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                    Secure Edge 
                
            

            Juniper Secure Edge provides full-stack Security Services Edge (SSE) capabilities to protect web, SaaS, and on-premises applications and provide users with consistent and secure access that follows them wherever they go. When combined with Juniper’s AI-Driven SD-WAN, Juniper Secure Edge provides a best-in-suite SASE solution that helps organizations deliver seamless and secure end-user experiences that leverage existing architectures and grow with them as they expand their SASE footprint. 



        


        		Firewall-as-a-Service (FWaaS) identifies applications and inspects traffic for exploits and malware with over 99.8 percent effectiveness.
	Secure Web Gateway (SWG) protects web access by enforcing acceptable use policies and preventing web-borne threats.
	Cloud Access Security Broker (CASB) provides visibility into SaaS applications and granular controls to ensure authorized access, threat prevention, and compliance.
	Data Loss Prevention (DLP). Classifies and monitors data transactions and ensures business compliance requirements and data-protection rules are followed.
	Zero Trust Network Access (ZTNA). Gives remote users secure access to corporate and cloud resources, providing reliable connectivity and consistent security to any device, anywhere. Reduces risk by extending visibility and enforcement to users and devices wherever they are.
	Advanced Threat Prevention. Discovers zero-day malware and malicious connections, including botnets and C2, even when traffic cannot be decrypted. Enforces granular protection mechanisms, such as file quarantine and reduced access rights. 





    

    
        
        
        
            Datasheets
        
        
            
                View Product
                
            
        

    


                            

                        
                            
                                
    
        
            
                
                
            

        
    

    
        
            
            
                

            
                

            

            
                
                    Session Smart Router
                
            

            Our software-defined router provides a flexible, application-aware network fabric that meets stringent enterprise performance, security, and availability requirements. Session optimization, intelligent features, and granular service controls enable the highest-quality routing for diverse applications and services.



        


        		Application-aware routing
	Fail-safe service delivery
	Orchestration and automation
	Zero trust security
	Centralized management using the Juniper Mist Cloud or Session Smart Conductor
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                    vSRX
                
            

            The vSRX Virtual Firewall provides uncompromised flexibility, security effectiveness, and performance in Amazon Web Services (AWS), Microsoft Azure, Google Cloud Platform, IBM Cloud, and Oracle Cloud environments.



        


        	
    Virtual CPU
	17


	
    Memory
	32/64 GB


	
    Firewall performance (max)
	200 Gbps (VMware)/200 Gbps (KVM)


	
    Maximum concurrent sessions
	12/28 million
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                    Wireless (Wi-Fi) Assurance
                
            

            Driven by Mist AI and machine learning, the Juniper Mist Wireless Assurance cloud service automates troubleshooting and operations, making wireless networks predictable, reliable, and measurable while providing near-real-time visibility into user service levels.



        


        		Proactive optimization of wireless performance
	Simple and secure access to resources
	Dynamic packet capture for troubleshooting
	Proactive root-cause identification
	Network automation with APIs
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                    Wired Assurance
                
            

            The Juniper Mist Wired Assurance service brings Mist AI to access-layer switching. It sets a new network management standard with AI-native operations and automation, improving the experiences of devices connected to resources through Juniper EX Series Switches.



        


        		Onboard, configure, and manage Juniper EX Series Switches from the Juniper Mist cloud
	Build and deploy campus fabric architectures in minutes based on intent
	Leverage open APIs for third-party integration and automation across multivendor environments
	Use AI-driven insights to learn exactly how switches are performing
	Configure sites and switches using templates and port profiles 
	Get proactive root-cause identification and enable self-driving actions
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                    WAN Assurance
                
            

            The Juniper Mist WAN Assurance service simplifies operations, improves visibility into end-user experiences, and shortens SD-WAN mean time to repair.



        


        		Visibility into WAN user experiences with application-based context
	End-to-end user impact analyses based on WLAN, LAN, and WAN telemetry data
	Automated identification and correction of gateway misconfigurations and faulty interfaces
	Health insights into Session Smart Routers, SRX Series Firewalls, and WAN links
	Simplified configuration and deployment of Session Smart Routers
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                    Marvis Minis
                
            

            Marvis Minis proactively simulate user connections digitally to learn the network configuration via unsupervised machine learning and proactively highlight network issues, working with Mist AI to proactively simulate user connections to instantly validate network configurations and find/detect problems before they have a chance to negatively impact end user experience.



        


        		Always-on for proactive validation of network experiences
	Constant contextual learning with no need for manual configuration or adjustment
	Comes standard with Marvis VNA subscription — no additional hardware or software required
	Dynamic PCAP for quick and easy troubleshooting of failures
	Adds/moves/changes validated in seconds vs. days
	Fully integrated with Mist AI engine to continuously enrich existing AI models
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                    Marvis VNA for Data Center 
                
            

            Marvis VNA for data center is an add-on to Marvis, the industry’s only AI-Native virtual network assistant. It works in conjunction with Juniper Apstra to provide proactive and prescriptive data center actions and simplifies knowledgebase queries using the Marvis conversation interface (powered by GenAI).



        


        		End-to-end visibility with VNA dashboard across campus, branch, and data center
	Rich insight into DC cabling, configuration, connectivity, and operations  issues 
	Actionable recommendations across the data center 
	Conversational interface using Natural Language Processing and GenAI
	Seamless integration with Juniper Apstra
	Multivendor switch fabric compatibility
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                    Marvis VNA
                
            

            Marvis, the first AI-driven virtual network assistant, optimizes user and operator experiences with proactive actions and self-driving network operations.  A natural language conversational interface provides simple and seamless interactions, making Marvis an integrated member of any IT team.



        


        		Faster issue resolution by reducing mean time to resolution/innocence (MTTR/MTTI)
	Greater network insights with minimal human effort by correlating data to derive conclusions
	Proactively identify and resolve issues before they impact end user experiences
	Enhanced network visibility through increased visibility into third-party device performance
	Quicker support responses by running every Juniper Mist support ticket through Marvis
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                    Premium Analytics
                
            

            Juniper Mist Premium Analytics is a cloud-based subscription service that offers end-to-end network observability, giving IT and line-of-business users unique network and location insights.



        


        		Up to 13 months+ of data storage
	Report scheduling
	Ingestion of Mist AI-driven data
	Optional 3rd-party data ingestion
	Ability to mix/match data sets
	Simple, preconfigured dashboards
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                    User Engagement
                
            

            User Engagement uses virtual Bluetooth LE (vBLE) array technology and cloud-based machine learning to drive down deployment costs and improve the accuracy of real-time indoor location services, from wayfinding to location-based proximity notifications.



        


        		Implement new wireless services, such as indoor navigation and proximity messages
	Drive customer behavior with contextual offers
	Trigger HVAC, security cameras, and other IoT devices based on user location
	Easily direct employees to available resources such as meeting rooms
	Share location information with colleagues, family, and friends
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                    Asset Visibility
                
            

            Asset Visibility makes it easy to find key assets and people, with detailed location analytics always at your fingertips.



        


        		Improve product placement based on traffic patterns
	Optimize staffing resources to accommodate demand
	Find assets quickly
	Maximize real estate usage
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                    Juniper Mist IoT Assurance
                
            

            The Juniper Mist IoT Assurance cloud service streamlines IT operations while securing network connections for headless IoT and BYOD devices. It uses Multi Pre-Shared Key (MPSK) or Private Pre-Shared Key (PPSK) as new types of identity and policy vectors to provide a simple yet comprehensive way to onboard client devices without relying on client MAC addresses. 



        


        		MAC-less client device onboarding
	Ability to create, rotate, and auto-expire PSKs at cloud scale
	Dynamic traffic engineering
	Key-based WxLAN policy
	Personal WLAN
	Active device usage tracking per PSK
	Automated key provisioning and rotation
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                CUSTOMER SUCCESS

            

            
                
                    The Orlando Veterans Administration (VA) Optimizes the Patient Experience with Mist

                
                   
            

            
                
Veterans receive proper care through wireless with Mist AI. The U.S. Department of Veterans Affairs’ Orlando VA Medical Center (VAMC) serves more than 400,000 veterans across a brand-new 65-acre, 1.2 million square-foot facility. As a state-of-the-art medical center, the Orlando VAMC is constantly looking for innovative ways to leverage technology to deliver a high-touch experience to patients, guests, and staff.
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                    Why Juniper is outpacing the competition


                
                    As you build out your network, check out this wired and wireless LAN comparison guide. See how Juniper, driven by Mist AI, stacks up against Cisco, Cisco Meraki, and Aruba/Hewlett Packard Enterprise.
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                    See Mist AI in action


                
                    Join our weekly demo to see how we deliver the industry’s best access-layer experience for wired and wireless networks.
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                        Demand more from your network

                    


                


                

                    
                        See what industry-leading AI and ML can do for you.

                    


                    

                    
                        
                            
                                Explore now
                            
                        

                    


                

            


        

        

    






    





    
        
            
                
                    Find Cloud Services in these solutions

                

                
                      



                
                    
                    
                        
                            
                                
                                   
                                    

                                

                            
                        

                        
                        
                            
                                
                                    
                                        Solution
                                    

                                    
                                        
                                       Wireless Access

                                        
                                    

                                
                                

                                AI-driven automation and insight, coupled with the agility and reliability of a microservices cloud, deliver optimized wireless access experiences and simplified network operations.
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                                        SOLUTION
                                    

                                    
                                        
                                       Wired Access

                                        
                                    

                                
                                

                                The wired portfolio, coupled with wireless, combines performance and simplicity at scale, while delivering optimized experiences to users and devices with AI-driven insights and automation.
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                                        Solution
                                    

                                    
                                        
                                       Indoor Location Services

                                        
                                    

                                
                                

                                Juniper Mist Indoor Location Services use virtual Bluetooth LE (vBLE) to enable businesses to provide location-based experiences that are engaging, accurate, real-time, and scalable. 
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                                       AI-Driven SD-WAN

                                        
                                    

                                
                                

                                Enrich user experiences across the WAN with AI-driven insight, automation, action, and native security.
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                                        Solution
                                    

                                    
                                        
                                       Enterprise WAN

                                        
                                    

                                
                                

                                Juniper enterprise WAN solution empowers customers to make a smooth transition to a modernized architecture that’s flexible, automated, secure, and resilient. 
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                                        Solution
                                    

                                    
                                        
                                       Secure Access Service Edge (SASE)

                                        
                                    

                                
                                

                                Juniper SASE secures the workforce with effective security that follows users wherever they go and an AI-optimized network experience. Juniper meets you where you are and takes you where you want to go without breaking the bank or your ops team.
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                                       Security

                                        
                                    

                                
                                

                                Make your network threat aware. The Juniper Connected Security portfolio safeguards users, data, and infrastructure by extending security to every point of connection, from client to cloud, across the entire network.
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                                       Global Services

                                        
                                    

                                
                                

                                Juniper global services helps your organization align AI with people, process, and technology to accelerate the time to value for your modern infrastructure. 
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                                       AI-Driven Support 

                                        
                                    

                                
                                

                                Juniper Support Insights delivers holistic operational health visibility across all Junos OS devices. Now included with Juniper Care, Support Insights easily and securely connects devices to the cloud and provides actionable intelligence to help organizations optimize their networks.
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    Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure, Mike Toussaint, Christian Canales, Tim Zimmerman, December 21, 2022.

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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