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About the Documentation

IN THIS SECTION

Documentation and Release Notes | v

Documentation Conventions | v

Documentation Feedback | viii

Requesting Technical Support | viii

Use the this guide to manage your app and content extension inventory, view app and content extension
recommendations and get links to useful information.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation, see the product
documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Documentation Conventions

Table 1 on page vi defines notice icons used in this guide.
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Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware
damage.

Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page vi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type
the configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on
the terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997, BGP Communities
Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft
titles.

Italic text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Italic text like this

• To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

• The console port is labeled
CONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Text like this

stub <default-metric metric>;Encloses optional keywords or
variables.

< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamic MPLS
only

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

# (pound sign)

community name members [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Represents graphical user interface
(GUI) items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of
menu selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You can use either
of the following methods:

• Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

• Click the thumbs-up icon if the information on the page was helpful to you.

• Click the thumbs-down icon if the information on the page was not helpful to you or if you have
suggestions for improvement, and use the pop-up form to provide feedback.

• E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,
URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are
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covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTACUser
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Productwarranties—For productwarranty information, visit https://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

• Create a service request online: https://myjuniper.juniper.net

To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:
https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.

• Visit https://myjuniper.juniper.net.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.
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QRadar Assistant App

Use the QRadar Assistant app to manage your app and content extension inventory, view app and content
extension recommendations, follow the QRadar Twitter feed, and get links to useful information.

TIP: After upgrading the QRadar Assistant app, you may need to clear your browser cache to
see the new Assistant app icon and application content.

NOTE: Use ExtensionsManagement rather than theQRadar Assistant app tomanage extensions
that have dependencies.

The QRadar Assistant app consists of the following sections:

• Guide Center--The QRadar Assistant Guide Center is a central point that links to a wide collection of
QRadar information resources. From the Guide Center, you can view tuning and use cases videos that
are recorded by QRadar experts, watch previously recorded open mic sessions, access a wide variety of
QRadar technical tips, view IBM Security Community information, and watch video tutorials. provided
by IBM Learning Academy.

• Featured Applications--Featured applications are the most recently recommended applications that are
featured by QRadar.

• Support--View Juniper Customer Support.

• Support Forum--View the latest QRadar related questions from QRadar developerWorks forums.

• Applications page--Search, sort, and filter available apps by various categories. You can see a quick view
of the app, then expand to see the full description and download the app. See which apps have updates
available.

When you select an app to download, it appears in the download drawer.

Open the drawer to see a list of apps that are queued for download or installation. You can place up to
five apps in the download queue at one time. To keep the download drawer open, click the pin icon.

From Version 2.3.0, you can also view the list of currently installed QRadar extensions and contents.

• Watson Integration--On theWatson Integration page, you can learn how the QRadar Advisor with
Watsonworks with QRadar to investigate and respond to threats. You can review requirements for your
QRadar system to install and run the Advisor app. You can also download and install QRadar Advisor
with Watson directly from the Assistant app.
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What's New in the QRadar Assistant App

Learn about the new features in each QRadar Assistant app release.

Version 3.2.0

• Enhanced compatibility check for extension installations with multiple QRadar version support.

• Bug fix for displaying installed apps in Application Manager.

• Improved performance for displaying installed extensions.

• Added an option to enable administrators to install extensions with user’s access token.

Version 3.1.1

• Fixed an issue which prevented the Security Administrator from managing applications.

• Fixed an issue for app logging.

• Updated translations for user interface strings.

Version 3.1.0

• Added a widget in Application Manager to display current app memory usage.

• Added the ability to manage applications without Internet access.

• Added an introduction tab for “QRadar Analyst Workflow.”

• Bug fix for connection error over intercepting proxy.
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Version 3.0.2

• Bug fix for displaying extensions in the Application Manager.

Version 3.0.1

Added a widget in the Instance wizard to display app memory usage in the multitenant environment.

Added the Start default instance checkbox in the multi-tenant environment.

Improved the user experience for configuring instances in the multi-tenant environment.

Bug fix for user permission settings.

Version 3.0.0

• Added support for QRadar (7.4.0 Fix Pack 1 or later) multitenancy.

• Added multiple language support.

• Added new resource links.

• Enhanced Watson Readiness Check.

• Fixed SSL certificate issues.

Version 2.5.2

• Added the Update Available ribbon.

• Fixed SSL certificate issues.

Version 2.5.1

• Reduced memory requirement from 800MB to 600MB.

• Fixed an issue that caused incorrect QRadar version display.
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Version 2.5.0

• Renamed the tab name Tuning App to Use Case Manager.

• Updated images, text and links in the Use Case Manager Tab.

Version 2.4.0

• Added a link to the QRadar documentation on the https://support.juniper.net/support/downloads/.

• Fixed an issue that caused installing extensions to fail.

Version 2.3.0

• In the Guide Center, removed the Tuning Videos section and moved the contents to the Tech Tips
section.

• In the Guide Center, added the IBM Learning Academy section that provides video tutorials.

• Under the social networking section in theGuide Center, added the IBMSecurity Community sub-section.

• In the Applications, added a new section (Installed) that lists currently installed QRadar extensions and
contents.

Version 2.2.1

• Added additional Watson Readiness checks.

• Added an icon that links to the IBM Security Community.

Version 2.2.0

• Applications screen filter persists between screens.

• App is automatically available to all user roles when installed.

• Upgrade All button now available to upgrade all apps.

14

https://support.juniper.net/support/downloads/


• Fixed an issue with the proxy when installing apps.

• Performance improvements.

• Accessibility enhancements.

• Supportability for IE 11 Edge mode.

• Multiple defect fixes.

Version 2.1.0

• Improved Watson Readiness checks.

Version 2.0.2

• Fixed an issue where proxy did not work with multiple user accounts.

Version 2.0.1

• Simplified profile configuration for admin users.

Version 2.0.0

• Complete redesign of the user interface.

• Integration of Watson Readiness app.

• Added QRadar learning resources to the Guide Center.

• Added feature to enable download of five apps directly from within Assistant App.

• Additional Log Source matching.
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Version 1.1.5

• Added Call Home feature.

• Enhanced user interface.

• Minor defect fixes.

Version 1.1.3

• Added Call Home feature.

• Enhanced user interface.

• Minor defect fixes.

Version 1.1.0

• Log source matching - extensions will be recommended based on discovered log sources.

• Added a Tuning Video to QRadar Help Center to assist with steps on tuning your QRadar system.

• Fixed a number of minor defects.

Version 1.0.3

• Added Proxy related features.

• Detect QRadar version and disable downloading of apps depending on installed version.

• Fixed user interface issues.

• Fixed an issue where no Internet access / no proxy setup would result in an installation failure.
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Version 1.0.2

• Enhanced usability.

Version 1.0.1

• Minor styling changes.

RELATED DOCUMENTATION

Configuring the QRadar Assistant App | 17

Managing Installed Extensions | 18

Managing Multi-tenanted Apps | 20

Configuring the QRadar Assistant App

The QRadar Assistant app is included in QRadar installations of version 7.3.1 and later. You can download
the app from the IBM Security App Exchange for those versions. An Admin user must configure certain
options to enable the Assistant app in your QRadar environment.

1. Click the Assistant app icon.

TIP: In QRadar versions 7.3.0 and earlier, click QRadar Assistant.

2. If you are the Admin configuring the Assistant app for the first time, complete the following steps:

a. Enter a valid authorized service token into the banner on the Assistant app page and click Save.

NOTE: The security profile for the token must be Admin.

b. Click Settings, select the API Authentications tab, and enter your X-Force Exchange API Key and
API Password.
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NOTE: Validation of the API key can take several seconds.

NOTE: After an Admin configures the authorized service token and API key and password,
other Admin users do not need to perform this configuration. Non-Admin users can use the
Assistant app, but are not authorized to download and install apps. To allow non-Admin users
to install apps, they must configure the Assistant app with an authorized service token that
is provided by an Admin.

3. To configure a proxy server for communication with X-Force Exchange, click Settings, select the Proxy
tab, and enter the following information for your proxy server:

• Protocol

• Address

• Port

• User name

• Password

4. Click Save, then close the Settings window.

5. If you want to use the QRadar Phone Home Service, click Agree.

For more information about the Phone Home Service, see “Phone Home” on page 25.

RELATED DOCUMENTATION

Managing Installed Extensions | 18

Managing Multi-tenanted Apps | 20

Downloading Apps with the QRadar Assistant App | 24

Managing Installed Extensions

You can use the Installed section on the Applications page to view and manage currently installed QRadar
extensions and contents.
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1. Click the Assistant app icon , and then click Applications.

TIP: In QRadar versions 7.3.0 and earlier, click QRadar Assistant.

2. In the Installed section, click View All to view applications by Installed Extensions, Installed Content,
and Custom Applications.

3. Hover your cursor over an application card, and then click Quick View to open the Details Summary
pane.

DescriptionField

Indicates the current status of the extension or content.Manage

Indicates the brief description of the extension or content.Details

Click to remove the extension or content.Delete

If available, click to deactivate the associated applications.

NOTE: This option is only available to extensions and
custom applications.

Stop

If available, click to activate the associated applications.

NOTE: This option is only available to extensions and
custom applications.

Start

4. Click the list view icon to view apps in a list. In Options, you can perform the following tasks.

a. For extensions, you can select to either delete, stop, or start the selected item.

b. For contents, you can select to delete the selected item.

RELATED DOCUMENTATION

Managing Multi-tenanted Apps | 20

Downloading Apps with the QRadar Assistant App | 24

Phone Home | 25
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Managing Multi-tenanted Apps

The QRadar Assistant app 3.0.0 supports multitenant environments in QRadar 7.4.0 Fix Pack 1 and later.

With QRadar Assistant 3.0.0 and later, you can manage instance for these apps (such as User Behavior
Analytics, Pulse, Log Source Management App) in a multi-tenant environment.

Overview

You can create multiple instances and associate one instance to a security profile. By assigning domain to
different security profiles, you can segregate the events and flows that an instance consumed. For example,
you install an multi-tenated app "Hello App" in a multi-divisional organizations. You may want to create
some security profiles like "Green Office", "Blue Office" with different domains attached. And then you're
able to create multiple instances as "Hello App-Green Office", "Hello App-Blue Office" in a single, shared
deployment.

Use security profiles and user roles to manage privileges for large groups of users in your environment.
Security profiles and user roles ensure that users have access to only the information that they are
authorized to see.

Multi-tenanted Apps

You may create multiple instances for a multi-tenanted app to segregate different users' use. However,
not every app is supports multi-tenancy or needs to have multiple instances. In that case, you would have
only one instance (a "default instance") after the extension installed. The "default instance" is an instance
that is globally viewable for all users, and you can control the permission via user role settings as in QRadar
V7.3.x.

Configuring QRadar for Creating Multiple Instances

You must configure QRadar administrative settings to create multiple instances.

You can only create multiple instances with the QRadar Assistant 3.0.0 and QRadar 7.4.0 Fix Pack 1 and
later.
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1. Create a security profile that would be associated later for the instance.

2. Create domains and associated those with the security profile specified in Step 1.

3. Create a user role that can access this app.

4. Create a user and associate to the specific security profile and user role.

5. Deploy changes.

1. Create a security profile "Blue Office."

2. Create a user role named "DevOps."

3. Create a user named "blue-dev" to be associate with the security profile "Blue Office" and the user role
"DevOps."

4. Deploy changes.

5. Create a new instance for the user "blue-dev."

Creating an Instance

With Assistant 3.0.0 and later in a multi-tenant environment, Admin users can create instance from a
multi-tenanted app.

Youmust complete the steps described in “ConfiguringQRadar for CreatingMultiple Instances” on page 20.
Only Admin users can create new instances.

Every extension instance must be associated with a security profile. If an instance requires an authorized
service token, the authorized service must be assigned with the same security profile.

The option Create New Instance is not available in the following situations.

• The extension does not support multitenancy: The extension is not multitenancy aware and the option
Create New Instance is not available.

• The extension only allows one instance to be created: Apps like Pulse, Log Source Management App,
and Assistant that are for administrative purposes can only have one instance.

1. Click the Assistant app icon, and then click Applications.

2. Ensure you're in the List View in Application Manager.
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3. In the Installed Extensions section, click the ellipsis icon in the Options column of the extension for
which you want to create an instance, and then click Create New Instance.

4. In the Create New Instance window, follow the onscreen instructions to specify the Security profile
and User role, and then click Confirm and Create. After the instance is created, you can expand the
table and see a new row for this instance.

NOTE: Regarding the Installed Extension table,

• The Total Memory column shows the overall storage space used for all instances on the
corresponding extension. You can expand each row of the extension table to see more
details.

• Each row of the instance table is a grouped result. If an installed extension has two or more
apps, it would still show only one row in the instance table but the memory consumption
is a summation of all apps.

5. Deploy changes in QRadar administrator page if the user roles are newly added.

Managing Instances

You can restart, stop, or configure an extension instance.

Stopping an extension instance will force logging off all users of that instance.

1. Click the Assistant app icon, and then click Applications.

2. Select the extension namewhose instance youwant tomanage, and click the ellipsis icon in theOptions
column of the extension you want to manage.

DescriptionField

Start a stopped instance.Start All Instances

Stop an active instance.Stop All Instances

Remove the instance.Delete All Instances

Create a new instance.Create New Instance

Navigate to Full view for extension information.Check for Updates

22



DescriptionField

Navigate to ExtensionManagement for PREVIEWINGand
Uninstall procedure.

NOTE: You need to uninstall all non-admin instances
before uninstalling the extension.

Uninstall Extension

3. Click the ellipsis icon in the Options column of the instance you want to manage.

DescriptionField

Start a stopped instance.Start Instance

Stop a running instance.Stop Instance

Remove the instance.Delete Instance

This option is only available to the instances that has
exported the configuration endpoints. After clicking this
option, a sliding panel would be displayed with the
configuration page embedded in an iframe. Admin users
can use the page to configure the instance associatedwith
a specific security profile.

Configure Instance

This option is only available for the instances that are
associated with a non-admin security profile. Admin user
can use this function to override the permission
temporarily and to see all instances associated with the
specified security profile.

NOTE: You need to refresh the browser to see the
additional instances granted by the override permission.

View as [Security Profile Name]

This option is only available afterViewas [Security Profile]
is selected. ClickHide to toggle the overriding permission
of the Admin user.

Hide

RELATED DOCUMENTATION

Downloading Apps with the QRadar Assistant App | 24

Phone Home | 25
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Configure URL Access on Firewalls | 27

Downloading Apps with the QRadar Assistant App

On the Applications page, you can download and install apps from the X-Force Exchange.

1. Use any of the following methods to find apps:

DescriptionField

Type the app name or other descriptive information in the
Search field.

Search

You can sort the list of apps by newest, most downloaded,
or alphabetically.

Sort

You can select to see Early Access apps only, Essential
apps only, or Premier apps only.

Filter

You can also filter by one or more app categories to
narrow the list.

Categories

2. To see a brief description of the app, click Quick View.

3. To see the full description, click the app in the list, or click See full description from the Quick View
window.

4. From the full app description, click Install, then click Accept Terms to download and install the app.

5. Hover over the download drawer icon to see icons of the apps that are queued for download or
installation.

You can place up to five apps in the download queue at one time.
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TIP: To keep the download drawer open, click the pin icon. When the download drawer is
open, you can click any of the app icons in the queue to see a description of the app. Hover
over the app icon to see the installation status.

6. Click the download drawer icon to see theQuick View and installation status of all apps that are being
installed.

NOTE: To conserve resources on your host, the Assistant app installs only one app at a time.

RELATED DOCUMENTATION

Phone Home | 25

Configure URL Access on Firewalls | 27

Known Issues | 30

Phone Home

QRadar Assistant app V 1.1.5 and later include a new Phone Home feature, which anonymously shares
data with the X-Force Exchange to monitor QRadar and detect issues early.

Why Should I Opt in to the Phone Home Feature?

Opting in allows QRadar to proactively detect issues in QRadar before they affect your assets. It also helps
how you use QRadar, to more effectively develop product features and services in those areas.

How do I Opt In?

After you update the QRadar Assistant app, a window will prompt you to agree or disagree to using the
Phone Home feature. Select Agree to start using the feature.
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If you want to opt in at a later time, select to the Help tab on the User Settings window, and select Opt
In.

How do I Opt Out?

If you select Disagree, you are not prompted again until you update the app again. If you want to opt in
later, click the Help tab on the User Settings window, and select Opt Out.

What Information is Shared?

The following table describes the information you can share with QRadar.

Table 3: Information Shared by the Phone Home Feature

DescriptionField

The average events per second and flows per minute over 24 hoursAverage EPS and FPS

Basic deployment informationDeployment

Percentage of disk used on each hostDisk Usage

Basic app information, such as number of extensions, extension name,
application status

Extension Information

QRadar health metricsHealth Metrics

Count of offenses, vulnerabilities, rules, log sources, and assetsHealth Score

Basic license informationLicenses

Login count for previous weekUser Login Count

Basic log source informationLog Sources

Network asset countNetwork Hierarchy

Basic notifications informationNotifications

Basic offense informationOffenses
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Table 3: Information Shared by the Phone Home Feature (continued)

DescriptionField

QRadar version (2014.8, 7.3.1)QRadar Version Information

Basic reference set information, including database servers, DHCP
servers, and DNS servers

Reference Data

Top offenses countTop Offenses

Top rules countTop Rules

Privacy Information

This feature does not collect personally identifiable information. Information you share with the X-Force
Exchange does not include IP addresses, host names, log source information, or any other information that
identifies specific customers.
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Configure URL Access on Firewalls

If your QRadar Console is behind a restricted firewall, you must allow traffic to specific URLs to use the
full features of the Assistant app.

At aminimum, youmust allow traffic to https://api.xforce.ibmcloud.com/ to connect to the App exchange.
To receive content updates for the Assistant app, allow traffic to the following URLs:

• https://api.xforce.ibmcloud.com/

• https://developer.ibm.com/ (specifically https://developer.ibm.com/answers/ feed/175717/topic.rss)

• https://support.juniper.net/support/
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• https://www.googleapis.com/youtube-nocookie.com/v3/

• https://www.googleapis.com/youtube/v3/

• https://www.securitylearningacademy.com/

• https://ibmmaas360.secure.force.com / specifically
https://ibmmaas360.secure.force.com/ForumsRSSFeed)

RELATED DOCUMENTATION

Running the Assistant app in Offline Mode | 28
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Phone Home | 25

Running the Assistant app in Offline Mode

Admin can run the QRadar Assistant app 3.1.0 or later in offline mode to manage installed extensions.

The QRadar Assistant app 3.1.0 or later can run in offline mode in the following situations:

• Internet access is unavailable.

• X-Force API is not connected.

The services that require internet access are unavailable in the offline mode.

Offline modeOnline modeFunctionality

YesYesApplication Manager

NoYesGuide Center

NoYesFeatured Applications

NoYesSupport

NoYesSupport Forum

NoYesWatson Integration
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NOTE: See “Configuring the QRadar Assistant App” on page 17 for configuring the QRadar
Assistant app.

1. Click the Assistant app icon , and then theQRadar Assistant is running in offlinemode banner appears
in the bottom.

2. In the Use Application Manager in offline mode banner, click the hyperlink text Here.

3. In the QRadar Assistant is running in offline mode window, click Continue.

TIP: Keep the Set Application Manager as startup page in offine mode check box selected
if you want to directly go to Application Manager next time you open the QRadar Assistant
in offline mode.

4. See “Managing Installed Extensions” on page 18 or the steps to manage installed extensions.

5. Optional: Perform one of the following steps to configure a proxy server for communication with
X-Force Exchange.

a. In the tooltip under the Offline indicator in the upper right corner of the page, click the hyperlink
text here to configure the QRadar Assistant app settings.

b. Click Settings, and then select the Proxy tab.

NOTE: See “Configuring the QRadar Assistant App” on page 17 for steps to configure the
proxy settings.
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Known Issues

Learn about the known issues in each QRadar Assistant app release.

Version 2.3.0 and 2.4.0

• When the authorized token expires or is unconfigured, the Assistant app icon may not be visible and
shows the text "QRadar Assistant" on the QRadar console.

NOTE: To resolve the issue,

1. Use theQRadar GUI Application Framework API /gui_app_framework/applications to stop
and restart theQRadar Assistant app. Formore information, seeGUI Application Framework
REST API endpoints.

2. Refresh the QRadar user interface.

3. Create an authorized token by adding a new authorized service in the Add Authorized
Service window.

4. Click theQRadar Assistant icon to open the app, and save the Admin token into the token
field.

All Versions

• After each upgrade of the QRadar Assistant app, you may need to clear your browser cache to see the
new Assistant app icon and application content.
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