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Session Initial

rity Policy Evaluation
Packet Processing Security Policy Evaluatio

and Next-Hop Lookup

Table
Update

Session and
Forwarding Table

Ingress ~ TTTte. Forwarding for ...., Egress

Interface o Permitted Traffic Interface

Y
Disallowed by
Policy: Dropped

HA (High Availability)

VSRXE Active/Active & Active/Passive 2E0| tish MA| 2HAEZIS
K| 25t0d R0l EapRel NS MSELICHL HA 7152 X2l 52 ZE o
22 =& ol0|muio|x el S2{AE HWHESO| thoiME 25t AHOIES
mlY 2t (stateful failover)& MIELICH S2AEOIAM vSRX VMO| 714
2, VM2 HZ/MINE JEf 2 S22 FE, IPsec 22 AZ, NAT (Network
Address Translation) E2i®, =4S HHE 74 HE 51t 22 FEHE 37|
SHpfLich O A1} YUY =5 & E AME0 ofL|2t 2ot Jti2 R X|E
LICH £9H5 HEEQI0AlS vSRXZE 23 Z2HZ(link flapping) S 2t8tet
Lck
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oftoll= nzZ4o| &Mt s AtoJof A UXtE ol T1EIS SO Si&LIC
VSRX &2M42 03] 7H9| 714 CPUE &850 714t B0l A T2l Xz2| &
TH| Me|ZE Staet=S Aot UELICH Eot 2F vSRX VMO 621 712
vNIC (virtual network interface cards) 7t QU= 0|2 CIUet 7HA HEL
30| A5 6] UIEYI MOAHES SAl0 E5 4 JSLICHL 7Y THE
2 LIl M 2fS5h= vSRX = 7HASHE &1Z0|L S2tRE 7|8 8-S X flsh=
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Performance and Capacity’ VMware KVM
VMXNET3 Virtio with OVS-DPDK

vCPUs 2 5 2 5
“;\‘/lemory . 4GB 8 GB 4GB 8 GB
ml.:‘irevvatl throughput, large packet (1514B) H 8 Gbps 20 Gbps 17 Gbps 20 Gbps
“;irewatl throughput, IMIX . 2 Gbps 5.4 Gbps 4 Gbps 5.4 Gbps
“AES+GCM IPSec VPN throughput (1420B) H 2.7 Gbps 7 Gbps 2.7 Gbps 7 Gbps
..‘Application visibility and control? . 2.9 Gbps 8.3 Gbps 2.9 Gbps 8.3 Gbps
IPS recommended signatures H 1.8 Gbps 5.2 Gbps 1.8 Gbps 5.2 Gbps
W;I"CP connections per second . 50,000 60,000 50,000 60,000
“;\‘/Iaximum concurrent sessions . 512,000 1,000,000 512,000 1,000,000

! Ms gfm2IA ZaE: HP DL580 Gen 9 E7-8890 v3, 72 CPU * 2.493 Ghz; HT: Disabled with Intel 82599 NIC ixgbe version: 4.21; firmware version: 0x80000208; VMware version: 6.0; build:
3620759; KVM: Ubuntu 16.04 OpenVSwitch (OVS): 27.0. 7 [BIILICE 2E &5 $=Xl= “Z2IthX|"0|0 7| st=4llof 7L40fl et CHELICH YIS A A0M 850 O =S 4= US). B2 ds,

8, 7152 Junos OS 15.1X49-D70 E2|=E AlZot= VSRXE 7|&2 2 ofH, 0|

> XIS 44KB 27| SN, HTTP =24 7|Z=elLict,

R0 ZEE +XIYUCE HH Zak= Junos OS Zel= 8 715 8ol et ohs o~ A LCH

*Number of cores should be power of 2 + 1 (i.e. 27 + 1)
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CPU Cores 2 5
Memory 4 GB 8 GB
Disk Space 16 GB 16 GB

VMXNET3, SR-IOV
on Intel X710/XL710
or X520/X540

Virtio, SR-IOV on Intel  Virtio, SR-IOV on Intel
X710/XL710 or X520/ X710/XL710
X540
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VMware ESXi
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Amazon Web Services O}ZIE8|0|A0f| A
0 7ts

VSRX= AWS (Amazon Web Services) OFUIE2{0|A0| A 0§ 7Hs5t
o AWS VPC, Z20o|H]l S2tRE, 22g|0|A 2[AA0 it 15 WERIR
2 ofZ2|7/|0]M Eotmf kXSt IPsec VPN H1ZS MEEHLICt 1242 Junos
Space Security Directorg AHEst0 2z2f|o|A 2 AWS VPC HEte| SRX
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on AWSE AIZsH= 1242 X1x| vSRX 20| MAS 7@ 7L AR 7 (gt T}
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SLA, Measurement, and

Monitoring Hypervisors

Protocols IP Address Management Security
IPv4, IPvE, MPLS, Static Firewall
ISO Connectionless Dynamic Host Firewall, zones, screens,
Network Service Configuration Protocol policies

(CLNS) (DHCP) Stateful firewall, stateless
Static routes Internal DHCP server, filters

RIPv2 +V1 DHCP relay Network attack detection
OSPF/OSPFvV3 Address Translation Screens denial of service
BGP Source NAT with Port (DoS) and distributed
IS-1S Address Translation DoS (DDoS) protection

Multicast (Internet
Group Management

(PAT)
Static NAT

Destination NAT with PAT

(anomaly-based)
Replay attack prevention;

Real-time performance
monitoring (RPM)
Sessions, packets, and
bandwidth usage

IP monitoring

Logging

System logging
Traceroute

Extensive control and
data plane structured
and unstructured system

VMware ESXi 5.5, 6.0;
KVM/QEMU:
-CentOS 71

- Ubuntu 14.04,16.04
-RHEL 7.2

Hyper-V 2012, 2012R2,
2016

Protocol, PIM, anti-replay log administration
Session Description Persistent NAT, NAT64 Unified access control (UAC) - Junos Space Security
Protocol) Encapsulations TCP reassembly for Director support
MPLS Ethernet fragmented packet Juniper Networks Secure
VPLS 802.1g VLAN support protection Analytics
Brute force attack mitigation Juniper Networks
SYN cookie protection Advanced Insight
Zone-based IP spoofing Solutions support
Malformed packet protection - External administrator
VPN database (RADIUS,
Tunnels (generic routing LDAP, SecurelD)
encapsulation, IP-IP) Auto-configuration
IPsec, Data Encryption Configuration rollback
Standard (DES) (56-bit), Rescue configuration
triple Data Encryption with button
Standard (3DES) (168- Commit confirm for
bit), Advanced Encryption changes
Standard (AES) (128-bit+) Auto-record for
encryption diagnostics
Message Digest 5 (MD5), Software upgrades
SHA-1, SHA-128, SHA-256 J-Web
authentication CLI
IPv6
F2 e

LI HESA vSRX 7Ha) a0 chet XhMISH ME = www.junipernet/
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