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§ | Emai Message Header $ | Date & Time

May 6 03.55.51 GMT+0900
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Dluecost Secure Web Gateway
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Junipes ATP
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Symantect¥
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External Source D% %%
1)w#4H 9§ 3ESymantecD O
HHESRNERETEET,

A

dc9b995d5e21-0 Actual action: Deleted Requested action: Deleted, Secondary action: Deleted Event time: 2017-03-13 11:56:53-07 Inserted: 2017-03-13 11:57:53-07 End: 2017-03-13 11:57:53-07 ,Last update
time: 2017-03-13 11.57.53-07 Domain. -, Group. - Server: sepxxoo, User. dave, Source computer: DAVE-LAPTOP_ Source IP- 10.1 1 190 Disposition: Good, Download site- null, Web domain: null, Downloaded by.
null Prevalence: Reputation was not used in this detection Confidence: Reputation was not used In this detection URL Tracking Status: Off, First Seen: Reputation was not used in this detection. Sensitivit
y: Low, MDS Application hash 256ea7930b46e9ac3e6e36cA59256876¢ Hash type: md5 Company name: HHHHH Application name: Application version: Application type: -1 File size (bytes). 345088 Category
set. Security risk Category type: UNKNOWN

~roduct § | Action § | Response
v Symantec EP 10.1.1.190 Execution Blocked
Response: Blocked
Event Action: Execution
Severty: Low Symantec QRO AT %5
Vendor Product: Symantec EP EE? 6 I: & 75{'5“ % i j- [
Category: Trojan
File Name: WL-fab8fbf28b5d7d04ce51dc9b995d5e21-0
File Hash: 256ea793b46e9ac306036¢459256876¢
Device Host: 10.1.1.190
Signature: Trojan.Gen
Raw Log: 2017-03-13 11:56:53-07 Virus found, IP Address: 10.1.1.190, Computer name: DAVE-LAPTOP Source: Real Time Scan Risk name:Trojan Gen Occurrences: 1 /Users/dave/Downloads/WL-fab8Tbf28b5d7d04ces1
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Test Runs 1059 % Detected 99.2% )% False Positives (| 1.1% ]

Fig. 1 - High Detection Effectiveness & Few False Positives
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Fig. 2 - Detected 500 of 504 New & Little-Known Malicious Samples Fig. 3 - 6 Alerts on Innocuous Applications

43

NNNNNNNN

© 2019 Juniper Networks. All Rights Reserved. Juniper Public




ORI TFIREE)TAQ)
JATP Dt X)) 5748

RFC3164 /54241 #¥0 L T
wadzxa45chhnid.

&@&5@t$%u?4
Hmh 5 THEZEH B EE

RO (CHRIR

A netskope

=~ ForeScout

N

WDOSTRIKE

Carbon Black.

, SmartCore %

Collector GB{EE=4)

e 7 21772
VSRX {REBF7TSS514F R
_— JATP700
B o REFISAFUR
JATP Collector vSRX vSRX
vmware vmware ~KVM

I0C (T Ay R )E A RE

JUNIPEr carbon Black.
>~ ForeScout aruvba

a Hewiart Packars
rrrrrrrrrrrrrrrr

PFU \i‘. .|||.|||.

a Fujifsu company Y OSTRIKE CISCO

juniPer  BLUECOAT R paloalio

ajra]n %‘.
CarbonBlack. '(\cco Sraine

==RATINET

© 2019 Juniper Networks




ORI TIREX1YTF422
BAT—XR: SEMOKHLY IZTFILF = —2ZARIE

IET:EO) <&
< i i 7 SIEMZEEALITE.
RERREA  ggsmoca0

HEERASEELLY, .
— O
, | II |
*—:: AAYF
. —

SIEM

IRRAMFa T4

_ 3
SmartCore  SEM

BEHROIRIEE =—

SIEMZBEBALEAEWNCHRTIENELL.
BIERMIZZENESTULADONFILFI—20
AT—RANARIETETULELD T,
fHEICA[fETEE Y ) a— 3 UnaLLy,

B AE R
FYRD—HETVRRAV DB RAY
=2ELHEKRBEOIITUMNLT
BEIc3+

S

H—R/—T 183
I7AT 24—

LAN

@ [

IVRRAUF X)) T

CREBRIZESAY Y b

SIEMTY RO #&EHTIT 4 ILE—EMITE=RIZ,
SIEMMBIJATPAL ZOS ZRIELTIEL 2 & T,
BHECXILFI—VDRAT—E2ANTRIETEET,

© 2019 Juniper Networks. All Rights Reserved.

45

Juniper Public -~ JUI I



AR TYREF ) T14Q
ZREMGEHOFREZHER (FEH)

)

v - . ° -
L PR SN [ . Ibectons Cuntom W -
' o 1 o

RIVFAVE—THIGLI-IER S T E SR ET B B AT
REATUDFILF A7 AR1E . BIR DRI HI ¥ AV e aE
BRFEV)a—av EDEEZELESRBMEtEX 1) T4/ ) a—23y

© 2019 Juniper Networks. All Rights Reserved. Juniper Public JUﬂIPer ‘ 46

NNNNNNNN



FEH

Juniper

NETWORKS

| 47



B, Da=ZnN\—OtxXaT14H50OMN?

“2 a1vonm

tXal)TqHLE-
BEEDEX)T1BITEDRRE

l0OTABYODZEDNFELEAFNAIBREICKS
X TAIRIDEFEY

LB, RILTFARUSRIBIZEITS
X)) T4 BB E /T EXIGICERA NS

v

v

g TazZIIN—DIRE

BERAESIVETZE8ETSH LT,
X )T HEYEEOT—/O0—FEZEREL.
RN DIEFEIZ BB DXL

FYNIT—O LA TEBZEREML.
I—/I/H/Z'C MACZRL RIZ&Y

AP o ]

H—R/—T4BRDOT 54,
HLUVERBZEARIETHEITKY,
R CERDREE &S AS AT BE

© 2019 Juniper Networks. All Rights Reserved.

Juniper Public

Juniper | e

NNNNNNNN




TaIN—
AR TyktEExal) T4

LX) TAEBBID A—F . 7IVr—230  BEPAV TSRS IFYESTH
ER DRIt 229 DB BAH & U

™\

——

A
A

© 2019 Juniper Networks

Juniper Public JUﬂIPer ‘ 49

NNNNNNNN



[ARXTFyYyFRFEFa)TFoa | Are you connected?

ESAlIFRZIC
R5 Mo TNETM?
2y FO—02EDRHRIL

%
ot AL 75 2k 2 O HE 4] B

X179 %
2y EIT—=D%FD

© 2019 Juniper Networks

Juniper Pu blic _JUDLEWQI‘ ‘ 50



PEIT:
BRE[CHES va=/\—
AR TIREFx) T4

JuniPer | s

NNNNNNNN



SKY ATP (P a=/\— axxoFvyKrktXxal)F4)

Sky ATPEEfRE—R THLTAFEAD
« SRXZRAYFIZIEHT 51T
« IR~ DEELL

C&CH—/\ =

EELAL
§| RELRTHIER
interne';\
ﬁ E TILIDITD
ArorO—K

<ILoTT

SRX1500

EZAYUTEE CHIRRFOERA A—D

© 2019 Juniper Networks

Juniper Public JUDLEWQI‘ ‘ 52




JATP ERINSATIL

JuniPer

NETWORKS

Try the Juniper Advanced Threat
Prevention Appliance for Free

Register Now
There will always be some network threats that can sneak past your

toughest perimeter security. But if they do, you don’t need to worry.
You can stop them from doing any damage even before they begin
with the Juniper Advanced Threat Prevention (JATP) Appliance.

The only solution certified by ICSA Labs to provide 100 percent
advanced threat detection, the JATP Appliance rapidly analyzes and

remediates dangers that target your organization. Phone (ex. 5551234567)

We invite you to try JATP free for 14 days. See for yourself why Select Country/Region *

powerful detection is your strongest defense against cyber crime.

JATP Trlal (14 E Fﬂﬁ%*sl') I'm not a robot e

https://www.juniper.net/us/en/forms/jatp-14-day-trial/ il
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