-

Mist REN=17))
- Settings -

Webhook D5%E

)
&

1Ny NI—=J 2%kt
2023498 Ver 1.3

' JUNIPET o

seivenbyMist AT 1N




[FUSHIC

% ARYZ17)UIE. TWebhook®DESTE] (CDWTERBBLE T

% FIERAFZ 2023F98 B Mist Cloud (CTHERZZERL THNET
EIROBEERRINDERIIGEELUATO7YIT—NMEHREZHERZ TS0
https://www.mist.com/documentation/category/product-updates/

& SRTEARBP/IIA-HIE A T RIREPBRK(ICIOTERDET
BB TERNSOFEME T EEV I LD TR TSN
https://www.mist.com/documentation/

S MICEZED Mist BAREVZ17)Z [Y)1—23> &FIZHIVIBERYA N (CBELUTHENET
https://www.juniper.net/ijp/ja/local/solution-technical-information/mist.html

<+ FENMOABRERMERRRICBITSEDTHDERDESRUICABTZEEIHINESHHDIT
FEAERCEERHENTABRROHEEZ RN I DL EFHA LV TIBATICLETEIEA

© 2023 Juniper Networks Juniper Business Use Only

et |

2


https://www.mist.com/documentation/category/product-updates/
https://www.mist.com/documentation/
https://www.juniper.net/jp/ja/local/solution-technical-information/mist.html

=JL r=t=
Webhook®DzeE
=AU 70-F/A¥—A
—f%(C. EZAVT 07 T0—F/AF—LEUTIE. Push BiE Pull BiH&H0DFE S
FNENAIY R -FT XAy " BIcsh. ENSEEFA e L TEY)GHAESHE GERZ I ACENEETI

Push &
Mist Tld. /XY RMRUT>T Webhook(http/https). Feld. E X—JUREATANRY MBI 3ENTEET
Mist 12D IL —LAD—-ITESIGKTE. BRATEET

Pull 8!

Mist (& 100% API (S ISUTHD., FZERTHADRETRI AT LAZIBERITIENTEET

VEDIAHDWAE T, IRAIfERR X RIBEREIRFT BIA(IZIROEDNET Pull B EHBI AR —U S (4.
AR MRENETIC gap "BETDIHED |
N

Pull £ (API) P |
1 T
@* time
[ IR~ — FERUPNILTIEA
Mist Cloud — l =

Push #! (Webhook/EX—JL)

Juniper Business Use Only

© 2023 Juniper Networks JHQLE-@!-I.F | 3



WebhookD5S7E

Webhook D& =
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Ports to enable on your firewall - https://www.mist.com/documentation/ports-enable-firewall/
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Organization LAJLD Webhook DE&%E: HTTP POST

1. [Organization] 5 [Settings] %= 2. Webhookstz7>3>® [Add Webhook] Z%7Uw%
EIRUEFT LE9
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Organization LALLM Webhook DE&E: HTTP POST
3. [Name] & [URL] ZA A, —DEE® [Topics] (CFIvIZz ANET

Add Webhook X
el T | | [Enabled] TREEHMELES
® Erabled | © Dsbled == mmmmmm [Disabled] THREEIMETEFS
Webhook Type
— - —_p| [HTTP POST] Z&RLET
[Splunk] DFETECDWVTIE, p.10 =08
Name
webhook —-—— Eﬁi%%lﬂ
URL
——— .| Webhook 0T RARA> b
- £33 URL ZA D
Topics
V| Alerts Audits
Client Join Client Sessions _____> TOpiCS %E}Rbij
Device Events Device Up/Downs SEAM(X p.16 SR
Mist Edge Events
Advanced Seftings r=mmmmmmm——————— > éﬁg)ﬁ%ﬁ\ﬁdvanced Settings DFREZLET
g+t |/ d
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Organization LALLM Webhook DE&E: HTTP POST
4. WE(CIUT, Advanced Settings D& EZLET

Advanced Settings
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Secret
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T http header thEMNENET

e X-Mist-Signature-v2: HMAC_SHA256(secret, body)

Custom Headers e X-Mist-Signature: HMAC_SHA1(secret, body)

Key Value

]? I Custom Headers Z A1
T [Key] & [Value] OR7%RTELE T

— L »| S5IC Custom Headers DRENMLERIGE.
eader [Add Header] Z7UvIU GENULET
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Organization LALLM Webhook DE&E: HTTP POST

5. [Add] TaxiEZ5T Y LET
1220 Webhook Z:%E 9 dinaREROF/EZ
ROIRLE T

Status
® Enabled Disabled
Webhook Type

HTTP POST -

Name

webhook

URL

https://juniper.net
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| Alerts Audits
Client Join Client Sessions
Device Events Device Up/Downs
Mist Edge Events

Advanced Settings

Add Cancel
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Organization LALLM Webhook DE&FE: Splunk
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Webhook Type
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Site LAILD Webhook DESFE: HTTP POST

1. [Organization] n5 [Site Configuration] &D 2. Webhookstz/>3>® [Add Webhook] %%7Uw%
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Site LAJLD Webhook DESFE: HTTP POST
3. [Name] & [URL] ZA . —DOEED [Topics] (CFIvIzE ANET

Add Webhook

Status

#®) Enabled Disabled

Webhook Type

[Enabled] TiEZBNELEFT
[Disabled] TaEZEINELTEET

| e rosT

[HTTP POST] &&iRLET
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Site LNJLMD Webhook DE%7E: HTTP POST
4. WE(CIUT, Advanced Settings D& EZLET

Advanced Settings

Verify Certificate
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Oves | Ono O lotveriyngihe certae i et 1 poo [No] ZZiRT B¢, SEFAEBDIRIAITLE A GEEINERA)

Secret
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T http header thEMNENET

e X-Mist-Signature-v2: HMAC_SHA256(secret, body)

Custom Headers e X-Mist-Signature: HMAC_SHA1(secret, body)

Key Value
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Site LAID Webhook DESE: Splunk
[Name] & [URL] ZA . —DLLE®D [Topics] ([CFIvI%E AN, [Add])1ZIUwIUE S (FEEERTER])

Add Webhook b 4

[Enabled] TEEEZBIMELET
[Disabled] T EZEIMETEET

[Splunk] ##RUET

Disabled
Webhook Type
IS:llmk F-___ .
Name
I test F - _>

EREAT

Splunk Token

Splunk OI>RRA> b
&% URL ZA A

Topics
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splunk >

| Location Coordinates Occupancy Alerts
RS51 Zone SDK Client Scan Data
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Zone Entry/Exit Events - —>
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Topics ZEIRLE T
Y4 MDEETETIZL. Location OIEBEMEN
SEME p.16 #E88
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Topics — &

Location Coordinates location B BRI Z B A

Occupancy Alerts occupancy-alerts R 5 — M@l

RSSI Zones rssizone T — S EEDA N> M@ Al

SDK Client Scan Data sdkclient-scan-data  SDK 734 7> MDAFv> 7 —H% 184

Virtual Beacon Entry/Exit Events vbeacon Virtual Beacon IU7DH ADZIEA

Zone Entry/Exit Events zone V-2 ADZEA]

Alerts alarms Alert TERIESNANY MIRAEUEE(TEAN
Audits audits EEBROJ U7 VA4 @A

Client Join client-join D317 > MDY Al

Client Sessions client-sessions 347> My 3> BEEDA N> NMeiE Al
Device Events device-events T )\ A RANR N @Al

Device Up/Downs device-updowns T I\A AD¥EHc - U, SR EZE., BicgiEz @Al
Mist Edge Events mxedge-events Mist Edge DAY Nzi@A(l

© 2023 Juniper Networks JHQ!-npugxrl11 | 16

Juniper Business Use Only



WebhookDs%E

Reference THU 0119 2 Ql @

Support Tickets

Webhook Ds%7E. 75— Ml T EC Ry XD Me TREERIZE L

Cloud Status

Ports & Endpoints

Setting up Webhooks in Mist
https://www.mist.com/documentation/webhooks/

Mist Docurmentation

Webhook Alert Table S
https://www.mist.com/documentation/alert-table/ Courses

Feature Updates
Mist (COJ 4> UIIRBET, ? H5 API Documentation T Firmware Updates
Eﬁﬁ‘ﬁ”b\ ’(/\\/ |\>(“Jt_\/0)ﬂ'\/j} b%&ﬁﬁ%ﬂ'(%i@' Mist Edge Updates
https://api.mist.com/api/vl/docs/Home Terms of Use

Org Webhooks
https://api.mist.com/api/v1/docs/Org#org-webhooks (Global 01)
https://api.ac2.mist.com/api/vl/docs/Org#org-webhooks (Global 03)

Site Webhooks
https://api.mist.com/api/v1/docs/Site#webhooks (Global 01)
https://api.ac2.mist.com/api/vl/docs/Site#webhooks (Global 03)
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webhook.site Z{ERU &SRR
webhook.ste(https://webhook.site/) Z{ERUTREAZHICAND MXY T -SRI DIENTETET

Webhook.site lets you easily inspect, test and automate (with the visual Custom Actions builder, or WebhookScript) any incoming HTTP request or e-mail. What's a webhook?

Any request or email sent to these addresses are logged here instantly — you don't even have to refresh!

Your unique URL (Please copy it from here, not from the address bar!)

https://webhook. site.f_ A Copy to clippoard & Open in new tab

- —7

webhook.site ([C7J1ZA9%E, ERAD URL EpkENEd
ez URL Z webhook OFEFC(CSERELEFT

. uniper -t
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webhook.site Z{ERU L& 5% KR HEER

f5]) device-updowns Xvtz—=

{ 4 topic p.16 &k
“topic": "device-updowns",

“events": |

" 1r| [R] [R]
;-
" " - 1 1L}

"device type": "ap”,
"NOTICE",

"ev_type":

rorg_ia": ~ (N
“reason”: "power cycle”,

site sav: S .-
"site name™: "Primary Site",

"timestamp™: 1657818287,

"type": "AP_RESTARTED"

h
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£%EHl: make(Integromat) ¢& slack &

f51) make(Integromat) T Webhook(http header + JSON) Z=4=U. slack ([CEBRELRXVE-2%ISTRUET
/M make

Mist Cloud A formerly Integromat
ﬁ/:\ Webhook
| 4 - | | ‘

workflow slack

fete Q
e ) B @es

@3 -~ — i v d .
L J I_ _I Webhooks - Slack -
Custom webhcok Create a Message
BEERR Webhook31Z. json O & slack #%fs

TIARII> 1 ?
IICHEERLLD !

BRZUIXytz -4
O Integromat 77Y 1529 7
| AP_DISCONMNECTED event is detected. |

Date: 2822/07,/14 15:87:98
Ar:- I (nac address:
site name: Primary Site( i

Access to Mist Cloud

. uniper -t
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