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1. [Organization] 5 [Site Configuration] % 2. XRERD Site ZEIRLET

ESINVES

Juniper Mist ' ORGANIZATION NAME Juniper Mist ° ORGANIZATION NAME

@) wmonitor Monitor | wireless | wired | wan EESS Primary, Q) wanter Sites

@ warvie I .

,g)\ Clients
D i
—n Clients MName A Country RF Template Time Zone Address

() Access ports Primary Site Japan - Asia/Tokyo B4, T163-1407 E5E0
E] Access Points .

P ri ma ry S ite - Site 01 Japan - Asia/Tokyo B4, T160-0023 HFER

Switches Site_02 Japan - Asia/Tokyo HZ. T540-8570 ARAT

@ WAN Edges

(+) WAN Edges

% Mist Edges

O mist Edges

ﬁ Location

|:|I][| Analytics
oL Site

@ Organization
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Administrators
Audit Logs
Inventory

Mobile SDK
Settings

Site Configuration

Subscriptions

Applications
Application Policy
Hub Profiles
Metwork Topology

Networks

WAN Edge Templates

Campus Fabric

Switch Templates

<7 Location

nIZI[I Analytics

oo Site

@ organization
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3. tFa1UT1DE%TE(XI Security Configuration I TITWET

Security Configuration

Detect Rogue and Neighbor APS [ m mm mm mm = = - ——— - ———

Neighbor RSSI Threshold

Neighbor Time Threshold

Detect Honeypot APs

Approved SSIDs

Approved B5SIDs

-80

Autc--3r'e1-'en‘. C NS |- ————— R R R

Prevent client from associating for | 60 seconds when

having at least | 4

seconds
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auth failures within

« O0—4 AP KU RA/\— AP OI&HE(IT IA) NCTEZNCRO>TVET
COHLEERBNETDTETHRIND AP %A /)N— AP ELTHREULET
Iz, Organization(CEEREN TV, BURY NI =I(CiEHFEN TS
AP #0—4 AP LUTHREBULET

« BRI AHOEELL T, EIRERD#ESZERI RSSI ORMEZEETELET
RSSI EEl -40 dBm H'5 -100 dBm ORISR ETEET

« —BEFICUNRREINBUVRAIN— AP (L&LBTYT 1> %BE1ETBIz8D.
R BB OREZESTELET

« \Z—Rybh AP D& (FT TAI R TERCRO>TVET
COMBERBMET DL TIEENDT (> BEEAZEL TNAD— RMES
FRELOERY NI =D T BB ZIRE I ACENTEET
IEEHR AP B ARIERAP L3R5 SNABRVELSIC, SSID & BSSID # A HUFET

FoslL RERZIROIR T I 54 7> bRt R IELES

DA 7> MMTERERICE VT, FRAERBOEN S EEZ LEHHnE.

BANEIZDIFA47> ML WLAN AOB#EGERZEENCTIOvILET
« TIAILNDAET(E, 60 FLAAIC 4 EIOREENKEUIEES. 517> D
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4. [Save] Z0WWIVEBEATZRIFLET

Change language (en) = | WED11:28AM &2 Q  (Z)
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1. NIE AP #ZR-R9 3(C(d. [Site] N5 [Security] 2. XRERD Site ZEIRLET
ZIEIRLE T

Juniper Mist™ ’ ORGANIZATION NAME ' ORGANIZATION NAME

@Monitor Morntor Wireless | Wired | WAN E SeCUth Primary Site ~ 1 Hr D

Marvis™ ' Threats Neighbor APs  Approved APs  Prevented Clients List Location

o) q
—n Clients SsID Type BSSID Band Channel

E] Access Points

Switch Configuration 3rd Party Tunnels
Switches & y

Switch Packet Captures Labels

@ WAN Edges

Packet Captures
% Mist Edges Policy

Pre-Shared Keys
4 Location

Radio Management

IJU[I SERVLCS Security
DDD Site WLANS

12-00 AM _12-10 AM Aug 16- Ryvtac- no data 0 A0 Mbhne
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3. [Threats] O [List] #7TlZ0-4J AP, \Z—Rvhk AP ZUA MR R TIHERTEET

Security

Threats JNeighbor APs

ssID

TEST
rk@open
Himanshu-desk

Himanshu-desk

© 2024 Juniper Networks

Primary Site

Approved APs

Type

Rogue
Rogue
Rogue

Rogue

-

Prevented Clients

No. of Clients

0

1

2

List A7 C(IRESNEAIER AP %
DX NR R CHEER T BENTEET

Band Channel Avg. RSSI Seen By
5GHz 52 -61.0 dBm 1AP
5GHz 44 -73.0 dBm 1AP
5GHz 116 -52.0 dBm 1AP
2.4GHz 11 -44.0 dBm 1TAP

Juniper Business Use Only

Generate PCl Report

Nearest AP

LD_APENg
LD_RS Support
LD_APENng

LD_APENng

Location

01 - Office

01 - Office

01 - Office

01 - Office

View Client Classification

Action

Juniker
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4. [Threats] @ [Location] #JT(EO-4 AP, J\Z—Avh AP #7073y F THEERTEFT

. Primary Site = 1Hr . — Generate PCl Report View Client Classification
:lSecurty Location #JCldIJ07XvT LD
Threats JNeighbor APs  Approved APs  Prevented Clients List§ Location AP @4&%7&6@5@@'5:&73‘?3&3‘
_qy_ rs
B[P 01 - Office -
iefy
: Rogues Honeypots
| 00:
ac:]
d4:
d4:

IS
i

. ulilsis]yed I:“ [
4 Rogues e3 o3 f;-ﬂ]}nlu LP LA
=¥ I 1

0 B Honeypots B8R J i
5 iy a
;,"(L L
\?._‘..i"” = l,’i‘?’:l—.& L

ao |G =

i a1
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5. [Neighbor APs] O [List] #7Tld &A/\— AP ZUXRNKRRTHE

Security

Primary Site =

Threats] Neighbor APs

f\pproved APs

SSID

###11r_FT-PSK
#HE#1 1r_FT-PSK
#HI#HHRPPSK _test
##H#H#RPPSK _test
HE#HRPPSK _test
#####FOKC_test
#H##HFOKC test
#HHHOKC _test

#####FOKC_test

####HHQO@@@Q@@@gsportalgvoprod

##HH#H@@@@@@@gsportalgvoprod

© 2024 Juniper Networks

Prevented Clients

-~ 3

FoCadd

5c:

ac:

d4:

5c

5c

ac:

d4:

act

ac:

List ¥J Cl3t&etianze(/\— AP %
DA MR R CHER T BAIENTEFT

Band

5GHz

5GHz

5GHz

5GHz

5GHz

2.4GHz

5GHz

5GHz

5GHz

5GHz

2.4GHz

Channel

36

36

36

149

149

11

36

149

149

140

Avg. RSS1

-69.9 dBm

-64.8 dBm

-56.9 dBm

-73.9 dBm

-72.1 dBm

-52.1 dBm

-56.3 dBm

-74.2 dBm

-72.2 dBm

-56.9 dBm

-48.5 dBm

Juniper Business Use Only

Seen By

1AP

1AP

1TAP

1AP

1AP

1 AP

1AP

1AP

1 AP

1AP

1AP

Generate PCl Report

Nearest AP

LD_APEng
LD_APEng
LD_APENng
LD_APEng
LD_APEng
LD_APEng
LD_APEng
LD_APENng
LD_APEng
LD_APEng

LD_APENng

View Client Classification

Location

01 - Office
01 - Office
01 - Office
01 - Office
01 - Office
01 - Office
01 - Office
01 - Office
01 - Office
01 - Office

01 - Office

Juniker
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6. [Neighbor APs] @ [Location] #JTl& &(/\— AP 2J07XvT F THERTEET

Secu r\ty Primary Site ~

Threats] Neighbor APs [JPpproved APs  Prevented Clients ListI Location

100 B Neighbor APs

© 2024 Juniper Networks

o Location #JT(@3J07%vS LD
AP DN BEZMERIBENTEET

‘}_oﬂ_
P —
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Generate PCI Report

01 - Office

5c

5c

5c

ach

d4:

5c

5c

ac

d4:

act

View Client Classification
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7. [Approved APs] TI3HERINIC AP ZMEER TEEXT

Sec u rity Primary Site 1Hr m Generate PCl Report View Client Classification

Threats Neighbor APs§ Approved APs JPrevented Clients

Name No. of Clients MAC Address
LD_NewBobFriday 0 00:
LD_IDF_B_AP-3rd-Party-Switch 0 5¢
MCM_AP_33_ Nishant 0 d4:
MC_ AP-21 0 5c:
LD_Marvis 0 as:
LD Kitchen 0 00:
LD _Testbed_MD 0 5c:
LD_MCB_AP 0 ac:,
LD_Conf2 0 ag:
LD _APEng 2 ac:,

Juniker
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8. [Prevented Clients] TIFZELIEENEISA1 7> NebEERTEE T

R

Se cu r-lt Primary Site ~ 1Hr Generate PCl Report View Client Classification . _
y Prevented Clients DFR
Threats Neighbor APs  Approved APs || Prevented Clients (j: S|te Conﬂg u r‘at|0n (:_C
Auto-Prevent Clients @
Timestamp # Client AP WLAN BSSID Reason e R
BIMENmETY
09:16:54 am, Jun 25 d8:9c:67:5c.d7:b1  Mist: Engineering (F10) Client is banned
09:17:38 am, Jun 25 d8:9c:67:5c.d7:b1  APHX- Near Abhi Rivendell 5c: Repeated authorization failure Security Configuration
Detect Rogue and Neighbor APs
09:17:59 am, Jun 25 d8&:9c:67:5c:d7:b1  Mist: Rosie Client is banned
Neighbor RSSI Threshold -80
09:18:02 am, Jun 25 bB8:27:eb:2a:00:15 Mist: KITT Client is banned
Neighbor Time Threshold 10 mins
09:18:28 am, Jun 25 d8:9c:67:5c:d7:b1  APHX- Near Abhi Rivendell 5c: Repeated authorization failure
Detect Honeypot APs
09:18:54 am, Jun 25 d8:9c:67:5c:d7:b1  Mist: Engineering (F10) Client is banned Approved SSIDs
09:19:31 am, Jun 25 d8:9c:67:5c.d7:b1  APHX- Near Abhi Rivendell 5c: Repeated authorization failure
A d BSSID
09:20:21 am, Jun 25 dB8:9c:67:5c:d7:b1  Mist: Board Room Client is banned pprove :
09:20:22 am, Jun 25 d8:9c:67:5c:d7:b1  APHX- Near Abhi Rivendell 5c: Repeated authorization failure
Auto-Prevent Clients
09:21:41 am, Jun 25 dB8:9c:67:5c:d7:b1  Mist: Engineering (F10) Client is banned Prevent client from associating for | 60 ceconds when
09:23:06 am, Jun 25 d8:9c:67:5c:d7:b1  APHX- Near Abhi Rivendell 5c: Repeated authorization failure having at least | 4 auth failures within
seconds
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