
TECHNICAL NOTE

UPLOADING TEXT FILES INTO A REFERENCE SET
MARCH 2013
This technical note provides information on how to upload a text file into a STRM 
reference set. You need to be comfortable with writing regular expressions to 
correctly extract the data from the file.

When a rule test matches an incoming event or flow, the rule generates a 
response that can include creating an offense, sending an e-mail notification, 
sending an SNMP trap, and other options. The rule can also create a reference set 
and contribute data from the event or flow into a reference set. This reference set 
is a subset of data that you can use in a rule test in other rules.

You can also configure STRM to extract data from an external text file and add it to 
a reference set. This involves creating a log source to import the text file into 
STRM and then creating a custom event property to extract the data from the log 
source.

For example, you can import a text file that contains such data as IP addresses, 
usernames, or ports associated with terminated employees. This enables you to 
configure rules that detect when a former employee is attempting to access your 
network resources.

Unless otherwise noted, all references to STRM refer to STRM, STRM Log 
Manager, and STRM Network Anomaly Detection.

This document includes the following topics:

• Creating a Text File

• Adding a Log Source

• Creating a Custom Event Property

• Creating a Reference Set

Creating a Text File Before you begin, you need to create a text file with the data you want to import. 
When creating the text file, adhere to the following guidelines:
• The text file must be stored on your desktop system in a known directory that is 

accessible by SSH and one of the following services: SFTP, SCP, or FTP. The 
preferred service is SFTP.
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• Include a single column of data or multiple columns of delineated data. 

• After an external file is uploaded to STRM as a log source, the file can 
re-upload on an automatic schedule. This allows you update the text file 
externally and have the changes automatically update the reference set.

• If you plan to update more than one text file into multiple reference sets on a 
schedule, store the text files on different devices and provide each with a 
unique location ID.

• If you plan to upload multiple text files in a one-time reference set update, you 
can store the various text files in the same location, but modify the log source 
after each data set has been uploaded.

• Record the following information about the text file:
- IP address or hostname of the device or location of the text file.

- Username and password required for accessing the log source location.

- Directory and the name of the text file.

After you have created your text file, see Adding a Log Source.

Adding a Log 
Source

STRM collects data on events from log sources that are automatically detected 
and displayed on the Log Sources window. You can manually identify additional 
log sources and control how STRM interacts with them. 

In this procedure, you add the text file you created in the Creating a Text File 
procedure as a log source. 

NOTE
You must have administrative privileges to configure log sources in STRM. For 
more information on permissions, see the STRM Administration Guide.

To add a text file as a log source:

Step 1 Click the Admin tab.
Step 2 In the Data Sources pane, click the Log Sources icon.

The Log Sources window is displayed.

Step 3 On the Log Sources toolbar, click Add.
The Add a Log Source window is displayed.

Step 4 From the Log Source Type list box, select Universal DSM.

Step 5 From the Protocol Configuration list box, select Log File. The default protocol is 
Syslog.
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Step 6 Configure the following parameters:

NOTE
For information on all parameters on the Add a Log Source window, see the Log 
Sources Users Guide.

Step 7 Click Save.

Table 1-1  Add a Log Source Window Parameters

Parameter Description
Log Source 
Identifier

Type the IP address or hostname of the host where 
the text file is stored.

Remote IP or 
Hostname

Type the IP address or hostname of the host where 
the text file is stored. This is the same IP address 
you enter in the Log Source Identifier field.

Service Type From the list box, select the service type required to 
transfer the text file to the Console. The default and 
preferred service type is SFTP.

Remote User If the host requires authentication, type the 
username.

Remote Password If the host requires authentication, type the 
password.

Confirm Password If the host requires authentication, confirm the 
username.

FTP File Pattern Type the name of the text file you want to load. For 
example, import.txt.

Remote Directory Type the directory name for the location of the log 
file. Make sure the file is accessible and has correct 
permissions. Example /root/ or /home/upload/.

Processor From the list box, select the appropriate 
compression type if the file is compressed. If the file 
is not compressed, select NONE.

Start Time Type the time of day for the upload to start.
Recurrence Type the frequency by which you want the file to 

upload.
Run on Save Select the check box if you want to import the text file 

immediately after you click Save.
Coalescing Events Clear this check box. When event coalescing is 

enabled, data is prevented from transferring to your 
reference set.

Store Event 
Payload

Select this check box to enable STRM to store event 
payloads.

Select any groups 
you would like this 
log source to be a 
member of:

Select any groups that you want this log source to be 
a member of. 
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Step 8 Close the Log Sources window.

Step 9 On the Admin tab, click Deploy Changes.
Wait until the log source is completely added before proceeding. This can take an 
extended period of time.

Step 10 Verify that the log source was successfully added:

a    In the Data Sources pane, click the Log Sources icon.

The Log Sources window is displayed.
b    Verify that the log source you created displays a status of Success.

Now you can create a custom event property extract unnormalized data from the 
new log source. See Creating a Custom Event Property.

Creating a Custom 
Event Property

Using custom event properties, you can extract unnormalized data from event 
payloads. The Custom Event Properties functionality allows you to search, view, 
and report on information in logs that STRM does not typically normalize and 
display.

In this procedure, you create a custom event property to extract data from the log 
source you created in Adding a Log Source. 

NOTE
To create custom event properties, you must have the User Defined Event 
Properties role permission. For more information on permissions, see the STRM 
Administration Guide. 

To create a custom event property:
Step 1 Click the Log Activity tab.

Step 2 Select Search > New Search.

Step 3 Click Manage Custom Properties.
The Custom Event Properties window is displayed.

Step 4 On the Custom Event Properties window, click Add.

Step 5 In the Property Type Selection pane, select Regex Based.
Step 6 Configure the following parameters:

Table 1-2   Custom Event Properties Window Parameters

Parameter Description

Property Definition
New Property Select this option, and then type a unique name for this 

custom event property. The new property name cannot be the 
name of a normalized event property, such as Username, 
Source IP, or Destination IP.
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NOTE
For information on all parameters on the Custom Event Properties window, see 
the STRM Users Guide.

Step 7 Click Save.

Step 8 Close the Custom Event Properties window.

Optimize parsing for 
rules, reports, and 
searches

Select this check box to parse and store the property the first 
time STRM receives the event. 
This option must be selected for the property to populate the 
reference set.

Field Type From the list box, select the field type used in the external text 
file. The field type determines how the custom event property 
is displayed in STRM and which options are available for 
aggregation. The field type options are:
• Alpha-Numeric
• Numeric
• IP
• Port
The default is Alpha-Numeric.

Description Type a description of this custom event property.

Property Expression Definition
Log Source Type From the list box, select Universal DSM.
Log Source From the list box, select the log source you created to import 

the text file.
Category Select the Category option.
High Level Category From the list box, select the Unknown option.
Low Level Category From the list box, select the Unknown option.
RegEx Type the regular expression you want to use for extracting the 

data from your text file. Regular expressions are 
case-sensitive.
For example, if the text file contains a single piece of 
information on each line, such as an IP address, you can use 
“.*” as the regular expression as it simply reads each line of 
the file considering it a single data point.
Note: Capture groups must be enclosed in parenthesis.

Test Click Text to test the regular expression against the payload.
Enabled Select this check box to enable this custom event property. 

The default is Enabled. 

Table 1-2   Custom Event Properties Window Parameters (continued)

Parameter Description
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After you create a Custom Event Property to extract data from the log source, see 
Creating a Reference Set.

Creating a 
Reference Set

In this procedure, you configure a rule to create a reference set and contribute data 
that is extracted from the log source you created in Adding a Log Source.

To create a reference set:

Step 1 Click the Offenses tab.
Step 2 On the navigation menu, click Rules.

Step 3 From the Actions list box, select New Event Rule.

The Custom Rule Wizard is displayed.
Step 4 Read the introductory text. Click Next.

You are prompted to choose the source from which you want this rule to apply. 

Step 5 Select Events and click Next.
The Rules Stack Editor page is displayed.

Step 6 Click the + sign beside the when the event(s) were detected by one of more of 
these log sources test.

Step 7 In the enter rule name here field, type a unique name.

Step 8 Click these log sources.
A new window is displayed with a list of log sources.

Step 9 Select the log source you created in Adding a Log Source and click Add.

Step 10 Click Submit.
Step 11 Click Next.

The Rule Response page is displayed. 

Step 12 In the Rule Response pane, select the Add to a Reference Set check box.
Step 13 From the Low Level Category list box, select the custom event property you 

created in Creating a Custom Event Property.
Step 14 From the Reference Set list box, select a pre-existing reference set or click New to 

create and a new reference set.
Step 15 Click Finish.

Now that your reference set is configured, you can include this reference set in the 
when any of these properties are contained in any of these reference set(s) 
rule test of any rule, thus allowing you to run STRM rules against the data derived 
from your external text file. 
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