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This technical note provides information on how to re-install STRM software on the 
STRM appliances using a bootable USB flash-drive. These appliances are shipped 
pre-installed with STRM software. If you need to re-install STRM software and your 
appliance does not have Internet connectivity, you can download the software to 
your desktop computer or another STRM appliance in your deployment, load it 
onto a USB flash-drive, and then use the USB flash-drive to install the software on 
the appliance.

Unless otherwise noted, all references to STRM refer to STRM, STRM Log 
Manager, and STRM Network Anomaly Detection.

NOTE
This technical note only applies to full installations; it does not apply to upgrades 
or patches. 

Before installing STRM using a bootable USB flash-drive, you must have the 
following items:

• 2 GB (or larger) USB flash-drive
• STRM CentOS 64-bit ISO image file (STRM2013.1 Build 495292 or later)

CAUTION
When you create a bootable USB flash-drive, the contents of the USB flash-drive 
are deleted. 

Creating a Bootable 
USB Flash-Drive

If the system you want to install resides in a STRM deployment in which other 
STRM systems are available, you can create a bootable USB flash-drive on 
another STRM system. If the system you want to install is a stand-alone device, 
you can create a bootable USB flash-drive on your desktop system.

This section includes the following topics:

• Creating a Bootable USB Flash-Drive Using a STRM System
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• Creating a Bootable USB Flash-Drive Using Your Desktop System

Creating a Bootable
USB Flash-Drive

Using a STRM
System

To create a bootable USB flash-drive using a STRM system:

Step 1 Download the STRM ISO file to your STRM system:

a    Access the Juniper customer support website (www.juniper.net/support/).

b    Select Software > STRM SIEM Software.
c    Locate the software version you want to download.

d    Click the link provided for the Fresh install DVD image file and save the file to 
your STRM system.

For example, the link may resemble: STRM2013.1.r3.495292.iso 

Step 2 Using SSH, log in to your STRM system as the root user.
Username: root
Password: <password>

Step 3 Insert your USB flash-drive into the USB port on your system.
Step 4 To identify the USB flash-drive name, type the egrep command:

dmesg | egrep -B15 'usb-storage: device scan complete'

The output may resemble the following:
[USB Mass Storage support registered. 
[root@impreza-secondary ~]# dmesg | egrep -B15 'usb-storage: 
device scan complete'
usb-storage: device found at 4
usb-storage: waiting for device to settle before scanning
Vendor: Staples   Model: Relay UFD         Rev: 1.02
Type:   Direct-Access                      ANSI SCSI revision: 02
SCSI device sdc: 7813120 512-byte hdwr sectors (4000 MB)
sdc: Write Protect is off
sdc: Mode Sense: 03 00 00 00
sdc: assuming drive cache: write through
SCSI device sdc: 7813120 512-byte hdwr sectors (4000 MB)
sdc: Write Protect is off
sdc: Mode Sense: 03 00 00 00
sdc: assuming drive cache: write through
sdc: sdc1
sd 1:0:0:0: Attached scsi removable disk sdc
sd 1:0:0:0: Attached scsi generic sg2 type 0
usb-storage: device scan complete

Step 5 Locate and record the USB device name. 
In the example output above, the USB flash-drive device name is sdc. 
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NOTE
Ensure you use the correct device name. In the example output above the device 
name is sdc. You should not use sdc1 as the device name.

Step 6 To copy the ISO image to the USB flash-drive, type the following:

dd if=CentOS564QRadar7_0_0_<build_number.iso> 
of=/dev/<usb_device_name>

Where <build_number.iso> is the STRM ISO downloaded from the Juniper 
customer support website in Step 1 and <usb_device_name> is the device name 
you recorded in Step 5. 
When the ISO is loaded onto the USB flash-drive, a confirmation message is 
displayed.

Step 7 Remove the USB flash-drive from your STRM system.

You are now ready to use your USB flash-drive to install STRM on your appliance.

Creating a Bootable
USB Flash-Drive

Using Your Desktop
System

To create a bootable USB flash-drive:

Step 1 Download the STRM ISO file to your desktop system:
a    Access the Juniper customer support website (www.juniper.net/support/).

b    Select Software > STRM SIEM Software.

c    Locate the software version you want to download.
d    Double-click the link provided for the Fresh install DVD image file and save 

the file to your desktop system.
For example, the link may resemble: STRM2013.1.r3.495292.iso.

Step 2 Rename the ISO image file to change the .iso file extension to be .img.

For example, rename STRM2013.1.r3.495292.iso to be 
STRM2013.1.r3.495292.img.

Creating a USB flash-drive using your desktop system requires you to use a 
third-party disk imaging tool. 

Step 3 Click the following link to download the Win32 Disk Imager tool to any location on 
your desktop system.

https://launchpad.net/win32-image-writer
Step 4 Unzip the Win32DiskImager tool.

Step 5 Insert your USB flash-drive into the USB port on your desktop system.

Step 6 To launch the Win32Disk Imager tool, double-click the Win32DiskImager 
application file.

The Win32Disk Imager window is displayed.

https://www.juniper.net/support/
https://launchpad.net/win32-image-writer
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Step 7 Click the Browse icon and select the IMG file you want to copy to the USB 
flash-drive.

Step 8 From the Device list box, select your USB flash-drive.

Step 9 Click Write.
After the IMG file is loaded onto the USB flash-drive, a confirmation message is 
displayed.

Step 10 Remove the USB flash-drive from the your desktop system.

You are now ready to use your USB flash-drive to install STRM on your appliance.

Installing STRM 
Using a USB 
Flash-Drive

Before installing STRM using a bootable USB flash-drive, you must first complete 
the steps in Creating a Bootable USB Flash-Drive. 

To install STRM on your appliance using a bootable USB flash-drive:
Step 1 Insert the bootable USB flash-drive into the appliance’s USB port.

Step 2 Restart the appliance.

Step 3 Press the F11 key on the keyboard.
Step 4 Select USB drive as the boot option.

Step 5 When the login prompt is displayed, log in to the system as the root user. 

The first installation prompt is displayed, asking you to read and accept the End 
User License Agreement (EULA).

Step 6 Follow the prompts to install STRM. The remaining steps are documented in the 
STRM Installation Guide.
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