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STRM Vulnerability ManagerJuniper Networks is pleased to introduce STRM 
2012.0 R2. This document provides you with several resolved issues.

This document includes the following topics:

• Technical Documentation

• Requesting Technical Support

• Installation Instructions

• Known Issue

• Resolved Issues

• Clearing the Cache

Technical 
Documentation

You can access technical documentation, technical notes, and release notes 
directly from the Juniper customer support website at 
https://www.juniper.net/support/. Once you access the Juniper customer support 
website, locate the product and software release for which you require 
documentation. 

Your comments are important to us. Please send your e-mail comments about this 
guide or any of the Juniper Networks documentation to:

techpubs-comments@juniper.net. 

Include the following information with your comments:

• Document title

• Page number

Requesting 
Technical Support

Technical product support is available through the Juniper Networks Technical 
Assistance Center (JTAC). If you are a customer with an active J-Care or JNASC 
support contract, or are covered under warranty, and need postsales technical 
support, you can access our tools and resources online or open a case with JTAC.

JTAC policies—For a complete understanding of our JTAC procedures and 
policies, review the JTAC User Guide located at 
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.
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• Product warranties—For product warranty information, visit 
http://www.juniper.net/support/warranty/.

• JTAC Hours of Operation —The JTAC centers have resources available 24 
hours a day, 7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online 
self-service portal called the Customer Support Center (CSC) that provides you 
with the following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/ 

• Find product documentation: http://www.juniper.net/techpubs/ 

• Find solutions and answer questions using our Knowledge Base: 
http://kb.juniper.net/ 

• Download the latest versions of software and review release notes: 
http://www.juniper.net/customers/csc/software/ 

• Search technical bulletins for relevant hardware and software notifications: 
https://www.juniper.net/alerts/ 

• Join and participate in the Juniper Networks Community Forum: 
http://www.juniper.net/company/communities/ 

• Open a case online in the CSC Case Management tool: 
http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number 
Entitlement (SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and 
Mexico).

For international or direct-dial options in countries without toll-free numbers, visit 
us at http://www.juniper.net/support/requesting-support.html.

Installation 
Instructions

To install STRM 2012.0 R2:

Step 1 Download the STRM2012.0.r2.276729.sfs from the Juniper customer support 
website.

www.juniper.net/support/software

Step 2 Using SSH, log in to your system as the root user.

Username: root

https://www.juniper.net/support/software
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Password: <password>

Step 3 Copy the file to the /tmp directory.

Step 4 Unzip the file in the /tmp directory using the bunzip utility:

bunzip2 STRM2012.0.r2.276729.sfs.bz2

NOTE
If space in /tmp is limited, copy the file to another location with sufficient space.

Step 5 Create the /media/updates directory:

mkdir -p /media/updates

Step 6 Type the following command to mount the file to the /media/updates directory:

mount -o loop -t squashfs STRM2012.0.r2.276729.sfs 
/media/updates/

Step 7 Type the following command to run the installer:

/media/updates/installer 

NOTE
The first time you use the installer script, expect a delay before the first installer 
menu is displayed. This delay only occurs the first time you use the installer script. 

Step 8 Using the installer, install on all systems in your deployment except secondary HA 
host(s). Install on systems in your deployment in the following order:

 1 Console

 2 Event Processors

 3 Event Collectors

 4 Flow Processors

 5 Flow Collectors

Known Issue This section describes a known issue in this maintenance release:

StorMan RPM File Inadvertently Removed from Your System

As part of routine cleanup of RPM files, this maintenance release inadvertently 
removes the StorMan RPM files. These RPM files are necessary for operation of 
your system. 

Workaround: The missing StorMan RPM files will be provided as a tar file.

Resolved Issues This section describes the resolved issues in STRM 2012.0 R2:

Improved Handling of Automatic Deployment Failures During Upgrade 
Installations

When an upgrade completes, the system should automatically deploy changes to 
your system. Previously, if the automatic deployment failed, the installer displayed 
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an error message to indicate that the automatic deployment failed. When the 
installer failed to automatically deploy, the installer also displayed a message that 
incorrectly indicated that the installer itself failed. This maintenance release 
augments this error message to indicate that the installation succeeded, but the 
automatic deployment failed. The error message also prompts you to complete the 
upgrade process by deploying your full configuration changes in the STRM user 
interface. On the STRM user interface, the Admin tab also displays a message to 
indicate that a full configuration deployment is required.

Ariel Integrity Script No Longer Fails After an Event Collection System (ECS) 
Restart 

Previously, when log hashing was enabled for events or flows, STRM incorrectly 
calculated the checksum if no events or flows were detected in the previous time 
interval. This commonly occurred after the ECS restarted. Incorrectly calculated 
checksums may have caused conflicts when you ran the check_ariel_integrity.sh 
script, because the resulting checksum did not match the checksum STRM 
calculated when the event or flow was originally stored. This no longer occurs.

Updated Hyperlinks from the User Interface to OSVDB

This maintenance release updates the hyperlinks from the user interface to the 
OSVDB database. These links are located in OSVDB ID parameter, which is 
located in the following locations:

• Ports And Vulnerabilities pane on the Asset Profile page of the Assets tab 

• Additional Details pane on Event Detail page of the Log Activity tab 

Filtering for Event or Flows in a Retention Bucket While in Real Time 
(Streaming) Mode No Longer Generates Out of Memory Errors

Previously, on the Log Activity and Network Activity tabs, out of memory errors 
may have occurred if you applied the Event Retention Bucket or Flow Retention 
Bucket filter while viewing events or flows in Real Time (Streaming) mode. This 
no longer occurs.

Performance Improvement

The performance improves when upgrading a Console with a large number of 
assets from STRM 2012.0 R1 (or earlier) to STRM 2012.0 R2.

Clearing the Cache To clear your cache and access the STRM user interface:

NOTE
The Java Runtime Environment must be installed on the desktop system you use 
to view STRM. You can download Java version 1.6.0_u24 at the following Web 
site: http://java.com/. 

Step 1 Clear your Java cache:

a    On your desktop, select Start > Control Panel. 
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The Control Panel is displayed. 

b    Double-click the Java icon.

The Java Control Panel is displayed. 

NOTE
If you are using Microsoft Windows 7 as your operating system, the Java icon 
may be located under the Programs section, depending on how your Control 
Panel is configured to display features.

c    In the Temporary Internet Files pane, click View.

The Java Cache Viewer is displayed.

d    Select all STRM Deployment Editor entries. 

e    Click the Delete icon. 

f    Click Close.

g    Click OK.

Step 2 Open your web browser.

Step 3 Clear the cache of your web browser:

a    If you are using Internet Explorer 7.0 or 8.0, select Tools > Delete Browsing 
History.

b    If you are using Internet Explorer 9.0, click the Gear icon in right corner of the 
browser window, select Internet Options > General, and then click Delete in 
the Browsing History section.

c    If you are using Mozilla Firefox 3.6.x and above, select Tools > Clear Recent 
History > Clear Now.

NOTE
If you are using Mozilla Firefox, you must clear the cache in Internet Explorer as 
well as in Mozilla Firefox.

Step 4 Log in to STRM.

Your cache is now cleared.
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