
TECHNICAL NOTE

UPLOADING TEXT FILES INTO A REFERENCE SET
DECEMBER 2011
This document provides information on how to upload a text file into an STRM 
reference set.

A reference set is a collection of information that provides parameters for creating 
rules. These rules can be used as a source of test data. A reference set is a set of 
data, such as a list of IPs, usernames, or ports. This information can be built from 
data extracted from a log, a flow, or a file in response to a rule. You can also 
populate a reference set using a text file containing relevant information. The 
external file process allows you to create lists such as former employees or 
specific ports that should not be able to use resources or be used on your network.

Before you begin, you need to create a text file with relevant information. This file 
can include a single column of data or multiple columns of delineated data. You 
need to be comfortable with writing regular expressions to correctly extract the 
data from the file.

Uploading text files to augment a reference set consists of three tasks, performed 
in sequence:

 1 Add a log source.

 2 Create a custom event property.

 3 Create a custom rule.

You can also view the reference data set to confirm that the data loaded correctly.

Log Sources STRM collects data on events from log sources, most of which are automatically 
detected and displayed in the Log Sources window. You can manually identify 
additional log sources and control how STRM interacts with them.

Adding a Text File as
a Log Source

You can add log sources for collecting data for reference sets. Text files can be 
used as log sources with the following considerations:

• If you plan to update and upload the file on a schedule and you plan to update 
one or more reference sets using different files, host the various text files on 
different devices, providing each with a unique location ID.
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• If you plan to update and upload a number of files in a one-time reference set 
update, you can host the various text files in the same location and modify the 
log source after each data set has been uploaded.

• You need to know the IP address or hostname of the device or location of the 
file acting as a log source.

• You need to know the username and password required for accessing the log 
source location.

• You need to know the directory and the name of the file acting as a log source.

NOTE
NOTE

You must have administrative privileges to configure log sources in STRM. For 
more information on accessing the Admin tab, see the STRM Administration 
Guide.

CAUTION
Turn off the Coalescing Events check box before saving your log source 
configuration. Coalescing Events prevents the data from transferring to your 
reference set.

Step 1 Click the Admin tab.

Step 2 Under Data Sources, click Log Sources.

The Log Sources window appears.

Step 3 On the Log Sources toolbar, click Add.

The Add a Log Source window appears.

Step 4 In the Add a Log Source window, from the Log Source Type drop-down list box, 
select Universal DSM.

Step 5 From the Protocol Configuration drop-down list box, select Log File.

Step 6 Configure the file as a log source:

a    In the Log Source Identifier and Remote IP or Hostname text box, type the IP 
address or hostname of the host device.

b    If the device requires a username and password, type the information into 
Remote User, Remote Password, and Confirm Password text boxes.

c    In the Remote Directory text box, type the directory name for the location of 
the log file.

d    From the Processor drop-down list box, select the appropriate compression 
type if the file is compressed.

e    Type the time of day for the upload in the Start Time text box.

f    Type the frequency of the Recurrence for the update.

g    Select the Run on Save check box to import the text file immediately.

h    Select the Optimize parsing for rules, reports, and searches check box.
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Step 7 Click Save to finish the configuration and create the log source definition.

Step 8 Close the Log Sources window.

Step 9 To make the log source available for processing, click Deploy Changes in the 
Admin interface.

Log Source
Properties

The Log Source window provides options for the various types of log sources. 
When you select the type of log source from the Log Source Type drop-down list 
box, the Protocol Configuration drop-down list box displays the available 
protocols for the log source.

Table 1-1   Add a Log Source Parameters  

Parameter Description
Log Source Name Type the desired name of the log source. The name 

can be up to 255 characters in length.
Log Source Description Type a description for the log source (optional). 
Log Source Type Using the drop-down list, select the type of log source 

to add.
Protocol Configuration Select the protocol to use for this log source. Only the 

protocols that are available for the selected Log 
Source Type appear in the list.
When you select the Protocol Configuration, the Add 
a log source window displays the configuration 
parameters defined for the protocol. For information 
about protocol parameters, see the Configuring 
Protocols chapter in the Log Sources User Guide.

Log Source Identifier Type the IP address or hostname for the log source. 
This value must match the value configured in the 
Remote Host IP or Hostname parameter.
The log source identifier must be unique for the log 
source type.

SSH Key File If you select SCP or SFTP as the Service Type, this 
parameter allows you to define an SSH private key file. 
Also, when you provide an SSH Key File, the Remote 
Password option is ignored.

SCP Remote File If you select SCP as the Service Type you must type 
the file name of the remote file.

EPS Throttle Type the number of Events Per Second (EPS) that 
you do not want this protocol to exceed. The valid 
range is 100 to 5000. 

Change Local Directory? Select this check box to define the local directory on 
your STRM system that you want to use for storing 
downloaded files during processing. We recommend 
that you leave the check box clear. When the check box 
is selected, the Local Directory field appears, which 
allows you to configure the local directory to use for 
storing files.
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Event Generator Using the Service Type parameter, you determine the 
method for receiving files. After files are retrieved and 
decompressed (if necessary), the file may undergo 
processing to generate events to be processed by 
STRM. Using the drop-down list box, select one of the 
following options as the processor type:
• LineByLine - Each line of the file configures STRM 

as a single payload. For example, if a file has 10 
lines of text, 10 separate events are created. This is 
the default option.

• HPTandem - The file is processed as a 
HPTandem/NonStop binaryaudit log. Each record in 
the log file (whether primary or secondary) is 
converted into text and processed as a single event. 
HPTandem audit logs use the following filename 
pattern: “[aA]\d{7}”.

• WebSphere Application Server - Processes the 
log files containing WebSphere Application Server 
events generated from the WebSphere Application 
Server DSM. The remote directory must define the 
file path configured in the DSM. For more 
information, see the Configuring DSMs Guide. 

• W3C - Processes log files from sources using the 
w3c format. The header of the log file identifies the 
order and data contained in each line of the file. For 
more information, see the Configuring DSMs Guide.

• Fair Warning - Processes log files from Fair 
Warning devices protecting patient identity and 
medical information. The remote directory must 
define the file path containing the event log files 
generated by your Fair Warning device. For more 
information, see the Configuring DSMs Guide. 

• DPI Subscriber Data - The file is processed as a 
DPI statistic log produced by a Juniper Networks MX 
router. The header of the file identifies the order and 
data contained in each line of the file. Each line in 
the file after the header is formatted to a 
tab-delimited name=value pair event to be 
processed by STRM.

Enabled Select this check box to enable the log source. By 
default, this check box is selected.

Credibility Using the drop-down list box, select the credibility of the 
log source. The range is 0 through 10. The credibility 
indicates the integrity of an event or offense as 
determined by the credibility rating from the source 
devices. Credibility increases if multiple sources report 
the same event. The default is 5.

Table 1-1   Add a Log Source Parameters  (continued)

Parameter Description
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Custom Events Using custom event properties, you can extract unnormalized data from event 
payloads. The Custom Event Properties functionality allows you to search, view, 
and report on information within logs that STRM does not typically normalize and 
display.

Once you have created the text file log source, you need to assign it custom event 
properties.

Creating Custom
Event Properties

To create custom event properties, you must have the User Defined Event 
Properties role permission. Check with your administrator to ensure you have the 
correct permissions. For more information regarding permissions, see the STRM 
Administration Guide. 

Step 1 Click the Log Activity tab.

Step 2 From the Search drop-down list, select New Search.

Step 3 Click Manage Custom Properties.

The Custom Event Properties window appears.

Target Event Collector Using this drop-down list box, select the Event Collector 
to use as the target for the log source.

Coalescing Events Select this check box to enable the log source to 
coalesce (bundle) events. By default, this check box is 
selected.
When the log source is automatically detected, STRM 
uses the value configured in STRM Settings. If you 
create a log source or change the settings for a log 
source that was automatically detected, this setting is 
used. 
We recommend you clear this check box if you are 
using LFP to import data into a reference set. 
For more information, see the STRM Administration 
Guide.

Store Event Payload Select this check box to enable or disable the log 
source to store event payload information. By default, 
this check box is selected.
When the log source is automatically detected, STRM 
uses the value configured in STRM Settings. If you 
create a log source or change the settings for a log 
source that was automatically detected, this setting is 
used. For more information, see the STRM 
Administration Guide.

Groups Select one or more groups for the log source.

Table 1-1   Add a Log Source Parameters  (continued)

Parameter Description
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Step 4 In the Custom Event Properties window, click Add and configure the following 
parameters:

- Select Regex Based to create a payload matching rule.

- Type a unique name for the event properties in New Property.

- From the Log Source Type drop-down list box, select Universal DSM.

- From the Log Source drop-down list box, select your new log source.

- Define the RegEx that suits the structure of your text file. For example, if the 
file contains a single piece of information on each line, such as usernames 
or IP addresses, you can use “.*” as the regular expression, as it simply 
reads each line of the file considering it a single data point.

Step 5 Select Category.

Step 6 From the High Level Category drop-down list box, select the high-level category 
Unknown.

The Low Level Category list updates to include only the low-level categories 
associated with the selected high-level category.

Step 7 From the Low Level Category drop-down list box, select the low-level category 
Unknown.

Step 8 Type the pattern that suits the structure of your text file.

For example, if the file contains single piece of information on each line, such as 
usernames or IP addresses, you can use “.*” as the regular expression, as it 
simply reads each line of the file considering it a single data point.

Step 9 Click Save to finish the definition and create the custom event.

Custom Event
Properties

The Custom Event Properties window provides the property options for the 
event.

Table 1-2   Custom Event Properties Window Parameters 

Parameter Description
Test Field Specifies the payload that was extracted from the 

unnormalized event.

Property Definition
Existing Property To select an existing property, select this option, and then 

select a previously saved property name from the drop-down 
list box.

New Property To create a new property, select this option, and then type a 
unique name for this custom event property. The new 
property name cannot be the name of a normalized event 
property, such as Username, Source IP, or Destination IP.
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Optimize parsing for 
rules, reports, and 
searches

To parse and store the property the first time STRM receives 
the event, select this check box. 
This option must be selected for the property to be parsed 
and then populate the reference set.
Once you select this check box, the property does not require 
additional parsing for reporting, searching, or rule testing. 
By default, this option is disabled.

Field Type From the drop-down list box, select the field type. The field 
type determines how the custom event property is displayed 
in STRM and which options are available for aggregation. The 
field type options are:
• Alpha-Numeric
• Numeric
• IP
• Port
The default is Alpha-Numeric.

Description Type a description of this custom event property.

Property Expression Definition
Log Source Type From the drop-down list box, select the type of log source to 

which this custom event property applies.
Log Source From the drop-down list box, select the log source to which 

this custom event property applies. If there are multiple log 
sources associated with this event, this field indicates the 
term Multiple and the number of log sources.

Event Name To specify an event name to which this custom event property 
applies, select this option.
Click Browse to access the Event Browser and select the 
STRM Identifier (QID) for the event name you want applied to 
this custom event property.
By default, this option is enabled.

Category To specify a low-level category to which this custom event 
property applies, select this option.

Table 1-2   Custom Event Properties Window Parameters (continued)

Parameter Description
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Custom Rules Custom rules include the following rule types:

• Event Rule - An event rule performs tests on events as they are processed in 
real-time by the Event Processor. You can create an event rule to detect a 
single event (within certain properties) or event sequences. For example, if you 
want to monitor your network for invalid login attempts, access multiple hosts, 
or a reconnaissance event followed by an exploit, you can create an event rule. 
It is common for event rules to create offenses as a response.

• Flow Rule - A flow rule performs tests on flows as they are processed in 
real-time by the QFlow Collector. You can create a flow rule to detect a single 
flow (within certain properties) or flow sequences. It is common for flow rules to 
create offenses as a response.

RegEx Type the regular expression you want to use for extracting the 
data from the payload. Regular expressions are 
case-sensitive.
Sample regular expressions:
• email: (.+@[^\.].*\.[a-z]{2,}$)

• URL: 
http\://[a-zA-Z0-9\-\.]+\.[a-zA-Z]{2,3}(/\S
*)?$)

• Domain Name: (http[s]?://(.+?)["/?:])

• Floating Point Number: ([-+]?\d*\.?\d*$)

• Integer: ([-+]?\d*$)

• IP Address: 
\b\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}\b)

For example: To match a log that resembles the following:
SEVERITY=43
Construct the Regular Expression as follows:
SEVERITY=([-+]?\d*$)

Note: Capture groups must be enclosed in parenthesis.
Capture Group Type the capture group you want to use if the regex contains 

more than one capture group.
Capture groups treat multiple characters as a single unit. In a 
capture group, characters are grouped inside a set of 
parentheses.

Test Allows you to test the regular expression against the payload.
Enabled Select this check box to enable this custom event property. If 

you clear the check box, this custom event property does not 
display in event search filters or column lists and the event 
property is not parsed from payloads. 
The default is Enabled. 

Table 1-2   Custom Event Properties Window Parameters (continued)

Parameter Description
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• Common Rule - A common rule performs tests on fields that are common to 
both event and flow records. For example, you can create a common rule to 
detect events and flows that have a specific source IP address. It is common for 
common rules to create offenses as a response.

• Offense Rule - An offense rule processes offenses only when changes are 
made to the offense, such as, when new events are added or the system 
scheduled the offense for reassessment. It is common for offense rules to email 
a notification as a response.

Creating a Custom
Rule for a Reference

Set

If you have created a reference set and a custom event to identify potential 
offences, such as the identities of former employees being used to access the 
network, you then need to create a rule to connect the reference set and the 
potential event.

Step 1 Click the Offenses tab.

Step 2 On the navigation menu, click Rules.

Step 3 From the Actions drop-down list box, select New Event Rule.

The Custom Rule Wizard appears.

Step 4 Click Next to start the wizard steps.

Step 5 Select Events and click Next.
Step 6 Select and when the event(s) were detected by one of more of these log 

sources.

Step 7 Type a description name after Apply.

Step 8 Click these log sources.

A new window opens with a list of potential log sources.

Step 9 Select the log source you created and click Add+.

Step 10 Click Submit.
Step 11 In the Custom Rule Wizard, click Next.
Step 12 In the Custom Rule Wizard - Rule Response wizard, select Add to a Reference 

Set.
Step 13 Select the custom event property you created from the list of reference sets and 

click Finish.
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