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Preface

Thank you for choosing NetScreen-Statistical Report Server, the statistical reporting tool 
for NetScreen-Security Manager.

This NetScreen-Statistical Report Server Installer’s Guide describes how you can install, 
configure and run an initial working Statistical Report Server system. This manual also 
describes how you can upgrade your existing version of Historical Report Server if you are 
currently using it with NetScreen-Security Manager.

This Installer’s Guide is intended primarily for system administrators and IT staff 
responsible for installing and running the Statistical Report Server for the first time.

Note: If you are currently using a previous version of NetScreen-Global PRO with 
Historical Report Server, and you plan to upgrade to NetScreen-Security Manager, refer to 
the NetScreen-Security Manager 2004 FP2 Migration Guide for more specific information.
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 Preface
ORGANIZATION
This manual has 4 chapters and 1 appendix.

• Chapter 1, “Introducing NetScreen-Statistical Report Server” describes the 
installation process, minimum hardware and software requirements, and other 
key information to help you design and implement NetScreen-Statistical Report 
Server appropriate for your network.

• Chapter 2, “Installing the Statistical Report Server” describes how to install, 
configure and run the Statistical Report Server for the first time. It describes 
how to install and configure the required software for both Statistical Report 
Server and Statistical Report Server-Administration Console.

• Chapter 3, “Upgrading to Statistical Report Server” describes how to upgrade 
your existing version of Historical Report Server if you are currently using it 
with NetScreen-Security Manager.

• Chapter 4, “Administering the Statistical Report Server” describes how to 
maintain and control the Statistical Report Server. It also describes how to 
uninstall the Statistical Report Server and Statistical Report Server-
Administration Console.

• Appendix A, “Technical Overview”, provides an overview of the Statistical 
Report Server architecture and communications protocols.
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Juniper Networks Publications
JUNIPER NETWORKS PUBLICATIONS
To obtain technical documentation for any Juniper Networks NetScreen product, visit 
www.juniper.net/techpubs/.

To obtain the latest software version, visit: www.juniper.net/support/. After logging in, 
select the Download Software option, and then follow the displayed instructions. (You 
must be a registered user to download Netscreen software.)

If you find any errors or omissions in the following content, please contact us at the e-mail 
address below:

techpubs-comments@juniper.net
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1
Chapter 1

Introducing NetScreen-
Statistical Report Server

In This Chapter

• “Installation Process Overview” on page 2
• “Installation Package” on page 3
• “Minimum System Requirements” on page 4
• “Next Steps” on page 6

Welcome to NetScreen-Statistical Report Server, the statistical reporting tool for 
NetScreen-Security Manager. You can use the Statistical Report Server to store 
information about the managed FW/VPN devices in your network. You can then use this 
information to generate reports enabling you to further view and analyze information 
about your network security deployment.

This chapter provides you with the information you need to plan how best to install 
NetScreen-Statistical Report Server and integrate it into your network. It provides an 
overview of the installation process, minimum hardware and software requirements, and 
basic configuration options.
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Chapter 1 Introducing NetScreen-Statistical Report Server
INSTALLATION PROCESS OVERVIEW
There are two main software components that you need to install and run the Statistical 
Report Server: the Statistical Report Server and the Statistical Report Server-
Administration Console.

The overall process for installing NetScreen-Security Manager is as follows:
• “Statistical Report Server Install Process” on page 2
• “Statistical Report Server-Administration Console Install Process” on page 2

Statistical Report Server Install Process
The Statistical Report Server installer is a shell archive script that you can run on any 
dedicated, secure and trusted Solaris 8 or 9, Red Hat Linux 8.0, 9.0, or Red Hat 
Enterprise Linux ES 3.0 server that meets minimum system requirements. Refer to 
“Minimum System Requirements” on page 4 for more information on the minimum 
required hardware and software that you need to install the Statistical Report Server.

The Statistical Report Server installer enables you to install all the software required to 
run the key Statistical Report Server components including the historical database and 
web server.

There are separate installer scripts for both Linux and Solaris installations. When you 
launch the installer, the script guides you through all the steps required to install and 
configure each statistical report server component.

Statistical Report Server-Administration Console Install 
Process

The Statistical Report Server-Administration Console or Admin Console installer 
launches an InstallAnywhere wizard that you can run on any Windows or Linux-based 
computer that meets minimum system requirements. Refer to “Minimum System 
Requirements” on page 4 for more information on the minimum required hardware and 
software that you need to install the Admin Console.

The InstallAnywhere wizard guides you through all the steps required to configure and 
install the Admin Console. After you install the Admin Console, you can use it to access 
the Statistical Report Server.
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Installation Package
INSTALLATION PACKAGE
All of the software files required to install the Statistical Report Server are located on the 
Statistical Report Server installation CD or on the Internet at the Juniper Networks 
corporate support web site. It is recommended that you download these files to the server 
machines on which you plan to install the Statistical Report Server before beginning the 
installation process.

The following table describes the contents of the Statistical Report Server installation CD.

File Name Description

ns_srs_svr_linux_x86.sh shell archive script that you run on Linux to install the 
Statistical Report Server components including the 
Tomcat web server and postgreSQL database.

ns_srs_svr_sol_sparc.sh shell archive script that you run on Solaris to install the 
Statistical Report Server components including the 
Tomcat web server and postgreSQL database.

ns_srs_ui_linux_x86.bin shell archive script that you run on Linux to install the 
Statistical Report Server components including the 
Tomcat web server and postgreSQL database.

ns_srs_ui_win_x86.exe shell archive script that you run to install the Statistical 
Report Server-Administration Console.

systemupdate-srs-linux.tar shell archive script that you run to install basic utilities on 
Linux required to install and run the Statistical Report 
Server properly.

systemupdate-srs-solaris.tar shell archive script that you run to install basic utilities on 
Solaris required to install and run the Statistical Report 
Server properly.
NetScreen-Statistical Report Server 3



Chapter 1 Introducing NetScreen-Statistical Report Server
MINIMUM SYSTEM REQUIREMENTS
The following minimum hardware and software requirements must be met to properly 
install and run the Statistical Report Server, the Statistical Report Server-
Administration Console and Statistical Reports Web Interface.

System Requirements
The following table describes the minimum requirements that must be met for the 
Statistical Report Server, Statistical Report Server-Administration Console and 
Statistical Reports Web Interface:

Component Minimum Requirements

Statistical Report Server Solaris 8, Solaris 9 operating system, OR
Red Hat Linux 8.0, Red Hat Linux 9.0, Red Hat Enterprise Linux ES 3.0
X Windows installed.

Note: Installation of X Windows is a requirement to generate graphical 
reports in the Statistical Report Server.

CPU:
Sun Microsystems SPARC IIi 400MHz (or higher), OR
Linux 1GHz (x86) processor (or higher)

RAM: 512MB (Minimum)
Storage: 8 GB disk space (minimum)
Network Connection: 100MBps NIC Ethernet adapter

Server must be dedicated to running the Statistical Report Server only. 
Installing and running the Statistical Report Server on the server that 
you are running the Netscreen-Security Manager GUI Server and/or 
Device Server is not recommended.

Statistical Report Server-
Administration Console

Microsoft Windows XP, OR
Microsoft Windows NT® Workstation/Server 4.0, Service Pack 6a or 
higher, OR
Microsoft Windows 2000 with Service Pack 1 OR
Red Hat Linux 8.0, Red Hat Linux 9.0, Red Hat Enterprise Linux ES 3.0

US English versions only

CPU: IBM® compatible PC
RAM: 256 MB
Network Connection: 100Mbps NIC Ethernet adapter
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Minimum System Requirements
Statistical Reports Web 
Interface

Microsoft Windows XP, OR
Microsoft Windows NT® Workstation/Server 4.0, Service Pack 6a or 
higher, OR
Microsoft Windows 2000 with Service Pack 1 OR
Red Hat Linux 8.0, Red Hat Linux 9.0, Red Hat Enterprise Linux ES 3.0

US English versions only

Web Browser: Internet Explorer version 6.0 or higher (required), OR
Netscape Navigator version 6.0 or higher (required)

CPU: IBM® compatible PC
RAM: 256 MB
Network Connection: 100Mbps NIC Ethernet adapter

Component Minimum Requirements
NetScreen-Statistical Report Server 5



Chapter 1 Introducing NetScreen-Statistical Report Server
NEXT STEPS
This chapter has provided you with the following:

• an overview of the Statistical Report Server installation process
• a description of the contents in the Statistical Report Server installation 

package
• minimum system requirements to help you identify the appropriate hardware 

and software to install and run the Statistical Report Server

You should use this information to plan how best to implement the Statistical Report 
Server and integrate it into your network.

Refer to Chapter 2, “Installing the Statistical Report Server” for specific information 
describing how to install and run the Statistical Report Server and Statistical Report 
Server-Administration Console for the first time.

Refer to Chapter 3, “Upgrading to Statistical Report Server” for specific information 
describing how to upgrade your existing version of Historical Report Server (if you are 
currently using it with NetScreen-Security Manager) to the Statistical Report Server.

Refer to Chapter 4, “Administering the Statistical Report Server” for specific information 
describing how to control and uninstall the Statistical Report Server.

Refer to Appendix A, “Technical Overview” for specific information describing the 
Statistical Report Server architecture and communications protocols.
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Chapter 2

Installing the Statistical Report 
Server

In This Chapter

• “Statistical Report Server Install Overview” on page 8
• “Defining System Parameters” on page 9
• “Prerequisite Steps” on page 11
• “Installing the Statistical Report Server” on page 14
• “Installing the Statistical Report Server-Administration Console” on page 21
• “Next Steps” on page 28

After you have decided how you want to deploy the Statistical Report Server in your 
network, and you have identified and procured the appropriate hardware, you are ready 
to begin the installation process.

This chapter describes how to install and setup an initial working Statistical Report 
Server system. This includes performing any prerequisite steps, running the Statistical 
Report Server installer on a dedicated Solaris or Linux server, running the Statistical 
Report Server-Administration Console installer on your Windows or Linux client, and 
validating that you have installed the system successfully.
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Chapter 2 Installing the Statistical Report Server
STATISTICAL REPORT SERVER INSTALL OVERVIEW
The following table summarizes the process for installing the Statistical Report Server 
system. It also provides an estimate of the overall amount of time that each step requires. 
The total expected time to complete the actual installation procedure is no longer than 30 
minutes.

Step Description Estimated Time 
to Complete

1 Define system parameters that you need to provide during the 
installation process.

20 min.

2 Perform prerequisite steps. 30 min.

3 Download the Statistical Report Server and Statistical Report Server-
Administration Console installer software from the installation CD or 
the Juniper Networks corporate web site.

10 min.

4 Run the Statistical Report Server installer on a dedicated Linux or 
Solaris server.

5 min.

5 Run the Statistical Report Server-Administration Console installer on 
your Windows or Linux based client.

2-3 min.

6 Launch the Statistical Report Server-Administration Console, and 
connect it to the Statistical Report Server.

2-3 min.

7 Validate that you have successfully installed the Statistical Report 
Server and Statistical Report Server-Administration Console.

2 min.
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Defining System Parameters
DEFINING SYSTEM PARAMETERS
During the installation process, you are required to configure common system parameters 
such as the authorized user name and password of the historical database. It is 
recommended that you define these system parameters before performing the Statistical 
Report Server installation.

The following table identifies the parameters that you need to identify:

Parameter Description Default Value

Database Type Type of database that you are using. 
The Statistical Report Server uses a 
postgreSQL database (pgsql). The 
Statistical Report Server also supports 
Oracle and MS-SQL databases 
installed with previous versions of 
Historical Report Server.

pgsql

Database Server IP Address IP Address of the server that you are 
running the Statistical Report Server 
database on.

IP of the current server 
machine

Database Port Port number that the Statistical Report 
Server database listens on for 
communications.

5432

Database Name Unique name of the database. netscreen

Database User Name Authorized user name in the database. netscreen

Database Password Authorized password associated with 
the Database User Name. This can be 
any text string of at least seven 
characters using at least 2 non- 
alphanumeric characters.

N/A

“Super” User Password Authorized password associated with 
the Database User Name. This can be 
any text string of at least seven 
characters using at least 2 non- 
alphanumeric characters.

N/A

Report Title Image Directory path to the image that you 
want displayed on the Statistical 
Report Server-Web Interface.

../images/
yourCompanyLogo.jpg

Report Title URL URL that you want linked to the Report 
Title Image.

www.juniper.net.

HTTPS Port Secure port that the Statistical Report 
Server listens on.

443
(enter “-1” to disable)

Session Timeout Amount of time (in minutes) during 
which a user must refresh the 
Statistical Report Server Web 
Interface before the Statistical Report 
Server times out the browser session. 

30 mins
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Chapter 2 Installing the Statistical Report Server
Statistical Report Server IP 
Address

IP Address of the Statistical Report 
Server.

IP of the current server 
machine

SMTP Server IP Address IP address of the Simple Mail Transfer 
Protocol (SMTP) Server.

IP of the current server 
machine

Sender’s E-mail Address E-mail address used to send 
notifications for completed Statistical 
Reports profile tasks.

root@localhost

Disk space for reports Amount of disk space (in MB) 
allocated for scheduled reports.

1000

Parameter Description Default Value
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Prerequisite Steps
PREREQUISITE STEPS
Before you install the Statistical Report Server you need to perform the following 
prerequisite steps:

1. Ensure that the computer you install the Statistical Report Server on is 
connected to a serial console or monitor and keyboard.

2. Login to the computer as root.

If you are already logged in as a user other than root, you may become root by 
typing the following command:

su -

At the password prompt, enter the root password for the computer.
3. Partition drives for sufficient disk space to accommodate your planned data 

requirements.
4. Verify that you have installed X Windows. X Windows is required to run 

NetScreen-Statistical Report Server. If X Windows is not installed on the 
machine that you plan to install NetScreen-Statistical Report Server, install X 
Windows now.

5. Run the system update utility provided to verify that you have all the 
prerequisite utilities to run the Statistical Report Server installer properly. 
Refer to “Updating Required System Utilities” on page 12 for more information 
on running the system update utility.

6. Configure the following system parameter settings for shared memory and 
semaphore in your etc/system file:
set shmsys:shminfo_shmmax=4294967295
set shmsys:shminfo_shmmin=1
set shmsys:shminfo_shmmni=100
set shmsys:shminfo_shmseg=10
set semsys:seminfo_semmni=100
set semsys:seminfo_semmsl=100
set semsys:seminfo_semmns=200
set semsys:seminfo_semopm=100
set semsys:seminfo_semvmx=32767

When you are done editing the file, save it, and restart your system.

Note: If you are running the Statistical Report Server on Redhat Linux 8.0, you 
may need to install additional utilities required to run the installer properly.
NetScreen-Statistical Report Server 11



Chapter 2 Installing the Statistical Report Server
7. During regular installation or upgrade of the NetScreen-Security Manager 
management system, specify that NetScreen-Statistical Report Server will be 
used with NetScreen-Security Manager. You will then need to configure 
parameters enabling NetScreen-Security Manager to access and work with the 
Statistical Report Server database. Refer to “Configuring NetScreen-Security 
Manager to Work With Statistical Report Server” on page 13 for more 
information.

Updating Required System Utilities
The Statistical Report Server installer requires that you have pre-installed specific 
system utilities on your server machine. For your convenience, a utility that updates the 
required packages on your server is provided with your installation package. You must 
run this system update utility to ensure that you can run the Statistical Report Server 
installer properly.

To run the system update utility:
1. Save the system update utility appropriate for your platform (for example, 

systemupdate-srs-linux for Linux, systemupdate-srs-solaris for 
Solaris) provided on the Statistical Report Server Installation CD, or from the 
directory where it is saved, to a suitable directory on the server.

2. Uncompress the system update utility file. For example, you would run the 
following command on Linux:
gzip -d systemupdate-srs-linux.tar.gz

3. Untar the appropriate system update utility file. For example, you would run 
the following command on Linux:
tar xfv systemupdate-srs-linux.tar

A subdirectory called /systemupdate-srs-<platform> is created and all of 
the files required to update your system packages and utilities are extracted into 
that directory.

4. Navigate to the /systemupdate-srs-<platform> subdirectory.
5. Run the update shell archive script. For example, you can execute the update 

script, by running the following command:
./update.sh

Note: It is recommended that you save the utility in the /usr subdirectory.
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Prerequisite Steps
The script proceeds to check your system for required updates. It next prompts 
you to type ENTER to continue or Ctrl-C to stop.

6. Press ENTER to continue. The script proceeds to cleanup the RPM database. 
Let the script run to completion. This process can take up to 20 minutes 
depending upon the number of packages that need to be installed.

Configuring NetScreen-Security Manager to Work 
With Statistical Report Server

The Statistical Report Server is designed to work in conjunction with NetScreen-Security 
Manager to collect and store data from the managed FW/VPN devices in your network. As 
you install or upgrade to the NetScreen-Security Manager FP2 management system, you 
need to configure information enabling the management system to access and 
communicate with the Statistical Report Server historical database.

During the management system installation, the installer prompts you to configure the 
following parameters required for the management system to work with the Statistical 
Report Server:

• database type
• database server IP address
• database port
• database name
• database user name
• database password
NetScreen-Statistical Report Server 13



Chapter 2 Installing the Statistical Report Server
INSTALLING THE STATISTICAL REPORT SERVER
After you have completed all prerequisite steps, you are now ready to install the 
Statistical Report Server.

The Statistical Report Server installer is designed to guide you through all the steps to 
configure required system parameters, then run to completion.

To install the statistical report server:
1. Load the statistical report server installer software onto the server which you 

have decided to function as the Statistical Report Server. You can run the 
installer directly from the Statistical Report Server installation CD. You can 
also copy the installer to a directory on the server, or you can download the 
installer from the Juniper Networks website.

2. Navigate to the directory where you have saved the Statistical Report Server 
installer file. It is recommended that you save the Statistical Report Server 
installer in the /tmp subdirectory.

3. Run the statistical report server installer. 

On Linux, you can run the installer using the following command: 
ns_srs_svr_linux_x86.sh

On Solaris, you can run the installer using the following command:
ns_srs_svr_sol_sparc.sh

The installation begins automatically by performing a series of pre-installation 
checks. The installer ensures that:

– You are installing the correct software for your operating system
– All the needed software binaries are present
– You have correctly logged in as root

The installer then stops any running servers.

The installer next prompts you to specify the components of the Statistical 
Report Server that you want to install.

4. Enter selection 1 to specify that you want to install the Statistical Report Server.

Note: The management system installer indicates the results of its specific tasks 
and checks:

• “Done” indicates that the installer successfully performed a task.

• “ok” indicates that the installer performed a check, and verified that the condition was 
satisfied.

• “FAILED” indicates that the installer performed a task or check, but it was not successful. 
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Installing the Statistical Report Server
The following graphic depicts the installer running on Linux. The installer 
running on Solaris displays similar prompts and messages.

The script prompts you to specify a location to store the Statistical Report Server 
data files.

5. Type the directory location for storing the Statistical Report Server data files or 
press Enter to accept the default location /var/netscreen/SrSvr.

The script next prompts you if this is an upgrade from Global PRO Historical 
Report Server.

6. Enter n and then press ENTER to specify that this is not an upgrade.

Note: If you specify a new directory location, then the installer creates it. The 
installer does not however, allow you to specify an existing directory location. 
This feature safeguards against over-writing any existing data. If you try to 
specify an existing directory, the installer indicates that an existing directory 
already exists, and then prompts you to try again.
NetScreen-Statistical Report Server 15



Chapter 2 Installing the Statistical Report Server
The script then prompts you to specify a location for storing the Statistical 
Report Server database.

7. Type the directory location for storing the Statistical Report Server database or 
press Enter to accept the default location /var/netscreen/SrDb.

The script next prompts you to configure options for the server and database:
8. Configure the following options:

– database server IP address
– database port
– database name
– database user name
– database password
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Installing the Statistical Report Server
– Statistical Report Server admin password
– report title image
– report title URL
– HTTPS port
– session timeout in minutes
– Statistical Report Server IP address
– SMTP Server IP address
– sender’s e-mail address
– disk space for reports in MB

The script next prompts if you want to start the report server and database after 
it has completed installation. The installer does not start the report server and 
database by default.

9. Enter y and then press ENTER to start the report server and database after the 
installer has completed the installation process. Enter n and then press 
ENTER, if you do not want to start the report server and database.

The script next prompts you to verify your installation configuration settings.
NetScreen-Statistical Report Server 17



Chapter 2 Installing the Statistical Report Server
10. Verify your settings, and if they are correct, enter y and then press ENTER to 
proceed. If you enter n and then press ENTER, the installer returns you to the 
original Selection prompt.

The installation proceeds automatically. Several messages display to confirm 
the installation progress:

• Extracts the software payloads.

• Performs any necessary migration tasks (disregard since this is a new 
installation).

• Installs the Statistical Report Server Database

• Installs the Statistical Report Server
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Installing the Statistical Report Server
Sets the database and server start scripts.

Performs post installation tasks including removing the staging area, and 
starting the database and server processes (if applicable).

The installer runs for several minutes, and then exits.
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Chapter 2 Installing the Statistical Report Server
Viewing the Installation Log
The installer generates a log file with the output of the installation commands for 
troubleshooting purposes. This file is saved by default in the SrDb/var/errorLog 
subdirectory. 

The naming convention used for the installation log file is: 
netmgtInstallLog.<current date><current time>

For example if you ran the installer on December 1, 2003 at 6:00pm, the installation log 
file would be named: netmgtInstallLog.20031201180000.

Post Installation Step (Solaris Only)
If you are installing the Statistical Report Server on a Solaris system, you must edit a file 
called pg_hba.conf located in /usr/netscreen/SrDb/var/data/. Open the file 
in any text editor and edit the following line:
host all all 127.0.0.1 255.255.255.255 password

so that it appears as follows:
host all all 127.0.0.1/32 password

The notation "127.0.0.1/32" is equivalent to "127.0.0.1 and 255.255.255.255". The latter is 
not accepted if DNS is not enabled in the machine.

Starting the Statistical Report Server Manually
If you did not specify the installer to start the server(s) when finished, you must manually 
start the Statistical Report Server processes. There are two main processes that control 
the Statistical Report Server:

• srDB.sh - Statistical Report Server database process
• srSvr.sh - Statistical Report Server web server process

It is important to note that you need to start the Statistical Report Server database 
process first. After you have started the database process, then you can start the web 
server process.

To start the Statistical Report Server manually:
1. Navigate to the Statistical Report Server bin subdirectory (i.e., /usr/

netscreen/SrSvr/bin).
2. Run the following command:

./srDb.sh start

3. Run the following command:
./srSvr.sh start

Note: After the installation script finishes, it indicates the name of the installation log file 
and the directory location where it is saved.
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Validating the Statistical Report Server Processes
To validate that the Statistical Report Server processes are started and running properly, 
issue a status command to the Statistical Report Server.

To view all the state of the Statistical Report Server processes:
1. Navigate to the Statistical Report Server bin subdirectory (i.e., /usr/

netscreen/SrSvr/bin).
2. Run the following command:

./srSvr.sh status
NetScreen-Statistical Report Server 21



Chapter 2 Installing the Statistical Report Server
INSTALLING THE STATISTICAL REPORT SERVER-ADMINISTRATION 
CONSOLE

After you have successfully installed the Statistical Report Server, and validated that all 
the server processes are up and running properly, you can install the Statistical Report 
Server-Administration Console. The Statistical Report Server-Administration Console 
installer launches an InstallAnywhere wizard that you can run on any Windows or Linux-
based computer that meets minimum system requirements. Refer to Chapter 1, 
“Introduction” for more information on the minimum system requirements for the 
Statistical Report Server-Administration Console.

The InstallAnywhere wizard guides you through all the steps required to configure and 
install the Statistical Report Server-Administration Console. After you install the 
Statistical Report Server-Administration Console, you can connect it to the Statistical 
Report Server.

To install the Statistical Report Server-Administration Console:
1. Login as an Administrator user on the computer where you are installing the 

Statistical Report Server-Administration Console.

2. Download the Statistical Report Server-Administration Console installer from 
the Statistical Report Server installation CD or the Juniper Networks corporate 
web site to the computer where you are installing the Administration Console.

3. Run the Statistical Report Server-Administration Console installer.

If you are installing the Statistical Report Server-Administration Console on a 
Windows-based PC, you can double-click on the installer executable.

If you are installing the Statistical Report Server-Administration Console on a 
Linux-based computer, you can launch it from a command line. From the 
command line, you can launch the Statistical Report Server-Administration 
Console installer using the following command:
ns_srs_ui_linux_x86.bin

An Introduction screen for the InstallAnywhere wizard appears.

Note: It is recommended that you quit all running applications before installing the 
Statistical Report Server-Administration Console.

Note: For instructions on adding users to the Administrator group, please refer to 
your operating system manual.
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Follow the wizard through all the steps required to configure and install the 
Administration Console. Click Next to continue the installation. The License 
Agreement screen appears.

4. Review the License Agreement carefully. If you choose to accept the terms of the 
License Agreement, click the button next to the appropriate statement. Click 
Next to continue. 

If you accepted the License Agreement, the Choose Install Folder screen 
appears.

Note: If you choose to not accept the terms of the License Agreement, you will not 
be able to proceed with the installation.
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5. To accept the default install folder, click Next.

To specify a new or different folder location, click Choose.... If you decide to 
accept the default install folder, you can click Restore Default Folder.

On Windows-based computers, the Choose Shortcut Folder screen appears.

On Linux-based computers, the Choose Link Folder screen appears.

Note: If you are installing on a Windows-based computer, the installer saves the 
UI software files in C:\Program Files\NetScreen-Statistical Reports by default. 
If you are installing on a Linux-based computer, the installer saves the Statistical 
Report Server-Administration Console software files in /
<install_user_homedir>/NetScreen-Statistical Reports by default
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6. Select where you would like to create the Statistical Report Server-
Administration Console product icons. Or, if you are installing on a Linux-based 
computer, select where you would like to create links to the Statistical Report 
Server-Administration Console program. Click Next to continue. The Pre-
Installation Summary screen appears.

7. Verify that the information is correct. To make a change to any of the previous 
configuration options, click Previous. When you are satisfied that the 
information is correct for this installation, click Install. The installer proceeds 
to install the software files for the Administration Console.
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The installer next prompts you to configure the GUI Server IP Address for the 
Statistical Report Server.

When you are done configuring the GUI Server IP Address, click Next to 
continue.

When the installation is complete, a screen indicating “Install Complete” 
appears.

8. Click Done to exit the installation program.

Viewing the Installation Log
The installer generates a log file with information describing the context of the 
installation process. For troubleshooting purposes, you may need to access it. The 
installation log is saved by default in the following directory locations:

For Windows-based computers:
C:\Documents and Settings\<user name>\.nsm\

For Linux-based computers:
/<install_user_homedir>/.nsm/

The Installation log file is named: 
_out.<date/time stamp>.dat

Note: The .nsm subdirectory is a hidden subdirectory on Linux systems.
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VALIDATING THE INSTALLATION
After you have completed installing the Statistical Report Server-Administration Console, 
it is recommended that you launch the application and verify that you can connect to the 
Statistical Report Server.

Running the Statistical Report Server-Administration 
Console

The first time that you run the Statistical Report Server-Administration Console, you 
need to specify the following:

• default Statistical Report Server user name and password
• IP address of the GUI Server that you want to connect to

The default Statistical Report Server user name for new installations is “netscreen”; 
the default password for the default user is also “netscreen”. Remember that the 
default user name and password are both case-sensitive.

To log in to the Statistical Report Server-Administration Console for the first time:
1. Run the Statistical Report Server-Administration Console.

If you are running the Statistical Report Server-Administration Console on a 
Windows-based PC, you can double-click on the Statistical Report Server-
Administration Console icon.

If you are running the Statistical Report Server-Administration Console on a 
Linux-based computer, you can either launch it by double-clicking on the 
Statistical Report Server-Administration Console application icon (specify that 
you want to run the program) or you can launch it from a command line. From 
the command line, navigate to the subdirectory where you have installed the 
Statistical Report Server-Administration Console software files, and then 
launch the Statistical Report Server-Administration Console application by 
running the shell archive script provided. The Login window appears.

Note: The default user is also assigned to the default group “Admin”, and as such, is 
granted special privileges to perform all administrative tasks in the Statistical Report 
Server. For security reasons, it is highly recommended that you use the default user to log 
in to the Admin Console for the first time only. After you have logged in, you should create 
and configure your initial user account. You should then logout of the Statistical Report 
Server-Administration Console, and re-login using your own user account. Refer to the 
Statistical Report Server Administrator’s Guide for more information on creating and 
configuring users.
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2. Verify that the user name in the User Name field provided is the initial admin 
user called “netscreen”. If not, enter “netscreen” in the Login field.

3. Enter the password that you specified when you installed the Statistical Report 
Server in the Password field provided.

4. Enter the IP address of the GUI Server in the IP Address field provided.
5. Click Login.

The Statistical Report Server-Administration Console appears indicating that the 
installation was successful.
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Next Steps
NEXT STEPS
Congratulations! You have just completed installation of the Statistical Report Server and 
Statistical Report Server-Administration Console. You can now begin to generate reports 
using the Statistical Report Server. Refer to the NetScreen-Statistical Report Server 
Administrator’s Guide and the NetScreen-Statistical Report Server Online Help for 
information describing how to configure and use the Statistical Report Server to generate 
statistical reports.
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Chapter 3

Upgrading to Statistical Report 
Server

In This Chapter

• Upgrade Overview
• Upgrade Process
• Prerequisite Steps
• Upgrading Server Components
• Upgrading the Statistical Report Server-Administration Console
• Next Steps

This chapter describes how to upgrade your existing version of Historical Report Server to 
the Statistical Report Server if you are currently using it with NetScreen-Security 
Manager. This includes upgrading the Statistical Report Server, the Statistical Report 
Server-Administration Console on your Windows or Linux client, and validating that you 
have upgraded successfully.
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UPGRADE OVERVIEW
If you are currently using NetScreen-Security Manager with the version of Historical 
Reports originally installed as part of NetScreen-Global PRO, it is recommended that you 
upgrade to Statistical Report Server. The following key benefits are available in this 
version of Statistical Report Server.

Benefits of Upgrading to Statistical Report Server
The benefits of upgrading to NetScreen-Statistical Report Server are as follows:

• Support for Linux - you can now install the Statistical Report Server on any 
dedicated and trusted Solaris or Linux system that meets minimum system 
requirements. You can also install and run the Statistical Report Server-
Administration Console on any Windows or Linux-based client that meets 
minimum system requirements

• Integration with NetScreen-Security Manager - the new Statistical 
Reports Web Interface obsoletes reports that are no longer significant in 
NetScreen-Security Manager

• Updated “look and feel” - the new Statistical Report Server-Administration 
Console and Statistical Report Web Interface share the same look and feel as the 
NetScreen-Security Manager User Interface

Upgrade Scenarios
If you plan to upgrade your existing version of Historical Report Server to Statistical 
Report Server, you can choose to either install the new (pgSQL) historical database that 
comes with Statistical Report Server; or you can continue to use your existing historical 
database. In both cases, you will run the Statistical Report Server installer on 
either: the server where you are currently running your existing report server; 
or on any new server that meets minimum system requirements.

Upgrading To New Database
To install the new (pgSQL) database that comes with the Statistical Report Server, you 
will run the installer and specify that the installation is NOT part of an upgrade. This 
instructs the installer to install a new postgreSQL database on this server. The installer 
prompts you to enter information configuring the new database.

The following graphic depicts how your upgraded Statistical Report Server is configured 
with a new database.

Note: If you are installing a new database, you will no longer have access to data 
previously configured in your existing historical database.
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Upgrading Using Your Existing Database
To continue to use your existing historical database, you will run the installer and specify 
that the installation is part of an upgrade. This instructs the installer to prompt you to 
enter information enabling the Statistical Report Server to communicate with your 
existing historical database.

The following graphic depicts how your upgraded Statistical Report Server is configured 
to work with your existing historical database.

Note: When the upgraded Statistical Report Server-Administration Console reconnects to 
your existing historical database, you can continue to use any data that you previously 
configured or stored in the database.
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UPGRADE PROCESS
If you are currently using a previous version of Historical Report Server with NetScreen-
Security Manager, and you plan to upgrade to the Statistical Report Server, the process 
for upgrading your existing installation is as follows:

• Backing Up Your Previous Installation
• Upgrading Server Components
• Upgrading the Statistical Report Server-Administration Console

The following table summarizes the process for installing NetScreen-Security Manager 
for most typical cases. It also provides an estimate of the overall amount of time that each 
step requires. The total expected time to complete the actual installation procedure is no 
longer than 30 minutes.

Note: If you are currently using a previous version of NetScreen-Global PRO with 
Historical Report Server, and you plan to upgrade to NetScreen-Security Manager, refer to 
the NetScreen-Security Manager 2004 FP2 Migration Guide for more information.

Step Description Estimated Time 
to Complete

1 Define system parameters that you need to provide during the upgrade 
process.

30 min.

2 Perform prerequisite steps. It is highly recommended that you backup 
all your data files before beginning the upgrade process.

30 min.

3 Download the Statistical Report Server and Statistical Report Server-
Administration Console installer software from the Statistical Report 
Server installation CD or the Juniper Networks corporate web site.

10 min.

4 Run the Statistical Report Server installer on the system where 
Historical Report Server is currently installed. 

If you want to install a new historical database, specify that this 
installation is NOT part of an upgrade.

If you want to continue to use your existing historical database, specify 
that this installation IS an upgrade.

5 min.

5 Run the Statistical Report Server-Administration Console installer to 
install/upgrade the Statistical Report Server-Administration Console.

2-3 min.

6 Launch the Statistical Report Server-Administration Console, and 
connect it to the Statistical Report Server.

2-3 min.

7 Validate that you have successfully installed the Statistical Report 
Server.

2 min.
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DEFINE SYSTEM PARAMETERS
During the upgrade process, you are required to configure common system parameters 
such as the authorized user name and password of the historical database. It is 
recommended that you define these system parameters before performing the Statistical 
Report Server upgrade. Refer to “Defining System Parameters” on page 9 for more 
information.
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PREREQUISITE STEPS
Perform the prerequisite steps described as if you were installing the Statistical Report 
Server for the first time. Refer to “Prerequisite Steps” on page 11 for more information on 
prerequisite steps to installing the Statistical Report Server.

It is also highly recommended that you backup your previous installation of Historical 
Report Server.

Backing Up Your Previous Installation
It is very important that you make a backup copy of your existing Historical Report 
Server and console data before proceeding to upgrade. This is to ensure that you will not 
lose any data saved should any problems occur during the upgrade procedure.

Before you begin, you will want to first verify that you have stopped all Historical Report 
Server services and that you have sufficient disk space available on the partition on which 
you plan to save your backup files.

Backing Up the Server
1. Stop all NetScreen-Security Manager and Historical Report services (i.e., GUI 

Server, Device Server, and Historical Reports Server).
2. Make a backup copy of the currently installed version of each Historical Report 

server component. Do not save the backup files in the installation directory.
3. Backup your database files.

Backing Up the Console
1. Navigate to the Report Manager installation directory (i.e., C:\Program 

Files\NetScreen\Report Manager).
2. Copy all the contents of the Report Manager folder.
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UPGRADING SERVER COMPONENTS
After you have successfully made a backup copy of your server and console data, you can 
proceed to upgrade your server components. You can do this by running the Statistical 
Report Server installer on a dedicated server. This can either be the server where you are 
currently running the Historical Report Server or any new server that meets minimum 
system requirements.

The Statistical Report Server installer is designed to guide you through all the steps to 
configure required system parameters, then run to completion.

Upgrading to Statistical Report Server Using New 
Database

If you are upgrading to Statistical Report Server and you want to use the new postgreSQL 
database, run the installer as if it were a new install. During the install process, specify 
that this installation is NOT part of an upgrade from Global PRO Historical Report 
Server. Refer to “Installing the Statistical Report Server” on page 14 for more 
information.

Upgrading to Statistical Report Server Using Existing 
Database

If you are upgrading to Statistical Report Server and you want to use the new postgreSQL 
database, run the installer as if it were a new install. During the install process, specify 
that this installation IS part of an upgrade from Global PRO Historical Report Server.

To upgrade the Statistical Report Server using your existing historical database:
1. Load the Statistical Report Server installer software onto the server machine. 

You can run the installer directly from the Statistical Report Server installation 
CD. You can also copy the installer to a directory on the server, or you can 
download the installer from the Juniper Networks website.

2. Navigate to the directory where you have saved the Statistical Report Server 
installer file. It is recommended that you save the Statistical Report Server 
installer in the /tmp subdirectory.

3. Run the statistical report server installer. 

On Linux, you can run the installer using the following command: 
sh ns_srs_svr_linux_x86.sh

On Solaris, you can run the installer using the following command:

sh ns_srs_svr_sol_sparc.sh

The installation begins automatically by performing a series of pre-installation 
checks. The installer ensures that:
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– You are installing the correct software for your operating system
– All the needed software binaries are present
– You have correctly logged in as root

The installer then stops any running servers.

The installer next prompts you to specify the components of the Statistical 
Report Server that you want to install.

4. Enter selection 1 to specify that you want to install the Statistical Report Server.

The following graphic depicts the installer running on Linux. The installer 
running on Solaris displays similar prompts and messages.

The script prompts you to specify a location to store the Statistical Report Server 
data files.

Note: The management system installer indicates the results of its specific tasks 
and checks:

• “Done” indicates that the installer successfully performed a task.

• “ok” indicates that the installer performed a check, and verified that the condition was 
satisfied.

• “FAILED” indicates that the installer performed a task or check, but it was not successful. 
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5. Type the directory location for storing the Statistical Report Server data files or 
press Enter to accept the default location /var/netscreen/SrSvr.

The script next prompts you if this is an upgrade from Global PRO Historical 
Report Server.

6. Type y and then press ENTER to specify that this IS an upgrade from the 
Historical Report Server if you want to continue using your existing historical 
database. The script prompts you to configure information enabling it to access 
your existing historical database.

The script next prompts you to configure options for the server.
7. Configure the following options:

– database type
– database server IP address
– database port
– database name
– database user name
– database password
– report title image
– report title URL
– HTTPS port
– session timeout in minutes
– Statistical Report Server IP address
– SMTP Server IP address
– sender’s e-mail address
– disk space for reports in MB

Note: If you specify a new directory location, then the installer creates it. The 
installer does not however, allow you to specify an existing directory location. 
This feature safeguards against over-writing any existing data. If you try to 
specify an existing directory, the installer indicates that an existing directory 
already exists, and then prompts you to try again.
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The script next prompts you if you want to start the report server and database 
after it has completed installation. The installer does not start the report server 
and database by default.

8. Enter y and then press ENTER to start the report server and database after the 
installer has completed the installation process. Enter n and then press 
ENTER, if you do not want to start the report server and database.

The script next prompts you to verify your installation configuration settings.
9. Verify your settings, and if they are correct, enter y and then press ENTER to 

proceed. If you enter n and then press ENTER, the installer returns you to the 
original Selection prompt.

The installation proceeds automatically. Several messages display to confirm 
the installation progress.

The installer runs for several minutes, and then exits.
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UPGRADING THE STATISTICAL REPORT SERVER-ADMINISTRATION 
CONSOLE

The Statistical Report Server-Administration Console installer launches an 
InstallAnywhere wizard that you can run on any Windows or Linux-based computer that 
meets minimum system requirements. Refer to Chapter 1, “Introduction” for more 
information on the minimum system requirements for the Statistical Report Server-
Administration Console.

The InstallAnywhere wizard guides you through all the steps required to configure and 
install the Statistical Report Server-Administration Console. After you install the 
Statistical Report Server-Administration Console, you can connect it to the Statistical 
Report Server.

Refer to “Installing the Statistical Report Server-Administration Console” on page 21 for 
more information on running the Statistical Report Server-Administration Console 
installer.

Viewing the Installation Log
The installer generates a log file with information describing the context of the 
installation process. For troubleshooting purposes, you may need to access it. The 
installation log is saved by default in the following directory locations:

For Windows-based computers:
C:\Documents and Settings\<user name>\.nsm\

For Linux-based computers:
/<install_user_homedir>/.nsm/

The Installation log file is named: 
_out.<date/time stamp>.dat

Validating the Upgrade
After you have completed installing the Statistical Report Server-Administration Console, 
it is recommended that you launch the application and verify that you can connect to the 
Statistical Report Server.

Note: It is recommended that you exit all running applications before installing the 
Statistical Report Server-Administration Console.

Note: The .nsm subdirectory is a hidden subdirectory on Linux systems.
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Refer to “Running the Statistical Report Server-Administration Console” on page 26 for 
more information on running the Statistical Report Server-Administration Console for the 
first time.

The Statistical Report Server-Administration Console appears indicating that the 
installation was successful.
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NEXT STEPS
Congratulations! You have just completed upgrading the Statistical Report Server and 
Statistical Report Server-Administration Console. You can now begin to generate reports 
on your network using the Statistical Report Server. Refer to the NetScreen-Statistical 
Report Server Administrator’s Guide and the NetScreen-Statistical Report Server Online 
Help for information describing how to configure and generate reports for your network.
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Chapter 4

Administering the Statistical 
Report Server

In This Chapter

• Controlling the Statistical Report Server
• Removing the Statistical Report Server
• Uninstalling the Statistical Report Server-Administration Console

This chapter describes basic procedures used to administer the Statistical Report Server. 
This includes instructions describing how to manually start and stop the Statistical 
Report Server. It also describes how to uninstall the Statistical Report Server and 
Statistical Report Server-Administration Console.
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CONTROLLING THE STATISTICAL REPORT SERVER
On occasion, it may become necessary to start or stop the Statistical Report Server 
processes manually. There are two main processes that control the Statistical Report 
Server:

• srDB.sh - Statistical Report Server database process
• srSvr.sh - Statistical Report Server web server process

It is important to note that you need to start the Statistical Report Server database 
process first. After you have started the database process, then you can start the web 
server process.

You can issue manual commands to the Statistical Report Server by navigating to the 
“bin” subdirectory for the Statistical Report Server, and running a command from the 
command line interface.

The Statistical Report Server supports the following commands.

Viewing Statistical Report Server Manual Commands
To view all the manual commands that you can send to the Statistical Report Server:

1. Navigate to the Statistical Report Server bin subdirectory (i.e., /usr/
netscreen/srSvr/bin).

2. Run the following command:

./srSvr.sh

Command Action

restart stops the Statistical Report Server process for 2 seconds, then restarts 
the process.

start starts the Statistical Report Server process

stop stops the Statistical Report Server process

status provides a status of the Statistical Report Server process

version lists the current version of the Statistical Report Server
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REMOVING THE STATISTICAL REPORT SERVER
You can remove the Statistical Report Server and Statistical Report Server-
Administration Console from your system as follows:

Removing the Statistical Report Server Components
To remove the Statistical Report Server:

1. Stop the Statistical Report Server. For example, you can do this by running the 
following command: 
cd /usr/netscreen/SrSvr/bin
./srSvr.sh stop

2. Navigate to the var subdirectory, and remove all files in the netscreen 
subdirectory. For example, you can do this by running the following commands: 
rpm -e netscreen-SrSvr
rm -rf netscreen
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UNINSTALLING THE STATISTICAL REPORT SERVER-
ADMINISTRATION CONSOLE

To uninstall the Statistical Report Server-Administration Console:
1. Use the Uninstall Statistical Report Server-Administration command from the 

Start menu (i.e., Start>Programs>NetScreen-Statistical Report 
Server>Uninstall Statistical Report Server-Administration Console). 
The uninstall utility appears.

2. Click Uninstall to continue. The uninstaller proceeds to uninstall the Statistical 
Report Server-Administration Console software. A window appears indicating 
the results of the uninstall process.

3. Click Done to exit the uninstaller.
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AAppendix A

Technical Overview
This appendix describes the Statistical Report Server architecture enabling you to better 
understand how the system works.
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STATISTICAL REPORT SERVER OVERVIEW
The Statistical Report Server is composed of two main components:

• Database
• Web Server

The following graphic illustrates the two main components of the Statistical Report 
Server.

Statistical Report Server Database
The Statistical Report Server employs a third party relational database as the central 
repository for all device information that is collected from your network. The Statistical 
Report Server comes installed with a postgreSQL database.

Statistical Report Server Web Server
The Statistical Report Server also includes Tomcat technology which embeds a web server 
enabling you to access and view data on the main database from any web browser that 
meets minimum system requirements. Refer to “Minimum System Requirements” on 
page 4 for more information.

Note: The Statistical Report Server database runs by default under 'user:group',  
postgres:postgres. This user:group is created during installation automatically.
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STATISTICAL REPORT SERVER AND NETSCREEN-SECURITY 
MANAGER

The Statistical Report Server works in conjunction with NetScreen-Security Manager to 
collect and gather information from the FW/VPN devices managed in your network.

NetScreen-Security Manager Management System
The NetScreen-Security Manager management system is comprised of two main server 
components - the Device Server and GUI Server.

The Device Server is primarily responsible for collecting performance and fault-related 
statistics from each of the managed FW/VPN device in your network.

The Device Server collects this information in two ways. The Device Server receives 
information that is “pushed” to it from each FW/VPN device whenever such information 
becomes available. The Device Server also “polls” each FW/VPN device periodically to 
obtain device statistics, such as protocol distribution and policy statistics.

The following graphic depicts how the Statistical Report Server and NetScreen-Security 
Manager interact to collect and gather information from the managed FW/VPN devices in 
your network.
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Data Pushed From the Device to the Device Server
The following table lists all the types of data that are “pushed” from each of the managed 
FW/VPN devices in your network to the Device Server:

Data the Device Server Polls From the Device
The following table lists all the types of data that the Device Server “polls” from each of 
the managed FW/VPN devices in your network:

Pushed Data Description

Traffic logs Traffic logs are generated when a session has terminated

Traffic alarms Traffic alarms are generated based on preset thresholds

Attack alarms Attack alarms are generated based on preset thresholds or 
configuration

Event alarms Event alarms are related to VPN tunnel events or device events 
such as fan failure, CPU utilization threshold crossed etc.

Configuration logs Any configuration-related event generates a log.

Information logs Information logs are related to VPN/IKE or other events that are 
informational.

Self Logs logs of traffic that terminate at the device.

Device Status indicates the up/down status of the device.

Polled Data Description

Protocol Distribution Table Statistics collected on a per interface/vsys basis for bytes and 
packets distribution on a per protocol basis.

Policy Distribution Table Statistics collected on a per policy basis for bytes, packets, and 
number of connections.

Ethernet Statistics Table Statistics collected for each physical interface.

Flow Statistics Table Statistics related to flow level counters on a per virtual interface 
basis

Attack Statistics Table Statistics collected for all the IDS counters on a per virtual 
interface basis

VPN Monitoring statistics VPN statistics for each tunnel that includes SA request, 
establishment and teardown times, bytes/packets info, availability, 
latency, users etc.

NSRP Monitoring statistics All statistics related to NSRP including VSD and RTO data.

Device resource statistics Device resources statistics - Utilization, memory and session-
related statistics for the device

SA Monitoring statistics SA statistics and related information used in real-time monitoring.
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Device Server and GUI Server Interaction
The Device Server forwards all collected data to the GUI Server.

The GUI Server is primarily responsible for transferring information to and from the 
Device Server to the Statistical Report Server and the Statistical Report Server-
Administration Console.

The following graphic illustrates the interaction between the GUI Server, Device Server 
and Statistical Report Server.
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Appendix A Technical Overview
ACCESSING THE STATISTICAL REPORT SERVER
There are two main interfaces enabling you to access the Statistical Report Server:

• “Statistical Report Server-Administration Console” on page VI
• “Statistical Reports Web Interface” on page VI

Statistical Report Server-Administration Console
All the data in the Statistical Report Server must be associated with a specific FW/VPN 
device in your network. Before you begin to collect data from your network, you must first 
create a device object in the Statistical Report Server database. You can do this using the 
Statistical Report Server-Administration Console.

The Statistical Report Server-Administration Console enables you to add and configure 
information about your FW/VPN devices stored on the Statistical Report Server. You can 
also use also the Admin Console to add and manage users of the Statistical Report Server.

Statistical Reports Web Interface
The Statistical Report Web Interface enables you to generate reports from data that is 
stored in the Statistical Report Server. You can use any web browser that meets 
minimum system requirements to access the Statistical Report Server. From the 
Statistical Report Web Interface, you can customize and generate reports related to traffic 
statistics, alarms, service level agreements, device resource statistics and logs. You can 
choose from a selection of over 70 reports to view and analyze alarms, network traffic, 
device and VPN statistics, system resources, logs, and other administrative information.

Note: Any data collected from a FW/VPN device that is not yet created in the Statistical 
Report Server database, is rejected by the Statistical Report Server.
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STATISTICAL REPORT SERVER COMMUNICATIONS
The Statistical Report Server and NetScreen-Security Manager use a combination of TCP/
IP-based communication layers called Secure Server Protocol (SSP) and NetScreen Server 
Protocol (NSP) to transfer data to and from each of its components.

Secure Server Protocol (SSP)
SSP is a secure communication layer offering strong encryption and authentication 
mechanisms, so management traffic is protected and kept confidential. SSP utilizes RSA 
public key cryptography, AES symmetric encryption, and HMAC-SHA-1 hashing.

NetScreen Server Protocol (NSP)
NSP is however, NOT a secure communication protocol. To prevent communication 
sessions from being transmitted in the clear, it is highly recommended that you 
secure communications between the components using NSP by tunneling them 
through a virtual private network.

Communication Ports and Protocols
The following table lists and describes the key connections between each component in the 
Statistical Report Server. It describes the type of communications, port number and 
protocol used. It also identifies whether or not the communication used is secure or not.

Note: All ports are factory set and cannot be changed.

Communication From: To: Protocol Port Secure?

FW/VPN device running ScreenOS 4.0 Device Server NSP 15400 NO

FW/VPN device running ScreenOS 5.0 Device Server SSP 7800 YES

GUI Server Device Server SSP 7801 YES

SRS Admin Console GUI Server NSP 15403 NO
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Appendix A Technical Overview
The following graphic illustrates the communications in a typical Statistical Report 
Server/NetScreen-Security Manager deployment.
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