
Media Flow Controller Software
Release Notes
Release 2.0.6
Juniper Networks, Inc.
1194 North Mathilda Avenue
Sunnyvale, CA 94089
USA
408-745-2000
www.juniper.net

Published: 2011-3-1



 Media Flow Controller Release Notes
Copyright © 2011, Juniper Networks, Inc. All rights reserved. 

Juniper Networks, Junos, Steel-Belted Radius, NetScreen, and ScreenOS are registered trademarks of Juniper Networks, Inc. in the United States and 
other countries. The Juniper Networks Logo, the Junos logo, and JunosE are trademarks of Juniper Networks, Inc. All other trademarks, service marks, 
registered trademarks, or registered service marks are the property of their respective owners. 

Juniper Networks assumes no responsibility for any inaccuracies in this document. Juniper Networks reserves the right to change, modify, transfer, or 
otherwise revise this publication without notice.

Products made or sold by Juniper Networks (including the ERX310, ERX705, ERX710, ERX1410, ERX1440, M5, M7i, M10, M10i, M20, M40, M40e, 
M160, M320, and T320 routers, T640 routing node, and the JUNOS, JUNOSe, and SDX-300 software) or components thereof might be covered by one 
or more of the following patents that are owned by or licensed to Juniper Networks: U.S. Patent Nos. 5,473,599, 5,905,725, 5,909,440, 6,192,051, 
6,333,650, 6,359,479, 6,406,312, 6,429,706, 6,459,579, 6,493,347, 6,538,518, 6,538,899, 6,552,918, 6,567,902, 6,578,186, and 6,590,785.

Revision History
March 2011—FRS Media Flow Controller 2.0.6

The information in this document is current as of the date listed in the revision history. 

Software License
The terms and conditions for using this software are described in the software license contained in the acknowledgment to your purchase order or, to the 
extent applicable, to any reseller agreement or end-user purchase agreement executed between you and Juniper Networks. By using this software, you 
indicate that you understand and agree to be bound by those terms and conditions.

Generally speaking, the software license restricts the manner in which you are permitted to use the software and may contain prohibitions against certain 
uses. The software license may state conditions under which the license is automatically terminated. You should consult the license for further details.

For complete product documentation, please see the Juniper Networks Web site at www.juniper.net/techpubs.

End User License Agreement

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY 
DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED 
HEREIN, YOU (AS CUSTOMER OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE 
CUSTOMER) CONSENT TO BE BOUND BY THIS AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, 
THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING 
LICENSE TERMS. 

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or Juniper 
Networks (Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred to herein as 
“Juniper”), and (ii) the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for 
use of the Software (“Customer”) (collectively, the “Parties”). 

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for which 
Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by Juniper in 
equipment which Customer purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades and new 
releases of such software. “Embedded Software” means Software which Juniper has embedded in or loaded onto the Juniper equipment and any 
updates, upgrades, additions or replacements which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-
exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use 
restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer 
from Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for 
which Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access Client 
software only, Customer shall use such Software on a single computer containing a single physical random access memory space and 
containing any number of processors. Use of the Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines (e.g., 
Solaris zones) requires multiple licenses, regardless of whether such computers or virtualizations are physically contained on a single 
chassis. 

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify 
limits to Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, 
sessions, calls, connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of separate 
licenses to use particular features, functionalities, services, applications, operations, or capabilities, or provide throughput, performance, 
configuration, bandwidth, interface, processing, temporal, or geographical limits. In addition, such limits may restrict the use of the Software 
to managing certain kinds of networks or require the Software to be used only in conjunction with other specific Software. Customer’s use of 
the Software shall be subject to all such limitations and purchase of all applicable licenses.    

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the Software. 
Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not extend or 
create an additional trial period by re-installing the Software after the 30-day trial period.
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e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s 
enterprise network. Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the Steel-
Belted Radius software to support any commercial network access services. 

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase the 
applicable license(s) for the Software from Juniper or an authorized Juniper reseller. 

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and 
shall not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software 
(except as necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third 
party; (d) remove any proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded; (e) 
distribute any copy of the Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use 
any ‘locked’ or key-restricted feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and 
obtaining a valid key from Juniper, even if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute 
any key for the Software provided by Juniper to any third party; (h) use the Software in any manner that extends or is broader than the uses 
purchased by Customer from Juniper or an authorized Juniper reseller; (i) use Embedded Software on non-Juniper equipment; (j) use Embedded 
Software (or make it available for use) on Juniper equipment that the Customer did not originally purchase from Juniper or an authorized Juniper 
reseller; (k) disclose the results of testing or benchmarking of the Software to any third party without the prior written consent of Juniper; or (l) use 
the Software in any manner other than as expressly provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall 
furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, 
Customer shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a 
minimum includes restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer’s 
internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the 
Software, associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, 
title, or interest in the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software. 

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement 
that accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support the Software. 
Support services may be purchased separately. Any such support shall be governed by a separate, written support services agreement. TO THE 
MAXIMUM EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR 
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING 
OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER BE 
LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. 
EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY 
AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING ANY 
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES 
JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT 
ERROR OR INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’ 
or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid by 
Customer for the Software that gave rise to the claim, or if the Software is embedded in another Juniper product, the price paid by Customer for 
such other product. Customer acknowledges and agrees that Juniper has set its prices and entered into this Agreement in reliance upon the 
disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an allocation of risk between the Parties (including the 
risk that a contract remedy may fail of its essential purpose and cause consequential loss), and that the same form an essential basis of the 
bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the 
license granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in 
Customer’s possession or control. 

10. Taxes. All license fees payable under this agreement are exclusive of tax.   Customer shall be responsible for paying Taxes arising from the 
purchase of the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction shall be 
provided to Juniper prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All payments made by 
Customer shall be net of any applicable withholding tax.   Customer will provide reasonable assistance to Juniper in connection with such 
withholding taxes by promptly: providing Juniper with valid tax receipts and other required documentation showing Customer’s payment of any 
withholding taxes; completing appropriate applications that would reduce the amount of withholding tax to be paid; and notifying and assisting 
Juniper in any audit or tax proceeding related to transactions hereunder. Customer shall comply with all applicable tax laws and regulations, and 
Customer will promptly pay or reimburse Juniper for all costs and damages related to any liability incurred by Juniper as a result of Customer’s 
non-compliance or delay with its responsibilities herein. Customer’s obligations under this Section shall survive termination or expiration of this 
Agreement. 

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign 
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or 
regulations, or without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer 
may contain encryption or other capabilities restricting Customer’s ability to export the Software without an export license. 

12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use, duplication, or 
disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 
227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT III) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the 
interface information needed to achieve interoperability between the Software and another independently created program, on payment of 
applicable fee, if any. Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in 
compliance with any applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or 
technology are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such 
licensor or vendor shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may 
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be provided with the Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions of the 
Software are distributed under and subject to open source licenses obligating Juniper to make the source code for such portions publicly available 
(such as the GNU General Public License (“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper will make such source code 
portions (including Juniper modifications, as appropriate) available upon request for a period of up to three years from the date of distribution. Such 
request can be made in writing to Juniper Networks, Inc., 1194 N. Mathilda Ave., Sunnyvale, CA 94089, ATTN: General Counsel. You may obtain 
a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the LGPL at http://www.gnu.org/licenses/lgpl.html. 

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The 
provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this 
Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara 
County, California. This Agreement constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and 
supersedes all prior and contemporaneous agreements relating to the Software, whether oral or written (including any inconsistent terms 
contained in a purchase order), except that the terms of a separate written agreement executed by an authorized Juniper representative and 
Customer shall govern to the extent such terms are inconsistent or conflict with terms contained herein. No modification to this Agreement nor any 
waiver of any rights hereunder shall be effective unless expressly assented to in writing by the party to be charged. If any portion of this Agreement 
is held invalid, the Parties agree that such invalidity shall not affect the validity of the remainder of this Agreement. This Agreement and associated 
documentation has been written in the English language, and the Parties agree that the English version will govern. (For Canada: Les parties aux 
présentés confirment leur volonté que cette convention de même que tous les documents y compris tout avis qui s'y rattaché, soient redigés en 
langue anglaise. (Translation: The parties confirm that this Agreement and all related documentation is and will be in the English language)).
4 Copyright © 2011, Juniper Networks, Inc.
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Release 2.0.6

These Release Notes describe the software changes between Juniper Networks Media Flow
Controller Release 2.0.4 and Release 2.0.6. Before you use your new software, read these
Release Notes in their entirety, especially the sections New Features and Known Issues.

• Release Overview

• New Features

• Known Behavior

• Resolved Known Issues

• Known Issues

• Release Installation for VXA Series: Upgrading to the Latest Release

• Release Installation for Generic Hardware: Guidelines

• Connecting and Logging In

• Configuring Basic Network Connectivity

• Upgrading (Web Interface)

• Upgrading (CLI)

• Requesting Technical Support

• Related Documentation

Release Overview
These Release Notes cover Release 2.0.6 of the Media Flow Controller system software.

NOTE: Please see the Media Flow Controller 2.0.4 Release Notes for additional 
information. Release 2.0.5 was not made publicly available.  

CAUTION: This upgrade includes many new default settings (see Table 1, “New, 
Changed, and Deprecated CLI Commands”). You must manually set the new 
defaults if you keep your configuration settings when you upgrade.

NOTE: Media Flow Controller Release 2.0 and Release 2.0.1 were released earlier 
for controlled usage such as evaluation, proof-of-concept, and so forth. Release 2.0.2 
through Release 2.0.6 are the recommended releases for large-scale deployments.

NOTE: If the information in these Release Notes differs from the information found in 
the published documentation set, follow these Release Notes. 
Copyright © 2011, Juniper Networks, Inc. Release Overview 7
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New Features
Media Flow Controller Release 2.0.6 introduces changes and fixes for known issues from 
lower-numbered releases. 

• New and Changed CLI Commands

• Cache Tuning for Transparent Proxy Deployments 

• Cookie Caching

• Dashboard 

• Device Snapshots

• File System 

• Internal Watchdog

• Network TCP

• Object Revalidation

• Ram-Cache

• Snapshot Generation for mod-delivery

• Transparent Proxy—Bonded Interfaces 

• Transparent Proxy—New Configuration Requirements 

• Virtual Player Hash Verify

New and Changed CLI Commands
These commands are newly available, changed, or deprecated in Media Flow Controller
Release 2.0.6. See “CLI” “ID 7518,” in the Known Issues section for ways to implement all
default value changes.

Table 1. New, Changed, and Deprecated CLI Commands 

Command Description

accesslog 
    rotate time-interval 
    format 

Changed. 
• The default maximum rotate time-interval for rotating the 

accesslog is changed from 5 to 0. This means that, by default,
the accesslog is rotated when the filesize reaches 100 MiB.

• The default format has changed from %h %V %u %t "%r" %s 
%b "%{Referer}i" "%{User-Agent}i" %y to %c %h %V %u %t 
"%r" %s %b %N "%{Cache-Control}i" "%{Pragma}i" 
"%{Cache-Control}o" "%{Pragma}o" "%{Vary}o" %y.

For information on the accesslog command, see the Media Flow
Controller Administrator’s Guide and CLI Command Reference, 
Chapter 12 “Media Flow Controller CLI Commands,” “accesslog”
section.
8 New Features Copyright © 2011, Juniper Networks, Inc.
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analytics packing-policy hybrid New. Validate packing or performance related issues. Default is 
hybrid.
For information on Media Flow Controller disk speeds, see the 
Media Flow Controller Administrator’s Guide and CLI Command 
Reference, Chapter 2 “Media Flow Controller Overview,” “Media 
Flow Controller Hierarchical Caching” section. 

delivery protocol http 
    allow-req all 
    conn-pool origin 
        max-conn
        timeout
    connection 
        persistence num-requests

Changed. 
• The default value for allowing all request methods (allow-req 

all) has been changed from Disabled to Enabled.
• The default maximum persistent connections (max-conn) to the

origin server has been increased from 256 to 4096.
See “Maximum Number Connections to Origin.”
• The default timeout for a single connection in the connection 

pool has been decreased from 300 seconds to 90 seconds.
• The default number of allowed persistent connection requests 

(num-requests) to the origin server has been increased from 0
to 32.

For information on the delivery protocol command, see the 
Media Flow Controller Administrator’s Guide and CLI Command 
Reference, Chapter 12 “Media Flow Controller CLI Commands,” 
“delivery” section.

delivery protocol http revalidate-get New. Use GET for revalidation; HEAD requests are the default 
revalidation method.
See “Object Revalidation.”

delivery protocol http transparent 
<client_traffic_NIC> enable

New. Configure interfaces for transparent proxy.
See “Transparent Proxy—New Configuration Requirements.”

media-cache disk cache-tier {sas | 
sata | ssd} admission threshold 
<integer>

New. Select a cache tier—SAS, SATA, or SSD—and set a 
threshold for session admission. Default value is 0 (zero) for all 
the tiers. This command affects the queuing behavior of disk read
requests. Providing a non-zero value for this enables the session
admission control for the selected tier. If the number of queued 
requests to the tier exceeds the value of “threshold value * 4 * 
number of disks”, new requests to the tier are forwarded to the 
next lower tier or, if that tier is the lowest tier, to the origin where 
the object is available.
For information on Media Flow Controller cache tiers, see the 
Media Flow Controller Administrator’s Guide and CLI Command 
Reference, Chapter 2 “Media Flow Controller Overview,” “Media 
Flow Controller Hierarchical Caching” section. 

show media-cache cache-tier New. List the cache tiers and their admission threshold setting. 

media-cache disk dictionary pre-load 
{disable | enable | stop}

New. The cache dictionary is metadata about all objects in cache
Use this command to allow (with enable, the default), or disallow
(with disable), or cease (with stop) Media Flow Controller pre-
loading, taking from disk, and putting to RAM the cache dictionary

show media-cache generic-config New. Display the current settings for media-cache disk 
dictionary preload.

Table 1. New, Changed, and Deprecated CLI Commands  (Continued)

Command Description
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media-cache disk group-read {sas | 
sata | ssd} {enable | disable}

New. Disable “group read” (reads from the disk in large chunks).
See “Group Read.”

show media-cache group-read New. Display the group-read setting for each tier.

media-cache watermark-internal 
{sas | sata | ssd} <high_watermark> 
<low_watermark>

New. Watermarks control how aggressively content is evicted 
from disk. Select a cache tier—SAS, SATA, or SSD—and set a 
high watermark and low watermark. Default values:
• sas—High watermark =98%; low watermark = 90%
• sata—High watermark = 98%; low watermark = 90%
• ssd—High watermark = 99%; low watermark=95%
For information on Media Flow Controller cache tiers, see the 
Media Flow Controller Administrator’s Guide and CLI Command 
Reference, Chapter 2 “Media Flow Controller Overview,” “Media 
Flow Controller Hierarchical Caching” section. 

show media-cache watermark-internal New. Display the high and low watermark settings for each tier.

namespace <name> delivery protocol 
http client-request tunnel-all

New. Configure this namespace to tunnel all incoming requests to
the origin server without further processing. The default value is 
disabled.
See “Tunneling.”

namespace <name> 
 delivery protocol http 
    origin-fetch 
      byte-range {preserve|ignore}
      date-header modify {deny|permit}
      eod-on-close {disable|enable}

Deprecated. These three namespace origin-fetch sub-
commands (byte-range, date-header, and eod-on-close) are no
longer necessary or available. The desired effects of these 
commands are now achieved automatically by Media Flow 
Controller. You do not need to change your configuration.
For information on the namespace command, see the Media 
Flow Controller Administrator’s Guide and CLI Command 
Reference, Chapter 12 “Media Flow Controller CLI Commands,” 
“namespace” section.

namespace <name> delivery protocol 
http origin-fetch header set-cookie 
any cache {deny | permit} 

New. Allow caching of responses containing cookies; default 
value is deny (do not cache objects with cookies).
See “Cookie Caching.”

namespace <name> 
 delivery protocol http 
    origin-fetch 
      cache-age-default <seconds>
      cache-fill
      content-store media object-size

Changed. 
• The cache-age-default (expiry time value for objects not 

having any explicit expiry time sent from the origin server), has
changed from 28800 (8 hours) to 0 so such objects are cached
only in RAM and subsequent requests for them are revalidated
with the origin server.

See “Cache-Age.”
• The cache-fill default has changed from aggressive (get all the

data) to client-driven (get only what was requested).
• The content-store media object-size default has changed 

from 0 (cache any) to 4096 bytes.
For information on the namespace command, see the Media 
Flow Controller Administrator’s Guide and CLI Command 
Reference, Chapter 12 “Media Flow Controller CLI Commands,” 
“namespace” section.

Table 1. New, Changed, and Deprecated CLI Commands  (Continued)

Command Description
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namespace <name> origin-server http 
follow <option> use-client-ip bind-to 
<client_traffic_NIC> 

New. Configure a namespace for transparent proxy.
See “Transparent Proxy—New Configuration Requirements.”

namespace <name> proxy-mode 
transparent on-ip

Deprecated. This setting is no longer needed for transparent 
proxy deployments. 
See “Transparent Proxy—New Configuration Requirements.”

network connection origin queue max-
delay <integer>

New. Limit the time an origin transaction can take.
See “Origin Queue.”

network connection origin queue max-
num <integer>

New. Limit the maximum number of transactions that can be 
queued on a single origin connection.
See “Origin Queue.”

network connection concurrent session Changed. The acceptable maximum number of global client-side
connections, across all namespaces and resource pools, has 
been changed from 5000 to 64000. 
For information on the network command, see the Media Flow 
Controller Administrator’s Guide and CLI Command Reference, 
Chapter 12 “Media Flow Controller CLI Commands,” “network” 
section.

network connection socket interface-
bind {disable | enable}

New. Enable or disable socket bind on a physical interface.
See “Transparent Proxy—Bonded Interfaces.”

network resolver asynchronous New. Improve request processing performance with 
asynchronous (non-blocking) Domain Name System (DNS). 
See “Asynchronous DNS.”

network resolver cache-timeout New. Set a timeout for each DNS cache entry.
See “Asynchronous DNS.”

network tcp max-tw-buckets <number> New. Define the maximum allowed number of TIME_WAIT 
sockets held by the system simultaneously. 
See “Network TCP.”

network tcp path-mtu discovery 
{off | on}

New. Enable (with on) or disable (with off) the discovery of the 
network maximum transmission unit (MTU).
See “TCP Stack.”

network tunnel-only {disable | enable} New. Either enable or disable (default) tunneling all traffic to 
Media Flow Controller.
See “Tunneling.”

show network internal New. Display internal network settings.

ram-cache dict-size-MB New. Change the amount of RAM allocated for dictionary storage
See “RAM Storage.”

ram-cache revalidate-minsize New. Control the size threshold of objects to which revalidation 
rules will be applied.
See “Cache-Age.”

ram-cache small-buffers scale-factor 
<number> 

New. Configure the ratio between 32 KB buffers and 4 KB buffers
in the RAM cache. 
See “Ram-Cache.”

Table 1. New, Changed, and Deprecated CLI Commands  (Continued)

Command Description
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Cache Tuning for Transparent Proxy Deployments
A number of cache-tuning configuration items have been introduced to improve the
performance of Media Flow Controller in transparent proxy deployments. For more
information, see the Media Flow Controller Release 2.0.4 Media Flow Controller
Administrator’s Guide and CLI Command Reference. 

• Asynchronous DNS 

• Cache-Age 

• Group Read 

• Hotness Threshold 

• Maximum Number Connections to Origin 

• Origin Queue 

• RAM Storage 

• TCP Stack 

• Tunneling 

Asynchronous DNS

• When an HTTP (or RTSP or RTP) request comes to Media Flow Controller and Media 
Flow Controller has to go to origin to satisfy the data request (due to cache miss), Media 
Flow Controller resolves the name of the origin-server to an IP address by calling out to an 

ram-cache sync-interval New. Control the time interval between which hotness data is 
written to disk from RAM.
See “Cache-Age.”

service snapshot mod-delivery 
{disable | enable}   

New. Enable the automatic generation of a snapshot (coredump)
when the mod-delivery service is restarted.
See “Snapshot Generation for mod-delivery.”

show namespace mfc_probe New. Display the new, default, mfc_probe namespace that can 
be used to test the liveness of Media Flow Controller’s service 
layer.
See “Internal Watchdog.”

virtual-player <name> type generic 
hash-verify expiry-time-verify query-
string-parm <string> 

New. For generic type virtual-players, new hash-verify options 
help prevent bandwidth stealing and allow you to refine your hash
calculation: expiry-time-verify query-string-parm specifies a 
query parameter string for expiry-time-verify; for example, e.
See “Virtual Player Hash Verify.”

virtual-player <name> type generic 
hash-verify url-type {absolute-url | 
relative-uri | object-name}

New. For generic type virtual-players, new hash-verify options 
help prevent bandwidth stealing and allow you to refine your hash
calculation: url-type specifies which part of the request URL to 
use to generate the hash for hash-verify.
See “Virtual Player Hash Verify.”

Table 1. New, Changed, and Deprecated CLI Commands  (Continued)

Command Description
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external Domain Name System (DNS) server. Starting with Media Flow Controller Release 
2.0.6, such a call-out is made in an asynchronous manner; prior to 2.0.6 the calls were 
synchronous and thus blocking.
Asynchronous, or non-blocking,  Domain Name System (DNS) service improves the 
request processing performance of Media Flow Controller, especially with slow DNS 
servers. A new CLI command has been introduced to enable (default) or disable 
asynchronous (non-blocking) DNS resolver, and also to set the timeout of each DNS 
cache entry. 
Use these commands only under the direction of Juniper Networks support personnel:
MFC (config) # network resolver ?
asynchronous          Enable Asyncronous (non-blocking) DNS resolution
cache-timeout          Configure cache timeout for entries in the DNS cache

MFC (config) # network resolver cache-timeout ?
auto                    Allow MFC to use the TTL provided by the DNS server
                          as timeout value for a DNS cache entry
random                 Allow MFC to set a randomly selected cache timeout
                          value for a DNS cache entry
<seconds>              Timeout value in seconds (Warning: value of 0 will
                          persist each entry in the cache)

The default network resolver setting is asynchronous.
The default network resolver cache-timeout, in seconds, is 2047.

Cache-Age

• Media Flow Controller used 8 hours as the expiry time default when objects did not have 
any explicit expiry time value sent from the origin server. In Media Flow Controller Release 
2.0.6, the default has been changed to 0, so those objects are cached only in RAM and 
subsequent requests for them are revalidated with the origin server. You can change the 
default cache-age value using this CLI command:
namespace <name> delivery protocol http origin-fetch cache-age-default 

<seconds>

• Media Flow Controller follows cache-age parameters that are specified in the HTTP 
header, as well as those that are configured in the CLI. HTTP revalidation is a process by 
which the origin server is contacted to determine if a cached object is still valid. HTTP 
revalidation occurs when the cached object has expired, ensuring that only fresh objects 
are fetched, stored, and delivered from cache. 
The following commands tune the cache to allow the administrator to control the size 
threshold of objects  to which revalidation rules will be applied. Objects greater than this 
size are eligible for revalidation. Objects smaller than this size are deleted once the cache-

NOTE: This command is useful when namespace <name> origin-server http 
follow header HOST is configured. In a transparent proxy scenario, when this 
command is used, Media Flow Controller does the DNS resolution instead of the 
client doing it. This helps prevent cache poisioning.  

NOTE: In Media Flow Controller Release 2.0.6, the auto option for network resolver 
cache-timeout, is the same as the random option. In the upcoming Media Flow 
Controller Release 2.1, the auto option will work as described above.
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expiry  expires; any subsequent requests for that object go to the origin server and the 
object is re-cached for the specified cache-age time.
Change this value only under guidance from Juniper Networks support personnel.
ram-cache revalidate-minsize <size>

The default value is 1024 KiBytes.

• Media Flow Controller maintains hotness data about each piece of content that is stored in 
directly attached disks (SATA, SAS, and SSD). This data is written from memory to disk 
from time to time so it may be recovered if an unexpected shutdown occurs. 
The following command configures a cache-tuning  parameter that allows control of the 
time interval between which  hotness data is written  to disk from RAM. Since disk  writes 
are expensive, this interval should not be very small. This value must be set smaller for 
transparent caching than in reverse proxy because the number of objects and the rate of 
change of those objects is much higher in the transparent proxy mode.  
ram-cache sync-interval <secs>

The default value is 14400 seconds.

Group Read

• To maximize the delivery of large objects, Media Flow Controller reads from the disk in 
large chunks. This functionality is known as “group read.” Group read can now be 
disabled. In transparent proxy deployments, most often Internet objects are small, so 
disabling group reads improves Media Flow Controller cache performance. 
media-cache disk group-read {sata | sas | ssd} {disable | enable}

By default, group-read is disabled for SSD, and enabled for SAS and SATA; SSD drives 
support much higher IO (input/output) transaction loads than standard SAS or SATA 
drives.

Hotness Threshold

• Media Flow Controller uses the concept of “hotness” to determine when to promote an 
object to various cache tiers. Tiers are comprised of RAM, SSD, SAS, and SATA. Hotness 
is defined as three times (3 *) the number of requests for an object. Table 2 shows the 
relation between the hotness threshold and the number of hits required for the object to be 
ingested. 
In a transparent proxy deployment, Juniper Networks recommends the default setting, 3, 
for hotness threshold for two reasons:

• The analytics manager only keeps track of 200,000 objects; billions of objects will be 
stored in a typical transparent proxy deployment.

• The hotness algorithm does not take object size into account and can promote a large 
hot object into the SSD, causing a large number of smaller objects to be evicted and 
therefore the SSD to be under-utilized.

NOTE: Juniper Networks recommends a value of 86400 (24 hours) for reverse proxy 
mode, and between 14400 (4 hours) and 28800 (8 hours) for transparent proxy 
mode.  
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If necessary, use the following command to reset the default value:
no analytics cache-promotion hotness-threshold <number>

 

*If the hotness-threshold is the default value, 3, objects are promoted to the lowest tier after the first hit, 
regardless of tier type. If the hotness of an object (always calculated as the number of hits * 3) becomes 2 * 
the hotness-threshold, it is promoted to SAS; and at 6 * the hotness-threshold, it is promoted to SSD. The 
default hotness thresholds for promotion into SATA, SAS, or SSD are 1:2:6. If you change the value of the 
hotness-threshold to 4, the hotness thresholds for promotion to the higher tiers is then calculated as 4:8:24.

Maximum Number Connections to Origin

• The Media Flow Controller transparent proxy performance is improved by increasing the 
default and maximum number of supported connections with the origin server. The default 
number of persistent connections to the origin server has increased from 256 to 4096 and 
the allowed maximum number of persistent connections to the origin server has increased 
from 2048 to 128000. 
MFC (config) # delivery protocol http conn-pool origin max-conn ?
<number>       Number of connections, Default: 4096, max - 128000, 

0 - demand driven

The default value is 4096.

Origin Queue

• When Media Flow Controller receives a request to an object that isn't present in the 
cache, it initiates a connection to the origin to fetch the object. If there are additional 
requests to the same object from other users, Media Flow Controller queues the requests 
to the already-established connection with the origin, without initiating new connections to 
the origin server.
The following new commands limit the maximum number of transactions that can be 
queued on a single origin connection, and the time an origin transaction can take: 
MFC (config) # network connection origin queue ?
max-delay Configure maximum delay that the origin queue can take
max-num Configure maximum number of connections that the 

origin queue should take

The default max-delay value is  3. The default max-num value is 2.

Table 2. Hotness Thresholds 

Hotness Threshold Number of Hits Required for Object Ingestion

3* 1* 

4 2 

7 3 

10 4 

NOTE: When namespace origin-server <option> with use-client-ip (IP spoofing) is 
configured, the limit of maximum persistent connections is 58000; otherwise, the limit 
is 128000.
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RAM Storage

• The amount of RAM allocated for storing the dictionary information can be changed. The 
dictionary contains metadata information about cached objects, including references to 
the object in the disk and references to the object headers. 
Increasing the size of the RAM cache allocated for the dictionary might improve the 
performance of cache lookups and cache read operations; since RAM is a finite resource, 
allocate it judiciously. Use the following command to do this.
Do not modify this parameter without direction from Juniper Networks support personnel.
MFC (config) # ram-cache dict-size-MB ?
0 Set default cache dictionary size to AUTO
<number> Size in MiB [0  -  32768]

The 0 (zero, or AUTO) value means the internal algorithm is used to set the dictionary 
cache size.
The default value is 0. 

TCP Stack

• New configuration options are introduced to control the TCP stack parameters in Media 
Flow Controller. These options enable connection management in Media Flow Controller 
such as controlling the timeout value for user or origin sessions, controlling the time when 
the connection-related parameters are completely cleaned, and enabling or disabling the 
discovery of the network maximum transmission unit (MTU). 
This parameter should only be modified under the direction of Juniper Networks support 
personnel. 
MFC (config) # network tcp path-mtu discovery ?
off Disable the path-mtu discovery
on Enable the path-mtu discovery

The default value is on.

Tunneling

• Media Flow Controller allows some requests to bypass the caching module and be 
proxied directly to the origin. This feature enables the Media Flow Controller to avoid 
caching objects served from origin servers that serve non-cacheable content. Tunneling 
non-cacheable content increases performance.
namespace <name> delivery protocol http client-request tunnel-all

The default value is no tunnel-all, which means that tunneling is disabled. 

• All traffic to Media Flow Controller can be tunneled using the command network-tunnel-
only enable. This command is typically used when debugging Media Flow Controller and 
should only be used under the direction of Juniper Networks support personnel. 
network tunnel-only disable Do not tunnel all traffic 
network tunnel-only enable Tunnel all traffic
show network internal Show tunneling status

The default value is disable.
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Cookie Caching
• Media Flow Controller does not cache objects with cookies by default. Use the following 

command to change the default behavior and allow caching of responses containing 
cookies: 
namespace <name> delivery protocol http origin-fetch header set-cookie any 

cache permit 

The default value is deny (do not cache objects with cookies).

Dashboard
• A new graph in the dashboard, “Total Bandwidth Delivered,” on the Reports > Bandwidth 

page, includes bandwidth towards the client and from the origin. 
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• Media Flow Controller now displays an hourly cache-hit ratio on the Dashboard > Cache 
Hit Rate page, for the last 24 hours in the dashboard.

Device Snapshots
• Media Flow Controller allows customers to download device snapshots from the Web 

interface, including core dumps.
Administrators can download the snapshot from their browser onto their desktop.  
Previously, these snapshots were available only via SSH.  In the Web interface, this 
feature is available on the System Config > Tech-Support page; use the Sysdumps 
option.
SysDump includes all logs and the Tech Support report that generates information about 
the following categories:

• OS Version 
• System Information   
• Installed Software   
• IP Addresses   
• Network Parameters   
• Adapters Information   
• ARP Table   
• IP Statistics   
• TCP Statistics   
• UDP Statistics   
• UDP Listener   
• TCP Listener   
• ICMP Statistics   
• IP Routing Table   
• Processes and Modules   
• Device Drivers   
• Registry
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File System 
• The file system has been enhanced in Media Flow Controller to remove a limitation on the 

number of directories that can be stored within the cache file system. 

Internal Watchdog
Media Flow Controller now has a watchdog to monitor the service layer. This internal
watchdog mechanism checks the proper functioning of the service layer at a regular frequency
and restarts the service if the check fails. This ensures that Media Flow Controller only loses
service for a short duration if the service layer is stuck due to a bug. 
As a part of this feature there is a new default namespace called mfc_probe. This namespace
is configured as a reverse proxy with the internal management Web server as its origin server.
There is a canned object file in this origin server that you can request to trigger a full test of the
service path. You can also use this to configure any probes to request this canned object; for
example, load balancers typically expect probes to be configured and the mfc_probe
namespace can be used as such. 
The probe URI is:
http://<MFD IP>/mfc_probe/mfc_probe_object.dat

Media Flow Controller watchdog probes the service layer by sending an HTTP request (probe)
to the default mfc_probe namespace every 5 seconds. If a response arrives within the
timeout period, the service layer is alive; if there is no response three times in a row, Media
Flow Controller determines that the service layer has gotten stuck and it is restarted. While
restarting the service layer, a core file is generated at /coredump/snapshots. By default the
mfc_probe namespace is active.

Network TCP
• For network tcp, a new option is useful when running non-persistent connections or 

performance tests on transparent proxy configurations: 
max-tw-buckets <number> 

• Where max-tw-buckets defines the maximum allowed number of TIME_WAIT 
sockets held by the system simultaneously. If this number is exceeded, TIME-WAIT 
sockets are immediately destroyed and a warning is displayed. Acceptable values are 
1024 to 1048576. 

The default value is 180000. 

Object Revalidation
• Media Flow Controller now provides the option of using GET for object revalidation instead 

of HEAD. When the delivery protocol http revalidate-get command is configured, Media 
Flow Controller uses GET for revalidation. HEAD requests are used as the default 
revalidation method. 
delivery protocol http revalidate-get 

The default is no. HEAD revalidation requests are more efficient than GET revalidation 
requests; however, some content websites do not support HEAD requests.  
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Ram-Cache
• For ram-cache, a new option is available to help with handling small objects: 

small-buffers scale-factor <number> 

• Where small-buffers scale-factor configures the ratio between 32 KB buffers 
and 4 KB buffers in the RAM cache. Acceptable values are between 0 and 8; if n = 1 - 
8, the ratio is 1:2^n. 

The default is 2.  

Snapshot Generation for mod-delivery
• A new option to enable the automatic generation of a snapshot (coredump) when the 

mod-delivery service crashes.
service snapshot mod-delivery {disable | enable} 
The default is disable.  

Transparent Proxy—Bonded Interfaces
• Media Flow Controller now supports bonded interfaces for the transparent proxy mode of 

operation. 
MFC (config) # network connection socket interface-bind ?
disable disable bind socket with interface
enable Enable bind socket with interface

The default is disable.  

See “Cache Tuning for Transparent Proxy Deployments” for newly introduced CLI commands
to help with cache tuning.

Transparent Proxy—New Configuration Requirements
• Media Flow Controller has changed the namespace configuration requirements for 

transparent proxy deployments. The namespace <name> proxy-mode option is 
deprecated and no longer available. Two new options, delivery protocol http transparent 
<client_traffic_NIC> enable, and namespace <name> origin-server http follow <option> 
use-client-ip bind-to <client_traffic_NIC>, are used instead.
In previous releases, the namespace transparent proxy configuration requirements were: 
namespace <name> match uri / 
namespace <name> origin-server http follow {dest-ip|header Host} use-

NOTE: Keep in mind that 4 KB buffers are more efficient when handling small objects.

NOTE: Do not enable Assured Flow Rate (AFR) when socket interface-bind is set to 
disable.
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client-ip
namespace <name> proxy-mode transparent on-ip <Media_Flow_Controller_IP>
namespace <name> status active

In Media Flow Controller Release 2.0.6, first set HTTP interfaces and enable them for 
transparent proxy traffic: 
delivery protocol http interface <client_traffic_NIC> 
delivery protocol http transparent <client_traffic_NIC> enable

Then set new namespace transparent proxy configuration requirements: 
namespace <name> match uri /
namespace <name> origin-server http follow {dest-ip | header HOST} use-

client-ip bind-to <client_traffic_NIC>
namespace <name> status active

Virtual Player Hash Verify
• For generic type virtual-players, new hash-verify options help prevent bandwidth stealing 

and allow you to refine your hash calculation: 
expiry-time-verify query-string-parm <string> 
url-type {absolute-url | relative-uri | object-name}

• expiry-time-verify query-string-parm specifies a query parameter string for 
expiry-time-verify; for example, e. The value supplied by the query parameter must 
be a standard POSIX timestamp (seconds since January 1, 1970 00:00:00 UTC). 
Media Flow Controller extracts the timestamp value from an incoming URL and 
compares it with the current time in its system to determine if the URL request has 
expired. An expiry time of 0 (zero) indicates it “does not expire.”
The following is a sample URL request form, where “e” indicates the expiry-time-
verify query-string-parm value:

http://www.example.com/media/foo.flv?e=3312665958&h=ec41f550878f45d9724776761d6ac416

• url-type specifies which part of the request URL to use to generate the hash for 
hash-verify:
• absolute-url, the current and default behavior, specifies the hash calculation 

should use the entire request URL (including the query string up to the configured 
match query-string-parm value).

• relative-uri, the hash calculation should use only the URI part of the request 
URL, excluding the domain and access method (but including the query string up 
to the configured match query-string-parm value).

• object-name, the hash calculation should use only the object name part of the 
request URL (and the query string up to the configured match query-string-parm 
value).

Media Flow Controller computes an md-5 hash of an incoming URL by combining a specified
part of the URL, the url-type, along with a configured shared-secret that is appended or
prefixed (as configured) to it. The computed hash digest value is then compared with the hash
value provided in the incoming URL via a configured match query-string-parm. If a match
between the computed and provided hash values is unsuccessful, the request is denied.
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You can help prevent bandwidth stealing by adding a check for the expiry time of the
requested URL with the hash-verify expiry-time-verify option that compares the incoming
request’s timestamp with the current Media Flow Controller timestamp. The expiry-time-
verify value must be placed in front of the hash value so it becomes part of the hash; if an
attempt is made to request the same URL again by tampering with the expiry-time-verify
value, the request fails as the hash will not match. 

How Hash-Verify Expiry-Time-Verify Works
Setting the new hash-verify expiry-time-verify query-string-parm option to a non-zero 
value allows you to reject incoming requests that have passed the current system time. This 
option coupled with hash verification helps prevent bandwidth stealing. 

The following is an example use case if expiry-time-verify query-string-parm is set to a non-
zero value:

1. User goes to a customer website to play a video.

2. The customer website generates a URL and provides it to the client player. This URL has 
an expiry time that is secured by hash-auth.

3. Client player uses this URL to fetch content from a video server.

4. Server receives the request, the URL has not expired, and the server delivers the video.

5. If anyone uses the same URL after some time and sends a request to the server, the 
server will reject it.

Known Behavior
There are no new known behavior issues in Media Flow Controller Release 2.0.6. Some
known behavior issues are described in earlier release notes.

Resolved Known Issues
The following known issues were reported in the Media Flow Controller Release 2.0.4 Release 
Notes and have now been resolved:

• The range request “Range: bytes= 0-0” was not supported by Media Flow Controller. For 
such requests, Media Flow Controller returned the entire object instead of serving the first 
byte alone.
Media Flow Controller now responds correctly with only the first byte on a range request of 

NOTE: The virtual-player <name> type <type> hash-verify command has several 
elements, and many virtual-player commands are different based on what type of 
virtual player you are configuring. See the Media Flow Controller Release 2.0.4 
Media Flow Controller Administrator’s Guide and CLI Command Reference for details 
on using the virtual-player command. 

NOTE: The expiry-time-verify value must be positioned before the hash values so it 
becomes part of the hash; if an attempt is made to request the same URI again by 
tampering with the expiry time value, the request is rejected as the will hash fail.  
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zero bytes. (ID 163)

• When a client sent a GET request immediately followed by a FIN, Media Flow Controller 
closed the connection instead of sending the requested data. 
Now when the client sends a GET request immediately followed by a FIN, Media Flow 
Controller responds with the data in response to the GET request, and then properly 
closes the TCP connection. (ID 5381)

• The sysServices SNMP object did not return anything.
Now the sysServices SNMP object returns a value of 72. (ID 5985)

• In transparent proxy mode, connections with the hostname resolving to the Media Flow 
Controller IP address caused a connection buildup, which eventually caused Media Flow 
Controller to run out of available sockets and stop responding to subscriber requests.
Media Flow Controller now responds to requests with its own IP in the hostname with “404 
Not Found” and closes the connection. (ID 6744)

• Aliased (or virtual) interfaces did not work on a bonded interface. For example, four 
1-Gigabit Ethernet interfaces are bonded together and given an IP address; the bonded 
interface is also given one or more aliased (virtual) IP addresses. In this case, traffic is 
served without issue for requests that go to the real bonded interface. Requests that go to 
the aliased interfaces are served only headers—no data payload is sent. The following 
example configuration illustrates this issue:
Bonded interface configuration: 
bond 0 mode link-agg-layer3+4
interface eth10 bond 0
interface eth11 bond 0
interface eth12 bond 0
interface eth13 bond 0

Network interface configuration: 
interface 0 create
interface 0:1 create
interface 0:10 create

Network interface configuration: 
interface 0 ip address 100.1.1.1 /16
interface 0 alias 1 ip address 100.1.2.1 /16
interface 0 alias 10 ip address 100.1.2.10 /16
interface 0 alias 11 ip address 100.1.2.11 /16

Now aliases can be created on bonded interfaces. (ID 6858)

• Only 32,768 domains were supported in a single disk.
Now the file system has been changed to allow an unlimited number of domains per disk. 
A reformat of existing cache partitions is necessary to trigger this improvement; reformat 
existing caches with the media-cache disk <disk_name> format command. (ID 7248) 

• A memory leak previously occurred in transparent proxy mode. A cron job was required 
periodically to clean up memory in transparent proxy mode. 
The memory leak has been found and fixed. (ID 7069)
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• There were performance issues for requests to origin servers due to slow DNS server 
response. 
Now DNS requests are no longer synchronous with other cache tasks.  DNS requests are 
made in a separate process thread so they do not block other caching tasks. (ID 6820)

• Bond interface did not work in transparent proxy mode.
The issue occured because socket bind was being done on a physical interface.  A new 
CLI has been added to disable socket bind on a physical interface; it is disabled by 
default.  When binding to a physical interface is disabled,  Assured Flow Rate will not 
work.  See Known Issues for more information. (ID 7095)

• Logging to the access logs stopped working; logging resumed after issuing the service 
restart mod-log command.
The  error condition causing the logging process to lock up has been fixed. (ID 7143)

Known Issues
This section identifies known problems and limitations in Media Flow Controller Release 2.0.6. 

• CLI 

• FTP 

• HTTP 

• Origin Manager

• OS Platform 

• Raw Disk Cache Manager 

CLI
• The Web service used for management purposes does not listen on the management 

interface after assigning a new IP address.
Workaround: Restart the management Web service using the following commands after 
changing management IP address:
no web httpd listen enable
web httpd listen enable

ID : 7618

• “Couldn’t consume binding...” error message displays when show running configuration 
is run on a system with a configured virtual proxy namespace (virtual proxy namespace 
option is since deprecated). The message means that the configuration nodes were
already consumed during reverse mapping, and can be safely ignored.
Workaround: None.
ID:4115
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• The defaults for several commands have changed. The new defaults are not applied to an 
upgrade when the configuration settings are saved.  See Table 1, “New, Changed, and 
Deprecated CLI Commands,” for information on the changed commands.
Workaround (revert to factory defaults): You can upgrade to the new factory defaults 
and maintain settings for licenses, SSH host keys, interfaces, routes, and ARP with this 
command:
configuration revert factory keep-basic keep-connect 

Workaround (manually set new factory defaults):You can use these commands to 
implement all of the new defaults. Change variables as needed (i.e. namespace 
<name>), and ensure that you do not over-write a deliberate (non-default) configuration.
accesslog rotate time-interval 0
accesslog format %c %h %V %u %t "%r" %s %b %N "%{Cache-Control}i" 

"%{Pragma}i" "%{Cache-Control}o" "%{Pragma}o" "%{Vary}o" %y
delivery protocol allow-req all
delivery protocol http conn-pool origin max-conn 4096
delivery protocol http conn-pool origin timeout 90
delivery protocol http connection persistence num-requests 32
namespace <name> delivery protocol http origin-fetch cache-age-default 0
namespace <name> delivery protocol http origin-fetch cache-fill client-

driven
namespace <name> delivery protocol http origin-fetch content-store 

media object-size 4096
network concurrent session 64000

ID : 7518

FTP
• FTP ingestion does not work.

Workaround:  Use either HTTP-based ingestion or use a Media Flow Controller software 
release prior to 2.0.6.
ID: 7240

HTTP
• The YouTube virtual player seek function does not work properly. 

Workaround: Create a new namespace to handle YouTube seek requests so they 
bypass the cache path and take the tunnel path.  Use the following configuration as an 
example. 
In the example configuration, variables are indicated by italics and chevrons (< > ), other 
values shown should be used as given. The match uri value given, /videoplayback, is 
part of the YouTube request; if YouTube changes its request URI, the corresponding 
match uri value must be reconfigured in Media Flow Controller.
For the virtual player:
MFC (config) # virtual-player <vpYT> type youtube
Note: Please set cache name parameters video-id and format-type for this 

virtual-player
MFC (config virtual-player vpYT) # seek query-string-parm begin enable-
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tunnel
MFC (config virtual-player vpYT) # cache-name video-id query-string-parm 

id format-tag query-string-parm itag
MFC (config virtual-player vpYT) # exit

For the delivery protocol:
delivery protocol http interface <client_traffic_NIC> 
delivery protocol http transparent <client_traffic_NIC> enable

For the namespace:
MFC (config) #    namespace <nsYT> 
MFC (config namespace nsYT) #    domain regex 

"^.*\.c\.youtube\.com|^.*\.googlevideo\.com"
MFC (config namespace nsYT) #    match uri /videoplayback 
MFC (config namespace nsYT) #    origin-server http follow {dest-ip | 

header HOST} use-client-ip bind-to <client_traffic_NIC> 
MFC (config namespace nsYT) #    status active 
MFC (config namespace nsYT) #    virtual-player vpYT 
MFC (config namespace nsYT) #    exit 

ID: 6088

Origin Manager
• In Media Flow Controller Release 2.0.6, when the origin server responds with the 302 

response code (redirect), Media Flow Controller tunnels the response to the client. 
Workaround: There is no workaround. Media Flow Controller doesn’t directly handle 302 
redirects.
ID: 6438

OS Platform
• More than one bond interface is not supported

Workaround: There is no workaround.
ID: 6586

NOTE: YouTube videos use a “Cache-Control: no-cache, no-store” header; if you 
wish, you can explicitly override this with the namespace delivery protocol http 
origin-fetch cache-directive no-cache override command. 

NOTE: This configuration example only pertains to progressive download of videos 
via HTTP. It is assumed that other namespaces will be configured to handle other 
traffic.
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Raw Disk Cache Manager
• Media Flow Controller fails to detect the correct cache type when using the HP P410 

smart array controller.
Workaround:  Use the following command to set the cache type:
MFC (config) # media-cache disk dc_1 disk-type ?
<disk type>               Set the type of the disk
SATA                      Cache type SATA
SAS                       Cache type SAS
SSD                       Cache type SSD

ID: 5804

Release Installation for VXA Series: Upgrading to the 
Latest Release

We recommend that you upgrade to the latest Media Flow Controller software before
configuring and using a VXA Series Media Flow Engine. This upgrade is recommended for
Media Flow Controller. It is not recommended, or available, for Media Flow Manager.

You obtain the Media Flow Controller Release 2.0.6 upgrade image from the Juniper
Networks download page at:

http://www.juniper.net/support/products/mediaflow 

Either download the image to your server, or copy the URL of the image.
See “Upgrading (Web Interface)” on page 30 or “Upgrading (CLI)” on page 31 for details on
upgrading Media Flow Controller.

VXA Series 2002 and 2010 Port Naming
When an Ethernet card is installed in the top slot, the ports are named from left to right as
follows:

eth10 eth11 eth12 eth13 (when a four port card)
eth10 eth11 (when a two port card)

When an Ethernet card is installed in the middle slot, the ports are named from left to right as 
follows:

eth20 eth21 eth22 eth23  (when a four port card)
eth20 eth21 (when a two port card)

CAUTION: This upgrade includes many new default settings (see Table 1, “New, 
Changed, and Deprecated CLI Commands”). You must manually set the new 
defaults if you keep your configuration settings when you upgrade.

NOTE: After upgrading to Media Flow Controller Release 2.0.6, all disks must be 
formatted for transparent proxy deployments. Do this with the media-cache disk 
<string> format command.
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Release Installation for Generic Hardware: Guidelines
Complete procedures for installing the system software on generic hardware are available in 
the Juniper Networks Media Flow Controller and Media Flow Manager Installation Guide.
New software releases are available for download from the Juniper Networks website at 
http://www.juniper.net/support/products/mediaflow. You can use the downloaded image
bundle to create your own software CDs (for generic hardware installations only).
This section provides information on how Media Flow Controller works with host bus adapters/
hard drive controllers.

Host Bus Adapter / Hard Drive Controller
Media Flow Controller does not natively support RAID of any kind on any hard drive or
combination of hard drives. We recommend that ALL hard disk drives (HDDs) are configured
in “Just a Bunch of Disks” (JBOD) mode with write-cache disabled, regardless of controller
battery.
At initialization, Media Flow Controller attempts to uniquely identify each HDD by its
manufacturer-given serial number. This allows caches, the physical disks to which Media Flow
Controller writes cached data, to be removed and reinserted into a system without data loss or
the need to re-initialize. Also, because Media Flow Controller can uniquely identify caches,
they may be transferred to another Media Flow Controller (removed from one physical server
and inserted in another running the same version of Media Flow Controller). This lets you hot-
swap caches for either new HDDs (provided the controller supports hot-swapping) or existing
caches without interrupting content delivery or restarting Media Flow Controller.
Media Flow Controller also attempts to identify the HDD type: SAS, SATA, or SSD. With this
information, Media Flow Controller assigns a cache tier to each cache. Cache tiers are how
Media Flow Controller divides the storage of “hot content” (frequently accessed) from “long-tail
content” (infrequently accessed).

Choosing a Controller for Your Media Flow Controller
Media Flow Controller has been tested with, and supports, a wide range of host bus adapters
(HBAs), including those made by Intel™, 3ware™, LSI™, and Adaptec™; as well as original
equipment manufacturer (OEM) cards made by IBM™, HP™ (SmartArray™), Dell™ (Perc™),
and Sun™; and the controllers typically found in SuperMicro™-based systems.
The best controller for your Media Flow Controller depends upon the number and type of
HDDs in your system, as well as factors such as connecting to an external JBOD. Generically,
Media Flow Controller is most compatible with HBAs that support standard SCSI pass-
through, assign standard Linux device names (that is, /dev/sda, /dev/sdb, and so forth), and
allow arrays of one physical disk to be created.

NOTE: With RAID enabled, Media Flow Controller cannot determine an HDD’s serial 
number, or type.
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Configuring the Controller and Arrays for Optimum Performance
For controllers that require arrays or virtual disks to be defined before physical disks are 
presented to the BIOS, and so to the operating system, and be set as bootable, you must 
configure the Controller BIOS to prepare the hard drives to be caches. To do this:

• Set up each physical HDD as an individual array or virtual disk (sometimes you must set 
up a RAID 0 of one drive).

• Disable write-cache.

For controllers that do not require arrays or virtual disks to be defined (that is, LSI 1068e with
Software RAID disabled), no explicit configuration is required.

Connecting and Logging In
You can connect to the command-line interface (CLI) with SSH, Telnet (once enabled, Telnet
is disabled by default), or serial console using the IP address of your Media Flow Controller.
The appliance responds with a login prompt. Enter admin as the user; there is no default
password. After you have connected, you must enter enable (for Enable mode) and then
configure terminal (for Configure mode) in order to begin upgrading Media Flow Controller.
You can connect to the Web interface using the IP address of your Media Flow Controller in a
browser on port 8080 (see “CLI” on page 24 for known issue). The Media Flow Controller
opens to a login page. The default credentials are Account: admin, and no password.

Configuring Basic Network Connectivity
Before upgrading the Media Flow Controller software, the network connectivity must be set up. 
If you have not already set up the basic network connectivity, follow these steps. At a 
minimum, you must assign eth0 an interface protocol (IP) address, then the appliance can be 
remotely accessed and upgraded.

To set up basic network connectivity:

1. Log in as admin.
There is no default password. 

2. Enter configuration mode.
enable 
configure terminal 

3. Set the IP address of eth0.
interface eth0 ip address <management_port_IP_address> <netmask>

4. Optionally, set the hostname, gateway, DNS server, a domain list (to resolve unqualified 
hostnames), and NTP server. Install licenses, if you have the license keys. Restart the 
delivery service so the changes are registered. Save the settings when you are finished.
hostname <hostname_for_machine>
ip default-gateway <gateway_server_IP_address>
ip name-server <DNS_server_IP_address>
ip domain-list <domain_name_for_resolving_hostnames> ...
ntp server <NTP_server_IP_address>
license install <license_key>
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service restart mod_delivery
configuration write 

5. Display the software release. If you have installed licenses, check those, too. Installed 
licenses display “Valid: yes,” “Start and End dates: <date> (ok),” and “Tied to MAC addr: 
<address> (ok)” when the show license command is issued.
show version
show license

6. Sanity check: From another machine, attempt to ping each address, and open an SSH 
session to the server as Admin. 

You are now ready to begin configuring Media Flow Controller. See the Media Flow Controller
Media Flow Controller Administrator’s Guide and CLI Command Reference for details.

Upgrading (Web Interface)
You can use the Web interface, also referred to as the Management Console, System Config
> Upgrade page, to easily upgrade your system if you have an install image URL or have
obtained the image and installed it locally. 

To upgrade Media Flow Controller using the Web interface:

1. Enter the image URL in the Install New Image to Partition 2 area of the Upgrade page 
and click Install Image.
Media Flow Controller downloads, validates, and installs the image; a progress bar is 
displayed. If successful, an OK button is displayed at the bottom of the page; if 
unsuccessful, an error is displayed.

2. Go to the System Config > Reboot page and click Reboot. 
• If you have not made system configuration changes since your last reboot, a System 

Reboot or Shutdown page is displayed. Continue with Step 3.
• If you have made system configuration changes since your last reboot, a Confirm 

Reboot page is displayed. Skip to Step 4.

3. If the System Reboot or Shutdown page is displayed, click Reboot or Shutdown.

• If you click Reboot, the system reboots, you are logged out, and a login page is 
displayed; you must wait a few minutes before you can log back in to the system. 

• If you click Shutdown, the system powers down.

4. If the Confirm Reboot page is displayed, click Save and Reboot to save your 
configuration; click Discard and Reboot if you want to reconfigure. If you save your 
configuration, you must manually apply new default values in Media Flow Controller 
Release 2.0.6.
The system reboots, you are logged out, and a login page is displayed; you must wait a 
few minutes before you can log back in to the system.

5. Verify your upgrade on the opening Monitoring Summary page.

CAUTION: This upgrade includes many new default settings (see Table 1, “New, 
Changed, and Deprecated CLI Commands”). You must manually set the new 
defaults if you keep your configuration settings when you upgrade.
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Upgrading (CLI)

To upgrade your system using the CLI:

1. From Enable or Configure mode (see “Connecting and Logging In), fetch the configuration 
upgrade image file using the Juniper Networks URL.
image fetch <URL>/<filename>

2. Install the image.
image install <filename>

3. Verify which boot image contains the upgrade.
show images

4. Switch to the boot partition containing the upgrade image, if needed.
image boot next

5. Reboot to that partition.
reload

6. Verify that the new image is booted.
show version

Requesting Technical Support
Technical product support is available through the Juniper Networks Technical Assistance 
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract, or are 
covered under warranty, and need post-sales technical support, you can access our tools and 
resources online or open a case with JTAC.

• JTAC Policies—For a complete understanding of our JTAC procedures and policies, 
review the JTAC User Guide located at 
http://www.juniper.net/customers/support/downloads/710059.pdf 

• Product Warranties—For product warranty information, visit 
http://www.juniper.net/support/warranty/ 

• JTAC Hours of Operation—The JTAC centers have resources available 24 hours a day, 
7 days a week, 365 days a year.

CAUTION: This upgrade includes many new default settings (see Table 1, “New, 
Changed, and Deprecated CLI Commands”). You must manually set the new 
defaults if you keep your configuration settings when you upgrade.
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Self-Help Online Tools and Resources
For quick and easy problem resolution, Juniper Networks has designed an online self-service 
portal called the Customer Support Center (CSC) that provides you with the following features:

• Find CSC offerings: 
http://www.juniper.net/customers/support/ 

• Find product documentation: 
http://www.juniper.net/techpubs/ 

• Download the latest releases of software and review release notes: 
http://www.juniper.net/customers/csc/software/ 

• Search technical bulletins for relevant hardware and software notifications: 
https://www.juniper.net/alerts/ 

• Join and participate in the Juniper Networks Community Forum: 
http://www.juniper.net/company/communities/ 

• Open a case online in the CSC Case Manager: 
http://www.juniper.net/cm/ 

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool located at 
https://tools.juniper.net/SerialNumberEntitlementSearch/ 

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

• Use the Case Manager tool in the CSC at 
http://www.juniper.net/cm/ 

• Call 1-888-314-JTAC 
(1-888-314-5822 – toll free in the USA, Canada, and Mexico)

For international or direct-dial options in countries without toll-free numbers, visit
http://www.juniper.net/support/requesting-support.html 

Related Documentation
Juniper Networks provides the following technical documentation for Media Flow Controller 
and Media Flow Manager. You can obtain this documentation at the Juniper Networks Media 
Flow Solution Technical Documentation page.
• Juniper Networks Media Flow Controller™ Administrator’s Guide and CLI Command 

Reference
Provides product and feature overviews, procedures including log and fault management, 
and describes all CLI commands.

• Juniper Networks Media Flow Manager™ Administrator’s Guide and CLI Command Reference
Provides product and feature overviews, task procedures, and describes CLI commands.

• Juniper Networks Media Flow Controller™ and Media Flow Manager™ Installation Guide
Provides requirements and particulars of setting up a Media Flow Controller, or Media 
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Flow Manager, as well as how to save and apply a configuration, how to upgrade, and 
installation chapters for CD-ROM/USB installs, and PXE installs.

• Juniper Networks™ Glossary
A comprehensive list of terminology used in Juniper Networks documentation.

For the latest release of all Juniper Networks® technical documentation, see the product
documentation page on the Juniper Networks website at http://www.juniper.net/techpubs/.
Juniper Networks supports a technical book program to publish books by Juniper Networks
engineers and subject matter experts with book publishers around the world. These books go
beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration using Junos OS and Juniper Networks devices. In addition,
the Juniper Networks Technical Library, published in conjunction with O'Reilly Media, explores
improving network security, reliability, and availability using Junos OS configuration
techniques. All the books are for sale at technical bookstores and book outlets around the
world. The current list can be viewed at http://www.juniper.net/books.
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