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Juniper Networks, the Juniper Networks logo, JUNOS, NetScreen, ScreenOS, and Steel-Belted Radius are registered trademarks of Juniper Networks, Inc. in 
the United States and other countries. JUNOSe is a trademark of Juniper Networks, Inc. All other trademarks, service marks, registered trademarks, or 
registered service marks are the property of their respective owners. 

Juniper Networks assumes no responsibility for any inaccuracies in this document. Juniper Networks reserves the right to change, modify, transfer, or 
otherwise revise this publication without notice.

Products made or sold by Juniper Networks (including the ERX-310, ERX-705, ERX-710, ERX-1410, ERX-1440, M5, M7i, M10, M10i, M20, M40, M40e, 
M160, M320, and T320 routers, T640 routing node, and the JUNOS, JUNOSe, and SDX-300 software) or components thereof might be covered by one or 
more of the following patents that are owned by or licensed to Juniper Networks: U.S. Patent Nos. 5,473,599, 5,905,725, 5,909,440, 6,192,051, 6,333,650, 
6,359,479, 6,406,312, 6,429,706, 6,459,579, 6,493,347, 6,538,518, 6,538,899, 6,552,918, 6,567,902, 6,578,186, and 6,590,785.

HTTPClient package Copyright © 1996-2001 Ronald Tschalär (ronald@innovation.ch).
This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General Public License as published by the Free 
Software Foundation; either version 2 of the License, or (at your option) any later version.
This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of MERCHANTABILITY or 
FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General Public License for more details. For a copy of the GNU Lesser General Public License, 
write to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307, USA.

Copyright (c) 2000 - 2008 The Legion Of The Bouncy Castle 
(http://www.bouncycastle.org) 

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the "Software"), to deal in 
the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the 
Software, and to permit persons to whom the Software is furnished to do so, subject to the following conditions: 

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software. 

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE 
WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR 
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, 
ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Copyright (c) 1998-2004 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer. 

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation 
and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment: "This product includes software 
developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this software without prior written 
permission. For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior written permission of the 
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: "This product includes software developed by the OpenSSL Project 
for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ``AS IS'' AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, 
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL 
PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING 
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes software written by Tim Hudson 
(tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The following conditions apply to all code 
found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included with this distribution is covered 
by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.
If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library used.
This can be in the form of a textual message at program startup or in documentation (online or textual) provided with the package.



Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation 
and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement: 
"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"
The word 'cryptographic' can be left out if the routines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must include an acknowledgement:
"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ``AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR 
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT 
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER 
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING 
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code cannot be changed. i.e. this code cannot simply be copied 
and put under another distribution licence [including the GNU Public Licence.]

Copyright 1989, 1991, 1992 by Carnegie Mellon University
Derivative Work - 1996, 1998-2000

Copyright 1996, 1998-2000 The Regents of the University of California
All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose and without fee is hereby granted, provided that the 
above copyright notice appears in all copies and that both that copyright notice and this permission notice appear in supporting documentation, and that 
the name of CMU and The Regents of the University of California not be used in advertising or publicity pertaining to distribution of the software without 
specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL 
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU OR THE REGENTS OF THE UNIVERSITY OF CALIFORNIA BE 
LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR 
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE 
OR PERFORMANCE OF THIS SOFTWARE.

Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or 
other materials provided with the distribution.

Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may be used to endorse or promote products derived from 
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ``AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, 
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT 
SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR 
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGE.

Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or 
other materials provided with the distribution.

The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from this software without specific prior written 
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ``AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, 
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE 
COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER 
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING 
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.



Copyright © 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. 
All rights reserved.

Use is subject to license terms below.

This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun Microsystems, Inc. in the U.S. and other countries.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or 
other materials provided with the distribution.

Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to endorse or promote products derived from this software 
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ``AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, 
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT 
SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR 
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGE.

Copyright (c) 2003-2006, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or 
other materials provided with the distribution.

Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or promote products derived from this software without specific 
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ``AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, 
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT 
SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR 
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGE.

Copyright (c) 2004, Cisco, Inc and Information Network Center of Beijing University of Posts and Telecommunications.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or 
other materials provided with the distribution.

Neither the name of Cisco, Inc, Beijing University of Posts and Telecommunications, nor the names of their contributors may be used to endorse or promote 
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ``AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, 
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT 
SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR 
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT 
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 
SUCH DAMAGE.

Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003 oss@fabasoft.com
Author: Bernhard Penz <bernhard.penz@fabasoft.com>

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the documentation and/or 
other materials provided with the distribution.

The name of Fabasoft R&D Software GmbH & Co KG or any of its subsidiaries, brand or product names may not be used to endorse or promote products 
derived from this software without specific prior written permission.



THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ``AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, 
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE 
COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER 
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING 
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (C) 1995-2003 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no event will the authors be held liable for any damages arising from the use of 
this software.

Permission is granted to anyone to use this software for any purpose, including commercial applications, and to alter it and redistribute it freely, subject to 
the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the original software. If you use this software in a product, an 
acknowledgment in the product documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.

Copyright © 2008, Juniper Networks, Inc.
All rights reserved. Printed in USA.
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Software License

The terms and conditions for using this software are described in the software license contained in the acknowledgment to your purchase order or, to the 
extent applicable, to any reseller agreement or end-user purchase agreement executed between you and Juniper Networks. By using this software, you 
indicate that you understand and agree to be bound by those terms and conditions.

Generally speaking, the software license restricts the manner in which you are permitted to use the software and may contain prohibitions against certain 
uses. The software license may state conditions under which the license is automatically terminated. You should consult the license for further details.

For complete product documentation, please see the Juniper Networks Web site at www.juniper.net/techpubs.

End User License Agreement

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE.  BY DOWNLOADING, 
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER OR 
IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS 
AGREEMENT.  IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE 
SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS.  

1. The Parties.  The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or Juniper 
Networks (Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred to herein as 
“Juniper”), and (ii) the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use 
of the Software (“Customer”) (collectively, the “Parties”).  

2. The Software.  In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for which 
Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by Juniper in equipment 
which Customer purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades and new releases of such 
software.  “Embedded Software” means Software which Juniper has embedded in or loaded onto the Juniper equipment and any updates, upgrades, 
additions or replacements which are subsequently embedded in or loaded onto the equipment.

3. License Grant.  Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a 
non-exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use 
restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer 
from Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which 
Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access Client software 
only, Customer shall use such Software on a single computer containing a single physical random access memory space and containing any 
number of processors. Use of the Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines (e.g., Solaris zones) 
requires multiple licenses, regardless of whether such computers or virtualizations are physically contained on a single chassis.  

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits 
to Customer’s use of the Software.  Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, 
sessions, calls, connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of separate 



licenses to use particular features, functionalities, services, applications, operations, or capabilities, or provide throughput, performance, 
configuration, bandwidth, interface, processing, temporal, or geographical limits. In addition, such limits may restrict the use of the Software to 
managing certain kinds of networks or require the Software to be used only in conjunction with other specific Software. Customer’s use of the 
Software shall be subject to all such limitations and purchase of all applicable licenses.    

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the Software.  
Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so.  Customer may not extend or 
create an additional trial period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s enterprise 
network.  Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the Steel-Belted Radius 
software to support any commercial network access services. 

The foregoing license is not transferable or assignable by Customer.  No license is granted herein to any user who did not originally purchase the 
applicable license(s) for the Software from Juniper or an authorized Juniper reseller.  

4. Use Prohibitions.  Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall 
not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as 
necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) 
remove any proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded; (e) distribute 
any copy of the Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use any ‘locked’ 
or key-restricted feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and obtaining a valid 
key from Juniper, even if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the 
Software provided by Juniper to any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer 
from Juniper or an authorized Juniper reseller; (i) use Embedded Software on non-Juniper equipment; (j) use  Embedded Software (or make it available 
for use) on Juniper equipment that the Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of 
testing or benchmarking of the Software to any third party without the prior written consent of Juniper; or (l) use the Software in any manner other 
than as expressly provided herein.

5. Audit.  Customer shall maintain accurate records as necessary to verify compliance with this Agreement.  Upon request by Juniper, Customer shall 
furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality.  The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper.  As such, 
Customer shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum 
includes restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer’s internal business 
purposes.

7. Ownership.  Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software, 
associated documentation, and all copies of the Software.  Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or 
interest in the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.  

8. Warranty, Limitation of Liability, Disclaimer of Warranty.  The warranty applicable to the Software shall be as set forth in the warranty statement 
that accompanies the Software (the “Warranty Statement”).  Nothing in this Agreement shall give rise to any obligation to support the Software.  
Support services may be purchased separately.  Any such support shall be governed by a separate, written support services agreement.  TO THE 
MAXIMUM EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT 
OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE 
SOFTWARE, OR ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.  IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM 
UNAUTHORIZED OR IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.  EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY 
STATEMENT TO THE EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER 
EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 
PURPOSE, OR NONINFRINGEMENT.  IN NO EVENT DOES JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK 
RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR 
ATTACK.  In no event shall Juniper’s or its suppliers’ or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of 
warranty, or otherwise, exceed the price paid by Customer for the Software that gave rise to the claim, or if the Software is embedded in another 
Juniper product, the price paid by Customer for such other product.  Customer acknowledges and agrees that Juniper has set its prices and entered 
into this Agreement in reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an allocation of 
risk between the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss), and that the same 
form an essential basis of the bargain between the Parties.

9. Termination.  Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license 
granted herein.  Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in 
Customer’s possession or control.  

10. Taxes.  All license fees payable under this agreement are exclusive of tax.   Customer shall be responsible for paying Taxes arising from the purchase 
of the license, or importation or use of the Software.  If applicable, valid exemption documentation for each taxing jurisdiction shall be provided to 
Juniper prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified.  All payments made by Customer 
shall be net of any applicable withholding tax.   Customer will provide reasonable assistance to Juniper in connection with such withholding taxes by 
promptly: providing Juniper with valid tax receipts and other required documentation showing Customer’s payment of any withholding taxes; 
completing appropriate applications that would reduce the amount of withholding tax to be paid; and notifying and assisting Juniper in any audit or 
tax proceeding related to transactions hereunder.  Customer shall comply with all applicable tax laws and regulations, and Customer will promptly pay 
or reimburse Juniper for all costs and damages related to any liability incurred by Juniper as a result of Customer’s non-compliance or delay with its 
responsibilities herein.  Customer’s obligations under this Section shall survive termination or expiration of this Agreement.  

11. Export.  Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign 
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, 
or without all necessary approvals.  Customer shall be liable for any such violations.  The version of the Software supplied to Customer may contain 
encryption or other capabilities restricting Customer’s ability to export the Software without an export license.  

12. Commercial Computer Software.  The Software is “commercial computer software” and is provided with restricted rights.  Use, duplication, or 
disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 
227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT III) as applicable.



13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface 
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if 
any. Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with 
any applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software.  Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology 
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or 
vendor shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided 
with the Software and is subject to the accompanying license(s), if any, of its respective owner(s).  To the extent portions of the Software are 
distributed under and subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU 
General Public License (“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper will make such source code portions (including Juniper 
modifications, as appropriate) available upon request for a period of up to three years from the date of distribution.  Such request can be made in 
writing to Juniper Networks, Inc., 1194 N. Mathilda Ave., Sunnyvale, CA  94089, ATTN:  General Counsel.  You may obtain a copy of the GPL at 
http://www.gnu.org/licenses/gpl.html, and a copy of the LGPL at http://www.gnu.org/licenses/lgpl.html.  

15. Miscellaneous.  This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles.  The 
provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this 
Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara 
County, California.  This Agreement constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and 
supersedes all prior and contemporaneous agreements relating to the Software, whether oral or written (including any inconsistent terms contained in 
a purchase order), except that the terms of a separate written agreement executed by an authorized Juniper representative and Customer shall govern 
to the extent such terms are inconsistent or conflict with terms contained herein.  No modification to this Agreement nor any waiver of any rights 
hereunder shall be effective unless expressly assented to in writing by the party to be charged.  If any portion of this Agreement is held invalid, the 
Parties agree that such invalidity shall not affect the validity of the remainder of this Agreement.  This Agreement and associated documentation has 
been written in the English language, and the Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur 
volonté que cette convention de même que tous les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: 
The parties confirm that this Agreement and all related documentation is and will be in the English language)). 

http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/lgpl.html




Table of Contents
About This Guide xvii

Audience...................................................................................................... xvii
Conventions................................................................................................. xvii
Obtaining Documentation........................................................................... xviii
Documentation Feedback ........................................................................... xviii
Requesting Technical Support ....................................................................... xix

Self-Help Online Tools and Resources..................................................... xix
Opening a Case with JTAC ....................................................................... xx

Related Documentation ................................................................................. xx
3GPP Technical Specifications ................................................................. xx
Requests for Comments (RFCs) .............................................................. xxi

Chapter 1 Introduction 1

Licensing..........................................................................................................1
3GPP WLAN Interworking Reference Model.....................................................2

Network Elements .....................................................................................2
WLAN UE............................................................................................2
WLAN AN............................................................................................2
3GPP AAA Server ................................................................................2
WAG ...................................................................................................3
PDG ....................................................................................................3
SLF......................................................................................................3
HLR.....................................................................................................3
HSS .....................................................................................................3
Offline Charging System .....................................................................3

Reference Points .......................................................................................4
Supported Protocols in the IMS AAA Server .....................................................8

Chapter 2 System Setup 11

Before You Begin ...........................................................................................11
System Recommendations.............................................................................12
Installing IMS AAA Server and Administrator Software ..................................12

Example Output of pkgadd Command for IMS AAA Server Package-New 
Installation ........................................................................................13

Validating the Server Installation Procedure ............................................15
Example Output of pkgadd Command for IMS AAA Server Administrator 

Package ............................................................................................15
Starting and Stopping the IMS AAA Server .....................................................16

Automatic Restart....................................................................................16
Manually Starting and Stopping the Server or SNMP Agent .....................16

Manually Starting and Stopping the IMS AAA Server .........................16
Manually Starting and Stopping the SNMP Agent ..............................16
Table of Contents ix



x T

IMS AAA Server 1.1 Administration Guide
Starting the IMS AAA Server Administrator ....................................................17
First Configuration Steps .........................................................................18

Upgrading from a Previous Revision of Software ...........................................18
Example Output of Upgrade After Removing Existing Installation ...........20
Example Output of Upgrade Without Removing Existing Installation ......22

Uninstalling IMS AAA Server ..........................................................................23

Chapter 3 Overview 25

IMS Background.............................................................................................26
3GPP WLAN Interworking..............................................................................28

Overview of 3GPP WLAN Environment ...................................................28
Overview of 3GPP WLAN Access Services 

Supported by IMS AAA Server...........................................................29
WLAN Direct IP Access .....................................................................29
WLAN 3GPP IP Access ......................................................................29

Roaming Scenarios..................................................................................30
Unlicensed Mobile Access (UMA) .............................................................30
Femtocell.................................................................................................31

Overview of IMS AAA Server AAA Functions..................................................33
Authentication .........................................................................................33
Authorization...........................................................................................33
Accounting ..............................................................................................34
Proxy Routing..........................................................................................34

Basic IMS AAA Server Configuration Concepts ...............................................35
Network Elements ...................................................................................35

Local Network Element .....................................................................35
Remote Network Elements ...............................................................35

Configuring the Local Network Element ..................................................35
Server Identification..........................................................................35
RADIUS and Diameter Message Transport ........................................36

RADIUS Message Transport Configuration..................................36
Diameter Message Transport Configuration................................36

Configuring a Remote Network Element..................................................37
Creating and Naming the Remote Network Element.........................37
Functions ..........................................................................................37
Managing Communication to Remote Network Elements .................38
Round Robin and Primary/Backup ....................................................39

Round Robin ..............................................................................40
Primary/Backup..........................................................................40

Diameter Configuration Overview..................................................................41
Configuring Diameter Connections..........................................................41

Detecting Diameter Connection Failures ...........................................41
Assigning Functions to a Diameter Remote Network Element .................41

Configuring Implicit Routing Rules for Diameter Functions...............42
Example Diameter Configuration ............................................................42

RADIUS Configuration Overview....................................................................43
RADIUS Client and Target Communication..............................................43

RADIUS Remote Network Element-Upstream Configuration .............44
RADIUS Remote Network Element-Downstream Configuration ........45

RADIUS Client and Target Configuration Parameters...............................45
Shared Secrets ..................................................................................45
RADIUS Change of Authorization/Disconnect Messages ....................46

How Disconnect Messages Work ................................................46
How Change of Authorization Messages Work............................46
able of Contents



Table of Contents
RADIUS Dynamic Authorization Support 
in the IMS AAA Server..........................................................46

Assigning Functions to a RADIUS Remote Network Element ...................47
RADIUS Accounting .................................................................................47
Example RADIUS Configuration...............................................................48

Local IMS Policy .............................................................................................48
Local Profiles ...........................................................................................48
Local Profile Selection..............................................................................49

Request Routing.............................................................................................50
Implicit Routing .......................................................................................51
Explicit Routing .......................................................................................51
Routing Rule Evaluation Process..............................................................51

RADIUS/Diameter Translation........................................................................52
IMS AAA Server Administrator .......................................................................53

Chapter 4 Local Network Element 55

Configuring the Server Identification..............................................................55
Deleting a Local Address..........................................................................58
Deleting a Local Realm Name..................................................................59

Configuring Diameter and RADIUS Message Transport ..................................59
Configuring the Diameter Message Transport ..........................................59
Editing the Diameter Message Transport Configuration...........................60
Deleting the Diameter Message Transport Configuration.........................60
Configuring RADIUS Message Transport ..................................................61
Editing the RADIUS Message Transport Configuration .............................62
Deleting the RADIUS Message Transport Configuration ...........................62

Chapter 5 Using the IMS AAA Server Administrator 63

Running the IMS AAA Server Administrator ...................................................63
Logging in to the IMS AAA Server...................................................................64
Navigating in IMS AAA Server Administrator..................................................66

Administrator Panels ...............................................................................66
Administrator Menus ...............................................................................68

File Menu ..........................................................................................68
Help Menu ........................................................................................68

Administrator Toolbar .............................................................................68
Administrator Dialogs..............................................................................69

Adding a new Entry ..........................................................................69
Editing an Entry ................................................................................70
Resizing Columns..............................................................................70

Administering License Keys ...........................................................................70
Adding a New License Key ......................................................................70
Removing a License Key..........................................................................71

Exiting the IMS AAA Server Administrator .....................................................72

Chapter 6 Administering Remote Network Elements 73

Common Administrative Tasks ......................................................................74
Creating and Naming a Diameter 

or RADIUS Remote Network Element ...............................................74
Editing a Diameter or RADIUS Remote Network Element Description.....75
Deleting a Diameter or RADIUS Remote Network Element......................75
Table of Contents xi



xii

IMS AAA Server 1.1 Administration Guide
Assigning Functions and Configuring Implicit Routing Rules ...................75
Functions Supported in the IMS AAA Server......................................75
Implicit Routing Rules .......................................................................78

Implicit Routing Rule Priorities ...................................................78
Assigning Functions to a Remote Network Element ..........................79
Configuring Implicit Routing Rules ....................................................80

Configuring IMSI Routing Rules ..................................................80
Configuring Realm Routing Rules ...............................................81
Configuring Origin-Host Routing Rules (WAG Function only) ......82
Configuring Origin-Realm Routing Rules (WAG Function only) ...82

Editing Functions and Implicit Routing Rules...........................................83
Deleting a Function from a Diameter 

or RADIUS Remote Network Element ...............................................83
Administering Diameter Remote Network Elements......................................84

Configuring Diameter Connections..........................................................85
Round Robin and Primary/Backup ....................................................88

Editing Diameter Connections .................................................................89
Editing the Diameter Connection Configuration ................................89
Editing the Round Robin or Primary/Backup Configuration and 

Re-ordering the Diameter Connections.......................................90
Deleting a Diameter Connection..............................................................90

Administering RADIUS Remote Network Elements ........................................90
Configuring RADIUS Clients.....................................................................94
Configuring RADIUS Targets ....................................................................97

Configuring the Round Robin or Primary/Backup Features 
for RADIUS Targets.....................................................................98

Configuring the Retry and Fast Fail Policies 
for the RADIUS Target ................................................................98

Editing RADIUS Clients ............................................................................99
Editing RADIUS Targets .........................................................................100
Editing the Round Robin or Primary/Backup Configuration and Re-ordering 

the RADIUS Targets.........................................................................100
Editing the Retry Policy and the Fast Fail Policy for the Target ..............100
Deleting RADIUS Clients ........................................................................101
Deleting RADIUS Targets .......................................................................101

Chapter 7 Policy 103

About Local Profiles .....................................................................................103
Attributes and I-WLAN Policies ....................................................................104

Attribute Lists ........................................................................................104
Return List ......................................................................................104
Copy List .........................................................................................105
Periodic Reauthorization .................................................................105
Combining Attribute Lists................................................................106
Using Attribute Lists ........................................................................106

Example of Using the Attributes 
to Be Set in Response Feature ............................................106

Example of Using the Attributes 
to Be Copied from Downstream Feature ............................107

Example of Using Both Features Together ................................107
Attribute Values .....................................................................................107

Single- and Multi-Valued Attributes..................................................107
Orderable Attributes........................................................................108
Table of Contents



Table of Contents
I-WLAN Policy .......................................................................................108
I-WLAN Authorized W-APNs............................................................108
I-WLAN Allowed Visited Networks...................................................108
I-WLAN Global Access Dependence.................................................108
I-WLAN Global Maximum Number of Accesses ...............................108
I-WLAN Global Maximum Subscribed Bandwidth............................108
Global Wireless LAN Access ............................................................109
Global WLAN 3GPP IP Access..........................................................109
Global WLAN Direct IP Access.........................................................109
Global Charging Data ......................................................................109

Profile Selection ...........................................................................................109
Authorization Process ..................................................................................111

3GPP WLAN Service Scenario Type.................................................111
Roaming/Non-roaming Scenario .....................................................111
Profile Retrieval...............................................................................112
Profile Completion ..........................................................................112
Authorized Visited Networks ...........................................................112
Authorized W-APN List....................................................................112
Access Dependence ........................................................................112
Charging Characteristics (all W-APN)...............................................113
Charging Nodes (all W-APN)............................................................113
Per W-APN Authorization................................................................113
IP Address Assignment ...................................................................113

Administering Profiles..................................................................................114
Creating a Local Profile..........................................................................114
Configuring the Authorization Attributes for the Local Profile ................116

Adding the Periodic Reauthorization Attribute ................................116
Adding a Return or Copy List to the Local Profile ............................118

Configuring an I-WLAN Policy for the Local Profile ................................119
I-WLAN Authorized W-APNs............................................................121
I-WLAN Allowed Visited Networks...................................................123
I-WLAN Global Access Dependence.................................................124
I-WLAN Global Maximum Number of Accesses ...............................125
I-WLAN Global Maximum Subscribed Bandwidth............................126
Global Wireless LAN Access ............................................................127
Global WLAN 3GPP IP Access..........................................................128
Global WLAN Direct IP Access.........................................................129
Global Charging Data ......................................................................129

Editing a Local Profile ............................................................................130
Deleting a Local Profile ..........................................................................132
Refreshing the List of Profiles ................................................................132

Configuring Local Profile Selection ...............................................................132
Creating a Profile Selection Rule Set ......................................................134

Configuring User Defined Attribute Matching Rules ........................135
Configuring I-WLAN Policy Matching Rules .....................................137

Configuring What to Do When There Are No Ruleset Matches...............139
Configuring What to Do When the HSS Is Unavailable...........................140
Editing Profile Selection.........................................................................141

Editing Profile Selection Rule Sets ...................................................141
Resetting the Changes Made to the Profile Selection Rule Sets ..............142
Refreshing the List of Profile Matching Rules .........................................142
Table of Contents xiii



xiv

IMS AAA Server 1.1 Administration Guide
Chapter 8 Request Routing Rules 143

Introduction .................................................................................................143
Implicit Routing Rules ..................................................................................144
Explicit Routing Rules ..................................................................................145

Explicit Routing Rule Conditions............................................................145
Standard Application Identifier........................................................146
Customized Application Identifier ...................................................146
User Identity ...................................................................................146
Realm Name ...................................................................................146
Service Scenario..............................................................................146
Dictionary Attribute ........................................................................146

Routing Rule Evaluation and Rule Priorities .................................................146
Administering Explicit Routing.....................................................................148

Adding Explicit Routing Rules................................................................150
Configuring Standard Application Identifier Conditions...................151
Configuring Customized Application Identifier Conditions ..............152
Configuring User Identity Conditions ..............................................153
Configuring Realm Name Conditions ..............................................154
Configuring Service Scenario Conditions.........................................155
Configuring Dictionary Attribute Conditions....................................156

Editing Explicit Routing Rules................................................................157
Removing Explicit Routing Rules ...........................................................159

Chapter 9 Statistics 161

Introduction .................................................................................................161
Refresh Options.....................................................................................162

Diameter Statistics .......................................................................................163
Local Diameter Host Statistics ...............................................................163
Diameter Peer Statistics.........................................................................164

RADIUS Statistics .........................................................................................169
Local RADIUS Host Statistics..................................................................169
RADIUS Client Statistics.........................................................................171
RADIUS Target Statistics ........................................................................172

Routing Rule Statistics..................................................................................174

Chapter 10 Server Management 177

Access Control .............................................................................................177
Event Logging ..............................................................................................178

Events ...................................................................................................179
Log Groups ............................................................................................180
Using Event Logging ..............................................................................181
Configuring a New Log Stream ..............................................................181
Editing an Existing Log Stream..............................................................182
Deleting a Log Stream ...........................................................................182

SNMP Alerts .................................................................................................183
About SNMP ..........................................................................................183
About the SNMP Package ......................................................................183
SNMP Network Management Architecture.............................................184
SNMP Versions ......................................................................................185
MIBs ......................................................................................................185
SNMP Messages.....................................................................................186
Dilution .................................................................................................187
SNMP Communities...............................................................................187
Table of Contents



Table of Contents
Configuring the SNMP Alerts ........................................................................188
Making Changes to the SNMP Configuration ................................................190

Chapter 11 Enabling Dynamic Authorization 
for Routers 191

Introduction .................................................................................................191
Before You Begin...................................................................................192

Solution........................................................................................................192
Rendering..............................................................................................193

Enabling IMS AAA Dynamic Authorization...................................................193
How the Process Works.........................................................................194

Overview ........................................................................................194
Initial Authorization ........................................................................194
Accounting......................................................................................195
Service Activation and Deactivation ................................................196
Abort Session Requests ...................................................................197

XML Structure ..............................................................................................198
controlledDeviceModel ..........................................................................199

Syntax ......................................................................................200
capability...............................................................................................200

Syntax ......................................................................................200
serviceTemplate ....................................................................................200

Modes .............................................................................................200
Attributes ........................................................................................201
Variables .........................................................................................203

Overriding the Service Correlation ID .......................................204
serviceTemplates (Global) ...............................................................204
Some Provided Services ..................................................................205
Tagged Attributes ............................................................................205
Caveat (Cisco Only) .........................................................................206

Juniper Networks Routers Template.............................................................207
Cisco Routers Template ...............................................................................210

Glossary 215

Index........................................................................................................................ 227
Table of Contents xv



xvi

IMS AAA Server 1.1 Administration Guide
Table of Contents



About This Guide

The IMS AAA Server Administration Guide describes how to install and administer 
the Juniper Networks IMS AAA Server and its components, including:

Overview material to familiarize yourself with IMS AAA Server concepts, 
architecture, and software components. 

System recommendations and installation instructions. 

Configuration settings for authentication, authorization, and accounting.

Audience

This manual is intended for network administrators who are responsible for 
implementing and maintaining authentication, authorization, and accounting (AAA) 
services in 3GPP IMS (3rd Generation Partnership Project IP Multimedia Subsystem) 
networks. It assumes familiarity with third-generation (3G) mobile communication 
systems, WLAN (Wireless Local Area Network) services, RADIUS and Diameter 
protocols and AAA functions. 

The IMS AAA Server is a multi-protocol, AAA server that enables 2G/3G GSM/UMTS 
(Global System for Mobile communications/Universal Mobile Telecommunications 
System) mobile operators to support 3GPP WLAN services including UMA 
(Unlicensed Mobile Access), Femtocell and IMS based I-WLAN. The IMS AAA Server 
performs SIM-based (Subscriber Identity Module) authentication, subscription 
authorization, and accounting (AAA) in 3GPP WLAN Interworking environments 
where the primary subscriber database is a Home Subscriber Server (HSS).

Conventions

Table 1 defines notice icons used in this guide.

Table 1:  Notice Icons

Icon Meaning Description

Informational note Indicates important features or instructions.

Caution Indicates a situation that might result in loss of data or 
hardware damage.
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Table 2 defines text conventions used in this guide.

Obtaining Documentation

To obtain the most current version of all Juniper Networks technical documentation, 
see the products documentation page on the Juniper Networks Web site at 
http://www.juniper.net/.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can 
improve the documentation to better meet your needs. Send your comments to 
techpubs-comments@juniper.net, or fill out the documentation feedback form at 
http://www.juniper.net/techpubs/docbug/docbugreport.html. If you are using e-mail, 
be sure to include the following information with your comments:

Document name

Document part number

Page number

Software release version

Warning Alerts you to the risk of personal injury.

Table 1:  Notice Icons (continued)

Icon Meaning Description

Table 2:  Text Conventions

Convention Description Examples

Text Conventions

Bold text like this Represents commands and keywords in 
text.

Issue the clock source command.

Specify the keyword exp-msg.

Bold text like this Represents text that the user must type. host1(config)#traffic class low-loss1

Fixed-width text like this Represents information as displayed on 
your terminal’s screen.

host1#show ip ospf 2

Routing Process OSPF 2 with Router ID 
5.5.0.250

Router is an Area Border Router (ABR)

Italic text like this Emphasizes words. 

Identifies variables. 

Identifies chapter, appendix, and 
book names. 

There are two levels of access, user and 
privileged.

clusterId, ipAddress.

Appendix A, System Specifications.

Plus sign (+) linking key names Indicates that you must press two or 
more keys simultaneously.

Press Ctrl+b.
Obtaining Documentation
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Requesting Technical Support

Technical product support is available through the Juniper Networks Technical 
Assistance Center (JTAC). If you are a customer with an active J-Care or JNASC 
support contract, or are covered under warranty, and need post-sales technical 
support, you can access our tools and resources online or open a case with JTAC.

JTAC Policies—For a complete understanding of our JTAC procedures and 
policies, review the JTAC User Guide located at 
http://www.juniper.net/customers/support/downloads/710059.pdf

Product Warranties—For product warranty information, visit 
http://www.juniper.net/support/warranty/

JTAC Hours of Operation—The JTAC centers have resources available 24 hours 
a day, 7 days a week, 365 days a year.

Self-Help Online Tools and Resources
For quick and easy problem resolution, Juniper Networks has designed an online 
self-service portal called the Customer Support Center (CSC) that provides you with 
the following features:

Find CSC offerings: 
http://www.juniper.net/customers/support/

Search for known bugs: 
http://www2.juniper.net/kb/ 

Find product documentation: 
http://www.juniper.net/techpubs/ 

Find solutions and answer questions using our Knowledge Base: 
http://kb.juniper.net/ 

Download the latest versions of software and review release notes: 
http://www.juniper.net/customers/csc/software/ 

Search technical bulletins for relevant hardware and software notifications: 
https://www.juniper.net/alerts/ 

Join and participate in the Juniper Networks Community Forum: 
http://www.juniper.net/company/communities/ 

Open a case online in the CSC Case Manager: 
http://www.juniper.net/cm/ 

To verify service entitlement by product serial number, use our Serial Number 
Entitlement (SNE) Tool located at 
https://tools.juniper.net/SerialNumberEntitlementSearch/
Requesting Technical Support xix
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Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

Use the Case Manager tool in the CSC at 
http://www.juniper.net/cm/

Call 1-888-314-JTAC 
(1-888-314-5822 – toll free in the USA, Canada, and Mexico)

For international or direct-dial options in countries without toll-free numbers, visit
http://www.juniper.net/support/requesting-support.html.

When you call technical support, please have the following at hand:

Your IMS AAA Server edition and release number (for example, IMS AAA Server 
Release x.x.x).

Information about the server configuration and operating system, including any 
OS patches that have been applied.

For licensed products under a current maintenance agreement, your license or 
support contract number.

Question or description of the problem, with as much detail as possible.

Any documentation that may help in resolving the problem, such as error 
messages, memory dumps, compiler listings, and error logs.

Related Documentation

The following documents supplement the information in this guide.

3GPP Technical Specifications
The 3rd Generation Partnership Project (3GPP) maintains an online repository of 
Technical Specifications and Technical Reports online at http://www.3gpp.org.

Table 3:  3GPP Technical Specifications 

3GPP TS Number Title

3GPP TS 22.234 “Requirements on 3GPP system to Wireless Local Area Network (WLAN) 
interworking.”

3GPP TS 23.003 “Numbering, addressing, and identification.”

3GPP TS 23.008 
Section 3B

“Organization of subscriber data.”

3GPP TS 23.234 “3GPP system to Wireless Local Area Network (WLAN) interworking; 
System description.”

3GPP TS 29.234 “3GPP system to Wireless Local Area Network (WLAN) interworking; Stage 
3.”
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Requests for Comments (RFCs)
The Internet Engineering Task Force (IETF) maintains an online repository of 
Request for Comments (RFCs) online at http://www.ietf.org/rfc.html.

3GPP TS 32.252 “Telecommunication management; Charging management; Wireless Local 
Area Network (WLAN) charging.”

3GPP TS 33.234 “3G security; Wireless Local Area Network (WLAN) interworking security.”

Table 3:  3GPP Technical Specifications  (continued)

3GPP TS Number Title

Table 4:  RFCs 

RFC Number Title

RFC 1035 Domain Names - Implementation and Specification. P. Mockapetris. November 
1987.

RFC 2246 The TLS Protocol. T. Dierks, C. Allen. January 1999.

RFC 2486 The Network Access Identifier. B. Aboba, M. Beadles. January 1999. 

RFC 2616 Hypertext Transfer Protocol - HTTP/1.1. R. Fielding, J. Gettys, J. Mogul, H. 
Frystyk, L. Masinter, P. Leach, T. Berners-Lee. June 1999.

RFC 2818 HTTP Over TLS. E. Rescoria. May 2000.

RFC 2865 Remote Authentication Dial In User Server (RADIUS). C. Rigney, S. Willens, A. 
Rubens, W. Simpson. June 2000. 

RFC 2866 RADIUS Accounting. C. Rigney. June 2000.

RFC 2869 RADIUS Extensions. C. Rigney, W. Willats, P. Calhoun. June 2000.

RFC 3539 Authentication, Authorization, and Accounting (AAA) Transport Profile. B. 
Aboba, J. Wood. June 2003.

RFC 3576 Dynamic Authorization Extensions to Remote Authentication Dial In User 
Service (RADIUS). M. Chiba, G. Dommety, M. Eklund, D. Mitton, B. Aboba. 
July 2003.

RFC 3579 RADIUS (Remote Authentication Dial In User Service) Support For Extensible 
Authentication Protocol (EAP). B. Aboba, P. Calhoun. September 2003.

RFC 3588 Diameter Base Protocol. P. Calhoun, J. Loughney, E. Guttman, G. Zorn, J. 
Arkko. September 2003. 

RFC 3748 Extensible Authentication Protocol. B. Aboba, L. Blunk, J. Vollbrecht, J. 
Carlson, H. Levkowetz. June 2004.

RFC 4005 Diameter Network Access Server Application. P. Calhoun, G. Zorn, D. Spence, 
D. Mitton. August 2005.

RFC 4072 Diameter Extensible Authentication Protocol (EAP) Application. P. Eronen, G. 
Zorn, T. Hiller. August 2005.

RFC 4186 Extensible Authentication Protocol Method for Global System for Mobile 
Communications (GSM) Subscriber Identity Modules (EAP-SIM). H. Haverinen, 
J. Salowey. January 2006.

RFC 4187 Extensible Authentication Protocol Method for 3rd Generation Authentication 
and Key Agreement (EAP-AKA). H. Haverinen, J. Arkko. January 2006. 

RFC 4284 Identity Selection Hints for the Extensible Authentication Protocol (EAP). F. 
Adrangi, V. Lortz, F. Bari, P. Eronen. January 2006.

RFC 4372 Chargeable User Identity. F. Adrangi, A. Lior, J. Korhonen, J. Loughney. January 
2006.
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Chapter 1

Introduction

This chapter describes the IMS AAA Server license requirements and presents an 
overview of the 3GPP WLAN reference model.

The IMS AAA Server is a multi-protocol server that performs the authentication, 
authorization, and accounting (AAA) functions of the 3GPP AAA Server/Proxy 
network element referenced in 3GPP TS 23.234: "3GPP System to Wireless Local 
Area Network (WLAN) Interworking; System description."

This chapter covers the following topics:

“Licensing” on page 1

“3GPP WLAN Interworking Reference Model” on page 2

“Supported Protocols in the IMS AAA Server” on page 8

Licensing

To install the IMS AAA Server, you must have a software license key for each 
installation of the server software. The license key for the IMS AAA Server software 
is a single encoded license key. 

The mandatory license key includes the following:

Core IMS AAA — Mandatory license to support WLAN Direct IP Access and 
WLAN 3GPP IP Access in the IMS AAA Server.

This base license includes 1000 concurrent user licenses. Additional blocks of 
concurrent user licenses may be purchased separately.

Optional license features include:

Diameter HSS support — Optional feature for HSS support in the IMS AAA 
Server.

Local IMS profile — Optional feature for using the Local Profile feature in the 
IMS AAA Server.

Your license key is located on a sticker affixed to the license agreement in your 
product package or check with your Juniper Networks representative. 
Licensing 1
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The IMS AAA Server Administrator does not require a license key and can be 
installed on as many workstations as required. 

For details about licensing, please refer to the IMS AAA Server license agreement or 
contact Juniper Networks. 

3GPP WLAN Interworking Reference Model

The network devices that make up a 3GPP WLAN network are called network 
elements. Each network element performs a specific function. Network elements 
communicate with each other over reference points. This section provides a brief 
overview of the 3GPP WLAN reference model. For complete details, refer to the 
appropriate 3GPP specification.

Network Elements
The section provides a brief description of the 3GPP WLAN reference model 
network elements. 

WLAN UE
(Wireless Local Area Network’s User Equipment) This network element represents 
the equipment, such as a mobile phone, used by the subscriber to access the WLAN 
infrastructure. This device has a UICC card (universal integrated circuit card) used 
by a 3GPP subscriber to access the WLAN AN for 3GPP interworking purposes. 

WLAN AN
The Wireless LAN Access Network provides the wireless IP connectivity to the 
WLAN UE so that requests from the WLAN UE can be authenticated and authorized 
by the 3GPP AAA server in the 3GPP network. When the WLAN AN receives a 
subscriber’s connection request, it may perform an initial access negotiation with 
the subscriber to obtain identity information and then pass this information to the 
3GPP AAA server as part of an authentication/authorization request. The WLAN AN 
is a client from the perspective of the 3GPP AAA Server, and may be either RADIUS 
or Diameter- based. 

3GPP AAA Server
The 3GPP AAA server is located within the 3GPP HPLMN. It performs the AAA 
functions and may also act as a AAA proxy server. For WLAN 3GPP IP Access it 
provides authorization, policy enforcement and routing information to the PDG, 
WAG and WLAN AN. For charging, the 3GPP AAA Server:

Generates and reports charging/accounting information to the CDF.

Performs offline charging control for the WLAN AN.

Performs RADIUS to Diameter and Diameter to RADIUS protocol 
conversion when necessary. 
3GPP WLAN Interworking Reference Model
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WAG
The WLAN Access Gateway performs a function similar to a firewall that limits the 
IP connectivity of WLAN users.  Filter rules are pushed to it from the 3GPP network.

PDG
The Packet Data Gateway performs authentications and authorizations for tunnel 
requests, when tunneled IP service (WLAN 3GPP IP Access) is being provided. 3GPP 
PS (Packet Switched) services are accessed through a PDG in the subscriber's 
HPLMN (Home Public Land Mobile Network) or a PDG in the selected VPLMN. From 
charging point of view the PDG:

Generates charging information related to subscriber data traffic for offline 
and online charging purposes.

SLF
The Subscription Location Function is located within the 3GPP subscriber’s home 
network and enables the 3GPP AAA Server to find the address of the HSS which 
holds the subscriber data for a given subscriber identity in a configuration with 
multiple, separately addressable HSSs. 

HLR
The Home Location Register contains the primary subscriber database in networks 
that do not satisfy Release 6 of the IMS.

HSS
The Home Subscriber Server is an IMS function located within the 3GPP 
subscriber’s home network. It contains a subscriber and authentication credential 
database required for the 3GPP subscriber to access the WLAN interworking 
service. The primary profile data used for policy decisions is downloaded from the 
HSS to the 3GPP AAA Server. 

Offline Charging System
The WLAN AN periodically forwards collected offline charging information to the 
3GPP AAA Server, which in turn forwards this information to the Offline Charging 
System. The offline charging system is located in either the VPLMN or HPLMN.

It is the CDF that has the responsibility of integrating many of these charging events 
into Charging Data Records (CDRs) and forwarding them to the Charging System.
3GPP WLAN Interworking Reference Model 3
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Reference Points
The section describes the reference points associated with the 3GPP WLAN 
reference model network elements.

* Reference point is outside the scope of this document.

Table 5:  3GPP WLAN Interworking Reference Points

Reference 
Point

Description

Supported 
by Juniper 
Networks 
IMS AAA 
Server

Dw Reference point between a 3GPP AAA Server and an SLF. Used to 
enable the 3GPP AAA Server to find the address of the HSS which 
holds the subscriber data for a given subscriber identity in a 
configuration with multiple, separately addressable HSS’s.

Yes

Wa Reference point between a WLAN Access Network and a 3GPP AAA 
Server/Proxy (charging and control signalling). Used to transport 
authentication, authorization, and charging-related information. 
Protocol should be Diameter or RADIUS based. 

Yes

Wd Reference point between a 3GPP AAA Proxy and a 3GPP AAA Server 
(charging and control signalling). Applies to roaming cases only. 
Used to transport authentication, authorization, and related 
information in a secure manner.

Yes

Wf Reference point between an Offline Charging System and a 3GPP 
AAA Server/Proxy. Used to transport/forward offline charging 
information towards the 3GPP operator’s offline charging system 
located in the visited network or home network where the 
subscriber is residing.

Yes

Wg Reference point between a 3GPP AAA Server/Proxy and WAG. Used 
to provide information needed by the WAG to perform policy 
enforcement functions for authorized subscribers. 

Yes

Wm Reference point between a PDG and a 3GPP AAA Server or 3GPP 
AAA Proxy. Used to retrieve tunneling attributes and authentication 
data for the purpose of tunnel establishment, tunnel data 
authentication, and encryption.

Yes

Wx Reference point between an HSS and a 3GPP AAA Server. Used to 
retrieve authentication attributes and WLAN access-related 
subscriber information from the HSS. The protocol Diameter based. 

Yes

Wn* Reference point between a WLAN Access Network and a WLAN 
Access Gateway.

-

Wi* Reference point between PDG and Packet Data Network (PS 
services). Applies only to the 3GPP WLAN IP Access procedure.

-

Wp* Reference point between a WLAN Access Gateway and a PDG. -

Wu* Reference point between a WLAN UE and a PDG. -

Ww* Reference point between a WLAN UE and a WLAN Access Network. -

Wz* Reference point between a PDG and an Offline Charging System. -
3GPP WLAN Interworking Reference Model
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Figure 1 through Figure 3 present the 3GPP WLAN reference model in various 
service scenarios (roaming and non-roaming) along with the associated network 
elements and reference points.

Figure 1:  3GPP WLAN Non-Roaming Reference Model 

Figure 1 shows a subscriber, represented by the WLAN UE, in a “non-roaming” 
scenario, meaning that the network elements in their home network are processing 
their requests. In this scenario, an authorized subscriber can access local IP 
networks such as the Internet or Intranet directly from the WLAN AN, or can access 
IMS services over the Wi reference point. The Juniper Networks IMS AAA Server is 
represented by the 3GPP AAA Server, and is responsible for performing the AAA 
functions within the network. 

Figure 2 shows a subscriber, represented by the WLAN UE, in a “roaming” scenario, 
meaning that the subscriber has roamed outside their home network and is 
accessing a visited 3GPP network. In this scenario, the subscriber is accessing IMS 
services over the Wi reference point in their home network. The Juniper Networks 
IMS AAA Server is represented by the 3GPP AAA Server in either the visited or 
home 3GPP network. 
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Figure 2:  3GPP WLAN Roaming Reference Model- IMS Services Provided by HPLMN

Figure 3 shows a subscriber, represented by the WLAN UE, in a “roaming” scenario, 
meaning that the subscriber has roamed outside their home network and is 
accessing a visited 3GPP network. In this scenario, the subscriber is accessing IMS 
services over the Wi reference point in the visited network. The Juniper Networks 
IMS AAA Server is represented by the 3GPP AAA Server in either the visited or 
home 3GPP network.
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Figure 3:  3GPP WLAN Roaming Reference Model-IMS Services Provided by VPLMN
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NOTE: The IMS AAA Server performs the AAA functions of the 3GPP AAA 
Server/Proxy referenced in 3GPP TS 23.234: "3GPP System to Wireless Local Area 
Network (WLAN) Interworking; System description." Some of the network 
elements and reference points shown in the figures are not described here in 
detail because they are outside the scope of this document and application, or 
because they are not supported by the IMS AAA Server. The purpose of including 
these items is to show how the IMS AAA Server (3GPP AAA Server/Proxy) fits into 
the overall 3GPP WLAN Interworking architecture. 
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Supported Protocols in the IMS AAA Server

The IMS AAA Server implements the following protocols for transaction processing 
and server administration. 

For details about the transaction processing protocols, see Table 6, and for details 
about the server administration protocols, see Table 7.

Table 6:  Transaction Processing Protocols 

Protocol Description

Diameter The Diameter protocol implementation supports advanced queue management, 
such as event-based management of incoming and outgoing queue sizes, and 
re-queuing of aging requests at full transaction rate, including very high 
transaction rates.

NOTE: The Diameter base implementation does not support TLS at this time.

RADIUS The RADIUS protocol implementation 

the server can be a client when it proxies requests to downstream server 
consists of the following three major categories of components:

RADIUS client—In proxy scenarios, the IMS AAA Server has to act as a 
RADIUS client. 

CoA/DM client—Change of Authorization and Disconnect Messages. These 
components are for RADIUS dynamic authorization requests. 

RADIUS server—Implementation includes NAS client configuration for 
processing and servicing incoming requests.

TCP The TCP protocol provides queuing and thread management for TCP transports.

UDP The UDP protocol provides queuing and thread management for UDP 
transports.

SCTP The SCTP protocol provides queuing, thread management, and multi-link 
(multi-homing) awareness for SCTP transports. 

IPv6 The IPv6 protocol support is included with the UDP, TCP, and SCTP 
implementations. IPv6 addresses must be routeable (not link-local). 

NOTE: The IMS AAA Server does not support an embedded IPv4 address as an 
IPv6 address.

IPv4 The IPv4 protocol support is included with the UDP, TCP, and SCTP 
implementations. 

IPsec The Diameter protocol requires that IPsec be used to secure its transport, unless 
TLS is used between the transport (TCP, SCTP) and Diameter itself. The product 
does not support TLS and relies on the IPsec implementation provided by the 
host operating system.

TLS The IMS AAA Server only supports the TLS protocol on the connection between 
the IMS AAA Server and the Administrator. The IMS AAA Server only uses 
standard, non-anonymous cipher suites and requires a server certificate to 
secure the administrative connection. 
Supported Protocols in the IMS AAA Server
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Table 7:  Server Administration Protocols

Protocol Description

http The administration connection is http/s over TCP. The http implementation 
provides access control (by user and group) based on authentication in a TLS tunnel 
secured with a server certificate.

SNMP The SNMP implementation enables the mapping of the native XML-based 
configuration space to an SNMP MIB. This implementation supports alerts, and is 
based on an external SNMP agent that accesses the IMS AAA Server agent. 

NOTE: You can query status (“GET” usage) and receive alert notifications (“Trap” 
usage), but you cannot configure the server through SNMP (no “Set” usage).
Supported Protocols in the IMS AAA Server 9
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System Setup

Before you install IMS AAA Server, we recommend you understand 3GPP networks 
and be familiar with 3GPP IMS terminology. For basic 3GPP networking 
information, review the online repository of technical specifications and reports 
that the 3rd Generation Partnership Project maintains at http://www.3gpp.org. For 
definitions and acronyms of the 3GPP IMS terminology used in this guide, see 
“Glossary” on page 215.

This chapter covers the following topics:

“Before You Begin” on page 11

“System Recommendations” on page 12

“Installing IMS AAA Server and Administrator Software” on page 12

“Starting and Stopping the IMS AAA Server” on page 16

“Starting the IMS AAA Server Administrator” on page 17

“Upgrading from a Previous Revision of Software” on page 18

“Uninstalling IMS AAA Server” on page 23

Before You Begin

You must have administrative privileges on your computer to install 3GPP AAA 
Server on a Sun server running Solaris 10. 

In order to install the IMS AAA Server and Administrator software:

You must have the software installation packages on CD or downloaded from 
Juniper Networks website (http://www.juniper.net).

You must have the appropriate license keys.

You must identify which Unix groups and associated users will be allowed to 
administer the server.

You must identify the directory where you will be installing the software 
packages.
Before You Begin 11
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System Recommendations

Before you install IMS AAA Server, review the system and network 
recommendations listed in Table 8. 

Installing IMS AAA Server and Administrator Software

The installation procedure copies the installation files to the Solaris server and runs 
the installer package.

To install IMS AAA Server and the Administrator software:

1. Log into the Solaris server as root.

2. Copy the IMS AAA Server installation files to the Solaris server.

Copy the files from the /solaris directory on the installation CD to a local or 
remote hard disk partition that is readable by root.

The following example copies the files to the /opt/temp directory.

# mkdir -p /opt/temp
# cp -pR /cdrom/solaris/* /opt/temp

3. Change to the directory into which you copied the files in step 2.

# cd /opt/temp

4. Uncompress the installation file with following commands:

# gunzip -c a3s-1.0.2150.0-solaris-10-sparcv8plus-sun-5.8.tar.gz | tar xvf -

As a result, two package files are extracted:

JNPRa3s.pkg - package containing IMS AAA Server software

JNPRa3sa.pkg - package containing IMS AAA Server Administrator software

Table 8:  System and Network Components

Component Description Recommended Required

Hardware with 
operating system

Sun Sparc station with two CPU’s running 
Solaris 10 (required).

- ✔

Memory 2GB of RAM ✔ -

Disk space 2 disks/50-60 GB each for log files ✔ -
System Recommendations
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5. For each IMS AAA Server installation package, run the pkgadd command as 
follows:

# pkgadd -d directory JNPRa3s.pkg
# pkgadd -d directory JNPRa3sa.pkg

where directory specifies the directory where you placed the package.

Example:

In the following command, the directory that follows the -d parameter specifies 
the location where the JNPRa3s.pkg can be found. In this example (from step 
2), the package was copied to /opt/temp and that is the location where it can be 
found.

# pkgadd -d /opt/temp JNPRa3s.pkg

6. When you are prompted to confirm that you want to install the package, enter 
Y. 

Do you want to continue with the installation of <JNPRa3s.pkg> [y,n,?] y

Example Output of pkgadd Command for IMS AAA Server Package-New Installation

The following example shows the output for the pkgadd command for a new 
installation of the IMS AAA Server package. Throughout this procedure, “a3s” refers 
to the IMS AAA Server software package. Also, in cases where further explanation is 
required, an explanation is provided in blue.

root@myserver:/export/hom e/qa/Server #pkgadd -d JNPRa3s.pkg                             

The following packages are available:
  1  JNPRa3s     Juniper Networks IMS AAA Server
                 (sun4u) 1.0.0

Select package(s) you wish to process (or 'all' to process
all packages). (default: all) [?,??,q]: 

Processing package instance <JNPRa3s> from </export/home/qa/Server/JNPRa3s.pkg>

Juniper Networks IMS AAA Server(sun4u) 1.0.0
Juniper Networks, Inc.
Checking for a running a3s server...

Please enter the license string: xxxx xxxx xxxx xxxx xxxx

Please enter the name of the directory where a3s should be installed, if target directory doesn't 
exist, it will be created [/usr/local/a3s]: /opt/AAA/a3s

Do you want to configure a3s to be automatically launched during boot time and stopped during 
shutdown time [y,n]: y . 

If you answer “No”, you will need to manually start the server each time the host machine is 
rebooted. 

If you answer “Yes”, the server will start automatically after the host machine is rebooted. 

NOTE: You must have root privileges to run the pkgadd command.
Installing IMS AAA Server and Administrator Software 13
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You may use 'root' to log on to a3s UI at any time. In addition to that, you may choose an existing 
unix group.
Any unix user account in that group will be able to log on to a3s UI as administrator.
Please enter an existing unix group name [other]: 
By default, the Unix group “other” is chosen. To use a different group, type in the name of the 
group. No validation is performed on the Unix group entered, so be sure to enter a valid group.
Enter a3s admin TCP port[1813]: This is the TCP port between IMS AAA Server and Administrator 

Enter a3s admin TCP port for snmp agent private access[6669]: This is the internal port between 
IMS AAA Server and SNMP agent that is built into the server. 

Enter listening port for snmp agent[161]: This is the port between SNMP agent and SNMP 
management station.

Enter address a3s will send snmp trap to (usually a snmp trap daemon is running there) 
(hostname or ip address) [localhost]: 172.25.66.59 This is the SNMP network management 
station to which the server will send traps or alerts.

Enter listening port for snmp trap daemon[162]: This is the port the SNMP network management 
station uses to receive traps or alerts.

Enter community string[public]: This is the SNMP community name

..................installing files
/opt/AAA/a3s/snmp/mibs/jnx-diameter-nas-application.mib
/opt/AAA/a3s/snmp/mibs/jnx-smi.mib
/opt/AAA/a3s/snmp/mibs/rfc1155-smi.mib
/opt/AAA/a3s/snmp/mibs/rfc1213.mib
/opt/AAA/a3s/snmp/mibs/rfc4668.mib
/opt/AAA/a3s/snmp/mibs/rfc4669.mib
.
.
.
/opt/AAA/a3s/v_funk.dic
/opt/AAA/a3s/v_juniper.dic
/opt/AAA/a3s/v_microsoft.dic
[ verifying class <none> ]
## Executing postinstall script.
Creating S90a3s.
Setting the default a3s directory /opt/AAA/a3s
Copying S90a3s to  /etc/rc2.d
Creating link.
generating script resetDatabase.sh
generating snmpd.conf
Warning: No database to delete .. continuing
created system.xdb
created system.xdb/aaa_decorator
loaded config/aaa_decorator.xml
created system.xdb/access_group_mgr
loaded config/access_group_mgr.xml
.
.
.
created system.xdb/wf_decorator
loaded config/wf_decorator.xml
created system.xdb/wx_decorator
loaded config/wx_decorator.xml

Installation of <JNPRa3s> was successful.
root@myserver:/export/home/qa/Server #
Installing IMS AAA Server and Administrator Software
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Validating the Server Installation Procedure

To validate the installation, navigate to the directory where the server was installed 
and verify that the system.xdb file is present. If this file is not present, the 
installation was not properly completed. 

Example Output of pkgadd Command for IMS AAA Server Administrator Package

The following example shows the output for the pkgadd command for the IMS AAA 
Server Administrator package:

pkgadd -d JNPRa3sa.pkg 

The following packages are available:
  1  JNPRa3sa     Juniper Networks IMS AAA Server Administrator
                  (sun4u) 1.0.0

Select package(s) you wish to process (or 'all' to process
all packages). (default: all) [?,??,q]: 

Processing package instance <JNPRa3sa> from </export/home/qa/JNPRa3sa.pkg>

Juniper Networks IMS AAA Server Administrator(sun4u) 1.0.0
Juniper Networks, Inc.
Please enter the name of the directory where a3s admin should be installed, if target directory 
doesn't exist, it will be created [/usr/local/a3sadmin]: 

The selected base directory </usr/local/a3sadmin> must exist before
installation is attempted.

Do you want this directory created now [y,n,?,q] y
Using </usr/local/a3sadmin> as the package base directory.
## Processing package information.
## Processing system information.
## Verifying disk space requirements.
## Checking for conflicts with packages already installed.
## Checking for setuid/setgid programs.

This package contains scripts which will be executed with super-user
permission during the process of installing this package.

Do you want to continue with the installation of <JNPRa3sa> [y,n,?] y
........installing files

/usr/local/a3sadmin/com/sun/plugin/desktop/sun_java.png
/usr/local/a3sadmin/com/sun/plugin/sparc/ns4/libjavaplugin.so
/usr/local/a3sadmin/com/sun/plugin/sparc/ns610/libjavaplugin_oji.so
[ verifying class <none> ]
## Executing postinstall script.
generating script a3sadmin.sh

Installation of <JNPRa3sa> was successful.
Installing IMS AAA Server and Administrator Software 15
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Starting and Stopping the IMS AAA Server 

This section describes how to start and stop the IMS AAA Server.

Automatic Restart

During the server installation procedure, if you answered “Yes” when asked:

Do you want to configure a3s to be automatically launched during boot time and stopped during 
shutdown time [y,n]: y 

the server will automatically re-start each time the host machine is booted. Two sets 
of scripts are created in /etc/rc2.d directory as follows:

IMS AAA Server Scripts:
S90a3s -starts the server
K90a3s -stops the server

SNMP Agent Scripts:
S89snmpd -starts the SNMP agent
K89snmpd -stops the SNMP agent

However, if you answered “No” to this question, you will need to manually start the 
server and (optionally) the SNMP agent, whenever the host machine is booted. 

Manually Starting and Stopping the Server or SNMP Agent

When you execute the stop command, it allows the server sub-systems to complete 
outstanding work, release resources, and then stops the server and/or the SNMP 
agent gracefully.

Manually Starting and Stopping the IMS AAA Server 

To manually start the server: 

# ./S90a3s start

You should see the following response:

Process ID of daemon is 10659
root@myserver:/opt/AAA/a3s #starting...system started.

To manually stop the server:

# ./S90a3s stop

Manually Starting and Stopping the SNMP Agent

To start the SNMP agent: 

# ./S89snmpd start

No response is displayed. To verify the SNMP agent has started, enter the 
following command:
Starting and Stopping the IMS AAA Server
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# ps -ef|grep a3s

You should see the following response:

/opt/AAA/a3s/snmp/bin/snmpd -c /opt/AAA/a3s/snmp/conf/snmpd.conf 161

To stop the SNMP agent:

# ./S89snmpd stop

Starting the IMS AAA Server Administrator

To start the IMS AAA Server Administrator, go to the directory where the 
Administrator software is installed and enter the following command:

#./a3sadmin.sh &

You should get the following response: 

#creating personal settings for user root

launching a3s admin using personal settings in 
/opt/AAA/a3sadmin/com/funk/srv/a3s/data/per-user/root

The IMS AAA Server Administrator Login dialog (Figure 4) opens:

NOTE: 

When you manually start the SNMP agent and the server, we recommend you 
start the SNMP agent first, and then start the server. This ensures the IMS AAA 
Server Startup and Diameter Peer Connection Up alerts are captured by SNMP the 
agent. To manually stop the server and the SNMP agent, stop the server first, and 
then stop the SNMP agent. This ensures the IMS AAA Server Shutdown and 
Diameter Peer Connection Down alerts are guaranteed are captured by the SNMP 
agent. For more information, see “Configuring the SNMP Alerts” on page 188. 

The first time you start the IMS AAA Server, SNMP alerts are not generated until 
you configure the Server Management > Alerts and Apply the changes to the 
IMS AAA Server. See “Configuring the SNMP Alerts” on page 188.
Starting the IMS AAA Server Administrator 17
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Figure 4:  Login Dialog

Refer to “Using the IMS AAA Server Administrator” on page 63.

First Configuration Steps

The first steps you should perform when configuring the IMS AAA Server are as 
follows: 

Configure the server identity. The identity of Juniper IMS AAA Server is 
pre-configured with the Origin-Host=your-host.your-realm.net and the 
Origin-Realm=your-realm.net. You must reconfigure these settings for your 
network environment. See “Configuring the Server Identification” on 
page 55.

Verify the default log streams are sufficient for your environment. See 
“Event Logging” on page 178.

Enable all necessary SNMP alerts for your environment. See “SNMP Alerts” 
on page 183.

Upgrading from a Previous Revision of Software

To upgrade from a previous version of the IMS AAA Server or the Administrator 
software, perform the pkgadd command.

When you upgrade from a previous version of either the IMS AAA Server or the 
Administrator software, the system backs-up your existing installation. The 
folders/files that are backed up depend on whether you use the pkgrm command to 
remove the previous version of software prior to performing the pkgadd command 
to install the new version. If you do not remove the previous version, all folders/ files 
are backed-up, included all MIBs and dictionaries. If you do remove the previous 
version, only certain folders/files are backed-up. 

In either case, the software detects the previous version, performs the folder/file 
back-up, and overwrites the existing installation. The software creates a directory 
named previous_install and saves the folder/files as a datetime.backup. Following is 
an example:

root@myserver:/opt/AAA/a3s/previous_install/20071029094149.backup
Upgrading from a Previous Revision of Software
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If you perform the pkgrm command prior to the pkgadd command, the following 
files are backed up (a / denotes a folder):

S89snmpd* a3s.sessions resetDatabase.sh snmp/ S90a3s 
logs/ root/ system.log ServerInstance.dat my/ sessions.dat 
system.xdb

If you do not perform the pkgrm command prior to the pkgadd command, the fol-
lowing folders/files are backed-up (a / denotes a folder):

S89snmpd my/ root/ S90a3s radius.dic sessions.dat
ServerInstance.dat resetDatabase.cmd snmp/ a3s.sessions 
resetDatabase.sh* system/ a3s.xml rfc2865.dic system.log
bin/ rfc2866.dic system.xdb config/ rfc2867.dic 
s29061.dic dcfsystem.dtd rfc2868.dic ts29210.dic diameter.dic 
rfc2869.dic ts29229.dic diameter_base.dic rfc3162.dic ts29234.dic
diameter_eap.dic rfc3576.dic ts32252.dic diameter_nas.dic 
rfc3588.dic ts32299.dic dictionaries.xml rfc4005.dic 
v_3gpp.dic enterprise_juniper_2636.dic rfc4006.dic v_funk.dic
v_microsoft.dic enterprise_juniper_4874.dic rfc4072.dic v_juniper.dic
logs/ rfc4372.dic 

Before performing an upgrade, you should stop the server, and then the SNMP 
agent (if applicable) using the following commands:

# ./S90a3s stop (stops the server)
# ./S89snmpd stop (stops the SNMP agent )

If you do not stop the server, the software prompts you to stop it as shown in the 
following example:

root@myserver:/export/hom e/qa/build2156 #pkgadd -d JNPRa3s.pkg 
The following packages are available:
1 JNPRa3s Juniper Networks IMS AAA Server
(sun4u) 1.0.0
Select package(s) you wish to process (or 'all' to process
all packages). (default: all) [?,??,q]: 1
Processing package instance <JNPRa3s> from </export/home/qa/build2156/JNPRa3s.pkg>
Juniper Networks IMS AAA Server(sun4u) 1.0.0
This appears to be an attempt to install the same architecture and
version of a package which is already installed. This installation
will attempt to overwrite this package.
Juniper Networks, Inc.
Checking for a running a3s server...
a3s server is running with pid 24957
Stop a3s server before installing new version.
pkgadd: ERROR: request script did not complete successfully
Installation of <JNPRa3s> failed.
No changes were made to the system.
root@myserver:/export/home/qa/build2156 #
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Example Output of Upgrade After Removing Existing Installation

The following example shows the output when you perform the pkgrm followed by 
pkgadd: 

# pkgrm
The following packages are available:
1 JNPRa3s Juniper Networks IMS AAA Server
(sun4u) 1.0.0
.
.
.
... 1158 more menu choices to follow;
<RETURN> for more choices, <CTRL-D> to stop display:^D
Select package(s) you wish to process (or 'all' to process
all packages). (default: all) [?,??,q]: 1
The following package is currently installed:
JNPRa3s Juniper Networks IMS AAA Server
(sun4u) 1.0.0
Do you want to remove this package? [y,n,?,q] y
## Removing installed package instance <JNPRa3s>
This package contains scripts which will be executed with super-user
permission during the process of removing this package.
Do you want to continue with the removal of this package [y,n,?,q] y
## Verifying package <JNPRa3s> dependencies in global zone
## Processing package information.
## Executing preremove script.
Removing /etc/rc2.d/S90a3s /etc/rc2.d/K90a3s /etc/rc2.d/S89snmpd /etc/rc2.d/K89snmpd
## Removing pathnames in class <none>
/usr/local/a3s/v_microsoft.dic
/usr/local/a3s/v_juniper.dic
/usr/local/a3s/v_funk.dic
/usr/local/a3s/v_3gpp.dic
/usr/local/a3s/ts32299.dic
/usr/local/a3s/ts32252.dic
.
.
.
## Executing postremove script.
All previous installations are backed up in previous_install directory and it is safe to remove them 
at any time
Backing up previous installation to 20071109085233.backup...
## Updating system information.
Removal of <JNPRa3s> was successful.

# ls /usr/local/a3s
previous_install
# pkgadd -d JNPRa3s.pkg
The following packages are available:
1 JNPRa3s Juniper Networks IMS AAA Server
(sun4u) 1.0.0
Select package(s) you wish to process (or 'all' to process
all packages). (default: all) [?,??,q]: 1
Processing package instance <JNPRa3s> from </tmp/JNPRa3s.pkg>
Juniper Networks IMS AAA Server(sun4u) 1.0.0
Juniper Networks, Inc.
Checking for a running a3s server...
Please enter the license string: xxxx xxxx xxxx xxxx xxxx
Please enter the name of the directory where a3s should be installed, if target directory doesn't 
exist, it will be created [/usr/local/a3s]:
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Do you want to configure a3s to be automatically launched during boot time and stopped during 
shutdown time [y,n]: n
You may use 'root' to log on to a3s UI at any time. In addition to that, you may choose an existing 
unix group.
Any unix user account in that group will be able to log on to a3s UI as administrator.
Please enter an existing unix group name[other]:
Enter a3s admin TCP port[1813]:
Enter a3s admin TCP port for snmp agent private access[6669]:
Enter listening port for snmp agent[161]:
Enter address a3s will send snmp trap to(usually a snmp trap daemon is running 
there)(hostname or ip address)[localhost]:
Enter listening port for snmp trap daemon[162]:
Enter community string[public]:
Using </usr/local/a3s> as the package base directory.
## Processing package information.
## Processing system information.
## Verifying disk space requirements.
## Checking for conflicts with packages already installed.
## Checking for setuid/setgid programs.
This package contains scripts which will be executed with super-user
permission during the process of installing this package.
Do you want to continue with the installation of <JNPRa3s> [y,n,?] y
Installing Juniper Networks IMS AAA Server as <JNPRa3s>
## Executing preinstall script.
All previous installations are backed up in previous_install directory and it is safe to remove them 
at any time
## Installing part 1 of 1.
/usr/local/a3s/S89snmpd.template
/usr/local/a3s/S90a3s.template
/usr/local/a3s/a3s.xml
/usr/local/a3s/bi-3s
.
.
.
/usr/local/a3s/v_funk.dic
/usr/local/a3s/v_juniper.dic
/usr/local/a3s/v_microsoft.dic
[ verifying class <none> ]
## Executing postinstall script.
Creating S90a3s.
Creating S89snmpd.
generating script resetDatabase.sh
generating snmpd.conf
Warning: No database to delete .. continuing
created system.xdb
created system.xdb/aaa_decorator
loaded config/aaa_decorator.xml
created system.xdb/access_group_mgr
loaded config/access_group_mgr.xml
created system.xdb/access_level_mgr
loaded config/access_level_mgr.xml
.
.
.
created system.xdb/wf_decorator
loaded config/wf_decorator.xml
created system.xdb/wx_decorator
loaded config/wx_decorator.xml
Installation of <JNPRa3s> was successful.
#
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Example Output of Upgrade Without Removing Existing Installation

The following example shows the output for the pkgadd command without 
removing the previous version of software:

# pkgadd -d JNPRa3s.pkg
The following packages are available:
1 JNPRa3s Juniper Networks IMS AAA Server
(sun4u) 1.0.0
Select package(s) you wish to process (or 'all' to process
all packages). (default: all) [?,??,q]: 1
Processing package instance <JNPRa3s> from </tmp/JNPRa3s.pkg>
Juniper Networks IMS AAA Server(sun4u) 1.0.0
This appears to be an attempt to install the same architecture and
version of a package which is already installed. This installation
will attempt to overwrite this package.
Juniper Networks, Inc.
Checking for a running a3s server...
Please enter the license string: xxxx xxxx xxxx xxxx xxxx
Please enter the name of the directory where a3s should be installed, if target directory doesn't 
exist, it will be created [/usr/local/a3s]:
Do you want to configure a3s to be automatically launched during boot time and stopped during 
shutdown time [y,n]: n
You may use 'root' to log on to a3s UI at any time. In addition to that, you may choose an existing 
unix group.
Any unix user account in that group will be able to log on to a3s UI as administrator.
Please enter an existing unix group name[other]: develop
Enter a3s admin TCP port[1813]:
Enter a3s admin TCP port for snmp agent private access[6669]:
Enter listening port for snmp agent[161]:
Enter address a3s will send snmp trap to(usually a snmp trap daemon is running 
there)(hostname or ip address)[localhost]:
Enter listening port for snmp trap daemon[162]:
Enter community string[public]:
Using </usr/local/a3s> as the package base directory.
## Processing package information.
## Processing system information.
10 package pathnames are already properly installed.
## Verifying disk space requirements.
## Checking for conflicts with packages already installed.
## Checking for setuid/setgid programs.
This package contains scripts which will be executed with super-user
permission during the process of installing this package.
Do you want to continue with the installation of <JNPRa3s> [y,n,?] y
Installing Juniper Networks IMS AAA Server as <JNPRa3s>
## Executing preinstall script.
All previous installations are backed up in previous_install directory and it is safe to remove them 
at any time
Backing up previous installation to 20071108090056.backup...
## Installing part 1 of 1.
/usr/local/a3s/S89snmpd.template
/usr/local/a3s/S90a3s.template
/usr/local/a3s/a3s.xml
/usr/local/a3s/bi-3s
/usr/local/a3s/bin/dcfDOM.so
.
.
.
/usr/local/a3s/v_funk.dic
/usr/local/a3s/v_juniper.dic
/usr/local/a3s/v_microsoft.dic
[ verifying class <none> ]
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## Executing postinstall script.
Creating S90a3s.
Creating S89snmpd.
generating script resetDatabase.sh
generating snmpd.conf
created system.xdb
created system.xdb/aaa_decorator
loaded config/aaa_decorator.xml
created system.xdb/access_group_mgr
loaded config/access_group_mgr.xml
created system.xdb/access_level_mgr
loaded config/access_level_mgr.xml
.
.
.
created system.xdb/wx_decorator
loaded config/wx_decorator.xml
Installation of <JNPRa3s> was successful.

Uninstalling IMS AAA Server

The uninstall procedure removes the installation files from the Solaris server.

To uninstall IMS AAA Server:

1. Log into the Solaris server as root.

2. For each IMS AAA Server installation package, run pkgrm.

# pkgrm JNPRa3s This command removes the IMS AAA Server files
# pkgrm JNPRa3sa This command removes the Administrator files

where directory specifies the directory where you placed the package.

Following is an example output of the pkgrm command for the IMS AAA Server 
package. 

root@myserver:/opt/AAA/a3s #pkgrm JNPRa3s 

The following packages are available:
1 JNPRa3s Juniper Networks IMS AAA Server
(sun4u) 1.0.0
.
.
.
... 1158 more menu choices to follow;
<RETURN> for more choices, <CTRL-D> to stop display:^D
Select package(s) you wish to process (or 'all' to process
all packages). (default: all) [?,??,q]: 1
The following package is currently installed:
JNPRa3s Juniper Networks IMS AAA Server
(sun4u) 1.0.0
Do you want to remove this package? [y,n,?,q] y
## Removing installed package instance <JNPRa3s>
This package contains scripts which will be executed with super-user
permission during the process of removing this package.
Do you want to continue with the removal of this package [y,n,?,q] y
## Verifying package <JNPRa3s> dependencies in global zone
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## Processing package information.
## Executing preremove script.
Removing /etc/rc2.d/S90a3s /etc/rc2.d/K90a3s /etc/rc2.d/S89snmpd /etc/rc2.d/K89snmpd
## Removing pathnames in class <none>
/usr/local/a3s/v_microsoft.dic
/usr/local/a3s/v_juniper.dic
/usr/local/a3s/v_funk.dic
/usr/local/a3s/v_3gpp.dic
/usr/local/a3s/ts32299.dic
/usr/local/a3s/ts32252.dic
.
.
.
## Executing postremove script.
All previous installations are backed up in previous_install directory and it is safe to remove them 
at any time
Backing up previous installation to 20071109085233.backup...
## Updating system information.
Removal of <JNPRa3s> was successful.
Uninstalling IMS AAA Server
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Overview

The IMS AAA Server is a multi-protocol, AAA server that enables 2G/3G GSM/UMTS 
mobile operators to support 3GPP WLAN services including UMA (Unlicensed 
Mobile Access), Femtocell and IMS (Release 6) based I-WLAN. The IMS AAA Server 
performs SIM-based (Subscriber Identity Module) authentication, subscription 
authorization, and accounting (AAA) in 3GPP WLAN Interworking environments 
where the primary subscriber database is a Home Subscriber Server (HSS).

This chapter covers the following topics:

“IMS Background” on page 26

“3GPP WLAN Interworking” on page 28

“Overview of IMS AAA Server AAA Functions” on page 33

“Basic IMS AAA Server Configuration Concepts” on page 35

“Diameter Configuration Overview” on page 41

“RADIUS Configuration Overview” on page 43

“Local IMS Policy” on page 48

“Request Routing” on page 50

“RADIUS/Diameter Translation” on page 52

“IMS AAA Server Administrator” on page 53
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The IMS AAA Server supports both the RADIUS and Diameter protocols which are 
both industry standard methods for providing authentication, authorization, and 
accounting (AAA) services: 

Authentication is the process of verifying a subscriber’s identity and 
associating additional information (attributes) to the subscriber’s login session.

Authorization is the process of determining whether the subscriber is allowed 
on the network and controlling network access values based on a defined 
security policy.

Accounting is the process of generating log files that record session statistics 
used for billing, system diagnosis, and usage planning.

The IMS AAA Server performs the AAA functions of the 3GPP AAA Server/Proxy 
referenced in 3GPP TS 23.234: 3GPP System to Wireless Local Area Network 
(WLAN) Interworking; System Description in networks that support IMS Release 6.

IMS Background

The IP Multimedia Subsystem (IMS) is a 3GPP/3GPP2 standards-defined intelligent 
network architecture which has also been embraced by the international wireline 
standards bodies including TISPAN, ITU-T and ATIS. Adoption in the fixed line space 
positions IMS as the key enabler for Fixed Mobile Convergence (FMC).

IMS is the next step in the evolution of the core network for mobile operators – 
merging the Internet with the cellular world. Based on Session Initiation Protocol 
(SIP), access to the 3GPP IMS is agnostic. The IMS architecture defines a flexible 
service domain which is independent from the access layer, providing support for 
GSM, W-CDMA, cdma2000, WLAN, WiMAX, and wireline broadband access. 

Figure 5 is a representation of the 3GPP IMS architecture which is a layered model 
divided into an IP-based Transport plane, a Control plane, and a Services and 
Application plane. 
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Figure 5:  3GPP IMS Architecture

Standards-based interfaces enable integration between each of the planes. The 
Control Plane provides session control and management, and is responsible for 
setting up and taking down packet sessions. It also contains the information on 
subscriber authentication, service authorization, and location. Policy decisions are 
made in the Control Plane. The IMS AAA Server resides in the Control Plane of the 
3GPP IMS architecture and in conjunction with the HSS, performs the 
authentication, authorization, and accounting functions.

By itself, IMS does not specify any new services; rather, it provides a framework for 
network operators to build and launch their access-agnostic services. New 
applications can be integrated quickly onto IMS because of the nature of the 
architecture.

Some of the initial mobile applications in IMS included “presence” services and 
Push-to-Talk over Cellular (PoC). Future applications will feature richer multimedia 
services such as video telephony messaging and conferencing, and entertainment 
functions such as mobile IPTV. IMS also provides the functionality to bill and 
account for these services, and to roll them out quickly and cost-effectively.
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3GPP WLAN Interworking 

This section provides a high-level overview of the 3GPP WLAN environment and the 
access services enabled by the IMS AAA Server.

Overview of 3GPP WLAN Environment 

Figure 6 shows a simplified 3GPP WLAN network.

Figure 6:  Simplified 3GPP WLAN Network Model 

A RADIUS or Diameter-based 3GPP WLAN interworking environment typically 
involves four components:

WLAN User Equipment (WLAN UE) is equipment used by the subscriber to 
access the WLAN and initiate a network connection. The WLAN UE uses a 
SIM or USIM (UMTS Subscriber Identity Module) containing the 
authentication keys for the mobile subscriber. 

A WLAN Access Network (WLAN AN) recognizes and processes 3GPP WLAN 
connection requests for the 3GPP network. It provides the wireless IP 
connectivity to the WLAN UE to be authenticated and authorized by the 
3GPP AAA server in the 3GPP network. The WLAN AN is a client from the 
perspective of the 3GPP AAA Server. When the WLAN AN receives a WLAN 
UE connection request, it may perform an initial access negotiation with 
the WLAN UE to obtain identity information and then pass this information 
to the 3GPP AAA server as part of an authentication/authorization request. 
The WLAN AN may be RADIUS or Diameter-based.
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The 3GPP AAA Server matches data from the authentication/authorization 
request with information in a trusted database. For 3GPP networks, this 
database is called a Home Subscriber Server (HSS). If a match is found, and 
the subscriber’s credentials are correct, the 3GPP AAA server responds with 
an answer message to the WLAN AN, indicating it accepts the request; if a 
match is not found or a problem is found with the subscriber’s credentials, 
the 3GPP AAA server returns a rejection message. The WLAN AN then 
establishes or terminates the WLAN UE connection. The WLAN AN may 
then forward accounting information to the 3GPP AAA server to document 
the transaction; the 3GPP AAA server may store or forward this information 
as needed to support billing for the services provided. The 3GPP AAA 
server must be able to translate between RADIUS and Diameter (and vice 
versa), to support connection requests from legacy RADIUS WLAN ANs to 
the 3GPP network which uses the Diameter protocol. 

A Home Subscriber Server (HSS) database stores the information against 
which authentication and authorization requests are compared. The HSS is 
a Diameter function located within the 3GPP subscriber’s home network. It 
contains the primary subscriber and authentication database required to 
authenticate access requests to the 3GPP network. 

Overview of 3GPP WLAN Access Services Supported by IMS AAA Server

Per the 3GPP TS 23.234 specification, the IMS AAA Server implements the following 
3GPP WLAN access services:

WLAN Direct IP Access

The WLAN Direct IP Access service allows authorized subscribers to access local IP 
networks such as the Internet or Intranet directly from the WLAN AN. The IMS AAA 
Server performs authentication of subscriber requests from RADIUS and Diameter 
WLAN ANs, using either the EAP-SIM (Extensible Authentication 
Protocol-Subscriber Identity Module) or EAP-AKA (Extensible Authentication 
Protocol-Authentication and Key Agreement) protocol. The SIM-authentication is 
performed against the subscriber information in the HSS. Authentication is initiated 
directly from the WLAN AN. After successful authentication, authorization is 
performed, resulting in the return of policy information to the WLAN AN to 
provision the session. Subscriber access is provided only to the local IP network 
such as the Internet or Intranet directly from the WLAN AN, and not to any Packet 
Switched (PS) services in the IMS service plane.

WLAN 3GPP IP Access

The WLAN 3GPP IP Access service allows authorized subscribers to access Packet 
Switched (PS) services in the 3GPP IMS service plane through a secure tunnel. Since 
WLAN hotspots are generally not considered secure, the WLAN 3GPP IP Access 
service specifies how a secure Virtual Private Network (VPN) tunnel can be 
established between the WLAN UE and a VPN gateway residing in the 3GPP 
network. In 3GPP specifications, the VPN gateway is known as the Packet Data 
Gateway (PDG). IP traffic is tunneled to the 3GPP IMS network via a WLAN Access 
Gateway (WAG) and the PDG. The WAG acts as a dynamically configured firewall, 
while the PDG is a tunneling end-point. Multiple tunnels can be authorized for 
previously authenticated subscribers allowing access to any number of services 
simultaneously.
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A PDG requests authorization separately from the authentication request. For 
example, the WLAN UE might initiate a tunnel towards the PDG, which results in an 
authentication and tunnel establishment. If the same WLAN UE requests an 
additional tunnel in the same session, authentication need not be performed. 
Instead, the additional tunnel will be granted without full authentication being 
required. The PDG can request authorization of W-APNs in subsequent 
authorization requests.

Roaming Scenarios

All possible roaming scenarios that place IMS AAA Server in a visited network are 
supported. In addition, the IMS AAA Server Administrator allows you to configure 
which roaming scenarios are permitted for a particular subscriber.

Unlicensed Mobile Access (UMA) 

Unlicensed Mobile Access or UMA, is one method of providing Fixed Mobile 
Convergence services. UMA enables GSM/GPRS handsets equipped with Wi-Fi or 
Bluetooth to access the GSM and GPRS (General Packet Radio Service) core mobile 
networks through unlicensed public and private wireless networks, including 
Bluetooth and 802.11 WLANs. Using the UMA technology, subscribers can access 
such services as picture messaging and video calling through WLAN in the home, 
office or hotspots. Figure 7 shows a simplified illustration of UMA.

With UMA, subscribers can move between cellular networks and WLANs with 
seamless voice and data session continuity as transparently as they move between 
cells within the cellular network. Mobile operators deploying UMA can offer 
enhanced service plans that expand their portfolio from traditional mobile services 
to capture fixed-line service revenues.
3GPP WLAN Interworking
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Figure 7:  Simplified Unlicensed Mobile Access (UMA) 

In standard cellular operation, a mobile handset communicates over the air with a 
base station, through a base station controller, to the core mobile network. When a 
subscriber with a UMA-enabled phone moves inside a WLAN network, the phone 
automatically switches to a VoIP (Voice over IP) call. With UMA, a dual-mode 
handset, capable of cellular and Wi-Fi or Bluetooth communication, detects the 
presence of the WLAN and switches to IP mode in order to access the WLAN. Then 
a secure IP connection is established to a UMA controller in the core mobile 
network. The UMA Controller translates the signals coming from the dual-mode 
handset so they appear to be coming from another base station. Thus, when the 
mobile phone moves from a GSM network to a Wi-Fi network, it appears to the core 
network as if it is simply on a different base station.

When a subscriber is traveling, normal cellular operation is used. When in an 
environment where a WLAN is accessible, communication switches automatically 
to the WLAN, significantly reducing the use of base station access and the need for 
expensive base stations to be deployed. By using a single, dual-mode device, the 
subscribers mobile experience is simplified by having a single phone number at 
home and on the go.

Femtocell

Another technology enabling Fixed Mobile Convergence is Femtocell. The Femtocell 
technology extends cellular service into residential and small business 
environments where cellular access is often limited. Figure 8 shows a typical 
Femtocell application.
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Figure 8:  Femtocell Access to the Core Mobile Network via Broadband Internet

Although Figure 8 looks similar to the UMA application shown in Figure 7, it is 
actually different. 

A typical Femtocell application places a Femtocell Access Point, sometimes called a 
personal (cellular) base station, in the residence or small business. The Femtocell 
Access Point connects to the Mobile Operator Core Network via a broadband 
connection such as DSL, Cable or Fiber Optic. The Femtocell Access Point would 
typically support 2-5 cellular devices. 

Unlike the UMA solution which requires a dual-mode, Wi-Fi/Cellular device, 
Femtocell uses existing cellular handsets so there is no need to upgrade your phone. 
When you are “on the go” network access is through standard macro cellular base 
stations. When you are at home or the office, network access is through the 
Femtocell access point and the broadband connection.

The benefits to subscribers are reduced in-home call charges, improved coverage 
since the base station is locally accessible, and continued use of their current 
handset. For mobile operators Femtocell increases capacity and reduces cost, since 
it reduces cell tower usage, and it addresses the FMC market in a very cost effective 
manner.
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Overview of IMS AAA Server AAA Functions

Authentication

Authentication in the IMS AAA Server is performed using either of the following 
methods:

EAP-SIM—this EAP method provides authentication when the WLAN UE 
utilizes a SIM card.

EAP-AKA—this EAP method provides authentication when the WLAN UE 
utilizes a USIM card (UMTS Subscriber Identity Module).

Authentication requests are transported using either the RADIUS or Diameter 
protocol. The clients for these authentications are Diameter or RADIUS equipment 
providing network access, as well as Packet Data Gateways (PDGs) which initiate 
authentication when the subscriber sends a tunnel creation request. The attributes 
used for EAP-SIM or EAP-AKA authentication are retrieved from an HSS via 
Diameter Wx, or from an HLR (Home Location Register) via Diameter to RADIUS 
proxy to SBR SIM Server (requires the Juniper Networks SBR SIM server).

The authentication and transport encoding is entirely standards-based. Hence, the 
IMS AAA Server supports clients developed for previously existing EAP-SIM 
deployments, such as the Juniper Networks Odyssey Access Client or other 
standards-compliant clients connecting to a standards-compliant 802.1x access 
point. In this manner, the IMS AAA Server meets the WLAN 3GPP Interworking goal 
of supporting existing network deployments.

Authorization

Authorization requests are issued by either the WLAN access device or the Packet 
Data Gateways (PDG). 

RADIUS or Diameter-based WLANs request authorization of network access for the 
WLAN UE.  This authorization is typically performed together with the 
authentication, and takes the form of authorization attribute value pairs (AVPs) 
returned with the RADIUS Access–Accept packet. For Diameter, a 
Diameter-EAP-Answer message would be returned with the Result-Code set to 
DIAMETER_SUCCESS. This message would also include the appropriate 
authorization AVPs required for the service requested.

A PDG requests authorization separately from the authentication request. For 
example, the WLAN UE might initiate a tunnel towards the PDG, which results in an 
authentication and tunnel establishment.  If the same WLAN UE requests an 
additional tunnel in the same session, authentication need not be performed.  
Instead, the additional tunnel will be granted without full authentication being 
required. The PDG can request authorization of W-APNs in subsequent 
authorization requests.

The primary profile data used for these policy decisions is downloaded from the 
HSS, however the IMS AAA Server also supports local policy storage (see“Local IMS 
Policy” on page 48).
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Accounting

Both online charging and offline charging functionality is defined in 3GPP TS 
23.234. This implementation of the IMS AAA Server supports the offline charging 
functionality, implemented by a Diameter interface carrying charging events 
towards the Charging Data Function (CDF). It is the CDF that has the responsibility 
of integrating these charging events into Charging Data Records (CDRs.) 

Accounting information is generated and reported for Direct IP Access and for the 
tunnels used in WLAN 3GPP IP Access. 

The WLAN AN is responsible for generating and reporting WLAN access usage to 
the appropriate 3GPP system (for example, the visited network in the roaming case 
and home network in the non-roaming case).

A WLAN AN can issue an Accounting-Request whenever it chooses, for example 
upon establishing a successful connection. Each time an Accounting-Request 
message arrives at the IMS AAA Server, an accounting transaction begins. During 
this transaction, the server handles the message by examining the Acct-Status-Type 
and other attributes within the message, and taking the appropriate action.

For WLAN Direct IP Access in the HPLMN, the IMS AAA Server reports (accounting) 
charging data to the home Offline Charging System. For WLAN Direct IP Access in a 
roaming situation, you can configure the routing of charging data using the Explicit 
routing feature of the IMS AAA Server. Using this feature you can route the charging 
data to either the visited network's CDF, or to the downstream CDF in the 
subscribers home network. 

Proxy Routing 

The functionality of the 3GPP AAA Proxy server described in 3GPP TS 23.234 is 
integrated into the IMS AAA Server. This functionality includes routing of all 
RADIUS and Diameter protocols by realm name and, when necessary, performing 
RADIUS-to-Diameter and Diameter-to-RADIUS proxy translation. 

This enables all possible roaming scenarios, which place the PDG and/or WLAN 
access equipment in a visited network, to be supported. The IMS AAA Server can 
also expend profile information to specify which roaming scenarios are permitted 
for a particular subscriber.

The proxy functionality with protocol translation also permits the IMS AAA Server to 
proxy Diameter Wm requests to RADIUS Wm, enabling them to be authenticated 
on an HLR, making use of Juniper’s SBR SIM server product. This is useful in 
implementing an IMS network where there is no HSS present yet.

NOTE: Accounting requests from a RADIUS-based WLAN AN are always converted 
to Diameter since the CDF is Diameter based.
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Proxy routing is applicable to authentication and authorization messages only. 
Protocol translation for initial authentication and authorization requests is 
straight-forward. The same is not true for dynamic changes in authorization. While 
Diameter intrinsically supports changes in authorization and session termination, 
RADIUS dynamic authorization requires additional logic to route requests back to 
the correct device. The IMS AAA Server supports generation of RADIUS disconnect 
messages (DM) towards RADIUS WLAN devices or Proxy servers. The proxy-capable 
IMS AAA Server will perform request routing both towards the access devices and 
towards any downstream servers (such as network elements in the home network.)

For a complete description of how the IMS AAA Server processes CoA/DM, see 
“RADIUS Change of Authorization/Disconnect Messages” on page 46. 

Basic IMS AAA Server Configuration Concepts

This section describes the basic configuration concepts of the IMS AAA Server that 
are common to both RADIUS and Diameter. Subsequent sections describe other 
configuration concepts that are specific to these protocols. 

Network Elements

The IMS AAA Server is configured in terms of 3GPP IMS terminology. The IMS AAA 
Server Administrator allows you to directly describe the network in terms of the 
network elements and their functions. 

Local Network Element

In the IMS AAA Server Administrator, the server is known as the Local Network 
Element.

Remote Network Elements

A Remote Network Element is a multi-addressable, logical network entity which may 
host any number of IMS functions. A Remote Network Element can be either 
RADIUS or Diameter-based. 

Configuring the Local Network Element

The basic steps to configuring the IMS AAA Server include configuring the server 
identification and the RADIUS and/or Diameter ports. 

Server Identification

Configuring the server identify includes the following: 

Local Identity—specifies the server Origin-Host and Origin-Realm. 

Local Addresses—specifies the IP addresses the server uses for Diameter 
Capabilities Exchange messages (CER/CEA messages). 
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Self Names—this field specifies realms that are considered to be local to this server, 
meaning that any requests sent for these realms will be treated as if there is no 
realm in the request. For more information see “Configuring the Server 
Identification” on page 55.

RADIUS and Diameter Message Transport 

From the point of view of other network elements, the IMS AAA Server acts as a 
Diameter and RADIUS network element. Therefore, the local transport 
configuration includes settings for both RADIUS and Diameter transports.

RADIUS Message Transport Configuration

The RADIUS configuration includes configuring the transport of RADIUS 
authentication, accounting and dynamic authorization messages including the UDP 
port numbers and IP address format used for each message type. The IMS AAA 
Server can listen for RADIUS messages on any port number, and on multiple ports.

Diameter Message Transport Configuration

The Diameter configuration includes configuring the transport protocol (either TCP 
or SCTP), the port number, and the IP address format. The IMS AAA Server can 
listen for Diameter messages on any port number, and on multiple ports.

Figure 9 illustrates the RADIUS and Diameter message transport on the IMS AAA 
Server. 
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Figure 9:  RADIUS and Diameter Message Transport Configuration on IMS AAA Server

Configuring a Remote Network Element

The basic steps for configuring a Remote Network Element include:

Creating and naming the Remote Network Element 

Assigning the function(s) to the Remote Network Element.

Configuring the communication between the server and the Remote 
Network Element.

Configuring how the server reacts when a communication path fails 
(optional).

Creating and Naming the Remote Network Element

The basic steps to creating a Remote Network Element are selecting whether it is 
Diameter or RADIUS, configuring it with a unique name, and entering a description 
for it (optional). 

Functions

In this document, function refers to an IMS function, which means any one of the 
identified IMS components, which communicates with other IMS functions 
exclusively using 3GPP reference points. Note that multiple functions can coexist in 
the same network element. 

IMS AAA Server

RADIUS Message Transport Configuration

(Separate ports for each message type)

Authentication Messages

Authorization Messages

Accounting Messages

Diameter Message Transport Configuration

(Single port for all message types)

RADIUS 

Authentication 

Message

Port

RADIUS 

Accounting

Message

Port

RADIUS  

Dynamic

Authorization 

Message

Port
Basic IMS AAA Server Configuration Concepts 37



IMS AAA Server 1.1 Administration Guide

38
For example, you might configure a Remote Network Element and assign only a 
single function to it, such as HSS. On the other hand, you could create a single 
Remote Network Element and assign multiple functions to it such as the 
Downstream server and CDF functions. 

The functions which may be assigned to the network element differ depending on 
whether the network element is RADIUS or Diameter. The IMS AAA Server supports 
the functions listed in Table 9.

Some functions require you to configure routing rules based on either the 
subscriber identity, known as the IMSI (International Mobile Subscriber Identity), or 
the realm name. These are called Implicit Routing rules. For more information see 
“Request Routing” on page 50 and “Request Routing Rules” on page 143.

Managing Communication to Remote Network Elements

You must also configure the communication between the Local Network Element 
(the IMS AAA Server) and the Remote Network Element. This configuration differs 
depending on whether the Remote Network Element is RADIUS or Diameter. 

The IMS AAA Server communicates with the Diameter Remote Network Elements 
over Diameter connections. You may configure multiple Diameter connections 
from the server to a Diameter Remote Network Element.

Table 9:   Functions Supported in the IMS AAA Server

Function Description RADIUS Diameter

WLAN The WLAN Access Network function is a source of 
authentication, authorization and accounting for the 
WLAN Direct IP service provided by the WLAN 
infrastructure. 

✔ ✔

Downstream This function is assigned to AAA servers to which the 
local server may forward (proxy) requests. For 
example, if the local server serves the visited network 
in a roaming scenario, the connection towards the 
home network is configured to serve this function.

✔ ✔

HSS The Home Subscriber Server is a Diameter-based 
subscriber and policy database supporting IMS R6 or 
later.

- ✔

PDG Packet Data Gateway is a source of AAA requests for 
the WLAN 3GPP (tunneled) IP Access service.

- ✔

CDF The Charging Data Function represents a downstream 
accounting server, capable of collating chargeable 
events for offline charging.

- ✔

Upstream This function is assigned to AAA proxy servers that 
send requests to this local server.

- ✔

AAA Cluster Peer This function is assigned to AAA servers that are 
operating in a cluster with the local server. The local 
server may forward requests to this AAA server, if the 
peer can process the request more efficiently.

- ✔

WAG This function acts as a routing policy enforcement 
similar to a layer 3 firewall. This is only used for WLAN 
3GPP (tunneled) IP Access service.

- ✔
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Because the Diameter protocol is peer-to-peer, a single, bidirectional Diameter 
connection carries both incoming and outgoing messages.

Since RADIUS is not a peer-to-peer protocol, configuring the communication to a 
RADIUS Remote Network Element is more complex, and consists of configuration 
of clients and targets. Clients send RADIUS messages towards the server and targets 
receive RADIUS messages from the server. You may configure multiple clients and 
targets.

Figure 10 summarizes these concepts. 

Figure 10:  Configuration Concept

Once the function and the communication have been configured, the IMS AAA 
Server internally configures the required parameters for the associated 3GPP 
reference points between the server and Remote Network Elements and functions, 
alleviating the network administrator from having to configure these parameters.

Round Robin and Primary/Backup

The Round Robin and Primary/Backup features are used to manage how the server 
sends messages over multiple paths to the Remote Network Element. When 
multiple paths are configured to a Remote Network Element, you need to configure 
the order of the paths. The order specifies the order in which the server uses the 
paths to send messages to the Remote Network Element. 

IMS
AAA Server

Local

Network

Element
Functions:

•WLAN

•Downstream

RADIUS Network Element

Functions:

•WLAN

•HSS

•PDG

•CDF

•Upstream

•AAA Cluster

•Downstream

•WAG

Diameter Network Element

Remote Network Elements

Diameter Connections

RADIUS Targets

RADIUS Clients

NOTE: Throughout this section, the term “path” represents either a Diameter 
connection or the path to the RADIUS target.
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When the IMS AAA Server has messages to send to a Remote Network Element, it 
first examines whether the Round Robin or Primary/Backup feature is selected. It 
then examines whether all paths to the Remote Network Element are operational. It 
then sends the messages accordingly (over whatever paths are operating). As such, 
these features inherently manage communication failures by adjusting what paths 
are used when one or more paths is not working.

Round Robin 

When the IMS AAA Server is configured for Round Robin, it alternates the path it 
uses to send messages to the Remote Network Element. 

Figure 11 illustrates how the Round Robin feature operates when all paths are 
working properly (top portion), and how it operates when one of the paths has 
failed (bottom portion). 

With all three paths operating properly, if the server received three messages, the 
first message would be sent over path 1, the second message would be sent over 
path 2, and the third message would be sent over path 3. The next message 
received would be sent over path 1, and so on. 

However, if the server received three messages and path 2 had failed, the first 
message would be sent over path 1, the second message would be sent over path 3, 
and the third message would be sent over path 1. 

Figure 11:  Round Robin 

Primary/Backup 

When the IMS AAA Server is configured for Primary/Backup, it sends all messages 
over the first path defined in the ordered list. If the first path fails, all messages are 
sent over the next path in the ordered list. When the first path becomes operational 
again, all messages are again sent over it. 
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Diameter Configuration Overview 

This section describes steps that are specific to configuring Diameter Remote 
Network Elements. 

The basic steps for configuring a Diameter Remote Network Element are: 

Creating and naming the Diameter Remote Network Element. See 
“Creating and Naming the Remote Network Element” on page 37.

Configuring the Diameter connections

Assigning the function(s) and configuring the Implicit routing rules (if 
applicable to the function). 

Configuring Diameter Connections 

Configuring Diameter connections is straightforward. Each connection is configured 
separately with the following parameters of the remote peer: 

Origin-Host 

IP Address and format (either IPv4 or IPv6)

The port number the remote peer uses for Diameter messages.

The transport protocol for Diameter messages (either SCTP or TCP)

Detecting Diameter Connection Failures

To detect a connection failure, the Diameter protocol uses Application-level 
heartbeat messages called Device-Watchdog-Request and Device-Watchdog-Answer 
messages. These messages are periodically sent when a connection is idle and 
when a timely response has not been received for an outstanding request.

In the IMS AAA Server, Diameter connections can also be configured to actively 
attempt to connect to the Remote Network Element. If this feature is enabled and a 
connection fails, the server will periodically attempt to re-establish the connection.

Assigning Functions to a Diameter Remote Network Element

To assign the functions to a Diameter Remote Network Element, select the function 
from the predefined list in the IMS AAA Server Administrator. Most functions 
require no further configuration; the IMS AAA Server internally configures the 
associated 3GPP reference point parameters. However, some functions require you 
to configure Implicit routing rules. 

Also see “Functions” on page 37. 
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Configuring Implicit Routing Rules for Diameter Functions

Certain network element functions require routing rules to be configured when you 
assign the function. These routing rules are called Implicit routing rules. For 
instance, when you assign the HSS function to a Diameter Remote Network 
Element, you need to specify which subscribers are served by the HSS. You do this 
by assigning the HSS function and configuring the implicit routing in the function 
configuration. 

Implicit routing is usually based on subscriber identity or realm; the exception to 
this is the WAG function. See “Configuring Implicit Routing Rules” on page 80 for 
more information. In 3GPP WLAN networks, the subscriber identity is the IMSI 
(International Mobile Subscriber Identity) of the mobile device (WLAN UE). 

The following Diameter functions require you to configure implicit routing rules:

HSS 

CDF 

Downstream

WAG

For more information on implicit routing rules, see “Request Routing” on page 50 
and “Request Routing Rules” on page 143.

Example Diameter Configuration

Figure 12 shows a simple Diameter configuration. This illustration shows example 
configuration parameters for the Remote Network Element, as well as for the IMS 
AAA Server. 

In this example, the Remote Network Element has two connections: “Connection 
1” with IP Address 171.20.33.4, and “Connection 2” with IP Address 171.20.33.5. 
Either Round Robin or Primary/Backup could be used to manage the two 
connections.
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Figure 12:  Example Diameter Configuration

RADIUS Configuration Overview 

This section describes steps that are specific to configuring RADIUS Remote 
Network Elements. 

The basic steps for configuring a RADIUS Remote Network Element are: 

Creating and naming the RADIUS Remote Network Element. See “Creating 
and Naming the Remote Network Element” on page 37.

Configuring the client and target communication.

Assigning the function(s) and configuring the Implicit routing rules (if 
applicable to the function). 

RADIUS Client and Target Communication 

Configuring the communication to a RADIUS Remote Network Element consists of 
configuration of clients and targets. Clients send RADIUS messages towards the 
server and targets receive RADIUS messages from the server. You may configure 
multiple clients and targets.

Figure 13 illustrates this concept.

IMS
AAA Server

Diameter Configuration:
Port Number:  49000
Protocol:  TCP
IP format:  IPv4

Server Identification Configuration:
Origin-Host: primarya3s.juniper.net
IP Address: 172.25.47.32

Local Network Element Configuration  

Diameter Connection 1
Diameter Connection 1 parameters: 

(for machine in Remote Network Element)

Origin Host =HSS5172
IP Address=171.20.33.4
IP format=IPv4
Port Number=3868
Protocol=TCP

Diameter Connection 2

Diameter Connection 2 parameters: 

(for machine in Remote Network Element)

Origin Host=HSS5172
IP Address=171.20.33.5
IP format=IPv4
Port Number=3868
Protocol=TCP

Diameter Remote 

Network Element 

(single function assigned)

HSS

Information the device must know
about IMS AAA server:
Origin-Host: primarya3s.junipe
Port Number:  49000
Protocol:  TCP
IP Address: 172.25.47.32
IP format:  IPv4

Device with two Ethernet cards:

Origin Host Name =HSS5172
IP Address=171.20.33.4 (card 1)
IP Address=171.20.33.5 (card 2)
IP format=IPv4
Port Number=3868
Protocol=TCP

Local Network Element 

Configuration

(IMS AAA Server)
RADIUS Configuration Overview 43



IMS AAA Server 1.1 Administration Guide

44
Figure 13:  RADIUS Clients and Targets

Due to this uni-directional communication, the RADIUS Remote Network Element 
configuration is split into two parts: upstream and downstream. Note that this 
upstream and downstream terminology does not refer to the functions listed in 
Table 9 on page 38. 

Figure 14 illustrates the configuration concepts for a single RADIUS Remote 
Network Element.

Figure 14:  RADIUS Remote Network Element Configuration 

RADIUS Remote Network Element-Upstream Configuration

The left hand side of Figure 14 shows the upstream configuration of the RADIUS 
Remote Network Element. Notice that the clients for the upstream configuration 
send authentication and accounting messages towards the server. These clients are 
called Authentication and Accounting Clients. The targets receive CoA/DM (Change of 
Authorization/Disconnect Messages) from the server. These targets are called 
Dynamic Authorization Targets. 

IMS
AAA Server

Local Network Element

Functions:

•WLAN

•Downstream

RADIUS Remote Network ElementRADIUS Targets

RADIUS Clients

IMS
AAA Server

Upstream Configuration Downstream Configuration

Client
Authentication 

&

Accounting

RADIUS Remote Network Element

Target

Dynamic 

Authorization

Client

Dynamic 

Authorization

Target

Authentication

Authentication/Authorization

Requests

Change of Authoriz
atio

n or

Disconnect Messages

Authentication/Authorization

and Accounting Requests

Change of Authorization or

Disconnect Messages
Local Network Element

(IMS AAA Server)
RADIUS Configuration Overview



Chapter 3:  Overview
RADIUS Remote Network Element-Downstream Configuration

The right hand side of Figure 14 shows the downstream configuration of the 
RADIUS Remote Network Element. Notice that the clients for the downstream 
configuration send CoA/DM (Change of Authorization/Disconnect Messages) to the 
server. These clients are called Dynamic Authorization Clients. The targets receive 
authentication/authorization messages from the server. These targets are called 
Authentication Targets. 

RADIUS Client and Target Configuration Parameters

Each RADIUS client and target requires certain parameters to be configured. 
Table 10 summarizes these parameters for each RADIUS client and target. 

Some of the parameters in Table 10 are straightforward, such as the IP 
address/format and the UDP port number. Shared Secrets and Dynamic 
Authorization are unique to the RADIUS protocol and require further explanation. 

Shared Secrets

A RADIUS shared secret is a case-sensitive password (text string) used to validate 
communications between two RADIUS devices, such as a RADIUS-based server and 
a RADIUS client or target. The shared secret must be configured to match on both 
devices. Configure shared secrets that are long enough and random enough to resist 
attack, and you should avoid using the same shared secret throughout your 
network. 

The IMS AAA Server supports shared secrets of up to 127 alphanumeric characters, 
including spaces and the following special characters:

~!@#$%^&*()_+|\=-`{}[]:”’;<>?/.,

You need to configure the shared secret on each RADIUS client and target in the 
RADIUS Remote Network Element. 

NOTE: Depending on your network configuration, you may not need to configure 
both the upstream and downstream part of the Remote Network Element. For 
example, if the Remote Network Element had only the “Downstream” (server) 
function assigned to it, you would not need to configure the upstream part of the 
Remote Network Element. 

Table 10:  RADIUS Client and Target Configuration Parameters

Upstream or 
Downstream 
Configuration

Target or Client IP Address 
& formata

UDP Port 
Number

Shared 
Secret

Upstream
Authentication & Accounting Client ✔ - ✔

Dynamic Authorization Target ✔ ✔ ✔

Downstream
Authentication Target ✔ ✔ ✔

Dynamic Authorization Client ✔ - ✔

a. The IP address can be either IPv4 or IPv6 for RADIUS.
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RADIUS Change of Authorization/Disconnect Messages

The RADIUS protocol, defined in RFC 2865 does not support unsolicited messages 
from the RADIUS server to access devices such as a WLAN AN device. Under some 
circumstances, it may be desirable for a network administrator to make changes in 
session characteristics without requiring the access device to initiate an exchange. 
For example, a network administrator may need to terminate a session or change 
the authorization attributes associated with a session.

RFC 3576, “Dynamic Authorization Extensions to RADIUS,” describes a mechanism 
that extends the RADIUS protocol to support unsolicited messages sent from the 
RADIUS server to the access device. These messages allow network administrators 
to issue change of authorization (CoA) messages, which affect session authorization, 
or disconnect messages, which cause a session to be terminated immediately.

How Disconnect Messages Work

When a network administrator wants to terminate a session, the administrator 
causes the RADIUS server to send a Disconnect-Request message to the access 
device. The Disconnect-Request message identifies the access device and the 
session to be terminated. If the Disconnect-Request message correctly identifies a 
session being maintained by the access device, the access device disconnects the 
session and sends a confirmation message (Disconnect-ACK) back to the RADIUS 
server.

How Change of Authorization Messages Work

When a network administrator wants to change session authorizations they cause 
the RADIUS server to send a CoA-Request to the access device. If the access device 
is able to change the authorizations for the session, it returns a confirmation 
message (CoA-ACK) to the RADIUS server. If the request is unsuccessful the access 
device returns a failure message (CoA-NAK).

RADIUS Dynamic Authorization Support in the IMS AAA Server

The IMS AAA Server supports Dynamic Authorization by sending CoA/DM to the 
RADIUS WLAN. It also routes CoA/DM received from a downstream RADIUS AAA 
server. Figure 15 illustrates the Dynamic Authorization support in the IMS AAA 
Server.
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Figure 15:  RADIUS Dynamic Authorization in the IMS AAA Server

Notice in Figure 15 that the CoA/DM in the upstream configuration (on the left) are 
sent from the server to the Dynamic Authorization Target, and in the downstream 
configuration (on the right) the CoA/DM are received from the Dynamic 
Authorization Client. 

Assigning Functions to a RADIUS Remote Network Element

To assign the functions to a RADIUS Remote Network Element, you select the 
function from a predefined list in the IMS AAA Server Administrator. The IMS AAA 
Server internally configures the associated 3GPP reference point parameters. The 
following functions are supported for RADIUS:

WLAN—this function can be assigned in the upstream configuration of the Remote 
Network Element. No configuration is required for this function. 

Downstream—this function can be assigned in the downstream configuration of the 
Remote Network Element, and requires implicit routing to be configured. Implicit 
routing rules for the downstream function include routing by IMSI prefix or realm. 
See “Request Routing” on page 50 for more information.

See Table 9 on page 38 for a description of these functions.

RADIUS Accounting

A RADIUS-based WLAN device can issue an Accounting-Request whenever it 
chooses, for example upon successful authentication. 

Each time RADIUS accounting data arrives at the IMS AAA Server, it is translated to 
Diameter and forwarded to the Charging Data Function. 
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NOTE: To support Dynamic Authorization in the IMS AAA Server, you must 
configure the Dynamic Authorization Target in the upstream configuration and/or 
the Dynamic Authorization Client in the downstream configuration.
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Example RADIUS Configuration

Figure 16 illustrates an example configuration for a RADIUS Remote Network 
Element. This illustration shows example configuration parameters for the 
upstream and downstream configuration of the Remote Network Element, as well 
as for the IMS AAA Server. 

Figure 16:  Example RADIUS Configuration
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configured in the IMS AAA Server Administrator by defining ordered lists of 
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IMS
AAA Server

Upstream Configuration Downstream Configuration

Client
Authentication 

&

Accounting

Target

Dynamic 

Authorization

Client

Dynamic 

Authorization

Target

Authentication

Client configuration:
IP Address: 172.25.47.32
IP Address format:  IPv4
Authentication Shared Secret:  ABC157
Accounting Shared Secret:  DEF1145

Target configuration:
IP Address: 172.25.47.32
IP Address format:  IPv4
Shared Secret:  HIJ571
UDP Port:  3799

Client configuration:
IP Address: 172.25.80.45
IP Address format:  IPv4
Shared Secret:  655RDY

Target configuration:
IP Address: 172.25.80.45
IP Address format:  IPv4
Shared Secret:  897LKU
UDP Port:  1812

Local Network Element 

Configuration

(IMS AAA Server)

Authentication Message Transport:
UDP Port:  1812
IP format=IPv4

Accounting Message Transport:
UDP Port:  1813
IP format=IPv4

Dynamic Authorization Message Transport:
UDP Port:  3799
IP format=IPv4

Auth
entic

atio
n/A

uth
oriz

atio
n

Requests

CoA/DM

CoA/DM

Translated
to

Diameter in 
IMS AAA 

Server

Accounting Messages

Authentication/Authorization

and
Accounting

R
equests

WLAN
Function

Downstream
Function

RADIUS Remote Network Element
Local IMS Policy



Chapter 3:  Overview
One way a mobile operator might use profiles, would be to create a profile for each 
wireless plan they offer. For example, you might offer a voice only plan, as well as a 
voice and data plan. A profile could be defined for each plan and customized for the 
specific requirements of the 3GPP WLAN access scenarios supported in the plan. 

To create a profile, you configure lists of attributes and an I-WLAN policy for each 
3GPP WLAN service scenario. The attribute lists specify attribute values that are 
placed in the response to the requestor, and are typically used to provide additional 
parameters needed to complete the authorization. The I-WLAN policy is a list of 
rules governing authorization. The order of the attribute lists is user-defined. 

Local Profile Selection

During the authorization process, the IMS AAA Server uses Profile Selection Rule 
Sets to select the local profile used to authorize the request. To select the correct 
local profile, the server compares the HSS or downstream server response, with the 
Profile Selection Rule Sets in the order in which the sets are defined. If a match is 
found, the local profile associated with the Profile Selection Rule Set, is merged with 
the HSS or downstream server response, to form a complete profile used to 
authorize that subscriber’s requests.

A Profile Selection Rules Set consists of ordered lists of user defined attributes 
and/or I-WLAN parameters.

A specific profile can be configured for processing requests with no matching rules, 
or you can configure the server to reject all requests for which no match is found.

The IMS AAA Server can also provide backup support for the HSS by continuing to 
process requests in the event the HSS is unavailable. A specific profile can be 
defined for processing requests in this situation, or you have the option to reject all 
requests when the HSS is unavailable.

Table 11:  IMS AAA Server Service Scenarios

3GPP WLAN Service Scenarios

Subscriber/IMS AAA Server Location Direct IP Access 3GPP IP Access

IMS AAA Server and the subscriber are in the 
HPLMN

Direct IP Tunneled IP

IMS AAA Server is in the HPLMN and the 
subscriber is in some VPLMN

Direct IP (Home) Tunneled IP (Home)

IMS AAA Server is in the VPLMN and the 
subscriber is in the HLMN

Direct IP (Visited) Tunneled IP (Visited)
Local IMS Policy 49



IMS AAA Server 1.1 Administration Guide

50
Request Routing

The IMS AAA Server maintains routing rules for each type of request. When the IMS 
AAA Server receives a request, it examines the request to determine what type of 
request it is:

Authentication

Authorization

Accounting

WAG

Once the server determines the type of request, it consults the respective routing 
rules to determine how to route the request.

Figure 17 shows each of the routing rules maintained by the IMS AAA Server, and 
the Remote Network Element function to which the associated request type is 
routed.

Figure 17:  IMS AAA Server Request Routing Rules

The IMS AAA Server supports both explicit and implicit routing. 

CDF

WAG

Downstream Server
(RADIUS or Diameter)

HSS

Authentication Routing Rules

Authorization Routing Rules

Accounting Routing Rules

WAG Routing Rules

Downstream Server
(Diameter only)
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Implicit Routing

Certain network element functions require routing rules to be configured along with 
the function. These routing rules are called Implicit routing rules. For instance, when 
you assign the HSS function to a Diameter Remote Network Element, you need to 
specify which subscribers are served by the HSS. This is done by assigning the HSS 
function and configuring the implicit routing in the function configuration. 

Implicit routing is usually based on subscriber identity or realm. In 3GPP WLAN 
networks, the subscriber identity is the IMSI of the mobile device (WLAN UE).

The functions that require you to configure implicit routing include the Downstream 
server function (supported in both RADIUS and Diameter) and the HSS, CDF and 
WAG (Diameter) functions.

Explicit Routing

Explicit routing rules provide greater flexibility for routing requests when implicit 
routing is not enough. To define an explicit routing rule, the network administrator 
defines a condition or set of conditions and a target. You then define the order in 
which you want the explicit routing rules to be evaluated. During the routing rule 
evaluation process, explicit routes are always evaluated before implicit routing rules. 
If a request matches all conditions defined by an explicit routing rule, the request is 
routed to the target specified in the routing rule. 

Routing Rule Evaluation Process

Request routing rules are evaluated in the following order: 

1. Explicit routing rules

2. Implicit routing rules

When a request is received, the IMS AAA Server identifies the request type and then 
evaluates the associated routing rules. First, the server evaluates any explicit routing 
rules that are defined for the request type. The order in which explicit routing rules 
are evaluated is user-defined. If no match is found, the server evaluates the implicit 
routing rules defined for the request type. 

When a match is found, the IMS AAA Server processes the request by routing it to 
the specified destination. In some cases this may mean simply forwarding the 
request to the destination. In other cases, for example if the HSS is listed as the 
destination, the IMS AAA Server would consult the HSS for the subscriber 
credentials and then take the appropriate action. 

If no routing rule match is found, the IMS AAA Server takes the appropriate action 
according to the respective RFC. For example, if the request is from a RADIUS based 
device, no response is provided, the request is simply discarded. If the request is 
Diameter based, a response with an appropriate result code is sent to the requestor.

NOTE: For convenience, routing rules are displayed in the IMS AAA Server 
Administrator in the order in which they are evaluated.
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RADIUS/Diameter Translation

RADIUS/Diameter translation is used to convert RADIUS 
authentication/authorization requests to Diameter and vice-versa. The IMS AAA 
Server converts RADIUS accounting messages to Diameter to support the Charging 
Data Function (CDF) function in 3GPP networks. 

WLAN devices can be RADIUS or Diameter based. The IMS AAA Server determines 
what kind of device it is serving and adapts to the correct AAA protocol. 

Figure 18 illustrates the IMS AAA Server protocol translation function. To 
summarize, the IMS AAA Server may perform four possible translations as follows:

1. Authentication and authorization requests from a Diameter-based WLAN device 
may be translated to RADIUS. 

2. Authentication/Authorization requests from a RADIUS-based WLAN device may 
be translated to Diameter. (Note that in the RADIUS protocol, these requests are 
combined in a single request.)

3. Accounting requests from a RADIUS-based WLAN device are always converted 
to Diameter since the CDF is Diameter-based.

4. Authentication requests from a Diameter PDG may be translated to RADIUS.

Figure 18:  IMS AAA Server Protocol Translation for Requests

In addition, the IMS AAA Server also translates Dynamic Authorization messages 
when necessary. RADIUS CoA/DM messages to Diameter RAR/ASR messages and 
vice-versa. This is illustrated in Figure 19.
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Figure 19:  Dynamic Authorization Message Translation

IMS AAA Server Administrator

The IMS AAA Server Administrator is a Java-based application used to configure the 
IMS AAA Server. The administrator uses 3GPP IMS terminology and allows you to 
directly describe your 3GPP WLAN network in terms of network elements and their 
functions. The Administrator runs under Solaris 10. 

The main configuration dialogs of the IMS AAA Server Administrator are: 

Local Network Element— This dialog is used to configure the IMS AAA 
Server identity. You also use this dialog to configure how the server 
transports RADIUS and Diameter messages to other 3GPP WLAN network 
elements in your network.

Remote Network Elements—This dialog is used to define the other RADIUS 
and Diameter network elements the IMS AAA Server will be 
communicating with in your 3GPP WLAN network. It is also used to assign 
the function to the Remote Network Element, and to configure the 
communication between the IMS AAA Server and the Remote Network 
Element. Certain routing rules are also configured using this dialog.

Policy—This dialog is used to configure local profiles and profile selection, 
which provide enhanced security for authorizing requests. 

Request Routing—This dialog is used to configure explicit routing rules, and 
to view the order in which all routing rules are evaluated in the IMS AAA 
Server. 

Statistics—This dialog is used to display the various statistics collected by 
the IMS AAA Server. 
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Server Management—This dialog is used to configure the server access 
control, define event logging, and configure SNMP alerts.

The IMS AAA Server Administrator presents the above configuration dialogs in a 
logical order for administering the various IMS AAA Server features. For example, 
you need to configure the Local Network Element (the Juniper IMS AAA Server) first, 
including the server identity, and the transport of RADIUS and Diameter messages, 
so that the server can communicate with the Remote Network Elements. Next you 
want to define all your Remote Network Elements and configure the 
communication to them, and so on.

NOTE: We recommend you have a map of the network the IMS AAA Server is 
going to reside in so that you can plan out the configuration steps for defining the 
various Remote Network Elements in the network.
IMS AAA Server Administrator
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Local Network Element

This section describes how to configure the Local Network Element, which includes 
the server identification and RADIUS and Diameter message transport.

This chapter covers the following topics:

“Configuring the Server Identification” on page 55

“Configuring Diameter and RADIUS Message Transport” on page 59

Configuring the Server Identification

The server identification consists of:

Local Identity—specifies the server Origin-Host and Origin-Realm. 

Local Addresses—specifies the IP addresses the server uses for Diameter 
Capabilities Exchange messages (CER/CEA messages). The first Diameter messages 
exchanged between two Diameter peers, after establishing the transport 
connection, are Capabilities Exchange messages. A Capabilities Exchange message 
carries a peer's identity and its capabilities (protocol version number, supported 
Diameter applications, etc.). A Diameter node only transmits commands to peers 
that have advertised support for the Diameter application associated with the given 
command. This must be configured for the Diameter protocol.

Self Names—this field specifies realms that are considered to be local to this server, 
meaning that any requests sent for these realms will be treated as if there is no 
realm in the request.

The NAI (Network Access Identifier) in the request identifies the intended realm 
name for servers. In order to properly interpret requests received from intermediate 
servers, the IMS AAA Server must know which realms it is responsible for servicing 
locally. 

When a request is received, the server examines the NAI to determine the realm to 
which the request should be routed.  If the request does not contain an NAI, the 
Destination-Realm in the request is used; this applies to Diameter requests only. If 
the realm to which the request is to be routed is listed in the Self Names field, the 
realm is ignored and the request is treated as if it contained no realm.  If no realm is 
present in either the NAI or the Destination-Realm, the request is considered to be 
local.   
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For example, assume that “Cambridge.com” is listed in the Self Names field and 
that the following routing rules are defined in the server:

If realm=“Cambridge.com” route requests to server “Downstream 1”

If User= “Bob” route requests to server “Downstream 2”

If Realm= “Boston.com” route requests to server “Downstream 3”

Use “Downstream 4”server as the default route for all users from all realms. 

Following are a number of examples showing how the IMS AAA Server would route 
requests based on this configuration. 

Example 1:
The NAI in the request=“Cambridge.com” and the Destination-Realm=“Boston.com”
Route: The request is routed to the “Downstream 4” server.

Example 2:
The NAI in the request=“Cambridge.com”, the User name=“Bob”, and the Destination- 
Realm=“NewYork.com”
Route: The request is routed to the “Downstream 2” server.

Example 3: 
The request has no NAI and the Destination-Realm=“Boston.com”
Route: The request is routed to the “Downstream 3” server.

Example 4: 
The request has no NAI and the Destination-Realm=“Cambridge.com”
Route: The request is routed to the “Downstream 4” server.

Example 5: 
The request has no NAI, the Destination-Realm=“Cambridge.com”, and the Username= 
“Bob”
Route: The request is routed to the “Downstream 2” server.

Note that if the IMS AAA Server receives a request for a realm not listed in the Self 
Names field, it will attempt to find a matching routing rule to determine how to 
route the request. See “Request Routing Rules” on page 143.

To access the server Local Identification dialogs:

Select Local Network Element > Identification. 

The Identification dialog (Figure 20) opens in the content frame area.
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Figure 20:  Local Identification Dialog

To configure the Local Identity:

1. Enter the Origin-Host name of the server in the Host Name (Origin-Host) field. 

This is the name by which other network elements refer to the IMS AAA Server 
(Origin-Host, Destination-Host).

2. Enter the name of the realm or network in which the server resides in the 
Realm Name (Origin-Realm) field. 

This is the realm in which other network elements consider this server to be 
(Origin-Realm, Destination-Realm).

3. Click Apply in the toolbar area to save the configuration.

To configure the Local Addresses:

1. Click New in the Local Addresses area.

The New Local Address dialog opens (Figure 21).

NOTE: The identity of the Juniper Networks IMS AAA Server is pre-configured with 
the Origin-Host=your-host.your-realm.net and the Origin-Realm=your-realm.net. 
The first step in configuring the server is to reconfigure these settings for your 
network environment. 
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Figure 21:  New Local Address Dialog 

2. Enter the IP Address of the server in the IP Address field. 

3. To use IPv6 addressing, enable the Use IPv6 Networking checkbox, otherwise 
leave it disabled for IPv4 addressing. 

4. Click OK.

To configure the server Self Names: 

1. In the Self Names area click New.

The New Local Realm Name dialog opens (Figure 22).

Figure 22:  New Local Realm Name

2. Enter the realm name in the Name field and click OK.

The new realm name is added to the list of realm names under Self Names. 

Deleting a Local Address

To delete a local address:

1. Select the local address and click Delete.

You are prompted to confirm the delete. 

2. Click Yes to delete the address or No to cancel the delete. 

NOTE: The IMS AAA Server does not support an embedded IPv4 address as an 
IPv6 address. 
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Deleting a Local Realm Name

To delete an existing local realm name:

1. Select the realm name from the list of Realm Names in the Self Names area 
and click Delete. 

You are prompted to confirm the delete. 

2. Click Yes to delete the realm name or No to cancel the delete.

Configuring Diameter and RADIUS Message Transport

From the point of view of other network elements, the IMS AAA Server acts as a 
Diameter and RADIUS network element. Therefore, the local transport 
configuration includes settings for both RADIUS and Diameter. 

Configuring the Diameter Message Transport 

If your network environment uses the Diameter protocol, you must configure the 
Diameter message transport on the server. If your environment does not use 
Diameter, you do not need to configure this feature. 

To configure Diameter message transport:

1. Select Local Network Element > Diameter Configuration. 

The content frame displays the current configuration for Diameter Transports 
(Figure 23).

Figure 23:  Main Diameter Transport Configuration Dialog 

2. Click New.

The New Diameter Transport dialog opens (Figure 24).
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Figure 24:  New Diameter Transport Dialog

3. Enter a Name for the transport in the Name field. 

4. Enter the port number the server uses for Diameter messages in the Port field.

5. Use the Protocol pulldown to select either SCTP or TCP as the transport protocol 
for Diameter messages.

6. Enable the Use IPv6 Networking checkbox to use IPv6 formatting or leave it 
disabled to use IPv4 formatting.

7. Click OK to save the new transport configuration.

Editing the Diameter Message Transport Configuration

To edit an existing Diameter transport configuration:

1. Select the transport entry you wish to edit and click Edit. The Edit Diameter 
Transport dialog opens.

This dialog is the same as Figure 24 on page 60.

2. Edit the desired fields for the transport and click OK to save the edited 
configuration.

Deleting the Diameter Message Transport Configuration

To delete an existing Diameter transport configuration:

1. Select the transport entry you wish to delete and click Delete. 

The Confirm Delete dialog appears.

2. Click Yes to delete the transport entry or No to cancel the operation.

NOTE: The IMS AAA Server does not support embedding an IPv4 address in an 
IPv6 address. 
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Configuring RADIUS Message Transport

If your network environment uses the RADIUS protocol, you must configure the 
RADIUS message transport on the server. If your environment does not use 
RADIUS, you do not need to configure this feature. 

To configure RADIUS message transport:

1. Select Local Network Element > RADIUS Configuration. 

The content frame displays the current configuration for each RADIUS message 
transport (Figure 25).

Figure 25:  Main RADIUS Transport Configuration Dialog 

As Figure 25 shows transport is configured separately for authentication, 
accounting, and dynamic authorization messages. The following procedure 
applies to all three message types. 

2. Select New in either the RADIUS authentication, accounting or dynamic 
authorization transport content frame. The New RADIUS Transport dialog 
opens (Figure 26).
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Figure 26:  New RADIUS Transport Dialog

3. Enter a name for the transport in the Name field.

4. Enter the port number the server uses for the RADIUS message type in the Port 
field.

5. Enable the Use IPv6 Networking checkbox to use IPv6 formatting or leave it 
disabled to use IPv4 formatting.

6. Click OK to save the new RADIUS transport configuration.

7. Repeat steps 1 through 6 for each RADIUS message type.

Editing the RADIUS Message Transport Configuration

To edit an existing RADIUS transport configuration:

1. Select the transport you wish to edit (either authentication, accounting or 
dynamic authorization transport) and click Edit. 

The Edit RADIUS Transport dialog opens. This dialog is the same as Figure 26.

2. Edit the desired fields and click OK to save the edited configuration.

Deleting the RADIUS Message Transport Configuration

To delete an existing RADIUS transport configuration:

1. Select the transport entry you wish to delete (either authentication, accounting 
or dynamic authorization transport) and click Delete. 

The Confirm Delete dialog opens.

2. Click Yes to delete the transport entry, or No to cancel the operation.

NOTE: The IMS AAA Server does not support an embedded IPv4 address as an 
IPv6 address. 
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Using the IMS AAA Server Administrator

This chapter presents an overview of how to use the IMS AAA Server Administrator, 
which is a Java-based application that lets you configure settings for the IMS AAA 
Server. 

This chapter covers the following topics:

“Running the IMS AAA Server Administrator” on page 63

“Logging in to the IMS AAA Server” on page 64

“Navigating in IMS AAA Server Administrator” on page 66

“Administering License Keys” on page 70

“Exiting the IMS AAA Server Administrator” on page 72

Running the IMS AAA Server Administrator

To run the IMS AAA Server Administrator, issue the following command from the 
directory where you installed the package:

#./a3sadmin.sh &

You should get the following response: 

#creating personal settings for user root

launching a3s admin using personal settings in 
/opt/AAA/a3sadmin/com/funk/srv/a3s/data/per-user/root

The IMS AAA Server Administrator Login dialog opens.
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Logging in to the IMS AAA Server

Logging into the IMS AAA Server is a two step process. The first step establishes IP 
connectivity between the Administrator and the IMS AAA Server, and the second 
step establishes a secure tunnel between the Administrator and the IMS AAA Server. 
Communication between the Administrator and the server is encrypted using TLS 
certificate. 

The administration connection is http/s over TCP. The http implementation provides 
access control (by user and group) based on authentication in a TLS tunnel secured 
with a server certificate.

For the TLS protocol, the IMS AAA Server uses only standard, non-anonymous 
cipher suites and requires a server certificate to secure the administrative 
connection. 

When you first start the IMS AAA Server Administrator, you are prompted with the 
Login dialog (Figure 27). 

Figure 27:  Login Dialog

To log into a server:

1. Enter either the IP address or Host Name of the IMS AAA Server you want to 
connect to in the Host field. 

2. Enter the port number defined for communicating with this server in the Port 
field. 

This is the “a3s admin TCP port” you defined when you installed the IMS AAA 
Server package.

NOTE: On some Solaris hosts, you may need to execute xhost to grant permission 
for the IMS AAA Server Administrator to be displayed. If you need to set the 
DISPLAY variable to specify where the IMS AAA Server Administrator will be 
displayed, execute the following commands:

> /bin/sh
> DISPLAY=ipaddress:0.0
> export DISPLAY

where ipaddress is the IP address of your workstation.
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3. Click Login.

The Untrusted Root Authority dialog opens (Figure 28).

Figure 28:  Untrusted Root Authority

4. Select the server. 

To view the IMS AAA Server certificate information click View. (The server 
must be selected in order to view the certificate information).

To permanently trust the server, enable the Permanently trust server 
option. Once this has been enabled, the next time you access the server 
you will be prompted with the User Name and Password dialog.

To proceed to authenticate with the IMS AAA Server click Yes. 

The User Name and Password dialog opens (Figure 29).
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Figure 29:  User Name & Password

When the User Name and Password dialog opens (Figure 29) opens, enter your 
administrator username and password and click Login. Login as root or use a Unix 
account from the group specified during the IMS AAA Server package installation. 
Select the Remember password until exit checkbox to have the IMS AAA Server 
Administrator remember your password for future log ins. However, this may pose a 
security issue if you are not careful about exiting out of your system after your work 
session. This step establishes the secure tunnel between the Administrator and the 
server.

The IMS AAA Server Administrator verifies that the user name you entered is valid. 
If the user name is found, IMS AAA Server Administrator validates the password.

After you log into a server, the main Administrator panel is displayed (Figure 30 on 
page 67).

Navigating in IMS AAA Server Administrator

This section describes how to use the IMS AAA Server Administrator panels, menus, 
dialogs, and toolbar.

Administrator Panels

IMS AAA Server Administrator uses a series of framed windows (panels) to 
configure server settings and display statistics in the IMS AAA Server Administrator. 
Figure 30 illustrates the components of the IMS AAA Server Administrator panel. To 
display a panel, click an entry in the Navigation frame and IMS AAA Server 
Administrator displays the specified panel in the Content frame.

NOTE: The identity of the Juniper Networks IMS AAA Server is pre-configured with 
the Origin-Host=your-host.your-realm.net and the Origin-Realm=your-realm.net. 
The first step in configuring the server is to reconfigure these settings for your 
network environment. Refer to “Configuring the Server Identification” on page 55.
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Figure 30:  IMS AAA Server Administrator Panel Layout

When you first log into the server, the side bar of the Administrator is collapsed. 
Clicking the expansion tool on each panel in the side bar expands the selection and 
displays the sub-panels. Figure 31 shows an expanded main Administrator panel.

Figure 31:  IMS AAA Server Administrator Panel Layout-Expanded View
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Administrator Menus

The main IMS AAA Server Administrator dialog has two menus: File and Help.

File Menu

Table 12 describes the functions of each entry in the File menu of the IMS AAA 
Server Administrator.

Help Menu

Table 13 describes the functions of each entry in the Help menu of the IMS AAA 
Server Administrator.

Administrator Toolbar

After you log into IMS AAA Server, you can use the Toolbar to manipulate IMS AAA 
Server Administrator objects. The buttons on the IMS AAA Server Administrator 
toolbar change when you change panels to provide buttons appropriate for the 
current context.

Figure 32:  IMS AAA Server Administrator Toolbar

Table 12:  File Menu Options 

Menu Entry Function

License Opens the Add a License for Server dialog, which lets you add a license string 
for your IMS AAA Server software. For more information, see “Administering 
License Keys” on page 70.

Login Opens the Login dialog. See “Logging in to the IMS AAA Server” on page 64.

Logout Logs you out of the server.

Exit Exits the IMS AAA Server Administrator. 

Table 13:  Help Menu Options 

Menu Entry Function

About  Displays the About IMS AAA Server dialog, which lists version information for 
the Administrator.
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Administrator Dialogs

This section summarizes how to use IMS AAA Server Administrator dialogs and 
controls.

Adding a new Entry

To add an entry to the IMS AAA Server database, open the appropriate panel and 
click Add on the Toolbar or in the Context frame. The IMS AAA Server Administrator 
displays the Add dialog. Figure 33 shows a sample Add dialog.

Figure 33:  Sample Add Dialog

Enter your desired information and click OK to save the entry in the database.

Table 14:  IMS AAA Server Administrator Toolbar 

Toolbar Button Function

Refresh Refreshes the displayed list of items in the IMS AAA Server Administrator 
dialog.

Apply If available for the Content frame, this applies any changes you have made to 
the current settings.

Reset If available for the Content frame, discards any changes you have made to 
the current settings.

NOTE: Every object of the same type must have a unique name. If the name you 
assign to an item is already being used by another item of the same type, the IMS 
AAA Server Administrator displays the following warning:
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Editing an Entry

To edit an existing entry in the IMS AAA Server database, open the appropriate 
panel and double-click the item or select the item and click Edit. The IMS AAA 
Server Administrator displays the settings for the item you selected in an Edit dialog 
(Figure 34). The OK button remains disabled until the contents of a field in the Edit 
dialog changes.

Figure 34:  Sample Edit Dialog

Resizing Columns

You can resize columns in an Administrator table by dragging the column header 
boundary to the left or right. 

Administering License Keys

Adding a New License Key

Depending upon your purchasing arrangements, your IMS AAA Server software 
may require a new license key at some point after its initial installation.

If you are provided with a new license key, you can add the key to an existing IMS 
AAA Server installation as follows:

1. Start the IMS AAA Server Administrator and connect to your IMS AAA Server.

2. Select File > License.

The License Keys dialog (Figure 35) appears displaying any existing license 
keys.
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Figure 35:  License Keys Dialog

3. Click Add. 

The Add New License dialog appears (Figure 36).

Figure 36:  Add New License Dialog

4. Type in the new license key and click OK.

The license key is added to the list of license keys.

If the license key you have entered is invalid, the server displays an error 
message. If this occurs, click OK in the message window and enter the correct 
license key. 

5. If you are finished entering licenses, click Done, or go back to Step 3 to add 
another license key.

Removing a License Key

To remove a license key from the server:

1. Select the license key you want to remove from the list of licenses in the 
License Keys dialog (Figure 35). 

2. Click Remove.

You are prompted to confirm the delete.

3. Click Yes to delete the license key, or No to cancel the operation.
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Exiting the IMS AAA Server Administrator

To exit the IMS AAA Server Administrator, choose File > Exit.
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Administering Remote Network 
Elements

This chapter describes how to administer Diameter and RADIUS Remote Network 
Elements. Some administrative tasks are common to both protocols, and some are 
unique to each protocol. Use Table 15 to navigate to the various administrative tasks 
for Diameter and RADIUS Remote Network Elements.

This chapter covers the following topics:

“Common Administrative Tasks” on page 74

Table 15:  Summary of Administrative Tasks

Task Diameter RADIUS

“Creating and Naming a Diameter or RADIUS Remote 
Network Element” on page 74 ✔ ✔

“Editing a Diameter or RADIUS Remote Network Element 
Description” on page 75 ✔ ✔

“Deleting a Diameter or RADIUS Remote Network 
Element” on page 75 ✔ ✔

“Assigning Functions and Configuring Implicit Routing 
Rules” on page 75 ✔ ✔

“Editing Functions and Implicit Routing Rules” on page 83 ✔ ✔

“Deleting a Function from a Diameter or RADIUS Remote 
Network Element” on page 83 ✔ ✔

“Configuring Diameter Connections” on page 85 ✔ -

“Editing Diameter Connections” on page 89 ✔ -

“Deleting a Diameter Connection” on page 90 ✔ -

“Configuring RADIUS Clients” on page 94 - ✔

“Configuring RADIUS Targets” on page 97 - ✔

“Editing RADIUS Clients” on page 99 - ✔

“Editing RADIUS Targets” on page 100 - ✔

“Deleting RADIUS Clients” on page 101 - ✔

“Deleting RADIUS Targets” on page 101 - ✔
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“Administering Diameter Remote Network Elements” on page 84

“Administering RADIUS Remote Network Elements” on page 90

Common Administrative Tasks

This section describes administrative tasks that are common to both Diameter and 
RADIUS Remote Network Elements.

To navigate to the Remote Network Elements dialog select Remote Network 
Elements, and then select either Diameter Elements or RADIUS Elements. The 
main dialog for Diameter Remote Network Elements is shown in Figure 37.

Figure 37:  Remote Network Elements Dialog

From this dialog you can:

Add a New Diameter or RADIUS Remote Network Element.

Edit an Diameter or RADIUS Remote Network Element.

Delete an existing Diameter or RADIUS Remote Network Element.

Refresh the list of Diameter or RADIUS Remote Network Elements.

Creating and Naming a Diameter or RADIUS Remote Network Element

To create a new Diameter or RADIUS Remote Network Element:

1. From the main IMS AAA Server Administrator menu, navigate to either:

Remote Network Elements > Diameter Elements

Remote Network Elements > RADIUS Elements

2. Click New from the main Diameter or RADIUS Network Elements dialog. 
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3. Enter the name by which others will refer to this network element in the Name 
field.

Optionally, enter a description for the network element in the Description 
field. The description you associate with a network element is not used 
during processing.

4. Click OK to save the network element. 

Editing a Diameter or RADIUS Remote Network Element Description

To edit the description of a Diameter or RADIUS Network Element:

1. From the main Diameter Network Elements dialog (Figure 37 on page 74), 
select the Remote Network Element you want to edit and click Edit.

2. Edit the Description field by highlighting the entire field and typing in the new 
description.

3. Click OK to save the edited description.

Deleting a Diameter or RADIUS Remote Network Element
1. From the main Diameter Network Elements or RADIUS Network Elements 

dialog, select the Network Element you want to delete and click Delete. 

You are prompted with a Confirm Delete dialog.

2. Click Yes to delete the network element, or No to cancel the operation.

Assigning Functions and Configuring Implicit Routing Rules

This section describes how to assign functions to a Diameter or RADIUS Remote 
Network Element. Certain functions require you to configure implicit routing rules 
when you assign the function to the network element. This section also provides an 
overview of the implicit routing rules. 

Functions Supported in the IMS AAA Server

Table 16 provides a description of each functions supported by the IMS AAA Server 
and specifies whether the function is supported in Diameter, RADIUS, or both.
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Table 16:   Functions Supported in the IMS AAA Server 

Function Description Diameter RADIUS

WLAN The WLAN Access Network function is a source of 
authentication, authorization and accounting for the 
Direct IP service provided by the WLAN infrastructure. 

✔ ✔

Downstream This function is assigned to other 3GPP AAA servers to 
which this server may forward (proxy) requests. 

For example, the HSS may indicate the request needs to 
be redirected to another 3GPP AAA Server; in which case 
the local IMS AAA Server must proxy the request to the 
remote 3GPP AAA server. This remote 3GPP server would 
be assigned the Downstream function. Another example 
would be when a subscriber’s identity or realm decoration 
indicates roaming, and the IMS AAA Server may need to 
proxy the request to another 3GPP AAA server outside the 
HPLMN.

✔ ✔

HSS The Home Subscriber Server is a Diameter-based 
subscriber and policy database used in 3GPP networks 
that implement IMS R6 or later.  The IMS AAA Server 
downloads and caches both user credentials and service 
subscription data (profile data) from the HSS.  In addition, 
the IMS AAA Server coordinates with other 3GPP AAA 
servers via a registration mechanism in the HSS.  The first 
3GPP AAA server that authenticates a particular 
subscriber is registered as the “responsible” server in the 
HSS.  Any subsequent authentications for that subscriber 
will be redirected to the “responsible” server, as long as it 
remains registered. After the subscriber has left the 
network, the registration may be purged by the 3GPP AAA 
server or the HSS, meaning it is no longer responsible and 
the next server to authenticate this subscriber may take 
over.  The reference point between IMS AAA Server (3GPP 
AAA server), and the HSS is Wx, and it is defined only in 
terms of Diameter.  Hence, the HSS function is not 
available for RADIUS network elements.

✔ -

PDG The Packet Data Gateway performs authentications and 
authorizations of tunnel requests, when tunneled IP 
service (3GPP IP Service) is being provided. The 
authorization processing of these requests is different 
from requests received from WLAN AN devices, because a 
different 3GPP service is used.  However, the rest of the 
processing is very similar to WLAN AN.  This function 
exists only for Diameter network elements, because no 
RADIUS protocol binding for the reference point (Wm) is 
defined.

✔ -

CDF The Charging Data Function is the accounting server for 
offline charging.  Also known as Charging Collection 
Function, this function receives all chargeable event 
records from the IMS AAA Server and other network 
elements. 

✔ -
Common Administrative Tasks



Chapter 6:  Administering Remote Network Elements
To assign functions to a Diameter or RADIUS Remote Network Element, select the 
function from the predefined list in the IMS AAA Server Administrator. Most 
functions require no further configuration. However, certain functions require you to 
configure implicit routing rules when you assign the function. For instance, when 
you assign the HSS function to a Diameter Remote Network Element, you need to 
specify which subscribers are served by the HSS. This is done by assigning the HSS 
function and configuring the implicit routing in the function configuration. 

Upstream The Upstream function represents another 3GPP AAA 
Server, such as another Juniper IMS AAA Server, or other 
vendor’s AAA server, communicating over the Diameter 
protocol. This server proxies, or redirects requests to this 
local IMS AAA Server. 

These requests may be of the form usually received from 
WLAN AN or PDG in the local network, but they are 
actually proxied from some remote network.  In this 
scenario, the exact WLAN AN or PDG the request 
originated from might not be known to this local IMS AAA 
Server.

For example, if a roaming subscriber is receiving the 
3GPP IP service provided by a visited network, the 
VPLMN might proxy the authentication received from the 
PDG to the HPLMN’s IMS AAA Server.  The IMS AAA 
Server in the HPLMN would not know the actual PDG, but 
it would still be expected to authorize the access (roaming 
access in this case). 

✔ -

AAA Cluster 
Peer

This function is assigned to AAA servers that are operating 
in a cluster with the local server. The local server may 
forward requests to this AAA server, if the peer can 
process the request more efficiently.

✔ -

WAG The WLAN Access Gateway implements an enforcement 
function.  During authorization, the IMS AAA Server 
pushes routing policy information for the subscriber’s 
current service to the WAG, which will then enforce this 
routing policy. 

This is only used for WLAN 3GPP (tunneled) IP Access 
service.

✔ -

SRC Policy server sending service activation and deactivation 
requests. See “Enabling Dynamic Authorization for 
Routers” on page 191 for more information.

✔ -

Table 16:   Functions Supported in the IMS AAA Server  (continued)

Function Description Diameter RADIUS

NOTE: You can configure only one element of the SRC network for the SRC 
function.

NOTE: If you assigned the SRC function, the server does not start listening for 
incoming RADIUS request until you establish at least one SRC connection in a 
network element.
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Implicit Routing Rules

Implicit routing is based on subscriber identity or realm, except for the WAG 
function. In 3GPP WLAN networks, the subscriber identity is the IMSI (International 
Mobile Subscriber Identity) of the mobile device. 

Table 17 shows the functions that use implicit routing rules, and the type of routing 
rules used by each function. 

Table 17:  Functions That Use Implicit Routing Rules

IMSI Prefix Routing-Allows you to specify which IMSI prefix numbers are 
associated with the remote peer (function). For example, entering 3000 for the IMSI 
prefix routing for an HSS, instructs the IMS AAA Server to use this HSS for all 
requests that have an IMSI beginning with 3000. Optionally, you can instruct the 
server to route all local subscribers to this HSS by selecting the Default route for all 
local users option. 

Realm Routing-Allows you to specify which realms are routed to the remote peer 
(function). When a request is received, the server examines the NAI decoration to 
determine the realm to which the request should be routed. If the request does not 
contain an NAI decoration, the Destination-Realm in the request is used; this 
applies to Diameter requests only. For example, if you entered XYZ.com under the 
realm routing rule for an HSS function, the IMS AAA Server would retrieve 
subscriber credentials from this HSS for processing any requests with an NAI 
decoration that includes XYZ.com. Optionally, you could use the HSS for processing 
all requests from all realms by selecting the Default route for all users from all 
realms option.

Origin-Host Routing-(Used for WAG function only) Allows you to specify which 
PDG’s Origin-Host names have their requests routed to the remote peer. Optionally, 
requests from any PDG’s Origin-Host can be routed to the remote peer by selecting 
the Default route for all origin host option.

Origin-Realm Routing-(Used for WAG function only) Allows you to specify which 
PDG’s Origin-Realm names have their requests routed to the remote peer. 
Optionally, requests from any PDG’s Origin-Realm can be routed to the remote peer 
by selecting the Default route for all origin realm option.

Implicit Routing Rule Priorities

The server uses the following priorities to process implicit routing rules:

1. IMSI

2. Realm

Function IMSI Prefix 
Routing

Realm Routing Origin-Host 
Routing

Origin-Realm 
Routing

HSS ✔ ✔ - -

CDF ✔ ✔ - -

Downstream - ✔ - -

WAG - - ✔ ✔
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3. Default IMSI route (default route for local users)

4. Default Realm route (default route for all users from all realms)

For example, if both IMSI and realm routing rules are defined for the function, IMSI 
routing rules take priority over realm routing rules. 

For more information on routing rules see “Request Routing Rules” on page 143.

Assigning Functions to a Remote Network Element

To assign a function to a Diameter or RADIUS Remote Network Element: 

1. From the main Diameter or RADIUS Network Element dialog, click New next to 
the Functions Assigned list. 

The server displays the list of functions supported by the Diameter or RADIUS 
Network Element. Figure 38 shows a sample dialog for Diameter Network 
Elements.

Figure 38:  Sample Functions Dialog

2. Select the desired function and click Next. 

A dialog opens that displays a brief description of the function and a 
Description field. If the function supports implicit routing, the respective 
configuration tabs will also be shown in the dialog. Figure 39 shows an example 
dialog for the HSS function. 

NOTE: Any Explicit routing rules defined for a function, take priority over Implicit 
routing rules.
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Figure 39:  Sample Assign Function Dialog for Function=HSS

For functions that do not support implicit routing, proceed to step 3. For 
functions that do support implicit routing proceed to “Configuring Implicit 
Routing Rules” on page 80.

3. Enter a description for the function in the Description field.

4. Click Finish.

The function is added to the Functions Assigned list.

5. Click OK to save the configuration.

Configuring Implicit Routing Rules

The following section describes how to configure the various types of implicit 
routing rules including:

“Configuring IMSI Routing Rules” on page 80

“Configuring Realm Routing Rules” on page 81

“Configuring Origin-Host Routing Rules (WAG Function only)” on page 82

“Configuring Origin-Realm Routing Rules (WAG Function only)” on page 82

Configuring IMSI Routing Rules

To configure IMSI Routing rules:

1. Select the IMSI Routing tab.

Select New from the IMSI Routing tab. 
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The New IMSI Prefix Routing Rule dialog is displayed (Figure 40). 

or

Select the Default route for local users option. This option specifies that all 
local subscribers use this function. If you select this option, proceed to step 
3.

Figure 40:  New IMSI Prefix Routing Rule Dialog

2. Enter the IMSI prefix and click OK. 

The IMSI prefix is added to the list of IMSI prefixes. 

3. Click Finish.

The function is added to the Functions Assigned list.

4. Click OK to save the configuration.

Configuring Realm Routing Rules

To configure Realm Routing rules:

1. Select the Realm Routing tab. 

Select New from the Realm Routing tab. 

The New Realm Routing Rule dialog opens (Figure 41).

or

Select the Default route for all users from all realms option. This option 
specifies that requests from all realms be routed to the remote peer. If you 
select this option, proceed to step 3. 

Figure 41:  New Realm Routing Rule dialog
Common Administrative Tasks 81



IMS AAA Server 1.1 Administration Guide

82
2. Enter the Realm name you want routed to the function and click OK. 

The realm name is added to the list of Realms. 

3. Click Finish.

The function is added to the Functions Assigned list.

4. Click OK to save the configuration.

Configuring Origin-Host Routing Rules (WAG Function only)

If you selected the WAG function, use the following steps to configure the 
Origin-Host routing rules: 

1. Select the Origin-Host Routing tab. 

Select New from the Origin-Host Routing tab. 

The New Origin-Host Routing Rule dialog opens (Figure 42).

or

Select the Default routing rule for all Origin-Host option. This option 
specifies that requests from any Origin-Host be routed to the remote 
function. If you select this option, proceed to step 3.

Figure 42:  New Origin-Host Routing Rule Dialog

2. Enter the Origin-Host you want routed to the function and click OK. 

The Origin-Host is added to the list of Origin-Hosts. 

3. Click Finish.

The function is added to the Functions Assigned list.

4. Click OK to save the configuration.

Configuring Origin-Realm Routing Rules (WAG Function only)

If you selected the WAG function, use the following steps to configure the 
Origin-Realm routing rules: 

1. Select the Origin-Realm Routing tab. 

Select New from the Origin-Realm Routing tab. 

The New Origin-Realm Routing Rule dialog opens (Figure 43).
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or

Select the Default routing rule for all Origin-Realm option. This option 
specifies that requests from any realm be routed to the remote function. If 
you select this option, proceed to step 3.

Figure 43:  New Origin-Realm Routing Rule Dialog

2. Enter the Origin-Realm you want routed to the function and click OK. 

The Origin-Realm is added to the list of Origin-Realms. 

3. Click Finish.

The function is added to the Functions Assigned list.

4. Click OK to save the configuration.

Editing Functions and Implicit Routing Rules
1. From the main Diameter Network Elements or RADIUS Network Elements 

dialog, select the Remote Network Element you want to edit and click Edit.

2. Select the function from the Functions Assigned list and click Edit. 

The edit dialog for the particular function opens. 

3. Make the desired changes by following the steps in “Assigning Functions and 
Configuring Implicit Routing Rules” on page 75. 

4. Click OK to save the edited function. 

5. Click OK to save the Remote Network Element.

Deleting a Function from a Diameter or RADIUS Remote Network Element
1. From the main Diameter Network Elements or RADIUS Network Elements 

dialog, select the Remote Network Element you want to delete the function 
from and click Edit. 

2. Select the function you want to delete from the Functions Assigned list and 
click Delete. 

The function is deleted from the Functions Assigned list.

3. Click OK.
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Administering Diameter Remote Network Elements

This section describes administrative tasks specific to Diameter Remote Network 
Elements.

To access the Diameter Remote Network Elements panel select Remote Network 
Elements > Diameter Elements. Select the network element you want to 
administer, or see “Creating and Naming a Diameter or RADIUS Remote Network 
Element” on page 74. 

Figure 44 shows the main Diameter Network Element dialog. 

Figure 44:  New Diameter Network Element Dialog

Notice that the dialog is divided into three sections:

Name and Description

Diameter Connections

Functions
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The basic steps to configuring a Diameter Remote Network Element include: 

Creating and Naming the Diameter Network Element. See “Creating and 
Naming a Diameter or RADIUS Remote Network Element” on page 74.

Configuring the Diameter connections. See “Configuring Diameter 
Connections” on page 85. 

Assigning the function(s) to the Diameter Network Element. See “Assigning 
Functions and Configuring Implicit Routing Rules” on page 75.

Configuring Diameter Connections

Because the Diameter protocol is by its nature peer-to-peer, both incoming and 
outgoing requests use the same connection. The IMS AAA Server Administrator lets 
you configure an ordered collection of connections to the remote peers that make 
up the Remote Network Element. All of these remote peers are considered to be the 
same network element.  For example, a multi-homed server that presents a 
different Origin-Host for each of its network connections could be represented as a 
network element consisting of multiple Diameter peers (connections). 

Table 18 summarizes the parameters for configuring Diameter connections. 

Table 18:  Diameter Connection Parameters 

Field Description

Name The name of the Diameter connection in the IMS AAA 
Server.

Description A description of the connection (optional). The 
description you associate with a connection is not 
used during processing.

Host Name The Origin-Host name of the remote peer.

Require Source IP Match for 
Connection

This option determines if the source IP address of a 
connection attempt must match one of the configured 
IP addresses used to connect to this peer.  If this is not 
selected, traffic will be accepted from any IP address 
as long as the client presents the correct host name 
during the capabilities exchange.  This functionality 
allows other peers to exist behind NAT devices. 

IP Address The IP address used for connection.

NOTE: The IMS AAA Server does not support an 
embedded IPv4 address as an IPv6 address.

Use IPv6 Networking Enable this option if you are using IPv6 addressing. 
Leave it disabled if you are using IPv4 addressing.

Port The port number the remote peer uses for Diameter 
messages.

Active If this option is selected, the server periodically 
attempts to connect (or reconnect after a connection 
has failed) to the remote peer. If this option is not 
selected, a connection is established only after the 
remote peer actively connects to this server.
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To configure a Diameter connection:

1. Click New from the New Diameter Network Element dialog. 

The New Diameter Connection dialog opens (Figure 45).

TCP / SCTP Selects the protocol used to carry Diameter messages 
to the remote peer. 

If set to TCP, Diameter messages are sent using TCP. 

If set to SCTP (Stream Control Transmission Protocol) 
Diameter messages are sent using SCTP. This allows 
you to use multiple IP address for a Diameter 
connection. When the remote peer is running SCTP, 
the IMS AAA Server accepts packets from any of its IP 
addresses (that are defined in the Additional IP 
addresses field).

Additional IP addresses An ordered set of IP addresses to use for a multi-link 
connection, in addition to the IP address specified in 
the “IP Address” field. This feature can only be 
enabled when using SCTP.

Table 18:  Diameter Connection Parameters  (continued)

Field Description
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Figure 45:  New Diameter Connection Dialog

2. Enter a name for the connection in the Name field.

Optionally, enter a description for the connection in the Description field. 
The description is not used during processing.
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3. Enter the Origin-Host name of the remote peer in the Host Name (Origin-Host) 
field.

Optionally you may select the Require source IP match for connection 
option.

4. Enter the IPv4 address or IPv6 address of the remote peer in the IP Address 
field.

Enable the Use IPv6 Networking checkbox if the IP address is IPv6. Leave 
this option disabled for IPv4 addressing.

5. Enter the port number the remote peer uses for Diameter messages in the Port 
field.

6. Enable the Active checkbox if you want the server to actively try to connect to 
the remote peer. 

7. Select either SCTP or TCP as the protocol used to carry the Diameter messages.

If the remote peer uses TCP, go to Step 8.

If the remote peer uses SCTP (default), you can click New next to the list of 
Additional addresses for the multi-link, to add an ordered set of IP 
addresses used for the multi-link connection (in addition to the IP address 
specified in the IP Address field).

8. Click OK to save the connection. 

The connection is now displayed in the Diameter Connections list.

Repeat these steps for each Diameter connection.

Round Robin and Primary/Backup

The Round Robin and Primary/Backup features are also configured in the New 
Diameter Network Element dialog. To use either of these features, you must have 
multiple Diameter connections configured to the Remote Network Element. For a 
description on the features see “Round Robin and Primary/Backup” on page 39.

1. From the New Diameter Network Element dialog, select either Round Robin or 
Primary/Backup. 

2. Define the order of the Diameter connections by selecting each connection and 
using the Up/Down arrows. 

3. Click OK to save the configuration.

NOTE: The IMS AAA Server does not support an embedded IPv4 address as an 
IPv6 address. 
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Editing Diameter Connections

You can edit the Diameter connection configuration, or you can edit the order of 
the connections.

Editing the Diameter Connection Configuration

For details on a specific parameter, refer to the previous sections.

1. From the main Diameter Network Elements dialog (Figure 37 on page 74), 
select the Remote Network Element you want to edit and click Edit.

2. Select the connection you want to edit from the list of Diameter connections 
and click Edit. 

The Edit Diameter Connection dialog opens (Figure 46):

Figure 46:  Edit Diameter Connection Dialog

3. All fields can be edited except for the connection name. Edit the desired fields 
and click OK.

4. Click OK to save the edited connection. 

5. Click OK to save the edited Remote Network Element.
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Editing the Round Robin or Primary/Backup Configuration and 
Re-ordering the Diameter Connections
1. From the New Diameter Network Element dialog, select either Round Robin or 

Primary/Backup. 

Optionally, re-order the Diameter connections by selecting each connection 
and using the Up/Down arrows. 

2. Click OK to save the configuration.

Deleting a Diameter Connection
1. From the main Diameter Network Elements dialog (Figure 37 on page 74), 

select the network element you want to delete the connection from and click 
Edit. 

2. Select the connection from the list of Diameter Connections and click Delete.

3. Click OK.

Administering RADIUS Remote Network Elements

This section describes administrative tasks specific to RADIUS Remote Network 
Elements. 

As discussed in “RADIUS Configuration Overview” on page 43, RADIUS Remote 
Network Elements are split into two parts, an upstream portion and a downstream 
portion. Configuring the communication to the RADIUS Remote Network Element 
consists of configuring of clients and targets. Table 19 summarizes the parameters 
that must be configured for the upstream and downstream configurations.

The functions that can be assigned to a RADIUS Remote Network Element depend 
on whether you are configuring the upstream or downstream portion of the 
Network Element. The following functions are supported:

WLAN—this function can be assigned in the upstream configuration of the 
Remote Network Element. No configuration is required for this function. 

Downstream—this function can be assigned in the downstream 
configuration of the Remote Network Element, and requires implicit 
routing to be configured. 

Table 19:  RADIUS Client and Target Configuration Parameters

Upstream or 
Downstream 
Configuration

Target or Client IP Address 
& format

UDP Port 
Number

Shared 
Secret

Upstream
Authentication & Accounting Client ✔ - ✔

Dynamic Authorization Target ✔ ✔ ✔

Downstream
Authentication Target ✔ ✔ ✔

Dynamic Authorization Client ✔ - ✔
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For a description of these functions and instructions on how to assign them to the 
RADIUS Remote Network Element see “Assigning Functions and Configuring 
Implicit Routing Rules” on page 75.

Figure 47 summarizes the configuration of a RADIUS Remote Network Element.

Figure 47:  Summary of RADIUS Remote Network Element Configuration

To access the RADIUS Remote Network Element panel select Remote Network 
Elements > RADIUS Elements. Select the network element you want to 
administer, or see “Creating and Naming a Diameter or RADIUS Remote Network 
Element” on page 74.

Figure 48 shows the dialog for the upstream configuration of the RADIUS Network 
Element. 
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Figure 48:  Dialog for Upstream Configuration of the RADIUS Network Element 

Notice that the dialog for the upstream configuration is divided into four sections:

Name and Description 

Upstream configuration tab including:

Authentication and Accounting Client configuration tab

Dynamic Authorization Target configuration tab

Function assignment area 

Figure 49 shows the dialog for the downstream configuration of the RADIUS 
Network Element. 
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Figure 49:  Dialog for Downstream Configuration of the RADIUS Network Element 

Notice that the dialog for the downstream configuration is divided into four 
sections:

Name and Description

Downstream configuration tabs including:

Authentication Target configuration tab

Dynamic Authorization Client configuration tab

Notice that in Figure 49, the dialog being displayed is for a downstream 
RADIUS target. As such, the Round Robin and Primary/Back features 
are present, along with the other parameters used to manage multiple 
targets to a RADIUS Remote Network Element. 

Function assignment area
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The basic steps to configuring a RADIUS Remote Network Element include:

Creating and naming the RADIUS Network Element. See “Creating and 
Naming a Diameter or RADIUS Remote Network Element” on page 74. 

“Configuring RADIUS Clients” on page 94.

“Configuring RADIUS Targets” on page 97.

Assigning the function to the network element. See “Assigning Functions 
and Configuring Implicit Routing Rules” on page 75.

Configuring RADIUS Clients

For each RADIUS client, you must configure an unordered collection of RADIUS 
sources, which represent the RADIUS clients, from which to accept packets. All of 
these RADIUS clients will be considered to be the same network element. For 
example, a server farm of RADIUS proxies may be considered one network 
element, if they are all interchangeable. The RADIUS client configuration 
parameters are shown in Table 20. 

NOTE: Notice that in both the RADIUS upstream and downstream configuration 
dialogs, the Make/Model is Standard Radius. The IMS AAA Server uses only 
standard RADIUS attributes.

Table 20:   RADIUS Clients Configuration Parameters

Field Description

Client Name The Name by which other devices know this client.

Client (source) IP address IPv4 address or IPv6 address from which packets will be 
accepted.

NOTE: The IMS AAA Server does not support an embedded IPv4 
address as an IPv6 address. 

Use IPv6 Networking Enable this option if you are using IPv6 addressing. Leave it 
disabled if you are using IPv4 addressing.

Client shared secret Used to decrypt incoming requests

Unmask For privacy, asterisks are echoed as you type the shared secret. 
Enable this option to display the characters in the shared secret 
field.

Use different shared secret 
for Accounting

By default, IMS AAA Server uses the same shared secret for 
authentication and accounting. If you want the client to use 
different shared secrets for authentication and accounting, 
enable this option and enter an accounting shared secret for the 
client.
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The following procedure applies to clients for both the upstream and downstream 
portions of the RADIUS Remote Network Element.

To configure a RADIUS client:

1. From either the upstream or downstream tab, select the client tab and click 
New. 

The New Client dialog opens. As an example, Figure 50 shows the 
Authentication and Accounting Client dialog for the upstream portion of the 
RADIUS Remote Network Element. 

Figure 50:  New RADIUS Authentication and Accounting Client Dialog

2. Enter the name by which other network elements refer to the client in the 
Name field.

Although you can assign any name to the client, you should use the device's IP 
address or DNS host name to avoid confusion. 

3. Optionally, enter a description for the client in the Description field.

The description you associate with the client is not used during processing.

4. Enter the IPv4 address or IPv6 address of the client in the IP Address field.

Enable the Use IPv6 Networking checkbox if the IP address is IPv6. Leave 
this option disabled for IPv4 addressing.

5. Enter the client shared secret in the Shared Secret field.

NOTE: The IMS AAA Server does not support an embedded IPv4 address as an 
IPv6 address. 
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For privacy, asterisks are echoed as you type. Enable the Unmask option to 
display the characters in the shared secret field.

6. By default, IMS AAA Server uses the same shared secret for authentication and 
accounting. If you want the client to use different shared secrets for 
authentication and accounting, specify an accounting shared secret for the 
client by enabling the Use different shared secret for accounting option and 
clicking Edit.. 

7. When the Accounting Shared Secret dialog (Figure 51) opens, enter the 
accounting shared secret. 

Figure 51:  Accounting Shared Secret Dialog

For privacy, asterisks are echoed as you type. Enable the Unmask option to 
display the characters in the shared secret field.

8. Click OK to save the accounting shared secret.

9. Click OK to save the RADIUS client configuration.

Repeat the above steps for each client.

NOTE: After you complete configuration of the authentication shared secret on the 
server side, you must enter the same authentication shared secret on the client 
device. 

NOTE: Accounting shared secrets are only supported on upstream Authentication 
and Accounting Clients, not on downstream Dynamic Authorization Clients. 

NOTE: You must enter the same accounting shared secret on the client device. 
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Configuring RADIUS Targets

For each RADIUS target, you must configure an ordered collection of RADIUS targets. 
The RADIUS target configuration parameters are shown in Table 21.

The following procedure applies to targets for both the upstream and downstream 
portions of the RADIUS Remote Network Element.

To configure a RADIUS target:

1. From either the upstream or downstream tab, select the target tab and click 
New. 

The New Target dialog opens (Figure 52). 

Figure 52:  New RADIUS Target Dialog

2. Enter the name by which other network elements refer to this target in the 
Name field.

Although you can assign any name to the target, you should use the target's IP 
address or DNS host name to avoid confusion. 

Table 21:  RADIUS Target Configuration Parameters 

Field Description

Target Name The Name by which other devices know this target (WLAN)

Target IP address IPv4 address or IPv6 address to which packets will be sent.

NOTE: The IMS AAA Server does not support an embedded 
IPv4 address as an IPv6 address. 

Use IPv6 Networking Enable this option if you are using IPv6 addressing. Leave it 
disabled if you are using IPv4 addressing.

Target shared secret Used to encrypt outgoing requests

Unmask For privacy, asterisks are echoed as you type the shared secret. 
Enable this option to display the characters in the shared secret 
field.

Target port number UDP port number.
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3. Optionally, enter a description of the target in the Description field.

The description you associate with the target is not used during processing.

4. Enter the IPv4 address or IPv6 address of the target in the IP Address field.

Enable the Use IPv6 Networking checkbox if the IP address is IPv6. Leave 
this option disabled for IPv4 addressing.

5. Enter the target shared secret in the Shared Secret field.

For privacy, asterisks are echoed as you type. Enable the Unmask option to 
display the characters in the shared secret field.

6. Enter the UDP port number.

7. Click OK to save the configuration of the RADIUS target.

Configuring the Round Robin or Primary/Backup Features for RADIUS 
Targets

As mentioned in “Round Robin and Primary/Backup” on page 39, the Round Robin 
and Primary/Backup features manage how the server sends messages over multiple 
targets or paths to the Remote Network Element. When multiple RADIUS targets 
are defined, you need to configure their order. The order specifies the order in 
which messages are sent to the Remote Network Element. 

To configure Round Robin and Primary/Backup: 

1. From either the RADIUS upstream or downstream tab, select the Target tab. 

2. Select either the Round Robin or Primary/Backup option. 

3. Define the order of the RADIUS targets by selecting each target and using the 
the Up/Down arrows. 

4. Click OK to save the configuration.

Configuring the Retry and Fast Fail Policies for the RADIUS Target

To configure the Retry Policy for the target:

1. From either the RADIUS upstream or downstream tab, select the Target tab.

2. Enter a number in the Maximum Attempts field. This field specifies the 
maximum number of times a message is retransmitted if an acknowledgment 
from the target is not received; if the Maximum Attempts is exhausted, then the 
original request is rejected.

3. Enter a number in the Delay Between Attempts field. This is the number of 
seconds the server will wait between attempts. 

NOTE: The IMS AAA Server does not support an embedded IPv4 address as an 
IPv6 address. 
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To configure the Fast Fail Policy for the target: 

When the server sends a message to a target, it expects to receive a reply. If the 
server does not receive the reply within the time-frame specified by the fast fail 
policy, it goes into fast fail mode for that target and rejects the request. 

1. Enter a number for the Minimum Attempts field. This is the minimum number 
of times the IMS AAA Server will retransmit a message if an acknowledgment 
from the target is not received; if the Minimum Attempts is exhausted, the 
server places the target in fast fail. 

2. Enter a number in the Minimum Period field. This is the timeout (in seconds) 
before the server goes into fast fail mode for that target.

3. Enter a number for the Reset Delay. This is the timeout (in seconds) after which 
the server goes out of fast fail mode for that target.

4. Click OK to save the configuration.

Editing RADIUS Clients

To edit a RADIUS client:

1. Select the client tab from either the upstream or downstream tab.

2. Select the client you want to edit from the list of clients and click Edit. 

The Edit Client dialog opens. As an example, Figure 53 shows the edit dialog for 
an upstream Authentication and Accounting client. 

Figure 53:  Edit RADIUS Client Dialog

From this dialog you can edit the Description, IP Address, Shared Secret, or 
define a Different Shared Secret for Accounting. You cannot edit the Name 
field. To edit a field, highlight the entire field and type in the new entry. 

For details on editing RADIUS clients, refer to “Configuring RADIUS Clients” on 
page 94. 
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Editing RADIUS Targets

To edit a RADIUS target:

1. Select the target tab from either the upstream or downstream tab.

2. Select the target you want to edit from the list of targets and click Edit. 

The Edit Target dialog opens. Figure 54 shows an example edit dialog for a 
RADIUS target. 

Figure 54:  Edit RADIUS Target Dialog

From this dialog you can edit the Description, IP Address, Shared Secret, or 
the Port. You cannot edit the Name field. To edit a field, highlight the entire 
field and type in the new entry. 

For details on editing RADIUS targets, refer to “Configuring RADIUS Targets” on 
page 97.

Editing the Round Robin or Primary/Backup Configuration and Re-ordering the RADIUS 
Targets

1. From either the RADIUS upstream or downstream tab, select the Target tab. 

2. Select either the Round Robin or Primary/Backup option. 

3. Re-order the RADIUS targets by selecting each target and using the Up/Down 
arrows. 

4. Click OK to save the configuration.

Editing the Retry Policy and the Fast Fail Policy for the Target

For a description of these parameters see “Configuring the Retry and Fast Fail 
Policies for the RADIUS Target” on page 98.

These policies are edited from the RADIUS upstream or downstream target tabs.
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To edit the Retry Policy for the target:

1. Enter a number in the Maximum Attempts field. 

2. Enter a number in the Delay Between Attempts field. 

To edit the Fast Fail Policy for the target: 

1. Enter a number for the Minimum Attempts field. 

2. Enter a number in the Minimum Period field.

3. Enter a number for the Reset Delay. 

4. Click OK to save the configuration.

Deleting RADIUS Clients

To delete a RADIUS client:

1. Select the client tab from either the upstream or downstream tab.

2. Select the client you want to delete from the list of clients and click Delete. 

The client is deleted.

Deleting RADIUS Targets 

To delete a RADIUS target:

1. Select the target tab from either the upstream or downstream tab.

2. Select the target you want to delete from the list of targets and click Delete. 

The target is deleted.
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Chapter 7

Policy

This chapter provides a high level discussion of the IMS AAA Server policy 
capabilities which include being able to define local profiles and profile selection. It 
then provides a functional overview of the IMS AAA Server authentication and 
authorization processes. Finally it presents how to administer policy in the IMS AAA 
Server. 

This chapter covers the following topics:

“About Local Profiles” on page 103

“Attributes and I-WLAN Policies” on page 104

“Profile Selection” on page 109

“Authorization Process” on page 111

“Administering Profiles” on page 114

“Configuring Local Profile Selection” on page 132

About Local Profiles

In 3GPP networks, authorization is based on subscriber data provided by the HSS 
(Home Subscriber Server). The IMS AAA Server can enforce fine-grained policy 
authorization policy by using Local Profiles. 

Local profiles are used in combination with the subscriber profile stored in the HSS 
to provide additional security for authorization. A Local profile is configured in the 
IMS AAA Server Administrator by defining ordered lists of attributes and an I-WLAN 
policy. You can define as many local profiles as you require.

Each profile consists of six configurations, one for each 3GPP WLAN service sce-
nario supported by the IMS AAA Server as shown in Table 22.
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One way a mobile operator might use profiles, would be to create a profile for each 
wireless plan they offer. For example, you might offer a voice only plan, as well as a 
voice and data plan. A profile could be defined for each plan and customized for the 
specific requirements of the 3GPP WLAN access scenarios supported in the plan. 

Attributes and I-WLAN Policies

To create a profile, you configure attribute lists and an I-WLAN policy for each 3GPP 
WLAN service scenario. Attribute lists specify attribute values that are placed in the 
response, and are typically used to provide additional parameters needed to 
complete authorization. The order in which the attributes are placed in the 
response is user-defined. The I-WLAN policy is a list of rules governing 
authorization. 

Attribute Lists

The ordered lists of attributes you can define for each profile in the IMS AAA Server 
provide powerful tools for authorizing subscriber requests.

The IMS AAA Server supports the following authorization attribute lists:

Return list

Copy from downstream list 

Periodic reauthorization

Return List

The attributes to be set in response feature allows you to specify which attributes you 
want set in the response to the client. This feature, always replaces all instances of a 
particular attribute with its locally configured attribute. Only one locally configured 
value of any attribute can exist.

Table 22:  IMS AAA Server Service Scenarios

3GPP WLAN Service Scenarios

Subscriber/IMS AAA Server Location Direct IP Access 3GPP IP Access

IMS AAA Server and the subscriber are in the 
HPLMN

Direct IP Tunneled IP

IMS AAA Server is in the HPLMN and the 
subscriber is in some VPLMN

Direct IP (Home) Tunneled IP (Home)

IMS AAA Server is in the VPLMN and the 
subscriber is in the HLMN

Direct IP (Visited) Tunneled IP (Visited)

NOTE: At minimum, each IMS AAA Server in your network needs to be configured 
with at least one local profile that includes the policy configuration for each 3GPP 
WLAN service scenario the server needs to support. 
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To create an attribute return list, you select the attributes you want to return in the 
response from a predefined list. For each attribute, the IMS AAA Server 
Administrator prompts you to enter values using familiar data types such as string, 
integer, or network address. You then place the attributes in the order in which you 
want them to be sent in the response. 

By including appropriate attributes in the response list, you can create a variety of 
connection policies. For example, specific subscribers can be assigned particular IP 
addresses; IP header compression can be turned on or off; or a time limit can be 
assigned to the connection.

Copy List

The attributes to be copied from downstream feature allows you to specify which 
attributes you want to copy from a downstream server response. This feature 
always adds all instances of a particular attribute from the downstream server 
response to the response sent to the client.

For example, if the IMS AAA Server is in a visited network (VPLMN) being accessed 
by a roaming subscriber. In this case, the subscriber’s home 3GPP AAA server is 
responsible for performing session authorization. When the IMS AAA Server in the 
VPLMN receives the request from the roaming subscriber, it proxies the request to 
the subscriber’s home server (HPLMN). The home server performs the 
authorization and returns the response to the IMS AAA Server in the VPLMN. The 
IMS AAA Server uses the list of attributes to be copied from downstream, to select 
which attributes are copied from the HSS or home server response, and in what 
order they are to be placed in the final response it sends to the WLAN or PDG.

To create an attribute copy list, you select the attributes you want to copy from the 
downstream server response from a predefined list. You do not enter values for the 
attributes; the values are copied from the downstream server response. You then 
place the attributes in the order in which you want them to be sent in the response.

Periodic Reauthorization

The Periodic Reauthorization feature provides a set of attributes that instruct the 
WLAN to initiate reauthorization requests automatically. The IMS AAA Server uses 
two attributes for this instruction: Session-Timeout and Termination-Action. The 
Session-Timeout attribute value is configurable (as the Reauthorization Interval) in 
seconds. This attribute sets the maximum number of seconds of service to be 
provided to the subscriber. The server sends this attribute to the client in the 
response. The value of the Termination-Action attribute instructs the WLAN to 
perform what is necessary after Session-Timeout elapses.

NOTE: Only attributes that are in the original response from the downstream 
server may be copied. If the ordered list includes an attribute that is not in the 
response from the downstream server, the attribute will not be copied in the final 
response to the client. 
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Combining Attribute Lists

You can create any combination of the above attribute authorization lists you 
require. For example, you can configure the profile with both return lists and copy 
lists. This allows the visited IMS AAA Server to add its own level of authorization by 
copying some attributes from the downstream server response, as well as setting 
some attributes in the response. 

Figure 55 illustrates using a combination of attribute lists. In this illustration, some 
attributes are copied from the downstream server response, while others are set in 
the final response by the visited IMS AAA Server. 

Figure 55:  Combining Attributes Lists

Using Attribute Lists 

This section provides an example of using the Set attribute in response and Copy 
attribute from downstream features separately and in combination. 

Example of Using the Attributes to Be Set in Response Feature

The attributes to be set in response feature, always replaces all instances of a 
particular attribute with its locally configured attribute. Only one locally configured 
value of any attribute can exist. So, if the response contains three instances of the 
Framed-MTU attribute with values 1, 2 and 3, and you configure the attributes to be 
set in the response feature to set the Framed-MTU attribute with a value of 2, the net 
result will be that the final response contains only one instance of the Framed-MTU 
attribute with a value of 2.
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Example of Using the Attributes to Be Copied from Downstream Feature

The attributes to be copied from downstream feature adds all instances of a particular 
attribute from the downstream server response to the final response sent to the 
client. So, if the response already contains two instances of the Framed-MTU 
attribute with values 2 and 5, and the response from the downstream server 
contains three instances of the Framed-MTU attribute with values 1,2 and 3, and 
you configure the attributes to be copied from downstream feature to copy the 
Framed-MTU attribute, the net result will be that the response to the client contains 
five instances of the Framed-MTU attribute with the values 2, 5, 1, 2, 3.

Example of Using Both Features Together

When using both of these features in combination for the same attribute, the order 
in which they appear in the attribute list is very important since it defines what the 
attribute value will be in the final response to the client. 

For example, if the order of the attribute list is: set the Framed-MTU attribute to a 
value of 1, and then copy the Framed-MTU attribute value, the final response to the 
client will have multiple instances of the Framed-MTU attribute. First the attributes 
to be set in response feature will replace any existing values in the response for the 
Framed-MTU attribute and set the value to 1. Then the attributes to be copied from 
downstream feature will add any instances of the Framed-MTU attribute to the final 
response. 

On the other hand, if the attribute list is configured to copy the Framed-MTU 
attribute from the downstream response first, and then set the Framed-MTU 
attribute to a value of 1, the final response to the client will only contain one 
instance of the Framed-MTU attribute=1 because the attributes to be set in response 
feature will overwrite the attributes to be copied from downstream feature. 

Attribute Values

The value of each attribute has a well-defined data type: numeric, string, IP address, 
time, or hexadecimal. For example, Callback-Number is of type string and contains a 
telephone number, while NAS-Port-Type is an item from a list, and can be Sync, 
Async, and so forth.

Single- and Multi-Valued Attributes 

Attributes can be single- or multi-valued. Single-valued attributes appear at most 
once in the response; multi-valued attributes may appear several times.

If an attribute appears more than once in the response list, each value of the 
attribute is sent as part of the response packet. For example, to enable both IP and 
IPX header compression for a subscriber, the Framed-Compression attribute should 
appear twice in the response list: once with the value 
VJ-TCP-IP-header-compression and once with the value IPX-header-compression.

NOTE: IMS AAA Server supports signed integers (negative numbers) for attributes 
received in packets and processing relating to those attributes. However, IMS AAA 
Server Administrator does not support signed integers, and treats signed and 
unsigned integers as unsigned integers.
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Orderable Attributes

The order in which attributes appear in the response is user defined. In addition, an 
attribute can appear more than once in the response, and the order in which the 
attributes appear is important.

For Diameter, if the request from the client included a request for authorization, a 
successful response must include the authorization AVPs (attribute value pairs) that 
are relevant to the service being provided.

I-WLAN Policy

I-WLAN policies are lists of rules governing authorization. An I-WLAN policy must 
be configured for each 3GPP WLAN service scenario in the local profile. To create an 
I-WLAN policy, you select the I-WLAN policy from a predefined list, and where 
required, enter specific values for the policy. The following I-WLAN policies are 
supported by the IMS AAA Server. 

I-WLAN Authorized W-APNs

The I-WLAN Authorized W-APNs policy specifies which W-APNs the subscriber is 
allowed to access (visited or home PLMN). Charging data for the W-APN is also 
defined in this policy.

I-WLAN Allowed Visited Networks

The I-WLAN Allowed Visited Networks policy specifies which VPLMNs the 
subscriber is allowed to access (when roaming). During the authorization process, if 
the server determines the subscriber is roaming, it checks this policy to determine 
what networks the subscriber is authorized to visit. If the network the subscriber 
wants to access is listed, or if the Allow All option is selected, the subscriber is 
granted access to the visited network. If the network is not listed, and the Allow All 
option is not selected, access to the visited network is denied. 

I-WLAN Global Access Dependence

This policy specifies granting of subscriber access to the WLAN 3GPP IP Access 
service based on whether the subscriber has previously been authenticated or not 
for WLAN Direct IP Access.

I-WLAN Global Maximum Number of Accesses

This policy specifies the global maximum number of concurrent authorizations the 
subscriber is allowed per W-APN.

I-WLAN Global Maximum Subscribed Bandwidth

This policy specifies the global maximum bandwidth for the subscriber. 

NOTE: Attributes are returned only when authorization is granted (in the 
authorization response), and they are always returned to the “client” (either 
WLAN, PDG, or proxy server). 
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Global Wireless LAN Access 

This policy allows mobile operators to bar 3GPP and WLAN interworking 
subscriptions.

Global WLAN 3GPP IP Access

This policy allows mobile operators to disable all W-APNs for a subscriber at one 
time.

Global WLAN Direct IP Access

This policy specifies whether or not the subscriber is authorized for WLAN Direct IP 
Access which allows direct access to external IP networks, such as, Internet, from 
the WLAN.

Global Charging Data

This policy defines the Global Charging Data which is used as the default for any 
parameter that is not specified more specifically in the I-WLAN Authorized W-APNs 
policy. The charging functions defined in the I-WLAN Authorized W-APNs policy 
take priority over these global functions.

Detailed descriptions of these policies are provided in “Configuring an I-WLAN 
Policy for the Local Profile” on page 119.

Profile Selection

During the authorization process, the IMS AAA Server uses user-defined Profile 
Selection Rule Sets to select the local profile used to authorize the request. To select 
the correct local profile, the server compares the HSS or downstream server 
response, with the Profile Selection Rule Sets in the order in which the sets are 
defined. A match is declared when everything in a Profile Selection Rule Set is 
included in the HSS or downstream server response. If a match is found, the local 
profile associated with the Profile Selection Rule Set, is merged with the HSS or 
downstream server response, to form a complete profile used to authorize that 
subscriber’s requests.

The merged profile is cached in the IMS AAA Server and used to authorize all future 
requests from that subscriber. The cached profile in the IMS AAA Server and the 
HSS stay synchronized through the Push Profile Request (PPR) process, which 
notifies the IMS AAA Server through a PPR message whenever a profile is modified. 
If there is a conflict between the two databases, the HSS profile data takes 
precedent.

NOTE: Global attributes will be interpreted as the default to be used, only if the 
attribute is not defined for the current W-APN. For example, if a value for 
Maximum Number of Accesses is specified in the I-WLAN Authorized W-APNs 
policy, it will take precedent over any value set in I-WLAN Global Maximum 
Number of Accesses.
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A specific profile can be configured for processing requests with no matching rules, 
or you can configure the server to reject all requests for which no match is found.

The IMS AAA Server can also provide backup support for the HSS by continuing to 
process requests in the event the HSS is unavailable. A specific profile can be 
defined for processing requests in this situation, or you have the option to reject all 
requests when the HSS is unavailable.

A Profile Selection Rules Set consists of ordered lists of user defined attributes 
and/or I-WLAN parameters. To create a Profile Selection Rule Set, first you select the 
profile for which you want to create the selection rule set. You then add the user 
defined attributes and I-WLAN parameters. You select each attribute from a 
predefined list and are then prompted to enter a value for the attribute. The I-WLAN 
parameters are selected from a predefined list, and where required, you enter 
specific values.

Figure 56 presents a conceptual view of profiles and the profile selection process. 

Figure 56:  Profiles and Profile Selection Concept
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Authorization Process

Authorization requests are issued by either the WLAN access device or the Packet 
Data Gateways (PDG). 

RADIUS or Diameter-based WLANs request authorization of network access for the 
WLAN UE.  This authorization is typically performed together with the 
authentication, and takes the form of authorization attribute value pairs (AVPs) 
returned with the RADIUS Access–Accept packet. For Diameter, a 
Diameter-EAP-Answer message would be returned with the Result-Code set to 
DIAMETER_SUCCESS. This message would also include the appropriate 
authorization AVPs required for the service requested.

A PDG requests authorization separately from the authentication request. For 
example, the WLAN UE might initiate a tunnel towards the PDG, which results in an 
authentication and tunnel establishment.  If the same WLAN UE requests an 
additional tunnel in the same session, authentication need not be performed.  
Instead, the additional tunnel will be granted without full authentication being 
required. The PDG can request authorization of W-APNs in subsequent 
authorization requests.

The primary profile data used for these policy decisions is downloaded from the 
HSS, however the IMS AAA Server also supports local policy storage (see“Local IMS 
Policy” on page 48).

3GPP WLAN Service Scenario Type

First, the requested service scenario must be determined. The IMS AAA Server 
determines what service scenario is being requested based on the contents and the 
origin of the request (WLAN access device or PDG). The service scenario is relevant 
both to authorization (the user’s subscriptions), and licensing (whether the IMS AAA 
Server is licensed to authorize this type of service). 

Roaming/Non-roaming Scenario

Secondly, the IMS AAA Server must determine the roaming scenario in use.  The 
possible scenarios are:

IMS AAA Server and the subscriber are in the HPLMN

IMS AAA Server is in the HPLMN and the subscriber is in some VPLMN

IMS AAA Server is in the VPLMN and the subscriber is in the HLMN

If the NAI decoration is not available or is incomplete, the IMS AAA Server attempts 
to identify these roaming scenarios by examining where the request came from, or 
through other (non-3GPP compliant) realm decorations, as well as other available 
factors. Together, the above scenarios form the six possible service scenarios (three 
for Direct IP Access and three for 3GPP IP Access) listed in Table 22 on page 104.
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Profile Retrieval

The IMS AAA Server downloads the primary I-WLAN profile data used for policy 
decisions from the HSS at authentication time. The IMS AAA Server downloads 
whatever information is available from the HSS, and tolerates any (or all) missing 
values because it is assumed that administrators will configure the IMS AAA Server 
local profile to compliment the HSS profile. The protocols at the Wx reference point 
will ensure the downloaded profile remains synchronized with the HSS, as long as 
the IMS AAA Server is registered with the HSS.  In particular, the HSS will invoke the 
policy update procedure if the policy is changed on the HSS while IMS AAA Server is 
the registered AAA server.

Profile Completion

The profile completion process consists of local profile selection and compilation. 

To select the correct local profile, the server compares the HSS or downstream 
server response, with the Profile Selection Rule Sets, in the order in which the sets 
are defined. A match is declared when everything in a Profile Selection Rule Set is 
included in the HSS or downstream server response. If a match is found, the local 
profile associated with the Profile Selection Rule Set, is merged with the HSS or 
downstream server response, to form a complete profile used to authorize that 
subscriber’s requests.

A specific profile can be configured for processing requests with no matching rules, 
or you can configure the server to reject all requests for which no match is found.

The IMS AAA Server can also provide backup support for the HSS by continuing to 
process requests in the event the HSS is unavailable. A specific profile can be 
defined for processing requests in this situation, or you have the option to reject all 
requests when the HSS is unavailable.

Authorized Visited Networks

After profile completion, the IMS AAA Server checks authorizations for the current 
request. If the current scenario is roaming, then the list of authorized visited 
networks is examined to determine if the subscriber is authorized to access the 
visited network. Access to visited networks not defined for the subscriber will be 
denied.

Authorized W-APN List

The IMS AAA Server compares the W-APN specified in an authorization request 
from a PDG against the list of authorized W-APNs for the subscriber. 

Access Dependence

The IMS AAA Server checks the Access Dependence flag to determine whether a 
session that has WLAN Direct IP Access might also be authorized for WLAN 3GPP IP 
Access.
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The IMS AAA Server checks the Access Dependence flag. If the flag is on, the 
subscriber is allowed to request WLAN 3GPP IP Access service if they have already 
been authenticated for the WLAN Direct IP Access. If the subscriber has not been 
previously authenticated for WLAN Direct IP Access, they are not allowed to request 
the WLAN 3GPP IP Access service.

If the flag is not on, the subscriber may request the WLAN 3GPP IP Access service 
regardless of previous authentication.

Charging Characteristics (all W-APN)

The I-WLAN service profile contains global charging characteristics, to be applied to 
all sessions for the user, independent of W-APN. In IMS AAA Server, the global 
Charging Characteristics will be interpreted as the default to be used when there are 
no specific Charging Characteristics defined for the current W-APN in the I-WLAN 
Authorized W-APNs policy. 

Charging Nodes (all W-APN)

The Charging Nodes are simply a primary and secondary Online Charging Function 
(OCS) node, as well as a primary and secondary offline charging node (the so-called 
“Charging Collection Function” or “Charging Data Function” nodes).  These four 
network element identifiers are, like the charging characteristics, default across all 
W-APNs, but may be specified for a particular W-APN (using the I-WLAN Authorized 
W-APNs policy). If any of the primary and secondary online and offline charging 
nodes (total of four network element identifiers) have been defined for a particular 
W-APN in the I-WLAN Authorized W-APNs policy, this configuration will take 
precedence over the global configuration. 

This release of the IMS AAA Server supports only offline charging nodes.

Per W-APN Authorization

Some policy information is expressed as a list of settings, indexed by the W-APN. 
Hence, particular settings may be overridden on a per-W-APN basis. These include:

Barring Type Authorization

Concurrent Access Limit

Static WLAN UE Remote IP Address

Charging Characteristics

Charging Nodes

IP Address Assignment

If the profile specified a static remote IP address to be assigned, then the IMS AAA 
Server sends this IP address assignment to the PDG or WLAN AN, as required.

For more detail on the authorization process, see 3GPP TS 29.234: “3GPP system to 
Wireless Local Area Network (WLAN) interworking; Stage 3; Section 4.”
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Administering Profiles

Configuring profiles is a two step process. First you configure the Local Profile, and 
then you configure the Profile Selection Rule Sets.

To configure Local Profile:

Select Policy > Local Profiles. 

The content frame will display a list of any existing profiles under Local Profiles 
(Figure 57).

Figure 57:  Main Policy Panel Dialog

From this dialog you can:

Click Refresh to refresh the list of local profiles.

Click New to add a new local profile

Click Edit to edit an existing local profile

Click Delete to delete an existing profile

Creating a Local Profile
1. To create a local profile, click Add or New. 

The Add Profile dialog opens (Figure 58).

NOTE: At minimum, each IMS AAA Server in your network needs to be configured 
with at least one local profile that includes the policy configuration for each 3GPP 
WLAN service scenario the server needs to support. 
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Figure 58:  Add Profile Dialog

This dialog is divided into several sections. The top of the dialog includes the 
profile Name field and optional Description field. There are six tabs located at 
the top, one for each of the 3GPP WLAN service scenarios supported by the IMS 
AAA Server. Select each service scenario tab to define the attributes and/or 
I-WLAN policy for that particular service scenario. Refer to Table 22 on 
page 104 for a definition of each service scenario. The Attributes tab, allows 
you to define the authorization attribute lists for each service scenario, and the 
I-WLAN Policy tab allows you to define the I-WLAN policy for each service 
scenario. 

2. Enter a name for the local profile in the Name field.

3. Optionally, enter a description for the local profile in the Description field. 

The description is not used during processing.

4. Select one of the six Service Scenario tabs. 

5. To configure an authorization attribute list for the selected service scenario, 
select the Attributes tab and follow the procedure described in “Configuring the 
Authorization Attributes for the Local Profile” on page 116.

6. To configure an I-WLAN policy for the selected service scenario, select the 
I-WLAN Policy tab and follow the procedure described in “Configuring an 
I-WLAN Policy for the Local Profile” on page 119.

7. Repeat the above steps for each 3GPP WLAN service scenario for which you 
want to create an authorization policy. 
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Configuring the Authorization Attributes for the Local Profile
1. To configure the authorization attributes for the local profile, select the 

Attributes tab from the Add Profile dialog (Figure 58). 

From this dialog, you can Add, Edit or Remove attributes to/from a profile, or 
use the Up/Down arrows to order the list of attributes defined for the profile. 

2. Click Add. 

The Add Authorization dialog opens (Figure 59).

Figure 59:  Add Authorization Dialog

From this dialog you can:

Configure Periodic Reauthorization-see “Adding the Periodic 
Reauthorization Attribute” on page 116.

Configure a return or copy list-see “Adding a Return or Copy List to the 
Local Profile” on page 118.

Adding the Periodic Reauthorization Attribute
1. Select the Periodic Reauthorization option from the Add Authorization dialog 

(Figure 59 on page 116) and click Next. 

The Periodic Reauthorization dialog opens (Figure 60).
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Figure 60:  Periodic Reauthorization Dialog

2. Enter a value (in seconds) for the Reauthorization Interval. 

This value equates to the Session-Timeout attribute and specifies the maximum 
number of seconds of service to be provided to the subscriber. 

3. Click the Finish button. 

The Periodic Reauthorization attribute is added to the list of attributes. 
(Figure 61)

Figure 61:  Periodic Reauthorization Attribute in Attributes List

4. Click OK to save the configuration.
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Adding a Return or Copy List to the Local Profile
1. From the Add Profile dialog select the Attributes tab.

2. Click Add or Edit.

The Add Authorization dialog opens (Figure 59 on page 116).

3. Select either the Attributes to be set in the response or Attributes to be 
copied from downstream option and click Next. 

The Add Authorization dialog opens (Figure 62). 

Figure 62:  Add Authorization Dialog

4. Click Add. The Add Attributes dialog appears (Figure 63).
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Figure 63:  Add Attributes Dialog

5. Select the attribute you want to add from the Attributes list and click Add. 

6. Select or enter a value for the attribute.

The dialog changes according to the type of attribute list you are creating. 
Attributes to be set in the response requires that you enter or select a value, 
string, or IP address. For Attributes to be copied from downstream you just 
select the attribute to be copied from the attributes list.

7. Click Add to add the attribute/value pair to the list.

8. When you are finished adding attribute/value pairs, click Close to return to the 
Add Authorization dialog.

9. Click Finish when you have finished adding all the desired attributes to return 
to the Add Profile dialog.

10. Use the Up/Down arrows to place the attributes in the order in which you want 
the server to place them in the response.

11. Click OK to save the attribute configuration.

Configuring an I-WLAN Policy for the Local Profile

To configure an I-WLAN policy:

1. Select Policy > Local Profiles.

2. Click New.

NOTE: If you select a Diameter attribute and the response is to a RADIUS client, 
the attribute will not be present in the response. The server does not guard against 
incorrect configurations of this kind. 
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The Add Profile dialog opens (Figure 58).

3. Select one of the six Service Scenario tabs. 

4. Select the I-WLAN Policy tab from the Add Profile dialog (Figure 58 on 
page 115). 

5. Click Add. 

The Add Authorization dialog for I-WLAN policies opens. Figure 64 shows an 
example of this dialog.

Figure 64:  Add Authorization Dialog for I-WLAN Policies

6. Select an I-WLAN authorization and click Next.

Proceed to one of the following links:

“I-WLAN Authorized W-APNs” on page 108

“I-WLAN Allowed Visited Networks” on page 108

“I-WLAN Global Access Dependence” on page 108

“I-WLAN Global Maximum Number of Accesses” on page 108

“I-WLAN Global Maximum Subscribed Bandwidth” on page 108

“Global Wireless LAN Access” on page 109

“Global WLAN 3GPP IP Access” on page 109

NOTE: The available I-WLAN policies displayed in this dialog differ depending on 
the service scenario tab selected. For example, the Direct IP, Direct IP (Home), and 
Direct IP (Visited) service scenarios include only the Global WLAN Access and 
Global WLAN Direct IP Access policies.
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“Global WLAN Direct IP Access” on page 109

“Global Charging Data” on page 109

I-WLAN Authorized W-APNs

The I-WLAN Authorized W-APNs policy specifies the W-APNs the subscriber is 
allowed to access (visited or home PLMN). 

1. Select I-WLAN Authorized W-APNs and click Next.

The Add Authorization dialog for Authorized W-APNs opens (Figure 65).

Figure 65:  Add Authorization Dialog for Authorized W-APNs

2. Click Add to add an authorized W-APN.

The Add Authorized W-APN dialog opens (Figure 66). 
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Figure 66:  Add Authorized W-APN Dialog

3. Enter the name of the W-APN you want to define authorization for in the Name 
field.

4. Enter an optional description for the W-APN in the Description field.

5. Select the Barring Type for the subscriber using the pulldown: 

WLAN_ APN_ NO_BARRING: Access is allowed in visited PLMNs and home 
PLMN.

WLAN_ APN_HOME_BARRED_WHEN_ROAMING: The subscriber is 
barred from activating a W-APN that accesses a PDG within the HPLMN 
when he is (roaming) located in a VPLMN.

WLAN_ APN_VISITED _BARRED: The subscriber is barred from activating 
a W-APN that accesses a PDG within the VPLMN when he is (roaming) 
located in a VPLMN.

WLAN_ APN_HOME_BARRED: The subscriber is barred from activating a 
W-APN that accesses a PDG within the HPLMN when he is located in the 
HPLMN.

6. Enter a value for the Maximum Number of Accesses. 

This value indicates the maximum number of concurrent authorizations the 
subscriber is allowed per W-APN. 

7. Enter a value for the Maximum Subscribed Bandwidth. 

NOTE: The barring type for the W-APN specifies which networks, HPLMN and/or 
VPLMN, the subscriber is allowed to access. When configuring the barring type, 
you must take into consideration the service scenario you are configuring, and the 
location of the IMS AAA Server you are configuring (HPLMN or VPLMN). The 
default is no barring.
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This value indicates the maximum bandwidth for the subscriber. 

8. Enter a value for the Charging Characteristics. 

The Charging-Characteristics AVP is of type Integer, and contains the charging 
mode to be applied as described in 3GPP TS 32.215 [24].

9. Enter a value for the Primary-Charging-Collection-Function.

This AVP is defined in 3GPP TS 29.229 [6] and contains the address of the 
Primary Charging Collection Function.

10. Enter a value for the Secondary-Charging-Collection-Function.

This AVP is defined in 3GPP TS 29.229 [6] and contains the address of the 
Secondary Charging Collection Function.

11. Click OK.

The W-APN configuration is added to the list of authorized W-APNs.

12. Click Finish.

The I-WLAN Authorized W-APN policy is added to the list of I-WLAN policies 
for the profile. 

13. Click OK to save the Local Profile. 

I-WLAN Allowed Visited Networks

The I-WLAN Allowed Visited Networks policy defines the VPLMNs the subscriber is 
allowed to access (when roaming).

1. Select the I-WLAN Allowed Visited Networks option and click Next. 

The Add Authorization for I-WLAN Allowed Visited Networks opens 
(Figure 67). 
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Figure 67:  I-WLAN Allowed Visited Networks Policy Dialog

2. From this dialog, you have the option to:

Allow the subscriber access to any visited network by selecting the Allow 
All option. 

Alternatively, you can define specific PLMNs the subscriber is allowed to 
access, by selecting the Add button and entering the network identifier for 
the visited network (Figure 68).

Figure 68:  I-WLAN Allowed Visited Network Dialog

During the authorization process, if the server determines the subscriber is 
roaming, it checks this policy to determine what networks the subscriber is 
authorized to visit. If the network the subscriber is attempting to access is 
listed, or if the Allow All option is selected, the subscriber is granted access. If 
the network is not listed, and the Allow All option is not selected, access to the 
network is denied. 

3. Select one of the options from step 2 and click Finish.

The I-WLAN Allowed Visited Network policy is added to the list of I-WLAN 
policies for the profile.

4. Click OK to save the Local Profile. 

I-WLAN Global Access Dependence

This policy grants the subscriber access to the WLAN 3GPP IP Access service based 
on whether the subscriber has previously been authenticated or not for WLAN 
Direct IP Access. 

1. Select the I-WLAN Global Access Dependence option and click Next. 
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The Add Authorization for I-WLAN Global Access Dependence opens 
(Figure 69). 

Figure 69:  I-WLAN Global Access Dependence Dialog

2. Enable or disable the Access Dependence option as follows:

If the Access Dependence checkbox is not selected, the subscriber is 
allowed to request WLAN 3GPP IP Access authentication regardless of any 
previous authentication.

If the Access Dependence checkbox is selected, the subscriber is allowed 
to request WLAN 3GPP IP Access authentication only if he has previously 
been authenticated for WLAN Direct IP Access.

3. Click Finish.

The I-WLAN Global Access Dependence policy is added to the list of I-WLAN 
policies for the profile.

4. Click OK to save the Local Profile. 

I-WLAN Global Maximum Number of Accesses

This policy indicates the global maximum number of concurrent authorizations the 
subscriber is allowed per W-APN.

1. Select the I-WLAN Global Maximum Number of Accesses option and click 
Next. 

The Add Authorization dialog for I-WLAN Global Maximum Number of 
Accesses opens (Figure 70). 
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Figure 70:  I-WLAN Global Maximum Number of Access Dialog

2. Use the arrows to select the limit value. 

3. Click Finish.

The I-WLAN Global Maximum Number of Access policy is added to the list of 
I-WLAN policies for the profile.

4. Click OK to save the Local Profile.

I-WLAN Global Maximum Subscribed Bandwidth

This policy indicates the global maximum bandwidth for the subscriber. 

1. Select the I-WLAN Global Maximum Subscribed Bandwidth option and click 
Next. 

The Add Authorization dialog for I-WLAN Global Maximum Subscribed 
Bandwidth opens (Figure 71).

NOTE: This limit value shall be used only if the Maximum Number of Accesses 
value is not defined in the I-WLAN Authorized W-APNs policy for the requested 
W-APN. 
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Figure 71:  I-WLAN Global Maximum Subscribed Bandwidth Dialog

This value shall be used only if the Maximum Subscribed Bandwidth 
parameter is not defined in the I-WLAN Authorized W-APNs policy for the 
requested W-APN. 

2. Click Finish.

The I-WLAN Global Maximum Subscribed Bandwidth policy is added to the 
list of I-WLAN policies for the profile.

3. Click OK to save the Local Profile.

Global Wireless LAN Access 

This policy allows mobile operators to bar 3GPP and WLAN interworking 
subscriptions.

1. Select the Global Wireless LAN Access option and click Next. 

The Add Authorization dialog for Global Wireless LAN Access opens 
(Figure 72).

Figure 72:  Global Wireless LAN Access

2. Enable or disable Global WLAN Access as follows:
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If the WLAN Subscription Allowed checkbox is selected, the WLAN 
subscriber has a WLAN subscription.

The the WLAN Subscription Allowed checkbox is not selected, the WLAN 
subscriber has no WLAN subscription.

3. Click Finish.

The Global Wireless LAN Access policy is added to the list of I-WLAN policies 
for the profile.

4. Click OK to save the Local Profile.

Global WLAN 3GPP IP Access

This policy allows mobile operators to disable all W-APNs for a subscriber at one 
time. 

1. Select the Global WLAN 3GPP IP Access option and click Next. 

The Add Authorization dialog for Global WLAN 3GPP IP Access opens 
(Figure 73).

Figure 73:  Global WLAN 3GPP IP Access Dialog 

2. Enable or disable the Global WLAN 3GPP IP Access option as follows:

If the WLAN APNs Enabled checkbox is selected, and if there is a conflict 
between this item and the APN-Barring-type flag of any W-APN (as defined 
in the I-WLAN Authorized W-APNs policy), the most restrictive rule will 
prevail.

If the WLAN APNs Enabled checkbox is not selected, all W-APNs for this 
subscriber are disabled.

3. Click Finish.

The Global WLAN 3GPP IP Access policy is added to the list of I-WLAN policies 
for the profile.
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4. Click OK to save the Local Profile.

Global WLAN Direct IP Access

This policy specifies whether or not the subscriber is authorized for WLAN Direct IP 
Access which allows direct access to external IP networks such as the Internet from 
the WLAN. This is only applicable to the WLAN Direct IP Access.

1. Select the Global WLAN Direct IP Access option and click Next. 

The Add Authorization dialog for Global WLAN Direct IP Access opens 
(Figure 74).

Figure 74:  Global WLAN Direct IP Access Dialog

2. Enable or disable the Global WLAN Direct IP Access option as follows:

If the WLAN Direct IP Access Allowed checkbox is selected, the subscriber 
is allowed to directly access external IP networks.

If the WLAN Direct IP Access Allowed checkbox is not selected, the 
subscriber is not allowed to directly access external IP networks.

3. Click Finish.

The Global WLAN Direct IP Access policy is added to the list of I-WLAN 
policies for the profile.

4. Click OK to save the Local Profile.

Global Charging Data

This policy defines the Global Charging Data used as the default for any parameter 
that is not specified more specifically in the I-WLAN Authorized W-APNs policy. 

1. Select the Global Charging Data option and click Next. 

The Add Authorization dialog for Global Charging Data opens (Figure 75).
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Figure 75:  Global Charging Data Dialog

2. Enter a value for the Charging Characteristics. 

The Charging-Characteristics AVP is of type Integer, and contains the charging 
mode to be applied as described in 3GPP TS 32.215 [24].

3. Enter a value for the Primary-Charging-Collection-Function.

This name AVP is defined in 3GPP TS 29.229 [6] and contains the address of 
the Primary Charging Collection Function.

4. Enter a value for the Secondary-Charging-Collection-Function.

This name AVP is defined in 3GPP TS 29.229 [6] and contains the address of 
the Secondary Charging Collection Function.

5. Click Finish.

The Global Charging Data policy is added to the list of I-WLAN policies for the 
profile. 

6. Click OK to save the Local Profile.

Editing a Local Profile

After you have added a local profile, you can edit everything except the profile 
name. 

To edit an existing profile in the IMS AAA Server:

1. Select Policy > Local Profiles.

2. Select the profile you want to edit from the list of profiles and click Edit. 

NOTE: Global attributes will be interpreted as the default to be used, only if the 
attribute is not defined for the current W-APN in the I-WLAN Authorized W-APNs 
policy. For example, if a value for Maximum Number of Accesses is specified in 
the I-WLAN Authorized W-APNs policy, it will take override over any value set in 
I-WLAN Global Maximum Number of Accesses.
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The Edit Profile dialog (Figure 76) opens.

Figure 76:  Edit Profile Dialog

3. Select the appropriate Service Scenario tab. 

4. Select either the Attributes tab or the I-WLAN Policy tab.

From the Attributes tab, you can:

Add a new attribute list to the profile by clicking Add. 

Re-order the lists of attributes by selecting each attribute list and using the 
Up/Down arrows to place the lists in the desired order. 

Remove an attribute list from the profile by selecting it and clicking 
Remove. 

Edit an attribute list by selecting it and clicking Edit.

From the I-WLAN Policy tab, you can:

Add a new I-WLAN authorization parameter to the profile by clicking Add. 

Remove an I-WLAN authorization parameter from the profile by selecting it 
and clicking Remove. 

Edit an I-WLAN authorization parameter by selecting it and clicking Edit.

Refer to either “Configuring the Authorization Attributes for the Local Profile” 
on page 116 or “Configuring an I-WLAN Policy for the Local Profile” on 
page 119 for information on the fields in these dialogs. 
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Deleting a Local Profile

To delete a Local Profile:

1. Select Policy > Local Profiles.

The Local Profiles dialog opens.

2. Select the local profile you want to delete and click Delete.

3. You are prompted to confirm the delete operation. Click Yes to delete the 
profile or No to cancel the operation.

Refreshing the List of Profiles

To refresh the list of Local Profiles:

1. Select Policy from the main Administrator panel and select the expansion tool 
to expose the sub-panels.

2. Select the Local Profiles. The Local Profiles dialog is displayed (Figure 57 on 
page 114).

3. Click Refresh to refresh the list of local profiles.

Configuring Local Profile Selection

During the authorization process, the IMS AAA Server uses Profile Selection Rule 
Sets to select the local profile used to authorize the request. To configure the Profile 
Selection Rule Sets: 

Select Policy > Local Profiles Selection. 

The content frame displays any Profile Selection Rule Sets that you have 
already configured (Figure 77).
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Figure 77:  Main Local Profile Selection Dialog

From this dialog you can: 

Click Refresh to refresh the list of profile selection rule sets.

Click Apply to apply the changes you have made in the profile selection 
dialogs.

Click Reset to reset the changes you made in the profile selection dialogs.

Click Add to add a new profile selection rule set.

Click Edit to edit an existing profile selection rule set.

Click Remove to delete an existing profile selection rule set.

Use the Up/Down arrow buttons to re-order the list of profile selection rule 
sets.

You can also configure:

What you want the server to do when no match is found during the profile 
selection process using the “When there are no ruleset matches, do the 
following” dialog. See “Configuring What to Do When There Are No 
Ruleset Matches” on page 139.

What you want the server to do when the HSS is unavailable using the 
“When HSS is unavailable, do the following” dialog. See “Configuring 
What to Do When the HSS Is Unavailable” on page 140.
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Creating a Profile Selection Rule Set

Profile Selection Rules Sets consist of ordered lists of user defined attributes and/or 
I-WLAN parameters. During the authorization process, the IMS AAA Server uses 
user-defined Profile Selection Rule Sets to select the local profile used to authorize 
the request. To select the correct profile for authorization, the server compares the 
HSS or downstream server response, with the Profile Selection Rule Sets in the 
order in which the sets are defined. If a match is found, the local profile associated 
with the Profile Selection Rule Set, is merged with the HSS or downstream server 
response, to form a complete profile used to authorize that subscriber’s requests.

To create a Profile Selection Rule Set:

1. From the Local Profile Selection dialog, click Add. 

The Add Profile Matching Rule Set dialog opens (Figure 78).

Figure 78:  Add Profile Matching Rule Set Dialog

2. Use the pulldown in the Profile field to select the profile for which you want to 
create the Profile Selection Rule Set.

3. Click Add. 

The Add Matching Rule dialog opens. Figure 79 shows an example of this 
dialog.
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Figure 79:  Add Matching Rule Dialog

Select either the user defined attributes option or one of the I-WLAN 
authorization parameters to add to the Profile Selection Rule Set.

4. Select the desired option to create a matching rule and click Next. 

5. Refer to one of the following procedures:

“Configuring User Defined Attribute Matching Rules” on page 135 or 
“Configuring I-WLAN Policy Matching Rules” on page 137

Configuring User Defined Attribute Matching Rules

To configure user defined attribute matching rules:

1. Select the User Defined Attributes option from the Add Matching Rule dialog 
(Figure 79 on page 135) and click Next.

The Add Matching Rule Dialog for User Defined Attributes (Figure 80) opens.

User defined
 attributes

I-W LAN
Policy

selections
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Figure 80:  Add Matching Rule Dialog for User Defined Attributes

2. Click Add. 

The Add Attribute dialog opens (Figure 80).

3. Use the scroll bar to select the attribute you want to add and click Add.

The Attribute Value dialog opens. Figure 80 shows an example dialog for the 
WLAN-UE Local IP Address attribute value.

4. Enter the value for the attribute and click OK.

5. Repeat steps 3 through 4 until all desired attribute values have been entered 
and click Close on the Add Attribute dialog (Figure 80).

6. Click Finish in the Add Matching Rule dialog.

Select desired

Enter the value 
for attribute

attribute
from list
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The attributes are displayed in the Add Profile Matching Rule Set dialog. Each 
row represents a rule. A rule can contain one or more attributes. The example 
shown in Figure 81 shows a single rule containing three attribute values. 

Figure 81:  Add Profile Matching Rule Set Dialog

7. Click OK to add the rule to the Profile Selection Rule Set.

Figure 82:  Example Profile Selection Rule Set

8. Use the Up/Down arrow buttons to place the rule sets in the desired order.

9. Click Apply to apply the changes to the Profile Selection Rule Set. 

Configuring I-WLAN Policy Matching Rules

To configure I-WLAN Policy matching rules:

1. Select an I-WLAN policy from the Add Matching Rule dialog (Figure 83) and 
click Next.
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Figure 83:  Add Matching Rule Dialog for I-WLAN Policy

2. Configure the matching rule I-WLAN policy by referring to the procedures 
under: “Configuring an I-WLAN Policy for the Local Profile” on page 119.

3. Click Finish in the Add Matching Rule dialog.

4. The I-WLAN Policy is displayed in the Add Profile Matching Rule Set dialog. 

As an example, Figure 84 shows the I-WLAN Allowed Visited Networks policy 
set to the Allow All option.

Figure 84:  I-WLAN Policy Added to Add Profile Matching Rule Set

5. Click OK to add the matching rule to the Profile Selection Rule Set (Figure 85).
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Figure 85:  I-WLAN Policy Added to Profile Selection Rule Set

6. Use the Up/Down arrows to place the rule sets in the desired order.

7. Click Apply to apply the changes to the Profile Selection Rule Set. 

Configuring What to Do When There Are No Ruleset Matches

If no Profile Selection Rule Set match is found, the server selects what is configured 
in the “When there are no ruleset matches, do the following” (see bottom section 
of Figure 85). This dialog allows you to reject all requests if no match is found by 
selecting the Reject All option, or to use a specific profile by selecting the Use 
Selected Profile option. For example, you may define a profile with very limited 
access capabilities to be used in this situation.

The dialog for this feature is at the bottom of the Profile Selection Rule Set dialog 
(Figure 85) and is highlighted in Figure 86. 

Figure 86:  No Rules Matches Dialog

1. To configure this feature:

Select the profile to use if no match is found by selecting the Use Selected 
Profile option and using the pulldown menu to select the desired profile. 
You must have previously configured the profile you want to use if you 
select this option. 

or
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Select the Reject All option to reject all requests that do not have a 
matching rule.

2. Click Apply to apply the changes to the Profile Selection Rule Set. 

Configuring What to Do When the HSS Is Unavailable

Another feature available through the Local Profile Selection menu is the ability to 
tell the server how to handle requests when the HSS is unavailable. If the HSS is 
unavailable for some reason, you have the option to reject all requests by using the 
Reject All option. Alternatively, you can continue to process authorization requests 
in this situation by selecting the Use Selected Profile option. This option lets you 
continue to process authorization requests using the specified profile even though 
the HSS is unavailable. You can use a standard profile, or create a unique profile to 
be used only in this situation. 

The server handles accesses to the HSS as follows: 

The server queries the HSS. If the HSS responds, the server then checks the 
matching rule sets defined in the Local Profile Selection dialog for a match. If no 
match is found, the server selects what is configured in the When there are no 
ruleset matches, do the following option. If the server does not get a response 
from the HSS query, or if the HSS is unavailable, the server selects what is 
configured in the When HSS is unavailable do the following option.

The dialog for this feature is at the bottom of the Profile Selection Rule Set dialog 
(Figure 85) and is highlighted in Figure 87.

Figure 87:  When HHS Is Unavailable Dialog

1. To configure this feature:

Select the profile to use when the HSS is unavailable by selecting the Use 
Selected Profile option and using the pulldown menu to select the desired 
profile. You must have previously configured the profile you want to use if 
you select this option.

or

Select the Reject All option to reject all requests when the HSS is 
unavailable.

2. Click Apply to apply the changes to the Profile Selection Rule Set. 
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Editing Profile Selection 

To edit the profile selection:

Select Policy > Local Profile Selection.

From this dialog you can:

Add a new Profile Matching Rule Set by clicking Add. See “Creating a 
Profile Selection Rule Set” on page 134.

Re-order the lists of Profile Selection Rule Sets attributes by selecting each 
rule set and using the Up/Down arrows to place the rules sets in the desired 
order. 

Remove a Profile Selection Rule Set by selecting it and clicking Remove. 

Edit an existing Profile Selection Rule Set by selecting it and clicking Edit. 
See “Editing Profile Selection Rule Sets” on page 141.

Edit what you want the server to do when there are no rule set matches, 
see “Configuring What to Do When There Are No Ruleset Matches” on 
page 139.

Edit what you want the server to do if the HSS is unavailable, see 
“Configuring What to Do When the HSS Is Unavailable” on page 140.

Editing Profile Selection Rule Sets
1. From the Local Profile Selection dialog, select the Profile Selection Rule Set 

you want to edit and click Edit.

The Add Profile Matching Rule Set dialog (Figure 81) is opens.

2. Select the rule you want to edit from the list and click Edit. 

The Edit Profile Matching Rule dialog opens (Figure 88). 

Figure 88:  Edit Profile Matching Rule Dialog

From this dialog select Add to add a new matching rule to the set, or Edit or 
Delete to edit or delete an existing matching rule. Follow the instructions in 
“Configuring User Defined Attribute Matching Rules” on page 135 and 
“Configuring I-WLAN Policy Matching Rules” on page 137 to complete this 
procedure.
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3. Click OK.

The changes to the matching rule are displayed in the Edit Profile Matching 
Rule dialog.

4. Click OK again. 

The changes are reflected in the Add Profile Matching Rule Set dialog.

5. Click OK again and the rule set is displayed in the list of Profile Selection Rule 
Sets. 

Resetting the Changes Made to the Profile Selection Rule Sets

You can reset the changes made to the Profile Selection Rule Sets by selecting the 
Reset button before you have applied the changes. Once the changes have been 
applied (by selecting Apply), you cannot reset the changes.

1. From the Profile Selection Rule Sets dialog, select Reset. 

You are prompted with the following dialog to confirm the reset.

2. Select Yes to reset all changes or No to cancel the reset operation. 

Refreshing the List of Profile Matching Rules

After you have removed a profile matching rule or applied changes to the profile 
selection rule sets, you may want to refresh the list of Profile Selection Rule Sets by 
selecting the Refresh from the Local Profile Selection dialog.
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Request Routing Rules

This chapter describes how the IMS AAA Server routes requests and how to 
administer routing rules.

This chapter covers the following topics:

“Introduction” on page 143

“Implicit Routing Rules” on page 144

“Explicit Routing Rules” on page 145

“Routing Rule Evaluation and Rule Priorities” on page 146

“Administering Explicit Routing” on page 148

Introduction

The IMS AAA Server maintains routing rules for each type of request. When the IMS 
AAA Server receives a request, it examines the request to determine what type of 
request it is:

Authentication

Authorization

Accounting

WAG

Once the server determines the type of request, it consults the respective routing 
rules to determine how to route the request. 

Authentication Routing Rules — Routing rules for authentication requests. The 
functions associated with these routing rules are the HSS and the Diameter and 
RADIUS Downstream server functions. Note that for the RADIUS downstream 
server function, these routing rules include authentication/authorization requests, 
since in RADIUS both authentication and authorization are in the same request. For 
the Diameter “Downstream” (server) function, these routing rules apply only to 
authentication requests.
Introduction 143



IMS AAA Server 1.1 Administration Guide

144
Authorization Routing Rules —Routing rules for authorization requests for the 
Diameter downstream server function. 

Accounting Routing Rules — Routing rules for accounting requests. The only 
network element function associated with these rules is the Charging Data Function 
(CDF). 

WAG Routing Rules — Routing rules for WAG requests. 

Figure 89 summarizes the IMS AAA Server routing rules and their associated 
functions.

Figure 89:  Routing Rules and Associated Functions

The IMS AAA Server supports both explicit and implicit routing. 

Implicit Routing Rules

Certain network element functions require routing rules to be configured along with 
the function. These routing rules are called Implicit routing rules. For instance, when 
you assign the HSS function to a Diameter Remote Network Element, you need to 
specify which subscribers are served by the HSS. This is done by assigning the HSS 
function and configuring the implicit routing in the function configuration. 

Implicit routing is usually based on subscriber identity or realm. In 3GPP WLAN 
networks, the subscriber identity is the IMSI (International Mobile Subscriber 
Identity) of the mobile device (WLAN UE).

CDF

WAG

Downstream Server
(RADIUS or Diameter)

HSS

Authentication Routing Rules

Authorization Routing Rules

Accounting Routing Rules

WAG Routing Rules

Downstream Server
(Diameter only)
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The functions that require you to configure implicit routing include the Downstream 
server function (supported in both RADIUS and Diameter) and the HSS, CDF and 
WAG (Diameter) functions.

For a complete discussion of implicit routing rules and how to configure them, see 
“Implicit Routing Rules” on page 78.

Explicit Routing Rules

Explicit routing rules provide greater flexibility for routing requests when implicit 
routing is not enough. Explicit routing rules can be configured for all request types 
(authentication, authorization, accounting and WAG requests). 

Configuring explicit routing rules consists of defining a condition or set of conditions 
and selecting a target to which the request is to be routed. You then define the order 
in which you want the server to evaluate the explicit routing rules. 

When the IMS AAA Server receives a request, it examines the request to determine 
the request type. It then consults the respective routing rules to determine how to 
route the request. If the routing rules contain any user defined explicit routing rules, 
they are evaluated before implicit routing rules. The order in which explicit routing 
rules are evaluated is user defined. For a rule to be selected, all conditions must be 
true. If a rule is not selected, the next rule in the user defined list is examined, and 
so on. If a match for all conditions cannot be found in the explicit routing rules, the 
implicit routing rules are examined.

Explicit Routing Rule Conditions

This section provides a description of the conditions that can be defined for explicit 
routing rules including:

Standard (Diameter) Application Identifier

Customized (Diameter) Application Identifier

User Identity

Realm

Service Scenario

Dictionary Attribute

NOTE: Multiple conditions can be defined for an explicit routing rule. For the 
explicit routing rule to be selected to route the request, all conditions defined in 
the rule must be true. 
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Standard Application Identifier

This option allows you to specify the route based on the Diameter Application 
Identifier in the request. The available condition tests are equal to or not equal to 
the standard Diameter Application Identifier values, such as Diameter Network 
Access Server Application, or Diameter EAP Application.

Customized Application Identifier

This option is the same as the Standard Application Identifier option only you are 
allowed to enter a custom Diameter Application Identifier value. The available 
condition tests are equal to or not equal to the specified application identifier 
value. 

User Identity

This option allows you to specify the route based on the user identity, for example 
the IMSI or User Name value contained in the request. The available condition tests 
are equal to, not equal to, present, not present, has this prefix, or has this suffix. 

Realm Name

This option allows you to specify the route based on the realm name value 
contained in the request. The available condition tests are equal to, not equal to, 
present, not present, has this prefix, or has this suffix. 

Service Scenario

This option allows you to specify the route based on the service scenario specified 
in the request. Any of the six service scenarios supported by the IMS AAA Server 
may be selected as the matching criteria. The available condition tests are equal to 
or not equal to. 

Dictionary Attribute

This option allows you to specify the route based on the value of a particular 
dictionary attribute. The attribute is chosen from a pulldown list and the value of 
the attribute is user defined. The available condition tests are equal to, not equal 
to, present, not present, has this prefix, has this suffix or is within this range. 

Routing Rule Evaluation and Rule Priorities

This section describes how the IMS AAA Server determines how to route requests 
and the routing rule priorities. 

NOTE: The Diameter Application Identifier value must be a valid application 
identifier.
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When a request is received, the IMS AAA Server identifies the request type and then 
evaluates the associated routing rules. First, the server evaluates any explicit routing 
rules defined for the request type. The order in which explicit routing rules are 
evaluated is user-defined. If no match is found, the server evaluates the implicit 
routing rules defined for the request type. 

When a match is found, the IMS AAA Server processes the request by routing it to 
the specified destination. In some cases this may mean simply forwarding the 
request to the destination. In other cases, for example if the HSS is listed as the 
destination, the IMS AAA Server would consult the HSS for the subscriber 
credentials and then take the appropriate action. 

If no routing rule match is found, the IMS AAA Server takes the appropriate action 
according to the respective RFC. For example, if the request is from a RADIUS based 
device, no response is provided, the request is simply discarded. If the request is 
Diameter based, a response with an appropriate result code is sent to the requestor.

Note that both implicit and explicit routing rules can use the realm portion of the 
NAI decoration (user name) for determining how to route requests. If the request 
does not contain an NAI, the Destination-Realm in the request is used; this applies 
to Diameter requests only. However, if the realm to which the request is to be routed 
is listed in the Local Network Element > Identification > Self Names field, the 
realm is ignored and the request is treated as if it contained no realm. If no realm is 
present in either the NAI or the Destination-Realm, the request is considered to be 
local.

Table 23 summarizes the priorities and routing rules for authentication requests. 
Authentication requests are applicable to the HSS function and the Downstream 
(server) function (both RADIUS and Diameter). These rules apply to RADIUS 
authentication/authorization requests and Diameter authentication requests. 

NOTE: For convenience, the IMS AAA Server Administrator displays routing rules in 
the order in which they are evaluated.

Table 23:  Summary of Routing Rule Priorities for Authentication Requests 

Priority Rule 

     Functions 

HSS
Downstream RADIUS or 
Diameter Server

1 Explicit ✔ ✔

2 Implicit-IMSI Prefix ✔ Not applicable.

3 Implicit-Realm ✔ ✔

4 Implicit-Default IMSI ✔ Not applicable.

5 Implicit-Default Realm ✔ ✔
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Table 24 summarizes the priorities and routing rules for authorization requests. 
Authorization requests are applicable only to the Downstream (server) function for 
Diameter. 

Table 25 summarizes the priorities and routing rules for accounting requests. 
Accounting requests are applicable only to the CDF function for Diameter.

Table 26 summarizes the priorities and routing rules for WAG requests (Diameter 
only). 

Administering Explicit Routing

The following section provides step-by-step instructions for administering explicit 
routing. 

Select Request Routing from the main Administrator panel and select the 
expansion tool to expose the sub-panels. Figure 90 shows the Request Routing 
main dialog.

Table 24:  Summary of Routing Rule Priorities for Authorization Requests 

Priority Rule Downstream Diameter Server

1 Explicit ✔

2 Implicit-Realm ✔

3 Implicit-Default Realm ✔

Table 25:  Summary of Routing Rule Priorities for Accounting Requests 

Priority Rule CDF

1 Explicit ✔

2 Implicit-IMSI Prefix ✔

3 Implicit-Realm ✔

4 Implicit-Default IMSI ✔

5 Implicit-Default Realm ✔

Table 26:  Summary of Routing Rule Priorities for WAG Requests 

Priority Rule WAG

1 Explicit ✔

2 Implicit: Origin-Host ✔

3 Implicit: Origin-Realm ✔

4 Implicit: Default Origin-Host ✔

5 Implicit: Default Origin-Realm ✔
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Figure 90:  Request Routing Main Dialog

From this dialog you can:

Click Refresh to refresh the list of explicit routing rules.

Click Apply to apply the changes you have made to the explicit routing 
rules.

Click Reset to reset any changes you have made to the explicit routing 
rules. This feature operates only before you have applied the changes using 
the Apply button. 

Click Add to add an explicit routing rule.

Click Edit to edit an explicit routing rule.

Click Remove to remove the selected explicit routing rule.

Click the Up/Down arrow buttons to move the selected rule up or down in 
the priority order.

NOTE: After Adding, Editing, or Removing a routing rule, you must click Apply to 
save your configuration.

You can reset the changes you have made by clicking Reset, only if you have not 
applied the changes yet by clicking Apply.

Once you Reset or Apply your changes, you can click Refresh to refresh the list of 
explicit routing rules.
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Adding Explicit Routing Rules
1. From the Request Routing main dialog, select the routing rules for which you 

want to define an explicit route. 

Referring to Figure 90, the content frame will display any explicit routing rules 
already defined for the request type in the upper half of the dialog, any implicit 
routing rules are displayed in the lower half of the dialog. 

2. Click Add to add a new routing rule.

The Add Explicit Routing Rule dialog opens for the selected routing rules. 
Figure 91 shows this dialog for authorization requests. The dialog is the same 
for all requests, only the respective target varies. 

Figure 91:  Add Explicit Routing Rule Dialog

3. Use the pulldown menu in the Target field to select the target for the rule.

Table 27 shows the targets for each request type.

4. Click Add to add the rule condition.

The Add Condition dialog opens (Figure 92).

Table 27:  Request Type and Target

Request Type Target

Authentication HSS

Downstream (RADIUS or Diameter server) 

Authorization Downstream (Diameter server) 

Accounting CDF

WAG WAG
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Figure 92:  Add Rule Condition Dialog

5. Select the Condition you want to test for. 

The following sections explain the dialogs for each condition. Proceed to one of 
the following sections:

“Configuring Standard Application Identifier Conditions” on page 151

“Configuring Customized Application Identifier Conditions” on page 152

“Configuring User Identity Conditions” on page 153

“Configuring Realm Name Conditions” on page 154

“Configuring Service Scenario Conditions” on page 155

“Configuring Dictionary Attribute Conditions” on page 156

Configuring Standard Application Identifier Conditions

Refer to “Standard Application Identifier” on page 146 for a description of this 
option.

1. Select Standard Application Identifier from the Add Condition dialog and 
click Next.

The Add Condition dialog for Standard Application Identifier Condition 
opens (Figure 93).
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Figure 93:  Add Condition Dialog for Standard Application Identifiers

2. Select either is equal to or is not equal to in the Condition Test field. 

3. Select the Application Identifier by using the pulldown in the Value field.

4. Click Finish.

The condition rule is added to the list of conditions.

5. Click OK to add the routing rule to the explicit routing rules and return to the 
Request Routing main dialog (Figure 90 on page 149) where the condition rule 
is now displayed in the list of explicit routes.

6. To re-order the list of explicit routing rules, select each route and use the 
Up/Down arrows to place the rules in the desired order.

7. Click Apply to save the configuration to the server.

Configuring Customized Application Identifier Conditions

Refer to “Customized Application Identifier” on page 146 for a description of this 
option.

1. Select Customized Application Identifier from the Add Condition dialog and 
click Next.

The Add Condition dialog for Customized Application Identifier Condition 
opens (Figure 94).
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Figure 94:  Add Condition Dialog for Customized Application Identifier Conditions

2. Select either is equal to or is not equal to in the Condition Test field. 

3. Enter the Application Identifier in the Value field.

4. Click Finish.

The condition rule is added to the list of conditions.

5. Click OK to add the rule to the explicit routing rules and return to the Request 
Routing main dialog (Figure 90 on page 149) where the condition rule is now 
displayed in the list of explicit routes.

6. To re-order the list of explicit routing rules, select each route and use the 
Up/Down arrows to place the rules in the desired order.

7. Click Apply to save the configuration to the server.

Configuring User Identity Conditions

This option allows you to specify the route based on the user identity, for example 
the IMSI or User Name value contained in the request. Refer to “User Identity” on 
page 146 for a description of this option.

1. Select User Identity from the Add Condition dialog and click Next.

The Add Condition dialog for User Identity opens (Figure 95).

NOTE: You must enter a valid Application Identifier.
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Figure 95:  Add Condition Dialog for User Identity Conditions

2. Select the condition to test for in the Condition Test field. 

3. Enter the identity to test for in the Value field.

4. Click Finish.

The condition rule is added to the list of conditions.

5. Click OK to add the rule to the explicit routing rules and return to the Request 
Routing main dialog (Figure 90 on page 149) where the condition rule is now 
displayed in the list of explicit routes.

6. To re-order the list of explicit routing rules, select each route and use the 
Up/Down arrows to place the rules in the desired order.

7. Click Apply to save the configuration to the server.

Configuring Realm Name Conditions

Refer to “Realm Name” on page 146 for a description of this option.

1. Select Realm from the dialog and click Next.

The Add Condition dialog for Realm opens (Figure 96).
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Figure 96:  Add Condition Dialog for Realm Conditions

2. Select the condition to test for in the Condition Test field. 

3. Enter the Realm value to test for in the Value field.

4. Click Finish.

The condition rule is added to the list of conditions.

5. Click OK to add the rule to the explicit routing rules and return to the Request 
Routing main dialog (Figure 90 on page 149) where the condition rule is now 
displayed in the list of explicit routes.

6. To re-order the list of explicit routing rules, select each route and use the 
Up/Down arrows to place the rules in the desired order.

7. Click Apply to save the configuration to the server.

Configuring Service Scenario Conditions

Refer to “Service Scenario” on page 146 for a description of this option.

1. Select Service Scenario from the Add Condition dialog and click Next.

The Add Condition dialog for Service Scenario Condition opens (Figure 97).
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Figure 97:  Add Condition Dialog for Service Scenario Conditions

2. Select the condition to test for in the Condition Test field. 

3. Select the Service Scenario to test for by using the pulldown in the Value field.

4. Click Finish.

The condition rule is added to the list of conditions.

5. Click OK to add the rule to the explicit routing rules and return to the Request 
Routing main dialog (Figure 90 on page 149) where the condition rule is now 
displayed in the list of explicit routes.

6. To re-order the list of explicit routing rules, select each route and use the 
Up/Down arrows to place the rules in the desired order.

7. Click Apply to save the configuration to the server.

Configuring Dictionary Attribute Conditions

Refer to “Dictionary Attribute” on page 146 for a description of this option.

1. Select Dictionary Attribute from the Add Condition dialog and click Next.

The Add Condition dialog for Dictionary Attribute conditions opens 
(Figure 98).
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Figure 98:  Add Condition Dialog for Dictionary Attribute Conditions

2. Select the attribute to test for by using the pulldown in the Attribute field.

3. Select the condition to test for in the Condition Test field. 

4. Enter the value of the attribute to test for in the Value field.

5. Click Finish.

The condition rule is added to the list of conditions.

6. Click OK to add the rule to the explicit routing rules and return to the Request 
Routing main dialog (Figure 90 on page 149) where the condition rule is now 
displayed in the list of explicit routes.

7. To re-order the list of explicit routing rules, select each route and use the 
Up/Down arrows to place the rules in the desired order.

8. Click Apply to save the configuration to the server.

Editing Explicit Routing Rules

To edit an explicit routing rule:

1. From the Request Routing main dialog (Figure 90 on page 149), select the 
Routing Rules you want to edit.

2. Select the explicit routing rule to be edited.

3. Click Edit.
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The Edit Explicit Routing Rule dialog opens for the request type, either 
authentication, authorization, accounting or WAG. Figure 99 shows the dialog 
for authentication request explicit routing rules. 

Figure 99:  Example Edit Explicit Routing Rule Dialog

4. Select the condition to be edited and click Edit.

An edit dialog appropriate for the condition opens. As an example, Figure 100 
shows the edit dialog for the Standard Application Identifier condition. The 
condition specific edit dialogs display all the same fields as when adding a 
condition. Refer to the specific condition procedures under “Adding Explicit 
Routing Rules” on page 150 for details of these fields.

Figure 100:  Example Edit Explicit Routing Rule Dialog- Condition Specific 

5. Make your changes according to the procedures described in “Adding Explicit 
Routing Rules” on page 150.

6. Click OK to add the edited routing rule to the list of explicit routing rules.

The edited rule is displayed in the list of explicit routes.
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7. To re-order the list of explicit routing rules, select each route and use the 
Up/Down arrows to place the rules in the desired order.

8. Click Apply to save the configuration to the server.

Removing Explicit Routing Rules

To remove an explicit routing rule:

1. From the Request Routing main dialog (Figure 90 on page 149), select the 
routing rules you want to edit.

2. Select the explicit routing rule to be deleted.

3. Click Remove.

The explicit routing rule is removed from the list.

4. Click Apply to save your changes.
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Chapter 9

Statistics

This chapter describes the Statistics panel, which you can use display and analyze 
Diameter and RADIUS statistics.

This chapter covers the following topics:

“Introduction” on page 161

“Diameter Statistics” on page 163

“RADIUS Statistics” on page 169

“Routing Rule Statistics” on page 174

Introduction

The Statistics panel lets you display various levels of statistics such as summary 
statistics, Diameter and RADIUS statistics, and request routing statistics. Both the 
Diameter and RADIUS statistics include statistics of how long the server has been 
running.

The IMS AAA Server Administrator separates Diameter and RADIUS statistics. 
Statistics are available for the local RADIUIS host (server), as well as RADIUS clients 
and targets. Statistics are also available for the local Diameter host (server) and 
peers.

The IMS AAA Server supports the MIBs listed in Table 28: 

Table 28:  MIBs Supported by IMS AAA Server 

MIB Function

RADIUS MIBs

RFC4668.mib Maintains authentication client statistics.

RFC4669.mib Maintains authentication server statistics.

RFC4670.mib Maintains accounting client statistics.

RFC4671.mib Maintains accounting server statistics.
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For convenience, all MIBs are stored in the 
/usr/local/a3s_visited/current/snmp/mib directory. 

Figure 101 shows the main Statistics panel and the Diameter, RADIUS, and Routing 
sub-panels.

Figure 101:  Statistics Main Dialog

Refresh Options

All statistics dialogs have an Auto-Refresh and Refresh option as shown in 
Figure 102.

Diameter MIBs

jnx-diameter-base-protocol.mib Describes Diameter Base Protocol statistics. This MIB 
is based on draft: 
DIAMETER-BASE-PROTOCOL-MIB-koehler-03.txt and 
DIAMETER-BASE-PROTOCOL-MIB-zorn-00-diameterBa
seTraps.txt

jnx-diameter-nas-application.mib Describes Diameter NAS application statistics. This 
MIB is based on draft: 
DIAMETER-NASREQ-APPLICATION-MIBkoehler-01.txt

Table 28:  MIBs Supported by IMS AAA Server  (continued)

MIB Function
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Figure 102:  Refresh Options

If the Auto-Refresh option is enabled, the Administrator queries the server every 2 
seconds for the respective statistics and automatically refreshes the display. If the 
Auto-Refresh option is disabled, the Refresh button becomes available. Each time 
the button is clicked, the Administrator queries the server and refreshes the display.

Diameter Statistics

To display Diameter statistics, open the Statistics panel and click Diameter. From 
this menu you can view statistics related to the local Diameter Host or Peers by 
clicking the respective sub-panel. 

Local Diameter Host Statistics

Local Diameter host statistics include server run-time and global summary 
statistics. 

To view local Diameter Host (server) statistics:

1. Select Statistics > Diameter > Host 

2. Double-click the Diameter Host name shown in the content frame.

The local Diameter Host statistics dialog opens (Figure 103). 

Figure 103:  Local Diameter Host Statistics

Table 29 describes each statistic.

Table 29:  Local Diameter Host (Server) Statistics 

Statistic Meaning

Total packets the server has received The total number of packets received. 
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Diameter Peer Statistics

Statistics are collected and can be displayed for each Diameter peer. 

To view Diameter Peer statistics:

1. Select Statistics > Diameter > Peers 

The content frame displays any Diameter peers that are defined in the server as 
shown in Figure 101 on page 162.

2. Double-click the Diameter peer whose statistics you want to display. The 
Diameter peer statistics dialog opens (Figure 104). 

Total packets server has sent The total number of packets transmitted. 

Time elapsed since server was started The total server up-time in seconds.

Time elapsed since server was reset The IMS AAA Server does not support a software reset 
operation, this value will always be zero.

Server status The only value supported is: 

running- the server is currently running.

Table 29:  Local Diameter Host (Server) Statistics  (continued)

Statistic Meaning
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Figure 104:  Diameter Peer Statistics

The Diameter peer statistics dialog is divided into three areas:

Connection related statistics: statistics related to the connection between the 
server and the peer.

Request/Answer statistics: statistics related to Diameter Requests and Diameter 
Answer messages between the server and the peer (see Figure 105).

Figure 105:  Request/Answer Statistics

Packet Error: statistics related to Diameter errors and message receipt failures.
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Table 30 describes each statistic.

Table 30:  Diameter Peer Statistics 

Statistic Meaning

Connection Related Statistics

Connection State Connection state of the peer’s state machine with which the 
server is communicating.

1=Closed - Connection closed with this peer. 

2 =waitConnAck - Waiting for an acknowledgment from this 
peer.

3=waitICea - Waiting for a Capabilities-Exchange- Answer from 
this peer. 

4=elect - When the peer and the server are trying to bring up 
the connection simultaneously, an election process begins which 
determines which socket remains open. 

5=waitReturns - Waiting for election returns. 

6=r-open - Responder transport connection is used for 
communication. 

7=i-open - Initiator transport connection is used for 
communication. 

8=closing - Actively closing and doing cleanup.

State Duration Peer state duration, measured in centiseconds.

Failed Connects If there is no transport connection with a peer, this is the 
number of times the server attempts to connect to that peer. 
This value is reset on disconnection.

Watchdog State 1=okay - Indicates the connection is presumed working. 

2=suspect - Indicates the connection is possibly congested or 
down. 

3=down - The peer is no longer reachable, causing the transport 
connection to be shutdown. 

4=reopen - Three watchdog messages are exchanged with 
accepted round trip times, and the connection to the peer is 
considered stabilized.

Watchdog Timer The interval between watchdog events.

Transport Failures Number of unexpected transport failures.

Disconnect Cause The last cause for a peers disconnection:

rebooting - A scheduled reboot is imminent. 

busy - The peer's internal resources are constrained, and it has 
determined that the transport connection needs to be shutdown. 

doNotWantToTalk - The peer has determined that it does not see 
a need for the transport connection to exist, since it does not 
expect any messages to be exchanged in the foreseeable future. 

electionLost - The peer has determined that it has lost the 
election process and has therefore disconnected the transport 
connection.

Disconnect By Identifies who initiated the disconnect: 

host - This server initiated the disconnect. 

peer - The peer with which this server was connected initiated 
the disconnect.
Diameter Statistics



Chapter 9:  Statistics
Request/Answer Statistics

Abort Session Request In Number of Abort-Session-Request messages 
received from the peer.

Answer Out Number of Abort-Session-Answer messages sent 
to the peer.

Request Out Number of Abort-Session-Request messages sent 
to the peer.

Answer In Number of Abort-Session-Answer messages 
received from the peer.

Accounting Request In Number of Accounting-Request messages 
received from the peer.

Answer Out Number of Accounting-Answer messages sent to 
the peer.

Request Out Number of Accounting-Request messages sent to 
the peer.

Answer In Number of Accounting-Answer messages 
received from the peer.

Capabilities Exchange Request In Number of Capabilities-Exchange-Request 
messages received from the peer.

Answer Out Number of Capabilities-Exchange-Answer 
messages sent to the peer.

Request Out Number of Capabilities-Exchange-Request 
messages sent to the peer.

Answer In Number of Capabilities-Exchange-Answer 
messages received from the peer.

Device Watchdog Request In Number of Device-Watchdog-Request messages 
received from the peer.

Answer Out Number of Device-Watchdog-Answer messages 
sent to the peer.

Request Out Number of Device-Watchdog-Request messages 
sent to the peer.

Answer In Number of Device-Watchdog-Answer messages 
received from the peer.

Disconnect Peer Request In Number of Disconnect-Peer-Request messages 
received from the peer.

Answer Out Number of Disconnect-Peer-Answer messages 
sent to the peer.

Request Out Number of Disconnect-Peer-Request messages 
sent to the peer.

Answer In Number of Disconnect-Peer-Answer messages 
received from the peer.

Table 30:  Diameter Peer Statistics  (continued)

Statistic Meaning
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Re-Auth Request In Number of Re-Auth-Request messages received 
from the peer.

Answer Out Number of Re-Auth-Answer messages sent to the 
peer.

Request Out Number of Re-Auth-Request messages sent to the 
peer.

Answer In Number of Re-Auth-Answer messages received 
from the peer.

Session Termination Request In Number of Session-Termination-Request 
messages received from the peer.

Answer Out Number of Session-Termination-Answer 
messages sent to the peer.

Request Out Number of Session-Termination-Request 
messages sent to the peer.

Answer In Number of Session-Termination-Answer 
messages received from the peer.

Authentication/Authorization Request In Number of AA-Request messages received from 
the peer.

Answer Out Number of AA-Answer messages sent to the peer.

Request Out Number of AA-Request messages sent to the 
peer.

Answer In Number of AA-Answer messages received from 
the peer.

EAP Request In Number of Diameter-EAP-Request messages 
received from the peer.

Answer Out Number of Diameter-EAP-Answer messages sent 
to the peer.

Request Out Number of Diameter-EAP-Request messages sent 
to the peer.

Answer In Number of Diameter-EAP-Answer messages 
received from the peer.

Packet Error Statistics

Malformed Requests The number of malformed Diameter packets received from the 
peer.

Unknown Diameter Packets The number of Diameter packets of unknown type which were 
received from the peer.

Permanent Failures Number of permanent failures returned to peer.

Protocol Errors Number of protocol errors returned to peer, not including 
redirects.

Transient Failures Transient Failure count.

Table 30:  Diameter Peer Statistics  (continued)

Statistic Meaning
Diameter Statistics



Chapter 9:  Statistics
RADIUS Statistics

To display RADIUS statistics, open the Statistics panel and click RADIUS. From this 
menu you can view statistics related to the local RADIUS Host (the server), as well 
as RADIUS clients and targets. 

Local RADIUS Host Statistics

The local RADIUS host statistics include summary statistics for 
authentication/authorization requests and accounting transactions, as well as server 
run-time statistics and packet error statistics. 

To view the local RADIUS Host statistics:

1. Select Statistics > RADIUS > Host 

2. Double-click the local RADIUS Host Name shown in the content frame.

The RADIUS Host statistics dialog opens (Figure 106). 

Figure 106:  Local RADIUS Host (Server) Statistics

Table 31 describes each statistic.
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Table 31:  Local RADIUS Host (Server) Statistics 

Statistic Authentication/Authorization Accounting

Time elapsed since 
server was started

The total Authentication server 
up-time in seconds.

The total Accounting server up-time 
in seconds.

Time elapsed since 
server was reset

The software does not support a 
software reset operation, this value 
will always be zero.

The software does not support a 
software reset operation, this value 
will always be zero.

Server status When read, one of the following 
values will be returned: 

other - Authentication server in 
some unknown state.

initializing - Authentication server 
re-initializing.

running - Authentication server 
currently running.

When read, one of the following 
values will be returned: 

other - Accounting server in some 
unknown state.

initializing - Accounting server 
re-initializing.

running - Accounting server 
currently running.

Requests Total number of Access-Requests 
received.

Total number of 
Accounting-Requests received.

Invalid Requests Total number of Access-Requests 
received from unknown addresses.

Total number of 
Accounting-Requests received from 
unknown addresses.

Duplicate requests Total number of duplicate 
Access-Requests received.

Total number of duplicate 
Accounting-Requests received.

Access Accepts Total number of Access-Accepts 
sent.

Not applicable.

Access Rejects Total number of Access-Rejects 
sent.

Not applicable.

Access Challenges Total number of Access-Challenges 
sent.

Not applicable.

Accounting Responses Not applicable. Total number of 
Accounting-Responses sent.

Malformed Requests Total number of malformed 
Access-Requests received. 

Note: Bad authenticators and 
unknown types are not included.

Total number of malformed 
Accounting-Requests received. 

NOTE: Bad authenticators and 
unknown types are not included.

Bad Authenticators Total number of Access-Requests 
which contained invalid Signature 
attributes received.

Total number of 
Accounting-Requests which 
contained invalid Signature 
attributes received.

Packets Dropped Total number of incoming packets 
silently discarded for some reason 
other than malformed, bad 
authenticators or unknown types.

Total number of incoming packets 
silently discarded for some reason 
other than malformed, bad 
authenticators or unknown types.

Packets of Unknown 
Type

Total number of RADIUS packets of 
unknown type which were 
received.

Total number of RADIUS packets of 
unknown type which were 
received.

Responses from 
unknown addresses

Total number of RADIUS 
Access-Responses received from 
unknown addresses.

Total number of RADIUS 
Accounting-Responses received 
from unknown addresses.
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RADIUS Client Statistics

This section describes the statistics available for RADIUS clients.

To view RADIUS client statistics:

1. Select Statistics > RADIUS > Client 

The content frame displays any RADIUS clients from which the server has 
received packets. 

2. Double-click the RADIUS client whose statistics you want to display. The 
RADIUS client statistics dialog opens (Figure 107). 

Figure 107:  RADIUS Client Statistics

Table 32 describes each statistic.

NOTE: RADIUS Client Statistics are presented for any client that sends messages to 
the IMS AAA Server, and are not limited to clients configured in the server. This 
helps to determine that spamming has occurred. 

RADIUS Client statistics are purged after one day.
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RADIUS Target Statistics

This section describes the statistics available for RADIUS Dynamic Authorization 
and Authentication targets.

To view RADIUS target statistics:

Table 32:  RADIUS Client Statistics 

Statistic Authentication/Authorization Accounting

Requests The number of Access-Requests 
received from this client.

The number of 
Accounting-Requests received 
from this client.

Duplicate Requests The number of duplicate 
Access-Requests received from 
this client.

The number of duplicate 
Accounting-Requests received 
from this client.

Access Accepts The number of Access-Accepts 
sent to this client.

Not applicable.

Access Rejects The number of Access-Rejects 
sent to this client.

Not applicable.

Access Challenges The number of Access-Challenges 
sent to this client.

Not applicable.

Accounting 
Responses

Not applicable. The number of 
Accounting-Responses sent to this 
client.

Malformed Requests The number of malformed 
Access-Requests received from 
this client.

Note: Bad authenticators and 
unknown types are not included.

The number of malformed 
Accounting-Requests received 
from this client.

NOTE: Bad authenticators and 
unknown types are not included.

Bad Authenticators The number of Access-Requests

that contained invalid Message 
Authenticator attributes received 
from this client.

The number of 
Accounting-Requests that 
contained invalid authenticators 
received from this client.

Accounting Requests 
Note Recorded

Not applicable. The number of 
Accounting-Requests that were 
received and responded to but 
not recorded.

Packets Dropped The number of incoming packets 
received from this client and 
silently discarded for a reason 
other than malformed, bad 
authenticators, or unknown types.

The number of incoming packets 
received from this client and 
silently discarded for a reason 
other than malformed, bad 
authenticators, or unknown types.

Packets of Unknown 
Type

The number of RADIUS packets 
of unknown type that were 
received from this client.

The number of RADIUS packets 
of unknown type that were 
received from this client.
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1. Select Statistics > RADIUS > Target 

The content frame displays any RADIUS targets that are defined in the server. 

2. Double-click the RADIUS target whose statistics you want to display. The 
RADIUS target statistics dialog opens (Figure 108). 

Figure 108:  RADIUS Target Statistics

Table 33 describes each target statistic.  

Table 33:  RADIUS Target Statistics 

Statistic Authentication/Authorization Accounting

Round Trip Time The time interval (in hundredths 
of a second) between the most 
recent 
Access-Reply/Access-Challenge 
and the Access-Request that 
matched it from this target.

The time interval between the 
most recent                
Accounting-Response and the 
Accounting-Request that matched 
it from this target.

Requests The number of Access-Requests 
sent to this target.

The number of 
Accounting-Requests sent to this 
target.

Requests 
Retransmissions

The number of Access-Requests 
retransmitted to this target.

The number of 
Accounting-Requests 
retransmitted to this target.
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Routing Rule Statistics

The server collects and displays hit and success counts for each routing rule defined 
in the server (implicit, explicit and default).

To display the statistics for a routing rule:

1. Select Statistics > Routing Rules

The content frame displays any routing rules defined in the server. 

2. Double-click the routing rule whose statistics you want to display. The routing 
rule statistics dialog opens (Figure 109). 

Access Accepts The number of Access-Accepts 
received from this target.

Not applicable.

Access Rejects The number of Access-Rejects 
received from this target.

Not applicable.

Access Challenges The number of 
Access-Challenges received from 
this target.

Not applicable.

Accounting 
Responses

Not applicable. The number of 
Accounting-Responses received 
from this target.

Malformed 
Responses

The number of malformed 
Access-Responses received from 
this target.

Note: Bad authenticators and 
unknown types are not included.

The number of malformed 
Accounting-Responses received 
from this target.

NOTE: Bad authenticators and 
unknown types are not included.

Bad Authenticators The number of 
Access-Responses

that contained invalid Message 
Authenticator attributes received 
from this target.

The number of 
Accounting-Responses that 
contained invalid authenticators 
received                 from this 
target.

Pending Requests The number of Access-Requests 
destined for this target that have 
not yet timed out or received a 
response.  

The number of 
Accounting-Requests destined for 
this target that have not yet timed 
out or received a response.  

Timeouts The number of authentication 
timeouts to this target.

The number of accounting 
timeouts to this target.

Table 33:  RADIUS Target Statistics  (continued)

Statistic Authentication/Authorization Accounting
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Figure 109:  Routing Rule Statistics Dialog

Table 34 lists routing rule statistics.

Table 34:  Routing Rule Statistics

Statistic Meaning

Hits Total number of times this routing rule has been selected to 
route a request.

Successes Total number of operations that completed successfully as a 
result of selecting this rule.
Routing Rule Statistics 175



IMS AAA Server 1.1 Administration Guide

176
 Routing Rule Statistics



Chapter 10

Server Management

This chapter describes server access control, event logging and the SNMP 
capabilities of the IMS AAA Server.

This chapter covers the following topics:

“Access Control” on page 177

“Event Logging” on page 178

“SNMP Alerts” on page 183

“Configuring the SNMP Alerts” on page 188

“Making Changes to the SNMP Configuration” on page 190

Access Control

Access to the IMS AAA Server is controlled through standard Unix groups. You can 
log onto the server at anytime as root. In addition, during the server installation 
procedure you can specify an existing Unix group. Any users in that group will be 
allowed to log onto the Administrator and administer server settings. By default, the 
Unix group “other” is chosen. 

Once you have logged into the server, administrative access is controlled by 
selecting the Administrative Group. All users belonging to this group have 
administrative privileges to the server. 

Refer to “Installing IMS AAA Server and Administrator Software” on page 12 for 
details on installing the server software and selecting the Unix group. 

To select the Administrative Group:

1. Select Server Management > Access Control.

The dialog in Figure 110 opens.
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Figure 110:  Selecting an Administrator Group

2. Use the pulldown in the Administrative Group field to select the UNIX 
administrative group.

Event Logging

This section describes how to set up and use the event logging function in IMS AAA 
Server. 

The IMS AAA Server provides the ability to capture log streams. Log streams capture 
different groups of server related events at various levels of granularity. You may 
configure the IMS AAA Server to capture any number of log streams. Each log 
stream is saved in a separate text file called a log file. Each log file is date stamped, 
and can be assigned a prefix for easy identification. The format for log files is 
Prefix_Date.log.

The level of granularity in a log stream is configurable by selecting the event level 
for the log group. The log group specifies the type of server related events to be 
captured, and the event level specifies the level of granularity. Figure 111 shows the 
Log Stream dialog.
Event Logging



Chapter 10:  Server Management
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Log S
Figure 111:  Log Stream Dialog

Events

To configure and save a log stream to a log file you:

Enter a Name for the log stream-this is the name used by the server to 
identify the log stream.

Enter a Prefix for the log files—this prefix is prepended to each log file 
created for the log stream. 

Configure the File Settings—these settings define how often the log files 
for this particular log stream are created, and how long they are stored. 

Configure the Log Detail—configure the level of detail to be captured for 
each log group using the event level slidebar for the respective log group. 

Event Level
selected for
log group

Event Level
 Slidebars

Select
Granularity
of captured

 events

(set with slidebar)

e of the Log Stream

tream file settings

Log Groups
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In general, each event level includes all event types of a less verbose type. For 
example, if you configure an event level of “Warning”, then warnings and errors will 
be logged to the specified Log Stream. The event levels in order of increasing 
verbosity are shown in Table 35.

Log Groups

Log groups specify the type of server functionality for which you want to log events. 
The log groups listed in Table 36 are available:

Table 35:  Event Levels

Event Level Description

None No events will be logged for the Log Group.

Error An error is defined as an event that may cause the system to operate incorrectly.  
Examples include exceptions being thrown, an inability to continue processing a 
transaction, or configuration errors that cause a component to fail to start.

Warning Warnings are less severe than errors, in that a warning should be logged when the 
system was able to handle an unexpected input or condition without any threat 
to the operation of the server.  Examples of warnings include invalid packet 
contents, protocol violations, possibly security violations, ignored configuration 
data, and failures to contact remote servers.

Standard Standard logging messages are defined as “what the average administrator would 
want to see during normal operation.” 

Detail Detail logging is intended to inform why and how the particular result indicated 
by standard logging was reached.  Server components that perform significant 
processing on the transaction, such as determining validity of the packet 
contents, log details about decisions they made.  All server components that route 
the transaction through different processing based on the nature of the 
transaction, log their routing activity at this level.  The detail log is allowed to refer 
to the contents of messages logged at the “standard” level; that is, it will never be 
read without the standard messages.

Debug Debug logging is provided for the benefit of engineering only. 

Table 36:  Log Groups

Log Group Description

Administration This log group reports events related to server administration such as: 

A server access log, including identity of the administrator. This is 
available using the Standard event level. 

Changes made to the server configuration, including identity of the 
administrator. This is available using the Detail event level.

AuthAccept This log group reports events related to activity resulting in an authentication 
or authorization accept.

AuthFailure This log group reports events related to activity resulting in an authentication 
or authorization failure.

AuthReject This log group reports events related to activity resulting in an authentication 
or authorization reject.

Configuration This log group reports events related to configuration.

Packet This log group reports events related to transaction processing.

PacketTrace This log group displays content of a packet in a <attribute 
name>:<attribute value> format. 
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Using Event Logging

Be careful when using event logging because it consumes server resources while 
capturing events, and consumes disk space to store the log files. As such, event 
logging is typically used for troubleshooting purposes. We recommend you limit the 
amount of information captured in a log stream to control the consumption of 
server resources and disk space. This also makes it easier to interpret the 
information in the log files. For example, you might configure one log stream to 
capture only configuration related events only by selecting the Configuration log 
group event level to Detail, and setting all other log group event levels to None. 

Configuring a New Log Stream

To configure a new log stream:

1. Select Server Management > Logging > New.

The New Log Stream dialog opens, see Figure 111 on page 179.

2. Enter a name for the log stream in the Name field.

3. To easily identity the log files associated with the log stream, enter a prefix for 
the log file in the Prefix field.

4. Select the desired File Settings (Table 37):

PacketTraceRaw This log group displays content of a packet in its raw (octets) format.

PeerStateMachine This log group reports events related to the Peer State Machine as specified 
in RFC3588.

System This log group reports events related to the system such as:

Resource failures (no memory, file not found, disk full, etc.)

Unknown exceptions

System start

System stop

Table 36:  Log Groups (continued)

Log Group Description

Table 37:  File Settings

File Settings Description

Create new file on server start A new log file will be created each time the server starts.

Create new file after logging n 
number of bytes

If selected, a new log file will be created after n bytes. The 
Bytes field is enabled when the option is selected.

Create new file every n minutes If selected, a new log file will be created every n minutes. The 
Minutes field is enabled when the option is selected.

Automatically delete files after 
n days

If selected, the log file will be deleted after n days. The Days 
field is enabled when the option is selected. 
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5. Using the event level slidebars, configure the event level you want to log for 
each log group.

6. Click OK to add the log stream to the list of log streams.

Editing an Existing Log Stream

To edit an existing log stream:

1. Select Server Management > Logging .

The content frame displays a list of existing Log Streams as shown in 
Figure 112.

Figure 112:  Log Streams

2. Select the log stream you want to edit and click Edit.

An edit dialog equivalent to the New Log Stream dialog shown in Figure 111 
opens.

3. Make the desired changes to the log stream and click OK.

Deleting a Log Stream
1. Select Server Management > Logging .

The content frame displays a list of existing log streams as shown in Figure 112.

2. Select the log stream you want to delete and click Delete.

You are prompted to confirm the delete operation. Click Yes to delete the log 
stream or No to cancel the operation.

Log
Streams
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SNMP Alerts

This section describes how to configure and use the Simple Network Management 
Protocol (SNMP) package to monitor your IMS AAA Server. 

About SNMP

SNMP is an IETF standard protocol that lets an administrator set configuration 
parameters and monitor operating statistics and status for a managed device, such 
as a server or router, from a remote location.

About the SNMP Package

The IMS AAA Server is shipped with an SNMP agent (daemon) which must be 
installed on the server host machine if you want the IMS AAA Server to generate 
alerts to your SNMP network management station.  

NOTE: 

The IMS AAA Server must be started with the SNMP agent (daemon) enabled in 
order for the server to send SNMP alerts to the SNMP network management 
station. The server can be started automatically with SNMP enabled, or it can be 
started manually. 

During the server installation procedure, if you answered “Yes” when asked:

Do you want to configure a3s to be automatically launched during boot time and stopped during 
shutdown time [y,n]: y 

the server will automatically re-start each time the host machine is booted. The 
server installation procedure also includes a number of questions related to SNMP 
operation. See “Example Output of pkgadd Command for IMS AAA Server 
Package-New Installation” on page 13. 

However, if you answered “No” to the above question, you will need to manually 
start the server and the SNMP agent (daemon) whenever the host machine is 
booted. See “Starting and Stopping the IMS AAA Server” on page 16.

The first time you start the IMS AAA Server, SNMP alerts are not generated until 
you configure the SNMP alerts in the server. You then need to re-start the SNMP 
agent (daemon) using the # ./S89snmpd start command.
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SNMP Network Management Architecture

The SNMP network management architecture consists of managed devices, SNMP 
agents, and network management stations (NMS).

A managed device is any host or hardware on a network that runs an SNMP 
agent. The IMS AAA Server is a managed device. 

A network management station (NMS) is an administration workstation that 
polls management agents for information and provides control information for 
agents. A network management station can also accept trap messages when an 
asynchronous event occurs on a managed device.

An SNMP agent or daemon is a software module running on a managed device 
that is responsible for recording performance statistics and events in a database 
called a management information base (MIB) and for communicating with the 
NMS. When an NMS requests information, the SNMP agent processes the 
request, acquires information from the management database, and forwards 
the information to the NMS. The SNMP agent can also accept control 
information from the NMS. 

An SNMP subagent may be responsible for gathering information about 
network activity relating to a particular service running on the managed device. 

Figure 113 illustrates the SNMP management architecture.

Figure 113:  SNMP Architecture

NOTE: The IMS AAA Server is shipped with an SNMP agent based on net-snmp. 
This SNMP agent or daemon is responsible for sending the SNMP alerts to the 
NMS, and it must be loaded on the server host machine. 
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SNMP Versions

The IMS AAA Server supports SNMP version 1 (SNMPv1), SNMP version 2c and 
SNMP version 3 (SNMPv3). 

SNMPv1 is the original implementation of SNMP, as defined in RFC 1157, 
“Simple Network Management Protocol (SNMP).” 

SNMPv2c is an enhanced version of the SNMP standard that includes 
improvements to SNMPv1 in the areas of protocol packet types, transport 
mappings, and MIB structure elements. SNMPv2c uses the SNMPv1 
administration structure (“community based” and hence SNMPv2c). It is 
defined in RFC 1901, RFC 1905, and RFC 1906. SNMPv2c is defined in RFC 
1901, “Introduction to Community-based SNMPv2;” RFC 1905, “Protocol 
Operations for Version 2 of the Simple Network Management Protocol 
(SNMPv2);” and RFC 1906, “Transport Mappings for Version 2 of the Simple 
Network Management Protocol (SNMPv2).”

SNMPv3 is the current standard version of SNMP and is defined by RFC 
3411–RFC 3418. SNMPv3 primarily added security and remote configuration 
enhancements to SNMPv2c.

MIBs

A management information base (MIB) is a hierarchical collection of information 
that resides on a managed device. A MIB defines the types of information (objects) 
that can be controlled and collected by an NMS and includes thresholds, counters, 
tables, lists, and values. Managed objects consist of one or more object instances.

MIB objects can be read-only or read-write: 

A read-only object is a variable that can be read but not set from an NMS. For 
example, an NMS could read (but not increment) the value of a counter showing 
the number of packets received on the accounting port.

A read-write object is a variable that can be set from an NMS. For example, an 
NMS could set the device name or IP address for an SNMP client.

For convenience, all MIBs are stored in the 
/usr/local/a3s_visited/current/snmp/mib directory. The IMS AAA Server supports 
the MIBs listed in Table 38 for server authentication and accounting statistics. 

Table 38:  MIBs Supported by IMS AAA Server 

MIB Function

RADIUS MIBs

RFC4668.mib Maintains authentication client statistics.

RFC4669.mib Maintains authentication server statistics.

RFC4670.mib Maintains accounting client statistics.

RFC4671.mib Maintains accounting server statistics.
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SNMP Messages

SNMP uses different types of messages to send and retrieve information. 

A Get message requests the value of an object from a table or list maintained by 
a managed device. For example, a Get message might ask for the number of 
users since a device was restarted or the number of authentication requests 
that a server has received.

A GetNext message requests the value of the next object instance from a table 
or list maintained by a managed device. GetNext messages let the NMS “walk” 
a list or table to retrieve MIB object values sequentially.

A Get-Response message returns the information requested by a Get or GetNext 
message.

A Set message sets the value of an object instance within a managed device.

A Trap or alert message notifies the NMS asynchronously when an important 
event, such as a change in state or a device or component failure, has occurred. 
For example, a managed device might send an alert message if the amount of 
space on the IMS AAA Server falls below a specified threshold or if the server 
cannot access its authentication database.

There are three types of traps or alerts:

Informational alerts are sent to report important information that is not an 
error or a warning, such as when the server daemon is loaded or unloaded 
or when a threshold of some kind has resulted from a previous error or 
warning condition.

Warnings alerts are sent to report behavior that indicates a problem has 
occurred or may occur. 

Diameter MIBs

jnx-diameter-base-protocol.mib Describes Diameter Base Protocol statistics. This MIB 
is based on draft: 
DIAMETER-BASE-PROTOCOL-MIB-koehler-03.txt and 
DIAMETER-BASE-PROTOCOL-MIB-zorn-00-diameterBa
seTraps.txt

jnx-diameter-nas-application.mib Describes Diameter NAS application statistics. This 
MIB is based on draft: 
DIAMETER-NASREQ-APPLICATION-MIBkoehler-01.txt

Table 38:  MIBs Supported by IMS AAA Server  (continued)

MIB Function

NOTE: The IMS AAA Server does not support the SNMP Set function.
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Error alerts are sent to report problems that have occurred. Most Error 
alerts indicate that the server failed to start properly for some reason, such 
as the inability to allocate memory from the system. 

Figure 114:  SNMP Messages

Dilution

Alert event dilution means you can configure IMS AAA Server so that a particular 
alert is sent to the NMS once for every n occurrences of the condition that 
generated the alert. This allows for a fine degree of control with respect to alert 
generation for certain warning and error conditions. 

SNMP Communities

An SNMP community defines an administrative relationship between a managed 
device and one or more management stations on your network. Each community 
has a name called the community string. The community string provides access 
control for SNMP objects. When an NMS sends a Get or Set message to a managed 
device that belongs to an SNMP community, it must include the appropriate 
community string in the request. If the community string in the request is correct, 
the managed device sends back the requested information. If the community string 
is incorrect, the managed device discards the request without responding.
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Configuring the SNMP Alerts

When you install the IMS AAA Server software using the pkgadd command, you are 
prompted with a number of questions related to SNMP management. These 
questions have been clearly highlighted in the example output shown in “Example 
Output of pkgadd Command for IMS AAA Server Package-New Installation” on 
page 13. These questions must be answered properly in order for the IMS AAA 
Server to send alerts to the SNMP NMS.

The following SNMP alerts are generated by the IMS AAA Server:

NOTE: 

When you manually start the SNMP agent and the server, we recommend you 
start the SNMP agent first, and then start the server. This ensures the IMS AAA 
Server Startup and Diameter Peer Connection Up alerts are captured by SNMP the 
agent. To manually stop the server and the SNMP agent, stop the server first, and 
then stop the SNMP agent. This ensures the IMS AAA Server Shutdown and 
Diameter Peer Connection Down alerts are guaranteed are captured by the SNMP 
agent. For more information please see “Configuring the SNMP Alerts” on 
page 188. 

The first time you start the IMS AAA Server, SNMP alerts are not generated until 
you configure the Server Management > Alerts and Apply the changes to the 
IMS AAA Server.

NOTE: References in Table 39 refer to RFC 3588 dated September 2003.
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To configure the SNMP alerts generated by the IMS AAA Server:

1. Select Server Management > Alerts.

The dialog in Figure 115 opens.

Table 39:  SNMP Alerts Generated by the IMS AAA Server

Alert Meaning

Diameter base protocol error One of the Diameter protocol errors listed in RFC 3588 
section 7.1.3 has occured (Result-Code=3xxx).

Diameter transient failure One of the Diameter Transient Failures listed in RFC 
3588 section 7.1.4 has occured (Result-Code=4xxx).

Diameter permanent failure One of the Diameter Permanent Failures listed in RFC 
3588 section 7.1.5 has occured (Result-Code=5xxx).

Diameter Peer connection down A Diameter peer connection has been deemed Down. 
Per RFC 3588 section 5.6, this occurs when the peer 
state has changed from Open another state.

Diameter Peer connection up A Diameter peer connection has been deemed Up. Per 
RFC 3588 section 5.6, this occurs when the peer state 
has changed to I-Open or R-Open.

IMS AAA Server startup The IMS AAA Server process started successfully.

IMS AAA Server shutdown The IMS AAA Server process stopped successfully.

IMS AAA Server unauthorized 
administration requests

HTTP/HTTPs requests sent to the IMS AAA Server were 
denied because the user does not have proper 
permission to access the URL.

IMS AAA Server internal errors A IMS AAA Server implementation dependent error 
occured.

IMS AAA Server resource failure A IMS AAA Server implementation dependent resource 
failure occured. 

This is most likely due to an error reported by HSS or a 
communication error with the HSS.

IMS AAA Server log file failure Operation on a IMS AAA Server log file such as 
opening/reading/writing failed.

This is most likely due to the server disk being out of 
space. 
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Figure 115:  SNMP Alerts

To enable an alert, select the associated checkbox. Dilute an alert by entering 
the dilution value in the associated field. If there is no field for entering the 
dilution value, the alert cannot be diluted.

2. Once you have configured the desired dilution value, click Apply to apply the 
changes, or click Reset to reset the changes. 

Making Changes to the SNMP Configuration

Since the IMS AAA Server Administrator does not allow you to configure SNMP 
parameters, if you need to make changes to the SNMP configuration you specified 
when you installed the IMS AAA Server software, you need to re-install the server 
software as follows: 

Stop the server using the # ./S90a3s stop command.

Stop the SNMP agent using the # ./S89snmpd stop command.

Run the installation script using the pkgadd -d JNPRa3s.pkg command.

Start the SNMP agent using the # ./S89snmpd start command.

Start the server using the # ./S90a3s start command.

NOTE: The next step overwrites your current server configuration. See “Upgrading 
from a Previous Revision of Software” on page 18.
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Enabling Dynamic Authorization 
for Routers

This chapter describes how to enable routers for dynamic requests, such as service 
activation and deactivation.

This chapter covers the following topics:

“Introduction” on page 191

“Solution” on page 192

“Enabling IMS AAA Dynamic Authorization” on page 193

“XML Structure” on page 198

“Juniper Networks Routers Template” on page 207

“Cisco Routers Template” on page 210

Introduction

RADIUS was designed as an AAA protocol in client/server mode. Enabling dynamic 
authorization requires that the policy server communicate with the router. Every 
router vendor implements services using different sets of vendor-specific attributes 
(VSAs). This means that there is no universal language for sending requests to a 
router. 

To relieve the policy server from the burden of formatting requests in numerous 
dialects, the IMS AAA server, acting as an intermediary, translates policy server 
requests to the router. To achieve this, the IMS AAA server uses an XML file that 
defines services that the router activates and deactivates. Juniper Networks supplies 
a version of this XML file that includes Juniper Networks and Cisco router 
configurations.
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Before You Begin

We recommend you know the details about your router, its language, services, and 
attributes. Refer to your router’s user guide for any information you need. You also 
must know the basics of XML. If you do not know XML, many good tutorials are 
available online; for example, www.w3schools.com/xml/default.asp.

Solution

The solution to the problem of multiple router dialects is to have the IMS AAA 
Server translate policy server requests into VSAs that the router understands. To do 
this, the IMS AAA Server needs a mechanism for translating policy server requests 
so that the router can understand and implement them. Our solution is to use XML 
for specifying initial authorization, activation, deactivation, and abort session 
requests. 

Juniper Networks provides XML-based templates for Juniper Networks and Cisco 
router communication with the policy server. If you want to add a router from 
another vendor, you must write a custom template so that the policy server can 
communicate properly with your new router. 

The policy server in our solution is called the Service Resource Controller (SRC). This 
document uses policy server and SRC interchangeably.

Figure 116 shows the overall structure of the network with an upstream router.

Figure 116:  SRC Communication with a Router

The downstream AAA handles authentication methods not supported by the IMS 
AAA Server. In our solution, the downstream AAA is known as Steel-Belted Radius 
(SBR). 
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Rendering

The IMS AAA Server generates dynamic RADIUS authorization requests on SRC 
request. Because the SRC does not communicate directly with your router, 
translations between SRC, IMS AAA, and your router must take place. This 
translation process is called rendering. The SRC provides parameters for the 
rendering. The rendering process is shown in Figure 117.

Figure 117:  The Rendering Process

The rendering process takes three inputs and produces one output. Inputs are:

The data the policy server sends

XML templates from the IMS AAA Server

Data that returns with the authentication response from the downstream AAA 
Server

The templates for rendering are in an XML file, called deviceModels.xml, located in 
the root directory of the IMS AAA Server. A default version of this file includes 
sample service templates for Juniper Networks and Cisco routers. The next section 
explains how to add templates for other routers to this file. After that, the Juniper 
Networks and Cisco router XML files are discussed as concrete examples.

Enabling IMS AAA Dynamic Authorization

To add a new router:

1. Set up the router as a remote RADIUS network element, as describe in 
“Creating and Naming a Diameter or RADIUS Remote Network Element” on 
page 74. Make sure that you set the router’s function to WLAN. This chapter 
assumes the router is enabled.

2. Write a new template in the provided XML router templates file, 
deviceModels.xml, located in the root directory of the IMS AAA Server.

Rendering
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NOTE: We recommend that you write your new template by using the existing 
Cisco or Juniper Networks templates as examples.
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How the Process Works

This section describes the process of creating service templates for dynamic 
authorization. To understand how service templates interact with service requests, 
there are three main scenarios that you need to consider:

Initial Authorization

Activation and Deactivation

Abort Session

Each of these have a serviceTemplate associated with them. 

Overview

There are two common behaviors that trigger dynamic authorization requests:

The IMS AAA Server sends a request to the policy server notifying it about an 
event, such as authentication success.

The policy server requests a service, such as activation, deactivation, or abort 
session. 

In the former case, the policy server replies, and the IMS AAA Server uses this reply 
as one of the inputs to the rendering process to generate VSAs. In any case, the 
policy server supplies data that the IMS AAA Server uses as one of the inputs to the 
rendering process to generate VSAs. The IMS AAA Server than sends the VSAs to the 
router so that it can activate or deactivate services.

In the process, requests may go not only from the router to the IMS AAA, but also to 
the downstream AAA server, to the policy server, and, in the case of the initial 
authorization scenario, from the IMS AAA Server to the downstream AAA Server.

Initial Authorization

Initial authorization of services requires that your router support service activation 
in the access accept message. This capability is called Access-Accept mode in 
deviceModels.xml. See “controlledDeviceModel” on page 199. This scenario begins 
when the router sends an authorization request to the IMS AAA Server. The server 
in turn sends a RADIUS access request to the downstream AAA that handles 
authorization requests. 

If the downstream AAA approves the request, it sends a RADIUS Access-Accept 
message to the IMS AAA server. Using the global serviceTemplate (see 
“serviceTemplates (Global)” on page 204), the IMS AAA formats the authorization 
request to the policy server. At this point, the policy server replies with service 
activation data used as input to the rendering process. This data contains the 
service name as specified in the deviceModels.xml file along with the attribute 
values and parameters. For example, if the policy server requests 
content_provider_tiered service, the IMS AAA server renders data using the 
corresponding mode, as shown in this XML code:

<serviceTemplate name="content_provider_tiered">
<mode name="InitialAuthorization"> 
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<attributes> 
<parameterizedAttribute name="Unisphere-Activate-Service" 
format="content_provider_tiered\($(contentProviderAddress),$(contentProvider
Mask),$(subscriberAddress),$(subscriberMask),$(upstreamBandwidth),$(down
streamBandwidth)\)" /> 
<defaultAttribute name="Unisphere-Service-Stats" value="1" /> 
</attributes> 
</mode> 
</serviceTemplate>

The IMS AAA renders the Access-Accept, then informs the policy server about 
rendering sucess(es) and failure(s) in another request. The policy server sends an 
acknowledging response back to the IMS AAA, which in turn sends a rendered 
Access-Accept message to the router. 

Accounting

As soon as the requested service is active, the next step is an accounting (start or 
interim) request from the router to the IMS AAA. Using the rendering process and 
the information defined in the accounting mode in the global serviceTemplate (see 
“serviceTemplates (Global)” on page 204), the IMS AAA sends an accounting 
request to the policy server, which then sends an accounting response. (See 
“Modes” on page 200 for an explanation of modes). After receiving this response, 
the IMS AAA sends an accounting request to the downstream AAA, which sends an 
accounting response. Finally, the IMS AAA sends an accounting response back to 
the router and service accounting is complete.

Figure 118 shows the initial authorization and accounting timing sequence. The 
rectangles with a folded corner represent pieces of the XML template.
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Figure 118:  Initial Authorization and Accounting Timing Sequence

Service Activation and Deactivation 

This section describes the service activation scenario. The deactivation scenario is 
identical if you replace “activation” with “deactivation” in the description.

A service activation begins with an activation request from the policy server to the 
IMS AAA server. Figure 119 on page 197 uses guided_entrance activation as an 
example. This activation request includes all the information needed for the IMS 
AAA server to render the guided_entrance service activation request into RADIUS 
format for the router. The IMS AAA Server sends the rendered request, along with a 
service correlation ID number, as a Change of Authorization (CoA). The router 
responds with an Ack or Nak. The IMS AAA server then sends a service activation 
response to the policy server. 

This completes the service activation. The router then initiates an accounting 
request, the timing sequence of which is identical to the sequence described in 
“Accounting” on page 195.

Figure 119 shows the activation and deactivation timing sequence.
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Figure 119:  Activation and Deactivation Timing Sequence

Abort Session Requests

The policy server may decide at any time to abort the user session, in which case it 
sends an abort session request to the IMS AAA Server. The IMS AAA, using the 
global serviceTemplate and the AbortSession mode, renders the request and sends 
the it, along with a service correlation ID number, as a Disconnect Message (DM) to 
the router. The router responds with an Ack or Nak. The IMS AAA server then sends 
a response to the policy server.

In all situations, abort session requests follow the same sequence and use the same 
global service template. 

This completes the abort session scenario. The router then initiates an accounting 
request, the timing sequence of which is identical to the sequence described in 
“Accounting” on page 195.

Figure 120 shows the abort session timing.
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Figure 120:  Abort Session Timing Sequence

XML Structure

The data that controls rendering is expressed in XML format in a sequence of 
nested tags. This code shows the tag hierarchy.

<controlledDeviceModels>
<controlledDeviceModel ...> 

<capabilities> 
 ... 
</capabilities>

<serviceTemplates> 
<serviceTemplate ...> 

<mode ... > 
<attributes>
...
</attributes>

<variables>
...
</variables>

</attributes> 
</mode>

</serviceTemplates>
</controlledDeviceModel>
</controlledDeviceModels>

capabilities and serviceTemplates are at the same level; so are attributes and 
variables.

g0
16

48
4

XML Structure



Chapter 11:  Enabling Dynamic Authorization for Routers
Table 40 lists all the basic tags, their parameters, and a brief description.

The following sections discuss each tag in order.

controlledDeviceModel

The controlledDeviceModel tag is the top node of the template. Specify the make and 
model of your router and its dictionary. Table 41 lists the controlledDeviceModel 
attributes.

Table 40:  Main XML Elements

Element Attributes Description
Can I Create a New 
One?

controlledDeviceModel id

model

vendor

dictionary 

Highest level specification of the 
router.

Yes

capability Activation 
Modification 
Bundle

Specifies access behavior, 
modification of existing service, 
and whether multiple CoAs can 
attach to one VSA.

No

serviceTemplate name Specifies the services available 
to your router. Router specific.

Yes

mode attribute

variable

Subelement of serviceTemplate. No

attribute name

value

One of the following:

InitialAuthorization

Activation

Deactivation

AbortSession

Yes

variable name

value

format

Controls rendering process 
behavior.

Yes

Table 41:  controlledDeviceModels Attributes

Attribute Description

id The name of the router

vendor The brand of the router.

model The model name of the router. The model name must match the 
one specified in the RADIUS User Interface. See “Creating and Naming 
a Diameter or RADIUS Remote Network Element” on page 74.

dictionary An optional override of the default dictionary. The dictionary 
defines router-specific VSAs.

See “Creating and Naming a Diameter or RADIUS Remote Network 
Element” on page 74 for setting the default dictionary.
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Syntax

<controlledDeviceModel id="router_model" vendor="router_vendor" 
model="router_model" dictionary="dictionary_name"> 

capability

The capability tag specifies the activation behavior of services and how the router 
handles multiple requests. Table 42 lists the capability tags.

Syntax

<capability name="Activation" value="string" /> 
<capability name="Modification" value="string" /> 
<capability name="Bundle" value="string" /> 

serviceTemplate

Use the serviceTemplate tag to specify any services that you want to enable for your 
router. What services are available vary from router to router, so it is important that 
you understand the properties of your router to successfully implement custom 
services. 

The following elements are inside the serviceTemplate:

“Modes” on page 200

“Attributes” on page 201

“Variables” on page 203

Modes

Service templates have as children groups of data, called modes, that each service 
must specify. Modes contain attributes and variables, which are explained in the 
next sections. 

Table 42:  capability Name and Value Pairs

Name Value

Activation "None" (default value) indicates that the router is not capable of 
activating services during initial authorization or activation.

"Access-Accept" indicates that the router supports activating 
services in RADIUS Access-Accept messages only.requests,

"CoA" indicates that the router supports activating services in CoA 
only.

"Both" enables both Access-Accept and CoA requests.

Modification "false" -- (default value) this attribute must be set to false.

Bundle This parameter indicates whether and how the router handles 
multiple service activations/deactivations in one CoA.

"None" (default value) indicates no bundling.

"Single" indicates the router to accept multiple requests.
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The modes are mandatory elements of a serviceTemplate. You must use the 
provided modes; you cannot create new modes.

The modes are as follows:

Activation—Activates services on policy server request

Deactivation—Deactivates services on policy server request

InitialAuthorization—Initial activation of services in the Access-Accept message

ServiceCorrelationId—Assigns an ID number when any other mode is initiated. 
The policy server uses this identification number internally. It is possible to 
suppress this mode by using a special variable. See “Overriding the Service 
Correlation ID” on page 204.

Attributes

All modes have attributes. Attributes define which RADIUS or Diameter attributes 
are generated as a result of rendering. All attributes create data that appears in the 
RADIUS attributes (such as VSAs) generated by the rendering process. It is 
important to understand that modes are the very core of the rendering process.

Modes can also have variables, which control the rendering process.

Table 43 lists the attributes, explains their parameters, and describes their behavior.

NOTE: The deviceModels.xml file contains examples of each of the service 
templates, their modes, and their modes’ associated attributes and variables 

Table 43:   Attributes for All Modes 

Attribute Description

requiredAttribute In requiredAttribute, if the renderer finds the attribute in 
the downstream AAA server response, it copies the value 
into the RADIUS message for the router. Otherwise, the 
rendering fails. The IMS AAA server notifies the policy 
server of the failure.

<requiredAttribute name="string” copyFrom=”string”/> 

The name must match a defined RADIUS attribute in the 
downstream AAA server response. 

Optionally, you can use copyFrom. If copyFrom is present, 
the renderer looks up the attribute specified by copyFrom 
in the downstream AAA Server response. In the absence 
of copyFrom, the renderer looks up the attribute specified 
by name.

For example,

<requiredAttribute name = "Acct-Session-Id"/>
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overrideAttribute In overrideAttribute, whether or not the renderer finds the 
attribute in the downstream AAA server response, it 
creates the attribute name with the specified value.

<overrideAttribute name="string” value="string" /> 
For example,

<overrideAttribute name = "Unisphere-Service-Timeout" 
value="5" />

defaultAttribute In defaultAttribute, if renderer finds the attribute in the 
downstream AAA server response, it copies the value into 
the RADIUS message. Otherwise, it creates the attribute 
name with the specified value.

<defaultAttribute name="string” value="string" 
copyFrom="string"/>

For example,

<defaultAttribute name = "Unisphere-Service-Timeout" 
value="5" copyFrom="Session-Timeout"/>

Optionally, you can use copyFrom. If copyFrom is present, 
the renderer looks up the attribute specified by copyFrom 
in the downstream AAA Server response. In the absence 
of copyFrom, the renderer looks up the attribute specified 
by name.

attribute In attribute, if the renderer finds the attribute in the 
downstream AAA server response, it copies the value into 
the RADIUS message for the router. Otherwise, no action 
occurs. Unlike requiredAttribute, the rendering does not 
fail in this case.

<attribute name="string” copyFrom="string"/>

For example,

<attribute name = "Unisphere-Service-Timeout" 
copyFrom="Session-Timeout"/>

Optionally, you can use copyFrom. If copyFrom is present, 
the renderer looks up the attribute specified by copyFrom 
in the downstream AAA Server response. In the absence 
of copyFrom, the renderer looks up the attribute specified 
by name.

Table 43:   Attributes for All Modes  (continued)

Attribute Description
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Variables

Variables are subtags under modes. You can use them to render information that is 
not part of RADIUS attributes. They provide inner logic for the rendering process. 
Nothing defined by variables will appear in VSAs sent to the router.

Variables have three parameters, described in Table 44.

For example, to set up a CoA request for a custom service, use this code:

<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request 
</variables> 

This gives the renderer the RADIUS code to create a RADIUS CoA request. The value 
43 comes from RFC 3576 (http://www.ietf.org/rfc/rfc3576.txt?number=3576). 
RadiusCode is the name of an internal variable the IMS AAA Server uses to format 
RADIUS messages. 

parametrizedAttribute parametrizedAttribute is the most powerful and flexible 
part of the template. It generates attribute values using a 
format specification, which makes it the most flexible of 
the attributes. Unlike the other attributes, Use this syntax 
to specify a name and format:

<parametrizedAttribute name="string" format =" $(p1) 
$(p2) ... $(pn) [$p(n+1)]"/> 

format behaves much like sprintf in C; you can 
intersperse literal text in between parameter definitions. 
Unlike sprintf, format supports optional parameter 
definition. If the optional parameter is absent, it, and any 
literal text included in the square brackets, is ignored.
All parameters come from the SRC as input to rendering.

If you need to use restricted characters in your strings, 
use the backslash convention: \$, \’, \", \[, \], \(, \).

Optionally, you can use copyFrom. If copyFrom is present, 
the renderer looks up the attribute specified by copyFrom 
in the downstream AAA Server response. In the absence 
of copyFrom, the renderer looks up the attribute specified 
by name.

Table 44:  Variables

Parameter Description

name The variable name

value The value, usually an integer

format The data type, "integer" or "string"

Table 43:   Attributes for All Modes  (continued)

Attribute Description
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A rule for processing variables: while rendering, when the IMS AAA encounters a 
variable with a new value, and that variable already has a different value, the 
rendering stops and sends the results to the policy server. It generates a RADIUS 
message and resumes rendering with the new value. Thus, it creates two VSAs, one 
each for the variable values. This correlates with the Bundle capability. See 
“capability” on page 200.

Overriding the Service Correlation ID

You can also use variables to override the serviceCorrelationId mode. For example,

variable name= "CreateServiceCorrelationId" value="0"

overrides serviceCorrelationId, so no identification number is created.

serviceTemplates (Global)

The global section is a unique serviceTemplate that specifies rendering used as part 
of any mode of any other service template. It is used to control rendering of 
service-independent requests, such as AbortSession. This template is unique in that 
its modes, attributes, and variables are available to all services that you define. It is 
therefore a mandatory part of any router XML definition file.

The global template is called in every possible scenario. You can use it to render a 
request to the policy server.

Table 45 lists the modes and attributes of the global section.

For example, 

<serviceTemplate description="global section"> 
<mode name="Authentication"> 
<attributes targetDictionary="diameter" /> 
</mode> 
<mode name="Accounting"> 
<attributes targetDictionary="diameter"> 
<attribute name="Juniper-Service-Correlation-Id" 
copyFrom="Unisphere-Service-Session" /> 
</attributes> 
</mode> 
<mode name="AbortSession"> 

Table 45:  serviceTemplate -- Global Section

Mode Description

Authentication Use Authentication mode for optional rendering of the request in the case of 
an initialAuthorization. Usually this mode is empty, since no additional 
rendering is required.

Unlike modes in the other serviceTemplates, this mode renders requests to 
the policy server and not to the router.

Accounting Use Accounting mode to control the rendering of the accounting request sent 
to the policy server. Accounting is a post-authorization service, and it uses the 
ID numbers and names from the service activation rendering.

AbortSession Use AbortSession mode for rendering of RADIUS disconnect request (DM) 
upon policy server abort session request.
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<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="40" format="integer" /> 
</variables> 
</mode> 
</serviceTemplate>

Some Provided Services

Juniper Networks provides some useful serviceTemplates:

content_provider_tiered—Shapes traffic between the content-provider network 
and the router. Use to change permissions based on IP address and source 
network, and to change bandwidth parameters.

internet_tiered—Similar to the content_provider_tiered tag in that you can use it 
to change bandwidth parameters, but it does not restrict services based on the 
content-provider network.

guided_entrance—Redirects user to a specific network address, usually a portal.

Table 46 describes the modes associated with tiered services.

Tagged Attributes

Juniper Networks IMS AAA Server supports tagged attributes, which are an 
extension of the RADIUS protocol. Refer to RFC 2868 
(http://www.ietf.org/rfc/rfc2868.txt?number=2868) for a description of this feature. 

If you have Bundle="single" and want to send a single CoA activating two services, 
these activations requests must have the same RADIUS attributes, but with different 
values. To discriminate between attributes from two separate activation requests, 
you must use a unique tag for each. The tags provide a means of grouping attributes 
in the same RADIUS packet. For example, 

Table 46:  Tiered Services

Service Modes

content_provider_tiered InitialAuthorization
Activation
Deactivation
ServiceCorrelationId
ServiceProfileDownload (Cisco only)

internet_tiered InitialAuthorization
Activation
Deactivation
ServiceCorrelationId
ServiceProfileDownload (Cisco only)

guided_entrance InitialAuthorization
Activation
Deactivation
ServiceCorrelationId
ServiceProfileDownload (Cisco only)
XML Structure 205



IMS AAA Server 1.1 Administration Guide

206
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<overrideAttribute name="IncrementTag.function" value="" /> 
<parameterizedAttribute name="Unisphere-Activate-Service" 
format="internet_tiered\($(upstreamBandwidth),$(downstreamBandwidth)\)" 
/> 
<defaultAttribute name="Unisphere-Service-Stats" value="1" /> 

Two things to keep in mind:

The code order is important. IncrementTag.function acts on the attributes that 
follow it. If you want an attribute without incremented tags, place its definition 
before IncrementTag.function.

IncrementTag.function only affects attributes that support tags. Otherwise, it 
has no effect.

You can place more than one tag function in a template mode. This generates two 
separate groups of tagged attributes. If the policy server activates two services, the 
fijnal CoA request contains the following attribures:

Unisphere-Activate-Service with tage value 1.
Unisphere-Service-Stats with tage value 1.
Unisphere-Activate-Service with tage value 2.
Unisphere-Service-Stats with tage value 2.

In normal operation, however, we recommend one group for each service activation 
request. 

Caveat (Cisco Only)

Cisco Routers require an additional step to complete service activation. When the 
IMS AAA Server activates a service on a Cisco router, the router sends an extra 
Access-Request to the IMS AAA to retrieve the service profile. IMS AAA then sends 
back an Access-Accept response with VSAs representing the service profile. In 
response to the extra Access-Request, the IMS AAA Server has to send all VSAs 
generated by the previous rendering process. The router then activates the service. 
This means that the IMS AAA Server has to render the activation twice. In the 
second rendering a special mode, serviceProfileDownload is used. 

This activation process is different from the usual scenario. Extra Access-Requests 
happen prior to the IMS AAA Server response to a policy server request. therefore, 
you can minimize the first rendering and place most of the work in the policy server 
download mode by doing the following:

In the activation mode, specify only the service name.

In the servicePolicyDownload mode, specify the rest of the needed parameters.

See your Cisco documentation for more information. 
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Juniper Networks Routers Template

This example shows the complete Juniper Networks router template in 
deviceModels.xml. 

<?xml version="1.0" ?> 
<controlledDeviceModels>
<controlledDeviceModel id="Juniper Router JUNOSe 7.2+" vendor="juniper" 
model="Juniper Router JUNOSe 7.2+" dictionary="juniper"> 
<capabilities> 
<!-- 
 choices are None, Access-Accept, CoA, Both 
--> 
<capability name="Activation" value="Both" /> 
<capability name="Modification" value="false" /> 
<!-- choices are None, Single, (All). Currently All is not supported --> 
<capability name="Bundle" value="Single" /> 
</capabilities> 
<serviceTemplates> 
<serviceTemplate name="" description="global section"> 
<mode name="Authentication"> 
<attributes targetDictionary="diameter" /> 
</mode> 
<mode name="Accounting"> 
<attributes targetDictionary="diameter"> 
<attribute name="Juniper-Service-Correlation-Id" 
copyFrom="Unisphere-Service-Session" /> 
</attributes> 
</mode> 
<mode name="AbortSession"> 
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="40" format="integer" /> 
</variables> 
</mode> 
</serviceTemplate> 
<serviceTemplate name="content_provider_tiered" 
description="content_provider_tiered service"> 
<mode name="Activation"> 
<attributes> 
<!-- requiredAttribute name="Acct-Session-Id"/--> 
<overrideAttribute name="IncrementTag.function" value="" /> 
<!-- 
parameterizedAttribute name="Unisphere-Activate-Service" 
format="content_provider_tiered\($(contentProviderAddress),$(contentProviderMa
sk),$(subscriberAddress),$(subscriberMask),$(upstreamBandwidth),$(downstrea
mBandwidth)\)"/
--> 
<defaultAttribute name="Unisphere-Service-Stats" value="1" /> 
</attributes> 
<variables> 
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<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request -> 
</variables> 
</mode> 
<mode name="Deactivation"> 
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<parameterizedAttribute name="Unisphere-Deactivate-Service" 
format="content_provider_tiered\($(contentProviderAddress),$(contentProvider
Mask),$(subscriberAddress),$(subscriberMask),$(upstreamBandwidth),$(down
streamBandwidth)\)" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request --> 
</variables> 
</mode> 
<mode name="InitialAuthorization"> 
<attributes> 
<overrideAttribute name="IncrementTag.function" value="" /> 
<parameterizedAttribute name="Unisphere-Activate-Service" 
format="content_provider_tiered\($(contentProviderAddress),$(contentProvider
Mask),$(subscriberAddress),$(subscriberMask),$(upstreamBandwidth),$(down
streamBandwidth)\)" /> 
<defaultAttribute name="Unisphere-Service-Stats" value="1" /> 
</attributes> 
</mode> 
<mode name="ServiceCorrelationId"> 
<attributes targetDictionary="diameter"> 
<!-- 
parameterizedAttribute name="Juniper-Service-Correlation-Id" 
format="content_provider_tiered\($(contentProviderAddress),$(contentProviderMa
sk),$(subscriberAddress),$(subscriberMask),$(upstreamBandwidth),$(downstrea
mBandwidth)\)"/
--> 
</attributes> 
</mode> 
</serviceTemplate> 
<serviceTemplate name="internet_tiered" description="internet_tiered service"> 
<mode name="Activation"> 
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<overrideAttribute name="IncrementTag.function" value="" /> 
<parameterizedAttribute name="Unisphere-Activate-Service" 
format="internet_tiered\($(upstreamBandwidth),$(downstreamBandwidth)\)" 
/> 
<defaultAttribute name="Unisphere-Service-Stats" value="1" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request --> 
</variables> 
</mode> 
<mode name="Deactivation"> 
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<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<parameterizedAttribute name="Unisphere-Deactivate-Service" 
format="internet_tiered\($(upstreamBandwidth),$(downstreamBandwidth)\)" 
/> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request --> 
</variables> 
</mode> 
<mode name="InitialAuthorization"> 
<attributes> 
<overrideAttribute name="IncrementTag.function" value="" /> 
<parameterizedAttribute name="Unisphere-Activate-Service" 
format="internet_tiered\($(upstreamBandwidth),$(downstreamBandwidth)\)" 
/> 
<defaultAttribute name="Unisphere-Service-Stats" value="1" /> 
</attributes> 
</mode> 
<mode name="ServiceCorrelationId"> 
<attributes targetDictionary="diameter"> 
<parameterizedAttribute name="Juniper-Service-Correlation-Id" 
format="internet_tiered\($(upstreamBandwidth),$(downstreamBandwidth)\)" 
/> 
</attributes> 
</mode> 
</serviceTemplate> 
<serviceTemplate name="guided_entrance" description="guided_entrance 
service"> 
<mode name="Activation"> 
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<overrideAttribute name="IncrementTag.function" value="" /> 
<parameterizedAttribute name="Unisphere-Activate-Service" 
format="guided_entrance\($(redirectAddress),$(redirectPort),$(redirectPath),$
(serverAddress),$(serverMask),$(serverPort)\)" /> 
<defaultAttribute name="Unisphere-Service-Stats" value="1" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request --> 
</variables> 
</mode> 
<mode name="Deactivation"> 
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<parameterizedAttribute name="Unisphere-Deactivate-Service" 
format="guided_entrance\($(redirectAddress),$(redirectPort),$(redirectPath),$
(serverAddress),$(serverMask),$(serverPort)\)" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 
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 43 is CoA request 
--> 
</variables> 
</mode> 
<mode name="InitialAuthorization"> 
<attributes> 
<overrideAttribute name="IncrementTag.function" value="" /> 
<parameterizedAttribute name="Unisphere-Activate-Service" 
format="guided_entrance\($(redirectAddress),$(redirectPort),$(redirectPath),$
(serverAddress),$(serverMask),$(serverPort)\)" /> 
<defaultAttribute name="Unisphere-Service-Stats" value="1" /> 
</attributes> 
</mode> 
<mode name="ServiceCorrelationId"> 
<attributes targetDictionary="diameter"> 
<parameterizedAttribute name="Juniper-Service-Correlation-Id" 
format="guided_entrance\($(redirectAddress),$(redirectPort),$(redirectPath),$
(serverAddress),$(serverMask),$(serverPort)\)" /> 
</attributes> 
</mode> 
</serviceTemplate> 
</serviceTemplates> 
</controlledDeviceModel> 
</controlledDeviceModels>

Cisco Routers Template

This example shows the complete Cisco router template in deviceModels.xml.

<?xml version="1.0" ?> 
<controlledDeviceModels> 
<controlledDeviceModel id="Cisco Router IOS 12.2 SB" vendor="cisco" 
model="Cisco Router IOS 12.2 SB" dictionary="cisco"> 
<capabilities> 
<!-- choices are None, Access-Accept, CoA, Both --> 
<capability name="Activation" value="Both" /> 
<capability name="Modification" value="false" /> 
<!-- choices are None, Single, (All). Currently All is not supported --> 
<capability name="Bundle" value="None" /> 
</capabilities> 
<serviceTemplates> 
<serviceTemplate name="" description="global section"> 
<mode name="Authentication"> 
<attributes targetDictionary="diameter" /> 
</mode> 
<mode name="Accounting"> 
<attributes targetDictionary="diameter"> 
<attribute name="Juniper-Service-Correlation-Id" 
copyFrom="Cisco-SSG-Service-Info" /> 
</attributes> 
</mode> 
<mode name="AbortSession"> 
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<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="40" format="integer" /> 
<!--40 is Disconnect request --> 
</variables> 
</mode> 
</serviceTemplate> 
<serviceTemplate name="content_provider_tiered" 
description="content_provider_tiered service"> 
<mode name="Activation"> 
<attributes> 
<!-- requiredAttribute name="Acct-Session-Id"/--> 
<!-- 0x0B(activate) followed by "content_provider_tiered" --> 
<overrideAttribute name="Cisco-SSG-Command-Code" value="{hex}0B 63 6F 6E 
74 65 6E 74 5F 70 72 6F 76 69 64 65 72 5F 74 69 65 72 65 64" /> 
<parameterizedAttribute name="Cisco-AVPair" format="ip:inacl#10=permit ip 
any $(subscriberAddress) $(subscriberMask)" /> 
<parameterizedAttribute name="Cisco-AVPair" format="ip:outacl#20=permit ip 
$(contentProviderAddress) $(contentProviderMask) any" /> 
<overrideAttribute name="Cisco-AVPair" value="ip:traffic-class=in access-group 
name 10 priority 10" /> 
<overrideAttribute name="Cisco-AVPair" value="ip:traffic-class=in default drop" 
/> 
<overrideAttribute name="Cisco-AVPair" value="ip:traffic-class=out access-group 
name 20 priority 10" /> 
<overrideAttribute name="Cisco-AVPair" value="ip:traffic-class=out default drop" 
/> 
<parameterizedAttribute name="Cisco-SSG-Service-Info" 
format="QU;$(upstreamBandwidth);;;D;$(downstreamBandwidth);;" /> 
<overrideAttribute name="Cisco-AVPair" value="accounting-list=default" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request --> 
</variables> 
</mode> 
<mode name="Deactivation"> 
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<!-- 0x0C(deactivate) followed by "content_provider_tiered" --> 
<overrideAttribute name="Cisco-SSG-Command-Code" value="{hex}0C 63 6F 6E 
74 65 6E 74 5F 70 72 6F 76 69 64 65 72 5F 74 69 65 72 65 64" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request --> 
</variables> 
</mode> 
<mode name="ServiceCorrelationId"> 
<attributes targetDictionary="diameter"> 
<overrideAttribute name="Juniper-Service-Correlation-Id" 
value="Ncontent_provider_tiered" /> 
Cisco Routers Template 211



IMS AAA Server 1.1 Administration Guide

212
</attributes> 
</mode> 
<mode name="ServiceProfileDownload"> 
<attributes targetDictionary="radius"> 
<overrideAttribute name="User-Name" value="content_provider_tiered" /> 
</attributes> 
</mode> 
</serviceTemplate> 
<serviceTemplate name="internet_tiered" description="internet_tiered service"> 
<mode name="Activation"> 
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<!-- 0x0B(activate) followed by "internet_tiered" --> 
<overrideAttribute name="Cisco-SSG-Command-Code" value="{hex}0B 69 6E 74 
65 72 6E 65 74 5F 74 69 65 72 65 64" /> 
<parameterizedAttribute name="Cisco-SSG-Service-Info" 
format="QU;$(upstreamBandwidth);;;D;$(downstreamBandwidth);;" /> 
<overrideAttribute name="Cisco-AVPair" value="accounting-list=default" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request --> 
</variables> 
</mode> 
<mode name="Deactivation"> 
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<!-- 0x0C(deactivate) followed by "internet_tiered" --> 
<overrideAttribute name="Cisco-SSG-Command-Code" value="{hex}0C 69 6E 74 
65 72 6E 65 74 5F 74 69 65 72 65 64" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request -> 
</variables> 
</mode> 
<mode name="ServiceCorrelationId"> 
<attributes targetDictionary="diameter"> 
<overrideAttribute name="Juniper-Service-Correlation-Id" 
value="Ninternet_tiered" /> 
</attributes> 
</mode> 
<mode name="ServiceProfileDownload"> 
attributes targetDictionary="radius"> 
<overrideAttribute name="User-Name" value="internet_tiered" /> 
</attributes> 
</mode> 
</serviceTemplate> 
<serviceTemplate name="guided_entrance" description="guided_entrance 
service"> 
<mode name="Activation"> 
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<!-- 0x0B(activate) followed by "guided_entrance" --> 
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<overrideAttribute name="Cisco-SSG-Command-Code" value="{hex}0B 67 75 69 
64 65 64 5F 65 6E 74 72 61 6E 63 65" /> 
<parameterizedAttribute name="Cisco-AVPair" format="ip:inacl#10=permit ip 
any $(originalAddress) $(originalMask)" /> 
<parameterizedAttribute name="Cisco-AVPair" format="ip:inacl#20=permit tcp 
any eq $(originalPort)" /> 
<overrideAttribute name="Cisco-AVPair" value="ip:traffic-class=in access-group 
name 10 priority 10" /> 
<overrideAttribute name="Cisco-AVPair" value="ip:traffic-class=in access-group 
name 20 priority 10" /> 
<parameterizedAttribute name="Cisco-AVPair" format="ip:l4redirect=redirect to 
ip $(redirectAddress) port $(redirectPort)" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request --> 
</variables> 
</mode> 
<mode name="Deactivation"> 
<attributes> 
<requiredAttribute name="Acct-Session-Id" /> 
<!-- 0x0C(deactivate) followed by "guided_entrance" --> 
<overrideAttribute name="Cisco-SSG-Command-Code" value="{hex}0C 67 75 69 
64 65 64 5F 65 6E 74 72 61 6E 63 65" /> 
</attributes> 
<variables> 
<variable name="RadiusCode" value="43" format="integer" /> 
<!-- 43 is CoA request --> 
</variables> 
</mode> 
<mode name="ServiceCorrelationId"> 
<attributes targetDictionary="diameter"> 
<overrideAttribute name="Juniper-Service-Correlation-Id" 
value="Nguided_entrance" /> 
</attributes> 
</mode> 
<mode name="ServiceProfileDownload"> 
<attributes targetDictionary="radius"> 
<overrideAttribute name="User-Name" value="guided_entrance" /> 
</attributes> 
</mode> 
</serviceTemplate> 
</serviceTemplates> 
</controlledDeviceModel> 
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Glossary

Numerics

3GPP Third generation Partnership Project (GSM).

3GPP WLAN
Interworking

Integration of wireless LAN networking into an IMS network. Wireless LAN access is 
used to gain connectivity, while IMS is used to authenticate, authorize, and provide 
services.

3GPP2 Third generation Partnership Project 2 (CDMA).

802.1X IEEE standard 802.1X. Standard for Local and Metropolitan Area 
Networks-Port-Based Network Access Control.

Symbols

D’ Reference point between a pre-R6 HSS and a IMS AAA Server.

Dw Reference point between a IMS AAA Server and an SLF.

Gr’ Reference point between a pre-R6 HSS and a IMS AAA Server.

Wa Reference point between a WLAN Access Network and a IMS AAA Server/Proxy 
(charging and control signalling).

Wd Reference point between a 3GPP AAA Proxy and a IMS AAA Server (charging and 
control signalling).

Wf Reference point between an Offline Charging System and a IMS AAA Server/Proxy.

Wg Reference point between a IMS AAA Server/Proxy and WAG.

Wi Reference point between a Packet Data Gateway and an external IP Network.

Wm Reference point between a Packet Data Gateway and a IMS AAA Server or 3GPP 
AAA Proxy.

Wn Reference point between a WLAN Access Network and a WLAN Access Gateway.

Wp Reference point between a WLAN Access Gateway and a Packet Data Gateway.

Wo Reference point between a IMS AAA Server and an OCS.

Wu Reference point between a WLAN UE and a Packet Data Gateway.
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Ww Reference point between a WLAN UE and a WLAN Access Network.

Wx Reference point between an HSS and a IMS AAA Server.

Wy Reference point between PDG and an OCS.

Wz Reference point between a PDG and an Offline Charging System.

A

AAA Authentication, Authorization, and Accounting.

AC Access Controller.

ACL Access Control List.

accounting Recording of subscriber usage for billing and tracking purposes.

agent SNMP module on a managed device that responds to requests from a management 
station and sends traps to one or more recipients (trap sinks) to inform 
administrators of potential problems.

AKA Authentication and Key Agreement. An extension to the EAP protocol that enables 
authentication and session key distribution using a mechanism based on 
symmetric keys and usually runs on a USIM.

AP Access Point.

APN Access Point Name.

ATIS Alliance for Telecommunications Industry Solutions.

AuC Authentication Center. The network element that provides the triplets for 
authenticating the subscriber.

authentication The process of verifying the identity of a wireless device and its user. This process is 
accomplished through transmission of identifying data at the time of connection.

Authentication and Key
Agreement

See AKA.

authorization The process of specifying the permission (class of network services) granted to a 
subscriber.

available SSID An SSID that the WLAN UE has found after active and/or passive scanning which 
meets certain conditions as specified in IEEE 802.11.

AVP Attribute-value pair. An attribute and its corresponding value.; for example, 
User-Name = admin.

B

BAOC Barring of All Outgoing Calls.
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BeanDOM An XML and Java-based programming system developed at Juniper Networks, Inc., 
which can be used to easily create user interfaces that interact with XML 
configuration data hosted on a server accessed via secure http. 

C

CCB Customer Care and Billing system.

CDF Charging Data Function.

CDMA Code Division Multiple Access.

CDR Charging Data Record.

CE Computing Element.

Change of Authorization See CoA.

CoA Change of Authorization. Refers to RADIUS Change of Authorization, which is the 
dynamic change of the state of a previously authorized session by use of a RADIUS 
request sent towards the access equipment.

community An SNMP community is a group of devices and management stations running 
SNMP. An SNMP device or agent may belong to more than one SNMP community.

community string Character string included in SNMP messages to identify valid sources for SNMP 
requests and to limit access to authorized devices.

The read community string allows an SNMP management station to issue Get 
and GetNext messages.

The write community string allows an SNMP management station to issue Set 
messages.

CSCF Call Session Control Function.

D

daemon A program on a Solaris host that runs continuously to handle service requests. 

D4 Framing format for T1 data transmission. A D4 frame consists of 192 data bits: 24 
channels x 8 bits/channel plus a framing bit. D4 uses 12 consecutive frames to 
create a superframe.

DCF1 A framework of software developed at Juniper Networks, Inc. It contains highly 
reusable cross-platform objects used to implement various products, including IMS 
AAA Server. 

DHCP Dynamic Host Configuration Protocol.
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DNIS Dialed number identification service. A telephone service that identifies what 
number was dialed by a caller.

Diameter An AAA (authentication, authorization, and accounting) protocol defined by RFC 
3588 that succeeds its predecessor RADIUS by providing dynamic discovery of its 
peers, using transport level security, and is more easily extended (can define new 
command and attributes).

dictionary Text file that maps the attribute/value pairs supported by third-party RADIUS 
vendors.

Disconnect Message See DM.

DM Disconnect Message. Refers to RADIUS Disconnect, which is the dynamic 
termination of a previously authorized session by use of a RADIUS request sent 
towards the access equipment.

DNS Domain Name System.

E

EAP The base protocol used for a variety of authentication methods with Radius and 
802.1X.

EAP-AKA EAP method that allows authentication with a mobile subscriber USIM card.

EAP-SIM EAP method that allows authentication with a mobile subscriber SIM card.

ESF Extended Superframe Framing. A framing format for T1 data transmission that uses 
24 consecutive frames to create a superframe. 

ETSI European Telecommunications Standard Institute.

EV-DO Evolution Data Optimized (or Data Only).

Extensible
Authentication Protocol

See EAP.

External AAA Server The AAA Server located in the external packet data networks. The PDG interworks 
with the External AAA Server via the Wi reference point.

External IP
Network/External

Packet Data Network

An IP or Packet Data network with access provided by the 3GPP-WLAN 
Interworking, rather than directly from the WLAN AN.

F

fixed-fee charge Fee charged to user when the user acquires a service.

FMC Fixed/Mobile Convergence.

FQDN Fully Qualified Domain Name.

FTP File Transfer Protocol.
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function (Specific to IMS) Any one of the identified (and named) separable components of 
the IMS, which communicates with other functions exclusively using reference 
points.

G

General Packet Radio
Service

See GPRS.

GERAN GSM Edge Radio Access Network.

GGSN Gateway GPRS Support Node.

Global System for
Mobile Communications

See GSM.

GPRS General Packet Radio Service. Packet-based wireless communication service for 
wireless phones and mobile computer users.

GSM Global System for Mobile Communications. A mobile telephone system that uses a 
SIM for subscriber identification.

GTP’ GPRS Tunnelling Protocol (enhanced).

GUI Graphical User Interface.

H

HLR Home Location Register. Contains the primary subscriber database in networks that 
do not satisfy Release 6 of the IMS reference.

Home PLMN See HPLMN.

Home Subscriber Server See HSS.

Home WLAN A WLAN which interworks with the HPLMN without using a VPLMN.

hotspot A WLAN Access Point offering network connectivity to the public.

HPLMN Home Public Land Mobile Network. The mobile network that has a billing 
relationship with the mobile subscriber, and is usually the one that authenticates 
the user and authorizes access.

HSS Home Subscriber Server. The IMS function that contains the primary subscriber 
database in IMS networks that satisfy Release 6 of the IMS reference (IMS R6).

I

IEEE Institute of Electrical and Electronics Engineers.

IETF Internet Engineering Task Force. Technical subdivision of the Internet Architecture 
Board that coordinates the development of Internet standards.
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IMS The IP Multimedia Subsystem. An IP multimedia and telephony core network that is 
defined by 3GPP and 3GPP2 standards and organizations based on IETF Internet 
protocols. IMS is access independent as it supports IP to IP sessions over wireline IP, 
802.11, 802.15, and CDMA packet data along with GSM/EDGE/UMTS and other 
packet data applications. IMS is a standard reference architecture that consists of 
session control, connection control, and an applications services framework along 
with subscriber and services data.

IMSI The International Mobile Subscriber Identity. A unique subscriber identifier 
consisting of a three-digit Mobile Country Code (MCC), a two- or three-digit Mobile 
Network Code (MNC), and 10-digits-or-less Mobile Subscriber Identification Number 
(MSIN).

International Mobile
Subscriber Identity

See IMSI.

IP Internet Protocol.

IPv4 Implementation of the TCP/IP suite that uses a 32-bit addressing structure.

IPv6 Implementation of the TCP/IP suite that uses a 128-bit addressing structure.

IP Multimedia
Subsystem

See IMS.

IP-SM-GW IP Short Message Gateway.

ISO-639 International Standards Organization two-character letter code for the 
representation of names of languages.

ISP Internet Service Provider.

ITU International Telecommunications Union.

I-WLAN Interworking Wireless LAN. A WLAN that interworks with a 3GPP system.

L

LDAP Light-weight directory access protocol.

local service identifier An identifier used within the 3GPP system for a service available directly from the 
I-WLAN, such as Internet access or access to a specific corporate network.

M

MAC (1) Message Authentication Code.

MAC (2) Medium Access Control. Globally unique hardware address of a NIC or WLAN card.

managed device A device that runs an SNMP agent.

management station Host that monitors and controls managed devices running SNMP agents.
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MAP Mobile Access Part. The SS7 protocol standard that addresses registration of 
roaming users and the intersystem hand-off procedure in wireless mobile 
telephony.

MCC Mobile Country Code. The MCC, together with the MNC, uniquely identify an 
operator and help identify the authentication center from which subscriber 
information should be retrieved.

MGW Media Gateway.

MIB Management Information Base. A type of database used to manage the devices in a 
communications network. It comprises a collection of objects in a (virtual) database 
used to manage entities (such as routers and switches) in a network. 

MNC Mobile Network Code. The MNC, together with the MCC, uniquely identify an 
operator and help identify the authentication center from which subscriber 
information should be retrieved.

Mobile Application Part See MAP.

Mobile Country Code See MCC.

Mobile Network Code See MNC.

Mobile Services
Switching Center

See MSC.

Mobile Subscriber ISDN See MSISDN.

MSC Mobile Services Switching Center. Responsible for connecting calls together by 
switching packets from one network path to another. MSCs also provide 
information to support mobile service subscribers, including user registration, 
authentication, and location updating.

MSISDN Mobile Subscriber ISDN. Telephone number of the mobile user, which conforms to 
the dialed number formats in the subscriber’s country.

MTP Message Transfer Part.

N

NAI Network Access Identifier.

NAS Network Access Server.

NAT Network Address Translation.

network element An addressable node or cluster of nodes in an IMS network, which may host any 
number of IMS functions.

NGN Next Generation Network.

NIC Network Interface Card.
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nonce Random value included in data exchanges to guarantee uniqueness and protect 
against replay attacks.

NSP Network Service Provider.

numbering plan The interpretation of the digits of an IMSI.

O

OCS Online Charging System.

offline charging Mechanism for collecting and forwarding charging information concerning I-WLAN 
and core network resource usage without affecting the service rendered in 
real-time.

online charging Mechanism for collecting and forwarding charging information concerning I-WLAN 
and core network resource usage where the service may be affected in real-time.

P

Packet Data Gateway See PDG.

PDA Personal Digital Assistant.

PDG Packet Data Gateway. Functions as a tunnel server, similar to a VPN server, which 
terminates IPsec tunnels from mobile subscribers who want to get IP connectivity 
into the IMS network.

permanent identity The permanent identifier of a peer, including an NAI realm portion in environments 
where a realm is used. The permanent identity is usually based on the IMSI. Used 
on full authentication only.

PLMN Public Land Mobile Network. A mobile network, which in this guide, is always an 
IMS-based network.

point code The unique identifier for each node in an SS7 network.

policy enforcement Functionality implemented in a WAG to ensure packets coming from or going to the 
WLAN AN are allowed based on unencrypted data within the packets (for example, 
source and destination IP address and port number).

provisioning The process of validating a user’s telephone number, delivering a password to a 
user via SMS, and providing the user with a time-limited internet account.

proxy RADIUS Process of authenticating users whose profiles are on other RADIUS servers by 
forwarding access-request packets received from a RADIUS client to a remote 
RADIUS server (the proxy target), and then forwarding the response from the 
remote server back to the RADIUS client.

proxy target The remote RADIUS server that actually performs authentication in a proxy RADIUS 
sequence.
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PS based services Services provided by a PLMN using the IP bearer capability between a WLAN UE 
and the PLMN when 3GPP WLAN IP access is used. For example, some bearer 
services are: Internet access, Corporate IP network access, and higher level services 
such as SMS and LCS. 

pseudonym Identity A pseudonym identifier of a peer, including a NAI realm portion in environments 
where a realm is used. Used on full authentication only.

Public Land Mobile
Network

See PLMN.

Q

quintets The authentication data formed by the UMTS values: RAND (random number), 
XRES (expected response), CK (cipher key), IK (integrity key), and AUTN 
(authentication token).

R

RAD3 A framework of software developed at Juniper Networks, Inc. It contains highly 
reusable cross-platform objects used to implement transaction-based server 
products, including IMS AAA Server. 

RADIUS Remote Access Dial-In User Service. Client/server technology that allows 
authentication of remote users in an IP network.

re-authentication
identity

The re-authentication identifier for a peer, including a NAI realm portion in 
environments where a realm is used. Used on re-authentication only.

reference point A named point in the IMS where all communication occurs over well-defined 
protocols. IMS reference points are usually identified by a two-letter abbreviation, 
where the first letter is capitalized, for example: Wx (represents Diameter to the 
HSS).

Remote Access Dial-In
User Service

See RADIUS.

return list A list of attributes that IMS AAA Server must return to a client after authentication 
of a user succeeds. The return list usually provides additional parameters that the 
client needs to complete the connection. 

roaming The ability to move from one Access Point coverage area to another without 
interruption of service or loss of connectivity.

routing enforcement Ensures all packets sent to/from the WLAN UE for 3G PS based services are routed 
to the interworking VPLMN (roaming case) or HPLMN (no roaming case). Routing 
enforcement is implemented between a WLAN AN and a WAG.

S

SA-WLAN Seamless Access WLAN.
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service authorization Authorization allowing a subscriber to access the requested service based on 
subscription.

shared secret An encryption key known only to the sender and receiver of data.

Short Message Service See SMS.

Signaling System 7 See SS7.

SIM Subscriber Identity Module.

SIM card A SIM-based hardware SmartCard that contains the authentication keys for a GSM 
mobile telephone subscriber.

SIP Session Initiation Protocol.

SLF Subscription Locator Function.

SmartCard A small card containing a computer chip that can store information, including 
authentication information and algorithms.

SMS Short Message Service. Protocol for sending messages of up to 160 alphanumeric 
characters between mobile subscribers and external systems such as email, paging, 
and voice mail.

SNMP Simple Network Management Protocol.

SS7 Signaling System 7. The network and protocols used to provide out-of-band 
signaling (control) for telephone services to support call establishment, billing, 
routing, and information exchange for the public switched telephone network.

SSID Service Set Identifier.

STP Signaling Transfer Point.

supplicant WLAN client that must be authenticated before access to the network is granted.

T

TISPAN Telecoms & Internet converged Services & Protocols for Advanced Networks 
(standardization body of ETSI).

triplets The authentication data formed by the three GSM values: RAND, Kc, and SRES.

tunnel identifier Identifier of a tunnel between a WLAN UE and a PDG. It is contained in the 
unencrypted part of a packet.

U

UE User Equipment.

UICC Universal Integrated Circuit Card. The chip card used in mobile terminals in GSM 
and UMTS networks. The UICC ensures the integrity and security of all kinds of 
personal data, and it typically holds a few hundred kilobytes.
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UMA Unlicensed Mobile Access.

UMTS Universal Mobile Telecommunications System. Type of mobile network (next 
generation after GSM) that uses the USIM card for authentication.

Universal Mobile
Telecommunications

System

See UMTS.

user identifier Identifier of a user which may be used, for example, in charging functionality.

USIM UMTS Subscriber Identity Module.

V

Visited PLMN See VPLMN.

VLAN Virtual Local Area Network.

VLR Visitors Location Register.

VoIP Voice over IP.

VPLMN Visited Public Land Mobile Network. The mobile network that is providing 
connectivity to a roaming user.

VPN Virtual Private Network.

VSA Vendor-Specific Attributes (for RADIUS).

W

WAG WLAN Access Gateway. Performs a function similar to a firewall that limits the IP 
connectivity of WLAN users. Filter rules are pushed to it from the 3GPP network.

W-APN WLAN Access Point Name (W-APN). Used to identify a specific IP network and a 
point of interconnection to that network (Packet Data Gateway).

W-CDMA Wideband Code Division Multiple Access.

W-CDR Wireless LAN type of CDR.

Wi-Fi Wireless local area network that uses the IEEE 802.11a, b, or g radio protocols.

WiMAX Worldwide Interoperability for Microwave Access.

WISP Wireless Internet Service Provider.

WLAN Wireless Local Area Network.

3GPP WLAN IP Access Access to an IP network via PLMN via tunnel. See also WLAN Direct IP Access.

WLAN Access Gateway See WAG.
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WLAN Access Network See WLAN AN.

WLAN AN WLAN Access Network. A function that represents the wireless provider’s AAA 
infrastructure from the point of view of the 3GPP network.

WLAN coverage The area where a WLAN UE can connect to a WLAN.

WLAN Direct IP Access Access to an IP network directly from a WLAN AN without passing data to a PLMN 
via tunnel. See also 3GPP WLAN IP Access.

WLAN UE WLAN User Equipment.

WLAN UE’s local IP
address

The address used to deliver a packet to a WLAN UE in a WLAN AN. It identifies the 
WLAN UE in the WLAN AN. The WLAN UE’s local IP address may be translated by a 
Network Address Translation prior to being received by any other IP network, 
including a PLMN.

WLAN UE’s remote IP
address

The address used by the data packet encapsulated inside the WLAN UE to the PDG 
tunnel. It represents the address of the WLAN UE in the network which the WLAN 
UE is accessing via the PDG.
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