
Autoinstallation of a Branch SRX Series Device Using Junos Space Network Management Platform
Use the instructions in this quick start poster to create a model branch SRX Series device, apply a configlet to the device, prepare the 
USB flash drive to install and upgrade Junos OS on a branch SRX Series device automatically, and verify the status of autoinstallation. 
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When you model a branch SRX Series device, you need to prepare a minimum device 
configuration to establish the connection between Junos Space Network Platform and the 
model device. A�er you insert the USB flash drive, the device establishes connectivity with 
Junos Space Network Management Platform and the additional configuration is loaded in 
the device.

Activate the Model Device

The Activate Now check box is enabled by default. (If you want to activate the device later, 
clear the Activate Now check box and use the Activate Modeled Device workflow from 
the Device Management page.)

Create a Connection Profile

You use a connection profile to specify connectivity-related parameters for the device
added to Junos Space Network Management Platform. You configure the initial network 
connectivity settings to be applied to the device using the configlet.

1. Select a connection profile that specifies the connectivity parameters that you want to use 
 for the model device. Click Create from the Create Modeled Instance page to create a new 
 connection profile for the model device. The Create Connection Profile page appears.

2. Specify the following information:

Prerequisites
We recommended that you install Release 15.2R2 or later of Junos Space Network 
Management Platform and Junos Space Security Director.

1. Download and install Junos Space Network Management Platform from the 
 Download So�ware page.

2. Download and install Junos Space Security Director from the Download So�ware page.

3. A�er successful installation:

 • Click the Junos Space logo to log in to Junos Space Network Management Platform.

 • Select Security Director from the drop-down list to log in to 
  Junos Space Security Director.

Note: Starting with Junos OS Release 12.1, the autoinstallation of branch SRX Series 
devices is supported.

Specify the username. The username can contain 2 through 64 alphanumeric 
characters. The special characters allowed are hyphen (-) and underscore (_). 
The username must start with a nonhyphen character.

(Optional) Select the check box to use RSA keys for authentication.

Specify the password used to manage the device. The maximum length is 
20 characters, the minimum length is 6 characters, and all characters are allowed.

Reenter the password.

(Optional) Select the check box to authenticate the device by using the serial 
number of the device.

(Optional) Select the check box to authenticate the device by using the hostname.

Specify the name of the connection profile. The connection profile name cannot 
exceed 255 characters and can contain letters, numbers, spaces, and certain special 
characters. The special characters allowed are period (.), hyphen (-), and 
underscore (_). The connection profile name cannot start with letters or numbers and 
cannot contain leading or trailing spaces.

Specify the description for the new connection profile. The description cannot exceed 
256 characters.

Select the type of device interface on which you want to configure the IP address. 
The options are Ethernet, ADSL, and T1.

Specify the appropriate interface name.

The default Ethernet interface number is ge-0/0/0. 
The default ADSL interface number is at-1/0/0.
The default T1 interface number is t1-1/0/0.

(Optional) Select the check box to use the NAT configuration. You can enable this 
option if the model device is not reachable through the Junos Space node IP address.

To assign the IP address to the device manually, select the value as Static.

Click Create. The connection profile is created.

(Optional) Specify SNMPv3 Settings

You can select the SNMP Settings check box to specify the version of SNMP to retrieve 
information from the device. You can select either version V1/V2C or V3.

1. If you select V1/V2C, specify the SNMP community string in the Community field.

2. If you select V3, specify the following information:

Create a Model Device
1. Log in to Junos Space Network Management Platform.

2. Select Devices > Model Devices.

3. Click the plus (+) icon to create a model device. The Create Modeled Instance page appears.

4. Specify the following information:

(Optional) Configure the Device Template

1. Select the appropriate device template from the Device Template drop-down list.

2. Select the Template Association check box.
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Select the branch SRX Series device type. Example: J/SRX/LN.

The device name should start and end with letters or numbers and cannot exceed 
255 characters. The hyphen (-) and underscore (_) are the only special characters 
allowed. Leading and trailing spaces are not allowed.

Specify the description of the model device.

Select the check box to provide the device details manually.

Use the up and down arrows to specify the number of devices to be modeled.
The default value is 1.

Select the platform supported by the device.

Specify the username. You can use a maximum of 32 alphanumeric characters, 
including spaces and symbols.

Select the algorithm used for authentication. The options are SHA, MD5, and None.

Specify the authentication password if you select the option MD5 or SHA. This field 
is disabled if you select the None option.

(Optional) Select the algorithm used for encryption. The options are
DES, AES128, AES192, AES256, and None.

(Optional) If you select DES, AES128, AES192, or AES256 in Step 4, specify the 
privacy password. (This field is disabled if you selected the None option.) 

Specify the following information:

The autoinstallation feature enables you to deploy

multiple devices from a central location in the network. 

The deployment procedure is simplified, resulting in 

reduced operational and administrative costs.

http://www.juniper.net/support/downloads/?p=space#sw
http://www.juniper.net/support/downloads/?p=spacesecdir#sw
http://www.juniper.net/us/en/
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(Option 1) Apply a Configlet to the Branch SRX Series Device Manually
Apply a configlet to push the configuration to the device.

1. Select the model device and select Download Configlet from the Actions menu.

2. Select Curly Braces from the Download Type drop-down list to view configlet data.

3. Save the Configlets.zip file to your local computer if you want to save it locally. The 
 downloaded configlet file includes the junos-config.txt. However, the file extension
 .txt needs to be renamed as .conf—for example, junos-config.conf.

4. Copy the configuration from the junos-config.conf file.

 Note: Because you use the Activate Now option when creating a model device, we recommend 
 that you merge some of the configuration settings to complete autoinstallation successfully and 
 connect the device to Junos Space Network Management Platform.

5. Merge all the lines from the junos-config.conf file from the zip file and run the show | no-more 
 command on your branch SRX Series device. You apply these configuration settings to the branch 
 SRX Series device.
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Verify Autoinstallation Status of the Branch 
SRX Series Device
Verify that the device has been configured for autoinstallation and the values displayed are 
correct. From operational mode, enter the show system autoinstallation status command. 
The following output is displayed:

user@host> show system autoinstallation status

Autoinstallation status: Master state: Active
Last committed file: None
Configuration server of last committed file: 0.0.0.0 Interface:
Name: ge-0/0/1 State: None
Address acquisition: 
 Protocol: DHCP Client 
 Acquired address: None 
 Protocol: RARP Client 
 Acquired address: None

Autoinstallation of Junos OS on the Branch SRX Series Device Using a USB Flash Drive

1. Insert the USB flash drive into the USB port of the branch SRX Series device and wait for the 
 LEDs to blink amber indicating that the branch SRX Series device detects the Junos OS image. 
 If the LEDs do not change to amber, press the Power button or turn the device o� and then on 
 again and wait for the LEDs to blink amber. The following CLI output is displayed: 

 root@SRX> umass0: Kingston DataTraveler 2.0, rev 2.00/1.10, addr 2 
  da0 at umass-sim0 bus 0 target 0 lun 0
  da0: <Kingston DataTraveler 2.0 PMAP> Removable Direct Access SCSI-0 device 
  da0: 40.000MB/s transfers
  da0: 7660MB (15687680 512 byte sectors: 255H 63S/T 976C)

 The following CLI output is displayed: 
 Formatting alternate root (/dev/ad0s1a)...
 /dev/ad0s1a: 629.5MB (1289196 sectors) block size 16384, fragment size 2048 
 using 4 cylinder groups of 157.38MB, 10072 blks, 20224 inodes.super-block 
 backups (for fsck -b #) at: 32, 322336, 644640, 966944 Extracting 
 /tmp/mnt_usb_dev.54212/junos-srxsme-12.1X46-D25.7-domestic.tgz ...
 Checking compatibility with configuration...

 Note: If the USB flash drive is plugged in, the Reset Config button always performs as 
 an image upgrade button. Any other functionality of this button is overridden until you 
 remove the USB flash drive.
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(Option 2) Prepare the USB Flash Drive to Upgrade 
Junos OS on the Branch SRX Series Device
You can upgrade the Junos OS image with minimum configuration e�ort by simply copying the 
image onto a USB flash drive, inserting it into the USB port of the branch SRX Series device, and 
performing a few simple steps.

All USB flash drives used on the branch SRX Series device must have the following features:

• USB 2.0 or later

• Formatted with a FAT/FAT 32 or MS-DOS file system

Note: Ensure that adequate space is available on the branch SRX Series device to install the 
so�ware image.

To prepare the USB flash drive and copy the Junos OS image onto the USB flash drive:

1. Insert the USB flash drive into the USB port of a PC or laptop computer running Windows.

2. Click the Removable Disk drive that is detected in My Computer.

3. Copy the Junos OS image onto the USB flash drive. For the installation process to succeed, 
 copy only one image onto the USB flash drive. Only images named junos-srxsme* are 
 recognized by the system—for example, junos-srxsme-15.1X49-D60.7-domestic.tgz.

4. The downloaded Configlets.zip file includes the junos-config.txt file. You must rename the 
 file extension .txt as. conf—for example, junos-config.conf.

5. Check the drive name detected in My Computer for the USB flash drive. Open the command 
 prompt window and type echo “ ” > <drive-name>:\autoinstall.conf. 

 For example, if the drive detected is drive F, type echo “ ” > F:\autoinstall.conf at the 
 command prompt. 

 This creates an autoinstall.conf file on the USB flash drive. When the file is opened in a 
 notepad, you will see the set of quotation marks with a space between them. This empty file 
 indicates to the system that the automatic installation of the Junos OS image from the USB flash 
 drive is supported.

2. Press the Reset Config button on the branch SRX Series device. The LEDs will become 
 solid amber to indicate that the installation is in process.

3. Wait for the LEDs to turn green; this indicates that the Junos OS upgrade image has 
 been installed successfully. The following CLI output is displayed:

 JUNOS 12.1X46-D25.7 will become active at next reboot
 WARNING: A reboot is required to load this software correctly 
 WARNING: Use the 'request system reboot' command
 WARNING: when software installation is complete Saving state for rollback ..

4. Remove the USB flash drive. The branch SRX Series device restarts automatically and 
 loads the new Junos OS version. The following CLI output is displayed:

 umass0: at uhub0 port 1 (addr 2) disconnected 
 (da0:umass-sim0:0:0:0): lost device 
 (da0:umass-sim0:0:0:0): removing device entry umass0: detached
 JWaiting (max 60 seconds) for system process `vnlru' to stop...done |
 Waiting (max 60 seconds) for system process `vnlru_mem' to stop...done 
 Waiting (max 60 seconds) for system process `bufdaemon' to stop...done 
 Waiting (max 60 seconds) for system process `syncer' to stop...
 Syncing disks, vnodes remaining...0 0 0 done 
 syncing disks... All buffers synced.

 Uptime: 28d18h35m5s 
 Rebooting..

If an installation error occurs, the LEDs turn red, which might indicate that the Junos OS
image on the USB flash drive is corrupted. An installation error can also occur if the current 
configuration on the branch SRX Series device is not compatible with the new Junos OS 
version on the USB flash drive or if there is not enough space on the branch SRX Series 
device to install the image. You must have console access to the branch SRX Series device 
to troubleshoot an installation error.

You can use the set system autoinstallation usb disable command to prevent the 
automatic installation from the USB flash drive. A�er using this command, if you insert the 
USB flash drive into the USB port of the branch SRX Series device, the installation process 
does not work.

Verify the Status of the Model Device in Junos Space Network 
Management Platform
A�er you remove the USB flash drive, the branch SRX Series device restarts automatically and 
loads the new Junos OS version. Verify the connection status and managed status of the model 
device in Junos Space Network Management Platform.

To verify the status of the device:
• Select Devices > Device Management. The Connection Status of the device should be Up 
 with a green arrow and the Managed Status should be In Sync.
 • Up—The device is connected to Junos Space Network Management Platform.
 • In Sync—The synchronization operation has completed successfully; Junos Space Network 
  Management Platform and the device are synchronized with each other.

Update the Model Device Configuration

Select whether you want to automatically push the device template configuration to the 
device from Junos Space Network Management Platform immediately or manually later. 
The Configuration Update options are Automatic and Manual. These options are disabled 
by default and are active only if you chose the Template Association option earlier.

1. Select the Manual option from the Create Modeled Instance page to load the complete 
 configlet, which includes the device template configuration, through a USB flash drive.

2. Click Next. This page displays the device that is to be modeled.

3. Specify the following information:

4. Click Finish.

The model device and configlet are created. You are redirected to the Model Devices page. 
You can view the model device that you created on the Device Management page.

Host Name: View the hostname of the device. By default, the hostname of the 
model device is appended with “_#,” where # is a number.

Platform: View the platform supported by the device.

What’s Next?

Once you have completed this quick start, refer to the expanded documentation for the following tasks:

• Add more devices to an existing modeled instance. You can add more devices to an existing modeled instance using the existing parameters of the modeled instance.

• Import and manage security devices using Junos Space Security Director. You can manage security devices, configure firewall policies, and monitor events and alarms.

For more information about Security Director, see Junos Space Security Director.

http://www.juniper.net/techpubs/en_US/junos-space15.2/platform/topics/task/operational/more-devices-to-modeled-instance-adding.html
http://www.juniper.net/techpubs/en_US/junos-space15.2/information-products/pathway-pages/junos-space-security-director-index.html
http://www.juniper.net/us/en/
http://www.juniper.net/techpubs/en_US/junos-space15.2/information-products/pathway-pages/junos-space-security-director-index.html



