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END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT ("AGREEMENT") BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE.  BY DOWNLOADING, 
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER 
OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS 
AGREEMENT.  IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE 
SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS. 

1.The Parties.  The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer's principal office is located in the Americas) or Juniper Networks 
(Cayman) Limited (if the Customer's principal office is located outside the Americas) (such applicable entity being referred to herein as "Juniper"), and (ii) 
the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use of the Software 
("Customer") (collectively, the "Parties").  

2.The Software.  In this Agreement, "Software" means the program modules and features of the Juniper or Juniper-supplied software, for which Customer 
has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by Juniper in equipment which 
Customer purchased from Juniper or an authorized Juniper reseller. "Software" also includes updates, upgrades and new releases of such software.  
"Embedded Software" means Software which Juniper has embedded in or loaded onto the Juniper equipment and any updates, upgrades, additions or 
replacements which are subsequently embedded in or loaded onto the equipment.

3. License Grant.  Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-exclusive 
and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from 
Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which 
Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access Client software only, 
Customer shall use such Software on a single computer containing a single physical random access memory space and containing any number of 
processors. Use of the Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines (e.g., Solaris zones) requires multiple 
licenses, regardless of whether such computers or virtualizations are physically contained on a single chassis.  

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits to 
Customer's use of the Software.  Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, sessions, calls, 
connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of separate licenses to use particular 
features, functionalities, services, applications, operations, or capabilities, or provide throughput, performance, configuration, bandwidth, interface, 
processing, temporal, or geographical limits. In addition, such limits may restrict the use of the Software to managing certain kinds of networks or 
require the Software to be used only in conjunction with other specific Software. Customer's use of the Software shall be subject to all such limitations 
and purchase of all applicable licenses.    

d. For any trial copy of the Software, Customer's right to use the Software expires 30 days after download, installation or use of the Software.  
Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so.  Customer may not extend or create an 
additional trial period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer's enterprise 
network.  Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the Steel-Belted Radius 
software to support any commercial network access services. 

The foregoing license is not transferable or assignable by Customer.  No license is granted herein to any user who did not originally purchase the applicable 
license(s) for the Software from Juniper or an authorized Juniper reseller.  

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall not: 
(a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as 
necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove 
any proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded; (e) distribute any copy of the 
Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use any 'locked' or key-restricted 
feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even 
if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to 
any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper 
reseller; (i) use Embedded Software on non-Juniper equipment; (j) use  Embedded Software (or make it available for use) on Juniper equipment that the 
Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking of the Software to 
any third party without the prior written consent of Juniper; or (l) use the Software in any manner other than as expressly provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement.  Upon request by Juniper, Customer shall 
furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper.  As such, Customer 
shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum includes 
restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer's internal business purposes.

7. Ownership. Juniper and Juniper's licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software, 
associated documentation, and all copies of the Software.  Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in 
the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software. 
iii
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8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that 
accompanies the Software (the "Warranty Statement").  Nothing in this Agreement shall give rise to any obligation to support the Software.  Support 
services may be purchased separately.  Any such support shall be governed by a separate, written support services agreement.  TO THE MAXIMUM 
EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT OF SUBSTITUTE 
GOODS OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR 
ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.  IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR 
IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.  EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE 
EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, 
STATUTORY, OR OTHERWISE), INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR 
NONINFRINGEMENT.  IN NO EVENT DOES JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, 
WILL OPERATE WITHOUT ERROR OR INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK.  In no event shall Juniper's or 
its suppliers' or licensors' liability to Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid by 
Customer for the Software that gave rise to the claim, or if the Software is embedded in another Juniper product, the price paid by Customer for such other 
product.  Customer acknowledges and agrees that Juniper has set its prices and entered into this Agreement in reliance upon the disclaimers of warranty 
and the limitations of liability set forth herein, that the same reflect an allocation of risk between the Parties (including the risk that a contract remedy may 
fail of its essential purpose and cause consequential loss), and that the same form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license 
granted herein.  Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer's 
possession or control. 

10. Taxes. All license fees payable under this agreement are exclusive of tax.   Customer shall be responsible for paying Taxes arising from the purchase of 
the license, or importation or use of the Software.  If applicable, valid exemption documentation for each taxing jurisdiction shall be provided to Juniper 
prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified.  All payments made by Customer shall be net of 
any applicable withholding tax.   Customer will provide reasonable assistance to Juniper in connection with such withholding taxes by promptly: providing 
Juniper with valid tax receipts and other required documentation showing Customer's payment of any withholding taxes; completing appropriate 
applications that would reduce the amount of withholding tax to be paid; and notifying and assisting Juniper in any audit or tax proceeding related to 
transactions hereunder.  Customer shall comply with all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all 
costs and damages related to any liability incurred by Juniper as a result of Customer's non-compliance or delay with its responsibilities herein.  Customer's 
obligations under this Section shall survive termination or expiration of this Agreement. 

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign 
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or 
without all necessary approvals.  Customer shall be liable for any such violations.  The version of the Software supplied to Customer may contain 
encryption or other capabilities restricting Customer's ability to export the Software without an export license. 

12. Commercial Computer Software. The Software is "commercial computer software" and is provided with restricted rights.  Use, duplication, or 
disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 227.7202-4, 
FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT III) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface 
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any. 
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any 
applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology 
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor 
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the 
Software and is subject to the accompanying license(s), if any, of its respective owner(s).  To the extent portions of the Software are distributed under and 
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License 
("GPL") or the GNU Library General Public License ("LGPL")), Juniper will make such source code portions (including Juniper modifications, as appropriate) 
available upon request for a period of up to three years from the date of distribution.  Such request can be made in writing to Juniper Networks, Inc., 1194 
N. Mathilda Ave., Sunnyvale, CA  94089, ATTN:  General Counsel.  You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy 
of the LGPL at http://www.gnu.org/licenses/lgpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles.  The 
provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the 
Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California.  This 
Agreement constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and 
contemporaneous agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except 
that the terms of a separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are 
inconsistent or conflict with terms contained herein.  No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless 
expressly assented to in writing by the party to be charged.  If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not 
affect the validity of the remainder of this Agreement.  This Agreement and associated documentation has been written in the English language, and the 
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de même que tous 
les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all related 
documentation is and will be in the English language)). 

http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/lgpl.html
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About This Guide

This preface provides the following guidelines for using the BXOS 4.2 Configuration 
Guide:

Objectives on page xxxiii

Audience on page xxxiii

Documentation Conventions on page xxxiv

List of Technical Publications on page xxxv

Obtaining Documentation on page xxxvi

Documentation Feedback on page xxxvi

Requesting Support on page xxxvi

Objectives

This guide provides an overview of the basic system parameters, physical and 
logical interfaces features of the BX operating system (BXOS) software and 
describes how to configure these properties on the BX7000 Multi-Access Gateway.

In addition, the guide explains how to configure the Structure Agnostic time- 
division multiplexing (TDM) over packet-switching network (PSN) [SAToP] and 
Asynchronous Transfer Mode (ATM) pseudowires using the standard routing 
protocols on the gateway.

Audience

This guide is intended for the following audience:

Customers with technical knowledge and experience with networks, the 
Internet, and routing protocols

Network administrators who install, configure, and manage the 
gateway
Objectives xxxiii
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xxxiv
Personnel operating the equipment must be trained and competent; must not 
conduct themselves in a careless, willfully negligent, or hostile manner; and must 
abide by the instructions provided in the documentation.

Documentation Conventions

Table 1 on page xxxiv defines the notice icons used in this guide.

Table 1:  Notice Icons

Table 2 on page xxxiv defines the text and syntax conventions used in this guide.

Table 2:  Text and Syntax Conventions

Icon Meaning Description

Information Note Indicates important features 
or instructions.

Caution Indicates a situation that 
might result in loss of data or 
hardware damage.

Warning Alerts you to the risk of 
personal injury or death.

Convention Description Examples

Bold sans serif typeface Represents text that you type. To enter configuration mode, type the 
configure command:

cli@BX7000> configure

Fixed-width typeface Represents output on the terminal screen. cli@BX7000> show chassis alarms 

No alarms currently active

Italic typeface Introduces important new terms. 

Identifies book names. 

Identifies RFC and Internet draft titles.

A policy term is a named structure that 
defines match conditions and actions.

BXOS 4.0 Configuration Guide

RFC 1997, BGP Communities Attribute

Italic sans serif typeface Represents variables (options for which you 
substitute a value) in commands or 
configuration statements.

Configure the gateway as a DHCP relay 
agent:

[edit system] 
cli@BX7000# set dhcp-relay 

ip-address;

Sans serif typeface Represents names of configuration 
statements, commands, files, and directories; 
IP addresses; configuration hierarchy levels; 
or labels on gateway components.

To configure the buildout value of the 
T1 interface, include the buildout 
statement at the [edit interface 
interface-name] hierarchy level.

The console port is labeled CONSOLE.

( ) (parentheses) Enclose optional keywords or variables. set cell-scrambling (enable | disable);

 | (pipe symbol) Indicates a choice between the mutually 
exclusive keywords or variables on either side 
of the symbol. The set of choices is often 
enclosed in parentheses for clarity.

[edit interface interface-name]

set loopback (local | remote | none);
Documentation Conventions
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List of Technical Publications

Table 3 on page xxxv lists the BX7000 Multi-Access Gateway Documentation. 

To configure and operate the BXOS software, use the configuration and operational 
mode commands. These commands are described in the BXOS Configuration Guide 
and BXOS CLI Users Guide and Command Reference.

Table 3:  BX7000 Multi-Access Gateway Documentation

# (pound sign) Indicates a comment specified on the same 
line as the configuration statement to which it 
applies.

rsvp {# Required for dynamic MPLS only}

[ ] (square brackets) Identify a level in the configuration hierarchy. [edit]

protocols {
  ospf {
    area 1.1.1.1 {
      interface ge-1/0/1 {
         admin-state enable;
      }
    }
  }
}

Indention and braces ( { } ) Enclose a keyword and variable at specific 
hierarchy levels. You can substitute one or 
more values for the variable.

; (semicolon) Identifies a leaf statement at a configuration 
hierarchy level.

gateway BX7000 Multi-Access Gateway

Convention Description Examples

Document Description

BX7000 Multi-Access Gateway 
Hardware Guide

Provides a detailed hardware description of the gateway. This guide:

Explains how to unpack, install, mount, access, and maintain the gateway 

Explains the various hardware components such as power supply, chassis, and 
ports. 

Provides troubleshooting of the hardware-related issues.

BXOS Configuration Guide Provides a detailed software description of the BXOS software. This guide:

Explains the configuration statements used to configure various properties of the 
gateway. 

Describes how to configure the basic system properties, protocols, interfaces, 
pseudowires, and tunnels. 

Explains statement hierarchies and parameters used in configuration.

BXOS CLI Users Guide and Command 
Reference

Provides a detailed description of all the configuration mode and operational mode 
commands. This guide:

Explains how to start the CLI and the components of the CLI. 

Contains information about the commands used to set the gateway properties 
(set commands) and the commands used to view the outputs (show commands).

BX7000 Multi-Access Gateway Getting 
Started Guide

Provides an overview on installing the gateway. This guide:

Explains how to quickly set up the gateway.

Contains the basic steps to install the gateway and establish the basic gateway 
connectivity.
List of Technical Publications xxxv
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Obtaining Documentation

To obtain the most current version of all Juniper Network technical documentation, 
see the products documentation page on the Juniper Networks Web site at 
http://www.juniper.net/.

To order a documentation CD, which contains this guide and other Juniper 
Networks technical documents, contact your sales representative.

Copies of Management Information Bases (MIBs) included in the software release 
are available at http://www.juniper.net/techpubs/hardware/bx-series/.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can 
improve the documentation. You can send your comments to 
techpubs-comments@juniper.net, or fill out the documentation feedback form at 
https://www.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to 
include the following information with your comments:

Document name

Document part number

Page number

Software release version (not required for Network Operations Guides [NOGs])

Requesting Support

Technical product support is available through the Juniper Networks Technical 
Assistance Center (JTAC). If you are a customer with an active J-Care or JNASC 
support contract, or are covered under warranty, and need postsales technical 
support, you can access our tools and resources online or open a case with JTAC.

JTAC policies—For a complete understanding of our JTAC procedures and 
policies, review the JTAC User Guide located at 
http://www.juniper.net/customers/support/downloads/710059.pdf.

Product warranties—For product warranty information, visit 
http://www.juniper.net/support/warranty/.

JTAC Hours of Operation —The JTAC centers have resources available 24 hours 
a day, 7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online 
self-service portal called the Customer Support Center (CSC) that provides you with 
the following features:

Find CSC offerings: http://www.juniper.net/customers/support/
Obtaining Documentation

http://www.juniper.net/
http://www.juniper.net/
http://www.juniper.net/
mailto: techpubs-comments@juniper.net
https://www.juniper.net/cgi-bin/docbugreport/
http://www.juniper.net/customers/support/downloads/710059.pdf
http://www.juniper.net/customers/support/downloads/710059.pdf
http://www.juniper.net/support/warranty/
http://www.juniper.net/support/warranty/
http://www.juniper.net/customers/support/
http://www.juniper.net/customers/support/


: About This Guide
Search for known bugs: http://www2.juniper.net/kb/

Find product documentation: http://www.juniper.net/techpubs/

Find solutions and answer questions using our Knowledge Base: 
http://kb.juniper.net/

Download the latest versions of software and review release notes: 
http://www.juniper.net/customers/csc/software/

Search technical bulletins for relevant hardware and software notifications: 
https://www.juniper.net/alerts/

Join and participate in the Juniper Networks Community Forum: 
http://www.juniper.net/company/communities/

Open a case online in the CSC Case Management tool: 
http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number 
Entitlement (SNE) Tool located at 
https://tools.juniper.net/SerialNumberEntitlementSearch/.

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.

Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and 
Mexico).

For international or direct-dial options in countries without toll-free numbers, visit 
us at http://www.juniper.net/support/requesting-support.html.
Requesting Support xxxvii
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Chapter 1

Overview

The BX7000 Multi-Access Gateway can be deployed at the cell sites (base 
transceiver station [BTS]) and access or aggregation hub for the cell sites. The 
gateway architecture separates the control operations from the packet forwarding 
operations, which helps to eliminate processing and traffic bottlenecks. 

System Architecture

The gateway architecture consists of two parts:

Packet processor—Performs route lookups, packet forwarding, and 
interworking functions for pseudowire aggregations

Host processor—Provides Layer 3 routing services and network management

Although there are two logical parts, physically they are packaged in a single 
integrated chip, using an internal fabric to communicate with each other. The 
packet processor and the host processor are realized using an off-the-shelf network 
processor. See Figure 1 on page 3 for an overview of the gateway architecture.

Figure 1:  System Architecture of the BX7000 Multi-Access Gateway
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Packet Processor
The packet processor consists of four packet processing engines that perform 
Layer 2 and Layer 3 packet switching. It can process packets at an aggregate rate of 
120 Mbps. The network processor promotes quick movement of packets through 
the gateway. 

Host Processor
The host processor handles all routing protocol processes as well as the software 
processes that control the gateway interfaces, the chassis components, the system 
management, and user access to the gateway. These routing and software 
processes run on top of a kernel that interacts with the packet processor. The host 
processor handles all packets that concern routing protocols, freeing the packet 
processor to handle only packets that transit through the system. It also provides 
different levels of system configuration and management functions, including 
command-line interface (CLI), SNMP, and a NETCONF interface. 

NOTE: Unlike the JUNOS CLI, the BX operating system (BXOS) CLI has different set 
and edit commands at each hierarchy level. To configure a specific parameter, 
you must reach a particular hierarchy level using the edit command, then 
configure the parameter using the set command.
System Architecture
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System Parameters

Configuring System Parameters on page 7

Summary of Basic System Configuration Statements on page 29

Configuring the Advanced Clocking Module on page 467

Summary of Advanced Clocking Module Configuration Statements on page 479
System Parameters 5
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Chapter 2

Configuring System Parameters

You can configure the system features and the RADIUS or TACACS+ authentication 
on the BX7000 Multi-Access Gateway. You can also configure the Network Time 
Protocol (NTP) parameters to synchronize time and coordinate time distribution in 
the network. 

To configure system parameters, include the following statements at the [edit 
system] hierarchy level:

[edit system] 
edit {

classifier classifier-name {
set match-action (drop | forward | mark dscp-value | policer policer-name);
edit multi-field {

destination-ip address/prefix;
destination-port value;
dscp dscp-value;
protocol (tcp | udp | icmp | gre | eigrp | igmp | igrp | ah | esp | ipnip);
source-ip address;
source-port value;

}
}
line-clock-source {

 set tdm-primary-reference interface-name;
}
exception {

set dump-ip dump-ip-address user user-name password passwd;
set no-saved-core-ctx;
set saved-core-ctx;
set saved-core-files file-number;

}
policer policer-name {

edit type single-rate {
set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
set conform-action (forward | mark dscp-value);
set non-conform-action (mark dscp-value | drop);

}
edit type two-rate {

set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
set conform-action (forward | mark dscp-value);
set exceed-action mark dscp-value;
set peak-burst-size bytes;
7
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set peak-info-rate kilobytes-per-second;
set violate-action (mark dscp-value | drop);

}
}
radius-server ip-address {

set port port-number;
set retry number;
set secret password;

 set timeout seconds;
}
shaper shaper-name {

edit type cir {
set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;

}
edit type cir-pir {

set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
set peak-burst-size bytes;
set peak-info-rate kilobytes-per-second;

}
}
tacplus-server ip-address {

set port port-number;
set secret password;

 set timeout seconds;
}

}
set arp add ip-address hardware-address;
set arp timeout minutes;
set authentication-order (radius tacplus password);
set dhcp-relay ip-address;
set framer-mode (t1 | e1);
set manual-mode config (enable | disable);
set ntp {

date date;
server ip-address;

}
set services {

ntp;
ssh protocol-version (both | v1 | v2);

}
set software-upgrade url;
set traceoptions {

file {
bfd file-name;
dcsms file-name;
dpm file-name;
frr file-name;
im file-name;
lsc file-name;

}
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process {
bfd (adj | error | event | pkt | timer | state | flow | all) level;
dcsms (i3 | sms | all) level;
dpm (mcast | arp | ifconfig | common | ppp | mlppp | vlan | satop | atmsw 
| atmpw | atmoam | ipv4 | gretun | atmima | mplstun | hdlc | all) level;
frr (common | all) level;
im (common | fsm | handler |notify | i3 | cm | dpm | lsc | ua | all) level;
lsc (fsm | frrmbb | route | bfd | events | all) level;

}
}

set watchdog (enable | disable);
set zerotouch config (enable | disable);
}

This chapter describes the following sections:

Backing Up the Configuration File on page 9

Recovering the System from a Continuous Loop on page 10

Restoring the Configuration File on page 11

Setting the System to the Factory Default on page 12

Configuring System Features on page 13

Configuring System Authentication on page 17

Configuring the System Time on page 19

Configuring the System Logs on page 21

Handling Exception in the Gateway on page 25

Backing Up the Configuration File

You should back up the current configuration file so that you can return to the 
current configuration. You can copy the current configuration file within the 
gateway or to an external server.

This section discusses how to back up the configuration file:

Backing Up the Configuration File Within the Gateway on page 10

Backing Up the Configuration File to an External Server on page 10
Backing Up the Configuration File 9
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Backing Up the Configuration File Within the Gateway
To back up the configuration file within the gateway:

1. Log in as a CLI user.

2. Enter the following command to copy the working startup.cfg file from the 
/config directory:

cli@BX7000# file copy /config/startup.cfg/ config/backup_<version-number>

Backing Up the Configuration File to an External Server
To back up the configuration file to an external server:

1. Log in as a CLI user.

2. FTP the /config/startup.cfg file to an external server. 

cli@BX7000# file copy /config/startup.cfg <URL>

where <URL> is the FTP URL. For example, ftp://r2:r2@192.168.1.1/sftp/

Recovering the System from a Continuous Loop

If the system is in a continuous loop state, you can recover the system but you will 
lose the existing configuration. 
To recover the system from a continuous loop:

1. Reboot the system. 
The prompt displays:
Applying configuration. Press Ctrl+C to exit....

2. Press Ctrl+C to interrupt the startup process. 
The prompt displays:
BX7000 login: 

3. Enter the login username and password as root.
BX7000 login: root
Password: 

The prompt displays:
root@BX7000#

4. Delete the startup.cfg file using the rm command:
root@BX7000# rm /config/startup.cfg 

NOTE: You can also revert the backup to the startup configuration file. To revert 
the backup within the gateway, enter the following command:
cli@BX7000# file copy /config/backup_version-number/config/startup.cfg 

You can also revert the backup to the startup configuration file. To revert the 
configuration from the external server, enter the following command:
cli@BX7000# file copy url/startup.cfg <URL>
Recovering the System from a Continuous Loop
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5. Reboot the system using the following command:
root@BX7000# reboot
The system reboots after several seconds and the existing configuration is lost.

6. After the system reboot, access the gateway using the root account or CLI user 
privileges using one of the following methods: 

To log in as a root user, type the login username and password as root. 
BX7000 login: root
Password:

The prompt displays:
root@BX7000

To log in as a CLI user, type the login username and password as cli. 
BX7000 login: cli
Password: 
The prompt displays:
cli@BX7000>

7. Enter into the configuration mode using the following command:
cli@BX7000> con

8. Configure the gateway from the following prompt:
cli@BX7000#

Restoring the Configuration File

1. In case of continuous reboot issue observed when applying the configuration, 
reboot the system. 
The prompt displays:
Applying configuration. Press Ctrl+C to exit....

2. Enter the login username and password as root.
BX7000 login: root
Password: 

The prompt displays:
root@BX7000#

3. Delete the startup.cfg file using the rm command:
root@BX7000# rm /config/startup.cfg 

4. Reboot the gateway. 
The prompt displays:
BX7000 login: 

NOTE: Whenever you update the gateway configuration, save the latest 
configuration file to an external memory. You can use this file if you have any 
issues with the system that corrupts the configuration file. 
Restoring the Configuration File 11
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5. Enter the login username and password as root.
BX7000 login: root
Password: 

The prompt displays:
root@BX7000#

6. Initiate the CLI and configure the management interface. For more 
information, see “Configuring an Ethernet Data Interface as a Management 
Interface” on page 69. 

7. Exit the CLI.

8. Log in as root.
The prompt displays:
root@BX7000#

9. Copy the latest startup.cfg file to the /config directory. 

To copy the configuration backup file within the gateway, enter the 
following command:

root@BX7000# file copy /config/backup_version-number /config/startup.cfg 

To copy the configuration backup file from an external server, enter the 
following command: 

root@BX7000# file copy <URL>/startup.cfg /config/startup.cfg

where <URL> is the FTP URL. For example, ftp://r2:r2@192.168.1.1/sftp/

10. Reboot the system using the following command:
root@BX7000# reboot

The system restores the saved configuration. 

Setting the System to the Factory Default

To set the system to the factory default:

1. Reboot the system.
The prompt displays:
Press ESC Key to enter into Field diagnostics message. 

2. Press the Esc key. 
The prompt displays:
Enter the password: 

3. Enter the password as GetmeIn@7.
Enter the password: GetmeIn@7

The system displays the following Boot Menu options:
1. Diagnostics Mode

2. Setup Mode

3. Exit and Continue

Enter the menu option number and press Enter key:
Setting the System to the Factory Default
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4. Enter the menu option number as 2 for the Setup Mode:
Enter the menu option number and press Enter key: 2

The system enters into the SIDX setup mode.
SIDX> 

5. Set the system to the factory default using the factorydefault command: 
SIDX> factorydefault

The system requires a password to execute the command.

6. Enter the password as syrah to set the system to the factory default:
Enter the password: 

The system reboots with the default factory configuration.

7. After system reboot, access the gateway using the root account or CLI user 
privileges.

8. Enter the configuration mode using the following command:
cli@BX7000> con

9. Configure the system features from the following prompt:
cli@BX7000# 

Configuring System Features

To configure the system features, connect the gateway to the management console 
using a console cable. You can also connect to the gateway using a remote SSH 
login over one of the configured IP interfaces. The remote SSH login does not 
require a RADIUS or TACACS+ authentication. 

Once the gateway is booted, you can access the gateway using the command-line 
interface (CLI) and set the system parameters such as the banner and hostname.

The gateway provides various types of alarms that alert you on the status of the 
network interface. You can set the conditions that trigger alarms on the interface. 
In addition, the gateway allows you to direct the log messages to one or more 
destinations.

This section describes how to configure the following system features of the 
gateway:

Configuring DHCP Relay on the Gateway on page 14

Configuring Static ARP Entries on page 14

Configuring ARP Timeout on page 14

Configuring Zero Touch on page 15

Configuring Manual Mode on page 15

Configuring Line Clock Recovery on a T1 or E1 Interface on page 15

Configuring the Debugging Framework on page 16
Configuring System Features 13
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Enabling Services on the Gateway on page 16

Upgrading BXOS Software on the Gateway on page 16

Configuring DHCP Relay on the Gateway
You can configure the gateway as a Dynamic Host Configuration Protocol (DHCP) 
relay agent if it has locally attached hosts and a remote DHCP server. When the 
local host sends the DHCP request as a broadcast message, the gateway relays the 
message to the specified DHCP server. 

To configure the gateway as a DHCP relay agent, include the dhcp-relay statement at 
the [edit system] hierarchy level:

[edit system] 
set dhcp-relay ip-address;

Example: Configuring DHCP Relay
[edit system]

set dhcp-relay 1.1.1.1;

Once you have configured the DHCP relay, you can commit the configuration.

Configuring Static ARP Entries
Static Address Resolution Protocol (ARP) maps the IP address of a host to its media 
access control (MAC) address or a manually configured hardware address.

To configure static ARP entries, include the arp add statement at the [edit system] 
hierarchy level:

[edit system] 
set arp add ip-address hardware-address;

Example: Configuring ARP
[edit system]

set arp add 10.100.65.200 00:1A:A0:3C:2C:BC;

Once you have configured the ARP, you can commit the configuration.

To display the ARP, use the show arp statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show arp
Address HWtype  HWaddress Flags Mask Iface
10.100.65.200 ether   00:1A:A0:3C:2C:BC   C ge-1-0-0

Configuring ARP Timeout
The ARP timeout specifies the amount of time an ARP entry can remain in an ARP 
table before being cleared, if unused. By default, the ARP timeout is set to a 
random value which ranges from 20 through 40 minutes.
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To set the ARP timeout on the gateway, include the arp timeout statement at the 
[edit system] hierarchy level:

[edit system] 
set arp timeout minutes;

The ARP timeout range is from 20 through 240 minutes. The timeout value you 
configure takes effect for new ARP entries created.

Configuring Zero Touch
The zero touch mechanism enables the gateway to download its configuration file 
from a remote server and configure itself according to the configuration commands 
in the configuration file. The gateway acts as the DHCP client, receives an IP 
address from the server, and then downloads the configuration file from the server.

To configure the zero touch mechanism for the gateway, include the zerotouch 
statement at the [edit system] hierarchy level:

[edit system] 
set zerotouch config (enable | disable);

By default, zero touch is enabled on the gateway. 

Configuring Manual Mode
In manual configuration mode, the DHCP server is not required for configuring the 
gateway. In this mode, when the gateway boots up you can configure the port IP 
address. To configure the port IP address, connect the gateway through a serial link 
that conforms to RS 232 and provide your login credentials. 

To manually configure the gateway, include the manual-mode statement at the [edit 
system] hierarchy level:

[edit system] 
set manual-mode config (enable | disable);

Configuring Line Clock Recovery on a T1 or E1 Interface
You can specify the line clock recovery on a T1 or E1 interface. In the line timing 
mode, one of the T1 or E1 ports can be configured as the primary recovery source. 
The ports configured as line clock use the recovered clock for transmitting data. For 
more information on the clock source, see “Configuring the Clock Source on T1 
Interfaces” on page 55.

To configure the clock recovery source, include the line-clock-source statement at 
the [edit system] hierarchy level:

[edit system]
edit line-clock-source {

set tdm--primary-reference interface-name;
}
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Example: Configuring Line Recovery Clock Source
[edit system]

edit line-clock-source {
set tdm-primary-reference t1-0/0/0;

}

Once you have configured line recovery clock source, you can commit the 
configuration.

Configuring the Debugging Framework
To debug the framework, include the traceoptions statement at the [edit system] 
hierarchy level. For more information on debugging the framework, see 
“Configuring the Debugging Framework” on page 445.

Enabling Services on the Gateway
You can enable services such as NTP or SSH on the BX7000 Multi-Access Gateway. 
For the SSH service, you can configure the SSH protocol versions v1 and v2.

To enable services such as NTP or SSH on the gateway, include the services 
statement at the [edit system] hierarchy level:

[edit system] 
set services {

ntp;
ssh protocol-version (both | v1 | v2);

}

Upgrading BXOS Software on the Gateway
To upgrade the BX operating system (BXOS) software on the gateway, specify the 
FTP or Trivial File Transfer Protocol (TFTP) pathname of the software package.

To load the new BXOS software on the gateway, include the software-upgrade 
statement at the [edit system] hierarchy level:

[edit system] 
set software-upgrade url;

The url is specified in the format: 
Protocol://username:password@hostname:port/filename

Example: Upgrading BXOS Software on the Gateway
[edit system] 

set software-upgrade 
ftp://user:user@192.168.1.1:21/200_tftp/bxos-install-3.0I22.6;

BXOS software upgrade through TFTP:

[edit system] 
set software-upgrade 

tftp://user:user@192.168.1.1:69/200_tftp/bxos-install-3.0I22.6;
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Configuring System Authentication

You can configure either RADIUS or TACACS+ authentication or both as a method 
for authenticating users who attempt to access the gateway. 

The section contains the following topics:

Configuring the RADIUS or TACACS+ Authentication Server on page 17

Configuring Authentication Order on page 19

Configuring the RADIUS or TACACS+ Authentication Server
You can configure either the RADIUS or TACACS+ authentication on the gateway 
to authenticate the users that log in to the gateway. During login, the gateway 
contacts the RADIUS or TACACS+ server that you have configured to authenticate 
the session. The default RADIUS port number of 1812 is used (as specified in RFC 
2865). You can also specify an accounting port as a destination port for accounting 
packets from the RADIUS server. The default port number is 1813 (as specified in 
RFC 2866).

Optionally, you can specify the amount of time that the gateway waits to receive a 
response from a RADIUS server (in the timeout statement) and the number of times 
that the gateway attempts to contact a RADIUS authentication server (in the retry 
statement). By default, the gateway waits for 5 seconds. You can configure this to 
be a value from 1 through 90 seconds. By default, the gateway retries connecting to 
the server once, and you can configure this to be a value from 1 through 10 times.

To configure the RADIUS authentication server, include the following statements at 
the [edit system] hierarchy level:

[edit system] 
edit radius-server ip-address {

set port port-number;
set retry number;
set secret password;

 set timeout seconds;
}

NOTE: Before upgrading or downgrading the BXOS software, back up the latest 
configuration file within the gateway or to an external memory so that the 
configuration file can be used when required. For more information on restoring 
the configuration file, see “Restoring the Configuration File” on page 11.
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Example: Configuring the RADIUS Server
[edit system] 

edit radius-server 192.168.1.1 {
set port 10;
set retry 5;
set secret xxxx;
set timeout 6;

}

Once you have configured the RADIUS server, you can commit the configuration.

To display the configured parameters for the RADIUS server at the BX7000 CLI, use 
the show radius-server statement at the [edit] hierarchy level:

cli@BX7000> show radius-server
Radius Server configurations:
Server Address: 192.168.1.1
Port number: 10
Retry number: 5
Secret password: ****
Authentication timeout: 6

To configure the TACACS+ authentication on the gateway, specify the TACACS+ 
server address, TACACS+ server authentication port number, and a secret 
password that the gateway passes to the TACACS+ client.

You can optionally specify the length of time that the gateway waits to receive a 
response from a TACACS+ server by including the timeout statement. By default, 
the gateway waits for 5 seconds. You can configure this to be a value in the range 
from 1 through 90 seconds. 

To configure the TACACS+ authentication server on the gateway, include the 
tacplus-server statement at the [edit system] hierarchy level:

[edit system] 
edit tacplus-server ip-address {

set port port-number;
set secret password;

 set timeout seconds;
}

Example: Configuring the TACACS+ Server
[edit system] 

edit tacplus-server 192.168.1.1 {
set port 5;
set secret xxx;
set timeout 6;

}

Once you have configured the TACACS+server, you can commit the configuration.

To display the configured parameters for the TACACS+ server at the BX7000 CLI, 
use the show tacplus-server statement at the [edit] hierarchy level:
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cli@BX7000> show tacplus-server
Tacplus Server Configurations:
Server Address: 192.168.1.1
Port number: 5
Secret Password: ***
Authentication timeout: 6

Configuring Authentication Order
You can configure the order in which the gateway tries different user authentication 
methods when attempting to authenticate a user. For each login attempt, the 
authentication is tried in the sequence provided in the authentication-order 
statement. To set up RADIUS or TACACS+ authentication, configure at least one 
RADIUS or TACACS+ server. Using this authentication-order statement, the gateway 
attempts the authentication with the RADIUS server first, then the TACACS+ 
server, and finally with the password.

To configure the authentication sequence, include the authentication-order 
statement at the [edit system] hierarchy level:

[edit system]
set authentication-order (radius tacplus password);

Configuring the System Time

The gateway supports the Network Time Protocol (NTP), which provides the 
mechanisms to synchronize time and coordinate time distribution in a large, 
diverse network. NTP uses a returnable-time design in which a distributed subnet 
of time servers, operating in a self-organizing, hierarchical primary-secondary 
configuration, synchronizes local clocks within the subnet and national time 
standards. The servers also can redistribute reference time using local routing 
algorithms and time daemons.

This section contains the following topics:

Configuring the NTP Parameters on page 19

Enabling and Disabling NTP on the Gateway on page 20

Configuring the NTP Parameters
You can set the date for the gateway using the NTP parameters.

Use the date statement to configure the gateway once and the server statement to 
configure the gateway from the server at a periodic interval.

To set the date for the gateway, include the ntp statement at the [edit system] 
hierarchy level: 

[edit system]
set ntp {

date;
server ip-address;

}
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Example: Configuring the NTP parameters
[edit system]

set ntp {
server 10.100.65.91;

}

Once you have configured the gateway, you can commit the configuration.

To display the configured NTP parameters, use the show ntp status and show ntp 
associations at the [edit] hierarchy level:

cli@BX7000# show ntp status
assID=0 status=c011 sync_alarm, sync_unspec, 1 event, event_restart,
version="ntpd 4.2.0a@1:4.2.0a-10-r Sat Dec 17 20:48:47 PST 2005 (1)"?,
processor="mips", system="BXOS-4.0I55.55", leap=11,
stratum=16, precision=-14, rootdelay=0.000, rootdispersion=0.030,
peer=0, refid=INIT,
reftime=00000000.00000000  Thu, Feb  7 2036  6:28:16.000, poll=4,
clock=0xcd9c1bf2.645143bf, state=0, offset=0.000, frequency=0.000,
error=0.061, jitter=0.061, stability=0.000

[edit]
cli@BX7000# show ntp associations
remote refid  st t when poll reach delay   offset  jitter
==========================================================
10.100.65.91    LOCAL(0)        11 u   29   64    1    0.697    0.349   0.061

Enabling and Disabling NTP on the Gateway
You can enable or disable the NTP services on the gateway.

To enable NTP on the gateway, include the set services ntp statement at the [edit 
system] hierarchy level: 

[edit system] 
set services ntp;

When configuring NTP, you do not actively configure the time servers.

To disable NTP on the gateway, include the delete services ntp statement at the 
[edit system] hierarchy level. 

[edit system] 
 delete services ntp;

By default, if the time difference between the gateway clock and the NTP server 
clock is more than 128 milliseconds, the clocks are slowly stepped into 
synchronization. However, if the difference is more than 1000 seconds, the clocks 
are not synchronized. 
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Configuring the System Logs

A system logging mechanism provides logging of significant system events. The log 
messages briefly describe the system event that occurred and include information 
on the process module that generated the message. The gateway allows you to 
direct the log messages to one or more destination. The destination for the system 
logs can include a local file, a console, the user terminal, or a remote host. The 
logging mechanism can be supported for different facilities and at different levels.

To configure the system log messages, include the following statements at the [edit 
syslog] hierarchy level:

[edit syslog] 
edit archive {

set files number;
set size bytes;

}
set console facility level;
set file file-name facility level;
set host host-ip facility level;
set user user-name facility level;

This section explains how to configure system logging and contains the following 
topics:

Specifying the Facility and Severity of Messages to Include in the Log on 
page 21

Directing Log Messages on page 23

Specifying the Facility and Severity of Messages to Include in the Log
Each system log message belongs to a facility, which is a group of messages that 
are either generated by the same software process or concern a similar condition or 
activity (such as authentication attempts). Each message is also preassigned with a 
severity level, which indicates the level of the triggered event.

When you configure logging for a facility and destination, you specify a severity 
level for each facility. Messages from the facility that are rated at that level or higher 
are logged to the destination. To log messages belonging to more than one facility 
to a particular destination, specify each facility name as a separate statement 
within the set of statements for the destination.

To specify the facility and severity of messages to include in the log, include the 
following statements at the [edit syslog] hierarchy level:

[edit syslog] 
edit archive {

set files number;
set size bytes;

}
set console facility level;
set file file-name facility level;
set host host-ip facility level;
set user user-name facility level;
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Table 4 on page 22 lists the BXOS system logging facilities that you can specify in 
configuration statements at the [edit syslog] hierarchy level.

Table 5 on page 22 lists the different levels of system log messages that the BXOS 
software generates.

Table 4:  BXOS System Logging Facilities

Facility Type of Event or Error

any All messages from all facilities

kern Kernel messages

user Generic user level messages

local0 through local7 User-defined messages

mail Mail subsystem messages

cron Clock daemon messages

syslog Messages generated internally by syslog

Table 5:  BXOS System Logging Levels

Severity Level Message Type

any All messages from all levels

error Error conditions that generally have less serious consequences 
than errors at the emergency, alert, and critical levels

info Messages from the BXOS kernel

debug For logging messages from the BXOS modules

warning General warning for significant events

emergency System panic or other condition that causes the gateway to stop 
functioning

alert Conditions that require immediate correction

critical Critical conditions such as hardware errors

notice Conditions that are not errors but might warrant special handling
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Directing Log Messages
The following topics describe how to configure the system logging:

Directing Messages to a Log File on page 23

Directing Messages to a User Terminal on page 23

Directing Messages to the Console on page 23

Directing Messages to a Remote Host on page 24

Directing Messages to a Log File
To direct the system-generated log messages to a local log file on the gateway, 
include the file statement at the [edit syslog] hierarchy level:

[edit syslog] 
set file file-name facility level;

To prevent the log files reaching the maximum size, the BXOS system logging 
utility by default writes messages to a sequence of files of a defined size. The files in 
the sequence are referred to as archive files to distinguish them from the active file 
to which messages are currently being written. 

When the active log file called messages reaches the maximum size, the logging 
utility opens a new active file called messages1 and writes log messages in it. Log 
files are rotated on a daily basis by the logrotate utility. When the maximum 
number of archive files is reached, the contents of the oldest archive file are 
overwritten by the next oldest file.

Directing Messages to a User Terminal
To direct system log messages to the terminal session of one or more specific users 
(or all users), include the user statement at the [edit syslog] hierarchy level:

[edit syslog] 
set user user-name facility level;

For a list of logging facilities and severity levels, see “Specifying the Facility and 
Severity of Messages to Include in the Log” on page 21.

Directing Messages to the Console
To direct system log messages to the console of the gateway, include the console 
statement at the [edit syslog] hierarchy level:

[edit syslog] 
set console facility level;

For a list of logging facilities and severity levels, see “Specifying the Facility and 
Severity of Messages to Include in the Log” on page 21.
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Directing Messages to a Remote Host
To direct system log messages to a remote host, include the host statement at the 
[edit syslog] hierarchy level:

[edit syslog] 
set host host-ip facility level;

The remote host will be running the standard syslog utility.

Example: Configuring the System Logs
[edit syslog] 

edit archive {
set files 100;
set size 100m;

}

[edit syslog]
set file file1 auth err;
set console kern errl;
set host 10.100.65.100 auth err;
set user root auth err;

Once you have configured the system logs, you can commit the configuration.

To display the syslog at the BX7000 CLI, use the show syslog statement at the [edit] 
hierarchy level:

[edit]
cli@BX7000# show syslog
Syslog Configurations:
file /var/log/messages
{

*.info
cron.none

}
file /var/log/cron
{

cron.*
}
user *
{
        *.emerg
}
archive
{
        rotate 4

size=1000k
}
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Handling Exception in the Gateway

When critical errors occur during operation, the BXOS software logs the exception 
conditions. Based on the severity of the error conditions, the BXOS software 
handles the error conditions, as follows:

BXOS software exceptions—When a critical error occurs, the BXOS software 
creates a crash dump file that contains the critical information at the time of 
the kernel exception.

User exceptions—These are noncritical error conditions that are caused by 
user-configured parameters during operation. When such conditions occur, the 
BXOS software creates a file that contains critical information about the 
exception and sends the crash file to a configured node or server. You can 
configure the server for sending this information.

When a BXOS software exception occurs, the gateway restarts. The gateway 
identifies the crash dump file and saves the file into a directory file system with a 
timestamp. You can retrieve this file from the appropriate gateway directory.

The following topics explain how you can configure the user exception handling on 
the gateway:

Configuring the Gateway User Exceptions on page 25

Configuring the Watchdog Timer on page 26

Configuring the Gateway User Exceptions
When a user exception such as a segmentation fault occurs, the software creates a 
dump file that contains critical information you can use to analyze the cause of the 
error. 

To enable the remote server to which the gateway sends the crash dump file, 
include the following statements at the [edit system] hierarchy level:

[edit system] 
edit exception {

set dump-ip dump-ip-address user user-name password passwd;
set no-saved-core-ctx;
set saved-core-ctx;
set saved-core-files file-number;

}

To disable the remote server to which the gateway sends the crash dump file, 
include the following statements at the [edit system] hierarchy level:

[edit system] 
edit exception {

delete dump-ip dump-ip-address user user-name passwd password;
delete no-saved-core-ctx;
delete saved-core-ctx;
delete saved-core-files file-number;

}

Handling Exception in the Gateway 25



BXOS 4.2R2 Configuration Guide

26
To remove the user exception configuration from the gateway, include the delete 
exception statement at the [edit system] hierarchy level:

[edit system] 
delete exception;

Example: Enabling the Remote Server
[edit system] 

edit exception {
set dump-ip 10.100.65.91 user test password test;
set saved-core-ctx;
set saved-core-files 10;

}

Once you have enabled the remote server, you can commit the configuration.

To display the configured parameters for the user exception, use the show exception 
statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show exception
Save core context is set
Maximum number of core files that will be generated: 10
FTP server site: 10.100.65.91
FTP User Name: test
FTP Password: test

Configuring the Watchdog Timer
The gateway supports an internal software watchdog. This watchdog protects the 
system from software failure, which can stop the system from responding.

To enable the watchdog timer, include the watchdog enable statement at the [edit 
system] hierarchy level:

[edit system] 
set watchdog enable;

To disable the watchdog timer, include the watchdog disable statement at the [edit 
system] hierarchy level:

[edit system] 
set watchdog disable;

Configuring System Alarms and Events

The gateway provides various types of alarms that alerts you to conditions on a 
network interface, on the gateway chassis, or in the system software that might 
prevent the gateway from operating normally. You can set the conditions that 
trigger alarms on an interface. You should take appropriate action based on the 
severity of the alarm and resolve the defect to ensure the proper functioning of the 
system. Event is an occurrence that trigger alarms.
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The gateway supports chassis alarms that indicate conditions related to the system 
components such as power supply and temperature monitor, and events on the T1, 
E1, or Ethernet interfaces on the gateway. When there are no alarms, the system 
LED glows green. The gateway provides the following types of alarm classification 
based on severity:

Red—Indicates a critical situation that needs immediate attention. All major 
problems are indicated by a red alarm.

Yellow—Indicates a noncritical or minor situation which requires monitoring to 
function properly. If left unchecked, yellow alarms may cause service 
interruption or degrade the overall system performance.

To configure the chassis alarms, include the following statements at the [edit 
chassis] hierarchy level:

[edit chassis] 
set alarm ds1 (ais | ylw | los) (red | yellow);
set alarm ethernet link-down (red | yellow);
set alarm power (failed | removed) (red | yellow);

The gateway has a tricolor system LED on the front panel that indicates an alarm 
condition. For more information on the alarm indicators, see the 
BX7000 Multi-Access Gateway Hardware Guide.

Configuring Chassis Alarms
The chassis alarms indicate a failure associated with the hardware platform. Based 
on the conditions of the chassis components, the gateway triggers either a red or 
yellow alarm. 

Table 6 on page 27 lists the chassis component conditions and the corresponding 
configuration option.

Table 6:  Chassis Alarm Conditions

Chassis Component  Alarm Condition Configuration Option

DS1 Alarm indicator signal (ais) 

Yellow alarm

Loss of signal

ais

ylw

los

Ethernet Link has gone down link-down

Power supply A power supply has failed

A power supply has been 
removed 

failed

removed

Temperature Monitor The chassis temperature has 
exceeded the threshold value.
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To configure the chassis alarm, include the alarm statement at the [edit chassis] 
hierarchy level:

[edit chassis] 
set alarm ds1 (ais | ylw | los) (red | yellow);
set alarm ethernet link-down (red | yellow);
set alarm power (failed | removed) (red | yellow);

Example: Configuring Chassis Alarm
[edit chassis]

set alarm power failed red;

Once you have configured the chassis alarm, you can commit the configuration.

To display the configured parameters for the chassis alarms, use the show chassis 
alarm statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show chassis alarms
3 alarms are currently active
Alarm time              Class           Description
2000-01-01 00:19:09 UTC  Other          t1-0/0/0: Loss of Signal
2000-01-01 00:00:34 UTC  Major          Pwr - 0: Power Supply Failed
2000-01-01 00:00:34 UTC  Major          Pwr - 0: Power Supply Removed

where:

Alarm time denotes the date and time when the first alarm is recorded.

Class denotes the severity class of the alarm, which can be minor, major, or 
other.

Description denotes the information about the alarm.
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Summary of Basic System Configuration 
Statements

The following descriptions explain each of the basic system configuration 
statements. The statements are organized alphabetically.

alarm

Syntax alarm {
ds1 (ais | ylw | los) (red | yellow);
ethernet (link-down) (red | yellow);
power (failed | removed) (red | yellow);

}

Hierarchy Level [edit chassis]

Release Information Statement introduced in BXOS Release 3.0.

Description Display the chassis and interface conditions that trigger the red or yellow alarm. 
The color of the LED indicates the severity of the alarm. The red alarm (major) 
indicates a critical situation that needs immediate attention. The yellow alarm 
(minor) indicates a noncritical or minor situation which requires monitoring to 
function properly.

Options ds1 and ethernet—Indicate the interface for which the alarm is raised.

power—Indicates the chassis module for which the alarm is raised.

ais—Alarm indicator signal (AIS) indicate that T1 or E1 frames contain a defect 
condition and have been replaced by AIS which is an all-ones signal. AIS 
indicates a transmission problem upstream to the remote endpoint.

ylw—Yellow alarm.

los—Loss of signal.

link-down—The link has gone down.

failed—One of the two power supplies has failed. However, if both power supplies 
fail, the alarm is not raised.

removed—One of the power supplies has been removed.
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red, yellow, and ignore—Indicates the severity of the alarm.

red—The specified alarm condition sets off a red alarm.

yellow—The specified alarm condition sets off a yellow alarm.

ignore—The specified alarm condition does not set off any alarm.

Usage Guidelines See “Configuring the System Logs” on page 21.

archive

Syntax archive {
files number;
size size;

}

Hierarchy Level [edit syslog]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the number of archive files to keep in the designated directory of the BX 
operating system (BXOS) software. 

Options number—The number of files that can be supported for logging messages.
Range: 1 through 1000
Default: 4

size—The size of each file, in kilobytes or megabytes.
Range: 65,535 to 100 MB
Default: 1 MB

Usage Guidelines See “Configuring the System Logs” on page 21.

arp add

Syntax arp add ip-address hardware-address;

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure static Address Resolution Protocol (ARP) entries on the local BX7000 
Multi-Access Gateway.

Options add—Add an ARP entry such as hostname and hardware address.

hostname—The IP address of the host system for ARP mapping.

hardware-address—The media access control (MAC) address of the system mapped 
to the IP address or hostname.

Usage Guidelines See “Configuring Static ARP Entries” on page 14.
archive
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arp timeout

Syntax arp timeout minutes;

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the amount of time an ARP entry can remain in an ARP table before 
being cleared.

Options timeout—Set the ARP timeout on the gateway, in minutes.
Range: 20 through 240 minutes
Default: 20 through 40 minutes

Usage Guidelines See “Configuring ARP Timeout” on page 14.

authentication-order

Syntax authentication-order (radius tacplus password);

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the authentication methods to log in to the gateway. 

Options radius—Verify the user using RADIUS authentication services. 

tacplus—Verify the user using TACACS+ authentication services.

password—Verify the user using the password configured for the user.

Usage Guidelines See “Configuring Authentication Order” on page 19.

console

Syntax console facility level;

Hierarchy Level [edit syslog]

Release Information Statement introduced in BXOS Release 3.0.

Description Log information into the console.

Options facility—Can take one of the following values: kern, user, syslog, cron, local0, local1, 
local2, local3, local4, local5, local6, local7, or any.

level—Can take one of the following values: emerg, alert, crit, err, warning, notice, 
info, debug, none, or any.

Usage Guidelines See “Directing Messages to the Console” on page 23.
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Related Topics file, host, user

dhcp-relay

Syntax dhcp-relay ip-address;

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the BX7000 Multi-Access Gateway as a DHCP relay agent. Specify the 
addresses of the DHCP servers to which the BX7000 Multi-Access Gateway should 
send the DHCP requests from the local hosts. You can configure up to five DHCP 
servers.

Options ip-address1 ip-address2...ip-address5—IP addresses of the DHCP servers to which the 
gateway should send the DHCP requests from local hosts.

Usage Guidelines See “Configuring DHCP Relay on the Gateway” on page 14.

exception

Syntax exception {
dump-ip dump-ip-address user user-name password passwd;
no-saved-core-ctx;
saved-core-ctx;
saved-core-files file-number;

}

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the user exceptions on the gateway.

Options dump-ip—IP address of the remote server with login credentials.

no-saved-core-ctx—Do not save context information for core files.

saved-core-ctx—Save context information for core files. 

saved-core-files—Save core files. Sets the number of saved core files. 

Usage Guidelines See “Handling Exception in the Gateway” on page 25.

Related Topics watchdog
dhcp-relay
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file

Syntax file file-name facility level;

Hierarchy Level [edit syslog]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the filename for the system log file on the gateway.

Options file-name—Filename for the system log file.

facility—Can take the following values: kern, user, mail, daemon, auth, syslog, lpr, 
news, uucp, cron, local, local1, local2, local3, local4, local5, local6, local7, or any.

level—Can take the following values: emerg, alert, crit, err, warning, notice, info, 
debug, none, or any.

Usage Guidelines See “Directing Messages to a Log File” on page 23.

Related Topics console, host, user

framer-mode

Syntax framer-mode (t1 | e1);

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the mode of the built-in ports on the gateway as either T1 or E1. This is a 
global setting because it affects all 16 ports on the gateway. T1 or E1 mode in BX 
can be changed only once during its uptime. To change the framer-mode again at 
run-time, BX has to be rebooted manually for the mode switch to work.

Options t1—All built-in ports on the gateway are T1 interfaces.

e1—All built-in ports on the gateway are E1 interfaces.

Usage Guidelines See “Interface Descriptors” on page 45.

host

Syntax host host-ip facility level;

Hierarchy Level [edit syslog]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the IP address of the host to which the gateway sends the system log 
files.
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Options host-ip—IP address of the host. You can specify the IP address of the host, and not 
the hostname.

facility—Can take one of the following values: kern, user, mail, daemon, auth, syslog, 
lpr, news, uucp, cron, local0, local1, local2, local3, local4, local5, local6, local7, 
or any.

level—Can take any of the following values: emerg, alert, crit, err, warning, notice, 
info, debug, none, or any.

Usage Guidelines See “Directing Messages to a Remote Host” on page 24.

Related Topics console, file, user

line-clock-source

Syntax line-clock-source {
set tdm-primary-reference interface-name;

}

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the line clock recovery source on the T1 or E1 interface.

Options tdm-primary-reference — Specify the line clock recovery source on the T1 or E1 
interface.

interface-name—Interface to be configured as the clock source.

Usage Guidelines See “Configuring Line Clock Recovery on a T1 or E1 Interface” on page 15.

manual-mode

Syntax manual-mode config (enable | disable);

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the gateway manually.

Options enable—Enable manual mode.

disable—Disable manual mode.

Usage Guidelines See “Configuring Manual Mode” on page 15.

Related Topics zerotouch
line-clock-source
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ntp

Syntax ntp {
date;
server ip-address;

}

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the date of the gateway through the NTP server and the address of the NTP 
server.

Options date—Date of the gateway.

ip-address—Address of the NTP server.

Usage Guidelines See “Configuring the NTP Parameters” on page 19.

radius-server

Syntax radius-server ip-address {
port port-number;
retry number;
secret password;
timeout seconds;

}

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the RADIUS authentication on the gateway to authenticate users that log 
in to the gateway.

Options radius-server—RADIUS authentication server address.

port—RADIUS server authentication port number.
Range: 1 through 65,535
Default: 1812

retry—Retry attempts.
Range: 1 through 10
Default: 1

secret—Shared password with the RADIUS server.

timeout—Request timeout period, in seconds.
Range: 1 through 90 seconds
Default: 5 seconds

Usage Guidelines See “Configuring the RADIUS or TACACS+ Authentication Server” on page 17.

Related Topics tacplus-server
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services

Syntax services {
ntp;
ssh protocol-version (both | v1 | v2);

}

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Enable services such as Network Time Protocol (NTP) or SSH on the gateway.

Options ntp—Enable NTP service on the gateway.

ssh—Enable SSH service on the gateway.

Usage Guidelines See “Enabling Services on the Gateway” on page 16.

software-upgrade

Syntax software-upgrade url;

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Upgrade the BXOS image on the gateway.

Options url—FTP or Trivial File Transfer Protocol (TFTP) pathname of the software package.

Usage Guidelines See “Upgrading BXOS Software on the Gateway” on page 16.

system

Syntax [edit system] 
edit {

classifier classifier-name {
set match-action (drop | forward | mark dscp-value | policer policer-name);
edit multi-field {

destination-ip address/prefix;
destination-port value;
dscp dscp-value;
protocol (tcp | udp | icmp | gre | eigrp | igmp | igrp | ah | esp 
| ipnip);
source-ip address;
source-port value;

}
}

}
line-clock-source {

set tdm-primary-reference interface-name;
}
exception {
services
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set dump-ip dump-ip-address user user-name password passwd;
set no-saved-core-ctx;
set saved-core-ctx;
set saved-core-files file-number;

}
policer policer-name {

edit type single-rate {
set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
set conform-action (forward | mark dscp-value);
set non-conform-action (mark dscp-value | drop);

}
edit type two-rate {

set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
set conform-action (forward | mark dscp-value);
set exceed-action mark dscp-value;
set peak-burst-size bytes;
set peak-info-rate kilobytes-per-second;
set violate-action (mark dscp-value | drop);

}
}
radius-server ip-address {

set port port-number;
set retry number;
set secret password;
set timeout seconds;

}
tacplus-server ip-address {

set port port-number;
set secret password;
set timeout seconds;

}
}
set arp add ip-address hardware-address;
set arp timeout minutes;
set authentication-order (radius tacplus password);
set dhcp-relay (client_device_list | server_device);
set framer-mode (t1 | e1);
set manual-mode config (enable | disable);
set ntp {

date date;
server ip-address;

}
set services {

ntp
ssh protocol-version (both | v1 | v2);

}
set software-upgrade url;
set traceoptions {

file {
bfd file-name;
dcsms file-name;
dpm file-name;
frr file-name;
im file-name;
lsc file-name;
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}
process {

bfd (adj | error | event | pkt | timer | state | flow | all) value;
dcsms (i3 | sms | all) level;
dpm (mcast | arp | ifconfig | common | ppp | mlppp | vlan | satop | atmsw | 
atmpw | atmoam | ipv4 | gretun | atmima | mplstun | hdlc | all) level;
frr (common | all) level;
im (common | fsm | handler |notify | i3 | cm | dpm | lsc | ua | all) level;
lsc (fsm | frrmbb | route | bfd | events | all) level;

}
}
set watchdog (enable | disable);
set zerotouch config (enable | disable);

Hierarchy Level [edit]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the gateway system properties.

Usage Guidelines See “Configuring System Features” on page 13.

syslog

Syntax [edit syslog] 
edit archive {

set files number;
set size bytes;

}
set file file-name facility level;
set console facility level;
set host host-ip facility level;
set user user-name facility level;

Hierarchy Level [edit]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the system log properties on the gateway.

Options number—The number of files that can be supported for logging messages.
Range: 1 through 1000
Default: 4

size—The size of the log files, in bytes (kilobytes or megabytes). 
Range: 65,535 to 100 MB
Default: 1 MB

file-name—Filename for the system log file.

facility—Can take any of the following values: kern, user, mail, daemon, auth, syslog, 
lpr, news, uucp, cron, local0, local1, local2, local3, local4, local5, local6, local7, 
or any.
syslog
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level—Can take any of the following values: emerg, alert, crit, err, warning, notice, 
info, debug, none, or any.

host-ip—IP address of the host.

user-name—Username for the user terminal connected to the gateway.

Usage Guidelines See “Configuring the System Logs” on page 21.

tacplus-server

Syntax tacplus-server ip-address {
port port-number;
secret password;
timeout seconds;

}

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the TACACS+ authentication on the gateway to authenticate users that 
log in to the gateway.

Options tacplus-server—TACACS+ authentication server address.

port—TACACS+ authentication server port number.
Range: 1 through 65,535
Default: 49

secret—Shared password with the TACACS+ server.

timeout—Request timeout period, in seconds.
Range: 1 through 90 seconds
Default: 5 seconds

Usage Guidelines See “Configuring the RADIUS or TACACS+ Authentication Server” on page 17.

Related Topics radius-server

user

Syntax user user-name facility level;

Hierarchy Level [edit syslog]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the username for the user terminal connected to the gateway through 
SSH.

Options user-name—Username for the user terminal connected to the gateway.
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facility—Can take any of the following values: kern, user, mail, daemon, auth, syslog, 
lpr, news, uucp, cron, local0, local1, local2, local3, local4, local5, local6, local7, 
or any.

level—Can take any of the following values: emerg, alert, crit, err, warning, notice, 
info, debug, none, or any.

Usage Guidelines See “Directing Messages to a User Terminal” on page 23.

Related Topics console, file, host

watchdog

Syntax watchdog (enable | disable);

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the watchdog timer on the gateway.

Options enable—Enable the watchdog timer.

disable—Disable the watchdog timer.

Usage Guidelines See “Configuring the Watchdog Timer” on page 26.

Related Topics exception

zerotouch

Syntax zerotouch config (enable | disable);

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure zero touch on the gateway.

Options enable—Enable zero touch to download its configuration file from a remote server 
and configure the gateway as per the configuration commands in the 
configuration file.

disable—Disable zero touch.

Usage Guidelines See “Configuring Zero Touch” on page 15.

Related Topics manual-mode
watchdog
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Configuring Physical Interfaces on page 51

Configuring Logical Interfaces on page 95

Summary of Interface Configuration Statements on page 155
41



BXOS 4.2R2 Configuration Guide

42



Chapter 4

Interfaces Overview

The BX7000 Multi-Access Gateway contains physical interfaces and logical 
interfaces suited to various functions. You can configure physical interfaces such as 
T1, E1, and Ethernet. You can also configure logical interfaces such as virtual LAN 
(VLAN), Point-to-Point Protocol (PPP), Multilink Point-to-Point Protocol (MLPPP), 
High-Level Data Link Control (HDLC), Generic Routing Encapsulation (GRE), 
Asynchronous Transfer Mode (ATM), Inverse Multiplexing over ATM (IMA), and 
loopback interfaces on the gateway. 

This chapter contains the following sections:

Interfaces Overview on page 43

Setting General Interface Properties on page 46

Configuring Interface Encapsulation on page 48

Setting Interface Diagnostics on page 49

Interfaces Overview

You can configure the interfaces on the gateway by specifying properties such as 
interface type (T1, E1, or Ethernet), encapsulation mode (ATM, ATM IMA, HDLC, 
PPP, or transparent), and interface-specific configuration.

This section contains the following topics:

Types of Interfaces on page 44

Interface Descriptors on page 45

Interface Naming on page 44
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Types of Interfaces
The gateway provides the following interfaces:

T1 or E1 interfaces—You can configure 16 T1 or E1 interfaces, on which you 
can configure logical interfaces, such as ATM, ATM-IMA, HDLC, PPP, and 
MLPPP. 

Ethernet interfaces—You can configure three Ethernet interfaces: one using 
copper Ethernet port (ge-1/0/0), and the rest using one of the following 
combinations:

Two copper Ethernet ports (ge-1/0/1 and ge-1/0/2)

Two fiber-optic Ethernet ports (ge-1/0/1 and ge-1/0/2)

One copper Ethernet port (ge-1/0/1) and one fiber-optic port (ge-1/0/2)

One copper Ethernet port (ge-1/0/2) and one fiber-optic port (ge-1/0/1)

Interface Naming
Each interface has an interface name, which specifies the interface type, interface 
group, a reserved value which is always set to 0, and the particular interface within 
the group. You use the interface name when configuring the interfaces and 
enabling various functions and properties on an individual interface. The system 
uses the interface name when displaying information about the interface.

The following sections provide interface naming configuration guidelines: 

Physical Part of an Interface Name on page 44

Logical Part of an Interface Name on page 45

Physical Part of an Interface Name
The physical part of an interface name contains the interface type, interface group, 
a reserved value which is always set to 0, and port number. In the physical part of 
an interface, a hyphen (-) separates the interface type from the interface group, and 
a slash (/) separates the interface group, the reserved value, and the port number. 

type-interface-group/0/port

The type is the name of the interface. The gateway supports the following 
interfaces:

e1—E1 interface

ge—Gigabit Ethernet interface

t1—T1 interface
Interfaces Overview



Chapter 4: Interfaces Overview
The interface-group specifies a group of interfaces. The gateway supports the 
following group of interfaces:

0—T1 or E1 interfaces 

1—Gigabit Ethernet interfaces 

The gateway has 16 T1 or E1 interfaces denoted as t1-0/0/0 through 
t1-0/0/15 or e1-0/0/0 through e1-0/0/15, three copper Ethernet interfaces 
denoted as ge-1/0/0 through ge-1/0/2, and two fiber optic Ethernet 
interfaces denoted as ge-1/0/1 and ge-1/0/2.

The second part is always denoted as 0 for the T1, E1, and Gigabit Ethernet 
interfaces.

The third part identifies the specific interface within the group. The gateway 
has 16 T1 or E1 ports and 3 Ethernet ports.

Logical Part of an Interface Name
The logical unit part of an interface name corresponds to the logical unit number to 
be configured on a T1, E1, or Ethernet interface. For the Ethernet interface, the unit 
number ranges from 0 through 31. For other interfaces that support logical 
interfaces, the unit number ranges from 0 through 65,535. 

A period (.) separates the interface name and the logical unit number. The logical 
number forms the virtual part of an interface.

type-interface-group/0/port.logical

Interface Descriptors
When you configure an interface, you are specifying the properties for a T1, E1, or 
Ethernet interface descriptor. Each T1, E1, or Ethernet interface descriptor can 
contain one or more logical interface descriptors. These allow you to map one or 
more logical interfaces to a physical interface. Creating multiple logical interfaces is 
useful for ATM and Ethernet networks, in which you can associate multiple virtual 
circuits or virtual LANs (VLANs) with a single T1, E1, or Ethernet interface. Each 
logical interface descriptor can have one or more family descriptors to define the 
protocol family that it is associated with and allowed to run over the logical 
interface.

The gateway supports the following protocol families on the interfaces:

IPv4

Multiprotocol Label Switching (MPLS)

Each family descriptor can have one or more address entries, which associate a 
network address with a logical interface and hence with the T1 or E1 interface.

NOTE: For naming the logical interfaces such as Multilink Point-to-Point Protocol, 
generic routing encapsulation, and ATM IMA, you can use alpha-numeric 
characters.
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You can configure the various interface descriptors as follows:

Configure the framing mode before configuring the T1 or E1 ports by including 
the framer-mode statement at the [edit system] hierarchy level:

cli@BX7000# edit system
cli@BX7000# [edit system]# set framer-mode t1

Configure the T1, E1, or Ethernet interface descriptor by including the 
interface-name statement at the [edit interface] hierarchy level.

Configure the logical interface descriptor by including the unit statement within 
the interface interface-name statement or by including the .logical descriptor at 
the end of the interface name, as in t1-0/0/0.1, where the logical unit number 
is 1, as shown in the following example:

[edit]
cli@BX7000# edit interface t1-0/0/0
cli@BX7000# [edit interface t1-0/0/0]# set encapsulation atm
cli@BX7000# [edit interface t1-0/0/0] # edit unit 1
cli@BX7000# [edit interface t1-0/0/0 t1-0/0/0.1]# set vpi 10 and vci 100
cli@BX7000# [edit interface t1-0/0/0 t1-0/0/0.1]# set admin-state enable

Configure the family descriptor by including the family statement within the 
unit statement.

Configure address entries by including the address statement within the family 
statement.

Setting General Interface Properties

You configure the following properties for a T1, E1, or Ethernet interface:

Enabling or Disabling an Interface on page 46

Configuring the Interface Mode and Link Characteristics on page 47

Adding an Interface Description on page 47

Configuring the Interface Speed on page 47

Enabling or Disabling an Interface
You can enable or disable a T1, E1, or Ethernet interface by marking the interface 
as administratively active or inactive. 

To enable an interface, include the admin-state statement at the [edit interface 
interface-name] hierarchy level:

[edit interface interface-name]
set admin-state enable;
Setting General Interface Properties
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To disable an interface, include the disable statement at the [edit interface 
interface-name] hierarchy level:

[edit interface interface-name]
set admin-state disable;

Configuring the Interface Mode and Link Characteristics
The gateway allows you to configure link mode for the Ethernet interface only. If 
the interface is up, you have to disable it before configuring the link mode by 
including the set admin-state statement at the [edit interface interface-name] 
hierarchy level:

[edit interface interface-name]
set admin-state disable;

To configure the interface mode as full or half duplex connection for the Ethernet 
interface, include the link-mode statement at the [edit interface interface-name] 
hierarchy level:

[edit interface interface-name] 
set link-mode (full | half);

Adding an Interface Description
You can include a single line text description of a T1, E1, Ethernet, or ATM IMA 
interface in the configuration file. Any descriptive text you include is displayed in 
the output of the show interface statement. Even though the description that you 
add to the interface has no impact on the interface configuration, this description 
helps you quickly identify the interfaces while you edit a configuration. 

To add a text description for the T1, E1, and Ethernet interfaces, include the 
description statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name] 
set description text;

To remove the text description for the T1, E1, and Ethernet interfaces, include the 
delete description statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name] 
delete description;

Configuring the Interface Speed
The gateway has three Ethernet interfaces that support Ethernet, Gigabit Ethernet, 
and Fast Ethernet speeds. You configure the speed of the Ethernet interfaces by 
including the speed statement at the [edit interface interface-name] hierarchy level. 

To set the speed of the Ethernet interfaces to 10, 100, or 1000 Mbps, include the 
speed statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set speed (10 | 100 | 1000);
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Configuring Interface Encapsulation

The gateway supports transparent mode of encapsulation as default for the T1 or 
E1 interfaces. For the T1 or E1 interfaces that do not support the transparent 
encapsulation, you can configure an encapsulation to use for packets transmitted 
on the interface. You can optionally configure an encapsulation on a logical 
interface, which is the encapsulation used within certain packet types. 

Configuring the Encapsulation on a T1 or E1 Interface
To configure encapsulation on the T1 or E1 interface, include the encapsulation 
statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set encapsulation (atm | atm-ima | hdlc | ppp | trans);

The gateway supports the following types of encapsulation on the T1 or E1 
interfaces:

atm—Configures encapsulation as ATM on the T1 or E1 interface. For more 
information on configuring ATM interfaces, see “Configuring ATM Interfaces” 
on page 116.

atm-ima—Configures encapsulation as IMA on the T1 or E1 interface. For more 
information on configuring a T1 or E1 interface with ATM-IMA encapsulation, 
see “Configuring ATM IMA Interfaces” on page 123. 

hdlc—Configures encapsulation as HDLC on the T1 or E1 interface. For more 
information on configuring the HDLC interface, see “Configuring HDLC on an 
Interface” on page 112.

ppp—Configures encapsulation as PPP on the T1 or E1 interface. For more 
information on configuring PPP on a logical interface, see “Configuring PPP on 
an Interface” on page 99.

trans—Configures the encapsulation as transparent on the T1 or E1 interface. 
This is the default encapsulation. For more information on configuring 
transparent encapsulation on the T1 or E1 interface, see “Configuring 
Transparent Encapsulation on a T1 or E1 Interface” on page 114.

NOTE: Configure the interface encapsulation before configuring the interface 
parameters.
Configuring Interface Encapsulation
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Setting Interface Diagnostics

You can use loopback testing as the diagnostic tool to test the connections of a T1 
or E1 interface. Loopback testing enables you to verify the connectivity of a circuit. 

Configuring Loopback Testing
Loopback testing allows you to verify the connectivity of a circuit. You can 
configure Ethernet, E1, and T1 interfaces to execute loopback testing. 

The types of loopback testing supported by the T1 or E1 interface are:

Local—A local loopback loops packets, including data and timing information, 
back on the port of the local gateway.

Remote—Useful for troubleshooting the physical circuit problems between the 
local gateway and the remote gateway. 

To configure loopback on the T1 or E1 interface, include the loopback statement at 
the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set loopback (local | remote);
Setting Interface Diagnostics 49



BXOS 4.2R2 Configuration Guide

50
 Setting Interface Diagnostics



Chapter 5

Configuring Physical Interfaces

This chapter describes how to configure the physical interfaces for the data ports on 
the BX7000 Multi-Access Gateway:

Configuring T1 Interfaces on page 51

Configuring E1 Interfaces on page 60

Configuring Ethernet Interfaces on page 66

Configuring IEEE 802.3ah OAM Link-Fault Management on page 76

Configuring IEEE 802.1ag OAM Connectivity-Fault Management on page 83

Configuring T1 Interfaces

T1 is a digital data transmission medium capable of handling 24 simultaneous 
connections running at a combined 1.544 Mbps. T1 combines these 24 separate 
connections, called channels or time slots, onto a single link. T1 is also called DS1.

The T1 data stream is broken into frames. Each frame consists of a single framing 
bit and 24 8-bit channels, totaling 193 bits per T1 frame. Frames are transmitted 
8000 times per second, at a data transmission rate of 1.544 Mbps (8000 x 193 = 
1.544 Mbps).

As each frame is received and processed, the data in each 8-bit channel is 
maintained with the channel data from previous frames, enabling T1 traffic to be 
separated into 24 separate flows across a single medium. 

This section describes the following topics:

Encoding Formats in T1 on page 52

T1 Framing on page 53

Configuring T1 Interface Parameters on page 54
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Encoding Formats in T1
The encoding formats for T1 are:

Alternate Mark Inversion Encoding for T1 on page 52

Bipolar with 8-zero Substitution Encoding for T1 on page 52

Alternate Mark Inversion Encoding for T1
Alternate mark inversion (AMI) encoding forces the ones (1s) signals on a T1 or E1 
line to alternate between positive and negative voltages for each successive ones 
(1s) transmission. See Figure 2 on page 52 for an AMI encoding data transmission 
example for T1.

Figure 2:  Data Transmission Example

When AMI encoding is used, a data transmission with a long sequence of 0s has no 
voltage transitions on the line. In this situation, devices have difficulty in 
maintaining the clock synchronization because they rely on the voltage fluctuations 
to constantly synchronize with the transmitting clock. To counter this effect, the 
number of consecutive 0s in a data stream is restricted to 15. This restriction is 
called the 1s density requirement, because it requires a certain number of 1s for 
every 15 0s that are transmitted.

On an AMI-encoded line, two consecutive pulses of the same polarity—either 
positive or negative—are called a bipolar violation (BPV), which is generally flagged 
as an error.

Bipolar with 8-zero Substitution Encoding for T1
The bipolar with 8-zero substitution (B8ZS) encoding does not restrict the number 
of 0s that can be transmitted on a line. Instead, this encoding method detects 
sequences of 0s and substitutes bit patterns in their place to provide the signal 
oscillations required to maintain timing on the link.

The B8ZS encoding method for T1 lines detects sequences of eight consecutive 0 
transmissions and substitutes a pattern of two consecutive BPVs. Because the 
receiving end uses the same encoding, it detects the BPVs as 0s substitutions, and 
no BPV error is flagged. A single BPV, which does not match the substitution bit 
sequence, is likely to generate an error, depending on the configuration of the 
device.

Original signal:

0 0 0 0 0 0 0 0

B8ZS encoded signal (V=bipolar violation):

0 0 0 V 1 0 V 1

1    1    0    1    0    1    0    1
+    -     0    +   0     -    0    +
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Signal polarity (assuming that the previous mark was negative):

0 0 0 - + 0 + -

T1 Framing
The gateway T1 interfaces use two types of framing: superframe (D4) and extended 
superframe (ESF). 

The following are the T1 framing formats:

Superframe or D4 Framing for T1 on page 53

Extended Superframe Framing for T1 on page 53

Superframe or D4 Framing for T1
A superframe or D4 frame consists of 192 data bits: 24 8-bit channels and a single 
framing bit. The single framing bit is part of a 12-bit framing sequence. The 193rd 
bit in each T1 frame is set to a value, and every 12 consecutive frames are 
examined to determine the framing bit pattern for the 12-bit superframe.

An example 12-frame sequence pattern for D4 framing:

[data bits][framing bit]
[xxxxxxxxx][1]
[xxxxxxxxx][0]
[xxxxxxxxx][0]
[xxxxxxxxx][0]
[xxxxxxxxx][1]
[xxxxxxxxx][1]
[xxxxxxxxx][0]
[xxxxxxxxx][1]
[xxxxxxxxx][1]
[xxxxxxxxx][1]
[xxxxxxxxx][0]
[xxxxxxxxx][0]

The 100011011100 12-bit pattern is repeated in each successive superframe. The 
receiving device detects these bits to synchronize with the incoming data stream 
and determine when the framing pattern begins and ends.

D4 framing requires the 8th bit of every byte (of every channel) within the frame to 
be set to 1, a process known as bit robbing. The bit-robbing requirement ensures 
that the 1s density requirements are met, regardless of the data contents of the 
frames, but reduces the bandwidth on the T1 link by an eighth.

Extended Superframe Framing for T1
Extended superframe (ESF) extends the D4 superframe from 12 frames to 24 
frames. By expanding the size of the superframe, ESF increases the number of bits 
in the superframe framing pattern from 12 to 24. The extra bits are used for frame 
synchronization, error detection, and maintenance communications through the 
facilities data link (FDL). The ESF pattern for synchronization bits is 001011. Only 
the framing bits from frames 4, 8, 12, 16, 20, and 24 in the superframe sequence 
are used to create the synchronization pattern.
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The framing bits from frames 2, 6, 10, 14, 18, and 22 are used to pass a CRC code 
for each superframe block. The CRC code verifies the integrity of the received 
superframe and detects bit errors with a CRC6 algorithm.

The framing bits for frames 1, 3, 5, 7, 9, 11, 13, 15, 17, 19, 21, and 23 are used for 
the data-link channel. These 12 bits enable the operators at the network control 
center to query the remote equipment for information about the performance of 
the link.

Configuring T1 Interface Parameters
T1 is the basic physical layer protocol used by the Digital Signal level 1(DS1) 
multiplexing method in North America. A T1 interface operates at a bit rate of 
1.544 Mbps and can support 24 DS0 channels. Supported DS1 standards include:

ANSI TI.107, TI.102

GR 499-core, GR 253-core

AT&T Pub 54014

ITU G.751, G.703

To configure the T1 interface, include the following statements at the [edit interface 
interface-name] hierarchy level:

[edit interface interface-name] 
set admin-state (enable | disable);
set buildout buildout-value;
set cell-scrambling (enable | disable);
set clock-source (loop | line | master | ces | clock-card);
set description text;
set encapsulation (atm | atm-ima | hdlc | ppp | trans);
set encoding (ami | b8zs);
set framing (unframed | sf | esf);
set inversion (enable | disable);
set loopback (local | remote);
set timeslots number;
edit {

ima-options;
unit logical-unit-number;

}

The following sections describe how to configure the T1 interface properties:

Configuring the Buildout Value on T1 Interfaces on page 55

Configuring Cell Scrambling on T1 Interfaces on page 55

NOTE: If the admin state on the T1 interface is enabled, disable the admin state 
before configuring the T1 interface parameters. To disable the admin state on the 
T1 interface, include the admin-state disable statement at the [edit interface 
interface-name] hierarchy level.
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Configuring the Clock Source on T1 Interfaces on page 55

Configuring Encoding on T1 Interfaces on page 56

Configuring Framing on T1 Interfaces on page 57

Configuring Data Inversion on T1 Interfaces on page 57

Configuring T1 Loopback Capability on page 57

Configuring Time Slots on T1 Interfaces on page 58

Configuring the Buildout Value on T1 Interfaces
A T1 interface has five possible setting ranges for the T1 line buildout: 0-132, 
133-265, 266-398, 399-531, or 532-655 feet. By default, the T1 interface uses the 
shortest setting (0-132). 

To have the interface drive a line at one of the longer distance ranges, include the 
buildout statement with the appropriate value at the [edit interface interface-name] 
hierarchy level:

[edit interface interface-name]
set buildout buildout-value;

Configuring Cell Scrambling on T1 Interfaces
You can set ATM encapsulation on the T1 interface and use cell scrambling for ATM 
payload on ATM interfaces. By default, the cell scrambling is disabled on the T1 
interface.

To enable cell scrambling for the ATM payload, include the cell-scrambling 
statement with the enable option at the [edit interface interface-name] hierarchy 
level:

[edit interface interface-name]
set encapsulation atm;
set cell-scrambling enable;

Configuring the Clock Source on T1 Interfaces
You can configure the clock source on the T1 interface to recover the clock from the 
receiving end. The timing module recovered by the master clock can generate the 
clock signal based on framer clock or circuit emulation source (CES). You can 
configure the clock source on the T1 interface as loop, line, master, or ces. The 
default configuration for the clock source on the T1 interface is master. The master 
mode uses local oscillator of the gateway as clock source for transmitting the 
signals. You can configure the clock source by including the clock-source statement 
and specifying the clock source option.

To configure the clock source, include the clock-source statement at the [edit 
interface interface-name] hierarchy level:

[edit interface interface-name]
set clock-source (loop | line | master | ces | clock-card);
Configuring T1 Interfaces 55



BXOS 4.2R2 Configuration Guide

56
To configure loop timing on the T1 interface, include the clock-source statement 
with the loop option at the [edit interface interface-name] hierarchy level

[edit interface interface-name]
set clock-source loop;

The loop timing uses the recovered clock of the T1 interface to transmit the signal 
at that interface. 

To configure CES timing on the T1 interface, include the clock-source statement 
with the ces option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set clock-source ces;

The CES clock is generated for an interface based on the PSN packet arrival rate.

To configure master timing on the T1 interface, include the clock-source statement 
with the master option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set clock-source master;

To configure Advanced Clocking Module (clock-card) timing on the T1interface, 
include the clock-source statement with the clock-card option at the [edit interface 
interface-name] hierarchy level:

[edit interface interface-name]
set clock-source clock-card;

To configure the line timing for an interface, include the clock-source statement 
with the line option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set clock-source line;

To configure the reference TDM line timing source, include the line-clock-source 
statement at the [edit system] hierarchy level:

[edit system line-clock-source]
set tdm-primary-reference interface-name;

Configuring Encoding on T1 Interfaces
The T1 interfaces use line encoding as automatic mark inversion (AMI) or bipolar 
with 8-zero suppression (B8ZS). The default encoding on the T1 interface is B8ZS. 

NOTE: If the clock-source of a T1/E1 interface is configured as line, configure a 
reference T1/E1 interface as line-clock-source under the [edit system 
line-clock-source] CLI hierarchy for the peer T1/E1 interface to become 
operational.
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To configure encoding on the T1 interface, include the encoding statement at the 
[edit interface interface-name] hierarchy level:

[edit interface interface-name]
set encoding (ami | b8zs);

For more information on byte encoding on the T1 interfaces, see “Encoding 
Formats in T1” on page 52.

Configuring Framing on T1 Interfaces
By default, T1 interfaces use the ESF framing format. You can configure superframe 
(SF) as an alternative.

To configure the T1 interface to use the SF format, include the framing statement 
with the sf option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set framing sf;

To configure the T1 interface to use ESF format, include the framing statement with 
the esf option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set framing esf;

To configure the T1 interface to use unframed mode, include the framing statement 
with the unframed option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set framing unframed;

For more information on T1 framing, see “T1 Framing” on page 53.

Configuring Data Inversion on T1 Interfaces
Data inversion is used in AMI mode to guarantee ones density in the transmitted 
stream. When you enable data inversion, the data bits in the data stream are 
inverted. 

To configure data inversion at the HDLC level, include the inversion statement at the 
[edit interface interface-name] hierarchy level:

[edit interface interface-name]
set inversion (enable | disable);

Configuring T1 Loopback Capability
You can configure loopback capability between the local T1 interface and the 
remote channel service unit (CSU) as either local or remote. With local loopback, 
the T1 interface can transmit packets to the CSU, but receives its own transmission 
back again and ignores data from the CSU. With remote loopback, packets sent 
from the CSU are received by the T1 interface, forwarded if there is a valid route, 
and immediately retransmitted to the CSU.
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To configure loopback capability on a T1 interface, include the loopback statement 
at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set loopback (local | remote);

Packets can be looped on either the local gateway or the remote CSU. The local and 
remote loopback options loop back both data and clocking information.

To turn off loopback capability on the T1 interface, include the delete loopback 
statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
delete loopback;

Configuring Time Slots on T1 Interfaces
To configure the number of time slots allocated to the T1 interface, include the 
timeslots statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set timeslots number;

Example 1: Configuring T1 Interface with ATM Encapsulaiton
Setting interface mode as T1:

[edit system]
set framer-mode t1;

Setting T1 interface parameters:

[edit interface t1-0/0/0] 
set encapsulation atm;
set framing esf;
set encoding ami;
set buildout 133-265;
set clock-source master;
set cell-scrambling enable;
set timeslots 15;
set admin-state enable;

Once you have configured the T1 parameters, you can commit the configuration.

To display the configured parameters for the T1 interface, use the show interface 
interface-name and show interface interface-name brief/detail/extensive statements at 
the [edit] hierarchy level:

[edit]
cli@BX7000> show interface t1-0/0/0 
Physical interface: t1-0/0/0, Enabled, Physical Link: Down
        Interface index: 61441
        MTU: 0, Speed: 1544000, Loopback: Disabled
        Operational state: 1.54Mbps, Encapsulation: ATM
        Encoding: ami, Framing: esf, Build-out: 133-265
        Cell scramble: enabled
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        Clock source: master
        Description:

Example 2: Configuring T1 Interface with Transparent Encapsulation
Setting interface mode as T1:

[edit system]
set framer-mode t1;

Setting T1 interface parameters:

[edit interface t1-0/0/4] 
set encapsulation trans;
set framing unframe;
set clock-source ces;
set admin-state enable;

Once you have configured the T1 parameters, you can commit the configuration.

To display the traffic statistics, use the show interface interface-name detail 
statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show interface t1-0/0/4 detail
Physical interface: t1-0/0/4, Enabled, Physical Link: Up

Interface index: 61441
MTU: 0, Speed: 1544000, Loopback: Disabled
Operational state: Enabled, Encapsulation: Trans
Encoding: b8zs, Framing: unframe, Build-out: 0-132
Clock source: ces
Description:

Traffic statistics:
T1 media: Seconds
ES 208
SES 208

where:

ES denotes a one-second period with one or more errored blocks or at least one 
defect.

SES denotes a one-second period with 30 percent errored blocks or at least one 
defect. Severely errored second (SES) is a subset of errored second (ES). 

NOTE: Use the show interface interface-name extensive statement at the [edit] 
hierarchy level for detailed summary of the T1 configured parameters.
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Configuring E1 Interfaces

E1 is the European format for DS1 digital transmission. E1 links are similar to T1 
links except that they carry signals at 2.048 Mbps. Each signal has 32 channels, and 
each channel transmits at 64 Kbps. E1 links have higher bandwidth than T1 links 
because they use all eight bits of a channel. E1 links use one bit in each channel for 
overhead. 

The gateway contains 16 ports that you can configure as E1. You can configure 
only one interface type on the gateway at a time. For more information on the 
types of interfaces supported on the gateway, see “Types of Interfaces” on page 44.

This section describes the following:

Encoding Formats for E1 on page 60

E1 Framing on page 61

Configuring E1 Interface Parameters on page 61

Encoding Formats for E1
The following are the E1 encoding formats:

AMI Encoding for E1 on page 60

HDB3 Encoding for E1 on page 61

AMI Encoding for E1
Alternate mark inversion (AMI) encoding forces the ones (1s) signals on an E1 line 
to alternate between positive and negative voltages for each successive ones (1s) 
transmission. See Figure 3 on page 60 for an AMI encoding data transmission 
example for E1.

Figure 3:  Data Transmission Example

When AMI encoding is used, a data transmission with a long sequence of 0s has no 
voltage transitions on the line. In this situation, devices have difficulty maintaining 
clock synchronization because they rely on the voltage fluctuations to constantly 
synchronize with the transmitting clock. To counter this effect, the number of 
consecutive 0s in a data stream is restricted to 15. This restriction is called the 1s 
density requirement because it requires a certain number of 1s for every 15 0s that 
are transmitted.

On an AMI-encoded line, two consecutive pulses of the same polarity—either 
positive or negative—are called a bipolar violation (BPV), which is generally flagged 
as an error.
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HDB3 Encoding for E1
The high-density bipolar 3 code (HDB3) encoding does not restrict the number of 0s 
that can be transmitted on a line. Instead, this encoding method detects sequences 
of 0s and substitutes bit patterns in their place to provide the signal oscillations 
required to maintain timing on the link.

The HDB3 encoding method for E1 lines detects sequences of four consecutive 0 
transmissions and substitutes a single BPV. Similar to B8ZS encoding, the receiving 
device detects the 0s substitutions and does not generate a BPV error.

In example for HDB3 encoding, the pattern of bits is represented as:

1 0 1 0 0 0 0 0 1 1

The bits pattern encoded in HDB3 is: 

+ 0 - 0 0 0 V 0 + - 

The final bit pattern is represented as:

+ 0 - 0 0 0 - 0 + - 

E1 Framing
Gateway E1 interfaces support G.704 framing, G.704 with no CRC4 framing, or 
unframed mode.

Configuring E1 Interface Parameters
E1 is a standard WAN digital communication format designed to operate over 
copper facilities at a rate of 2.048 Mbps. Widely used outside North America, it is a 
basic time-division multiplexing scheme used to carry digital circuits. The following 
standards apply to E1 interfaces:

ITU-T Recommendation G.703, Physical/electrical characteristics of hierarchical 
digital interfaces, describes data rates and multiplexing schemes.

ITU-T Recommendation G.751, General Aspects of Digital Transmission Systems: 
Terminal Equipment, describes framing methods.

ITU-T Recommendation G.775, Loss of Signal (LOS) and Alarm Indication Signal 
(AIS) Defect Detection and Clearance Criteria, describes alarm reporting 
methods.

To configure the E1 interface, include the following statements at the [edit interface 
interface-name] hierarchy level:

[edit interface interface-name] 
set admin-state (enable | disable);
set buildout buildout-value;
set cell-scrambling (enable | disable);
set clock-source (loop | line | master | ces | clock-card);
set description text;
set encapsulation (atm | atm-ima | hdlc | ppp | trans);
set encoding (ami | b8zs);
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set framing (unframed | g704 | g704-no-crc4);
set inversion (enable | disable);
set loopback (local | remote);
set timeslots numbers;
edit {

ima-options;
unit logical-unit-number;

}

The following sections describe how to configure the E1 interface properties:

Configuring the Buildout Value on E1 Interfaces on page 62

Configuring Cell Scrambling on E1 Interfaces on page 62

Configuring the Clock Source on E1 Interfaces on page 63

Configuring Encoding on E1 Interfaces on page 64

Configuring Framing on E1 Interfaces on page 64

Configuring Data Inversion on E1 Interfaces on page 65

Configuring E1 Loopback Capability on page 65

Configuring Time Slots on E1 Interfaces on page 65

Configuring the Buildout Value on E1 Interfaces
An E1 interface has an E1 line buildout of 75 or 120 ohms. 

To configure the buildout on an E1 interface, include the buildout statement with 
the appropriate value at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set buildout buildout-value;

Configuring Cell Scrambling on E1 Interfaces
You can set ATM encapsualtion on the E1 interface and use cell scrambling for the 
ATM payload on the ATM interface. To configure cell scrambling for the ATM 
payload, include the cell-scrambling statement at the [edit interface interface-name] 
hierarchy level:

[edit interface interface-name]
set encapsulation atm;
set cell-scrambling enable;

NOTE: If the admin state on the E1 interface is enabled, disable the admin state 
before configuring the E1 interface parameters. To disable the admin state on the 
E1 interface, include the admin-state disable statement at the [edit interface 
interface-name] hierarchy level.
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Configuring the Clock Source on E1 Interfaces
You can configure the clock source on the E1 interface to recover the clock from 
the receiving end. The timing module recovered by the master clock can generate 
the clock signal based on framer clock or circuit emulation source (CES). You can 
configure the clock source on the E1 interface as loop, line, master, or ces. The 
default configuration for the clock source on the E1 interface is master. The master 
mode uses local oscillator of the gateway as clock source for transmitting the 
signals. You can configure the clock source by including the clock-source statement 
and specifying the clock source option.

To configure the clock source, include the clock-source statement at the [edit 
interface interface-name] hierarchy level:

[edit interface interface-name]
set clock-source (loop | line | master | ces | clock-card);

To configure loop timing on the E1 interface, include the clock-source statement 
with the loop option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set clock-source loop;

The loop timing uses the recovered clock of the E1 interface to transmit the signal 
at that interface. 

To configure CES timing on the E1 interface, include the clock-source statement 
with the ces option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set clock-source ces;

The CES clock is generated for an interface based on the PSN packet arrival rate.

To configure master timing on the E1 interface, include the clock-source statement 
with the master option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set clock-source master;

To configure Advanced Clocking Module (clock-card) timing on the E1 interface, 
include the clock-source statement with the clock-cardoption at the [edit interface 
interface-name] hierarchy level:

[edit interface interface-name]
set clock-source clock-card;

To configure the line timing for an interface, include the clock-source statement 
with the line option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set clock-source line;
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In line timing mode, the recovered clock from the E1 interface is used as the 
reference TDM line timing source. You have to specify the reference clock source 
for line timing mode before configuring any interface clock source as line. You can 
configure the line clock source on the gateway by including the line-clock-sources 
statement at the [edit system] hierarchy level and then specifying the line clock 
source on the E1 interface. 

To configure the reference TDM line timing source, include the line-clock-source 
statement at the [edit system] hierarchy level:

[edit system line-clock-source]
set tdm-primary-reference interface-name;

Configuring Encoding on E1 Interfaces
By default, E1 interfaces use AMI or HDB3 line encoding. You can configure AMI 
line encoding, if necessary. 

To configure encoding on the E1 interface, include the encoding statement at the 
[edit interface interface-name] hierarchy level: 

[edit interface interface-name]
set encoding (ami | hdb3); 

For more information on encoding formats for the E1 interfaces, see “Encoding 
Formats for E1” on page 60. 

Configuring Framing on E1 Interfaces
By default, E1 interfaces use the G704 framing mode. You can configure the 
alternative unframed mode, if needed.

To configure the E1 interface to use the unframed mode, include the set framing 
statement with the unframed option at the [edit interface interface-name] hierarchy 
level:

[edit interface interface-name]
set framing unframed;

To configure the E1 interface to use G704 framing, include the set framing 
statement with the g704 option at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set framing g704;

By default, G704 framing uses CRC4. To configure the E1 interface to use G704 
framing without CRC4, include the framing statement with the g704-no-crc4 option 
at the [edit interface interface-name] hierarchy level:

NOTE: If the clock-source of a T1/E1 interface is configured as line, configure a 
reference T1/E1 interface as line-clock-source under the [edit system 
line-clock-source] CLI hierarchy for the peer T1/E1 interface to become 
operational.
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[edit interface interface-name]
set framing g704-no-crc;

Configuring Data Inversion on E1 Interfaces
To configure the data inversion on the E1 interfaces, include the inversion 
statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set inversion enable;

When you enable data inversion, all data bits in the data stream are inverted. Data 
inversion is normally used only in AMI mode to guarantee ones density in the 
transmitted stream. 

Configuring E1 Loopback Capability
You can configure loopback capability between the local E1 interface and the 
remote channel service unit (CSU) either as local or remote. With local loopback, 
the E1 interface can transmit packets to the CSU, but receives its own transmission 
back again and ignores data from the CSU. With remote loopback, packets sent 
from the CSU are received by the E1 interface, forwarded if there is a valid route, 
and immediately retransmitted to the CSU.

To configure loopback capability on an E1 interface, include the loopback statement 
at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set loopback (local | remote);

Packets can be looped on either the local gateway or the remote CSU. The local and 
remote loopback options loop back both data and clocking information.

To turn off loopback capability on the T1 interface, include the delete loopback 
statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
delete loopback;

Configuring Time Slots on E1 Interfaces
To configure the number of time slots allocated to the E1 interfaces, include the 
timeslots statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set timeslots number;

To remove the number of time slots allocated to the E1 interface, include the delete 
timeslots statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
delete timeslots;
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Example: Configuring E1 Interface Parameters
Setting interface mode as E1:

[edit system]
set framer-mode e1;

Setting E1 interface parameters:

[edit interface e1-0/0/0] 
set encapsulation atm;
set framing g704;
set encoding ami;
set buildout 75;
set clock-source master;
set cell-scrambling enable;
set timeslots 30;
set admin-state enable;

Once you have configured the E1 parameters, you can commit the configuration.

To display the configured parameters for the E1 interface, use the show interface 
interface-name statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show interface e1-0/0/0 
Physical interface: e1-0/0/0, Enabled, Physical Link: Down
        Interface index: 61441
        MTU: 0, Speed: 1544000, Loopback: Disabled
        Operational state: Enabled, Encapsulation: ATM
        Encoding: ami, Framing: g704, Build-out: 75
        Cell scramble: enabled
        Clock source: master
        Description:

For more information on the configured parameters, refer the BXOS CLI Users 
Guide and Command Reference.

Configuring Ethernet Interfaces

You can configure the Ethernet interfaces on the gateway by assigning a logical unit 
to them and then assigning an IP address to the logical unit associated with the 
interface.

To configure the Ethernet interface, include the following statements at the [edit 
interface interface-name] hierarchy level:

[edit interface interface-name]
set admin-state (enable | disable);
set auto-negotiation (enable | disable);
set description text;

NOTE: Use the show interface interface-name detail/extensive statements at the 
[edit] hierarchy level for detailed summary of the E1 configured parameters.
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set flow-control (enable | disable);
set link-mode (full | half);
set management-interface;
set mtu bytes;
set port-mode (attachment-circuit | routing);
set source-filtering (enable | disable);
set speed (10 | 100 | 1000);
set vlan-tagging (enable |disable);
edit {

classifier classifier-name {
set dscp value;
set vlan-pri value;

}
scheduler {

edit assured-forwarding {
set scheduler-type wfq;
edit subclass 1 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit subclass 2 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit subclass 3 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit subclass 4 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit best-effort forwarding {

set priority dscp-value;
set shaper shaper-name;

}
edit expedited-forwarding {

set priority dscp-value;
set shaper shaper-name;

}
}
source-filtering {

set source-address-filter mac-address;
}
unit logical-unit-number {

set family inet address ip-address/destination prefix;
}

}
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Following are the parameters supported on the Ethernet interfaces:

Setting Autonegotiation Speed on an Ethernet Interface on page 68

Configuring Flow Control on an Ethernet Interface on page 68

Configuring the Loopback Capability on an Ethernet Interface on page 69

Configuring an Ethernet Data Interface as a Management Interface on page 69

Configuring Maximum Transmission Unit Size on an Ethernet Interface on 
page 69

Configuring the Ethernet Interface for Port Modes on page 69

Enabling Source Address Filtering on page 70

Setting VLAN Tagging on an Ethernet interface on page 70

Defining a Classifier for Packets on an Ethernet Interface on page 70

Configuring Source MAC Address Filtering on page 70

Configuring Destination MAC Address Filtering on page 71

Assigning a Logical Address to an Ethernet Interface on page 75

Setting Autonegotiation Speed on an Ethernet Interface
The autonegotiation speed is enabled by default on the Ethernet interface. 

To set the autonegotiation speed on the Ethernet interface, include the 
auto-negotiation statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set auto-negotiation enable;

Configuring Flow Control on an Ethernet Interface
By default, the gateway imposes flow control to regulate the amount of traffic sent 
out of the Ethernet interface. On the gateway, you can enable or disable flow 
control for the Ethernet interface.

To configure flow control on the Ethernet interface, include the flow-control 
statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name] 
set flow-control (enable | disable);

NOTE: If the admin state on the Ethernet interface is enabled, disable the admin 
state before configuring the Ethernet interface parameters. To disable the admin 
state on the Ethernet interface, include the admin-state disable statement at the 
[edit interface interface-name] hierarchy level.
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Configuring the Loopback Capability on an Ethernet Interface
On the gateway, you can enable or disable the loopback mode for the Ethernet 
interface. By default, the loopback mode is disabled on the Ethernet interface.

Configuring an Ethernet Data Interface as a Management Interface
To explicitly configure the Ethernet data interface as the management interface, 
include the management-interface statement at the [edit interface interface-name] 
hierarchy level:

[edit interface interface-name] 
set management-interface;

Configuring Maximum Transmission Unit Size on an Ethernet Interface
You can configure the maximum transmission unit (MTU) size of packets on the 
Ethernet interface.

To configure MTU, include the mtu statement at the [edit interface interface-name] 
hierarchy level:

[edit interface interface-name]
set mtu bytes;

Configuring the Ethernet Interface for Port Modes
Configuring the Ethernet Interface for Port Modes

You can configure an Ethernet interface to function either as an attachment circuit 
or as a routing interface using the port-mode command. 

To configure the Ethernet interface as the attachment circuit, include the port-mode 
statement with the attachment-circuit option at the [edit interface interface-name] 
hierarchy level:

[edit interface interface-name]
set port-mode attachment-circuit;

To configure the Ethernet interface as the routing interface, include the port-mode 
statement with the routing option at the [edit interface interface-name] hierarchy 
level:

[edit interface interface-name]
set port-mode routing;

NOTE: If you configure the Ethernet interface as the attachment circuit, the 
interface supports Ethernet pseudowire and does not support any IPv4 protocols.

NOTE: If you configure the Ethernet interface as a routing interface, the interface 
functions for IPv4 routing. The default port mode is routing.
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Enabling Source Address Filtering
By default, source address filtering is disabled. On Ethernet interface, you can 
enable source address filtering, which blocks all incoming packets to an interface.

To enable source address filtering, include the source-filtering statement at the [edit 
interface interface-name] hierarchy level:

[edit interface interface-name] 
set source-filtering enable;

Setting VLAN Tagging on an Ethernet interface
Set the VLAN tagging to enable the gateway to receive and forward frames with 
802.1Q VLAN tags. By default, VLAN tagging is disabled on the Ethernet interface.

To enable VLAN tagging, include the vlan-tagging statement at the [edit interface 
interface-name] hierarchy level:

[edit interface interface-name]
set vlan-tagging enable; 

Defining a Classifier for Packets on an Ethernet Interface
You can define a classifier on the Ethernet interface to prioritize the packets using 
behavior aggregate (BA) classification. 

To define a new BA classifier, include the classifier statement at the [edit interface 
interface-name] hierarchy level:

[edit interface interface-name]
edit classifier classifier-name {

set dscp value match-action (drop | mark dscp-value| forward | policer
policer-name;
set vlan-pri value;

}

Configuring Source MAC Address Filtering
On an Ethernet interface, you can enable source address filtering, which blocks all 
incoming packets to that interface.

When source address filtering is enabled on the Ethernet interface, you can 
configure the interface to receive packets from a specific MAC address of the peer 
device.

To configure MAC address filtering, include the source-filtering statement at the [edit 
interface interface-name] hierarchy level:

[edit interface interface-name] 
edit source-filtering {

set source-address-filter MAC-address;
}
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Configuring Destination MAC Address Filtering
You can enable destination MAC (DMAC) address filtering on a physical (Gigabit 
Ethernet) or a logical (VLAN) interface. When the destination MAC address filter is 
enabled, the interface can be configured to drop the packets to a specific 
destination. The packets whose destination address does not match the configured 
address will be processed normally.

DMAC address filtering is supported only for bridging interfaces.

DMAC filtering feature supports the "MAC address range" configuration.

DMAC filter for a particular destination address at bridge domain level needs 
the DMAC filter rule configuration on all the bridge domain member interfaces.

In the BXOS 4.2 release, the drop is the only matching action supported for DMAC 
filtering rules. This feature is supported only for the motherboard Ethernet ports 
(three Gigabit Ethernet ports or on VLAN interfaces created on these three Gigabit 
Ethernet ports). You can configure up to 64 DMAC addresses per interface.

The destination MAC addresses for filtering can be configured for Gigabit Ethernet 
/VLAN interfaces with port mode as bridging. 

[edit interface interface name]
    set port-mode bridging;

 set vlan-tagging enable;
    edit unit logical-unit-number {

set vlan-id vlan-id;
        set destination-mac-filtering (enable|disable);}

edit destination-mac-filtering {
            edit action drop {
                set destination-address mac address1;
                set destination-address mac address2;
                set destination-address mac address1-mac address1;

}
}

}

[edit interface interface name] {
    edit unit logical-unit-number {
        edit destination-mac-filtering {
            edit action drop {
                delete destination-address mac address1;
                delete destination-address mac address1-mac address2;

 }
}

}
}

Example: Configuring Destination MAC Filtering
[edit interface ge-1/0/1]
    set port-mode bridging;

 set vlan-tagging enable;
    edit unit 0 {

set vlan-id 100;
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        set destination-mac-filtering (enable|disable);}
edit destination-mac-filtering {

            edit action drop {
                set destination-address 1:1:1:1:1:1;
                set destination-address 1:1:1:1:1:2;
                set destination-address 2:2:2:2:2:2-2:2:2:2:2:20;

}
}

}

[edit interface ge-1/0/1] {
    edit unit 0 {
        edit destination-mac-filtering {
            edit action drop {
                delete destination-address 1:1:1:1:1:1;
                delete destination-address 2:2:2:2:2:2-2:2:2:2:2:20;

 }
}

}
}

NOTE: Unlike source MAC filtering, destination MAC filtering can be achieved at the 
logical interface (VLAN) level.

By default , destination mAC filtering is disabled for an interface. To enable DMAC 
filtering, include the following statements:

[edit interface interface name] {
    set port-mode bridging;
    edit unit logical-unit-number {
        set destination-mac-filtering (enable|disable);

}
} 

Example: Enabling Destination MAC filtering
[edit interface ge-1/0/1] {
    set port-mode bridging;
    edit unit 0 {
        set destination-mac-filtering (enable);
     }
} 

To configure DMAC filtering for a group of addresses based on the match action, 
include the following commands:

[edit interface interface name] {
    set port-mode bridging;

edit unit logical-unit-number
 set destination-mac-filtering (enable|disable);

        edit destination-mac-filtering 
            edit action drop 
                set destination-address mac address1;
                set destination-address mac address2;

}
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}
}

}

Example 1: Configuring Destination MAC Filtering for a Group of MAC Addresses
[edit interface ge-1/0/1] {
    set port-mode bridging;

edit unit 0 {
 set destination-mac-filtering (enable|disable);

        edit destination-mac-filtering {
            edit action drop {
                set destination-address 1:1:1:1:1:1;
                set destination-address 1:1:1:1:1:2;
            }
        }
     }
} 

The MAC addresses are grouped based on the match action. 

Example 2: Configuring a Range of DMAC Filters
[edit interface ge-1/0/1] {
    set port-mode bridging
    edit unit 0 {
        edit destination-mac-filtering
            edit action drop {
                set destination-address 1:1:1:1:1:1;
                set destination-address 2:2:2:2:2:2-2:2:2:2:2:20;
            }
        }
     }
} 

To delete the DMAC filters, include the following statements:

[edit interface interface name] {
    set port-mode bridging
    edit unit logical-unit-number {
        edit destination-mac-filtering
            edit action drop {
                delete destination-address mac address;

}
        }
     }
} 

Example1 : Deleting Destination MAC Filters Dynamically
[edit interface ge-1/0/1] {
    edit unit 0 {
        edit destination-mac-filtering {
            edit action drop {
                delete destination-address 1:1:1:1:1:1;
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            }
        }
     }
} 

Example 2: Deleting a Range of DMAC Filters
[edit interface ge-1/0/1] {
    edit unit 0 {
        edit destination-mac-filtering {
            edit action drop {
                delete destination-address 2:2:2:2:2:2-2:2:2:2:2:20;
            }
        }
     }
} 

NOTE: The MAC addresses that are configured as a range can only be deleted as a 
range. The MAC addresses that are configured specifically can be deleted only by 
specifying the MAC address. 

Example 3: Deleting All DMAC Filters
[edit interface ge-1/0/1] {
     edit unit 0 {
        delete destination-mac-filtering;
     }
} 

To display the status of DMAC filtering, use the show interface command.

root@BX7000# show interface ge-1/0/1 extensive 
 
Physical interface :ge-1/0/0, Enabled, Physical Link : Up
        Logical interface :ge-1/0/0.0,  Interface index:3
        Link-level type: Ethernet, MTU: 1500
        Operational state : Enabled
        Speed :100 Mbps
        Mode : Full-duplex, Flowcontrol : Disabled 
        Vlan Tagging     : Disabled
        Auto negotiation : Enabled , Source filtering : Disabled
        Destination Filtering : Enabled
        Local address : 192.168.1.197   Network address : 192.168.1.0
        Prefix length : 24
        Physical Address : 00:1f:12:80:07:00
        Description : 
        Mode : Copper
        Traffic statistics:
        Input Bytes     : 1628016 
        Output Bytes   : 2188427 
        Input Packets  : 15481 
        Output Packets: 17478 
        DMAC Filter Packet Drops :500
        Input errors:
        Errors        : 0       Drops: 3210     Framing errors: 0
Configuring Ethernet Interfaces



Chapter 5: Configuring Physical Interfaces
        Output errors :
        Errors: 0       Drops: 0        Framing errors: 0
        Incoming broadcast packets : 456        Incoming multicast packets:3217
        Outgoing broadcast packets : 3  Outgoing multicast packets:0

To list the list of DMAC filters for each interface, use a new command:

# show destination-mac-filter [interface name]

BX7000# show destination-mac-filter ge-1/0/1
Total MAC Filters in ge-1/0/1 : 6
Filter action: Drop
         01:01:01:01:01:01
         01:01:01:01:01:02 - 01:01:01:01:01:05

BX7000# show destination-mac-filter ge-1/0/1 
Total MAC Filters in ge-1/0/1.1 : 6 
Filter action: Drop
         01:01:01:01:01:01
         01:01:01:01:01:02 - 01:01:01:01:01:05 
Total MAC Filters in ge-1/0/1.2 : 6 
Filter action: Drop
         01:01:01:01:01:11
         01:01:01:01:01:12 - 01:01:01:01:01:15

Assigning a Logical Address to an Ethernet Interface
To assign a logical address to the Ethernet interface, include the following 
statements at the [edit interface interface-name] hierarchy level: 

[edit interface interface-name] 
edit unit logical-unit-number {

set family inet address ip-address/destination prefix;
set admin-state enable;

}

Example: Configuring an Ethernet Interface
[edit interface ge-1/0/0]

edit unit 0 {
set family inet address 192.168.1.110/24;
set admin-state disable;
set speed 10;
set flow-control enable;
set source-filtering enable;
set mtu 100;

}

Once you have configured the Ethernet Interface parameters, you can commit the 
configuration.
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To display the configured parameters for the Ethernet interface, use the show 
interface interface-name statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show interface ge-1/0/0 
Physical interface: ge-1/0/0, Enabled, Physical Link: Up
        Logical interface: ge-1/0/0.0, Interface index: 3
        Link-level type: Ethernet, MTU: 100
        Speed: 10 Mbps, Interface Operational state is Enabled
        Vlan Tagging: Disabled
        Auto negotiation: Enabled , Source filtering: Enabled
        Local address: 192.168.1.110 Network address: 192.168.1.0
        Prefix length: 24
        Physical Address: 00:00:01:02:04:0d
        Description:

Configuring IEEE 802.3ah OAM Link-Fault Management

Ethernet interfaces running at 100 Mbps or faster on the gateway support the IEEE 
802.3ah standard for Operation, Administration, and Management (OAM). The 
IEEE 802.3ah standard meets the requirement for OAM capabilities as Ethernet 
moves from being solely an enterprise technology to being a WAN and access 
technology, as well as being backward-compatible with existing Ethernet 
technology. 

BXOS software supports IEEE 802.3ah discovery and monitoring, remote fault 
detection, and remote loopback. The Ethernet OAM provides network operators or 
administrators the ability to monitor the health of the network and quickly 
determine the location of failing links or fault conditions.

OAM information is conveyed in slow protocol frames called OAM protocol data 
units (OAM PDUs). OAM PDUs contain the appropriate control and status 
information used to monitor, test, and troubleshoot the OAM-enabled links. 

Ethernet OAM has two major components:

OAM client—Establishes and manages Ethernet OAM on a link and enables and 
configures the OAM sublayer. During the OAM discovery phase, the OAM client 
monitors OAM PDUs received from the remote peer and enables OAM 
functionality. After the discovery phase, it manages the rules of response to 
OAM PDUs and the OAM remote loopback mode.

OAM sublayer—Provides a dedicated interface for the OAM client to pass OAM 
control information and PDUs to and from the client. 

NOTE: Use the show interface interface-name detail/extensive statements at the 
[edit] hierarchy level for detailed summary of the Ethernet configured parameters.
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When you include the interface statement at the [edit protocols oam-ethernet 
link-fault-management] hierarchy level, IEEE 802.3ah is enabled on the Ethernet 
interface, and the discovery process is automatically triggered. The discovery 
process permits the Ethernet interfaces to discover and monitor the peer on the 
link if it also supports the IEEE 802.3ah standard. Periodic OAM PDUs are sent to 
perform link monitoring.

To configure an Ethernet OAM protocol, include the following statements at the 
[edit protocols oam-ethernet] hierarchy level:

[edit protocols oam-ethernet]
edit link-fault-management {

edit interface interface-name {
set action (alarm | snmptrap | syslog);
set admin-state enable;
set link-discovery (active | passive);
set pdu-interval milliseconds;
set pdu-threshold threshold-value;
set remote-loopback (enable | disable);
edit event-threshold {

set frame-error count;
set frame-period count;
set frame-period-summary count;
set symbol-period count;

}
edit negotiation-options {

set allow-remote-loopback (enable | disable);
set no-allow-link-events (enable | disable);

}
}

}

This section describes how to configure Ethernet OAM on the Ethernet interfaces of 
the gateway:

Enabling 802.3ah OAM Support on page 78

Configuring Link Discovery on page 78

Configuring the OAM PDU Interval on page 78

Configuring the OAM PDU Threshold on page 78

Configuring Remote Loopback on page 79

Enabling Remote Loopback Support on page 79

Disabling Remote Loopback Support on page 79

Disabling Ethernet OAM Link Monitoring on page 80

Enabling Ethernet OAM Link Monitoring on page 80

Configuring Threshold Values for Link-Fault Management Events on an 
Interface on page 80
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Configuring an OAM Action on page 81

Deleting IEEE 802.3ah OAM LFM Support on page 81

Deleting Ethernet OAM on page 81

Enabling 802.3ah OAM Support
To enable 802.3ah support on the Ethernet interface of the gateway, include the 
admin-state statement at the [edit protocols oam-ethernet link-fault-management 
interface interface-name] hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name]
set admin-state enable;

Configuring Link Discovery
When you enable 802.3ah OAM on an Ethernet interface, the discovery process is 
automatically triggered. You can set this discovery to be active or passive. In an 
active mode, the interface discovers and monitors the peer on the link if the peer 
also supports 802.3ah OAM functionality. In passive mode, the peer initiates the 
discovery process. Once the discovery process is initiated, both sides participate in 
discovery process.

To configure the link discovery between two nodes, include the link-discovery 
statement at the [edit protocols oam-ethernet link-fault-management interface 
interface-name] hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name]
set link-discovery (active | passive);

Configuring the OAM PDU Interval
You can specify the periodic OAM PDU sending interval for fault detection.

To configure the OAM PDU interval between two nodes, include the pdu-interval 
statement at the [edit protocols oam-ethernet link-fault-management interface 
interface-name] hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name]
set pdu-interval milliseconds;

The periodic OAM PDU sending interval range is from 100 through 1000 
milliseconds. The default sending interval is 1000 milliseconds.

Configuring the OAM PDU Threshold
You can specify the number of OAM PDUs that an Ethernet interface can miss 
before the link between peers is considered down.

To configure the number of PDUs that can be missed from the peer, include the 
pdu-threshold statement at the [edit protocols oam-ethernet link-fault-management 
interface interface-name] hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name]
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set pdu-threshold threshold-value;

The threshold value range is from 3 through 10. The default is three PDUs.

Configuring Remote Loopback
Remote loopback is a mechanism provided to support a datalink layer frame-level 
loopback mode. Remote loopback mode is used to ensure link quality with a 
remote peer during installation or troubleshooting. 

When you configure remote loopback, the BXOS software can place a remote DTE 
into loopback mode (if remote-loopback mode is supported by the remote DTE).

Ethernet interfaces react to the remote-loopback request sent by the remote DTE 
and put the interface into remote-loopback mode. When the peer is in 
remote-loopback mode, all frames except OAM PDUs are looped back without any 
changes made to the frames. OAM PDUs continue to be sent to the management 
plane and processed.

To configure the remote DTE to remote loopback, include the remote-loopback 
statement at the [edit protocols oam-ethernet link-fault-management interface 
interface-name] hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name]
set remote-loopback enable;

To take the remote DTE out of loopback mode, remove the remote-loopback 
statement from the configuration.

Enabling Remote Loopback Support
You can enable the remote loopback support on the Ethernet interface of the 
gateway.

To enable the remote loopback support, include the allow-remote-loopback 
statement with the enable option at the [edit protocols oam-ethernet 
link-fault-management interface interface-name negotiation-options] hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name 
negotiation-options]

set allow-remote-loopback enable;

Disabling Remote Loopback Support
You can disable the remote loopback support on the Ethernet interface of the 
gateway.

To disable the remote loopback support, include the allow-remote-loopback 
statement with the disable option at the [edit protocols oam-ethernet 
link-fault-management interface interface-name negotiation-options] hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name 
negotiation-options]

set allow-remote-loopback disable;
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Disabling Ethernet OAM Link Monitoring
You can disable the sending and receiving of link-event type length values (TLVs).

To disable the sending and receiving of link-event TLVs on an Ethernet interface, 
include the no-allow-link-events statement with the enable option at the [edit 
protocols oam-ethernet link-fault-management interface interface-name 
negotiation-options] hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name 
negotiation-options]

set no-allow-link-events enable;

Enabling Ethernet OAM Link Monitoring
You can enable the sending and receiving of link-event TLVs.

To enable the sending and receiving of link-event TLVs on an Ethernet interface, 
include the no-allow-link-events statement with the disable option at the [edit 
protocols oam-ethernet link-fault-management interface interface-name 
negotiation-options] hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name 
negotiation-options]

set no-allow-link-events disable;

Configuring Threshold Values for Link-Fault Management Events on an Interface
You can configure link event thresholds on an Ethernet interface for the errors that 
trigger the sending of link-event TLVs received in OAM Protocol Data Units (PDUs). 
The link event TLVs are sent by the remote DTE by means of event notification 
PDUs.

Link event TLVs are:

Errored Symbol Period Event

Errored Frame Event

Errored Frame Period Event

Errored Frame Seconds Summary Event

To set the error threshold values on the Ethernet interface for sending event TLVs, 
include the following statements at the [edit protocols oam-ethernet 
link-fault-management interface interface-name] hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name]
edit event-threshold {

set frame-error count;
set frame-period count;
set frame-period-summary count;
set symbol-period count;

}
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Configuring an OAM Action 
You can specify the action to be taken by the system when the configured link-fault 
event occurs. The action can be to create a system log entry, send an SNMP trap, or 
trigger the system (chassis) alarm when the link-fault event occurs.

To configure the action to take when a fault occurs, include the action statement at 
the [edit protocols oam-ethernet link-fault-management interface interface-name] 
hierarchy level:

[edit protocols oam-ethernet link-fault-management interface interface-name]
set action (alarm | snmptrap | syslog);

Deleting IEEE 802.3ah OAM LFM Support
To delete the IEEE 802.3ah OAM LFM support from the gateway, include the delete 
link-fault-management statement at the [edit protocols oam-ethernet] hierarchy level:

[edit protocols oam-ethernet]
delete link-fault-management;

Deleting Ethernet OAM
To delete the Ethernet OAM protocol from the gateway, include the delete protocols 
oam-ethernet statement at the [edit] hierarchy level.

[edit]
delete protocols oam-ethernet;

Example: Configuring Ethernet OAM
[edit protocols oam-ethernet]

edit link-fault-management {
edit interface ge-1/0/0 {

set admin-state enable;
set link-discovery active;
set pdu-interval 1000;
set pdu-threshold 10;
edit event-threshold {

set frame-error 100;
set frame-period 100;
set frame-period-summary 100;
set symbol-period 100;

}
}

}

Once you have configured Ethernet OAM, you can commit the configuration.
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To display the configured parameters for the Ethernet OAM link fault management, 
use the show oam-ethernet link-fault-management brief and show oam-ethernet 
link-fault-management detail statements at the [edit] hierarchy level:

[edit]
cli@BX7000# show oam-ethernet link-fault-management brief
Interface: ge-1/0/0

OAM Configuration:
Pdu Interval: 1000 msec, Pdu Threshold: 10, action: None
Capability: Link events, Variable Requests

Status: Running, Discovery state: Active send local
Peer address: 0:0:0:0:0:0

[edit]
cli@BX7000# show oam-ethernet link-fault-management detail
Interface: ge-1/0/0

OAM Configuration:
Pdu Interval: 1000msec, Pdu Threshold: 10, action: None
Capability: Link events, Variable Requests

Status: Running,Discovery state: Active send local
Peer address:0:0:0:0:0:0

OAM receive statistics:
Information 2754, Event: 0, Variable request: 0, Variable response: 0
Loopback control: 0, Organization specific: 0

OAM transmit statistics:
Information 2754, Event: 0, Variable request: 0, Variable response: 0
Loopback control: 0, Organization specific: 0

OAM Errored Symbol period information:
Events: 0, Window: 10, Threshold: 100
Errors in period: 0, Total errors: 0

OAM Errored Frame event information:
Events: 0, Window: 10, Threshold: 100
Errors in period: 0, Total errors: 0

OAM Errored Frame period event information:
Events: 0, Window: 2000000, Threshold: 100
Errors in period: 0, Total errors: 0

OAM Errored Frame seconds information:
Events: 0, Window: 0, Threshold: 0
Errors in period: 0, Total errors: 0

Remote entity information:
Remote MUX action: Forwarding Remote parser action: Forward
Discovery mode: passive, Unidirectional mode: supported
Remote loopback mode: unsupported, Link events: unsupported
Variable requests: supported

where:

Peer address denotes the remote DTE MAC address.

Remote MUX action denotes the state of the remote DTE muliplexer layer 
action.

Remote parser action denotes the state of the remote DTE parser layer action.

Discovery mode denotes active or passive mode.
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Unidirectional mode denotes the flag indicating the support for unidirectional 
operation.

Remote loopback mode denotes flag indicating the support for remote loopback.

Link events denotes the flag indicating the support for link events.

Variable requests denotes the flag indicating the support for variable requests.

For OAM receive statistics:

Information denotes the number of the OAM information TLVs received.

Event denotes the number of the OAM event TLVs received.

Variable request denotes the number of OAM variable request TLVs received.

Variable response denotes the number of OAM variable response TLVs 
received.

Loopback control denotes the number of OAM loopback control PDUs received.

Organization specific denotes the number of OAM organizational specific TLVs 
received.

For OAM received or transmitted symbol or frame error event information:

Event denotes the number of error events received in the during the window 
period.

Window denotes the duration of the evaluation period.

Threshold denotes the threshold value for triggering the event.

Errors in period denotes number of errors received for a specified period.

Total errors denotes the total number of errors received so far. 

Configuring IEEE 802.1ag OAM Connectivity-Fault Management

Ethernet interfaces on the BX7000 Multi-Access Gateway support the IEEE 802.1ag 
standard for Operation, Administration, and Management (OAM). The IEEE 
802.1ag specification provides Ethernet connectivity-fault management (CFM), 
which is the standard for Layer 2 ping, Layer 2 traceroute, and the end-to-end 
connectivity check of the Ethernet network. The goal of CFM is to detect, verify, 
and isolate connectivity failures in the networks. BXOS software supports IEEE 
802.1ag connectivity fault management.

Network entities such as operators, providers, and customers may be part of 
different administrative domains. Each administrative domain is mapped into one 
maintenance domain (MD). MDs are configured with different level values to keep 
them separate. Each domain provides enough information for the entities to 
perform their own management, perform end-to-end monitoring, and still avoid 
security breaches.
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CFM Overview
Ethernet CFM exchanges messages and performs operations on a per-domain 
basis. It provides options for finding connectivity issues in a bridged network. It is 
designed in such a way that it works across bridges. Ethernet CFM is an end-to-end 
per-service instance (per VLAN) Ethernet layer OAM protocol that includes 
proactive connectivity monitoring, fault verification, and fault isolation.

Connectivity Fault Management (CFM) key elements are:

Maintenance domain (MD)—The network or part of a network capable of 
offering connectivity to systems outside its region. A maintenance domain 
comprises a set of Domain Service Access Points (DoSAPs) at which the 
domain is capable of or intended to offer connectivity to systems outside the 
domain, mainly used for which faults in connectivity are to be managed. 
Domains cannot intersect or overlap because that would require management 
by more than one entity, which is not allowed. Domains can touch or nest. 
Nesting domain is useful when a service provider contract with one or more 
operator to provide ethernet service; each operator has its own MD.

Maintenance points (MPs)—A demarcation point on an interface that 
participates in CFM within a maintenance domain. There are two types of 
maintenance points: 

Maintenance endpoints (MEPs)—Inward-facing points at the edge of the 
domain that define the boundary and confine CFM messages within these 
boundaries. The down MEP can be with or with out VLAN and up MEP 
should be a VLAN-enabled Layer 2 interface. MEPs forward the CFM 
messages at the higher MD level.

Maintenance intermediate points (MIPs)—Internal to a domain, not at the 
boundary, and respond to CFM only when triggered by traceroute and 
loopback messages. MIPs forward CFM frames received from MEPs and 
other MIPs. They are used at the appropriate level for its immediately 
enclosing MD. MIPs forward the CFM messages at the same or higher MD 
level but not at the lower MD level. 

Maintenance association (MA)—A set of MEPs configured with the same 
maintenance association identifier (MAID) and MD level.

CFM messages—All CFM messages are enclosed in an MD and a service 
provider VLAN. CFM messages use standard Ethernet frames distinguished by 
Ether Type of 8902. The gateway supports the following CFM messages:

Continuity check message (CCM)—Multicast CFM PDU messages 
exchanged in periodically by MEPs that allow MEPs to discover other MEPs 
within a domain and allow MIPs to discover MEPs. CCMs are configured on 
an MEP.

Loopback message (LBM)— A unicast CFM PDU transmitted by a MEP, 
addressed to a specific MEP or MIP, in the expectation of receiving an 
loopback reply (LBR).
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Linktrace message (LTM)—A multicast CFM PDU message initiated by MEP 
to verify the path between an MEP and an MEP or MIP under the same 
maintenance domain and to trace a path to a target MAC address. The 
multicast message is forwarded from MIP to MIP upto the point at which 
the LTM reaches its target, a MEP, or can no longer be forwarded. Each 
MIP along the path to the target generates an unicast linktrace reply (LTR) 
message to the source.

To configure an Ethernet CFM, include the following statements at the 
[edit protocols oam-ethernet] hierarchy level:

[edit protocols oam-ethernet]
edit connectivity-fault-management {

edit linktrace {
set age (30m | 10m | 1m | 30s | 10s);
set path-database-size path-database-size;

}
edit maintenance-domain domain-name {

set level level-id;
edit maintenance-association ma-name {

edit continuity-check {
set hold-interval minutes;
set interval (3.3ms | 10ms | 100ms | 1s | 10s | 1m | 10m);
set loss-threshold number;

}
edit mep mep-id {

set action (alarm | snmptrap | syslog);
set auto-discovery (enable | disable);
set continuity-check (enable | disable);
set direction (up | down);
set interface interface-name;
set priority number;

 set rmep-id rmep-id rmep-id rmep-mac;
}

}
}

}

This section describes how to configure Ethernet CFM on the Ethernet interfaces of 
the gateway:

Enabling 802.3ah OAM Support on page 78

Configuring the Maintenance Domain Level on page 86

Creating the Maintenance Association on page 87

Configuring the Continuity Check on page 87

Configuring the Continuity Check Hold Interval on page 87

Configuring the Continuity Check Interval on page 88

Configuring the Continuity Check Loss Threshold on page 88

Creating a Maintenance Association Endpoint on page 88
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Enabling Maintenance Endpoint Automatic Discovery on page 88

Configuring the Maintenance Endpoint Direction on page 89

Configuring the Maintenance Endpoint Interface on page 89

Configuring the Maintenance Endpoint Priority on page 89

Configuring the Maintenance Endpoint Continuity Check on page 90

Configuring a Remote Maintenance Endpoint on page 90

Configuring a Connectivity Fault Management Action on page 90

Initiating Loopback Messages on an Ethernet Interface on page 91

Initiating Linktrace Messages on an Ethernet Interface on page 91

Configuring the Linktrace Path Age Timer on page 91

Configuring the Path Database Size on page 92

Deleting IEEE 802.1ag OAM CFM Support on page 92

Deleting Ethernet OAM on page 81

Creating the Maintenance Domain
To enable CFM on an Ethernet interface, MDs, MAs, and MEPs must be created and 
configured.

Each MD is assigned an MD name. This name should be ASCII and is chosen to be 
unique amongst all those used or available to an operator, and to facilitate easy 
identification of administrative responsibility for MD.

To create an MD, include the maintenance-domain domain-name statement at the 
[edit protocols oam-ethernet connectivity-fault-management] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management]
edit maintenance-domain domain-name { 

...
}

Configuring the Maintenance Domain Level
Each maintenance domain is assigned an unique maintenance level (from 0 
through 7) to define the hierarchical relationship between domains. The larger the 
domain, the higher the level.

The MD level is a mandatory parameter to indicate the nesting relationship 
between various maintenance domains. The level is embedded in each of the CFM 
frames. CFM messages with a given level are processed by MEPs at that same level. 
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To configure the MD level, include the level statement at the [edit protocols 
oam-ethernet connectivity-fault-management maintenance-domain domain-name] 
hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name]

set level level-id;

Creating the Maintenance Association
To create an MA, include the maintenance-association ma-name statement at the 
[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name]

edit maintenance-association ma-name {
...

}

Give the MA a name, which should have ASCII characters.

Configuring the Continuity Check
You can configure continuity check protocol parameters.

To configure the continutiy check parameters, include the continuity-check 
statement at the [edit protocols oam-ethernet connectivity-fault-management 
maintenance-domain domain-name maintenance-association ma-name] hierarchy 
level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name]

edit continuity-check {
...

}

Configuring the Continuity Check Hold Interval
You can specify the continuity check hold interval. The hold interval is the number 
of minutes to wait before flushing the MEP database if no updates occur. The 
default value is 10 minutes.

To configure the hold interval, include the hold-interval statement at the [edit 
protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name continuity-check] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name continuity-check]

set hold-interval minutes;
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Configuring the Continuity Check Interval
You can specify the continuity check message (CCMs) interval. The interval is the 
time between the transmission of CCMs. You can specify 3.3 milliseconds (3.3ms), 
10 milliseconds (10 ms), 100 milliseconds (100ms), 1 second (1s), 10 seconds 
(10s), 1 minute (1m), or 10 minutes (10m). The default value is 1 second.

To configure the interval, include the interval statement at the [edit protocols 
oam-ethernet connectivity-fault-management maintenance-domain domain-name 
maintenance-association ma-name continuity-check] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name continuity-check]

set interval (3.3ms | 10ms | 100ms | 1s | 10s | 1m | 10m);

Configuring the Continuity Check Loss Threshold
You can specify number of continuity check messages that can be lost before 
marking the MEP as down. You can configure the loss threshold to be a range from 
3 through 100. The default value is 3 PDUs.

To configure the loss threshold, include the loss-threshold statement [edit protocols 
oam-ethernet connectivity-fault-management maintenance-domain domain-name 
maintenance-association ma-name continuity-check] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name continuity-check]

set loss-threshold number;

Creating a Maintenance Association Endpoint
You can configure an MEP to be from 1 to 8192.

To configure the maintenance endpoint, include the mep mep-id statement at the 
[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name]

edit mep mep-id {
set action (alarm | snmptrap | syslog);
set auto-discovery (enable | disable);
set continuity-check (enable | disable);
set direction (up | down);
set interface interface-name;
set priority number;
set rmep-id rmep-id remote-mep MAC-address;

}

Enabling Maintenance Endpoint Automatic Discovery
You can enable the MEP to accept continuity check messages from all remote MEPs 
of the same MA. 
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To configure the automatic discovery, include the auto-discovery statement at the 
[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id] 

set auto-discovery (enable | disable);

Configuring the Maintenance Endpoint Direction
You can specify the direction in which CFM packets are transmitted for the MEP.

Direction UP CCMs are transmitted out of every logical interface which is part of the 
same bridging except for the interface configured on this MEP.

Direction DOWN CCMs are transmitted only out of the interface configured on this 
MEP.

To configure the direction, include the direction statement at the [edit protocols 
oam-ethernet connectivity-fault-management maintenance-domain domain-name 
maintenance-association ma-name mep mep-id] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id] 

set direction (up | down);

Configuring the Maintenance Endpoint Interface
You must specify the interface to which the MEP is attached. It can be a physical 
interface or logical interface.

To configure the interface, include the interface statement at the [edit protocols 
oam-ethernet connectivity-fault-management maintenance-domain domain-name 
maintenance-association ma-name mep mep-id] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id] 

set interface interface-name;

Configuring the Maintenance Endpoint Priority
You can specify the IEEE 802.1 priority bits that are used by continuity check and 
link trace messages.

To configure the priority, include the priority statement at the [edit protocols 
oam-ethernet connectivity-fault-management maintenance-domain domain-name 
maintenance-association ma-name mep mep-id] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id] 

set priority number;
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Configuring the Maintenance Endpoint Continuity Check
You can configure the maintenance endpoint continuity check for an MEP. The 
continuity check provides full control to allow with generating the CCM messages 
from that particular MEP. By default, the continuity check for an MEP is disabled.

You can enable CCM messages at the maintenance endpoint continuity check for 
an MEP.

To enable CCM messages at the maintenance endpoint continuity check, include 
the continuity-check statement at the [edit protocols oam-ethernet 
connectivity-fault-management maintenance-domain domain-name 
maintenance-association ma-name mep mep-id] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id] 

set continuity-check (enable | disable);

Configuring a Remote Maintenance Endpoint
You can configure a remote MEP from which CCM messages are expected. If auto 
discovery is not enabled, the remote MEP must be configured under a MEP. If the 
remote MEP is not configured under a MEP, the CCMs from the remote MEP are 
treated as errors.

To configure the remote MEP, include the remote-mep statement [edit protocols 
oam-ethernet connectivity-fault-management maintenance-domain domain-name 
maintenance-association ma-name mep mep-id] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id] 

set rmep-id rmep-id remote-mep MAC-address;

Configuring a Connectivity Fault Management Action
You can configure the action to be taken when connectivity to a remote MEP fails. 
The action can be to log an appropriate message using system log, trigger an SNMP 
trap, or glow the system (chassis) alarm when connectivity to a remote MEP fails.

To configure the action to take when connectivity to a remote MEP fails, include the 
action statement at the [edit protocols oam-ethernet connectivity-fault-management 
maintenance-domain domain-name maintenance-association ma-name mep mep-id] 
hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id] 

set action (alarm | snmptrap | syslog);

To delete the configured action, include the delete action statement at the [edit 
protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id] 

delete action (alarm | snmptrap | syslog);
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Initiating Loopback Messages on an Ethernet Interface
You can check the reachability of a remote IEEE 802.1ag OAM MEP or MIP by 
sending loopback messages to the MEP with the specified Ethernet MAC address. 
You can send ping requests to remote host using the count option. The number of 
ping requests to send ranges from 1 through 65,535. You can also configure the 
amount of time to wait for sending next loopback message using the wait option. 
The amount of time you can configure ranges from 1 through 255 seconds and the 
default wait time 1 second. 

To send loopback messages to remote host, include the ping-ethernet statement at 
the [edit] hierarchy level:

[edit]
ping-ethernet MAC-address maintenance domain domain-name 
maintenence association ma-name mep mep-id (count number | wait number);

Initiating Linktrace Messages on an Ethernet Interface
On an Ethernet interface, you can trigger the linktrace to trace the route between 
two maintenance points. The result of the traceroute is stored in the path database. 
To display the path database, use the show oam-ethernet 
connectivity-fault-management mep-database statement. 

Before using the traceroute-ethernet statement, you can verify MAC address of the 
remote MEP using the show oam ethernet connectivity-fault-management 
mep-database statement.

You can initiate linktrace message to a remote maintenance point with the 
specified target MAC address. You can configure maximum time to wait for a 
response to the traceroute request and the time to wait ranges from 1 through 255 
seconds and the default wait time is 5 seconds. 

To send linktrace messages to the remote host, include the traceroute-ethernet 
statement at the [edit] hierarchy level:

[edit]
traceroute-ethernet MAC-address maintenance-domain domain-name
maintenance-association ma-name mep mep-id (ttl number | wait number);

Configuring the Linktrace Path Age Timer
If no response to a linktrace request is received, the request entry is deleted after 
the age timer expires. The timer is configured in 30 seconds (30s), 
10 seconds (10s), 30 minutes (30m), 10 minutes (10m), or 1 minute (1m). The 
default timer is 1 minute.
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To configure the linktrace path age timer, include the age statement at the [edit 
protocols oam-ethernet connectivity-fault-management linktrace] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management linktrace] 
set age (30m | 10m | 1m | 30s | 10s);

Configuring the Path Database Size 
You can configure the number of linktrace reply entries to be stored per linktrace 
request to be a range from 1 through 255. By default, the path database size is 10.

To configure the path database size, include the path-database-size statement at the 
[edit protocols oam-ethernet connectivity-fault-management linktrace] hierarchy level:

[edit protocols oam-ethernet connectivity-fault-management linktrace] 
set path-database-size path-database-size;

Deleting IEEE 802.1ag OAM CFM Support
To delete the IEEE 802.1ag OAM CFM support from the gateway, include the delete 
connectivity-fault-management statement at the [edit protocols oam-ethernet] 
hierarchy level:

[edit protocols oam-ethernet]
delete connectivity-fault-management;

Example: Configuring Ethernet CFM
[edit protocols oam-ethernet]

edit connectivity-fault-management {
edit maintenance-domain md1 {

set level 5;
edit maintenance-domain ma1 {

edit mep 100 {
set auto-discovery disable;
set continuity-check enable;
set direction down;
set interface ge-1/0/2;
set priority 5;
set rmep-id 10 remote-mep 0:01:03:04:04:05;

}
edit continuity-check {

set hold-interval 5;
set interval 1s;

}
}

}
edit linktrace {

set age 30m;
set path-database-size 150;

}
}

Once you have configured Ethernet CFM, you can commit the configuration.
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To display the configured parameters for the Ethernet CFM connectivity fault 
management, use the show oam-ethernet connectivity-fault-management 
mep-database maintenance-domain domain-name maintenance-association ma-name 
local-mep mep-id, show oam-ethernet connectivity-fault-management interfaces, and 
show oam-ethernet connectivity-fault-management path-database maintenance-domain 
domain-name maintenance-association ma-name local-mep mep-id statements at the 
[edit] hierarchy level:

[edit]
cli@BX7000# show oam-ethernet connectivity-fault-management mep-database 
maintenance-domain md1 maintenance-association ma1 local-mep 100
Maintenance domain name: md1, Format: string, Level: 4
   Maintenance association name: ma1
   Continuity-check status: enabled, Interval: 1sec, Loss-threshold: 3 frames
   MEP identifier: 100, Direction: DOWN, MAC address: 0:0:0:55:0:3
   Interface Name: ge-1/0/2, Interface Status: Active, Link Status: UP
   Auto-discovery: disabled, Priority: 5
Defects:

Erroneous CCM received: no
Cross-connect CCM received: no
RDI sent by some MEP: no

Statistics:
CCMs sent: 48
CCMs received out of sequence: 0
LBMs sent: 0
LBMs received: 0
LBRs sent: 0
LBRs received: 0
LTMs sent: 0
LTMs received: 0
LTRs sent: 0
LTRs received: 0

Remote MEP status:
Identifier    MAC address        State     Interface
100 0:01:03:04:04:05 500 OK        ge-1/0/2

[edit]
cli@BX7000# show oam-ethernet connectivity-fault-management interfaces
Interface    Link      Status    Level   MEP   RMEP
ge-1/0/2     Active    Active    4       100   100

[edit]
cli@BX7000# show oam-ethernet connectivity-fault-management path-database 
00:1f:12:80:08:02 maintenance-domain md1 maintenance-association ma1 
local-mep 100 
Linktrace to: 0:0:0:55:0:3, Interface: ge-1/0/2

Maintenance Domain: md1, Level: 4
Maintenance Association: ma1, Local Mep: 100
Age Time Out: 1800 (seconds), Path DB Size: 150
Hop     TTL      Source MAC address     Transaction Identifier

        1       63       00:1f:12:80:08:02               0
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where:

Erroneous CCM received denotes whether the MEP has received an errored CCM 
message.

Cross-connect CCM received denotes whether the MEP has received a 
cross-connect CCM message.

RDI sent by some MEP denotes if the MEP has received a CCM message with 
RDI bit set.

CCMs sent denotes the total number of CCMs sent by this MEP.

CCMs received out of sequence denotes the total number of out-of-sequence 
CCM messages received by this MEP.

LBMs sent denotes the total number of loopback requests sent by this MEP.

LBMs received denotes the total number of loopback requests received by this 
MEP.

LBRs sent denotes the total number of loopback replies sent by this MEP.

LBRs received denotes the total number of loopback replies received by this 
MEP.

LTMs sent denotes the total number of linktrace requests sent by this MEP.

LTMs received denotes the total number of linktrace requests received by this 
MEP.

LTRs sent denotes the total number of linktrace replies sent by this MEP.

LTRs received denotes the total number of linktrace replies received by this 
MEP.
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Configuring Logical Interfaces

This chapter describes how to configure the logical interfaces on the physical 
interfaces of the BX7000 Multi-Access Gateway. For each logical interface on the 
T1, E1, or Ethernet interface, specify the protocol and address families that the 
interface supports and configure the following logical interfaces on the gateway:

Logical Interfaces Basic Configuration on page 96

Configuring VLAN on an Interface on page 97

Configuring PPP on an Interface on page 99

Configuring MLPPP on an Interface on page 104

Configuring the GRE Protocol on an Interface on page 108

Configuring HDLC on an Interface on page 112

Configuring Transparent Encapsulation on a T1 or E1 Interface on page 114

Configuring ATM Interfaces on page 116

Configuring a Loopback Interface on page 139

Configuring VRRP on page 140

Configuring an IRB Interface on page 216
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Logical Interfaces Basic Configuration

Before configuring logical interfaces, you need to set the address and protocol 
families on a T1 or E1 interface. To perform basic configuration on the logical 
interfaces, set the following parameters on the T1 or E1 interface:

Configuring Protocol Family and Address Interface Properties on page 96

Configuring the Address Families on page 96

Enabling or Disabling a Logical Interface on page 96

Configuring Protocol Family and Address Interface Properties
You can configure logical interfaces on the T1 or E1 interface and set various 
parameters on that interface. Each logical interface should have a logical unit 
number, which corresponds to the logical unit part of the interface name. 

To specify the logical unit number on an interface, include the unit statement at the 
[edit interface interface-name] hierarchy level:

[edit interface interface-name]
set encapsulation (atm | ppp | atm-ima | hdlc | trans);
set framing mode;
edit unit logical-unit-number {

set admin-state enable;
}

To configure the protocol family as Internet protocol version 4 suite and address on 
the logical interface, include the family inet address statement at the [edit interface 
interface-name unit logical-unit-number] hierarchy level:

[edit interface interface-name unit logical-unit-number]
set family inet address ip-address;
set admin-state enable;

Configuring the Address Families
BX operating system (BXOS) software supports two address families: inet and iso. 
You configure an IP address to a logical interface by configuring the interface to 
support inet as the protocol family, and then include the address statement at the 
[edit interface interface-name unit logical-unit-number] hierarchy level:

[edit interface interface-name] 
edit unit logical-unit-number {

set family inet address ip-address;
}

Enabling or Disabling a Logical Interface
To enable or disable a logical interface, include the admin-state statement at the 
[edit interface interface-name unit logical-unit-number] hierarchy level:

[edit interface interface-name unit logical-unit-number] 
set admin-state (enable | disable);
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Configuring VLAN on an Interface

A VLAN enables you to segment LANs into logical groupings. Because the groupings 
are logical, the broadcast domains are not determined by the physical connectivity 
of the gateway in the network. Hosts can be grouped according to a logical function 
in order to limit the traffic broadcast within the VLAN to only the devices for which 
the traffic is intended.

You configure VLAN support on the gateway by configuring VLAN tagging on the 
Ethernet interface, and then by assigning a VLAN ID to the logical interface. The 
number of VLAN logical interfaces is limited to 32 per Ethernet interface. When you 
enable VLAN tagging, the Ethernet frames from the interface are tagged with a 
4-byte VLAN ID. Every VLAN logical interface has a unique VLAN ID. After you 
configure the VLAN tagging and VLAN ID on an interface, you can assign a logical 
address to the interface.

You can also prioritize the data coming out of the Ethernet interface using the 
user-priority statement.

To configure the VLAN on a Ethernet interface, include the following statements at 
the [edit interface interface-name] hierarchy level:

[edit interface interface-name] 
set vlan-tagging enable;

edit unit logical-unit-number {
set admin-state enable;
set user-priority value;
set family inet address ip-address;
set vlan-id vlan-id;

}

Example: Configuring VLAN on an Ethernet Interface
[edit interface ge-1/0/2]

set vlan-tagging enable;
edit unit 1 {

set family inet address 10.10.10.1/24;
set vlan-id 24;
set admin-state disable;

}

To display the VLAN interface, use the show interface interface-name command at 
the [edit] hierarchy level:

cli@BX7000# show interface ge-1/0/2 / show interface ge-1/0/2 brief
Physical interface: ge-1/0/2, Enabled, Physical Link: Up

Interface index: 5
Link-level type: Ethernet, MTU: 1900
Operational state: Enabled
Speed: 1000 Mbps, Loopback: Disabled
Mode: Full-duplex, Flowcontrol: Disabled
Vlan Tagging: Enabled
Auto negotiation: Enabled, Source filtering: Disabled
Local address: 13.13.13.1 Network address: 13.13.13.0
Prefix length: 24
Physical Address: 00:1f:12:80:4a:81
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Description:

Logical interface Name: ge-1/0/2.1
Vlan Id: 24
User Priority: 0
Local address: 13.13.13.1 Network address: 13.13.13.0
Net Mask: 255.255.255.0 Admin status: Enabled
Operational status: Disabled

cli@BX7000# show interface ge-1/0/2 detail
Physical interface: ge-1/0/2, Enabled, Physical Link: Up

Interface index: 5
Link-level type: Ethernet, MTU: 1900
Operational state: Enabled
Speed: 1000 Mbps, Loopback: Disabled
Mode: Full-duplex, Flowcontrol: Disabled
Vlan Tagging: Enabled
Auto negotiation: Enabled, Source filtering: Disabled
Local address: 13.13.13.1 Network address: 13.13.13.0
Prefix length: 24
Physical Address: 00:1f:12:80:4a:81
Description:
Input Bytes: 8352950
Output Bytes: 4678062
Input Packets: 98466
Output Packets: 48232

Logical interface Name: ge-1/0/2.1
Vlan Id: 24
User Priority: 0
Admin status: Enabled
Operational status: Disabled
Interface is Routing Interface.

ge-1-0-2.1 Link encap: Ethernet  HWaddr 00:1F:12:80:4A:81
inet addr: 172.16.10.2  Bcast: 172.16.10.255  Mask: 255.255.255.0
UP BROADCAST RUNNING MULTICAST  MTU: 1900  Metric: 1
RX packets: 58558 errors: 0 dropped: 0 overruns: 0 frame: 0
TX packets: 49328 errors: 0 dropped: 0 overruns: 0 carrier: 0
collisions: 0 txqueuelen: 0
RX bytes: 4625904 (4.4 MiB)  TX bytes: 4586872 (4.3 MiB)

cli@BX7000# show interface ge-1/0/2 extensive
Physical interface: ge-1/0/2, Enabled, Physical Link: Up

Interface index: 5
Link-level type: Ethernet, MTU: 1900
Operational state: Enabled
Speed: 1000 Mbps, Loopback: Disabled
Mode: Full-duplex, Flowcontrol: Disabled
Vlan Tagging: Enabled
Auto negotiation: Enabled, Source filtering: Disabled
Local address: 13.13.13.1 Network address: 13.13.13.0
Prefix length: 24
Physical Address: 00:1f:12:80:4a:81
Description:
Traffic statistics:
Input Bytes: 8352950
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Output Bytes: 4678062
Input Packets: 98466
Output Packets: 48232
Input errors:
Errors: 0 Drops: 39908 Framing errors: 0
Output errors :
Errors: 0 Drops: 0 Framing errors: 0
Incoming broadcast packets: 250 Incoming multicast packets: 98193
Outgoing broadcast packets: 8 Outgoing multicast packets: 48201

Logical interface Name: ge-1/0/2.1
Vlan Id: 24
User Priority: 0
Admin status: Enabled
Operational status: Disabled
Interface is Routing Interface.

ge-1-0-2.1 Link encap: Ethernet  HWaddr 00:1F:12:80:4A:81
inet addr: 172.16.10.2  Bcast: 172.16.10.255  Mask: 255.255.255.0
UP BROADCAST RUNNING MULTICAST  MTU: 1900  Metric: 1
RX packets: 58558 errors: 0 dropped: 0 overruns: 0 frame: 0
TX packets: 49328 errors: 0 dropped: 0 overruns: 0 carrier: 0
collisions: 0 txqueuelen: 0
RX bytes: 4625904 (4.4 MiB)  TX bytes: 4586872 (4.3 MiB)

Configuring PPP on an Interface

Point-to-Point Protocol (PPP) provides a standard method for transporting 
multiprotocol datagrams over a point-to-point link. PPP uses HDLC for its T1 or E1 
interface and provides a packet-oriented interface for the network-layer protocols.

PPP uses the Link Control Protocol (LCP) and Network Control Protocol (NCP) to 
establish a PPP link by negotiating with the PPP host at the other end of a proposed 
connection. When two endpoints initialize a PPP dialogue, each point sends control 
packets to the peer. The control packets contain a list of LCP options and 
corresponding values that the sending peer uses to define its end of the link, such 
as the maximum receive unit (MRU).

To configure PPP on a T1 or E1 interface, include the following statements at the 
[edit interface interface-name] hierarchy level:

[edit interface interface-name]
set encapsulation ppp;

edit unit logical-unit-number {
set admin-state enable;
set family inet address;
set mru bytes;
set mtu bytes;
edit ppp-options {

set keepalive seconds;
set lcp-restart-timer seconds;
set ncp-restart-timer seconds;

}
}

Configuring PPP on an Interface 99



BXOS 4.2R2 Configuration Guide

100
The following topics explain how you configure the PPP parameters:

Configuring the Maximum Receive Unit Size on an Interface on page 100

Configuring the Maximum Transmission Unit Size on an Interface on page 100

Configuring Keepalive Messages on page 101

Configuring PPP Restart Timers on page 101

Configuring the Maximum Receive Unit Size on an Interface
To configure the maximum receive unit (MRU) size on the T1 or E1 interface, 
encapsulate the interface using the encapsulation ppp statement at the [edit 
interface interface-name] hierarchy level, then configure the MRU size using the mru 
statement at the [edit interface interface-name unit logical-unit-number] hierarchy 
level. 

The MRU size ranges from 128 through 5012 bytes. By default, the MRU size is 
1500 bytes.

To configure MRU, include the mru statement at the [edit interface interface-name 
unit logical-unit-number] hierarchy level:

[edit interface interface-name unit logical-unit-number]
set mru bytes;

Configuring the Maximum Transmission Unit Size on an Interface
To configure the maximum transmission unit (MTU) size on the T1 or E1 interface, 
encapsulate the interface using the encapsulation ppp statement at the [edit 
interface interface-name] hierarchy level, then configure the MTU size using the mtu 
statement at the [edit interface interface-name unit logical-unit-number] hierarchy 
level. 

The MTU size of packets ranges from 128 through 5012 bytes. By default, the MTU 
packet size is 1500 bytes.

To configure the MTU size of packets, include the mtu statement at the [edit 
interface interface-name unit logical-unit-number] hierarchy level:

[edit interface interface-name unit logical-unit-number]
set mtu bytes;

NOTE: If the admin state is enabled on the logical interface configured on the PPP 
interface, disable the admin state before configuring the PPP parameters. To 
disable the admin state, include the admin-state disable statement at the [edit 
interface interface-name unit logical-unit-number] hierarchy level.
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Configuring Keepalive Messages
By default, T1 or E1 interfaces configured with PPP encapsulation send keepalive 
packets at 10-second intervals. Keepalive messages use the LCP echo request and 
response mechanism. The period of the keepalive packets ranges from 1 through 
32,767 seconds.

To configure sending of keepalive packets on a logical interface, include the 
keepalive statement at the [edit interface interface-name unit logical-unit-number 
ppp-options] hierarchy level:

[edit interface interface-name unit logical-unit-number ppp-options]
set keepalive seconds;

To assign a default keepalive value and send keepalive packets from the logical 
interface, include the delete keepalive statement at the [edit interface interface-name 
unit logical-unit-number ppp-options] hierarchy level:

[edit interface interface-name unit logical-unit-number ppp-options]
delete keepalive;

Configuring PPP Restart Timers
You can configure a restart timer for the LCP and NCP components of a PPP 
session. A restart timer uses time transmissions of messages between hosts to set 
up and terminate the PPP connections. When the timeout value you configure 
expires, the earlier messages are retransmitted. The default value for the PPP 
restart timer is 3 seconds. The restart timer for LCP and NCP is given in 
milliseconds.

LCP is also used to handle packets of different sizes, detect a looped-back 
connection, and other common configuration errors. 

To configure the restart timer for the LCP component of a PPP session, include the 
lcp-restart-timer statement at the [edit interface interface-name unit logical-unit-number 
ppp-options] hierarchy level:

[edit interface interface-name unit logical-unit-number ppp-options]
set lcp-restart-timer seconds;

To configure the restart timer for the NCP component of a PPP session, include the 
set ncp-restart-timer statement at the [edit interface interface-name unit 
logical-unit-number ppp-options] hierarchy level:

[edit interface interface-name unit logical-unit-number ppp-options]
set ncp-restart-timer seconds;
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Example: Configuring PPP on a T1 Interface
[edit interface t1-0/0/2]

set encapsulation ppp;
set admin-state enable;
edit unit 1 {

set family inet address 111.111.111.1/24;
set mru 1500;
set mtu 1900;
edit ppp-options {

set keepalive 400;
set lcp-restart-timer 9;
set ncp-restart-timer 6;

}
}

Once you have configured the PPP parameters, you can commit the configuration.

To display the configured parameters for a PPP interface, use the show interface 
interface-name, show interface interface-name detail, and show interface 
interface-name extensive commands at the [edit] hierarchy level:

[edit]
cli@BX7000# show interface t1-0/0/2
Physical interface: t1-0/0/2, Enabled, Physical Link: Up

Interface index: 61444
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Enabled, Encapsulation: PPP
Encoding: b8zs, Framing: esf, Build-out: 0-132
Clock source: master
Description:

Logical interface: t1-0/0/2.1, Enabled, Interface index: 13486593
Operational state: Disabled
MTU: 1900 MRU: 1500 Speed: 1.54 Mbps 
Local address: 111.111.111.1/24 Peer address: 0.0.0.0
LCP Operational state: Enabled

[edit]
cli@BX7000# show interface t1-0/0/2 detail
Physical interface: t1-0/0/2, Enabled, Physical Link: Up

Interface index: 61444
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Enabled, Encapsulation: PPP
Encoding: b8zs, Framing: esf, Build-out: 0-132
Clock source: master
Description:
Traffic statistics:
T1 media: Seconds
ES   154
SES 154

Logical interface: t1-0/0/2.1, Enabled, Interface index: 13486593
Operational state: Enabled
MTU: 1900       MRU: 1500       Speed : 1.54 Mbps, 
Local address: 111.111.111.1/24 Peer address: 0.0.0.0
Idle Timeout: 0
Keepalive: 400
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Negotiate address: 0
LCP restart timer: 9
NCP restart timer: 6
Compression: 0
LCP Operational state: Enabled
IP state: Enabled

[edit]
cli@BX7000# show interface t1-0/0/2 extensive
Physical interface: t1-0/0/2, Enabled, Physical Link: Up

Interface index: 61444
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Enabled, Encapsulation: PPP
Encoding: b8zs, Framing: esf, Build-out: 0-132
Clock source: master
Description:
Traffic statistics:
T1 media: Seconds
ES 154
SES 154

Logical interface: t1-0/0/2.1, Enabled, Interface index: 13486593
Operational state: Enabled
MTU: 1900 MRU: 1500 Speed: 1.54 Mbps Local address: 

111.111.111.1/24 Peer address: 0.0.0.0
Idle Timeout: 0
Keepalive: 400
Negotiate address: 0
LCP restart timer: 9
NCP restart timer: 6
Compression: 0
LCP Operational state: Enabled
IP state: Enabled

PPP Statistics
Tx Frames (Including Packets): 7940087 Rx Frames: 16791
Tx Bytes: 475632858 Rx Bytes: 235184
Max SDU Errors
Tx: 0  Rx: 0
Non octet error: 0
Rx Packets: 2471564
Rx CRC: 0
Rx Error Bytes: 0
Rx Aborted frames: 0
Rx Buffer overrun: 0
Rx over-run: 0
Rx HDLC Error: 0
Rx IW MRU Error: 0
Rx IW Parse Error: 0
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Configuring MLPPP on an Interface

The Multilink Point-to-Point Protocol (MLPPP) aggregates multiple physical link 
layer channels into a single logical network layer bundle. A logical MLPPP bundle 
can consist of multiple physical links of the same type, for example multiple 
asynchronous lines. Alternatively, a logical bundle can contain physical links of 
different types, such as leased synchronous lines and dialup asynchronous lines. 
MLPPP uses the LCP option negotiation to aggregate multiple links into a logical 
bundle. During the LCP option negotiation, an endpoint indicates to its 
point-to-point peer that it can combine multiple physical links into a single logical 
bundle.

MLPPP bundles up to eight T1 links and provides a service offering bandwidth that 
is less than T3 but greater than T1.

To configure the MLPPP interface, include the following statements at the [edit 
interface ml-interface-name] hierarchy level:

[edit interface ml-interface-name]
edit unit logical-unit-number {

set admin-state enable;
set description text;
set family inet address ip-address;
set fragment-threshold bytes;
set minimum-links number;
set mrru bytes;
set short-sequence;

}

You configure the following MLPPP properties on the logical interface:

Configuring the Fragment Threshold on page 105

Configuring the Minimum Member Links in an MLPPP bundle on page 105

Configuring the Maximum Received Reconstruction Unit on page 105

Configuring Short Sequencing on page 105

Disabling MLPPP on the Interface on page 106
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Configuring the Fragment Threshold
You can configure a fragment threshold to set a maximum size for packets 
transmitted across the individual links within the multilink circuit. The BXOS 
software fragments the incoming packets that exceed the fragmentation threshold 
into smaller units suitable for the circuit size and reassembles the fragments at the 
other end. The threshold value affects only the payload but not the MLPPP header. 
The maximum size for multilink packet fragments ranges from 128 through 1900 
bytes.

To specify the fragment threshold value for an MLPPP bundle, include the 
fragment-threshold statement at the [edit interface ml-interface-name unit 
logical-unit-number] hierarchy level:

[edit interface ml-interface-name unit logical-unit-number]
set admin-state enable;
set fragment-threshold bytes;

Configuring the Minimum Member Links in an MLPPP bundle
You can specify the minimum number of physical links in an MLPPP bundle to be 
active. Each MLPPP bundle contains one to eight physical links. By default, the 
minimum number of member links is 1.

To specify the minimum number of physical links that can be aggregated in a 
MLPPP bundle, include the minimum-links statement at the [edit interface 
ml-interface-name unit logical-unit-number] hierarchy level:

[edit interface ml-interface-name unit logical-unit-number]
set admin-state enable;
set minimum-links number;

Configuring the Maximum Received Reconstruction Unit
The maximum received reconstructed unit (MRRU) specifies the maximum packet 
size that an MLPPP interface can process. It is similar to an MRU, but applies only 
to multilink bundles. The MRRU value for an MLPPP bundle ranges from 1500 to 
4500 bytes, and the default MRRU value is 1500 bytes.

To configure the MRRU for an MLPPP bundle, include the mrru statement at the 
[edit interface ml-interface-name unit logical-unit-number] hierarchy level:

[edit interface ml-interface-name unit logical-unit-number]
set admin-state enable;
set mrru bytes;

Configuring Short Sequencing
Short sequencing configures the MLPPP header to have a short bit pattern or 
sequence of 12 bits. By default, the MLPPP header has a bit pattern or sequence of 
24 bits.
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To enable short sequencing in the MLPPP header, include the short-sequence 
statement at the [edit interface ml-interface-name unit logical-unit-number] hierarchy 
level:

[edit interface ml-interface-name unit logical-unit-number]
set admin-state enable;
set short-sequence;

To disable short sequencing in the MLPPP header, include the short-sequence 
statement at the [edit interface ml-interface-name unit logical-unit-number] hierarchy 
level:

[edit interface ml-interface-name unit logical-unit-number]
delete short-sequence;

Disabling MLPPP on the Interface
To disable MLPPP on the interface, include the admin-state statement with the 
disable option at the [edit interface ml-interface-name unit logical-unit-number] 
hierarchy level:

[edit interface ml-interface-name unit logical-unit-number]
set admin-state disable;

Example: Configuring MLPPP on a T1 Interface
To configure the MLPPP parameters, you need to configure the MLPPP interface 
first and then add links to the MLPPP bundle.

Configure MLPPP parameters:

[edit interface ml-ppp]
edit unit 1 {

set minimum-links 1;
set family inet address 76.76.1.1/24;
set admin-state enable;
set fragment-threshold 1000;
set short-sequence;
set mrru 1500;

}

Add links to the MLPPP bundle:

[edit interface t1-0/0/0]
set encapsulation ppp;
set framing esf;
set clock-source master;
set admin-state enable;
edit unit 1 {

set family mlppp bundle ml-ppp;
set admin-state enable;

}

Once you have configured the MLPPP parameters, you can commit the 
configuration.
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To display the configured parameters for a MLPPP parameters, use the show 
interface ml-interface-name statement at the [edit] hierarchy level:

cli@BX7000> show interface ml-ppp
Logical Interface Name: ml-ppp, Enabled, Operational state: Enabled

LCP Operational state: Enabled
IP state: Enabled
Local address: 76.76.1.1 Peer address: 76.76.1.2
Prefix Length: 24
MTU: 1900 Speed: 3.09 Mbps
Active Member links: 1
Description: 
Fragment Threshold: 1000

Member links        Admin state         Operational state
t1-0/0/1.0          Enabled             Enabled

cli@BX7000> show interface ml-ppp detail
Logical Interface Name: ml-ppp, Enabled, Operational state: Enabled

LCP Operational state: Enabled
IP state: Enabled
Local address: 76.76.1.1 Peer address: 76.76.1.2
Prefix Length: 24
MTU: 1900 Speed: 3.09 Mbps
Active Member links: 1
Minimum Active Member links: 1
Short Sequence: 0      MRRU : 1500
Fragment Threshold: 1000

Logical Interface Name: t1-0/0/0.1, Enabled, Interface index: 13486592
Operational state: Enabled
MTU: 1900 MRU: 1500 Speed: 1.54 Mbps, 
Local address: 0.0.0.0 Network address: 0.0.0.0
MLPPP Bundle name: ml-ppp
Idle Timeout: 0
Keepalive: 10
Negotiate address: 0
LCP restart timer: 3
NCP restart timer: 3
Compression: 0
LCP Operational: Enabled
IP  state: Enabled

NOTE: Use the show interface ml-interface-name detail/extensive statements at the 
[edit] hierarchy level for the detailed summary of the MLPPP configured 
parameters.
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Configuring the GRE Protocol on an Interface

Generic routing encapsulation (GRE) is a protocol designed for tunneling any 
network protocol packet in an IP packet. At the GRE tunnel head endpoint, a GRE 
header and an encapsulating IP header are added to the protocol packet to be 
tunneled. The resulting packet is forwarded based on the destination IP address in 
the encapsulating IP header until it reaches the other tunnel endpoint. The other 
tunnel endpoint removes the encapsulating IP header and the GRE header and 
processes the network protocol packet based on its header.

In the case of pseudowire over GRE tunnels, the gateway at one end of the 
pseudowire encapsulates the MPLS packet using GRE and forwards the resulting IP 
packet to the other end of the pseudowire. When the other end receives the IP 
packet with a protocol type of GRE, it removes the outer IP header and GRE header 
and forwards the MPLS packet in the payload using the pseudowire label.

For tunneling, you must specify the destination and source IP addresses of the 
tunnel, otherwise the GRE tunneling will fail. Once you have configured the GRE 
tunnel, you cannot modify the source and destination IP addresses of the tunnel, 
but you can modify the quality-of-service (QoS) and time-to-live (TTL) fields.

To avoid indefinite looping around the network, set the TTL field included in the 
encapsulating header. This TTL is modified even after configuration and while 
processing. You must configure at least one family on the logical interface. 

To configure GRE on a logical interface, include the following statements at the [edit 
interface gr-interface-name] hierarchy level:

[edit interface gr-interface-name] 
edit unit logical-unit-number {

set admin-state enable;
set clock-source (enable | disable);
set description text;
set dscp-value value;
set family inet address ip-address/destination prefix;
set mtu bytes;
edit tunnel {

set destination destination-ip-address;
set source-address source-ip-address;
set ttl hop-counts;

}
}

The following topics explain how to configure the GRE on a logical interface:

Adding Description on page 109

Enabling Fragmentation on GRE Tunnels on page 109

Configuring QoS Priority for a GRE Tunnel on page 109

Configuring the IP Address on a GRE Interface on page 109

Specifying the Maximum Transmission Unit for a GRE Tunnel on page 110

Configuring the Source IP Address of a GRE Tunnel on page 110
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Configuring the Destination IP Address of a GRE Tunnel on page 110

Configuring the Time-to-Live Value for a Tunnel on page 110

Adding Description
You can add a text description to the GRE interface.

To add the text description to the GRE interface, include the description statement 
at the [edit interface gr-interface-name unit logical-unit-number] hierarchy level:

[edit interface gr-interface-name unit logical-unit-number] 
set description text;

Enabling Fragmentation on GRE Tunnels
For GRE tunnel interfaces, you can enable fragmentation of IP packets being 
encapsulated in the GRE tunnels.

To enable fragmentation, include the clear-dont-fragment-bit statement at the [edit 
interface gr-interface-name unit logical-unit-number] hierarchy level:

[edit interface gr-interface-name unit logical-unit-number] 
set admin-state enable;
set clock-source (enable | disable);

When you include the clear-dont-fragment-bit statement in the configuration, the 
don’t-fragment (DF) bit is cleared on all packets, even packets that do not exceed 
the tunnel MTU. If the packet size exceeds the tunnel MTU value, the packet is 
fragmented before encapsulation. If the packet size does not exceed the tunnel’s 
MTU value, the packet is not fragmented and by default the DF bit is set.

Configuring QoS Priority for a GRE Tunnel
You can set a quality-of-service (QoS) priority for the GRE tunnel by assigning a 
Differentiated Services code point (DSCP) value for that GRE tunnel. The QoS 
priority acts as a marking for the GRE tunnel. The marking is performed using the 
DSCP bits on the IP header. The DSCP value anges from 0 through 63 and the 
default value is 0.

To configure QoS priority, include the dscp-value statement at the [edit interface 
gr-interface-name unit logical-unit-number] hierarchy level:

[edit interface gr-interface-name unit logical-unit-number] 
set dscp-value value;

Configuring the IP Address on a GRE Interface
To configure an IP address on a GRE interface, include the family inet address 
statement at the [edit interface gr-interface-name unit logical-unit-number] hierarchy 
level:

[edit interface gr-interface-name unit logical-unit-number] 
set admin-state enable;
set family inet address ip-address/destination prefix;
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Specifying the Maximum Transmission Unit for a GRE Tunnel
To enable fragmentation on GRE tunnels, you can specify the MTU setting for the 
tunnel.

To send the pseudowire data traffic from the TDM lines, the packet is encapsulated 
with an IP-GRE header. The tunnel head maintains the MTU for each tunnel. The 
MTU size of the GRE tunnel ranges from 64 through 1900 bytes. 

By default, the MTU size of the tunnel is 1500 bytes. If the packet exceeds the MTU 
size, the packet is dropped at the gateway.

To specify an MTU setting for the tunnel, include the mtu statement at the [edit 
interface gr-interface-name unit logical-unit-number] hierarchy level:

[edit interface gr-interface-name unit logical-unit-number] 
set admin-state enable;
set clock-source enable;
set mtu bytes;

Configuring the Source IP Address of a GRE Tunnel
To configure the source address of the tunnel, you can specify the IP address of the 
source of the tunnel.

To configure the source address of the tunnel, include the source-address statement 
at the [edit interface gr-interface-name unit logical-unit-number tunnel] hierarchy level:

[edit interface gr-interface-name unit logical-unit-number tunnel] 
set source-address source-ip-address;

Configuring the Destination IP Address of a GRE Tunnel
To configure the destination address of the tunnel, you can specify the IP address of 
the destination of the tunnel.

To configure the destination address of the tunnel, include the destination 
statement at the [edit interface gr-interface-name unit logical-unit-number tunnel] 
hierarchy level:

[edit interface gr-interface-name unit logical-unit-number tunnel] 
set destination destination-ip-address;

Configuring the Time-to-Live Value for a Tunnel
The time-to-live (TTL) in all packets is an 8-bit field, set to 64 as the default value in 
all packets. The TTL field in the packet header is used to selectively mark packets 
with unique identifiers as they pass through an upstream station on their way to a 
downstream station. In this way, the source of a traffic flow within a particular 
domain can be absolutely identified. The TTL is used to prevent indefinite looping 
of the packets in the network. The time-to-live value for the packets in the GRE 
tunnel ranges from 1 through 255 hop-counts.
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To configure the TTL value for the tunnel, configure it to be one larger than the 
number of hops in the tunnel. To set the TTL field that is included in the 
encapsulating header, include the ttl statement at the [edit interface 
gr-interface-name unit logical-unit-number tunnel] hierarchy level:

[edit interface gr-interface-name unit logical-unit-number tunnel]
set ttl hop-counts;

Example: Configuring a GRE Tunnel
[edit interface gr-1]

edit unit 1 {
set admin-state enable;
set family inet address 22.22.1.1/24;
set mtu 1000;
edit tunnel {

set destination 11.11.11.2;
set source-address 11.11.11.1;
set ttl 55;

}

Once you have configured the GRE tunnel, you can commit the configuration.

To display the configured parameters for GRE tunnel, use the show interface 
interface-name command at the [edit] hierarchy level:

[edit]
cli@BX7000# show interface gr-1
GRE Interface Name: "gr-1", Enabled

IP address: 22.22.1.1/24, Operational status: Enabled MTU: 1000
Source address: 11.11.11.1 Destination address: 11.11.11.2
Number of pseudo-wires over this interface: 0

[edit]
cli@BX7000# show interface gr-1 brief

GRE Interface Name: "gr-1", Enabled
IP address: 22.22.1.1/24, Operational status: Enabled MTU: 1000
Source address: 11.11.11.1 Destination address: 11.11.11.2
Number of pseudo-wires over this interface: 0

[edit]
cli@BX7000# show interface gr-1 detail
GRE Interface Name: "gr-1", Enabled MTU: 1000

IP address: 22.22.1.1/24, Operational status: Enabled MTU: 1000
Source address: 11.11.11.1 Destination address: 11.11.11.2
Number of pseudo-wires over this interface: 0
TX statistics:

Total packets: 0
Ping packets: 0
PW data packets: 0
Errored packets: 0

RX statistics:
Ping packets: 0
Errored packets: 0

[edit]
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cli@BX7000# show interface gr-1 extensive
GRE Interface Name: "gr-1", Enabled

IP address: 22.22.1.1/24, Operational status: Enabled MTU: 1000
Source address: 11.11.11.1 Destination address: 11.11.11.2
Number of pseudo-wires over this interface: 0
TX statistics:

Total packets: 0
Ping packets: 0
PW data packets: 0
Errored packets: 0

RX statistics:
Ping packets: 0
Errored packets: 0
QOS priority: 0
TTL value: 50

Tunnel Up Time: 0 days 23h:35m:44s

To display the GRE tunnel statistics at the BX7000 CLI, use the show statistics 
gre-tunnel tunnel-name command at the [edit] hierarchy level:

cli@BX7000# show statistics gre-tunnel gr-1
GRE Tunnel Name: "gr-1", Enabled

Operational status: Enabled MTU : 1000
Source Address: 11.11.11.1 Destination Address: 11.11.11.2
Tunnel Up Time: 0 days 23h:35m:44s

where:

GRE Tunnel Name denotes the name of the tunnel.

Operational status denotes the status of the tunnel.

Source Address denotes the source address of the tunnel.

Destination Address denotes the destination address of the tunnel.

Tunnel Up Time denotes the time at which the GRE tunnel is enabled.

Configuring HDLC on an Interface 

To configure High-Level Data Link Control (HDLC) on a T1 or E1 interface, include 
the following statements at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set encapsulation hdlc;

edit unit logical-unit-number {
set admin-state enable;
set family inet address ip-address/destination prefix;

}

Example: Configuring HDLC on a T1 Interface
[edit t1-0/0/3]

set encapsulation hdlc;
edit unit 1 {
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set admin-state enable;
set family inet address 15.15.15.1/24 destination 15.15.15.2;

}

Once you have configured the HDLC on a T1 interface, you can commit the 
configuration.

To display the configured parameters for HDLC interface, use the show interface 
interface-name, show interface interface-name detail, and show interface 
interface-name extensive commands at the [edit] hierarchy level:

[edit]

cli@BX7000# show interface t1-0/0/3
Physical interface: t1-0/0/3, Enabled, Physical Link: Up 

Interface index: 61444
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Enabled, Encapsulation: HDLC
Encoding: b8zs, Framing: esf, Build-out : 0-132
Clock source: master
Description:

Logical Interface: t1-0/0/3.1, Enabled, Interface Index :7
MTU: 1900, Speed: 1.54 Mbps
Operational state: Enabled,
Interface Local address: 15.15.15.1, Network address: 15.15.15.2
Net Mask: 255.255.255.0 

[edit]
cli@BX7000# show interface t1-0/0/3 detail
Physical interface: t1-0/0/3, Enabled, Physical Link: Up

Interface index: 61444
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Enabled, Encapsulation: HDLC
Encoding: b8zs, Framing: esf, Build-out: 0-132
Clock source: master
Description:
Traffic statistics:
T1 media: Seconds
ES 0
SES 0

Logical Interface: t1-0/0/3.1, Enabled, Interface Index: 7
MTU: 1900, Speed: 1.54 Mbps
Operational Status: Disabled
Interface Local address: 15.15.15.1 Network address: 15.15.15.2
Net Mask: 255.255.255.0 
Rx Frames: 0 Tx Frames: 0
Rx Bytes: 0 Tx Bytes: 0
Rx Error CRC: 0
Rx Error Abort: 0
Rx Error SDU: 0
Error non Octet: 0
Rx Error Bytes: 0
Rx Error IW MRU: 0
Rx Error Address Mismatch: 0
Rx Error Buffer Overrun: 0
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Rx Error Overrun: 0
Rx Error IW Buffer Underrun: 0
Tx Error Underrun: 0
Rx Error IW l2 Parse: 0

[edit]
cli@BX7000# show interface t1-0/0/3 extensive
Physical interface: t1-0/0/3, Enabled, Physical Link: Up

Interface index: 61444
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Enabled, Encapsulation: HDLC
Encoding: b8zs, Framing: esf, Build-out: 0-132
Clock source: master
Description:
Traffic statistics:
T1 media: Seconds
ES 0
SES 0

Logical Interface: t1-0/0/3.1, Enabled, Interface Index: 7
MTU: 1900, Speed: 1.54 Mbps
Operational Status: Disabled
Interface Local address: 15.15.15.1 Network address: 15.15.15.2
Net Mask: 255.255.255.0 
Rx Frames: 0 Tx Frames: 0
Rx Bytes: 0 Tx Bytes: 0
Rx Error CRC: 0
Rx Error Abort: 0
Rx Error SDU: 0
Error non Octet: 0
Rx Error Bytes: 0
Rx Error IW MRU: 0
Rx Error Address Mismatch: 0
Rx Error Buffer Overrun: 0
Rx Error Overrun: 0
Rx Error IW Buffer Underrun: 0
Tx Error Underrun: 0
Rx Error IW l2 Parse: 0

Configuring Transparent Encapsulation on a T1 or E1 Interface

The default encapsulation for the T1or E1 interface is transparent.

To configure the encapsulation as transparent on the T1or E1 interface, include the 
following statements at the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set encapsulation trans;

NOTE: When you configure the encapsulation as transparent, you can configure 
other parameters of the T1 or E1 interface. For more information on configuring 
T1 parameters, see “Configuring T1 Interface Parameters” on page 54. For more 
information on configuring E1 parameters, see “Configuring E1 Interface 
Parameters” on page 61.
Configuring Transparent Encapsulation on a T1 or E1 Interface



Chapter 6: Configuring Logical Interfaces
Example: Configuring Transparent Encapsulation on a T1 Interface
Setting T1 interface parameters:

[edit interface t1-0/0/4] 
set buildout 0-132;
set encapsulation trans;
set encoding b8zs;
set framing unframe;
set clock-source master;
set admin-state enable;

Once you have configured the parameters on the T1 or E1 interface, you can 
commit the configuration.

To display the configured parameters for the T1 or E1 interface, use the show 
interface interface-name, show interface interface-name detail, and show interface 
interface-name extensive commands at the [edit] hierarchy level:

[edit]
cli@BX7000# show interface t1-0/0/4 / show interface t1-0/0/4 brief
Physical interface: t1-0/0/4, Enabled, Physical Link: Up

Interface index: 61445
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Disabled, Encapsulation: Trans
Encoding: b8zs, Framing: unframe, Build-out: 0-132
Inversion: enable, Clock source: master
Description:

[edit]
cli@BX7000# show interface t1-0/0/4 detail
Physical interface: t1-0/0/4, Enabled, Physical Link: Up

Interface index: 61445
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Disabled, Encapsulation: Trans
Encoding: b8zs, Framing: unframe, Build-out: 0-132
Inversion: enable, Clock source: master
Description:
Traffic statistics:
T1 media: Seconds
ES 208
SES 208
ces rx error overrun: 0
ces tx error underrun: 0
rx overrun: 0
tx underrun: 0
tx underrun bytes: 0

[edit]
cli@BX7000# show interface t1-0/0/4 extensive
Physical interface: t1-0/0/4, Enabled, Physical Link: Up

Interface index: 61445
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Disabled, Encapsulation: Trans
Encoding: b8zs, Framing: unframe, Build-out: 0-132
Inversion: enable, Clock source: master
Description:
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Traffic statistics:
T1 media: Seconds
ES 208
SES 208
ces rx error overrun: 0
ces tx error underrun: 0
rx overrun: 0
tx underrun: 0
tx underrun bytes: 0

Configuring ATM Interfaces

Asynchronous Transfer Mode (ATM) is a network protocol designed to facilitate the 
simultaneous handling of various types of traffic streams (voice, data, and video) at 
very high speeds over the same physical connection. ATM uses a fixed cell size of 
53 bytes that enables quick determination of the destination address of each cell. 
This allows simple switching of network traffic at much higher speeds than are 
easily accomplished using protocols with variable sizes of transfer units, such as 
Frame Relay and Transmission Control Protocol/Internet Protocol (TCP/IP).

Although ATM was designed to operate without requiring any other networking 
protocol, other protocols are frequently segmented and encapsulated across 
multiple, smaller ATM cells. This makes ATM a transport mechanism for 
pre-existing technologies such as Frame Relay and the TCP/IP family of protocols.

ATM relies on the concepts of virtual paths (VPs) and virtual circuits (VCs). A virtual 
path, represented by a specific virtual path identifier (VPI), establishes a route 
between two devices in a network. Each VPI can contain multiple virtual circuits, 
each represented by a virtual circuit identifier (VCI).

VPIs and VCIs are local to the gateway, which means that only the two devices 
connected by the VCI or VPI need know the details of the connection. In a typical 
ATM network, user data might traverse multiple connections, using many different 
VPI and VCI connections. Each end device, just like each device in the network, 
needs to know only the VCI and VPI information for the path to the next device.

This section contains the following topics:

ATM Header on page 116

Configuring ATM on T1 and E1 Interfaces on page 118

Configuring ATM Cross-Connections on page 122

Configuring ATM Traffic Profiles on page 123

Configuring ATM IMA Interfaces on page 123

Configuring ATM OAM on page 131

ATM Header
At either a private or a public user-to-network interface (UNI), the ATM packet of 53 
bytes contains a header of 5 bytes followed by a payload of 48 bytes.
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The ATM header contains six elements: 

Generic Flow Control on page 117

Virtual Path Identifier on page 117

Virtual Channel Identifier on page 117

Payload Type Indicator on page 117

Cell Loss Priority on page 117

Header Error Check on page 117

Generic Flow Control
The generic flow control (GFC) is a 4-bit field and that is always set to 0000. The 
GFC field supports the connection of ATM networks to shared access networks. 

Virtual Path Identifier
The virtual path identifier (VPI) is an 8-bit field that defines the virtual path to which 
a particular ATM cell is assigned. 

Virtual Channel Identifier
The virtual channel identifier (VCI) field is a 16-bit field that identifies the virtual 
channel to which a particular ATM cell is assigned.

The combination of VPI and VCI values identifies the virtual circuit for a specified 
ATM cell. The VPI or VCI combination provides the ATM forwarding information 
that the ATM switch uses to forward the cell to its destination. The VPI and VCI 
combination is unique for each transmission path.

Payload Type Indicator
The payload type indicator (PTI) is a 3-bit field that indicates the type of data found 
in the payload portion of the cell. 

The first bit indicates whether the cell contains user data or control data. If the cell 
contains user data, the second bit indicates congestion, and the third bit indicates 
whether the cell is the last in a series of cells that represent a single ATM Adaptation 
Layer 5 (AAL5) frame.

Cell Loss Priority
The cell loss priority (CLP) is a 1-bit field priority indicator. During traffic 
congestion, the CLP field allows the receiver to drop cells with CLP value 1 (low 
priority). If the CLP value is 0 (high priority), the cells will be discarded if the cells 
cannot be delivered. 

Header Error Check
The header error check (HEC) is an 8-bit field that allows the receiver to ensure that 
the header is received correctly.
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You can configure ATM interfaces on the gateway by configuring the ATM interface 
properties on any of the 16 T1 or E1 interfaces on the gateway. You configure the 
ATM encapsulation, the membership of the inverse multiplexing over ATM (IMA) 
group, and the ATM event parameters.

Configuring ATM on T1 and E1 Interfaces
When you set ATM encapsulation on the T1 or E1 interfaces, you can configure VPI, 
VCI, shaping profile, policy profile, and threshold on the these interfaces.

To configure ATM on a T1 or E1 interface, include the following statements at the 
[edit interface interface-name] hierarchy level:

[edit interface interface-name]
set encapsulation atm;

edit unit logical-unit-number {
set admin-state enable;
set policy-profile policy-profile-value;
set remap-vpi remap-vpi-value remap-vci remap-vci-value;
set shaping-profile shaping-profile-value;
set threshold threshold-value;
set vpi vpi-value vci vci-value;

}

This section explains how to configure ATM on the T1 or E1 interfaces.

Configuring the ATM Policy Profile on page 118

Configuring the ATM Shaping Profile on page 119

Configuring the ATM Threshold on page 119

Configuring Virtual Connections on ATM Interface on page 119

Configuring the ATM Policy Profile
The traffic policing profile controls the maximum rate of traffic transmitted or 
received on an interface. 

To configure the ATM policy profile, include the policy-profile statement at the [edit 
interface interface-name unit logical-unit-number] hierarchy level:

[edit interface interface-name unit logical-unit-number]
set policy-profile policy-profile-value;

To delete the associated policy profile from the logical interface, include the delete 
policy-profile policy-profile-value statement at the [edit interface interface-name unit 
logical-unit-number] hierarchy level:

[edit interface interface-name unit logical-unit-number]
delete policy-profile policy-profile-value;
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Configuring the ATM Shaping Profile
The traffic shaping profile forces the traffic to conform to a certain specified 
behavior. Traffic shaping is defined as a method of spacing in time all cells passed 
into a VCC or VPC to attain the negotiated traffic characteristics of an ATM 
connection.

To configure the ATM shaping profile, include the shaping-profile statement at the 
[edit interface interface-name unit logical-unit-number] hierarchy level:

[edit interface interface-name unit logical-unit-number]
set shaping-profile shaping-profile-value;

To delete the associated shaping profile from the logical interface, include the 
delete shaping-profile shaping-profile-value statement at the [edit interface 
interface-name unit logical-unit-number] hierarchy level:

[edit interface interface-name unit logical-unit-number]
delete shaping-profile shaping-profile-value;

Configuring the ATM Threshold
The ATM threshold is a limit by which the network discards the cells with cell loss 
priority value of 1 when the output queues reach a configured threshold value.

To configure the ATM threshold, include the threshold statement at the [edit 
interface interface-name unit logical-unit-number] hierarchy level:

[edit interface interface-name unit logical-unit-number]
set threshold value;

Configuring Virtual Connections on ATM Interface
You can configure the virtual path and virtual circuit connections for ATM on the T1 
or E1 interface.

To configure the virtual connections on the T1 or E1 interface, include the vpi and 
vci statements at the [edit interface interface-name unit logical-unit-number] hierarchy 
level:

[edit interface interface-name]
set encapsulation atm;

edit unit logical-unit-number {
set vpi vpi-value vci vci-value;

}
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You can also configure the swap value with the incoming ATM cell VPI value. To 
configure the swap value, include the remap-vpi and remap-vci statements at the 
[edit interface interface-name unit logical-unit-number] hierarchy level:

[edit interface interface-name]
set encapsulation atm;

edit unit logical-unit-number {
set remap-vpi remap-vpi-value remap-vci remap-vci-value

}

Example: Configuring ATM on a T1 interface
[edit interface t1-0/0/0]

set encapsulation atm;
edit unit 1 {

set vpi 10 vci 100;
set remap-vpi 1 remap-vci 1;
set policy-profile 1;
set shaping-profile 1;
set threshold 1;
set admin-state enable;

}

Once you have configured ATM on the T1 interface, you can commit the 
configuration.

To display the configured parameters for the ATM interface, use the show interface 
interface-name, show interface interface-name detail, and show interface 
interface-name extensive commands at the [edit] hierarchy level:

[edit]
cli@BX7000# show interface t1-0/0/0 or show interface t1-0/0/0 brief
Physical interface: t1-0/0/0, Enabled, Physical Link: Up

Interface index: 61442
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Enabled, Encapsulation: ATM
Encoding: b8zs, Framing: esf, Build-out: 0-132
 Inversion: enable, Cell scramble: disabled
Clock source: master
Description:

Logical Interface: t1-0/0/0.1, Enabled
Operational state: Enabled
VPI: 10, VCI: 100
Policy profile: 9
Description:

[edit]
cli@BX7000# show interface t1-0/0/0 detail
Physical interface: t1-0/0/0, Enabled, Physical Link: Up

Interface index: 61442
Speed: 1.54 Mbps, Loopback: Disabled
Operational state: Enabled, Encapsulation: ATM
Encoding: b8zs, Framing: esf, Build-out: 0-132
 Inversion: enable, Cell scramble: disabled
Clock source: master
Description:
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Traffic statistics:
T1 media: Seconds

ES 311
SES 311

rx_err_hec: 0
rx_err_overrun: 0
rx_cells: 0
rx_err_addr_mismatch: 0
rx_last_unknown_addr: 0
rx_clp1_cells: 0
rx_gfc_cells: 0
tx_cells: 0
tx_clp1_cells: 0
tx_efci_cells: 0
rx_oam_cells: 0
rx_rm_cells: 0
tx_oam_cells: 0
tx_rm_cells: 0
rx_efci_cells: 0
rx_clp0_cells: 0
tx_clp0_cells: 0
rx_crc_err_cells: 0
rx_unsupported_cells: 0

Logical Interface: t1-0/0/1.1, Enabled
Operational state: Enabled
VPI: 10, VCI: 100
Policy profile: 9
ATM sub interface Traffic statistics:
Rx CLP0: 0    Tx CLP0: 0
Rx CLP1: 0    Tx CLP1: 0
UPC tagged: 0
Congest discard: 0
Tx efci: 0
Tx aal5 frames: 0
Rx ras timeout: 0
EPD fr dropped: 0
Timeout: 0
CRC errors: 0
Rx error underflow: 0
EPD drop frame count: 0
UPC non-conform CLP0: 0
UPC non-conform CLP1: 0
Congest discard CLP0: 0
Congest discard CLP1:  0
Congest discard devthr flag: 0
Congest discard classthr flag: 0
OAM Cell Statistics :
Rx CC cells: 0
Rx AIS cells: 0
Rx RDI cells: 0
Rx E2E RDI cells: 0
Rx E2E AIS cells: 0
Rx Loopback cells: 0
Tx Loopback cells: 0
Alarm down couunt: 0
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Alarm clear count: 0
Continuity check: 0
end-to-end endpoint: 0
segment endpoint: 0
OAM cell period: 0
OAM virtual circuit liveness down count: 0
OAM virtual circuit liveness up count: 0

Configuring ATM Cross-Connections
In the gateway, during data transmission, the ATM cells from the layer are sent in a 
sequential order. At the receiving end, the cells are recombined to form the original 
cell stream and are passed to the ATM layer.

To configure the ATM cross-connection between two configured ATM logical 
interfaces, include the set interface-switch cross-connection-name statement at the 
[edit connection] hierarchy level:

[edit connection] 
set interface-switch cross-connection-name vcc interface-name1  
interface-name2;

To delete the ATM cross-connection between two configured ATM subinterfaces, 
include the interface-switch cross-connection-name statement at the [edit connection] 
hierarchy level:

[edit connection] 
delete interface-switch cross-connection-name;

Example: Configuring ATM Cross-Connections
[edit connection]

set interface-switch atmswitch vcc t1-0/0/0.1 t1-0/0/0.2;

Once you have configured the ATM cross-connection, you can commit the 
configuration.

To display the configured parameters for the ATM cross-connection, use the show 
atm-cross-connect and show atm-cross-connect cross-connection-name statements at 
the [edit] hierarchy level:

cli@BX7000# show atm-cross-connect
Connection Name End-1-Interface End-2-Interface
atmswitch t1-0/0/0.1 t1-0/0/0.2

cli@BX7000# show atm-cross-connect atmswitch
Connection Name End-1-Interface End-2-Interface
Connection name: atmswitch t1-0/0/0.1 t1-0/0/0.2

End1 vpi: 10 End2 vpi: 20
End1 vci: 100 End2 vci: 200
Configuring ATM Interfaces



Chapter 6: Configuring Logical Interfaces
Configuring ATM Traffic Profiles
Use traffic profiles to define the bandwidth utilization. The bandwidth utilization 
consists of either a constant rate or a peak cell rate, with sustained cell rate and 
burst tolerance. To configure the ATM traffic profiles, see “Configuring ATM QoS 
Profiles” on page 499.

Configuring ATM IMA Interfaces
Inverse multiplexing over ATM (IMA) is a physical layer technology in which a 
high-speed stream of ATM cells is broken up and transmitted across a logical group 
of multiple T1 or E1 physical connections and then reconstructed back into the 
original ATM cell order at the destination. IMA provides a scalable and cost-effective 
solution for customers seeking to expand the WAN bandwidth from T1 or E1 
speeds without having to pay for DS3 or OC3 circuits.

In the transmit direction, the IMA takes ATM cells from the ATM layer and sends 
these ATM cells as IMA frames in a round-robin fashion over individual links that 
make up a logical link called an IMA group. Inverse multiplexing of the ATM cell 
stream is performed on a cell-by-cell basis across multiple physical connections. By 
default, each IMA frame contains 128 ATM cells.

Typically, the incoming traffic stream uses the ATM protocol for data transfer. A 
single stream from the ATM layer comprising multiple ATM cells undergoes inverse 
multiplexing. The ATM layer distributes the stream in IMA groups in the transmit 
direction over T1 or E1 links, then reassembles the data to an IMA group in the 
receive direction. The regenerated ATM cell stream is then passed on to the ATM 
layer. 

IMA uses the IMA Control Protocol (ICP) to control the splitting of ATM cell streams 
and their reconstruction at the receiving end. Each IMA frame contains an ICP cell, 
which can be placed anywhere in the IMA frame, in cell positions ranging from 0 
through 127 in an IMA frame that contains 128 ATM cells. The ICP cells define and 
separate the IMA frames sent over a physical link which is part of the IMA group. In 
addition, ICP cells ensure frame synchronization at the receiving end by 
compensating for the cell delay variation (CDV) on individual physical links and 
differential delays across physical links in an IMA group.

The traffic stream in the ATM layer contains filler cells to ensure a steady stream of 
data flow at the receiving end. In addition, if there are no ATM layer cells to be sent 
between ICP cells within an IMA frame, the IMA transmitter sends filler cells to 
maintain a continuous stream of cells at the physical layer. The insertion of filler 
cells provides cell rate decoupling at the IMA sublayer. The IMA receiver discards 
the filler cells.

The inverse multiplexing operation is transparent to the ATM layer protocols; 
therefore, the ATM layer can operate normally as if only a single T1 or E1 interface 
is being used. 

To configure an IMA group on the ATM interface, include the following statements 
at the [edit interface im-interface-name] hierarchy level:

 [edit interface im-interface-name]
set description text;
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edit ima-options {
set clock-mode (common | independent);
set differential-delay milliseconds;
set frame-size cells;
set group ima-group-identifier;
set minimum-active-links value;
set symmetry (sym-op-sym-conf | sym-conf-asym-op | asym-op-asym-conf);
set test interface-name pattern number;
set version ima-version;
}

set admin-state enable;
edit unit logical-unit-number {
edit oam { 

set ais-rdi alarmdowncount cells;
set ais-rdi alarmcleartimeout seconds;
set cc (source | sink | both);
set e2e-endpoint enable;
set oam-liveness {

up-count cells;
down-count cells;

}
set oam-period (seconds | disable);
set seg-endpoint enable;

}
}

You configure the following parameters on the IMA interface:

Adding Description for an IMA Group on page 124

Configuring Clock Mode for an IMA Group on page 125

Configuring the Maximum Differential Delay on page 125

Configuring the IMA Frame on page 125

Configuring the IMA Group and Minimum Active Links on page 126

Setting Symmetry Mode for an IMA Group on page 126

Testing an IMA Group on an ATM Interface on page 126

Specifying the IMA Group Version on page 127

Managing IMA Events on page 127

Configuring ATM OAM on page 131

Adding Description for an IMA Group
You can adda text description for an IMA group on the ATM interface. 

To add the description for the IMA group, include the description statement at the 
[edit interface im-interface-name] hierarchy level:
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[edit interface im-interface-name]
set description text;

Configuring Clock Mode for an IMA Group
You can set the transmit clock mode for the IMA group as common or independent. 
Use the independent clock mode when each link in the IMA group uses a different 
clock source. Use the common clock mode when all the links in the group should 
share a clock source.

To configure the clock mode, include the clock-mode statement at the [edit interface 
im-interface-name ima-options] hierarchy level:

[edit interface im-interface-name ima-options]
set clock-mode (common | independent);

Configuring the Maximum Differential Delay
In an IMA group, the cells passing through member links may experience different 
delays. The receiving end uses the ICP to determine the differential delay between 
the links in an IMA group. The receiving end tolerates at least 25 milliseconds delay 
when used over T1 or E1 links. 

You can configure the maximum allowed differential delay between links in an IMA 
group. This limit defines the maximum difference in delays for adjacent ATM cells 
to arrive at the receiving end, because some links may experience more delays 
than others. The receiving end discards the link that exceeds the specified 
maximum differential delay, but compensates the arrival delays for the links that 
do not exceed this limit. 

To configure the maximum differential delay for an IMA group, include the set 
differential-delay statement at the [edit interface im-interface-name ima-options] 
hierarchy level: 

[edit interface im-interface-name ima-options] 
set differential-delay milliseconds;

Configuring the IMA Frame
The IMA frame is used as the unit of control in the IMA protocol. It is defined as M 
consecutive cells, numbered 0 to M-l, transmitted on each of the N links in an IMA 
group. One of the M cells on each of the N links is an ICP cell that occurs within the 
frame at the ICP cell offset position specified in the ICP cell (the offset may be 
different on different links). By default, an IMA frame contains 128 ATM cells, one 
of which is an ICP cell.

To configure the IMA frame size, include the set frame-size statement at the [edit 
interface im-interface-name ima-options] hierarchy level:

[edit interface im-interface-name ima-options] 
set frame-size cells;
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Configuring the IMA Group and Minimum Active Links
An IMA group consists of individual physical links (T1 or E1) that are grouped 
together to form a logical bundle. You can assign a group name for the IMA group, 
then include the IMA configuration statements. You associate the individual 
physical links to an IMA group by assigning the IMA group name to the physical 
link.

You can configure an IMA group on ATM interface using the group 
ima-group-identifier statement at the [edit interface im-interface-name] hierarchy level. 

The gateway supports up to eight T1 or E1 links that can be grouped as an IMA 
group. For each IMA group, you can set an unique IMA group identifier that ranges 
from 1 through 255.

You can specify the minimum number of active transmit links in an IMA group for 
the group to be operational. If fewer than the preset minimum links are active, the 
group is automatically rendered inactive until the minimum number of links are up 
again. The default value is 1. You can configure the minimum number of active 
links to be from 1 through 8. 

To configure the minimum number of active links and an IMA group on the ATM 
interface, include the minimum-active-links and group statements [edit interface 
im-interface-name] hierarchy level:

[edit interface im-interface-name] 
edit ima-options {

set group ima-group-identifier;
set minimum-active-links value;

}

You can configure an IMA group and active links ID on a T1 or E1 interface by 
including the ima-group group-name and link statements at the [edit interface 
interface-name ima-options] hierarchy level. For more information on configuring 
the IMA group and active links ID on the T1 or E1 interface, see “Managing IMA 
Events” on page 102.

Setting Symmetry Mode for an IMA Group
You can set symmetry mode for an IMA group on the ATM interface.

To set symmetry mode for an IMA group, include the symmetry statement at the 
[edit interface im-interface-name ima-options] hierarchy level: 

[edit interface im-interface-name ima-options] 
set symmetry (sym-op-sym-conf | sym-conf-asym-op | asym-op-asym-conf);

Testing an IMA Group on an ATM Interface
To test whether an IMA group is communicating with its peer IMA group, a test 
pattern is sent through any of the member physical links to the peer group. The 
peer group, if active, will identify that it has received a test pattern and sends the 
same pattern back to the group that initiated the pattern. Using the test, the 
connectivity between two IMA groups is verified.
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To test the IMA group on the ATM interface, include the test statement at the [edit 
interface im-interface-name ima-options] hierarchy level: 

[edit interface im-interface-name ima-options] 
set test interface-name pattern number;

Specifying the IMA Group Version
To specify the IMA group version, include the version statement at the [edit interface 
im-interface-name ima-options] hierarchy level: 

[edit interface im-interface-name ima-options] 
set version ima-version;

Managing IMA Events
The ATM-IMA functionality in the gateway supports active monitoring and alarm 
generation of the IMA links and group status. Table 10 on page 69 outlines the 
alarm states that are monitored in the gateway.

You can configure the IMA alarm conditions by associating the IMA group with the 
T1 or E1 interface.

To associate the IMA group with the T1 or E1 interface, include the following 
statements at the [edit interface interface-name] hierarchy level:

[edit interface interface-name] 
edit ima-options {

set ima-group group-name;
set lif-entry milliseconds;
set lif-exit milliseconds;
set link link-value;
set lods-entry milliseconds;
set lods-exit milliseconds;
set rfi-entry milliseconds;
set rfi-exit milliseconds;

}
edit unit logical-unit-number;

Table 7:  IMA Alarm Conditions

Error Description

LOF Loss of frame. This error occurs when an IMA frame is not received at 
the far end.

LOS Loss of signal. This occurs when the physical link of a member link in an 
IMA group is down.

LODS Link out of delay synchronization. This occurs when the link delay in a 
member link in the IMA group is not synchronized with the other links in 
the group.

LIF Loss of IMA frame. An LIF anomaly occurs when persistent OIF 
anomalies occur for at least two IMA consecutive frames.

RFI Remote failure indicator. The number of consecutive remote failure 
indicator cells that should set an alarm for the IMA group.
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Example: Configuring ATM IMA Parameters
You can configure the ATM IMA parameters in two ways: using the [edit interface 
im-interface-name] or [edit interface interface-name] hierarchy level:

[edit interface im-ima1]
edit ima-options {

set group 10;
set clock-mode common;
set links 1;
set differential-delay 10;
set frame-size 128;
set version 1.1;

}
set admin-state enable;

[edit interface t1-0/0/2]
set encapsulation atm-ima;
set clock-source loop;
edit ima-options {

set ima-group im-ima1;
set link 1;

}
set admin-state enable;

To display the configured parameters for ATM IMA interface, use the show interface 
interface-name, show interface interface-name detail, and show interface 
interface-name extensive commands at the [edit] hierarchy level:

[edit]

cli@BX7000# show interface t1-0/0/2 / show interface t1-0/0/2 brief
Physical interface: t1-0/0/2, Enabled, Physical Link: Up

Interface index: 61443
Speed: 1.54 Mbps, Loopback: Disabled
Encapsulation: ATM-IMA
IMA group: im-ima1, Link-id: 1
Encoding: b8zs, Framing: esf, Build-out: 0-132
Inversion: enable, Cell scramble: disabled
Clock source: loop
Description:

[edit]
cli@BX7000# show interface t1-0/0/2 detail
Physical interface: t1-0/0/2, Disabled, Physical Link: Down

Interface index: 61443
Speed: 1.54 Mbps, Loopback: Disabled
Encapsulation: ATM-IMA
IMA group: im-ima1, Link-id: 1
Encoding: b8zs, Framing: esf, Build-out: 0-132
Inversion: enable, Cell scramble: disabled
Clock source: loop
Description:
Traffic statistics:
T1 media: Seconds

ES 0
SES 0
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rx_icp_cells: 0
rx_err_icp_cells: 0
rx_lods: 0
rx_oif: 0
rx_icp_violations: 0
rx_stuff: 0
rx_ne_ses: 9
rx_ne_uas: 131
rx_ne_uus: 141
rx_ne_failure: 2
rx_fe_defects: 0
rx_fe_failure: 0
rx_fe_uus: 0
rx_fe_ses: 0
rx_fe_uas: 0
tx_icp_cells: 7945
tx_stuff: 248
tx_ne_uus: 141
tx_fe_uus: 0
tx_fe_failure: 0
tx_ne_failure: 0
lif_persistence_in: 2500
lif_persistence_out: 10000
lods_persistence_in: 2500
lods_persistence_out: 10000
rfi_persistence_in: 2500
rfi_persistence_out: 10000
g_idl: 0
ne_ima_id: 20
fe_ima_id: 0
ne_lid: 0
fe_lid: 32
line_state: 2
test_pat_state: TP Disabled
rx_test_pat: 0
tx_icp_offset: 0
ne_rx_lsm: unusable
ne_tx_lsm: unusable
fe_rx_lsm: unknown
fe_tx_lsm: unknown
ne_alarm_state: Alarm
ne_alarm_type: Unknown
fe_alarm_state: No Alarm
fe_alarm_type: Unknown
delay: 0

[edit]
cli@BX7000# show interface t1-0/0/2 extensive
Physical interface: t1-0/0/2, Disabled, Physical Link: Down

Interface index: 61443
Speed: 1.54 Mbps, Loopback: Disabled
Encapsulation: ATM-IMA
IMA group: im-ima1, Link-id: 1
Encoding: b8zs, Framing: esf, Build-out: 0-132
Inversion: enable, Cell scramble: disabled
Clock source: loop
Description:
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Traffic statistics:
T1 media: Seconds

ES 0
SES 0

rx_icp_cells: 0
rx_err_icp_cells: 0
rx_lods: 0
rx_oif: 0
rx_icp_violations: 0
rx_stuff: 0
rx_ne_ses: 9
rx_ne_uas: 131
rx_ne_uus: 141
rx_ne_failure: 2
rx_fe_defects: 0
rx_fe_failure: 0
rx_fe_uus: 0
rx_fe_ses: 0
rx_fe_uas: 0
tx_icp_cells: 7945
tx_stuff: 248
tx_ne_uus: 141
tx_fe_uus: 0
tx_fe_failure: 0
tx_ne_failure: 0
lif_persistence_in: 2500
lif_persistence_out: 10000
lods_persistence_in: 2500
lods_persistence_out: 10000
rfi_persistence_in: 2500
rfi_persistence_out: 10000
g_idl: 0
ne_ima_id: 20
fe_ima_id: 0
ne_lid: 0
fe_lid: 32
line_state: 2
test_pat_state: TP Disabled
rx_test_pat: 0
tx_icp_offset: 0
ne_rx_lsm: unusable
ne_tx_lsm: unusable
fe_rx_lsm: unknown
fe_tx_lsm: unknown
ne_alarm_state: Alarm
ne_alarm_type: Unknown
fe_alarm_state: No Alarm
fe_alarm_type: Unknown
delay: 0
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Configuring ATM OAM
The ATM Operation, Administration, and Maintenance (OAM) packets are sent 
along with the other packets in the network to check the connectivity of a specific 
connection. 

The gateway supports F4 and F5 ATM OAM fault management, loopback, and 
continuity check (CC) cells. These cells perform loopback testing, link integrity, and 
fault detection and notification events such as alarm indication signal (AIS) and 
remote defect identification (RDI) for each connection. 

To configure ATM OAM, include the oam statement at the [edit interface 
interface-name encapsulation atm unit logical-unit-number] and [edit interface 
im-interface-name unit logical-unit-number] hierarchy levels:

[edit interface interface-name encapsulation atm unit logical-unit-number],
[edit interface im-interface-name unit logical-unit-number]

edit oam { 
set ais-rdi alarmdowncount cells;
set ais-rdi alarmcleartimeout seconds;
set cc (source | sink | both);
set e2e-endpoint enable;
set oam-liveness {

up-count cells;
down-count cells;

}
set oam-period (seconds | disable);
set seg-endpoint enable;

}

The following topics explain how to configure the ATM OAM parameters on the 
gateway:

Configuring ATM OAM Fault Management Cells on page 131

Configuring the Continuity Check on page 133

Configuring ATM Connection Points on page 133

Enabling the End-to-End Point of an ATM Connection on page 133

Configuring the OAM F4 or F5 Loopback Cell Count Thresholds on page 133

Configuring the OAM F4 or F5 Loopback Cell Period on page 134

Enabling the Segment Endpoint of an ATM Connection on page 134

Configuring ATM OAM Fault Management Cells
ATM uses two types of fault management cells to convey defect information to the 
endpoints of a VP or VC:

Alarm indication signal (AIS) cells, which are used to indicate a fault to the 
downstream endpoint. AIS cells contain defect types and defect location fields, 
which optionally convey information about the type of defect detected and the 
location of the defect. 
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Remote defect indication (RDI) cells, which are received from the remote 
endpoint of the VP or VC and indicate an interruption in the cell transfer 
capability of the VP or VC. 

Connecting points in the VP or VC that detect a fault send AIS cells in the 
downstream direction to the endpoint of the VP or VC. Upon receipt of AIS cells, 
the downstream endpoint generates RDI cells in the upstream direction to alert all 
connecting points and the remote endpoint of an interruption in the cell transfer 
capability of the VP or VC. 

If fault management detects a failure condition (because of the arrival of AIS or RDI 
cells), the gateway disables the corresponding VC until the fault condition is no 
longer detected.

OAM VC-AIS and VC-RDI defect indication cells are used for identifying and 
reporting VC defects end-to-end. When a physical link or interface failure occurs, 
intermediate nodes insert OAM AIS cells into all the downstream VCs affected by 
the failure. Upon receiving an AIS cell on a VC, the gateway marks the logical 
interface as down and sends an RDI cell on the same VC to notify the remote end of 
the error status. When an RDI cell is received on a VC, the gateway sets the logical 
interface status to down. When no AIS or RDI cells are received for 3 seconds, the 
gateway sets the logical interface status to up. You do not need to configure 
anything to enable defect indication. 

The AIS-RDI alarm down count denotes that the number of successive alarm cells 
for the gateway to receive before reporting that a connection is down.

To configure the OAM VC-AIS and VC-RDI defect indication cells, include the ais-rdi 
alarmdowncount statement at the [edit interface interface-name encapsulation atm 
unit logical-unit-number oam] and [edit interface im-interface-name unit 
logical-unit-number oam] hierarchy levels: 

[edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

set ais-rdi alarmdowncount cells; 

The AIS-RDI alarm clear timeout denotes the number of seconds for the gateway to 
wait before reporting that a connection is up.

To clear the OAM VC-AIS and VC-RDI defect indication cells, include the set ais-rdi 
statement at the [edit interface interface-name encapsulation atm unit 
logical-unit-number oam] and [edit interface im-interface-name unit logical-unit-number 
oam] hierarchy levels:

[edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

set ais-rdi ais-rdi alarmcleartimeout seconds;
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Configuring the Continuity Check
Continuity check (CC) cells provide continual monitoring of a connection on a 
segment or end-to-end basis. The CC cell source generates the CC cells, and the 
sink receives and processes the cells. You can set up a VP or VC either as the source 
or sink, or both. When no data cells are received, you can set up a VP or VC to 
regularly send or receive CC cells at either the segment level or at the end-to-end 
level. 

To configure CC cells, include the cc statement at the [edit interface interface-name 
encapsulation atm unit logical-unit-number oam] and [edit interface im-interface-name 
unit logical-unit-number oam] hierarchy levels:

[edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

set cc (source | sink | both);

Configuring ATM Connection Points
An ATM connection consists of a group of points. The OAM implementation 
provides management for the following points:

End-to-end point—The end of a virtual circuit or virtual path (VC/VP) 
connection where the ATM cells are terminated. By default, the connection 
point is configured as non-endpoint.

Segment endpoint—The end of a connection segment. By default, the 
connection point is configured as non-endpoint.

To configure the ATM connection points, you need to enable the end-to-end and 
segment endpoints of the ATM connection.

Enabling the End-to-End Point of an ATM Connection
To enable the end of a VC or VP connection where the ATM cells are terminated, 
include the e2e-endpoint statement with the enable option at the [edit interface 
interface-name encapsulation atm unit logical-unit-number oam] and [edit interface 
im-interface-name unit logical-unit-number oam] hierarchy levels:

[edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

set e2e-endpoint enable;

Configuring the OAM F4 or F5 Loopback Cell Count Thresholds
For ATM interfaces with ATM encapsulation, you can configure the OAM F5 
loopback cell threshold on VCs or the OAM F4 loopback cell threshold on VPs. This 
is the minimum number of consecutive OAM F5 loopback cells received before a 
VC is declared up, or the minimum number of consecutive OAM F5 loopback cells 
lost before a VC is declared down. 

By default, when five consecutive OAM F4 or F5 loopback cells are received, the VC 
is considered to be up, and when five consecutive cells are lost, the VC is 
considered to be down. The cell count can be a value from 1 through 255.
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To modify the OAM liveness cell values on the ATM interface, include the 
oam-liveness statement at the [edit interface interface-name encapsulation atm unit 
logical-unit-number oam] and [edit interface im-interface-name unit logical-unit-number 
oam] hierarchy levels:

[edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

set oam-liveness {
up-count cells;
down-count cells;

}

Configuring the OAM F4 or F5 Loopback Cell Period
For ATM interfaces with ATM encapsulation, you can configure the OAM F5 
loopback cell period on virtual circuits or the OAM F4 loopback cell period on 
virtual paths. This is the interval at which OAM F4 or F5 loopback cells are 
transmitted. 

By default, no OAM F4 or F5 loopback cells are sent. To send OAM F5 loopback 
cells on a virtual circuit, include the oam-period statement at the [edit interface 
interface-name encapsulation atm unit logical-unit-number oam] and [edit interface 
im-interface-name unit logical-unit-number oam] hierarchy levels:

[edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

set oam-period (seconds | disable);

The OAM period ranges from 1 through 900 seconds. You can use the disable 
option to disable the OAM loopback cell transmit feature.

Enabling the Segment Endpoint of an ATM Connection
To enable the end of a connection segment, include the seg-endpoint statement 
with the enable option at the [edit interface interface-name encapsulation atm unit 
logical-unit-number oam] and [edit interface im-interface-name unit logical-unit-number 
oam] hierarchy levels:

[edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

set seg-endpoint enable;

Example: Configuring ATM OAM on a T1 Interface
To configure ATM OAM, set the encapsulation as ATM, assign a logical unit, and 
configure the ATM OAM parameters:

[edit interface t1-0/0/0]
set encapsulation atm;
edit unit 1 {

edit oam {
set seg-endpoint enable;
set e2e-endpoint enable;
set cc source;
set ais-rdi alarmdowncount 10;
set ais-rdi alarmcleartimeout 10;
set oam-period 100;
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set oam-liveness up-count 50;
set oam-liveness down-count 50;

}
}

Example: Configuring ATM OAM on an IMA Interface
To configure ATM OAM on an IMA interface, assign a logical unit on an ATM IMA 
interface and configure the ATM OAM parameters:

[edit interface im-1]
edit unit 1 {

edit oam {
set seg-endpoint enable;
set e2e-endpoint enable;
set cc source;
set ais-rdi alarmdowncount 10;
set ais-rdi alarmcleartimeout 10;
set oam-period 100;
set oam-liveness up-count 50;
set oam-liveness down-count 50;

}
}

Once you have configured ATM OAM, you can commit the configuration.

To display the ATM OAM configured parameters for an IMA interface, use the show 
im-interface interface-name, show im-interface interface-name detail, and show 
im-interface interface-name extensive statements at the [edit] hierarchy level:

[edit]
cli@BX7000# show interface im-1/show interface im-1 brief
Logical Interface: im-1 , Enabled,  Operational state: Enabled

Interface Description:
Clock mode: CTC
Symmetry mode: Sym OP + Sym Conf
Minimum Active Member links: 1
Active Tx Member links: 2
Active Rx Member links: 2
Differential Delay: 0
Frame size: 128
Total Tx Bandwidth: 3.09 Mbps
Total Rx Bandwidth: 3.09 Mbps

Physical interface: t1-0/0/0, Enabled, Physical Link: Up
Interface index: 61444
Speed: 1.54 Mbps, Loopback: Disabled
IMA group: im-1, Link-id: 1
Encapsulation: ATM-IMA
Framing: esf, Build-out: 0-132
Inversion: enable, Cell scramble: enabled
Clock source: master
Description:

[edit]
cli@BX7000# show interface im-detail
Logical Interface: im-1, Enabled,  Operational state: Enabled
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Interface Description:
Clock mode: CTC
Symmetry mode: Sym OP + Sym Conf
Minimum Active Member links: 1
Active Tx Member links: 2
Active Rx Member links: 2
Differential Delay: 0
Frame size: 128
Total Tx Bandwidth: 3.09 Mbps
Total Rx Bandwidth: 3.09 Mbps
DPS Specific Group Id: 0
NE IMA Grp ID: 1   FE IMA Grp ID: 1
FE Symmetry: Sym Cfg + Sym Op
FE Frame Size: 128
FE IMA Version: IMA Version 1.1
NE State: GSM = Operational
FE State: GSM = Operational

Physical interface: t1-0/0/0, Enabled, Physical Link: Up
Interface index: 61444
Speed :1.54 Mbps, Loopback: Disabled
Encapsulation : ATM-IMA
IMA group: im-1, Link-id: 1
Encoding: b8zs, Framing: esf, Build-out: 0-132
Inversion: enable, Cell scramble: enabled
Clock source: master
Description :
Traffic statistics:
T1 media: Seconds
ES 6
SES 6
rx_icp_cells: 3540
rx_err_icp_cells: 0
rx_lods: 0
rx_oif: 0
rx_icp_violations: 0
rx_stuff: 204
rx_ne_ses: 9
rx_ne_uas: 7
rx_ne_uus: 17
rx_ne_failure: 2
rx_fe_defects: 4
rx_fe_failure: 0
rx_fe_uus: 0
rx_fe_ses: 4
rx_fe_uas: 0
tx_icp_cells: 4004
tx_stuff: 250
tx_ne_uus: 0
tx_fe_uus: 0
tx_fe_failure: 0
tx_ne_failure: 0
lif_persistence_in: 2500
lif_persistence_out: 10000
lods_persistence_in: 2500
lods_persistence_out: 10000
rfi_persistence_in: 2500
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rfi_persistence_out: 10000
g_idl: 0
ne_ima_id: 1
fe_ima_id: 1
ne_lid: 0
fe_lid: 0
line_state: 0
test_pat_state: TP Disabled
rx_test_pat: 255
tx_icp_offset: 0
ne_rx_lsm: active
ne_tx_lsm: active
fe_rx_lsm: active
fe_tx_lsm: active
ne_alarm_state: No Alarm
ne_alarm_type:
fe_alarm_state: No Alarm
fe_alarm_type: FE Rx Unusable
delay: 0

[edit]
cli@BX7000# show interface im-1 extensive
Logical Interface: im-1, Enabled,  Operational state: Enabled

Interface Description:
Clock mode: CTC
Symmetry mode: Sym OP + Sym Conf
Minimum Active Member links: 1
Active Tx Member links: 2
Active Rx Member links: 2
Differential Delay: 0
Frame size: 128
Total Tx Bandwidth: 3.09 Mbps
Total Rx Bandwidth: 3.09 Mbps
DPS Specific Group Id: 0
NE IMA Grp ID: 1   FE IMA Grp ID: 1
FE Symmetry: Sym Cfg + Sym Op
FE Frame Size: 128
FE IMA Version: IMA Version 1.1
NE State: GSM = Operational
FE State: GSM = Operational
Long  Port: 0 Short Port: 0
Delay Delta: 0
Rx TP: 255
Tx TP: 255
Expecting TP: 255
Running Seconds: 0
Unavailable Seconds: 0
NE TRL LID: 0 FE TRL LID: 255
NE Failure: 0 FE Failure: 0
Ports that have Active Tx LSMs: 0
Ports that have Active Rx LSMs: 0

Physical interface: t1-0/0/0, Enabled, Physical Link: Up
Interface index: 61444
Speed :1.54 Mbps, Loopback: Disabled
Encapsulation : ATM-IMA
IMA group: im-1, Link-id: 1
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Encoding: b8zs, Framing: esf, Build-out: 0-132
Inversion: enable, Cell scramble: enabled
Clock source: master
Description :
Traffic statistics:
T1 media: Seconds
ES 6
SES 6
rx_icp_cells: 3540
rx_err_icp_cells: 0
rx_lods: 0
rx_oif: 0
rx_icp_violations: 0
rx_stuff: 204
rx_ne_ses: 9
rx_ne_uas: 7
rx_ne_uus: 17
rx_ne_failure: 2
rx_fe_defects: 4
rx_fe_failure: 0
rx_fe_uus: 0
rx_fe_ses: 4
rx_fe_uas: 0
tx_icp_cells: 4004
tx_stuff: 250
tx_ne_uus: 0
tx_fe_uus: 0
tx_fe_failure: 0
tx_ne_failure: 0
lif_persistence_in: 2500
lif_persistence_out: 10000
lods_persistence_in: 2500
lods_persistence_out: 10000
rfi_persistence_in: 2500
rfi_persistence_out: 10000
g_idl: 0
ne_ima_id: 1
fe_ima_id: 1
ne_lid: 0
fe_lid: 0
line_state: 0
test_pat_state: TP Disabled
rx_test_pat: 255
tx_icp_offset: 0
ne_rx_lsm: active
ne_tx_lsm: active
fe_rx_lsm: active
fe_tx_lsm: active
ne_alarm_state: No Alarm
ne_alarm_type:
fe_alarm_state: No Alarm
fe_alarm_type: FE Rx Unusable
delay: 0
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Configuring a Loopback Interface

To configure the loopback interface, include the following statements at the [edit 
interface lo0] hierarchy level:

[edit interface lo0] 
set admin-state enable;
edit unit logical-unit-number {

set family (inet | iso) address ip-address;
}

Example: Configuring a Loopback Interface
[edit interface loO] 

set admin-state enable;
edit unit 1 {

set family inet address 11.22.33.44.55.66.77;
set family inet address 33.22.33.44/32;

}

Once you have configured the loopback interface, you can commit the 
configuration.

To display the configured parameters for the loopback interface, use the show 
interface interface-name, show interface interface-name brief, and show interface 
interface-name detail statements at the [edit] hierarchy level:

[edit]
cli@BX7000# show interface lo0/show interface lo0 brief
Loopback Interface: lo0, Enabled

Operational state: Enabled
Interface index: 10
Local address: 5.5.5.5
Prefix length: 32

[edit]
cli@BX7000# show interface lo0 detail/show interface lo0 extensive
Loopback Interface: lo0, Enabled

Operational state: Enabled
Interface index: 10
Local address: 5.5.5.5
Prefix length: 32

Packet Statistics:
Received packets: 0
Received bytes: 0
FBP drop packets: 0
MTU drop packets: 0
TTL drop packets: 0
MPLS drop packets: 0
Denied packets: 0
Filtered packets: 0
Transmit drop packets: 0
GTP bad header packets: 0
Non-conforming packets: 0
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Configuring VRRP

The Virtual Router Redundancy Protocol (VRRP) is an election protocol that 
provides the virtual router function. All protocol messaging is performed using IP 
multicast datagrams. A virtual router MAC address is used as the source of all 
periodic VRRP messages sent by the master router to enable bridge learning in an 
extended LAN.

A virtual router is defined by its virtual router identifier (VRID) and a set of IP 
addresses. A VRRP router associates a virtual router with its real addresses on an 
interface, and may also be configured with additional virtual router mappings and 
priority for virtual routers it can back up. The mapping between the VRID and 
addresses must be coordinated among all VRRP routers on a LAN.

Only the master for each virtual router sends periodic VRRP advertisement 
messages. A backup router does not attempt to preempt the master unless it has 
higher priority. The VRRP router always becomes the master of any virtual router 
associated with the addresses it owns. If the master becomes unavailable, then the 
highest priority backup router transitions to master router after a short delay.

You can configure VRRP on the gateway by configuring the VRRP group on the 
Gigabit Ethernet and VLAN interfaces.

VRRP configuration is described in the following sections:

VRRP Configuration Hierarchy on page 140 

Configuring Basic VRRP Support (Priority and Virtual IP address) on page 141

Configuring the Advertisement Interval for the VRRP Master Router on 
page 142

Configuring a Backup Router to Preempt the Master Router on page 142

Configuring an Interface to Accept Packets Destined for the Virtual IP Address 
on page 142

Configuring Interface Tracking on page 143

Tracing VRRP Operations on page 143

Deleting VRRP Configuration on page 143

Displaying VRRP operational mode commands on page 145

VRRP Configuration Hierarchy
To configure VRRP, include the following statements at the [edit interfaces 
interface-name unit logical-unit-number] hierarchy level: 

[edit interfaces interface-name unit logical-unit-number]
interface [interface-name] {

unit [0-31] {
vrrp-group [1-255] {

virtual-address [ip-address];
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priority [0-255];
advertise-interval [1-255];
preempt;
preempt hold-time [1 -255]
no-preempt;
accept-data;
no-accept-data;
track {

priority-hold-time [0-3600];
interface [interface-name] {
priority-cost [1-254];

}
}

}

Configuring Basic VRRP Support (Priority and Virtual IP address)
To configure basic VRRP support, configure the VRRP groups on the interfaces by 
including the vrrp-group statement at the [edit interfaces interface-name unit 
logical-unit-number] hierarchy level: 

# edit vrrp-group [group-identifier]
# set virtual-address [ip-address]
# set priority [priority-value]

For each VRRP group, you must configure the following:

Group identifier—Assign a value from 1 through 255.

ip-address— IP-address of one or more virtual routers that are members of the 
VRRP group— You can configure up to eight addresses. Do not include a prefix 
length in a virtual IP address. The following considerations apply to configuring 
a virtual IP address:

The virtual address configured for a VRRP group must be in the same 
subnet as the interface address. 

If the virtual address assigned to the VRRP group is same as the IP address 
of the interface, then the number of the virtual address configured should 
be 1.

If the priority is configured as 255, then the virtual address configured 
should be the same as the local interface address. 

An interface cannot have more than one IP address owner.

The same virtual address cannot exist in multiple VRRP groups.

priority-value— Priority for this routing platform to become the master virtual 
router—Configure the value used to elect the master virtual router in the VRRP 
group. It can be a number from 0 through 255. The default value for backup 
routers is 100. A larger value indicates a higher priority. The routing platform 
with the highest priority within the group becomes the master router.

The priority value 255 is reserved for the router that owns the IP addresses 
associated with the virtual router. 
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If the virtual address for the VRRP group is same as the interface address, 
then only priority 255 can be configured for the VRRP group.

If the priority is configured as 255, then the VRRP group must be 
configured with only one virtual address and it must be the local interface 
address.

Configuring the Advertisement Interval for the VRRP Master Router
By default, the master router sends VRRP advertisement packets every second to 
all members of the VRRP group. These packets indicate that the master router is 
still operational. If the master router fails or becomes unreachable, the backup 
router with the highest priority value becomes the new master router.

You can modify the advertisement interval in seconds; the interval must be the 
same for all routing platforms in the VRRP group. 

Modifying the Advertisement Interval in Seconds
To modify the time in seconds between the sending of VRRP advertisement 
packets, include the advertise-interval statement at [edit interfaces interface-name 
unit logical-unit-number vrrp-group group-id] hierarchy level: 

#[edit interfaces interface-name unit logical-unit-number vrrp-group group-id] 
# set advertise-interval seconds 

The interval can be from 1 through 255 seconds.

Configuring a Backup Router to Preempt the Master Router

By default, a higher-priority backup router preempts a lower-priority master router. 
To explicitly enable the master router to be preempted, include the preempt 
statement at the [edit interfaces interface-name unit logical-unit-number vrrp-group 
group-id] hierarchy level:

#[edit interfaces interface-name unit logical-unit-number vrrp-group group-id]
# set preempt

To prohibit a higher-priority backup router from preempting a lower priority master 
router, include the no-preempt statement:

#[edit interfaces interface-name unit logical-unit-number vrrp-group group-id]
# set no-preempt

Configuring an Interface to Accept Packets Destined for the Virtual IP Address

To configure an interface to accept packets destined for the virtual IP address, 
include the accept-data statement at the [edit interfaces interface-name unit 
logical-unit-number vrrp-group group-id] hierarchy level:

#[edit interfaces interface-name unit logical-unit-number vrrp-group group-id]
# set accept-data
Configuring VRRP



Chapter 6: Configuring Logical Interfaces
To prohibit the interface from accepting packets destined for the virtual IP address, 
include the no-accept-data statement:

#[edit interfaces interface-name unit logical-unit-number vrrp-group group-id]
# set no-accept-data

Including the accept-data statement has the following consequences:

If the master router owns the virtual IP address, the accept-data statement is 
not valid.

If the priority of the master router is set to 255, the accept-data statement is 
not valid.

Configuring Interface Tracking
To enable interface tracking in the VRRP group, you can set the tracking properties 
by enabling the track option.

#[edit interfaces interface-name unit logical-unit-number vrrp-group group-id]
# edit track

# set priority-hold-time [0-3600]
# edit interface [interface-name]

# set priority-cost [1-254]

Interface tracking in VRRP group supports GIGE, VLAN.ML-PPP, PPP interface types 
and each VRRP group can track a maximum of five interfaces. Bandwidth threshold 
for interface tracking is not supported.

NOTE: You cannot enable VRRP interface tracking for priority 255 and you cannot 
use the interface IP address as virtual address when interface track is enabled.

Tracing VRRP Operations
To trace VRRP operations, include the traceoptions statement at the [edit system] 
hierarchy level: 

# edit system
# set traceoptions [process | file] [process-name | file-name] [common | 

fsm | database | ipc | packet | timer | ua | all] [1-5]
# top

# commit

Deleting VRRP Configuration
To delete VRRP group from the gateway, include the delete statement at the [edit 
interfaces interface name unit logical unit number] hierarchy level:

# edit interface [interface-name]
# edit unit [0-31]

# delete vrrp-group [1-255]
# top

# commit
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To delete individual parameters, include the following statements at the [edit 
interfaces interface name unit logical unit number vrrp-group group-id] hierarchy 
level:

# edit interface [interface-name]
# edit unit [0-31]

# edit vrrp-group [1-255]
# delete virtual-address [ip-address]
# delete priority 
# delete advertise-interval
# top

# commit

To delete the virtual address, include the delete virtual-address [ip-address] 
statement.

To delete priority, include the delete priority statement. When the priority is deleted, 
it is set to default of 100 internally. The show configuration command does not show 
the priority entry.

To delete advertise-interval, include the delete advertise-interval statement. When the 
advertise-interval is deleted, it is set to default of 1 internally.  The show 
configuration command does not show the advertise-interval entry.

To delete preempt, include the delete preempt statement. If you delete the preempt 
mode for the VRRP group, then the field preempt is filled with the default value of 
'1'.

To delete preempt hold-time, include delete preempt hold-time statement.

To delete no-preempt mode, include the delete no-preempt statement. If you delete 
no-preempt mode for the VRRP group then the field preempt is filled with the 
default value of '1'.

To delete accept-data, include the delete accept-data statement. If you configure 
accept-data for the VRRP group then the field accept-data is filled with the default 
value.

To delete no-accept-data, include the delete no-accept-data statement. 

To delete all interfaces that are being tracked in the VRRP group, include delete 
track statement at the at the [edit interfaces interface name unit logical unit number 
vrrp-group group-id] hierarchy level.

To delete an interface that is being tracked in the VRRP group, include delete 
interface[interface-name] statement at the at the [edit interfaces interface name unit 
logical unit number vrrp-group group-id track] hierarchy level.

To delete priority-hold-time, include the delete priority-hold-time [0-3600] statement at 
the [edit interfaces interface name unit logical unit number vrrp-group group-id] 
hierarchy level.

NOTE: If the user deletes the priority-hold-time for the VRRP group then the field 
track_prio_ht must be set to the default value.
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Displaying VRRP operational mode commands
To display the VLAN interface, use the show interface interface-name command at 
the [edit] hierarchy level:

# show vrrp (brief | detail | extensive)
# show vrrp interface <interface-name> 
# show vrrp interface <interface-name> group <group-id>
# show vrrp interface-track (interfaces | summary | detail)
# show vrrp track
#show vrrp track detail

[edit]
root@BX7000# Show vrrp

[edit]
root@BX7000# Show vrrp breif

[edit]
root@BX7000# Show vrrp detail
Physical interface: ge-1/0/0, Unit:0 Address: 192.168.1.195 VRRP Group: 21
        Interface index: 3, Interface state: up
        VRRP traps: enabled, VRRP state: master
        Priority: 220, Advertisement interval: 100Sec, Authentication type: none
        Preempt: yes, Hold time: 100Sec
        Accept-data mode: yes, VIP count: 1
        VIP: 192.168.1.122
        Master router: 192.168.1.195
        Virtual router uptime: 46:59:10 Master router uptime: 46:54:10
        Virtual MAC: 00.00.5e.00.01.15

Physical interface: ge-1/0/0, Unit:0 Address: 192.168.1.195 VRRP Group: 22
        Interface index: 3, Interface state: up
        VRRP traps: enabled, VRRP state: master
        Priority: 255, Advertisement interval: 100Sec, Authentication type: none
        Preempt: yes, Hold time: 100Sec
        Accept-data mode: no, VIP count: 1
        VIP: 192.168.1.195
        Master router: 192.168.1.195
        Virtual router uptime: 27:20:12 Master router uptime: 27:20:12

Interface State Group VR state Type Address

ge-1/0/0 up 21 master lcl 192.168.1.195

vip 192.168.1.122

ge-1/0/0 up 22 master lcl 192.168.1.195

vip 192.168.1.195

Interface State Group VR state Type Address

ge-1/0/0 up 21 master lcl 192.168.1.195

vip 192.168.1.122

ge-1/0/0 up 22 master lcl 192.168.1.195

vip 192.168.1.195
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        Virtual MAC: 00.00.5e.00.01.16

[edit]
root@BX7000# Show vrrp extensive
Interface: ge-1/0/0.0, Interface index: 3
Physical interface: ge-1/0/0, Unit:0 Address: 192.168.1.195 VRRP Group: 21
        Interface index: 3, Interface state: up
        VRRP traps: enabled, VRRP state: master
        Priority: 220, Advertisement interval: 100Sec, Authentication type: none
        Preempt: yes, Hold time: 100Sec
        Accept-data mode: yes, VIP count: 1
        VIP: 192.168.1.122
        Master router: 192.168.1.195
        Virtual router uptime: 46:59:14 Master router uptime: 46:54:14
        Virtual MAC: 00.00.5e.00.01.15

  Group VRRP PDU statistics
        Advertisement sent                   : 1690
        Advertisement received              : 0
  Group VRRP PDU error statistics
        Bad authentication type received : 0
        Bad advertisement timer received: 0
        Bad VIP count received               : 0
        Bad VIPADDR received                : 0
  Group state transition statistics
        Idle to master transitions            : 0
        Idle to backup transitions            : 1
        Backup to master transitions       : 1
        Master to backup transitions       : 0

Physical interface: ge-1/0/0, Unit:0 Address: 192.168.1.195 VRRP Group: 22
        Interface index: 3, Interface state: up
        VRRP traps: enabled, VRRP state: master
        Priority: 255, Advertisement interval: 100Sec, Authentication type: none
        Preempt: yes, Hold time: 100Sec
        Accept-data mode: no, VIP count: 1
        VIP: 192.168.1.195
        Master router: 192.168.1.195
        Virtual router uptime: 27:20:16 Master router uptime: 27:20:16
        Virtual MAC: 00.00.5e.00.01.16

  Group VRRP PDU statistics
        Advertisement sent                      : 986
        Advertisement received                : 0
  Group VRRP PDU error statistics
        Bad authentication type received  : 0
        Bad advertisement timer received : 0
        Bad VIP count received                : 0
        Bad VIPADDR received                 : 0
  Group state transition statistics
        Idle to master transitions             : 1
        Idle to backup transitions             : 0
        Backup to master transitions        : 0
        Master to backup transitions        : 0

[edit]
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root@BX7000# show vrrp interface ge-1/0/0
Interface: ge-1/0/0.0, Interface index: 3

Physical interface: ge-1/0/0, Unit:0 Address: 192.168.1.195 VRRP Group: 21
        Interface index: 3, Interface state: up
        VRRP traps: enabled, VRRP state: master
        Priority: 220, Advertisement interval: 100Sec, Authentication type: none
        Preempt: yes, Hold time: 100Sec
        Accept-data mode: yes, VIP count: 1
        VIP: 192.168.1.122
        Master router: 192.168.1.195
        Virtual router uptime: 46:59:30 Master router uptime: 46:54:30
        Virtual MAC: 00.00.5e.00.01.15

  Group VRRP PDU statistics
        Advertisement sent                     : 1690
        Advertisement received               : 0
  Group VRRP PDU error statistics
        Bad authentication type received  : 0
        Bad advertisement timer received : 0
        Bad VIP count received                : 0
        Bad VIPADDR received                : 0
  Group state transition statistics
        Idle to master transitions             : 0
        Idle to backup transitions             : 1
        Backup to master transitions        : 1
        Master to backup transitions        : 0

Physical interface: ge-1/0/0, Unit:0 Address: 192.168.1.195 VRRP Group: 22
        Interface index: 3, Interface state: up
        VRRP traps: enabled, VRRP state: master
        Priority: 255, Advertisement interval: 100Sec, Authentication type: none
        Preempt: yes, Hold time: 100Sec
        Accept-data mode: no, VIP count: 1
        VIP: 192.168.1.195
        Master router: 192.168.1.195
        Virtual router uptime: 27:20:32 Master router uptime: 27:20:32
        Virtual MAC: 00.00.5e.00.01.16

  Group VRRP PDU statistics
        Advertisement sent                    : 986
        Advertisement received              : 0
  Group VRRP PDU error statistics
        Bad authentication type received : 0
        Bad advertisement timer received: 0
        Bad VIP count received               : 0
        Bad VIPADDR received                : 0
  Group state transition statistics
        Idle to master transitions            : 1
        Idle to backup transitions            : 0
        Backup to master transitions       : 0
        Master to backup transitions       : 0

[edit]
root@BX7000# show vrrp interface ge-1/0/0.0 group 22

Physical interface: ge-1/0/0, Unit:0 Address: 192.168.1.195 VRRP Group: 22
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        Interface index: 3, Interface state: up
        VRRP traps: enabled, VRRP state: master
        Priority: 255, Advertisement interval: 100Sec, Authentication type: none
        Preempt: yes, Hold time: 100Sec
        Accept-data mode: no, VIP count: 1
        VIP: 192.168.1.195
        Master router: 192.168.1.195
        Virtual router uptime: 27:20:45 Master router uptime: 27:20:45
        Virtual MAC: 00.00.5e.00.01.16

  Group VRRP PDU statistics
        Advertisement sent                    : 986
        Advertisement received              : 0
  Group VRRP PDU error statistics
        Bad authentication type received : 0
        Bad advertisement timer received: 0
        Bad VIP count received               : 0
        Bad VIPADDR received                : 0
  Group state transition statistics
        Idle to master transitions            : 1
        Idle to backup transitions            : 0
        Backup to master transitions       : 0
        Master to backup transitions       : 0
[edit]
root@BX7000# show vrrp track

[edit]
root@BX7000# show vrrp track detail

Tracked interface: ge-1/0/1
State: down, Incurred priority cost: 34
Tracking VRRP interface: ge-1/0/0, Group: 1, VR State: master
Current priority: 100, Configured priority: 100
Priority hold-time: 234, Not running, Pending priority 0

Tracked interface: ge-1/0/2
State: down, Incurred priority cost: 45
Tracking VRRP interface: ge-1/0/0, Group: 1, VR State: master
Current priority: 100, Configured priority: 100
Priority hold-time: 234, Not running, Pending priority 0

Table 8:  VRRP Display Parameters Description

Tracked 
interface State VRRp interface Group VR State Current priority

ge-1/0/1 up ge-1/0/0 1 master 100

ge-1/0/2 up ge-1/0/0 1 master 100

Field Name Fields Description Level of Output

Interface Name of the logical interface. Brief, Extensive, None, 
Summary

Interface index Physical interface index number, which reflects its 
initialization sequence. 

Extensive

Groups Total number of VRRP groups configured on the interface. Extensive 
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Active Total number of VRRP groups that are active (interface state is 
either up or down). 

Extensive 

Interface VRRP PDU statistics Nonerrored statistics for the logical interface: 

Advertisement sent—Number of VRRP advertisement protocol 
data units (PDUs) that the interface has transmitted. 

Advertisement received—Number of VRRP advertisement 
PDUs received by the interface. 

No group match received—Number of VRRP packets received 
for VRRP groups that do not exist on the interface. 

Extensive

Interface VRRP PDU error 
statistics

Error statistics for the logical interface: 

Invalid VRRP ttl value received—Number of packets received 
whose IP time- to-live (TTL) value is not 255. 

Invalid VRRP version received—Number of packets received 
whose VRRP version is not 2. 

Invalid VRRP authentication type received—Number of packets 
received whose VRRP authentication is not none, simple, or 
md5. 

Invalid VRRP IP count received—Number of packets received 
whose VRRP IP count exceeds 8. 

Invalid VRRP checksum received—Number of packets received 
whose VRRP checksum does not match the calculated one. 

Extensive

Physical interface Name of the physical interface. Detail, Extensive

Unit Logical unit number. All levels

Address Address of the physical interface. Brief, Extensive, None, 
Summary

Index Physical interface index number, which reflects its 
initialization sequence. 

Detail, Extensive

VRRP-Traps Status of VRRP traps: Enabled or Disabled. Detail, Extensive

Type and Address Identifier for the address and the address itself: 

lcl—Configured local interface address. 

mas—Address of the master virtual router. This address is 
displayed only when the local interface is acting as a backup 
router. 

vip—Configured virtual IP addresses. 

Brief, None, Summary

Interface state or Int state State of the physical interface:

down—The device is present and the link is unavailable. 

up—The device is present and the link is established. 

Brief, Extensive, None, 
Summary

Group VRRP group number. Brief, Extensive, None, 
Summary

State VRRP state:

backup—The interface is acting as the backup router interface. 

initializing—VRRP is initializing. 

master—The interface is acting as the master router interface. 

Extensive

Priority Configured VRRP priority for the interface. Detail, Extensive

Advertisement interval Configured VRRP advertisement interval. Detail, Extensive

Authentication type Configured VRRP authentication type: none, simple, or md5. Detail, Extensive

Field Name Fields Description Level of Output
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Preempt Whether preemption is allowed on the interface: yes or no. Detail, Extensive

Accept-data mode Whether the interface is configured to accept packets destined 
for the virtual IP address: yes or no. 

Detail, Extensive

VIP count Number of virtual IP addresses that have been configured on 
the interface. 

Detail, Extensive

VIP List of virtual IP addresses configured on the interface. Detail, Extensive

Advertisement timer The time, in seconds, until the advertisement timer expires. Detail, Extensive

Master router IP address of the interface that is acting as the master. If the 
VRRP interface is down, the output is N/A. 

Detail, Extensive

Virtual router uptime The time, in seconds, that the virtual router has been 
operational. 

Detail, Extensive

Master router uptime The time, in seconds, that the master route has been 
operational. 

Detail, Extensive

Virtual MAC MAC address associated with the virtual IP address. Detail, Extensive

Group VRRP PDU statistics Number of VRRP advertisements sent and received by the 
group. 

Extensive 

Group VRRP PDU error statistics Errored statistics for the VRRP group: 

Bad authentication type received—Number of VRRP PDUs 
received with an invalid authentication type. The received 
authentication can be none, simple, or md5 and must be the 
same for all routers in the VRRP group. 

Bad VIP count received—Number of VRRP PDUs whose virtual 
IP address counts differ from the count that has been 
configured on the VRRP instance. 

Bad VIPADDR received—Number of VRRP PDUs whose virtual 
IP addresses differ from the list of virtual IP addresses 
configured on the VRRP instance. 

Extensive

Group state transition statistics State transition statistics for the VRRP group: 

Idle to master transitions—Number of times the VRRP instance 
transitioned from the idle state to the master state. 

Idle to backup transitions—Number of times the VRRP 
instance transitioned from the idle state to the backup state. 

Backup to master transitions—Number of times the VRRP 
instance transitioned from the backup state to the master 
state. 

Master to backup transitions—Number of times the VRRP 
instance transitioned from the master state to the backup 
state. 

Extensive

VR state VRRP information:

backup—The interface is acting as the backup router interface. 

bringup—VRRP is just starting, and the physical device is not 
yet present. 

idle—VRRP is configured on the interface and is disabled. This 
can occur when VRRP is first enabled on an interface whose 
link is established. 

initializing—VRRP is initializing. 

master—The interface is acting as the master router interface. 

transition—The interface is changing between being the 
backup and being the master router. 

Brief, None, Summary

Field Name Fields Description Level of Output
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Modifying the VRRP Configuration
You can modify the VRRP configuration using the same command for creating the 
VRRP router. You can modify all the parameters in the VRRP configuration namely 
virtual-address, priority, advertise-interval, preempt, no-preempt, accept-data, 
no-accept-data, preempt hold-time, priority-hold-time, priority-cost . The modified 
values should confirm to the validation. All parameter modification except 
preempt, and no-preempt transitions the VRRP FSM state to init state and then 
move to backup or master state based on the VRRP parameter values.

NETCONF Configuration
To configure a virtual router through NETCONF the edit-config RPC is used.

<rpc>
    <edit-config>
        <target><running/></target>
        <default-operation>merge</default-operation>
        <error-option>stop-on-error</error-option>
        <config>
            <configuration>
                <interfaces>
                    <interface>
                        <interface-name>interface-name</interface-name>
                        <interface-config>
                            <logical-unit>
                                <unit-number>logical-unit-number</unit-number>
                                <vrrp-group>
                                    <virtual-router-identifier>identifier</virtual-router-identifier>
                                    <virtual-address>
                                                <ipaddress>ipaddress</ipaddress>
                                    </virtual-address>
                                    <priority>priority</priority> 
<advertise-interval>advertisement-interval</advertise-interval>
                                    <preempt-config>
                                        <preempt>true|false</preempt>
                                        <hold-time>hold-time</hold-time>
                                    </preempt-config>
                                    <accept-data>true|false</accept-data>
                                </vrrp-group>

Timer VRRP timer information:

A-How long, in seconds, until the advertisement timer expires. 

D-How long, in seconds, until the Master is Dead timer expires. 

Brief, None

Tracked Interface Name of the track interface Track, Detail

Incurred priority cost Priority cost for the tracked interface Track, Detail

Tracking VRRP interface VRRP interface Track, Detail

Current priority Current priority of the VRRP group Track, Detail

Configured priority Priority configured for the VRRP group Track, Detail

Priority hold-time Priority hold time Track, Detail

Pending priority Priority of the VRRP group when the tracking interface is down Track, Detail

Field Name Fields Description Level of Output
Configuring VRRP 151



BXOS 4.2R2 Configuration Guide

152
                            </logical-unit>
                        </interface-config>
                    </interface>
                </interfaces>
            </configuration>
        </config>
    </edit-config>
</rpc>

To modify a VRRP router configuration, use the RPC schema for creating the router. 

To delete a virtual router configuration for an interface, the RPC is used.
<rpc>
    <edit-config>
        <target><running/></target>
        <default-operation>merge</default-operation>
        <error-option>stop-on-error</error-option>
        <config>
            <configuration>
                <interfaces>
                    <interface>
                        <interface-name>interface-name</interface-name>
                        <interface-config>
                            <logical-unit>
                                <unit-number>logical-unit-number</unit-number>
                                <vrrp-group>
                                    <virtual-router-identifier 
operation="delete">identifier</virtual-router-identifier>
                                </vrrp-group>
                            </logical-unit>
                        </interface-config>
                    </interface>
                </interfaces>
            </configuration>
        </config>
    </edit-config>
</rpc>

To delete individual VRRP parameters, the following RPC is used.

<rpc>
    <edit-config>
        <target><running/></target>
        <default-operation>merge</default-operation>
        <error-option>stop-on-error</error-option>
        <config>
            <configuration>
                <interfaces>
                    <interface>
                        <interface-name>interface-name</interface-name>
                        <interface-config>

NOTE: The validation and errors messages for CLI configuration are also applicable 
for NETCONF.
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                            <logical-unit>
                                <unit-number>logical-unit-number</unit-number>
                                <vrrp-group>
                                    <virtual-router-identifier>identifier</virtual-router-identifier>
                                    <virtual-address>
                                                <ipaddress 
operation="delete">ipaddress</ipaddress>
                                    </virtual-address>
                                    <priority operation="delete"/>
                                    <advertise-interval operation="delete"/>
                                    <preempt-config>
                                                <preemt operation="delete"/>
                                                <hold-time operation="delete"/>
                                    </preempt-config>
                                    <accept-data operation="delete"/>
                                </vrrp-group>
                            </logical-unit>
                        </interface-config>
                    </interface>
                </interfaces>
            </configuration>
        </config>
    </edit-config>
</rpc>

To delete a virtual router interface tracking configuration the following RPC is used.

<rpc>
    <edit-config>
        <target><running/></target>
        <default-operation>merge</default-operation>
        <error-option>stop-on-error</error-option>
        <config>
            <configuration>
                <interfaces>
                    <interface>
                        <interface-name>interface-name</interface-name>
                        <interface-config>
                            <logical-unit>
                                <unit-number>logical-unit-number</unit-number>
                                <vrrp-group>
                                    <virtual-router-identifier>identifier</virtual-router-identifier>

<track operation="delete"></track>
                                </vrrp-group>
                            </logical-unit>
                        </interface-config>
                    </interface>
                </interfaces>
            </configuration>
        </config>
    </edit-config>
</rpc>
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Summary of Interface Configuration 
Statements

The following descriptions explain each of the interface configuration statements. 
The statements are organized alphabetically.

accept-data

Syntax accept-data

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id]

Release Information Statement introduced in BXOS Release 4.1.

Description Accept packets destined for virtual IP address.

Options NA

Usage Guidelines See “Configuring VRRP” on page 140

Related Topics advertise-interval, interface (VRRP), no-accept-data. no-preempt, preempt, preempt 
hold-time, priority, priority-cost, priority-hold-time, track, vrrp-group, virtual-address

action

action (Ethernet OAM)

action (Ethernet CFM)

action (DMAC filtering)

action (Ethernet OAM)

Syntax action (alarm | snmptrap | syslog);

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Define the action to be taken when the Operation, Administration, and 
Management (OAM) link-fault event occurs.
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Options alarm—Trigger alarm on OAM link-fault failure.

snmptrap—Send trap to SNMP on OAM link-fault failure.

syslog—Generate a syslog message for the Ethernet OAM event.

Usage Guidelines See “Configuring an OAM Action” on page 81.

action (Ethernet CFM)

Syntax action (alarm | snmptrap | syslog);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id]

Release Information Statement introduced in BXOS Release 4.0.

Description Define the action to be taken when the Operation, Administration, and 
Management (OAM) when connectivity fault event occurs.

Options alarm—Trigger alarm on OAM connectivity-fault failure.

snmptrap—Send trap to SNMP on OAM connectivity-fault failure.

syslog—Generate a syslog message on OAM connectivity-fault failure.

Usage Guidelines See “Configuring a Connectivity Fault Management Action” on page 90.

Related Topics auto-discovery, direction, interface (Ethernet CFM), priority, rmep-id, symbol-period

action (DMAC filtering)

Syntax action (drop);

Hierarchy Level [edit interface interface name edit unit logical-unit-number edit destination-mac-filtering]

Release Information Statement introduced in BXOS Release 4.2.

Description Define the action to be taken when destination MAC filtering is enabled.

Options drop— Drop the frame.

Usage Guidelines See “Configuring Destination MAC Address Filtering” on page 71.

Related Topics destination-address, destination MAC filtering

address

Syntax address (address prefix);

Hierarchy Level [edit interface interface-name unit logical-unit-number family]

Release Information Statement introduced in BXOS Release 3.0.
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Description Set the IP address of the logical interface. 

Options address prefix—Address of the logical interface with the subnet prefix.

Usage Guidelines See “Configuring VLAN on an Interface” on page 97.

Related Topics admin-state, family, user-priority, vlan-id, vlan-tagging

admin-state

admin-state (E1 or T1 Interface)

admin-state (ATM Interface)

admin-state (Ethernet OAM) on page 158

admin-state (E1 or T1 Interface)

Syntax admin-state (enable | disable);

Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the status of the E1 or T1 interface as administratively up or down. 

Options enable—Administratively enable the E1 or T1 interface.

disable—Administratively disable the E1 or T1 interface.

Usage Guidelines See “Enabling or Disabling an Interface” on page 46.

Related Topics buildout, cell-scrambling, clock-source, description, encapsulation, encoding, framing, 
inversion, loopback, test

admin-state (ATM Interface)

Syntax admin-state (enable | disable);

Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the status of the ATM interface as administratively up or down. 

Options enable—Administratively enable the ATM interface.

disable—Administratively disable the ATM interface.

Usage Guidelines See “Enabling or Disabling an Interface” on page 46.
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admin-state (Ethernet OAM)

Syntax admin-state enable;

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Enable IEEE 802.3ah OAM support on an Ethernet interface of the gateway.

Options enable—Enable IEEE 802.3ah OAM support on an Ethernet interface.

Usage Guidelines See “Enabling 802.3ah OAM Support” on page 75.

advertise-interval

Syntax advertise-interval [1-255]

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id]

Release Information Statement introduced in BXOS Release 4.1.

Description Time interval between ADVERTISEMENTS (1..255 seconds).

Options NA

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, interface (VRRP), no-accept-data. no-preempt, preempt, preempt 
hold-time, priority, priority-cost, priority-hold-time, track, vrrp-group, virtual-address

age

Syntax age (30m | 10m | 1m | 30s | 10s);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management linktrace]

Release Information Statement introduced in BXOS Release 4.0.

Description Time to wait (in minutes or seconds) for a linktrace response. If no response is 
received, the request entry is deleted from the linktrace database.

Options 30m—30 minutes.
10m—10 minutes.

1m—1 minute.

30s—30 seconds.

10s—10 seconds.

Default: 1 minute
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Usage Guidelines See “Configuring the Linktrace Path Age Timer” on page 91.

Related Topics path-database-size

ais-rdi alarmcleartimeout

Syntax ais-rdi alarmcleartimeout seconds;

Hierarchy Level [edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the OAM VC-alarm indication signal (AIS) and VC-remote defect 
indication (RDI) defect indication cells. ATM uses these fault management cells to 
convey defect information to the endpoints of a VP or VC.

Options ais-rdi alarmcleartimeout—Number of seconds for the gateway to wait before 
reporting that a connection is up.
Range: 3 through 60 seconds
Default: 3 seconds

Usage Guidelines See “Configuring ATM OAM Fault Management Cells” on page 131.

Related Topics ais-rdi alarmdowncount, cc, oam-liveness, policy-profile, seg-endpoint

ais-rdi alarmdowncount

Syntax ais-rdi alarmdowncount cells;

Hierarchy Level [edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the OAM VC-alarm indication signal (AIS) and VC-remote defect 
indication (RDI) defect indication cells. ATM uses these fault management cells to 
convey defect information to the endpoints of a VP or VC.

Options cells—Number of successive alarm cells for the gateway to receive before reporting 
that a connection is down.
Range: 1 through 60 cells
Default: 1 cell

Usage Guidelines See “Configuring ATM OAM Fault Management Cells” on page 131.

Related Topics ais-rdi alarmcleartimeout, cc, oam-liveness, policy-profile, seg-endpoint
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allow-remote-loopback

Syntax allow-remote-loopback (enable | disable);

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name 
negotiation-options]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the remote loopback support on the Ethernet interface of the gateway

Options enable—Enable remote loopback suppport on the Ethernet interface.

disable—Disable remote loopback suppport on the Ethernet interface.

Usage Guidelines See “Enabling Remote Loopback Support” on page 79 and “Disabling Remote 
Loopback Support” on page 79.

Related Topics no-allow-link-events

auto-discovery

Syntax auto-discovery (enable | disable);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the MEP to accept continuity check messages from any remote MEPs.

Options enable—Enable the MEP to accept continuity check messages from any remote 
MEPs.

disable—Disable the MEP to accept continuity check messages from any remote 
MEPs.

Usage Guidelines See “Enabling Maintenance Endpoint Automatic Discovery” on page 88.

Related Topics action (Ethernet OAM), direction, interface (Ethernet CFM), priority, rmep-id, 
symbol-period

auto-negotiation

Syntax auto-negotiation (enable | disable);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the autonegotiation speed on the Ethernet interface.

Options enable—Enable autonegotiation speed on the Ethernet interface.
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disable—Disable autonegotiation speed on the Ethernet interface.

Usage Guidelines See “Setting Autonegotiation Speed on an Ethernet Interface” on page 68.

Related Topics flow-control, loopback, management-interface, mtu, source-filtering, speed, vlan-tagging

buildout

buildout (E1 interface)

buildout (T1 interface)

buildout (E1 interface)

Syntax buildout buildout-value;

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the buildout value of the E1 interface.

Options buildout—Specify the buildout value for the E1 interface in ohms.
Range: 75 or 120 ohms
Default: 120 ohms

Usage Guidelines See “Configuring the Buildout Value on T1 Interfaces” on page 55.

Related Topics admin-state, cell-scrambling, clock-source, description, encapsulation, encoding, 
framing, inversion, loopback, test

buildout (T1 interface)

Syntax buildout buildout-value;

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the buildout value of the T1 interface.

Options buildout—Specify the buildout value for the T1 interface, in feet.
Range: 0-132, 133-265, 266-398, 399-531, or 532-655 feet
Default: 0-132 feet

Usage Guidelines See “Configuring the Buildout Value on T1 Interfaces” on page 55.

Related Topics admin-state, cell-scrambling, clock-source, description, encapsulation, encoding, 
framing, inversion, loopback, test
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cc

Syntax cc (source | sink | both);

Hierarchy Level [edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

Release Information Statement introduced in BXOS Release 3.0.

Description Continuity check (CC) cells provide continual monitoring of a connection on a 
segment or end-to-end basis. The CC cell source generates the CC cells, and the 
sink receives and processes the cells. You can set up a VP or VC as the source, the 
sink, or both the source and the sink. To verify the integrity of the link, you can set 
up a VP or VC to regularly send or receive CC cells at either the segment level or the 
end-to-end level.

Options source—Source generates the CC cells.

sink—Sink receives and processes the CC cells.

both—Transmitting and receiving the CC cells.

Usage Guidelines See “Configuring the Continuity Check” on page 133.

Related Topics ais-rdi alarmcleartimeout, ais-rid alarmdowncount, e2e-endpoint, oam liveness, 
policy-profile, seg-engpoint

cell-scrambling

Syntax cell-scrambling (enable | disable);

Hierarchy Level [edit interface interface-name encapsulation atm]

Release Information Statement introduced in BXOS Release 3.0.

Description Set cell scrambling for the ATM payload on ATM interfaces. By default the cell 
scrambling is disabled.

Options enable—Use this option to enable cell scrambling for ATM payload on the ATM 
interface.

Usage Guidelines See “Configuring Cell Scrambling on T1 Interfaces” on page 55 and “Configuring 
Cell Scrambling on E1 Interfaces” on page 62.

Related Topics admin-state, buildout, clock-source, description, encapsulation, encoding, framing, 
inversion, loopback, test
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classifier

Syntax classifier classifier-name {
dscp value match-action (drop | mark | forward | policer policer-name);
vlan-pri value;

}

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Define the classifier to prioritize the packets using behavior aggregate (BA) 
classification. 

Options classifier-name—Name of the classifier.

dscp— DSCP value.
Range: 0 through 63
Default: None

match-action—Action to take if the packet matches the BA classifier rule. The match 
action can be to drop the packet, forward the packet, mark the packet with a 
DSCP value, or apply the policer rule to the packet.

drop—Drops the packet.

mark—Marks the packet with a DSCP value.
Range: 0 through 63
Default: None

forward—Forwards the packet.

policer-name—Name of the packet policer.

vlan-pri— VLAN priority value.
Range: 0 through 7
Default: None

Usage Guidelines See “Defining a Classifier for Packets on an Ethernet Interface” on page 70.

Related Topics source-filtering

clear bridge mac-table

Syntax clear bridge mac-table [bd-name] mac-address mac-address;

Hierarchy Level [clear bridge mac-table [bd-name] mac-address mac-address]

Release Information Statement introduced in BXOS Release 4.2.

Description Clear a specific mac-address from the mac-table.

Options bd-name—Name of the bridge domain.
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mac-address—MAC address of the bridge domain.

Usage Guidelines See “Configuring Destination MAC Address Filtering” on page 71.

Related Topics destination, dscp-value, dscp-range

clear-dont-fragment-bit

Syntax clear-dont-fragment-bit (enable | disable);

Hierarchy Level [edit interface gr-interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure fragmentation on a GRE tunnel.

Options enable—Enable fragmentation of IP packets being encapsulated in a GRE tunnel.

disable—Disable fragmentation of IP packets in a GRE tunnel.

Usage Guidelines See “Enabling Fragmentation on GRE Tunnels” on page 109.

Related Topics destination, dscp-value, family, mtu, source-address, ttl

clock-mode

Syntax clock-mode (common | independent);

Hierarchy Level [edit interface im-interface-name ima-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the transmit clock mode for the IMA group.

Options common—Use the Common Transmit Clock (CTC). Use this option when all the 
links in the group should share a clock source. 

independent—Use the Independent Transmit Clock (ITC). Use this option when each 
link in the IMA group uses a different clock source.
Default: Common

Usage Guidelines See “Configuring Clock Mode for an IMA Group” on page 125.

Related Topics differential-delay, frame-size, ima-group, minimum-active-links, symmetry, test, version

clock-source

clock-source (E1 Interface)

clock-source (T1 Interface)
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clock-source (E1 Interface)

Syntax clock-source (loop | line | master | ces | clock-card);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the clock source on E1 interface.

Options loop—Loop timing uses the recovered clock on the E1 interface to transmit the 
signal at the interface. 

line—Recovered clock from the E1 interface is used as the reference TDM line 
timing source. 

master—Master mode uses the local oscillator of the gateway as the clock source 
for transmitting E1 interface signals.

ces—CES clock is generated for an interface based on the PSN packet arrival rate.

clock-card—Recover clock from Advanced Clocking Module (clock card)

Default: master

Usage Guidelines See “Configuring the Clock Source on E1 Interfaces” on page 63.

Related Topics admin-state, buildout, cell-scrambling, description, encapsulation, encoding, framing, 
inversion, loopback, test

clock-source (T1 Interface)

Syntax clock-source (loop | line | master | ces | clock-card);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the clock source on T1 interface.

Options loop—Loop timing uses the recovered clock on the T1 interface to transmit the 
signal at the interface. 

line—Recovered clock from the T1 interface is used as the reference TDM line 
timing source. 

master—Master mode uses the local oscillator of the gateway as the clock source 
for transmitting T1 interface signals.

ces—CES clock is generated for an interface based on the PSN packet arrival rate.

clock-card—Recover clock from Advanced Clocking Module (clock card)

Default: master

Usage Guidelines See “Configuring the Clock Source on T1 Interfaces” on page 55.
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Related Topics admin-state, buildout, cell-scrambling, description, encapsulation, encoding, framing, 
inversion, loopback, test

connectivity-fault-management

Syntax connectivity-fault-management {
edit linktrace {

set age (30m | 10m | 1m | 30s | 10s);
set path-database-size path-database-size;

}
edit maintenance-domain domain-name {

set level level-id;
edit maintenance-association ma-name {

edit continuity-check {
set hold-interval minutes;
set interval (3.3ms | 10ms | 100ms | 1s | 10s | 1m | 10m);
set loss-threshold number;

}
edit mep mep-id {

set action (alarm | snmptrap | syslog);
set auto-discovery (enable | disable);
set continuity-check (enable | disable);
set direction (down);
set interface interface-name;
set priority number;
set rmep-id rmep-id remote-mep rmep-mac;

}
}

}
}

Hierarchy Level [edit protocols oam-ethernet]

Release Information Statement introduced in BXOS Release 4.0.

Description For Ethernet interfaces,specify connectivity fault management for IEEE 802.1ag 
Operation, Administration, and Management (OAM) support.

The remaining statements are explained separately.

Usage Guidelines See “Configuring IEEE 802.1ag OAM Connectivity-Fault Management” on page 83.

continuity-check

continuity-check (MA)

continuity-check (MEP)

continuity-check (MA)

Syntax continuity-check {
set hold-interval minutes;
set interval (3.3ms | 10ms | 100ms | 1s | 10s | 1m | 10m);
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set loss-threshold number;
}

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify continuity check parameter options for maintenance association (MA).

Options The remaining statements are explained separately.

Usage Guidelines See “Configuring the Continuity Check” on page 87.

continuity-check (MEP)

Syntax continuity-check (enable | disable);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id]

Release Information Statement introduced in BXOS Release 4.0.

Description Enable CCM messages for an MEP.

Options enable—Enable CCM messages on the MEP.

disable—Disable CCM messages on the MEP.

Usage Guidelines See “Configuring the Maintenance Endpoint Continuity Check” on page 90.

Related Topics action (Ethernet OAM), auto-discovery, direction, ping-ethernet, rmep-id, 
traceroute-ethernet

description

Syntax description text;

Hierarchy Level [edit interface interface-name],
[edit interface im-interface-name],
[edit interface gr-interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Add a text description to the T1, E1, Ethernet, ATM IMA interface, or GRE interface. 
If the text description contains spaces, include the description within quotation 
marks. 

Options description—Text description for the T1, E1, Ethernet, or IMA group on the ATM 
interface.

Usage Guidelines See “Adding an Interface Description” on page 47, “Adding Description for an IMA 
Group” on page 124, and “Adding Description” on page 109.

Related Topics admin-state, buildout, cell-scrambling, clock-source, encapsulation, encoding, framing, 
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inversion, loopback, test

destination

Syntax destination destination-ip-address;

Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the destination address of the GRE tunnel. 

Options destination-ip-address—Specify the IP address of the destination of the tunnel.

Usage Guidelines See “Configuring the Destination IP Address of a GRE Tunnel” on page 110.

Related Topics clock-source, dscp-value, family, mtu, source-address, 

destination-address

Syntax destination-address;

Hierarchy Level [edit interface interface name edit unit logical-unit-number edit destination-mac-filtering 
edit action filter match action] 

Release Information Statement introduced in BXOS Release 4.2.

Description Configure the destination MAC address. 

Options MAC address—Destination MAC address to be filtered.

Usage Guidelines See “Configuring Destination MAC Address Filtering” on page 71.

Related Topics action, destination-mac-filtering

destination-mac-filter

Syntax destination-mac-filter (interface name);

Hierarchy Level [edit interface interface name edit unit logical-unit-number]

Release Information Statement introduced in BXOS Release 4.2.

Description Name of the interface enabled for destination MAC filetering. 

Usage Guidelines See “Configuring Destination MAC Address Filtering” on page 71.

Related Topics action, destination-address, destnation-mac-filtering
destination
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destination-mac-filtering

Syntax destination-mac-filtering (enable|disable);

Hierarchy Level [edit interface interface name edit unit logical-unit-number]

Release Information Statement introduced in BXOS Release 4.2.

Description Enable or disable destination MAC address filtering on a logical interface or physical 
interface. 

Options Enable —Enable destination MAC filtering for the specified interface.

Disable—Disable destination MAC filtering for the specified interface.

Usage Guidelines See “Configuring Destination MAC Address Filtering” on page 71.

Related Topics action, destination-address

differential-delay

Syntax differential-delay milliseconds;

Hierarchy Level [edit interface im-interface-name ima-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the maximum allowed differential delay between links in an IMA group. This 
limit defines the maximum difference in delays for adjacent ATM cells to arrive at 
the receiving end, because some links may experience more delays than others. 
The receiving end discards the link that exceeds the specified maximum differential 
delay, but compensates the arrival delays for links that do not exceed this limit. 

The receiving end uses the IMA Control Protocol (ICP) to determine the differential 
delay between links in an IMA group. The receiving end tolerates at least 25 
milliseconds delay when used over T1 or E1 links. 

Options milliseconds—Maximum differential delay at the receiving end, in milliseconds.
Range: 0 through 65,535 milliseconds
Default: 0 millisecond

Usage Guidelines See “Configuring the Maximum Differential Delay” on page 125.

Related Topics clock-mode, frame-size, ima-group, minimum-active-links, symmetry, test, version

direction

Syntax direction (up | down);
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Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the direction of the MEP.

Options down—Down MEP CCMs are transmitted only out the interface configured on this 
MEP.

Usage Guidelines See “Configuring the Maintenance Endpoint Direction” on page 89.

Related Topics action (Ethernet OAM), auto-discovery, ping-ethernet, rmep-id, symbol-period

dscp-value

Syntax dscp-value value;

Hierarchy Level [edit interface gr-interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the quality-of-service (QoS) priority for the GRE tunnel by assigning a DSCP 
value for the GRE tunnel.

Options dscp-value—Specify a DSCP value for the GRE tunnel.
Range: 0 through 63
Default: 0

Usage Guidelines See “Configuring QoS Priority for a GRE Tunnel” on page 109.

Related Topics clock-source, destination, family, mtu, source-address, ttl

e2e-endpoint

Syntax e2e-endpoint (enable | disable);

Hierarchy Level [edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

Release Information Statement introduced in BXOS Release 3.0.

Description Configures the VC or VP connection as an end-to-endpoint, the end of a VC or VP 
connection where the ATM cells are terminated.

Options enable—Enable the end of a VC or VP connection where the ATM cells are 
terminated.

disable—Disable the end of a VC or VP connection where the ATM cells are 
terminated.

Usage Guidelines See “Configuring ATM Connection Points” on page 133.

Related Topics ais-rdi alarmcleartimeout, ais-rdi alarmdowncount, cc, oam-liveness, policy-profile, 
dscp-value
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seg-endpoint

encapsulation

Syntax encapsulation (atm | atm-ima | hdlc | ppp | trans);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the encapsulation type for a T1 or E1 interface.

Options atm —Use ATM encapsulation.

atm-ima—Use ATM-IMA encapsulation.

hdlc—Use HDLC encapsulation.

ppp—Use PPP encapsulation.

trans—Use transparent encapsulation.
Default: Transparent encapsulation

Usage Guidelines See “Configuring the Encapsulation on a T1 or E1 Interface” on page 48.

Related Topics admin-state, buildout, cell-scrambling, clock-source, description, encoding, framing, 
inversion, loopback, test

encoding

encoding (E1 Interface)

encoding (T1 Interface)

encoding (E1 Interface)

Syntax encoding (ami | hdb3);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the encoding format for an E1 interface.

Options ami—Use alternate mark inversion (AMI) line encoding format

hdb3—Use high-density bipolar 3 (HDB3) line encoding format
Default: hdb3 

Usage Guidelines See “Configuring Encoding on E1 Interfaces” on page 64.

Related Topics admin-state, buildout, cell-scrambling, clock-source, description, encoding, framing, 
inversion, loopback, test
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encoding (T1 Interface)

Syntax encoding (ami | b8zs);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the line encoding format on the T1 interface.

Options ami—Use alternate mark inversion (AMI) line encoding.

b8zs—Use bipolar with 8-zero substitution (B8ZS) line encoding.
Default: b8zs

Usage Guidelines See “Configuring Encoding on T1 Interfaces” on page 56.

Related Topics admin-state, buildout, cell-scrambling, clock-source, description, encoding, framing, 
inversion, loopback, test

event-threshold

Syntax event-threshold {
frame-error count;
frame-period count;
frame-period-summary count;
symbol-period count;

}

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure threshold limit values for link events in periodic OAM PDUs.

The remaining statements are explained separately.

Usage Guidelines See “Configuring Threshold Values for Link-Fault Management Events on an 
Interface” on page 80

family

family (Ethernet Interface)

family (GRE)

family (VLAN Interface)

family (Ethernet Interface)

Syntax family inet address ip-address/destination prefix;

Hierarchy Level [edit interface interface-name unit logical-unit-number]
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Release Information Statement introduced in BXOS Release 3.0.

Description Configure the logical interface to the Ethernet interface.

Options family—Internet protocol version 4 suite or OSI ISO protocol suite. 

ip-address—Logical address to the Ethernet interface.

Usage Guidelines See “Configuring Ethernet Interfaces” on page 66.

Related Topics auto-negotiation, classifier, flow-control, link-mode, loopback, management-interface, 
mtu, source-filtering, speed

family (GRE)

Syntax family inet address ip-address/destination prefix;

Hierarchy Level [edit interface gr-interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the IP address for the generic routing encapsulation (GRE) interface.

Options family—Internet protocol version 4 suite 

ip-address—IP address for the GRE interface.

Usage Guidelines See “Configuring the IP Address on a GRE Interface” on page 109.

Related Topics clock-source, destination, dscp-value, mtu, source-address, ttl

family (VLAN Interface)

Syntax family (inet | iso) address ip-address;

Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure VLAN support on the gateway.

Options ip-address—Logical address to the Ethernet interface.

Usage Guidelines See “Configuring VLAN on an Interface” on page 97.

Related Topics unit, user-priority, vlan-id, vlan-tagging

flow-control

Syntax flowcontrol (enable | disable);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.
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Description Configure flow control on the Ethernet interface.

Options enable—Enable flow control on the Ethernet interface.

disable—Disable flow control on the Ethernet interface.

Usage Guidelines See “Configuring Flow Control on an Ethernet Interface” on page 68.

Related Topics auto-negotiation, loopback, management-interface, mtu, source-filtering, speed, 
vlan-tagging

framing

framing (E1 Interface)

framing (T1 Interface)

framing (E1 Interface)

Syntax framing (unframed | g704 | g704-no-crc4);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the framing format for an E1 interface.

Options Unframed—No framing or no specified structure.

g704—G.704 framing format.

g704-no-crc4—G.704 framing with no cyclic redundancy check 4 (CRC4).
Default: g704 framing format

Usage Guidelines See “Configuring Framing on E1 Interfaces” on page 64.

Related Topics admin-state, buildout, cell-scrambling, clock-source, description, encoding, 
encapsulation, inversion, loopback, test

framing (T1 Interface)

Syntax framing (unframed | sf | esf);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the framing format for a T1 interface.

Options unframed—No framing or no specified structure.

sf—Superframe format.
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esf—Extended Superframe Framing format.
Default: esf

Usage Guidelines See “Configuring Framing on T1 Interfaces” on page 57.

Related Topics admin-state, buildout, cell-scrambling, clock-source, description, encoding, 
encapsulation, inversion, loopback, test

frame-error

Syntax frame-error count;

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name 
event-threshold]

Release Information Statement introduced in BXOS Release 4.0.

Description Threshold for sending frame error events.

Options count—Threshold count for frame error events.
Range: 1 through 100

Usage Guidelines See “Configuring Threshold Values for Link-Fault Management Events on an 
Interface” on page 80.

Related Topics frame-period, frame-period-summary, symbol-period

frame-period

Syntax frame-period count;

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name 
event-threshold]

Release Information Statement introduced in BXOS Release 4.0.

Description Threshold for sending frame period error events.

Options count—Threshold count for frame period error events.
Range: 1 through 100

Usage Guidelines See “Configuring Threshold Values for Link-Fault Management Events on an 
Interface” on page 80.

Related Topics frame-error, frame-period-summary, symbol-period

frame-period-summary

Syntax frame-period-summary count;
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Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name 
event-threshold]

Release Information Statement introduced in BXOS Release 4.0.

Description Threshold for sending frame period summary error events.

Options count—Threshold count for frame period summary error events.
Range: 1 through 100

Usage Guidelines See “Configuring Threshold Values for Link-Fault Management Events on an 
Interface” on page 80.

Related Topics frame-error, frame-period, symbol-period

frame-size

Syntax frame-size cells;

Hierarchy Level [edit interface im-interface-name ima-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the number of ATM cells in an IMA frame that is agreed upon between the 
near and far end interfaces when the IMA group is initialized. IMA frames are 
numbered sequentially, and each contains an IMA Control Protocol (ICP) cell within 
the frame at a position specified by the offset value. 

Options frame-size—Number of ATM cells in an IMA frame.
Range: 32, 64, 128, or 256 cells
Default: 128 cells

Usage Guidelines See “Configuring the IMA Frame” on page 125.

Related Topics clock-mode, differential-delay, ima-group, minimum-active-links, symmetry, test, version

fragment-threshold

Syntax fragment-threshold bytes;

Hierarchy Level [edit interface ml-interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the fragmentation threshold to set a maximum size for packet payloads 
transmitted across the individual links within the multilink circuit. Packets that 
exceed the threshold are split into smaller fragments and reassembled at the other 
end. The threshold value affects the payload only; it does not affect the MLPPP 
header. Do not include both the fragment-threshold statement and the 
short-sequence statement in the configuration.

On MLPPP interfaces, if the number of MTU links in the bundle is less than the 
bundle MTU plus encapsulation overhead, then fragmentation is automatically 
enabled.
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Options bytes—Maximum size, in bytes, for multilink packet fragments. Any nonzero value 
can be a multiple of 64 bytes.
Range: 128 through 1500 bytes
Default: 0 bytes (no fragmentation)

Usage Guidelines See “Configuring the Fragment Threshold” on page 105.

Related Topics minimum-links, mrru, short-sequence

group

Syntax group ima-group-identifier;

Hierarchy Level [edit interface im-interface-name ima-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure an IMA group on the ATM interface.
Range: 1 through 255
Default: None

Usage Guidelines See “Configuring the IMA Group and Minimum Active Links” on page 126.

Related Topics clock-mode, differential-delay, frame-size, minimum-active-links, symmetry, test, 
version

hold-interval

Syntax hold-interval minutes;

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name continuity-check]

Release Information Statement introduced in BXOS Release 4.0.

Description The time to wait before flushing the maintenance endpoint (MEP) database, if no 
updates occur.

Options minutes—Minutes to wait.
Range: 1 through 10 minutes
Default: 10 minutes

Usage Guidelines See “Configuring the Continuity Check Hold Interval” on page 87.

Related Topics interval, pdu-interval

interface

interface (general)

interface (Ethernet OAM)

interface (Ethernet CFM)
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interface (disable mac learning)

interface (general)

Syntax interface interface-name {...}

Hierarchy Level [edit interface]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure properties on the specified interface.

Options interface-name—Name of the interface.

Usage Guidelines See “Setting General Interface Properties” on page 46.

interface (Ethernet OAM)

Syntax interface interface-name {
action (alarm | snmptrap | syslog);
admin-state enable;
link-discovery (active | passive);
pdu-interval milliseconds;
pdu-threshold threshold-value;
auto-discovery (enable | disable);
event-threshold {

frame-error count;
frame-period count;
frame-period-summary count;
symbol-period count;

}
negotiation-options {

allow-remote-loopback (enable | disable);
no-allow-link-events (enable | disable);

}
}

Hierarchy Level [edit protocols oam-ethernet link-fault-management]

Release Information Statement introduced in BXOS Release 4.0.

Description For Ethernet interfaces, configure IEEE 802.3ah OAM support.

Options interface-name—Interface to be enabled for IEEE 802.3ah link fault management 
OAM support.
Range: 1 through 3 interfaces can be tracked.

The remaining statements are described separately.

Usage Guidelines See “Enabling 802.3ah OAM Support” on page 78.

interface (Ethernet CFM)

Syntax interface interface-name;
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Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id]

Release Information Statement introduced in BXOS Release 4.0.

Description For Ethernet interfaces, configure IEEE 802.1ag Operation, Administration, and 
Management (OAM) support.

Options interface-name—Interface to which the MEP is attached. It could be a physical 
interface or logical interface.

Usage Guidelines See “Configuring the Maintenance Endpoint Interface” on page 89.

Related Topics action (Ethernet OAM), auto-discovery, direction, rmep-id, symbol-period

interface-switch

Syntax interface-switch cross-connection-name vcc interface-name1 interface-name2;

Hierarchy Level [edit connection]

Release Information Statement introduced in BXOS Release 3.0.

Description Create the ATM cross-connection between two configured ATM interfaces.

Options cross-connection-name—Name of the ATM cross-connection.

interface-name1—Name of the ATM interface.

interface-name2—Name of the ATM interface.

Usage Guidelines See “Configuring ATM Cross-Connections” on page 122.

interface (VRRP)

Syntax interface interface-name;

Hierarchy Level [edit interface [interface-name]]

Release Information Statement introduced in BXOS Release 4.1.

Description Interface name to track in VRRP group.

Options NA

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, no-accept-data. no-preempt, preempt, preempt 
hold-time, priority, priority-cost, priority-hold-time, track, vrrp-group, virtual-address

interval

Syntax interval (3.3ms | 10ms | 100ms | 1s | 10s | 1m | 10m);
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Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name continuity-check]

Release Information Statement introduced in BXOS Release 4.0.

Description The time between continuity check messages.

Options 3.3ms—3.3 milliseconds.

10ms—10 milliseconds.

100ms—100 milliseconds.

10m—10 minutes.

10s—10 seconds.

1m—1 minute.

1s—1 second.

Usage Guidelines See “Configuring the Continuity Check Interval” on page 88.

Related Topics hold-interval, pdu-interval

inversion

inversion (E1 Interface)
inversion (E1 Interface)

inversion (T1 Interface)

Syntax inversion (enable | disable);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure data inversion on the interface. Data inversion causes all data bits in the 
data stream to be transmitted inverted; that is, 0s are transmitted as 1s and 1s as 
0s. Data inversion is normally used only in AMI mode to guarantee 1s density in the 
transmitted stream.

Options enable—Enable data inversion to invert the data bits in the data stream.
Default: Disable

Usage Guidelines See “Configuring Data Inversion on E1 Interfaces” on page 65.

Related Topics admin-state, buildout, cell-scrambling, clock-source, description, encapsulation, 
encoding, framing, loopback, test
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inversion (T1 Interface)

Syntax inversion (enable | disable);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Enable or disable data inversion on the T1 interface. Enabling causes all data bits in 
the data stream to be transmitted inverted; that is, zeroes are transmitted as ones 
and ones as zeroes. Data inversion is normally used only in AMI mode to guarantee 
ones density in the transmitted stream.

Options enable—Enable data inversion to invert the data bits in the data stream.
Default: Disable

Usage Guidelines See “Configuring Data Inversion on T1 Interfaces” on page 57.

Related Topics admin-state, buildout, cell-scrambling, clock-source, description, encapsulation, 
encoding, framing, loopback, test

ima-group

Syntax ima-group ima-group-name;

Hierarchy Level [edit interface interface-name ima-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure an IMA group on the ATM interface.

Usage Guidelines See “Managing IMA Events” on page 127.

Related Topics lif-entry, lif-exit, link, lods-entry, lods-exit, rfi-entry, rfi-exit

ima-options

Syntax ima-options {
ima-group group-name;
lif-entry lif-entry-value;
lif-exit lif-exit-value;
link value;
lods-entry lods-entry-value;
lods-exit lods-exit-value;
rfi-entry rfi-entry-value;
rfi-exit lif-exit-value;

}

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.
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Description Configure IMA options such as an IMA group, loss of IMA frame (LIF), link out of 
delay synchronization (LODS), remote failure indicator (RFI) entities, and number 
of ATM links for inverse multiplexing, on the ATM interface.

Usage Guidelines See “Managing IMA Events” on page 127.

keepalive

Syntax keepalive seconds;

Hierarchy Level [edit interface interface-name encapsulation ppp unit logical-unit-number ppp-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the keepalive message interval, in milliseconds, between the gateway 
and the remote peer when the gateway is configured to negotiate an IP address 
with the remote peer.

Options seconds—Keepalive message interval between the PPP interface and the remote 
peer.
Range: 1 through 32,767 seconds
Default: 10 seconds

Usage Guidelines See “Configuring Keepalive Messages” on page 101.

Related Topics encapsulation, family, lcp-restart-timer, mru, mtu, ncp-restart-timer

lcp-restart-timer

Syntax lcp-restart-timer seconds;

Hierarchy Level [edit interface interface-name encapsulation ppp unit logical-unit-number ppp-options]

Release Information Statement introduced in BXOS Release 3.0.

Description For interfaces with PPP encapsulation, configure a restart timer for the Link Control 
Protocol (LCP) component of a PPP session. 

Options seconds—The time, in milliseconds, between successive LCP configuration 
requests.
Range: 2 through 10 seconds
Default: 3 seconds

Usage Guidelines See “Configuring PPP Restart Timers” on page 101.

Related Topics encapsulation, family, keepalive, mru, mtu, ncp-restart-timer

level

Syntax level level-id;
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Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name]

Release Information Statement introduced in BXOS Release 4.0.

Description A level configured for the the maintenance domain.

Options number—A level of the maintenance domain to which the CFM message belongs.
Range: 0 through 7
Default: 0

Usage Guidelines See “Configuring the Maintenance Domain Level” on page 86.

lif-entry

Syntax lif-entry milliseconds;

Hierarchy Level [edit interface interface-name encapsulation atm ima-options]

Description Configure the loss of IMA frame entry time, in milliseconds, after which the LIF 
alarm is declared.

Options milliseconds—The alarm entry time.
Range: 2000, 2500, or 3000 milliseconds
Default: 2500 milliseconds

Usage Guidelines See “Managing IMA Events” on page 127.

Related Topics ima-group, lif-exit, link, lods-entry, lods-exit, rfi-entry, rfi-exit

lif-exit

Syntax lif-exit lif-exit-value;

Hierarchy Level [edit interface interface-name encapsulation atm ima-options]

Description Configure the loss of IMA frame exit time, in milliseconds, after which the LIF alarm 
is cleared.

Options milliseconds—The alarm exit time.
Range: 9500, 10,000, or 10,500 milliseconds
Default: 10,000 milliseconds

Usage Guidelines See “Managing IMA Events” on page 127.

Related Topics ima-group, lif-entry, link, lods-entry, lods-exit, rfi-entry, rfi-exit

link

Syntax link link-number;

Hierarchy Level [edit interface interface-name ima-options]
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Description Specify the number of ATM links for inverse multiplexing.

Options link-number—Number of ATM links for inverse multiplexing.

Usage Guidelines See “Managing IMA Events” on page 127.

Related Topics ima-group, lif-entry, lif-exit, lods-entry, lods-exit, rfi-entry, rfi-exit

linktrace

Syntax linktrace {
age (30m | 10m | 1m | 30s | 10s);
path-database-size path-database-size;

}

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure connectivity fault management linktrace parameters.

Usage Guidelines See “CFM Overview” on page 84.

link-fault-management

Syntax link-fault-management {
interface interface-name {

action (alarm | snmptrap | syslog);
admin-state enable;
link-discovery (active | passive);
pdu-interval milliseconds;
pdu-threshold threshold-value;
auto-discovery (enable | disable);
event-threshold {

frame-error count;
frame-period count;
frame-period-summary count;
symbol-period count;

}
negotiation-options {

allow-remote-loopback (enable | disable);
no-allow-link-events (enable | disable);

}
}

}

Hierarchy Level [edit protocols oam-ethernet]

Release Information Statement introduced in BXOS Release 4.0.

Description For Ethernet interfaces, configure IEEE 802.3ah OAM support.

The remaining statements are explained separately.
linktrace



Chapter 7: Summary of Interface Configuration Statements
Usage Guidelines See “Configuring IEEE 802.3ah OAM Link-Fault Management” on page 76.

link-discovery

Syntax link-discovery (active | passive);

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description For Ethernet interfaces, specify the discovery mode used for IEEE 802.3ah OAM 
support. The discovery process is triggered automatically when OAM 802.3ah 
functionality is enabled on an Ethernet port. Link monitoring is done when the 
interface sends periodic OAM PDUs.

Options active—Active mode during which the interface discovers and monitors the peer on 
the link if the peer also supports IEEE 802.3ah OAM functionality.

passive—Passive mode during which the peer initiates the discovery process. Once 
the discovery process is initiated, both sides participate in discovery.

Usage Guidelines See “Configuring Link Discovery” on page 78.

link-mode

Syntax link-mode (full | half);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure link mode for the Ethernet interface.

Options full—Connection is full duplex.

half—Connection is half duplex.

Usage Guidelines See “Configuring the Interface Mode and Link Characteristics” on page 47.

Related Topics admin-state, auto-negotiation, classifier, family, flow-control, loopback, 
management-interface, mtu, source-filtering, speed 

lods-entry

Syntax lods-entry milliseconds;

Hierarchy Level [edit interface interface-name encapsulation atm ima-options]

Description Configure the number of consecutive Link Out of Delay Synchronization (LODS) 
events that should trigger the LODS anomaly.
link-discovery 185



BXOS 4.2R2 Configuration Guide

186
Options milliseconds—Configure the number of consecutive LODS events that should trigger 
the LODS anomaly.
Range: 2000, 2500, or 3000 milliseconds
Default: 2500 milliseconds

Usage Guidelines See “Managing IMA Events” on page 127.

Related Topics ima-group, lif-entry, lif-exit, link, lods-exit, rfi-entry, rfi-exit

lods-exit

Syntax lods-exit milliseconds;

Hierarchy Level [edit interface interface-name encapsulation atm ima-options]

Description Specify the threshold for the LODS anomaly. The LODS is a link event that indicates 
that the link is not synchronized with the other links within the IMA group. 

Options milliseconds—Number of consecutive LODS events.
Range: 9500, 10,000, or 10,500 milliseconds
Default: 10,000 milliseconds

Usage Guidelines See “Managing IMA Events” on page 127.

Related Topics ima-group, lif-entry, lif-exit, link, lods-entry, rfi-entry, rfi-exit

loopback

loopback (E1 or T1 Interface)

loopback (Ethernet Interface)

loopback (E1 or T1 Interface)

Syntax loopback (local | remote | none);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the type of loopback mode on the E1 or T1 interface.

Options local—The E1 or T1 interface can transmit packets to the channel service unit 
(CSU), but receives its own transmission back again and ignores data from the CSU.

remote—The packets sent from the CSU are received by the E1 or T1 interface, 
forwarded if there is a valid route, and immediately retransmitted to the CSU.

Usage Guidelines See “Configuring E1 Loopback Capability” on page 65 and “Configuring T1 
Loopback Capability” on page 57.

Related Topics admin-state, buildout, cell-scrambling, clock-source, description, encoding, 
encapsulation, framing, inversion, test
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loopback (Ethernet Interface)

Syntax loopback (enable | disable);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure a loopback connection. To turn off the loopback capability, remove the 
loopback statement from the configuration. By default, loopback mode is disabled.

Options enable—Enable the loopback connection.

disable—Disable the loopback connection.

Usage Guidelines See “Configuring the Loopback Capability on an Ethernet Interface” on page 69.

Related Topics auto-negotiation, loopback, management-interface, mtu, source-filtering, speed, 
vlan-tagging

loss-threshold

Syntax loss-threshold number;

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name continuity-check]

Release Information Statement introduced in BXOS Release 4.0.

Description The number of continuity check messages that can be lost before marking the 
remote MEP as down.

Options number—Specify how many continuity check messages can be lost before the 
remote MEP is considered down.
Range: 3 through 100
Default: 3

Usage Guidelines See “Configuring the Continuity Check Loss Threshold” on page 88.

Related Topics hold-interval, interval

maintenance-association

Syntax maintenance-association ma-name {
continuity-check {

hold-interval minutes;
interval (3.3ms | 10ms | 100ms | 1s | 10s | 1m | 10m);
loss-threshold number;

}
mep mep-id {

action (alarm | snmptrap | syslog);
auto-discovery (enable | disable);
continuity-check (enable | disable);
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direction (up | down);
interface interface-name;
priority number;
rmep-id rmep-id remote-mep rmep-mac;

}
}

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the name of the maintenance association (MA) in IEEE-compliant format.

Options ma-name—The name of the MA within the maintenance domain. 

The remaining statements are explained separately.

Usage Guidelines See “Creating the Maintenance Association” on page 87.

maintenance-domain

Syntax maintenance-domain domain-name {
level level-id;
maintenance-association ma-name {

continuity-check {
hold-interval minutes;
interval (3.3ms | 10ms | 100ms | 1s | 10s | 1m | 10m);
loss-threshold number;

}
mep mep-id {

action (alarm | snmptrap | syslog);
auto-discovery (enable | disable);
continuity-check (enable | disable);
direction (up | down);
interface interface-name;
priority number;
rmep-id rmep-id remote-mep rmep-mac;

}
}

}

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the name of the Maintenance domain in IEEE-compliant format.

Options domain-name—The name for the maintenance domain (MD).

The remaining statements are explained separately.

Usage Guidelines See “Creating the Maintenance Domain” on page 86.
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management-interface

Syntax management-interface;

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the Ethernet data interface as the management interface.

Usage Guidelines See “Configuring an Ethernet Data Interface as a Management Interface” on 
page 69.

Related Topics auto-negotiation, flow-control, loopback, mtu, source-filtering, speed, vlan-tagging

mep

Syntax mep mep-id {
action (alarm | snmptrap | syslog);
auto-discovery (enable | disable);
continuity-check (enable | disable);
direction (up | down);
interface interface-name;
priority number;
rmep-id rmep-id remote-mep rmep-mac;

}

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name]

Release Information Statement introduced in BXOS Release 4.0.

Description The numeric identifier of the maintenance association endpoint (MEP) within the 
maintenance association.

Options mep-id—Specify the numeric identifier of the MEP.
Range: 1 through 8191
Default: None

The remaining statements are explained separately.

Usage Guidelines See “Creating a Maintenance Association Endpoint” on page 88.

minimum-active-links

Syntax minimum-active-links value;

Hierarchy Level [edit interface im-interface-name ima-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the minimum number of active links for inverse multiplexing.
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Options link—Minimum number of active links for inverse multiplexing.
Range: 1 through 8
Default: 1

Usage Guidelines See “Configuring the IMA Group and Minimum Active Links” on page 126.

Related Topics clock-mode, differential-delay, frame-size, ima-group, symmetry, test, version

minimum-links

Syntax minimum-links number;

Hierarchy Level [edit interface ml-interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the minimum number of links that should be active in an MLPPP bundle 
for the MLPPP interface to be active.

Options number—Minimum number of links.
Range: 1 through 8
Default: 1

Usage Guidelines See “Configuring the Minimum Member Links in an MLPPP bundle” on page 105.

Related Topics fragment-threshold, mrru, short-sequence

mode

Syntax mode (full-duplex | half-duplex);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the transmission mode of the Ethernet interface as full duplex or half 
duplex. 

Options full-duplex—The Ethernet link can transmit and receive data simultaneously.

half-duplex—The Ethernet link can only transmit or receive data at any time.

Usage Guidelines See “Configuring the Interface Mode and Link Characteristics” on page 49.

mrru

Syntax mrru bytes;

Hierarchy Level [edit interface ml-interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.
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Description Configure the maximum received reconstructed unit (MRRU) value. The MRRU 
indicates to the other end of the link the maximum size of the PPP packet payload 
that the gateway can receive. The gateway sends the MRRU value during the LCP 
negotiation.

Options mrru-value—The maximum received reconstructed unit value on the interface.
Range: 1500 through 4500 bytes
Default: 1500 bytes

Usage Guidelines See “Configuring the Maximum Received Reconstruction Unit” on page 105.

Related Topics fragment-threshold, minimum-links, short-sequence

mru

Syntax mru bytes;

Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum receive unit (MRU) size of packets on the PPP interface.

Options mru-value—Specify the MRU size of packets on the PPP interface.
Range: 128 through 5012 bytes
Default: 1500 bytes

Usage Guidelines See “Configuring the Maximum Receive Unit Size on an Interface” on page 100.

Related Topics encapsulation, family, keepalive, lcp-restart-timer, mtu, ncp-restart-timer

mtu

mtu (Ethernet Interface)

mtu (GRE)

mtu (PPP Interface)

mtu (Ethernet Interface)

Syntax mtu bytes;

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in the BXOS Release 3.0

Description Configure the maximum transmission unit (MTU) for an Ethernet interface.
mru 191



BXOS 4.2R2 Configuration Guide

192
Options mtu—Specify the MTU setting for Ethernet interfaces, in bytes.
Range: 256 through 1900 bytes for routing mode and 256 through1800 bytes 
for attachment circuit mode 
Default: 1500 bytes

Usage Guidelines See “Configuring Maximum Transmission Unit Size on an Ethernet Interface” on 
page 69.

Related Topics auto-negotiation, flow-control, loopback, management-interface, source-filtering, speed, 
vlan-tagging

mtu (GRE)

Syntax mtu bytes;

Hierarchy Level [edit interface gr-interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify a maximum transmission unit (MTU) setting for the GRE tunnel.

Options mtu-value—Specify the MTU setting for the GRE tunnel.
Range: 64 through 1900 bytes
Default: 1500 bytes

Usage Guidelines See “Specifying the Maximum Transmission Unit for a GRE Tunnel” on page 110.

Related Topics clock-source, destination, dscp-value, family, source-address, ttl

mtu (PPP Interface)

Syntax mtu bytes;

Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum transmit unit size (MTU) of packets on the PPP interface.

Options mtu—Specify the MTU size of packets on the PPP interface.
Range: 128 through 5012 bytes
Default: 1500 bytes

Usage Guidelines See “Configuring the Maximum Transmission Unit Size on an Interface” on 
page 100.

Related Topics encapsulation, family, keepalive, lcp-restart-timer, mru, ncp-restart-timer
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ncp-restart-timer

Syntax ncp-restart-timer seconds;

Hierarchy Level [edit interface interface-name encapsulation ppp unit logical-unit-number ppp-options]

Release Information Statement introduced in BXOS Release 3.0.

Description For interfaces with PPP encapsulation, configure a restart timer for the Network 
Control Protocol (NCP) component of a PPP session.

Options seconds—The time, in milliseconds, between successive NCP configuration 
requests. 
Range: 2 through 10 seconds
Default: 3 seconds

Usage Guidelines See “Configuring PPP Restart Timers” on page 101.

Related Topics encapsulation, family, keepalive, lcp-restart-timer, mru, mtu

negotiation-options

Syntax negotiation-options {
allow-remote-loopback (enable | disable);
no-allow-link-events (enable | disable);

}

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Enable and disable IEEE 802.3ah OAM features for Ethernet interfaces.

The statements are explained separately.

Usage Guidelines See “Enabling Remote Loopback Support” on page 79, “Disabling Remote 
Loopback Support” on page 79, “Enabling Ethernet OAM Link Monitoring” on 
page 80, and “Disabling Ethernet OAM Link Monitoring” on page 80.

no-allow-link-events

Syntax no-allow-link-events (enable | disable);

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name 
negotiation-options]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the sending and receiving of link-event type length values (TLVs) on an 
Ethernet interface.

Options enable—Disable the sending and receiving of link event TLVs.
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disable—Enable the sending and receiving of link event TLVs.

Usage Guidelines See “Enabling Ethernet OAM Link Monitoring” on page 80 and “Disabling Ethernet 
OAM Link Monitoring” on page 80.

Related Topics allow-remote-loopback

no-accept-data

Syntax no-accept-data

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id]

Release Information Statement introduced in BXOS Release 4.1.

Description Do not accept packets destined for virtual IP address.

Options NA

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, interface (VRRP), no-preempt, preempt, preempt 
hold-time, priority, priority-cost, priority-hold-time, track, vrrp-group, virtual-address

no-preempt

Syntax no-preempt

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id]

Release Information Statement introduced in BXOS Release 4.1.

Description Do not allow preemption.

Options NA.

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, interface (VRRP), no-accept-data. preempt, preempt 
hold-time, priority, priority-cost, priority-hold-time, track, vrrp-group, virtual-address

oam-liveness

Syntax oam-liveness {
up-count cells;
down-count cells;

}

Hierarchy Level [edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

Release Information Statement introduced in BXOS Release 3.0.
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Description Modify the OAM liveness cell values on the ATM interface.

Options up-count—Minimum number of consecutive OAM F5 loopback cells received before 
a VC is declared up.
Range: 1 through 255
Default: 5 cells

down-count—Minimum number of consecutive OAM F5 loopback cells lost before a 
VC is declared down.
Range: 1through 255
Default: 5 cells

Usage Guidelines See “Configuring the OAM F4 or F5 Loopback Cell Count Thresholds” on page 133.

Related Topics ais-rdi alarmcleartimeout, ais-rdi alarmdowncount, cc, e2e-endpoint, seg-endpoint

oam-period

Syntax oam-period (seconds | disable);

Hierarchy Level [edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

Release Information Statement introduced in BXOS Release 3.0.

Description Interval at which OAM F5 loopback cells are transmitted. By default, no OAM F5 
loopback cells are sent. 

Options seconds—Specify the period statement, in seconds, to send OAM F5 loopback cells 
on a virtual circuit.
Range: 1 through 900 seconds
Default: Disable

disable—Disable the OAM loopback cell transmit feature.

Usage Guidelines See “Configuring the OAM F4 or F5 Loopback Cell Period” on page 134.

Related Topics ais-rdi alarmcleartimeout, ais-rdi alarmdowncount, cc, e2e-endpoint, oam-liveness, 
seg-endpoint

path-database-size

Syntax path-database-size path-database-size;

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management linktrace]

Release Information Statement introduced in BXOS Release 4.0.

Description Number of linktrace reply entries to be stored per linktrace request.

Options path-database-size—Database size.
Range: 1 through 255
Default: 10
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Usage Guidelines See “Configuring the Path Database Size” on page 92.

Related Topics frame-error

pdu-interval

Syntax pdu-interval milliseconds;

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description For Ethernet interfaces, specify the periodic OAM PDU sending interval for fault 
detection. Used for IEEE 802.3ah OAM support.

Options milliseconds—OAM PDU sending interval, in milliseconds.
Range: 100 through 1000 milliseconds
Default: 1000 milliseconds

Usage Guidelines See “Configuring the OAM PDU Interval” on page 78.

pdu-threshold

Syntax pdu-threshold threshold-value;

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description For Ethernet interfaces, specify the number of OAM PDUs to miss before an error is 
logged. Used for IEEE 802.3ah OAM support.

Options threshold-value—number of PDUs missed before declaring the peer lost.
Range: 3 through 10 PDUs
Default: 3 PDUs

Usage Guidelines See “Configuring the OAM PDU Threshold” on page 78.

ping-ethernet

Syntax ping-ethernet MAC-address maintenance-domain domain-name 
maintenance-association ma-name mep mep-id (count number | size number | wait 
number);

Hierarchy Level [edit]

Release Information Statement introduced in BXOS Release 4.0.

Description Check the reachability of a remote IEEE 802.1ag OAM maintenance association 
endpoint (MEP) or maintenance association intermediate point (MIP).
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Options MAC-address—Send loopback protocol messages to the MEP with the specified 
Ethernet MAC address. 

maintenance-association ma-name—Send loopback protocol messages to the MEP 
for the specified maintenance association. 

maintenance-domain domain-name—Send loopback protocol messages to the MEP 
for the specified maintenance domain.

mep mep-id—Specify the numeric identifier of the MEP.
Range: 1 through 8191
Default: None

count number—Number of ping requests to send. 
Range: 1 through 65,535
Default: 5

wait seconds—The amount of time, in seconds, to wait to send the next loopback 
message.
Range: 1 through 255 seconds
Default: 1 second 

Usage Guidelines See “Initiating Linktrace Messages on an Ethernet Interface” on page 91.

Related Topics traceroute-ethernet

policy-profile

Syntax policy-profile policy-profile-value;

Hierarchy Level [edit interface interface-name encapsulation atm unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Associate the policy rule with the ATM VC.

Options policy-profile-value—Maximum rate of traffic transmitted or received on an interface.
Range: 0 through 65,535
Default: None

Usage Guidelines See “Configuring the ATM Policy Profile” on page 118.

Related Topics description, family, remap-vpi, shaping-profile, threshold, vpi

port-mode

Syntax port-mode (attachment-circuit | routing);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.
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Description Configure an Ethernet interface to function either as an attachment circuit or as a 
routing interface.

Options attachment-circuit—Configure the Ethernet interface as the attachment circuit.

routing—configure the Ethernet interface as the routing interface.
Default: routing

Usage Guidelines See “Configuring the Ethernet Interface for Port Modes” on page 69.

preempt

Syntax preempt

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id]

Release Information Statement introduced in BXOS Release 4.1.

Description Allow preemption

Options NA.

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, interface (VRRP), no-accept-data. no-preempt, preempt 
hold-time, priority, priority-cost, priority-hold-time, track, vrrp-group, virtual-address 

preempt hold-time

Syntax preempt hold-time

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id]

Release Information Statement introduced in BXOS Release 4.1.

Description Set preemption hold time 

Options Range: 1 to 255, Default: 0.

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, interface (VRRP), no-accept-data. no-preempt, preempt, 
priority, priority-cost, priority-hold-time, track, vrrp-group, virtual-address

priority

Syntax priority number;
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Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify the IEEE 802.1 priority bits which are used by continuity check and link 
trace messages.

Options number—Number of priority bits.
Range: 0 through 7
Default: None

Usage Guidelines See “Configuring the Maintenance Endpoint Priority” on page 89.

Related Topics action (Ethernet OAM), auto-discovery, continuity-check, direction, interface (Ethernet 
CFM), rmep-id

priority (vrrp)

Syntax priority [priority-value]

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id]

Release Information Statement introduced in BXOS Release 4.1R2.

Description Configure a VRRP router’s priority for becoming the master default router. The 
router with the highest priority becomes the master.

Options priority-value—Router’s priority for being elected to be the master router in the 
VRRP group. A larger value indiactes a higher priority for being elected.

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, interface (VRRP), no-accept-data. no-preempt, preempt, 
preempt hold-time, priority-cost, priority-hold-time, track, vrrp-group, virtual-address

priority-cost

Syntax priority-cost [priority-cost-value]

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id 
interface-track]

Release Information Statement introduced in BXOS Release 4.1R2.

Description Configure a VRRP router’s priority cost for becoming the master default router. the 
router with the highest priority within the group becomes the master.

Options priority-cost-value—The value subtracted from the configured VRRP priority when 
the tracked interface is down, forcing a new master router election. The sum of all 
the costs for all interfaces that are tracked must be less than or equal to the 
configured priority of the VRRP group.

Range: 1 to 254; Default: None
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Usage Guidelines See“Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, interface (VRRP), no-accept-data. no-preempt, preempt, 
preempt hold-time, priority, priority-hold-time, track, vrrp-group, virtual-address

priority-hold-time

Syntax priority-hold-time [hold-time-value]

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id 
interface-track]

Release Information Statement introduced in BXOS Release 4.1.

Description Configure a VRRP router’s priority-hold-time to define the minimum length of time 
that must elapse between dynamic priority changes. If the dynamic priority 
changes because of interface tracking event, the priority hold time begins. If 
another interface tracking event or user configuration change occurs while the 
timer is running, the new dynamic priority update is postponed until the timer 
expires.

Options hold-time-value—The minimum length of time that must elapse between dynamic 
priority changes.

Default: 0

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, interface (VRRP), no-accept-data. no-preempt, preempt, 
preempt hold-time, priority, priority-cost, track, vrrp-group, virtual-address

remap-vpi

Syntax remap-vpi remap-vpi-value remap-vci remap-vci-value;

Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the swap value with the incoming ATM cell VPI value.

Options remap-vpi-value—Specify the swap value with the incoming ATM cell VPI value.
Range: 1 through 255
Default: None

remap-vci-value—Specify the swap value with the incoming ATM cell VCI value.
Range: 0 through 65,535
Default: None

Usage Guidelines See “Configuring Virtual Connections on ATM Interface” on page 119.

Related Topics description, family, policy-profile, shaping-profile, threshold, vpi
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remote-loopback

Syntax remote-loopback (enable | disable);

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description For Ethernet interfaces, set the remote data terminal equipment (DTE) into 
loopback mode. Used for IEEE 802.3ah OAM support.

Options enable—Set the remote DTE in loopback mode.

disable—Remove the DTE from loopback mode.

Usage Guidelines See “Configuring Remote Loopback” on page 79.

rmep-id

Syntax rmep-id rmep-id remote-mep rmep-mac;

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association ma-name mep mep-id]

Release Information Statement introduced in BXOS Release 4.0.

Description The numeric identifier of the remote maintenance association endpoint (MEP) 
within the maintenance association.

Options MAC-address—MAC address of the remote maintenance association endpoint 
address.

rmep-id—Specify the numeric identifier of the MEP.
Range: 1 through 8191
Default: None

Usage Guidelines See “Configuring a Remote Maintenance Endpoint” on page 90.

Related Topics action (Ethernet OAM), auto-discovery, direction, symbol-period 

rfi-entry

Syntax rfi-entry milliseconds;

Hierarchy Level [edit interface interface-name encapsulation atm ima-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the number of consecutive remote failure indicator (RFI) cells that should 
set an alarm for the IMA group.
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Options milliseconds—Number of consecutive remote failure indicator cells.
Range: 2000, 2500, or 3000 milliseconds
Default: 2500 milliseconds

Usage Guidelines See “Managing IMA Events” on page 127.

Related Topics ima-group, lif-entry, lif-exit, link, lods-entry, lods-exit, rfi-exit

rfi-exit

Syntax rfi-exit milliseconds;

Hierarchy Level [edit interface interface-name encapsulation atm ima-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the threshold value for the RFI alarm to be cleared.

Options milliseconds—Number of consecutive remote failure indicator cells.
Range: 9500, 10,000, or 10,500 milliseconds
Default: 10,000 milliseconds

Usage Guidelines See “Managing IMA Events” on page 127.

Related Topics ima-group, lif-entry, lif-exit, link, lods-entry, lods-exit, rfi-entry

seg-endpoint

Syntax seg-endpoint (enable | disable);

Hierarchy Level [edit interface interface-name encapsulation atm unit logical-unit-number oam],
[edit interface im-interface-name unit logical-unit-number oam]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the end of an ATM connection segment.

Options enable—Enable the end of the ATM connection segment.

disable—Disable the end of a connection segment.

Usage Guidelines See “Enabling the End-to-End Point of an ATM Connection” on page 133.

Related Topics ais-rdi alarmcleartimeout, ais-rdi alarmdowncount, cc, e2e-endpoint, oam-liveness

shaping-profile

Syntax shaping-profile shaping-profile-value;

Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.
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Description Configure the traffic shaping profile.

Options shaping-profile-value—Shaping profile parameter.
Range: 0 through 65,535
Default: None

Usage Guidelines See “Configuring the ATM Shaping Profile” on page 119.

Related Topics description, family, policy-profile, remap-vpi, threshold, vpi

short-sequence

Syntax short-sequence;

Hierarchy Level [edit interface ml-interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the gateway to use the short sequence number (12 bits) in the MLPPP 
header.

Usage Guidelines See “Configuring Short Sequencing” on page 105.

Related Topics fragment-threshold, minimum-links, mrru

source-address

Syntax source-address source-ip-address;

Hierarchy Level [edit interface gr-interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the source address of the tunnel.

Options source-ip-address—Specify the IP address of the source of the GRE tunnel.

Usage Guidelines See “Configuring the Source IP Address of a GRE Tunnel” on page 110.

Related Topics clock-source, destination, dscp-value, family, mtu, ttl

source-filtering

Syntax source-filtering (enable | disable);
source-filtering {

set source-address-filter MAC-address;
}

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.
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Description Configure source address filtering on an Ethernet interface to block or allow the 
incoming packets to the interface. 

Configure the interface to receive packets from specific MAC addresses.

Options enable—Enable the source address filtering, which blocks all incoming packets to 
an interface. 
Default: Disable

MAC-address—MAC address of the peer device to receive data.

Usage Guidelines See “Enabling Source Address Filtering” on page 70 and “Configuring Source MAC 
Address Filtering” on page 70.

Related Topics auto-negotiation, flow-control, loopback, management-interface, mtu, speed, 
vlan-tagging, classifier

speed

Syntax speed (10 | 100 | 1000);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the speed of the Ethernet ports, in Mbps.

Options speed—Configure the speed of the Ethernet ports as 10, 100, or 1000 Mbps.

Usage Guidelines See “Configuring the Interface Speed” on page 47.

Related Topics auto-negotiation, flow-control, loopback, management-interface, mtu, source-filtering, 
vlan-tagging

symbol-period

Syntax symbol-period count;

Hierarchy Level [edit protocols oam-ethernet link-fault-management interface interface-name 
event-threshold]

Release Information Statement introduced in BXOS Release 4.0.

Description Threshold for sending symbol period events.

Options count—Threshold count for symbol period events.
Range: 1 through 100

Usage Guidelines See “Configuring Threshold Values for Link-Fault Management Events on an 
Interface” on page 80.

Related Topics frame-error, frame-period, frame-period-summary
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symmetry

Syntax symmetry (sym-op-sym-conf | sym-conf-asym-op | asym-op-asym-conf);

Hierarchy Level [edit interface im-interface-name ima-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Set symmetry mode for an IMA group on the ATM interface.

Options sym-op-sym-conf—Symmetrical operation mode where the IMA group is only 
required to carry ATM layer cells on physical links on which the IMA links in both 
the transmit and receive directions are active.

sym-conf-asym-op—Symmetrical configuration where the IMA unit is required to 
configure an IMA link in each direction of the physical links configured to be used 
by the IMA unit.

asym-op-asym-conf—Asymmetrical operation mode where the IMA group is allowed 
to carry ATM traffic over physical links on which the IMA links in the both transmit 
and receive directions are not active at the same time.

Usage Guidelines See “Setting Symmetry Mode for an IMA Group” on page 126.

Related Topics clock-mode, differential-delay, frame-size, ima-group, minimum-active-links, test, 
version

test

Syntax test interface-name pattern number;

Hierarchy Level [edit interface im-interface-name ima-options]

Release Information Statement introduced in BXOS Release 3.0.

Description Test whether an IMA group is communicating with its peer IMA group. A test 
pattern is sent through any of the member physical links to the peer group.

Options interface-name—Specify the interface name of the member physical link. The 
interface can be T1 or E1.

number—Test pattern number
Range: 0 through 255
Default: 255

Usage Guidelines See “Testing an IMA Group on an ATM Interface” on page 126.

Related Topics clock-mode, differential-delay, frame-size, ima-group, minimum-active-links, 
symmetry, version

threshold

Syntax threshold value;
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Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the limit by which the network discards the cells with cell loss priority 
value of 1 when the output queues reach a configured threshold value.

Options value—Specify the ATM threshold value.
Range: 0 through 65,535
Default: 1

Usage Guidelines See “Configuring the ATM Threshold” on page 119.

Related Topics description, family, policy-profile, remap-vpi, shaping-profile, vpi

timeslots

Syntax timeslots number;

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the number of time slots allocated to the T1 or E1 interface.

Options number—Specify the number of time slots allocated to the T1 interface.
Range: 1 through 24
Default: 1 through 24

number—Specify the number of time slots allocated to the E1 interface.
Range: 1 through 32
Default: 2 through 16 and 18 through 32

Usage Guidelines See “Configuring Time Slots on T1 Interfaces” on page 58 and “Configuring Time 
Slots on E1 Interfaces” on page 65.

Related Topics admin-state, buildout, cell-srambling, clock-source, description, encapsulation, 
encoding, framing, inversion, loopback

traceroute-ethernet

Syntax traceroute-ethernet MAC-address maintenance-domain domain-name 
maintenance-association ma-name mep mep-id (ttl number | wait number);

Hierarchy Level [edit]

Release Information Statement introduced in BXOS Release 4.0.

Description Triggers the linktrace protocol to trace the route between two maintenance points. 
The result of the traceroute protocol is stored in the path database. 

Options MAC-address—Destination unicast MAC address of the remote maintenance point. 
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maintenance-association ma-name—Send linktrace protocol messages to the MEP 
for the specified maintenance association. 

maintenance-domain domain-name—Send linktrace protocol messages to the MEP 
for the specified maintenance domain.

mep mep-id—Specify the numeric identifier of the MEP.
Range: 1 through 8191
Default: None

ttl number—Number of hops to use in the linktrace request. 
Range: 1 through 255 hops
Default: 64 hops

wait seconds—The amount of time, in seconds, to wait to send the next loopback 
message.
Range: 1 through 255 seconds
Default: 1 second

Usage Guidelines See “Initiating Linktrace Messages on an Ethernet Interface” on page 91.

Related Topics ping-ethernet

track

Syntax track

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id]

Release Information Statement introduced in BXOS Release 4.1.

Description Enable interface tracking for a VRRP group.

Options NA

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, interface (VRRP), no-accept-data. no-preempt, preempt, 
preempt hold-time, priority, priority-cost, priority-hold-time, vrrp-group, virtual-address

ttl

Syntax ttl hop-counts;

Hierarchy Level [edit interface gr-interface-name unit logical-unit-number tunnel]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the time-to-live (TTL) period of packets in the GRE tunnel.

Options seconds—Specify the TTL value of packets.
Range: 1 through 255 hop-counts
Default: 64 hop-counts
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Usage Guidelines See “Configuring the Source IP Address of a GRE Tunnel” on page 110.

Related Topics clock-source, destination, dscp-value, family, mtu, source-address

unit

Syntax unit logical-unit-number;

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Assign a logical unit to a T1, E1, or Ethernet interface. 

Options logical-unit-number—Assign a logical unit to a T1, E1, or Ethernet interface to 
configure its properties.
Range: 0 through 16,384

Usage Guidelines See “Configuring Logical Interfaces” on page 95.

Related Topics interface (general)

user-priority

Syntax user-priority value;

Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Prioritize the data coming out of the Ethernet interface.

Options value—EXP bit value assigned to packets.
Range: 0 through 7
Default: None

Usage Guidelines See “Configuring VLAN on an Interface” on page 97.

vci

Syntax vci vci-value;

Hierarchy Level [edit interface interface-name encapsulation atm unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the range of virtual circuit identifier (VCI) values for the ATM interface.
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Options vci-value—Range of VCI values.
Range: 1 through 65,535
Default: None

Usage Guidelines See “Configuring Virtual Connections on ATM Interface” on page 119.

Related Topics description, family, remap-vpi, shaping-profile, threshold, vpi

version

Syntax version ima-version;

Hierarchy Level [edit interface im-interface-name ima-options] 

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the IMA group version on the ATM interface.

Options ima-version—IMA group version: 1.0 or 1.1.

Usage Guidelines See “Specifying the IMA Group Version” on page 127.

Related Topics clock-mode, differential-delay, frame-size, ima-group, minimum-active-links, symmetry, 
test

vlan-id

Syntax vlan-id vlan-id;

Hierarchy Level [edit interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description For Ethernet interfaces, enable the reception and transmission of 802.1Q 
VLAN-tagged frames on the interface. This enables channelizing an Ethernet 
interface into multiple logical interfaces and assigning different properties to each 
logical interface.

Options vlan-id—Assign VLAN ID to the logical interface.
Range: 1 through 4,094
Default: None

Usage Guidelines See “Configuring VLAN on an Interface” on page 97.

vlan-tagging

Syntax vlan-tagging (enable | disable);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.
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Description For Ethernet interfaces, enable the reception and transmission of 802.1Q 
VLAN-tagged frames on the interface. This enables channelizing an Ethernet 
interface into multiple logical interfaces and assigning different properties to each 
logical interface.

Options enable—Enable the reception and transmission of 802.1Q VLAN-tagged frames on 
the Ethernet interfaces.
Default: Disable

Usage Guidelines See “Configuring VLAN on an Interface” on page 97 and “Setting VLAN Tagging on 
an Ethernet interface” on page 70.

Related Topics auto-negotiation, flow-control, loopback, management-interface, mtu, source-filtering, 
speed

vpi

Syntax vpi vpi-value vci vci-value;

Hierarchy Level [edit interface interface-name encapsulation atm unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the range of virtual path identifier (VPI) values for the ATM interface.

Options vpi-value—Range of VPI values.
Range: 1 through 255
Default: None

vci-value—Range of VCI values.
Range: 1 through 655,35
Default: None

Usage Guidelines See “Configuring Virtual Connections on ATM Interface” on page 119.

Related Topics description, family, remap-vpi, shaping-profile, threshold, vci

vrrp-group

Syntax vrrp-group [1-255];

Hierarchy Level [edit interfaces interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 4.1.

Description Specify an identifier for the VRRP group.

Options number - Virtual route identifier
Range: 0 through 255
Default: None

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, interface (VRRP), no-accept-data. no-preempt, preempt, 
vpi
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preempt hold-time, priority, priority-cost, priority-hold-time, track, virtual-address

virtual-address

Syntax virtual-address [ip-address]

Hierarchy Level [edit interfaces interface-name unit logical-unit-number vrrp-group group-id]

Release Information Statement introduced in BXOS Release 4.1.

Description Specify one or more virtual addresses (up to a maximum of 8 virtual addresses).

Options address - Virtual address

Usage Guidelines See “Configuring VRRP” on page 140.

Related Topics accept-data, advertise-interval, interface (VRRP), no-accept-data. no-preempt, preempt, 
preempt hold-time, priority, priority-cost, priority-hold-time, track, vrrp-group, 
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Configuring Layer 2 Switching on page 215

Summary of Layer 2 Switching Configuration Statements on page 223
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Chapter 8

Configuring Layer 2 Switching

On the BX7000, you can configure one or more bridge domains to perform Layer 2 
bridging. A bridge domain is a set of logical ports that share the same flooding or 
broadcast characteristics. Like a virtual LAN (VLAN), a bridge domain spans one or 
more ports of multiple devices. Thus, the BX7000 Gateway can function as a Layer 
2 switch with multiple bridging, or a broadcast domain that participates in the 
same Layer 2 network. Integrated routing and bridging (IRB) provides simultaneous 
support for Layer 2 bridging and Layer 3 routing on the same interface. IRB enables 
you to route packets to another routed interface or to another bridge domain.

To acheive Layer 2 switching, you need to create an IRB interface and configure 
Layer 2 switching functionality on Gigabit Ethernet and VLAN interfaces and then 
associate them with a bridge domain.

The complete configuration is as follows:

interface irb {
    unit [0 - 65535] {
        description [description];       
        family inet address [ip address/prefix];
        admin-state enable;
    }
}    

interface interface name {
    port-mode bridging;
    admin-state enable;
}

interface interface name {
    port-mode bridging;
    vlan-tagging enable;
    unit [0 - 31] {
        set vlan-id [0 - 4094];
        set admin-state enable;
    }
}

bridge-domains {
    global-mac-table-aging-time [10-1000000];
    bridge-domain [bridge-domain-name] {
        domain-type bridge;
        vlan-id [1-4079];
        routing-interface [IRB interface name];
        interface [interface-name1]; 
        interface [interface-name2];

}
up

This chapter describes how you can configure Layer 2 switching on the gateway.
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Configuring an IRB Interface on page 216

Configuring Layer 2 Switching on a Gigabit Ethernet Interface on page 217

Configuring Layer 2 Switching on a VLAN Interface on page 217

Configuring a Bridge Domain on page 218

Configuring the Global MAC Table Aging Time on page 222

Configuring an IRB Interface

The integrated routing and bridging (IRB) interface routes the data from a Layer 2 
switching interface to other Layer 3 interfaces. IRB provides support for Layer 2 
bridging and Layer 3 routing on the same interface. IRB enables you to route 
packets to another routed interface or to another bridge domain that has an IRB 
interface configured.

To create an IRB interface, include the following statements at the edit interface 
hierarchy level:

#edit interface irb
    #edit unit [0-65535];
        #set description [description];
        #set family inet address [ip-address/prefix];
        #set admin-state (enable|disable);
        #up

To delete the IRB interface, use the delete interface [IRB interface name] statement. 
You cannot delete the IRB interface when it is associated with a bridge domain.

To delete the IRB description, include the delete description statement at the [edit 
interface irb] hierarchy level.

#edit interface irb
    #edit unit [0-65535]
        #delete description;
        #up
    #up

To delete the IRB interface IP address, include the delete family inet address 
[ip-address/prefix] statement at the [edit interface irb] hierarchy level.

#edit interface irb
    #edit unit [0-65535]
        #delete family inet address [ip-address/prefix];
        #up
    #up

To clear IRB interface counters, use the clear counters interface [IRB interface name] 
statement.

Displaying IRB Interface Traffic Statistics
# show interface irb.0
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Logical interface :irb.0, Enabled, Interface index:10
        Link-level type: Ethernet, MTU: 1500
        Speed :1000 Mbps,       Interface Operational state is Enabled
        Local address : 11.11.11.9      Prefix length : 24
        Physical Address : 00:00:00:57:00:0c
        Network address : 11.11.11.0
        Description: IRB Interface Unit 0

# show interface irb.0 (detail | extensive)
 
Logical interface :irb.0, Enabled, Interface index:10
        Link-level type: Ethernet, MTU: 1500
        Speed :1000 Mbps,       Interface Operational state is Enabled
        Local address : 11.11.11.9      Prefix length : 24
        Physical Address : 00:00:00:57:00:0c
        Network address : 11.11.11.0
        Description: IRB Interface Unit 0

         Traffic Statistics:
         Input Packets : 0 
         Output Packets: 0          Incoming broadcast packets  : 0        Outgoing 
broadcast packets : 0
         Incoming multicast packets  : 0        Outgoing multicast packets : 0
         Dropped Transmitted packets : 0        Dropped Received packets   : 0

Configuring Layer 2 Switching on a Gigabit Ethernet Interface

To enable Layer 2 switching on a Gigabit Ethernet interface, include the follwoing 
statements at the [edit interface] hierarchy level:

#edit interface [interface-name]
    #set port-mode bridging;
    #set admin-state enable;
#up

NOTE: Once the port mode is set, it cannot be modified or changed to any other 
type of port mode. You must delete the interface and recreate it with the other port 
mode type. 

Configuring Layer 2 Switching on a VLAN Interface

To enable Layer 2 switching on a VLAN interface, include the following statements 
at the [edit interface] hierarchy level: 

#edit interface [interface-name]
    #set vlan-tagging enable;
    #set port-mode bridging;
    #edit unit [0-31]
        #set vlan-id [0-4094];
        #set admin-state enable;
        #up
    #up
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When a Gigabit Ethernet or VLAN interface is associated with a bridge domain, you 
cannot delete the interface without dissociating it from the respective bridge 
domain.

To clear the Layer 2 interface counters, use the clear counters interface 
[interface-name] statement.

Displaying Layer 2 Interface Statistics
#show interface [interface-name] Extensive

Physical interface :ge-1/0/1, Enabled, Physical Link : Down
        Logical interface :,    Interface index:4
        Link-level type: Ethernet, MTU: 1500
        Operational state : Disabled
        Speed :1000 Mbps
        Mode : Full-duplex, Flowcontrol : Disabled
        Vlan Tagging     : Disabled
        Auto negotiation : Enabled , Source filtering : Disabled
        Port mode  : Bridging
        Description :
        Traffic statistics:
        Input Bytes   :                 0
        Output Bytes  :                 0
        Input Packets :                 0
        Output Packets:                 0
        Input errors:
        Errors        : 0       Drops: 0        Framing errors: 0
        Output errors :
        Errors: 0       Drops: 0        Framing errors: 0
        Incoming broadcast packets : 0  Incoming multicast packets:0
        Outgoing broadcast packets : 0  Outgoing multicast packets:0

Configuring a Bridge Domain

A bridge domain must include a set of logical interfaces that participate in Layer 2 
learning and forwarding. To enable a bridge domain, include the following 
statements:

#edit bridge-domains
#edit bridge-domain [bridge-domain-name] 
    #set domain-type bridge;

#set vlan-id [1-4079];
#set interface [interface-name1]...[interface-name32];
#set routing-interface [irb-interface-name];

#up

To include one or more logical interfaces in the bridge domain, specify an interface 
name for an Ethernet interface you configured at the [edit interfaces]  hierarchy 
level: 
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By default, each bridge domain maintains a Layer 2 forwarding database that 
contains MAC addresses learned from packets received on the ports that belong to 
the bridge domain. You can modify Layer 2 forwarding properties, including 
disabling MAC learning for the entire system or a bridge domain, adding static MAC 
addresses for specific logical interfaces, and limiting the number of MAC addresses 
learned by the entire system, the bridge domain, or a logical interface.

To delete all bridge domains, include the delete bridge-domains statement at the 
top hierarchy level.

#delete bridge-domains;

To delete a bridge domain, include the delete bridge-domain [domain-name] 
statement at the [edit bridge-domains] hierarchy level:

#edit bridge domains
#delete bridge-domain [domain-name];

To delete bridge options for a bridge domain, include the following statements:

#edit bridge-domain [bridge domain name] 
#delete bridge-options;

up

To delete bridge options for a bridge domain member, include the following 
statements:

#edit bridge-domain [bridge domain name] 
#edit bridge-options

#delete interface [L2 interface name];
#up

#up

To delete an interface in a bridge domain, include the delete interface statement at 
the [edit bridge-domain] hierarchy level:

#edit bridge-domains
#edit bridge-domain [bridge domain name]

#delete interface [interface name]....[interface name32];

To clear the bridge domains statistics of a bridge domain, use the clear bridge 
statistics [domain-name] statement. 

Displaying Bridge Domain Traffic Statistics
#show bridge statistics [domain-name]
         Bridging Domain : bridge1
         IRB : irb.0    IP Address: 10.0.0.1

         Traffic Statistics:
         Input Packets : 0
         Output Packets: 0
         Incoming broadcast packets  : 0        Outgoing broadcast packets : 0
         Incoming multicast packets  : 0        Outgoing multicast packets : 0
         Dropped Transmitted packets : 0        Dropped Received packets   : 0
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Physical interface :ge-1/0/1, Enabled, Physical Link : Down
        Logical interface :,    Interface index:4
        Link-level type: Ethernet, MTU: 1500
        Operational state : Disabled
        Speed :1000 Mbps
        Mode : Full-duplex, Flowcontrol : Disabled
        Vlan Tagging     : Disabled
        Auto negotiation : Enabled , Source filtering : Disabled
        Interface is Bridging Interface.
        Description :
        Traffic statistics:
        Input Bytes      :  0
        Output Bytes    :  0
        Input Packets    :  0
        Output Packets :  0
        Input errors:
        Errors        : 0       Drops: 0        Framing errors: 0
        Output errors :
        Errors: 0       Drops: 0        Framing errors: 0
        Incoming broadcast packets : 0  Incoming multicast packets:0
        Outgoing broadcast packets : 0  Outgoing multicast packets:0

Physical interface :ge-1/0/2, Enabled, Physical Link : Down
        Logical interface :,    Interface index:5
        Link-level type: Ethernet, MTU: 1500
        ……. …………. ………….. ………
        ……. …………. ………….. ………
        ……. …………. ………….. ………

Displaying the Bridge Domain MAC Table
# show bridge mac-table bd
MAC flags (S -static MAC, D -dynamic MAC)
Bridging Domain : bd,  VLAN : 10
MAC-address             MAC-Flags       Interfaces
 00:10:94:02:06:7a      D               ge-1/0/2.0
 00:10:94:02:06:80      D               ge-1/0/2.0
 00:10:94:02:06:7f       D               ge-1/0/2.0
 00:10:94:02:06:81      D               ge-1/0/2.0

Displaying the Bridge Domain MAC Address Count
# show bridge mac-table bd count 
MAC address learned in bridge domain bd : 4
MAC address count per interface:
        Logical interface       MAC count
        ge-1/0/1.0                0
        ge-1/0/2.0                4
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Disabling MAC Learning 
You can disable MAC learning for a bridge domain or for each memeber interface, 
physical or logical, in the bridge domain. When the MAC learning is disabled on a 
bridged interface, the packets received on that interface do not undergo the MAC 
learning process. The other interfaces on the same bridge domain will continue the 
MAC learning based on the configuration. By default, MAC learning is enabled on 
both the physical and the logical interfaces.

edit bridge-domains
edit bridge-domain [bridge-domain-name] 

set domain-type bridge;
    set interface [interface-name];
    set routing-interface [irb-interface-name];
    edit bridge-options
        set no-mac-learning;
        edit interface [interface name]
            set no-mac-learning;
        up
    up
up

To disable MAC learning for a bridge domain, include the following statements:

edit bridge-domain [bridge-domain-name] 
    set domain-type bridge;
    set interface [interface-name];
    set routing-interface [irb-interface-name];
    edit bridge-options
        set no-mac-learning;
    up

      up

To enable MAC learning for a bridge domain, include the following statements:

edit bridge-domain [bridge-domain-name]
    set domain-type bridge;
    set interface [interface-name];
    set routing-interface [irb-interface-name];
    edit bridge-options

delete no-mac-learning;
    up
up

To disable MAC learning for a specific bridge domain member port, include the 
following statements:

edit bridge-domain [bridge domain name] 
    set domain-type bridge;
    set interface [L2 interface name];
    set routing-interface [IRB interface name];
    edit bridge-options
        edit interface [L2 interface name]
            set no-mac-learning;
        up
    up
up
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To enable MAC learning for a specific bridge domain member port, include the 
following statements:

edit bridge-domain [bridge domain name]; 
    set domain-type bridge;
    set interface [L2 interface name];
    set routing-interface [IRB interface name];
    edit bridge-options;
        edit interface [L2 interface name];
            delete no-mac-learning;
        up
    up
up

To display the status of MAC Learning, use the existing show bridge domain [domain 
name] (detail|extensive) command.

root@BX7000# show bridge domain brid1 extensive 
Bridging Domain : brid1
IRB : irb.0    IP Address: 10.10.10.1
Hardware address: 00:1f:12:80:0c:0b
MAC Learning : Enabled
Interfaces:
ge-1/0/1
    MAC Learning : Disabled
ge-1/0/2
    MAC Learning : Enabled

Configuring the Global MAC Table Aging Time

To configure the global MAC table aging time, include the following statements at 
the [edit bridge-domains] hierarchy level:

#edit bridge-domains
#set global-mac-table-aging-time [10-1000000];

up
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Chapter 9

Summary of Layer 2 Switching 
Configuration Statements

The following descriptions explain each of the Layer 2 switching configuration 
statements. The statements are organized alphabetically.

admin-state [irb]

Syntax set admin-state (enable|disable);

Hierarchy Level [edit interface irb unit [logical-unit-number]]

Release Information Statement introduced in BXOS Release 4.2.

Description Set the administration status for interface routing and bridging.

Options Enable or disable.

Usage Guidelines See “Configuring an IRB Interface” on page 216.

Related Topics bridge domains, bridge options,bridge domain [bridge-domain-name], domain-type 
[bridge], description, global-mac-table-aging-time, interface (bridge domain), interface 
(irb), no-mac-learning (for bridge domain), port-mode, routing-interface, vlan-id

bridge domains

Syntax edit bridge-domains;

Hierarchy Level [edit bridge-domains] 

Release Information Statement introduced in BXOS Release 4.2.

Description Configure a bridge domain.

Usage Guidelines See “Configuring a Bridge Domain” on page 218.

Related Topics admin-state [irb], bridge options, bridge domain [bridge-domain-name], domain-type 
[bridge], description, global-mac-table-aging-time, interface (bridge domain), interface 
(irb), no-mac-learning (for bridge domain), port-mode, routing-interface, vlan-id

bridge domain [bridge-domain-name]

Syntax edit bridge-domain bridge-domain-name;

Hierarchy Level [edit bridge-domains]
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Release Information Statement introduced in BXOS Release 4.2.

Description Configure a domain that includes a set of logical ports that share the same flooding 
or broadcast characteristics to perform Layer 2 bridging.

Options bridge-domain-name—Name of the bridge domain.

Usage Guidelines See “Configuring a Bridge Domain” on page 218.

Related Topics admin-state [irb], bridge domains, bridge options, domain-type [bridge], description, 
global-mac-table-aging-time, interface (bridge domain), interface (irb), no-mac-learning 
(for bridge domain), port-mode, routing-interface, vlan-id

bridge options

Syntax edit bridge-options;

Hierarchy Level [edit bridge-domain [bridge domain name]]

Release Information Statement introduced in BXOS Release 4.2.

Description Configure bridge domain options.

Usage Guidelines See “Configuring a Bridge Domain” on page 218.

Related Topics admin-state [irb], bridge domains, bridge domain [bridge-domain-name], domain-type 
[bridge], description, global-mac-table-aging-time, interface (bridge domain), interface 
(irb), no-mac-learning (for bridge domain), port-mode, routing-interface, vlan-id

domain-type [bridge]

Syntax set domain-type bridge;

Hierarchy Level [edit bridge-domain bridge domain name]

Release Information Statement introduced in BXOS Release 4.2.

Description Configure the type of domain for a Layer 2 bridge domain.

Usage Guidelines See “Configuring a Bridge Domain” on page 218.

Related Topics admin-state [irb], bridge domains, bridge domain [bridge-domain-name], bridge options, 
description, global-mac-table-aging-time, interface (bridge domain), interface (irb), 
no-mac-learning (for bridge domain), port-mode, routing-interface, vlan-id

description

Syntax set description [description];

Hierarchy Level [edit interface irb unit logical-unit-number] 

Release Information Statement introduced in BXOS Release 4.2.
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Description Provide an interface description.

Usage Guidelines See “Configuring an IRB Interface” on page 216.

Related Topics admin-state [irb], bridge domains, bridge domain [bridge-domain-name], bridge options, 
domain-type [bridge], global-mac-table-aging-time, interface (bridge domain), interface 
(irb), no-mac-learning (for bridge domain), port-mode, routing-interface, vlan-id

global-mac-table-aging-time

Syntax set global-mac-table-aging-time;

Hierarchy Level [edit bridge-domains]

Release Information Statement introduced in BXOS Release 4.2.

Description Set the maximum aging time for entries in the global MAC table.

Options Integer. Min: 10; Max 1000000

Usage Guidelines See “Configuring the Global MAC Table Aging Time” on page 222.

Related Topics admin-state [irb], bridge domains, bridge domain [bridge-domain-name], bridge options, 
domain-type [bridge], description, interface (bridge domain), interface (irb), 
no-mac-learning (for bridge domain), port-mode, routing-interface, vlan-id

interface (bridge domain)

Syntax edit interface [interface name];

Hierarchy Level [edit bridge-domains bridge domain name edit bridge-options edit interface L2 interface 
name]

Release Information Statement introduced in BXOS Release 4.2.

Description Configure the bridge options for the Layer 2 interface.

Usage Guidelines See “Configuring a Bridge Domain” on page 218.

Related Topics admin-state [irb], bridge domains, bridge domain [bridge-domain-name], bridge options, 
domain-type [bridge], description, global-mac-table-aging-time, interface (irb), 
no-mac-learning (for bridge domain), port-mode, routing-interface, vlan-id

interface (irb)

Syntax edit interface irb;

Hierarchy Level [edit interface]

Release Information Statement introduced in BXOS Release 4.2.

Description Configure integrated routing and bridging (IRB).
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Usage Guidelines See “Configuring a Bridge Domain” on page 218.

Related Topics admin-state [irb], bridge domains, bridge domain [bridge-domain-name], bridge options, 
domain-type [bridge], description, global-mac-table-aging-time, interface (bridge 
domain), no-mac-learning (for bridge domain), port-mode, routing-interface, vlan-id

no-mac-learning (for bridge domain)

Syntax set no-mac-learning;

Hierarchy Level [edit bridge-domains bridge domain name edit bridge-options,
[edit bridge-domains bridge domain name edit bridge-options edit interface L2 interface 
name]

Release Information Statement introduced in BXOS Release 4.2.

Description Disable bridge domain MAC learning.

Usage Guidelines See “Disabling MAC Learning” on page 221.

Related Topics admin-state [irb], bridge domains, bridge domain [bridge-domain-name], bridge options, 
domain-type [bridge], description, global-mac-table-aging-time, interface (bridge 
domain), interface (irb), port-mode, routing-interface, vlan-id

port-mode

Syntax set port-mode (bridging);

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 4.2.

Description Specify the port mode as bridging in a bridge domain.

Options String (allowed values: attachment-circuit, bridging, and routing)

Usage Guidelines See “Configuring Layer 2 Switching on a Gigabit Ethernet Interface” on page 217.

Related Topics admin-state [irb], bridge domains, bridge domain [bridge-domain-name], bridge options, 
domain-type [bridge], description, global-mac-table-aging-time, interface (bridge 
domain), interface (irb), no-mac-learning (for bridge domain), routing-interface, vlan-id

routing-interface

Syntax routing-interface routing-interface-name;

Hierarchy Level [edit bridge-domain bridge domain name]

Release Information Statement introduced in BXOS Release 4.2.

Description Specify a routing interface to include in a bridge domain or a VPLS routing instance.
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Options routing-interface-name—Name of the routing interface to include in the bridge 
domain or the VPLS routing instance. The format of the routing interface name is 
irb.x, where x is the unit number of the routing interface you configured at the [edit 
interfaces irb] hierarchy level.

Usage Guidelines See “Configuring an IRB Interface” on page 216.

Related Topics admin-state [irb], bridge domains, bridge domain [bridge-domain-name], bridge options, 
domain-type [bridge], description, global-mac-table-aging-time, interface (bridge 
domain), interface (irb), no-mac-learning (for bridge domain), port-mode, vlan-id

vlan-id

Syntax set vlan-id [1-4079];

Hierarchy Level [edit bridge-domain bridge domain name]

Release Information Statement introduced in BXOS Release 4.2.

Description Specify Virtual LAN identifier value for 802.1q VLAN tags. 

NOTE: When the associated L2 interfaces are GIGE interfaces, then vlan-id must not 
be configured. 

Options Integer. Min: 1; Max: 4079

Usage Guidelines See “Configuring an IRB Interface” on page 216.

Related Topics admin-state [irb], bridge domains, bridge domain [bridge-domain-name], bridge options, 
domain-type [bridge], description, global-mac-table-aging-time, interface (bridge 
domain), interface (irb), no-mac-learning (for bridge domain), port-mode, 
routing-interface
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Protocols

Configuring Protocols on page 231

Summary of Protocols Configuration Statements on page 301
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Chapter 10

Configuring Protocols

The BX7000 Multi-Access Gateway uses protocols to configure tunnels for the 
Structure Agnostic TDM over PSN (SAToP) and Asynchronous Transfer Mode (ATM) 
pseudowires to forward the traffic to its destination.

This chapter describes how you can configure protocols on the gateway.

Configuring OSPF on page 231

Configuring IS-IS on page 244

Configuring RSVP on page 256

Configuring LDP on page 261

Configuring MPLS on page 266

Monitoring a PPP Session on page 279

Configuring BFD on page 279

Creating a Routing Policy on page 284

Configuring Static Routes on page 286

Configuring BGP on page 291

Configuring OSPF

OSPF is an interior gateway protocol (IGP) that routes packets within a single 
autonomous system (AS). OSPF uses link-state information to make routing 
decisions, making route calculations using the shortest-path-first (SPF) algorithm 
(also referred to as the Dijkstra algorithm). Each gateway running OSPF floods 
link-state advertisements throughout the AS that contain information about that 
gateway attached interfaces and routing metrics. Each gateway takes the 
information in these link-state advertisements and creates a complete routing table 
for the network.

To configure OSPF on the gateway, include the following statements at the [edit 
protocols ospf] hierarchy level:

[edit protocols ospf]
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set admin-state (enable | disable);
set export policy-name;
set preference preference;
set te-metric milliseconds;
set traffic-engineering (enable | disable);
edit area area-id {

edit interface interface-name {
set admin-state (enable | disable);
set dead-interval seconds;
set hello-interval seconds;
set interface-type (broadcast | p2p);
set metric metric;
set mode (active | passive);
set priority number;
set retransmit-interval seconds;
set te-metric metric;
set transit-delay seconds;
edit bfd-liveness-detection {

set minimum-interval milliseconds; 
set multiplier number;
set receive-interval milliseconds; 
set run-bfd-on-nbr-state (full | 2way);
set transmit-interval milliseconds; 

}
}

}

This section contains the following topics:

OSPF Overview on page 232

Enabling OSPF on page 234

Configuring OSPF Areas on page 234

Configuring the SPF Delay on page 234

Enabling OSPF Traffic Engineering Support on page 235

Configuring Route Preferences on page 235

Configuring OSPF on an Interface on page 235

Deleting OSPF on page 242

OSPF Overview
OSPF routes IP packets based solely on the destination IP address contained in the 
IP packet header. OSPF quickly detects topological changes, such as when gateway 
interfaces become unavailable, and calculates new loop-free routes with a 
minimum of routing overhead traffic.

Each interface running OSPF is assigned a cost, which is a unitless number based 
on bandwidth, used to determine how easy or difficult it is to reach a destination. 
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Each gateway maintains a database that describes the topology of the AS. Each 
OSPF gateway has an identical topological database so that all gateways in the area 
have a consistent view of the network. All gateways maintain summarized 
topologies of other areas within an AS. Each gateway distributes information about 
its local state by flooding link-state advertisements throughout the area. When the 
AS topology changes, OSPF ensures that the contents of all gateway topological 
databases converge quickly.

Externally derived routing data (for example, static routes) is passed transparently 
throughout the AS. This externally derived data is kept separate from the OSPF 
link-state data.

OSPF Area Terminology
In OSPF, a single AS can be divided into smaller groups called areas. This reduces 
the number of link-state advertisements and other OSPF overhead traffic sent on 
the network, and reduces the size of the topological database that each gateway 
must maintain.

This section discusses the following terminologies:

Area—A set of networks and hosts within an AS that have been 
administratively grouped together. Gateways that are wholly within an area are 
called internal gateways. All interfaces on internal gateways are directly 
connected to networks within the area.

The topology of an area is hidden from the rest of the AS, thus significantly 
reducing routing traffic in the AS. Also, routing within the area is determined 
only by the area’s topology, providing the area with some protection from bad 
routing data. All gateways within an area have identical topological databases. 

Area border gateways—Gateways that belong to more than one area are called 
area border gateways. They maintain a separate topological database for each 
area to which they are connected.

Backbone areas—An OSPF backbone area consists of all networks in area ID 
0.0.0.0, their attached gateways, and all area border gateways. The backbone 
itself does not have any area border gateways. The backbone distributes 
routing information between areas. The backbone is simply another area, so 
the terminology and rules of areas apply. A gateway that is directly connected 
to the backbone is an internal gateway on the backbone, and the backbone’s 
topology is hidden from the other areas in the AS.

AS boundary gateways—Gateways that exchange routing information with 
gateways in other ASs are called AS boundary gateways. They advertise 
externally learned routes throughout the AS. Any gateway in the AS—an 
internal gateway, an area border gateway, or a backbone gateway—can be an 
AS boundary gateway. Every gateway within the AS knows the path to the AS 
boundary gateways.

Transit areas—Used to pass traffic from one adjacent area to the backbone (or 
to another area if the backbone is more than two hops away from an area). The 
traffic does not originate in, nor is it destined for, the transit area.
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Enabling OSPF 
To enable OSPF on the gateway, include the admin-state statement with the enable 
option at the [edit protocols ospf] hierarchy level:

[edit protocols ospf]
set admin-state enable;

To disable OSPF on the gateway, include the admin-state statement with the disable 
option at the [edit protocols ospf] hierarchy level:

[edit protocols ospf]
set admin-state disable;

Configuring OSPF Areas
You can group the gateways in a single AS into areas to reduce the amount of 
link-state advertisement (LSA) traffic on the network and to reduce the size of the 
topological databases that OSPF gateways must maintain. 

This section contains the following topics:

Configuring a Backbone Area on page 234

Configuring a Nonbackbone Area on page 234

Configuring a Backbone Area
You must create a backbone area if your network consists of multiple areas. An 
area border router (ABR) must have at least one interface in the backbone area. The 
backbone comprises all area border gateways and all gateways that are not 
included in any other area. 

To configure the backbone area, include the area statement at the [edit protocols 
ospf] hierarchy level:

[edit protocols ospf]
edit area 0.0.0.0;

Configuring a Nonbackbone Area
Each OSPF area consists of gateways configured with the same area number. The 
area number can be any number except 0.0.0.0, which is reserved for the 
backbone area. 

To configure the area number, include the area statement at the [edit protocols ospf] 
hierarchy level:

[edit protocols ospf] 
edit area area-id;

Configuring the SPF Delay
You can configure the shortest-path-first (SPF) algorithm delay. The SPF algorithm 
delay is the amount of time between the detection of a topology change and when 
the SPF algorithm actually runs to achieve convergence. 
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To configure the SPF delay, include the spf-delay statement at the [edit protocols 
ospf] hierarchy level:

[edit protocols ospf]
set te-metric milliseconds;

By default, the SPF algorithm runs for 200 milliseconds after the detection of a 
topology change. The range that you can configure is from 50 through 8000 
milliseconds.

Enabling OSPF Traffic Engineering Support
When traffic engineering is enabled on the gateway, you can enable OSPF traffic 
engineering support, which allows OSPF to generate LSAs that carry traffic 
engineering parameters. These parameters are used to create the traffic 
engineering database, which is used by Constrained Shortest Path First (CSPF) to 
compute MPLS LSPs. By default, traffic engineering support is enabled on the 
gateway. 

To disable OSPF traffic engineering support, include the traffic-engineering 
statement with the disable option at the [edit protocols ospf] hierarchy level:

[edit protocols ospf]
set traffic-engineering disable;

Configuring Route Preferences
For unicast routes, the BX operating system (BXOS) routing protocol process uses 
the information in its routing table, along with the properties set in the 
configuration file, to choose an active route for each destination. While the BXOS 
software might know of many routes to a destination, the active route is the 
preferred route to that destination and is the one that is installed in the forwarding 
table and used when actually routing packets.

The routing protocol process generally determines the active route by selecting the 
route with the lowest preference value. The preference is an arbitrary value in the 
range from 0 through 255 that the software uses to rank routes received from 
different protocols, interfaces, or remote systems.

To change the preference values, include the preference statement at the [edit 
protocols ospf] hierarchy level:

[edit protocols ospf] 
set preference preference;

To assign default OSPF route preference values to the gateway, include the delete 
preference statement at the [edit protocols ospf] hierarchy level:

[edit protocols ospf] 
delete preference;

Configuring OSPF on an Interface
You can configure the following OSPF attributes on a particular interface:
Configuring OSPF 235



BXOS 4.2R2 Configuration Guide

236
Mode 

Dead interval 

Hello interval 

Interface type

Metric

Traffic engineering metric

Gateway priority 

Retransmit interval 

Transmit delay

This section contains the following topics:

Minimum OSPF Configuration on page 236

Advertising Interface Addresses Without Running OSPF on page 237

Configuring the Hello Interval on an Interface on page 237

Configuring the Gateway Dead Interval on page 237

Specifying Interface Type on page 238

Modifying the Interface Metric on page 238

Modifying the Traffic Engineering Metric on page 238

Configuring the Priority for Becoming the Designated Gateway on page 239

Specifying the Transit Delay on page 240

Controlling the LSA Retransmission Interval on page 240

Configuring BFD for OSPF on an Interface on page 240

Minimum OSPF Configuration
You must create a backbone area if your network consists of multiple areas. An 
ABR must have at least one interface in the backbone area. 

To configure OSPF, include the following statements at the [edit protocols ospf] 
hierarchy level:

[edit protocols ospf] 
set admin-state enable;
edit area area-id {

edit interface interface-name { 
set admin-state enable;

}
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}

Advertising Interface Addresses Without Running OSPF
By default, OSPF is configured on an interface for direct interface addresses to be 
advertised as interior routes and the mode is active. 

To advertise the direct interface addresses without actually running OSPF on that 
interface, include the mode passive statement at the [edit protocols ospf area area-id 
interface interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
set mode passive;

Configuring the Hello Interval on an Interface
Gateways periodically send hello packets on all interfaces to establish and maintain 
neighbor relationships.

To specify how often the gateway sends hello packets from an interface, include 
the hello-interval statement at the [edit protocols ospf area area-id interface 
interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
set hello-interval seconds;

The hello interval range is from 1 through 255 seconds, and the default hello 
interval is 10 seconds.

To assign the default hello interval value to an interface, include the delete 
hello-interval statement at the [edit protocols ospf area area-id interface 
interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
delete hello-interval seconds;

Configuring the Gateway Dead Interval
If a gateway does not receive a hello packet from a neighbor within a fixed amount 
of time, the gateway modifies its topological database to indicate that the neighbor 
is nonoperational. The time that the gateway waits is called the gateway dead 
interval. This interval must be the same for all gateways on a shared network. By 
default, the dead interval is 40 seconds (four times the default hello interval). The 
dead interval can range from 1 through 65,535 seconds.

To modify the gateway dead interval, include the dead-interval statement at the [edit 
protocols ospf area area-id interface interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
set dead-interval seconds;

To assign the default dead interval value to an interface, include the delete 
dead-interval statement at the [edit protocols ospf area area-id interface 
interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
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delete dead-interval;

Specifying Interface Type
By default, the BXOS chooses the correct interface type based on the Ethernet or 
point-to-point interface. 

The BX7000 Multi-Access Gateway supports the point-to-point interface type, which 
treats a broadcast interface as point-to-point if there is only one neighbor in the 
broadcast network. 

To specify the type of interface explicitly, include the interface-type statement [edit 
protocols ospf area area-id interface interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name] 
set interface-type (broadcast | p2p);

Modifying the Interface Metric
All OSPF interfaces have a cost, which is a routing metric that is used in the 
link-state calculation. Routes with lower total path metrics are preferred over those 
with higher path metrics. The default cost is 1 irrespective of link bandwidth.

To modify the metric for routes advertised from an interface, include the metric 
statement at the [edit protocols ospf area area-id interface interface-name] hierarchy 
level:

[edit protocols ospf area area-id interface interface-name]
set metric metric;

By default, the loopback interface (lo0) metric is 0. No bandwidth is associated with 
the loopback interface.

To assign a default metric value for routes advertised from an interface to its default 
value, include the delete metric statement at the [edit protocols ospf area area-id 
interface interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
delete metric;

Modifying the Traffic Engineering Metric
When traffic engineering is enabled on the BX7000 Multi-Access Gateway, you can 
configure an OSPF metric that is used exclusively for traffic engineering. The traffic 
engineering metric is used for information injected into the traffic engineering 
database. Its value does not affect normal OSPF forwarding.

To modify the default value, include the te-metric statement at the [edit protocols 
ospf area area-id interface interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
set te-metric metric;

To assign the default OSPF metric for traffic engineering on the gateway, include 
the delete te-metric statement at the [edit protocols ospf area area-id interface 
interface-name] hierarchy level:
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[edit protocols ospf area area-id interface interface-name]
delete te-metric;

Configuring the Priority for Becoming the Designated Gateway
Each multiaccess network has a designated gateway, which performs two main 
functions:

Originates network link advertisements on behalf of the network.

Establishes adjacencies with all gateways on the network, thus participating in 
the synchronizing of the link-state databases.

The OSPF hello protocol elects a designated gateway for the network based on the 
priorities advertised by all the gateways. In general, when an interface first 
becomes functional, it checks whether the network currently has a designated 
gateway. If there is one, the gateway accepts that designated gateway regardless of 
its own gateway priority. Otherwise, if the gateway has the highest priority on the 
network, it becomes the designated gateway. If gateway priorities tie, the gateway 
with the router ID is chosen as the designated gateway. The router ID is the highest 
IP address on the gateway

A gateway advertises its priority to become a designated gateway in its hello 
packets. On all multiaccess networks, the Hello protocol uses the advertised 
priorities to elect a designated gateway for the network. This gateway is responsible 
for sending network link advertisements, which describe all the gateways attached 
to the network. These advertisements are flooded throughout a single area. At least 
one gateway on each logical IP network or subnet must be eligible to be the 
designated gateway for OSPFv2. 

A gateway priority for becoming the designated gateway is indicated by an 
arbitrary number from 0 through 255, with a higher value indicating a greater 
likelihood of becoming the designated gateway. By default, gateways have a 
priority value of 128. A value of 1 means that the gateway has the least chance of 
becoming a designated gateway. A value of 0 marks the gateway as ineligible to 
become the designated gateway.

To modify the priority value of the gateway, include the priority statement at the 
[edit protocols ospf area area-id interface interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
set priority number;

To assign the default priority value on the gateway, include the delete priority 
statement at the [edit protocols ospf area area-id interface interface-name] hierarchy 
level:

[edit protocols ospf area area-id interface interface-name]
delete priority;
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Specifying the Transit Delay
Before a link-state update packet is propagated out of an interface, the gateway 
must increase the age of the packet. If you have a very slow link (for example, one 
with an average propagation delay of multiple seconds), the age of the packet must 
be increased by a similar amount. Doing this ensures that you do not receive a 
packet back that is younger than the original copy. The transit delay ranges from 0 
through 3600 seconds and the default transit delay is 1 second.

To specify the approximate transit delay used to age update packets, include the 
transit-delay statement at the [edit protocols ospf area area-id interface 
interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
set transit-delay seconds;

To assign the default transit delay value on the gateway, include the delete 
transit-delay statement at the [edit protocols ospf area area-id interface 
interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
delete transit-delay;

Controlling the LSA Retransmission Interval
When a gateway sends link-state advertisements (LSAs) to its neighbors, the 
gateway expects to receive an acknowledgment packet from the neighbor within a 
certain amount of time. If the gateway does not receive an acknowledgment, it 
retransmits the advertisement with the interval of 0 through 3600 seconds.

By default, the gateway waits 5 seconds for an acknowledgment before 
retransmitting the link-state advertisement. 

To modify the retransmission interval, include the retransmit-interval statement at 
the [edit protocols ospf area area-id interface interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
set retransmit-interval seconds;

To assign the default LSA retransmission interval on the gateway, include the delete 
retransmit-interval statement at the [edit protocols ospf area area-id interface 
interface-name] hierarchy level:

[edit protocols ospf area area-id interface interface-name]
delete retransmit-interval;

Configuring BFD for OSPF on an Interface
The Bidirectional Forwarding Detection (BFD) protocol is a simple hello mechanism 
that detects failures in a network. BFD works with a wide variety of network 
environments and topologies. The BFD failure detection timers have shorter time 
limits than the OSPF failure detection mechanisms, thereby providing faster 
detection. You can adjust these timers to be more or less aggressive.

To enable failure detection, include the bfd-liveness-detection statement at the [edit 
protocols ospf area area-id interface interface-name] hierarchy level:
Configuring OSPF



Chapter 10: Configuring Protocols
[edit protocols ospf area area-id interface interface-name] 
edit bfd-liveness-detection {

set minimum-interval milliseconds;
set multiplier number;
set receive-interval milliseconds; 
set run-bfd-on-nbr-state (full | 2way);
set transmit-interval milliseconds;

}
To specify only the minimum receive interval for failure detection, include the 
receive-interval statement at the [edit protocols ospf area area-id interface 
interface-name bfd-liveness-detection] hierarchy level:

[edit protocols ospf area area-id interface interface-name bfd-liveness-detection]
set receive-interval milliseconds;

The minimum receive interval range is from 50 through 255,000 milliseconds.

To assign the default minimum receive interval value for failure detection, include 
the delete receive-interval statement at the [edit protocols ospf area area-id interface 
interface-name bfd-liveness-detection] hierarchy level.

To specify only the minimum transmit interval for failure detection, include the 
transmit-interval statement at the [edit protocols ospf area area-id interface 
interface-name bfd-liveness-detection] hierarchy level:

[edit protocols ospf area area-id interface interface-name bfd-liveness-detection]
set transmit-interval milliseconds;

The minimum transmit interval range is from 50 through 255,000 milliseconds.

To assign the default minimum transmit interval value for failure detection, include 
the delete transmit-interval statement at the [edit protocols ospf area area-id interface 
interface-name bfd-liveness-detection] hierarchy level.

To specify the detection time multiplier for failure detection, include the multiplier 
statement at the [edit protocols ospf area area-id interface interface-name 
bfd-liveness-detection] hierarchy level:

[edit protocols ospf area area-id interface interface-name bfd-liveness-detection]
set multiplier number;

The detection time multiplier range is from 2 through 255 and the default value is 
3.

To assign the default detection time multiplier value for failure detection, include 
the delete multiplier statement at the [edit protocols ospf area area-id interface 
interface-name bfd-liveness-detection] hierarchy level.

BFD session on an interface within an area will be established with the OSPF 
neighbors, which are in the full state or two-way state or above, using the 
run-bfd-on-nbr-state statement.

To establish the BFD session with OSPF neighbors which are in the full state, 
include the run-bfd-on-nbr-state statement with the full option at the [edit protocols 
ospf area area-id interface interface-name bfd-liveness-detection] hierarchy level:
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[edit protocols ospf area area-id interface interface-name bfd-liveness-detection]
    set run-bfd-on-nbr-state full;

To establish the BFD session with OSPF neighbors which are in the two-way state 
or above, include the run-bfd-on-nbr-state statement with the 2way option at the [edit 
protocols ospf area area-id interface interface-name bfd-liveness-detection] hierarchy 
level:

[edit protocols ospf area area-id interface interface-name bfd-liveness-detection]
    set run-bfd-on-nbr-state 2way;

If the run-bfd-on-nbr-state statement is not configured, the BFD session will be 
established with the OSPF neighbors, which are in the two-way state or above.

Deleting OSPF
To delete OSPF from the gateway, include the delete protocols ospf statement at the 
[edit] hierarchy level: 

[edit]
delete protocols ospf;

If the RSVP and LDP protocols are running on the gateway, delete the protocols, 
and then delete the OSPF protocol.

Example: Configuring OSPF on an Ethernet  Interface
[edit protocols ospf] 

set admin-state enable;
set preference 1;
set spf-delay 1000;
edit area 1.1.1.1 {

edit interface ge-1/0/0 {
set admin-state enable;
set dead-interval 40;
set hello-interval 10;
set metric 1;
set mode active;
set priority 2;
set te-metric 1;
set transit-delay 1;
set retransmit-interval 1;

}
}

Once you have configured the OSPF parameters, you can commit the 
configuration.

To display the OSPF neighbor, use the the show ospf neighbor, show ospf neighbor 
brief, and show ospf neighbor detail statements at the [edit] hierarchy level:

[edit]
cli@BX7000# show ospf neighbor/show ospf neighbor brief
Address         Interface     State       ID             Priority
10.10.10.2 ge-1/0/1 Full 1.1.1.1  2
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[edit]
cli@BX7000# show ospf neighbor detail
Address  Interface State     ID  Pri Dead
10.10.10.2 ge-1/0/1 Full   1.1.1.1  2  40
area 1.1.1.1 opt 0x42  Link state retransmission queue length = 0

To display the OSPF interface, use the the show ospf interface, show ospf interface 
brief, show ospf interface detail, and show ospf interface extensive statements at the 
[edit] hierarchy level:

[edit]
cli@BX7000# show ospf interface/show ospf interface brief
Interface State  Area DR IP  BDR IP
lo0            Loopback 1.1.1.1 0.0.0.0 0.0.0.0
ge-1/0/0  DR       1.1.1.1         10.10.10.1      10.10.10.2

[edit]
cli@BX7000# show ospf interface detail/extensive
Interface State Area DR IP BDR IP
lo0 Loopback 1.1.1.1 0.0.0.0 0.0.0.0
Type: LoopBack, address: 5.5.5.5, mask: 255.255.255.255
priority: 2, Metric: 1
Hello: 10, Dead: 40, ReXmit: 5,
Auth type = None
ge-1/0/1       DR       1.1.1.1         10.10.10.2      0.0.0.0
Type: LAN, address: 10.10.10.2, mask: 255.255.255.0
priority: 1, MTU: 1500, Metric: 1
Hello: 10, Dead: 40, ReXmit: 5,
Auth type = None

To display the IPv4 statistics at the BX7000 CLI, use the show statistics ipv4 
statement:

[edit]
cli@BX7000# show statistics ipv4
Total received packets: 390599 pps 
Host term IPv4 packets: 390599 pps 
Host term Ipv4 option packets: 0 pps  
ost term OSPF packets: 0 pps  
Received ARP packets: 100400 pps
Protocol Error: 0   
Checksum Error: 0 
Forwarded packets: 0 

where:

Total received packets denotes the total number of valid IP packets received.

Host term IPv4 packets denotes the number of  IPv4 packets without an option 
field. These packets are host terminated.

Host term Ipv4 option packets denotes the number of IPV4 packets with an 
option field. These packets are host terminated.
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ost term OSPF packets denotes the number of OSPF packets sent to host. These 
packets are host terminated.

Received ARP packets denotes the number of ARP packets received.

Protocol Error denotes the number of invalid IP packets.

Checksum Error denotes the number of IPV4 packets with a header checksum 
error.

Forwarded packets denotes the number of packets forwarded.

Configuring IS-IS

IS-IS is a link-state routing protocol, which means that the gateways exchange 
topology information with their nearest neighbors. The topology information is 
flooded throughout the AS, so that every gateway within the AS has a complete 
picture of the topology of the AS.

To configure IS-IS on the gateway, include the following statements at the [edit 
protocols isis] hierarchy level:

[edit protocols isis]
set admin-state (enable | disable);
set export policy-name;
set lsp-lifetime seconds;
set overload timeout seconds;
set prefix-export-limit number;
set te-metric milliseconds;
edit level level-number {

set preference preference; 
set traffic-engineering (enable | disable);
set wide-metrics-only; 

}
edit interface interface-name {

set admin-state (enable | disable);
set csnp-interval seconds;
set mode passive;
set point-to-point;
set te-metric metric;
edit level level-number {

set admin-state (enable | disable);
set hello-interval seconds; 
set hello-multiplier number; 
set metric metric; 
set priority number; 

}
edit bfd-liveness-detection {

set minimum-interval milliseconds; 
set multiplier number;
set receive-interval milliseconds; 
set transmit-interval milliseconds; 

}
}
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This section includes the following topics:

IS-IS Overview on page 245

Configuring a Loopback Interface with a NET Address on page 246

Enabling Wide Metrics for Traffic Engineering on page 247

Enabling Traffic Engineering on page 247

Configuring IS-IS Route Preferences on page 247

Modifying the LSP Lifetime on page 248

Modifying the LSP Lifetime on page 248

Configuring the Gateway to Appear Overloaded on page 248

Configuring the SPF Delay for IS-IS on page 249

Configuring IS-IS Interface-Specific Parameters on page 249

Deleting IS-IS on page 254

IS-IS Overview
Each IS-IS gateway distributes information about its local state (usable interfaces 
and reachable neighbors, and the cost of using each interface) to other gateways 
using a LSP message. Each gateway uses the received messages to build up an 
identical database that describes the topology of the AS. This picture is then used to 
calculate end-to-end paths through the AS, normally using a variant of the Dijkstra 
algorithm. Therefore, in a link-state routing protocol, the next-hop address to which 
data is forwarded is determined by choosing the best end-to-end path to the 
eventual destination.

This section contains the following topics:

ISO Network Addresses on page 245

IS-IS Packets on page 246

IS-IS Extensions to Support Traffic Engineering on page 246

ISO Network Addresses
IS-IS uses ISO network addresses. Each address identifies a point of connection to 
the network, such as a gateway interface, and is called a network service access 
point (NSAP). IS-IS supports multiple NSAP addresses on the loopback (lo0) 
interface.

Each network entity also has a special network address called a network entity title 
(NET). Structurally, an NET is identical to an NSAP address but has an n-selector of 
00. Most end systems and intermediate systems have one NET. Intermediate 
systems that participate in multiple areas can have multiple NETs.
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The following ISO addresses illustrate the IS-IS address format:

49.0001.00a0.c96b.c490.00

49.0001.2081.9716.9018.00

The first portion of the address is the area number, which is a variable number 
from 1 through 13 bytes. The first byte of the area number (49) is the authority and 
format indicator (AFI). The next bytes are the assigned domain (area) identifier, 
which can be from 0 through 12 bytes. In the examples above, the area identifier is 
0001.

The next six bytes form the system identifier. The system identifier can be any six 
bytes that are unique throughout the entire domain. The system identifier 
commonly is the media access control (MAC) address (as in the first example, 
00a0.c96b.c490) or the IP address expressed in binary-coded decimal (BCD) (as in 
the second example, 2081.9716.9018, which corresponds to IP address 
208.197.169.18). The last byte (00) is the n-selector.

IS-IS Packets
IS-IS uses the following protocol data units (PDUs) to exchange protocol 
information:

IS-IS hello (IIH) PDUs—Broadcast to discover the identity of neighboring IS-IS 
systems and to determine whether the neighbors are Level 1 or Level 2 
intermediate systems.

Link-state PDUs (LSPs)—Contain information about the state of adjacencies to 
neighboring IS-IS systems. LSPs are flooded periodically throughout an area.

Complete sequence number PDUs (CSNPs)—Contain a complete list of all LSPs 
in the IS-IS database. CSNPs are sent periodically on all links, and the receiving 
systems use the information in the CSNP to update and synchronize their LSP 
databases. The designated gateway multicasts CSNPs on broadcast links in 
place of sending explicit acknowledgments for each LSP.

IS-IS Extensions to Support Traffic Engineering
To help provide traffic engineering and MPLS with information about network 
topology and loading, extensions have been added to the BX7000 Multi-Access 
Gateway implementation of IS-IS. Specifically, IS-IS supports new type, length, and 
values (TLVs) that specify link attributes. These TLVs are included in the IS-IS 
link-state PDUs. The link-attribute information is used to populate the traffic 
engineering database, which is used by the CSPF algorithm to compute the paths 
that MPLS LSPs will take. This path information is used by RSVP to set up LSPs and 
reserve bandwidth for them.

Configuring a Loopback Interface with a NET Address
You configure a NET address on the BX7000 Multi-Access Gateway by first 
configuring a loopback interface, and then configuring an ISO address on the 
interface.
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To configure a NET address on a loopback interface, include the lo0 statement at 
the [edit interface] hierarchy level:

[edit interface lo0] 
edit unit 0 {

set family (inet | iso) address ip-address;
       }

Enabling Wide Metrics for Traffic Engineering
Normally, IS-IS metrics can have values up to 16,777,215, and IS-IS generates two 
TLVs, one for an IS-IS adjacency and the second for an IP prefix. To allow IS-IS to 
support traffic engineering, a second pair of TLVs has been added to IS-IS, one for 
IP prefixes and the second for IS-IS adjacency and traffic engineering information. 
With these TLVs, IS-IS metrics can have value from 1 through 16,777,215.

By default, the BXOS software supports the sending and receiving of wide metrics. 
The BXOS software allows a maximum metric value of 16,777,215 and generates 
both pairs of TLVs. 

To configure IS-IS to generate only the new pair of TLVs and thus allow the wider 
range of metric values, include the wide-metrics-only statement at the [edit protocols 
isis level level-number] hierarchy level:

[edit protocols isis level level-number]
set wide-metrics-only; 

To assign the default wide metrics for IS-IS traffic engineering, include the delete 
wide-metrics-only statement at the [edit protocols isis level level-number] hierarchy 
level:

[edit protocols isis level level-number]
delete wide-metrics-only; 

Enabling Traffic Engineering
The gateway supports IS-IS traffic engineering either on Level 1 or Level 2. By 
default, the IS-IS traffic engineering is enabled on Level 1. To enable traffic 
engineering on the Level 2, first disable traffic engineering on Level 1 and then 
enable on Level 2.

To enable traffic engineering, include the traffic-engineering statement at the [edit 
protocols isis level level-number] hierarchy level:

[edit protocols isis level level-number]
set traffic-engineering enable;

Configuring IS-IS Route Preferences
Route preferences are used to select which route is installed in the forwarding table 
when several protocols calculate routes to the same destination. The route with the 
lowest preference value is selected. 

By default, level 1 IS-IS internal routes have a preference value of 115, and level 2 
IS-IS internal routes have a preference of 116.
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To change the preference values, include the preference statement at the [edit 
protocols isis level level-number] hierarchy level:

[edit protocols isis level level-number]
set preference preference; 

The preference value ranges from 0 through 255.

To assign the default route preference for IS-IS, include the delete preference 
statement at the [edit protocols isis level level-number] hierarchy level:

[edit protocols isis level-number]
delete preference;

Modifying the LSP Lifetime
By default, link-state PDUs (LSPs) are maintained in network databases for 1200 
seconds (20 minutes) before being considered invalid. This length of time, called 
the LSP lifetime, normally is sufficient to guarantee that link-state PDUs never 
expire and ranges from 350 through 65,535 seconds.

To modify the link-state PDU lifetime, include the lsp-lifetime statement at the [edit 
protocols isis] hierarchy level:

[edit protocols isis]
set admin-state enable;
set lsp-lifetime seconds;

To assign a default LSP lifetime, include the delete lsp-lifetime statement at the 
[edit protocols isis] hierarchy level:

[edit protocols isis]
set admin-state enable;
delete lsp-lifetime;

Configuring the Gateway to Appear Overloaded
If the time elapsed after the IS-IS instance is enabled is less than that specified, 
overload mode is set.

You configure or disable overload mode in IS-IS with or without a timeout. Without 
a timeout, overload mode is set until it is explicitly deleted from the configuration. 
With a timeout, overload mode is set if the time elapsed since the IS-IS instance 
started is less than the specified timeout.

A timer is started for the difference between the timeout and the time elapsed since 
the instance started. When the timer expires, overload mode is cleared. In overload 
mode, the gateway IS-IS advertisements are originated with the overload bit set. 
This causes the transit traffic to avoid the overloaded gateway and take paths 
around the gateway. However, the overloaded gateways own links are still 
accessible.

You can configure the local gateway so that it appears to be overloaded. You might 
want to do this when the gateway will participate in IS-IS routing, but will not be 
used for transit traffic.
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To mark the gateway as overloaded, include the overload statement at the [edit 
protocols isis] hierarchy level:

[edit protocols isis]
set admin-state enable;
set overload timeout seconds;

The overload time period ranges from 60 through 1800 seconds.

To assign the default overload time period to the gateway, include the delete 
overload timeout statement at the [edit protocols isis] hierarchy level:

[edit protocols isis]
delete overload timeout;

Configuring the SPF Delay for IS-IS
You can configure the delay between the detection of a topology change and when 
the SPF algorithm actually runs.

To configure the SPF delay, include the spf-delay statement at the [edit protocols 
isis] hierarchy level:

[edit protocols isis]
set admin-state enable;
set te-metric milliseconds;

By default, the SPF algorithm runs for 200 milliseconds after the detection of a 
topology change. The range is from 50 through 8000 milliseconds.

To assign default SPF delay to the gateway, include the delete spf-delay statement at 
the [edit protocols isis] hierarchy level:

[edit protocols isis]
delete spf-delay;

Configuring IS-IS Interface-Specific Parameters
You can administratively divide a single AS into smaller groups called areas. You 
configure each gateway interface to be in an area. Any interface can be in any area. 
The area address applies to the entire gateway; you cannot specify one interface to 
be in one area and another interface in a different area. In order to route between 
areas you must have two adjacent Level 2 gateways that communicate with each 
other.

Level 1 gateways can only route within their IS-IS area. To send traffic outside their 
area, Level 1 gateways must send packets to the nearest intra-area Level 2 gateway. 
A gateway can be a Level 1 gateway, a Level 2 gateway, or both. You specify the 
gateway level on a per-interface basis, and a gateway becomes adjacent with other 
gateways on the same level on that link only.

You can configure one Level 1 routing process and one Level 2 routing process on 
each interface, and you can configure the two levels differently.
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To configure an area, include the level statement at the [edit protocols isis interface 
interface-name] hierarchy level:

[edit protocols isis interface interface-name]
set admin-state (enable | disable);
set csnp-interval seconds;
set mode active;
set point-to-point;
set te-metric metric;
edit level level-number {

set admin-state (enable | disable);
set hello-interval seconds; 
set hello-multiplier number; 
set metric metric; 
set priority number; 

}
edit bfd-liveness-detection {

set minimum-interval milliseconds; 
set multiplier number;
set receive-interval milliseconds; 
set transmit-interval milliseconds; 

}

This following sections describe how to configure the IS-IS levels on an interface:

Disabling IS-IS on a Level on page 250

Activating IS-IS on an Interface on page 251

Setting the CSNP Interval on page 251

Configuring the Hello Packet Parameters on page 251

Modifying the IS-IS Metric on page 251

Modifying the Traffic Engineering Metric on page 252

Configuring the Priority for Becoming the Designated Gateway on page 252

Configuring Point-to-Point Interfaces on page 252

Configuring BFD for IS-IS on an Interface on page 253

Disabling IS-IS on a Level
By default, IS-IS is enabled for IS-IS areas on all enabled interfaces (at the [edit 
interface interface-name unit logical-unit-number] hierarchy level). To disable IS-IS at 
any particular level on an interface, include the disable statement at the [edit 
protocols isis interface interface-name] hierarchy level:

[edit protocols isis interface interface-name level-number]
set admin-state disable;

You can enable IS-IS on an interface by including the interface statement at the [edit 
protocols isis] hierarchy level.
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Activating IS-IS on an Interface
By default, IS-IS is configured on an interface for direct interface addresses to be 
advertised as interior routes. 

To advertise the direct interface addresses using IS-IS on that interface, include the 
mode statement with the active option at the [edit protocols isis interface 
interface-name] hierarchy level:

[edit protocols isis interface interface-name]
set mode active;

Setting the CSNP Interval
By default, IS-IS periodically sends complete sequence number (CSN) packets. If the 
gateway is the designated gateway on a LAN, IS-IS sends CSN packets every 10 
seconds. You might want to modify the default interval to protect against link-state 
PDU (LSP) flooding. The CSNP interval ranges from 1 through 600 seconds.

To modify the CSNP interval, include the csnp-interval statement at the [edit 
protocols isis interface interface-name] hierarchy level:

[edit protocols isis interface interface-name]
set csnp-interval seconds;

Configuring the Hello Packet Parameters
Gateways send hello packets at a fixed interval on all interfaces to establish and 
maintain neighbor relationships. This interval is advertised in the hello interval field 
in the hello packet. By default, the gateway sends hello packets every 10 seconds. 
The hello interval ranges from 1 through 120 seconds.

To modify how often the gateway sends hello packets from an interface, include 
the hello-interval statement at the [edit protocols isis interface interface-name level 
level-number] hierarchy level:

[edit protocols isis interface interface-name level-number]
set hello-interval seconds; 

By default, the gateway multiplies the hello interval seconds for the hello packets 
on an interface every 10 seconds. The hello multiplier ranges from 2 through 100.

To multiply the hello interval seconds for the hello packets on an interface, include 
the hello-multiplier statement at the [edit protocols isis interface interface-name level 
level-number] hierarchy level:

[edit protocols isis interface interface-name level-number]
set hello-multiplier number;

Modifying the IS-IS Metric
All IS-IS routes have a cost, which is a routing metric that is used in the IS-IS 
link-state calculation. The cost is an arbitrary, dimensionless integer that can be 
from 1 through 63, or from 1 through 224 if you are using wide metrics. The 
default metric value is 10. 
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To modify the default value, include the metric statement at the [edit protocols isis 
interface interface-name level-number] hierarchy level:

[edit protocols isis interface interface-name level-number]
set metric metric;

Modifying the Traffic Engineering Metric
When traffic engineering is enabled on the gateway, you can configure an IS-IS 
metric that is used exclusively for traffic engineering. The traffic engineering metric 
is used for information injected into the traffic engineering database (TED). Its 
value does not affect normal IS-IS forwarding. The value for the metric ranges from 
1 through 16,777,215.

To modify the traffic engineering metric on the gateway, include the te-metric 
statement at the [edit protocols isis interface interface-name] hierarchy level:

[edit protocols isis interface interface-name]
set te-metric metric;

Configuring the Priority for Becoming the Designated Gateway
A gateway advertises its priority to become a designated gateway in its hello 
packets. On all multiaccess networks, IS-IS uses the advertised priorities to elect a 
designated gateway for the network. This gateway is responsible for sending 
network link-state advertisements, which describe all the gateways attached to the 
network. These advertisements are flooded throughout a single area.

The priority value is meaningful only on a multiaccess network. It has no meaning 
on a point-to-point interface.

A gateway priority for becoming the designated gateway is indicated by an 
arbitrary number from zero through 127; gateways with a higher value are more 
likely to become the designated gateway. By default, gateways have a priority value 
of 64.

To modify the priority value of an interface, include the priority statement at the 
[edit protocols isis interface interface-name level-number] hierarchy level:

[edit protocols isis interface interface-name level-number]
set priority number;

Configuring Point-to-Point Interfaces
You can use the point-to-point statement to configure a LAN interface to act like a 
point-to-point interface for IS-IS. You do not need an unnumbered LAN interface, 
and it has no effect if configured on an interface that is already point-to-point. 

The point-to-point statement affects only IS-IS protocol procedures on that interface; 
all other protocols will continue to treat the interface as a LAN interface. Only two 
IS-IS gateways can be connected to the LAN interface and both must be configured 
as point-to-point.

To configure a point-to-point IS-IS interface, include the point-to-point statement at 
the [edit protocols isis interface interface-name] hierarchy level:
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[edit protocols isis interface interface-name]
set point-to-point;

To disable a point-to-point IS-IS interface on the gateway, include the delete 
point-to-point statement at the [edit protocols isis interface interface-name] hierarchy 
level:

[edit protocols isis interface interface-name]
delete point-to-point;

Configuring BFD for IS-IS on an Interface
To configure bidirectional failure detection timers for IS-IS, include the 
bfd-liveness-detection statement at the [edit protocols isis interface interface-name] 
hierarchy level:

[edit protocols isis interface interface-name] 
edit bfd-liveness-detection {

set minimum-interval milliseconds; 
set multiplier number;
set receive-interval milliseconds; 
set transmit-interval milliseconds; 

}

To assign the default bidirectional failure detection timers for IS-IS, include the 
delete bfd-liveness-detection statement at the [edit protocols isis interface 
interface-name] hierarchy level:

[edit protocols isis interface interface-name] 
delete bfd-liveness-detection;

To configure the minimum transmit and receive interval, include the 
minimum-interval statement at the [edit protocols isis interface interface-name 
bfd-liveness-detection] hierarchy level:

[edit protocols isis interface interface-name bfd-liveness-detection] 
set minimum-interval milliseconds; 

The minimum transmit and receive interval range is from 50 through 255,000 
milliseconds.

To assign the default minimum transmit and receive interval value, include the 
delete minimum-interval statement at the [edit protocols isis interface interface-name 
bfd-liveness-detection] hierarchy level:

[edit protocols isis interface interface-name bfd-liveness-detection] 
delete minimum-interval; 

To specify only the minimum receive interval for failure detection, include the 
receive-interval statement at the [edit protocols isis interface interface-name 
bfd-liveness-detection] hierarchy level:

[edit protocols isis interface interface-name bfd-liveness-detection] 
set receive-interval milliseconds; 

The minimum receive interval range is from 50 through 255,000 milliseconds.
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To assign the default minimum receive interval value for failure detection, include 
the delete receive-interval statement at the [edit protocols isis interface 
interface-name bfd-liveness-detection] hierarchy level:

[edit protocols isis interface interface-name bfd-liveness-detection] 
delete receive-interval; 

To specify only the minimum transmit interval for failure detection, include the 
transmit-interval statement at the [edit protocols isis interface interface-name 
bfd-liveness-detection] hierarchy level:

[edit protocols isis interface interface-name bfd-liveness-detection] 
set transmit-interval milliseconds; 

The minimum transmit interval range is from 50 through 255,000 milliseconds.

To assign the default minimum transmit interval value for failure detection, include 
the delete transmit-interval statement at the [edit protocols isis interface 
interface-name bfd-liveness-detection] hierarchy level:

[edit protocols isis interface interface-name bfd-liveness-detection] 
delete transmit-interval; 

To specify the detection time multiplier for failure detection, include the multiplier 
statement at the [edit protocols isis interface interface-name bfd-liveness-detection] 
hierarchy level:

[edit protocols isis interface interface-name bfd-liveness-detection] 
set multiplier number; 

The detection time multiplier range is from 2 through 255, and the default value is 
3.

To assign the default detection time multiplier value for failure detection, include 
the delete multiplier statement at the [edit protocols isis interface interface-name 
bfd-liveness-detection] hierarchy level:

[edit protocols isis interface interface-name bfd-liveness-detection] 
delete multiplier;

Deleting IS-IS
To delete IS-IS from the gateway, include the delete protocols isis statement at the 
[edit] hierarchy level: 

[edit]
delete protocols isis;

If the RSVP and LDP protocols are running on the gateway, delete the protocols, 
and then delete the IS-IS protocol.
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Example: Configuring IS-IS Properties
Enable IS-IS on the Ethernet interface:

[edit protocols isis]
set admin-state enable;

edit interface ge-1/0/1 {
set admin-state enable;

}

Configure IS-IS on a Level 1 neighbor:

[edit protocols isis]
edit level 1 {

set preference 100;
set traffic-engineering dis;
set wide-metrics-only;

}

Configure IS-IS on a Level 2 neighbor:

[edit protocols isis]
edit level 2 {

set preference 100;
set traffic-engineering enable;
set wide-metrics-only;

}

Configure IS-IS properties on the Ethernet interface:

[edit protocols isis]
set admin-state enable;

edit interface ge-1/0/1 {
set csnp-interval 10;
set mode active;
set point-to-point;
set te-metric 100;

}

Configure IS-IS level properties on the Ethernet interface:

[edit protocols isis]
edit interface ge-1/0/1 {

edit level 1 {
set hello-interval 60;
set hello-multiplier 60;
set metric 10;

  set priority 100;
set te-metric 10;

}
}

Configure BFD for IS-IS:

[edit protocols isis ge-1/0/0] 
edit bfd-liveness-detection {

set minimum-interval 10; 
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set multiplier 10;
set receive-interval 10;
set transmit-interval 10;

}

Once you configured the IS-IS properties, you can commit the configuration.

To display the configured IS-IS parameters, use the the show isis interface 
statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show isis interface
ge-1/0/1
   Index: 3, State: Down, Circuit id: 1, Circuit type: 1
   LSP interval: 984 ms
   Level     Priority     Metric    Hello (s)   Hold (s)
   1 100 10        3           10

Configuring RSVP

RSVP is a resource reservation setup protocol that is used by both network hosts 
and gateways. Hosts use RSVP to request a specific quality of service (QoS) from 
the network for particular application flows. Gateways use RSVP to deliver QoS 
requests to all gateways along the data path. RSVP also can maintain and refresh 
states for a requested QoS application flow.

To configure RSVP on the gateway, include the following statements at the [edit 
protocols rsvp] hierarchy level:

[edit protocols rsvp]
set admin-state (enable | disable);
set keep-multiplier number;
set refresh-time seconds;
edit interface interface-name {

set admin-state (enable | disable);
set aggregation;
set bandwidth bps;
set hello-interval seconds;
set reliable;

}

This section describes the following topics:
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RSVP Overview on page 257

Enabling RSVP on page 257

Configuring RSVP Timers on page 258

Enabling RSVP on an Interface on page 258

Configuring the Bandwidth on an Interface on page 259

Configuring the RSVP Hello Interval on page 259

Configuring RSVP Refresh Reduction on page 259

Deleting RSVP on page 260 

RSVP Overview
RSVP treats an application flow as a simplex connection. That is, the QoS request 
travels only in one direction—from the sender to the receiver. RSVP is a transport 
layer protocol that uses IP as its network layer. However, RSVP does not transport 
application flows. Rather, it is more of an Internet control protocol, similar to the 
Internet Control Message Protocol (ICMP) and Internet Group Management Protocol 
(IGMP). 

RSVP is not a routing protocol, but rather is designed to operate with current and 
future unicast and multicast routing protocols. The routing protocols are 
responsible for choosing the routes to use to forward packets, and RSVP consults 
local routing tables to obtain routes. RSVP only ensures the QoS of packets traveling 
along a data path.

The receiver in an application flow requests the preferred QoS from the sender. To 
do this, the receiver issues an RSVP QoS request on behalf of the local application. 
The request propagates to all gateways in reverse direction of the data paths toward 
the sender. In this process, RSVP requests might be merged, resulting in a protocol 
that scales well when there are a large number of receivers.

Because the number of receivers in an application flow is likely to change and the 
flow of delivery paths might change during the life of an application flow, RSVP 
takes a soft-state approach in its design, creating and removing the protocol states 
in gateways and hosts incrementally over time. RSVP sends periodic refresh 
messages to maintain its state and to recover from occasional lost messages. In the 
absence of refresh messages, the RSVP states automatically time out and are 
deleted. 

Enabling RSVP
To enable RSVP on the gateway, include the admin-state statement with the enable 
option at the [edit protocols rsvp] hierarchy level:

[edit protocols rsvp]
set admin-state enable;
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To disable RSVP on the gateway, include the admin-state statement with the disable 
option at the [edit protocols rsvp] hierarchy level:

[edit protocols rsvp]
set admin-state disable;

Configuring RSVP Timers
RSVP uses two related timing parameters:

refresh-time—The refresh time controls the interval between the generation of 
successive refresh messages. Refresh messages are sent periodically so that 
reservation states in neighboring nodes do not time out. The refresh timer 
value ranges from 1 through 65,535 seconds.

keep-multiplier—The keep multiplier indicates the number of messages that can 
be lost before a particular state is declared stale and must be deleted. The keep 
multiplier directly affects the lifetime of an RSVP state. The keep multiplier 
value ranges from 1 through 255.

By default, the refresh timer value is 30 seconds. To modify the refresh time 
period, include the refresh-time statement at the [edit protocols rsvp] hierarchy level:

[edit protocols rsvp]
set refresh-time seconds;

To assign the default refresh timer, include the delete refresh-time statement at the 
[edit protocols rsvp] hierarchy level:

[edit protocols rsvp]
delete refresh-time;

The default value of the keep multiplier is 3. To modify the keep multiplier value, 
include the keep-multiplier statement at the [edit protocols rsvp] hierarchy level:

[edit protocols rsvp]
set keep-multiplier number;

To assign the default keep multiplier value, include the delete keep-multiplier 
statement at the [edit protocols rsvp] hierarchy level:

[edit protocols rsvp]
delete keep-multiplier;

Enabling RSVP on an Interface
To enable RSVP for a particular interface, include the admin-state statement with 
the enable option at the [edit protocols rsvp interface interface-name] hierarchy level:

[edit protocols rsvp interface interface-name]
set admin-state enable;
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To disable RSVP on the gateway, include the admin-state statement with the disable 
option at the [edit protocols rsvp] hierarchy level:

[edit protocols rsvp interface interface-name]
set admin-state disable;

Configuring the Bandwidth on an Interface
The bandwidth you can configure on the Ethernet interface ranges from 1 through 
4,29,49,67,295 bps.

To specify the bandwidth allocation on an interface, include the bandwidth 
statement at the [edit protocols rsvp interface interface-name] hierarchy level:

[edit protocols rsvp interface interface-name]
set bandwidth bps;

To assign the default bandwidth allocation value on the interface, include the delete 
bandwidth statement at the [edit protocols rsvp interface interface-name] hierarchy 
level:

[edit protocols rsvp interface interface-name]
delete bandwidth;

Configuring the RSVP Hello Interval
RSVP monitors the status of the interior gateway protocol (IGP) IS-IS or Open 
Shortest Path First (OSPF) neighbors and relies on the IGP protocols to detect when 
a node fails. If an IGP protocol declares a neighbor down because hello packets are 
no longer being received, RSVP also brings that neighbor down. However, the IGP 
protocols and RSVP still act independently when bringing a neighbor up.

To modify how often RSVP sends hello packets, include the hello-interval statement 
at the [edit protocols rsvp interface interface-name] hierarchy level:

[edit protocols rsvp interface interface-name]
set hello-interval seconds;

To stop sending RSVP hello packets to the neighboring nodes, include the delete 
hello-interval statement at the [edit protocols rsvp interface interface-name] hierarchy 
level:

[edit protocols rsvp interface interface-name]
delete hello-interval;

Configuring RSVP Refresh Reduction
RSVP exchanges messages among the gateways in a label-switched path to 
maintain the path and reservation states on each gateway. If the corresponding 
refresh messages are not sent periodically, the states eventually time out and 
reservations are deleted. 
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You can configure RSVP to recover from a loss of non-refresh messages by using 
RSVP message ID and reliable message delivery. To configure this feature, include 
the reliable statement at the [edit protocols rsvp interface interface-name] hierarchy 
level:

[edit protocols rsvp interface interface-name]
set reliable;

To delete a reliable message for RSVP, include the delete reliable statement at the 
[edit protocols rsvp interface interface-name] hierarchy level:

[edit protocols rsvp interface interface-name]
delete reliable;

You can also configure the aggregate option that enables the gateway to pack 
multiple RSVP messages into a single transmission, thereby reducing network 
overhead and enhancing efficiency. To configure the RSVP message aggregation 
option, include the aggregation statement at the [edit protocols rsvp interface 
interface-name] hierarchy level:

[edit protocols rsvp interface interface-name]
set aggregation;

To delete the RSVP message aggregation option, include the delete aggregate 
statement at the [edit protocols rsvp interface interface-name] hierarchy level:

[edit protocols rsvp interface interface-name]
delete aggregation;

Deleting RSVP
To delete RSVP from the gateway, include the delete protocols rsvp statement at the 
[edit] hierarchy level: 

[edit]
delete protocols rsvp;

Example: Configuring RSVP
[edit protocols rsvp]

set admin-state enable;
set keep-multiplier 2;
set refresh-time 100;
edit interface ge-1/0/1 {

set admin-state enable;
set aggregation;
set bandwidth 5000000;
set hello-interval 20;
set reliable;

}
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To display the configured RSVP parameters, use the the show rsvp interface 
interface-name statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show rsvp interface ge-1/0/1
Physical Interface: ge-1/0/1    Index: 4
Admin status: Enabled
Available Bandwidth: 5000000 Mbps Reserved Bandwidth: 0 bps
Number of tunnels running on this interface: 1
Aggregation: Enable Reliable: Enable
Refresh Time: 100 sec
Keep Multiplier: 2

Configuring LDP

LDP defines a set of procedures and messages by which one label-switched 
gateway informs another of the label bindings it has made. The LSR uses LDP to 
establish label-switched paths through a network by mapping network layer routing 
information directly to data-link layer switched paths. 

To configure LDP on the gateway, include the following statements at the [edit 
protocols ldp] hierarchy level:

[edit protocols ldp]
set admin-state (enable | disable);
set hold-time seconds;
set keepalive-timeout seconds;
set mpls ldp targeted-hello send ip-address;
set strict-targeted-hellos;
edit interface interface-name {

set admin-state (enable | disable);
set hold-time seconds;
set keepalive-timeout seconds;
set transport-address (router-id | interface);

}
edit l2circuit pw-name 

This section describes the following topics:

LDP Overview on page 262

Enabling LDP on the Gateway on page 262

Enabling LDP on an Interface on page 262

Configuring the LDP Keepalive Timeout on page 263

Configuring the LDP Hold Time on page 263

Enabling Strict Targeted Hellos on page 263

Configuring a Targeted Peer on page 264
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Configuring the Address for TCP Sessions on page 265

Configuring ATM and SAToP Pseudowires on page 265

Deleting LDP on page 265

LDP Overview
In the gateway, the MPLS LDP is used as a protocol for setting up and maintaining 
the pseudowires. The LDP has new TLVs, FEC elements, parameters, and codes 
which identify pseudowires and signal attributes of pseudowires. In the protocol, 
the pseudowire demultiplexor field is an MPLS label. Thus, the packets that are 
transmitted from one end of the pseudowire to the other are MPLS packets, sent 
through a PSN tunnel. The PSN tunnel is an MPLS RSVP LSP, static LSP, or GRE 
tunnel that can carry the MPLS packets. 

The pseudowire label bindings are distributed using the LDP downstream 
unsolicited mode. The endpoints establish an LDP session using the basic or 
extended discovery mechanism. An LDP label mapping message contains a 
forwarding equivalence class type, length, and value (FEC TLV), a label TLV, and 
zero or more optional parameter TLVs. The FEC TLV is used to identify the 
particular pseudowire to which a particular label is bound.

Enabling LDP on the Gateway
To enable LDP on the gateway, include the admin-state enable statement at the [edit 
protocols ldp] hierarchy level: 

[edit protocols ldp]
set admin-state enable;

To disable LDP on the gateway, include the admin-state disable statement at the 
[edit protocols ldp] hierarchy level: 

[edit protocols ldp]
set admin-state disable;

Enabling LDP on an Interface
To enable LDP on a specific interface, include the admin-state enable statement at 
the [edit protocols ldp interface interface-name] hierarchy level: 

[edit protocols ldp interface-name]
set admin-state enable;

To disable LDP on a specific interface, include the admin-state disable statement at 
the [edit protocols ldp interface interface-name] hierarchy level: 

[edit protocols ldp interface-name]
set admin-state disable;
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Configuring the LDP Keepalive Timeout 
After an LDP session is established, messages are exchanged periodically to ensure 
that the session is still working. The keepalive timeout defines the amount of time 
that the neighbor LDP node waits before deciding that the session has failed. This 
value is usually set to at least three times the keepalive interval. The LDP keepalive 
timeout value ranges from 1 through 65,535 seconds and the default value is 40 
seconds. 

To modify the keepalive timeout, include the keepalive-timeout statement at the 
[edit protocols ldp] and [edit protocols ldp interface interface-name] hierarchy levels:

[edit protocols ldp],
[edit protocols ldp interface-name]

set keepalive-timeout seconds;

To set the default keepalive timeout, include the delete keepalive-timeout statement 
at the [edit protocols ldp] and [edit protocols ldp interface interface-name] hierarchy 
levels:

[edit protocols ldp],
[edit protocols ldp interface-name]

delete keepalive-timeout;

Configuring the LDP Hold Time
The hold time determines how long an LDP node should wait for a hello message 
before declaring a neighbor to be down. This value is sent as part of a hello 
message so that each LDP node tells its neighbors how long to wait. The values sent 
by each neighbor do not have to match. The hold time should be at least three 
times the hello interval. The LDP hold time value ranges from 1 through 65,535 
seconds. The default is 15 seconds for link hello messages and 45 seconds for 
targeted hello messages. 

To modify the hold time, include the holdtime statement at the [edit protocols ldp] 
and [edit protocols ldp interface-name] hierarchy levels:

[edit protocols ldp],
[edit protocols ldp interface-name]

set hold-time seconds;

To set the default hold time, include the delete hold-time statement at the [edit 
protocols ldp] and [edit protocols ldp interface interface-name] hierarchy levels:

[edit protocols ldp]
[edit protocols ldp interface-name]

delete hold-time;

Enabling Strict Targeted Hellos
You can prevent LDP sessions from being established with remote neighbors that 
have not been specifically configured. If you configure the strict-targeted-hellos 
statement, an LDP peer will not respond to targeted hellos coming from a source 
that is not one of the configured remote neighbors. The remote neighbors for an 
LDP targeted session are configured explicitly on the gateway at the [set mpls ldp 
targeted-hello send ip-address] hierarchy level.
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To enable strict targeted hellos on the gateway, include the strict-targeted-hellos 
statement at the [edit protocols ldp] hierarchy level:

[edit protocols ldp]
set strict-targeted-hellos;

To remove the strict targeted hellos to the configured neighbour, include the delete 
strict-targeted-hellos statement at the [edit protocols ldp] hierarchy level:

[edit protocols ldp]
delete strict-targeted-hellos;

Configuring a Targeted Peer
LDP uses the basic and extended discovery mechanism to discover peers that are 
not directly connected. To discover LDP peers that are not directly connected, LSRs 
periodically send out LDP targeted hellos to potential peers. The destination 
address for the ports is a specific targeted address. The LDP sends targeted hellos 
when you configure one or more IP addresses in a targeted hello. 

The targeted hello includes the LDP identifier for the label space that the LSR will 
use. In the gateway, the LDP identifier specifies the LSR ID and a value of zero for 
the label space. The targeted hello also includes other information, such as the 
targeted hello hold time, which is configured globally. The targeted hello hold time 
configures how long an LSR waits for another targeted hello from its peer before 
declaring the adjacency to be down.

To configure a targeted hello, include the mpls ldp targeted-hello send statement at 
the [edit protocols ldp] hierarchy level:

[edit protocols ldp]
set mpls ldp targeted-hello send ip-address;

To delete an MPLS LDP targeted hello, include the delete mpls ldp targeted-hello 
send ip-address statement at the [edit protocols ldp] hierarchy level:

[edit protocols ldp]
delete mpls ldp targeted-hello send ip-address;

NOTE: By using the delete strict-targeted-hellos statement, the gateway will 
respond to targeted hellos from the unknown neighbors.
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Configuring the Address for TCP Sessions
To configure the address for TCP sessions, include the transport-address statement 
at the [edit protocols ldp interface interface-name] hierarchy level:

[edit protocols ldp interface interface-name]
set transport-address (router-id | interface);

Configuring ATM and SAToP Pseudowires
You can configure the ATM and SAToP pseudowires using the l2circuit statement at 
the [edit protocols ldp] hierarchy level. For more information on configuring the 
ATM pseudowire, see “Configuring an ATM Pseudowire” on page 381. For more 
information on configuring SAToP pseudowire, see “Configuring a SAToP 
Pseudowire” on page 349.

To configure the ATM and SAToP pseudowire, include the l2circuit statement at the 
[edit protocols ldp] hierarchy level:

[edit protocols ldp]
edit l2circuit pw-name {

edit neighbor-address destination-ipaddress;
}

where pw-name is the name of the ATM pseudowire and destination-ipaddress is the 
IP address of the neighboring node given for the ATM pseudowire.

Deleting LDP
To delete LDP from the gateway, include the delete protocols ldp statement at the 
[edit] hierarchy level: 

[edit]
delete protocols ldp;

Example: Configuring LDP
[edit protocols ldp]

set admin-state enable;
set hold-time 60;
set keepalive-timeout 50;
set mpls ldp targeted-hello send 10.1.1.2;
set strict-targeted-hellos;
edit interface ge-1/0/1 {

set admin-state enable;
set holdtime 30;
set keepalive-timeout 50;
set transport-address interface;

}

Once you have configured LDP, you can commit the configuration.
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To display the configured LDP parameters, use the the show ldp interface 
interface-name, show ldp neighbor, and show ldp overview statements at the [edit] 
hierarchy level:

[edit]
cli@BX7000# show ldp interface ge-1/0/1
Interface name: ge-1/0/1       Index: 4
Admin status: Enabled
Hold time: 30, Local hello interval: 5
Transport address: 2.2.2.2

cli@BX7000# show ldp neighbor
Interface name: ge-1/0/1       Index : 4
Admin status: Enabled
Hold time: 30, Local hello interval: 5
Transport address: 2.2.2.2

[edit]
cli@BX7000# show ldp overview
show ldp overview
State        Keepalive-Timeout  Hold-time      Target-Hello      Transport-Addr
enable 2.2.2.1 30 2.2.2.2

Configuring MPLS

MPLS provides a mechanism for engineering network traffic patterns that is 
independent of routing tables. MPLS assigns short labels to network packets that 
describe how to forward them through the network.

The gateway supports creating MPLS label-switched paths that can then be 
configured to carry pseudowire traffic. The pseudowire packets undergo MPLS 
encapsulation twice (the pseudowire encapsulation itself which uses MPLS and the 
MPLS tunnel that acts as the packet-switched network [PSN] tunnel). To ensure 
reliable transport packets over the PSN tunnel, you can configure traffic 
engineering on the MPLS tunnel.

To configure MPLS on the gateway, include the following statements at the [edit 
protocols mpls] hierarchy level:

[edit protocols mpls] 
edit bypass bypass-name {

set bandwidth bps;
set from-address ip-address;
set path address1 (strict | loose) addressn (strict | loose);
set priority value value;
set protect interface-name;
set to-address address;

}
edit interface interface-name {

set admin-state (enable | disable);
}
edit label-switch-path lsp-name {

set bandwidth bps;
set description text;
set from-address ip-address;
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set link-protection enable;
set node-link-protection enable;
set path address1 (strict | loose) addressn (strict | loose);
set qos-priority number;
set to-address address;
edit oam {

edit bfd-liveness-detection {
set minimum-interval milliseconds;
set multiplier number;
set receive-interval milliseconds;
set transmit-interval milliseconds;

}
}
edit primary lsp-name {

set priority setup-priority reservation-priority;
}

}
edit static-l2circuit pw-name {

edit neighbor-address destination-ipaddress;
}
edit static-path-inet name {

set egress-address ip-address;
set ingress-address ip-address;
set next-hop-addrs ip-address;
set out-interface interface-name;
set push value;

}

This section contains the following topics:

MPLS Overview on page 268

Enabling MPLS on an Interface on page 269

Configuring a Dynamic Tunnel on page 269

Configuring the Address of the Ingress and Egress Gateways on page 270

Configuring the Path Bandwidth on page 271

Adding a Description on page 271

Configuring QoS Priority on page 271

Configuring Node and Link Protection on page 272

Configuring Priority on page 273

Configuring a Static Ingress Tunnel on page 273

Configuring a Bypass Tunnel on page 274

Configuring BFD for a Dynamic Tunnel on an Interface on page 276

Configuring Static SAToP Pseudowire on page 278
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MPLS Overview
The two basic components of MPLS are label distribution and data mapping. Label 
distribution is the set of actions MPLS performs to establish and maintain a 
label-switched path (LSP), also known as an MPLS tunnel or an MPLS domain. Data 
mapping is the process of getting data packets onto an established LSP.

This section contains the following topics:

MPLS Traffic Engineering on page 268

Types of LSPs on page 268

MPLS Traffic Engineering
Traffic engineering allows you to control the path that data packets follow, 
bypassing the standard routing model, which uses routing tables. Traffic 
engineering moves flows from congested links to alternate links that would not be 
selected by the automatically computed destination-based shortest path.

The core of the traffic engineering design is based on building LSPs among 
gateways. An LSP is connection-oriented, like a virtual circuit in Frame Relay or 
Asynchronous Transfer Mode (ATM). LSPs are not reliable. Packets entering an LSP 
do not have delivery guarantees, although preferential treatment is possible. LSPs 
also are similar to unidirectional tunnels in that packets entering a path are 
encapsulated in an envelope and switched across the entire path without being 
touched by intermediate nodes.

Types of LSPs
The gateway supports the following LSPs:

Static LSPs—For static paths, you must manually assign labels on all ingress 
gateways involved, similar to configuring static routes on individual gateways. 

RSVP-signaled LSPs—For signaled paths, RSVP is used to set up the path and 
dynamically assign labels. You configure only the ingress gateway. The egress 
gateways accept signaling information from the ingress gateway, and set up 
and maintain the LSP cooperatively. 

There are two types of RSVP-signaled LSPs:

Explicit-path LSPs—All intermediate hops of the LSP are manually configured. 
The intermediate hops can be strict or loose.

Constrained-path LSPs—The intermediate hops of the LSP are automatically 
computed by the software. The computation takes into account information 
provided by the topology information from the IS-IS or OSPF link-state routing 
protocol, the current network resource utilization determined by RSVP, and the 
resource requirements and constraints of the LSP.
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Enabling MPLS on an Interface
You can enable MPLS on an interface to create an RSVP tunnel on that interface.

To enable MPLS on the interface, include the admin-state statement with the enable 
option at the [edit protocols mpls interface-name] hierarchy level:

[edit protocols mpls interface-name]
set admin-state enable;

Configuring a Dynamic Tunnel
You can configure an RSVP LSP tunnel as a dynamic tunnel to transport pseudowire 
across an IP or MPLS network. 

RSVP is used to set up the path and dynamically assign labels. You configure only 
the ingress gateway. The egress gateways accept signaling information from the 
ingress gateway, and set up and maintain the LSP cooperatively. 

To configure the RSVP LSP tunnel, include the label-switch-path lsp-name statement 
at the [edit protocols mpls] hierarchy level:

[edit protocols mpls] 
edit label-switch-path lsp-name {

set description text;
set from-address ip-address;
set link-protection enable;
set node-link-protection enable;
set path address1 (strict | loose) addressn (strict | loose);
set qos-priority number;
set to-address address;
edit primary lsp-name {

set bandwidth bps;
set priority setup-priority reservation-priority;

}
}

To delete the dynamic tunnel, include the delete label-switch-path lsp-name 
statement at the [edit protocols mpls] hierarchy level:

[edit protocols mpls] 
delete label-switch-path lsp-name;

Example: Configuring a Dynamic Tunnel
[edit protocols mpls]

edit label-switch-path tnnl2 {
set bandwidth 1000;
set description path2;
set from-address 192.168.15.1;
set node-link-protection enable;
set path 192.168.15.2 strict 192.168.15.3 loose;
set to-address 192.168.15.10;

NOTE: For creating dynamic RSVP tunnels, traffic engineering (TE) should be 
enabled on the routing protocols.
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edit primary path2 {
set priority 3 3;

}
}

Once you have configured the dynamic tunnel, you can commit the configuration.

To display the RSVP tunnel statistics at the BX7000 CLI, use the show statistics 
rsvp-tunnel tunnel-name statement:

cli@BX7000> show statistics rsvp-tunnel tnnl2
Tunnel statistics
Tunnel Name: "tnnl2"
Forwarded packets: 3075167
Error packets: 0
Discarded packets: 0
Octets Forwarded: 0

where:

Tunnel Name denotes the name of the RSVP tunnel.

Forwarded packets denotes the number of packets forwarded over the RSVP 
tunnel.

Discarded packets denotes the number of packets discarded over the RSVP 
tunnel.

To display the RSVP tunnel information at the BX7000 CLI, use the show mpls 
tunnel tunnel-name statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show mpls tunnel tnnl2
Ingress LSP: 1 sessions
To           From         State  LSPname          Labelin Labelout
192.168.15.10   192.168.15.1    Dn   tnnl2   -    -

Total 1 displayed, Up 0, Down 1

Egress LSP: 0 sessions
Total 0 displayed, Up 0, Down 0

Configuring the Address of the Ingress and Egress Gateways
When configuring an LSP, you must specify the address of the egress gateway by 
including the to-address statement at the [edit protocols mpls label-switch-path 
lsp-name] hierarchy level:

[edit protocols mpls label-switch-path ] 
set to-address address;
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By default, the gateway (router-id) is considered the source address for an LSP. To 
specify the source address for LSP, include the from-address statement at the [edit 
protocols mpls label-switch-path lsp-name] hierarchy level:

[edit protocols mpls label-switch-path] 
set from-address ip-address;

Configuring the Path Bandwidth
Each LSP has a bandwidth value. To specify a bandwidth value, include the 
bandwidth statement at the [edit protocols mpls label-switch-path lsp-name] hierarchy 
level:

[edit protocols mpls label-switch-path] 
set bandwidth bps;

You specify the bandwidth value in bits per second (bps), kilobits per second 
(kbps), megabits per second (mbps), or gigabits per second (gbps), with a higher 
value implying a greater user traffic volume. The default bandwidth requires 
gateways to reserve capacity along the outbound links for the path. For an LSP 
tunnel, you can configure the minimum bandwidth value to be 1000 bps and the 
maximum value to be 1gbps. You can also configure the bandwidth for a tunnel to 
be 100 kbps, 100 mbps, or 1 gbps.

To remove the bandwidth allocated to an LSP, include the delete bandwidth 
statement at the [edit protocols mpls label-switch-path lsp-name] hierarchy level:

[edit protocols mpls label-switch-path] 
delete bandwidth;

Adding a Description
You can add descriptions for the MPLS label-switched path (LSP). 

To add a description, include the description statement at the [edit protocols mpls 
label-switch-path] hierarchy level:

[edit protocols mpls label-switch-path]
set description text;

Configuring QoS Priority
You can configure the quality-of-service (QoS) priority for a specified LSP and the 
priority value ranges from 0 through 7. 

To prioritize the packets, include the qos-priority statement at the [edit protocols 
mpls label-switch-path] hierarchy level:

[edit protocols mpls label-switch-path]
set qos-priority number;
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To assign a default QoS priority for a specified LSP, include the delete qos-priority 
statement at the [edit protocols mpls label-switch-path] hierarchy level:

[edit protocols mpls label-switch-path]
delete qos-priority;

Configuring Node and Link Protection
You can configure node or link protection for a label-switched path. When you 
configure node or link protection, a bypass LSP is created by the user to handle the 
LSP traffic if the next-hop gateway fails. While link protection provides an 
interface-level redundancy, node protection allows redundancy at the gateway 
level. 

When you enable node or link protection for an LSP, you can establish the 
following types of bypass LSPs:

Next-hop bypass LSP—Provides an alternate route for an LSP to reach a 
neighboring gateway. This type of bypass LSP is established when you enable 
link protection.

To enable the link protection, include the link-protection statement with the 
enable option at the [edit protocols mpls label-switch-path lsp-name] hierarchy 
level:

[edit protocols mpls label-switch-path] 
set link-protection enable;

To remove the link protection for an LSP, include the delete link-protection 
statement at the [edit protocols mpls label-switch-path] hierarchy level:

[edit protocols mpls label-switch-path] 
delete link-protection;

Next-next-hop bypass LSP—Provides an alternate route for an LSP to get 
around a neighboring gateway to the destination gateway. This type of bypass 
LSP is established exclusively when node-link protection is configured.

To enable the node-link protection, include the node-link-protection statement 
with the enable option at the [edit protocols mpls label-switch-path lsp-name] 
hierarchy level:

[edit protocols mpls label-switch-path] 
set node-link-protection enable;

To remove the node-link protection for LSP, include the delete 
node-link-protection statement at the [edit protocols mpls label-switch-path] 
hierarchy level:

[edit protocols mpls label-switch-path] 
delete node-link-protection;
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Configuring Priority
When there is insufficient bandwidth to establish a more important LSP, you might 
want to tear down a less important existing LSP to free the bandwidth. You do this 
by preempting the existing LSP.

Whether an LSP can be preempted is determined by two properties associated with 
the LSP:

Setup priority—Determines whether a new LSP that preempts an existing LSP 
can be established. For preemption to occur, the setup priority of the new LSP 
must be higher than that of the existing LSP. Also, the act of preempting the 
existing LSP must produce sufficient bandwidth to support the new LSP. That 
is, preemption occurs only if the new LSP can be set up successfully.

Reservation priority—Determines the degree to which an LSP holds on to its 
session reservation after it has been set up successfully. When the reservation 
priority is high, the existing LSP is less likely to give up its reservation and 
hence it is unlikely that the LSP can be preempted.

You cannot configure an LSP with a high setup priority and a low reservation 
priority, because permanent preemption loops might result if two LSPs are allowed 
to preempt each other. You must configure the reservation priority to be equal to 
the setup priority.

To configure the LSP preemption properties, include the priority statement at [edit 
protocols mpls label-switch-path primary] hierarchy level:

[edit protocols mpls label-switch-path] 
edit primary {

set priority setup-priority reservation-priority;
}

Both setup-priority and reservation-priority can be a value from 0 through 7. The value 
0 corresponds to the highest priority, and the value 7 to the lowest. By default, an 
LSP has a setup priority of 7 and a reservation priority of 0.

To assign default priority values to an LSP, include the delete priority statement at 
[edit protocols mpls label-switch-path primary] hierarchy level:

[edit protocols mpls label-switch-path primary] 
delete priority setup-priority reservation-priority;

Configuring a Static Ingress Tunnel
Static route provides a means of explicitly defining the next hop from a gateway for 
a particular destination. With the next hop defined, the labels are pushed onto the 
packet destined for the egress address. This static ingress tunnel is used as a 
transport tunnel for a pseudowire. 

To configure the static ingress tunnel, specify a new label to the top of the label 
stack, the IP address of the successive hops until destination, the address of the 
ingress interface, the address of the egress interface, and the outgoing interface on 
the gateway.
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To configure the static ingress tunnel, include the static-path-inet statement at the 
[edit protocols mpls] hierarchy level:

[edit protocols mpls] 
edit static-path-inet name {

set egress-address ip-address;
set ingress-address ip-address;
set next-hop-addrs ip-address;
set out-interface interface-name;
set push value;

To delete the static ingress tunnel, include the delete static-path-inet name 
statement at the [edit protocols mpls] hierarchy level:

[edit protocols mpls] 
delete static-path-inet name;

Example: Configuring a Static Ingress Tunnel
[edit protocols mpls]

edit static-path-inet tnnl1 {
set egress-address 192.168.15.10;
set ingress-address 192.168.15.1;
set next-hop-addrs 192.168.15.10;
set out-interface ge-1/0/0;
set push 3;

Once you have configured the static ingress tunnel, you can commit the 
configuration.

Configuring a Bypass Tunnel
Resource Reservation Protocol traffic engineering (RSVP-TE) is used to create 
label-switched paths between the MPLS supported nodes. RSVP-TE LSPs are used 
as the tunnels to carry the pseudowire traffic. RSVP-TE supports fast reroute by 
creating backup paths. 

The fast reroute extensions to RSVP-TE enable you to create a single LSP, known as 
a bypass tunnel, to back up a set of LSPs by bypassing specific links and nodes in 
the LSP. RSVP-TE supports fast reroute by creating backup paths. In the event of a 
failure in the protected links and nodes in the primary LSP, MPLS redirects traffic to 
the associated bypass tunnel in tens of milliseconds.

On the gateway, you must statically configure the bypass tunnel to protect the 
primary LSPs that pass through a specific interface. You can specify the interface in 
the set protect interface interface-name statement.

For the bypass tunnel, you can configure the bandwidth, IP address of each 
gateway in the LSP, the setup priority and reservation priority for an LSP, source IP 
address, and address for the immediate next-hop node in the LSP.
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To configure the MPLS protocol bypass tunnel, include the bypass bypass-name 
statement at the [edit protocols mpls] hierarchy level:

[edit protocols mpls] 
edit bypass bypass-name {

set bandwidth bps;
set from-address ip-address;
set path address 1 (strict | loose) address n (strict | loose);
set priority value;
set protect interface-name;
set to-address address;

}

To delete the MPLS protocol bypass tunnel, include the delete bypass bypass-name 
statement at the [edit protocols mpls] hierarchy level:

[edit protocols mpls] 
delete bypass bypass-name;

To assign the default bandwidth to the MPLS protocol bypass tunnel, include the 
delete bandwidth statement at the [edit protocols mpls bypass bypass-name] 
hierarchy level:

[edit protocols mpls bypass-name] 
delete bandwidth;

To assign the default priority to the MPLS protocol bypass tunnel, include the delete 
priority statement at the [edit protocols mpls bypass bypass-name] hierarchy level:

[edit protocols mpls bypass-name] 
delete priority;

Example: Configuring a Bypass Tunnel
[edit protocols mpls]

edit bypass bypass1 {
set bandwidth 1000;
set from-address 3.3.3.3;
set path 4.4.4.4 strict;
set protect ge-1/0/2;
set to-address 2.2.2.2;

}
Once you have configured the bypass tunnel, you can commit the configuration.

To display the configured parameters for the bypass tunnel, use the show bypass 
tunnel tunnel-name statement at the [edit] hierarchy level:

cli@BX7000> show bypass tunnel bypass1
Bypass Tunnel name: bypass1
Outgoing interface: ge-1/0/2
Outgoing label: 0
No of backup running: 1
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Configuring BFD for a Dynamic Tunnel on an Interface
The Bidirectional Forwarding Detection (BFD) protocol detects failures in the MPLS 
network. Use the oam and bfd-liveness-detection statements to the define failure 
detection time limits.

To configure BFD on the LSP tunnel, include the oam and bfd-liveness-detection 
statements at the [edit protocols mpls label-switch-path] hierarchy level:

[edit protocols mpls label-switch-path] 
edit oam {

edit bfd-liveness-detection {
set minimum-interval milliseconds;
set multiplier number;
set receive-interval milliseconds;
set transmit-interval milliseconds;

}
}

To delete the BFD session on the LSP tunnel, include the delete oam 
bfd-liveness-detection statement at the [edit protocols mpls label-switch-path oam] 
hierarchy level:

[edit protocols mpls label-switch-path oam] 
delete bfd-liveness-detection;

To configure the minimum transmit and receive interval, include the 
minimum-interval milliseconds statement at the [edit protocols mpls label-switch-path 
lsp-name oam bfd-liveness-detection] hierarchy level:

[edit protocols mpls label-switch-path oam bfd-liveness-detection] 
set minimum-interval milliseconds; 

The minimum transmit and receive interval range is from 50 through 255,000 
milliseconds.

To delete the minimum transmit and receive interval, include the delete 
minimum-interval statement at the [edit protocols mpls label-switch-path oam 
bfd-liveness-detection] hierarchy level:

[edit protocols mpls label-switch-path oam bfd-liveness-detection] 
delete minimum-interval; 

To specify only the minimum receive interval for failure detection, include the 
receive-interval statement at the [edit protocols mpls label-switch-path oam 
bfd-liveness-detection] hierarchy level:

[edit protocols mpls label-switch-path oam bfd-liveness-detection] 

NOTE: When BFD detects failure in the MPLS network, it does not trigger RSVP 
tunnel to switch traffic to alternate path. The BFD session will be down 
immediately but the tunnel will be teared down only after the configured refresh 
timer expire.
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set receive-interval milliseconds;

The minimum receive interval range is from 50 through 255,000 milliseconds.

To delete the minimum receive interval for failure detection, include the delete 
receive-interval statement at the [edit protocols mpls label-switched-path oam 
bfd-liveness-detection] hierarchy level:

[edit protocols mpls label-switch-path oam bfd-liveness-detection] 
delete receive-interval;

To specify only the minimum transmit interval for failure detection, include the 
transmit-interval statement at the [edit protocols mpls label-switch-path oam 
bfd-liveness-detection] hierarchy level:

[edit protocols mpls label-switch-path oam bfd-liveness-detection] 
set transmit-interval milliseconds;

The minimum transmit interval range is from 50 through 255,000 milliseconds.

To delete the minimum transmit interval for failure detection, include the delete 
transmit-interval statement at the [edit protocols mpls label-switch-path lsp-name oam 
bfd-liveness-detection] hierarchy level:

[edit protocols mpls label-switch-path oam bfd-liveness-detection] 
delete transmit-interval;

To specify the detection time multiplier for failure detection, include the multiplier 
statement at the [edit protocols mpls label-switch-path oam bfd-liveness-detection] 
hierarchy level:

[edit protocols mpls label-switch-path oam bfd-liveness-detection] 
set multiplier number;

The detection time multiplier range is from 2 through 255 and the default value is 
3.

To delete the detection time multiplier for failure detection, include the delete 
multiplier statement at the [edit protocols mpls label-switch-path oam 
bfd-liveness-detection] hierarchy level:

[edit protocols mpls label-switch-path oam bfd-liveness-detection] 
delete multiplier;
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Example: Configuring BFD for an MPLS Tunnel
[edit protocols mpls]

edit label-switch-path tnnl3 {
set from-address 192.168.15.1;
set to-address 192.168.15.10;
edit oam {

edit bfd-liveness-detection {
set minimum-interval 10;
set multiplier 1;
set receive-interval 10;
set transmit-interval 10;

}
}

}

Once you have configured the BFD for MPLS tunnel, you can commit the 
configuration.

Configuring Static SAToP Pseudowire
You can use a static MPLS tunnel for configuring the static SAToP pseudowire. For 
more information on configuring the static SAToP pseudowire, see “Configuring 
Static SAToP Pseudowire” on page 364.

To configure the static SAToP pseudowire, include the static-l2circuit statement at 
the [edit protocols mpls] hierarchy level:

[edit protocols mpls]
edit static-l2circuit pw-name {

edit neighbor-address destination-ipaddress {
set tunnel tunnel-name;

}
}

Configuring GRE

To configure the generic routing encapsulation (GRE) protocol on an interface, see 
“Configuring the GRE Protocol on an Interface” on page 108.

Configuring PPP

To configure the Point-to-Point Protocol (PPP) on the gateway, include the following 
statements at the [edit protocols ppp] hierarchy level:

[edit protocols ppp]
set monitor-session (interface-name | all);
set traceoptions (enable | disable) file file-name;

NOTE: You cannot delete MPLS protocol from the gateway.
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Monitoring a PPP Session
The gateway supports monitoring PPP control packet exchange. When monitoring 
is enabled, the control packets exchanged during a session are logged to the file 
specified in the traceoptions statement. You can specify the interface on which the 
tracing needs to be enabled.

To configure the PPP packet monitoring, include the monitor-session statement at 
the [edit protocols ppp] hierarchy level: 

[edit protocols ppp]
set monitor-session (interface-name | all);

Enabling Trace Operation
You can define tracing options for PPP using a file located in the /var/log/ 
directory.

To define tracing operations for PPP, include the traceoptions statement at the [edit 
protocols ppp] hierarchy level: 

[edit protocols ppp]
    set traceoptions (enable | disable) file file-name;

Configuring BFD

The Bidirectional Forwarding Detection protocol (BFD) is a simple hello mechanism 
that detects failures in a network. BFD works with a wide variety of network 
environments and topologies. The BFD failure detection timers have shorter time 
limits than the OSPF failure detection mechanisms, providing faster detection. You 
can adjust these timers to be more or less aggressive.

The BFD protocol can be configured for the OSPF, IS-IS, and RSVP tunnels. The BFD 
session created to the neighbor is identified using OSPF or IS-IS through the 
interface. The BFD is also configured for an RSVP tunnel that creates the BFD 
session to the tunnel end-point.

To configure the BFD parameters, enable the protocols on the interface and 
configure the BFD parameters for that protocol on the interface. Otherwise, the 
default BFD parameter is used.

The following topics describe how to configure BFD for MPLS, OSPF, and IS-IS on 
the interface:

Configuring BFD for OSPF on an Interface on page 240

Configuring BFD for IS-IS on an Interface on page 253

Configuring BFD for a Dynamic Tunnel on an Interface on page 276

Configuring Default BFD Properties on page 280
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Configuring Default BFD Properties
To configure the default BFD parameters, include the bfd statement at the [edit 
protocols] hierarchy level:

[edit protocols bfd]
set minimum-interval milliseconds;
set multiplier number;
set promiscuous (enable | disable);
set receive-interval milliseconds;
set transmit-interval milliseconds;

The default transmit interval value is 2,000 milliseconds, default receive interval 
value is 2,000 milliseconds, and default multiplier value is 3.

Example: Configuring BFD
[edit protocols bfd]

set multiplier 3;
set receive-interval 2000;
set transmit-interval 2000;

To display the configured parameters for BFD, use the show bfd-global statement at 
the [edit] hierarchy level:

[edit]
cli@BX7000# show bfd-global

Bfd global parameter
Transmit interval(msec) : 2000
Receive interval(msec)  : 2000
Multiplier : 3

Configuring Protocols for SAToP, ATM, and Ethernet Pseudowires

To configure protocols for the Structure Agnostic TDM over PSN (SAToP), 
Asynchronous Transfer Mode (ATM), and Ethernet pseudowires, enable protocols 
on the Ethernet interface for configuring the RSVP, GRE, or static tunnels, and then 
configure a basic or an extended LDP session.

The following sections describe how to configure protocols for SAToP or ATM 
pseudowires:

Configuring Protocols for the RSVP Tunnel on page 281

Configuring Protocols for the GRE Tunnel on page 281

Configuring Protocols for a Static Tunnel on page 282

Configuring a Basic LDP Session on page 282

Configuring an Extended Discovery LDP Session on page 282
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Configuring Protocols for the RSVP Tunnel
To configure the dynamic RSVP tunnel, enable OSPF, RSVP, and MPLS on the 
Ethernet interface:

1. To enable OSPF, include the admin-state statement at the [edit protocols ospf], 
[edit interface loO], and [edit interface interface-name] hierarchy levels:

[edit protocols ospf]
set admin-state enable;
edit area area-id {

edit interface loO {
set admin-state enable;

}
edit interface interface-name {

set admin-state enable;
}

}

2. To enable RSVP, include the admin-state statement at the [edit protocols rsvp] 
and [edit interface interface-name] hierarchy levels:

[edit protocols rsvp]
set admin-state enable;
edit interface interface-name {

set admin-state enable;
}

3. To enable MPLS, include the admin-state statement at the [edit protocols mpls] 
hierarchy level:

[edit protocols mpls]
edit interface interface-name {

set admin-state enable;
}

Configuring Protocols for the GRE Tunnel
To create the GRE tunnel, enable OSPF on the Ethernet interface.

To enable OSPF, include the admin-state statement at the [edit protocols ospf] 
hierarchy level:

[edit protocols ospf]
set admin-state enable;
edit area area-id {

edit interface interface-name {
edit unit logical-unit-number {

set admin-state enable;
}

}
}
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Configuring Protocols for a Static Tunnel
Configure the outgoing interface before configuring a static tunnel.

You need to enable MPLS on the static tunnel. Enabling OSPF and RSVP on the 
static tunnel is optional.

To enable MPLS, include the admin-state statement at the [edit protocols mpls] 
hierarchy level:

[edit protocols mpls]
edit interface interface-name {

set admin-state enable;
}

Configuring a Basic LDP Session
To configure a basic LDP session, enable LDP globally and on the Ethernet 
interface:

1. To enable LDP globally, include the admin-state statement at the 
[edit protocols ldp] hierarchy level:

[edit protocols ldp]
set admin-state enable;

2. To enable LDP on the Ethernet interface, include the admin-state statement at 
the [edit interface interface-name] hierarchy level:

[edit protocols ldp]
edit interface interface-name {

set admin-state enable;
}

3. If MPLS not enabled, include the admin-state statement at the [edit protocols 
mpls] hierarchy level: 

[edit protocols mpls]
edit interface interface-name {

set admin-state enable;
}

Configuring an Extended Discovery LDP Session
To configure an extended discovery LDP session, enable LDP globally and configure 
the targeted LDP peer: 

1. To enable LDP globally, include the admin-state statement at the
[edit protocols ldp] hierarchy level:

[edit protocols ldp]
set admin-state enable;
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2. To configure a targeted LDP peer, include the mpls ldp targeted-hello send 
ip-address statement at the [edit protocols ldp] hierarchy level:

[edit protocols ldp]
set mpls ldp targeted-hello send ip-address;

Example: Configuring the Protocols for SAToP or ATM Pseudowires
Configuring OSPF on an Ethernet interface:

[edit protocols ospf]
set admin-state enable;
edit area 1.1.1.1 {

edit interface ge-1/0/1 {
set admin-state enable;

}
}

Configuring OSPF on a loopback interface:

[edit protocols ospf]
set admin-state enable;
edit area 1.1.1.1 {

edit interface lo0 {
set admin-state enable;

}
}

Configuring RSVP for creating an RSVP tunnel:

[edit protocols rsvp]
set admin-state enable;
edit interface ge-1/0/1 {

set admin-state enable;
}

Configuring LDP:

[edit protocols ldp]
set admin-state enable;
edit interface ge-1/0/1 {

set admin-state enable;
}

Configuring MPLS:

[edit protocols mpls]
edit interface ge-1/0/1 {

set admin-state enable;
}
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Creating a Routing Policy

You can configure a routing policy for OSPF and IS-IS protocols. The redistribution 
of static or connected routes into IGP requires policy configuration. In OSPF, the 
policy name configured under the policy-options statement is used for exporting the 
routes into OSPF.

The redistribution of routes to IS-IS is accomplished by specifying levels (L1, L2) as 
the match condition for configuring the policy. The route leaking from L1 to L2 and 
vice versa is also done through policies.

To configure a routing policy, include the policy-options statement at the [edit] 
hierarchy level:

[edit]
policy-options {

edit policy-statement policy-name {
edit term policy-term--name {

edit from {
set level level-number;
set protocol static;

}
edit to {

set level level-number;
}
set then (accept | reject)

}
}

}

To delete the routing policy for the gateway, include the delete policy-statement 
policy-name statement at the [edit] hierarchy level:

[edit policy-options]
 delete policy-statement policy-name;

To delete a particular term for the routing policy, include the delete policy-statement 
policy-name term policy-term-name statement at the [edit policy-options] hierarchy 
level:

[edit policy-options]
delete policy-statement policy-name term policy-term-name;

You configure the routing policy for OSPF and IS-IS protocols as follows:

Exporting a Routing Policy for the OSPF and IS-IS Protocols on page 284

Monitoring Routing Policies on page 285

Exporting a Routing Policy for the OSPF and IS-IS Protocols
Routing protocols store the routes that they learn in the routing table. The routing 
table uses this collected route information to determine the active routes to 
destinations. The routing table then installs the active routes into its forwarding 
table and also exports them back into the routing protocols. It is these exported 
routes that the protocols advertise. 
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For redistributing static routes to the routing protocol you can define a routing 
policy for that protocol. By default, if a router has multiple OSPF areas, learned 
routes from other areas are automatically installed into area 0 of the routing table.

To apply routing policies that affect how the routing table exports routes into OSPF, 
include the export statement at the [edit protocols ospf] hierarchy level:

[edit protocols ospf] 
set export policy-name; 

To withdraw the routes redistributed to OSPF, include the delete export statement 
at the [edit protocols ospf] hierarchy level:

[edit protocols ospf] 
delete export policy-name;

For redistributing Level 2 routes to Level 1 in IS-IS, you can define a routing policy 
for that protocol. By default, IS-IS Level 1 routes are redistributed to Level 2.

To configure a routing policy for the IS-IS protocol, include the export statement at 
the [edit protocols isis] hierarchy level:

[edit protocols isis]
set export policy-name;

To withdraw the routes redistributed to IS-IS, include the delete export statement at 
the [edit protocols isis] hierarchy level:

[edit protocols isis]
delete export policy-name;

Monitoring Routing Policies
You can monitor the configured policies at the [show policy] hierarchy level:

cli@BX7000> show policy

To monitor details of a particular policy, include the show policy policy-name 
statement at the [show policy] hierarchy level:

cli@BX7000> show policy policy-name

Example: Creating a Routing Policy
Configure a routing policy:

[edit]
policy-options {

edit policy-statement p1 {
edit term t1 {

edit from {
set level 1;
set protocol static;

}
edit to {

set level 1;
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}
set then accept;

}
}

}

To display the configured routing policy, use the show policy policy-name statement 
at the [edit] hierarchy level:

[edit]
cli@BX7000# show policy p1
Policy : p1
Term: t1
Match-conditions: From Protocol static    Level: 1

Then  accept     Metric value: 65535

Configuring Static Routes

Static routes allow you to enter into the gateway configuration manually. A static 
route is a way of explicitly defining the next hop from the BX7000 Multi-Access 
Gateway for a particular destination. When a network failure occurs, the static route 
will only change if a network administrator performs the change.

To configure the static routes, include the static-route statement at the [edit] 
hierarchy level:

[edit]
static-route {

edit route destination/prefix {
set metric number;
set next-hop address;
set preference value;
edit bfd-liveness-detection { 

set minimum-interval milliseconds; 
set minimum-receive-interval milliseconds; 
set minimum-transmit-interval milliseconds;
set multiplier detection-time-multiplier; 

}
}

}

Example: Configuring Static Route
[edit static-route]

edit route 10.10.10.0/24 {
set next-hop 10.100.65.62;

}

To display the configured route, use the show route statement at the [edit] hierarchy 
level:

[edit]
cli@BX7000# show route
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C = Connected, S = Static, O = OSPF, I = ISIS, * = Next hop is not set, - = Age is 
not set
 1 destination, 1 route
 Destination prefix Outgoing interface Metric  Next hop Protocol Age   Preference
   10.10.10.0/24    (via):ge-1/0/0 1         *             C -       1 1

Configuring Bidirectional Forwarding Detection for Static Routes
The Bidirectional Forwarding Detection (BFD) protocol detects connectivity failure 
between systems and other next hop routers faster with minimal overhead. BFD 
can be used to intimate protocols such as OSPF, ISIS, and MPLS about the failure. 
The BFD session can be configured for static routes to know a next-hop failure 
between these routes. The static route is installed only when the BFD session is 
enabled for that route. Static routes with the BFD session is configured on both 
ends and the BFD session will be running to a next hop only when the next hop is 
reachable. 

To enable BFD for static routes:

Use the bfd-liveness-detection statement at the [edit static-route 
destination/prefix] hierarchy level.

Or use the promiscous statement. Once promiscous is enabled, the packets 
received on an Ethernet interface initiate the BFD session.

When the BFD session fails, the static route will be removed from the routing 
database. The removed route will be added once the BFD session is initiated again. 
When the BFD session (initiated using the promiscous statement) fails to come up, 
the static route will not be installed.

To enable failure detection, include the bfd-liveness-detection statement at the [edit 
static-route route destination/prefix] hierarchy level:

[edit static-route route destination/prefix]
edit bfd-liveness-detection { 

set minimum-interval milliseconds; 
set minimum-receive-interval milliseconds; 
set minimum-transmit-interval milliseconds;
set multiplier detection-time-multiplier; 

}

To specify the minimum transmit and receive intervals for failure detection, include 
the minimum-interval statement at the [edit static-route destination-prefix 
bfd-liveness-detection] hierarchy level:

[edit static-route destination/prefix bfd-liveness-detection]
set minimum-interval milliseconds;

This value represents the minimum interval at which the gateway transmits the 
packets and expects to receive a reply from a neighbor with which it has 
established a BFD session. You can configure a number in the range from 50 
through 255,000 milliseconds. You can also specify the minimum transmit and 
receive intervals separately. 
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To specify only the minimum receive interval for failure detection, include the 
minimum-receive-interval statement at the [edit static-route destination/prefix 
bfd-liveness-detection] hierarchy level:

[edit static-route destination/prefix bfd-liveness-detection]
set minimum-receive-interval milliseconds; 

This value represents the minimum interval at which the gateway expects to 
receive a reply from a neighbor with which it has established a BFD session. You 
can configure a number in the range from 50 through 255,000 milliseconds. 

To specify only the minimum transmit interval for failure detection, include the 
minimum-transmit-interval statement at the [edit static-route destination/prefix 
bfd-liveness-detection] hierarchy level:

[edit static-route destination/prefix bfd-liveness-detection]
set minimum-transmit-interval milliseconds;

You can configure the minimum transmit interval in the range from 50 through 
255,000 milliseconds.

To specify the time multiplier for failure detection, include the multiplier statement 
at the [edit static-route destination/prefix bfd-liveness-detection] hierarchy level:

[edit static-route destination/prefix bfd-liveness-detection]
set multiplier detection-time-multiplier; 

The default time multiplier value is 3. You can configure a number in the range 
from 2 through 255.

Example: Configuring BFD for Static Routes
You can establish a BFD session for static route between two BX7000 Multi-Access 
Gateways A and B.

Configuring BFD for static route on the gateway A:

You can configure a static route through the next hop-router 20.20.20.3.

[edit static-route]
edit route 34.34.34.4/32 {

set metric 0;
set next-hop 20.20.20.3;

}
edit bfd-liveness-detection { 

set minimum-interval 2000; 
set multiplier 3; 

}

NOTE: When multiple static routes are configured, the BFD session configured 
with the minimum receive and transmit interval will be considered and a single 
BFD session runs to the next hop. The show output displays a single BFD session.
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To display the configured parameters from the BX7000 CLI, use the show 
configuration statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show configuration
system {
    framer-mode T1;
}
interfaces {
    ge-1/0/0 {
        admin-state enable;
        unit 1 {
            family inet address 192.168.1.112/24;
        }
    }
    ge-1/0/1 {
        admin-state enable;
        unit 0 {
            family inet address 20.20.20.2/24;
        }
    }
static-route {
        route 34.34.34.4/32 {
            next-hop 20.20.20.3;
            metric 0;
            bfd-liveness-detection {
            }
        }
    }
}
connections {
}
bridge-domains {
}

To display the BFD session established between the gateways A and B, use the 
show bfd-session statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show bfd-session
Address State  Detect(msec)  Interval(msec) Multiplier Interface/Tunnel
20.20.20.3 Up 6000            2000            3               ge-1/0/1

Total number of bfd sessions: 1

Configuring BFD for static route on B:

You can configure a static route through the next hop-router 20.20.20.2.

[edit static-route]
edit route 44.44.44.1/32 {

set metric 0;
set next-hop 20.20.20.2;

}
edit bfd-liveness-detection { 

set minimum-interval 2000; 
set multiplier 3; 
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}

To display the configured parameters from the BX7000 CLI, use the show 
configuration statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show configuration
system {
    framer-mode T1;
}
interfaces {
    ge-1/0/0 {
        admin-state enable;
        unit 0 {
            family inet address 192.168.1.113/24;
        }
    }
    ge-1/0/1 {
        admin-state enable;
        unit 0 {
            family inet address 20.20.20.3/24;
        }
    }
static-route {
        route 44.44.44.1/32 {
            next-hop 20.20.20.2;
            metric 0;
            bfd-liveness-detection {

minimum-interval 2000; 
multiplier 3; 

}
        }
    }
}
connections {
}
bridge-domains {
}

To display the BFD session established between the gateways A and B, use the 
show bfd-session statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show bfd-session
Address State  Interface/Tunnel Detect(msec)  Interval(msec) Multiplier 
20.20.20.2 Up  ge-1/0/1 6000            2000            3 

Total number of bfd sessions: 1
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Configuring BGP

BGP is an exterior gateway protocol (EGP) that is used to exchange routing 
information among routers in different autonomous systems (ASs). BGP routing 
information includes the complete route to each destination. BGP uses the routing 
information to maintain a database of network reachability information, which it 
exchanges with other BGP systems. BGP uses the network reachability information 
to construct a graph of AS connectivity, thus allowing BGP to remove routing loops 
and enforce policy decisions at the AS level.

BGP supports policy-based routing. You can use routing policies to choose among 
multiple paths to a destination and to control the redistribution of routing 
information.

In a typical internetwork (and in the Internet), each autonomous system designates 
one or more routers that run the BGP software. BGP routers in each autonomous 
system are linked to those in one or more other autonomous systems. Each BGP 
stores information about networks and the routes to them in a set of routing tables. 
This route information is exchanged between BGP routers and propagated 
throughout the entire internetwork, allowing each AS to find paths to other ASs, 
and enabling routing across the entire internetwork.

To restrict the routing information that the router learns or advertises, you can filter 
BGP based on routing updates to or from a particular neighbor group. 

Autonomous Systems
An autonomous system (AS) is a set of routers that are under a single technical 
administration and normally use a single interior gateway protocol (IGP) and a 
common set of metrics to propagate routing information within the set of routers. 
To other ASs, an AS appears to have a single, coherent interior routing plan and 
presents a consistent picture of what destinations are reachable through it.

AS Paths and Attributes
The routing information that BGP systems exchange includes the complete route to 
each destination, as well as additional information about the route. The route to 
each destination is called the AS path, and the additional route information is 
included in path attributes. BGP uses the AS path and the path attributes to 
completely determine the network topology. After BGP understands the topology, it 
can detect and eliminate routing loops and select among groups of routes to 
enforce administrative preferences and routing policy decisions.

External and Internal BGP
BGP supports two types of exchanges of routing information—exchanges between 
different ASs and exchanges within a single AS. When used between ASs, BGP is 
called external BGP (EBGP) and BGP sessions perform inter-AS routing. When used 
within an AS, BGP is called internal BGP (IBGP) and BGP sessions perform intra-AS 
routing. Figure 4 on page 292 illustrates ASs, EBGP, and IBGP.
Configuring BGP 291



BXOS 4.2R2 Configuration Guide

292
Figure 4:  External and Internal BGP

BGP systems are arranged into groups. In an IBGP group, all peers in the 
group—called internal peers—are in the same AS. Internal peers can be anywhere 
in the local AS and do not have to be directly connected to each other. Internal 
groups use routes from an IGP to resolve forwarding addresses. They also 
propagate external routes among all other internal routers running IBGP, 
computing the next hop by taking the BGP next hop received with the route and 
resolving it using information from one of the IGPs.

In an EBGP group, the peers in the group—called external peers—are in different 
ASs and normally share a subnet. In an external group, the next hop is computed 
with respect to the interface that is shared between the external peer and the local 
router.

BGP Routes 
A BGP route consists of:

A destination, described as an IP address prefix.

Information that describes the path to the destination, including:

AS path, which is a list of numbers of the ASs that a route passes through to 
reach the local router. The first number in the path is that of the last AS in 
the path—the AS closest to the local router. The last number in the path is 
the AS farthest from the local router, which is generally the origin of the 
path.

Path attributes, which contain additional information about the AS path 
that is used in routing policy. 

BGP peers advertise routes to each other in update messages.
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BGP stores its routes in the routing table. The routing table stores the following 
information about BGP routes:

Routing information learned from update messages received from peers

Local routing information that the BGP system selects by applying local policies 
to routes received in update messages

Information that the BGP system selects to advertise to its BGP peers in the 
update messages it sends

For each prefix in the routing table, the routing protocol process selects a single 
best path, called the active path. 

Minimum BGP Configuration
For BGP to run on a router, you must define the local autonomous system (AS) 
number, configure at least one group, and include information about at least one 
peer in the group (the peer's IP address and AS number). 

To configure at least one AS, include the following statements at the [edit] 
hierarchy level: 

[edit routing-options]
    set autonomous-system autonomous-system; 
up

To configure a BGP group, specify the group type, and an explicit peer, include the 
following statements:

[edit protocols] 
    edit bgp {
        edit group group-name {

set peer-as autonomous-system; 
set type type; 
set neighbor address; 

        }
     }

When type is external, peer-as must be configured and it must not be the same as 
local-as.

NOTE: Default type is external.

Specifying the AS Number of the Local Router 
Each router running BGP must be configured with its AS number. This number is 
included in the local AS number field in the BGP open messages that are sent 
between BGP peers to establish a connection. You must specify an AS number to 
enable BGP. You can configure a number from 1 through 65,535 in plain-number 
format. This field is mandatory to run BGP.
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Specifying the AS Number of the Peer
For EBGP, the peer is in another AS, so the AS number you specify in the peer-as 
statement must be different from the local router's AS number specified in the 
autonomous-system statement. For IBGP, the peer is in the same AS, so the two AS 
numbers that you specify in the autonomous-system and peer-as statements must 
be the same. 

For EBGP, you can specify any number from 1 through 65,535 in plain-number 
format.

For IBGP, the system takes the local AS number for peer-as.

Specifying the Group Type
When configuring a BGP group, you can indicate whether the group is an IBGP 
group or an EBGP group. All peers in an IBGP group are in the same AS, whereas 
peers in an EBGP group are in different ASs and normally share a subnet.

To configure an IBGP group, which allows intra-AS BGP routing, include the 
following form of the type statement:

type internal; 

To configure an EBGP group, which allows inter-AS BGP routing, include the 
following form of the type statement: 

type external; 

NOTE: By default, type is set to external. If peer-as is configured to local-as, then 
type is set to internal implicitly. 

Specifying the BGP Neighbor
You must explicitly configure a neighbor (peer). To configure multiple BGP peers, 
include multiple neighbor statements. You need at least one neighbor configuration 
to run the BGP.

To specify the IP address of the neighbor, use the following statement:

address

Assigning a BGP Identifier
Each router running the BGP must have a BGP identifier. This identifier is included 
in the BGP identifier field of open messages that are sent between two BGP peers 
when establishing a BGP session. In BX7000, the IP address of the loopback 
interface is used as the BGP identifier. Therefore, it is mandatory to configure the 
loopback interface before configuring the BGP neighbor.

Applying Route Policy
To apply policies already defined for BGP, include the import and export 
statements within the BGP configuration.

You can apply policies as follows:
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Group import and export statements—Include these statements at the [edit 
protocols bgp group group-name] hierarchy level.

To configure the routing policies at the group level, include the following 
statements at the [edit protocols bgp] hierarchy level:

[edit protocols] 
    edit bgp {
        edit group group-name {
            set export policy-name; 
            set import policy-name; 

}
}

Route Filter Configuration
To restrict the routing information that the router learns or advertises, you can filter 
BGP based on routing updates to or from a particular neighbor group. To achieve 
this, prefix-list is defined and applied to the updates to or from a neighbor. 

To configure one or more route filters of static routes or connected routes, include 
the following statements at the [edit] hierarchy level. The route filters also include 
the action per term.

[edit policy-options] 
    edit policy-statement stmt-name {
        edit term term-name {
            edit from {

set route-filter destination-prefix exact 
set route-filter destination-prefix upto prefix
set prefix-list [prefix list name]

}
            set then action
        }

set then action
    }

To redistribute static or connected routes from RTM to BGP, include the following 
statements at the [edit policy-options] hierarchy level:

[edit policy-options] 
    edit policy-statement stmt-name {
        edit term term-name {
            edit from {
                set protocol route-types

 }
              edit to {
                set protocol bgp
               }
           }
    }

route-types can be either static for statically connected routes or direct for directly 
connected routes.
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NOTE: The match of route filters is done according to the order in which they are 
configured. 

NOTE: You must explicitly configure the redistribution of static routes or connected 
routes from RTM to BGP if you need to configure the policy with static or connected 
route-filters. You must also configure the policy before configuring the 
redistribution of routes.

NOTE: BX7000 supports policy configuration at the neighbor group level and only 
one export policy and one import policy are supported.

NOTE: BX7000 supports only one action per term.

Table 9 on page 296 gives examples for route filter match types—exact and upto.

Table 9:  Example Route Filter Match Types (Exact and Upto)

Example: BGP Configuration
Two routers, BX1 and BX2, must be configured for BGP. They are in different ASs. 
Configuration of BGP consists of the following stages:

1. Enabling BGP.

2. Configuring the loopback interface as the BGP identifier and the AS.

3. Defining BGP neighbors.

4. Configuring the basic BGP policy.

Enabling BGP Routing
BX1 #edit interface lo0
          set admin-state en
          edit unit 0
          set family inet address 2.2.2.2/32

Prefix 192.168/16 exact 192.168/16 upto 24

192.0.0.0/8

192.168.0.0./16 Match Match

192.168.0.0/17 Match

192.168.0.0/18 Match

192.168.0.0/19 Match

192.168.4.0/24 Match

192.168.5.4/30 Match

192.168.12.128/32

192.168.16.0/20 Match

192.168.192.0/18 Match

192.168.224.0/19 Match

192.169.1.0/24

192.170.0.0/16
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          top
          commit

BX1 #edit routing-options
          set autonomous-system 100
          top
          commit

BX2 #edit interface lo0
          set admin-state en
          edit unit 0
          set family inet address 3.3.3.3/32
          top
          commit

BX2 #edit routing-options
         set autonomous-system 200
         top
         commit

Identifying BGP Neighbors
BX1 #edit protocols bgp

edit group pg1
set type external
set peer-as 200
set neighbor 20.20.20.2

top
commit

 BX2 #edit protocols bgp
edit group pg1

set peer-as 100
set type external
set neighbor 20.20.20.1

top
commit

Basic BGP Policy Configuration
BX2 exports some routes to BX1:

BX2 # edit policy-options
 edit policy-statement pol1
 edit term 1
 edit from
 set route-filter 80.80.0.0/24 exact
up
set then accept
top
commit

BX2 #edit protocols bgp
 edit group pg1
 set export pol1
 top
commit
Configuring BGP 297



BXOS 4.2R2 Configuration Guide

298
BX2 #edit policy-options
            edit policy-statement  pol1

edit term 1
edit from

             set protocol static
up
edit to 
 set protocol bgp
top
commit

BX1 rejects some routes imported from BX2:

BX1 #edit policy-options
edit policy-statement pol1
edit term 1
edit from

set route-filter 90.0.0.1/32 exact
up

set then reject
top

commit

BX1 # edit protocols bgp
edit group pg1
 set import pol1
top

 commit

Displaying BGP Configuration
To display the BGP configuration, use the show bgp neighbor statement:

BX1# show bgp neighbor 20.20.20.2
Peer: 20.20.20.2 AS 3  AS: 1
Type: External    State: Established    
Last Error: None
  Import: [ pol1 ]
  Options: 
  Holdtime: 90 Preference: 0
  Number of flaps: 0
  Peer ID: 80.0.0.2         Local ID: 80.0.0.3         Active Holdtime: 90
  Keepalive Interval: 30 
  Stale routes from peer are kept for: 0
  Table inet.0 
    Received prefixes:            2
    Accepted prefixes:            1
    Advertised prefixes:          0
  Input messages:  Total 50     Updates 3 
Output messages: Total 48     Updates 0      

  
BX2 #show bgp neighbor 20.20.20.1

Peer: 20.20.20.1 AS 1      Local: 20.20.20.2 Local AS 1
  Type: External    State: Established    
  Options: 
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 80.0.0.3         Local ID: 80.0.0.2         Active Holdtime: 90
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  Keepalive Interval: 30 
  Stale routes from peer are kept for: 0
  Table inet.0 

Accepted prefixes:            0
    Advertised prefixes:          0
  Input messages:  Total 145    Updates 1       
  Output messages: Total 143    Updates 0  

#show route
 C = Connected, S = Static, O = OSPF, I = ISIS, B=BGP * = Next hop is not 
set, - = Age is not set

4 destinations, 4 routes

Displaying BGP configuration
Use the following show commands to display BGP configuration:

# show bgp group <group-name> detail

# show bgp neighbor

# show bgp summary

root@BX7000# show bgp group pg1 detail

Group Type: External Local AS: 1
  Name: pg1 Flags: <>
  Holdtime: 0
  Total peers: 1        Established: 1
  20.20.20.2+61899
  Route Queue Timer: unset Route Queue: empty
  Table inet.0
    Active prefixes:              0
    Accepted prefixes:            0
    Suppressed due to damping:    0
    Advertised prefixes:          0

root@BX7000# show bgp neighbor 

NOTE: This command lists out all the configured BGP beighbors.

Peer: 20.20.20.2  AS 3  Local AS 1
Type: External    State: Established    
Last Error: None
  Import: [ pol1 ]
  Options: 
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 80.0.0.2         Local ID: 80.0.0.3         Active Holdtime: 90
  Keepalive Interval: 30         Peer index: 0

Destination prefix Outgoing interface  
Metric

Next hop Protocol Age Preference

192.168.1.0/24 (via):ge-1/0/0 1 * C - 1

10.100.79.0/24 (via):ge-1/0/0 1  192.168.1.1 S 10823 1

12.12.12.0/24 (via):ge-1/0/0 1 192.168.1.1 B 10823 1

 192.168.1.181/32 (via):* 0 0.0.0.0 L 10878 1
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  Stale routes from peer are kept for: 300
  Table inet.0 
    Accepted prefixes:            1
    Advertised prefixes:          0
  Input messages:  Total 50     Updates 3       
 Output messages: Total 48     Updates 0

root@BX7000 #show bgp neighbor <ip>
Peer: 20.20.20.1 AS 1      Local: 20.20.20.2 Local AS 1
  Type: External    State: Established    
  Options: 
  Holdtime: 90 Preference: 170
  Number of flaps: 0
  Peer ID: 80.0.0.3         Local ID: 80.0.0.2         Active Holdtime: 90
  Keepalive Interval: 30 
  Stale routes from peer are kept for: 0
  Table inet.0 

Accepted prefixes:            0
    Advertised prefixes:          0
  Input messages:  Total 145    Updates 1       
  Output messages: Total 143    Updates 0

root@BX7000 #show bgp summary
Groups: 1 Peers: 1 Down peers: 0
Table Tot Paths  Act Paths Suppressed History Damp State Pending
inet.0 0          0 0    0 0 0
Peer AS InPkt OutPkt Flaps Last Up/Dwn State|#Active 
/Accepted/Damped...
20.20.20.2 3 38 38  0 16:12 0/0/0/0  0/0/0/0
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Summary of Protocols Configuration 
Statements

The following descriptions explain each of the protocol interface configuration 
statements. The statements are organized alphabetically.

aggregation

Syntax aggregation;

Hierarchy Level [edit protocols rsvp interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Control the use of RSVP aggregate messages on an interface or peer interface. 
Aggregate messages can pack multiple RSVP messages into a single transmission, 
thereby reducing network overhead and enhancing efficiency. The number of 
supportable sessions and amount of processing overhead are significantly 
improved when aggregation is enabled.

Not all gateways connected to a subnet need to support aggregation 
simultaneously. Each RSVP gateway negotiates its intention to use aggregate 
messages on a per-neighbor basis. Only when both gateways agree are aggregate 
messages sent.

Options: aggregation—Use RSVP aggregate messages.
Default: Disabled

Usage Guidelines See “Configuring RSVP Refresh Reduction” on page 259.

Related Topics bandwidth (RSVP), hello-interval (RSVP), reliable

area

Syntax area area-id;

Hierarchy Level [edit protocols ospf]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure OSPF areas.
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Options area-id—OSPF area.

Usage Guidelines See “Configuring OSPF Areas” on page 234.

bandwidth

See the following sections:

bandwidth (MPLS)

bandwidth (RSVP) 

bandwidth (MPLS)

Syntax bandwidth bps;

Hierarchy Level [edit protocols mpls label-switch-path],
[edit protocols mpls bypass-name]

Release Information Statement introduced in BXOS Release 3.0.

Description When configuring an LSP, specify the traffic rate associated with the LSP.

When configuring fast reroute, allocate bandwidth for the reroute path. By default, 
no bandwidth is reserved for the rerouted path. The fast reroute bandwidth does 
not need to be identical to that allocated for the LSP itself.

Options bps—Bandwidth, in bits per second. 
Range: 1000 bps through 1 gbps
Default: 0 (no bandwidth is reserved) 

Usage Guidelines See “Configuring the Path Bandwidth” on page 271.

Related Topics description, from-address, link-protection, node-link-protection, path, qos-priority, 
to-address

bandwidth (RSVP)

Syntax bandwidth bps;

Hierarchy Level [edit protocols rsvp interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the bandwidth for a bypass label-switched path (LSP). If you have 
configured multiple bypasses, this statement is mandatory and is applied to all 
bypass LSPs.

Options bps—Bandwidth, in bits per second. You can specify this as an integer value. If you 
do so, count your zeros carefully, or you can use the abbreviations k (for a 
thousand), m (for a million), or g (for a billion [also called a thousand million]).
Range: 1 through 4,294,967,295
Default: 0 (no bandwidth is reserved) 
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Usage Guidelines See “Configuring the Bandwidth on an Interface” on page 259.

Related Topics aggregation, hello-interval (RSVP), reliable

bfd-liveness-detection

Syntax bfd-liveness-detection {
minimum-interval milliseconds; 
multiplier number; 
receive-interval milliseconds; 
transmit-interval milliseconds; 

}

Hierarchy Level [edit protocols isis interface-name],
[edit protocols mpls label-switch-path oam],
[edit protocols ospf area area-id interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the liveness detection parameters on the interface. 

Options minimum-interval milliseconds—Configure the minimum transmit and receive 
interval.
Range: 50 through 255,000 milliseconds
Default: 2000 milliseconds

transmit-interval milliseconds—Configure the minimum transmit interval.
Range: 50 through 255,000 milliseconds
Default: 2000 milliseconds

receive-interval milliseconds—Configure only the minimum receive interval.
Range: 50 through 255,000 milliseconds
Default: 2000 milliseconds

multiplier number—Configure the detection time multiplier.
Range: 2 through 255 
Default: 3 

Usage Guidelines See “Configuring BFD for OSPF on an Interface” on page 240, “Configuring BFD for 
a Dynamic Tunnel on an Interface” on page 276, and “Configuring BFD for IS-IS on 
an Interface” on page 253.

bgp

Syntax bgp {...}

Hierarchy Level [edit protocols]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Enable BGP on the BX7000. 

Usage Guidelines See “Minimum BGP Configuration” on page 293.
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Related Topics group, neighbor, peer-as, type 

bypass

Syntax bypass bypass-name {
bandwidth bps;
from-address ip-address;
path address1 (strict | loose) addressn (strict | loose);
priority number;
protect interface interface-name;
to-address address;

}

Hierarchy Level [edit protocols mpls]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure specific bandwidth and path constraints for a bypass LSP. If you do not 
configure the bypass LSPs individually, they all share the same path and bandwidth 
constraints.

Options bandwidth—Bandwidth, in bits per second. 
Range: Any positive integer (1000 through 1 gigabits per second)
Default: 0 (no bandwidth is reserved)

from-address—Source IP address.

path—IP address of each gateway in the LSP.
Default: loose

loose—The next address in the path statement is a loose link. This means 
that the LSP can traverse other routers before reaching this gateway.

strict—The LSP must go to the next address specified in the path statement 
without traversing other nodes. This is the default.

priority—Configure the setup priority and reservation priority for an LSP.
Range: 0 through 7, where 0 is the highest and 7 is the lowest priority
Default: 0 for reservation priority and 7 for setup priority 

to-address—Specify the address for the immediate next-hop node (for link 
protection) or the next-next-hop node (for node-link protection). The address 
specified determines whether this is a link protection bypass or a node-link 
protection bypass. On multiaccess networks (for example, a LAN), this address is 
also used to specify which next-hop node is being protected.

protect interface—Protects the bypass tunnel set in the specified interface.

Usage Guidelines See “Configuring a Bypass Tunnel” on page 274.

csnp-interval

Syntax csnp-interval seconds;
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Hierarchy Level [edit protocols isis interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the interval between complete sequence number (CSN) packets on a LAN 
interface.

Options seconds—Number of seconds between the sending of CSN packets.
Range: 1 through 600 seconds
Default: 10 seconds 

Usage Guidelines See “Setting the CSNP Interval” on page 251.

Related Topics point-to-point, te-metric (IS-IS)

dead-interval

Syntax dead-interval seconds;

Hierarchy Level [edit protocols ospf area area-id interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify how long OSPF waits before declaring that a neighboring gateway is 
unavailable. This is an interval during which the gateway receives no hello packets 
from the neighbor.

Options seconds—Interval to wait.
Range: 1 through 65,535 seconds
Default: 40 seconds (four times the hello interval)

Usage Guidelines See “Configuring the Gateway Dead Interval” on page 237.

Related Topics hello-interval (OSPF), interface-type, metric (OSPF), priority (OSPF), retransmit-interval, 
te-metric (OSPF), transit-delay

description

Syntax description text;

Hierarchy Level [edit protocols mpls label-switch-path]

Release Information Statement introduced in BXOS Release 3.0.

Description Provide a textual description of the LSP. Enclose any descriptive text that includes 
spaces in quotation marks (" "). Any descriptive text you include is displayed in the 
output of the show mpls lsp detail statement and has no effect on the operation of 
the LSP.

Options text—A textual description of the LSP.

Usage Guidelines See “Adding a Description” on page 271.
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Related Topics bandwidth, from-address, link-protection, node-link-protection, path, qos-priority, 
to-address

egress-address

Syntax egress-address ip-address;

Hierarchy Level [edit protocols mpls static-path-inet]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the address of the egress interface for the static tunnel.

Options ip-address—Address of the egress interface.

Usage Guidelines See “Configuring a Static Ingress Tunnel” on page 273.

Related Topics ingress-address, next-hop-addrs, out-interface, push

export

export (OSPF)

export (IS-IS)

export (BGP)

export (OSPF)

Syntax export policy-name;

Hierarchy Level [edit protocols ospf]

Release Information Statement introduced in BXOS Release 3.0.

Description Apply one or more policies to routes being exported from the routing table into 
OSPF.

Options policy-name—One or more policies.

Usage Guidelines See “Exporting a Routing Policy for the OSPF and IS-IS Protocols” on page 284.

Related Topics prefix-export-limit, spf-delay (OSPF), traffic-engineering

export (IS-IS)

Syntax export policy-name;

Hierarchy Level [edit protocols isis]

Release Information Statement introduced in BXOS Release 3.0.
egress-address



Chapter 11: Summary of Protocols Configuration Statements
Description Define a routing policy for IS-IS to redistribute Level 2 routes to Level 1. By default, 
IS-IS Level 1 routes are redistributed to Level 2.

Options policy-name—One or more policies.

Usage Guidelines See “Exporting a Routing Policy for the OSPF and IS-IS Protocols” on page 284.

Related Topics lsp-lifetime, overload timeout, prefix-export-limit, spf-delay (ISIS)

export (BGP)

Syntax export policy-name;

Hierarchy Level [edit protocols bgp edit group group-name]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Apply one or more policies to routes being exported from the routing table into 
BGP.

Options policy-name—Name of one or more policies. 

Usage Guidelines See “Minimum BGP Configuration” on page 293.

Related Topics import

from-address

Syntax from-address ip-address;

Hierarchy Level [edit protocols mpls label-switch-path]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the source address to use for the LSP. The address you specify does not 
affect the outgoing interface used by the LSP. If you do not include this statement, 
the software automatically selects the loopback interface as the address.

Options ip-address—The source address to be used in an LSP.

Usage Guidelines See “Configuring the Address of the Ingress and Egress Gateways” on page 270.

Related Topics bandwidth, description, link-protection, node-link-protection, path, qos-priority, 
to-address

group

Syntax group group-name;

Hierarchy Level [edit protocols bgp]

Release Information Statement introduced in BXOS Release 4.2R2.
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Description Define a BGP peer group. BGP peer groups share a common type, peer autonomous 
system (AS) number.

Options group-name—Name of the BGP group.

Usage Guidelines See “Minimum BGP Configuration” on page 293.

Related Topics bgp, neighbor, peer-as, type 

hello-interval

hello-interval (IS-IS)

hello-interval (OSPF)

hello-interval (RSVP)

hello-interval (IS-IS)

Syntax hello-interval seconds;

Hierarchy Level [edit protocols isis interface-name level-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify how often the gateway sends hello packets out the interface. 

Options seconds—Time between hello packets, in seconds.
Range: 1 through 120 seconds.
Default: 10 seconds

Usage Guidelines See “Configuring the Hello Interval on an Interface” on page 237.

Related Topics hello-multiplier, metric, priority (IS-IS)

hello-interval (OSPF)

Syntax hello-interval seconds;

Hierarchy Level [edit protocols ospf area area-id interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify how often the gateway sends hello packets out the interface. 

Options seconds—Time between hello packets, in seconds.
Range: 1 through 255 seconds
Default: 10 seconds
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Usage Guidelines See “Configuring the Hello Interval on an Interface” on page 237.

Related Topics dead-interval, interface-type, metric (OSPF), priority (OSPF), retransmit-interval, 
te-metric (OSPF), transit-delay

hello-interval (RSVP)

Syntax hello-interval seconds;

Hierarchy Level [edit protocols rsvp interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Enable the sending of hello packets on the interface.

Options seconds—Length of time between hello packets. A value of 0 disables the sending 
of hello packets on the interface.
Range: 1 through 60 seconds
Default: 9 seconds 

Usage Guidelines See “Configuring the RSVP Hello Interval” on page 259.

Related Topics aggregation, bandwidth (RSVP), reliable

hello-multiplier

Syntax hello-multiplier number;

Hierarchy Level [edit protocols isis interface-name level-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Multiply the hello interval seconds for the hello packets on an interface.

Options number—Multiplication value of the hello interval seconds for the hello packets on 
an interface.
Range: 2 through 100
Default: 10

Usage Guidelines See “Configuring the Hello Packet Parameters” on page 251.

Related Topics hello-interval (IS-IS), metric, priority (IS-IS)

hold-time

Syntax hold-time seconds;

Hierarchy Level [edit protocols ldp],
[edit protocols ldp interface-name]

Release Information Statement introduced in BXOS Release 3.0.
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Description Specify how long an LDP node should wait for a hello message before declaring a 
neighbor to be down. This value is sent as part of a hello message so that each LDP 
node tells its neighbors how long to wait.

Options seconds—Hold-time value.
Range: 1 through 65,535 seconds
Default: 15 seconds for link hello messages, 45 seconds for targeted hello 
messages

Usage Guidelines See “Configuring the LDP Hold Time” on page 263.

Related Topics keepalive-timeout, mpls ldp targeted-hello send, strict-targeted-hellos, 
transport-address

import 

Syntax import policy-name;

Hierarchy Level [edit protocols bgp edit group group-name]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Apply one or more routing policies to routes being imported into the routing table 
from BGP. 

Options policy-name—Name of one or more policies. 

Usage Guidelines See “Minimum BGP Configuration” on page 293.

Related Topics export

ingress-address

Syntax ingress-address ip-address;

Hierarchy Level [edit protocols mpls static-path-inet]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the address of the ingress interface.

Options address—Interface address.

Usage Guidelines See “Configuring a Static Ingress Tunnel” on page 273.

Related Topics egress-address, next-hop-addrs, out-interface, push

interface

interface (OSPF)

interface (IS-IS)
import



Chapter 11: Summary of Protocols Configuration Statements
interface (RSVP)

interface (LDP)

interface (MLPS)

interface (OSPF)

Syntax interface interface-name {
admin-state (enable | disable);
dead-interval seconds;
hello-interval seconds;
interface-type (broadcast | p2p);
metric metric;
mode (active | passive);
priority number;
retransmit-interval seconds;
te-metric metric;
transit-delay seconds;
bfd-liveness-detection {

minimum-interval milliseconds; 
multiplier number; 
receive-interval milliseconds; 
transmit-interval milliseconds; 

}
}

Hierarchy Level [edit protocols ospf]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure OSPF on an interface. You must include at least one interface statement 
in the configuration to enable OSPF on the gateway.

Options interface-name—Name of the interface. The remaining options are explained 
separately.

Usage Guidelines See “Configuring OSPF on an Interface” on page 235.

interface (IS-IS)

Syntax interface interface-name {
admin-state (enable | disable);
csnp-interval seconds;
mode (active | passive);
te-metric metric;
point-to-point;
level level-number {

admin-state (enable | disable);
hello-interval seconds; 
hello-multiplier number; 
metric metric; 
priority number;

}
bfd-liveness-detection {
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minimum-interval milliseconds;
multiplier number;
receive-interval milliseconds;
transmit-interval milliseconds;

}
}

Hierarchy Level [edit protocols isis]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure IS-IS on an interface.

Options interface-name—Name of the interface. The remaining options are explained 
separately.

Usage Guidelines See “Configuring IS-IS Interface-Specific Parameters” on page 249.

interface (RSVP)

Syntax interface interface-name {
admin-state (enable | disable);
aggregation;
bandwidth bps;
hello-interval seconds;
reliable;

}

Hierarchy Level [edit protocols rsvp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure RSVP on the interface.

Usage Guidelines See “Enabling RSVP” on page 257.

interface (LDP)

Syntax interface interface-name {
admin-state (enable | disable);
hold-time seconds;
keepalive-timeout seconds;
transport-address (router-id | interface)

}

Hierarchy Level [edit protocols ldp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure LDP on the interface.

Usage Guidelines See “Configuring LDP” on page 261.
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interface (MLPS)

Syntax interface interface-name {
admin-state (enable | disable);

}

Hierarchy Level [edit protocols mpls]

Release Information Statement introduced in BXOS Release 3.0.

Description Enable MPLS on an interface.

Options interface—Interface on which the MPLS is enabled.

enable—Enable the interface.

disable—Disable the interface.

Usage Guidelines See “Enabling MPLS on an Interface” on page 269.

interface-type

Syntax interface-type (broadcast | p2p);

Hierarchy Level [edit protocols ospf area area-id interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the correct interface type based on the Ethernet, point-to-point, or loopback 
interface.

Options broadcast—Broadcast interface type.

p2p—The interface type, which treats a broadcast interface as point-to-point if 
there is only one neighbor in the broadcast network.

Usage Guidelines See “Specifying Interface Type” on page 238.

Related Topics dead-interval, hello-interval (OSPF), metric (OSPF), priority (OSPF), retransmit-interval, 
te-metric (OSPF), transit-delay

keepalive-timeout

Syntax keepalive-timeout seconds;

Hierarchy Level [edit protocols ldp],
[edit protocols ldp interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the keepalive timeout value. The keepalive defines the amount of time that the 
neighbor LDP node waits before determining that the session has failed.
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Options seconds—Keepalive value.
Range: 1 through 65,535 seconds
Default: 40 seconds

Usage Guidelines See “Configuring the LDP Keepalive Timeout” on page 263.

Related Topics hold-time, mpls ldp targeted-hello send, strict-targeted-hellos, transport-address

keep-multiplier

Syntax keep-multiplier number;

Hierarchy Level [edit protocols rsvp]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the keep multiplier value. Keep multiplier indicates the number of messages 
that can be lost before a particular state is declared stale. The keep multiplier 
directly affects the lifetime of an RSVP state.

Options number—Multiplier value.
Range: 1 through 255 
Default: 3

Usage Guidelines See “Configuring RSVP Timers” on page 258.

Related Topics refresh-time

l2circuit

Syntax l2circuit pw-name {
edit neighbor-address destination-ipaddress;

}

Hierarchy Level [edit protocols ldp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the ATM and SAToP pseudowires.

Options pw-name—Name of the ATM and SAToP pseudowires.

destination-ipaddress—Neighbor IP address given for the ATM or SAToP pseudowire.

Usage Guidelines See “Configuring ATM and SAToP Pseudowires” on page 265.

label-switch-path

Syntax label-switch-path lsp-name; 

Hierarchy Level [edit protocols mpls]
keep-multiplier
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Release Information Statement introduced in BXOS Release 3.0.

Description Configure an LSP to use in dynamic MPLS. When configuring an LSP, you must 
specify the address of the ingress gateway. All remaining statements are optional.

Options lsp-name—Name that identifies the LSP. The name can be up to 32 characters long 
and can contain letters, digits, periods, and hyphens. To include other 
characters, enclose the name in quotation marks. The name must be unique 
within the ingress gateway.

Usage Guidelines See “Configuring a Dynamic Tunnel” on page 269.

ldp

Syntax ldp {
admin-state (enable | disable);
hold-time seconds;
keepalive-timeout seconds;
mpls ldp targeted-hello send ip-address;
strict-targeted-hellos;
transport-address (router-id | interface);
interface interface-name {

admin-state (enable | disable);
hold-time seconds; 
keepalive-timeout seconds;
transport-address (router-id | interface);

} 
}

Hierarchy Level [edit protocols]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the Label Distribution Protocol (LDP) parameters.

Usage Guidelines See “Configuring LDP” on page 261.

level

See the following sections:

level (Global IS-IS)

level (IS-IS Interface)

level (Global IS-IS)

Syntax level level-number;

Hierarchy Level [edit protocols isis]

Release Information Statement introduced in BXOS Release 3.0.
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Description Specify the level.

Options level—Configure as 1 or 2.

Usage Guidelines See “Configuring IS-IS” on page 244.

level (IS-IS Interface)

Syntax level level-number;

Hierarchy Level [edit protocols isis],
[edit protocols isis interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the IS-IS level.

Options level-number—Level value of either 1 or 2.

Usage Guidelines See “Configuring IS-IS Interface-Specific Parameters” on page 249.

link-protection

Syntax link-protection (enable | disable);

Hierarchy Level [edit protocols mpls label-switch-path]

Release Information Statement introduced in BXOS Release 3.0

Description Enable the level of LSP protection you want on the ingress gateway. Link protection 
redirects LSP traffic to a bypass LSP that can traverse the same gateway that 
contains the affected link, while node-link protection sends LSP traffic to a bypass 
LSP that circumvents the affected gateway.

Options enable—Enable link protection.

disable—Disable link protection.

Usage Guidelines See “Configuring Node and Link Protection” on page 272.

Related Topics bandwidth, description, from-address, node-link-protection, path, qos-priority, 
to-address

lsp-lifetime

Syntax lsp-lifetime seconds;

Hierarchy Level [edit protocols isis]

Release Information Statement introduced in BXOS Release 3.0
link-protection



Chapter 11: Summary of Protocols Configuration Statements
Description Specify how long an LSP originating from the gateway should persist in the 
network. The gateway sends LSPs often enough so that the LSP lifetime never 
expires.

Options seconds—LSP lifetime, in seconds.
Range: 350 through 65,535 seconds
Default: 1200 seconds

Usage Guidelines See “Modifying the LSP Lifetime” on page 248.

Related Topics export (IS-IS), overload timeout, prefix-export-limit, spf-delay (ISIS)

metric

See the following sections:

metric (OSPF)

metric (IS-IS)

metric (OSPF)

Syntax metric metric;

Hierarchy Level [edit protocols ospf area area-id interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Cost of an OSPF interface. The cost is a routing metric used in the link-state 
calculation. To set the cost of routes exported into OSPF, configure the appropriate 
routing policy.

Options metric—Cost of the route.
Range: 1 through 65,535
Default: 1

Usage Guidelines See “Modifying the Interface Metric” on page 238.

Related Topics dead-interval, hello-interval (OSPF), interface-type, priority (OSPF), retransmit-interval, 
te-metric (OSPF), transit-delay

metric (IS-IS)

Syntax metric metric;

Hierarchy Level [edit protocols isis interface-name level]

Release Information Statement introduced in BXOS Release 3.0.

Description The cost is a routing metric used in the IS-IS link-state calculation. This statement is 
used to modify the default metric value.
metric 317



BXOS 4.2R2 Configuration Guide

318
Options metric—Cost of the route.
Range: 1 through 63
Default: 10

Usage Guidelines See “Modifying the IS-IS Metric” on page 251.

Related Topics hello-interval (IS-IS), hello-multiplier, priority (IS-IS)

minimum-interval

Syntax minimum-interval milliseconds;

Hierarchy Level [edit protocols bfd],
[edit protocols isis interface name bfd-liveness-detection],
[edit protocols mpls label-switch-path oam bfd-liveness-detection],
[edit protocols ospf area area-id interface interface name bfd-liveness-detection]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure bidirectional failure detection timers.

Options minimum-interval—Configure the minimum transmit and receive interval in 
milliseconds.
Range: 50 through 255,000 milliseconds
Default: 2000 milliseconds

Usage Guidelines See “Configuring BFD for OSPF on an Interface” on page 240 and “Configuring BFD 
for IS-IS on an Interface” on page 253.

mode

Syntax mode passive;

Hierarchy Level [edit protocols ospf area area-id interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Advertise the direct interface addresses on an interface without actually running 
OSPF on that interface. A passive interface is one for which the address 
information is advertised as an internal route in OSPF, but on which the protocol 
does not run.
minimum-interval
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Options mode—Configure the mode of the interface as passive.
Default: Active

Usage Guidelines See “Advertising Interface Addresses Without Running OSPF” on page 237.

monitor-session

Syntax monitor-session (interface-name | all);

Hierarchy Level [edit protocols ppp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the PPP packet monitoring.

Options interface-name—Enable packet tracing only on a particular PPP interface. 

all—Enable packet tracing on all PPP interfaces.

Usage Guidelines See “Configuring RSVP” on page 256.

Related Topics traceoptions

mpls

Syntax mpls {...}

Hierarchy Level [edit protocols]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the MPLS protocol parameters.

Options Described in separate sections.

Usage Guidelines See “MPLS Overview” on page 268.

mpls ldp targeted-hello send

Syntax mpls ldp targeted-hello send ip-address;

Hierarchy Level [edit protocols ldp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure remote neighbors for the LDP targeted session on the gateway.

Options ip-address—Destination address for the port. 

Usage Guidelines See “Configuring a Targeted Peer” on page 264.

Related Topics hold-time, keepalive-timeout, strict-targeted-hellos, transport-address
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multiplier

Syntax multiplier number;

Hierarchy Level [edit protocols bdf],
[edit protocols isis interface-name bfd-liveness-detection],
[edit protocols mpls label-switch-path oam bfd-liveness-detection],
[edit protocols ospf area area-id interface interface-name bfd-liveness-detection]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure bidirectional failure detection timers.

Options number—Configure the detection time multiplier.
Range: 2 through 255 
Default: 3

Usage Guidelines See “Configuring BFD for OSPF on an Interface” on page 240 and “Configuring BFD 
for IS-IS on an Interface” on page 253.

neighbor

Syntax neighbor address; 

Hierarchy Level [edit protocols bgp edit group group-name]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Explicitly configure a neighbor (peer). To configure multiple BGP peers, include 
multiple neighbor statements. 

Options address—IP address of a single peer.

Usage Guidelines See “Minimum BGP Configuration” on page 293.

Related Topics bgp, group, peer-as, type 

next-hop-addrs

Syntax next-hop-addrs ip-address;

Hierarchy Level [edit protocols mpls static-path-inet]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the IP address of the next hop to the destination, specified as the IP address 
of the next hop on an operational interface.

Options address—IP address of the next-hop gateway.

Usage Guidelines See “Configuring a Static Ingress Tunnel” on page 273.

Related Topics egress-address, ingress-address, out-interface, push
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node-link-protection

Syntax node-link-protection enable; 

Hierarchy Level [edit protocols mpls label-switch-path]

Release Information Statement introduced in BXOS Release 3.0.

Description Enable node and link protection on the specified LSP. When enabled, node 
protection provides bypass LSPs to the next-hop or next-next-hop routers for the 
LSPs traversing the configured gateway.

Usage Guidelines See “Configuring Node and Link Protection” on page 272.

Related Topics bandwidth, description, from-address, link-protection, path, qos-priority, to-address

oam

Syntax oam {
bfd-liveness-detection {

minimum-intervall milliseconds; 
receive-interval milliseconds; 
transmit-interval milliseconds; 
multiplier number;

}
}

Hierarchy Level [edit protocols mpls label-switch-path]

Release Information Statement introduced in BXOS Release 3.0.

Description Enable operation, administration, and maintenance (OAM) for all MPLS LSPs or for 
a specified LSP.

Options: minimum-interval milliseconds—Configure the minimum transmit and receive 
interval.
Range: 50 through 255,000 milliseconds
Default: 2000 milliseconds

transmit-interval milliseconds—Configure the minimum transmit interval.
Range: 50 through 255,000 milliseconds
Default: 2000 milliseconds

receive-interval milliseconds—Configure only the minimum receive interval.
Range: 50 through 255,000 milliseconds
Default: 2000 milliseconds

multiplier number—Configure the detection time multiplier.
Range: 2 through 255 
Default: 3 

Usage Guidelines See “Configuring BFD for a Dynamic Tunnel on an Interface” on page 276.
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ospf

Syntax ospf {...}

Hierarchy Level [edit protocols]

Release Information Statement introduced in BXOS Release 3.0.

Description Enable OSPF on the gateway.

Usage Guidelines See “Enabling OSPF” on page 234.

out-interface

Syntax out-interface interface-name;

Hierarchy Level [edit protocols mpls static-path-inet]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the egress interface on the gateway for the static tunnel.

Options interface-name— VLAN, Ethernet, or PPP interface on the gateway.

Usage Guidelines See “Configuring a Static Ingress Tunnel” on page 273.

Related Topics egress-address, ingress-address, next-hop-addrs, push

overload timeout

Syntax overload timeout seconds;

Hierarchy Level [edit protocols isis]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the local gateway so that it appears to be overloaded. You might want to 
do this when you want the gateway to participate in IS-IS routing, but do not want it 
to be used for transit traffic. Note that traffic to immediately attached interfaces 
continues to transit the gateway. If the time elapsed after the IS-IS instance is 
enabled is less than the specified timeout, the overload mode is set.

Options seconds—Number of seconds at which the overload is reset.
Range: 0 through 864 seconds
Default: None

Usage Guidelines See “Configuring the Gateway to Appear Overloaded” on page 248.

Related Topics export (IS-IS), lsp-lifetime, prefix-export-limit, spf-delay (ISIS)
ospf
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path

Syntax path address1 (strict | loose) addressn (strict | loose);

Hierarchy Level [edit protocols mpls label-switch-path]

Release Information Statement introduced in BXOS Release 3.0.

Description Create a path and optionally specify the sequence of gateways that form the path. 
You must include this statement when configuring explicit LSPs.

Options address—(Optional) IP address of each gateway in the LSP. You must specify the 
address or hostname of each gateway, although you do not need to list each 
gateway if its type is loose. As an option, you can include the ingress and 
egress gateways in the path. Specify the addresses in order, starting with the 
ingress gateway (optional) or the first gateway, and continuing sequentially 
along the path until reaching the egress gateway (optional) or the gateway 
immediately before the egress gateway.
Default: If you do not specify any gateways explicitly, no routing limitations are 
imposed on the LSP.

loose—(Optional) Indicate that the next address in the path statement is a loose 
link. This means that the LSP can traverse through other routers before 
reaching this gateway.
Default: loose 

Usage Guidelines See “Configuring a Dynamic Tunnel” on page 269.

Related Topics bandwidth, description, from-address, link-protection, node-link-protection, qos-priority, 
to-address

peer-as

Syntax peer-as autonomous-system;

Hierarchy Level [edit protocols bgp edit group group-name]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Specify the neighbor (peer) AS number.

Options autonomous-system—AS number.

Range: 1 through 65,535.

Usage Guidelines See “Minimum BGP Configuration” on page 293.

Related Topics bgp, group, neighbor, type 

point-to-point

Syntax point-to-point;
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Hierarchy Level [edit protocols isis interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure a LAN interface to act like a point-to-point interface for IS-IS.

Usage Guidelines See “Configuring Point-to-Point Interfaces” on page 252.

Related Topics csnp-interval, te-metric (IS-IS)

policy-options (IS-IS)

Syntax [edit]
policy-options {

edit policy-statement policy-name {
edit term policy-term--name {

edit from {
set level level-number;
set protocol static;

}
edit to {

set level level-number;
}
set then (accept | reject)

}
}

}

Hierarchy Level [edit]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure a routing policy for OSPF and IS-IS protocols.

Options from—Conditions to match the source of a route.

to—Conditions to match the destination of a route.

level—IS-IS level number that ranges from 1 through 2.

then—Action to take if from and to conditions match.

Usage Guidelines See “Creating a Routing Policy” on page 284.

policy-options (BGP)

Syntax [edit]
policy-options {

edit policy-statement stmt-name {
edit term term--name {

edit from {
 set route-filter destination-prefix exact 

set route-filter destination-prefix mask-len1 upto mask-len2;
policy-options (IS-IS)
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set prefix-list prefix list name;
set then (accept | reject)

}
set then (accept | reject)
}

}
}

Hierarchy Level [edit]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Configure a routing policy for BGP.

Options from—Conditions to match the source of a route.

route-filter—IP address of the source.

then—Action to take if the from condition matches.

Usage Guidelines See “Route Filter Configuration” on page 295.

prefix-list

Syntax [edit]
policy-options {

edit prefix-list list name {
set perfix-list ip address/prefix length;

}
}

Hierarchy Level [edit]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Configure a routing policy for BGP.

Options list name—Name of the prefix list.

Usage Guidelines See “Route Filter Configuration” on page 295.

preference

See the following sections:

preference (OSPF)

preference (IS-IS)

preference (OSPF)

Syntax preference preference;

Hierarchy Level [edit protocols ospf]
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Release Information Statement introduced in BXOS Release 3.0.

Description Set the preference for the internal routes.

Options preference—Preference value.
Range: 0 through 255
Default: 150

Usage Guidelines See “Configuring Route Preferences” on page 235.

Related Topics export (OSPF), spf-delay (OSPF), traffic-engineering

preference (IS-IS)

Syntax preference preference;

Hierarchy Level [edit protocols isis level-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the preference for internal routes.

Options preference—Preference value.
Range: 0 through 255
Default (Level 1): 115
Default (Level 2): 116

Usage Guidelines See “Configuring IS-IS Interface-Specific Parameters” on page 249.

prefix-export-limit

Syntax prefix-export-limit number;

Hierarchy Level [edit protocols isis]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure a limit to the number of prefixes exported into IS-IS. The prefix export 
limit number is an 32 bit unsigned integer (0xFFFFFFFF) indicates that there is no 
limit of the number of routes exported into IS-IS. The value 0xFFFFFFFF is equals to 
4,294,967,295 in decimal.

Options number—Number of prefixes exported into IS-IS.
Range: 0 to 4,294,967,295 
Default: 4,294,967,295

Usage Guidelines See “Modifying the LSP Lifetime” on page 248.
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Related Topics export (IS-IS), lsp-lifetime, overload timeout, spf-delay (ISIS)

primary

Syntax primary lsp-name {
priority setup-priority reservation-priority;

}

Hierarchy Level [edit protocols mpls label-switch-path lsp-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the primary path to use for an LSP. You can configure only one primary 
path.

Options lsp-name—Name of the LSP.

bandwidth—Bandwidth reserved for the MPLS on an interface.
Range: 1000 through 1 gigabits per second
Default: None

priority—Configure the setup priority and reservation priority for an LSP

Usage Guidelines See “Configuring Priority” on page 273.

priority

priority (OSPF)

priority (IS-IS)

priority (MPLS)

priority (OSPF)

Syntax priority number;

Hierarchy Level [edit protocols ospf area area-id interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the gateway priority for becoming the designated gateway. The gateway 
that has the highest priority value on the logical IP network or subnet becomes the 
network designated gateway. You must configure at least one gateway on each 
logical IP network or subnet to be the designated gateway. You also should specify 
a gateway priority for becoming the designated gateway on point-to-point 
interfaces.
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Options number—Priority of the gateway for becoming the designed gateway. A priority 
value of 0 means that the gateway never will become the designated gateway. 
A value of 1 means that the gateway has the least chance of becoming a 
designated gateway.
Range: 0 through 255
Default: 1 

Usage Guidelines See “Configuring the Gateway Dead Interval” on page 237.

Related Topics dead-interval, hello-interval (OSPF), interface-type, metric (OSPF), retransmit-interval, 
te-metric (OSPF), transit-delay

priority (IS-IS)

Syntax priority number;

Hierarchy Level [edit protocols isis interface-name level-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the interface priority for becoming the designated gateway. The interface 
with the highest priority value becomes that level designated gateway.

The priority value is meaningful only on a multiaccess network. It has no meaning 
on a point-to-point interface.

Options number—Priority of the gateway for becoming the designed gateway. A priority 
value of 0 means that the gateway never will become the designated gateway. 
A value of 1 means that the gateway has the least chance of becoming a 
designated gateway.
Range: 0 through 127
Default: 64 

Usage Guidelines See “Configuring the Gateway Dead Interval” on page 237.

Related Topics hello-interval (IS-IS), hello-multiplier (IS-IS), metric

priority (MPLS)

Syntax priority setup-priority reservation-priority;

Hierarchy Level [edit protocols mpls label-switch-path primary]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the setup priority and reservation priority for an LSP. If insufficient link 
bandwidth is available during session establishment, the setup priority is compared 
with other setup priorities for established sessions on the link to determine whether 
some of them should be preempted to accommodate the new session. Sessions 
with lower hold priorities are preempted.
priority



Chapter 11: Summary of Protocols Configuration Statements
Options reservation-priority—Reservation priority, used to keep a reservation after it has 
been set up. A smaller number has a higher priority. The priority must be 
greater than or equal to the setup priority to prevent preemption loops.
Range: 0 through 7, where 0 is the highest and 7 is the lowest priority. 
Default: 0 (Once the session is set up, no other session can preempt it.)

setup-priority—Setup priority.
Range: 0 through 7, where 0 is the highest and 7 is the lowest priority.
Default: 7 (The session cannot preempt any existing sessions.) 

Usage Guidelines See “Configuring Priority” on page 273.

protect

Syntax protect interface-name;

Hierarchy Level [edit protocols mpls bypass-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Protect the bypass tunnel set in the specified interface.

Options protect interface—Protects the bypass tunnel set in the specified interface.

Usage Guidelines See “Configuring a Bypass Tunnel” on page 274.

protocol

Syntax protocol {...}

Hierarchy Level [edit]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure protocols on the interface. 

Usage Guidelines See individual sections.

push

Syntax push value;

Hierarchy Level [edit protocols mpls static-path-inet]

Release Information Statement introduced in BXOS Release 3.0.

Description Add a new label to the top of the label stack.
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Options value—Label value.
Range: 3 or 1,000,000 through 1,048,575. Labels 0 through 999,999 are for 
internal use. Labels 1,000,000 through 1,048,575 are unassigned and are 
available for static LSPs. When you configure static LSPs, you can use only this 
range of labels.
Default: None

Usage Guidelines See “Configuring a Static Ingress Tunnel” on page 273.

Related Topics egress-address, ingress-address, next-hop-addrs, out-interface

qos-priority

Syntax qos-priority number;

Hierarchy Level [edit protocols mpls label-switch-path]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the QoS priority for the specified LSP.

Options number—Specify the QoS priority number for LSP.
Range: 0 through 7
Default: 0

Usage Guidelines See “Configuring QoS Priority” on page 271.

Related Topics bandwidth, description, from-address, link-protection, node-link-protection, path, 
to-address

receive-interval

Syntax receive-interval milliseconds;

Hierarchy Level [edit protocols bdf],
[edit protocols isis interface-name bfd-liveness-detection],
[edit protocols mpls label-switch-path oam bfd-liveness-detection],
[edit protocols ospf area area-id interface interface name bfd-liveness-detection]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure bidirectional failure detection timers.

Options receive-interval—Configure only the minimum receive interval.
Range: 50 through 255,000 milliseconds
Default: 2000 milliseconds

Usage Guidelines See “Configuring BFD for a Dynamic Tunnel on an Interface” on page 276, 
“Configuring BFD for OSPF on an Interface” on page 240, and “Configuring BFD for 
IS-IS on an Interface” on page 253.
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refresh-time

Syntax refresh-time seconds;

Hierarchy Level [edit protocols rsvp]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the refresh time to control the interval between the generation of successive 
refresh messages.

Options seconds—Time between hello packets, in seconds.
Range: 1 through 65,535 seconds
Default: 30 seconds

Usage Guidelines See “Configuring RSVP Timers” on page 258.

Related Topics keep-multiplier

reliable

Syntax reliable;

Hierarchy Level [edit protocols rsvp interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Enable reliable message delivery on the interface.

Usage Guidelines See “Configuring RSVP Refresh Reduction” on page 259.

Related Topics aggregation, bandwidth (RSVP), hello-interval (RSVP)

retransmit-interval

Syntax retransmit-interval seconds;

Hierarchy Level [edit protocols ospf area area-id interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify how long the gateway waits to receive a link-state acknowledgment packet 
before retransmitting link-state advertisements (LSAs) to an interface’s neighbors.

Options seconds—Interval to wait before retransmitting LSAs.
Range: 0 through 3600 seconds
Default: 5 seconds

Usage Guidelines See “Controlling the LSA Retransmission Interval” on page 200.

Related Topics dead-interval, hello-interval (OSPF), interface-type, metric (OSPF), priority (OSPF), 
te-metric (OSPF), transit-delay
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route-filter

Syntax set route-filter destination-prefix exact 
set route-filter destination-prefix mask-len1 upto mask-len2;

Hierarchy Level [edit policy-options edit policy-statement stmt-name edit term term--name edit from]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Configure routing filters for the two options, exact and upto.

Options exact—Filter routes from the specified IP address.

upto— Filter routes from the specified IP address range.

Usage Guidelines See “Route Filter Configuration” on page 295.

rsvp

Syntax rsvp {...} ;

Hierarchy Level [edit protocols]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the RSVP parameters.

Usage Guidelines See “RSVP Overview” on page 257.

run-bfd-on-nbr-state

Syntax run-bfd-on-nbr-state (full | 2way);

Hierarchy Level [edit protocols ospf area area-id interface interface-name bfd-liveness-detection]

Release Information Statement introduced in BXOS Release 3.0.

Description Establish the BFD session on an interface within an area to be in a full state or 
two-way state.

Options full—Establish the BFD session with all the other OSPF nodes within an area. 

2way—Establish the BFD session only to the neighboring OSPF node within an 
area.
Default: 2way

Usage Guidelines See “Configuring BFD for OSPF on an Interface” on page 200.

spf-delay

spf-delay (OSPF)
route-filter
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spf-delay (ISIS)

spf-delay (OSPF)

Syntax spf-delay milliseconds;

Hierarchy Level [edit protocols ospf]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure a delay for when to run the shortest-path-first (SPF) algorithm after a 
network topology change is detected.

Options milliseconds—Time interval between the detection of a topology change and when 
the SPF algorithm runs.
Range: 50 through 8000 milliseconds
Default: 200 milliseconds

Usage Guidelines See “Configuring the SPF Delay” on page 234.

Related Topics export (OSPF), prefix-export-limit, traffic-engineering

spf-delay (ISIS)

Syntax spf-delay seconds;

Hierarchy Level [edit protocols isis]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the delay in the time between the detection of a topology change and 
when the SPF algorithm actually runs.

Options seconds—Time interval between the detection of a topology change and when the 
SPF algorithm runs.
Range: 50 through 8000 milliseconds
Default: 200 milliseconds

Usage Guidelines See “Configuring the SPF Delay” on page 234.

Related Topics export (IS-IS), lsp-lifetime, overload timeout, prefix-export-limit

static-l2circuit

Syntax static-l2circuit pw-name {
edit neighbor-address destination-ipaddress {

set tunnel tunnel-name;
}

}

Hierarchy Level [edit protocols mpls]

Release Information Statement introduced in BXOS Release 3.0.
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Description Configure the static ATM and SAToP pseudowires.

Options pw-name—Name of the ATM and SAToP pseudowires.

destination-ipaddress—Neighbor IP address given for the ATM and SAToP 
pseudowires.

Usage Guidelines See “Configuring Static SAToP Pseudowire” on page 278.

static-path-inet

Syntax static-path-inet name {
egress-address ip-address;
ingress-address ip-address;
next-hop-addrs ip-address;
out-interface interface-name;
push value;

}

Hierarchy Level [edit protocols mpls]

Release Information Statement introduced in BXOS Release 3.0.

Description Static ingress tunnel provides a means of explicitly defining the next hop from a 
gateway for a particular destination. With the next hop defined, the labels are 
pushed onto the packet destined for the egress address. This static ingress tunnel is 
used as a transport tunnel for a pseudowire. 

Options egress-address—Address of the egress interface for the static tunnel.

ingress-address—Address of the ingress interface.

next-hop-addrs—IP address of the successive hops until the destination.

out-interface—Outgoing interface on the BX7000 Multi-Access Gateway.

push—Add a new label to the top of the label stack.

Usage Guidelines See “Configuring a Static Ingress Tunnel” on page 273.

static-route

Syntax static-route {
edit route destination/prefix {

set metric number;
set next-hop address;
set preference value;
edit bfd-liveness-detection {

set minimum-interval milliseconds;
set minimum-receive-interval milliseconds; 
set minimum-transmit-interval milliseconds; 
set multiplier detection-time-multiplier;

} 
}

static-path-inet
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}

Hierarchy Level [edit]

Release Information Statement introduced in BXOS Release 3.0.

Description Define the next hop from the gateway for a particular destination manually.

Options metric—Metric status of the gateway.
Range: 0 through 4,294,967,295
Default: None

next-hop—IP address of the next gateway.

preference—Preferred value.
Range: 0 through 255
Default: None

Usage Guidelines See “Configuring Static Routes” on page 286.

strict-targeted-hellos

Syntax strict-targeted-hellos;

Hierarchy Level [edit protocols ldp]

Release Information Statement introduced in BXOS Release 3.0.

Description Prevent LDP sessions from being established with remote neighbors that have not 
been specifically configured. LDP peers will not respond to targeted hellos coming 
from a source that is not one of the configured remote neighbors.

Usage Guidelines See “Enabling Strict Targeted Hellos” on page 263.

Related Topics hold-time, keepalive-timeout, mpls ldp targeted-hello send, transport-address

te-metric

te-metric (OSPF)

te-metric (IS-IS)

te-metric (OSPF)

Syntax te-metric metric;

Hierarchy Level [edit protocols ospf area area-id interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the metric value used by traffic engineering for information injected into 
the traffic engineering database. The value of the traffic engineering metric does 
not affect normal OSPF forwarding.
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Options metric—Metric value.
Range: 1 through 65535
Default: Value of the IGP metric

Usage Guidelines See “Modifying the Traffic Engineering Metric” on page 252.

Related Topics dead-interval, hello-interval (OSPF), interface-type, metric (OSPF), priority (OSPF), 
retransmit-interval, transit-delay

te-metric (IS-IS)

Syntax te-metric metric;

Hierarchy Level [edit protocols isis interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the metric value used by traffic engineering for information injected into 
the traffic engineering database. The value of the traffic engineering metric does 
not affect normal IS-IS forwarding.

Options metric—Metric value.
Range: 1 through 16,777,215
Default: Value of the IGP metric

Usage Guidelines See “Modifying the Traffic Engineering Metric” on page 252.

Related Topics csnp-interval, point-to-point

to-address

Syntax to-address address;

Hierarchy Level [edit protocols mpls label-switch-path]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the egress gateway of a dynamic LSP.

Options address—Address of the egress gateway.

Usage Guidelines See “Configuring a Dynamic Tunnel” on page 269.

Related Topics bandwidth, description, from-address, link-protection, node-link-protection, path, 
qos-priority

traceoptions

Syntax traceoptions (enable | disable) file file-name;

Hierarchy Level [edit protocols ppp]

Release Information Statement introduced in BXOS Release 3.0.
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Description Define tracing operations for PPP.

Options file-name—Name of the file to receive the output of the tracing option. 

Usage Guidelines See “Enabling Trace Operation” on page 279.

Related Topics monitor-session

traffic-engineering

See the following sections:

te-metric (OSPF)

te-metric (IS-IS)

traffic-engineering (OSPF)

Syntax traffic-engineering (enable | disable);

Hierarchy Level [edit protocols ospf]

Release Information Statement introduced in BXOS Release 3.0.

Description By default, the traffic engineering support is enabled on the gateway. This allows 
OSPF to generate LSAs that carry traffic engineering parameters. To disable the 
OSPF traffic engineering support, use the disable statement.

Options disable—Disable the OSPF traffic engineering support.
Default: Enable

Usage Guidelines See “Enabling OSPF Traffic Engineering Support” on page 235.

Related Topics export (OSPF), prefix-export-limit, spf-delay (OSPF)

traffic-engineering (IS-IS)

Syntax traffic-engineering (enable | disable);

Hierarchy Level [edit protocols isis level-number]

Release Information Statement introduced in BXOS Release 3.0.

Description The gateway supports IS-IS traffic engineering either on level 1 or level 2. By 
default, the IS-IS traffic engineering is enabled on level 1. To enable traffic 
engineering on the level 2, first disable traffic engineering on level 1 and then 
enable on level 2.

Options disable—Disable the IS-IS traffic engineering on level 1.
Default: Enable

enable—Enable the IS-IS traffic engineering on level 2.

Usage Guidelines See “Enabling Traffic Engineering” on page 247.
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transit-delay

Syntax transit-delay seconds;

Hierarchy Level [edit protocols ospf area area-id interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the estimated time required to transmit a link-state update on the interface. 
When calculating this time, you should account for transmission and propagation 
delays.

Options seconds—Estimated time, in seconds.
Range: 0 through 3600 seconds
Default: 1 second

Usage Guidelines See “Specifying the Transit Delay” on page 240.

Related Topics dead-interval, hello-interval (OSPF), interface-type, metric (OSPF), priority (OSPF), 
retransmit-interval, te-metric (OSPF)

transmit-interval

Syntax transmit-interval milliseconds;

Hierarchy Level [edit protocols bdf],
[edit protocols isis interface-name bfd-liveness-detection],
[edit protocols mpls label-switch-path oam bfd-liveness-detection],
[edit protocols ospf area area-id interface interface-name bfd-liveness-detection]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure bidirectional failure detection timers.

Options transmit-interval—Configure only the minimum transmit interval.
Range: 50 through 255,000 milliseconds
Default: 2000 milliseconds

Usage Guidelines See “Configuring BFD for a Dynamic Tunnel on an Interface” on page 276, 
“Configuring BFD for OSPF on an Interface” on page 240, and “Configuring BFD for 
IS-IS on an Interface” on page 253.

transport-address

Syntax transport-address (router-id | interface);

Hierarchy Level [edit protocols ldp interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Allow control of the transport address used by LDP.

Options router-id—The gateway identifier is used as the transport address.
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interface—The first IP address on the interface is used as the transport address.
Default: router-id

Usage Guidelines See “Configuring the Address for TCP Sessions” on page 265.

Related Topics hold-time, keepalive-timeout, mpls ldp targeted-hello send, strict-targeted-hellos, 
transport-address

type

Syntax type type;

Hierarchy Level [edit protocols bgp edit group group-name]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Specify the type of BGP peer group. 

Options type—Type of group:

external—External group

internal—Internal group 

Usage Guidelines See “Minimum BGP Configuration” on page 293.

Related Topics bgp, group, neighbor, peer-as

wide-metrics-only

Syntax wide-metrics-only;

Hierarchy Level [edit protocols isis level-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure IS-IS to generate metric values greater than 63 on a per-IS-IS level basis.

Options wide-metrics-only—metric values greater than 63 on a per-IS-IS level basis.

Usage Guidelines See “Enabling Wide Metrics for Traffic Engineering” on page 247.
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Pseudowires

SAToP Pseudowires Overview on page 343

Configuring a SAToP Pseudowire on page 349

Summary of SAToP Configuration Statements on page 367

ATM Pseudowires Overview on page 375

Configuring an ATM Pseudowire on page 381

Summary of ATM Pseudowire Configuration Statements on page 401

Ethernet Pseudowires Overview on page 407

Configuring an Ethernet Pseudowire on page 409

Summary of Ethernet Pseudowire Configuration Statements on page 423
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Chapter 12

Structure-Agnostic TDM Pseudowires 
Overview

The chapter describes an overview of the Structure Agnostic TDM over PSN (SAToP) 
pseudowires: 

SAToP Pseudowires Overview on page 343

Pseudowires on page 343

SAToP Pseudowires on page 343

SAToP Packets on page 344

SAToP Header on page 344

SAToP Pseudowires Overview

SAToP is a method for encapsulating time- division multiplexing (TDM) byte 
streams as pseudowires over packet-switching networks (PSNs). SAToP addresses 
only structure-agnostic transport and disregards any structure that may be imposed 
on these TDM signals, in particular the structure imposed by standard TDM 
framing. This emulation is also referred to as “emulation of unstructured TDM 
circuits,” and suits applications where the provider edge (PE) devices do not need 
to interpret TDM data or participate in the TDM signaling.

Pseudowires

Pseudowire Emulation Edge-to-Edge (PWE3) is a mechanism that emulates the 
essential attributes of a service such as ATM or Ethernet over a PSN by 
encapsulating the service-specific protocol data units (PDUs) arriving at an ingress 
port, carrying them across a path or tunnel, and managing their timing and order. 
The edge-to-edge emulation of a TDM service using SAToP is possible when the two 
pseudowire TDM attachment circuits are of the same TDM type (T1 or E1).

SAToP Pseudowires

The BX7000 Multi-Access Gateway sends the TDM bit stream collected from the 
BTS and encapsulates them into SAToP packets. The SAToP packets are sent 
through the pseudowire that passes through the PSN tunnel.
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When you configure a pseudowire, the packets travel over a PSN tunnel, which is 
either a Multiprotocol Label Switching (MPLS) or a generic routing encapsulation 
(GRE) tunnel.

The gateway collects the TDM bit streams, adds the appropriate header to the PSN 
tunnel, and then sends these bits as packets over the pseudowire. At the receiving 
end, the gateway decapsulates the packets and determines the pseudowire 
encapsulation headers. The gateway then sends the payload to a jitter buffer to 
compensate for the traffic jitter before playing out the payload onto the appropriate 
T1 or E1 interface.

SAToP Packets

The gateway collects the TDM bit stream from the base transceiver station (BTS) 
and assembles them into SAToP packets that contain a fixed number of bytes filled 
with the TDM data. The order of the payload bytes corresponds to the order in 
which the gateway receives the TDM data. The packets that traverse the 
pseudowire using IPv4 PSN set the do not fragment (DF) bit to avoid fragmentation 
of the SAToP packets. Figure 5 on page 344 shows the structure of the SAToP 
packet. For more information on SAToP packets, see Figure 5 on page 344.

Figure 5:  SAToP Packet Format

SAToP Header

The SAToP header contains an MPLS stack, a SAToP control word of 4 bytes, a 
fixed RTP header of 4 bytes, and a TDM payload.

Figure 6 on page 345 shows the structure of a SAToP header.
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Figure 6:  SAToP Header Format for an MPLS Tunnel

The following topics describe the components of the SAToP header:

SAToP Control Word on page 345

RTP Header on page 346

TDM Payload on page 347

SAToP Control Word
The SAToP packet header contains a control word of four bytes that helps the 
intermediate routers in the PSN tunnel distinguish the pseudowire packet from 
regular IP packets. 

The SAToP control word allows the following functions:

Detects packet loss or mismatch in order.

Indicates the TDM attachment circuits and PSN problems by setting 
appropriate bits in the control word.

Figure 7 on page 345 shows the structure of the SAToP control word.

Figure 7:  SAToP Control Word Format

The first four bits of the SAToP control word are set to zero so that the intermediate 
routers in an MPLS tunnel through which the pseudowire passes recognize the 
SAToP packets as IP packets.
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If the L-bit is set, it indicates faults in the TDM data received from the BTS units, 
such as loss of signal (LOS) and AIS. The gateway at the far end drops the packets 
with the L bit set and plays out a replacement data pattern onto the TDM circuit. If 
the R-bit is set, it indicates that the gateway at the near end has lost packets of 
SAToP pseudowire sent from PSN to TDM direction. For more information on 
configuring a replacement data pattern, see “Configuring the Replacement Data 
Pattern” on page 358.

The LEN field (10 to 15 bits) indicates the length of the SAToP packet, including the 
SAToP header and payload. The SAToP payload size is configured during the setup 
of the pseudowire. For more information on configuring the PSN packet payload, 
see “Configuring the PSN Packet Payload” on page 354.

The sequence number field in the SAToP packet header provides the common 
pseudowire sequencing function as well as detection of lost packets. The sequence 
number is incremented with each SAToP data packet sent over the pseudowire. For 
more information on configuring the SAToP packet format, see “Configuring the 
PSN Packet Payload” on page 354.

RTP Header
You can configure the gateway to generate the timestamp required for 
synchronization using an optional fixed RTP header. If you configure timestamp 
generation using RTP headers, the RTP header is included in the SAToP packet 
header. 

The RTP header contains the following fields:

2-bit version (V) field that identifies the version of the header.

1-bit padding (P) field, if set adds one or more padding octets at the end which 
are not part of the payload in the packet.

1-bit extension (X) field, if set adds one header extension followed by the fixed 
RTP header.

4-bit contributing source count (CC) field that contains the number of 
contributing source (CSRC) identifiers. 

1-bit marker (M) field that allows significant events such as frame boundaries to 
be marked in the packet stream. 

7-bit payload type (PT) field identifies the format of the RTP payload.

16-bit sequence number field that increments by one for each RTP data packet 
sent, and is used by the receiver to detect packet loss and to restore packet 
sequence.

32-bit timestamp field that reflects the sampling instant of the first octet in the 
RTP data packet.

32-bit SSRC field that identifies the synchronization source.
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CSRC field identifies the contributing sources for the payload contained in this 
packet.The number of identifiers is given by the CC field. The number of the 
CSRC identifiers ranges from 0 through 15 with each identifier having 32-bit 
length.

Figure 8 on page 347 shows the format of the RTP header.

Figure 8:  RTP Header Format

For more information on configuring timestamp generation using the fixed RTP 
header, see “Configuring Clock Recovery for an RTP Header” on page 355.

TDM Payload
The gateway collects the TDM data from the attached circuit and frames them into 
SAToP packets. Each SAToP packet contains a fixed number of TDM data. You can 
configure the number of TDM data bytes to be included in each SAToP packet. For 
more information on collecting the TDM data into PSN packets, see “Configuring 
the PSN Packet Payload” on page 354.
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Chapter 13

Configuring a SAToP Pseudowire

This chapter describes how to configure a Structure Agnostic TDM over PSN 
(SAToP) pseudowire on the BX7000 Multi-Access Gateway: 

SAToP Configuration on page 349

Configuring the T1, E1, or Ethernet Interfaces on page 350

Configuring the Protocols on page 352

Creating the PSN Tunnel on page 352

Configuring the SAToP Pseudowire Interface on page 353

Configuring Error Detection in a SAToP Pseudowire on page 356

Configuring Static SAToP Pseudowire on page 364

SAToP Configuration

You can configure the SAToP pseudowire by configuring a T1, E1, or Ethernet 
interface on the gateway. You can configure the SAToP pseudowire to be static or 
dynamic.

Dynamic SAToP Pseudowire Configuration
To configure the dynamic SAToP pseudowire, include the following statements at 
the [edit protocols ldp] hierarchy level:

[edit protocols ldp]
edit l2circuit pw-name;

edit neighbor-address destination-ip-address;
set tunnel tunnel-name;
edit interface interface-name {

set dummy-pattern number;
set idle-pattern number;
set jitter-buffer microseconds;
set lossy-state-entry percentage;
set payload bytes;
set remote-vc-id value;
edit rtp {

set ssrc ssrc-id;
set time-stamping absolute;
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set payload-type number;
set ref-clock frequency;

}
}

Static SAToP Pseudowire Configuration
To configure the static SAToP pseudowire, include the following statements at the 
[edit protocols ldp] hierarchy level:

[edit protocols mpls]
edit static-l2circuit pw-name {

edit neighbor-address destination-ipaddress {
set tunnel tunnel-name;
edit interface interface-name {

set dummy-pattern pattern;
set idle-pattern pattern;
set jitter-buffer microseconds;
set label in-bound value out-bound value;
set lossy-state-entry percentage;
set payload bytes;
set remote-vc-id number;

}
}

}

Configuring the T1, E1, or Ethernet Interfaces

You configure the T1, E1, or Ethernet interfaces using one of the following 
methods:

Configure the loopback interface first, then configure the Ethernet interface. 

You configure the loopback interface at the [edit interface interface-name] 
hierarchy level:

[edit interface loO]
set admin-state enable;
edit unit logical-unit-number {

set family inet address ip-address/destination prefix;
}

where family denotes the Internet protocol version 4 suite and address denotes 
the address of the loopback interface.

Configure the Ethernet interface and assign an appropriate IP address. To 
configure the Ethernet interface, you need to configure the management 
Ethernet and data Ethernet interfaces. 
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Configure the management Ethernet and data Ethernet interfaces at the [edit 
interface interface-name] hierarchy level:

[edit interface interface-name]
set admin-state enable;
edit unit logical-unit-number {

set family inet address ip-address/destination prefix;
}

Configure a T1 or E1 interface, configure encapsulation over T1 or E1 interface, 
and configure framing and clock source properties over the T1 or E1 interface.

To configure a T1 or E1 interface, set the time-division multiplexing (TDM) 
mode as T1 or E1. To set the TDM mode, include the framer-mode statement at 
the [edit system] hierarchy level:

[edit system]
set framer-mode (t1 | e1);

To configure encapsulation over the T1 or E1 interface, include the 
encapsulation statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name] 
set encapsulation trans;

To configure specific parameters on the T1 or E1 interface, include the 
following statements at the [edit interface interface-name] hierarchy level:

[edit interface interface-name] 
set framing unframe;
set clock-source ces;
set admin-state enable;

Example: Configuring a T1, E1, or Ethernet Interface
Configure the management Ethernet interface:

[edit interface ge-1/0/0]
set admin-state enable;
edit unit 0 {

set family inet address 10.100.65.245/24;
}

Configure the loopback interface:

[edit interface lo0]
set admin-state enable;
edit unit 0 {

set family inet address 7.7.7.7/32;
}

Configure specific parameters over a T1 or E1 interface:

[edit interface interface-name] 
set encapsulation trans;
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set framing unframe;
set clock-source ces;
set admin-state enable;

Once you have finished configuring the interface, you can commit the 
configuration.

Configuring the Protocols

Once the T1, E1, or Ethernet interface is configured, enable protocols on the 
Ethernet interface to configure a dynamic RSVP or GRE, or a static tunnel. Using 
these tunnels, you can configure the SAToP pseudowires.

To configure protocols on the Ethernet interface, see “Configuring Protocols for 
SAToP, ATM, and Ethernet Pseudowires” on page 280.

Creating the PSN Tunnel

To configure a dynamic SAToP pseudowire, use either a dynamic RSVP or GRE 
tunnel. To configure a static SAToP pseudowire, you can use the static ingress 
tunnel.

The following sections describe how to configure the tunnels for creating static or 
dynamic SAToP pseudowire:

To create an RSVP tunnel, see “Configuring a Dynamic Tunnel” on page 269.

To create a GRE tunnel, see “Configuring the GRE Protocol on an Interface” on 
page 108.

To create a static tunnel, see “Configuring a Static Ingress Tunnel” on 
page 273.

Example: Configuring a PSN Tunnel
Configure the RSVP tunnel:

[edit protocols mpls]
edit label-switch-path tunnel1 {

set from-address 10.10.10.1;
set to-address 10.10.10.2;

}

Configure the GRE tunnel:

[edit interface gr-tnnl1]
edit unit 1 {

set admin-state enable;
set clear-dont-fragment-bit enable;
set family inet address 22.22.22.1/24;
set mtu 1000;

}
edit tunnel {

set source-address 10.10.10.1;
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set destination 11.11.11.1;
set ttl 55;

}

Once you have created the tunnel, you can commit the configuration.

Configuring the SAToP Pseudowire Interface

You can configure the SAToP pseudowire by initially configuring the T1 or E1 
interfaces that form part of the SAToP pseudowire. You configure the bit rate of the 
T1 or E1 circuit, which represents the bit rate of the T1 or E1 service in multiples of 
the basic 64 Kbps rate.

The following sections describe how you can configure the static or dynamic SAToP 
pseudowire:

Configuring the Remote Pseudowire ID on page 353

Configuring the PSN Packet Payload on page 354

Configuring the Jitter Buffer on page 354

Configuring Clock Recovery for an RTP Header on page 355

Configuring the Remote Pseudowire ID
To configure the remote pseudowire ID for the SAToP pseudowire, include the 
remote-vc-id statement at the [edit protocols ldp l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name] and [edit protocols mpls static-l2circuit 
pw-name neighbor-address destination-ip-address interface interface-name] hierarchy 
levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name]

set remote-vc-id number;

NOTE: For naming the SAToP pseudowire, you can use a period (.) as a part of the 
Layer 2 circuit name.
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Configuring the PSN Packet Payload
You can configure the number of bytes to be packed as payload into a SAToP 
pseudowire. A SAToP pseudowire packet contains a minimum of 32 bytes. The 
maximum number of bytes in a SAToP packet is determined by the type of 
interfaces over which the PSN is configured. For Ethernet interfaces, where the IP 
MTU is 1500 bytes, the maximum is 1440 bytes to allow the addition of IP, GRE, 
and optional RTP headers within the available Ethernet MTU. If the MTU is 
configured as less than 1500 bytes, provide an appropriate payload size that falls 
within the MTU. The number of bytes to be packed should be a multiple of 24 for 
T1, and a multiple of 32 for E1. The gateway determines the payload size over the 
PSN tunnel to allow for the maximum possible header encapsulations to fall within 
the MTU.

To configure the SAToP packet size, include the payload statement at the [edit 
protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name] and [edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name]

set payload bytes;

Setting the Idle Data Pattern
You can configure the pattern of the filler data sent over the pseudowire when the 
TDM attachment circuits attached to the gateway do not have enough data to 
provide to the pseudowire. By default, the gateway uses all ones (1s) as the filler 
data in the SAToP payload. The idle pattern is a single-byte value transmitted as T1 
or E1 data when there is no actual data to be transmitted on the T1 or E1. The idle 
pattern value ranges from 0 through 255.

To configure an idle data pattern that should be sent over the PSN, include the 
idle-pattern statement at the [edit protocols ldp l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name] and [edit protocols mpls static-l2circuit 
pw-name neighbor-address destination-ip-address interface interface-name] hierarchy 
levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name]

set idle-pattern pattern;

Configuring the Jitter Buffer
Because the individual packets can experience different transmission delays when 
they reach the end of the PSN tunnel, the gateway uses a jitter buffer as an optional 
parameter to store the received data before playing out the reconstructed TDM data 
onto TDM circuits at the far end. Until the preconfigured size of the buffer is 
reached, the gateway continues to send all ones (1s) pattern to its TDM attachment 
circuits. This intermediate state persists until a configured amount of TDM data 
(usually half of the jitter buffer) has been received in consecutive SAToP packets.
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You can configure the jitter buffer as an optional parameter with values in the range 
from 2000 through 32,000 microseconds. If you do not provide a value for the jitter 
buffer during SAToP pseudowire configuration, then the default value for the jitter 
buffer will be set to 3000 microseconds.

To configure the jitter buffer, include the jitter-buffer statement at the [edit protocols 
ldp l2circuit pw-name neighbor-address destination-ip-address interface interface-name] 
and [edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name]

set jitter-buffer microseconds;

Configuring Clock Recovery for an RTP Header
The gateway performs a clock recovery using the incoming SAToP pseudowire 
packets. If the clock source is CES on a T1 or E1 port, then the T1 or E1 port is 
mapped to a SAToP pseudowire. 

The gateway supports clock recovery in two modes:

Adaptive mode—Clock is recovered based on the packet arrival rates.

Timestamp mode—RTP timestamps are used for clock recovery.

If you disable the use of the RTP header for clock recovery, the gateway uses 
adaptive clock recovery. When you configure the gateway to use the timestamp 
mode, where the gateway recovers the clock from the RTP header in the SAToP 
packets, you can use absolute mode. By default, the use of the RTP header for clock 
recovery is disabled.

In absolute mode, the PSN-bound IWF sets timestamps using the clock recovered 
from the incoming TDM attachment circuits. As a consequence, the timestamps are 
closely correlated with the sequence numbers.

The following topics describe how to configure clock recovery from an RTP header:

Configuring the RTP Synchronization Source on page 356

Configuring RTP Timestamping on page 356

Configuring the RTP Payload Type on page 356

Configuring the RTP Reference Clock Frequency on page 356
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Configuring the RTP Synchronization Source
When you configure the SAToP packet header to use an RTP header for clock 
recovery, you can configure the synchronization source (SSRC) field in the RTP 
header. The SSRC field indicates the value of the SSRC ID in the RTP header 
expected by the pseudowire at the far end. SSRC is a 4-byte value. A value of 0 
indicates that an SSRC ID value check will not be used for detecting 
misconnections.

To configure the RTP synchronization source, include the ssrc statement at the [edit 
protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name rtp] hierarchy level:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name rtp]

set ssrc ssrc-id;

Configuring RTP Timestamping
To configure RTP timestamping, include the time-stamping statement at the [edit 
protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name rtp] hierarchy level:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name rtp]

set time-stamping absolute;

Configuring the RTP Payload Type
To configure the 7-bit RTP payload type of the SAToP packet, include the 
payload-type statement at the [edit protocols ldp l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name rtp] hierarchy level:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name rtp]

set payload-type number;

Configuring the RTP Reference Clock Frequency
When timestamping is used, you should configure the reference clock frequency in 
multiples of 8 KHz. To configure the clock frequency, include the ref-clock 
statement at the [edit protocols ldp l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name rtp] hierarchy level:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name rtp]

set ref-clock frequency;

Configuring Error Detection in a SAToP Pseudowire

After you have set up and activated a SAToP pseudowire, traffic can start flowing 
between the endpoints of the pseudowire. Once the configured amount of the TDM 
data has been received, the SAToP pseudowire enters its normal operation state 
where it continues to receive SAToP packets and store their payload in the jitter 
buffer while playing out the contents of the jitter buffer in accordance with the 
required clock. 
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Because the SAToP packets traverse a tunnel configured on a PSN, pseudowires 
might experience variable packet delays, packet loss, and faults in the TDM 
attachment circuits. 

The following sections describe how to configure the options to detect errors in the 
pseudowire:

Configuring the Packet Loss State on page 357

Configuring Pseudowire Packet Faults on page 357

Configuring the Replacement Data Pattern on page 358

Configuring the Packet Loss State
You can configure the gateway with the threshold for packet loss. When the 
customer edge detects any loss of packets along PSN to TDM direction, it enters the 
packet-loss state and remains in that state until a configured number of consecutive 
packets are received. When the pseudowire is in the packet-loss state, the SAToP 
packets that are sent over the pseudowire are sent with the R bit set on the SAToP 
control word. You can configure the thresholds for entry from the packet-loss state.

To configure these threshold values, include the following statements at the [edit 
protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name] and [edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name]

set lossy-state-entry percentage;

Configuring Pseudowire Packet Faults
Because the SAToP packets traverse a tunnel created on a PSN, the packets that 
arrive at the far end of the pseudowire can be out of order, or lost. In addition, the 
packets could be malformed or dropped because of overrun on the jitter buffer. You 
can configure how the pseudowire should handle these defects. Typically, you 
configure the thresholds for packet delays and alarm states, and the replacement 
data that should be played out onto the TDM links at the far end. You can configure 
the thresholds for the pseudowire to transition to appropriate defect conditions 
from the normal operating conditions.

You can configure alarm conditions to be set or cleared. Alarms are only reported 
when the defect state persists for a preconfigured amount of time (typically 2.5 
seconds) and is cleared after the corresponding defect is undetected for a second 
preconfigured amount of time (typically 10 seconds). You can configure the trigger 
and release times for various alarms independent of each other. 

The SAToP pseudowire setup and monitoring mechanism includes options that you 
can configure to detect faults in the pseudowire or TDM attachment circuits. Faults 
in the TDM attachment circuits are indicated by specific bits on the SAToP header. 
In addition, the pseudowire mechanism is capable of detecting packets that are 
malformed, out of order, or lost at either end. 
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The following packet faults can occur on a SAToP pseudowire:

Stray packets—You can configure the SAToP pseudowire to detect the stray 
packets by the PSN and pseudowire demultiplexing layers. If the SAToP packet 
header uses the Real-Time Transport Protocol (RTP), the pseudowire 
determines the order of the SAToP packets based on the synchronization 
source (SSRC) field in the RTP header. By default, the far-end pseudowire 
discards the stray packets. For more information on RTP synchronization 
source configuration, see “Configuring the RTP Synchronization Source” on 
page 356.

Malformed packets—The pseudowire detects malformed packets based on the 
mismatch between the expected packet size (taking the value of the L bit into 
account) and the actual packet size inferred from the PSN and pseudowire 
demultiplexing layers. Malformed packets are also detected if the payload type 
value in the received packet is different from the expected payload type value 
when RTP header is used. The far-end pseudowire discards the malformed 
packets.

Remote packet loss—If packets are lost on the near end, the SAToP packet 
headers are marked with their R bit set.

If the packets are discarded by the SAToP interworking function (SAToP IWF), the 
gateway plays out a replacement data pattern onto the T1 or E1 attachment 
circuits. For more information on configuring replacement data patterns, see 
“Configuring the Replacement Data Pattern” on page 358. For more information on 
SAToP packet formats, see “SAToP Header” on page 344.

Configuring the Replacement Data Pattern
When the pseudowire near end receives invalid TDM data because of faults in the 
TDM attachment circuits, the gateway at the far end plays out a replacement data 
(dummy) pattern on to the T1 or E1 interface. The gateway recognizes the fault in 
the TDM attachment circuits by the presence of the L bit or R bit in the SAToP 
header set. You can configure the replacement data pattern to be played out to the 
T1 or E1 interface. The number of the replacement data pattern ranges from 0 
through 255.

The data pattern can be in a range that contains all zeros (0s) or all ones (1s). By 
default, the gateway sends a pattern that contains all 1s. 

To configure the dummy data pattern, include the dummy-pattern statement at the 
[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name] and [edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name]

set dummy-pattern pattern;
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Example: Configuring Dynamic SAToP Pseudowire on an MPLS Tunnel with a T1 
Attachment Circuit

Configure an MPLS tunnel:

[edit protocols mpls]
edit label-switch-path t1 {

set from-address 11.11.11.1;
set to-address 11.11.11.2;

}

Configure a SAToP pseudowire on an MPLS tunnel:

[edit interface e1-0/0/0]
set encapsulation trans;
set framing unframe;

[edit protocols ldp]
edit l2circuit p1 {

edit neighbor-address 11.11.11.2 {
set tunnel t1;
edit interface e1-0/0/0 {

set dummy-pattern 10;
set idle-pattern 10;
set jitter-buffer 5000;
set lossy-state-entry 12;
set payload 96;
set remote-vc-id 1;

}
}

}

Once you have configured the pseudowires, you can commit the configuration.

Example: Configuring Dynamic SAToP Pseudowire on a GRE Tunnel
Configure a GRE tunnel:

[edit interface gr-1]
edit unit 1 {

set admin-state enable;
set family inet address 22.22.1.1/24;
set mtu 1000;
edit tunnel {

set destination 11.11.11.2;
set source-address 11.11.11.1;
set ttl 55;

}

Once you have configured the GRE tunnel, you can commit the configuration.

You can configure multiple SAToP pseudowires on the same GRE tunnel.
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Configure SAToP pseudowire p1 on the GRE tunnel with an E1 attachment circuit:

[edit interface e1-0/0/0]
set encapsulation trans;
set framing unframe;
clock-source master;

[edit protocols ldp]
edit l2circuit p1 {

edit neighbor-address 11.11.11.2 {
set tunnel gr-1;
edit interface e1-0/0/0 {

set dummy-pattern 10;
set idle-pattern 10;
set jitter-buffer 5000;
set lossy-state-entry 12;
set payload 96;
set remote-vc-id 1;

}
}

}

Configure SAToP pseudowire p2 on the GRE tunnel with an E1 attachment circuit:

[edit interface e1-0/0/0]
set encapsulation trans;
set framing unframe;

[edit protocols ldp]
edit l2circuit p2 {

edit neighbor-address 11.11.11.2 {
set tunnel gr-1;
edit interface e1-0/0/0 {

set dummy-pattern 10;
set idle-pattern 10;
set jitter-buffer 5000;
set lossy-state-entry 12;
set payload 96;
set remote-vc-id 1;

}
}

}

Once you have configured the pseudowires, you can commit the configuration.

To display the configured parameters for the dynamic SAToP pseudowire on the 
GRE tunnel from the BX7000 CLI, use the show configuration statement at the [edit] 
hierarchy level:

[edit]
cli@BX7000# show configuration

system {
    framer-mode t1;

}
interface {

t1-0/0/0 {
       encapsulation trans;
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framing unframe;
       clock-source master;
    }
    ge-1/0/0 {
       unit 0 {
          family inet {
            address 169.254.1.1/16;
          }
          prefix 16;
        }
    }
    ge-1/0/1 {
       unit 0 {
          family inet {
             address 10.10.10.1/24;
          }
          prefix 24;
       }
    }

}
    gr-1 {

unit 1 {
          enable
            family inet {
                address 22.22.1.1/24;
            }
           prefix 24;

mtu 1000;
            tunnel {
                destination 11.11.11.2;
                source-address 11.11.11.1;
                ttl 55;
           }

}
}
protocol {

    ldp {
        }

neighbor-address 11.11.11.2 {
tunnel t1 {

interface name t1-0/0/0 {
dummy-pattern 10;
idle-pattern 10;
jitter-buffer 5000;
lossy-state-entry 12;
payload 96;
remote-vc-id 1;

}
}

}
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To display the SAToP pseudowire statistics at the BX7000 CLI, use the show 
statistics l2circuit pw-name command:

cli@BX7000# show statistics l2circuit p1
pseudowire statistics:

PSN to TDM Direction
Received Packets: 2276
Free Buffer drops: 0
Under-run drops: 0
Stray Packets: 0
Malformed Packets: 0
Duplicate Packets: 301
Error Drops: 0
Denied Packets: 0
Reordered Packets: 0
Transit Packets: 57
Dummy Transit Packets: 54
Idle Transit Packets: 41794
Out-of-sequence packets: 28597
Buffer over-run events: 0
Buffer under-run events: 43
Operational status: up

TDM to PSN Direction
Rx Valid packets: 1417963
Forwarded packets: 1417963
Free buffer events: 0
Free buffer drops: 0
MTU drops: 0
Congestion drops: 0

where:

Received packets is the total number of the valid received packets by the SAToP 
interworking function (SAToP IWF) from the PSN-bound direction.

Free buffer drops is the packets dropped due to lack of buffers present in the 
fast path.

Under-run drops denotes the number of times the transmit buffer present in the 
fast path under-run event was hit.

Stray packets are detected by the SAToP IWF from the PSN-bound direction. 
The number of stray packets increases when RTP and the SSRC field in the RTP 
header are used. 

Malformed packets are detected by the SAToP IWF from the PSN-bound 
direction. These packets are increased when the received packet size does not 
match the expected packet size in the pseudowire and the RTP header payload 
type value is incorrect.

Duplicate packets is the number of duplicate packets received by the SAToP 
IWF from the PSN-bound direction. Duplication is identified using sequence 
number.
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Error drops is the number of packets dropped due to CRC error by the SAToP 
IWF from PSN-bound direction.

Denied packets is the packets that are not allowed by the SAToP IWF s from 
PSN-bound direction.

Reordered packets is the number of packets which are reordered by the SAToP 
IWF with reference to the sequence number.

Transit packets is the number of forwarded packets.

Dummy transit packets is the number of times a dummy packet is transmitted 
by the SAToP IWF due to a lost pseudowire packet.

Idle transit packets denotes the number of times an idle packet passed over 
TDM.

Out-of-sequence packets is the number of packets reordered by the SAToP IWF 
when these packets are sent from the PSN-bound direction.

Buffer over-run events is the number of packets dropped by the SAToP IWF 
when the sequence number in the SAToP packet is more than the jitter buffer 
size.

Buffer under-run events is the number of times the transmit buffer under-run 
event was hit when packets are transmitted from the PSN-bound direction 
towards the CE-bound direction through SAToP IWF.

Rx valid packets is the numbers of valid data packets forwarded to the 
PSN-bound direction by SAToP IWF.

Forwarded packets is the numbers of packets forwarded to the PSN-bound 
direction by the SAToP IWF.

Free buffer events is the number of times the event packets are dropped due to 
lack of buffers in the SAToP IWF while transmitting pseudowire packets 
towards PSN.

Free buffer drops is packets dropped due to lack of buffers in the SAToP IWF 
while transmitting pseudowire packets towards PSN.

MTU drops is the number of packets dropped when the packet length is more 
than the MTU size.

Congestion drops is the number of packets dropped due to congestion in 
transmit queue.
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Configuring Static SAToP Pseudowire

You can configure the SAToP pseudowire to be static. To create the static 
pseudowire, configure the static ingress tunnel. The procedure for configuring the 
static pseudowire is for the dynamic pseudowire but you must include the label 
in-bound value out-bound value statement at the [edit protocols mpls] hierarchy level:

[edit protocols mpls]
edit static-l2circuit pw-name {

edit neighbor-address destination-ipaddress {
set tunnel tunnel-name;
edit interface interface-name {

set dummy-pattern pattern;
set idle-pattern pattern;
set jitter-buffer microseconds;
set label in-bound value out-bound value;
set lossy-state-entry percentage;
set payload bytes;
set remote-vc-id number;

}
}

}

where label in-bound denotes the label value for the inbound SAToP pseudowire and 
out-bound denotes the label value for the outbound SAToP pseudowire.

Example: Configuring Static SAToP Pseudowire on a Static Ingress Tunnel
Configure a static ingress tunnel:

[edit protocols mpls]
edit static-path-inet tnnl1 {

set egress-address 192.168.15.10;
set ingress-address 192.168.15.1;
set next-hop-addrs 192.168.15.10;
set out-interface ge-1/0/0;
set push 44;

}

Once you have configured the static tunnel, you can commit the configuration.

Configure static SAToP pseudowire p4 with the E1 attachment circuit:

[edit protocols mpls]
edit static-l2circuit p1 {

edit neighbor-address 156.11.1.2 {
set tunnel tunnel1;
edit interface e1-0/0/0 {

set dummy-pattern 10;
set idle-pattern 10;
set jitter-buffer 5000;
set label in-bound 1000004 out-bound 17;
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set lossy-state-entry 12;
set payload 256;
set remote-vc-id 4;

}
}

}

Once you have configured the pseudowires, you can commit the configuration.

To display the configured parameters from the BX7000 CLI, use the show 
configuration statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show configuration

system {
    framer-mode e1;

}
interface {

e1-0/0/0 {
       encapsulation trans;

framing unframe;
       clock sourcemaster;
    }
    ge-1/0/0 {
       unit 0 {
          family inet {
            address 169.254.1.1/16;
          }
          prefix 16;
        }
    }
    ge-1/0/1 {
       unit 0 {
          family inet {
             address 10.10.10.1/24;
          }
          prefix 24;
       }
    }

}
protocol {

    mpls {
        }

static-path-inet tnnl1 {
egress-address 192.168.15.10;
ingress-address 192.168.15.1;
next-hop-addrs 192.168.15.10;
out-interface ge-1/0/0;
push 44;

}
        static l2circuit {
            static l2-circuit name p1 {
                enable;
                neighbor-address 156.11.1.2 {

tunnel tunnel1 {
interface name e1-0/0/0 {

dummy-pattern 10;
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idle-pattern 10;
jitter-buffer 5000;
label in-bound 1000004 out-bound 17;
lossy-state-entry 12;
payload 256;
remote-vc-id 4;

}
 }
}

}
}

}
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Summary of SAToP Configuration 
Statements

The following descriptions explain each Structure-Agnostic TDM over Packet 
(SAToP) configuration statement. The statements are organized alphabetically.

dummy-pattern

Syntax dummy-pattern pattern;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name], 
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ip-addrs 
interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the replacement data (dummy) pattern sent on the TDM interface. 

Options pattern—Number of the replacement data pattern.
Range: 0 through 255
Default: 255

Usage Guidelines See “Configuring the Replacement Data Pattern” on page 358.

Related Topics idle-pattern, jitter-buffer, lossy-state-entry, payload, remote-vc-id, rtp

idle-pattern

Syntax idle-pattern pattern;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name], 
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ip-addrs 
interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the pattern of the filler data sent over the pseudowire when the TDM 
circuit attached to the BX7000 Multi-Access Gateway does not provide data for the 
pseudowire.
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Options pattern—Idle data pattern to be sent over the pseudowire.
Range: 0 through 255
Default: 255

Usage Guidelines See “Setting the Idle Data Pattern” on page 354.

Related Topics dummy-pattern, jitter-buffer, lossy-state-entry, payload, remote-vc-id, rtp

interface

Syntax interface interface-name;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address address]

Release Information Statement introduced in BXOS Release 3.0.

Description For the T1 or E1 interfaces on the gateway, configure the SAToP pseudowire.

Options interface-name—Name of the T1 or E1 interface configured for the SAToP 
pseudowire.

Usage Guidelines See “Configuring the SAToP Pseudowire Interface” on page 353.

Related Topics tunnel

jitter-buffer

Syntax jitter-buffer microseconds;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name], 
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ip-addrs 
interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the jitter buffer for the SAToP pseudowire.

Options microseconds—Size of the jitter buffer.
Range: 2000 through 32,000 microseconds
Default: 3000 microseconds

Usage Guidelines See “Configuring the Jitter Buffer” on page 354.

Related Topics dummy-pattern, idle-pattern, lossy-state-entry, payload, remote-vc-id, rtp

l2circuit

Syntax l2circuit pw-name;

Hierarchy Level [edit protocols ldp]
interface
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Release Information Statement introduced in BXOS Release 3.0.

Description Specify the SAToP pseudowire name.

Options pw-name—SAToP pseudowire name.

Usage Guidelines See “Configuring the SAToP Pseudowire Interface” on page 353.

label in-bound

Syntax label in-bound value out-bound value;

Hierarchy Level [edit protocols mpls static-l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the default, maximum, and minimum label values for the inbound and 
the outbound SAToP pseudowires.

Options in-bound—Label value for the inbound SAToP pseudowire.
Range: 1,000, 001 through 1,048,575
Default: None

out-bound—Label value for the outbound SAToP pseudowire.
Range: 16 through 1,048,575
Default: None

Usage Guidelines See “Creating the PSN Tunnel” on page 352.

Related Topics dummy-pattern, idle-pattern, jitter-buffer, payload, remote-vc-id 

ldp

Syntax ldp;

Hierarchy Level [edit protocols]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the LDP protocol.

Usage Guidelines See “Configuring LDP” on page 261.

lossy-state-entry

Syntax lossy-state-entry percentage;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name], 
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ip-addrs 
interface interface-name]
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Release Information Statement introduced in BXOS Release 3.0.

Description Configure the lossy state entry value, which is the number of consecutive packets 
that will be lost in order to enter into lossy state.

Options number—Number of packets lost in order to enter the lossy state.
Range: 1 through 100 percentage
Default: 50 percentage

Usage Guidelines See “Configuring the Packet Loss State” on page 357.

Related Topics dummy-pattern, idle-pattern, jitter-buffer, payload, remote-vc-id, rtp

neighbor-address

Syntax neighbor-address destination-ip-address;

Hierarchy Level [edit protocols ldp l2circuit]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the destination IP address of the SAToP pseudowire.

Options address—Destination IP address of the SAToP pseudowire.

payload

Syntax payload bytes;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name], 
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ip-addrs 
interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the number of TDM bytes to be packed as payload into a SAToP 
pseudowire.

Options bytes—For configuring the SAToP pseudowire on the T1 interfaces, the maximum 
value for the payload size is multiples of 32 and the minimum value is 32. For 
configuring the SAToP pseudowire on the E1 interfaces, the maximum value 
for the payload size is multiples of 24 and the minimum value is 24. For 
Ethernet interfaces, the maximum value of the payload size is 1440.
Range: 24 through 1440
Default: None

Usage Guidelines See “Configuring the PSN Packet Payload” on page 354.

Related Topics dummy-pattern, idle-pattern, jitter-buffer, lossy-state-entry, remote-vc-id, rtp
neighbor-address
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payload-type

Syntax payload-type number;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name rtp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the RTP payload type of the SAToP packet.

Options number—RTP payload number of the SAToP packet.
Range: 0 through 255
Default: 0

Usage Guidelines See “Configuring the RTP Payload Type” on page 356.

Related Topics ref-clock, ssrc, time-stamping

ref-clock

Syntax ref-clock frequency;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name rtp]

Release Information Statement introduced in BXOS Release 3.0.

Description For time-stamping, set the reference clock frequency for the SAToP pseudowire.

Options frequency—Clock frequency, specified as KHz and a multiple of 8 KHz.
Range: 8 through 65,528 KHz

Usage Guidelines See “Configuring the RTP Reference Clock Frequency” on page 356.

Related Topics payload-type, ssrc, time-stamping

remote-vc-id

Syntax remote-vc-id number;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name], 
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ip-addrs 
interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the remote pseudowire ID for the SAToP pseudowire.

Options value—Remote virtual circuit identifier.
Range: 0 through 65,534
Default: None
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Usage Guidelines See “Configuring the Remote Pseudowire ID” on page 353.

Related Topics dummy-pattern, idle-pattern, jitter-buffer, lossy-state-entry, payload, rtp

rtp

Syntax rtp;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name], 
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ip-addrs 
interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the gateway to generate the timestamp required for synchronization 
using an optional fixed RTP header.

Usage Guidelines See “RTP Header” on page 346.

Related Topics dummy-pattern, idle-pattern, jitter-buffer, lossy-state-entry, payload, remote-vc-id

static-l2circuit

Syntax static-l2circuit pw-name;

Hierarchy Level [edit protocols mpls]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify a static SAToP pseudowire name.

Options pw-name—SAToP pseudowire name.

Usage Guidelines See “Configuring Static SAToP Pseudowire” on page 364.

ssrc

Syntax ssrc ssrc-id;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name rtp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the SSRC ID in the RTP header of the SAToP packet. 

Options ssrc-id—SSRC number in the RTP header of the SAToP packet.
Range: 0 through 4,294,967,294
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Usage Guidelines See “Configuring the RTP Synchronization Source” on page 356

Related Topics payload-type, ref-clock, time-stamping

time-stamping

Syntax time-stamping absolute;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-addrs interface 
interface-name rtp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the RTP timestamping mode as absolute. 

Usage Guidelines See “Configuring RTP Timestamping” on page 356

Related Topics payload-type, ref-clock, ssrc

tunnel

Syntax tunnel tunnel-name;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address], 
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ip-addrs]

Release Information Statement introduced in BXOS Release 3.0.

Description Set the tunnel as an LSP tunnel.

Usage Guidelines See “Configuring the SAToP Pseudowire Interface” on page 353

Related Topics interface
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ATM Pseudowires Overview

This chapter describes an overview of the ATM pseudowires:

ATM Pseudowires Overview on page 375

Pseudowires on page 376

ATM Pseudowires on page 376

ATM Pseudowire Frames on page 376

ATM Pseudowires Overview

Asynchronous Transfer Mode (ATM) pseudowire emulates essential attributes of the 
ATM cells over a packet-switched network (PSN). For ATM cells to pass through 
PSN, a PSN tunnel is created between the provider edge devices. Multiple ATM 
pseudowires can pass through the same PSN tunnel. 

When you configure a pseudowire, the ATM frames travel over a PSN tunnel, which 
you can configure with either Multiprotocol Label Switching (MPLS) or generic 
routing encapsulation (GRE).

The PSN tunnel is encapsulated using an IP or MPLS network, and the ATM 
pseudowire is encapsulated using an MPLS label.

The gateway collects the ATM cell stream and, based on the virtual circuit (VC) 
value, a pseudowire header is added to the ATM cells. One or more ATM channels 
can be associated to a single pseudowire and the pseudowire header is added for 
the ATM traffic. The required PSN tunnel encapsulation headers are added on top of 
the pseudowire header. The ATM cells encapsulated with the PSN header and the 
pseudowire header are passed over PSN as ATM frames. On the receiving end, the 
gateway decapsulates the packet and determines the pseudowire encapsulation 
headers.
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Pseudowire Emulation Edge-to-Edge (PWE3) is a mechanism that emulates the 
essential attributes of a service such as ATM or Ethernet over a PSN by 
encapsulating the service-specific protocol data units (PDUs) arriving at an ingress 
port, carrying them across a path or tunnel, and managing their timing and order. 
The edge-to-edge emulation of a TDM service using SAToP is possible when the two 
pseudowire TDM attachment circuits are of the same TDM type (T1 or E1).

ATM Pseudowires

The gateway collects the ATM cell stream from the base transceiver station (BTS) 
until a timeout period is reached (not applicable for AAL5 pseudowires). If the 
timeout is not configured, the maximum cells to be concatenated will be sent out in 
a pseudowire frame. The timeout configuration is not applicable for AAL5 
pseudowires.

ATM Pseudowire Frames

The ATM cells that reach the gateway are encapsulated based on the ATM virtual 
channel connection (VCC) or virtual path connection (VPC) mapping to the 
pseudowire. A particular size of byte for each cell is concatenated to an ATM 
payload. If enabled, a 4-byte control word with an appropriate sequence number 
and other flags are prefixed to the payload. Then, the inner MPLS label representing 
the pseudowire is added. If the PSN tunnel is RSVP, then the outer MPLS label is 
added. For the GRE tunnel, the corresponding IP header is added. After adding the 
required Layer 2 headers, the PSN packet is sent out of the gateway into the MPLS 
or GRE tunnel. See Figure 9 on page 376 for ATM pseudowire format.

Figure 9:  ATM Pseudowire Frame Format

This section discusses the following components of the ATM packet:

Transport Header for an MPLS or GRE Tunnel on page 377

Pseudowire Header on page 377

ATM Control Word on page 377
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ATM Payload on page 379

Transport Header for an MPLS or GRE Tunnel
The transport header is used to transport the encapsulated ATM information over 
PSN. The transport header depends on the MPLS or IP network configuration. If the 
tunnel type is MPLS, the transport header will carry the 4-byte MPLS label stack. If 
the tunnel type is GRE, the transport header will carry the 20-byte IP header and 
4-byte GRE head.

The transport headers are encapsulated in two ways:

MPLS-over-MPLS—MPLS is used for both the pseudowire encapsulation and 
tunnel encapsulation. The outer MPLS label denotes the PSN tunnel and the 
inner label indicates the specific pseudowire within the tunnel.

MPLS-over-GRE—Used when MPLS encapsulation is used for pseudowire and 
GRE is used for the PSN tunnel. The IPv4 header, along with GRE, represents 
the tunnel. The MPLS label, following the GRE header, represents the 
pseudowire.

Pseudowire Header
The pseudowire header identifies the ATM service over the MPLS or GRE tunnel. 
The MPLS header contains one or more MPLS labels. The PSN overhead is reduced 
by concatenating multiple cells into the same packet. The number of cells in a 
packet ranges from a single cell to 29 cells. For a single cell of 53 bytes, the cell is 
forwarded to a 94-byte frame size. For 29 cells of 1537 bytes, the cells are 
forwarded to a 1466-byte frame size, with no overhead.

ATM Control Word
The ATM control word is a 32-bit value that specifies the type of encapsulation 
mode the gateway supports. The control word contains the length and sequence 
number in addition to certain control bits needed to carry the service. The control 
word is inserted before the ATM service payload.

The first four bits of the header are set to zero. The length of the header is defined 
as the length of the Layer 2 payload and the length of the control word. If the length 
of the header is less than 64 bytes, the length field is set to the packet length. 
Otherwise, the length field is set to zero.

For ATM 1-to-1 VCC or VPC and AAL5 PDU framer encapsulation mode, the first 
four bits are set to zero to indicate pseudowire data, and this data is removed at the 
receiving end. The next four bits are reserved and set to zero upon transmission. 
This data is also removed at the receiving end. The next 16 bits specify the 
sequence number that is used for the reliable delivery of the frames. The last eight 
bits provide space for carrying ATM-specific flags. See Figure 10 on page 378 for 
the control word for 1-to-1 VCC or VPC ATM pseudowire frame.
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Figure 10:  Control Word for 1-to-1 VCC or VPC ATM Pseudowire Frame

See Figure 11 on page 378 for the control word for N-to-1 VCC or VPC ATM 
pseudowire frame.

Figure 11:  Control Word for N-to-1 VCC or VPC ATM Pseudowire Frame

See Figure 12 on page 378 for the control word for AAL5 PDU ATM pseudowire 
frame.

Figure 12:  Control Word for AAL5 PDU ATM Pseudowire Frame

For ATM N-to-1 VCC or VPC and AAL5 SDU framer encapsulation mode, the first 
four bits are set to zero to indicate pseudowire. This data is removed at the 
receiving end. The next four bits provide space for carrying protocol-specific flags. 
The next six bits provide a length field. If the packet length is less than 64 bytes, 
then the length field is set to the packet length. Otherwise, the length field is set to 
zero. The last 16 bits specify the sequence number that is used for the reliable 
delivery of the frames.

See Figure 13 on page 378 for the control word for AAL5 SDU ATM pseudowire 
frame.

Figure 13:  Control Word for AAL5 SDU ATM Pseudowire Frame
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ATM Payload
The ATM cell is 53 bytes in length.The payload portion of the cell is 48 bytes. The 
ATM payload octet group is the payload of the service that is being encapsulated. 
The payload is also used for the ATM Adaptation Layer (AAL) overhead and any 
other overhead from upper layers. The ATM payload is specific to the service 
offered through the pseudowire.

For AAL5 PDU mode, the payload consists of the reassembled AAL5 CPCS PDU, 
including the AAL5 padding and trailer or the AAL5 fragment.
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Configuring an ATM Pseudowire

The chapter describes how to configure a Asynchronous Transfer Mode (ATM) 
pseudowire on the BX7000 Multi-Access Gateway: 

ATM Pseudowire Configuration on page 381

Configuring T1, E1, or Ethernet Interfaces on page 382

Configuring the Protocols on page 385

Configuring the PSN Tunnel on page 385

Configuring the ATM Pseudowire Interface on page 386

Configuring Static ATM Pseudowire on page 398

ATM Pseudowire Configuration

You can configure the ATM pseudowire to be dynamic or static. To configure the 
dynamic pseudowire, you must create an RSVP or a GRE tunnel on the T1, E1, or 
Ethernet interface. To configure the static ATM pseudowire, create a static ingress 
tunnel and configure the MPLS label for a pseudowire header.

Dynamic ATM Pseudowire Configuration
To configure a dynamic ATM pseudowire, include the following statements at the 
[edit protocols ldp] hierarchy level:

[edit protocols ldp]
edit l2circuit pw-name {

edit sequence-check destination-ipaddress {
set tunnel tunnel-name;
edit interface interface-name {

edit unit logical-unit-number {
set cell-concat value timeout value;
set control-word (enable | disable);
set mtu bytes;
set pw-mode mode-name;
set remote-vc-id number;
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set sequence-check (enable | disable);
set sequence-switchover value;

}
}

}
}

Static ATM Pseudowire Configuration
To configure the static ATM pseudowire, include the following statements at the 
[edit protocols ldp] hierarchy level:

[edit protocols mpls]
edit static-l2circuit pw-name {

edit sequence-check destination-ipaddress {
set tunnel tunnel-name;
edit interface interface-name {

edit unit logical-unit-number {
set cell-concat value timeout-value;
set control-word enable;
set mtu bytes;
set pw-mode mode-name;
set remote-vc-id number;
set sequence-check enable;
set sequence-switchover value;
set label in-bound value out-bound value;

}
}

}
}

Configuring T1, E1, or Ethernet Interfaces

You can configure the T1, E1, or Ethernet interfaces using one of the following 
methods:

Configuring the Loopback Interface on page 382

Configuring the Ethernet Interface on page 383

Configuring the T1 or E1 Interface on page 383

Configuring the Loopback Interface
The loopback interface is always configured first, then the Ethernet interface.

You configure the loopback interface at the [edit interface loO] hierarchy level:

[edit interface loO]
set admin-state enable;
edit unit logical-unit-number {

set family inet address ip-address/destination prefix;
}

Configuring T1, E1, or Ethernet Interfaces
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where family denotes the Internet protocol version 4 suite and address denotes the 
address of the loopback interface.

Configuring the Ethernet Interface
Configure the Ethernet interface, and assign an appropriate IP address. To 
configure the Ethernet interface, you need to configure the loopback interface, then 
the management Ethernet and data Ethernet interfaces.

You configure the management Ethernet and data Ethernet interfaces at the [edit 
interface interface-name] hierarchy level:

[edit interface interface-name]
set admin-state enable;
edit unit logical-unit-number {

set family inet address ip-address/destination prefix;
}

Configuring the T1 or E1 Interface
Configure the T1 or E1 interface, configure ATM over T1 or E1, and configure 
specific VPI and VCI values.

Configuring ATM over a T1 or E1 Interface
To configure a T1 or E1 interface, you need to set the TDM mode as T1 or E1. To 
set the T1 or E1 mode, include the framer-mode statement at the [edit system] 
hierarchy level:

[edit system]
set framer-mode (t1 | e1);

To configure ATM over a T1 or E1 interface, you need to encapsulate the interface 
with ATM. To encapsulate ATM over TDM, include the encapsulation statement at 
the [edit interface interface-name] hierarchy level:

[edit interface interface-name] 
set encapsulation atm

Configuring Specific VPI or VCI Values
To configure specific VPI and VCI values on the TDM interface, include the vpi and 
vci statements at the [edit interface interface-name] hierarchy level:

[edit interface interface-name] 
set encapsulation atm;
set framing mode;
edit unit logical-unit-number {

set vpi vpi-value vci vci-value;
set admin-state enable;

}

Configuring T1, E1, or Ethernet Interfaces 383



BXOS 4.2R2 Configuration Guide

384
Example: Configuring the Loopback and Ethernet Interfaces
Configuring the loopback interface:

[edit interface lo0]
set admin-state enable;
edit unit 0 {

set family inet address 22.22.22.22/32;
}

Configuring the management Ethernet interface:

[edit interface ge-1/0/0]
set admin-state enable;
edit unit 0 {

set family inet address 10.100.65.196/24;
}

Configuring the data Ethernet interface:

[edit interface ge-1/0/1]
set admin-state enable;
edit unit 0 {

set family inet address 10.10.10.1/24;
}

Once you have finished configuring the interface, you can commit the 
configuration.

Example: Configuring an ATM Channel
[edit system]

set framer-mode e1;

[edit interface e1-0/0/0]
set encapsulation atm;
set framing g704;
edit unit 1 {

set vpi 10 vci 100;
set admin-state enable;

}
edit unit 2 {

set vpi 20;
set admin-state enable;

}
edit unit 3 {

set vpi 30 vci 300;
set admin-state enable;

}
edit unit 4 {

set vpi 40 vci 400;
set admin-state enable;

}
edit unit 5 {

set vpi 50; 
set admin-state enable;

}
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edit unit 6 {
set vpi 60; 
set admin-state enable;

}
edit unit 7 {

set vpi 70 vci 700;
set admin-state enable;

}
edit unit 8 {

set vpi 80 vci 800;
set admin-state enable;

}
set admin-state enable;

Once you have finished configuring the ATM parameters on the interface, you can 
commit the configuration.

Configuring the Protocols

Once the T1, E1, or Ethernet interface is configured, you have to enable protocols 
on the Ethernet interface to configure a dynamic RSVP, GRE, or static tunnel. Using 
these tunnels, you can configure the ATM pseudowires.

To configure protocols on the Ethernet interface, see “Configuring Protocols for 
SAToP, ATM, and Ethernet Pseudowires” on page 280.

Configuring the PSN Tunnel

To configure a dynamic ATM pseudowire, you can use either a dynamic RSVP or a 
GRE tunnel. To configure a static ATM pseudowire, you can use the static ingress 
tunnel.

To create an RSVP tunnel, see “Configuring a Dynamic Tunnel” on page 269.

To create a GRE tunnel, see “Configuring the GRE Protocol on an Interface” on 
page 108.

To create static tunnel, see “Configuring a Static Ingress Tunnel” on page 273.

Example: Configuring a PSN Tunnel
Configure an RSVP tunnel:

[edit protocols mpls]
edit label-switch-path tunnel1 {

set from-address 10.10.10.1;
set to-address 10.10.10.2;

}

Configure a GRE tunnel:

[edit interface gr-tnnl1]
edit unit 1 {

set admin-state enable;
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set clear-dont-fragment-bit enable;
set family inet address 13.13.13.1/24;
set mtu 1000;

}
edit tunnel {

set source-address 10.10.10.1;
set destination 10.10.10.2;
set ttl 64;

}

Configure a static ingress tunnel:

[edit protocols mpls]
edit static-path-inet tnnl1 {

set egress-address 192.168.15.10;
set ingress-address 192.168.15.1;
set next-hop-addrs 192.168.15.10;
set out-interface ge-1/0/0;
set push 44;

}

Once you have created the RSVP, GRE or static tunnel, you can commit the 
configuration.

Configuring the ATM Pseudowire Interface

To create an ATM pseudowire, you have to assign a name for the pseudowire, 
configure the neighbor IP address for the pseudowire, and associate the 
pseudowire with an ATM subinterface.

To assign a name for the ATM pseudowire, include the l2circuit statement at the 
[edit protocols ldp] hierarchy level:

[edit protocols ldp]
edit l2circuit pw-name;

To assign a name for the static ATM pseudowire, include the static-l2circuit 
statement at the [edit protocols mpls] hierarchy level:

[edit protocols mpls]
edit static-l2circuit pw-name;

To configure the neighbor address for the pseudowire, include the neighbor-address 
statement at the [edit protocols ldp l2circuit pw-name] and [edit protocols mpls 
static-l2circuit pw-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name],
[edit protocols mpls static-l2circuit pw-name]

edit sequence-check destination-ipaddress;

Once you have configured the neighbor IP address, you must associate the 
pseudowire with the logical interface.
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To associate the pseudowire with the logical interface, include the interface 
statement at the [edit protocols ldp l2circuit pw-name neighbor-address 
destination-ipaddress] and [edit protocols mpls static-l2circuit pw-name 
neighbor-address destination-ipaddress] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress]
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress]

edit interface interface-name {
edit unit logical-unit-number;

}

Once you have associated the pseudowire with the ATM interface, set the ATM 
pseudowire mode, then configure other parameters for the static or dynamic 
pseudowire.

The following sections describe how you can configure the static or dynamic 
pseudowire:

Configuring the ATM Encapsulation Modes on page 387

Using the ATM Control Word on page 390

Configuring the Sequence Number on page 390

Configuring the Sequence Window Switchover Threshold on page 391

Configuring ATM Cell Concatenation on page 391

Configuring the Maximum Transmission Unit on page 392

Configuring the ATM Encapsulation Modes
You configure the ATM cells using one of the following encapsulation modes:

N-to-1 VCC or VPC Mode on page 387

1-to-1 VCC Mode on page 388

1-to-1 VPC Mode on page 388

AAL5 PDU Mode on page 389

AAL5 SDU Mode on page 390

N-to-1 VCC or VPC Mode
The ATM cell encapsulation mode is an N-to-1 VCC or VPC mode when one or more 
ATM VCCs or ATM VPCs are mapped to one pseudowire. This encapsulation mode 
supports cell concatenation.
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To configure the ATM cell encapsulation mode, include the set pw-mode statement 
at the [edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number] and [edit protocols mpls 
static-l2circuit pw-name neighbor-address destination-ipaddress interface 
interface-name unit logical-unit-number] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number]

set pw-mode n-to-1-vcc;
set pw-mode n-to-1-vpc;

1-to-1 VCC Mode
For 1-to-1 VCC encapsulation mode, one ATM VCC is mapped to a single 
pseudowire. This encapsulation mode supports cell concatenation. The 1-to-1 VCC 
encapsulation mode utilizes less bandwidth for a given number of concatenated 
cells. As only one ATM VCC is carried on a single pseudowire, the VCI and VPI of 
the ATM VCC is identified using the pseudowire label. 

This encapsulation allows service providers to achieve a higher bandwidth 
efficiency over the network for a given number of concatenated cells.

The ATM VPI and VCI values of individual ATM cells are not present in the PSN 
payload. For each ATM cell, 49 bytes (48-byte payload + 1-byte flags) are copied to 
the PSN packet. This encapsulation mode supports cell concatenation.

On the receiving end, the Layer 2 and tunnel headers are removed first. Then, the 
inner MPLS label (or pseudowire label) is interpreted. The ATM VPI and VCI values 
are deduced from the pseudowire label, as 1-to-1 mode maps a single ATM VC to a 
single pseudowire. The length of the received PSN packet payload indicates the 
number of ATM cells within the received packet.

To configure the ATM cell encapsulation mode, include the set pw-mode statement 
with 1-to-1-vcc option at the [edit protocols ldp l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number] and [edit 
protocols mpls static-l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number]

set pw-mode 1-to-1-vcc;

1-to-1 VPC Mode
For 1-to-1 VPC encapsulation mode, a single ATM VPC is mapped to a single 
pseudowire. The 1-to-1 VPC encapsulation mode utilizes less bandwidth for a given 
number of concatenated cells. As only one ATM VPC is carried on a single 
pseudowire, the VCI and VPI of the ATM VPC are identified using the pseudowire 
label. 
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The PSN payload contains only the VCI value of the individual ATM cells. For each 
ATM cell, 51 bytes (48-byte payload + 2-byte VC value + 1-byte flag) are copied to 
the PSN packet.

To configure the ATM cell encapsulation mode, include the set pw-mode statement 
with 1-to-1-vpc option at the [edit protocols ldp l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number] and [edit 
protocols mpls static-l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number]

set pw-mode 1-to-1-vpc;

AAL5 PDU Mode
A pseudowire carries the AAL5 frames of only one ATM VCC. A large proportion of 
the data carried on ATM networks is frame-based and therefore uses AAL5. This 
encapsulation mode supports ATM layer services that use AAL5 to carry 
higher-layer frames. AAL5 PDU encapsulation mode supports ATM OAM, and 
allows transparency while performing AAL5 frame encapsulation. This mode also 
supports fragmentation in order to maintain the position of the OAM cells with 
respect to the user cells.

The AAL5 mapping takes advantage of the delineation of higher-layer frames in the 
ATM layer to provide increased bandwidth efficiency compared with the basic cell 
mapping.

AAL5 PDU (obtained by the reassembly of ATM cells belonging to a single ATM 
AAL5 VPI or VCI) is passed over the pseudowire. The ATM frames encapsulated 
with AAL5 PDU contain the AAL5 trailer and the padding bytes. The encapsulated 
frames are passed over the network.

To configure the ATM cell encapsulation mode, include the set pw-mode with 
aal5-pdu option statement at the [edit protocols ldp l2circuit pw-name 
neighbor-address destination-ipaddress interface interface-name unit 
logical-unit-number] and [edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number] hierarchy 
levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number]

set pw-mode aal5-pdu;

NOTE: The ATM pseudowire with the AAL5 SDU or PDU encapsulation mode 
associating with the virtual path interface is not supported on the BXOS software.
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AAL5 SDU Mode
The AAL5 SDU encapsulation mode for the ATM cells allows the transport of the 
ATM AAL5 SDUs traveling on a particular ATM PVC across the network to another 
ATM PVC. The AAL5 SDU encapsulation is more efficient for small AAL5 SDUs than 
the VCC cell encapsulations.

The AAL5 SDU encapsulation requires segmentation and reassembly (SAR) on the 
provider edge (PE)-customer edge (CE) ATM interface. Once reassembled, the AAL5 
SDU is carried through the pseudowire to the egress PE.

After reassembly of the AAL5 PDU, the padding and the trailer bytes are removed 
to get the AAL5 SDU. The AAL5 SDU is passed over the pseudowire.

To configure the ATM cell encapsulation mode, include the set pw-mode with 
aal5-sdu option statement at the [edit protocols ldp l2circuit pw-name 
neighbor-address destination-ipaddress interface interface-name unit 
logical-unit-number] and [edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number] hierarchy 
levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number]

set pw-mode aal5-sdu;

Using the ATM Control Word
The ATM control word contains the length and sequence number that are required 
to carry the service. The control word is inserted after the pseudowire header.

You can enable or disable the control word only for ATM cells with N-to-1 
encapsulation mode. For other encapsulation modes, such as 1-to-1, AAL5 SDU, 
and AAL5 PDU, you have to enable the control word. 

To enable the control word, include the set control-word statement at the [edit 
protocols ldp l2circuit pw-name neighbor-address destination-ipaddress interface 
interface-name unit logical-unit-number] and [edit protocols mpls static-l2circuit 
pw-name neighbor-address destination-ipaddress interface interface-name unit 
logical-unit-number] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number]

set control-word enable;

Configuring the Sequence Number
For all ATM encapsulation modes, the sequence number inside the control word is 
enabled or disabled.

You need to enable the sequence number in order to detect the out-of-order 
frames. 
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To enable the sequence number in the control word, include the set 
sequence-check statement at the [edit protocols ldp l2circuit pw-name 
neighbor-address destination-ipaddress interface interface-name unit 
logical-unit-number] and [edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number] hierarchy 
levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number]

set sequence-check enable;

Configuring the Sequence Window Switchover Threshold
After enabling the sequence number, you have to configure the sequence number 
switchover threshold value. The sequence number switchover threshold value is the 
number of consecutive frames with out-of-order sequence numbers that triggers a 
switchover event. When the switchover occurs, the expected sequence number is 
modified, based on the sequence number values in the current set of incoming 
frames. 

To configure the sequence window switchover threshold value, include the 
sequence-switchover statement at the [edit protocols ldp l2circuit pw-name 
neighbor-address destination-ipaddress interface interface-name unit 
logical-unit-number] and [edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number] hierarchy 
levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number]

set sequence-switchover value;

Configuring ATM Cell Concatenation
The ATM cells are encapsulated with N-to-1VCC, 1-to1 VCC, N-to-1VPC, or 1-to-1 
VPC mode in a single PSN PDU. This process is called cell concatenation. 

You specify the number of ATM cells that are to be concatenated and passed over a 
single PSN packet.

To configure the ATM cell concatenation, include the cell-concat value timeout value 
at the [edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number] and [edit protocols mpls 
static-l2circuit pw-name neighbor-address destination-ipaddress interface 
interface-name unit logical-unit-number] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number]

set cell-concat value timeout value;
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You must configure the timeout value when concatenation of cells is enabled. For a 
particular PSN pseudowire, if the specified number of ATM cells does not arrive 
within this timeout period, the gateway concatenates the cells that have arrived 
within that time period and sends out the PSN packet.The valid range of the 
timeout value is from 0 through 100. A value of 0 indicates that timeout is disabled.

Configuring the Maximum Transmission Unit
You need to configure the maximum transmission unit (MTU) of the ATM 
pseudowire to transport the encapsulation frames. The MTU size of the ATM 
pseudowire is 1500. If MPLS is used as the tunneling protocol, then the MTU value 
of the pseudowire has 12 bytes or more than the size of the encapsulated frame. 
Other tunneling protocols have long headers and require larger MTUs. If the ingress 
gateway determines that an encapsulated Layer 2 PDU exceeds the MTU of the 
tunnel, the PDU is dropped. If an egress gateway receives an encapsulated Layer 2 
PDU, whose payload length exceeds the MTU of the destination Layer 2 interface, 
the PDU is dropped.

For the pseudowire with AAL5 SDU or AAL5 PDU mode, you must specify the MTU 
size.

To specify an MTU setting for the pseudowire, include the mtu statement at the [edit 
protocols ldp l2circuit pw-name neighbor-address destination-ipaddress interface 
interface-name unit logical-unit-number] and [edit protocols mpls static-l2circuit 
pw-name neighbor-address destination-ipaddress interface interface-name unit 
logical-unit-number] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress interface interface-name unit logical-unit-number]

set mtu bytes;

Example: Configuring ATM Pseudowire
Configure ATM pseudowire for a 1-to-1 VCC:

[edit protocols ldp]
edit l2circuit pw1 {

edit neighbor-address 10.10.10.2 {
set tunnel tunnel1;
edit interface t1-0/0/0.1 {

set cell-concat 9 timeout 100;
set control-word enable;
set pw-mode 1-to-1-vcc;
set remote-vc-id 11;
set sequence-check enable;
set sequence-switchover 1;

}
}

}
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Configure ATM pseudowire for a 1-to-1 VPC:

[edit protocols ldp]
edit l2circuit pw2 {

edit neighbor-address 10.10.10.2 {
set tunnel gr-tnnl1;
edit interface e1-0/0/0.2 {

set cell-concat 10 timeout 100;
set control-word enable;
set pw-mode 1-to-1-vpc;
set remote-vc-id 12;
set sequence-check enable;
set sequence-switchover 1;

}
}

}

Configure ATM pseudowire for an N-to-1 VCC:

[edit protocols ldp]
edit l2circuit pw3 {

edit neighbor-address 10.10.10.2 {
set tunnel tunnel1;
edit interface e1-0/0/0.3 e1-0/0/0.4 {

set cell-concat 10 timeout 100;
set control-word enable;
set pw-mode n-to-1-vcc;
set remote-vc-id 13;
set sequence-check enable;
set sequence-switchover 1;

}
}

}

Configuring ATM pseudowire for an N-to-1 VPC:

[edit protocols ldp]
edit l2circuit pw4 {

edit neighbor-address 10.10.10.2 {
set tunnel gr-tnnl1;
edit interface e1-0/0/0.5 e1-0/0/0.6 {

set cell-concat 10 timeout 100;
set control-word enable;
set pw-mode n-to-1-vpc;
set remote-vc-id 14;
set sequence-check enable;
set sequence-switchover 1;

}
}

}

Configuring the ATM Pseudowire Interface 393



BXOS 4.2R2 Configuration Guide

394
Configuring ATM pseudowire for an AAL5 PDU:

[edit protocols ldp]
edit l2circuit pw5 {

edit neighbor-address 10.10.10.2 {
set tunnel tunnel1;
edit interface e1-0/0/0.7 {

set control-word enable;
set mtu 1500;
set pw-mode aal5-pdu;
set remote-vc-id 15;
set sequence-check dis;

}
}

}

Configuring ATM pseudowire for an AAL5 SDU:

[edit protocols ldp]
edit l2circuit pw6 {

edit neighbor-address 10.10.10.2 {
set tunnel gr-tnnl1;
edit interface e1-0/0/0.8 {

set control-word enable;
set mtu 1500;
set pw-mode aal5-sdu;
set remote-vc-id 16;
set sequence-check dis;

}
}

}

Once you have configured the pseudowire, you can commit the configuration.

To display the configured parameters for N-to-1 VPC from the BX7000 CLI, use the 
show l2circuit p2, show l2circuit p2 brief, show l2circuit p2 detail, show l2circuit p2 
extensive, and show statistics l2circuit p2 statements at the [edit] hierarchy level:

cli@BX7000# show l2circuit p2
PW FEC ID: 2
Neighbor address: 30.30.3.2
Preferred path: gr-test1 type : GRE
Group VC FEC: 0
VC type and control word bit: 10
Control Word: Enabled
Admin status: Up
Operational status: Up

cli@BX7000# show l2circuit p2 brief
PW FEC ID: 2
Neighbor address: 30.30.3.2
Preferred path: gr-test1 type: GRE
Group VC FEC: 0
VC type and control word bit: 10
Control Word: Enabled
Admin status: Up
Operational status: Up
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cli@BX7000# show l2circuit p2 detail
PW FEC ID: 2
Neighbor address: 30.30.3.2
Preferred path: gr-test1 type : GRE
Group VC FEC: 0
VC type and control word bit: 10
Control Word: Enabled
Pseudowire Type: N-to-1 VPC
Number of attached Interfaces: 2
Attached Interfaces: e1-0/0/0.2, e1-0/0/1.2,
Max cell-concat: 2  Max cell-wait time: 100
Sequence check: enable sequence switch-over: 1
Admin status: Up
Operational status: Up

cli@BX7000# show l2circuit p2 extensive
PW FEC ID: 2
Neighbor address: 30.30.3.2
Preferred path: gr-test1 type: GRE
Group VC FEC: 0
VC type and control word bit: 10
Control Word: Enabled
Pseudowire Type: N-to-1 VPC
Number of attached Interfaces: 2
Attached Interfaces: e1-0/0/0.2, e1-0/0/1.2,
Max cell-concat: 2 Max cell-wait time: 100
Sequence check: enable sequence switch-over: 1
Admin status: Up
Operational status: Up

ATM pseudo-wire statistics:
L2circuit ID: 2 
if-index: 10
Out tunnel if-index: 8
MPLS in-label: 17
MPLS out-label: 524288
Number of atm interfaces: 2

ATM to PSN packet statistics

Forwarded Packets: 244614
FBP drop packets: 0
MTU drop packets: 0

ATM to PSN cell statistics

Received Cells: 489228
Received CRC Error: 0
Rx underflow Error: 0
IW cells: 0
FR Dropped: 0
RAS Timeout: 0
clp0 cells: 489228
clp1 cells: 0
Configuring the ATM Pseudowire Interface 395



BXOS 4.2R2 Configuration Guide

396
PSN to ATM packet statistics
Forwarded packets: 174204
FBP drop packets: 0
MTU drop packets: 0
TTL drop packets: 0
Tx queue drop packets: 0
MPLS drop packets: 0
Denied packets: 0
Out-of-sequence packets: 0
Non-zero sn-packets: 0
Switchover events: 43132
Invalid packets: 0

PSN to ATM cell statistics
Transmit Cells: 0
Transmit Clp0 Cells: 0
Transmit Clp1 Cells: 0

cli@BX7000# show statistics l2circuit p2

Pseudo-Wire Statistics:
Operational status: Up

ATM to PSN statistics
Packet Statistics
Forwarded packets: 244614
FBP drop packets: 0
MTU drop packets:0

AAL0 Cell Statistics
Received cells: 489228
Received CRC Error: 0
Rx underflow Error: 0
IW cells: 0
FR Dropped: 0
RAS Timeout: 0
clp0 cells: 489228
clp1 cells: 0

PSN to ATM statistics
Packet Statistics
Received packets: 174204
FBP Drop packets: 0
MTU Drop packets: 0
TTL Drop packets: 0
Transmit queue Drop Packets: 0
Denied packets: 0
Out-of-Sequence packets: 0
Non-zero sn-packets: 0
Switchover events: 43132
Invalid Packets: 0

AAL0 Cell Statistics
Transmit Cells: 348408
Transmit Clp0 Cells: 348408
Transmit Clp1 Cells: 0
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For the ATM-to-PSN direction:

Forwarded Packets denotes the number of valid packets.

FBP drop packets is the number of packets dropped due to a congestion of free 
buffer pool (threshold limit was reached).

MTU drop packets is the number of packets dropped due to the MTU violation 
(frame length > MTU). 

Received Cells is the number of complete AAL0 cells received on the specified 
channel.

Received CRC Error denotes the number of faulty AAL0 cells received with a 
CRC10 error.

Rx underflow Error denotes the number of dropped AAL0 cells due to buffer 
underflow.

IW cells denotes the total number of cells marked for interworking.

FR Dropped denotes the number of frames which the DPS dropped because of 
the EPD threshold.

RAS Timeout denotes the number of RAS timeout events.

clp0 cells denotes the number of CLP0 cells marked for interworking.

clp1 cells denotes the number of CLP1 cells marked for interworking.

For the PSN-to-ATM direction:

Received packets denotes the number of packets received.

FBP drop packets denotes the number of packets dropped due to a congestion 
of free buffer pool (threshold limit was reached).

MTU drop packets denotes the number of packets dropped due to the MTU 
violation (frame length > MTU).

TTL drop packets denotes the number of packets dropped due to a TTL violation 
(TTL = 0).

Tx queue drop packets denotes the number of packets dropped due to a 
congestion in the transmit queue.

MPLS drop packets denotes the number of packets dropped due to various 
MPLS errors.

Denied packets denotes the number of packets dropped due VLAN priority 
deny packets or error forwarding configuration.

Out-of-sequence packets denotes the number of packets with sequence number 
out-of-order (< expected sequence number).
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Non-zero sn-packets denotes the number of packets with a non-zero sequence 
number, while the flow is configured to work without sequence number 
handling.

Switchover events denotes the number of times switchover events occurred

Port level invalid lbl packets with value 0 denotes that it is not used.

Transmit Cells denotes the total number of AAL0 cells transmitted on the 
specified channel.

Transmit Clp0 Cells denotes the number of CLP0 AAL0 cells transmitted on the 
specified channel.

Transmit Clp1 Cells denotes the number of CLP1 AAL0 cells transmitted on the 
specified channel.

To display the configured parameter for N-to-1 VPC from the BX7000 CLI, use the 
show l2circuit statement at the [edit] hierarchy level:

cli@BX7000# show l2circuit

Pseudowire Name     Preferred-path        Type         Remote-vc-id

p1 t1 atm 1

p2 gr-tnnl1 atm 2

Total Number of dynamic pseudo-wires: 2

Total Number of static pseudo-wires: 0

Configuring Static ATM Pseudowire

To configure the static pseudowire, follow the same procedure as that of the 
dynamic pseudowire, but include the label in-bound value out-bound value statement 
at the [edit protocols mpls] hierarchy level. 

To configure the static ATM pseudowire, include the following statements at the 
[edit protocols ldp] hierarchy level:

[edit protocols mpls]
edit static-l2circuit pw-name {

edit neighbor-address destination-ipaddress {
set tunnel tunnel-name;
edit interface interface-name {

edit unit logical-unit-number {
set cell-concat value timeout-value;
set control-word enable;
set mtu mtu-value;
set pw-mode mode-name;
set remote-vc-id number;
set sequence-check enable;
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set sequence-switchover value;
set label in-bound value out-bound value;

}
}

}
}

where label in-bound denotes the label value for the inbound ATM pseudowire and 
out-bound denotes the label value for the outbound ATM pseudowire.

Example: Configuring a Static ATM Pseudowire
[edit protocols mpls]

edit static-l2circuit spw2 {
edit neighbor-address 10.10.10.6 {

set tunnel st10;
edit interface e1-0/0/1.2 {

set cell-concat 10 timeout 100;
set control-word enable;
set label in-bound 1000030 out-bound 130;
set pw-mode 1-to-1-vcc;
set remote-vc-id 21;
set sequence-check enable;
set sequence-switchover 10;

}
}

}
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Summary of ATM Pseudowire 
Configuration Statements

The following descriptions explain each ATM pseudowire configuration statement. 
The statements are organized alphabetically.

cell-concat

Syntax cell-concat value;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress interface 
interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description For N-to-1, N-to-1 VCC, N-to-1 VPC, 1-to-1 VCC, and 1-to-1 VPC modes, specify the 
number of ATM cells that will be concatenated and sent over a single PSN packet. 
When concatenation of cells is enabled, configure a timeout value. For a particular 
PSN pseudowire, if the specified number of ATM cells does not arrive within a 
timeout period, then the gateway will concatenate the cells that have arrived within 
that period and send out the PSN packet.

Options cell-concat—Indicate the number of cells to concatenate.
Range: 1 through 34
Value: None

timeout—Timeout value for cell concatenation.
Range: 0 through 100
Default: None. 

NOTE: Timeout value has to be specified along with cell-concatenation, else the 
command is not accepted.

Usage Guidelines See “Configuring ATM Cell Concatenation” on page 391.

Related Topics control-word, sequence-check, sequence-switchover

control-word

Syntax control-word (enable | disable);
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Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress interface 
interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description The control word, which is optional for N-to-1 VCC or VPC and ATM AAL5 
networks, provides the ability to sequence individual frames on the pseudowires. 
The control word used for ATM defines the cell type (admin or payload) and 
congestion indicators. The congestion indicators are carried end-to-end and relayed 
to the egress access network. In addition, the control word contains a length field 
required if and an optional sequence number field.

For encapsulation modes such as 1-to-1, AAL5 SDU, and AAL5 PDU, the control 
word is mandatory. For the N-to-1 encapsulation mode alone, you can enable or 
disable the control word. 

Options enable—Enable the control word for encapsulation modes such as 1-to-1, AAL5 
SDU, AAL5 PDU, and N-to-1 to define the cell type and the congestion indicators.

disable—Disable the control word only for N-to-1 encapsulation mode.

Usage Guidelines See “Using the ATM Control Word” on page 390.

Related Topics cell-concat, sequence-check, sequence-switchover

interface

Syntax edit interface interface-name {
edit unit logical-unit-number;

}

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress]

Release Information Statement introduced in BXOS Release 3.0.

Description Associate the pseudowire with the ATM sub-interface.

Options logical-unit-number—Name of the logical interface.

Usage Guidelines See “Configuring the ATM Pseudowire Interface” on page 386.

Related Topics l2circuit, sequence-check

l2circuit

Syntax l2circuit pw-name;

Hierarchy Level [edit protocols ldp]

Release Information Statement introduced in BXOS Release 3.0.

Description Assign a name to the ATM pseudowire.
interface
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Options pw-name—Name of the ATM pseudowire.

Usage Guidelines See “Configuring the ATM Pseudowire Interface” on page 386.

Related Topics interface, sequence-check

label in-bound

Syntax label in-bound value out-bound value;

Hierarchy Level [edit protocols mpls static-l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum and minimum label values for the inbound and outbound 
ATM pseudowires.

Options in-bound—Label value for the inbound ATM pseudowire.
Range: 1,000,001 through 1,048,575
Default: None

out-bound—Label value for the outbound ATM pseudowire.
Range: 16 through 1,048,575
Default: None

Usage Guidelines See “Configuring Static ATM Pseudowire” on page 398.

Related Topics cell-concat, control-word, sequence-check, sequence-switchover

mtu

Syntax mtu bytes;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress interface 
interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum transmission unit (MTU) of the ATM pseudowire to 
transport the encapsulation frames.

Options mtu-value—Specify an MTU setting for the ATM pseudowire.
Range: 64 through 1500 bytes
Default: 1500 bytes

Usage Guidelines See “Configuring the Maximum Transmission Unit” on page 392.

Related Topics cell-concat, control-word, sequence-check, sequence-switchover
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neighbor-address

Syntax neighbor-address destination-ipaddress;

Hierarchy Level [edit protocols ldp l2circuit pw-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Assign a name to the ATM pseudowire.

Options destination-ipaddress—Neighbor IP address given for the ATM pseudowire.

Usage Guidelines See “Configuring the ATM Pseudowire Interface” on page 386.

Related Topics interface, l2circuit

pw-mode

Syntax pw-mode mode-name;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress interface 
interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the ATM encapsulation mode for the ATM pseudowire.

Options mode-name—Specify the ATM encapsulation mode for the ATM pseudowire. 
Encapsulation modes: N-to-1 VCC or VPC, 1-to-1 VCC, 1-to-1 VPC, AAL5 PDU, and 
AAL5 SDU.

Usage Guidelines See “Configuring the ATM Encapsulation Modes” on page 387.

Related Topics control-word, cell-concat, sequence-check

sequence-check

Syntax sequence-check (enable | disable);

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress interface 
interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Detect the out-of-order packets. For all modes of operation, the sequence check 
inside the control word is enabled or disabled.

Options enable—Enable the sequence check in the control word to detect the out-of-order 
packets.
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disable—Disable the sequence check in the control word to skip detecting the 
out-of-order packets.

Usage Guidelines See “Configuring the Sequence Number” on page 390.

Related Topics cell-concat, control-word, sequence-switchover

sequence-switchover

Syntax sequence-switchover value;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress interface 
interface-name unit logical-unit-number],
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name unit logical-unit-number]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the sequence number switchover threshold value for the ATM 
pseudowire.

Options value—Specify the sequence number switchover threshold value for the ATM 
pseudowire.
Range: 1 through 255
Default: None

Usage Guidelines See “Configuring the Sequence Window Switchover Threshold” on page 391.

Related Topics cell-concat, control-word, sequence-check

static-l2circuit

Syntax static-l2circuit pw-name;

Hierarchy Level [edit protocols mpls]

Release Information Statement introduced in BXOS Release 3.0.

Description Assign a name to the static ATM pseudowire.

Options pw-name—Name of the static ATM pseudowire.

Usage Guidelines See “Configuring Static ATM Pseudowire” on page 398.

Related Topics interface, sequence-check

tunnel

Syntax tunnel tunnel-name;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress]
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Release Information Statement introduced in BXOS Release 3.0.

Description Specify the name of the RSVP, GRE, or static tunnel.

Options tunnel-name—RSVP, GRE, or static tunnel.

Usage Guidelines See “Configuring the ATM Pseudowire Interface” on page 386.

Related Topics control-word, sequence-check, sequence-switchover
tunnel
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Ethernet Pseudowires Overview

This chapter describes an overview of the Ethernet pseudowires: 

Ethernet Pseudowires Overview on page 407

Ethernet Pseudowires on page 407

Ethernet Frames on page 408

Ethernet Pseudowires Overview

An Ethernet pseudowire positioned between two provider edges (PEs) carries the 
Ethernet frames or 802.3 protocol data units (PDUs) from one PE to another over 
an MPLS network. 

Using the Ethernet pseudowire technology, the service providers can offer 
emulated Ethernet services over the existing MPLS networks. 

The pseudowire emulation edge-to-edge (PWE3) Ethernet PDU consists of a 
destination address, a source address, length or type, media access control (MAC) 
client data, and padding extracted from a MAC frame as a concatenated octet 
sequence.

Ethernet Pseudowires

An Ethernet pseudowire operates in one of the two modes: raw mode or tagged 
mode.

If an Ethernet pseudowire is operating in a raw mode, the service-delimiting tags 
are never sent over the pseudowire. If a service-delimiting tag is present when the 
frame is received from the attachment circuit by the provider edge (PE), it is 
stripped (by the NSP) from the frame before the frame is sent to the pseudowire.

If an Ethernet pseudowire is operating in tagged mode, every frame sent over the 
pseudowire must have a service-delimiting VLAN tag. If the frame as received by 
the PE from the attachment circuit does not have a service-delimiting VLAN tag, the 
PE must prepend the frame with a dummy VLAN tag before sending the frame on 
the pseudowire. This is the default operating mode.
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Ethernet Frames

An Ethernet frame consists of a layer 2 header, an MPLS label pseudowire, a GRE or 
an MPLS tunnel encapsulation, a control word, preamble, and FCS.

The pseudowire with the raw mode can process the Ethernet frames in three ways:

Ethernet Frames that enter the gateway without a VLAN tag: These frames are 
passed transparently through the pseudowire to the receiving end.

Frames with a VLAN tag which is equivalent to the service VLAN tag: At the 
ingress direction, the VLAN tag is stripped, service VLAN tag is added, and the 
resulting frames are passed.

Frames with the VLAN tag which is not equivalent to the service VLAN tag: 
These frames are passed transparently to the receiving end.

The pseudowire with the tagged mode can process the frames in three ways:

Ethernet Frames that enter the gateway without a VLAN tag: These frames are 
tagged with a service VLAN tag and sent through the pseudowire.

Frames with the VLAN tag which is equivalent to the service VLAN tag: These 
frames are sent transparently over the pseudowire.

Frames with the VLAN tag which is not equivalent to the service VLAN tag: 
These frames are tagged with a service VLAN tag and sent over the pseudowire

At the egress direction of the gateway, the Ethernet pseudowire with the raw mode 
can pass the Ethernet frames transparently or add a service VLAN tag to the frame. 
The Ethernet pseudowire with the tagged mode can pass the Ethernet frames 
transparently, replace the VLAN tag with the service VLAN tag, or strip the service 
VLAN tag from the frame.
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Configuring an Ethernet Pseudowire

The chapter describes how to configure an Ethernet pseudowire on the BX7000 
Multi-Access Gateway:

Ethernet Configuration on page 409

Configuring an Ethernet Interface on page 410

Configuring the Protocols on page 411

Configuring the PSN Tunnel on page 411

Configuring the Ethernet Pseudowire Interface on page 412

Ethernet Configuration

You can configure an Ethernet pseudowire by configuring an Ethernet interface on 
the gateway. You can configure the Ethernet pseudowire to be static or dynamic.

Dynamic Ethernet Pseudowire Configuration
To configure the dynamic Ethernet pseudowire, include the following statements at 
the [edit protocols ldp] hierarchy level:

[edit protocols ldp]
edit l2circuit pw-name;

edit neighbor-address destination-ip-address {
set tunnel tunnel-name;
edit interface interface-name {

set control-word (enable | disable);
set egress-raw-option (add-service-delimiting-tag | none);
set egress-tagged-option (none | replace | strip);
set mtu bytes;
set pw-mode (raw | tagged | tagged-default);
set remote-vc-id remote-vc-id;
set seq-num-switchover value;
set service-delimiting-tag tag-value;

}
}

Static Ethernet Pseudowire Configuration
To configure the static Ethernet pseudowire, include the following statements at the 
[edit protocols mpls] hierarchy level:

[edit protocols mpls]
edit static-l2circuit pw-name;

edit neighbor-address destination-ip-address {
set tunnel tunnel-name;
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edit interface interface-name {
set control-word (enable | disable);
set egress-raw-option (add-service-delimiting-tag | none);
set egress-tagged-option (none | replace | strip);
set label in-bound value out-bound value;
set mtu bytes;
set pw-mode (raw | tagged | tagged-default);
set remote-service-delimiting-tag remote-tag-value;
set remote-vc-id remote-vc-id;
set seq-num-switchover value;
set service-delimiting-tag tag-value;

}
}

Configuring an Ethernet Interface

The following topics describes how to configure an Ethernet interface on the 
gateway:

Configuring the Loopback Interface on page 410

Configuring the Management Ethernet Interface on page 410

Configuring the Tunnel Interface on page 410

Configuring the Attachment Circuit Interface on page 411

Configuring the Loopback Interface
To configure the loopback interface, see “Configuring the Loopback Interface” on 
page 410.

Configuring the Management Ethernet Interface
To configure the management interface, see “Example: Configuring the Ethernet 
Interfaces” on page 411. 

Configuring the Tunnel Interface
Configure the tunnel interface, and assign an appropriate IP address.

To configure the tunnel interface, include the following statements at the [edit 
interface interface-name] hierarchy level:

[edit interface interface-name]
set admin-state enable;
edit unit logical-unit-number {

set family inet address ip-address/destination prefix;
}

Configuring an Ethernet Interface
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Configuring the Attachment Circuit Interface
Configure the attachment circuit interface, and set the port mode.

To configure the attachment circuit interface, include the following statements at 
the [edit interface interface-name] hierarchy level:

[edit interface interface-name]
set admin-state enable;
set port-mode attachment-circuit;

Example: Configuring the Ethernet Interfaces
Configuring the management Ethernet interface:

[edit interface ge-1/0/0]
set admin-state enable;
edit unit 0 {

set family inet address 10.100.65.187/24;
}

Configuring the tunnel interface:

[edit interface ge-1/0/2]
set admin-state enable;
edit unit 0 {

set family inet address 192.168.30.10/24;
}

Configuring the attachment circuit interface:

[edit interface ge-1/0/1]
set admin-state enable;
set port-mode at;

Once you have finished configuring the interface, you can commit the 
configuration.

Configuring the Protocols

Once the Ethernet interface is configured, you have to enable protocols on the 
Ethernet interface to configure a GRE or MPLS tunnel. Using these tunnels, you can 
configure the Ethernet pseudowires.

To configure protocols on the Ethernet interface, see “Configuring Protocols for 
SAToP, ATM, and Ethernet Pseudowires” on page 280.

Configuring the PSN Tunnel

To configure a dynamic Ethernet pseudowire, you can use either a dynamic RSVP 
or a GRE tunnel. To configure a static Ethernet pseudowire, you can use the static 
ingress tunnel.
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The following sections describe how to configure the tunnels for creating static or 
dynamic Ethernet pseudowire:

To create an RSVP tunnel, see “Configuring a Dynamic Tunnel” on page 269.

To create a GRE tunnel, see “Configuring the GRE Protocol on an Interface” on 
page 108.

To create a static tunnel, see “Configuring a Static Ingress Tunnel” on 
page 273.

Configuring the Ethernet Pseudowire Interface

To create an Ethernet pseudowire, you have to assign a name for the pseudowire, 
configure the neighbor IP address for the pseudowire, and associate the 
pseudowire with an Ethernet interface.

To assign a name for the Ethernet pseudowire, include the l2circuit statement at the 
[edit protocols ldp] hierarchy level:

[edit protocols ldp]
edit l2circuit pw-name;

To assign a name for the static Ethernet pseudowire, include the static-l2circuit 
statement at the [edit protocols mpls] hierarchy level:

[edit protocols mpls]
edit static-l2circuit pw-name;

To configure the neighbor address for the pseudowire, include the neighbor-address 
statement at the [edit protocols ldp l2circuit pw-name] and [edit protocols mpls 
static-l2circuit pw-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name],
[edit protocols mpls static-l2circuit pw-name]

edit neighbor-address destination-ipaddress;

Once you have configured the neighbor IP address, you must associate the 
pseudowire with an Ethernet interface.

To associate the pseudowire with the Ethernet interface, include the interface 
statement at the [edit protocols ldp l2circuit pw-name neighbor-address 
destination-ipaddress] and [edit protocols mpls static-l2circuit pw-name 
neighbor-address destination-ipaddress] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ipaddress]
[edit protocols mpls static-l2circuit pw-name neighbor-address 
destination-ipaddress]

edit interface interface-name;

Once you have associated the pseudowire with the Ethernet interface, configure 
other parameters for the static or dynamic pseudowire.
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The following sections describe how you can configure the static or dynamic 
Ethernet pseudowire:

Setting the Pseudowire Mode on page 413

Setting the Egress Tagged Option on page 414

Setting the Remote Virtual Circuit Identifier on page 414

Configuring the Sequence Window Switchover Threshold on page 414

Configuring the Maximum Transmission Unit on page 415

Configuring the Service Delimiting Tag on page 415

Enabling the Control Word on page 415

Setting the Pseudowire Mode
An Ethernet pseudowire operates in one of the two modes: raw or tagged mode. 
For the raw or tagged mode, a service VLAN tag is prepended to the Ethernet frame 
and then transported over the pseudowire.

To set the mode for the Ethernet pseudowire, include the pw-mode statement at the 
[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name] and [edit protocols mpls l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],

set pw-mode (raw | tagged | tagged-default);

Setting Egress Raw Option
In a raw mode of operation, you can either add a service delimiting tag or send the 
Ethernet frames transparently over the pseudowire at the egress side before 
sending the frames out of an attachment circuit interface. 

To set the egress raw option for the Ethernet pseudowire, include the 
egress-raw-option statement at the [edit protocols ldp l2circuit pw-name 
neighbor-address destination-ip-address interface interface-name] and [edit protocols 
mpls l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],

set egress-raw-option (add-service-delimiting-tag | none);
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Setting the Egress Tagged Option
You can configure the egress tagged option to specify how to process the Ethernet 
frames in the egress side before sending it out of an attachment circuit interface in 
a tagged mode of operation. 

To set the egress tagged option for the Ethernet pseudowire, include the 
egress-tagged-option statement at the [edit protocols ldp l2circuit pw-name 
neighbor-address destination-ip-address interface interface-name] and [edit protocols 
mpls l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],

set egress-tagged-option (none | replace | strip);

Setting the Remote Virtual Circuit Identifier
The remote virtual circuit identifier (VC) uniquely identifies the VC to a specific 
neighbor. You can configure a range from 1 through 65,535 VC IDs.

To set the virtual circuit identifier for the Ethernet pseudowire, include the vc-id 
statement at the [edit protocols ldp l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name] and [edit protocols mpls l2circuit 
pw-name neighbor-address destination-ip-address interface interface-name] hierarchy 
levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],

set remote-vc-id remote-vc-id;

Configuring the Sequence Window Switchover Threshold
The sequence number switchover threshold value is the number of consecutive 
frames with out-of-order sequence numbers that triggers a switchover event. When 
the switchover occurs, the expected sequence number is modified, based on the 
sequence number values in the current set of incoming frames. 

To configure the sequence window switchover threshold, include the 
seq-num-switchover statement at the [edit protocols ldp l2circuit pw-name 
neighbor-address destination-ip-address interface interface-name] and [edit protocols 
mpls l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],

set seq-num-switchover value;
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Configuring the Maximum Transmission Unit
You need to configure the maximum transmission unit (MTU) of the Ethernet 
pseudowire to transport the encapsulation frames. By default, the MTU size of the 
Ethernet pseudowire is the attachment circuit MTU configured size. You can 
configure the MTU size to range from 64 through 1800 bytes.

To specify MTU settings, include the mtu statement at the [edit protocols ldp l2circuit 
pw-name neighbor-address destination-ip-address interface interface-name] and [edit 
protocols mpls l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],

set mtu bytes;

Configuring the Service Delimiting Tag
Service delimiting tag is an unique VLAN tag that identifies the mapping of 
incoming frames to the corresponding pseudowire and performs special action 
based on the mode of the pseudowire.

You can configure the service delimiting tag to be a value from 1 through 4079 
bytes.

To add a service VLAN tag to the packet that reaches the gateway, include the 
service-delimiting-tag statement at the [edit protocols ldp l2circuit pw-name 
neighbor-address destination-ip-address interface interface-name] and [edit protocols 
mpls l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],

set service-delimiting-tag bytes;

Enabling the Control Word
The Ethernet control word contains the length and sequence number that are 
required to carry the service. The control word is inserted after the pseudowire 
header.

To enable control word for the packet header, include the enable statement at the 
[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name] and [edit protocols mpls l2circuit pw-name neighbor-address 
destination-ip-address interface interface-name] hierarchy levels:

[edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],

set control-word enable;
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Example: Configuring Dynamic Ethernet Pseudowire
Configure management interface:

[edit interface ge-1/0/0]
set admin-state enable;
edit unit 0 {

set family inet address 10.100.65.187/24;
}

Configure tunnel interface:

[edit interface ge-1/0/2]
set admin-state enable;
edit unit 0 {

set family inet address 192.168.30.10/24;
}

Configure attachment circuit interface:

[edit interface ge-1/0/1]
set port_mode attachment-circuit;
set admin-state enable;

Configure protocols:

[edit interface lo0]
set admin-state enable;
edit unit 1 {

set family inet address 2.2.2.2/32;
}

[edit protocols ospf]
set admin-state enable;
edit area 0.0.0.0 {

edit interface ge-1/0/2 {
set admin enable;

}
}

[edit protocols rsvp]
set admin-state enable;
edit interface ge-1/0/2;

[edit protocols ldp]
set admin-state enable;
edit interface ge-1/0/2;

[edit protocols mpls]
edit interface ge-1/0/2;
set admin-state enable;

Configure MPLS tunnel:

[edit protocols mpls]
edit label-switch-path tun_pe_1 {

set from-address 192.168.30.10;
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set to-address 192.168.30.11;
}

Configure Ethernet pseudowire:

[edit protocols ldp]
edit l2circuit eth_pw {

edit neighbor-address 192.168.30.11 {
set tunnel tun_pe_1;
edit interface ge-1/0/1 {

set control-word enable;
set egress-raw-option none;
set mtu 1000;
set pw-mode raw;
set seq-num-switchover 10;
set service-delimiting-tag 100;
set remote-vc-id 16;

}
}

}

Once you have configured the pseudowires, you can commit the configuration.

To display the pseudowire statistics at the BX7000 CLI, use the show l2circuit 
pw-name brief, show l2circuit pw-name detail, and show l2circuit pw-name extensive 
commands at the [edit] hierarchy level:

[edit]
cli@BX7000# show l2circuit eth_pw brief

PW FEC ID: 16
Neighbor address: 192.168.30.11
Preferred path: tun_pe_1 Type: RSVP
Group VC FEC: 0
VC type and control word bit: 5
Control Word: Enabled
Pseudowire Type is Ethernet
Number of attached Interfaces: 1
Attached Interfaces: ge-1/0/1,
Max cell-concat: 0  Max cell-wait time: 0
Sequence check: disable sequence switch-over: 0

[edit]
cli@BX7000# show l2circuit eth_pw detail

PW FEC ID: 16
Neighbor address: 192.168.30.11
Preferred path: tun_pe_1 Type: RSVP
Group VC FEC: 0
VC type and control word bit: 5
Control Word: Enabled
Pseudowire Type is Ethernet
Number of attached Interfaces: 1
Attached Interfaces: ge-1/0/1,
Max cell-concat: 0  Max cell-wait time: 0
Sequence check: disable sequence switch-over: 0

Interface Name: ge-1/0/1
Interface Index: 4
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MTU: 1000
Service Tag: 100
Remote Service Tag: 0
Egress Action: Raw None
Egress Replace Tag: 0
Sequence Window: 10
Admin status: up
Operational status: Up Operational status: Up

[edit]
cli@BX7000# show l2circuit eth_pw extensive

PW FEC ID: 16
Neighbor address: 192.168.30.11
Preferred path: tun_pe_1 Type: RSVP
Group VC FEC: 0
VC type and control word bit: 5
Control Word: Enabled
Pseudowire Type is Ethernet
Number of attached Interfaces: 1
Attached Interfaces: ge-1/0/1,
Max cell-concat: 0  Max cell-wait time: 0
Sequence check: disable sequence switch-over: 0

Interface Name: ge-1/0/1
Interface Index: 4
MTU: 1000
Service Tag: 100
Remote Service Tag: 0
Egress Action: Raw None
Egress Replace Tag: 0
Sequence Window: 10
Admin status: up
Operational status: Up Operational status: Up

pseudowire statistics:
Operational status: Up
AC to PSN Direction

Rx Valid packets: 0
Forwarded packets: 12
Free buffer events: 0
MTU drops: 0

PSN to AC MIB Statistics
Invalid VLAN Packets: 0

PSN to AC PKT Statistics
Forwarded packets: 0
Free Buffer Drops: 0
Out of soq packets: 0
MTU drops: 0
Seq num switchovers: 0
Denied packets: 0
MPLS error drops: 0
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Configuring Static Ethernet Pseudowire

You can configure the Ethernet pseudowire to be static. To create the static 
pseudowire, configure the static ingress tunnel. The procedure for configuring the 
static pseudowire is for the dynamic pseudowire but you must include the 
remote-service-delimiting-tag remote-tag-value and label in-bound value out-bound value 
statement at the [edit protocols mpls] hierarchy level:

[edit protocols mpls]
edit static-l2circuit pw-name;

edit neighbor-address destination-ip-address {
set tunnel tunnel-name;
edit interface interface-name {

set control-word (enable | disable);
set egress-raw-option (add-service-delimiting-tag | none);
set egress-tagged-option (none | replace | strip);
set label in-bound value out-bound value;
set mtu bytes;
set pw-mode (raw | tagged | tagged-default);
set remote-service-delimiting-tag remote-tag-value;
set remote-vc-id remote-vc-id;
set seq-num-switchover value;
set service-delimiting-tag tag-value;

}
}

Configuring the Remote Service Delimiting Tag
You can add a remote service delimiting tag to the Ethernet packet and the tag 
value ranges from 1 through 4079 bytes.

To add a remote service VLAN tag to the packet that reaches the gateway, include 
the remote-service-delimiting-tag statement at the [edit protocols mpls l2circuit 
pw-name neighbor-address destination-ip-address interface interface-name] hierarchy 
level:

[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name],

set remote-service-delimiting-tag bytes;

Example: Configuring Static Ethernet Pseudowire

Configure the management interface, tunnel interface, attachment circuit interface, 
and protocols similar to the one you have configured for the dynamic pseudowire.

Configure static MPLS tunnel:

[edit protocols mpls]
edit static-path-inet static2 {

set egress-address 20.20.20.20;
set ingress-address 3.3.3.3;
set next-hop-address 6.6.6.6;
set out-interface ge-1/0/1;
set push 3;

}
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Configure static Ethernet pseudowire:

[edit protocols mpls]
edit static-l2circuit static2 {

edit neighbor-address 192.168.30.11 {
set tunnel static2;
edit interface ge-1/0/1 {

set mtu 1000;
set remote-vc-id 1000;
set sequ-num-switchover 100;
set pw-mode tagged;
set service-delimiting-tag tag-value;
set control-word enable;
set egress-tagged-option strip;
set remote-service-delimiting-tag 1000;
set label in-bound 1000009 out-bound 10000;

}
}

}

Once you have configured the static pseudowire, you can commit the 
configuration.

To display the pseudowire statistics at the BX7000 CLI, use the show l2circuit 
pw-name brief, show l2circuit pw-name detail, and show l2circuit pw-name extensive 
commands at the [edit] hierarchy level:

[edit]
cli@BX7000# show l2circuit static2

PW Index: 4
Remote VC ID: 10000
Neighbor Address: 20.20.20.20
Preferred path: static2 Type: Static
Out-bound Label: 1000000
In-bound Label: 1000009
Admin Status: Up
Operational status: Up

[edit]
cli@BX7000# show l2circuit static2 brief

PW Index: 4
Remote VC ID: 10000
Neighbor Address: 20.20.20.20
Preferred path: static2 Type: Static
Out-bound Label: 1000000
In-bound Label: 1000009
Admin Status: Up
Operational status: Up

[edit]
cli@BX7000# show l2circuit static2 detail

PW Index: 4
Remote VC ID: 10000
Neighbor Address: 20.20.20.20
Preferred path: static2 Type: Static
Out-bound Label: 1000000
Example: Configuring Static Ethernet Pseudowire



Chapter 19: Configuring an Ethernet Pseudowire
In-bound Label: 1000009
Admin Status: Up
Pseudowire Type is Ethernet
Number of attached Interfaces: 1
Interface Name: ge-1/0/1
Interface Index: 4
MTU: 1000
Service Tag: 1000
Remote Service Tag: 0
Egress Action: Raw None
Egress Replace Tag: 0
Sequence Window: 1000
Control Word: enable   
Operational status: Up

[edit]
cli@BX7000# show l2circuit static2 extensive

PW Index: 4
Remote VC ID: 10000
Neighbor Address: 20.20.20.20
Preferred path: static2 Type: Static
Out-bound Label: 1000000
In-bound Label: 1000009
Admin Status: Up
Pseudowire Type is Ethernet
Number of attached Interfaces: 1
Interface Name: ge-1/0/1
Interface Index: 4
MTU: 1000
Service Tag: 1000
Remote Service Tag: 0
Egress Action: Raw None
Egress Replace Tag: 0
Sequence Window: 1000
Control Word: enable
Operational status: Up
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Summary of Ethernet Pseudowire 
Configuration Statements

The following descriptions explain each Ethernet pseudowire configuration 
statement. The statements are organized alphabetically.

control-word

Syntax control-word (enable | disable);

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure control word for an Ethernet packet header. 

Options enable—Enable the control word for an Ethernet packet header.
Default: disable

Usage Guidelines See “Enabling the Control Word” on page 415.

egress-raw-option

Syntax egress-raw-option (add-service-delimiting-tag | none);

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify the egress raw option to process the Ethernet frames at the egress side 
before sending the frames out of an attachment circuit interface.

Options add-service-delimiting-tag—Add the service delimiting tag and send the Ethernet 
frames over the pseudowire
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none—Send Ethernet frames transparently through the pseudowire.

Usage Guidelines See “Setting Egress Raw Option” on page 413.

egress-tagged-option

Syntax egress-tagged-option (none | replace | strip);

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify the egress tagged option to process the Ethernet frames at the egress side 
before sending the frames out of an attachment circuit interface.

Options none—Send Ethernet frames transparently through the pseudowire.

replace—Replace VLAN tag with the service VLAN tag.

strip—Strip the service VLAN tag and send the Ethernet frames over the 
pseudowire.

Usage Guidelines See “Setting the Egress Tagged Option” on page 414.

interface

Syntax interface interface-name;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address address]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify the Ethernet interface name to configure the Ethernet pseudowire.

Options interface-name—Name of the Ethernet interface.

Usage Guidelines See “Configuring the Ethernet Pseudowire Interface” on page 412.

Related Topics tunnel

l2circuit

Syntax l2circuit pw-name;

Hierarchy Level [edit protocols ldp]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify the Ethernet pseudowire name.
egress-tagged-option
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Options pw-name—Ethernet pseudowire name.

Usage Guidelines See “Configuring the Ethernet Pseudowire Interface” on page 412.

label in-bound

Syntax label in-bound value out-bound value;

Hierarchy Level [edit protocols mpls static-l2circuit pw-name neighbor-address destination-ipaddress 
interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the default, maximum, and minimum label values for the inbound and 
the outbound Ethernet pseudowires.

Options in-bound—Label value for the inbound Ethernet pseudowire.
Range: 1,000, 001 through 1,048,575
Default: None

out-bound—Label value for the outbound Ethernet pseudowire.
Range: 16 through 1,048,575
Default: None

Usage Guidelines See “Configuring Static Ethernet Pseudowire” on page 419.

Related Topics egress-raw-option, egress-tagged-option, remote-service-delimiting-tag, remote-vc-id

ldp

Syntax ldp;

Hierarchy Level [edit protocols]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the LDP protocol.

Usage Guidelines See “Configuring LDP” on page 261.

Options number—Number of packets lost in order to enter the lossy state.
Range: 1 through 100 percentage
Default: 50 percentage

Usage Guidelines See “Configuring an Ethernet Pseudowire” on page 409.

Related Topics interface, l2circuit, neighbor-address

mtu

Syntax mtu bytes;
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Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the maximum transmission unit (MTU) of the Ethernet pseudowire.

Options bytes—Specify the MTU settings of the Ethernet pseudowire.
Range: 64 through 1800 bytes
Default: Attachment circuit MTU configured size

Usage Guidelines See “Configuring the Maximum Transmission Unit” on page 415.

Related Topics control-word, egress-raw-option, egress-tagged-option, pw-mode, 
remote-service-delimiting-tag, remote-vc-id, seq-num-switchover, service-delimiting-tag

neighbor-address

Syntax neighbor-address destination-ip-address;

Hierarchy Level [edit protocols ldp l2circuit]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify the destination IP address of the Ethernet pseudowire.

Options address—Destination IP address of the Ethernet pseudowire.

pw-mode

Syntax pw-mode (raw | tagged | tagged-default);

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the operational mode of an Ethernet pseudowire. 

Options raw—Ethernet pseudowire in a raw mode of operation.

tagged—Ethernet pseudowire in a tagged mode of operation.

tagged-default—Ethernet pseudowire in a default tagged mode of operation.
neighbor-address
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Usage Guidelines See “Setting the Pseudowire Mode” on page 413.

Related Topics control-word, egress-raw-option, egress-tagged-option, mtu, 
remote-service-delimiting-tag, remote-vc-id, seq-num-switchover, service-delimiting-tag

remote-vc-id

Syntax remote-vc-id remote-vc-id;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name] 

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the virtual circuit identifier for the Ethernet pseudowire.

Options remote-vc-id—Virtual circuit identifier for Ethernet pseudowire.
Range: 1 through 65,535
Default: None

Usage Guidelines See “Setting the Remote Virtual Circuit Identifier” on page 414.

Related Topics control-word, egress-raw-option, egress-tagged-option, mtu, pw-mode, 
remote-service-delimiting-tag, seq-num-switchover, service-delimiting-tag

remote-service-delimiting-tag

Syntax remote-service-delimiting-tag remote-tag-value;

Hierarchy Level [edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify the remote service delimiting tag to the Ethernet packet that reaches the 
gateway. 

Options remote-tag-value—Specify the remote service delimiting tag.
Range: 1 through 4079 bytes
Default: None

Usage Guidelines See “Configuring the Remote Service Delimiting Tag” on page 419.

Related Topics control-word, egress-raw-option, egress-tagged-option, mtu, pw-mode, remote-vc-id, 
seq-num-switchover, service-delimiting-tag
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service-delimiting-tag

Syntax service-delimiting-tag bytes;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify the unique VLAN tag that identifies the mapping of incoming frames to the 
corresponding pseudowire and performs special action based on the mode of the 
pseudowire. 

Options bytes—Specify the service VLAN tag.
Range: 1 through 4079 bytes
Default: None

Usage Guidelines See “Configuring the Service Delimiting Tag” on page 415.

Related Topics control-word, egress-raw-option, egress-tagged-option, mtu, pw-mode, 
remote-service-delimiting-tag, remote-vc-id, seq-num-switchover

seq-num-switchover

Syntax seq-num-switchover value;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address interface 
interface-name],
[edit protocols mpls l2circuit pw-name neighbor-address destination-ip-address 
interface interface-name]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the sequence number switchover packets.

Options value—Specify the number of sequence number switchover packets.
Range: 0 through 255
Default: 0

Usage Guidelines See “Configuring the Sequence Window Switchover Threshold” on page 414.

Related Topics control-word, egress-raw-option, egress-tagged-option, mtu, pw-mode, 
remote-service-delimiting-tag, remote-vc-id

static-l2circuit

Syntax static-l2circuit pw-name;

Hierarchy Level [edit protocols ldp]

Release Information Statement introduced in BXOS Release 4.0.
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Description Specify a static Ethernet pseudowire name.

Options pw-name—Ethernet pseudowire name.

Usage Guidelines See “Configuring Static Ethernet Pseudowire” on page 419.

tunnel

Syntax tunnel tunnel-name;

Hierarchy Level [edit protocols ldp l2circuit pw-name neighbor-address destination-ip-address], 
[edit protocols mpls static-l2circuit pw-name neighbor-address destination-ip-addrs]

Release Information Statement introduced in BXOS Release 4.0.

Description Set the tunnel as an LSP tunnel.

Usage Guidelines See “Configuring the PSN Tunnel” on page 411.

Related Topics interface
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Monitoring and Debugging on page 433

Summary of Monitor and Debug Configuration Statements on page 447
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Chapter 21

Monitoring and Debugging

The Simple Network Management Protocol (SNMP) provides monitor and debug 
functions for the BX7000 Multi-Access Gateway. 

This chapter includes the following sections:

Monitoring the BX7000 Multi-Access Gateway on page 433

Configuring RMON Alarms and Events on page 443

Configuring the Debugging Framework on page 445

Monitoring the BX7000 Multi-Access Gateway

You can monitor the gateway using SNMP and SNMPv3. 

This section includes the following topics:

Configuring SNMP on page 433

Configuring SNMPv3 on page 437

Configuring SNMP
The SNMP agent exchanges network management information with SNMP 
manager software running on a network management system (NMS), or host. The 
agent responds to requests for information and actions from the manager. The 
agent also controls access to the agent’s Management Information Base (MIB), the 
collection of objects that can be viewed or changed by the SNMP manager. The 
SNMP manager collects information on network connectivity, activity, and events 
by polling managed devices.

To configure SNMP on the gateway, include the following statements at the [edit 
protocols snmp] hierarchy level:

[edit protocols snmp]
set community-name name;
set contact contact;
set description description;
set inform target target-ip-address;
set location location;
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set name system-name;
set trap target target-ip-address;

You can configure the following SNMP parameters:

Configuring the System Contact on page 434

Configuring the System Location on page 434

Configuring the System Description on page 434

Configuring the System Name on page 435

Configuring the SNMP Community String on page 435

Configuring the Inform Details on page 436

Configuring the Trap Details on page 436

Configuring the System Contact
You can specify an administrative contact for each system managed by SNMP 
using the contact statement. To configure the system contact, include the contact 
statement at [edit protocols snmp] hierarchy level:

[edit protocols snmp]
set contact contact;

Configuring the System Location
You can specify the location of each system being managed by SNMP using the 
location statement. To configure system location, include the location statement at 
[edit protocols snmp] hierarchy level:

[edit protocols snmp] 
set location location;

Configuring the System Description
You can specify a description for each system being managed by SNMP. To 
configure the system description, include the description statement at [edit protocols 
snmp] hierarchy level:

[edit protocols snmp] 
set description description;

Example: Configuring Location, Contact, and Description

[edit protocols snmp]
set location Sunnyvale;
set contact Juniper;
set description gateway1;

Once you have configured the SNMP parameters, you can commit the 
configuration.
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To display the configured SNMP parameters, use the show snmp location, show 
snmp contact, and show snmp description statements at the [edit] hierarchy level:

[edit]
cli@BX7000# show location
Location : Sunnyvale

[edit]
cli@BX7000# show contact
Contact :      Juniper

[edit]
cli@BX7000# show description
Description : gateway1

Configuring the System Name
To configure the system name, include the name statement at [edit protocols snmp] 
hierarchy level:

[edit protocols snmp] 
set name system-name;

Configuring the SNMP Community String
The SNMP community string defines the relationship between an SNMP agent 
system and the SNMP manager systems. It acts like a password to control the 
manager access to the agent. 

To configure the community string, include the community-name statement at the 
[edit protocols snmp] hierarchy level:

[edit protocols snmp]
set community-name client ip-address restrict;
set community-name view;

Example: Configuring the Community Details

[edit protocols snmp]
set community-name public client 10.100.65.201 restrict;
set community-name public view text;

Once you have configured the SNMP parameters, you can commit the 
configuration.

To display the configured SNMP community details, use the show snmp community 
statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show snmp community
community Address
public 10.100.65.201
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Configuring the Inform Details
The gateway can send notifications to SNMP managers when errors or failures 
occur on a network device. The SNMP notifications are sent as traps or inform 
requests. SNMP traps are unconfirmed notifications. SNMP informs are confirmed 
notifications.

To configure the SNMP inform details, include the inform statement at the [edit 
protocols snmp] hierarchy level:

[edit protocols snmp] 
set inform target target-ip-address; 

Example: Configuring the SNMP Inform Details

[edit protocols snmp]
set inform target 1.1.1.1;

Once you have configured the SNMP parameters, you can commit the 
configuration.

To display the configured SNMP inform details, use the show snmp inform statement 
at the [edit] hierarchy level:

[edit]
cli@BX7000# show snmp inform
Address Version
1.1.1.1 v2c

Configuring the Trap Details
SNMP traps are defined in either standard or enterprise-specific MIBs. Standard 
traps are created by the IETF and documented in various RFCs. The standard traps 
are compiled into the network management software.

To configure trap notification for SNMP remote operations, include the trap 
statement at the [edit protocols snmp] hierarchy level:

[edit protocols snmp] 
set trap target target-ip-address version (v1 | v2c);

Example: Configuring the SNMP Trap Details

[edit protocols snmp]
set trap target target-ipaddress version v2c;

Once you have configured the SNMP parameters, you can commit the 
configuration.

To display the configured SNMP inform details, use the show snmp trap statement 
at the [edit] hierarchy level:

[edit]
cli@BX7000# show snmp trap
Address Version
1.1.1.1 v2c
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Configuring SNMPv3
In contrast to SNMPv1 and SNMPv2, SNMPv3 supports authentication and 
encryption. SNMPv3 uses the user-based security model (USM) for message 
security and the view-based access control model (VACM) for access control. USM 
specifies authentication and encryption. VACM specifies access-control rules. 

USM uses the concept of a user for which security parameters (levels of security, 
authentication, privacy protocols, and keys) are configured for both the agent and 
the manager. Messages sent using USM are better protected than messages sent 
with community strings, where passwords are sent in the clear. With USM, 
messages exchanged between the manager and the agent can have data integrity 
checking and data origin authentication. USM protects against message delays and 
message replays by using time indicators and request IDs. Encryption is also 
available. 

To complement the USM, SNMPv3 uses the VACM, a highly granular access-control 
model for SNMPv3 applications. Based on the concept of applying security policies 
to the name of the groups querying the agent, the agent decides whether the group 
is allowed to view or change specific Management Information Base (MIB) objects. 
VACM defines collections of data (called views), groups of data users, and access 
statements that define which views a particular group of users can use for reading, 
writing, or receiving traps.

Trap entries in SNMPv3 are created by configuring the target address, and target 
parameters.

The target address defines a management application's address and other 
attributes to be used in sending notifications. Target parameters define the 
message processing and security parameters to be used in sending notifications to 
a particular management target.

To configure SNMPv3 on the gateway, include the following statements at the [edit 
protocols snmpv3] hierarchy level:

[edit protocols snmpv3]
edit engine-id {

set local-engine engine id;
set use-default-ip-address;
set use-mac-address;

}
edit type (inform | trap) {

edit target-address target-ipaddress {
edit target-parameters target-parameters-name {

set parameters {
message-processing-model (v1 | v2c | V3) security-model 
(usm | v1| v2c) security-level (authentication | none | privacy) 
security-name security-name;

}
}

}
}
edit usm {

edit user username {
set authentication-md5 authentication-password;
set authentication-none;
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set authentication-sha authentication-password;
}

}
edit vacm {

edit access {
edit {

group group-name {
edit default-context-prefix {

edit security-model (usm | v1 | v2c) {
edit security-level (authentication | none | privacy) {

set read-view view-name;
}

}
}

}
security-name {

edit security-model (usm | v1 | v2c) {
edit security-name security-name {

set group group-name;
}

}
}

}
}

}
edit view view-name {

set oid object-identifier (include | exclude);
}

This section describes how to configure the following SNMPv3 parameters:

Configuring the Local Engine ID on page 438

Creating SNMPv3 Users on page 439

Defining Access Privileges for an SNMPV3 Group on page 439

Configuring SNMPV3 Traps on page 441

Configuring SNMPV3 Informs on page 442

Configuring MIB Views on page 442

Configuring the Local Engine ID
The local engine ID is the unique identifier for an SNMPv3 engine. You can 
configure the local engine identifier, use the engine identifier generated from the 
default IP address of the Ethernet interface on the gateway, or the SNMPv3 engine 
identifier generated from the media access control (MAC) address of the Ethernet 
interface on the gateway.

To configure the local engine ID, include the engine-id statement at the [edit 
protocols snmpv3] hierarchy level:

[edit protocols snmpv3]
edit engine-id {
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set local-engine engine-id;
set use-default-ip-address;
set use-mac-address;

}

Creating SNMPv3 Users
For each SNMPv3 user, you can specify the username, authentication type, and 
authentication password. After the password is entered, a key based on the engine 
ID and password is generated and written to the configuration file. The 
authentication password should be greater than or equal to eight characters. 

To configure user authentication type, include the following statements at the [edit 
protocols snmpv3 usm user username] hierarchy level:

[edit protocols snmpv3]
edit usm {

edit user username {
set authentication-md5 authentication-password;
set authentication-none;
set authentication-sha authentication-password;

}
}

Example: Configuring SNMPv3 Users

[edit protocols snmpv3]
edit usm {

edit user cli {
set authentication-md5 xxx privacy-aes128 gfysdg;
set authentication-md5 xxx privacy-des scvj;
set authentication-md5 xxx privacy-none;

}
}

Once you have configured SNMPv3 users, you can commit the configuration.

To display the configured SNMPv3 users, use the show snmp v3 users statement at 
the [edit] hierarchy level:

[edit]
cli@BX7000# show snmp v3 users
User            Auth/Priv
cli             auth/priv

Defining Access Privileges for an SNMPV3 Group
SNMPv3 uses the view-based access control model (VACM), which allows you to 
configure the access privileges granted to a group. Access is controlled by filtering 
the MIB objects available for a specific operation through a predefined view. 

You define user access to management information at the [edit protocols snmpv3 
vacm] hierarchy level. All access control within VACM operates on groups, which 
are collections of users as defined by USM, or community strings as defined in the 
SNMPv1 and SNMPv2c security models.
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To configure the access privileges for an SNMP group, include the following 
statements at the [edit protocols snmpv3 vacm] hierarchy level:

[edit protocols snmpv3 vacm]
edit access {

edit group group-name {
edit default-context-prefix {

edit security-model (usm | v1 | v2c) {
edit security-name (authentication | none | privacy) {

set read-view view-name;
}

}
}

}
}

Example: Configuring Access Privileges

[edit protocols snmpv3 vacm]
edit access {

edit group abc {
edit default-context-prefix {

edit security-model v1 {
edit security-level auth {

set read-view mibii;
}

}
}

}
}

Once you have configured the access privileges for the SNMP group, you can 
commit the configuration.

To display the configured SNMPv3 parameters, use the show snmp v3 groups 
statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show snmp v3 groups
Security-model             Security-name             Group-name
v1 auth abc

Assigning Security Names to Groups
To assign security names to groups, include the following statements at the [edit 
protocols snmpv3 vacm] hierarchy level:

[edit protocols snmpv3 vacm]
edit access {

edit security-name {
edit security-model (usm | v1 | v2c) {

edit security-name security-name {
set group group-name;

}
}

}
}
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Example: Configuring Security Names to Groups

[edit protocols snmpv3 vacm]
edit access {

edit security-model v1 {
set security-name gateway1;

}
}

Once you have configured the security names, you can commit the configuration.

Configuring SNMPV3 Traps
The SNMPv3 traps are unconfirmed notifications that are created using the target 
address and target parameters. 

The target address defines a management application address and parameters to 
be used in sending notifications. The target parameters define the messages and 
security parameters that are used in sending notifications to a particular 
management target. SNMPv3 also defines SNMPv1 and SNMPv2c traps. 

To configure SNMPv3 traps, include the type trap statement at the [edit protocols 
snmpv3] hierarchy level:

[edit protocols snmpv3]
edit type trap {

edit target-address target-ipaddress {
edit target-parameters target-parameters-name {

set parameters {
message-processing-model (v1 | v2c | V3) security-model (usm | v1 | 
v2c) security-level (authentication | none | privacy) security-name 
security-name;

}
}

}
}

Example: Configuring SNMPV3 Traps

[edit protocols snmpv3]
edit type trap {

edit target-address 10.10.10.10 {
edit target-parameters cli {

set parameters {
message-processing-model v1 security-model usm security-level 
privacy security-name gateway1;

}
}

}
}

Once you have configured SNMP traps, you can commit the configuration.
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Configuring SNMPV3 Informs
The SNMPv3 informs are confirmed notifications created by configuring the target 
address and target parameters. To configure the SNMP informs, include the type 
inform statement at the [edit protocols snmpv3] hierarchy level: 

[edit protocols snmpv3]
edit type inform {

edit target-address target-ipaddress {
edit target-parameters target-parameters-name {

set parameters {
message-processing-model (v1 | v2c | V3) security-model (usm | v1 | 
v2c) security-level (authentication | none | privacy) security-name 
security-name;

}
}

}
}

Example: Configuring SNMPV3 Informs

[edit protocols snmpv3]
edit type inform {

edit target-address 10.100.65.51 {
edit target-parameters cli {

set parameters {
message-processing-model v1 security-model usm 
security-level privacy security-name gateway1;

}
}

}
}

Once you have configured SNMPV3 informs, you can commit the configuration.

Configuring MIB Views
By default, an SNMP community grants read access and denies write access to all 
supported MIB objects (even communities configured as authorization read-write). 
To restrict or grant read or write access to a set of MIB objects, you can configure a 
MIB view and associate the view with a community.

To configure MIB views, include the view statement at the [edit protocols snmpv3] 
hierarchy level:

[edit protocols snmpv3]
edit view view-name {

set oid object-identifier (include | exclude);
}

where view defines a MIB view and identifies a group of MIB objects. Each MIB 
object of a view has a common OID prefix. Each object identifier represents a 
subtree of the MIB object hierarchy. The subtree can be represented either by a 
sequence of dotted integers (such as 1.3.6.1.2.1.2) or by its subtree name (such as 
interfaces).
Monitoring the BX7000 Multi-Access Gateway



Chapter 21: Monitoring and Debugging
Example: Configuring MIB Views

[edit protocols snmpv3]
set view mibii oid 1.3.6.1.2.1 include mask;

To display the configured SNMPv3 view, use the show snmp v3 view statement at 
the [edit] hierarchy level:

[edit]
cli@BX7000# show snmp v3 view
Viewname            oid            Include/Exclude
mibii 1.3.6.1.2.1 include

Configuring RMON Alarms and Events

The gateway software supports gateway monitoring from remote devices. You can 
configure the remote monitoring (RMON) alarm and trap entries to monitor the 
value of a Management Information Base (MIB) object. These values are measured 
against thresholds and trigger events when the thresholds are crossed. 

RMON checks the current statistics value with the threshold value configured and 
generates alarms when it crosses the threshold value. 

In the gateway, the RMON support is provided for system, T1 or E1 interface, 
Structure Agnostic TDM over PSN (SAToP), and Asynchronous Transfer Mode (ATM) 
pseudowires.

For configuring an RMON alarm and events, you need an alarm object, the alarm 
type (raise or fall), the event identifier, and the threshold value at which the alarm is 
invoked. The RMON event is the action taken by RMON when the threshold is 
crossed. The RMON events are log, trap, log and trap, or ignore.

To configure RMON alarms and events, include the rmon statement at the [edit] 
hierarchy level:

[edit]
rmon (alarm-name.system | alarm-name.interfacename);

[edit rmon]
alarm-name.system {

set event (raise | fall) (log | trap | log-trap | ignore) threshold-value;
}
alarm-name.interfacename {

set event (raise | fall) (log | trap | log-trap | ignore) threshold-value;
}

This section discusses the following topics:

Configuring Alarms for System Parameters on page 444

Configuring Alarms for T1 or E1 Interfaces on page 444

Configuring Alarms for SAToP Pseudowires on page 445

Configuring Alarms for ATM Pseudowires on page 445
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Configuring Alarms for System Parameters
To configure alarm object for system parameters, specify the alarm name of the 
system object supported on the gateway, and denote whether the event should 
trigger after the rising threshold is crossed or after the falling threshold is crossed. 
For the alarm specified, you can add the event entry to the log table using the log 
option, send an SNMP trap using the trap option, send an SNMP trap and create a 
log entry using the log-trap option, or not send any notification using the ignore 
option. Finally, mention the threshold value for the alarm, the value ranges from 0 
through 2,147,483,648.

To configure an alarm object for system parameters, include the alarm-name.system 
statement at the [edit rmon] hierarchy level:

[edit rmon]
alarm-name.system {

set event (raise | fall) (log | trap | log-trap | ignore) threshold-value;
}

Example: Configuring Alarms for System Parameters
[edit rmon]

jnxProcessCount.system {
set event raise log 90;

}

Configuring Alarms for T1 or E1 Interfaces
On the T1 or E1 interface, you can configure RMON DS1 statistics objects.

To configure an alarm object for the T1 or E1 interface, include the 
alarm-name.interfacename statement at the [edit rmon] hierarchy level:

[edit rmon] 
alarm-name.interfacename {

set event (raise | fall) (log | trap | log-trap | ignore) threshold-value;
}

Example: Configuring DS1 Alarms for a T1 Interface
[edit rmon]

dsx1CurrentEss.t1-0/0/0 {
set event raise log 1000;

}

NOTE: On the gateway, the BX operating system (BXOS) software supports the 
following system objects: jnxProcessCount, jnxSyrahMemUsed, and 
jnxSyrahCpuUsed. The threshold value for jnxSyrahMemUsed and 
jnxSyrahCpuUsed is 0 through 100. The threshold value for jnxProcessCount is 0 
through 2,147,483,648. 

NOTE: On the gateway, the BXOS software supports the following objects for the 
T1 or E1 interface: dsx1CurrentESs and dsx1CurrentSESs.
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Configuring Alarms for SAToP Pseudowires
To configure an alarm object for the SAToP pseudowire, include the 
object.satoppw-name statement at the [edit rmon] hierarchy level:

[edit rmon] 
object.satoppw-name {

set event (raise | fall) (log | trap | log-trap | ignore) threshold-value;
}

Example: Configuring Alarms for an SAToP Pseudowire
[edit rmon]

jnxPwTDMPerfCurrentMissingPkts.pw1 {
set event raise log 1000;

}

Configuring Alarms for ATM Pseudowires
To configure an alarm object for the ATM pseudowire, include the 
object.atmpw-name statement at the [edit rmon] hierarchy level:

[edit rmon] 
object.atmpw-name {

set event (raise | fall) (log | trap | log-trap | ignore) threshold-value;
}

Example: Configuring Alarms for an ATM Pseudowire
[edit rmon]

jnxPwAtmPerfCurrentPktsMisorder.pw1 {
set event raise log 1000;

}

Configuring the Debugging Framework

Use debugging framework to diagnose and resolve internetworking problems with 
the gateway. It provides real-time debugging of software components for 
troubleshooting specific problems. 

NOTE: On the gateway, the BXOS software supports the following objects for the 
SAToP pseudowire: jnxPwTDMPerfCurrentMissingPkts, 
jnxPwTDMPerfCurrentMissingPkts, jnxPwTDMPerfCurrentPktsReOrder, 
jnxPwTDMPerfCurrentJtrBfrUnderruns, jnxPwTDMPerfCurrentMisOrderDropped, 
jnxPwTDMPerfCurrentMalformedPkt, jnxPwTDMPerfCurrentESs, and 
jnxPwTDMPerfCurrentSESs.

NOTE: On the gateway, the BXOS software supports the following objects for the 
ATM pseudowire: jnxPwAtmPerfCurrentPktsMisorder, 
jnxPwAtmPerfCurrentCellsXmit, jnxPwAtmPerfCurrentCellsDropped, and 
jnxPwAtmPerfCurrentCellsReceived.
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To configure debug options for different protocols, include the traceoptions 
statement at the [edit system] hierarchy level:

[edit system] 
set traceoptions {

file {
bfd file-name;
dcsms file-name;
dpm file-name;
frr file-name;
im file-name;
lsc file-name;

}
process {

bfd (adj | error | event | pkt | timer | state | flow | all) level;
dcsms (i3 | sms | all) level;
dpm (mcast | arp | ifconfig | common | ppp | mlppp | vlan | satop 
| atmsw | atmpw | atmoam | ipv4 | gretun | atmima | mplstun | hdlc 
| all) level;
frr (common | all) level;
im (common | fsm | handler |notify | i3 | cm | dpm | lsc | ua | all) level;
lsc (fsm | frrmbb | route | bfd | events | all) level;

}
}

}
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Summary of Monitor and Debug 
Configuration Statements

The following section explains each SNMP configuration statement. The statements 
are organized alphabetically.

access

Syntax access {
group group-name {

default-context-prefix {
security-model (usm | v1 | v2c) {

security-level (authentication | none | privacy) {
read-view view-name;

}
}

}
}
security-to-group {

security-model (usm | v1 | v2c) {
security-name security-name {

group group-name;
}

}
}

}

Hierarchy Level [edit protocols snmpv3 vacm]

Release Information Statement introduced in BXOS Release 3.0.

Description Define access privileges for an SNMP group in an SNMPv3 security model. SNMPv3 
uses the view-based access control model (VACM), which allows you to configure 
the access privileges granted to a group. Access is controlled by filtering the MIB 
objects available for a specific operation through a predefined view.

Usage Guidelines See “Defining Access Privileges for an SNMPV3 Group” on page 439.
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address

Refer to the following:

address [snmp] on page 448

address [snmpv3] on page 448

address [snmp]

Syntax address restrict;

Hierarchy Level [edit protocols snmp community-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the IPv4 addresses (not the hostname) of the SNMP client hosts that are 
authorized to use this community. By default, access is permitted to a client if you 
do not include the restrict option.

Options address—Address of an SNMP client that is authorized to access the 
BX7000 Multi-Access Gateway. You can specify an address, not a hostname.

restrict—(Optional) Do not allow the specified SNMP client to access the gateway.

Usage Guidelines See “Configuring the SNMP Community String” on page 435.

address [snmpv3]

Syntax target-address target-ip-address;

Hierarchy Level [edit protocols snmpv3 type trap]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the SNMP target address.

Options target-ip-address—IPv4 address of the system to receive traps or informs. Specify an 
address, not a hostname.

Usage Guidelines See “Configuring SNMPV3 Traps” on page 441 and “Configuring SNMPV3 Informs” 
on page 442.

Related Topics target-parameters

authentication-md5

Syntax authentication-md5 authentication-password;

Hierarchy Level [edit protocols snmpv3 usm user user-name]

Release Information Statement introduced in BXOS Release 3.0.
address
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Description Specify the password that generates the key used for MD5 authentication for a 
SNMPv3 user. SNMPv3 has special requirements when you create plain-text 
passwords on the gateway:

The password must be at least 8 characters long. 

You can include most character classes in a password (alphabetic, numeric, 
and special characters), except control characters.

Options authentication-password—Password for MD5 authentication of an SNMPv3 user.

Usage Guidelines See “Creating SNMPv3 Users” on page 439.

Related Topics authentication-none, authentication-sha

authentication-none

Syntax authentication-none;

Hierarchy Level [edit protocols snmpv3 usm user user-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure no authentication for the SNMPv3 user.

Usage Guidelines See “Creating SNMPv3 Users” on page 439.

Related Topics authentication-md5, authentication-sha

authentication-sha

Syntax authentication-sha authentication-password;

Hierarchy Level [edit protocols snmpv3 usm user user-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the secure hash algorithm (SHA) as the authentication type for an 
SNMPv3 user.

Usage Guidelines See Creating SNMPv3 Users on page 439.

Related Topics authentication-md5, authentication-none

client

Syntax client address;

Hierarchy Level [edit protocols snmp community-name]

Release Information Statement introduced in BXOS Release 3.0.
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Description Specify the IP addresses of the client (community members) that are authorized to 
use this SNMP community. If you omit the clients statement, all SNMP clients using 
this community string are authorized to access the gateway.

Options address—The IP address of the client.

Usage Guidelines See “Configuring the SNMP Community String” on page 435.

community-name

Syntax community-name name;

Hierarchy Level [edit protocols snmp]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify an SNMP community. An SNMP community authorizes SNMP clients based 
on the source IP address of incoming SNMP request packets. A community also 
defines the Management Information Base (MIB) objects that are available and the 
operations (read-only) allowed on those objects.

The SNMP client application specifies an SNMP community name in Get, GetBulk, 
and GetNext SNMP requests.

If you omit the community statement, all SNMP requests are denied.

Options name—The name of the SNMP community. The community name does not include 
spaces. All other printable characters are accepted. The community name can 
be a maximum of 32 characters.

Usage Guidelines See “Configuring the SNMP Community String” on page 435.

Related Topics contact, description, inform, location, name, trap

contact

Syntax contact contact;

Hierarchy Level [edit protocols snmp]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the name of the contact person for the managed system. You can specify 
an administrative contact for each system being managed by SNMP. 

Options contact—Name of the contact person. Contact can include all printable characters 
to a maximum of 255 characters.

Usage Guidelines See “Configuring the System Contact” on page 434.

Related Topics community-name, description, inform, location, name, trap
community-name
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default-context-prefix

Syntax default-context-prefix {
security-model (usm | v1 | v2c) {

security-level (authentication | none | privacy) {
read-view view-name;

}
}

}

Hierarchy Level [edit protocols snmpv3 vacm access group group-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the security model and security level, and associate a read view to an 
SNMPv3 group.

Usage Guidelines See “Defining Access Privileges for an SNMPV3 Group” on page 439.

description

Syntax description description;

Hierarchy Level [edit protocols snmp]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the description of the system being managed.

Options description—System description can include all printable characters up to a 
maximum of 255 characters.

Usage Guidelines See “Configuring the System Description” on page 434.

Related Topics community-name, contact, inform, location, name, trap

engine-id

Syntax engine-id {
local-engine engine-id;
use-default-ip-address;
use-mac-address;

}

Hierarchy Level [edit protocols snmpv3]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the unique identifier for an SNMPv3 engine.

Options engine-id—The engine ID explicitly configured for an SNMPv3 engine.

use-default-ip-address—The engine ID generated from the default IP address of the 
Ethernet interface of the gateway.
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use-mac-address—The SNMPv3 engine identifier generated from the media access 
control (MAC) address of the Ethernet interface of the gateway.

Usage Guidelines See “Configuring the Local Engine ID” on page 438.

Related Topics type, usm, vacm

group

Syntax group group-name {
default-context-prefix {

security-model (usm | v1 | v2c) {
security-level (authentication | none | privacy) {

read-view view-name;
}

}
}

}

Hierarchy Level [edit protocols snmpv3 vacm access]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify a name for a group in the SNMPv3 security model, and define access 
privileges granted to a group in an SNMPv3 security model. A group is a set of users 
belonging to a particular security model and defines the access rights for all users 
belonging to it. Access rights define what SNMP objects can be read, written to, or 
created. In addition, the group defines what notifications a user is allowed to 
receive.

Options group-name—A set of security names that have the same access policy in the 
SNMPv3 security model. The group name can be a maximum of 32 characters 
in length.

Usage Guidelines See “Defining Access Privileges for an SNMPV3 Group” on page 439.

inform

Syntax inform;

Hierarchy Level [edit protocols snmp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the type of notification.

Options inform—Defines the type of notification as a trap. SNMP notifications are confirmed 
notifications.

Usage Guidelines See “Configuring the Inform Details” on page 436.

Related Topics community-name, contact, description, location, name, trap
group
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location

Syntax location location;

Hierarchy Level [edit protocols snmp]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the physical location of the managed system.

Options location—Location of the local system, can include all printable characters up to a 
maximum of 255 characters.

Usage Guidelines See “Configuring the System Location” on page 434.

Related Topics community-name, contact, description, inform, name, trap

message-processing-model

Syntax message-processing-model (v1 | v2c | V3);

Hierarchy Level [edit protocols snmpv3 type trap target-address target-ip-address target-parameters 
target-parameters-name parameters]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the message processing model used when generating SNMP 
notifications.

Options v1—SNMPv1 message process model.

v2c—SNMPv2c message process model.

v3—SNMPv3 message process model.

Usage Guidelines See “Configuring SNMPV3 Traps” on page 441 and “Configuring SNMPV3 Informs” 
on page 442.

name

Syntax name name;

Hierarchy Level [edit protocols snmp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the system name from the command-line interface.

Options name—System name override. Name can include all printable characters up to a 
maximum of 255 characters.

Usage Guidelines See “Configuring the System Name” on page 435.

Related Topics community-name, contact, description, inform, location, trap
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oid

Syntax oid object-identifier (include | exclude);

Hierarchy Level [edit protocols snmpv3 view]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify an object identifier (OID) used to represent a subtree of MIB objects.

Options object-identifier—OID used to represent a subtree of MIB objects. All MIB objects 
represented by this statement have the specified OID as a prefix. The OID can 
be specified by a sequence of dotted integers.

include—Include the subtree of MIB objects represented by the specified OID.

exclude—Exclude the subtree of MIB objects represented by the specified OID.

Usage Guidelines See “Configuring MIB Views” on page 442.

parameters

Syntax parameters {
message-processing-model (v1 | v2c | V3) security-model (usm | v1 | v2c) 
target-address (authentication | none | privacy) security-name security-name;

}

Hierarchy Level [edit protocols snmpv3 type trap target-address target-ip-address target-parameters 
target-parameters-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure a set of target parameters.

Usage Guidelines See “Configuring SNMPV3 Traps” on page 441 and “Configuring SNMPV3 Informs” 
on page 442.

read-view

Syntax read-view view-name;

Hierarchy Level [edit protocols snmpv3 vacm access group group-name default-context-prefix 
security-model security-level]

Release Information Statement introduced in BXOS Release 3.0.

Description Associate a view with read privileges with a community or a group name (SNMPv3).

Options view-name—Name of the view to which the SNMPv3 user group has access. A view 
name cannot exceed 32 characters.

Usage Guidelines See “Defining Access Privileges for an SNMPV3 Group” on page 439.
oid
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rmon

Syntax rmon (alarm-name.system | alarm-name.interfacename);
alarm-name.system {

set event (raise | fall) (log | trap | log-trap | ignore) threshold-value;
}
alarm-name.interfacename {

set event (raise | fall) (log | trap | log-trap | ignore) threshold-value;
}

Hierarchy Level [edit]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure RMON alarms and events.

Options raise—Event triggered after rising threshold is crossed.

fall—Event triggered after falling threshold is crossed.

log—Adds the event entry to the log table.

trap—Sends an SNMP trap.

log-trap—Sends an SNMP trap and creates a log entry.

ignore—Sends no notification.

threshold-value—Threshold value for the alarm.
Range: 0 through 2,147,483,648
Default: None

Usage Guidelines See “Configuring RMON Alarms and Events” on page 443.

security-level

Refer to the following:

security-level [vacm] on page 455

security-level [snmpv3 parameters] on page 456

security-level [vacm]

Syntax security-level (authentication | none | privacy) {
read-view view-name;

}

Hierarchy Level [edit protocols snmpv3 vacm access group group-name default-context-prefix 
security-model]

Release Information Statement introduced in BXOS Release 3.0.

Description Define the security level used for access privileges.
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Options none—No authentication and no encryption.

authentication—Provides authentication but no encryption.

privacy—Provides authentication and encryption.
Default: none

Usage Guidelines See “Defining Access Privileges for an SNMPV3 Group” on page 439.

security-level [snmpv3 parameters]

Syntax security-level (authentication | none | privacy);

Hierarchy Level [edit protocols snmpv3 type trap target-address target-ip-address target-parameters 
target-parameters-name parameters]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the security level to use when generating SNMP notifications.

Options none—No authentication and no encryption.

authentication—Provides authentication but no encryption.

privacy—Provides authentication and encryption.
Default: none

Usage Guidelines See “Configuring SNMPV3 Traps” on page 441 and “Configuring SNMPV3 Informs” 
on page 442.

security-model

Refer to the following:

security-model [group] on page 456

security-model [security-to-group] on page 457

security-model [snmpv3 parameters] on page 457

security-model [group]

Syntax security-model (usm | v1 | v2c) {
security-level (authentication | none | privacy) {

read-view view-name;
}

}

Hierarchy Level [edit protocols snmpv3 vacm access group group-name default-context-prefix]

Release Information Statement introduced in BXOS Release 3.0.
security-model
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Description Define a security model for a group.

Options usm—SNMPv3 user-based security model.

v1—SNMPv1 security model.

v2c—SNMPv2c security model.

Usage Guidelines See “Defining Access Privileges for an SNMPV3 Group” on page 439.

security-model [security-to-group]

Syntax security-model (usm | v1 | v2c) {
security-name security-name;

}

Hierarchy Level [edit protocols snmpv3 vacm access security-to-group]

Release Information Statement introduced in BXOS Release 3.0.

Description Define a security model for a group.

Options usm—SNMPv3 user-based security model.

v1—SNMPv1 security model.

v2c—SNMPv2c security model.

Usage Guidelines See “Assigning Security Names to Groups” on page 440.

security-model [snmpv3 parameters]

Syntax security-model (usm | v1 | v2c);

Hierarchy Level [edit protocols snmpv3 type trap target-address target-ip-address target-parameters 
target-parameters-name parameters]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the group security model used when sending notifications.

Options usm—SNMPv3 user-based security model.

v1—SNMPv1 security model.

v2c—SNMPv2c security model.

Usage Guidelines See “Configuring SNMPV3 Traps” on page 387 an d Configuring SNMPV3 Informs” 
on page 388.
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security-name

Refer to the following:

security-name [vacm] on page 458

security-name [snmpv3 parameters] on page 458

security-name [vacm]

Syntax security-name security-name {
 group group-name;

}

Hierarchy Level [edit protocols snmpv3 vacm access security-to-group security-model (usm | v1 | v2c)]

Release Information Statement introduced in BXOS Release 3.0.

Description Associate a security name with a configured security group.

Options security-name—The security name.

Usage Guidelines See “Assigning Security Names to Groups” on page 440.

security-name [snmpv3 parameters]

Syntax security-name security-name;

Hierarchy Level [edit protocols snmpv3 type trap target-address target-ip--address target-parameters 
target-parameters-name parameters]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the security name used when generating SNMP notifications.

Options security-name—If the user-based security model is used, the security name identifies 
the username used when generating the notification.

Usage Guidelines See “Configuring SNMPV3 Traps” on page 441 and “Configuring SNMPV3 Informs” 
on page 442.

security-to-group

Syntax security-to-group {
security-model (usm | v1 | v2c) {

security-name security-name {
group group-name;

}
}

}

Hierarchy Level [edit protocols snmpv3 vacm access]

Release Information Statement introduced in BXOS Release 3.0.
security-name



Chapter 22: Summary of Monitor and Debug Configuration Statements
Description Assign a security name to an SNMPv3 group.

Usage Guidelines “Assigning Security Names to Groups” on page 440.

snmp

Syntax [edit protocols snmp]
community-name name;
contact contact;
description description;
inform target target-ip-address;
location location;
name system-name;
trap target target-ip-address;

Hierarchy Level [edit protocols snmp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure SNMP on a gateway for network management.

Usage Guidelines “Configuring SNMP” on page 433.

target-address

Syntax target-address target-ip-address;

Hierarchy Level [edit protocols snmpv3 type inform],
[edit protocols snmpv3 type trap]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the address of a management application and parameters used in 
sending notifications.

Options target-address—A string that identifies the target address.

Usage Guidelines See “Configuring SNMPV3 Informs” on page 442 and “Configuring SNMPV3 Traps” 
on page 441.

target-parameters

Syntax target-parameters target-parameters-name {
parameters {

message-process-model (v1 | v2c | V3) security-model (usm | v1 | v2c)
security-level (authentication | none | privacy) security-name security-name;

}
}

Hierarchy Level [edit protocols snmpv3 type inform target-address target-ip-address],
[edit protocols snmpv3 type trap target-address target-ip-address]
snmp 459



BXOS 4.2R2 Configuration Guide

460
Release Information Statement introduced in BXOS Release 3.0.

Description Configure the message processing and security parameters used in sending 
notifications to a particular management target.

Options target-parameters-name—Name associated with the message processing and 
security parameters used in sending notifications to a particular management 
target.

Usage Guidelines See “Configuring SNMPV3 Traps” on page 441 and “Configuring SNMPV3 Informs” 
on page 442.

traceoptions

Syntax traceoptions {
file {

bfd file-name;
dcsms file-name;
dpm file-name;
frr file-name;
im file-name;
lsc file-name;

}
process {

bfd (adj | error | event | pkt | timer | state | flow | all) value;
dcsms (i3 | sms | all) level;
dpm (mcast | arp | ifconfig | common | ppp | mlppp | vlan | satop | atmsw 
| atmpw | atmoam | ipv4 | gretun | atmima | mplstun | hdlc | all) level;
frr (common | all) level;
im (common | fsm | handler |notify | i3 | cm | dpm | lsc | ua | all) level;
lsc (fsm | frrmbb | route | bfd | events | all) level;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Framework to monitor and log the debug messages.

Options file-—File where the debug messages are stored.

bfd—BFD debug file configuration.

dcsms—DCSMS debug file configuration.

dpm—DPM debug file configuration.

frr—FRR debug file configuration.

im—IM debug file configuration.

lsc—LSC debug file configuration.

process—Process name for which debugging needs to be enabled.
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bfd—BFD debugging module.

dcsms— DCSMS debugging module.

dpm—DPM debugging module.

frr—FRR debugging module.

im—IM debugging module.

lsc—LSC debugging module.

level—Level for the BFD, DCSMS, DPM, FRR, IM, and LSC debugging module.
Range: 1 through 5
Default: None

Usage Guidelines See “Configuring the Debugging Framework” on page 445.

trap

Syntax trap target target-ip-address version (v1 | v2c);

Hierarchy Level [edit protocols snmp]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure trap notification for SNMP remote operations.

Options target-ip-address—Specify a management application address to be used in sending 
notifications. 

Usage Guidelines See “Configuring the Trap Details” on page 436.

Related Topics community-name, description, inform, location, name

type

Syntax type (trap | inform);

Hierarchy Level [edit protocols snmpv3]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the type of notification.

Options trap—Defines the type of notification as a trap. SNMP traps are unconfirmed 
notifications. 

inform—Defines the type of notification as an inform. SNMP informs are confirmed 
notifications.

Usage Guidelines See “Configuring SNMPV3 Informs” on page 442 and “Configuring SNMPV3 Traps” 
on page 441.
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Related Topics engine-id, usm, vacm

user

Syntax user username;

Hierarchy Level [edit protocols snmpv3 usm]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the name of the user associated with an SNMPv3 group.

Options username—SNMPv3 user-based security model (USM) username, upto a maximum 
of 32 characters.

Usage Guidelines See “Creating SNMPv3 Users” on page 439.

usm

Syntax usm user username {
set authentication-md5 authentication-password;
set authentication-none;
set authentication-sha authentication-password;

}

Hierarchy Level [edit protocols snmpv3]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the user authentication type for SNMPv3 users.

Options authentication-md5—Configure MD5 authentication.

authentication-none—Set no authentication for the user.

authentication-sha—Configure SHA authentication.

Usage Guidelines See “Creating SNMPv3 Users” on page 439.

Related Topics engine-id, type, vacm
user
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vacm

Syntax vacm {
access {

group group-name {
default-context-prefix {

security-model (usm | v1 | v2c) {
security-level (authentication | none | privacy) {

read-view view-name;
}

}
}

}
security-to-group {

security-model (usm | v1 | v2c) {
security-name security-name {

group group-name;
}

}
}

}

Hierarchy Level [edit protocols snmpv3]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure view-based access control model (VACM) information for the SNMPv3 
security model. SNMPv3 uses VACM, which allows you to configure the access 
privileges granted to a group.

Usage Guidelines “Defining Access Privileges for an SNMPV3 Group” on page 439 and “Assigning 
Security Names to Groups” on page 440.

Related Topics engine-id, type, usm

version

Syntax target target-ip-address version (v1 | v2c);

Hierarchy Level [edit protocols snmp trap]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the SNMP version of the notification to be sent.

Options v1—Use to send notification in SNMPv1 format.

v2c—Use to send notification in SNMPv2 format.

Usage Guidelines “Configuring the Trap Details” on page 436.
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Part 8

Advanced Clocking Module

Configuring the Advanced Clocking Module on page 467

Summary of Advanced Clocking Module Configuration Statements on page 479
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Chapter 23: Configuring the Advanced Clocking Module
Chapter 23

Configuring the Advanced Clocking 
Module

The BX7000 Multi-Access Gateway contains an advanced clocking module having 
an internal oscillator which generates the clock signals from which the BXOS 
software utilizes the clock. This clock provides Stratum 3 level accuracy and 
synchronizes the time-division multiplexing (TDM) and Ethernet interfaces with 
various available reference clocks.

To configure the clock on the gateway, include the following statements at the [edit 
system] hierarchy level:

[edit system]
edit clock-card {

edit source-priority {
set 10MHz priority priority-value;
set bits priority priority-value;
set ces-reference interface-name priority priority-value;
set ethernet-reference interface-name priority priority-value;
set tdm-primary-reference interface-name priority priority-value;
set tdm-secondary-reference interface-name priority priority-value;
set ptp priority priority-value;

}
edit ptp {

set domain domain-number;
set mode unicast/multicast;
set ptp-master <ip-address>;

}
set revertive-mode (enable | disable);

}

To derive the clock from the Advanced Clocking Module (clock card) use the 
keyword clock-card under the interface hierarchy :

[edit interface interface-name]
set clock-source clock-card;

This section discusses the following topics:

Advanced Clocking Module Overview on page 468

Configuring Source Priority for Input Reference Clock Sources on page 468

Configuring the Revertive Mode for Input Clock on page 473

Configuring PTP Domain on page 473

Deleting Clock Source Priority on page 474
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Deleting PTP on page 474

Advanced Clocking Module Overview

The advanced clocking module acquires a clock source, distributes the clock to the 
gateway, and propagates a reference clock to synchronize communication over all 
interfaces of the gateway. Thus, the clock controls the speed at which the data 
stream is transmitted on a physical connection and ensures that the data stream is 
received and transmitted at the same rate.

This clocking module synchronizes the reference clock either from the gateway 
itself or from the external interfaces. The gateway supports higher hierarchal line 
clocks for synchronization on the TDM or Ethernet interfaces and provides 
synchronization through packet-switched network (PSN). The gateway processes 
the clocks that are precise and accurate. Using a single input clock multiple output 
clocks can be derived. 

The advanced clocking module supports the oven-controlled crystal oscillator 
(OCXO) or temperature-compensated crystal oscillator (TCXO).

When you power on the gateway, you can expect an accurate clock after 5 
minutes. 

The gateway supports the following input reference clock sources:

Internal—T1 or E1 line clocks, Ethernet recovered clocks, IEEE1588V2 
recovered clocks, 10 MHZ, Building Integrated Timing Supply (BITS) clock, and 
CES recovered clock. 

The gateway supports the following output reference clock sources:

Internal—T1 or E1 line clocks, clock of 25 MHz for Ethernet interface, and 
clock of 19.44 MHz for differential clock.

Configuring Source Priority for Input Reference Clock Sources

This section describes how to associate an input clock source with a TDM or an 
Ethernet interface and assign priority values to the clock sources:

Associating 10 MHz as Input Reference Clock Source on page 469

Associating BITS as Input Reference Clock Source on page 469

Associating CES Recovered Clock with a TDM Interface on page 469

Associating Ethernet Clock with an Ethernet Interface on page 470

Associating TDM Interface as Primary Reference Clock Source on page 471

Associating TDM Interface as Secondary Reference Clock Source on page 471

Associating PTP as the Input Reference Clock Source on page 472
Advanced Clocking Module Overview
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Associating 10 MHz as Input Reference Clock Source
You can associate the 10 MHz as the input reference clock source and prioritize the 
input clock source using the priority number that ranges from 1 through 7. 

The priority is based on the priority number in the ascending order for the 
associated input clock source. The clock source with the priority number 1 is given 
the highest priority.

To associate the 10 MHz as the input reference clock source and prioritize the input 
clock source, include the 10Mhz priority priority-value statement at the [edit system 
clock-card source-priority] hierarchy level:

[edit system clock-card source-priority]
set 10MHz priority priority-value;

To delete the 10 MHz clock source, include the delete 10Mhz statement at the [edit 
system clock-card source-priority] hierarchy level:

[edit system clock-card source-priority]
delete 10Mhz;

Associating BITS as Input Reference Clock Source
You can associate the BITS clock as the input reference clock source and prioritize 
the input clock source using the priority number that ranges from 1 through 7.

To associate the BITS clock as the input reference clock source and prioritize the 
input clock source, include the bits priority priority-value statement at the [edit system 
clock-card source-priority] hierarchy level:

[edit system clock-card source-priority]
set bits priority priority-value;

To delete the BITS clock source, include the delete bits statement at the [edit system 
clock-card source-priority] hierarchy level:

[edit system clock-card source-priority]
delete bits;

Associating CES Recovered Clock with a TDM Interface
The network processor in the gateway provides constant bit rate to the TDM traffic 
streams to be carried over the packet-switched network (PSN). The packets 
containing the TDM data are transparently carried over the PSN so that the TDM 
streams can be reconstructed at the far end. The TDM interfaces at both ends need 
to be synchronized to meet the requirements defined in the G.823 (E1) and G.824 
(T1) timing standards. 

The two main methods of clock recovery over PSN are differential and adaptive:

The differential clock recovery uses a common reference clock at both ends to 
synchronize the transmit and receive clocks. 
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If a common reference clock is not available, the adaptive clock recovery is 
used, where the rate of received packets is used to calculate the transmit clock 
frequency.

This recovered clock of CES can be used as one of the reference sources to the 
gateway to synchronize all of its output. Any one of the CES recovered clock 
associated with a TDM interface can be used as reference to advanced clocking 
module input. 

You can prioritize the input clock source using the priority number that ranges from 
1 through 7. 

To associate the CES recovered clock as a reference clock source for the 
time-division multiplexing (TDM) interface and prioritize the CES clock, include the 
ces-reference interface-name priority priority-value statement at the [edit system 
clock-card source-priority] hierarchy level:

[edit system clock-card source-priority]
set ces-reference interface-name priority priority-value;

To delete the CES recovered clock source from the TDM interface, include the 
delete ces-reference statement at the [edit system clock-card source-priority] 
hierarchy level:

[edit system clock-card source-priority]
delete ces-reference;

Associating Ethernet Clock with an Ethernet Interface
Ethernet uses the traditional telecommunication operator approach for 
synchronization, by recovering line clock from physical layer in which it is 
synchronizing the network. In the gateway, any one of the 3 Ethernet interfaces is 
selectable to recover the synchronous recovered clock from the respective 
interfaces. 

You can associate the clock recovered from the Ethernet interface as the input 
reference clock and prioritize the input clock source using the priority number that 
ranges from 1 through 7. 

To associate the Ethernet recovered clock as a reference clock source and prioritize 
the Ethernet clock, include the ethernet-reference interface-name priority priority-value 
statement at the [edit system clock-card source-priority] hierarchy level:

[edit system clock-card source-priority]
set ethernet-reference interface-name priority priority-value;

To delete the Ethernet recovered clock source from the Ethernet interface, include 
the delete ethernet-reference statement at the [edit system clock-card source-priority] 
hierarchy level:

[edit system clock-card source-priority]
delete ethernet-reference;
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Associating TDM Interface as Primary Reference Clock Source
In normal operation, the gateway contains a TDM slave clock traceable to a primary 
reference clock. The clock (SEC) in the gateway contains 16 TDM reference inputs. 
The reference clock is selectable among the 16 TDM interfaces. The selected TDM 
reference in the TDM framer does the recovery to extract the clock from the line. 
The recovered clock can be assigned as reference source to the advanced clocking 
module to synchronize the gateway with the reference source. 

You can associate the clock recovered from the TDM interface as the input 
reference clock and prioritize the input clock source using the priority number that 
ranges from 1 through 7. 

To associate the TDM interface as a primary reference clock source and prioritize 
the Ethernet clock, include the tdm-primary-reference interface-name priority 
priority-value statement at the [edit system clock-card source-priority] hierarchy level:

[edit system clock-card source-priority]
set tdm-primary-reference interface-name priority priority-value;

To delete the TDM interface as primary clock source, include the delete 
tdm-primary-reference statement at the [edit system clock-card source-priority] 
hierarchy level:

[edit system clock-card source-priority]
delete tdm-primary-reference;

Associating TDM Interface as Secondary Reference Clock Source
You can associate the clock recovered from the TDM interface as the secondary 
reference clock source and prioritize the input clock source using the priority 
number that ranges from 1 through 7. 

To associate the TDM interface as a secondary reference clock source and prioritize 
the Ethernet clock, include the tdm-secondary-reference interface-name priority 
priority-value statement at the [edit system clock-card source-priority] hierarchy level:

[edit system clock-card source-priority]
set tdm-secondary-reference interface-name priority priority-value;

To delete the TDM interface as secondary clock source, include the delete 
tdm-secondary-reference statement at the [edit system clock-card source-priority] 
hierarchy level:

[edit system clock-card source-priority]
delete tdm-secondary-reference;

NOTE: [edit system line-clock-source] and [edit system clock-card source-priority 
tdm-primary-reference] can not be configured / used simultaneously.
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Associating PTP as the Input Reference Clock Source
The Precision Time Protocol (PTP), as defined in IEEE 1588 version 2 standards, 
synchronizes all the clocks of the gateway within the network in nanosecond 
accuracy. The PTP protocol specifies fault tolerance synchronization of different 
clocks within the same network. This protocol enables heterogeneous network 
elements that include clocks of various inherent precision, resolution, and stability 
to synchronize with a grandmaster clock.

The PTP synchronizes all clocks within the network by adjusting clocks to the 
highest quality clock. The Best Master Clock (BMC) algorithm determines which 
clock is the highest quality clock within the network using the several announce 
messages received by the local Ethernet port of the gateway. Using this, the 
master-slave hierarchy is established and the BMC (master clock) synchronizes all 
the other clocks (slave clocks) in the network. The clocks in the gateway act as 
ordinary slave clock in the network. The slave clock uses bidirectional multicast 
communication to synchronize with the IEEE 1588 grandmaster clock.

Once the best master clock is chosen and master-slave relationship hierarchy is 
established, the master sends sync messages to the slaves. The master accurately 
timestamps the sync message at the time of transmission which is either 
embedded in the sync message itself or included in a separate follow up message. 
The slave receives the sync message and time stamps it accurately. The corrected 
master event timestamp (which is the master origin timestamp for sync message 
corrected for mean path delay and residence time) and the ingress timestamp at 
the slave are used to synchronize the local clock.

To configure PTP on the gateway, configure the PTP domain and then prioritize the 
input clock source as PTP with the highest priority number of 1. The PTP support is 
provided only when it is configured with the highest priority of 1.

To disable PTP on the gateway, delete the input clock source priority configuration 
for PTP followed by the PTP domain.

You can prioritize PTP using the priority number that ranges from 1 through 7. The 
priority is based on the priority number in the ascending order for the associated 
input clock source. The clock source with the priority number 1 is given the highest 
priority.

To associate PTP as input reference clock source and prioritize PTP, include the ptp 
priority priority-value statement at the [edit system clock-card source-priority] hierarchy 
level:

[edit system clock-card source-priority]
set ptp priority priority-value;

To delete PTP as the input reference clock source, include the delete ptp statement 
at the [edit system clock-card source-priority] hierarchy level:

[edit system clock-card source-priority]
delete ptp;
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Configuring the Revertive Mode for Input Clock

For the input clock, you can enable or disable the revertive mode.

During synchronization, when the clock source with the highest priority number 
fails, the clock switches over to the next highest-priority clock. When you enable 
the revertible mode for the input clock source, and the clock source with the 
highest priority comes up, the clock switches over to that highest-priority clock.

To enable the revertive mode, include the revertive-mode statement with the enable 
option at the [edit system clock-card] hierarchy level:

[edit system clock-card]
set revertive-mode enable;

To delete/disable the revertible mode from the gateway, include the disable 
revertive-mode statement at the [edit system clock-card] hierarchy level:

[edit system clock-card]
set revertive-mode disable;

Configuring PTP Domain

The PTP domain comprises a grandmaster clock, master clocks, and the slave 
clocks. By default, the PTP domain value is 0. You can configure the PTP domain to 
be a value that ranges from 0 through 255.

To configure the PTP domain, include the domain statement at the [edit system 
clock-card ptp] hierarchy level:

[edit system clock-card ptp]
set domain domain-number;

Configuring PTP Mode

The BX7000 can communicate with the PTP master in both unicast and multicast 
modes. By default, the PTP mode is multicast. You can change the mode to unicast 
or multicast at the [edit system clock-card ptp] hierarchy level:

NOTE: The BXOS software supports configuring PTP on one Ethernet interface at a 
time. 

NOTE: You can configure PTP only once on the gateway. If you need to 
reconfigure the PTP, first delete the input clock source priority and then delete the 
PTP. After which, you can reconfigure the PTP on the gateway.
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[edit system clock-card ptp]
set mode unicast;

or

[edit system clock-card ptp]
set mode multicast;

Configuring PTP Master IP-Address

In PTP unicast mode, the BX7000 can negotiate only with the configured 
Grandmaster master clock. In PTP multicast mode, the BX7000 can negotiate with 
both the configured and not configured Grandmaster master clock. You can 
configure the PTP master ip-address at the [edit system clock-card ptp] hierarchy 
level:

[edit system clock-card ptp]
set ptp-master ip-address;

Deleting Clock Source Priority 

To delete all the configured clock source priorities from the gateway, include the 
delete source-priority statement at the [edit system clock-card] hierarchy level:

[edit system clock-card]
delete source-priority;

Deleting PTP

To delete all the PTP configuration from the gateway, include the delete ptp 
statement at the [edit system clock-card] hierarchy level:

[edit system clock-card]
delete ptp;

Deleting PTP Domain

To delete the configured PTP domain, include the delete domain statement at the 
[edit system clock-card ptp] hierarchy level:

[edit system clock-card ptp]
delete domain;

Deleting PTP domain will set the domain to a default value (0).

NOTE: The BXOS software supports a maximum of five PTP master ip-addresses 
at a time. 
Configuring PTP Master IP-Address
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Deleting PTP Mode

To delete the configured PTP mode, include the delete mode statement at the [edit 
system clock-card ptp] hierarchy level:

[edit system clock-card ptp]
delete mode;

Deleting PTP mode will set the mode to a default value (multicast).

Deleting PTP Master IP-Address

To delete the configured PTP master ip-address, include the delete ptp-master 
ip-address statement at the [edit system clock-card ptp] hierarchy level:

[edit system clock-card ptp]
delete ptp-master ip-address;

Example: Configuring the Clock Card

Configure the input clock source and assign priority to the clock source:

[edit system]
edit clock-card {

edit source-priority {
set 10 MHz priority 7;
set bits priority 6;
set ces-reference t1-0/0/3 priority 4;
set ethernet-reference ge-1/0/1 priority 5;
set tdm-primary-reference t1-0/0/1 priority 2;
set tdm-secondary-reference t1-0/0/2 priority 3;
set ptp priority 1;

}
edit ptp {

set domain 0;
set mode unicast;
set ptp-master 10.10.10.1;

}
set revertive-mode enable;

}

Once you have configured the clock source, you can commit the configuration.
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To display the configured parameters from the BX7000 CLI, use the show 
configuration statement at the [edit] hierarchy level:

[edit]
cli@BX7000# show configuration
system {

framer-mode t1;
clock-card {

source-priority {
tdm-primary-reference t1-0/0/1 priority 2;
tdm-secondary-reference t1-0/0/2 priority 3;
ces-reference t1-0/0/3 priority 4;
ethernet-reference ge-1/0/1 priority 5;
bits priority 6;
10mhz priority 7;
ptp priority 1;

}
ptp {

domain 0;
mode unicast;
ptp-master 10.10.10.1;

}
revertive-mode enable;

}
}

To display the configured parameters from the BX7000 CLI, use the show system 
clock-card, show clock-card input-clock-validity, show clock-card pll, show clock-card 
status, show clock-card ptp-master-status, show clock-card ptp-slave-statistics, and 
show clock-card ptp-status brief/detail statements at the [edit] hierarchy level:

cli@BX7000> show system clock-card
system {

framer-mode t1;
clock-card {

source-priority {
tdm-primary-reference t1-0/0/1 priority 2;
tdm-secondary-reference t1-0/0/2 priority 3;
ces-reference t1-0/0/3 priority 4;
ethernet-reference ge-1/0/1 priority 5;
bits priority 6;
10mhz priority 7;
ptp priority 1;

}
ptp {

domain 0;
mode unicast;
ptp-master 10.10.10.1;

}
revertive-mode enable;

}
}

cli@BX7000> show clock-card input-clock-validity
Input clock Priority    Validity
tdm-primary-reference  2 Invalid
tdm-secondary-reference 3       Invalid
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ces-reference 4       Invalid
ethernet-reference 5       Invalid
bits 6       Valid
10mhz 7       Invalid
ptp 1 Invalid

cli@BX7000> show clock-card pll
PLL Status: Phase Locked
Currently Selected Source: bits
First Priority Validated Source: bits
Second Priority Validated Source: none
Third Priority Validated Source: none

cli@BX7000> show clock-card-status
Input clock status:
Input clock Priority Validity Interface
tdm-primary-reference 2       Invalid t1-0/0/1
tdm-secondary-reference 3 Invalid t1-0/0/2
ces-reference 4 Invalid t1-0/0/3
ethernet-reference 5 Invalid ge-1/0/1
bits 6 Valid
10mhz 7 Invalid
ptp 1 Invalid

Clock card status
Revertive Mode: Disabled
Locked Status: Phase Locked
Clock Accuracy: 160.851562 PPM
Currently Selected Source: bits
Highest Priority Validated Source: bits
Second Highest Priority Validated Source: none
Third Highest Priority Validated Source: none

cli@BX7000> show clock-card ptp-master-status
Master port identity: 00:16:C0:FF:FE:00:F7:F5-1
Master IP address: 100.1.2.100
Master priority-1: 255
Master priority-2: 255
Grandmaster node id: 00:16:C0:FF:FE:00:F7:F5
Grandmaster priority 1: 255
Grandmaster priority 2: 255
Grandmaster clock stratum: Primary Reference
Grandmaster time source: Internal Oscillator
Grandmaster clock accuracy: Unknown
Grandmaster variance: 32767

cli@BX7000> show clock-card ptp-slave-statistics
Message Type Sent/Received Multicast Unicast
Announce Received 20 0
Sync Received 20 1014
Delay Request Sent 0 1015
Delay Response Received 0 1015

cli@BX7000> show clock-card ptp-status/show clock-card ptp-status brief
Transport protocol: UDP/IP
Port transmission addressing: Multicast
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Port state: Slave
Version: 2
Domain: 6

cli@BX7000> show clock-card ptp-status detail
PTP slave statistics:
Message Type Sent/Received Multicast Unicast
Announce Received 25644 0
Sync Received 51293 0
Delay Request Sent 25454 0
Delay Response Received 25432 0

PTP master status:
Master Port identity: 00:18:0B:FF:FE:20:01:58-1
Master IP address: 10.10.10.1
Master priority-1: 0
Master priority-2: 0
Grandmaster node Id: 00:18:0B:FF:FE:20:01:58
Grandmaster Priority-1: 0
Grandmaster Priority-2: 0
Grandmaster Clock stratum: Unknown
Grandmaster Time source: Other
Grandmaster Clock accuracy: > 10 s
Grandmaster variance: 13653

PTP status:
Transport protocol: UDP/IP
Port transmission addressing: Multicast
Port state: Slave
Version: 2
Domain: 6
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Summary of Advanced Clocking Module 
Configuration Statements

The following descriptions explain each advanced clocking module configuration 
statement. The statements are organized alphabetically.

10MHz

Syntax 10Mhz priority priority-value;

Hierarchy Level [edit system clock-card source-priority]

Release Information Statement introduced in BXOS Release 4.0.

Description Associate the 10 MHz as the input reference clock source and prioritize the input 
clock source.

Options priority-value—Priority number given for the CES recovered clock.
Range: 1 through 7
Default: None

Usage Guidelines See “Associating 10 MHz as Input Reference Clock Source” on page 469.

bits

Syntax bits priority priority-value;

Hierarchy Level [edit system clock-card source-priority]

Release Information Statement introduced in BXOS Release 4.0.

Description Associate the Building Integrated Timing Supply (BITS) clock as the input reference 
clock source and prioritize the input clock source.

Options priority-value—Priority number given for the CES recovered clock.
Range: 1 through 7
Default: None

Usage Guidelines See “Associating BITS as Input Reference Clock Source” on page 469.
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ces-reference

Syntax ces-reference interface-name priority priority-value;

Hierarchy Level [edit system clock-card source-priority]

Release Information Statement introduced in BXOS Release 4.0.

Description Associate the circuit emulation source (CES) recovered clock as a reference clock 
source for the time-division multiplexing (TDM) interface.

Options interface-name—T1 or E1 interface.

priority-value—Priority number given for the CES recovered clock.
Range: 1 through 7
Default: None

Usage Guidelines See “Associating CES Recovered Clock with a TDM Interface” on page 469.

clock-card

Syntax clock-card {
source-priority {

tdm-primary-reference t1-0/0/1 priority 2;
tdm-secondary-reference t1-0/0/2 priority 3;
ces-reference t1-0/0/3 priority 4;
ethernet-reference ge-1/0/1 priority 5;
bits priority 6;
10mhz priority 7;
ptp priority 1;

}
ptp {

domain 0;
mode unicast;
ptp-master 10.10.10.1;
}
revertive-mode enable;

}

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the clock card.

Usage Guidelines See “Configuring the Advanced Clocking Module” on page 467.
ces-reference
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domain

Syntax domain domain-number;

Hierarchy Level [edit system clock-card ptp]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify PTP domain.

Options domain-number—PTP domain number.
Range: 0 through 255
Default: 0

Usage Guidelines See “Configuring PTP Domain” on page 473.

ethernet-reference

Syntax ethernet-reference interface-name priority priority-value;

Hierarchy Level [edit system clock-card source-priority]

Release Information Statement introduced in BXOS Release 4.0.

Description Associate the Ethernet recovered clock as a reference clock source for the Ethernet 
interface.

Options interface-name—Ethernet interface.

priority-value—Priority number given for the input clock source.
Range: 1 through 7
Default: None

Usage Guidelines See “Associating Ethernet Clock with an Ethernet Interface” on page 470.

Related Topics ces-reference

mode

Syntax mode unicast/multicast;

Hierarchy Level [edit system clock-card ptp]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify PTP mode.

Options unicast - unicast PTP mode

multicast - multicast PTP mode

Default: multicast
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Usage Guidelines See “Configuring PTP Domain” on page 473.

ptp

Syntax ptp priority priority-value{

Hierarchy Level [edit system clock-card source-priority]

Release Information Statement introduced in BXOS Release 4.0.

Description Associate Precision Time Protocol (PTP) as input reference clock source and 
prioritize PTP.

Options priority-value—Priority number given for the input clock source.
Range: 1 through 7
Default: None

Usage Guidelines See “Associating PTP as the Input Reference Clock Source” on page 472.

ptp-master

Syntax mode ptp-master IP address;

Hierarchy Level [edit system clock-card ptp]

Release Information Statement introduced in BXOS Release 4.0.

Description Specify the PTP master IP address.

Options ip-address—PTP master IP address.

Usage Guidelines See “Configuring PTP Domain” on page 473.

revertive-mode

Syntax revertive-mode enable/disable;

Hierarchy Level [edit system clock-card-config]

Release Information Statement introduced in BXOS Release 4.0.

Description Configure the revertive mode for the input clock.

Options enable—Enable the revertive mode.

disable—Disable the revertive mode.

Usage Guidelines See “Configuring the Revertive Mode for Input Clock” on page 473.
ptp
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source-priority

Syntax source-priority {
10 MHz priority priority-value;
bits priority priority-value;
ces-reference interface-name priority priority-value;
ethernet-reference interface-name priority priority-value;
tdm-primary-reference interface-name priority priority-value;
tdm-secondary-reference interface-name priority priority-value;
ptp priority priority-value;

}

Hierarchy Level [edit system clock-card]

Release Information Statement introduced in BXOS Release 4.0.

Description Prioritize the input clock source.

Options priority-value—Priority number given for the input clock source.
Range: 1 through 7
Default: None

Usage Guidelines See “Configuring Source Priority for Input Reference Clock Sources” on page 468.

tdm-primary-reference

Syntax tdm-primary-reference interface-name priority priority-value;

Hierarchy Level [edit system clock-card source-priority]

Release Information Statement introduced in BXOS Release 4.0.

Description Associate the TDM interface as a primary reference clock source.

Options interface-name—T1 or E1 interface.

priority-value—Priority number given for the input clock source.
Range: 1 through 7
Default: None

Usage Guidelines See “Associating TDM Interface as Primary Reference Clock Source” on page 471.

Related Topics tdm-secondary-reference

tdm-secondary-reference

Syntax tdm-secondary-reference interface-name priority priority-value;

Hierarchy Level [edit system clock-card source-priority]

Release Information Statement introduced in BXOS Release 4.0.

Description Associate the TDM interface as a secondary reference clock source.
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Options interface-name—T1 or E1 interface.

priority-value—Priority number given for the input clock source.
Range: 1 through 7
Default: None

Usage Guidelines See “Associating TDM Interface as Secondary Reference Clock Source” on 
page 471.

Related Topics tdm-primary-reference
tdm-secondary-reference
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Quality-of-Service Profiles

Configuring Quality-of-Service Profiles on page 487

Summary of Quality-of-Service Statements on page 507
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Chapter 25

Configuring Quality-of-Service Profiles

BX operating system (BXOS) quality of service (QoS) allows you to divide traffic into 
classes based on multifield (MF) and behavior aggregate (BA) classifiers and 
perform traffic policing. You can configure multiple forwarding classes for the 
packets, assign queuing priority for the forwarding classes in each output queue, 
and rate limit the traffic stream.

This chapter describes the following sections:

Configuring Behavior Aggregate Classifiers on page 487

Configuring Multifield Classifiers on page 488

Configuring Packet Policers on page 490

Configuring Packet Schedulers on page 493

Configuring Packet Shapers on page 497

Configuring ATM QoS Profiles on page 499

“Configuring 802.1P Bit Remarking” on page 503

Configuring Behavior Aggregate Classifiers

The simplest way to classify a packet is to use behavior aggregate (BA) 
classification. You can define the BA classifier on the Ethernet interface to prioritize 
the packets. The Differentiated Services code point (DSCP) and VLAN priority bits of 
the IP header convey the behavior aggregate class information. With the DSCP 
value, you can set the match action for the packet as mark, forward, apply policer, 
or drop.

NOTE: Restrict the name length of the behavior aggregate classifier, multifield 
classifier, policer, and shaper to be within 32 characters.
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To configure the BA classifier, include the classifier statement at the [edit interface 
interface-name] hierarchy level:

[edit interface interface-name]
edit classifier classifier-name {

set dscp value match-action (drop | forward | mark dscp-value | policer
policer-name);
set vlan-pri match-action value;

}

Example: Configuring Behavior Aggregate Classifiers
Configuring a BA classifier on the Ethernet interface:

[edit interface ge-1/0/1]
edit classifier baclassifier-test {
set dscp 10 match-action forward;
set vlan-pri 5;

}

To display the BA classifier, use the show ba-classifiers classifier-name statement at 
the [edit] hierarchy level:

cli@BX7000> show ba-classifiers
Interface name: ge-1/0/1
Classifier name: baclassifier-test
DSCP Value: 10
Match Action: forward
Policer name: pp

To display the BA classifier statistics at the BX7000 CLI, use the show statistics 
classifier command at the [edit] hierarchy level:

cli@BX7000# show statistics classifier
Number of Interfaces: 2
Non-conforming Packets: 0
Interface name DSCP        VLAN priority
 ge-1/0/0 12            10
 ge-1/0/1 10            5

Configuring Multifield Classifiers

Multifield (MF) traffic classifiers allow you to set the forwarding class and loss 
priority of a packet based on the classifier rules. The MF classifier examines one or 
more packet fields to determine the forwarding treatment that a packet receives. 
The MF classifier typically matches one or more of six packet header fields: 
destination IP address, source IP address, source port, destination port, protocol, 
and DSCP. 

More than one MF classifier rule may match an incoming packet. If this occurs, the 
initially added rule takes precedence over the recently added rule.

For a classifier that has the match-action to a policer name, ensure that the policer 
is already configured. For more information on packet policers, see “Configuring 
Packet Policers” on page 490.
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You can configure an MF classifier for the traffic stream passing through the 
Ethernet interface at the ingress direction of the BX7000 Multi-Access Gateway.

To configure MF classifiers, include the classifier statement at the [edit system] 
hierarchy level:

[edit system] 
edit classifier classifier-name {

set match-action (drop | forward | mark dscp-value | policer policer-name);
edit multi-field {

destination-ip address;
destination-port value;
dscp dscp-value;
protocol ( [0-255] | tcp | udp | icmp | gre | eigrp | igmp | ah | esp | 
ip-in-ip | ip-within-ip);
source-ip address;
source-port value;

}
}

Example 1: Configuring Multifield Classifiers
[edit system]

edit classifier mfclassifier-test {
set match-action forward;
edit multi-field {

destination-ip 10.10.10.10/25;
destination-port 1000;
dscp 10;
protocol tcp;
source-ip 12.12.12.12/10;
source-port 2000;

}
}

Once you have configured the MF classifier, you can commit the configuration.

To display the MF classifier at the BX7000 CLI, use the show mf-classifiers 
classifier-name statement at the [edit] hierarchy level:

cli@BX7000> show mf-classifiers mfclassifier-test
Classifier name: mfclassifier-test
Source IP: 12.12.12.12/10
Source port From: 2000
Destination IP: 10.10.10.10/25
Destination port From: 1000
DSCP Value: 10

NOTE: On the Ethernet interface, first configure the BA classifiers, then configure 
the MF classifiers.

NOTE: While configuring MF classifiers, the classification based on MPLS EXP 
fields is not supported.
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Protocol: tcp
Match Action: forward

Example 2: Configuring Multifield Classifiers
The following is a requirement: Any protocol packet from the 10.100.65.0/24 
network should be dropped, if it is not an ICMP packet. 

Rule 1:

[edit system]
edit classifier mfc1 {

edit multi-field {
source-ip 10.100.65.0/24;
protocol icmp;

}
set match-action forward;

}
Rule 2:

[edit system]
edit classifier mfc2 {

edit multi-field {
source-ip 10.100.65.0/24;

}
set match-action drop;

}

Since the incoming packet can match more than one MF classifier rule, the order of 
creation of rules is very important. Rule 1 has higher priority over Rule 2. 

In the above example, if we had created the mfc2 rule earlier than the mfc1 rule, 
then all packets from 10.100.65.0/24 (including ICMP packets) would be dropped.

Configuring Packet Policers

Policers allow you to perform simple traffic policing and prevent traffic from 
consuming bandwidth inappropriately. To configure the policers, you need to apply 
a burst size and bandwidth limit to the traffic flow, and set a sequence for packets 
that exceed these limits. You can configure a policer for the traffic stream passing 
through the ingress direction of the gateway.

The gateway supports the following types of policers:

Single-Rate Tricolor Marking (srTCM)—A Single-Rate Tricolor Marker is part of 
an assured forwarding (AF) per-hop-behavior (PHB) classification system for a 
Differentiated Services (DiffServ) environment. This type of policer meters 
traffic based on the configured committed information rate (CIR) and 
committed burst size (CBS). The packets that conform to this behavior are 
either forwarded or marked with a DSCP value. The packets that do not 
conform are dropped. The gateway supports the token-bucket algorithm. Based 
on this algorithm, the incoming packets are classified as follows:

Green packets—Packets that conform to the behavior of srTCM policers.
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Red packets—Packets that violate the behavior of srTCM policers.

Two-Rate Tricolor Marking (trTCM)—A Two-Rate Tricolor Marker is part of an 
AF PHB classification system for a DiffServ environment. This type of policer 
meters traffic based on the configured CIR and peak information rate (PIR), 
along with their associated burst sizes, the CBS and peak burst size (PBS). The 
packets that conform to this behavior are marked with a DSCP value. The 
packets that exceed or violate the trTCM scheme are either marked with a 
DSCP value or dropped. Based on the token-bucket algorithm, the incoming 
packets are classified as follows:

Green packets—Packets that conform to the behavior of trTCM policers.

Yellow packets—Packets that exceed the behavior of trTCM policers.

Red packets—Packets that violate the behavior of trTCM policers.

In the gateway, both the single-rate and two-rate TCM schemes operate in a 
color-blind mode. In this mode, the packets are neither marked nor metered.

While configuring a trTCM policer, the peak information rate should be greater than 
the committed information rate, and the peak burst size should be greater than or 
equal to the committed burst size.

The policers can be attached either to an MF classifier or a BA classifier. When 
policers are attached to the BA classifier, the policers work on the entire Layer 2 
frames. When the policers are attached to the MF classifiers, they work on the 
Layer 3 datagrams (excluding Layer 2 headers). The policer rates are configured 
based on which classifier the policer is attached to. Thus, the policer rate varies for 
the policers attached to the MF and BA classifiers.

You can configure the gateway to perform flow-level policing, VLAN priority-based 
policing, and IP DSCP-based policing for the traffic stream passing through the 
ingress direction of the gateway. 

For these policing actions to take place, perform one of the following:

For flow-level policing, configure the MF classifier rule, attach the policer with 
the rule, and police for specific flows that are identified using the MF classifier 
fields such as destination IP address, source IP address, source port, 
destination port, protocol, and DSCP.

For VLAN priority-based policing, configure the BA classifier based on VLAN 
priority bits in the incoming traffic streams and attach the policers with a 
specific BA classifier rule.

For IP DSCP-based policing, configure the BA classifier based on IP DSCP 
values and attach the policers with a specific BA classifier rule.

NOTE: Policing based on MPLS EXP fields is not supported on the gateway. 
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To configure packet policers, include the policer statement at the [edit system] 
hierarchy level:

[edit system] 
edit policer policer-name {

edit type single-rate {
set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
set conform-action (forward | mark dscp-value);
set non-conform-action (drop | mark dscp-value);

}
edit type two-rate {

set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
set conform-action (forward | mark dscp-value);
set exceed-action mark dscp-value;
set peak-burst-size bytes;
set peak-info-rate kilobytes-per-second;
set violate-action (drop | mark dscp-value);

}
}

Example: Configuring Packet Policers
This example shows configuring a two-rate policer p1 with committed information 
rate of 256 kilobytes per second and peak information rate of 512 kilobytes per 
second, where all conforming packets are marked with the DSCP value of 2. The 
packets that exceed this behavior are marked with a DSCP value of 3 and packets 
that violate this behavior are dropped.

[edit system]
edit policer p1 {

edit type two-rate {
set committed-info-rate 256;
set committed-burst-size 512;
set peak-info-rate 512;
set peak-burst-size 1024;
set conform-action mark 2;
set exceed-action mark 3;
set violate-action drop;

}
}

Once you have configured the policer, you can commit the configuration.

To display the policer at the BX7000 CLI, use the show qos-profiles profile-name 
statement at the [edit] hierarchy level:

cli@BX7000# show qos-profiles p1
Name: p1
Type: two-rate
Committed info rate: 256
Committed burst size: 512
Peak info rate: 512
Peak burst size: 1024
Conform action: Mark, DSCP Value: 2
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Exceed action: Mark, DSCP Value: 3
Violate action: Drop

To display the QoS statistics at the BX7000 CLI, use the show qos-statistics 
profile-name statement at the [edit] hierarchy level:

cli@BX7000# show qos-statistics p1
Policer non-conforming packets: 0
Policer first bucket non-conforming packets: 0

where:

Policer non-conforming packets denotes the number of packets that do not 
conform to the policer.

Policer first bucket non-conforming packets denotes the number of packets that 
do not conform to the first bucket rule.

Configuring Packet Schedulers

Packet schedulers assign queuing priority to a forwarding class of packets in an 
output queue based on the IP Differentiated Services code point (DSCP) or virtual 
LAN (VLAN) priority value for the received packets from the Ethernet interface. 

The gateway supports the following three packet forwarding classes based on the IP 
DSCP or VLAN priority value and applies strict priority scheduling to all the three 
classes:

Expedited forwarding (EF) class—Highest priority class that supports voice 
traffic streams such as voice over IP (VoIP) which require minimum delay 
guarantees. Also, you can map the pseudowire traffic streams that are 
transmitted over generic routing encapsulation (GRE) tunnels to this queue.

Assured forwarding (AF) class—Next highest priority class that supports both 
the audio and video traffic stream. This class has four subclasses such as AF1, 
AF2, AF3, and AF4 with different weights, for which the weighted fair queuing 
(WFQ) is applied.

Best Effort (BE) class—Lowest priority class that is chosen as the default packet 
forwarding class when the packet does not match with any other class.

Among these forwarding classes, the EF and BE classes have a single queue each 
and the AF class has associated four queues. Strict priority scheduling is applied to 
all the three forwarding classes. See Figure 14 on page 494 for packet scheduling 
and queuing in the gateway.

NOTE: Scheduling and shaping are not supported at the ingress direction of the 
gateway.
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Figure 14:  Packet Scheduling and Queuing in the BX7000 Multi-Access Gateway

Table 10 on page 494 describes the priority provided for various types of traffic 
streams.

Table 10:  Priority for Various Types of Traffic Streams

Schedulers operate based on the IP DSCP value marked on the packets. If the IP 
DSCP value in the packet does not match to the DSCP values associated with the 
queues (or QoS classes), then the packet will be given the default BE treatment. By 
default, the DSCP value of 0 is internally mapped to the BE class. 

Type of Traffic 
Streams Order of Priority Remarks

Traffic streams 
from host

Highest priority Entire traffic streams from the host 
processor are treated as a single block. This 
class of traffic is mapped to the highest 
priority queue.

MPLS or non-IP 
traffic streams

Next higher priority MPLS traffic streams are given higher priority 
than the IPv4 traffic streams. When you map 
all pseudowire traffic streams to the RSVP 
MPLS tunnels, the corresponding pseudowire 
traffic streams are given a higher priority. 
However, if you map the pseudowire traffic 
streams to a GRE tunnel, then the priority is 
decided by the IP DSCP value in the IP 
header.

EF traffic streams High priority Delay-sensitive traffic streams.

AF traffic streams High priority Within the AF class, there are four 
subclasses. Among these subclasses, WFQ is 
applied.

BE traffic streams Lowest priority

Host

Non IP

EF

AF Subclass 1

BE

AF Subclass 2

AF Subclass 3

AF Subclass 4

Different Queues

Non-IP or Pseudowire Traffic Queue

Expedited Forwarding Traffic Queue

Weighted Fair 
Queuing

Assured Forwarding  Traffic Queue

Best Effort Traffic Queue

Host Generated Traffic Queue Highest 
Priority

Least 
Priority

Outgoing
Ethernet
Interface

g
0

0
2

9
3

7
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To configure the scheduler for packets transmitting from the Ethernet interface, 
include the scheduler statement at the [edit interface interface-name] hierarchy level:

[edit interface interface-name] 
edit scheduler {

edit assured-forwarding {
set scheduler-type wfq;
edit subclass 1 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit subclass 2 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit subclass 3 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit subclass 4 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit best-effort forwarding {

set priority dscp-value;
set shaper shaper-name;

}
edit expedited-forwarding {

set priority dscp-value;
set shaper shaper-name;

}
}

To delete the scheduler, include the delete scheduler at the [edit interface 
interface-name] hierarchy level:

[edit interface interface-name] 
   delete scheduler;

NOTE: As the congestion control algorithm is not supported on the gateway, the 
green, red, and yellow priority values take equal precedence.

NOTE: When the incoming traffic rate is beyond the throughput of the gateway, 
the packets are dropped at the receive side. Since all the packets are not getting 
queued on the transmit interface queues, the scheduler will not have an effect in 
such a congestion scenario.
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Example: Configuring Packet Schedulers
You can configure various forwarding classes such as EF, AF, and BE classes. In this 
example, the DSCP value with the value of 2 is associated to an EF class, which 
means the packet with a DSCP value of 2 will be given EF treatment. 

There are four AF subclasses among which WFQ scheduling is configured with a 40 
percent, 30 percent, 20 percent, and 10 percent weight respectively. For each AF 
subclass, three DSCP values are associated. Hence the DSCP values 3,13, and 23 
are mapped to an AF1 subclass.

All unmapped DSCP values are mapped to a BE class, which is the default class. 
Further, the DSCP value of 0 is also internally mapped to a BE class by default. 

Configuring a scheduler for expedited forwarding:

[edit interface ge-1/0/0] 
edit scheduler {

      edit expedited-forwarding {
         set priority 2;

}
}

Configuring a scheduler for assured forwarding:

[edit interface ge-1/0/0] 
edit scheduler {

edit assured-forwarding {
set scheduler-type wfq;
edit subclass 1 {

set weight 40;
set green-priority 3;
set yellow-priority 13;
set red-priority 23;

}
edit subclass 2 {

set weight 30;
set green-priority 4;
set yellow-priority 24;
set red-priority 14;

}
edit subclass 3 {

set weight 20;
set green-priority 5;
set yellow-priority 15;
set red-priority 25;

}
edit subclass 4 {

set weight 10;
set green-priority 6;
set yellow-priority 16;
set red-priority 26;

}
}

}
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To display the configured QoS scheduler at the BX7000 CLI, use the show 
qos-scheduler statement at the [edit] hierarchy level:

cli@BX7000# show qos-scheduler
Interface name: ge-1/0/0

Expedited forwarding
Priority: 2

Assured forwarding
Type: WFQ
Subclass: 1

Weight: 40
Green priority: 3
Yellow priority: 13
Red priority: 23

Subclass: 2
Weight: 30
Green priority: 4
Yellow priority: 24
Red priority: 14

Subclass: 3
Weight: 20
Green priority: 5
Yellow priority: 15
Red priority: 25

Subclass: 4
Weight: 10
Green priority: 6
Yellow priority: 16
Red priority: 26

Configuring Packet Shapers 

Packet shapers provide a rate limit to the traffic stream and pass the shaped traffic 
stream at a constant rate from the Ethernet interface of the gateway.

You can configure shaping for the EF or BE forwarding class at the egress direction 
of the gateway. The packets that pass through a particular forwarding class will also 
pass through its corresponding shaper. The traffic streams that are shaped are then 
scheduled. For more information on configuring packet schedulers, see 
“Configuring Packet Schedulers” on page 493.

The packet shapers are used to maintain a constant traffic flow rate. In the case of 
congestion in the transmit direction of the gateway, where the packets cannot be 
enqueued in the transmit queue, the packets are dropped.

Shapers operate based on the IP DSCP value marked on the packets. If the IP DSCP 
value in the packet does not match the DSCP values associated with the queues (or 
QoS classes), then the packet will get the default BE treatment. By default, the 
DSCP value of 0 is internally mapped to the BE class.

The shapers are configured based on the committed information rate (CIR) or 
committed and peak information rates (CIR-PIR). 
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Using CIR, you can set the committed information rate and its associated burst size 
for the shaper. Based on this, the packets are shaped and transmitted at the 
configured committed information rate.

Using CIR-PIR, you can set the CIR, PIR, and their associated burst sizes for the 
shaper. As a result, when there is no traffic (or congestion), the packets are shaped 
and sent out at the PIR. During traffic or congestion, the packets are transmitted at 
the CIR.

While configuring CIR-PIR, the PIR should be greater than the CIR and the peak 
burst size (PBS) should be greater than or equal to the committed burst size (CBS).

To configure the packet shaper, include the shaper statement at the [edit system] 
hierarchy level:

[edit system] 
edit shaper shaper-name {

edit type cir {
set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;

}
edit type cir-pir {

set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
set peak-burst-size bytes;
set peak-info-rate kilobytes-per-second;

}
}

To delete the shaper, include the delete shaper statement at the [edit system] 
hierarchy level:

[edit system] 
delete shaper shaper-name;

Example: Configuring Packet Shapers
Configuring a packet shaper based on CIR:

[edit system] 
edit shaper sh1 {

edit type cir {
set committed-burst-size 1024;
set committed-info-rate 256;

NOTE: You cannot delete any shaper that is associated with the scheduler. To 
delete the shaper, first delete the scheduler and then the shaper.

NOTE: You can configure shaping parameters only at a service class level or queue 
level but not at a flow level. For example, if you configure two kinds of flows (such 
as flow A and flow B) for the EF queue, the entire EF queue is shaped using a 
single shaper configuration. However, the gateway does not support configuring 
the flows A and B at different rates.
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}
}

Configuring a packet shaper based on PIR-CIR:

[edit system] 
edit shaper sh2 {

edit type cir-pir {
set committed-burst-size 256;
set committed-info-rate 8192;
set peak-burst-size 512;
set peak-info-rate 16384;

}
}

To display a packet shaper at the BX7000 CLI, use the show qos-shapers 
shaper-name statement at the [edit] hierarchy level:

cli@BX7000# show qos-shapers sh2
        Name: sh2
        Type: cir-pir
        Committed info rate: 8192
        Committed burst size: 256
        Peak info rate: 16384
        Peak burst size: 512

Configuring ATM QoS Profiles

Using the ATM QoS profiles, you can define the bandwidth utilization. The 
bandwidth utilization consists of either a constant rate or a peak cell rate, with 
sustained cell rate and burst tolerance.

These values define the short-term burst rate for ATM cells, the maximum number 
of cells that can be included in a burst, and the long-term sustained ATM cell traffic 
rate.

To configure ATM QoS profiles, include the following statements at the [edit 
atm-profile] hierarchy level:

[edit atm-profile]
 edit traffic-profile profile-index {

set burst-length cells; 
set cell-discard (enable | disable);
set mode (cbr | ubr | rtvbr | nrtvbr);

 set peak-rate cells-per-second;
set sustained-rate cell-sper-second;
set tag-cells (enable | disable);

}

You can configure the following traffic profiles for ATM:

Configuring Burst Length on page 500

Configuring Cell Discard Mode Status on page 500
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Configuring the Traffic Profile Mode for ATM Interfaces on page 500

Configuring Peak Rate on page 501

Configuring Tag Cell Mode Status on page 501

Configuring Sustained Rate on page 501

Configuring Burst Length
The burst length is the maximum allowed burst size of the ATM cells that are 
transmitted contiguously on a particular ATM connection. The value for burst length 
ranges from 0 through 24,000 cells.

To configure the burst length, include the burst-length statement at the [edit 
atm-profile traffic-profile profile-index] hierarchy level:

[edit atm-profile traffic-profile profile-index]
set burst-length cells;

Configuring Cell Discard Mode Status
The cells that do not conform to the configured traffic rate are optionally dropped 
using the cell-discard statement.

To configure the cell discard mode, include the cell-discard statement at the [edit 
atm-profile traffic-profile profile-index] hierarchy level:

[edit atm-profile traffic-profile profile-index]
set cell-discard (enable | disable);

NOTE: The default value for cell discard mode is disabled in ATM traffic profile 
configuration. This will not reflect in the CLI output if it is not configured explicitly 
by the user.

Configuring the Traffic Profile Mode for ATM Interfaces
You can configure the following traffic profile modes on the ATM interfaces:

Constant bit rate (CBR)—The CBR service category is used for connections that 
transport the traffic at a consistent bit rate, where there is an inherent reliance 
on time synchronization between the traffic source and the destination. 

Unspecified bit rate (UBR)—The UBR service category also is similar to 
NRTVBR, because it is used for connections that transport the variable bit rate 
traffic for which there is no reliance on time synchronization between the 
traffic source and the destination.

Real-time variable bit rate (RTVBR)—The RTVBR service category is used for 
connections that transport the traffic at variable rates. The traffic relies on 
accurate timing between the traffic source and the destination. 
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Nonreal-time variable bit rate (NRTVBR)—The NRTVBR service category is used 
for connections that transport the variable bit rate traffic for which there is no 
inherent reliance on time synchronization between the traffic source and the 
destination, but there is a need for an attempt at a guaranteed bandwidth or 
latency.

To configure bandwidth utilization for ATM interfaces, include the mode statement 
at the [edit atm-profile traffic-profile profile-index] hierarchy level:

[edit atm-profile traffic-profile profile-index]
set mode (cbr | ubr | rtvbr | nrtvbr);

Configuring Peak Rate
The peak cell rate (PCR) is the maximum rate at which cells are transported along a 
connection in the ATM network. The PCR is the determining factor on how often 
the ATM cells are sent with respect to time to minimize the jitter. The PCR is 
coupled with the Cell Delay Variation Tolerance (CDVT), which indicates how much 
jitter is allowed. The peak rate for an E1 interface ranges from 151 through 4528 
cells per second and for a T1 interface ranges from 151 through 3622 cells per 
second.

To configure the peak rate at which traffic can burst, include the peak-rate 
statement at the [edit atm-profile traffic-profile profile-index] hierarchy level:

[edit atm-profile traffic-profile profile-index]
set peak-rate cells-per-second;

Configuring Tag Cell Mode Status
The cells that do not conform to the configured traffic rate are optionally tagged 
with a CLP value (as one) or discarded by configuring the tag cells as enable or 
disable. 

To configure the tag cell mode, include the tag-cells statement at the [edit atm-profile 
traffic-profile profile-index] hierarchy level:

[edit atm-profile traffic-profile profile-index]
set tag-cells (enable | disable);

Configuring Sustained Rate
The sustainable cell rate (SCR) is the calculation of the average long-term cell 
transfer rate on a specific ATM connection. The sustained rate for an E1 interface 
ranges from 151 through 4528 cells per second and for a T1 interface ranges from 
151 through 3622 cells per second.

To configure the average long-term cell transfer rate, include the sustained-rate 
statement at the [edit atm-profile traffic-profile profile-index] hierarchy level:

[edit atm-profile traffic-profile profile-index]

NOTE: You can enable the tagging option only for CBR and VBR modes.
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set sustained-rate cells-per-second;

Example: Configuring ATM Traffic Profiles
[edit atm-profile]
 edit traffic-profile 1 {

set mode cbr;
 set peak-rate 4528;

set sustained-rate 100;
set burst-length 100; 
set tag-cells enable;
set cell-discard enable;

}

Once you have configured the ATM traffic profile, you can commit the 
configuration.

To display the configured parameters for the ATM traffic profile, use the show 
atm-traffic-profiles profile-name statement at the [edit] hierarchy level:

cli@BX7000> show atm-traffic-profiles 1
ATM Traffic Profile: 1

Mode: cbr
Discard mode: enable
Tag cells: enable
Peak rate: 4528 cells/sec
Sustained rate: 100 cells/sec
Burst length: 100 cells

NOTE: You can associate the configured traffic profile as traffic policing or shaping 
to the logical units on the T1 or E1 interface. Traffic policing is applied to the 
incoming traffic streams and traffic shaping is applied to outgoing traffic streams 
of the gateway. The ATM policy profile and shaping profile are configured on the 
logical units of ATM interface (refers to ATM VPI or VCI levels). For more 
information on associating the configured traffic profile as traffic policing, see 
“Configuring the ATM Policy Profile” on page 118. For more information on 
associating the configured traffic profile as traffic shaping, see “Configuring the 
ATM Policy Profile” on page 118.

NOTE: The gateway does not support classification, policing, or marking based on 
the ATM header CLP bit value. However, in certain ATM VBR policer 
configurations, the gateway allows the cells to set the CLP value of 1 whenever 
they are not conforming to SCR.
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Configuring 802.1P Bit Remarking

BX7000 supports the VLAN P bit remarking feature. The VLAN packet P bits are 
remarked based on the incoming DSCP value. You can globally define the DSCP 
value to the VLAN priority mapping rule. These rules can then be associated with 
VLAN subinterfaces during subinterface creation or modification. The packets 
egressing out of these subinterfaces are marked with the VLAN priority value as 
specified in the mapping rule. If you have not specified any mapping for an 
incoming DSCP value, then the egress packet is marked with the priority specified 
for that particular VLAN subinterface.

NOTE: If any DSCP remapping BA classifier rule is associated for a particular traffic, 
then the VLAN P bit marking will be applied based on the remapped DSCP value.

Configuring Rewrite Rules and Associating Them to an Interface
The 802.1 P bit remarking rule can be configured under rewrite rules in the class of 
service.

Include the following statements for configuring the rewrite rules for an interface:

#edit class-of-service
    #edit rewrite-rules
        #edit ieee-802.1 [name]
            #set dscp [value] vlan-priority [0-7];
            #set dscp [value-range] vlan-priority [0-7];
            #up
       #up
   #up
#

#edit interface ge-1/0/x
    #edit unit [0-31]
        #edit rewrite-rules
            #set ieee-802.1 [name];
            #up
       #up
    #up
#

NOTE: You can modify a rule only if it is NOT associated with any interface. 

Deleting Rewrite Rules
You can delete the rewrite rules only if it is NOT associated to any interface.  You 
have to first disassociate the rule from an interface and then delete the rule.

To delete all the rules, include the delete class-of-service statement. You can also 
delete all the rules by including the following statements:

#edit class-of-service
    #delete rewrite-rules;

You can delete a specific rule by providing the name of the rule.

#edit class-of-service
    #edit rewrite-rules
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        #delete ieee-802.1 [name] | (all);

To delete specific rows of a rule, include the following statements:

#edit class-of-service
    #edit rewrite-rules
        #edit  ieee-802.1 [name] 
            #delete dscp [value]; 
            #delete dscp [value-range];
        #up
   #up

To disassociate a rule from an interface, include the following statements:

#edit interface ge-1/0/x
    #edit unit [0-31]
        #delete rewrite-rules;

Or

#edit interface ge-1/0/x
    #edit unit [0-31]
        #edit rewrite-rules
            #delete ieee-802.1;

#up

Displaying the Class-of-Service Configuration
To display the complete class of service configuration, use the show class-of-service 
statement.

root@BX7000# show class-of-service [name]
  Rewrite rule: name1, type: ieee-802.1
      DSCPVLAN
      1-10           1
      15 2

  Rewrite rule: name2, type: ieee-802.1
      DSCPVLAN
      10-20          1
      25 2

To display the class of service configuration for a specific rewrite rule name, use the 
show class-of-service [name] statement.

root@BX7000# show class-of-service [name]
  Rewrite rule: [name], type: ieee-802.1
      DSCPVLAN
      1-10           1
      15 2
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To list all interfaces and associated rewrite rules, use the show class of service 
interfaces <interface-name> statement.

root@BX7000# show class-of-service interfaces
   Interface  rewrite-rule  rule-type
   ge-1/0/0.0             name1                             ieee-802.1
   ge-1/0/0.1             name2                             ieee-802.1

To display the interface associated with the details of the associated IEEE 802.1p 
rewrite rule.

root@BX7000# show interface [interface-name] Extensive

Physical interface :ge-1/0/1, Enabled, Physical Link : Down
        ……..
Logical Interface Name :ge-1/0/1.0
        Vlan Id   : 10
        User Priority: 0
        Admin status : Enabled
        Destination Filtering : Disabled
        Operational status : Disabled
        ……..
        IEEE 802.1p rewrite rule: [name]
        ….....
        Traffic statistics:
        Input Packets   :                       0 
        Output Packets  :                       0 
        DMAC Filter Packet Drops:               0 
        Input errors:
        Drops: 0
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Summary of Quality-of-Service 
Statements

The following descriptions explain each ATM pseudowire configuration statement. 
The statements are organized alphabetically.

assured-forwarding

Syntax assured-forwarding {
scheduler-type wfq;
subclass 1 {

weight weight-number;
green-priority green-dscp-value;
yellow-priority yellow-dscp-value;
red-priority red-dscp-value;
shaper shaper-name;

}
subclass 2 {

weight weight-number;
green-priority green-dscp-value;
yellow-priority yellow-dscp-value;
red-priority red-dscp-value;
shaper shaper-name;

}
subclass 3 {

weight weight-number;
green-priority green-dscp-value;
yellow-priority yellow-dscp-value;
red-priority red-dscp-value;
shaper shaper-name;

}
subclass 4 {

weight weight-number;
green-priority green-dscp-value;
yellow-priority yellow-dscp-value;
red-priority red-dscp-value;
shaper shaper-name;

}
}

Hierarchy Level [edit interface interface-name scheduler]

Release Information Statement introduced in BXOS Release 3.0.
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Description The assured forwarding (AF) class has the next highest priority to the 
expedited-forwarding class. The AF class supports both audio and video traffic 
stream. This class has four subclasses—AF1, AF2, AF3, and AF4—with different 
weights to which weighted fair queuing (WFQ) is applied.

Options scheduler-type—WFQ for the AF subclasses (AF1, AF2, AF3, and AF4).

subclass 1—AF subclass 1 (AF1).

subclass 2—AF subclass 2 (AF2).

subclass 3—AF subclass 3 (AF3).

subclass 4—AF subclass 4 (AF4).

weight—Percentage assigned for the AF subclass.
Range: 0 through 100
Default: None

green-priority—Priority given for a particular AF subclass.
Range: 0 through 63
Default: None

yellow-priority—Priority given for a particular AF subclass.
Range: 0 through 63
Default: None

red-priority—Priority given for a particular AF subclass. 
Range: 0 through 63
Default: None

shaper-name—Name of the shaper.

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

Related Topics best-effort forwarding, expedited-forwarding, green-priority, red-priority, scheduler-type, 
shaper, weight, yellow-priority

best-effort forwarding

Syntax best-effort forwarding {
priority dscp-value;
shaper shaper-name;

}

Hierarchy Level [edit interface interface-name scheduler]

Release Information Statement introduced in BXOS Release 3.0.

Description Best Effort (BE) class is the lowest priority class. It is the default packet forwarding 
class when the packet does not match with any other class.

priority—DSCP value assigned for the BE class.
Range: 0 through 63
Default: None
best-effort forwarding
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shaper-name—Name of the shaper.

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

Related Topics assured-forwarding, expedited-forwarding

burst-length

Syntax burst-length cells;

Hierarchy Level [edit atm-profile traffic-profile profile-index]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure burst length, the maximum allowed burst size of ATM cells that are 
transmitted contiguously on a particular ATM connection.

Options burst-length—Specify the maximum number of cells that a burst of traffic can 
contain.
Range: 0 through 24,000 cells
Default: None

Usage Guidelines See “Configuring Burst Length” on page 500.

Related Topics cell-discard, mode, peak-rate, sustained-rate, tag-cells

cell-discard

Syntax cell-discard (enable | disable);

Hierarchy Level [edit atm-profile traffic-profile profile-index]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure nonconformant cells.

Options enable—Enable the cell discard mode.

disable—Disable the cell discard mode.

Usage Guidelines See “Configuring Cell Discard Mode Status” on page 500.

Related Topics burst-length, mode, peak-rate, sustained-rate, tag-cells

class-of-service

Syntax class-of-service;

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in BXOS Release 4.2.

Description Configure the class of service.
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Usage Guidelines See “Configuring 802.1P Bit Remarking” on page 503.

Related Topics dscp [value] | [value-range] vlan-priority [0-7], ieee-802.1, rewrite-rules, 

classifier

classifier (BA)

classifier (MF)

classifier (BA)

Syntax classifier classifier-name {
dscp value match-action (drop | mark dscp-value| forward | policer policer-name);
vlan-pri value;

}

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Define the classifier to prioritize the packets using behavior aggregate (BA) 
classification. 

Options classifier-name—Name of the classifier.

dscp—Differentiated Services code point (DSCP) value.
Range: 0 through 63
Default: None

match-action—Action to take if the packet matches the BA classifier rule. The match 
action includes drop the packet, forward the packet, mark the packet with a 
DSCP value, or apply the policer rule to the packet.

drop—Drops the packet.

mark—Marks the packet with a DSCP value.
Range: 0 through 63
Default: None

forward—Forwards the packet.

policer-name—Name of the packet policer.

vlan-pri— VLAN priority value.
Range: 0 through 7
Default: None

Usage Guidelines See “Configuring Behavior Aggregate Classifiers” on page 487.

Related Topics dscp, match-action, vlan-pri
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classifier (MF)

Syntax classifier classifier-name;
match-action (drop | forward | mark dscp-value| policer policer-name);
multi-field {

destination-ip address/prefix;
destination-port value;
dscp dscp-value;
protocol (tcp | udp | icmp | gre | eigrp | igmp | igrp | ah | esp | ipnip);
source-ip address;
source-port value;

}

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the multifield classifier on the gateway.

Options classifier-name—Name of the multifield classifier.

match-action—Action to take if the packet matches the multifield classifier rule. The 
match action includes drop the packet, forward the packet, mark the packet 
with a DSCP value, or apply the policer rule to the packet.

multi-field—Classifier based on multiple fields.

destination-ip—Destination IP address.

destination-port—Destination port or port range.
Range: 0 through 65,535
Default: None

dscp—Differentiated Services code point value. 
Range: 0 through 63
Default: None

protocol—TCP, UDP, Internet Control Message Protocol (ICMP), generic routing 
encapsulation (GRE), Extended IGRP (EIGRP), Internet Group Management 
Protocol (IGMP), Interior Gateway Routing Protocol (IGRP), Authentication 
Header (AH), Encapsulating Security Payload (ESP), and IPNIP protocols.

source-ip— Source IP address.

source-port—Source port or port range. 
Range: 0 through 65,535
Default: None

Usage Guidelines See “Configuring Multifield Classifiers” on page 488.

Related Topics destination-ip, destination-port, dscp, match-action, protocol, source-ip, source-port

committed-burst-size 

committed-burst-size (policer)
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committed-burst-size (shaper)

committed-burst-size (policer)

Syntax committed-burst-size bytes;

Hierarchy Level [edit system policer policer-name type (single-rate | two-rate)]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum number of bytes allowed for incoming packets to burst 
above the committed information rate. 

Options committed-burst-size—Committed burst size, in bytes.
Range: 256 bytes through 120,000,000 bytes
Default: None

Usage Guidelines See “Configuring Packet Policers” on page 490.

Related Topics committed-info-rate, conform-action, exceed-action, non-conform-action, 
peak-burst-size, peak-info-rate, violate-action

committed-burst-size (shaper)

Syntax committed-burst-size bytes;

Hierarchy Level [edit system shaper shaper-name type cir],
[edit system shaper shaper-name type cir-pir]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum number of bytes allowed for incoming packets to burst 
above the CIR.

Options committed-burst-size—Committed burst size, in bytes.
Range: 256 bytes through 50,000,000 bytes
Default: None

Usage Guidelines See “Configuring Packet Shapers” on page 497.

Related Topics committed-info-rate, peak-burst-size, peak-info-rate

committed-info-rate

committed-info-rate (policer)

committed-info-rate (shaper)
committed-info-rate
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committed-info-rate (policer)

Syntax committed-info-rate kilobytes-per-second;

Hierarchy Level [edit system policer policer-name type (single-rate | two-rate)]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum bandwidth for the incoming packets.

Options committed-info-rate—Commited information rate for incoming packets, in kilobytes 
per second.
Range: 8 through 12,500 kilobytes per second (for Fast Ethernet)
Default: None
Range: 15,000 kilobytes per second (for Gigabit Ethernet)
Default: None

Usage Guidelines See “Configuring Packet Policers” on page 490.

Related Topics committed-burst-size, conform-action, exceed-action, non-conform-action, 
peak-burst-size, peak-info-rate, violate-action

committed-info-rate (shaper)

Syntax set committed-info-rate kilobytes-per-second;

Hierarchy Level [edit system shaper shaper-name type cir], 
[edit system shaper shaper-name type cir-pir]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the guaranteed bandwidth, in kilobytes per second, under normal 
conditions.

Options committed-info-rate—Guaranteed bandwidth, in kilobytes per second.
Range: 256 through 6250 kilobytes per second
Default: None

Required Privilege Level See “Configuring Packet Shapers” on page 497.

Related Topics committed-burst-size, peak-burst-size, peak-info-rate

conform-action

Syntax conform-action (forward | mark dscp-value);

Hierarchy Level [edit system policer policer-name type (single-rate | two-rate)]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the action to take if the packet rate is below the committed rate limits.

Options forward—Forwards the packet.
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mark—Marks the packet with a DSCP value.
Range: 0 through 63
Default: None

Usage Guidelines See “Configuring Packet Policers” on page 490.

Related Topics committed-info-rate, committed-burst-size, exceed-action, non-conform-action, 
peak-burst-size, peak-info-rate, violate-action

destination-ip

Syntax destination-ip address/prefix;

Hierarchy Level [edit system classifier classifier-name multi-field]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the destination IP address. 

Options destination-ip—IP address for the destination.

Usage Guidelines See “Configuring Multifield Classifiers” on page 488.

Related Topics classifier, destination-port, dscp, match-action, protocol, source-ip, source-port

destination-port

Syntax destination-port value;

Hierarchy Level [edit system classifier classifier-name multi-field]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the destination port. 

Options value—Destination port or port range. For example, the value can be either a or a-b, 
where a and b are numbers ranging from in 0 through 65,535.
Range: 0 through 65,535
Default: None

Usage Guidelines See “Configuring Multifield Classifiers” on page 488.

Related Topics classifier, destination-ip, dscp, match-action, protocol, source-ip, source-port

dscp

Syntax dscp value;

Hierarchy Level [edit interface interface-name classifier classifier-name],
[edit system classifier classifier-name multi-field]
destination-ip
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Release Information Statement introduced in BXOS Release 3.0.

Description Configure the Differentiated Services code point value.

Options value—DSCP value.
Range: 0 through 63
Default: 0

Usage Guidelines See “Configuring Behavior Aggregate Classifiers” on page 487 and “Configuring 
Multifield Classifiers” on page 488.

Related Topics classifier, destination-ip, destination-port, dscp, match-action, protocol, source-ip, 
source-port, vlan-pri

dscp [value] | [value-range] vlan-priority [0-7]

Syntax dscp [value] | [value-range] vlan-priority [0-7];

Hierarchy Level [edit class-of-service rewrite-rules]

Release Information Statement introduced in BXOS Release 4.2.

Description Specify the differentiated services code point VLAN priority.

Options Integer; Min: dscp - 0, vlan - 0; Max: dscp - 63, vlan - 7

Usage Guidelines See “Configuring 802.1P Bit Remarking” on page 503.

Related Topics class-of-service, ieee-802.1, rewrite-rules

exceed-action

Syntax exceed-action mark dscp-value;

Hierarchy Level [edit system policer policer-name type two-rate]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the action take if the packet rate exceeds the committed rate limits.

Options drop—Drop the packet.

mark—Mark the packet with a DSCP value.
Range: 0 through 63
Default: None

Usage Guidelines See “Configuring Packet Policers” on page 490.

Related Topics committed-burst-size, committed-info-rate, conform-action, non-conform-action, 
peak-burst-size, peak-info-rate, violate-action
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expedited-forwarding

Syntax expedited-forwarding {
priority dscp-value;
shaper shaper-name;

}

Hierarchy Level [edit interface interface-name scheduler]

Release Information Statement introduced in BXOS Release 3.0.

Description Specify the expedited forwarding (EF) class, the highest priority class that supports 
voice traffic stream.

Options priority—DSCP value assigned for the EF class.
Range: 0 through 63
Default: None

shaper-name—Name of the shaper.

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

Related Topics assured-forwarding, best-effort forwarding, priority, shaper

green-priority

Syntax green-priority green-dscp-value;

Hierarchy Level [edit interface interface-name scheduler assured-forwarding subclass 1],
[edit interface interface-name scheduler assured-forwarding subclass 2],
[edit interface interface-name scheduler assured-forwarding subclass 3],
[edit interface interface-name scheduler assured-forwarding subclass 4]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the priority for a particular AF subclass.

Options green-dscp-value—Priority given for a particular AF subclass.
Range: 0 through 63
Default: None

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

Related Topics red-priority, scheduler-type, shaper, weight, yellow-priority

ieee-802.1 

Syntax ieee-802.1 [name]|all;

Hierarchy Level [edit class-of-service rewrite-rules]

Release Information Statement introduced in BXOS Release 4.2.

Description Define the IEEE-802.1 rewrite rule name.
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Options String; Min: 1 character; Max: 32 characters.

Usage Guidelines See “Configuring 802.1P Bit Remarking” on page 503.

Related Topics class-of-service,dscp [value] | [value-range] vlan-priority [0-7], rewrite-rules

match-action

Syntax match-action (drop | mark dscp-value | forward | policer policer-name);

Hierarchy Level [edit interface interface-name classifier classifier-name],
[edit system classifier classifier-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Action to take if the packet matches the behavior aggregate (BA) or multifield (MF) 
classifier rule. The match action includes drop the packet, forward the packet, mark 
the packet with DSCP value, or apply the policer rule to the packet.

Options match-action—Action to take if the packet matches the BA or MF classifier rule.

drop—Discard the packet if the packet does not match the BA or MF classifier rule.

mark— Mark the packet with a DSCP value.
Range: 0 through 63
Default: None

forward—Send the packet to the next hop if the packet matches the multifield 
classifier rule.

policer-name—Name of the policer.

Usage Guidelines See “Configuring Behavior Aggregate Classifiers” on page 487 and “Configuring 
Multifield Classifiers” on page 488.

Related Topics classifier, destination-ip, destination-port, dscp, protocol, source-ip, source-port

mode

Syntax mode (cbr | ubr | rtvbr | nrtvbr);

Hierarchy Level [edit atm-profile traffic-profile profile-index]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure bandwidth utilization for ATM interfaces.

Options cbr—Specify the traffic profile mode as constant bit rate (CBR) on the ATM 
interface.

ubr—Specify the traffic profile mode as unspecified bit rate (UBR) on the ATM 
interface.
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rtvbr—Specify the traffic profile mode as real-time variable bit rate (RTVBR) on the 
ATM interface.

nrtvbr—Specify the traffic profile mode as nonreal-time variable bit rate (NRTVBR) 
on the ATM interface.

Usage Guidelines See “Configuring the Traffic Profile Mode for ATM Interfaces” on page 500.

Related Topics burst-length, cell-discard, peak-rate, sustained-rate, tag-cells

non-conform-action

Syntax non-conform-action (mark dscp-value | drop)

Hierarchy Level [edit system policer policer-name type single-rate]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the action to take if the packet rate exceeds the committed rate limits.

Options drop—Drop the packet.

mark—Mark the packet with a DSCP value.
Range: 0 through 63
Default: None

Usage Guidelines See “Configuring Packet Policers” on page 490.

Related Topics committed-burst-size, committed-info-rate, conform-action, exceed-action, 
peak-burst-size, peak-info-rate, violate-action

peak-burst-size

peak-burst-size (policer)

peak-burst-size (shaper)

peak-burst-size (policer)

Syntax peak-burst-size bytes;

Hierarchy Level [edit system policer policer-name type two-rate]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum number of bytes allowed for incoming packets to burst 
above the peak information rate (PIR).

Options peak-burst-size—Peak burst size, in bytes.
Range: 256 through 120,000,000 bytes
Default: None

Usage Guidelines See “Configuring Packet Policers” on page 490.
non-conform-action
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Related Topics committed-burst-size, committed-info-rate, conform-action, exceed-action, 
non-conform-action, peak-info-rate, violate-action

peak-burst-size (shaper)

Syntax peak-burst-size bytes;

Hierarchy Level [edit system shaper shaper-name type cir-pir]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum number of bytes allowed for incoming packets to burst 
above the peak information rate (PIR).

Options peak-burst-size—Peak burst size, in bytes.
Range: 256 bytes through 50,000,000 bytes
Default: None

Usage Guidelines See “Configuring Packet Shapers” on page 497.

Related Topics committed-burst-size, committed-info-rate, peak-info-rate

peak-info-rate

peak-info-rate (policer)

peak-info-rate (shaper)

peak-info-rate (policer)

Syntax peak-info-rate kilobytes-per-second;

Hierarchy Level [edit system policer policer-name type two-rate]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the peak rate for a two-rate limit profile.

Options peak-info-rate—Peak rate, in kilobytes per second.
Range: 8 through 12,500 kilobytes per second (for Fast Ethernet)
Default: None
Range: 15,000 kilobytes per second (for Gigabit Ethernet)
Default: None

Usage Guidelines See “Configuring Packet Policers” on page 490.

Related Topics committed-burst-size, committed-info-rate, conform-action, exceed-action, 
non-conform-action, peak-burst-size, violate-action

peak-info-rate (shaper)

Syntax peak-info-rate kilobytes-per-second;
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Hierarchy Level [edit system shaper shaper-name type cir-pir]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum achievable rate.

Options peak-info-rate—Maximum achievable rate, in kilobytes per second.
Range: 512 through 6250 kilobytes per second
Default: None

Usage Guidelines See “Configuring Packet Shapers” on page 497.

Related Topics committed-burst-size, committed-info-rate, peak-burst-size

peak-rate

Syntax peak-rate cells-per-second;

Hierarchy Level [edit atm-profile traffic-profile profile-index]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the maximum peak rate at which traffic in the ATM network can burst.

Options cells-per-second—Specify the burst threshold, in cells per second.
Range (T1 interface): 151 through 3622 cells per second
Default (T1 interface): 151 cells per second
Range (E1 interface): 151 through 4528 cells per second
Default (E1 interface): 151 cells per second

Usage Guidelines See “Configuring Peak Rate” on page 501.

Related Topics burst-length, cell-discard, mode, sustained-rate, tag-cells

policer

Syntax policer policer-name;
edit type single-rate {

set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
set conform-action (forward | mark dscp-value);
set non-conform-action (mark dscp-value | drop);

}

edit type two-rate {
set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
set conform-action (forward | mark dscp-value);
set exceed-action mark dscp-value;
set peak-burst-size bytes;
set peak-info-rate kilobytes-per-second;
set violate-action (mark dscp-value | drop);

}

peak-rate
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Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the packet policers on the gateway.

Options policer-name—Name of the packet policer.

type—Packet policer type, which can be single-rate or two-rate.

committed-burst-size—Maximum number of bytes allowed for incoming packets to 
burst above the committed information rate.
Range: 256 through eight times the configured CIR value
Default: None

committed-info-rate—Committed information rate, in kilobytes per second.
Range: 8 through 120,000 kilobytes per second
Default: None

conform-action—Action to take if the packet rate is below committed rate limits. 
Depending on the rate, you can forward the packet or mark it with a 
Differentiated Services code point (DSCP) value.

forward—Forwards the packet.

mark—Marks the packet with a DSCP value.
Range: 0 through 63
Default: None

non-conform-action—Action to take if the packet rate exceeds the committed rate 
limit.

mark—Marks the packet with a DSCP value. 
Range: 0 through 63
Default: None

drop—Drops the packet.

exceed-action—Action to take if the packet rate exceeds the committed rate limit.

mark—Marks the packet with a DSCP value. 
Range: 0 through 63
Default: None

peak-burst-size—Peak burst size of packets, in bytes, for a two-rate limit profile.
Range: 256 bytes through eight times the configured PIR value
Default: None

peak-info-rate—Peak rate, in kilobytes per second, for a two-rate limit profile. 
Range: 64 through 120,000 kilobytes per second
Default: None

violate-action—Action to take if the packet rate exceeds the peak rate limit.
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mark—Marks the packet with a DSCP value.
Range: 0 through 63
Default: None

drop—Drops the packet.

Usage Guidelines See “Configuring Packet Policers” on page 490.

Related Topics committed-burst-size, committed-info-rate, conform-action, exceed-action, 
non-conform-action, peak-burst-size, peak-info-rate, violate-action

priority

Syntax priority dscp-value;

Hierarchy Level [edit interface interface-name scheduler assured-forwarding],
[edit interface interface-name scheduler best-effort-forwarding]

Release Information Statement introduced in BXOS Release 3.0.

Description DCSP value assigned for the assured forwarding or best effort forwarding classes.

Options dscp-value—Specify DSCP value.
Range: 0 through 63
Default: None

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

Related Topics best-effort forwarding, expedited-forwarding, shaper

protocol

Syntax protocol ( [0-255] | tcp | udp | icmp | gre | eigrp | igmp | ah | esp | ip-in-ip | ip-within-ip);

Hierarchy Level [edit system classifier classifier-name multi-field]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the protocol name. 

Options protocol—TCP, UDP, Internet Control Message Protocol (ICMP), generic routing 
encapsulation (GRE), Extended IGRP (EIGRP), Internet Group Management 
Protocol (IGMP), Authentication Header (AH), Encapsulating Security Payload 
(ESP), and IPNIP protocols.

Usage Guidelines See “Configuring Multifield Classifiers” on page 488.

Related Topics classifier, destination-ip, destination-port, dscp, match-action, source-ip, source-port
priority



Chapter 26: Summary of Quality-of-Service Statements
red-priority

Syntax red-priority red-dscp-value;

Hierarchy Level [edit interface interface-name scheduler assured-forwarding subclass 1],
[edit interface interface-name scheduler assured-forwarding subclass 2],
[edit interface interface-name scheduler assured-forwarding subclass 3],
[edit interface interface-name scheduler assured-forwarding subclass 4]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure a priority for a particular AF subclass.

Options red-dscp-value—Priority given for a particular AF subclass.
Range: 0 through 63
Default: None

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

Related Topics green-priority, scheduler-type, shaper, weight, yellow-priority

rewrite-rules

Syntax rewrite-rules;

Hierarchy Level [edit class-of-service]

Release Information Statement introduced in BXOS Release 4.2.

Description Define the rewrite rules applied to outgoing packets.

Usage Guidelines See “Configuring 802.1P Bit Remarking” on page 503.

Related Topics class-of-service,dscp [value] | [value-range] vlan-priority [0-7], ieee-802.1

scheduler

Syntax edit scheduler {
edit assured-forwarding {

set scheduler-type wfq;
edit subclass 1 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit subclass 2 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit subclass 3 {

set green-priority green-dscp-value;
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set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit subclass 4 {

set green-priority green-dscp-value;
set red-priority red-dscp-value;
set weight weight-number;
set yellow-priority yellow-dscp-value;

}
edit best-effort forwarding {

set priority dscp-value;
set shaper shaper-name;

}
edit expedited-forwarding {

set priority dscp-value;
set shaper shaper-name;

}
}

Hierarchy Level [edit interface interface-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Assign a queuing priority to a forwarding class of packets in an output queue based 
on the IP Differentiated Services code point (DSCP) or virtual LAN (VLAN) priority 
value for the received packets from the Ethernet interface. 

The gateway supports the following packet forwarding classes:

Expedited forwarding (EF) class—Highest priority class that supports voice 
traffic stream.

Assured forwarding (AF) class—Next highest priority class that supports both 
the audio and video traffic streams. This class has four subclasses: AF1, AF2, 
AF3, and AF4 with different weights, for which waited fair queuing (WFQ) is 
applied.

Best Effort (BE) class—Lowest priority class that is chosen as the default packet 
forwarding class when the packet does not match any other class.

Options priority for EF, AF, and BE—DSCP value assigned for the respective forwarding 
classes.
Range: 0 through 63
Default: None

scheduler-type—Weighted fair queuing (WFQ) for the AF subclasses (AF1, AF2, AF3, 
and AF4).

subclass 1—AF subclass 1 (AF1).

subclass 2—AF subclass 2 (AF2).

subclass 3—AF subclass 3 (AF3).

subclass 4—AF subclass 4 (AF4).
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weight—Percentage assigned for a AF subclass.
Range: 1 through 100
Default: None

green-priority—Priority given for a particular AF subclass.
Range: 0 through 63
Default: None

yellow-priority—Priority given for a particular AF subclass.
Range: 0 through 63
Default: None

red-priority—Priority given for a particular AF subclass.
Range: 0 through 63
Default: None

shaper-name—Name of the shaper.

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

scheduler-type

Syntax scheduler-type wfq;

Hierarchy Level [edit interface interface-name scheduler assured-forwarding]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure weighted fair queuing (WFQ) for the assured forwarding (AF) subclasses 
(AF1, AF2, AF3, and AF4).

Options wfq—WFQ for the AF subclasses (AF1, AF2, AF3, and AF4).

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

Related Topics green-priority, red-priority, yellow-priority, shaper, weight

shaper

shaper

shaper (scheduler)

shaper

Syntax shaper shaper-name {
edit type cir {

set committed-info-rate kilobytes-per-second;
set committed-burst-size bytes;

}
edit type cir-pir {

set committed-burst-size bytes;
set committed-info-rate kilobytes-per-second;
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set peak-burst-size bytes;
set peak-info-rate kilobytes-per-second;

}
}

Hierarchy Level [edit system]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure shapers based on the committed information rate (CIR) or committed 
and peak information rates (CIR-PIR). Using CIR, you can set the committed 
information rate of the packets and its associated burst sizes for the shapers. Using 
CIR-PIR, you can set the committed information rate, peak information rate, and 
their associated burst sizes for the shapers.

Options committed-burst-size—Maximum number of bytes allowed for incoming packets to 
burst above the CIR.
Range: 256 bytes through eight times the configured CIR value
Default: None

committed-info-rate—Guaranteed bandwidth, in kilobytes per second, under normal 
conditions.
Range: 256 through 6250 kilobytes per second
Default: None

peak-info-rate—Maximum achievable rate, in kilobytes per second.
Range: 512 through 6250 kilobytes per second
Default: None

peak-burst-size—Maximum number of bytes allowed for incoming packets to burst 
above the PIR.
Range: 256 bytes through eight times the configured PIR value
Default: None

Usage Guidelines See “Configuring Packet Shapers” on page 497.

shaper (scheduler)

Syntax shaper shaper-name;

Hierarchy Level [edit interface interface-name scheduler expedited-forwarding],
[edit interface interface-name scheduler assured-forwarding],
[edit interface interface-name scheduler best-effort-forwarding]

Release Information Statement introduced in BXOS Release 3.0.

Description Associate the packet shaper with the scheduler.

Options shaper-name—Name of the shaper.

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

Related Topics priority
shaper
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source-ip

Syntax source-ip address;

Hierarchy Level [edit system classifier classifier-name multi-field]

Release Information Statement introduced in BXOS Release 3.0.

Description Configures the source IP address. 

Options address—IP address of the source.

Additional Information See “Configuring Multifield Classifiers” on page 488.

Related Topics classifier, destination-ip, destination-port, dscp, match-action, protocol, source-port

source-port

Syntax source-port value;

Hierarchy Level [edit system classifier classifier-name multi-field]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the source port. 

Options value—Source port or port range. For example, the value can be either a or a-b, 
where a and b are numbers ranging from 0 through 65,535.
Range: 0 through 65,535
Default: None

Usage Guidelines See “Configuring Multifield Classifiers” on page 488.

Related Topics classifier, destination-ip, destination-port, dscp, match-action, protocol, source-ip

sustained-rate

Syntax sustained-rate cells-per-second;

Hierarchy Level [edit atm-profile traffic-profile profile-index]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the average long-term cell transfer rate on an ATM connection.

Options sustained-rate—Specify the average long-term cell transfer rate on an ATM 
connection.
Range (T1 interface): 151 through 3622 cells per second
Default (T1 interface): 151 cells per second
Range (E1 interface): 151 through 4528 cells per second
Default (E1 interface): 151 cells per second

Usage Guidelines See “Configuring Sustained Rate” on page 501.
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Related Topics burst-length, cell-discard, mode, peak-rate, tag-cells

tag-cells

Syntax tag-cells (enable | disable);

Hierarchy Level [edit atm-profile traffic-profile profile-index]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the nonconformant cells that are optionally tagged with a CLP value (as 
one).

Options enable—Enable tag cell mode.

disable—Disable tag cell mode.

Usage Guidelines See “Configuring Tag Cell Mode Status” on page 501.

Related Topics burst-length, cell-discard, mode, peak-rate, sustained-rate

traffic-profile

Syntax traffic-profile profile-index {
burst-length cells; 
cell-discard (enable | disable);
mode (cbr | ubr | rtvbr | nrtvbr);
peak-rate cells-per-second;
sustained-rate cells-per-second;
tag-cells (enable | disable);

}

Hierarchy Level [edit atm-profile]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the bandwidth utilization, which consists of either a constant rate or a 
peak cell rate, with sustained cell rate and burst tolerance.

Usage Guidelines See “Configuring ATM QoS Profiles” on page 499.

violate-action

Syntax violate-action (mark dscp-value | drop)

Hierarchy Level [edit system policer policer-name type two-rate]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the action to take if the packet rate exceeds the peak rate limits.

Options drop—Drop the packet.
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mark—Mark the packet with a DSCP value.
Range: 0 through 63
Default: None

Usage Guidelines See “Configuring Packet Policers” on page 490.

Related Topics committed-burst-size, committed-info-rate, conform-action, exceed-action, 
non-conform-action, peak-burst-size, peak-info-rate

vlan-pri

Syntax vlan-pri value;

Hierarchy Level [edit interface interface-name classifier classifier-name]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the virtual LAN (VLAN) priority bit.

Options value—VLAN priority bit value.
Range: 0 through 7
Default: None

Usage Guidelines See “Configuring Behavior Aggregate Classifiers” on page 487.

Related Topics classifier, dscp, match-action

weight

Syntax weight weight-number;

Hierarchy Level [edit interface interface-name scheduler assured-forwarding subclass 1],
[edit interface interface-name scheduler assured-forwarding subclass 2],
[edit interface interface-name scheduler assured-forwarding subclass 3],
[edit interface interface-name scheduler assured-forwarding subclass 4]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the percentage assigned for AF subclass 1 (AF1), AF subclass 2 (AF2), AF 
subclass 3 (AF3), and AF subclass 4 (AF4).

Options weight-number—Percentage assigned for AF 1 through AF 4.
Range: 1 through 100
Default: None

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

Related Topics green-priority, red-priority, scheduler-type, shaper, yellow-priority
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yellow-priority

Syntax yellow-priority yellow-dscp-value;

Hierarchy Level [edit interface interface-name scheduler assured-forwarding subclass 1],
[edit interface interface-name scheduler assured-forwarding subclass 2],
[edit interface interface-name scheduler assured-forwarding subclass 3],
[edit interface interface-name scheduler assured-forwarding subclass 4]

Release Information Statement introduced in BXOS Release 3.0.

Description Configure the priority for a particular AF subclass.

Options yellow-dscp-value—Priority given for a particular AF subclass.
Range: 0 through 63
Default: None

Usage Guidelines See “Configuring Packet Schedulers” on page 493.

Related Topics green-priority, red-priority, scheduler-type, shaper, weight
yellow-priority
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Operation, Administration, and Maintenance on page 533
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Chapter 27

Operation, Administration, and 
Maintenance

Operation, Administration, and Maintenance (OAM) describes the monitoring of 
the network operations by the network operators. You can use OAM functions to:

Detect and localize network faults.

Examine and report network status.

Monitor and measure network performance.

Provision and configure user parameters.

BXOS supports the following OAM functions (Y1731) on the physical and logical 
interfaces:

OAM functions for fault management:

Ethernet alarm indication signal (ETH-AIS)

Ethernet remote defect indication (ETH-RDI)

OAM functions for performance management:

Ethernet delay measurement (ETH-DM)

Ethernet loss measurement (ETH-LM)

To implement the OAM functions, include the following statements at the [edit 
protocols] hierarchy level:

[edit protocols] 
       oam-ethernet {

 connectivity-fault-management 
oam-profile {

pm-profile profile-name {
         frame-loss-interval 100ms, 1s, 10s, 1m, 10m;
         frame-delay-interval 100ms, 1s, 10s, 1m, 10m;
         frame-delay-threshold 10-3600000ms;
         frame-loss-threshold 5-10000 pkts;
         threshold-timer 100ms, 1s, 10s, 1m, 10m;
         action snmptrap|alarm|syslog;
    }

 }
 maintenance-domain domain-name {

         maintenance-association name {
      mep 1-8191 {

                   alarm-indication-signal {
      interval 1|60;
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ais (enable/disable);
 level 0-7;
 priority 0-7;
 suppress-alarm enable/disable;

action snmptrap|alarm|syslog;
   }

              rmep 1-8191 {
 rmep-mac rmep-mac;

pm-profile profile-name;
 frame-loss-status (enable|disable);

frame-delay-status (enable|disable);
frame-loss-priority 0-7;
frame-delay-priority 0-7;
DM-mode 1DM|2DM;

}
      }

}
  }

 }

Creating the Y1731 Configuration

To enable OAM functionality (Y1731) to create a performance measurement profile 
with paramaters for both frame relay and frame loss measurements on BXOS, 
include the following configuration statements:

[edit protocols oam-ethernet]
edit connectivity-fault-management {

edit oam-profile {
edit pm-profile profile-name {

     set frame-loss-interval 100ms, 1s, 10s, 1m, 10m;
set frame-delay-interval 100ms, 1s, 10s, 1m, 10m;
set frame-loss-threshold 5-10000;

     set frame-delay-threshold 10-3600000;
     set threshold-timer 100ms, 1s, 10s, 1m, 10m;
     set action snmptrap|alarm|syslog

}
}

}

To attach a profile to any remote maintenance end point (MEP), include the 
following statements:

[edit protocols oam-ethernet]
edit connectivity-fault-management {

 edit maintenance-domain domain-name {
edit maintenance-association name {
edit mep 1-8191 {

              edit rmep 1-8191 {
            set rmep-mac rmep-mac;

set pm-profile profile-name;
set frame-delay-status (enable|disable);
set frame-loss-status (enable|disable);
set frame-loss-priority 0-7;
set frame-delay-priority 0-7;
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set DM-mode 1DM|2DM
}

}
}
}

}

To enable alarm indication signal (AIS) on an MEP, include the following 
statements:

[edit protocols oam-ethernet]
edit connectivity-fault-management {

 edit maintenance-domain domain-name {
edit maintenance-association name {
edit mep 1-8191 {

edit alarm-indication-signal
      set interval 1s, 1m;

set level <0-7> <0-7>….<0-7>;
set priority 0-7;
set ais-status (enable|disable);
set suppress-alarm (enable|disable);
set action snmptrap|alarm|syslog;

}
}
}
}

}

NOTE: Before attaching the profile with the remote MEP, the profile must be 
created.

NOTE: You cannot delete a profile while it is associated with any of the remote 
MEPs.

NOTE: When a user modifies the performance measurement profile values already 
associated with remote MEPs, these values get updated to all the remote MEPs to 
which they are associated.

Modifying Y1731 Configuration

You use the same command to create and modify the Y1731 configuration. You 
can modify all the parameters in the Y1731 configuration.

Deleting Y1731 Configuration

To delete the remote MEP configuration, include the following statements:

[edit protocols oam-ethernet]
edit connectivity-fault-management {

 edit maintenance-domain domain-name {
 edit maintenance-association name {

edit mep 1-8191 {
 delete rmep 1-8191; 

}    
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}
}
}

}

To delete individual parameters for a remote mep configuration, include the 
following statements:

[edit protocols oam-ethernet]
edit connectivity-fault-management {

 edit maintenance-domain domain-name {
edit maintenance-association name {
edit mep 1-8191 {

              edit rmep 1-8191 {
             delete rmep-mac rmep-mac;

delete pm-profile profile-name;
delete frame-loss-priority;
delete frame-delay-priority;
delete DM-mode; 

}
}
}
}

}

To delete a performance measurement profile and its parameters, include the 
following statements:

[edit protocols oam-ethernet]
edit connectivity-fault-management {

edit oam-profile {
edit pm-profile profile-name {

     delete frame-loss-interval;
     delete frame-delay-interval;
     delete loss-threshold;
     delete delay-threshold;
     delete threshold-timer;
     delete action snmptrap|alarm|syslog;

}
}

}

To delete AIS and its individual parameters, include the following statements:

[edit protocols oam-ethernet]
edit connectivity-fault-management {

 edit maintenance-domain domain-name {
edit maintenance-association name {

edit mep 1-8191 {
delete alarm-indication-signal;

}
}

}
}
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[edit protocols oam-ethernet]
edit connectivity-fault-management {

 edit maintenance-domain domain-name {
edit maintenance-association name {

edit mep 1-8191 {
edit alarm-indication-signal

      delete interval; 
delete priority;
delete level level-id(s)];
delete action alarm|snmptrap|syslog;

 }
}

}
}

Displaying Y1731 Parameters

To display mep-database statistics, use the following command:

root@BX7000 #show oam-ethernet connectivity-fault-management mep-database 
maintenance-domain md1 maintenance-association ma1 local-mep 1
Maintenance domain name: md1, Format: string, Level: 1
   Maintenance  association name: ma1
   Continuity-check status: disabled, Interval: 1s
   Loss-threshold: 3 frames, Hold-interval: 10 minutes
   MEP identifier: 1, Direction: DOWN, MAC address:0:11:22:33:44:2
   Interface Name: ge-1/0/2, Interface Status: Inactive, Link Status: DOWN
   Auto-discovery: enabled, Priority: 0
   Defect condition: No Defect
   RDI Set: False
   AIS Status: Enabled
   AIS Interval: 1000 (ms)
   AIS Expiry Threshold: 3
   AIS Suppress Alarm Configuration: Enabled
 AIS Suppressing Alarms: No

 Defects:
   Erroneous CCM received          : no
   Cross-connect CCM received      : no
   RDI sent by some MEP            : no

Statistics:
   CCMs sent                       :0
   CCMs received                   :0
   CCMs received out of sequence   :0
   LBMs sent                       :0
   LBMs received                   :0
   LBRs sent                       :0
   LBRs received                   :0
   LTMs sent                       :0
   LTMs received                   :0
   LTRs sent       :0 
   LTRs received   :0
   LMM Sent  :0
   LMM Received     :0
   LMR sent   :0
   LMR Received   :0
   DMM Sent   :0
   DMM Received   :0
   DMR sent   :0
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   DMR Received    :0
   AIS Sent     :0
   AIS Received      :0

To display the frame delay statistics, use the following command:

root@BX7000#show oam-ethernet connectivity-fault-management 
frame-delay-statistics maintenance-domain md1 maintenance-association ma1 
local-mep 1
Maintenance Domain Name: Syrah_Domain
Maintenance Domain Format : string
Level: 4
Maintenance Association : ma_1
MEP Identifier : 100
Direction: Down
MEP Status: Enabled
PM Profile Name: fd_profile_1
Delay measurement Status: Enabled

MEP identifier: 100, MAC address: 00:05:85:73:7b:39

  Remote MEP identifier: 101
  Remote MAC address: 00:05:85:73:39:4a
    Delay measurement statistics:
    Index  Two-way delay
              (usec)    
      1        519      
      2        550      
      3        571      
      4        610      
      5        650      

    Average two-way delay          : 580 usec
    Average two-way delay variation: 26 usec
    Best case two-way delay        : 519 usec
    Worst case two-way delay       : 650 usec

To dispaly frame loss statistics, use the following command:

root@BX7000#show oam-ethernet connectivity-fault-management 
frame-loss-statistics maintenance-domain md1 maintenance-association ma1 
local-mep 1
Maintenance Domain Name: Syrah_Domain
Maintenance Domain Format : string
Level: 4
Maintenance Association : ma_1
MEP Identifier : 100
Direction: Down
MEP Status: Enabled
PM Profile Name: fd_profile_1
Loss measurement status: Enabled

MEP identifier: 100, MAC address: 00:05:85:73:7b:39

  Remote MEP identifier: 101
  Remote MAC address: 00:05:85:73:39:4a
    Loss measurement statistics:
    Index  Single-ended Loss
              (packets)    
      1        519      
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      2        550      
      3        571      
      4        610      
      5        650      

    Average single-ended loss     : 580 
    Average single-ended loss variation     : 26 
    Best case single-ended loss        : 519 
    Worst case single-ended loss              : 650

Table 11 on page 539 lists the dispalyed fields and their descriptions.

Table 11:  Display Field descriptions

Field Name Field Description Level of Output

Defect condition Defect condition based on the RDI mep-database

RDI set RDI bit condition mep-database

AIS status Alarm indication signal configuration status mep-database

AIS Interval Interval between AIS signals mep-database

AIS Expiry Threshold AIS expiry threshold mep-database

AIS Suppress Alarm Configuration Shows whether alarms need to be suppressed or not on 
receipt of AIS

mep-database

AIS Suppressing Alarms Shows whether AIS is received and the alarms are getting 
suppressed

mep-database

LMM Sent Number of loss measurement messages sent mep-database

LMM Received Number of loss measurement messages received mep-database

LMR Sent Number of loss measurement responses sent mep-database

DMM Sent Number of delay measurement messages sent mep-database

DMM Received Number of delay measurement messages received mep-database

AIS Sent Number of alarm indication signal sent mep-database

AIS Received Number of alarm indication signal received mep-database

Maintenance Domain Name MEP domain name for which show is initiated mep-database

Maintenance Domain Format MEP domain name format for which show is initiated mep-database

Level MEP association level for which show is initiated frame-delay-statistics, 
frame-loss-statistics

Maintenance Association MEP association name for which show is initiated frame-delay-statistics, 
frame-loss-statistics

MEP Identifier MEP identifier for which show is initiated frame-delay-statistics, 
frame-loss-statistics

Direction MEP direction frame-delay-statistics, 
frame-loss-statistics

MEP Status Current status of MEP frame-delay-statistics, 
frame-loss-statistics

PM Profile Name Performance measurement profile attached to the 
remote MEP

frame-delay-statistics, 
frame-loss-statistics

Delay measurement Status Functional status of delay measurement for the remote 
MEP

frame-delay-statistics, 
frame-loss-statistics
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MEP identifier MEP ID for which is show is initiated frame-delay-statistics, 
frame-loss-statistics

MAC address MEP MAC address frame-delay-statistics, 
frame-loss-statistics

Remote MEP identifier Remote MEP ID frame-delay-statistics, 
frame-loss-statistics

Remote MAC address Remote MEP MAC address frame-delay-statistics, 
frame-loss-statistics

Delay measurement statistics Delay measurement statistics frame-delay-statistics

Two-way delay Actual delay values in two-way delay measurement frame-delay-statistics

Index Number for each delay measurement frame-delay-statistics

Average two-way delay Average of delay measurement over the total count frame-delay-statistics

Best case two-way delay Best or shortest delay value frame-delay-statistics

Worst case two-way delay Worst or longest delay value frame-delay-statistics

Loss measurement statistics Loss measurement statistics frame-loss-statistics

Single-ended Loss Number of packets lost frame-loss-statistics

Average single-ended loss Average loss over the total frame-loss-statistics

Average single-ended loss variation Average loss variation frame-loss-statistics

Best case single-ended loss Best or least number of packets lost frame-loss-statistics

Worst case single-ended loss Worst or most number of packets lost frame-loss-statistics

Field Name Field Description Level of Output
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Chapter 28

Summary of OAM Configuration 
Statements

The following descriptions explain each of the OAM configuration statements. The 
statements are organized alphabetically.

action (ais)

Syntax action (alarm|snmptrap|syslog);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2.

Description Action to be taken when an alarm indication signal (AIS) condition occurs.

Options alarm | snmp-trap | syslog

Usage Guidelines See “Creating the Y1731 Configuration” on page 534.

Related Topics action (pm), alarm-indication-signal, ais, DM-mode, frame-delay-interval, 
frame-delay-priority, frame-delay-status, frame-delay-threshold, frame-loss-interval, 
frame-loss-priority, frame-loss-status, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

action (pm)

Syntax action (alarm|snmptrap|syslog);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Action to be taken when performance measurement crosses the threshold.

Options alarm | snmp-trap | syslog

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), alarm-indication-signal, ais, DM-mode, frame-delay-interval, 
frame-delay-priority, frame-delay-status, frame-delay-threshold, frame-loss-interval, 
frame-loss-priority, frame-loss-status, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer
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alarm-indication-signal

Syntax alarm-indication-signal;

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2.

Description Configure the alarm indication signal parameters.

Usage Guidelines See “Creating the Y1731 Configuration” on page 534.

Related Topics action (ais), action (pm), ais, DM-mode, frame-delay-interval, frame-delay-priority, 
frame-delay-status, frame-delay-threshold, frame-loss-interval, frame-loss-priority, 
frame-loss-status, frame-loss-threshold, interval, level, pm-profile, priority, rmep, 
rmep-mac, suppress-alarm, threshold-timer

ais

Syntax ais (enable|disable);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2.

Description Enable or disable the alarm indication signal status.

Options String; Enable or Disable.

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, DM-mode, frame-delay-interval, 
frame-delay-priority, frame-delay-status, frame-delay-threshold, frame-loss-interval, 
frame-loss-priority, frame-loss-status, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

DM-mode

Syntax DM-mode;

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Set frame delay measurement mode.

Options 1 DM or 2 DM. 

Default: 2 DM
alarm-indication-signal
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Usage Guidelines See “Creating the Y1731 Configuration” on page 534.

Related Topics action (ais), action (pm), alarm-indication-signal, ais, frame-delay-interval, 
frame-delay-priority, frame-delay-status, frame-delay-threshold, frame-loss-interval, 
frame-loss-priority, frame-loss-status, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

frame-delay-interval

Syntax frame-delay-interval (100ms|1s|10s|1m|10m);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Set the interval between delay measurement messages. 

Options String; Values: 100ms,1s,10s,1m,10m

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-priority, frame-delay-status, frame-delay-threshold, frame-loss-interval, 
frame-loss-priority, frame-loss-status, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

frame-delay-priority

Syntax frame-delay-ipriority (0–7);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name edit mep edit rmep]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Set the frame delay measurement priority. 

Options String; Values: 0–7

Usage Guidelines See “Creating the Y1731 Configuration” on page 534.

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-status, frame-delay-threshold, frame-loss-interval, 
frame-loss-priority, frame-loss-status, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

frame-delay-status

Syntax frame-delay-status (enable|disable);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
frame-delay-interval 543
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domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Enable or disable frame delay measurement status. When frame delay 
measurement is enabled without configuring a performance measurement profile, 
it operates with the default values.

Options Enable or Disable (default)

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-threshold, frame-loss-interval, 
frame-loss-priority, frame-loss-status, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

frame-delay-threshold

Syntax frame-delay-threshold (10–3600000);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Set the delay measurement threshold limit. 

Options Integer; Minimum: 10ms Maximum: 360000ms; Default: 10ms

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-loss-interval, 
frame-loss-priority, frame-loss-status, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

frame-loss-interval

Syntax frame-loss-interval (100ms|1s|10s|1m|10m);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Set the interval between frame loss measurement messages.

Options 100ms, 1s, 10s, 1m, 10m

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 
frame-delay-threshold
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Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-priority, frame-loss-status, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

frame-loss-priority

Syntax frame-loss-priority (0–7);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name edit mep edit rmep]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Set the frame loss measurement priority. 

Options String; Values: 0–7

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-status, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

frame-loss-status

Syntax frame-loss-status (enable|disable);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Enable or disable frame loss measurement status. When frame loss measurement 
is enabled without configuring a performance measurement profile, it operates 
with the default values.

Options Enable or Disable (default) 

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-priority, frame-loss-threshold, interval, level, 
pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

frame-loss-threshold

Syntax frame-loss-threshold (5–10000);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
frame-loss-priority 545
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domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Set the loss measurement threshold limit.

Options Range: 5 to 10,000; 

Default: 5

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-priority, frame-loss-status, interval, level, pm-profile, 
priority, rmep, rmep-mac, suppress-alarm, threshold-timer

interval

Syntax interval (1|60);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2.

Description Define the time interval in seconds between AIS messages.

Options 1|60 Specify the time interval as 1 second or 60 seconds. 

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-priority, frame-loss-status, frame-loss-threshold, 
level, pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

level

Syntax level (0 - 7 (<0-7) - 0-7);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name mep alarm-indication-signal]

Release Information Statement introduced in BXOS Release 4.2.

Description Set the domain level. You can configure multiple level values as input.

Options Integer; Minimum: 0, Maximum: 7.

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 
interval
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Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-priority, frame-loss-status, frame-loss-threshold, 
interval, pm-profile, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

pm-profile

Syntax pm-profile pm-profile-name;

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name]

Release Information Statement introduced in BXOS Release 4.2R2.

Description Configure the performance measurement profile to be used. A maximum of 255 
performance measurement profiles can be created. One performance 
measurement profile can be associated with many remote MEPs. 

Options String; Minimum: 1 character; Maximum: 32 characters.

Usage Guideline See “Creating the Y1731 Configuration” on page 534.

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-priority, frame-loss-status, frame-loss-threshold, 
interval, level, priority, rmep, rmep-mac, suppress-alarm, threshold-timer

priority

Syntax priority (0–7);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name]

Release Information Statement introduced in BXOS Release 4.2.

Description Set the alarm indication signal priority.

Options Integer; Minimum: 0; Maximum: 7

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-priority, frame-loss-status, frame-loss-threshold, 
interval, level, pm-profile, rmep, rmep-mac, suppress-alarm, threshold-timer

rmep

Syntax rmep (1–8191);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
pm-profile 547
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domain-name maintenance-association name]

Release Information Statement introduced in BXOS Release 4.2.

Description Define the remote MEP identifier.

Options Integer; Minimum: 1; Maximum: 8191

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-priority, frame-loss-status, frame-loss-threshold, 
interval, level, pm-profile, priority, rmep-mac, suppress-alarm, threshold-timer

rmep-mac

Syntax rmep-mac MAC address;

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name]

Release Information Statement introduced in BXOS Release 4.2.

Description Define the remote MEP MAC address. The MAC address configured for a remote 
MEP must be a unicast MAC address. 

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-priority, frame-loss-status, frame-loss-threshold, 
interval, level, pm-profile, priority, rmep, suppress-alarm, threshold-timer

suppress-alarm

Syntax suppress-alarm (enable|disable);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name]

Release Information Statement introduced in BXOS Release 4.2.

Description Enable or disable the suppress alarm status when an AIS condition occurs.

Options String; Enable or Disable (default).

Usage Guidelines See “Creating the Y1731 Configuration” on page 534. 

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-priority, frame-loss-status, frame-loss-threshold, 
interval, level, pm-profile, priority, rmep, rmep-mac, threshold-timer
rmep-mac
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threshold-timer

Syntax threshold-timer (100ms|1s|10s|1m|10m);

Hierarchy Level [edit protocols oam-ethernet connectivity-fault-management maintenance-domain 
domain-name maintenance-association name]

Release Information Statement introduced in BXOS Release 4.2.

Description Set the performance measurement threshold timer.

Options 100 ms, 1 s, 10 s, 1 m, 10m. 

Default: 10 s

Usage Guidelines See “Creating the Y1731 Configuration” on page 534.

Related Topics action (ais), action (pm), alarm-indication-signal, ais, DM-mode, 
frame-delay-interval, frame-delay-priority, frame-delay-status, frame-delay-threshold, 
frame-loss-interval, frame-loss-priority, frame-loss-status, frame-loss-threshold, 
interval, level, pm-profile, priority, rmep, rmep-mac, suppress-alarm
threshold-timer 549
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