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set interfaces ge-0/0/6 unit 0 family inet address 172.27.113.21/22
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set interfaces ge-0/0/0 unit 0 encapsulation ppp-over-ether

set interfaces ppO unit ppp-options pap default-password "XXXXXXXXXXXXXXXX"
set interfaces pp0 unit ppp-options pap local-name “xxxxxxxx@ocn.ne.jp"

set interfaces ppO unit pppr-options pap local-password “"XXXXXXXXXXXXXX"

set interfaces ppl0 unit ppp-options pap passive

set interfaces pp0 unit pppoe-options underlying-interface ge-0/0/0.0

set interfaces ppO unit pppoe-options auto-reconnect 10

set interfaces ppl0 unit pppoe-options client

set interfaces ppO unit family inet negotiate-address
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set interfaces ge-0/0/6 unit 0 family inet address 172.27.113.21/22
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set interfaces ge-0/0/0 unit 0 encapsulation ppp-over-ether

set interfaces ppO unit ppp-options pap default-password "XXXXXXXXXXXXXXXX"
set interfaces pp0 unit ppp-options pap local-name “xxxxxxxx@ocn.ne.jp"

set interfaces ppO unit pppr-options pap local-password “"XXXXXXXXXXXXXX"

set interfaces ppl0 unit ppp-options pap passive

set interfaces pp0 unit pppoe-options underlying-interface ge-0/0/0.0

set interfaces ppO unit pppoe-options auto-reconnect 10

set interfaces ppl0 unit pppoe-options client

set interfaces ppO unit family inet negotiate-address
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set routing-options static route 172.27.0.0/16 next-hop 172.27.112.1
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set routing-options static route 0.0.0.0/0 next-hop pp0.1
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set routing-options static route 10.10.0.0/16 next-hop st0.0
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set routing-options static route 172.27.0.0/16 next-hop 172.27.112.1
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set routing-options static route 0.0.0.0/0 next-hop pp0.1
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set

ike proposal pl-proposal authentication-method pre-shared-keys
ike proposal pl-proposal authentication-algorithm shal

ike proposal pl-proposal encryption-algorithm aes-256-cbc

ike proposal pl-proposal lifetime-seconds 28800

ike proposal pl-proposal dh-group group?2

ike policy ike policyl proposals pl-proposal
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ike policy ike policyl mode main
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ike policy ike policyl pre-shared-key ascii-text "XXXXXXXXXXXXXXXX"

security
security
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ike gateway azure gw ike-policy ike policyl
ike gateway azure gw address A.A.A.A

security

|
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set security
set security
set security
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ipsec proposal p2-proposal protocol esp

ipsec proposal p2-proposal authentication-algorithm hmac-shal-96
ipsec proposal p2-proposal encryption-algorithm aes-256-cbc
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ipsec policy p2 policyl proposals p2-proposal
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set security zones security-zone untrust interfaces ge-0/0/0.0
set security zones security-zone untrust interfaces ppO.l host-inbound-traffic system-
services ike

W

PPPOEA A TT—AT. IKED/N\yhEZETEDLIIERTE

set security address-book global address Azure NW 10.10.0.0/20
set security address-book global address Onpremise NW 172.27.0.0/16
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set security zones security-zone azure zone interfaces st0.0

\
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set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust interfaces ge-0/0/6.0
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set security zones security-zone untrust interfaces ge-0/0/0.0
set security zones security-zone untrust interfaces ppO.l host-inbound-traffic system-
services ike

W
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set security address-book global address Azure NW 10.10.0.0/20
set security address-book global address Onpremise NW 172.27.0.0/16
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set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust interfaces ge-0/0/6.0
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set security policies from-zone trust to-zone untrust policy trust-to-untrust match
source-address any

set security policies from-zone trust to-zone untrust policy trust-to-untrust match
destination-address any

set security policies from-zone trust to-zone untrust policy trust-to-untrust match
application any

set security policies from-zone trust to-zone untrust policy trust-to-untrust then permit

|
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set security policies from-zone
source-address Onpremise NW
set security policies from-zone trust to-zone azure zone policy trust-to-azure zone match
destination-address Azure NW
set security policies from-zone trust to-zone azure zone policy trust-to-azure zone match
application any
set security policies from-zone trust to-zone azure zone policy trust-to-azure zone then
permit

trust to-zone azure zone policy trust-to-azure zone
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set security policies from-zone azure zone to-zone trust policy azure zone-to-trust match
source-address Azure NW

Set security policies from-zone azure zone to-zone trust policy azure zone-to-trust match
destination-address Onpremise NW

set security policies from-zone azure zone to-zone trust policy azure zone-to-trust match
application any

set security policies from-zone azure zone to-zone trust policy azure zone-to-trust then
permit
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set security policies from-zone trust to-zone untrust policy trust-to-untrust match

source-address any

set security policies from-zone trust to-zone untrust policy trust-to-untrust match

destination-address any

set security policies from-zone trust to-zone untrust policy trust-to-untrust match

application any

set security policies from-zone trust to-zone untrust policy trust-to-untrust then permit
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set security policies from-zone trust to-zone
source-address Onpremise NW

set security policies from-zone trust to-zone azure zone
destination-address Azure NW

set security policies from-zone trust to-zone azure zone
application any

set security policies from-zone trust to-zone azure zone
permit tunnel ipsec-vpn azure vpn

set security policies from-zone trust to-zone azure zone

permit tunnel pair-policy azure zone-to-trust

L

azure zone

policy
policy
policy
policy

policy

trust-to-azure zone
trust-to-azure zone match
trust-to-azure zone match
trust-to-azure zone then

trust-to-azure zone then
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set security policies from-zone azure zone
source-address Azure NW

Set security policies from-zone azure zone
destination-address Onpremise NW

set security policies from-zone azure zone
application any

set security policies from-zone azure zone
permit tunnel ipsec-vpn azure vpn

set security policies from-zone azure zone

to—-zone

to—-zone

to-zone

to—-zone

to—-zone

permit tunnel pair-policy trust-to-azure zone
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trust

trust

trust

trust

trust

policy
policy
policy
policy

policy

azure zone-to-trust
azure zone-to-trust
azure zone-to-trust
azure zone-to-trust

azure zone-to-trust
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match

match

then

then
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set interfaces ge-0/0/6 unit 0 family inet address 172.27.113.21/22

L

SRX LANfl/ 2201 —REEE

set interfaces ge-0/0/0 unit 0 encapsulation ppp-over-ether

set interfaces ppO unit ppp-options pap default-password "XXXXXXXXXXXXXXXX"
set interfaces pp0 unit ppp-options pap local-name “xxxxxxxx@ocn.ne.jp"

set interfaces ppO unit pppr-options pap local-password “"XXXXXXXXXXXXXX"

set interfaces ppl0 unit ppp-options pap passive

set interfaces pp0 unit pppoe-options underlying-interface ge-0/0/0.0

set interfaces ppO unit pppoe-options auto-reconnect 10

set interfaces ppl0 unit pppoe-options client

set interfaces ppO unit family inet negotiate-address

e e

NTT LY X DPPPOE KGR E . HE#f /47— R (. ge-0/0/0.0

set interfaces st0 unit 0 family inet

L
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set routing-options static route 172.27.0.0/16 next-hop 172.27.112.1

L

FUTLIRRYRT—IDIL—IERTE

set routing-options static route 0.0.0.0/0 next-hop pp0.1

L

PPPOEA AT —RET IAILMIL—RELTERE

set routing-options static route 10.10.0.0/16 next-hop st0.0
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set
set
set
Set
set
set

security
security
security
security
security
security

|

set

ike proposal pl-proposal authentication-method pre-shared-keys
ike proposal pl-proposal authentication-algorithm shal

ike proposal pl-proposal encryption-algorithm aes-256-cbc

ike proposal pl-proposal lifetime-seconds 28800

ike proposal pl-proposal dh-group group?2

ike policy ike policyl proposals pl-proposal

security

—

set

SLr=a

Phase 1 Proposal%:% &

ike policy ike policyl mode main

security

|

set
set
set

A E—REIR

ike policy ike policyl pre-shared-key ascii-text "XXXXXXXXXXXXXXXX"

security
security
security

|

set

Microsoft Azure VPN —k A TRIRSN-£EF X —

ike gateway azure gw ike-policy ike policyl
ike gateway version v2-only
ike gateway azure gw address A.A.A.A

security

|

33

Microsoft Azure VPN —kzADIP7FL X

ike gateway azure gw external-interface ppO.1

IKEFEILD A3 TT—RELTPPPOEA A TDI—REIETE
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@IPsec/Phase2:%5E

set security
set security
set security
set security
set security

|

ipsec proposal p2-proposal protocol esp

ipsec proposal p2-proposal authentication-algorithm hmac-shal-96
ipsec proposal p2-proposal encryption-algorithm aes-256-cbc
ipsec proposal p2-proposal lifetime-seconds 3600

ipsec policy p2 policyl proposals p2-proposal

set security

|

=L =

Phase 2 Proposal%& % &

ipsec vpn azure vpn bind-interface st0.0

set security

|

IPSech> R AR TT—REIRE

ipsec vpn azure vpn lke gateway azure gw

set security
set security

|

EAYHIKEREEETE

ipsec vpn azure vpn ike ipsec-policy p2 policyl
flow tcp-mss ipsec-vpn mss 1320

34

TCPMOMSS%1320(125%E . GRFE L1350 TR A, PPPOE# D AN KY/NELVE)
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3. SRXDE 7 I
OV HRE

set security zones security-zone untrust interfaces ge-0/0/0.0
set security zones security-zone untrust interfaces ppO.l host-inbound-traffic system-
services ike

W

PPPOEA A TT—AT. IKED/N\yhEZETEDLIIERTE

set security address-book global address Azure NW 10.10.0.0/20
set security address-book global address Onpremise NW 172.27.0.0/16

L

Microsoft Azure RER YT —SBIDTRLRAZERBEA LV TLIRARYRT—I DRI T—D%FTRL R
TwoELTER

set security zones security-zone azure zone interfaces st0.0

\

Microsoft Azure R R YT —0I Dt Fa) T4V —azure_zonelllpseck RILA A TT—R%E /N

P

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust interfaces ge-0/0/6.0
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@R —EEE

set security policies from-zone trust to-zone untrust policy trust-to-untrust match
source-address any

set security policies from-zone trust to-zone untrust policy trust-to-untrust match
destination-address any

set security policies from-zone trust to-zone untrust policy trust-to-untrust match
application any

set security policies from-zone trust to-zone untrust policy trust-to-untrust then permit

|

FTUTLEIRRYRT—I oAU 3—Ry AT DBIEIFT X THADR) S —
set security policies from-zone
source-address Onpremise NW
set security policies from-zone trust to-zone azure zone policy trust-to-azure zone match
destination-address Azure NW
set security policies from-zone trust to-zone azure zone policy trust-to-azure zone match
application any
set security policies from-zone trust to-zone azure zone policy trust-to-azure zone then
permit

azure zone policy trust-to-azure zone

|\

Ao TLIRARYRT—IhBIPseck 1 )LE ST LT=Microsoft Azure IRE R VLT —HOADBEEITIT AR

'ng:i.ro)ﬂf') :/_o
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@R —EEE

set security policies from-zone azure zone to-zone trust policy azure zone-to-trust match
source-address Azure NW

Set security policies from-zone azure zone to-zone trust policy azure zone-to-trust match
destination-address Onpremise NW

set security policies from-zone azure zone to-zone trust policy azure zone-to-trust match
application any

set security policies from-zone azure zone to-zone trust policy azure zone-to-trust then
permit

L

Microsoft Azure {RAB YT —O M SIPsech RILEN LAV TLUIAR YR T—OADBEEITT R

_CELFﬂ-G)ﬂ_SU:/_o
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Microsoft AzureMSDERI I IR K

Microsoft Azure |

junipercloud

&a Hyvak-F s GEAE

By D=2

kg
(-)JuniperCIoud - v JuniperTokyo
VPN

REF-2 EEF-R F-koxAIPTF

OB 0B

JuniperCloud

B #E IR

=2

P7F L2 #7 Fobs Jo

@) VPN TR 2SS DA IO F

Created

HFA0UT7 31D
2d8a9%6a6-a595-4836-968f-ba09d 1706218

R Fv-7-21D

+PEPORNOIEEB
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4. EmEHER

Microsoft Azure?

Microsoft Azure |

JuniperCloud

SRR R C

8648
) —2

E=30)

1.(3"3‘5’95@9

39

junipercloud

La Hvvafi-
BBy D=2

( . > JuniperCloud

Eshd

ko o#EEh ZIBRE
by
9 JuniperTokyo
VPN
EREF-R F-b2xzAIPTF LA
/2B A.AAA
e
a- PFELR 7 Fubs p

@) VPN AR 2SS DA DOk
Created

HFA0UT7v3 1D
2d8a96a6-a595-4836-968f-ba09d 1706218

R Fu-7-21D
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5. it CELEL - BENTEG W E
J:(Z?‘JZDFnﬂEE

Proxy-IDER) S —FT OV DF—E
» |Psec Phase2:%E MProxy IDMDLocal/Remote IPEZ X T BtFa!) T4 RS —D
source-address/destination-address B —EL TL L E, Proxy IDORI L IT— 3>
MEBLET, VPNERELE. R —DINLEN—HL TSI EEMHREL TIZELY,

Microsoft Azure B IBR—2JILD A T—R R
= Microsoft Azure B IBR—4AIL TlX. EHE/AIMEETRICEVPNO R T—2 XN T I
[TRBRENEZEWN EMNBHYET , Microsoft Azure B IER—A2JL TVPNAEL/UIE T

HoTH. SRXAITERICEF/VIMINTOSREBDESIE, AT —2ANEHFINDS
FTHEFL TS,
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SRX{H|3E#5FEER: IPsec Phasel1iEHAT—42 X

root@srx220> show security ike security-associations
Index State Initiator cookie Responder cookie Mode
4408876 UP 75del0ael8e72dc8 46cle8c60925bdbe Main

root@srx220> show security ike security-associations detail
IKE peer A.A.A.A, Index 565956, Gateway Name: azure-gateway
Role: Responder, State: UP

Remote Address

A.A.A.A

Initiator cookie: 3876ef037857f48d, Responder cookie: 1f752bd6a4c59901

Exchange type: Main, Authentication method: Pre-shared-keys

Local: B.B.B.B:500, Remote: A.A.A.A:500

Lifetime: Expires in 28727 seconds

Peer ike-id: A.A.A.A T
Xauth user—-name: not available

Xauth assigned IP: 0.0.0.0

Algorithms:
Authentication : hmac-shal-96
Encryption : aes256-cbc
Pseudo random functlon hmac-shal
Diffie-Hellman group : DH-group-2
Traffic statistics:
Input Dbytes : 1908
Output bytes : 884
Input packets: 7
Output packets: 6

IPSec security associations: 1 created, 0 deleted
Phase 2 negotiations in progress: 1
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5. Bt R
SRX{A|}E#EFEER: IPsec Phase2iEH XA T—42 R

root@srx220> show security ipsec security-associations
Total active tunnels: 1
ID Algorithm SPT Life:sec/kb Mon lsys Port Gateway
<131073 ESP:aes-cbc-256/shal f6124ca9 3579/ unlim - root 500 A.A.A.A
>131073 ESP:aes-cbc-256/shal 3clle98a 3579/ unlim - root 500 A.A.A.A

SAb\ﬁE_Lé;h'—CL\%)'—&gﬁum\

root@iga srx220> show security ipsec security-associations detail

ID: 131073 Virtual-system: root, VPN Name: azure-vpn SR AR
Local Gateway: B.B.B.B, Remote Gateway A.A. A.A

Local Identity: ipv4 subnet (any:0,[0..7]=
Remote Identity: ipv4 subnet (any:0, [ 7]
Version: IKEv2
DF-bit: clear, Bind-interface: st0.0
Port: 500, Nego#: 70, Fail#: 0, Def-Del#: 0 Flag: 0x600a29
Tunnel events:

Tue Mar 31 2015 16:49:20

0.0.0.0/0)
=O 0.0.0/0)

IPSec SA negotiation successfully completed (1 times)
Tue Mar 31 2015 16:49:20

IKE SA negotiation successfully completed (2 times)
Tue Mar 31 2015 01:07:31

IKE SA rekey successfully completed (2 times)
Mon Mar 30 2015 19:25:31

IKE SA negotiation successfully completed (1 times)

Mon Mar 30 2015 18:27:01
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SRX{AlIEMmMER: Lyl a R

root@srx220> show security flow session

Session ID:
In: A.A.A.

Session ID:
In: A.A.A.

Session ID:
In: A.A.A.

Session ID:
In: A.A.A.

Session ID:
In: A.A.A.

43

11852, Policy name: N/A, Timeout: N/A, Valid
A/46179 --> B.B.B.B/20933;esp, If: pp0.1, Pkts: 0, Bytes: O

11853, Policy name: N/A, Timeout: N/A, Valid
A/0 --> B.B.B.B/0;esp, If: pp0.1, Pkts: 0, Bytes: 0

14385, Policy name: N/A, Timeout: N/A, Valid
A/30730 --> B.B.B.B/20945;esp, If: pp0.1, Pkts: 0, Bytes: O

14386, Policy name: N/A, Timeout: N/A, Valid
A/0 --> B.B.B.B/0;esp, If: pp0.1, Pkts: 0, Bytes: 0

14387, Policy name: N/A, Timeout: N/A, Valid
A/1032 --> B.B.B.B/4500;udp, If: pp0.1, Pkts: 0, Bytes: 0

L

IKE &y arh EILLTLVS
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5. Rt TR0
SRX{A}EHEFEER: SRX JUNOS/A\—T 3y

root@srx220> show version

Hostname: srx220

Model: srx220h2

JUNOS Software Release [12.3X48-D10.3]

\ > >
SRX JUNOSMD/\—23aY
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5. FE# CEALEF
SRX{A#E#ERERR: 1271 —RIKAERERR

root@srx220> show interfaces terse | match ?
Possible completions:

<pattern> Pattern to match against
root@srx220> show interfaces terse | match pp
pp0 up up
pp0.1 up up inet B.B.B.B
ppd0 up up
prpel up up

\

pppA 27T —RHiup
up CEL VB IZPPPoE® 45 I Z R %8

HY
root@srx220> show interfaces terse | match st
st0 up up
st0.0 up up inet

..‘----~.—-~"“--__.

st0.0f R TT—ANEATIRETHY.
UpThHAHEXTESR
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4. ¥ CEIELEF |
SRX{IEEHHERR: L—T1 TR

root@srx220> show route

inet.0:
4+ =

6 destinations,
Active Route,

6 routes (6 active,
- = Last Active, * = Both

0 holddown,

0.0.0.0/0 *[Static/5] 06:19:12 =
> via pp0.1
10.10.0.0/16 *[Static/5] 04:45:51
> via st0.0
172.27.0.0/16 *[Static/5] 06:19:19

> to 172.27.112.1 via ge-0/0/6.0

172.27.112.0/22 *[Direct/0] 06:19:19
> via ge-0/0/6.0
172.27.113.21/32 *[Local/0] 06:19:23
Local via ge-0/0/6.0
B.B.B.B/32 *[Local/0] 06:19:12
Local via pp0.1
46 Copyright © 2015 Juniper Networks, Inc.  www.juniper.net
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EmTEa0

R

SRXTHDT/\v5

set security ike traceoptions file ike debug.log
set security ike traceoptions flag all

|

ARBEEANDZEIZKY . IPsec VPND &Y 7T/ v [E & EG ol B

FxwHS a5 I/ ILDEBEREELT.

EDEIETT—AH TS A HERR

root@srx220> show log ike debug.log

[Mar 1 15:
00000000,
[Mar 1 15:
[Mar 1 15:
[Mar 1 15:
[Mar 1 15:
ef773b06}
[Mar 1 15
[Mar 1 15:
<< B >>

47

10:43]ike get sa: Start, SA = { f59b44a0 9d324a0b - 00000000 00000000 } /
remote = A.A.A.A:500

10:43]ike _sa allocate: Start, SA = { £59b44a0 9d324a0b - 18410627 b3848dal }
10:43]ike init isakmp sa: Start, remote = A.A.A.A:500, initiator = 0
10:43]ike decode packet: Start

10:43]ike decode packet: Start, SA = { £59044a0 9d324a0b - cab69aaa

/ 00000000, nego = -1

:10:43]ike decode payload sa: Start

10:43]ike decode payload t: Start, # trans = 4
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[Mar 1 15:10:43]ike get sa: Start, SA = { £59b44a0 9d324a0b - 00000000 00000000 } / 00000000, remote =

A.A.A.A:500 \—
Micr Azure R 7 —Im
[Mar 1 15:10:43]ike sa_allocate: Start, SA = { £59b44a0 9d324a0b - 18410627 b3545c NI
S . D LSRXAMDIKE message
[Mar 15:10:43]ike _init isakmp sa: Start, remote = A.A.A.A:500, initiator = 0

1

1
[Mar 1 15:10:43]ike decode packet: Start
[Mar 1 15:10:43]ike decode packet: Start, SA = { £59b44a0 9d324a0b - cab69%aaa ef773b06} / 00000000, nego
= =1
[Mar 1 15:10:43]ike decode payload sa: Start
[Mar 1 15:10:43]ike decode payload t: Start, # trans = 4
[Mar 1 15:10:43]ike st i vid: VID[0..20] = 01528bbb c0069612
[Mar 1 15:10:43]ike st i vid: VID[0..20] = 1e2b5169 05991c7d
[Mar 1 15:10:43]ike st i vid: VID[0..16] = 4al31c81 07035845
[Mar 1 15:10:43]ike st i vid: VID[O0..16] = 90cb8091 3ebb696e
[Mar 1 15:10:43]ike st i vid: VID[0..16] = 4048b7d5 6ebce885
[Mar 1 15:10:43]ike st i vid: VID[0..16] = fblde3cd f341b7ea
[Mar 1 15:10:43]ike st i vid: VID[0..16] = 26244d38 eddb6lb3
[Mar 1 15:10:43]ike st i vid: VID[0..16] = e3a5966a 76379fe7
[Mar 1 15:10:43]ike st i sa proposal: Start
[Mar 1 15:10:43]Peer's proposed IKE SA payload is SA()
[Mar 1 15:10:43]Configured proposal is SA()
[Mar 1 15:10:43]ike isakmp sa reply: Start
[Mar 1 15:10:43]ike state restart packet: Start, restart packet SA = { £59b44a0 9d324al0b - cabb69aaa
ef773b06}, nego = -1
[Mar 1 15:10:43]ike st i1 sa proposal: Start
[Mar 1 15:10:43]ike st i cr: Start
[Mar 1 15:10:43]ike st i cert: Start
[Mar 1 15:10:43]ike st i private: Start
[Mar 1 15:10:43]ike st o sa values: Start
[Mar 1 15:10:43]ike policy reply isakmp vendor ids: Start
[Mar 1 15:10:43]ike st o private: Start
[Mar 1 15:10:43]ike policy reply private payload out: Start
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-.%.‘mEEI)J DT\ i H1(2)

[Mar 1 15:10:43]ike encode packet: Start, SA = { 0xf59b44a0 9d324al0b - cab69aaa ef773b06 } / 00000000,
nego = -1

[Mar 1 15:10:43]ike send packet: Start, send SA = { £59044a0 9d324al0b - cab69%aaa ef773b06}, nego = -1,
dst = A.A.A.A:500, routing table id = 0

[Mar 1 15:10:43]ikev2 packet allocate: Allocated packet 102a800 from freelist

[Mar 1 15:10:43]ike sa find: Found SA = { £59044a0 9d324al0b - cab69aaa ef773b06 }

[Mar 1 15:10:43]ikev2 packet vl start: Passing IKE v1.0 packet to IKEvl library

[Mar 1 15:10:43]ike get sa: Start, SA = { £f59b44a0 9d324a0b - cab6%aaa ef773b06 } / 00000000, remote =
A.A.A.A:500

[Mar 1 15:10:43]ike sa find: Found SA = { £59044a0 9d324al0b - cab69%aaa ef773b06 }

[Mar 1 15:10:43]ike decode packet: Start

[Mar 1 15:10:43]ike decode packet: Start, SA = { £59b44a0 9d324a0b - cab69%aaa ef773b06} / 00000000, nego
= -1

[Mar 1 15:10:43]ike st i nonce: Start, nonce[0..48] = 4ae8968e 46525676

[Mar 1 15:10:43]ike st i ke: Ke[0..128] = 08fe3e00 bbel5281

[Mar 1 15:10:43]ike st i cr: Start

[Mar 1 15:10:43]ike st i cert: Start

[Mar 1 15:10:43]ike st i1 private: Start

[Mar 1 15:10:43]ike st o ke: Start

[Mar 1 15:10:43]ike st o nonce: Start Pre-shared-key D2

[Mar 1 15:10:43]ike policy reply isakmp nonce data len: Start

[Mar 1 15:10:43]ike find pre shared key: Find pre shared key key for B.B.B.B:500, id = No Id -> A.A.A.A:
500, id = No Id

[Mar 1 15:10:43]ike policy reply find pre shared key: Start

[Mar 1 15:10:43]ike state restart packet: Start, restart packet SA = { £59b44a0 9d324al0b - cabb69aaa
ef773b06}, nego = -1

[Mar 1 15:10:43]ike find pre shared key: Find pre shared key key for B.B.B.B:500, id = No Id -> A.A.A.A:
500, id = No Id

[Mar 1 15:10:43]ike st o private: Start

[Mar 1 15:10:43]ike st o calc skeyid: Calculating skeyid

[Mar 1 15:10:43]ike find pre shared key: Find pre shared key key for B.B.B.B:500, id = No Id -> A.A.A.A:
500, id = No Id

49
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[Mar 1 15:10:43]ike encode packet: Start, SA = { 0xf59b44a0 9d324al0b - cab69aaa ef773b06 } / 00000000,
nego = -1

[Mar 1 15:10:43]ike send packet: Start, send SA = { £59044a0 9d324al0b - cab69%aaa ef773b06}, nego = -1,
dst = A.A.A.A:500, routing table id = 0

[Mar 1 15:10:43]ikev2 packet allocate: Allocated packet 102ac00 from freelist

[Mar 1 15:10:43]ike sa find: Found SA = { £59044a0 9d324al0b - cab69aaa ef773b06 }

[Mar 1 15:10:43]ikev2 packet vl start: Passing IKE v1.0 packet to IKEvl library

[Mar 1 15:10:43]ike get sa: Start, SA = { £f59b44a0 9d324a0b - cab6%aaa ef773b06 } / 00000000, remote =
A.A.A.A:500

[Mar 1 15:10:43]ike sa find: Found SA = { £59044a0 9d324al0b - cab69%aaa ef773b06 }

[Mar 1 15:10:43]ike decode packet: Start

[Mar 1 15:10:43]ike decode packet: Start, SA = { £59b44a0 9d324a0b - cab69%aaa ef773b06} / 00000000, nego
= -1

[Mar 1 15:10:43]ike st i encrypt: Check that packet was encrypted succeeded

[Mar 1 15:10:43]ike st i id: Start

[Mar 1 15:10:43]ike st i hash: Start, hash[0..20] = fa8c05a8 60eeb654

[Mar 1 15:10:43]ike calc mac: Start, initiator = false, local = false

[Mar 1 15:10:43]ike st i cert: Start

[Mar 1 15:10:43]ike st i private: Start

[Mar 1 15:10:43]ike st o id: Start

[Mar 1 15:10:43]ike policy reply isakmp id: Start

[Mar 1 15:10:43]ike state restart packet: Start, restart packet SA = { £59b44a0 9d324al0b - cabb69aaa
ef773b06}, nego = -1

[Mar 1 15:10:43]ike st o id: Start

[Mar 1 15:10:43]ike st o hash: Start

[Mar 1 15:10:43]ike calc mac: Start, initiator = false, local = true

[Mar 1 15:10:43]ike st o status n: Start

[Mar 1 15:10:43]ike st o private: Start

[Mar 1 15:10:43]ike policy reply private payload out: Start

[Mar 1 15:10:43]ike st o encrypt: Marking encryption for packet

[Mar 1 15:10:43]ike st o wait done: Marking for waiting for done
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[Mar 1 15:10:43]ike st o all done: MESSAGE: Phase 1 { 0xf59b44a0 9d324a0b - Oxcab6%aaa ef773b06 } /
00000000, wversion = 1.0, xchg = Identity protect, auth method = Pre shared keys, Responder, cipher = aes-
cbc, hash = shal, prf = hmac-shal,

[Mar 1 15:10:43]B.B.B.B:500 (Responder) <-> A.A.A.A:500 { f59b44a0 9d324al0b - cab69aaa ef773b06 [-1] /
0x00000000 } IP; MESSAGE: Phase 1 version = 1.0, auth method = Pre shared keys, cipher = aes-cbc, hash =
shal, prf = hmac-

[Mar 1 15:10:43]ike encode packet: Start, SA = { 0xf59b44a0 9d324al0b - cab69aaa ef773b06 } / 00000000,
nego = -1

[Mar 1 15:10:43]ike send packet: Start, send SA = { £59044a0 9d32430b—=—ral n
dst = A.A.A.A:500, routing table id = 0 Phase1®D 3L
[Mar 15:10:43]ike_send notify: Connected, SA = { £59b44a0 9d324al0b - caboYaaa e o006}, nego = -

15:10:43]iked pm ike sa done: local:B.B.B.B, remote:A.A.A.A IKEvl

15:10:43]IKE negotiation done for local:B.B.B.B, remote:A.A.A.A IKEvl with status: Error ok
15:10:43]ikev2 packet allocate: Allocated packet 102b000 from freelist

15:10:43]ike_sa find: Found SA = { £59b44a0 9d324al0b - cab6%aaa ef773b06 }
15:10:43]ikev2 packet vl start: Passing IKE v1.0 packet to IKEvl library

15:10:43]ike get sa: Start, SA = { f59b44a0 9d324a0b - cab69aaa ef773b06 } / 00000001, remote =
A.A.A.A:500

=

)

K
= = = S =

[Mar 1 15:10:43]ike sa find: Found SA = { £59b44a0 9d324a0b - cabt%aaa ef773b06 }

[Mar 1 15:10:43]ike st o done: ISAKMP SA negotiation done

[Mar 1 15:10:43]ike send notify: Connected, SA = { £59b44a0 9d324al0b - cab69aaa ef773b06}, nego = -1
[Mar 1 15:10:43]ike free negotiation isakmp: Start, nego = -1

[Mar 1 15:10:43]ike free negotiation: Start, nego = -1

[Mar 1 15:10:43]ike _alloc negotiation: Start, SA = { £59b44a0 9d324a0b - cabt69aaa ef773b06}

[Mar 1 15:10:43]ike init gm negotiation: Start, initiator = 0, message id = 00000001

[Mar 1 15:10:43]ike decode packet: Start

[Mar 1 15:10:43]ike decode packet: Start, SA = { £59b44a0 9d324a0b - cab69aaa ef773b06} / 00000001, nego
=0

[Mar 1 15:10:43]ike decode payload sa: Start

[Mar 1 15:10:43]ike decode payload t: Start, # trans = 1

[Mar 1 15:10:43]ike st i encrypt: Check that packet was encrypted succeeded

[Mar 1 15:10:43]ike st i gm hash 1: Start, hash[0..20] = 0e020a5e 1lalOcbe’8
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{ £59b44a0 9d324a0b - cab6t9aaa ef773b06 } / 00000001, remote =

[Mar 1 15:10:43]ike get sa: Start, SA
A.A.A.A:500

[Mar 1 15:10:43]ike sa find: Found SA
[Mar 1 15:10:43]ike decode packet: Start

[Mar 1 15:10:43]ike decode packet: Start, SA = { £59b44a0 9d324a0b - cab69%aaa ef773b06} / 00000001, nego
=0

[Mar 15:10:43]ike_st i encrypt: Check that packet was encrypted succeeded

[Mar 15:10:43]ike st i gm hash 3: Start, hash[0..20] = 65cb3fe2 1f08f2aa

[Mar 15:10:43]ike st i private: Start n
[Mar 1 15:10:43]<none>:500 (Responder) <-> A.A Dudets®8=T"T5004420 9d324a0b WRRIEELYAQL: %A
0x00000001 } QM; MESSAGE: Phase 2 connection succeeded, No PFS, group = O

[Mar 1 15:10:43]ike gm call callback: MESSAGE: Phase 2 connection succeeded, No PFS, group = 0
[Mar 1 15:10:43]<none>:500 (Responder) <-> A.A.A.A:500 { f59b44a0 9d324a0b - cab699aaa ef773b06 [0] /

{ £59044a0 9d324a0b - cab6%9aaa ef773b06 }

= e

0x00000001 } QOM; MESSAGE: SA[0][0] = ESP aes, life = 102400000 kB/3600 sec, group = 0, tunnel, hmac-
shal-96, Extended seq not used,
[Mar 1 15:10:43]ike gm call callback: MESSAGE: SA[0][0] = ESP aes, life = 102400000 kB/3600 sec, group =

0, tunnel, hmac-shal-96, Extended seq not used, key len = 256, key rounds = 0
[Mar 1 15:10:43]iked pm ipsec sa install: local:B.B.B.B, remote:A.A.A.A IKEvl for SA-CFG azure vpn,
rekey-ikev2:no

Mar 15:10:43]iked pm ipsec_sa create: encr key len 32, auth key len: 20, salt len: 0

Mar 15:10:43]Added (spi=0x224e4032, protocol=ESP dst=B.B.B.B) entry to the peer hash table

Mar 15:10:43]Added (spi=0xb37a4ad0, protocol=ESP dst=A.A.A.A) entry to the peer hash table

Mar 15:10:43]Hardlife timer started for inbound azure vpn with 3600 seconds/102400000 kilobytes
Mar 15:10:43]Softlife timer started for inbound azure vpn with 3021 seconds/92160000 kilobytes

.—|.—..—|.—|.—..—..—|.—..—..—|.—|
=
)
o]

= = = T T = S S B

]
]
]
]
]
15:10:43]In iked ipsec_sa pair add Adding GENCFG msg with key; Tunnel = 131073;SPI-In = 0x224e4032
]
]
]
]
]

Mar 15:10:43]Added dependency on SA config blob with tunnelid = 131073

Mar 15:10:43]Successfully added ipsec SA PAIR

Mar 15:10:43]ike st o gm wait done: Marking for waiting for done

Mar 15:10:43]ike_send notify: Connected, SA = { £59044a0 9d324al0b - cab69aaa ef773b06}, nego = 0
Mar 15:10:43]IPSec negotiation done successfully for SA-CFG azure vpn for local:B.B.B.B,

remote:A.A.A.A IKEvl
[Mar 1 15:12:43]ikev2 packet allocate: Allocated packet 102c000 from freelist
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Microsoft Azure & HER—4 )L
» https://manage.windowsazure.com/

BRI —OBE

» https://msdn.microsoft.com/ja-jp/library/azure/jj156007.aspx

RERYET—5 FAQ
= https://msdn.microsoft.com/ja-jp/library/azure/dn133803.aspx

RERYIT—=DIZERT S VPN T/ALRIZDNT

» https://msdn.microsoft.com/ja-jp/library/azure/jj156075.aspx
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