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About This Guide

Use this guide to understand the architecture and deployment of Security Director Insights. It also
includes procedures for configuring Policy Enforcer for mitigation, adding log collector nodes, and HA
configuration.
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Security Director Insights Overview

IN THIS SECTION

Benefits | 2

Security Director Insights Architecture | 2

Security Director Insights is a single virtual appliance (Service VM) that runs on the VMware vSphere
infrastructure. It facilitates automated security operations. It enables you to take effective actions on
security events logged by Juniper Networks security products. The events that affect a host or events
that are impacted by a particular threat source are presented by Security Director Insights from different
security modules. These events provide instantaneous information about the extent and stage of an
attack. Security Director Insights also detects the hosts and servers under attack by analyzing events
that are not severe enough to block. The application contains an option to verify the incidents using
your trusted threat intelligence providers. After you have verified the incidents, you can take preventive
and remedial actions using the rich capabilities of our security products.

Benefits

e Reduce the number of alerts across disparate security solutions
o Quickly react to active threats with one-click mitigation

¢ Improve the security operations center (SOC) teams’ ability to focus on the highest priority threats

Security Director Insights Architecture

The Service VM provides the following functionality, as shown in Figure 1 on page 3.



Figure 1: Security Director Insights Architecture
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e The Service VM works with the Security Director ecosystem. The Security Director Insights GUI is

integrated into the Security Director GUI.

e The Log Collector and Policy Enforcer are integrated within the Security Director Insights VM.

RELATED DOCUMENTATION

Add Insights Nodes



Deploy and Configure Security Director Insights

IN THIS SECTION

Deploy and Configure Security Director Insights with OVA files | 4
Reserve Resources on VMware vCenter | 9

Verify If the VM is Getting Enough Resources | 11

Expand the VM Disk Size | 11

Deploy and Configure Security Director Insights with OVA files

Security Director Insights requires VMware ESXi server version 6.5 or later to support a virtual machine
(VM) with the following configuration:

e 8 CPUs
e 24-GB RAM
e 1.2-TB disk space

If you are not familiar with using VMware ESXi servers, see VMware Documentation and select the
appropriate VMware vSphere version.

To deploy and configure the Security Director Insights with OVA files, perform the following tasks:

1. Download the Security Director Insights VM OVA image from the Juniper Networks software
download page.

NOTE: Do not change the name of the Security Director Insights VM image file that you
download from the Juniper Networks support site. If you change the name of the image file,
the creation of the Security Director Insights VM may fail.

2. Launch the vSphere Client that is connected to the ESXi server, where the Security Director
Insights VM is to be deployed.

3. Select File > Deploy OVF Template.
The Deploy OVF Template page appears, as shown in Figure 2 on page 5.


https://www.vmware.com/support/pubs/
https://support.juniper.net/support/downloads/

Figure 2: Select an OVF Template Page
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In the Select an OVF template page, select the URL option if you want to download the OVA image
from the internet or select Local file to browse the local drive and upload the OVA image.

Click Next.

The Select a name and folder page appears.

Specify the OVA name, installation location for the VM, and click Next.
The Select a compute resource page appears.

Select the destination compute resource for the VM, and click Next.
The Review details page appears.

Verify the OVA details and click Next.

The License agreements page appears, as shown in Figure 3 on page 6.
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Figure 3: License Agreement Page
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Accept the EULA and click Next.
The Select storage page appears.

Select the destination file storage for the VM configuration files and the disk format. (Thin
Provision is for smaller disks and Thick Provision is for larger disks.)

Click Next. The Select networks page appears.
Select the network interfaces that will be used by the VM.

IP allocation can be configured for DHCP or Static addressing. We recommend using Static IP
Allocation Policy.

Click Next. The Customize template page appears. For DHCP instructions, see Step 13.

For IP allocation as Static, configure the following parameters for the virtual machine:

e [P address—Enter the Security Director Insights VM IP address.
e Netmask—Enter the netmask.
e Gateway—Enter the gateway address.

e DNS Address 1—Enter the primary DNS address.



e DNS Address 2—Enter the secondary DNS address.

Figure 4: Customize Template Page
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13. For IP allocation as DHCP, enter the search domain, hostname, device name, and device description

Click Next. The Ready to complete page appears, as shown in Figure 5 on page 8.



Figure 5: Ready to Complete Page
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14. Verify all the details and click Finish to begin the OVA installation.

15. After the OVA is installed successfully, power on the VM and wait for the boot-up to complete.

16. Once the VM powers on, in the CLI terminal, log in as administrator with the default username as
“admin” and password as “abc123".

After you log in, you will be prompted to change the default admin password. Enter a new
password to change the default password, as shown in Figure 6 on page 8.

Figure 6: Default Admin Password Reset




The Security Director Insights deployment is now complete.

17. You must now add the Security Director Insights node to Junos Space by performing the following
steps.

e Login to Security Director GUI and navigate to Administration > Insights Management >
Insights Nodes.

e Enter the Security Director Insights IP address and the admin password (from Step 16).
e Click Save to complete integrating the Security Director Insights VM into Security Director.

To know more about how to add Security Director Insights nodes, see Add Insights Nodes Add
Insights Nodes.

NOTE: You can use the Security Director Insights VM as a log collector and as an integrated
Policy Enforcer.

Reserve Resources on VMware vCenter

SUMMARY

To reserve CPU and memory on vSphere:

1. Power off the VM, as shown in Figure 7 on page 9 .

Figure 7: VM Power Off Button
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2. Once the VM is completely powered down, click the edit button as show in Figure 8 on page 10.



Figure 8: VM Edit Button
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The Edit Settings page appears, as shown in Figure 9 on page 10 . Edit the values in the Virtual

Hardware page.

Figure 9: Edit Settings Page
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3. In the CPU section, modify the number of CPU cores and select the values for Reservation and Limit

from the respective lists.

4. In the Memory section, select the required memory reservation and limit values from the lists. For
relevant values, refer the Performance Matrix table in "Add Security Director Insights as a Log

Collector" on page 25.
5. Click OK.



Verify If the VM is Getting Enough Resources

To verify if enough resources are getting allocated to the VM at run time, select
Monitor>Performance>Advanced in the vSphere and check the CPU clock speeds as shown in Figure 10

on page 11.

Figure 10: Monitor CPU Clock Speeds
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You can view both CPU usage and reserved memory by selecting the required view from the View list. If
the CPU usage does not reach the allocated peak and you observe any performance issues, it may
indicate that the ESXi host on which this VM is running might be over subscribed. Reserving a dedicated

CPU or memory for the VM might help.

NOTE: You can calculate the clock speed reservation by using the formula (number of cores *
clock speed of ESXi host * 1000 MHz. Set “unlimited” in the limit field. You must fully reserve the
memory for each configuration. For example, for a 8 core and 16 GB memory configuration
running on a 2.2GHz ESXi host, clock speed reservation is (8 cores * 2.2 * 1000 Mhz) = 17600
MHz (17.6 GHz). The limit is unlimited. Memory is 16GB reserved and limit as unlimited.

Expand the VM Disk Size

Before You Begin



e Ensure that there are no snapshots. You must delete the snapshot before expanding the disk size.

o We recommend to create a backup by cloning the VM before expanding the disk size.

To expand the disk to the maximum available size for an OVA file:
1. Log in to vSphere and power down the VM.
2. Click the Edit VM settings icon, as shown in Figure 11 on page 12.

Figure 11: Edit VM Settings Icon
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3. Set the hard disk size, as shown in Figure 12 on page 13.



Figure 12: Edit Settings Page
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6. Run set disk-partition-to-full command.
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The new disk size is the size of /dev/sda2.

Install Security Director Insights With KVM virt-
manager

Before You Begin

e Ensure that there are no snapshots. You must delete the snapshot before expanding the disk size.
¢ We recommend to create a backup by cloning the VM before expanding the disk size.

You can install and launch Security Director Insights with the KVM virt-manager GUI package.

Before you begin, you must ensure:

e You have already installed KVM, gemu, virt-manager, and libvirt on your host OS.

e You have created a bridge network to access KVM through SSH.



In this document, a bridge network brQ is created with Netplan. Figure 13 on page 15 shows an
example configuration from the /etc/netplan/00-installer-config.yaml file.

Figure 13: Example Configuration of brO

To install Security Director Insights with virt-manager:

Download the Security Director Insights KVM image from the Juniper software download site.

2.  Onyour host OS, type virt-manager.

The Virtual Machine Manager page appears, as shown in Figure 14 on page 15.

Figure 14: Virtual Machine Manager Page
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https://www.juniper.net/support/downloads/?p=sdi

3.

4.

NOTE: You must have admin rights on the host OS to use virt-manager.

Click the Create a new virtual machine icon, as shown in Figure 15 on page 16.

The Create a new virtual machine page appears.

Figure 15: Create a New Virtual Machine
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Figure 16: Import Disk Image
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5. Browse to the location of the downloaded Security Director Insights image and select the image.
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Figure 17: Select Storage Path And Operating System
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In the Choose the operating system you are installing field, select Ubuntu 18.04 version, as shown
in Figure 17 on page 18.

Click Forward.

Set the RAM to 16384 MB and set CPUs to 8, as shown in Figure 18 on page 19 .
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Figure 18: Configure Memory And CPUs
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Click Forward.

9. Select the Customize configuration before install option, as shown in Figure 19 on page 20.
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Figure 19: Network Selection Page
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10. In the Network selection field, select the bridge network (typically brO) from the list.
11. Click Finish.
12. Click Add Hardware, as shown in Figure 20 on page 21 .

The Add New Virtual Hardware page appears.

20



Figure 20: Add Hardware Option
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13. Select Network from the left side menu and click Finish.

21



Figure 21: Network Details Page
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14. Click Begin Installation.
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Figure 22: Begin Installation
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The VM manager creates the virtual machine and launches the Security Director Insights console.

Expand the VM Disk Size
Procedure
To expand the disk to the maximum available size in a KVM virt-manager:

1. Log in to the host of the KVM and power down the VM, as shown in Figure 23 on page 24 .

23



Figure 23: Power Down the VM
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2. From the host, increase the disk size using the gemu-img resize vmdisk.img +X6 command, where
vmdisk.img is the name of the image and XG is the size in GB you want to expand the disk to.

The size denotes how much you want to expand the disk. It is not the maximum size of the disk.

24



3. Power on KVM and log in to the Admin CLI. Switch to the server mode and run set disk-partition-to-
full command.

The new disk size is the size of /dev/vda2.

Add Security Director Insights as a Log Collector

To use the log collector functionality that comes along with the Security Director Insights installation,
add the IP address of the Security Director Insights virtual machine (VM) as a log collector.

Before you add the log collector node in the GUI, you must set the administrator password. By default,
the Security Director log collector is disabled. You must first enable it and then set the administrator
password.

To enable the log collector and configure the administrator password:
1. Go to the Security Director Insights CLI.
# ssh admin@${security-director-insights_ip}
2. Enter the application configuration mode.
user:Core# applications
3. Enable Security Director log collector.
user:Core#t(applications)# set log-collector enable on

4. Configure the administrator password.



user:Core#(applications)# set log-collector password
Enter the new password for SD Log Collector access:
Retype the new password:

Successfully changed password for SD Log Collector database access

To add the Security Director Insights VM IP address as a log collector node:

1.

From the Security Director user interface, select Administration > Logging Management > Logging
Nodes, and click the plus sign (+).

The Add Logging Node page appears.

Choose the Log Collector type as Security Director Log Collector.

Click Next.

The Add Collector Node page appears.

In the Node Name field, enter a unique name for the log collector.

In the IP Address field, enter the IP address of the Security Director Insights VM.

The IP address used in the Deploy OVF Template page must be used in the Add Collector Node
page, as shown in Figure 24 on page 27 and Figure 25 on page 28.



Figure 24: Deploy OVF Template Page
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Figure 25: Add Logging Node Page
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6. Inthe User Name field, enter the username of the Security Director Insights VM.

7. Inthe Password field, enter the password when you set “user:Core#(applications)# set log-collector
password” above.

8. Click Next.

The certificate details are displayed.

9. Click Finish and then click OK to add the newly created Logging Node.

NOTE: Starting in Security Director Release 21.3R1 Hot Patch V1, you can add both the
legacy log collector node and the Security Director Insights VM on the Logging Nodes page
in Security Director. We've added the legacy log collector support for read-only purpose to
view existing data in the event viewer. You cannot add same type of log collector nodes on
the Logging Nodes page.

10. After you add Security Director Insights as a log collector, enable the following options in Junos
Space:



a. Login to Junos Space.
b. Select Administration > Applications.
c. Right-click Log Director and select Modify Application Settings.
d. Enable the following options:
e Enable SDI Log Collector Query Format
¢ Integrated Log Collector on Space Server
Performance Matrix

Table 1 on page 29 shows the performance matrix for various events per second (eps) rates.

Table 1: Performance Matrix for EPS

CPU Memory EPS CPU/Memory Reservation
6 16 5K 13.2 GHz / 16Gb

8 16 10K 17.6 GHz / 16Gb

24 80 25K 50 GHz / 80Gb

NOTE: CPU and Memory values must be reserved according to the performance matrix, to
achieve the correlating EPS.

Configure Security Director Insights High Availability | 31
Security Director Insights High Availability Deployment Architecture | 30
Configure Policy Enforcer for Security Director Insights Mitigation | 46



Security Director Insights High Availability
Deployment Architecture

You can deploy Security Director Insights as a single node and as two nodes with high availability (HA).

Security Director Insights requires the following system and network configurations for the HA
deployment:

e Two Security Director Insights systems for two nodes HA.

e Each system must have two network interfaces: one for management and another for HA
monitoring.

o The IP addresses of the management interface of the two systems must be in the same subnet.
e The IP addresses of the HA monitoring interface of the two systems must be in the same subnet.
The management and HA monitoring interfaces must be in different subnets.
e Virtual IP addresses for each subnet.
The following example shows the network configuration for the HA deployment:
e System 1:
e Management IP: 10.1.1.2/24
e HA monitoring IP: 20.1.1.2/24
e System 2:
e Management IP: 10.1.1.3/24
e HA monitoring IP: 20.1.1.3/24
e Virtual IP address for data traffic: 10.1.1.4/24
e Virtual IP address for HA monitoring: 20.1.1.4/24

The virtual IP addresses are used when you configure HA in the Security Director Insights GUI. The
virtual IP addresses are automatically assigned to one of the systems, which becomes the active node.
When failover occurs, the virtual IP addresses are automatically assigned to the other system, which is
the standby node.

You can configure the HA monitoring IP address using a CLI command, as shown in Figure 26 on page
31.



Figure 26: HA Monitoring IP Address Configuration

p address 20.1.1.2 netmask 255.255.255.0 gateway 20.1.1.1 interface ha-monitoring
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Security Director Insights supports two-node high availability (HA) with the following specifications:

e Once you enable HA, one Security Director Insights virtual machine (VM) becomes the active node
and another Security Director Insights VM becomes the standby node.



e You must specify the virtual IP address assigned to the HA system to inject logs through the virtual IP
address.

e If the active node is abnormal or down, the failover to the standby node occurs automatically. You
need not change anything when you inject logs.

This topic explains how to setup Security Director Insights HA.

Before You Begin

Before you enable HA:

1. Read "Security Director Insights High Availability Deployment Architecture" on page 30 .

NOTE: If you are using Policy Enforcer inside Security Director Insights and Policy Enforcer is
not in HA, you must not deploy Security Director Insights in HA.

2. The two Security Director Insights VMs must have the same Security Director Insights software
versions. In each Security Director Insights VM, configure the following network interfaces to enable
HA:

e EthO—For normal Security Director Insights data and management
e Ethl—For HA monitoring

Without the HA feature, Security Director Insights VM requires only a single network interface, ethO,
for data and management. The standard Security Director Insights OVA deployment configures only
the ethO interface.

3. Use the following procedure to configure IP addresses for the network interfaces:

e Go to Security Director Insights CLI.
# ssh admin@${security-director-insights_ip}
e Enter the Settings menu.
# server
e View already configured IP addresses.
# show ip
e Configure the ethO IP address.

# set ip interface management address ${eth0_ip} gateway ${eth0_gateway} netmask ${eth@_netmask}



e Configure the eth1 IP address.
# set ip interface ha-monitoring address ${eth1_ip} gateway ${eth1_gateway} netmask ${eth1_netmask}
¢ Verify the configured IP addresses.

# show ip

NOTE: You must ensure that:

e On each node, the IP addresses of the ethO and eth1 interfaces are in different subnets.

e The IP address of the ethO interface of the active and standby nodes are in the same

subnet.

e The IP address of the eth1 interface of the active and standby nodes are in the same
subnet.

Enable HA

Before you enable HA, you must add the active node.

1. To add the active node:

o Select Security Director > Administration > Insights Management > Insights Nodes.
The Insights Nodes page appears.

e Enter the IP address of the active node, admin password, and click Save.

2. Once the active node is added successfully, toggle the Enable HA option on, as shown in Figure 27
on page 34.



Figure 27: Enable HA
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The HA Setup page appears.

3. Complete the configuration according to the guidelines provided in Table 2 on page 34, and click
Save & Enable.

Table 2: Fields on the HA Setup Page

Setting Guideline

Secondary Node Details

Secondary system IP Enter the IP address of the ethO interface of the standby node.
Username Username is “admin” and you cannot modify it.

Password Enter the Security Director Insights VM password.

HA Settings

Data Virtual IP/Netmask Enter the virtual IP address of the HA management interface.

HA monitor Virtual IP/Netmask | Enter the virtual IP address of the HA monitoring interface.
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Table 2: Fields on the HA Setup Page (Continued)

Setting Guideline

Ping IPs (Optional) Enter one or more IP addresses that both nodes can reach to
check the connectivity.

You are taken back to the Insights Nodes page. You will see the status messages, as shown in Figure
28 on page 35 . Note that the HA enabling takes several minutes.

Figure 28: Enable HA in Progress
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4. Click Refresh Data.

You will see intermittent status messages, as shown in Figure 29 on page 36.



Figure 29: Enable HA Intermittent Status
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Keep clicking the Refresh Data option until you see that:
e Both nodes are healthy.

o Data and management virtual IP addresses are the same as the ones configured on the HA Setup

page.

Figure 30 on page 36 shows the status of the nodes once the HA is enabled successfully.

Figure 30: HA Enabled
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I Manually Trigger Failover

You can initialize the HA failover if the active node encounters any issues.

To enable failover to the standby node:

1. In the Insights Node page, click Failover under the active node, as shown in Figure 31 on page 37 .

Figure 31: Initiate Failover
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A confirmation message appears, as shown in Figure 32 on page 37 .

Figure 32: Failover Confirmation Message
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The failover action takes several minutes to complete. During the process, you will see intermittent
status messages, as shown in Figure 33 on page 38.

Figure 33: Failover Intermittent Status
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Once the failover is enabled, the original standby node becomes the new active node and the original
active node is put in an offline mode, as shown in Figure 34 on page 38.

Figure 34: Standby Node Offline
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3. To bring the new standby node back online, click Start, as shown in Figure 35 on page 39 .



Figure 35: Start Standby Node

Insights Nodes @

nagem A "
Enable HA &) Data/Management Virtual IP Monitoring Virtual IP
10, ‘o 192, ' sum
Node status
Active : fei-insights3-2 Standby : fei-ingisht3-1
Hostname fel-insights3-2 =) Hostname fei-ingisht3-1
Pgsqldata  LATEST | Pgsqldata  N/A
Pgsql status PRI | Pgsqlstatus N/A
Status < 1

Status O fline
More Inf

~
o

Refresh Data

Hostname Data traffic IP HA Monitor IP CPU usage Memory usage Online Role Status
fel-insights3-2 079% 38.98% true Active

feiingisht3-1 N/A N/A Standby

2Rows

A confirmation message appears, as shown in Figure 36 on page 39

Figure 36: Start Standby Confirmation

@ Services offline

Start Standby

This will trigger a task Start Standby

4. Click OK to continue.

The Start action takes several minutes to complete.

Once the Start action is complete, the status of both the nodes shows online and healthy. The
original active node is now online as a standby node, as shown in Figure 37 on page 40 .
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Figure 37: Standby Start Action
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5. If the standby node encounters any synchronization issues with the active node, click Stop under the

Standby node.

6. Click Rebuild to synchronize data between the two nodes.

Disable HA

To disable HA:

1. In the Insights Nodes page, toggle the Enable HA option off.

A confirmation message appears before HA is disabled, as shown in Figure 38 on page 40 .

Figure 38: Disable HA Confirmation
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Cancel




2. Click OK to confirm the HA disabling.

Disabling HA takes several minutes. During the process, intermittent status messages are displayed, as

shown in Figure 39 on page 41 . Keep clicking Refresh Data until HA is disabled successfully.

Figure 39: HA Disabling Status
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Once HA is disabled successfully, you can see only the active node VM in the Insights Nodes page, as

shown in Figure 40 on page 41 .

Figure 40: HA Disabled

Insights Nodes @

Standalone/Primary Node Details
IP Address* 10.

Username adr

Password*

Enable HA = | Data/Management Virtual IP

N/A
Node status
] n
Hostname fel-ingisht3-1
Status A
Hostname Data traffic IP HA Monitor IP

fel-ingisht3-1

| Monitoring Virtual IP

CPU usage

0.79%

Memory usage

39.07 %

online

tru

e

Role

Standalone

[

Status

Refresh Data



Upgrade HA

When a new Security Director Insights software version is available, perform the following procedure to
upgrade the HA nodes. You must upgrade HA only from the active node for both the nodes to be
upgraded.

1. Go to Security Director Insights CLI.
ssh admin@${active_node_ip}
2. Enter the Settings menu.
#server
3. Obtain the software upgrade package.
#set system-update copy user@${pkg_location_ip}:/${package_file_path/name}
4. View the software upgrade package version.
# show system-update versions
5. Initiate the upgrade.

# set system-update start software ${new_version}

-5448-1:Core#(server)# show system-update versions
Type i Size OK to upgrade

software 20.3R1.449 1.97 GB 0K g
fei-yeezy-s448-1:Core#lserver)# set system-update start software\20.3R1.449 !

6. Verify the HA upgrade status.

# ha system-update status

Wait until the upgrade is finished successfully in both active and standby nodes, as shown in Figure
41 on page 43.



Figure 41: HA Upgrade
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Step 1: Preparing system for system update

Step 2: Gathering information for software update
standby updating from 20.3R1.448 to 20.3R1.449
active updating from 20.3R1.448 to 20.3R1.449
Step 3: Prepare HA services for update

Step 4: Prepare active configuration for update

Step 5: Prepare standby for system update

Step 6: Start system update on standby
Update on standby finished at 2020-10-13 15:28:37.0478@5

Step 7: Start system update on active

Step 8: Reconfigure active after system update
Waiting for database to be ready for writes...
Database is ready for writing
Waiting for active HA services

Step 9: Reconfigure standby after system update

Step 1@: Synchronize data from active to standby
Waiting until the database is ready...

Database is ready to sync up active and standby
Waiting for standby HA services to start
Restarting services...
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Configure High Availability for Security Director
Insights as Log Collector

Starting in Security Director Insights Release 21.3, you can configure high availability (HA) for Security
Director Insights as log collector.

To configure HA for the log collector:

1. Enable the log collector function in two nodes of Security Director Insights through Security Director
Insights CLI terminal.

a. Go to Security Director Insights CLI.
# ssh admin@${security-director-insights_ip}
b. Enter the application CLI menu.
# applications
c. Enable the log collector.
# set log-collector enable on
d. Set the log collector password.
# set log-collector password
e. Retype the new password.

You will receive the password change success message as shown in Figure 42 on page 45 .



Figure 42: Enable Log Collector
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aWelcome admin. It is now Mon Nov 8 18:19:28 UTC 2021

1 Core# applications

Entering the Applications configuration mode. ..
Core#(applications)# set log-collector enable on

SD Log Collector is already enabled
Core#(applications)# set log-collector password
Enter the new password for SD Log Collector access:

Retype the new password:

Successfully changed password for SD Log Collector database access

Core#(applications)# |}

2. Enable the Security Director Insights HA through Security Director Insights CLI terminal.
a. Go to Security Director Insights CLI.

# ssh admin@${security-director-insights_ip}
b. Enable HA.

ha enable ${VIP_data_interface}/${VIP_data_subnet} ${VIP_monitoring_interface}/{VIP_monitoring_subet} $
{secondary_node_data_interface_ip} ${secondary_node_admin_password}

¢. Provide the Security Director IP address.

HA is enabled and a confirmation message is shown, as shown in Figure 43 on page 45 .

Figure 43: Enable HA

.:Core#(server)# ha enable 10.

Please provide the SD IP address:
enable HA: Finished HA configuration

3. Add the HA virtual IP address as a log collector in Security Director Ul.

a. Select Security Director > Administration > Logging Management > Logging Node.



b. Click the + icon to add logging nodes.
The Add Logging Node page appears.
c. Choose the Log Collector type as Security Director Log Collector, and click Next.
d. Inthe IP Address field, enter the HA virtual IP address.
e. In the Username field, enter 'admin’.
f. Inthe Password field, enter the log collector password that you have configured in Step 1d.
g. Click Next.
The certificate details are displayed.
h. Click Finish.
i. Review the summary of configuration changes from the summary page.

j. Click OK to add the node.
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Security Director Insights performs mitigation using Juniper® Advanced Threat Prevention Cloud
(Juniper ATP Cloud) or Policy Enforcer. This topic explains how to configure Policy Enforcer for
mitigation. Policy Enforcer is integrated within the Security Director Insights virtual machine (VM). You
can mitigate the IP addresses with either the Security Director Insights integrated Policy Enforcer or the
legacy standalone Policy Enforcer. If you are using the integrated Policy Enforcer for mitigation, use the
IP address of the Security Director Insights VM wherever Policy Enforcer details need to be entered.

Add Security Director Insights Nodes

To add the Security Director Insights node:

1. Login to the Security Director GUI and navigate to Administration > Insights Management > Insights
Nodes.

2. Enter the Security Director Insights IP address and the admin password.
3. Click Save.

The Security Director Insights VM is added to Security Director. To know more about adding Security
Director Insights nodes, see Add Insights Nodes.

Configure Security Director Insights as Integrated Policy Enforcer

To configure the integrated Policy Enforcer:

1. Select Security Director > Administration > Policy enforcer > Settings.
The Settings page appears.
2. Inthe IP Address field, enter the IP address of the Security Director Insights VM.

The IP address used in the Deploy OVF Template page must be used in the Settings page, as shown
in Figure 44 on page 48 and Figure 45 on page 49 .



Figure 44: Deploy OVF Template Page
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Figure 45: Policy Enforcer Settings Page
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3. Inthe Username field, enter “admin” as the username for the integrated Policy Enforcer.

In the Password field, enter the admin password that you used to bring up the Security Director
Insights VM.

5. Inthe ATP Cloud Configuration Type field, select Sky ATP/JATP with Juniper Connected Security
from the list and click OK.

A confirmation page appears displaying the Policy Enforcer configuration success message and to
confirm setting up the threat prevention policy.

6. Click OK.
The Threat Prevention Policy Guided Setup page appears.
Click Start Setup.
In the Tenants page, do not create any tenants. Skip this step and click Next.
The Security Fabric page appears.

9. In the Security Fabric page, perform the following configuration:

e Select an existing site or click + to create a new site.

¢ In the Enforcement Point column, click Add Enforcement Point to add the SRX Series device as
an enforcement point. This enables the SRX Series device to receive feeds from Security
Director Insights.

e Click Next.

The Policy Enforcement Group page appears.

10. In the Policy Enforcement Group page, perform the following configuration:



e Click + to create a new policy enforcement group or use an existing group.

e Click Next.

The ATP Cloud Realm page appears.
11. In the ATP Cloud Realm page, perform the following configuration:

e Click + and enter the existing ATP Cloud realm credentials. If you do not have the credentials,
you will get an option to create the ATP Cloud realm credentials.

e Click OK.
If the ATP Cloud realm is added successfully, assign a site in the Sites Assigned column.
e Click Next.

The Policies page appears.

12. Inthe Policies page, perform the following configuration:

e Click + to create a threat prevention policy.
¢ In the Name field, enter a name for the policy and description in the Description field.

¢ In the Profiles section, select the following profiles: Include C&C profile in policy, Include
infected host profile in policy, and Include malware profile in policy.

e Click OK.
You are taken back to the Policies page.
e Click Next.

The Geo IP page appears.
13. In the Geo IP page, skip the configuration and click Finish.
The Summary page appears.
14. Review the configuration summary and click OK.

A new threat prevention policy is created.

Create Custom Feeds for Mitigation

To mitigate incidents through Policy Enforcer, you must create custom feeds for blocklist and infected
host.

To create the Policy Enforcer custom feeds:

1. Select Security Director > Configure > Threat Prevention > Feed Sources > Custom Feeds.



Click Create and select Feeds with local files from the drop-down list.
The Create local custom feed page appears.

In the Name field, enter a name for the custom feed and description in the Description field.

4. From the Feed Type drop-down list, select Blacklist.

From the Zones/Realms drop-down list, select the Juniper ATP Cloud realm you created using the
Guided Setup.

6. From the User Input Type drop-down list, select IP, Subnet and Range.
7. Click OK.

A new custom feed for blocklist is created and you are taken back to the Custom Feeds page.

Repeat Steps 1 to 7 to create another custom feed for the infected host. In the Feed Type field, select
Infected-Hosts from the list.

You will see two new custom feeds listed on the Custom Feeds page: one for blocklist and one for
infected host.

Configure Security Director Insights Mitigation Using Policy Enforcer

To configure mitigation settings using Policy Enforcer:

1.

Select Security Director > Administration > Insights Management > Mitigation Settings.

The Mitigation Settings page appears.

2. Select the Policy Enforcer tab.

3. Complete the configuration by using the guidelines in Table 3 on page 51 .
4. Click Save.

If all the parameters are correct, mitigation is enabled.

Table 3: Policy Enforcer Mitigation Guidelines

Setting Guideline

Policy Enforcer The Policy Enforcer virtual machine IP address automatically appears. This is the IP
Hostname address that you configure in the Policy Enforcer > Settings page.

Policy Enforcer SSH The SSH username automatically appears. This is the same username that you

User Name configure in the Policy Enforcer > Settings page.



Table 3: Policy Enforcer Mitigation Guidelines (Continued)

Setting

Policy Enforcer SSH
Password

APl User Name

API Password

Blocklist Feed Name

Infected-Host Feed
Name

Guideline

Enter the Policy Enforcer SSH password. This is the same password that you enter in
the Policy Enforcer > Settings page.

If you have the credentials for the Policy Enforcer Controller APls, enter the existing
APl username. Else, enter a name and Security Director Insights will create a new
username.

If you have the credentials for the Policy Enforcer Controller APls, enter the existing
API password. Else, enter a password and Security Director Insights will create a new
password.

Enter the blocklist custom feed name that you created in the Configure > Threat
Prevention > Feed Sources > Custom Feeds page.

Enter the infected host custom feed name that you created in the Configure > Threat
Prevention > Feed Sources > Custom Feeds page.

NOTE: Security Director Insights supports mitigation using Juniper ATP Cloud and Policy
Enforcer. Only one plugin can be active at a given time. Before you enable Policy Enforcer
mitigation settings, ensure to disable the Juniper ATP Cloud plugin if it is enabled.

Monitor Mitigation Through Policy Enforcer

The following example shows how to mitigate incidents through Policy Enforcer.

To monitor the mitigation:

1. Select Security Director > Monitor > Insights > Mitigation.

The Mitigation page appears.

2. Select one or more IP addresses and click Enable Mitigation.

If the mitigation is Successful, the status column displays Successful, as shown in Figure 46 on page

53.



Figure 46: Mitigation Successful

Mitigation

Endpoint IP Filtering

Mitigation Threat Source IP Detection Date st
) B : 10.157.82.230: 5

search

The mitigated IP addresses listed under the Source IP Filtering tab are added to the custom blocklist
feed.

The mitigated IP addresses listed under the Endpoint IP Filtering tab are added to the infected host
custom feed.

. Verify the blocklisted IP addresses in the SRX Series device that was added as an endpoint in Policy
Enforcer. The device receives one blocklist feed with the IP address that you mitigated in Step 2, as
shown in Figure 47 on page 53.

Figure 47: Blocklisted IP Address

root@ show security dynamic-address category-name Blacklist
No. IP=start IP-end Feed Address
1 122.1.1.19 122.1.1.10 Blacklist/1 ID-fffc0410

Instance default Total number of matching entries: 1
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Policy Enforcer Ports

NOTE: While using Policy Enforcer in Connected Security deployment, SRX Series Firewalls do
not submit files for detection via Policy Enforcer. SRX Series Firewalls still need to reach the ATP
Cloud server via internet to submit files for malware detection and analysis. If SRX Series
Firewalls are connected to the internet via another firewall or proxy, then that device must have

8080 and 443 ports open.

You will need to open ports for Policy Enforcer to communicate with other products and devices.

Table 4: Policy Enforcer Ports to Communicate with Security Director

Service Protocol Port In Out
HTTPS TCP 8080 X
HTTPS TCP 443 X

Table 5: Policy Enforcer Ports to Communicate with SRX Series Firewalls

Service Protocol Port In Out

HTTPS TCP 444 X

Following table lists the ports that Policy Enforcer uses to communicate with the Juniper ATP Cloud

server to download feeds.

NOTE: Connectivity between Juniper ATP Cloud and Policy Enforcer is certificate-based. Once
the trust is established, every request is within a context of valid token.



Table 6: Policy Enforcer Ports to Communicate with cloudfeeds.sky.junipersecurity.net

Service Protocol Port In Out

HTTPS TCP 443 X

Table 7: Policy Enforcer Ports to Communicate with ca.junipersecurity.net

Service Protocol Port In Out

HTTPS TCP 8080 X

Following table lists the remaining Policy Enforcer services.

Table 8: Policy Enforcer Services

Service Comments
DNS Used for basic network connection.
NTP Used to synchronize system clocks with the Network Time Protocol (NTP).

If you are using NSX with Policy Enforcer (or Security Director), the following ports must be opened on
NSX.

Table 9: NSX Ports

Port In Out Comments
443 X Used for communication between NSX and Security Director.
7804 X Used for outbound SSH based auto discovery of devices.

22 X Used for host management and image upload over sftp.



Upgrade Security Director Insights

Table 10 on page 56 shows the upgrade path for Security Director Insights.

Table 10: Upgrade Path

Upgrading to Release

Security Director Insights 23.1R1

Security Director Insights 22.3R1

Security Director Insights 22.2R1

Security Director Insights 22.1R1

Security Director Insights 21.3R1

Security Director Insights 21.2R1

Security Director Insights 21.1R1

Upgrade Path

22.3R1 > 23.1R1

22.2R1>22.3R1

22.1R1 > 22.2R1

21.3R1>22.1R1

21.2R1>21.3R1

21.1R1>21.2R1

20.3R1 > 21.1R1

Description

You can upgrade from the following release:

e Security Director Insights Release 22.3R1

You can upgrade from the following release:

e Security Director Insights Release 22.2R1

You can upgrade from the following release:

e Security Director Insights Release 22.1R1

You can upgrade from the following release:

e Security Director Insights Release 21.3R1

You can upgrade from the following release:

e Security Director Insights Release 21.2R1

You can upgrade from the following release:

e Security Director Insights Release 21.1R1

You can upgrade from the following release:

e Security Director Insights Release 20.3R1

To upgrade from a previous version of Security Director Insights:

1. Download the release image from the download site to a location (virtual machine) that is accessible
from Security Director Insights.


https://support.juniper.net/support/downloads/?p=sdi

2. Type server to switch to the server mode of CLI.
3. Copy the upgrade package to Security Director Insights:

set system-update copy user@ip_addr:/location.

Figure 48: Copy the Upgrade Package

L T T T T T S S S
* Juniper Security Director Insights *
+ *
L

Welcome admin. It is now Thu Nov 11 19:33:16 UTC 221
o o Core# server
Entering the server configuration mode. ..
Core#(server)# set system-update copy rooté: :/root/Insights_release_:
root@10.2.120.186"s password:

Copy is running in the background. Press any key to exit,

Insights_release_: 42% B858MB 66.0MB/s €0:17 ETAI

NOTE: You can host the upgrade file to any location that is accessible by secure copy protocol
(scp).

4. Check the copy progress:

show system-update copy.

Figure 49: Check Copy Progress

i .:Core#(server)# show system-update copy

root@ password:

Insights_release_21. 100% 2017MB 50.2MB/s  00:40
Checking copied file...

Upgrade file is valid and was unpacked successfully.

:Core#(server)# I

5. Check the available upgrade versions:

show system-update versions.



Figure 50: Available Upgrade Versions

.:Core#(server)# show system-update versions
Type Version Size OK to upgrade
software 21. 1.97 GB 014

software 21. 1.97 GB OK
:Core#(server)# I

6. Start the upgrade process:

set system-update start software <version-number>.

Use the <tab> key to select the software version number.

Figure 51: Start Upgrade Process

:Core#(server)# set system-update start software 21.
Started software upgrade to version 21.
Update started. Run "show system-update status® from server menu to check the status
i “ i i Core#t(server)# |]

7. Monitor the status of upgrade:

show system-update status.

Figure 52: Monitor Upgrade Status

V U QUT U L Dde. ..
( :Core#(server)# show system-update status
Type Status
Software/Content Finished successfully

:Core#(server)# I
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