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net04      2m35s
right       35m

(Controller Node) # kubectl get pods -n hbf
NAME            READY   STATUS    RESTARTS   AGE
hbf-85gcb       1/1     Running       0      50m
hbf- p5rdh      1/1     Running       0      50m
media-app01     1/1     Running       0      23s
media-app02     1/1     Running       0      23s
web-app01       1/1     Running       0      23s
web-app02       1/1     Running       0      23s

Also, on the Contrail Dashboard, networks are created and can be seen at Moni-
tor > Networking > Networks > Default Domain > k8s-hbf. By clicking onto each 
of the networks, pods connected to them will show up.

Figure 5.15	 Workload Networks are created on Contrail

Step  7: Create network policies between the left and right interfaces through the 
Contrail web interface. Network policies are necessary for inter-virtual network 
traffic and intra-virtual network traffic.

On the Contrail web interface, navigate to Configure > Networking > Policies > 
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Default Domain > k8s-hbf, and create the following network policies.

1. Create Intra-Node Policy: In the policy created in this step, all traffic between 
k8s-net01-pod-network and k8s-net02-pod-network, also between k8s-net03-
pod-network and k8s-net04-pod-network, is allowed. See Figure 5.16.

 

Figure 5.16	 Create Intra-Node Policy

2. Create Inter-Node Policy: In the policy created in this step, all traffic between 
k8s-net01-pod-network and k8s-net03-pod-network, also between k8s-net02-
pod-network and k8s-net03-pod-network is allowed. See Figure 5.17.

 

Figure 5.17	 Create Inter-Node Policy

3. Apply the newly created security policies above to k8s-net01-pod-network, 
k8s-net02-pod-network, k8s-net03-pod-network and k8s-net04-pod-network in 
page Configure > Networking > Networks > Default Domain > k8s-hbf. The same 
procedures needs to be repeated for each of the network. See Figure 5.18.
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Figure 5.18	 Apply Created Policy to Networks

Step 8: Tag the networks and enable host-based firewall.

1. On the Contrail Dashboard, navigate to Configure > Tags > Project Scoped 
Tags > Default Domain > k8s-hbf. Create these three tags: 

	� application=hbf-app

	� site=node1

	� site=node2

2. Associate the tags with the networks on page Configure > Networking > Net-
works > Default Domain > k8s-hbf.  For k8s-net01-pod-network, k8s-net02-pod-
network, k8s-net03-pod-network and k8s-net04-pod-network, tag them 
application=hbf-app, site=node1 for k8s-net01-pod-network and k8s-net02-pod-
network, then site=node2 for k8s-net03-pod-network and k8s-net04-pod-net-
work. See Figure 5.19.

 

Figure 5.19	 Add Tags to Networks

3. Navigate to Configure > Security > Project Scoped Policies > Default Domain > 
k8s_hbf and click on the “+” mark on top right of the page to create an applica-
tion policy set.
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	� For the Application Policy Set to be created in this step, give it a name, for 
example “k8s-hbf-policy-intra”. In the application tag, choose 
“application=hbf-app”. Then click the Add Firewall Policy button.

	� Give the firewall policy a name, for example “k8s-hbf-policy-intra”, then click 
Next to set rules for the policy.

	� In Add Firewall Rules screen, set Action “pass”, End Point 1 “node1”, and End 
Point 2 “Node 1”. Click Save Policy, the policy for Node 1 intra-node policy is 
created.

Using similar procedures, policy set for Node 1 and Node 2 inter-node policy can 
be applied as well.

4. When all the policy sets are created, choose “Firewall Rules” in Project Scoped 
Policies, still in project k8s-hbf. The rules created in the application sets will appear. 
Click the policy which allows traffic from node1 to node1, then find the UUID of 
this rule. Copy the UUID.

5. Navigate to Setting > Config Editor > Firewall Rules. Search for firewall rules and 
click in. Search for UUID that was copied just now. The firewall rule details is seen. 
Click the Edit button on this firewall rule (Figure 5.20). Scroll down and expand 
the action list. There is an option “Host Based Service”. Enable it and save the fire-
wall rule. The same option can also be applied to inter-node rule.

Figure 5.20	 Enable Host Based Service for the Firewall Rule

To verify the host-based  service for the rule is successfully enabled, two terminal 
can be opened to observe the traffic. Access web-app01 and cSRX on Node 1 on 
each of the window. Ping web-app02 from web-app01. Keep the ping and observe 
flow session on cSRX on Node 1:

(Controller Node, Window 1) # kubectl exec -it web-app01 /bin/bash -n hbf
root@web-app01:/# ping 21.1.1.252
PING 21.1.1.252 (21.1.1.252) 56(84) bytes of data.
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64 bytes from 21.1.1.252: icmp_seq=1 ttl=63 time=2.57 ms
64 bytes from 21.1.1.252: icmp_seq=2 ttl=63 time=0.510 ms
64 bytes from 21.1.1.252: icmp_seq=3 ttl=63 time=0.339 ms
(Do not stop the ping)
(Controller Node, Window 2) # kubectl exec -it hbf-85gcb /bin/bash -n hbf
root@hbf-85gcb:/# cli
root@hbf-85gcb> show security flow session 
Session ID: 13, Policy name: u2t/4, Timeout: 2, Valid
  In: 11.1.1.252/164 --> 21.1.1.252/13;icmp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 1, Bytes: 98, 
Out: 21.1.1.252/13 --> 11.1.1.252/164;icmp, Conn Tag: 0x0, If: ge-0/0/1.0, Pkts: 1, Bytes: 98,

Session ID: 14, Policy name: u2t/4, Timeout: 2, Valid
  In: 11.1.1.252/164 --> 21.1.1.252/14;icmp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 1, Bytes: 98, 
  Out: 21.1.1.252/14 --> 11.1.1.252/164;icmp, Conn Tag: 0x0, If: ge-0/0/1.0, Pkts: 1, Bytes: 98,
...

You can see that the traffic between web-app01 and web-app02 has been passing 
by cSRX and host-based service has been applied successfully. Layer 7 policies can 
be applied to ther cSRX, and more dynamic and effective traffic control can be ac-
complished between inter-virtual networks, as well as intra-virtual networks.



Starting with version 20.3, cSRX integration with Multus CNI is supported. Mul-
tus CNI is an open source container network interface (CNI) plugin for Kuber-
netes that enables attaching multiple network interfaces to pods. Multus supports 
SRIOV, DPDK, OVS-DPDK, and VPP workloads in Kubernetes with both cloud 
native and NFV based applications in Kubernetes.

For cSRX on Kubernetes users, now there are two choices of CNI plugins: Juniper 
Contrail Networking or Intel Multus. Juniper Contrail Networking provides more 
powerful functions beyond basic networking management such as security policy, 
host-based service, and real-time monitoring; however it requires the node servers 
on the cluster to have large computational power and memory. Contrail is mainly 
used for large enterprises and datacenters for fabric management. On the other 
hand, Multus provides management functions for basic Kubernetes networks and 
the system requirements are relatively lower. Moreover, cSRX is able to support 
native Kubernetes features like replica sets, scaling, and ingress function. With Ku-
bernetes and Multus, cSRX can be applied to DevOps environment flexibly for 
workload protection.

For detail descriptions on Kubernetes and Multus features, you can go to https://
kubernetes.io and https://github.com/intel/multus-cni for more information.

Chapter 6 

cSRX on Native Kubernetes

https://kubernetes.io
https://kubernetes.io
https://github.com/intel/multus-cni
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Requirements for Deploying cSRX on Kubernetes

The requirements for deploying a cSRX container in a Kubernetes (Controller and 
Worker) node are:

	� Nodes can be baremetal servers or virtual machines

	� Nodes running Ubuntu 16.04+, CentOS 7 or Red Hat Enterprise Linux 
(RHEL) 7

	� Docker Engine 1.9 or later installed on all nodes

	� At least 2 vCPUs per machine

	� 4 GiB or more of RAM per machine

	� 50 GB hard drive per machine

Installation of Kubernetes Cluster and Multus using kubeadm

In this section a cluster of three nodes is going to be installed. The three nodes can 
be either virtual machines or on-prem servers. The three nodes need to reach the 
Internet and be able to ping each other. Hostnames of the three names need to be 
different. As an example, the three nodes have a clean Ubuntu 16.04 installed. 
Their hostnames are set to “controller”, “worker1”, and “worker2”, and their IP 
addresses are 192.168.189.149, 192.168.189.150, and 192.168.189.151 
respectively.

The first step is to install kubeadm: set the nodes’ host files, disable swap, and in-
stall kubeadm.

1. Write three nodes’ IP addresses in the three machines /etc/hosts files:

(Controller) # vi /etc/hosts
(Add these lines in the file)
192.168.189.149	 controller
192.168.189.150	 worker1
192.168.189.151	 worker2 
(Repeat this step for worker1 and worker2 nodes.)

2. After editing the three nodes’ host file, install Docker for the three nodes. After 
the installation is complete, start the Docker service and enable it to launch every 
time at system boot:

(Controller) # apt-get install docker.io -y
(Controller) # systemctl start docker
(Controller) # systemctl enable docker 
Synchronizing state of docker.service with SysV init with /lib/systemd/systemd-sysv-install...
Executing /lib/systemd/systemd-sysv-install enable docker

(Repeat this step for worker1 and worker2 nodes.)
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3. Now disable swap on three nodes:

(Controller) # swapoff -a

(Repeat this step for worker1 and worker2 nodes.)

4. When all the preparation steps are complete, the machines are ready to have ku-
beadm installed:

(Controller) # apt install -y apt-transport-https curl
(Controller) # curl -s https://packages.cloud.google.com/apt/doc/apt-key.gpg | sudo apt-key add -
OK
(Controller) # cd /etc/apt/
(Controller) # vi sources.list.d/kubernetes.list
(Paste the line below to the file and save the file)
deb http://apt.kubernetes.io/ kubernetes-xenial main
(Controller) # apt-get update -y
(Controller) # apt-get install -y kubeadm kubelet kubectl

(Repeat this step for worker1 and worker2 nodes:)

The second step is to initiate the cluster on the Controller node. All procedures de-
scribed in this step are done only on the controller node. Here the “flannel” virtual 
network is going to be applied. Flannel is a virtual network that gives a subnet to 
each host for use with container runtimes. It is for distributing IP addresses in this 
CIDR to pods in the cluster, and the flannel virtual network’s CIDR is hardcoded 
10.244.0.0/16. After the cluster has been initiated, the command line will show 
instructions for upcoming procedures. User can either follow the command line 
instructions or use the below commands:

(Controller) # kubeadm init --pod-network-cidr=10.244.0.0/16
...
Your Kubernetes control-plane has initialized successfully!
...

Then you can join any number of worker nodes by running the following on each 
as root:

kubeadm join 192.168.189.149:6443 --token xxx \
    --discovery-token-ca-cert-hash sha256:xxx

Please copy the above command in a text editor. It will be useful in later steps.

(Controller) # export KUBECONFIG=/etc/kubernetes/admin.conf 
(Controller) # kubectl apply -f https://raw.githubusercontent.com/coreos/flannel/master/
Documentation/kube-flannel.yml

Wait for a minute and check the status of the Kubernetes cluster. It is expected to 
see that master node is in “Ready” state.

(Controller) # kubectl get nodes
NAME             STATUS   ROLES       AGE       VERSION
controller      Ready    master     1m50s     v1.19.2
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The third step is to let worker nodes join the initiated cluster. It’s the command 
that was just copied from the controller node, and it requires root privilege on 
each of the worker nodes. When the commands have completed, all three nodes 
should show the “Ready” state on the controller node. 

(Worker1) # kubeadm join 192.168.189.149:6443 --token xxx \
>     --discovery-token-ca-cert-hash sha256:xxx

This node has joined the cluster:

	� Certificate signing request was sent to apiserver and a response was received.

	� The Kubelet was informed of the new secure connection details.

Run kubectl get nodes on the control plane to see this node join the cluster.

(Repeat the same procedure for Worker2)

(Controller) # kubectl get nodes
NAME            STATUS   ROLES     AGE     VERSION
controller     Ready    master   7m50s   v1.19.2
worker1         Ready    <none>   2s       v1.19.2
worker2         Ready    <none>   11s      v1.19.2

The forth step is to deploy Multus plugin on the cluster. This should be done on 
the Controller node.

(Controller) # git clone https://github.com/intel/multus-cni.git && cd multus-cni
(Controller) # cat ./images/multus-daemonset.yml | kubectl apply -f -
# kubectl get pods --all-namespaces | grep -i multus
kube-system   kube-multus-ds-amd64-2ddht           1/1     Running   0          20m
kube-system   kube-multus-ds-amd64-sqd2q           1/1     Running   0          20m
kube-system   kube-multus-ds-amd64-v27j8           1/1     Running   0          20m

When the cluster has been successfully deployed, it’s time to spin up a simple net-
work with your cSRX.

Kubernetes Concepts

For better understanding of applying cSRX on Kubernetes environment, here is 
some basic Kubernetes concepts for what’s going to be implemented in later 
examples.

A namespace is a closed environment in Kubernetes. Namespaces are used mostly 
for dividing cluster resources between multiple users. If some resources are created 
within some specific namespace, all users will not be able to access it until they 
specify a namespace.

A pod is a group of one or more containers, with shared storage/network resourc-
es, and a specification for how to run the containers. If there are multiple contain-
ers in the same pod, they will be sharing one IP address, as well as sharing 
filesystem volumes. 
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A deployment provides declarative updates for pods and ReplicaSets. In the de-
ployment specification, the image of the pod containers, their versions, and how 
many replicas there are, are all described. Deployment is responsible for the scal-
ing up or scaling down of an application. When one of the replicas breaks down 
accidentally, a new pod with the same settings will boot up automatically. Pods in 
the deployment have their IP addresses released and distributed by flannel, i.e. 
10.244.0.0/16, in our current setup.

A service exposes a group of pods to be accessed from the network. A service is 
responsible for forwarding internal or external requests to its corresponding de-
ployments. A service also works as an automatic load balancer when there are 
multiple pods that serve the same function. The types of services are 
ClusterIP(default), NodePort, LoadBalancer, and ExternalName.

Figure 6.1 is an illustration of Kubernetes nodes, pods, deployments and services 
from Kubernetes official documentation: https://kubernetes.io/docs/tutorials/ku-
bernetes-basics/expose/expose-intro/.

Ingress exposes HTTP and HTTPS routes from outside the cluster to services 
within the cluster. An ingress may be configured to give services externally-reach-
able URLs, load balance traffic, terminate SSL / TLS, and offer name-based virtual 
hosting.

NOTE	 Demos in this chapter were developed by Nancy Yu. Appreciations to 
Nancy for sharing her demo ideas and procedures.

Figure 6.1	 Kubernetes node, pod, deployment and services

https://kubernetes.io/docs/tutorials/kubernetes-basics/expose/expose-intro/
https://kubernetes.io/docs/tutorials/kubernetes-basics/expose/expose-intro/


	 82	 Chapter 6 :  cSRX on Native Kubernetes

Deploy cSRX in a network

The Container Network Interface (CNI) is a network plugin specification for con-
figurating network interfaces in containers. The cSRX supports the Multus CNI 
plugin which enables attaching multiple network interfaces to the cSRX and pods.

To deploy cSRX in a network, you will need to define a network-attachment-defi-
nition file which is a JSON-formatted CNI configuration. To define a network at-
tachment definition in a cluster with Multus, there is some syntax difference with 
defining a network attachment definition in Contrail. In the network-attachment-
definition file, interface name, network name, network type, and its IPAM can be 
defined. If the type of network-attachment is a bridge, you can connect the inter-
face to an existing bridge, or create one bridge if it doesn’t exist. You can also as-
sign an IP address to a bridge, turning it into a gateway for other pods. For 
detailed explanation of parameters in a bridge, please refer to Multus documenta-
tion: https://github.com/containernetworking/plugins/tree/master/plugins/main/
bridge .

One of cSRX’s features starting at Junos 20.2 is that initial configurations and li-
cense can be loaded directly with a ConfigMap. In order to notify cSRX to read 
ConfigMap for initial setup, you also need to send the environment variable 
CSRX_LICENSE_FILE and CSRX_JUNOS_CONFIG in the cSRX deployment 
YAML file.

Example 1: Passing Traffic Between Two Hosts with a Pre-configured cSRX

Here is an example of an east-west traffic model deploying a network consist of 
two nginx nodes, two bridges, and a cSRX.

To run the example in the part, you will need to obtain the cSRX image and license 
beforehand. Readers can download a trial license from Juniper official website: 
https://www.juniper.net/us/en/dm/csrxtrial/. Readers can also download the yaml 
files from the book’s GitHub and follow the instruction below to run the exercise. 
The three yaml files consist of: ConfigMap, Network attachment definition, and 
Pod definition. You will need to paste the license under statement csrx_license in 
the configmap.yaml file. 

https://github.com/containernetworking/plugins/tree/master/plugins/main/bridge
https://github.com/containernetworking/plugins/tree/master/plugins/main/bridge
https://www.juniper.net/us/en/dm/csrxtrial/
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Figure 6.2	 Build a network in Kubernetes Cluster

The first step is to clone the YAML files from the repository, and add cSRX license 
information in the configmap.yaml file.

(Controller) # git clone https://github.com/csrx-dayone/kubernetes.git
(Controller) # cd kubernetes

(Open configmap.yaml file with your favorite text editor and add license informa-
tion in. Four spaces in front of each line.)

The second step is to create the configmap and network-attachment-definitions for 
the pods. There are four network-attachment-definitions, i.e. network interfaces, 
in the deployment, and they are marked red, orange, green and blue in the Figure 
6.2. Red and orange are connected to bridge br-1, and green and blue are connect-
ed to bridge br-2.

(Controller) # kubectl create -f configmap.yaml
configmap/csrx-config-map created
(Controller) # kubectl create -f nad.yaml
networkattachmentdefinition.k8s.cni.cncf.io/red created
networkattachmentdefinition.k8s.cni.cncf.io/orange created
networkattachmentdefinition.k8s.cni.cncf.io/green created
networkattachmentdefinition.k8s.cni.cncf.io/blue created

Then tag the worker node you would like to deploy this network, and on that 
worker node allow forwarding traffic for the newly created bridges br-1 and br-2:

(Controller) # kubectl label node worker1 node=worker1
(Worker1)# iptables -A FORWARD -i br-1 -o br-1 -j ACCEPT 
(Worker1)# iptables -A FORWARD -i br-2 -o br-2 -j ACCEPT 

Finally, create pods srv-pod-1, csrx and srv-pod-2:

(Controller) # kubectl create -f pods.yaml
pod/srv-pod-1 created
pod/csrx created
pod/srv-pod-2 created

To verify that the pods have been created successfully, run:

(Controller) # kubectl get pods
NAME        READY   STATUS       RESTARTS    AGE
csrx        1/1      Running      0            6m
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srv-pod-1     1/1           Running      0                    6m
srv-pod-2     1/1           Running      0                    6m

Log in to the Linux host and generate traffic between the two hosts:

(Controller) # ~# kubectl exec -it srv-pod-1 /bin/bash
(srv-pod-1) # ip a
…
inet 20.0.0.10/24
(srv-pod-1) # ping 30.0.0.10
PING 30.0.0.10 (30.0.0.10) 56(84) bytes of data.
64 bytes from 30.0.0.10: icmp_seq=1 ttl=63 time=0.816 ms
64 bytes from 30.0.0.10: icmp_seq=2 ttl=63 time=0.418 ms

Keep pinging srv-pod-2 from srv-pod-1, or the other way around. Log in to the 
cSRX firewall and verify the traffic between two Linux hosts has passed the cSRX 
in another terminal window:

(Controller) # kubectl exec -it csrx /bin/bash
root@csrx:/# cli
root@csrx> show system license

(System license should be applied automatically.)

root@csrx> show configuration

(Configuration should be applied automatically.)

root@csrx> show security flow session
Session ID: 12, Policy name: default-policy-logical-system-00/2, Timeout: 2, Valid
  In: 20.0.0.10/65 --> 30.0.0.10/1;icmp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 1, Bytes: 84,
  Out: 30.0.0.10/1 --> 20.0.0.10/65;icmp, Conn Tag: 0x0, If: ge-0/0/1.0, Pkts: 1, Bytes: 84,

Session ID: 13, Policy name: default-policy-logical-system-00/2, Timeout: 2, Valid
  In: 20.0.0.10/65 --> 30.0.0.10/2;icmp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 1, Bytes: 84,
  Out: 30.0.0.10/2 --> 20.0.0.10/65;icmp, Conn Tag: 0x0, If: ge-0/0/1.0, Pkts: 1, Bytes: 84,

Session ID: 14, Policy name: default-policy-logical-system-00/2, Timeout: 4, Valid
  In: 20.0.0.10/65 --> 30.0.0.10/3;icmp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 1, Bytes: 84,
  Out: 30.0.0.10/3 --> 20.0.0.10/65;icmp, Conn Tag: 0x0, If: ge-0/0/1.0, Pkts: 1, Bytes: 84,
Total sessions: 3

The network setup is successful when there are sessions showing up on the cSRX.
To clean up the setup, run:

(Controller) # kubectl delete -f pods.yaml
pod "srv-pod-1" deleted
pod "csrx" deleted
pod "srv-pod-2" deleted
(Controller) # kubectl delete -f nad.yaml
networkattachmentdefinition.k8s.cni.cncf.io "red" deleted
networkattachmentdefinition.k8s.cni.cncf.io "orange" deleted
networkattachmentdefinition.k8s.cni.cncf.io "green" deleted
networkattachmentdefinition.k8s.cni.cncf.io "blue" deleted
(Controller) # kubectl delete -f configmap.yaml
configmap "csrx-config-map" deleted 
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Example 2: Web Server Protection

This example creates a service with the nginx web server. The cSRX will use a for-
warding policy and pass the incoming traffic to the back end web server. Finally, 
we'll scale up the cSRX or nginx web service using the imperative kubectl scale 
commands. 

Figure 6.3	 Protect the nginx deployment on Kubernetes

1. Create the network-attachment-definition with Multus bridges br-21 and br-22:

(Controller) # git clone https://github.com/csrx-dayone/k8s-demo.git
(Controller) # cd k8s-demo
(Controller) # kubectl create -f network.yaml
networkattachmentdefinition.k8s.cni.cncf.io/nw2-1 created
networkattachmentdefinition.k8s.cni.cncf.io/nw2-2 created

2. Create a web service with image nginx:

(Controller) # kubectl create -f run-my-nginx.yaml
deployment.apps/my-nginx created
# kubectl expose deployment/my-nginx
service/my-nginx exposed

3. Get the service ClusterIP once backend service is created:

(Controller) # kubectl get service
NAME           TYPE          CLUSTER-IP           EXTERNAL-IP   PORT(S)   AGE
kubernetes    ClusterIP   10.96.0.1             <none>         443/TCP   8d
my-nginx      ClusterIP    10.97.159.194        <none>         80/TCP    9h

4. Modify configmap.yaml to change csrx baseline configuration to forward traffic 
to backend service. Replace "10.97.159.194" with your nginx service IP. Then 
add cSRX license information starting from Line 7. Please use four spaces indenta-
tion for each line.

# set routing-options static route 10.97.159.194/32 next-hop 55.0.0.1/32
# set security nat destination pool forward-pool address 10.97.159.194/32
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5. Create the configMap which includes the cSRX license and the cSRX baseline 
configuration:

(Controller)# kubectl create -f configmap.yaml
configmap/csrx-config-map created 

6. Create csrx deployment and service. Please make sure the environment variable 
CSRX_MGMT_PORT_REORDER should be set to “yes”. This is to bind the last 
interface as MGMT port.

(Controller)# kubectl create -f csrx.yaml
deployment.apps/csrx1 created
service/csrx1 created

7. Check the created resource status and verify that the license and configuration 
are applied on the cSRX. Remember which node has the cSRX located.

(Controller)# kubectl get all -o wide
NAME                                  READY   STATUS    RESTARTS   AGE    IP               NODE …
pod/csrx1-77d874d5b9-qtqhj       1/1     Running       0        116s  10.244.1.18    worker1
pod/my-nginx-5b56ccd65f-dsn7l   1/1     Running       0        10h    10.244.2.3     worker2

NAME                        TYPE          CLUSTER-IP        EXTERNAL-IP   PORT(S)   AGE …
service/csrx1             ClusterIP    10.98.63.171     <none>         80/TCP      116s
service/kubernetes      ClusterIP     10.96.0.1         <none>         443/TCP     8d
service/my-nginx         ClusterIP    10.97.159.194     <none>         80/TCP     10h

NAME                               READY   UP-TO-DATE   AVAILABLE   AGE …
deployment.apps/csrx1          1/1      1              1                116s
deployment.apps/my-nginx      1/1      1              1                 10h

NAME                                                   DESIRED   CURRENT   READY    AGE …
replicaset.apps/csrx1-77d874d5b9                1           1          1         116s
replicaset.apps/my-nginx-5b56ccd65f            1           1          1          10h 

# kubectl exec -it csrx1-77d874d5b9-qtqhj /bin/bash
root@csrx1-77d874d5b9-qtqhj:/# cli
root@csrx1-77d874d5b9-qtqhj> show system license
(Please make sure the license has been applied successfully on the pod.)
root@csrx1-77d874d5b9-qtqhj> show configuration | display set
set version 20200819.234446.1_builder.r1131461
set interfaces ge-0/0/0 unit 0 family inet address 10.244.1.18/24
set interfaces ge-0/0/1 unit 0 family inet address 55.0.0.16/16
set routing-options static route 10.97.159.194/32 next-hop 55.0.0.1/32
set routing-options static route 0.0.0.0/0 next-hop 10.244.1.1/32
set routing-options static route 10.244.0.0/16 next-hop 10.244.1.1/32
set routing-options static route 10.244.1.0/24 next-hop 0.0.0.0/32
set security nat source rule-set s-forward from zone trust
set security nat source rule-set s-forward to zone untrust
set security nat source rule-set s-forward rule s-forward-rule match source-address 0.0.0.0/0
set security nat source rule-set s-forward rule s-forward-rule then source-nat interface
set security nat destination pool forward-pool address 10.97.159.194/32
set security nat destination pool forward-pool address port 80
set security nat destination rule-set forword from zone trust
set security nat destination rule-set forword rule forward-rule match destination-address 0.0.0.0/0
set security nat destination rule-set forword rule forward-rule match destination-port 80
set security nat destination rule-set forword rule forward-rule then destination-nat pool forward-pool
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set security policies default-policy permit-all
set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all
set security zones security-zone trust interfaces ge-0/0/0.0
set security zones security-zone untrust host-inbound-traffic system-services all
set security zones security-zone untrust host-inbound-traffic protocols all
set security zones security-zone untrust interfaces ge-0/0/1.0
root@csrx1-77d874d5b9-qtqhj> exit
root@csrx1-77d874d5b9-qtqhj:/# exit
exit
(controller) #

8. Add iptables forward accept rules for Multus-created bridge br-21 on the node 
where cSRX has been implemented:

(Worker1) # iptables -A FORWARD -i br-21 -o br-21 -j ACCEPT

9. Config br-21 IP address as cSRX gateway on the node where cSRX is imple-
mented. When br-21 was assigned an IP address, it turns into a gateway for the 
container cSRX according to Figure 6.3.

(Worker1) # ifconfig br-21 55.0.0.1/16

Now the setup of the cSRX in front of web server is ready. If the cSRX has license 
and configuration applied, the NAT function will be working as expected and you 
can verify it by accessing the ClusterIP of cSRX, displayed in the output of kubectl 
get all command:

(controller) # curl 10.98.63.171
<!DOCTYPE html>
<html>
<head>
<title>Welcome to nginx!</title>
…

That verifies that the contents of the web server has been forwarded to the port 80 
of the cSRX successfully!

Ingress Controller

Here’s a little more on the cSRX protecting web server scenario just discussed...
when the ClusterIP service of the cSRX has been successfully deployed, access to 
the cSRX port 80 is still within the cluster. If you are outside the cluster and would 
like to access the web server, implementing an ingress controller is necessary.

The ingress controller needs a specific namespace, service account, cluster role 
bindings, configmaps, etc. These can be created by running ingress-roles.yaml in 
the repository:

(Controller) # kubectl create -f ingress-roles.yaml
namespace/ingress-nginx created
configmap/nginx-configuration created
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configmap/tcp-services created
configmap/udp-services created
serviceaccount/nginx-ingress-serviceaccount created
clusterrole.rbac.authorization.k8s.io/nginx-ingress-clusterrole created
role.rbac.authorization.k8s.io/nginx-ingress-role created
rolebinding.rbac.authorization.k8s.io/nginx-ingress-role-nisa-binding created
clusterrolebinding.rbac.authorization.k8s.io/nginx-ingress-clusterrole-nisa-binding created

The next step is to create a service of Type NodePort to expose the nginx controller 
deployment outside the cluster:

(Controller) # kubectl create -f ingress-service.yaml
deployment.apps/nginx-ingress-controller created
service/ingress-nginx created

And the last step is to create the ingress, which binds the cSRX service with the in-
gress controller:

(Controller) # kubectl create -f ingress-csrx.yaml
ingress.networking.k8s.io/csrx-ingress created

To verify the ingress controller has implemented, on the controller node, list all 
resources created for namespace ingress-nginx. A pod, a service, a deployment and 
a replicaset has been created:

(Controller) # kubectl get all -n ingress-nginx -o wide
NAME                                      READY   STATUS    RESTARTS  AGE   IP                    NODE      
NOMINATED NODE   READINESS GATES
pod/nginx-ingress-controller-…     1/1      Running   0           9h    192.168.189.151   worker2   
<none>             <none>

NAME                        TYPE        CLUSTER-IP          EXTERNAL-IP            PORT(S)                                      
AGE    SELECTOR
service/ingress-nginx   NodePort   10.105.19.182      <none>                  80:32256/TCP,443:30557/TCP   
9h     app.kubernetes.io/name=ingress-…

NAME                                                EADY   UP-TO-DATE   AVAILABLE   AGE   CONTAINERS            
deployment.apps/nginx-ingress-controller   1/1     1              1             9h    nginx-ingress-
controller  …

NAME                                                               DESIRED   CURRENT   READY   AGE   CONTAINERS  
replicaset.apps/nginx-ingress-controller-57c4b94788    1           1           1       9h     nginx-ingress-
controller   …

From this information, you can see that the ingress controller pod has been imple-
mented on node worker2. Using a host outside of the cluster, browse on worker2’s 
IP address , and the default nginx page will show up. This is because the service 
ingress-nginx has forwarded the user’s access request to the cSRX service.

For the ingress controller, you can also define rules and configure DNS with the 
path for redirecting requests to different services. Please refer to Kubernetes of-
ficial documentation for more details.



	 89	 Scale Up the cSRX and Web Server

Scale Up the cSRX and Web Server

After implementing the web server workload on a Kubernetes cluster as in the to-
pology above, the DevOps team needs to deal with the situation when there are 
increased number of visitors for the web server contents. If visitors keep increas-
ing, it will cause increased CPU usage and memory consumption for both the 
cSRX and the web server, which will cause slow response for visitors. So we need 
to scale up the workloads. It can be implemented simply with two commands:

(Controller) # kubectl scale deploy csrx1 --replicas=3
deployment.apps/csrx1 scaled
(Controller) # kubectl scale deploy my-nginx --replicas=3
deployment.apps/my-nginx scaled

One extra step is to add some iptables forward accept rules for Multus-created 
bridge br-21, and config br-21 IP addresses as cSRX gateways for all other nodes 
when replicas of the cSRX have spun up. Commands can be found in Steps 8 and 9 
in this chapter’s section, Implementing cSRX in Front of a Webserver.

When those procedures have been completed, the cSRX service and the nginx ser-
vice will be able to replicate themselves to three copies and distribute visitor hits to 
all pods averagely. 

To see the replicas have been created successfully, run:

(Controller) # kubectl get pods
NAME                        READY   STATUS    RESTARTS   AGE
csrx1-68b79bbb7-7vkmx       1/1     Running   0          4m25s
csrx1-68b79bbb7-hc9wx       1/1     Running   0          11m
csrx1-68b79bbb7-sv8v2       1/1     Running   0          4m25s
my-nginx-5b56ccd65f-92nz6   1/1     Running   0          4m16s
my-nginx-5b56ccd65f-lqq6f   1/1     Running   0          4m16s
my-nginx-5b56ccd65f-wd26k   1/1     Running   0          19m 

To see that the workload has been distributed to the three pods, it can be verified 
by opening three windows for each replica of the cSRX. Keep visiting the cSRX 
pod and observe security flow sessions. Just in case one of the replica pods has 
been accidently terminated, another replica will start running automatically to 
keep the number of replica pods to three all the times. This is all handled automati-
cally by Kubernetes deployments.



Let’s verify the cSRX status on Docker and then troubleshoot a little.

Verify cSRX

To see if the cSRX has booted up normally, use these commands on the Docker 
host to gather information:

# docker ps
CONTAINER ID      IMAGE             COMMAND                   CREATED        
464560854dcf      csrx:latest     "/etc/rc.local init"    28 minutes ago     

STATUS         PORTS             NAMES
Up 28 minutes  22/tcp,830/tcp    csrx-example

With docker logs, use these steps to boot up the cSRX. If the cSRX did not boot up 
normally, the output could be different. In this case, you can always try to stop the 
cSRX container and start again:

# docker logs csrx-example
Copyright (c) 1996-2019, Juniper Networks, Inc.
All rights reserved.

info: setup srxpfe config
info: setting environment variables ...
export CSRX_PACKET_DRIVER=interrupt
export CSRX_FORWARD_MODE=routing

Chapter 7 

Troubleshooting for cSRX
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export CSRX_CTRL_CPU=0x1
export CSRX_DATA_CPU=0x2
export CSRX_ARP_TIMEOUT=1200
export CSRX_NDP_TIMEOUT=1200
export CSRX_SIZE=large
export CSRX_HUGEPAGES=no
export CSRX_USER_DATA=no
export CSRX_PORT_NUM=3
info: creating capacity link
info: setup rsyslog config
Remote Server IP not set
info: initializing mgd ... 
info: done
info: starting rsyslogd
info: starting sshd
 Already running. If you want to run multiple instances, you need to specify different pid files (use 
-i option)
info: starting nstraced
info: starting mgd
info: setting initial root password ...
info: starting monit ...

As before, if the srxpfe process shows up in the container shell, the cSRX has boot-
ed up normally. Also, if the Docker run csrx command is called while the cSRX is 
not connected to trust or untrust network, the srxpfe process won’t be running. So 
the best way to make sure the cSRX is running normally is to connect all its traffic 
interfaces to networks immediately after the cSRX starts.

In case the srxpfe is not initializing on the cSRX, check if the csrx_base_cfg.xml file 
is present in /var/local/. If it is not, create it and then launch srxpfe using the /usr/
sbin/srxpfe -a -d command:

root@d2fd8df3597a:/# cat /var/local/csrx_base_cfg.xml 
<?xml version="1.0" encoding="UTF-8"?>
<csrx mode="L3" vdev-mode="2">
  <cplane-core-mask>0x1</cplane-core-mask>
  <dpdk-core-mask>0x2</dpdk-core-mask>
  <dpdk-socket-mem>500</dpdk-socket-mem>
  <jumbo-frames-support></jumbo-frames-support>
  <arp-timeout-in-secs>1200</arp-timeout-in-secs>
  <disable-hugepages>1</disable-hugepages>
  <interfaces>
      <interface>
           <eth-dev>eth1</eth-dev>
       </interface>
      <interface>
           <eth-dev>eth2</eth-dev>
       </interface>
   </interfaces>
</csrx>
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When the cSRX Destination NAT Is in Docker Networks

When troubleshooting a destination NAT issue, note that the issue can come from 
different parts of the network. First of all, the two Docker networks connected to 
the cSRX should support IP masquerading. This can be checked:

# docker network inspect NETWORK | grep masquerade
            "com.docker.network.bridge.enable_ip_masquerade": "true "

Say a web server is under the protection of the cSRX while implementing destina-
tion NAT, and viewers are actually viewing an open port from cSRX, for example 
3456. On the other hand, the cSRX’s other port is receiving information from the 
web service container. So while running the cSRX, the new port viewers you are 
seeing must be published on the host server. This can be done by adding the -p pa-
rameter while running the cSRX. It can be confirmed on the host:

# docker port csrxnat 
3456/tcp -> 0.0.0.0:80

Second, make sure the web server container and the cSRX are connected correctly 
and they can ping each other. Sometimes interface misconfiguration on the cSRX 
will cause connection error.

Third, try to visit host-server:80 address on the browser. While trying to refresh 
the page, there should be some traffic generated on the cSRX. If no traffic is gener-
ated on the cSRX, then refer to the Juniper SRX documentation and check if the 
NAT configurations are correct:

User1@csrx01> show security flow session
Session ID: 445295, Policy name: u2t/5, Timeout: 298, Valid
In: 172.29.197.191/59146 --> 172.18.0.5/3456;tcp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 10, Bytes: 
1036, 
Out: 192.168.100.3/80 --> 172.29.197.191/59146;tcp, Conn Tag: 0x0, If: ge-0/0/1.0, Pkts: 9, Bytes: 
8528,

If there’s no issue with the above checkpoints, there could be some settings on the 
host that need to be changed. That is, disable tcp-offload on all virtual network 
interfaces. This can be done by using a shell script:

ip link | grep UP | awk -F ':' '/veth/ {print $2}' | awk -F '@' '{print $1}' | while read line
> do
>  ethtool -K $line tx off >/dev/null
> done
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Information Collection on the cSRX

There are a few CLI show commands on the cSRX that you can check to gather in-
formation about its status. 

To show the system version:

user1@csrx3> show version 
Hostname: csrx3
Model: csrx
Junos: 20190622_0521_19

To check cSRX’s syslog:

user1@csrx3> show log syslog 
Sep 19 07:13:36 ec57da60606e rsyslogd: [origin software="rsyslogd" swVersion="7.4.4" x-pid="128 
x-info="http://www.rsyslog.com"] start
Sep 19 07:13:35 ec57da60606e rsyslogd-3003: ID for user syslog could not be found or error [try 
http://www.rsyslog.com/e/3003 ]
Sep 19 07:13:35 ec57da60606e rsyslogd-3003: ID for user syslog could not be found or error [try 
http://www.rsyslog.com/e/3003 ]
Sep 19 07:13:36 ec57da60606e rsyslogd: rsyslogds groupid changed to 104
Sep 19 07:13:36 ec57da60606e rsyslogd-2039: Could no open output pipe /dev/xconsole: No such file or 
directory [try http://www.rsyslog.com/e/2039 ]
Sep 19 07:13:36 ec57da60606e mgd: UI_COMMIT_COMPLETED: commit complete
Sep 19 07:13:36 ec57da60606e logger: Starting mgd
...

To check cSRX’s IPv4 and IPv6 forwarding tables:

User1@csrx3> show route forwarding-table 
Routing table: default.inet
Internet:
Destination        Type RtRef Next hop           Type Index    NhRef Netif
0.0.0.0            perm     0                    dscd     2517     1
20.0.0.1           perm     0 20.0.0.1          ucast     5500     1
20.0.0.2           perm     0 20.0.0.2           locl     2001     1
20.0.0.255         perm     0                    bcst     2002     1
20.0.0/24          perm     0                    rslv     2004     1
224.0.0.1          perm     0                    mcst     2515     1
224/4              perm     0                    mdsc     2516     1
30.0.0.1           perm     0 30.0.0.1          ucast     5502     1
30.0.0.2           perm     0 30.0.0.2           locl     2006     1
30.0.0.255         perm     0                    bcst     2007     1
30.0.0.3           perm     0 30.0.0.3          ucast     5501     1
30.0.0/24          perm     0                    rslv     2009     1
default            perm     0 20.0.0.1          ucast     5500     1

Routing table: default.inet6
Internet6:
Destination        Type RtRef Next hop           Type Index    NhRef Netif
::                 perm     0                    dscd     2527     1
ff00::/8           perm     0                    mdsc     2526     1
ff02::1            perm     0                    mcst     2525     1
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To check what type of traffic is going through the cSRX, please do not stop the on-
going traffic and open a new window with the cSRX operational mode:

root@csrx3> show security flow session 
Session ID: 34897, Policy name: t2u/4, Timeout: 2, Valid
  In: 30.0.0.3/3 --> 8.8.8.8/25088;icmp, Conn Tag: 0x0, If: ge-0/0/1.0, Pkts: 1, Bytes: 84, 
  Out: 8.8.8.8/25088 --> 20.0.0.2/20387;icmp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 1, Bytes: 84, 

Session ID: 34898, Policy name: t2u/4, Timeout: 2, Valid
  In: 30.0.0.3/4 --> 8.8.8.8/25088;icmp, Conn Tag: 0x0, If: ge-0/0/1.0, Pkts: 1, Bytes: 84, 
  Out: 8.8.8.8/25088 --> 20.0.0.2/7655;icmp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 1, Bytes: 84, 

Session ID: 34899, Policy name: t2u/4, Timeout: 4, Valid
  In: 30.0.0.3/5 --> 8.8.8.8/25088;icmp, Conn Tag: 0x0, If: ge-0/0/1.0, Pkts: 1, Bytes: 84, 
  Out: 8.8.8.8/25088 --> 20.0.0.2/27076;icmp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 1, Bytes: 84, 
Total sessions: 3

If the traffic is not going through the cSRX, the above command will generate a 
blank output. Then it’s time to troubleshoot the connection and routing issues. 
Table 6.1 lists some of the main security-related CLI show commands (similar to 
Juniper SRX Series devices).

Table 7.1	 Security Show Commands for the cSRX

To show security zones show security zones

To show security policies Show security policies

To show destination NAT summary show security nat destination summary

To show source NAT summary show security nat source summary

To show security NAT rules show security nat static rule all

To show AppFW status show services application-identification status

To show AppFW statistics show services application-identification statistics applications

To show IDP status show security idp status

To show IDP statistics show security idp application-statistics

To show web-filtering status show security utm web-filtering status

To show web-filtering statistics show security utm web-filtering statistics

If TCP traffic is not flowing through the cSRX, this may be due to an invalid 
checksum of the TCP packet received by the cSRX. Disable the checksum in the 
Linux kernel using the following script:

sh /root/CSRX_POCS/set_ethtool.sh
 
cat CSRX_POCS/set_ethtool.sh
#!/bin/bash
 



	 95	 Information Collection on the cSRX

#ip link | grep UP | awk -F ':' '{print $2}' | sed 's/^\s//g' | grep -v "lo" | while read line
ip link | grep UP | grep veth | awk -F ':' '{print $2}' | awk -F '@' '{print $1}' | while read line
do
    veth="`ethtool -i $line | grep driver | grep veth`"
    if [ ! -z "$veth" ]
    then
        echo "ethtool -K $line tx off >/dev/null"
        ethtool -K $line tx off
    fi

Other useful tips to debug the traffic flow through the cSRX involve using tcpdump 
on the cSRX and checking the IP tables on the host machine.

On the cSRX, running tcpdump can sometimes throw an error that says a library .so 
file is not found. If this error is encountered, then move the file to /usr/bin/.

mv /usr/sbin/tcpdump /usr/bin/tcpdump 

Then run the tcpdump from the /usr/bin/ location to monitor the traffic on the 
interface.



Here’s a simple table listing the supported features on the cSRX and the vSRX.

vSRX 3.0 (20.3R1) cSRX(20.3R1.8)

Central 
management

Supported with CLI, J-Web and Security 
Director

CLI and Security Director supported; 

No J-Web support

Interfaces 10 Interfaces including management 
interface

16 interfaces including management interface

Basic firewall 
policy

Supported Supported

Network 
Address 
Translation 
(NAT)

Supported Includes support for all NAT functionality on the 
cSRX platform, such as:

Source NAT

Destination NAT

Static NAT

Persistent NAT and NAT64

NAT hairpinning

NAT for multicast flows

SNMP Supported Not Supported

Appendix
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Routing Supported Basic Layer 3 forwarding with VLANs.

Layer 2 through 3 forwarding functions: 
secure-wire forwarding or static routing 
forwarding

Application 
Firewall 
(AppFW)

Supported Supported

Application 
Identification 
(AppID)

Supported Supported

Application 
Tracking 
(AppTrack)

Supported Supported

Unified Threat 
Management 
(UTM)

Supported Includes support for all UTM functionality on 
the cSRX platform, such as:

Antispam

Sophos Antivirus

Web Filtering

Content Filtering

User Firewall Supported Includes support for all user firewall 
functionality on the cSRX platform, such as:

Policy enforcement with matching source 
identity criteria

Logging with source identity information

Integrated user firewall with active directory

Local authentication

Intrusion 
Detection and 
Prevention (IDP)

Supported Supported

IPv4 and IPv6 Supported Supported

Zones and 
zone-based IP 
spoofing

Supported Supported

Dynamic 
Routing

Supported Not Supported

IPsec VPN Supported Not Supported



	 98	﻿ Appendix

cSRX References

Download the configuration examples in this book from its GitHub repository: 
https://github.com/csrx-dayone.

The Juniper Networks product page for the cSRX, with data sheets, specs, and 
overviews: https://www.juniper.net/us/en/products-services/security/srx-series/csrx/.

Juniper cSRX official documentation at the TechLibrary: https://www.juniper.net/
documentation/product/en_US/csrx .

An Attacker Looks at Docker: Approaching Multi-Container Applications, Black 
Hat 2018: https://www.blackhat.com/us-18/briefings/schedule/#an-attacker-looks-
at-docker-approaching-multi-container-applications-9975 .

Juniper: Overview of IDP Policy support for Unified Policies: https://www.juniper.
net/documentation/en_US/junos/topics/concept/security-idp-policy-in-unified-poli-
cy.html .

Juniper Application Firewall: https://www.juniper.net/documentation/en_US/junos/
topics/topic-map/security-application-firewall.html.

Contrail microservice installation with Kubernetes: https://github.com/Juniper/con-
trail-ansible-deployer/wiki/Contrail-microservice-installation-with-kubernetes.

https://github.com/csrx-dayone
https://www.juniper.net/us/en/products-services/security/srx-series/csrx/
https://www.juniper.net/documentation/product/en_US/csrx
https://www.juniper.net/documentation/product/en_US/csrx
https://www.juniper.net/documentation/en_US/junos/topics/concept/security-idp-policy-in-unified-policy.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/security-idp-policy-in-unified-policy.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/security-idp-policy-in-unified-policy.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-application-firewall.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-application-firewall.html
https://github.com/Juniper/contrail-ansible-deployer/wiki/Contrail-microservice-installation-with-kubernetes
https://github.com/Juniper/contrail-ansible-deployer/wiki/Contrail-microservice-installation-with-kubernetes
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