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END USER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use
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About This Guide

This Secure Configuration Guide (SCG) defines the best security practices for configuration required to
securely deploy and operate Juniper Mist Government Cloud within a FedRAMP Moderate Rev. 5
environment. It ensures that federal agencies configure their Mist managed networks in a manner
consistent with NIST SP 800-53 Rev. 5 and FedRAMP requirements.
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Scope

This Secure Configuration Guide (SCG) applies only to the following:

• Configuration for tenant/org

• Configuration for Identity and Access Management

• Configuration of API Token

• Configuration of Webhooks

• Configuration of Network segmentation and Zero Trust enforcement

• Logging, monitoring, and integration with agency SIEM per FedRAMP guidelines

• Change management and configuration baselines per FedRAMP guidelines

• Implementation of SSID/WLAN, and wired encryption settings per FedRAMP guidelines

• Ensure networking devices are running recommended firmware for security patches
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Baseline Standards

Customer configurations must align with:

• FedRAMP Moderate Baseline (Rev. 5)

• NIST SP 800-53 Rev. 5

• Agency specific security policies
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Customer Secure Configuration Requirements

Identity & Access Management (IA-2, IA‑5, AC-5,
AC‑2)

Configuration for SSO/SAML integration

Customers should configure:

• MFA for agency accounts (required for FedRAMP)

• SAML/SSO integration with agency identity provider strongly recommended.

• Role based access control (RBAC)

• Disable unused local accounts as per FedRAMP guidelines.

• Review user access as per FedRAMP guidelines.

Network Device Configuration (CM-6, AC-6, AC-17)

The following are device-specific configuration for FedRAMP recommended security policies:

Access Points (APs)

Customers should:

• Configure SSID encryption for WLAN

• Enable rogue AP detection and alerting. See Juniper Mist Alert Types.

• Apply Mist recommended firmware and recommended security alerts.

Mist Edge

Customers should use Mist Edge best practices.
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https://www.juniper.net/documentation/us/en/software/mist/mist-management/topics/ref/set-your-password-policy.html
https://www.juniper.net/documentation/us/en/software/mist/mist-management/topics/task/add-idp.html
https://www.juniper.net/documentation/us/en/software/mist/mist-management/topics/ref/admin-roles.html
https://www.juniper.net/documentation/us/en/software/mist/mist-wireless/topics/ref/mist-wlan-options.html
https://www.juniper.net/documentation/us/en/software/mist/mist-aiops/topics/ref/alert-types.html
https://www.mist.com/documentation/firmware
https://www.mist.com/documentation/category/security-alerts/
https://www.mist.com/documentation/category/configuration-wifi-configuration/


Wireless Configuration (AC-18, SC-18, SC-13)

Customers configure all WLAN security settings.

SSID Security

Use WPA2 Enterprise for internal networks.

Logging & Monitoring (AU-2, AU-6, SI-6, SI-4)

Customer should configure audit logs to agency SIEM or via API integration.

Encryption (SC-12, SC‑13)

Customer should:

• Use TLS 1.2+ for API integrations.

• Follow FedRAMP guidelines for FIPS.

API Security (AC-3, IA-3, IA‑5)

Customers should:

• Use API tokens based on RBAC privileges required.

• Rotate tokens every 90 days.

• Store tokens in a secure secrets manager.

• Disable unused tokens immediately.

• Use HTTPS and SSL verification for webhooks (if applicable).
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https://www.juniper.net/documentation/us/en/software/mist/mist-wireless/topics/topic-map/radius-configuration.html
https://www.juniper.net/documentation/us/en/software/mist/mist-management/topics/topic-map/monitor-audit-logs.html
https://www.juniper.net/documentation/us/en/software/mist/api/http/api/orgs/logs/overview
https://www.juniper.net/documentation/us/en/software/mist/automation-integration/topics/task/create-token-for-rest-api.html
https://www.juniper.net/documentation/us/en/software/mist/api/http/guides/webhooks/best-practices


Change Management (CM-3, CM-4)

Customers should document all Mist configuration changes.

Vulnerability Management (RA-5, SI-5, SI-2)

Customers should:

• Review Mist provided security advisories.

• Apply firmware updates as recommended by Juniper Mist.

Backup & Recovery (CP-9, CP-10)

Customers should perform customer org configuration API backups per FedRAMP guidelines.
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https://www.juniper.net/documentation/us/en/software/mist/mist-management/shared-content/topics/task/subscribe-alerts.html
https://www.juniper.net/documentation/us/en/software/mist/mist-wireless/topics/task/ap-firmware-updates.html
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x

https://marketplace.fedramp.gov/products/FR2102758152


Version History

Date Description Version Author

02/25/26 Secure Configuration Guidance for
FedRAMP (Moderate)

1.0 System Owner

xi


	Table of Contents
	About This Guide
	Scope
	Baseline Standards
	Customer Secure Configuration Requirements
	References
	Version History

