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Juniper Mist™ Access Assurance—Juniper Validated
Design (JVD)

Juniper Networks Validated Designs provide you with a comprehensive, end-to-end blueprint for
deploying Juniper solutions in your network. These designs are created by Juniper's expert engineers
and tested to ensure they meet your requirements. Using a validated design, you can reduce the risk of
costly mistakes, save time and money, and ensure that your network is optimized for maximum
performance.

About this Document

Overview

This document covers how to successfully implement Juniper Mist Access Assurance as a cloud-based
NAC solution for the enterprise. You will learn how the solution works utilizing the RADIUS protocol
and how authentication and authorization are performed in the network. The IEEE 802.1X Extensible
Authentication Protocol (EAP) methods are used to perform a strong authentication of wired and
wireless clients. Unlike traditional designs where the RADIUS server needs to be installed, managed and
maintained by each customer on their own, the shift towards a cloud-based service offered by Juniper
leads to a scalable design that grows on-demand for the customer. The shift towards cloud-based
services is in line with the general trend of using public identity providers (IdP), hence the Juniper NAC
design can leverage the information provided by those for authentication and mapping to an
authorization profile to be used on a switch or access point (AP) for a client.

This JVD explains the testbed used and methods of various test cases performed by Juniper Networks.

The recommendations section lists the best practices and advice customers should follow for such
integration.

The appendix of this JVD contains test cases and configuration examples to allow customers to repeat
the integration of Juniper Mist Access Assurance into their own network based on the provided
information.
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Product overview

Juniper Mist Access Assurance is a cloud-based service that ensures zero trust, identity-based network
access and full-stack policy and segmentation assignments with end-to-end user experience visibility.
The service delivers a suite of access control functionality with a flexible, yet simple, authorization policy
framework for onboarding guests, loT, BYOD, and corporate devices. Client connections are controlled
based on user and device identities, regulating access for devices connecting to the network. Juniper
Mist Access Assurance also provides access control services for devices leveraging 802.1X
authentication and MAC Address Bypass (MAB) for non-802.1X allow-listed and wired loT devices.

Product Description

Juniper Mist Access Assurance is a microservices-based, cloud network access control (NAC) service
that enables enterprises to easily enforce a zero trust security model. Access Assurance solves many
complex challenges associated with traditional NAC offerings by:

e Removing on-premises server hardware
e Providing inherently highly available and resilient services
e Enabling automatic at-run-time feature updates, security, and vulnerability fixes

Access Assurance extends beyond the capabilities of Juniper Mist loT Assurance, which simplifies
onboarding for headless loT and BYOD devices. With Access Assurance, IT teams can onboard wired
and wireless devices with 802.1X authentication or MAB methods, even for non-802.1X devices.


https://www.juniper.net/us/en/products/cloud-services/juniper-mist-iot-assurance.html

Access Assurance uses hundreds of different vectors to match the identity of the user and device, such
as X.509 certificate attributes, user group memberships, device compliance and posture metrics, and
location context. These vectors help determine identity-based network admission criteria, such as the

network segment or microsegment a device should connect to and the network policy that should be
dynamically applied to a user.

Figure 1: Juniper Mist Access Assurance
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Figure 2:

Defining Authentication Policies

Each user/resources session is evaluated according to the list of Policy rules. The policy for the first matching rule is applied
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Most importantly, Access Assurance provides end-to-end connectivity troubleshooting in a unified view
from the client, network infrastructure, and access control perspective, dramatically simplifying Day 2
support. IT admins gain a cohesive view of the end user experience and can determine whether poor
experiences are due to client configuration, network infrastructure, authentication, or a service.
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Access Assurance is delivered through Juniper Mist™ cloud and powered by Mist AI™. The microservices
architecture ties together high availability, redundancy, and autoscaling for optimal network access
across wired, Wi-Fi, and WAN. Using geo-awareness, Access Assurance automatically redirects
authentication requests from different regions to the nearest Access Assurance instance to provide
minimal latency and the best end user experience.



Access Assurance provides an authentication service by integrating external directory services, like
Google Workspace, Microsoft Azure AD, Okta Identity, and others. It also integrates external Public Key
Infrastructure (PKI) and Mobile Device Management (MDM) providers, such as Jamf, Microsoft Intune,
and others, to provide granular user and device identification to enforce identity-based, zero-trust
network access control.

Features and Benefits

Prioritizing Client Experiences

Access Assurance provides a unified view of the client connectivity experience and can easily identify a
problem and perform root cause analysis. All client events, including connection and authentication
successes and failures, are captured by Juniper Mist cloud. With this data, Juniper Mist cloud helps
simplify day-to-day operations by easily identifying if an end user connectivity issue is caused by a client
configuration mistake, network infrastructure and service problems, or authentication policy
configuration issues. The Juniper Mist service-level expectations (SLEs) for wired and wireless clients are
enhanced to include network access events, such as authentication events, certificate validations, and
more.

Figure 4: Log Message Example
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Access Assurance is tightly integrated with Juniper Mist cloud, providing full-stack management and
day-to-day operations for Wi-Fi Assurance, Wired Assurance, SD-WAN Assurance, and Access
Assurance in one dashboard for end-to-end visibility. The Marvis® Virtual Network Assistant leverages
data from multiple sources for anomaly detection to provide actionable metrics. Through the dashboard,
users can:

e Create and apply access policies that ensure only authorized devices and users are allowed network
access

e Assign users and devices to the correct network segment

e Prevent users and devices from accessing restricted resources
¢ Add and modify certificates and certificate authorities

e Configure identity providers

e Monitor client activity across the organization

Figure 5: Access Assurance Configuration
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Granular User and Device Identity

Access Assurance is capable of granular identity fingerprinting based on X.509 certificate attributes. It
also uses IdP information like group membership, user account state, MDM compliance state, client lists,
and user location for fingerprinting. The resulting user and device fingerprint provides an identity vector
for accurate policy assignment within the zero trust principles.


https://www.juniper.net/us/en/products/cloud-services/wi-fi-assurance.html
https://www.juniper.net/us/en/products/cloud-services/wired-assurance.html
https://www.juniper.net/us/en/products/cloud-services/wan-assurance.html
https://www.juniper.net/us/en/products/cloud-services/marvis-virtual-network-assistant.html

Figure 6: Credential Types

Network Policy Enforcement and Microsegmentation

Based on user and device identity, Access Assurance can instruct the network to assign a user to a
specific network segment (VLAN or a group-based policy tag), as well as enforce network policy by
assigning a user role. Such roles can be leveraged in the Juniper Mist WxLAN policy framework or

switch policies.

Figure 7: Assign a Dynamic GBP-Tag as Authorization Attribute
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Figure 8: Switch Policy for Applied GBP-Tag to Use
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Built-in High Availability and Geo-Affinity

With Access Assurance, organizations gain reliable and low-latency network access control of their
networks in single and multi-site deployments. Juniper Networks has deployed cloud instances of its
network access control cloud service in multiple regional locations. In multisite deployments,
authentication traffic coming from the network infrastructure is automatically directed to the nearest
Access Assurance instance. Latency is minimized and users enjoy an exceptional wireless experience.
This automated process is fully transparent to users and requires no involvement from the IT team.
Organizations are assured reliable, redundant network access for client devices, regardless of the state
of the nearest regional instance.

Automatic Feature and Security Updates

The Juniper Mist microservices-based cloud architecture keeps Access Assurance optimized with the
most advanced technologies. New features, security patches, and updates are automatically added to
Access Assurance on a bi-weekly basis without interruptions or service downtime. This capability
dramatically simplifies and improves service operations for network IT administrators, eliminating
lengthy software upgrades and service downtime. Juniper can easily deploy new features and functions
to its cloud-based services, bringing advancements to market more rapidly and continuously improving
your client-to-cloud experience.

Access Assurance Extends Juniper Mist loT Assurance

Access Assurance is paired with Juniper Mist loT Assurance to build out controls for onboarding and
management of corporate devices with 802.1X authentication and MAC-less onboarding of non-802.1X
loT and BYOD devices. loT Assurance capabilities simplify IT operations and secure connections for
headless loT and BYOD devices using a Multiple Preshared Key (MPSK) mechanism. It incorporates a full
suite of access control functionality leveraging MPSK or Private Preshared Key (PPSK) as a new type of
identity and policy vector.



loT Assurance also provides preshared key (PSK) portal creation, enabling BYOD onboarding workflows
by automating PSK generation based on user identity, leveraging Security Assertion Markup Language

(SAML) for an SSO experience. It enables seamless client device onboarding using mobile QR codes or

by typing a personalized passphrase without installing any client software.

Access Assurance subscriptions include loT Assurance functionality for simple access control for all
clients and devices on your network, no matter how they connect.

Marvis Virtual Network Assistant

Marvis Virtual Network Assistant uses Mist Al to help IT teams interact and engage with their networks.
The Marvis Al engine binds together Access Assurance with other Juniper Mist cloud-based services,
such as Wired Assurance, Wi-Fi Assurance, and WAN Assurance, helping the operations team move
closer to achieving The Self-Driving Network™ with simplified troubleshooting and performance
analysis.

Using features powered by Mist Al, help desk staff and network administrators can simply ask a
guestion in natural language and get actionable insights using the Marvis Conversational Interface that
helps them identify and solve network issues. Marvis brings proactive anomaly detection into the SLE
dashboard. With Marvis Actions, staff gain proactive, actionable insights to identify network access
issues across the full stack, providing recommendations for user connectivity issues. This provides our
customers with easy root cause analysis across the full network stack and authentication services.

API-Driven Architecture

Access Assurance service is 100% based on public Representational State Transfer (REST) APIs that
allow easy integration with external security information and event management (SIEM) or IT service
management systems or other platforms for both configuration and policy assignment. These APlIs
provide the capability to invoke actions based on user or external events, as well as for using the cloud-
native Webhook framework. Overall, the Juniper Mist platform is 100% programmable, using open APlIs,
for full automation and seamless integration with complementary Juniper Networks access, wired,
wireless, WAN, security, user engagement, and asset visibility solutions.

Use Case and Reference Architecture
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Enterprise networks can be accessed through various ways by various client types. This triggers the

need for some kind of federation of how you manage and grant access to those devices and define

which resources of the network each client can use.

Figure 9: Network Access Use Cases
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Today, all central enterprise authentication schemas are based on the usage of the RADIUS protocol and

using IEEE 802.1X for strong client authentication using various EAP methods.

There are two other authentication protocols sometimes used in the enterprise:



e TACACS and TACACS+ can be considered as legacy protocols. Today, they're still sometimes used for
administrative CLI access on a device but that can be done with RADIUS as well. Do not use it in new
deployments. Juniper Mist Access Assurance does not support this protocol.

e Diameter is an evolved protocol that is more complex but adds a lot more features for protocol
routing and robustness of the messaging. The main usage of the protocol is in mobile networks to
replace the legacy SS7 protocol. Juniper Mist Access Assurance does not support this protocol.

The RADIUS Protocol is defined in IETF RFC 2865 and RFC 2866. It serves three main purposes:

e Authentication—of users and devices wishing to access the network. The authentication can be just a
simple username and password check, or some certificate-based checking of rolled out PKI, checking
of a Smartcard or mobile SIM and many more. Hence, the protocol itself is extensible for new
authentication methods.

e Authorization—of users and devices after they have been successfully authenticated. As part of the
authentication, there will be a decision made if a user or device can access the entire network
without any restrictions or if access to the network is restricted in some way. What this restriction
means depends on what access you can limit and how. The most common example is to assign a
VLAN to a wired or wireless client in an enterprise network because the assigned VLAN limits what
resources the user can access.

e Accounting—of users and devices. After the authentication has been performed and the
authorization has been applied, the network will periodically provide statistics about the client’s
usage of the network, such as time on the network and transferred bytes in and out. This has more
relevance in a service provider network for billing purposes and is less commonly used in enterprise
networks.

The following items are critical to understanding the RADIUS protocol. We are not reviewing the full
details of the protocol and how it is implemented here, however. Consider reviewing the protocol’s
original RFC or its Wikipedia Article if you need more information.

e The protocol uses UDP messages for exchange. If messages have been lost in transit, there is an
automatic re-transmission happening a handful of times until a request is discarded.

e The RADIUS protocol is extensible by nature. The default Attribute Value Pairs (AVPs) are defined in
the RFC but vendors can create new AVPs specific to their devices. Usually, such extensions are
made to share more information about a device or enhance the authorization parameters to provide
more granular enforcement points.

e The network access device is located at the edge of the network at the point of Traffic ingress:

¢ In an enterprise network, this is an access switch or an AP.

e |t can be multiple instances in a remote branch or at the lowest level of a campus fabric.


https://datatracker.ietf.org/doc/html/rfc2865
https://en.wikipedia.org/wiki/RADIUS

e The protocol a device uses when attaching to the network access device is not defined. Most
commonly you will see:

e Appearance of a new MAC address on an ethernet switch port.
e A wired or wireless client starting an EAP authentication (more later in this chapter).
e The enforcement of authorization of a user or client usually happens at this level.

e The network access device has a RADIUS client implemented that encapsulates all messages into
RADIUS UDP messages and sends them to the RADIUS server.

e The RADIUS server is typically located at a central location of the network and is reachable by the
network access devices using a VPN (or public IP address) responding to the RADIUS client messages
passively.

e For redundancy reasons, there are typically two RADIUS servers deployed. However, the network

access device chooses when to failover to another RADIUS server.

e |If a vendor has extended the standard RADIUS attributes, the vendor-specific attributes must be
configured as well via a RADIUS dictionary from the vendors so that these RADIUS AVPs can be
utilized.

o The RADIUS server is the decision making point in the network for checking the authentication of
a client.

e Getting client credentials of some kind forwarded via the network access device.
e Retrieving client credentials also from a credential database.

o Comparing the two sets of information and deciding if they are valid, hence the client can pass
or not.

o The RADIUS server either has a local, built-in credential database or a credential database that
can be accessed remotely using a standard protocol. These protocols are typically one of the
following:

o OAuth2 when authenticating using a public IdP.
e Lightweight Directory Access Protocol (LDAP) when a local (Active) Directory is used.
e SQL or HLR/HSS databases are more typically used by (mobile) service providers.

e Along with the user record, the local or remote credential database also has information about the
authorization profile to be used upon successful authentication of a client.

¢ When authentication for a user completes successfully, the RADIUS server responds with an
Access-Accept message that also can contain:



e Dynamic cryptography key material to be used between the client device and the network
access device further on to establish secure communication.

e Authorization RADIUS AVPs to be enforced on the network access device to limit the access
the client has to the network. Using vendor specific AVPs, the RADIUS server will only send
those which are understood on the network access device.

Figure 10 on page 13 shows where the RADIUS protocol is implemented in the network and how it is
used.

Figure 10: Implementation and Use of the RADIUS Protocol
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The example workflow in Figure 11 on page 15 uses MAC address-based authentication at a switch to
review how the framework works together.

1. A device wishing to access the wired network sends some messages (ARP/DHCP request).

2. The switch sees a new MAC address on the port and blocks all further communication to the
network.

3. The newly detected MAC address is converted into a username and password and sent as a
RADIUS Access-Request for approval. Other RADIUS AVPs are embedded as well, such as one
describing the location (port information) about the request.

4. Upon receiving the RADIUS access request, the RADIUS server analyzes the content of the
RADIUS message and extracts the RADIUS AVPs needed to perform the authentication. In our
case, the username attribute is used, and a request is sent to an internal credential database to
receive information about the username (which is identical to the MAC address of the client).



10.

11.

12.

The credential database returns either an empty password if the user record has been found or, if
valid, a password and an authorization profile (usually a string) to be used for this client.

The RADIUS server compares the passwords sent from client and the credential database. If they
are a match, an Access-Accept message will be created as a response to the switch. As part of the
successful authentication, the authorization profile is used to add the RADIUS AVPs stored for a
particular network access device (the switch) and add them as well to the Access-Accept message.
In our case, we want the client to use a particular VLAN, hence, the attribute “Tunnel-Private-
Group-ID” contains the VLAN name on the switch configured as reference.

The RADIUS server returns the Access-Accept as well as the authorization information (VLAN to be
assigned) back to the client.

The switch, acting as the network access device, upon receiving the Access-Accept message, allows
the client to communicate further with the network by unblocking the port. Should the switch also
receive authorization RADIUS AVPs, they are applied as well. In our case, the default VLAN
assigned to the port is replaced by the one we have authorized the client to use.

Optional: A RADIUS Accounting-Start message is created and sent to the RADIUS server. Again,
this is not required in enterprise networks.

Optional: The RADIUS server may store locally or forward this information in a database of some
sort.

Optional: The RADIUS server will acknowledge the accounting message.

The client can now access the network. If authorization has been used, the switch will enforce it
and limit access in some way.



Figure 11: A Typical Authentication Process Example
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NOTE: In our example, a simple MAC address-based authentication (MAB) has been used.
However, a known MAC address may easily be reused by an attacker. Therefore, MAB should
only be used if the client does not support 802.1X authentication.

I Architecture: 802.1X Authentication: What Is It?

e Standard for port-based network access control.

e Can provide very strong cryptographic authentication.

e Always involves three parties:

Supplicant—Device that wishes to access the LAN or WLAN. In this JVD, we have the following
supplicants:

Windows 11 desktop client wired or wireless

Linux desktop client wired or wireless

15



¢ Authenticator—A network access device that provides a data link between the client and the
network that can allow or block traffic between the two. In this JVD, we have the following
authenticators:

e Juniper Networks® EX Series Switches
e Juniper® Series of High-Performance Access Points

e Authentication Server—Receives and responds to requests for network access. In this JVD, we
have the following authentication server:

e Juniper Mist Access Assurance

Defines encapsulation methods of EAP:

e The EAP methods used are exchangeable. They are negotiated between the supplicant (which
offers the different encapsulation methods it supports one-by-one) and the authentication server
(which acknowledges a method offered by the supplicant that it supports).

¢ Most common transport between the supplicant and the authentication server is EAP over LAN
(EAPoL). From NAS to authentication server, those messages get tunneled inside RADIUS.

e The supplicant selects the outer EAP identity to be used called the Network Access Identifier
(NAI) as described first in RFC 2486. This allows the receiving authentication server to proxy the
request to another authentication server in case it is not responsible for a roaming client.

e The NAS/authenticator is NOT involved in the authentication process itself. That process is only
handled between the supplicant and the authentication server. The NAS/authenticator only
forwards messages. This means that if the authenticator supports 802.1X, it will be capable of
handling all the EAP protocols known. The question is always whether the supplicant and the
authentication server both support a given EAP protocol.

e Based on the EAP protocol used, the Access-Accept message sent by the authentication server to
the authenticator can contain dynamically created cryptographic key material. This can then be
used to establish an encrypted link between the supplicant and the authenticator. The most
commonly used is enterprise-grade dynamic WPA2 and WPA3 encryption for WLAN access.



Figure 12: EAP Authentication Framework
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The example in Figure 13 on page 18 shows EAP-TTLS with an inner PAP authentication method
which involves the following:

¢ An enterprise Public Key Infrastructure (PKI) is used for this EAP method to generate and pre-deploy
the following certificate information:
e The root CA, any intermediate signing CA, and the TLS server certificate (with public and private
keys) on the RADIUS server.

e The root CA and any intermediate signing CA via some enterprise device management method to
the supplicant. This is needed to validate the certificate offered by the server.

e The supplicant then starts sending EAPoL messages that the authenticator forwards inside RADIUS
messages to the authentication server to perform the following:
e Build a secure TLS tunnel between the supplicant and the RADIUS server.

¢ Inside the TLS tunnel (not shown in the below figure) username and password credentials are
exchanged.

e Like the previous MAC address-based authentication, these credentials are exchanged against a
credential database and verified on the authentication server.

e Should the credential check validate optional authorization, RADIUS AVPs may be added to the
returned Access-Accept message. In the example, we enforce a certain VLAN to be used.



18

e The authenticator then oversees opening the access for the supplicant when it receives an Access-
Accept message back from the authentication server and enforces all received authorization
parameters (granting access to the client to a specific VLAN, in this example).

Figure 13: Example EAP-TTLS Authentication
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NOTE: For the purpose of better comparison with the previous example, we have removed the
embedded dynamic cryptographic key material distribution and any later negotiation of an
encrypted link between the supplicant and authenticator, typical for WPA2 and WPA3 enterprise

WLAN clients.

In an enterprise network, you should use a strong EAP method where it is technically possible. Review
the figure below to be able to select the best method.
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Where it is technically not possible to use EAP, consider the options shown in the figure below.
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Architecture: Using a RadSec Tunnel Between the Authenticator and the
RADIUS Server

The Juniper Mist Access Assurance solution uses an additional protocol/tunnel wrapped around the
RADIUS UDP messages between the authenticator and the RADIUS server.

e This tunnel is based on the TLS V1.2 and V1.3 protocol, such as that used to protect a web server
connection via HTTPS.

e The TCP destination port towards the RADIUS server is 2083.

e The RADIUS server, that is part of the Juniper Mist authentication cloud can be reached via the
FQDN radsec.nac.mist.com.

e The Juniper Mist authentication cloud is responsible for creating a certificate and loading it on to the
authenticator so that the TLS connection can be built with the authentication cloud. For this reason,
Juniper Mist creates its own PKI for every organization.

Figure 14: Figure 14:RadSec Tunnel Usage
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The reason for choosing this RadSec design has several technical reasons.

e [t's a more robust transport when the RADIUS server is remote on the Internet.



e Credentials and client information is secured from eavesdropping and man-in-the-middle attacks
such as blastradius due to the RadSec TLS tunnel. This also relaxes the need for strong and individual
shared-secrets defined between the RADIUS client and server.

e Enterprise firewall administrators are more confident when opening a TLS connection than opening
remote UDP ports.

e The usage of a fixed FQDN enables the solution to select the nearest Juniper Mist authentication
cloud via a global DNS load balancer. RadSec termination always happens to the nearest available
Juniper Mist authentication cloud to optimize the latency.

e Should a third-party device or a Juniper switch not managed by the Juniper Mist cloud be used, then
an additional proxy needs to be planned. This proxy acts like a replacement of the legacy on-site
RADIUS and translates between RADIUS and RadSec towards the Juniper Mist authentication cloud.
The Juniper Mist™ Edge appliance can be used to host this proxy service.

e Future usage of RADIUS Change of Authorization messages is very easy to embed as the Juniper
Mist RADIUS server can use the existing TLS tunnel for those messages.

The important take away is that the legacy RADIUS server is no longer local and needs to be reachable
via the corporate VPN. It's now a function of the Juniper Mist authentication cloud offer. Credential
databases are also usually not local as customers start to embrace public IdPs such as Azure AD and
Okta since nowadays not only client credentials need to be authenticated. The RadSec tunnel and
configuration are managed by the Juniper Mist authentication cloud to enable this seamlessly.

Architecture: Juniper Mist Access Assurance Framework

The entire resulting framework for Juniper Mist Access Assurance is highlighted in the figure below.
Note that the Access Assurance administrator uses and only sees the same Juniper Mist portal that he
uses to manage switches and APs.


https://www.blastradius.fail/

Figure 15: Overview Access Assurance Framework
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With reference to the first authentication example shown in this chapter with a local RADIUS server and

credential database (Figure 11 on page 15), compare it to Figure 16 on page 23. Note the differences in
Figure 16 on page 23:

e The Juniper Mist authentication cloud oversees creating and loading the certificate onto the
authenticator device for building the RadSec tunnel.

e The RADIUS server and credential database have been moved to the Juniper Mist authentication
cloud.

e RadSec as TLS tunnel is now used between the authenticator and Juniper Mist Access Assurance
(RADIUS server).

o All the remaining workflow is untouched and does not change the way it operates.

22



Figure 16: RadSec Implementation for MAB
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Figure 17 on page 24 adds a Juniper Mist Edge device as proxy for the above Figure 16 on page 23.

This is in case you have third-party devices (switches and APs), or Juniper EX Switches not managed by
the Juniper Mist cloud. If you have an existing RADIUS server, then you can use the Mist Edge proxy as
a drop-in replacement without the need to change anything on the existing switch or AP configuration.
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Figure 17: RadSec via Proxy and MAB
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Figure 18 on page 25 shows what happens to EAP authentication methods when implementing
RadSec and Juniper Mist Access Assurance:

e The Juniper Mist authentication cloud oversees creating and loading the certificate onto the
authenticator device for building the RadSec tunnel.

e The RADIUS server has been moved to the Juniper Mist authentication cloud.
e The credential database has been moved to a public IdP.

e RadSec as TLS tunnel is used now between the authenticator and Juniper Mist Access Assurance
(RADIUS server).

¢ All the remaining workflow is untouched and does not change the way it operates.



Figure 18: RadSec with EAP Authentication and Public IdP
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In Figure 19 on page 26, you can see the inclusion of a Juniper Mist Edge device as proxy for the above

figure as previously shown.



Figure 19: RadSec via Proxy for EAP-Authentication with Public IdP
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Implementation into Branch and Campus Fabric Designs

NAC solutions always take place where a client ingresses a network. You must be able to block traffic for
unauthenticated devices or limit access via authorization enforcement at the lowest entry level of the
network. By design, NAC solutions are independent from the transport that happens after network
access. The NAC solution is not concerned with whether forwarding is based on VLANs, VXLAN, or
routing. The table below lists the possible permutations:



Table 1: Access Assurance Implementation Details
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Table 1: Access Assurance Implementation Details (Continued)
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Figure 20 on page 29 describes the most common deployment options using Access Assurance.



Figure 20: Device Deployments with Access Assurance
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Once the network access devices have been configured for RadSec (or RADIUS with Juniper Mist Edge
proxy) the integration of the NAC solution according to customer requirements can begin. Here is an
example of the typical tasks:

e Currently, the Juniper Mist Access Assurance solution supports the following authentication
methods:

e Password Authentication Protocol (PAP)—Mostly used for MAC address-based authentication.

e Extensible Authentication Protocol-Transport Layer Security (EAP-TLS)—Mostly used for machine
authentication as it needs certificates from an enterprise PKI pre-deployed to the supplicant.



Extensible Authentication Protocol-Tunneled Transport Layer Security (EAP-TTLS) with PAP as
inner authentication—Mostly used for user authentication when usernames and passwords need
to be checked against an IdP.

Less common: Protected Extensible Authentication Protocol-Transport Layer Security (PEAP-TLS)
(note that PEAP-MS-CHAPv2 is NOT supported as backend methods such as OAuth2 do not
support NTLM hashes).

Less common: Tunnel Extensible Authentication Protocol (TEAP) with TLS. Consider moving to
EAP-TLS.

Methods not on this list need to be discussed with the customer and how the devices using them can be
changed. These methods are typically used by legacy devices and properly supporting them needs to be

evaluated.

e Discuss which credential databases exist and how they can be integrated into the authentication and

authorization process.

For MAC address-based authentication, Juniper Mist Access Assurance hosts a list of allowed
MACs (you can also choose to identify a vendor by the OUI).

Public IdPs most commonly used include the following:

e Azure AD
e Okta leveraging OAuth2 between the Juniper Mist authentication cloud and the IdP.

e Google Workspace leveraging LDAP over SSL (LDAPS) between the Juniper Mist
authentication cloud and the IdP.

e For other IdPs using OAuth2, contact your Juniper representative.

e Discuss the need for authorization profiles and how they can be applied to the network access

device (especially when third-party vendor attributes are used).

e Discuss the need for an enterprise PKI:

Most customers have an existing PKI that can be used. Obtain the public root CA, any
intermediate Cas, and ask the IT personnel to generate a public/private key for a TLS server in
PEM format for the Juniper Mist Access Assurance RADIUS server.

The Juniper Mist PKI that is generated for each organization and used for the RadSec can be
reused for EAP-TTLS when the supplicant is introduced to the Juniper Mist root CA.

All methods using a user or machine certificate (EAP-TLS, PEAP-TLS and TEAP-TLS) are expected
to get certificates from the customer’s enterprise PKI by the customer’s mobile device
management (MDM).



e Discuss the need for loT devices as they usually do not leverage strong EAP authentication methods
due to heavy battery usage for the computation required. The fallback is usually MAC-based
authentication or MPSK for WLAN.

o Discuss the need for BYOD integration and portal pages.
¢ In educational environments, there may be a need for supporting roaming like Eduroam.

e Discuss the need of APs needing to act as a supplicant to be authenticated on a switch port. This is
supported on non-EOL Juniper APs with newer firmware.

Validation Framework

IN THIS SECTION

Test Bed | 31
Platforms / Devices Under Test (DUT) | 32

Test Bed Configuration | 33

Test Bed

For the evaluation of this JVD, a typical branch deployment was used. This provides repeatable
scenarios using a minimum number of devices while still being able to execute all necessary functions
(basically a single switch and AP are enough for most test cases). If you want to know more about such
branch designs, Review the JVD Distributed Enterprise Branch EX.


https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/index.html

Figure 21: Test Bed for this JVD
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I Platforms / Devices Under Test (DUT)

To review the software versions and platforms on which this JVD was validated by Juniper Networks,
see the Validated Platforms and Software section in this document.


https://www.juniper.net/documentation/us/en/software/jvd/jvd-mist-access-assurance-nac/validated-platforms.html

Test Bed Configuration

In the appendix section of this document, we share how some tests were performed. Contact Juniper
Networks or your Juniper Networks account representative to obtain the full archive of the test bed
configuration used for this JVD.

Test Objectives

IN THIS SECTION

Test Goals | 33
Test Non-Goals | 35

Test Goals

The testing for this JVD was performed with the following goals in mind. Consult the Test Report of this
JVD for more information.

e All Juniper Mist Access Assurance supported authentication methods need to be tested:

e PAP. Used for MAB.

e EAP-TLS.

e EAP-TTLS with PAP using a public IdP.
e PEAP-TLS (Limited to Win 11 client)

e TEAP-TLS (Limited to Win 11 client)

¢ All major authorization methods need to be tested depending on what the network access device
supports:

o Wired switch authorization methods.

e Dynamically assign a single access VLAN for a client.

e Dynamically assign multiple VLAN as trunk and one native (for an attached AP).



e Assign a pre-configured ACL filtered by filter-ID.
e Session-timeout.

e Wireless AP authorization methods.

e Dynamically assign a single access VLAN for a client.
e Dynamically assign a Mist Role for a client that then defines firewall filters.

The wired clients for testing will be done using:

e Spirent (mostly for MAB).
e Windows 11 Professional.
e Linux (Ubuntu 20.04 or else suggested).

The wireless clients for testing will be done using:

e Windows 11 Professional.
e Linux (Ubuntu 20.04 or else suggested).

There is a need to test the following combinations for network access devices:

e Standalone Juniper access switch managed by Juniper Mist cloud.

e Juniper Virtual Chassis with a minimum of 3 members managed by Juniper Mist cloud.

e Juniper AP managed by Juniper Mist cloud.

e Standalone unmanaged Juniper access switch with RADIUS using a Juniper Mist Edge proxy.

Credential database integration testing (with and without group authorization profile assignment):

e Mist Auth internal database (label-based) for MAB

e Mist Auth internal database (endpoint page) for MAB
o Azure AD for EAP-TTLS with PAP

o Azure AD for EAP-TLS

e Okta for EAP-TTLS with PAP

e Okta for EAP-TLS

e LDAPS for EAP-TTLS with PAP

MDM integration:

o Azure AD and Microsoft Intune integration with compliance authorization selection.



e Wi-Fi only topics:
e Wi-Fi PSK authentication

e Wi-Fi service-set identifier (SSID) authentication
e Juniper AP as EAP-TLS supplicant

e  Wi-Firoaming

e WPAS enterprise

o Wi-Fi client onboarding with PSK portal

e Special topics

e EAP-TLS client certificate attribute-based authorization selection

e Switch CLI admin authentication (device-auth)

Test Non-Goals

e Testing with third-party switches and APs was archived through using Juniper Switches and AP in
unmanaged mode with Mist-Edge as RadSec Proxy.

e  Working with customer PKIs. We use either the automatic Mist PKI for each organization or a
homegrown PKI.

e Testing Eduroam forwarding due to lab limitations.

e Testing dynamic assignment for group-based policies (GBP) as:

e This is extensively tested by a JVD extension for IP Clos.

e Testing with RADIUS AVP Juniper-Switching-Filter was performed and only the content of the
string changes for dynamic GBP assignment.

e Testing with campus fabric. All JVDs for campus fabric already undergo rigorous testing with a third-
party RADIUS server and MAB + EAP method testing to ensure authentication and authorization
(VLAN/filter) assign. NAC solutions take care of the authentication and authorization when a new
client accesses a network at the ingress access switch. They do not need to know how the transport
is done after that point and are independent if you just forward via VLANs or VXLAN.

o Certificate expiration scenarios cannot be tested as we cannot change the clock setting on the
Juniper Mist authentication cloud.



e Redundancy of the Juniper Mist Edge proxy device is not tested in this first phase. Keep in mind that
the client does trigger the failover between RADIUS servers.
e Mobile Device Management testing exclusions:

e Jamf is an MDM option for Apple supplicant was excluded due to lab limitations.

o Testing with Airwatch was excluded due to lab limitations.

Recommendations

The following list of recommendations summarizes the best practices covered throughout this
document:

e Most customers are expected to already have a PKI to leverage for any 802.1X EAP authentications.
e To be able to use EAP-TTLS, customers’ IT specialists must provide:
e The public root CA and any intermediate signing CAs in PEM format. The Mist administrator

must load those into Organization > Certificates > Certificate Authorities.

e A public and private certificate for the RADIUS server (as a TLS-Server) in PEM format. The
Mist administrator must load those into Organization > Certificates > Certificate Authorities.

e It's expected that all customer supplicants have already learned the public root CA and any
intermediate signing CA either manually or through MDM.
e To be able to use EAP-TLS (or TEAP-TLS or PEAP-TLS) customers’ IT specialists must provide:
e The public root-CA and any intermediate signing CA in PEM format. The Mist administrator

must load those into Organization > Certificates > Certificate Authorities.

e A public and private certificate for the RADIUS server (as a TLS-Server) in PEM format. The
Mist administrator must load those into Organization > Certificates > Certificate Authorities.

e |t's expected that all customer supplicants have already learned the public root CA and any
intermediate signing CA either manually or through MDM.

e A client certificate (signed by the PKI) for all customer supplicants. If that certificate is
deployed manually or using an MDM is left up to the customer’s preference.

e [t's recommended to use the Mist PKI that is automatically generated for each organization for the
purpose of:

e Establishing the RadSec tunnels from all Juniper Mist-managed devices towards the
authentication cloud.



e EAP-TLS supplicant authentication of a Juniper AP towards the switch.

e When customers are using public IdPs, it's best to perform the integration with Juniper Mist cloud
together with the customer’s IT personnel for familiarity with the infrastructure and having the right
authorization level.

e Authentication policies are executed similarly to a firewall. The evaluation execution happens top to
bottom and wherever a match is found, it is executed and the policies below that one will not be
evaluated. Hence, it is recommended that one positions the more specific (or exception) rules above
the more generic rules.

e Use switch and WLAN templates for efficient configuration management. Configuration errors and
unnecessary additional work can be avoided this way.
¢ When deciding how to manage switch port configurations dynamically:
o Assigning VLANSs and filters via RADIUS/NAC infrastructure is the recommended approach.
Juniper Mist Access Assurance is designed to make this an easy task.

e Using Dynamic Port Configuration is less preferred.

e Using MAC address-based authentication is only recommended when no EAP supplicant can be used
on a client. MAC addresses are easy to fake by any attacker. Hence, it is suggested that those clients
only get limited access to corporate resources.

e When using a Juniper Mist Campus Fabric perform the authentications via Out of Band management
interfaces that are also used for Switch management towards Mist cloud. This will avoid potential
issues with a too high overlay transport MTU towards a Mist-Edge as Proxy on standard MTU and
EAP authentication with large certificates.

Appendix: Building the Topology and Testing
Environment
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Juniper Mist Authentication Cloud Certificate Installation | 114
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Configuration Examples of Public Identity Provider Database Integration | 154

In this appendix, we share information on how you can repeat the test cases that were executed for this
JVD. The Figure 22 on page 40 configuration allows you to repeat all test cases for Access Assurance
as long as you have the required minimal devices needed:

o A WAN router

Default gateway for all VLANs
e DHCP server for all VLANs

e Has at least one WAN connection towards the Internet where the Juniper Mist cloud and Juniper
Mist authentication cloud is.

e Has a VPN to a headquarters or uses local breakout of the traffic (as in our case).
e Can define trunk ports with a native VLAN for inline management of attached switches and APs.

e Optional: Trunk ports may use 802.3ad link aggregation with active LACP and the force-up
option.

e A Standalone Switch

e PoE support to power attached APs
e Use a single uplink towards the WAN router

e Optional: A Virtual Chassis

e  Minimum two members for testing
e PoE support to power attached APs
e Use a LAG towards the WAN router

e Juniper APs

e Powered using PoE from the switch.
e Two or more at different switches to test roaming

e Optional: Juniper Mist Edge appliance

e For this lab, directly attached to the local WAN router and not located remotely in a headquarters


https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html#Toc170115267__Ref159847280
https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html#Toc170115267__Ref159847280

e Mist authentication configuration for customer PKI

¢ Wired and Wireless clients to be tested

e Make sure they support 801.1X EAP supplicants for the authentication method you want to test

e Certificate management of these clients is not within the scope of Access Assurance. Customers
can use an MDM or manual deployment

We are using four VLANSs in this configuration for the minimally required functional design:

e VLAN1033 with the subnet range 10.33.33.0/24 is a native VLAN that is used for in-band
management of the attached switches and APs.

o VLAN1099 with the subnet range 10.99.99.0/24 is used as a VLAN for attached wired clients.
o VLAN1088 with the subnet range 10.88.88.0/24 is used as a VLAN for attached WLAN clients.

o VLAN1044 with the subnet range 10.44.44.0/24 is used as a VLAN for the Juniper Mist Edge
appliance.

All of these VLANSs use the WAN router as the default gateway with the IP address 10.x.y.1 assigned to
it, which also hands out DHCP lease to clients.

NOTE: VLAN1033 is getting treated as VLAN1 on the switch and AP. This is because the default
VLAN on all Juniper switches is VLAN1 and is the access/native VLAN on all revenue ports.
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Figure 22: Lab Topology Used in the Appendix
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The recommended workflow for building such a lab is:

1. Deploy the WAN router and install

2. Deploy switches and Virtual Chassis and install

3. Deploy APs and install

4. OPTIONAL: Deploy Juniper Mist Edge and install

5. Juniper Mist authentication cloud certificate installation

6. Configure the client supplicants with certificates and the necessary EAP methods

WAN Router Installation and Configuration (Example for Branch Design)

In this chapter, we share configuration examples when using a Juniper Networks® SRX Series Firewalls
as WAN router that is also managed by the Juniper Mist cloud in a simple branch design. Such a solution



is called a “full stack” solution as it enables you to manage all network devices located at a branch site
within a single pane of glass.

If you have deployed a Juniper campus fabric, you can skip this chapter now as in most cases it does not
apply to you. In most campus fabric designs, Layer 2 VLANs are terminated inside the fabric itself, and
the WAN router oversees handling route forwarding Layer 3 information. The following JVD extension
provides the information about WAN Router Integration into Campus Fabrics.

NOTE: Make sure the SRX device has an ApplID license or else it cannot be managed by the
Juniper Mist cloud. This is independent of whether you use it as a standalone firewall or as an
SD-WAN router managing your VPN.

The following list of steps summarizes the process used to configure the WAN router in this chapter and
is immediately followed by a detailed description of those steps:

e Define custom applications that present the destination IP ranges for internet and LAN segments.
e Define networks and VLANs

e Build a WAN Edge template describing:

o WAN interfaces and their configuration

LAN interfaces and their configuration:

o Default gateways for each network.
o DHCP server settings for each network.

e Binding of networks to interfaces along with possible LAG configurations.

Define traffic steering paths

Define application policies

Optional: Add additional Junos OS CLI commands

e Assign the template to sites

e Onboard a WAN Edge device and assign it to a site

e Check the configuration and status of the new WAN router

Go to Organization > Applications and check that there is an existing application with the following
settings:

o Name=any


https://www.juniper.net/documentation/us/en/software/jvd/jvd-campus-fabric-wan-router-integration/index.html

o Type=Custom Apps
e |P Addresses=0.0.0.0/0

Edit Application

any

0.0.0.0/0

Add another application with the following settings:

e Name=Branch-VLANs
e Type=Custom Apps
e |P Addresses=10.0.0.0/8

Edit Application

Description

Type
émom Apps

Apps
URL Categories ©
Custom URLs (SRX Only) @

IP Addresses
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You should now see the two applications listed as shown below:

Applications [ cd A

a

2 Applications

NAME & TYPE TRAFFIC TYPE
any Custom Apps Default
Branch-VLANs Custom Apps Default

Go to Organization > Networks and add the first VLAN which is used to manage switches and APs:

Name=VLAN1033
Subnet IP Address=10.33.33.0
Prefix Length=24

VLAN ID=Leave this field empty. (This is the native VLAN used for in-band management of the
attached EX Series Switch as well as the AP).

Access to Mist Cloud=Enabled. (This must be enabled for the attached switches and AP to be managed
by the Juniper Mist cloud).

Add Network

Name *

Subnet P Address # Prefix Length *

1D

WVLAN 1D

+— EMPTY

Source NAT Pool Prefix (SRX Only)

Access to MIST Cloud

Advertise to the Overlay

Networks Not Directly Attached € (SSR Only)

Then, add the second VLAN (in our topology we use this for wired clients):

Name=VLAN1099
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e Subnet IP Address=10.99.99.0
e Prefix Length=24

e VLAN ID=1099

Add Network

Name *

Subnet IP Address * Prefix Length *

19)

VLAN 1D

source NAT Pool Prefix (SR anly)

Access to MIST Cloud
Advertise to the Overlay

Networks Not Directly Attached € (S5R Only)

USERS 2>
Then, add the third VLAN (in our topology, we use it for wireless clients attached to APs)
e Name=VLAN1088
e Subnet IP Address=10.88.88.0
o Prefix Length=24

e VLAN ID=1088
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Edit Network

Subnet IP Address * Prefix Length *
1©)
VLAN 1D

Source NAT Pool Prefix (SRX Only)

Access to MIST Cloud
Advertise to the Overlay

Metworks Mot Directly Attached @ (SSR Only)

IISFRS ¥

Add the last VLAN (in our topology, we use it for accessing the Juniper Mist Edge device’s out-of-band
management port)

o Name=VLAN1044

Subnet IP Address=10.44.44.0

e Prefix Length=24
o VLAN ID=Leave this field empty. This is the native VLAN used towards the Juniper Mist Edge.

e Access to Juniper Mist cloud=Enabled. This must be enabled for the attached switches and AP to be
managed by the Juniper Mist cloud.
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Add Network

Mame *
Subnet IP Address * [T Prefix Length * [IT1

19,

vLAN ID I

Empty

Saurce NAT Paol Prefix (SRX Only) £

Access ta MIST Cloud
Advertise to the Overlay

Metworks Mot Directly Attached € (SSR Oniy)

Maone

USERS >

Review the four networks and verify that no VLAN ID is set for the switch and AP management network
and the Juniper Mist Edge attach, since this is a native VLAN on the downlink trunk.

.
Networks
a

4 Networks

NAME £ SUBNET VLAN ID USERS
VLANTOZ3 10.33.33.0/24

VLANT0449 10.44.44.0/24

VLANTOE2 10.88.88.0/24 1088

VLANT099 10.99.99.0/24 1099

The following JSON template may be used to configure the branch WAN router. Alternatively, manual
configuration steps for the branch WAN router are listed immediately after the JSON template.

"type": "standalone",
"port_config": {

"ge-0/0/0": {
"usage": "wan",
"name": "wan",



"ip_config": {
"type": "dhcp"
}
1,
"ge-0/0/15": {

"usage": "wan",
"name": "wan2",
"ip_config": {

"type": "dhcp"
}

Y

"cl-1/0/0": {
"usage": "wan",
"name": "lte",
"wan_type": "lte",
"ip_config": {

"type": "dhcp"
}

Y

"ge-0/0/1-2": {
"networks": [

"VLAN1033",

"VLAN1099",

"VLAN1088"
1
"usage": "lan",
"aggregated": true,
"ae_disable_lacp": false,
"ae_lacp_force_up": true,
"ae_idx": 0,
"redundant": false,
"critical": false,
"disabled": false

1,

"ge-0/0/4": {
"networks": [

"VLAN1033",
"VLAN1088",
"VLAN1099"
1
"usage": "lan",
"aggregated": false,
"redundant": false,



"critical": false,
"disabled": false
Y
"ge-0/0/5": {
"networks": [
"VLAN1044"
1
"usage": "lan",
"aggregated": false,
"redundant": false,
"critical": false,
"disabled": false
}
3,
"ip_configs": {
"VLAN1033": {
"type": "static",
"ip": "10.33.33.1",
"netmask": "/24"

1,

"VLAN1099": {
"type": "static",
"ip": "10.99.99.1",
"netmask": "/24"

Y

"VLAN1088": {
"type": "static",
"ip": "10.88.88.1",
"netmask": "/24"

1,

"VLAN1044": {
"type": "static",
"ip": "10.44.44.1",
"netmask": "/24"

}

3,

"dhcpd_config": {
"enabled": true,
"VLAN1033": {

"type": "local",
"ip_start": "10.33.33.10",
"ip_end": "10.33.33.250",
"gateway": "10.33.33.1",



"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"options": {3}
1,
"VLAN1099": {
"type": "local",
"ip_start": "10.99.99.10",
"ip_end": "10.99.99.250",
"gateway": "10.99.99.1",
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"options": {}
1,
"VLAN1088": {
"type": "local",
"ip_start": "10.88.88.10",
"ip_end": "10.88.88.250",
"gateway": "10.88.88.1",
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"options": {3}
1,
"VLAN1044": {
"type": "local",
"ip_start": "10.44.44.10",
"ip_end": "10.44.44.250",
"gateway": "10.44.44.1",
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"options": {3},
"lease_time": 86400,
"fixed_bindings": {}
}
3,

"path_preferences": {



"Wan": {
"paths": [

"type": "wan",

"name": "wan

]
1,
"LAN": {
"strategy": "ordered",
"paths": [
{
"type": "local",
"networks": [
"VLAN1033"

"type" . nlocalu ,
"networks": [
"VLAN1099"

"type" . nlocalu ,
"networks": [
"VLAN1088"

"type": "local",
"networks": [
"VLAN1044"

}
3,
"service_policies": [
{
"name": "inside_Branch_hairpin",
"tenants": [
"VLAN1033",



"VLAN1088",
"VLAN1099",
"VLAN1044"

1

"services": [
"Branch-VLANs"

1

"action": "allow",

"path_preference": "LAN",

llidpll: {
"enabled": false

"name": "Internet",
"tenants": [
"VLAN1033",
"VLAN1099",
"VLAN1088",
"VLAN1044"
1
"services": [
"any"
1
"action": "allow",
"path_preference": "
"idp": {
"enabled": false

}
1
"bgp_config": {},
"routing_policies": {3,
"extra_routes": {},
"vrf_instances": {3},
"tunnel_configs": {3},

"oob_ip_config": {

"type": "dhcp",
"node1": {

"type": "dhcp"
}

})

"ntp_servers": [



"time.google.com"

1
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
1
"tunnel_provider_options": {
"jse": {3,
"zscaler": {}
3,

"additional_config_cmds": [
"set security zones security-zone VLAN1033 host-inbound-traffic system-services ping",
"set security zones security-zone VLAN1044 host-inbound-traffic system-services ping",
"set security zones security-zone VLAN1099 host-inbound-traffic system-services ping",
"set security zones security-zone VLAN1088 host-inbound-traffic system-services ping"
1
"ospf_areas": {},
"ospf_config": {
"enabled": false,
"areas": {}
Vs

"name": "Branch-WAN-Router"

When not using the JSON template, execute the following steps instead to configure the branch WAN
router:

Go to Organization > WAN Edge Templates:

Mobile SDK Networks
ooll Anaiytics

Settings WAN Edge Templates

=
(oS Site Configuration

@ Organization Subscriptions

Create a new template with the following parameters:
o Name=Branch-WAN-Router

e Type=Standalone

o Create from Device Model=Checked

e Model=<Select your Model>



MEW TEMFLATE o

Name

LBranch-WAN-Router)

@qndalonn Spoke
@- ate from Device Model

Model

v

=)
-
[17]

After the template has been created, start with basic configuration settings based on your environment
such as the following:

e NTP=time.google.com

e DNS Servers=8.8.8.8, 9.9.9.9

< Branch-WAN-Router : - s |
INFO APPLIES TO SITES
MNAME Branch-WaM-Router 0 0
TYPE Standalone sltes wan edges
IP CONFIGURATION {OUT OF BAND) NTP DMS SETTINGS
NODEQ/STANDALONE NTP Servers DMS Servers
1P Address §2.8.89.9.93
@ DHCP Static
VLAN 1D

FAIE Co ol ICOV Ml

When you check the template, you should see the following preconfigured WAN interfaces. We are
going to use the “wan” ge-0/0/0 interface to obtain a DHCP lease from the broadband router.



WAN A

Q
Add WANs
3 WANS
NAME # INTERFACE WAN TYPE IP CONFIGURATION ENABLED
Ite cl-1/0/0 LTE DHCP v
wan ge-0/0/0 Ethernet DHCP W
wan2 ge-0/0M15 Ethernet DHCP v

We are going to modify the LAN interfaces of this template. Delete the preconfigured “lan” interface
(not shown here). Then, create a first IP configuration:

e Network=VLAN1033
e |P Address=10.33.33.1
e |P-Prefix Length=24

Edit IP Config

Metwork *

VLAN1033

IP Address * [[Z0) Prefix Length EZTY

'@

Redirect Gateway (SSR Only) [

Create Network

The second IP configuration is:
o Network=VLAN1099
e [P Address=10.99.99.1

o |P-Prefix Length=24



Edit IP Config

Network *

IP Address * [T Prefix Length [ZT3

/&

Redirect Gateway (SSR Only) [T

Create Network

The third IP configuration is:

e Network=VLAN1088
e |P Address=10.88.88.1
o |P-Prefix Length=24

Edit IP Config

Network *

VLAN1T088

IP Address * 3 Prefix Length X3

'@

Redirect Gateway (SSR Only) [TT3

Create Metwork

The last IP configuration is:
o Network=VLAN1044
o |P Address=10.44.44.1

o |P-Prefix Length=24
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Edit IP Config

Netwaork *

VLANT044

IP Address * [FIL3 Prefix Length EIEY

& e

Redirect Gateway (55R Only) [

Create Metwork

The resulting IP configuration should now look like the figure below:

LAN
Filter by Port or Metwork e
IP CONFIG
4 1P Config Add IP Config
NETWORK & IP GATEWAY
VLAN1T033 10.33.33.1/24
WLAN1T044 10.44.44.1/24

VLAN1088 10.88.88.1/24

VLANT099 10.99.99.1/24

Now, add the first DHCP server configuration:
o Network=VLAN1033

o DHCP=Server

e [P Start=10.33.33.10

e |P End=10.33.33.250

e Gateway=10.33.33.1

e DNS Servers=8.8.8.8, 9.9.9.9
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Edit DHCP Config

Network *

(=}
I
Y
-

brver Relay

P start * £

0

e
m
= |
(=

@.

Gateway * [T

Maximum Lease Time

DNS Servers [ZX3

GEEEERD>

DNS Suffix @

Then, add the second DHCP server configuration:

e Network=VLAN1099

DHCP=Server

e |P Start=10.99.99.10
e |P End=10.99.99.250
o Gateway=10.99.99.1

e DNS Servers=8.8.8.8, 9.9.9.9



Edit DHCP Config

Network *

VLAN1099

ir Create Network

DHCP

O

rer Relay

P start * [T

0

IPEnd * 3
10.99.99.250)

Gateway * [

(

Maximum Lease Time

DNS Servers I3

EE55.555D

DNS Suffix @

Then add the third DHCP server configuration:

e Network=VLAN1088

DHCP=Server

e |P Start=10.88.88.10
e |P End=10.88.88.250
o Gateway=10.88.88.1

e DNS Servers=8.8.8.8, 9.9.9.9
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Edit DHCP Config

Network *

VLANTOBE

Create Network

o
I - I
N

@v{‘r Relay

IP start * (23

IPEnd * X3

10.88.88.250

way * (T3

Maximum Lease Time

4]
)
m
B!

DNS Servers [0

(£.8.8.8, 99945

DNS Suffix @

Then, add the last DHCP server configuration:

o Network=VLAN1044

o DHCP=Server

o |P Start=10.44.44.10
e [P End=10.44.44.250
o Gateway=10.44.44.1

e DNS Servers=8.8.8.8, 9.9.9.9



Edit DHCP Config

Network *

VLAN1044

DHCP

@rver Relay

IP Start * [EZT

10.44.44,10

IPEnd * (T3

)

Gateway * [T13

¢

Maximum Lease Time

86400

DNS Servers [T

(£.8.8.8 9995

I‘

DNS Suffix @

The resulting DHCP server configuration should look like the figure below:

DHCP CONFIG
DHCP Config
abled Disabled

4 DHCP Config Add DHCP Canfig
NETWORK # DHCP
VLAMN1033 Server
VLAN1T044 Server
VLAN1T088 Server
VLANT099 Server

Next, build the LAN interface configurations. The first LAN interface is a LAG with force-up option
towards the Virtual Chassis:

o Interface=ge-0/0/1-2



o Port Aggregation=Enabled

e Enable Force-Up=Enabled

e AE Index=0

e Networks= VLAN1033, VLAN1099, VLAN1088

e Untagged VLAN Network=None (as VLAN1033 is without any tag we do not need to tweak this)

Figure 23: LAG with force-up

Edit LAN Configuration

Interface *

Disabled

t Aggregation

Disable LACP

Epable Force Up (SRX Only)

AE Index

©

Redundant | BETA

Enahble "Up/Down Port" Alert Type @

Alerts Page

Description X3

Metworks

VLAN1033 =defau VLAN1099
VLAN1T0BE

Create Network
Untagged VLAN Metwork (SRX Only)

None
e

The second LAN interface is a normal trunk port for a single attached switch:
o Interface=ge-0/0/4

e Port Aggregation=Unchecked
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o Networks= VLAN1033, VLAN1099, VLAN1088

e Untagged VLAN Network=None (as VLAN1033 is without any tag we do not need to tweak this)

Edit LAN Configuration

Disabled
Port Aggregation
—

Redundant BETA

Enable "Up/Down Port” Alert Type
Alerts Page

Description [TGH

Networks

VLAN1033 % VLANT099
VLAN1088

Create Metwork
Untagged VLAN Network [SRX Only)

MNone

The third LAN interface is an access port with a single VLAN configured to integrate the Juniper Mist
Edge into the management network:

e Interface=ge-0/0/5
e Port Aggregation=Unchecked

e Networks= VLAN1044

e Untagged VLAN Network=None (since VLAN1044 is untagged, we do not need to tweak this)
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Edit LAN Configuration

Interface * T3

Disabled
Port Aggregation

Redundant | BETA

Enable "Up/Down Port” Alert Type ©

Alerts Page

Description [

Networks

I VLANT044 i I

Create Network
Untagged VLAN Network (SRX Only)

Naone

The resulting LAN interface configuration should now look like the figure below:

3 LANSs Add LANs
INTERFACE NETWORKS UNTAGGED VLAN NETWORK EMABLED
£e-0/0/1-2  VLANT033 <defaul- VLAN1T099 1099 VLAN1088 1088 - v
ge-0/0/4 VLAN1033 <default= VLANT0BE 1088 VLAN1099 1099 = L4
ge-0/vs VLAM1044 <defaulc L4

The next step is adding a new destination to the traffic steering policy. This is used to enable
communication between the local VLANSs, which is required in our example. Add a new traffic steering

policy using the following settings:
e Name=LAN
e Strategy=0rdered

e Paths:

e Type=LAN: VLAN1033
o Type=LAN: VLAN1099
e Type=LAN: VLAN1088

o Type=LAN: VLAN1044
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Edit Traffic Steering

Strategy
lered Weighted ECMP

PATHS

Type

LAN: VLANTO033

I
pe
=

AN: VLANT099

LAMN: VLANT088

LAN: VLANT044

You should now see the following for the traffic steering destinations:

TRAFFIC STEERING

Q

2 Traffic Steering

NAME # STRATEGY PATHS
LAN Ordered VLANT033, VLANT099, VLANT088, VLAN1044
wan Ordered wan

Implement Table 2 on page 64 for application policies. Parts should already exist that you only need to
modify.

Table 2: Application Policies

Serial Rule Name Network Action Destination Steering
Numb
er
1 Inside_Branch_h = VLAN1033, VLAN1044, VLAN1088, Pass Branch-VLANs @ LAN
airpin VLAN1099
2 Internet VLAN1033, VLAN1044, VLAN1088, Pass any wan
VLAN1099

You should now see the following configuration for application policies after implementing the above
table:
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APPLICATION POLICIES ~

a
import Application Policy Add Application Policy Edit Applications
Displaying 2 of 2 total Application Policies

O wo  wame o6 upoRTED NETWORK / USER (MATCHING ANY) acrion APPLICATION / DESTINATION (MATCHING ANY) 0P TRAFHIC STEERING

0 O wETEET [rErreneeares| - [ v

In the current version, clients on the LAN side cannot get an answer when sending ICMP pings to the
WAN router as their local gateway. However, receiving pings is crucial for any local debugging. Hence, it
is highly recommended that you add some additional Junos OS CLI commands to enable pings for any
wired or wireless clients towards the WAN router as the local gateway of the VLAN they are attached
to. See the example below:

set security zones security-zone VLAN1033 host-inbound-traffic system-services ping
set security zones security-zone VLAN1044 host-inbound-traffic system-services ping
set security zones security-zone VLAN1099 host-inbound-traffic system-services ping
set security zones security-zone VLAN1088 host-inbound-traffic system-services ping

In the portal, it should look like the figure below:

CLI CONFIGURATION

CLI CONFIGURATION
Additional CLI Commands for SRX O

set security zones security-zone VLAN1033 host-inbound-traffic system-services ping
set security zones security-zone VLAN1044 host-inbound-traffic system-services ping
set security zones security-zone VLAN1099 host-inbound-traffic system-services ping
set security zones security-zone VLAN1088 host-inbound-traffic system-services ping

Click Save to save the template now.

You must assign a site for this template or else it won't be used on any device.

¢ WAN tes: Branch-WAN-Router

INFO APPLIES TO SITES
NAME Branch-WAN-Router
0.. O
TYPE Standalone sites wan edges

Here, we add the Spoke1 site to the template, which is where our switches are located.

65



Assign Template to Sites
Branch-WAN-Router

APPLIES TO 5ITES

1 site 1 wan edge

(=,

To assign your SRX Series Firewalls to sites, the devices must be present in the Juniper Mist inventory.

You can claim or adopt your SRX Series Firewalls to onboard it into the Juniper Mist cloud. After the
device is onboarded, the organization inventory shows the device.

To assign an SRX Series Firewall to a site:
1. Inthe portal, go to Organization > Admin > Inventory.

2. Refresh your browser and check under WAN Edges to find out if your SRX Series Firewall is part of
the inventory.

Inve m[’oi’}f Access Points | Switches

Mist Edges wstalled Base (Entire Or il B Claim WAN Edges Adopt WAN Edges

1-5 of 5
[0 s Name ~ MAC Address Model Site Serial Number SKU
O '_/ Unassigned B4:clicliaBicd:40 B4:c1:cl:aBicd:40 SRX345 CZ2616AFO537
O '_ Unassigned 84:c1:c1:aB:f3:40 B4:c1:c1:a8:f3:40 SRX345 (Z2616AF0613
O (@unassigned ec:38; CZ241BAFDOGE
O '-\;_:le::.-gnerl ec:38:73:9a:d4;ad SRX345 CZ241BAFO0R1
O '-;'I.H'-a::\-gnc--:l f4:a7:39:28:c3:80 SRX345 CZ041 TAFODGE

3. Assign each SRX Series Firewall to an individual site using the Assign to Site option:

| nven t @] ry Access Points | Switches : Mist Edges (Entire Org) « More = Claim WAN Edges
a Assign to Site
Release
5
D Status Name A MAC Address Model Site Serial Number
(+) Unassigned Ac:96:14:3c:01:00 4c:96:14:3¢:01:00 vSRX A1TDBB6BBA4IE
Ay

4. On the Assign WAN Edges page, select the site you want to assign from the list of available sites.



Assign WAN Edges

Assign 1 selected WAN Edge to site

spokel-site =

Manage Configurati Do NOT check this Box!
[0 Manage configuration with Mist

App Track license is used to collect data for monitoring applications and service levels

Device HAS an APP Track license

Device does MOT have an APP Track license

®) Use site setting for APP Track license

Assign to Site

Cancel

5. Do not select the Manage configuration with Mist option. If you do, you may see unwanted
changes on your SRX Series Firewall. You can enable the option later if required, after you've

assigned the device to the site.

6. Select the Use site setting for APP Track license option if you have a valid Application Security
license, and then click Assign to Site.

The figure below shows changes in the inventory once you assign the device to the site:

Invento ry Access Polnts

a
O Status

O (#) connected
D \+) Connected
O ) connected
a |4 connected
O (& connected

Switches

Name
hub
hub2
spokel
spoke2

spoke3

ec:38:73:9a:d4.a4
B4:ci:cl:aB:cd:40

84:c1:c1:a8:3:40

SRX345

(Entire Org) «

Claim WAN Edges

Site a Serial Number
hub1-site CZ241BAF0068
hub2-site CZ0417AFO0SG8

spokel-site
spoke2-site

spoke3-site

CZL2418AF0081

CZ2616AF0537

CZ2616AFD613

Adopt WAN Edges

1-50f5

7. After the device is onboarded, on the WAN Edges tab, select <your site> and then click on the

device:

@) Monitor WAN Edge S

spokel-site| =

Topology

@®] Marvis™
G m Config Success ] m Version Compliance l m 'WAN Edge Uptime I

22, clients

[0 weme
0O s

EY

poke1l

Connected

Status MAC

8. Check the device and AppSecure status.

ec:38:73:9a:d4:ad

1P Address

Mode!

192.168.173.145 SRX345

Inventory

version Topelegy

21.2R3-56.11

Claim WAN Edges

Insights

WAN Edge Insights

[}
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¢ WAN Edges: SpokeT
SRX345

N ]| Jelolo 0
.. B "
= 5 2

[7) ADVANCED SECURITY = () URLFlltering () 1IDP  (2) AppSecure

9. Now, activate Enable Configuration Management of the device as the last step so that Juniper Mist
can configure the device.

WAN Edge Configuration: Standalone

Eanﬁguration is Not Managed hy Mist | Enable Configuration Management

10. (Optional) Use Remote Shell to verify the device configuration and status after Juniper Mist cloud
takes over management of the device. In our example, you see the output below:

root@spoke1> show interfaces terse

Interface Admin Link Proto Local Remote
ge-0/0/0 up up

ge-0/0/0.0 up up inet 192.168.173.145/24
ge-0/0/1 up up

ge-0/0/1.0 up up aenet --> 2e0.0
ge-0/0/1.1088 up up aenet --> 2e0.1088
ge-0/0/1.1099 up up aenet --> 2e0.1099
ge-0/0/1.32767 up up aenet --> ae0.32767
ge-0/0/2 up up

ge-0/0/2.0 up up aenet --> 2e0.0
ge-0/0/2.1088 up up aenet --> 2e0.1088
ge-0/0/2.1099 up up aenet --> 2e0.1099
ge-0/0/2.32767 up up aenet --> ae0.32767

aed up up

ae0.0 up up inet 10.33.33.1/24
ae0.1088 up up inet 10.88.88.1/24
ae0.1099 up up inet 10.99.99.1/24

ae0.32767 up up



root@spoke1> show lacp interfaces
Aggregated interface: ae@

LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity
ge-0/0/1 FUP Actor No No Yes Yes Yes Yes Fast Active
ge-0/0/1 FUP Partner No VYes No No Yes Yes Fast Passive
ge-0/0/2 Actor No Yes No No No Yes Fast Active
ge-0/0/2 Partner No Yes No No No VYes Fast Passive

LACP protocol: Receive State Transmit State Mux State
ge-0/0/1 FUP Current Fast periodic Collecting distributing
ge-0/0/2 Defaulted Fast periodic Detached

The moment you attach the EX Series Switch and power it up, it should obtain a DHCP lease from the
WAN router which you can verify as shown below. From time to time, you should also see the phone-
home client on the switch trying to contact the redirect server as in our example:

root@spoke1> show dhcp server binding detail
Client IP Address: 10.33.33.11

Hardware Address: 04:5c:6c:6b:13:42
State: BOUND (LOCAL_SERVER_STATE_BOUND)
Protocol-Used: DHCP

Lease Expires: 2024-03-07 17:02:09 UTC
Lease Expires in: 85474 seconds

Lease Start: 2024-03-06 17:02:09 UTC
Last Packet Received: 2024-03-06 17:02:09 UTC
Incoming Client Interface: ae0.0

Client Interface Vlan Id: 1

Server Identifier: 10.33.33.1

Session Id: 2

Client Pool Name: VLAN1033

root@spoke1> show security flow session source-prefix 10.0.0.0/8
Session ID: 249108247036, Policy name: 01_Internet/20, State: Stand-alone, Timeout: 854, Valid
In: 10.33.33.11/59874 --> 44.231.144.179/443;tcp, Conn Tag: 0x0, If: ae0.0, Pkts: 8, Bytes:
1278,
Out: 44.231.144.179/443 --> 192.168.173.145/8983;tcp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts: 18,
Bytes: 13734,
Total sessions: 1
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I Switch Installation and Configuration

When installing and configuring the Virtual Chassis and standalone switch for the wired part of this lab,
we are following the best practice methods shared in more detail in the JVD for Distributed Branch EX
Series. In our case, we connect the standalone switch through one trunk port to the WAN router while
the Virtual Chassis, for redundancy reasons, utilizes a LAG with force-up configuration on the WAN
router (see Figure 23 on page 61). The switch and all attached APs then get a DHCP lease through the
native VLAN1033 from the WAN router and are then able to start communicating with the Juniper Mist
cloud to be managed. Figure 24 on page 70 shows the intended setup for this lab (without the APs).

Figure 24: In-band Switch and Virtual Chassis MGMT

Internet

Juniper Mist Cloud

NO LAG used
Requires features like force-up
on active LACP, OR a staged LAG
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any revenue port via
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SIS SEREEE N

Standalone Switch

Xe-X/X/X xe-y/yly

Virtual Chassis with two Members

IRB.O IP address on any revenue IRB.O IP address on any revenue

jn-001255

port via NATIVE VLAN 1 port via NATIVE VLAN 1

The following list of steps summarizes the process used to configure the switches in this chapter and is
immediately followed by a detailed description of those steps:

e Define a switch template

e Connect the uplinks to the WAN router
e Claim and ZTP to the Juniper Mist cloud
e Assign the switch to a site

e Optional: Upgrade firmware

e Perform Virtual Chassis formation

e Onboard standalone switches


https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html#Toc170115267__how_does_an_ex_series_switch_connect_to_the_juniper_mist_cloud_to_get_managed
https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html#Toc170115267__how_does_an_ex_series_switch_connect_to_the_juniper_mist_cloud_to_get_managed

e Configure access ports for wired clients and APs
o Test the configuration

Define a Switch Template

We start by navigating to Organization > Switch Templates:

Switches

Administrators Auth Policies application: Carnpus Fabric

(+) wian Edges i o) 5 App 5 pus c
Audit Logs Auth Policy Labels Application Policy Switch Templates
% Mist Edges
Client Onboarding Certificates Hub Prafiles

*‘\:’ Location Inventory Identity Providers Metwork Topology

MNetworks

,uﬂ Analytics

WAN Edge Templates
=)

o
oo e Site Configuration

@ Organization Subscriptions

Then, use Create Template or import a JSON file from an existing template:

Switch Templates import Template | ({SEETR B

1 Template
TEMFPLATE SITES SWITCHES

1 2
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Device Profiles
Labels
Pre-Shared Keys
RF Templates

WLAN Templates

Using a JSON file, you can import the following configuration to avoid the manual steps described

below:

"ntp_servers": [],
"dns_servers": [
"8.8.8.8",
"9.9.9.9"
A
"dns_suffix": [1],
"additional_config_cmds": [1,
"networks": {
"vlan1088": {
"vlan_id": "1088",
"subnet": ""
B
"vlan1099": {



"vlan_id": "1099",
"subnet": ""
}
3,
"port_usages": {
"dynamic": {
"mode": "dynamic",
"rules": []
Y
"vlan1099-noauth": {
"mode": "access",
"disabled": false,
"port_network": "vlan1099",
"voip_network": null,
"stp_edge": true,
"all_networks": false,
"networks": null,
"port_auth": null,
"speed": "auto",
"duplex": "auto",
"mac_limit": 0,
"persist_mac": false,
"poe_disabled": false,
"enable_qgos": false,
"storm_control": {3},

mtu": null,
"description": "",
"disable_autoneg": false,
"mac_auth_protocol": null,
"enable_mac_auth": null,
"mac_auth_only": null,
"guest_network": null,
"bypass_auth_when_server_down": null,
"stp_p2p": false,
"stp_no_root_port": false,
"allow_multiple_supplicants": null,
"dynamic_vlan_networks": null,
"reauth_interval": null

Y

"vlan1099-mab": {
"disabled": false,
"mode": "access",

"port_network": "vlan1099",



"voip_network": null,
"stp_edge": true,
"mac_auth_protocol": "pap",
"all_networks": false,
"networks": null,
"port_auth": "dot1x",
"allow_multiple_supplicants": true,
"enable_mac_auth": true,
"mac_auth_only": true,
"guest_network": null,
"bypass_auth_when_server_down": false,
"dynamic_vlan_networks": null,
"speed": "auto",
"duplex": "auto",
"mac_limit": 0,
"persist_mac": false,
"poe_disabled": false,
"enable_qgos": false,
"storm_control": {3},
"mtu": null,
"description": "",
"disable_autoneg": false

Y

"vlan1099-eap": {
"disabled": false,
"mode": "access",
"port_network": "vlan1099",
"voip_network": null,
"stp_edge": true,
"mac_auth_protocol": null,
"all_networks": false,
"networks": null,
"port_auth": "dotl1x",
"allow_multiple_supplicants": false,
"enable_mac_auth": false,
"mac_auth_only": false,
"guest_network": null,
"bypass_auth_when_server_down": false,
"dynamic_vlan_networks": null,
"speed": "auto",
"duplex": "auto",
"mac_limit": 0,

"persist_mac": false,



"poe_disabled": false,
"enable_qgos": false,
"storm_control": {3},

mtu": null,

"description": "",
"disable_autoneg": false
}

3,

"switch_matching": {
"enable": true,

"rules": []

3,

"switch_mgmt": {
"config_revert_timer": 10,
"root_password": "juniperi123",
"protect_re": {

"enabled": false
1,
"tacacs": {
"enabled": false
}

3,

"radius_config": {
"auth_servers": [

{
"port": "1812",
"host": "10.44.44.5",
"secret": "juniper123"
}
i[p
"acct_servers": [1,
"auth_servers_timeout": 5,
"auth_servers_retries": 3,
"fast_dot1x_timers": false,
"acct_interim_interval": 0,
"auth_server_selection": "ordered",
"coa_enabled": false,
"coa_port": ""

Vs

"vrf_config": {
"enabled": false

3,

"remote_syslog": {



"enabled": false

3,

"snmp_config": {
"enabled": false

1,

"dhcp_snooping": {
"enabled": false

3,

"acl_policies": [1],

"mist_nac": {
"enabled": true,
"network": null

1,

"port_mirroring": {3},

"disabled_system_defined_port_usages": [1],

"bgp_config": null,

"routing_policies": {3,

"name": "naclab"

After creating the template, the first and most important step is configuring the switch to use the
RadSec tunnel towards the Juniper Mist authentication cloud. Here, you configure the following
settings:

e Authentication Servers=Mist Auth
e Source Address=None (this is the default, and we do not need to change it)
naclab

INFO

MName

All Switches Configuration

AUTHENTICATION SERVERS

Authentication Servers €

Mist Auth A

Source Address €

None '




When testing emulated third-party products using a Juniper Mist Edge device as proxy, we make the
following changes:

e Authentication Servers=Mist Auth

e Auth Serverl

e Hostname / IP Address=10.44.44.5
e Port=1812
e Shared Secret=juniper123 (or whatever is configured to be used between the two)
e Timeout=5 (the default)
e Retires=3 (the default)
e Enhanced Timers=Disabled (the default)
e Load Balance=Disabled (the default)
e Accounting Servers=None (The Juniper Mist Edge does not listen on accounting port 1813)

e Source Address=None (this is the default, and we do not need to change it)



AUTHENTICATION SERVERS

Authentication Servers

Radius b4

Authentication Servers

10.44.44.5: 1812

Timeout 5

Retries 3

Enhanced Timers €

Enabled @ Disabled

———
Load Balance ©

Enabled @ Disabled

Accounting Servers

Interim Interva 0

o » At 15
Source Address €

None W

Next, define port profiles for uplinks, APs, and authenticating wired clients.

Let's first review two default port profiles we intend to use. The first one is the “uplink” profile where the
important settings are:

e Name=uplink
e Port Enabled=Enabled
e Mode=Trunk

e Port Network (Untagged/Native VLAN)=default (VLAN-ID=1) (Remember that the WAN router has
VLAN1033 configured as the native VLAN. Hence, this enables us to get DHCP leases for the range
10.33.33.0/24 from the WAN router as both the switch and WAN router remove the VLAN tag)

e Trunk Networks=A11 Networks (Allows you to add more VLANSs later without needing to change this
link)



Edit Port Profile v

Override System defined profile
Name
sz

Port Enabled
Enabled Disabled

Description

N

Made

@ nk Access

Port Network (Untagged/MNative VLAN)

VoIP Metwork

MNone

Trunk Networks

@N!'I'.‘.‘!Jf ks

The next default port profile is used for APs:

Name=ap
e Port Enabled=Enabled
e Mode=Trunk

e Port Network (Untagged/Native VLAN)=default (VLAN-ID=1) (Here, we are stitching the native
uplink VLAN from WAN router further to the AP to manage the AP)

e Trunk Networks=A11 Networks
e PoE=Enabled

e STP Edge=Yes
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Edit Port Profile W

Override System defined profile
MName

Part Enabled

1ai'>|ed Disabled

Description

N

r'.k Access

Part Netwark (Untagged/Native VLAN)

i

VoOIP Metwork
MNone

Trunk Networks

Networks

Speed

Auto

Duplex

Auto

Mac Limit

(0 - 16383, 0 == unlimited)

PoE

abled Disabled

STP Edge €)

@s Ne

Qas

Enabled @ Disabled

Enable MTU

Before we can continue, we need to define the three VLANs we use in the switching and AP
environment. VLAN1033 does not need to be defined as we continue using the existing default VLAN1.
The first network is the one for wired clients. So, we configure:



e Name=vlan1099
e VLAN-ID=1099

e Subnet=Empty (Enter “10.99.99.0/24" here when using a campus fabric).

NETWORKS

Named VLAN IDs that can be used by Port Profiles

Edit Network v

Mame

VLAN 1D

Subnet

The second network is the transport for wireless clients. So, we configure:

e Name=vlan1088
e VLAN-ID=1088

e Subnet=Empty (Enter “10.88.88.0/24" here when using a campus fabric).

Edit Network v

Mame

VLAN 1D

Subnet

Next, we configure for wireless clients using VLAN1099 three different port profiles for testing. We start

with one that has no authentication at all so we can use it for client connectivity testing without Access
Assurance.



e Name=vlan1099-noauth
e Port Enabled=Enabled
e Mode=Access
e Port Network (Untagged/Native VLAN)=v1an1099
e Use dotl1x authentication=Unchecked
Edit Port Profile v
Name
Port Enabled
@dl:ll'ij Disabled
Description
A
Mode
Trunk ts--n
Port Network (Untagged/MNative WVLAN)
j N
ValP Network
Mane W

Use dot1x authentication

The next port profile is used if the attached client does not support EAP, so we have to fall back to MAC
address-based authentication only.

Name=v1an1099-mab

Port Enabled=Enabled

Mode=Access

Port Network (Untagged/Native VLAN)=v1an1099
Use dot1x authentication=Checked

Allow Multiple Supplicants=Checked (This recommended setting is better enabled for labs as
sometimes multiple MAC addresses appear on a port, and you do not want unknown MAC addresses
to block further authentication on the port).



Dynamic VLAN=Unchecked
Mac Authentication=Checked (Enables MAB)

Mac Authentication only=Checked (Disables all EAP authentication for this port, otherwise you must
wait 60 seconds)

Authentication Protocol=pap (This is a best practice setting. This has no effect if the switch uses a
RadSec tunnel. This setting defines the used MAB RADIUS authentication for third-party RADIUS
servers or Mist-Edge as RadSec-Proxy)

Use Guest Network=Unchecked

Bypass authentication when server is down=Unchecked
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Figure 25: Wired MAB Profile

Edit Port Profile v

Name

vian1099-mab
Port Enabled

@mh:ed Disabled

Description

-
Mode
Trunk @cc—ss
Port Network (Untagged/Native VLAN)
vla 1099 W
VolIP Network
MNone b

k dot1x authentication

@I ow Multiple Supplicants
Dynamic VLAN @

¢ authentication

¢ authentication only

00

Authentication Pratocol
v
Use Guest Network

Bypass authentication when server is down

Finally, the last port profile is used for EAP supplicants, which should be the best practice for all clients
we have in the environment:

Name=v1an1099-eap

Port Enabled=Enabled

e Mode=Access
e Port Network (Untagged/Native VLAN)=vlan1099

e Use dotlx authentication=Checked



e Allow Multiple Supplicants=Unchecked
e Dynamic VLAN=Unchecked

e Mac Authentication=Unchecked

e Mac Authentication only=Unchecked

e Use Guest Network=Unchecked

e Bypass authentication when server is down=Unchecked

Figure 26: Wired EAP Profile

Edit Port Profile v

Name
lan1099-eag,

Part Enabled

@nanlcd Disabled

Description

Mode

Trunk @ct‘.ss

Part Network (Untagged/Native VLAN)

1009 \/

VolIP Network

None W

@c dotix authentication

Allow Multiple Supplicants
Dynamic VLAN @

Mac authentication

Use Guest Metwork

Bypass authentication when server Is down

Do not forget to save your template.
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Delete Template m Cancel

After saving the template, assign it to a site where you intend to use it.

< - naclab
INFO APPLIES TO SITES
Mame 3 -
Assign to Sites
naclab sites switches

Here, we add “site1” to our template before we apply it.

Assign Template to Sites
naclab

APPLIES TO SITES

0 sites O switches

Sites

+| ECIE

Resulting in the below example:

APPLIES TO SITES

1. 2
sites switches

Connect the Uplinks to the WAN Router

In this step, use the revenue ports on the switches and connect them to the WAN router. Power on the
switches afterward. After about 5 minutes, they are booted up and should request DHCP leases.



DHCP STATISTICS

USAGE
Leased Available 1Ps
0.3% 99, 7%

Feol Name Leased iPs Tetal IFs

You can review the DHCP lease list to see more information:

I Leased IPs ]

Netwark

YLANT033 w

O MAC HOSTNAME 13 EXPIRATION

Claim and ZTP to Juniper Mist Cloud

There are multiple methods of onboarding a switch to the Juniper Mist cloud. They are all described in
the Distributed Branch EX Series JVD. To simplify things for this lab, we use the claim and ZTP method.
The process of ZTP is described here for review. The process in our case is described by the following:

e Locate the QR label on the device and scan or read the claim code.
¢ Go to Organization > Inventory.

o Select Switches and then click on Claim Switches, similar to what you see in Figure 27 on page 87:


https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html
https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html#Toc170115267__overview_of_the_zero_touch_provisioning_ztp_process

Figure 27: Claim and Assign to Site

Claim Switch and Activate Subscriptions X
Enter Switch claim codes or Activation codes Site Assignment
G 7 Assign claimed Switch to site
sitel -
WFNKIL WWF Remove
KoM IWH Remowe Name Generation

Generate names for Switch, with format:

Letters, numbers, _ . ar
Foarmat includes arbitrary text and any of these options
{mac or ctr Is required)

Manage Configuration
Manage configuration with Mist

Rioot Password

sresassnes Reveal

Tl Chieck the prerequisities before dalming,
L= View Documentation 7

m Cancel

Assign to Site

If you have not already assigned the switches to a site as shown in Figure 27 on page 87, remember that
you must first assign switches to a site before you can manage them. As seen in Figure 28 on page 88,
select the switches and then from the More menu, select Assign To Site.
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Figure 28: Assign Switches to a Site

Access Points WAN Edges Mist Edges Installed Base
Inventory : :
Q
All Switches 2 on this page are selected.
Status MName MAC Address
#
Unassigned 00:cc:34 00:cc:34;
&l
5| Unassigned 0cc:34 00:cc: 347
El

Select the site where these switches will be used and enable Manage configuration with Mist before you

click on Assign to Site.
Assign Switches
Assign 2 selected Switches to site -

Manage Configuration

Manage configuration with Mist

Something like the figure below should be displayed:

Assign Switches
Progress

2 Switches assigned.

Switch MAC old site
00:cc:34: Unassigned
00:ec:34: Unassigned

Entire Olg - More = Claim Switches

Assign To Site

2 Release
1-20f 2
Madel Site Serial Mumber
EXA4400-48P Unassigned 2044232
EX4400-48P Unassigned 204422

Assign to Site Cancel

Naw Site

sitel

sitel

After the switches receive their DHCP lease from the WAN router and get redirected to the correct
Juniper Mist cloud, we should see them appearing in the “Connected” state after navigating to Switches

> select <site> > List.
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@ monitor Switches - fopology  Location | 3:00:14 PM
I'El Marvis™ 2 0 6
'2\)‘ Cllents
1 v
(] 4 e E Switeh-AP Affinity | ﬂ PaE Compliance | a VILANS | m Versian n:ampnameJ
J 1
a
D Stagus Name A iF Address Medel iiist APs
O [&] connected switchi  10.33.33.12 EX4400-48P
a [&] connected switchz  10.33.33.16 EX4400-48P

Optional: Upgrade Firmware

NOTE: When planning to form a Virtual Chassis, it is recommended that all switch members have
the same Junos OS firmware version running. Follow the upgrade procedure if that is not the
case.

It is suggested that you upgrade the Junos firmware to the suggested version before you put the switch
into production. To achieve this, select the switches then select Upgrade Firmware as shown in the
figure below:

Switches site] - Ust Topology Location 31515 PM {updat © | More v Bulk Upload Configuration | ==

it i | o] oot | R

Status Name P 1P Address Model Mist APs Wireless Clients Wired Clients Insights
[5] connected 10.33.33.12 EX4400-48P 1 0 3 Switch Insights
[ connected 10.33.33.16 EX4400-48P 1 0 3 Switch Insights

This will open a dialogue where you can select the Junos OS firmware under Suggested for your switch
model as shown in the figure below:
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Upgrade Switch Firmware b 4

Total Switches selected to upgrade: 2

Switch Maodel: EX4400-48P
Selected Switches: 00cc34 , 00ce34

Upgrade to Version;
Select Version @

Suggested

>

22.4R3-52.12
All
23.4R2.13

23.4R1-52.4

23.4R1-51.5
| I | |

Further information about this process is given in the JVD for Distributed Branch EX Series in this
chapter.

Perform a Virtual Chassis Formation

If you plan to build a Virtual Chassis, you can find the instructions for how to do so for each switch
model in the JVD for Distributed Branch EX Series. The following links are for the most common switch
models:

e Switches that support ZTP: Workflow for VC formation with Mist for EX3400, EX4100, EX4100-F,
EX4300, EX4400 & EX4600

e Switches that need to be pre-staged for Virtual Chassis formation: Workflow for Virtual Chassis
Formation with Mist for EX2300, EX4650 and QFX5120

After the Virtual Chassis has been formed, configure the LAG uplink. In our case, configure the
following:

e Port IDs=ge-0/0/1, ge-1/0/2
o |Interface=L2 Interface

e Configuration Profile=Uplink
o Port Aggregation=Enabled

o LACP=Enabled

e LACP Force-UP=Disabled (This option is only needed for downlink interfaces such as those on the
WAN router)

e AE Index=0
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https://www.juniper.net/documentation/us/en/software/jvd/jvd-distributed-enterprise-branch-ex/appendix_day-0_plan.html#Toc170115267__workflow_for_virtual_chassis_formation_with_mist_for_ex2300_ex4650_and_qfx5120
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(Optional) You can Remote Shell to the switch to see the LAG and LACP states like in this example
output:

root@switch1> show lacp interfaces
Aggregated interface: ae0

LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity
ge-0/0/1 Actor No No Yes Yes Yes Yes Fast Active
ge-0/0/1 Partner No No Yes Yes Yes Yes Fast Active
ge-1/0/2 Actor No No Yes Yes Yes Yes Fast Active
ge-1/0/2 Partner No No Yes Yes Yes Yes Fast Active

LACP protocol: Receive State Transmit State Mux State
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ge-0/0/1 Current Fast periodic Collecting distributing
ge-1/0/2 Current Fast periodic Collecting distributing

Onboard Standalone Switches

Onboarding the standalone switches involves using the previously demonstrated steps for bringing the
switch online and managing it in Juniper Mist cloud. Once this is done, merely configure the uplink
interface towards the WAN router with the Uplink profile since multiple VLANs must be supported on
this link. In our example, the configuration is:

Port IDs=ge-0/0/4

Interface=L2 Interface

Configuration Profile=Uplink

Port Aggregation=Disabled

New Port Configuration ol

nterface

‘t'.'lf.'u'l': L3 interface L3 sub-interfaces

Configuration Profile

IL.';:Ir‘I-c jefault{1), trunk Iv

Enable Dynamic Port Configuration

Description

Up / Down Port Alerts i ]
Erabled ®' Disabled

Merts Page

Fort Aggregation

Enabled @ablcd

Allow switch port operator to modify port profile

Yas & No



(Optional) You may want to use Remote Shell to determine the VLANSs configured on port ge-0/0/4.

root@switch2> show vlans

Routing instance VLAN name Tag Interfaces
default-switch default 1

ge-0/0/4.0%
default-switch vlan1088 1088

ge-0/0/4.0%
default-switch vlan1099 1099

ge-0/0/4.0%

Configure Access Ports for Wired Clients and APs

Next, configure the access ports for the wired clients and APs. We suggest doing that by using switch
templates to synchronize configurations better. For our lab however, individually assigned profiles make
more sense since we are more flexible with changing them.

For the wired client using VLAN 1099, we start with the “vlan1099-noauth” profile like that shown
below:

Port IDs=ge-0/0/0

Interface=L2 Interface

e Configuration Profile=vlan1099-noauth

Port Aggregation=Disabled



Mew Port Configuration v X
Part1Ds
ge-0/0/0
Interface
terface L3 interface L3 sub-interfaces
Configuration Profile
Ivlanlﬂ‘-ﬂ‘-ﬂ-noauth vian1099{1099), access, ud;;-:\lv

Enable Dynamic Port Cu;a!’igwation

Description

Up / Down Port Alerts (i ]
Enabled '@ Disabled
Alerts Page

Part Aggregation

Enabled .:rbled

For the AP, we leverage the built-in AP profile:

o Port IDs=ge-0/0/3

e |Interface=L2 Interface

e Configuration Profile=AP
e Port Aggregation=Disabled
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Test Configuration

Next, check whether the wired clients are connected to the infrastructure and can see each other
without any authentication performed yet. Choose whatever method is available in your lab to connect
to a wired client attached to your switches. Below, see commands executed on a Linux client testing the
connectivity in the network, for example:

# review the local interfaces
root@desktopl:~# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
1: ens5: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fqg_codel state UP group default glen
1000
link/ether 52:54:00:7a:8a:50 brd ff:ff:ff:ff.ff.ff
inet 10.99.99.99/24 brd 10.99.99.255 scope global ensb
valid_1ft forever preferred_1ft forever



inet6 fe80::5054:ff:fe7a:8a50/64 scope link
valid_1ft forever preferred_1ft forever

# review the routes
root@desktopl:~# ip r
default via 10.99.99.1 dev ens5 proto static
10.99.99.0/24 dev ens5 proto kernel scope link src 10.99.99.99
# test the connection via WAN-Router to internet
root@desktopl:~# ping -c3 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 ttl=53 time=3.65 ms
64 bytes from 8.8.8.8: icmp_seq=2 ttl=53 time=3.54 ms
64 bytes from 8.8.8.8: icmp_seq=3 ttl=53 time=3.63 ms

# ping the wireless client on the same VLAN in the next Switch
root@desktopl:~# ping -c3 10.99.99.42

PING 10.99.99.42 (10.99.99.42) 56(84) bytes of data.

64 bytes from 10.99.99.42: icmp_seq=1 ttl=64 time=1.47 ms

64 bytes from 10.99.99.42: icmp_seq=2 ttl=64 time=0.676 ms

64 bytes from 10.99.99.42: icmp_seq=3 ttl=64 time=0.679 ms

# check the ARP-resolution

root@desktopl:~# ip n

10.99.99.42 dev ens5 1laddr 52:54:00:bd:8c:e8 STALE
10.99.99.1 dev ens5 lladdr 4c:96:14:55:7f:80 STALE

# test the DHCP-Server on WAN-Router

root@desktopl:~# dhclient -v ens5

Internet Systems Consortium DHCP Client 4.4.1

Copyright 2004-2018 Internet Systems Consortium.

All rights reserved.

For info, please visit https://www.isc.org/software/dhcp/
Listening on LPF/ens5/52:54:00:7a:8a:50

Sending on  LPF/ens5/52:54:00:7a:8a:50

Sending on  Socket/fallback

DHCPDISCOVER on ens5 to 255.255.255.255 port 67 interval 3 (xid=0xf4b2324f)
DHCPOFFER of 10.99.99.10 from 10.99.99.1

DHCPREQUEST for 10.99.99.10 on ens5 to 255.255.255.255 port 67 (xid=0x4f32b2f4)
DHCPACK of 10.99.99.10 from 10.99.99.1 (xid=0xf4b2324f)
bound to 10.99.99.10 -- renewal in 35575 seconds.

# test the DNS resolution

root@desktopl:~# host www.google.com

www. google.com has address 172.217.164.100

www. google.com has IPv6 address 2607:f8b0:4005:80b: :2004



Access Point Installation and Configuration

Pre-conditions That Must be Met for AP Onboarding
To be able to execute this lab, we assume that the following conditions are met:

e The AP is cabled to the EX Series Switch and has power (through an external power supply or
through PoE).

e If PoE is used, the switch must have enough PoE power available and must support, at a minimum,
IEEE 802.3af or IEEE 802.3at depending on your AP model.

e Link Layer Discovery Protocol (LLDP) should be activated (this is not mandatory) on switches and
routers for debugging.

e It is necessary to have completely followed the instructions from the above chapters as those include
instructions for the following:

o A DHCP server is configured for the AP management VLAN 1033 subnet 10.33.33.0/24 in this
branch. In our example, that is done on the WAN router.

e An additional VLAN 1088 subnet 10.88.88.0/24 is used for WLAN clients.
e An additional VLAN 1099 subnet 10.99.99.0/24 is used for wired clients.

e On the WAN router, a LAG is formed to the switch containing native VLAN 1033 and VLANs
1088 and 1099 as trunk. Keep in mind that without further changes, the native VLAN from the
uplink gets assigned to VLAN 1 on the switch where irb.0 for in-band management is assigned.
Providing that management VLAN to a downstream device such as an AP needs to reference this
VLAN 1.

e On the port where the switch is attached, the default VLAN 1 is native and VLAN 1088 is
trunked. We did not add VLAN 1099 for wired clients again as the port does not need to support
it.

e The WAN router must implement some form of source NAT on the WAN interfaces to allow
management traffic towards the Juniper Mist cloud.

Below is just a reminder about the minimal configuration on the switch (apart from the uplink):



Figure 29: Access-Point Port Profile on Switch
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How to Claim APs to an Organization?
APs can be claimed to any organization by using either an activation code, claim code, or QR code.
Example: Activation Code

Whenever you order APs, our sales operations team will send you an activation code which can be used
for claiming the APs and subscriptions as per the purchase order. You can use this activation code to
claim APs in one go. To claim the APs, go to the Organization > Subscriptions page and select Add
Activation Code in the upper-right corner. Once the activation code is added and activated, all the APs
will automatically get claimed to the organization. You can see the list of APs on the Inventory page
(Organization > Inventory).
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Enter activation code
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Example: AP Claim Code

You can claim individual APs to your organization by navigating to Organization > Inventory > Claim APs
and entering in the claim code found on the back of each AP.

Claim Access Points and Activate Subscriptions

Enter AP claim codes or Activation codes Site Assignment
ALSKDJFOWIENLFKSDJDLK\ ] Assign claimed APs to site

Live Demo -

Name Generation

[0 Generate names for APs, with format:

Format includes arbitrary text and any/none of these
options
[site] site name

increme
counter v

Profile Assignment

[ Assign claimed APs to device profile

None ~

Claim Cancel

Example: AP QR Code

Using the Mist™ Al mobile app, you can scan the QR code printed on the back of Juniper APs to claim
APs to your organization. Our app is compatible with both iOS and Android devices. Read more about it
here.

Where Can | Get the Claim Codes for the APs in My Organization?


https://www.mist.com/documentation/mist-ai-mobile-app/

The claim code of the AP is written on the back of the AP where the QR code of the AP is printed.

[ ':er:r:v-

Troubleshoot: Bringing the AP Online as “Connected” into the Inventory

We assume in this step you have used any of the methods above to claim the AP into the inventory.
When you refresh the browser window after 3-5 minutes, the AP should appear automatically in the
“Connected” state in the inventory such as seen in Figure 30 on page 100:

Figure 30: Access Point status
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If that is the case, you can skip this section since it describes how to troubleshoot if the AP does not
appear as “Connected”.

The troubleshooting of Juniper APs is explained in detail here. This remaining section will focus on what
to troubleshoot on the EX Series Switch side to help bring the AP into the “Connected” state in the
inventory.

NOTE: If the AP is not assigned to a site, it will always appear in the “Disconnected” state
irrespective of its connectivity to the cloud. Remember that along with claiming the AP, assigning
the AP to a site is mandatory.

If you are local to the site, check the AP’s status LED since its blinking code may indicate the error by
cross referencing it with Figure 31 on page 101.


https://www.mist.com/documentation/category/troubleshooting/
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Figure 31: LED Blink Patterns

LED Blink Pattern AP Status
LN ] AP starting to boot - 3 seconds
®0 8O0 AP booting - 12 seconds
L] Connecting to cloud - 30-40 seconds
AP connected to the cloud
[ ] AP configured by the cloud
[ ] At least one wireless client connected
L X ) AP upgrading
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[ ] AP failure mode
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- AP is going to reset
- Insufficient PoE power

2 No ethernet link - Has no link (Seen using power injectors, but not connected to a switch)
3 No IP Address - No DHCP lease or no static IP in config (DHCP server not configured and/or working)
4 No default gateway - No default gateway in DHCP lease or in static config
5 Default gateway unreachable - No ARP response from default gateway
6 No DNS - No DNS server(s) in DHCP lease or in static config
7 No DNS response - No response to DNS lookup (received DNS server via DHCP but can not reach or ping Mist Cloud)
8 Empty DNS response - DNS response contains no address records
9 Duplicate IP Address - Duplicate IP address detected on the LAN (ARP probes)
o] 1,2 Cloud unreachable - TCP SYN fails & cannot ping ep-terminator
o 1.3 No cloud response - Ping-able, but TCP port 443 doesn't go through
o 1.4 Cloud cert time check failed - NTP time is not within cert's not-before/not-after times
o 1.5 Cloud cert invalid - Some 'security' interceptor is messing with the cert (aka the stolen CA cert + snoopy IT)
Q 1.6 Mutual auth failed - Mutual authentication is failing between the AP and cloud
o 1,7 Config fetch failed - The cloud is unable to provide the AP with a configuration
o 1.8 Invalid configuration - The cloud provided an invalid configuration
(e} 1.9 Boot config save failed - Unable to save (or delete) the boot config
[o] 21 L2TP management tunnel peer unreachable - SCCRQ fails & L2TP management server is not pingable
o 23 No response from L2TP management tunnel peer - L2TP management server is pingable, but sends no response to our
SCCRQ
[o} 24 L2TP management tunnel config rejected - L2TP management credentials failed. Our SCCRQ returns a StopCCN instead of
SCCRP
o 25 L2TP management tunnel stopped - L2TP management server sent us a StopCCN and killed the tunnel
[o] 2,6 L2TP management session config rejected - L2ZTP management server sends CDN in response to our ICRQ
o 27 L2TP mgmt session shutdown - LZTP management server sent us a CDN and killed the session
o 31 L2TP DHCP ne response - No response to our DHCP discover over the management tunnel
o 32 L2TP default gateway missing - DHCP offer lacks a default gateway
[e] 34 L2TP default gateway unreachable - No ARP response from default gateway
o 35 L2TP management DNS missing - DHCP offer lacks any DNS servers
[o} 41 Boot config unreadable - Configuration file exists, but it is not readable
[e] 42 Boot config invalid - Contents of the boot configuration weren't usable
o 43 Boot config failed - Contents caused loss of connection to the cloud
o 51 Firmware corrupt - Damaged firmware image (missing/unreadable files). Try another image, and/or re-image
o 5.2 Unexpected failure - Some APl which should not have failed, did
(o} 6,1 Proxy config invalid - The proxy configuration is not usable
[e} 6,2 Empty DNS response to proxy host lookup - DNS response contains no A (address) records for the proxy host
o 6,3 Proxy is unreachable - Can't contact proxy
o 6,4 No proxy server response - Can ping proxy, but can't connect to proxy TCP port
[s] 6,5 Proxy Authentication Required - Proxy returns code 407; Authentication required

The first thing to do is to understand the source of the error by viewing the AP’s status LED. If you can't
see the LED on the AP, reboot it. If the AP is powered by PoE, then you can reboot it by using one of the
two following methods:

e Use the switch’s Bounce Ports option found on the portal. Selecting the port where the AP is
attached opens a pane where you can choose to bounce a particular port which will also power cycle
the attached AP.
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You will see a new window with information about the bounce port status as shown in Figure 32 on

page 102:

Figure 32: Bounce a Port
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NOTE: Bouncing a port may take several minutes since two Junos OS configuration commits

must happen as part of the process.

e Change the PoE interface configuration using Remote Shell (This option is not recommended).

cli

edit

set poe interface ge-0/0/3 disable
commit

# wait >20seconds

delete poe interface ge-0/0/3 disable
commit and-quit

exit

If the AP is powered by an external power supply, you must unplug it for a while and then power it on
again. The AP has no console connection like the switches.

The next step is to use Remote Shell to the switch to review items such as:



e |s the port that the AP is connected to showing as “up”?

e Is the port that the AP is connected to correctly configured and forwarding packets?
e Does the MAC address of the AP appear on the expected port?

e Do you see the AP appearing as an LLDP neighbor?

e Assuming the AP is powered by PoE, what's the actual power draw?

The following example output shows an AP that is attached to interface ge-0/0/3:

e Check if the port is administratively “up” and a physical link detected.

root@Switch1> show interfaces terse

Interface Admin Link Proto Local Remote
ge-0/0/0 up down

ge-0/0/0.0 up down eth-switch
ge-0/0/1 up up

ge-0/0/1.0 up up aenet --> ae0.0
ge-0/0/2 up up

ge-0/0/2.0 up up aenet --> ae0.0
ge-0/0/3 up up

ge-0/0/3.0 up up eth-switch
ge-0/0/4 up down

ge-0/0/4.0 up down eth-switch

e Then, check that the port is in forwarding mode and that it is configured with the expected VLAN
(the default VLAN in this example) and is in access mode. Also, verify that the VLAN assigned is the
same VLAN that the WAN router uses for DHCP lease handouts for AP management.

root@Switch1> show ethernet-switching interface ge-0/0/3

Routing Instance Name : default-switch

Logical Interface flags (DL - disable learning, AD - packet action drop,
LH - MAC limit hit, DN - interface down,
MMAS - Mac-move action shutdown, AS - Autostate-exclude enabled,
SCTL - shutdown by Storm-control, MI - MAC+IP limit hit)

Logical Vlan TAG MAC MAC+IP STP Logical

Tagging

interface members limit limit state interface flags
ge-0/0/3.0 32768 0 tagged

WLAN-Client 1088 32768 0 Forwarding tagged



default 1 32768 0 Forwarding
untagged

e Next, check if the MAC address (also printed on the QR code) of the AP appears on the switch’s
interface as expected.

root@Switch1> show ethernet-switching table
MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent static, C -

Control MAC
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, O - ovsdb MAC)

Ethernet switching table : 2 entries, 2 learned

Routing instance : default-switch

Vlan MAC MAC Age Logical
NH RTR

name address flags interface
Index 1D

default 5c:5b:35:be:81:06 D - ge-0/0/3.0
0 0

default ee:38:73:9a:d4:a5 D - 2e0.0
0 0

NOTE: At this point, it is appropriate to check the port authorization status of the AP as well.
Sometimes it is intended that the AP authorizes itself to the switch it is attached to and
sometimes this is not required, and someone accidentally applies a port profile with
authentication enabled.

e Next, check if you see the AP’'s MAC address appearing as an LLDP neighbor’s chassis ID. The port
info may be different based on the AP model you have; however, the system name may help you
determine more about the state of the AP:

e When no LLDP system name is reported, the AP has a connection issue. For example, it cannot
receive a DHCP lease.

e When the LLDP system name is “Mist”, like in the example below, then the AP is usually up but
not assigned to an inventory.



e When the LLDP system name is the MAC address of the AP or the inventory name, then it should
already be in the “Connected” state in the inventory of your organization and you can start

applying more configuration.

root@Switch1> show 1lldp neighbors

Local Interface Parent Interface Chassis Id Port info
ge-0/0/1 aed ec:38:73:9a:d5:24 ge-0/0/5

ge-0/0/2 aed ec:38:73:9a:d5:24 ge-0/0/6

ge-0/0/3 - 5c:5b:35:be:81:06 ETHO

System Name
spokel
spokel

Mist

e Should you have PoE running on the switch, you should also check the power consumption of the
AP. The PoE mode negotiated depends on the AP model (usually 802.3af or 802.3at) and can be
verified in the datasheet. Depending on the configuration state and radio usage, you should see

differences in the actual “power consumed” report.

root@Switch1> show poe interface

root@Switch1> show poe interface ge-0/0/3

PoE interface status:

PoE interface : ge-0/0/3
Administrative status : Enabled
Operational status : ON
Power limit on the interface : 19.5W (L)
Priority : High
Power consumed : 7.3W
Class of power device : 4
PoE Mode :  802.3at

(L) LLDP-negotiated value on the port.

e The following checks should be done on the WAN router. In our example, we use a Remote Shell to
an SRX Series Firewall acting as a WAN router. You should look for the DHCP lease requests from
the AP and verify that you see two sessions using port 443 for TCP/UDP towards the Juniper Mist

cloud as shown in the example below:

root@spoke1> show dhcp server binding

IP address Session Id Hardware address Expires State
10.33.33.12 3 04:5c:6C:6b:13:42 54553 BOUND
10.33.33.15 6 5c:5b:35:be:81:06 48923 BOUND

Interface
ae0.0
ae0.0



root@spoke1> show arp interface ae0.0

MAC Address Address Name Interface Flags
04:5c:6C:6b:13:42 10.33.33.12 10.33.33.12 aed.0 permanent
5c:5b:35:be:81:06 10.33.33.15 10.33.33.15 ae0.0 permanent

Total entries: 2
root@spoke1> show security flow session source-prefix 10.33.33.15
Session ID: 34359960425, Policy name: @1_Internet/20, State: Stand-alone, Timeout: 60, Valid
In: 10.33.33.15/40267 --> 44.204.233.81/443;udp, Conn Tag: 0x0@, If: ae0.0, Pkts: 45026,
Bytes: 8408428,
Out: 44.204.233.81/443 --> 192.168.173.145/23463;udp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts:
5524, Bytes: 407857,
Session ID: 34359962715, Policy name: @1_Internet/20, State: Stand-alone, Timeout: 1794, Valid
In: 10.33.33.15/37165 --> 54.144.163.241/443;tcp, Conn Tag: 0x0, If: ae0.0, Pkts: 8997,
Bytes: 4866046,
Out: 54.144.163.241/443 --> 192.168.173.145/28185;tcp, Conn Tag: 0x0, If: ge-0/0/0.0, Pkts:
5063, Bytes: 421001,
Total sessions: 2

NOTE: In rare cases, especially with loaned or lab equipment, someone has already claimed the
AP in another organization or cloud and forgotten to release it from inventory. Naturally, this will
preclude any usage in another organization. Open a support ticket if that is the case.

Mist Edge Proxy Installation and Configuration

When deploying Juniper Mist Edge as proxy for RadSec towards the Juniper Mist authentication cloud,
the suggested workflow is described in the following steps:

e Deploy the Juniper Mist Edge appliance at the central location where a legacy RADIUS server is
usually located. In our simple JVD test lab, it is attached to the WAN router as an exception. In a
production environment, the location is usually the corporate headquarters, making the system
reachable through the corporate VPN by any branch sites.

e If you only intend to use the Juniper Mist Edge as RADIUS proxy, then you only need to connect the
out-of-band management (OOBM) interface. It's used for:
e Allowing the Juniper Mist Edge to contact the Juniper Mist cloud to get managed.

e Create the RadSec proxy instance that listens on the RADIUS ports and then tunnels the
messages through RadSec towards the Juniper Mist authentication cloud.
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e OPTIONAL: Connect the Juniper Mist Edge device's other Interfaces if it is also used for tunnel
termination for APs.

e Initially, the OOBM port asks for a DHCP lease, and you must provide one through your
infrastructure.

e Get the claim code or QR code by extending the pull-out tag located on the front of the appliance in
the lower-right corner. This allows for ZTP.

e Create the device in the Juniper Mist cloud via the claim code.

e Wiait for the Juniper Mist Edge device to appear as “Connected” and “Registered”.
e Perform an update.

¢ Instead of a DHCP lease, configure a static IP address on the OOBM port.

We assume that the Juniper Mist Edge is already connected and powered on in the lab, so we can now
create the instance in the Juniper Mist cloud. Go to Mist Edges > Mist Edge Inventory > Claim Mist
Edge:

€0 Hentse Mist Edge Inventory SNECrE - Create MistEdge | == O
Marvis™ Q 1-1of 1

(Q_‘." Clients EI Starus Name » Registration Cluster Tunnel 1P OOBM IP Address OOBM MAC Address Site Model

D Access Points
Switches

E} WAN Edges

% Mist Edges

Claim the new Mist Edge like the example shown below:



Claim Mist Edge and Activate Subscriptions

Enter ME claim codes or Activation codes

= =

Remember that the claim code is located in the right front bottom of the appliance, and you must extend

the pull-out tag to view it:

Site Assignment

@ssign claimed ME to site
:

Name Generation
erscratc names for ME, with format:

Format includes arbitrary text and any/none of these
options
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Next, the Juniper Mist Edge should appear as “Connected” and “Registered” in the Juniper Mist Edge
inventory and should show the OOBM interface’s DHCP-assigned IP address.

Mist Edge Inventory Entire Org ~

a,
[:I Status Mame o Registration Cluster  Tunnel IP OOBM IP Address
O eco ted mistedgel Registered

10.44.44.10

After clicking on the device in the portal, a new page opens. The first task (which may not be needed) is
to perform an update as shown below:



< m IStEdgE‘ 1 CPU Memory Temp
Name Tunnel IP Configuration
mistedgel P
Maodel
Metmask
Upgrade Mist Edge Service x
Mist Edpe: mistedge
Mist Edge Current Variion Target Vadiion Warsion Information

mistedge] WA 0.1.3 +debll

Start Upgrade Close

B PSUs
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Testing Tools
Send Mist Edge Log to Mist

Reboot Mist Edge

I Upgrade Tunnel Service I

Replace Mist Edge

Next, we recommend changing the default management password for the internal Mist and root
accounts on the appliance.

Management Passwords

Mist Passward

.......... Reveal

.......... Reveal

Next, we need to change the dynamic IP address assigned on the OOBM interface to a static IP address
since all RADIUS clients expect to reach the RADIUS server using a static IP address. Hence, we
configure for our lab:

Configure static OOBM IP=Enabled

IP Address=10.44.44.5

Subnet Mask=255.255.255.0

Default Gateway=10.44.44.1 (our WAN router’s ge-0/0/5 interface)

DNS=8.8.8.8, 1.1.1.1



OOBM IP Address

nfigure static DOBM IP

0

IP Address

J

Subnet Mask

[

Default Gateway

[

DNS

8.8.8.81.1.1.1)

Do not forget to save your new configuration.

Utilities v t Save Cancel

Next, go back one page and select Create Cluster.

Mist Edge Clusters

Q 0-0of0

Name Mist Edges Mist Tunnels Connections Tunnel IPs Tunnael Host ¢

There are no Mist Edge Clusters in this
organization

Name the cluster and select the Mist Edge to be a part of it.

Create Mist Cluster X

Cluster Name

Select Mist Edges

mistedgel | x |+

Select the Cluster:
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Mist Edge Clusters

Q
MName A Mist Edges Mist Tunnels Connections
MACproxies mistedgel 0
——

Next, enable the RadSec proxy like in our example:

e Radius Proxy=Enabled

o Type=Mist NAC Proxy

e |P Address=10.0.0.0/8 (We should manage all IP addresses one by one, but not for this lab).
e Shared Secret=juniper123 (We should use individual shared secrets, but this is a lab).

e Vendor=juniper (In this case, “Juniper,’ but can be a third-party vendor selected from the drop-down
menu).

e Site=sitel

Radius Proxy

\.able d O Disabled

Type

New Client v X

IP Address

Shared Secret

Do not forget to save your configuration changes.

Upgrade Service Cancel



(Optional) If you prefer, you can open an SSH shell as root to the Juniper Mist Edge device and check
locally:

° root@mistedgel:~# ss -tuln
Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port Process

udp UNCONN @ 0 0.0.0.0:1812 0.0.0.0:%
udp UNCONN 0 0 0.0.0.0:5355 0.0.0.0:%
udp UNCONN @ 0 127.0.0.53%10:53 0.0.0.0:%
udp UNCONN 0 0 0.0.0.0:68 0.0.0.0:%
udp UNCONN 0 0 [::7:1812 [::]:%
udp UNCONN 0 0 [::7:5355 [::]:%
tcp LISTEN @ 128 0.0.0.0:22 0.0.0.0:%
tcp LISTEN © 4096 127.0.0.1:9080 0.0.0.0:%
tcp LISTEN @ 4096 0.0.0.0:5355 0.0.0.0:%
tcp LISTEN © 4096 127.0.0.1:9199 0.0.0.0:%
tcp LISTEN @ 4096 127.0.0.1:9109 0.0.0.0:%
tcp LISTEN © 4096 127.0.0.53%lo:53 0.0.0.0:%
tep LISTEN 0 128 [es 22 [::]:%
tep LISTEN 0 4096 [::7:5355 [::]:%

root@mistedgel:~# systemctl status radsecproxy
* radsecproxy.service - radsecproxy
Loaded: loaded (/1lib/systemd/system/radsecproxy.service; enabled; vendor p>
Drop-In: /usr/lib/systemd/system/radsecproxy.service.d
*-mxedge. conf
Active: active (running) since Thu 2024-08-15 15:27:29 UTC; 15min ago
Docs: man:radsecproxy(1)
Main PID: 1821 (radsecproxy)
IP: 189.8K in, 128.8K out
I0: 128.0K read, 72.0K written
Tasks: 9 (limit: 32768)
Memory: 1.6M
CPU: 592ms
CGroup: /system.slice/radsecproxy.service
*-1821 /usr/sbin/radsecproxy -c /etc/mxedge-radsecproxy.conf
Aug 15 15:27:29 mistedgel systemd[1]: Starting radsecproxy...
Aug 15 15:27:29 mistedgel systemd[1]: Started radsecproxy.

NOTE: The RadSec tunnel is always created on demand and does not remain permanently open.



Juniper Mist Authentication Cloud Certificate Installation

In this section, we demonstrate installing the certificates needed for the various authentication
methods. In Table 3 on page 114, we highlight the needed certificates per authentication methods and
where they need to be installed. Remember that usually the customer PKI is used for all EAP methods
where certificates come into play. For the last two methods in Table 3 on page 114, we reuse the
automatic PKI Mist creates for each organization internally for the RadSec tunnels. This makes life easier

in cases when deploying certificates rather than getting them from the customer’s PKI.

NOTE: In the below table, the term “CA-cert” refers to when the customer has multiple levels
with intermediate or signing CAs in their PKI. All of these public certificates must be installed for
the entire path. The system needs to be able to evaluate the entire path back to the root CA.

Table 3: Certificate Installation Requirements

Authentication
Method

MAB

EAP-TLS

EAP-TTLS

EAP-TTLS Mist
PKI

EAP-TLS for Mist
AP

CA-Certificate in
Mist

N/A

Customer PKI CA-
cert

Customer PKI CA-

cert

Mist PKI CA-cert

Mist PKI CA-cert

Import a Customer CA Certificate

Go to Organization > Certificates to start all processes in this chapter.

RADIUS Server in Mist

N/A

Customer PKI TLS-Server Public/

Private

Customer PKI TLS-Server Public/

Private

Mist PKl internal

Mist PKl internal

Client
Supplicant
CA-Cert

N/A

Customer
PKI CA-cert

Customer
PKI CA-cert

Mist PKI CA-
cert

Mist PKI CA-
cert

Client Supplicant
User/Machine
Cert

N/A

Customer PKI
TLS-Client
Public/Private

N/A

N/A

Mist PKI auto
deployed on AP
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Switches

@ WAN Edges Administrators Auth Policies

Audit Logs Auth Policy Labels

£ wmist Edges

Client Onboarding Certificates
ﬁ? Location Inventory Identity Providers

Mobile SDK
nIJI] Analytics
Settings

o=
op Site Site Configuration

@ Organization Subscriptions

You should see no certificate installed yet, so let's import the root CA from the customer’s PKI. You need
the public part of the certificate in PEM format, then click on Add Certificate Authority:

C i r'[| ]tj Ca te AUE h O r[t|e S View Mist Certificate Import Custom RADIUS Server Certificate
Common Name Issuer valid To

Paste the PEM part of the certificate into the Signed Certificate field. Then, check the extracted
properties and then click Save.

Add Certificate Authority x

A

Properties

Review and Import the Mist CA Certificate

We continue in the same dialogue window and now click on View Mist Certificate:



Cert4f|cate Author!t]es Add Certificate Authority Import Custom RADIUS Server Certificate
Common Name ¥ I1ssuer valid To
ca.example.net C=NL, 5T=Netherlands, L=Amsterdam, O=junip... 0&/13/2033

Inspect the certificate and click on Download to save the certificate locally.

View Certificate

Signed Certificate

----BEGIMN CERTIFICATE-----

MIIFOJCCAT qeAWIBAZIBATANBekq hkiGIWDBAQsFADEBMOQswCQYDVOQGEW/VUZEN
MASGATUECEWETWIzd DEOMAWGATUECWwWFTIINQOEXLTArBgNVEAMM|GNKZ DBINZOx
LWUxZ|ItNDIMCO4NmNKLTAZMjdINmMNIODhhZ TAe FwOyMzASM 2w O TMIMjNaFwOz
MzAAMJUWOTM3IM|NaMFsxCzA |BENVBAYTANTMOQOWOWYDVMOQKDARNaX NOM QdwDAYD
VQQLDAVPcmdDQTEIMCsGATUEAWWKY ZRKMGU3ZDEZTFmMIOOM|gwLTE2Y2QUMDMy
N2U2Y2U40GFMIICIJANBgkghkiGSwWOBAQEFAAOCAZBAMIICCEKCAgEAZSZYWPUO
E1s7azm fulayriKhradk Bdose ZWWWn DR hafiPnc/SNARTLLA/ARRBmLIGOTVERK

Properties
Common Mame cdd0e?d1-e1f2-4280-B6cd-0327ebceB8ae
Valid From 08/28/2023
Valid To 08/25/2033
Issuer  C=US, O=Mist, OU=0rgCA, CN=cdd0e7d1-e1f2-4280-86cd-0327e6ceBBae
Serial Number O1

Distribution Points  http://api.mist.com/apiiviforgs/cdd0e7d1-e1f2-4280-86cd-032Te6ceB8aa/crl

ternative Mame  cddOe7d1-e1f2-4280-86cd-0327ebce88ae

Dowmicad

Open the downloaded file and copy the entire contents:

mist-ca.crt
(e
Completed — 2.0 KB

e

Show all downloads

Again, click on Add Certificate Authority:

Bl Certificate Authorities |
Common Name w Iszuer
ca.example.net C=NL, 5ST=Netherlands, L=Amsterda

Paste the downloaded contents of the certificate into the Signed Certificate field and click Save:

B €
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Add Certificate Authority X

Signed Certificate
s L L

e R PR IR PEE SR
Zx22069nqdp LT AL R3S TABEQ|g95vXai i1 aV 7 T By T ek GG 1
fal) KxBTlcoCBFosivCGwunAe nV3|CGa5sG20hnkd 7d2IMEWNREG/b +g
WWDBEIKB34VOAUEB1 ChGab]QZdomztZbBCaH3ICWIUDAZ QaNeB/IUFSMKLSaGLT
EkcREIf mKYlekgrD5V1 047gwWdcfojosvicBTYIIKrafaFSroutepWRE1Y]TOgaGh
hotSzGsH/ghhD++MizsCDtfxse TehgdVVOIdIkiBGriKrb ErwlQAsy39-+4YW
bW

B €

Properties
cdd0e7d1-e1f2-4280-86cd-0327e6oeBBae
08/28/2023
08/25/2033
C=U5, O=Mist, OU=0rgCA, CN=cdd0e7d1-e1f2-4280-86cd-0327ebcelBan
01
http://api.mist.com/apiiv forgsicddOe?d1-e102-4280-86cd-032 7ebce8Bae/cr]

t Alternative Name  cdd0e?d1-e1f2-4280-86cd-0327ebce8Bae

You should now have at least two CA certificates, similar to that shown in the example below:

Cer’Uﬂ cate Authorities Add Certificate Authority | | View Mist Certificate Import
Common Name w lssuer Valid To
cddoe7d1-e1f2-4280-86cd-0327ebceBBae C=Us, O=Mist, OU=0rgCA, CN=cddOe7d1-e1f2-... 08/25/2033
ca.example.net C=NL, 5ST=Netherlands, L=Amsterdam, O=junip... 06/13/2033

P F

Import the RADIUS Server Certificates
We continue in the same dialogue and check the status of the RADIUS server certificate:

o |[f the field states Import Customer RADIUS Server Certificate, then nothing is defined yet and the
RADIUS server will use a certificate signed by the Mist internal PKI for each organization.

e [f the field states View Customer RADIUS Server Certificate, then you have valid customer PKI
certificates successfully loaded, which will be used for EAP authentications.

In our example, nothing is defined yet, hence we click on the Import Customer RADIUS Server
Certificate button.

Ce rt|f| Cate Auth Or|t[e5 Add Certificate Authority View Mist Certificate [import Custom RADIUS Server Certificate]
Common Mame i lssuer Valid Te
cdd0e7d1-e1f2-4280-86cd-0327e6ce88ae C=U5, O=Mist, OU=0rgCA, CN=cdd0Oe7d1-e1f2-... 08/25/2033

ca.example.net C=NL, ST=Netherlands, L=Amsterdam, O=Junip... 06/13/2033
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Fill in the fields for Private Key and Signed Certificate. You may also need to add a password under

Private Key Password. Once finished, check the information displayed and the properties before you
click Save.

Import Custom RADIUS Server Certificate

Private Key

B‘HmWC}C.YoIxBQ?YsRuSRokfXxNE45DSSIWSZENDg?.E:ZPU4EOancH7UPHrI3Uh
- |GiiZWeasqc26zd250we(}U E1MukyaudvLdSUStcULIDZ1 Mm+m,[§g[55gg_§g

Private Key Password

-

Slgned Certificate

i pdmpQQS4UNEAXRISoNKYVIgry

AW WITrEWKC TiwAPCQWTNYXhe IMJOUSWBPXZPOYSnO35padus
Hi+hHjZljeRnSmWulk3kpMmkoCayHyB+IEBn||1gFEGTLCIIZz 30+
3mzyzH23VRTh250htqYSEBIZXLNOGhaleFKBABp9Ae0WHked 1 IMAMS/OUZqE
rnawZ MikqCdUnLoSICTCLSSWAVAARGhwOABUYS/DI3TNEpTOvDdSyuczCtidr
mﬁd:cPMFsK]katHcdl LY XamMsMsXpMBIxU0prLIGQ==

Properties

Comimg

n Mame  radius.example.net
Valid From  06/12/2023
Valid To 09092025

Issuer C=NL, 5T=Netherlands, L=Amsterdam, O=Juniper, OU=CA-Center, CN=ca.example.net, Estrustcenter@examp
Serial Number 23

Extended Key Usage = TLS Web server authentication

Subject Alternative Name radius.example.net

Now all required certificate configurations for your lab have been performed.

Certificate Authorities Add Certificate Authority | View Mist Certificate | | | View Cirstom RADIUS Server Certificate
Common Name y lssuer Valid To
cdd0e7d1-e1f2-4280-86cd-0327ebceBBae C=US, O=Mist, OU=0rgCA, CN=cdd0e7d1-e1f2-... 08/25/2033

ca.example.net C=NL, ST=Netherlands, L=Amsterdam, O=Junip... 06/13/2033
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Configure Client Supplicants with Certificates and Necessary EAP
Methods

This chapter has examples of manual client configurations used when no MDM is set up for managing
supplicants. This is intended more for test engineers rather than for production-grade deployments
where using an MDM is highly recommended. However, it may be good to know what needs to be
configured and where.

NOTE: Again, if you intend to use an MDM of some kind to manage your clients you can skip
over this entire chapter.

Installing a Local Certificate on a Windows Client

In our example, we use a home-grown certificate PKI. Here, you can see the folder where the original
cacert.pem and user01.p12 files are located and transferred to the local device:

/] 5 | tmp -
“ Home Share View
“— v » ThisPC » Local Disk (C:) » tmp v (V] Search tmp
n ~

Name Date modified Type Size

3 Quick access

I Desktop
; Downloads

| cacert.pem 6/12/2023 2:58 AM
‘,tl user01.p12 6/12/2023 3:09 AM

Rename the file cacert.pem to cacert.crt so that Windows recognizes the correct type. Then, double-click
on the file to import it.

Home Share View

« v A » ThisPC » Local Disk (C:) » tmp v (o) Search tmp

PN

A Name Date modified

- v
pe Jize

s Quick access

6/12/2023 2:58
[ Desktop _

% user01.p12 6/12/2023 3:09 AN

Security Certificate 3KB
_

¥ Downloads

Click on Install Certificate.
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ok Certificate X

General Details Certification Path

@R Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

[

Issued to: ca.example.net

Issued by: ca.example.net

Valid from 6/12/2023 to 6/13/2033

-

Select Local Machine to be able to share the new root CA with other accounts.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
() Current User

@etvtee

To continue, click Next.

Configure the following settings:

e Place all certificates in the following store=Checked



e Certificate store=

Trusted Root Certification

Authorities

&* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

all certificates in the following store

Certificate store:
[ITrusted Root Certification Authnrihesl Browse...

Complete the wizard:

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(e TS e L LIS Trusted Root Certification Authorities
Content Certificate

Your certificate should now be imported.

Certificate Import Wizard b

o The import was successful.

Next, let's import the User=Certificate by double-clicking the file usero1.p12:
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P

: Mame Date modified

gl cacert.ert 6/12/2023 2:58 AM

" user01.p12 6/12/2023 3:09 AM

Configure in this dialogue:

e Storage Location=Current User

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
(@) Current User

—

(O Local Machine

To continue, dick Next.
Review the file location and name:

&* Certificate Import Wizard

File to Import
Specify the file you want to import.

. m...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS =12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)
Microsoft Serialized Certificate Store (.55T)

Our certificate has the following information:
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e Password=juniper123

I%,' Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password,

Type the password for the private key.

Password:
QoeerizD

[~ Display Password

Import options:
[[] Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[IMark this key as exportable. This will allow you to badk up or transport your
keys at a later time.

Protect private key using wtualized-based security(Mon-exportable)

[ Indude all extended properties.

Configure the following settings:
e Place all certificates in the following store=Checked

e Certificate store=Personal

& Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.
() Automatically select the certificate store based on the type of certificate

alcerliﬁcateshl.‘mfolawhgsm

Certificate store:

|Persmal| Browse...

Complete the wizard.
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Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

B Certificate Store Selected by User ot o]

Content PFX
File Name C:\tmp\user01.p12

Your certificate should now be imported.

Certificate Import Wizard *

o The import was successful.

Windows Client Wired EAP-TLS Example

To configure the wired NIC, type the word “control” in the local search field and click Control Panel:
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B Command Prompt >
* Run >

** Windows Administrative Tools >

Search the web

L control - See web results >

Settings (6+)

Depending on your view, select Network and Internet:

Adjust your computer's settings Viewby: Category *
System and Security User Accounts
Review your computer's status a ’(hange aceount type

Save backup copies of your files with File

History a e
Backup snd Restore (Windows 7) ﬁ Appearance and Personalization
=2

Clock and Region

Check network status and change Change date, time, or number formats
2 Hardware and settings, set preferences for sharing Ease of Access
View devices and pri files and computers, configure _
Add a device Intemet display and connection, and | L&t Windows suggest settings

more, Optirmize visual display
Programs
@ Uninstall a program

Depending on your view, select Network and Sharing Center.



Control Panel Home NN 3 Faa Center
—.»_ Wiew nebao! 5 rork
System and Security View networdl Network and Sharing Center
* MNetwork and Internet | Check network status, change
Internet Of network settings and set preferences
Hamwars nd Sound b= Change }.,_.u,i for shanng files and printers. < | Del
Programs

lems Armminmbe

There should be at least one ethernet adapter listed under Connections that you can select.

& Network and Sharing Center - m]
“ v ¥ ¢ Net.. » Metwork and Sharin... ~ V] Search Control Panel

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
Change advanced sharing Unidentified network Access type No network access
settings Public network Connections: g

Media streaming options
Change your networking settings

ﬁ. Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Select the Properties dialogue.

¥ Ethernet 2 Status *
General k
Connection
IPv4 Connectivity: Mo network access
1Pvb Connectivity: No network access
Media State: Authentication failed
Duration: 01:45:51
Speed: 10.0 Gbps
Activity

Sent — ki-!;— Received

Bytes: 8,457,466 | 262,215,558

[rm] oo e

Change to the Authentication tab. Then, configure the following settings:
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e Network authentication method=

Microsoft: Smart Card or

other certificate

e Click on=Settings

Y Ethernet 2 Properties X
T

Sedect this option to provide authenticated network: access for
this Ethemet adapter

(7] Epable IEEE 802.1X authentication
Choose a network authentication method: 2]

@ [ Mcrosot: Smart Card or other certhicate v||[ Settings ||

Eﬁmmbermy credentials for this connection each
time I'm logged on

[ Eslback to unauthorized network access

The only change in this dialogue is to select the Trusted Root Certification Authorities which in our case
is ca.example.net. Leave the remaining fields as their defaults and return to the previous dialogue.
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Smart Card or other Certificate Properties x

When connecting:

() Use my smart card

(®) Use a certficate on this computer

4 Use simple cartificate selaction (Recommended)

[7] Veerfy the server's identity by validating the certificate

[J Connect to these servers (examples:srv1:srv 2. " srv 3\ com):

Trusted Root Cestification Authorties:

[Baltimore CyberTrust Root ~
!Uauﬂﬁ.ﬂcﬁnﬂyﬂqtﬂcmhlhm

] DigiCest Assured ID Root CA
[ DigiCest Global Roct CA

[] DigiCet Global Root G2

[ DigiCest Global Ract G2

[ Hotspot 2.0 Trust Roct CA- 03
<

>

View Certficate
[[] Dont prompt user to authorize new servers or trusted certification
authorties.

DuﬂaﬁMmuanahm
| Cance
Click on Additional Settings.

Select this option to provide authenticated network access for
this Ethemet adapter.

7] Enable IEEE 802.1X authentication
Chaoose a network authentication method:
Mcrosot: Smat Cad o ther cetfcate |

[#] Remember my credentials for this connection each
time I'm logged on

] Fallback to unauthorized network access

Configure the following settings:
e Specify authentication mode=Checked

e Mode=User authentication



Advanced settings

802, IX settings

mhmmummode

Delate credentials for all users

[[JEnable single sign on for this netwark
Perform immedately befors user logon
Perform mmedsately Bﬁt user logon

<ETILT dals AConds ) 10 >

Allow additional dialogs to be displayed during sngle

sign on

This netwark uses separate virtual LANs for machine
and user authentication

MasETiLm

Now, you can finish the main dialogue.
et

Select this option to provide authenticated network access for
this Ethemet adapter.

[] Enable IEEE 802.1X authentication

Choose a network authentication method:
Microsoft: Smart Card or other cetficate v | Settings
7] Bemember my cradentials for this connection each
time ['m logged on
[ Eallback to unautharized network access

==

For simple testing, we recommend you first disable the adapter.

i’ Metwork Connections

« v 4 U« Net.. > Metwork Conned

Organize = Disable this network device D
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Then, enable the adapter again and check if authentication works.

PR e ——

[ b gthe-met 2

Windows Client Wireless EAP-TLS Example

To configure the WLAN adapter, type the word “control” in the local search field and click Control Panel.

All  Apps Documents Web More =
Best match
App

Apps
B Command Prompt >

Run >

Windows Administrative Tools >
Search the web
L control - See web results >
Settings (6+)

s

e

Depending on your view, select Network and Internet.




Adjust your computer’s settings

System and Security
Review yeur computer's status

Save backup copies of your files with File

Histony

Backup and Restone (Windows T)

Viewby: Category *

User Accounts
GChanqe account type

ﬁ Appearance and Personalization
—

Clock and Region

View network status]

Hardware and
View devices and pr
Add a device

& &

more.

etwork and Internet

Check network status and change
settings, set preferences for sharing
files and computers, configune
Intemet display and connection, and

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optirnize visual display

Programs
m Uminstall a pregram

Depending on your view, select Network and Sharing Center.

Control Panel Home "
. g, Wiew nebao! rork
System and Security View networll Metwork and Shanng Center
* Network and Internet Check network status, change
Internet network settings and set preferences
Hamwars nd Sound = Change yeur for shanng files and printers. < | Del
Programs
lems Armminmbe
Then, select Set up a new connection or network.
% Network and Sharing Center - C
« « A4 % « Net.. » Metwork and Sharin... v O Search Centrol Panel

Control Panel Home

Change adapter settings
Change advanced sharing
settings

Media streaming options

View your basic network information and set up connections

View your active networks

Network 4 Access type: Internet
Private network Connections: § Ethemet
Change your networking settings

ﬁ ISQT up a néw connection of nehw}rltl
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

Select Manually connect to a wireless network.
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‘? Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet

|% Set up a new network

| - Set up a new router or access point

nnect to a wireless ne

E=lC onnect to a hidden network or create a new wireless profile

Connect to a workplace
Set up a dial-up or VPN connection to your workplace

Configure the following settings:
o Network Name=<SSID>

e Security type=WPA2-Enterprise

& & Manually connect to a wireless network

Enter information for the wireless network you want to add

MNetwork name: {ﬁ]m@ |

Security type: WPAZ-Enterprise v|

Encryption type: AES

Security Key: Hide characters

[ Start this connection automatically

[ Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Select Change connection settings.

iﬁ Manually connect to a wireless network

Successfully added vian1099

= Change connection settings
Open the connection properties so that | can change the settings.

Change to the Security tab. Then, configure the following:
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e Network authentication method=

Microsoft: Smart Card or
other certificate
e Click on=Settings

vian1099 Wireless Network Properties

Connection Security @

Sequrity type: WPAZ-Enterprise ~
Encryption type: AES v
Choose a network authentication method: Q

q Microsoft: Smart Card or other certificat VI Settings I

(/] Remember my credentials for this connection each
time I'm logged on

Advanced settings

The only change in this dialogue is to select the Trusted Root Certification Authorities which in our case
is ca.example.net. Leave the remaining fields as their defaults and return to the previous dialogue.
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Smart Card or other Certificate Properties x

When connecting:

() Use my smart card

(®) Use a certficate on this computer

4 Use simple cartificate selaction (Recommended)

[7] Veerfy the server's identity by validating the certificate

[J Connect to these servers (examples:srv1:srv 2. " srv 3\ com):

Trusted Root Cestification Authorties:

[Baltimore CyberTrust Root ~
!Uauﬂﬁ.ﬂcﬁnﬂyﬂqtﬂcmhlhm

] DigiCest Assured ID Root CA
[ DigiCest Global Roct CA

[] DigiCet Global Root G2

[ DigiCest Global Ract G2

[ Hotspot 2.0 Trust Roct CA- 03
<

>

View Certficate
[[] Dont prompt user to authorize new servers or trusted certification
authorties.

DuﬂaﬁMmuanahm
| Cance
Click on Additional Settings.

Select this option to provide authenticated network access for
this Ethemet adapter.

7] Enable IEEE 802.1X authentication
Chaoose a network authentication method:
Mcrosot: Smat Cad o ther cetfcate |

[#] Remember my credentials for this connection each
time I'm logged on

] Fallback to unauthorized network access

Configure the following settings.
e Specify authentication mode=Checked

e Mode=User authentication



Advanced settings .

802.1x settings  802.11 settings

fv authentication mode:
v| | Save gedentials

Delete credentials for all users

[J Enable single sign on for this network

before user logon

ely after user logon

You can now finish the main dialogue. Then, connect to the wireless network using the usual dialogue.

| S—]
et
MNetwork 4
Connected
Ac
Cao
lan1099
% vian
Secured [}

Connect automatically

tre % dlk—nsn

'(.E [ e |

Network & Internet settings

Change settings, such as making a connection metered.

9° )
Mobile
Airplane mode hotspot

Windows Client Wired EAP-TTLS Example

To configure the wired NIC, type the word “control” in the local search field and click Control Panel.

135



136

B Command Prompt >
* Run >

** Windows Administrative Tools >

Search the web

L control - See web results >

Settings (6+)

Depending on your view, select Network and Internet.

Adjust your computer's settings Viewby: Category *
System and Security User Accounts
Review your computer's status a ’(hange aceount type

Save backup copies of your files with File

History a e
Backup snd Restore (Windows 7) ﬁ Appearance and Personalization
=2

Clock and Region

Check network status and change Change date, time, or number formats
2 Hardware and settings, set preferences for sharing Ease of Access
View devices and pri files and computers, configure _
Add a device Intemet display and connection, and | L&t Windows suggest settings

more, Optirmize visual display
Programs
@ Uninstall a program

Depending on your view, select Network and Sharing Center.
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Contrel Paneiome L hetsoricpd Sharing Center
= iew netwe 5 onnect to a netwerk

System and Security View networdl Network and Sharing Center
* MNetwork and Internet | Check network status, change
Internet Cl network settings and set preferences
Hardware and Sound ‘f_l:k-] Eharige \'(_‘u!i far sharing files and prinbars. s By
Programs. ' '

lems Armminmbe

There should be at least one ethernet adapter under Connections that you can select.

& Network and Sharing Center - m]
“ v ¥ ¢ Net.. » Metwork and Sharin... ~ V] Search Control Panel

View your basic network information and set up connections
Centrol Panel Home

View your active networks
Change adapter settings
Change advanced sharing Unidentified network Access type No network access
settings Public network Connections: Em

Media streaming options
Change your networking settings

ﬁ. Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

Select the Properties dialogue.

U Ethernet 2 Status b4
General k
Connection
IPv4 Connectivity: Mo network access
1Pvb Connectivity: No network access
Media State: Authentication failed
Duration: 01:45:51
Speed: 10.0 Gbps
Activity

Bytes: 8,457,466 262,215,558

Sent — &;!(3— Received
|

[rm] oo e

Change to the Authentication tab. Then, configure the following settings:
¢ Network authentication method=Microsoft: EAP-TTLS

e Click on=Settings
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U Ethernet2 Properties K
Networking Authentication @

Select this option to provide authenticated network access for

this Ethemet adapter.

[] Enable IEEE 802.1X autherttication

Choose a network authentication method: o
0 [P oP TS -

[#] Remember my credentials for this connection each
time 'm logged on

[ Fallback to unauthonized network access

The only change in this dialogue is to select our Trusted Root Certification Authorities, which in our case
is ca.example.net. Leave the remaining fields as their defaults and return to the previous dialogue. Make
sure the client authentication method is the default Unencrypted password (PAP).

[ETLS Properties b 4

EEI\H* identity privacy
|anonymous J

= ﬂv..
Connect to these servers:

Trusted Root Cestification Authorties:
| M| Batimore CyberTrust Root

m3mm€uﬁwm
[[] DigiCert Assured ID Root CA

M ™k lake ol Bk P& o
€

[[] Dont prompt user f unable to authorize server
Chent authentication
(®) Select a non-EAP method for authentication

Unencnpted possword PAP) v

Automatically use my Windows account name and
password (and domain, f any)

() Select an EAP method for authentication

Microsoft . Smant Card or other cantificate

Configure

(T

Click on Additional Settings.
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% Ethernet 2 Properties b4

Metworking  Authentication

Select this option to provide authenticated network access for
this Ethemet adapter
[ Enable IEEE 802.1X authentication

Choose a network suthentication method:
Microsoft: EAP-TTLS ~ Settings

A Remember my credentials for this connection each
time: |'m logged on

[ Falback to unauthorized network access

Configure the following settings:

e Specify authentication mode=Checked
e Mode=User authentication

o Click-on=Save credentials

Advanced settings X
BO2. 1X settings
o ify authentication mode o

Y [ I

Desete recenbiaes for &l users

[[JEnable single sign on for this network

Next, enter a username and password that is valid for the remote IdP the Juniper Mist Authentication
cloud will contact for validation. In our case, with the example PKI, enter the following:

e Username=userf1@example.net
e Password=juniper123

Then, save this dialogue and return to the previous one.



Windows Security X

. Save credentials

Saving your credentials allows your computer to connect to the
network when you're not logged on (for example, to download
updates).

You can now finish the main dialogue.

& Ethemnet 2 Properties X
Networking  Authentication

Sedect this option to provide authenticated network access for
this Ethemet adapter.

[ Enable IEEE 802.1X authentication

Choose a network authentication methad:
Microsot: EAP-TTLS v | Setngn |

[ Remember my credentials for this connection each
time I'm logged on
[ Fallback to unauthorized network access

] o

For simple testing, we recommend you first disable the adapter.

& Metwork Connections
“ L #« Met... » Network Connect

Organize = Disable this network device D

= Ethernet2
MNetwork 3
7 RedHf & Digable

sk
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Then, enable the adapter back again and check if authentication works.

B . Fthemet2
Windows Client Wireless EAP-TTLS Example

To configure the WLAN adapter, type the word “control” in the local search field and click Control Panel.

All  Apps Documents Web More =
Best match
App

Apps
B Command Prompt >

Run >

Windows Administrative Tools >
Search the web
L control - See web results >
Settings (6+)

s

e

Depending on your view, click on Network and Internet.




Adjust your computer’s settings

System and Security
Review yeur computer's status

Save backup copies of your files with File

Histony

Backup and Restone (Windows T)

Viewby: Category *

User Accounts
GChanqe account type

ﬁ Appearance and Personalization
—

Clock and Region

View network status]

Hardware and
View devices and pr
Add a device

& &

more.

etwork and Internet

Check network status and change
settings, set preferences for sharing
files and computers, configune
Intemet display and connection, and

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optirnize visual display

Programs
m Uminstall a pregram

Depending on your view, click on Network and Sharing Center.

Control Panel Home "
. g, Wiew nebao! rork
System and Security View networll Metwork and Shanng Center
* Network and Internet Check network status, change
Internet network settings and set preferences
Hamwars nd Sound = Change yeur for shanng files and printers. < | Del
Programs
lems Armminmbe
Click on Set up a new connection or network.
% Network and Sharing Center - C
« « A4 % « Net.. » Metwork and Sharin... v O Search Centrol Panel

Control Panel Home

Change adapter settings
Change advanced sharing
settings

Media streaming options

View your basic network information and set up connections

View your active networks

Network 4 Access type: Internet
Private network Connections: § Ethemet
Change your networking settings

ﬁ ISQT up a néw connection of nehw}rltl
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.

Select Manually connect to a wireless network.
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‘? Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet

Cy Set up a new network

- Set up a new router or access point

nnect to a wireless ne

E=lC onnect to a hidden network or create a new wireless profile

Connect to a workplace
Set up a dial-up or VPN connection to your workplace

Configure the following settings:

Network Name=<SSID>

e Security type=WPA2-Enterprise

«

f Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: {ﬁinm@ |

Security type WPAZ-Enterprise v|

Encryption type: AES

Security Key: Hide characters

[ Start this connection automatically

[ Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

Select Change connection settings.

Change to the Security tab. Then, configure the following settings:

Q"' Manually connect to a wireless network

Successfully added vlan1099

—» Change connection settings
Open the connection properties so that | can change the settings.
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e Network authentication method=

Microsoft: Smart Card or

other certificate

e Click on=Settings

wlan1099 Wireless Network Properties

Connection L

Security type: WPA2-Enterprise b
Encayption type: AES e
Choose a network authentication method: 2]
0| Microsoft: E4p-TTLS v
EA| Remember my credentials for this connection each
time I'm logged on
Advanced settings

The only change in this dialogue is to select our Trusted Root Certification Authorities, which in our case
is ca.example.net. Leave the remaining fields as their defaults and return to the previous dialogue. Make
sure the client authentication method is the default Unencrypted password (PAP).



TILS Properties

|4 Enable ientiy privacy
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|ancrymeus

Server centficate vabdation
Connect to these servers:

[

Trusted Root Cedification Authorties:

Baktimore Cyber Trust Root

3 Public Primary Certification Authority
[ DigiCert Assured 1D Root CA

M Poi™ e bl Bl A

<

[[] Don't prompt user § unable to authorize server

Client authentication
_@_ﬁmamiﬂmmm
Unencrypted password (PAF)

Automatically use my Windows account name and

password (and domain, f any)
() Select an EAP methad for authentication

Microsoft- Smart Card or other cenficate

Click on Additional Settings.

vlan 1099 Wireless Network Properties

Connection Security

Encryplion type: |AES

Choose a network authentication method:

nowetioe s ~—

[] Remember my credentials for this connection each

time I'm logged on

Configure the following settings.

e Specify authentication mode=Checked

Mode=User authentication
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e Click-on=Save credentials

Advanced settings X

B02. IX settings 802,11 settings

o fy authentication mode:
Q] User authentication v Save credentiale
Delete credentials for all users

DEnabiesrveswanfurhmt'lbk

Farform mmediately before user loga

Next, enter a username and password that is valid for the remote IdP the Juniper Mist authentication
cloud will contact for validation. In our case, with the example PKI, enter the following:

o Username=userd1@example.net

e Password=juniper123

Then, save this dialogue and return to the previous one.

Windows Security X

. Save credentials

Saving your credentials allows your computer to connect to the

network when you're not logged on (for example, to download
updates).

-Qserm @example.ne!)
I‘.i....ili.l ,

oK Cancel

You can now finish the main dialogue.
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vlan1099 Wireless Network Properties X
Connection  Security
Seourity type: WPAZ-Enterprise b

Enaryption type: '.!E b

Chgose a network authenbcation method:
Microsoft: EAP-TTLS bd Settings

[1Remember my credentials for this connection each
time I'm logged on

Agvanced settings

= e

Next, connect to the wireless network using the usual dialogue.



| —
et
g Network 4
Connected
Ac
o 7z vian1099
* Secured [:&
Connect automatically
wn;
trc % S
ﬁ(z e om ol mwm =
aﬁ - e oemms =
-] e
= e e
Network & Internet settings
Change settings, such as making a connection metered.
9° )
Mobile
Airplane mode  hotspot

Linux Desktop Client

Linux does not support a dedicated certificate storage. We just transfer the files onto the system and
make them known in the /etc/wpa_supplicant/wpa_supplicant.conf file which also contains the EAP
authentication method configuration. In the examples in this chapter, we always perform the following
when testing:

e Login to a desktop client VM.
e Load the required certificates from external storage.
o Write a new file with our configuration into /etc/wpa_supplicant/wpa_supplicant.conf

e Start the EAP supplicant in the foreground to see any debugging messages.

NOTE: When using EAP-TLS, the user certificate also contains the entire path to the root CA,
hence no extra configuration is needed.

Linux Client Wired EAP-TLS Example
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In our example, ens5 is the ethernet interface.

virsh console desktop1

# load your pkcs user-file from Lab-Host into VM
scp root@192.168.10.1:examplePKI/user01.p12 .
# configure the WPA-Supplicant for EAP-TLS
cat <<EOF >/etc/wpa_supplicant/wpa_supplicant.conf
ctrl_interface=DIR=/var/run/wpa_supplicant
ctrl_interface_group=wheel
eapol_version=2
ap_scan=0
network={

key_mgmt=IEEE8021X

eap=TLS

identity="user@1@example.net"

private_key="/root/user01.p12"

private_key_passwd="juniper123"

eapol_flags=0
}
EOF
# now start the wpa-supplicant in forground to see its messages
wpa_supplicant -c /etc/wpa_supplicant/wpa_supplicant.conf -D wired -i ens5
Successfully initialized wpa_supplicant
ens5: Associated with 01:80:¢2:00:00:03
ens5: CTRL-EVENT-SUBNET-STATUS-UPDATE status=0
ens5: CTRL-EVENT-EAP-STARTED EAP authentication started
ens5: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=13
ens5: CTRL-EVENT-EAP-METHOD EAP vendor @ method 13 (TLS) selected
ens5: CTRL-EVENT-EAP-PEER-CERT depth=1 subject='/C=NL/ST=Netherlands/L=Amsterdam/0=Juniper/0OU=CA-
Center/CN=ca.example.net/emailAddress=trustcenter@example.net'
hash=6474bda8fe419b2525f6efa3579d2947437bc08e1a8ded9d48724f610c7c50e5
ens5: CTRL-EVENT-EAP-PEER-CERT depth=1 subject="'/C=NL/ST=Netherlands/L=Amsterdam/0=Juniper/0U=CA-
Center/CN=ca.example.net/emailAddress=trustcenter@example.net'
hash=6474bda8fe419b2525f6efa3579d2947437bc08e1a8ded9d48724f610c7c50e5
ens5: CTRL-EVENT-EAP-PEER-CERT depth=0 subject='/C=US/ST=California/O=Example TEST-Corp./0U=IT-
Department/CN=radius.example.net'
hash=3fa3a749a49e49597c3fd9b2441f0c4cebablde9e792868ac94a82fe69f0768c9
ens5: CTRL-EVENT-EAP-PEER-ALT depth=0 DNS:radius.example.net
ens5: CTRL-EVENT-EAP-SUCCESS EAP authentication completed successfully
ens5: CTRL-EVENT-CONNECTED - Connection to 01:80:c2:00:00:03 completed [id=0 id_str=]



Linux Client Wireless EAP-TLS Example

virsh console desktop2
# load your pkcs user-file from Lab-Host into VM
scp root@192.168.10.1:examplePKI/user@1.p12 .
# configure the WPA-Supplicant for EAP-TLS
cat <<EOF >/etc/wpa_supplicant/wpa_supplicant.conf
ctrl_interface=DIR=/var/run/wpa_supplicant
ctrl_interface_group=wheel

eapol_version=2

ap_scan=1
network={
ssid="vlan1099" # SSID of the network to connect
scan_ssid=1 # enable probe request for finding networks using hidden SSID
key_mgmt=WPA-EAP # use external authentication, not pre-shared key
eap=TLS

identity="user@1@example.net"
private_key="/root/user@1.p12"
private_key_passwd="juniper123"
eapol_flags=0

}

EOF

# check how your WLAN USB-Adapter is named
iwconfig

lo no wireless extensions.

wlxe8de27a0e68e IEEE 802.11 ESSID:off/any

Mode:Managed Access Point: Not-Associated Tx-Power=20 dBm

Retry short limit:7 RTS thr=2347 B  Fragment thr:off

Encryption key:off

Power Management:off
ens3 no wireless extensions.
# now start the wpa-supplicant in forground to see its messages
rm -f /var/run/wpa_supplicant/wlxe8de27a0e68e

wpa_supplicant -c /etc/wpa_supplicant/wpa_supplicant.conf -D nl180211 -i

wlxe8de27a0e68e
Successfully initialized wpa_supplicant
wlxe8de27a0e68e: SME: Trying to authenticate with d4:20:b0:11:56:13 (SSID='v1an1099' freq=2462
MHz)
wlxe8de27a0e68e: Trying to associate with d4:20:b0:11:56:13 (SSID='vlan1099' freq=2462 MHz)
wlxe8de27a0e68e: Associated with d4:20:b0:11:56:13
wlxe8de27a0e68e: CTRL-EVENT-EAP-STARTED EAP authentication started



wlxe8de27a0e68e:
wlxe8de27a0e68e:
wlxe8de27a0e68e:
wlxe8de27a0e68e:
wlxe8de27a0e68e:
wlxe8de27a0e68e:

CTRL-EVENT-SUBNET-STATUS-UPDATE status=0

CTRL-EVENT-REGDOM-CHANGE init=COUNTRY_IE type=COUNTRY alpha2=US
CTRL-EVENT-EAP-STARTED EAP authentication started
CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=13

CTRL-EVENT-EAP-METHOD EAP vendor @ method 13 (TLS) selected
CTRL-EVENT-EAP-PEER-CERT depth=1 subject='/C=NL/ST=Netherlands/L=Amsterdam/

0=Juniper/0U=CA-Center/CN=ca.example.net/emailAddress=trustcenter@example.net'
hash=6474bda8fe419b2525f6efa3579d2947437bc08e1a8ded9d48724f610c7c50e5

wlxe8de27a0e68e:

CTRL-EVENT-EAP-PEER-CERT depth=1 subject='/C=NL/ST=Netherlands/L=Amsterdam/

0=Juniper/0U=CA-Center/CN=ca.example.net/emailAddress=trustcenter@example.net’
hash=6474bda8fe419b2525f6efa3579d2947437bc08e1a8ded9d48724f610c7c50e5

wlxe8de27a0e68e:

CTRL-EVENT-EAP-PEER-CERT depth=0 subject='/C=US/ST=California/O=Example TEST-

Corp./0U=IT-Department/CN=radius.example.net'
hash=3fa3a749a49e49597c3fd9b2441f0c4cebab4e9e792868ac94a82fe69f0768c9

wlxe8de27a0e68e:
wlxe8de27a0e68e:
wlxe8de27a0e68e:
wlxe8de27a0e68e:
wlxe8de27a0e68e:

CTRL-EVENT-EAP-PEER-ALT depth=0 DNS:radius.example.net

CTRL-EVENT-EAP-SUCCESS EAP authentication completed successfully
PMKSA-CACHE-ADDED d4:20:b0:11:56:13 @

WPA: Key negotiation completed with d4:20:b0:11:56:13 [PTK=CCMP GTK=CCMP]
CTRL-EVENT-CONNECTED - Connection to d4:20:b0:11:56:13 completed [id=0 id_str=]

Linux Client Wired EAP-TTLS Example

In our example, ens5 is the ethernet interface:

virsh console desktop1

# load your root-ca-file from Lab-Host into VM

scp root@192.168.10.1:examplePKI/cacert.pem .
# configure the WPA-Supplicant for EAP-TTLS w. PAP
cat <<EOF >/etc/wpa_supplicant/wpa_supplicant.conf

ctrl_interface=DIR=/var/run/wpa_supplicant

ctrl_interface_group=wheel

ap_scan=0

network={
key_mgmt= IEEE8021X # use external authentication, not pre-shared key
eap=TTLS # enable TTLS method for encrypted tunnel
ca_cert="/root/cacert.pem" # root-ca that signed the cert of the AAA-Server
anonymous_identity="anon@example.net" # use identity outside tunnel as NAI
phase2="auth=PAP" # use password authentication protocol

# this will pass clear-text password inside tunnel

identity="user@1@example.net" # use this identity inside tunnel

password="juniper123" # password of the authenticating user



}

EOF

# now start the wpa-supplicant in forground to see its messages

wpa_supplicant -c /etc/wpa_supplicant/wpa_supplicant.conf -D wired -i ens5

Successfully initialized wpa_supplicant

ens5: Associated with 01:80:c2:00:00:03

ens5: CTRL-EVENT-SUBNET-STATUS-UPDATE status=0

ens5: CTRL-EVENT-EAP-STARTED EAP authentication started

ens5: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=13 -> NAK

ens5: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=21

ens5: CTRL-EVENT-EAP-METHOD EAP vendor @ method 21 (TTLS) selected

ens5: CTRL-EVENT-EAP-PEER-CERT depth=1 subject='/C=NL/ST=Netherlands/L=Amsterdam/0=Juniper/0OU=CA-
Center/CN=ca.example.net/emailAddress=trustcenter@example.net'
hash=6474bda8fe419b2525f6efa3579d2947437bc08e1a8ded9d48724f610c7c50e5

ens5: CTRL-EVENT-EAP-PEER-CERT depth=0 subject='/C=US/ST=California/0=Example TEST-Corp./0U=IT-
Department/CN=radius.example.net'
hash=3fa3a749a49e49597c3fd9b2441f0c4cebabl4e9e792868ac94a82fe69f0768c9

ens5: CTRL-EVENT-EAP-PEER-ALT depth=0 DNS:radius.example.net

ens5: CTRL-EVENT-EAP-SUCCESS EAP authentication completed successfully

ens5: CTRL-EVENT-CONNECTED - Connection to 01:80:c2:00:00:03 completed [id=0 id_str=]

Linux Client Wireless EAP-TTLS Example

virsh console desktop2
# load your root-ca-file from Lab-Host into VM
scp root@192.168.10.1:examplePKI/cacert.pem .
# configure the WPA-Supplicant for EAP-TTLS w. PAP
cat <<EOF >/etc/wpa_supplicant/wpa_supplicant.conf
ctrl_interface=DIR=/var/run/wpa_supplicant

ctrl_interface_group=wheel

ap_scan=1

network={
ssid="vlan1099" # SSID of the network to connect
scan_ssid=1 # enable probe request for finding networks using hidden SSID
key_mgmt=WPA-EAP # use external authentication, not pre-shared key
eap=TTLS # enable TTLS method for encrypted tunnel
ca_cert="/root/cacert.pem" # root-ca that signed the cert of the AAA-Server
anonymous_identity="anon@example.net" # use identity outside tunnel as NAI
phase2="auth=PAP" # use password authentication protocol

# this will pass clear-text password inside tunnel

identity="user@1@example.net" # use this identity inside tunnel



password="juniper123" # password of the authenticating user

}

EOF

# check how your WLAN USB-Adapter is named
iwconfig

lo no wireless extensions.

wlxe8de27a0e68e IEEE 802.11 ESSID:off/any

Mode:Managed Access Point: Not-Associated Tx-Power=20 dBm

Retry short limit:7 RTS thr=2347 B  Fragment thr:off

Encryption key:off

Power Management:off
ens3 no wireless extensions.
# now start the wpa-supplicant in forground to see its messages
rm -f /var/run/wpa_supplicant/wlxe8de27a0e68e

wpa_supplicant -c /etc/wpa_supplicant/wpa_supplicant.conf -D nl80211 -i

wlxe8de27a0e68e
Successfully initialized wpa_supplicant
wlxe8de27a0e68e: SME: Trying to authenticate with d4:20:b0:11:56:13 (SSID='v1an1099' fregq=2437
MHz)
wlxe8de27a0e68e: Trying to associate with d4:20:b0:11:56:13 (SSID='vlan1099' freq=2437 MHz)
wlxe8de27a0e68e: Associated with d4:20:b0:11:56:13
wlxe8de27a0e68e: CTRL-EVENT-EAP-STARTED EAP authentication started
wlxe8de27a0e68e: CTRL-EVENT-SUBNET-STATUS-UPDATE status=0
wlxe8de27a0e68e: CTRL-EVENT-REGDOM-CHANGE init=COUNTRY_IE type=COUNTRY alpha2=US
wlxe8de27a0e68e: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=13 -> NAK
wlxe8de27a0e68e: CTRL-EVENT-EAP-PROPOSED-METHOD vendor=0 method=21
wlxe8de27a0e68e: CTRL-EVENT-EAP-METHOD EAP vendor @ method 21 (TTLS) selected
wlxe8de27a0e68e: CTRL-EVENT-EAP-PEER-CERT depth=1 subject='/C=NL/ST=Netherlands/L=Amsterdam/
0=Juniper/0U=CA-Center/CN=ca.example.net/emailAddress=trustcenter@example.net'
hash=6474bda8fe419b2525f6efa3579d2947437bc08e1a8ded9d48724f610c7c50e5
wlxe8de27a0e68e: CTRL-EVENT-EAP-PEER-CERT depth=0 subject='/C=US/ST=California/0=Example TEST-
Corp./0U=IT-Department/CN=radius.example.net'
hash=3fa3a749a49e49597c3fd9b2441f0c4cebabl4e9e792868ac94a82fe69f0768c9
wlxe8de27a0e68e: CTRL-EVENT-EAP-PEER-ALT depth=0 DNS:radius.example.net
wlxe8de27a0e68e: CTRL-EVENT-EAP-SUCCESS EAP authentication completed successfully
wlxe8de27a0e68e: PMKSA-CACHE-ADDED d4:20:b0:11:56:13 @
wlxe8de27a0e68e: WPA: Key negotiation completed with d4:20:b0:11:56:13 [PTK=CCMP GTK=CCMP]
wlxe8de27a0e68e: CTRL-EVENT-CONNECTED - Connection to d4:20:b0:11:56:13 completed [id=0 id_str=]



Configuration Examples of Public Identity Provider Database Integration

Azure AD Integration

Juniper Mist Access Assurance allows you to integrate our authentication service natively into Azure
Active Directory using OAuth. Then, you leverage Azure AD as an IdP in combination with Juniper Mist
Access Assurance in the following way:

e User authentication with EAP-TTLS

e Authenticate users by doing delegated authentication checking username and password via
OAuth

e Obtain user group memberships to leverage them in auth policies
e Obtain user account state information (active or suspended)

e User authorization with EAP-TLS or EAP-TTLS

e Obtain user account state information (active or suspended)

e Obtain user group memberships to leverage them in auth policies
e User authorization status by MDM compliance status (using Microsoft Intune)
Azure AD Integration Part 1: Azure Portal configuration
Login to your Azure tenant at portal.azure.com.

Navigate to Azure Active Directory > App Registrations.



Home >

(i | Juniper Networks | Overview

Azure Active Directory

© Overview
Preview features

#  Diagnose and solve problems

Manage

& Users

&8 Groups

HE External Identities

4. Roles and administrators

Administrative units
& Delegated admin partners

B Enterprise applications

L8 Devices

App registrations

(&) Identity Governance
% Application proxy

EJ Custom security attributes
(Preview)

Licenses

& K

Cross-tenant synchronization
®  Azure AD Connect

&) Custom domain names

@ Mobility (MDM and MAM)

Password reset

Il Company branding

&% User settings

Properties

What's new

« —I— Add v fé; Manage tenants

B_“'g Prev

@ Microsoft Entra has a simpler, integrated experience for manag

Overview Monitoring Properties Recommendations
| £ search your tenant

Basic information

Name Juniper Networks

Tenant ID

Primary domain deaflyz.onmicrosoft.com

License Azure AD Premium P2

Alerts

255d31b5-3f25-457a-bbec-3877a4411593

A Gradual IPv6 enablement from April to June 2023

Please review and update your Named locations and

Conditional Access policies to avoid any service

impact

Learn more (@
My feed

a Try Microsoft Entra admin center

Secure your identity environment with Azure AD,

permissions management and more.

Go to Microsoft Entra (2

Click on New Registration.

]
Azure Active Directory

@ Overview
Preview features

X Diagnose and solve problems

Manage

& Users

& Groups

85 External Identities

&, Roles and administrators
& Administrative units

% Delegated admin partners
HY Enterprise applications

[d Devices

B App registrations

= Juniper Networks | App registrations =

-+ New regi /2 Troublesh
&

() Refresh

L Download [ Preview features

& Got feedback?

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical

updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications Owned applications  Deleted applications

O Start typing a display name or application (client) ID to filter these r...

| 5 Add fiters

14 applications found

Display name T

Application (client) ID

<5170d5c¢-67bf-4ecc-bd1d-1c933ebbb
75af0f0c-36b8-4ccd-87cf-d1f1644fecat
9e21e0b2-fod5-4f2a-b34e-dfeB5d02ae
3b3e7e7b-c76f-417f-bBa7-12a1d41b7t

dd186b91-8320-415f-bfac-53155017at
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Give your application a name, then click Register.

Home > Juniper Networks | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later),

| Mist AA Connector]

Supported account types

Wha can use this application or access this API?
(®) Accounts in this organizational directory only (Juniper Netwarks only - Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and persanal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authes
changed later, but a value is required for most authentication scenarios.

icating the user. Providing this now is aptional and it can be

Select a platform ~ ‘ e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =7

Copy and save Application (client) ID, Directory (tenant) ID, then select Add a certificate or secret.

Home > Juniper Networks | App registrations >

zzz Mist AA Connector =
iy

Preview features

B Do @ Endpins

B Overview @ Got asecond? We would love your feedback on Microsoft identity platform (previously Azure AD for develaper). —
& Quickstart
#" Integration assistant A Essentials
_— S—— st Ak Corvector A———
I i & propeitis Application (client) ID  : fc99b163-f956-45ec-bBdl1-9001 ecf54b95. Redirect URIs
Object ID : c0623470-7bd6-412d-aff3-c963b3a553cf Application 1D URI Add an Application ID URI
2 Authentication
IDlre:mry (tenant) D : 255d31b5-3125-457a-b6ec-387724411593 I Managed application in l... : Mist AA Connector
Certificates & secrets

Supported account types : My organization only

1l Token configuration
‘APl permissions @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

& Expose an API

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADA!.) lm.i Azure AD Graph. We will continue to provide technical support and security updates but we will no
updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph.

% App roles

&5 Owners
&, Roles and administrators Get Started  Documentation

Bl Manifest

d your application with the Microsoft identity platform

Support + Troubleshooting

& Troubleshooting The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You ean create modern, standards-based

AN ” : authentication solutions, aceess and protect APIs, and add sign-in for your users and customers. Learn morer?
lew support reques

Select New Client Secret, set the secret expiration, then click Add.



Home > Juniper Networks | App registrations > Mist AA Connector Add a client secret %
Mist AA Connector | Certificates & secrets =
Description [ st ] |
& Search « 47 Got feedback? B
Expires [ 730 days (24 months) <]
B Overview
& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (
scheme) For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
# Integration assistant
Manage
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.
== Branding & properties
D Authentication " . ‘
Certficates (0)  Client secrets (0)  Federated credentials (0)
Certificates & secrets —
. A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
11 Token configuration
= API permissions
@ Expose an API Description Expires Value & Secret ID N
Hi App roles
No client secrets have been created for this application.
& Owners

&, Roles and administrators
i Manifest

Support + Troubleshooting
& Troubleshooting

& New support request

Once the secret is added, copy and save the Value field (note that you will only see it once immediately
after the secret is created, so make sure to save it in a secure place).

Certificates (0) Client secrets (1)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

—~+ New client secret

Description Expires Value Secret ID

Mist AA 5/24/2025 BLp8Q~bwSow3fnbflkXK2W30BbYBFsit ... [y J0120b96¢-6fe1-48cd-987d-2074e72997ee [y [i]

Now, navigate to the Authentication tab and enable Allow public client flows, this is required if you want
to support EAP-TTLS credential-based authentication.
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Home > Juniper Networks | App registrations > Mist A Connector

) Mist AA Connector | Authentication #

[ o search A7 Got feedback?

B Overview :
Platform cenfigurations

% Quickstart
. } Depending on the platform or device this application is targeting, adcitional configuration may be required such as

# Integration assistant. redirect URIs, specific authentication settings, or fields specific ta the platform.

Manage -+ Add a platform

= Branding & properties

Supported account types

Certificates & secrets

= Who can use this application or access this API?

Token configuration

(®) Accounts in this organizational directary anly (Juriper Networks only - Single tenant)

2 APl permission:
PemEA. () Accounts in any organizational directary (Any Azure AD directory - Muttitenant)

@ Expose an API
Help me decide.

L Approles

2 Owners
x
N A\ Due to temporary differences we don't d enabling persanal Microsoft
. Bt s i accounts for an existing registration. If you need to enable personal accounts, you can do o using the manifest
. Learn more about these restrictions,
 Manifest edior.
Support + Troubleshooting

Advanced settings

2 Troubleshooting n
Allow public client flows ©

Mew support request

Enable the following mobile and desktop flows:

* App collects plaintext password (Resource Owner Password Credential Flow) Leam more
+ No keyboard (Device Cade Flow) Learn mare =7
« 550 for domain-joined Windows (Windows Integrated Auth Flow) Learn more 7

App instance property lock O

Configure the application instance medification lock. Learn more (7 Configure

Lastly, navigate to the API permissions tab and grant the following permissions, and do not forget to
grant admin consent:

Microsoft Graph:
e User.Read=Delegated
e User.Read.All=Application

o Group.Read.All=Application

Home > Juniper Networks | App registrations > Mist AA Connector

- Mist AA Connector | AP| permissions £ X

O Search « () Refresh 27 Got feedback?

B Overview

& Quickstart '3
@ The “Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not refiect the value in your organization, ar in organizations where this app will be
used. Leam more

# Integration assistant

Manage Configured permissions

B Branding & properties

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Leam more about permissions and consent

D Authentication
Certificates & secrets + Adda penmssmnl ~/ Grant admin consent for Juniper Networks I
Token configuration API / Permissions name Type Description Admin consent requ... Status
~ Microsoft Graph (3) o
Expose an API Group Read All Application  Read all groups Yes @ Granted for Juniper Net =+
UserRead Delegated  Sign in and read user profile No © Granted for Juniper Net_ *++
2 Owners UserRead All Application  Read all users’ full profiles Yes © Granted for Juniper Net,, =~
4. Roles and administrators
W Manifest To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Azure AD Integration Part 2: Juniper Mist Cloud Configuration

Navigate to Organization > Access > Identity Providers and click Add IDP.
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B Identity Providers

Name IDP Type Default IDP

Configure Azure AD integration as follows:

IDP Type=0Auth

OAuth Type=Azure

OAuth Tenant ID=

<paste value from Directory (tenant)

ID you copied from Azure app>

Domain Names=

<configure your Azure domain
name(s)>

OAuth Client Credential (CC) Client Id:=

<paste
Application (client) ID you copied from Azure app
earlier>

e OAuth Client Credential (CC) Client Secret=

<paste
Value of the secret your created earlier>

THU 1046 AMCEST 2 Q) (D)

Add IDP.



e OAuth ROPC Client Id=

<paste Application (client) ID
from Azure>

New Identity Provider [ crene [

Name

Azure AD

Configuration

NOTE: Notes on EAP-TTLS authentication with Azure.

EAP-TTLS authentication leverages Resource Owner Password Credential (ROPC) OAuth flow with
Azure AD, which means using legacy authentication using a username and password without multi-
factor authentication (MFA). Below are a few considerations to keep in mind regarding using this
method:

e Client devices need to be configured with the right Wi-Fi profile, either from group policy (GPO) or
MDM—simply providing a username and password at the login prompt will not work for some
operating systems.

e Users need to use their full user principal name (UPN) (username@domain), not just their username.
e Clients need to trust the server certificate. See following document for more details.

e Users need to log in at least once to Azure before ROPC authentication will work (this is important if
using test user accounts).

e MFA needs to be disabled for users using this specific application, as MFA is not a real option for
802.1X (breaks roaming, and client timeouts).

Validation


https://www.mist.com/documentation/mist-access-assurance-server-certificate/
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When clients are authenticated using EAP-TLS with Azure AD lookup, you should see an additional
event called NAC IDP Group Lookup Success.

Client Events soTotal 50Geod 17 Meutral 23Bad =

uuuuuuuuuuuu I T

AP MistAA-TestAP BSsSID d4:20:b0:8c7c:4b
Gateway ARP MistAA-TestAP
Success s5ID mist-secura-net Certificate Serial Number 6c0000000e491a8433a2c7
Cbfc00000000000e
Authorization & MistAA-TestAP Authentication Type 802.1%
Association User Name user1@deaflyz.onmicrosof
Certificate CN user] Loy
NAC IDP Group MistAA-TestAP
Lookup Success = = =
B Certificate Expiry 2075-05-19T15:59:457 Certificate Issuer /DC=com/DC=mistaa/CN
mistaa-MROOT-CA
NAC Client Access MistAA-TestAP
EAP Type EAP-TLS
Allgared P IdP Roles Emplayee, vip-group1,
CorpAndroidDevices
NAC Client MistAA TestAP
Certificate P Azure AD
Validation Success

In EAP-TTLS scenarios, you should see NAC IDP Authentication Success (indicating that Azure validated
the user credentials), followed by a NAC IDP Group Lookup Success event that fetches user group
memberships.

Client Events  90Total 50Good 17 Neutral 23 Bad =

Authorization & MistAA-TestAP

Association AP MistAATestAP BSSID d4:20:60:8cTc4b
NAC Client Access ~ MistAA-Testap o
Allowed sSID mist-secure-net Authentication Type B02.1X
.
NAC IDP Group MistAA-TesthP User Name Lser] @deaflyz.onmicrosof Certificate Expiry 0001-01-01T00:00:00Z
Lookup Success
EAP Type EAP-TTLS
NAC IDP MistAATestAP |dP Roles ]
Authentication CorpAndroidDevices,
Success Employee
NAC,S,ENEV MistAA-TestAP IDP Azure AD
Certificate
Validation Success.
Cliant Raamad Awaw  MistAATactAR

Okta Integration

Juniper Mist Access Assurance allows you to integrate our authentication service natively with the Okta
directory using OAuth. Then, you leverage Okta as the IdP in combination with Juniper Mist Access
Assurance in the following way:

e User authentication with EAP-TTLS

o Authenticate the user by doing delegated authentication checking username and password via
OAuth

e Obtain user group memberships to leverage them in auth policies
e Obtain user account state information (active or suspended)

e User authorization with EAP-TLS or EAP-TTLS

e Obtain user account state information (active or suspended)

e Obtain user group memberships to leverage them in auth policies
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Okta Integration Part 1: Okta Dashboard

First, get your Okta tenant ID and save it. You can see it if you click in the upper-right corner of the Okta
dashboard:

@pnl...

@B -
OO0 cuta-gev-20521981

My setlings

Sign out

Okta Integration Part 2: OKTA Resource Owner Password Credential App Integration

NOTE: The steps in this section are for the IdP to be able to validate the User credentials when
asked by the Mist Authentication Cloud.

Step 1—Create App Integration

Navigate to Applications > Create New App Integration.

Create a new app integration

Sign-in method © 0IDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

Learn More (2

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

Application type Web Application

s on Server-side applications where authentication and tokens are handled on
What kind of application are you trying to integrate PP

with Okta? the server (for example, Go, Java, ASP.Net, Node.js, PHP)
Single-Page Application
Specifying an application type customizes your Single-page web applications that run in the browser where the client

experience and provides the best configuration, AN mﬁ“ I“ SiEmele iiiiiiiiﬁ an“ E18 ﬁiiﬂ ¥“

SDK, and sample recommendations. o Native Application

Desktop or mobile applications that run natively on a device and redirect
users to a non-HTTP callback (for example, iOS, Android, React Native)

cancel m

Step 2—Configure App Grant type and user assignments



Name your application, select Resource Owner Password grant type:

#; New Native App Integration

General Settings

Apy Intisgeation ramns User Auth - Mist Access Assurance

Loga (Optional) ola
Grant type Client acting on behalf of a user

@ Authorization Code

Resource Owner Password

Device Authorization
Token Exchange
Implicit fhybrid)

Learn More =

Select which users to allow to authenticate with this app.

Assignments
Controlled access © Allow everyone in your organization to access
I o selecled groups
Skip group assignment for now
Enable i i access (Recommended) Enable i i access with Fe ion Broker Mode

To ensure optimal app performance at scale, Okta End User
Dashboard and provisioning features are disabled. Learn more
about Federation Broker Mode[2.

w Eaes)

Step 3—Generate Client ID and Client Secret

Let's generate the client secret. Under the General tab, click on the Edit button.

@ User Auth - Mist Access Assurance

Oens] [&]

View Logs

General  SignOn  Assignments  OKlaAPIScopes  Application Rate Limits

Client Credentials

Client ID

Ooa8modcbjuzqwRiesd?

Public identifier or the client that is required for all
CAun flows.

Cilent authentication O None
Client secret

Public key ! Private key

Proof Key for Code Exchange (PKCE] (2 Require PKCE as additional verification

Set Client Authentication as Client Secret.
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General  Signon  Assignments

Client Credentials

Client ID

Client

Okta AP Scopes  Application Rate Limits

cancel

OoadmoOchjuzqwRie5d?
Public identifier for the client that is required for all
OAUth flows.

Froof Key for Code Exchange [PKCE)

CLIENT SECRETS

Creation date ~ Secret

Client secret
te key

| (O Require PKCE as additional verification I

Status

Anew dlient secret is generated after you click Save

Copy the generated client ID and client secret.

Client Credentials

Client ID

Client authentication

Proof Ky for Code Exchange (PKCE)

CLIENT SECRETS

Creationdate  Secrot

May 19,2023 seesseccsscniens

Cancel

Edit

GoagmolicbjuzawRieSd7

bublic identifier far the client that is required

OAuth flows.
Nane
D Client secret

Public key / Private key

Require PKCE as additional verification

Generate new secret

Status

Step 4—Configure App API Scopes

Go to the Okta API scopes to allow the app the following read permissions.

o

Active v

User Auth - Mist Access Assurance

| 8 | ViewLogs

General  SignOn  Assignments  Okta APIScopes  Application Rate Limits

Consent Scope Consent Actions
Any
okta.groups.read @ Granted @ Revoke
Granted
Vot Granted okta.roles.read® Granted @ Revoke
okta.users.read.sell @ Granted @ Revoke

Okta Integration Part 3: OKTA Client Credential App Integration
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NOTE: The steps in this section are for the IdP to send back group assignments to the Mist
Authentication cloud after successful user authentication.

Step 1—Create the App Integration

Navigate to Applications > Create New App Integration. Select API Services as the sign-in method.

Create a new app integration

Sign-in method OIDC - OpenlD Connect
Token-based OAuth 2.0 authentication for Single Sign-On (S50) through API

Learn More 2 g 9 ( ) g

endpoints. Recommended if you intend to build a custom app integration

with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or

O APl services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

Name your application and click Save.

2 New API Services App Integration

General Settings

App integration name User AuthZ - Mist Access Assurance

Cancel

Step 2—Generate the Client ID and Private Key

On the next screen, select Edit to generate a private key.
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General  Okta APIScopes  Application Rate Limits

Client Credentials

Publ
OAuth flow

Client authentication Client secret
Public key / Private key

CLIENT SECRETS
Generate new secrat
Creationdate  Secret Status
May 19,2023  sessesssansessessesnsasssasssnssnssennes o

Set Client Authentication as Public key / Private key, then click on Add key.

General  Okta APIScopes  Appiication Rate Limits

Client Credentials Cancel

Clent ID

Cllnt authentication

© Pubiic key / Private key

PUBLIC KEYS

Configuration © Savo keys in Okta
Use a URL to fetch keys dynamically

KD Status Croated

No public keys are configured. Click Add key to gel started

ﬂ oo

First, select PEM as the format, then click Copy to clipboard to copy the resulting private key (save it in a
secure place), then click Done.

Add a public key

Paste your awn public key or automatically generate a new key par

Private key - Copy this!

The private key appears only once for enhanced security, Copy this key and stare it somewhere

Copy to clipboard

safe for

=
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On the next screen, click Save.

Client Credentials Cancel

Glient [0 00agmonxazanw3PEWS5A7

for the client that is required for al

Cilent authentication Client secret
© Pubiic key / Private key

PUBLIC KEYS
Configuration © save keys in Okta
Use @ URL to fetch keys dynamically
KD Status Created

T3HeCoIMe X JwWAXoBGMMMd1zd-
LagxVsJucwUy0BS4

Invalid Date

@ o

Do not forget to copy and save your client ID.

Client Credentials Edit
Clientio CoaSmonxa2anw3PEWSA7 m
Public identifier for the client that is required fi
OAuth flows
Client authentication Client secret

Public key / Private key

PUBLIC KEYS
Configuration O Save keys in Okta
Use a URL to fetch keys dynamically
Add
KD Status Created
T3HccdOhxIXIWWAXoBGMmMd1z4-
° May 19, 2023

LagxVsJucwUy0BS4

Scroll down until you see General Settings section, click Edit and uncheck “Require Demonstrating Proof

of Possession (DPoP) header in token requests.”

General Settings Cancel
APPLICATION

App integration name User AuthZ - Mist Access Assurance

Application type Service

Proof of pessession Require Demonstrating Proof of Possession (DPoP)

header in token requests

Grant type Client acting on behalf of itself
Client Credentials
Client acting on behalf of a user

Token Exchange

Save Cancel

Step 3—Configure App API Scopes
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Go to the Okta API Scopes tab and grant the following APl permissions.

User AuthZ - Mist Access Assurance

©

| Active v ‘ 8 | View Logs
General Okta APl Scopes Application Rate Limits
Consent Scope Consent Actions
e
Any
okta.groups.read@ Granted @ Revoke
Granted
Not Granted okta.roles.read @ Granted @ Revoke
okta.users.read@ Granted © Revoke

Step 4 - Assign Admin Role to App

Navigate to Admin roles tab and assign Read-only Administrator role, otherwise app will not be able to
read any data via API.

General Okta API Scopes Admin roles Application Rate Limits

Admin assignments granted to this app

Roles & Resource set

Read-only Administrator 1 Resources

Okta Integration Part 4: Local Okta User Creation Example

NOTE: Local Okta Users creation is optional! You may use other methods to manage your User
Accounts.
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To add a new User Account got to Directory > People > Add person.

3% okta

Dashboard ~

Directory ~ People
People | & Add person ‘ ‘ = Reset passwords | | i Reset multifactor ‘ ‘ More actions -
Groups
Profile Editor % |i‘

Configure the following example user, then save the account:
o User type=User

e First name=Joe

e Last name=Doe

e Username=userO4@example.net (used for IdP login)

e Password

e Password=<your password>

e User must change password on first login=Unchecked/Disabled


mailto:user04@example.net
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Add Person

User type @ "
First name

Last name

Username userDd@example.nat

Primary email

userl4@mexample.nat

Groups (optional)

Password @ Set by admin -

@r must change password on first login

Do not send unsolicited or unauthorized activation emails. Read more

m Save and Add Another Cancel

Then Activate the User Account

Parson & usemame Primary emaill Status

Joe Doe userQ4@example.neat Staged

userld@example.net

Assign the second Application to this User Account (above we use the name “User AuthZ - Mist Access
Assurance”) to allow the readout of the group assigns for this account as part of the IdP.



Joe Doe
userfd@example.net

‘ i Reset Password | | More Actions -

B Usar & Active \iewLogs
Applications Groups Profile Admin roles
Assigned Applications
Assign Applications

Application Assignment & App Usamame

No apps assigned to this usar.
Assign the second Application.
Assign Applications x
Search...
@ User Auth - Mist NAC Assign
@ User AuthZ - Mist NAC Assign

Check the Application is now assigned to the User Account.
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Joe Doe

userQd@examplenet

| > Reset Password ‘ | More Actions -~

B User & Active View Logs

Groups Profile Admin roles

Assigned Applications

Assign Applications Search...
Application Assignment & App Usamame
A Individual
@ User AuthZ - Mist NAC s X

usarQd@example.nat

Check the Groups this User Account belongs to. The group Everyone is default. You can add more as
required. All these groups will then be reported back to the Mist Authentication Cloud and one can
make Label based decisions.

Joe Doe

userldmexample.net

| = Reset Password | | More Actions -

A User 4 Active View Logs

Applications Profile Admin roles

Groups
Groups
Type group to add... Groups allow you to manage app
assignments and user profile
attributes more efficiantly.
Group

Converting Assignments
EVETYONE iffff— na

All users in your organization Application access and user profile
attributes can be converted from
being individually-managed to group-
managed. You can convert
assignments from an app's Group tab.

Okta Integration Part 5: Juniper Mist Cloud Configuration
First, get your Okta tenant ID into the new IdP under the Juniper Mist dashboard.

Step 1—Add Identity Provider



In the Juniper Mist dashboard, navigate to Organization > Access > Identity Providers > Add.
Configure the IdP as follows:

o |IDP Type=0Auth

o OAuth Type=0kta

e OAuth Tenant ID=

<Okta Tenant ID (from Part
1)>

NOTE: Should you use an Okta developer account for testing then the OAuth Tenant ID must
not contain a domain extension and look like “dev-<number>."

e Domain Names=

<Your Okta users domain name(s), e.g.

company . com>

e OAuth CC Client ID=

<Client ID you copied in Part 3 /
Step 2>

o OAuth CC Private Key=

<Private key you copied Part 3 /
Step 2>

e OAuth ROPC Client ID=

<Client ID from Part 2 / Step 3
of this guide>



e OAuth ROPC Client Secret=

<Secret from Part 2 / Step 3
of this guide>
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< Identity Providers : oauth-okta

Name

oauth-okta

Configuration

IDP type
O LDAaPS @ pAuth

OAuth Type
Okta -

OAuUth Tenant ID (D)
| dev-90521981 |

Domain Mames

| juniper.net |

(] Default IDP (3

OAuth Client Credential (CC) Client 1d (&
| Ooa7adueesj2jbLausd7 |

OAuth Client Credential (CC) Client Private Key (&)

View Private Key

DAuth Resource Owner Password Credential (ROPC) Client Id (5
| Ooa7maxi6oTmZcoy35d7

OAuth Resource Owner Password Credential (ROPC) Client Secret (&0

R R R e PR T PR R LN R RS E R R AT T Y RE‘U‘EEI

Validation



In the case of a successful EAP-TLS client authentication with a subsequent IdP lookup against Okta,
you should see a NAC Group Lookup Success event with IdP roles fetched from Okta.

Client Events 141Total 93 Good 8 Neutral 40 Bad

DHCP Suecess BRQLAB-AP}-1 =5 . Certificate Serial Number 13000fd915ae53c119b
6bdd8fe0001000fd915
DHCP Success BRQLAB-APE Authentication Type 802.1%
User Name vdementyev@juniper.n
izati BRQLAB-AP}-1
:uth({r|1§t\0n & Al Certificate CN Slava Dementyev et
ssociation 857FBD3E-8D56-4804-
Certificate Issuer /DC=net/DC=jnpr/CN=|
. R AR AD A325-16AC99014507
NAC Client Access BRQLAB-AP)-1 uniper Networks Issuin
Allowed
Certificate Expiry 2024-02-02T11:48:51Z I ED
NAC IDP Group BRQLAB-APJ-1 .
Lookup Success Certificate SAN (UPN) wdementyev@juniper.n EPRES SRR I,
o Employee
NAC Client BRQLAB-APJ-1 7 s
Certificate IDP oauth-okta EAP Type EARTL
Validation Success

In the case of a successful EAP-TTLS authentication, you would also see a successful NAC IDP
Authentication Success event indicating that Okta has verified the user credentials.

Client Events  3745Total 1266 Good 2303 Neutral 176 Bad 11,0000f3,745 > =
DHCP success vaem ENTyEvETanBer...
Authorization & vdementyev@juniper... Client vdementyev@juniper.net AP BRQLAB-AP-2
Association
BSSID a&f7:d9:98:a7:c1 ssID mistaa
NAC Client Access vdementyev@juniper...
Allowed Authentication Type 802.1X User Name vdementyev@juniper.net
NAC IDP Group vdementyev@juniper...

Certificate Expiry 0001-01-01700:00:00Z
Lookup Success

NAC IDP vdementyev@juniper...
Authentication
Success

NAC Server vdementyev@juniper...
Certificate
Validation Success

Own LDAP Directory

The steps below are provided to give you an idea about the steps taken when you want to test against a
simple minimalistic LDAP repository. The LDAP repository and its directory structure were kept as basic
as possible. We suggest that you not put it into production, but it might help to understand the
processes if you intend to create a similar integration.

NOTE: The information presented in this chapter is limited to lab usage only and not meant to be
used in production.

Own LDAP Directory Part 1: Create an Instance with a Public IP Address

The first step is to set up an instance running somewhere that can host the LDAP software. This can be
a container, a virtual machine or a physical server. You do not require much in the way of resources or
CPU power. You can even run the service on a Raspberry Pi. An important aspect of this solution is that
you need to have a static public IP address and translate the LDAPS TCP port 636 to the private LDAP
instance if the instance is not directly connected to the static public IP address.


https://www.raspberrypi.com/

Remember that the Juniper Mist authentication cloud (located on the Internet) needs to be able to open
a connection to the private LDAP instance to check credentials. If you host that instance locally, you
likely need to ask your IT team to allow this connection through an enterprise firewall. An alternative is
to create an instance in a public cloud provider as you can then more easily get a public IP address
mapped to that instance.

Whichever option you choose, note down the public IP address for the LDAP instance for the next
process. In our example, we created a small Ubuntu 22.04 VM on a public cloud to run the LDAP
instance.

Own LDAP Directory Part 2: Create Certificates for LDAPS

Once the LDAP instance with a static public IP address is in place, you must create a certificate using the
customer’s PKI for a TLS server. If you plan to put the service into production later, the best option is to
add it to DNS with FQDN. Here, we just use the static IP address for simplicity. The example below uses
a home-grown PKI based on OpenSSL, so you likely need to use similar steps that are relevant to the
customer’s PKI. Obviously, you need to substitute 127.0.0.1 with your own IP address.

cd examplePKI

openssl genrsa -out ldapserveraz.example.key 4096

openssl req -new -key ldapserveraz.example.key -subj '/C=US/ST=California/L=Sunnyvale/O=Example
TEST-Corp./0U=IT-Department/CN=127.0.0.1' -out ldapserveraz.example.csr

cat <<EOF >ca-server.extensions.cnf

basicConstraints=critical,CA:FALSE

keyUsage = digitalSignature,nonRepudiation,keyEncipherment,dataEncipherment,keyAgreement
extendedKeyUsage = serverAuth

subjectAltName=IP:127.0.0.1

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid,issuer

EOF

openssl ca -config casign.conf -extfile ca-server.extensions.cnf -out ldapserveraz.example.pem -
infiles ldapserveraz.example.csr

openssl x509 -in ldapserveraz.example.pem -out strip.pem

cat strip.pem >ldapserveraz.example.pem

cat ldapserveraz.example.pem



Own LDAP Directory Part 3: Install the LDAP Service

In our example, we used a Docker container inside our VM, so the first step was installing Docker itself:

apt-get install apt-transport-https ca-certificates curl gnupg-agent software-properties-common -
y

apt-key adv --keyserver keyserver.ubuntu.com --recv-keys 7EABA9C3F273FCD8

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key add -

add-apt-repository "deb [arch=amd64] https://download.docker.com/linux/ubuntu $(1sb_release -cs)
stable"

apt-get update

apt-get install docker-ce docker-ce-cli containerd.io docker-compose -y

Then, you can install an OpenLDAP Docker container and configure the certificates for LDAPS:

# create some storage directories
docker rm -f openldap-server

rm -fR /data/slapd/*

mkdir -p /data/slapd/config

mkdir /data/slapd/database

mkdir /data/slapd/certs

chmod 775 -R /data/slapd

chown -R $USER:docker /data/slapd
apt-get install -y ldap-tools

# we use the cacert.pem File of our root-ca
# as our Enterprise root CA

cat <<EOF >/data/slapd/certs/cacert.pem

EOF


https://www.openldap.org/

cat <<EOF >/data/slapd/certs/ldapserver.example.key

EOF
# create and remember a strong ADMIN password
ADMINPASS="cat /dev/urandom | tr -dc 'a-zA-Z0-9' | fold -w 20 | head -n 1°
echo 'The Admin password is:'$ADMINPASS >ldapadminpass.txt
echo 'The Admin password is:'$ADMINPASS
The Admin password is:MCOXXXXXXXXXxXXXXRjQ6IC
# lauch the ldap docker instance
docker rm -f openldap-server
docker run \
--restart=always \
--name openldap-server \
-p 389:389 \
-p 636:636 \
--env LDAP_ORGANISATION="example.net" \
--env LDAP_DOMAIN="1dap.example.net" \
--env LDAP_BASE_DN="dc=ldap,dc=example,dc=net" \
--env LDAP_ADMIN_PASSWORD=$ADMINPASS \
--volume /data/slapd/database:/var/lib/1ldap \
--volume /data/slapd/config:/etc/ldap/slapd.d \
--volume /data/slapd/certs:/container/service/slapd/assets/certs \
--env LDAP_READONLY_USER=true \
--env LDAP_READONLY_USER_USERNAME=readonly \
--env LDAP_READONLY_USER_PASSWORD=juniper123 \
--env LDAP_TLS=true \
--env LDAP_TLS_CRT_FILENAME=1dapserver.example.pem \
--env LDAP_TLS_KEY_FILENAME=1dapserver.example.key \
--env LDAP_TLS_CA_CRT_FILENAME=cacert.pem \
--env LDAP_TLS_VERIFY_CLIENT=try \
--detach osixia/openldap:latest
#docker rm -f phpldapadmin
#docker run \
--restart=always \
--name phpldapadmin \
-p 80:80 \
--env PHPLDAPADMIN_LDAP_HOSTS=172.31.0.10 \



--env PHPLDAPADMIN_HTTPS='false' \
--detach osixia/phpldapadmin:latest

To test your service installation, you can use the following:

# check if ldap docker works at all (unsecure as readonly user)
ldapsearch \
-h 127.0.0.1 \
-p 389 \
-D 'cn=readonly,dc=1dap,dc=example,dc=net' \
-w 'juniper123' \
-b 'dc=ldap,dc=example,dc=net' \
'(objectClass=+*)'
extended LDIF

#
#
# LDAPv3

# base <dc=1dap,dc=example,dc=net> with scope subtree
# filter: (objectClass=*)

# requesting: ALL

#

# ldap.example.net

dn: dc=ldap,dc=example,dc=net

objectClass: top

objectClass: dcObject

objectClass: organization

0: example.net

dc: ldap

# search result

search: 2

result: @ Success

# numResponses: 2

# numEntries: 1

Own LDAP Directory Part 4: Create a Basic LDAP Directory

To create a small LDAP directory for testing, we imported a small one that was created elsewhere as an
LDIF file.

# create a small 1dif file for import

cat <<EOF >import.ldif

# LDIF Export for dc=ldap,dc=example,dc=net
# Server: 192.168.10.14 (192.168.10.14)



# Search Scope: sub

# Search Filter: (objectClass=x)

# Total Entries: 8

#

# Generated by phpLDAPadmin (http://phpldapadmin.sourceforge.net) on June 23, 2023 2:55 pm
# Version: 1.2.5

version: 1

# Entry 1: dc=ldap,dc=example,dc=net

#dn: dc=ldap,dc=example,dc=net

#dc: ldap

#0: example.net

#objectclass: top

#objectclass: dcObject

#objectclass: organization

# Entry 2: ou=groups,dc=ldap,dc=example,dc=net

dn: ou=groups,dc=ldap,dc=example,dc=net

objectclass: organizationalUnit

objectclass: top

ou: groups

# Entry 3: cn=employees,ou=groups,dc=ldap,dc=example,dc=net
dn: cn=employees,ou=groups,dc=1dap,dc=example,dc=net
cn: employees

gidnumber: 501

memberuid: user1

memberuid: user02

memberuid: user3

objectclass: posixGroup

objectclass: top

# Entry 4: cn=employer,ou=groups,dc=1ldap,dc=example,dc=net
dn: cn=employer,ou=groups,dc=ldap,dc=example,dc=net
cn: employer

gidnumber: 500

objectclass: posixGroup

objectclass: top

# Entry 5: ou=users,dc=1ldap,dc=example,dc=net

dn: ou=users,dc=ldap,dc=example,dc=net

objectclass: organizationalUnit

objectclass: top

ou: users

# Entry 6: cn=user@1,ou=users,dc=ldap,dc=example,dc=net
dn: cn=user1,ou=users,dc=1dap,dc=example,dc=net

cn: user@il

gidnumber: 501



homedirectory: /home/users/user01
loginshell: /bin/bash
mail: user@l@example.net
objectclass: inetOrgPerson
objectclass: posixAccount
objectclass: top
sn: user@1l
uid: user@1
uidnumber: 1000
userpassword: juniper123
# Entry 7: cn=user@2,ou=users,dc=ldap,dc=example,dc=net
dn: cn=user@2,ou=users,dc=1dap,dc=example,dc=net
cn: user@2
gidnumber: 501
homedirectory: /home/users/user02
loginshell: /bin/bash
mail: user@2@example.net
objectclass: inetOrgPerson
objectclass: posixAccount
objectclass: top
sn: user@2
uid: user@2
uidnumber: 1001
userpassword: juniper123
# Entry 8: cn=user3,ou=users,dc=ldap,dc=example,dc=net
dn: cn=user@3,ou=users,dc=ldap,dc=example,dc=net
cn: user@3
gidnumber: 501
homedirectory: /home/users/user03
mail: user@3@example.net
objectclass: inetOrgPerson
objectclass: posixAccount
objectclass: top
sn: user@3
uid: user@3
uidnumber: 1002
userpassword: juniper123
EOF
# import your LDIF file to create the accounts
ldapadd \
-h 127.0.0.1 \
-p 389 \
-D 'cn=admin,dc=1dap,dc=example,dc=net' \
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-w $ADMINPASS \

-f import.1ldif
adding new entry "ou=groups,dc=1dap,dc=example,dc=net"
adding new entry "cn=employees,ou=groups,dc=1dap,dc=example,dc=net"
adding new entry "cn=employer,ou=groups,dc=ldap,dc=example,dc=net"
adding new entry "ou=users,dc=ldap,dc=example,dc=net"
adding new entry "cn=user@1,ou=users,dc=1dap,dc=example,dc=net"
adding new entry "cn=user@2,ou=users,dc=1dap,dc=example,dc=net"

adding new entry "cn=user@3,ou=users,dc=1dap,dc=example,dc=net

Own LDAP Directory Part 5: Juniper Mist Cloud Configuration

Navigate to Organization > Identity Providers.

Switches

Administrators Auth P
l.:) WAN Edges caibainte I I

% Mist Edges

“7\’” Location Imventory Identity Providers

Audit Logs Auth P

Client Onboarding Certificates

Mabile

uIJ[| Anatytics

Settings

I:II:‘D Site

@ Organization

Add a new IdP with the following configuration:
e Name=ownlLDAP

o |DP Type=LDAPS

o LDAP Type=Custom

e Group Filter=memberof

e Member Filter=member0of

e User Filter=(mail=%s) (you may also use (uid=%s) but then the TTLS client must only use their name and
not their email address when authenticating)

e Server Hosts=<DNS-FQDN OR Public-IP> (Note that you MUST have a matching server certificate on the
LDAPS server where the common name matches what you configure here)

e Domain Names=exanmple.net

e Bind DN=cn=readonly,dc=1dap,dc=example,dc=net
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e Bind Password=juniper123

e Base DN=ou=users,dc=1dap,dc=example,dc=net

)

ownLDAP

Name

ownlLDAP
—

ers, de=ldap,dc=example de=ne

In our case, the certificate for the LDAPS connection was made from the same customer PKI. Hence, no
additional steps are required. Should it be from an external LDAPS service provider, you need to obtain
and add a client certificate. See the next figure:



LDAPS Certificates

Client Certificate
View Certificate

CA Certificates

Add Certificate

To test the IdP integration under Organization > Auth Policies, create a simple EAP-TTLS rule like that
shown below:

Auth Policies

Each user authentication attemnpt is evaluated according to the list of Policy rules based on Match criteria, Only the first matching policy rule is applied.

Add Rule Create Label

D MNo. Name Match Criteria (match on location, 550, User Group, etc) Folicy Assigned Policies [VLAN, Roles, Session T
O 1 TTLS Ll EAP-TTLS > W Network Access Allowed 4
Last All Users x Metwork Access Denled

In our directory, the EAP supplicant can then use the 3 usernames ( userd1@example.net , user@l@example.net ,
and user03@example.net ) with the password juniper123 for all 3 usernames (or you can change this in the
LDIF file before importing).

When going through the authentication process, you should see the following events.

Wired Client Events  1000Total 322Good &Meutral 670Bad Al event Types =

L) ~

User Authenticated

Fort ID ge-0rvi.0
NAC Clignt Access
Allowed MAC Address 525400825437
NAC IDF Group Authentication Type BO2.1X
Lookup Success

User Name userli@example.net
NAC IDP
Authentication
Sineane Certificate Issuer CN=ca example net.OU=CA

Center,0=juniper, L=Amsterdam,ST=Netherlands C=NL1.2.

NAC Server x . o 5
Certificate Certificate Expiry 2025-059-09T10:02:33Z
Validation Sucgess
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mailto:user01@example.net
mailto:user01@example.net
mailto:user03@example.net

1000 Total

Wired Client Events 322 Good 8 Neutral

User Authenticated F30 1 023 A, L

NAC Client Access
Allowed

NAC IDP Group
Lookup Success

NAC IDP (1 D358 AN, Ui 3
Authentication
Success

NAC Server
Certificate

1000 Total

Wired Client Events 322 Good & Neutral

User Authenticated

MAC Client Access
Allowed

NAC IDP Group PO 0,7 AM, Jlan T7
Lookup Success

NAC IDP
Authentication
Success

MAC Server
Certificate
Validation Success

Wired Client Events  1000Total 322Good 8 Neutral
User Authenticated 1T 108 A, i

NAC Client Access 10:3E 10,753 AR, [ 27

Allowed

NAC IDP Group

Lookup Success

NAC IDP
Authentication
Success

NAC Server
Certificate
Validation Success

User session

670 Bad

All event Types =
-

Port ID

MAC Address:
Authentication Type
User Name
Certificate Expiry

IDP

670 Bad | All event Types =
)

Port ID

MAC Address
Authentication Type
User Name
Certificate Expiry
EAP Type

IoP

670Bad | All event Types =

-~
Port 1D

MAC Address
Authentication Type
User Name
Certificate Expiry
EAP Type

Auth Rule

IoP
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2e-0/001.0
525400825437

BOZ.1X
userd1gexample.net
0001-01-01 TOD:00:00E

ownlLDAP

ge-von.o
525400825437
BOZ1X

user0 @example.net
0001-01-01T00:00:002
EAP-TTLS

ownLDap

ge-000/1.0
525400825437
802.1%
wserl ] @example.net
0001-01-01T00:00:002
EARTILS

s

awnLDAP



Appendix: Test Cases to Be Performed

IN THIS SECTION

Authentication MAB Wired Client | 187

Authentication MAB Wireless Client | 195

EAP-TLS Authentication of a Wired Client | 204

EAP-TLS Authentication of a Wireless Client | 211

EAP-TTLS Authentication of a Wired Client | 218

EAP-TTLS Authentication of a Wireless Client | 226

Policy Match Criteria Checking | 233

Authorization and Assigned Policies | 237

Assigned Policy of a Single Dynamic VLAN | 239

Assigned Policy for Multiple VLANs on a Trunk Port and AP as Supplicant | 242

Assigned Policy by Referencing a Filter-ID | 249

In this chapter, we are sharing information about the major test cases performed for this JVD and how
you can repeat and review them in your own environment.

Authentication MAB Wired Client

To test MAC address-based authentication of a wired client, execute the following steps one by one.

First, we need to configure the port on the access switch where the wired client is attached to use the
profile for MAB that we defined in the switch template in Figure 25 on page 83. Change the
configuration profile to vlan1099-mab.



Edit Port Configuration W

s

ge-0/0/0

nterface

Enable Dynamic Port Configuration

NOTE: After this is applied, your wired clients will no longer be able to communicate with the
network since we have not authenticated them yet.

(Optional) Remote Shell to the switch to review the configurations applied for RadSec, the certificate,
and the port.

mist@switch1> show configuration | display set | match dotix

set groups top access profile dotlx accounting-order radius

set groups top access profile dotlx authentication-order radius

set groups top access profile dotlx radius authentication-server 3.33.153.159

set groups top access profile dotlx radius authentication-server 15.197.139.214

set groups top access profile dotlx radius accounting-server 3.33.153.159

set groups top access profile dotlx radius accounting-server 15.197.139.214

set groups top access profile dotlx radius options nas-identifier
6ce2ec31-4db2-4d56-8aae-4047380273ch@0cc3437400

set groups top access profile dotl1x accounting order radius

set groups top access profile dotlx accounting update-interval 600

set protocols dotl1x authenticator authentication-profile-name dotlx

set protocols dotl1x authenticator interface vlan1099-mab supplicant multiple

set protocols dotl1x authenticator interface vlan1099-mab mac-radius restrict

set protocols dotl1x authenticator interface vlan1099-mab mac-radius authentication-protocol pap
mist@switch1> show configuration | display set | match vlan1099-mab | match interfaces
set groups vlan1099-mab interfaces <*> unit @ family ethernet-switching vlan members vlan1099
set interfaces interface-range vlan1099-mab member ge-0/0/0

set interfaces interface-range vlan1099-mab apply-groups vl1an1099-mab

mist@switch1> show configuration | display set | match access

set groups top access radius-server 3.33.153.159 secret "$9$7HdYoJZj.mTGD.5F3tp"



set groups

set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups

set groups

top access

top access
top access
top access
top access
top access
top access
top access
top access
top access
top access

top access

3.33.153.159 timeout 5

3.33.153.159 radsec-destination 895
15.197.139.214 secret "$9$7HdYoJZj.mTGD.5F3tp"
15.197.139.214 timeout 5

15.197.139.214 radsec-destination 896

accounting-order radius

radius-server
radius-server
radius-server
radius-server
radius-server
dot1x
dot1x
dot1x
dot1x
dot1x
dot1x
dot1x radius

profile
profile authentication-order radius
authentication-server 3.33.153.159
authentication-server 15.197.139.214

accounting-server 3.33.153.159

profile radius

profile radius

profile radius

profile radius accounting-server 15.197.139.214

profile options nas-identifier

6ce2ec31-4db2-4d56-8aae-4047380273ch@0cc34f37400

set groups
set groups
set groups
set groups
set groups
set groups
set groups

set groups

top access
top access
top access
top access
top access
top access
top access

top access

profile dotl1x accounting order radius

profile dotlx accounting update-interval 600

895 address 3.33.153.159

895 port 2083

895 tls-certificate mist-nac-device-cert
895
895
895

radsec destination

radsec destination

radsec destination

radsec destination tls-force-ciphers low

radsec destination tls-min-version v1.2

radsec destination tls-peer-name aws-production.cdd@e7d1-

e1f2-4280-86cd-0327e6ce88ae

set groups
set groups
set groups
set groups
set groups
set groups

set groups

top access
top access
top access
top access
top access
top access

top access

895
896
896
896
896
896
896

tls-timeout 30

address 15.197.139.214

port 2083

tls-certificate mist-nac-device-cert

radsec destination

radsec destination

radsec destination

radsec destination

radsec destination tls-force-ciphers low

radsec destination tls-min-version v1.2

radsec destination tls-peer-name aws-production.cdd@e7d1-

e1f2-4280-86cd-0327e6ce88ae

set groups top access radsec destination

896 tls-timeout 30

mist@switch1> show security pki ca-certificate

LSYS: root-logical-system

CA profile: mist-vpn-ca

Certificate identifier: mist-vpn-ca

Issued to: cdd@e7d1-e1f2-4280-86cd-0327e6ce88ae, Issued by: C = US, 0 = Mist, OU = OrgCA, CN =

cdde7d1-e1f2-4280-86cd-0327e6ce88ae

Validity:

Not before: 08-28-2023 09:37 UTC

Not after:

08-25-2033 09:37 UTC

Public key algorithm: rsaEncryption(4096 bits)
Keypair Location: Keypair generated locally
mist@switch1> show security pki local-certificate



LSYS: root-logical-system
Certificate identifier: mist-nac-device-cert
Issued to: 00cc34f37400, Issued by: C = US, 0 = Mist, OU = OrgCA, CN = cdd@e7d1-
e1f2-4280-86cd-0327e6ce88ae
Validity:
Not before: 08-23-2024 10:11 UTC
Not after: 08-23-2025 10:11 UTC
Public key algorithm: rsaEncryption(2048 bits)
Keypair Location: Keypair generated locally
mist@switch1> show system connections | match 2083

tcp4 0 0 10.33.33.19.59751
15.197.139.214.2083 ESTABLISHED
tcp4 0 0 10.33.33.19.65050
3.33.153.159.2083 ESTABLISHED

mist@switch1> show dot1x interface ge-0/0/0
802.1X Information:
Interface Role State MAC address User
ge-0/0/0.0 Authenticator Connecting
mist@switch1> show dot1x interface ge-0/0/0 detail
ge-0/0/0.0

Role: Authenticator

Administrative state: Auto

Supplicant mode: Multiple

Number of retries: 3

Quiet period: 60 seconds

Transmit period: 30 seconds

Mac Radius: Enabled

Mac Radius Restrict: Enabled

Mac Radius Authentication Protocol: PAP

Reauthentication: Enabled

Reauthentication interval: 3600 seconds

Supplicant timeout: 30 seconds

Server timeout: 30 seconds

Maximum EAPOL requests: 2

Guest VLAN member: not configured

Number of connected supplicants: @

You must know the MAC address you want to authenticate. The following example shows the retrieval
of this information from a Linux client.

root@desktopl:~# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qgdisc noqueue state UNKNOWN group default glen 1000



link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo

valid_1ft forever preferred_1ft forever

inet6 ::1/128 scope host

valid_1ft forever preferred_1ft forever

4: ens5: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fqg_codel state UP group default glen
1000
link/ether 52:54:00:7a:8a:50 brd ff:.ff.ff:ff.ff.ff
inet 10.99.99.99/24 brd 10.99.99.255 scope global ensb
valid_1ft forever preferred_1ft forever
inet6 fe80::5054:ff:fe7a:8a50/64 scope link
valid_1ft forever preferred_1ft forever

Next, go to Organization > Auth Policy Labels and create a label identifying this MAC address:
o Label Name=MAC Desktop1
e Label Type=Client List

e Label Values=<your-MAC>

Label Name

Label Type

-m T

Label Values

Client MAC Address

You should only see this label right now.

< Add Label
3

B Auth Policy Labe

Name w Type Values

MAC Desktopl Client List Client MAC: 5254007a8a50
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Then, go to Organization > Auth Policies and create the following rule:

e Position=1

e Name=MAC1

e Match Criteria=MAC Desktop1 and MAB and (optional) Wired
e Policy Pass=Pass

e Assigned Policies=Network Access Allowed

Auth Policies

Save Cancel

Each user authentication attempt Is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

Add Rule Create Label Assign Label

Show NAC Events Today = (]
Q
O Ne. Name € Match Criteria (match c t SIO, D, et Policy Assigned Policies (VLAN, Roles, Session Timeouts, etc) Hit Count
o + == v +
Last Last Rule All Users b4 Network Access Denled 4

NOTE: The session reauthentication interval for MAC addresses is set to 10 minutes by default.
If you do not change this interval value using additional CLI configuration and a MAC address is
not initially authenticated, it can take up to 10 minutes to get a successful MAC authentication.

You can confirm the success of your authentication policy in this window when it increments the Hit
Count value. Also, select Show NAC Events.

iccording to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

Show MAC Events Today = (]
Match Criteria (match on location, S5I0, User Group, eng Palicy Aszsigned Policies (VLAN, Roles, Session Timeouts, o) Hit Count
SRl MAC Desktopl m LY g Network Access Allowed 4 2
&l Users x MNebwork Access Denied /6

You can see the information about your client here:
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Auth Rule 5

NAC Events 78Total 2Good 0OMNeutral 76Bad

)

NAC Client Access .

Allowed Client 52:54:00:7a:82:50
NAC Client Access g M j MAC Address 52:54,00:7a:8a:50
Allowed

Authentication Type MAB

MAC Client Access

Denied User Name £254007a8a50
Nﬂclcluent Access Rl S

Denied

NAC Client Access . . Port ID ge-0/08.0
Denied

Switch Mac 00:cc:34:F3:74:.00

NAC Client Access

Denied Port Type wired

NAC Client Access NAS Vendor juniper-mist
Denied

You can also go to Clients > Wired Clients.
Then, find your client in the list and click Wired Client Insights.
Wired Clients i sier ~ =
aQ,
1-Bof 8

Client Name & MAC Address VLAM ‘Wireless Clients Switch Fart Insights

£ 10:fd:08:77:99:55 1c:fd:08:77:99;55 1 - switch2  ge-0/0/1 Wired Client Insights

€ 1c:fd:08:77:99:57 1c:fd:08:77:99:57 1099 - switch2  ge-0/0/3 Wired Client Insights

£+» 52:54:00:7a:8a:50 52:54:00:7a:8a:50 1099 switchl  ge-0/0/ Wired Client Insights

n dcSi-apil d4:20:b0:07:46:4F 1 0 switchl  ge-0/0/16  Wired Client Insights

B dcs1-ap2 d4:20:b0:01:45:82 1 0 switch?2  pe-0/0/16  Wired Client Insights

£<» spoke1 4¢:96:14:55:71:00 1099 switch2  ge-0/0/2 Wired Client Insights

{*» spokel 4c:96:14:55:71:00 1 - switch1  ge-0/0/2 Wired Client Insights
switch2 00:cc:34:13:77:00 1 - switchl  pe-0/0/1 Wired Client Insights

{0 40:96:14:55:71:00 4C:96:14:55:7F:00 i



Then, you can inspect the Wired Client Events for NAC Client Access Allowed events.
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Wired Client Events  232Total 3Good 77 Neutral 152Bad  All event Types =
~

User Authenticated
Port ID ge-0/0.0

MAC Client Access

Allowed MAC Address 52:54:00:7a:82:50

User Session Authentication Type MAB

Deleted

Uk hiithseEcaing User Name 5254007a8a50

ser Authenticate

User Session Auth Rule MACT

Deleted )
Switch Mac 00:cc:34:f3:74:00

User Session Held
Port Type wired

User Access Denjed

| v NAS Vendor Jjurniper-mist
Also see User Authenticated events.
Wired Client Events  232Total 3Good 77 Neutral 152Bad Al event Types ~
User Authenticated o
Port ID ge-0/0/
MAC Client Access
Allowed Text DOT1XD_USR_AUTHENTICATED:

Custom iuf_ MAC-RADIUS User
5254007a8a50 logged in interface
£e-0/0/7.0 vian vlan1099

User Session
Deleted

User Authenticated

MAC Address 52:54:00:7a:8a:50

User Session

00:cc:34:3:74:00
Deleted » A0

Switch Mac

(Optional) You can Remote Shell to the switch and run the commands shown below:

root@switch1> show dot1x interface ge-0/0/0
802.1X Information:
Interface State MAC address
ge-0/0/0.0 Authenticated 52:54:00:7A:8A:50
root@switch1> show dot1x interface ge-0/0/0 detail
ge-0/0/0.0

Role: Authenticator

Vlan User
1099 5254007a8a50

Method
Mac Radius

Administrative state: Auto
Supplicant mode: Multiple
Number of retries: 3

Quiet period: 60 seconds
Transmit period: 30 seconds



Mac Radius: Enabled

Mac Radius Restrict: Enabled

Mac Radius Authentication Protocol: PAP

Reauthentication: Enabled

Reauthentication interval: 3600 seconds

Supplicant timeout: 30 seconds

Server timeout: 30 seconds

Maximum EAPOL requests: 2

Guest VLAN member: not configured

Number of connected supplicants: 1

Supplicant: 5254007a8a50, 52:54:00:7A:8A:50

Operational state: Authenticated
Backend Authentication state: Idle
Authentication method: Mac Radius
Authenticated VLAN: vlan1099
Session Reauth interval: 3600 seconds
Reauthentication due in 3483 seconds
Session Accounting Interim Interval: 36000 seconds
Accounting Update due in 35883 seconds
Eapol-Block: Not In Effect
Domain: Data

Authentication MAB Wireless Client

In this example, we use MAC address-based authentication for wireless clients. We combine it with PSK
authentication to achieve some minimal traffic encryption over the air as MAC addresses are easy to
spot and mimic by a potential attacker.

An SSID for wireless can be configured in several ways. In our example, we use a WLAN template by
first navigating to Organization > WLAN Templates.



Switches

Administrators Auth Paolicies

@ WAN Edges

Audit Logs Auth Policy Labels

% Mist Edges

Client Onboarding Certificates

{,7 Location Inventory Identity Providers
Maobile SDK
nl:l’] Analytics

Settings
oo Site Site Configuration

@ Organization

Subscriptions

Create a new template with the following settings:

e Name=MAC-Auth

e Applies to:

e Sites and Site Groups=sitel

< MAC-Auth

Name

MAC-Auth

Applies to

Entire Org

Create an SSID similar to the figure shown below:

SSID

WLAN ID

79c70fa7 béb556568c2 [n]

Under Security, configure the following:

o Security Type=WPA2 and Personal (PSK)

Applications
Application Palicy
Hub Profiles
Network Topology

Networks

WAN Edge Templates

e Passphrase=10881088 (or anything else you remember)

e MAC address authentication by RADIUS lookup=Checked. This is important for our test!

Campus Fabric

Switch Templates

Device Profiles

Labels

Pre-Shared Keys

RF Templates

WLAN Templates

196
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Security
Security Type

WPA3 m Legacy OWE Open Access
Enterprise (B02.1X) Personal (PSK)

(® Passphrase (0881088) Hide

O TRIP with passphrase

O Multiple passphrases

C address authentication by RADIUS lookup
[0 Guest Access with Mac Authentication Bypass
O use EAPOL v1 (for legacy clients)

O prevent banned clients from associating

Edit banned clients in Network Security Page

Fast Roaming

® Default

O dir
Then, configure the following settings:
e Authentication Servers=Mist Auth
e VLAN=Tagged

e VLAN ID=1088
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Authentication Servers

.

CoA/DM Server
(O Enabled @ Disabled

VLAN

O Untaj;geded O Pool O Dynamic

VLAN ID

088

Guest Portal

® No portal (go directly to internet)
e

O custom guest portal

After saving the template, you should see the following configuration:

WLAN Te m p | ates Create Template

Q
MName & Applied To Org Sites Site Groups Exceptions WLANS
MAC-Auth No sitel DC51-testl

Next, go Access Points and select your site to review the APs. Select one AP.

@ Monitar AC C eSS PO | ntS b Inventory Create Wireless Networks Claim APs = i

@| Marvis™

P

100% m VLANS | Version Compliance

m AP Switch Redundancy

a,
i B
m WAN Edges 2of2
D Status Name & MAC Address IF Address Varsion Model Eth Port Speed
3 Mist Egges
O B Connected dc51-ap1  d4:20:bC 10.33.33.23 0.14.29543 AF eth0 1000mbps

q;if Location a B connected  dcS1-ap2  d4:20:b( 10.33.33.24 0.14.29543 AF eth0 1000mbps




Review the AP configuration applied and ensure the SSID from the template appears in the WLANS tab.

WLANS
551D Band Source
DC51-test] 2.4/5 Template: MAC...

The next step is to determine a wireless client's MAC address and allow it to use this SSID. There are
several ways to do this, and they are different for every client OS. The below example shows how to
retrieve the wireless interfaces available on a Linux client and use that information to find the MAC
address of that client:

root@desktop3:~# iwconfig
ens3 no wireless extensions.
wlx34e894db5379 unassociated Nickname:"WIFI@RTL8821AU"
Mode:Managed Frequency=2.412 GHz Access Point: Not-Associated
Sensitivity:0/0
Retry:off  RTS thr:off Fragment thr:off
Encryption key:off
Power Management:off
Link Quality:@ Signal level:@ Noise level:0
Rx invalid nwid:@ Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:@ Invalid misc:@ Missed beacon:@
lo no wireless extensions.
root@desktop3:~# ip a

3: wlx34e894db5379: <NO-CARRIER,BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state DORMANT
group default glen 1000
link/ether 34:e8:94:db:53:79 brd ff:ff.ff.ff.ff.ff

NOTE: A mobile client OS may frequently change the Wi-Fi adapter’s MAC address, making it
impossible to manage the device using its MAC address. Sometimes this option can be disabled,
but you need to know how to change this configuration on the device.

Next, we need to specify a label that identifies this MAC address by navigating to Organization > Auth
Policy Labels and creating the following label identifying this MAC address:

e |abel Name=MAC Desktop3



e Label Type=Client List

e Label Values=<your-MAC>

)

Label Name

Label Type

Label Values

Client MAC Address

You should now have two MAC address labels.

Auth Policy Labels

Name w TYPe walues
MAC Desktop3 Client List Client MAC: 34e834db5379
MAC Desktop1 Client List Client MAC: 5254007aBa50

Then, go to Organization > Auth Policies and create the following rule:

e Position=1

e Name=MAC3

e Match Criteria=MAC Desktop3 and MAB and (optional) Wireless
e Policy Pass=Pass

e Assigned Policies=Network Access Allowed
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Auth Policies

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied
Add Rule Create Label Show NAC Events
D Mo, Name Match Criteria teh . 5 L i Policy Assigned Policies [VLAN, Rol
O | & SN | 1AC Deskiops | x v Network Access Allowed 4
0| 2 MACT S ' oesiopt < | mas x| wirea x| v Network Access Allowed

Last Last Rule All Users X Network Access Denled

After saving the new ruleset, you are ready to have the wireless client use the configured SSID and
attach to the AP. Again, this example shows a Linux client using the wpa_supplicant:

# write a wpa supplicant configuration file
cat <<EOF >/etc/wpa_supplicant/wpa_supplicant.conf
ctrl_interface=DIR=/var/run/wpa_supplicant
ctrl_interface_group=wheel
ap_scan=1
network={

ssid="DC51-test1"

psk="10881088"
}
EOF
# run the supplicant in foreground so that we can see its debugging messages
root@desktop3:~# rm -f /var/run/wpa_supplicant/wlx34e894db5379
root@desktop3: ~# wpa_supplicant -c /etc/wpa_supplicant/wpa_supplicant.conf -D nl180211 -i
wlx34e894db5379

Successfully initialized wpa_supplicant

wlx34e894db5379: Trying to associate with d4:20:b@:0c:a7:d4 (SSID='DC51-test1' freq=5260 MHz)
wlx34e894db5379: CTRL-EVENT-STARTED-CHANNEL-SWITCH freq=5260 ht_enabled=1 ch_offset=1
ch_width=40 MHz cf1=5270 cf2-=0

wlx34e894db5379: Associated with d4:20:b0:0c:a7:d4

wlx34e894db5379: CTRL-EVENT-SUBNET-STATUS-UPDATE status=0

wlx34e894db5379: CTRL-EVENT-REGDOM-CHANGE init=COUNTRY_IE type=COUNTRY alpha2=US
wlx34e894db5379: WPA: Key negotiation completed with d4:20:b0:0c:a7:d4 [PTK=CCMP GTK=CCMP]
wlx34e894db5379: CTRL-EVENT-CONNECTED - Connection to d4:20:b0:0c:a7:d4 completed [id=0 id_str=]



Through a second shell, obtain a DHCP lease and check the AP assignment:

root@desktop3:~# dhclient wlx34e894db5379

root@desktop3:~# ip r

default via 10.88.88.1 dev wlx34e894db5379

10.88.88.0/24 dev wlx34e894db5379 proto kernel scope link src 10.88.88.10

root@desktop3:~# iwconfig

ens3 no wireless extensions.

wlx34e894db5379 IEEE 802.11AC ESSID:"DC51-test1" Nickname:"WIFI@RTL8821AU"
Mode:Managed Frequency:5.26 GHz Access Point: D4:20:B0:0C:A7:D4
Bit Rate:200 Mb/s  Sensitivity:0/0
Retry:off  RTS thr:off  Fragment thr:off

Encryption Kkey :kskkx-skskkk-skkkk-kkkk-kkkk-kxkk-kxkk-*x%%  Security mode:open

Power Management:off

Link Quality=58/100 Signal level=75/100 Noise level=0/100
Rx invalid nwid:®@ Rx invalid crypt:@ Rx invalid frag:@

Tx excessive retries:0 Invalid misc:@ Missed beacon:@

lo no wireless extensions.

Return to Organization > Auth Policies and you should see the Hit Count for the rule incremented like in

the figure shown below:

Auth Policies
Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule Is applied.

Add Rule Create Label Show NAC Events

O Mo. Name Match Criteria (mat 3

| 1 MAC3 + g v wed

Policy Assigned Policies

Click on this link and you should see information like the figure shown below:

Today - ]

Hit Count

2
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NAC Events 2Total 2Good O Neutral 0 Bad

NAC Client Access dd:20:b000 7 4641

Allowed Client 34-e8-94-db-53-79
MAC Client Access  d4:20:b0i0T:46:4f MAC Address 34:e8:94:db:53:79
Allowed
BSSID d4:20:b0:0cC:a7 d4
ssiD DC51-testl
Authentication Type MAB
User Name 342894db5379
Auth Rule MAC3
Port Type wireless
NAS Vendor juniper-mist

Another way to review information about the wireless client is to go to Clients > WiFi Clients.

Q) rriante
freyiel e WIFI Clients

Wire ients
[3 e Vired Clients

You should see your client, and where it is attached. Click on Client Insights.

n W|F| C[ieﬂ[s site] = Live Guest  Marvis =0

Q
1-1 of 1
O User a IPv4 Address MAC Address Davice Type AP Name 510 Pre-shared Key Insights
a 34-e8-94-db-53-79 10.88.88.10 34:e8:94:db:53:79 TP-LINK TECHNOLOGIES CO. dc51-apl DC51-test1 Client Insights

In the Client Events section, you will see information about the MAC address-based authentication
process.



Client Events sTotal 7Good 1Meutral 0Bad

DNS Success dcS1-apt A
Gateway ARP de51-apt

Success

DHCP Success dc51-apl

Authorization & de51-apl

Association

NAC Client Access dc51-apl
Allowed

Client dcS1-apt
Deauthentication

AP

MAC Address

BSSID

SsID

Authentication Type

EAP-TLS Authentication of a Wired Client

des1-apl

34.e8:94:db:53:79

d4:20:b0:0c:a7:d4

DC51-testl

MAB

User Name

Auth Rule

Port Type

NAS Vendor
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340894dh5379
MAC3
wireless

juniper-mist

To test EAP-TLS wired client-based authentication of a wired client, execute the following steps one by

one.

First, we need to change the port on the access switch where the wired client is attached to use the

profile for 802.1X that we defined in the switch template in Figure 26 on page 84. Change the

configuration profile to vlan1099-eap:

Edit Port Configuration W \
PortiDs
ge-0/0/0
Interface
® L2 interface L3 interface L3 sub-interfaces

Configuration Profile
I\Jl;ln'!-::'ili eap vian1099(1099), access, edgs I\/

Enable Dynamic Port Configuration

NOTE: After this is applied, your wired clients will not be able to communicate further with the

network as we have not authenticated them yet.



(Optional) Remote Shell to the switch to review the configurations applied for RadSec, the certificate,
and the port.

mist@switch1> show configuration | display set | match dotix

set groups top access profile dotl1x accounting-order radius

set groups top access profile dotlx authentication-order radius

set groups top access profile dotlx radius authentication-server 3.33.153.159

set groups top access profile dotl1x radius authentication-server 15.197.139.214
set groups top access profile dotlx radius accounting-server 3.33.153.159

set groups top access profile dot1x radius accounting-server 15.197.139.214

set groups top access profile dotlx radius options nas-identifier
6ce2ec31-4db2-4d56-8aae-4047380273ch@0cc34f37700

set groups top access profile dotl1x accounting order radius

set groups top access profile dotl1x accounting update-interval 600

set protocols dotl1x authenticator authentication-profile-name dotlx

set protocols dotl1x authenticator interface vlan1099-eap

mist@switch1> show configuration | display set | match vlan1099-eap | match interfaces
set groups vlan1099-eap interfaces <*> unit @ family ethernet-switching vlan members v1an1099
set interfaces interface-range vlan1099-eap member ge-0/0/0

set interfaces interface-range vl1an1099-eap apply-groups vlan1099-eap
mist@switch1> show configuration | display set | match access

set groups top access radius-server 3.33.153.159 secret "$9$gnaDk.mTn6AP5nCu@hc"
set groups top access radius-server 3.33.153.159 timeout 5

set groups top access radius-server 3.33.153.159 radsec-destination 895

set groups top access radius-server 15.197.139.214 secret "$9%$gnaDk.mTn6AP5nCu@hc"
set groups top access radius-server 15.197.139.214 timeout 5

set groups top access radius-server 15.197.139.214 radsec-destination 896

set groups top access profile dotl1x accounting-order radius

set groups top access profile dotl1x authentication-order radius

set groups top access profile dotl1x radius authentication-server 3.33.153.159

set groups top access profile dotlx radius authentication-server 15.197.139.214
set groups top access profile dotl1x radius accounting-server 3.33.153.159

set groups top access profile dotlx radius accounting-server 15.197.139.214

set groups top access profile dotl1x radius options nas-identifier
6ce2ec31-4db2-4d56-8aae-4047380273ch00cc34f37700

set groups top access profile dotl1x accounting order radius

set groups top access profile dotlx accounting update-interval 600

set groups top access radsec destination 895 address 3.33.153.159

set groups top access radsec destination 895 port 2083

set groups top access radsec destination 895 tls-certificate mist-nac-device-cert
set groups top access radsec destination 895 tls-force-ciphers low

set groups top access radsec destination 895 tls-min-version v1.2



set groups top access radsec destination 895 tls-peer-name aws-production.cdd@e7d1-
e1f2-4280-86cd-0327e6ce88ae
set groups top access radsec destination 895 tls-timeout 30
set groups top access radsec destination 896 address 15.197.139.214
set groups top access radsec destination 896 port 2083
set groups top access radsec destination 896 tls-certificate mist-nac-device-cert
set groups top access radsec destination 896 tls-force-ciphers low
set groups top access radsec destination 896 tls-min-version v1.2
set groups top access radsec destination 896 tls-peer-name aws-production.cdd@e7d1-
e1f2-4280-86cd-0327e6ce88ae
set groups top access radsec destination 896 tls-timeout 30
mist@switch1> show security pki ca-certificate
LSYS: root-logical-system
CA profile: mist-vpn-ca
Certificate identifier: mist-vpn-ca
Issued to: cdd@e7d1-e1f2-4280-86cd-0327e6ce88ae, Issued by: C = US, 0 = Mist, OU = OrgCA, CN =
cdd@e7d1-e1f2-4280-86cd-0327e6ce88ae
Validity:
Not before: 08-28-2023 09:37 UTC
Not after: 08-25-2033 09:37 UTC
Public key algorithm: rsaEncryption(4096 bits)
Keypair Location: Keypair generated locally
mist@switch1> show security pki local-certificate
LSYS: root-logical-system
Certificate identifier: mist-nac-device-cert
Issued to: 00cc34f37400, Issued by: C = US, 0 = Mist, OU = OrgCA, CN = cdd@e7d1-
e1f2-4280-86cd-0327e6ce88ae
Validity:
Not before: ©8-23-2024 10:11 UTC
Not after: 08-23-2025 10:11 UTC
Public key algorithm: rsaEncryption(2048 bits)
Keypair Location: Keypair generated locally
mist@switch1> show system connections | match 2083

tcp4 0 0 10.33.33.19.59751
15.197.139.214.2083 ESTABLISHED
tcp4 0 0 10.33.33.19.65050
3.33.153.159.2083 ESTABLISHED

mist@switch1> show dot1x interface ge-0/0/0

802.1X Information:

Interface Role State MAC address User
ge-0/0/0.0 Authenticator Connecting

mist@switch1> show dot1x interface ge-0/0/0 detail

ge-0/0/0.0
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Role: Authenticator
Administrative state: Auto
Supplicant mode: Single

Number of retries: 3

Quiet period: 60 seconds
Transmit period: 30 seconds

Mac Radius: Disabled

Mac Radius Restrict: Disabled
Reauthentication: Enabled
Reauthentication interval: 3600 seconds
Supplicant timeout: 30 seconds
Server timeout: 30 seconds
Maximum EAPOL requests: 2

Guest VLAN member: not configured

Number of connected supplicants: 0

We do not need to specify a label as we only use the authentication type and the port location for
identification of the client in this example. So, go to Organization > Auth Policies and create the
following rule:

e Position=1

e Name=TLS-Wired

e Match Criteria=EAP-TLS and Wired

e Policy Pass=Pass

o Assigned Policies=Network Access Allowed
Auth Policies

Each user authentication attemnpt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching peolicy rule is applied

Add Rule Create Label Show NAC Events

D Mo, Mame Match Criteria (match on location, 5510, Wser ¢ Ip, Bt Policy Assigned Policies (VLAN

: - v -

o MAC3 L Vicoesiiops < | mas x| v Network Access Aliomed] +

O 3 MAC1 + | al m v Neor perasaiiaeg] 4
Last Last Rule All Users b 4 Network Access Denled

If you have not done it already, you must perform the enterprise PKI integration and let the Juniper Mist
authentication cloud learn the root CA and install a TLS server certificate/key for the RADIUS server.



Refer to the examples in the section "Juniper Mist Authentication Cloud Certificate Installation" on page
114.

For this test, ensure that you have not configured any IdP yet since we rely only on the validity of the
certificates on both the RADIUS and supplicant sides.

* |dentity Providers

Static Configuration

Name IDP Type Default IDP
There are no identity providers.

Next, perform an EAP-TLS authentication with a wired supplicant relevant to your client operating
system. We have shared examples of configurations for Windows and Linux clients in the section
"Configure Client Supplicants with Certificates and Necessary EAP Methods" on page 119.

Upon successful completion of the EAP-TLS authentication, you should see the Hit Count incremented
similar to the figure shown below:

Auth Policies

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.
Add Rule Create Label Show NAC Events Today = [¥]
O No. Name Match Criteria (match ¢ Policy Assigned Policies (VLAN, Roles, Session Timeouts, etc) Hit Count

1

You can see the information about your client:
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Auth Rule TLS-Wired

qQ

NAC Events 1Total 1Good ONeutral 0 Bad

NAC Client Access
Allowed

NAC Client Access
Allewed

You can also go to Clients > Wired Clients.

Client

MAC Address

52:54:00:bd:8ce8

nbdiBced

Certificate Serial Number 24

Authentication Type
User Name

Certificate CN
Certificate SAN (Email)

Certificate Issuer

Certificate Expiry

Caertificate Subject

Auth Rule
PortID
Switch Mac
Faort Type

NAS Vendor

Then, find your client and select Wired Client Insights.

Wired Clients el =

Q

Client Name 2 MAC Address

£ 1:fd:08:77:99:55 1c:fd:08:77:99:55
<{*» 52:54:00:bd:8c.eB 52:54:00:bd:8c:e8
B dcs1-apt
B dc5i-ap2

<=» spokel

d4:20:b0:01:46:4f

d4:20:b0:01:45:82

4c:96:14:55:7f:00

Wireless Clients

cap-ls

user0l@example.net

userDi@example net

userdl@example.net

IC=MNL/ST=Netherlands/L=Amstern
CN=ca,example.net/emallAddress=t

O=juniper/OU=CA-Center/
steenter@example.net

Sep 9, 2025 120712 PM

FC=US/ST=California/O=Example TEST-CorpfOU=Human Resources
Dept./CH=usert! @examplenet

TLS-Wired

£e-0/0 0

00:cc34:43:77:00

wired

juniper-mist

Switeh Part Ingights

switch2 ge-0/0/1 Wired Client Insights
switch2 ge-0/0/ Wired Client Insights
switchi ge-0/0/16 Wired Client Insights
switch2 g2e-0/0/16 Wired Client Insights
switch2 ge-0/0/2 wired Client Insights

Then, you can inspect the Wired Client Events for NAC Server Certificate Validation Success events.
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Wired Client Events  53Total 30Good 2Neutral 21Bad | AlleventTypes =
User Authenticated e
PortiD
NAC Client Access
Allowed MAC Address
NAC Client Authentication Type
Certificate
Validation Success User Name
INAC Server o
= Certificate Issuer

Validation Success
User Session Certificate Expiry

Disconnected
Switch Mac

Also see NAC Client Certificate Validation Success events.
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ge-0/0/N0
52:54:00:bd:Bc:e8
eap-tls
user01@example.net

CN=ca.example.netOU=CA-
Center, O=Juniper,L=Amsterdam,ST=Netherlands,C=NL.1.2.840.113549.1.9.1=#0¢177472757374¢

Sep 9, 2025 12:02:33 PM

00:cc:34:03:77.00

Wired Client Events  S3Total 30Good 2Neutral 21Bad | Alleventiypes ¥

~ ~
DssrAuthanticsod Certificate Serial Number 24
NAC Client Access .
Allowed Authentication Type eap-tls
NAC Client User Name user01@example.net
Certificate
Validation Success Certificate CN user01@example.net
NAC Server Certificate Issuer IC=NL/ST=Netherlands/L=Amsterdam/O=Juniper/QU=CA-Center/CN=ca.example.net/
Certificate emailAddress=trustcenter@example.net
Validation Success

Certificate Expiry Sep 9, 2025 12:07:12 PM
User Session
Disconnected Certificate SAN (Email)  user01@example.net
liserDisconriacted ) ) i) Certificate Subject JC=US/ST=California/0=Example TEST-Corp./OU=Human Resources Dept./ v
And NAC Client Access Allowed events.

Wired Client Events  53Total 30Good 2Neutral 21Bad | AlleventTypes =

~
User Authenticated

NAC Client Access

Certificate Expiry

Certificate SAN (Email)

Sep 9, 2025 12:07:12 PM

user01@example.net

Allowed
Certificate Subject fC=US/5T=California/O=Example TEST-Corp./OU=Human Resources Dept./

NAC Client CN=user01@example.net
Certificate
Validation Success Auth Rule TLS-Wired
':“rcl_ ?E“"" Switch Mac 00:cc:34:F3:77:00

ertificate
Validation Success

Port Type wired
User Session
Disconnected MNAS Vendor Juniper-mist
And User Authenticated events.
Wired Client Events  53Total 30Good 2Neutral 21Bad | AlleventTypes =
~
User Authenticated
Port ID 2e-0/0/
NAC Client Access
Allowed Text DOTIXD_USR_AUTHENTICATED: Customn_log Dot1x User userd1 @example.net logged in
interface ge-0/0/3.0 vian vlan1099
NAC Client
Certificate MAC Address 52:54:00:bd:8ce8
Validation Success.
Switch Mac 00:cc:34:f3:77:00

NAC Server



(Optional) Remote Shell to the switch and check the client authentication status using commands like
those shown below:

root@switch1> show dot1x interface ge-0/0/0
802.1X Information:
Interface Role State MAC address User
ge-0/0/0.0 Authenticator Authenticated 52:54:00:BD:8C:ES8 user@1@example.net
root@switch1> show dot1x interface ge-0/0/0 detail
ge-0/0/0.0
Role: Authenticator
Administrative state: Auto
Supplicant mode: Single
Number of retries: 3
Quiet period: 60 seconds
Transmit period: 30 seconds
Mac Radius: Disabled
Mac Radius Restrict: Disabled
Reauthentication: Enabled
Reauthentication interval: 3600 seconds
Supplicant timeout: 30 seconds
Server timeout: 30 seconds
Maximum EAPOL requests: 2
Guest VLAN member: not configured
Number of connected supplicants: 1
Supplicant: user@1@example.net, 52:54:00:BD:8C:E8
Operational state: Authenticated
Backend Authentication state: Idle
Authentication method: Radius
Authenticated VLAN: vlan1099
Session Reauth interval: 3600 seconds
Reauthentication due in 3287 seconds
Session Accounting Interim Interval: 36000 seconds
Accounting Update due in 35687 seconds
Eapol-Block: Not In Effect
Domain: Data

EAP-TLS Authentication of a Wireless Client

In this example, we use EAP-TLS for 802.1X-based authentication of wireless clients.



An SSID for wireless can be configured in several ways. In our example, we use a WLAN template by

first navigating to Organization > WLAN Templates.

Switches

(£) wan Euges

O mis
= Mist Edges

</ Location

nIJ[l Analytics

oo Site

@ Organization

Create a new template with the following settings:

Administrators
Audit Logs

Client Onboarding
Inventary

Mobile SDK
Settings

Site Configuration

Subscriptions

o Name=EAP-Auth

e Applies to:

e Sites and Site Groups=sitel

5

Name

EAP-Auth

Applies to

Auth Policies
Auth Policy Labels
Certificates

Identity Providers

EAP-Auth

I: ik L:Irll

Create an SSID like the figure shown below:

SSID

WiFi SLE

[ Eexclude this WLAN from WiFi SLEs

Under Security, configure the following settings:

Applications
Application Policy
Hub Profiles
Metwork Topology

Networks

WAN Edge Templates

Campus Fabric

Switch Templates

Device Profiles

Labels

Pre-Shared Keys

RF Templates

WLAN Templates
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e Security Type=WPA2 and

Enterprise
(802.1X)

Security
Security Type

WPAS m Legacy OWE Open Access
Enterprise (802.1X) Personal (P5K)

O use EAPOL w1 (for legacy clients)
[0 Enable EAP-Reauth

|:] Prevent banned clients from associating

lents In Network Security Page

Fast Roaming

@' Default

O Opportunistic Key Caching (OKC)

O arr
Then, configure the following settings:
e Authentication Servers=Mist Auth

o VLAN=Tagged

e VLAN ID=1088
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Authentication Servers

.

CoA/DM Server
(O Enabled @ Disabled

VLAN

O Untaj;geded O Pool O Dynamic

VLAN ID

088

Guest Portal

® No portal (go directly to internet)
e

O custom guest portal

After saving the template, you should see the following configuration:

WLAN Templates Create Templte

=]
Mame & Applied To Org Sites Site Groups Exceptions WLANS
EAP-Auth MNo sitel DC51-Test2

Next, go Access Points and select your site to review the APs. Select one AP.

Inventory Create Wireless Networks Claim APs = |

L Access Points

@| Marvis™

P

100% m VLANS | Version Compliance

m AP Switch Redundancy

Switches a
1-
LE] WAN Edges 2of2
Q) D Status Name & MAC Address IF Address Varsion Model Eth Port Speed
Mist Edges
e O B Connected dc51-ap1  d4:20:bC 10.33.33.23 0.14.29543 AF eth0 1000mbps

q;if Location a B connected  dcS1-ap2  d4:20:b( 10.33.33.24 0.14.29543 AF eth0 1000mbps




Review the AP configuration applied, making sure the SSID from the template appears in the WLANSs

tab:
WLANS
55D Band Source
DC51-Test2 2.4/5 Template: EAP-...

We do not need to specify a label as we only use the authentication type and the port location for

identification of the client in this example. So, go to Organization > Auth Policies and create the

following rule:

e Position=1

o Name=TLS-Wireless

e Match Criteria=EAP-TLS and Wireless
e Policy Pass=Pass

o Assigned Policies=Network Access Allowed

Auth Policies

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

Add Rule Create Label

Shiow NAC Evenl
O No. Name Match Criterla (match on location, SSID, User Graup, etc) Policy Assigned Policies (vian, Rol
o + [= v—> N +
O 2 TLS-Wired + | all v +
o > wo + L EETOECOECETE v +
0 4w + I CETECOEETE v — +
Last Last Rule All Users b4 Network Access Denied

If you have not done it already you must perform the enterprise PKl integration and let the Juniper Mist

authentication cloud learn the root CA and install a TLS server certificate/key for the RADIUS server.
Refer to the examples in the section "Mist Authentication Cloud Certificate Installation" on page 114.

For this test, ensure that you have not configured any IdP yet since we only rely on the validity of the

certificates on the RADIUS and supplicant sides.
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* |dentity Providers
Static Configuration

MName IDF Type Default IDP

There are no identity providers.

Next, perform EAP-TLS authentication with a wireless supplicant relevant to your client operating
system. We have shared examples of configurations for Windows and Linux clients in the section
"Configure Client Supplicants with Certificates and Necessary EAP Methods" on page 119.

Upon successful completion of the EAP-TLS authentication, you should see the Hit Count increment like
the figure shown below:

Auth Policies

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

Add Rule Create Label Show NAC Events. Today = [#]
O MNo. Mame Match Criteria (match on location, SSI0, User Group, etc) Palicy Assigned Policies (VLAN, Rales, Session Timeouts, etc) Hit Count
O 1 TLS-Wireless + EIW EAP-TLS x | Wireless x v Network Access Allowed 1

m 2 T CAMirad £ - [FIPETEINE DY s Mahunrl Arroce dllrased e

When you click this link, you will see information about the authentication event:

NAC Events 1Total 1Good OMeutral 0Bad =1

NAC Client Access dc51-apl

Allowed Client userdl @example.net
MAC Address 34:08:94:0b:53:79
BSSID dd:20cb0:0c:a7:ds
SSID DC51-Test2

Certificate Serial Number 24

Authentication Type eap-tis

User Name user(1@example.net

Certificate CN user(1 @example.net

Certificate SAN (Email)  userd1 @example net

Certificate Issuer JC=NL/ST=Netherlands/L=Amsterdam/O=|uniper/OU=CA-Center/CN=ca example. net/

emailAddress=trustcenter@example.net

Certificate Expiry Sep 9, 2025 12:07:12 PM

Certificate Subject IC=US/5T=Callfornia/O=Example TEST-Corp.fOU=Human Resources Dept./
CM=userdi@example.net

Auth Rule TLS-Wireless
Port Type wireless
NAS Vendor juniper-mist

Another way to review information about the wireless client is to go to Clients > WiFi Clients.
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Q) -~
Clients i
~ WIFi Clients

Wire ients
[3 Access Points Vired Clients

You should see your client and where it is attached. Click on Client Insights.

B WiFi Clients

qQ
1-1 of 1

D User a PV Address MAC Address Device Type AP Mame 551D Pre-shared Key Insights
O user0i@examplenet 10.8888.11 34:e8:94:db:53:79 TP-LINK TECHNOLOGIES CO.  dc51-ap1  DC51-Test2 Client Insights

In the Client Events section, you will see information about the EAP-TLS-based authentication process.
For instance, the NAC Server Certificate Validation Success event.

Client Events  277otal 15Good 4 NMeutral 8 Bad

DHCP Success de51-apl
Authorization & dic51-apl
Association

MAC Client Access  deSl-apl
Allowed

MAC Client dcSt-apl
Certificare
Validation Success

NAC Server dcst-apl
Certificate

Validation Success

AP Deauthentication de5lapl

Also see NAC Client Certificate Validation Success events.

Client Events 27 Total

DHCP Success de51-ap1
Authorization & deS1-apl
Association

MAC Client Access deS1-apl
Allowed

NAC Client deS1-apl
Certificate
Validation Success

MNAC Server deS1-apl
Certificate

Validation Success

AP Deauthentication dc31-apl

And NAC Client Access Allowed events.

AP

MAC Address

BsSID

5510

Authentication Type

AP

MAC Address

B55ID

5510

deSt-apl

34:08:94:db:53:79

d4:20:b0:0c:a7:d5

DC51-Test2

eap-tis

3de8:04:d0053:79

da:20:b0:0cat:d5

DES1-Test2

Certificate Serial Number 24

Authentication Type

User Name

userl1@example.net

User Name

Certificate Issuer

userd1@

CN=ca.exampl

2406578
Certificate Expiry Sep 9, 202512
Fort Type wireless
NAS Vendor |uniper-mist

Certificate CN

Certificate SAN (Email)

Certificate Issuer

Certificate Expiry

Certificate Subject

user(l@example.net

userD @example.net

JC=NL/ST=Nether

TEST-Corp./

an Dassuirear Pant §
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Client Events 27Total 15Good 4 Neutral 8Bad

DHCP Success desi-apl BSSID dd:2
¥ deSt1-apl
Aumu..uz.auon & P S5ID DC51-Test2
Association
i SRnT Certificate Serial Number 24
MAC Client Access de51-apl s e o Certificate Expiry
Allowed
Authentication Type eap-tls i

Certificate Subject
NAC Client de51-apl
Certificate User Name userD1 @example.net
Validation Success

Certificate CN userll@example.net
NAC Server de51-ap1
Certificate Auth Rule TLS-Wireless
rtificate

Validation Success

Port Type wireless
AP Deauthentication dc51-api

NAS Vendor juniper-mist

EAP-TTLS Authentication of a Wired Client

To test EAP-TTLS client-based authentication of a wired client, execute the following steps one by one.

First, we need to change the port on the access switch where the wired client is attached to use the
profile for 802.1X that we defined in the switch template in Figure 26 on page 84. Change the
configuration profile to vlan1099-eap.

Edit Port Configuration W .
Port IDs
2e-0/0/0
Interface
® L2 interface L3 interface L3 sub-interfaces

Configuration Profile
Ivlrln‘.-:‘.',"lﬁ eap wlan109%(1099), access I\/

Enable Dynamic Port Configuration

NOTE: After this is applied, your wired clients will not be able to communicate further with the
network as we have not authenticated them yet.



(Optional) Remote Shell to the switch to review the configuration applied for RadSec, the certificate, and
the port.

mist@switch1> show configuration | display set | match dotix

set groups top access profile dotl1x accounting-order radius

set groups top access profile dotlx authentication-order radius

set groups top access profile dotlx radius authentication-server 3.33.153.159

set groups top access profile dotl1x radius authentication-server 15.197.139.214
set groups top access profile dotlx radius accounting-server 3.33.153.159

set groups top access profile dot1x radius accounting-server 15.197.139.214

set groups top access profile dotlx radius options nas-identifier
6ce2ec31-4db2-4d56-8aae-4047380273ch@0cc34f37700

set groups top access profile dotl1x accounting order radius

set groups top access profile dotl1x accounting update-interval 600

set protocols dotl1x authenticator authentication-profile-name dotlx

set protocols dotl1x authenticator interface vlan1099-eap

mist@switch1> show configuration | display set | match vlan1099-eap | match interfaces
set groups vlan1099-eap interfaces <*> unit @ family ethernet-switching vlan members v1an1099
set interfaces interface-range vlan1099-eap member ge-0/0/0

set interfaces interface-range vl1an1099-eap apply-groups vlan1099-eap
mist@switch1> show configuration | display set | match access

set groups top access radius-server 3.33.153.159 secret "$9$gnaDk.mTn6AP5nCu@hc"
set groups top access radius-server 3.33.153.159 timeout 5

set groups top access radius-server 3.33.153.159 radsec-destination 895

set groups top access radius-server 15.197.139.214 secret "$9%$gnaDk.mTn6AP5nCu@hc"
set groups top access radius-server 15.197.139.214 timeout 5

set groups top access radius-server 15.197.139.214 radsec-destination 896

set groups top access profile dotl1x accounting-order radius

set groups top access profile dotl1x authentication-order radius

set groups top access profile dotl1x radius authentication-server 3.33.153.159

set groups top access profile dotlx radius authentication-server 15.197.139.214
set groups top access profile dotl1x radius accounting-server 3.33.153.159

set groups top access profile dotlx radius accounting-server 15.197.139.214

set groups top access profile dotl1x radius options nas-identifier
6ce2ec31-4db2-4d56-8aae-4047380273ch00cc34f37700

set groups top access profile dotl1x accounting order radius

set groups top access profile dotlx accounting update-interval 600

set groups top access radsec destination 895 address 3.33.153.159

set groups top access radsec destination 895 port 2083

set groups top access radsec destination 895 tls-certificate mist-nac-device-cert
set groups top access radsec destination 895 tls-force-ciphers low

set groups top access radsec destination 895 tls-min-version v1.2



set groups top access radsec destination 895 tls-peer-name aws-production.cdd@e7d1-
e1f2-4280-86cd-0327e6ce88ae
set groups top access radsec destination 895 tls-timeout 30
set groups top access radsec destination 896 address 15.197.139.214
set groups top access radsec destination 896 port 2083
set groups top access radsec destination 896 tls-certificate mist-nac-device-cert
set groups top access radsec destination 896 tls-force-ciphers low
set groups top access radsec destination 896 tls-min-version v1.2
set groups top access radsec destination 896 tls-peer-name aws-production.cdd@e7d1-
e1f2-4280-86cd-0327e6ce88ae
set groups top access radsec destination 896 tls-timeout 30
mist@switch1> show security pki ca-certificate
LSYS: root-logical-system
CA profile: mist-vpn-ca
Certificate identifier: mist-vpn-ca
Issued to: cdd@e7d1-e1f2-4280-86cd-0327e6ce88ae, Issued by: C = US, 0 = Mist, OU = OrgCA, CN =
cdd@e7d1-e1f2-4280-86cd-0327e6ce88ae
Validity:
Not before: 08-28-2023 09:37 UTC
Not after: 08-25-2033 09:37 UTC
Public key algorithm: rsaEncryption(4096 bits)
Keypair Location: Keypair generated locally
mist@switch1> show security pki local-certificate
LSYS: root-logical-system
Certificate identifier: mist-nac-device-cert
Issued to: 00cc34f37400, Issued by: C = US, 0 = Mist, OU = OrgCA, CN = cdd@e7d1-
e1f2-4280-86cd-0327e6ce88ae
Validity:
Not before: ©8-23-2024 10:11 UTC
Not after: 08-23-2025 10:11 UTC
Public key algorithm: rsaEncryption(2048 bits)
Keypair Location: Keypair generated locally
mist@switch1> show system connections | match 2083

tcp4 0 0 10.33.33.19.59751
15.197.139.214.2083 ESTABLISHED
tcp4 0 0 10.33.33.19.65050
3.33.153.159.2083 ESTABLISHED

mist@switch1> show dot1x interface ge-0/0/0

802.1X Information:

Interface Role State MAC address User
ge-0/0/0.0 Authenticator Connecting

mist@switch1> show dot1x interface ge-0/0/0 detail

ge-0/0/0.0



Role: Authenticator
Administrative state: Auto
Supplicant mode: Single

Number of retries: 3

Quiet period: 60 seconds
Transmit period: 30 seconds

Mac Radius: Disabled

Mac Radius Restrict: Disabled
Reauthentication: Enabled
Reauthentication interval: 3600 seconds
Supplicant timeout: 30 seconds
Server timeout: 30 seconds
Maximum EAPOL requests: 2

Guest VLAN member: not configured

Number of connected supplicants: 0

We do not need to specify a label as we only use the authentication type and the port location for
identification of the client in this example. So, go to Organization > Auth Policies and create the
following rule:

e Position=1

o Name=TTLS-Wired

e Match Criteria=EAP-TTLS and Wired
e Policy Pass=Pass

o Assigned Policies=Network Access Allowed

Auth Policies
Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.
Add Rule Create Label Show NAC Events Today « (]
[} No. Name Match Criteria (match on locat User Group, etc) Policy assigned Policies (vLAN, kol o5 meouts, et Hit Count
a 1 + EAPTTLS x| Wired 4 Network Access Allowed
a 2 TLS-Wireless + | al v Network A fiow +
o s TLS-Wired + | al | wired x| v +
= MAC3 + | v +
a s MACT + | v +
Last Last Rule All Users b 4 Metwork Access Denied 715

If you have not done it already you must perform the enterprise PKl integration and let the Juniper Mist
authentication cloud learn the root CA and install a TLS server certificate/key for the RADIUS server.
Refer to the examples in the section "Juniper Mist Authentication Cloud Certificate Installation" on page
114.
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For this test, it is mandatory to have at least one IdP specified since we need to perform a credential
check. Hence, the RADIUS server needs to be able to contact a credential database. In our example, we
leverage a simplistic LDAP repository. In a production-grade environment, you would probably use
Azure or Okta instead. Remember that we have provided examples for those integrations in the section
"Configuration Examples of Public Identity Provider Database Integration" on page 154.

Identity Providers

Static Configuration Add |DP
MName w I0OP Type Default IDP
ownLDAP LDAPS

Next, you need to perform EAP-TTLS authentication with a wired supplicant relevant to your client
operating system. We have shared examples of such configurations for Windows and Linux clients in the
section "Configure Client Supplicants with Certificates and Necessary EAP Methods" on page 119.

Upon successful completion of the EAP-TTLS authentication, you should see the Hit Count incremented
like in the figure shown below:

Auth Policies
Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied
Add Rule Create Label Show NAC Events Today ~ [+]
O N, Nama Match Criteria [match or tion, 5510, User Group, e1c) Policy Assigned Policies (vLAN, Roles, Sessic eouts, eic) Hit Count
o TTLS-Wired + | o R v R e+ 1

You can see the information about your client:



223

MNAC Events 1Total 1Good OMNeutral 0O Bad

MWAC Client Access

Allowed Client 52:54:00:bd:Bc:e8
MAC Address £2:54:00:bd:8c:e8
Authentication Type eap-ttls
User Name user01@example.net
Auth Rule TTLS-Wired
IDP awnLDAP
Port ID ge-ﬂm.’ 1.0
Switch Mac 00:cc:34:f3:77:00
Port Type wired
NAS Vendor juniper-mist

You can also go to Clients > Wired Clients.

I.Q.I:.. Clients

WIiF| Clients

E Access Polnts

Then, look for your client and select Wired Client Insights.

Wired Clients sitel =

a
1-30f3
Client Name & MAC Address VLAN Wirelass Clients Switch Port 1P Addrass Manufacturer Insights
{=» 52:54:00:bd:8c:e8 52:54:00:bd:8c:e8 1099 switch2 ge-0/0/ 10.99.99.42 uUnknown Wired Client Insights
<{*» spokel 40:96:14:55:7:00 1 - switch2  ge-0/0/2 192.168.10.219 Juniper Networks Wired Client Insights
{=> switch2 f8:c1:16:48:01:80 1099 switch ge-0/011 192.168.10.219 Juniper Networks Wired Client Insights
{*» 40:96:14:55:7R.00 4¢:96:14:55:71:00 1099 192.168.10.219 Juniper Networks

Then, you can inspect the Wired Client Events for NAC Server Certificate Validation Success events.



Wired Client Events

User Authenticated

NAC Client Access
Allowed

MAC IDP Group
Lookup Success

NAC IDP
Authentication
Success

NAC Server
Certificate
Validation Success

Also see NAC IDP Authentication Success events.

Wired Client Events  22Total

User Authenticated

MAC Client Access
Allowed

NAC IDP Group
Lookup Success

NAC IDP
Authentication
Success

NAC Server

Certificate
Validation Success

And NAC IDP Group Lookup Success events.

Wired Client Events  22Total

User Authenticated

MAC Client Access
Allowed

MNAC IDP Group
Lookup Success

NAC IDP
Authentication
Success

MNAC Server
Certificate
Validation Success

And NAC Client Access Allowed events.

20 Good 2 Neutral

20 Good 2 Meutral

22Total 20Good 2Neutral 0Bad | Allevent Types =

Port ID
MAC Address
User Name

Certificate Issuer

Certificate Expiry
Switch Mac

Port Type

OBad

ge-0/0/4.0

52:54:00:bd:8c:e8

userQ1@example.net

CN=ca.example.net OU=CA-
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Center.0=Juniper.L=Amsterdam,ST=Netherlands,C=NL.1.2.840.113549

sep 9, 2025 12:02:33 PM

00ec:34:/3:77:00

wired

All event Types +

Port1D

MAC Address

User Name

IDP

Switch Mac

Port Type

NAS Vendor

0Bad | All event Types =

MAC Address

Authentication Type

User Name

IDP

Switch Mac

Port Type

MAS Vendor

ge-0/0 6.0

52:54:00:bd:8ce8

userD1@example.net

ownLDAP

00:cc:34:(3:77:00

wired

juniper-mist

52:54:00:bd:8c:ed

eap-ttls

user01@example.net

ownLDAP

00:cc:34:13:77:00

wired

juniper-mist
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Wired Client Events 22Total 20Good 2MNeutral OBad | Allevent Types ~

User Authenticated

MAC Client Access
Allowed

NAC IDP Group
Lookup Success

MNAC IDP
Authentication
Success

MAC Server
Certificate

Validation Success

User Authenticated

And User Authenticated events.

Wired Client Events  22Total 20Good 2 Neutral 0Bad Al event Types ~
User Authenticated

Port ID
NAC Client Access
Allowed Text
NAC IDP Group
Lookup Success

MAC Address
NAC IDP
Authentication EA——
Success

MAC Address 52:54:00:bd:Bce8
Authentication Type eap-ttls

User Name user01@example.net

Auth Rule TTLS-Wired

IDP ownLDAP

Switch Mac 00cc34:f3:77:00

Port Type wired

MNAS Vendor Juniper-mist
ge-0/0y

DOT1XD_USR_AUTHENTICATED: Custorn_log Dot1x User
anon@example.net logged in interface ge-0/0/%.0 vian
vian1099

52:54:00:bd:8c:e8

00:cc:34:f3:77:00

(Optional) Remote Shell to the switch and check the client authentication status using commands like

those shown below:

root@switch1> show dot1x interface ge-0/0/0
802.1X Information:

Interface Role State MAC address
ge-0/0/0.0 Authenticator Authenticated 52:54:00:BD:8C:E8
root@switch1> show dot1x interface ge-0/0/0 detail

ge-0/0/0.0

Role: Authenticator
Administrative state: Auto
Supplicant mode: Single
Number of retries: 3

Quiet period: 60 seconds
Transmit period: 30 seconds
Mac Radius: Disabled

Mac Radius Restrict: Disabled

Reauthentication: Enabled

User
user@1@example.net



Reauthentication interval: 3600 seconds
Supplicant timeout: 30 seconds
Server timeout: 30 seconds
Maximum EAPOL requests: 2
Guest VLAN member: not configured
Number of connected supplicants: 1
Supplicant: anon@example.net, 52:54:00:BD:8C:E8
Radius supplicant: user@l@example.net
Operational state: Authenticated
Backend Authentication state: Idle
Authentication method: Radius
Authenticated VLAN: vlan1099
Session Reauth interval: 3600 seconds
Reauthentication due in 3486 seconds
Session Accounting Interim Interval: 36000 seconds
Accounting Update due in 35886 seconds
Eapol-Block: Not In Effect
Domain: Data

EAP-TTLS Authentication of a Wireless Client

In this example, we use EAP-TTLS as an 802.1X-based authentication of wireless clients.

An SSID for wireless can be configured in several ways. In our example, we use a WLAN template by
first navigating to Organization > WLAN Templates.

Switches

Administrators Auth Policies Applications Campus Fabric Device Profiles

(£) wan Edges

D wist Edges

<7 Location

n[l!] Analytics

oo Site

@ Organization

Create a new template with the following settings:

Audit Logs

Client Onboarding
Inventory

Maobile SDK

Settings

Subscriptions

e Name=EAP-Auth

Auth Policy Labels
Certificates

Identity Providers

Application Palicy
Hub Profiles
Network Topology

Networks

WAN Edge Templates

Switch Templates Labels

Pre-Shared Keys
RF Templates

WLAN Templates
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e Applies to:

e Sites and Site Groups=sitel

< WLAN Temy EAP-Auth
Name

EAP-Auth

Applies to

Entire Org

Sitel | X | +

Create an SSID with a name like the figure shown below:

551D

WiFi SLE

[ Eexclude this WLAN from WiFi SLEs

Under Security, configure the following settings:

e Security Type=WPA2 and

Enterprise
(802.1X)
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Security
Security Type

WPA3 WPAZ Legacy OWE Open Access

Enterprise (802.1X) Personal (PSK)

O use EAPOL w1 (for legacy clients)
O Enable EAP-Reauth

D Prevent banned clients from associating

lit banned clients in Network Security Page
Fast Roaming
(® Default
(O Opportunistic Key Caching (OKC)
QO an

Then, configure the following settings:

e Authentication Servers=Mist Auth
e VLAN=Tagged

e VLAN ID=1088

Authentication Servers

Mist Auth -

CoA/DM Server
(O Enabled (8 Disabled

VLAN

O Untaggeded. QO Pocl O Dynamic

VLAN ID @

Guest Portal

@ Mo portal (go directly to internet)
——

O custom guest portal

After saving your template, you should see the following configuration:
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WLAN Templates Create Templte

=]
Name & Applied To Org Sites Site Groups Exceptions WLANS
EAP-Auth MNo sitel DC51-Test2

Next, go Access Points and select your site to review the APs. Select one AP.

@ Monitar ACCESS PO| mtS sitel] = Inventory Create Wireless Networks Claim APs = i
[‘E| Marvis™

2 |0 | 2

100% m VLANS Version Compliance

2,, Clients

m AP Switch Redundancy

G Access Points
Switches a
1-
@ LR S
D Status Name & MAC Address IP Address Varsion Model Eth Port Speed
Mist Edges
(@] =
£t O B Connected dc51-ap1  d4:20:bC 10.33.33.23 0.14.29543 AF eth0 1000mbps
q?’ Location O B connected  de51 ap2 d4:20:b 10.33.33.24 0.14.29543 AF eth0 1000mbps

Review the AP configuration applied making sure the SSID from the template appears in the WLANs
tab:

WLANs
ssiD Band Source
DC51-Test2 2.4/5 Template: EAP-...

We do not need to specify a label as we only use the authentication type and the port location for
identification of the client in this example. So, go to Organization > Auth Policies and create the
following rule:

e Position=1

e Name=TTLS-Wireless

e Match Criteria=EAP-TTLS and Wireless
e Policy Pass=Pass

o Assigned Policies=Network Access Allowed



Auth Policies
Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.
Add Rule Create Label Show NAC Events
[:I No. MName Match Criterla (match on location, 5510, User Group, etc) Palicy Assigned Polices (vVLAN, Roles, Sessie
m + Iall x I v . c +
O 2 TTLS-Wired + | al v +
o TLS-Wireless + | al v % +
O s TLS Wired + | ail v R el +
o s + o T v s piowes +
i . Last l Last Rule l l l All Usms- . x Network Access Denled

If you have not done it already, you must perform the enterprise PKI integration and let the Juniper Mist
authentication cloud learn the root CA and install a TLS server certificate/key for the RADIUS server.
Refer to the examples in the section "Juniper Mist Authentication Cloud Certificate Installation" on page
114.

For this test, it is mandatory to have at least one IdP specified since we need to perform a credential
check, Hence, the RADIUS server needs to be able to contact a credential database. In our example, we
leverage a simplistic LDAP repository. In a production-grade environment, you would probably use
Azure or Okta instead. Remember that we have provided examples for those integrations in the section
"Configuration Examples of Public Identity Provider Database Integration" on page 154.

Identity Providers

Static Configuration Add |DP
MName w IDP Type Default IDP
ownLDAP LDAPS

Next, you need to perform EAP-TTLS authentication with a wireless supplicant relevant to your client
operating system. We have already shared examples of such configurations for Windows and Linux
clients in the section "Configure Client Supplicants with Certificates and Necessary EAP Methods" on
page 119.

Upon successful completion of the EAP-TTLS authentication, you should see the Hit Count increment as
in the figure shown below:
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Auth Policies

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching pelicy rule is applied.

Add Rule Create Label Show NAC Events Today + @

O No. Name Mateh Criteria (match o

0 1 TTLS-Wireless + i [ EEEE v Network Access Allowed 4 1

Policy Assigned Policies (VLAN, Roles, Session Timeouts, et} Hit Count

When you click on this link, you will see information about the EAP-TTLS authentications performed.

NAC Events 1Total 1Good O0Meutral 0Bad

NAC Client Access dc51-apl

Allowed Client user0] @example.net
MAC Address 34:e8.94:db:53:79
BSSID d4:20:b0:0c:a7:d5
SSID DC51-Test2
Authentication Type eap-ttis
User Name userll@example.net
Auth Rule TTLS-Wireless
IDP owWnLDAP
Part Type wireless
MNAS Vendor juniper-mist

Another way to review information about the wireless client is to go to Clients > WiFi Clients.

WIFI Clients

Wired Clients

You should see your client listed and where it is attached. Click on Client Insights.

B WiFi Clients s siel » e aues

1-1 of 1

O User & IPvd Address MAC Address Device Type AP Name sS51D Pre-shared Key Insights

O useroi@example.net 10.88.88.11 34:e8:94:db:53:79 TP-LINK TECHNOLOGIES CO.  dcS1-ap1  DC51-Test2 Client Insights
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In the Client Events section, you will see information about the EAP-TTLS-based authentication process.

For instance, the NAC Server Certificate Validation Success event.

Client Events  3sTotal 22Good 5 Neutral

Autherization &
Association

NAC Client Access
Allowed

NAC IDP Group
Lookup Success

NAC IDP
Authentication
Success

NAC Server
Certificate
Validation Success

des1-apt

de51-apt

de51-apt

dest-apt

de51-apt

8 Bad

Also see NAC IDP Authentication Success events.

Client Events  35Total 22Good 5 Neutral

Authorization &
Assaciation

NAC Client Access
Allowed

NAC IDP Group
Lookup Success

NAC IDP
Authentication
Success

And NAC IDP Group Lookup Success events.

Client Events  35Total 22Good 5 Neutral

Autherization &
Association

MNAC Client Access
Allowed

NAC IDP Group
Lookup Success

NAC IDP
Authentication

And NAC Client Access Allowed events.

Client Events  3sTotal 22Good

Authorization &
Association

NAC Client Access
Allowed

NAC IDP Group
Lookup Success

NAC IDP
Authentication
Success

dec51-apt

deS1-apt

des1-apt

des1-apl

deS1-ap?

des1-apt

de51-apl

deS1-apl

dcS1-apl

dcs1-apl

destapl |9€31-ap1]

dc51-apl

5 Neutral

8 Bad

8 Bad

8 Bad

AP

MAC Address

BSSID

SsID

AP

MAC Address

BSSID

SsID

Authentication Type

AP

MAC Address

BSSID

SsiD

Authentication Type

AP dcs1-apl

MAC Address 34:e8:94:db:53:79
BSSID d4:20:b0:0ca7ds
SsID DC51-Testz

User Name user01@example net

dcS1-apl

34:e8:94:db:53:79

d4:20:b0:0c:a7:d5

DC51-Test2

dc51-api

34:e8:94:db:53.79

dd:20:b0:0c:a7:d5

DC51-Test2

eap-ttls

de51-ap?

34:e8:94:db:53:79

d4:20:b0:0c:a7:d5

DC51-Test2

eap-ttls

Certificate Issuer

Certificate Expiry

CN=caexampl
Center,O=Junij
1.2.840.11354¢
240657861647

Sep 9, 202512

Port Type wireless
NAS Vendor juniper-mist
User Name user01@example.net
IDP ownLDAP
Port Type wireless
NAS Vendor juniper-mist
User Name user0)1@example.net
IDP ownLDAR
Port Type wireless
NAS Vendor juniper-mist
User Name user01@example.net
Auth Rule TTLS-Wireless
IDP ownLDAP
Port Type wireless
NAS Vendor juniper-mist
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I Policy Match Criteria Checking

233

When creating an authentication policy, you must define one or more match criteria for the evaluation
of the policy to be performed. For a certain policy, all defined match criteria must be present to match
the policy. They are defined as logical AND conditions. During the authentication tests, a list such as

that shown in Figure 33 on page 233 was created.

Figure 33: Authentication Testcase Policies

Auth Policies

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

Add Rule

Do oo o o

Create Label
M. Name
1 TTLS-Wireless
2 TTLS-Wired
2 TLS-Wireless
4 TLS-Wired
5 MAC3
] MACT
Last Last Rule

Match Criteria (match or

+

+

o D N
o T

All Users

Policy

X |8 |8 'S %S

Show NAC Events

Assigned Policies (VLAMN, Roles, Sess)

Network Access Denled

There are, however, more match criteria available than shown in the figure above. The complete list of all

available match criteria is:

e Authentication type:

EAP-TLS

TEAP

EAP-TTLS

PSK (for wireless only)

Admin Auth

MAB (MAC address-based authentication)

e Port type (over which the client authentication is performed):

e Wireless

Wired



e RADIUS attribute-based (you can also use an auth label definition for these):

o Check the vendor list for RADIUS AVPs
e Sites and site groups (location)

e Auth label-based (provides the most flexibility):

e Certificate attribute—Checks the supplicant attributes. Note: EAP-TTLS does not support this as it
does not use client certificates.

e Client list—MAC addresses or OUI definitions when doing MAB.

e Directory attribute—Requires integration with an IdP database.

e SSID—Cannot be used for wired clients.

e MDM Compliance—This requires integration with an IdP database and an MDM.

o Client Label—These labels can be assigned when a wireless client uses a Juniper AP.

In the authentication test cases, we used the following match criteria with reference to Figure 33 on
page 233:

e Authentication Type=MAB and EAP-TLS and EAP-TTLS
e Port Type=Wired and Wireless
e Auth Label=Client List with two different MAC addresses

We added an example of match criteria in this section and will demonstrate how to properly implement
certificate attribute checking for EAP-TLS.

First, we need to determine which certificate attributes are used by the supplicant when it authenticates
with EAP-TLS. Two possible methods to determine this information are as follows:

e Obtain the information when reviewing the certificate after it’s installed on the supplicant.

e The recommended method is:

e Create a generic EAP-TLS authentication policy.

Perform a successful EAP-TLS authentication with your client.
o Review the Client Events and check the certificate attributes that are logged.
e Create an auth label based on these certificate attributes.

e Create a new authentication policy (with a priority over the generic policy) using the new auth
label.

e Perform the EAP-TLS authentication with your client again.



235

e Confirm that the more specific authentication policy is being matched instead.
We begin with the generic rule. Go to Organization > Auth Policies and create the following rule:
e Position=1
e Name=TLS-All
e Match Criteria=EAP-TLS
e Policy Pass=Pass
o Assigned Policies=Network Access Allowed

Auth Policies

Each user authentication attemnpt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

Add Rule Create Label Show INAC Events
No. Name Match Critaria (match on location, SSID, User Group, et Policy Assigned Policies [VLAMN, Roles, Sessio
O 1 + [ZEE v Network Access Aliowed 4=
O 2 TTLS-Wireless + | al v Pietwork Accass Allowed.| 4

Now, perform any EAP-TLS client authentication using either wired or wireless.

After the authentication has been performed, you should notice that the policy Hit Count has increased.

Auth Policies

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

Add Rule Create Label Show NAC Events Today = (o]
D MNo. Name Match Criteria [match on locatior D, User Group, etc) Policy Assigned Policies (VLAN, Roles, Session Timeouts, et Hit Count
O TLS-All Ll EAPTLS x (v g Network Access Aliowed D
n s TT1 SWirelacs + | o ISTENTUE DT s Monunric Arracs Allnued

Among other logged information, you will now see various information about the client certificate used
on the supplicant.
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Authentication Type eap-tls
User Name user01@example.net
Certificate CN userd1@example.net

Certificate SAN (Email)  userDi@example.net

Certificate |ssuer fC=NL/ST=Netherlands/L=Amsterdam/O=|uniper/OU=CA-Center/
CN=ca.example.net/emailAddress=trustcenter@example.net

Certificate Expiry Sep 9, 2025 12:07:12 PM

Certificate Subject C=US/ST=Californla/O=Example TEST-Corp./OU=Human Resources Dept./
CN=user01@example.net

Auth Rule TLS-all

This information allows you to create an auth label specific to the user. In the example, we copy and
paste the reported common name (CN) certificate attribute to a new label by navigating to Organization
> Auth Policy Labels:

e Label Name=TLS-User1
e Label Type=Certificate Attribute
e Label Values=Common Name (CN)

e Common Name Values=user@1@example.net

Label Name

Label Type

Certificate Attribute e

Label Values

Commaon Name (CN) -

Commeon Mame Values 1@

¥

Then, create a more specific rule using the new label and position it above the previous rule. Go to
Organization > Auth Policies and create the following rule:
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e Position=1

e Name=TLS-Cert

e Match Criteria=EAP-TLS and TLS-User1
e Policy Pass=Pass

e Assigned Policies=Network Access Allowed

U Mo, Name Match Criteria at at er Group, &l Palicy Aszsigned Policies (VLAN
o + v +
O 2 TLS-All LV 4 +

Next, perform a new EAP-TLS client authentication with the client again.

With the right certificate attribute in place, this policy should now get a hit, and the other more generic
rule will be used for any other clients not having the expected certificate attribute.

Each user authentication attempt Is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.
Add Rule Create Label Show NAC Events Today « [#]
O No. Name Match Criteria {match on location, Sroup, et Policy Assigned Policies (VLAN, Roles. Timecuts, et Hit Count
O 2 TLS-All + Vv Nk e A +

I Authorization and Assigned Policies

So far, we have not used any assigned policies. However, they are critical for enabling the RADIUS
server to not just approve authentication, but in its response, to optionally instruct the network access
device (the switch or AP) to enforce any limitations on the network access provided to the attached
client. Every client may not have the same network access rights after being authenticated. As a result,
we need to be able to enforce different levels of access rights where the client ingresses the network.
We achieve this by adding rules when we allow network access to a certain authentication policy.

Policy Assigned Policles (vLAN

When defining any authorization parameters, we must do this by creating an auth label:



e Label Type=AAA Attribute

e Label values to choose from:

¢ VLAN—Allows you to specify a single VLAN for this client to access. This is a very commonly used
option. It usually leverages the standard RADIUS AVP=Tunnel-Private-Group-ID

e GBP Tag—Used in IP Clos fabrics, this allows you to specify the number of a group-based policy
(GBP) tag to be dynamically assigned. It leverages the Juniper RADIUS AVP=Juniper-Switching-
Filter with a string containing the GBP-Tag configuration.

e Session Timeout—Allows you to shorten or lengthen the time a client is allowed access to the
network before a new authentication must be performed.

e Custom Vendor Specific Attribute—Allows you to use non-standard RADIUS AVPs. You need to
know that the vendor of the network access device supports a custom attribute.

e Custom Standard RADIUS Attribute—Allows you to use standard RADIUS AVPs.

e Dynamic Wired Port Configuration—Allows you to configure trunk and native VLANSs as a list of
VLANSs to be configured. It usually leverages the standard RADIUS AVP=Egress-VLAN-Name multiple
times.

NOTE: You may see other RADIUS attributes to select, but they only make sense when the auth
label is used for a match criteria. So, ignore “Role”, “Realm”, and “User Name”, for example.

Care must be taken when using RADIUS attributes to configure one or more VLANSs that are not
configured on the port beforehand. By default, the system does not configure a VLAN at the time it’s
needed using a dynamic configuration option. Especially when using campus fabric, there may be a
situation where the ports you have defined for an access switch or Virtual Chassis do not use a certain
VLAN. Hence, the fabric renderer will not provide a configuration for this VLAN locally to the access
switch or Virtual Chassis and when you configure a VLAN as an authorization parameter, it's not actually
configured on the port. In this case, you must use the Dynamic VLAN option on the port profile and add all
potential VLANs you might use for future dynamic assignments, as described in the example below. This
will instruct the fabric renderer to configure those VLANSs ahead of time before you can use them
dynamically via RADIUS.



«'| Use dot1x authentication

Allow Multiple Supplicants

namic VLAN @

Networks

vian1088 ® wvlan1099 X |+

Mac authentication
Use Guest Network

Bypass authentication when server is down

Assigned Policy of a Single Dynamic VLAN

In this example, upon authentication, we dynamically change the local VLAN a client gets assigned to.
Review the test case for "EAP-TLS Authentication of a Wired Client" on page 204. You will find that at
the end of that process, the client was assigned to v1an1099 because this was the default VLAN in that

port profile.

root@switchl> show dotlx interface ge-0/0/0 detail
ge=-0/0/0.0

Role: RAuthenticator

Bdministrative state: Auto

Supplicant mode: Single

Number of retries: 3

Quiet period: 60 seconds

Transmit period: 30 seconds

Mac Radius: Disabled

Mac Radius Restrict: Disabled

Reauthentication: Enabled

Reauthentication interwval: 3600 seconds

Supplicant timecut: 30 seconds

Server timeout: 30 seconds

Maximum EAPOL requests: 2

Guest VLAN member: not configured

Number of connected supplicants: 1

Supplicant: userOl@example.net, 52:54:00:BD:8C:E8

Operational state: Authenticated
Backend Authentication state: Idle
Ruthentication method: Radius
Buthenticated VLAN: vlanl099
Session Reauth interval: 3600 seconds
Reauthentication due in 3287 seconds

Session Accounting Interim Interval: 36000 seconds

RAccounting Update due in 35687 seconds
Eapol-Bleock: Not In Effect
Domain: Data
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Now let's assume that we want to have vlan1088 assigned to the client instead. In this case, define an
auth label for this by first navigating to Organization > Auth Policy Labels and configuring the following
settings:

e Label Name=Dynamic-VLAN
o Label Type=AAA Attribute
e Label Values=VLAN

o VLAN Values=vlan1088

Label Name

Label Type

Label Values

VLAN Values

Then, change the existing auth policy rule to add our label to the existing TLS-Wired auth policy like in the
figure shown below:

TLS-Wired +  a [EEEEE v Netwark Access Allowed SRR LIEd] +

Next, perform EAP-TLS client authentication for your wired client.

After the new authentication is successful, check the policy hit and confirm that the dynamic VLAN is
used instead as indicated in the figure below:



Client 52:54:00:bd:Bc:ed

MAC Address 52:54:00:bd:Bc:e8

Certificate Serial Number 24

Authentication Type eap-tls
User Name userl1@example.net
Certificate CN user01@example.net

Certificate SAM (Email)  user01@example.net

Certificate Issuer fC=ML/ST=Netherlands/L=Amsterdam/O=juniper/OU=CA-Center/CN=ca.example.net/
emailAddress=trustcenter@example.net

Certificate Expiry Sep 9, 202512.07:12 PM

Certificate Subject fC=U5/5T=California/O=Example TEST-Corp./OU=Human Resources Dept./
CN=user01@example.net

Auth Rule TLS-Wired

VLAN Name vlan1088

RADIUS Returned Tunnel-Type=VLAN

Attributes Tunnel-Medium-Type=1EEE-802

Tunnel-Private-Group-id=vlan1088

Port ID pe-0vDe 1.0
Switch Mac 00:cc:34:3:77:00
Port Type wired

MAS Vendor juniper-mist

(Optional) You can also see the effects when opening a Remote Shell on the switch:

show dot1x interface ge-0/0/0 detail

ge-0/0/0.0

Role: Authenticator

Administrative state: Auto

Supplicant mode: Single

Number of retries: 3

Quiet period: 60 seconds

Transmit period: 30 seconds

Mac Radius: Disabled

Mac Radius Restrict: Disabled

Reauthentication: Enabled

Reauthentication interval: 3600 seconds
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Supplicant timeout: 30 seconds
Server timeout: 30 seconds
Maximum EAPOL requests: 2
Guest VLAN member: not configured
Number of connected supplicants: 1
Supplicant: user@1@example.net, 52:54:00:BD:8C:E8
Operational state: Authenticated
Backend Authentication state: Idle
Authentication method: Radius
Authenticated VLAN: vlan1088
Session Reauth interval: 3600 seconds
Reauthentication due in 3592 seconds
Session Accounting Interim Interval: 36000 seconds
Accounting Update due in 35992 seconds
Eapol-Block: Not In Effect
Domain: Data
show vlans v1an1088 detail
Routing instance: default-switch
VLAN Name: v1an1088 State: Active
Tag: 1088
Internal index: 3, Generation Index: 3, Origin: Static
MAC aging time: 300 seconds
VXLAN Enabled : No
Interfaces:
ge-0/0/3.0%,tagged, trunk
ge-0/0/0.0% ,untagged,access
Number of interfaces: Tagged 1 , Untagged 1
Total MAC count: 1

Assigned Policy for Multiple VLANSs on a Trunk Port and AP as Supplicant

In this example, we demonstrate a few features at the same time:

e The capability to reuse the automatically generated and deployed certificate, which the AP uses to
authenticate the RadSec tunnel connecting to the Juniper Mist cloud, as a certificate for itself as a
supplicant.

e The capability of the Juniper AP to function as an 802.1X supplicant by utilizing a device certificate
for EAP-TLS authentication with a switch.



e The ability to dynamically assign all required trunk VLANSs for connected clients, as well as the AP's
native management VLAN, upon successful authentication of the AP.

The benefit of this feature combination allows us to not only strongly authenticate the clients on the
network but also the attached infrastructure, including APs. Without such protection of switch ports, an
attacker could disable an AP, attach its ethernet cable to their own laptop or AP and access any VLAN
configured on the port. An additional advantage of this feature combination is the increased flexibility in
using switch ports for various devices and clients. By enabling EAP 802.1X authentication on all switch
ports, the appropriate VLANs are automatically assigned to a port when a recognized client or AP is
connected. This avoids static configuration and the reservation of precious infrastructure switch ports.

NOTE: The supplicant feature on Juniper APs is not supported by the models AP21, AP41 and
AP61 which have been announced for EOL. All other models need firmware 0.14.x or higher.

The first step of this configuration is to remember that as part of the configuration in section "Juniper
Mist Authentication Cloud Certificate Installation" on page 114, we have configured the Mist CA as an
additional root CA. We need to extract the issuer to be able to identify the certificates the AP will use
for authentication.

Certificate Authorities e (1)

Common Name w Issuer Valid To

cddOe7d1-e112-4280-86cd-0327ebcedBae C=Us, O=Mist, OU=0rgCA, CN=cdd0e7d1-e172-4280-86cd-0327e6ceBBae 08/25/2033

ca.example.net C=NL, ST=Netherlands, L=Amsterdam, O=Juniper, OU=CA-Center, CN

From the extracted issuer, you need to delete all of the space characters and commas, then use / as a
new delimiter. In our example, the result looks like:

/C=US/0=Mist/0U=0rgCA/CN=cdd@e7d1-e1f2-4280-86cd-0327e6ce88ae

With that information, define a new label with the following settings by navigating to Organization >
Auth Policy Labels:

e Label Name=MistAPCert
e Label Type=Certificate Attribute
e Label Values=Issuer

e Issuer Values=<insert your own issuer>
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Label Name

Label Type

Certificate Attribute -

Label Values
Issuer Values | (0]

fC=US/O=Mist/QU=QreCA/CN=cddDe7d1-e1f2-4280-86cd-0327e6ceBBae

Continue with the next label that defines which client VLANSs this AP will use:
e Label Name=AP-role
o Label Type=AAA Attribute

e Label Values=Dynamic Wired Port Configuration

o Namel=2default
e Name2=1vlan1088

e Name3=1vlan1099



Label Name

Label Type

Label Values

I Dynamic Wired Port Configurat n.--,l

Add VLAN Name o)

Mame

NOTE: When entering the VLAN names, it is critical to know that the first character defines
whether the VLAN needs to be tagged or not. Use “2” for the native, untagged VLAN that is
usually used to manage the AP itself and use “1” for tagged VLANS.

Next, create the necessary auth policy. Go to Organization -> Auth Policies and create the following
rule:

e Position=1

e Name=MistAP

e Match Criteria=MistAPCert and EAP-TLS and Wired
e Policy Pass=Pass

e Assigned Policies=Network Access Allowed and AP-role



246

Auth Policies

Each user authentication attempt is evaluated according to the list of Policy rules based on Match criteria. Only the first matching policy rule is applied.

Add Rule Create Label Show NAC Events
D No. Name Match Criteria (m b Policy Assigned Policies (V1
O 1 L T | MistAPCert  x v Network At Alowe

] - T . L - w IS ~ I

Next, we must enable the AP as a supplicant using the same certificate it uses for its RadSec tunnel
towards the Juniper Mist cloud. To do so, go to Access Points > <your AP> and enable the 802.1X
supplicant under Ethernet Properties as shown in the figure below:

Ethernet Properties

PoE Passthrough
O Enable ® Disable

Ethernet Port Configurations
O Enable @ Disable

Ethd

full duplex, 1000 mbps, 0 (errors), 499.1 MB (bytes),
2.8 M (packets), 31.0 k (peak bps)

Eth1
® Enable interface (O Disable interface

no link

Module
@ Enable interface (O Disable interface

no link

802.1X Supplicant

B requires firmware vOU14.% or b gher

@el}le O Disable

Download the Mist Certificate in Organization
Settings for use by RADIUS servers to validate
certificates presented by Mist APs,

Next, change the AP-attached port on the access switch to use the configuration profile defined for
802.1X in Figure 26 on page 84 in the switch template. Change the configuration profile to vlan1099-eap.



Edit Port Configuration

Port IDs

Interface

® L2 interface L3 interface L3 sub-interfaces

Conflguration Profile

I vlan1099-eap vian1099(10099), access, edge

4

Enable Dynamic Port Configuration

NOTE: The RADIUS-based dynamic VLAN configuration does not require enabling the checkbox
you see for Dynamic Port Configuration in the figure above. Leave this unchecked since it's
meant for a different kind of dynamic port configuration the Juniper switch supports.

Next, the AP should authenticate through the switch using EAP-TLS and receive a dynamically assigned

VLAN through RADIUS.

You should see the AP as a wired client:

B Wired Clients sitel ~
Q
client Name & MACAddress VLAN  Wireless Clients  Switch
4] 1 switchz
<> 1099 switch1
(o) 1 switch2
5c:5b:35:11:58:20 1 1] switch1

B dcs1-apa

Port IP Address
ge-0/01

ge-0/0/3  10.99.99.99
ge-0/0/16 10.33.33.15
ge-0/0/%5 10.33.33.16

o

1-70f7

Manufacturer Username Insights

IEEE Reglstration Authority - Wired Client Insights
Unknown Wired Client Insights
Mist Systems Wired Client Insights

Mist Systemns MistAP-5c-5b-35-f1-58-20  Wired Client Insights

You can see that the issuer of the RADIUS certificate is your own organization’s PKI:

Wired Client Events  8Total 4Good 0Neutral 4Bad

NAC Client Access
Allowed

NAC Client
Certificate
Validation Success
NAC Server
Certificate
Validation Success

User Authenticated

All event Types =

Authentication Type
User Name

Certificate Issuer

Certificate Expiry
Switch Mac
Port Type

NAS Vendor

The AP client certificate should get validated:

eap-tis
MIStAP-5¢-5b-35-f1-58-20

CN=ca example.net.OU=CA.
Center,0=Juniper,L=Amsterdam,ST=Netherlands,C=NL,1.2.840.113549.1.9.1=#0c1 77472757374636

Sep 9, 2025 12:02:33 PM
00:cc:34:f3:74:00
wired

juniper-mist



Wired Client Events  8Total 4Good 0 Neutral

MAC Client Access
Allowed

NAC Client
Certificate
Validation Success
MAC Server
Certificate
Validation Success

User Authenticated

4Bad | All event Types

Certificate CN

Certificate Issuer

Certificate Expiry

Certificate SAN (DNS
Name)

Certificate Subject

Switch Mac

Port Type

NAS Vendar
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5c5b3515820
/C=US/0=MIst/OU=0rgCA/CN=cdd0e7d1-e1f2-4280-86cd-0327ebceBiae
Sep 26, 2025 4:39:04 PM

5c5b35f15820

/C=US/O=Mist/OU=cdd0e7d1-e1f2-4280-86cd-0327ebce8Bae/CN=5c5b35(15820
00:ce:34:§3:74:00
wired

luniper-mist

Finally, the AP is allowed to access the network and the other VLANSs are assigned to this port through

the auth rule and dynamic VLAN assignments:

Wired Client Events  8Total 4Good 0MNeutral 4Bad | All eventTypes

NAC Client Access
Allowed

NAC Client
Certificate
Walidation Success

NAC Server
Certificate

Validation Success

User Authenticated

Certificate Subject

Auth Rule

RADIUS Returned
Attributes

Switch Mac

Port Type

NAS Vendor

/C=U5/0=Mist/OU=cddDe7d1-e1f2-4280-86cd-0327ebceB8ae/CN=5c5b35f15820
MistAP

Tunnel-Type=VLAN

Tunnel-Medium-Type=|EEE-802

Egress-VLAN-Name=2default

Egress-VLAN-Name=1vlan1088

Egress-VLAN-Name=1vlan10%9

User-Name=5c5b35f15820

00:cc:34:13:74:00

wired

juniper-mist

(Optional) Using Remote Shell, you should see the following information on the switch:

root@access1> show dot1x interface ge-0/0/3
802.1X Information:

Role State
Authenticator Authenticated

Interface
ge-0/0/3.0

MAC address
5C:5B:35:F1:58:20

root@access1> show dot1x interface ge-0/0/3 detail

ge-0/0/3.0
Role: Authenticator
Administrative state: Auto
Supplicant mode: Single
Number of retries: 3
Quiet period: 60 seconds
Transmit period: 30 seconds
Mac Radius: Disabled
Mac Radius Restrict: Disabled
Reauthentication: Enabled
Reauthentication interval: 3600 seconds

User
5c5b35f15820



Supplicant timeout: 30 seconds
Server timeout: 30 seconds
Maximum EAPOL requests: 2
Guest VLAN member: not configured
Number of connected supplicants: 1
Supplicant: MistAP-5c-5b-35-f1-58-20, 5C:5B:35:F1:58:20
Radius supplicant: 5c5b35f15820
Operational state: Authenticated
Backend Authentication state: Idle
Authentication method: Radius
Authenticated VLAN: default
Session Reauth interval: 3600 seconds
Reauthentication due in 3530 seconds
Egress Vlan: 1, 1088, 1099
Session Accounting Interim Interval: 36000 seconds
Accounting Update due in 35930 seconds
Eapol-Block: Not In Effect
Domain: Data

root@access1> show vlans

Routing instance VLAN name Tag Interfaces
default-switch default 1
aed. 0x
ge-0/0/3.0%
default-switch vlan1088 1088
aed. 0
ge-0/0/3.0%
default-switch vlan1099 1099
aed. 0x
ge-0/0/0.0%
ge-0/0/3.0%

Assigned Policy by Referencing a Filter-ID

When using the standard RADIUS AVP Filter-Id, you can dynamically assign EX Switch firewall filters to
wired clients upon their authentication. This capability and the configuration options of EX Switch
firewall filters are explained here.


https://www.juniper.net/documentation/us/en/software/junos/routing-policy/topics/concept/firewall-filter-ex-series-overview.html

For this test case, first apply a minimalistic firewall filter that enables policing and counting packets for a
dynamic wired client. We recommend applying this configuration to all switches at a site using a switch
template. Alternatively, you can apply the below ruleset locally using additional Junos OS CLI commands
to the switch.

delete firewall policer pl

set firewall policer p1 if-exceeding bandwidth-limit 1m

set firewall policer p1 if-exceeding burst-size-limit 2k

set firewall policer p1 then discard

delete firewall family ethernet-switching filter filter1

set firewall family ethernet-switching filter filter1 term t1 from source-address 10.99.99.0/24
set firewall family ethernet-switching filter filter1 term t1 then count counter1

set firewall family ethernet-switching filter filter1 term t1 then policer p1

set firewall family ethernet-switching filter filter1 term t1 then log

The next step is to create a new label by going to Organization > Auth Policy Labels and configuring the
following settings:

e Label Name=MyFilter

o Label Type=AAA Attribute

e Label Values=Custom Standard RADIUS Attribute
e Namel=Filter-Id

e Valuel=filter1



Label Name

Label Type

AAA Attribute e

Label Values

Jcustom Standard RADIUS Attribute]

Add Attribute (0]

Name Valua

Then, change the existing auth policy rule to add the label to the existing TLS-Wired auth policy like in the
figure shown below:

Next, perform EAP-TLS client authentication for the wired client.

After the client authenticates, check the policy hit and confirm that the filter-ID attribute was used as
indicated in the figure below:
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Client

MAC Address

Certificate Serial Number

Authentication Type

User Name

Certificate CN

Certificate SAN (Email)

Certificate Issuer

Certificate Expiry

Certificate Subject

Auth Rule

RADIUS Returned
Attributes

Port ID

Switch Mac

Part Type

NAS Vendor

52:54:00:bd:8c:e8

52:54:00:bd:8ce8
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eap-tis

user)1 @example.net

user(] @example.net

userQ1@example.net

fC=NL/ST=Netherlands/L=Amsten
emailAddress=trustcenter@exam

Sep 9, 2025 12:07:12 PM

fC=US/5T=California/O=Example 1
CN=userD1 @example.net

TLS-Wired

Filter-ld=filter1

ge-0/0ie.0

00:cc:34:f3:77:00

wired

Juniper-mist
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(Optional) Remote Shell to the switch and execute the two commands shown in the figure below to
confirm that the filter was applied correctly and works as expected:

show dot1x interface ge-0/0/0 detail

ge-0/0/0.0

Role: Authenticator

Administrative state: Auto

Supplicant mode: Single

Number of retries: 3

Quiet period: 60 seconds

Transmit period: 3@ seconds

Mac Radius: Disabled

Mac Radius Restrict: Disabled

Reauthentication: Enabled

Reauthentication interval: 3600 seconds

Supplicant timeout: 30 seconds



Server timeout: 30 seconds
Maximum EAPOL requests: 2
Guest VLAN member: not configured
Number of connected supplicants: 1
Supplicant: user@1@example.net, 52:54:00:BD:8C:E8
Operational state: Authenticated
Backend Authentication state: Idle
Authentication method: Radius
Authenticated VLAN: vlan1099
Dynamic Filter: filter1
Session Reauth interval: 3600 seconds
Reauthentication due in 3423 seconds
Session Accounting Interim Interval: 36000 seconds
Accounting Update due in 35823 seconds
Eapol-Block: Not In Effect
Domain: Data
show dotl1x firewall
Filter name: dotl1x_ge-0/0/0
Counters:
Name Bytes Packets
counter1__dot1x_ge-0/0/0-filter1-t1 3430 34
Filter name: dotl1x_ge-0/0/0
Policer:
Name Packets
pl1-t1 33
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