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About This Guide

Use this guide to configure and operate the Firewalls in chassis cluster mode, where a pair of devices are
connected and configured to operate as a single node, providing device, interface, and service level
redundancy.
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Overview
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Chassis Cluster Overview | 2

Chassis Cluster Features Supported on SRX Series Devices | 10




Chassis Cluster Overview

IN THIS SECTION

Chassis Cluster Overview | 2
Chassis Cluster Limitations | 6

Platform-Specific Chassis Cluster Behavior | 7

Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific Chassis Cluster Behavior" on page 7 section for notes related to your
platform.

A chassis cluster ensures high availability by combining two devices into one. It synchronizes
configuration files and dynamic runtime session states between the firewalls.

Chassis Cluster Overview

IN THIS SECTION

Benefits of Chassis Cluster | 3
Chassis Cluster Functionality | 3
Chassis Cluster Modes | 3

How Chassis Clustering Works? | 4
IPv6 Clustering Support | 4

Use case for SRX Chassis Clusters | 5

The Junos OS ensures high availability on SRX Series Firewalls through using chassis clustering. In
cluster mode, two devices connect and operate as a single node, offering redundancy for devices,
interfaces, and services.


https://apps.juniper.net/feature-explorer/

For SRX Series Firewalls, which act as stateful firewalls, it is important to preserve the state of the traffic
between two devices. In a chassis cluster setup, in the event of failure, session persistence is required so
that the established sessions are not dropped even if the failed device was forwarding traffic.

When configured as a chassis cluster, the two nodes back up each other, with one node acting as the
primary device and the other as the secondary device, ensuring stateful failover of processes and
services in the event of system or hardware failure. If the primary device fails, the secondary device
takes over the processing of traffic. The cluster nodes are connected together with two links called
control link and fabric link and devices in a chassis cluster synchronize the configuration, kernel, and PFE
session states across the cluster to facilitate high availability, failover of stateful services, and load
balancing.

There is no seperate license required to enable chassis cluster. However, some Junos OS software
features require a license to activate the feature. For more information, see Understanding Chassis
Cluster Licensing Requirements, Installing Licenses on the SRX Series Devices in a Chassis Cluster and
Verifying Licenses on an SRX Series Device in a Chassis Cluster. Please refer to the Juniper Licensing
Guide for general information about License Management. Please refer to the product Data Sheets at
SRX Series Services Gateways for details, or contact your Juniper Account Team or Juniper Partner.

Benefits of Chassis Cluster

o Prevents single device failure that results in a loss of connectivity.

e Provides high availability between devices when connecting branch and remote site links to larger
corporate offices. By leveraging the chassis cluster feature, enterprises can ensure connectivity in the
event of device or link failure.

Chassis Cluster Functionality

Chassis cluster functionality includes:

e Resilient system architecture, with a single active control plane for the entire cluster and multiple
Packet Forwarding Engines. This architecture presents a single device view of the cluster.

e Synchronization of configuration and dynamic runtime states between nodes within a cluster.

e Monitoring of physical interfaces, and failover if the failure parameters cross a configured threshold.

Chassis Cluster Modes

A chassis cluster can be configured in an active/active or active/passive mode.

o Active/passive mode: In active/passive mode, transit traffic passes through the primary node while
the backup node is used only in the event of a failure. When a failure occurs, the backup device
becomes primary and takes over all forwarding tasks.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/understanding-licenses-for-srx-series.html#id-understanding-chassis-cluster-licensing-requirements
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/understanding-licenses-for-srx-series.html#id-understanding-chassis-cluster-licensing-requirements
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/understanding-licenses-for-srx-series.html#id-installing-licenses-on-the-srx-series-devices-in-a-chassis-cluster
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/understanding-licenses-for-srx-series.html#id-verifying-licenses-on-an-srx-series-device-in-a-chassis-cluster
https://www.juniper.net/us/en/products-services/security/srx-series/

o Active/active mode: In active/active mode, has transit traffic passing through both nodes of the
cluster all of the time.

How Chassis Clustering Works?

The control ports on the respective nodes are connected to form a control plane that synchronizes
configuration and kernel state to facilitate the high availability of interfaces and services.

The data plane on the respective nodes is connected over the fabric ports to form a unified data plane.

When creating a chassis cluster, the control ports on the respective nodes are connected to form a
control plane that synchronizes the configuration and kernel state to facilitate the high availability of
interfaces and services.

Similarly, the data plane on the respective nodes is connected over the fabric ports to form a unified
data plane.

The fabric link allows for the management of cross-node flow processing and for the management of
session redundancy.

The control plane software operates in active or backup mode. When configured as a chassis cluster, the
two nodes back up each other, with one node acting as the primary device and the other as the
secondary device, ensuring stateful failover of processes and services in the event of system or
hardware failure. If the primary device fails, the secondary device takes over processing of traffic.

The data plane software operates in active/active mode. In a chassis cluster, session information is
updated as traffic traverses either device, and this information is transmitted between the nodes over
the fabric link to guarantee that established sessions are not dropped when a failover occurs. In active/
active mode, it is possible for traffic to ingress the cluster on one node and egress from the other node.
When a device joins a cluster, it becomes a node of that cluster. With the exception of unique node
settings and management IP addresses, nodes in a cluster share the same configuration.

At any given instant, a cluster can be in one of the following states: hold, primary, secondary-hold,
secondary, ineligible, and disabled. A state transition can be triggered because of any event, such as
interface monitoring, SPU monitoring, failures, and manual failovers.

IPv6 Clustering Support

SRX Series Firewalls running IP version 6 (IPv6) can be deployed in active/active (failover) chassis cluster
configurations in addition to the existing support of active/passive (failover) chassis cluster
configurations. An interface can be configured with an IPv4 address, IPvé6 address, or both. Address
book entries can include any combination of IPv4 addresses, IPv6 addresses, and Domain Name System
(DNS) names.



Chassis cluster supports Generic Routing Encapsulation (GRE) tunnels used to route encapsulated IPv4/
IPvé traffic by means of an internal interface, gr-0/0/0. This interface is created by Junos OS at system
bootup and is used only for processing GRE tunnels. See the Interfaces User Guide for Security Devices.

Use case for SRX Chassis Clusters

Enterprise and service provider networks employ various redundancy and resiliency methods at the
customer edge network tier. As this tier represents the entrance or peering point to the Internet, its
stability and uptime are of great importance. Customer transactional information, email, Voice over IP
(VolP), and site-to-site traffic can all utilize this single entry point to the public network. In environments
where a site-to-site VPN is the only interconnect between customer sites and the headquarter site, this
link becomes even more vital.

Traditionally, multiple devices with discreet configurations have been used to provide redundancy at this
network layer with mixed results. In these configurations, the enterprise relies on routing and
redundancy protocols to enable a highly available and redundant customer edge. These protocols are
often slow to recognize failure and do not typically allow for the synchronization required to properly
handle stateful traffic. Given that a fair amount of enterprise traffic passing through the edge (to/from
the Internet, or between customer sites) is stateful, a consistent challenge in the configuration of this
network tier has been ensuring session state is not lost when failover or reversion occurs.

Another challenge in configuration of redundant devices is the need to configure, manage, and maintain
separate physical devices with different configurations. Synchronizing those configurations can also be a
challenge because as the need and complexity of security measures increase, so too does the probability
that configurations are mismatched. In a secure environment, a mismatched configuration can cause
something as simple as a loss of connectivity or as complex and costly as a total security breech. Any
anomalous event on the customer edge can affect uptime, which consequently impacts the ability to
service customers, or possibly the ability to keep customer data secure.

An answer to the problem of redundant customer edge configuration is to introduce a state-aware
clustering architecture that allows two or more devices to operate as a single device. Devices in this type
of architecture are able to share session information between all devices to allow for near instantaneous
failover and reversion of stateful traffic. A key measure of success in this space is the ability of the
cluster to fail over and revert traffic while maintaining the state of active sessions.

Using the SRX Chassis Cluster configuration described in "Example: Configure Full Mesh Chassis
Cluster" on page 414 will reduce system downtime.

Devices in an effective clustering architecture can also be managed as a single device; sharing a single
control plane. This function is vital as it reduces the OpEx associated with managing multiple devices.
Rather than managing and operating separate devices with different configurations and management

portals, you can manage multiple devices that serve the same function through a single management

point.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/security/interfaces-overview.html

Finally, in a cluster configuration, devices have the ability to monitor active interfaces to determine their
service state. An effective cluster proactively monitors all revenue interfaces and should fail over to
backup interfaces if a failure is detected. This should be done at nearly instantaneous intervals to
minimize the impact of a service failure (dropped customer calls, and so on).

Chassis Cluster Limitations

The SRX Series Firewalls have the following chassis cluster limitations:

Chassis Cluster

Group VPN is not supported.

On SRX Series Firewalls in a chassis cluster, flow monitoring for version 5 and version 8 is supported.
However, flow monitoring for version 9 is not supported.

When an SRX Series Firewall is operating in chassis cluster mode and encounter any IA-chip access
issue in an SPC or a I/0O Card (I0C), a minor FPC alarm is activated to trigger redundancy group
failover.

Flow and Processing

If you use packet capture on reth interfaces, two files are created, one for ingress packets and the
other for egress packets based on the reth interface name. These files can be merged outside of the
device using tools such as Wireshark or Mergecap.

If you use port mirroring on reth interfaces, the reth interface cannot be configured as the output
interface. You must use a physical interface as the output interface. If you configure the reth
interface as an output interface using the set forwarding-options port-mirroring family inet output
command, the following error message is displayed.

Port-mirroring configuration error. Interface type in reth1.0 is not valid for port-mirroring or next-hop-group

config

When an SRX Series Firewall is operating in chassis cluster mode and encounter any IA-chip (IA-chip
is part of Juniper SPC1 and IOC1. It has direct impact on SPC1/I0C1 control plane) access issue in an
SPC or a I/O Card (IOC), a minor FPC alarm is activated to trigger redundancy group failover.

On SRX Series Firewalls in a chassis cluster, when two logical systems are configured, the scaling limit
crosses 13,000, which is very close to the standard scaling limit of 15,000, and a convergence time of
5 minutes results. This issue occurs because multicast route learning takes more time when the
number of routes is increased.

Interfaces



e On the Isq-0/0/0 interface, Link services MLPPP, MLFR, and CRTP are not supported.
e On the It-0/0/0 interface, CoS for RPM is not supported.

e The 3G dialer interface is not supported.

e Queuing on the ae interface is not supported.

Layer 2 Switching

On SRX Series Firewall failover, access points on the Layer 2 switch reboot and all wireless clients lose
connectivity for 4 to 6 minutes.

MIBs

e The Chassis Cluster MIB is not supported.

IPv6

e Redundancy group IP address monitoring is not supported for IPvé destinations.
MIBs

e The Chassis Cluster MIB is not supported.

Nonstop Active Routing (NSR)

e NSR can preserve interface and kernel information and saves routing protocol information by running
the routing protocol process (RPD) on the backup Routing Engine. However, most SRX platforms do
not support NSR yet. So on the secondary node, there is no existing RPD daemon. After RGO failover
happens, the new RGO master will have a new RPD and need to re-negotiate with peer device.

Sampling features such as flow monitoring, packet capture, and port mirroring are supported on reth
interfaces.

SEE ALSO

‘ Preparing Your Equipment for Chassis Cluster Formation | 37

Platform-Specific Chassis Cluster Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behaviors for your platform.


https://apps.juniper.net/feature-explorer/

Platform

SRX Series

Difference

SRX5000 line of Firewalls that support chassis
cluster include the following limitations:

You can gather screen statistics data on the
primary device only.

Eight-queue configurations are not reflected on
the chassis cluster interface.

An APN or an IMSI filter must be limited to 600
for each GTP profile. The number of filters is
directly proportional to the number of IMSI
prefix entries. For example, if one APN is
configured with two IMSI prefix entries, then
the number of filters is two.

SRX4600 and SRX5000 line of Firewalls that
support chassis cluster include the following

limitations:

In large chassis cluster configurations, if more
than 1000 logical interfaces are used, the
cluster heartbeat timers are recommended to
be increased from the default wait time before
triggering failover. In a full-capacity
implementation, we recommend increasing the
wait to 8 seconds by modifying heartbeat-
threshold and heartbeat-interval values in the
[edit chassis cluster] hierarchy.

The product of the heartbeat-threshold and
heartbeat-interval values defines the time
before failover. The default values (heartbeat-
threshold of 3 beats and heartbeat-interval of
1000 milliseconds) produce a wait time of 3
seconds.

To change the wait time, modify the option
values so that the product equals the desired
setting. For example, setting the heartbeat-



(Continued)

Platform

Change History Table

Difference

threshold to 8 and maintaining the default value
for the heartbeat-interval (1000 milliseconds)
yields a wait time of 8 seconds. Likewise,
setting the heartbeat-threshold to 4 and the
heartbeat-interval to 2000 milliseconds also
yields a wait time of 8 seconds.

If the primary node running the LACP process
(lacpd) undergoes a graceful or ungraceful
restart, the lacpd on the new primary node
might take a few seconds to start or reset
interfaces and state machines to recover
unexpected synchronous results. Also, during
failover, when the system is processing traffic
packets or internal high-priority packets
(deleting sessions or reestablishing tasks),
medium-priority LACP packets from the peer
(switch) are pushed off in the waiting queues,
causing further delay.

SRX320, SRX340, SRX345, SRX380, SRX550,
SRX1500, SRX1600, SRX2300, SRX4120, and
SRX4300 Firewalls that support chassis cluster
have the following limitations:

The maximum number of monitoring IPs that
can be configured per cluster is 64 .

For SRX320, SRX340, SRX345,SRX380, and
SRX550 Firewalls that support chassis cluster,
the reboot parameter is not available, because
the devices in a cluster are automatically

rebooted following an in-band cluster upgrade
(ICU).



Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

12.1X45 @ Starting with Junos OS Release 12.1X45-D10 and later, sampling features such as flow monitoring,
packet capture, and port mirroring are supported on reth interfaces.
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Example: Configure Chassis Clustering on SRX Series Firewalls | 126

Chassis Cluster Features Supported on SRX Series
Devices

IN THIS SECTION

Supported Features on Standalone and Chassis Cluster | 10

To determine if a feature is supported by a specific platform or Junos OS release, refer to Feature
Explorer.

Supported Features on Standalone and Chassis Cluster

All features are supported in both chassis cluster and standalone mode on the same platform, except
what is indicated in the below table.

Table 1 on page 11 lists the features that are not supported in standalone or chassis cluster.


https://apps.juniper.net/feature-explorer/
https://pathfinder.juniper.net/feature-explorer/
https://pathfinder.juniper.net/feature-explorer/

Table 1: Features Not Supported in Standalone or Chassis Cluster

Category

Ethernet Link
Aggregation

Diagnostics Tools

Ethernet Interfaces

Chassis Management

Class of Service

Features Standalone

LACP (port priority) Layer 3
Mode

LACP (port priority) Layer 2
Mode

J-Flow Yes

Ping MPLS

Promiscuous mode on Ethernet
interface

Chassis cluster SPC insert Yes

IEEE 802.3af/ 802.3at support

Simple filters

Chassis cluster

Yes

Not supported in Active/Backup and
Active/Active modes.

Yes

Not supported in Active/Active and
Active/Active Failover mode. But
state is synched to backup node.

Yes

Yes

Not supported in Active/Backup,
Active/Backup Failover, Active/
Active, Active/Active Failover.

Yes

Table 1: Features Not Supported in Standalone or Chassis Cluster (Continued)

Flow-Based and Packet-
Based Processing-

GPRS

End-to-end packet debugging
Express Path support

Host bound fragmented traffic
Packet-based processing

Selective stateless packet-based services

GPRS (transparent mode and route mode)

Yes

Yes



Multicast VPN

GTPv2

IDP

Layer 2 Mode

SNMP v1,v2,yv3

Basic multicast features in C-instance

Multicast VPN membership discovery with BGP
P2MP LSP support

P2MP OAM to P2MP LSP ping

Reliable multicast VPN routing information exchange

IMSI prefix and APN filtering
Message-length filtering

Message-rate limiting

Message-type filtering

Packet sanity check

Policy-based inspection

Restart GTPv2 path

Sequence-number and GTP-U validation
Stateful inspection

Traffic logging

Tunnel cleanup

Cryptographic key handling
DSCP marking

IDP class-of-service action
IDP inline tap mode

IDP SSL inspection

Jumbo frames

Performance and capacity tuning for IDP

Q-in-Q tunneling

Yes

Yes

Yes

Yes

Yes



Stateless Firewall Filters Stateless firewall filters(ACLs)

Transparent Mode Bridge domain
UTM Antivirus-Express
Antivirus-Full

Stateful active/active cluster mode

Web filtering-Websense redirect

User Interfaces J-Web user interface

Junos XML protocol

Session and Resource Control (SRC) application

Upgrading and Rebooting = ISSU

Chassis Cluster Overview | 2

Yes

Yes

Yes

Not supported in
Active/Backup Failover

and Active/Active
Failover modes.

Yes

Yes
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Chassis Cluster Configuration Overview

Following are the prerequisites for configuring a chassis cluster:

On SRX300, SRX320, SRX340, SRX345, and SRX380 Firewalls, any existing configurations
associated with interfaces that transform to the fxpO management port and the control port should
be removed. For more information, see "Understanding SRX Series Chassis Cluster Slot Numbering
and Physical Port and Logical Interface Naming" on page 20.

Confirm that hardware and software are the same on both devices.
Confirm that license keys are the same on both devices.

For SRX300, SRX320, SRX340, SRX345, and SRX380 Firewalls, the placement and type of GPIMs,
XGPIMs, XPIMs, and Mini-PIMs (as applicable) must match in the two devices.

For SRX5000 line of Firewalls, the placement and type of SPCs must match in the two devices.

Figure 1 on page 16 shows a chassis cluster flow diagram for Firewalls.



Figure 1: Chassis Cluster Workflow
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Figure 2: Chassis Cluster Workflow (SRX5800, SRX5600, SRX5400 Devices)
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This section provides an overview of the basic steps to create a chassis cluster. To create a chassis
cluster:

1. Prepare the Firewalls to be used in the chassis cluster. For more information, see "Preparing Your
Equipment for Chassis Cluster Formation" on page 37.



2. Physically connect a pair of the same kind of supported Firewalls together. For more information, see

"Connecting SRX Series Devices to Create a Chassis Cluster" on page 41.

a. Create the fabric link between two nodes in a cluster by connecting any pair of Ethernet
interfaces. For most Firewalls, the only requirement is that both interfaces be Gigabit Ethernet
interfaces (or 10-Gigabit Ethernet interfaces).

When using dual fabric link functionality, connect the two pairs of Ethernet interfaces that you
will use on each device. See "Understanding Chassis Cluster Dual Fabric Links" on page 178.

b. Configure the control ports (SRX5000 line only). See "Example: Configuring Chassis Cluster
Control Ports" on page 80.

. Connect the first device to be initialized in the cluster to the console port. This is the node (node 0)
that forms the cluster and use CLI operational mode commands to enable clustering:

a. ldentify the cluster by giving it the cluster ID.
b. Identify the node by giving it its own node ID and then reboot the system.

See "Example: Setting the Node ID and Cluster ID for Security Devices in a Chassis Cluster " on page
48. For connection instructions, see the Getting Started Guide for your device

. Connect to the console port on the other device (node 1) and use CLI operational mode commands
to enable clustering:

a. ldentify the cluster that the device is joining by setting the same cluster ID you set on the first
node.

b. Identify the node by giving it its own node ID and then reboot the system.

. Configure the management interfaces on the cluster. See "Example: Configuring the Chassis Cluster
Management Interface" on page 54.

. Configure the cluster with the CLI. See the following topics:

a. Example: Configuring the Number of Redundant Ethernet Interfaces in a Chassis Cluster
b. "Example: Configuring the Chassis Cluster Fabric Interfaces" on page 67

¢. "Example: Configuring Chassis Cluster Redundancy Groups" on page 91

d. "Example: Configuring Chassis Cluster Interface Monitoring" on page 193

e. "Example: Configuring Chassis Clustering on an SRX Series Devices" on page 126

. (Optional) Initiate manual failover. See "Initiating a Chassis Cluster Manual Redundancy Group
Failover" on page 267.

. (Optional) Configure conditional route advertisement over redundant Ethernet interfaces. See
"Understanding Conditional Route Advertising in a Chassis Cluster" on page 161.

. Verify the configuration. See "Viewing a Chassis Cluster Configuration" on page 143.
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https://www.juniper.net/documentation/en_US/junos/topics/example/chassis-cluster-number-of-redundant-ethernet-interface-configuring-cli.html

If two nodes are connected in cluster, one node is elected as primary mode and its Routing Engine is
running as primary. The Routing Engine in secondary node running as client. All FPCs in the cluster,
regardless in primary node or secondary node, connect to the primary Routing Engine. The FPCs on
secondary node connect to primary Routing Engine through the HA control link. If the cluster has two
primaries, IOC receives a message from a different primary and reboot itself to recover from this error
state.

To prevent the IOC card from rebooting, secondary node has to be powered off before connecting into
the cluster.

To preserve the traffic on primary while connecting the secondary node into cluster, it is recommended
to configure cluster mode on node 1 and power down before connecting it to the cluster to avoid any
impact to the primary. The reason here is that control networks are different for a HA cluster or a single
node system. When the control ports are connected, these two join the same network and they
exchange messages.

This section provides an overview of the basic steps to restore the backup node after a failure when
there is a running primary node:

1. Connect to the console port on the other device (node 1) and use CLI operational mode commands
to enable clustering:

a. ldentify the cluster that the device is joining by setting the same cluster ID you set on the first
node.

b. Identify the node by giving it its own node ID and then reboot the system.

See "Example: Setting the Node ID and Cluster ID for Security Devices in a Chassis Cluster " on page
48. For connection instructions, see the Getting Started Guide for your device

2. Power off the secondary node.

3. Connect the HA control ports between two nodes.

4. Power on the secondary node.

5. The cluster is re-formed and the session is synced to the secondary node.

e When using dual fabric link functionality, connect the two pairs of Ethernet interfaces that you will
use on each device. See "Understanding Chassis Cluster Dual Fabric Links" on page 178.

e When using dual control link functionality (SRX5600 and SRX5800 devices only), connect the two
pairs of control ports that you will use on each device.

See "Dual Control Link Connections for SRX Series Firewalls in a Chassis Cluster" on page 170.

For SRX5600 and SRX5800 devices, control ports must be on corresponding slots in the two devices.
Table 2 on page 20 shows the slot numbering offsets:



Table 2: Slot Numbering Offsets

Device Offset

SRX5800 12 (for example, fpc3 and fpc15)
SRX5600 6 (for example, fpc3 and fpc9)
SRX5400 3 (for example, fpc3 and fpcé)
SRX4600 7 (for example, fpcl and fpc8)
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Chassis Cluster Slot Numbering and Logical Interface
Naming

IN THIS SECTION

Platform-Specific Chassis Cluster Slot Numbering Behavior | 35

Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific Chassis Cluster Slot Numbering Behavior" on page 35 section for notes
related to your platform.

See the hardware documentation for your particular model (SRX Series Services Gateways) for details
about Firewalls. See Interfaces User Guide for Security Devices for a full discussion of interface naming
conventions.


https://apps.juniper.net/feature-explorer/
https://www.juniper.net/documentation/resources/index.html#SRXPortableLibraries
https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/index.html

After the devices are connected as a cluster, the slot numbering on the SRX acting as node 1 changes
and thus the interface numbering will change. The slot number for each slot in both nodes is determined
using the following formula:

cluster slot number = (node ID * maximum slots per node) + local slot number
In chassis cluster mode, the interfaces on the SRX acting as node 1 are renumbered internally.

The slot numbering, physical port and logical interface naming conventions for SRX Series Firewalls in a
chassis cluster are detailed in the following sections:

Chassis Cluster Slot Numbering and Physical Port and Logical Interface
Naming

Table 3 on page 21 shows the slot numbering, as well as the physical port and logical interface
numbering, for both of the Firewalls that become node O and node 1 of the chassis cluster after the
cluster is formed.

Table 3: Chassis Cluster Slot Numbering and Physical Port and Logical Interface Naming

Model Chassis Maximum Slot Management = Control Fabric
Slots Per Numbering in = Physical Physical Physical
Node a Cluster Port/Logical Port/Logical Port/Logical
Interface Interface Interface
SRX1600 Node O 3 0 fxpO Dedicated Dual fabric
dual Control links
links with
MACsec
support
em0/em1 fab0O
Node 1 7 fxpO Dedicated Dual fabric
dual Control links
links with
MACsec
support

em0/em1 fab1l



Table 3: Chassis Cluster Slot Numbering and Physical Port and Logical Interface Naming (Continued)

Model

SRX1500

SRX340,SRX
345, and
SRX380

SRX320

Chassis

Node O

Node 1

Node O

Node 1

Node O

Node 1

Maximum
Slots Per
Node

5 (PIM slots)

3 (PIM slots)

Slot
Numbering in
a Cluster

Management
Physical
Port/Logical
Interface

fxpO

fxp0

fxpO

fxpO

fxpO

fxpO

ge-0/0/0

fxpO

ge-3/0/0

fxpO

Control
Physical
Port/Logical
Interface

Dedicated
Control port

emO

Dedicated
Control port

emO

ge-0/0/1

fxpl

ge-5/0/1

fxpl

ge-0/0/1

fxpl

ge-3/0/1

fxpl

Fabric
Physical
Port/Logical
Interface

Any Ethernet
port

fabO

Any Ethernet
port

fab1

Any Ethernet
port

fabO

Any Ethernet
port

fabl

Any Ethernet
port

fabO

Any Ethernet
port

fab1



Table 3: Chassis Cluster Slot Numbering and Physical Port and Logical Interface Naming (Continued)

Model Chassis Maximum Slot Management = Control Fabric
Slots Per Numbering in =~ Physical Physical Physical
Node a Cluster Port/Logical Port/Logical Port/Logical
Interface Interface Interface
SRX300 Node O 1(PIM slot) 0 ge-0/0/0 ge-0/0/1 Any Ethernet
port
fxpO fxpl fab0O
Node 1 1 ge-1/0/0 ge-1/0/1 Any Ethernet
port
fxpO fxpl fab1

Table 4: Chassis Cluster Fabric Interface Details for SRX1600

Interfaces Used as Fabric Port? = Supports Z-Mode Supports MACsec?
Traffic?

16X1Gigabit Ethernet Interface -BASE-T = Yes Yes No

RJ45

2x 25G SFP28 Yes Yes No

4x 10G SFP+ Yes Yes No

After you enable chassis clustering, the two chassis joined together cease to exist as individuals and now
represent a single system. As a single system, the cluster now has twice as many slots. (See Figure 3 on
page 24, Figure 4 on page 24, Figure 5 on page 24, Figure 6 on page 24, and Figure 8 on page 25.)



Figure 3: Slot Numbering in SRX300 Chassis Cluster
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Figure 7: Slot Numbering in SRX380 Chassis Cluster
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Figure 8: Slot Numbering in SRX1500 Chassis Cluster
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Chassis Cluster Slot Numbering and Physical Port and Logical Interface
Naming for SRX4600 Firewalls

Table 5 on page 26 and Table 6 on page 26 show the slot numbering, as well as the physical port and
logical interface numbering, for both of the Firewalls that become node 0 and node 1 of the chassis
cluster after the cluster is formed.



Table 5: Chassis Cluster Slot Numbering, and Physical Port and Logical Interface Naming for SRX4600

Firewalls
Model Chassis Maximu = Slot Management Control Physical Fabric Physical
Cluster m Slots Numberi = Physical Port/ Port/Logical Port/Logical
Per ngina Logical Interface Interface Interface
Node Cluster
SRX460 | Node O 1 0-6 fxp0 Dual (redundant) Dual (redundant)
0 MACsec-enabled MACsec-enabled
HA control ports HA fabric ports
Node 1 7-13 (10GbE) are (10GbE)
xe-0/0/0 and
xe-0/0/1 Dual Fabric ports
with macsec
It uses 1-Gigabit enabled are
Ethernet SFP as xe-0/0/2 and
control port. xe-0/0/3
Table 6: Chassis Cluster Interface Renumbering for SRX4600
Device Renumbering Constant Node O Interface Name Node 1 Interface Name
SRX4600 7 xe-1/0/0 xe-8/0/0
Table 7: Chassis Cluster Fabric Interface Details for SRX4600
Interfaces Used as Fabric Supports Z-Mode Supports MACsec?
Port? Traffic?
Dedicated fabric ports Yes Yes Yes
8X10-Gigabit Ethernet Interface SFPP Yes Yes No
ports
4XA40-Gigabit Ethernet Interface QSFP28 Yes Yes No
ports
4x10-Gigabit Ethernet Interface SFPP Yes Yes No

ports



Table 7: Chassis Cluster Fabric Interface Details for SRX4600 (Continued))

Interfaces Used as Fabric Supports Z-Mode Supports MACsec?
Port? Traffic?

2X100-Gigabit Ethernet Interface QSFP28 @ No No No

slots

Mix and match of fabric ports are not supported. That is, you cannot use one 10-Gigabit Ethernet
interface and one 40-Gigabit Ethernet interface for fabric links configuration. Dedicated fabric link
supports only 10-Gigabit Ethernet Interface.

Figure 10 on page 27 shows the slot numbering for both of the Firewalls that become node 0 and node
1 of the chassis cluster after the cluster is formed.

Figure 10: Slot Numbering in SRX4600 Chassis Cluster
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Chassis Cluster Slot Numbering and Physical Port and Logical Interface
Naming for SRX2300, SRX4120, SRX4100, SRX4200, and SRX4300
Devices

The SRX4100 and SRX4200 devices use two 1-Gigabit Ethernet/10-Gigabit Ethernet ports, labeled as
CTL and FAB as control port and fabric port respectively.

The SRX4300 devices supports 1-Gigabit Ethernet labeled as CTL control port.



Supported fabric interface types for SRX4100 and SRX4200 devices are 10-Gigabit Ethernet (xe) (10-

Gigabit Ethernet Interface SFP+ slots).

Table 8: Chassis Cluster Fabric Interface Details for SRX2300 and SRX4120

Ports with Port Speed

8X 1/2.5/5/10-Gigabit Ethernet Interface
SFPP

8x 1/10-Gigabit Ethernet Interface BASE-T
RJ45

4X 1/10/25-Gigabit Ethernet Interface SFP28

2X 40/100-Gigabit Ethernet Interface
QSFP28

Table 9: Chassis Cluster Fabric Interface Details for SRX4300

Ports with Port Speed

8x1/2.5/5/10-Gigabit Ethernet Interface
BASE-T RJ45.

8X1/10-Gigabit Ethernet Interface SFPP.

4X1/10/25-Gigabit Ethernet Interface SFP28.

6X 40/100-Gigabit Ethernet Interface
QSFP28.

2X1-Gigabit Ethernet Interface SFP HA.

Used as Fabric
Port?

Yes

Yes

Yes

Yes

Used as Fabric
Port?

Yes

Yes

Yes

Yes

No

Supports Z-Mode
Traffic?

Yes

Yes

Yes

No

Supports Z-Mode
Traffic?

Yes

Yes

Yes

No

No

Supports MACsec?

Yes

Yes

Yes

Yes

Supports MACsec?

Yes

Yes

Yes

Yes

Yes

Table 10 on page 29 shows the slot numbering, as well as the physical port and logical interface
numbering, for both of the Firewalls that become node 0 and node 1 of the chassis cluster after the

cluster is formed



Table 10: Chassis Cluster Slot Numbering, and Physical Port and Logical Interface Naming for SRX2300,
SRX4120, SRX4100, SRX4200, and SRX4300 Firewalls

Model Chassis Maximu = Slot Management Control Physical Fabric Physical
Cluster m Slots Numberi = Physical Port/ Port/Logical Port/Logical
Per ngina Logical Interface Interface Interface
Node Cluster
SRX230 | Node O 1 0 fxpO Dedicated control Revenue interfaces
0 and port, emO/em1 are used for dual
SRX412 fabric links, fabO.
0
Node 1 7 Revenue interfaces

are used for dual
fabric links, fab1.

SRX410 | Node O 1 0 fxpO Dedicated control Dedicated fabric

0 port, emO port, any Ethernet
port (for dual fabric-
link), fabO

Node 1 7 Dedicated fabric
port, and any
Ethernet port (for
dual fabric-link),
fabl

SRX420 | Node O 1 0 fxpO Dedicated control Dedicated fabric

0 port,emO port, and any
Ethernet port (for
dual fabric-link),
fab0O

Node 1 7 Dedicated fabric
port, and any
Ethernet port (for
dual fabric-link),
fabl



Table 10: Chassis Cluster Slot Numbering, and Physical Port and Logical Interface Naming for SRX2300,
SRX4120, SRX4100, SRX4200, and SRX4300 Firewalls (Continued)

Model Chassis Maximu  Slot Management
Cluster m Slots Numberi = Physical Port/
Per ngina Logical Interface
Node Cluster
SRX430 ' NodeO 1 0] fxpO
0
Node 1 7

Control Physical
Port/Logical
Interface

Dedicated control
port, emO/em1

Fabric Physical
Port/Logical
Interface

Revenue interfaces
are used for dual
fabric links, fabO

Revenue interfaces
for dual fabric links,
fab1

Figure 12 on page 30 and Figure 13 on page 31 shows the slot numbering for both of the Firewalls
that become node O and node 1 of the chassis cluster after the cluster is formed.

Figure 11: Slot Numbering in SRX2300 and SRX4120

Figure 12: Slot Numbering in SRX4100 Chassis Cluster
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Figure 13: Slot Numbering in SRX4200 Chassis Cluster
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Figure 14: Slot Numbering in SRX4300 Chassis Cluster
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The node 1 renumbers its interfaces by adding the total number of system FPCs to the original FPC
number of the interface. For example, see Table 11 on page 31 for interface renumbering on the
Firewalls (SRX4100, SRX4200, and SRX4300).

Table 11: Chassis Cluster Interface Renumbering for SRX1600, SRX2300, SRX4120, SRX4100,
SRX4200, and SRX4300

Device Renumbering Constant Node O Interface Name Node 1 Interface Name
SRX1600 7 xe-0/1/0 xe-7/1/0
SRX2300 and SRX4120 7 xe-0/2/0 xe-7/2/0
SRX4100 7 xe-0/0/0 xe-7/0/0
SRX4200 7 xe-0/0/1 xe-7/0/1
SRX4300 7 xe-0/1/0 xe-7/1/0

On SRX4100 and SRX4200 devices, when the system comes up as chassis cluster, the xe-0/0/8 and
xe-7/0/8 interfaces are automatically set as fabric interfaces links. You can set up another pair of fabric
interfaces using any pair of 10-Gigabit interfaces to serve as the fabric between nodes. Note that, the
automatically created fabric interfaces cannot be deleted. However, you can delete the second pair of

fabric interfaces (manually configured interfaces).



Chassis Cluster Slot Numbering and Physical Port and Logical Interface
Naming for SRX5000 Line of Firewalls

For chassis clustering, all Firewalls have a built-in management interface named fxp@. For most Firewalls,
the fxpo interface is a dedicated port.

For the SRX5000 line of Firewalls, control interfaces are configured on SPCs.

Table 12 on page 32 shows the slot numbering, as well as the physical port and logical interface
numbering, for both of the Firewalls that become node 0 and node 1 of the chassis cluster after the
cluster is formed.

Table 12: Chassis Cluster Slot Numbering, and Physical Port and Logical Interface Naming for SRX5000
Line of Firewalls

Model Chassis Maximu = Slot Management Control Physical Fabric Physical
Cluster m Slots Numberi = Physical Port/ Port/Logical Port/Logical
Per ngina Logical Interface Interface Interface
Node Cluster
SRX580 | Node O 12 (FPC @ 0-11 Dedicated Gigabit Control port onan = Any Ethernet port
0 slots) Ethernet port SPC
fxpO emO fabO
Node 1 12—-23 Dedicated Gigabit Control portonan = Any Ethernet port
Ethernet port SPC
fxpO emO fab1
SRX560 | Node O 6 (FPC 0-5 Dedicated Gigabit Control port onan = Any Ethernet port
0 slots) Ethernet port SPC
fxpO emO fabO
Node 1 6—11 Dedicated Gigabit Control port onan = Any Ethernet port

Ethernet port

fxpO

SPC

emO

fab1



Table 12: Chassis Cluster Slot Numbering, and Physical Port and Logical Interface Naming for SRX5000
Line of Firewalls (Continued)

Model Chassis
Cluster
SRX540  Node O
0
Node 1

Maximu
m Slots
Per
Node

3 (FPC
slots)

Slot
Numberi
ngina
Cluster

0-2

Management
Physical Port/
Logical Interface

Dedicated Gigabit
Ethernet port

fxpO

Dedicated Gigabit
Ethernet port

fxpO

Control Physical
Port/Logical
Interface

Control port on an
SPC

emO

Control port on an
SPC

emO

Fabric Physical
Port/Logical
Interface

Any Ethernet port

fabO

Any Ethernet port

fab1

After you enable chassis clustering, the two chassis joined together cease to exist as individuals and now

represent a single system. As a single system, the cluster now has twice as many slots. (See Figure 15 on

page 34.)



Figure 15: Slot Numbering in SRX5800 Chassis Cluster
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I FPC Slot Numbering in Firewall Cards

SRX5600 and SRX5800 have Flex 1/O Cards (Flex IOCs) that have two slots to accept the following port
modules:

e SRX-IOC-4XGE-XFP 4-Port XFP
e SRX-IOC-16GE-TX 16-Port RJ-45
e SRX-IOC-16GE-SFP 16-Port SFP

You can use these port modules to add from 4 to 16 Ethernet ports to your Firewall. Port numbering for
these modules is

slot/port module/port

where s/otis the number of the slot in the device in which the Flex IOC is installed; port moduleis O for
the upper slot in the Flex IOC or 1 for the lower slot when the card is vertical, as in an SRX5800 device;
and portis the number of the port on the port module. When the card is horizontal, as in an SRX5400 or
SRX5600, port moduleis O for the left-hand slot or 1 for the right-hand slot.



SRX5400 Firewall support only SRX5K-MPC cards. The SRX5K-MPC cards also have two slots to accept
the following port modules:

e SRX-MIC-10XG-SFPP 10-port-SFP+ (xe)
e SRX-MIC-20GE-SFP 20-port SFP (ge)

e SRX-MIC-1X100G-CFP 1-port CFP (et)

o SRX-MIC-2X40G-QSFP 2-port QSFP (et)

See the hardware guide for your specific Firewall (SRX Series Services Gateways).

Platform-Specific Chassis Cluster Slot Numbering Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behaviors for your platform.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/srx-series/product/index.html
https://apps.juniper.net/feature-explorer/

Platform

SRX Series

Difference

SRX340 and SRX345 Firewalls that support slot
numbering, the fxp0 interface is a dedicated port.

SRX300 and SRX320 Firewalls that support slot
numbering, when you enable chassis clustering and
reboot the system, the built-in interface named
ge-0/0/0 is repurposed as the management
interface and is automatically renamed fxpO.

SRX300, SRX320, SRX340, SRX345, and SRX380
Firewalls that support slot numbering, when you
enable chassis clustering and reboot the system,
the built-in interface named ge-0/0/1 is
repurposed as the control interface and is
automatically renamed fxp1.

SRX300, SRX320, SRX340, SRX345 and SRX380
Firewalls support only Gigabit Ethernet ports as the
fabric link.

SRX1500 Firewall that support slot numbering,
includes 16 GE interfaces and 4 XE ports.

SRX1600 Firewall that support slot numbering,
includes 16 (1G), 4 (10G), 2 (25G), 2 (1G) ports. The
2 (1G) ports are HA control ports and are not used
for forwarding traffic.

SRX4600 Firewall that support slot numbering use
dedicated HA control and fabric ports.

SRX4100, SRX4200, and SRX4300 Firewalls
support slot numbering but do not support direct
attach copper (DAC) cables for chassis cluster
control.

Example: Configure Chassis Clustering on SRX Series Firewalls | 126



Preparing Your Equipment for Chassis Cluster
Formation

IN THIS SECTION

Platform-Specific Chassis Cluster Formation Behavior | 40

Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific Chassis Cluster Formation Behavior" on page 40 section for notes
related to your platform.

To form a chassis cluster, a pair of the same kind of supported Firewalls is combined to act as a single
system that enforces the same overall security. Firewalls must meet the following requirements to be
included in a chassis clusters.

To form a chassis cluster, a pair of the same kind of supported Firewalls is combined to act as a single
system that enforces the same overall security.

e The network node redundancy is achieved by grouping a pair of the same kind of supported Firewalls
into a cluster.

e Junos OS requirements: Both the devices must be running the same Junos OS version

e Licensing requirements: Licenses are unique to each device and cannot be shared between the
devices. Both devices (which are going to form chassis cluster) must have the identical features and
license keys enabled or installed them. If both devices do not have an identical set of licenses, then
after a failover, that particular licensed feature might not work or the configuration might not
synchronize in chassis cluster formation.

e All services processing cards (SPCs), network processing cards (NPCs), and input/output cards (IOCs)
on applicable Firewalls must have the same slot placement and must be of same type. Example:

You can use the show chassis hardware command to identify the type of the card.

Following example shows the placement and the type of cards used in a chassis cluster setup:

user@host> show chassis hardware
node0:


https://apps.juniper.net/feature-explorer/feature/1609?fn=Chassis%20cluster%20formation

Hardware inventory:

Item Version Part number Serial number Description
Chassis JIN1267BOFAGA SRX5800
Midplane REV 42  760-063937  ACRL3065 Enhanced SRX5800 Backplane
FPM Board REV 05 760-061272 CAHE4860 Front Panel Display
PDM Rev 01  740-063049 QCS2209509D Power Distribution Module
PEM 0 Rev 04  740-034724 QCS171002016 PS 4.1kW; 200-240V AC in
PEM 1 Rev 11 740-027760  QCS1825N07S PS 4.1kW; 200-240V AC in
Routing Engine @ REV 01 750-095568  CALK8884 SRX5k RE-2000x6
Routing Engine 1 REV @1  750-095568 CADZ9076 SRX5k RE-2000x6
CB 0 REV 26  750-031391  CALV3002 SRX5k SCB4
CB 1 REV 26  750-031391  CALV3009 SRX5k SCB4
FPC 2 REV 28  750-073435  CALS4630 SPC3
CPU BUILTIN BUILTIN SRX5k VvCPP Broadwell
PIC 0 BUILTIN BUILTIN SPU Cp-Flow
PIC 1 BUILTIN BUILTIN SPU Flow
FPC 3 REV 17  750-044175  CABE7777 SRX5k SPC II
CPU BUILTIN BUILTIN SRX5k DPC PPC
PIC 0 BUILTIN BUILTIN SPU Flow
PIC 1 BUILTIN BUILTIN SPU Flow
PIC 2 BUILTIN BUILTIN SPU Flow
PIC 3 BUILTIN BUILTIN SPU Flow
FPC 4 REV 08  750-061262  CAFD8147 SRX5k IOC II
CPU REV 02  711-061263  CAFV7488 SRX5k MPC PMB
MIC @ REV 03  750-055732  CAFV9369 20x 1GE(LAN) SFP
PIC @ BUILTIN BUILTIN 10x 1GE(LAN) SFP
Xcvr 0 REV 02  740-011613  PNB1GJR SFP-SX
PIC 1 BUILTIN BUILTIN 10x 1GE(LAN) SFP
FPC 5 REV 10  750-062242  CAKX2328 SRX5k IOC3 2CGE+4XGE
PIC 0 BUILTIN BUILTIN 2x 10GE SFP+
Xcvr 0 REV 01 740-021308  ANAQTRE SFP+-10G-SR
Xcvr 1 REV 01 740-031980  AQFORBJ SFP+-10G-SR
PIC 1 BUILTIN BUILTIN 1x 100GE CFP2
PIC 2 BUILTIN BUILTIN 2x 10GE SFP+
Xcvr 0 REV 01 740-031980  AA1650304RF SFP+-10G-SR
Xcvr 1 REV 01 740-021308  AQ93BDK SFP+-10G-SR
PIC 3 BUILTIN BUILTIN 1x 100GE CFP2
FPC 8 REV 46  750-056519  CALC4514 SRX5k I0C4 MRATE
CPU REV 21 750-057177  CALC3494 SMPC PMB
PIC @ BUILTIN BUILTIN MRATE -6xQSFPP-XGE-XLGE -CGE
Xcvr 0 REV 01 740-059437 000720128 QSFP28-LPBK
Xcvr 1 REV 01 740-067443  1ACP13450KH QSFP+-40G-SR4



PIC 1 BUILTIN BUILTIN MRATE -6xQSFPP-XGE-XLGE-CGE
Xcvr 0 REV 01 740-059437 000073443 QSFP28-LPBK
Fan Tray @ REV 06  740-035409  ACAE9390 Enhanced Fan Tray
Fan Tray 1 REV 06  740-035409  ACAE9386 Enhanced Fan Tray
nodel

Hardware inventory:

Item Version Part number Serial number Description
Chassis JIN1267B0O1AGA SRX5800
Midplane REV 42  760-063937 ACRL3068 Enhanced SRX5800 Backplane
FPM Board REV 05 760-061272  CAJX9988 Front Panel Display
PDM Rev 01  740-063049 QCS2209507A Power Distribution Module
PEM 0 Rev 11 740-027760  QCS1822NOEY PS 4.1kW; 200-240V AC in
PEM 1 Rev 03  740-034724 QCS17020203F PS 4.1kW; 200-240V AC in
Routing Engine @ REV 01 750-095568  CALK8904 SRX5k RE-2000x6
Routing Engine 1 REV @1  750-095568 CADZ9076 SRX5k RE-2000x6
CB 0 REV 26  750-031391  CALV3010 SRX5k SCB4
CB 1 REV 26  750-031391  CALV3000 SRX5k SCB4
FPC 2 REV 28  750-073435  CAKZ9620 SPC3
CPU BUILTIN BUILTIN SRX5k VvCPP Broadwell
PIC 0 BUILTIN BUILTIN SPU Cp-Flow
PIC 1 BUILTIN BUILTIN SPU Flow
FPC 3 REV 18  750-054877  CACH4082 SRX5k SPC II
CPU BUILTIN BUILTIN SRX5k DPC PPC
PIC 0 BUILTIN BUILTIN SPU Flow
PIC 1 BUILTIN BUILTIN SPU Flow
PIC 2 BUILTIN BUILTIN SPU Flow
PIC 3 BUILTIN BUILTIN SPU Flow
FPC 4 REV 08  750-061262  CAFD8165 SRX5k IOC II
CPU REV 02  711-061263  CAFV7507 SRX5k MPC PMB
MIC @ REV 03  750-055732  CAFV6603 20x 1GE(LAN) SFP
PIC @ BUILTIN BUILTIN 10x 1GE(LAN) SFP
Xcvr 0 REV 01 740-011613  AMO8OQ5S8M4AN SFP-SX
PIC 1 BUILTIN BUILTIN 10x 1GE(LAN) SFP
FPC 5 REV 03  750-062242  CAFZ2748 SRX5k IOC3 2CGE+4XGE
PIC @ BUILTIN BUILTIN 2x 10GE SFP+
Xcvr 0 REV 01 740-021308 117511100788 SFP+-10G-SR
Xcvr 1 REV 01 740-031980  AS92wJ0 SFP+-10G-SR
PIC 1 BUILTIN BUILTIN 1x 100GE CFP2
PIC 2 BUILTIN BUILTIN 2x 10GE SFP+
Xcvr 0 REV 01 740-031980  AA1650304EZ SFP+-10G-SR
Xcvr 1 REV 01 740-031980  ANSOEAR SFP+-10G-SR



PIC 3
FPC 8
CPU
PIC @
Xcvr 1
PIC 1
Fan Tray @
Fan Tray 1

REV 46
REV 21

REV 01

REV 06
REV 06

BUILTIN
750-056519
750-057177
BUILTIN
740-067443
BUILTIN
740-035409
740-035409

BUILTIN
CALC4526
CALF5727
BUILTIN
1ACP13450L9
BUILTIN
ACAE9298
ACAE9314

1x 100GE CFP2

SRX5k I0C4 MRATE

SMPC PMB

MRATE - 6xQSFPP-XGE -XLGE -CGE
QSFP+-40G-SR4

MRATE - 6xQSFPP-XGE -XLGE -CGE
Enhanced Fan Tray

Enhanced Fan Tray

e The control ports on the respective nodes are connected to form a control plane that synchronizes
the configuration and kernel state to facilitate the high availability of interfaces and services.

e The data plane on the respective nodes is connected over the fabric ports to form a unified data
plane. The fabric link allows for the management of cross-node flow processing and for the
management of session redundancy.

Platform-Specific Chassis Cluster Formation Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behaviors for your platform.


https://apps.juniper.net/feature-explorer/feature/1609?fn=Chassis%20cluster%20formation

Platform Difference

SRX Series e SRX300, SRX320, SRX340, SRX345, SRX380, and
SRX550 Firewalls that support chassis cluster
contain different Physical Interface Modules (PIMs)
even though the firewalls are of the same type.

o SRX4600 Firewall that supports chassis cluster
includes dedicated, non-interchangeable slots for
each card type.

e SRX5000 line of Firewalls that support chassis
cluster require both devices to share matching
placements and types of:

e Services processing cards (SPC, SPC2, SRX5K-
SPC3)

e |nput/output cards (I0C1, I0C2, IOC3, I0C4)

SCB4 is not supported on SRX5400. All other
components are supported on SRX5400.

Chassis Cluster Overview | 2
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Connecting Firewalls to Create a Chassis Cluster

A chassis cluster is created by physically connecting two identical cluster-supported Firewalls together
using a pair of the same type of Ethernet connections. The connection is made for both a control link
and a fabric (data) link between the two devices.

Control links in a chassis cluster are made using specific ports.

The interface value changes with the cluster offset value. Based on the cluster index, the interface is
named as type-fpc/pic/port. For example, ge-1/0/1 , where 1 is cluster index and the FPC number. You
must use the following ports to form the control link on the following Firewalls:



For SRX300 devices, connect the ge-0/0/1 on node O to the ge-1/0/1 on node 1.

For SRX320 devices, connect the ge-0/0/1 on node O to the ge-3/0/1 on node 1.

For SRX340, SRX345, and SRX380 devices, connect the ge-0/0/1 on node O to the ge-5/0/1 on
node 1.

For SRX1500 devices, connect the HA control port on node O to the HA control port on node 1.

For SRX1600, SRX2300, SRX4120, and SRX4300 devices dual control link configuration, connect the
HA control port O on node O to the HA control port O on node 1 and connect the HA control port 1
on node O to the control port 1 on node 1.

To establish a fabric link:
e For SRX300 and SRX320 devices, connect any interface except ge-0/0/0 and ge-0/0/1.
e For SRX340, SRX345, and SRX380 devices, connect any interface except fxpO and ge-0/0/1.

Figure 17 on page 42, Figure 18 on page 43, Figure 19 on page 43, and Figure 21 on page 43 show
pairs of Firewalls with the fabric links and control links connected.

Figure 16: Connecting SRX300 Devices in a Chassis Cluster
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Figure 17: Connecting SRX320 Devices in a Chassis Cluster
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Figure 18: Connecting SRX340 Devices in a Chassis Cluster
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Figure 19: Connecting SRX345 Devices in a Chassis Cluster
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Figure 20: Connecting SRX380 Devices in a Chassis Cluster
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Figure 21: Connecting SRX1500 Devices in a Chassis Cluster
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Figure 22: Connecting SRX1600 Devices in a Chassis Cluster
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For SRX1500, SRX1600, SRX2300, SRX4120, and SRX4300 devices, the connection that serves as the
control link must be between the built-in control ports on each device.

You can connect two control links (SRX4600, SRX5600, and SRX5800) and two fabric links between the
two devices in the cluster to reduce the chance of control link and fabric link failure. See "Understanding
Chassis Cluster Dual Control Links" on page 168 and "Understanding Chassis Cluster Dual Fabric Links"
on page 178.

Figure 27 on page 46, Figure 24 on page 45 and Figure 25 on page 45 show pairs of Firewalls with
the fabric links and control links connected.

Figure 23: Connecting SRX2300 and SRX4120 Devices in a Chassis Cluster
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Figure 24: Connecting SRX4100 Devices in a Chassis Cluster
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Figure 25: Connecting SRX4200 Devices in a Chassis Cluster
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Figure 26: Connecting SRX4300 Devices in a Chassis Cluster
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Figure 27: Connecting SRX4600 Devices in a Chassis Cluster
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Figure 28 on page 47, Figure 29 on page 47, and Figure 30 on page 48 show pairs of Firewalls with
the fabric links and control links connected.

Service Processing Cards (SPC) have two dedicated ports ( HAO and HA1) for connecting the control
links in the chassis cluster.

Fabric ports are revenue ports available from any IOC card. Fabric links are connected to the same slot
and port on both SRX5000 line of Firewalls.

SRX5000 line of Firewalls do not have built-in ports, so the control link for these gateways must be the
control ports on their SPCs with a slot numbering offset of 3 for SRX5400, offset of 6 for SRX5600
devices and 12 for SRX5800 devices.

Figure 28 on page 47 shows pair of SRX5800 devices having single SPC card each connected with a
control link. The fabric link is connected using the IOC card. Dual control links are set up using one SPC
card on each node. It is recommended to separate the primary and secondary control ports on two
different SPC cards on each node for redundancy.



Figure 28: Connecting SRX5800 Devices in a Chassis Cluster
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Figure 29 on page 47 shows dual control links connected using two SPC3 cards and dual fabric links

using 10C cards.

Figure 29: Connecting SRX5600 Devices in a Chassis Cluster
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When you connect a single control link on SRX5000 line of Firewalls, the control link ports are a one-to-
one mapping with the Routing Engine slot. If your Routing Engine is in slot O, you must use control port
0 to link the Routing Engines.
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When a SPC is the central point as well as hosting the control port, this creates a single point of failure.
If the SPC goes down on the primary node, the node is automatically rebooted to avoid split brain.

Figure 30: Connecting SRX5400 Devices in a Chassis Cluster
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Dual control links are not supported on an SRX5400 device due to the limited number of slots.
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When a device joins a cluster, it becomes a node of that cluster. With the exception of unique node
settings and management IP addresses, nodes in a cluster share the same configuration.

o A cluster is identified by a cluster /D (cluster-id) specified as a number from 1 through 255. Setting a
cluster ID to O is equivalent to disabling a cluster. A cluster ID greater than 15 can only be set when
the fabric and control link interfaces are connected back-to-back or connected on separate VLANSs.

To use extended cluster IDs without back-to-back connectivity, control and fabric link traffic for each
SRX cluster must be separated using unique VLAN IDs.

Example: Extended Cluster ID

The following message is displayed when you try to set a cluster ID greater than 15, and when fabric
and control link interfaces are not connected back-to-back or are not connected on separate VLANSs:

{primary:nodel}

user@host> set chassis cluster cluster-id 254 node 1 reboot

For cluster-ids greater than 15 and when deploying more than one cluster in a single Layer 2
BROADCAST domain, it is mandatory that fabric and control links are either connected back-to-

back or are connected on separate private VLANS.

e A cluster node is identified by a node /D (node) specified as a number from O through 1.

This example shows how to set the chassis cluster node ID and chassis cluster ID , which you must
configure after connecting two devices together. A chassis cluster ID identifies the cluster to which the
devices belong, and a chassis cluster node ID identifies a unique node within the cluster. After wiring the
two devices together, you use CLI operational mode commands to enable chassis clustering by assigning
a cluster ID and node ID on each chassis in the cluster. The cluster ID is the same on both nodes.

Requirements

Before you begin, ensure that you can connect to each device through the console port.

Ensure that the devices are running the same version of the Junos operating system (Junos OS) and the
security devices are of same model.



The factory-default configuration of a Firewall includes the configuration of the interfaces on the device.
Therefore, before enabling chassis clustering on the device, you must remove any existing configuration
associated with those interfaces that will be transformed into the control and fabric interfaces. See
"Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical Interface
Naming" on page 20 for more information.

Overview

The system uses the chassis cluster ID and chassis cluster node ID to apply the correct configuration for
each node (for example, when you use the apply-groups command to configure the chassis cluster
management interface). The chassis cluster ID and node ID statements are written to the EPROM, and
the statements take effect when the system is rebooted.

In this example, you configure a chassis cluster ID of 1. You also configure a chassis cluster node ID of O
for the first node, which allows redundancy groups to be primary on this node when priority settings for
both nodes are the same, and a chassis cluster node ID of 1 for the other node.

Chassis cluster supports automatic synchronization of configurations. When a secondary node joins a
primary node and a chassis cluster is formed, the primary node configuration is automatically copied and
applied to the secondary node. See "Understanding Automatic Chassis Cluster Synchronization Between
Primary and Secondary Nodes" on page 147.

Configuration
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Procedure

Step-by-Step Procedure

To specify the chassis cluster node ID and cluster ID, you need to set two devices to cluster mode and
reboot the devices. You must enter the following operational mode commands on both devices:



1. Connect to the first device through the console port.

user@host> set chassis cluster cluster-id 1 node 0 reboot

Successfully enabled chassis cluster. Going to reboot now.

2. Connect to the second device through the console port.

user@host> set chassis cluster cluster-id 1 node 1 reboot

Successfully enabled chassis cluster. Going to reboot now.

For SRX5000 line of Firewalls, you must configure the control ports before the cluster is formed.

To do this, you connect to the console port on the primary device, give it a node ID, and identify the
cluster it will belong to, and then reboot the system. You then connect the console port to the other
device, give it a node ID, and assign it the same cluster ID you gave to the first node, and then reboot
the system. In both instances, you can cause the system to boot automatically by including the reboot
parameter in the CLI command line. (For further explanation of primary and secondary nodes, see
"Understanding Chassis Cluster Redundancy Groups" on page 87.)

Verification
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Verifying Chassis Cluster Status

Purpose

Verify the status of a chassis cluster.



Action

From operational mode, enter the show chassis cluster status command.

{primary:node@}[edit]
user@host> show chassis cluster status

Cluster ID: 1

Node Priority Status Preempt Manual failover
Redundancy group: @ , Failover count: 1
node® 100 primary no no

nodel 1 secondary no no

Redundancy group: 1 , Failover count: 1

node® 0 primary no no
nodel 0 secondary no no
Meaning

The sample output shows that devices in the chassis cluster are communicating properly, with one
device functioning as the primary node and the other as the secondary node.
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Example: Configuring the Number of Redundant Ethernet Interfaces in a Chassis Cluster

Chassis Cluster Management Interfaces
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On SRX Series Firewalls in a chassis cluster, management interfaces allow out-of-band network access
and network management to each node in the cluster. For more information, see the following topics:

Understanding Management Interface on an Active Chassis Cluster

Most of SRX Series Firewalls contain an fxpO interface. The fxp@ interfaces function like standard
management interfaces on SRX Series Firewalls and allow network access to each node in the cluster.

Management interfaces are the primary interfaces for accessing the device remotely. Typically, a
management interface is not connected to the in-band network, but is connected instead to the device's
internal network. Through a management interface you can access the device over the network using
utilities such as ssh and telnet and configure the device from anywhere, regardless of its physical
location. SNMP can use the management interface to gather statistics from the device. A management
interface enables authorized users and management systems connect to the device over the network.

Some SRX Series Firewalls have a dedicated management port on the front panel. For other types of
platforms, you can configure a management interface on one of the network interfaces. This interface
can be dedicated to management or shared with other traffic. Before users can access the management
interface, you must configure it. Information required to set up the management interface includes its IP
address and prefix. In many types of Junos OS devices (or recommended configurations), it is not
possible to route traffic between the management interface and the other ports. Therefore, you must
select an IP address in a separate (logical) network, with a separate prefix (netmask).

For most SRX Series chassis clusters, the fxpO interface is a dedicated port. SRX340 and SRX345
devices contain an fxpO interface. SRX300 and SRX320 devices do not have a dedicated port for fxpO.
The fxpO interface is repurposed from a built-in interface. The fxpQ interface is created when the system
reboots the devices after you designate one node as the primary device and the other as the secondary
device.

We recommend giving each node in a chassis cluster a unique IP address for the fxp0 interface of each
node. This practice allows independent node management.
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This example shows how to provide network management access to a chassis cluster.

Requirements

Before you begin, set the chassis cluster node ID and cluster ID. See "Example: Setting the Chassis
Cluster Node ID and Cluster ID" on page 48.

Overview

You must assign a unique IP address to each node in the cluster to provide network management access.
This configuration is not replicated across the two nodes.

If you try to access the nodes in a cluster over the network before you configure the fxpO interface, you
will lose access to the cluster.

In this example, you configure the following information for IPv4:
¢ Node 0 name—nodeO-router

e |P address assigned to node 0—10.1.1.1/24

¢ Node 1 nhame—nodel-router

o |P address assigned to node 1—10.1.1.2/24

In this example, you configure the following information for IPvé:
¢ Node 0 name—nodeO-router

e [P address assigned to node 0—2001:db8:1::2/32

¢ Node 1 name—nodel-router

e |P address assigned to node 1—2001:db8:1::3/32



Configuration

IN THIS SECTION
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Configuring the Chassis Cluster Management Interface with IPvé6 Addresses | 58

Configuring the Chassis Cluster Management Interface with IPv4 Addresses

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

To configure a chassis cluster management interface for IPv4:

{primary:node0}[edit]

user@host#

set groups node@ system host-name node0-router

set groups node@ interfaces fxp@ unit @ family inet address 10.1.1.1/24
set groups nodel system host-name nodel-router

set groups nodel interfaces fxp@ unit @ family inet address 10.1.1.2/24
set apply-groups “${node}”

Step-by-Step Procedure

To configure a chassis cluster management interface for IPv4:

1. Configure the name of node O and assign an IP address.

{primary:node@}[edit]
user@host# set groups node® system host-name node@-router
user@host# set groups node@ interfaces fxp@ unit @ family inet address 10.1.1.1/24



2. Configure the name of node 1 and assign an IP address.

{primary:node@}[edit]
user@host# set groups nodel system host-name nodel-router
user@host# set groups nodel interfaces fxp@ unit 0 family inet address 10.1.1.2/24

3. Apply the groups configuration to the nodes.

{primary:node@}[edit]
user@host# set apply-groups “${node}”

4. If you are done configuring the device, commit the configuration.

{primary:node@}[edit]
user@host# commit

Results

From configuration mode, confirm your configuration by entering the show groups and show apply-groups
commands. If the output does not display the intended configuration, repeat the configuration
instructions in this example to correct it.

{primary:node@}[edit]
user@host# show groups
noded {
system {
host-name node@-router;
}
interfaces {
fxpo {
unit @ {
family inet {
address 10.1.1.1/24;

}
nodel {



system {
host-name nodel-router;

}
interfaces {
fxpo {
unit 0 {
family inet {
address 10.1.1.2/24;
}
}
}
}

{primary:node0}[edit]

user@host# show apply-groups

## Last changed: 2010-09-16 11:08:29 UTC
apply-groups "${node}";

If you are done configuring the device, enter comnit from configuration mode.

Verifying the Chassis Cluster Management Interface Configuration (IPv4 Addresses)

Purpose

Verify the chassis cluster management interface configuration.

Action

To verify the configuration is working properly, enter the show interfaces terse, show configuration groups

node node@ interfaces and show configuration groups node nodel interfaces commands.

{primary:node@} [edit]
user@host> show interfaces terse | match fxp@



fxpo up up
fxp0.0 up up inet 10.1.1.1/24

{primary:node0} [edit]
user@host> show configuration groups node® interfaces

fxpo {
unit @ {
family inet {
address 10.1.1.1/24;

{primary:node@} [edit]
user@host> show configuration groups nodel interfaces

fxpo {
unit @ {

family inet {
address 10.1.1.2/24;

Meaning

The output displays the management interface information with their status.

Configuring the Chassis Cluster Management Interface with IPv6 Addresses

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.



To configure a chassis cluster management interface for IPvé:

{primary:node@}[edit]

user@host#

set groups node@ system host-name node@-router

set groups node@ interfaces fxp@ unit @ family inet6 address 2001:db8:1::2/32
set groups nodel system host-name nodel-router

set groups nodel interfaces fxp@ unit @ family inet6 address 2001:db8:1::3/32

Step-by-Step Procedure

To configure a chassis cluster management interface for IPvé:

1. Configure the name of node O and assign an IP address.

{primary:node@}[edit]
user@host# set groups noded system host-name node@-router
user@host# set groups node@ interfaces fxp@ unit @ family inet6 address 2001:db8:1::2/32

2. Configure the name of node 1 and assign an IP address.

{primary:node@}[edit]
user@host# set groups nodel system host-name nodel-router
user@host# set groups nodel interfaces fxp@ unit @ family inet6 address 2001:db8:1::3/32

3. If you are done configuring the device, commit the configuration.

{primary:node@}[edit]
user@host# commit



Results

From configuration mode, confirm your configuration by entering the show groups and show apply-groups
commands. If the output does not display the intended configuration, repeat the configuration
instructions in this example to correct it.

{primary:node@}[edit]
user@host# show groups
node@ {
system {
host-name node@-router;
}
interfaces {
fxpo {
unit @ {
family inet6 {
address 2001:db8:1::2/32;

}
nodel {
system {
host-name nodel-router;
}
interfaces {
fxpo {
unit @ {
family inet6 {
address 2001:db8:1::3/32;

{primary:node@}[edit]
user@host# show apply-groups



## Last changed: 2010-09-16 11:08:29 UTC
apply-groups "${node}";

If you are done configuring the device, enter conmit from configuration mode.

Verification

IN THIS SECTION
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Verifying the Chassis Cluster Management Interface Configuration (IPV6 Addresses)

Purpose

Verify the chassis cluster management interface configuration.

Action

To verify the configuration is working properly, enter the show interfaces terse and show configuration groups
node@ interfaces commands.

{primary:node@} [edit]
user@host> show interfaces terse | match fxp@

fxpo up up
fxp0.0 up up inet 2001:db8:1::2/32

{primary:node@} [edit]

user@host> show configuration groups node@ interfaces

fxpo {
unit @ {
family inet {
address 2001:db8:1::2/32;



{primary:node0} [edit]
user@host> show configuration groups nodel interfaces

fxpo {
unit @ {
family inet {
address 2001:db8:1::3/32;

Meaning

The output displays the management interface information with their status.

SEE ALSO
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Chassis Cluster Fabric Interfaces
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Understanding Chassis Cluster Fabric Interfaces | 63

Example: Configuring the Chassis Cluster Fabric Interfaces | 67



Verifying Chassis Cluster Data Plane Interfaces | 70
Viewing Chassis Cluster Data Plane Statistics | 71
Clearing Chassis Cluster Data Plane Statistics | 72
Platform-Specific Fabric Interfaces Behavior | 73

Additional Platform Information | 74

Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific Fabric Interfaces Behavior" on page 73 section for notes related to your
platform.

See the "Additional Platform Information" on page 74 section for more information.

SRX Series devices in a chassis cluster use the fabric interface for session synchronization and traffic
forwarding. The fabric link connects two Ethernet interfaces on the same LAN. Both interfaces must use
the same media type. For more information, see the following topics:

Understanding Chassis Cluster Fabric Interfaces

IN THIS SECTION

Supported Fabric Interface Types | 64

Jumbo Frame Support | 64

Understanding Fabric Interfaces on SRX5000 Line of Firewalls for IOC2 and IOC3 | 64
Understanding Session RTOs | 65

Understanding Data Forwarding | 66

Understanding Fabric Data Link Failure and Recovery | 66

The fabric is a physical connection between two nodes of a cluster and is formed by connecting a pair of
Ethernet interfaces back-to-back (one from each node).

Unlike for the control link, whose interfaces are determined by the system, you specify the physical
interfaces to be used for the fabric data link in the configuration.


https://apps.juniper.net/feature-explorer/

The fabric is the data link between the nodes and is used to forward traffic between the chassis. Traffic
arriving on a node that needs to be processed on the other is forwarded over the fabric data link.
Similarly, traffic processed on a node that needs to exit through an interface on the other node is
forwarded over the fabric.

The data link is referred to as the fabric interface. It is used by the cluster's Packet Forwarding Engines
to transmit transit traffic and to synchronize the data plane software’s dynamic runtime state. The fabric
provides for synchronization of session state objects created by operations such as authentication,
Network Address Translation (NAT), Application Layer Gateways (ALGs), and IP Security (IPsec) sessions.

When the system creates the fabric interface, the software assigns it an internally derived IP address to
be used for packet transmission.

A CAUTION: After fabric interfaces have been configured on a chassis cluster, removing
the fabric configuration on either node will cause the redundancy group 0 (RGO)
secondary node to move to a disabled state. (Resetting a device to the factory default
configuration removes the fabric configuration and thereby causes the RGO secondary
node to move to a disabled state.) After the fabric configuration is committed, do not
reset either device to the factory default configuration.

Supported Fabric Interface Types

For SRX Series chassis clusters, the fabric link can be any pair of Ethernet interfaces spanning the
cluster; the fabric link can be any pair of Gigabit Ethernet interface.

For details about port and interface usage for management, control, and fabric links, see "Understanding
SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical Interface Naming" on page 20.

Jumbo Frame Support

The fabric data link does not support fragmentation. To accommodate this state, jumbo frame support is
enabled by default on the link with an maximum transmission unit (MTU) size of 9014 bytes (2000 bytes
of payload + 14 bytes for the Ethernet header) on SRX Series Firewalls. To ensure the traffic that transits
the data link does not exceed this size, we recommend that no other interfaces exceed the fabric data
link's MTU size.

Understanding Fabric Interfaces on SRX5000 Line of Firewalls for IOC2 and IOC3

The SRX5K-MPC (I0OC2) is a Modular Port Concentrator (MPC) that is supported on the SRX5400,
SRX5600, and SRX5800. This interface card accepts Modular Interface Cards (MICs), which add
Ethernet ports to your services gateway to provide the physical connections to various network media
types. The MPCs and MICs support fabric links for chassis clusters. The SRX5K-MPC provides 10-



Gigabit Ethernet (with 10x10GE MIC), 40-Gigabit Ethernet, 100-Gigabit Ethernet, and 20x1GE Ethernet
ports as fabric ports. On SRX5400 devices, only SRX5K-MPCs (I0C2) are supported.

The SRX5K-MPC3-100G10G (I0C3) and the SRX5K-MPC3-40G10G (IOC3) are Modular Port
Concentrators (MPCs) that are supported on the SRX5400, SRX5600, and SRX5800. These interface
cards accept Modular Interface Cards (MICs), which add Ethernet ports to your services gateway to
provide the physical connections to various network media types. The MPCs and MICs support fabric
links for chassis clusters.

The two types of IOC3 Modular Port Concentrators (MPCs), which have different built-in MICs, are the
24x10GE + 6x40GE MPC and the 2x100GE + 4x10GE MPC.

Due to power and thermal constraints, all four PICs on the 24x10GE + 6x40GE cannot be powered on.
A maximum of two PICs can be powered on at the same time.

Use the set chassis fpc <slot> pic <pic> power off command to choose the PICs you want to power on.

Understanding Session RTOs

The data plane software, which operates in active/active mode, manages flow processing and session
state redundancy and processes transit traffic. All packets belonging to a particular session are
processed on the same node to ensure that the same security treatment is applied to them. The system
identifies the node on which a session is active and forwards its packets to that node for processing.
(After a packet is processed, the Packet Forwarding Engine transmits the packet to the node on which its
egress interface exists if that node is not the local one.)

To provide for session (or flow) redundancy, the data plane software synchronizes its state by sending
special payload packets called runtime objects (RTOs) from one node to the other across the fabric data
link. By transmitting information about a session between the nodes, RTOs ensure the consistency and
stability of sessions if a failover were to occur, and thus they enable the system to continue to process
traffic belonging to existing sessions. To ensure that session information is always synchronized between
the two nodes, the data plane software gives RTOs transmission priority over transit traffic.

The data plane software creates RTOs for UDP and TCP sessions and tracks state changes. It also
synchronizes traffic for IPv4 pass-through protocols such as Generic Routing Encapsulation (GRE) and
IPsec.

RTOs for synchronizing a session include:

e Session creation RTOs on the first packet
e Session deletion and age-out RTOs

e Change-related RTOs, including:

e TCP state changes



e Timeout synchronization request and response messages

e RTOs for creating and deleting temporary openings in the firewall (pinholes) and child session
pinholes

Understanding Data Forwarding

For Junos OS, flow processing occurs on a single node on which the session for that flow was
established and is active. This approach ensures that the same security measures are applied to all
packets belonging to a session.

A chassis cluster can receive traffic on an interface on one node and send it out to an interface on the
other node. (In active/active mode, the ingress interface for traffic might exist on one node and its
egress interface on the other.)

This traversal is required in the following situations:

o When packets are processed on one node, but need to be forwarded out an egress interface on the
other node

e When packets arrive on an interface on one node, but must be processed on the other node

If the ingress and egress interfaces for a packet are on one node, but the packet must be processed
on the other node because its session was established there, it must traverse the data link twice. This
can be the case for some complex media sessions, such as voice-over-IP (VolP) sessions.

Understanding Fabric Data Link Failure and Recovery

Intrusion Detection and Prevention (IDP) services do not support failover. For this reason, IDP services
are not applied for sessions that were present prior to the failover. IDP services are applied for new
sessions created on the new primary node.

The fabric data link is vital to the chassis cluster. If the link is unavailable, traffic forwarding and RTO
synchronization are affected, which can result in loss of traffic and unpredictable system behavior.

To eliminate this possibility, Junos OS uses fabric monitoring to check whether the fabric link, or the two
fabric links in the case of a dual fabric link configuration, are alive by periodically transmitting probes
over the fabric links. If Junos OS detects fabric faults, RG1+ status of the secondary node changes to
ineligible. It determines that a fabric fault has occurred if a fabric probe is not received but the fabric
interface is active. To recover from this state, both the fabric links need to come back to online state and
should start exchanging probes. As soon as this happens, all the FPCs on the previously ineligible node
will be reset. They then come to online state and rejoin the cluster.

If you make any changes to the configuration while the secondary node is disabled, execute the commit
command to synchronize the configuration after you reboot the node. If you did not make configuration
changes, the configuration file remains synchronized with that of the primary node.



When both the primary and secondary nodes are healthy (that is, there are no failures) and the fabric
link goes down, RG1+ redundancy group(s) on the secondary node becomes ineligible. When one of the
nodes is unhealthy (that is, there is a failure), RG1+ redundancy group(s) on this node (either the primary
or secondary node) becomes ineligible. When both nodes are unhealthy and the fabric link goes down,
RG1+ redundancy group(s) on the secondary node becomes ineligible. When the fabric link comes up,
the node on which RG1+ became ineligible performs a cold synchronization on all Services Processing
Units and transitions to active standby.

e If RGO is primary on an unhealthy node, then RGO will fail over from an unhealthy to a healthy node.
For example, if node O is primary for RGO+ and node O becomes unhealthy, then RG1+ on node O will
transition to ineligible after 66 seconds of a fabric link failure and RGO+ fails over to node 1, which is
the healthy node.

e Only RG1+ transitions to an ineligible state. RGO continues to be in either a primary or secondary
state.

Use the show chassis cluster interfaces CLI command to verify the status of the fabric link.

SEE ALSO
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Example: Configuring the Chassis Cluster Fabric Interfaces
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This example shows how to configure the chassis cluster fabric. The fabric is the back-to-back data
connection between the nodes in a cluster. Traffic on one node that needs to be processed on the other
node or to exit through an interface on the other node passes over the fabric. Session state information
also passes over the fabric.



Requirements

Before you begin, set the chassis cluster ID and chassis cluster node ID. See "Example: Setting the Node
ID and Cluster ID for Security Devices in a Chassis Cluster " on page 48.

Overview

In most SRX Series Firewalls in a chassis cluster, you can configure any pair of Gigabit Ethernet
interfaces or any pair of 10-Gigabit interfaces to serve as the fabric between nodes.

You cannot configure filters, policies, or services on the fabric interface. Fragmentation is not supported
on the fabric link. The maximum MTU size for fabric interfaces is 9014 bytes and the maximum MTU
size for other interfaces is 8900 bytes. Jumbo frame support on the member links is enabled by default.

This example illustrates how to configure the fabric link.

Only the same type of interfaces can be configured as fabric children, and you must configure an equal
number of child links for fabe and fab1.

If you are connecting each of the fabric links through a switch, you must enable the jumbo frame feature
on the corresponding switch ports. If both of the fabric links are connected through the same switch, the
RTO-and-probes pair must be in one virtual LAN (VLAN) and the data pair must be in another VLAN.
Here too, the jumbo frame feature must be enabled on the corresponding switch ports.

Configuration

IN THIS SECTION

Procedure | 68

Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

{primary:node@}[edit]
set interfaces fab@ fabric-options member-interfaces ge-0/0/1
set interfaces fab1l fabric-options member-interfaces ge-7/0/1



Step-by-Step Procedure

To configure the chassis cluster fabric:

e Specify the fabric interfaces.

{primary:node@}[edit]
user@host# set interfaces fab@ fabric-options member-interfaces ge-0/0/1
{primary:node@}[edit]
user@host# set interfaces fab1 fabric-options member-interfaces ge-7/0/1

Results

From configuration mode, confirm your configuration by entering the show interfaces command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

For brevity, this show command output includes only the configuration that is relevant to this example.
Any other configuration on the system has been replaced with ellipses (...).

{primary:node@}[edit]
user@host# show interfaces
fabo {
fabric-options {
member-interfaces {

ge-0/0/1;
}
}
}
fab1 {
fabric-options {
member-interfaces {
ge-7/0/1;
}
}
}

If you are done configuring the device, enter commit from configuration mode.



Verification
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Verifying the Chassis Cluster Fabric | 70

Verifying the Chassis Cluster Fabric

Purpose

Verify the chassis cluster fabric.

Action

From operational mode, enter the show interfaces terse | match fab command.

{primary:node@}
user@host> show interfaces terse | match fab

ge-0/0/1.0 up up aenet --> fab0.0
ge-7/0/1.0 up up aenet --> fab1.0
fabo up up

fab0.0 up up inet 30.17.0.200/24
fab1 up up

fab1.0 up up inet 30.18.0.200/24

Verifying Chassis Cluster Data Plane Interfaces
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Purpose
Display chassis cluster data plane interface status.

Action

From the CLI, enter the show chassis cluster data-plane interfaces command:

{primary:node1}

user@host> show chassis cluster data-plane interfaces

fabo:
Name Status
ge-2/1/9 up
ge-2/2/5 up
fab1:
Name Status
ge-8/1/9 up
ge-8/2/5 up

Viewing Chassis Cluster Data Plane Statistics

IN THIS SECTION
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Purpose

Display chassis cluster data plane statistics.



Action

From the CLI, enter the show chassis cluster data-plane statistics command:

{primary:node1}
user@host> show chassis cluster data-plane statistics

Services Synchronized:

Service name RTOs sent RTOs received

Translation context 0 0
Incoming NAT 0 0
Resource manager 0 0
Session create 0 0
Session close 0 0
Session change 0 0
Gate create 0 0
Session ageout refresh requests 0 0
Session ageout refresh replies 0 0
IPSec VPN 0 0
Firewall user authentication 0 0
MGCP ALG 0 0
H323 ALG 0 0
SIP ALG 0 0
SCCP ALG 0 0
PPTP ALG 0 0
RTSP ALG 0 0

Clearing Chassis Cluster Data Plane Statistics

To clear displayed chassis cluster data plane statistics, enter the clear chassis cluster data-plane statistics
command from the CLI:

{primary:node1}
user@host> clear chassis cluster data-plane statistics

Cleared data-plane statistics



SEE ALSO
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Platform-Specific Fabric Interfaces Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behavior for your platform.

Platform

SRX Series

Difference

SRX300, SRX320, SRX340, and SRX345 Firewalls
that support fabric interfaces, the fabric link can be

any pair of Gigabit Ethernet interfaces.

SRX5000 Series Firewalls that support fabric
interfaces, when the PICs containing fabric links on
the SRX5K-MPC3-40G10G (IOC3) are powered off
to turn on alternate PICs, always ensure that:

The new fabric links are configured on the new
PICs that are turned on. At least one fabric link
must be present and online to ensure minimal
RTO loss.

The chassis cluster is in active-passive mode to
ensure minimal RTO loss, once alternate links
are brought online.

If no alternate fabric links are configured on the
PICs that are turned on, RTO synchronous
communication between the two nodes stops
and the chassis cluster session state will not
back up, because the fabric link is missing. You
can view the CLI output for this scenario
indicating a bad chassis cluster state by using

the show chassis cluster interfaces command.

SRX5000 Series Firewalls enable the fabric
monitoring feature by default.


https://apps.juniper.net/feature-explorer/

Additional Platform Information

Use Feature Explorer to confirm platform and release support for specific features.

Additional Platforms may be supported.

Platform Supported Fabric Interfaces

SRX380 e Any pair of Gigabit Ethernet interfaces or any pair
of 10-Gigabit Ethernet interface.

SRX1500 e Any pair of Gigabit Ethernet interface or any pair of
10-Gigabit Ethernet interface.

SRX1600 e 1-Gigabit Ethernet (ge)

e 10-Gigabit Ethernet (xe) (10-Gigabit Ethernet
Interface SFP+ slots)

e 25-Gigabit Ethernet (et) (25-Gigabit Ethernet
Interface SFP28)

SRX2300, SRX4120 and SRX4300 e 10-Gigabit Ethernet (mge)

e 10-Gigabit Ethernet (xe) (10-Gigabit Ethernet
Interface SFP+ slots)

e 25-Gigabit Ethernet (et) (25-Gigabit Ethernet
Interface SFP28)

e 100-Gigabit Ethernet (et) (100-Gigabit Ethernet
Interface QSFP28 slots)

NOTE: It is not recommended to manually change
the speed when using mge interfaces as fabric
interfaces for chassis clusters.

SRX4600 e 40-Gigabit Ethernet (et) (QSFP slots)

o 10-Gigabit Ethernet (xe).


https://apps.juniper.net/feature-explorer/

(Continued)

Platform Supported Fabric Interfaces

SRX4100 and SRX4200 e 10-Gigabit Ethernet (xe) (10-Gigabit Ethernet
Interface SFP+ slots).

SRX5000 line of Firewalls e Gigabit Ethernet

o 10-Gigabit Ethernet
e 40-Gigabit Ethernet

e 100-Gigabit Ethernet

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release

19.3R1

15.1X49-D10

12.1X47

12.1X47

12.1X46

Description

Starting in Junos OS Release 19.3R1, the SRX5K-IOC4-10G and SRX5K-IOC4-MRAT are
supported along with SRX5K-SPC3 on the SRX5000 line of Firewalls. SRX5K-IOC4-10G MPIC
supports MACsec.

Starting with Junos OS Release 15.1X49-D10, the SRX5K-MPC3-100G10G (I0C3) and the
SRX5K-MPC3-40G10G (IOC3) are introduced.

Starting with Junos OS Release 12.1X47-D10 and Junos OS Release 17.3R1, the fabric monitoring
feature is enabled by default on SRX5800, SRX5600, and SRX5400 Firewalls.

Starting with Junos OS Release 12.1X47-D10 and Junos OS Release 17.3R1, recovery of the fabric
link and synchronization take place automatically.

Starting in Junos OS Release 12.1X46-D10 and Junos OS Release 17.3R1, 100-Gigabit Ethernet
interface is supported on SRX5000 line of Firewalls.

Chassis Cluster Configuration Overview | 15
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Chassis Cluster Control Plane Interfaces
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Change from Chassis Cluster to Standalone Mode | 85

You can use control plane interfaces to synchronize the kernel state between Routing Engines on SRX
Series Firewalls in a chassis cluster. Control plane interfaces provide the link between the two nodes in
the cluster.

Control plane interfaces use this link to:
e Communicate node discovery.

e Maintains session state for a cluster.
e Access the configuration file.

o Detect liveliness signals across the nodes.

Chassis Cluster Control Plane and Control Links

IN THIS SECTION

Chassis Cluster Control Links | 77



The control plane software, which operates in active or backup mode, is an integral part of Junos OS
that is active on the primary node of a cluster. It achieves redundancy by communicating state,
configuration, and other information to the inactive Routing Engine on the secondary node. If the
primary Routing Engine fails, the secondary Routing Engine is ready to assume control.

The control plane software:
e Runs on the Routing Engine.
e OQversees the entire chassis cluster system, including interfaces on both nodes.

e Manages system and data plane resources, including the Packet Forwarding Engine (PFE) on each
node.

e Synchronizes the configuration over the control link.

e Establishes and maintains sessions, including authentication, authorization, and accounting (AAA)
functions.

e Manages application-specific signaling protocols.
e Establishes and maintains management sessions, such as Telnet connections.
e Handles asymmetric routing on the chassis cluster nodes.

e Manages routing state, Address Resolution Protocol (ARP) processing, and Dynamic Host
Configuration Protocol (DHCP) processing.

Information from the control plane software follows two paths:

e On the primary node (where the Routing Engine is active), control information flows from the
Routing Engine to the local Packet Forwarding Engine.

o Control information flows across the control link to the secondary node's Routing Engine and Packet
Forwarding Engine.

The control plane software running on the primary Routing Engine maintains state for the entire cluster.
Only those processes running on the same node as the control plane software can update state
information. The primary Routing Engine synchronizes state for the secondary node and also processes
all host traffic.

Chassis Cluster Control Links

The control interfaces provide the control link between the two nodes in the cluster and are used for
routing updates and for control plane signal traffic, such as heartbeat and threshold information that
triggers node failover. The control link also synchronizes the configuration between the nodes. When



you submit configuration statements to the cluster, the control link synchronizes the configuration
automatically.

The control link relies on a proprietary protocol to transmit session state, configuration, and liveliness
state across the nodes.

Starting in Junos OS Release 19.3R1, the SRX5K-RE3-128G device is supported along with the SRX5K-
SPC3 device on the SRX5000 Series Firewalls. The control interfaces ixlvO and igbO are used to
configure the SRX5K-RE3-128G device. Control links control the communication between the control
plane, data plane, and heartbeat messages.

Single Control Link in a Chassis Cluster

For a single control link in a chassis cluster, you must use the same control port for the control link
connection and for configuration on both nodes.

For example, if you configure port O as a control port on node 0, you must configure port O as a control

port on node 1. You must connect the ports with a cable.

Dual Control Link in a Chassis Cluster

You must connect dual control links in a chassis cluster directly. Cross connections—that is, connecting
port O on one node to port 1 on the other node and vice versa—do not work.

For dual control links, you must make these connections:
e Connect control port 0 on node 0 to control port O on node 1.

e Connect control port 1 on node 0 to control port 1 on node 1.

Encryption on Chassis Cluster Control Link

Chassis cluster control links support an optional encrypted security feature that you can configure and
activate.

@ NOTE: Note that Juniper Networks security documentation uses chassis cluster when
referring to high availability (HA) control links. You will still see the abbreviation Aa used
in place of chassis clusterin commands.

With Telnet access disabled, the control link access prevents hackers from logging in to the system.

Using the internal IPsec key for internal communication between devices, the configuration information
that passes through the chassis cluster link from the primary node to the secondary node is encrypted.
Without the IPsec key, an attacker cannot gain access or observe traffic.



To enable this feature, run the set security ipsec internal security-association manual encryption ike-ha-link-

encryption enable configuration command.

You must reboot both the nodes to activate this configuration.

Encryption on chassis cluster control link using IPsec is supported on SRX4600 Firewalls, SRX5000

Series Firewalls, and vSRX Virtual Firewall platforms.

When the chassis cluster is running with the IPsec key configured already, then you can make any
changes to the key without rebooting the device. In this case, you will have to change the key only on

one node.

When IPsec key encryption is configured, for any configuration changes under internal security
association (SA) hierarchy, you must reboot both the nodes. To verify the configured Internet Key

Exchange (IKE) chassis cluster link encryption algorithm, view the output of show security internal-

security-association.

Table 13 on page 79 lists the supported control ports on the SRX Series Firewalls.
Table 13: Supported Control Ports on SRX Series Firewalls

SRX Series Firewalls

SRX5400, SRX5600, and SRX5800

SRX4600

Description

By default, all control ports are disabled. Each Services
Processing Card (SPC) in a device has two control
ports, and each device can have multiple SPCs plugged
in to it. To set up the control link in a chassis cluster,
you connect and configure the control ports that you
use on each device (fpc<n> and fpc<n>), and then
initialize the device in cluster mode.

Dedicated 10-Gigabit Ethernet control ports and fabric
ports are available in chassis cluster.

No control link configuration is needed for SRX4600
Firewalls; however, you need to configure fabric link
explicitly for chassis cluster deployments. If you want
to configure 1-Gigabit Ethernet interfaces for the
control ports, you must explicitly set the speed using
the operational CLI command statement set chassis
cluster control-port speed 1g. See speed (Chassis
Cluster).


https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/ref/statement/chassis-cluster-control-ports-speed.html
https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/ref/statement/chassis-cluster-control-ports-speed.html

Table 13: Supported Control Ports on SRX Series Firewalls (Continued)

SRX Series Firewalls Description

SRX4100 and SRX4200 Dedicated chassis cluster control ports are available.
Control link configuration is not required. For more
information about all SRX4100 ports and SRX4200
ports, including dedicated control links ports and fabric
link ports, see Understanding SRX Series Chassis
Cluster Slot Numbering and Physical Port and Logical
Interface Naming.

When devices are not in cluster mode, dedicated
chassis cluster ports cannot be used as revenue ports
or traffic ports.

SRX2300, SRX4120 and SRX4300 Devices use the dual dedicated control port with
MACsec support.

SRX1600 Devices use the dual dedicated control port with
MACsec support.

SRX1500 Devices use the dedicated control port.

SRX300, SRX320, SRX340, SRX345, and SRX380. Control link uses the ge-0/0/1 interface.

For details about port usage and interface usage for management links, control links, and fabric links, see
Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical Interface
Naming.

Example: Configure Chassis Cluster Control Ports for Control Link

IN THIS SECTION

Requirements | 81
Overview | 81

Configuration | 81


https://www.juniper.net/documentation/us/en/software/junos/chassis-cluster-security-devices/topics/concept/chassis-cluster-srx-series-node-interface-understanding.html
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https://www.juniper.net/documentation/us/en/software/junos/chassis-cluster-security-devices/topics/concept/chassis-cluster-srx-series-node-interface-understanding.html
https://www.juniper.net/documentation/us/en/software/junos/chassis-cluster-security-devices/topics/concept/chassis-cluster-srx-series-node-interface-understanding.html
https://www.juniper.net/documentation/us/en/software/junos/chassis-cluster-security-devices/topics/concept/chassis-cluster-srx-series-node-interface-understanding.html

This example shows how to configure chassis cluster control ports on these devices: SRX5400,
SRX5600, and SRX5800. You need to configure the control ports that you will use on each device to set
up the control link.

Requirements
Before you begin:

e Understand chassis cluster control links. See "Understanding Chassis Cluster Control Plane and
Control Links" on page 76.

e Physically connect the control ports on the devices. See "Connecting SRX Series Devices to Create a
Chassis Cluster" on page 41.

Overview

Control link traffic passes through the switches in the Services Processing Cards (SPCs) and reaches the
other node. On SRX Series Firewalls, chassis cluster ports are located at the SPCs in the chassis cluster.
By default, all control ports on SRX5400 devices, SRX5600 devices, and SRX5800 devices are disabled.
To set up the control links, you connect the control ports, configure the control ports, and set up the
chassis cluster.

This example configures control ports with the following Flexible PIC Concentrators (FPCs) and ports as
the control link:

e FPCA4, port0O

e FPC10, portO

Configuration

IN THIS SECTION

Procedure | 82
Verify the Chassis Cluster Status | 83

Verify Chassis Cluster Control Plane Statistics | 84



Procedure

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter comnit in configuration
mode.

{primary:node@}[edit]
set chassis cluster control-ports fpc 4 port 0
set chassis cluster control-ports fpc 10 port 0
{primary:node1}[edit]
set chassis cluster control-ports fpc 4 port 0

set chassis cluster control-ports fpc 10 port 0

Step-by-Step Procedure

To configure control ports as the control link for the chassis cluster:

Specify the control ports.

{primary:node@}[edit]
user@host# set chassis cluster control-ports fpc 4 port 0
{primary:node@}[edit]
user@host# set chassis cluster control-ports fpc 10 port 0
{primary:nodel1}[edit]
user@host# set chassis cluster control-ports fpc 4 port 0
{primary:nodel1}[edit]
user@host# set chassis cluster control-ports fpc 10 port 0

Results

In configuration mode, confirm your configuration by entering the show chassis cluster command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.



For brevity, this show command output includes only the configuration that is relevant to this example.
Any other configuration on the system has been replaced with ellipses (...).

user@host# show chassis cluster

control-ports {

fpc 4 port 0;
fpc 10 port 0;
}

After you configure the device, enter commit in configuration mode.

Verify the Chassis Cluster Status

Purpose

Verify the chassis cluster status.

Action

In operational mode, enter the show chassis cluster status command.

{primary:node@}
user@host> show chassis cluster status
Cluster ID: 1

Node Priority Status Preempt Manual failover

Redundancy group: @ , Failover count: 1
node® 100 primary no no

nodel 1 secondary no no

Redundancy group: 1 , Failover count: 1
node® 0 primary no no
nodel 0 secondary no no



Meaning

Use the show chassis cluster status command to confirm that the devices in the chassis cluster are
communicating with each other. The preceding output shows that chassis cluster is functioning properly,
as one device is the primary node and the other is the secondary node.

Verify Chassis Cluster Control Plane Statistics

Purpose

Display chassis cluster control plane statistics.

Action

At the CLI, enter the show chassis cluster control-plane statistics command:

{primary:node1}
user@host> show chassis cluster control-plane statistics

Control link statistics:
Control link @:
Heartbeat packets sent: 124
Heartbeat packets received: 125
Fabric link statistics:
Child link 0
Probes sent: 124

Probes received: 125

{primary:node1}
user@host> show chassis cluster control-plane statistics

Control link statistics:
Control link 9:
Heartbeat packets sent: 258698
Heartbeat packets received: 258693
Control link 1:
Heartbeat packets sent: 258698
Heartbeat packets received: 258693
Fabric link statistics:
Child link @



Probes sent: 258690

Probes received: 258690
Child link 1

Probes sent: 258505

Probes received: 258505

SEE ALSO

Configuring Chassis Clustering on SRX Series Devices | 125

SEE ALSO

Connecting Firewalls to Create a Chassis Cluster | 41

Chassis Cluster Dual Control Links | 168

Clear Chassis Cluster Control Plane Statistics

To clear displayed chassis cluster control plane statistics, enter the clear chassis cluster control-plane
statistics command at the CLI:

{primary:node1}

user@host> clear chassis cluster control-plane statistics

Cleared control-plane statistics

Change from Chassis Cluster to Standalone Mode

Change from cluster mode to standalone mode when using single primary control link.

1. Disable the chassis cluster and reboot the devices to enter the standalone mode.

user@host> set chassis cluster disable reboot

2. Enable the chassis cluster and reboot the devices to enter the chassis cluster mode.



Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release @ Description

19.3R1 Starting in Junos OS Release 19.3R1, the SRX5K-RE3-128G is supported along with SRX5K-SPC3 on
the SRX5000 line devices. The control interfaces ixlvO and igb0 are used to configure SRX5K-
RE3-128G.Control links control the communication between the control, and data plane and the
heartbeat messages.

Chassis Cluster Slot Numbering and Logical Interface Naming | 20

Example: Configure Chassis Clustering on SRX Series Firewalls | 126

Chassis Cluster Redundancy Groups

IN THIS SECTION

Understanding Chassis Cluster Redundancy Groups | 87

Example: Configuring Chassis Cluster Redundancy Groups | 91

A redundancy group (RG) includes and manages a collection of objects on both nodes of a cluster. An RG
is primary on one node and backup on the other node at any given time. For more information, see the
following topics:


https://apps.juniper.net/feature-explorer/

Understanding Chassis Cluster Redundancy Groups

IN THIS SECTION

Understanding Chassis Cluster Redundancy Group 0: Routing Engines | 88

Understanding Chassis Cluster Redundancy Groups 1 Through 128 | 88

Chassis clustering provides high availability of interfaces and services through redundancy groups and
primacy within groups.

A redundancy group is an abstract construct that includes and manages a collection of objects. A
redundancy group contains objects on both nodes. A redundancy group is primary on one node and
backup on the other at any time. When a redundancy group is said to be primary on a node, its objects
on that node are active.

Redundancy groups are independent units of failover. Each redundancy group fails over from one node
to the other independent of other redundancy groups. When a redundancy group fails over, all its
objects fail over together.

Three things determine the primacy of a redundancy group: the priority configured for the node, the
node ID (in case of tied priorities), and the order in which the node comes up. If a lower priority node
comes up first, then it will assume the primacy for a redundancy group (and will stay as primary if
preempt is not enabled). If preempt is added to a redundancy group configuration, the device with the
higher priority in the group can initiate a failover to become primary. By default, preemption is disabled.
For more information on preemption, see preempt (Chassis Cluster).

A chassis cluster can include many redundancy groups, some of which might be primary on one node
and some of which might be primary on the other. Alternatively, all redundancy groups can be primary
on a single node. One redundancy group's primacy does not affect another redundancy group's primacy.
You can create up to 128 redundancy groups.

The maximum number of redundancy groups is equal to the number of redundant Ethernet interfaces
that you configure.

You can configure redundancy groups to suit your deployment. You configure a redundancy group to be
primary on one node and backup on the other node. You specify the node on which the group is primary
by setting priorities for both nodes within a redundancy group configuration. The node with the higher
priority takes precedence, and the redundancy group's objects on it are active.



If a redundancy group is configured so that both nodes have the same priority, the node with the lowest
node ID number always takes precedence, and the redundancy group is primary on it. In a two-node
cluster, node 0 always takes precedence in a priority tie.

Understanding Chassis Cluster Redundancy Group O: Routing Engines

When you initialize a device in chassis cluster mode, the system creates a redundancy group referred to
as redundancy group 0. Redundancy group O manages the primacy and failover between the Routing
Engines on each node of the cluster. As is the case for all redundancy groups, redundancy group O can
be primary on only one node at a time. The node on which redundancy group O is primary determines
which Routing Engine is active in the cluster. A node is considered the primary node of the cluster if its
Routing Engine is the active one.

The redundancy group O configuration specifies the priority for each node. The following priority
scheme determines redundancy group O primacy. Note that the three-second value is the interval if the
default heartbeat-threshold and heartbeat-interval values are used.

e The node that comes up first (at least three seconds prior to the other node) is the primary node.
e |f both nodes come up at the same time (or within three seconds of each other):
e The node with the higher configured priority is the primary node.

e |[f there is a tie (either because the same value was configured or because default settings were
used), the node with the lower node ID (node 0) is the primary node.

The previous priority scheme applies to redundancy groups x (redundancy groups numbered 1 through
128) as well, provided preempt is not configured. (See "Example: Configuring Chassis Cluster
Redundancy Groups" on page 91.)

You cannot enable preemption for redundancy group O. If you want to change the primary node for
redundancy group O, you must do a manual failover.

Be cautious and judicious in your use of redundancy group O manual failovers. A redundancy group O
failover implies a Routing Engine failover, in which case all processes running on the primary node are
killed and then spawned on the new primary Routing Engine. This failover could result in loss of state,
such as routing state, and degrade performance by introducing system churn.

Understanding Chassis Cluster Redundancy Groups 1 Through 128

You can configure one or more redundancy groups numbered 1 through 128, referred to as redundancy
group x. The maximum number of redundancy groups is equal to the number of redundant Ethernet
interfaces that you configure (see "Maximum Number of Redundant Ethernet Interfaces Allowed
(SRX4100, SRX4200, SRX4600, SRX5400, SRX5600, SRX5800, SRX300, SRX320, SRX340, SRX345,



SRX 380, and SRX1500)" on page 95). Each redundancy group x acts as an independent unit of failover
and is primary on only one node at a time.

Each redundancy group x contains one or more redundant Ethernet interfaces. A redundant Ethernet
interface is a pseudo interface that contains at minimum a pair of physical Gigabit Ethernet interfaces or
a pair of Fast Ethernet interfaces. If a redundancy group is active on node 0, then the child links of all the
associated redundant Ethernet interfaces on node O are active. If the redundancy group fails over to
node 1, then the child links of all redundant Ethernet interfaces on node 1 become active.

The following priority scheme determines redundancy group x primacy, provided preempt is not
configured. If preempt is configured, the node with the higher priority is the primary node. Note that the
three-second value is the interval if the default heartbeat-threshold and heartbeat-interval values are used.

e The node that comes up first (at least three seconds prior to the other node) is the primary node.
e If both nodes come up at the same time (or within three seconds of each other):
e The node with the higher configured priority is the primary node.

e |If there is a tie (either because the same value was configured or because default settings were
used), the node with the lower node ID (node 0) is the primary node.

On SRX Series chassis clusters, you can configure multiple redundancy groups to load-share traffic
across the cluster. For example, you can configure some redundancy groups x to be primary on one node
and some redundancy groups x to be primary on the other node. You can also configure a redundancy
group xin a one-to-one relationship with a single redundant Ethernet interface to control which
interface traffic flows through.

The traffic for a redundancy group is processed on the node where the redundancy group is active.
Because more than one redundancy group can be configured, it is possible that the traffic from some
redundancy groups is processed on one node while the traffic for other redundancy groups is processed
on the other node (depending on where the redundancy group is active). Multiple redundancy groups
make it possible for traffic to arrive over an ingress interface of one redundancy group and over an
egress interface that belongs to another redundancy group. In this situation, the ingress and egress
interfaces might not be active on the same node. When this happens, the traffic is forwarded over the
fabric link to the appropriate node.

When you configure a redundancy group x, you must specify a priority for each node to determine the
node on which the redundancy group xis primary. The node with the higher priority is selected as
primary. The primacy of a redundancy group x can fail over from one node to the other. When a
redundancy group x fails over to the other node, its redundant Ethernet interfaces on that node are
active and their interfaces are passing traffic.

Table 14 on page 90 gives an example of redundancy group xin an SRX Series chassis cluster and
indicates the node on which the group is primary. It shows the redundant Ethernet interfaces and their
interfaces configured for redundancy group x.



Some devices have both Gigabit Ethernet ports and Fast Ethernet ports.

Table 14: Example of Redundancy Groups in a Chassis Cluster

Group Primary Priority Objects Interface (Node 0) Interface
(Node 1)

Redundancy Node O Node 0O: Routing Engine on — —

group O 254 node O

Node 1: 2 Routing Engine on — —

node 1
Redundancy Node O Node O: Redundant Ethernet ge-1/0/0 ge-5/0/0
group 1 254 interface O
Node 1: 2 Redundant Ethernet ge-1/3/0 ge-5/3/0
interface 1
Redundancy Node 1 Node 0: 2 Redundant Ethernet ge-2/0/0 ge-6/0/0
group 2 interface 2
Node 1: Redundant Ethernet ge-2/3/0 ge-6/3/0
254 interface 3
Redundancy Node O Node O: Redundant Ethernet ge-3/0/0 ge-7/0/0
group 3 254 interface 4
Node 1: 2 Redundant Ethernet ge-3/3/0 ge-7/3/0
interface 5

As the example for a chassis cluster in Table 14 on page 90 shows:

e The Routing Engine on node O is active because redundancy group O is primary on node 0. (The
Routing Engine on node 1 is passive, serving as backup.)

e Redundancy group 1 is primary on node O. Interfaces ge-1/0/0 and ge-1/3/0 belonging to redundant
Ethernet interface O and redundant Ethernet interface 1 are active and handling traffic.

e Redundancy group 2 is primary on node 1. Interfaces ge-6/0/0 and ge-6/3/0 belonging to redundant
Ethernet interface 2 and redundant Ethernet interface 3 are active and handling traffic.



e Redundancy group 3 is primary on node 0. Interfaces ge-3/0/0 and ge-3/3/0 belonging to redundant
Ethernet interface 4 and redundant Ethernet interface 5 are active and handling traffic.

Example: Configuring Chassis Cluster Redundancy Groups
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This example shows how to configure a chassis cluster redundancy group.

Requirements
Before you begin:
1. Set the chassis cluster node ID and cluster ID. See "Example: Setting the Chassis Cluster Node ID and

Cluster ID" on page 48.

2. Configure the chassis cluster management interface. See "Example: Configuring the Chassis Cluster
Management Interface" on page 54.

3. Configure the chassis cluster fabric. See "Example: Configuring the Chassis Cluster Fabric Interfaces"
on page 67.

Overview

A chassis cluster redundancy group is an abstract entity that includes and manages a collection of
objects. Each redundancy group acts as an independent unit of failover and is primary on only one node
at a time.

In this example, you create two chassis cluster redundancy groups, O and 1:
e 0—Node O is assigned a priority of 100, and node 1 is assigned a priority of 1.

e 1—Node O is assigned a priority of 100, and node 1 is assigned a priority of 1.



The preempt option is enabled, and the number of gratuitous ARP requests that an interface can send to
notify other network devices of its presence after the redundancy group it belongs to has failed over is
4,

Configuration

IN THIS SECTION

Procedure | 92

Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

[edit]

set chassis cluster redundancy-group @ node @ priority 100
set chassis cluster redundancy-group @ node 1 priority 1

set chassis cluster redundancy-group 1 node @ priority 100
set chassis cluster redundancy-group 1 node 1 priority 1

set chassis cluster redundancy-group 1 preempt

set chassis cluster redundancy-group 1 gratuitous-arp-count 4

Step-by-Step Procedure

To configure a chassis cluster redundancy group:

1. Specify a redundancy group's priority for primacy on each node of the cluster. The higher number
takes precedence.

{primary:node@}[edit]
user@host# set chassis cluster redundancy-group © node 0 priority 100
user@host# set chassis cluster redundancy-group @ node 1 priority 1



user@host# set chassis cluster redundancy-group 1 node @ priority 100
user@host# set chassis cluster redundancy-group 1 node 1 priority 1

2. Configure the node with the higher priority to preempt the device with the lower priority and
become primary for the redundancy group.

{primary:node@}[edit]
user@host# set chassis cluster redundancy-group 1 preempt

You cannot enable preemption for redundancy group O. If you want to change the primary node for
redundancy group O, you must do a manual failover.

3. Specify the number of gratuitous ARP requests that an interface can send to notify other network
devices of its presence after the redundancy group it belongs to has failed over.

{primary:node@}[edit]
user@host# set chassis cluster redundancy-group 1 gratuitous-arp-count 4

Results

From configuration mode, confirm your configuration by entering the show chassis cluster status
redundancy-group commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

{primary:node@}[edit]
user@host# show chassis cluster
chassis {
cluster {
redundancy-group 0 {
node @ priority 100;
node 1 priority 1;
}
redundancy-group 1 {
node @ priority 100;
node 1 priority 1;
preempt;
gratuitous-arp-count 4;



If you are done configuring the device, enter conmit from configuration mode.

Verification

IN THIS SECTION
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Verifying Chassis Cluster Redundancy Group Status

Purpose

Verify the status of a chassis cluster redundancy group.

Action

From operational mode, enter the show chassis cluster status redundancy-group command.

{primary:node@}

user@host>show chassis cluster status redundancy-group 1

Cluster ID: 1

Node Priority Status Preempt Manual failover

Redundancy group: 1 , Failover count: 1
node® 100 primary no no

nodel 1 secondary yes no



Chassis Cluster Redundant Ethernet Interfaces
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Example: Configuring Chassis Cluster Redundant Ethernet Interfaces on SRX4600 | 106
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Platform-Specific Redundant Ethernet Interfaces Behavior | 123
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Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific Redundant Ethernet Interfaces Behavior" on page 123 section for notes
related to your platform.

See the "Additional Platform Information" on page 123 section for more information.

A redundant Ethernet (reth) interface is a pseudo-interface that includes minimum one physical interface
from each node of a cluster. A reth interface of the active node is responsible for passing the trafficin a
chassis cluster setup. For more information, see the following topics:

Understanding Chassis Cluster Redundant Ethernet Interfaces

IN THIS SECTION

IP-over-1P Tunneling | 97

A redundant Ethernet interface must contain, at minimum, a pair of Fast Ethernet interfaces or a pair of
Gigabit Ethernet interfaces that are referred to as child interfaces of the redundant Ethernet interface
(the redundant parent). If two or more child interfaces from each node are assigned to the redundant
Ethernet interface, a redundant Ethernet interface link aggregation group can be formed. A single


https://apps.juniper.net/feature-explorer/feature/1670?fn=Redundant%20Ethernet%20interfaces

redundant ethernet interface must include the same speed or type of Ethernet interface either Fast
Ethernet or Gigabit Ethernet from node O and node 1. SRX Series Firewalls does not support mixed type
of ethernet interfaces in the single bundle.

A redundant Ethernet interface is referred to as a reth in configuration commands.

A redundant Ethernet interface's child interface is associated with the redundant Ethernet interface as
part of the child interface configuration. The redundant Ethernet interface child interface inherits most
of its configuration from its parent.

The maximum number of redundant Ethernet interfaces that you can configure varies, depending on the
device type you are using, as shown in "Additional Platform Information" on page 123. The number of
redundant Ethernet interfaces configured determines the number of redundancy groups that can be
configured in the SRX Series Firewalls.

You can enable promiscuous mode on redundant Ethernet interfaces. When promiscuous mode is
enabled on a Layer 3 Ethernet interface, all packets received on the interface are sent to the central
point or Services Processing Unit (SPU), regardless of the destination MAC address of the packet. If you
enable promiscuous mode on a redundant Ethernet interface, promiscuous mode is then enabled on any
child physical interfaces.

To enable promiscuous mode on a redundant Ethernet interface, use the promiscuous-mode statement at
the [edit interfaces] hierarchy.

A redundant Ethernet interface inherits its failover properties from the redundancy group xthat it
belongs to. A redundant Ethernet interface remains active as long as its primary child interface is
available or active. For example, if reth@ is associated with redundancy group 1 and redundancy group 1
is active on node O, then retho is up as long as the node O child of rethe is up.

When using SRX Series Firewalls in chassis cluster mode, it is not recommended to configure any local
interfaces (or combination of local interfaces) along with redundant Ethernet interfaces.

For example:

The following configuration of chassis cluster with redundant Ethernet interfaces in which interfaces are
configured as local interfaces:

ge-2/0/2 {
unit @ {
family inet {
address 10.1.1.1/24;



The following configuration of chassis cluster redundant Ethernet interfaces, in which interfaces are
configured as part of redundant Ethernet interfaces, is supported:

interfaces {
ge-2/0/2 {
gigether-options {
redundant-parent reth2;

}
}
reth2 {
redundant-ether-options {
redundancy-group 1;
}
unit @ {
family inet {
address 10.1.1.1/24;
}
}
}

You can enable promiscuous mode on redundant Ethernet interfaces. When promiscuous mode is
enabled on a Layer 3 Ethernet interface, all packets received on the interface are sent to the central
point or Services Processing Unit (SPU), regardless of the destination MAC address of the packet. If you
enable promiscuous mode on a redundant Ethernet interface, promiscuous mode is then enabled on any
child physical interfaces.

To enable promiscuous mode on a redundant Ethernet interface, use the promiscuous-mode statement at
the [edit interfaces] hierarchy.

IP-over-IP Tunneling

IP-over-1P tunneling is supported over the reth interface in SRX chassis cluster configuration. Tunneling
allows the encapsulation of one IP packet over another IP packet.

The tunnel configuration is created on both the primary and secondary devices. The traffic passing
through the IP-IP tunnel is synced from primary device to secondary device. The tunnel configuration on
secondary device is considered as backup and active in the event of failure of the primary device. The
traffic resumes on the secondary device in the event of the failure of the primary.

On SRX Series Firewalls, Generic Routing Encapsulation (GRE) and IP-IP tunnels use internal interfaces,
gr-0/0/0 and ip-0/0/0, respectively. The Junos OS creates these interfaces at system bootup; they are
not associated with physical interfaces.



SEE ALSO
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Example: Configuring Chassis Cluster Redundant Ethernet Interfaces
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This example shows how to configure chassis cluster redundant Ethernet interfaces. A redundant
Ethernet interface is a pseudointerface that contains two or more physical interfaces, with at least one
from each node of the cluster.

Requirements
Before you begin:

e Understand how to set the chassis cluster node ID and cluster ID. See "Example: Setting the Chassis
Cluster Node ID and Cluster ID" on page 48.

e Set the number of redundant Ethernet interfaces.

e Understand how to set the chassis cluster fabric. See "Example: Configuring the Chassis Cluster
Fabric Interfaces" on page 67.

e Understand how to set the chassis cluster node redundancy groups. See "Example: Configuring
Chassis Cluster Redundancy Groups" on page 91.

Overview

After physical interfaces have been assigned to the redundant Ethernet interface, you set the
configuration that pertains to them at the level of the redundant Ethernet interface, and each of the
child interfaces inherits the configuration.

If multiple child interfaces are present, then the speed of all the child interfaces must be the same.



A redundant Ethernet interface is referred to as a reth in configuration commands.

You can enable promiscuous mode on redundant Ethernet interfaces. When promiscuous mode is
enabled on a Layer 3 Ethernet interface, all packets received on the interface are sent to the central
point or Services Processing Unit regardless of the destination MAC address of the packet. If you enable
promiscuous mode on a redundant Ethernet interface, promiscuous mode is then enabled on any child
physical interfaces.

To enable promiscuous mode on a redundant Ethernet interface, use the promiscuous-mode statement
at the [edit interfaces] hierarchy.

Configuration

IN THIS SECTION
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Configuring Chassis Cluster Redundant Ethernet Interfaces for IPv4 Addresses

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

{primary:node0}[edit]

set interfaces ge-0/0/0 gigether-options redundant-parent rethi
set interfaces ge-7/0/0 gigether-options redundant-parent rethi
set interfaces fe-1/0/0 fast-ether-options redundant-parent reth2
set interfaces fe-8/0/0 fast-ether-options redundant-parent reth2
set interfaces rethl redundant-ether-options redundancy-group 1
set interfaces rethl unit @ family inet mtu 1500

set interfaces reth1 unit 0 family inet address 10.1.1.3/24

set security zones security-zone Trust interfaces reth1.0



Step-by-Step Procedure

To configure redundant Ethernet interfaces for IPv4:

1. Bind redundant child physical interfaces to reth1.

{primary:node@}[edit]
user@host# set interfaces ge-0/0/0 gigether-options redundant-parent rethi

user@host# set interfaces ge-7/0/0 gigether-options redundant-parent rethi

2. Bind redundant child physical interfaces to reth2.

{primary:node@}[edit]
user@host# set interfaces fe-1/0/0 fast-ether-options redundant-parent reth2

user@host# set interfaces fe-8/0/0 fast-ether-options redundant-parent reth2

3. Add reth1 to redundancy group 1.

{primary:node@}[edit]
user@host# set interfaces rethl redundant-ether-options redundancy-group 1

4. Set the MTU size.

{primary:node@}[edit]
user@host# set interfaces rethl unit 0 family inet mtu 1500

The maximum transmission unit (MTU) set on the reth interface can be different from the MTU on
the child interface.

5. Assign an IP address to reth1.

{primary:node@}[edit]
user@host# set interfaces rethl unit 0 family inet address 10.1.1.3/24



6. Associate reth1.0 to the trust security zone.

{primary:node@}[edit]

user@host# set security zones security-zone Trust interfaces reth1.0

Configuring Chassis Cluster Redundant Ethernet Interfaces for IPv6 Addresses

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

{primary:node0}[edit]

set interfaces ge-0/0/0 gigether-options redundant-parent rethi

set interfaces ge-7/0/0 gigether-options redundant-parent rethi

set interfaces fe-1/0/0 fast-ether-options redundant-parent reth2
set interfaces fe-8/0/0 fast-ether-options redundant-parent reth2
set interfaces reth2 redundant-ether-options redundancy-group 1

set interfaces reth2 unit 0 family inet6 mtu 1500

set interfaces reth2 unit 0 family inet6 address 2010:2010:201::2/64
set security zones security-zone Trust interfaces reth2.0

Step-by-Step Procedure

To configure redundant Ethernet interfaces for IPvé:

1. Bind redundant child physical interfaces to reth1.

{primary:node@}[edit]
user@host# set interfaces ge-0/0/0 gigether-options redundant-parent rethi

user@host# set interfaces ge-7/0/0 gigether-options redundant-parent rethi

2. Bind redundant child physical interfaces to reth2.

{primary:node@}[edit]
user@host# set interfaces fe-1/0/0 fast-ether-options redundant-parent reth2
user@host# set interfaces fe-8/0/0 fast-ether-options redundant-parent reth2



3. Add reth2 to redundancy group 1.

{primary:node@}[edit]
user@host# set interfaces reth2 redundant-ether-options redundancy-group 1

4. Set the MTU size.

{primary:node@}[edit]
user@host# set interfaces reth2 unit 0 family inet6 mtu 1500

5. Assign an IP address to reth2.

{primary:node@}[edit]
user@host# set interfaces reth2 unit 0 family inet6 address 2010:2010:201::2/64

6. Associate reth2.0 to the trust security zone.

{primary:node@}[edit]
user@host# set security zones security-zone Trust interfaces reth2.0
Step-by-Step Procedure

To set the number of redundant Ethernet interfaces for a chassis cluster:

1. Specify the number of redundant Ethernet interfaces:

{primary:node@}[edit]

user@host# set chassis cluster reth-count 2

Results

From configuration mode, confirm your configuration by entering the show interfaces command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.



For brevity, this show command output includes only the configuration that is relevant to this example.
Any other configuration on the system has been replaced with ellipses (...).

{primary:node0}[edit]
user@host# show interfaces

interfaces {
fe-1/0/0 {
fastether-options {

redundant-parent reth2;

}
}
fe-8/0/0 {
fastether-options {
redundant-parent reth2;
}
}
ge-0/0/0 {
gigether-options {
redundant-parent rethi;
}
}
ge-7/0/0 {
gigether-options {
redundant-parent rethi;
}
}
rethl {
redundant-ether-options {
redundancy-group 1;
}
unit 0 {
family inet {
mtu 1500;
address 10.1.1.3/24;
}
}
}
reth2 {

redundant-ether-options {

redundancy-group 1;



unit @ {
family inet6 {
mtu 1500;
address 2010:2010:201::2/64;

If you are done configuring the device, enter commit from configuration mode.

Verification
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Confirm that the configuration is working properly.

Verifying Chassis Cluster Redundant Ethernet Interfaces

Purpose

Verify the configuration of the chassis cluster redundant Ethernet interfaces.

Action

From operational mode, enter the show interfaces terse | match rethl command:

{primary:node@}
user@host> show interfaces terse | match rethl

ge-0/0/0.0 up up aenet --> reth1.0
ge-7/0/0.0 up up aenet --> rethl1.0
rethi up up

rethl1.0 up up inet 10.1.1.3/24



Verifying Chassis Cluster Control Links

Purpose

Verify information about the control interface in a chassis cluster configuration.

Action

From operational mode, enter the show chassis cluster interfaces command:

{primary:node@}
user@host> show chassis cluster interfaces
Control link status: Up

Control interfaces:
Index Interface Monitored-Status Internal-SA  Security
0 emo Up Disabled Disabled
1 eml Up Disabled Disabled

Fabric link status: Up

Fabric interfaces:

Name Child-interface Status Security
(Physical/Monitored)

fabo xe-3/0/6 Up / Up Enabled

fabo

fab1 xe-9/0/6 Up / Up Enabled

fab1

Redundant-ethernet Information:

Name Status Redundancy-group
reth@ Up 1
rethi Up 1

SEE ALSO
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Example: Configuring Chassis Cluster Redundant Ethernet Interfaces on
SRX4600
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This example shows how to configure child links or physical links on SRX4600 device in chassis cluster
mode.

Requirements
Before you begin:

e Understand how to set the chassis cluster node ID and cluster ID. See "Example: Setting the Chassis
Cluster Node ID and Cluster ID" on page 48.

e Understand how to set the chassis cluster node redundancy groups. See "Example: Configuring
Chassis Cluster Redundancy Groups" on page 91.

Overview

You can configure up to eight number of child links for a reth bundle on SRX4600 devices per chassis.

Configuration

IN THIS SECTION
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Results | 109



CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

{primary:node@}[edit]

set interfaces

set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces

set interfaces

xe-1/0/0:
xe-1/0/0:
xe-1/0/0:
xe-1/0/0:
:0
xe-1/0/1:
12
:3

xe-1/0/1

xe-1/0/1
xe-1/0/1

0
1
2
3

1

gigether-options
gigether-options
gigether-options
gigether-options
gigether-options
gigether-options
gigether-options
gigether-options

redundant-parent
redundant-parent
redundant-parent
redundant-parent
redundant-parent
redundant-parent
redundant-parent

redundant-parent

retho
retho
retho
retho
retho
retho
retho
retho

set interfaces xe-1/1/0 gigether-options redundant-parent rethi
interfaces xe-1/1/1
retho redundant-ether-options redundancy-group 1
rethd unit 0 family inet address 192.0.2.1/24
rethi
reth1 redundant-ether-options lacp active

rethl unit @ family inet address 198.51.100.1/24

set security zones security-zone Trust-zone interfaces reth0.0

set gigether-options redundant-parent rethi

set interfaces
set interfaces

set interfaces redundant-ether-options redundancy-group 1

set interfaces
set interfaces
set security zones security-zone Untrust-zone interfaces reth1.0

set chassis cluster reth-count 10

Configuring redundant Ethernet interfaces

Step-by-Step Procedure

To configure redundant Ethernet interfaces:

1. Bind eight redundant child physical interfaces to rethO.

{primary:node@}[edit]

retho
retho
retho
retho
retho
retho

user@host# set interfaces xe-1/0/0:0 gigether-options redundant-parent

user@host# set interfaces xe-1/0/0:1 gigether-options redundant-parent

user@host# set interfaces xe-1/0/0:2 gigether-options redundant-parent

user@host# set interfaces xe-1/0/0:3 gigether-options redundant-parent

user@host# set interfaces xe-1/0/1:0 gigether-options redundant-parent

user@host# set interfaces xe-1/0/1:1 gigether-options redundant-parent



user@host# set interfaces xe-1/0/1:2 gigether-options redundant-parent retho

user@host# set interfaces xe-1/0/1:3 gigether-options redundant-parent retho

2. Bind redundant child physical interfaces to reth1.

{primary:node@}[edit]
user@host# set interfaces xe-1/1/0 gigether-options redundant-parent rethi
user@host# set interfaces xe-1/1/1 gigether-options redundant-parent rethi

3. Specify the number of redundant Ethernet interfaces:

{primary:node@}[edit]

user@host# set chassis cluster reth-count 10

4. Add rethO to redundancy group 1.

{primary:node@}[edit]
user@host# set interfaces reth@ redundant-ether-options redundancy-group 1

5. Assign an IP address to rethO.

{primary:node@}[edit]
user@host# set interfaces reth@ unit 0 family inet address 192.0.2.1/24

6. Add reth1 to redundancy group1.

{primary:node@}[edit]
user@host# set interfaces rethl redundant-ether-options redundancy-group 1
user@host# set interfaces rethl redundant-ether-options lacp active

7. Assign an IP address to rethi.

{primary:node@}[edit]
user@host# set interfaces rethl unit 0 family inet address 198.51.100.1/24



8. Associate reth0.0 to the trust security zone.

{primary:node@}[edit]

user@host# set security zones security-zone Trust-zone interfaces reth0.0

9. Associate reth1.0 to untrust security zone.

{primary:node@}[edit]

user@host# set security zones security-zone Untrust-zone interfaces reth1.0

Results

From configuration mode, confirm your configuration by entering the show interfaces command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

For brevity, this show command output includes only the configuration that is relevant to this example.
Any other configuration on the system has been replaced with ellipses (...).

{primary:node@}[edit]
user@host# show interfaces
xe-1/0/0:0 {
gigether-options {
redundant-parent retho;

}
}
xe-1/0/0:1 {
gigether-options {
redundant-parent retho;
}
}
xe-1/0/0:2 {
gigether-options {
redundant-parent retho;
}
}
xe-1/0/0:3 {

gigether-options {

redundant-parent retho;



}
xe-1/0/1:0 {
gigether-options {
redundant-parent retho;

}
}
xe-1/0/1:1 {
gigether-options {
redundant-parent retho;
}
}
xe-1/0/1:2 {
gigether-options {
redundant-parent retho;
}
}
xe-1/0/1:3 {
gigether-options {
redundant-parent retho;
}
}
xe-1/1/0 {
gigether-options {
redundant-parent retht;
}
}
xe-1/1/1 {
gigether-options {
redundant-parent rethi;
}
}
retho {
redundant-ether-options {
redundancy-group 1;
}
unit 0 {
family inet {
address 192.0.2.1/24;
}
}
}
rethl {

redundant-ether-options {



redundancy-group 1;

lacp {
active;
}
}
unit 0 {
family inet {
address 198.51.100.1/24;
}
}

If you are done configuring the device, enter commit from configuration mode.

Verification
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Confirm that the configuration is working properly.

Verify Chassis Cluster Redundant Ethernet Interfaces

Purpose

Verify the configuration of the chassis cluster redundant Ethernet interfaces on SRX4600 device.

Action

From operational mode, enter the show interfaces terse | match rethd command:

{primary:node@}
user@host> show interfaces terse | match retho

xe-1/0/0:0.0 up down aenet --> reth0.0
xe-1/0/0:1.0 up down aenet --> reth0.0



xe-1/0/0:2.0 up down aenet --> reth0.0

xe-1/0/0:3.0 up down aenet --> reth0.0
xe-1/0/1:0.0 up down aenet --> reth0.0
xe-1/0/1:1.0 up down aenet --> reth0.0
xe-1/0/1:2.0 up down aenet --> reth0.0
xe-1/0/1:3.0 up down aenet --> reth0.0
retho up down

retho.o up down inet 192.0.2.1/24

Meaning

You can view the maximum number of configured child link interfaces of a reth bundle from four to eight
in one chassis.

Verifying Chassis Cluster Control Links

Purpose

Verify information about the control interface in a chassis cluster configuration.

Action

From operational mode, enter the show chassis cluster interfaces command:

{primary:node@}
user@host> show chassis cluster interfaces

Control link status: Down

Control interfaces:
Index Interface Monitored-Status Internal-SA  Security
0 emd Down Disabled Disabled
1 eml Down Disabled Disabled

Fabric link status: Down

Fabric interfaces:

Name Child-interface Status Security
(Physical/Monitored)
fabo xe-0/0/2 Up / Down Disabled

fabo



Redundant-ethernet Information:

Name Status Redundancy-group
retho Down 1

rethi Up 1

reth2 Down Not configured
reth3 Down Not configured
reth4 Down Not configured
reth5 Down Not configured
reth6 Down Not configured
reth7 Down Not configured
reth8 Down Not configured
reth9 Down Not configured

Redundant-pseudo-interface Information:
Name Status Redundancy-group
100 Up 0

Example: Configuring IP-over-1P Tunnel on SRX Series Firewalls
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This example shows how to create IP-IP tunnel with a forwarding next-hop to pass IPv4 traffic through
the tunnel and synchronize the configuration from primary device to secondary device.

Requirements

Before you begin:



e Understand how to set the chassis cluster node ID and cluster ID. See "Example: Setting the Chassis
Cluster Node ID and Cluster ID" on page 48.

This example uses the following hardware and software components:
e Junos OS Release 23.1R1 or later version.

e SRX345 Device

Overview

Packets are routed to an internal interface where they are encapsulated with an IP packet and then
forwarded to the encapsulating packet's destination address. The IP-IP interface is an internal interface
only and is not associated with a physical interface. You must configure the interface for it to perform IP
tunneling.

Topology

Figure 31 on page 114 lllustrates IP-over-IP scenario with SRX Series Firewalls operating in chassis
cluster mode.

Figure 31: Configuring SRX Series Firewalls using IP-IP Tunnel
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Configuration
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Configuring IP-IP tunnel with Chassis Cluster Redundant Ethernet Interfaces for IPv4 Addresses

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

{primary:node0}[edit]

set chassis cluster reth-count 2

set chassis cluster redundancy-group @ node @ priority 100

set chassis cluster redundancy-group @ node 1 priority 1

set chassis cluster redundancy-group 1 node @ priority 100

set chassis cluster redundancy-group 1 node 1 priority 1

set interfaces reth® redundant-ether-options redundancy-group 1
set interfaces reth1 redundant-ether-options redundancy-group 1
set interfaces reth@ unit @ family inet address 22.0.0.254/24
set interfaces rethl unit @ family inet address 1.0.0.254/24
set interfaces ip-0/0/0 unit 0 tunnel source 22.0.0.254

set interfaces ip-0/0/0 unit @ tunnel destination 22.0.0.200
set interfaces ip-0/0/0 unit @ family inet address 33.0.0.254/24
set interfaces ge-0/0/1 gigether-options redundant-parent retho
set interfaces ge-0/0/2 gigether-options redundant-parent rethi
set interfaces ge-7/0/1 gigether-options redundant-parent retho
set interfaces ge-7/0/2 gigether-options redundant-parent rethi
set interfaces fab@ fabric-options member-interfaces ge-0/0/0

set interfaces fab1l fabric-options member-interfaces ge-7/0/0

{peer}

set interfaces ip-0/0/0 unit @ tunnel source 22.0.0.200

set interfaces ip-0/0/0 unit 0 tunnel destination 22.0.0.254

set interfaces ip-0/0/0 unit 0@ family inet address 33.0.0.200/24
set interfaces ge-0/0/1 unit @ family inet address 22.0.0.200/24
set interfaces ge-0/0/2 unit 0 family inet address 2.0.0.200/24

set routing-options static route 1.0.0.0/24 next-hop ip-0/0/0.0

Step-by-Step Procedure

To configure redundant Ethernet interfaces for IPv4:



1. Set up redundancy group O for the Routing Engine failover properties, and set up redundancy group
1 (all interfaces are in one redundancy group in this example) to define the failover properties for the
redundant Ethernet interfaces.

{primary:node@}[edit]

user@host# set chassis cluster redundancy-group @ node 0 priority 100
user@host# set chassis cluster redundancy-group 0 node 1 priority 1
user@host# set chassis cluster redundancy-group 1 node 0 priority 100
user@host# set chassis cluster redundancy-group 1 node 1 priority 1

2. Set up the redundant Ethernet (reth) interfaces.

{primary:node@}[edit]

user@host# set chassis cluster reth-count 2

user@host# set interfaces ge-0/0/1 gigether-options redundant-parent retho
user@host# set interfaces ge-0/0/2 gigether-options redundant-parent rethi
user@host# set interfaces ge-7/0/1 gigether-options redundant-parent rethe
user@host# set interfaces ge-7/0/2 gigether-options redundant-parent rethi
user@host# set interfaces reth@ redundant-ether-options redundancy-group 1
user@host# set interfaces reth® unit 0 family inet address 22.0.0.254/24
user@host# set interfaces rethl redundant-ether-options redundancy-group 1
user@host# set interfaces rethl unit 0 family inet address 1.0.0.254/24

3. Configure tunnel over redundant ethernet interface on both the nodes.

{primary:node@}[edit]

user@host# set interfaces ip-0/0/0 unit @ tunnel source 22.0.0.254
user@host# set interfaces ip-0/0/0 unit 0 tunnel destination 22.0.0.200
user@host# set interfaces ip-0/0/0 unit @ family inet address 33.0.0.254/24

4. Configure tunnel session on the peer.

{peer}

user@host# set interfaces ip-0/0/0 unit @ tunnel source 22.0.0.200
user@host# set interfaces ip-0/0/0 unit 0 tunnel destination 22.0.0.254
user@host# set interfaces ip-0/0/0 unit @ family inet address 33.0.0.200/24
user@host# set interfaces ge-0/0/1 unit @ family inet address 22.0.0.200/24



user@host# set interfaces ge-0/0/2 unit @ family inet address 2.0.0.200/24
user@host# set routing-options static route 1.0.0.0/24 next-hop ip-0/0/0.0

5. Configure routing-options on both the nodes:

{primary:node@}
set routing-options static route 2.0.0.0/24 next-hop ip-0/0/0.0

6. Configure fabric interfaces on both the nodes.

{primary:node@}[edit]
user@host# set interfaces fab@ fabric-options member-interfaces ge-0/0/0
user@host# set interfaces fabl fabric-options member-interfaces ge-7/0/0

Results

From configuration mode, confirm your configuration by entering the show interfaces command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

For brevity, this show command output includes only the configuration that is relevant to this example.
Any other configuration on the system has been replaced with ellipses (...).

{primary:node0}[edit]
user@host# show interfaces
ip-0/0/0 {
unit @ {
tunnel {
source 22.0.0.254;
destination 22.0.0.200;
}
family inet {
address 33.0.0.254/24;

}
ge-0/0/1 {
gigether-options {



redundant-parent retho;

}
}
ge-0/0/2 {
gigether-options {
redundant-parent retht;
}
}
ge-7/0/1 {
gigether-options {
redundant-parent retho;
}
}
ge-7/0/2 {
gigether-options {
redundant-parent retht;
}
}
fabo {
fabric-options {
member-interfaces {
ge-0/0/0;
}
}
}
fab1 {
fabric-options {
member-interfaces {
ge-7/0/0;
}
}
}
reth {
redundant-ether-options {
redundancy-group 1;
}
unit @ {
family inet {
address 22.0.0.254/24;
}
}
}

reth1 {



redundant-ether-options {
redundancy-group 1;

}
unit 0 {
family inet {
address 1.0.0.254/24;

Verification
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Purpose

Display the information about chassis cluster interfaces and status.

Action

From operational mode, enter the show chassis cluster interfaces,show chassis cluster status, and show

security flow session command.

{primary:node@}
user@host> show chassis cluster interfaces

Control link status: Up
Control interfaces:
Index Interface Monitored-Status Internal-SA  Security

0 fxp1 Up Disabled Disabled

Fabric link status: Down



Fabric interfaces:

Name Child-interface Status Security
(Physical/Monitored)

fabo ge-0/0/0 Up / Up Disabled

fabo

fab1 ge-0/0/17 Up / Up Disabled

fab1

Redundant-ethernet Information:

Name Status Redundancy-group
retho Up 1
rethil Up 1

Redundant-pseudo-interface Information:
Name Status Redundancy-group
1o0 Up 0

{primary:node@}
user@host> show chassis cluster status

Monitor Failure codes:

CS Cold Sync monitoring FL Fabric Connection monitoring
GR GRES monitoring HW Hardware monitoring

IF Interface monitoring IP IP monitoring

LB Loopback monitoring MB Mbuf monitoring

NH Nexthop monitoring NP NPC monitoring

SP SPU monitoring SM  Schedule monitoring

CF Config Sync monitoring RE Relinquish monitoring

IS 1IRQ storm

Cluster ID: 1
Node Priority Status Preempt Manual Monitor-failures

Redundancy group: @ , Failover count: 1
node@ 200 primary no no None

nodel 100 secondary no no None

Redundancy group: 1 , Failover count: 1



noded 200 primary no no None
nodel 100 secondary no no None

{primary:node@}
user@host> show security flow session

node0:

Session ID: 6323, Policy name: N/A, HA State: Active, Timeout: N/A, Session State: Valid
In: 2012::2:2/1 --> 2012::2:1/1;ipip, Conn Tag: 0x0, If: rethl1.0, Pkts: @, Bytes: 0,

Session ID: 6324, Policy name: N/A, HA State: Active, Timeout: N/A, Session State: Valid
In: 2012::2:2/1 --> 2012::2:1/1;ipv6, Conn Tag: 0x0, If: reth1.0, Pkts: @, Bytes: 0,

Session ID: 6361, Policy name: self-traffic-policy/1, HA State: Active, Timeout: 56, Session
State: Valid

In: fe80::2:2/1 --> ff02::5/1;0spf, Conn Tag: 0x0, If: ip-0/0/0.1, Pkts: 153842, Bytes:
12371296,

Out: ff02::5/1 --> fe80::2:2/1;0spf, Conn Tag: 0x0, If: .local..@, Pkts: @, Bytes: 0,

Session ID: 6362, Policy name: self-traffic-policy/1, HA State: Active, Timeout: 52, Session
State: Valid

In: 100.0.2.2/1 --> 224.0.0.5/1;0spf, Conn Tag: 0x0, If: ip-0/0/0.1, Pkts: 152030, Bytes:
12178352,

Out: 224.0.0.5/1 --> 100.0.2.2/1;0spf, Conn Tag: 0x0, If: .local..@, Pkts: @, Bytes: 0,

Session ID: 6363, Policy name: self-traffic-policy/1, HA State: Active, Timeout: 60, Session
State: Valid

In: 100.0.2.2/49152 --> 100.0.2.1/3784;udp, Conn Tag: 0x0, If: ip-0/0/0.1, Pkts: 1509142,
Bytes: 78475384,

Out: 100.0.2.1/3784 --> 100.0.2.2/49152;udp, Conn Tag: 0x0, If: .local..@, Pkts: 0, Bytes: 0,

Session ID: 6364, Policy name: self-traffic-policy/1, HA State: Active, Timeout: 60, Session
State: Valid

In: fe80::2:2/49152 --> fe80::2:1/3784;udp, Conn Tag: 0x0, If: ip-0/0/0.1, Pkts: 1509355,
Bytes: 108673560,

Out: fe80::2:1/3784 --> fe80::2:2/49152;udp, Conn Tag: 0x0, If: .local..@, Pkts: 0, Bytes: 0,

Total sessions: 6



Session ID: 1304, Policy name: N/A, HA State: Backup, Timeout: N/A, Session State: Valid
In: 2012::2:2/1 --> 2012::2:1/1;ipip, Conn Tag: 0x0, If: reth1.0, Pkts: 0, Bytes: 0,

Session ID: 1305, Policy name: N/A, HA State: Backup, Timeout: N/A, Session State: Valid
In: 2012::2:2/1 --> 2012::2:1/1;ipv6, Conn Tag: 0x0, If: reth1.0, Pkts: @, Bytes: 0,

Session ID: 1306, Policy name: self-traffic-policy/1, HA State: Backup, Timeout: 1482, Session
State: Valid
In: 100.0.2.2/49152 --> 100.0.2.1/3784;udp, Conn Tag: 0x0, If: ip-0/0/0.1, Pkts: @, Bytes: 0,
Out: 100.0.2.1/3784 --> 100.0.2.2/49152;udp, Conn Tag: 0x@, If: .local..@, Pkts: 0, Bytes: 0,

Session ID: 1307, Policy name: self-traffic-policy/1, HA State: Backup, Timeout: 1538, Session
State: Valid
In: fe80::2:2/49152 --> fe80::2:1/3784;udp, Conn Tag: 0x0, If: ip-0/0/0.1, Pkts: 0, Bytes: 0,
Out: fe80::2:1/3784 --> fe80::2:2/49152;udp, Conn Tag: 0x0, If: .local..@, Pkts: 0, Bytes: 0,
Total sessions: 4

{primary:node@}
user@host> show security flow statistics
node0:
Current sessions: 6
Packets received: 12528819
Packets transmitted: 12523469
Packets forwarded/queued: 44
Packets copied: @
Packets dropped: 5306
Services-offload packets processed: @
Fragment packets: @
Pre fragments generated: 0

Post fragments generated: 0

Current sessions: 4

Packets received: 1608551
Packets transmitted: 1588679
Packets forwarded/queued: @

Packets copied: @



Packets dropped: 19874
Services-offload packets processed: 0
Fragment packets: @

Pre fragments generated: @

Post fragments generated: 0

Meaning

The chassis cluster configuration displays the reth interface as the bind interface to exchange routes
through IP-over-IP tunnel.

Platform-Specific Redundant Ethernet Interfaces Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behaviors for your platform.

Platform Difference

SRX Series e SRX300 Series Firewalls that support redundant

ethernet interfaces, the number of child interfaces
is restricted to 16 on the reth interface (eight per
node).

e SRX300 Series, SRX1500, and SRX1600 Firewalls
that support Point-to-Point Protocol over Ethernet
(PPPoE) over redundant Ethernet (reth) interface in
chassis cluster mode, allows an existing PPPoE
session to continue without starting a new PPPOE
session in the event of a failover.

Additional Platform Information

Use Feature Explorer to confirm platform and release support for specific features.

Additional Platforms may be supported.


https://apps.juniper.net/feature-explorer/feature/1670?fn=Redundant%20Ethernet%20interfaces
https://apps.juniper.net/feature-explorer/feature/1670?fn=Redundant%20Ethernet%20interfaces

Platform Redundant Ethernet (reth) interfaces

SRX4100 and SRX4200 10-Gigabit Ethernet (xe)

SRX5600 and SRX5800 10-Gigabit Ethernet (xe)
40-Gigabit Ethernet

100-Gigabit Ethernet

Platform Logical Interfaces on reth interfaces

SRX300 Series, SRX1500, SRX1600, 1024

SRX2300, SRX4120, SRX4100, SRX4200,

and SRX4300

SRX4600, and SRX5000 Series 4096

Platform Maximum Number of reth Interfaces
SRX300 Series 128
SRX1500 128
SRX1600 128
SRX2300, SRX4120 128
SRX4100, SRX4200, and SRX4300 128
SRX4600 128
SRX5000 Series 128

Change History Table



Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release Description

12.1X45-D10 = Starting with Junos OS Release 12.1X45-D10 and later, sampling features such as flow monitoring,
packet capture, and port mirroring are supported on reth interfaces.

Example: Configure Chassis Clustering on SRX Series Firewalls | 126

Example: Enabling Eight-Queue Class of Service on Redundant Ethernet Interfaces on Firewalls in a
Chassis Cluster | 149
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SRX Series Services gateways can be configured to operate in cluster mode, where a pair of devices can
be connected together and configured to operate like a single device to provide high availability. When
configured as a chassis cluster, the two nodes back up each other, with one node acting as the primary
device and the other as the secondary device, ensuring stateful failover of processes and services in the

event of system or hardware failure. If the primary device fails, the secondary device takes over
processing of traffic.


https://apps.juniper.net/feature-explorer/

For SRX300, SRX320, SRX340, SRX345, and SRX380 devices, connect ge-0/0/1 on node 0 to ge-0/0/1
on node 1. The factory-default configuration does not include HA configuration. To enable HA, if the
physical interfaces used by HA have some configurations, these configurations need to be removed.
Table 15 on page 126 lists the physical interfaces used by HA on SRX300, SRX320, SRX340, SRX345,
and SRX380.

Table 15: Mapping Between HA Interface and Physical Interface

Device

SRX300

SRX320

SRX340

SRX345

SRX380

fxpO Interface (HA MGT) fxp1 Interface (HA Control) Fab Interface
ge-0/0/0 ge-0/0/1 User defined
ge-0/0/0 ge-0/0/1 User defined
dedicated ge-0/0/1 User defined
dedicated ge-0/0/1 User defined
dedicated ge-0/0/1 User defined

For more information, see the following topics:

Example: Configure Chassis Clustering on SRX Series Firewalls

IN THIS SECTION

Requirements | 127
Overview | 128
Configuration | 129
Verification | 137

This example shows how to set up chassis clustering on an SRX Series Firewall (using SRX1500 or
SRX1600 as example).



Requirements

Before you begin:

Physically connect the two devices and ensure that they are the same models. For example, on the
SRX1500 or SRX1600 Firewall, connect the dedicated control ports on node O and node 1.

Set the two devices to cluster mode and reboot the devices. You must enter the following
operational mode commands on both devices, for example:

e OnnodeO:

user@host> set chassis cluster cluster-id 1 node 0 reboot

e Onnode 1:

user@host> set chassis cluster cluster-id 1 node 1 reboot

The cluster-id is the same on both devices, but the node ID must be different because one device is
node O and the other device is node 1. The range for the cluster-id is O through 255 and setting it to
0 is equivalent to disabling cluster mode.

After clustering occurs for the devices, continuing with the SRX1500 or SRX1600 Firewall example,
the ge-0/0/0 interface on node 1 changes to ge-7/0/0.

After clustering occurs,

e For SRX300 devices, the ge-0/0/1 interface on node 1 changes to ge-1/0/1.

e For SRX320 devices, the ge-0/0/1 interface on node 1 changes to ge-3/0/1.

e For SRX340 and SRX345 devices, the ge-0/0/1 interface on node 1 changes to ge-5/0/1.
After the reboot, the following interfaces are assigned and repurposed to form a cluster:

e For SRX300 and SRX320 devices, ge-0/0/0 becomes fxp0 and is used for individual management
of the chassis cluster.

e SRX340 and SRX345 devices contain a dedicated port fxpO.

e For all SRX300, SRX320, SRX340, SRX345, and SRX380 devices, ge-0/0/1 becomes fxp1 and is
used as the control link within the chassis cluster.

e The other interfaces are also renamed on the secondary device.



See "Understanding SRX Series Chassis Cluster Slot Numbering and Physical Port and Logical
Interface Naming" on page 20 for complete mapping of the SRX Series Firewalls.

From this point forward, configuration of the cluster is synchronized between the node members and
the two separate devices function as one device.

Overview

This example shows how to set up chassis clustering on an SRX Series Firewall using the SRX1500 or
SRX1600 device as example.

The node 1 renumbers its interfaces by adding the total number of system FPCs to the original FPC
number of the interface. See Table 16 on page 128 for interface renumbering on the SRX Series Firewall.

Table 16: SRX Series Firewalls Interface Renumbering

SRX Series Services Gateway Renumbering Constant Node O Interface Name Node 1 Interface Name

SRX300 1 ge-0/0/0 ge-1/0/0
SRX320 3 ge-0/0/0 ge-3/0/0
SRX340 5 ge-0/0/0 ge-5/0/0
SRX345

SRX380

SRX1500 7 ge-0/0/0 ge-7/0/0
SRX1600 7 ge-0/0/0 ge-7/0/0

After clustering is enabled, the system creates fxp0, fxp1, and emO interfaces. Depending on the device,
the fxpO, fxp1, and emO interfaces that are mapped to a physical interface are not user defined.
However, the fab interface is user defined.

Figure 32 on page 129 shows the topology used in this example.



Figure 32: SRX Series Firewalls (SRX1500) In Chassis Cluster
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Procedure

CLI Quick Configuration

To quickly configure a chassis cluster on an SRX1500 Firewall, copy the following commands and paste

them into the CLI:

On {primary:node0}

[edit]
set groups node@ system host-name srx1500-1

set groups node@ interfaces fxp@ unit @ family inet address 192.16.35.46/24

set groups nodel system host-name srx1500-2

. Both reth

interfaces
belong to
redundancy

~group1

8030647

129



set groups nodel interfaces fxp@ unit @ family inet address 192.16.35.47/24

set groups noded system backup-router <backup next-hop from fxp0> destination <management
network/mask>

set groups nodel system backup-router <backup next-hop from fxp0> destination <management
network/mask>

set apply-groups "${node}"

set interfaces fab@ fabric-options member-interfaces ge-0/0/1

set interfaces fab1l fabric-options member-interfaces ge-7/0/1

set chassis cluster redundancy-group @ node @ priority 100

set chassis cluster redundancy-group @ node 1 priority 1
set chassis cluster redundancy-group 1 node @ priority 100
set chassis cluster redundancy-group 1 node 1 priority 1
set chassis cluster redundancy-group 1 interface-monitor ge-0/0/4 weight 255

set chassis cluster redundancy-group

0
1
1

set chassis cluster redundancy-group 1 interface-monitor ge-0/0/5 weight 255
1
1 interface-monitor ge-7/0/5 weight 255
1

set chassis cluster redundancy-group 1 interface-monitor ge-7/0/4 weight 255
set chassis cluster reth-count 2

set interfaces ge-0/0/5 gigether-options redundant-parent rethi
set interfaces ge-7/0/5 gigether-options redundant-parent rethi
set interfaces rethl redundant-ether-options redundancy-group 1
set interfaces rethl unit 0 family inet address 203.0.113.233/24
set interfaces ge-0/0/4 gigether-options redundant-parent retho
set interfaces ge-7/0/4 gigether-options redundant-parent retho
set interfaces reth® redundant-ether-options redundancy-group 1
set interfaces reth@ unit 0 family inet address 198.51.100.1/24
set security zones security-zone Untrust interfaces reth1.0

set security zones security-zone Trust interfaces reth.0

If you are configuring SRX300, SRX320, SRX340, SRX345, and SRX380 devices, see Table 17 on page
130 for command and interface settings for your device and substitute these commands into your CLI.

Table 17: SRX Series Firewalls Interface Settings

Command SRX300 SRX320 SRX340
SRX345
SRX380
set interfaces fab0 fabric- ge-0/0/2 ge-0/0/2 ge-0/0/2

options member-interfaces



Table 17: SRX Series Firewalls Interface Settings (Continued))

Command

set interfaces fab1 fabric-

options member-interfaces

set chassis cluster

redundancy-group 1 interface-

monitor

set chassis cluster

redundancy-group 1 interface-

monitor

set chassis cluster

redundancy-group 1 interface-

monitor

set chassis cluster

redundancy-group 1 interface-

monitor

set interfaces

set interfaces

set interfaces

SRX300

ge-1/0/2

ge-0/0/3 weight 255

ge-0/0/4 weight 255

ge-1/0/3 weight 255

ge-1/0/4 weight 255

ge-0/0/3 gigether-
options redundant-parent
retho

ge-0/0/4 gigether-
options redundant-parent
rethl

ge-1/0/3 gigether-
options redundant-parent
reth@

SRX320

ge-3/0/2

ge-0/0/3 weight 255

ge-0/0/4 weight 255

ge-3/0/3 weight 255

ge-3/0/4 weight 255

ge-0/0/3 gigether-
options redundant-parent
retho

ge-0/0/4 gigether-
options redundant-parent
rethl

ge-3/0/3 gigether-
options redundant-parent
reth@

SRX340
SRX345

SRX380

ge-5/0/2

ge-0/0/3 weight 255

ge-0/0/4 weight 255

ge-5/0/3 weight 255

ge-5/0/4 weight 255

ge-0/0/3 gigether-options
redundant-parent reth@

ge-0/0/4 gigether-options
redundant-parent rethl

ge-5/0/3 gigether-options
redundant-parent reth@



Table 17: SRX Series Firewalls Interface Settings (Continued))

Command SRX300 SRX320 SRX340
SRX345
SRX380
set interfaces ge-1/0/4 gigether- ge-3/0/4 gigether- ge-5/0/4 gigether-options

options redundant-parent | options redundant-parent | redundant-parent rethi
rethi rethl

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a chassis cluster on an SRX Series Firewall:

Perform Steps 1 through 5 on the primary device (node 0). They are automatically copied over to the
secondary device (node 1) when you execute a commit command. The configurations are synchronized
because the control link and fab link interfaces are activated. To verify the configurations, use the show
interface terse command and review the output.

1. Set up hostnames and management IP addresses for each device using configuration groups. These
configurations are specific to each device and are unique to its specific node.

user@host# set groups noded system host-name srx1500-1
user@host# set groups node@ interfaces fxp@ unit @ family inet address 192.16.35.46/24
user@host# set groups nodel system host-name srx1500-2
user@host# set groups nodel interfaces fxp@ unit @ family inet address 192.16.35.47/24

Set the default route and backup router for each node.

user@host# set groups noded system backup-router <backup next-hop from fxp0> destination
<management network/mask>
user@host# set groups nodel system backup-router <backup next-hop from fxp0> destination

<management network/mask>



Set the apply-group command so that the individual configurations for each node set by the previous
commands are applied only to that node.

user@host# set apply-groups "${node}"

2. Define the interfaces used for the fab connection (data plane links for RTO sync) by using physical
ports ge-0/0/1 from each node. These interfaces must be connected back-to-back, or through a
Layer 2 infrastructure.

user@host# set interfaces fab@ fabric-options member-interfaces ge-0/0/1
user@host# set interfaces fabl fabric-options member-interfaces ge-7/0/1

3. Set up redundancy group O for the Routing Engine failover properties, and set up redundancy group
1 (all interfaces are in one redundancy group in this example) to define the failover properties for the
redundant Ethernet interfaces.

user@host# set chassis cluster redundancy-group @ node @ priority 100
user@host# set chassis cluster redundancy-group @ node 1 priority 1
user@host# set chassis cluster redundancy-group 1 node @ priority 100
user@host# set chassis cluster redundancy-group 1 node 1 priority 1

4. Set up interface monitoring to monitor the health of the interfaces and trigger redundancy group
failover.

We do not recommend Interface monitoring for redundancy group O because it causes the control
plane to switch from one node to another node in case interface flap occurs.

user@host# set chassis cluster redundancy-group 1 interface-monitor ge-0/0/5 weight 255
user@host# set chassis cluster redundancy-group 1 interface-monitor ge-0/0/4 weight 255
user@host# set chassis cluster redundancy-group 1 interface-monitor ge-7/0/5 weight 255
user@host# set chassis cluster redundancy-group 1 interface-monitor ge-7/0/4 weight 255

Interface failover only occurs after the weight reaches 0.

5. Set up the redundant Ethernet (reth) interfaces and assign the redundant interface to a zone.

user@host# set chassis cluster reth-count 2
user@host# set interfaces ge-0/0/5 gigether-options redundant-parent rethi
user@host# set interfaces ge-7/0/5 gigether-options redundant-parent rethi



user@host#
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#
user@host#

Results

From operational mode, confirm your configuration by entering the show configuration command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

For brevity, this show command output includes only the configuration that is relevant to this example.

set
set
set
set
set
set
set
set

interfaces reth1 redundant-ether-options redundancy-group 1

interfaces reth1 unit @ family inet address 203.0.113.233/24
interfaces ge-0/0/4 gigether-options redundant-parent rethe

interfaces ge-7/0/4 gigether-options redundant-parent retho

interfaces reth@ redundant-ether-options redundancy-group 1

interfaces reth@ unit @ family inet address 198.51.100.1/24

security zones security-zone Untrust interfaces reth1.0

security zones security-zone Trust interfaces reth0.0

Any other configuration on the system has been replaced with ellipses (...).

> show configuration

version x.Xxx.X;

groups {
noded {

system {
host-name SRX1500-1;
backup-router 10.100.22.1 destination 66.129.243.0/24;

3

interfaces {

fxpo {

}
nodel {

unit 0 {

system {
host-name SRX1500-2;
backup-router 10.100.21.1 destination 66.129.243.0/24; }
interfaces {

fxpo {

family inet {
address 192.16.35.46/24;



unit 0 {
family inet {
address 192.16.35.47/24;

}
}
}
}
}
}
apply-groups "${node}";
chassis {
cluster {

reth-count 2;
redundancy-group 0 {
node @ priority 100;
node 1 priority 1;
}
redundancy-group 1 {
node @ priority 100;
node 1 priority 1;
interface-monitor {
ge-0/0/5 weight 255;
ge-0/0/4 weight 255;
ge-7/0/5 weight 255;
ge-7/0/4 weight 255;

}
}
}
}
interfaces {
ge-0/0/5 {
gigether-options {
redundant-parent rethi;
}
}
ge-0/0/4 {
gigether-options {
redundant-parent retho;
}
}
ge-7/0/5 {

gigether-options {
redundant-parent rethi;



}
ge-7/0/4 {
gigether-options {
redundant-parent retho;
}
}
fabo {
fabric-options {
member-interfaces {
ge-0/0/1;
}
}
}
fab1 {
fabric-options {
member-interfaces {
ge-7/0/1;
}
}
}
retho {
redundant-ether-options {
redundancy-group 1;
}
unit 0 {
family inet {
address 198.51.100.1/24;
}
}
}
rethl {

redundant-ether-options {

redundancy-group 1;

}
unit 0 {
family inet {
address 203.0.113.233/24;
}
}



security {
zones {
security-zone Untrust {
interfaces {
reth1.0;

}
security-zone Trust {

interfaces {

reth0.0;
}
}
}
policies {
from-zone Trust to-zone Untrust {
policy 1 {
match {
source-address any;
destination-address any;
application any;
}
then {
permit;
}
}
}
}

If you are done configuring the device, enter commit from configuration mode.

Verification
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Confirm that the configuration is working properly.

Verifying Chassis Cluster Status

Purpose

Verify the chassis cluster status, failover status, and redundancy group information.

Action

From operational mode, enter the show chassis cluster status command.

{primary:node@}
user@host# show chassis cluster status
Cluster ID: 1

Node Priority Status Preempt Manual failover
Redundancy group: @ , Failover count: 1

node® 100 primary no no

nodel 1 secondary no no
Redundancy group: 1 , Failover count: 1

node® 0 primary no no

nodel 0 secondary no no

Verifying Chassis Cluster Interfaces

Purpose

Verify information about chassis cluster interfaces.



Action

From operational mode, enter the show chassis cluster interfaces command.

{primary:node0@}
user@host> show chassis cluster interfaces

Control link name: em@

Redundant-ethernet Information:

Name Status Redundancy-group
retho Up 1
rethi Up 1

Interface Monitoring:

Interface Weight Status Redundancy-group
ge-7/0/5 255 Up 1
ge-7/0/4 255 Up 1
ge-0/0/5 255 Up 1
ge-0/0/4 255 Up 1

Verifying Chassis Cluster Statistics

Purpose

Verify information about the statistics of the different objects being synchronized, the fabric and control
interface hellos, and the status of the monitored interfaces in the cluster.

Action

From operational mode, enter the show chassis cluster statistics command.

{primary:node0}
user@host> show chassis cluster statistics

Control link statistics:
Control link 0:
Heartbeat packets sent: 2276
Heartbeat packets received: 2280
Heartbeat packets errors: 0
Fabric link statistics:



Child link 0
Probes sent: 2272
Probes received: 597
Services Synchronized:
Service name RTOs sent RTOs received
Translation context 0
Incoming NAT 0
Resource manager 6

Session create 161

—_
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oo

Session close

Session change

Gate create

Session ageout refresh requests
Session ageout refresh replies
IPSec VPN

Firewall user authentication
MGCP ALG

H323 ALG

SIP ALG

SCCP ALG

PPTP ALG

RPC ALG

RTSP ALG

RAS ALG

MAC address learning

GPRS GTP
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Verifying Chassis Cluster Control Plane Statistics

Purpose

Verify information about chassis cluster control plane statistics (heartbeats sent and received) and the
fabric link statistics (probes sent and received).

Action

From operational mode, enter the show chassis cluster control-plane statistics command.

{primary:node0}
user@host> show chassis cluster control-plane statistics



Control link statistics:
Control link 0:
Heartbeat packets sent: 2294
Heartbeat packets received: 2298
Heartbeat packets errors: 0
Fabric link statistics:
Child link @
Probes sent: 2290
Probes received: 615

Verifying Chassis Cluster Data Plane Statistics

Purpose

Verify information about the number of RTOs sent and received for services.

Action

From operational mode, enter the show chassis cluster data-plane statistics command.

{primary:node0}
user@host> show chassis cluster data-plane statistics

Services Synchronized:
Service name RTOs sent RTOs received
Translation context 0
Incoming NAT 0
Resource manager 6
Session create 161
Session close 148
Session change
Gate create
Session ageout refresh requests
Session ageout refresh replies
IPSec VPN
Firewall user authentication
MGCP ALG
H323 ALG
SIP ALG
SCCP ALG
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PPTP ALG

RPC ALG

RTSP ALG

RAS ALG

MAC address learning
GPRS GTP
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Verifying Chassis Cluster Redundancy Group Status

Purpose

Verify the state and priority of both nodes in a cluster and information about whether the primary node
has been preempted or whether there has been a manual failover.

Action

From operational mode, enter the chassis cluster status redundancy-group command.

{primary:node@}

user@host> show chassis cluster status redundancy-group 1

Cluster ID: 1
Node Priority Status Preempt Manual failover
Redundancy group: 1, Failover count: 1

node® 100 primary no no

nodel 50 secondary no no

Troubleshooting with Logs

Purpose

Use these logs to identify any chassis cluster issues. You should run these logs on both nodes.

Action

From operational mode, enter these show log commands.

user@host> show log jsrpd

user@host> show log chassisd



user@host> show log messages
user@host> show log dcd

user@host> show traceoptions

SEE ALSO

‘ Chassis Cluster Slot Numbering and Logical Interface Naming | 20

Viewing a Chassis Cluster Configuration

IN THIS SECTION

Purpose | 143
Action | 143

Purpose

Display chassis cluster verification options.

Action

From the CLI, enter the show chassis cluster ? command:

{primary:node1}

user@host> show chassis cluster ?

Possible completions:
interfaces Display chassis-cluster interfaces
statistics Display chassis-cluster traffic statistics

status Display chassis-cluster status



Viewing Chassis Cluster Statistics

IN THIS SECTION

Purpose | 144
Action | 144

Purpose

Display information about chassis cluster services and interfaces.

Action

From the CLI, enter the show chassis cluster statistics command:

{primary:node1}
user@host> show chassis cluster statistics

Control link statistics:
Control link 0:
Heartbeat packets sent: 798
Heartbeat packets received: 784
Fabric link statistics:
Child link 0
Probes sent: 793
Probes received: 0
Services Synchronized:
Service name RTOs sent RTOs received
Translation context
Incoming NAT
Resource manager
Session create
Session close
Session change
Gate create

Session ageout refresh requests
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Session ageout refresh replies



IPSec VPN 0 0
Firewall user authentication 0 0
MGCP ALG 0 0
H323 ALG 0 0
SIP ALG 0 0
SCCP ALG 0 0
PPTP ALG 0 0
RTSP ALG 0 0
{primary:node1}
user@host> show chassis cluster statistics
Control link statistics:
Control link 0:
Heartbeat packets sent: 258689
Heartbeat packets received: 258684
Control link 1:
Heartbeat packets sent: 258689
Heartbeat packets received: 258684
Fabric link statistics:
Child link 0
Probes sent: 258681
Probes received: 258681
Child link 1
Probes sent: 258501
Probes received: 258501
Services Synchronized:
Service name RTOs sent RTOs received
Translation context 0 0
Incoming NAT 0 0
Resource manager 0 0
Session create 1 0
Session close 1 0
Session change 0 0
Gate create 0 0
Session ageout refresh requests 0 0
Session ageout refresh replies 0 0
IPSec VPN 0 0
Firewall user authentication 0 0
MGCP ALG 0 0
H323 ALG 0 0



SIP ALG 0 0
SCCP ALG 0 0
PPTP ALG 0 0
RPC ALG 0 0
RTSP ALG 0 0
RAS ALG 0 0
MAC address learning 0 0
GPRS GTP 0 0

{primary:node1}
user@host> show chassis cluster statistics

Control link statistics:
Control link 0:
Heartbeat packets sent: 82371
Heartbeat packets received: 82321
Control link 1:
Heartbeat packets sent: @

Heartbeat packets received: 0

Clearing Chassis Cluster Statistics

To clear displayed information about chassis cluster services and interfaces, enter the clear chassis
cluster statistics command from the CLI:

{primary:node1}
user@host> clear chassis cluster statistics

Cleared control-plane statistics

Cleared data-plane statistics



Understanding Automatic Chassis Cluster Synchronization Between
Primary and Secondary Nodes

When you set up an SRX Series chassis cluster, the SRX Series Firewalls must be identical, including
their configuration. The chassis cluster synchronization feature automatically synchronizes the
configuration from the primary node to the secondary node when the secondary joins the primary as a
cluster. By eliminating the manual work needed to ensure the same configurations on each node in the
cluster, this feature reduces expenses.

If you want to disable automatic chassis cluster synchronization between the primary and secondary
nodes, you can do so by entering the set chassis cluster configuration-synchronize no-secondary-bootup-auto
command in configuration mode.

At any time, to reenable automatic chassis cluster synchronization, use the delete chassis cluster

configuration-synchronize no-secondary-bootup-auto command in configuration mode.

To see whether the automatic chassis cluster synchronization is enabled or not, and to see the status of
the synchronization, enter the show chassis cluster information configuration-synchronization operational
command.

Either the entire configuration from the primary node is applied successfully to the secondary node, or
the secondary node retains its original configuration. There is no partial synchronization.

If you create a cluster with cluster IDs greater than 16, and then decide to roll back to a previous release
image that does not support extended cluster IDs, the system comes up as standalone.

If you have a cluster set up and running with an earlier release of Junos OS, you can upgrade to Junos
OS Release 12.1X45-D10 and re-create a cluster with cluster IDs greater than 16. However, if for any
reason you decide to revert to the previous version of Junos OS that did not support extended cluster
IDs, the system comes up with standalone devices after you reboot. However, if the cluster ID set is less
than 16 and you roll back to a previous release, the system will come back with the previous setup.

SEE ALSO

NTP Time Synchronization on SRX Series Devices | 339



Verifying Chassis Cluster Configuration Synchronization Status

IN THIS SECTION

Purpose | 148
Action | 148

Purpose

Display the configuration synchronization status of a chassis "Understanding Automatic Chassis Cluster
Synchronization Between Primary and Secondary Nodes" on page 147cluster.

Action

From the CLI, enter the show chassis cluster information configuration-synchronization command:

{primary:node@}
user@host> show chassis cluster information configuration-synchronization

Configuration Synchronization:
Status:
Activation status: Enabled
Last sync operation: Auto-Sync
Last sync result: Not needed

Last sync mgd messages:

Events:
Mar 5 01:48:53.662 : Auto-Sync: Not needed.

Configuration Synchronization:
Status:



Activation status: Enabled
Last sync operation: Auto-Sync
Last sync result: Succeeded
Last sync mgd messages:
mgd: rcp: /config/juniper.conf: No such file or directory

mgd: commit complete

Events:
Mar 5 01:48:55.339 : Auto-Sync: In progress. Attempt: 1
Mar 5 01:49:40.664 : Auto-Sync: Succeeded. Attempt: 1

SEE ALSO

show chassis cluster information configuration-synchronization

Preparing Your Equipment for Chassis Cluster Formation | 37
Connecting Firewalls to Create a Chassis Cluster | 41

Chassis Cluster Configuration Overview | 15

Example: Enabling Eight-Queue Class of Service on
Redundant Ethernet Interfaces on Firewalls in a
Chassis Cluster

IN THIS SECTION

Requirements | 150
Overview | 150
Configuration | 152
Verification | 160



This example shows how to enable eight-queue CoS on redundant Ethernet interfaces on Firewalls in a
chassis cluster. This example is applicable to SRX1600, SRX2300, SRX4120, SRX4100, SRX4200,
SRX4300, SRX4600, SRX5400, SRX5600, and SRX5800. The eight-queue CoS is also supported on
redundant Ethernet interfaces for branch Firewalls in a chassis cluster. The branch Firewalls support
eight queues, but only four queues are enabled by default.

Requirements

This example uses the following hardware and software components:
e Two SRX5600 Firewalls in a chassis cluster

e Junos OS Release 18.1R1

Before you begin:

e Understand chassis cluster configuration. See "Example: Configuring an Active/Passive Chassis
Cluster on SRX5800 Devices" on page 348.

e Understand chassis cluster redundant interface configuration. See "Example: Configuring Chassis
Cluster Redundant Ethernet Interfaces" on page 98.

Overview

IN THIS SECTION

Topology | 151

The Firewalls support eight queues, but only four queues are enabled by default. Use the set chassis fpc
X pic y max-queues-per-interface 8 command to enable eight queues explicitly at the chassis level. The
values of xand ydepends on the location of the IOC and the PIC number where the interface is located
on the device on which CoS needs to be implemented. To find the IOC location use the show chassis fpc
pic-status or show chassis hardware commands.

You must restart the chassis control for the configuration to take effect.

On Firewalls, eight QoS queues are supported per ae interface.



Figure 33 on page 151 shows how to configure eight-queue CoS on redundant Ethernet interfaces on
Firewalls in a chassis cluster.

Topology

Figure 33: Eight-Queue CoS on Redundant Ethernet Interfaces
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Configuration

IN THIS SECTION

Procedure | 152

Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set chassis fpc 5 pic 1 max-queues-per-interface 8

set chassis fpc 5 pic 1 max-queues-per-interface 8

set chassis cluster reth-count 2

set chassis cluster control-ports fpc 4 port 0

set chassis cluster control-ports fpc 10 port 0

set chassis cluster redundancy-group 0 node @ priority 254

set chassis cluster redundancy-group @ node 1 priority 1

set chassis cluster redundancy-group 1 node @ priority 200

set chassis cluster redundancy-group 1 node 1 priority 100

set interfaces ge-5/1/14 gigether-options redundant-parent rethe
set interfaces ge-5/1/15 gigether-options redundant-parent rethi
set interfaces ge-11/1/14 gigether-options redundant-parent rethe
set interfaces ge-11/1/15 gigether-options redundant-parent rethi
set interfaces reth@ vlan-tagging

set interfaces reth@ redundant-ether-options redundancy-group 1
set interfaces reth@ unit 0 vlan-id 1350

set interfaces reth@ unit 0 family inet address 192.0.2.1/24

set interfaces rethl hierarchical-scheduler

set interfaces rethl vlan-tagging

set interfaces rethl redundant-ether-options redundancy-group 2
set interfaces rethl unit 0 vlan-id 1351

set interfaces rethl unit 0 family inet address 192.0.2.2/24

set interfaces rethl unit 1 vlan-id 1352

set interfaces rethl unit 1 family inet address 192.0.2.3/24



set
set
set
set
set
low
set
low
set
low
set
low
set
low
set
low
set
low
set
low
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces rethi
interfaces rethi
interfaces rethi
interfaces rethi
class-of-service
code-points 000
class-of-service
code-points 010
class-of-service
code-points 011
class-of-service
code-points 001
class-of-service
code-points 100
class-of-service
code-points 101
class-of-service
code-points 110
class-of-service
code-points 111
class-of-service
class-of-service

class-of-service

class-of-service forwarding-classes
class-of-service forwarding-classes

class-of-service forwarding-classes

class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service

class-of-service

unit 2 vlan-

id 1353

unit 2 family inet address 192.0.2.4/24

unit 3 vlan-

id 1354

unit 3 family inet address 192.0.2.5/24
classifiers inet-precedence inet_prec_4 forwarding-class

classifiers

classifiers

classifiers

classifiers

classifiers

classifiers

classifiers

forwarding-classes
forwarding-classes
forwarding-classes

forwarding-classes
forwarding-classes
traffic-control-profiles

inet-precedence
inet-precedence
inet-precedence
inet-precedence
inet-precedence
inet-precedence
inet-precedence
queue
queue
queue
queue
queue
queue

queue
queue

- N O U1 AW N =

traffic-control-profiles 1

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

qo
ql
q2
q3
q4
g5
q6
q7

scheduler-map sched_map

shaping-rate 200m

q0 loss-priority

g2 loss-priority
g3 loss-priority
q1 loss-priority
q4 loss-priority
q5 loss-priority
loss-priority

q6

loss-priority

interfaces reth@ unit 0 classifiers inet-precedence inet_prec_4

interfaces reth1 unit 0 output-traffic-control-profile 1

scheduler-maps sched_map forwarding-class
scheduler-maps sched_map forwarding-class
scheduler-maps
scheduler-maps
scheduler-maps
scheduler-maps
scheduler-maps

scheduler-maps

sched_map fo
sched_map fo
sched_map fo
sched_map fo
sched_map fo

sched_map fo

qo
ql
q2
q3
q4
g5
q6
q7

rwarding-class
rwarding-class
rwarding-class
rwarding-class
rwarding-class

rwarding-class

schedulers SO transmit-rate percent 20

schedulers S1 transmit-rate percent 5

schedulers S2 transmit-rate percent 5

scheduler
scheduler
scheduler
scheduler
scheduler
scheduler
scheduler
scheduler

S0
S1
S2
S3
S4
S5
S6
S7



set class-of-service schedulers S3 transmit-rate percent 10
set class-of-service schedulers S4 transmit-rate percent 10
set class-of-service schedulers S5 transmit-rate percent 10
set class-of-service schedulers S6 transmit-rate percent 10
set class-of-service schedulers S7 transmit-rate percent 30

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To enable eight-queue CoS on redundant Ethernet interfaces:

1. Configure a maximum of eight queues on the interfaces on Node O and Node 1.

[edit chassis]
user@host# set fpc 5 pic 1 max-queues-per-interface 8

In addition to configuring eight queues at the [edit chassis] hierarchy level, the configuration at the
[edit class-of-service] hierarchy level must support eight queues per interface.

2. Specify the number of redundant Ethernet interfaces.

[edit chassis cluster]

user@host# set reth-count 2

3. Configure the control ports.

[edit chassis cluster]
user@host# set control-ports fpc 4 port 0
user@host# set control-ports fpc 10 port 0

4. Configure redundancy groups.

[edit chassis cluster]

user@host# set redundancy-group @ node 0 priority 254
user@host# set redundancy-group @ node 1 priority 1
user@host# set redundancy-group 1 node 0 priority 200

user@host# set redundancy-group 1 node 1 priority 100



5.

6.

[edit interfaces]

Configure the redundant Ethernet interfaces.

user@host# set ge-5/1/14 gigether-options redundant-parent retho

user@host# set ge-11/1/14 gigether-options redundant-parent reth@

user@host# set ge-5/1/15 gigether-options redundant-parent rethi

user@host# set ge-11/1/15 gigether-options redundant-parent rethi

user@host# set reth@ redundant-ether-options redundancy-group 1

user@host# set rethd vlan-
user@host# set reth@ unit

tagging
0 vlan-id 1350

user@host# set reth@® unit 0 family inet address 192.0.2.1/24

user@host# set reth1l hierarchical-scheduler

user@host# set reth1l vlan-

tagging

user@host# set rethl redundant-ether-options redundancy-group 2

user@host# set rethl unit
user@host# set rethl unit
user@host# set rethl unit
user@host# set rethl unit
user@host# set rethl unit
user@host# set rethl unit
user@host# set rethl unit
user@host# set reth1l unit

[edit class-of-service]
user@host# set classifiers
low code-points 000
user@host# set classifiers
low code-points 010
user@host# set classifiers
low code-points 011
user@host# set classifiers
low code-points 001
user@host# set classifiers
low code-points 100
user@host# set classifiers
low code-points 101
user@host# set classifiers

low code-points 110

0 vlan-id 1351

0 family inet address 192.0.2.2/24

1 vlan-id 1352

1 family inet address 192.0.2.3/24

2 vlan-id 1353

2 family inet address 192.0.2.4/24

3 vlan-id 1354

3 family inet address 192.0.2.5/24

inet-precedence

inet-precedence

inet-precedence

inet-precedence

inet-precedence

inet-precedence

inet-precedence

Define a classifier and apply it to a logical interface.

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

inet_prec_4 forwarding-class

q0 loss-priority

g2 loss-priority

g3 loss-priority

q1 loss-priority

q4 loss-priority

g5 loss-priority

g6 loss-priority



user@host# set classifiers inet-precedence inet_prec_4 forwarding-class q7 loss-priority

low code-points 111

7. Map forwarding classes to CoS queues.

[edit class-of-servicel

user@host# set forwarding-classes queue 0 g0
user@host# set forwarding-classes queue 1 q1
user@host# set forwarding-classes queue 2 g2
user@host# set forwarding-classes queue 3 g3
user@host# set forwarding-classes queue 4 g4
user@host# set forwarding-classes queue 5 g5
user@host# set forwarding-classes queue 6 g6
user@host# set forwarding-classes queue 7 q7

8. Configure traffic control profiles.

[edit class-of-service]
user@host# set traffic-control-profiles 1 scheduler-map sched_map
user@host# set traffic-control-profiles 1 shaping-rate 200m

9. Define packet flow through the CoS elements.

[edit class-of-service]
user@host# set interfaces reth@ unit 0 classifiers inet-precedence inet_prec_4

10. Apply a traffic scheduling profile to the interface.

[edit class-of-service]
user@host# set interfaces rethl unit 0 output-traffic-control-profile 1

11. Configure the CoS schedulers.

[edit class-of-service]

user@host# set scheduler-maps sched_map forwarding-class q@ scheduler S0
user@host# set scheduler-maps sched_map forwarding-class q1 scheduler S1
user@host# set scheduler-maps sched_map forwarding-class q2 scheduler S2

user@host# set scheduler-maps sched_map forwarding-class q3 scheduler S3



user@host# set scheduler-maps sched_map forwarding-class q4 scheduler S4
user@host# set scheduler-maps sched_map forwarding-class q5 scheduler S5
user@host# set scheduler-maps sched_map forwarding-class q6 scheduler S6
user@host# set scheduler-maps sched_map forwarding-class q7 scheduler S7
user@host# set schedulers SO transmit-rate percent 20
user@host# set schedulers S1 transmit-rate percent 5
user@host# set schedulers S2 transmit-rate percent 5
user@host# set schedulers S3 transmit-rate percent 10
user@host# set schedulers S4 transmit-rate percent 10
user@host# set schedulers S5 transmit-rate percent 10
user@host# set schedulers S6 transmit-rate percent 10
user@host# set schedulers S7 transmit-rate percent 30

Results

From configuration mode, confirm your configuration by entering the show class-of-service command. If
the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

For brevity, this show command output includes only the configuration that is relevant to this example.
Any other configuration on the system has been replaced with ellipses (...).

[edit]
user@host# show class-of-service
classifiers {
inet-precedence inet_prec_4 {
forwarding-class q@ {
loss-priority low code-points 000;
}
forwarding-class g2 {
loss-priority low code-points 010;
}
forwarding-class g3 {
loss-priority low code-points 011;
}
forwarding-class q1 {
loss-priority low code-points 001;
}
forwarding-class g4 {
loss-priority low code-points 100;
}

forwarding-class g5 {



loss-priority low code-points 101;
}
forwarding-class g6 {

loss-priority low code-points 110;
}
forwarding-class q7 {

loss-priority low code-points 111;

}
forwarding-classes {
queue 0 q0;
queue 1 q1;
queue 2 g2;
queue 3 g3;
queue 4 qg4;
queue 5 @g5;
queue 6 Q6;
queue 7 q7;
}
traffic-control-profiles {
14
scheduler-map sched_map;
shaping-rate 200m;

}
interfaces {
retho {
unit @ {
classifiers {

inet-precedence inet_prec_4;

3
reth1 {
unit 0 {

output-traffic-control-profile 1;

3
scheduler-maps {
sched_map {

forwarding-class q@ scheduler SO;



forwarding-class
forwarding-class
forwarding-class
forwarding-class
forwarding-class

ql
g2
g3
g4
g5

scheduler
scheduler
scheduler
scheduler

scheduler

S1;
S2;
S3;
S4,
S5;

forwarding-class scheduler S6;

S7;

g6

forwarding-class q7 scheduler

}

schedulers {
Se {

transmit-rate percent 20;

}

S1{
transmit-rate percent

}

S2 {
transmit-rate percent

}

S3 {
transmit-rate percent 10;

}

S4 {
transmit-rate percent 10;

}

S5 {
transmit-rate percent 10;

}

S6 {
transmit-rate percent 10;

}

S7{
transmit-rate

percent 30;

If you are done configuring the device, enter commit from configuration mode.
To restart chassis control, enter restart chassis-control command from operational mode.

When you execute the restart chassis-control command all the FRU cards on the box are reset, thus
impacting traffic. Changing the number of queues must be executed during a scheduled downtime. It
takes 5-10 minutes for the cards to come online after the restart chassis-control command is executed.



Verification
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Verifying the Eight-Queue COS Configuration

Purpose

Verify that eight-queue CoS is enabled properly.

Action

From the operational mode, enter the following commands:
e show interfaces ge-5/1/14 extensive

e show interfaces queue ge-5/1/14

e show class-of-service forwarding-class

e show class-of-service interface ge-5/1/14

Chassis Cluster Configuration Overview | 15

Chassis Cluster Redundant Ethernet Interfaces | 95



Conditional Route Advertisement over Redundant
Ethernet Interfaces on SRX Series Firewalls in a
Chassis Cluster

IN THIS SECTION

Understanding Conditional Route Advertising in a Chassis Cluster | 161

Example: Configuring Conditional Route Advertising in a Chassis Cluster | 162

Conditional route advertising allows you to add criteria on route advertisements before they are
installed in the route table or advertised to peers and neighbors. The goal of conditional route
advertisement in a chassis cluster is to ensure that incoming traffic from the upstream network arrives
on the node that is on the currently active redundant Ethernet interface. For more information, see the
following topics:

Understanding Conditional Route Advertising in a Chassis Cluster

Route advertisement over redundant Ethernet interfaces in a chassis clusteris complicated by the fact
that the active node in the cluster can change dynamically. Conditional route advertisement enables you
to advertise routes in such a way that incoming traffic from the core network is attracted to the Border
Gateway Protocol (BGP) interface that exists on the same node as the currently active redundant
Ethernet interface. In this way, traffic is processed by the active node and does not traverse the fabric
interface between nodes. You do this by manipulating the BGP attribute at the time routes are
advertised by BGP.

The goal of conditional route advertisement in a chassis cluster is to ensure that incoming traffic from
the upstream network arrives on the node that is on the currently active redundant Ethernet interface.
To understand how this works, keep in mind that in a chassis cluster, each node has its own set of
interfaces.

SEE ALSO

Example: Configuring Conditional Route Advertising in a Chassis Cluster | 162
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Example: Configuring Conditional Route Advertising in a Chassis Cluster

IN THIS SECTION

Requirements | 162
Overview | 162
Configuration | 164

This example shows how to configure conditional route advertising in a chassis cluster to ensure that
incoming traffic from the upstream network arrives on the node that is on the currently active
redundant Ethernet interface.

Requirements

Before you begin, understand conditional route advertising in a chassis cluster. See "Understanding
Conditional Route Advertising in a Chassis Cluster" on page 161.

Overview

As illustrated in Figure 34 on page 163, routing prefixes learned from the redundant Ethernet interface
through the IGP are advertised toward the network core using BGP. Two BGP sessions are maintained,
one from interface ge-0/0/0 and one from ge-1/0/0 for BGP multihoming. All routing prefixes are
advertised on both sessions. Thus, for a route advertised by BGP, learned over a redundant Ethernet
interface, if the active redundant Ethernet interface is on the same node as the BGP session, you
advertise the route with a “good” BGP attribute.
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Figure 34: Conditional Route Advertising on SRX Series Firewalls in a Chassis Cluster
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To achieve this behavior, you apply a policy to BGP before exporting routes. An additional term in the

policy match condition determines the current active redundant Ethernet interface child interface of the

next hop before making the routing decision. When the active status of a child redundant Ethernet
interface changes, BGP reevaluates the export policy for all routes affected.

030606

The condition statement in this configuration works as follows. The command states that any routes
evaluated against this condition will pass only if:

e The routes have a redundant Ethernet interface as their next-hop interface.



e The current child interface of the redundant Ethernet interface is active at node O (as specified by the
route-active-on noded keyword).

{primary:node0}[edit]
user@host# set policy-options condition reth-nh-active-on-0 route-active-on node@

Note that a route might have multiple equal-cost next hops, and those next hops might be redundant
Ethernet interfaces, regular interfaces, or a combination of both. The route still satisfies the requirement
that it has a redundant Ethernet interface as its next hop.

If you use the BGP export policy set for node O in the previous example command, only OSPF routes
that satisfy the following requirements will be advertised through the session:

e The OSPF routes have a redundant Ethernet interface as their next hop.
e The current child interface of the redundant Ethernet interface is currently active at node 0.

You must also create and apply a separate policy statement for the other BGP session by using this same
process.

In addition to the BGP MED attribute, you can define additional BGP attributes, such as origin-code, as-
path, and community.

Configuration

IN THIS SECTION
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Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

{primary:node@}[edit]
set policy-options policy-statement reth-nh-active-on-0 term ospf-on-0 from protocol ospf

set policy-options policy-statement reth-nh-active-on-0 term ospf-on-0 from condition reth-nh-



active-on-0
set policy-options policy-statement reth-nh-active-on-0 term ospf-on-0 then metric 10
set policy-options policy-statement reth-nh-active-on-0 term ospf-on-0 then accept

set policy-options condition reth-nh-active-on-0 route-active-on node0

Step-by-Step Procedure

To configure conditional route advertising:

e Create the export policies with the created condition using the condition statement.

{primary:node0}[edit]

user@host# set policy-options policy-statement reth-nh-active-on-0 term ospf-on-0 from
protocol ospf

{primary:node@}[edit]

user@host# set policy-options policy-statement reth-nh-active-on-0 term
ospf-on-0 from condition reth-nh-active-on-0

{primary:node0}[edit]

user@host# set policy-options policy-statement reth-nh-active-on-0 term
ospf-on-0 then metric 10

{primary:node@}[edit]

user@host# set policy-options policy-statement reth-nh-active-on-0 term
ospf-on-0 then accept

{primary:node0}[edit]

user@host# set policy-options condition reth-nh-active-on-0 route-active-on
node@

Results

From configuration mode, confirm your configuration by entering the show policy-options command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

{primary:noded}[edit]
user@host# show policy-options
policy-statement reth-nh-active-on-0 {
term ospf-on-0 {
from {
protocol ospf;
condition reth-nh-active-on-0;



}

then {
metric 10;
accept;

}

condition reth-nh-active-on-0 route-active-on nodeo;

If you are done configuring the device, enter conmit from configuration mode.

SEE ALSO

Understanding Conditional Route Advertising in a Chassis Cluster | 161
Viewing a Chassis Cluster Configuration | 143
Viewing Chassis Cluster Statistics | 144
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Chassis Cluster Dual Control Links
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Chassis Cluster Dual Control Links Overview | 168
Dual Control Link Connections for SRX Series Firewalls in a Chassis Cluster | 170

Upgrade the Second Routing Engine When Using Chassis Cluster Dual Control Links on SRX5600 and
SRX5800 Devices | 171
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Dual control links provide a redundant link for controlling network traffic.
Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific Dual Control Links Behavior" on page 177 section for notes related to
your platform.

Chassis Cluster Dual Control Links Overview

IN THIS SECTION

Benefit of Dual Control Links | 169

Dual Control Link Functionality Requirements | 169

A control link connects two SRX Series Firewalls and sends chassis cluster control data, including
heartbeats and configuration synchronization, between them. The link is a single point of failure: If the
control link goes down, the secondary SRX Series is disabled from the cluster.

Dual control links prevent downtime due to a single point of failure. Two control link interfaces connect
each device in a cluster. Dual control links provide a redundant link for controlling traffic. Unlike dual
fabric links, only one control link is used at any one time.


https://apps.juniper.net/feature-explorer/feature/1621?fn=Dual%20Control%20Links%20(redundant%20link%20for%20failover)

Previously, if you wanted to disable the control link and fabric link, you had to unplug the cables
manually.

The CLI commands work as follows:
¢ In configuration mode

e To disable the control link, run the set chassis cluster control-interface <node@/node1> disable on node
0 or node 1.

If you disable the links using the configuration command, the links remain disabled even after
system reboot.

e To enable the control link, run the delete chassis cluster control-interface <node@/node1> disable on
both nodes.

¢ In operational mode

e To disable the control link from the local node, run the request chassis cluster control-interface
<noded/node1> disable command.

If you disable the control link using the operational mode CLI command, the link will be enabled
after system reboot.

e To enable the control link on a local node, run the request chassis cluster control-interface <node@/

node1> enable command.

Benefit of Dual Control Links

Dual control links prevent the possibility of a single point of failure by providing a redundant link for
control traffic.

Dual Control Link Functionality Requirements

For the SRX5600 and SRX5800 Services Gateways, dual control link functionality requires that a second
Routing Engine and a second Switch Control Board (SCB) be installed on each device in the cluster. The
purpose of the second Routing Engine is to initialize the switch on the primary SCB. The second SCB
houses the second Routing Engine.

This second Routing Engine does not provide backup functionality. It does not need to be upgraded,
even when you upgrade the software on the primary Routing Engine on the same node. Note the
following conditions:

e You can run CLI commands and enter configuration mode only on the primary Routing Engine.

e You set the chassis ID and cluster ID only on the primary Routing Engine.



e If you want to be able to check that the second Routing Engine boots up, or if you want to upgrade a
software image, you need a console connection to the second Routing Engine.

As long as the first Routing Engine is installed (even if it reboots or fails), the second Routing Engine
cannot take over the chassis primary role; that is, it cannot control any of the hardware on the chassis.

A redundancy group O failover implies a Routing Engine failover. In the case of a Routing Engine failover,
all processes running on the primary node are killed and then spawned on the new primary Routing
Engine. This failover could result in loss of state, such as routing state, and degrade performance by
introducing system churn.

SEE ALSO

‘ Chassis Cluster Control Plane Interfaces | 76

Dual Control Link Connections for SRX Series Firewalls in a Chassis
Cluster

You can connect two control links between SRX5600 devices and SRX5800 devices, effectively reducing
the chance of control link failure.

@ NOTE: Junos OS does not support dual control links on SRX5400 devices, due to the
limited number of slots.

For SRX5600 devices and SRX5800 devices, connect two pairs of the same type of Ethernet ports. For
each device, you can use ports on the same Services Processing Card (SPC), but we recommend that you
connect the control ports to two different SPCs to provide high availability. Figure 35 on page 171
shows a pair of SRX5800 devices with dual control links connected. In this example, control port O and
control port 1 are connected on different SPCs.



Figure 35: Dual Control Link Connections (SRX5800 Devices)
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For SRX5600 devices and SRX5800 devices, you must connect control port O on one node to control
port O on the other node. You must also connect control port 1 on one node to control port 1 on the
other node. If you connect control port O to control port 1, the nodes cannot receive heartbeat packets
across the control links.

SEE ALSO

Connecting Firewalls to Create a Chassis Cluster | 41
Chassis Cluster Slot Numbering and Logical Interface Naming | 20
request chassis fpc-control-port

request chassis primary-ha-control-port-transition

Upgrade the Second Routing Engine When Using Chassis Cluster Dual
Control Links on SRX5600 and SRX5800 Devices

Instead, use the primary Routing Engine to create a bootable USB storage device, which you can then
use to install a software image on the second Routing Engine.

To upgrade the software image on the second Routing Engine:

1. Use FTP to copy the installation media into the /var/tmp directory of the primary Routing Engine.
2. Insert a USB storage device into the USB port on the primary Routing Engine.



. In the UNIX shell, navigate to the /var/tmp directory:

start shell
cd /var/tmp

. Login as root or superuser:

su [enter]

password: [enter SU password]

. Issue the following command:

dd if=installMedia of=/dev/externalDrive bs=1m

where

o externalDrive—Refers to the removable media name. For example, the removable media name on
an SRX5000 line device is da0 for both Routing Engines.

o /nstallMedia—Refers to the installation media downloaded into the /var/tmp directory. For
example, junos-install-media-usb-srx5000-x86-64-21.4R1.7.img.gz.

Copy the install-media image to the primary Routing Engine in step 1 onto the USB storage device:

dd if=junos-install-media-usb-srx5000-x86-64-21.4R1.7.img.gz of=/dev/da@ bs=1m

. Log out as root or superuser:

exit

. After the software image is written to the USB storage device, remove the device and insert it into
the USB port on the second Routing Engine.

. Move the console connection from the primary Routing Engine to the second Routing Engine, if you
do not already have a connection.

. Reboot the second Routing Engine. Issue the following command (for Junos OS Release 15.1X49-
D65 and earlier):

# reboot



Starting with Junos OS Release 15.1X49-D70, issue the following command:

login : root
root % reboot

¢ When the following system output appears, press y:

WARNING: The installation will erase the contents of your disks.
Do you wish to continue (y/n)?

e When the following system output appears, remove the USB storage device and press Enter:

Eject the installation media and hit [Enter] to reboot?

Example: Configure Chassis Cluster Control Ports for Dual Control Links

IN THIS SECTION

Requirements | 173
Overview | 174
Configuration | 174
Verification | 176

This example shows how to configure chassis cluster control ports for use as dual control links on
SRX5600 devices and SRX5800 devices. You need to configure the control ports that you will use on
each device to set up the control links.

Junos OS does not support dual control links on SRX5400 devices, due to the limited number of slots.

Requirements

Before you begin:



e Understand chassis cluster control links. See "Understanding Chassis Cluster Control Plane and
Control Links" on page 76.

e Physically connect the control ports on the devices. See "Connecting SRX Series Devices to Create a
Chassis Cluster" on page 41.

Overview

By default, all control ports on SRX5600 devices and SRX5800 devices are disabled. After connecting
the control ports, configuring the control ports, and establishing the chassis cluster, the control links are
set up.

This example configures control ports with the following FPCs and ports as the dual control links:

FPC 4, portO

FPC 10, port O

FPC 6, port 1

FPC 12, port 1

Configuration

IN THIS SECTION

Procedure | 174

Procedure

CLI Quick Configuration

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy
and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

{primary:node@}[edit]
set chassis cluster control-ports fpc 4 port 0
set chassis cluster control-ports fpc 10 port 0



set chassis cluster control-ports fpc 6 port 1

set chassis cluster control-ports fpc 12 port 1

Step-by-Step Procedure

To configure control ports for use as dual control links for the chassis cluster:

Specify the control ports.

{primary:node@}[edit]

user@host# set chassis cluster control-ports fpc 4 port 0

{primary:node@}[edit]

user@host# set chassis cluster control-ports fpc 10 port 0
{primary:node@}[edit]

user@host# set chassis cluster control-ports fpc 6 port 1

{primary:node@}[edit]

user@host# set chassis cluster control-ports fpc 12 port 1

Results

In configuration mode, confirm your configuration by entering the show chassis cluster command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

For brevity, this show command output includes only the configuration that is relevant to this example.
Any other configuration on the system has been replaced with ellipses (...).

{primary:node0}[edit]
user@host# show chassis cluster

control-ports {
fpc 4 port 0;
fpc 6 port 1;
fpc 10 port 0;
fpc 12 port 1;
}

If you are finished configuring the device, enter commit from configuration mode.



Verification

IN THIS SECTION

Verification of the Chassis Cluster Status | 176

Verification of the Chassis Cluster Status

Purpose

Verify the chassis cluster status.

Action

In operational mode, enter the show chassis cluster status command.

{primary:node@}
user@host> show chassis cluster status
Cluster ID: 1

Node Priority Status Preempt Manual failover
Redundancy group: @ , Failover count: 1
node® 100 primary no no

nodel 1 secondary no no

Redundancy group: 1 , Failover count: 1

node® 0 primary no no
nodel 0 secondary no no
Meaning

Use the show chassis cluster status command to confirm that the devices in the chassis cluster are
communicating with each other. The output shows that the chassis cluster is functioning properly, as
one device is the primary node and the other is the secondary node.



Platform-Specific Dual Control Links Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behaviors for your platform.

Platform Difference

SRX Series e SRX5600 and SRX5800 Firewalls that support dual
control links, use the show chassis hardware
command to see the serial number and the
hardware version details of the second Routing
Engine.

You must use a second Routing Engine for each
device in a cluster when using dual control links.
The second Routing Engine initializes the switch on
the Switch Control Board (SCB) but does not
provide backup functionality. The second Routing
Engine must be running Junos OS. For more
information, see knowledge base article KB30371.

Change History Table
Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

20.4 Starting with Junos OS Release 20.4R1, you can enable or disable the control links on SRX1500 Services
Gateways using operational mode CLI commands and configuration mode CLI commands, described in a
subsequent paragraph. This CLI feature enables you to control the status of cluster nodes during a
cluster upgrade.

Connecting Firewalls to Create a Chassis Cluster | 41

Chassis Cluster Configuration Overview | 15


https://apps.juniper.net/feature-explorer/feature/1621?fn=Dual%20Control%20Links%20(redundant%20link%20for%20failover)
https://kb.juniper.net/InfoCenter/index?page=content&id=KB30371&act=login
https://apps.juniper.net/feature-explorer/

Chassis Cluster Dual Fabric Links
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Understanding Chassis Cluster Dual Fabric Links | 178
Example: Configuring the Chassis Cluster Dual Fabric Links with Matching Slots and Ports | 179

Example: Configuring Chassis Cluster Dual Fabric Links with Different Slots and Ports | 182

Dual fabric links remove single point of failure in a chassis cluster setup. If one fabric link fails and one
remains functional, all sessions are maintained between the two nodes and the chassis cluster status is
preserved. for more information, see the following topics:

Understanding Chassis Cluster Dual Fabric Links

You can connect two fabric links between each device in a cluster, which provides a redundant fabric
link between the members of a cluster. Having two fabric links helps to avoid a possible single point of
failure.

When you use dual fabric links, the RTOs and probes are sent on one link and the fabric-forwarded and
flow-forwarded packets are sent on the other link. If one fabric link fails, the other fabric link handles the
RTOs and probes, as well as the data forwarding. The system selects the physical interface with the
lowest slot, PIC, or port number on each node for the RTOs and probes.

For all SRX Series Firewalls, you can connect two fabric links between two devices, effectively reducing
the chance of a fabric link failure.

In most SRX Series Firewalls in a chassis cluster, you can configure any pair of Gigabit Ethernet
interfaces or any pair of 10-Gigabit interfaces to serve as the fabric between nodes.

For dual fabric links, both of the child interface types should be the same type. For example, both should
be Gigabit Ethernet interfaces or 10-Gigabit interfaces.

SRX300, SRX320, SRX340, and SRX345 devices support Gigabit Ethernet interfaces only.

SRX380 devices support any of Gigabit Ethernet and 10-Gigabit Ethernet interfaces.



SEE ALSO

‘ Understanding Chassis Cluster Fabric Interfaces | 63

Example: Configuring the Chassis Cluster Dual Fabric Links with
Matching Slots and Ports
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This example shows how to configure the chassis cluster fabric with dual fabric links with matching slots
and ports. The fabric is the back-to-back data connection between the nodes in a cluster. Traffic on one
node that needs to be processed on the other node or to exit through an interface on the other node
passes over the fabric. Session state information also passes over the fabric.

Requirements

Before you begin, set the chassis cluster ID and chassis cluster node ID. See "Example: Setting the
Chassis Cluster Node ID and Cluster ID" on page 48.

Overview

In most SRX Series Firewalls in a chassis cluster, you can configure any pair of Gigabit Ethernet
interfaces or any pair of 10-Gigabit interfaces to serve as the fabric between nodes.

You cannot configure filters, policies, or services on the fabric interface. Fragmentation is not supported
on the fabric link. The MTU size is 8984 bytes. We recommend that no interface in the cluster exceed
this MTU size. Jumbo frame support on the member links is enabled by default.

This example illustrates how to configure the fabric link with dual fabric links with matching slots and
ports on each node.

A typical configuration is where the dual fabric links are formed with matching slots/ports on each node.
That is, ge-3/0/60 on node 0 and ge-10/6/0 on node 1 match, as do ge-8/6/@ on node O and ge-7/0/6 on node 1
(the FPC slot offset is 7).



Only the same type of interfaces can be configured as fabric children, and you must configure an equal
number of child links for fabe and fab1.

If you are connecting each of the fabric links through a switch, you must enable the jumbo frame feature
on the corresponding switch ports. If both of the fabric links are connected through the same switch, the
RTO-and-probes pair must be in one virtual LAN (VLAN) and the data pair must be in another VLAN.
Here, too, the jumbo frame feature must be enabled on the corresponding switch ports.

Configuration

IN THIS SECTION
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Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

{primary:node@}[edit]

set interfaces fab@ fabric-options member-interfaces ge-0/0/0
set interfaces fab@ fabric-options member-interfaces ge-3/0/0
set interfaces fab1l fabric-options member-interfaces ge-7/0/0
set interfaces fab1 fabric-options member-interfaces ge-10/0/0

Step-by-Step Procedure

To configure the chassis cluster fabric with dual fabric links with matching slots and ports on each node:

e Specify the fabric interfaces.

{primary:node@}[edit]
user@host# set interfaces fab@ fabric-options member-interfaces ge-0/0/0

user@host# set interfaces fab@ fabric-options member-interfaces ge-3/0/0



user@host# set interfaces fabl fabric-options member-interfaces ge-7/0/0
user@host# set interfaces fabl fabric-options member-interfaces ge-10/0/0

Results

From configuration mode, confirm your configuration by entering the show interfaces command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

For brevity, this show command output includes only the configuration that is relevant to this example.
Any other configuration on the system has been replaced with ellipses (...).

{primary:node@}[edit]
user@host# show interfaces
fabo {
fabric-options {
member-interfaces {

ge-0/0/0;
ge-3/0/0;
}
}
}
fab1 {
fabric-options {
member-interfaces {
ge-7/0/0;
ge-10/0/0;
}
}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying the Chassis Cluster Fabric | 182



Verifying the Chassis Cluster Fabric

Purpose

Verify the chassis cluster fabric.

Action

From operational mode, enter the show interfaces terse | match fab command.

{primary:node@}
user@host> show interfaces terse | match fab

ge-0/0/0.0 up up aenet --> fab0.0
ge-3/0/0.0 up up aenet --> fab0.0
ge-7/0/0.0 up up aenet --> fab1.0
ge-10/0/0.0 up up aenet --> fab1.0
fabo up up

fab0.0 up up inet 10.17.0.200/24
fab1 up up

fab1.0 up up inet 10.18.0.200/24

SEE ALSO

‘ Chassis Cluster Slot Numbering and Logical Interface Naming | 20

Example: Configuring Chassis Cluster Dual Fabric Links with Different
Slots and Ports
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This example shows how to configure the chassis cluster fabric with dual fabric links with different slots
and ports. The fabric is the back-to-back data connection between the nodes in a cluster. Traffic on one
node that needs to be processed on the other node or to exit through an interface on the other node
passes over the fabric. Session state information also passes over the fabric.

Requirements

Before you begin, set the chassis cluster ID and chassis cluster node ID. See "Example: Setting the
Chassis Cluster Node ID and Cluster ID" on page 48.

Overview

In most SRX Series Firewalls in a chassis cluster, you can configure any pair of Gigabit Ethernet
interfaces or any pair of 10-Gigabit interfaces to serve as the fabric between nodes.

You cannot configure filters, policies, or services on the fabric interface. Fragmentation is not supported
on the fabric link.

The maximum transmission unit (MTU) size supported is 8984 We recommend that no interface in the
cluster exceed this MTU size. Jumbo frame support on the member links is enabled by default.

This example illustrates how to configure the fabric link with dual fabric links with different slots and
ports on each node.

Make sure you physically connect the RTO-and-probes link to the RTO-and-probes link on the other
node. Likewise, make sure you physically connect the data link to the data link on the other node.

That is, physically connect the following two pairs:
e The node O RTO-and-probes link ge-2/1/9 to the node 1 RTO-and-probes link ge-11/0/0
e The node O data link ge-2/2/5 to the node 1 data link ge-11/3/0

Only the same type of interfaces can be configured as fabric children, and you must configure an equal
number of child links for fabO and fab1.

If you are connecting each of the fabric links through a switch, you must enable the jumbo frame feature
on the corresponding switch ports. If both of the fabric links are connected through the same switch, the
RTO-and-probes pair must be in one virtual LAN (VLAN) and the data pair must be in another VLAN.
Here too, the jumbo frame feature must be enabled on the corresponding switch ports.



Configuration

IN THIS SECTION
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Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

{primary:node@}[edit]

set interfaces fab@ fabric-options member-interfaces ge-2/1/9
set interfaces fab@ fabric-options member-interfaces ge-2/2/5
set interfaces fabl fabric-options member-interfaces ge-11/0/0
set interfaces fabl fabric-options member-interfaces ge-11/3/0

Step-by-Step Procedure

To configure the chassis cluster fabric with dual fabric links with different slots and ports on each node:

e Specify the fabric interfaces.

{primary:node@}[edit]

user@host# set interfaces fab@ fabric-options member-interfaces ge-2/1/9
user@host# set interfaces fab@ fabric-options member-interfaces ge-2/2/5
user@host# set interfaces fab1l fabric-options member-interfaces ge-11/0/0
user@host# set interfaces fabl fabric-options member-interfaces ge-11/3/0

Results

From configuration mode, confirm your configuration by entering the show interfaces command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.



For brevity, this show command output includes only the configuration that is relevant to this example.
Any other configuration on the system has been replaced with ellipses (...).

{primary:node0}[edit]
user@host# show interfaces
fabo {

fabric-options {

member-interfaces {

ge-2/1/9;
ge-2/2/5;
}
}
}
fab1 {
fabric-options {
member-interfaces {
ge-11/0/0;
ge-11/3/0;
}
}
}

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION
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Verifying the Chassis Cluster Fabric

Purpose

Verify the chassis cluster fabric.



Action

From operational mode, enter the show interfaces terse | match fab command.

{primary:node0@}

user@host> show interfaces terse |

ge-2/1/9.0
ge-2/2/5.0
ge-11/0/0.0
ge-11/3/0.0
fabe

fabo.0

fab1

fab1.0

up
up
up
up
up
up
up
up

up
up
up
up
up
up
up
up

match fab
aenet
aenet
aenet
aenet

inet

inet

--> fabo.0
--> fab0.0
--> fab1.0
--> fabl.0

30.17.0.200/24

30.18.0.200/24

Connecting Firewalls to Create a Chassis Cluster | 41

Chassis Cluster Configuration Overview | 15

Monitoring of Global-Level Objects in a Chassis

Cluster

IN THIS SECTION

Understanding SPU Monitoring | 187

Understanding flowd Monitoring | 187

Understanding Cold-Sync Monitoring | 188

Platform-Specific Monitoring Objects Behavior | 189

Use Feature Explorer to confirm platform and release support for specific features.


https://apps.juniper.net/feature-explorer/feature/1676?fn=SPU%20Monitoring

Review the "Platform-Specific Monitoring Objects Behavior" on page 189 section for notes related to
your platform.

There are various types of objects to monitor as you work with devices configured as chassis clusters,
including global-level objects and objects that are specific to redundancy groups. This section describes
the monitoring of global-level objects.

Understanding SPU Monitoring

SPU monitoring tracks the health of the SPUs and of the central point (CP). The chassis manager on each
SPC monitors the SPUs and the central point, and also maintains the heartbeat with the Routing Engine
chassisd. In this hierarchical monitoring system, chassisd is the center for hardware failure detection.
SPU monitoring is enabled by default.

Persistent SPU and central point failure on a node is deemed a catastrophic Packet Forwarding Engine
(PFE) failure. In this case, the node's PFE is disabled in the cluster by reducing the priorities of
redundancy groups xto O.

o A central point failure triggers failover to the secondary node. The failed node's PFE, which includes
all SPCs and all I/O cards (IOCs), is automatically restarted. If the secondary central point has failed
as well, the cluster is unable to come up because there is no primary device. Only the data plane
(redundancy group x) is failed over.

o Asingle, failed SPU causes failover of redundancy group xto the secondary node. All IOCs and SPCs
on the failed node are restarted and redundancy group xis failed over to the secondary node.
Failover to the secondary node is automatic without the need for user intervention. When the failed
(former) primary node has its failing component restored, failback is determined by the preempt
configuration for the redundancy group x. The interval for dead SPU detection is 30 seconds.

This event triggers an alarm, indicating that a new field-replaceable unit (FRU) is needed.

Understanding flowd Monitoring

Flowd monitoring tracks the health of the flowd process. Flowd monitoring is enabled by default.

Persistent flowd failure on a node is deemed a catastrophic Packet Forwarding Engine (PFE) failure. In
this case, the node's PFE is disabled in the cluster by reducing the priorities of redundancy groups xto O.

A failed flowd process causes failover of redundancy group xto the secondary node. Failover to the
secondary node is automatic without the need for user intervention. When the failed (former) primary



node has its failing component restored, failback is determined by the preempt configuration for the
redundancy group x.

During SPC and flowd monitoring failures on a local node, the data plane redundancy group RG1+ fails
over to the other node that is in a good state. However, the control plane RGO does not fail over and
remains primary on the same node as it was before the failure.

Understanding Cold-Sync Monitoring

The process of synchronizing the data plane runtime objects (RTOs) on the startup of the SPUs or flowd
is called cold sync. When all the RTOs are synchronized, the cold-sync process is complete, and the SPU
or flowd on the node is ready to take over for the primary node, if needed. The process of monitoring
the cold-sync state of all the SPUs or flowd on a node is called col/d-sync monitoring. Keep in mind that
when preempt is enabled, cold-sync monitoring prevents the node from taking over the primary role
until the cold-sync process is completed for the SPUs or flowd on the node. Cold-sync monitoring is
enabled by default.

When the node is rebooted, or when the SPUs or flowd come back up from failure, the priority for all
the redundancy groups 7+is 0. When an SPU or flowd comes up, it tries to start the cold-sync process
with its mirror SPU or flowd on the other node.

If this is the only node in the cluster, the priorities for all the redundancy groups 7+ stay at O until a new
node joins the cluster. Although the priority is at O, the device can still receive and send traffic over its
interfaces. A priority of O implies that it cannot fail over in case of a failure. When a new node joins the
cluster, all the SPUs or flowd, as they come up, will start the cold-sync process with the mirror SPUs or
flowd of the existing node.

When the SPU or flowd of a node that is already up detects the cold-sync request from the SPU or
flowd of the peer node, it posts a message to the system indicating that the cold-sync process is
complete. The SPUs or flowd of the newly joined node posts a similar message. However, they post this
message only after all the RTOs are learned and cold-sync is complete. On receipt of completion
messages from all the SPUs or flowd, the priority for redundancy groups 7+ moves to the configured
priority on each node if there are no other failures of monitored components, such as interfaces. This
action ensures that the existing primary node for redundancy 7+ groups always moves to the configured
priority first. The node joining the cluster later moves to its configured priorities only after all its SPUs or
flowd have completed their cold-sync process. This action in turn guarantees that the newly added node
is ready with all the RTOs before it takes over the primary role.

Understanding Cold-Sync Monitoring with SPU Replacement or Expansion

If your SRX5600 or SRX5800 is part of a chassis cluster, when you replace a Services Processing Card
(SPC) with a SPC2 or an SPC3 on the device, you must fail over all redundancy groups to one node.



The following events take place during this scenario:

When the SPC2 is installed on a node (for example, on node 1, the secondary node), node 1 is shut
down so the SPC2 can be installed.

Once node 1 is powered up and rejoins the cluster, the number of SPUs on node 1 will be higher
than the number of SPUs on node O, the primary node. Now, one node (node 0) still has an old SPC
while the other node has the new SPC2; SPC2s have four SPUs per card, and the older SPCs have
two SPUs per card.

The cold-sync process is based on node O total SPU number. Once those SPUs in node 1
corresponding to node O SPUs have completed the cold-sync, the node 1 will declare cold-sync
completed. Since the additional SPUs in node 1 do not have the corresponding node O SPUs, there is
nothing to be synchronized and failover from node O to node 1 does not cause any issue.

SPU monitoring functionality monitors all SPUs and reports if there are any SPU failure.

For example assume that both nodes originally have 2 existing SPCs and you have replaced both
SPCs with SPC2 on node 1. Now we have 4 SPUs in node 0 and 8 SPUs in node 1. The SPU
monitoring function monitors the 4 SPUs on node O and 8 SPUs on node 1. If any of those 8 SPUs
failed in node 1, the SPU monitoring will still report to the Juniper Services Redundancy Protocol
(jsrpd) process that there is an SPU failure. The jsrpd process controls chassis clustering.

Once node 1 is ready to failover, you can initiate all redundancy group failover manually to node 1.
Node O will be shut down to replace its SPC with the SPC2. After the replacement, node O and node
1 will have exactly the same hardware setup.

Once node 0 is powered up and rejoins the cluster, the system will operate as a normal chassis cluster.

When the cold-sync process is still in progress on Firewalls in chassis cluster, and if the control link is
down, a delay (of 30 seconds) is expected before the node takes transition from the secondary state to
the primary state.

Platform-Specific Monitoring Objects Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behaviors on your platform.


https://apps.juniper.net/feature-explorer/feature/1676?fn=SPU%20Monitoring

Platform

SRX Series

Difference

SRX5000 line of Firewalls that support SPU
monitoring on SPCs, the Routing Engine monitors
the chassis manager's health. The chassis manager
sends a heartbeat to the Routing Engine chassisd
every second. The Routing Engine restarts the SPC
when it detects a lost heartbeat. After multiple
failed recoveries, the Routing Engine powers off
the SPC to protect the entire system.

SRX5000 line of Firewalls have the following
limitations for inserting an SPC:

e The chassis cluster must be in active/passive
mode before and during the SPC insert
procedure.

e A different number of SPCs cannot be inserted
in two different nodes.

o A new SPC must be inserted in a slot that is
higher than the central point slot.

The existing combo central point cannot be
changed to a full central point after the new
SPC is inserted.

e During an SPC insert procedure, the IKE and
IPsec configurations cannot be modified.

An SPC is not hot-insertable. Before inserting
an SPC, the device must be taken offline. After
inserting an SPC, the device must be rebooted.

e You cannot specify the SPU and the IKE
instance to anchor a tunnel.

e After a new SPC is inserted, the existing tunnels
cannot use the processing power of the new
SPC and redistribute it to the new SPC.

SRX5000 line of Firewalls with one or more SPUs
run on a Services Processing Card (SPC). These
Firewalls use the SPU for all flow-based services.
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(Continued)
Platform Difference
Other Firewalls rely on the flow-based forwarding
process, flowd, to forward packets.
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Monitoring Chassis Cluster Interfaces

IN THIS SECTION
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©®  Example: Configuring Chassis Cluster Redundancy Group Interface Monitoring | 193

Interface monitoring monitors the state of an interface by checking if the interface is in an up or down
state. When one or more monitored interfaces fail, the redundancy group fails over to the other node in
the cluster. For more information, see the following topics:



Understanding Chassis Cluster Redundancy Group Interface Monitoring

IN THIS SECTION

Benefits of Monitoring Chassis Cluster Redundancy Group Interfaces | 193

For a redundancy group to automatically failover to another node, its interfaces must be monitored.
When you configure a redundancy group, you can specify a set of interfaces that the redundancy group
is to monitor for status (or “health”) to determine whether the interface is up or down. A monitored
interface can be a child interface of any of its redundant Ethernet interfaces. When you configure an
interface for a redundancy group to monitor, you give it a weight.

Every redundancy group has a threshold tolerance value initially set to 255. When an interface
monitored by a redundancy group becomes unavailable, its weight is subtracted from the redundancy
group's threshold. When a redundancy group's threshold reaches 0, it fails over to the other node. For
example, if redundancy group 1 was primary on node 0, on the threshold-crossing event, redundancy
group 1 becomes primary on node 1. In this case, all the child interfaces of redundancy group 1's
redundant Ethernet interfaces begin handling traffic.

To check the interface weight, use the following commands:
e show chassis cluster information
e show chassis cluster interfaces

We do not recommend configuring data plane modules such as interface monitoring and IP monitoring
on redundancy group 0 (RGO) for SRX Series Firewalls in a chassis cluster.

Be cautious and judicious in your use of redundancy group 0 manual failovers. A redundancy group O
failover implies a Routing Engine (RE) failover, in which case all processes running on the primary node
are killed and then spawned on the new primary Routing Engine (RE). This failover could result in loss of
state, such as routing state, and degrade performance by introducing system churn.

A redundancy group failover occurs because the cumulative weight of the redundancy group's
monitored interfaces has brought its threshold value to 0. When the monitored interfaces of a
redundancy group on both nodes reach their thresholds at the same time, the redundancy group is
primary on the node with the lower node ID, in this case node O.

¢ If you want to dampen the failovers occurring because of interface monitoring failures, use the hold-
down-interval statement.



e |If afailover occurs on redundancy group 0 (RGO), the interface monitoring on the RGO secondary is
disabled for 30 seconds. This prevents failover of other redundancy groups along with RGO failover.

Benefits of Monitoring Chassis Cluster Redundancy Group Interfaces

e Helps to determine the status of a specific interface in a chassis cluster setup by a specific
redundancy group.

e Enables automatic failover of an interface to another node if the interface is down.

SEE ALSO

‘ Understanding Chassis Cluster Redundancy Groups | 87

Example: Configuring Chassis Cluster Redundancy Group Interface
Monitoring
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Verification | 200

This example shows how to specify that an interface be monitored by a specific redundancy group for
automatic failover to another node. You assign a weight to the interface to be monitored also shows
how to verify the process of the remaining threshold of a monitoring interface by configuring two
interfaces from each node and mapping them to redundancy groups.

Requirements

Before you begin, create a redundancy group. See "Example: Configuring Chassis Cluster Redundancy
Groups" on page 91.



Overview

IN THIS SECTION

Topology | 195

To retrieve the remaining redundancy group threshold after a monitoring interface is down, you can
configure your system to monitor the health of the interfaces belonging to a redundancy group. When
you assign a weight to an interface to be monitored, the system monitors the interface for availability. If
a physical interface fails, the weight is deducted from the corresponding redundancy group's threshold.
Every redundancy group has a threshold of 255. If the threshold hits O, a failover is triggered, even if the
redundancy group is in manual failover mode and the preempt option is not enabled.

In this example, you check the process of the remaining threshold of a monitoring interface by
configuring two interfaces from each node and mapping them to redundancy group 1 (RG1), each with
different weights. You use 130 and 140 for node O interfaces and 150 and 120 for node 1 interfaces.
You configure one interface from each node and map the interfaces to redundancy group 2 (RG2), each
with default weight of 255.

Figure 36 on page 195 illustrates the network topology used in this example.



Topology

Figure 36: SRX Series Chassis Cluster Interface Monitoring Topology Example
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Configuration
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CLI Quick Configuration | 195
Procedure | 196

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the edit hierarchy level, and then enter commit from configuration mode.

set chassis cluster reth-count 3

set chassis cluster redundancy-group @ node 0 priority 254
set chassis cluster redundancy-group 0 node 1 priority 1
set chassis cluster redundancy-group 1 node 0 priority 200



set chassis cluster redundancy-group 1 node 1 priority 100

set chassis cluster redundancy-group 1 interface-monitor ge-0/0/1 weight 130
set chassis cluster redundancy-group 1 interface-monitor ge-0/0/2 weight 140
set chassis cluster redundancy-group 1 interface-monitor ge-8/0/1 weight 150
set chassis cluster redundancy-group 1 interface-monitor ge-8/0/2 weight 120

set chassis cluster redundancy-group

1
1
1
1
1
set chassis cluster redundancy-group 2 node 0 priority 200
2 node 1 priority 100
2

set chassis cluster redundancy-group 2 interface-monitor ge-0/0/3 weight 255
set chassis cluster redundancy-group 2 interface-monitor ge-8/0/3 weight 255
set interfaces ge-0/0/1 gigether-options redundant-parent retho

set interfaces ge-0/0/2 gigether-options redundant-parent rethi

set interfaces ge-0/0/3 gigether-options redundant-parent reth2

set interfaces ge-8/0/1 gigether-options redundant-parent retho

set interfaces ge-8/0/2 gigether-options redundant-parent rethi

set interfaces ge-8/0/3 gigether-options redundant-parent reth2

set interfaces reth® redundant-ether-options redundancy-group 1

set interfaces reth@ unit 0 family inet address 10.1.1.1/24

set interfaces rethl redundant-ether-options redundancy-group 1

set interfaces rethl unit 0 family inet address 10.2.2.2/24

set interfaces reth2 redundant-ether-options redundancy-group 2

set interfaces reth2 unit 0 family inet address 10.3.3.3/24

Procedure

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the Junos OS CLI User
Guide.

To configure chassis cluster interface monitoring:

1. Specify the number of redundant Ethernet interfaces.

[edit chassis cluster]
user@host# set reth-count 3


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

2. Set up redundancy group O for the Routing Engine failover properties, and set up RG1 and RG2 (all
interfaces are in one redundancy group in this example) to define the failover properties for the
redundant Ethernet interfaces.

[edit chassis cluster]

user@host# set redundancy-group @ node 0 priority 254
user@host# set redundancy-group @ node 1 priority 1
user@host# set redundancy-group 1 node 0 priority 200
user@host# set redundancy-group 1 node 1 priority 100
user@host# set redundancy-group 2 node 0 priority 200

user@host# set redundancy-group 2 node 1 priority 100

3. Set up interface monitoring to monitor the health of the interfaces and trigger redundancy group
failover.

We do not recommend interface monitoring for RGO, because it causes the control plane to switch
from one node to another node in case interface flap occurs.

[edit chassis cluster]

user@host# set redundancy-group 1 interface-monitor ge-0/0/1 weight 130
user@host# set redundancy-group 1 interface-monitor ge-0/0/2 weight 140
user@host# set redundancy-group 1 interface-monitor ge-8/0/1 weight 150
user@host# set redundancy-group 1 interface-monitor ge-0/0/2 weight 120
user@host# set redundancy-group 2 interface-monitor ge-0/0/3 weight 255
user@host# set redundancy-group 2 interface-monitor ge-8/0/3 weight 255

Interface failover only occurs after the weight reaches zero.

4. Set up the redundant Ethernet (reth) interfaces and assign them to a zone.

[edit interfaces]

user@host# set ge-0/0/1 gigether-options redundant-parent retho
user@host# set ge-0/0/2 gigether-options redundant-parent rethi
user@host# set ge-0/0/3 gigether-options redundant-parent reth2
user@host# set ge-8/0/1 gigether-options redundant-parent retho
user@host# set ge-8/0/2 gigether-options redundant-parent rethi
user@host# set ge-8/0/3 gigether-options redundant-parent reth2
user@host# set reth@ redundant-ether-options redundancy-group 1
user@host# set retho unit @ family inet address 10.1.1.1/24
user@host# set reth1 redundant-ether-options redundancy-group 1
user@host# set rethl unit @ family inet address 10.2.2.2/24



user@host# set reth2 redundant-ether-options redundancy-group 2
user@host# set reth2 unit @ family inet address 10.3.3.3/24

Results

From configuration mode, confirm your configuration by entering the show chassis and show interfaces
commands. If the output does not display the intended configuration, repeat the configuration
instructions in this example to correct it.

[edit]
user@host# show chassis
cluster {
reth-count 3;
redundancy-group 0 {
node @ priority 254;
node 1 priority 1;
}
redundancy-group 1 {
node @ priority 200;
node 1 priority 100;
interface-monitor {
ge-0/0/1 weight 130;
ge-0/0/2 weight 140;
ge-8/0/1 weight 150;
ge-8/0/2 weight 120;

}
redundancy-group 2 {
node @ priority 200;
node 1 priority 100;
interface-monitor {
ge-0/0/3 weight 255;
ge-8/0/3 weight 255;

}
[edit]
user@host# show interfaces
ge-0/0/1 {
gigether-options {
redundant-parent retho;



}
ge-0/0/2 {
gigether-options {
redundant-parent rethi;
}
}
ge-0/0/3 {
gigether-options {
redundant-parent reth2;
}
}
ge-8/0/1 {
gigether-options {
redundant-parent retho;
}
}
ge-8/0/2 {
gigether-options {
redundant-parent retht;
}
}
ge-8/0/3 {
gigether-options {
redundant-parent reth2;
}
}
retho {
redundant-ether-options {
redundancy-group 1;
}
unit 0 {
family inet {
address 10.1.1.1/24;
}
}
}
rethl {

redundant-ether-options {
redundancy-group 1;

}

unit 0 {
family inet {



address 10.2.2.2/24;

}
}
}
reth2 {
redundant-ether-options {
redundancy-group 2;
}
unit @ {
family inet {
address 10.3.3.3/24;
}
}
}

If you are done configuring the device, enter commit from configuration mode.

Verification
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The following sections walk you through the process of verifying and (in some cases) troubleshooting
the interface status. The process shows you how to check the status of each interface in the redundancy
group, check them again after they have been disabled, and looks for details about each interface, until
you have circled through all interfaces in the redundancy group.

In this example, you verify the process of the remaining threshold of a monitoring interface by
configuring two interfaces from each node and mapping them to RG1, each with different weights. You
use 130 and 140 for node O interfaces and 150 and 120 for node 1 interfaces. You configure one
interface from each node and map the interfaces to RG2, each with the default weight of 255.

Verifying Chassis Cluster Status

Purpose

Verify the chassis cluster status, failover status, and redundancy group information.

Action

From operational mode, enter the show chassis cluster status command.

{primary:node@}
user@host> show chassis cluster status

Monitor Failure codes:



CS Cold Sync monitoring FL Fabric Connection monitoring

GR GRES monitoring HW Hardware monitoring
IF Interface monitoring IP IP monitoring

LB Loopback monitoring MB Mbuf monitoring

NH Nexthop monitoring NP NPC monitoring

SP  SPU monitoring SM  Schedule monitoring

CF Config Sync monitoring

Cluster ID: 2
Node Priority Status Preempt Manual Monitor-failures

Redundancy group: @ , Failover count: 1
node@ 254 primary no no None
nodel 1 secondary no no None

Redundancy group: 1 , Failover count: 1
noded 200 primary no no None

nodel 100 secondary no no None

Redundancy group: 2 , Failover count: 1

noded 200 primary no no None
nodel 100 secondary no no None
Meaning

Use the show chassis cluster status command to confirm that devices in the chassis cluster are
communicating properly, with one device functioning as the primary node and the other as the
secondary node.

Verifying Chassis Cluster Interfaces

Purpose

Verify information about the statistics of the different objects being synchronized, the fabric and control
interface hellos, and the status of the monitoring interfaces in the cluster.



Action

From operational mode, enter the show chassis cluster interfaces command.

{primary:node0@}
user@host> show chassis cluster interfaces

Control link status: Up

Control interfaces:
Index Interface Monitored-Status Internal-SA
0 emo Up Disabled
1 eml Down Disabled

Fabric link status: Up

Fabric interfaces:

Name Child-interface Status

(Physical/Monitored)
fab0 ge-0/0/0 Up / Up
fabo
fab1 ge-8/0/0 Up / Up
fab1
Redundant-ethernet Information:
Name Status Redundancy-group
retho Up 1
rethi Up 1
reth2 Up 2

Redundant-pseudo-interface Information:
Name Status Redundancy-group
1o0 Up 0

Interface Monitoring:

Interface Weight Status Redundancy-group
ge-8/0/2 120 Up 1
ge-8/0/1 150 Up 1
ge-0/0/2 140 Up 1
ge-0/0/1 130 Up 1
ge-8/0/3 255 Up 2
ge-0/0/3 255 Up 2



Meaning
The sample output confirms that monitoring interfaces are up and that the weight of each interface
being monitored is displayed correctly as configured. These values do not change if the interface goes

up or down. The weights only change for the redundant group and can be viewed when you use the show
chassis cluster information command.

Verifying Chassis Cluster Information

Purpose

Verify information about the statistics of the different objects being synchronized, the fabric and control
interface hellos, and the status of the monitoring interfaces in the cluster.

Action

From operational mode, enter the show chassis cluster information command.

{primary:node@}
user@host> show chassis cluster information

Redundancy Group Information:

Redundancy Group @ , Current State: primary, Weight: 255

Time From To Reason
Feb 24 22:56:27 hold secondary Hold timer expired
Feb 24 22:56:34 secondary primary Better priority (254/1)

Redundancy Group 1 , Current State: primary, Weight: 255

Time From To Reason
Feb 24 23:16:12 hold secondary Hold timer expired
Feb 24 23:16:12 secondary primary Remote yield (0/0)

Redundancy Group 2 , Current State: primary, Weight: 255

Time From To Reason
Feb 24 23:16:12 hold secondary Hold timer expired



Feb 24 23:16:13 secondary primary Remote yield (0/0)

Chassis cluster LED information:
Current LED color: Green

Last LED change reason: No failures

Redundancy Group Information:
Redundancy Group @ , Current State: secondary, Weight: 255

Time From To Reason
Feb 24 22:56:34 hold secondary Hold timer expired

Redundancy Group 1 , Current State: secondary, Weight: 255

Time From To Reason
Feb 24 23:16:10 hold secondary Hold timer expired

Redundancy Group 2 , Current State: secondary, Weight: 255

Time From To Reason
Feb 24 23:16:10 hold secondary Hold timer expired

Chassis cluster LED information:
Current LED color: Green

Last LED change reason: No failures

Meaning

The sample output confirms that node 0 and node 1 are healthy, and the green LED on the device
indicates that there are no failures. Also, the default weight of the redundancy group (255) is displayed.
The default weight is deducted whenever an interface mapped to the corresponding redundancy group
goes down.

Refer to subsequent verification sections to see how the redundancy group value varies when a
monitoring interface goes down or comes up.



Verifying Interface ge-0/0/1 Status After Disabling Interface ge-0/0/1 of RG1 in Node 0 with a Weight
of 130

Purpose

Verify that the interface ge-0/0/1 is disabled on node O.

Action

From configuration mode, enter the set interface ge-0/0/1 disable command.

{primary:node0}
user@host# set interface ge-0/0/1 disable

user@host# commit

node@:

configuration check succeeds
nodel:

commit complete

node@:

commit complete

{primary:node@}

user@host# show interfaces ge-0/0/1
disable;

gigether-options {
redundant-parent retho;

Meaning

The sample output confirms that interface ge-0/0/1 is disabled.

Verifying Chassis Cluster Status After Disabling Interface ge-0/0/1 of RG1 in Node 0 with a Weight of
130

Purpose

Verify the chassis cluster status, failover status, and redundancy group information.



Action

From operational mode, enter the show chassis cluster status command.

{primary:node0@}
user@host> show chassis cluster status

Monitor Failure codes:

CS Cold Sync monitoring FL Fabric Connection monitoring
GR GRES monitoring HW Hardware monitoring

IF Interface monitoring IP IP monitoring

LB Loopback monitoring MB Mbuf monitoring

NH Nexthop monitoring NP NPC monitoring

SP SPU monitoring SM  Schedule monitoring

CF Config Sync monitoring

Cluster ID: 2

Node Priority Status Preempt Manual Monitor-failures

Redundancy group: @ , Failover count: 1
node@ 254 primary no no None

nodel 1 secondary no no None
Redundancy group: 1 , Failover count: 1
node® 200 primary no no None

nodel 100 secondary no no None

Redundancy group: 2 , Failover count: 1

node® 200 primary no no None
nodel 100 secondary no no None
Meaning

Use the show chassis cluster status command to confirm that devices in the chassis cluster are
communicating properly, with one device functioning as the primary node and the other as the
secondary node.



Verifying Chassis Cluster Interfaces After Disabling Interface ge-0/0/1 of RG1 in Node 0 with a Weight
of 130

Purpose

Verify information about the statistics of the different objects being synchronized, the fabric and control
interface hellos, and the status of the monitoring interfaces in the cluster.

Action

From operational mode, enter the show chassis cluster interfaces command.

{primary:node@}
user@host> show chassis cluster interfaces
Control link status: Up

Control interfaces:
Index Interface Monitored-Status Internal-SA
0 emo Up Disabled

1 eml Down Disabled

Fabric link status: Up

Fabric interfaces:

Name Child-interface Status

(Physical/Monitored)
fabo ge-0/0/0 Up / Up
fabo
fab1 ge-8/0/0 Up / Up
fab1
Redundant-ethernet Information:
Name Status Redundancy-group
retho Down 1
rethi Up 1
reth2 Up 2

Redundant-pseudo-interface Information:
Name Status Redundancy-group
100 Up 0

Interface Monitoring:



Interface Weight Status Redundancy-group

ge-8/0/2 120 Up 1

ge-8/0/1 150 Up 1

ge-0/0/2 140 Up 1

ge-0/0/1 130 Down 1

ge-8/0/3 255 Up 2

ge-0/0/3 255 Up 2
Meaning

The sample output confirms that monitoring interface ge-0/0/1 is down.

Verifying Chassis Cluster Information After Disabling Interface ge-0/0/1 of RG1 in Node 0 with a
Weight of 130

Purpose

Verify information about the statistics of the different objects being synchronized, the fabric and control
interface hellos, and the status of the monitoring interfaces in the cluster.

Action

From operational mode, enter the show chassis cluster information command.

{primary:node@}
user@host> show chassis cluster information

Redundancy Group Information:

Redundancy Group @ , Current State: primary, Weight: 255

Time From To Reason
Feb 24 22:56:27 hold secondary Hold timer expired
Feb 24 22:56:34 secondary primary Better priority (254/1)

Redundancy Group 1 , Current State: primary, Weight: 125

Time From To Reason
Feb 24 23:16:12 hold secondary Hold timer expired



Feb 24 23:16:12 secondary primary Remote yield (0/0)

Redundancy Group 2 , Current State: primary, Weight: 255

Time From To Reason
Feb 24 23:16:12 hold secondary Hold timer expired
Feb 24 23:16:13 secondary primary Remote yield (0/0)

Chassis cluster LED information:
Current LED color: Green

Last LED change reason: No failures
Failure Information:
Interface Monitoring Failure Information:
Redundancy Group 1, Monitoring status: Unhealthy

Interface Status
ge-0/0/1 Down

Redundancy Group Information:

Redundancy Group @ , Current State: secondary, Weight: 255

Time From To Reason
Feb 24 22:56:34 hold secondary Hold timer expired

Redundancy Group 1 , Current State: secondary, Weight: 255

Time From To Reason
Feb 24 23:16:10 hold secondary Hold timer expired

Redundancy Group 2 , Current State: secondary, Weight: 255

Time From To Reason
Feb 24 23:16:10 hold secondary Hold timer expired

Chassis cluster LED information:
Current LED color: Amber

Last LED change reason: Monitored objects are down



Meaning

The sample output confirms that in node 0, the RG1 weight is reduced to 125 (that is, 255 minus 130)
because monitoring interface ge-0/0/1 (weight of 130) went down. The monitoring status is unhealthy,
the device LED is amber, and the interface status of ge-0/0/1 is down.

If interface ge-0/0/1 is brought back up, the weight of RG1 in node 0 becomes 255. Conversely, if
interface ge-0/0/2 is also disabled, the weight of RG1 in node O becomes O or less (in this example, 125
minus 140 = -15) and triggers failover, as indicated in the next verification section.

Verifying Interface ge-0/0/2 Is Disabled

Purpose

Verify that interface ge-0/0/2 is disabled on node 0.

Action

From configuration mode, enter the set interface ge-0/0/2 disable command.

{primary:node@}
user@host# set interface ge