JUDLR@! | Engineering

Simplicity

Junos Space Network Management Platform

Workspaces User Guide

Published
2023-05-31




Juniper Networks, Inc.
1133 Innovation Way
Sunnyvale, California 94089
USA

408-745-2000
www.juniper.net

Juniper Networks, the Juniper Networks logo, Juniper, and Junos are registered trademarks of Juniper Networks, Inc.
in the United States and other countries. All other trademarks, service marks, registered marks, or registered service
marks are the property of their respective owners.

Juniper Networks assumes no responsibility for any inaccuracies in this document. Juniper Networks reserves the right
to change, modify, transfer, or otherwise revise this publication without notice.

Junos Space Network Management Platform Workspaces User Guide
21.3
Copyright © 2023 Juniper Networks, Inc. All rights reserved.

The information in this document is current as of the date on the title page.

YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. Junos OS has no known time-related
limitations through the year 2038. However, the NTP application is known to have some difficulty in the year 2036.

END USER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use
with) Juniper Networks software. Use of such software is subject to the terms and conditions of the End User License
Agreement ("EULA") posted at https:/support.juniper.net/support/eula/. By downloading, installing or using such
software, you agree to the terms and conditions of that EULA.


https://support.juniper.net/support/eula/

Table of Contents

About This Guide | xxxiii

1 Overview

Introduction | 2

Junos Space Platform Workspaces Overview | 2
Viewing the Junos Space Platform Dashboard | 4
2 Devices

Device Management | 9

Device Management Overview | 9

Confirmed-commit from Junos Space Network Management Platform | 11

Viewing Managed Devices | 14

Juniper Networks Devices Supported by Junos Space Network Management Platform | 20
Uploading Device Tags by Using a CSV File | 37

Filtering Devices by CSV | 39

Systems of Record | 40

Systems of Record in Junos Space Overview | 40
Understanding How Junos Space Automatically Resynchronizes Managed Devices | 42

Device Discovery Profiles | 46

Device Discovery Profiles Overview | 46

Creating a Device Discovery Profile | 52

Specifying Device Targets | 52

Specifying Probes | 55

Selecting the Authentication Method and Specifying Credentials | 56
(Optional) Specifying SSH Fingerprints | 58

Scheduling Device Discovery | 58

Running Device Discovery Profiles | 60




Modifying a Device Discovery Profile | 62

Cloning a Device Discovery Profile | 63

Viewing a Device Discovery Profile | 64

Deleting Device Discovery Profiles | 66

Exporting the Device Discovery Details As a CSV File | 67

Modeling Devices | 68

Rapid Deployment Overview | 68

Zero Touch Deployment Using Autoinstallation and Junos Space Network Management Platform on
ACX Series and SRX Series Devices | 70

Model Devices Overview | 73

Creating a Connection Profile | 74

Creating a Modeled Instance | 78

Activating a Modeled or Cloned Device in Junos Space Network Management Platform | 83
Downloading a Configlet | 88

Viewing and Copying Configlet Data | 89

Activating Devices by Using Configlets | 91

Activating a Device by Using a Plain-text Single Configlet | 92
Activating a Device by Using an AES-encrypted Single Configlet | 92
Activating a Device by Using a Plain-text Bulk Configlet | 92
Activating a Device by Using an AES-encrypted Bulk Configlet | 93

Viewing a Modeled Instance | 93

Adding More Devices to an Existing Modeled Instance | 95
Viewing the Status of Modeled Devices | 96

Deleting Modeled Instances | 97

Viewing a Connection Profile | 98

Cloning a Connection Profile | 99

Modifying a Connection Profile | 100



Deleting Connection Profiles | 100

Device Authentication in Junos Space | 102

Device Authentication in Junos Space Overview | 102

Generating and Uploading Authentication Keys to Devices | 107

Generating Authentication Keys | 107
Uploading Authentication Keys to Multiple Managed Devices for the First Time | 108
Uploading Authentication Keys to Managed Devices With a Key Conflict | 110

Resolving Key Conflicts | 111
Modifying the Authentication Mode on the Devices | 113
Acknowledging SSH Fingerprints from Devices | 114

Viewing Device Inventory | 118

Device Inventory Overview | 118

Viewing the Physical Inventory | 120

Displaying Service Contract and EOL Data in the Physical Inventory Table | 124
Viewing Physical Interfaces of Devices | 125

Viewing Logical Interfaces | 128

Viewing and Acknowledging Inventory Changes on Devices | 129

Exporting Device Inventory | 131

Exporting the License Inventory | 131

Viewing and Exporting the Software Inventory of Managed Devices | 134
Exporting the Physical Inventory of Devices | 137

Configuring Juniper Networks Devices | 139

Modifying the Configuration on the Device | 139

Reviewing and Deploying the Device Configuration | 144

Viewing the Configuration Changes on the Device | 145
Validating the Delta Configuration on the Device | 147
Viewing the Device-Configuration Validation Report | 147

Excluding or Including a Group of Configuration Changes | 148



Deleting a Group of Configuration Changes | 148
Approving the Configuration Changes | 149

Rejecting the Configuration Changes | 149

Deploying the Configuration Changes to a Device | 150

Junos OS Releases Supported in Junos Space Network Management Platform | 151
Configuration Guides Overview | 152

Saving the Configuration Created using the Configuration Guides | 153
Previewing the Configuration Created using the Configuration Guides | 153
Deploying the Configuration Created using the Configuration Guides | 154
Viewing and Assigning Shared Objects | 155

Applying a CLI Configlet to Devices | 157

Applying a CLI Configlet to a Physical Inventory Element | 160

Applying a CLI Configlet to a Physical Interface | 164

Applying a CLI Configlet to a Logical Interface | 167

Executing a Script on the Devices | 171

Executing a Script on a Physical Inventory Component | 175

Executing a Script on a Logical Interface | 176

Executing a Script on the Physical Interfaces | 178

Device Adapter | 181

Worldwide Junos OS Adapter Overview | 181
Installing the Worldwide Junos OS Adapter | 182
Connecting to ww Junos OS Devices | 184

Device Configuration Management | 186

Viewing the Active Configuration | 186
Viewing the Configuration Change Log | 191
Resolving Out of band Changes | 192

Creating a Quick Template from the Device Configuration | 194

Vi



vii

Adding and Managing Non Juniper Networks Devices | 195

Adding Unmanaged Devices | 195
Modifying Unmanaged Device Configuration | 199

Accessing Devices | 200

Launching a Device's Web User Interface | 200

Looking Glass Overview | 201

Executing Commands by Using Looking Glass | 202

Exporting Looking Glass Results in Junos Space Network Management Platform | 204
Secure Console Overview | 205

Connecting to a Device by Using Secure Console | 206

Connecting to a Managed Device from the Device Management Page | 207
Connecting to an Unmanaged Device from the Device Management Page | 209

Connecting to a Managed or Unmanaged Device from the Secure Console Page | 211

Configuring SRX Device Clusters in Junos Space using Secure Console | 213
Configuring a Standalone Device from a Single-node Cluster | 214
Configuring a Standalone Device from a Two-Node Cluster | 216
Configuring a Primary Peer in a Cluster from a Standalone Device | 219

Configuring a Secondary Peer in a Cluster from a Standalone Device | 222

Configuring a Cluster with Loopback Interface | 224

Logical Systems (LSYS) | 226

Understanding Logical Systems for SRX Series Services Gateways | 226
Creating a Logical System (LSYS) | 227

Deleting Logical Systems | 228

Viewing Logical Systems for a Physical Device | 228

Viewing the Physical Device for a Logical System | 229

Tenant System (TSYS) | 231

Understanding Tenant Systems for SRX Series Services Gateways | 231

Creating a Tenant System (TSYS) | 232



viii

Deleting Tenant Systems | 233
Viewing Tenant Systems for a Physical Device | 233
Viewing the Physical Device for a Tenant System | 234

Device Partitions | 236

Creating Device Partitions | 236
Modifying Device Partitions | 237
Deleting Device Partitions | 238

Custom Labels | 240
Adding Custom Labels | 240

Adding Custom Labels for a Device | 241
Adding Custom Labels for Physical Inventory | 241
Adding Custom Labels for a Physical Interface | 242

Adding Custom Labels for a Logical Interface | 243
Importing Custom Labels | 243
Modifying Custom Labels | 245
Deleting Custom Labels | 245

Verifying Template, Image Deployment, Script Execution, and Staged Images on
Devices | 247

Viewing the Device-Template Association (Devices) | 247
Viewing Associated Scripts | 250

Viewing Script Execution | 250

Viewing Staged Images on a Device | 251

Device Monitoring | 254

Viewing Alarms from a Managed Device | 254
Viewing the Performance Graphs of a Managed Device | 256

Device Maintenance | 259

Viewing Device Statistics | 259

Viewing Devices and Logical Systems with QuickView | 260



Resynchronizing Managed Devices with the Network | 261

Putting a Device in RMA State and Reactivating Its Replacement | 262

Putting a Device in RMA State | 263

Reactivating a Replacement Device | 263
Modifying the Target IP Address of a Device | 266
Modifying the Serial Number of a Device | 267
Rebooting Devices | 268
Deleting Staged Images on a Device | 269
Cloning a Device in Junos Space Network Management Platform | 270
Deleting Devices | 271
Device Templates

Overview | 273

Device Templates Overview | 273

Template Definitions | 282

Creating a Template Definition | 282
Finding Configuration Options in a Template Definition | 288
Working with Rules in a Template Definition | 290

Specifying Device-Specific Values in Template Definitions | 292

Creating a CSV file with device-specific values | 292
Using a CSV file to set device-specific values | 293

Managing CSV Files for a Template Definition | 294
Publishing a Template Definition | 295

Viewing a Template Definition | 295

Modifying a Template Definition | 297

Cloning a Template Definition | 297

Importing a Template Definition | 298

Exporting a Template Definition | 299



Unpublishing a Template Definition | 300
Deleting a Template Definition | 301

Configuring Devices using Device Templates | 302

Creating a Device Template | 302

Assigning a Device Template to Devices | 304
Deploying a Template to the Devices | 305

Modifying a Device Template | 309

Undeploying a Device Template from the Devices | 310
Unassigning a Device Template from the Devices | 311
Auditing a Device Template Configuration | 312

Configuring Devices using Quick Templates | 315

Quick Templates Overview | 315
Creating a Quick Template | 316
Deploying a Quick Template | 321

Device Template Administration | 325

Viewing Template Details | 325

Viewing the Device-Template Association (Device Templates) | 326

Viewing Template Definition Statistics | 329

Viewing Device Template Statistics | 329

Comparing Templates or Template Versions | 330

Comparing a Device Template Configuration with a Device Configuration | 331
Cloning a Template in Junos Space Network Management Platform | 333

Exporting and Importing a Quick Template in Junos Space Network Management Platform | 334

Exporting a Quick Template | 334
Importing a Quick Template | 335

Deleting Device Templates from Junos Space Network Management Platform | 336



CLI Configlets

Overview | 338

CLI Configlets Overview | 338
CLI Configlets Workflow | 341
Configlet Context | 346
Nesting Parameters | 352

CLI Configlets | 354

Creating a CLI Configlet | 354
Modifying a CLI Configlet | 358
Viewing CLI Configlet Statistics | 358
Viewing a CLI Configlet | 359
Exporting CLI Configlets | 362

CLI Configlet Examples | 363

Deleting CLI configlets | 373

Cloning a CLI Configlet | 373
Importing CLI Configlets | 374
Applying a CLI Configlet to Devices | 379
Comparing CLI Configet Versions | 383

Marking and Unmarking CLI Configlets as Favorite | 384
Marking CLI Configlets as Favorite | 384
Unmarking CLI Configlets Marked as Favorite | 385

Configuration Views | 386

Configuration Views Overview | 386
Configuration View Variables | 387
Configuration View Workflow | 388
XML Extensions | 390

Creating a Configuration View | 391

Xi



Viewing a Configuration View | 393
Modifying a Configuration View | 395
Deleting Configuration Views | 395

Exporting and Importing Configuration Views | 396

Exporting Configuration Views | 397
Importing Configuration Views | 398

Viewing Configuration Views Statistics | 399
Default Configuration Views Examples | 400

XPath and Regular Expressions | 406

XPath and Regex Overview | 406

Creating Xpath or Regex | 406

Modifying Xpath and Regex | 407

Deleting Xpath and Regex | 408

XPath and Regular Expression Examples | 408

Configuration Filters | 411

Creating a Configuration Filter | 411
Modifying a Configuration Filter | 412
Deleting Configuration Filters | 412
Images and Scripts

Overview | 415

Device Images and Scripts Overview | 415
Viewing Statistics for Device Images and Scripts | 416

Managing Device Images | 419

Device Images Overview | 419
Importing Device Images to Junos Space | 421
Viewing Device Images | 423

Modifying Device Image Details | 425

xii



xiii

Staging Device Images | 426
Staging Satellite Software Packages on Aggregation Devices | 431
Verifying the Checksum | 435

Viewing and Deleting MD5 Validation Results | 440

Viewing the MD5 Validation Results | 440
Deleting the MD5 Validation Results | 442

Deploying Device Images | 442

Deploying Satellite Software Packages on Aggregation and Satellite Devices | 457
Viewing Device Image Deployment Results | 463

Viewing Device Association of Images | 464

Undeploying JAM Packages from Devices | 466

Removing Device Images from Devices | 472

Deleting Device Images | 476

Managing Scripts | 478

Scripts Overview | 479
Promoting Scripts Overview | 481

Importing Scripts to Junos Space | 482

Importing Scripts from Files | 483
Importing Scripts from a Git Repository | 484

Viewing Script Details | 487

Modifying Scripts | 491

Modifying Script Types | 494

Comparing Script Versions | 494

Staging Scripts on Devices | 495

Verifying the Checksum of Scripts on Devices | 499
Viewing Verification Results | 502

Enabling Scripts on Devices | 503



Executing Scripts on Devices | 507

Executing Scripts on Devices Locally with JUISE | 511
Viewing Execution Results | 515

Exporting Scripts in .tar Format | 516

Viewing Device Association of Scripts | 517

Marking and Unmarking Scripts as Favorite | 518

Marking Scripts as Favorite | 518
Unmarking Scripts Marked as Favorite | 519

Disabling Scripts on Devices | 520
Removing Scripts from Devices | 522
Deleting Scripts | 526

Script Annotations | 527

Script Example | 536

Managing Operations | 539

Operations Overview | 539

Creating an Operation | 540

Importing an Operation | 545

Viewing an Operation | 547

Modifying an Operation | 549

Running an Operation | 549

Viewing Operation Results | 553

Copying an Operation | 554

Exporting an Operation in .tar Format | 555
Deleting an Operation | 556

Managing Script Bundles | 558

Script Bundles Overview | 558

Creating a Script Bundle | 559

Xiv



XV

Viewing Script Bundles | 562

Modifying a Script Bundle | 564

Staging Script Bundles on Devices | 564

Enabling Scripts in Script Bundles on Devices | 567

Executing Script Bundles on Devices | 569

Disabling Scripts in Script Bundles on Devices | 572

Viewing Device Associations of Scripts in Script Bundles | 573
Deleting Script Bundles | 574

Reports

Reports Overview | 577

Reports Overview | 577

Report Definitions | 591

Creating Report Definitions | 591
Viewing Report Definitions | 593
Modifying Report Definitions | 594
Cloning Report Definitions | 595
Deleting Report Definitions | 596
Viewing Report Definition Statistics | 597

Reports | 598

Generating Reports | 598

Viewing a Report | 601

Viewing and Downloading Generated Reports | 603
Deleting Generated Reports | 603

Viewing Report Statistics | 604

Network Monitoring

Overview | 607

Network Monitoring Workspace Overview | 607



XVi

Working with the Network Monitoring Home Page | 610
Viewing Nodes with Pending Problems | 611
Viewing Nodes with Outages | 612

Availability Over the Past 24 Hours | 612

Viewing Outstanding Notifications | 613

Viewing Resource Graphs | 613

Viewing KSC Reports | 614

Searching for Nodes by Using Quick Search | 614

Managing Nodes | 617

Viewing the Node List | 617

Managing Surveillance Categories | 619

Modifying Surveillance Categories | 619
Deleting Surveillance Categories | 619

Adding Surveillance Categories | 619
Resynchronizing Nodes in Network Monitoring | 620
Turning SNMP Data Collection Off and On | 621
Searching for Nodes and Assets | 623

Searching for Nodes or Nodes with Asset Information | 623

Searching for Nodes | 624
Searching for Nodes with Asset Information | 626

Working with Node Assets | 627

Searching for and Viewing Nodes with Asset Information | 628

Viewing and Modifying Node Asset Information | 628

Managing Outages | 630

Viewing and Tracking Outages | 630
Viewing Details about an Outage | 631
Viewing the List of Outages | 632

Configuring Scheduled Outages | 634

Using the Network Monitoring Dashboard | 635

Viewing the Network Monitoring Dashboard | 635
Using the Dashboard Surveillance View | 636



XVii

Managing and Configuring Events | 640
Viewing and Managing Events | 640

Viewing the Details of an Event | 641
Searching for Events (Advanced Event Search) | 643
Viewing, Searching for, Sorting, and Filtering Events | 644

Selecting and Sending an Event to the Network Management System | 647

Managing Events Configuration Files | 648
Adding New Events Configuration Files | 648
Deleting Events Configuration Files | 648
Modifying Events Configuration Files | 649

Managing and Configuring Alarms | 651
Viewing and Managing Alarms | 651

Viewing Details of an Alarm and Acting on an Alarm | 653
Viewing Alarms in Summary and Detailed Views | 657
Viewing NCS Alarms | 663

Searching for Alarms (Advanced Alarms Search) | 664
Alarm Notification Configuration Overview | 665

Configuring Alarm Notification | 669
Configuring a Basic Filter for Alarm Notification | 670
Activating Alarm Notification Configuration Files for Basic Filtering | 671

Reloading a Filter Configuration to Apply Filter Configuration Changes | 672
Managing and Configuring Notifications | 673
Viewing, Configuring, and Searching for Notifications | 673
Notification Escalation | 674
Configuring Event Notifications, Path Outages, and Destination Paths | 674
Configuring Event Notifications | 675
Configure Destination Paths | 677
Configure Path Outages | 678
Managing Reports and Charts | 680

Network Monitoring Reports Overview | 680

Creating Reports | 682



Creating Key SNMP Customized Performance Reports, Node Reports, and Domain Reports | 682
Creating a New KSC Report from an Existing Report | 682

Viewing Reports | 683

Viewing Resource Graphs | 684

Viewing Key SNMP Customized (KSC) Performance Reports, Node Reports, and Domain
Reports | 684

Viewing Database Reports | 685
Sending Database Reports | 685
Viewing Pre-run Database Reports | 686
Viewing Statistics Reports | 687

Generating a Statistics Report for Export | 687

@)

eleting Reports | 688

Deleting Key SNMP Customized Reports | 688
Deleting Pre-Run Database Reports | 688

Viewing Charts | 689

Network Monitoring Topology | 690

Network Monitoring Topology Overview | 690

Working with Topology | 692

Using the Search Option to View Nodes | 693
Working with Topology Views | 694

Viewing the Events and Alarms Associated with a Node | 696
Viewing Alarms and Node Details | 696

Viewing Nodes with Active Alarms | 698
Managing Alarms Associated with Nodes | 698
Viewing the Topology with Different Layouts | 699
Automatic Refresh of the Topology | 699

Viewing the Status of Node Links | 699

Viewing the Alarm State of Services Links | 700
Pinging a Node | 700

Viewing the Resource Graphs Associated with the Node | 701

Connecting to a Device by Using SSH | 701

Network Monitoring Topology Discovery Methods Supported by Junos Space Network
Management Platform | 703

xviii



Xix

Network Monitoring Administration | 705
Configuring Network Monitoring System Settings | 705
Network Monitoring System Information | 706

Generating a Log File for Troubleshooting | 706
Changing the Notification Status | 707

Updating Network Monitoring After Upgrading the Junos Space Network Management Platform | 708

Overview | 708

Step 1: Monitoring the Software Install Status Window for File Conflicts | 708
Step 2: Identifying Files with Conflicts | 709

Step 3: Merging Files with Conflicts | 711

Step 4: Verifying the Manual Merge Status of Configuration Files | 712

Step 5: Final Steps After Upgrading Network Monitoring | 712
Configuring SNMP Community Names by IP | 714
Configuring SNMP Data Collection per Interface | 714

Managing Thresholds | 715

Creating Thresholds | 715
Modifying Thresholds | 718
Deleting Thresholds | 719

Compiling SNMP MIBs | 719

Uploading MIBs | 719

Compiling MIBs | 720

Viewing MIBs | 720

Deleting MIBs | 720

Clearing MIB Console Logs | 721
Generating Event Configuration | 721

Generating a Data Collection Configuration | 722

Managing SNMP Collections | 725

Adding a New SNMP Collection | 725

Modifying an SNMP Collection | 725
Managing SNMPv3 Trap Configuration | 726

Managing Data Collection Groups | 729



Adding New Data Collection Files | 729
Deleting Data Collection Files | 730
Modifying Data Collection Files | 730

Managing and Unmanaging Interfaces and Services | 732
Starting, Stopping, and Restarting Services | 733

Configuration Files

Overview | 738

Managing Configuration Files Overview | 738
Viewing Configuration File Statistics | 740

Managing Configuration Files | 742

Backing Up Configuration Files | 742
Viewing Configuration Files | 749
Comparing Configuration Files | 753
Modifying Configuration Files | 755
Restoring Configuration Files | 757
Exporting Configuration Files | 759
Deleting Configuration Files | 761
Jobs

Overview | 764

Jobs Overview | 764

Managing Jobs | 768
Viewing Statistics for Jobs | 768

Viewing the Types of Jobs That Are Run | 769
Viewing the State of Jobs That Have Run | 769

Viewing Average Execution Times for Jobs | 769
Viewing Your Jobs | 770
Viewing Jobs | 771

Viewing Objects on Which a Job is Executed | 775

XX



10

Viewing Job Recurrence | 778

Rescheduling and Modifying the Recurrence Settings of Jobs | 779
Retrying a Job on Failed Devices | 780

Reassigning Jobs | 782

Canceling Jobs | 784

Clearing Your Jobs | 785

Archiving and Purging Jobs | 786

Purging Jobs Without Archiving | 787
Archiving Jobs to a Local Server and Purging the Jobs from the Database | 788

Archiving Jobs to a Remote Server and Purging the Jobs from the Database | 789
Common Error Messages in Device-Related Operations | 791
Role-Based Access Control

Overview | 795

Role-Based Access Control Overview | 795

Roles | 798

Roles Overview | 798
Predefined Roles Overview | 799
Creating a User-Defined Role | 830

Managing Roles | 831

Viewing User Role Details | 832
Managing Predefined and User-Defined Roles | 832

Modifying User-Defined Roles | 833

Deleting User-Defined Roles | 834

Cloning Predefined and User-Defined Roles | 835

Exporting User-Defined Roles from Junos Space Network Management Platform | 836
Importing Roles to Junos Space Network Management Platform | 837

User Accounts | 839

Configuring Users to Manage Objects in Junos Space Overview | 839

XXi



xXii

Creating Users in Junos Space Network Management Platform | 841

Creating a User | 843
Modifying a User | 850
Deleting Users | 855
Disabling and Enabling Users | 856
Unlocking Users | 858

Viewing Users | 859

Sorting Columns | 860

Displaying or Hiding Columns | 860
Filtering Users | 861

Viewing User Details | 861

Performing Actions on Users | 865

Exporting User Accounts from Junos Space Network Management Platform | 866

Creating a User Accounts Report Definition | 866

Generating and Downloading a Report | 867
Changing Your Password on Junos Space | 869
Clearing User Local Passwords | 870

Viewing User Statistics | 871

Viewing the Number of Users Assigned by Role | 871
User Groups | 873

User Groups Overview | 873

Managing User Groups | 874

Creating a User Group | 874
Modifying a User Group | 876
Deleting a User Group | 877

Job Management Using User Groups | 878

Domains | 881

Domains Overview | 881

Working with Domains | 889



11

Adding a Domain | 889

Modifying a Domain | 892

Deleting Domains | 893

Switching from One Domain to Another | 896

Assigning Objects to an Existing Domain | 896

Assigning Users to an Existing Domain from the Domains Page | 897
Assigning Devices to an Existing Domain from the Domains Page | 897
Assigning Remote Profiles to an Existing Domain from the Domains Page | 898

Assigning Objects to an Existing Domain from the Inventory Landing Pages | 899
Exporting Domains from Junos Space Network Management Platform | 900

Remote Profiles | 901

Creating a Remote Profile | 901
Modifying a Remote Profile | 903
Deleting Remote Profiles | 903

API Access Profiles | 905

Creating an API Access Profile | 905
Modifying an API Access Profile | 907
Deleting API Access Profiles | 907

User Sessions | 909

User Sessions Overview | 909
Limiting User Sessions in Junos Space | 910
Terminating User Sessions | 912

Using the Junos Space CLI to View Users Logged In to the Junos Space GUI | 914
Audit Logs
Overview | 917

Junos Space Audit Logs Overview | 917

Managing Audit Logs | 919

Viewing Audit Logs | 919

xXxiii



12

Viewing Audit Log Statistics | 923

Viewing the Dynamic Audit Log Statistical Graph | 924
Viewing the Top 10 Active Users In 24 Hours Statistics | 925

Exporting Audit Logs | 926

Converting the Junos Space Audit Log File Timestamp from UTC to Local Time Using Microsoft
Excel | 927

Archiving and Purging or Only Purging Audit Logs | 928
Purging Audit Logs Without Archiving | 928
Purging Audit Logs After Archiving | 931

Administration
Overview | 936

Junos Space Administrators Overview | 936

Viewing the Administration Statistics | 939

Viewing System Health Information | 939
Viewing the System Health Report | 939

Viewing System Alert Messages in the Last 30 Days | 952
Junos Space IPvé Support Overview | 953
Maintenance Mode Overview | 955

Managing Nodes in the Junos Space Fabric | 958

Fabric Management Overview | 959

Overall System Condition and Fabric Load History Overview | 961

Junos Space Nodes and FMPM Nodes in the Junos Space Fabric Overview | 964
Dedicated Database Nodes in the Junos Space Fabric Overview | 971

Adding a Node to an Existing Junos Space Fabric | 974

Adding a Junos Space Node to the Junos Space Fabric | 976
Adding an FMPM Node to the Junos Space Fabric | 980
Obtaining Fingerprint of a Junos Space Node | 981

Viewing Nodes in the Fabric | 983

Changing Views | 983

Viewing Fabric Node Details | 983

XXiv



Monitoring Nodes in the Fabric | 992

Viewing and Modifying the SNMP Configuration for a Fabric Node | 993
Starting SNMP Monitoring on Fabric Nodes | 1036

Stopping SNMP Monitoring on Fabric Nodes | 1037

Restarting SNMP Monitoring on Fabric Nodes | 1037

Adding a Third-Party SNMP V1 or V2c Manager on a Fabric Node | 1038
Adding a Third-Party SNMP V3 Manager on a Fabric Node | 1038
Deleting a Third-Party SNMP Manager from a Fabric Node | 1040

Installing StorMan RPM for Monitor RAID Functionality | 1041
Viewing Alarms from a Fabric Node | 1041

Shutting Down or Rebooting Nodes in the Junos Space Fabric | 1043
Deleting a Node from the Junos Space Fabric | 1045

Resetting MySQL Replication | 1047

Modifying the Network Settings of a Node in the Junos Space Fabric | 1049

Modifying the Fabric Virtual IP Address | 1050
Modifying the Network Settings of a Node | 1051

Load-Balancing Devices Across Junos Space Nodes | 1054
Replacing a Failed Junos Space Node | 1055

Generating and Uploading Authentication Keys to Devices | 1056

Generating Authentication Keys | 1057

Uploading Authentication Keys to Multiple Managed Devices for the First Time | 1058
Uploading Authentication Keys to Managed Devices With a Key Conflict | 1060

Configuring the ESX or ESXi Server Parameters on a Node in the Junos Space Fabric | 1061

Creating a System Snapshot | 1062
Deleting a System Snapshot | 1064

Restoring the System to a Snapshot | 1065

NAT Configuration for Junos Space Network Management Platform Overview | 1066

Configuring the NAT IP Addresses and Ports on Junos Space Platform | 1079

Modifying the NAT IP Addresses and Ports on Junos Space Platform | 1081

XXV



XXVi

Disabling the NAT Configuration on Junos Space Platform | 1082

Backing up and Restoring the Junos Space Platform Database | 1083

Backing Up and Restoring the Database Overview | 1083
Backing Up the Junos Space Network Management Platform Database | 1086

Restoring the Junos Space Network Management Platform Database | 1092
Restoring the Junos Space Platform Database from a Local Backup File | 1093
Restoring the Junos Space Platform Database from a Remote Backup File | 1094

Deleting Junos Space Network Management Platform Database Backup Files | 1096

Viewing Database Backup Files | 1098
Changing Views | 1098
Viewing Database Details | 1099

Managing Database Commands | 1099

Managing Licenses | 1101

Generating and Uploading the Junos Space License Key File | 1101
Generating the Junos Space License Key File | 1102
Uploading the Junos Space License Key File Contents | 1102

Viewing Junos Space Licenses | 1104

Managing Junos Space Platform and Applications | 1106

Managing Junos Space Applications Overview | 1106
Upgrading Junos Space Network Management Platform Overview | 1108

Junos Space Store Overview | 1111

About the Junos Space Store | 1111
Benefits of Junos Space Store | 1111

Configuring and Managing Junos Space Store | 1112

Configuring Junos Space Store in Junos Space Network Management Platform | 1112
Modifying Junos Space Store Settings | 1114
Installing and Upgrading Junos Space Applications from Junos Space Store | 1115

Running Applications in Separate Server Instances | 1116

Adding a Server Group | 1117

Adding a Server to a Server Group | 1118




Starting Servers in a Server Group | 1119

Stopping Servers in a Server Group | 1119

Removing a Server Group | 1120

Moving an Application to a Different Server Group | 1120

Managing Junos Space Applications | 1121

Viewing Detailed Information About Junos Space Platform and Applications | 1121

Performing Actions on Junos Space Platform and Applications | 1122
Modifying Settings of Junos Space Applications | 1123
Modifying Junos Space Network Management Platform Settings | 1124

Managing File Integrity Check | 1146

Configuring File Integrity Check | 1146

Manually Checking File Integrity | 1147
Starting, Stopping, and Restarting Services | 1147

Adding a Junos Space Application | 1151

Uploading the Junos Space Application | 1151

Installing the Uploaded Junos Space Application | 1153
Upgrading a Junos Space Application | 1154

Upgrading Junos Space Network Management Platform | 1156
Synchronizing Time Across Junos Space Nodes | 1162

Upgrading to Junos Space Network Management Platform Release 21.1R1 | 1164

Before You Begin | 1165

Disabling Device Communication | 1167

Downloading and Installing the Junos Space Platform 20.3R1 Patch | 1168
Executing the Data Back Up Procedure | 1169

Validating the Backup File | 1173

Installing Junos Space Platform Release 21.1R1 as a Standalone Node or the First Node of the
Fabric and Restoring the Backed-Up Data | 1174

Rolling Back to Junos Space Platform Release 20.3R1 if Upgrade Fails | 1176
Installing Junos Space Platform Release 21.1R1 on the Remaining Nodes of the Fabric | 1180
Enabling Device Communication | 1181

Managing Disaster Recovery Configuration after Upgrade to 21.1 | 1181

XXVii



Uninstalling a Junos Space Application | 1181

Managing Troubleshooting Log Files | 1183

System Status Log File Overview | 1183

Customizing Node System Status Log Checking | 1185

Customizing Node Log Files to Download | 1186

Configuring JBoss and OpenNMS Logs in Junos Space | 1187
Generating JBoss Thread Dump for Junos Space Nodes | 1189
Downloading the Troubleshooting Log File in Server Mode | 1191
Downloading the Troubleshooting Log File in Maintenance Mode | 1194

Downloading Troubleshooting System Log Files Through the Junos Space CLI | 1195
Downloading a System Log File by Using a USB Device | 1196
Downloading System Log File by Using SCP | 1197

Managing Certificates | 1200

Certificate Management Overview | 1200

Changing User Authentication Modes | 1208

Changing the User Authentication Mode from Password-Based to Complete Certificate-Based
from the User Interface | 1209

Changing the User Authentication Mode from Complete Certificate-Based to Certificate
Parameter-Based from the User Interface | 1210

Changing the User Authentication Mode from Certificate Parameter-Based to Complete
Certificate-Based from the User Interface | 1212

Changing the User Authentication Mode to Password-Based from the User Interface | 1212

Changing the User Authentication Mode to Password-Based from the CLI | 1213

Installing a Custom SSL Certificate on the Junos Space Server | 1214

Installing an X.509 Junos Space Server Certificate | 1214
Installing a Junos Space Server Certificate in the PKCS #12 Format | 1215

Reverting to the Default Junos Space Server SSL Certificate | 1216

Uploading a User Certificate | 1217

Uploading a User Certificate for a New User | 1217

Uploading a User Certificate for an Existing User | 1218

Uploading Your User Certificate | 1218

Xxviii



XXiX

Uploading a CA Certificate and Certificate Revocation List | 1219

Uploading a CA Certificate | 1219
Uploading a Certification Revocation List | 1220
Deleting CA Certificates or Certificate Revocation Lists | 1220

Deleting a CA Certificate or Certificate Revocation List | 1221

Adding and Activating X.509 Certificate Parameters for X.509 Certificate Parameter
Authentication | 1221

Adding X.509 Certificate Parameters for X.509 Certificate Parameter Authentication | 1222
Activating an X.509 Certificate Parameter | 1223

Modifying an X.509 Certificate Parameter | 1224
Deleting X.509 Certificate Parameters | 1225

Configuring Authentication Servers | 1227

Remote Authentication Overview | 1227

Junos Space Authentication Modes Overview | 1228

Junos Space Login Behavior with Remote Authentication Enabled | 1231
Managing Remote Authentication Servers | 1236

Creating a Remote Authentication Server | 1238

Modifying Authentication Settings | 1241

Configuring a RADIUS Server for Authentication and Authorization | 1242
Configuring a TACACS+ Server for Authentication and Authorization | 1244

Managing SMTP Servers | 1247

Managing SMTP Servers | 1247
Adding an SMTP Server | 1248

Email Listeners | 1250

Email Listeners Overview | 1250
Adding Users to the Email Listeners List | 1251
Modifying Users in the Email Listeners List | 1252

Deleting Users from the Email Listeners List | 1252



XXX

Managing Git Repositories | 1254

Git Repositories in Junos Space Overview | 1254

Managing Git Repositories in Junos Space | 1255

Adding Git Repositories to Junos Space | 1256
Modifying Git Repositories in Junos Space | 1256
Deleting Git Repositories from Junos Space | 1257
Setting the Active Git Repository | 1257

Testing the Connection to the Git Repository | 1258
Viewing Git Repositories in Junos Space | 1259

Audit Log Forwarding | 1260

Audit Log Forwarding in Junos Space Overview | 1260

Viewing Audit Log Forwarding Criterion | 1262

Adding Audit Log Forwarding Criterion | 1264

Modifying Audit Log Forwarding Criterion | 1266

Deleting Audit Log Forwarding Criterion | 1267

Enabling Audit Log Forwarding Criterion | 1267

Testing the System Log Server Connection for Audit Log Forwarding | 1268

Configuring a Proxy Server | 1270

Configuring Proxy Server Settings | 1270

Managing Tags | 1273

Tags Overview | 1273
Creatinga Tag | 1275
Managing Tags | 1279

Managing Hierarchical Tags | 1281

Using the Tag Hierarchy Pane | 1282
Using the Tag Action Bar | 1283
Using the Shortcut Menu | 1284
Using Drag-and-Drop | 1286

Using the Quick Info Tool Tip | 1286



Browsing Tagged Objects | 1287
Viewing All Tags | 1287
Adding a Child Tag | 1287
Deleting a Tag | 1287

Using Notification | 1287

Using the Tabular View Pane | 1288
Sharing a Tag | 1288
Renaming Tags | 1289
Deleting Tags | 1290
Tagging an Object | 1292
Untagging Objects | 1294
Filtering the Inventory by Using Tags | 1295
Viewing Tagged Objects | 1295
Viewing Tags for a Managed Object | 1300
Exporting Tags from Junos Space Network Management Platform | 1300

Managing DMI Schemas | 1302

DMI Schema Management Overview | 1302
Viewing and Managing DMI Schemas | 1304
Viewing Missing DMI Schemas | 1307
Setting a Default DMI Schema | 1308

Configuring Access to Juniper Networks DMI Schema Repository by Using the Configure Juniper
Repository Action | 1309

Adding Missing DMI Schemas or Updating Outdated DMI Schemas in Junos Space Network
Management Platform | 1311

Adding Missing DMI Schemas by Using the View/Install Missing Schema Action | 1311

Adding Missing DMI Schemas or Updating Outdated DMI Schemas by Using the Get Latest
Action | 1312

Adding Missing DMI Schemas or Updating Outdated DMI Schemas by Using REST APIs | 1312

Adding Missing DMI Schemas or Updating Outdated DMI Schemas by Using the Update
Schema Menu | 1315

XXXi



XXXii

Creating a Compressed TAR File for Updating DMI Schema | 1320

Creating a Compressed Tar File on Linux | 1321
Creating a Compressed Tar File on Microsoft Windows | 1322
Schemas Available in Junos Space Platform | 1323

Viewing and Deleting Unused DMI Schemas | 1324

Managing Hardware Catalog | 1326

Hardware Catalog Overview | 1326
Viewing Information About Hardware Catalog | 1328

Configuring Access to Juniper Networks Subversion Repository for Downloading Hardware
Catalog | 1329

Uploading Hardware Catalog to Junos Space Network Management Platform | 1330
Updating Hardware Catalog in Junos Space Platform by Using the Get Latest Action | 1330
Uploading Hardware Catalog to Junos Space Platform by Using the Import Option | 1330
Managing the Purging Policy | 1333

Junos Space Purging Policy and Purging Categories Overview | 1333
Viewing the Junos Space Purging Policy and Purging Criteria | 1335

Modifying the Purging Policy and Purging Criteria and Setting the Policy Status | 1337
Modifying the Purging Trigger Conditions | 1337
Modifying the Purging Criteria and Enabling or Disabling a Policy | 1339

Disaster Recovery | 1341

Disaster Recovery Overview | 1341
Validate Peer Site | 1343

Manage Disaster Recovery | 1345

Configuring Disaster Recovery at the Active Site | 1347
Configuring Disaster Recovery at the Standby Site | 1349
Actions common for both Active and Standby Site | 1351

Disaster Recovery Health | 1351
13 Troubleshooting

Knowledge Base | 1354



About This Guide

Use this guide to understand the features, such as device templates, CLI Configlets, configuration files,
and so on, offered by Junos Space Network Management Platform for managing devices running Junos
OS and the procedures to use the features. This guide also includes information about procedures, such
as viewing Junos Space licenses, managing certificates, creating roles, configuring proxy servers,
managing DMI schemas for devices running Junos OS and so on, for administering Junos Space
Platform.
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Junos Space Platform Workspaces Overview

In Junos Space Network Management Platform, the different tasks that you can perform are categorized
into workspaces. The task tree on the left side of a Junos Space Platform page is expanded by default
and displays the different Junos Space Platform workspaces and the tasks that you can perform in each
workspace.

NOTE: When you log in to Junos Space, the Applications list displays Network Management
Platform by default. You can expand this list to see the installed Junos Space applications.

You can collapse the task tree to the left by clicking the double left arrow (<<) button and expand the
task tree by clicking the double right arrow (>>) button.

The first item in the task tree is Dashboard, which provides you access to the Junos Space Platform
Dashboard page. After this, the list of the workspaces available in Junos Space Platform are displayed;
these workspaces are described at a high level in Table 1 on page 3.

NOTE: If you select a Junos Space application from the Applications list, the task tree for that
application is displayed. This topic describes the workspaces for Junos Space Platform; for the
tasks in Junos Space applications, refer to the documentation for Junos Space applications.

You can expand any workspace by clicking the expansion symbol (+) to the left of its name. When you
do so, the next level of the tasks for that workspace is displayed; some items at the second level might
contain further sub-tasks.



You can expand as many workspaces or tasks as you like; previously-expanded ones remain open until
you collapse them. The design of the task tree enables you to easily navigate across the different Junos
Space Platform workspaces and tasks.

Table 1: Junos Space Platform Workspaces

Workspace Name Description

Devices Manage devices, including adding, discovering,
importing, and updating them. For more information,
see "Device Management Overview" on page 9.

Device Templates Create configuration definitions and templates used to
deploy configuration changes on multiple Juniper
Networks devices. For more information, see "Device
Templates Overview" on page 273.

CLI Configlets CLI Configlets are configuration tools provided by
Junos OS that allow you to apply a configuration to a
device easily. For more information, see "CLI Configlets
Overview" on page 338.

Images and Scripts Deploy, verify, enable, disable, remove, and execute
scripts deployed to devices. For more information, see
"Scripts Overview" on page 479.

Download a device image from the Juniper Networks
Software download site to your local file system,
upload it into Junos Space, and deploy it on one or
more devices simultaneously. For more information,
see "Device Images Overview" on page 419.

Reports Generate customized reports for managing network
resources. For more information, see "Reports
Overview" on page 577.

Network Monitoring Perform fault monitoring and performance monitoring
of managed devices and fabric nodes. For more
information, see "Network Monitoring Workspace
Overview" on page 607.



Table 1: Junos Space Platform Workspaces (Continued)

Workspace Name Description

Configuration Files Maintain backups of device configuration in the Junos
Space Platform database. For more information, see
"Managing Configuration Files Overview" on page 738.

Jobs Monitor the progress of ongoing jobs. For more
information, see "Jobs Overview" on page 764.

Role Based Access Control Add, manage, and delete users, custom roles, domains,
and remote profiles, and manage user sessions. For
more information, see "Configuring Users to Manage
Obijects in Junos Space Overview" on page 839.

Audit Logs View and filter system audit logs, including those for
user login and logout, tracking device-management
tasks, and displaying services that were provisioned on
devices. For more information, see "Junos Space Audit
Logs Overview" on page 917.

Administration Add network nodes, back up your database, manage
licenses and applications, or troubleshoot. For more
information, see "Junos Space Administrators
Overview" on page 936, "Maintenance Mode
Overview" on page 955, and other topics related to the
Administration workspace.

‘ Viewing the Junos Space Platform Dashboard

Viewing the Junos Space Platform Dashboard

When you log in to Junos Space Network Management Platform, the home page is displayed. By default,
the home page for Junos Space Platform is the Dashboard page. However, if you previously configured a
different page as the home page, then the configured home page is displayed when you log in.



The Junos Space Platform dashboard, as shown in Figure 1 on page 5, displays graphs that provide
information about the overall system condition, the fabric load history, the active users history, and the
percentage of jobs in different states. The charts are visible to all users and are updated in real time.

NOTE: If you do not have user privileges to view detailed data, you might not be able to view
detailed information if you select a gadget.

Figure 1: Junos Space Platform Dashboard Page
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To access the Junos Space Dashboard page:

1. On the Junos Space Platform Ul, select Dashboard.
The Dashboard page is displayed.

2. (Optional) To view more information related to the overall system condition, click Overall System
Condition or the indicator needle.

You are taken to the Fabric page, where you can view detailed information about the nodes in the
fabric. For more information, see Viewing Nodes in the Fabric.

3. (Optional) To view information related to the fabric load, on the Fabric Load History graph:

e Mouse over a graph data point to view the average CPU usage percentage.
e Click the blue line depicting the CPU usage to view detailed information.

You are taken to the Fabric page, where you can view detailed information about the CPU,
memory, and disk usage for the nodes in the fabric.

4. (Optional) To view information related to the active users, on the Active Users History graph:

e Mouse over a graph data point to view the total number of active users at that point.

e Click a data point on the graph to view more information about the active users at that point.



You are taken to the User Accounts page, where the active users are displayed. For more
information, see "Viewing User Statistics" on page 871.

. (Optional) To view information related to the jobs, on the Job Information graph:

e Mouse over a segment in the pie chart to view the percentage of jobs with a particular status; for
example, cancelled jobs, successful jobs, or failed jobs.

e Click a segment of the pie chart to view details of jobs with status corresponding to the segment.

You are taken to the Job Management page, where the jobs filtered by the status are displayed.
For more information, see "Viewing Jobs" on page 771.

. (Optional) You can view records about the health and performance of the Junos Space nodes in your
Junos Space setup and the processes on these nodes in a system health report. The health and
performance data collected from the nodes is displayed in the System Health Report table. For more
information, see "Viewing the Administration Statistics" on page 239.

. (Optional) You can move any chart displayed on the Dashboard page by clicking inside the title bar
and dragging the chart.

. (Optional) You can resize any chart displayed on the Dashboard page by hovering over an edge and
clicking and dragging the edge.

Junos Space Platform Workspaces Overview | 2
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The Devices workspace in Junos Space Network Management Platform simplifies the management of
devices in your network. You use the device discovery profile or model device workflows to add multiple
devices to the Junos Space 