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About This Guide

Use this guide to understand the features, such as device templates, CLI Configlets, configuration files,
and so on, offered by Junos Space Network Management Platform for managing devices running Junos
OS and the procedures to use the features. This guide also includes information about procedures, such
as viewing Junos Space licenses, managing certificates, creating roles, configuring proxy servers,
managing DMI schemas for devices running Junos OS and so on, for administering Junos Space
Platform.
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Introduction
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Junos Space Platform Workspaces Overview

In Junos Space Network Management Platform, the different tasks that you can perform are categorized
into workspaces. The task tree on the left side of a Junos Space Platform page is expanded by default
and displays the different Junos Space Platform workspaces and the tasks that you can perform in each
workspace.

NOTE: When you log in to Junos Space, the Applications list displays Network Management
Platform by default. You can expand this list to see the installed Junos Space applications.

You can collapse the task tree to the left by clicking the double left arrow (<<) button and expand the
task tree by clicking the double right arrow (>>) button.

The first item in the task tree is Dashboard, which provides you access to the Junos Space Platform
Dashboard page. After this, the list of the workspaces available in Junos Space Platform are displayed;
these workspaces are described at a high level in Table 1 on page 3.

NOTE: If you select a Junos Space application from the Applications list, the task tree for that
application is displayed. This topic describes the workspaces for Junos Space Platform; for the
tasks in Junos Space applications, refer to the documentation for Junos Space applications.

You can expand any workspace by clicking the expansion symbol (+) to the left of its name. When you
do so, the next level of the tasks for that workspace is displayed; some items at the second level might
contain further sub-tasks.



You can expand as many workspaces or tasks as you like; previously-expanded ones remain open until
you collapse them. The design of the task tree enables you to easily navigate across the different Junos
Space Platform workspaces and tasks.

Table 1: Junos Space Platform Workspaces

Workspace Name Description

Devices Manage devices, including adding, discovering,
importing, and updating them. For more information,
see "Device Management Overview" on page 9.

Device Templates Create configuration definitions and templates used to
deploy configuration changes on multiple Juniper
Networks devices. For more information, see "Device
Templates Overview" on page 272.

CLI Configlets CLI Configlets are configuration tools provided by
Junos OS that allow you to apply a configuration to a
device easily. For more information, see "CLI Configlets
Overview" on page 337.

Images and Scripts Deploy, verify, enable, disable, remove, and execute
scripts deployed to devices. For more information, see
"Scripts Overview" on page 478.

Download a device image from the Juniper Networks
Software download site to your local file system,
upload it into Junos Space, and deploy it on one or
more devices simultaneously. For more information,
see "Device Images Overview" on page 418.

Reports Generate customized reports for managing network
resources. For more information, see "Reports
Overview" on page 576.

Network Monitoring Perform fault monitoring and performance monitoring
of managed devices and fabric nodes. For more
information, see "Network Monitoring Workspace
Overview" on page 606.



Table 1: Junos Space Platform Workspaces (Continued)

Workspace Name Description

Configuration Files Maintain backups of device configuration in the Junos
Space Platform database. For more information, see
"Managing Configuration Files Overview" on page 737.

Jobs Monitor the progress of ongoing jobs. For more
information, see "Jobs Overview" on page 763.

Role Based Access Control Add, manage, and delete users, custom roles, domains,
and remote profiles, and manage user sessions. For
more information, see "Configuring Users to Manage
Obijects in Junos Space Overview" on page 838.

Audit Logs View and filter system audit logs, including those for
user login and logout, tracking device-management
tasks, and displaying services that were provisioned on
devices. For more information, see "Junos Space Audit
Logs Overview" on page 916.

Administration Add network nodes, back up your database, manage
licenses and applications, or troubleshoot. For more
information, see "Junos Space Administrators
Overview" on page 935, "Maintenance Mode
Overview" on page 954, and other topics related to the
Administration workspace.

‘ Viewing the Junos Space Platform Dashboard

Viewing the Junos Space Platform Dashboard

When you log in to Junos Space Network Management Platform, the home page is displayed. By default,
the home page for Junos Space Platform is the Dashboard page. However, if you previously configured a
different page as the home page, then the configured home page is displayed when you log in.



The Junos Space Platform dashboard, as shown in Figure 1 on page 5, displays graphs that provide
information about the overall system condition, the fabric load history, the active users history, and the
percentage of jobs in different states. The charts are visible to all users and are updated in real time.

NOTE: If you do not have user privileges to view detailed data, you might not be able to view
detailed information if you select a gadget.

Figure 1: Junos Space Platform Dashboard Page
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To access the Junos Space Dashboard page:

1. On the Junos Space Platform Ul, select Dashboard.
The Dashboard page is displayed.

2. (Optional) To view more information related to the overall system condition, click Overall System
Condition or the indicator needle.

You are taken to the Fabric page, where you can view detailed information about the nodes in the
fabric. For more information, see Viewing Nodes in the Fabric.

3. (Optional) To view information related to the fabric load, on the Fabric Load History graph:

e Mouse over a graph data point to view the average CPU usage percentage.
e Click the blue line depicting the CPU usage to view detailed information.

You are taken to the Fabric page, where you can view detailed information about the CPU,
memory, and disk usage for the nodes in the fabric.

4. (Optional) To view information related to the active users, on the Active Users History graph:

e Mouse over a graph data point to view the total number of active users at that point.

e Click a data point on the graph to view more information about the active users at that point.



You are taken to the User Accounts page, where the active users are displayed. For more
information, see "Viewing User Statistics" on page 870.

. (Optional) To view information related to the jobs, on the Job Information graph:

e Mouse over a segment in the pie chart to view the percentage of jobs with a particular status; for
example, cancelled jobs, successful jobs, or failed jobs.

e Click a segment of the pie chart to view details of jobs with status corresponding to the segment.

You are taken to the Job Management page, where the jobs filtered by the status are displayed.
For more information, see "Viewing Jobs" on page 770.

. (Optional) You can view records about the health and performance of the Junos Space nodes in your
Junos Space setup and the processes on these nodes in a system health report. The health and
performance data collected from the nodes is displayed in the System Health Report table. For more
information, see "Viewing the Administration Statistics" on page 938.

. (Optional) You can move any chart displayed on the Dashboard page by clicking inside the title bar
and dragging the chart.

. (Optional) You can resize any chart displayed on the Dashboard page by hovering over an edge and
clicking and dragging the edge.

Junos Space Platform Workspaces Overview | 2

Overall System Condition and Fabric Load History Overview
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Device Management
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The Devices workspace in Junos Space Network Management Platform simplifies the management of
devices in your network. You use the device discovery profile or model device workflows to add multiple
devices to the Junos Space Platform database. Then you can perform the following tasks to manage,
configure, and monitor the devices from the Devices workspace:

e View the connection status and managed status of the managed devices.
e View the operational and administrative status of the physical interfaces of the devices.

e View the hardware inventory of a selected device, such as information about power supplies, chassis
cards, fans, Flexible PIC Concentrators (FPCs), and available PIC slots.

e Change the mode to authenticate the devices.



View, modify, and deploy the configuration to the devices. For example, deploy a service order to
activate a service on your managed devices.

Execute scripts on and apply CLI Configlets to the devices.

View information about the scripts associated with or executed on the devices and the device images
staged on the devices.

Access the devices from the Junos Space user interface and execute commands on the devices.

If the network is the system of record, resynchronize a managed device with the Junos Space
Network Management Platform database so that both the device and the database contain the same
device configuration. (If Junos Space Network Management Platform is the system of record, this
capability is not available.)

View statistics about the managed devices in your network, including the number of devices by
platform and the number of devices by Junos OS release.

Clone the devices.
Reboot the devices.

Monitor and troubleshoot problems on the devices.

This topic describes the following:

Managed and Unmanaged Devices

With Junos Space Platform, you can add the following types of devices to the Junos Space Platform

database:

Managed devices-Managed devices are Juniper Networks devices running Junos OS. For more
information about Juniper Networks devices supported on Junos Space Platform, refer to "Juniper
Networks Devices Supported by Junos Space Network Management Platform" on page 20.

Juniper Networks devices, such as MX480 and MX960 routers running as aggregation devices,
display the number of satellite devices to which the aggregation device is connected and the mode of
the aggregation device (that is, single-home or multihome). For more information about inventory
and interfaces, see "Device Inventory Overview" on page 115. For more information about
aggregation devices, satellite devices, and Junos Fusion technology, refer to the Junos Fusion
documentation.

Unmanaged devices-Unmanaged devices are non-Juniper Networks devices. Junos Space Platform
displays the IP addresses and hostnames of unmanaged devices. The managed status of unmanaged
devices is Unmanaged. The device status in several columns is displayed as NA. For more
information, refer to "Viewing Managed Devices" on page 14. For information about adding



unmanaged devices to Junos Space Network Management Platform, see "Adding Unmanaged
Devices" on page 194.

IPv4 and IPv6 Address Support

Junos Space Platform supports both IPv4 and IPv6 addresses for the following device management
tasks:

e Discovering devices

e Adding unmanaged devices

e Creating connection profiles and modeling devices
o Connecting to devices through Secure Console

o Uploading RSA keys to devices

NOTE: The IP addresses that you input for these tasks either manually or by using a CSV file are
validated on the basis of the format of the IP address.

Device Discovery Profiles Overview | 43

Device Inventory Overview | 115

Systems of Record in Junos Space Overview | 37

DMI Schema Management Overview | 1306

Understanding How Junos Space Automatically Resynchronizes Managed Devices | 39

Junos Space IPv6 Support Overview | 952

Confirmed-commit from Junos Space Network Management Platform

Junos Space Network Management Platform supports the Junos OS confirmed-commit functionality. By
default, Junos Space Platform uses confirmed-commit for all commit operations on all devices that are
discovered on Junos Space Platform and that support the confirmed-commit NETCONF capability. The
default timeout value for the confirmed-commit operations issued by Junos Space Platform is 10
minutes. Junos Space Platform sends a remote procedure call (RPC) for confirmed-commit immediately
after sending the RPC for a commit. The devices stay connected even if the commit operation contains



an incorrect configuration edit that may disconnect the device from Junos Space Platform. An EJB
callback method is used to verify the change in configuration on the device.

A candidate configuration created using the Schema-based Configuration Editor and Configuration
Guides support the confirmed-commit functionality. If you are deploying the configuration by using a
template, you need to publish these templates to the candidate configuration of the device. When you
push the configuration to the devices by using the Schema-based Configuration Editor, templates, or the
Configuration Guide, the job triggered for these tasks display the timeout value of confirmed-commit.
Job details include the time taken for the EJB callback method to return a value and the time taken to
confirm the commit operation or perform a rollback operation.

Table 2 on page 12 lists the managed status of the device in NSOR and SSOR modes when a candidate
configuration is deployed to a device that supports the confirmed-commit NETCONF capability. It also
lists the status of the job details when the confirmed-commit operation is a success or failure in these
modes.

Table 2: Managed Status in NSOR and SSOR Modes for confirmed-commit

Confirmed-commit and EJB Callback = NSOR Mode SSOR Mode Job Result
Method Success and Failure and Details
Conditions

Junos Space Platform issues a In Sync Space Changed NA

confirmed-commit operation with a
timeout value.

An EJB callback is sent to the device NA NA NA
to verify the change in configuration
on the device.

The EJB callback method does not In Sync Space Changed Failed
return any value within the
confirmed-commit timeout interval.

The EJB callback method returns Out Of Sync followed by In Sync or Space Success
True and the commit is confirmed. resynchronization by Junos | Changed (if new changes
Space Platform are added to the

candidate configuration)



Table 2: Managed Status in NSOR and SSOR Modes for confirmed-commit (Continued)

Confirmed-commit and EJB Callback =~ NSOR Mode SSOR Mode Job Result
Method Success and Failure and Details
Conditions

The EJB callback method returns Out Of Sync followed by Space Changed Failure with
False and the configuration is rolled resynchronization by Junos the failed
back. Space Platform callback error
The EJB callback method returns Out Of Sync followed by Space Changed, Device Failure with
False and the device is automatically resynchronization by Junos | Changed (after Junos auto-rollback
rolled back to the currently active Space Platform Space Platform receives details
configuration. the system log about the

auto-rollback operation
on the device)

NOTE: In SSOR mode, if a confirmed-commit is not successful and if the device is automatically
rolled back, you need to manually accept the change by using the Resolve Out-of-band Changes
workflow to change the managed status of the device to In Sync.

NOTE: If a device is disconnected from Junos Space Platform (that is, Connection Status is down)
after Junos Space Platform issues a confirmed-commit and is automatically rolled back before
connecting back to Junos Space Platform, you need to manually check the device configuration
from the CLI to confirm that the commit operation was successful.

Viewing the Configuration Change Log | 190
Viewing Managed Devices | 14
Reviewing and Deploying the Device Configuration | 141
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I Viewing Managed Devices

You can view details of all managed devices in your network, such as the operating system, platform, IP
address, license, and connection status. Device information is displayed in a table. Unmanaged devices
are also shown, but without status and some other information.

You can also view devices that are in the managed status from the Network Monitoring workspace,
through the Node List (see "Viewing the Node List" on page 616). If the network is the system of record,
you can resynchronize your managed devices with the Junos Space Platform database (see
"Resynchronizing Managed Devices with the Network" on page 260).

Neither manual nor automatic resynchronization occurs when Junos Space Network Management
Platform is the system of record. See "Systems of Record in Junos Space Overview" on page 37.

To view configuration and runtime information of managed devices:

1. On the Network Management Platform Ul, select Devices > Device Management.

The Device Management page is displayed.

Figure 2 on page 14 shows the Device Management page.

Figure 2: Device Management Page
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Table 3 on page 15 describes the fields displayed on the inventory page. In the table, an asterisk
against a field name indicates that the field is not shown by default.



Table 3: Fields in the Device Management Table

Field Description
Name Name of the device as stored in the Junos Space Platform database
Device Alias Value of the Device Alias custom label for the device. By default, this field is not

displayed on the page. (This field is empty if the Device Alias custom label is not
added or no value is assigned to the Device Alias custom label for the device.)

IP Address IPv4 or IPvé6 address of the device

Serial Number Serial number of the device chassis (This field displays Unknown for an
unmanaged device.)

Connection Status Connection status of the device in Junos Space Platform. Different values are
displayed in network as system of record (NSOR) and Junos Space as system of
record (SSOR) modes.

e Up—The device is connected to Junos Space Platform.

When the connection status is up, in NSOR mode, the managed status is Out
Of Sync, Synchronizing, In Sync, or Sync Failed.

In SSOR mode, the status is In Sync, Device Changed, Space Changed, Both
Changed, or Unknown (which usually means connecting).

e Down—The device is not connected to Junos Space Platform.

When the Connection status is down, the managed status is None or
Connecting.

NOTE: View Action provides hyperlink to a set of remedies or quick help
options to recover the connection.

o NA-—The device is unmanaged.



Table 3: Fields in the Device Management Table (Continued)

Field

Managed Status

Description

Current status of the managed device in Junos Space Platform:

Connecting—Junos Space Platform has sent a connection remote procedure
call (RPC) and is waiting for the first connection from the device.

NOTE: View Action provides a hyperlink to a set of remedies or quick help
options to recover the status of the device when it takes longer time than
usual to connect.

In Sync—The synchronization operation has completed successfully; Junos
Space Platform and the device are synchronized with each other.

None—The device is discovered, but Junos Space Platform has not yet sent a
connection RPC.

NOTE: View Action provides a hyperlink to a set of remedies or quick help
options to recover the status of the device when the connection status of the
device is Down.

Out Of Sync—In NSOR mode, the device has connected to Junos Space
Platform, but the synchronization operation has not been initiated, or an out-
of-band configuration change on the device was detected and auto-
resynchronization is disabled or has not yet started.

Device Changed—In SSOR mode, there are changes made to the device
configuration from the device CLI.

Space Changed—In SSOR mode, there are changes made to the device
configuration from Junos Space Platform.

Space & Device Changed—In SSOR mode, there are changes made to the
device configuration from the device CLI and Junos Space Platform. Neither
automatic nor manual resynchronization is available.

Synchronizing—The synchronization operation has started as a result of
device discovery, a manual resynchronization operation, or an automatic
resynchronization operation.

Sync Failed—The synchronization operation failed.

NOTE: View Action provides a hyperlink to a set of remedies or quick help
options to recover the status of the device when the connection status is Up
or Down.



Table 3: Fields in the Device Management Table (Continued)

Field

Platform

OS Version

Schema Version

Physical Interfaces

Logical Interfaces

Device Family

Description

e Reactivate Failed— The reactivation operation of the device failed.

NOTE: View Action provides a hyperlink to a set of remedies or quick help
options to recover the status of the device when the reactivation has failed.

e Unmanaged—The device is unmanaged.
e Modeled—The device is modeled.

e Waiting for deployment—The modeled device is unreachable and needs to be
activated.

Model number of the device (For an unmanaged device, the platform details are
discovered through SNMP. If the platform details cannot be discovered, the field
displays Unknown.)

Operating system firmware version running on the device (This field displays
Unknown for an unmanaged device.)

DMI schema version that Junos Space Platform uses for this device (This field
displays Unknown for an unmanaged device.) See "DMI Schema Management
Overview" on page 1306.

Link to the view of physical interfaces for the device (The field displays NA for an
unmanaged device.)

Link to the view of logical interfaces for the device (The field displays NA for an
unmanaged device.)

Device family of the selected device (For an unmanaged device, this is the same
as the vendor name you provided. The field displays Unknown if no vendor name
was provided and if SNMP is not used or has failed.)



Table 3: Fields in the Device Management Table (Continued)

Field

Configuration State

Last Rebooted Time

Vendor

Authentication Status

Aggregation Device

Description

Current state of the device configuration:

e NA - No change is made to the configuration. This is the default state.

e Created - A change is made to the device configuration from Junos Space
Platform.

e Approved - The device configuration is approved.

e Rejected - The device configuration is rejected.

Date and time when the device was last rebooted manually (that is, the device
status changes from Down to Up) or from Junos Space Platform

Name of the device vendor (For an unmanaged device, the field displays
Unknown if the vendor name was not provided and cannot be discovered
through SNMP.)

e Key Based—The authentication key was successfully uploaded.

e Credential Based—A key upload was not attempted; log in to this device with

your credentials.

e Key Based - Unverified—The new fingerprint on the device is not updated in
the Junos Space Platform database.

o Key Conflict - Unverified—The key upload was unsuccessful; the new

fingerprint on the device is not updated in the Junos Space Platform database.

e Credentials Based - Unverified—The new fingerprint on the device is not
updated in the Junos Space Platform database.

o Key Conflict—The device was not available; the key upload was unsuccessful.

e Fingerprint Conflict—The fingerprint stored in the Junos Space Platform
database differs from the fingerprint on the device.

o NA-—The device is unmanaged.

Mode of the aggregation device: single-home or multihome



Table 3: Fields in the Device Management Table (Continued)

Field Description

Satellite Number of satellite devices connected to the aggregation device
Devices(Number)

Connection Type e Reachable Device initiated—This is a device-initiated connection from an
internal device (without a NAT server to route the connection) and the device
is reachable.

e Reachable Device initiated-External—This is a device-initiated connection
from an external device (NAT server routes the connection) and the device is
reachable.

e Junos Space initiated—This is a connection initiated by Junos Space to an
internal device (without a NAT server to route the connection).

e Junos Space initiated-External—This is a connection initiated by Junos Space
to an external device (NAT server routes the connection) and the device is
reachable.

e Modeled—This is a device-initiated connection and the device is unreachable.

Device Network Whether the device is connected to Junos Space Platform through a NAT server

e Internal—The device is connected to Junos Space Platform directly—that is,
without a NAT server

e External—The NAT server routes the connection to Junos Space Platfom

2. (Optional) Sort the table by mousing over the column head for the data that you want to sort and
clicking the down arrow. Select Sort Ascending or Sort Descending.

3. (Optional) Show columns not in the default tabular view, or hide columns, as follows:

a. Mouse over any column head and click the down arrow.
b. Select Columns from the menu.

c. Select the check boxes against the columns that you want to view. Clear the check boxes against
the columns that you want to hide.

4. (Optional) View information about devices as follows:

e To restrict the display of devices, enter search criteria of one or more characters in the Search
field and press Enter.



All devices that match the search criteria are shown in the main display area.

o To view hardware inventory for a device, select the row against the device and select Device
Inventory > View Physical Inventory from the Actions menu. Alternatively, right-click the device
name and select Device Inventory > View Physical Inventory.

e To view the physical or logical interfaces of a device, click the View link in the appropriate column
and row for the device.

To view the physical or logical interfaces of more than one device, select the required devices,
right-click and select Device Inventory > View Logical Interfaces.

The View Logical Interfaces page displays the list of logical interfaces of the selected devices.

Release History Table

Release = Description

16.1R1 Reachable Device initiated-External—This is a device-initiated connection from an external device (NAT
server routes the connection) and the device is reachable.

16.1R1 Junos Space initiated-External—This is a connection initiated by Junos Space to an external device (NAT
server routes the connection) and the device is reachable.

Viewing the Physical Inventory | 117

Exporting the License Inventory

Viewing Physical Interfaces of Devices | 122

Device Discovery Profiles Overview | 43

Viewing the Node List | 616

Resynchronizing Nodes in Network Monitoring | 619

Systems of Record in Junos Space Overview | 37

Juniper Networks Devices Supported by Junos Space Network
Management Platform

Table 4 on page 21 lists all the Juniper Networks product series and devices supported by Junos Space
Network Management Platform. The Junos Space Platform release notes lists only the new devices that
are supported with that release.



NOTE: Ensure that you install the exact matching or closest matching of Junos OS schema on the
Junos Space Platform. For more information, see Table 5 on page 29.

Table 4: Devices Supported by Junos Space Platform

Product Series Model Junos Space Release

ACX Series ACX500 Junos Space Platform 14.1R2 or later
ACX710 Junos Space 20.1R1 hot patch vior

later

ACX1000 Junos Space Platform 12.2 or later
ACX1100 Junos Space Platform 12.3 or later
ACX2000 Junos Space Platform 12.2 or later
ACX2100 Junos Space Platform 12.3 or later
ACX2200 Junos Space Platform 12.3 or later
ACX4000 Junos Space Platform 13.1 or later
ACX5048

Junos Space Platform 15.1 or later

ACX5096 Junos Space Platform 15.1 or later
ACX5448 Junos Space Platform 18.4 or later
BX Series BX7000 Junos Space Platform 11.3 or later

EX Series EX2200 Junos Space Platform 16.1 or later



Product Series

Table 4: Devices Supported by Junos Space Platform (Continued)

Model

EX2300

EX2300-24MP

EX2300-48MP

EX3300

EX3400

EX4300

EX4300-48MP

EX4400-24T

EX4400-48F

EX4400-48P

EX4400-48T

EX4500

EX4550

EX4550-40G

EX4600

Junos Space Release

Junos Space Platform 15.2R2 or later

Junos Space Platform 18.1 or later

Junos Space Platform 17.2 or later

Junos Space Platform 11.4 or later

Junos Space Platform 15.2R2 or later

Junos Space Platform 13.1 or later

Junos Space Platform 18.3R1 or later

Junos Space Platform 21.1R1 or later

Junos Space Platform 21.1R1 or later

Junos Space Platform 21.1R1 or later

Junos Space Platform 21.1R1 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 13.3 or later



Table 4: Devices Supported by Junos Space Platform (Continued)

Product Series Model Junos Space Release
EX4650 Junos Space Platform 18.4 or later
EX6200 Junos Space Platform 13.2 or later
EX6210 Junos Space Platform 11.4 or later
EX9200 Junos Space Platform 13.1 or later
EX9204 Junos Space Platform 13.1 or later
EX9208 Junos Space Platform 13.1 or later
EX9214 Junos Space Platform 13.1 or later
EX9251 Junos Space Platform 18.1 or later
EX9253 Junos Space Platform 18.2 or later
EX4400-24MP Junos Space Platform 21.2 or later
EX4400-48MP Junos Space Platform 21.2 or later

EX Virtual Chassis EX3300-VC Junos Space Platform 15.2 or later
EX4200-VC Junos Space Platform 11.4 or later
EX4300-VC Junos Space Platform 13.1 or later

EX4550-VC Junos Space Platform 13.1 or later



Table 4: Devices Supported by Junos Space Platform (Continued)

Product Series Model Junos Space Release
EX4600-VC Junos Space Platform 16.1 or later
EX-XRE Junos Space Platform 14.1R2 or later
Firefly VSRX Firefly Junos Space Platform 15.1 or later
Junos Fusion Junos Fusion Edge Junos Space Platform 17.1 or later
LN Series LN1000 Junos Space Platform 12.3 or later
LN2600 Junos Space Platform 12.3 or later
M Series M7i Junos Space Platform 16.1 or later
M10i
M40e
M120
M320
MCG Series MCG5000 Junos Space Platform 11.3 or later
MX Series MX5 Junos Space Platform 12.1 or later
MX10 Junos Space Platform 11.4 or later
MX80 Junos Space Platform 14.1 or later
MX104 Junos Space Platform 13.2 or later

MX204 Junos Space Platform 18.2 or later



Table 4: Devices Supported by Junos Space Platform (Continued)

Product Series

MX Series Virtual Chassis

PTX Series

Model

MX240

MX480

MX960

MX10003

MX10008

MX10016

MX2008

MX2010

MX2020

MX-VC

PTX1000

PTX3000

PTX5000

PTX10008

PTX10016

Junos Space Release

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 18.4 or later

Junos Space Platform 18.4 or later

Junos Space Platform 18.4 or later

Junos Space Platform 17.1 or later

Junos Space Platform 12.3 or later

Junos Space Platform 12.3 or later

Junos Space Platform 14.1 or later

Junos Space Platform 17.1 or later

Junos Space Platform 13.2 or later

Junos Space Platform 12.3 or later

Junos Space Platform 17.2 or later

Junos Space Platform 17.2 or later



Table 4: Devices Supported by Junos Space Platform (Continued)

Product Series

QFX Series

Model

PTX10001-20C

QFX3000

QFX3000-G

QFX3000-M

QFX3500

QFX3600

QFX5100

QFX5110-32Q

QFX5110-48S

QFX5120-32C

QFX5120

QFX5210

QFX5200

QFX5200-48Y

QFX5210-64C

Junos Space Release

Junos Space Platform 18.3R1 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.3 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.2 or later

Junos Space Platform 17.1 or later

Junos Space Platform 17.1 or later

Junos Space Platform 19.4 or later

Junos Space Platform 18.4 or later

Junos Space Platform 18.4 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 18.1 or later

Junos Space Platform 18.1 or later



Table 4: Devices Supported by Junos Space Platform (Continued)

Product Series

QFX Series Virtual Chassis

SRX Series

Model

QFX10002-36Q

QFX10002-36Q-DC

QFX10002-60C

QFX10002-72Q

QFX10002-72Q-DC

QFX10008

QFX10016

QFX5120-48YM-8C

QFX-VC

SRX100

SRX110H-VB

SRX210

SRX220

SRX240

SRX240H

Junos Space Release

Junos Space Platform 15.1 or later

Junos Space Platform 15.1 or later

Junos Space Platform 18.1 or later

Junos Space Platform 15.1 or later

Junos Space Platform 15.1 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 21.1R1 or later

Junos Space Platform 14.1 or later

Junos Space Platform 11.4 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 14.1R1 or later



Table 4: Devices Supported by Junos Space Platform (Continued)

Product Series Model Junos Space Release
SRX300 Junos Space Platform 15.1R2 or later
SRX320 Junos Space Platform 15.1R2 or later
SRX320-PoE Junos Space Platform 15.1R2 or later
SRX340 Junos Space Platform 15.1R2 or later
SRX345 Junos Space Platform 15.1R2 or later
SRX380 Junos Space 20.1R1 hot patch vior
later

SRX550 Junos Space Platform 15.1R2 or later
SRX550-M Junos Space Platform 15.1R2 or later
SRX650 Junos Space Platform 13.1 or later
SRX1400 Junos Space Platform 16.1 or later
SRX1500 Junos Space Platform 15.1R2 or later
SRX3400 Junos Space Platform 14.1R1 or later
SRX4100 Junos Space Platform 16.1 or later
SRX4200 Junos Space Platform 16.1 or later

SRX4600 Junos Space Platform 17.2 or later



Table 4: Devices Supported by Junos Space Platform (Continued)

Product Series

Virtual SRX Series

T Series

Virtual MX Series

Virtual route reflector (VRR)

WLC Series

Model

SRX5400

SRX5600

SRX5800

SRX3600

VSRX 3.0

T4000

vMX

VRR

WLC device

Junos Space Release

Junos Space Platform 13.2 or later

Junos Space Platform 18.2 or later

Junos Space Platform 13.3 or later

Junos Space Platform 13.3 or later

Junos Space Platform 18.2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 15.1 or later

Junos Space Platform 14.1R2 or later

Junos Space Platform 14.1 or later

Table 5: Devices Supported by Junos Space Platform with Compatible Junos OS Releases

Product Series

ACX Series

EX Series

Model Supported Junos Qualified Schema Version
Operating System (Junos
OS) Releases

ACX710 20.2R1 20.2R1

ACX5448 18.3R1 18.4R1.8
18.4R1.8 or later 18.4R1.8

EX2200 12.3R12-510 12.3R12-510

14.1X53-D44.3 or later 14.1X53-D44.3



Table 5: Devices Supported by Junos Space Platform with Compatible Junos OS Releases (Continued)

Product Series

Model

EX2300

EX3300

EX3400

EX4300

EX4300-48MP

EX4400-24T

EX4400-48F

EX4400-48P

EX4400-48T

EX4500

EX4550

Supported Junos
Operating System (Junos
OS) Releases

18.1R3.3

18.4R1.8 or later

12.3R12-510

15.1R7.9 or later

18.1R3.3

18.4R1.8 or later

17.3R3-51.5

18.4R1.8 or later

17.3R3-51.5

18.4R1.8 or later

21.1R1.11 or later

21.1R1.11 or later

21.1R1.11 or later

21.1R1.11 or later

15.1R7.9 or later

15.1R7.9 or later

Qualified Schema Version

18.1R3.3

18.4R1.8

12.3R12-510

15.1R7.9

18.1R3.3

18.4R1.8

17.3R3-51.5

18.4R1.8

18.4R1.8

21.1R1.11 or later

21.1R1.11 or later

21.1R1.11 or later

21.1R1.11 or later

15.1R7.9

15.1R7.9



Table 5: Devices Supported by Junos Space Platform with Compatible Junos OS Releases (Continued)

Product Series

EX Virtual Chassis

MX Series

Model

EX4600

EX4650

EX9200

EX9204

EX9208

EX9214

EX4400-24MP

EX4400-48MP

EX4200-VC

EX3400-VC

MX204

MX240

Supported Junos
Operating System (Junos
OS) Releases

17.3R3-51.5

18.4R1.8 or later

18.4R1.8 or later

17.3R3-51.5

18.3R1.9 or later

20.3R1.3 or later

20.3R1.3 or later

20.3R1.3 or later

21.2R1.10 or later

21.2R1.10 or later

12.2R1 or later

20.2R2.8 or later

18.4R1 or later

13.2R2.4 or later

Qualified Schema Version

17.3R3-51.5

18.4R1.8

18.4R1.8

17.3R3-51.5

18.3R1.9

20.3R1.3

20.3R1.3

20.3R1.3

21.2R1.10

21.2R1.10

15.1R7.9

20.2R2.8

18.4R1.8

17.3R3.9

18.4R1.8



Table 5: Devices Supported by Junos Space Platform with Compatible Junos OS Releases (Continued)

Product Series

SRX Series

QFX Series

Model

MX480

MX10003

MX10008

MX10016

MX960

SRX380

QFX5100

QFX5110-32Q

QFX5110-48S

QFX5120

QFX5210

Supported Junos

Operating System (Junos

OS) Releases

13.2R2.4 or later

18.4R1.8 or later

18.4R1.8 or later

18.4R1.8 or later

21.2R1.6 or later

21.2R1.8 or later

20.2R1

17.3R3 or later

17.3R3 or later

17.3R3-51.5

19.1R1.6 or later

18.4R1.8 or later

19.1R1.6 or later

Qualified Schema Version

17.3R3-52.2

17.3R3.9

19.1R1.6

18.4R1.8

18.4R1.8

18.4R1.8

21.2R1.6

21.2R1.8

20.2R1

17.3R3-51.5

18.4R1.8

17.3R3-51.5

19.1R1.6

17.3R3-51.5

19.1R1.6

18.4R1.8

19.1R1.6



Table 5: Devices Supported by Junos Space Platform with Compatible Junos OS Releases (Continued)

Product Series

Model

QFX5200

QFX10002-36Q

QFX10002-36Q-DC

QFX10002-60C

QFX10002-72Q

QFX10002-72Q-DC

QFX10008

QFX5120-48T-6C

QFX5120-48YM-8C

Device Management Overview | 9

Supported Junos Qualified Schema Version
Operating System (Junos
OS) Releases
17.3R3 or later 17.3R3.9
18.4R1.8
17.3R3 or later 17.3R3-51.5
19.1R1.6
17.3R3 or later 17.3R3-51.5
19.1R1.6
17.3R3 or later 17.3R3-51.5
19.1R1.6
17.3R3 or later 17.3R3-51.5
19.1R1.6
17.3R3-51.5 or later 17.3R3-51.5
17.3R3 or later 17.3R3.9
18.4R1.8
20.2R1.10 or later 20.2R1.10
20.4R1.12 20.4R1.12



Viewing Managed Devices | 14
Device Discovery Profiles Overview | 43

Junos OS Releases Supported in Junos Space Network Management Platform | 148

Uploading Device Tags by Using a CSV File

Device tags help you easily identify managed devices when deploying a device template, upgrading a
device image, staging scripts, or applying CLI Configlets to devices. Device tags associate the IP address
or hostname of a managed device with a tag.

Starting with Junos Space Network Management Platform Release 15.2R1, you can upload device tags
from the local computer to Junos Space Network Management Platform. You use the Devices
workspace to upload device tags by using a CSV file. You can assign the tags created using this task to
other Junos Space objects. For more information, refer to "Tagging an Object" on page 1296.

NOTE: You must create a CSV file with the correct IP address or hostname of a device, tag name,
and tag type, which could be private or public. If you do not specify whether the tag is private or
public, by default a public tag is created.

Tag names must not exceed 255 characters. Tag names must not start with a space, and cannot
contain a comma, double quotation marks, and parentheses. Also, you cannot name a tag
“Untagged” because it is a reserved term.

Entries pertaining to incorrect IP addresses or hostnames are not uploaded to Junos Space
Platform. You can view incorrect entries in the job results.

To upload device tags by using a CSV file:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.
The Device Management page that appears displays all devices managed by Junos Space Platform.
2. Click the Tag Devices by CSV icon.
The Upload Tags CSV File pop-up window is displayed.
3. (Optional) To view a sample CSV file, click the Sample CSV hyperlink.
4. Click Browse to select the CSV file from the local computer.
5. Click Import.

The details of the devices and tags are uploaded to Junos Space Platform. A Job Information dialog

box is displayed.

a. Click OK.



You are redirected to the Device Management page.

To view job details:

a. Click the job ID in the Job Information dialog box.

You are redirected to the Job Management page with the filtered view of the job.

When the job is complete, all devices with correct details are assigned the tags you uploaded through
the CSV file. To view the tags, go to Administration > Tags.
Release History Table

Release = Description

15.2R1 Starting with Junos Space Network Management Platform Release 15.2R1, you can upload device tags
from the local computer to Junos Space Network Management Platform.

Tags Overview | 1277
Deleting Tags | 1294
Exporting Tags from Junos Space Network Management Platform | 1304

Filtering Devices by CSV

You can filter the devices on the Device Management page using a CSV file.
To filter devices using a CSV file:

1. On the Junos Space Network Management Platform user interface, select Devices >Device
Management.

The Device Management page is displayed.
2. Select Filter by CSV from the Actions menu.
The Select CSV File pop-up window is displayed.
3. (Optional) To view a sample CSV file, click the Sample CSV hyperlink.
4. Click Browse and select the CSV file from the local computer.
5. Click Import.

A progress bar is displayed. Junos Space Network Management Platform validates the values you
provided in the CSV file. If the validation fails, a pop-window is displayed. This pop-up window
displays the list of devices that were not validated.



If the CSV file is imported successfully, the Device Management page is filtered and lists only those
devices whose host names were listed in the CSV file.
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Although by default the Junos Space network you are administering is the system of record (SOR)—each
device defines its own official state—you may prefer to have the Junos Space Network Management
Platform database contain the official state of the network, enabling you to restore that official state if
unwanted out-of-band changes are made to a device. This feature enables you to designate Junos Space
Network Management Platform as the SOR if you prefer.

Systems of Record

A network managed by Junos Space Network Management Platform contains two repositories of
information about the devices in the network: the devices themselves (each device defines and reports
its official state) and the Junos Space Network Management Platform database (which contains
information that is reported by the device during device discovery). One of these repositories must have
precedence over the other as the accepted desirable state. By default, the network itself is the system of
record (NSOR).

In NSOR, when a local user commits a change in the configuration of a network device, the commit
operation triggers a report via system log to Junos Space Network Management Platform. The values in



the Junos Space Network Management Platform database are automatically changed to match the new
device values, and the timestamps are synchronized. Thus the devices control the contents of the
database.

As of version 12.2, you can designate the Junos Space Network Management Platform database values
as having precedence over any values configured locally at a device. In this scenario, Junos Space
Network Management Platform (database) is the system of record (SSOR). It contains the configurations
that the Junos Space administrator considers best for the network devices. If an out-of-band commit
operation is executed on a network device, Junos Space Network Management Platform receives a
system log message, but the values in the Junos Space Network Management Platform database are not
automatically changed or synchronized. Instead, the administrator can choose whether or not to
overwrite the device's local changes by pushing the accepted configuration to the device from the Junos
Space Network Management Platform database.

The choice of pushing the Junos Space Network Management Platform configuration is left to the
administrator because the local device changes may, for example, be part of a temporary test that the
administrator would not want to interrupt. However, if the tester forgets to reset the configuration at
the end of the test, the administrator might then push the SSOR configuration to the device.

Implications on device management

The basic difference between NSOR and SSOR lies in whether or not the Junos Space Network
Management Platform database is automatically synchronized when changes are made to a network
device, and which set of values has precedence.

Setting the Junos Space Network Management Platform database as the system of record does not
protect your network from local changes. The device notifies Junos Space Network Management
Platform via system log when the changes occur, and it does not resynchronize, so you still have the
previous configuration and you can reset the remote device quickly if you need to do so. In an NSOR
scenario, Junos Space Network Management Platform is also notified via system log. You can still push a
more desirable configuration to the device, but this process is less efficient.

In the NSOR scenario, you can disable automatic resynchronization. When autoresynchronozation is
turned off, the server continues to receive notifications and goes into the out-of-sync state; however,
autoresynchronozation does not run on the device. You can manually resynchronize a device in such a
case.

NSOR with automatic resynchronization disabled is not equivalent to SSOR: manually resynchronizing
under NSOR updates the values in the Junos Space Network Management Platform database to reflect
those on the device. This never happens under SSOR, where the Junos Space Network Management
Platform database values have precedence over the device values, and synchronizing them involves
pushing the database values to the device, effectively resetting the device’s out-of-band changes.
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When configuration changes are made on a physical device that Junos Space Network Management
Platform manages, Junos Space Platform reacts differently depending on whether the network itself is
the system of record (NSOR) or Junos Space Platform is the system of record (SSOR).

In the NSOR case, Junos Space Platform receives a system log message from the modified device and
automatically resynchronizes the configuration values in its database with those of the device. This
ensures that the device inventory information in the Junos Space Platform database matches the current
configuration information on the device.

In the SSOR case, the Junos Space Platform receives a system log message from the modified device.
The Managed Status of that device changes from In Sync to Device Changed (if the changes are made
from the device CLI), Space Changed (if the changes are made from Junos Space Platform), or Space &
Device Changed (if the changes are made both from the device CLI and Junos Space Platform), but no
resynchronization occurs. The Junos Space Platform administrator can choose whether or not to reset
the device’s configuration to match the configuration values in the Junos Space Platform database.

This topic covers:

Network as System of Record

After Junos Space Platform discovers and imports a device, if the network is the system of record, Junos
Space Platform enables the auto-resynchronization feature on the device by initiating a commit
operation.

After auto-resynchronization is enabled, any configuration changes made on the device, including out-
of-band CLI commits and change-request updates, automatically trigger resynchronization on the



device. Figure 3 on page 40 shows how a commit operation resynchronizes the configuration
information in the Junos Space Platform database with that on the device.

Figure 3: Resynchronization Process

Discover device

Junos Space and

device are out of sync After receiving a commit

notification, Junos Space
schedules an auto-resync joh
for the device

Synchronizing

Commit operation on
device

Junos Space and
device are in sync

When a commit operation is performed on a managed device in NSOR mode, Junos Space Platform, by
default, schedules a resynchronization job to run 20 seconds after the commit operation is received.
However, if Junos Space Platform receives another commit notification within 20 seconds of the
previous commit notification, no additional resynchronization jobs are scheduled because Junos Space
Platform resynchronizes both commit operations in one job. This damping feature of automatic
resynchronization provides a window of time during which multiple commit operations can be executed
on the device, but only one or a few resynchronization jobs are required to resynchronize the Junos
Space Platform database with the multiple configuration changes executed on the device.

You can change the default value of 20 seconds to any other duration by specifying the value in seconds
in the Administration > Applications > Network Management Platform > Modify Application Settings >
Device > Max auto resync waiting time secs field. For example, if you set the value of this field to 120
seconds, then Junos Space Platform automatically schedules a resynchronization job to run 120 seconds
after the first commit operation is received. If Junos Space Platform receives any other commit
notification within these 120 seconds, it resynchronizes both commit operations in one job.



For information about setting the damper interval to change the resynchronization time delay and
information about disabling the auto-resynchronization feature, see "Modifying Settings of Junos Space
Applications" on page 1127.

When Junos Space Platform receives the device commit notification, the Managed Status is Out of Sync.
When the resynchronization job begins on the device, the Managed Status of the device changes to
Synchronizing and then In Sync after the resynchronization job has completed, unless a pending device
commit operation causes the device to display Out of Sync while it was synchronizing.

When a resynchronization job is scheduled to run but another resynchronization job on the same device
is in progress, Junos Space Platform delays the scheduled resynchronization job. The time delay is
determined by the damper interval that you can set from the Application workspace. By default, the
time delay is 20 seconds. The scheduled job is delayed as long as the other resynchronization job to the
same device is in progress. When the currently running job finishes, the scheduled resynchronization job
starts.

You can disable the auto-resynchronization feature in the Administration workspace. When auto-
resynchronization is turned off, the server continues to receive notifications and goes into the Out of
Sync state; however, the auto-resynchronization feature does not run on the device. To resynchronize a
device when the auto-resynchronization feature is disabled, use the Resynchronize with Network
workflow. The auto-resynchronization jobs are not displayed on the Job Management page. These jobs
run in the background and cannot be canceled from the Junos Space user interface. You can view the
status of the auto-resynchronization job in the Managed Status column on the Device Management
page or from the Device Count by Synchronization State widget on the Devices page. You can collect
more information about these jobs from the server.log and autoresync.log files in the /var/log/jboss/
servers/serverl directory.

NOTE: You can view the auto-resynchronization jobs that were scheduled to execute before
upgrading to Junos Space Platform Release 15.1R1, from the Job Management page.

Junos Space as System of Record

If Junos Space Platform is the system of record, automatic resynchronization of the configuration
information between the Junos Space Platform database and the managed device does not occur. When
Junos Space Platform receives a system log message from the modified device, the Managed Status of
the device goes from In Sync to Device Changed (if the changes are made from the device CLI), Space
Changed (if the changes are made from Junos Space Platform), or Space & Device Changed (if the
changes are made both from the device CLI and Junos Space Platform) and remains so unless you
manually push the system of record configuration from the Junos Space Platform database to the
device.
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CHAPTER 4

Device Discovery Profiles
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You use the device discovery profile to add devices to Junos Space Network Management Platform from
the Devices workspace. Discoveryis the process of finding a device and then synchronizing the device
inventory and configuration with the Junos Space Network Management Platform database. To use
device discovery, you must be able to connect Junos Space Network Management Platform to the
device.

A device discovery profile contains preferences used to discover devices, such as discovery targets,
probes used to discover devices, mode and details for authentication, SSH fingerprints of devices, and
the schedule to use this discovery profile. You can start the discovery process using a discovery profile in



the following ways: scheduling a discovery after creating a discovery profile, or selecting a discovery
profile and clicking Run Now.

Executing or running a discovery profile discovers, authenticates, and manages the device on Junos
Space Network Management Platform. With appropriate privileges for discovering devices, you can
create multiple discovery profiles with different combinations of targets, probes, and authentication
modes on your Junos Space setup. You can clone, modify, and delete the device discovery profiles from
Junos Space Network Management Platform. You can also choose whether to share device discovery
profiles with other users with device discovery permissions.

To discover network devices using a device discovery profile, Junos Space Network Management
Platform uses the SSH, ICMP Ping, and SNMP protocols. When the device is discovered, device
authentication is handled through the administrator login SSH v2 credentials and SNMP v1, SNMP v2c,
or SNMP v3 settings, keys generated from Junos Space Network Management Platform (RSA, DSS, or
ECDSA keys), or custom keys. You can optionally enter the SSH fingerprint for each device and let Junos
Space Network Management Platform save the fingerprint in the database during the discovery process
and validate the fingerprint when the device connects to Junos Space Network Management Platform.
Fingerprint validation is available only for SSH-enabled Juniper Networks devices and not for ww Junos
OS devices and modeled devices. For more information about device authentication in Junos Space, see
"Device Authentication in Junos Space Overview" on page 99.

For device targets, you can specify a single IP address, a DNS hostname, an IP range, or an IP subnet to
discover devices on a network. When a device discovery profile is executed or run (either instantly or
based on a schedule), Junos Space Network Management Platform connects to the physical device and
retrieves the running configuration and the status information of the device. To connect with and
configure devices, Junos Space Network Management Platform uses the Device Management Interface
(DMI) of Juniper Networks devices, which is an extension of the NETCONF network configuration
protocol.

Connections Initiated by Junos Space or the Device

When a device is discovered , Junos Space Network Management Platform creates an object in the
Junos Space Network Management Platform database to represent the physical device and maintains a
connection between the object and the physical device so that their information is linked.

Junos Space can manage devices in either of the following ways:
e Junos Space initiates and maintains a connection to the device.
e The device initiates and maintains a connection to Junos Space.

By default, Junos Space manages devices by initiating and maintaining a connection to the device. When
Junos Space initiates the connection to the device, you can discover and manage devices irrespective of
whether the management system is behind a Network Address Translation (NAT) server. For ww Junos
OS devices, Junos Space uses SSH with an adapter to manage the devices.



For Junos Space-initiated connection, it configures the following Junos OS CLI commands on the device
during device discovery:

Standalone SRX Series Devices

set system services ssh max-sessions-per-connection 32

set system syslog file default-log-messages any info

set system syslog file default-log-messages match "(requested 'commit' operation)|(copying
configuration to juniper.save)|(commit complete)|ifAdminStatus|(FRU power)|(FRU removal)|(FRU
insertion)|(link UP)|transitioned|Transferred|transfer-file|(license add)|(license delete)]|
(package -X update)|(package -X delete)|(FRU Online)|(FRU Offline)|(plugged in)|(unplugged)|GRES|
(AIS_DATA_AVAILABLE)"

set system syslog file default-log-messages structured-data

set snmp trap-group space targets <space-ip-address>

Cluster SRX

set groups node@ system services ssh max-sessions-per-connection 32

set groups node@ system syslog file default-log-messages any info

set groups node@® system syslog file default-log-messages match "(requested 'commit' operation)|
(copying configuration to juniper.save)|(commit complete)|ifAdminStatus|(FRU power)|(FRU
removal) | (FRU insertion)|(link UP)|transitioned|Transferred|transfer-file|(license add)|(license
delete) | (package -X update)|(package -X delete)|(FRU Online)|(FRU Offline)|(plugged in)|
(unplugged) | GRES | (AIS_DATA_AVAILABLE)"

set groups node@ system syslog file default-log-messages structured-data

set groups nodel system services ssh max-sessions-per-connection 32

set groups nodel system syslog file default-log-messages any info

set groups nodel system syslog file default-log-messages match "(requested 'commit' operation)|
(copying configuration to juniper.save)|(commit complete)|ifAdminStatus|(FRU power)|(FRU
removal) | (FRU insertion)|(link UP)|transitioned|Transferred|transfer-file|(license add)|(license
delete) | (package -X update)|(package -X delete)|(FRU Online)|(FRU Offline)|(plugged in)|
(unplugged) | GRES | (AIS_DATA_AVAILABLE)"

set groups nodel system syslog file default-log-messages structured-data

set snmp trap-group space targets <space-ip-address>

EX Series

set system services ssh max-sessions-per-connection 32

set system syslog file default-log-messages any any

set system syslog file default-log-messages match "(requested 'commit' operation)|(copying
configuration to juniper.save)|(commit complete)|ifAdminStatus|(FRU power)|(FRU removal)|(FRU



insertion)|(link UP)|transitioned|Transferred|transfer-file|(license add)|(license delete)]|
(package -X update)|(package -X delete)|(FRU Online)|(FRU Offline)|(plugged in)|(unplugged)|
cm_device|(Primary Unchanged, Members Changed)|(Primary Changed, Members Changed)|(Primary
Detected, Members Changed)|(vc add)|(vc delete)|(Primary detected)|(Primary changed)|(Backup
detected) | (Backup changed)|(interface vcp-)|(AIS_DATA_AVAILABLE)"

set system syslog file default-log-messages structured-data

set snmp trap-group space targets <space-ip-address>

QFX Series

set system services ssh max-sessions-per-connection 32

set system syslog file default-log-messages any any

set system syslog file default-log-messages match "(requested 'commit' operation)|(copying
configuration to juniper.save)|(commit complete)|ifAdminStatus|(FRU power)|(FRU removal)|(FRU
insertion)|(link UP)|transitioned|Transferred|transfer-file|(license add)|(license delete)|
(package -X update)|(package -X delete)|(FRU Online)|(FRU Offline)|(plugged in)|(unplugged)|
QF _NODE | QF _SERVER_NODE _GROUP | QF _INTERCONNECT | QF _DIRECTOR | QF _NETWORK_NODE_GROUP | (Primary
Unchanged, Members Changed)|(Primary Changed, Members Changed)|(Primary Detected, Members
Changed) | (vc add)|(vc delete)|(Primary detected)|(Primary changed)|(Backup detected)|(Backup
changed) | (interface vcp-)|(AIS_DATA_AVAILABLE)"

set system syslog file default-log-messages structured-data

set snmp trap-group space targets <space-ip-address>

MX Series

set system services ssh max-sessions-per-connection 32

set system syslog file default-log-messages any info

set system syslog file default-log-messages match "(requested 'commit' operation)|(copying
configuration to juniper.save)|(commit complete)|ifAdminStatus|(FRU power)|(FRU removal)|(FRU
insertion)|(link UP)|transitioned|Transferred|transfer-file|(license add)|(license delete)]|
(package -X update)|(package -X delete)|(FRU Online)|(FRU Offline)|(plugged in)|(unplugged) |
CFMD_CCM_DEFECT| LFMD_3AH | RPD_MPLS_PATH_BFD|(Primary Unchanged, Members Changed)|(Primary
Changed, Members Changed)|(Primary Detected, Members Changed)|(vc add)|(vc delete)|(Primary
detected)|(Primary changed)|(Backup detected)|(Backup changed)|(interface vcp-)|
(AIS_DATA_AVAILABLE)"

set system syslog file default-log-messages structured-data

set snmp trap-group space targets <space-ip-address>



If a device-initiated connection to Junos Space is enabled, the DMI channel and port 7804 are used and
the following (sample) configuration is added on the device to establish the connection to Junos Space:

set system services outbound-ssh client 00111DOCEFAC device-id 7CE5FE
set system services outbound-ssh client 00111DOCEFAC secret “$ABC123”
set system services outbound-ssh client 00111DOCEFAC services netconf
set system services outbound-ssh client 00111DOCEFAC 172.22.199.10 port 7804

To discover and manage devices through a device-initiated connection, clear the Junos Space initiated
connection to device check box on the Modify Application Settings page in the Administration
workspace. For information about configuring connections initiated by Junos Space by a device, see
"Modifying Junos Space Network Management Platform Settings" on page 1128.

You can configure a NAT server to route connections between the Junos Space setup and managed
devices. Both device-initiated connections to a Junos Space setup and connections initiated by Junos
Space to managed devices, when the Junos Space setup is behind the NAT server, are supported on
Junos Space Network Management Platform. If a NAT server is used, the managed devices connect to
Junos Space Network Management Platform through the IP address of Junos Space Network
Management Platform translated by NAT. For more information about using a NAT server on a Junos
Space setup, see "NAT Configuration for Junos Space Network Management Platform Overview" on
page 1070.

When configuration changes are made in Junos Space Network Management Platform—for example,
when you deploy service orders to activate a service on your network devices—the configuration is
pushed to the physical device.

If the network is the system of record (NSOR), when configuration changes are made on the physical
device (out-of-band CLI commits and change-request updates), Junos Space Network Management
Platform automatically resynchronizes with the device so that the device inventory information in the
Junos Space Network Management Platform database matches the current device inventory and
configuration information. If Junos Space Network Management Platform is the system of record
(SSOR), this resynchronization does not occur and the database is unchanged.

Device Information Fetched During Device Discovery

The following device inventory and configuration data are captured and stored in relational tables in the
Junos Space Network Management Platform database:

e Devices—Hostname, IP address, credentials

e Physical Inventory—Chassis, FPM board, power entry module (PEM), Routing Engine, Control Board
(CB), Flexible PIC Concentrator (FPC), CPU, PIC, transceiver, fan tray



Junos Space Network Management Platform displays the model number, part number, serial number,
and description for each inventory component, when applicable.

Logical Inventory—Subinterfaces, encapsulation (link-level), type, speed, maximum transmission unit
(MTU), VLAN ID

License information:

e License usage summary—License feature name, feature description, licensed count, used count,
given count, needed count

e Licensed feature information—Original time allowed, time remaining
e License SKU information—Start date, end date, and time remaining

Loopback interface

Other device configuration data is stored in the Junos Space Network Management Platform database
as binary large objects and is available only to northbound interface (NBI) users.

Release History Table

Release ' Description

16.1R1 You use the device discovery profile to add devices to Junos Space Network Management Platform from

the Devices workspace.
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Creating a Device Discovery Profile
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You create a device discovery profile to create a set of preferences for device targets, probes,
authentication mode and credentials, SSH fingerprints, and the schedule to discover devices to Junos
Space Network Management Platform. In addition to scheduling the discovery, you can manually start
the discovery process by running the device discovery profile. For more information, see "Running
Device Discovery Profiles" on page 57.

NOTE: To discover a device with dual Routing Engines, always specify the IP address of the
current primary Routing Engine. When the current primary IP address is specified, Junos Space
Network Management Platform manages the device and the redundancy. If the primary Routing
Engine fails, the backup Routing Engine takes over and Junos Space Network Management
Platform manages the transition automatically without bringing down the device.

NOTE: When you initiate discovery on a device running Junos OS, Junos Space Network
Management Platform automatically enables the NETCONF protocol over SSH by pushing the
following command to the device:

set system services netconf ssh

To create a device discovery profile, complete the following tasks:

Specifying Device Targets

Device targets are IP addresses or hostnames of devices that you want Junos Space Network
Management Platform to discover.



To specify the device targets that you want Junos Space Network Management Platform to discover:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Discovery > Device Discovery Profiles.

The Discover Discovery Profiles page is displayed.
2. Click the Create Device Discovery Profile icon on the toolbar.

The Device Discovery Target page is displayed on the left. The list of different tasks that should be
completed to create a profile is displayed on the right: Device Discovery Target, Specify Probes,
Specify Credentials, Specify Device FingerPrint, and Schedule/Recurrence.

NOTE: At any point in time, you can click the links to the different tasks (on the right of the
page) and navigate to those pages.

3. In the Discovery Profile Name field, enter the name of the device discovery profile.

The device discovery profile name cannot exceed 255 characters and can contain letters, numbers,
spaces, and special characters. The special characters allowed are period (.), hyphen (-), and
underscore (_). The device discovery profile name cannot start with letters or numbers and cannot
contain leading or trailing spaces.

NOTE: The Make Public check box is selected by default so that the device discovery profile
is visible to all users.

4. In the Discovery Parameters field, you can add devices manually by specifying the details on the
Device Discovery Target page or by uploading the details of the devices through a CSV file.

To add devices manually:
a. Click the Add Manually option button.

b. Inthe Target Type area, select how you want to specify the targets: IP addresses or hostnames, IP
ranges, or a subnet.

e To enter the IP address or hostname of the device:
i.  Select the IP Address/Hostname option button.

ii. Inthe Target Details field, enter the IP address or hostname.

NOTE: You can enter the IP address in either IPv4 or IPv6 format. Refer to http:/
www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml for the
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list of restricted IPv4 addresses and http:/www.iana.org/assignments/ipvé-
address-space/ipvé6-address-space.xhtml for the list of restricted IPvé addresses.

NOTE: You can enter a combination of the following separated by a comma (,):

e |P addresses

o Hostnames

e |P address range expressions
e Subnet expressions

For example, 192.168.27.1, example.abc.com,
192.168.27.50-192.168.27.60,192.168.26.0/24

e To enter a range of IP addresses for the devices:

i Select the IP Range option button.

The maximum number of IP addresses for an IP range target is 1024.

iil. In the Start IP Address field, enter the first IP address.

iii.  Inthe End IP Address field, enter the last IP address.
e To enter an IP subnet for the devices:

i.  Select the Subnet option button.

ii. Inthe IP Subnet/CIDR field, enter the subnet details.

The subnet prefix for IPv4 addresses is 1-32 and for IPvé addresses is 1-128.

To add devices by using a CSV file:

NOTE: Device discovery is supported only for existing public tags in Junos Space Platform.
Starting from Junos Space Network Management Platform Release 16.1R1, a Private Key
column has been added in the CSV file to support the custom key option for device discovery.
Ensure that you use the latest sample CSV file. However, backward compatibility is supported.
That is, if you use an existing CSV file (from a previous release), the file is uploaded
successfully.

a. Click the Upload CSV option button.
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NOTE: The format of the CSV file that you are uploading should exactly match the format
of the sample CSV file.

You can add hundreds of devices to Junos Space Network Management Platform by using
a CSV file. You can specify the hostnames, IP addresses, device login credentials, tags, and
SSH fingerprints in the CSV file.

b. (Optional) To view a sample CSV file, click the Sample CSV link.

c. Click Browse.

The CSV File Upload dialog box appears.

d. Navigate to the desired CSV file, select it, and then click Open.
The name of the CSV file is displayed in the CSV File: field.

e. Click Upload to upload the selected CSV file.
5. Click Next to proceed and select probes.

The Specify Probes page is displayed.

Specifying Probes
Probes are protocols used to find devices on the network—ping, SNMP, or SSH.
To specify probes on the Specify Probes page:

1. To use the NAT configuration to discover devices using this profile, select the the Use NAT check
box.

The Use NAT check box is available for selection only if NAT is already configured in Junos Space.

2. To discover devices using ping (if SNMP is not configured on the device), select the Use Ping check
box.

By default, this check box is selected.

3. To discover devices using SNMP (if SNMP is configured on the device), select the Use SNMP check
box.

By default, this check box is selected.

NOTE: If you clear both the Use Ping and Use SNMP check boxes, SSH is used to discover
devices. When both the Use Ping and Use SNMP check boxes are selected (the default), Junos
Space Network Management Platform can discover the target device more quickly, but only if
the device is pingable and SNMP is enabled on the device.

4. You can select an appropriate version of SNMP during discovery:



3. To use SNMP v1 or v2c:
i.  Select the SNMP V1/V2C option button.
ii. Specify a community string, which can be public, private, or a predefined string.

The default community string is public.

b. To use SNMP v3:

-

Select the SNMP V3 option button.

iil In the User Name field, enter the username.

iii. In the Authentication type field, select the authentication type (MD5, SHA1, or None).
iv. In the Authentication password field, enter the authentication password. .

This field is available only if you selected MD5 or SHA1 in the Authentication type field. If
you selected None as the authentication type, the authentication function is disabled.

V. Select the privacy type (AES128, AES192, AES256, DES, or None).
Vi. Enter the privacy password (if AES128, AES192, AES256, or DES).

If you specify None for the privacy type, the privacy function is disabled.

NOTE: The SNMPv3 privacy mode supports Advanced Encryption Standard (AES)
algorithms with 192-bit and 256-bit encryption from Junos Space Network
Management Platform Release 16.1R1 onward.

5. (Optional) Click Back to navigate to the Device Discovery Target page and change the details of the
device targets.

6. Click Next to proceed and select the authentication method.

The Specify Credentials page is displayed.

Selecting the Authentication Method and Specifying Credentials

You can choose the mode of authentication for the devices you are about to discover. For credentials-
based authentication, if you already specified the device login credentials in the CSV file, you can skip
the Specify Credentials page. With credentials-based authentication, you can specify a common
administrator name and password to establish an SSH connection to each target device that you are
about to discover. If you are using key-based authentication, you must have generated keys from Junos
Space Network Management Platform or must have the private key on your computer.

To specify the mode of authentication and credentials on the Specify Credentials page:



Select the mode of authentication used to authenticate devices during discovery.

To use credentials-based authentication:

e

In the Authentication Type area, select the Credentials-Based Authentication option button.
b. In the Username field, enter the administrator username.

c. In the Password field, enter the administrator password.

d. In the Confirm Password field, reenter the administrator password.

To use key-based authentication:

a. In the Authentication Type area, select the Key-Based Authentication option button.

b. In the Username field, enter the administrator username.

You can use a key generated from Junos Space Network Management Platform (known as Space Key)
or a custom private key uploaded to Junos Space Network Management Platform:

e To use a key generated from Junos Space Network Management Platform:
i. Select the Use Space Key option button.

From Junos Space Platform Release 18.2 onward, you can upload Space Key for authentication
to Junos Space Platform by using the device discovery workflow.

Select the Upload Space Key to Device checkbox to upload the Space Key to the device.
To upload Space Key:
e Enter the username in the Authorized Username field.

e Enter the password in the Authorized Password field.

NOTE: The above credentials, Authorized Username and Authorized Password, are
used only to upload the Space Key to the device.

If the username you specify in the Username field does not exist on the device, a
user with this username is created as a super user and the key is uploaded for this
user.

e To use a custom private key:
i. Select the Use Custom Key option button.

iil (Optional) In the Passphrase field, enter the passphrase created when you generated the
private key.



iii. Next to the Private Key field, click the Browse button to upload the private key for the
managed devices.

NOTE: If you modify the discovery profile, the Private Key field displays id_rsa
(which is the default filename) instead of the name of the uploaded file.

c. (Optional) Click Back to navigate to the preceding pages and change the probes and device targets.

d. Click Next to proceed and specify device fingerprints.

The Specify Device FingerPrint page is displayed.

(Optional) Specifying SSH Fingerprints

Optionally, specify or modify (if you specified the fingerprints by using the CSV file) the SSH fingerprints
for target devices. If you do not specify the fingerprints, Junos Space Network Management Platform
obtains fingerprint details when it connects to the device for the first time. You can specify fingerprints
during device discovery only for Juniper Networks devices. If you already specified the SSH fingerprints
in the CSV file, you can skip this task.

To specify the SSH fingerprints on the Specify Device FingerPrint page:

1. Click the Fingerprint column corresponding to the device and enter the SSH fingerprint of the device.

NOTE: You can specify fingerprints for a maximum of 1024 devices simultaneously using this
workflow.

2. (Optional) Repeat step 1 for all devices or devices whose fingerprints you know.

3. (Optional) Click Back to navigate to the preceding pages and change the authentication details,
probes, and device targets.

4. Click Next to proceed and schedule discovery by using this profile.
The Schedule/Recurrence page is displayed.

Scheduling Device Discovery

Schedule the device discovery profile to discover devices to Junos Space Network Management
Platform.

To schedule the device discovery profile to discover devices:

1. Select the Schedule at a later time check box.

a. Enter the date in the Date field in the MM/DD/YYYY format.



b.

Enter the time in the Time field in the hh:mm format.

2. Select the Recurrence check box.

a.

(Optional) Select the periodicity of recurrence from the Repeats list.

The options are Minutes, Hourly, Daily, Weekly, Monthly, and Yearly. The default is Weekly.

(Optional) Select the interval from the Repeat every list.
The default is 1.

(Optional) If you select Weekly from the Repeats list, the Repeat by field appears. Select the check
boxes for the days of the week that you want the job to recur.

. (Optional) Click the On option button in the Ends field to specify an end date for the job

recurrence.

If you select the Never option button, the job recurs endlessly until you cancel the job manually.

To specify the date and time when you want to end the job recurrence:

i Enter the date in the Date field in the MM/DD/YYYY format.

ii. Enter the time in the Time field in the hh:mm format.

3. (Optional) Click Back to navigate to the preceding page and change fingerprints, authentication
details, probes, and device targets.

4. Click Finish to save the device discovery profile.

A job is created and the Discover Network Elements Information dialog box displays the link to the

job ID. Click OK to close the Information dialog box.

Release History Table

Release = Description

18.2

16.1R1

16.1R1

From Junos Space Platform Release 18.2 onward, you can upload Space Key for authentication to Junos
Space Platform by using the device discovery workflow.

Starting from Junos Space Network Management Platform Release 16.1R1, a Private Key column has
been added in the CSV file to support the custom key option for device discovery.

The SNMPv3 privacy mode supports Advanced Encryption Standard (AES) algorithms with 192-bit and
256-bit encryption from Junos Space Network Management Platform Release 16.1R1 onward.
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Running Device Discovery Profiles

You run a device discovery profile to automatically discover, synchronize device inventory and interface
details, and manage devices running Junos OS to Junos Space Network Management Platform. Device
discovery is a four-step process in which you specify target devices, credentials to connect to each
device (that is, reuse existing credentials or specify new ones), and, optionally, the probe method (ICMP
Ping, SNMP, both ICMP Ping and SNMP, or none), and the SSH fingerprint for each device. You can run
multiple device discovery profiles by using this workflow. If you run multiple device discovery profiles, all
devices targets specified in the device discovery profiles are discovered.

Before you start discovering devices, ensure that the following conditions are met:

e The device is configured with a management IP address that is reachable from the Junos Space
server, or the NAT server if you are using a NAT server on your Junos Space setup.

e A user with the privileges of a Junos Space administrator is created and enabled on the device.

e The device is configured to respond to ping requests if you intend to use ping as the probe method
to discover devices.

e SNMP is enabled on the device with appropriate read-only v1 or v2c or v3 credentials if you intend
to use SNMP as the probe method to discover devices.

NOTE: To discover and manage a cluster of SRX Series devices, each cluster node must be
discovered independently using the management IP address of the respective node.

To run discovery profiles:



1. On the Junos Space Network Management Platform user interface, select Devices >Device

Discovery > Device Discovery Profiles.

The Discover Discovery Profiles page is displayed.

. Select the check boxes corresponding to the discovery profiles you want to run and click the Run

Now icon on the toolbar.

The Discovery Status report appears. This report shows the progress of discovery in real time. Click a
bar in the chart to view information about the devices currently managed or discovered, or for which
discovery failed.

A job is created for every device discovery profile you run. From the Job Details page, you can check
whether a device was discovered and added to Junos Space Network Management Platform. If a
device is discovered, you can view the device on the Device Management page.

To go to the Job Details page, double-click the ID of the device discovery job on the Job
Management page. The Description column on this page specifies whether the device was
discovered and added to Junos Space Network Management Platform. If the device was not
discovered and added to Junos Space Network Management Platform, the column lists the reason for
failure. You can also sort all the columns in ascending or descending order to identify the devices that
are discovered and devices that are not discovered.

To export the device discovery details for all device discovery profiles that are run, from the Job
Details page, see "Exporting the Device Discovery Details As a CSV File" on page 64.

Verify the following changes in the Web Ul to ensure that the clusters are discovered successfully:

In the Manage Devices Inventory page:

Each peer device displays the other cluster member.

The devices are displayed as primary and secondary in the cluster.
In the Physical Inventory page:

The chassis information is displayed for each peer device in the cluster.
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Modifying a Device Discovery Profile

You modify a device discovery profile when you want to expand the range of device targets, change
device targets when devices were not discovered, change credentials or other details such as
fingerprints or the discovery schedule.

NOTE: Ensure that you have no discovery jobs scheduled for a device discovery profile that you
want to modify. All discovery jobs scheduled from the original device discovery profile are
canceled after you modify the original device discovery profile.

To modify a device discovery profile:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Discovery > Device Discovery Profiles.

The Discover Discovery Profiles page is displayed.

2. Select the check box corresponding to the device discovery profile you want to modify and click the
Modify Profile icon on the toolbar

The Modify Device Discovery Profile page is displayed.

The Device Discovery Target page is displayed on the left. The list of different tasks that should be
completed to create a device discovery profile is displayed on the right: Device Discovery Target,
Specify Probes, Specify Credentials, Specify Device FingerPrint, and Schedule/Recurrence.

NOTE: At any point in time, you can click the links to the different tasks (on the right of the
page), navigate to those pages, and modify the details of the device discovery profile.

3. (Optional) Review and modify the details of the device and click Next.
The Specify Probes page is displayed.

4. (Optional) Review and modify the probes and click Next.
The Specify Credentials page is displayed.

5. (Optional) Review and modify the authentication details and click Next.

NOTE: If you modify the discovery profile, the Private Key field displays id_rsa (which is the
default filename) instead of the name of the uploaded file.

The Specify Device FingerPrint page is displayed.
6. (Optional) Review and modify the fingerprint details and click Next.



The Schedule/Recurrence page is displayed.
7. Review and modify the schedule and click Finish.

The device discovery profile is modified. A job is created and the Discover Network Elements
Information dialog box displays the link to the job ID. Click OK to close the Information dialog box.

NOTE: If you modify and run a device discovery profile for which an associated device discovery
job is already in progress, the existing job is cancelled and a new job is triggered for the modified
discovery profile.
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Cloning a Device Discovery Profile

You clone a device discovery profile when you want to reuse the details of an existing device discovery
profile and quickly create a new device discovery profile.

NOTE: To use the cloned device discovery profile immediately after cloning, you must not modify
the targets and fingerprints, or the discovery schedule. You can also choose not to schedule
discovery until you finalize the discovery preferences.

To clone a device discovery profile:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Discovery > Device Discovery Profiles.

The Discover Discovery Profiles page is displayed.

2. Select the check box corresponding to the device discovery profile you want to clone and click Clone
Profile from the Actions menu.

The Clone Device Discovery Profile page is displayed.



The Device Discovery Target page is displayed on the left. The list of different tasks that should be
completed to create a device discovery profile is displayed on the right: Device Discovery Target,
Specify Probes, Specify Credentials, Specify Device FingerPrint, and Schedule/Recurrence.

NOTE: At any point in time, you can click the links to the different tasks (on the right of the
page), navigate to those pages, and change the details of the device discovery profile.

3. (Optional) Review and modify the details of the device and click Next.
The Specify Probes page is displayed.

4. (Optional) Review and modify the probes and click Next.
The Specify Credentials page is displayed.

5. (Optional) Review and modify the authentication details and click Next.

NOTE: If you modify the discovery profile, the Private Key field displays id_rsa (which is the
default filename) instead of the name of the uploaded file.

The Specify Device FingerPrint page is displayed.

6. (Optional) Review and modify the fingerprint details and click Next.
The Schedule/Recurrence page is displayed.

7. (Optional) Review and modify the schedule and click Finish.

A new device discovery profile is created. A job is created and the Discover Network Elements
Information dialog box displays the link to the job ID. Click OK to close the Information dialog box.
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Viewing a Device Discovery Profile

You view a device discovery profile when you want to see the details of the device discovery profile.

To view the details of a device discovery profile:



1. On the Junos Space Network Management Platform user interface, select Devices > Device

Discovery Profiles.

The Discover Discovery Profiles page is displayed.

. Select the check box corresponding to the device discovery profile you want to view and click the

View Profile on the toolbar.

The View Discovery Profile pop-up window is displayed.

Table 6 on page 62 displays the fields in the View Discovery Profile pop-up window.

Table 6: View Discovery Profile Pop-up Window

Field

Profile Name

Visibility

Target Type

Target Details

Credential Type

Username

Use Ping

Use SNMP

SNMP Version

Description

Name of the device discovery profile

Whether public or private

Whether the discovery target for devices is specified as an IP address, hostname, IP range,
or subnet

Combination of IP addresses and hostnames, IP range, and IP subnet details of the devices

Type of credentials: key based, credential based, or custom key based

Administrator username used to discover the device

Whether ping is enabled for device discovery

Whether SNMP is enabled for device discovery

Version of SNMP used: v1 or v2c, or v3

3. Click Close to close the pop-up window.
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Deleting Device Discovery Profiles

You delete device discovery profiles when you no longer want to save them in the Junos Space Network
Management Platform database.

NOTE: If you delete a device discovery profile, all discovery jobs scheduled for the device
discovery profile are canceled.

To delete device discovery profiles:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Discovery > Device Discovery Profiles.

The Discover Discovery Profiles page is displayed.

2. Select the check boxes corresponding to the device discovery profiles you want to delete and click
the Delete Profile icon on the toolbar

The Delete Device Discovery Profile pop-up window is displayed.
3. You can either delete or retain the device discovery profiles.
a. Click Delete in the Delete Device Discovery Profile pop-up window.

The device discovery profiles are deleted.

b. Click Cancel to retain the device discovery profiles on Junos Space Platform.

Viewing a Device Discovery Profile | 61
Creating a Device Discovery Profile | 49

Running Device Discovery Profiles | 57



Exporting the Device Discovery Details As a CSV File

A job is triggered when you discover one or multiple devices by using a device discovery profile—either
manually using the Run Now option or through discovery scheduled when creating the device discovery
profile. You can export the results of the device discovery job from the Job Management page as a CSV
file. You can view the hostname, IP address, status, and description of the devices listed in the device
discovery job in the CSV file.

To export the device discovery job details as a CSV file:

1. On the Network Management Platform user interface, select Jobs > Job Management.
2. Double-click the device discovery job whose details you want to export as a CSV file.
3. Click Export as CSV.

You are prompted to save the file.
4. Click OK on the File Save dialog box to save the file to your local file system.

5. After you save the file, to return to the Job Management page, click the [X] icon on the Exporting
Discovery Job.
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Rapid Deployment Overview

The Junos Space Rapid Deployment solution enables you to model Juniper Networks devices quickly
and effectively from Junos Space Network Management Platform. Devices are modeled by using the
Model Devices workflow in the Devices workspace. When you add physical devices to your network,
you can activate the modeled devices and associate the physical devices to the modeled devices. If you
are deploying a ACX Series or SRX Series device, you can use the autoinstallation feature during



deployment. For more information, see "Zero Touch Deployment Using Autoinstallation and Junos Space
Network Management Platform on ACX Series and SRX Series Devices" on page 67.

Devices are either activated from Junos Space Platform (by using the Activate workflow) or by using the
configlets (also known as one-touch deployment) generated from the Create Modeled Instance
workflow. By default, configlets contain the minimum initial configuration (connection parameters) for
modeled devices to connect to Junos Space Platform. The minimum initial configuration includes the
FQDN of Junos Space, SSH secure key to access the device from Junos Space Platform, ID of the device,
keep-alive timer, WAN IP configuration: static or DHCP, and default gateway and DNS details.

If you associate the modeled instance with a device template and select to update a device template
manually, the configlet contains the configuration in the device template in addition to the minimum
initial configuration.

Following are the six steps that outline the Rapid Deployment solution in Junos Space Platform:

1. Create a modeled instance that defines the number of devices that will be added to the Junos Space
Platform database. You can assign a hostname, IP address, subnet mask, platform, and serial number
on a per-device basis. Refer to "Creating a Modeled Instance" on page 75 for more information.

2. Generate a configlet and Initiate a connection between Junos Space Platform in one of the following
ways:

e Copy the contents of the configlet generated by the modeled instance to the CLI console of the
device. When this initial configuration is committed on the device, the device connects to Junos
Space Platform.

e Connect the USB device containing the configlet to the device and reboot the device. The device
then connects to Junos Space Platform. Refer to "Activating Devices by Using Configlets" on page
88 for more information.

e |nitiate the workflow to activate the modeled instance that contains the device. Refer to
"Activating a Modeled or Cloned Device in Junos Space Network Management Platform" on page
80 for more information.

3. When the device boots up and connects to the WAN link, an IP address is assigned to the device
depending on the connection profile you assigned to the modeled instance containing the device.

4. The device connects to Junos Space Platform through an SSH session.

5. Junos Space Platform authenticates the device and optionally validates the serial number and
hostname of the device. The device is managed in Junos Space Platform only if the validation
succeeds. If the validation fails, the device is not managed in Junos Space Platform.

6. Junos Space Platform either upgrades or downgrades the Junos OS version of the device if you
select the Image Upgrade/Downgrade check box in the Model Devices workflow.



Junos Space Platform also pushes additional configuration settings through device templates if you
select the Template Association check box and choose to update the configuration automatically. If
you select a manual update of the device configuration, you must load the configlets to the device
through a USB device or an FTP server.
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Zero Touch Deployment Using Autoinstallation and Junos Space Network
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Zero-touch deployment means that you can deploy new Juniper Networks ACX Series and SRX Series
devices in your network automatically, without manual intervention. When you physically connect a
device to the network and boot it with a default factory configuration, the device attempts to upgrade
the Junos OS software automatically and autoinstall a configuration file from the network. Zero-touch
deployment of devices that are discovered to Junos Space Platform can be performed by using the built-
in autoinstallation feature in case of ACX Series routers or SRX Series devices or by using the Model and
Activate devices feature in Junos Space Platform.

Zero-touch deployment provides the following benefits:

e The device can be sent from the warehouse to the deployment site without any preconfiguration
steps.

e The procedure required to deploy the device is simplified, resulting in reduced operational and
administrative costs.



e You can roll out large numbers of these devices in a very short time.

Autoinstallation provides automatic configuration for a new device that you connect to the network and
turn on, or for any existing device configured for autoinstallation. This autoinstallation mechanism allows
the new device to configure itself out-of-the-box with no manual intervention, using the configuration
available on the network, locally through USB storage media, or a combination of both. Autoinstallation
takes place automatically when you connect a device to the network and power on the device. The
autoinstallation feature enables you to deploy multiple devices from a central location in the network.

The autoinstallation process begins when a device is powered on and cannot locate a valid configuration
file in the CompactFlash card. Typically, a configuration file is unavailable when a device is powered on
for the first time, or if the configuration file is deleted from the CompactFlash card. For the
autoinstallation process to work, you must store one or more host-specific or default configuration files
on a configuration server in the network and have a service available—typically, Dynamic Host
Configuration Protocol (DHCP)—to assign an IP address to the device. To simplify the process, you can
explicitly enable autoinstallation on a device and specify a configuration server, an autoinstallation
interface, and a protocol for IP address acquisition.

The autoinstallation process operates in three modes:

o Network Mode—Autoinstallation triggers IP address acquisition mechanism (the device sends out
Dynamic Host Configuration Protocol [DHCP] or Reverse Address Resolution Protocol [RARP]
requests on each connected interface simultaneously) to obtain an IP address. After the device has
an IP address, the device sends a request to the specified configuration server and downloads and
installs the configuration.

¢ USB mode—Autoinstallation obtains the required configuration from the configuration file saved in
an external USB storage device plugged into the device. The USB-based autoinstallation process
overrides the network-based autoinstallation process. If the device detects a USB storage device
containing a valid configuration file during autoinstallation, the device uses the configuration file on
the USB storage device instead of fetching the configuration from the network. For more
information, refer to USB Autoinstallation on ACX Series Routers.

e Hybrid mode—Autoinstallation obtains partial configuration from an external USB storage device and
uses that configuration to obtain the complete configuration file in network mode. This mode is a
combination of USB mode and Network mode.

For more information about the prerequisites for the autoinstallation and the autoinstallation process,
refer to the following topics:

e ACX Series router autoinstallation overview—ACX Series Autoinstallation Overview
e SRX Series device autoinstallation overview—SRX Series Autoinstallation Overview

e Prerequisites for autoinstallation on an ACX Series router—Before You Begin Autoinstallation on an
ACX Series Router
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e Autoinstallation on an SRX Series device—Configuring Autoinstallation on SRX Series Devices

NOTE: To make sure that you have the default factory configuration loaded on the device, issue
the request system zeroize command on the device that you want to deploy.

This topic contains the following sections:

Zero-Touch Deployment Using the Autoinstallation and Model and Activate Devices
Features

For zero-touch deployment using the autoinstallation and the Model and Activate devices features, you
can create connection profiles and configlets from the Junos Space Platform Ul. The configlets should be
deployed on the devices in the network topology by using a USB storage device. You can modify the
configuration of a modeled device by using the Device Templates feature from the Junos Space Platform
Ul, before deploying the configlets to the device. You can use the Model and Activate devices feature to
install Junos OS software on different devices with minimal manual supervision.

The Model and Activate Devices feature comprises the following operations:
1. (Optional) Creating connection profiles (see "Creating a Connection Profile" on page 71)
2. Creating modeled instances (see "Creating a Modeled Instance" on page 75)

3. Performing configuration changes on a device (see "Modifying the Configuration on the Device" on
page 136)

4. Activating the model device (see "Activating a Modeled or Cloned Device in Junos Space Network
Management Platform" on page 80)

Zero-Touch Deployment Using the Autoinstallation Feature and the Configuration
Server

You can use a configuration server with scripts, configuration files, and the DHCP feature enabled, and
the autoinstallation feature for zero-touch deployment. In this case, you need not use Junos Space
Platform to update the configuration and Junos OS software on the device. The device uses information
that you configure on a configuration server (DHCP server) to locate the necessary Junos OS software
image and configuration files on the network. If you do not configure the configuration server to provide
this information, the device boots with the preinstalled software and the default factory configuration.

Zero-touch deployment using autoinstallation comprises the following operations:

1. (Optional) Creating connection profiles (see "Creating a Connection Profile" on page 71)


https://www.juniper.net/documentation/en_US/junos15.1/topics/example/security-autoinstallation-configuring.html

2. Creating modeled instances (see "Creating a Modeled Instance" on page 75 and "Activating a
Modeled or Cloned Device in Junos Space Network Management Platform" on page 80)

3. Downloading configlets (see "Viewing and Copying Configlet Data" on page 86 and "Downloading a
Configlet" on page 85)

4. Deploying configlets on devices at the network site (see "Activating Devices by Using Configlets" on
page 88)
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Model Devices Overview

With the Model Devices feature, you can add multiple devices, specify connectivity parameters, upgrade
schema-based configuration on the devices, and upgrade or downgrade the Junos OS version on the
devices through a single workflow. This workflow creates a modeled instance and adds the devices to
Junos Space Network Management Platform. Devices added using this workflow are known as modeled
devices. You then activate these devices by initiating a connection from Junos Space or the device, or by
manually copying the configlets to the devices and allowing the devices to connect back to Junos Space
Platform. When the activation is complete, the devices can be managed from Junos Space Platform. You
can also activate the devices when creating the modeled instance, using the Activate Now option. This
option is available only for activation using a device initiated connection and the device is assigned the
Waiting for deployment state on the Device Management table. If you choose to activate the device
later, the device is assigned the Modeled state on the Device Management page.

Using the Model Devices feature, you can create a connection profile to specify a set of connectivity
parameters of a device. A connection profile specifies the details of the device interface on which the IP
address is configured, the NAT configuration details for Junos Space Platform, and the details of the
protocol used to assign IP addresses to the devices. You can create a modeled instance using this
connection profile. Devices created using this modeled instance use the common connectivity
parameters specified in the connection profile. You can model devices both in the IPv4 and IPvé
formats.



A modeled instance is a set of modeled devices that share the same connection profile. A modeled
instance defines the device family for which the configlets are applicable, the Junos OS version that the
device will be upgraded or downgraded to, if needed, and the device template containing the common
configuration that you want to push to the devices when they are discovered in Junos Space Platform.

You can activate the modeled devices immediately after they are added to Junos Space Platform. Use a
Junos Space-initiated connection or device-initiated connection to connect to and activate these
devices. If you use a device-initiated connection, you need to specify the credentials to manage the
device in Junos Space Platform after the device connects to Junos Space Platform. If you use a Junos
Space-initiated connection to activate the device, you need to specify the hostname or IP address
details and user credentials for Junos Space Platform to initiate the connection to the device. You can
also specify a different set of user credentials to connect to the device than the one used to manage the
device on Junos Space Platform. You can choose whether to update the configuration on the device
automatically during the activation or manually.
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Creating a Connection Profile

You use a connection profile to specify connectivity-related parameters for devices added to Junos
Space Network Management Platform using the Modeling devices feature. A connection profile contains
device interface details, and the protocol used to assign IP addresses to devices. If you choose to use a
NAT server between managed devices and Junos Space Platform, the connection profile uses the NAT
configuration configured in the Administration workspace. You create connection profiles from the
Connection Profiles page in the Devices workspace.

To create a connection profile:

1. On the Network Management Platform user interface, select Devices > Model Devices >
Connection 