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About This Guide

Use this guide to understand the features and tasks that you can configure and perform from the Cloud-
based Contrail Service Orchestration (CSO) Customer Portal Ul . This guide provides, feature overviews,
and procedures that help you understand the features and perform CSO configuration tasks.
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About the Customer Portal User Guide

This guide provides an understanding of how to use the Contrail Service Orchestration (CSO) Customer
Portal to implement your use cases. This guide is appropriate for tenant administrators and operators
who need to know how to use Customer Portal.

Refer to Table 1 on page 3 for additional CSO documentation resources.



Table 1: Additional CSO Documentation Resources

Title Available At

What is SD-WAN? https:/www.juniper.net/us/en/products-services/
what-is/sd-wan/

What is Network Functions Virtualization (NFV)? https:/www.juniper.net/us/en/products-services/
what-is/network-functions-virtualization/

Learn About NFV https:/www.juniper.net/documentation/en_US/ learn-
about/LearnAbout_NFV.pdf

Administration Portal User Guide https:/www.juniper.net/documentation/product/
en_US/ contrail-service-orchestration (User Guides
section)

Other Resources https:/www.juniper.net/documentation/product/

en_US/ contrail-service-orchestration

| Customer Portal Overview | 3

Customer Portal Overview

The Customer Portal in Contrail Service Orchestration (CSO) provides a Web-based Ul that tenants of
service providers (SPs) and operating companies (OpCos) can use to manage sites and devices, apply
policies (firewall, NAT, SD-WAN, and so on), and perform administrative tasks. In Customer Portal, the
objects that you manage and the actions that you perform are done in the context of a single tenant.
Therefore, objects belonging to one tenant are isolated from objects belonging to other tenants.

Customer Portal supports role-based access control (RBAC), which means that the roles assigned to
users determine their access privileges and the actions that they can perform. The following predefined
roles are available in Customer Portal:

e Tenant Admin


https://www.juniper.net/us/en/products-services/what-is/sd-wan/
https://www.juniper.net/us/en/products-services/what-is/sd-wan/
https://www.juniper.net/us/en/products-services/what-is/network-functions-virtualization/
https://www.juniper.net/us/en/products-services/what-is/network-functions-virtualization/
https://www.juniper.net/documentation/en_US/learn-about/LearnAbout_NFV.pdf
https://www.juniper.net/documentation/en_US/learn-about/LearnAbout_NFV.pdf
https://www.juniper.net/documentation/product/en_US/contrail-service-orchestration
https://www.juniper.net/documentation/product/en_US/contrail-service-orchestration
https://www.juniper.net/documentation/product/en_US/contrail-service-orchestration
https://www.juniper.net/documentation/product/en_US/contrail-service-orchestration

e Tenant Operator

Administrator users have read access and write access to the Customer Portal Ul and API capabilities,
whereas operator users only have read access. Administrators can also create more users with specific
roles and access privileges.

When you log in to Customer Portal, the main menu (left sidebar) that is displayed and the actions that
you can perform depend on your access privileges. Table 2 on page 4 displays the main menu

available in the Customer Portal, a brief description of each menu item, and a link to the relevant topic in
the Contrail Service Orchestration Customer Portal User Guide.

Table 3 on page 9 lists the icons on the top right corner of the Customer Portal and a brief description
of each icon.

Table 2: Customer Portal Main Menu

Main Menu Description

Favorites View the list of pages that you have marked as
favorite. You can mark pages that you frequently visit
to Favorites.

To mark a page as favorites, click the star icon on the
right corner of each page.

Dashboard Access a user-configurable dashboard that you can
customize with available widgets (also known as
dashlets).

For more information, see "About the Customer Portal
Dashboard" on page 15.



Table 2: Customer Portal Main Menu (Continued)

Main Menu

Monitor

Description

Monitor or view the following:

e Sites: See "About the Monitor Overview Page" on
page 900.

e Alerts and alarms: See "About the Generated Alerts
Page" on page 903 and "About the Alarms Page" on
page 911.

e Alert definitions and notifications: See "About the
Alert Definitions/Notifications Page" on page 905.

e Link switchover events (for SD-WAN sites): See
"About the SD-WAN Events Page" on page 957.

e Security events: See "About the All Security Events
Page" on page 917.

e Application service-level agreement (SLA)
performance (for SD-WAN sites):: See "About the
SLA Performance of a Single Tenant Page" on page
960.

e Application visibility (for SD-WAN sites): See
"About the Application Visibility Page" on page
971.

e User visibility: See "About the User Visibility Page"
on page 975.

e Threat maps: See "About the Threats Map (Live)
Page" on page 981.

e Jobs (ongoing or completed): See "About the Jobs
Page" on page 881.



Table 2: Customer Portal Main Menu (Continued)

Main Menu

Resources

Description

Manage the following resources:

e Sites: See "About the Site Management Page" on
page 72.

e Devices: See "About the Devices Page" on page
332.

e Deploy or stage images: See "About the Device
Images Page" on page 325.

e Site groups: See "About the Site Groups Page" on
page 255.

o Mesh tags: See "About the Mesh Tags Page" on
page 287.

e Site templates: See "About the Configuration
Templates Page" on page 419.

o Device templates: See "About the Device Template
Page" on page 400.

e Configuration templates: See "About the
Configuration Templates Page" on page 419.



Table 2: Customer Portal Main Menu (Continued)

Main Menu Description

Configuration e Configure the following:

e Intent-based firewall policies: See "About the
Firewall Policy List Page" on page 512.

e Content Security : See "About the UTM Profiles
Page" on page 595.

e NAT policies: See "About the NAT Policies
Page" on page 709.

e Intrusion prevention system (IPS): See "About
the IPS Signatures Page" on page 743 and
"About the IPS Profiles Page" on page 774.

e SSL proxy: See "About the SSL Proxy Policy
Page" on page 799.

e SD-WAN policies: See "About the SD-WAN
Policy Page" on page 650.

e SLA-based and path-based steering profiles:
See "About the SLA-Based Steering Profiles
Page" on page 663 and "Adding Path-Based
Steering Profiles" on page 678.

e SD-WAN breakout profiles: See "About the
Breakout Profiles Page" on page 685.

e Shared objects (for example, IP addresses): See
"About the Addresses Page" on page 838.

e View and manage deployments: See "About the
Deployments Page" on page 824.

e View network services: See "About the Network
Services Page" on page 832.



Table 2: Customer Portal Main Menu (Continued)

Main Menu

Reports

Administration

Description

e Add and manage security and SD-WAN report
definitions, and generate reports: See "About the
Security Report Definitions Page" on page 990 and
"About the SD-WAN Report Definitions Page" on
page 1013.

e View generated security and SD-WAN reports: See
"About the Security Generated Reports Page" on
page 996 and "About the SD-WAN Generated
Reports Page" on page 1025.

Perform various administrative tasks including the
following:

e Manage users and roles: See "About the Users Page
in Customer Portal" on page 39 and "About the
Tenant Roles Page" on page 48.

e Monitor audit logs: See "About the Audit Logs
Page" on page 889.

e View device and CSO licenses: See "About the
Device Licenses Page" on page 468 and "About the
CSO Licenses Page" on page 474.

e Modify tenant settings: See "View and Edit Tenant
Settings" on page 27.

e Install signatures: See "About the Signature
Database Page" on page 478.

e Manage certificates and VPN authentication: See
"About the Certificates Page" on page 486 and
"About the VPN Authentication Page" on page 491.

e Set up and configure Juniper Identity Management
Service (JIMS) See "About the Identity
Management Page" on page 501.

e Integrate with Mist Access Points (APs): See
"Enabling Integration with Mist Access Points" on
page 186.



Table 3: Customer Portal Icons

Icons

Running Jobs

Scheduled Jobs

Scope

Alarms and Alerts

Description

Displays the list of jobs that are currently in progress.
Click Review All to view the list of all jobs on the Jobs
page.

For more information on the Jobs page, see "About the
Jobs Page" on page 881.

Displays the list of jobs that are scheduled. Click
Review All to view the list of all scheduled jobs on the
Jobs page.

For more information on the Jobs page, see "About the
Jobs Page" on page 881.

Displays the scope of a user.

If you are an SP administrator or an OpCo
administrator, you can change the scope from All
Tenants to a specific tenant. For more information on
switching the scope, see "Switching the Tenant Scope"
on page 14.

Displays the following two tabs:

o Alarms—Displays the list of alarms that are
generated by the device along with the timestamp
and the severity of the alarm. Click Review All to
view the details about the generated alarms on the
Alarms page. For more information about the
Alarms page, see "About the Alarms Page" on page
911.

o Alerts—Displays the list of alerts that are generated
by the device along with the timestamp and the
severity of the alert. Click Review All to view the
details about the generated alerts on the Alerts
page. For more information about the Alerts page,
see "About the Generated Alerts Page" on page
903.



Table 3: Customer Portal Icons (Continued))

Icons

Pending Policies

Feedback

User Name

Resize

Help Menu (?)
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Description

Displays the list of policies that are due for deployment
on the devices managed by CSO. Click Deploy to
deploy the policy. The Deploy page appears. Choose
the deployment type (Run Now or Schedule at a later
time) and click OK.

Click Review All to view the details about the pending
deployments on the jobs page. See the Awaiting
Deployment tab for the list of policies that are due for
deployment.

Click this icon to provide feedback about the product
or report any issues that you are facing.

Displays the user name of the user who has currently
logged into CSO.

Click this icon to resize the page to full screen.

Click this icon to access the following panels and online
help documentation:

o Getting Started panel
e  What's New panel

e Quick Help panel

e Help Center

e Release Notes

e About Panel
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Accessing Customer Portal

To access Customer Portal:

1. If you are logging in to Customer Portal for the first time, do the following. If not, skip to 2.

NOTE: When your administrator creates a CSO account for you, an e-mail (with the subject
line CSO Account Created) is sent. This e-mail contains a URL that allows you to log in to
Customer Portal. The URL is active for only 24 hours and is valid only for the first log in.

a. Click the URL that you have received in the e-mail.

The Change Password page appears with a message that you must change your password for
security purposes.

b. Change your password following the guidelines provided in Table 4 on page 12.
c. (Optional) Click the Terms of Use link to view the Terms of Use document.

d. Click the check box to accept CSO terms of use.

e. Click Ok.

The login password is changed and you are logged out of the system. When you log in you must use
the changed password.

2. Login to Customer Portal using the link provided in the account activation e-mail.

NOTE: We recommend that you use Google Chrome (Version 60 or later) or Firefox (Version
78 or later)to access the Contrail Service Orchestration (CSO) GUI.

3. Enter your username (E-mail ID) and password. If two-factor authentication is enabled, you are
prompted for a verification code. For information on two-factor authentication, see "Configuring
Two-Factor Authentication" on page 24.

The Welcome page appears listing the key features of the release.

4. (Optional) If you want to hide the Welcome page on your next login, select the Hide this on next
login check box.

5. (Optional) If you want to review the tenant setting, select Review Settings.



The Review Settings page appears. For more information see, "View and Edit Tenant Settings" on
page 27.

6. Click Go to Dashboard. The menu bar on the left-hand side of the every page allows you to access
the different tasks easily. The top-level menu items are listed in Table 5 on page 12.

Table 4: Fields on the Change Password Page

Field Description

New Password Enter your new password.

The password must be between 6 and 21 characters long, and must include at least one
lowercase letter, one uppercase letter, one special character, and one number.

NOTE: The password strength indicator displays the efficiency of the password that you
enter. You cannot proceed to the next step if the password strength indicator shows that the
password is weak.

Confirm Reenter the password for confirmation.

Password
You can select Show Password to view the password.

Table 5: Customer Portal Menu

Menu Name Description

Dashboard Configurable dashboard that offers you a customized view of network services through its
widgets

Monitor Monitor alerts and alarms, security, device, and software-defined WAN (SD-WAN) events;

applications and jobs

Resources Manage device and software image, sites, site templates, mesh tags, and site groups

Configuration = Configure network services, shared objects, and policies (firewall, NAT, SD-WAN), and view and
manage configuration deployments

Reports Create report definitions and view reports



Table 5: Customer Portal Menu (Continued)

Menu Name Description

Administration = Manage users, licenses, audit logs, tenant settings, certificate management, Identity

Management, and the signature database
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Personalize the Customer Portal

You can personalize the navigation mode and the theme in the portal.

To personalize the portal:

1.

4,

Click the icon on the lower left corner of the portal. You have an option to personalize the following
settings:

¢ Navigation Mode
e Theme

e Invert colors
Select one of the following navigation modes:
e Side Menu (default option)—Click this option if you want the main menu items to appear on the

left pane.

e Horizontal Menu—Click this option if you want the main menu items to appear horizontally on the
top bar.

Select one of the following themes:

e Default—Click this option if you prefer the background color of the portal to be blue.

e Grey—Click this option if you prefer the background color of the portal to be grey.

Enable the toggle button if you prefer to invert the colors.

The changes are immediately applied to the portal.
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Switching the Tenant Scope

Administration Portal users can change the tenant scope from all tenants to a specific tenant by using
the tenant switcher displayed on the banner.

When you switch scope from all tenants to a specific tenant, the menu and pages displayed are almost
the same as those displayed for Customer Portal users, with some additional actions visible to the
Administration Portal users. When you switch back to the All Tenants scope, the menu and pages for the
Administration Portal are displayed.

To switch from one scope to another:

e From the top right corner of the page, select the All Tenants scope to access Administration Portal or
select a specific tenant (for example, aaa) to access Customer Portal. The menu and pages for
Administration Portal or Customer Portal are displayed based on the scope selected from the drop-
down list.

Role-Based Access Control Overview | 38

Setting Up Your Network with Customer Portal

Your service provider specifies which sites appear in your network and the network services that you
can use. When you start working in Customer Portal, you must set up your network using the available
sites and network services.

To set up your network with Customer Portal:
1. You can add the following types of sites from the Sites page:

e Provider hub site: Connects to multiple spoke sites using overlay connections. To add a provider
hub site, see "Add Provider Hub Sites in SD-WAN Deployments" on page 121.

e Branch site: Represents an endpoint that is part of customer premise equipment (CPE) at some
physical location such as branch office or point of sale location. Typically, these points are



connected using overlay connections to hub sites. You can add branch sites manually or by using
site templates:

e To manually add a branch site with SD-WAN or Next Gen Firewall capability, see "Manually
Adding Branch Sites" on page 138.

e To add multiple branch sites, use site templates. See "Add Branch Sites by Using a Site
Template" on page 259.

e Cloud spoke site: Connects to a hub site using overlay connections. To add a cloud spoke site, see
"Adding Cloud Spoke Sites for SD-WAN Deployment" on page 122.

e Enterprise hub site: An enterprise hub site carries site-to-site traffic between branch sites and to
break out backhaul (central breakout) traffic from branch sites. To add an enterprise hub site, see
"Add Enterprise Hubs with SD-WAN Capability " on page 82.

2. Activate the site.
3. Deploy network services. See "Manage a Site" on page 206.
4. View and manage policies.

e View and manage a firewall policy. See "Adding Firewall Policy Intents" on page 518 and
"Deploying Policies" on page 827.

e View and manage an SD-WAN policy. See "Adding SLA-Based Steering Profiles" on page 667,
"Adding Path-Based Steering Profiles" on page 678, "Creating SD-WAN Policy Intents" on page
652, and "Deploying Policies" on page 827.
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To access the dashboard, select Customer Portal > Dashboard.
The user-configurable dashboard that offers you a customized view of network services through its
widgets.

You can drag these widgets from the top of the dashboard to your workspace, where you can add,
remove, and rearrange them to meet your needs.

The dashboard automatically adjusts the placement of the widgets to dynamically fit on your browser
window without changing their order. You can manually reorder the widgets by using the drag and drop
option. In addition, you can press and hold the top portion of the widget to move it to a new location.

Tasks You Can Perform

You can perform the following tasks from this page:
e Customize the dashboard by adding, removing, and rearranging the widgets.
o Update the dashboard or an individual widget by clicking the refresh icon.

e Show or hide widget thumbnails in the carousel by selecting the category of widgets that you want
to view from the list at the top left of the carousel; the default is All Widgets.

e Add a widget to the dashboard by dragging the widget from the palette or thumbnail container into
the dashboard.

e Delete a widget from the dashboard page by clicking delete icon (X) in the title bar of the widget and
confirming the delete operation.

e Add a dashboard tab by clicking the + icon, (optionally) entering a name, and pressing Enter.
You can then add widgets to the dashboard as needed.

e Rename a dashboard by double-clicking on the title bar of the dashboard, entering a name, and
pressing Enter.

e Delete a dashboard by clicking the delete icon (X icon ) in the title bar of the dashboard and
confirming the delete operation.

e Search for a widget by clicking the search icon (magnifying glass) at the top left of the carousel,
entering search text, and pressing Enter.

Field Descriptions

You can quickly view important data by using the widgets at the top of your dashboard.

Table 6 on page 17 describes the dashboard widgets.



Table 6: Widgets on the Customer Portal Dashboard

Widget

Tenant Sites: Total Alerts

Top 5 Sites with Alerts

Top Sites not meeting SLA

Top Profiles not meeting SLA

Top Sites Switching Links

Top Profiles Switching Links

Description

Displays the total number of alerts grouped by severity level.

Click each alert name to view the total number of tenant sites receiving alerts
that are critical, major, or minor.

Displays the top five sites in the tenant receiving alerts.

o Name—Name of the tenant site.
e Location—Location of the tenant site.

o Status—Type of alerts received: critical, major, or minor.

Displays a bar chart of the top sites in the tenant that did not meet SLA
requirements and the percentage of time that SLA requirements were not met.

You can sort the information based on profile and period ranging from the last
hour to the last month.

Displays a bar chart of the top SLA profiles that did not meet SLA requirements
and the percentage of time that SLA requirements were not met.

You can sort the information based on location and period ranging from the last
hour to the last month.

Displays a column chart of the top sites in the tenant that switched WAN links
to meet SLA requirements and the number of link-switch events for the sites.

You can sort the information based on profile and period ranging from the last
hour to the last month.

Displays a column chart of the top SLA profiles that switched WAN links and the
number of link-switch events for the SLA profiles.

You can sort the information based on location and period ranging from the last
hour to the last month.



Table 6: Widgets on the Customer Portal Dashboard (Continued)

Widget

Top Applications by
Throughput

Firewall: Top Denials

Firewall: Top Events

IPS: Top Events

Applications: Top by Sessions

IP: Top Destinations

IP: Top Sources

Description

Displays a bar chart of the top sites in the tenant that did not meet SLA
requirements and the percentage of time that SLA requirements were not met.

You can sort the information based on profile, location, and time period.

Displays a column chart of the top requests denied by the firewall based on their
source IP addresses, sorted by count.

You can sort the information based on time period ranging from 5 minutes to 7
days.

Displays a bar chart of the top firewall events of the network traffic, sorted by
count.

You can sort the information based on time period ranging from 5 minutes to 7
days.

Displays the top IPS events of the network traffic, sorted by count.

You can sort the information based on time period ranging from 5 minutes to 7
days.

Displays a bar chart of the top applications with a maximum number of sessions,
sorted by count.

You can sort the information based on time period ranging from 5 minutes to 7
days.

Displays the top IP destination addresses of the network traffic, sorted by count.

You can sort the information based on time period ranging from 5 minutes to 7
days.

Displays the top IP source addresses of the network traffic, sorted by count.

You can sort the information based on time period ranging from 5 minutes to 7
days.



Table 6: Widgets on the Customer Portal Dashboard (Continued)

Widget

IP: Top Spams by Source IPs

Virus: Top Blocked

Web Filtering: Top Blocked
Websites

IP: Top Source IPs by Volume

Application: Top Application

by Volume

IP: Top Users/IP by Sessions

Threat Map: Virus

Description

Displays the number of spams detected by the source IPs.

You can sort the information based on time period ranging from 5 minutes to 7
days.

Displays viruses with the maximum number of blocks, sorted by count.

You can sort the information based on time period ranging from 5 minutes to 7
days.

Displays a bar chart of websites with the maximum number of blocks, sorted by
count.

You can sort the information based on time period ranging from 5 minutes to 7
days.

Displays the top source IP addresses based on volume of traffic, sorted by count.

You can sort the information based on time period ranging from 15 minutes to 7
days.

Displays the applications based on volume of traffic, sorted by count.

You can sort the information based on time period ranging from 5 minutes to 7
days and view the information in a bar chart or a bubble chart.

Displays the top source IP addresses by sessions, sorted by count.

You can sort the information based on time period ranging from 15 minutes to 7
days.

Displays a world map showing total virus event count across countries.

You can sort the information based on source, destination, and time period
ranging from 5 minutes to 7 days.



Table 6: Widgets on the Customer Portal Dashboard (Continued)

Widget Description

Threat Map: IPS Displays a world map showing total IPS event count across countries.

You can sort the information based on source, destination, and time period
ranging from 5 minutes to 7 days.
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Changing the Customer Portal Password

To change the Customer Portal password:

1. Click the customer username that is located at the right side of the Customer Portal banner.
The drop-down list appears.

2. Click My Profile. Alternatively, you can access the My Profile page from Administration> My Profile.
The My Profile page appears.

3. Click Change Password.

4. Enter the current password.

5. In the New Password text box, specify your new password.

The login password that you set must conform to a particular set of requirements such as minimum
length of 6 characters, a maximum length of 21 characters, and that includes at least one lowercase
letter, one uppercase letter, an alpha-numeric character, and a numeric character.

You must change the password periodically (every 90 days) and you cannot reuse the old password.
Your user account will be locked after five consecutive unsuccessful login attempts.

6. In the Confirm Password text box, specify your new password again.
7. Click Save.

You are logged out of the system. To log in to Customer Portal again, you must use your new
password. Other sessions logged in with the same username are unaffected until the next login.
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Resetting the Password

If you have forgotten your password, you can reset the password from the Contrail Service
Orchestration (CSO) login page.

NOTE: If you have entered an incorrect password, your account will be locked after five
consecutive unsuccessful login attempts.

To reset the password:

1. On the login page, enter the username , and then press Enter.
2. Click the Forgot Password link.

The Forgot Password page appears, with a message that an e-mail notification with a verification
code is sent to your e-mail address.

NOTE: The Forgot Password link appears only after you specify the username.

3. In Verification Code, specify the verification code that you have received through an e-mail.

NOTE: The verification code expires after a time duration of 15 minutes.

4. Click OK.

The Reset Password page appears.
5. Change your password following the guidelines provided in Table 7 on page 22.
6. Click OK.

Your password is reset.



Table 7: Fields on the Reset Password Page

Field Description
Username Enter your username.
New Password Enter your new password.

The login password that you set must be between 6 and 21 characters long, and it must
include at least one lowercase letter, one uppercase letter, one special character, and one
number.

NOTE: The password strength indicator displays the efficiency of the password that you
enter. You cannot proceed to the next step if the password strength indicator shows that the
password is weak.

Confirm Password = Reenter the password for confirmation.

You can select Show Password to view the password.
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Changing the Password on First Login

To enhance the security related to login credentials, you are prompted to change the password when
you login to the portal for the first time.

To change the password when you log in for the first time:

1. Log in to the portal with the default login credentials.

The Change Password page appears with a message that you must change your password for
security purposes.



NOTE: The Change Password page appears only if you are logging in to the portal for the first
time.

2. Change your password following the guidelines provided in Table 8 on page 23.
3. (Optional) Click the Terms of Use link to view the Terms of Use document

4. Click the check box to accept CSO terms of use.

5. Click Ok.

NOTE: It is mandatory to change the password when you log in to the portal for the first time.
If you click Cancel, you are redirected to the login page.

The login password is changed and you are logged out of the system. When you log in you must use the
changed password.

Table 8: Fields on the Change Password Page

Field Description

New Password Enter your new password.

The password must be between 6 and 21 characters long, and must include at least one
lowercase letter, one uppercase letter, one special character, and one number.

NOTE: The password strength indicator displays the efficiency of the password that you
enter. You cannot proceed to the next step if the password strength indicator shows that the
password is weak.

Confirm Reenter the password for confirmation.

Password
You can select Show Password to view the password.
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Set a New Password After Your Existing Password Expires

When you try to log in to CSO with your expired credentials and click Login, a set password dialog box
appears.

To set a new password:

Once the specified password duration (in days) expires, you must set a new password to log in to
Contrail Service Orchestration (CSO).

NOTE: By default, the password expiration duration is 180 days. However, you can change the
expiration duration while onboarding the tenant.

1. In the Password field, specify your new password.

The login password that you set must conform to a particular set of requirements such as minimum
length of 6 characters, a maximum length of 21 characters, and that includes at least one lowercase
letter, one uppercase letter, an alpha-numeric character, and a numeric character. You must change
the password periodically (every 180 days) and you cannot reuse the old password. Your user
account will be locked after five consecutive unsuccessful login attempts.

2. In the Confirm Password field, specify your new password again.
You can select the show password (eye) icon to view the password you entered.
3. Click OK.

You are redirected to the CSO login page where you must enter the newly updated credentials to log
in to CSO.

After setting the new password, to log in to CSO, see "Accessing Customer Portal" on page 11.
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Configuring Two-Factor Authentication

Two-factor authentication adds an additional authentication level for enhanced login security. CSO uses
username and password as the first level of user verification. Starting from Release 6.1.0, CSO supports
configuring an optional second level of verification. The second level of verification mandates a user to



authenticate through a verification code either sent through an e-mail (default option) or generated
using an authentication server.

By default, two-factor authentication is disabled for all users. SP, OpCo, and tenant administrators can
enable or disable two-factor authentication in the Authentication page (Administration >
Authentication),

e If an administrator enables two-factor authentication at the global, OpCo, or tenant-level, then all
existing and new users under that level are automatically configured for two-factor authentication.
For example, if an OpCo administrator enables two-factor authentication, then all the users under
that OpCo are configured for two-factor authentication.

Individual users cannot disable two-factor authentication if it is enabled by the administrator.
However, users can change the authentication method. The default authentication mechanism is e-
mail OTP.

e If two-factor authentication is disabled at the global, OpCo, or tenant-level, then individual users can
choose to enable two-factor authentication. Users can also change the authentication mechanism.

For example, if two-factor authentication is disabled at the tenant-level, then tenant users are
required to enter only the username and password to log into CSO. If individual users under that
tenant want to use an additional verification level, then they can choose to enable two-factor
authentication in the My Profiles page.

o If the administrator enables two-factor authentication initially and then later disables it, then existing
users continue to have two-factor authentication enabled. Existing users can opt to disable two-
factor authentication in the My Profile page (Administration > My Profile).

However, two-factor authentication is disabled for new users. New users can enable two-factor
authentication based on individual requirements.

Individual users can enable two-factor authentication if it is disabled. Users cannot disable two-factor
authentication if it is enabled by the administrator.

NOTE: If single sign-on (SSO) is enabled at the global, OpCo, or tenant-level, administrators
cannot enable two-factor authentication for the users at that level.

1. Select Administration > My Profile.
The My Profile page appears.

NOTE: If SSO is enabled in any of the scopes that the user is part of, then the My Profile page
displays only the username as the user credentials are managed by the SSO server.



2. Click the toggle button to enable two-factor authentication.

CSO provides two methods for two-factor authentication—e-mail and TOTP authentication. E-mail is
the default method. You can opt to select TOTP authentication.

To enable TOTP authentication:

1. Install a Time-Based One-Time Password (TOTP) authenticator application on your mobile phone.
You can use a TOTP authenticator application such as Authy, Duo Mobile, or you can use an
authenticator from Microsoft, LastPass, or Google.

2. Scan the QR code provided in the My Profile page using the authenticator application to register
your mobile phone with CSO.

3. Enter the verification code generated by the authenticator application and click Verify.

After CSO verifies the code, TOTP authentication is enabled. When you log in to CSO, you are
prompted for a verification code that is generated by the authenticator application.

If you change your mobile phone, click Change Phone to unregister the existing phone from CSO. To
register the new phone with CSO, follow steps "1" on page 26 through "3" on page 26.

If you do not want to use the TOTP authentication method, click Delete.

Extending the User Login Session

In the unified portal, a login session expires in 60 minutes. After 55 minutes, the Extend Session page is
displayed and, prompting you to enter your password. You must enter your password to extend the
session. The Extend Session page is displayed when the Local authentication method is configured.

If you have logged in to the portal with SSO authentication, the Extend Session page is displayed and
you can authenticate with the external SSO server. However, the SSO expiration is not under the
control of CSO and the following can happen:

o [f the external SSO session is expired, you will be authenticated in the Extend Session page. After
successful authentication, the Extend Session page is closed automatically.

e [f the external SSO session is not expired, the Extend Session page is closed automatically.
To extend the login session:

1. On the Extend Session page, enter your password in the Password field. If you want to end your
session and exit from the portal, click Cancel instead and you are redirected to the Login page.

2. Click OK.

The success message Your Session has been successfully extended is displayed.
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Resend Activation Link in Customer Portal

When tenant administrators adds a new user with tenant administrator or operator roles, CSO
automatically sends an activation link to their e-mail account. The tenant administrator can resend
activation link to the user’s account in the following events:

e The initial activation link expired, or

o The e-mail with the activation link does not get delivered, or
e The user's account must be manually re-enabled.

To resend the activation link:

1. Select Administration > Users in Customer Portal.
The Users page appears, displaying a list of users.

2. Select the username to whose account you want to send the activation link, and then select More >
Resend Activation Link.

An alert message appears, asking you to confirm the resend activation link operation.
3. Click Yes to confirm the resend activation link operation.

An e-mail is sent to the user’s e-mail address with a URL to reset the password in order to activate
their account in CSO. The URL is active for 24 hours.

Resetting the Password for Tenant Users | 44
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View and Edit Tenant Settings

Users with a tenant administrator role can view and modify the tenant settings that are configured on
the Administration Portal, while users with tenant operator role can only view the tenant settings.



NOTE: You cannot add or remove services (configured in Administration Portal) for the tenant.

To modify the settings configured for a tenant:

1. If the Welcome to CSO Release-Number page is displayed after you log in, click Review Settings.
Alternatively, select Administration > Tenant Settings.

The Tenant Settings page appears.

2. (Optional) Click the Expand icon or the Collapse icon on the top-right corner of the page to expand
or collapse the different sections displayed.

3. Modify the tenant settings as explained in Table 9 on page 28.

4. Click Save to save the changes.
A tenant edit job is triggered and a confirmation message, indicating that a tenant edit job is created

successfully, appears on the Tenant Settings page.

5. (Optional) You can click the job name in the message to view details of the job (including job status,
start date and time, and end date and time) on the Update tenant settings Details page. Alternatively,
you can view the status of the job on the Jobs (Monitor > Jobs) page.

If the job is completed successfully, a confirmation message appears on top of the Tenant Settings
page.

Table 9: Fields on the Tenant Settings Page

Field Description Tenant
Capabilities
(Services)

Services Displays the services supported for the tenant You cannot modify this SD-WAN
setting. (Advanced or
Essential)

Security
Services (Next
Gen Firewall)

Password Policy SD-WAN

Next Gen
Firewall



Table 9: Fields on the Tenant Settings Page (Continued))

Field

Password
Expiration Days

SSL Settings

Default SSL Proxy
Profile

Description

Specify the duration (in days) after which the password expires and
must be changed.

Range: 1 through 365.
Default: 180 days.

NOTE: The modifications are applicable to new and existing users.

NOTE: You can modify this setting only if you have not added any SD-
WAN sites for the tenant.

Click the toggle button to enable or disable a default SSL proxy profile
for the tenant.

If you enable this option, the following items are created:

e A default root certificate with the certificate content specified (in
the Root Certificate field)

e A default SSL proxy profile

e A default SSL proxy profile intent that references the default profile

NOTE: You use this option to create a tenant-wide default profile;
enabling or disabling this option does not mean that SSL is enabled or
disabled.

If you enable this option, you must add a root certificate.

Tenant
Capabilities
(Services)

SD-WAN

Next Gen
Firewall

SD-WAN

SD-WAN



Table 9: Fields on the Tenant Settings Page (Continued))

Field

Root Certificate

VPN
Authentication

Description

NOTE: This field is displayed only if you enabled the default SSL proxy
profile.

You can add a root certificate (X.509 ASCII format) by importing the
certificate content from a file or by pasting the certificate content:

e To import the certificate content directly from a file:
1. Click Browse.
The File Upload dialog box appears.
2. Select a file and click Open.

The content of the certificate file is displayed in the Root
Certificate field.

e Copy the certificate content from a file and paste it in the text box.

After the tenant is successfully added, a default root certificate, a
default SSL proxy profile, and a default SSL proxy profile intent are
created.

NOTE:

e The root certificate must contain both the certificate content and
the private key.

e For full-fledged certificate operations, such as certificates that
need a passphrase, or that have RSA private keys, you must use the
Certificates page (Administration > Certificates) to import the
certificates and install on one or more sites.

Tenant
Capabilities
(Services)

SD-WAN

SD-WAN



Table 9: Fields on the Tenant Settings Page (Continued))

Field Description Tenant
Capabilities
(Services)
Authentication NOTE: SD-WAN
Type

e If PKI Certificate was configured as the authentication type, you
can modify the PKI properties (CA Server URL, Password, CRL
Server, and Auto Renew) even after you add sites for the tenant.

e If Preshared Key was configured as the authentication type, then
you can modify the authentication type only if you have not added
SD-WAN sites for the tenant.

Select the VPN authentication method to establish a secure IPsec
tunnel:

e Preshared Key, which means that CSO establishes IPsec tunnels
using keys.

e PKI Certificate, which means that CSO establishes IPsec tunnels
using public key infrastructure (PKI) certificates.

If you select this option, you can configure the following:

e CA Server URL—Specify the Certificate Authority (CA) Server
URL. For example, http:// CA-Server-IP-Address/certsrv/mscep/
mscep.dll/pkiclient.exe.

e Password—Specify the password for the CA server. This field is
optional.

e CRL Server URL—Specify the certificate revocation list (CRL)
server URL. For example, http:/ Revocation-List-Server-IP-
Address/certservices/abc.crl. CSO retrieves the list of revoked
certificates from the CRL server.

e Auto Renew CA Certificates—Click the toggle button to enable
or disable automatic renewal of certificates.

If you enable this option, certificates are automatically renewed
for all sites in the tenant.



Table 9: Fields on the Tenant Settings Page (Continued))

Field

Overlay Tunnel
Encryption

Encryption Type

Description

If you disable this option, certificates must be manually
renewed.

NOTE: If the certificate expires before the renewal, CSO might
not be able to reach the device.

e Renew before expiry—If you enabled automatic renewal, select
the period (3 days, 1 week, 2 weeks, or 1 month) before the
expiration date when the certificates get automatically
renewed.

NOTE: You can also change the duration in the VPN
Authentication page in Customer Portal (Administration >
Certificate Management > VPN Authentication) page.

NOTE: You can modify this setting only if you have not added any SD-
WAN sites for the tenant.

For security reasons, all data that passes through the VPN tunnel must
be encrypted. Select the encryption type:

e 3DES-CBC—Triple Data Encryption Standard with Cipher-Block
Chaining (CBC) algorithm.

e AES-128-CBC—128-bit Advanced Encryption Standard with CBC
algorithm.

e AES-128-GCM—128-bit Advanced Encryption Standard with
Galois/Counter Mode (GCM) algorithm.

o AES-256-CBC— 256-bit Advanced Encryption Standard with CBC
algorithm.

o AES-256-GCM—256-bit Advanced Encryption Standard with GCM
algorithm.

The default encryption type is AES-256-GCM.

Tenant
Capabilities
(Services)

SD-WAN

SD-WAN



Table 9: Fields on the Tenant Settings Page (Continued))

Field

Network
Segmentation

Network
Segmentation

Dynamic Mesh

Threshold for
Creating a Tunnel

Number of
Sessions

Threshold for
Deleting a Tunnel

Description

NOTE: You can modify this setting only if you have not added any SD-
WAN sites for the tenant.

Click the toggle button to disable network segmentation on the tenant.

NOTE:

e You can modify these settings even after you add sites for the
tenant.

e Sites with SD-WAN Essentials service do not support creation or
deletion of dynamic mesh tunnels based on a user-defined
threshold for the number of sessions closed between two branch
sites.

Not applicable to sites with SD-WAN Essentials service.

Specify the maximum number of sessions closed (for a time duration of
2 minutes) between two branch sites.

The dynamic mesh tunnel is created between two branch sites if the
number of sessions closed (for a time duration of 2 minutes) is greater
than or equal to the value that you specified.

The default threshold value (the number of sessions for 2 minutes) is 5.

Not applicable to sites with SD-WAN Essentials service.

Tenant

Capabilities

(Services)

SD-WAN

SD-WAN

SD-WAN

SD-WAN

SD-WAN

SD-WAN



Table 9: Fields on the Tenant Settings Page (Continued))

Field

Number of
Sessions

Max Dynamic
Mesh Tunnels

Max tunnels per
CSO

Max tunnels per
tenant

Dynamic Mesh

Cloud Breakout
Settings

Customer Domain
Name

Description

Specify the minimum number of sessions closed (for a time duration of
15 minutes) between two branch sites.

The dynamic mesh tunnel is deleted between two branch sites if the
number of sessions closed (for a time duration of 15 minutes) is lesser
than or equal to the value that you specified.

The default threshold value (the number of sessions for 15 minutes) is
2.

Displays the maximum number of dynamic mesh tunnels that can be
created in CSO. The total number of dynamic mesh tunnels that can be
created by all tenants in CSO is limited to 125000.

You cannot modify this field.

Specify the maximum number of dynamic mesh tunnels that the tenant
can create.

Range: 1 through 50,000.

Click the toggle button to disable or enable dynamic meshing between
sites in the tenant.

NOTE: You can modify these settings even after you add sites for the
tenant.

Enter the domain name of the tenant. The domain name is used in
cloud breakout profiles to generate the fully qualified domain name
(FQDN). The cloud security providers use the FQDN to identify the
IPsec tunnels.

Tenant
Capabilities
(Services)

SD-WAN

SD-WAN

SD-WAN

SD-WAN

SD-WAN

SD-WAN

SD-WAN



Table 9: Fields on the Tenant Settings Page (Continued))

Field Description Tenant
Capabilities
(Services)
Advanced Settings SD-WAN
(Optional)
Next Gen
Firewall
Primary/Secondary = By default, hub affinity is enabled. SD-WAN
Hub Affinity
Enable the toggle button to configure the CPEs to prefer the user- Next Gen
selected primary and secondary hubs over other paths for the SD- Firewall

WAN overlay traffic.

Disable the toggle button to configure the CPEs to prefer the shortest
routes over the user-selected primary and secondary hubs for the SD-
WAN overlay traffic.

For more details, see Understanding Specific Route-based Routing
Within the SD-WAN Overlay.



Table 9: Fields on the Tenant Settings Page (Continued))

Field

Tenant-Owned
Public IP Pool

Description

You can modify (add, edit or delete) the public IPv4 subnets that are
part of the tenant’s pool of public IPv4 addresses. The tenant IP pool
addresses are assumed to be public IP addresses and represent public
LAN subnets in SD-WAN branch sites.

To add an IPv4 subnet:
1. Click the add (+) icon.
An editable row appears inline in the table.
2. In the Addresses field, enter a valid, public IPv4 prefix.

NOTE: Ensure that the IP addresses configured for a tenant are
unique.

3. Click ¥ (check mark) to save your changes.
The prefix that you entered is displayed in the table.

You can enter more IPv4 subnets by following the preceding
procedure.

To modify a subnet that you entered, select the subnet and click the
edit (pencil) icon.

To delete a subnet, select the subnet and click the delete icon.

If you update the IP address pool of a tenant, CSO runs a job to
automatically update and reprovision the tenant sites.

Tenant
Capabilities
(Services)

SD-WAN

Next Gen
Firewall



Table 9: Fields on the Tenant Settings Page (Continued))

Field Description Tenant
Capabilities
(Services)
Tenant-Specific NOTE: You can modify these settings even after you add sites for a SD-WAN
Attributes tenant.
Next Gen
If you have set up a third-party provider edge (PE) device by using Firewall

software other than CSO, then configure settings on that router by
specifying custom parameters and its corresponding values.

You can modify existing attributes or add attributes.
e To add an attribute:
1. Click the add (+) icon.
An editable row appears inline in the table.

2. Specify any information about the site that you want to pass to
a third-party router; for example, location.

3. Specify a value for the information about the site that you want
to pass to a third-party device; for example, Chicago.

4, Click v (check mark) to save your changes.

The prefix that you entered is displayed in the table.

e To modify an attribute, select a row, click the edit (pencil) icon, and
modify the name and value.

About the Site Management Page | 72
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Role-Based Access Control Overview

Contrail Service Orchestration supports the authentication and authorization of users. Both service
provider and tenant users access the pages within the unified Administration and Customer Portal based
on their role and access permissions.

In addition to predefined roles, CSO enables you to add object-based custom roles. You can create
custom roles and assign access privileges (read, create, update, delete, and other actions) to each role.

Table 10 on page 39 shows predefined service provider, tenant, and OpCo roles and their access
privileges.



Table 10: Roles and Access Privileges

Role Role Scope Access Privileges

Tenant Admin Tenant Users with the Tenant Admin role have full access to the Customer Portal Ul
and APIs. They can add one or more users with the Tenant Administrator or
Tenant Operator roles.

Tenant Tenant Users with the Tenant Operator role have read-only access to the Customer
Operator Portal Ul and APIs.
OpCo Admin Operating Users with the OpCo Admin role have full access to the OpCo'’s

Company Administration Portal Ul or API capabilities. They can use the Ul or APIs to

add one or more users with OpCo Admin, OpCo Operator, and custom roles.
They can onboard tenants, and add the first tenant user during the OpCo's
tenant onboarding process. They can also add tenant administrators or
operators by switching the scope to a specific tenant.

OpCo Operating Users with the OpCo Operator role have read-only access to the OpCo's
Operator Company Customer Portal Ul and APls.

‘ About the Users Page in Customer Portal | 39

About the Users Page in Customer Portal
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To access the Users page for a tenant or OpCo tenant, click Administration > Users in the Customer
Portal.



Use this page to manage tenants and OpCo tenant users in the Tenant and OpCo scopes respectively. In
the Tenant scope, the SP Admin, SP Operator, Tenant Admin, and Tenant Operator can access the Users
page for tenants. The SP Admin and the SP Operator can switch scope from all tenants to a specific
tenant.

In the OpCo scope, the SP Admin, SP Operator, OpCo Admin and OpCo Operator can access the OpCo
Tenant Users page.

For information about the predefined roles and access permissions of OpCo tenant users and tenant
users, see Role-Based Access Control Overview.

The information listed on the Users page changes depending on the authentication mode configured:
¢ Local Authentication —The Users page lists local users that you can add, edit, and delete.
e Authentication and Authorization with SSO Server—The Users page is not displayed because users

are externally managed in the single sign-on (SSO) server.

Tasks You Can Perform

You can perform the following tasks from this page:

e Add a tenant user or an OpCo tenant user. See "Adding Tenant and OpCo Tenant Users" on page
41.

o Edit or delete a tenant user or an OpCo tenantuser. See "Editing and Deleting Tenant and OpCo
Tenant Users" on page 43.

e View details of users in the respective scope. See Table 11 on page 41.

e Show or hide columns about users. Click the Show Hide columns icon in the top right corner of the
page and select columns that you want to view on the page.

e Search for a user. Click the Search icon in the top right corner of the page to search for a user.
You can enter partial text or full text of the keyword in the text box and press Enter.

The search results are displayed on the same page.

Field Descriptions

Table 11 on page 41 describes the fields on the Users page for the Tenant and OpCo scopes in the
Customer Portal.



Table 11: Fields on the Users Page

Field Description

Username Username of the user.

Example: abc@example.com

First Name First name of the user.

Last Name Last name of the user.

Status Indicates whether the user is enabled (can log in to CSO) or disabled (cannot log in to CSO).

Role Depending on the scope selected, indicates the roles assigned to the tenant or OpCo tenant
user.

By default, this column lists only one role assigned to the user. When a user is assigned
more than one role, a +<integer> icon (for example: +2) appears to the right of the role. The
integer indicates the number of additional roles assigned to the user. Click on the integer to
view the additional roles.

Last Login Date and time of the last login. The format is MM/DD/YYYY HH:MM.
Example: 07/22/2017 20:07

A date and time is not displayed when a user has not logged in to the Customer Portal.

‘ Switching the Tenant Scope | 14

Adding Tenant and OpCo Tenant Users

Use the Add Tenant User page and Add OpCo Tenant User page in the Customer Portal to add tenant
users and OpCo tenant users respectively to Contrail Service Orchestration (CSO). After you add a user,
the user receives an e-mail with the initial login credentials.



NOTE: To add users, you should be assigned a role, such as Tenant Admin, that allows you to add

users.

To add a tenant user or an OpCo tenant user:

1. Select Administration > Users.
The Users page appears.

2. Click the add icon (+) or click Add User button. The Add User button appears when there are no users
configured in the scope.
In the Tenant scope, the Add Tenant User page appears. In the OpCo scope, the Add OpCo Tenant
User page appears.

3. Complete the configuration as described in Table 12 on page 42.

4. Click OK to save the changes. If you want to discard the changes, click Cancel.

If you click OK, a confirmation message indicating that the user account is created appears and the
user account is listed on the Users page.

To enhance the security related to login credentials, an automatically generated password is sent to
the e-mail address that you have specified for the user. You are prompted to change the password
when you login to the portal with the automatically generated password. For more information about
changing the password on first login, see "Changing the Password on First Login" on page 22.

Table 12: Fields on the Add Tenant User and Add OpCo Tenant User Pages

Field Description

First Name Enter the first name as a string of alphanumeric characters, some special
characters [underscore (_) and period(.)], and spaces. The maximum length
allowed is 32 characters.

Last Name Enter the last name as a string of alphanumeric characters, some special
characters [underscore (_) and period(.)] and spaces. The maximum length
allowed is 32 characters.

Username (E-mail) Enter a valid e-mail address in the user@domain format.



Table 12: Fields on the Add Tenant User and Add OpCo Tenant User Pages (Continued)

Field Description

Status Click the toggle button to enable or disable the user.

By default, the status is enabled. A user can log in to CSO only when the
status is enabled.

Role Select one or more roles (both predefined and custom) that you want to assign
to the tenant or OpCo tenant user.

The following predefined roles are available—Tenant Operator, Tenant Admin,
and ConfigureSite. To know more about the predefined roles for tenant users
and OpCo tenant users, see Role-Based Access Control Overview.

Click the right-arrow icon to move the selected roles from the Available
column to the Selected column. Note that you can use the search icon on the
top right of each column to search for role names.

Click the role name to preview the access privileges assigned to the tenant
user.

Editing and Deleting Tenant and OpCo Tenant Users
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You can edit the information of tenant and OpCo tenant users and delete one or more users.

NOTE: To edit and delete users, you should be assigned a role, such as Tenant Admin, that allows
you to edit and delete users.



Editing Tenant and OpCo Tenant Users

To modify a tenant user or an OpCo tenant user:

1.

Select Administration > Users.

The Users page appears.

. Select the user that you want to modify, and click the edit icon.

In the Tenant scope, the Edit Tenant User page appears. In the OpCo scope, the Edit OpCo Tenant
User page appears.

Modify the parameters following the guidelines provided in Fields on the Add Tenant User and Add
OpCo Tenant User Pages on page 42.

NOTE: You cannot modify the Username (E-mail) field.

Click OK to save the changes or click Cancel to discard your changes.

If you click OK, a confirmation message indicating that the user information is modified appears on
top of the Users page.

Deleting Tenant and OpCo Tenant Users

To delete one or more tenant users and OpCo tenant users:

1.

Select Administration > Users.

The Users page appears.

. Select the users that you want to delete and click the delete icon.

An alert message appears, asking you to confirm the delete operation.

. Click Yes to delete the users or click No to cancel the deletion.

If you click Yes, a confirmation message indicating that the selected users account are deleted from
CSO appears on top of the Users page.

Resetting the Password for Tenant Users

Users with the Tenant Administrator role can reset the password for tenant users. Also, users with the
Update capability for Users objects can reset the password for tenant users.

To reset the password:

1.

Select Administration > Users in Customer Portal.

The Users page appears, displaying a list of tenant users.



2. Select the username for which you want to reset the password, and then select More > Reset
Password.

An alert message appears, asking you to confirm the reset password operation.
3. Click Yes to confirm the reset password operation.

A confirmation message appears, indicating that the password has been successfully reset, and an e-
mail with a new system-generated password is sent to the user.

The user can use the new system-generated password to log in to CSO.
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Roles Overview
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A role is a function assigned to a user that defines the tasks that the user can perform within CSO. Each
user can be assigned one or more roles depending on the tasks that the user is expected to perform.

User roles enable you to classify users based on the privileges to perform tasks on CSO objects. Roles
assigned to a user determine the tasks and actions that the user can perform.

This topic contains the following sections:

Types of Roles

There are two types of roles: predefined roles and custom roles.



¢ Predefined roles—System-defined roles with a set of predefined access privileges assigned to a user
to perform tasks within the CSO application. Predefined roles are created in the system during CSO
installation. For more information about predefined roles, see Role-Based Access Control Overview.

o Custom roles—Object-based user-defined roles with a set of access privileges assigned to a user to
perform tasks within the CSO application. Objects include menu and submenu items (for example,
Resources, Devices, Images, and POPs) in the CSO application, from which you can create, edit,
clone, and delete objects.

Custom roles can be created by:
¢ An OpCo Administrator, or a Tenant Administrator.
e A tenant user with the Create Role privilege. This user can create custom roles for tenant users.

e An OpCo user with the Create Role privilege. This user can create custom roles for both OpCo
and tenant users.

You can create custom roles and assign access privileges to each role by using the Roles page
(Administration > Roles).

You can assign one or more roles to a user when you create or edit a user account. Each role can have

one or more access privileges.

Role Scopes

A role scope defines the specific scope, which is assigned to the role, such as service provider, OpCo, or
tenant. An OpCo Administrator can assign OpCo, and tenant roles to OpCo users and tenant roles to
tenant users. A Tenant Administrator can assign tenant roles only to tenant users. A role can have the
following scopes:

o Tenant—Represents a customer that can view, configure, and manage its sites through Customer
Portal.

e Operating Company (OpCo)—Similar to a service provider that can manage its own tenants. Tenants
managed by one OpCo are isolated from tenants of another OpCo. An OpCo can manage all
activities related to its own tenants.

Access Privileges

The following access privileges and actions can be assigned to a user role:
e Read

o Create

e Update
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e Delete

e Other actions (Example: For device templates object, the following other actions are supported:
Clone and Edit Device Template) .

Relationship Between User, Roles, and Access Privileges

Figure 1 on page 47 shows the relationship between a user, user roles, and access privileges. A user
can have one or more roles and each role can have one or more access privileges.

Figure 1: Relationship Between User, Roles, and Access Privileges

?

Access Access Access Access Access
Privilege 1 | Privilege 2 § Privilege 3 J| Privilege 4 Privilege 1
(Read) (Write) (Update) (Delete) (Read)

Access Access Access Access
Privilege 1 § Privilege 2 Privilege 1 j§ Privilege 2
(Read) (Write) (Read) (Update)

200344

Benefits of role-based access control (RBAC)

e (SO provides pre-defined and user-defined set of roles for day-to-day system operations on the
unified Administration and Customer portal.

e Controls which system users can view, read, write, and execute objects based on certain business
and operation needs.

e Provides granular level access control on CSO objects within each navigation menu.
e Helps service providers in upselling advanced features to their tenants as a power user.

e (SO supports RBAC and authenticate users using local authentication and the external Single Sign
On (SSO) server.
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To access this page, select Administration > Roles in the Customer Portal.

You can use the Roles page to view a list of predefined (system-defined) and custom (user-defined) roles
that can be assigned to tenant users. You can create, edit, or delete custom roles and clone both custom
and predefined roles.

Tasks You Can Perform

You can perform the following tasks from this page:

e Create a custom role for the tenant users. See "Adding User-Defined Roles for Tenant Users" on page
49.

e Edit, clone, or delete a custom role. See "Editing, Cloning, and Deleting User-Defined Roles for
Tenant Users" on page 51.

Field Descriptions

Table 13 on page 49 describes the fields on the Roles page.
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Table 13: Fields on the Roles Page

Field Description

Role Name Displays the name of the role.

Role Scope Displays the scope of the role.

Role Type Displays whether the role is a predefined role or a custom role.
Created By Displays the name of the user that created the role.
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Adding User-Defined Roles for Tenant Users

Use the Add Role page to create custom (user-defined) roles and assign access privileges (read, create,
update, delete, and other actions) to the tenant user roles.

A Tenant Administrator or a user with the Create Role privilege can create custom roles for tenant users.
To create a custom role:

1. Select Administration > Roles in Customer Portal.
The Roles page appears.
2. Click the add icon (+) to create a new role.
The Add Role page appears.
3. Complete the configuration according to the guidelines provided in Table 14 on page 50.
4, Click OK.

A new role is created and listed on the Roles page.



Table 14: Fields on the Add Role Page

Field

Role Name

Description

Role scope (Visibility)

Privileges

Description

Enter a unique role name. The name can contain alphanumeric characters,
underscore, period, and space.

Enter a description for the role.

Select the scope of the role.

If you select the scope as Tenant, then the Privileges section of the page displays
all the objects of Customer Portal.

All Objects—Displays the objects of the Customer Portal. You must select the
check box against each object and then select the type of privileges (read, create,
update, delete, and other actions (schedule, deploy, reboot, activate, retry,
schedule update, schedule delete, and so on)) that you want to assign the user for
the selected object. You can select one or more access privileges to assign to the
tenant user role.

NOTE: You must assign at least one access privilege to a role.

If you select the first-level objects, the submenu items that belong to the main
object and the corresponding access privileges are selected by default.

The following access privileges can be assigned to a user role:
e Read—Enables the user to read existing objects.

e Create—Enables the user to create new objects.

e Update—Enables the user to modify existing objects.

o Delete—Enables the user to delete existing objects.

You can also assign other actions to tenant roles. The other actions include retry,
schedule update, schedule delete, activate, reboot, push license, RMA, deploy,
schedule, start, disable, deploy, move, run, send, preview, renew, configure, and
download.
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Editing, Cloning, and Deleting User-Defined Roles for Tenant Users

IN THIS SECTION
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You can edit and delete custom (user-defined) roles for tenant users from the Roles page. This topic has
the following sections:

NOTE: You cannot modify or delete the predefined roles.

Editing Roles
To modify the parameters configured for a role.

1. Select Administration > Roles.
The Roles page appears, displaying the existing role names.
2. Select the role that you want to edit and click the edit icon (pencil) to modify the parameters.

The Edit Role page appears. The fields on the Edit Role page are available for editing.

NOTE: You cannot modify the role name and role scope.

3. Modify the role description and privileges as needed.
4. Click OK to save the changes.

A confirmation message appears, indicating the status of the edit operation.



Cloning Roles

You can clone a role (both custom and predefined) when you want to quickly create a copy of an existing
role and modify its access privileges.

NOTE: You cannot modify the role name and role scope.

1. Select Administration > Roles.
The Roles page appears, displaying the existing role names.

2. Select the role that you want to clone and then click the Clone button at the top-right corner of the
page.
The Clone Role: Role-Name page appears.

3. Specify an appropriate name for the new clone role.

4. Click OK to save your changes.

A confirmation message appears, indicating the status of the clone operation.

The name of the clone role is displayed on the Roles page.

5. Select the new clone role and click the edit icon (pencil) to modify its parameters.
The Edit Role page appears.

6. Select the objects, and modify the access privileges of the role, as needed.

7. Click OK to save your changes.

A confirmation message appears, indicating the status of the edit operation.

Deleting Roles
To delete a role name:

1. Select Administration > Roles.
The Roles page appears, displaying the existing role names.

2. Select the role name that you want to delete and then click the delete icon (X).
An alert message appears, asking you to confirm the delete operation.

3. Click Yes to delete the selected role name.

A confirmation message appears, indicating the status of the delete operation.

About the Tenant Roles Page | 48
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Access Privileges for Role Scopes (Tenant and Operating Company)

This topic describes the access privileges for the tenant and Operating company (OpCo) role scopes. For
more information about roles and role scopes, see "Roles Overview" on page 45.

Table 15 on page 53 shows the access privileges for operating company scope.

Table 16 on page 56 shows the access privileges for tenant scope.

Table 15: Access Privileges for Operating Company Scope

Role Scope Menu Name Actions Other Actions
Operating company Monitor
(OpCo)
SP Geo Map Read -
Tenants SLA Read -
Performance
Alerts Read and Delete -
Alarms Read -
Jobs Read Retry
Schedule Update
Schedule Delete
Resources
POPs Read, Edit, and Delete -

Provider Hub Devices

Tenant Devices

Read, Edit, and Delete

Read



Table 15: Access Privileges for Operating Company Scope (Continued)

Role Scope

Menu Name

Device Templates

Configuration

Templates

Images

Configuration

Site management

Path based steering
profiles

SDWAN Breakout
Profiles

Application Signatures

Network Services

Application SLA
Profiles

Application Traffic
Type Profiles

Tenants

Administration

Actions

Read, Create, Update, and Delete

Read, Edit, and Delete

Read

Edit and Delete

Read, Edit, and Delete

Read, Edit, and Delete

Read, Edit, and Delete

Read, Create, Update, and Delete

Read

Read, Create, Update, and Delete

Other Actions

Clone

Edit Template

Add provider hub

Allocate Server and
Detach Server



Table 15: Access Privileges for Operating Company Scope (Continued)

Role Scope

Menu Name

Users

Roles

Audit Logs

Authentication

Licenses

Dynamic Mesh

Signature Database

SMTP

Email Templates

Terms of Use

Display Differences

Help Menu (?)

Getting Started

What's New

Quick Help

Actions

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Edit

Read

Read, Create, Update, and Delete

Read and Update

Update

Modify

Read

Read

Read

Other Actions

Explore and Purge

Push License

Download Signature
Database



Table 15: Access Privileges for Operating Company Scope (Continued)

Role Scope Menu Name Actions Other Actions
Help Center Read -
FAQ Read -
Release Notes Read -
About Read -

Table 16: Access Privileges for Tenant Scope

Role Scope Menu Name Actions Other Actions
Tenant Monitor
Tenant GeoMap Read -
Alerts Read and Delete Jump to Event Viewer
Alarms Read and Delete
Link Switch Events Read -
Traffic Logs Read View only threat

Show exact match
Show raw log
Create Alert
Create Report

Export to CSV



Table 16: Access Privileges for Tenant Scope (Continued)

Role Scope

Menu Name

Security Events

Application SLA
Performance

Application Visibility

User Visibility

Threats Map (Live)

Jobs

Resources

Site Management

Actions

Read

Read

Read

Read and Edit

Read

Read

Read, Create, and Delete

Other Actions

Manage Filter
Create Alert

Create Report

Retry
Schedule Update

Schedule Delete

Configure

Upgrade



Table 16: Access Privileges for Tenant Scope (Continued)

Role Scope Menu Name Actions Other Actions

Devices Read and Delete Activate
Push License
Reboot
RMA
Traceroute
Ping

Configure Stage-2

Site Groups Read, Create, Update, and Delete = -
Mesh Tags Read, Create, and Delete -
Site Templates Read, Create, Clone, and Delete -
Device Templates Read, Update, and Delete Import device templates
Configuration Read, Update, and Delete -
Templates
Images Read Upgrade History
Deploy
Stage
Configuration
Firewall Policy Read, Create, Update, and Delete = Deploy

Schedule Read, Create, Update, and Delete @ -



Table 16: Access Privileges for Tenant Scope (Continued)

Role Scope

Menu Name

Default Settings

Unified Threat
Management

NAT Policies

NAT Pools

IPS Profiles

IPS Signatures

SSL Proxy Policy

SSL Proxy Profiles

SD-WAN Policy

SLA Based Steering

Profiles

Path Based Steering
Profiles

Cloud Breakout
Profiles

Actions

Edit

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Other Actions

Deploy

Deploy

Clone

Clone

Clear All Sections

Deploy

Clone

Clone

Deploy

Clone

Clone

Assign Sites

Detach Sites



Table 16: Access Privileges for Tenant Scope (Continued)

Role Scope Menu Name Actions Other Actions
Port Profiles Read, Create, Update, and Delete ' Clone
Authentication Read, Create, Update, and Delete = Clone
Profiles
Firewall Filters Read, Create, Update, and Delete = -
Access Profiles Read, Create, Update, and Delete = Clone
RADIUS Server Read, Create, Update, and Delete = Clone
Profiles
Address Read, Create, Update, and Delete @ -
Department Read, Create, and Delete -
Service Read, Create, Update, and Delete = -

Application Signature Read, Create, Update, and Delete ' Clone

Protocols Read, Create, Update, and Delete = -
Network Services Read, Update, and Delete Start

Disable
Reports
Report Definitions - Read, Create, Update, and Delete = Run/Preview
Security

Send

Clone



Table 16: Access Privileges for Tenant Scope (Continued)

Role Scope

Menu Name

Report Definitions -
SD-WAN

Generated Reports -
Security

Generated Reports
SD-WAN

Administration

Users

Roles

Audit Logs

Device Licenses

CSO Licenses

Tenant Setting

Tenant Signature
Database

Certificates

Identity Management

Actions

Read, Create, Update, and Delete

Read and Delete

Read and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read, Create, Update, and Delete

Read

Read, create, and update

Read

Read, Create, Update, and Delete

Read and Update

Other Actions

Run/Preview

Send

Clone

Push License

Install



Table 16: Access Privileges for Tenant Scope (Continued)

Role Scope Menu Name

Wi-Fi Settings

Help Menu (?)

Getting Started

What's New

Quick Help

Help Center

FAQ

Release Notes

About

RELATED DOCUMENTATION
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Actions

Read and Update

Read

Read

Read

Read

Read

Read

Read

Other Actions
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CHAPTER 3

SD-WAN and NGFW Deployments
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SD-WAN and NGFW Workflows for a Tenant Administrator
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This topic provides information on SD-WAN and Next-Generation Firewall (NGFW) workflows that a
Tenant Administrator can perform in the Customer Portal.

NOTE: Before you begin, ensure that your account is activated.

If you're a Tenant Administrator, you can deploy the SD-WAN or NGFW service.

SD-WAN Deployment Workflow

If you deploy the SD-WAN service, CSO intelligently routes traffic through the optimal path based on
the criteria you specify in CSO. For example, you can ensure that mission-critical application data is sent
over the MPLS link (reliable and secure path) and the non-mission-critical application data is sent over
the Internet link (best-effort, non-secure path). CSO also performs load balancing automatically and
manages network congestion to route traffic efficiently.

To deploy SD-WAN:

1. Login to the Customer Portal.



. For SD-WAN, you can add one or more provider hub sites, one or more enterprise hub sites, or a
combination of provider hub sites and enterprise hub sites. For SD-WAN Essentials service, you can
add only one provider hub site, one enterprise hub site, or a combination of one provider hub site
and one enterprise hub site:

e Add one or more provider hub sites. See "Add Provider Hub Sites in SD-WAN Deployments" on
page 121.

e Add one or more enterprise hub sites. See "Add Enterprise Hubs with SD-WAN Capability " on
page 82

Starting in CSO Release 6.0.0, the ZTP process is simplified to separate the device and service
provisioning processes for faster deployment. You can add a site without applying a service and
then edit the site to add the SD-WAN service later. See Add Branch or Enterprise Hub Sites
Without Provisioning a Service.

NOTE: Starting in CSO Release 6.0.0, adding a hub site is optional for an SD-WAN
deployment scenario.

. If you added enterprise hub sites, perform post-processing tasks for the enterprise hub sites. See
Post-Provisioning Tasks for Enterprise Hub and SD-WAN Spoke Sites.

. Add one or more SD-WAN branch sites. See Add SD-WAN Branch Sites. To add a site without
applying a SD-WAN service, see Add Branch or Enterprise Hub Sites Without Provisioning a Service.

. Perform post-processing tasks for the SD-WAN branch sites. See Post-Provisioning Tasks for
Enterprise Hub and SD-WAN Spoke Sites.

. (Optional) Configure a cloud spoke site. "Adding Cloud Spoke Sites for SD-WAN Deployment" on
page 122

. Monitor SD-WAN sites and devices.

If you want to view Then visit

General information about the site, WAN Resources > Site Management > Site-Name
overlay and underlay links, policies, and

devices For more information, see "Manage a Site" on page 206

General information about the device, and Resources > Devices > Device-Name.

view recent alerts and alarms
For more information, see "Manage a Single CPE Device" on

page 349.


https://www.juniper.net/documentation/en_US/cso6.0.0/topics/task/operational/cp-site-creating-without-service-provisioning.html
https://www.juniper.net/documentation/en_US/cso6.0.0/topics/task/operational/cp-site-creating-without-service-provisioning.html

(Continued)

If you want to view

Alerts generated by the SD-WAN CPE or
enterprise hub devices

Alarms raised by the SD-WAN CPE or
enterprise hub devices

SLA performance of the tenant’s sites that
have met and not met the defined SLA values

Applications such as sessions, bandwidth
consumed, and risk levels

Devices (such as top 50 devices accessing
high bandwidth-consuming applications and
establishing higher number of sessions) on
your network

View the traffic logs from different sites

Predefined report definitions or create custom
report definitions to generate SD-WAN
performance, tenant performance, and site
performance reports

Then visit

Monitor > Alerts

For more information, see "About the Generated Alerts
Page" on page 903

Monitor > Alarms

For more information, see "About the Alarms Page" on page
911.

Monitor > Application SLA Performance

For more information, see "About the SLA Performance of a
Single Tenant Page" on page 960 and "Viewing the SLA
Performance of a Site" on page 964.

Monitor > Application Visibility

For more information, see "About the Application Visibility
Page" on page 971.

Monitor > User Visibility

For more information, see "About the User Visibility Page"
on page 975

Monitor > Traffic Logs

For more information, see "About the Traffic Logs Page" on
page 952

Reports > Report Definitions

For more information, see "About the SD-WAN Report
Definitions Page" on page 1013.



NGFW Deployment Workflow

If you deploy the NGFW service at a branch site, you can implement network security at this site using
an SRX Series NGFW device as the CPE. You don't need to modify your existing network infrastructure
to use the NGFW service. You only need to connect the SRX Series NGFW device to an OAM hub for
monitoring and management.

To deploy NGFW service:

1.

10.

11.

(Optional) Customize configuration templates. See "About the Configuration Templates Page" on
page 419.

(Optional) Customize device templates. See "About the Device Template Page" on page 400.
Add next-generation firewall site. "Add a Standalone Next-Generation Firewall Site" on page 187.

Starting in CSO Release 6.0.0, the ZTP process is simplified to separate the device and service
provisioning processes for faster deployment. You can add a site without applying a service and
then edit the site to add the NGFW service later. See Add Branch or Enterprise Hub Sites Without
Provisioning a Service.

Upload and install (push) device licenses. See "Add a Device License File" on page 470 and "Push a
Device License File" on page 472.

Install the signature database. See "Manually Installing Signatures" on page 479.
If you specified that policies should be imported during the activation process, you must deploy the

imported policies in CSO:

e If a firewall policy was imported, deploy the firewall policy.

e |f a NAT policy was imported, deploy the NAT policy.
If you did not import the policies as part of the site activation, you can import the policies manually

and deploy the policies:

a. To import firewall policies, go to the Firewall Policy page (Configuration > Firewall > Firewall
Policy) and click Import.

b. To import NAT policies, go to the NAT Policy page (Configuration > NAT> NAT Policy) and click
Import.

c. Deploy the firewall policy and NAT policy.

(Optional) Configure Content Security on the next-generation firewall. See"Creating Content
Security Profiles" on page 597.

(Optional) Configure SSL proxy on the next-generation firewall site. See "Creating SSL Proxy Policy
Intents" on page 800.

(Optional) Configure intrusion prevention system (IPS) on the next-generation firewall. See "Create
IPS Profiles" on page 775.

Add a firewall policy and zone-based intents and deploy the firewall policy. See "Adding a Firewall
Policy" on page 515



12. (Optional) Add a NAT policy and rules and deploy the NAT policy. See "Creating NAT Policies" on
page 710 and "Deploying NAT Policies" on page 741.

13. Monitor the NGFW sites and devices.

If you want to view

General information about the site, WAN
overlay and underlay links, policies, and
devices

General information about the device, and
view recent alerts and alarms

Alerts generated by the SD-WAN CPE or
enterprise hub devices

Alarms raised by the SD-WAN CPE or
enterprise hub devices

SLA performance of the tenant’s sites that
have met and not met the defined SLA
values

Applications such as sessions, bandwidth
consumed, and risk levels

Devices (such as top 50 devices accessing
high bandwidth-consuming applications and
establishing higher number of sessions) on
your network

Then visit

Resources > Site Management > Site-Name

For more information, see "Manage a Site" on page 206

Resources > Devices > Device-Name.

For more information, see "Manage a Single CPE Device" on
page 349.

Monitor > Alerts

For more information, see "About the Generated Alerts
Page" on page 903

Monitor > Alarms

For more information, see "About the Alarms Page" on page
911.

Monitor > Application SLA Performance

For more information, see "About the SLA Performance of a
Single Tenant Page" on page 960 and "Viewing the SLA
Performance of a Site" on page 964.

Monitor > Application Visibility

For more information, see "About the Application Visibility
Page" on page 971.

Monitor > User Visibility

For more information, see "About the User Visibility Page"
on page 975.



(Continued)

If you want to view

View the traffic logs from different sites

Predefined report definitions or create
custom report definitions to generate SD-
WAN performance, tenant performance,
and site performance reports

Traffic logs generated by next-generation

firewall devices

Summary and detailed view of the security
events in your network

Summary and detailed view of the firewall-
related security events

Summary and detailed view of the security
events related to Web filtering

Summary and detailed view of the security
events related to IPsec VPNs

Then visit

Monitor > Traffic Logs

For more information, see "About the Traffic Logs Page" on
page 952.

Reports > Report Definitions

For more information, see "About the SD-WAN Report
Definitions Page" on page 1013.

Monitoring > Security Events > Traffic Logs.

For more information, see "About the Traffic Logs Page" on
page 952.

Monitor > Security Events > All Events

For more information, see "About the All Security Events
Page" on page 917.

Monitor > Security Events > Firewall.

For more information, see "About the Firewall Events Page"
on page 923.

Monitor > Security Events > Web Filtering

For more information, see "About the Web Filtering Events
Page" on page 927.

Monitor > Security Events > IPsec VPNs

For more information, see "About the IPsec VPNs Events
Page" on page 931.



(Continued)

If you want to view

Summary and detailed view of the security
events related to content filtering

Summary and detailed view of the security
events related to spam

Summary and detailed view of the security
events related to viruses

Summary and detailed view of the security
events related to IPS

Summary and detailed view screen events
that occur as a result of the screen options
configured on next-generation firewall
devices

Incoming and outgoing threats between
geographic regions, view blocked and
allowed threat events and so on

Then visit

Monitor > Security Events > Content Filtering

For more information, see "About the Content Filtering
Events Page" on page 933.

Monitor > Security Events > Antispam

For more information, see "About the Antispam Events Page'
on page 936.

Monitor > Security Events > Antivirus

For more information, see "About the Antivirus Events Page"
on page 939.

Monitor > Security Events > IPS

For more information, see "About the IPS Events Page" on
page 942.

Monitor > Security Events > Screen

For more information, see "About the Screen Events Page"
on page 946.

Monitor > Threat Map (Live

For more information, see "About the Threats Map (Live)
Page" on page 981.
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To access this page, click Resources > Site Management.
You can use the Site Management page to view and manage existing sites. You can also add different

types of sites (manually and by using a site template) and configure the sites with one of the following
services:

e Security Services (also referred to as next-generation firewall in this document)

¢ SD-WAN (Essentials or Advanced) services

Tasks You Can Perform

You can perform the following tasks from this page:

e Add provider hub sites that connect multiple branch sites by establishing IPsec tunnels. See "Add
Provider Hub Sites in SD-WAN Deployments" on page 121.

e Add branch sites that represent endpoints at a physical location and connect to hub sites in either a
hub-and-spoke or full mesh topology. A branch site can be configured with WAN capabilities.

e To manually add branch sites, see "Manually Adding Branch Sites" on page 138.

e To add multiple branch sites by using a site template, see "Add Branch Sites by Using a Site
Template" on page 259.

e Add enterprise hub sites that carry site-to-site traffic between branch sites and break out backhaul
traffic from the branch sites. See "Add Enterprise Hubs with SD-WAN Capability " on page 82.



e Add cloud branch sites that represent endpoints in a virtual private cloud. See "Adding Cloud Spoke
Sites for SD-WAN Deployment" on page 122.

e Add multiple sites by uploading a JSON file. See "Adding and Configuring Sites by Importing a JSON
File" on page 281.

e Upgrade one or more sites. See "Upgrading Sites" on page 251.

e Click on the site name to view the site details and to manage the site. See "Manage a Site" on page
206.

o View the jobs executed to add and delete sites for a tenant. see "Viewing the Sites History" on page
224,

e Edit branch and enterprise hub site parameters. See "Edit Site Overview" on page 227.
e Delete a site. See "Delete a Site—Enterprise Hub, Cloud Spoke, and Branch" on page 253.
o View device activation logs. See Viewing the History of Tenant Device Activation Logs.

e Filter and sort sites. Click a column name to sort the sites based on the column name.

NOTE: Sorting and filtering is applicable only to some columns.

e Show or hide the columns. Click the Show/Hide columns icon in the top right corner of the page and
select columns that you want to view on the page.

e Search for a site.

e Click the Search icon in the top right corner of the page to quickly search for a specific site by
using keywords. You can enter partial or full text of the keyword in the text box and press Enter.
On pressing Enter, an option to save the specified filter appears. The saved filters are listed on the
advanced search menu.

e Use the Advanced Search button adjacent to the Search icon to search for sites by using more
specific search filters, such as field name, condition, and value.

Field Descriptions

Table 17 on page 74 describes the fields on the Site Management page.



Table 17: Fields on the Site Management Page

Field

Alert Icon

Site Name

Template

Sites Connected To

Device Status

Type

Service

Description

Alert associated with the site. The alert can be critical (indicated by a red icon),
major (indicated by an orange icon), or minor (indicated by a yellow icon).

NOTE: The alert icon is displayed only if there is an alert associated with the site. If
there is no alert, no icon is displayed.

Name of the tenant site.

Click the name of the site to go to the Site-Name page where you can view the site
details and configure parameters related to the site. See "Manage a Site" on page
206.

Displays whether a branch site is associated with a site template (displays site
template name) or not (-).

Number of sites to which the site is connected or N/A (not applicable) if no sites are
connected.

Mouse over the number to view the list of sites to which the site is connected.

Operational status (Up or Down) of the site.

Indicates whether a site is a branch site or a cloud site.

Displays the SD-WAN service level associated with the site.

e SD-WAN Advanced—Indicates that this site provides the complete SD-WAN
service.

e SD-WAN Essentials—Indicates that this site provides the basic SD-WAN
service.



Table 17: Fields on the Site Management Page (Continued))

Field

Site Status

Local Breakout

Version

Connected Switch(s)

Description

The current status of the site:
o Created—Indicates that the site was added but not configured.
e Configured—Indicates that the site was configured but not activated.

e Partially-Provisioned- Indicates that one or more DHCP WAN links of the site
does not have an IP address after ZTP is complete. The site status changes to
Provisioned after an IP address is assigned to the DHCP WAN link.

e Provisioned—Indicates that the site is provisioned.

o Managed—Indicates that the device is connected to and managed by CSO and is
ready for service provisioning.

e Upgrade-Required—Indicates that the site needs to be upgraded.

e Maintenance—Indicates that the site upgrade is in progress; any deployments
that might occur because of other jobs are skipped when the site status is under
Maintenance.

e Configuration-Failed—Indicates that the deployment of the configuration failed.

e Provision-Failed—Indicates that the service provisioning failed.

Indicates whether local breakout is enabled for at least one WAN link of the site. If
it is enabled for at least one WAN link, the number of links on which local breakout
is enabled is also displayed. Mouse over the number to view the list of links on
which local breakout is enabled.

Contrail Service Orchestration (CSO) version in which the site was added.

Displays the number of EX Series switches that are connected to the CPE device
and are discovered by CSO.



Table 17: Fields on the Site Management Page (Continued))

Field Description

Capabilities Displays the site capabilities:

e SD-WAN-—Indicates that this site has the SD-WAN Advanced or Essentials
service associated with it.

o NGFW-—Indicates that this site has Security Services capability associated with

it.
Site Group The site group to which the site belongs. You can use site groups as filters to search
for sites.
Location Lists the city or state specified in the Address and Contact Information section of

the site. You can use locations as filters to search for sites.

‘ Enterprise Hubs Overview | 77

Multihoming Overview

Multihoming is the ability of a branch site to connect to two different hub devices in a hub and spoke
topology, thereby providing redundancy. The hub devices function as primary and the secondary hub
devices. If there are multiple spokes in the system, the same hub device may act as primary hub device
for one spoke and secondary hub device for another spoke. That is, the selection of the primary and the
secondary hub devices is only in the context of a branch site. The spoke is connected to both the hub

devices through an underlay network.

NOTE: Sites with SD-WAN Essentials service do not support multihoming.

The hub devices can be SRX1500 or SRX4000 series routers. To enable multihoming for a site, you must
select the hub and spoke topology when you create the tenant. If you enable multihoming for a site, you
must specify a primary and back up site when you configure the site.

Traffic is switched from the primary hub to the secondary hub in the following scenarios:



e The primary hub is down
e The primary hub is up, but all the overlay tunnels between the spoke and the primary hub are down

e The tunnels are up, but the iBGP session between the primary hub and vRR is down. In this case, the
failover occurs only after the BGP hold-time expires and the default route is withdrawn.

NOTE: In addition to hub-level redundancy, you can provide VRR-level redundancy by
creating two VRRs—primary and secondary—in two different redundancy groups.

Enterprise Hubs Overview

IN THIS SECTION
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An enterprise hubis an SD-WAN site that is used to carry site-to-site traffic between branch sites and
to break out backhaul (central breakout) traffic from branch sites. An enterprise hub typically has a data
center department behind it; however, this is not enforced in Contrail Service Orchestration (CSO). You
add a enterprise hub from the Sites page.

You can add one or more enterprise hubs to act as central breakout (backhaul) nodes and then associate
enterprise hubs with branch sites. The enterprise hub that is associated with a spoke site functions like a
data hub and performs the following functions:

e Before the creation of site-to-site tunnels, site-to-site traffic to or from a spoke site is sent through
the enterprise hub. This traffic triggers the creation of the site-to-site tunnel based on dynamic mesh
thresholds and matching mesh tags that you configure for the spoke site.

e [f Internet-bound traffic from the spoke site (and all departments associated with the spoke site) is
destined for central breakout (backhaul), the traffic first reaches the assigned enterprise hub and then
breaks out from the enterprise hub.

e If a provider hub is associated with the spoke site, the provider hub works as a fallback option in case
traffic cannot be sent through the enterprise hub.



NOTE: You must attach a branch site (with SDWAN capability) to a provider hub site or an
enterprise hub site, or to both hub sites.

If a tenant has more than one enterprise hub configured, CSO statically meshes these sites with overlay
tunnels so that the enterprise hubs can exchange routing information for the branch sites with which
they are associated. This enables the site-to-site communication between the spoke sites that are
associated with different enterprise hubs.

The creation of static tunnels between one enterprise hub and another and between a enterprise hub
and a spoke site depends on matching mesh tags. These static tunnels are created during the Zero Touch
Provisioning (ZTP) workflow. For more information about mesh tags, see "Mesh Tags Overview" on page
283.

Enterprise hubs can have their own departments similar to other sites. If an enterprise hub does not
have directly connected LAN segments in the departments used by the associated spoke sites, then CSO
automatically pushes the appropriate department virtual routing and forwarding (VRF) instances to the
enterprise hub for connectivity.

Benefits of Enterprise Hubs
e Because enterprise hubs can be used to carry backhaul (central breakout) traffic and are used as an

anchor for site-to-site traffic, the volume of traffic sent to the provider hub (controlled by the service
provider) is reduced.
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Understand BGP Underlay Routing and Provider Edge (PE) Resiliency

IN THIS SECTION

BGP Underlay Routing and Route Advertisements | 80

Benefits of BGP Underlay Routing and PE Resiliency | 80



In Contrail Service Orchestration (CSO), when you add an enterprise hub site or an SD-WAN branch site
and enable local breakout on a WAN link, you can enable BGP routing on the underlay network. In
addition, you can enable provider edge (PE) resiliency on the underlay network, by specifying primary
and secondary PE nodes for a WAN link.

When PE resiliency is enabled for a WAN link, CSO uses the BGP path attribute (local-preference) to
give preference to the routes learned from the primary PE node over the routes learned from the
secondary PE node. For the PEs to decide the path preference, the as-path-prepend parameter is
configured and advertised to the secondary PE to decrement the preference for the secondary BGP
route. If the CPE detects that the primary PE node is down, the secondary PE node is used as the route
next hop. When the primary node comes back up, the route next hops are changed back to the primary
node.

NOTE: To enable BGP underlay routing, you must enable local breakout on the WAN link.
However, for traffic to break out locally on the WAN link, you must configure a breakout profile,
reference the breakout profile in an SD-WAN policy intent, and deploy the SD-WAN policy.

When you enable BGP underlay routing, CSO installs the routes advertised by the PE nodes on the
customer premises equipment (CPE) device. However, CSO does not generate the static default route.
Route advertisements to the primary PE node and, if configured, the secondary PE node occur as
follows:

e (CSO advertises the WAN interface subnet.
e If pool-based translation is configured, CSO advertises the NAT address pool.

Figure 2 on page 80 shows an example of BGP PE resiliency. The CPE device has two WAN links
(WANO and WAN1); each WAN link is connected to two PE nodes. CSO establishes a BGP peering
relationship between the CPE device and the PE nodes connected to the WAN links. CSO allocates BGP
attributes in such a way that one PE node acts as the primary node and the other PE node acts as the
secondary node.



Figure 2: BGP PE (Provider Edge) Resiliency
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BGP Underlay Routing and Route Advertisements

CSO also allows you to advertise public LAN prefixes to the BGP underlay.

NOTE: If a tenant has a public IP address pool configured (in the Tenant-Owned Public IP Pool
field during tenant addition) and you enable the advertisement of public LAN prefixes, then for
LAN segments that are created with a subnet that falls under the tenant public IP address pool,
CSO advertises the LAN subnet to the BGP underlay.

When you enable BGP underlay routing, you can specify the autonomous system (AS) number for the
external (EBGP) peer. If the peer AS number is not specified, or if the AS number that is specified is
same as the AS number for the site, then the BGP type is assumed to be internal BGP (IBGP). If the
specified peer AS number is different from AS number of the site, then the BGP type is assumed to be
EBGP.

CSO also provides an option to authenticate BGP routes by using MD5 authentication. When you
enable authentication, which is disabled by default, you must specify an authentication key, which is
used to verify the authenticity of BGP packets. You must ensure that the BGP peers are also configured
with the same MD5 authentication key.

Benefits of BGP Underlay Routing and PE Resiliency

e Public LAN routes can now be advertised to legacy sites, which provides connectivity from SD-WAN
sites to legacy sites.



e Previously, there was no capability to exchange underlay prefixes, which meant that users had to
configure static routes. With BGP underlay routing, routes are learned dynamically.
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Upgrading Sites Overview

When you upgrade Contrail Service Orchestration (CSO), the existing sites continue to have the
functionality of earlier releases. However, there might be changes in:

Device templates

Image version of a device

Application configurations (For example, SD-WAN policies)

Stage-1 and Stage-2 configurations of a device

For CSO to support the latest features in sites that were created in earlier releases, you must upgrade
the existing sites to the new version. You can upgrade a single site or upgrade multiple sites
simultaneously. When you upgrade multiple sites, ensure that Site Status column of the selected sites
displays Provisioned. .

Users with Tenant Administrators can upgrade a site from the Site Management page. The Site
Management page provides information about sites that must be upgraded and sites for which the
upgrade is optional.

NOTE: Tenant Administrators cannot upgrade Provider Hub Sites listed in Site Management page
of the Customer Portal.

In the Site Management page, the following two new columns have been added to indicate whethera
site upgrade is mandatory or optional:

o Site Status—Indicates the status of the site. If the site status is Provisioned, the upgrade is optional. If
the site status is UPGRADE-REQUIRED, the site upgrade is mandatory. You cannot upgrade a site if
the site status is Created, Provision Failed, Configured, and Activation Failed.

e \Version—Indicates the CSO release number in which the site was created.



If you create a site in a release that is tagged as a Long Term Support (LTS) release, the site remains
functional in the subsequent two LTS releases. For example, if you have created a site in Release X.2
(LTS release), upgrading the site in Release (X+1).2 and Release (X+2).2 is optional, while it is mandatory
to upgrade the site in Release (X+3).2.

If you have created a site in a non-LTS release, the site remains functional in the successive release only.
For example if you have created a site in Release X.0 (non-LTS), upgrading the site in Release X.1 is
optional, while it is mandatory to upgrade the site in Release X.2.

‘ Upgrading Sites | 251

Add Enterprise Hubs with SD-WAN Capability

An enterprise hub site is an SD-WAN site that is used to carry site-to-site traffic between on-premise
spoke sites (branch sites) and to break out backhaul (central breakout) traffic from branch sites. An
enterprise hub typically has a data center department behind it; however, this is not enforced in Contrail
Service Orchestration (CSO). The following device templates are supported for enterprise hubs:

e SRX as SD-WAN CPE (vSRX Virtual Firewall only)

e Dual SRX as SD-WAN CPEs (vSRX Virtual Firewall only)
e SRX-1500 as SD-WAN CPE

e Dual SRX1500 as SD-WAN CPEs

e SRX4x00 as SD-WAN CPE

e Dual SRX4x00 as SD-WAN CPEs

NOTE: Starting in CSO Release 6.0.0, in SD-WAN deployments, using hubs to connect sites is
optional.

In SD-WAN deployments comprising single or dual customer premises equipment (CPE), tenant
administrators have an option to enter the serial number of the CPE device(s) after adding the enterprise
hub sites. The enterprise hub can be added by a tenant administrator and activated manually by another
authorized user. The authorized user must enter either the serial number and the activation code, or
only the serial number when manually activating the device later.



NOTE: In Dual CPE device templates, you cannot add serial number for one CPE and skip
entering serial number for the other CPE device. You can either enter serial numbers for both
primary and secondary devices while creating the site or enter both serial numbers while
activating the site.

Starting in Release 6.0.0, CSO supports the following SD-WAN services for a site:

o  Secure SD-WAN Essentials—Provides the basic SD-WAN services, ideal for small enterprises. See
"Add a Branch Site with SD-WAN Capability" on page 139 for details.

NOTE: A tenant with the Advanced SD-WAN service level can create enterprise hubs only
with the Advanced SD-WAN service. A Secure SD-WAN Advanced branch site connects only
to secure SD-WAN Advanced enterprise hubs.

o Secure SD-WAN Advanced—Provides the complete SD-WAN service. All sites of the tenant with
Secure SD-WAN Advanced service are connected in full mesh or hub-and-spoke topology.

NOTE: The SD-WAN sites on CSO Release 5.4 or earlier versions are treated as SD-WAN
Advanced sites.

Starting from CSO Release 6.0.0, the enterprise hub site creation workflow is simplified by making the
provisioning of services optional during the onboarding process. You can configure the service during
the site creation or add the service later. To add an enterprise site without the SD-WAN service, see
Add Branch or Enterprise Hub Sites Without Provisioning a Service.

To add an enterprise hub site:

NOTE: You can add enterprise hub sites only for tenants with real-time optimized SD-WAN
mode.

1. Click Resources > Site Management.
The Sites page appears.

2. Click Add and select Enterprise Hub.
The Add Enterprise Hub page appears.

3. Complete configuration settings according to guidelines provided in Table 18 on page 84.



NOTE: Fields marked with an asterisk (*) are mandatory.

4. (Optional) You can review the configuration in the Summary tab and modify the settings, if required.
5. Click OK.

¢ If you entered a serial number during activation and automatic activation is enabled, the Site
Activation Progress page appears. The site activation process proceeds through the tasks
explained in 7roubleshooting Site Activation Issues.

Click OK to close the Site Activation Progress page.

¢ If you did not enter a serial number and the automatic activation is disabled, you are returned to
the Site Management page. CSO triggers a job and displays a confirmation message with a job
link. Click the link to view the status of the job. After the job is finished, CSO displays a
confirmation message with a job link. The status of the site changes to CREATED.

You must manually activate the device to finish the activation process.

NOTE: The following procedure is applicable if zero touch provisioning (ZTP) is set true in the
device template. If ZTP is disabled in the device template, you must copy the stage-1
configuration and commit it on the device for CSO to proceed with the activation.

To manually activate the CPE (enterprise hub) device:
a. Select the enterprise hub that has to be activated.

b. Click Activate Site link in the Site Management page.
The Activate Site page appears.

c. Enter the serial number(s) of the device and the activation code. Click OK.

The Site Activation Progress page appears displaying the progress of steps executed for activating
the enterprise hub. On successful activation of the device, the Site Status changes from Created

to Provisioned.

Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability)

Field Description

General

Site Information



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Site Name

Device Host Name

Site Group

Site Capabilities

Address and Contact Information

Description

Enter a unique name for the site. You can use alphanumeric characters and
hyphen (-); the maximum length is 32 characters.

The device host name is auto-generated and uses the format tenant-
name.host-name. You cannot change the tenant-name part in the device host
name. Use alphanumeric characters and hyphen (-); the maximum length
allowed is 32 characters.

Select a site group to which you want to assign the site.

NOTE: Device Management, enabled by default, allows you to create a site
with only device management capability (without any services) and add
services later.

To add an SD-WAN capability for this site, choose one of the following SD-
WAN service types:

e Secure SD-WAN Essentials—(Available for tenants with SD-WAN
Essentials service level) Provides basic SD-WAN services. This service is
ideal for small enterprises looking for managing simple WAN connectivity
with comprehensive NGFW security services at the branch sites, using
link-based application steering. The SD-WAN Essentials service does not
support multihoming, dynamic mesh tunnels, cloud breakout profiles, SLA-
based steering profiles, pool based source NAT rules, IPv6, MAP-E, or
underlay BGP.

e Secure SD-WAN Advanced—(Available for tenants with SD-WAN
Advanced service level) Provides complete SD-WAN services. This service
is ideal for enterprises with one or more data centers, requiring flexible
topologies and dynamic application steering. You can establish site-to-site
connectivity by using a hub in a hub-and-spoke topology or through static
or dynamic full mesh VPN tunnels. Enterprise wide intent based SD-WAN
policies and service-level agreement (SLA) measurements allow to
differentiate and dynamically route traffic for different applications.

NOTE: A Secure SD-WAN Advanced branch site connects only to secure
SD-WAN Advanced enterprise hubs.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Street Address

City

State/Province

ZIP/Postal Code

Country

Contact Name

Email

Phone

Advanced Configuration

Domain Name Server

Description

Enter the street address of the site.

Enter the name of the city where the site is located.

Select the state or province where the site is located.

Enter the postal code for the site.

Select the country where the site is located.
You can click the Validate button to verify the address that you specified:

e The Site address verification successful message is displayed if the
address can be verified. You can click the View location on a map link to
see the address location.

e If the address cannot be verified, the Site address could not be validated
message is displayed .

Enter the name of the contact person for the site.

Enter the e-mail address of the contact person for the site.

Enter the phone number of the contact person for the site.

Click Next to continue.

Specify one or more IPv4 or IPvé, or both IPv4 and IPvé addresses of the
DNS server. To specify more than one DNS server address, type the address,
press Enter, and then type the next address, and so on.

DNS servers are used to resolve hostnames into IP addresses.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field Description

NTP Server Specify the fully qualified domain names (FQDNSs) or IP addresses of one or

more NTP servers.

Example: ntp.example.net

The site must have DNS reachability to resolve the FQDN during site
configuration.

Select Timezone Select the time zone of the site.

Device

NOTE: Some fields in this section are displayed only if you enable the Device Redundancy option.

Device Redundancy Disabled by default. Enable this option for dual CPEs.

The following prerequisites are necessary for enabling device redundancy:

Ensure that the control and fabric ports between both the nodes are
connected.

Ensure that the device is preconfigured for management connectivity
(factory-default or prestaged). Do not configure the control, fabric, and
data (reth) ports as these ports will be reconfigured.

To identify the control, fabric, management, and data ports for each SRX
model, refer to the SRX High Availability Configurator tool.

NOTE: Do not generate the configuration in the tool as CSO generates
and applies the cluster configuration automatically.

If you are using ZTP on SRX300 and SRX320 devices, use ge-0/0/7 as the
predefined DHCP port instead of ge-0/0/0.

Provide the fabric and data (reth) port information in the device template.
The control and fxpO ports are predefined. To change the control port,
change it in the platform device template. To change the data (reth) port,
change it in the SDWAN device template.


https://support.juniper.net/support/tools/srxha/

Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Device Series

Device Model

Device Root Password

Serial Number

Node 0 Serial Number

Node 1 Serial Number

Description

Select the device series to which the CPE belongs.

Based on the device series that you select, the supported device templates
(containing information for configuring devices) are listed.

Select the device model number.

The default root password is fetched from the ENC_ROOT_PASSWORD field
in the device template. You can retain the password or change it by entering a
password in plain-text format. The password is encrypted and stored on the
device.

For a single CPE device, enter the serial number of the CPE device. Serial
numbers are case-sensitive.

If you do not enter serial number, the enterprise hub is added but not
activated. See Step 4 to enter serial number and activate the enterprise hub
site later.

For dual CPEs, enter the serial number of the primary CPE device. The serial
number is case sensitive.

If you do not enter serial number, the enterprise hub site is added but not
activated. See Step 4 to enter serial number and activate the enterprise hub
site later.

For dual CPEs, enter the serial number of the secondary CPE device. The
serial number is case sensitive.

If you do not enter serial number, the enterprise hub site is added but not
activated. See Step 4 to enter serial number and activate the enterprise hub
site later.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Zero Touch Provisioning

Description

Click the toggle button to enable or disable Zero Touch Provisioning (ZTP).
This option is enabled by default.

NOTE: By default, this button is disabled for vSRX Virtual Firewall. You can
enable this button, if the Junos OS version running on vSRX Virtual Firewall
supports phone-home client.

To use ZTP, ensure the following:

e Device must have connectivity to CSO and Juniper phone-home server
(https://redirect.juniper.net)

Use telnet to verify connectivity:
telnet redirect.juniper.net:443
telnet CSO Hostname/IP:443

If the connection is established, the device has connectivity to the phone-
home server and CSO.

e Required certificates for phone-home server and CSO must be present on
the device.

If you enable ZTP, the Boot Image field is displayed and you must select an
image that supports the Phone-Home client. During ZTP, the image on the
firewall device is upgraded to the image that you select for the Boot Image.

If you disable ZTP, ensure that the device has connectivity to CSO. If the
device is not prestaged or preconfigured, then you must provide the details
under the Management Connectivity section so that CSO can generate the
configuration as part of the stage-1 configuration. You can skip the
Management Connectivity section if the device has connectivity to CSO.

If you disable ZTP, you must copy the stage-1 configuration from CSO and
commit it on the device to start the onboarding process. Use any of the
following options to copy the stage-1 configuration:

e Click the Click to copy stage-1 config link next to Prestage Device task on
the Site Activation Progress page.

If you close the Site Activation Progress page inadvertently, you can
access the page from the Site Management page. Click the View link next
to the status of the site under the Site Status column.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Is Cluster Already Formed?

Cluster ID

Auto Activate

Description

e On the Devices page (Resources > Devices), select the device and click
Stagel Config.

NOTE: This field is available only for SRX dual CPE devices.

Click the toggle button to specify whether the SRX cluster has been manually
formed (Yes) or not (No).

NOTE: This field is available only for SRX dual CPE devices.

If the SRX cluster hasn’t been formed manually, specify a unique ID for the
cluster.

Range: 1 through 15

If you've enabled ZTP for the site, the cluster is automatically formed when
the site is activated. If you've disabled ZTP, the following processes are
displayed on the Site Activation Progress page (that appears after you've
added the branch site):

1. After CSO models the site (that is, after the Model Site process completes
successfully), click the Click to copy pre script link, which appears next to
the Pre Script process.

2. Execute the commands as directed.

After the Pre Script process completes successfully, the SRX cluster is
formed and the recovery.conf file is saved on the cluster. In case you want
to delete the site later, you'll need this file to remove the stage-1
configuration and other configurations pushed to the device by CSO.

3. Manually copy the stage-1 configuration (generated automatically by CSO)
to the primary device in the cluster and commit the configuration on the
device.

After the cluster is detected, CSO executes the bootstrap and provisioning
processes and completes provisioning the cluster.

Click the toggle button to enable (default) or disable automatic activation of
the CPE device.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Activation Code

Node O Activation Code

Node 1 Activation Code

Management Interface Family

Boot image

(Device Template)

Management Connectivity

Description

If the automatic activation of the device is disabled, enter the activation code
to manually activate the device. The activation code is provided by the
administrator who adds the site.

If the automatic activation of dual CPEs is disabled, enter the activation code
to manually activate the primary CPE device.

If the automatic activation of dual CPEs is disabled, enter the activation code
to manually activate the secondary CPE device.

Select the IP address type (IPv4 or IPvé) for the management interface. This
field is displayed only if you have enabled Zero Touch Provisioning.

Select the boot image from the drop-down list if you want to upgrade the
image for the CPE device.

The boot image is the latest build image uploaded to the image management
system. The boot image is used to upgrade the device when the CSO starts
the ZTP process.

If the boot image is not provided, then the device skips the procedure to
upgrade the device image. The boot image is populated based on the device
template that you have selected while creating a site. See Uploading a Device
Image.

Select a device template, which contains information for configuring a device.

NOTE: This section is displayed only when Zero Touch Provisioning is disabled. If you are adding a chassis cluster,

then you must provide the interface details for both the nodes.

Address Family

Interface Name

Select the IP address type (IPv4 or IPvé).

This is the WAN interface that the device uses to connect to CSO.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Access Type

Address Assignment

Management VLAN ID

PPPOE

Hub Configuration

Description

Select the access type for the underlay link. LTE, ADSL, and VDSL access
types are supported only on Internet links. You cannot add LTE, ADSL, and
VDSL access types to the same WAN link.

DHCP is selected by default. If you want to provide a static IP address, select
STATIC.

Enter a VLAN ID for the WAN link.

Range: 0 through 4094

Click the toggle button to enable authenticated address assignment for the
WAN link by using PPPoE (Point-to-Point Protocol over Ethernet).

NOTE: Hub selection is optional for both SD-WAN Advanced and Essentials sites. SD-WAN Essentials sites do
not support multihoming. However, you can edit an Essentials site (post activation) to upgrade it to an Advanced
site and add a secondary hub later if required, provided that the tenant’s service level is upgraded to Advanced.

Primary Provider Hub

Secondary Provider Hub

Select the provider hub site (or primary provider hub site in case of
multihoming) to which you want to connect the enterprise hub site.

If you do not specify a provider hub site, then the enterprise hub site can
connect only to the branch sites that are associated with the enterprise hub
site.

If you specify a provider hub site, then the enterprise hub site can also
connect to the branch sites to which that provider hub site is associated.

NOTE: Not applicable to sites with SD-WAN Essentials service.

Select the secondary provider hub site (in case of multihoming) to which you
want to connect the enterprise hub site.

When the primary provider hub is down, the enterprise hub connects to the
secondary provider hub and the branch sites to which that provider hub site is
associated.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field Description

WAN Links

NOTE: In Release 6.1.0, CSO moves a site to the PROVISIONED state when at least one of the WAN links
obtains the IP address and is activated. You can activate the remaining DHCP WAN links later. If the provisioned
site establishes Dynamic VPN (DVPN) tunnels to other sites before the DHCP WAN links are activated, then
these DHCP WAN links participate in DVPN only when the tunnels are deleted and added back (that is, traffic
between a pair of sites falls below the delete threshold, and then crosses the create threshold again).

WAN_O (WAN-Interface-Name) | This field is enabled by default.

Enter parameters related to the WAN_O (WAN-Interface-Name) link. Fields
marked with an asterisk (*) must be configured to proceed.

Link Type Select whether the link would be an MPLS link or Internet link.
Egress Bandwidth Enter the maximum bandwidth (in Mbps) that the CPE allows towards the
WAN link.

Range: 1 through 10,000.

Public IP Address Enter the public IPv4 address for the link.

NOTE: This IP address should be provided only if the static IP prefix is a
private IP address and 1:1 NAT is configured.

Underlay Address Families

IPv4 By default, IPv4 address assignment is enabled for the WAN link.

The WAN link requires an IPv4 address to connect to an IPv4 network.

Address Assignment Method Displays the method of assigning an IPv4 address to the WAN link (STATIC).
You cannot modify this field.

You must provide the IPv4 address prefix and the gateway IPv4 address for
the WAN link.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Static IP Prefix

Gateway IP Address

MTU

WAN Link (Primary or
Secondary)

Advanced Settings

Address Family (Tunnel
Creation)

Provider

Description

Enter the IPv4 address prefix of the WAN link.

Enter the IPv4 address of the gateway of the WAN service provider.

Applicable only to IPv4 addresses.

Enter the maximum transmission unit (MTU) size for the media or protocol.
The supported MTU range can vary depending on the device, interface type,
network topology, and other individual requirements. See also: MTU Default
and Maximum Values and LTE Mini Physical Interface Modules (LTE Mini-
PIM).

Editing the MTU values of all the OAM-enabled WAN links of a site at the
same time might result in tunnel flapping. You must ensure that at least one
OAM-enabled WAN link always remains undisrupted for a site. For example,
if you have a site with four WAN links (including two links that support OAM
traffic), you can edit the MTU values of all the WAN links except one OAM-
enabled link at the same time. After the edit is complete and the changes are
saved, you can edit the site again and update the remaining WAN link.

NOTE: If you enable the PPPoE/PPP option under a WAN link, the MTU
option is displayed under the PPPoE/PPP Settings section for that link.

For dual CPE device templates, displays whether the WAN link is a primary
link or a secondary link. You cannot modify this field.

Displays the underlay address family (IPv4) that is used to establish the
overlay tunnel.

Enter the name of the service provider providing the WAN service.


https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/topic-map/security-interface-physical.html#id-mtu-default-and-maximum-values
https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/topic-map/security-interface-physical.html#id-mtu-default-and-maximum-values
https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/topic-map/lte-mini-pim-topicmap.html
https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/topic-map/lte-mini-pim-topicmap.html

Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field Description

Cost/Month Enter the cost for using the WAN link per month and select the currency in
which the cost is indicated from the adjacent drop-down list.

Range: 1 through 10,000.

In bandwidth-optimized SD-WAN, CSO uses this information to identify the
least-expensive link to route traffic when multiple WAN links meet SLA
profile parameters.

Link Priority Enter a value in the range 1-255. A lower value indicates a more preferred
link. A value of 1 indicates highest priority and a value of 255 indicates lowest
priority. If you do not enter a value, the link priority is considered as 255.

Enable Local Breakout Click the toggle button to enable local breakout on the WAN link. By default,
local breakout is disabled.

NOTE:

e |f you enable this option, the WAN link can be used for local breakout.
The decision of whether traffic breaks out locally from the site depends
on the breakout profile that is referenced in the SD-WAN policy intent.

e If you do not enable local breakout on at least one WAN link for a single
CPE connection plan and at least two WAN links for a dual CPE
connection plan, then local breakout is disabled for the site.

Breakout Options When the Enable Local Breakout field is enabled, select whether you want to
use the WAN link for both breakout and WAN traffic (default) or only for
breakout traffic.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Autocreate Source NAT Rule

Description

NOTE: Sites with Secure SD-WAN Essentials service support interface-based
source NAT rules only. If you enable this options for an SD-WAN Essentials
site, interface-based source NAT rules are automatically applied. If you enable
this options for an SD-WAN Advanced site, you must select a source NAT
rule from the Translation field.

Click the toggle button to enable or disable the automatic creation of source
NAT rules. By default, this field is enabled when local breakout is enabled on
the WAN link.

Table 19 on page 106 explains how source NAT rules are automatically
created on the WAN link. The automatically-created source NAT rules are
implicitly defined and applied to the site and is not visible on the NAT Policies
page.

NOTE: You can manually override automatically created NAT rules, by
creating a NAT rule within a particular rule-set. For example, to use a source
NAT pool instead of an interface for translation, create a NAT rule within this
particular rule-set, that includes the relevant department zone and WAN
interface as the source and destination. For example:

Dept-Zonel --> W1 : Translation=Pool-2

The manually created NAT rule is placed at a higher priority than the
corresponding automatically created NAT rule.

You can also add other fields (such as addresses, ports, protocols, and so on)
as part of the source or destination endpoints. For example:

Dept-Zonel, Port 56578 --> W1: Translation=Pool-2



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Translation

IP Addresses

Preferred Breakout Link

Description

This field is displayed only if the automatic creation of source NAT rules is
enabled for the WAN link, and the SD-WAN service used is Advanced. Sites
with Secure SD-WAN Essentials service support interface-based source NAT
rules only.

Select the type of NAT to use for the traffic on the WAN link:

o |nterface—Use interface-based NAT, which is the default.

e Pool—Use pool-based NAT. If you select this option, you must specify the
IP addresses that are to be used for the NAT pool.

NOTE: No NAT is performed for tenant-owned public IP addresses that
were added during the tenant addition workflow.

For pool-based NAT, enter one or more IP addresses, subnets, or an IP
address range. Separate multiple IP addresses by using commas and use a
hyphen to denote a range; for example, 192.0.2.1-192.0.2.50.

Click the toggle button to enable a WAN link as the most preferred breakout
link.

If you disable this option, then the breakout link is chosen using ECMP from
the available breakout links.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

BGP Underlay Options

Primary Neighbor

Secondary Neighbor

eBGP Peer-AS-Number

Local AS Number

Description

NOTE: Not applicable to sites with the SD-WAN Essentials service.

NOTE: This setting can be configured only if the address assignment is static
and local breakout is enabled.

Click the toggle button to enable BGP underlay routing.

When you enable BGP underlay routing, route advertisements to the primary
PE node and, if configured, the secondary PE node occur as follows:

e (CSO advertises the WAN interface subnet.

e If you configured pool-based translation, CSO advertises the NAT address
pool.

NOTE: If underlay BGP is enabled for a WAN link, then the routes learnt from
BGP are installed for local breakout; CSO does not generate the static default
route.

Displays the IP address that you entered for the gateway for the WAN link.

If you want to provide PE resiliency, you can configure a secondary PE node.
Enter the IP address of the secondary PE node.

NOTE: If the primary PE node goes down, then the secondary PE is used as
the next hop. When the primary PE comes back up, the route next hops are
changed to the primary PE.

Enter the autonomous system (AS) number for the external (EBGP) peer.

NOTE: If the peer AS number is not configured or the peer AS number that is
configured is the same as that of the CPE site, then the BGP type is assumed
to be internal BGP (IBGP).

Enter the local AS number for the WAN link. When you configure this
parameter, the local AS number is used for eBGP peering instead of the global
AS number configured for the device.

NOTE: The local AS number must be different from the global AS and eBGP
peer AS numbers.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Authentication

Auth Key

Advertise Public LAN Prefixes

Use For Fullmesh

Description

Select the BGP route authentication method to be used:
o None—Indicates that no authentication should be used. This is the default.

o Use MD5—Indicates that MD5 is to be used for authentication. If you
choose this option, you must specify an authentication key.

If you specified that MD5 should be used for authentication, specify an MD5
authentication key (password), which is used to verify the authenticity of BGP
packets.

Click the toggle button to enable the advertisement of public LAN prefixes.
This field is disabled by default.

If the tenant has a public IP address pool configured and you enable the
advertisement of public LAN prefixes, then for LAN segments that are created
with a subnet that falls under the tenant public IP address pool, CSO
advertises the LAN subnet to the BGP underlay.

NOTE: When public LAN advertisement is enabled for the WAN link, public
LAN prefixes are advertised through the BGP underlay towards MPLS or the
Internet. If a site has two versions of the route installed for the same LAN
prefix in the overlay and underlay, the overlay routes are always preferred
over underlay.

Click the toggle button to specify whether the WAN link can be a part of a full
mesh topology.

A site can have all WAN links enabled for meshing.

NOTE:

e For link redundancy, you must enable at least two WAN links for full
mesh.

e Even if you enable this option, sites with SD-WAN Essentials service do
not support creation or deletion of dynamic mesh tunnels based on a
user-defined threshold for the number of sessions closed between two
branch sites. However, an OpCo administrator or a tenant administrator
can create a static tunnel between a source site and destination site by
using the CSO GUI in Customer Portal.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Mesh Overlay Link Type

Mesh Tag

Connects to Provider Hubs

Use for OAM Traffic

Description

When Use for Fullmesh field is enabled, select the type of mesh overlay link—
GRE and GRE_IPSEC.

e |[f the link type is Internet, the value for mesh overlay link type is
GRE_IPSEC.

o If the link type is MPLS, select one of the following options:
e GRE-IPSEC

e GRE

When the Use for Fullmesh field is enabled, select one or more mesh tags to
be associated with the WAN link for creating tunnels.

Matching mesh tags is one of the criteria used to form tunnels between sites
that support meshing.

For more information about mesh tags, see "Mesh Tags Overview" on page
283",

NOTE: The Connects to Provider Hubs field is available only if you have
selected a provider hub.

Click the toggle button to specify that the WAN link of the site connects to a
provider hub.

NOTE:

e For sites with a single CPE, you must enable at least one WAN link to
connect to the hub so that OAM traffic can be transmitted.

e For sites with a dual CPE, you must enable at least one WAN link per
device to connect to the hub so that OAM traffic can be transmitted.

If you have specified that the WAN link is connected to a hub, click the toggle
button to enable sending the OAM traffic over the WAN link.

This WAN link is then used to establish the OAM tunnel.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Overlay Tunnel Type

Overlay Peer Device

Overlay Peer Interface

Overlay Tunnel Type 1

Overlay Peer Device 1

Overlay Peer Interface 1

Description

This field is displayed when the Connects to Provider Hubs field is enabled
and only one provider hub (primary) is specified.

Select the mesh overlay tunnel type (GRE and GRE_IPSEC) for the tunnel to
the primary hub.

MPLS links can have both GRE and GRE_IPSEC as the overlay link type where
as Internet links can have only GRE_IPSEC as the overlay link type.

This field is displayed when the Connects to Provider Hubs field is enabled
and only one provider hub (primary) is specified.

Displays the peer hub device to which the site is connected.

This field is displayed when the Connects to Provider Hubs field is enabled
and only one provider hub (primary) is specified.

Select the interface name of the hub device to which the WAN link of the site
is connected.

This field is displayed when the Connects to Provider Hubs field is enabled
and both primary and secondary hubs are specified.

Select the mesh overlay tunnel type (GRE and GRE_IPSEC) for the tunnel to
the primary hub.

MPLS links can have both GRE and GRE_IPSEC as the overlay link type where
as Internet links can have only GRE_IPSEC as the overlay link type.

This field is displayed when the Connects to Provider Hubs field is enabled
and both primary and secondary hubs are specified.

Displays the primary peer hub device to which the site is connected.

This field is displayed when the Connects to Provider Hubs field is enabled
and both primary and secondary hubs are specified.

Select the interface name of the primary hub device to which the WAN link of
the site is connected.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

Overlay Tunnel Type 2

Overlay Peer Device 2

Overlay Peer Interface 2

Backup Link

Default Link

Description

This field is displayed when the Connects to Provider Hubs field is enabled
and both primary and secondary hubs are specified.

Select the mesh overlay tunnel type (GRE and GRE_IPSEC) for the tunnel to
the secondary hub.

MPLS links can have both GRE and GRE_IPSEC as the overlay link type where
as Internet links can have only GRE_IPSEC as the overlay link type.

This field is displayed when the Connects to Provider Hubs field is enabled
and both primary and secondary hubs are specified.

Displays the secondary peer hub device to which the site is connected.

This field is displayed when the Connects to Provider Hubs field is enabled
and both primary and secondary hubs are specified.

Select the interface name of the secondary hub device to which the WAN link
of the site is connected.

Select a backup link through which traffic can be routed when the primary
(other) links are unavailable. You can select any link other than the default
links or links that are configured exclusively for local breakout traffic.

When a primary link comes back online, CSO monitors the performance on
the primary link and when the primary link meets the SLA requirements, the
traffic is switched back to the primary link. However, SLA data is not
monitored for the backup link.

Select one or more links that will be used for routing traffic in the absence of
matching SD-WAN policy intents. A site can have multiple default links to the
hub site.

Default links are used primarily for overlay traffic but can also be used for
local breakout traffic. However, a default link cannot be used exclusively for
local breakout traffic. If you do not specify a default link, then equal-cost
multipath (ECMP) is used to choose the link on which to route traffic.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

VLAN ID

WAN_1 (WAN-Interface-Name)

WAN_2 (WAN-Interface-Name)

Description

Enter a VLAN ID for the WAN link.
Range: 0 through 4049 (4050 to 4094 is reserved by CSO).

NOTE:

e If you are configuring more than one WAN link on the same physical
interface, only one WAN link can be untagged; for the remaining WAN
links, you must configure a VLAN ID.

e A combination of tagged and untagged on the same physical interface is
supported only for single CPE devices.

e You cannot have a combination of tagged and untagged WAN links on the
same et interface. If you are configuring multiple WAN links on the same
et interface, then you must specify a VLAN ID for all the links.

To enable the configuration of WAN links as logical interfaces in SD-WAN
branch sites, the SP Administrator user must modify the device template and
configure the WAN ports as logical interfaces.

Click the toggle button to enable or disable (default) the WAN link.

When you enable the WAN link, fields related to the WAN link appear. Fields
marked with an asterisk (*) must be configured to proceed.

Refer to the fields described for WAN_O (WAN-Interface-Name) for an
explanation of the fields

Click the toggle button to enable or disable (default) the WAN link.

When you enable the WAN link, fields related to the WAN link appear. Fields
marked with an asterisk (*) must be configured to proceed.

Refer to the fields described for WAN_O (WAN-Interface-Name) for an
explanation of the fields



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

WAN_3 (WAN-Interface-Name)

Advanced Configuration

Description

Click the toggle button to enable or disable (default) the WAN link.

When you enable the WAN link, fields related to the WAN link appear. Fields
marked with an asterisk (*) must be configured to proceed.

Refer to the fields described for WAN_O (WAN-Interface-Name) for an
explanation of the fields

NOTE: Sites with Secure SD-WAN Essentials service do not support creation or deletion of dynamic mesh
tunnels based on a user-defined threshold for the number of sessions closed between two branch sites. However,
an OpCo administrator or a tenant administrator can create a static tunnel between a source site and destination
site by using the CSO GUI in Customer Portal.

OAM [P Prefix

DVPN Threshold for Tunnel
Creation

Enter an IPv4 address prefix (such as 10.100.100.11/32) for the loopback
interface on the CPE device. The IP address prefix should be a /32 IP address
prefix and must be unique across the entire management network.

NOTE: We recommend that you do not configure this setting (leave the IP
Prefix field blank) because management connectivity is handled automatically
by CSO.

NOTE: Not applicable to sites with SD-WAN Essentials service.

Specify the threshold for the number of sessions (flows) closed (in a two-
minute duration) between the enterprise hub and a destination site. When
the number of sessions closed exceeds the specified threshold, a tunnel is
created between the enterprise hub and the destination site.

The default value is 5.

For example, if you specify the Create Threshold as 5, dynamic mesh tunnels
are created if the number of sessions closed between the enterprise hub and
destination site exceeds 5 in 2 minutes.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field

DVPN Threshold for Tunnel
Deletion

LAN Segment Configuration

Refer to Table 20 on page 108 for ¢

Configuration Templates (Optional)

Description

NOTE: Not applicable to sites with SD-WAN Essentials service.

Specify the threshold for the number of sessions closed (in a 15-minute
duration) between the enterprise hub and a destination site. When the
number of sessions closed is lower than the specified threshold, the tunnel
between the enterprise hub and destination site is deleted.

The default value is 2.

For example, if you specify the number of sessions closed as 2, dynamic mesh
tunnels between the enterprise hub and destination site are deleted if the
number of sessions closed is lesser than or equal to 2.

onfiguring LAN segments.



Table 18: Add Enterprise Hub for <Tenant-Name> Settings (WAN Capability) (Continued)

Field Description

Configuration Templates List Select one or more configuration templates from the list. This list is filtered
based on the device that you select.

Configuration templates are stage-2 templates that are added by your OpCo
administrators or SP administrators or Tenant administrators.

NOTE: You must set the parameters of the configuration templates that you
have selected before you move to the LAN section.

To set the parameters for the selected configuration templates:

1. After you select one or more configuration templates, click Set
Parameters.

The Device Configurations page appears. This page consists of two tabs—
Configure and Summary

2. In the Configure tab fill in the attributes for each of the configuration
templates.

(Optional) View the CLI commands in the Summary tab.

3. Click Save.
You have added and set the parameters for the configuration templates
that are part of the site template that you are creating.

Refer to Table 20 on page 108 for configuring LAN segments.

Table 19: Automatic Creation of Source NAT Rules

Autocreate Translation NAT Rules Creation
Source NAT

Rule

Disabled Not applicable (No None.

NAT)



Table 19: Automatic Creation of Source NAT Rules (Continued)

Autocreate Translation NAT Rules Creation

Source NAT

Rule

Enabled Interface-Based Source NAT rules are automatically created, with each rule from a
(Default)—CSO department zone to the WAN interface, with a translation of type
creates interface- interface. Each pair of [zone - interface] represents a rule-set.

based NAT rules.
For example, the following department zone to (WAN link) W1

interface rule-set might be created:

Dept-Zonel --> W1: Translation=Interface
Dept-Zone2 --> W1: Translation=Interface

Dept-Zone3 --> W1: Translation=Interface

When traffic from a branch site breaks out at an enterprise hub, a
source NAT rule is automatically created at the enterprise hub from the
department routing group (also referred to as VRF group) to the WAN
interface.

Dept-vrf-group --> W1: Translation=Interface

Enabled Pool-Based—CSO Source NAT rules are automatically created, with each rule from a
automatically creates | department zone to the WAN NAT pool with a translation of type pool.
pool-based NAT rules
(Not applicable to
sites with SD-WAN might be created:
Essentials service).

For example, a source NAT rule from department zone to NAT pool

Dept-Zonel --> W1 : Translation=Pool-1
Dept-Zone2 --> W1 : Translation=Pool-1

When traffic from a branch site breaks out at an enterprise hub, a
source NAT rule is automatically created at the enterprise hub from the
department routing group to the WAN pool.

Dept-vrf-group --> W1: Translation=Pool



Table 20: Add LAN Segment Settings

Field

Use for Overlay VPN

Name

CPE Port

Add LAG Interface

Description

Enable the Use for Overlay VPN field to associate the LAN segment with the
selected department (VRF + ZONE) for overlay traffic to other sites.

Disable the Use for Overlay VPN field to associate the LAN segment with a
security zone for underlay breakout. You must define zone-based security
policies.

NOTE: When adding a new site, this field is enabled by default and cannot be
modified. However, when you add a new LAN Segment to a provisioned site
from the LAN tab of the Site-Name page, you can enable or disable this
option.

Enter a name for the LAN segment.

The name for a LAN segment should be a unique string of alphanumeric
characters and some special characters (. -). No spaces are allowed and the
maximum length allowed is 15 characters.

NOTE: Applicable to SRX Series Firewalls.
Select the CPE port to be added in the LAN segment.

When you add a new LAN Segment to a provisioned site from the LAN tab of
the Site-Name page, you can select (or create) a LAG interface or a redundant
Ethernet (reth) interface (for dual CPE cluster) to connect the SRX Series CPE
devices to an EX series switch.

To use the et interface on SRX4600 devices, you must create a LAG interface
and configure the et interface as a member of the LAG (aggregated Ethernet
or ae) interface. See "Create LAG Interface" on page 374.

For an SRX4600 dual CPE cluster, you can use the et interface if it is
configured as a member of the redundant Ethernet (reth) interface.

NOTE: This option is available when you add a new LAN Segment to a
provisioned site from the LAN tab of the Site-Name page.

Click the link to create a LAG interface (ae interface) if you want to use it to
connect the SRX Series CPE to the EX Series switch. See "Create LAG
Interface" on page 374 for details.



Table 20: Add LAN Segment Settings (Continued)

Field

Create RETH Interface

Type

NOTE: This field is displayed
only for LAN segments
associated with enterprise hub
sites.

VLAN ID

Use for Native VLAN

Department

Description

NOTE: This option is available when you add a new LAN Segment to a
provisioned site from the LAN tab of the Site-Name page.

Click the link to create a reth interface for an SD-WAN site with a dual CPE
cluster. See "Create a RETH Interface" on page 376 for details.

Select the type of LAN segment:

e Directly Connected (default)—Indicates that the LAN segment is directly
connected to the site.

e Dynamic Routed—Indicates that the LAN segment is not directly
connected to the site and is reachable by using a dynamic route. If you
select this option, you must specify the dynamic routing information.

Enter the VLAN ID for the LAN segment. By default, VLAN ID is set to 1 and
native VLAN is enabled for untagged traffic.

Range: 1 to 4094 for SRX Series Firewalls (single and dual CPE) and vSRX
Virtual Firewall. In releases prior to CSO Release 6.2.0, the range is 1 - 4049.

Enable this option to use the VLAN ID specified above for untagged traffic.
The CPE interface is configured with a native-vlan-id, which has the same
value as the VLAN ID.

NOTE: This field is available only if the Use for Overlay VPN field is enabled.
Select a department to which the LAN segment is assigned.

Alternatively, click the Create Department link to create a new department
and assign the LAN segment to it. See "Add a Department" on page 874 for
details.

You can group LAN segments as departments for ease of management and for
applying policies at the department-level. For LAN segments that are
dynamically routed, you can assign only a data center department.



Table 20: Add LAN Segment Settings (Continued)

Field

Gateway Address/Mask

Zone

DHCP

Additional fields related to DHCP

Address Range Low

Address Range High

Maximum Lease Time

Description

Enter a valid gateway IP address and mask for the LAN segment. This address
will be the default gateway for endpoints in this LAN segment.

For example: 192.0.2.8/24.

NOTE: This field is available only if the Use for Overlay VPN field is disabled.

Select a security zone to be associated with this LAN segment. Alternatively
click Create Zone to create a new security zone and assign that to this LAN
segment. See "Adding a Security Zone" on page 380 for details.

For directly connected LAN segments, click the toggle button to enable
DHCP.

You can enable DHCP if you want to assign IP addresses by using a DHCP
server or disable DHCP if you want to assign a static IP address to the LAN
segment.

NOTE: If you enable DHCP, additional fields appear on the page.

Enter the starting IP address in the range of IP addresses that can be allocated
by the DHCP server to the LAN segment.

Enter the ending IP address in the range of IP addresses that can be allocated
by the DHCP server to the LAN segment.

Specify the maximum duration (in seconds) for which a client can request for
and hold a lease on the DHCP server.

Default: 1440

Range: O through 4,294,967,295 seconds.



Table 20: Add LAN Segment Settings (Continued)

Field Description

Name Server Specify one or more IPv4 addresses of the DNS server.

To enter more than one DNS server address, type the address, press Enter,
and then type the next address.

NOTE: DNS servers are used to resolve hostnames into IP addresses.

CPE Ports NOTE: Applicable to NFX150 and NFX250 devices.

For sites with SD-WAN capability, the CPE Ports field is disabled and the CPE
ports that you can include in the LAN segment are listed.

Select the ports from the Available column and click the right-arrow to move
the ports to the Selected column.

Static Routing

Use this section to configure static routing on the LAN segment. Provide the IP addresses of all the LAN routers
connected to the CPE device and the static subnets behind these routers.

Add LAN Router IP Prefix

LAN Router IP Enter the IP address of the LAN router that is connected to the CPE device.

Prefix Enter the subnets that are connected to the LAN router.

BFD Enable Bidirectional Forwarding Detection (BFD) to detect any failures on the
static route.

Dynamic Routing

Routing Protocol Enable this toggle button to configure dynamic routing using the BGP or
OSPF protocol.

BFD Enable Bidirectional Forwarding Detection (BFD) to detect any failures in the

LAN segment.



Table 20: Add LAN Segment Settings (Continued)

Field Description
Protocol Select either BGP or OSPF.
BGP Configuration

NOTE: Starting in Release 6.1.0, CSO explicitly disables the long-lived graceful restart (LLGR) capability for BGP
peering sessions with provider edge (PE) and data center or LAN routers. Disabling LLGR ensures that the CPE
does not differentiate the route advertisements to the peering router irrespective of the peering router’s LLGR
capability.

Prior to CSO Release 6.1.0, LLGR helper mode is enabled by default (implicit behavior of Junos OS) on the CPE
for BGP peering towards PE router in IP VPN deployments, and data center or LAN routers in data center
deployments.

Authentication Select the BGP route authentication method to be used:

e None—Indicates that no authentication should be used. This is the default.

o Use MD5—Indicates that MD5 is to be used for authentication. If you
choose this option, you must specify an authentication key.

Auth Key If you specified that MD5 should be used for authentication, specify an MD5
authentication key (password), which is used to verify the authenticity of BGP
packets.

BGP Options You can select the following options based on your requirements:

e AS-OVERRIDE: Replaces all occurrences of the peer AS number in the AS
path with its own AS number before advertising the route to the peer.

e AS-PATH-PREPEND: Prepends one or more autonomous system (AS)
numbers at the beginning of an AS path. Prepending an AS path makes a
shorter AS path look longer and therefore it becomes less preferable to
BGP.

e AS-LOOP: Allows the local device's AS number to be added in the
received AS paths. You can specify the number of times the detection of
local AS is allowed in the AS path.



Table 20: Add LAN Segment Settings (Continued)

Field

Loop Count

Peer IP Address

Peer AS Number

Local AS Number

OSPF Configuration

OSPF Area ID

Authentication

Password

Confirm Password

Description

This field is displayed only if you select AS-LOOP.

Enter the maximum number of times the detection of local AS is allowed in
the AS path.

Enter the IP address of the LAN BGP peer.

Enter the autonomous system (AS) number of the LAN BGP peer. By default,
CSO uses the AS number 64512. You can enter a different AS number.

Enter the local AS number. When you configure this parameter, the local AS
number is used for BGP peering instead of the global AS number configured
for the CPE.

Specify the OSPF area identifier to be used for the dynamic route.

Select the OSPF route authentication method to be used:

e Password—Indicates that password-based authentication should be used.
If you choose this option, you must specify the password. (This is the
default).

e Use MD5—Indicates that MD5 is to be used for authentication. If you
choose this option, you must specify an authentication key.

e None—Indicates that no authentication should be used.

Enter the password to be used to verify the authenticity of OSPF packets.

Retype the password for confirmation purposes.



Table 20: Add LAN Segment Settings (Continued)

Field

MD5 Auth Key ID

Auth Key

Route Advertisement Control

LAN Route(s) to Overlay

Export Policy

Description

If you specified that MD5 should be used for authentication, enter the OSPF
MD5 authentication key ID.

Range: 1 through 255.

If you specified that MD5 should be used for authentication, enter an MD5
authentication key, which is used to verify the authenticity of OSPF packets.

When this option is enabled, LAN routes are advertised to the SD-WAN
overlay. By default, this option is enabled.

For more granular control over routes that are advertised to the overlay network, you can configure policies in
conjunction with the LAN Route(s) to Overlay option. For example, when the LAN Route(s) to Overlay option is
enabled, you can configure policies to prevent specific routes from being advertised. Similarly, when the LAN
Route(s) to Overlay option is disabled, you can configure policies to allow only specific routes to be advertised.

To change the order of the policies, drag and drop the rows to move them up or down. To add a policy, click the +

icon.

Add Export Policy

Name

Enter a name for the policy. The name can contain letters, numbers, and
hyphens (-) and can be up to 255 characters long.



Table 20: Add LAN Segment Settings (Continued)

Field

Match Conditions

Then: Action

Overlay Route(s) to LAN

Description

A match condition defines the criteria that the route must match. You can
define one or more of the following match conditions:

e From: Protocol—Select one or more protocols to match.
e From: Prefix—Enter the route prefixes to match.

e Prefix Match—Select the match type for the prefix:

e Exact: Routes must exactly match one of the prefixes.

e Longer: Routes must be within the specified prefixes and the route's
prefix length must be greater than the given prefix length.

e orlonger: Routes must be within the specified prefixes and the route's
prefix length must be greater than or equal to the given prefix length.

e From: Tag—Enter a number to be associated with the routes.
Range: O through 4,294,967,295

Select any of the following actions for the routes that meet the match
conditions:

e Accept—Advertise the matched routes to the SD-WAN overlay.
e Reject—Reject the matched routes.

o Next Term—Evaluate the next term in the policy.

This option is displayed only if you enable the Routing Protocol toggle button.
By default, this option is disabled.

Enable this option to advertise the SD-WAN overlay routes to the LAN
router. You can use import and export policies for granular control of the
route advertisements.

NOTE: In CSO Release 6.0.0 and earlier releases, this option is called
Advertise LAN Prefix and is applicable only for data center departments.



Table 20: Add LAN Segment Settings (Continued)

Field

BGP or OSPF Import Policy
(This section is displayed if you
enabled dynamic routing.)

BGP or OSPF Export Policy (This
section is displayed if you
enabled dynamic routing.)

Aggr/Static Routes to Overlay

Description

You can use import policies for granular control of the routes that CPE
devices accept from the list of routes advertised by the LAN router.

To change the order of the policies, drag and drop the rows to move them up
or down. To add a policy, click the + icon. See Table 21 on page 117

You can add export policies for granular control of the routes that the CPE
advertises to the LAN router.

To change the order of the policies, drag and drop the rows to move them up
or down. To add a policy, click the + icon. See Table 21 on page 117

Enable this option to allow advertisement of summarized routes as static or
aggregate routes to the overlay network.

o |[f alarge number of LAN routes are present, then you can disable the LAN
Route(s) to Overlay option and use this option to advertise aggregate
routes.

e If you want to advertise additional routes, then you can enable the LAN
Route(s) to Overlay option and use this option to advertise additional
static routes.



Table 21: BGP and OSPF Policies

Policy Type

BGP Import Policy

Match Conditions

You can define one or more of the following

match conditions:

From: Prefix—Enter the route prefixes to
match.

Prefix Match—Select the match type for
the prefix:

e Exact: Routes must exactly match one
of the prefixes.

e longer: Routes must be within the
specified prefixes and the route's prefix
length must be greater than the given
prefix length.

e orlonger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than or equal to
the given prefix length.

From: Neighbor—Enter the IP address of
the LAN BGP peer.

From: Community—Enter the name of one
or more communities. A match occurs if
one name matches the community
attribute of the received prefix.

From: AS Path—Enter the preconfigured
autonomous systems (AS) path regular
expression that must be matched.

Actions

Then: AS Path Prepend—Enter
the AS numbers that must be
prepended to a route’s AS Path.
Use a space to separate the
numbers.

Then: AS Path Expand Count—
Enter the number of times the
last AS number in the existing
AS path must be affixed to the
beginning of the AS path. The
AS numbers are added before
the local AS number is added to
the path.

Range: 1 through 32

Then: Add Community—Add a
new community.

Then: Local Preference—Enter a
local preference value for the
route.

Range: O through
4,294,967,295

Then: Action—Select any of the
following actions for the routes
that meet the match conditions:

e Accept—Accept the
matched routes.

e Reject—Reject the matched
routes.

e Next Term—Evaluate the
next term in the policy.



Table 21: BGP and OSPF Policies (Continued)

Policy Type

BGP Export Policy

Match Conditions

You can define one or more of the following

match conditions:

From: Protocol—Enter the protocols to
match.

From: Prefix—Enter the route prefixes to
match. You can enter only IPv4 addresses.

Prefix Match—Select the match type for
the prefix:

e Exact: Routes must exactly match one
of the prefixes.

e |onger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than the given
prefix length.

e orlonger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than or equal to
the given prefix length.

From: Prefix Length Range—Enter a range
of prefix lengths to match.

From: Neighbor—Enter the IP address of
the LAN BGP peer.

From: Community—Enter the name of one
or more communities. A match occurs if
one name matches the community
attribute of the received prefix.

From: Tag—Enter a number to be
associated with the routes.

Range: 0 through 4,294,967,295

AS Path—Enter the preconfigured
autonomous systems (AS) path regular
expression that must be matched.

Actions

Then: AS Path Prepend—Enter
the AS numbers that must be
prepended to a route’s AS Path.
Use a space to separate the
numbers.

Then: AS Path Expand Count—
Enter the number of times the
last AS number in the existing
AS path must be affixed to the
beginning of the AS path. The
AS numbers are added before
the local AS number is added to
the path.

Range: 1 through 32

Then: Add Community—Add a
new community.

Then: Nexthop Self—Enable this
option to configure the
loopback address of the CPE as
the next hop.

Then: Local Preference—Enter a
local preference value for the
route.

Range: 0 through
4,294,967,295

Then: Action—Select any of the
following actions for the routes
that meet the match conditions:

e Accept—Advertise the
matched routes to the LAN
router.

e Reject—Reject the matched
routes.



Table 21: BGP and OSPF Policies (Continued)
Policy Type Match Conditions Actions

o Next Term—Evaluate the
next term in the policy.

OSPF Import Policy You can define one or more of the following Then: Action—Select any of the
match conditions: following actions for the routes

h h h itions:
e From: Prefix—Enter the route prefixes to that meet the match conditions

match. e Accept—Accept the matched
routes.
e Prefix Match—Select the match type for
the prefix: e Reject—Reject the matched
e Exact: Routes must exactly match one routes.

of the prefixes.
e Next Term—Evaluate the next

e Longer: Routes must be within the term in the policy.
specified prefixes and the route's prefix
length must be greater than the given
prefix length.

e orlonger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than or equal to
the given prefix length.

e From: Tag—Enter a number to be
associated with the routes.

Range: O through 4,294,967,295



Table 21: BGP and OSPF Policies (Continued)

Policy Type Match Conditions

OSPF Export Policy You can define one or more of the following
match conditions:

e From: Protocol—Enter the protocols to
match.

e From: Prefix—Enter the route prefixes to
match. You can enter only IPv4 addresses.

e Prefix Match—Select the match type for
the prefix:

e Exact: Routes must exactly match one
of the prefixes.

e |onger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than the given
prefix length.

e orlonger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than or equal to
the given prefix length.

e From: Neighbor—Enter the IP addresses of
one or more OSPF neighbors.

e From: Community—Enter the name of one
or more communities. A match occurs if
one name matches the community
attribute of the received prefix.

e AS Path—Enter the preconfigured
autonomous systems (AS) path regular
expression that must be matched.
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Actions

Then: Tag—Enter a string or

number to be associated with

the routes.

Range: O through
4,294,967,295

Then: Action—Select any of the
following actions for the routes

that meet the match conditions:

Accept—Advertise the
matched routes to the LAN
router.

Reject—Reject the matched
routes.

Next Term—Evaluate the
next term in the policy.



Add Provider Hub Sites in SD-WAN Deployments

Provider hub sites are logical entities that connect multiple sites to provider hub devices through overlay
tunnels in an SD-WAN deployment. To create a provider hub site, you need to select a Point of Presence
(POP) and at least one provider hub device associated with the POP. This makes it possible to add
provider hubs when you create spoke and enterprise sites so that, the sites can backhaul traffic to the
provider hub devices and to the internet. The Tenant Administrator must add provider hub sites to
connect a cloud branch site with provider hub devices.

NOTE: The OpCo or Service Provider Administrator must provision provider hub devices with
DATA_ONLY or OAM_AND_DATA capabilities before tenants can add provider hub sites. The
Tenant Administrator cannot provision provider hub devices.

To add a provider hub site:

1. Select Resources > Site Management.
The Sites page appears.
2. Click Add and select Add Provider Hub.
The Add Provider Hub for 7enant-Name page appears.
3. Complete the configuration settings according to the guidelines provided in Table 22 on page 121.

NOTE: Fields marked with an asterisk (*) are mandatory.

4, Click OK.

You are returned to the Sites page where the newly added provider hub site is listed, with the Site
Name displaying the provider hub device’s name and Site Status displaying Provisioned.

Table 22: Fields on the Provider Hub for Tenant-Name Page

Field Description
Configuration
Service POP Select a POP for the site. A service POP is a location at which a service provider instantiates a

network function, such as a virtualized network function (VNF).



Table 22: Fields on the Provider Hub for Tenant-Name Page (Continued)

Field Description
Hub Device Select either a single provider hub device or multiple provider hub devices from the dropdown
Name menu. If you select multiple provider hubs, the CSO provisions the provider hub sites in the

order in which you selected provider hub devices. Provider hub devices with DATA_ONLY and
OAM_AND_DATA capabilities are listed.
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Adding Cloud Spoke Sites for SD-WAN Deployment

A cloud spoke represents an automation endpoint (virtual machine (VM) or an EC2 Instance) running a
Juniper Networks vSRX Virtual Firewall image in the Amazon Web Services(AWS) virtual private cloud
(VPC). The cloud spoke sites are connected to the hub sites using the overlay connections. You create a
cloud spoke site from the Sites page. This topic describes how to add a cloud spoke site for a tenant.

NOTE:

e You can add a cloud spoke site only in hub-and-spoke topology.

e To ensure that only hub-and-spoke topology is created, we recommend you to disable the
DVPN configuration while adding the tenant.

¢ You cannot add a cloud spoke site in full mesh topology.

e Only the tenants with SD-WAN Advanced service level can create a cloud spoke site.

To add a cloud spoke site:

1. Select Resources > Site Management.
The Sites page appears.

2. Click Add and select Cloud Spoke.
The Add Cloud Spoke Site page appears.



3. Complete the configuration settings according to the guidelines provided in Table 23 on page 123.

NOTE: Fields marked with an asterisk (*) are mandatory.

4. Review the configuration and modify the settings, if needed, from the Summary tab.

5. Click OK.

The newly added cloud spoke site is displayed on the Sites page.

Table 23: Fields on the Add Cloud Spoke Site Page

Field

General

Site Information

Site Name

Device Host Name

Site Group

Site Capabilities

Description

Enter a unique name for the site. Enter a unique string of alphanumeric characters and
special character (-). The maximum length is 32 characters.

Example: aws-cloud-spoke

The device host name is auto-generated and uses the format tenant-name.host-name.
You cannot change the tenant-name part in the device host name. Use alphanumeric
characters and hyphen (-); the maximum length allowed is 32 characters.

(Optional) Select a site group to which you want to assign the site.

Example: cloud-spoke

NOTE: Only the tenants with SD-WAN Advanced service level can create a cloud spoke
site.

The Secure SD-WAN Advanced option is selected automatically.

Address and Contact Information

Street Address

Enter the street address of the site.



Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field Description

City Enter the name of the city where the site is located.
State/Province Select the state or province where the site is located.
ZIP/Postal Code Enter the postal code for the site.

Country Select the country where the site is located.

You can click the Validate button to verify the address that you specified:

e The Site address verification successful message is displayed if the address can be
verified. You can click the View location on a map link to see the address location.

o If the address cannot be verified, the Site address could not be validated message is

displayed .
Contact Name Enter the name of the contact person for the site.
Email Enter the e-mail address of the contact person for the site.
Phone Enter the phone number of the contact person for the site.
Advanced
Configuration
Domain Name Enter one or more IPv4 addresses of the DNS server. To enter more than one DNS server
Server (DNS) address, type address, press Enter, and then type the next address, and so on. DNS
servers are used to resolve hostnames into IP addresses.
NTP Server Enter the fully qualified domain names (FQDNSs) or IP addresses of one or more NTP

servers. Example: ntp.example.net The site must have DNS reachability to resolve the
FQDN during site configuration.



Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field

Select Timezone

Device

Activation Code

Device Root
Password

Management
Interface Family

Device Template

Hub Configuration

Primary Provider
Hub

Secondary Provider
Hub

Cloud Information

Description

Select the time zone for the site.

Click Next to continue.

If the automatic activation of the device is disabled, enter the activation code to manually
activate the device. The activation code is provided by the administrator who adds the
site.

The default root password is fetched from the ENC_ROOT_PASSWORD field in the
device template. You can retain the password or change it by entering a password in
plain-text format. The password is encrypted and stored on the device.

Select IPv4 or IPvé.

Click a device template to select the plan for WAN connectivity.

A device template contains information such as device family, a list of SD-WAN features
supported, and the number of links supported.

NOTE: vSRX Virtual Firewall as SD-WAN spoke in AWS template supports cloud spoke
site for AWS VPC.

Select the hub site to which the spoke site must connect.

Select a secondary hub site.



Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field Description

Region Select the region to which the site belongs. The regions in CSO are mapped to the regions
in the AWS account.
Example: Ohio

VPCID Enter the VPC ID from the AWS account.

To obtain VPC ID:
1. Log in to your AWS account.
2. Search for the VPC service.
3. Click the VPC dashboard.
4. Selecta VPCID.
Ensure that the VPC is connected to an Internet gateway.
To check whether VPC is attached:
1. Log in to your AWS account.
2. Search for the VPC service.
3. Click the Internet Gateway dashboard.
4. Check whether the VPC state is attached.
Example: vpc-6d810314
Management Specify whether CSO must create a new subnet or use an existing subnet from the AWS

Subnet account. The management subnet of vSRX Virtual Firewall is used to push the initial
stage-1 configuration. The following options are available:

e Use an existing subnet in AWS account

e Create new



Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field

IP Prefix

WAN Links

WAN_O (ge-0/0/0)

WAN_1 (ge-0/0/1)

Link Type

Egress Bandwidth

Address Assignment
Method

Static IP Prefix

Gateway IP Address

Description

Enter the management IP prefix. The first four IP addresses in the subnet are reserved by
AWS. For example, IP addresses x.x.x.0/x through x.x.x.3/x are always reserved by AWS.
Hence, provide an IP address prefix other than the reserved IP address prefix.

Example: 105.0.1.5/24

Select the check boxes to configure the WAN links. You can configure up to two WAN
links per site that support SD-WAN.

Displays the connection type for WAN underlays. Only Internet link is supported.

Enter the maximum bandwidth (in Mbps) to be allowed for a specific WAN link.

Select the method of assigning an IP address to the WAN link—DHCP or STATIC.

e If you select DHCP, the IP address is provided by using the DHCP server of the service
provider of the WAN link.

e |f you select STATIC, you must provide the IP address prefix and the gateway address
for the WAN link.

If you configure the address assignment method as STATIC, enter the private IPv4
address of the WAN link from the subnet. For example, if the IPv4 CIDR address is
105.0.2.0/24 for a WAN interface in the AWS account, then enter any IP address within
the subnet. The first four IP addresses in the subnet are reserved by AWS. Hence, provide
an IP prefix other than the reserved IP prefix.

Example: 105.0.2.12/24

If you configured the address assignment method as STATIC, enter the IPv4 address for
the gateway of the WAN service provider. Typically, the first IP address in the subnet is
selected for gateway IP address.

Example: 105.0.2.1



Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field

MTU

Elastic IP

Advanced Settings

Provider

Cost/Month

Link Priority

Description

Applicable only to IPv4 addresses.

Enter the maximum transmission unit (MTU) size for the media or protocol. The supported
MTU range can vary depending on the device, interface type, network topology, and
other individual requirements. See also: MTU Default and Maximum Values and LTE Mini
Physical Interface Modules (LTE Mini-PIM).

Editing the MTU values of all the OAM-enabled WAN links of a site at the same time
might result in tunnel flapping. You must ensure that at least one OAM-enabled WAN link
always remains undisrupted for a site. For example, if you have a site with four WAN links
(including two links that support OAM traffic), you can edit the MTU values of all the
WAN links except one OAM-enabled link at the same time. After the edit is complete and
the changes are saved, you can edit the site again and update the remaining WAN link.

NOTE: If you enable the PPPoE/PPP option under a WAN link, the MTU option is
displayed under the PPPoE/PPP Settings section for that link.

Elastic IP address is a public, static IPv4 address designed for dynamic cloud computing.
The public IP address is mapped to the private subnet IP using one-to-one NAT. You must
allocate the IP addresses based on the number of WAN links that are enabled. For
example, If two WAN links are enabled, then you must allocate two elastic IP addresses.

Example: 34.213.255.184

Based on the connectivity requirement, the following fields are populated:

Enter the name of the service provider (SP).

Enter the cost per month of the subscribed bandwidth in the specified currency. In
bandwidth-optimized SD-WAN, this information is used to identify the least-expensive
link to route traffic when multiple WAN links meet SLA profile parameters.

Enter a value in the range 1-255. A lower value indicates a more preferred link. A value of
1 indicates highest priority and a value of 255 indicates lowest priority. If you do not
enter a value, the link priority is considered as 255.


https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/topic-map/security-interface-physical.html#id-mtu-default-and-maximum-values
https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/topic-map/lte-mini-pim-topicmap.html
https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/topic-map/lte-mini-pim-topicmap.html

Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field

Enable Local
Breakout

Breakout Options

Description

Click the toggle button to enable or disable (default) local breakout on the WAN link.

e If you enable this option, the WAN link can be used for local breakout. The decision of
whether traffic breaks out locally from the site depends on the breakout profile that is
referenced in the SD-WAN policy intent.

e If you do not enable local breakout on at least one WAN link for a single CPE
connection plan and at least two WAN links for a dual CPE connection plan, then local
breakout is disabled for the site.

Select whether you want to use the WAN link for both breakout and WAN traffic (default)
or only for breakout traffic.



Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field

Autocreate Source
NAT Rule

Preferred Breakout
Link

Description

If the WAN link is enabled for local breakout, you can click the toggle button to
automatically create an interface-based source NAT rule on the WAN link. The
automatically-created source NAT rule is implicitly defined and applied to the site and is
not visible on the NAT Policies page.

By default, this field is disabled.

NOTE: If this option is enabled for a WAN interface W1 during the site addition
workflow, a series of NAT source rules are automatically created. Each automatically
created NAT rule is from a zone to the WAN interface, with a translation of type
interface. Each pair of [zone - interface] represents a rule-set.

For example, the following zone to W1 interface rule-set might be created:

Zonel --> W1: Translation=Interface
Zone2 --> W1: Translation=Interface
Zone3 --> W1: Translation=Interface

To manually override any of these rules, you can create a NAT rule within a particular
rule-set. For example, to use a source NAT pool instead of an interface for translation,
create a NAT rule within this particular rule-set, that includes the relevant zone and WAN
interface as the source and destination. For example:

Zonel --> W1 : Translation=Pool-2

The manually created NAT rule is placed at a higher priority than the corresponding
automatically created NAT rule.

You can also add other fields (such as addresses, ports, protocols, and so on) as part of the

source or destination endpoints. For example:

Zonel, Port 56578 --> W1: Translation=Pool-2

Click the toggle button to enable the WAN link as the preferred breakout link.

If you disable this option, then the breakout link is chosen using ECMP from the available
breakout links.



Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field

BGP Underlay
Options

Primary Neighbor

Secondary Neighbor

eBGP Peer-AS-
Number

Authentication

Auth Key

Description

NOTE: This setting can be configured only if IPv4 address assignment (with STATIC as the
address assignment method) and local breakout are enabled for the WAN link.

Click the toggle button to enable BGP underlay routing.

When you enable BGP underlay routing, route advertisements to the primary PE node
and, if configured, the secondary PE node occur as follows:

e (SO advertises the WAN interface subnet.

e |f you configured pool-based translation, CSO advertises the NAT address pool.

NOTE: If underlay BGP is enabled for a WAN link, then the routes learnt from BGP are
installed for local breakout; CSO does not generate the static default route.

Displays the IP address that you entered for the gateway for the WAN link.

If you want to provide PE resiliency, you can configure a secondary PE node.
Enter the IP address of the secondary PE node.

NOTE: If the primary PE node goes down, then the secondary PE is used as the next hop.
When the primary PE comes back up, the route next hops are changed to the primary PE.

Enter the autonomous system (AS) number for the external (EBGP) peer.

NOTE: If the peer AS number is not configured or the peer AS number that is configured
is the same as that of the CPE site, then the BGP type is assumed to be internal BGP
(IBGP).

Select the BGP route authentication method to be used:

e None—Indicates that no authentication should be used. This is the default.

e Use MD5—Indicates that MD5 is to be used for authentication. If you choose this
option, you must specify an authentication key.

If you specified that MD5 should be used for authentication, specify an MD5
authentication key (password), which is used to verify the authenticity of BGP packets.



Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field

Advertise Public
LAN Prefixes

Use for OAM Traffic

Overlay Tunnel Type

Overlay Peer Device

Overlay Peer
Interface

Backup Link

Description

Click the toggle button to enable the advertisement of public LAN prefixes. This field is
disabled by default.

If the tenant has a public IP address pool configured and you enable the advertisement of
public LAN prefixes, then for LAN segments that are created with a subnet that falls
under the tenant public IP address pool, CSO advertises the LAN subnet to the BGP
underlay.

NOTE: When public LAN advertisement is enabled for the WAN link, public LAN prefixes
are advertised through the BGP underlay towards MPLS or the Internet. If a site has two
versions of the route installed for the same LAN prefix in the overlay and underlay, the
overlay routes are always preferred over underlay.

If you have specified that the WAN link is connected to a hub, click the toggle button to
enable sending the OAM traffic over the WAN link.

This WAN link is then used to establish the OAM tunnel.

Select the mesh overlay tunnel type—GRE and GRE_IPSEC.

MPLS links can have both GRE and GRE_IPSEC as the overlay link type where as Internet
links can have only GRE_IPSEC as the overlay link type.

Displays the peer hub device to which the site is connected.

Select the interface name of the hub device to which the WAN link of the site is
connected.

Select a backup link through which traffic can be routed when the primary links are
unavailable. You cannot select the default link as the backup link. Note that you cannot
assign the backup link for exclusive breakout traffic (the Use only for breakout traffic
option). If local breakout is enabled for the site, the breakout traffic is also routed through
the backup link when the breakout link is not available.

When a primary link comes back online, CSO monitors the performance on the primary
link and when the primary link meets the SLA requirements, the traffic is switched back to
the primary link. However, note that the SLA data is not monitored for the backup link.



Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field

Default Links

Management
Connectivity

OAM [P Prefix

DVPN Threshold for
Tunnel Creation

DVPN Threshold for
Tunnel Deletion

LAN

Description

Select the default links that must be used for routing traffic. The site can have multiple
default links to the hub site as well as to the Internet.

Default links are used primarily for overlay traffic but can be used for local breakout traffic
as well. A default link cannot be used exclusively for local breakout traffic. The default link
is optional and in case it is not chosen, all links are used through equal-cost multipath
(ECMP).

Enter an IPv4 address prefix (such as 10.100.100.11/32) for the loopback interface on the
CPE device. The IP address prefix should be a /32 IP address prefix and must be unique
across the entire management network.

NOTE: We recommend that you do not configure this setting (leave the IP Prefix field
blank) because management connectivity is handled automatically by CSO.

Enter the maximum number of sessions closed between the connected sites in a duration
of two minutes at which full mesh is created between the two sites.

The default value is 5.

For example, if you specify the number of sessions as 5, dynamic mesh tunnels are
created if the number of sessions closed between two branch sites in 2 minutes exceeds
5.

Enter the number of sessions closed between the connected sites in a duration of 15
minutes below which full mesh is deleted between the two sites.

The default value is 8.

For example, if you specify the number of sessions closed as 8, dynamic mesh tunnels are
deleted if the number of sessions closed is lesser than or equal to 8.

Add at least one LAN segment.



Table 23: Fields on the Add Cloud Spoke Site Page (Continued)

Field Description

LAN Segment Displays the LAN segment that you configure on the switch.

To add a LAN segment, click the + icon on the top, right corner of the LAN table. The Add
LAN Segment page appears. See Table 24 on page 134.

Table 24: Fields on the Add LAN Segment Page

Field Description

Add LAN Segment

Name Enter a name for the LAN segment.

The name for a LAN segment should be a unique string of alphanumeric characters. No
spaces are allowed and the maximum length is 15 characters.

Department Select a department to which the LAN segment is to be assigned.

Alternatively, click the Create Department link to create a new department and assign the
LAN segment to it. See "Add a Department" on page 874 for details.

You group LAN segments as departments for ease of management and for applying policies
at the department-level.

Gateway Address/ | Enter a valid gateway IP address and mask for the LAN segment; for example, 192.0.2.8/24.
Mask

CPE Ports Click the toggle button to include or exclude the CPE in the LAN segment. When you
include the CPE in the LAN segment:

e CPE ports that you can include in the LAN segment are listed.

Select the ports from the Available column and click the right-arrow to move the ports
to the Selected column.

NOTE: You can select only one port if the CPE is an SRX Series Firewall.
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Provisioning a Cloud Spoke Site in AWS VPC

IN THIS SECTION

Add a Cloud Spoke Site | 136
Download the Cloud Formation Template | 136
Provision the Device on AWS Server | 136

Activate the Device | 137

Use the following high-level steps to provision a vSRX Virtual Firewall cloud spoke site in Amazon Web
Services (AWS) virtual private cloud (VPC).

Before you begin:
e Set up your Amazon Web Services (AWS) account.
e |dentify the virtual private cloud (VPC) in which the AWS spoke site must be provisioned.

¢ Install licenses to use vSRX Virtual Firewall features. Choose any of the following AWS vSRX Virtual
Firewall Image Licenses.

e Bring Your Own License (BYOL)— If you plan to use a BYOL, then you must install the license on
the device before deploying CSO SD-WAN functionality. See https:/aws.amazon.com/
marketplace/pp/BO1LYWCGDX.

e License included. See https:/aws.amazon.com/marketplace/pp/BO1INAUWNOG.
e Ensure that you have the supported software version for the AWS spoke.
e Reserve two elastic IP (public IP) addresses on AWS.

To set up and monitor your network:


https://aws.amazon.com/marketplace/pp/B01LYWCGDX
https://aws.amazon.com/marketplace/pp/B01LYWCGDX
https://aws.amazon.com/marketplace/pp/B01NAUWN0G

Add a Cloud Spoke Site

To add a cloud spoke site:

1. Select Resources > Site Management.
The Sites page appears.

2. Click Add > Add Cloud Spoke.
The Add Cloud Spoke Site page appears.

3. Specify the site information such as, site name, AWS region, VPC ID, management subnet, IP prefix
and click Next.

4. Specify vSRX Virtual Firewall as SD-WAN spoke in AWS as the device template.

NOTE:
e Only hub-and-spoke topology is supported for AWS cloud spoke site.

e Only Internet link is supported for WAN underlay connections.

5. Provide the WAN details and click Next.

The WAN traffic page appears, displaying a set of values for the WAN link configuration.
Specify additional requirements and click Next.

Specify LAN segment information and click Next.

In the Summary tab, check the configuration and click Edit to modify the settings.
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Click OK to save the changes.

The new cloud spoke site that you created appears in the Sites page.

Download the Cloud Formation Template
To download the cloud formation template:

1. Click Resources > Devices.
The Devices List page appears.
2. Select the device and click Cloud Info Template.
The Cloud Info Template page appears.
3. Click Download to download the cloud formation template.

The template is downloaded to your local computer in JSON format.

Provision the Device on AWS Server

CSO creates cloud formation template with stage-1 configuration bundled in JSON format. You must
download this template and then upload to AWS to provision the vSRX Virtual Firewall. The cloud



formation template creates the required resources such as subnet, interface, vSRX Virtual Firewall and
so on and applies the stage-1 configuration.

To provision the device on AWS server:

1. Login to your AWS account.
e If you have already logged in to your AWS account, the Create Stack page appears.

¢ If you are not logged into your AWS account, a new Web page opens in your browser, displaying
the AWS login information. Log in to your AWS account.

TIP: If you do not see the Create Stack page when you log in to or access your AWS
account, then search for CloudFormation service.

The Create Stack page appears.
Select CloudFormation > Stacks > Create Stack > Upload a template to Amazon S3.
Click Choose File and select the cloud formation template that you downloaded in JSON format .
Click Next.
Specify the Stack name. For example, Oregonstack.
In the Parameters section, specify the KeyName for your EC2 instance.
Click Next.
Select | acknowledge that AWS CloudFormation might create IAM Resources.
Click Create.
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The Create Stack pages displays a list of existing stacks and indicates that it is creating the stack that
you requested. The create stack process takes up to 30 minutes. if the process does not complete in
30 minutes, a timeout occurs and you need to retry the process.

Activate the Device
To activate the device:

1. After the create stack process is complete, return to the Customer Portal and click Next.

The Activate Device page displays a status indicating that CSO is detecting the provisioning agent.
This process takes up to 30 minutes. if the process does not complete in 30 minutes, a timeout
occurs and you need to retry the process.

NOTE: You need not download the cloud formation template again. You can log in to the
Customer Portal, access the Activate Device page, enter the activation code and click Next.



After the CREATE_COMPLETE message is displayed on the AWS server, click Next on the
Activate Device page to proceed with device activation.

If the spoke on AWS has been spawned successfully on AWS, it will contact CSO through outbound
SSH connection. The device is detected and normal ZTP, process is triggered. The rest of the
workflow is consistent with the normal on-premise workflow.

On Device Activation page, the device is activated through the following steps:
e Detecting the device

e Applying stage-one configuration to the device

e Bootstrapping of device

e Activating the device

After each successful step, you can see a green check mark. If any of these steps fails, a red
exclamation mark appears.

2. After the activation process is complete, click OK.
The Sites page appears. To see the device activation status, hover over the device icon on the Sites
page.
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Manually Adding Branch Sites

Starting from CSO Release 6.0.0, the branch site creation workflow is simplified by making the
provisioning of services optional during the onboarding process. You can configure the services during
the site creation or add the services later.

A branch site can be added with either SD-WAN or security services. For more information about
adding a branch site with the following capabilities:

e SD-WAN, see "Add a Branch Site with SD-WAN Capability" on page 139.

¢ Next-Generation Firewall, see "Add a Standalone Next-Generation Firewall Site" on page 187.


https://www.juniper.net/documentation/en_US/vsrx/information-products/pathway-pages/security-vsrx-aws-guide-pwp.pdf

To add a branch site without a service, see Add Branch or Enterprise Hub Sites Without Provisioning a
Service.

Prerequisites to add a branch site are as follows:
e Ensure that the following ports are open in the network:
e DNS Port 53
e |PSEC-AH (IP Protocol 51)
e |IPSEC-ESP (IP Protocol 50)
e NTP Port 123
e UDP Ports 500 and 4500

e For an SRX cluster, ensure that the cluster is configured (physical cabling and cluster configuration)
before onboarding the devices.

e For Zero Touch Provisioning (ZTP), ensure that the device can connect to the redirect server
(redirect.juniper.net) by using the ping command.

Add a Branch Site with SD-WAN Capability

An on-premises spoke (branch) represents an endpoint that is part of customer premises equipment
(CPE) at any physical location such as branch office or point of sale location. Typically, these points are
connected using overlay connections to hub sites. You can add a branch site from the Site Management

page.
The following device templates are supported for branch sites:
e NFX150 as SD-WAN CPE

o NFX250 as SD-WAN CPE

e Dual NFX250 as SD-WAN CPEs

e SRXas SD-WAN CPE

e Dual SRX as SD-WAN CPEs

e SRX4x00 as SD-WAN CPE

e Dual SRX4x00 as SD-WAN CPEs



From CSO release 5.4.0 onward, the branch site creation and site activation workflows can be optionally
separated, giving more flexibility for on-site installation of customer premises equipment (CPE).

In SD-WAN deployments comprising single or dual customer premises equipment (CPE), tenant
administrators have an option to enter the serial number of the CPE device(s) after adding the branch
sites. The branch site can be added by a tenant administrator and the CPE device associated with the
site can be activated manually by another authorized user. The authorized user must enter either the
serial number and the activation code, or only the serial number when manually activating the CPE
device later. The option to add branch sites without serial number of a CPE device is applicable to both
SRX and NFX (NFX150 and NFX250) device templates.

NOTE: In Dual CPE device templates, you cannot add serial number of one CPE and avoid
entering serial number of the other CPE device. You can either enter serial numbers for both
primary and secondary devices while creating the site or enter both serial numbers while
activating the site.

Starting in Release 6.0.0, CSO supports the following SD-WAN services for a site:

Secure SD-WAN Essentials—Provides the basic SD-WAN services. This service is ideal for small
enterprises looking for managing simple WAN connectivity with comprehensive NGFW security
services at the branch sites, using link-based application steering. The SD-WAN Essentials service
allows Internet traffic to breakout locally, and thus avoids the need to backhaul web traffic over
costly VPN or MPLS links. The sites support features such as intent-based firewall policies, WAN link
management and control, CSO-controlled routing between sites connected through the static VPN,
and site to site communication through MPLS or internet links behind NAT. A tenant with the SD-
WAN Essentials service level can create only SD-WAN Essentials sites.

NOTE: You can upgrade a Secure SD-WAN Essentials site to a Secure SD-WAN Advanced
site by editing the site information (allowed if the SD-WAN service level of the tenant is
upgraded to Advanced).

Secure SD-WAN Advanced—Provides the complete SD-WAN service. This service is ideal for
enterprises with one or more data centers, requiring flexible topologies and dynamic application
steering. Site-to-Site connectivity can be established by using a hub in a hub-and-spoke topology or
through static or dynamic full mesh VPN tunnels. Enterprise wide intent based SD-WAN policies and
service-level agreement (SLA) measurements allow CSO to differentiate and dynamically route traffic

for different applications.

e SD-WAN sites on CSO Release 5.4.0 or earlier versions are treated as SD-WAN Advanced sites.
You cannot downgrade the SD-WAN service level of a tenant from SD-WAN Advanced to SD-
WAN Essentials.



Starting from CSO Release 6.0.0, the branch site creation workflow is simplified by making the
provisioning of services optional during the onboarding process. You can configure the service during
the site creation or add the service later. To add a branch site without the SD-WAN service, see Add
Branch or Enterprise Hub Sites Without Provisioning a Service

To add a branch site with only SD-WAN capability:

1.

Select Resources > Site Management.

The Sites page appears.
Click Add and select Branch Site (Manual).
The Add Branch Site page appears.

Complete the configuration settings according to the guidelines provided in Table 25 on page 143.

NOTE: Fields marked with an asterisk (*) are mandatory.

(Optional) You can review the configuration in the Summary tab and modify the settings, if required.

To

. Click OK.

If you entered a serial number during activation and automatic activation is enabled, the Site
Activation Progress page appears. The site activation process proceeds through the tasks
explained in 7roubleshooting Site Activation Issues.

Click OK to close the Site Activation Progress page.

If you did not enter a serial number and the automatic activation is disabled, you are returned to
the Site Management page. CSO triggers a job and displays a confirmation message with a job
link. Click the link to view the status of the job. After the job is finished, CSO displays a
confirmation message with a job link. The status of the site changes to CREATED.

You must manually activate the device to finish the activation process.

NOTE: The following procedure is applicable if zero touch provisioning (ZTP) is set true in the
device template. If ZTP is disabled in the device template, you must copy the stage-1
configuration and commit it on the device for CSO to proceed with the activation.

manually activate the CPE (branch site) device:
Select the branch site CPE that has to be activated.

Click Activate Site link in the Site Management page.
The Activate Site page appears.

Enter the serial number(s) of the device and the activation code. Click OK.



The Site Activation Progress page appears displaying the progress of steps executed for activating
the CPE device. On successful activation of the device, the Site Status changes from Created to
Provisioned.

6. If you have enabled the Zero Touch Provisioning field, CSO applies the stage-1 configuration

automatically.

NOTE: The device is activated automatically, if you have already provided the activation code
and device serial number while creating the firewall site.

If you have disabled the Zero Touch Provisioning field for the device, you must manually configure

the stage-1 configuration on the device.

a.

Click the Click to copy stage-1 config link next to the Prestage Device task on the Site Activation
Progress page. If you close the Site Activation Progress page inadvertently, you can access the
page from the Site Management page. Click the View link next to the status of the site, under the
Site Status column.

NOTE: You can also copy the configuration from the Devices page (Resources > Devices).
Select the device and click Stagel Config.

The Stage-1 Configuration page appears displaying the stage-1 configuration.
Copy the stage-1 configuration.
Log in to the device and enter Junos OS configuration mode.

Paste the configuration that you copied and commit the configuration.

CSO applies the pre-script and stage-1 configuration (includes the device configuration). The
status of the site changes to MANAGED on the Sites page.

If you selected SD-WAN Services while adding the device, then CSO generates the service
provisioning configuration and applies it on the device. The site status changes to PROVISIONED in

the Site Management page.

If you did not select SD-WAN Services while adding the device, then the device remains in the
MANAGED state until you apply the service. You can edit the site and add the service. After you add
the service, CSO applies the service provisioning configuration and the device is provisioned.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability

Field

General

Site Information

Site Name

Device Host Name

Site Group

Site Capabilities

Description

Enter a unique name for the site. You can use alphanumeric characters and hyphen (-);
the maximum length is 32 characters.

The device host name is auto-generated and uses the format tenant-name.host-name.
You cannot change the tenant-name part in the device host name. Use alphanumeric
characters and hyphen (-); the maximum length allowed is 32 characters.

Select a site group to which you want to assign the site.

NOTE: Device Management, enabled by default, allows you to create a site with only
device management capability (without any services) and add services later.

To add an SD-WAN capability for this site, choose one of the following SD-WAN service
types:

e Secure SD-WAN Essentials—(Available for tenants with SD-WAN Essentials or
Advanced service level) Provides basic SD-WAN services. The sites support features
such as intent-based firewall policies, WAN link management and control, CSO-
controlled routing between sites connected through the static VPN, and site to site
communication through MPLS-based or internet-based links. The SD-WAN
Essentials service does not support multihoming, dynamic mesh tunnels, cloud
breakout profiles, SLA-based steering profiles, pool based source NAT rules, IPvé,
MAP-E, or underlay BGP.

e Secure SD-WAN Advanced—(Available for tenants with SD-WAN Advanced service
level) Provides complete SD-WAN services. This service level is ideal for enterprises
with one or more data centers, requiring flexible topologies and dynamic application
steering. Site-to-Site connectivity can be established by using a hub in a hub-and-
spoke topology or through static or dynamic full mesh VPN tunnels. Enterprise wide
intent based SD-WAN policies and service-level agreement (SLA) measurements
allow to differentiate and dynamically route traffic for different applications.

Address and Contact Information



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued))

Field

Street Address

City

State/Province

ZIP/Postal Code

Country

Contact Name

Email

Phone

Advanced Configuration

Domain Name Server

Description

Enter the street address of the site.

Enter the city where the site is located.

Select the state or province where the site is located.

Enter the postal code for the site.

Select the country where the site is located.
Click the Validate button to verify the address.

e Thesite address verification successful message is displayed if the address is
verified.

You can click the View location on a map link to see the address location.

e |f the address cannot be verified, the Site address could not be validated message is
displayed .

Enter the name of the contact person for the site.

Enter the e-mail address of the contact person for the site.

Enter the phone number of the contact person for the site.

Specify one or more IPv4 or IPvé, or both IPv4 and IPvé6 addresses of the DNS server.
To specify more than one DNS server address, type the address, press Enter, and then
type the next address, and so on.

DNS servers are used to resolve hostnames into IP addresses.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field Description
NTP Server Specify the fully qualified domain names (FQDNSs) or IP addresses of one or more NTP
servers.

Example: ntp.example.net

The site must have DNS reachability to resolve the FQDN during site configuration.

Select Timezone Select the time zone of the site.

Device

NOTE: Some fields in this section are displayed only if you enable the Device Redundancy option.

Device Redundancy Disabled by default. Enable this option for dual CPEs.

The following prerequisites are necessary for enabling device redundancy:

Ensure that the control and fabric ports between both the nodes are connected.

Ensure that the device is preconfigured for management connectivity (factory-
default or prestaged). Do not configure the control, fabric, and data (reth) ports as
these ports will be reconfigured.

To identify the control, fabric, management, and data ports for each SRX model,
refer to the SRX High Availability Configurator tool.

NOTE: Do not generate the configuration in the tool as CSO generates and applies
the cluster configuration automatically.

If you are using ZTP on SRX300 and SRX320 devices, use ge-0/0/7 as the
predefined DHCP port instead of ge-0/0/0.

Provide the fabric and data (reth) port information in the device template. The
control and fxpO ports are predefined. To change the control port, change it in the
platform device template. To change the data (reth) port, change it in the SDWAN
device template.


https://support.juniper.net/support/tools/srxha/

Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

Device Series

Device Model

Device Root Password

Description

Select the device series to which the CPE belongs—SRX, NFX150, or NFX250.

Based on the device series that you select, the supported device templates (containing
information for configuring devices) are listed.

Select a device template for the selected device series.

Select the device model number.

The default root password is fetched from the ENC_ROOT_PASSWORD field in the
device template. You can retain the password or change it by entering a password in
plain-text format. The password is encrypted and stored on the device.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

Zero Touch
Provisioning

Description

Click the toggle button to enable or disable Zero Touch Provisioning (ZTP). This option is
enabled by default.

NOTE: By default, this button is disabled for vSRX Virtual Firewall. You can enable this
button, if the Junos OS version running on vSRX Virtual Firewall supports phone-home
client.

To use ZTP, ensure the following:

e Device must have connectivity to CSO and Juniper phone-home server (https:/
redirect.juniper.net)

Use telnet to verify connectivity:
telnet redirect.juniper.net:443
telnet CSO Hostname/IP:443

If the connection is established, the device has connectivity to the phone-home
server and CSO.

e Required certificates for phone-home server and CSO must be present on the
device.

If ZTP is enabled, the Boot Image field is displayed and you must select an image that
supports the Phone-Home client. During ZTP, the image on the firewall device is
upgraded to the image that you select for the Boot Image.

If you disable ZTP, ensure that the device has connectivity to CSO. If the device is not
prestaged/preconfigured, then you must provide the details under the Management
Connectivity section so that CSO can generate the configuration as part of the stage-1
configuration. You can skip the Management Connectivity section if the device has
connectivity to CSO.

If you disable ZTP, you must copy the stage-1 configuration from CSO and commit it on
the device to start the onboarding process. Use any of the following options to copy the
stage-1 configuration:

o Click the Click to copy stage-1 config link next to Prestage Device task on the Site
Activation Progress page.

If you close the Site Activation Progress page inadvertently, you can access the page
from the Site Management page. Click the View link next to the status of the site
under the Site Status column.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

Serial Number

Node O Serial Number

Node 1 Serial Number

Is Cluster Already
Formed?

Description

e On the Devices page (Resources > Devices), select the device and click Stagel
Config.

For a single CPE device, enter the serial number of the CPE device. Serial numbers are
case-sensitive.

If you do not enter serial number, the branch site is created but the CPE device
associated with the site is not activated. See Step 5 for more information.

For a dual CPE device, enter the serial number of the primary CPE device. The serial
number is case sensitive.

If you do not enter serial number, the branch site is created but the CPE device is not
activated. See Step 5 for more information.

For a dual CPE device, enter the serial number of the secondary CPE device. The serial
number is case sensitive.

If you do not enter serial number, the branch site is created but the CPE device is not
activated. See Step 5 for more information.

NOTE: This field is available only for SRX dual CPE devices.

Click the toggle button to specify whether the SRX cluster has been manually formed
(Yes) or not (No).



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field Description

Cluster ID NOTE: This field is available only for SRX dual CPE devices.
If the SRX cluster hasn't been formed manually, specify a unique ID for the cluster.
Range: 1 through 15

If you've enabled ZTP for the site, the cluster is automatically formed when the site is
activated. If you've disabled ZTP, the following processes are displayed on the Site
Activation Progress page (that appears after you've added the branch site):

1. After CSO models the site (that is, after the Model Site process completes
successfully), click the Click to copy pre script link, which appears next to the Pre
Script process.

2. Execute the commands as directed.

After the Pre Script process completes successfully, the SRX cluster is formed and
the recovery.conf file is saved on the cluster. In case you want to delete the site
later, you'll need this file to remove the stage-1 configuration and other
configurations pushed to the device by CSO.

3. Manually configure the stage-1 configuration on the primary device in the cluster.
See Step 6.

After the cluster is detected, CSO executes the bootstrap and provisioning processes
and completes provisioning the cluster.

Auto Activate Click the toggle button to enable or disable automatic activation of the CPE device.

If you disable automatic activation, refer "Activate a Device " on page 311 topic to
manually activate the CPE.

Activation Code If the automatic activation of the device is disabled, enter the activation code to
manually activate the device. The activation code is provided by the administrator who
adds the site.

Node O Activation If the automatic activation of dual CPEs is disabled, enter the activation code to
Code manually activate the primary CPE device.
Node 1 Activation If the automatic activation of dual CPEs is disabled, enter the activation code to

Code manually activate the secondary CPE device.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

Boot Image

(Device Template)

Description

Select the boot image from the drop-down list if you want to upgrade the image for the
CPE device.

The boot image is the latest build image uploaded to the image management system.
The boot image is used to upgrade the device when the CSO starts the ZTP process.

If the boot image is not provided, then the device skips the procedure to upgrade the
device image. The boot image (NFX or SRX) is populated based on the device template
that you have selected while creating a site. See Uploading a Device Image.

Select a device template, which contains information for configuring a device.

Management Connectivity

NOTE: This section is displayed only when Zero Touch Provisioning is disabled. If you are adding a chassis cluster,
then you must provide the interface details for both the nodes.

Address Family

Interface Name

Access Type

Address assignment

Management VLAN
ID

PPPOE

Select IPv4 or IPvé.

This is the WAN interface that the device uses to connect to CSO.

Select the access type for the underlay link. LTE, ADSL, and VDSL access types are
supported only on Internet links.

DHCP is selected by default. If you want to provide a static IP address, select STATIC.

Enter a VLAN ID for the WAN link.

Range: O through 4094

Click the toggle button to enable authenticated address assignment for the WAN link by
using PPPoE (Point-to-Point Protocol over Ethernet).



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field Description
ADSL/VDSL SFP Applicable only to MPLS or Internet links with ADSL or VDSL access types.
Annex

Click the toggle button to enable the Annex J support through an xDSL SFP module.
Annex J is specified in ITU-T recommendations G.992.3 and G.992.5.

If you keep this option disabled, you must use a Mini-PIM module for connectivity.

Hub Configuration

NOTE: Hub selection is optional for both SD-WAN Advanced and Essentials sites. SD-WAN Essentials sites do
not support multihoming. However, you can edit an Essentials site (post activation) to upgrade it to an Advanced
site and add a secondary hub later if required, provided that the tenant’s service level is upgraded to Advanced.

You can connect a Secure SD-WAN Advanced branch site only to Secure SD-WAN Advanced enterprise hubs.

Primary Provider Hub | Select the primary hub site to which this branch site must connect.

Secondary Provider NOTE: Not applicable to sites with the Secure SD-WAN Essentials service.

Hub
Select the secondary hub site to which this site must connect.

This site connects to the secondary data hub site when the primary data hub is not

reachable.
Primary Enterprise Select the enterprise hub with which you want to connect the branch site. If you specify
Hub an enterprise hub, then the initial site-to-site traffic as well as the central breakout
(backhaul) traffic (if applicable) is sent through the enterprise hub instead of the hub
site.

Secondary Enterprise NOTE: Not applicable to sites with the Secure SD-WAN Essentials service.

Hub
Select the secondary enterprise hub for this branch site.

The branch site connects with secondary enterprise hub when the primary enterprise
hub is not reachable.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field Description
Use Mesh Tags to This toggle button is enabled by default. If this button is enabled, CSO uses mesh tags
connect EHub to automatically form the overlay tunnel between the site and the enterprise hubs.

Disable this toggle button if you want to manually create static tunnel (per WAN link)
between the branch site and the enterprise hubs. If you disable this option, you must
manually enable at least one WAN link to connect to the enterprise hub by using the
Connects to Enterprise Hubs toggle button in the Advanced Settings of the WAN link.

WAN Links

NOTE: In Release 6.1.0, CSO moves a site to the PROVISIONED state when at least one of the WAN links
obtains the IP address and is activated. You can activate the remaining DHCP WAN links later. If the provisioned
site establishes Dynamic VPN (DVPN) tunnels to other sites before the DHCP WAN links are activated, then
these DHCP WAN links participate in DVPN only when the tunnels are deleted and added back (that is, traffic
between a pair of sites falls below the delete threshold, and then crosses the create threshold again).

WAN_0 WAN- This field is enabled by default.

Interface-Name
Enter parameters related to WAN_O. Fields marked with an asterisk (*) must be

configured to proceed.

Link Type Select whether the link is an MPLS link or Internet link.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

Access Type

Description

Select the access type for the underlay link.

NOTE:

You can select the LTE access type only for one WAN link. You can select the ADSL
or VDSL access type only for two WAN links.

You cannot configure:

e LTE as the access type if you are using the dual SRX or dual NFX device
templates.

e ADSL or VDSL as the access type if you are using the dual SRX, or the single or
dual NFX device templates.

Ethernet is configured as the access type for the underlay link.
SRX300 does not support LTE and ADSL access types.

On SRX300 line of Services Gateways (except SRX300 devices) and NFX150
devices, the LTE WAN link is supported through a SIM card that is inserted in the
SIM slot of the Mini-Physical Interface Module (Mini-PIM). On NFX250 devices, the
LTE WAN link is supported through a USB dongle (Vodafone K5160 dongle) that is
plugged into the USB port of the CPE device.

CSO supports the following combination of MPLS tunnels (with ADSL or VDSL
access types) for a branch device:

e From the branch site (with an ADSL or VDSL access type) to an enterprise hub,
provider hub, or a branch site (with Ethernet link).

e From the branch site (with an ADSL or VDSL access type) to another branch site
(with an ADSL or VDSL link).



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

PPPOE/PPP

ADSL/VDSL SFP
Annex

Access Point Name
(APN)

Description

Click the toggle button to enable authenticated address assignment for the WAN link by
using PPPoE (Point-to-Point Protocol over Ethernet) or PPP (Point-to-Point Protocol).
By default, this toggle button is disabled.

PPPoE works with Ethernet, ADSL, and VDSL access types while PPP works with the
LTE access type.

NOTE: This toggle button is not available for Internet links with LTE as the access type.

You can enable PPPoE or PPP per WAN link. If you've enabled this toggle button, you
must specify the PPPoE or PPP parameters (username, password, and authentication
protocol) for the PPPoE or PPP server, respectively. The PPPoE or PPP server assigns an
IP address to the WAN link after successful authentication. For more information, see
the PPPoE/PPP Settings section in this table. You can enable PPPoE or PPP on MPLS-
based or internet-based WAN links.

If you've disabled this toggle button, select a method (DHCP or STATIC) to assign an IP
address to the WAN link from the Address Assignment list.

Applicable only to MPLS or Internet links with ADSL or VDSL access types.

Click the toggle button to enable the Annex J support through an xDSL SFP module.
Annex J is a specified in ITU-T recommendations G.992.3 and G.992.5.

If you keep this option disabled, you must use a Mini-PIM module for connectivity.

You can enable or disable this option only on new WAN links being added to a site. You
cannot enable or disable this option for the existing WAN links by using the site edit
workflow.

You can enable this option along with other parameters such as PPoE, static IP address
(IPv4/1Pv6), DHCP, and VLAN ID.

The access point name (APN) determines the Packet Data Network Gateway (P-GW)
that the CPE device must use to connect to the Packet Data Network (PDN) such as
Internet. All CPE devices are shipped with default APN settings. However, if you choose
to use a private APN with the current LTE service provider or to use a different LTE
service provider, enter the APN for the CPE device (as specified by the service provider)
in this field.

This field is displayed only if you have enabled PPPoE/PPP for MPLS links with LTE as
the access type. If you have disabled PPPoE/PPP for these links, CSO uses the default
APN settings.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued))

Field

Egress Bandwidth

Description

Enter the maximum bandwidth, in Mbps, allowed on the WAN link.
Range: 1 through 10,000.

NOTE: This option is not available for Internet and MPLS links with LTE access type.

Underlay Address Families

IPv4

Address Assignment
Method

Static IP Prefix

Gateway IP Address

Click the toggle button to enable or disable IPv4 address assignment for the WAN link.
By default, IPv4 address assignment is enabled for the WAN link.

The WAN link requires an IPv4 address to connect to an IPv4 network.

Select the method of assigning an IPv4 address to the WAN link—DHCP (Dynamic Host
Configuration Protocol) or STATIC.

This field is displayed only if you have disabled the PPPoE/PPP toggle button.

If you select STATIC, you must provide the IPv4 address prefix and the gateway IPv4
address for the WAN link.

NOTE: For Internet and MPLS links with LTE access type, you can select only DHCP for
address assignment.

If you've configured the address assignment method as STATIC, enter the IPv4 address
prefix of the WAN link.

If you've configured the address assignment method as STATIC, enter the IPv4 address
of the gateway of the WAN service provider.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

MTU

IPvé

Description

Applicable only to IPv4 addresses.

Enter the maximum transmission unit (MTU) size for the media or protocol. The
supported MTU range can vary depending on the device, interface type, network
topology, and other individual requirements. See also: MTU Default and Maximum
Values and LTE Mini Physical Interface Modules (LTE Mini-PIM).

Editing the MTU values of all the OAM-enabled WAN links of a site at the same time
might result in tunnel flapping. You must ensure that at least one OAM-enabled WAN
link always remains undisrupted for a site. For example, if you have a site with four
WAN links (including two links that support OAM traffic), you can edit the MTU values
of all the WAN links except one OAM-enabled link at the same time. After the edit is
complete and the changes are saved, you can edit the site again and update the
remaining WAN link.

NOTE:

e Editing the MTU value of a WAN link can affect the traffic flow on that link.

e [f you enable the PPPoE/PPP option under a WAN link, the MTU option is displayed
under the PPPoE/PPP Settings section for that link.

Click the toggle button to enable or disable IPv6 address assignment for the WAN link.
By default, IPv6 address assignment is disabled for the WAN link.

The WAN link requires an IPv6 address to connect to an IPvé network.

NOTE:

e |Pvé6 address assignment is supported only for sites with Secure SD-WAN Advanced
service.

e You cannot enable IPvé6 address assignment for NFX250 devices.


https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/topic-map/security-interface-physical.html#id-mtu-default-and-maximum-values
https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/topic-map/security-interface-physical.html#id-mtu-default-and-maximum-values
https://www.juniper.net/documentation/us/en/software/junos/interfaces-security-devices/topics/topic-map/lte-mini-pim-topicmap.html

Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued))

Field

Address Assignment
Method

Static IP Prefix

Gateway IP Address

WAN Link (Primary or
Secondary)

Advanced Settings

Address Family
(Tunnel Creation)

Provider

Description

Select the method of assigning an IPvé address to the WAN link—DHCP (Dynamic Host
Configuration Protocol - router advertisement only), STATIC, or SLAAC (Stateless
Address Auto Configuration).

This field is displayed only if you've disabled the PPPoE/PPP toggle button.

If you select STATIC, you must provide the IPvé address prefix and the gateway IPvé
address for the WAN link.

NOTE: For Internet and MPLS links with LTE access type, you can select only DHCP for
address assignment.

If you've configured the address assignment method as STATIC, enter the IPvé address
prefix of the WAN link.

If you've configured the address assignment method as STATIC, enter the IPvé address
of the gateway of the WAN service provider.

For dual CPE device templates, displays whether the WAN link is a primary link or a
secondary link. You cannot modify this field.

Select the underlay address family (IPv4 or IPvé) that is used to establish the overlay
tunnel. The options on the list are populated based on the address family that you've
configured for the underlay (either IPv4 or IPvé, or both).

Enter the name of the service provider (SP) providing the WAN service.

Only alphanumeric characters and '_', '@, ", '/', '#, '&| '+' and '-' are allowed. The
maximum number of characters allowed in 15.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued))

Field

Cost/Month

Link Priority

Enable Local Breakout

Breakout Options

Description

Enter the cost for using the WAN link per month and select the currency in which the
cost is indicated from the adjacent drop-down list.

Range: 1 through 10,000.

In bandwidth-optimized SD-WAN, CSO uses this information to identify the least-
expensive link to route traffic when multiple WAN links meet SLA profile parameters.

Enter a value in the range 1-255. A lower value indicates a more preferred link. A value
of 1 indicates highest priority and a value of 255 indicates lowest priority. If you do not
enter a value, the link priority is considered as 255.

Click the toggle button to enable local breakout on the WAN link. By default, local
breakout is disabled.

NOTE:

e If you enable this option, the WAN link can be used for local breakout. The decision
of whether traffic breaks out locally from the site depends on the breakout profile
that is referenced in the SD-WAN policy intent.

e |f you do not enable local breakout on at least one WAN link for a single CPE
connection plan and at least two WAN links for a dual CPE connection plan, then
local breakout is disabled for the site.

Select whether you want to use the WAN link for both breakout and WAN traffic
(default) or only for breakout traffic.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

MAP-E

Description

Click the toggle button to enable or disable the Mapping of Address and Port with
Encapsulation (MAP-E) functionality on the IPv6 WAN link. By default, MAP-E is
disabled.

MAP-E supports transporting IPv4 packets across an IPvé network by using IPv4-in-
IPv6 encapsulation.

For more information on MAP-E, see Mapping of Address and Port with Encapsulation
on NFX Series Devices.

NOTE:
o MAP-E is compliant only with the Japan Network Enabler (JPNE) standards.
e (CSO supports MAP-E only on one WAN link of the branch site (Secure SD-WAN

Advanced service only) with NFX150 as the CPE. IPVé address assignment and local
breakout must be enabled for the WAN link.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/nfx-map-e-overview.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/nfx-map-e-overview.html

Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

Autocreate Source
NAT Rule

Translation

Description

NOTE: Sites with Secure SD-WAN Essentials service support interface-based source
NAT rules only. If you enable this options for an SD-WAN Essentials site, interface-
based source NAT rules are automatically applied. If you enable this options for an SD-
WAN Advanced site, you must select a source NAT rule from the Translation field.

Click the toggle button to enable or disable the automatic creation of source NAT rules.
By default, this field is enabled when IPv4 address assignment and local breakout are
enabled for the WAN link.

Table 26 on page 170 explains how source NAT rules are automatically created on the
WAN link. The automatically-created source NAT rules are implicitly defined and
applied to the site and is not visible on the NAT Policies page.

NOTE: You can manually override automatically created NAT rules, by creating a NAT
rule within a particular rule-set. For example, to use a source NAT pool instead of an
interface for translation, create a NAT rule within this particular rule-set, that includes
the relevant department zone and WAN interface as the source and destination. For
example:

Dept-Zonel --> W1 : Translation=Pool-2

The manually created NAT rule is placed at a higher priority than the corresponding
automatically created NAT rule.

You can also add other fields (such as addresses, ports, protocols, and so on) as part of

the source or destination endpoints. For example:

Dept-Zonel, Port 56578 --> W1: Translation=Pool-2

NOTE: This field is displayed only if the automatic creation of source NAT rules is
enabled for the WAN link, and the SD-WAN service used is Advanced. Sites with Secure
SD-WAN Essentials service support interface-based source NAT rules only.

Select the type of NAT to use for the traffic on the WAN link:

o [nterface—Use interface-based NAT, which is the default.

e Pool—Use pool-based NAT. If you select this option, you must specify the IP
addresses that are to be used for the NAT pool.

NOTE: No NAT is performed for tenant-owned public IP addresses.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued))

Field

IP Addresses

Preferred Breakout
Link

BGP Underlay
Options

Primary Neighbor

Secondary Neighbor

Description

For pool-based NAT, enter one or more IP addresses, subnets, or an IP address range.
Separate multiple IP addresses by using commas and use a hyphen to denote a range;
for example, 192.0.2.1-192.0.2.50.

Click the toggle button to enable the WAN link as the most preferred breakout link.

If you disable this option, then the breakout link is chosen using ECMP from the
available breakout links.

NOTE: Not applicable to sites with SD-WAN Essentials service.

NOTE: This setting can be configured only if IPv4 address assignment (with STATIC as
the address assignment method) and local breakout are enabled for the WAN link.

Click the toggle button to enable BGP underlay routing.

When you enable BGP underlay routing, route advertisements to the primary PE node
and, if configured, the secondary PE node occur as follows:

o (SO advertises the WAN interface subnet.

e |f you configured pool-based translation, CSO advertises the NAT address pool.

NOTE: If underlay BGP is enabled for a WAN link, then the routes learnt from BGP are
installed for local breakout; CSO does not generate the static default route.

Displays the IP address that you entered for the gateway for the WAN link.

If you want to provide PE resiliency, you can configure a secondary PE node.
Enter the IP address of the secondary PE node.

NOTE: If the primary PE node goes down, then the secondary PE is used as the next
hop. When the primary PE comes back up, the route next hops are changed to the
primary PE.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued))

Field

eBGP Peer-AS-
Number

Authentication

Auth Key

Advertise Public LAN
Prefixes

Description

Enter the autonomous system (AS) number for the external (EBGP) peer.

NOTE: If the peer AS number is not configured or the peer AS number that is
configured is the same as that of the CPE site, then the BGP type is assumed to be
internal BGP (IBGP).

Select the BGP route authentication method to be used:

o None—Indicates that no authentication should be used. This is the default.

o Use MD5—Indicates that MD5 is to be used for authentication. If you choose this
option, you must specify an authentication key.

If you specified that MD5 should be used for authentication, specify an MD5
authentication key (password), which is used to verify the authenticity of BGP packets.

Click the toggle button to enable the advertisement of public LAN prefixes. This field is
disabled by default.

If the tenant has a public IP address pool configured and you enable the advertisement
of public LAN prefixes, then for LAN segments that are created with a subnet that falls
under the tenant public IP address pool, CSO advertises the LAN subnet to the BGP
underlay.

NOTE: When public LAN advertisement is enabled for the WAN link, public LAN
prefixes are advertised through the BGP underlay towards MPLS or the Internet. If a
site has two versions of the route installed for the same LAN prefix in the overlay and
underlay, the overlay routes are always preferred over underlay.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

Use For Fullmesh

Mesh Overlay Link
Type

Mesh Tag

Description

Click the toggle button to specify whether the WAN link can be a part of a fullmesh
topology.

A site with a single-CPE device can have a maximum of three WAN links enabled for
meshing and a site with dual-CPE devices can have a maximum of four WAN links
enabled for meshing.

NOTE: Even if you enable this field, sites with SD-WAN Essentials service do not
support creation or deletion of dynamic mesh tunnels based on a user-defined
threshold for the number of sessions closed between two branch sites. However, an
OpCo administrator or the Tenant administrator can create a static tunnel between a
source site and destination site by using the CSO GUI in Customer Portal.

When Use for Fullmesh field is enabled, select the type of mesh overlay link—GRE and
GRE_IPSEC.

If the link type is Internet, by default, the value for mesh overlay link type is GRE_IPSEC.
If the link type is MPLS, select one of the following options:

e GRE-IPSEC

e GRE

NOTE: If you've enabled IPvé6 address assignment for the WAN links, you can select
only GRE-IPSEC as the type of mesh overlay link.

When the Use for Fullmesh field is enabled, enter the tag to be associated with the
WAN link for creating tunnels. You can assign only one tag to the link.

Matching mesh tags is one of the criteria used to form tunnels between sites that
support meshing.

e For a branch site, you can select one mesh tag.
e For a enterprise hub you can select one or more mesh tags.

For more information about mesh tags, see "Mesh Tags Overview" on page 283.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued))

Field

Connects to
Enterprise Hubs

Primary EHub Tunnel
Type

Primary EHub Peer
Device

Primary Ehub Peer
Interface

Secondary EHub
Tunnel Type

Secondary EHub Peer
Device

Secondary Ehub Peer
Interface

Description

This field is not displayed if you have enabled the Use Mesh Tags to Connect EHub field
in the Hub Configuration section.

Enable this toggle button if you want to manually connect the site to an enterprise hub,
without using mesh tags.

This field is displayed only if you have enabled the Connects to Enterprise Hubs field.

Select the tunnel type to be used for the connection between the branch site and the
primary enterprise hub.

This field is displayed only if you have enabled the Connects to Enterprise Hubs field.

Displays the name of the primary enterprise hub you have selected.

This field is displayed only if you have enabled the Connects to Enterprise Hubs field.

Select the primary enterprise hub WAN link that needs to be part of the tunnel. You can
select multiple WAN links.

This field is displayed only if you have enabled the Connects to Enterprise Hubs field.

Select the tunnel type to be used for the connection between the branch site and the
secondary enterprise hub.

This field is displayed only if you have enabled the Connects to Enterprise Hubs field.

Displays the name of the secondary enterprise hub you have selected.

This field is displayed only if you have enabled the Connects to Enterprise Hubs field.

Select the secondary enterprise hub WAN link that needs to be part of the tunnel. You
can select multiple WAN links.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued))

Field

Connects to Provider
Hubs

Use for OAM Traffic

Overlay Tunnel Type

Overlay Peer Device

Overlay Peer Interface

Description

NOTE: The Connects to Provider Hubs field is available only if you have selected a
provider hub.

Click the toggle button to specify that the WAN link of the site connects to a hub.

NOTE:

e For sites with a single CPE, you must enable at least one WAN link to connect to the
hub so that OAM traffic can be transmitted.

e For sites with a dual CPE, you must enable at least one WAN link per device to
connect to the hub so that OAM traffic can be transmitted.

If you have specified that the WAN link is connected to a hub, click the toggle button to
enable sending the OAM traffic over the WAN link.

This WAN link is then used to establish the OAM tunnel.

This field is displayed when the Connects to Provider Hubs field is enabled and only one
provider hub (primary) is specified.

Select the mesh overlay tunnel type (GRE and GRE_IPSEC) of the tunnel to the hub.

MPLS links can have both GRE and GRE_IPSEC as the overlay link type where as
Internet links can have only GRE_IPSEC as the overlay link type.

This field is displayed when the Connects to Provider Hubs field is enabled and only one
provider hub (primary) is specified.

Displays the peer hub device to which the site is connected.

This field is displayed when the Connects to Provider Hubs field is enabled and only one
provider hub (primary) is specified.

Select the interface name of the hub device to which the WAN link of the site is
connected.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued))

Field

Overlay Tunnel Type 1

Overlay Peer Device 1

Overlay Peer Interface
1

Overlay Tunnel Type 2

Overlay Peer Device 2

Overlay Peer Interface
2

Description

This field is displayed when the Connects to Provider Hubs field is enabled and both
primary and secondary hubs are specified.

Select the mesh overlay tunnel type (GRE and GRE_IPSEC) for the tunnel to the primary
hub.

MPLS links can have both GRE and GRE_IPSEC as the overlay link type where as
Internet links can have only GRE_IPSEC as the overlay link type.

This field is displayed when the Connects to Provider Hubs field is enabled and both
primary and secondary hubs are specified.

Displays the primary peer hub device to which the site is connected.

This field is displayed when the Connects to Provider Hubs field is enabled and both
primary and secondary hubs are specified.

Select the interface name of the primary hub device to which the WAN link of the site is
connected.

This field is displayed when the Connects to Provider Hubs field is enabled and both
primary and secondary hubs are specified.

Select the mesh overlay tunnel type (GRE and GRE_IPSEC) for the tunnel to the
secondary hub.

MPLS links can have both GRE and GRE_IPSEC as the overlay link type where as
Internet links can have only GRE_IPSEC as the overlay link type.

This field is displayed when the Connects to Provider Hubs field is enabled and both
primary and secondary hubs are specified.

Displays the secondary peer hub device to which the site is connected.

This field is displayed when the Connects to Provider Hubs field is enabled and both
primary and secondary hubs are specified.

Select the interface name of the secondary hub device to which the WAN link of the
site is connected.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field Description

Backup Link Select a backup link through which traffic can be routed when the primary (other) links
are unavailable. You can select any link other than the default links or links that are
configured exclusively for local breakout traffic.

When a primary link comes back online, CSO monitors the performance on the primary
link and when the primary link meets the SLA requirements, the traffic is switched back
to the primary link. However, SLA data is not monitored for the backup link.

Default Link Select one or more links that will be used for routing traffic in the absence of matching
SD-WAN policy intents. A site can have multiple default links to the hub site.

Default links are used primarily for overlay traffic but can also be used for local breakout
traffic. However, a default link cannot be used exclusively for local breakout traffic. If
you do not specify a default link, then equal-cost multipath (ECMP) is used to choose
the link on which to route traffic.

VLAN ID Enter a VLAN ID for the WAN link.
Range: 0 through 4049 (4050 to 4094 is reserved by CSO).

NOTE:

e If you are configuring more than one WAN link on the same physical interface, only
one WAN link can be untagged; for the remaining WAN links, you must configure a
VLAN ID.

e A combination of tagged and untagged on the same physical interface is supported
only for single CPE devices.

® You cannot have a combination of tagged and untagged WAN links on the same et
interface. If you are configuring multiple WAN links on the same et interface, then
you must specify a VLAN ID for all the links.

WAN_1 WAN- Click the toggle button to enable or disable the WAN link.

Interface-Name
When you enable the WAN link, fields related to the WAN link appear. Fields marked

with an asterisk (*) must be configured to proceed. Refer to the fields described for
WAN_O WAN-Interface-Name for an explanation of the fields



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

WAN_2 WAN-
Interface-Name

WAN_3 WAN-
Interface-Name

PPPoE/PPP Settings

Username

Password

Authentication
Protocol

Advanced Configuration

Description

Click the toggle button to enable or disable the WAN link.

When you enable the WAN link, fields related to the WAN link appear. Fields marked
with an asterisk (*) must be configured to proceed. Refer to the fields described for
WAN_0O WAN-Interface-Name for an explanation of the fields

Click the toggle button to enable or disable the WAN link.

When you enable the WAN link, fields related to the WAN link appear. Fields marked
with an asterisk (*) must be configured to proceed. Refer to the fields described for
WAN_0O WAN-Interface-Name for an explanation of the fields

Enter the username, for the PPPoE server or PPP server, as specified by the service
provider. For example, ISP-ANetwork.

Enter the password for the PPPoE server or PPP server, as specified by the service
provider.

Select Password Authentication Protocol (PAP) or Challenge Handshake Authentication
Protocol (CHAP) for authentication, as specified by the service provider.

NOTE: Sites with SD-WAN Essentials service do not support creation or deletion of dynamic mesh tunnels based
on a user-defined threshold for the number of sessions closed between two branch sites. However, an OpCo

administrator or a tenant administrator can create a static tunnel between a source site and destination site by
using the CSO GUI in Customer Portal.

OAM [P Prefix

Enter an IPv4 address prefix (such as 10.100.100.11/32) for the loopback interface on
the CPE device. The IP address prefix should be a /32 IP address prefix and must be
unique across the entire management network.

NOTE: We recommend that you do not configure this setting (leave the IP Prefix field
blank) because management connectivity is handled automatically by CSO.



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued)

Field

DVPN Threshold for
Tunnel Creation

DVPN Threshold for
Tunnel Deletion

Description

NOTE: Not applicable to sites with SD-WAN Essentials service.

Enter the maximum number of sessions closed between the connected sites in a
duration of two minutes at which full mesh is created between the two sites.

The default value is 5.

For example, if you specify the number of sessions as 5, dynamic mesh tunnels are
created if the number of sessions closed between two branch sites in 2 minutes exceeds
5.

NOTE: Not applicable to sites with SD-WAN Essentials service.

Enter the number of sessions closed between the connected sites in a duration of 15
minutes below which full mesh is deleted between the two sites.

The default value is 8.

For example, if you specify the number of sessions closed as 8, dynamic mesh tunnels
are deleted if the number of sessions closed is lesser than or equal to 8.

LAN Segment Configuration

Add LAN Segment

You must add at least one LAN segment for a branch site. To add a LAN segment:
1. Click the +icon.
The Add LAN Segment page appears.

2. Complete the configuration settings according to the guidelines provided inTable 27
on page 172.

3. Click Save.

The LAN segment is added and you are returned to the Add Site for 7enant-Name
page.

Configuration Templates (Optional)



Table 25: Fields on the Add Site for Tenant-Name Page With only SD-WAN Capability (Continued))

Field Description
Configuration Select one or more configuration templates from the list. This list is filtered based on the
Templates List device that you select.

Configuration templates are stage-2 templates that are added by your OpCo
administrators or SP administrators or Tenant administrators.

NOTE: You must set the parameters of the configuration templates that you have
selected before you move to the LAN section.

To set the parameters for the selected configuration templates:
1. After you select one or more configuration templates, click Set Parameters.

The Device Configurations page appears. This page consists of two tabs—Configure
and Summary

2. In the Configure tab fill in the attributes for each of the configuration templates.
(Optional) View the CLI commands in the Summary tab.
3. Click Save.

You have added and set the parameters for the configuration templates that are part
of the site template that you are creating.

Table 26: Automatic Creation of Source NAT Rules

Autocreate Translation NAT Rules Creation
Source NAT

Rule

Disabled Not applicable (No None.

NAT)



Table 26: Automatic Creation of Source NAT Rules (Continued)

Autocreate Translation NAT Rules Creation

Source NAT

Rule

Enabled Interface-Based Source NAT rules are automatically created, with each rule from a
(Default)—CSO department zone to the WAN interface, with a translation of type
creates interface- interface. Each pair of [zone - interface] represents a rule-set.

based NAT rules.
For example, the following department zone to (WAN link) W1

interface rule-set might be created:

Dept-Zonel --> W1: Translation=Interface
Dept-Zone2 --> W1: Translation=Interface

Dept-Zone3 --> W1: Translation=Interface

When traffic from a branch site breaks out at an enterprise hub, a
source NAT rule is automatically created at the enterprise hub from the
department routing group (also referred to as VRF group) to the WAN
interface.

Dept-vrf-group --> W1: Translation=Interface

Enabled Pool-Based—CSO Source NAT rules are automatically created, with each rule from a
automatically creates | department zone to the WAN NAT pool with a translation of type pool.
pool-based NAT rules
(Not applicable to
sites with SD-WAN might be created:
Essentials service).

For example, a source NAT rule from department zone to NAT pool

Dept-Zonel --> W1 : Translation=Pool-1
Dept-Zone2 --> W1 : Translation=Pool-1

When traffic from a branch site breaks out at an enterprise hub, a
source NAT rule is automatically created at the enterprise hub from the
department routing group to the WAN pool.

Dept-vrf-group --> W1: Translation=Pool



Table 27: Fields on the Add LAN Segment page

Field

Use for Overlay VPN

Name

CPE Port

Add LAG Interface

Description

Enable the Use for Overlay VPN field to associate the LAN segment with the
selected department (VRF + ZONE) for overlay traffic to other sites.

Disable the Use for Overlay VPN field to associate the LAN segment with a
security zone for underlay breakout. You must define zone-based security
policies.

NOTE: When adding a new site, this field is enabled by default and cannot be
modified. However, when you add a new LAN Segment to a provisioned site
from the LAN tab of the Site-Name page, you can enable or disable this
option.

Enter a name for the LAN segment.

The name for a LAN segment should be a unique string of alphanumeric
characters and some special characters (. -). No spaces are allowed and the
maximum length allowed is 15 characters.

NOTE: Applicable to SRX Series Firewalls.
Select the CPE port to be added in the LAN segment.

When you add a new LAN Segment to a provisioned site from the LAN tab of
the Site-Name page, you can select (or create) a LAG interface or a redundant
Ethernet (reth) interface (for dual CPE cluster) to connect the SRX Series CPE
devices to an EX series switch.

To use the et interface on SRX4600 devices, you must create a LAG interface
and configure the et interface as a member of the LAG (aggregated Ethernet
or ae) interface. See "Create LAG Interface" on page 374.

For an SRX4600 dual CPE cluster, you can use the et interface if it is
configured as a member of the redundant Ethernet (reth) interface.

NOTE: This option is available when you add a new LAN Segment to a
provisioned site from the LAN tab of the Site-Name page.

Click the link to create a LAG interface (ae interface) if you want to use it to
connect the SRX Series CPE to the EX Series switch. See "Create LAG
Interface" on page 374 for details.



Table 27: Fields on the Add LAN Segment page (Continued)

Field Description

Create RETH Interface NOTE: This option is available when you add a new LAN Segment to a
provisioned site from the LAN tab of the Site-Name page.

Click the link to create a reth interface for an SD-WAN site with a dual CPE
cluster. See "Create a RETH Interface" on page 376 for details.

Type Select the type of LAN segment:

NOTE: This field is displayed e Directly Connected (default)—Indicates that the LAN segment is directly
only for LAN segments connected to the site.

associated with enterprise hub

sites. e Dynamic Routed—Indicates that the LAN segment is not directly

connected to the site and is reachable by using a dynamic route. If you
select this option, you must specify the dynamic routing information.

VLAN ID Enter the VLAN ID for the LAN segment. By default, VLAN ID is set to 1 and
native VLAN is enabled for untagged traffic.

You can use VLAN IDs in the following ranges to configure LAN segments:

e SRX Series Firewalls (single and dual CPE) and vSRX Virtual Firewall: 1 -
4094 (in releases prior to CSO Release 6.2.0, the range is 1 - 4049)

e NFX250 (single and dual CPE) and NFX150 devices: 1 - 4049

Use for Native VLAN Enable this option to use the VLAN ID specified above for untagged traffic.
The CPE interface is configured with a native-vlan-id, which has the same
value as the VLAN ID.

Department NOTE: This field is available only if the Use for Overlay VPN field is enabled.
Select a department to which the LAN segment is assigned.

Alternatively, click the Create Department link to create a new department
and assign the LAN segment to it. See "Add a Department" on page 874 for
details.

You can group LAN segments as departments for ease of management and for
applying policies at the department-level. For LAN segments that are
dynamically routed, you can assign only a data center department.



Table 27: Fields on the Add LAN Segment page (Continued)

Field

Gateway Address/Mask

Zone

DHCP

Additional fields related to DHCP

Address Range Low

Address Range High

Maximum Lease Time

Description

Enter a valid gateway IP address and mask for the LAN segment. This address
will be the default gateway for endpoints in this LAN segment.

For example: 192.0.2.8/24.

NOTE: This field is available only if the Use for Overlay VPN field is disabled.

Select a security zone to be associated with this LAN segment. Alternatively
click Create Zone to create a new security zone and assign that to this LAN
segment. See "Adding a Security Zone" on page 380 for details.

For directly connected LAN segments, click the toggle button to enable
DHCP.

You can enable DHCP if you want to assign IP addresses by using a DHCP
server or disable DHCP if you want to assign a static IP address to the LAN
segment.

NOTE: If you enable DHCP, additional fields appear on the page.

Enter the starting IP address in the range of IP addresses that can be allocated
by the DHCP server to the LAN segment.

Enter the ending IP address in the range of IP addresses that can be allocated
by the DHCP server to the LAN segment.

Specify the maximum duration (in seconds) for which a client can request for
and hold a lease on the DHCP server.

Default: 1440

Range: O through 4,294,967,295 seconds.



Table 27: Fields on the Add LAN Segment page (Continued)

Field Description

Name Server Specify one or more IPv4 addresses of the DNS server.

To enter more than one DNS server address, type the address, press Enter,
and then type the next address.

NOTE: DNS servers are used to resolve hostnames into IP addresses.

CPE Ports NOTE: Applicable to NFX150 and NFX250 devices.

For sites with SD-WAN capability, the CPE Ports field is disabled and the CPE
ports that you can include in the LAN segment are listed.

Select the ports from the Available column and click the right-arrow to move
the ports to the Selected column.

Static Routing

Use this section to configure static routing on the LAN segment. Provide the IP addresses of all the LAN routers
connected to the CPE device and the static subnets behind these routers.

Add LAN Router IP Prefix

LAN Router IP Enter the IP address of the LAN router that is connected to the CPE device.

Prefix Enter the subnets that are connected to the LAN router.

BFD Enable Bidirectional Forwarding Detection (BFD) to detect any failures on the
static route.

Dynamic Routing

Routing Protocol Enable this toggle button to configure dynamic routing using the BGP or
OSPF protocol.

BFD Enable Bidirectional Forwarding Detection (BFD) to detect any failures in the

LAN segment.



Table 27: Fields on the Add LAN Segment page (Continued)

Field Description
Protocol Select either BGP or OSPF.
BGP Configuration

NOTE: Starting in Release 6.1.0, CSO explicitly disables the long-lived graceful restart (LLGR) capability for BGP
peering sessions with provider edge (PE) and data center or LAN routers. Disabling LLGR ensures that the CPE
does not differentiate the route advertisements to the peering router irrespective of the peering router’'s LLGR
capability.

Prior to CSO Release 6.1.0, LLGR helper mode is enabled by default (implicit behavior of Junos OS) on the CPE
for BGP peering towards PE router in IP VPN deployments, and data center or LAN routers in data center
deployments.

Authentication Select the BGP route authentication method to be used:

e None—Indicates that no authentication should be used. This is the default.

e Use MD5—Indicates that MD5 is to be used for authentication. If you
choose this option, you must specify an authentication key.

Auth Key If you specified that MD5 should be used for authentication, specify an MD5
authentication key (password), which is used to verify the authenticity of BGP
packets.

BGP Options You can select the following options based on your requirements:

e AS-OVERRIDE: Replaces all occurrences of the peer AS number in the AS
path with its own AS number before advertising the route to the peer.

e AS-PATH-PREPEND: Prepends one or more autonomous system (AS)
numbers at the beginning of an AS path. Prepending an AS path makes a
shorter AS path look longer and therefore it becomes less preferable to
BGP.

e AS-LOOP: Allows the local device's AS number to be added in the
received AS paths. You can specify the number of times the detection of
local AS is allowed in the AS path.



Table 27: Fields on the Add LAN Segment page (Continued)

Field

Loop Count

Peer IP Address

Peer AS Number

Local AS Number

OSPF Configuration

OSPF Area ID

Authentication

Password

Confirm Password

Description

This field is displayed only if you select AS-LOOP.

Enter the maximum number of times the detection of local AS is allowed in
the AS path.

Enter the IP address of the LAN BGP peer.

Enter the autonomous system (AS) number of the LAN BGP peer. By default,
CSO uses the AS number 64512. You can enter a different AS number.

Enter the local AS number. When you configure this parameter, the local AS
number is used for BGP peering instead of the global AS number configured
for the CPE.

Specify the OSPF area identifier to be used for the dynamic route.

Select the OSPF route authentication method to be used:

e Password—Indicates that password-based authentication should be used.
If you choose this option, you must specify the password. (This is the
default).

e Use MD5—Indicates that MD5 is to be used for authentication. If you
choose this option, you must specify an authentication key.

e None—Indicates that no authentication should be used.

Enter the password to be used to verify the authenticity of OSPF packets.

Retype the password for confirmation purposes.



Table 27: Fields on the Add LAN Segment page (Continued)

Field

MD5 Auth Key ID

Auth Key

Route Advertisement Control

LAN Route(s) to Overlay

Export Policy

Description

If you specified that MD5 should be used for authentication, enter the OSPF
MD5 authentication key ID.

Range: 1 through 255.

If you specified that MD5 should be used for authentication, enter an MD5
authentication key, which is used to verify the authenticity of OSPF packets.

When this option is enabled, LAN routes are advertised to the SD-WAN
overlay. By default, this option is enabled.

For more granular control over routes that are advertised to the overlay network, you can configure policies in
conjunction with the LAN Route(s) to Overlay option. For example, when the LAN Route(s) to Overlay option is
enabled, you can configure policies to prevent specific routes from being advertised. Similarly, when the LAN
Route(s) to Overlay option is disabled, you can configure policies to allow only specific routes to be advertised.

To change the order of the policies, drag and drop the rows to move them up or down. To add a policy, click the +

icon.

Add Export Policy

Name

Enter a name for the policy. The name can contain letters, numbers, and
hyphens (-) and can be up to 255 characters long.



Table 27: Fields on the Add LAN Segment page (Continued)

Field

Match Conditions

Then: Action

Overlay Route(s) to LAN

Description

A match condition defines the criteria that the route must match. You can
define one or more of the following match conditions:

e From: Protocol—Select one or more protocols to match.
e From: Prefix—Enter the route prefixes to match.

e Prefix Match—Select the match type for the prefix:

e Exact: Routes must exactly match one of the prefixes.

e Longer: Routes must be within the specified prefixes and the route's
prefix length must be greater than the given prefix length.

e orlonger: Routes must be within the specified prefixes and the route's
prefix length must be greater than or equal to the given prefix length.

e From: Tag—Enter a number to be associated with the routes.
Range: O through 4,294,967,295

Select any of the following actions for the routes that meet the match
conditions:

e Accept—Advertise the matched routes to the SD-WAN overlay.
e Reject—Reject the matched routes.

o Next Term—Evaluate the next term in the policy.

This option is displayed only if you enable the Routing Protocol toggle button.
By default, this option is disabled.

Enable this option to advertise the SD-WAN overlay routes to the LAN
router. You can use import and export policies for granular control of the
route advertisements.

NOTE: In CSO Release 6.0.0 and earlier releases, this option is called
Advertise LAN Prefix and is applicable only for data center departments.



Table 27: Fields on the Add LAN Segment page (Continued)

Field

BGP or OSPF Import Policy
(This section is displayed if you
enabled dynamic routing.)

BGP or OSPF Export Policy (This
section is displayed if you
enabled dynamic routing.)

Static/Aggr Routes to Overlay

Description

You can add export policies for granular control of the routes that the CPE
advertises to the LAN router.

To change the order of the policies, drag and drop the rows to move them up
or down. To add a policy, click the + icon. See Table 28 on page 181

You can add export policies for granular control of the routes that the CPE
advertises to the LAN router.

To change the order of the policies, drag and drop the rows to move them up
or down. To add a policy, click the + icon. See Table 28 on page 181

Enable this option to allow advertisement of static or aggregate routes to the
overlay network.

e |[f alarge number of LAN routes are present, then you can disable the LAN
Route(s) to Overlay option and use this option to advertise aggregate
routes.

e [f you want to advertise additional routes, then you can enable the LAN
Route(s) to Overlay option and use this option to advertise additional
static routes.



Table 28: BGP and OSPF Policies

Policy Type

BGP Import Policy

Match Conditions

You can define one or more of the following

match conditions:

From: Prefix—Enter the route prefixes to
match.

Prefix Match—Select the match type for
the prefix:

e Exact: Routes must exactly match one
of the prefixes.

e longer: Routes must be within the
specified prefixes and the route's prefix
length must be greater than the given
prefix length.

e orlonger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than or equal to
the given prefix length.

From: Neighbor—Enter the IP address of
the LAN BGP peer.

From: Community—Enter the name of one
or more communities. A match occurs if
one name matches the community
attribute of the received prefix.

From: AS Path—Enter the preconfigured
autonomous systems (AS) path regular
expression that must be matched.

Actions

Then: AS Path Prepend—Enter
the AS numbers that must be
prepended to a route’s AS Path.
Use a space to separate the
numbers.

Then: AS Path Expand Count—
Enter the number of times the
last AS number in the existing
AS path must be affixed to the
beginning of the AS path. The
AS numbers are added before
the local AS number is added to
the path.

Range: 1 through 32

Then: Add Community—Add a
new community.

Then: Local Preference—Enter a
local preference value for the
route.

Range: O through
4,294,967,295

Then: Action—Select any of the
following actions for the routes
that meet the match conditions:

e Accept—Accept the
matched routes.

e Reject—Reject the matched
routes.

e Next Term—Evaluate the
next term in the policy.



Table 28: BGP and OSPF Policies (Continued)

Policy Type

BGP Export Policy

Match Conditions

You can define one or more of the following

match conditions:

From: Protocol—Enter the protocols to
match.

From: Prefix—Enter the route prefixes to
match. You can enter only IPv4 addresses.

Prefix Match—Select the match type for
the prefix:

e Exact: Routes must exactly match one
of the prefixes.

e |onger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than the given
prefix length.

e orlonger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than or equal to
the given prefix length.

From: Prefix Length Range—Enter a range
of prefix lengths to match.

From: Neighbor—Enter the IP address of
the LAN BGP peer.

From: Community—Enter the name of one
or more communities. A match occurs if
one name matches the community
attribute of the received prefix.

From: Tag—Enter a number to be
associated with the routes.

Range: 0 through 4,294,967,295

AS Path—Enter the preconfigured
autonomous systems (AS) path regular
expression that must be matched.

Actions

Then: AS Path Prepend—Enter
the AS numbers that must be
prepended to a route’s AS Path.
Use a space to separate the
numbers.

Then: AS Path Expand Count—
Enter the number of times the
last AS number in the existing
AS path must be affixed to the
beginning of the AS path. The
AS numbers are added before
the local AS number is added to
the path.

Range: 1 through 32

Then: Add Community—Add a
new community.

Then: Nexthop Self—Enable this
option to configure the
loopback address of the CPE as
the next hop.

Then: Local Preference—Enter a
local preference value for the
route.

Range: 0 through
4,294,967,295

Then: Action—Select any of the
following actions for the routes
that meet the match conditions:

e Accept—Advertise the
matched routes to the LAN
router.

e Reject—Reject the matched
routes.



Table 28: BGP and OSPF Policies (Continued)
Policy Type Match Conditions Actions

o Next Term—Evaluate the
next term in the policy.

OSPF Import Policy You can define one or more of the following Then: Action—Select any of the
match conditions: following actions for the routes

h h h itions:
e From: Prefix—Enter the route prefixes to that meet the match conditions

match. e Accept—Accept the matched
routes.
e Prefix Match—Select the match type for
the prefix: e Reject—Reject the matched
e Exact: Routes must exactly match one routes.

of the prefixes.
e Next Term—Evaluate the next

e Longer: Routes must be within the term in the policy.
specified prefixes and the route's prefix
length must be greater than the given
prefix length.

e orlonger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than or equal to
the given prefix length.

e From: Tag—Enter a number to be
associated with the routes.

Range: O through 4,294,967,295



Table 28: BGP and OSPF Policies (Continued)

Policy Type Match Conditions

OSPF Export Policy You can define one or more of the following
match conditions:

e From: Protocol—Enter the protocols to
match.

e From: Prefix—Enter the route prefixes to
match. You can enter only IPv4 addresses.

e Prefix Match—Select the match type for
the prefix:

e Exact: Routes must exactly match one
of the prefixes.

e |onger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than the given
prefix length.

e orlonger: Routes must be within the
specified prefixes and the route's prefix
length must be greater than or equal to
the given prefix length.

e From: Neighbor—Enter the IP addresses of
one or more OSPF neighbors.

e From: Community—Enter the name of one
or more communities. A match occurs if
one name matches the community
attribute of the received prefix.

e AS Path—Enter the preconfigured
autonomous systems (AS) path regular
expression that must be matched.
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Actions

Then: Tag—Enter a string or

number to be associated with

the routes.

Range: O through
4,294,967,295

Then: Action—Select any of the
following actions for the routes

that meet the match conditions:

Accept—Advertise the
matched routes to the LAN
router.

Reject—Reject the matched
routes.

Next Term—Evaluate the
next term in the policy.
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Overview

You can use Contrail Service Orchestration (CSO) to

e Add a firewall site for the next generation firewall device.

e Configure a CPE device (SRX Series services gateway) as a next generation firewall device.
e Add firewall policies for the standalone firewall site.

e Deploy the firewall policies for the standalone firewall site.

Topology

The topology to add an branch site with next generation firewall capabilities is shown in Figure 3 on
page 185.

Figure 3: Branch site with next generation firewall
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Workflow

The following workflow describes the steps that are required to set up a firewall site and provision the
firewall device associated with the site.

To set up a next generation firewall site and provision the firewall device:

1. Add a standalone next generation firewall site. See "Add a Standalone Next-Generation Firewall Site"
on page 187.

NOTE: Before proceeding to the next step ensure that the ZTP process is complete and the
firewall device status is set to Provisioned state.

2. Configure the firewall device. See "Configuring the Firewall Device" on page 365.
3. Add firewall policies for the site. See "Adding a Firewall Policy" on page 515.

4. Add firewall policy intents for the firewall policies that you added. See "Adding Firewall Policy
Intents" on page 518.

5. Deploy firewall policies to the site. See "Deploying Firewall Policies" on page 581.

Enabling Integration with Mist Access Points

You can enable integration with the Mist access points to easily access and view Mist access points
connected to the branch network. When integration with Mist access point is enabled, the connected
access points are listed in the Devices tab of the Resources > Site Management > Site Name page. You
can click the access point name to view the Mist access point details from the Mist portal that is
integrated with CSO.

To enable integration with the Mist access point:

1. Select Administration > WiFi Settings.
The WiFi Settings page appears.
2. Click the Enable toggle button to enable integration with Mist access points.
The Login E-mail and Login Password fields appear.
3. In the Login E-mail page, enter the e-mail address that is the username for your Mist account.
4. In the Login Password page, enter the password for your Mist account.
5. Click Save.



After you enable integration and enter the login credentials, CSO adds the access point to the list of
devices associated with a site. To view details about the access point, Devices tab of the Resources >
Site Management > Site Name page and click the access point name. The Mist portal page for the
selected device appears.

Add a Standalone Next-Generation Firewall Site

From CSO release 5.4.0 onward, the on-premises spoke (branch) site addition and site activation can be
optionally separated, giving more flexibility to on-site installation of a CPE.

In SD-WAN deployments with next generation firewall (NGFW) capability comprising single or dual
customer premises equipment (CPE), tenant administrators have an option to enter the serial number of
the CPE device after adding the branch sites. The branch site can be added by a tenant administrator
and activated manually by another authorized user. The authorized user must enter either the serial
number and the activation code, or only the serial number when manually activating the CPE device
later. The option to add branch sites without serial number of a CPE device is applicable to both SRX
and NFX (NFX150 and NFX250) device templates.

You add the standalone NGFW site from the Site Management page.
To add a standalone NGFW site:

1. Select Resources > Site Management.
The Site Management page appears.
2. Click Add and select Add Branch Site (Manual).
The Add Branch Site page appears.
3. Complete the configuration settings according to the guidelines provided in Table 29 on page 189.

NOTE: Fields marked with an asterisk (*) are mandatory.

4. Click Next.
A summary page is displayed.

5. Review the configuration and modify the settings, if needed, from the Summary tab. Click OK.

e If you entered a serial number during activation and automatic activation is enabled, the Site
Activation Progress page appears. The site activation process proceeds through the tasks
explained in 7roubleshooting Site Activation Issues.

Click OK to close the Site Activation Progress page.



If you did not enter a serial number and the automatic activation is disabled, you are returned to
the Site Management page. CSO triggers a job and displays a confirmation message with a job
link. Click the link to view the status of the job. After the job is finished, CSO displays a
confirmation message with a job link. The status of the site changes to CREATED.

You must manually activate the device to finish the activation process.

NOTE: The following procedure is applicable if zero touch provisioning (ZTP) is set true in the
device template. If ZTP is disabled in the device template, you must copy the stage-1
configuration and commit it on the device for CSO to proceed with the activation.

To manually activate the CPE (branch site) device:

a.

b.

Select the branch site CPE that has to be activated.

Click Activate Site link in the Site Management page.
The Activate Site page appears.

Enter the serial number(s) of the device and the activation code. Click OK.

The Site Activation Progress page appears displaying the progress of steps executed for activating
the CPE device. On successful activation of the device, the Site Status changes from Created to
Provisioned.

. If you have enabled the Zero Touch Provisioning field, CSO applies the stage-1 configuration

automatically.

NOTE: The device is activated automatically, if you have already provided the activation code
and device serial number while creating the firewall site.

If you have disabled the Zero Touch Provisioning field for the device, you must manually configure
the stage-1 configuration on the device.

a.

Click the Click to copy stage-1 config link next to the Prestage Device task on the Site Activation
Progress page. If you close the Site Activation Progress page inadvertently, you can access the
page from the Site Management page. Click the View link next to the status of the site, under the
Site Status column.

NOTE: You can also copy the configuration from the Devices page (Resources > Devices).
Select the device and click Stagel Config.

The Stage-1 Configuration page appears displaying the stage-1 configuration.



b. Copy the stage-1 configuration.

c. Login to the device and enter Junos OS configuration mode.

d. Paste the configuration that you copied and commit the configuration.

CSO applies the pre-script and stage-1 configuration (includes the device configuration). The
status of the site changes to MANAGED on the Sites page.

If you selected Security Services while adding the device, then CSO generates the service
provisioning configuration and applies it on the device. The firewall site status changes to
PROVISIONED in the Site Management page.

If you did not select Security Services while adding the device, then the device remains in the
MANAGED state until you apply the service. You can edit the site and add the service. After you add
the service, CSO applies the service provisioning configuration and the device is provisioned.

NOTE: You can also add a standalone firewall site using the site templates. For more information,

see "Add Branch Sites by Using a Site Template" on page 259.

Table 29: Fields on the Add Branch Site Page (Standalone Firewall)

Field

General

Site Information

Site Name

Device Host Name

Site Group

Site Capabilities

Description

Enter a unique name for the firewall site. You can use alphanumeric
characters and hyphen (-); the maximum length allowed is 32 characters.

The device host name is auto-generated and uses the format tenant-
name.host-name. You cannot change the tenant-name part in the device host
name. Use alphanumeric characters and hyphen (-); the maximum length
allowed is 32 characters.

Select a site group to which you want to assign the site.

Select Security Services as you are adding a NGFW site. Note that Device
Management is selected by default.



Table 29: Fields on the Add Branch Site Page (Standalone Firewall) (Continued))

Field

Address and Contact
Information

Street Address

City

State/Province

ZIP/Postal Code

Country

Contact Name

Email

Phone

Advanced Configuration

Description

Enter the street address of the site.

Enter the name of the city where the site is located.

Select the state or province where the site is located.

Enter the postal code for the site.

Select the country where the site is located.
You can click the Validate button to verify the address that you specified:

e The address verification successful message is displayed if the address can
be verified. You can click the View location on the map link to see the
address location.

e If the address cannot be verified, the Site address could not be validated

message is displayed .

Enter the name of the contact person for the site.

Enter the e-mail address of the contact person for the site.

Enter the phone number of the contact person for the site.



Table 29: Fields on the Add Branch Site Page (Standalone Firewall) (Continued))

Field

Domain Name Server (DNS)

NTP Server

Select Timezone

Device

Device Redundancy

Device Series

Device Model

Device Root Password

Serial Number

Description

Enter one or more IPv4 addresses of the DNS server. To enter more than one
DNS server address, type address, press Enter, and then type the next
address, and so on. DNS servers are used to resolve hostnames into IP
addresses.

Enter the fully qualified domain names (FQDNSs) or IP addresses of one or
more NTP servers. Example: ntp.example.net The site must have DNS
reachability to resolve the FQDN during site configuration.

Select the time zone for the site.

Disabled by default. Enable this option only for dual CPEs.

SRX is displayed by default.

Select the device model.

The default root password is fetched from the ENC_ROOT_PASSWORD field
in the device template. You can retain the password or change it by entering a
password in plain-text format. The password is encrypted and stored on the
device.

Enter the serial number of the firewall device. Note that the serial numbers
are case-sensitive.

If you do not enter the serial number, the branch site is created but the CPE
device is not activated. See Step 5 for more information.



Table 29: Fields on the Add Branch Site Page (Standalone Firewall) (Continued))

Field

Zero Touch Provisioning

Description

Click the toggle button to enable or disable Zero Touch Provisioning (ZTP).
This option is enabled by default.

NOTE: By default, this button is disabled for vSRX Virtual Firewall. You can
enable this button, if the Junos OS version running on vSRX Virtual Firewall
supports phone-home client.

To use ZTP, ensure the following:

e Device must have connectivity to CSO and Juniper phone-home server
(https:/redirect.juniper.net)

Use telnet to verify connectivity:
telnet redirect.juniper.net:443
telnet CSO Hostname/IP:443

If the connection is established, the device has connectivity to the phone-
home server and CSO.

e Required certificates for phone-home server and CSO must be present on
the device.

If ZTP is enabled, the Boot Image field is displayed and you must select an
image that supports the Phone-Home client. During ZTP, the image on the
firewall device is upgraded to the image that you select for the Boot Image.

If you disable ZTP, ensure that the device has connectivity to CSO. If the
device is not prestaged/preconfigured, then you must provide the details
under the Management Connectivity section so that CSO can generate the
configuration as part of the stage-1 configuration. You can skip the
Management Connectivity section if the device has connectivity to CSO.

If you disable ZTP, you must copy the stage-1 configuration from CSO and
commit it on the device to start the onboarding process. Use any of the
following options to copy the stage-1 configuration:

e Click the Click to copy stage-1 config link next to Prestage Device task on
the Site Activation Progress page.

If you close the Site Activation Progress page inadvertently, you can
access the page from the Site Management page. Click the View link next
to the status of the site under the Site Status column.



Table 29: Fields on the Add Branch Site Page (Standalone Firewall) (Continued))

Field

Auto Activate

Activation Code

Management Interface Family

Boot Image

Device Information

Secure Log Source Interface

Description

e On the Devices page (Resources > Devices), select the device and click
Stagel Config.

Click the toggle button to enable or disable automatic activation of the
device. This option is enabled by default.

If you disable automatic activation, refer "Activate a Device " on page 311
topic to manually activate the CPE.

If the automatic activation of the device is disabled, enter the activation code
to manually activate the device. The activation code is provided by the
administrator who adds the site.

Select the IP address type (IPv4 or IPv6) for the management interface. This
field is displayed only if you have enabled Zero Touch Provisioning.

When the Zero Touch Provisioning field is enabled, select the boot image
from the drop-down list to upgrade the image on the firewall device to a
version that supports the phone-home client.

The boot image is the device image that was previously uploaded to the
image management system. The boot image is used to upgrade the device
when the CSO starts the ZTP process. If the boot image is not provided, then
the device skips the automatic upgrade procedure. The boot image is
populated based on the device template that you have selected while creating
a site.

By default, the Use Image on Device option is selected.

Select the port that you want to configure as management interface and
connect it to the management device. You can configure any of the ge-0/0/x
ports, where x ranges from 0 to 14, as in-band management interfaces.



Table 29: Fields on the Add Branch Site Page (Standalone Firewall) (Continued))

Field

Firewall Policies

NAT Policies

Import Policy Configuration

Management Connectivity

Description

This field is displayed only if you enable Zero Touch Provisioning. Select the
firewall policy that you want to deploy to the standalone firewall site. The
firewall policy list is populated from the Configuration > Firewall > Firewall
Policy page.

Default: Factory_Default_Fw_Policy

This field is displayed only if you enable Zero Touch Provisioning. Select the
NAT policy that you want to deploy to the standalone firewall site. The NAT
policy list is populated from the Configuration > NAT > NAT Policies page.

Default: Factory_Default_NAT_Policy

This field is displayed only if you disable Zero Touch Provisioning.

By default, this field is disabled. Click the toggle button to automatically
import firewall policies and NAT policies from a NGFW device to CSO.

The following are the firewall and NAT configurations that are imported for
this site:

Firewall rules (zone rules):

e Address objects (address group or address object)
e Service objects (custom service)

e Custom L7 applications or application groups

e SSL/Content Security profiles and schedulers

o Users (UserFW)

NAT rules (Source/Destination/Static):

e NAT pools

NOTE: This section is displayed only if you disable Zero Touch Provisioning.



Table 29: Fields on the Add Branch Site Page (Standalone Firewall) (Continued))

Field

Address Family

Interface Name

Access Type

Address assignment

Management VLAN ID

PPPOE

Configuration Templates
(Optional)

Description

Select the IP address type (IPv4 or IPvé).

Enter the management interface.

Select the access type for the underlay link. LTE, ADSL, and VDSL access
types are supported only on Internet links. You cannot add LTE, ADSL, and
VDSL access types to the same WAN link.

By default, DHCP is selected. If you want to provide a static IP address, select
STATIC.

Enter a VLAN ID for the WAN link.

Click the toggle button to enable authenticated address assignment for the
WAN link by using PPPoE (Point-to-Point Protocol over Ethernet).



Table 29: Fields on the Add Branch Site Page (Standalone Firewall) (Continued))

Field Description

Configuration Templates List (Optional) Select one or more configuration templates from the list. This list is
filtered based on the device that you select.

Configuration templates are stage-2 templates that are added by your OpCo
administrators or SP administrators or Tenant administrators.

To set the parameters for the selected configuration templates:

1. After you select one or more configuration templates, click Set
Parameters.

The Device Configurations page appears. This page consists of two tabs—
CONFIGURATION and SUMMARY.

2. In the CONFIGURATION tab fill in the attributes for each of the
configuration templates.

(Optional) View the CLI commands in the Summary tab.
3. Click Save.

You have added and set the parameters for the configuration templates
that are part of the site template that you are creating.

‘ Adding and Provisioning a Next Generation Firewall Overview | 185

Managing LAN Segments on a Tenant Site
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A network on a tenant site is divided into multiple LAN segments to improve traffic management and
security. A LAN segment is a small portion of a LAN that is used by a work group. A grouping of multiple
LAN segments form a department. LAN segments are separated by a bridge or router.

Starting from Release 6.1.0, CSO supports automatic discovery of subnets behind LAN routers, which
are connected to a Customer Premise Equipment (CPE) such as NFX or SRX Series Firewalls.
Administrators can announce additional subnets on a LAN segment by using static and dynamic routing.

In addition, CSO enables you to control the route advertisements per LAN segment.
You can view and manage LAN segments from the LAN tab of the Site Name page.

These topics describe how to manage LAN segments on a site.

Adding LAN Segments

You add LAN segments from the Site Name page.
To add a LAN segment:

1. Click Resources > Site Management.
The Sites page appears.
2. Click the site for which you want to add the LAN segment.
The Site-Name page appears.
3. Click the add icon (+) on the LAN tab.
The Add LAN Segment page appears.
4. Complete the configuration settings according to the guidelines provided in Table 30 on page 198.

NOTE: Fields marked with an asterisk (*) are mandatory.

5. Click OK.
You are returned to the Site-Name page, where the LAN segment that you added is displayed.



Table 30: Add LAN Segment Settings

Field

Use for Overlay VPN

Name

CPE Port

Add LAG Interface

Description

Enable the Use for Overlay VPN field to associate the LAN segment with the
selected department (VRF + ZONE) for overlay traffic to other sites.

Disable the Use for Overlay VPN field to associate the LAN segment with a
security zone for underlay breakout. You must define zone-based security
policies.

NOTE: When adding a new site, this field is enabled by default and cannot be
modified. However, when you add a new LAN Segment to a provisioned site
from the LAN tab of the Site-Name page, you can enable or disable this
option.

Enter a name for the LAN segment.

The name for a LAN segment should be a unique string of alphanumeric
characters and some special characters (. -). No spaces are allowed and the
maximum length allowed is 15 characters.

NOTE: Applicable to SRX Series Firewalls.
Select the CPE port to be added in the LAN segment.

When you add a new LAN Segment to a provisioned site from the LAN tab of
the Site-Name page, you can select (or create) a LAG interface or a redundant
Ethernet (reth) interface (for dual CPE cluster) to connect the SRX Series CPE
devices to an EX series switch.

To use the et interface on SRX4600 devices, you must create a LAG interface
and configure the et interface as a member of the LAG (aggregated Ethernet
or ae) interface. See "Create LAG Interface" on page 374.

For an SRX4600 dual CPE cluster, you can use the et interface if it is
configured as a member of the redundant Ethernet (reth) interface.

NOTE: This option is available when you add a new LAN Segment to a
provisioned site from the LAN tab of the Site-Name page.

Click the link to create a LAG interface (ae interface) if you want to use it to
connect the SRX Series CPE to the EX Series switch. See "Create LAG
Interface" on page 374 for details.



Table 30: Add LAN Segment Settings (Continued)

Field Description

Create RETH Interface NOTE: This option is available when you add a new LAN Segment to a
provisioned site from the LAN tab of the Site-Name page.

Click the link to create a reth interface for an SD-WAN site with a dual CPE
cluster. See "Create a RETH Interface" on page 376 for details.

Type Select the type of LAN segment:

NOTE: This field is displayed e Directly Connected (default)—Indicates that the LAN segment is directly
only for LAN segments connected to the site.

associated with enterprise hub

sites. e Dynamic Routed—Indicates that the LAN segment is not directly

connected to the site and is reachable by using a dynamic route. If you
select this option, you must specify the dynamic routing information.

VLAN ID Enter the VLAN ID for the LAN segment. By default, VLAN ID is set to 1 and
native VLAN is enabled for untagged traffic.

You can use VLAN IDs in the following ranges to configure LAN segments:

e SRX Series Firewalls (single and dual CPE) and vSRX Virtual Firewall: 1 -
4094 (in releases prior to CSO Release 6.2.0, the range is 1 - 4049)

e NFX250 (single and dual CPE) and NFX150 devices: 1 - 4049

Use for Native VLAN Enable this option to use the VLAN ID specified above for untagged traffic.
The CPE interface is configured with a native-vlan-id, which has the same
value as the VLAN ID.

Department NOTE: This field is available only if the Use for Overlay VPN field is enabled.
Select a department to which the LAN segment is assigned.

Alternatively, click the Create Department link to create a new department
and assign the LAN segment to it. See "Add a Department" on page 874 for
details.

You can group LAN segments as departments for ease of management and for
applying policies at the department-level. For LAN segments that are
dynamically routed, you can assign only a data center department.



Table 30: Add LAN Segment Settings (Continued)

Field

Gateway Address/Mask

Zone

DHCP

Additional fields related to DHCP

Address Range Low

Address Range High

Maximum Lease Time

Description

Enter a valid gateway IP address and mask for the LAN segment. This address
will be the default gateway for endpoints in this LAN segment.

For example: 192.0.2.8/24.

NOTE: This field is available only if the Use for Overlay VPN field is disabled.

Select a security zone to be associated with this LAN segment. Alternatively
click Create Zone to create a new security zone and assign that to this LAN
segment. See "Adding a Security Zone" on page 380 for details.

For directly connected LAN segments, click the toggle button to enable
DHCP.

You can enable DHCP if you want to assign IP addresses by using a DHCP
server or disable DHCP if you want to assign a static IP address to the LAN
segment.

NOTE: If you enable DHCP, additional fields appear on the page.

Enter the starting IP address in the range of IP addresses that can be allocated
by the DHCP server to the LAN segment.

Enter the ending IP address in the range of IP addresses that can be allocated
by the DHCP server to the LAN segment.

Specify the maximum duration (in seconds) for which a client can request for
and hold a lease on the DHCP server.

Default: 1440

Range: O through 4,294,967,295 seconds.



Table 30: Add LAN Segment Settings (Continued)

Field Description

Name Server Specify one or more IPv4 addresses of the DNS server.

To enter more than one DNS server address, type the address, press Enter,
and then type the next address.

NOTE: DNS servers are used to resolve hostnames into IP addresses.

CPE Ports NOTE: Applicable to NFX150 and NFX250 devices.

For sites with SD-WAN capability, the CPE Ports field is disabled and the CPE
ports that you can include in the LAN segment are listed.

Select the ports from the Available column and click the right-arrow to move
the ports to the Selected column.

Static Routing

Use this section to configure static routing on the LAN segment. Provide the IP addresses of all the LAN routers
connected to the CPE device and the static subnets behind these routers.

Add LAN Router IP Prefix

LAN Router IP Enter the IP address of the LAN router that is connected to the CPE device.

Prefix Enter the subnets that are connected to the LAN router.

BFD Enable Bidirectional Forwarding Detection (BFD) to detect any failures on the
static route.

Dynamic Routing

Routing Protocol Enable this toggle button to configure dynamic routing using the BGP or
OSPF protocol.

BFD Enable Bidirectional Forwarding Detection (BFD) to detect any failures in the

LAN segment.



Table 30: Add LAN Segment Settings (Continued)

Field Description
Protocol Select either BGP or OSPF.
BGP Configuration

NOTE: Starting in Release 6.1.0, CSO explicitly disables the long-lived graceful restart (LLGR) capability for BGP
peering sessions with provider edge (PE) and data center or LAN routers. Disabling LLGR ensures that the CPE
does not differentiate the route advertisements to the peering router irrespective of the peering router’s LLGR
capability.

Prior to CSO Release 6.1.0, LLGR helper mode is enabled by default (implicit behavior of Junos OS) on the CPE
for BGP peering towards PE router in IP VPN deployments, and data center or LAN routers in data center
deployments.

Authentication Select the BGP route authentication method to be used:

e None—Indicates that no authentication should be used. This is the default.

o Use MD5—Indicates that MD5 is to be used for authentication. If you
choose this option, you must specify an authentication key.

Auth Key If you specified that MD5 should be used for authentication, specify an MD5
authentication key (password), which is used to verify the authenticity of BGP
packets.

BGP Options You can select the following options based on your requirements:

e AS-OVERRIDE: Replaces all occurrences of the peer AS number in the AS
path with its own AS number before advertising the route to the peer.

e AS-PATH-PREPEND: Prepends one or more autonomous system (AS)
numbers at the beginning of an AS path. Prepending an AS path makes a
shorter AS path look longer and therefore it becomes less preferable to
BGP.

e AS-LOOP: Allows the local device's AS number to be added in the
received AS paths. You can specify the number of times the detection of
local AS is allowed in the AS path.



Table 30: Add LAN Segment Settings (Continued)

Field

Loop Count

Peer IP Address

Peer AS Number

Local AS Number

OSPF Configuration

OSPF Area ID

Authentication

Password

Confirm Password

Description

This field is displayed only if you select AS-LOOP.

Enter the maximum number of times the detection of local AS is allowed in
the AS path.

Enter the IP address of the LAN BGP peer.

Enter the autonomous system (AS) number of the LAN BGP peer. By default,
CSO uses the AS number 64512. You can enter a different AS number.

Enter the local AS number. When you configure this parameter, the local AS
number is used for BGP peering instead of the global AS number configured
for the CPE.

Specify the OSPF area identifier to be used for the dynamic route.

Select the OSPF route authentication method to be used:

e Password—Indicates that password-based authentication should be used.
If you choose this option, you must specify the password. (This is the
default).

e Use MD5—Indicates that MD5 is to be used for authentication. If you
choose this option, you must specify an authentication key.

e None—Indicates that no authentication should be used.

Enter the password to be used to verify the authenticity of OSPF packets.

Retype the password for confirmation purposes.



Table 30: Add LAN Segment Settings (Continued)

Field

MD5 Auth Key ID

Auth Key

Route Advertisement Control

LAN Route(s) to Overlay

Overlay Route(s) to LAN

Aggr/Static Routes to Overlay

Edit a LAN segment

Description

If you specified that MD5 should be used for authentication, enter the OSPF
MD5 authentication key ID.

Range: 1 through 255.

If you specified that MD5 should be used for authentication, enter an MD5
authentication key, which is used to verify the authenticity of OSPF packets.

When this option is enabled, LAN routes are advertised to the remote CPEs.
By default, this option is enabled.

This option is displayed only if you enable the Routing Protocol toggle button.
By default, this option is disabled.

Enable this option to advertise the remote CPE routes received in a
department to the LAN router.

NOTE: In CSO Release 6.0.0 and earlier releases, this option is called
Advertise LAN Prefix and is applicable only for data center departments.

Enable this option to allow advertisement of summarized routes as static or
aggregate routes to the overlay network.

e If alarge number of LAN routes are present, then you can disable the LAN
Route(s) to Overlay option and use this option to advertise aggregate
routes.

e |f you want to advertise additional routes, then you can enable the LAN
Route(s) to Overlay option and use this option to advertise additional
static routes.

You can edit LAN segments associated with a site from the LAN tab in the Site Management page.

To edit a LAN segment:



1. Click Resources > Site Management.
The Site Management page appears.
2. Click the Site-Name link for which you want to edit the associated LAN segment.
The Site-Name page appears.
3. Select the LAN tab.
The associated LAN segments are displayed.
4. Select the LAN segment you want to edit and click the edit (pencil) icon.
The Edit LAN segment page appears.

5. Complete the configuration settings according to the guidelines provided in "Adding LAN Segments"
on page 197.

NOTE: You cannot edit the Name and Use for Overlay VPN fields.

6. Click OK.
An Edit LAN segment job is triggered and you are returned to the LAN tab of the Site Management
page.

A confirmation message appears (with the job link) at the top of the page indicating that the job was
created. You can click the job link to view details of the job (including job status, start date and time,
and end date and time). Alternatively, you can view the status of the job on the Jobs (Monitor > Jobs)

page.

After the Edit LAN segment job is completes successfully, the edited LAN segment with status as
Modified is listed on the LAN tab of the Site Management page.

7. Deploy the modified LAN segment to apply the changes on the site. See "Deploying LAN Segments"
on page 205.

Deploying LAN Segments

After you create a LAN segment and assign it to a department, you must deploy the LAN segment. You
can deploy LAN segments from the Site Name page.

To deploy one or more LAN segments:

1. Click the LAN tab.
2. Select one or more LAN segments that you want to deploy and click Deploy.

A Deploy LAN Segment job is created.

NOTE: If a Deploy LAN Segment job is in progress for a site, wait for the job to finish before
triggering another Deploy LAN Segment job.



If you attempt to trigger a Deploy LAN segment job when another one is running, the job fails
with a message indicating that the previous LAN segment deployment job is in progress.

3. Click More > Deploy History to view job status and deployment history of the LAN segment.
The Deploy LAN Segment History page displayed.

Alternatively, you can verify the status of the job from the Monitor > Jobs page.

Deleting LAN Segments
You can delete a LAN segments from the Site Name page.
To delete a LAN segment:

1. Select a LAN segment and click the delete icon (X) icon on the LAN tab.
The Delete LAN Segment page appears.

2. Click OK to confirm deletion.
The LAN segment is deleted.

Manage a Site
Tenant administrator users can use the Site-Name page to view the details of a site and manage
configurations of the site.
To view the details of a site or manage the site:
1. Click Resources > Site Management.
The Site Management page appears.
2. Click the Site-Name link of the site that you want to manage.
The Site-Name page appears.

On the Site-Name page, depending on the type of site or the service selected for the site, one or more
of the following tabs are displayed:

e Overview tab:

View general information about the site and the devices associated with the site. You can also view
information about the recent alarms and alerts generated in the site. See Table 31 on page 209.

¢ IPVPN tab:



View and configure IP VPN (Layer 3) parameters to connect an existing Layer 3 VPN to a network
managed by Contrail Service Orchestration (CSO) through a provider hub site. For more information
on IP VPN parameters, see Table 32 on page 211.

You can add, edit, or delete IP VPN configuration for a provider hub site. For more information, see
"Add IP VPN Configuration to Provider Hubs" on page 219, "Edit IP VPN Configuration for Provider
Hubs" on page 223, and "Delete IP VPN Configuration from Provider Hubs" on page 223.

NOTE:

e |P VPN can be configured only for provisioned provider hub sites with OAM_AND_DATA
or DATA_ONLY capability for each tenant department VPN.

e |P VPN configuration is not applicable for data center department VPNSs.

WAN tab:

View detailed information about the WAN links of the site. You can also add or delete a mesh tunnel
between a source site and a destination site. See Table 33 on page 212.

NOTE: This tab is available only for SD-WAN sites.

Policies tab:

View the list of policies applied to a site (Firewall, NAT, SSL proxy, or SD-WAN policy). Click the
policy name to view the rules or intents that are applied to the site.

You can also view:
e The name of the tenant user who last updated the policy.
e The date and time at which the policy was updated.

e Deployment status of the policy (deployed or undeployed).

NOTE: This tab is available for SD-WAN and NGFW sites.

To edit a policy, click the edit icon (at the end of the row) and you are taken to:
e Firewall Policy page (Configuration > Firewall > Firewall Policy) to edit firewall policies.

For more information, see "Editing and Deleting Firewall Policies" on page 517.



e NAT Policies page (Configuration > NAT > NAT Policies) to edit NAT policies.
For more information, see "Editing and Deleting NAT Policies" on page 712.
e SSL Proxy Policy page (Configuration > SSL Proxy > Policy) to edit SSL proxy policies.
For more information, see "Editing, Cloning, and Deleting SSL Proxy Policy Intents" on page 805.
e SD-WAN Policy page (Configuration > SD-WAN > SD-WAN Policy) to edit SD-WAN policies.
For more information, see "Editing and Deleting SD-WAN Policy Intents" on page 659.
Devices tab:
View, manage, and delete the devices for the site.
You can also:
e Push licenses to a device
e Activate a device
e View and deploy stage-1 configuration to a device
e Download the cloud info template

For more information on the fields displayed and tasks you can perform on the Devices tab, see
"About the Devices Page" on page 332 and "Activate a Device " on page 311.

LAN tab:

View, create, edit, deploy, and delete a LAN segment. For information on the fields displayed, see
"Adding LAN Segments" on page 197.

Additionally, you can:

e Reassign a LAN segment to a different department.

e View the devices in a LAN segment and deploy any of these devices.

e View the status of the deployment.

For more information on the fields displayed and tasks you can perform on the LAN tab, see
"Managing LAN Segments on a Tenant Site" on page 197.

Services tab:

View the network services allocated to the tenant.

Additionally, you can:



e Deploy network services to a site: Select the network service, and then select an attachment
point in the topology graphic. Alternatively, you can drag and drop the network service to an
attachment point in the topology graphic.

o Start a network service. For more information, see "Start a Network Service" on page 216.
e Disable a network service. For more information, see "Disable a Network Service" on page 218.

e Delete a network service. For more information, see "Delete a Network Service" on page 218.

NOTE: This tab is available only for SD-WAN sites.

Table 31 on page 209 describes the widgets displayed on the Overview tab of the Site-Name page.

Table 31: Widgets on the Overview tab

Widget Description

General Info View the following general information about the site:
e Tenant name
e Site Type (branch, enterprise hub, provider hub, or cloud spoke)
e Site Role (spoke or hub)
e Geographical location of the site
e Contact information of the tenant

e VPN Authentication Type (using preshared key or public key infrastructure [PKI]
certificate)

e Encryption Type (By default, it is AES-256-GCM. See Encryption Typein "View
and Edit Tenant Settings" on page 27.)



Table 31: Widgets on the Overview tab (Continued)

Widget

Recent Alarms

Recent Alerts

Description

View the recent critical, major, and minor alarms generated in the site with the date
and time of occurrence.

From the Period list, you can select one of the following values to filter the generated
alarms based on their time of occurrence:

e Previous one hour

e Previous eight hours
® Previous one day

e Previous one week
e Previous one month

You can click View All Alarms at the bottom-right corner of the Recent Alarms widget
to view all the generated alarms in the Alarms page (Monitor > Alerts & Alarms >
Alarms). For more information, see "About the Alarms Page" on page 911.

View the recent critical, major, and minor alerts generated in the site with the date
and time of occurrence.

From the Period list, you can select one of the following values to filter the generated
alerts based on their time of occurrence:

® Previous one hour

e Previous eight hours
e Previous one day

e Previous one week
e Previous one month

You can click View All Alerts at the bottom-right corner of the Recent Alerts widget to
view all the generated alerts in the Alerts page (Monitor > Alerts & Alarms > Alerts).
For more information, see "About the Generated Alerts Page" on page 903.



Table 31: Widgets on the Overview tab (Continued)

Widget

Connectivity & Devices

Description

View the following general information about all the provisioned devices in the site:
e Device Name

e Device Model

e Device Serial Number

e Device Status

Table 32: Fields on the IPVPN tab for provider hubs

Field

Department VPN

Interface Name

VLAN ID

Interface IP Prefix

AS Loop Count

eBGP Peer-AS-Number

Description

Name of the department VPN associated with the IP VPN configuration.

Enter the name of the physical interface on which you want to enable eBGP between
provider hub site and the PE router.

VLAN ID of the interface.

Range: 1 through 4094.

IPv4 address with a prefix of the interface.

Maximum number of times the detection of local Autonomous System (AS) number is
allowed in the AS path. If this count exceeds the specified AS loop count, the system
discards this route. This helps in preventing routing loops. For example, if you
configure AS Loop Count as 1, the route is discarded if the neighbor’s local AS is
detected in the path more than once.

Range: 1 through 10.

Autonomous system (AS) number for the eBGP peer.

Range: 1 through 4294967295.



Table 32: Fields on the IPVPN tab for provider hubs (Continued)

Field Description
Neighbor Address IPv4 address of the peer interface.
Status Status of the IP VPN configuration (in progress or deployed).

Table 33 on page 212 describes the widgets displayed on the WAN tab of the Site-Name page.

Table 33: Widgets on the WAN tab (Overlay and Underlay)

Widget Description
Overlay and Underlay topology of Displays the WAN link topology of the site.
WAN links

Links displayed in green are up (active) and red are down.

For all sites in full mesh topology, you can view all the connected WAN
interfaces for each site. Click the site connection point to see all
connections between its WAN interfaces. You can view general
information about each WAN interface when you hover over it.

Overlay WAN Widgets



Table 33: Widgets on the WAN tab (Overlay and Underlay) (Continued)

Widget

Time Range

Overall Network Statistics

Description

Select the time range by clicking on one of the following options:
e 2 hours (2h)

e 4 hours (4h)

e 8 hours (8h)

e 16 hours (16h)

e 24 hours (24h)

e 1 week (1w)

You can select a custom time range by clicking Custom and selecting the
To and From timing. You can also drag the Time Range slider (from either
sides) to select a custom time range.

NOTE: All the information displayed on this tab is updated based on the
time range you select.

Displays the following metrics for the selected WAN interface in the
selected timeframe:

e Number of active dynamic VPN (DVPN) tunnels
e Throughput (in bps)

e Latency (in ms)

e Packet loss (in percentage)

e E2E (end-to-end) delay (in ms)

e Jitter (in ms)

e Total bytes transmitted and received



Table 33: Widgets on the WAN tab (Overlay and Underlay) (Continued)

Widget Description

Link Metrics Displays a graphical representation of traffic on each WAN link for the
selected time interval. You can update the graph based on any of
following filters (drop-down list):

o Site Traffic: Total bytes, Transmitted bytes, Received bytes, or
Throughput (in bps)

e Events: SLA not met, Switch events, or None

o Profiles (SLA based steering profiles): CSO-AV, CSO-Sec, CSO-Email,
CSO-Productive, or CSO-FileShare.

Top Applications Displays a horizontal bar chart of the top applications that generate the
maximum traffic in the spoke site or enterprise hub site.

You can select the Site traffic list to update the chart based on the total
bytes, transmitted bytes, received bytes, or throughput (in bps).

Link Utilization Displays the link utilization (in percentage) as a circular chart of the top
10 applications and other applications. You can also view the total link
capacity consumed (in bytes). You can select the Site traffic list to update
the chart based on total bytes, transmitted bytes, received bytes, or
throughput (in bps).

Link SLA Performance Displays a graphical representation of the performance of the SLA
parameters such as round-trip time (RTT), latency, packet loss, and jitter
for the specified time range for MPLS and Internet WAN links for all SLA
profiles.



Table 33: Widgets on the WAN tab (Overlay and Underlay) (Continued)

Widget Description

On-Demand VPN Threshold Details When you hover over On-Demand VPN Threshold Details, you can view
the threshold for creating and deleting tunnels, device SKU, maximum
number of tunnels allowed, and minimum number of tunnels required
before deactivation.

Additionally, you can:

e Add or delete dynamic mesh tunnels between a source site and a
destination site. See "Adding On-Demand Mesh Tunnels" on page
291 or "Deleting On-Demand Mesh Tunnels" on page 293.

e Reconfigure static tunnels for a branch site or an enterprise hub site.
See Reconfigure Static Tunnels.

You also can view the following details of the dynamic mesh tunnels
history for the selected site:

NOTE: A new row is added to this table when there is a change in the
tunnels associated with the particular site and the table entries are
grouped by the destination site.

e Type of tunnel (DVPN or Static)

e QOperation (create, update, or delete tunnel) performed on the site

e Time (date and time at which the operation was completed)

e Reason for performing the operation. It can be one the following:
e ZTP: Static tunnels were added during ZTP.

e Traffic: Tunnels were added or deleted based on the site traffic
(after crossing the configured on-demand VPN threshold value).

e Admin: You manually add, update, or delete the tunnels.

e RMA: Based on the Return Material Authorization (RMA)
performed on a site, the on-demand tunnels are created or
deleted.

e No. of overlay WAN links between two sites (branch sites or
enterprise hub sites) on which the operation was performed.

NOTE: A maximum of four links are allowed between two sites.



Table 33: Widgets on the WAN tab (Overlay and Underlay) (Continued)

Widget Description
Underlay WAN Widgets
WAN Link Throughput Over Time Displays a line chart of WAN interface utilization as throughput (in bps)

over time for each underlay WAN link. Different color lines represent the
input and output rate for each WAN link. You can select them by
hovering over the input/output rate list on the right side of the widget.
Every three minutes the bandwidth usage information is collected for
each WAN link and the rate is displayed respectively on the graph.

You can view the utilization statistics for a particular time range by
selecting any one of the following values from the Time Span list:

e Last 15 min
e Last 30 min
e last 1 hour
e Last 8 hour
e Last1day

e Last 1 week
e Last 1 month

NOTE: You must upgrade the site to CSO Release 6.0.0 to view this
widget. For more information, "Upgrading Sites" on page 251.
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Start a Network Service

You can start or instantiate a network service for a site from the Site-Name page in Customer Portal.



NOTE: Ensure that the Service Provider (SP) or Operating company (OpCo) administrator user
allocates at least one network service to you from the Administration Portal.

To instantiate a network service:

1. Click Resources > Site Management.
The Site Management Page appears.

2. Click the Site-Name link for which you want to instantiate a network service.
The Site-Name page appears.

3. Select the Services tab.

The Services topology graphic appears. The Deploy Network Services pane appears on the right
listing all the available network services for the site.

NOTE: When you select a network service, on the Deploy Network Services pane, you can
view the network service description, service type, version, and timestamp of its last update.

4. Do one the following:

e Select a network service from the Deploy Network Services pane. On selecting the service, the
eligible attachment points are highlighted in green on the topology graphic. Select the required
attachment point.

e Drag and drop the network service you want to instantiate, from the Deploy Network Services
pane to the attachment point on the topology graphic.

The Configure Network Service page appears.

5. Configure the parameters displayed based on the type of network service selected.

6. Click OK.
A confirmation message is displayed stating that the operation was successful and the topology
graphic is updated with the selected network service.

7. Click Start Service.

A confirmation message appears stating that the network service is successfully instantiated and you
are returned to the Services page.

The attachment point you selected on the topology graphic is updated with the instantiated network

service.
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Disable a Network Service

You can disable a network service associated with a site from the Site-Name page in Customer Portal.

NOTE: Ensure that:

e The Service Provider (SP) or Operating company (OpCo) administrator user allocates at least
one network service to you from the Administration Portal.

¢ You instantiate at least one network service on the Site-Name page in Customer Portal.

To disable a network service:

1. Click Resources > Site Management.
The Site Management Page appears.

2. Click the Site-Name link for which you want to instantiate a network service.
The Site-Name page appears.

3. Select the Services tab.
The Services topology graphic appears.

4. On the topology graphic, select the service which is currently instantiated.

5. Click Disable Service.

A confirmation message appears stating that the network service is successfully disabled and you are
returned to the Services page.

The network service is disabled on the topology graphic.
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Delete a Network Service

You can delete a network service associated with a site from the Site-Name page in Customer Portal.



NOTE: You must disable the network service before deleting it. For more information, see
"Disable a Network Service" on page 218.

To delete a network service:

1. Click Resources > Site Management.

The Site Management page appears.

N

. Click the Site-Name link for which you want to delete the network service.

The Site-Name page appears.

w

. Select the Services tab.

The Services topology graphic appears.

N

. Select the network service on the topology graphic.

wu

. Click Disable Service.

o

. Click the Delete icon (trash can).
A confirmation dialog box appears.
7. Click Yes.

The network service is removed from the topology graphic and you are returned to the Services
page.
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Add IP VPN Configuration to Provider Hubs

You can configure IP VPN (Layer 3) parameters to connect an existing Layer 3 VPN which is not
managed by Contrail Service Orchestration (CSO) to a network managed by CSO through a provisioned
provider hub site.



Figure 4: IP VPN sample topology

Spoke 1 eBGP
Provider Hub .Ora“ge VPN .Orange VPN
(Multi-Tenant)

Spoke 2 Red VPN eBGP Red VPN PE Router

> < >
< > < >

CSO-managed SD-WAN Overlay Network Existing L3 VPN Network
(Not managed by CSO)

301304

Figure 4 on page 220 shows a sample network topology with IP VPN interconnect. On the left side, a
CSO-managed SD-WAN overlay network is shown consisting of a multi-tenant provider hub which can
be connected to multiple spoke sites or enterprise hub sites belonging to different tenants. On the right
side, an existing L3 VPN network which is not managed by CSO is shown. The PE router interconnects
with the provider hub to create an IP VPN. Two department VPNs, orange and red, connects the
provider hub and the PE router using point-to-point external BGP (eBGP) peering. This peering is
implemented using Inter-AS Option-A. For more information, see Interprovider VPNs.

NOTE:

e [P VPN can be configured only for provisioned provider hub sites with OAM_AND_DATA or
DATA_ONLY capability for each tenant department VPN.

e |P VPN configuration is not applicable for data center department VPNSs.

e Starting in Release 6.1.0, CSO explicitly disables the long-lived graceful restart (LLGR)
capability for BGP peering sessions with provider edge (PE) and data center or LAN routers.
Disabling LLGR ensures that the CPE does not differentiate the route advertisements to the
peering router irrespective of the peering router’s LLGR capability.

Prior to CSO Release 6.1.0, LLGR helper mode is enabled by default (implicit behavior of
Junos OS) on the CPE for BGP peering towards the PE router in IP VPN deployments, and
data center or LAN routers in data center deployments.

To add an IP VPN configuration:

1. Click Resources > Site Management.
The Site Management page appears.

2. Click the Provider-Hub-Name link to which you want to add an IP VPN.
The Site-Name page appears.

3. Click the IPVPN tab.

4. Click the Add icon (+).


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/l3-vpns-interprovider.html

The Add IPVPN Configuration page appears.

5. In the Department VPN(s) field, select one or more VPN listed on the left column and click the right
arrow (>) icon.

NOTE:

e The VPNs associated with standard departments are listed here. For more information, see
"About the Departments Page" on page 872.

e For tenants with network segmentation disabled, a single VPN shared by all its

departments is displayed.

6. Click Next and complete the configuration as per the guidelines in Table 34 on page 221, or click
Previous to make changes on the previous page.

NOTE:

e If you select more than one VPN, you must configure the IP VPN parameters for each VPN
separately on the Configure IPVPN page as per the guidelines in Table 34 on page 221.

e Fields marked with an asterisk (*) are mandatory.

7. Click Finish.
A Configure IPVPN job is triggered and you are returned to the IPVPN page.

A confirmation message appears (with the job link) at the top of the page indicating that the job was
created. You can click the job link to view the status of the job. Alternatively, you can check the
status of the job on the Jobs (Monitor > Jobs) page.

Table 34: Fields on the Add IPVPN configuration page

Field Description

Interface Name Enter the name of the physical interface on which you want to enable external BGP
(eBGP) between provider hub site and the PE router. For example, ge-0/0/10.

VLAN ID Enter the VLAN ID of the interface.

Range: 1 through 4094.

Interface IP Prefix Enter IPv4 address with a prefix for the interface. For example, 10.10.10.1/24.



Table 34: Fields on the Add IPVPN configuration page (Continued)

Field

AS Loop Count

eBGP Peer-AS-Number

Neighbor Address

Local AS number

Authentication

Disable Graceful Restart

Description

Enter the maximum number of times the detection of local Autonomous System (AS)
number is allowed in the AS path. If this count exceeds the specified AS loop count,
the system discards this route. This helps in preventing routing loops. For example, if
you configure AS Loop Count as 1, the route is discarded if the neighbor’s local AS is
detected in the path more than once.

Range: 1 through 10.

Enter the autonomous system (AS) number for the eBGP peer.

Range: 1 through 4294967295.

Enter the IPv4 address of the peer interface.

Enter the local AS number for the IP VPN configuration. When you configure this
parameter, the local AS number is used for eBGP peering instead of the global AS
number configured for the provider hub.

Select one of the following BGP route authentication method:

o None: Indicates that no authentication should be used. This is the default.

e Use MD5: Indicates that MD5 is to be used for authentication. If you choose this
option, specify an MD5 authentication key (password), which is used to verify the
authenticity of the BGP packets.

Disable graceful restart configuration for the provider hub by clicking the toggle
button while trying to peer with a device which does not have the graceful restart
capability. By default, graceful restart helper mode, the ability to assist a neighboring
router attempting a graceful restart, is enabled.
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Edit IP VPN Configuration for Provider Hubs

To edit an IP VPN configuration:

1.

Click Resources > Site Management.

The Site Management page appears.

. Click the provider hub Site-Name link to edit an associated IP VPN.

The Site-Name page appears.

3. Select the IPVPN tab.

4. Select the department VPN whose configuration you want to edit.

5. Click the Edit icon (pencil).

The Edit IPVPN Configuration page appears.

Modify the IPVPN parameters as per the guidelines in "Add IP VPN Configuration to Provider Hubs"
on page 219.

NOTE: Fields marked with an asterisk (*) are mandatory.

Click OK.
An Edit job is triggered and you are returned to the IPVPN page.

A confirmation message appears (with the job link) at the top of the page indicating that the job was
created. You can click the job link to view the status of the job. Alternatively, you can check the
status of the job on the Jobs (Monitor > Jobs) page.

After the job completes successfully, the IP VPN configuration details are updated on the IPVPN tab.

Manage a Site | 206
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Delete IP VPN Configuration from Provider Hubs

To delete an IP VPN configuration:

1. Click Resources > Site Management.

The Site Management page appears.



2. Click the provider hub Site-Namelink to delete an associated IP VPN configuration.
The Site-Name page appears.

3. Select IPVPN tab.

4. Select the department VPN whose configuration you want to delete.

5. Click the Delete icon (trash can).
The Confirm Delete dialog box appears.

6. Click Yes.
A Delete IPVPN job is triggered and you are returned to the IPVPN page.

A confirmation message appears (with the job link) at the top of the page indicating that the job was
created. You can click the job link to view the status of the job. Alternatively, you can check the
status of the job on the Jobs (Monitor > Jobs) page.

After the delete job completes successfully, the IP VPN configuration is removed from the IPVPN tab
for the selected department VPN.
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Viewing the Sites History

IN THIS SECTION

Viewing Jobs Initiated to Add and Configure Sites | 224

Viewing Jobs Initiated to Delete Sites | 225

Viewing Jobs Initiated to Add and Configure Sites
You can view the jobs initiated to add and configure all the sites in a tenant from the Sites page.
To view the jobs executed to add and configure sites:

1. Click Resources > Site Management.
The Sites page appears.
2. On the Sites page, click More > View Add Site History.



The Add/Configure Site History page appears. The Add/Configure Site History pane lists the jobs

executed for adding and configuring all the sites in a tenant.

Table 35 on page 225 describes the fields displayed on the Add/Configure Site History page.

Table 35: Fields on the Add/Configure Site History Page

Field

In Progress

Success

Failure

Name

Start Date

End Date

Status

Log

Description

Number of jobs in progress.

Number of jobs that were successfully executed.

Number of jobs that failed during execution.

Name of the job executed to add a site.

Click the hyperlinked name to open the Site History Tasks page, where the tasks executed to

complete the job are listed. Click the task link to open the Job Status page, where you can view the
date and time when various tasks were executed to complete the job.

Date and time that the job was initiated.

Date and time that the job finished executing.

If the job is in-progress or failed, no date is displayed.

Indicates whether the job completed successfully (Success) or not (Failed).

Link to the log generated for the job.

Click the link to view the logs on the Job Status page. The Job Status page displays the date and
time when the job and various tasks associated with the job were executed in chronological order.

Viewing Jobs Initiated to Delete Sites

To view jobs initiated to delete sites from a tenant:

1. Click Resources > Site Management.

The Sites page appears.

2. On the Sites page, click More > View Delete History.



The Delete History page appears. The Delete History page lists the all the jobs executed for deleting
sites from a tenant.

Table 36 on page 226 details the fields displayed on the Delete Site History page.

Table 36: Fields on the Site Delete History Page

Field Description

In Progress | Number of jobs in progress.

Success Number of jobs that were successfully executed.
Failure Number of jobs that failed during execution.
Name Name of the job executed to delete a site.

Click the hyperlinked name to open the Site History Tasks page, where the tasks executed to
complete the job are listed. Click the task link to open the Job Status page, where you can view the
date and time when various tasks were executed to complete the job.

Start Date = Date and time that the job was initiated.

End Date Date and time that the job finished executing.

If the job is in-progress or failed, no date is displayed.

Status Indicates whether the job completed successfully (Success) or not (Failed).

Log Link to the log generated for the job.

Click the link to view the logs on the Job Status page. The Job Status page displays the date and
time when the job and various tasks associated with the job were executed in chronological order.

SEE ALSO
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Edit Site Overview

IN THIS SECTION

Benefits of Editing Site Parameters | 229

Tenant Administrator users can edit the parameters configured for a branch site or an enterprise hub site
with the following site status:

e Configuration-Failed

Partially-Provisioned
e Provisioned
e Managed

e Provision-Failed

NOTE:

e To edit a provisioned or a partially-provisioned provider hub site, the Operational Status of
the site must be UP.

e Tenant Administrators can only edit the parameters of provider hub sites that they added.

You can add or delete WAN links, or modify the site parameters without affecting the connectivity to
Contrail Service Orchestration (CSO).

For more information about how you can edit branch sites and enterprise hub sites parameters, see "Edit
Branch and Enterprise Hub Site Parameters" on page 230.

NOTE: You cannot edit cloud spoke sites.

You can modify:
e Site properties: Address and Contact Information, Timezone, and so on.

o Network topology by:



e Adding or deleting a WAN link

e Modifying the properties of existing WAN links

e Modifying the dynamic VPN (DVPN) thresholds of a site

e Adding or deleting mesh tags on spoke sites or enterprise hub sites
What happens after you add a WAN link?
When you add WAN links to a branch site or enterprise hub site:

e Secure Operations, Administration, and Maintenance (OAM) tunnels are added between the spoke
and hub sites if the Use for OAM Traffic option is enabled.

o Data links to provider hubs are established based on the overlay tunnel parameters configured for
the WAN links.

o Data links to enterprise hubs are established based on the mesh tags configured on the spoke and
enterprise hub sites.

e Monitoring of the new WAN link is enabled.

What happens to the existing DVPN and static tunnels when you modify the site parameters?

When you modify the DVPN thresholds configured for a WAN link, the changes you made do not reflect
immediately. After the threshold for deleting tunnels is reached, the existing DVPN tunnels are deleted
and new DVPN tunnels are added based on the modified DVPN parameters. If you want to see the
changes you made immediately, manually delete the DVPN tunnels and add them again. For more
information, see "Adding On-Demand Mesh Tunnels" on page 291 and "Deleting On-Demand Mesh
Tunnels" on page 293.

When you modify the mesh tags for a WAN link, the changes you made do not automatically reflect in
the static tunnels (existing between the spoke and an enterprise hub site, or between two enterprise
hub sites) as this can cause data connectivity loss. To delete the existing static tunnels and add static
new tunnels based on your modified parameters, you must reconfigure the static tunnels to apply the
changes to the existing WAN link. To reconfigure the static tunnels, select Reconfigure (Resources > Site
Management> Site Name> WAN tab) in Customer Portal. For more information, see "Reconfigure Static
Tunnels" on page 242.

What happens after you delete a WAN link?

When you delete a WAN link from a site, all the associated tunnels (secure OAM, data links to hub sites,
and DVPN tunnels) are also deleted.

NOTE: Before deleting WAN links on:



e Spoke devices, ensure that at least one OAM WAN link is present is enabled for the site.

e NFX 250 dual CPE devices, ensure that atleast one OAM WAN link is present on both the
CPE devices.

e Enterprise hubs, ensure that there are no static tunnels connected between the spoke sites
and the enterprise hub using the WAN link.

What should you do if adding or deleting a WAN link fails?

If the addition or deletion of a WAN link fails, PARTIALLY DEPLOYED is displayed next to the WAN link
name.

You can do one of the following:

e Retry the specific edit site job to execute the failed tasks from the Jobs page (Monitor > Jobs). For
more information, see "Retrying a Failed Job on Devices" on page 886.

o Redeploy the WAN link by clicking the Re-Deploy WAN Link toggle button and updating the WAN
link parameters, which first deletes the WAN link and then adds it again.

NOTE: Redeploying a partially deployed WAN link can take several minutes based on the
number of sites connected in a network.

e Leave the WAN link as is and redeploy the WAN link later.

Benefits of Editing Site Parameters

¢ Improves the user experience by enabling reconfiguration of the site by simply editing the site
parameters without having to delete and add the site back.

e Simplifies the onboarding of a site. Initially, you can onboard a site by enabling only one OAM WAN
link. You can later modify the site parameters to configure the site as per your business needs.
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Edit Branch and Enterprise Hub Site Parameters

Tenant administrator users can modify the parameters configured for a branch site or an enterprise hub
site from the Site Management page (Resources > Site Management).

NOTE: You cannot edit cloud branch sites.

To edit the parameters configured for a branch site or an enterprise hub site:

1. Select Resources > Site Management.
The Site Management page appears.
2. Select the site whose parameters you want to modify and click the Edit icon (pencil).

The Edit Site page appears, displaying the same fields that are presented when you add a site.

NOTE: You can edit the parameters of a site in any one of the following states:

e Configuration-Failed

Partially-Provisioned

Provisioned

Provision-failed

Managed

3. Modify the site parameters as described in:

e Table 37 on page 232 for branch and enterprise hub sites.

e Table 38 on page 241 for branch sites with Security Services (also referred to as next-generation
firewall or NGFW) capability.

NOTE: You can upgrade a Secure SD-WAN Essentials site to a Secure SD-WAN Advanced
site (allowed if the SD-WAN service level of the tenant is upgraded to Advanced) by selecting
the Secure SD-WAN Advanced option from the site capability. You can also add secondary
hubs to the upgraded sites, if required.

For more information on each parameter, see "Add a Branch Site with SD-WAN Capability" on page
139 and "Add Enterprise Hubs with SD-WAN Capability " on page 82.

4, (Optional) Review the configuration in the Summary tab and modify the parameters, if required.



5. Do one of the following:

e Click Finish to save the changes that you made to the provider hub site.

e Click Previous to make changes in the previous page.

e Click Cancel to discard the changes. A dialog box appears asking for your confirmation. Click Yes.
The changes you made are lost and you are returned to the Site Management page.

If you click Finish, an Edit Site job is triggered and a job link appears on the Site Management page.

You can click the job link to view details of the job (including job status, start date and time, and end
date and time). Alternatively, you can view the status of the job on the Jobs (Monitor > Jobs) page.

After the Edit Site job is completes successfully, a confirmation message indicating that the site is
updated, appears on top of the Site Management page.

NOTE: The following operations take several minutes (greater than 15 minutes) based on the

number of sites connected in the network:

e Deleting a WAN link

¢ Editing the following parameters of a WAN link:

Link Type

PPPoE

Address Assignment Method
Use for OAM Traffic

Backup Link

VLAN ID

e Redeploying a partially deployed WAN link



Table 37: Editable fields for a branch site and enterprise hub site

Editable Parameters

General

NOTE:

Site Type

Description

e To edit the WAN parameters of an on-premise spoke (branch) site or an enterprise hub site, ensure that the
site version is 5.3.0 or higher. If the site version is of an earlier release, you must upgrade the site. For more

information, see "Upgrading Sites" on page 251.

e For on-premise spoke (branch) site or an enterprise hub site with 5.2.0 or earlier site versions, only advanced
configuration fields are editable. You can find the version of a site in the Version column on the Site

Management page.

Site Name

Device Host Name

Address and
Contact Information

Advanced
Configuration

Enterprise hub site

SD-WAN branch
site

Enterprise hub site

SD-WAN branch
site

Enterprise hub site

SD-WAN branch
site

Enterprise hub site

SD-WAN branch
site

Edit the name of the site.

You can only use alphanumeric numbers and hyphen. The site
name must be unique and the name length must not exceed 32
characters.

Edit the device host name for the site.

You can only use alphanumeric numbers and hyphen (-). The
device host name must be unique and name length must not
exceed 32 characters.

Format: <tenant_name>.<site_name>.
For example, TenantA.Orange.

NOTE: The tenant name is always added as a prefix for the device
host name. The tenant name part in the device host name cannot
be edited.

Edit the Street Address, City, State/Province, ZIP/Postal Code,
Country, Contact Name, Email, or Phone Number.

Edit the Domain Name Server (DNS) IP address (IPv4 or IPvé, or
both), Network Address Translation (NTP) Server IP address, or the
selected Timezone.



Table 37: Editable fields for a branch site and enterprise hub site (Continued)

Editable Parameters

Device

Site Type

You can do one of the following:

Description

e Edit enterprise hub and provider hub configuration.

e Edit the WAN parameters (specified below) of an existing WAN link.

e Add anew WAN link by clicking the toggle button next to the WAN link name and specifying the WAN

parameters.

o Delete an existing WAN link by clicking the enabled toggle button next to the WAN link name.

NOTE: You cannot edit the device series (for example, NFX Series to SRX Series Firewalls) as this change requires

the site to be deleted and added again.

Hub Configuration

NOTE:

e You can edit the primary or secondary provider hub only if it is DATA_ONLY provider hub.

e You can also select None from the following hub configuration settings to run the SD-WAN site in a hub-less

mode.

Primary Provider
Hub

Secondary Provider
Hub

Primary Enterprise
Hub

Secondary
Enterprise Hub

Enterprise hub site

SD-WAN branch
site

Enterprise hub site

SD-WAN branch
site

SD-WAN branch
site

SD-WAN branch
site

Edit the primary provider hub device configured for the site.

Edit the secondary provider hub device configured for the site.

NOTE: Not applicable to sites with SD-WAN Essentials service.

Edit the primary enterprise hub device configured for the site.

Edit the secondary enterprise hub device configured for the site.

NOTE: Not applicable to sites with SD-WAN Essentials service.



Table 37: Editable fields for a branch site and enterprise hub site (Continued)

Editable Parameters = Site Type

Use Mesh Tags to SD-WAN branch
connect EHub site

WAN Links

Description

This toggle button is enabled by default. If this button is enabled,
CSO uses mesh tags to automatically form the overlay tunnel
between the site and the enterprise hubs.

Disable this toggle button if you want to manually create static
tunnel (per WAN link) between the branch site and the enterprise
hubs. If you disable this option, you must manually enable at least
one WAN link to connect to the enterprise hub by using the
Connects to Enterprise Hubs toggle button in the Advanced
Settings of the WAN link.

For each WAN link, you can edit the following properties:

Re-Deploy WAN Enterprise hub site
Link
SD-WAN branch
site
Link Type Enterprise hub site

SD-WAN branch
site

Access Type SD-WAN branch
site

Click the toggle button to enable editing the WAN parameters of
the partially deployed WAN link.

Select MPLS or an Internet link.

You cannot edit the Access Type field because you cannot add the
same WAN link with different access types as it depends on the
slots configured on the device. If needed, you can delete the WAN
link and add a new WAN link.



Table 37: Editable fields for a branch site and enterprise hub site (Continued)

Editable Parameters = Site Type

PPPoE/PPP SD-WAN branch
site

Access Point Name SD-WAN branch
(APN) site

MTU Enterprise hub site

SD-WAN branch
site

Description

Click the toggle button to enable or disable authenticated address
assignment for the WAN link by using PPPoE (Point-to-Point
Protocol over Ethernet) or PPP (Point-to-Point Protocol). You can
enable PPPoE or PPP per WAN link. If you've enabled this toggle
button for a WAN link, in the PPPoE/PPP Settings section, you can
modify the username, password, and the authentication protocol.
You can enable PPPoE or PPP on MPLS-based or internet-based
WAN links.

PPPoE works with Ethernet, ADSL, and VDSL access types while
PPP works with the LTE access type.

NOTE: The PPPoE/PPP toggle button is not supported for Internet
links with LTE access type.

Edit the access point name (APN), for the CPE device, which is
specified by the service provider.

This field is displayed only if you've enabled the PPPoE/PPP toggle
button for MPLS links with LTE as the access type. If you've
disabled the PPPoE/PPP toggle button for these links, CSO uses
the default APN settings.

Edit the maximum transmission unit (MTU) size for the media or
protocol. The supported MTU range can vary depending on the
device, interface type, network topology, and other individual
requirements.

NOTE: Editing the MTU value of a WAN link can affect the traffic
flow on that link.

Editing the MTU values of all the OAM-enabled WAN links of a
site at the same time might result in tunnel flapping. You must
ensure that at least one OAM-enabled WAN link always remains
undisrupted for a site. For example, if you have a site with four
WAN links (including two links that support OAM traffic), you can
edit the MTU values of all the WAN links except one OAM-
enabled link at the same time. After the edit is complete and the
changes are saved, you can edit the site again and update the
remaining WAN link.



Table 37: Editable fields for a branch site and enterprise hub site (Continued)

Editable Parameters

Egress Bandwidth

Underlay Address
Families

Public IP Address

(Only for enterprise

hub sites)

Advanced Settings

Site Type Description

Enterprise hub site Edit the maximum bandwidth (in Mbps) allowed for the WAN link.

SD-WAN branch
site

Enterprise hub site °

SD-WAN branch
site

For enterprise hub sites—You can modify the Static IP Prefix
and Gateway IP address of the device.

For SD-WAN branch sites—Click either IPv4 or IPvé, or both
IPv4 and IPvé toggle buttons to enable either IPv4 or IPvé, or
both IPv4 and IPvé address assignment respectively, for the
WAN link.

If you enable IPv4 address assignment, you can modify the
address assignment method to choose either STATIC or DHCP
(Dynamic Host Configuration Protocol). If you enable IPvé
address assignment, you can choose STATIC, DHCP (router
advertisement only), or SLAAC (Stateless Address Auto
Configuration).

If you select STATIC as the address assignment method, you
can also modify the Static IP Prefix and Gateway IP address of
the device.

NOTE: For SD-WAN branch sites using Internet or MPLS links
with LTE access type, you can select only the DHCP method
for address assignment.

Enterprise hub site Edit the public IPv4 address configured for the WAN link.



Table 37: Editable fields for a branch site and enterprise hub site (Continued)

Editable Parameters = Site Type Description
Address Family Enterprise hub site e For enterprise hub sites—You can select only IPv4 as the
(Tunnel Creation) ; ; ;
SD-WAN branch underlay address famlly. that is used to establish the overlay
site tunnel because enterprise hubs support only IPv4 address
assignment.
e For SD-WAN branch sites—Select the underlay address family
(IPv4 or IPvé6) that is used to establish the overlay tunnel.
The options on the list are populated based on the address
family that you've configured for the underlay (either IPv4 or
IPvé6, or both).
Provider Enterprise hub site Edit the Internet Service Provider (ISP) name.

SD-WAN branch

site
Cost/Month Enterprise hub site Edit the cost of using the WAN link per month (range is 1 through
10000). You can select the currency of the cost from the adjacent
SD-WAN branch list

site



Table 37: Editable fields for a branch site and enterprise hub site (Continued)

Editable Parameters

Enable Local
Breakout

MAP-E

Site Type

Enterprise hub site

SD-WAN branch
site

SD-WAN branch
site

Description

Click the toggle button to enable or disable the local breakout on
the site.

If you enabled local breakout, you can:

Edit the Breakout Options to use the WAN link for both
breakout and WAN traffic (default) or only for breakout traffic.

Click the Autocreate Source NAT Rule toggle button to enable
or disable the automatic creation of source Network address
translation (NAT) rules. If enabled, from the Translation list, you
can edit the type of NAT to be used for the traffic (interface or
pool). For pool-based NAT, you can edit one or more IP
Addresses.

NOTE: Sites with Secure SD-WAN Essentials service support
interface-based source NAT rules only. Sites with Secure SD-
WAN Advanced service support both Interface-based or Pool-
based source NAT rules.

Click the BGP Underlay Options toggle button to enable or
disable the BGP underlay routing. If enabled, you can edit
Secondary Neighbor IP address, eBGP Peer-AS-Number, Local
AS Number, Authentication for BGP route (none or MD5),
whether you want to Advertise Public LAN Prefixes.

NOTE: Not applicable to sites with SD-WAN Essentials service.

Click the toggle button to enable or disable the Mapping of
Address and Port with Encapsulation (MAP-E) functionality on the
WAN link.

NOTE:

MAP-E is compliant only with the Japan Network Enabler
(JPNE) standards.

CSO supports MAP-E only on NFX150 devices with IPVé
address assignment and local breakout enabled for the WAN
link.



Table 37: Editable fields for a branch site and enterprise hub site (Continued)

Editable Parameters = Site Type Description

Use For Fullmesh Enterprise hub site Click the toggle button to specify whether the WAN link can be a

part of a full mesh topology. If enabled, you can edit:
SD-WAN branch

site e Mesh overlay link type: If the link type is MPLS, select GRE-
IPSEC or GRE as the mesh overlay link. If the link type is
Internet, the value for mesh overlay link type is GRE_IPSEC.

NOTE: If you've enabled IPvé6 address assignment for the WAN
links, you can select only GRE-IPSEC as the type of mesh
overlay link.

e Mesh tags: Select the associated mesh tags for on-demand
tunnel creation.

NOTE: For branch sites, you can select only one mesh tag for
each WAN link. For enterprise hubs, you can select one or
more mesh tags for each WAN link.

Use for OAM Traffic = Enterprise hub site Click the toggle button to enable or disable sending the OAM

traffic over the WAN link.
SD-WAN branch

site
Connects to This field is not displayed if you have enabled the Use Mesh Tags
Enterprise Hubs to Connect EHub field in the Hub Configuration section.
Enable this toggle button if you want to manually connect the site
to an enterprise hub, without using mesh tags.
Primary EHub This field is displayed only if you have enabled the Connects to
Tunnel Type Enterprise Hubs field.
Select the tunnel type to be used for the connection between the
branch site and the primary enterprise hub.
Primary EHub Peer This field is displayed only if you have enabled the Connects to
Device Enterprise Hubs field.

Displays the name of the primary enterprise hub you have
selected.



Table 37: Editable fields for a branch site and enterprise hub site (Continued)

Editable Parameters = Site Type

Primary Ehub Peer
Interface

Secondary EHub
Tunnel Type

Secondary EHub
Peer Device

Secondary Ehub
Peer Interface

Connects to Hubs Enterprise hub site

SD-WAN branch
site

Description

This field is displayed only if you have enabled the Connects to
Enterprise Hubs field.

Select the primary enterprise hub WAN link that needs to be part
of the tunnel. You can select multiple WAN links.

This field is displayed only if you have enabled the Connects to
Enterprise Hubs field.

Select the tunnel type to be used for the connection between the
branch site and the secondary enterprise hub.

This field is displayed only if you have enabled the Connects to
Enterprise Hubs field.

Displays the name of the secondary enterprise hub you have
selected.

This field is displayed only if you have enabled the Connects to
Enterprise Hubs field.

Select the secondary enterprise hub WAN link that needs to be
part of the tunnel. You can select multiple WAN links.

NOTE: The Connects to Hubs field is available only if you have
selected a provider hub.

Click the toggle button to specify whether or not the WAN link of
the site connects to a hub. If enabled, you can edit:

e Overlay Tunnel Type: If the link type is MPLS, select GRE-
IPSEC or GRE as the overlay tunnel type. If the link type is
Internet, the value for tunnel overlay link type is GRE_IPSEC.

e Overlay Peer Interface: Modify the interface name of the hub
device to which the WAN link of the site is connected.



Table 37: Editable fields for a branch site and enterprise hub site (Continued)

Editable Parameters = Site Type Description

Backup Link Enterprise hub site Click the toggle button to enable or disable the backup link

through which traffic can be routed when the primary link is
SD-WAN branch

site

unavailable.

Default Link Enterprise hub site Click the toggle button to enable or disable the default link though
which traffic can be routed when matching SD-WAN policy intents

SD-WAN branch are unavailable.

site

Data VLAN ID Enterprise hub site Edit the VLAN ID.
SD-WAN branch Range: 0 through 4049 (4050 to 4094 is reserved by CSO).
site

Advanced Configurations

NOTE: Sites with SD-WAN Essentials service do not support creation or deletion of dynamic mesh tunnels based
on a user-defined threshold for the number of sessions closed between two branch sites. However, an OpCo
administrator or a tenant administrator can create a static tunnel between a source site and destination site by
using the CSO GUI in Customer Portal.

DVPN Threshold for | Enterprise hub site Edit the number of sessions specified for the Threshold for Tunnel

Tunnel Creation Creation.
SD-WAN branch

site

DVPN Threshold for = Enterprise hub site Edit the number of sessions specified for the Threshold for Tunnel

Tunnel Deletion Deletion.
SD-WAN branch

site

Table 38: Editable fields for branch sites with NGFW capability

General

Address and Contact Edit the Street Address, City, State/Province, ZIP/Postal Code, Country, Contact
Information Name, Email, or Phone Number.



Advanced Configuration Edit the Domain Name Server (DNS) IP address, Network Address Translation (NTP)
Server IP address, or the selected Timezone.

Device Information

Secure Log Source Edit the port configured as the management interface to connect to a management
Interface device. You can configure any of the ge-0/0/x ports (x ranging from O to 14) as in-
band management interfaces.

Manually Adding Branch Sites | 138
Add a Branch Site with SD-WAN Capability | 139

Reconfigure Static Tunnels

Contrail Service Orchestration (CSO) creates static overlay tunnels between a branch site and an
enterprise hub site or between two enterprise hub sites, based on matching mesh tags associated with
the WAN link.

If you modify the mesh tags for a WAN link while editing a branch or an enterprise hub site, the existing
static tunnels are not updated. To apply the changes that you made to the WAN link, you must manually
reconfigure the static tunnels.

NOTE:

¢ To reconfigure the static tunnels associated with a provider hub site, you must edit the site
and update the overlay tunnel information in the Connects to Hubs (Overlay Tunnel Type and
Overlay Peer Interface) fields.

¢ We recommend that you reconfigure the static tunnels during a downtime or when traffic
between the sites is not expected because reconfiguring the existing static tunnels can result
in connectivity loss between the sites in the tenant.

A Tenant Administrator user can reconfigure static tunnels between a branch site and an enterprise hub
site or between two enterprise hub sites in the Customer Portal.



To reconfigure static tunnels for a site:

1.

Click Resources > Site Management.

The Site Management page appears.

. Click the Site-Name link of the site for which you want to reconfigure the static tunnels.
The Site-Name page appears.

. On the WAN tab, click Reconfigure.

The Reconfigure Static Tunnel page appears.

In the Destination Name list, enter or select the names of one or more destination sites for which
you want to reconfigure the static tunnels.

. Click OK to save the changes.

A Reconfigure Static Tunnel job is triggered and you are returned to the Site-Name page. You can
click the job link to view details of the job (including job status, start date and time, and end date and
time). Alternatively, you can view the status of the job on the Jobs (Monitor > Jobs) page.

After the job completes successfully, the static tunnels are reconfigured between the source and the
destination sites that you selected. On the WAN tab of Site-Name page, the overlay topology graphic
is updated with the reconfigured static tunnels.

If the Reconfigure Static Tunnel job fails, you can retry the failed job from the Jobs page or attempt to
reconfigure the static links again.

Edit Branch and Enterprise Hub Site Parameters | 230
Retrying a Failed Job on Devices | 886

Edit Site Examples

IN THIS SECTION

Example 1: Configure a Site with a LAN segment, WAN link, and Local Breakout Enabled | 245

Example 2: Configure a Site with a LAN Segment, Active WAN Link, Backup WAN Link, and Local Breakout
Enabled | 246

Example 3: Configure a Site with a LAN Segment and Two Active WAN Links | 247

Example 4: Configure a Site integrated with Zscaler | 248



Example 5: Configure Site-to-Site Traffic Through DVPN Tunnels | 249

Example 6: Configure a Fully Functional Site with Enterprise and Provider Hubs | 250

This topic provides examples on how you can use the edit site feature to configure a site for different
real-time deployment scenarios. Once you have onboarded a site, you can easily configure a site by
modifying the required site parameters without disrupting traffic through the site.

We start with an SD-WAN site connected to CSO through an OAM WAN link. You require only one
OAM WAN link to onboard a site using ZTP.

Figure 5: A Simple SD-WAN Site
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IPSEC VPN
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Security/System Logs/BGP

Figure 5 on page 244 shows a simple site onboarding topology with a single WAN link (WANO). The
WANO link has secure OAM tunnels and iBGP peering with vVRR configured on it. Stage-2 configurations
can be applied to the device.

You can now edit the site properties to deploy services such as SD-WAN or NGFW on this site.
To edit the WAN properties of the site in Customer Portal:
1. Click Resources > Site Management.
The Site Management Page appears.
2. Select the site you want to edit and click the Edit icon (pencil).

The Edit Site page appears.
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NOTE: You can edit the parameters of a site in Configuration-Failed, Provisioned, or Partially-
Provisioned state.

3. Click Next.

The WAN tab appears displaying all the WAN links and its link parameters. For more information on
each parameter, see "Edit Branch and Enterprise Hub Site Parameters" on page 230.

You can now follow the examples in this topic to know how you can edit the WAN properties for
different deployments. An SD-WAN Customer Premise Equipment (CPE) is used as a branch router in
the following examples.

Example 1: Configure a Site with a LAN segment, WAN link, and Local Breakout
Enabled

Figure 6: A CPE with a LAN segment, a WAN Link with Local Breakout
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Figure 6 on page 245 shows a remote site with a LAN segment, and an active WAN link (WANO) with
local breakout and automatic NAT rule creation enabled. For information on adding LAN segments, see
"Managing LAN Segments on a Tenant Site" on page 196.

Traffic passes through the WANO link to the internet or cloud applications.



To enable local breakout and autocreate NAT rules on the WANO link, on the WAN tab of the Edit Site
page, in the Advanced Settings, click Enable Local Breakout and Autocreate Source NAT Rule toggle
buttons. Post activation of the site, basic firewall policy is auto-deployed on the WANO link.

Example 2: Configure a Site with a LAN Segment, Active WAN Link, Backup WAN
Link, and Local Breakout Enabled

Figure 7: A CPE Site with a LAN Segment, Active WAN link, and Backup WAN Link
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Figure 7 on page 246 shows an alternative deployment scenario to "Example 1: Configure a Site with a
LAN segment, WAN link, and Local Breakout Enabled" on page 245 by adding a backup WAN link (WAN
1).

To add the WAN1 backup link, on the WAN tab of the Edit Site page:
1. Enable an additional WAN link by clicking the toggle button on the right of the WAN link.
2. In the Advanced Settings of the newly enabled WAN link, click the Backup Link toggle button.

The site now has local breakout with automatic NAT rule creation enabled on both the WAN links
(WANO and WAN1). By default, the traffic goes through the WANO link. If there is a failure on WANO
link, the traffic is directed to the WAN1 link.

2301099
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Example 3: Configure a Site with a LAN Segment and Two Active WAN Links

Figure 8: A CPE Site with a LAN Segment and Two Active WAN Links
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Figure 8 on page 247 shows an alternative deployment scenario to "Example 2: Configure a Site with a

LAN Segment, Active WAN Link, Backup WAN Link, and Local Breakout Enabled" on page 246. You can
configure the SDWAN policy such that some applications use MPLS link and others use Internet links. In
this example, the site is configured with two active WAN links: WANO as an MPLS link and WAN1 as an
Internet link.

To edit the link type of a WAN link, on the WAN tab of the Edit Site page, select MPLS or Internet from
the Link Type list.

You can add two active WAN links or change the backup link to an active link.

To change the backup link to an active link, in the Advanced Settings of the selected WAN link, disable
the Backup Link toggle button.

The application traffic passes through both the active links based on the type of traffic from different
applications. In this example, for traffic from non-critical applications like YouTube, an Internet link is

used.
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Example 4: Configure a Site integrated with Zscaler

Figure 9: A CPE with a LAN Segment, Two Active WAN Links, and Integrated with Zscaler
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Figure 9 on page 248 shows Zscaler, a cloud-based security platform, integrated to the active WAN1
link. If you select the cloud breakout option, GRE or IPsec tunnels are formed between the CPE device
to the Zscaler device and all internet traffic breaks through this tunnel. For more information, see

"Adding Cloud Breakout Settings" on page 693.
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Example 5: Configure Site-to-Site Traffic Through DVPN Tunnels

Figure 10: Two CPEs Connected Through DVPN Tunnels Without Hub
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Figure 10 on page 249 shows a deployment scenario with two SD-WAN CPEs connected through
Dynamic VPN (DVPN) tunnels, without connecting to any hubs.

To enable the DVPN tunnels between the two CPEs:
e Enable full mesh on the WAN links
¢ Add matching mesh tags on the WAN links

To enable full mesh a WAN link and select the required mesh tag, on the WAN tab of the Edit Site page,
in the Advanced Settings:

1. Click Use For Fullmesh toggle button

2. Select the required Mesh tag from the list.

249
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Example 6: Configure a Fully Functional Site with Enterprise and Provider Hubs

Figure 11: An SD-WAN Site Connected to Enterprise and Provider Hubs
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Figure 11 on page 250 shows how SD-WAN CPE1 and SD-WAN CPE2 are connected to a provider hub
and an enterprise hub in all network topologies: hub-and-spoke, partial mesh using DVPN, and full
mesh. You can enable AppQoE, central breakout, and other functions on the WAN links to create a fully
functional SD-WAN CPE.

To connect CPEs to hubs, on WAN tab on the Edit Site page, in the Advanced Settings, click Connects to
Hubs and select the Overlay Peer Interface and Overlay Tunnel Type.

RELATED DOCUMENTATION

Edit Branch and Enterprise Hub Site Parameters | 230



Upgrading Sites

IN THIS SECTION

Upgrading Junos OS | 251
Upgrading a Site | 252
Upgrading Sites in Bulk | 252

You can upgrade one or more sites from the Customer Portal > Site Management page.

Upgrading Junos OS

Before you upgrade a site, you must upgrade the Junos OS on the device. The minimum required Junos
OS release is 20.4R2. To upgrade the image:

1. In the Customer Portal, select Resources > Images.
The Images page appears.

2. Select the device image to be staged on the device and click the Stage button.
The Stage Image: Select Devices page appears.

3. Select the device onto which the device image needs to be staged.

4. Select Run now if you want to stage the image immediately. Select Schedule at a later time if you
want to schedule the staging for a later date and time.

5. Click OK.

You are returned to the Images page. If you selected Run Now in Step 4, then you must wait for the
confirmation message that staging is complete before proceeding with the next step.

6. Ensure that the staged image is selected and click the Deploy button .
The Deploy Image: Select Devices page appears.

7. Select the device onto which the device image needs to be deployed. Disable the Stage Image toggle
button.

8. Select Run now if you want to deploy the image immediately. Select Schedule at a later time if you
want to schedule the deploy for a later date and time.



9. Click OK.

Upgrading a Site

NOTE:

e When you request Request Material Authorization (RMA) on a site that is associated with a
single-CPE device and has a version earlier than the current CSO version, the site version is
upgraded to the CSO version. The site version is upgraded as part of the device activation
and zero touch provisioning (ZTP) process of the replacement device that is performed after
the RMA.

e On a site associated with an NFX dual-CPE device, if the site version is lower than that of the
CSO version, you can perform RMA only at the cluster level. After RMA of the cluster, the
version of the site is upgraded to that of CSO as part of the device activation and ZTP
process of the replacement devices in the cluster.

To upgrade a site:

1. In Customer Portal, select Resources > Site Management.
The Site Management page appears.

2. View the list of sites, and based on the Site Status column identify whether the site requires an
upgrade.

If the Site Status is Provisioned, the upgrade is optional. If the site status is UPGRADE-REQUIRED,
the site upgrade is mandatory.

You cannot upgrade a site if the site status is Created, Provision Failed, Configured, and Activation
Failed.
3. Select a site and click More > Upgrade. The Upgrade Site: SiteName page appears.

4, Click OK.

CSO triggers an upgrade job and displays a confirmation message with a job ID link. You are returned to
the Site Management page. You can click the link in the message to view the details of the job.
Alternatively, you can check the status of the job on the Jobs (Monitor > Jobs) page.

When a site is upgraded successfully, the version number of the site matches the CSO version and the
management status is set to Provisioned.

Upgrading Sites in Bulk
To upgrade sites in bulk:

1. In the Customer Portal, select Resources > Site Management.

The Site Management page appears.



2. View the list of sites, and based on the Site Status column identify whether the site requires an
upgrade.

If the site status is provisioned, the upgrade is optional. If the site status is UPGRADE-REQUIRED,
the site upgrade is mandatory.
You cannot upgrade a site if the site status is Created, Provision Failed, Configured, and Activation
Failed.

3. Select one or more sites, and click More > Upgrade.
The Upgrade Site page appears.

4. Click Upgrade.

A job is created. Click the job ID to go to the Jobs page and view the status of the upgrade. All sites
meeting the required criteria are upgraded. When a site is upgraded successfully, the version number of
the site matches the CSO version and the management status is set to Provisioned.

‘ Upgrading Sites Overview | 81

Delete a Site—Enterprise Hub, Cloud Spoke, and Branch

You can delete a site from the Sites page (Resources > Site Management) in Customer Portal.
The following are applicable when you want to delete a site:
e You can delete only one site at a time.

e You cannot delete an enterprise hub or a provider hub site that are associated with a spoke site. You
must first delete the spoke sites associated with the enterprise hub or provider hub site and then
delete the enterprise hub or provider hub site.

e You cannot delete a site that is associated with site-specific policies. You must first delete the intents
in the policy that are associated with the site, redeploy the policy, and then delete the site.

¢ You cannot delete a site that has service instances associated with it. So, before attempting to delete
a site, delete service instances associated with the site. See Delete a Network Service.

To delete a site:

1. Click Resources > Site Management.
The Sites page appears.

2. Select the site that you want to delete and click the delete (trash can) icon.



The Remove Site Options dialog box appears.
3. Select one of the following options:
e Load Recovery Configuration—Use this option to back up any custom configuration on the device

that is present on the device when you trigger site deletion. CSO restores the custom
configuration when you reinstall the device.

e Zeorize the device—Use this option to reset the device to the factory default configuration.

NOTE: When you zeroize the device, you will lose custom configurations on the device.

4. Click OK.

CSO triggers a job to delete the site is created. After the job completes successfully, a message
appears on top of the Sites page indicating that the site is deleted.

Starting in CSO Release 6.1.0, the site deletion process is split into two phases to minimize the overall
time required to delete a site:

¢ Site deletion (phase 1)—The device is zeroized, all activation information is removed from CSO, and
the site is deleted from the GUI. After deletion, you can onboard the site using the same name or a
different name.

e Site cleanup (phase 2)—The cleanup process is triggered after the site is deleted. This process
removes all the configuration associated with the site from the provider or enterprise hub, a spoke
site to which this site is connected, and virtual Route Reflectors (VRRs).

NOTE: For optimization purposes, configurations on spoke sites might not be deleted during
the cleanup phase. In such cases, the configurations are deleted during the next commit
operation on the spoke devices.

If the delete site (phase 1) operation is unsuccessful, you cannot add a new site that uses the
same site name as the site that you attempted to delete. However, if the site cleanup (phase
2) is unsuccessful, you can add a new site with the same name as the deleted site.

About the Site Management Page | 72

Contrail Service Orchestration Monitoring and Troubleshooting Guide
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CHAPTER 5

Managing Site Groups

IN THIS CHAPTER

About the Site Groups Page | 255

Creating Site Groups | 256

About the Site Groups Page

IN THIS SECTION

Tasks You Can Perform | 255

Field Descriptions | 256

To access this page, click Resources > Site Groups.
You can use the Site Groups page to view, create, and delete site groups for a tenant. Site groups enable

you to group sites logically, thereby easing site management. You can use site groups to apply policies at
the site group level.

You must be a Tenant Administrator user to access the Site Groups page.

Tasks You Can Perform

You can perform the following tasks from this page:

o View details of existing site groups. Click the details icon that appears when you hover over the
name of a site group or select More > Detailed View.

o Create site groups. See "Creating Site Groups" on page 256.

o Edit site groups. Select a site group and click the edit icon. If you add a site to (or remove a site from)
a site group that is selected in a firewall policy, you need to manually redeploy that policy.



e Delete site groups. To delete a site group, select it on the Site Groups page and click the delete (X)

icon.

NOTE: You cannot delete a site group selected in a firewall policy.

Field Descriptions

Table 39 on page 256 shows the descriptions of the fields on the Site Groups page.

Table 39: Fields on the Site Groups Page

Field Description
Name Displays the name of the site group.
Sites Displays the names of the sites that are members of a site group.

‘ Creating Site Groups | 256

Creating Site Groups

You can use the Create Site Group page to create a new site group for a tenant and add sites to it.
To create a site group:

1. Click Resources > Site Groups.

The Site Groups page appears.
2. Click the add icon (+).

The Create Site Group page appears.
3. Enter a unique name for the site group.

4. From the list of sites in the Available column, select the sites that you want to include in the new
group and click the greater-than icon (>).

The selected sites are moved to the Selected column.
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5. Click OK. If you want to discard your changes, click Cancel instead.

The new site group is displayed on the Site Groups page.

RELATED DOCUMENTATION
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CHAPTER 6

Managing Site Templates
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About the Site Templates Page

IN THIS SECTION

Tasks You Can Perform | 258

To access this page, click Resources > Templates > Site Templates.
You can use the Site Templates page to add site templates, edit, clone, delete, and view existing site
templates.

A site template enables you to specify values for many of the attributes used to add a site. You can then
use the site template to add multiple sites that share the same set of values (for attributes already
specified in the site template) and only specify values for site-specific attributes.

Site templates are available only for branch sites.

Tasks You Can Perform

You can perform the following tasks from this page:

e Add a site template. See "Adding a Site Template" on page 262



e Edit, clone, or delete site templates. See "Cloning, Editing, and Deleting Site Templates" on page 260.

e View site template details. The site templates are displayed in card format. For each site template
you can view the following details:

o Template name

e Published by

e Capability type

¢ Number of devices attached

e Number of WAN links, if applicable

o Number of sites that the device template is attached to

e Date and time that the template was last updated

Add Branch Sites by Using a Site Template

Using a site template, you can add branch sites in bulk either manually or by importing the JavaScript
Object Notation (JSON) file that contains branch site attributes.

To add branch sites by using a site template:

1. Select Resources > Site Management.
The Sites page appears.
2. Click Add and select Branch Site (Using Site Template).
The Add Branch Site page appears.
3. Click Add Site Template.
Select the site template and click Continue.
The Add Branch Site page appears.

5. The Site Template field displays the name of the site template that you have selected. If you want
to change the site template, click the Change link and select another site template of your
preference from the Add Branch Site page.

6. Do one of the following to add branch sites:

e To add branch sites in bulk by importing the JSON file:
a. Select Import from JSON in the Site Data field.

b. (Optional) Click Download Sample JSON to download a sample JSON template and use it to
specify site data that you can later import.



10.

11.

c. Click Browse to upload the JSON file.
d. Navigate to the folder and select the JSON file.
e. Click Open.
e To manually add branch sites in bulk, select Add Manually in the Site Data field.

The Site O tab appears listing the fields based on the capabilities that were selected for the site
template.

Complete the configuration for SiteO.

For more information on the fields for adding a branch site with the following capabilities:
e WAN capability as SD-WAN, see "Add a Branch Site with SD-WAN Capability" on page 139.

o WAN capability as Next Gen Firewall, see "Add a Standalone Next-Generation Firewall Site" on
page 187.

Click the plus icon (+) to add more sites and complete the configuration for each site.
Review the sites.

If there are validation errors, an error icon appears in the left pane (next to the site name ). You
must ensure that all errors are resolved before proceeding.

(Optional) You can remove a site by clicking the X icon when you hover over the site name in the
left pane.

Click Save.

A confirmation message is displayed indicating that the job is created for adding sites in bulk.
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Cloning, Editing, and Deleting Site Templates

IN THIS SECTION

Cloning Site Templates | 261



Editing Site Templates | 261

Deleting Site Templates | 262

You can clone, edit, or delete a site template.

Cloning Site Templates

You can clone a site template when you want to quickly create a copy of an existing site template.

To clone a site template:

1.

Select Resources > Templates > Site Templates.

The Site Template page appears.

2. Select the site template that you want to clone.

3. Click Clone.

The Clone Site Template page appears.

Specify a unique name for the site template that can contain alphanumeric characters and hyphens
(-); the maximum length is 32 characters.

Click OK to save your changes.

A confirmation message appears, indicating the status of the clone operation.

The site template that you have cloned is displayed on the Site Templates page. You can modify the
cloned site template as needed by clicking the edit icon.

Editing Site Templates

A WARNING: You cannot edit a site template if you have associated the site template
with a site.

To edit a site template:

1.

Select Resources > Templates > Site Templates.

The Site Template page appears.

2. Select the site template that you want to edit.

3. Click the edit icon (pencil) to modify the parameters.

The Edit Site Template page appears.

Edit the fields, as needed. Modify the fields according to the guidelines provided in "Adding a Site
Template" on page 262.



NOTE: You cannot edit the site template name.

5. Click OK to save your changes.

A confirmation message appears, indicating the status of the edit operation. You can use the
modified site template for creating multiple branch sites.

Deleting Site Templates

f WARNING: You cannot delete a site template if you have associated the site template
with a site.

To delete a site template:

1. Select Resources > Templates > Site Templates.
The Site Template page appears.
2. Click the site template that you want to delete and click the delete icon.
An alert message appears, asking you to confirm the delete operation.
3. Click Yes to delete the site template.

A confirmation message appears, indicating the status of the delete operation.
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Adding a Site Template

You can add a site template for a branch site. A site template can be added with Security (also referred
to as next-generation firewall or NGFW) or SD-WAN capabilities.

To add a site template:

1. Select Resources > Templates > Site Templates.
The Site Templates page appears.

2. Click the + icon.
The Add Site Template page appears.



3. Complete the configuration according to the guidelines in Table 40 on page 263.
The last column of Table 40 on page 263 indicates the capabilities for which a field is applicable.

NOTE: Fields marked with * are mandatory.

4. Click OK.

The site template is added and listed in the Site Templates page. You can use the site template to add
multiple branch sites.

Table 40: Fields on the Add Site Template Page

Field Description Applicable To

General Tab

Template Name Specify a unique name for the site template that can contain
alphanumeric characters and hyphens (-); the maximum length is 32

characters.
Template Enter a description for the site template; the maximum length is 512
Description characters.
Site Information
Site Group Select a site group to which you want to assign the template.

Example: sdwan-spoke

Site Capabilities



Table 40: Fields on the Add Site Template Page (Continued))

Field Description Applicable To

Site Capabilities Select one of the following capabilities for the site template:
e Device Management
e Security Services
e Secure SD-WAN Essentials
e Secure SD-WAN Advanced

NOTE:

o The WAN capabilities that are displayed here are filtered based
on the service type that are assigned to the tenant.

Configuration

Primary Select the primary enterprise hub with which you want to connect SD-WAN
Enterprise Hub the branch site. If you specify a enterprise hub, then the initial site-

to-site traffic as well as the central breakout (backhaul) traffic (if

applicable) is sent through the enterprise hub instead of the hub site.

Secondary Select the secondary enterprise hub for this branch site. SD-WAN

Enterprise Hub
The branch site connects with secondary enterprise hub when the

primary enterprise hub is down.

Create Threshold ' Enter the maximum number of sessions closed between the SD-WAN
connected sites in a duration of two minutes at which full mesh is
created between the two sites.

The default value is 5.

For example, if you specify the number of sessions as 5, dynamic
mesh tunnels are created if the number of sessions closed between
two branch sites in 2 minutes exceeds 5.



Table 40: Fields on the Add Site Template Page (Continued))

Field

Delete Threshold

Description

Enter the number of sessions closed between the connected sites in
a duration of 15 minutes below which full mesh is deleted between
the two sites.

The default value is 2.

For example, if you specify the number of sessions closed as 2,
dynamic mesh tunnels are deleted if the number of sessions closed is
lesser than or equal to 2.

Address and Contact Information

Street Address

City

State/Province

ZIP/Postal Code

Country

Contact Name

Email

Phone

Enter the street address of the site.

Enter the city where the site is located.

Select the state or province where the site is located.

Enter the postal code for the site.

Select the country where the site is located. Click the Validate
button to verify the address. The site address verification
successful message is displayed if the address is correct. You can
click the View location on a map link to see the address location.

If you enter the wrong address and click the Validate button to verify
the address, the Site address could not be validated message is
displayed .

Enter the name of the contact person at the site.

Enter the e-mail address of the contact person at the site.

Enter the phone number for the site.

Applicable To

SD-WAN



Table 40: Fields on the Add Site Template Page (Continued))

Field

Advanced Configuration

Domain Name
Server (DNS)

NTP Server

Select Timezone

Device Tab

Device
Redundancy

Description Applicable To

Specify one or more IPv4 addresses of the DNS server. To enter

more than one DNS server address, type the address, press Enter,

and then type the next address, and so on..

DNS servers are used to resolve hostnames into IP addresses.

Specify the fully qualified domain names (FQDNSs) or IP addresses of

one or more NTP servers.

Example: ntp.example.net

The site must have DNS reachability to resolve the FQDN during site

configuration.

Select the time zone in which the site is located from the drop-down

list.

Enable this option only for dual CPEs. e Device
Management

e Security Services

e Secure SD-WAN
Essentials

e Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field

Device Series

Device Model

Zero Touch
Provisioning

Description

Select the device series to which the CPE belongs (SRX, NFX150, or

NFX250) and select a device template for the selected device series.

The device template contains information for configuring a device.

Select a device model from the list.

Click the toggle button to enable or disable Zero Touch Provisioning
(ZTP). This option is enabled by default.

If ZTP is enabled, the Boot Image field is displayed and you must
select an image that supports the Phone-Home client. During ZTP,
the image on the firewall device is upgraded to the image that you
select for the Boot Image.

If ZTP is disabled, you must manually copy (by using CLI), the
Stage-1 configuration on to the device.

Applicable To

Device
Management

Security Services

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Device
Management

Security Services

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Device
Management

Security Services

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field Description

Is Cluster Click the toggle button to confirm whether the cluster is formed.
Already Formed?

Cluster ID Enter the device Cluster ID. The value is ignored if the cluster is
already formed on the device. Cluster ID must be unique if more
than one cluster is connected through the same switch.

Auto Activate Click the toggle button to enable or disable automatic activation of
the CPE when the CPE is detected by CSO ( management status of
the device is Device_Detected).

When you enable this field, zero-touch provisioning of the device is
automatically triggered after the site with the CPE is added to CSO.

Applicable To

Device
Management

Security Services

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Device
Management

Security Services

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Device
Management

Security Services

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field Description

Boot Image Select the boot image from the drop-down list if you want to
upgrade the image for the CPE device.

The boot image is the latest build image uploaded to the image
management system. The boot image is used to upgrade the device
when the CSO starts the ZTP process.

If the boot image is not provided, then the device skips the
procedure to upgrade the device image. The boot image (NFX or
SRX) is populated based on the device template that you have
selected while adding a site. See Uploading a Device Image.

Management Connectivity

Applicable To
e Device
Management

e Security Services

e Secure SD-WAN
Essentials

e Secure SD-WAN
Advanced

NOTE: This section is displayed only when Zero Touch Provisioning is disabled. If you enabled device redundancy,

enter the information for both the nodes.

Interface Name Enter the management interface.

Access Type Select the access type for the underlay link. LTE, ADSL, and VDSL
access types are supported only on Internet links. You cannot add
LTE, ADSL, and VDSL access types to the same WAN link.

e Device
Management

e Security Services

e Secure SD-WAN
Essentials

e Secure SD-WAN
Advanced

e Device
Management

e Security Services

e Secure SD-WAN
Essentials

e Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field

Address
assignment

DATA VLAN ID

PPPOE

Secure Log
Source Interface

Description

By default, DHCP is selected. If you want to enter a static IP address,
select STATIC.

Enter a VLAN ID for the WAN link.

Click the toggle button to enable authenticated address assignment
for the WAN link by using PPPoE (Point-to-Point Protocol over
Ethernet).

Select the port that you want to configure as management interface
and connect it to the management device. You can configure any of
the ge-0/0/x ports, where x ranges from O to 14, as in-band
management interfaces.

Applicable To

Device
Management

Security Services

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Device
Management

Security Services

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Device
Management

Security Services

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Security Services



Table 40: Fields on the Add Site Template Page (Continued))

Field

Firewall Policies

NAT Policies

Hub Configuration

Primary Provider
Hub

Secondary
Provider Hub

Primary
Enterprise Hub

Secondary
Enterprise Hub

WAN 0

Description

Select the firewall policy that you want to deploy. The firewall policy
list is populated from the Configuration > Firewall > Firewall Policy

page.

Select the NAT policy that you want to deploy to the standalone
firewall site. The NAT policy list is populated from the Configuration
> NAT > NAT Policies page.

Select a primary data hub for the SD-WAN site.

Select a secondary data hub for the SD-WAN site.

Select a primary gateway hub for the SD-WAN site.

Select a secondary gateway hub for the SD-WAN site.

Click the toggle button to enable or disable this WAN link. By
default, the WAN_O link is enabled.

When you enable a WAN link, fields related to the WAN link appear.

Fields marked with an asterisk (*) must be configured.

Applicable To

Security Services

Security Services
(Next Gen Firewall)

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field

Link Type

Access Type

PPPOE/PPP

Description

Select the underlay network type (MPLS or Internet) of the WAN
link that is connected to the branch site.

Select the access type for the underlay link.

e If you selected Internet as the link type, you can select Ethernet
(default), LTE, ADSL, or VDSL as the access type.

e |f you selected MPLS as the link type, you can select Ethernet
(default) or LTE as the access type.

You can select the LTE, ADSL, or VDSL access type for only one
WAN link.

By default, this toggle button is disabled. Click the toggle button to
enable authenticated address assignment for the WAN link by using
PPPoE (Point-to-Point Protocol over Ethernet) or PPP (Point-to-Point
Protocol).

PPPoE works with Ethernet, ADSL, and VDSL access types. PPP
works with the LTE access type.

NOTE: This toggle button is not available for Internet links with LTE
as the access type.

If you enable this toggle button, you must specify the PPPoE or PPP
parameters (username, password, and authentication protocol) for
the PPPoE or PPP server, respectively. The PPPoE or PPP server
assigns an IP address to the WAN link after successful
authentication. For more information, see the PPPoE/PPP Settings
section in this table.

If you have disabled this toggle button, select a method (DHCP or
STATIC) to assign an IP address to the WAN link from the Address
Assignment list.

Applicable To

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field

Egress
Bandwidth

Description

Enter the maximum bandwidth (in mega bits per second [Mbps]) to
be allowed for the WAN link. Range: 1 through 10,000

NOTE: This option is not available for Internet and MPLS links with
LTE access type.

Underlay Address Families

Address
Assignment

Advanced Settings

Underlay
Address Family

Provider

Cost/Month

Select the method for IP address assignment. The options available
are:

e DHCP—Select DHCP to assign IP address by using a DHCP
server.

o STATIC—Select STATIC to assign a static IP address.

Enter the name of the service provider who is responsible for
providing the WAN link.

Enter the cost for using the WAN link per month and select the
currency in which the cost is indicated from the adjacent drop-down
list.

Range: 1 through 10,000.

In bandwidth-optimized SD-WAN, CSO uses this information to
identify the least expensive link to route traffic when multiple WAN
links meet SLA profile parameters.

Applicable To

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field

Enable Local
Breakout

Breakout
Options

Autocreate
Source NAT Rule

Translation

Preferred
Breakout Link

Description

Click the toggle button to enable local breakout on the WAN link. By
default, local breakout is disabled.

Select whether you want to use the WAN link for both breakout and
WAN traffic (default) or only for breakout traffic.

Click the toggle button to enable or disable the automatic creation of
source NAT rules. By default, this field is enabled when local
breakout is enabled on the WAN link.

Select the type of NAT to use for the traffic on the WAN link:

e |Interface—Use interface-based NAT, which is the default option.

e Pool—Use pool-based NAT. If you select this option, you must
specify the IP addresses that can be used for the NAT pool.

NOTE: No NAT is performed for tenant-owned public IP
addresses.

Click the toggle button to enable the WAN link as the most preferred
breakout link.

If you disable this option, then the breakout link is chosen using
ECMP from the available breakout links.

Applicable To

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field

BGP Underlay
Options

Use For Fullmesh

Mesh Overlay
Link Type

Description Applicable To

NOTE: This setting can be configured only if the address assignment | o
is static and local breakout is enabled.

Click the toggle button to enable BGP underlay routing.

When you enable BGP underlay routing, route advertisements to the
primary PE node and, if configured, the secondary PE node occur as
follows:

e (SO advertises the WAN interface subnet.

e If you configured pool-based translation, CSO advertises the
NAT address pool.

NOTE: If underlay BGP is enabled for a WAN link, then the routes
learnt from BGP are installed for local breakout; CSO does not
generate the static default route.

Click the toggle button to specify that the WAN link is part of a °
fullmesh topology.

When Use for Fullmesh field is enabled, select the type of mesh °
overlay link—GRE and GRE_IPSEC.

If the link type is Internet, by default, the value for mesh overlay link
type is GRE_IPSEC.

If the link type is MPLS, select one of the following options:

e GRE-IPSEC

e GRE

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field

Mesh Tag

Connects To Hub

Backup Link

Default Link

Description Applicable To

When the Use for Fullmesh field is enabled, enter the tag to be .
associated with the WAN link for creating tunnels. You can assign
only one tag to the link.

Matching mesh tags is one of the criteria used to form tunnels
between sites that support meshing.

e For a branch site, you can select one mesh tag.
e For an enterprise hub, you can select one or more mesh tags.

For more information about mesh tags, see "Mesh Tags Overview"
on page 283.

Click the toggle button to specify that the WAN link of the site .
connects to a hub.

NOTE:

e For sites with a single CPE, you must enable at least one WAN
link to connect to the hub so that OAM traffic can be
transmitted.

e For sites with a dual CPE, you must enable at least one WAN link
per device to connect to the hub so that OAM traffic can be
transmitted.

Select a backup link through which traffic can be routed when the °
primary (other) links are unavailable. You can select any link other

than the default links or links that are configured exclusively for local
breakout traffic. °

Select one or more links to be used for routing traffic in the absence | 4
of matching SD-WAN policies.

A site can have multiple default links to the hub site. If a site has
more than one default link, equal-cost multipath (ECMP) is used to
balance the traffic between the links.

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field

VLAN ID

WAN_1 (WAN-
Interface-Name)

WAN_2 (WAN-
Interface-Name)

WAN_3 (WAN-
Interface-Name)

Description

Enter the VLAN ID that is associated with the data link. A data VLAN
identifier is an integer.

Range: O through 65,535

Click the toggle button to enable or disable this WAN link. By
default, the WAN_1 link is disabled.

Refer to the fields described for WAN O for an explanation of the
fields.

Click the toggle button to enable or disable this WAN link. By
default, the WAN_2 link is disabled.

Refer to the fields described for WAN O for an explanation of the
fields

Click the toggle button to enable or disable this WAN link. By
default, the WAN_3 link is disabled.

Refer to the fields described for WAN O for an explanation of the
fields

Advanced Configuration

OAM [P Prefix

Enter an IPv4 address prefix for the loopback interface on the CPE
device. The IP address prefix must be a /32 IP address prefix and
must be unique across the entire management network.

NOTE: We recommend that you do not configure this setting (leave
the IP Prefix field blank) because management connectivity is
handled automatically by CSO.

Applicable To

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field

DVPN Threshold
for Tunnel
Creation

DVPN Threshold
for Tunnel
Deletion

LAN Segment
Configuration

Description

Specify the minimum number of sessions that should be closed in
two minutes to automatically trigger a tunnel creation. When the
number of sessions closed exceeds the specified threshold, a tunnel
is created between the branch site and the destination site.

Specify the maximum number of tunnels that should be closed in 15
minutes to trigger a tunnel deletion. When the number of sessions
closed is lower than the specified threshold, the tunnel between the
branch site and destination site is deleted.

Displays the VLANSs and their IDs that you configure on the device.

e Optional: To add a VLAN, click the + icon on the top right corner
of the LAN Segments table. The Create LAN Segment page
appears. See Table 41 on page 279 to complete the
configuration.

e To edit details of a VLAN, select the VLAN and click the Edit icon
(pencil) on the top right corner of the LAN Segments table. The
Edit LAN Segment page appears, displaying the same fields that
are presented when you add a VLAN.

Modify the parameters as needed and click OK. The changes that
you made for the LAN segment are saved and the updated
parameters appear on the LAN Segments table.

e To delete one or more VLANS, select the VLANSs and click the
Delete icon on the top right corner of the LAN Segments table.

Additional Configuration

Applicable To

Secure SD-WAN
Advanced

Secure SD-WAN
Advanced

Secure SD-WAN
Essentials

Secure SD-WAN
Advanced



Table 40: Fields on the Add Site Template Page (Continued))

Field

Configuration
Templates
(Optional)

Description Applicable To
Select one or more configuration templates from the list. This list is e Device
filtered based on the device that you select. Management

Configuration templates are stage-2 templates that are added by e Security Services

your OpCo administrators or SP administrators or Tenant

administrators. e Secure SD-WAN

. E tal
NOTE: You must set the parameters of the configuration templates ssentials

that you have selected before you move to the LAN section. e Secure SD-WAN

To set the parameters for the selected configuration templates: Advanced

1. After you select one or more configuration templates, click Set
Parameters.

The Device Configurations page appears. This page consists of
two tabs—Configure and Summary.

2. In the Configure tab, enter values for the parameters in each
configuration templates.

(Optional) View the CLI commands in the Summary tab.
3. Click OK.

You have added and set the parameters for the configuration
templates that are part of the site template that you are creating.

Table 41.: Fields on the Add LAN Segment Page

Field

Add LAN Segment

Use for Overlay
VPN

Description

When this option is enabled, the LAN segment is associated with the selected department
(VRF + ZONE) for overlay traffic to other sites.

When this option is disabled, the LAN segment is attached to the security zone for underlay
breakout. Zone-based security policies must be defined by the user.



Table 41: Fields on the Add LAN Segment Page (Continued))

Field

Name

CPE Port

VLAN ID

Use for Native
VLAN

Department

Gateway
Address/Mask

Description

Enter a name for the LAN segment.

The name for a LAN segment should be a unique string of alphanumeric characters and
some special characters (. -). No spaces are allowed and the maximum length is 15
characters.

Select the CPE device port.

Enter the VLAN ID for the LAN segment.
You can use VLAN IDs in the following ranges to configure LAN segments:

e SRX Series Firewalls (single and dual CPE) and vSRX Virtual Firewall: 1 - 4094 (in
releases prior to CSO Release 6.2.0, the range is 1 - 4049)

e NFX250 (single and dual CPE) and NFX150 devices: 1 - 4049

When this option is enabled, the VLAN ID is used for untagged traffic. The selected
interface is configured with native-vlan-id equal to the number specified for the VLAN ID.

Select a department to which the LAN segment is to be assigned.

Alternatively, click the Create Department link to create a new department and assign the
LAN segment to it. See "Add a Department" on page 874 for details.

You group LAN segments as departments for ease of management and for applying policies
at the department-level.

Specify a unique and valid IPv4 address with subnet mask (for example, 10.0.2.1/24). This
address is the default gateway for endpoints in this LAN segment. Configuration of LAN
subnets in the range 100.112.0.0 - 100.127.255.255 is not supported.



Table 41: Fields on the Add LAN Segment Page (Continued))

Field Description

DHCP For directly connected LAN segments, click the toggle button to enable DHCP. DHCP is
disabled by default.

You enable DHCP if you want to assign IP addresses by using a DHCP server. You disable
DHCP if you want to assign a static IP address to the LAN segment.

NOTE: If you enable DHCP, fields related to DHCP-related parameters are displayed. You
must configure the fields.
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Adding and Configuring Sites by Importing a JSON File

Before you begin, ensure that the JSON file contains all the parameters required for each site that you
want to add or configure.

NOTE: We recommend that you create the JSON file by referring to the sample JSON file
provided by CSO. Refer to Step 3 of the procedure for downloading and modifying the sample
JSON file.

You can add and configure one or more sites in CSO by uploading a JavaScript Object Notation (JSON)
file that contains the parameters for adding and configuring the sites.

To add and configure multiple sites by uploading a JSON file:

1. Click Resources > Site Management.
The Sites page appears.
2. Click More and select Import Sites.



The Import Sites page appears.

3. (Optional) Download a sample JSON file by clicking the Download Sample JSON link. Edit the
parameters based on your requirements and save the file.

4. Click Browse and navigate to the directory that contains the JSON file.
5. Select the file and click Open.
6. Click Import.

A message is displayed indicating that the file is imported to CSO. After the file is imported to CSO
successfully, you are returned to the Sites page, where you can view the newly added sites:

e |f you enabled automatic activation for the sites, CSO activates the sites.

If you selected a service while adding the sites, then CSO provisions the sites and the status of
the sites changes to PROVISIONED. If you did not select a service, then the status of the sites
changes to MANAGED. You can edit the sites to add the service. After you add the service, CSO
applies the service provisioning configuration and the sites are provisioned.

e If you did not enable automatic activation, CSO sets the status of the sites to CONFIGURED. You
must manually activate the sites after which CSO provisions the sites. See "Activate a Device " on
page 311 or "Activating Dual CPE Devices (Device Redundancy)" on page 313.

After the sites are activated and provisioned, you can install certificates and create policies for the sites.
See the Managing Policies, Profiles, and Proxies section in this guide for details.

About the Site Management Page | 72
Manually Adding Branch Sites | 138
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A mesh tag is a label that you associate with a WAN link of a spoke site. Mesh tags provide you the
flexibility to establish overlay tunnels between WAN links of two different spoke sites. If WAN links are
associated with same mesh tags, CSO creates a VPN tunnel between WAN links of spoke sites
(enterprise hub to enterprise hub, branch site to enterprise hub, branch site to branch site).

NOTE: Mesh tags are applicable only for SD-WAN sites in the Real-time optimized mode (Full
mesh).

Mesh tags can be predefined (MPLS and Internet) or user-defined. You can create user-defined mesh
tags on the Administration > Mesh Tags page. You can associate a mesh tag to a WAN link when
creating or editing a site. To do that, enable the WAN link with the ‘Use For Fullmesh’ option, and select
a mesh tag for that WAN link.



NOTE: With mesh tags, you can connect two WAN links even if the link types (MPLS and
Internet) are different.

For example, consider that a tenant has two sites—Site A and Site B. Site A has four WAN links (WANO
through WANS3) and Site B has three WAN links (WANO through WAN2). WANO in Site A and WANO in
Site B are associated with MPLS (predefined mesh tag), and WAN1 in Site A and WAN1 in Site B are
associated with Internet (predefined mesh tag).

A tunnel is established between WANQO in Site A and WANO in Site B and between WAN1 in Site A and
WAN1 in Site B because they are associated with the same predefined mesh tags.

NOTE:

¢ In a branch site, you can associate mesh tags to a maximum of three WAN links. In an
enterprise hub or a dual CPE site, you can associate mesh tags to all the four WAN links.

e On a WAN link, only one site-to-site tunnel is formed between a pair of sites, except in
"redundant sparse mode" on page 286.

In Figure 12 on page 284, two tunnels are formed between Site 1 and Site 2 (WANO to WANO and
WAN1 to WAN1), because of the matching mesh tags (Gold on WANO links and Silver on WAN1 links).

Figure 12: Site-to-Site Tunnel
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Region-based Meshing

Enterprise hub sites support multiple mesh tags per WAN link, allowing enterprise hubs to support use
cases such as region-based fullmesh.

In Figure 13 on page 285, Site 1 and Site 2 are in the USA region and Site 3 and Site 4 are in the IND
region. While the site-to-site tunnels are created between the sites in the same region, the enterprise



285

hub has tunnels with all the four sites - the two sites in the USA region and the two sites in the IND

region.

Figure 13: Region-based Fullmesh
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NOTE: If multiple mesh tags are present on a WAN link, only one mesh tag is required to match
to create a tunnel.

Dynamic Load Balancing of Tunnels Across WAN Links

When multiple WAN links have the same mesh tag, CSO dynamically assigns one of the WAN links to
the site-to-site tunnel so that the tunnels are load-balanced across the WAN links.

In Figure 14 on page 286, Site 1, Site 2, and Site 3 have one WAN link each. Site 4 has three WAN links.
All the sites have the same mesh tag. CSO connects the tunnels from WANQO in Site 1, Site2, and Site 3
to WANO, WAN1, and WAN?2 in the site 4. Therefore, even if one WAN link in the site 4 goes down, the
other tunnels remain functional.



Figure 14: Dynamic Load Balancing of Tunnels

WANO WANO
Tag: T1 Tag: T1
Sitel
WANO WAN1
Tag: T1 Tag: T1
Site2
WANO WAN2
Tag: T1 Tag:T1 | |3
o
Site3 Sited | ©

Redundant-Sparse Mode

By default, CSO creates site-to-site tunnels in sparse mode, that is, one WAN link on a site is connected
to single WAN link (1:1) on another site based on matching mesh tags.

However, if certain conditions are met, CSO connects the sites in redundant sparse mode. In redundant
sparse mode, CSO connects two WAN links in one site to one WAN link in another site (2:1). The
redundant sparse mode is enabled if the following conditions are met:

e Only one site-to-site tunnel is possible between the sites unless a redundant sparse link is added.
e The redundant sparse link shares a matching mesh tag with the sparse links.

e The WAN links added as the redundant sparse links must be either backup links or primary links in
both the sites. A backup link in one site does not connect to a primary link in the other site.

Figure 15: Redundant-Sparse Mode
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To access this page, select Resources > Mesh Tags in Customer Portal.

Use this page to view predefined mesh tags and create user-defined mesh tags. Mesh tags connect
WAN links of different sites. CSO creates a tunnel between WAN links if they are associated with the
same mesh tag (user-defined or predefined).

Tasks You Can Perform

You can perform the following tasks from this page:
e Create a mesh tag—See "Creating User-defined Mesh Tags" on page 288.

o Delete a mesh tag. Select a mesh tag and click the delete icon.

Field Descriptions

Table 42 on page 287 describes the fields on the Mesh Tags page.

Table 42: Fields on the Mesh Tag Page

Field Description

Name Displays the name of the mesh tag.



Table 42: Fields on the Mesh Tag Page (Continued)

Field Description
Tenant Displays the tenant name to which the site is associated.
Type Displays whether the mesh tag is a predefined or a user-defined.

‘ Mesh Tags Overview | 283

Creating User-defined Mesh Tags

CSO creates a tunnel between WAN links of two different sites if they are associated with the same
mesh tag (user-defined or predefined).

To create a user-defined mesh tag:

1. Select Resources > Mesh Tags.
The Mesh Tags page appears.
2. Click the add icon (+) to create a mesh tag.
The Create New Mesh Tag page appears.
3. Complete the configuration according to the guidelines provided in Table 43 on page 289.

NOTE: Fields marked with * are mandatory.

4. Click OK to save the changes.

The user-defined mesh tag is created.

If you want to discard your changes, click Cancel instead.



Table 43: Fields on the Create New Mesh Tag Page

Field Description

Name Enter a unique name for the mesh tag.

Description Enter a description for the mesh tag.
RELATED DOCUMENTATION

About the Mesh Tags Page | 287

289
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Dynamic Mesh Tunnels Overview

In releases earlier than CSO 4.1.0, all the overlay tunnels for the site are established between branch
sites during the Zero Touch Provisioning (ZTP) process.

However, starting with CSO Release 4.1.0, during ZTP, only the following static tunnels are established:

e Between a branch site and the corresponding enterprise hub (primary enterprise hub or secondary
enterprise hub)

e Between a branch site and the provider hub (primary provider hub or secondary provider hub)
e Between two enterprise hubs

Therefore, the communication between two branch sites (with SD-WAN Advanced service) is
established only through the enterprise hub or the provider hub.

For sites with SD-WAN Advanced service, CSO dynamically creates or deletes a mesh tunnel (also called
DVPN tunnel) between two branch sites directly so that the traffic does not go through an enterprise
hub or a provider hub, if:

e The number of sessions closed between two branch sites crosses the configured threshold value, and

o The WAN links of branch sites have matching mesh tags. For more information, see "Mesh Tags
Overview" on page 283.

NOTE: The dynamic mesh feature is applicable only for SD-WAN Advanced sites (Full mesh).



Sites with SD-WAN Essentials service do not support creation or deletion of dynamic mesh
tunnels based on a user-defined threshold for the number of sessions closed between two
branch sites. However, an OpCo administrator or the Tenant administrator can create a static
tunnel between a source site and destination site by using the CSO GUI in Customer Portal.

The tenant administrator can modify the default threshold value on the following pages:

e The Administration > Tenant Settings page (Dynamic Mesh section) of Customer Portal (global level)
e The Add Branch Site page

e The Add Enterprise Hub page

The threshold value that you specify at site-level takes precedence over the global-level threshold
values.

That is, the threshold value that you specify on the Add Site page (branch or enterprise hub) overrides
the threshold value that you specified on the Tenant Settings page of Customer Portal.

CSO allows you to manually create or delete dynamic mesh tunnels between a source site and a
destination site by using the Add On-Demand Mesh Tunnel or Delete On-Demand Mesh Tunnel pages
in Customer Portal.

From Release 5.1.0 onward, CSO supports site-to-site tunnels for WAN links of CPE devices behind
NAT in full mesh topology. In releases before Release 5.1.0, CSO supports private IP addresses for WAN
links behind NAT only for the WAN links that are not selected for meshing, and such WAN links can
establish the tunnels only to provider hubs. The support for CPE devices behind NAT in full mesh
topology is applicable only for spoke devices. The OAM hubs, data hubs, and enterprise hubs or on-
premise gateways require static public IP addresses for their WAN interfaces.

‘ View and Edit Tenant Settings | 27

Adding On-Demand Mesh Tunnels

An OpCo administrator or the Tenant administrator can create a mesh tunnel between a source site and
destination site by using the CSO GUI in Customer Portal.

To create a mesh tunnel between the source site and a destination site:

1. Select Resources > Site Management.



The Sites page appears.
2. Click the site to which you want to add mesh tunnels.
The Site Name page appears.
3. On the WAN > Overlay tab, click +.
The Add Dynamic Mesh Tunnel page appears.
4. Complete the configuration according to the guidelines Table 44 on page 292.
5. Click Ok to save the changes. If you want to discard the changes, click Cancel instead.

A tunnel is created between the source site and a destination site.

Table 44: Fields on On-demand VPN Tunnel page

Field Description

Add Tunnel Threshold

Source Site Displays the name of the source site.

Destination Site Select the destination site from the list.

Delete Tunnel
Displays the threshold value (sessions closed) below which a tunnel is deleted between two sites.

NOTE: Sites with SD-WAN Essentials service do not support creation or deletion of dynamic mesh tunnels based
on a user-defined threshold for the number of sessions closed between two branch sites. However, an OpCo
administrator or a tenant administrator can create a static tunnel between a source site and destination site.

Enable Threshold By default, this toggle button is disabled. That is, even if the
threshold value (sessions closed) is met, CSO does not delete
mesh tunnels. You have to manually delete the mesh tunnel that
you created.

Sessions Closed Displays the number of sessions closed for 15 minutes.

Dynamic Mesh Tunnels Overview | 290



Deleting On-Demand Mesh Tunnels

A user with either OpCo administrator or Tenant administrator roles can delete a VPN tunnel between a
source site and destination site by using the CSO GUI in Customer Portal.

To delete a mesh tunnel between a source site and a specific destination site:

1. Select Resources > Site Management.
The Sites page appears.
2. Click the site from which you want to delete mesh tunnels.
The Site Name page appears.
3. On the WAN tab, click +.
The Delete On-Demand Mesh Tunnel page appears.
4. Complete the configuration according to the guidelines Table 45 on page 293.
5. Click Ok to save the changes. If you want to discard the changes, click Cancel instead.

A VPN tunnel is deleted between the source site and a specific destination site.

Table 45: Fields on the Delete On-Demand Mesh Tunnel page

Field Description

Delete Tunnel Threshold

Source Site Displays the name of the source site.
Destination Site | Select the destination site from the list.

Delete Tunnel

Displays the threshold value (sessions closed) below which a tunnel is deleted between two spokes.

Enable Threshold = By default, this toggle button is disabled. That is, even if the threshold value (sessions closed)
is met, CSO does not create mesh tunnels. You have to manually create the mesh tunnel that
you deleted.

Sessions Closed Displays the number of sessions closed for 2 minutes. .
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Authentication Methods Overview

Contrail Service Orchestration supports single sign-on (SSO) authentication for the unified portal.
You can authenticate and authorize users by using one of the following authentication methods:

e Local—User accounts are maintained locally in CSO, and users are authenticated and authorized by
CSO.

¢ Authentication by using an SSO server—User accounts are maintained in the OpCo's or Tenant's SSO
server, but authorization information is stored in CSO. Users are authenticated by using the
credentials stored in the SSO server. Starting in CSO Release 6.2.0, tenants can configure their own
SSO server to authenticate their users.

o Authentication and authorization by using an SSO server—User accounts and user roles are
maintained in the OpCo’s or Tenant's SSO server. Users are authenticated by the SSO server and
authorized by CSO by using Security Assertion Markup Language (SAML) attributes.

When you log in to the unified Administration and Customer Portal, the login page is displayed. To log in
to the unified Administration and Customer Portal, enter the username on the login page. If the
username matches the username pattern configured for SSO, then you are redirected to the SSO page. If
the username does not match the username pattern, you must enter the password.

For each SSO authentication method, a list of permitted roles must be provided to the SSO server. Only
users with permitted roles in the SAML attribute are allowed to log in to CSO. Also, a mapping between



the roles defined in CSO and the roles defined in the external SSO server (Identity Provider) must be
provided.

About the Authentication Page

IN THIS SECTION

Tasks You Can Perform | 297

Field Descriptions | 297

To access this page, click Administration > Authentication.
Use this page to configure the authentication method for OpCo and tenant users. You can also use this
page to add, edit, and delete SSO servers, and modify the authentication method.

Tasks You Can Perform

You can perform the following tasks from this page:

e Enable or disable two-factor authentication at the global, OpCo, or tenant-level. See Configuring
Two-Factor Authentication.

e Configure an SSO server. See Configuring a Single Sign-On Server.

e Edit and delete an SSO server. See Edit and Delete SSO Servers.

Field Descriptions

Table 46 on page 297 provides guidelines on using the fields on the Authentication page.

Table 46: Fields on the Authentication Page

Field Description

Two-Factor Authentication



Table 46: Fields on the Authentication Page (Continued)

Field

Two-Factor
Authentication

Authentication Method

Users

Authentication Method

Owner

SSO Server

Username Pattern

Description

Enable the toggle button to enforce two-factor authentication for all users. By
default, two-factor authentication is disabled for all users.

Only an SP, OpCo, or tenant administrator can enable or disable two-factor
authentication for all their users.

e |f you enable two-factor authentication, then individual users cannot disable it.

e |f two-factor authentication is disabled, then individual users can enable it from
the Administration > My Profile page.

e |f you enable two-factor authentication initially and later disable it, existing
users continue to have two-factor authentication enabled. Existing users can
disable two-factor authentication in the My Profile page (Administration > My
Profile).

However, two-factor authentication is disabled for new users. New users can
enable two-factor authentication in the My Profile page (Administration > My
Profile).

Displays the user type.

Example : SP Users or Tenant Users

Displays the type of authentication method.

Example: Local Authentication

Displays the user (Global or OpCo or Tenant) who configured the authentication
method.

Displays the name of the SSO server.

Displays the username pattern.

Example: *@aaa-example.com



Table 46: Fields on the Authentication Page (Continued)

Field Description

Permitted Roles Displays the permitted role names.

Single Sign-On (SSO) Servers

SSO Server Displays the name of the SSO server.
Description Displays the description of the SSO server.
Metadata URL Displays the URL of the identity provider metadata.

Example: https://aaa-example.com/saml/metadata/64000

Usage Indicates whether the SSO server is used for authenticating SP users or tenant
users.

Example: SP Users

Authentication Methods Overview

Configuring a Single Sign-On Server

Configuring a Single Sign-On Server

Use this page to configure a single sign-on server (SSO) that is used for authenticating users. Starting
from CSO Release 6.2.0, tenants can configure their own SSO server to authenticate their users.
There are two entities involved during the SSO configuration:

e SSO Server or Identity Provider—An external server integrated with CSO.

e OpCo or Tenant—Acts as an service provider and receives the SAML assertion sent by the SSO
server in a response to a login request.



Both the identity provider and OpCo or tenant trust each other and configuration is required for both
the entities. Two use cases are possible:

¢ Identity provider is configured first before SSO server is added in CSO—The identity provider is
configured first. Then, at the OpCo level, you can add the SSO server in CSO for tenant users, and
enter the server name and metadata URL.

o |dP is configured after SSO server is added in CSO—Enter the SSO server name and then click the
Next button. CSO provides a list of URLs to be configured in the identity provider. After the identity
provider is configured with the URLs, you can edit the SSO server name and enter the metadata URL.

NOTE: For both the use cases, the metadata URL is required before you use the SSO server.

To configure an SSO server:

1. Select Administration > Authentication.
The Authentication page appears.
2. Click the plus icon (+) in the Single Sign-On Server section.
The Add Single Sign-On Server page appears.
3. Complete the configuration according to the guidelines Table 47 on page 300.
4. Click OK to save the changes. If you want to discard the changes, click Cancel instead.

5. After you configure both the SSO Server and CSO, click the Test Login button from the
Authentication page.

The SSO login page appears.

NOTE: You must specify the metadata URL before you click the Test Login button. If you click
the Test Login button without entering the metadata URL, an error message indicating that
the metadata URL must be specified is displayed.

To view the SAML settings, click the View SAML Settings button. See Table 48 on page 301

Table 47: Fields on the Add Single Sign-On Server Page

Field Description

Basic Information



Table 47: Fields on the Add Single Sign-On Server Page (Continued)

Field

SSO Server Name

Description

Metadata URL

User ldentification

Table 48: SAML Settings

Field

SAML URLs

Single Sign-On URL

Description

Specify the name of the SSO server. You can use a string of alphanumeric
characters, special characters such as the underscore (_) or the period (.), and
spaces. The maximum length is 40 characters.

Enter a meaningful description for the SSO server.

Enter the URL from where the application metadata needs to be downloaded.

Specify how a user is identified from the SAML assertion:

o Name ID: The user is identified from the Name ID field that is present in the
subject of the SAML assertion.

e SAML attribute: The user is identified from the fixed value attribute.

e SAML Attribute Name: Enter the name of the SAML attribute (such as
username, e-mail, or any other parameter) that must be used for user
identification. Do not use special characters. Ensure to use the same
attribute name on the identity provider configuration.

NOTE: If you are using Microsoft Azure as the IdP, we recommend that you use
the SAML attribute for user identification. Tenant users might face authentication
issues if you configure Name ID as the user identification attribute.

Description

CSO displays the SAML URL settings. The
administrator uses this information to configure the
IdP.

Displays the SAML Assertion Consumer Service (ACS)
URL for the application.

Example: https:// aaa-example.com/ssol/ sso server
name/SAML2/POST



Table 48: SAML Settings (Continued)

Field

Audience URI (SP Entity ID)

Metadata URL

Single Logout URL

Download Metadata

Download Certificate

About the Authentication Page
Edit and Delete SSO Servers

Description
Displays the service provider entity ID of the
application.

Example: https:// aaa-example.com/Shibboleth

Displays the metadata URL of the application.

Example: https:/ aaa-example.com/saml/metadata/
64000

Displays the single logout URL of the application.

Example: https:// aaa-example.com/splogout

Click this option to download metadata from the
application.

The administrator can download the CSO metadata
and use the metadata to configure the identity
provider instead configuring individual identity
provider fields at a time.

Click this option to download the SAML certificate
from the application. The administrator can use this
certificate to update the certificate on the identity
provider.



Edit and Delete SSO Servers

IN THIS SECTION
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From the Administration > Authentication page, you can edit the information of an SSO server, and
delete one or more SSO servers.

Edit SSO Server Configuration

To edit the SSO server configuration:

1.

Select Administration > Authentication.
The Authentication page appears.

From the Single Sign-On (SSO) Servers section, select the check box of the SSO server name that you
want to modify, and click the edit icon.

The Edit Single Sign-On page appears. The options available on the Add Single Sign-On Server page
are available for editing.

Update the configuration as needed.

4. Click Next to save the changes. If you want to discard your changes, click Cancel instead.

Delete SSO Server Configurations

Use the delete icon (X) at the top right corner of a page to delete one or more SSO servers.

To delete the SSO server configuration:

1.

Select Administration > Authentication.

The Authentication page appears.

Select the SSO server name that you want to delete and click the delete icon (X).
The Confirm Delete page appears.

Click Yes to delete the SSO server or No to cancel the deletion.

If you click Yes, then the SSO server is deleted. After an SSO server is deleted, you cannot use that
SSO server for authenticate or authorize users.



About the Authentication Page

Configuring a Single Sign-On Server

Configure SSO with Microsoft Azure as IdP
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This section provides instructions to configure SSO with Microsoft Azure Active Directory as the
Identity Provider (IdP).

Prerequisites

Before you begin, ensure that you have a Microsoft Azure account with administrative access.

Step1: Configure SSO Settings in CSO
Configure the SSO server:

1. In the global, OpCo, or tenant scope, select Administration > Authentication.
The Authentication page appears.

2. Click the plus icon (+) in the Single Sign-On Server section.
The Add Single Sign-On Server page appears.

3. Enter the information for the following fields:

e SSO Server Name-Specify the name of the SSO server. You can use a string of alphanumeric
characters, special characters such as the underscore (_) or the period (.), and spaces. The
maximum length is 40 characters.

e Description-Add a description for the SSO server



¢ Metadata URL-You must obtain this URL from Microsoft Azure. You can edit the SSO server
settings later to add this URL.

e User Identification-Select SAML attribute and enter the attribute as email.

Click OK to save the changes. The SSO server is listed in the Single Sign-On Servers section in the
Authentication page.

Select the SSO server and click View SAML Settings. Use these settings to configure the IdP.

Step 2 Configure Microsoft Azure as the Identity Provider

LA -
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Log in to the Microsoft Azure portal as an administrator.
Select Enterprise Applications from the menu on the left.
Click + New application > + Create your own application .

Enter the application name for CSO and click Create. The new application is listed in the All
applications page. You can use either the same SSO server name that you configured in CSO or a
different name.

Click on the application name. The Overview page appears.

Click the link in the Assign users and groups option. The Users and Groups page appears.

Click Add user/group. The Add Assignment page appears.

Click None selected. Choose the users and groups from the Users and groups list and click Select.
Click Assign.

In the Overview page, click the Get Started link under the Set up single sign on option. The SAML-

based sign-on page appears.

a. Click Edit and enter the SAML settings from CSO in the Basic SAML Configuration section.

Field Description

Identifier (Entity ID) Enter the Audience URI (SP Entity ID) value.

Example: https:/<CSO_hostname> or
<CSO_FQDN>/Shibboleth

Reply URL (Assertion Consumer Service URL) Enter the Single Sign-On URL value.
Example: https:/<CSO_hostname> or
<CSO_FQDN>/sso/<sso_server_name>/SAML2/
POST


https://portal.azure.com/

(Continued)

Field Description

Sign on URL Enter the Single Sign-On URL value.

Example: https:/<CSO_hostname> or
<CSO_FQDN>/sso/<sso_server_name>/SAML2/
POST

Relay State Enter the Single Sign-On URL value.

Example: https:/<CSO_hostname> or
<CSO_FQDN>/sso/<sso_server_name>/SAML2/
POST

Logout URL Enter the Single Logout URL value.

Example: https:/<CSO_hostname> or
<CSO_FQDN>/splogout

b. Edit the user attributes and claims section. These are parameters that define the access control
groups to associate with CSO. The access control groups are mapped to CSO roles.

To add a new attribute, click +Add New Claim:

i. Enter the attribute name as email and the value as user.email. The attribute name must be
the same as the SAML attribute configured in "Step1: Configure SSO Settings in CSO" on
page 304.

Leave the Namespace field blank.
ii. Select Attribute as the Source.
iii. Select the source attribute from the drop-down list.
iv.  Click Save.

If you configured the SSO server for only authentication, then set only the email attribute
(user.mail)

If you configured the SSO server for both authentication and authorization, then you must create a
role attribute in addition to the email attribute (hame=role; source attribute=tadmin).

If you configured the OSS_Tenant_ID for the tenant, then create a tenant attribute (name=tenant;
source attribute=tenant ID).



11. Copy the App Federation Metadata Url value under the SAML Signing Certificate section. You must
enter this value in the SSO server settings in CSO.

Step 3: Update the CSO SSO Server Configuration

In the Authentication page of the CSO portal, edit the SSO Server settings to add the App Federation
Metadata Url (value from Microsoft Azure portal).

Step 4: Test the SSO Configuration

Before you proceed to test the SSO configuration, ensure that the user accounts (e-mail used in the
Microsoft Azure account) are added. You can view the user accounts in the Administration > Users page.

In the Authentication page in the CSO portal. select the SSO server and click Test Login. The Microsoft
Azure login page displays.
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Contrail Service Orchestration (CSO) provides support for spoke device redundancy for large enterprise
SD-WAN branch sites. You can configure an SD-WAN site with two CPE devices to act as primary and
secondary devices and protect the site against device and link failures. If the primary device fails, the
secondary device takes over the traffic processing.



NOTE: You must use the same device model for both primary and secondary devices and the
devices must have the same version of Junos OS installed.

The following SD-WAN features are not supported for device redundancy:
e LTE WAN backup link

e Service chain support

NOTE: Device redundancy is supported only on SD-WAN deployments.

Prerequisites for SRX Series Firewalls

The prerequisites to configure an SD-WAN site with dual CPE SRX Series Firewalls are as follows:

e For SRX Series, you need to form the cluster manually by connecting two SRX Series Firewalls
together using a pair of the same type of Ethernet connections. To create an SRX cluster, see Chassis
Cluster Feature Guide for SRX Series Devices.

e Login to any one of the SRX Series Firewalls, copy the Stage-1 configuration from the Sites page and

paste it into the console screen and commit the configuration.

Supported Connection Plans

The following connection plans are supported for device redundancy:
e Dual NFX250 as SD-WAN CPEs—Supports dual CPE NFX Series devices on an SD-WAN site.
e Dual SRX as SD-WAN CPEs—Supports dual CPE SRX Series Firewalls on an SD-WAN site.

e Dual SRX4x00 as SD-WAN CPEs—Supports SRX 4100, SRX4200, and SRX4600 devices as dual CPE
devices in an SD-WAN site.

Create and Configure an SD-WAN Site

You can create and configure an SD-WAN site with dual CPE devices and the two devices back up each
other, with one node acting as the primary device and the other as the secondary device. The workflow
to add and configure a site with dual CPE devices is similar to the single CPE device. For more
information about creating and configuring a site with dual CPE devices, see "Add a Branch Site with
SD-WAN Capability" on page 139.


https://www.juniper.net/techpubs/en_US/junos/information-products/pathway-pages/security/security-chassis-cluster.html
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Dual CPE Devices Logical Topology for NFX Network Services Platform

Figure 16 on page 310 shows the logical topology of the NFX Series dual CPE devices.

Figure 16: Dual CPE Device Topology - NFX Network Services Platform
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You can form a cluster using two NFX Series devices. The front panel ports of the NFX Series devices
are used to interconnect two NFX Series devices and to carry the control and fabric interconnect traffic
between the two NFX250 devices.

The Junos Control Plane (JCP) component acts as a switch, controls the front panel ports, and sends the
traffic which arrives from the LAN or WAN to the NFX Series devices. On the LAN, the active/backup
mechanism is used and if the primary device fails, the secondary device takes over processing of traffic.
On the WAN, the active/active mechanism is used and all four WAN links are active and distributed
across two NFX Series devices.

Dual CPE Devices Logical Topology for SRX Series Gateway Devices

Figure 17 on page 311 shows the logical topology of the SRX Series dual CPE devices.



Figure 17: Dual CPE Device Topology - SRX Series Firewalls
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You can form a cluster using two SRX Series Firewalls. A chassis cluster is formed between these nodes
and performs as a single logical router. On the LAN, the active/backup mechanism is used and if the
primary device fails, the secondary device takes over traffic processing. On the WAN, the active/active
mechanism is used and all four WAN links are active and distributed across two SRX Series Firewalls.
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If the automatic activation of a site is disabled, you must manually activate the device that is associated
with the site. Use the following procedures (as applicable) to manually activate CPE devices, enterprise
hub devices, and cloud spoke devices.

To activate dual-CPE devices, see "Activating Dual CPE Devices (Device Redundancy)" on page 313.
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NOTE: You can manually activate a device only when:

e The status of the site (with which the device is associated) is Configured.

The management status of the device is Device_Detected or Device_Connected.

Manually Activate a Device That Supports Phone-Home Client

If a device supports the phone-home client, the ZTP toggle button is enabled by default in the
corresponding device template.

To manually activate a device that supports the phone-home client:

1. Do one of the following:

a. Select Resources > Devices.

The Devices page appears.

. Select the device that you want to activate and click Activate Device.

The Activate Device page appears. The Activate Device page consists of the Device
Information and Device Activation tabs. Proceed to step 2.

. Select Resources > Site Management.

The Sites page appears.

. Click the Site-Name link for the site with which the device is associated.

The Site-Name page appears.

. On the Devices tab, select the device that you want to activate and click Activate Device.

The Activate Device page appears. The Activate Device page consists of the Device
Information and Device Activation tabs.

2. On the Device Information tab, enter the activation code for the device in the Activation Code field.

The activation code that you enter must match the activation code that is provided during the site

addition workflow.

3. Click Next.

The Device Activation tab appears displaying the progress of the device activation.

4. After the device is activated, click OK.

The Sites page appears. If the device is successfully activated, the Management Status of the device
and site changes to MANAGED. The status of the device and site changes to PROVISIONED only
after the Security or SD-WAN service is applied.



Manually Activate a Device That Does Not Support Phone-Home Client

If the device does not support the phone-home client, you must push the stage-1 configuration to the
device manually from the Devices page and then manually activate the device.

To push the stage-1 configuration manually:

1.

Select Resources > Devices.

The Devices page appears.

. Select the device and click Stagel Config.

The Copy the following config and deploy it to the device page appears.

. Click Copy.

A confirmation message appears indicating that the stage-1 configuration is copied to the clipboard.

Log in to the device console and enter the Junos OS configuration mode.

5. Paste and then, commit the configuration.

The Management Status of the device on the Devices page changes to Device_Detected.

Proceed to activate the device. The rest of the workflow is the same as the one you encounter when
you manually activate a device that supports the phone-home client. Refer to the "Manually Activate
a Device That Supports Phone-Home Client" on page 312 for details.

Activating Dual CPE Devices (Device Redundancy) | 313

Zero Touch Provisioning Overview | 317

Activating Dual CPE Devices (Device Redundancy)

You can activate a device after the device status is changed to EXPECTED in the Sites page. When you
see the device status is EXPECTED, it indicates that the device is ready to be activated. If you see the device
status as Undefined, contact your service provider for assistance.

NOTE: You must activate both the primary and the secondary devices simultaneously.

You must use the same device model for both primary and secondary devices and the devices
must have the same version of Junos OS installed.

You can manually activate a device only when:



e The status of the site (with which the device is associated) is Configured.

e The management status of the device is Device_Detected or Device_Connected.

To activate dual CPE devices used as a cluster:

1. Login to Customer Portal.

2. Select Resources > Site Management.

The Site Management page appears.

3. Click on the Site Name.
The Site Name page appears.

4. On the Devices tab, select the cluster device, and click Activate Device.

The Activate Device page appears. The Activate Device page consists of Device Information and

Device Activation tabs.

NOTE: You can also activate the device from the Resource > Devices page.

5. On Device Information page, complete the configuration according to the guidelines provided in

Table 49 on page 314.

Table 49: Fields on the Activate Device Page

Field

Site Name & Type

Connected Region

Primary Device Serial Number

Primary Device Activation Code

Secondary Device Serial Number

Secondary Device Activation
Code

6. Click Next.

Description

View the name of the site on which the CPE device is activated.

View the name of the region to which the CPE device is connected.

View the serial number of the primary CPE device.

Enter the activation code of the primary device that your service provider
supplied for the device.

View the serial number of the secondary CPE device.

Enter the activation code of the secondary device that your service
provider supplied for the device.



The Activate Device page appears displaying the progress of the device activation.
7. After the activation process is complete, click OK.

The Site Name page appears. If the device activation is successful, the management status of the
cluster device changes to MANAGED. If you have selected a service while adding the device, then
CSO generates the service provisioning configuration and applies it on the device. The status of the
device changes to PROVISIONED.

Device Redundancy Support Overview | 308
Activate a Device | 311
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About the Certificates Page | 486

Viewing the History of Tenant Device Activation Logs

You can use the Activation Logs page to view the history of device activation logs. You can also view the
details of the activation logs and their status.

To view the tenant device activation logs:

1. Click Resources > Tenant Devices.
The Tenant Devices page appears, which list all devices.
2. Select a device and click More > Activation Logs.
The Activation Logs page is displayed. Table 50 on page 316 describes the fields on the Activation
Logs page.
3. Click a task name.
The ZTP Logs page appears. Table 51 on page 316 describes the fields on the ZTP Logs page.
4, Click the Task Name.
The Job Status page appears. Table 52 on page 317 describes the fields on the Job Status page.
5. Click OK to return to the previous page.



Table 50: Fields on the ZTP History Page

Field Description

In progress View the number of activated tasks that are in progress.
Success View the number of activated tasks that are successful.
Failure View the number of activated tasks that have failed.
Name View the name of the task.

Example: csp.tssm_ztp-Juniper-site-17-
NFX-250-8052cc9451914be28c7c98fb64fd0db3

Start Date View the start date and time of the task.

End Date View the end date and time of the task.

Status View the status of the task to know whether the task succeeded or
failed.

Log View the import logs. Click a log to access more detailed information

about the imported log.

Table 51: Fields on the ZTP Logs Page

Field Description

Task Name View the ID created for the task.

Example: install-license-to-device

Status View the status of the task to know whether the task succeeded or
failed.



Table 52: Fields on the Job Status Page

Field Description

Name View the name of the task.

Actual Start Time View the start date and time of the task.

User View the name of the user who activated the task.

End Time View the end date and time of the task.

State View the status of the task to know whether the task succeeded or
failed.

‘ About the Tenant Devices Page
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Zero Touch Provisioning (ZTP) enables you to configure and provision devices automatically, and thus
reduces the manual intervention required for adding devices to a network.

Starting from CSO Release 6.0.0, the ZTP process is simplified to provide more flexibility and enable
faster deployment of devices in a network. The device management and service provisioning processes
are separated, thus reducing the time required for CSO to onboard and manage a device. For branch and
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enterprise hub devices, you can choose to either onboard a device with a service configured on it or
configure the service later.

Additionally, ZTP supports automatic formation of an SRX chassis cluster during the onboarding
process. You can now onboard a cluster without manually configuring each node on a cluster.

The following are the options available for onboarding a device:

e Device Management—Enables you to onboard a device without specifying any service in a branch or
an enterprise hub site. The device is connected to and managed by CSO. After the device is added,
you can edit the site at any time to add the service. The Device Management option is selected by
default. You cannot disable this option.

e Security Services—Provides next-generation firewall (NGFW) services. This option is available only
for branch sites.

e Secure SD-WAN Essentials—Provides basic SD-WAN services.

e Secure SD-WAN Advanced—Provides complete SD-WAN services, which includes Secure SD-WAN
Essential services.

For more information about SD-WAN Essentials and Advanced services, see SD-WAN Overview.

Figure 18 on page 318 provides a brief description of the simplified ZTP process.

Figure 18: Simplified ZTP Process
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Simplified ZTP involves the following high-level steps:



1. CSO activates the device that is associated with the site.
2. CSO establishes a management connection (outbound SSH) with the device.

3. CSO applies the stage-1 configuration (including the device configuration) and the status of the
device changes to Managed state. The device can remain in the Managed state for any duration. You
can perform the following tasks when the device is in the Managed state:

e Apply stage-2 configuration or configuration templates
e Access the device console

e Reboot the device

e Install licenses, certificates, and application signatures
e RMA the device

4. CSO generates the service provisioning configuration and applies it on the device if you selected a
service (Security Services or SD-WAN) while adding the device. The site status shows Provisioned
only after the service is applied successfully.

Devices Supported

You can provision the following devices (including dual CPE devices, if applicable), by using the simplified
ZTP process:

e NFX150

e SRX300, SRX320, SRX340, SRX345, SRX380, SRX550 High Memory (SRX550M), SRX4100,
SRX4200, SRX4600, and SRX1500

e VvSRX Virtual Firewall on an x86 server

e Dual CPEs (SRX Series Firewalls and vSRX Virtual Firewall)

NOTE: Starting from Release 6.2.0, CSO supports dual vSRX Virtual Firewall deployments.

Benefits

The simplified ZTP process offers the following benefits:
o Simplified, faster, and automated deployment of configurations.

e Quick access and remote management of the device.



Auto-generated configurations that are more accurate.

Faster scaling of the network because you need not manually apply configuration on each device in
the network.

Automated cluster configuration for SRX Series Firewalls on branch and enterprise hub sites.

Enhanced monitoring and troubleshooting.

Workflow for Onboarding a Device Using ZTP | 320

Workflow for Onboarding a Device Using ZTP

This topic provides the steps that you need to perform for successfully onboarding a device to the
network by using ZTP:

Prerequisites:

The following prerequisites are necessary for ZTP:

The device must have connectivity to CSO and the phone-home server (https:/redirect.juniper.net).
Use telnet to verify connectivity:

e For phone-home server: telnet redirect.juniper.net:443
e For CSO: telnet CSO Hostname/IP:443
If the connection is established, the device has connectivity to the phone-home server and CSO.

The required certificates for phone-home server and CSO are present on the device.

From Customer Portal, add a branch site or an enterprise site, and associate a device.

You can choose one of the following options:
¢ Add the site without specifying any services
e Add the site with services

e Add the site and specify the services later



NOTE: You cannot add a cloud spoke site without specifying a service.

For information about adding a branch site, see:
e "Add a Branch Site with SD-WAN Capability" on page 139.
e "Add a Standalone Next-Generation Firewall Site" on page 187.

For information about adding an enterprise hub, see "Add Enterprise Hubs with SD-WAN Capability "
on page 82.

2. Activate the device:

¢ If you have enabled the Auto Activate field while adding a branch site or an enterprise hub, ZTP
of the device is automatically triggered after the site is added to CSO.

e If you have disabled the Auto Activate field while adding a branch site or an enterprise hub, you
must manually activate the device.

To manually activate the device:
a. Select Resources > Site Management.
The Site Management page appears.
b. On the Site Management page, click the site that you want to activate.

The detailed view of the site appears.

NOTE: You can activate a site that is in the CONFIGURED state.

c. Click the Devices tab.
d. Select the device that you added to the site and click Activate Device to activate the device.
The Activate Device page appears.

e. On the Activate Device page, enter the activation code for the device. The activation code
must match the activation code that you provided during the site addition workflow.

f. Click Next.
The progress of device activation is displayed.
g. After the device is activated, click OK.

The Sites page appears.



e If you have to activate vSRX Virtual Firewall or SRX4X00 Services Gateway devices:

a.

Select Resources > Site Management.

The Sites page appears.

. Click on the site that you want to activate.

The Site-Name page appears.

On the Devices tab, select the device that you want to activate and click Stage1l Config.

A new page appears that displays the stage-1 configuration of the device.

. Click Copy to Clipboard to copy the stage-1 configuration of the device.

Log in to the CLI of the device and enter the configuration mode.

Paste the stage-1 configuration and commit.

The activation process includes the following tasks:

CSO first models the site and generates the stage-1 configuration.

The device connects to CSO through the phone-home client (PHC) to the Redirect Server,
which authenticates the device.

Based on the device serial number, the Redirect Server provides the CSO certificate and CSO
host name to the device.

The device establishes an outbound SSH connection with CSO.
CSO applies the pre-scripts and stage-1 configuration (includes the device configuration).
The status of the device changes to MANAGED.

If you selected a service (security services or SD-WAN) while adding the device, then CSO
generates the service provisioning configuration and applies it on the device to make it
functional and ready for the intended functionality. The device is provisioned only after the
service is applied.

If you did not select a service while adding the device, then the device remains in the
MANAGED state until you apply the service. You can edit the site and add the service. After
you add the service, CSO applies the service provisioning configuration and the device is
provisioned.

For additional functionality, you can create a stage-2 template and apply the template on the
device. For example, the stage-2 template can include LAN configuration, firewall policies, and so

on.



Use the Jobs page (Resources > Monitor >Jobs) to view the bootstrap logs, ZTP logs, and service
provisioning logs. If any of the tasks (ZTP, bootstrap, or service provisioning) fail, you need not
delete the site. You can go to the Jobs page (Monitor > Jobs), select the job, and click the Retry
Job button. If the service provisioning fails, then the site remains in the Provision-Failed state. You
can review the configuration to correct any settings by editing the site.

‘ Zero Touch Provisioning Overview | 317

Configure an SRX Series CPE to Discover an EX Series Switch or AP
Connected to the CPE

Starting in Release 6.0.0, you can use Contrail Service Orchestration (CSO) to discover an EX Series
switch that is connected to an SRX Series Customer Premise Equipment (CPE) functioning as a secure
SD-WAN router or a firewall device. You can also access the Juniper Mist page to view the details of the
discovered EX Series switch, or access point (AP).

The switch and the CPE can be connected through a trunk port. However, you can also use two or more
trunk ports to connect the CPE and the switch and combine those ports to form a Link Aggregation
Group (LAG) for higher throughput and redundancy. You can manage the switch through in-band
management, where, the trunk ports carry the management traffic in addition to data.

This feature is also supported by vSRX Virtual Firewall with Junos OS Release 20.3R1 or later.
NOTE: You can configure CSO to discover a switch connected to a CPE on provisioned sites only.

To discover a switch (or AP) connected to a CPE, and view its details on Juniper Mist:

1. (Optional) Create a LAG interface if you want to use a LAG interface to connect the CPE to the
switch. See "Create LAG Interface" on page 374 for details.

2. Create and use a redundant Ethernet (reth) interface to connect the SRX Series CPE devices to an EX
series switch (applicable only to dual CPE deployments). See "Create a RETH Interface" on page 376
for details.

3. Enable LLDP on the CPE port. This step enables the CSO to discover the EX Series switch connected
to the SRX Series CPE. See "Enable LLDP on a CPE Interface" on page 373 for details.



4. Create management connectivity between the CPE and the switch. See "Create Management
Connectivity Between a CPE and a Switch" on page 384 for details.

5. Discover the EX Series switch or an access point (AP) configured behind a CPE. See "Discover an EX
Series Switch or APs Configured Behind a CPE" on page 387 for details.

6. Cross launch to the Juniper Mist platform to view the details of an EX Series switch, or an AP that are
added in the Juniper Mist Platform. See "View an EX Series Switch or an AP on Mist" on page 387 for
details.

You can also view the SRX CPE details on the Juniper Mist platform (if the CPE is added to Juniper Mist).
See "View an SRX Series CPE on Juniper Mist" on page 388 for details.
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CHAPTER 11

Managing Device Images
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Device Images Overview

An image management system provides full lifecycle management of images for all network devices,
including CPE device and virtualized network function (VNF) images. A device imageis a software
installation package for the CPE device or an image for a virtual application that runs on the device. For
example, for a NFX Series device platform, you require an NFX software image and a software image for
the vSRX Virtual Firewall application that provides security functions and routing on the device.

‘ About the Device Images Page | 325

About the Device Images Page
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Field Descriptions | 326



To access this page, click Resources > Images.
You can use the Images page to view the list of device images that are available in tenant’s network.

Tasks You Can Perform

You can perform the following tasks from this page:

e View details about a device image. Click the details icon that appears when you hover over the name
of an image or click More > Details.

e Show or hide columns about the device image. Click the Show Hide columns icon in the top right
corner of the page and select columns that you want to view on the page.

e Search for a device image. Click the Search icon in the top right corner of the page to search for a
device image.

Field Descriptions

Table 53 on page 326 shows the fields on the Images page.

Table 53: Fields on the Device Images Page

Field Description

Image Name View the name of the device image.

Example: juniper_srx_v1.tgz

Type View the type of the device image.

Example: VNF Image

Version View the version number of the device image.
Example: 1.1
Vendor View the vendor name of the device.

Example: Juniper

Size View the size of the device image.

Example: 14 KB
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Deleting Device Images

You can delete one or more device images from the Device Images page.
To delete a device image:

1. Select Resources > Images.
The Images page appears with a list of device images.

2. Select the device image that you want to delete and then click the delete icon (X).
The Confirm Delete page appears.

3. Click Yes to confirm.

The Delete Success messages is displayed.

The device image is deleted.
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Copying a Device Image to Alternate Partition

NOTE: Applicable only to SRX380, SRX345, SRX340, SRX320, and SRX300.

An SRX Series Firewall has a primary and a backup partition. When you deploy a device image on an
SRX Series Firewall using the deploy image workflow, only the primary partition is updated by default.
You can copy the same Junos version and the device configuration to the alternate (secondary) partition
separately. Keeping the two workflows separate ensures that you always have a backup partition to
boot the system from in case the deployed software malfunctions.

You can update the alternate partition by using one of the following methods:

¢ By selecting the Snapshot Alternate Partition option on the image deployment page in the Contrail
Service Orchestration Administration Portal (path: Resource > Images > Deploy). For more



information on the image deployment workflow, see Deploying Device Images to Devices in Contrail
Service Orchestration Administration Portal User Guide.

e From the device list in the Contrail Service Orchestration Customer Portal as described in the
procedure below:

To update the alternate partition from the list of devices:

1. Select Resources > Devices.
The Devices page opens.
2. Select a device from the list of devices displayed and click More > Snapshot Alternate Partition.

This action triggers a job to copy the software image and device configuration from the primary
partition to the alternate partition.
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Support for multiple departments in a CPE device enables sites (branch, cloud spoke, and enterprise
hubs) to be mapped to serve across multiple departments within a single tenant. An overlay tunnel
[generic routing encapsulation (GRE) or GRE over IPsec] is used to carry traffic from all departments in a
site, to another site, an enterprise hub or a provider hub,) by separating the traffic for each department
through MPLS-based traffic separation.

Support for multiple departments in a single CPE device is a cost-effective approach where the cost of a
device and its maintenance is shared among multiple departments in a tenant.

For more information about departments, see "About the Departments Page" on page 872.
A tenant administrator can perform the following tasks related to departments:

o View all departments configured on an activated CPE device.

e Manage and monitor all policies and dashboards for all departments in a site.

e Create SD-WAN and security policies and monitor the dashboard at the site level or at the
department level.

Add traffic-based steering profiles and map them to SD-WAN policies for traffic management.

o View the shared CPE device and its services and networks even though the WAN links might be
shared by multiple departments.



Overlapping IP Addresses Across Departments

Starting from CSO Release 5.4.0, you can use same IP addresses across multiple departments in a
network segmentation-enabled tenant. When network segmentation is enabled for a tenant, each
department has its own VRFs. This allows overlapping IP addresses to be used across different
departments.

When network segmentation is not enabled for a tenant, all departments in the tenant use the same
VRFs. Therefore, the IP addresses used across the departments should be unique.

The following are some scenarios for using overlapping IP addresses across departments in a tenant:

e The HR department in site Chicago and the Sales department in site Boston can have overlapping IP
addresses.

e The HR department and Sales department in site Chicago can have overlapping IP addresses.

The HR department when used in both Chicago and Boston sites cannot have overlapping IP addresses
as the same VRFs are used by both the sites. In this case, the IP addresses used by the HR department in
Chicago should be different from IP addresses used by the HR department in Boston.

When you use overlapping IP addresses across departments, you must configure an IP pool-based
source NAT rule for Zscaler breakout.

e When traffic from a site (spoke or enterprise hub) is breaking out to Zscaler at the site, the NAT rule
should have the source as the department zones that have overlapping IP addresses and destination
as untrust zone. This NAT rule should be deployed at the site where the traffic is originating.

e When traffic from a spoke site is breaking out to the Zscaler tunnel at an enterprise hub site, the
NAT rule should have source as trust zone and the destination as untrust zone. This NAT rule should
be deployed at the enterprise hub.

For information about creating NAT rules, see "Creating NAT Policy Rules" on page 715.

NOTE:

e Firewall policy intents will use VRF groups of a department in intent rules for allowing site-to-
site traffic.

e NAT rules created automatically for Internet traffic from spoke to enterprise hub (flowing
from overlay to underlay) will use VRF groups to egress interface instead of trust zone.
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To access this page, click Resources > Devices.
You can use the Devices page to view the list of all devices managed by Contrail Service Orchestration
(CSO). You can also view information about each device in the network.

Tasks You Can Perform

You can perform the following tasks from this page:
e Manage a CPE. See "Manage a Single CPE Device" on page 349.
e Reboot a CPE device. See "Rebooting a CPE Device" on page 351.

e Download the cloud formation template. Click Cloud Info Template to download the template in
JSON format. See "Download the Cloud Formation Template" on page 136 and "Provision the Device
on AWS Server" on page 136.

e Activate a device. See "Activate a Device " on page 311. You can also view detailed information
about the device activation logs at More > Activation Logs. See Viewing the History of Tenant Device
Activation Logs.

e Push licenses to devices. Select the device and click Push License. See Pushing a License to Devices.

¢ View stage-1 configuration. Click Stage-1 Config and copy or save the configuration and deploy it to
a device. See "Workflow for Onboarding a Device Using ZTP" on page 320.



Perform Return Material Authorization (RMA) to replace a device that is faulty or not reachable. You
can perform RMA for a single-CPE, dual-CPE, provider hub, enterprise hub, and next-generation
firewall devices.

e For information on performing RMA on single-CPE, dual-CPE, enterprise hub, and next-
generation firewall devices, see "Perform Return Material Authorization (RMA) for a Device" on
page 336

View details about a device. Click the Detail icon that appears when you hover over the row for a
device or select a device and click More > Detsail.

Install certificates on the site. See "Installing and Uninstalling Certificates" on page 490.

Ping a remote host from a device to identify connectivity issues. See "ldentifying Connectivity Issues
by Using Ping" on page 355.

Access the CLI of a device remotely. See "Remotely Accessing a Device CLI" on page 361.

Traceroute a remote host from a device to identify connectivity issues. See "ldentifying Connectivity
Issues by Using Traceroute" on page 359.

Show or hide columns about a device. Click the Show/Hide columns icon in the top right corner of
the page and select columns that you want to view on the page.

Filter and sort the devices. Click a column name to sort the devices based on the column name.

Click the filter icon and select whether you want to show or hide column filters or apply a quick filter.

NOTE: Sorting and filtering is applicable only to some fields.

Search for a device. Click the Search icon in the top right corner of the page to search for a specific
device.

You can enter partial text or full text of the keyword in the text box and press Enter.
The search results are displayed on the same page.

Update the software image of the alternate partition. See "Copying a Device Image to Alternate
Partition" on page 327.

Field Descriptions

Table 54 on page 334 describes the fields on the Devices page.



Table 54: Fields on the Devices Page

Field

Device Name

Tenant

Site Name

Management Status

Model

Description

Displays the name of the device.

Example: sunny-NFX-250

Displays the name of the tenant.

Example: tenant-blue

Displays the name of the tenant site.

Example: site-blue-white

Displays the management status of the CPE devices deployed in the cloud.

e EXPECTED—Regional server has the activation details for the CPE device, but
CPE device has not yet established a connection with the server.

e DEVICE DETECTED—Device is configured and is reachable by CSO. After the
user enters the activation code for the device, the activation code is validated
and device is authenticated.

o RMA-—CPE device has been tagged for RMA as a result of the user applying the
Initiate RMA action on the device.

o ACTIVE—ZTP is initiated, CPE device has downloaded images, but not yet
configured, and stage-1 configuration is pushed to the device.

e PROVISIONED—ZTP is complete, and IPsec tunnel is established and operational
on the device.

e PROVISION_FAILED—Multiple factors lead to failure in provisioning a device. If
any of the steps in ZTP fails or if any process fails as a part of device activation,
then provision fails. For example, CPE device provisioning fails when the vSRX
Virtual Firewall is not instantiated properly.

Displays the name of the device model.

Example: NFX



Table 54: Fields on the Devices Page (Continued))

Field Description

Active Services Displays the number of services that are activated for the device.
Example: 3

Operational Status Displays whether the device is up or down.

Location Displays the name of the location.

Example: San Jose, CA

Status Message Displays the latest status message.

Example: IPsec provision success

WAN Links Displays the number of WAN links.
Example: 2
POP Name Displays the name of the POP.

Example: pop_blue

Image Name Displays the name of the device image file.

Example: install_nfx_fmpm_agent_1_0.sh

OS Version Displays the Junos OS Release version.

Example: 15.1X49-D40

Serial Number Displays the serial number of the device.

Example: XXXXXXXXXXXX

UuID Displays the universally unique identifier (UUID) of the device.

Exam pI [SHD9,:0.0,0,0.0,0 00,000,000 0.0 0,.6.0,0.0,0.0,0,0.0,0,0.0.¢
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Perform Return Material Authorization (RMA) for a Device

IN THIS SECTION

Perform Return Material Authorization (RMA) for a Single-CPE, Enterprise Hub and Next-Generation
Firewall | 336

Perform Return Material Authorization (RMA) for a Dual-CPE Device | 338

Sometimes, due to hardware failure, a device managed by Contrail Service Orchestration (CSO) needs to
be returned to the vendor for repair or replacement. In such situations, you, as the tenant administrator,
can perform Return Material Authorization (RMA) for the faulty device.

From Customer Portal, you can perform RMA for single-CPE, dual-CPE,enterprise hub, and Next-
Generation Firewall devices.

The RMA process includes actions to:

=y

. Back up the configuration of the faulty device.

N

. Recall the faulty device and replace it with a new or restored device.

3. Push the required configuration to the new or restored device.

4. Activate the new or restored device in order for CSO to recognize and manage the device.
Perform Return Material Authorization (RMA) for a Single-CPE, Enterprise Hub and
Next-Generation Firewall

When you request RMA for a non-SRX device (NFX single-CPE device ) associated with a site that has a
version earlier than the CSO version, the site version is upgraded to the CSO version. The site version is
upgraded as part of the device activation and zero touch provisioning (ZTP) process of the replacement
device that is performed after RMA.

When you request RMA for an SRX single-CPE device, enterprise hub device, or next-generation firewall
device associated with a site that has a version earlier than the CSO version, the site version is not



upgraded to the CSO version as part of the device activation and zero touch provisioning (ZTP) process
of the replacement device that is performed after RMA.

To perform RMA for a single-CPE, enterprise hub, next-generation firewall:

1. Select Resources > Devices.
The Devices page appears.
2. Select the faulty device and click More > Initiate RMA.

A confirmation page appears requesting for confirmation to initiate the RMA process for the device.

NOTE:

¢ The Initiate RMA option is enabled only for a device with the management status
PROVISIONED.

3. Click Yes to confirm RMA for the device.

You are returned to the Devices page where a confirmation message appears, indicating that the
RMA process is initiated.

4. After the management status of the device changes to RMA, raise a device replacement request. This

action is performed outside of CSO.
5. After you receive the new device, click More > Grant RMA.

The Grant RMA for Device page appears. Provide details of the new device on this page. See "Grant
Return Material Authorization (RMA) for a Device" on page 343 for details.

NOTE:
e The Grant RMA option is enabled only for a device with the management status RMA.
e Before you grant RMA, ensure that you have uploaded the required license for the new

device.

6. To complete the RMA process and start using the new device, the device must be activated.

e If you enabled the Auto-activate toggle button on the Grant RMA for Device page, the device is
activated automatically and its Management Status changes to PROVISIONED.

¢ If you disabled the Auto-activate toggle button on the Grant RMA for Device page, you must
activate the new device manually after the grant RMA job completes successfully.

To activate the new device manually:
a. On the Devices page, select the new device and click Activate Device.

The Activate Device page appears.



b. Enter the activation code for the device and click Next.
The progress of device activation is displayed.

After the device is activated, its Management Status changes to PROVISIONED.

7 . If the device for which you performed RMA is an SRX Series single-CPE device, enterprise hub

device, or next-generation firewall device, the RMA process is now complete. You can start using
the new device.

o If the device for which you performed RMA is an NFX150 or NFX250 device, an RMA tag is also
displayed beside the management status indicating that the RMA process is not yet complete.
Hover over the RMA tag to see the additional steps that you need to perform to complete the
RMA process.

Push the following configuration to the newly provisioned device manually:

e Licenses—Generate a new license and upload it to CSO. See "About the Device Licenses Page"
on page 468.

e Application Signatures—Push the application signatures to the new device. See "About the
Application Signatures Page" on page 857.

e Certificates—Import and install the required certificates on the new device. See "Importing a
Certificate" on page 488 and "Installing and Uninstalling Certificates" on page 490.

e Policies—Push the defined firewall and NAT policies to the new device. See "About the
Firewall Policy Name Page " on page 513 and "About the NAT Policies Page" on page 709.

To complete the RMA process, you must remove the RMA tag manually. To remove the RMA tag,
hover over the PROVISIONED (RMA) tag, select the check box indicating that you have
completed all the steps for RMA, and click OK.

The RMA process is now complete. You can start using the new device.

Perform Return Material Authorization (RMA) for a Dual-CPE Device

IN THIS SECTION

Perform RMA for an NFX Cluster | 339
Perform RMA for an SRX Cluster | 341

You can perform RMA for devices in an NFX or SRX cluster when the devices fail or need to be replaced
with new devices.



Perform RMA for an NFX Cluster

From CSO Release 4.1.0 onward, when an NFX250 device in a dual CPE cluster fails, you can perform
RMA for only the failed device. In releases before CSO Release 4.1.0, RMA must be performed for both
the devices in the cluster.

To perform RMA for an NFX cluster:

1. Select Resources > Devices.

The Devices page appears displaying all the devices and clusters.
Alternatively,

a. Select Resources > Site Management.

The Sites page appears.

b. Click a site that contains the NFX cluster for which you want to perform RMA.
The Site-Name page appears.

c. Click the Devices tab to view the devices and clusters installed at the site.

NOTE: On a site associated with an NFX dual-CPE device, if the site version is earlier than
that of the CSO version, you can perform RMA only at the cluster level. After RMA of the
cluster, the version of the site is upgraded to that of CSO as part of the device activation and
ZTP process of the replacement devices in the cluster.

2. Do one of the following:

e To perform RMA at the cluster level, select the cluster and click More > Initiate RMA.
e To perform RMA for a single device in the cluster, select the device and click More > Initiate RMA.

A confirmation page appears requesting for confirmation to initiate the RMA process.
3. Click Yes to confirm RMA for the selected NFX cluster or device.

You are returned to the Devices page where a confirmation message appears indicating that the RMA
process is initiated for the selected NFX cluster or device.

NOTE:

e The Initiate RMA option is enabled only for an NFX cluster or device with the
management status PROVISIONED.



e On the Sites page (Resources > Site Management), the status of the site, where the NFX
cluster or the device for which you initiated RMA is installed, remains as PROVISIONED.
However, a red-colored RMA tag appears beside the Site Status to indicate that RMA is
initiated for a cluster or device at the site.

4. After the NFX cluster or device is in the RMA state, you can raise a device replacement request for
one or more faulty devices in the NFX cluster. This action is performed outside of CSO.

5. After you receive the new device or devices, click More > Grant RMA.

The Grant RMA for Device page appears. Provide details of the new device or devices. See "Grant
Return Material Authorization (RMA) for a Device" on page 343 for details.

NOTE:
e The Grant RMA option is enabled only for a device with the management status RMA.

e Before you grant RMA, ensure that you have uploaded the required license for the new
device.

6. To complete the RMA process and start using the new device or devices, the device or devices must
be activated.

¢ If you enabled the Auto-activate toggle button on the Grant RMA for Device page, the device or
devices are activated automatically and the Management Status changes to PROVISIONED.

e If you disabled the Auto-activate toggle button on the Grant RMA for Device page, you must
activate the new device or devices manually.

To activate the device or devices in the NFX cluster manually:
a. On the Devices page, do one of the following:

e To activate both the devices in the cluster, select the cluster (if the entire cluster is RMAed)
and click Activate Device.

¢ To activate a single device in the cluster, select the device (if a single device is RMAed) and
click Activate Device.

The Activate Device page appears.
b. Enter the activation code for the device and click Next.
The progress of device activation is displayed.

After the device is activated, its Management Status changes to PROVISIONED.



An RMA tag is displayed beside the management status indicating that the RMA process is not
yet complete. Hover over the RMA tag to see the additional steps that you need to perform to
complete the RMA process.

7. Push the following configuration to the newly provisioned devices manually:

NOTE:

¢ In SD-WAN deployments, once the new devices are in the PROVISIONED state, you can
proceed to configure the devices by pushing application signatures, certificates, and
policies manually.

e When you perform RMA on a single device, CSO restores certificates on the new device.
However, application signatures and policies need to be pushed manually.

e Application Signatures—Push the application signatures to the replaced device. See "About the
Application Signatures Page" on page 857.

e Certificates—Import and install the required certificates on the replaced devices. See "Importing a
Certificate" on page 488 and "Installing and Uninstalling Certificates" on page 490.

e Policies—Push the defined firewall and NAT policies to the replaced devices. See "About the
Firewall Policy Name Page " on page 513 and "About the NAT Policies Page" on page 709.

8. To complete the RMA process, you must remove the RMA tag manually. To remove the RMA tag,
hover over the PROVISIONED (RMA) tag, select the check box indicating that you have completed all
the steps for RMA, and click OK.

The RMA process is now complete. You can start using the new device.

Perform RMA for an SRX Cluster

For an SRX cluster, you can perform RMA on a member device of the cluster. That is, you can select the
faulty device from the SRX cluster and perform RMA on it individually. You cannot perform RMA for an
SRX cluster at the cluster level.

To return a faulty device in an SRX cluster and replace it with a new or restored device by using RMA:

1. Select Resources > Devices.

The Devices page appears displaying all the devices and clusters.
Alternatively,

a. Select Resources > Site Management.

The Sites page appears.

b. Click a site that contains the SRX cluster for which you want to perform RMA.



The Site-Name page appears.

c. Click the Devices tab to view the devices and clusters installed at the site.

. Select the faulty device in the SRX cluster and click More > Initiate RMA.

A confirmation page appears requesting for confirmation to initiate the RMA process for the device.
. Click Yes to confirm RMA for the device.

You are returned to the Devices page where a confirmation message appears, indicating that the
RMA process is initiated.

NOTE:

¢ The Initiate RMA option is enabled only for a device with the management status
PROVISIONED.

e On the Sites page (Resources > Site Management), the status of the site, where the device
for which you initiated RMA is installed, remains PROVISIONED. However, a red-colored
RMA tag appears beside the current site status to indicate that RMA is initiated for a
cluster or device at the site.

. After the management status of the device changes to RMA, you must raise a replacement request
for the faulty device in the SRX cluster. This process is performed outside of CSO.

. After you receive the new device, click More > Grant RMA to provide details of the new device. See
"Grant Return Material Authorization (RMA) for a Device" on page 343 for details.

NOTE:
e The Grant RMA option is enabled only for a device with the management status RMA.

e Before you grant RMA, ensure that you have uploaded the required license for the new
device from the Device Licenses page (Administration > License > Device Licenses).

. To complete the RMA process, you must remove the RMA tag manually. To remove the RMA tag,
hover over the PROVISIONED (RMA) tag, select the check box indicating that you have completed all
the steps for RMA, and click OK.

The RMA process is now complete. You can start using the new device.
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Grant Return Material Authorization (RMA) for a Device

IN THIS SECTION
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As a Tenant Administrator with the RMA privilege, you can grant RMA for a single CPE, dual CPE,
enterprise hub, and next-generation firewall devices from the Customer Portal. When you grant RMA,
the device-related configuration is backed up to the CSO database, the existing device is recalled, and
the new device is added to the network.

Before you grant RMA for a device, ensure that:

¢ You have received a new device for replacing the faulty device.

e You have the serial number and activation code for the new device.

e You have uploaded the required license for the new device.

Grant Return Material Authorization (RMA) for a Single-CPE, Enterprise Hub, and
Next-Generation Firewall

To grant RMA for a single CPE, enterprise hub, or next-generation firewall:

1. Select Resources > Devices.

The Devices page appears.
Alternatively,

a. Select Resources > Site Management.

The Sites page appears.

b. Click a site that contains the device for which you want to perform RMA.

The Site-Name page appears.

c. Click the Devices tab to view the devices and clusters installed at the site.
2. Select the faulty device for which you initiated RMA and click More > Grant RMA.
The Grant RMA for Device page appears.



NOTE: The Grant RMA option is enabled only for devices with the management status RMA.

3. Complete the configuration according to the guidelines provided in Table 55 on page 344.
4. Click OK to perform the grant RMA process.

You are returned to the Devices page where a confirmation message appears indicating that a Grant

RMA job is created.

5. (Optional) Click the job link in the message to view the progress of the job. Alternatively, view the
progress of this job on the Jobs (Monitor > Jobs) page. This job might take around 15 minutes to
complete.

After the job completes successfully, the management status of the device on the Devices page
changes to Expected. In addition, the status of the site on the Sites page (Resources > Site
Management), where the device for which you performed Grant RMA is installed, changes to
Expected.

To complete the RMA process and start using the new device, you must activate the device. See step 6
in "Perform Return Material Authorization (RMA) for a Device" on page 336 for details.

Table 55 on page 344 provides guidelines on using the fields on the Grant RMA for Device page.

Table 55: Fields on the Grant RMA for Device Page

Field Description

Customer Name Displays the name of the tenant who is performing RMA.

Site Name Displays the name of site in which the faulty device is present.

Device Name Displays the name of the faulty device that will be replaced with a new device

through the Grant RMA process.

Auto Activate Click the toggle button to enable (default) or disable automatic activation of the
new device.
Activation Code If you disable automatic activation, enter the activation code for the new device.

You receive the activation code (Example: 545454) from the service provider,
outside of CSO.



Table 55: Fields on the Grant RMA for Device Page (Continued)

Field Description

Serial Number Enter the serial number of the new device. The serial number is case-sensitive.
Example: DD2316AF0177

Boot Image Select the boot image from the list if you want to upgrade the image for the device.

The boot image is the latest build image uploaded to the image management
system. The boot image is used to upgrade the device when CSO starts the ZTP
process.

NOTE: For SRX Series Firewalls, select the same boot image as the faulty device. If
you select a different boot image for the new device, the grant RMA process may
not complete successfully.

Management Connectivity

NOTE: Enter the management connectivity details, if not pre-configured on the device, to ensure reachability of
the device to CSO.

Address Family Select the IP address type (IPv4 or IPvé).
Interface Name This is a WAN interface that the device uses to connect to CSO.
Access Type Select the access type for the underlay link. LTE, ADSL, and VDSL access types are

supported only on Internet links. You cannot add LTE, ADSL, and VDSL access
types to the same WAN link.

Address assignment DHCEP is selected by default. If you want to provide a static IP address, select
STATIC.
Management VLAN ID Enter a VLAN ID for the WAN link.

Range: 0 through 4094

PPPoE Click the toggle button to enable authenticated address assignment for the WAN
link by using PPPoE (Point-to-Point Protocol over Ethernet).



Table 55: Fields on the Grant RMA for Device Page (Continued)

Field Description

ADSL/VDSL SFP Annex Applicable only to MPLS or Internet links with ADSL or VDSL access types.
Click the toggle button to enable Annex J support through an xXDSL SFP module.

If you keep this option disabled, you must use a Mini-PIM module for connectivity.

Grant RMA for a Dual-CPE Device
To grant RMA for a dual-CPE device (cluster):

1. Select Resources > Devices.

The Devices page appears displaying all the devices and clusters.
Alternatively,

a. Select Resources > Site Management.

The Sites page appears.

b. Click a site that contains the dual-CPE device for which you initiated RMA.
The Site-Name page appears

c. Click the Devices tab to view the devices and clusters installed at the site.

2. Select the cluster or the device in the cluster for which you initiated RMA and click More > Grant
RMA.

The Grant RMA for Device page appears.

NOTE: The Grant RMA option is enabled only for devices with the Management Status RMA.

3. Complete the configuration according to the guidelines provided in Table 56 on page 347.
4. Click OK to perform the grant RMA process.

You are returned to the Devices page where a confirmation message appears indicating that a Grant
RMA job is created.

When you grant RMA, the following actions are performed:

e The cluster-related configuration is backed-up to the CSO database, and the devices in the cluster
are recalled and the new or restored devices are added to the network.



e The management status of the cluster changes to EXPECTED on the Devices page. An RMA tag is
also displayed beside the management status indicating that the RMA process is not yet
complete. Hover over the RMA tag to see the additional steps that you must perform to complete

the RMA process.

On the Sites page (Resources > Site Management), the status of the site, where the cluster or
device for which you performed Grant RMA is installed, changes to Expected.

5. (Optional) View the progress of this job on the Jobs (Monitor > Jobs) page. This job might take

around 15 minutes to complete.

Table 56 on page 347 provides guidelines on using the fields on the Grant RMA for Device page.

Table 56: Fields on the Grant RMA for Dual-CPE Device Page

Field

Customer Name

Site Name

Device Name

Primary Serial Number

Primary Activation Code

Secondary Serial Number

Secondary Activation
Code

Description

Displays the name of the tenant performing RMA.

Displays the name of site in which the faulty device is present.

Displays the name of the faulty device that will be replaced with new or restored
devices through the Grant RMA process.

Enter the serial number of the new primary device. The serial number is case-
sensitive. Example: DD2316AF0177

Enter the activation code for the new primary device. You will receive the activation
code from the service provider, outside of CSO. Example: 545454

Enter the serial number of the new secondary device. The serial number is case-
sensitive. Example: DD2316AF0145

Enter the activation code for the new secondary device. You receive the activation
code from your service provider, outside of CSO. Example: 545476

Grant RMA for an SRX Series Firewall within an SRX Cluster

To grant RMA for an SRX Series Firewall within an SRX cluster:

1. Select Resources > Devices.



The Devices page appears displaying all the devices and clusters.
Alternatively,

a. Select Resources > Site Management.

The Sites page appears.

b. Click the site that contains the SRX Series Firewall for which you initiated RMA.
The Site-Name page appears

c. Click the Devices tab to view the devices and clusters installed at the site.
2. Select the defective device for which you initiated RMA and click More > Grant RMA.
The Grant RMA for Device page appears.

NOTE: The Grant RMA option is enabled only for devices with the Management Status RMA.

3. Complete the configuration according to the guidelines provided in Table 57 on page 348.
4. Click OK to perform the grant RMA process.

You are returned to the Devices page where a confirmation message appears indicating that a Grant
RMA job is created.

When you perform Grant RMA for a device, a job is created to update the device object in CSO with
the serial number and activation code of the new device. On the Sites page (Resources > Site
Management), the status of the site, where the device for which you performed Grant RMA is
installed, changes to PROVISIONED.

5. View the progress of this job on the Jobs (Monitor > Jobs) page. This job might take around 15
minutes to complete.

Table 57 on page 348 provides guidelines on using the fields on the Grant RMA for Device page.

Table 57: Fields on the Grant RMA for Device Page (for SRX Series Firewall in an SRX Cluster)

Field Description

Customer Name Displays the name of the tenant who is performing RMA.

Site Name Displays the name of site in which the faulty device is present.

Device Name Displays the name of the faulty device that will be replaced with a new one through

the Grant RMA process.



Table 57: Fields on the Grant RMA for Device Page (for SRX Series Firewall in an SRX Cluster)
(Continued)

Field Description

Serial Number Enter the serial number of the new device. The serial number is case-sensitive.
Example: DD2316AF0177

Activation Code Enter the activation code for the new device. You receive the activation code
(Example: 545454) from the service provider, outside of CSO.

About the Devices Page | 332
Perform Return Material Authorization (RMA) for a Device | 336

Manage a Single CPE Device
Users with the Tenant Administrator role can use the Device-Name page (Resources > Devices > Device-
Name) to view details of and manage a customer premises equipment (CPE) device.
This topic provides information about managing a CPE device.
To manage a CPE device:
e Click the Overview tab to perform the following operations:

e View the geographical location of the device at the tenant site.

o View the aggregate throughput of the device.

o View recent alerts for the device.

e View recent alarms for the device.

e View license details of the device.

e View details of the device, such as serial number, management IP address, OS version, device
template, tenant name, site name, operational status, and management status.

e Click the Inventory tab to perform the following operations:



Click the Chassis tab to view the hardware details

Click the Physical Interfaces tab to view the physical interfaces for the device.

Click the Logical Interfaces tab to view the logical interfaces for the device.

Click the Licenses tab to view and manage the device and feature licenses on the device.

Click the Software tab to view and manage the software images on the device.

Click the Configuration Template tab to perform the following operations:

Click + to add a new template.

Select a template and click Configure to edit an existing template. In the Configure page, you can:
o Click View Changes to view the changes between the current and previous configuration.

o Click Render Template to render a configuration in CLI format.

Click Deploy to deploy a configuration.

Click Undeploy to undeploy a configuration template from a device.

Undeploying a configuration template removes the configuration pushed to the device when the
configuration template was deployed.

Click Dissociate to dissociate a configuration template from a device.

Dissociating a configuration template removes only the references to the configuration template
from the device but does not remove the configuration pushed to the device.

Click Deployment History to view the deployment history.

Click the Configuration tab to perform the following operations (applicable only for Next-Generation

Firewall devices):

Click the Interfaces tab to add the LAG interfaces (for a single SRX device) or RETH interfaces (for
dual SRX Series Firewalls) to manage the connectivity between the device and a switch.

Click the Zones tab to view and manage the security zones for the device.

Click the Redundancy Group tab to add or edit redundancy group information. This tab is
displayed only for dual SRX Series Firewalls connected as a cluster.

Click the Running Configuration tab to view the current configuration on the device. Click the
Remote Console option to access the device CLI. You can automatically log in to the device
through the Remote Terminal browser window, without entering a username and password. If you
access the device CLI through the remote terminal, root user login is disabled.
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Rebooting a CPE Device

You need to reboot a CPE device if the device is down, or if all troubleshooting options fail.
To reboot a CPE device:

1. Select Resources > Devices.
2. Select the CPE device that you want to reboot and select More > Reboot.

A Device Reboot job link is created and the Status Message column displays the status as Reboot in-

progress.

NOTE: If you reboot a tenant device, deployments that are in progress are stopped.

3. (Optional) Click the Device Reboot link to view the device reboot logs.

4. (Optional) You can view the job status on the Monitor > Jobs page.
You can view the status of reboot in the Status Message column.

On successful reboot of the CPE device, the Status Message column displays the status as Reboot

Succeeded.
If a CPE device is not reachable or if the reboot time exceeds the timeout value, the reboot fails and the

Status Message column displays the status as Reboot Failed.

NOTE: The timeout value for rebooting a CPE device is 14 minutes.
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Configuring APN Settings on CPE Devices

IN THIS SECTION

Configuring APN Settings with SIM Change on CPE Devices | 352

Configuring APN Settings without SIM Change on CPE Devices | 354

You can configure Access Point Name (APN) settings on the following devices, with or without SIM
change. You can change the APN settings either to use a private APN with the current LTE service
provider or to use a different LTE service provider.

NOTE: You can only insert a SIM card in the SIM1 slot of the LTE Mini-Physical Interface Module
(Mini-PIM).

Following is the list of devices on which you can configure APN settings:
o NFX Series—NFX150 and NFX250 CPE devices

e SRX Series—SRX320, SRX340, and SRX345 CPE devices

Configuring APN Settings with SIM Change on CPE Devices
To configure APN settings with SIM change:

1. Select Resources > Devices.
The Devices page appears.

2. Click the device that you want to configure.
The Device-Name page appears.

3. Click the Configuration Template tab and change the APN settings according to the guidelines
provided in Table 58 on page 353.

4. Click Save.
The new settings are applied after one minute.
5. Remove the USB dongle from the CPE device, change the SIM card, and re-insert the USB dongle.

The system checks for the new APN settings every minute.

e If the applied APN settings are compatible with the new SIM card—The LTE WAN link and its
tunnels go down after one minute and remain down till the new SIM card is inserted. The LTE



dongle LED indicates that the connection is down during this period. Maximum one minute after
the new SIM is inserted, the LTE dongle LED indicates that the connection is up. The LTE WAN
link and its tunnels come up automatically.

o If the applied APN settings are not compatible with the new SIM card—The LTE WAN link and its
tunnels go down after one minute and remain down even after the new SIM card is inserted. The
LTE dongle LED indicates that the connection is down even after the new SIM is inserted.

6. To revert to the old SIM, remove the USB dongle, replace the current SIM with the previous SIM, and
re-insert the dongle.

The system checks for the new APN settings every minute. Maximum one minute after the old SIM is
inserted, the LTE dongle LED indicates that the connection is up (using the old SIM and old APN).
The LTE WAN link and its tunnels come up automatically

Table 58: Fields for the APN Configuration Settings on the Configuration Template Tab

Field Description

Edit Settings for APN Configuration

Use default APN Click the toggle button to enable (default) or disable the default APN settings.
settings
e [f you enable this option, the default APN settings that are shipped along with the
CPE device are used for configuring the APN.

e If you disable this option, you must configure the APN settings manually.

APN Settings

APN Name Enter the access point name (APN) of the gateway router.

SIM Change Required Click the toggle button to enable or disable changing the SIM card:

NOTE: You can change the SIM card either to use a different LTE service provider or
to use a private APN with the current LTE service provider.

e (Default) Enable this option to change the APN settings and to use a new SIM
card.

e Disable this option to change the APN settings without changing the SIM card.



Table 58: Fields for the APN Configuration Settings on the Configuration Template Tab (Continued)

Field Description
Authentication Method From the list, select one of the following authentication methods for the APN
configuration as configured by the service provider:

o (Default) PAP—Select this option to use Password Authentication Protocol (PAP)
as the authentication method.

e CHAP—Select this option to use Challenge Handshake Authentication Protocol
(CHAP) authentication as the authentication method.

o None—Select this option if you do not want to use any authentication method.

Authentication

Information

SIP User ID Enter the Session Initiation Protocol (SIP) user ID for authentication.
SIP Password Enter the SIP password for authentication.

Configuring APN Settings without SIM Change on CPE Devices
To configure APN settings without SIM change:

1. Select Resources > Devices.
The Devices page appears.

2. Click the device that you want to configure.
The Device-Name page appears.

3. Click the Configuration Template tab and change the APN settings according to the guidelines
provided in Table 58 on page 353.

4. Click Save.
The new settings will be applied after one minute.

e If the applied APN settings are valid—In CSO, the LTE WAN link and its associated tunnels go
down momentarily and then, get re-established automatically.

e If the applied APN settings are invalid—After one minute, the LTE dongle LED indicates that the
connection is down. In CSO, the LTE WAN link and its associated tunnels go down.



After two minutes, the LTE dongle LED indicates that the connection is up (using old APN). In
CSO, the LTE WAN link and its tunnels come up automatically.
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Identifying Connectivity Issues by Using Ping

You can use Contrail Service Orchestration (CSO) to perform a ping operation from a device (provider
hub, tenant device, CPE device, enterprise hubs, or next-generation firewall device) to a remote host for
identifying issues in connectivity with the remote host.

When you ping a remote host from a device, an Internet Control Message Protocol (ICMP) packet is sent
to the remote host. By analyzing the results of the ping operation, you can identify the possible device
connectivity issues between the remote host and the device.

NOTE: In Contrail Service Orchestration (CSO) Release 6.1.0, the following devices support ping:
e NFX Series: NFX150, NFX250

e SRX Series: SRX300, SRX320, SRX340, SRX345, SRX380, SRX1500, SRX4100, SRX4200,
SRX4600

e VSRX

To perform the ping operation:

1. Select Resources > Devices.
The Devices page appears.
2. Select a device from the list of devices displayed and click More > Ping.

The Ping page appears.

NOTE: You can ping from a device only when its operational status is Up in CSO.

3. Complete the configuration according to the guidelines provided in Table 59 on page 356.



NOTE: Fields marked with an asterisk (*) are mandatory.

4. Click Ping to initiate the ping request.

A job is created and the Ping Progress page appears. After the device sends the ping packets, the

Ping Result page appears. . If the ping operation is successful, the Ping Result page displays the
parameters specified in Table 60 on page 358.

If the ping operation fails, the Ping Result page displays an appropriate error message (such as No

response or No route to host), indicating that there is an issue in the connectivity to the remote host.

Table 59: Fields on the Ping page

Field

Remote Host

Ping Request Packets

Advanced

Source Interface

Hostname Resolution

Description

Enter the IPv4 address or hostname of the remote host.

Enter the number of ping request packets to be sent to the remote host.
Default: 5.

Range: 1 through 300.

Select the source interface on the device through which you want to send the
ping request to the remote host. If you do not select a source interface, ping
requests are sent on all interfaces.

To clear the selected interface, click Clear All and select another interface.

Click the toggle button to enable or disable (default) the display of hostname of
the hops along the path to the remote host.



Table 59: Fields on the Ping page (Continued)

Field

Rapid Ping

Packet Fragmentation

Packet Size (bytes)

Wait Time (seconds)

Description

Click the toggle button to enable or disable (default) sending ping requests
rapidly.

If you enable this option, the source device sends a minimum of 100 ping
request packets per second or sends a packet as soon as a response to the
previous packet is received, whichever is greater.

e |[f the source device does not receive a response for 500 ms, timeout is
considered.

e |f the source device receives a response within 500 ms, the next ping
request packet is sent immediately.

NOTE: The ping results are displayed in a single consolidated message instead
of individual messages for each ping request packet sent.

Click the toggle button to enable or disable (default) the fragmenting of ping
request packets.

If packet fragmentation is disabled, ping packets with the maximum
transmission unit (MTU) greater than 1500 bytes are dropped.

Enter the size (in bytes) of the ping request packet.
Default: 56 by