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DAY ONE: JSA UP AND RUNNING

Administrators interested in SIEM solutions now have a single set

of instructions on how to quickly install, deploy, and configure
the Juniper Secure Analytics virtual and physical devices.

By Rethish Vijayakumaran Pillai, Sahithya Asula,
and Sushma Sethuram
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DAY ONE: JSA UP AND RUNNING

JSA is a robust Security Information and Event Management (SIEM) solution and one of the best
SIEM solutions available. JSA collects, processes, and stores millions of events and flow records from
a vast array of vendor devices in near real-time. It then analyzes that information along with latest
threat feeds and provides the most relevant and actionable intelligence in real time.

Now there’s a one-stop resource to get JSA up and running: Day One: JSA Up and Running. The book
covers JSA's many capabilities, its hardware and software components, deployment options, and
several sections on using the JSA web user interface. Step-by-step instructions allows you to install
various JSA appliances that suit their networks, apply licenses, manage data backups, and get your
network secure.

“This Day One book provides a comprehensive guide to installing and deploy JSA in your environment as well
as excellent step-by-step guidance on how to maintain and troubleshoot your JSA installation. By reading
this book you'll be able to provide comprehensive security visibility to detecting and mitigating threats in
your network.”

Clay Haynes, Sr. Network Engineer, JNCIE-SEC #69, JNCIE-ENT #492

“In today’s networks a SIEM is an essential part in event monitoring and analysis. Especially with a larger
number of devices and events it is impossible for an operator to correlate all the monitoring and logging
data. Juniper Secure Analytics (JSA) is not only a SIEM that collects data but it also helps operators get real
insight into what is actually happening in their networks. This very well written book will not only get you
up and running but also provides tips and tricks and real-life configuration examples.”

Melchior Aelmans, Lead Engineer Cloud Providers, Juniper Networks

IT'S DAY ONE AND YOU HAVE A JOB TO DO, SO LEARN HOW TO:

n Install and configure Juniper Secure Analytics (JSA) hardware appliances
Install and configure virtual JSA (vJSA) appliances

Understand basic JSA functions and components

Understand various JSA hardware models

Understand JSA software versions

Understand JSA licensing

Configure High Availability (HA)

Understand JSA standalone deployment

Understand JSA distributed deployment
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Figure 442 JSA3800 Obtain Volume Status

[root@jtac-JSA3800-BSE-r002 ~]# sas2ircu 0 status

LSI Corporation SAS2 IR Configuration Utility.

Version 16.00.00.00 (2013.03.01)

Copyright (c) 2009-2013 LSI Corporation. All rights reserved.

Background command progress status for controller 0...
IR Volume 1
Volume ID 1 286
Current operation : None
Volume status : Enabled
Volume state : Optimal
Volume wwid : 0£830175d49£0389
Physical disk I/Os : Not quiesced
SAS2IRCU: Command STATUS Completed Successfully.
SAS2IRCU: Utility Completed Successfully.

The Volume state is shown as Optimal which indicates that RAID is healthy. If
there are any faulty HDDs, the Volume state is displayed as Degraded.

To find out the faulty HDD, use the sas2ircu @ display command. To obtain the
device status, run sas2ircu @ display, as shown in Figures 443 and 444.

Figure 443 JSA3800 Obtain Device Status

[root@jtac-JSA3800-BSE-r002 ~]# sas2ircu 0 display | more
LSI Corporation SAS2 IR Configuration Utility.

Version 16.00.00.00 (2013.03.01)

Copyright (c) 2009-2013 LSI Corporation. All rights reserved.

Read configuration has been initiated for controller 0

Controller type SAS2308_1
BIOS version : 7.39.02.00
Firmware version : 20.00.07.00
Channel description : 1 Serial Attached SCSI
Initiator ID )

Maximum physical devices t 255
Concurrent commands supported

Slot

Segment

Bus

Device

Function

RAID Support

Figure 444 JSA3800 Device Status Information

From the output, you can see that the JSA 3800 provides a total storage space of
2.5 TB and has a total of six physical HDDs.
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Figure 445

Figure 446

Figure 447

Use the same sas2ircu 0 display command with different filters to see more HDD
details, as shown in Figures 445 and 446, where if the State is Optimal it indicates
that the physical HDDs are healthy.

JSA3800 Obtain HDD Details

: Optimal
: Optimal
: Optimal
: Optimal

: Optimal
: Optimal

~]# sas2ircu 0 display | grep "in sectors"
1 858483/1758174767
: 858483/1758174767
1 858483/1758174767
: 858483/1758174767
1 858483/1758174767
: 858483/1758174767

The Juniper Secure Analytics 5800 (JSA5800) is an enterprise and carrier-class ap-
pliance that provides a scalable network security management solution for medi-
um-sized companies up to large global organizations.

JSA 5800

- Juniper

The JSA5800 appliance is a 2-U, rack-mountable chassis with AC power supplies
(or optional DC power supplies), eight hot-swappable hard drives, 128 GB memo-
ry, and two 10 Gigabit and four Gigabit Ethernet interfaces.
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Figure 448 JSA5800 RAM Details

[root@jsaEP-FP ~]# free -m
total used free shared buff/cache available

128734 2283 118867 241 7584 125694
24575 0 24575

Figure 449 JSA5800 CPU Details

[root@jsaEP-FP ~]# lscpu | more
Architecture: x86_64

CPU op-mode (s) : 32-bit, 64-bit
Byte Order: Little Endian
CPU(s): 40

On-line CPU(s) list:

Thread(s) per core:

Core(s) per socket:

Socket (s) :

NUMA node (s) :

Vendor ID: GenuineIntel
CPU family: 6

Model: 62

Model name: Intel (R) Xeon(R) CPU E5-2680 v2 @ 2.80GHz
Stepping: 4

CPU MHz: 1251.489

CPU max MHz: 3600.0000

CPU min MHz: 1200.0000

JSA5800 appliance uses the RAID10 configuration. In RAID10, the drives are du-
plicated for fault tolerance. To monitor the JSA5800 RAID array, run the following
commands.

To obtain the RAID status, run /opt/MegaRAID/MegaCli/MegaCli64 —LDinfo -Lall -a @,
as shown in Figure 450.

Figure 450 JSA5800 Obtain RAID Status

[root@jsaEP-FP ~]# /opt/MegaRAID/MegaCli/MegaCli64 -LDinfo -Lall -a 0

Adapter 0 -- Virtual Drive Information:
irtual Drive: 0 (Target Id: 0)
: Primary-1, Secondary-0, RAID Level Qualifier-0
: 3.270 TB
22012
: No
: 3.270 TB
: Optimal
64 KB
umber Of Drives p pan:2
pan Depth 4
Default Cache Policy: WriteBack, ReadAhead, Cached, No Write Cache if Bad BBU
urrent Cache Policy: WriteBack, ReadAhead, Cached, No Write Cache if Bad BBU
ault Access Policy: Read/Write
rent Access Policy: Read/Write
PDisk Cache Policy : Enabled
ncryption Type : None
Bad Blocks Exist: No
PI type: No PI
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Figure 451

Figure 452

From the output, you can see that the JSA 5800 provides a total storage space of
3.2 TB and has a total of eight physical HDDs (4 drives per 2 spans). The Logical
Disk (LD) state is Optimal which indicates that RAID is healthy. If there are any
faulty HDDs, LD state is displayed as Degraded. To find out which HDD is faulty,
use the PDList command. To obtain the driver status, run /opt/MegaRAID/MegaCli/
MegaCli64 -PDList -a @ Imore, as shown in Figure 451.

JSA5800 Obtain Driver Status

saEP-FP ~]# /opt/MegaRAID/MegaCli/MegaClié4 -PDList -a 0 | grep "Firmware state"
Spun Up
ine, Spun Up
Spun Up

: Online, Spun Up
: Online, Spun Up
Online, Spun Up
Online, Spun Up
: Online, Spun Up

Use the same /opt/MegaRAID/MegaCli/MegaCli64 -PDList —-a @ command with different
filters to see the HDD Serial Number, HDD model, and Raw size details, as shown
in Figure 452.

JSA5800 Obtain HDD Details

[root@jsaEP-FP ~]# /opt/MegaRAID/MegaCli/MegaCli64 -PDList -a 0 | grep -i "Seagate"

ST900MM0026 0003SO0N33JHD

ST900MMO0026 0003SON2P6RK

TIOOMMO026 0003SON33GZF

ST900MMO0026 0003SON34Q0R

ST900MM0026 0003S0N

T900MM0026

ST900MM0026

ST900MM0026

bt /MegaRAID/MegaC -PDList -a 0 | grep "Raw Size"
cb9e30 Sect:

The Juniper Secure Analytics 7500 (JSA7500) is an enterprise and carrier-class ap-
pliance that provides a scalable network security management solution for medi-
um-sized companies up to large global organizations.
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Figure 453 JSA 7500 Front and Rear Views

Figure 454

available
98316

Figure 455 JSA7500 CPU Details

Little Endian
32

CPU (s)

) per

nuinelIntel

5

Intel (R) Xeon(R) CPU E5-2648L 0 @ 1.80GHz

JSA7500 uses RAID10. In RAID10, drives are duplicated for fault tolerance. To
monitor the JSA7500 RAID array, run the following commands. To obtain the
RAID status, run /opt/MegaRAID/MegaCli/MegaCli64 —LDInfo -LA1l —a @, as shown in
Figure 456.
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Figure 456

Figure 457

JSA7500 Obtain RAID Status

[root@jtac-JSA7500-r003 ~]# /opt/MegaRAID/MegaCli/MegaCli64 -LDInfo -IAll -a 0

Adapter 0 -- Virtual Drive Information:
Virtual Drive: 0 (Target Id: 0)
:RAID-10
: Primary-1, Secondary-0, RAID Level Qualifier-0
: 11.446 TB
2512
Is VD emulated : No
Mirror Data : 11.446 B
: Optimal
Strip Size : 512 KB
umber Of Drives per span:4

WriteBack, ReadAdaptive, Direct, Write Cache OK if Bad BBU
WriteBack, ReadAdaptive, Direct, Write Cache OK if Bad BBU
1t Access Poli
nt Access Poli.
Disk Cache Policy sk's Default
[Encryption Type : None
[PI type: No PI

From the output, you can see that JSA7500 provides a total storage space of 11.4
TB and has a total of twenty-eight physical HDDs (7 drives per 4 spans). The Logi-
cal Disk (LD) state is Optimal which indicates that RAID is healthy. If there are
any faulty HDDs, LD state is displayed as Degraded. To find out which HDD is
faulty, use the /opt/MegaRAID/MegaCli/MegaCli64 —PDlist -a @ command.

To obtain the driver status, run /opt/MegaRAID/MegaCli/MegaCli64 —PDlist —a @, as
shown in Figure 457.

JSA7500 Obtain Driver Status

00-r003 ~]# /opt/MegaRAID/MegaCli/MegaClié4 -PDlist -a 0 | grep "Firmware state"
» Spun Up
, Spun Up

, Spun Up

The state of the Firmware State as Online indicates that the physical HDDs are
working fine. Use the same /opt/MegaRAID/MegaCli/MegaCli64 -PDlist -a @ command
with different filters to see the HDD Serial Number, HDD model, and Raw size
details, as shown in Figures 458 and 459.
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Figure 458

Figure 459

Figure 460

JSA7500 Obtain HDD Details

aCli/MegaCli64 -PDlist -a 0 | grep "Inquiry Data"

0 0TFH?
01SONOWPSE
ONOWP2E

01SONOVMD?7
01S0NOVQBJ

In the unlikely scenario that you find a faulty HDD, create a support ticket with
Juniper Support Team for RMA.

The Juniper Secure Analytics 7800 (JSA7800) is an enterprise and carrier-class ap-
pliance that provides a scalable network security management solution for medi-
um-sized companies up to large global organizations.

JSA7800 Front and Rear Views
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Figure 461

Figure 462

The JSA7800 appliance is a 2-rack-unit (2-U) rack mountable. It supports hot-
swappable dual-AC (or optional dual-DC) power supplies with redundant con-
figuration, sixteen hot-swappable hard drives that support RAID, 128-GB
memory, and two 10-Gigabit SFP+ interfaces and four 1-Gigabit Ethernet
interfaces.

JSA7800 RAM Details

[root@jtac-JSA7800-BSE-r001 ~]# free -m
total used free shared buff/cache available

Mem: 128734 1895 126290 i) 549 126256
Swap: 24575 0 24575

JSA7800 CPU Details

[root@jtac-JSA7800-BSE-r001 ~]# lscpu
[Architecture: x86_64

CPU op-mode (s) : 32-bit, 64-bit
Byte Order: Little Endian
CPU(s) : 40

On-line CPU(s) list:

Thread(s) per core:

Core(s) per socket:

GenuinelIntel
6

62

Intel (R) Xeon(R) CPU E5-2680 v2 @ 2.80GHz
4

1660.791
3600.0000
1200.0000
5600.31

VT-x

32K

32K

256K

25600K

The JSA7800 appliance uses the RAID6 configuration. In RAID6, drives are dupli-
cated for fault tolerance. To monitor the JSA7800 RAID array, run the following
commands.

To obtain the RAID status, run /opt/MegaRAID/MegaCli/MegaCli64 -LDinfo -Lall -a 0,
as shown in Figure 463.
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Figure 463

Figure 464

JSA7800 Obtain RAID Status

[root@jtac-JSA7800-BSE-r001 ~]# /opt/MegaRAID/MegaCli/MegaCli64 -LDinfo -Lall -a 0

dapter 0 -- Virtual Drive Information:
irtual Drive: 0 (Target Id: 0)
lame 4
AID Level : Primary-6, Secondary-0, RAID Level Qualifier-3
i : 25.463 TB
Sector Size s 512
s VD emulated : No
arity Size 37637 TB
: Optimal
: 256 KB
1 16

: Read/Write
d/Write
Disk Cache Policy : Default
Encryption Type : None
Bad Blocks Exist: No
PT type: No PI

From the output, you can see that the JSA7800 provides a total storage space of
25.4 TB and has a total of sixteen physical HDDs. The Logical Disk (LD) state is
Optimal, which indicates that RAID is healthy.

If there are any faulty HDDs, LD state is displayed as Degraded. To find out which
HDD is faulty, use the /opt/MegaRAID/MegaCli/MegaCli64 —PDlist -a @ command.

To obtain the driver status, run /opt/MegaRAID/MegaCli/MegaCli64 -PDList -a @ |more,
as shown in Figure 464.

JSA7800 Obtain Driver Status

-BSE-r001 ~]# /opt/MegaRAID/MegaCli/MegaCli64 -PDList -a 0 | grep "Firmware state"
Online, Spun Up
Online, Spun Up
Online, Spun Up

ine, Spun Up

un Up

Spun Up

e: Online, Spun Up
: Online, Spun Up
e: Online, Spun Up
Online, Spun Up
Online, Spun Up
Online, Spun Up
Online, Spun Up
Online, Spun Up
Online, Spun Up

: Online, Spun Up

The state of the Firmware State as Online indicates that the physical HDDs are
working fine. Use the same /opt/MegaRAID/MegaCli/MegaCli64 —PDList -a @ COM-
mand with different filters to see the HDD Serial Number, HDD model, and Raw
size details, as shown in Figures 465.
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Figure 465

Figure 466

Figure 467

JSA7800 Obtain HDD Details

[ 64 -PDList -a 0 | grep "Raw Size"
e: 1.819 TB [0
.819 B [0
.819 TB [0
9 TB Sectors]
= TB [0xeBe088b0 Sectors]
.819 TB [0 088b0 S
.819 TB

.819 TB 8 0 Sectors]
.819 TB [0 088b0 Sectors]

.819 TB [0xeBe088b0 Sectors]
.819 TB [0xeB8e088b0 Sect
.819 TB [0: 088b0 Se 1
.819 TB [0xeBe088b0 Sectors]
.819 TB

.819 TB [0

.819 TB [0x

64 -PDList -a 0 | grep "Inquiry Data"

NOO5W4
EAGATE ST2000NX NOOS5W4
a: SEAGATE ST2000NX0433  NOOSW462FVIV
: SEAGATE ST2000NX0433  NOOSW462EWFT
NOO5W462FXT9
NOO5W4 ]
N005W4
N005W462G85D
NOO5W462GH1T
NO005W462FV9Z
NOO5W4 {]
N005W4 M
NOOSW462EXDY

In the unlikely scenario that you find a faulty HDD, create a support ticket with
Juniper Support Team for RMA.

To determine the serial number of JSA appliances, use the dnidecode | grep -i se-
rial | more command.

To determine the model details of JSA appliances, use the dmidecode | grep -i prod-
uct command.

JSA3800 Sample Output

Run dnidecode | grep -i product to verify the appliance model.

Verify Appliance Model (JSA3800)

[root@jtac-JSA3800-BSE-r002 ~]# dmidecode | grep -i product

Product Name: JSA3800
Product Name: JSA3800




288  Chapter 4: JSA Hardware Use Cases

Figure 468

Figure 469

Figure 470

Figure 471

Run dnidecode | grep -i serial to verify the serial number.

Verify Serial Number (JSA3800)

[root@jtac-JSA3800-BSE-r002 ~]# dmidecode | grep -i serial
S al services are supported (int 14h)
Serial Number: CS3115AM0003

cerial Number: ZM1575006719
erial Number: C1130LD50N40172
Serial Number: Not Specified
Port Type: Serial Port 16550A Compatible
Serial Number: 4019EC49
ial Number: Dimml SerNum
Number: 4019EC30
Number: Dimm3 SerNum
Number: 4019EC42
Number: Dimm5_SerNum
Number: 4019EC45
ial Number: Dimm7_ SerNum
Number:
Number: P7041CE37ST0365
Number: P7041CE35ST0213

JSAS5800 Sample Output

Run dnidecode | grep -i product to verify the appliance model.
Verify Appliance Model (JSA5800)

[root@jsaEP-FP ~]# dmidecode | grep -i product
Product Name: JSA5800
Product Name: JSA5800

Run dnidecode | grep -i serial to verify the serial number.

Verify Serial Number (JSA5800)

root@jsakEP-FP ~]# dmidecode | grep -i serial

S 1 services are supported (int 14h)
Number: CT1315AM0023

Number: VM14CS019758

Number: C2130LC50MA0359

Number: Not Specified

Number: Not Specified

Port Type rial Port 16550A Compatible

JSA7500 Sample Output

Run dnidecode | grep -i product to verify the appliance model.

Verify Appliance Model (JSA7500)

[root@jtac-JSA7500-r004 ~]# dmidecode | grep -i product
Product Name: JSA7500

Product Name: S2600CO

Run dnidecode | grep -i serial to verify the serial number.
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Figure 472

Figure 473

Figure 474

Verify Serial Number (JSA7500)

[root@jtac-JSA7500-r004 ~]# dmidecode | grep -i serial
ial services are supported (int 14h)
al Number: 0329122013000009

Number: QSC032600438

N U e X2 e T e e oe
er Number:
erial Number:

JSA7800 Sample Output

Run dnidecode | grep -i product to verify the appliance model.

Verify Appliance Model (JSA7800)

Product Name: JSA7800

Run dmidecode | grep -i serial to verify the serial number.
Verify Serial Number (JSA7800)

[root@jtac-JSAT800-BSE-r001 ~]# dmidecode | grep -i serial
Serial services are supported (int 14h)
Serial Number: CU0520AM0002
Serial Number: VM1995022251

: C2160LI37NA0055

r : Not Specified
Serial Number: Not Specified
Port Type: Serial Port 16550A Compatible
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Appendix A: Memory Requirements for Virtual Appliances

Table A.1 lists the minimum memory requirements for JSA virtual appliances.

Table A.1 Advanced Options for the HA Host

JSAVirtual Appliance

Minimum memory
requirement

Suggested memory
requirement

QFlow Virtual 6 GB 6 GB
Data Node Virtual 1400 24 GB 48 GB
Event Collector Virtual 1599 12 GB 16 GB
Event Processor Virtual 1699
12 GB 48 GB
up to 20,000 EPS
Event Processor Virtual 1699
) 128 GB 128 GB
20,000 EPS or higher
Flow Processor Virtual 1799
12 GB 48 GB
up to 1,200,000 FPM
Flow Processor Virtual 1799
) 128 GB 128 GB
1,200,000 FPM or higher
All-in-One Virtual 3199
5,000 EPS or less 32 GB 48 GB

200,000 FPM or less
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All-in-One Virtual 3199

30,000 EPS or less 64 GB 128 GB

1,000,000 FPM or less

Log Analytics Virtual 8099 24 GB 48 GB

Risk Manager 24 GB 48 GB

Vulnerability Manager Processor 32GB 32GB

Vulnerability Manager Scanner 16 GB 16 GB
64 GB or more for a medium
sized App Host

App Host 12 GB

128 GB or more for a large
sized App Host

Appendix B: CPU Requirements for Virtual Appliances

Table B.1 lists the CPU requirements for virtual appliances.

Table B.1 CPU Requirements for JSA Virtual Appliances

JSAVirtual Appliance

Threshold

Minimum Number of

Suggested Number of

CPU Cores CPU Cores

QFlow Virtual 1299 10,000 FPM or less 4 4

2,500 EPS or less 4 16
Event Collector Virtual 1599 | 5,000 EPS or less 8 16

20,000 EPS or less 16 16

2,500 EPS or less 4 24

5,000 EPS or less 8 24
Event Processor Virtual 1699 | 20,000 EPS or less 16 24

40,000 EPS or less 40 40

80,000 EPS or less 56 56
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150,000 FPM or less 4 24
300,000 FPM or less 8 24
Flow Processor Virtual 1799 | 1,200,000 FPM or less 16 24
2,400,000 FPM or less 48 48
3,600,000 FPM or less 56 56
200,000 FPM or less 16 24
5,000 EPS or less
Event and Flow Processor 300,000 FPM or less 48 48
Virtual 1899 15,000 EPS or less
1,200,000 FPM or less 56 56
30,000 EPS or less
25,000 FPM or less 4 24
500 EPS or less
50,000 FPM or less 8 24
1,000 EPS or less
‘ ' ‘ 100,000 FPM or less 12 24
;\il;;-One Virtual Appliance 1,000 EPS or less
200,000 FPM or less 16 24
5,000 EPS or less
300,000 FPM or less 48 48
15,000 EPS or less
1,200,000 FPM or less 56 56
30,000 EPS or less
2,500 EPS or less 4 16
Log Analytics Virtual 8099
5,000 EPS or less 8 16
Vulnerability 4 4
Manager Processor
Vulnerability 4 4
Manager Scanner
Risk Manager 8 8
Datg Node Virtual 1400 4 16
appliance
App Host 4 12 or more for a medium

sized App Host
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Appendix C: Common Ports Used by JSA

Table C.1 lists the JSA ports that are open in a LISTEN state. The LISTEN ports
are valid only when iptables is enabled on your system. Unless otherwise noted,
information about the assigned port number applies to all JSA products.

Table C.1: Listening Ports That Are Used by JSA Services and Components

Port Description Protocol | Direction Requirement
Remote management access.
Adding a remote system as a
managed host.
ot o | LEOU b ool
22 SSH TCP console to all other ’ P
the log file protocol.
components.
Users who use the command-line
interface to communicate from
desktops to the Console.
High-availability (HA).
Emails from JSA to an SMTP
gateway.
From all managed hosts to the
25 SMTP TCP SMTP gatew a}% Delivery of error and \.zvarni.ng ema.il
messages to an administrative email
contact.
All systems to the JSA console. _ o
37 rdate (time) uDP/ A ) he NTP or rd Time synchronization between the
TCP JSA console to the orrdate | 1o console and managed hosts.
server.
Managed hosts that
TCP/ communicate with the JSA Remote Procedure Calls (RPC) for
111 Port mapper console. required services, such as Network
UDP .
Users that connect to the JSA File System (NFS).
console.
Network Time TCP/ JSA Console to the NTP server. | Time synchronization between JSA
123 Protocol UDP HA primary to secondary,and | HA pairs, and between the JSA
(NTP) vice versa. Console and the NTP server.
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Bidirectional traffic between
WinCollect agents and
Windows operating systems
that are remotely polled for

This traffic is generated by
WinCollect, Microsoft Security
Event Log Protocol, or Adaptive Log

135 anfi events. Exporter.
dynamically o .
allocated Bidirectional traffic between Note: DCOM typically allocates a
ports above DCOM TCP JSA console components or JSA | random port range for
1024 for event collectors that use either | communication. You can configure
RPC calls. Microsoft Security Event Log Microsoft Windows products to use
Protocol or Adaptive Log a specific port. For more
Exporter agents and Windows | information, see your Microsoft
operating systems that are Windows documentation.
remotely polled for events.
Bidirectional traffic between
WinCollect agents and
Windows operating systems
that are remotely polled for
events.
Windows Bidirectional traffic between This rafficis génerated by .
137 NetBIOS name | UDP I WinCollect, Microsoft Securlt.y
. JSA console components or JSA | Eyent Log Protocol, or Adaptive Log
service Event Collectors that use either Exporter.
Microsoft Security Event Log
Protocol or Adaptive Log
Exporter agents and Windows
operating systems that are
remotely polled for events.
Bidirectional traffic between
WinCollect agents and
Windows operating systems
that are remotely polled for
events.
Windows o This traffic is generated by
138 NetBIOS UDP Bidirectional traffic between WinCollect, Microsoft Security
datagram JSA console components or JSA | Eyent Log Protocol, or Adaptive Log
I Event Collectors that use either Exporter.

Microsoft Security Event Log
Protocol or Adaptive Log
Exporter agents and Windows
operating systems that are
remotely polled for events.
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Bidirectional traffic between
WinCollect agents and
Windows operating systems
that are remotely polled for
events.

This traffic is generated by

139 \;]Velilglo vags TCP }3811(111; i)c:s(:ll:lc gr?lfpﬁSnbei:::eoin]SA WinCollect, Microsoft Securit.y
session service Event Collectors that use either E;;r;triifg Protocol, or Adaptive Log
Microsoft Security Event Log
Protocol or Adaptive Log
Exporter agents and Windows
operating systems that are
remotely polled for events.
JSA managed hosts that connect UDP port for the NetSNMP daemon
to the JSA console. that listens for communications (v1,
162 NetSNMP UDP v2¢, and v3) from external log
External log sources to JSA sources. The port is open only when
Event Collectors. the SNMP agent is enabled.
JSA managed hosts that connect TCP port for the NetSN.MP. daemon
to the JSA console. that listens for communications (v1,
199 NetSNMP TCP v2¢, and v3) from external log
External log sources to JSA sources. The port is open only when
Event Collectors. the SNMP agent is enabled.
Configuration downloads to
managed hosts from the JSA
console.
Apache/ Bidirectional traffic for secure JSA managed hosts that connect to
443 HTTPS TCP communications from all the JSA console.
products to the JSA console. Users must have login access to JSA.
JSA console that manages and
provides configuration updates for
WinCollect agents.
Bidirectional traffic between
WinCollect agents and
Windows operating systems
that are remotely polled for
events.
Bidirectional traffic between
JSA console components or JSA . .
Microsoft Event Collectorsft)hat use the Th.ls rraffic is g§nerated by .
445 Directory TCP Microsoft Security Event Log WinCollect, Microsoft Securlt.y
Service Protocol and Windows Event Log Protocol, or Adaptive Log

operating systems that are
remotely polled for events.

Bidirectional traffic between
Adaptive Log Exporter agents
and Windows operating
systems that are remotely polled
for events.

Exporter.
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External network appliances
that provide TCP syslog events
use bidirectional traffic.

External log sources to send event
data to JSA components.

Syslog traffic includes WinCollect

514 Svslo UDP/ External network appliances
yS108 TCP that provide UDP syslog events | 38Ents, event collectors, and
use uni-directional traffic. Adaptive Log E‘xpor.ter agents
capable of sending either UDP or
Internal syslog traffic from JSA | 1¢p events to JSA.
hosts to the JSA console.
?iive"r?lr(k;;; The Network File System (NFS)
y TCP/ Connections between the JSA mount daemon, which processes
762 mount
uDP console and NFS server. requests to mount a file system at a
daemon . .
specified location.
(mountd)
Connection between the local
Event Collector component and
TCP/ .
1514 Syslog-ng UDP local Event Processor Internal logging port for syslog-ng.
component to the syslog-ng
daemon for logging.
. The Network File System (NFS)
2049 NFS TCP Connections between the JSA protocol to share files or data
console and NFS server.
between components.
From the management interface
2055 NetFlow data | UDP on the flow source (typically a NetFlow datagram from
router) to the JSA Flow components, such as routers.
Processor.
Docker Internal communications. This | Used to manage JSA application
2375 TCP . .
command port port is not available externally. | framework resources.
This port is assigned as a redirect
4333 Redirect port | TCP port for Address Resolution

Protocol (ARP) requests in JSA
offense resolution.
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Communication for the
managed host that is used to

Required for provisioning managed

3432 Postgres Tee access the local database hosts from the Admin tab.
instance.
ﬁ:(at f;?j)l\/?;;ve"r?crfy;? fclllfrlggs External log sources to send
6514 Syslog TCP syslog events use bidirectional encrypted event data to JSA
craffic. components.
High- Bidirectional between the Heartbeat piig froma §econdary
s TCP/ . host to a primary host in an HA
6543 availability secondary host and primary
ubDP . cluster to detect hardware or
heartbeat host in an HA cluster. .
network failure.
Message queue broker for
communications between
components on a managed host.
7676,7677, NOTE You must permit access to
i;l: df(?;li Messaging Message queue communications g::jc[; orttse(firtolglsttile I
bound (}:rts connections TCP between components on a yp ) }
p (IMQ) managed host. Ports 7676 and 7677 are static TCP

above
32000.

ports, and four extra connections
are created on random ports. For
more information about finding
randomly bound ports, see section
Viewing IMQ port associations.
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7777,7778,
;;Z;?’ ;Zgg’ JMX server (Java Management
7783’ 7788’ IMX Internal communications. These | Beans) monitoring for all internal
7790’ 7791’ server TCP ports are not available JSA processes to expose
7792: 7793: ports externally. supportability metrics.
7795, 7799, These ports are used by JSA support.
and 8989.
HA Distributed Replicated Block Device
Distributed Bidirectional between the (DRBD) used to keep drives
. TCP/ . . .
7789 Replicated UDP secondary host and primary synchronized between the primary
Block Device host in an HA cluster. and secondary hosts in HA
(DRBD) configurations.
7800 Apache TCP From the Event Collector to the Real-time (streaming) for events.
Tomcat JSA console.
7301 Apache TCP From the Event Collector to the Real-time (streaming) for flows.
Tomcat JSA console.
Apache From the Event Collector to the . .
7803 Tomeat TCP ISA console. Anomaly detection engine port.
QRM A Internal control This port is used for JSA Risk
7804 builder e TCP communications between JSA | Manager only. It is not available

processes and ARC builder.

externally.
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Event . . .
2000 Collection TCP From the Event Collector to the Llstemr}g port fpr specific Event
. JSA console. Collection Service (ECS).
service (ECS)
SNMP el AL systems that. UDP listening port for external
8001 uDP request SNMP trap information
daemon port SNMP data requests.
from the JSA console.
o Open to control tomcat.
3005 Apache TCP Internal communications. Not . .
Tomcat available externally. This p ortis bound and only accepts
connections from the local host.
Apache From the HTTP daemon Tomcat connector, where the request
8009 Tomeat TCP (HTTPd) process to Tomcat. is us.ed and proxied for the web
service.
Apache From the HTTP daemon Tomcat connector, where the request
8080 Tomeat TCP (HTTPd) process to Tomcat. is us?d and proxied for the web
service.
This traffic is generated by the
WinCollect agent and
WinCollect Bidirectional traffic between communication is encrypted. It is
8413 agents TCP WinCollect agent and JSA required to provide configuration

console.

updates to the WinCollect agent and
to use WinCollect in connected
mode.
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Unidirectional from the JSA

Used by Apache Tomcat to read RSS

3844 Apache TCP console to the appliance thatis | feeds from the host that is running
Tomcat running the JSA Vulnerability the JSA Vulnerability Manager
Manager processor. processor.
XForce H) L Communications between JSA
Reputation Internal communications. Not
9090 TCP . processes and the XForce
database and available externally. .
Reputation IP database.
server
9913 plus Bidirectional Java Remote L
one Web . When the web application is
d . L Method Invocation (RMI) . . .
ynamically | application TCP o registered, one additional port is
assigned container communication between Java dynamically assigned
Virtual Machines ’
port
From the management interface
9995 NetFlow data | UDP on the flow source (typicallya | NetFlow datagram from
router) to the JSA flow components, such as routers.
processor.
Used for JSA Vulnerability Manager
JSA Unidirectional from the scanner commland 1nformat1o}? - The JSA h
Vulnerability to the appliance running the €onsoie CONNCECLS Lo This POrt on the
9999 TCP . host that is running the JSA
Manager JSA Vulnerability Manager o
Vulnerability Manager processor.
processor processor

This port is only used when JSA
Vulnerability Manager is enabled.
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In JSA 2014.5 and earlier, this port is

JSA web- used for server changes, such as the
10000 base.d,.syste'm TCP/ User desktop systems toall JSA | | "o 0 password and firewall
administration | UDP hosts. access
interface ) o .
Port 10000 is disabled in 2014.6.
10101, Heartbeat TCP B;qrg;:CtlZgjilstgj(ﬁiiifftvgzn the Required to ensure that the HA
10102 command prumary y nodes are still active.
nodes.
Communication for the Used for JSA Vulnerability Manager
managed host that is used to configuration and storage. This port
L85 RoseTEs = access the local database is only used when JSA Vulnerability
instance. Manager is enabled.
Local listening point for SSH tunnels
used for Java Message Service (JMS)
N communication with encrypted
20000- Bidirectional from the JSA managed hosts. Used to perform
SSH Tunnel TCP Console to all other encrypted .
23000 long-running asynchronous tasks,
managed hosts. ) .
such as updating networking
configuration via System and License
Management.
SOAP web SOAP web server port for the Event
SELL server e Collection Service (ECS).
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Normalized event data that is

Normalized Bidirectional between JSA communicated from an off-site
32004 event TCP
. components. source or between JSA Event
forwarding
Collectors.
TRE Data flow communication port
32005 Data flow TCP Shilivsitionel bgmaam Sk between JSA Event Collectors when
components.
on separate managed hosts.
S Communication port between the
32006 Ariel queries TCP Bidirectional between JSA Ariel proxy server and the Ariel
components.
query server.
S Events and flows contributing to an
32007 Offense data | TCP Sdlireitione] bgmeam [k offense or involved in global
components. .
correlation.
Identity data that is communicated
32009 Identity data TCP Bidirectional between JSA between Fhe passive Vulnerability
components. Information Service (VIS) and the
Event Collection Service (ECS).
Flow listening Bidirectional between JSA Flow listening port to collect data
32010 TCP
source port components. from JSA Flow Processor.
e S Ariel listening port for database
32011 Ariel listening TCP Bidirectional between JSA searches, progress information, and

port

components.

other associated commands.
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Series appliances to JSA.

32000- Data flow Bidirectional between JSA Data flows, such as events, flows,
(flows, events, | TCP flow context, and event search
33999 components. .
flow context) queries.
Collecting incoming packet capture
(PCAP) data from Juniper Networks
SRX Series appliances.
: NOTE The packet capture on your
40799 PCAP data UDP From Juniper Networks SRX

device can use a different port. For
more information about configuring
packet capture, see your Juniper
Networks SRX Series appliance
documentation.

Appendix D: Important services running on JSA

While there are numerous services running on JSA, let us briefly look into the im-
portant ones, listed in Table D.1.

Note that in an all-in-one deployment, all these are running on a single system. In
a distributed deployment, the services are running on different managed hosts.

Table D.1: Listening Ports That Are Used by JSA Services and Components

Impact if the Service is

server

from different processes to the
various ariel query servers.

Service Name Description Runs On
Down
Responsible for rendering the Web UI will not be available
tomcat Console
web UL to users.
Queries data from managed
ariel_proxy_ hosts. Proxys search requests Console Affects searching of events

and flows from JSA web UL
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accumulator

Responsible for scheduled
reports, saved searches, and
time-series graphs. To speed-up
searches and reports, the
accumulator service accumulates
the required data on a by-minute,
by-hour and by-day fashion.

Console

Scheduled reports,
timeseries graphs and saved
searches will get affected if
this service is down.

hostcontext

Runs the ProcessManager
component that is responsible for
starting, stopping, and verifying
status for each component within
the deployment.

Manages database replication
bundles between console and
managed hosts.

Requests for updated
configuration files, downloads
and unpacks them, and notifies
other components within an
appliance.

Monitors postgresql transactions
and restarts any processes that
have exceeded the predetermined
time limit.

Runs disk maintenance routines
for disk cleanup.

Starts tunnels, ecs, accumulator,
ariel_proxy, ariel_query, gflow,
reporting, and asset_profiler
services.

Console and all managed
hosts

Hostcontext manages all the
other services except
tomcat, hostservices and
ecs-ec-ingress. All services
controlled by hostcontext
are inactive until they are
restarted.

hostservices

Responsible for imq and
postgresql services.

Console and all managed
hosts

Affects all JSA services on
the device where the
hostservices service is down,
and that specific device will
not function properly.

ariel_query_

Reads the ariel database on the
managed hosts, and sends the

Managed hosts (except

You cannot search for events
and flows from that specific

server data matchmg; the request back SFEC, App Host, VP, and managed host on the JSA
to the console’s proxy server for | VS) web UI
further processing. ’
Builds the Asset database on the Assets are not added,
asset_profiler Console

console with identity details.

updated, or deleted.

ecs-ec-ingress
(Event
Correlation
Service -Event
Collector-
ingress)

Collects events in a buffer while
ecs-ec and ecs-ep are being
restarted. Then it spools the data
back to ecs-ec and ecs-ep

Console and managed hosts
(except DN, VP, VS, App
Host, and RM)

Events are not collected in a
buffer and spooled to the
other ecs services.
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ecs-ec (Event
Correlation
Service -Event
Collector)

Parses, normalizes and coalesces
events.

Console and managed hosts
(except DN, VP, VS, App
Host, and RM)

Impacts event and flow
collection.

ecs-ep (Event
Correlation
Service -Event
Processor)

Correlates events, stores events in
the Ariel database, and forwards
events matching the rules within
CRE to the Magistrate
component.

Console and managed hosts
(except DN, VP, VS, App
Host, and RM)

Impacts event and flow
collection and their storage.

vis (Vulnerability
Import Service)

Drives third-party scanner
modules.

Console and managed hosts
(except RM, App Host, and
DN)

Vulnerability import and
scans are affected.

Responsible for communication

Console and all managed

Affects all JSA services on
the device where the imq

imq between various internal h service is down, and that
osts . S
components. specific device will not
function properly.
Affects all JSA services on
Responsible for postgres Console and all managed the device wherev the
postgresql database. JSA configuration is postgres service is down,
. hosts . . .
stored in the postgres database. and that specific device will
not function properly.
reporting Runs the scheduler for reporting. | Console You cannot generate new
executor reports.
qflow Responsible for flow collection. Console and flow Affects flow collection.
processors (FP/FC)
qumprocessor Respon§1ble for vulnerability Console and vulnerability VA scans are affected.
processing. processor
Console, vulnerability
qvmscanner Responsible for VA scans. scanner, and managed hosts | VA scans are affected.

which act as scanners.

ha_manager

Runs when HA is configured.
Responsible for managing
high-availability.

On primary and secondary
HA hosts

Affects HA functionality.

Runs when HA is configured.
Responsible for disk

On primary and secondary

drbd synchronization between HA hosts Affects HA functionality.
high-availability hosts.

dataNode Resp 9n51ble oz CEpAmes s Data nodes Affects data rebalancing.
functions.

docker Responsible for Apps (Apps run Console and App Hosts Affects JSA Apps only.

as containers).
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Appendix E: Most Popular JSA Incidents and Checks

Table E. 1 JSA Incidents and Checks
Issue Check Points
Check for the following;:

Deployment times out

The required ports (see Appendix C) are open between the console and the managed
hosts.

There are no connectivity issues between the console and managed host.
Services are up on both console and managed hosts.

See gradar.log for more details.

JSA services down

Check to see if there is enough disk space available on the console and managed hosts.

Whenever the disk utilization goes beyond a certain threshold, services will be
shutdown to avoid data loss. See qradar.log for more details.

Unable to search events/
flows from JSA web Ul

Make sure that the /transient partition has enough disk space available.

Doing a full deploy may resolve temporary search issues because this action restarts
ariel service. Ensure that the services are UP on console and managed hosts. See qradar.
log for more details.

Unable to see events in
Log Activity tab

Check for the following:

Make sure that the log sources are configured to send events, and the required ports are
open between the log sources and the JSA console or event collectors.

Use tcpdump to verify if events are reaching the JSA console or collector interfaces.
Check to see if services are running fine on the JSA console or collector.
Use latest DSMs and PROTOCOLS.

See gradar.log for more details.

Unable to see flows in

Check for the following;:

Ensure that the flow sources are configured to send flows and the required ports are
open between the flow sources and the JSA console or flow collector.

Network Activity tab Use tepdump to verify if the flows are reaching JSA console or collector interfaces.
Make sure services are running fine on console or flow collector.
See gradar.log for more details.

Unable to access JSA L .

web UI J Ensure that the tomcat service is up on console. See qradar.log for more details.

Unable to get email
alerts for offenses

Verify the following:
SMTP access is configured for the console, event collectors, and flow collectors.

Port 25 is open between the SMTP server and JSA console or collectors. See qradar.log
for more details.
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Issues while adding
managed hosts

Check for the following:

The required ports (see Appendix C) are open between the console and the managed
hosts.

There are no connectivity issues between the console and the managed hosts.
Services are up on both console and managed hosts.

See gradar.log for more details.

Issues while configuring
high-availability

Ensure that all the required ports are open (see Appendix C) and there are no
connectivity issues between the primary and secondary hosts.

The /store partition on the secondary host must be equal or more than primary device's
/store partition.

See qradar.log and gradar-ha.log for more details.

Issues with X-Force
updates

Ensure that JSA has access to update.xforce-security.com and license.xforce-security.
com and that you can download updated files.

See /opt/qradar/dca/logs/sca_server.log for more details.

Issues with auto-updates

Ensure that JSA has access to download.juniper.net on port 443 and that you can
download auto-update files.

See gradar.log for more details.

Events shown as
Unknown

Update the DSM to the latest available version.
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