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DAY ONE: JSA UP AND RUNNING

JSA is a robust Security Information and Event Management (SIEM) solution and one of the best
SIEM solutions available. JSA collects, processes, and stores millions of events and flow records from
a vast array of vendor devices in near real-time. It then analyzes that information along with latest
threat feeds and provides the most relevant and actionable intelligence in real time.

Now there’s a one-stop resource to get JSA up and running: Day One: JSA Up and Running. The book
covers JSA's many capabilities, its hardware and software components, deployment options, and
several sections on using the JSA web user interface. Step-by-step instructions allows you to install
various JSA appliances that suit their networks, apply licenses, manage data backups, and get your
network secure.

“This Day One book provides a comprehensive guide to installing and deploy JSA in your environment as well
as excellent step-by-step guidance on how to maintain and troubleshoot your JSA installation. By reading
this book you'll be able to provide comprehensive security visibility to detecting and mitigating threats in
your network.”

Clay Haynes, Sr. Network Engineer, JNCIE-SEC #69, INCIE-ENT #492

“In today’s networks a SIEM is an essential part in event monitoring and analysis. Especially with a larger
number of devices and events it is impossible for an operator to correlate all the monitoring and logging
data. Juniper Secure Analytics (JSA) is not only a SIEM that collects data but it also helps operators get real
insight into what is actually happening in their networks. This very well written book will not only get you
up and running but also provides tips and tricks and real-life configuration examples.”

Melchior Aelmans, Lead Engineer Cloud Providers, Juniper Networks

IT'S DAY ONE AND YOU HAVE A JOB TO DO, SO LEARN HOW TO:

m Install and configure Juniper Secure Analytics (JSA) hardware appliances
® Install and configure virtual JSA (VJSA) appliances

Understand basic JSA functions and components

Understand various JSA hardware models

Understand JSA software versions

Understand JSA licensing

Configure High Availability (HA)

Understand JSA standalone deployment

Understand JSA distributed deployment
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Welcome to Day One

This book is part of the Day One library, produced and published by Juniper Net-
works Books. Day One books cover the Junos OS and Juniper Networks network-
administration with straightforward explanations, step-by-step instructions, and
practical examples that are easy to follow.

m Download a free PDF edition at http://www.juniper.net/dayone
m  PDF books are available on the Juniper app: Junos Genius

m  Purchase the paper edition at Vervante Corporation (www.vervante.com).

What You Need to Know Before Reading This Book

B Basic knowledge of network security, Linux, IT infrastructure, TCP/IP, and
virtualization concepts

After Reading This Book You'll Be Able To:

m Install and configure Juniper Secure Analytics (JSA) hardware appliances
m Install and configure virtual JSA (vJSA) appliances

®m  Understand basic JSA functions and components

m  Understand various JSA hardware models

m  Understand JSA software versions

m  Understand JSA licensing

m  Configure High Availability (HA)

m  Understand JSA standalone deployment

m  Understand JSA distributed deployment


http://www.juniper.net/dayone
https://www.juniper.net/us/en/training/junos-genius/
http://www.vervante.com
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JSA Resources in the Juniper TechLibrary

JSA Software Resources

Juniper Secure Analytics Getting
Started Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-getting-
started-guide/information-products/pathway-pages/pathway-page-m-
container-qradar-gs.html

Juniper Secure Analytics
Installation Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-installation-
guide/information-products/pathway-pages/pathway-page-m-container-
install.html

Juniper Secure Analytics What's
New Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-whats-new-
guide/information-products/pathway-pages/pathway-page-m-container-
whats-new-guide.html

Juniper Secure Analytics Users
Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-users-guide/
information-products/pathway-pages/pathway-page-m-container-user-
siem.html

Juniper Secure Analytics
Administration Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-
administration-guide/information-products/pathway-pages/pathway-
page-m-container-admin-siem.html

Juniper Secure Analytics
Architecture and Deployment
Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-arch-
deployment-guide/information-products/pathway-pages/pathway-page-
m-container-qradar-deployment-guide.html

Juniper Secure Analytics
Configuring DSMs Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-configuring-
dsm/information-products/pathway-pages/pathway-page-m-dsm-guide-
container.html

Juniper Secure Analytics Risk
Manager Getting Started Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-risk-manager-
getting-started-guide/information-products/pathway-pages/pathway-
page-m-container-qrm-gs.html

Migrating Log Manager to Juniper
Secure Analytics

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-la-migration/
information-products/pathway-pages/pathway-page-m-container-qlm-
migration.html

Upgrading Juniper Secure Analytics
to 7.4.0

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-upgrade-
guide/information-products/pathway-pages/pathway-page-m-container-
upgrade.html

Juniper Secure Analytics
Application Configuration Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-configuring-
applications/information-products/pathway-pages/pathway-page-m-
container-defappcfg.html
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vii  JSA Resources in the Juniper TechLibrary

Juniper Secure Analytics Ariel
Query Language (AQL) Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-ariel-query-
language-guide/information-products/pathway-pages/pathway-page-m-
container-aql-guide.html

Juniper Secure Analytics
Configuring Offboard Storage
Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-configuring-
offboard-storage/information-products/pathway-pages/pathway-page-
m-container-offboard.html

Custom Event Properties for IBM
Z/0S

https://www.juniper.net/documentation/en_US/jsa7.4.0/information-
products/pathway-pages/jsa-custom-properties-content-extension.html

Juniper Secure Analytics High
Availability Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-high-
availability-guide/information-products/pathway-pages/pathway-page-
m-container-ha-guide.html

Juniper Secure Analytics Tuning
Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-tuning-guide/
information-products/pathway-pages/pathway-page-m-container-
tuning-guide.html

Juniper Secure Analytics Log Event
Extended Format Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-log-event-
extended-format-guide/information-products/pathway-pages/pathway-
page-m-leef-format-guide.html

Log Source Management App
Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-log-source-
manager-app-guide/information-products/pathway-pages/pathway-page-
m-container-qapps-lsm.html

Juniper Secure Analytics Managing
Juniper SRX PCAP Data

https://www.juniper.net/documentation/en_US/jsa7.4.0/information-
products/pathway-pages/jsa-managing-juniper-pcap-data.html

Juniper Secure Analytics Managing
Vulnerability Assessment Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-managing-
vulnerability-guide/information-products/pathway-pages/pathway-page-
m-container-vuln.html

Mapping Packeteer Applications
into JSA

https://www.juniper.net/documentation/en_US/jsa7.4.0/information-
products/topic-collections/jsa-mapping-packeteer.pdf

Juniper Secure Analytics NSM
Plug-In Users Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/information-
products/pathway-pages/jsa-nsm-plug-in-guide.html

Partition Splitting

https://www.juniper.net/documentation/en_US/jsa7.4.0/information-
products/topic-collections/jsa-partition-splitting.pdf

Pulse App Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-pulse-app-
guide/information-products/pathway-pages/pathway-page-m-container-
qapps-pulsedashboard.html

QRadar Assistant App Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-apps-guide/
information-products/pathway-pages/pathway-page-m-assistant-app.
html

Juniper Secure Analytics Risk
Manager Adapter Configuration
Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-risk-manager-
adapter-configuration-guide/information-products/pathway-pages/
pathway-page-m-container-qrm-adp.html

Juniper Secure Analytics Risk
Manager Installation Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-risk-manager-
installation-guide/information-products/pathway-pages/pathway-page-
m-container-qrm-inst.html
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JSA Resources in the Juniper TechLibrary

Juniper Secure Analytics Risk
Manager Users Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-risk-manager-
user-guide/information-products/pathway-pages/pathway-page-m-
container-qrm-ug.html

Security Director Application Guide
for JSA and IBM QRadar

https://www.juniper.net/documentation/en_US/junos-space19.4/
information-products/pathway-pages/security-director-application-
guide-for-jsa-and-ibm-qradar.pdf

Juniper Secure Analytics
Vulnerability Manager User Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-managing-
vulnerability-user-guide/information-products/pathway-pages/pathway-
page-m-container-qvm-ug.html

Juniper Secure Analytics
WinCollect User Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-wincollect-
user-guide/information-products/pathway-pages/pathway-page-m-
container-wincollect.html

Juniper Secure Analytics
Troubleshooting Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-
troubleshooting-guide/information-products/pathway-pages/pathway-
page-m-container-qradar-troubleshooting-guide.html

Juniper Secure Analytics APl Guide

https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-api-guide/
information-products/pathway-pages/pathway-page-m-container-restful-
api.html

JSAHARDWARE RESOURCES

Juniper Secure Analytics 7800
Hardware Guide

https://www.juniper.net/documentation/en_US/release-independent/jsa/
information-products/pathway-pages/hardware/jsa7800-hw-guide.html

Juniper Secure Analytics 7800
Quick Start Guide

https://www.juniper.net/documentation/en_US/release-independent/jsa/
information-products/topic-collections/jsa-7800-how-to-set-up.pdf

Juniper Secure Analytics 7500
Hardware Guide

https://www.juniper.net/documentation/en_US/release-independent/jsa/
information-products/pathway-pages/hardware/jsa-7500-index.html

Juniper Secure Analytics 7500
Quick Start Guide

https://www.juniper.net/documentation/en_US/release-independent/jsa/
information-products/topic-collections/jsa-7500-quick-start-guide-new-
template.pdf

Juniper Secure Analytics 5800
Hardware Guide

https://www.juniper.net/documentation/en_US/release-independent/jsa/
information-products/pathway-pages/hardware/jsa5800-index.html

Juniper Secure Analytics 5800
Quick Start Guide

https://www.juniper.net/documentation/en_US/release-independent/jsa/
information-products/topic-collections/jsa-5800-quick-start-guide.pdf

Juniper Secure Analytics 3800
Hardware Guide

https://www.juniper.net/documentation/en_US/release-independent/jsa/
information-products/pathway-pages/hardware/jsa3800-index.html

Juniper Secure Analytics 3800
Quick Start Guide

https://www.juniper.net/documentation/en_US/release-independent/jsa/
information-products/topic-collections/jsa-3800-quick-start-guide.pdf
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ix How to Navigate the JSA Installation Wizard

How to Navigate the JSA Installation Wizard

The JSA installation wizard allows you to use certain keyboard keys to navigate
through the installation options and setup.

Table P.1 JSA Navigation Keys

Keyboard Key | Function

Up Move UP through the options on the screen.
Down Move DOWN through the options on the screen.
Space SELECT an option. When you press space, an X symbol appears

beside the selected option.

Press ENTER to move to the next screen (after moving the cursor to
Enter the Next option) or cancel the installation (after moving the cursor to
the Cancel option).

Tab Use the Tab key to MOVE to the Next option.

Type Of Setup

) normal Normal Setup (default)
) recovery HA Recovery Setup

Choose the type of setup:
X
(

WP < Back > < Cancel >




Chapter 1

Introduction to JSA

This chapter gets you started with Juniper Secure Analytics (JSA). It includes an
overview of the concepts of Security Information and Event Management (SIEM)
solutions and how JSA incorporates these concepts. It also covers:

What is JSA?

Capabilities and functions of JSA

Software and hardware versions of JSA
Deployment options of JSA

Components that make up a JSA installation

JSA web user interface (UI)

Let’s start by briefly introducing JSA.

What is Juniper Secure Analytics (JSA)?

JSA is a SIEM solution. At its core, JSA is a syslog server that can collect security
information from almost any type of vendor devices across your network.

Is JSA just another syslog server?

Not at all, JSA is not merely a simple syslog server, it is one of the best SIEM solu-
tions available. JSA collects, processes, and stores millions of events and flow re-
cords from a vast array of vendor devices in near real-time. It then analyzes that
information along with latest threat feeds and provides the most relevant and ac-
tionable intelligence in real time.
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What is Security Information and Event Management (SIEM)?

SIEM helps organizations detect and mitigate security threats to their networks
with real-time monitoring of suspicious activity across the network.

Traditionally you can define SIEM as a software solution that centrally collects,
stores, and analyzes data from various IT components (gateways, servers, firewalls,
user workstations, and so on) across your network. By collecting the logs right from
user workstations to the entire length and breadth of the organization’s network,
SIEM has access to entire events and can correlate what’s happening on disparate
systems to provide insights to security management. Without correlation, these dis-
tinct events on different devices can go unnoticed.

While the complete log collection can help address most compliance reporting re-
quirements, parsing and normalization maps log messages from different systems
into a common data model and enables analyzing related events, logged in different
source formats. Correlation links log events from disparate systems or applications,
which can speed the detection and reaction to security threats.

SIEM aggregation reduces the volume of event data by consolidating duplicate
event records and reporting on the correlated, aggregated event data in real time,
comparing it to long-term summaries. SIEM provides real-time reporting capabili-
ties along with long-term storage and analysis of collected security data.

Why is JSA more than a Traditional SIEM?

Is JSA just another SIEM system? Not at all, JSA is much more than a traditional
SIEM solution.

JSA not only collects security events and network flow records, it also provides ca-
pabilities such as advanced correlation engines, vulnerability management, and risk
management capabilities, along with advanced reporting solutions. JSA has several
built-in correlation rules and ready-to-use compliance reports.

Using its extensive API endpoints and extension management capabilities, you can
integrate JSA with external devices to automate manual tasks. An example is JSA’s
integration with Juniper’s firewall management solution, Security Director. With
this integration, the IP addresses of an attacker caught by JSA can be blocked im-
mediately on the firewalls managed by Security Director with a few clicks.

JSA’s integration with X-Force allows X-Force threat intelligence data to be con-
sumed by JSA correlation rules for advanced threat detection. Once enabled,
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X-Force feeds are updated multiple times per day with new data. With new IP in-
formation provided every two minutes and URL data every five minutes, JSA
stays ahead of latest security threats by proactively monitoring the presence of
malware hosts, spam sources, and anonymous proxies.

You can scale JSA from a single all-in-one system to a distributed deployment
with several hundreds of managed hosts. At scale, a single JSA distributed collec-
tor can handle up to around 40,000 events per second or up to 1.2 million flows
per minute.

You can install apps (from IBM Security App Exchange) on JSA. Apps can en-
hance the JSA user interface to deliver new security intelligence capabilities or ex-
tend the current functions by providing new tabs, API methods, dashboard items,
menus, toolbar buttons, and configuration pages.

This integrated approach of JSA enables your organization to quickly and easily
implement a security management program that delivers security best practices.

JSA combines, analyzes, and manages an unparalleled set of surveillance data —
network behavior, security events, vulnerability profiles, and threat information
— to empower your network management and analytics.

m  Log Analytics: JSA provides scalable log analytics by enabling distributed log
collection across an organization with a centralized view of the information.

m  Threat Analytics: JSA provides an advanced network security management
solution bridging the gap between network and security operations delivering
real-time surveillance and complex I'T-based threat detection.

m  Compliance Management: JSA brings to enterprises, institutions, and
agencies the accountability, transparency, and measurability that are critical
factors to the success of any IT security program that is required to meet
regulatory mandates.

m  Vulnerability Management: JSA can function as a full-featured vulnerability
scanner when deployed as a standalone solution or working in conjunction
with Threat Analytics.

m  Risk Management: JSA helps you stay ahead of advanced threats by proac-
tively quantifying risks from vulnerabilities, configuration errors, and
anomalous network activity, preventing attacks that target high value assets
and data.

NOTE Threat manager, threat analytics, and log manager, log analytics are terms
used interchangeably in this guide.
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Figure 1 JSAin a Nutshell

Extensive Data Sources

Embedded
Intelligence

Commonly Used Terms in JSA

There are a few key JSA terms you need to know:

m  Ewvents and Flows: The core functions of JSA are to manage network security
by monitoring events and flows.

m  FEuvents: An event is typically a log of a specific action, such as a user login or a
firewall policy permit or deny action, that occurs at a specific time and the
event is logged at that time. JSA accepts these event logs from log sources that
are on your network by using protocols such as syslog, SNMP, and so on. JSA
can also set up outbound connections to retrieve events by using protocols
such as SCP, SFTP, FTP, JDBC, Check Point OPSEC, and SMB/CIFS.

m  FEvents per second (EPS): The rate at which events are sent to JSA are mea-
sured using EPS. For example, if an SRX Series device is sending 100 events
per second to JSA, the EPS value is 100. We recommend that you keep the EPS
capacity in mind, while choosing a JSA model. JSA license is based on the EPS.
For more information on EPS information for JSA devices, see Table 9 JSA
Hardware Information in Chapter 4.

m  Flows: A flow is a record of network activity that can last for seconds, min-
utes, hours, or days, depending on the activity within a session. The flow is a
record of network activity between two hosts. Flows represent network
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activity by normalizing IP addresses, ports, byte and packet counts, and other
data, into flow records, which effectively are records of network sessions
between two hosts. For example, a Telnet or FTP session that lasts a few
minutes or hours.

Flow source: A flow source is a data source such as a firewall, router, or switch
that creates network flow records. JSA can collect JFlows, NetFlows, and
SFlows. JSA supports unlimited number of flow sources.

Flows per Minute (FPM): The rate at which flows are sent to JSA are measured
using FPM. JSA is licensed based on FPM. For more information on FPM
information for JSA devices, see Table 9 JSA Hardware Information in
Chapter 4.

Log Sources: A log source is a data source such as a firewall or intrusion
protection system (IPS) that creates an event log. Any network device (like
routers, switches), or servers (DNS /DHCP/AD), or any user workstations are
examples. JSA supports an unlimited number of log sources. JSA supports
several third-party vendors as log sources such as Microsoft Windows, Oracle,
Checkpoint, and Cisco, just to name a few.

Offenses: JSA uses rules to monitor the events and flows in your network to
detect security threats. When the events and flows meet the pre-defined rule
conditions that are defined in the rules, an offense is created to show that a
security attack or policy breach is suspected.

JSA Components

Now that you’ve had an overview of JSA and its functions, let’s learn about the
JSA components. Figure 2 illustrates a typical JSA deployment that shows the key
components listed here:

Console

Event Collector and Event Processor
Flow Collector and Flow Processor
Vulnerability Manager (Optional)
Risk Manager (Optional)

Data Nodes (Optional)

App Host (Optional)

Vulnerability Processor (Optional)
Vulnerability Scanner (Optional)
High Availability hosts (Optional)
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Figure 2

Console

JSA Components

Event/log
Sources
Customer Event/log
Router Sources
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Event Collector
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Flow Collector
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Flow Processor Event Processor
Data Node Data Node Data Node
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Console

The console is a pivotal component and hosts the JSA web UL Using the console,
you can view real-time and historical events, flows, graphs, dashboards, reports,
offenses, asset information, vulnerabilities, and risks. You can also perform ad-
ministrative functions.

In a standalone deployment, all JSA components, including console, reside on a
single host. In distributed JSA deployments, the JSA console is also used to manage
hosts that include other components. Tomcat service (a web server) runs on the
console and you can have only one console per deployment. Distributed deploy-
ments support multiple JSA devices with different components installed on them,
however there can be only a single console per deployment.

If a console goes down, the JSA Web UI will not be available. In such a scenario,
use the CLI to log in to JSA. In a distributed deployment, even if the console is not
up, the events and flows will still be collected by the Event Processor (EP) or Flow
Processor (FP). However, you will not be able to log in to JSA Web UI.

For fault tolerance, you can configure high availability for the console. The high
availability deployments support a primary console and a secondary console in the
active-passive mode.

For more information on JSA deployment models, see JSA Deployment Models
later in this chapter.
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The console has a magistrate component, which performs the following functions:

m  Offense rules: Monitors and acts on offenses such as generating email notifica-
tions.

m  Offense management: Updates active offenses, changes status of offenses, and
provides user access to offense information from the Offenses tab.

m  Offense storage: Writes offense data to a Postgres database.

The Magistrate Processing Core (MPC) in the magistrate component is responsible
for correlating offenses with event notifications from multiple event processor
components.

The main services running on a console are tomcat, accumulator, qvmscanner,
qvmprocessor, hostservices, hostcontext, imq, postgresql, ariel_proxy_server, arc_
builder, ecs-ep, ecs-ec, ecs-ec-ingress, gflow, vis, assetprofiler, docker, and report-
ing_executor. See Appendix D for more information.

Here are some common license Stock Keeping Units (SKUs) for console all-in-one
(AIO) deployment:

m  JSA-LMAIO AIO for hardware

m  VJSA-LMAIO AIO for virtual appliance

m  JSA-TMAIO AIO for hardware

m  VJSA-TMAIO AIO for virtual appliance

And here are some common license SKUs for distributed deployment:

m  JSA-LMCON Console for hardware

m  VJSA-LMCON Console for virtual appliance

m  JSA-TMCON Console for hardware

m  VJSA-TMCON Console for virtual appliance

For the complete list of licenses, contact the Juniper Support team (https://support.

juniper.net/support/).

Event Collector and Event Processor

To view and process events on the JSA console, you must first collect events from
the log sources. The event collector collects events from log sources and the event
processor processes the collected events.

JSA can collect events by using a dedicated event collector or processor appliance,
or by using an AIO appliance. On an AIO appliance, the event collection service
and event processing service run on the same device.


https://support.juniper.net/support/
https://support.juniper.net/support/
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Event Collector

The event collector performs the following functions:

m  Collects data from log source protocols such as syslog, Java Database Connec-
tivity (JDBC), Operations Security (OPSEC), log file, and Simple Network
Management Protocol (SNMP).

®  Monitors the number of incoming events to the system to manage the input
queues and Events Per Second (EPS) licensing.

m Parses and normalizes the fields of the raw event from the source device into a
usable format.

m  Applies the parsed and normalized event data to the possible Device Support
Modules (DSMs) that support automatic discovery. Events are parsed and
then coalesced based on common attributes across events.

m  Applies routing rules for the system to forward data to offsite targets, external
syslog systems, JavaScript Object Notation (JSON) systems, and other SIEMs.

When the event collector receives the events from log sources such as firewalls, the
events are placed into input queues for processing. The queue sizes vary based on
the protocol or method. The events are parsed and normalized using these queues.
JSA recognizes known log sources using the source IP address or host names in the
header. In the normalization process, the raw data is converted into IP addresses,
so that JSA can recognize the data.

The event collector parses and coalesces events from known log sources into re-
cords. Events from new or unknown log sources that were not detected in the past
are redirected to the traffic analysis (auto-detection) engine. When JSA discovers
new log sources, a configuration request message to add the log source is sent to
the JSA console.

Event Processor

The event processor performs the following functions:

m  Custom Rules Engine (CRE): The event processor includes the custom rule
engine. The CRE processes events received by JSA and compares them against
defined rules, keeps track of systems involved in incidents over time, and
generates notifications to users. When the events match a rule, a notification is
sent from the event processor to the MPC on the JSA console, that a specific
event has triggered a rule. MPC then creates and manages offenses. When
rules are triggered, responses or actions such as notifications, syslog, SNMP,
email messages, new events, and offenses are generated by the MPC.
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Event storage (Ariel): The Ariel database stores events and flows collected by
JSA. It is a time-series database for events and flows; data is stored on a
minute-by-minute basis. In an AIO deployment, events and flows are stored
on the same device. In the distributed deployment with console and event or
flow processors, data is stored on event processors and flow processors. The
data nodes act as an extended storage for event processors and flow proces-

SOTS.
Table 1 Event Storage for Different Data Types
Type Event Storage
Raw event data /store/ariel/events/payloads
Parsed event data /store/ariel/events/records
Raw flow data [store/ariel/flows/payloads
Parsed flow data /store/ariel/flows/records

The events and flows are stored in a /<Year>/<month>/<day>/<hour> format. For
example, /store/ariel/events/records/2020/4/5.

Figure 3 shows the sample data stored in the Ariel database.

Figure 3 Sample Data Stored in Ariel Database

store/ariel/events/payloads/2020/4/5

[root@TM-jsa 51# 1s

0 1 12 13 14 15 16 17 18 19 2 20 21 22
5]# cd /store/ariel/events/records/2020/4/5
51#% 1s
12 13 14 15 16 17 18 19 2 20 21 22

5]# cd /store/ariel/flows/records/2020/4/5

51#% 1s

12 13 14 15 16 17 18 19 2 20 21 22
5]#% cd /store/ariel/flows/payloads/2020/4/5
51# 1s

12 13 14 16 17 18 19 2 20 21 22

Streaming: Sends real-time event data to the JSA console when a user is
viewing events from the Log Activity tab with the real-time (streaming)
option. Streamed events are not provided from the Ariel database. Historical
events are pulled from the Ariel database.

The event collector sends normalized event data to the event processor where the
events are processed by the CRE. If events are matched to the CRE custom rules
that are predefined on the JSA console, the event processor executes the action de-
fined for the rule response.
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The main services running on EP are accumulator, gvmscanner, hostservices, host-
context, imq, postgresql, ariel_query_server, arc_builder, ecs-ep, ecs-ec, ecs-ec-
ingress, and vis.

The main services running on EC and SFEC are hostservices, hostcontext, imq,
postgresql, ecs-ec, ecs-ec-ingress, and vis. See Appendix D for more information.

Here are common license SKUs for EP distributed deployment:
m  JSA-LMEP Event Processor (EP) for hardware

m  VJSA-LMEP Event Processor (EP) for virtual appliance

m  JSA-TMEP Event Processor (EP) for hardware

m  VJSA-TMEP Event Processor (EP) for virtual appliance

Flow Collector and Flow Processor

To view and use the flow data on the JSA console, flows must be first collected
from the flow sources and then processed. The flow collector collects flows from
the flow sources and then the flow processor processes the collected flows. JSA can
collect flows by using a dedicated flow collector or flow processor appliance, or by
using an AIO appliance. Qflow is the JSA component that collects and creates flow
information.

The JSA flow collector does not capture a full packet. For the network sessions
that span multiple time intervals (minutes), the flow pipeline reports a record at
the end of each minute. The record includes current data for metrics such as bytes
and packets. You might see multiple records (per minute) in JSA with the same
First Packet Time, but the Last Packet Time values increment through time.

A flow starts when the flow collector detects the first packet that has a unique
source IP address, destination IP address, source port, destination port, and other
specific protocol options, including 802.1q VLAN fields. Each new packet is eval-
uated. The bytes and packets counts are added to the statistical counters in the
flow record. At the end of an interval, a status record of the flow is sent to a flow
processor and statistical counters for the flow are reset. A flow ends when no activ-
ity for the flow is detected within the configured time.

The flow collector generates flow data from raw packets collected from the moni-
tor ports such as the Switched Port Analyzer (SPANs), the Test Access Point
(TAPs), and from monitor sessions or from the external flow sources such as net-
flow, sampled flow (sflow), and jflow. This data is then converted to JSA flow for-
mat and sent to the flow processor for processing.
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The flow processor performs the following functions:

Flow deduplication: Removes duplicate flows when multiple flow collectors
provide data to the flow processors appliances.

Asymmetric recombination: Combines two sides of each flow when data is
provided asymmetrically. This process can recognize flows from each side and
combine them into one record.

License throttling: Monitors the number of incoming flows to manage input
queues and licensing.

Forwarding: Applies routing rules such as sending flow data to offsite targets,
external Syslog systems, JSON systems, and other SIEMs.

The flow data passes through the CRE and it is correlated against the configured
rules. An offense can be generated based on this correlation.

The main services running on FP are accumulator, hostservices, hostcontext, imq,
postgresql, ariel_query_server, ecs-ep, ecs-ec, ecs-ec-ingress, qflow, and vis. See
Appendix D for more information.

Here are some common license SKUs for FP distributed deployment:

JSA-TMEFP Flow Processor (FP) for hardware
V]JSA-TMFP Flow Processor (FP) for virtual appliance

Vulnerability Manager

The JSA Vulnerability Manager (VM) provides the following capabilities and
specifications:

Makes JSA a vulnerability scanner.

Allows third-party vulnerability scanners (such as Qualys, Rapid 7, and
tenable) reports to be correlated with other data collected by JSA

Allows you to install the VM as an add-on to the console or as a standalone
node.

Allows you to install the VM either on a JSA virtual machine or on a hardware
appliance.

With a VM license, allows the console to act as a Vulnerability Processor (VP)
and Vulnerability Scanner (VS) by default. Also, any of the JSA components
(EP, EC, FP, etc.) can act as a VS.

Allows you to install the VM as an add-on to the console for small deploy-
ments with less than 5K assets, you can install the VM as an add-on to the
console. In this case, vulnerability scans can be initiated from the console or
from managed hosts.
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m  Allows you to use the VM on either log analytics or threat analytics.

m If you need to scan 50k assets, we recommend installing VM as a standalone
node. In such scenarios, install a VP separately and add it to the deployment.
If needed, install a dedicated VS to initiate scans.

m If you are installing the VM on an existing appliance such as a console, use the
JSA-ADVM and V]JSA-ADVM license SKUs.

m If youare installing VM as a dedicated appliance, use the JSA-VM, VJSA-VM
license SKUs.

You must license the assets. An asset is a device, server, or a workstation you want
to scan for vulnerabilities. Licensing is based on the number of assets that you
want to scan from JSA.

High availability is not required for the VM.

Risk Manager is included with a VM license. When you buy a VM, you will get
the risk managers included for fifty sources. However, to add more source devices,
you must buy the risk manager sources separately.

Here are some common license SKUs for VM:

m  JSA-VM Standalone deployment hardware

B  VJSA-VM Standalone deployment virtual appliance
= JSA-ADVM Add-on deployment hardware

= VJSA-ADVM Add-on deployment virtual appliance

Risk Manager

The JSA Risk Manager (RM) is a separately installed appliance to monitor device
configurations, simulate changes to your network environment, and prioritize
risks and vulnerabilities in your network.

The JSA Risk Manager evaluates the parameters that you define in your question
and returns assets in your network to help you assess risk. The questions are based
on a series of tests that can be combined and configured as required.

The JSA Risk Manager component provides the following capabilities:
m Risk assessment

m  Comparison of firewall configurations

m  Network activity monitoring

m Policy monitoring for compliance (for example, firewall rules that are shad-
owed, redundant, causing compliance issues, and so on.)
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Data Nodes

B Modelling and simulation of attacks and network configuration changes
(what-if scenarios)

B Advanced tools to investigate network topologies and traffic.

The main services running on RM are hostservices, hostcontext, imq, postgresql,
ariel_query_server, postgresql-rm, and ziptie-server. See Appendix D for more
information.

Here are some common license SKUs for RM:

m  JSA-RMADSKSRC (5000 sources)

m JSA-RMAD1KSRC (1000 sources)

Note the following:

m  JSA RM must be installed on a dedicated appliance.

m  JSA RM supports both the virtual machine and physical appliance.

B You must license the sources. A source is a device on which you want to use
RM, such as a firewall, switch, router, and so on.

m  RM feature is not available with Log Analytics.

A data node (DN) is an appliance that you can add to your event and flow proces-
sors to increase the storage capacity and improve search performance. You can
add an unlimited number of data nodes to your JSA deployment. You can add data
nodes at any time.

Data nodes enable new and existing JSA deployments to add storage and process-
ing capacity on demand, as required. You can add data nodes to TA AIO or LA
AIO or dedicated event processors and flow processors to increase their storage
capacity. You can add any number of data nodes to the same EP or FP. However,
you cannot attach the same DN to multiple EPs or FPs. Once a data node is at-
tached, data rebalancing happens between the data node and the host to which it is
attached. Data nodes support high availability.

The main services running on a DN appliance are dataNode, accumulator, hostser-
vices, hostcontext, imq, postgresql, and ariel_query_server. See Appendix D for
more information. Here are some common license SKUs for data node:

= JSA-DN
= vJSA-DNHA
= VJSA-DN

= JSA-DNHA
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App Nodes

Apps create or add new functions in JSA by providing new tabs, API methods,
dashboard items, menus, toolbar buttons, configuration pages, and so on within
the JSA Web UL When an app is installed on JSA, it is installed on the console and
will consume console resources. This is not ideal for large deployments and when
there is a possibility for a resource crunch on the console. An app host is a man-
aged host that is dedicated to running apps. App hosts provide extra storage,
memory, and CPU resources for your apps without impacting the processing ca-
pacity of your JSA console. Apps such as User Behavior Analytics with Machine
Learning Analytics require more resources than currently available on the console.
You can have only one app host in your deployment.

Here is an App Node license SKU:
m  S-JSA-S-P-APPHOST

Vulnerability Processor

JSA can act as a vulnerability processor when you apply a vulnerability manager
license to it. The vulnerability processor (VP) is responsible for processing vulner-
abilities. There can be only one VP in a deployment. By default, the console will
act as a VP and a vulnerability scanner (VS) when there is a vulnerability manager
license applied. However, when you need to scan many hosts (for example 50K
assets), we recommend using a dedicated VP.

The main services running on a VP appliance are qvmprocessor, hostservices, host-
context, vis imq, and postgresgl. See Appendix D for more information.

Vulnerability Scanner

JSA can act as a vulnerability scanner when you apply a vulnerability manager
license to it. The vulnerability scanner appliance is a dedicated appliance that
scans the target servers (assets). VS can be a hardware or virtual appliance. Any
device such as an AIO-console, event processor, SFEC, FP, or RM can act as a VS.
However, it may not be feasible to trigger a vulnerability assessment scan from any
part of the network for security reasons. You might, therefore, need to add dedi-
cated VS appliances. DMZ is a typical example. A dedicated scanner appliance is
placed at the DMZ to scan DMZ servers.

The main services running on a VS appliance are qvmscanner, hostservices, host-
context, vis, imq, and postgresql. See Appendix D for more information.
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High Availability Hosts

If your hardware or network fails, JSA can continue to collect, store, and process
event and flow data by using high availability (HA) appliances. To enable HA, JSA
connects a primary HA host with a secondary HA host to create an HA cluster.
You can use HA on hardware or virtual appliances. Both primary and secondary
HA devices must be the same model and with the same CPU, RAM, and storage
resources. The HA console host provides HA for threat analytics or log analytics
and the HA non-console host provides high-availability for managed hosts such as
flow processor, event processor, SFEC, and so on.

To configure HA you must have an extra IP address. Once you add an HA host
(secondary host) to the existing host (primary host), the original IP address of the
primary host becomes the virtual IP address for HA, then assign the extra IP ad-
dress to the primary host.

The main services for high-availability are drbd and ha_manager. See Appendix D
for more information.

Here are some common license SKUs for HA:
m v]JSA-DNHA

= JSA-DNHA

= JSA-TMAIOHA

JSA Software and Hardware

JSA is available as two options: as a virtual appliance or as a hardware appliance
with JSA software pre-installed on it. JSA offers the following hardware models:

m JSA3800 - https://www.juniper.net/documentation/product/en_US/jsa3800
m JSAS5800 - https://www.juniper.net/documentation/product/en_US/jsa5800
m JSA7500 - https://www.juniper.net/documentation/product/en_US/jsa7500
m JSA7800 - https://www.juniper.net/documentation/product/en_US/jsa7800

The following JSA software versions are available on both JSA hardware and on
JSA virtual appliances:

m JSA 7.3.0 - https://www.juniper.net/documentation/product/en_US/juniper-
secure-analytics/7.3.0


https://www.juniper.net/documentation/product/en_US/jsa3800
https://www.juniper.net/documentation/product/en_US/jsa5800
https://www.juniper.net/documentation/product/en_US/jsa7500
https://www.juniper.net/documentation/product/en_US/jsa7800
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics/7.3.0
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics/7.3.0
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JSA 7.3.1 - https://www.juniper.net/documentation/product/en_US/juniper-
secure-analytics/7.3.1

JSA 7.3.2 - https://www.juniper.net/documentation/product/en_US/juniper-
secure-analytics/7.3.2

JSA 7.3.3 - https://www.juniper.net/documentation/product/en_US/juniper-
secure-analytics/7.3.3

JSA 7.4.0 - https://www.juniper.net/documentation/product/en_US/juniper-
secure-analytics/7.4.0

NOTE  The JSA software versions mentioned in this section pertain to the releases
provided by JSA at the time this book was published. JSA provides newer releases
at a regular cadence. See the link for information on the most up-to-date software
versions: https://www.juniper.net/documentation/product/en_US/juniper-secure-
analytics.

Install and Deploy JSA

Now that you understand how JSA functions, let’s get to work and learn how to
install and deploy it.

JSA Installation Options

You can install JSA with the following configurations:

You can deploy (install) JSA on a virtual machine (ESXi/KVM).
You can buy a JSA hardware appliance pre-installed with JSA software.
You can access JSA on the cloud via AWS or Azure.

You can install JSA data nodes on your own hardware. (This is supported only
for data nodes installation, from JSA Release 7.3.2 onwards). In this case, first
install RHEL on the hardware that you want to install the JSA data node on,
and then install JSA software and configure it as a data node. No other roles
are supported on this type of installation.

NOTE  This book covers JSA installations using ESXi and JSA hardware appli-
ances.

Okay, those are the various JSA installation options, so let’s cover the various
ways in which you can deploy JSA.


https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics/7.3.1
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics/7.3.1
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics/7.3.2
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics/7.3.2
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics/7.3.2
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics/7.3.2
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics/7.4.0
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics/7.4.0
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics
https://www.juniper.net/documentation/product/en_US/juniper-secure-analytics
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JSA Deployment Models

Before you deploy JSA, consider the following questions:

m Do you need all JSA features or only limited features?

m Do you want to collect only events?

m Do you want to collect events and flows?

A JSA deployment offers the following options that you can choose from:

m  Threat Analytics (TA) - This option provides all JSA features. It is also called
offense management, and it permits you to investigate offenses, behaviors,
anomalies, targets, and attackers on your network. TA has the full SIEM
capability.

®  TA can collect both events and flows.

m  Log Analytics (LA) - This option provides basic log collecting and reporting
capabilities offered by JSA.

®m LA can collect only events.

Table 2 lists the features available for TA and LA.

Table 2 Supported Features by TA and LA
Capability JSATA JSALA
Full administrative capabilities Yes Yes
Customizable dashboards Yes Yes
Custom rules engine Yes Yes
Manage network and security events Yes Yes
Manage host and application logs Yes Yes
Threshold-based alerts Yes Yes
Compliance templates Yes Yes
Data archiving Yes Yes
IBM Security X-Force® Threat Intelligence IP reputation feed integration | Yes Yes
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WinCollect stand-alone deployments Yes Yes
WinCollect managed deployments Yes Yes
Network activity monitoring (Flows) Yes No
Asset profiling Yes No
Offenses management Yes No
JSA Vulnerability Manager integration Yes Yes
JSA Risk Manager integration Yes No
Vulnerability assessment scanners Yes Yes

Once you decide the JSA deployment type (LA or TA), you must select the scale of
deployment. This depends on the following factors:

® Do you want to install JSA on a single device or multiple devices?
®  How many branch locations do you have?

m Is there necessary bandwidth available to send events over a WAN link or
VPN link?

® Do you have to comply with GDPR or any local government data protection
laws?

®  How many log sources do you want to collect logs from (Total EPS)?
m  How many flow sources do you want to collect flows from (Total FPM)?

m Do you want to collect events from devices that do not have connectivity all
the time?

®  How long must the events and flows be stored?

Whether TA or LA, you can either deploy on a single device where all services and
functions are on a single device installation or deploy on multiple devices where
the installation is distributed across multiple devices. For scalability, we recom-
mend you deploy JSA in a distributed model.

JSA architecture supports deployments of varying sizes and topologies, ranging
from an all-in-one, or standalone (single host) deployment, to distributed deploy-
ment with multiple devices. In distributed deployment, the appliances such as
event collectors, flow collectors, data nodes, event processors, and flow processors
have specific roles.
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Table 3 JSA Deployment Models

All-In-One

Distributed

Event collection, flow collection event processing, flow
processing, correlation, analysis, and reporting are

embedded within JSA.

Multiple devices to support various tasks such as one
device acting as a console, another device as an event
processor and another device as a flow processor.

All core functions are available within the system and it
is easy for users to deploy and manage in minutes.

JSA can scale to large distributed deployments that can
support up to 5 million events per second.

JSA architecture provides a streamlined solution for
secure and efficient log analytics.

JSA can be easily deployed in large distributed
environments. When there are multiple branches in
different geographical locations, distributed deployment
helps in conserving the WAN bandwidth and data can
be stored locally in branch locations.

HA is supported to provide redundancy and fault
tolerance.

Acts as a console and processor in one dedicated device.

HA is supported to provide redundancy and fault
tolerance.

This is recommended for small environments such as
mid-size companies where growth is not anticipated.

Distributed deployments are scalable and are
recommended for big-size companies and ISPs, keeping
future expansions and scaling in mind. Also, distributed
deployment is needed when you have to comply with
data regulations (such as, data cannot be moved to
another geographical area).

JSA User Interface

After you have installed JSA, you can access the JSA software application using the
JSA web UL This section talks about what the JSA software application looks like
and what capabilities it offers. We’ll also go over some basic JSA functions along

the way.

The JSA console hosts the web UL You can access the JSA web Ul on https port
443, (https://<JSA-IP-Address>). If JSA is behind a firewall, make sure that TCP
port 443 is allowed from your workstations.

Use the information provided in Table 4 to log in to your JSA console.
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Table 4

Figure 4

JSA Login Information

Login Information Default Value
https://<IP Address>, where <IP Address> is the IP address of the
JSA console.

URL . . .
To log in to JSA in an IPv6, wrap the IP address in square brackets:
https://[<IP Address>]

Username admin

Password The password that is assigned to JSA during the installation
process.

NOTE  The default license key provides you access to the system for five weeks.

The email that you received from Juniper Networks when you purchased JSA con-
tains your permanent license keys. These license keys extend the capabilities of
your appliance, and you must apply them before the default license expires. For
more information on applying a license to JSA, see the section Apply a License to
JSA, later in Chapter 3: JSA Software Configuration and Troubleshooting Use
Cases.

Figure 4 shows the first screen that appears when you access the JSA URL.

JSA Login Page

Secure Analytics

Identify Insider Threats

The default username to log in is admin. The admin user has administrative access.
The admin password is set while installing JSA.
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Table 5

Dashboard

As an admin user, you can perform administrative tasks such as creating new user
accounts after the installation is complete. These new user accounts can be locally
authenticated (password to be defined in JSA) or can be remotely authenticated
(JSA to be integrated with Terminal Access Controller Access Control System
(TACACS) / Lightweight Directory Access Protocol (LDAP) / Active Directory
(AD), and so on).

NOTE  You can only use the admin user account from the JSA web UL Use the root
user account for CLI access. The root user has administrative access and the
password for this user account is set while installing JSA.

For all the features in JSA to function properly, you must use a supported web
browser. Table 5 lists the supported versions of web browsers for JSA.

Supported Web Browser Versions for JSA

Web Browser Supported Versions

4-bit Mozilla Firefox 60 Extended Support Release and later
64-bit Microsoft Edge 38.14393 and later

Microsoft Internet Explorer 11.06

64-bit Google Chrome Latest

JSA features are organized by tabs in the JSA web UI and the Dashboard tab is dis-
played first when you log in, so let’s take a tour.

The Dashboard tab is a workspace environment that provides summary and de-
tailed information on the events occurring in your network. The Dashboard pro-
vides various widgets that allow you to view information about network security,
activity, or data that JSA collects.

Figure 5, Figure 6, and Figure 7 show the JSA dashboard.

As shown in Figure 5, you can create new dashboards and share these customized
dashboards with other users.

While there are several other predefined widgets that are readily available for use in
the Dashboard, Table 6 lists only a few of them as examples and provides more in-
formation on those predefined widgets.
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Secure Analytics
of ity Network Actiity Roports  Risks  Vunerabilies  Admin
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* Logend
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@ Gustom Rule Engine-120 - EP-sa
View in Log Activity

Most Recent Offenses

The five most recent offenses are identified with a magnitude bar that indicates the
importance of the offense. Point to the offense name to view detailed information for the
IP address.

Most Severe Offenses

The five most severe offenses are identified with a magnitude bar that indicates the
importance of the offense. Point to the offense name to view detailed information for the
IP address.

My Offenses

The My Offenses widget displays five of the most recent offenses that are assigned to you.
The offenses are identified with a magnitude bar that indicates the importance of the
offense. Point to the IP address to view detailed information for the IP address.

Top Sources

The Top Sources widget displays the top offense sources. Each source is identified with a
magnitude bar that indicates the importance of the source. Point to the IP address to view
detailed information for the IP address.

The Top Local Destinations widget displays the top local destinations. Each destination is

Top Local . . . . L . L .

D(;E tinc;ct?ons identified with a magnitude bar that indicates the importance of the destination. Point to
the IP address to view detailed information for the IP.

Categories The Top Categories Types widget displays the top five categories that are associated with

the highest number of offenses.
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Figure 6 Web Ul for JSA Threat Analytics

Secure Analytics

LogActivty  Network Acthity Vunorabiitios  Admin Systom Time: 6:09 AM
‘Show Dashboart [ System Monioring

Add o v NextRefiesn. 000045 Il & @
Top Log Sources (Event Count) [  system Notifications (X8 secure Analytics Summary (@ x]
3129120 1201 AM - 3129120 6:01 AM 9 Created Current Flows Per Second 0
Unable to determin associated log source for IP address. Unabla to Flows (Past 24 Hours) 1.2
| 42m 365 automatically detect the associated log source for IP address. e z:;:;";j‘::’(‘;:f;:;iz’:) zrzn)ii
2 - 3
3 49m55s SAR Sentinel: Normal operation restored. (2] Updated Offenses (Past 24 Hours)
2) 50mds SAR Sentinel: Normal operation restored (>] Data Reduction Ratio 0
50m31s SAR Sentinel: Threshold crossed. (2]
0% / i, 50m50s SAR Sentinel: Threshold crossed (2]
=’/ Event Processor Distribution (Gount (65 x)
" / 3120120 5:54 AM - 3129120 6:09 AM
0% i
i 9%
¥ Legend
Health Metnics 2 - Thtsa
@ System Notification-2 - Tht-jsa
SIM Audit2 - Thtsa
@ Custom Rule Engine-120 .- EPjsa -
View in Log Activity
100%

Figure 7 Web Ul for JSA Log Analytics
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Notice the difference in tabs between the Threat Analytics and Log Analytics win-

dows. You can customize the existing dashboard by creating widgets for the infor-
mation that you want to view, as shown in Figure 8.

Figure 8 Customize Dashboard Widgets

Secure Analytics
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Offenses Tab

Figure 9

Figure 10

RT_FLOW_SESSION_CREATE
RT_FLOW_SESSION_CREATE

RT_FLOW_SESSION,

RT_FLOW_SESSION_CREATE

To detect security threats JSA uses rules to monitor events and flows in your net-
work. When an event or a flow meets the defined test criteria in a rule, an offense is
created to show that a security attack or policy breach is suspected. You can inves-
tigate these offenses to determine the root cause of a network issue.

Use the Offenses tab (see Figure 9) to view any offenses that occur on your net-
work and then:

m Investigate offenses, source and destination IP addresses, and network
behaviors.

m  Correlate events and flows that are sourced from multiple networks to the
same destination IP address.

m  Go to the various pages of the Offenses tab to investigate event and flow
details.

m Determine the unique events that caused an offense.

Offense Tab

= Secure Analytics

Dashboard LogActiity  Network Activty Vulnorabiios  Admin Systom Time: 125 PM

LastRefesh 000040 |l 2 @

Offenses Search.. v [ Save Croria Actions v 5 Pt
My Offenses
All Offenses  View Offenses with Select An Option: v
Al Offenses
Filter), Exclude Closed Offenses ~ (Clear Filter)
By Category
By Source IP n °%°:e“ Offense Source  Magnitude Source IPs Destination IPs. Users LogSources  Events Flows startD
CREATE  Source IP - NA Muliple (2) 5% 0 Mar29,2020,1
By Destination P CREATE  Destination IP - NA Juniper JunOS Plat... 40 0 Mar29, 2020, 1
By Network

Rules

Figure 10 shows how JSA lists those offenses with the events that triggered them.

Offense Tab: Events Associated with Offenses

Event Name Log Source B Time ¥ Low Level Category Source IP Souree  Destination P PSS Username  Magnitude
Juniper JunOS Platform @ 1...| 37 Mar 29, 2020, 10:42.. | Session Opened 56040 23 NA ——
Juniper JunOS Platform @ 1 1 Mar 29, 2020, 10:42. Session Opened 56040 23 NA I
CREATE Juniper JunOS Platform @ 1 1| Mar 20,2020, 10:42... | Session Opened 56040 23 NA ——
56040 23 NA I

Juniper JunOS Platform @ 1 1| Mar 29, 2020, 10:42... | Session Opened
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Log Activity Tab

Figure 11

In JSA, you can monitor and display network events in real time or perform ad-
vanced searches. The Log Activity tab (see Figure 11) displays event information
as records from a log source, such as a firewall or router device. Use the Log Activ-

ity tab to:

m Investigate event data

m Investigate event logs that are sent to JSA in real time

m  Search event

®  Monitor log activity by using configurable time-series charts

m Identify false positives to tune JSA.

Log Activity Tab

[ Top 10 Log Source Resuits By Event Name (Unique Count)

32920502 - 32920 902 At
Value 1o Graph | Event Namme (Unique Coun) v | chanType:[BarChan v | Dispay Top: 10

Magntude  gent count (sum) ~ ount
Oezmmum)  Event Count (Sum) » &
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Network Activity Tab

Figure 12

Use the Network Activity tab to visually monitor and investigate flow data in real-
time or conduct advanced searches to filter displayed flows.

A flow is a communication session between two hosts. You can view flow informa-
tion to determine how the traffic is communicated and what was communicated.
Flow information can also include details on protocols, autonomous system num-
ber (ASN) values, or Interface Index (IFIndex) values.

By default, the Network Activity tab (see Figure 12) displays flows in the stream-
ing mode. If you have previously configured a saved search as a default, the results
of that search are automatically displayed when you access the Network

Activity tab.

There’s more to the Network Activity tab, of course, such as the ability to:
®m  Monitor network activity using configurable time-series charts.
m Investigate flows sent to JSA in real time.

m  Search network flows.

Network Activity Tab

= Secure Analytics

Dashbosrd  Offenses  Log Actly s Vonerabities  Admin
Search.. ¥ Quick Searches v Y Add Fiter | Save Crteria () Save Resuls g, Cancel . Faisa Posifve Rules v Acions ¥ ne
Quick Filter = Search

Viewing real ime flows  View:| Select An Option: | ~ | Display:| Custom |+
Using Search: Default-Short

Fowtype TSt

e B e e e T e e e e P e
[ Mar29,2...  10.10... 54540 . 4 p_ip Web SecureWeb 1,024 425 7 4 NA Thisa  TMs
C Mar29,2...  10.10... 58050 443 T Web SecureWeb 1,650 3160 1 9 NA Thisa s
[n] Mar29,2...  10.10... 58058 443 tp_ip Web.SecureWeb 1358 4403 9 7 NA TMjsa  TMs
[ Mar29,2...  10.10.. 42196 . a3 p_ip Web SecureWeb 1,822 3,276 3 1 NA Thisa  TMs
C Mar29,2...  10.10... 44191 514 top_ip Misc.Syslog 12124(C) 2940 P 2 NA Thisa s
[n] Mar29,2...  10.10... 42252 443 tp_ip Web SecureWeb 1,822 3276 13 1 NA TMjsa  TMs
[ Mar29,2...  10.10... 40288 .. 32008 p_ip InnerSystem Flowgen 58 70 1 1 NA Thisa  TMs
T Mar29,2...  10.10... 42338 443 i Web.SecureWeb 2406 3278 13 1 NA Thisa s
[o] Mar29,2...  10.10... 41040 514 ulpip  Misc.Syslog 5729 (C) 0 3 0 NA TMjsa  TMs
[ Mar29,2...  10.10... 54530 o 443 p_ip Web SecureWeb 12442 96627 38 46 NA Thiisa  This
[s Mar29,2...  10.10.. 54552 443 top_ip Web.SecureWeb 681 137,002 7 % NA Thisa s
T Mar29.2...  10.10... 40208 32006 0 ip InnerSystem Flowaen 58 70 1 1 NA Thisa - This

Receiving an average of less than one result per second
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Assets Tab

Figure 13

JSA automatically discovers assets, servers, and hosts that are operating on your
network. Automatic discovery is based on passive flow data and vulnerability
data, the combination allowing JSA to build an asset profile. Asset profiles provide
information about each known asset in the network, including identity informa-
tion, if available, and what services are running on each asset. This profile data is
used for correlation purposes to help reduce false positives.

For example, an attacker tries to use a specific service that is running on an asset.
In this situation, JSA can determine whether the asset is vulnerable to the attack by
correlating the attack to the asset profile.

You can use the Assets tab to perform the following tasks as shown in Figure 13:
m Search for assets

m  View all learned assets

m View identity information for learned assets

m  Tune false positive vulnerabilities

Assets Tab

= SecureAnalytics

Dashboard  Offonses  Log Activity

Assets

ia Y AddFiter []AddAsset | Last Refresn 000020 [l 2 @

Asset Profiles —

Server Discovery

1d IP Address Asset Name ggreg: Services Last User User Last Seen
VAScan 1001 00

Displaying 1 to 8 of 8 items (Elapsed time: 0:00:00.321)
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Reports Tab

Figure 14

The Reports tab allows you to create, distribute, and manage reports for the data
managed by JSA. You can create custom reports or use pre-installed report
templates.

Create a report based on the information you require, such as security or network
data. You can also combine different information into a single report, and even
brand your reports with customized logos.

Use the Reports tab to perform the following tasks as shown in Figure 14:

Create, distribute, and manage reports for JSA data

Create customized reports for operational and executive use

Combine security and network information into a single report

Use or edit preinstalled report templates

Brand your reports with customized logos

Set a schedule to generate both custom and default reports

Publish reports in various formats

Reports Tab

Dashboard

Secure Analytics

Offenses  LogActivty  Network Activity

Reports Group:Select a group...
» Reports ! ReportName
Wookly Success.

Branding Asset Compliance

Scan Overview
New Vulnerabilt
Missing Patches
Scan Results (E.
Scan Summary
Accessible files
Default logon vu
Annual Vulnerab.
Monthly Vulnera
Vulnerability Exc.
Obsolete Enviro.
Vulnerability Ov.
Network Vulnera
Last 7 Days Vul.
Weekly PCI Co,
PCI Compliance.

Weekly Firewall

Top IDS/IPS Ale.

Top IDS/IPS Ale.

Group
Security

IS Benchmark
Scan Reports
Scan Reports
Scan Reports
Scan Reports
Scan Reports
Vulnerability Ma.
Vulnerability Ma.
Vulnerability Ma.
Vulnerability Ma.

Vulnerability Ma....

Vulnerability Ma.

Vulnerability Ma...

Vulnerability Ma.
Vulnerability Ma.
Vulnerability Ma.
Vulnerability Ma.

Network Manag
Seaurity

Security

Reports

Manage Groups.

Schedule

Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual

Weekly
Weekly

Weekly

Displaying 1 to 28 of 28 items (Elapsed time: 0:00:02.316)

Vunerabilties

Actions ¥ [ Hide Inaciive Reports

Next Run Time

Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
Manual
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Admin

Creation Date

Apr 13,2017, 8
Aug 12, 2014, 5
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May 30, 2014, 7
May 30, 2014, 7.
May 6, 2014, 10
Apr 30,2013, 6;
Apr 30, 2013, 6
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Apr 28, 2013, 5
Apr 28,2013, 5:
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Sep 23,2010, 3;

[Search Repors

Owner

admin
admin
admin
admin
admin
admin
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admin
admin
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admin
admin
admin
admin
admin
admin
admin
admin

admin

admin

admin

Author

admin
admin
admin
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admin
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admin
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Risks Tab

Figure 15

JSA Risk Manager is a separately installed appliance that you can use to monitor
device configurations, simulate changes to your network environment, and priori-
tize risks and vulnerabilities in your network.

JSA Risk Manager uses the configuration data from network and security devices,
such as firewalls, routers, switches, or IPSs, vulnerability feeds, and vendor security
sources. This data is used to identify security, policy, and compliance risks within
your network security infrastructure and the probability of those risks being
exploited.

You can access the JSA Risk Manager by using the Risks tab (Figure 15). JSA Risk
Manager provides network topology, active attack paths, and high-risk assets risk-
score adjustments on assets based on policy compliance.

NOTE  JSA Vulnerability Manager and Risk Manager are combined into one
offering and both are enabled through a single base license.

Risks Tab

=N Secure Analytics

Dashboara  Offenses  LogActily  NetworkActity  Assets

Risk Manager Current Topology

Actions ¥ Quick Searches ¥ (. Find Davice

: N C -
v
=S
Corp-Firewall
= = =
Intemet-Firewalk ISP Firewal- VPN MPLS-Firewall

MORE?  For more information, see the Juniper Secure Analytics Risk Manager
User Guide at https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-
manager-user-guide/information-products/pathway-pages/pathway-page-m-con-
tainer-qrm-ug.html.


https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/information-products/pathway-pages/pathway-page-m-container-qrm-ug.html
https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/information-products/pathway-pages/pathway-page-m-container-qrm-ug.html
https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/information-products/pathway-pages/pathway-page-m-container-qrm-ug.html
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Vulnerabilities Tab

Figure 16

JSA can function as a full-featured vulnerability scanner. JSA Vulnerability Man-
ager discovers vulnerabilities on your network devices, applications and software
adds context to the vulnerabilities, prioritizes asset risk in your network, and sup-
ports the remediation of discovered vulnerabilities.

You can access the JSA Vulnerability Manager using the Vulnerabilities tab (see
Figure 16). The vulnerability management dashboard items are displayed when
you purchase JSA Vulnerability Manager with a valid license. If you install JSA
Threat Analytics, the Vulnerabilities tab is enabled by default with a temporary
license key. If you install the JSA Log Analytics, the Vulnerabilities tab is 7ot en-
abled. You can purchase the license for JSA Vulnerability Manager separately and
enable it by using a license key.

MORE?  For more information, see the Juniper Secure Analytics Vulnerability
Manager User Guide at at https://www.juniper.net/documentation/en_US/jsa7.3.1/
jsa-risk-manager-user-guide/information-products/pathway-pages/pathway-page-
m-container-qrm-ug.html.

Vulnerabilities Tab

= Secure Analytics o 9

Dashboard  Offenses  LogActily  Network Activty ssels. eports s ios in Systom Time: 6:20 AM

Nar =
Vulnerabilities |Add € Delete ¥ Edit lame Q - 9

My Asigned Scan Policies

Vulnerabilities

Name Description Enabled Share With Everyone Scan Type

v Manage Vulnerabilities

+ By Network

+ By Asset

+ By Vulnerability

+ By Open Service

Web Scan Scans ports 80,

° ° Zero credentialled

Scan Results

Vulnerability Exception PCl Scan This scan performs a scan rec
for PCI compliance. This s

Vulnerability Assignment. per

° ° Fullscan

» Research (065535) is scanned.
Patch Scan ‘Scouts the network to discover ° ° patch sean

v A as: a fast port scan

+ Scan Exclusions

- Scan Policies

« Scheduled Scans

+ Operational Window
+ Scanners

Full Scan D

° ° Fullscan


https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/information-products/pathway-pages/pathway-page-m-container-qrm-ug.html
https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/information-products/pathway-pages/pathway-page-m-container-qrm-ug.html
https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/information-products/pathway-pages/pathway-page-m-container-qrm-ug.html
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Admin Tab

Figure 17

As a JSA administrator, you have a variety of tools available to help you configure
and manage your JSA deployment on the Admin tab, and you can perform any of
the following (see Figure 17):

m  Deploy and manage JSA hosts and licenses

m  Configure user accounts and authentication

®m  Build a network hierarchy

m  Configure domains and set up a multi-tenant environment
m Define and manage log and flow data sources

m  Manage JSA data retention

m  Manage assets and reference data

m  Schedule regular backups of JSA configuration and data

®m  Monitor the system health of managed hosts

= Secure Analytics Ja ]
Dashboard  Offonses  LogAcivly  NelvorkActivty  Assels  Reports  Risks  Vu dmin System Time: 6:52AM
Admin @ Dorioy Cranges  Advanced ¥ (2]
v System Configuration | | iy There are no changes to deploy. |
- User Management
- Assets System Configuration
» Data Sources ’ i
@ ( ! H & L)
Remote Networks and Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy
Services Configuration Notifications Management
Try it out
2] iz 03 & o €
> hpps S €
System and License System Health System Settings Asset Profiler Custom Offense Close Store and Forward
Management Configuration Reasons
A [ 2] 80 *
‘Q = 5% ey

Reference Set Centralized Credentials  Forwarding Destinations Routing Rules Dormain Management  Extensions Management
Management

More?  For more information on the JSA User Interface, see the JSA Gerting
Started Guide at https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-
manager-user-guide/information-products/pathway-pages/pathway-page-m-con-
tainer-qrm-ug.html.


https://www.juniper.net/documentation/en_US/jsa7.3.3/jsa-getting-started-guide/information-products/pathway-pages/pathway-page-m-container-qradar-gs.html
https://www.juniper.net/documentation/en_US/jsa7.3.3/jsa-getting-started-guide/information-products/pathway-pages/pathway-page-m-container-qradar-gs.html
https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/information-products/pathway-pages/pathway-page-m-container-qrm-ug.html
https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/information-products/pathway-pages/pathway-page-m-container-qrm-ug.html
https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/information-products/pathway-pages/pathway-page-m-container-qrm-ug.html

Chapter 2

JSA Soft are Installation Use Cases

Let’s get hands on with JSA. This chapter provides several sample exercises for you
to practice installing the various JSA appliances. After completion you’ll be able
to:

®m  Understand the prerequisites for installing JSA
m Createa J[SA VM

m Install and configure appliance types

®  Add the managed hosts

® Remove managed hosts

Step 1: Prerequisites to Install JSA

JSA appliances come with pre-installed JSA software so that you can directly con-
figure the appliances. You can also install a different version of JSA software using
a bootable USB, if required. For more information on that process, see the section,
Reinstall JSA Using Bootable USB, later in this chapter.

NOTE  To ensure proper communication between devices in distributed deploy-
ments and to access JSA, you must open the required ports. See Appendix C for
more information.
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For virtual installations, you must first prepare the VM and then install the JSA
software. Ensure that you use a supported virtual appliance that meets the mini-
mum system requirements (see Appendices A and B for more information on sys-
tem requirements).

A virtual appliance is a JSA system that consists of JSA software installed on a
VMWare ESXi or KVM virtual machine. A virtual appliance provides the same
visibility and function in your virtual network infrastructure as that of other JSA
appliances in your physical environment.

You can install JSA on your virtual appliance using either the software or appli-
ance installation:

m Software installation: Uses a Red Hat Enterprise Linux (RHEL) operating sys-
tem. You must configure partitions and comply with required RHEL specifica-
tions before installation. This is supported only for data nodes.

m  Appliance installation: Uses a version of RHEL included in the JSA software
ISO image; no other preparations are required. This is used when you want to
install JSA on an ESXi virtual appliance or on any Juniper Networks provided
hardware appliances. Here you can install any appliance type as required.

NOTE  Juniper Networks provides hardware appliances with pre-installed JSA
software, and therefore, Steps 1 and 2 are not be required in the case of hardware
appliances.

To install on a virtual appliance, complete the following tasks in sequence:
1. Create a virtual machine.
2. Install JSA software on the virtual machine.

3. Configure the roles based on your needs such as, Threat Analytics (TA), Log
Analytics (LA), High Availability (HA), or managed hosts.

4.If you are installing a TA or LA All-in-One (AIO or standalone installation),
you can directly start using it.

5.1f you are installing a managed host, add the appliance (managed host) to the
deployment (TM console or LM console).

6. If you are installing a secondary HA host, add the appliance (HA host) to the
primary.

NOTE We do not recommend that you install any extra third-party software
other than JSA on the virtual machine or appliance. Third party software can take
up disk space and interrupt JSA services when a disk space threshold is crossed.
This can also cause issues during upgrades, and in general, create security vulner-
abilities in the system.
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You must also be sure that the virtual appliance complies to the following mzini-
mum requirements for JSA to work as expected:

m  Memory requirement: To understand the minimum and suggested memory
requirements for a virtual appliance, see the Appendix A.

m Processor requirement: To understand the minimum and suggested CPU
requirements for a virtual appliance, see the Appendix B.

m Storage requirement: Virtual appliances must have a minimum of 256 GB
storage. But for optimal performance, you need more than 256 GB storage.
Use thin provisioning. Before you install your virtual appliance, use the
following formula to determine your storage needs:

(Number of Days) x (Seconds in a day) x (Events per second rate) x (Average
size of a log event x 1.5 JSA normalized event overhead) x 1.05 /(1000 x 1000
x 1000) + 40 GB. For example: 30 x 86,400 x 1,000 EPS x 600 bytes x 1.05/
(1000 x 1000 x 1000) + 40 GB = 1673 GB

Step 2: Create a JSSAVM

Figure 18

To create a virtual machine, log in to VM Ware ESXi as shown in Figure 18.

Login to VMWare ESXi

vmware" ESXi’

From the VMware vSphere Client, select Virtual Machines, right click and select
Create/Register VM, and the New virtual machine page appears as shown in
Figure 19.
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Figure 19 New Virtual Machine Page

5 New virtual machine - JSA-AIO-LM (ESXi 6.5 virtual machine)

B4 1 Select creation type Select creation type
2 Selecta name and guest 0S
3 Select storage

How would you like to create a Virtual Machine?

4 Customize settings

S — This option guides you through creating a new virtual
5 Ready to complete machine. You will be able to customize processors, memory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a

quest operating system after creation
Register an existing virtual machine

You can see the Select creation type page. Now select Create a new virtual machine
and click Next.

In the Select a name and guest OS page, select the Guest OS family as Linux and

Guest OS version as Red Hat Enterprise Linux 7(64-bit), as shown in Figure 20.
Click Next.

Figure 20 Select a Name and Guest OS

51 New virtual machine - JSA-AIO-LM (ESXi 6.5 virtual machine)

¥ 1 Select creation type Select a name and guest OS

2 Selecta name and guest 0S Specify a unique name and 05

3 Select storage

4 Customize settings
Name
5 Ready to complete

‘ JSA-AIO-LM

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation

Compatibility ESXi 6.5 virtual machine

Guest OS family Linux

Guest OS version Red Hat Enterprise Linux 7 (64-bit)

[ Back H Next l Finish [ Cancel l‘
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In the Select storage page, select the datastore in which to store the configuration
and disk files, shown in Figure 21. Click Next.

Figure 21 Select Storage

51 New virtual machine - JSA-AIO-LM (ESXi 8.5 virtual machine)

+ 1 Select creation type Select storage

2 Select a name and guest 0OS

Select the datastore in which to store the configuration and disk files.
B4 3 select storage

4 Customize settings

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for

5 Ready to complete the virtual machine configuration files and all of the virtual disks.

Name v | Capacty v Free  ~ Type v Thinpro..v Access v
datastore1

1.08 TB, 108.06 GB  VMFS5 Supported  Single

1items

,

In the Customize settings page, configure the CPU, RAM, and the storage that you
want for the virtual machine, as shown in Figure 22. For more information about
CPU and memory requirements, see Appendix A and Appendix B.

Figure 22 Customize Settings

¥4 New virtual machine - vJ SA-AIO-LM (ESXi 6.5 virtual machine)

¥ 1 Select creation type Customize settings

' 2 Select a name and guest OS

Configure the virtual machine hardware and virtual machine additional options
V3 Select storage

B4 4 Customize settings
Virtual Hardware | VM Options |
5 Ready to complete

2 Add hard disk 8 Add network adapter (& Add other device

» | cru ‘ﬁ‘ o

» @ Memory

I
o}
@
<

4

» &2 Hard disk 1 200 B -

» & scsi Controller 0 VMware Paravirtual

ED SATA Controller 0

USB controller 1

UsB 20 v

» B Network Adapter 1

VM Network ¥ ¥ Connect

» b CNINVN Dirive 1
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Select an appropriate virtual network and the JSA ISO image to be installed, and
select Next, as shown in Figures 22.

Review the selection, as shown in Figures 23 and 24.

Figure 23 Review Selection

91 New virtual machine - vJ SA-AIO-LM (ESX 6.5 virtual machine)

Figure 24

V" 1 Select creation type

¥ 2 Select a name and guest 0S
¥ 3 Select storage

¥ 4 Customize settings

B4 5 Ready to complete

Ready to complete

Review your settings selection before finishing the wizard

Name
Datastore

Guest OS name
Compatibility

VCPUs

Memory

Network adapters

Network adapter 1 network
Network adapter 1 type
IDE controller 0

IDE controller 1

SCS controller 0

SATA controller O

VJSA-AIO-LM
datastore

Red Hat Enterprise Linux 7 (64-bit)
ESXi 6.5 virtual machine

24

24GB

p

VM Network

VMXNET 3

IDEO

IDE 1

VMware Paravirtual

New SATA controller

Hard disk 1
[ Back || wex |[ Fnisn |[ cancer |
y
#31 New virtual machine - vJSA-AIO-LM (ESXi 6.5 virtual machine)
Network adapters 1
¥ 1 Select creation type
o em—— Network adapter 1 network VM Network
V3 Select storage Network adapter 1 type VMXNET 3
¥/ 4 Customize settings IDE controller 0 IDEO
v
IDE controller 1 IDE1
SCS controller 0 VMware Paravirtual
SATA controller 0 New SATA controller
Hard disk 1
Capacity 30068
Datastore [datastore ] WSA-AIO-LM/
Mode Dependent
Provisioning Thin provisioned
Controller SCSI controller 0 0
coiDVD drive 1
Backing [datastore1] JSAT 33 iso|
Connected Yes
USB controller 1 USB 20
[ Back || mex [[ Finsh ][ cancel |
4

In the Ready to Complete page, review selection and click Finish to complete the
process. Restart the virtual machine and the installation will begin, as shown in
Figure 25. Type linux to continue and complete the installation.
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Figure 25 VM Created: Completion
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Uelcome to the Juniper STRM image installer
www HARN ING

his procedure will overwrite your hard disk drive with a new factory default
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To begin installation of your STRM image, type:
install <ENTER>

To begin UM-UGA installation of your S5TRM image, type:
linux <ENTER>

To cancel this operation, power off the system and remove the USB
storage device from the USB port.

boot : linux

Once the installation is complete, a confirmation window appears similar to
Figure 26.

Figure 26 Virtual Machine Created: Confirmation
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Next Steps

You can now configure the desired JSA roles (JSA hardware appliances come with
pre-installed software, so you can start directly from here to configure the desired
roles). This chapter details these next steps in the order of sections listed here:

Install and Configure JSA as an All-in-One (AIO) Threat Analytics
Install and Configure Log Analytics

Install and Configure an Event Processor

Install and Configure a Flow Processor

Install and Configure a JSA Data Node

Install and Configure Store and Forward Event Collector

Install and Configure High-Availability Appliance for Non-console
Install and Configure High-Availability Appliance for Console
Install and Configure JSA Risk Manager

Install and Configure a Vulnerability Processor

Install and Configure a Vulnerability Scanner

Install and Configure an App Host

Install EP-FP Combo on JSA Appliances

NOTE  These sections are applicable to both JSA hardware and virtual appli-
ances.

You can also use the bootable USB to reinstall hardware appliances with a differ-
ent version of JSA software, if required. For more information, see the section, Re-
install JSA Using Bootable USB, further along in this chapter.
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Install and Configure JSA as an All-in-One (AlO) Threat Analytics

An all-in-one installation, or a standalone installation, is where all the J[SA compo-
nents are installed on the same device that acts as an independent unit with its own
web UL This installation procedure is applicable to both JSA hardware and virtual
appliances.

Before You Begin

Before you start the installation, ensure that:

The required hardware is installed (in case of appliances).
You have the required license key for your appliance.

A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

There are no expired licenses on either the console or the managed hosts.

Software versions for all JSA appliances in a deployment is the same version
and patch level. Note that deployments that use different versions of software
are not supported.

Have the following information ready before you begin the installation:

Hostname

IP address

Network mask

Default gateway address

Primary Domain Name System (DNS) server address
Secondary DNS server address (Optional)

(Optional) Public IP address for networks using Network Address Translation
(NAT)

(Optional) Email server name

Network Time Protocol (NTP) (for TA/LA Console only) server or time server
name

Step-by-Step Procedure

Follow the steps in the installation wizard for the virtual appliance type you are
creating.
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The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.

Log in as the root user at the prompt (a password is not required). If you are
prompted for a password, there is some error with the installation. Contact
https://support.juniper.net/support/.

Read and accept the EULA license and proceed with the installation.
Provide information in the installation wizard when prompted.
After accepting EULA license, the Appliance Install page appears.
Select Appliance Install (purchased as an appliance).

Choose this option if you have purchased JSA appliances or wish to install virtual
machines and select Next.

Figure 27 Appliance Install Options

Appliance Install

Assign appliance type by functionality:
(X) Appliance Install (purchased as an appliance)

( ) Software Install (hardware was purchased separately)
( ) High Availability Appliance

( ) App Host Appliance

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Next > < Cancel >

The Non-Software Appliance Assignment page appears. Select the non-software
appliance type as Threat Analytics “All-in-One” or Console 3199 and select Next,
shown in Figure 28.

Figure 28 Non-Software Appliance Assignment Options
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Non-Sof tware Appliance Assignment

— Assign by functionality:
Xy Threat Analytics “All-In-One” or Comsole 3199
SFEC Store and Forward Event Collector 1599

Event Processor (LA and TA) 1699

Flow Processor (LA and TA) 1799

Log Analytics “"All-In-One" or Console 8899

Qf low Collector 1299

Data Node Appliance 1488

Wilnerability Processor 688

UWilnerability Scanner 618

Risk Manager 788

3

§8$S§5¥%

< Next > < Back > < Cancel >

The Type of Setup page appears. Select the Normal Setup (default) option and se-
lect Next.

Figure 29 Setup Options

Type Of Setup

X) normal Normal Setup (default)

Choose the type of setup:
(
|: ) recovery HA Recovery Setup

< Next D < Back > < Cancel >

The Date/Time Setup page appears. Enter the current date in the Current Date
(YYYY/MM/DD) field in the format displayed. A date is also displayed for your
reference. Enter the time in 24-hour format in the 24h Clock Time (HH:MM: SS)
field. Alternatively, you can enter the name or the IP address of the time server to
which the time can be synced in the Time Server field.

After entering the date and time details, select Next.
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Figure 30 Date/Time Setup Options

Date/Time Setup

Setting the date and time manually or by specifying an NTP/RDate
server.

Manual setting:
Current Date (YYYY/M1/DD):2819-12/81

24h Clock Time (HH:MM:SS):81:38:55

Time Server name or IP address:
r Time server:

K Next D) < Back > < Cancel >

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.

Figure 31 Select Continent/Area Options

Select Continent/Area

— Select a time zone continent/area:
() 8 Africa

1 America

2 fntarctica

3 Arctic

4 fsia

5 Atlantic

6 Australia

? Europe

8 GMT

9 Indian

8 Pacific

1 UTC

-

< Back > < Cancel >

The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New York (Eastern (most areas)) as
shown in Figure 32.

Figure 32 Time Zone Options
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Figure 33

Figure 34

Time Zone Selection

|
73

el

ect a time zone city or region:
) 94 Miquelon

) 95 Moncton (Atlantic - New Brunswick)

) 96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
) 97 Montevideo

) 98 Montserrat

) 99 HNassau

) 188 New_York (Eastern (most areas))

) 181 Nipigon (Eastern - ON, QC (no DST 1967-73))

) 182 Nome (Alaska (west))

) 183 Noronha (Atlantic islands)

) 184 North_DakotasBeulah (Central - ND (Mercer))

) 185 North_DakotasCenter (Central - ND (Dliver))

) 186 North_Dakota/New Salem (Central - ND (Morton rural))

) 18?7 O0jinaga (Mountain Time US - Chihuahua (US border))

HA—\HAAF\QAAHAAH

< Back > < Cancel >

The Internet Protocol Setup page appears next. By default, the Internet Protocol
version is selected as IPv4 Internet Protocol version 4. You may select IPv6 Internet
Protocol version 6, as required. Select No as the value for Do not use bonded inter-
face configuration mode. You might use the bonded interface configuration mode,
as required. Select Next in Figure 33.

Internet Protocol Setup Options

Internet Protocol Setup

— Choose which Internet protocol version to use:
(X) ipv4 Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

MBS < Back > < Cancel >

The Management Interface Setup is next. Select the management interface that you
want to use and then select Next.

The list shown depends on the number of NIC Cards in the hardware that
you are installing JSA on. All available interfaces will be displayed.

Management Interface Setup Options
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Management Interface Setup

Select management interface:
(X) ens192 + MAC 88:8c:29:c1:a5:b4

Note: If the interface has a link (cable connected), a plus (+) is
displayed before the description.

< Back > < Cancel >

Next is Figure 35 and the Network Information Setup page. Let’s configure the
following network settings (and then select Next).

m  Hostname: Enter a fully qualified domain name as the system hostname
m P Address: Enter the IP address of the system

m  Network Mask: Enter the network mask for the system

m  Gateway: Enter the default gateway of the system

® Primary DNS: Enter the primary DNS server address

m  Secondary DNS: (Optional) Type the secondary DNS server address

m Public IP: (Optional) Enter the Public IP address of the server.

m  Email Server: Enter the email server (if you do not have an e-mail server, type

localbost in this field).

Figure 35 Network Information Setup Options

Network Information Setup

Enter network information to use:
Hostname: Jum &= e s

IP Address: 8 NE & 50 Primary DNS: & & & 3
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ % B8 0 Public IP:

Email Server: localhost

S < Back > < Cancel >

This may take a few minutes as the network settings are validated. Once validated
successfully, the Admin Password Setup page appears.

Now configure the administrator password required to login into the JSA web UI.
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Figure 36

Figure 37

In the Enter New Admin Password field, enter an admin password that meets the
following criteria: contains at least 5 characters; contains no spaces; can include
the following special characters: @, #, *, and *

Re-enter the admin password in the Confirm New Admin Password field and se-
lect Next.

NOTE  The option for admin password configuration comes only for LA or TA

console installation. This option is not available if you are installing a managed
host.

Admin Password Options

Admin Password Setup

r Enter New Admin Password:

[7 Conf irm New Admin Password:

The password must not be longer than 255 character and not contain
spaces or the following characters: § t =N\ " " " <> &

< Back > < Cancel >

Now configure the root password required to login to the JSA Command Line In-
terface (CLI). In the Enter New Root Password field, enter a root password that
meets the same criteria as before, re-enter the root password in the Confirm New
Root Password field, and then select Finish.

Root Password Options

Root Password Setup

[— Enter New Root Password:

r Conf irm New Root Password:

|

The password must not be longer than 255 character and not contain
spaces.

MR < Back > < Cancel >
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When you select Finish, the installation process starts. This process typically takes
a few hours. Although it might appear as if the system is not responding at times,
wait for the installation to complete.

Figure 38 Installing Changes

Installing Qradar changes...

Activating system with key 883U41-5T?A3E-B77N7N-545126.

fippliance ID is 3199.

Installing "TA Threat Analytics “All-In-One" or Console’ with id 3199.
Conf iguring network. ..

Setting current date and time.

New date of ’2819,12,81 81:38:55° was specified 171 seconds ago...
Setting date and time to 20191281 81:33:46° ...

Restarting postgresql-grd

Runmning changeQradarPassword

Stopping hostcontext

Stopping httpd

Stopping tomcat

Sun Dec 1 81:34:81 EST 2819 [setup-img.sh]l OK: IM] Setup Completed
Stopping httpd

Stopping tomcat

Updating db user password

The output shown in Figure 39 indicates the successful installation of an AIO
Threat Analytics console. Once the installation is complete, a final completion
message is displayed. Click Ok.

Figure 39 Installation Complete

Initial configuration of 'TA Threat Analytics
All-In-One or Console’ console is now complete.

You are now ready to commect to the interface.

Press ENTER to complete Installation.

Verification

To verify the successful installation of AIO Threat Analytics console run the fol-
lowing command on the console:

Run less /etc/.appliance_name
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Next Steps

The output displays 3199 as the appliance installed.

Ping the default gateway to ensure that the connectivity is fine. You can also use
the ifconfig command to view the IP address details of the appliance.

After the installation is successful, you can log into the JSA web UL

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received when you purchased JSA from Juniper Networks contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system, before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

After you complete the TM/TA installation, you can use it either as a standalone
all-in-one installation or add managed hosts such as EP, FP, and so on, to TM/TA
console (distributed deployment). For more information, see sections Add an
Event Processor to Threat Analytics Console or Log Analytics Console and Add a
Flow Processor to Threat Analytics.

Install and Configure a Log Analytics

The Log Analytics hardware or virtual appliance is a log analytics system that
manages and stores events from various network devices. Log Analytics includes
an on-board event collector, event processor, and internal storage for events. Log
Analytics cannot collect and process flows.

NOTE  This installation procedure is applicable to both JSA hardware and virtual
appliances.

Before You Begin

Before you do the installation, ensure that you have the following in place:
m  The required hardware is installed (in case of appliances).
B You have the required license key for your appliance.

m A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

m  There are no expired licenses on either the console or the managed hosts
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m  Software versions for all JSA appliances in a deployment are the same version
and patch level. Note that deployments that use different versions of software
are not supported.

Keep the following information ready before you begin the installation:
® Hostname

m IPaddress

m  Network mask

m  Default gateway address

m  Primary Domain Name System (DNS) server address

m  Secondary DNS server address (Optional)

m (Optional) Public IP address for networks using Network Address Translation
(NAT)

®  Email server name
m Network Time Protocol (NTP) server (for LA or TA Console only) or time

SE€rver name

Step-by-Step Procedure

Follow the steps in the installation wizard for the hardware or virtual appliance
type you are creating.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.

Log in as the root user at the prompt (a password is not required). If you are
prompted for a password, there is some error with the installation. Contact https://
support.juniper.net/support/.

Read and accept the EULA license and proceed with the installation. Provide in-
formation in the installation wizard when prompted.

After accepting EULA license, the Appliance Install page appears as shown in Fig-
ure 40. Select Appliance Install (purchased as an appliance). Choose this option if


https://support.juniper.net/support/
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you have purchased JSA appliances or wish to install virtual machines and
select Next.

Figure 40 Appliance Install Options

Assign appliance type by functionality:

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Next > < Cancel >

The Non-Software Appliance Assignment page appears. Select the non-software
appliance type as LA All-In-One or Console 8099 and select Next.

Figure 41 Non-Software Appliance Assignment Options

Non-Sof tware Appliance Assignment

— fAssign by functionality:

<Next > < Back > < Cancel >

The Type of Setup page appears. Select the Normal Setup (default) option and se-
lect Next.

Figure 42 Setup Options
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Type Of Setup

X) normal Normal Setup (default)

Choose the type of setup:
C
|: ) recovery HA Recovery Setup

WP < Back > < Cancel >

The Date/Time Setup page appears. Enter the current date in the Current Date
(YYYY/MM/DD) field in the format displayed. A date is also displayed for your
reference. Enter the time in 24-hour format in the 24h Clock Time (HH:MM: SS)
field. Alternatively, you can enter the name or the IP address of the time server to
which the time can be synced in the Time Server field.

After entering the date and time details, select Next.
Figure 43 Date/Time Setup Options

Date/Time Setup

Setting the date and time manually or by specifying an NTP/RDate
server.

Manual setting:
Current Date (YYYY/M1/DD):2819-12/81

24h Clock Time (HH:MM:SS):81:38:55

Time Server name or IP address:
r Time server:

< Back > < Cancel >

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.

Figure 44 Select Continent/Area Options
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Figure 45

Figure 46

Select Continent/Area

— Select a time zone continent/area:
Africa
America
Antarctica
fArctic
fAsia
Atlantic
Australia
Europe

GMT

Indian
Pacific
UTC

HPOUONCONDWN=®

-

< Back > < Cancel >

The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New_York (Eastern (most areas)).

Time Zone Options

Time Zone Selection

— Select a time zone city or region:
() 94 Miquelon
() 95 Moncton (Atlantic - New Brunswick)
() 96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
() 97 Montevideo
() 98 Montserrat
() 99 Nassau
(X) 188 New York (Eastern (most areas))
() 181 Nipigon (Eastern - ON, QC (no DST 1967-73))
() 182 Nome (Alaska (west))
( ) 183 Noronha (Atlantic islands)
( ) 184 North_DakotasBeulah (Central - ND (Mercer))
( ) 185 North_DakotasCenter (Central - ND (Dliver))
( ) 186 North_Dakota/New Salem (Central - ND (Morton rural))
() 187 Ojinaga (Mountain Time US - Chihuahua (US border))
< Back > < Cancel >

The Internet Protocol Setup page appears in Figure 46. By default, the Internet
Protocol version is selected as IPv4 Internet Protocol version 4. You might select
IPv6 Internet Protocol version 6, as required. Select No as the value for Do not use
bonded interface configuration mode. You might use the bonded interface configu-
ration mode as required. Select Next.

Internet Protocol Setup Options
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Internet Protocol Setup

— Choose which Internet protocol version to use: ——————————
(X) ipv4 Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

< Back > < Cancel >

The Management Interface Setup page appears. Select the management interface
that you want to use and select Next.

The list shown depends on the number of NIC Cards in the hardware that
you are installing JSA on. All the available interfaces will be displayed in this
section.

Figure 47 Management Interface Setup Options

Management Interface Setup

—— Select management interface:
(X) ens192 + MAC BB:Bc:29:cl:a5:b4

Note: If the interface has a link (cable conmected), a plus (+) is
displayed before the description.

< Back > < Cancel >

The Network Information Setup page appears. Configure the following network
settings:

Hostname—Enter a fully qualified domain name as the system hostname.
IP Address—Enter the IP address of the system.

Network Mask—Enter the network mask for the system.
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m  Gateway—Enter the default gateway of the system.

m Primary DNS—Enter the primary DNS server address.

m  Secondary DNS—Optional. Type the secondary DNS server address.
m Public IP—(Optional). Enter the Public IP address of the server.

®  Email Server—Enter the email server. If you do not have an e-mail server, type
localhost in this field.

Select Next. The network settings will be validated. This may take a few minutes.

Figure 48 Network Information Setup Options

Enter network information to use:
Hostname: Jum W= e wn

IP Address: 38 NE 8 58 Primary DNS: [ & 8
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ W B8 Public IP:

Email Server: localhost

WEAP < Back > < Cancel >

Once the network settings are validated successfully, the Admin Password Setup
page appears (Figure 49). In the Enter New Admin Password field, enter an admin
password that meets the following criteria: contains at least five characters, con-
tains no spaces, can include the following special characters: @, #, *, and *.

NOTE  The option for admin password configuration comes only for LA or TA
console installation. This option is not available if you are installing a managed
host.

Re-enter the admin password in the Confirm New Admin Password field and se-
lect Next.
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Figure 49 Admin Password Options

|— Enter New Admin Password: |

|— Conf irm New Admin Password: |

The password must not be longer than 255 character and not contain
spaces or the following characters: § * =\ " " " <> &

< Next D) < Back > < Cancel >

In the Enter New Root Password field, enter a root password that meets the fol-
lowing criteria: contains at least five characters, contains no spaces, can include
the following special characters: @, #, , and *

Re-enter the root password in the Confirm New Root Password field and select
Finish.

Figure 50 Root Password Options

Root Password Setup

I— Enter New Root Password:

HHHIEIEIEIHNE

r Conf irm New Root Password:

The password must not be longer than 255 character and not contain
spaces.

e < Back > < Cancel >

When you select Finish, the installation process starts. This process typically takes
a few hours. Although it might appear as if the system is not responding at times,
wait for the installation to complete.

Figure 51 displays output indicating the ongoing installation process.

Figure 51 Installing Changes
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Figure 52

Verification

Next Steps

Installing Qradar changes...

Activating system with key 1VGEIN-87123Q-5F528A-1D6D4U.

Appliance ID is 8899.

Installing ‘LA Log Analytics “All-In-One" or Console’ with id 8899.
Conf iguring network...

Setting current date and time.

New date of ’2819-12/81 85:34:21' was specified 259 seconds ago...
Setting date and time to ‘28191201 85:38:48°...

Restarting postgresql-qrd

Rumming changefradarPassword

Stopping hostcontext

Stopping httpd

Stopping tomcat

Sun Dec 1 85:38:56 EST 20819 [setup-img.sh]l OK: IM] Setup Completed
Stopping httpd

Stopping tomcat

Updating db user password

Once the installation is complete, a final completion message is displayed as shown
in Figure 52. Click OK.

Installation Complete

Initial configuration of ‘LA Log Analytics All-In-One
or Console’ console is now complete.

You are now ready to connect to the interface.

Press ENTER to complete Installation.

To verify the successful installation of JSA log analytics, run the following com-
mand on the console:

Run less /etc/.appliance_name

The output displays 8099 as the appliance is installed.

Ping the default gateway to ensure that the connectivity is fine. You can also use
the ifconfig command to view the IP address details of the appliance. If the instal-
lation is successful, you can log in to the JSA web UL

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

After you complete the LA installation, you can use it either as a standalone



66 Chapter 2: JSA Software Installation Use Cases

all-in-one installation or add managed hosts such as EP, SFEC, and so on, to an LA
console (distributed deployment). For more information, see sections Add an
Event Processor to Threat Analytics Console or Log Analytics Console and Install
and Configure Store and Forward Event Collector.

Install and Configure an Event Processor

An event processor (EP) processes event and flow data from the event collector
(EC). When you install EP (1699), it will also have an EC component.

To complete the installation and configuration of an event processor:

Install the event processor using the instructions in this section.

Add the event processor to the threat analytics or log analytics using the in-
structions provided in section Add an Event Processor to Threat Analytics or
Log Analytics All-in-One Console.

Apply a license to the event processor using the instructions Apply a License to

JSA.

Before You Begin

Before you do the installation, ensure that you have the following in place:

The required hardware is installed (in case of appliances).
You have the required license key for your appliance.

A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

There are no expired licenses on either the console or the managed hosts.

Software versions for all JSA appliances in a deployment must be the same ver-
sion and patch level. Note that deployments that use different versions of soft-
ware are not supported.

Keep the following information ready before you begin the installation:

Hostname

IP address

Network mask

Default gateway address

Primary Domain Name System (DNS) server address

Secondary DNS server address (Optional)
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m (Optional) Public IP address for networks using Network Address Translation
(NAT)

® Email server name

Step-by-Step Procedure

Figure 53

Follow the steps in the installation wizard for the hardware or the virtual appli-
ance type you are creating.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.

Log in as the root user at the prompt (a password is not required). If you are
prompted for a password, there is some error with the installation. Contact https://
support.juniper.net/support/.

Read and accept the EULA license and proceed with the installation. Provide in-
formation in the installation wizard when prompted. After accepting EULA li-
cense, the Appliance Install page appears as shown in Figure 53.

Select Appliance Install (purchased as an appliance). Choose this option if you
have purchased JSA appliances or wish to install virtual machines and select Next.

Appliance Install Options

Appliance Install

Assign appliance type by functionality:
(X) Appliance Install (purchased as an appliance)

( ) Software Install (hardware was purchased separately)
( ) High Availability Appliance

( ) App Host Appliance

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Next > < Cancel >

The Non-Software Appliance Assignment page appears. Select the non-software
appliance type as EP Event Processor (LA and TA) 1699 and select Next.
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Figure 54 Non-Software Appliance Assignment Options
Non-Sof tware fAppliance Assignment

— Assign by functionality:

C)TA Threat Analytics “All-In-One"” or Console 3199
£ ) SFEC Store and Forward Event Collector 1599

X) Ep Event Processor (LA and TA) 1699

£ FP Flow Processor (LA and TA) 1799

() LA Log Analytics "All-In-One" or Console 8899

C ) QFLOW Qf low Collector 1299

C ) DN Data Node Appliance 1488

£ Uulnerability Processor 668

I Uulnerability Scanner 618

< Next M < Back > < Cancel >

The Type of Setup page appears (Figure 55). Select the Normal Setup (default) op-
tion and select Next.

Figure 55 Setup Options

X) normal Normal Setup (default)

Choose the type of setup:
(
|: ) recovery HA Recovery Setup

MLV < Back > < Cancel >

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.
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Figure 56

Figure 57

Figure 58

Select Continent/Area Options

Select Continent/Area

— Select a time zone continentrarea:
Africa
America
Antarctica
Arctic
Asia
Atlantic
Australia
Europe

GMT

Indian
Pacific
uTC

HROUONONDWNE®

-

< Next > < Back > < Cancel >

The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New-York (Eastern (most areas)).

Time Zone Options

Time Zone Selection

Select a time zone city or region:
94 Miquelon

95 Moncton (Atlantic - New Brumswick)

96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
97 Montevideo

98 Montserrat

99 Nassau

188 New_York (Eastern (most areas))

181 Nipigon (Eastern - ON, QC (no DST 1967-73))

182 Nome (Alaska (west))

183 Noronha (Atlantic islands)

184 North_DakotasBeulah (Central - ND (Mercer))

185 North_DakotasCenter (Central - ND (Oliver))

186 North_DakotasNew_Salem (Central - ND (Morton rural))

18?7 O0jinaga (Mountain Time US - Chihuahua (US border))

HHF\HF\HHQHHHHHH
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< Back > < Cancel >

The Internet Protocol Setup page appears. By default, the Internet Protocol version
is selected as IPv4 Internet Protocol version 4. You might select IPv6 Internet Pro-
tocol version 6, as required. Select No as the value for Do not use bonded interface
configuration mode. You might use the bonded interface configuration mode, as
required. Select Next.

Internet Protocol Setup Options
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Internet Protocol Setup

— Choose which Internet protocol version to use:
(X) ipvd Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

K Next O < Back > < Cancel >

The Management Interface Setup page appears. Select the management interface
that you want to use and select Next.

The list shown here depends on the number of NIC Cards on the hard-
ware that you are installing JSA. All the available interfaces will be displayed in
this section.

Figure 59 Management Interface Setup Options

Management Interface Setup

—— Select management interface:
(X) ens192 + MAC BB:Bc:29:cl1:a5:b4

Note: If the interface has a link (cable comnected), a plus (+) is
displayed before the description.

K Next O < Back > < Cancel >

The Network Information Setup page appears. Configure the following network
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settings:

m Hostname—Enter a fully qualified domain name as the system hostname.
m P Address—Enter the IP address of the system.

m  Network Mask—Enter the network mask for the system.

m  Gateway—Enter the default gateway of the system.

m  Primary DNS—Enter the primary DNS server address.

m  Secondary DNS—(Optional). Type the secondary DNS server address.

m  Public IP—(Optional). Enter the Public IP address of the server.

m  Email Server—Enter the email server. If you do not have an e-mail server, type
localhost in this field.

Figure 60 Network Information Setup Options

Enter network information to use:
Hostname: Jum W= e s

IP Address: 8 & & o0 Primary DNS: & & & 1
Network Mask: 255.255.255.08 Secondary DNS:
Gateway: [ & B Public IP:

Email Server: localhost

< Back > < Cancel >

Select Next. The network settings are validated. This may take a few minutes.

Configure the root password required to login to the JSA Command Line Interface
(CLI). In the Enter New Root Password field, enter a root password that meets the
following criteria: contains at least 5 characters, contains no spaces, can include
the following special characters: @, #, », and *.

Re-enter the root password in the Confirm New Root Password field and select
Finish.

Figure 61 Root Password Options
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Figure 62

Root Password Setup

Enter New Root Password:

E |
Conf irm New Root Password:

B |

The password must not be longer than 255 character and not contain
spaces.

K Finish > < Back > < Cancel >

When you select Finish, the installation process starts. This process typically takes
a few hours. Although it might appear as if the system is not responding at times,
wait for the installation to complete.

Installing Changes

Installing (Qradar changes...
fictivating system with key 427G1B-6TZE38-53845J-254172.
ppliance ID is 1699.
Installing "EP Event Processor (LA and TA)' with id 1699.
onf iguring network...
[Setting current date and time.
ew date of *2819-12-81 85:13:54° was specified 188 seconds ago...
Setting date and time to "28191281 85:16:54" ...
Running changellradarPassword
[Stopping hostcontext
Sun Dec 1 85:17:18 EST 2019 [setup-img.sh]l OK: IM) Setup Completed
pdating db user password
pplying replication db file...done?
Running replication setup...done?
difying postgresql config...donet
Rurming changeQUMPassword
Setting email server to localhost
[Running FinalSetup

pdating iptables firewall rules.
Restarting system services:

Failed to start hostcontext?

DE: Configuration of host EP-jsa as a non-console completed.
radar_setup.py: End: 8

Running: soptrsgradar-bin-safter_services up.sh

The output shown in Figure 62 indicates a successful installation of an event pro-
cessor is complete. Once the installation is complete, a completion message is dis-
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Figure 63

Verification

played as in Figure 63. Click OK.

Installation Complete

Initial configuration of EP Event Processor (LA and
TA)’ is now complete.

Press ENTER to complete Installation.

To verify the successful installation of an event processor, run the following com-
mand on the console:

Run less /etc/.appliance_name
The output displays 1699 as the appliance installed.

Ping the default gateway to ensure that the connectivity is fine. You can also use
the ifconfig command to view the IP address details of the appliance.

Next Steps

After you have completed installing the event processor, you can add the event
processor to a TA or LA console using the JSA web UL For more information
about adding an event processor, see Add an Event Processor to Threat Analytics
or Log Analytics All-in-One Console.

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system before the default license expires.

For more information about applying a license, see the section, Apply a License to
JSA.
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Add an Event Processor to the Threat Analytics Console or Log
Analytics Console

Figure 64

You can add managed hosts, such as event and flow collectors, event and flow pro-
cessors, and data nodes, to distribute data collection and processing activities
across your JSA deployment.

NOTE Adding an event processor helps in the distributed collection of events.
The event collection and the processing load will be on the event processor rather
than on the console. Also, when the event collection needs to happen between
different geographical locations, event processors conserve the WAN bandwidth
by locally storing the events and not sending the entire event data to the console.
Another use case for event processor nodes are when you need to comply with
data compliance regulations.

Let’s begin by verifying that the managed host has the same JSA version and patch
as the JSA console that you are using to manage it. Event processors can be added

either to threat analytics (TA) or log analytics (LA) consoles. The same procedure

is applicable to TA and LA consoles.

To add an event processor to Threat Analytics host:

Log in to the JSA web UL On the navigation menu, click Admin and the Admin
page appears. In the System Configuration section, click System and License
Management.

System and License Management

= SecureAnalytics

Dashboard  Offenses  LogActivy  NetworkActiy ~ Assets  Reports  Risks  Vunorabiiies  Admin

Admin © Deploy Changes  Advanced ¥ o

» System Configuration [14) There are no changes to deploy.

+ Dats Sources [L) Data re-batancing complete. View Detais

Remote Networks and System Configuration

7 i 3 LR
@ € ! i ' P
Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy
Notifications Management

o] 2] O g w &

System and License System Health System Setiings Asset Profiler Custom Offense Close Store and Forward
Management Configuration Reasons

L =) & £ 5) M *

Reference Set Centralized Credentials  Forwarding Destinations. Routing Rules Domain Management  Extensions Management

Services Configuration

Tryitout

> Apps

The System and License Management page appears. On the navigation menu, se-
lect Deployment Actions > Add Host as shown in Figure 65.
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Figure 65

Figure 66

Deployment Actions > Add Host

@ System and License Management - Google Chrome o|B] &
A ot secure | locahost:7443/console/do/aradar, \agement?clspatct S) nclicerseManagement:
Allocats Licarse o Systam  Upload Licenss Actions ¥ @ DeploymentActions ¥ 5. . High sallabiliy ¥ LatRemesi:onon00 Il @ @
4 View Deployment
¥ Deployment Details I 4 Add Host
Eventling 3100130000 Users 1 L [Fdd & e host to the deployment ]
v Lni 730004900000 @ EditHost Connectior
* License Informiation Messages @ Unstack
¥ System Support Activities Messages Br ot Stack
& Manage Offsils Sources
[/ Lo e conestion completea successully slickhers g anage ofesite Targets |
@ Manage Vulnerabilly Deployment

Add Managed Host appears as shown in Figure 66. Enter the fixed IP address of
the event processor host you want to add in the Host IP field. Enter the root pass-
word for the host IP in the Host Password field and re-enter the root password in
the Confirm Password field.

Click Add.

Add Managed Host

Add Managed Host

Before you add a managed host, make sure the managed host includes the SIEM
software. The IP ofthe hostis required as well as the root password. Hover over
label fields for mare information.

Host IP:
Host Password: annnnnnnn
Confirm Password: ssssnnnnn

Network Address Translation: [

AT - B

Add Cancel

NOTE If you are using NAT or want to use encrypted communication between
EP and console, select the other options accordingly.
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A pop-up appears (Figure 67) displaying the status of the host being added to the
network.

Figure 67 Host is Being Added to Deployment

Host is Being Added to Deployment

The host information that was entered is heing added to the deployment. This managed
hostis not currently part of the deployment. To complete the process, click Deploy Changes
on the Admin tab toolbar after this dialog closes.

~

Step 1 of 10 Clearing known hosts filefor IP (1= oo 0 )

Step 2 of 10 Checking ifthe host is at a compatible version.

Step 3 of 10 Writing firewall rules for host.

Step 4 of 10 Communicating with host to find valid application install.

Step 5 of 10 Checking ifthis host is valid to be added as a managed host.

Step 6 of 10 Setting up ssh keys for host.

Step 7 of 10 Pushing configuration files to the host.

Step 8 of 10 Pushing token for host to console communication.

Step 9 of 10 Creating default license for host.

Step 10 of 10 Updating database on host and starting services. This may take a while.

After the host is added successfully, the new host is listed on the System and Li-
cense Management page.

Figure 68 Host Successfully Added

Alocate Licsnseto System  Upload Licensa  Actions ¥ (@b Deployment Actions ¥ [Search LastRefresh 000050 il 2 @

Display Systems ¥
¥ Deployment Details
EveniLimit 15001130000 Users 1
Flow Limit 7500044800000

¥ License Information Messages

T System Support Activities Messages

License

Hest Name Host IP Appliance Type Version Serial Number  HostStatus o SO0 License !
FP-jsa-new 1799 - Flow Processor 33 VMware-56 4d Active Perpetual Deployed
ThM-jsa (console) 3199 - Console 733 Viware-56 4d Active Jan 25, 2020 Deployed

Note that at this point, the new host is not yet deployed. To deploy the changes, go
back to the Admin page (Figure 69). The changes that need to be deployed are
shown on top of the page. Click View Details to see the changes.
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Figure 69

Figure 70

Figure 71

Undeployed Changes

Admin ©oestoy Changes Advanced ¥

‘System Configuration

@ € e by L &) 2]
Auto Update Backup and Recovery Index Management Aggregated Data Network Hierarchy System and License System Health
- Uanogemen Management

@ a = & i * A

Reference Set Centralized Credentials  Forwarding Destinations Routing Rules Domain Management  Extensions Management  Resource Restrictions
Management

Changes to be Deployed

b Deploy Changes Advanced ¥

I, There are undeployed changes. Click 'Deploy Changes' to deploy them. Hide Details
Expand A1l | Collapse A
+ Number of global config files that need deploying: 1
# Number of components that need deploying: 10
= Mumber of hosts that need deploying: 2
host: EP-jsa with IP: 174G s 5
host: Th-jsa with IP: 1 3

Click Deploy Changes and a confirmation page appears asking for confirmation to
deploy the changes, as shown in Figure 71. Click Continue to deploy the changes.

Deployment Confirmation

! Are you sure you want to deploy? This will require services to restart as the configuration is being reloaded

Continue Cancel

The deployment starts. This process typically takes several minutes. Although it
might appear as if the system is not responding at times, wait for the deployment
to complete. The JSA web Ul will display the progress in its deployment process.

When the deployment process is complete, you will see the status as Success for all
the hosts. This means that the event processor is successfully added to the deploy-
ment. You can now point the log sources to send events to the event processor.

Next Step

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
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permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Install and Configure a Flow Processor

The virtual or hardware JSA flow processor appliance provides retention and stor-
age for flows and processes flow data from the flow collector (FC). When you in-
stall FP(1799), it also has an FC component. To begin the installation and
configuration of a flow processor:

Install the flow processor using the instructions in this section.

Add the flow processor to threat analytics using the instructions provided in
section Add a Flow Processor to Threat Analytics.

Apply a license to the flow processor using the instructions Apply a License to

JSA.

Before you start the installation, ensure that you have the following in place:

The required hardware is installed (in case of appliances).
You have the required license key for your appliance.

A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

There are no expired licenses on either the console or the managed hosts.

Software versions for all JSA appliances in a deployment must be the same ver-
sion and patch level. Note that deployments that use different versions of soft-
ware are not supported.

And you’ll need the following information for the install:

Hostname

IP address

Network mask

Default gateway address

Primary Domain Name System (DNS) server address

Secondary DNS server address (Optional)
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m  (Optional) Public IP address for networks using Network Address Translation
(NAT)

® FEmail server name

Step-by-Step Procedure

Figure 72

Follow the steps in the installation wizard for the hardware or virtual appliance
type you are creating.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.

Log in as the root user at the prompt (a password is not required). If you are
prompted for a password, there is some error with the installation. Contact
https://support.juniper.net/support/.

Read and accept the EULA license and proceed with the installation. Provide in-
formation in the installation wizard when prompted.

After accepting the EULA license, the Appliance Install page appears. Select Appli-
ance Install (purchased as an appliance). Choose this option if you have purchased
JSA appliances or wish to install virtual machines. Select Next as shown in Figure
72.

Appliance Install Options

Appliance Install

Assign appliance type by functionality:
(X) Appliance Install (purchased as an appliance)

( ) Software Install (hardware was purchased separately)
( ) High Availability Appliance

( ) App Host Appliance

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Next > < Cancel >
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The Non-Software Appliance Assignment page appears (Figure 73). Select the
non-software appliance type as FP Flow Processor (LA and TA) 1799 and select
Next.

Figure 73 Non-Software Appliance Assignment Options

Non-Sof tware Appliance Assignment

— Assign by functionality:

[ E g 1) Threat Analytics “All-In-One” or Console 3199
C ) SFEC Store and Forward Event Collector 1599

O EP Event Processor (LA and TA) 1699

(X) FP Flow Processor (LA and TA) 1799

L 2i1A Log Analytics “All-In-One" or Console 8899

( ) QFLOW Qf low Collector 1299

) DN Data Node Appliance 1488

) up Uulnerability Processor 688

C)us Uulnerability Scanner 618

< Back > < Cancel >

The Type of Setup page appears. Select the Normal Setup (default) option and se-
lect Next.

Figure 74 Setup Options

Type Of Setup

X) normal Normal Setup (default)

Choose the type of setup:
(
|: ) recovery HA Recovery Setup

< Back > < Cancel >
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Figure 75

Figure 76

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.

Select Continent/Area Options

Select Continent/Area

— Select a time zone continentrarea:
Africa
America
Antarctica
Arctic
Asia
Atlantic
Australia
Europe
GMT

Indian
Pacific
UuTC

X

D S N N e
HPOUVONONARWNR®D

et lalatalatatato kel
[y

< Next >l < Back > < Cancel >

The Time Zone Options page appears (Figure 76). Select the time zone city or re-
gion as required and select Next. The default value is New-York (Eastern (most
areas)).

Time Zone Options

Time Zone Selection

|
7]
]
—
o

ct a time zone city or region:
94 Miquelon

95 Moncton (Atlantic - New Brunswick)

96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
9?7 Montevideo
98
99

Montserrat
Nassau
188 New York (Eastern (most areas))
181 Nipigon (Eastern - ON, QC (no DST 1967-73))
182 Nome (Alaska (west))
183 Noronha (Atlantic islands)
184 North_Dakota/Beulah (Central - ND (Mercer))
185 North_Dakota/Center (Central - ND (Oliver))
186 North_Dakota/New_Salem (Central - ND (Morton rural))
18?7 Ojinaga (Mountain Time US - Chihuahua (US border))

HHHF\HHHQF\F\HF\HH

< Back > < Cancel >
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Figure 77

Figure 78

The Internet Protocol Setup page is next. By default, the Internet Protocol version
is selected as IPv4 Internet Protocol version 4. You might select IPv6 Internet Pro-
tocol version 6, as required. Then select No as the value for Do not use bonded
interface configuration mode. You might use the bonded interface configuration
mode, as required. Select Next.

Internet Protocol Setup Options

Internet Protocol Setup

— Choose which Internet protocol version to use:
(X) ipv4 Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

< Back > < Cancel >

The Management Interface Setup page appears (Figure 78). Select the manage-
ment interface that you want to use and select Next.

The list shown will depend on the number of NIC Cards on the hardware
that you are installing JSA. All available interfaces will be displayed in this
window.

Management Interface Setup Options

Management Interface Setup

—— Select management interface:
(X) ens192 + MAC BB:8c:29:c1:a5:b4

Note: If the interface has a link (cable conmected), a plus (+) is
displayed before the description.

< Back > < Cancel >
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The Network Information Setup page appears (Figure 79). Configure with the fol-
lowing network settings:

m Hostname—Enter a fully qualified domain name as the system hostname.
m P Address—Enter the IP address of the system.

m  Network Mask—Enter the network mask for the system.

m  Gateway—Enter the default gateway of the system.

m  Primary DNS—Enter the primary DNS server address.

m  Secondary DNS—(Optional). Type the secondary DNS server address.

m  Public IP—(Optional). Enter the Public IP address of the server.

m  Email Server—Enter the email server. If you do not have an e-mail server, type
localhost in this field.

Figure 79 Network Information Setup Options

Enter network information to use:
Hostname: Sum == e wn

IP Address: 8 NS 8 50 Primary DNS: & & ™ 1
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ hs B8 Public IP:

Email Server: localhost

< Back > < Cancel >

Select Next to check if the network settings are validated. This may take a few
minutes. Once network settings are validated successfully, the Root Password Set-
up page will appear (Figure 80).

Configure the root password required to log in to the JSA CLL In the Enter New
Root Password field, enter a root password that meets the following criteria: con-
tains at least five characters, contains no spaces, and can include the following spe-
cial characters: @, #, ~, and *.

Re-enter the root password in the Confirm New Root Password field and select
Finish.
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Figure 80 Root Password Options

Root Password Setup

[— Enter New Root Password:

|

[— Conf irm New Root Password:

|

The password must not be longer than 255 character and not contain
spaces.

< Back > < Cancel >

When you select Finish, the installation process starts. This process typically takes
several minutes. Although it might appear as if the system is not responding at
times, wait for the installation to complete. The output shown in Figure 81 indi-
cates a successful installation of a flow processor.

Figure 81 Installing Changes

radar changes. ..
stem with key 2E2535-56G564H-6L7295V-74408X%.
phamelDlsl'ﬂ
Installing 'FP Flow Processor (LA and TAY' with id 1799.
nnl‘ lqurnn; network.
date aud time.
1;/31 Hr 25 2"' was ,pLLlTlLd 169 seconds ago.

IM) Setup Completed

. .done?
.done?
. .done!?

unning restartServices

estarting system services: syslog-ng.

on-consele setup, stopping services: hostcontext hostservices java.
Restarting services:

- hostservices

hostcontext

Failed to start hostcontext!

K: Conf iguration of host FP- jsa as a non-console completed.
radar_setup.py: End: 8
[Running: sopt/qradar/binsafter_services_up.sh
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Figure 82

Verification

Once the installation is complete, a final completion message is displayed (Figure
82). Click OK.

Installation Complete

Initial configuration of 'FP Flow Processor (LA and
TA)' is now complete.

Press ENTER to complete Installation.

To verify the successful installation of a flow processor, run the following com-
mand on the console:

Run less /etc/.appliance_name

The output displays 1799 as the appliance installed. Ping the default gateway to en-
sure that the connectivity is fine. You can also use the ifconfig command to view
the IP address details of the appliance.

Next Steps

After you have completed installing a flow processor, you can add the flow proces-
sor to a Threat Analytics console using JSA web UI. For more information about
adding a flow processor, see Add a Flow Processor to Threat Analytics.

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Add a Flow Processor to Threat Analytics

Now let’s add managed hosts, such as event and flow collectors, event and flow
processors, and data nodes, to distribute data collection and processing activities
across your JSA deployment.

NOTE  Verify that the managed host has the same JSA version and patch as the

JSA console that you are using to manage it and note that flow processors cannot
be added to LM/LA.
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Adding flow processors help to distribute the collection of flows. The flow collec-
tion and processing load, will be on the flow processor rather than on console.
Also, when flow collection needs to happen between different geographical loca-
tions, flow processors conserve WAN bandwidth by locally storing the flows and
not sending the entire flow data to the console. Another use case for flow processor
nodes are to comply with data compliance regulations.

To add a flow processor to Threat Analytics, log in to the JSA web UL On the navi-
gation menu, click Admin. The Admin page appears (Figure 83). In the System
Configuration section, click System and License Management. We’ve done this
before.

Figure 83 System and License Management

Secure Analytics

Offonses  LogActivty  NetworkActity  Assets s Rsks  Vunerbiitios in Systom Time: 12:49 Al

Admin ©) Deploy Changes  Advanced ¥ (2}

» System Cont [L4) There are no changes to deploy:

DS [ L) Data re-batancing compiets. View Detais

Remote Networks and System Configuration
Services Configuration - :
[V 2
(.f ( ! i ¥ o)
Try it out
Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy
Notifications Management

> Apps

o) el o g 4 &

System and License System Health System Settings. Asset Profiler Custom Offense Close Store and Forward
Management Configuration Reasons

G & = & ; *»

Reference Set Centralized Credentials  Forwarding Destinations Routing Rules Dormain Management  Extensions Management

The System and License Management page appears. On the navigation menu, se-
lect Deployment Actions > Add Host.

Figure 84 Deployment Actions > Add Host

@ System and License Management - Google Chrome =B8] 8

A Notsecure | locahost: 744 3fconsolefdofgradar fsystemManagement?dispatch=viewSystem AndLicernseManagement.

Allocate Lisenss to System Upload License  Actions ¥ Qb DeploymentActions ¥ g o High Awallability ¥ Last Refresh: 00:00:00 10 & @

*4 View Deployment

¥ Deployment Details

|
Event Limt 3100130000 Uszers 1 id & new hosk to the deployment|

Flovy Limit 175000/4500000

¥ License Information Messages

¥ System Support Activities Messages

@ Wanage OfF-site Sources

| J Log file collection completed successiully clickherd g manage Off-site Targets |
@

anage Yulnerahility Deployment

Add Management Host appears (Figure 85). Enter the fixed IP address of the flow
processor host you want to add in the Host IP field. Enter the root password for
the host IP in the Host Password field and re-enter the root password in the Con-
firm Password field. Click Add when complete.
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Figure 85

Figure 86

Add Managed Host

Add Managed Host

Before you add a managed host, make sure the managed host includes the SIEM
software. The IP of the host is required as well as the root passwaord. Hover over
label fields for more information.

Host IP: l T

Host Password:

o

Confirm Password:

Encryption Compression
Network Address Translation:  [7]
NAT Group -

ublic |

Add Cancel

NOTE If you are using NAT or want to use an encrypted communication be-
tween FP and console, select the other options accordingly.

A pop-up appears (Figure 86) displaying the status of the host being added to the
network.

Host is Being Added to Deployment

Host is Being Added to Deployment

The host information that was entered is being added to the deployment. This managed
hostis not currently part of the deployment. To complete the process, click Deploy Changes
on the Admin tab toolbar after this dialog closes.

=

Step 1 of 10 Clearing known hosts file for IP (T s oo )

Step 2 of 10 Checking ifthe host is at a compatible version.

Step 3 of 10 Writing firewall rules for host.

Step 4 of 10 Communicating with host to find valid application install.

Step 5 of 10 Checking ifthis host is valid to be added as a managed host.

Step 6 of 10 Setting up ssh keys for host.

Step 7 of 10 Pushing configuration files to the host

Step 8 of 10 Pushing token for host to console communication.

Step 9 of 10 Creating default license for host.

Step 10 of 10 Updating database on host and starting services. This may take a while.
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After the host is successfully added, the new host is listed on the System and Li-

cense Management page.

Figure 87 Host Successfully Added

Display Systems ¥
¥ Deployment Details
Event Limit 500/30000 Users 1
Flow Limit 75000/4800000

¥ License Information Messages

¥ System Support Activities Messages

: ) X License .
Host Name Host IP Appliance Type Version Serial Number  HostStatus ¢, b 2073,  License Status

[ e == - Fow oo a3 e oo Depis
TM-jsa (co &199 - Console 733 VMware-56 4d. Active Jan 25, 2020 Deployed

Note that at this point, the new host is not deployed. To deploy the changes, go
back to the Admin page. The changes that need to be deployed are shown on top
of the page. Click View Details to see the changes.

Figure 88 Undeployed Changes

Aomin Pube

Admin @ 0eploy Changes  Advanced ¥

» EliemEonfaurstion i\, There are undeployed changes. Click Deploy Changes'to nemwme

System Configuration

= 5
Q@ € ) I ) iz Iz
Auto Update Backup and Recovery Index Management Aggregated Data Network Hierarchy System and License System Health
Try it out Management Management
> hpps . P
) Y »
@ ) $5) 1) a
Reference Set Centralized Credentials ~ Forwarding Destinations Routing Rules Domain Management Extensions Management Resource Restrictions
ansgamart

t) Deploy Changes Advanced ¥

1§\, There are undeployed changes. Click 'Deploy Changes' to deploy them. Hide Details

Expand All | Collapse All
+ Number of global config files that need deploying: 2

+.Number of components that need deploying: 11
= "Number of hosts that need deploying: 2

host: FP-jsa with IP:
host: TM-jsa with IP:

Click Deploy Changes and a confirmation page appears asking for confirmation
to deploy the changes, as shown in Figure 90. Click Continue to deploy the

changes.
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Figure 90

Deployment Confirmation

! Areyou sure you wantto deploy? This will require services to restart as the configuration is being reloaded

Continue Cancel

The deployment starts. This process typically takes several minutes. Although it
might appear as if the system is not responding at times, wait for the deployment to
complete. The JSA web Ul displays the progress in the deployment process.

When the deployment process is complete, you will see the status as Success for all
the hosts. This means that the flow processor is successfully added to the deploy-
ment. You can now point the flow sources to send flows to the flow processor.

Next Steps

When you install JSA, you can use it with the temporary default license key. It gives
you access to the system for 35 days from the installation date. The email that you
received from Juniper Networks when you purchased JSA contains your perma-
nent license keys. These license keys extend the capabilities of your appliance, and
you must apply them to the system before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Install and Configure a JSA Data Node

A data node is an appliance that you can add to your event and flow processors to
increase storage capacity and improve search performance. You can add an unlim-
ited number of data nodes to your JSA deployment, and they can be added at any
time. Data nodes enable new and existing JSA deployments to add storage and
processing capacity on demand, as required. This installation procedure is appli-
cable to both JSA hardware and virtual appliances.

To complete the installation and configuration of a data node:
m Install the data node using the instructions in this section.

®m  Add the data node to threat analytics or log analytics console using the instruc-
tions provided in section Add Data Nodes to Threat Analytics or Log Analytics
Deployment.

m  Apply a license to the data node using the instructions Apply a License to JSA.



90  Chapter 2: JSA Software Installation Use Cases

Before You Begin

Before you start the installation, verify:

The required hardware is installed (in case of appliances).
You have the required license key for your appliance.

A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

There are no expired licenses on either the console or the managed hosts.

Software versions for all JSA appliances in a deployment has the same version
and patch level. Note that deployments that use different versions of software
are not supported.

Keep the following information at hand for installation:

Hostname

IP address

Network mask

Default gateway address

Primary Domain Name System (DNS) server address
Secondary DNS server address (Optional)

(Optional) Public IP address for networks using Network Address Translation
(NAT)

(Optional) Email server name

Step-by-Step Procedure

Follow the steps in the installation wizard for the hardware or virtual appliance
type you are creating.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.

Log in as the root user at the prompt (a password is not required). If you are
prompted for a password, there is some error with the installation. Contact
https://support.juniper.net/support/.


https://support.juniper.net/support/
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Figure 91

Figure 92

Read and accept the EULA license and proceed providing information in the in-
stallation wizard when prompted. After accepting the EULA license, the Appliance
Install page appears (Figure 91). Select Appliance Install (purchased as an appli-
ance). Choose this option if you have purchased JSA appliances or wish to install
virtual machines and select Next.

Appliance Install Options

Appliance Install

Assign appliance type by functionality:
(X) Appliance Install (purchased as an appliance)

( ) Software Install (hardware was purchased separately)
( ) High Availability Appliance

( ) App Host Appliance

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Next > < Cancel >

The Non-Software Appliance Assignment page appears. Select the non-software
appliance type as DN Data Node Appliance 1400 and select Next.

Non-Software Appliance Assignment Options

Non-Sof tware fippliance Assignment

— Assign by functionality:

GOETH Threat Analytics “All-In-One"” or Console 3199
C ) SFEC Store and Forward Event Collector 1599

€ ) EF Event Processor (LA and TA) 1699

)y Flow Processor (LA and TA) 1799

() La Log fAnalytics “All-In-One"” or Console 86899
( ) QFLOW Qf low Collector 1299

(X) DN Data Node Appliance 1488

) up Uulnerability Processor 688

C)us Uulnerability Scanmer 618

() RM Risk Manager 708

< Back > < Cancel >

The Type of Setup page appears. Select the Normal Setup (default) option and se-
lect Next.
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Figure 93 Setup Options

Type Of Setup

X) normal Normal Setup (default)

Choose the type of setup:
C
[; ) recovery HA Recovery Setup

< Next > < Back > < Cancel >

The Select Continent/Area Options page appears. Select the time zone continent or
area as required and select Next. The default value is America.

Figure 94 Select Continent/Area Options

— Select a time zone continentrarea:

() B8 Africa
(X) 1 fAmerica
() 2 #fntarctica
() 3 Arctic
() 4 nAsia

() 5 Atlantic
() 6 Australia
() 7?7 Europe
() 8 GMT

() 9 Indian
() 18 Pacific
()11 UTC

< Back > < Cancel >

The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New_York (Eastern (most areas)).
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Figure 95 Time Zone Options

Time Zone Selection

]

Select a time zone city or region:
94 Miquelon

95 Moncton (Atlantic - New Brunswick)

96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
97 Montevideo

98 Montserrat

99 Nassau

188 New_York (Eastern (most areas))

Nipigon (Eastern - ON, QC (no DST 1967-73))

182 Nome (Alaska (west))

183 Noronha (Atlantic islands)

184 North_DakotasBeulah (Central - ND (Mercer))

185 North_DakotasCenter (Central - ND (Oliver))

186 North_Dakota/New_Salem (Central - ND (Morton rural))

187 Ojinaga (Mountain Time US - Chihuahua (US border))

.~~~ -~
L N N
-
=
-

K Next > < Back > < Cancel >

The Internet Protocol Setup page appears (Figure 96). By default, the Internet Pro-
tocol version is selected as IPv4 Internet Protocol version 4. You can select IPv6
Internet Protocol version 6 if required. Select No as the value for Do not use bond-
ed interface configuration mode. You can use the bonded interface configuration
mode if required. Select Next.

Figure 96 Internet Protocol Setup Options

— Choose which Internet protocol version to use:
(X) ipv4 Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

< Back > < Cancel >
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The Management Interface Setup page appears. Select the management interface
that you want to use and select Next.

NOTE  The list shown depends on the number of NIC Cards on the hardware
that you are installing JSA on. All the available interfaces will be displayed in this
section.

Figure 97 Management Interface Setup Options

Management Interface Setup

Select management interface:
(X) ens192 + MAC BB:Bc:29:cl:a5:b4

Note: If the interface has a link (cable conmected), a plus (+) is
displayed before the description.

B! < Back > < Cancel >

The Network Information Setup page appears. Configure the following settings:
m Hostname—Enter a fully qualified domain name as the system hostname.

m P Address—Enter the IP address of the system.

m  Network Mask—Enter the network mask for the system.

m  Gateway—Enter the default gateway of the system.

m Primary DNS—Enter the primary DNS server address.

m  Secondary DNS—(Optional). Type the secondary DNS server address.

m  Public IP—(Optional). Enter the Public IP address of the server.

m  Email Server—Enter the email server. If you do not have an e-mail server, type
localhost in this field.
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Figure 98

Figure 99

Network Information Setup Options

Network Information Setup

Enter network information to use:
Hostname: Jum W= aar an

IP Address: 38 NE & 50 Primary DNS: & & W 1
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ L& B8 Public IP:

Email Server: localhost

< Back > < Cancel >

Select Next.

The network settings are validated. This may take a few minutes. Once network
settings are validated successfully, the Root Password Setup page appears. Config-
ure the root password required to login to the JSA Command Line Interface (CLI).
In the Enter New Root Password field, enter a root password that meets the fol-
lowing criteria: contains at least 5 characters, contains no spaces and can include
the following special characters: @, #, », and *.

Re-enter the root password in the Confirm New Root Password field and select
Finish.

Root Password Options

Root Password Setup

RN

r Enter New Root Password: |

r Conf irm New Root Password: |

The password must not be longer than 255 character and not contain
spaces.

< Back > < Cancel >
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When you select Finish, the installation process starts. This process typically takes
several minutes. Although it might appear as if the system is not responding at
times, wait for the installation to complete. The output shown in Figure 100 indi-
cates a successful installation of a JSA data node.

Figure 100 Installing Changes

Qradar changes. ..
Activating system with key 1XZN3L-6G4548-5U1P1M-3BZHIN.
Appliance ID is 1488,
Installing "DN Data Node Appliance’ with id 1488.
Conf iguring network. ..
Setting current date and time.
New date of ’'2819-11-29 B7:88:58° was specified 331 seconds ago...
Setting date and time to "28191129 B87:14:21"...
Running changeQradarPassword
Stopping hostcontext
Fri Nov 29 87:14:37 EST 2819 [setup-img.sh] OK: IM) Setup Completed
Updating db user password
Applying replicat db file...done!
setup. . .donet
Modifying postgresql config...donet
ng changeQUMPassword
ng email server to localhost

iptables firewall rules.
Restarting system services:
sys log-ng
- hostcontext
- hostservices
Running restartServices
Restarting system services: syslog-ng.
hostcontext hostservices jawa.

- hostcontext
Failed to start hostcontextt
DK: Configuration of host jsa-dn as a non-console completed.
up.py: End: 8
¢ soptsgradar/binsafter_services_up.sh

Once the installation is complete, a final completion message is displayed. Click
OK.

Figure 101 Installation Complete

Initial configuration of DN Data Node Appliance’ is
now complete.

Press ENTER to complete Installation.
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Verification

To verify the successful installation of a JSA data node on a virtual machine, run
the following command on the console:

Run less /etc/.appliance_name

The output displays 1400 as the appliance installed. Ping the default gateway to en-
sure that the connectivity is fine. You can also use the ifconfig to view the IP ad-
dress details of the appliance.

Next Steps

After you have completed installing a data node, you can add the data node to a

Threat Analytics or Log Analytics console using JSA web UL For more informa-

tion about adding a Data Node, see Add Data Nodes to Threat Analytics or Log
Analytics Deployment.

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Add Data Nodes to Threat Analytics or Log Analytics Deployment

You can add managed hosts, such as event and flow collectors, event and flow pro-
cessors, and data nodes to distribute data collection and processing activities
across your JSA deployment.

First verify that the managed host has the same JSA version and patch as the JSA
console that you are using to manage it.

NOTE  You can add data nodes to TA AIO or LA AIO or dedicated event proces-
sors and flow processors to increase their storage capacity. You can add any

number of data nodes to the same EP or FP. However, you cannot attach the same
DN to multiple EPs or FPs.

To add data nodes to Threat Analytics, log in to the JSA web Ul On the naviga-
tion menu, click Admin. The Admin page appears (Figure 102). In the System
Configuration section, click System and License Management.
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Figure 102

Secure Analytics

Dashboard  Offenses  LogActivity ~ Network Activty

Admin €) Deploy Changes  Advanced ¥

Assats
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System and License Management

Reports  Risks  Vunerabllties

System Time: 12:49 Al

» System Configuration

[ iy There are no changes to deploy.

» Data Sources

’ i) Data re-balancing complete. View Details

Remote Networks and System Configuration

Services Configuration -

@

€ |

% o

Try it out
Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy
N Notifications Management
> Apps
System and License System Health System Settings Asset Profiler Custom Offense Close Store and Forward
Management Configuration Reasons
( ) [ ¥R *
(8] 135) e

Reference Set

Centralized Credentials  Forwarding Destinations Routing Rules Domain Management  Extensions Management

The System and License Management page appears. On the navigation menu, se-
lect Deployment Actions > Add Host.

Figure 103 Deployment Actions > Add Host

@ System and License Management. - Gocgle Chrome =

A Notsecure | locahost: 7443 /console/do/gradar/systemManagement?dispatch=viewSystem AndLicenseManagement.

Allecate License to System Upload License  Actions ¥ b Deploymentctions ¥ oo o High Availability ¥ LastReniesh: 000000 [l 2 @)

«4 Wiew Deployment

8 beooe o

 Deployment Details % Add Host
|

Evert Lint 3100A130000 Users 1 Ew:. V5" [Add & rew Pt o e deployment]
Flowy Limt 1750004500000 @ EditHost Connectior
» License Information Messages 0 Unstack
 System Support Activities Messages Br EditStack

@ Manage Off-site Sources
| i Log file collection completed successfully clickhers g manage Off site Targets ‘

@ Wanage Vulnerability Deployment

The Add Management Host page appears (Figure 104). Enter the fixed IP address
of the data node you want to add in the Host IP field. Enter the root password for
the host IP in the Host Password field and re-enter the root password in the Con-

firm Password field. When complete click Add.
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Figure 104 Add Managed Host

Add Managed Host

Before you add a managed host, make sure the managed hostincludes the SIEM
software. The IP of the host is required as well as the root password. Hover over
label fields for more information.

Host IP: ‘ . g -

Host Password:

0

Confirm Password:

NetworkAddress Translation: ]

Add Cancel

NOTE  If you are using NAT or want to use an encrypted communication
between DN and EP or FP, select the other options accordingly.

A pop-up appears (Figure 105) displaying the status of the host being added to the
network.

Figure 105 Host is Being Added to Deployment

Host is Being Added to Deployment

The host information that was entered is being added to the deployment. This managed
host s not currently part of the deployment. To complete the process, click Deploy Changes
on the Admin tab toolbar after this dialog closes.

~

Step 1 of 10 Clearing known hosts file for IP ("5 s )

Step 2 of 10 Checking ifthe hostis at a compatible version.

Step 3 of 10 Whriting firewall rules for host.

Step 4 of 10 Communicating with host to find valid application install.

Step 5 of 10 Checking ifthis host is valid to be added as a managed host.

Step 6 of 10 Setting up ssh keys for host.

Step 7 of 10 Pushing configuration files to the host.

Step 8 of 10 Pushing token for host to console communication.

Step 9 of 10 Creating default license for host

Step 10 of 10 Updating database on host and starting services. This may take a while.
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Figure 106

Figure 107

During the process, the Modify Data Node Appliance Connection page appears,
as shown in Figure 106. You must attach the data node to an event processor or a
flow processor.

Modify Data Node Appliance Connection Page

Modify Data Node Appliance Connection

Select a Host's Event Processor to connect this Host's Data Node.
NOTE: only eligible hosts will appear in the options

The (*) denotes which host contains the destination connection

risat j =

Save Cancel

b

Select the required event processor or flow processor to which you want to attach
the data node from the list and click Save. After the host is added successfully, it
will be listed on the System and License Management page.

Host Successfully Added

Display Systems v
¥ Deployment Details

Event Limit 31001130000 Users 1
Flow Limit 1750004800000

¥ License Information Messages

¥ System Support Activities Messages

Host Name Host IP Appliance Type Version Serial Number Host Statu:
= FPjsa-new (HA) [ 1799 - Flow Processor 733 VMware-56 4d ... Active
FP-jsa-new-primaryjunipernet (prim 1798 - Flow Processor 733 VMware-56 4d ¢._.  Standby
FP-jsa-new-secondaryjunipernet (s 1799 - Flow Processor 733 VMware-56 4d c... Active
EP-jsa 1699 - Event Processor 733 VMware-56 4df...  Active
TM-jsa (console) 3199- Console ) VMware-56 4d 0... Active

Note that at this point, the new host is not yet deployed. So, close the System and
License Management page and go to the Admin page. The changes that need to be
deployed are shown on top of the page.
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Figure 108

Figure 109

Figure 110

Click View Details to see the changes.

Undeployed Changes

Secure Analytics

Dashboard Offenses Log Actity Network Activity Assets Reports Risks Admin Pubse

Admin @ veploy Changes  Advanced ¥
i, There are undeployed changes. Click Deploy Changes'to uaployme
» Data 5 s System Configuration
Remote Networks and Q ( .';"._'-\ g ;i; g
- e Auto Update Backup and Recovery Index Management Aggregated Data Network Hierarchy Systern and License
Try it out Management Management
> hpps ( P
A {
J ] ) ® (il X
Reference Set Centralized Credentials ~ Forwarding Destinations Routing Rules Domain
Management

Changes to be Deployed

0 Deploy Changes Advanced ¥

I\, There are undeployed changes. Click Deploy Changes'to deploy them. Hide Details
Expand Al | Collapse Al

# MNumber of global config files that need deplaying: 1
+ Number of carmpanents that need deploying: 6
@ Number of hosts that need deploying: 3

host: EP-jsa with IP:
host: TM-jsa with IP:
host: visaDN with IP: 4

Click Deploy Changes. A confirmation page appears asking for confirmation to
deploy the changes, as shown in figure. Click Continue to deploy the changes.

Deployment Confirmation

! Are you sure you want to deploy? This will require services to restart as the configuration is being reloaded.

Continue Cancel

Okay. The deployment starts. The process can take several minutes. Although it
might appear as if the system is not responding at times, wait for the deployment
to complete. The JSA web Ul will displays the progress in the deployment process.

When complete, you will see the status as Success for all the hosts. This means that
the data nodes are successfully added to the deployment, as shown in Figure 111.
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Figure 111

Data Node Added Successfully

Display Systems ¥
¥ Deployment Details

Event Limit 3100/130000 Users 1
Flow Limit 175000/4800000

¥ License Information Messages

¥ System Support Activities Messages

Host Name Host IP Appliance Type Version Serial Number Host St
= FP-jsa-new (HA) - - 1799 - Flow Processor 733 VMware-56 4d ... Active
FP-jsa-new-primaryjuniper.net (prim 1799 - Flow Processor 733 Vhware-56 4d c... Standby
FP-jsa-new-secondaryjunipernet (s 1799 - Flow Processor 733 VMware-56 4d c... Active
= EP-jsa 1699 - Event Processor 733 VMware-56 4d ... Active
TM-jsa (console) 3199 - Console 733 VMware-56 4d 0... Active
Next Steps

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Install and Configure a Store and Forward Event Collector

SFEC is a dedicated event collector that collects only events but does not process
those events. This is because it doesn’t include an on-board event processor. By
default, a dedicated event collector continuously forwards events to the event pro-
cessor. However, you can use the scheduling feature to store events temporarily on
the event collector (during your business hours, for example), or forward the
events to an event processor when the transmission does not negatively affect your
network bandwidth (for example, such as during non-business hours). Another
typical use case for SFEC is on submarines, where the network connectivity or
bandwidth is available only for a specific period.

When the events are not forwarded, they are stored locally on the appliance. These
events are not accessible on the JSA console web UL Here’s how you can install
and configure an SFEC:

m Install the SFEC using the instructions in this section.

®m  Add the SFEC to threat analytics or log analytics using the instructions pro-
vided in section Add SFEC to Threat Analytics or Log Analytics.
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Apply a license to SFEC using the instructions Apply a License to JSA.

Before You Begin

Before installation you’ll need the following:

The required hardware is installed (in case of appliances).
You have the required license key for your appliance.

A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

There are no expired licenses on either the console or the managed hosts.

Software versions for all JSA appliances in a deployment has the same version
and patch level. Note that deployments that use different versions of software
are not supported.

And you’ll need the following information to complete the installation:

Hostname

IP address

Network mask

Default gateway address

Primary Domain Name System (DNS) server address
Secondary DNS server address (Optional)

(Optional) Public IP address for networks using Network Address Translation
(NAT)

Email server name

Step-by-Step Procedure

Follow the steps in the installation wizard for the hardware or virtual appliance
type you are creating.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.

Log in as the root user at the prompt (a password is not required). If you are
prompted for a password, there is some error with the installation. Contact https:/
support.juniper.net/support/.


https://support.juniper.net/support/
https://support.juniper.net/support/
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Read and accept the EULA license and the Appliance Install page will appear. Se-
lect Appliance Install (purchased as an appliance). Choose this option if you have
purchased JSA appliances or wish to install virtual machines. Select Next.

Figure 112 Appliance Install Options

Appliance Install

Assign appliance type by functionality:
(X) Appliance Install (purchased as an appliance)

( ) Software Install (hardware was purchased separately)
( ) High Availability Appliance

( ) App Host Appliance

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Next > < Cancel >

The Non-Software Appliance Assignment page appears (Figure 113). Select the
non-software appliance type as SFEC Store and Forward Event Collector 1599
and then select Next.

Figure 113 Non-Software Appliance Assignment Options

Non-3of tware Appliance Assignment

— Assign by functionality:
| O 1] Threat Analytics “All-In-One” or Console 3199
(X) SFEC Store and Forward Event Collector 1599

B Event Processor (LA and TA) 1699

FP Flow Processor (LA and TA) 1799
LA Log Analytics "All-In-One” or Console 8899
QFLOW Qf low Collector 1299
DN Data Node Appliance 1488
up Uulnerability Processor 6HB
us Wulnerability Scanner 618
RM Risk Manager 788

A < Back > < Cancel >
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Figure 114

Figure 115

The Type Of Setup page appears. Select the Normal Setup (default) option and
then select Next.

Setup Options

Type Of Setup

X) mormal Normal Setup (default)

Choose the type of setup:
(
[; ) recovery HA Recovery Setup

< Back > < Cancel >

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.

Select Continent/Area Options

Select Continent/Area

— Select a time zone continentrarea:
Africa
America
Antarctica
Arctic
Asia
Atlantic
Australia
Europe
GMT

Indian
Pacific
UuTC

HPOUONOCNDADWNRE®

-

< Back > < Cancel >
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Figure 116

Figure 116A

The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New_York (Eastern (most areas)).

Time Zone Options

Time Zone Selection

|

Select a time zone city or region:
94 Miquelon

95 Moncton (Atlantic - New Brunswick)

96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
97 Montevideo

98 Montserrat

99 Nassau

188 New_York (Eastern (most areas))

181 Nipigon (Eastern - ON, QC (no DST 1967-73))

182 Nome (Alaska (west))

183 Noronha (Atlantic islands)

184 North_DakotasBeulah (Central - ND (Mercer))

1685 North_DakotasCenter (Central - ND (Oliver))

186 North_Dakota/New Salem (Central - ND (Morton rural))

187 O0Ojinaga (Mountain Time US - Chihuahua (US border))

HF\HHHF\HQHF\HHHF\
D ™ I )

< Next > < Back > < Cancel >

The Internet Protocol Setup page appears (Figure 116A). By default, the Internet
Protocol version is selected as IPv4 Internet Protocol version 4. You can select IPv6
Internet Protocol version 6 if required. Select No as the value for Do not use bond-
ed interface configuration mode. You can use the bonded interface configuration
mode if required. Select Next.

Internet Protocol Setup Options

Internet Protocol Setup

— Choose which Internet protocol version to use:
(X) ipv4 Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

WP < Back > < Cancel >
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The Management Interface Setup page appears. Select the management interface
that you want to use and select Next.

NOTE  The list shown will depends on the number of NIC Cards on the hardware
that you are installing JSA on. All the available interfaces will be displayed in this
section.

Figure 116B Management Interface Setup Options

Select management interface:
(X) ens192 + MAC BB:Bc:29:cl1:a5:b4

Note: If the interface has a link (cable conmected), a plus (+) is
displayed before the description.

WP < Back > < Cancel >

The Network Information Setup page appears. Configure the following settings:
m Hostname—Enter a fully qualified domain name as the system hostname.

m P Address—Enter the IP address of the system.

m  Network Mask—Enter the network mask for the system.

m  Gateway—Enter the default gateway of the system.

m  Primary DNS—Enter the primary DNS server address.

m  Secondary DNS—(Optional). Type the secondary DNS server address.

m  Public IP—(Optional). Enter the Public IP address of the server.

m  Email Server—Enter the email server. If you do not have an e-mail server, type
localhost in this field.
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Figure 116C

Figure 117

Network Information Setup Options

Network Information Setup

Enter network information to use:
Hostname: Sum == e s

IP Address: & 0& & 50 Primary DNS: & & & 1
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ % B8 4 Public IP:

Email Server: localhost

WP < Back > < Cancel >

Select Next.

The network settings are being validated. This may take a few minutes. Once net-
work settings are validated successfully, the Root Password Setup page appears
(Figure 117). Configure the root password required to login to the JSA Command
Line Interface (CLI). In the Enter New Root Password field, enter a root password
that meets the following criteria: contains at least five characters, contains no spac-
es, can include the following special characters: @, #, *, and *

Re-enter the root password in the Confirm New Root Password field and select
Finish.

Root Password Options

Root Password Setup

r Enter New Root Password: |

|— Conf irm New Root Password: |

The password must not be longer than 255 character and not contain
spaces.

ISP <Back > < Cancel >
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When you select Finish, the installation process starts. This process typically takes
several minutes. Although it might appear as if the system is not responding at
times, wait for the installation to complete. Figure 118 indicates that the installa-
tion process of an SFEC is underway.

Figure 118 Installing Changes

Installing Qradar changes...

Activating system with key Z2F3C5Q-2H7534-6Q788N-71151S.

Appliance ID is 1599.

Installing *SFEC Store and Forward Event Collector’ with id 1599.
onf iguring network...

[Setting current date and time.

ew date of *2819,12,81 81:18:23° was specified 328 seconds ago...
[Setting date and time to ’20191281 81:15:43° ...

[Rurming changeQradarPassword

[Stopping hostcontext

[Sun Dec 1 81:15:58 EST 26819 [setup-img.sh]l OK: IM) Setup Completed
pdating db user password

Applying replication db file...done?
[Running replication setup...done?

ying postgresql comfig...done!

[Running changeQUMPassword
[Setting email server to localhost

unming FinalSetup

pdating iptables firewall rules.
Restarting system services:

- syslog-ng

- hostcontext

- hostservices
[Running restartServices
Restarting system services: syslog-ng.

on-console setup, stopping services: hostcontext hostservices java.

Once the installation is complete, a final completion message is displayed as
shown in Figure 119. Click Ok.

Figure 119 Installation Complete

Initial configuration of 'SFEC Store and Forward Event
Collector’ is now complete.

Press ENTER to complete Installation.
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Verification

To verify the successful installation of an SFEC, run the following command on the
console:

Run less /etc/.appliance_name

The output displays 1599 as the appliance installed. Ping the default gateway to en-
sure that the connectivity is fine. You can also use the ifconfig command to view
the IP address details of the appliance.

Next Steps

After you have completed installing an SFEC, you can add the SFEC to a Threat
Analytics or Log Analytics console using JSA web UL For more information about
adding an SFEC, see the next section: Add SFEC to Threat Analytics or Log
Analytics.

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system, before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Add SFEC to Threat Analytics or Log Analytics

SFEC is a dedicated event collector that collects only events and does not process
those events. This is because it doesn’t include an on-board event processor. By de-
fault, a dedicated event collector continuously forwards events to the event proces-
sor. However, you can use the scheduling feature to store events temporarily on the
event collector (during your business hours, for example), or forward the events to
an event processor when the transmission does not negatively affect your network
bandwidth (for example, such as during non-business hours). Another typical use
case for SFEC is on submarines, where the network connectivity or bandwidth is
available only for specific period.

When the events are not forwarded, they are stored locally on the appliance. These
events are not accessible on the JSA console web UL

Ensure that the managed host has the same JSA version and patch as the JSA con-
sole that you are using to manage it.
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NOTE  SFEC can be attached to only event processors. You can attach multiple
SFECs to the same event processors. However, you cannot attach the same SFEC
to multiple event processors.

To add SFEC to Threat Analytics or Log Analytics, log in to the JSA web UL On
the navigation menu, click Admin. The Admin page appears (Figure 120). In
the System Configuration section, click System and License Management.

Figure 120 System and License Management

= SecureAnalytics

Dashboard ~ Offenses  LogActivity ~ NetworkActivity ~ Assets  Reports  Risks  Vunerabiliies System Time: 12:49 A

Admin ) Deploy Changes  Advanced ¥ (2]

» System Configuration [L4) There are no changes to deploy.

T — [ Data re-batancing complete. View Detaiis

Remote Networks and System Configuration
Services Configuration - 5
| P LR
: e & L
Try it out
Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy
> A Notifications Management

] ] & L o €
System and License System Health System Settings Asset Profiler Custom Offense Close Store and Forward
Management Configuration Reasons

@ - & (55 M *

Reference Set Centralized Credentials  Forwarding Destinations. Routing Rules, Domain Management ~ Extensions Management

The System and License Management page appears. On the navigation menu, se-
lect Deployment Actions > Add Host.

Figure 121 Deployment Actions > Add Host

@ System and License Management: - Google Chrome =B8] %

A Notsecure | locahost: 744 3/console/do/gradar fsystemManagement?dispatch=viewSystem AndLicenseManagement.

Bllocate License fo System Upload License  Actions ¥ b Deployment Actions ¥ cojop High Availsbility ¥ Last Refresh: 00:00:00 Il 2 @

=4 View Deployment

¥ Deployment Details I o Add Host
Event Limt 31001130000 Users 1 UTFUST de e ot 1o the depieyment]
Flowy Lirmit. A7S000/4E00000 @ Edit Host Connectior

¥ License Information Messages @ Unstack

* System Support Activilies Messages Br EditStack

& Wanage O site Sources
| A4 Log flle collection completed successfully click Ners g9 Manage Off-site Targats |

@ Manage Yulnerability Deployment

The Add Management Host page appears. Enter the fixed IP address of the SFEC
host you want to add in the Host IP field. Enter the root password for the host IP

in the Host Password field and re-enter the root password in the Confirm Pass-
word field, then click Add.
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Figure 122 Add Managed Host

Add Managed Host

Before you add a managed host, make sure the managed host includes the SIEM
software. The IP of the host is required as well as the root password. Hover over
label fields for more information.

Host IP: \ g = =y i ‘
Host Password: ‘ --------- ‘

Confirm Password: [ --------- ‘

NetworkAddress Translation: ]

NAT Grou| -0

Add Cancel

NOTE If you are using NAT or want to use encrypted communication between
SFEC and EP, select the other options accordingly.

A pop-up appears (Figure 123) displaying the status of the host being added to the
network.

Figure 123 Host is Being Added to Deployment

Host is Being Added to Deployment

The hostinformation that was entered is being added to the deployment. This managed
hostis not currently part of the deployment. To complete the process, click Deploy Changes
on the Admin tab toolbar after this dialog closes.

~

Step 1 of 10 Clearing known hosts file for IP ("4 s ie )

Step 2 of 10 Checking ifthe host is at a compatible version.

Step 3 of 10 Writing firewall rules for host

Step 4 of 10 Communicating with host to find valid application install.

Step 5 of 10 Checking if this host is valid to be added as a managed host.

Step 6 of 10 Setting up ssh keys for host.

Step 7 of 10 Pushing configuration files to the host.

Step 8 of 10 Pushing token for host to console communication.

Step 9 of 10 Creating default license for host.

Step 10 of 10 Updating database on host and starting services. This may take a while.
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Figure 124

Figure 125

During the process, the Modify Event Collector Appliance Connection page ap-
pears, as shown in Figure 124. You must attach the SFEC to an event processor to
receive events from SFEC.

Modify Event Collector Appliance Connection Page

Modify Event Collector Appliance Connection

Select a Host's Event Processor to receive events from this Host
NOTE: onily eligible hosts will appear in the optians

The (*) denotes which host contains the destination connection

]

EP-jsa [ 1)

S@ Cancel

Select the required event processor to which you want to attach SFEC, from the list
and click Save. After the host is added successfully, the new host is now listed on
the System and License Management page (Figure 125).

Host Successfully Added

Display Systems v
¥ Deployment Details

Event Limit 31004130000 Users 1
Flow Limit 175000/4800000

¥ License Information Messages

¥ System Support Activities Messages

Host Name Host IP Appliance Type Version Serial Number Host Statut
I e e R T T T S
= FP-jsa-new (HA) 1799 - Flow Processor 733 VMware-56 4d ... Active
FP-jsa-new-primaryjunipernet (prim 1799 - Flow Processor 733 VMware-56 4d c... Standby
FP-jsa-new-secondaryjunipernet (s 1799 - Flow Processor 133 VMware-56 4d c... Active
= EPjsa i 1699 - Event Processor 733 VMware-56 4d ... Active
vjsaDN (data node) 1400 - Data Node 733 VMware-56 4d 8... Active
TM-jsa (console) 3199- Console 733 VMware-56 4d 0... Active

Note that at this point, the new host is not deployed. Close the System and License
Management page and to deploy the changes, go to the Admin page.

The changes that need to be deployed are shown on top of the page (Figure 126).
Click View Details to see the changes.
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Figure 126

Figure 127

Figure 128

Next Step

Undeployed Changes

Secure Analytics

Dashboarg  Offenses L

Admin © 0eploy Changes Advances ¥
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System Configuration

Q ( o Ve Ll i a
Auto Update Backup and Recovery Index Management Aggregated Data Network Hierarchy System and License System Health
Management Management
» Apps .
) A 38
L) =) &= :5) ([ » (5

Reference Set Centralized Credentials  Forwarding Destinations Routing Rules Domain Management  Extensions Management  Resource Restrictions
Management

Changes to be Deployed

) Deploy Changes JAdvanced ¥

%\ There are undeployed changes. Click Deploy Changes'to deploy them. Hide Details
Expand Al | Collapse Al
® Number of global config files that need deploying: 1
# Number of components that need deploying: 4
® Number of hosts that need deploying: 2

‘ ) Data re-balancing complete. View Details

Click Deploy Changes. A confirmation page appears asking for confirmation to
deploy the changes, as shown in Figure 128. Click Continue to deploy the
changes.

Deployment Confirmation

! Areyou sure you wantto deploy? This will require senvices to restart as the configuration is being reloaded

Continue Cancel

The deployment starts. This process typically takes several minutes. Although it
might appear as if the system is not responding at times, wait for the deployment
to complete. The JSA web Ul displays the progress in the deployment process
When the deployment process is complete, you will see the status as Success for all
the hosts. This means that the SFEC is successfully added to the deployment. You
can now point the log sources to send events to SFEC.

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system, before the default license expires.

For more information about applying a license, see the section Apply a License to
JSA.
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Install and Configure High-Availability Appliance for Non-console

If your hardware or network fails, JSA can continue to collect, store, and process
event and flow data by using high-availability (HA) appliances. To enable HA, JSA
connects a primary HA host with a secondary HA host to create an HA cluster.
You can use HA on hardware or virtual appliances. Both primary and secondary
HA devices must be the same model and with the same CPU, RAM, and storage
resources.

NOTE If you want high-availability for threat analytics or log analytics, use HA
console. If you want high-availability for managed hosts such as flow processor,
event processor, SFEC and so on, use HA non-console.

To configure HA, you must have an extra IP address. Once you add an HA host
(secondary host) to the existing host (primary host), the original IP address of the
primary host becomes the virtual IP address for HA and the extra IP address must
be assigned to the primary host.

To complete the installation and configuration of an HA non-console:
m Install the HA non-console using the instructions in this section.

®  Add this HA host to the primary non-console using the instructions provided in
the section Add High Availability (HA) Host.

m  Apply alicense to the HA non-console using the instructions Apply a License to

JSA.

Before You Begin

Before you begin the installation have the following in place:
m  The required hardware is installed (in case of appliances).
B You have the required license key for your appliance.

m  Add A keyboard and monitor are connected by using the VGA connection (in
case of hardware appliances).

m There are no expired licenses on either the console or the managed hosts.

m  Software versions for all JSA appliances in a deployment must be the same ver-
sion and patch level. Note that deployments that use different versions of soft-
ware are not supported.
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Keep the following information ready before you begin the installation:
® Hostname

m IPaddress

m  Network mask

m  Default gateway address

m  Primary Domain Name System (DNS) server address

m  Secondary DNS server address (Optional)

m (Optional) Public IP address for networks using Network Address Translation
(NAT)

® FEmail server name

Step-by-Step Procedure

Figure 129

Follow the steps in the installation wizard for the hardware or virtual appliance
type you are creating. Log in as the root user at the prompt (a password is not re-
quired). If you are prompted for a password, there is some error with the installa-
tion. Contact https://support.juniper.net/support/.

Read and accept the EULA license and proceed with the installation. Provide in-
formation in the installation wizard when prompted.

After accepting EULA license, the Appliance Install page appears (Figure 129). Se-
lect High Availability Appliance. Choose this option if you have purchased JSA
appliances or wish to install virtual machines and select Next.

Appliance Install Options

Appliance Install

Assign appliance type by functionality:

( ) Appliance Install (purchased as an appliance)

( ) Software Install (hardware was purchased separately)
(X) High Availability Appliance

() App Host Appliance

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Cancel >
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Figure 130

Figure 131

The High Availability Appliance Assignment page appears. Select the appliance
type as HA Appliance (All Models) 550 and select Next.

High Availability Appliance Assignment

— fissign by functionality:
(X) HA Appliance (All Models) 558

< Next > < Back > < Cancel >

The Server Definition page appears. Choose whether the stand-by appliance is for
console or not and select Next. Select No This system is a stand-by for non-con-
sole and select Next.

If you are installing an HA host for TA or LA console, you must select the
yes option.

Server Definition Options

Is this system a stand-by for Console:
() yes This system is a stand-by for Console
(X) no This system is a stand-by for non-Console

< Back > < Cancel >
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The Type of Setup page appears. Select the Normal Setup (default) option and se-
lect Next.

Figure 132 Setup Options

Type Of Setup

X) normal Normal Setup (default)

Choose the type of setup:
(
[; ) recovery HA Recovery Setup

< Next > < Back > < Cancel >

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.

Figure 133 Select Continent/Area Options

— Select a time zone continentrarea:

() B Africa
(X) 1 America
() 2 hAntarctica
() 3 Arctic
() 4 nAsia

() 5 Atlantic
() 6 Australia
() 7 Europe
() 8 GMT

() 9 Indian
() 18 Pacific
()11 UTC

WP < Back > < Cancel >
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The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New_York (Eastern (most areas)).

Figure 134 Time Zone Options

Time Zone Selection

|

Select a time zone city or region:
94 Miquelon

95 Moncton (Atlantic - New Brunswick)

96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
97 Montevideo

98 Montserrat

99 Nassau

188 New_York (Eastern (most areas))

181 Nipigon (Eastern - ON, QC (no DST 1967-73))

182 Nome (Alaska (west))

183 Noronha (Atlantic islands)

164 North_DakotasBeulah (Central - ND (Mercer))

1685 North_DakotasCenter (Central - ND (Oliver))

186 North_Dakota/New Salem (Central - ND (Morton rural))

187 Ojinaga (Mountain Time US - Chihuahua (US border))

HHHHHHHQHHHHHF\
L = S & S ]

< Back > < Cancel >

The Internet Protocol Setup page appears (Figure 135).

By default, the Internet Protocol version is selected as IPv4 Internet Protocol ver-
sion 4. You can select IPv6 Internet Protocol version 6, if required. Select No as the
value for Do not use bonded interface configuration mode. You can use the bond-
ed interface configuration mode, if required. Select Next.

Figure 135 Internet Protocol Setup Options

— Choose which Internet protocol version to use:
(X) ipv4 Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

WP < Back > < Cancel >
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Figure 136

The Management Interface Setup page appears (Figure 136). Select the manage-
ment interface that you want to use and select Next.

NOTE  The list shown will depend on the number of NIC Cards on the hardware
that you are installing JSA on. All the available interfaces will be displayed in this
section.

Management Interface Setup Options

Management Interface Setup

Select management interface:
(X) ens192 + MAC BB:Bc:29:cl1:a5:b4

Note: If the interface has a link (cable conmected), a plus (+) is
displayed before the description.

< Next > < Back > < Cancel >

The Network Information Setup page appears. Configure the following network
settings:

m  Hostname—Enter a fully qualified domain name as the system hostname.
m [P Address—Enter the IP address of the system.

m  Network Mask—Enter the network mask for the system.

m  Gateway—Enter the default gateway of the system.

m  Primary DNS—Enter the primary DNS server address.

m  Secondary DNS—(Optional). Type the secondary DNS server address.

m  Public IP—(Optional). Enter the Public IP address of the server.

®m  Email Server—Enter the email server. If you do not have an e-mail server, type
localhost in this field.

Select Next.
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Figure 137

Figure 138

Network Information Setup Options

Network Information Setup

Enter network information to use:
Hostname: J&um == mar s

IP Address: ¥ BE & 50 Primary DNS: & & = 1
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ W B8 Public IP:

Email Server: localhost

AP < Back > < Cancel >

The network settings are validating. This may take a few minutes. Once network
settings are validated successfully, the Root Password Setup page appears. Config-
ure the root password required to login to the JSA Command Line Interface
(CLI). In the Enter New Root Password field, enter a root password that meets
the following criteria: contains at least 5 characters, contains no spaces, can in-
clude the following special characters: @, #, *, and *. Re-enter the root password

in the Confirm New Root Password field and select Finish.

Root Password Options

Root Password Setup

I— Enter New Root Password: |

I- Conf irm New Root Password: |

The password must not be longer than 255 character and not contain
spaces.

ISP <Back > < Cancel >

When you select Finish, the installation process starts.
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This process typically takes several minutes. Although it might appear as if the sys-
tem is not responding at times, wait for the installation to complete. Figure 139
shows that the installation process of a HA non-console is underway.

Figure 139 Installing Changes

g Wradar changes...

fictivating system with key JWSHELIQ-ZWMMZE-7DBXZA-6UBUTY .

ppliance ID is 558.
Installing "HA Appliance (All Models)’ with id 558.

onf iguring network...
Betting current date and time.

ew date of '2828,82-/19 80:15:28° was specified 379 seconds ago. ..
Betting date and time to "208288219 88:21:39" ...
Betting email server to localhost

unming FinalSetup
Ipdating iptables firewall rules.
Restarting system services:

syslog-ng

hostcontext

hostservices
Runming restartServices
festarting system services: syslog-ng.

fi Stand-by for Mon-console setup, stopping services: hostcontext hostservices java.
PK: Configuration of host FP-HA as HA non-console stand-by completed.
radar_setup.py: End: 8
unning: soptrsgradar-binsafter_services_up.sh

Once the installation is complete (Figure 140), a final completion message is dis-
played. Click OK.

Figure 140 Installation Complete

Initial configuration of 'HA Appliance (All Models)’ is
now complete.

Press ENTER to complete Installation.

Verification

To verify the successful installation of an HA non-console, run the following com-
mand on the console:

Run less /etc/.appliance_name
The output displays 550 as the appliance installed. Ping the default gateway to en-

sure that the connectivity is fine. You can also use the ifconfig command to view
the IP address details of the appliance.
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Next Steps

After you have completed installing an HA non-console, you can add it to a pri-
mary non-console host (for example. EP,FP, and so on). For more information
about adding an HA host, see Add High Availability (HA) Host.

When you install JSA, you can use it with the temporary default license key. It gives
you access to the system for 35 days from the installation date. The email that you
received from Juniper Networks when you purchased JSA contains your perma-
nent license keys. These license keys extend the capabilities of your appliance, and
you must apply them to the system, before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Install and Configure High-Availability Appliance for Console

If your hardware or network fails, JSA can continue to collect, store, and process
event and flow data by using high-availability (HA) appliances. To enable HA, JSA
connects a primary HA host with a secondary HA host to create an HA cluster.
You can use HA on hardware or virtual appliances. Both primary and secondary
HA devices must be the same model and with the same CPU, RAM, and storage
resources.

NOTE If you want high-availability for threat analytics or log analytics, use HA
console. If you want high-availability for managed hosts such as flow processor,
event processor, SFEC and so on, use HA non-console.

To configure HA, you must have an extra IP address. Once you add an HA host
(secondary host) to the existing host (primary host), the original IP address of the
primary host becomes the virtual IP address for HA and the extra IP address must
be assigned to the primary host.

To complete the installation and configuration of an HA console:
m Install the HA console using the instructions in this section.

m  Add this HA host to the primary device using the instructions provided in the
section Add High Availability (HA) Host.

m  Apply a license to the HA console using the instructions provided in the section
Apply a License to JSA.
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Before You Begin

Before you start the installation, ensure that you have the following in place:

The required hardware is installed (in case of appliances).
You have the required license key for your appliance.

A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

There are no expired licenses on either the console or the managed hosts.

Software versions for all JSA appliances in a deployment must be the same ver-
sion and patch level. Note that deployments that use different versions of soft-
ware are not supported.

Keep the following information ready before you begin the installation:

Hostname

IP address

Network mask

Default gateway address

Primary Domain Name System (DNS) server address
Secondary DNS server address (Optional)

(Optional) Public IP address for networks using Network Address Translation
(NAT)

Email server name

Step-by-Step Procedure

Follow the steps in the installation wizard for the hardware or virtual appliance
type you are creating.

Log in as the root user at the prompt (a password is not required). If you are
prompted for a password, there is some error with the installation. Contact https:/
support.juniper.net/support/.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.


https://support.juniper.net/support/
https://support.juniper.net/support/
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Figure 141

Figure 142

Read and accept the EULA license and proceed with the installation. Provide in-
formation in the installation wizard when prompted. After accepting EULA li-
cense, the Appliance Install page appears (Figure 141). Select High Availability
Appliance. Choose this option if you have purchased JSA appliances or wish to
install virtual machines. Select Next to continue.

Appliance Install Options

fissign appliance type by functionality:
() fAppliance Install (purchased as an appliance)

( ) Software Install (hardware was purchased separately)
(X) High Availability fppliance

( ) App Host Appliance

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

¢ Cancel >

The High Availability Appliance Assignment page appears. Select the appliance
type as HA Appliance (All Models) 550 and select Next.

High Availability Appliance Options

— fAssign by functionality:
(X) HA Appliance (All Models) 558

< Next > < Back > < Cancel >
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The Server Definition page appears. Choose whether the stand-by appliance is for
console or not and select Next. Select yes This system is a stand-by for Console
and select Next.

Figure 143 Server Definitions Options

Server Def inition

X) yes This system is a stand-by for Console

Is this system a stand-by for Comsole:
|(
) no This system is a stand-by for won-Console

A <Back > < Cancel >

The Type of Setup page appears. Select the Normal Setup (default) option and se-
lect Next.

Figure 144 Setup Options

Type Of Setup

X) normal Normal Setup (default)

Choose the type of setup:
(
I: ) recovery HA Recovery Setup

< Back > < Cancel >
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Figure 145

Figure 146

The Date/Time Setup page appears (Figure 145). Enter the current date in the Cur-
rent Date (YYYY/MM/DD) field in the format displayed. A date is also displayed
for your reference. Enter the time in 24-hour format in the 24h Clock Time
(HH:MM: SS) field. Alternatively, you can enter the name or the IP address of the
time server to which the time can be synced in the Time Server field. After entering
the date and time details, select Next.

Date/Time Setup Options

Setting the date and time manually or by specifying an NTP/RDate
server.

Manual setting:
Current Date (YYYY/MVDD):2819-12/81

24h Clock Time (HH:MM:SS):81:38:55

Time Server name or [P address:
r Time server: J

K Next O < Back > < Cancel >

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.

Select Continent/Area Options
Select Continent/Area

— Select a time zone continentrarea:
Africa
America
Antarctica
Arctic
Asia
Atlantic
Australia
Europe

GMT

Indian
Pacific
UTC

X

L = e N R e e
HFOWUONONDWN=®D

e e e e et e e e e Rl
[y,

< Back > < Cancel >




128  Chapter 2: JSA Software Installation Use Cases

The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New_York (Eastern (most areas)).

Figure 147 Time Zone Options
— Select a time zone city or region:
() 94 Miquelon
() 95 Moncton (Atlantic - New Brunswick)
() 96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
() 97 Montevideo
() 98 Montserrat
() 99 HNassau
(X) 188 New York (Eastern (most areas))
() 181 Nipigon (Eastern - ON, QC (no DST 1967-73))
() 182 Nome (Alaska (west))
() 183 Noronha (Atlantic islands)
( ) 184 North_Dakota/Beulah (Central - ND (Mercer))
( ) 185 North_DakotasCenter (Central - ND (Dliver))
( ) 186 North_Dakota/New_Salem (Central - ND (Morton rural))
() 187 Ojinaga (Mountain Time US - Chihuahua (US border))
< Back > < Cancel >

The Internet Protocol Setup page appears (Figure 148). By default, the Internet
Protocol version is selected as IPv4 Internet Protocol version 4. You can select IPv6
Internet Protocol version 6, if required. Select No as the value for Do not use bond-
ed interface configuration mode. You can use the bonded interface configuration
mode, if required. Select Next.

Figure 148 Internet Protocol Setup Options

Internet Protocol Setup

— Choose which Internet protocol version to use:
(X) ipv4 Internet Protocol version 4
() ipuv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

WP < Back > < Cancel >
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Figure 149

The Management Interface Setup page appears (Figure 149). Select the manage-
ment interface that you want to use and select Next.

NOTE  The list shown will depend on the number of NIC Cards on the hardware
that you are installing JSA on. All the available interfaces will be displayed in this
section.

Management Interface Setup Options

Management Interface Setup

Select management interface:
(X) ens192 + MAC BB:Bc:29:cl1:a5:b4

Note: If the interface has a link (cable conmected), a plus (+) is
displayed before the description.

< Back > < Cancel >

The Network Information Setup page appears. Configure the following network
settings:

Hostname—Enter a fully qualified domain name as the system hostname.
IP Address—Enter the IP address of the system.

Network Mask—Enter the network mask for the system.
Gateway—Enter the default gateway of the system.

Primary DNS—Enter the primary DNS server address.

Secondary DNS—(Optional). Type the secondary DNS server address.
Public IP—(Optional). Enter the Public IP address of the server.

Email Server—Enter the email server. If you do not have an e-mail server, type
localhost in this field.

Select Next.
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Figure 150

Figure 151

Network Information Setup Options

Network Information Setup

Enter network information to use:
Hostname: Sum == mar wd

IP Address: & 0& & 50 Primary DNS: & & & 1
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ % b8 Public IP:

Email Server: localhost

K Next > < Back > < Cancel >

The network settings will start validating. This may take a few minutes. Once net-
work settings are validated successfully, the Root Password Setup page appears
(Figure 151).Configure the root password required to login to the JSA Command
Line Interface (CLI).

In the Enter New Root Password field, enter a root password that meets the follow-
ing criteria: contains at least five characters, contains no spaces, can include the
following special characters: @, #, *, and *.

Re-enter the root password in the Confirm New Root Password field and select
Finish.

Root Password Options

Root Password Setup

r Enter New Root Password: |

|— Conf irm New Root Password:

The password must not be longer than 255 character and not contain
spaces.

ISP <Back > < Cancel >
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When you select Finish, the installation process starts. This process typically
takes several minutes. Although it might appear as if the system is not responding
at times, wait for the installation to complete. Figure 152 indicates that the instal-
lation process of a HA console is underway.

Figure 152 Installing Changes

Installing Qradar changes...
fictivating system with key 3WSE1Q-ZWMMZE-7DBXZA-6UBUTY .
fippliance ID is 558.
Installing "HA Appliance (All Models)’ with id 558.
Conf iguring network. ..
Setting current date and time.
ew date of "2B28,B2-22 15:44:28° was specified 15145 seconds ago...
[Setting date and time to ’20288222 19:56:53° ...
[Setting email server to localhost
[Running FinalSetup
pdating iptables firewall rules.
[Running restartServices
[Restarting system services: syslog-ng.
A Stand-by for Console setup, stopping services: hostcontext httpd tomcat hostservices java.
DK: Configuration of host TM-HfA as HA console stand-by completed.
gqradar_setup.py: End: 8
unning: ~soptsgradarsbincafter_services up.sh

Once the installation is complete, a final completion message is displayed. Click
Ok.

Figure 153 Installation Complete
Initial configuration of 'HA Appliance (All Models)’ is

now complete.

Press ENTER to complete Installation.

Verification

To verify the successful installation of an HA console, run the following com-
mand on the console:

Run less /etc/.appliance_name

The output displays 550 as the appliance installed. Ping the default gateway to
ensure that the connectivity is fine. You can also use the ifconfig command to
view the IP address details of the appliance.
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Next Steps

After you have completed installing an HA console, you can add it to the primary
device. For more information about adding an HA host, see Add High Availability
(HA) Host.

When you install JSA, you can use it with the temporary default license key. It gives
you access to the system for 35 days from the installation date. The email that you
received from Juniper Networks when you purchased JSA contains your perma-
nent license keys. These license keys extend the capabilities of your appliance, and
you must apply them to the system, before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Add High Availability (HA) Host

Figure 154

To add the HA console or non-console host, log in to the JSA web UL On the navi-
gation menu, click Admin. The Admin page appears (Figure 154). In the System
Configuration section, click System and License Management.

System and License Management

=  SecureAnalytics

Dashboard  Offenses  LogActiy  NefworkActivly ~ Assels  Reports  Rsks  Vuinerabilties

Admin ) Depoy Changes Advanced v e
» System Configuration | i) There are no changes to deploy.
e —— [L4) Data re-batancing compiete. View Detais
Remote Networks and System Configuration
Services Configuration = .
« € ! Hh ¥e L)
Ty it out
Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy
. Notifications. Management
> Apps
System and License System Health System Settings Asset Profiler Custom Offense Close Store and Forward
Management Configuration Reasons
(¢ A [v2) .
0 | & o :

Centralized Credentials

Reference Set

Fonwarding Destinations Routing Rules, Domain Management  Extensions Management

The System and License Management page appears. Right-click on the host that
you want to configure HA on and select Add HA Host. The HA Wizard page ap-
pears, as shown in Figure 155.
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Figure 155 HA Wizard

HAWiZard

nfiguing a High Availability cluster, which involves adding a secondary

ary sofware Installed onthe s adding a High Availab

deployme
Formore

ation, see your documentation
Your current deployment is saved before the High Availabill host is added

The wzar ks youhough th oo stos: ;

Click Nextto continue, or Cancelto extthe wizard |

Skip this page when running the High Availablity wizard

=

Read the introductory text and click Next. The High Availability Wizard Options
page appears, as shown in Figure 156.

Figure 156 High Availability Wizard Options

HAWizard aa|

Sslsctthe High Availabilty Wizard options

Cluster Virtual IP Address:

High Availabilty Host Information k»m. Advanced Options

Primary Host IP Address: artbeat interval (seconds):
10

‘Secondary Host P Address: Heartbeat Timeout (seconds):
30

Enter the root

List peer IP addresses (comma delimited):

‘Confirm the root password of the host:
Disk Synchronization Rate (MB/s):

100

In the Primary Host IP Address, enter a new primary HA host IP address. The
new IP address replaces the previous IP address. The current IP address of the pri-
mary HA host becomes the Cluster Virtual IP address. The new primary HA host
IP address must be on the same subnet as the virtual host IP address.

In the Secondary Host IP Address, enter the IP address of the secondary HA host.
The secondary HA host must be on the same subnet as the primary HA host.
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Table 7

Figure 157

Enter the root password for the secondary HA host. Enter the root password for
the secondary HA host again for confirmation.

Under the Show Advanced Options, you can configure the following advanced pa-

rameters (Table 7):

Advanced Options for the HA Host

Option

Description

Heartbeat Interval
(seconds)

The time, in seconds, that you want to elapse between heartbeat
pings. The default is 10 seconds.

Heartbeat Timeout
(seconds)

The time, in seconds, that you want to elapse before the primary
HA host is considered unavailable if no heartbeat is detected. The
default is 30 seconds.

Network Connectivity
Test List peer IP addresses
(comma delimited)

The IP addresses of the hosts that you want the secondary HA
host to ping. The default is to ping all other managed hosts in the
JSA deployment.

Disk Synchronization
Rate (MB/s)

The disk synchronization rate. The default is 100 MB/s.

Review the configured parameters. If you need to edit any fields, click Back. If all
parameter values are correct, click Next, and then click Finish.

High Availability Wizard Options - Finish

Confirm the High Availa
Cluster Virtual IP Addr
High Availability Host Information

Primary Host IP Address:

Secondary Host IP Address:

aa|
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Figure 158

Click on the host name to view the primary and secondary HA details, as shown in
Figure 158.

High Availability Details Page

Allocate icense to Sytam  Upload Licanse  Actiors ¥ Gy DeploymentActions ¥ 5.5, High Avaiabity ¥ LastRetiesn: 000050 11 & @

Display Systems ¥

 Deployment Details

EvertUmt 3100130000 Users 1

Flowlimt 1750004800000
¥ License Information Messages
 System Support Activities Messages

Host Name HostIP Appliance Type Version Serial Number Host Status mll,';‘“';:f, ato  License Status  Event Rate L

ST o e g i rcesr ot 5040 - g Sacoday——— orin Do r—— |

A
Vhware-56 4 ¢... Adding Secondary Perpetual Deployed NiA

FP-jsa-newjunipernet (secondary) 1799 - Flow Processor 733 Installing Perpetual Deployed NA
EP-jsa 3 1699 - Event Processor 733

FP-jsa-newjunipernet (primary) 1799 - Flow Processor 733

VMware-56 401 Active Pemetual Deployed 1000/10000¢
Thjsa (console) 3199- Console 733 VMware-56 400... Active AUG10,2020  Deployed 50030000

NOTE Devices will reboot during HA configuration process.

As data must be synced between primary and stand-by systems, HA configuration
can take several hours to complete. You can view the status in the System and Li-
cense Management page.

Install and Configure JSA Risk Manager

JSA Risk Manager evaluates the parameters that you define in your question and
returns assets in your network to help you assess risk. The questions are based on
a series of tests that can be combined and configured as required.

JSA Risk Manager is a separately installed appliance for monitoring device con-
figurations, simulating changes to your network environment, and prioritizing
risks and vulnerabilities in your network.

To complete the installation and configuration of Risk Manager:
m Install Risk Manager using the instructions in this section.

®m  Add Risk Manager to the deployment using the instructions provided in the
section Add Risk Manager to Deployment.

m  Apply a license to the risk manager console using the instructions provided in
section Apply a License to JSA.
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Before You Begin

Before you do the installation, ensure that you have the following in place:

The required hardware is installed (in case of appliances).
You have the required license key for your appliance.

A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

There are no expired licenses on either the console or the managed hosts.

Software versions for all JSA appliances in a deployment must be the same ver-
sion and patch level. Note that deployments that use different versions of soft-
ware are not supported.

Keep the following information ready before you begin the installation:

Hostname

IP address

Network mask

Default gateway address

Primary Domain Name System (DNS) server address
Secondary DNS server address (Optional)

(Optional) Public IP address for networks using Network Address Translation
(NAT)

(Optional) Email server name

Step-By-Step Procedure

Follow the steps in the installation wizard for the virtual appliance type you are
creating. Log in as the root user at the prompt (a password is not required). If you
are prompted for a password, there is some error with the installation. Contact
https://support.juniper.net/support/.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.


https://support.juniper.net/support/
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Read and accept the EULA license and proceed with the installation. Provide infor-
mation in the installation wizard when prompted. After accepting EULA license,
the Appliance Install page appears (Figure 159). Select Appliance Install (pur-
chased as an appliance). Choose this option if you have purchased JSA appliances
or wish to install virtual machines. Select Next.

Figure 159 Appliance Install Options

Appliance Install

Assign appliance type by functionality:
(X) Appliance Install (purchased as an appliance)

( ) Software Install (hardware was purchased separately)
( ) High Availability Appliance

( ) App Host Appliance

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Next > < Cancel >

The Non-Software Appliance Assignment page appears. Select the Non-Software
Appliance type as Risk Manager and select Next.

Figure 160 Non-Software Appliance Assignment Options

Non-Sof tware fppliance Assignment

— Assign by functionality:

() TA Threat Analytics “All-In-One" or Console 3199
( ) SFEC Store and Forward Event Collector 1599

¢ ) EP Event Processor (LA and TA) 1699

() FP Flow Processor (LA and TA) 1799

() LA Log fnalytics “All-In-One" or Console 8899
( ) QFLOW Qf low Collector 1299

¢ ) DN Data Node Appliance 1468

) UP Uulnerability Processor 688

()3 Vulnerabilily Scanner 618

(X) RM Risk Manager 708

WEE < Back > < Cancel >
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Figure 161

Figure 162

The Type of Setup page appears. Select the Normal Setup (default) option and se-
lect Next.

Setup Options

Type Of Setup

X) normal Normal Setup (default)

Choose the type of setup:
(
[; ) recovery HA Recovery Setup

< Next D < Back > < Cancel >

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.

Select Continent/Area Options

Select Continent/Area

— Select a time zone continentrarea:
Africa
America
Antarctica
Arctic
fAsia
Atlantic
Australia
Europe
GMT

Indian
Pacific
UTC

HROUONONDWNE®

-

WP < Back > < Cancel >
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The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New_York (Eastern (most areas)).

Figure 163 Time Zone Options

Time Zone Selection

|

Select a time zone city or region:
94 Miquelon

95 Moncton (Atlantic - New Brunswick)

96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
97 Montevideo

98 Montserrat

99 Nassau

188 New_York (Eastern (most areas))

181 Nipigon (Eastern - ON, QC (no DST 1967-73))

182 Nome (Alaska (west))

183 Noronha (Atlantic islands)

184 North_DakotasBeulah (Central - ND (Mercer))

1685 North_Dakota/Center (Central - ND (Oliver))

186 North_Dakota/New Salem (Central - ND (Morton rural))

187 Ojinaga (Mountain Time US - Chihuahua (US border))

el il il ialaialalakel
L R ™ = S & S S )

< Back > < Cancel >

The Internet Protocol Setup page appears (Figure 164). By default, the Internet
Protocol version is selected as IPv4 Internet Protocol version 4. You can select
IPv6 Internet Protocol version 6, if required. Select No as the value for Do not use
bonded interface configuration mode. You can use the bonded interface configu-
ration mode , if required. Select Next.

Figure 164 Internet Protocol Setup Options

— Choose which Internet protocol version to use:
(X) ipv4 Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

WEP! < Back > < Cancel >
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Figure 165

The Management Interface Setup page appears.
Select the management interface that you want to use and select Next.

NOTE  The list shown here depends on the number of NIC Cards on the hard-
ware that you are installing JSA on. All the available interfaces will be displayed in
this section.

Management Interface Setup Options

Management Interface Setup

Select management interface:
(X) ens192 + MAC BB:Bc:29:cl:a5:b4

Note: If the interface has a link (cable conmected), a plus (+) is
displayed before the description.

WEP! < Back > < Cancel >

The Network Information Setup page appears. Configure the following network
settings:

m Hostname—Enter a fully qualified domain name as the system hostname.
m P Address—Enter the IP address of the system.

m  Network Mask—Enter the network mask for the system.

m  Gateway—Enter the default gateway of the system.

m  Primary DNS—Enter the primary DNS server address.

m  Secondary DNS—(Optional). Type the secondary DNS server address.

m  Public IP—(Optional). Enter the Public IP address of the server.

m  Email Server—Enter the email server. If you do not have an e-mail server, type
localhost in this field.

When complete select Next.
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Figure 166

Figure 167

Network Information Setup Options

Network Information Setup

Enter network information to use:
Hostname: Jum == ma s

IP Address: ¥ BE & 50 Primary DNS: & & & 1§
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ W B8 Public IP:

Email Server: localhost

AP < Back > < Cancel >

The network settings will validate. This may take a few minutes. Once network
settings are validated successfully, the Root Password Setup page appears (Figure
167). Configure the root password required to login to the JSA Command Line
Interface (CLI). In the Enter New Root Password field, enter a root password that
meets the following criteria: contains at least 5 characters. contains no spaces, can
include the following special characters: @, #, *, and *. Re-enter the root pass-
word in the Confirm New Root Password field and select Finish.

Root Password Options

Root Password Setup

I— Enter New Root Password: |

I— Conf irm New Root Password: |

The password must not be longer than 255 character and not contain
spaces.

ISP < Back > < Cancel >

When you select Finish, the installation process starts. This process typically takes
several minutes. Although it might appear as if the system is not responding at
times, wait for the installation to complete. Figure 168 indicates that the installa-
tion process of Risk Manager is underway.
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Figure 168

Figure 169

Verification

Next Steps

Installing Changes

Installing Qradar changes...
fictivating system with key BU1SZZ2-4DZ2A6D-?E7M3A-2X5G19.

Risk Manager’ with id 189.

onf iguring network. ..

The output shown in Figure 169 indicates the successful installation of Risk Man-
ager. Once the installation is complete, a final completion message is displayed.

Click Ok.

Installation Complete

Initial configuration of 'RM Risk Manager’ is now
complete.

Press ENTER to complete Installation.

To verify the successful installation of Risk Manager run the following command
on the console:

Run less /etc/.appliance_name

The output displays 700 as the appliance installed. Ping the default gateway to en-
sure that the connectivity is fine. You can also use the ifconfig command to view
the IP address details of the appliance.

After you complete the Risk Manager installation, you can add it to the deploy-
ment. For more information, see section Add Risk Manager to Deployment.

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system, before the default license expires.

For more information about applying a license, see section Apply a License to JSA.
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Add Risk Manager to Your Deployment

To use the Risk Manager features and functionality you must add a risk manager
hardware/virtual appliance to the JSA deployment. Here’s how you can add a Risk
Manager to the deployment.

NOTE  You must apply the Risk Manager license to enable this feature. Without
the license, the Risks tab will not be available in the JSA Web UL

To add Risk Manager to the deployment, log in to the JSA web UL On the naviga-
tion menu, click Admin. The Admin page appears (Figure 170). In the System
Configuration section, click System and License Management.

Figure 170 System and License Management

= Secure Analytics

Dashboard  Offenses  LogActivy  NetworkActiy ~ Assels  Reports  Risks  Vunembies  Admin

Admin @ Depoy Changes Advanced v 2]

» System Configuration ||y There are no changes to deploy:

e — [ Data re-batancing compiete. View Detais

Remote Networks and System Configuration

Services Configuration = :
Q@ ( ! i ¥ Cal

Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy
Notifications Management

sl Iz 8 & w &

System and License System Health System Settings Asset Profiler Custom Offense Close Store and Forward
Management Configuration Reasons

G - [£5) ¥ *

Reference Set Centralized Credentials  Forwarding Destinations Routing Rules Domain Management  Extensions Management

Tryitout

> Apps

The System and License Management page appears (Figure 171). On the naviga-
tion menu, select Deployment Actions > Add Host.

Figure 171 Deployment Actions > Add Host

@ system and License Management - Google Chrome =B8] 2

A Notsecure | locahost:7443/console/do/gradar fsystemManagement?dispatch=viewSystemAndLicenseManagement

#ilosate Liense ta System  Upload License  Astions ¥ b Deployment Astions ¥ 5.3, High Availability ¥ Last Reresii0000:00 I 2 @

=4 Wiew Daployment

¥ Deployment Details I = AddHost
Evertlimé 31004130000 Users 1 UTHOST” [add 3 new st to the degloymert |
FlowrLimit 1750005500000 @ EditHost Connection
* License Information Messages Unstack
Edit Stack

T System Support Activities Messages
Manage Of-site Sources
Manage Off-site Targals
Manage vulnerability Deployiment

i/ Log file collection completed successtully click nerg

LB Wl
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The Add Management Host page appears (Figure 172). Enter the fixed IP address
of the Risk Manager host you want to add in the Host IP field. Enter the root pass-
word for the host IP in the Host Password field and re-enter the root password in
the Confirm Password field. Click Add.

Figure 172 Add Managed Host

Add Managed Host

Before you add a managed host, make sure the managed host includes the SIEM
software. The IP of the host is required as well as the root password. Hover over
label fields for more information.

Host IP:

HostPassword: | e

Confirm Password: | seeseseee

Encrypt Host Connections: !:[

Network Address Translation: (]

Add Cancel

NOTE If you are using NAT or want to use encrypted communication between
the Risk Manager and the console, select the other options accordingly.

A pop-up appears (Figure 173) displaying the status of the host being added to the
network.

Figure 173 Host is Being Added to Deployment

Host is Being Added to Deployment

The hostinformation that was entered is being added to the deployment. This managed
hostis not currently part of the deployment. To complete the process, click Deploy Changes
on the Admin tab toolbar after this dialog closes.

b

Step 1 of 10 Clearing known hosts file for IP (1 )

Step 2 of 10 Checking if the host is at a compatible version.

Step 3 of 10 Writing firewall rules for host.

Step 4 of 10 Communicating with host to find valid application install.

Step 5 of 10 Checking if this host is valid to be added as a managed host

Step 6 of 10 Setting up ssh keys for host

Step 7 of 10 Pushing configuration files to the host.

Step 8 of 10 Pushing token for host to console communication.

Step 9 of 10 Creating default license for host

Step 10 of 10 Updating database on host and starting services. This may take a while.
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Figure 174

Figure 175

Figure 176

After the host is added successfully, the new host is now listed on the System and
License Management page. Note that at this point the new host is zo# deployed.
So, close the System and License Management page and go to the Admin page to
deploy the changes (Figure 174). The changes that need to be deployed are shown
on top of that page. Click View Details to see the changes.

Undeployed Changes

Admin @ Deptoy Changes Advanced ¥
A\, There pl changes. Click Deploy g ‘”HM Details >
System Configuration
o Update BackpandRecovey  IndecHanagement  AgiegaledDala  Newoisrachy  Systemandlicense  System Healh
Weragement Wenagement
i
@ ® i
@ ) = 55) i % (5]
ReloturcoSel  Cenlaluad Crodenials FowardingDestnaions  RoutngRules  DomainManagement  Exensions Management _ Resource Restcions

Management

Changes to be Deployed

) 0eploy Changes Jadvanced ¥

%\ There are undeployed changes. Click 'Deploy Changes'to deploy them. Hide Details
Expand Al | Collapse Al
# Number of global config files that need deploying: 1
# Number of components that need deploying: 4
# Number of hosts that need deploying: 2

| ) Data re-balancing complete. View Details

Click Deploy Changes and a confirmation page will appear asking for confirma-
tion to deploy the changes, as shown in Figure 176. Click Continue to deploy the
changes.

Deployment Confirmation

! Areyou sure you wantto deploy? This will require senvices to restart as the configuration is being reloaded

Continue Cancel

The deployment starts. This process typically takes several minutes. Although it
might appear as if the system is not responding at times, wait for the deployment
to complete.



146  Chapter 2: JSA Software Installation Use Cases

Figure 177

Figure 178

The JSA web Ul will display the progress in the deployment process. When the de-
ployment is complete, the Risks tab is displayed, as shown in Figure 177.

Risks Tab

Topology

You can now add security or firewall devices for risk management using Configu-
ration Source Management or Device Import using the Risk Manager in the Ad-
min tab, as shown in Figure178.

Risk Manager Options

Use Configuration Source Management (Figure 179) to configure credentials, add
or discover devices, view device configurations, and back up device configurations
in JSA Risk Manager. The data that is obtained from devices in your network is
used to populate the topology. You must have administrative privileges to access
Configuration Source Management functions from the Admin tab in JSA.

NOTE  For more detailed information, go to the Juniper Networks TechLibrary:
https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-
guide/topics/concept/jsa-rm-user-configuration-source-management.html.


https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/topics/concept/jsa-rm-user-configuration-source-management.html
https://www.juniper.net/documentation/en_US/jsa7.3.1/jsa-risk-manager-user-guide/topics/concept/jsa-rm-user-configuration-source-management.html
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Figure 179 Risks Manager - Configuration Source Management

Use the Device Import (Figure 180) feature to add a list of adapters and their net-
work IP addresses to the Configuration Source Manager using a comma-separated
value file (.csv). You can easily do a bulk upload by using the CSV file. The device
import list can contain up to 5000 devices, but the list must contain one line for
each adapter and its associated IP address in the import file.

MORE?  For more information on importing devices into Risk Manager, visit the
Juniper Networks TechLibary: https://www.juniper.net/documentation/en_US/
jsa7.4.0/jsa-risk-manager-user-guide/topics/concept/concept-jsa-rm-user-import-
devices.html.

Figure 180 Risks Manager - Device Import

Admin @ ey Changes Asvances ¥

[Tt v s o o

iKY ¢ ® %

Flow Sources

Adapter Type P Address
I erors occur during the import process, an erTor message apears and no changes are made to your devices

Note:

c beginthe
File: [ Choose Fl | o fle chosen imoort Devce

Risk Manager

L} o
Configuration Source Device Import
Management


https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-risk-manager-user-guide/topics/concept/concept-jsa-rm-user-import-devices.html
https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-risk-manager-user-guide/topics/concept/concept-jsa-rm-user-import-devices.html
https://www.juniper.net/documentation/en_US/jsa7.4.0/jsa-risk-manager-user-guide/topics/concept/concept-jsa-rm-user-import-devices.html
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Figure 181 Risks Tab - After Device Import

Next Steps

Topology
e Q L
=S
Corp-Firewall
E= == ==
Internet-Firewal-ISP Firewall-VPN MPLS-Firewall

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Install and Configure a Vulnerability Processor

Locate and manage the vulnerabilities in your network by deploying JSA Vulner-
ability Manager. JSA Vulnerability Manager discovers vulnerabilities on your net-
work devices, applications and software adds context to the vulnerabilities,
prioritizes asset risk in your network, and supports the remediation of discovered
vulnerabilities.

To deploy a dedicated JSA vulnerability manager processor or vulnerability pro-
cessor (VP) appliance you must complete the followings tasks:

m Install a dedicated JSA vulnerability manager processor appliance or VP using
the instructions provided in this section.

m  Add the vulnerability processor appliance to your deployment using the in-
structions provided in the section Add a Dedicated Vulnerability Processor.

m  Apply a license to the vulnerability processor using the instructions Apply a
License to JSA.
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Before You Begin

Make sure you have the following:

The required hardware is installed (in case of appliances).
You have the required license key for your appliance.

A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

There are no expired licenses on either the console or the managed hosts.

Software versions for all JSA appliances in a deployment must be the same ver-
sion and patch level. Note that deployments that use different versions of soft-
ware are not supported.

And keep the following information ready at hand:

Hostname

IP address

Network mask

Default gateway address

Primary Domain Name System (DNS) server address
Secondary DNS server address (Optional)

(Optional) Public IP address for networks using Network Address Translation
(NAT)

Email server name

Step-by-Step Procedure

Follow the steps in the installation wizard for the hardware or the virtual appli-
ance type you are creating. Log in as the root user at the prompt (a password is

not required). If you are prompted for a password, there is some error with the

installation. Contact https://support.juniper.net/support/.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.

Read and accept the EULA license and proceed with the installation providing in-
formation for the installation wizard when prompted.


https://support.juniper.net/support/
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Figure 182

Figure 183

After accepting EULA license, the Appliance Install page appears (Figure 182).
Select Appliance Install (purchased as an appliance). Choose this option if you
have purchased JSA appliances or wish to install virtual machines. Select Next.

Appliance Install Options

Assign appliance type by functionality:

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Next > < Cancel >

The Non-Software Appliance Assignment page appears (Figure 183). Select the
non-software appliance type as Vulnerability Processor 600 and select Next.

Non-Software Appliance Assignment Options

Non-Sof tware Appliance Assignment

— Assign by functionality:

MLESp, < Back > < Cancel >
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The Type of Setup page appears. Select the Normal Setup (default) option and se-
lect Next.

Figure 184 Setup Options

Type Of Setup

X) normal Normal Setup (default)

Choose the type of setup:
(
[; ) recovery HA Recovery Setup

< Next D < Back > < Cancel >

The Select Continent/Area page appears (Figure 185). Select the time zone conti-
nent or area as required and select Next. The default value is America.

Figure 185 Select Continent/Area Options

Select Continent/Area

— Select a time zone continentrarea:
Africa
America
Antarctica
Arctic
fAsia
Atlantic
Australia
Europe
GMT

Indian
Pacific
UTC

HROUONONDWNE®

-

WP < Back > < Cancel >
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Figure 186

Figure 187

The Time Zone Selection page appears (Figure 186). Select the time zone city or
region as required and select Next. The default value is New_York (Eastern (most
areas)).

Time Zone Options

Time Zone Selection

|

Select a time zone city or region:
94 Miquelon
95 Moncton (Atlantic - New Brunswick)
96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
97 Montevideo
98 Montserrat
99 Nassau
188 New_York (Eastern (most areas))
Nipigon (Eastern - ON, (C (no DST 1967-73))
182 Nome (Alaska (west))
183 Noronha (Atlantic islands)
184 North_DakotasBeulah (Central - ND (Mercer))
1685 North_Dakota/Center (Central - ND (Oliver))
186 North_Dakota/New Salem (Central - ND (Morton rural))
187 Ojinaga (Mountain Time US - Chihuahua (US border))

HHHHHHHQHHHHHF\
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=
=
erg

< Back > < Cancel >

The Internet Protocol Setup page appears (Figure 187). By default, the Internet
Protocol version is selected as IPv4 Internet Protocol version 4. You can select IPv6
Internet Protocol version 6, if required. Select No as the value for Do not use
bonded interface configuration mode (you can use the bonded interface configura-
tion mode, if required). Select Next.

Internet Protocol Setup Options

— Choose which Internet protocol version to use:
(X) ipv4 Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

WEP! < Back > < Cancel >
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The Management Interface Setup page appears (Figure 188). Select the manage-
ment interface that you want to use and select Next.

NOTE  The list shown will depend on the number of NIC cards on the hardware
that you are installing JSA upon. All available interfaces will be displayed here.

Figure 188 Management Interface Setup Options

Select management interface:
(X) ens192 + MAC BB:0c:29:cl1:a5:b4

Note: If the interface has a link (cable conmected), a plus (+) is
displayed before the description.

< Back > < Cancel >

The Network Information Setup page appears (Figure 189). Configure the follow-
ing network settings here:

m  Hostname—Enter a fully qualified domain name as the system hostname.
m [P Address—Enter the IP address of the system.

m  Network Mask—Enter the network mask for the system.

m  Gateway—Enter the default gateway of the system.

m  Primary DNS—Enter the primary DNS server address.

m  Secondary DNS—(Optional). Type the secondary DNS server address.

m  Public IP—(Optional). Enter the Public IP address of the server.

®m  Email Server—Enter the email server. If you do not have an e-mail server, type
localhost in this field.

Once complete, select Next.
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Figure 189

Figure 190

Network Information Setup Options

Network Information Setup

Enter network information to use:
Hostname: Sum == e s

IP Address: & 0& & 58 Primary DNS: & & & 1
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ % B8 Public IP:

Email Server: localhost

WP < Back > < Cancel >

The network settings are validating and may take a few minutes.

It’s time to configure the root password required to log in to the JSA CLI. In Root
Password Setup (Figure 190), enter a root password that meets the following crite-
ria: contains at least 5 characters, contains no spaces, can include the following
special characters: @, #, », and *

Re-enter the root password in the Confirm New Root Password field and select
Finish.

Root Password Options

Root Password Setup

r Enter New Root Password: |

|— Conf irm New Root Password:

The password must not be longer than 255 character and not contain
spaces.

ISP <Back > < Cancel >

When you select Finish, the installation process begins, and it typically takes sev-
eral minutes. Although it might appear as the system is not responding at times,
wait for the installation to complete.
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Figure 191

Figure 192

Verification

Next Steps

Installing Changes

& Jsavp

Installing Qradar changes...
fActivating system with key 3ABK6G-4T2TSL-5U714X-156C108.

fAppliance ID is 600.

Installing "UP Uulnerability Processor’ with id 668.

onf iguring network. ..
[Setting current date and time.

lew date of ’20828,86,86 12:32:03’ was specified 1322 seconds ago...
[Setting date and time to ’20200606 12:54:05° ...
[Running changeQradarPassword
[Stopping hostcontext
[Sat Jun 6 12:54:21 EDT 2028 [setup-img.sh] OK: IM] Setup Completed
pdating db user password

applying replication db file...done?
JRunming replication setup...done?

bdifying postgresql config...donet

R in

[Setting email server to localhost

JRunming FinalSetup

pdating iptables firewall rules.

[Running restartServices

[Restarting system services: syslog-ng.

lon-console setup, stopping services: hostcontext hostservices java.
[Restarting services:

- hostservices

- hostcontext

[Failed to start hostcontext?

DK: Conf iguration of host JSA-UP as a non-console completed.
radar_setup.py: End: 8

[Running : sopt/qradar/binsafter_services_up.sh

The output shown in Figure 192 indicates a successful installation of a vulnerabil-
ity processor. Once the installation is complete, a completion message is displayed.
Click OK.

Installation Complete

Initial configuration of 'UP Uulnerability Processor’
is now complete.

Press ENTER to complete Installation.

To verify the successful installation of a vulnerability processor, run the following
command on the console:

Run less /etc/.appliance_name

The output displays 600 as the appliance installed. Ping the default gateway to en-
sure that the connectivity is fine. You can also use the ifconfig command to view
the IP address details of the appliance.

After installing the vulnerability processor, you can add it to the deployment using
JSA web UL For more information about adding a vulnerability processor, see
Adding a Dedicated Vulnerability Processor.
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When you install JSA, you can use it with the temporary default license key. It gives
you access to the system for 35 days from the installation date. The email that you
received from Juniper Networks when you purchased JSA contains your perma-
nent license keys. These license keys extend the capabilities of your appliance, and
you must apply them to the system, before the default license expires. For more
information about applying a license, see section Apply a License to JSA.

Add a Dedicated Vulnerability Processor

Figure 193

JSA supports only one vulnerability processor (VP) in a deployment. By default,
the console acts as the VP and vulnerability scanner (VS) when you apply a vulner-
ability manager license. However, when you need to scan a high number of hosts
(for example, SOK assets), it is recommended that you use a dedicated VP.

NOTE  For more information about vulnerability scanner, see section Install and
Configure a Vulnerability Scanner.

After you install the VP, you can add it to the deployment. Since there can be only
one VP in a deployment, you need to first remove the existing VP (console) and
then add the new dedicated VP to the deployment.

To Remove the Existing VP (Console)

Log in to the JSA web UL On the navigation menu, click Admin. The Admin page
appears. In the System Configuration section, click System and License Manage-
ment. The System and License Management page appears. Select Manage Vulner-
ability Deployment and the Vulnerability Manager Setup (Figure 194) window
appears.

Manage Vulnerability Deployment

@ System and Lkense Management - Gogle Chrome EEr=]
A Notsecure | localhost:3443/console/do/qradar/systemManagemer

LastReteshi 000020 1l 2 @

2% View Deployment
)
* Deployment Details. 4 Add Host
Evertlint 3100130000 Users 1 4 fost
Fowlint 1750004800000 |
* License Information Messages o
¥ System Support Activities Messages.
@ Manage Offsite Sources
L dlickhers g9 Targets
@ Manage Vulnerabilty Deployment

Host Name Host IP Appliance Type Version Serial Number Host Statu:
jeveizo 1550- Event Colecto 755 vare 0445 Actve
sonsn oM Prcessor o \vare 55 480.. At
S fisaen it — 1799 Fow Processur 733 Mwore 5640 .. Acte
[ErR——— 1159- FlowProcessor Vtware 55 4. Sancy
Y ——— 1760-Flow Processor o w55 4. At
= - 1600 Evont rocossar 733 Viwore 5.4 .. cte

¥isaDN (data node) 1400- Data Node 733 Vhware-56 406.. Active
Thtjsa (console) ] 3199- Console 733 VMware-56 400... Actve
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Uncheck the Enable Processor, as shown in Figure 194.

Figure 194 Vulnerability Manager Setup

A Not secure | localhost:3443/cor

nsole/do/aradar /systemManagement?dspatch=viewSystemAndLicenseManagement

¥ Deployment Details

o1 3000 !

> License

Information Messages.

¥ System Support Actiities Me:

Vulnerability Manager Setup

each
Vulnerabily.

Processor

1) Log fl collection completed s

Host Name

o a
Select a hostthat has extra processing power for the processor.

==

Additional Scanners

—

‘Serial Number

hosts inyour deployment A

host can deploy only one scanner ata time.
Each host might be able 1o see diflerent regions of your network

[7) Add Additional Vuinerability Scanners

pveare.56 44

External Scanner

Active

Host Statu

The Remove Vulnerability Processor pop-up appears asking for confirmation to
remove the vulnerability processor (console). Click Remove, as shown in Figure

195.

Figure 195 Remove Vulne

rability Processor

Vulnerability Manager Setup
¥ Deployment Details
Evert Lint v il
> License Information Messages
S Hessag
as a def :
i, Log fle collection completed sul ;
Host Name L Scann Serial Number
Remove Vulnerability Processor it A -

S Fpjsanew (1A) Active

" 1 | This will remove ail winerabilty componens. -
= Episa VMware.56 4d .. Active

al Externalf k ol

Host Status

Now scroll to the bottom if necessary and click Save to save the changes to the vul-
nerability manager settings, as shown in Figure 196.
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Figure 196

Figure 197

Figure 198

Save Vulnerability Manager Settings

Vulnerabilty Manager Setup

Vulnerabitty.

Processor

Selocta hostthat has exa processing power o the processor.

Enabls Procassor

Additional Scanners

deployment &
ost can dsploy only e scanner at  tme.
Each host might be able o ses diferent regions ofyour natwork

Ad Adtonal Vulnerabilty Scanners

External Scanner

fom the ntemet

5 that are inyour DMZ

ccoss on port 443

Use Extomal Scanner

siteProtector™

You can forward detected vinerabiles to SteProtector™ for anaisis

[

You must now deploy these changes. To do so, go to the Admin tab to see the
changes that need to be deployed, as shown in Figure 197.

Use SteProtector™

Deploy Vulnerability Manager Settings

) () * a

s Fomwarding Oestatons Rt o Rules

Click Deploy Changes. The deployment process starts as shown in Figure 198. This
process might take a few minutes. Please wait for the deployment process to
complete.

Deployment Confirmation

! Areyou sure you wantto deploy? This will require senvices to restart as the configuration is being reloaded

Continue Cancel

After the deployment process is complete, the console is removed from the role of
VP in the deployment.

Add the Dedicated VP

You can now add the dedicated VP by logging in to the JSA web UL On the naviga-
tion menu, click Admin. The Admin page appears (Figure 199). In the System Con-
figuration section, click System and License Management.
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Figure 199 System and License Management

® § »

Fomardng Destratons  Routng Rus amain Managomens

Extansions Managarmant

The System and License Management page appears. On the navigation menu, se-
lect Deployment Actions > Add Host.

Figure 200 Deployment Actions > Add Host

® ystem s Lconse Managamert - Googe Chvame.

sEl =]
A Not secure | locahost: 7443/console/do/cradzr s g dispatch=views)
Upload License  Actons ¥ @ Deploymentactions ¥ [cach High Avatabity ¥ Latperenanoooo 1 2 @
4 ViewDegloyment
* Deployment Details I '
Evertiine 3100130000 e . I
Flow Link 1750004600000

> License Information Messages

¥ System Support Activities Messages Br EditStack
@ Wanage ofe e Sources
I dckners g

@ Manage Vunerabilty Deployment

The Add Managed Host page appears (Figure 201). Enter the fixed IP address of
the VP node you want to add in the Host IP field. Enter the root password for the

host IP in the Host Password field and re-enter the root password in the Confirm
Password field. When complete, click Add.

Figure 201 Add Managed Host

Add Managed Host

Before you add a managed host, make sure the managed host includes the SIEM
software. The IP of the host is required as well as the root password. Hover over
label fields for more information.

Host IP:
HostPassword: | sessssee
Confirm Password: | sessesees

Encrypt Host Connections: ]

Network Address Translation:

Add Cancel
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A pop-up appears displaying the status of the host being added to the network.

Figure 202 Host is Being Added to Deployment

Host is Being Added to Deployment

The host information that was entered is being added to the deployment This managed
host s not currently part of the deployment. To complete the process, click Deploy Changes:
on the Admin tab toolbar after this dialog closes

s

Step 1 of 10 Clearing known hosts file for IP (1 )
Step 2 0f 10 Checking if the host is at a compatible version

Step 3 of 10 Writing firewall rules for host.

Step 4 of 10 Communicating with host to find valid application install

Step 5 of 10 Checking if this host is valid to be added as a managed host.

Step 6 of 10 Setting up ssh keys for host

Step 7 of 10 Pushing configuration files to the host

Step 8 of 10 Pushing token for host to console communication

Step 9 of 10 Creating default license for host.

Step 10 of 10 Updating database on host and starting services. This may take a while

After the host is added successfully, the new host is now listed on the System and
License Management page. Note that at this point, the new host is zot deployed.
Close the System and License Management page and go to the Admin page to de-
ploy the changes. The changes that need to be deployed are shown on top of the
page (Figure 203). Click View Details to see the changes.

Figure 203 Undeployed Changes

Admin @ oepioy Changes Advances ¥

‘System Configuration

Q@ [ i G e @ 2]

Auto Upaite amanaL opsambiesn
- Management Wanagement
o) ) e
G =] = 5] [} » (5}
Referncessl  Convalzsd Credentls _ Forwarding Desthatons  Routiog Rules

Management

Figure 204 Changes to be Deployed

) Deploy Changes JAadvanced ¥

%\ There are undeployed changes. Click Deploy Changes'to deploy them. Hide Details
Expand Al | Collapse Al
@ Number of global config files that need deploying: 1
# Number of components that need deploying: 4
@ Number of hosts that need deploying: 2

) Data re-balancing complete. View Details

Click Deploy Changes.
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A confirmation page appears asking for confirmation to deploy the changes, as
shown in Figure 205. Click Continue to deploy the changes.

Figure 205 Deployment Confirmation

! Areyou sure you wantto deploy? This will require senvices to restart as the configuration is being reloaded

Continue Cancel

The deployment starts and typically takes several minutes. Although it might ap-
pear as if the system is not responding at times, wait for the deployment to com-
plete. The JSA web Ul will display the progress in the deployment process. After
the deployment is complete, you can see the new VP node that you have added in
the System and License Management page, as shown in Figure 206.

Figure 206 Dedicated VP Added to Deployment

@ 5ystem and License Management - Google Chrome S[E] %

A Not secure | locahost:944

ar fsystemManagement?dspatch=viewSystemAndl

Upload License  Actions ¥ @ DeploymentActions ¥ (5. ch High Availabitty ¥ Lastheien 000100 11 2 @
Display Systems v
 Deployment Detals
Eventlimt 3100130000 Users 1
FlowLimt 1750004800000
* License Information Messages
¥ System Support Actiities Messages

) L successtully.
Host Name. HostIP Appliance Type Version ‘Serial Number Host Status. License
Expiration Dat
[JSA\/P '600 - QVM Processor 733 VMware-56 40 5. Active l Perpetual
jsa-SFEC e 1599 VMware-26 40 0... Actve Perpetual
= EPjsa -wa= 1699 - Event Processor 733 VMware-56 4d ... Active Perpetual
Enable the New VP

You must enable the newly added VP node and deploy the changes to the deploy-
ment, so that it can act as the VP of the deployment.

Log in to the JSA web UL On the navigation menu, click Admin. The Admin page
appears. In the System Configuration section, click System and License Manage-
ment. The System and License Management page appears. Select Manage

Vulnerability Deployment and the Vulnerability Manager Setup window appears
(Figure 207).
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Figure 207 Manage Vulnerability Deployment

@ System and Lcense Management - Google Chrome SB[ %
A Notsecure agementadisp: g
Aloests saraa e System Upload Uansa Actons ¥[ @b Oeptaymentactons ¥ searcn Hioh Availabity ¥ LR 000030 I & @
4 View Deployment
© Remove Host
 Deployment Details 4 AddHost
Evertlint 3100130000 Users 1 B EditHost
Fowlind 1750004800000 @ EditHost Connection
* License Information Messages. © Unstack
¥ System Support Activitios Messages B Editstack
@ Manage Offsite Sources
clickheré & Targets
@ Manage Vulnerabilty Deployment
Host Name HostIP Version ‘Serial Number Host Status
Jsa-SFEC 1599 - Event Collector 733 VMware-56 4d6... Active
JsARM QRM Processor 733 VMware-56 400... Actve
S FP.jsa.new (HA) — 1799 - Flow Processor 733 VMware-564d ... Active
FP-isa-new-primaryjunipernet (rim. 1799 - Flow Processor 733 VMware-56 4dc... Standby
FPjsa-new-secondaryjunipernet (s ] 1799- Flow Processor 733 VMware-56 49 c... Active
= Epjsa - 1699 - Event Processor 733 VMware.564d ... Active
VisaDN (data node) . 1400- Data Node 733 Vitware-56 408... Active
Tvjsa (cansale) 3 3199- Cansole 733 Vitware-56 400... Active

Check Enable Processor and select the newly added VP in the drop-down, as
shown in Figure 208.

Figure 208 Vulnerability Manager Setup

@ 5ystem and License Management - Google Chrome. =[] %]
A Not secure | locahost:9443/console/do/qradar; \agement?dispatch ndLicenseManagement
Ul LastRetieshi 000045 I 2 @

Vulnerability Manager Setup

¥ Deployment Details

Event Limt Vulnerability Manager discovers vulnerabiliies and creates action items for each
Flow Lim vulnerability.
* License Information Messages
Processor

 System Support Activities Messd
Select a hostto manage vulnerability scans. Each processor has a default scanner

Log file collection completed 5| Selecta hostthat has extra processing power for the processor.

¥/ Enable Processor

JSAVP [ apmm] -

Host Name Serial Number Host Statu:
JSAVF Additional Scanners M

56 4d5... Active

jsa-SFEC VMware-56 40 6... Active
Afleryou add a processor, you can add extra scanners to other hosts in your deployment A =
JSA-RM VMware-56 4d 0... Active
host can deploy only one scanner at a time.
= FP-jsa-new (HA) Each host might be able to see different regions of your network. VMware-56 4d ... Active
FP-jsa-new-primaryjunipern VMware-56 4d c... | Standby
FP-jsa-new-secondaryjunipd] () AddAdditional Vulnerability Scanners VMware-56 4d ¢... | Active
= EPjsa VMware-56 4d ... Active
jsaDN (data node) External Scanner VMware-56 40 8...| Active
T-jsa (console) Mware-56 44 0...| Active

Use an external scanner to scan your network's DMZ from the Internet. Send an email o this
address with the following information:

Click Save to save the changes to the vulnerability manager settings, as shown in
Figure 209.
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Figure 209

Figure 210

Figure 211

Save Vulnerability Manager Settings

Vulnerability Manager Setup

Vulnerability Manager discovers vulnerabilities and creates action items for each
Vulnerabiliy

Processor

Selecta hostto manage vulnerability scans. Each processor has a default scanner.
Selecta host that has extra processing power for the processor.
@ Enable Processor

Additional Scanners

Afler you add a processor, you can add exra scanners to other hosts in your deployment A
host can deploy only one scanner atatime
Each host might be able to see different regions of your network.

‘Add Additional Vulnerability Scanners

External Scanner

Use an external scannerto scan your network's DMZ from the Intemet. Send an emailto this
address with the following information.

« Your organization's extemal IP address.
« The IP address range of the assets that are in your DMZ

‘ou must allow outbound intemet access on port 443,
ou must configure the extemal IP address before you can run extemal scans.

Use External Scanner

siteProtector™

You can forward detected vulnerabilities to SiteProtector™ for analysis.

You must now deploy these changes for the changes to come into effect in the de-
ployment. To do so, go to the Admin tab to see the changes that need to be de-
ployed, as shown in Figure 210.

Use SiteProtector™

Deploy Vulnerability Manager Settings

A, There are undepioyed changes. Clck Deploy Changes' 1 Geploy e Hide Detals

= Number ofhosts thatnocd eplopng: 1
Post Twsavan P

oo s verow:

” . ‘System Configuration
@ € ! b & [ ] [ ] B

2} G a = ® () * a

Store and Forwars Refrence et ConvalzeaCresentls  FonvansngOsstnatons  Routng Rules

Click Deploy Changes. A confirmation page appears asking for confirmation to
deploy the changes (Figure 211). Click Continue to deploy the changes.

Deployment Confirmation

! Areyou sure you wantto deploy? This will require senvices to restart as the configuration is being reloaded

Continue Cancel




164  Chapter 2: JSA Software Installation Use Cases

The deployment starts and can take several minutes. Although it might appear as if
the system is not responding at times, wait for the deployment to complete. The
JSA web Ul displays the progress in the deployment process. After the deployment
is complete, the newly added VP acts as the dedicated VP for your deployment.

Next Steps

When you install JSA, you can use it with the temporary default license key. It gives
you access to the system for 35 days from the installation date. The email that you
received from Juniper Networks when you purchased JSA contains your perma-
nent license keys. These license keys extend the capabilities of your appliance, and
you must apply them to the system, before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Install and Configure a Vulnerability Scanner

Any device such as an AIO-console, event processor, SFEC, FP, or RM can act as a
vulnerability scanner. A VS can be any appliance from where a vulnerability assess-
ment scan is triggered towards a target machine.

However, it may not be feasible to trigger a vulnerability assessment scan from any
part of the network due to security reasons. You may, therefore, need to add dedi-
cated VS appliances for this purpose.

To deploy a dedicated VS appliance in your deployment you must complete the fol-
lowings tasks:

m Install a dedicated VS using the instructions provided in this section.

m  Add the VS to your deployment using the instructions provided in section Add
a Dedicated Vulnerability Scanner.

m  Apply a license to the vulnerability scanner using the instructions Apply a Li-
cense to JSA.

Before You Begin

Before you start the installation, ensure that you have the following in place:
m The required hardware is installed (in case of appliances).

B You have the required license key for your appliance.
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m A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

m  There are no expired licenses on either the console or the managed hosts.

m Software versions for all JSA appliances in a deployment must be the same ver-
sion and patch level. Note deployments that use different versions of software
are not supported.

Keep the following information ready for the installation:
® Hostname

m IPaddress

m  Network mask

m Default gateway address

®m Primary Domain Name System (DNS) server address
m  Secondary DNS server address (Optional)

m (Optional) Public IP address for networks using Network Address Translation
(NAT)

® Email server name

Step-by-Step Procedure

Follow the steps in the installation wizard for the hardware or the virtual appli-
ance type you are creating.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.

First of all, log in as the root user at the prompt (a password is not required). If you
are prompted for a password, there is some error with the installation. Contact
https://support.juniper.net/support/.

Read and accept the EULA license and proceed with the installation. After accept-
ing EULA license, the Appliance Install page appears (Figure 212). Select Appli-
ance Install (purchased as an appliance). Choose this option if you have purchased
JSA appliances or wish to install virtual machines. Select Next.


https://support.juniper.net/support/
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Figure 212 Appliance Install Options

Assign appliance type by functionality:

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Next > < Cancel >

The Non-Software Appliance Assignment page appears. Select the non-software
appliance type as Vulnerability Scanner and select Next.

Figure 213 Non-Software Appliance Assignment Options

Non-Sof tware Appliance Assignment

— Assign by functionality:

< Back > < Cancel >

The Type Of Setup page appears (Figure 214). Select the Normal Setup (default)
option and select Next.
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Figure 214 Setup Options

Type Of Setup

X) normal Normal Setup (default)

Choose the type of setup:
C
[; ) recovery HA Recovery Setup

< Next > < Back > < Cancel >

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.

Figure 215 Select Continent/Area Options

Select Continent/Area

— Select a time zone continentrarea:

() B8 Africa
(X) 1 fAmerica
() 2 fntarctica
() 3 Arctic
() 4 nAsia

() 5 aAtlantic
() 6 Australia
() 7 Europe
() 8 GMT

() 9 Indian
() 18 Pacific
()11 UTC

< Back > < Cancel >

The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New-York (Eastern (most areas)).
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Figure 216 Time Zone Options

Time Zone Selection

]

Select a time zone city or region:
94 Miquelon

95 Moncton (Atlantic - New Brunswick)

96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
97 Montevideo

98 Montserrat

99 Nassau

188 New_York (Eastern (most areas))

Nipigon (Eastern - ON, (QC (no DST 1967-73))

182 Nome (Alaska (west))

183 Noronha (Atlantic islands)

184 North_DakotasBeulah (Central - ND (Mercer))

185 North_DakotasCenter (Central - ND (Oliver))

186 North_Dakota/New_Salem (Central - ND (Morton rural))

18?7 Ojinaga (Mountain Time US - Chihuahua (US border))

.~~~ -~
et A et A et e e M N e N e
-
=
-

< Back > < Cancel >

The Internet Protocol Setup page appears (Figure 217). By default, the Internet
Protocol version is selected as IPv4 Internet Protocol version 4. You can select IPv6
Internet Protocol version 6, if required. Select No as the value for Do not use
bonded interface configuration mode. You can use the bonded interface configura-
tion mode, if required. Select Next.

Figure 217 Internet Protocol Setup Options

— Choose which Internet protocol version to use:
(X) ipv4 Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

< Back > < Cancel >

The Management Interface Setup page appears (Figure 218). Select the manage-
ment interface that you want to use and select Next.
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Figure 218

NOTE  The list shown will depend on the number of NIC Cards on the hardware
that you are installing JSA on. All the available interfaces will be displayed in this
section.

Management Interface Setup Options

Management Interface Setup

Select management interface:
(X) ens192 + MAC BB:8c:29:c1:a5:b4

Note: If the interface has a link (cable conmected), a plus (+) is
displayed before the description.

< Back > < Cancel >

The Network Information Setup page appears. Configure the following network

settings:

®m  Hostname—Enter a fully qualified domain name as the system hostname.

m [P Address—Enter the IP address of the system.

m  Network Mask—Enter the network mask for the system.

m  Gateway—Enter the default gateway of the system.

®m  Primary DNS—Enter the primary DNS server address.

m Secondary DNS—(Optional). Type the secondary DNS server address.

m  Public IP—(Optional). Enter the Public IP address of the server.

®  Email Server—Enter the email server. If you do not have an e-mail server, type

localhost in this field.

Select Next.
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Figure 219 Network Information Setup Options

Network Information Setup

Enter network information to use:
Hostname: Sum == e s

IP Address: & BE & 58 Primary DNS: & & & 1
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ % B8 Public IP:

Email Server: localhost

WP < Back > < Cancel >

The network settings are validating and it may take a few minutes.

Next configure the root password required to log in to the JSA Command Line
Interface (CLI). In the Enter New Root Password field, enter a root password that
meets the following criteria: contains at least 5 characters, contains no spaces, can
include the following special characters: @, #, *, and *. Re-enter the root pass-
word in the Confirm New Root Password field and select Finish.

Figure 220 Root Password Options

Root Password Setup

r Enter New Root Password:

I» Conf irm New Root Password:

The password must not be longer than 255 character and not contain
spaces.

ISP <Back > < Cancel >

When you select Finish, the installation process starts. This process typically takes
several minutes. Although it might appear as if the system is not responding at
times, wait for the installation to complete.
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Figure 221

Installing Changes

& Jsavs

Installing Qradar changes...

xt
un Jun ? 16:22:55 EDT 2028 [setup-img.shl OK: IM] Setup Completed
pdating db user password
Applying replication db file...done?
*

[Rumning changeQUWMPassword

[Setting email server to localhost
[Runming FinalSetup

pdating iptables firewall rules.
Restarting system services:

- syslog-ng

- hostcontext

- hostservices

The output shown in Figure 222 indicates a successful installation of a vulnerabil-
ity scanner. Once the installation is complete, a completion message is displayed.
Click OK.

Figure 222 Installation Complete

Verification

Next Steps

Initial configuration of ‘US Uulnerability Scamner’ is
now complete.

Press ENTER to complete Installatiom.

To verify the successful installation of the VS, run the following command on the
console:

Run less /etc/.appliance_name

The output displays 610 as the appliance installed. Ping the default gateway to en-
sure that the connectivity is fine. You can also use the ifconfig command to view
the IP address details of the appliance.

After you have completed installing the VS, you can add it to the deployment using
JSA web UL For more information about adding a vulnerability scanner, see the
next section, Adding a Dedicated Vulnerability Scanner.
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When you install JSA, you can use it with the temporary default license key. It gives
you access to the system for 35 days from the installation date. The email that you
received from Juniper Networks when you purchased JSA contains your permanent
license keys. These license keys extend the capabilities of your appliance, and you
must apply them to the system, before the default license expires. For more infor-
mation about applying a license, see section Apply a License to JSA.

Add a Vulnerability Scanner to Deployment

Figure 223

Figure 224

Now that you have installed a vulnerability scanner (VS), let’s add it to the
deployment.

NOTE  Ensure that the VS has the same JSA version and patch, as the JSA console
that you are using to manage it.

To add a VS to your deployment, log in to the JSA web UL On the navigation
menu, click Admin. The Admin page appears (Figure 223). In the System Configu-
ration section, click System and License Management.

System and License Management

Secure Analytics

Offenses  LogActity  NetworkActity ~ Assels  Reports  Risks  Vunembiies  Admin System Time: 12:49 Al

Admin ©) Deploy Changes  Advanced v o
» System Configuration [ L) There are no changes to deploy.
— [ L) Data re-batancing complete. View Detais
Remote Networks and || System Configuration
Services Configuration = . LR
(7. € ! # Fe L
Try it out
Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy
. Notifications Management
> Apps.
b 2 B0 g o €
System and License System Health System Setings Asset Profiler Gustom Offense Close Store and Forward
Management Configuration Reasons
( A\ %l @
0 e s
Reference Set Centralized Credentials  Forwarding Destinations Routing Rules Domain Management  Extensions Management

The System and License Management page appears. On the navigation menu, select
Deployment Actions > Add Host.

Deployment Actions > Add Host

@ System and Licanse Management - Google Chrame =B8] 2

A Notsecure | locahost:7443/conscle/do fgradar fsystemManagement?dispatch=viewSystem AndLicenseManagement

Allocsts Liserse to System Upload Lisense  Actions ¥ Qb Deploymentactions ¥ oo oy High fvsllability ¥ Last Refresh: 00.00:00 I 2 @

~4 View Deployment

¥ Deployment Details I 4 AddHost

|

Eventlird 31001130000 Users 1 UITREET add & new host to the deployment]
Figw Limt ~ 175000/4800000 @ Edit Host Connectior

» License Information Messages Unstack

* System Support Activities Messages Edit Stack
Wanage Off-site Sources

Manage Off-site Taryets

Jy Log file collection completed successiully, click herg

Ll <

anage Yulnerahility Deployment
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The Add Management Host page appears. Enter the fixed IP address of the VS
node you want to add in the Host IP field. Enter the root password for the host IP
in the Host Password field and re-enter the root password in the Confirm Pass-
word field. When complete, click Add.

Figure 225 Add Managed Host

Add Managed Host

Before you add a managed host, make sure the managed host includes the SIEM
software. The IP of the host is required as well as the root password. Hover over
label fields for more information.

Host IP:

HostPassword: | e

Confirm Password: | seeseseee

Encrypt Host Connections: !:[

NetworkAddress Translation: 7]

Add Cancel

A pop-up appears displaying the status of the host being added to the network.

Figure 226 Host is Being Added to Deployment

Host is Being Added to Deployment

The hostinformation that was entered is being added to the deployment. This managed
hostis not currently part of the deployment. To complete the process, click Deploy Changes
on the Admin tab toolbar after this dialog closes.

s

Step 1 of 10 Clearing known hosts file for IP (1 )

Step 2 0f 10 Checking ifthe hostis at a compatible version

Step 3 of 10 Writing firewall rules for host

Step 4 of 10 Communicating with host to find valid application install

Step 5 of 10 Checking ifthis host is valid to be added as a managed host

Step 6 of 10 Setting up ssh keys for host.

Step 7 of 10 Pushing configuration files to the host

Step 8 of 10 Pushing token for host to console communication.

Step 9 of 10 Creating default license for host.

Step 10 of 10 Updating database on host and starting services. This may take a while

After the host is added successfully, the VS node appears in the System and License
Management page, as shown in Figure 227.
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Figure 227

Figure 228

Figure 229

New Vulnerability Scanner

@ 5ystem and License Management - Google Chrome

A Not secure | locahost:9443/console/do/qradar/systemAndLicenseManagement

ooate License to System  Upload License  Actions ¥ @ DeploymentActions ¥ (5. 3;ch

¥ Deployment Details

EvertLimt 3100130000 Users.
Flowlimt 1750001480000

* License Information Messages

 System Support Activities Messages

1

Display| Systems v

High Availability ¥

l=l®]

LastRetresh: 000000 Il & @

i) Log file collection completed successfully.click here to download file

Host Name HostIP Appliance Type Version Serial Number Host Status
[Gs~vs 610- QVM Scanner 733 Viware-56 40 ¢ Adve ]

JSAVP 600 - GVM Frocessar 733 VHWale-56 405, Atve
jsa-SFEC 1599 - Event Collector 733 VMware-56 40 6.... Active
JSARM QRM Processor 733 VMware-56 40 0... Active
= FP-jsanew (HA) CLLL 1799 - Flow Processor 733 VMware-56 4d ... Active

FP-jsa-new-primaryjunipernet (prim 1799 - Flow Processor 733 VMware-56 40 c...| Standby
FP-jsa-new-secondaryjunipernet (s 1799 - Flow Processor 733 VMware-56 4d c.... Active
S Epjsa mmm= 1699 - Event Processor 733 VMware 56 4d ... Active
VisaDN (data node) 1400- Data Node 733 VMware-56 40 8.... Active
Thjsa (console) 3199- Console 733 VMware-56 400...| Active

Close the System and License Management page. At this point, the new host is not
yet deployed. To deploy the changes, go back to the Admin page (Figure 228). The
changes that need to be deployed are shown on top of the page. Click View Details
to see the changes.

Undeployed Changes

oq Actiy  Network Actit

Admin @ oepioy Changes Advances ¥

) There are undeployed changes. Click Deploy Changes'to deploy the

‘System Configuration

@ €

I o & ]

Auto Upaate — System Healn
— Wanagement Wanagement
*4oe A 1 4o
@ =] = o 1)
RefoenceSet  Convalzed Credentals  Fowardng Destinations  Routng Rules
Wanagement

Changes to be Deployed

Deploy Changes JAdvanced ¥

%\ There are undeployed changes. Click Deploy Changes'to deploy them. Hide Details
Expand Al | Collapse Al
® Number of global config files that need deploying: 1

# Number of components that need deploying: 4
® Number of hosts that need deploying: 2

) Data re-balancing complete. View Details
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Figure 230

Figure 231

Next Steps

Click Deploy Changes. A confirmation page appears asking for confirmation to
deploy the changes, as shown in Figure 230. Click Continue to deploy the changes.

Deployment Confirmation

! Areyou sure you wantto deploy? This will require senvices to restart as the configuration is being reloaded

Continue Cancel

The deployment starts. This process typically takes several minutes. Although it
might appear as if the system is not responding at times, wait for the deployment
to complete. The JSA web Ul will display the progress in the deployment process.
After the deployment is complete, the newly added VS will be available in the Vul-
nerabilities tab for VA scan, as shown in Figure 231.

/S Available for Scan

Secure Analytics

iities  Aomin

Vulnerabilities Scan Profile Configuration

Details ~ WhenToScan  Email  DomainAndWebApp ~ HowToScan  Additional Credentials
s Name Use Centralized Credentials
Description
scan Server | [ Controller v || Bandwidth Limit Medium v |1000Kbps  On Demand Scanning =) Dynamic
Vulnerability Controller
scavers network assets using a fast scan porirange. Perform a user configurable p

Giinerdiit Sean Policies] | gvm1140 botnot co, ssh, and gatabase. If credentials are provided an authenticated scan s

qvmscannert 42

IP Addresses

IP Addresses

Asset Saved Search
> AssetSaved Search

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system, before the default license expires.

For more information about applying a license, see section Apply a License to JSA.



176  Chapter 2: JSA Software Installation Use Cases

Install and Configure an App Host

An app host is a managed host that is dedicated to running apps. App hosts pro-
vide extra storage, memory, and CPU resources for your apps without impacting
the processing capacity of your JSA console. Apps such as User Behavior Analytics
with Machine Learning Analytics require more resources than are currently avail-
able on the console.

NOTE  You can have only one app host in your deployment. If you have an envi-
ronment that uses Network Address Translation (NAT), both the console and the
app host must exist within the same NAT group. Port 5000 must be open on your
console. For more information, see Appendix C.

To complete the installation and configuration of an app host:

Install an app host using the instructions in this section.

Add the app host to a deployment using the instructions provided in the section
Add App Hosts to Deployment.

Apply a license to the app host using the instructions provided in section Apply
a License to JSA.

Before You Begin

Before you start the installation, ensure that you have the following in place:

The required hardware is installed (in case of appliances).
You have the required license key for your appliance.

A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

There are no expired licenses on either the console or the managed hosts.

Software versions for all JSA appliances in a deployment must be the same ver-
sion and patch level. Note deployments that use different versions of software
are not supported.

Keep the following information ready before you begin the installation:

Hostname
IP address
Network mask

Default gateway address
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®m Primary Domain Name System (DNS) server address
m  Secondary DNS server address (Optional)

m (Optional) Public IP address for networks using Network Address Translation
(NAT)

® Email server name

Step-by-Step Procedure

Figure 232

Follow the steps in the installation wizard for the hardware or virtual appliance
type you are creating.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.

Log in as the root user at the prompt (a password is not required). If you are
prompted for a password, there is some error with the installation. Contact https://
support.juniper.net/support/.

Read and accept the EULA license and proceed with the installation. Provide in-
formation in the installation wizard when prompted. After accepting EULA li-
cense, the Appliance Install page appears (Figure 232). Select App Host Appliance.
Choose this option if you have purchased JSA appliances or wish to install virtual
machines. Select Next.

Appliance Install Options

Appliance Install
[ﬁ Assign appliance type by functionality:

( ) aAppliance Install (purchased as an appliance)

( ) Software Install (hardware was purchased separately)
( ) High Availability Appliance

(X) App Host Appliance

Note: Press Ctrl-K in order to assign by activation key
Press F1 for help

< Next 2] < Cancel >


https://support.juniper.net/support/
https://support.juniper.net/support/
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The App Host Appliance Assignment page appears. (Figure 233). Select the appli-
ance type as App Host 4000 and select Next.

Figure 233 App Host Appliance Assignment Options

fAipp Host Appliance Assignment
— Assign by functionality:

< Back > < Cancel >

The Type of Setup page appears (Figure 234). Select the Normal Setup (default)
option and select Next.

Figure 234 Setup Options

Type Of Setup

[ Choose the type of setup:

< Back > < Cancel >

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.
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Figure 235

Figure 236

Select Continent/Area Options

Select Continent/Area

— Select a time zone continentrarea:
Africa
America
fAntarctica
Arctic
Asia
Atlantic
Australia
Europe
GMT

Indian
Pacific
uTC

HPOUONONAWNRE®

-

< Next > < Back > < Cancel >

The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New_York (Eastern (most areas)).

Time Zone Options

Time Zone Selection

|

Select a time zone city or region:
94 Miquelon

95 Moncton (Atlantic - New Brunswick)

96 Monterrey (Central Time - Durango: Coahuila, Nuevo Leon, Tam
97 Montevideo

98 Montserrat

99 Nassau

188 New_York (Eastern (most areas))

181 Nipigon (Eastern - ON, QC (no DST 1967-73))

182 Nome (Alaska (west))

183 Noronha (Atlantic islands)

184 North_Dakota/Beulah (Central - ND (Mercer))

185 North_DakotasCenter (Central - ND (Oliver))

186 North_DakotasNew Salem (Central - ND (Morton rural))

18?7 Ojinaga (Mountain Time US - Chihuahua (US border))

HHHF\HHHQHHHHHH
L N N R N T

< Back > < Cancel >

The Internet Protocol Setup page appears (Figure 237). By default, the Internet
Protocol version is selected as IPv4 Internet Protocol version 4. You can select IPv6
Internet Protocol version 6, if required. Select No as the value for Do not use
bonded interface configuration mode. You can use the bonded interface configura-
tion mode, if required. When complete, select Next.
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Figure 237

Figure 238

Internet Protocol Setup Options

Internet Protocol Setup

— Choose which Internet protocol version to use: ——————
(X) ipv4 Internet Protocol version 4
() ipv6 Internet Protocol version 6

— Choose interface configuration mode:
(X) No Do not use bonded interface configuration mode

< Back > < Cancel >

The Management Interface Setup page appears (Figure 238). Select the manage-
ment interface that you want to use and select Next.

The list shown will depend on the number of NIC Cards on the hardware

that you are installing JSA upon. All available interfaces will be displayed in this
section.

Management Interface Setup Options

Management Interface Setup

—— Select management interface:
(X) ens192 + MAC B8:8c:29:cl1:a5:b4

Note: If the interface has a link (cable conmected), a plus (+) is
displayed before the description.

< Next b < Back > < Cancel >
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The Network Information Setup page appears (Figure 239). Configure the follow-
ing network settings:

m Hostname—Enter a fully qualified domain name as the system hostname.
m P Address—Enter the IP address of the system.

m  Network Mask—Enter the network mask for the system.

m  Gateway—Enter the default gateway of the system.

m  Primary DNS—Enter the primary DNS server address.

m  Secondary DNS—(Optional). Type the secondary DNS server address.

m  Public IP—(Optional). Enter the Public IP address of the server.

m  Email Server—Enter the email server. If you do not have an e-mail server, type
localhost in this field.

Now select Next.
Figure 239 Network Information Setup Options

Enter network information to use:
Hostname: Sum == e wn

IP Address: 38 N8 8 50 Primary DNS: & S ™ 1
Network Mask: 255.255.255.8 Secondary DNS:
Gateway: [ L& B8 Public IP:

Email Server: localhost

< Back > < Cancel >

The network settings are validated. This may take a few minutes. Once network

settings are validated successfully, the Root Password Setup page appears (Figure
240).

Configure the root password required to login to the JSA Command Line Interface
(CLI). In the Enter New Root Password field, enter a root password that meets the
following criteria: contains at least 5 characters, contains no spaces, can include
the following special characters: @, #, », and *. Re-enter the root password in the
Confirm New Root Password field and then select Finish.



182  Chapter 2: JSA Software Installation Use Cases

Figure 240 Root Password Options

Root Password Setup

E s

r Enter New Root Password:

e e 20

r Conf irm New Root Password:

spaces.

When you select Finish, the installation process

The password must not be longer than 255 character and not contain

< Back > < Cancel >

starts. This process can typically

take several minutes. Although it might appear as if the system is not responding at
times, wait for the installation to complete. Figure 241 indicates that the installa-

tion process of an application host is underway.

Figure 241 Installing Changes

& Jsa.appHost

Installing Qradar changes...
sctivating system with key 1U1W1Y-55783L-1R3B1Z2-8T6062.
ppliance ID is 4868.
installing ‘aH App Host’ with id 4868.
onf iguring network. ..
Petting current date and time.
date of ’2028,86-86 B6:56:34" was specified 1321 seconds ago...
ting date and time to ’ZBZBA6B6 B7:18:35° ...
wiming changeQradarPassword
topping hostcontext
3at Jun 6 B7:18:58 EDT 2828 [setup-img.shl OK: IM] Setup Completed
pdating db user password
hpplying replication db file...done?
Running replication setup
difying postgresql conf

etting email server to localhost
Running FinalSetup
pdating iptables firewall rules.
Restarting system services:
sys log-ng
hostcontext
hostservices
ming restartServices
rting system services: syslog-ng.
on-console setup, stopping services: hostcontext hostservices java.
festarting services:
hostservices
ailed to start hostservices?!
ration of host AppHost as a non-console completed.
radar_setup.py: End: 8
Running: sopt/qradar-binsafter_services_up.sh
# Total # Received erd Average Speed Time Time Time
Dload Upload Total Spent
Ba 294 188 294 a ] 1918

Current
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Figure 242

Verification

Next Steps

Once the installation is complete, a final completion message is displayed. Click
Ok. This output indicates a successful installation of an application host virtual/
hardware appliance.

Installation Complete

Initial configuration of AH App Host’ is now complete.

Press ENTER to complete Installation.

To verify the successful installation of an application host, run the following com-
mand on the console:

Run less /etc/.appliance_name

The output displays 4000 as the appliance installed. Ping the default gateway to en-
sure that the connectivity is fine. You can also use the ifconfig command to view
the IP address details of the appliance.

After you have completed installing an application host, you can add it to a de-
ployment. For more information about adding an App host, see Add App Hosts to
Deployment.

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system, before the default license expires.

For more information about applying a license, see section Apply a License to JSA.



184  Chapter 2: JSA Software Installation Use Cases

Add App Hosts to Deployment

This section shows how you can add an app host to the deployment.

To add an application host to a deployment, log in to the JSA web UI. On the navi-
gation menu, click Admin. The Admin page appears (Figure 243). In the System
Configuration section, click System and License Management.

Figure 243 System and License Management

= Secure Analytics

Dashboard  Offenses  LogActivty  NetworkActiviy ~ Assets  Repors  Risks  Vunerabiiies  Admin

Admin ) Deploy Changes  Advanced ¥ °
» System Configuration [L4) here are no changes to deploy.
T~ [ L) Data re-batancing complete. View Detais
Remote Networks and || System Configuration

Services Configuration Q@ ( q 5 B &

Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy
Notifications Management

2 ) B3 & w &

System and License System Health System Settings Asset Profiler Custom Offense Close Store and Forward
Management Configuration Reasons

G & = ® R €

Reference Set Centralized Credentials  Forwarding Destinations Routing Rules Domain Management  Extensions Management

Try it out

> Apps

The System and License Management page appears. On the navigation menu, se-
lect Deployment Actions > Add Host as shown in Figure 244.

Figure 244 Deployment Actions > Add Host

@ System and Licanse Management - Google Chrame =B8] 2

A Notsecure | locahost:7443/conscle/do fgradar fsystemManagement?dispatch=viewSystem AndLicenseManagement

Allocsts Liserse to System Upload Lisense  Actions ¥ Qb Deploymentactions ¥ oo oy High fvsllability ¥ Last Refresh: 00.00:00 I 2 @

~4 View Deployment

¥ Deployment Details

|
[Add & new host to the deployment]

Edit Host Connecfion

Event Limi 3100130000 Users 1
FiowLimt  175000/4800000
» License Information Messages Unstack

* System Support Activities Messages ¥ Edit Stack

| L) Log file collection completed successiully. click herg Managa Off.cite Targets |

@
o
B
@ Manage OfFsite Sources
[
[ 2

Ianage Yulnerahility Deployment

The Add Managed Host page appears (Figure 245). Enter the fixed IP address of
the App Host you want to add in the Host IP field. Enter the root password for the

host IP in the Host Password field and re-enter the root password in the Confirm
Password field. When complete, click Add.
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Figure 245

Figure 246

Add Managed Host

Add Managed Host

Before you add a managed host, make sure the managed host includes the SIEM
software. The IP of the host is required as well as the root password. Hover over
label fields for more information.

Host IP: . -

Host Password

Confirm Password:

Encrypt Host Connections: ]

Network Address Translation: [

Add Cancel

NOTE If you are using NAT or want to use an encrypted communication be-
tween the app host and the console, select the other options accordingly.

A pop-up appears (Figure 246) displaying the status of the host being added to the
network.

Host is Being Added to Deployment

Host is Being Added to Deployment

The host information that was entered is being added to the deployment. This managed
hostis not currently part of the deployment. To complete the process, click Deploy Changes
on the Admin tab toolbar after this dialog closes.

s

Step 1 of 10 Clearing known hosts file for IP (1 oo )

Step 2 of 10 Checking if the host is at a compatible version.

Step 3 of 10 Writing firewall rules for host.

Step 4 of 10 Communicating with host to find valid application install.

Step 5 of 10 Checking ifthis host is valid to be added as a managed host.

Step 6 of 10 Setting up ssh keys for host.

Step 7 of 10 Pushing configuration files to the host.

Step 8 of 10 Pushing token for host to console communication.

Step 9 of 10 Creating default license for host.

Step 10 of 10 Updating database on host and starting services. This may take a while

After the host is added successfully, the new host is listed on the System and Li-
cense Management page.
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Figure 247 Host Successfully Added

Upload Licanse  Acions ¥ Qb DeploymentActons ¥ 5ch High Availabity Latrenesni000095 Il 22 @

Display Systems ¥
* Deployment Details

¥ Apps are set to run on the Console

tion in progress
e apps are rur

> License Information Messages
* System Support Activities Messages

Host Name HostIP Appliance Type Version Serial Number Host Statu:
jsa-SFEC 1599 - Event Collector 733 VMware-56 40 6... Active
= FP.jsanew (HA) EEm 1799 - Flow Processor 733 VMware 56 4d ... Active
FP-jsa-new-primaryjunipernet (prim 1799 - Flow Processor 733 VMware-56 4d c... Standby
FP-jsa-new-secondaryjunipernet (s. 1799 - Flow Processor 733 VMware-56 4d c... Active
= Epjsa - 1699 - Event Processor 733 VMware.56 4d ... Active
¥isaDN (data node) 1400 - Data Node 733 VMware-56 44 8. Active
| AppHost 4000 - App Host 733 VMware-56 4d ¢ Adve |
TW-jsa (console) 3199 - Console 733 VWware-56 49 0. Adve

Note that at this point, the new host is not deployed. Close the System and License
Management page and go to the Admin page to deploy the changes. The changes
that need to be deployed are shown on top of the page. Click View Details to see
the changes.

Figure 248 Undeployed Changes

Admin @ oepioy Changes Advances ¥

) There are undeployed changes. Click Deploy Changes'to deploy the

‘System Configuration

@ € i i s ] ]

Auto Upcate ‘ System ana License System Heatn
TN Wanagement Wanagerent
* Apps r ") 4 &
0] =] = o ey *
Reforence el Centralzed Credentsls  Fonwardng Destinatons Rouing Rules Damain Management  Exensions Management  Resource Restictions
Wanagement

Figure 249 Changes to be Deployed

Secure Analytics

Dashboard Offenses Log Activity Network Activity Assets Reports Vulnerabiites  Admin

Admin ) Deploy Changes  Advanced ¥

1\ There are undeployed changes. Click 'Deploy Changes'to deploy them. Hide Details
Expand Al | Collapse Al
= Number of global config files that need deploying: 1
i _public_keysihost_58_key

figuration

» Data Sources

Remote Netws and
remate fetwarks an = Number of components that need deploying: 1
Senvices Configuration

Component: hostcontext1 32 on host AppHost with IP:

Try it out = Number of hosts that need deploying: 2
host: AppHost with IP:
> Apps host: Th-jsa with IP:

| ) Data re-balancing complete. View Details

System Configuration
¢ € ! ;
Auto Update Backup and Recovery Global System Index Management

Notifications
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Figure 250

Figure 251

Figure 252

Click Deploy Changes. A confirmation page appears asking for confirmation to
deploy the changes (Figure 250). Click Continue to deploy the changes.

Confirmation for Deployment

7' Are you sure you want to deploy? This will require services to restart as the configuration is being reloaded.

Continue Cancel

The deployment starts. This process can typically take several minutes. Although
it might appear as if the system is not responding at times, wait for the deployment
to complete. The JSA web Ul will display the progress in the deployment process.
After the deployment is complete, you can migrate the apps running on the console
to run on the app hosts. To do so, click to change where the apps are run, as shown
in Figure 251.

Deployment Details

tem  Upload License Actions ¥ Qb DeploymentActions ¥ [5.zrch High Availabiity ¥ LastRetesnio0003s 1l 2 @

Display Systems v
» Deployment Details

v Apps are set to run on the Console

There is no app migration in progress
Clickto change where apps are run

* License Information Messages
* System Support Activities Messages

Host Name Host 1P Appliance Type Version Serial Number Host Status
jsa-SFEC N 1509 - Event Collector 733 VMware-56 4d 6... Active
5 F.jsanew (HA) - - 1799 - Flow Processor 733 VMware 56 4d ... Active
FP-jsa-new-primaryjunipernet (prim 1799 - Flow Processor 733 VMware-56 4d ... Standby
FP-jsa-new-secondaryjunipernet (s. . 1799 - Flow Processor 733 VMware-56 4d c... Active
= Epjsa - - 1699 - Event Processor 733 VMware-56 4d ... Active
visaDN (data node) 1400 - Data Node 733 Vhhware-56 40 6...| Active
| AvpHost ———— 4000 - App Host 733 VMware-56 40 ¢ Acve |
TM-jsa (console) T 3199 - Console 733 VMware-56 44 0... Active

The apps will be migrated to the app host, as shown in Figure 252.

Migrating Apps

s v ment v v azs I
ay Systems ¥
* Deployment Details
¥ Apps are set to run on the Console
There is no app migration in progr
> License Information Messages
* System Support Activities Messages Migrating Apps
Host Name Migrate apps and data fo theApp Host, in Serial Number Host Statu
This mighttake several minutes depending on the amount of data.
Apps will be unavailable during the migration —
FP-jsa-new (HA) VMware.56 4d ... Active
. | Donot perform the following actions while the migration is underway. M
* Atull deployment,
EPJsa Anytype of restore from a backup, Vhwa Active

Deletion ofthe App Host,
Any change to the IP of the Console.

‘The apps are running on the Console.
Do you want to migrate to the App Host?
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Install EP-FP Combo on JSA Appliances

The event processor (EP)-flow processor (FP) combo functions as an event proces-
sor plus flow processor. It can collect both events and flows. Only the console com-
ponent is absent. This combo is useful when you do not want to install separate EP
devices and FP devices, and to avoid buying two separate devices. The installation
process is the same for all JSA appliances. However, this section deals with the in-
stallation of the EP-FP combo on JSA5800.

To complete the installation and configuration of EP-FP combo:

Install the EP-FP combo using the instructions in this section.

Add EP-FP combo console to the deployment. For more information, see
the section Add EP-FP Hosts to Deployment.

Apply a license to the EP-FP combo console using the instructions Apply a
License to JSA.

Before You Begin

Before you do the installation, ensure that you have the following in place:

The required hardware is installed (in case of appliances).
You have the required license key for your appliance.

A keyboard and monitor are connected by using the VGA connection (in case
of hardware appliances).

There are no expired licenses on either the console or the managed hosts.

Software versions for all JSA appliances in a deployment must be the same ver-
sion and patch level. Note deployments that use different versions of software
are not supported.

Keep the following information handy for the installation:

Hostname

IP address

Network mask

Default gateway address

Primary Domain Name System (DNS) server address
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m  Secondary DNS server address (Optional)

m (Optional) Public IP address for networks using Network Address Translation
(NAT)

® Email server name

Step-By-Step Procedure

Figure 253

Follow the steps in the installation wizard for the hardware appliance type you are
creating.

The JSA installation wizard allows you to use only certain keyboard keys to navi-
gate through the installation options. Table P1 lists these keys along with how you
can use them.

First log in as the root user at the prompt (a password is not required). If you are
prompted for a password, there is some error with the installation. Please contact
https://support.juniper.net/support.

Read and accept the EULA license and proceed with the installation. After accept-
ing EULA license, the Appliance Install page appears (Figure 253). Select Appli-
ance Install (purchased as an appliance). Choose this option if you have purchased
JSA appliances or wish to install a virtual machine. Then select Next.

Appliance Install Options

Bia| da, a
BBl a (I) Appliance Install (purchased as an appliance) a a  H
SRE & () Software Install (hardware was purchased separately) a a H
o a () High Availability Appliance a =a.
RS & () App Host Appliance a a B
EElS e PR L LR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE N S &
13 a §
SEE] Note: Press Ctrl-K in order to assign by activation key a B
EELS Press F1 for help a B
BRIl a B
BElA! s 8
BEE a §
aagl a B
B3 a B
EElS a B
BBl a §
B < Next > < Cancel > a B
oE a §

The Non-Software Appliance Assignment page appears (Figure 254) Select the
non-software appliance type as EPFP Event and Flow Processor Combo 1806 and
then select Next.


https://support.juniper.net/support
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Figure 254 Non-Software Appliance Assignment Options

Threat Analytics "All-In-One" or Console 3126
Data Node Appliance 1400

Store and Forward Event Collector 1506

Event Processor (LA and TA) 1626é

Flow Processor (LA and TA) 1726

Log Analytics "All-In-One" or Console 8026

Event and Flow Processor Combo 100€
Qflow Collector 1201

Vulnerability Processor 600
Vulnerability Scanner €10

Risk Manager 700

< Next > < Back > < Cancel >

The Type of Setup page will appear (Figure 255). Select the Normal Setup (default)
option, and select Next.

Figure 255 Setup Options

Choose the type of setup:
normal Normal Setup (default)
recovery HA Recovery Setup

T
== 0

The Select Continent/Area page appears. Select the time zone continent or area as
required and select Next. The default value is America.
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Figure 256 Area Options

s
w

elect a time zone continent/area: 33&daaaaaaaaadidsasaaaaaaaaa
0 Africa
America
Antarctica
Arctic
Asia
Atlantic
Australia
Europe
GMT
Indian
Pacific

...,,,,..

HOWo-dou s W

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

dddddddddddddddaddadddd dddddddddddddddddddddddddddddddddaddadadd

< Back > < Cancel >

The Time Zone Selection page appears. Select the time zone city or region as re-
quired and select Next. The default value is New_York (Eastern (most areas)).

Figure 257 Time Zone Options

Moncton (Atlantic - New Brunswick)

Monterrey (Central Time - Durango; Coahuila, Nuevo Leon, Tam
Montevideo

Montserrat

Nassau

NewHYork (Eastern (most areas))

Nipigon (Eastern - ON, QC (no DST 1967-73))

Nome (Rlaska (west))

Norcnha (Atlantic islands)

Northgpakota/ﬂeulah (Central - ND (Mercer))
North_Dakota/Center (Central - ND (Oliver))
North_Dakota/New_Salem (Central - ND (Morton rural))
Ojinaga (Mountain Time US - Chihuahua (US border)

S T N VY Y T T ST R VI T T

e~

The Internet Protocol Setup page appears (Figure 258). Select the Internet Protocol
version as IPv4 Internet Protocol version 4. Select No as the value for Do not use
bonded interface configuration mode. When complete, select Next.

Select IPv6 Internet Protocol version 6 and Yes Do not use bonded inter-
face configuration mode, as you require.
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Figure 258

Internet Protocol Options

Internet Protocol version 4
Internet Protocol version 6

Do not use bonded interface configuration mode
Use bonded interface configuration mode
FEEEEEEEEEEEEEEEEEEEEEEEE EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES

The Management Interface Setup page appears (Figure 259). Select the manage-
ment interface that you want to use and select Next.

Figure 259

Management Interface Options

enol
eno2
eno3
enod
enp4s0£f0
enp4s0fl

)

MAC
MAC
MAC
MAC
MAC

Oc:
Oc:
Oc:
Oc:
Oc:

cd
c4
cd
cd
cd

<

Ta:
:7a:
:7a:
:7a:
Ta:

18
18
18
18

:dd:
1dd:
:dd:
tdd:
58:

42

18
19
la
1b

:be

dddddddddddddddddddddddddddddddddddddadddadddddddaddadddddddaddadda

Note: If the interface has a link (cable connected), a plus
displayed before the description.

The Network Information Setup page appears (Figure 260). Configure the follow-

ing network settings:

Hostname—Enter a fully qualified domain name as the system hostname.

IP Address—Enter the IP address of the system.

Network Mask—Enter the network mask for the system.

Gateway—Enter the default gateway of the system.
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®m  Primary DNS—Enter the primary DNS server address.
m  Secondary DNS—(Optional). Type the secondary DNS server address.
m  Public IP—(Optional). Enter the Public IP address of the server.

®  Email Server—Enter the e-mail server. If you do not have an e-mail server, type
localhost in this field.

Select Next.

Figure 260 Network Information Options

Enter network information to use: addadaaaaa
Hostname:

IF Address: Primary DNS:
Network Mask: Secondary DNS:
Gateway: Public IP:

W oos oo

dddddadaad

> < Cancel >

The network settings are being validated. This may take a few minutes.

Figure 261 Validating Network Settings
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Figure 262

Figure 263

Once network settings are validated successfully, the Root Password Setup page
appears (Figure 262). In the Enter New Root Password field, enter a root pass-
word that meets the following criteria: contains at least 5 characters, contains no
spaces, can include the following special characters: @, #, *, and *. Re-enter the
root password in the Confirm New Root Password field, and select Finish.

Root Password Setup

434 Enter New Root Password:

4 KEKKKAKKK

2335333533353 335544 S A58583585535835855358358583583535485 3585535835 85844
44 Confirm New Root Password: 44A4&4444484443484A4443448A443354448445455484848444
4 KKKKKAKAR

word must not be longer than 255 character and not contain

< Back > < Cancel >

After you select Finish, the installation process starts. This process typically takes
several minutes. Although it might appear as if the system is not responding at
times, wait for the installation to complete.

Installing Changes

Installing Qradar changes...

Activating system with key 3D1B4K-1Q6J62-3Y6F34-684H49.

Appliance ID is 1806.

Installing 'EPFP Event and Flow Processor Combo' with id 1806.
[Configuring network.. .

Setting current date and time.

New date of '2020/03/18 09:31:51" w cified 1471 seconds ago...
Setting date and time to '20200318

Running changeQradarPassword

[Running replication setup

Modifying postgresqgl conf

[Running changeQVMPassword

Setting email server to localhost

[Running FinalSetup

Updating iptables firewall rules.

[Restarting system services:

- syslog-ng

- hostcontext

- hostservices

Running restartServices

Restarting system services: syslog-ng.

[Non-console setup, stopping services: hostcontext hostservices java.
[Restarting services:

- hostservices

- hostcontext

Failed to start hostcontext!

OK: Configuration of host jsaEP-FP as a non-console completed.
qradar_setup.py: End: 0

Running: /opt/qradar/bin/after_services_up.sh
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Figure 264 indicates a successful installation of the JSA Event and Flow Processor
Combo. Click OK.

Figure 264 Installation Complete

Initial configuration of 'EPFP Event and Flow Processor
Combo' is now complete.

Press ENTER to complete Installation.

Verification

You can verify the installation and completion of the Event and Flow Processor
Combo by running the following command:

Run less /etc/.appliance.name

The output displays 1806 as the appliance installed. Ping the default gateway to en-
sure that connectivity is fine. You can also use the ifconfig to view the IP address
details of the appliance.

Next Steps

Add EP-FP combo to the deployment. For more information, see section Add EP-
FP Hosts to Deployment.

When you install JSA, you can use it with the temporary default license key. It
gives you access to the system for 35 days from the installation date. The email
that you received from Juniper Networks when you purchased JSA contains your
permanent license keys. These license keys extend the capabilities of your appli-
ance, and you must apply them to the system, before the default license expires.

For more information about applying a license, see section Apply a License to JSA.

Add EP-FP Hosts to Deployment

This section includes instructions to add an EP-FP host to the deployment. Note
that you can add an EP-FP host only to a threat analytics deployment.

To add an EP-FP host to a deployment, log in to the JSA web UL On the naviga-
tion menu, click Admin. The Admin page appears. In the System Configura-
tion section, click System and License Management and the System and License
Management page appears (Figure 265).
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Figure 265 System and License Management

Secure Analytics
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Remote Networks and | SYstem Configuration

Services Configuration

@ € !

! 4 L]
Try it out
Auto Update Backup and Recovery Global System Index Management Aggregated Data Network Hierarchy
Notifcations Management
> Apps.
System and License System Health System Settings Asset Profiler Custom Offense Close Store and Forward
Management Configuration Reasons

)\ | ¥ 2 e
G (] = o U *
Reference Set Centralized Credentials  Forwarding Destinations Routing Rules Domain Management  Extensions Management

Select Deployment Actions > Add Host on the navigation menu (Figure 266).

Figure 266 Deployment Actions > Add Host

@ System and Licanse Management - Google Chrame

A Notsecure | locahost: 7443/conscle/dofgradar fsystemManagement?dispatch=viewSystem AndLicenseManagement

Allocate License o System Upload License  Actions ¥ (@ Deploymentactions ¥ 5o o High Avwallability ¥ Lastkefresh: 000000 [l 2 @
*4 View Deployment
¥ Deployment Details I
|
Eventlird  3100A30000 Users 1 a new host ko the deployment |
Figvw Limit 1750004800000

@ Edit Host Connectior
» License Information Messages © Unstack

¥ System Support Activities Messages Br EditStack

WManage Off-sita Sources
Wanags Off-site Targets

=
| JJ Log file collection completed successiully click herg go
[ 3

anage Yulnerahility Deployment

The Add Management Host page appears, as shown in Figure 267.
Figure 267 Add Managed Host

Add Managed Host

Before you add a managed host, make sure the managed host includes the SIEM
software. The IP of the host is required as well as the root password. Hover over
label fields for more information.

Host IP:

Host Password

Confirm Password:

Encrypt Host Connections:

Network Address Translation: [

Add Cancel
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Figure 268

Figure 269

NOTE

Host is Being Added to Deployment

Host is Being Added to Deployment

The hostinformation that was entered is being added to the deployment. This managed
hostis not currently part of the deployment. To complete the process, click Deploy Changes
on the Admin tab toolbar after this dialog closes.

~

Step 1 of 10 Clearing known hosts file for IP (1 )

Step 2 of 10 Checking ifthe host is at a compatible version.

Step 3 of 10 Writing firewall rules for host.

Step 4 of 10 Communicating with host to find valid application install.

Step 5 of 10 Checking ifthis host is valid to be added as a managed host

Step 6 of 10 Setting up ssh keys for host.

Step 7 of 10 Pushing configuration files to the host.

Step 8 of 10 Pushing token for host to console communication.

Step 9 of 10 Creating default license for host.

Step 10 of 10 Updating database on host and starting services. Thi