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About the Documentation

IN THIS SECTION

Documentation and Release Notes | iv

Documentation Conventions | iv

Documentation Feedback | vii

Requesting Technical Support | vii

This network configuration example (NCE) shows how to configure an EX Series switch to connect to
JumpCloud Cloud RADIUS service, which is acting as a RADIUS authentication server. RADIUS servers
allow you to centrally create a consistent set of user accounts for all devices in your network, which makes
managing user accounts easier.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation, see the product
documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Documentation Conventions

Table 1 on page v defines notice icons used in this guide.
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Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware
damage.

Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page v defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type
the configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on
the terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997, BGP Communities
Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft
titles.

Italic text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Italic text like this

• To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

• The console port is labeled
CONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Text like this

stub <default-metric metric>;Encloses optional keywords or
variables.

< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamic MPLS
only

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

# (pound sign)

community name members [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Represents graphical user interface
(GUI) items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of
menu selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You can use either
of the following methods:

• Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

• Click the thumbs-up icon if the information on the page was helpful to you.

• Click the thumbs-down icon if the information on the page was not helpful to you or if you have
suggestions for improvement, and use the pop-up form to provide feedback.

• E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,
URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are
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covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTACUser
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Productwarranties—For productwarranty information, visit https://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

• Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

• Create a service request online: https://myjuniper.juniper.net

To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:
https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.

• Visit https://myjuniper.juniper.net.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.
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About This Network Configuration Example

This network configuration example (NCE) shows how to configure an EX Series switch to connect to
JumpCloud’s Cloud RADIUS service, which is acting as a RADIUS authentication server. A RADIUS
authentication server contains information about user accounts and their permissions to access various
IT resources, and those resources query the server to authenticate users trying to access the resource.
Juniper Networks EX Series switches use IEEE 802.1X authentication to provide access control to devices
or users.

Use Case Overview

Enterprises are increasingly migrating business workloads to public clouds. Hosting services in the cloud
provides new options for scalability, resiliency, and cost optimization. RADIUS servers allow you to centrally
create a consistent set of user accounts for all devices in your network, which makes managing user
accounts easier. JumpCloud now offers a RADIUS server service in the cloud. Their Cloud RADIUS service
manages user accounts and related employee data, such as address and phone information, profile pictures,
and more. These users and their identities can then be connected to the IT resources they need through
RADIUS authentication, including systems (Windows, Mac, and Linux), cloud and on-premise servers (for
example, Amazon Web Services, Google Cloud, Microsoft Azure, and private data centers), web and
on-premise applications through LDAP and SAML, data and file storage, and wired and WiFi networks.
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Technical Overview

The EX Series switches provide network edge security with the IEEE 802.1X standard for port-based
network access control, protecting Ethernet LANs from unauthorized user access by blocking all traffic to
and from devices at the incoming interface until the user’s credentials are presented and matched on the
authentication server.When the server authenticates the user, the switch stops blocking access and opens
the interface to the user. When you configure 802.1X authentication on the switch, end devices are
evaluated at the initial connection by an authentication server. To use 802.1X authentication, you must
configure the connections on the switch to each authentication server you wish to use to authenticate
users and devices.

A RADIUS authentication server acts as the backend database and contains credential information for end
devices (supplicants) that have permission to connect to the network.

Example: How to View the Password for the JumpCloud RADIUS Server

IN THIS SECTION

Requirements | 11

Before You Begin | 12

View the Password for the RADIUS Server | 12

Requirements

For JumpCloud requirements, please see Welcome to Help Center! on the JumpCloud website.

11

https://support.jumpcloud.com/support/s/


Before You Begin

For this example, we assume that you have already followed the steps at Configuring RADIUS Servers in
JumpCloud to become an administrator of a RADIUS server on the JumpCloud Cloud RADIUS service.
You need to know the secret password (shared secret) of the server to be able to configure that password
on the switch so that you can connect the switch to the RADIUS server. The password configured for the
RADIUS server on the service and on the switch must match.

View the Password for the RADIUS Server

Step-by-Step Procedure

1. Log in to https://console.jumpcloud.com as a JumpCloudAdministrator user. You are now on theUsers
page.

2. In the left-nav bar, click the icon for RADIUS.

3. Click > to edit the information for the RADIUS server. In this example, the server’s name is Rad-Home.
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4. Click the eye icon on the Shared Secret field to see the server password.
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Example: How to Connect the EX Series Switch to the JumpCloud Cloud
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Requirements

This example uses the following hardware and software components:

• One EX4300, EX3400, or EX2300 switch running Junos OS Release 18.4R2 or later.

Overview

For this example, we assume that your switch is already configured and functioning in your network, and
that the network can send and receive traffic from the Internet. You should review your own requirements
and change the steps below as needed.

To connect the switch to the JumpCloud Cloud RADIUS service, you:

• Configure the RADIUS server information.

• Create an access profile.

• Configure the 802.1X authentication process to use the access profile.

• Configure the interface connected to the end device.

• Configure 802.1X authentication on that interface.

• Verify the configuration.

Topology

Configuration

Step-by-Step Procedure
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1. Configure information about the JumpCloud RADIUS server—the IP address, the RADIUS server
authentication port number, the secret password, the timeout value, and retry count. The secret
password must match the “Shared Secret” configured on the JumpCloud RADIUS server.

See Configuring a Wireless Access Point (WAP), VPN or Router for JumpCloud's RADIUS on the
JumpCloudwebsite for current IP addresses for the JumpCloud Cloud RADIUS service; in this example,
we have used the IP address for the USWest RADIUS service, 54.203.27.225. (The JumpCloud service
does not support accounting at this time, so no need to configure the accounting-port statement.)

set access radius-server 54.203.27.225 port 1812
set access radius-server 54.203.27.225 secret "SharedSecret"
set access radius-server 54.203.27.225 timeout 3
set access radius-server 54.203.27.225 retry 3
set access radius-server 54.203.27.225 accounting-retry 3

2. Configure an access profile to specify the authentication order, which specifies RADIUS as the method
of authentication. You also configure the IP address of the RADIUS server to be associated with the
profile and configure the revert interval, which is the amount of time the switch waits after a server
has become unreachable. (The JumpCloud service does not support accounting at this time, so no need
to configure the accounting-server statement.)

set access profile jumpcloud authentication-order radius
set access profile jumpcloud radius authentication-server 54.203.27.225
set access profile jumpcloud radius options revert-interval 60

3. Configure the RADIUS server to be used for IEEE 802.1X authentication by specifying the access profile
name.

set protocols dot1x authenticator authentication-profile-name jumpcloud

4. Configure the interface connected to the end device.

set interfaces ge-0/0/8 unit 0 family ethernet-switching

5. Configure the logical interface connected to the end device (supplicant) with the 802.1X authentication
mode (for example, single) and some of the best practices, such as configuring EAP-PEAP authentication.
Replace ge-0/0/8.0 with the correct interface for your end device.

set protocols dot1x authenticator interface ge-0/0/8.0 supplicant single
set protocols dot1x authenticator interface ge-0/0/8.0 retries 3
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set protocols dot1x authenticator interface ge-0/0/8.0 quiet-period 60
set protocols dot1x authenticator interface ge-0/0/8.0 transmit-period 30
set protocols dot1x authenticator interface ge-0/0/8.0 mac-radius authentication-protocol eap-peap
set protocols dot1x authenticator interface ge-0/0/8.0 reauthentication 3600
set protocols dot1x authenticator interface ge-0/0/8.0 supplicant-timeout 30
set protocols dot1x authenticator interface ge-0/0/8.0 server-fail deny

6. Commit the configuration.

7. Verify that the supplicant is being authenticated on the interface (ge-0/0/8.0) using the show dot1x
interface brief command. The output shows that jcuser1 has been successfully authenticated using
the JumpCloud Cloud RADIUS server.

root@exswitch> show dot1x interface brief
802.1X Information:

Interface      Role            State            MAC address           User

ge-0/0/8.0    Authenticator  Authenticated      00:00:5E:00:53:01     jcuser1

8. Verify that 802.1X authentication is configured as intended using the show dot1x interface detail
command.

root@exswitch> show dot1x interface detail
ge-0/0/8.0

  Role: Authenticator

  Administrative state: Auto

  Supplicant mode: Single

  Number of retries: 3

  Quiet period: 60 seconds

  Transmit period: 30 seconds

  Mac Radius: Enabled

  Mac Radius Restrict: Disabled

  Mac Radius Authentication Protocol: PEAP/MSCHAPv2

  Reauthentication: Enabled

  Reauthentication interval: 3600 seconds

  Supplicant timeout: 30 seconds

  Server timeout: 30 seconds

  Maximum EAPOL requests: 2
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  Guest VLAN member: not configured

  Number of connected supplicants: 1

9. In most cases, no further configuration is necessary, and users may connect to the network with their
JumpCloud credentials. However, for some clients and end devices, the JumpCloud server may not be
able to auto-negotiate the RADIUS server certificate. You may need to configure these clients using
the PEAP settings at Configuring your WiFi Clients to use JumpCloud RADIUS on the JumpCloud
website.

RELATED DOCUMENTATION

User Access and Authentication User Guide
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