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CHAPTER 1

Configuring a Single SRX Series Device in
a Branch Office

• About This Network Configuration Example on page 5

• Distributed Enterprise Connectivity Architecture Design Considerations on page 5

• Device and Link Redundancy Overview on page 7

• Branch Office Chassis Cluster Design Considerations on page 8

• Understanding Chassis Clusters on page 11

• Example: Configuring a Single SRX Series Device in a Branch Office on page 12

About This Network Configuration Example

This document provides a step-by-step example for configuring a single SRX Series

device in a branch office as part of a high availability enterprise network. No security or

unified threatmanagement (UTM) featuresaredetailed in thisdocument. Thisdocument

is intended for security and IT engineers, as well as network architects.

Distributed Enterprise Connectivity Architecture Design Considerations

This topic discusses how the Juniper Networks enterprise reference architecture applies

to distributed enterprises and all its major locations such as the campus, branch offices,

and data centers.

Figure 1 on page 6 depicts a high-level view of Juniper Networks distributed enterprise

connectivity architecture. This topic presents the design details that are specific to each

of the redundancy levels and technologies covering all the branch office profiles.

Network infrastructure at branch offices normally contains a relatively small amount of

computing resourceswhencompared tocentral facilitiesor headquarters. Branchoffices

typically are located where customer interactions occur, whichmeans there is increased

demand for supportingapplicationsandassuringapplicationperformance, and increased

demand for security and availability. Because remote locations usually lack the presence

of local IT staff, the equipment hosted at these facilities must not only be cost effective,

feature-rich, andhighly reliable, butmust alsooffer centralizedmanagement capabilities.
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Figure 1: Distributed Enterprise Connectivity Architecture

EX4300

EX2300/EX3400

Juniper Networks offers a set of compelling solutions to meet the needs of distributed

enterprise deployments. The distributed enterprise connectivity architecture addresses

the concerns of enterprises in each of the areas of connectivity, security, end-user

performance, visibility, andmanageability. Enterprises requireacompletely newapproach

in branch office networking to avoid services disruption, which also impairs productivity

in the branches and in turn negatively impacts business. These requirements define a

new product category known as services gateways, which simplifies branch networking

and lowers total cost of ownership (TCO) by unifying multiple services such as security,

voice, data, and access servers into one remotely manageable platform.

The Juniper Networks enterprise reference architecture builds a model that addresses

the needs of the enterprises as well as the number of users at a particular branch office

location. Branch office architectures are classified into three common profiles, which is

small office home office (SOHO), remote office, andmedium-to-large branch office.

The different branch design profiles that use Juniper Networks
®
SRX Series Services

Gateways and run the Junos
®
operating system (Junos OS) address the requirements of

today’s distributed enterprise locations. This enables businesses to gain efficiencies in

capital and operational expenses.
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Thedesignsoutlined in this topic arebuilt toaddress thedifferent levels of highavailability

required for different branch profiles and the current as well as future demands of

high-performance businesses. Finally, implementing these designs using all the branch

platforms, including services gateways and local switches running Junos OS, on all the

branch network elements allows enterprises to simplify the branch office networking

infrastructure, provide unified network management, and realize significant savings in

operational expenditures.

Related
Documentation

Device and Link Redundancy Overview on page 7•

• Branch Office Chassis Cluster Design Considerations on page 8

• Understanding Chassis Clusters on page 11

• Example: Configuring a Single SRX Series Device in a Branch Office on page 12

Device and Link Redundancy Overview

Because there are various levels of high availability that can be deployed in enterprise

branch offices, you need to identify the level you want to achieve. You can then deploy

the appropriate level of device and link redundancy that supports your high availability

requirements.

Link-level redundancy essentially requires two links to operate in an active/active or

active/backup setting so that if one link fails, the other can take over and restore traffic

forwarding that had been previously sent over the failed link. Failure on any given access

link should not result in a loss of connectivity. This applies only to branch offices with at

least two upstream links that are connected either to a private network or to the Internet.

Another level of high availability is device-level redundancy, effectively doubling up on

devices to ensure that a backup device can take over in the event of a failed device.

Typically, link redundancy and device redundancy are coupled, which means that if one

fails, the other fails. With this strategy, no single device failure should result in a loss of

connectivity from the branch office to the data centers.

A true high availability design that provides assured connectivity to business-critical

enterprises and branch offices employs a combination of link and device redundancy

that connects the branch office to dual data centers. Traffic from the branch office is

dual-homed to each data center so that in the event of a complete failure in one of the

data centers, traffic can be rerouted to a backup data center. Whenever failures occur

(link, device, or data center), traffic should be rerouted in less than 30 seconds. Within

this period of time, packet lossmight occur. However, sessions aremaintained if the user

applications can withstand these failover times. Branch offices with redundant devices

should provide session persistence so that in the event of a failure, established sessions

are not dropped, even if the failed device was forwarding traffic.

“Distributed Enterprise Connectivity Architecture Design Considerations” on page 5

provides information about link-level aswell as device-level high availability deployment

for each of the branch office network profiles in a distributed enterprise environment.
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Related
Documentation

Understanding Chassis Clusters on page 11•

• Distributed Enterprise Connectivity Architecture Design Considerations on page 5

• Branch Office Chassis Cluster Design Considerations on page 8

• Example: Configuring a Single SRX Series Device in a Branch Office on page 12

Branch Office Chassis Cluster Design Considerations

Becausemost enterprises employ more users in distributed enterprise locations than at

headquarters in the same location as data centers, they need a network infrastructure

in the branch offices that performs as well as the one in the centralized headquarters

with high availability andminimized disruption. Since there are multiple branch profiles

that require various levels of high availability, enterprises need to identify what level they

want to achieve for each specific branch office and then deploy the appropriate level of

device and link redundancy that supports the high availability requirements.

In commonscenarios,mostbranchofficesconnectdirectly todatacenters througheither

a privateWAN link, provided by service providers in the form ofmanaged services, MPLS

Layer 2 or Layer 3 virtual private network (VPN), ATM or Frame Relay links, or an IPsec

VPNover the Internet. Inmanycases, enterprisesprefer todeploy IPsecVPNsoverprivate

WAN links to add encryption and security on sensitive traffic because the privateWAN

networks that most service providers offer are not exclusive but actually are shared

amongmany customers. Figure 2 on page 9 shows a high-level view of Juniper Networks

distributed enterprise high availability network design.
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Figure 2: Distributed Enterprise High Availability Network Design

EX4300

There are two types of high availability designs at most distributed enterprise locations.

Each of these design profiles is discussed in detail below.

Link-level redundancy—This uses a single SRX Series device and either a single or dual

privateWANor Internet connection, as seen inmanysmall branchoffices. TheSRXSeries

device provides integrated LAN switching capability with 8 to 16 Ethernet ports.

Figure 3 on page 10 shows a small office home office (SOHO) or retail store link-level

high availability architecture.
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Figure 3: SOHO or Retail Store Link-Level High Availability Architecture

For connecting more devices, LAN connectivity in branch offices that use only link-level

highavailability canbe implementedwithasingle fixedconfigurationofa JuniperNetworks

EX2300 Ethernet Switch or EX3200 Ethernet Switch. These Ethernet switches offer

cost-efficient, complete Layer 2 and Layer 3 switching capabilities; 10/100/1000BASE-T

copper port connectivity with either full or partial Power over Ethernet (PoE); and the

full Junos OS feature set. Figure 4 on page 10 shows the remote office link-level high

availability architecture.

Figure 4: Remote Office Link-Level High Availability Architecture

EX2300/
EX3200

Device-level redundancy—This consists of two SRX Series devices. One connects to a

privateWANor amanaged services connection, while the other connects to the Internet,

as seen inmanymedium-to-large branchoffices. Device redundancy is achieved through

a chassis cluster and redundant Ethernet groups. LAN redundancy is implemented with

an EX4300 Ethernet Switch connected to both of the edge devices to provide a high
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availability configuration. Figure 5 on page 11 shows amedium-to-large branch office

device-level high availability architecture.

Figure 5: Medium-to-Large Branch Office Device-Level High Availability Architecture

EX4300

Thesolutionprofile typesand the services theyprovidearederived fromabasic reference

architecture in which the connectivity between distributed enterprise locations

(branch/campus) and data centers is provided using the public network (Internet) and

privateWAN/MANnetworks (either using point-to-point lines,metro Ethernet,managed

services, or MPLS Layer 2-/Layer 3-based VPNs).

Related
Documentation

Understanding Chassis Clusters on page 11•

• Distributed Enterprise Connectivity Architecture Design Considerations on page 5

• Device and Link Redundancy Overview on page 7

• Example: Configuring a Single SRX Series Device in a Branch Office on page 12

Understanding Chassis Clusters

Chassis clustering, also known as the Junos Services Redundancy Protocol (JSRP),

provides network node redundancy by grouping a pair of the same kind of supported

Juniper Networks secure routers or SRX Series Services Gateways into a cluster. The

devices must be running Junos OSwith enhanced services.

The two nodes back up each other with one node acting as the primary and the other as

the secondary, ensuring stateful failover of processes and services in the event of system

or hardware failure. If the primary node fails, the secondary node takes over processing
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of traffic. Nodes in a cluster are interconnected over Ethernet links and synchronize

configuration, kernel, and session state across the cluster to facilitate high availability of

interfaces and services.

The chassis cluster functionality includes:

• Resilient system architecture, with a single active control plane for the entire cluster

andmultiple Packet Forwarding Engines, presents a single services gateway view of

the cluster.

• Synchronization of configuration and dynamic runtime states between nodes within

a cluster.

• Monitoringofphysical interfacesand failover if the failureparameters crossaconfigured

threshold.

Related
Documentation

Device and Link Redundancy Overview on page 7•

• Branch Office Chassis Cluster Design Considerations on page 8

• Distributed Enterprise Connectivity Architecture Design Considerations on page 5

• Example: Configuring a Single SRX Series Device in a Branch Office on page 12

Example: Configuring a Single SRX Series Device in a Branch Office

This example provides a step-by-step procedure for configuring and commands for

verifying a chassis cluster on a single SRX Series device in a branch office.

• Requirements on page 12

• Overview on page 12

• Configuration on page 14

Requirements

This example uses the following hardware and software components:

• SRX240 Services Gateways

• Junos OS Release 12.1 or later

NOTE: Thisconfigurationexamplehasbeentestedusing thesoftware release
listed and is assumed to work on all later releases.

Overview

To implement a link-level high availability deployment, each branch office requires two

WAN connections and two IPsec virtual private network (VPN) tunnels for each data

center. Traffic is load-balanced across each pair of tunnels. Whenever traffic is directed

to a given data center, sessions are load-balanced in a round-robin fashion across each
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IPsec tunnel going to that data center. In turn, the tunnels are configured in such a way

that each tunnel uses a different egress link, resulting in a balance of the upstream links

for VPN traffic.

Topology

Figure 6 on page 13 shows a link-level redundancy configuration with connection to a

data center. Note that even thoughmultiple data centersmight be used, from the branch

high availability perspective, the configuration is identical. Only the IPsec tunnel

configurationsand their route settings change. For simplicity, only the IPsec configuration

to one of the data centers is shown. A sample configuration for setting up redundant

IPsec VPN tunnels on an SRX Series device is shown.

Figure 6: Link-Level RedundantWAN Connectivity Architecture

Figure 7 on page 14 shows the zone configuration. VPN tunnels are part of a separate

zone named the VPN zone. Also when designing security policies, the VPN tunnelsmust

be formed as part of a separate zone because traffic that goes to the data centers (or

other branches) exits through this zone.

13Copyright © 2019, Juniper Networks, Inc.
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Figure 7: Security Zones On An SRX Series Device

IPsec to
Data Center A

IPsec to
Data Center A

Configuration

Configuring Redundant IPsec VPN Tunnels on an SRX Series Device

Step-by-Step
Procedure

To configure redundant IPsec VPN tunnels:

Specify global VPN settings.1.

[edit]
user@host# set security ipsec vpn-monitor-options interval 5
user@host# set security ipsec vpn-monitor-options threshold 5

2. Configure the IKE policy for main mode, predefined standard proposal set, and

preshared key.

[edit]
user@host# set security ike policy preSharedmodemain
user@host# set security ike policy preShared proposal-set standard
user@host# set security ike policy preShared pre-shared-key ascii-text
"$9$5Q69tuORcypuxNVwg469CA1RvWL"

user@host# set security ike policy preShared_2modemain
user@host# set security ike policy preShared_2 proposal-set standard
user@host# set security ike policy preShared_2 pre-shared-key ascii-text
"$9$-9V24JGDkmfZGCt0BEh24oaikFn/"

3. Configure the IKE gateways with a peer IP address, an IKE policy, and an outgoing

interface.
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[edit]
user@host# set security ike gateway DCA_1 ike-policy preShared
user@host# set security ike gateway DCA_1 address 4.4.4.2
user@host# set security ike gateway DCA_1 external-interface ge-0/0/4.0

user@host# set security ike gateway DCA_2 ike-policy preShared_2
user@host# set security ike gateway DCA_2 address 5.5.5.2
user@host# set security ike gateway DCA_2 external-interface ge-0/0/5.0

4. Configure the IPsec policy and the binding for tunnel interface st0.0

In this example, use the standard proposal set. However, you can create a unique
proposal and then specify it in the IPsec policy, if needed.

[edit]
user@host# set security ipsec policy std proposal-set standard
user@host# set security ipsec vpn DCA_1 bind-interface st0.0
user@host# set security ipsec vpn DCA_1 vpn-monitor optimized
user@host# set security ipsec vpn DCA_1 ike gateway DCA_1
user@host# set security ipsec vpn DCA_1 ike no-anti-replay
user@host# set security ipsec vpn DCA_1 ike proxy-identity local 0.0.0.0/0
user@host# set security ipsec vpn DCA_1 ike proxy-identity remote 0.0.0.0/0
user@host# set security ipsec vpn DCA_1 ike proxy-identity service any
user@host# set security ipsec vpn DCA_1 ike ipsec-policy std
user@host# set security ipsec vpn DCA_1 establish-tunnels immediately

5. Configure the binding for the tunnel interface st0.1

[edit]
user@host# set security ipsec vpn DCA_2 bind-interface st0.1
user@host# set security ipsec vpn DCA_2 vpn-monitor optimized
user@host# set security ipsec vpn DCA_2 ike gateway DCA_2
user@host# set security ipsec vpn DCA_2 ike no-anti-replay
user@host# set security ipsec vpn DCA_2 ike proxy-identity local 0.0.0.0/0
user@host# set security ipsec vpn DCA_2 ike proxy-identity remote 0.0.0.0/0
user@host# set security ipsec vpn DCA_2 ike proxy-identity service any
user@host# set security ipsec vpn DCA_2 ike ipsec-policy std
user@host# set security ipsec vpn DCA_2 establish-tunnels immediately

6. Configure both st0.0 and st0.1 interface multipoints.

[edit]
user@host# set interfaces st0 unit 0multipoint
user@host# set interfaces st0 unit 0 family inetmtu 1500
user@host# set interfaces st0 unit 0 family inet address 10.255.1.5/24

user@host# set interfaces st0 unit 1 multipoint
user@host# set interfaces st0 unit 1 family inetmtu 1500
user@host# set interfaces st0 unit 1 family inet address 10.255.2.5/24
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7. Configure the static route for both the tunnel interfaces.

[edit]
user@host# set routing-options static route 0.0.0.0/0 next-hop 10.204.115.254
user@host# set routing-options static route 172.16.0.0/24 next-hop 10.255.1.254
user@host# set routing-options static route 172.16.0.0/24 next-hop 10.255.2.254
user@host# set routing-options forwarding-table export load-balancing-policy
user@host# set policy-options policy-statement load-balancing-policy then
load-balance per-packet

8. Configure the management zone.

[edit]
user@host#setsecurityzonesfunctional-zonemanagement interfacesge-0/0/2.0
user@host# set security zones functional-zonemanagement host-inbound-traffic
system-services all

user@host# set security zones functional-zonemanagement host-inbound-traffic
protocols all

9. Configure the trust zone.

[edit]
user@host# set security zones security-zone trust address-bookaddress0.0.0.0/0
0.0.0.0/0

user@host# set security zones security-zone trust host-inbound-traffic
system-services any-service

user@host# set security zones security-zone trust host-inbound-traffic protocols
all

10. Configure the untrust zone.

[edit]
user@host# set security zones security-zone untrust host-inbound-traffic
system-services all

user@host#set security zonessecurity-zoneuntrusthost-inbound-trafficprotocols
all

user@host# set security zones security-zone untrust interfaces ge-0/0/0.0
host-inbound-traffic system-services any-service

user@host# set security zones security-zone untrust interfaces ge-0/0/0.0
host-inbound-traffic protocols all

user@host# set security zones security-zone untrust interfaces lo0.0
user@host# set security zones security-zone untrust interfaces ge-0/0/1.0
user@host# set security zones security-zone untrust interfaces ge-0/0/4.0
user@host# set security zones security-zone untrust interfaces ge-0/0/5.0
user@host# set security zones security-zone VPN host-inbound-traffic
system-services all

11. Configure security zones by assigning interfaces and host-inbound services.

[edit]
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user@host# set security zones security-zone VPN host-inbound-traffic
system-services all

user@host# set security zones security-zone VPN host-inbound-traffic protocols
all

user@host# set security zones security-zone VPN interfaces st0.0
user@host# set security zones security-zone VPN interfaces st0.1

Verification

Confirm that the configuration is working properly.

• Verifying the Tunnel Interfaces on page 17

• Verifying the IKE Status on page 17

• Verifying IPsec Security Associations on page 18

• Verifying the Route Entries on page 19

Verifying the Tunnel Interfaces

Purpose Verify that the tunnel interfaces configuration is working properly.

Action From operational mode, enter the show interfaces terse | match st command.

user@host>show interfaces terse | match st

st0      up  up
st0.0     up  up  inet   10.255.1.5/24
st0.1     up  up  inet   10.255.2.5/24

Meaning The showinterfaces terse |matchstcommanddisplays the statusof the tunnel interfaces.

Verifying the IKE Status

Purpose Verify the IKE status.

Action From operational mode, enter the show security ike sa command.

user@host>show security ike sa

Index   State  Initiator cookie  Responder cookie  Mode           Remote Address

1898257 UP     c3cc256b779db5ec  258300201eaba783  Main           5.5.5.2       

1898255 UP     ca13acf3daceb369  0921e2e7abf91a05  Main           4.4.4.2       
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Meaning The show security ike sa command lists all active IKE Phase 1 SAs. If no SAs are listed,

there was a problemwith Phase 1 establishment. Check the IKE policy parameters and

external interface settings in your configuration.

If SAs are listed, review the following information:

• Index—This value is unique for each IKE SA, which you can use in the show security ike

security-associations index detail command to get more information about the SA.

• Remote Address—Verify that the remote IP address is correct.

• State

• UP—The Phase 1 SA has been established.

• DOWN—There was a problem establishing the Phase 1 SA.

• Mode—Verify that the correct mode is being used.

Verifying IPsec Security Associations

Purpose Verify IPsec security associations.

Action From operational mode, enter the show security ipsec sa command.

user@host>show security ipsec sa

  Total active tunnels: 2
  ID    Algorithm       SPI      Life:sec/kb  Mon vsys Port  Gateway   
  <131073 ESP:3des/sha1 3ca3386b 2492/ unlim   U   root 500   4.4.4.2         
  >131073 ESP:3des/sha1 be66b350 2492/ unlim   U   root 500   4.4.4.2         
  <131074 ESP:3des/sha1 84080019 2491/ unlim   U   root 500   5.5.5.2         
  >131074 ESP:3des/sha1 deabdb54 2491/ unlim   U   root 500   5.5.5.2

Meaning The output indicates that:

• There is a configured IPsec SA pair available . The port number 500 indicates that a

standard IKE port is used. Otherwise, it is Network Address Translation-Traversal

(NAT-T), 4500, or random high port.

• The security parameter index (SPI) is used for both directions. The lifetime or usage

limits of theSA is expressed either in seconds or in kilobytes. In the output, 2492/ unlim

indicates Phase 2 lifetime is set to expire in 2492 seconds and there is no specified

lifetime size.

• The ID number shows the unique index value for each IPsec SA.
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Verifying the Route Entries

Purpose Verify the route entries in the routing table.

Action From operational mode, enter the show route command.

user@host>show route

inet.0: 19 destinations, 19 routes (19 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0          *[Static/5] 10w5d 22:23:53
                    > to 10.204.115.254 via ge-0/0/0.0
4.4.4.0/30         *[Direct/0] 00:18:45
                    > via ge-0/0/4.0
4.4.4.1/32         *[Local/0] 00:18:45
                      Local via ge-0/0/4.0
5.5.5.0/30         *[Direct/0] 00:18:45
                    > via ge-0/0/5.0
5.5.5.1/32         *[Local/0] 00:18:45
                      Local via ge-0/0/5.0
10.10.99.1/32      *[Local/0] 10w5d 22:24:03
                      Reject
10.204.115.0/24    *[Direct/0] 10w5d 22:23:53
                    > via ge-0/0/0.0
10.204.115.166/32  *[Local/0] 10w5d 22:24:04
                      Local via ge-0/0/0.0
10.255.1.0/24      *[Direct/0] 00:18:40
                    > via st0.0
10.255.1.5/32      *[Local/0] 4d 02:50:20
                      Local via st0.0   
10.255.2.0/24      *[Direct/0] 00:18:40
                    > via st0.1
10.255.2.5/32      *[Local/0] 4d 02:50:20
                      Local via st0.1
20.20.20.0/24      *[Direct/0] 03:46:19
                    > via ge-0/0/2.0
20.20.20.1/32      *[Local/0] 03:46:19
                      Local via ge-0/0/2.0
30.30.30.0/24      *[Direct/0] 03:46:19
                    > via ge-0/0/0.0
30.30.30.1/32      *[Local/0] 03:46:19
                      Local via ge-0/0/0.0
172.16.0.0/24      *[Static/5] 00:18:40
                    > to 10.255.1.254 via st0.0
                      to 10.255.2.254 via st0.1
172.16.1.0/24      *[Direct/0] 00:15:55
                    > via lo0.0
172.16.1.1/32      *[Local/0] 00:15:55
                      Local via lo0.0

Meaning The output indicates that there are 19 routes and all the routes are active.
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Results

From operational mode, confirm your configuration by entering the show configuration |

no-more command. If the output does not display the intended configuration, repeat the

instructions in this example to correct the configuration.

user@host>show configuration | no-more

## Last commit: 2013-05-28 20:10:49 UTC by root
version 12.1R5.5;
system {
root-authentication {
encrypted-password"$1$ltXYoZky$Gg3OHOmBGCBKwPET6ijPw0";##SECRET-DATA

}
name-server {
8.8.8.8;

}
services {
web-management {
http;

}
}
syslog {
file default-message {
any any;

}
}

}
interfaces {
ge-0/0/0 {
unit 0 {
family inet {
address 10.204.115.166/24;
address 30.30.30.1/24;

}
}

}
ge-0/0/1 {
unit 0 {
family inet {
address 10.10.99.1/30;

}
}

}
ge-0/0/2 {
unit 0 {
family inet {
address 20.20.20.1/24;

}
}

}
ge-0/0/4 {
unit 0 {
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family inet {
address 4.4.4.1/30;

}
}

}
ge-0/0/5 {
unit 0 {
family inet {
address 5.5.5.1/30;

}
}

}
lo0 {
unit 0 {
family inet {
address 172.16.1.1/24;

}
}

}
st0 {
unit 0 {
multipoint;
family inet {
mtu 1500;
address 10.255.1.5/24;

}
}
unit 1 {
multipoint;
family inet {
mtu 1500;
address 10.255.2.5/24;

}
}

}
}
routing-options {
static {
route 0.0.0.0/0 next-hop 10.204.115.254;
route 172.16.0.0/24 next-hop [ 10.255.1.254 10.255.2.254 ];

}
forwarding-table {
export load-balancing-policy;

}
}
policy-options {
policy-statement load-balancing-policy {
then {
load-balance per-packet;

}
}

}
security {
ike {
policy preShared {
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modemain;
proposal-set standard;
pre-shared-key ascii-text "$9$5Q69tuORcypuxNVwg469CA1RvWL"; ##
SECRET-DATA

}
policy preShared_2 {
modemain;
proposal-set standard;
pre-shared-key ascii-text "$9$-9V24JGDkmfZGCt0BEh24oaikFn/"; ##
SECRET-DATA

}
gateway DCA_1 {
ike-policy preShared;
address 4.4.4.2;
external-interface ge-0/0/4.0;

}
gateway DCA_2 {
ike-policy preShared_2;
address 5.5.5.2;
external-interface ge-0/0/5.0;

}
}
ipsec {
vpn-monitor-options {
interval 5;
threshold 5;

}
policy std {
proposal-set standard;

}
vpn DCA_1 {
bind-interface st0.0;
vpn-monitor {
optimized;

}
ike {
gateway DCA_1;
no-anti-replay;
proxy-identity {
local 0.0.0.0/0;
remote 0.0.0.0/0;
service any;

}
ipsec-policy std;

}
establish-tunnels immediately;

}
vpn DCA_2 {
bind-interface st0.1;
vpn-monitor {
optimized;

}
ike {
gateway DCA_2;
no-anti-replay;
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proxy-identity {
local 0.0.0.0/0;
remote 0.0.0.0/0;
service any;

}
ipsec-policy std;

}
establish-tunnels immediately;

}
}
policies {
default-policy {
permit-all;

}
}
zones {
functional-zonemanagement {
interfaces {
ge-0/0/2.0;

}
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}

}
security-zone untrust {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}
interfaces {
ge-0/0/0.0 {
host-inbound-traffic {
system-services {
any-service;

}
protocols {
all;

}
}

}
lo0.0;
ge-0/0/1.0;
ge-0/0/4.0;
ge-0/0/5.0;

}
}
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security-zone trust {
address-book {
address 0.0.0.0/0 0.0.0.0/0;

}
host-inbound-traffic {
system-services {
any-service;

}
protocols {
all;

}
}

}
security-zone VPN {
host-inbound-traffic {
system-services {
all;

}
protocols {
all;

}
}
interfaces {
st0.0;
st0.1;

}
}

}
}

Related
Documentation

• Branch Office Chassis Cluster Design Considerations on page 8

• Distributed Enterprise Connectivity Architecture Design Considerations on page 5

• Understanding Chassis Clusters on page 11
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