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YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. Junos OS has no known time-related limitations through the
year 2038. However, the NTP application is known to have some difficulty in the year 2036.

SOFTWARE LICENSE

The terms and conditions for using this software are described in the software license contained in the acknowledgment to your purchase
order or, to the extent applicable, to any reseller agreement or end-user purchase agreement executed between you and Juniper Networks.
By using this software, you indicate that you understand and agree to be bound by those terms and conditions.

Generally speaking, the software license restricts the manner in which you are permitted to use the software and may contain prohibitions
against certain uses. The software license may state conditions under which the license is automatically terminated. You should consult
the license for further details.

For complete product documentation, please see the Juniper Networks Web site at www.juniper.net/techpubs.

END USER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use with) Juniper Networks
software. Use of such software is subject to the terms and conditions of the End User License Agreement (“EULA”) posted at

http://www.juniper.net/support/eula.html. By downloading, installing or using such software, you agree to the terms and conditions of
that EULA.
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About the Documentation

« SRC Documentation and Release Notes on page iii
« Audience on page iii

« Documentation Conventions on page iii

« Documentation Feedback on page v

« Requesting Technical Support on page v

SRC Documentation and Release Notes

Audience

For a list of related SRC documentation, see http://www.juniper.net/techpubs/.

If the information in the latest SRC Release Notes differs from the information in the SRC
guides, follow the SRC Release Notes.

This documentation is intended for experienced system and network specialists working
with routers running Junos OS and JunosE software in an Internet access environment.
We assume that readers know how to use the routers, directories, and RADIUS servers
that they will deploy in their SRC networks. If you are using the SRC software in a cable
network environment, we assume that you are familiar with the PacketCable Multimedia
Specification (PCMM) as defined by Cable Television Laboratories, Inc. (CableLabs) and
with the Data-over-Cable Service Interface Specifications (DOCSIS) 1.1 protocol. We
also assume that you are familiar with operating a multiple service operator (MSO)
multimedia-managed IP network.

Documentation Conventions

Table 1Ton page iv defines the notice icons used in this guide. Table 2 on page iv defines
text conventions used throughout this documentation.
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Table 1: Notice Icons

Icon Meaning

Informational note

Description

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

Alerts you to the risk of personal injury from a laser.

Tip

Indicates helpful information.

Best practice

COBPPe

Alerts you to a recommended use or implementation.

Table 2: Text Conventions

Convention

Description

Examples

Bold text like this

« Represents keywords, scripts, and toolsin
text.

« Represents a GUI element that the user
selects, clicks, checks, or clears.

« Specify the keyword exp-msg.

« Run the install.sh script.

« Use the pkgadd tool.

« To cancel the configuration, click Cancel.

Bold text like this

Represents text that the user must type.

user@host# set cache-entry-age
cache-entry-age

Fixed-width text like this

Represents information as displayed on your
terminal’s screen, such as CLI commands in
output displays.

nic-locators {
login {
resolution {
resolver-name /realms/
login/Al;

key-type LoginName;
value-type Saeld;

3

Regular sans serif typeface

« Represents configuration statements.

« Indicates SRC CLIcommandsand options
in text.

« Represents examples in procedures.
« Represents URLs.

« system ldap server{
stand-alone;

« Use the request sae modify device failover
command with the force option

e user@host#...

« http://www.juniper.net/techpubs/software/
management/src/api-index.html
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Table 2: Text Conventions (continued)

Italic sans serif typeface

Represents variables in SRC CLI commands.

user@host# set local-address
local-address

Angle brackets In text descriptions, indicate optional Another runtime variable is <gfwif>.
keywords or variables.
Key name Indicates the name of a key on the keyboard.  Press Enter.

Key names linked with a plus sign

(+)

Indicates that you must press two or more
keys simultaneously.

Press Ctrl + b.

Italic typeface

Backslash

« Emphasizes words.
« |dentifies book names.
« |dentifies distinguished names.

« |dentifies files, directories, and paths in
text but not in command examples.

At the end of a line, indicates that the text
wraps to the next line.

« There are two levels of access: user and
privileged.

« SRC PE Getting Started Guide
« 0=Users, o=UMC
« The setc/default.properties file.

Plugin.radiusAcct-1.class=\
net.juniper.smgt.sae.plugin\
RadiusTrackingPluginEvent

Words separated by the | symbol

Represent a choice to select one keyword or
variable to the left or right of this symbol.
(The keyword or variable may be either
optional or required.)

diagnostic | line

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

« Online feedback rating system—On any page at the Juniper Networks Technical
Documentation site at http://www.juniper.net/techpubs/index.html, simply click the
stars torate the content, and use the pop-up form to provide us with information about
your experience. Alternately, you can use the online feedback form at
https://www.juniper.net/cgi-bin/docbugreport/.

« E-mail—Sendyour comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

Copyright © 2014, Juniper Networks, Inc.
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« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http:/kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

« Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.
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SRC CLI

This document summarizes the SRC command-line interface (SRC CLI).

Configuration statements and operational commands are listed in alphabetical order for the following
components in the SRC PE CLI Command Reference, Volume 1:

. CLland System

. Juniper Networks Database

. SAE

. Network Information Collector (NIC)

. Session State Registrar (SSR)

. Subscriber Information Collector (SIC)
. Volume Tracking Application (VTA)

. SNMP Agent

. SRC Admission Control Plug-In (SRC ACP)
. SRC License Management

. COS Naming Service

Configuration statements and operational commands are listed in alphabetical order for the following
components in the SRC PE CLI Command Reference, Volume 2:

. Service CLI

. Policy CLI

. Subscriber CLI

. Redirect Server

. External Subscriber Monitor

. Application Server

. Dynamic Service Activator

. IP Multimedia Subsystem (IMS)
. Diameter Application

. Juniper Policy Server (JPS)

. Sessions Database

. Third-Generation Partnership Project Gateway (3GPP)
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CLI and System

The following table summarizes the SRC command-line interface (SRC CLI) for controlling and using
the SRC CLI environment and for managing the C Series Controller. Configuration statements and
operational commands are listed in alphabetical order.

o Configuration commands and statements
o Filter Commands

o Operational Commands

CLI and System

Configuration Commands and Statements

commit

configuration-wizard

:

delete

display set
edit

it

D

E

help configuration
history

insert

interfaces

interfaces name group

interfaces name tunnel

interfaces name unit

interfaces name unit unit-number family inet
interfaces name unit unit-number family inet6 address
load factory-default

load merge

load override

load replace

load set
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rename

rollback

routing-options static route

=

n

D
<
D

(2]
=+

%2]
=
=]
=

em

’%’
(2]
%)

system accounting

system accounting destination tacplus server

system file-uploading-specifications

system file-uploading-specifications name ftp

system ipmi

system ipmi user

system java-orb object-adapter

system Idap client

system login

system login class

system login user

system login user user-name authentication

system logrotate

system logrotate file-name logfiles

system logrotate file-name logfiles name create

system logrotate logrotate.conf

system logrotate logrotate.conf create

system logrotate logrotate.conf logfiles

system logrotate logrotate.conf logfiles name create

system ntp

system ntp authentication-key

system ntp broadcast

system ntp multicast-client

4




system ntp peer

system ntp server

system radius-server

system schedule

system services

system services editor

system services editor policy-editor

system services netconf ssh

system services ssh

system services web-management http

system services web-management https

system services web-management logger

system services web-management logger name file

system services web-management logger name syslog

system static-host-mapping

system syslog file

system syslog file file-name

system syslog host

system syslog host log-host-name

system syslog user

system syslog user user-name

system tan|US-SEI’V€I’

top
up

Filter Commands

compare

CLI and System
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Operational Commands

clear security certificate

clear security certificate-request

clear security ssh

configure

disable

enable

exit

file archive

file checksum md5

file compare

file copy

file create

file delete

file list

file monitor

file rename

file show

ipmisol close local-session

ipmisol close remote-session

ipmisol open

ping

request disk disable

request disk enable

request disk identify

request disk initialize

6




request ipmi power

request network discovery

request security enroll

reguest security generate-certificate-request

request security generate-self-signed-certificate

request security get-ca-certificate

request security import-certificate

reguest support information

request system generate-ssh-key

request system halt

request system install

reguest system prepare-partitions

request system reboot

request system remove-ssh-key

request system restore

request system snapshot

request system uninstall

request system upg rade

restart

set cli complete-on-space

set cli directory

set cli language

set cli level

set cli password

set cli prompt

set cli screen-length

set cli screen-width

set cli terminal

set date

set date ntp

show cli

CLI and System
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show cli authorization

show cli directory

show cli level

show component

show configuration

show date

show disk status

show interfaces

show ipmi chassis

show ipmi power

show ipmi sdr

show iptables

show ntp associations

show ntp statistics

show ntp status

show route

show security certificate

show system boot-messages

show system generated-keys

show system information

show system snapshot

show system users

start shell

telnet

traceroute
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commit

Syntax

commit <check> <and-quit>

Release Information

Command introduced in SRC Release 1.0.0

Description

Commit the set of changes and cause the changes to take operational effect.
Options

check—(Optional) Verify whether the syntax is correct, but do not apply changes.

and-quit—(Optional) Exit from configuration mode if the commit operation is successful.

Required Privilege Level

config-control
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configuration-wizard

Syntax

configuration-w zard wi zard- nane wizard-name <tag tag>
Release I nformation

Command introduced in SRC Release 4.3.0

Description

Configuration Wizard

Options

wi zar d- nane wizard-name— Wizard name.

Value—Text

tag tag—(Optional) Tag for file name with argument values from previous wizard run.

Value—Text

Required Privilege Level

config-control

10
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Copy

Syntax

copy parentl identifierl (to) parent2 identifier2
Release I nformation
Command introduced in SRC Release 3.0.0
Description
Copy an existing configuration statement or identifier.
Options
par ent 1— Path to an existing configuration statement or identifier.

Value—Path of acollection object

i denti fi er 1— Existing identifier or statement.

Value— ldentifier or statement
Configuration path.

Value

e t o— Transition.

par ent 2— Path to a new configuration statement or identifier.

Value—Path of a collection object

i denti fi er 2— New identifier or statement.

Value— ldentifier or statement

Required Privilege Level
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config-control

12
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delete

Syntax

delete < force object value >
Release I nformation

Command introduced in SRC Release 1.0.0
Description

Delete a configuration statement or identifier. All subordinate statements and identifiers contained
within the specified statement path are deleted with it.

Options

f or ce— Flag indicating that no confirmation is requested before the software clears the
configuration.

Default—false

obj ect — Name of the statement or identifier to delete.

Value—Path of a configuration object

val ue— Value of the statement to delete.

Value—Valid value for selected object

Required Privilege Level

config-control
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display set

Syntax

di spl ay set <relative>

Release Information

Command introduced in SRC Release 3.1.0

Description

Display the configuration in the format of set commands.
Options

rel ati ve—(Optional) Display the configuration for a hierarchy level in the format of set
commands.

Required Privilege Level

No specific privilege required.

14
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edit
Syntax

edit object

Release Information
Command introduced in SRC Release 1.0.0
Description

Specify edit level in the configuration hierarchy. This command lets you go directly to the specified edit
level; for example, to [edit system login]. If you specify a path to alevel that does not exist, the
software creates the path for you. If you navigate to a different level without creating other statements
(for example, by using atop, up, or exit command), the configuration statement may be del eted.

To edit the configuration statement to which you navigated by using the edit command, use the set,
delete, rename, or insert commands.

Options

obj ect — Edit level; for example, edit system login.

Required Privilege Level

No specific privilege required.
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exit
Syntax

exit <configuration-nmode>

Release I nformation

Command introduced in SRC Release 1.0.0
Description

Exit from thislevel inthe CLI to the level above. At the top level in configuration mode, exit from
configuration mode.

Alias
quit
Options

confi gurati on- node—(Optional) Exit from configuration mode.

Required Privilege Level

No specific privilege required.

16



help

Syntax

hel p <conmmand>

Release Information
Command introduced in SRC Release 1.0.0
Description
Display help about commands. Enter help followed a command name to view information.
Options
conmand—(Optional) Name of command for which to display help help text.

Value—Operational command

Required Privilege Level

No specific privilege required.

CLI and System
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help configuration

Syntax

hel p configuration <object>
Release Information
Command introduced in SRC Release 1.0.0
Description
Display help for a configuration statement. Enter help followed by the statement to view information.
Options
obj ect —(Optional) Configuration statement or object for which to provide help.

Value—Path of a configuration object

Required Privilege Level

No specific privilege required.

18
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history

Syntax

hi story <cl ear>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display the list of the commands executed—from least recent to most recent.
Options

cl ear —(Optional) Clear command history.

Required Privilege Level

No specific privilege required.
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Insert
Syntax

insert parent identifierl (after | before) identifier2

Release Information
Command introduced in SRC Release 1.0.0
Description

Insert an identifier into an existing configuration hierarchy. Y ou must configure the identifiers before
you reorder them. Theinsert command does not create new identifiers.

Options

par ent — Path in the configuration hierarchy to an existing configuration statement.

Value— Hierarchy path

i denti fi er 1— Existing identifier.

Value— Name of existing identifier

Ordering of identifiers.
Value

o after— Placeidentifierl after identifier2.
o bef or e— Placeidentifierl before identifier2.

i denti fi er 2— New identifier to insert.

Value—Valid value for selected object

Required Privilege Level
config-control

20
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Interfaces

Syntax

i nterfaces nane {
di sabl e;
trust ed;

Hierarchy Level
[edit interfaces]

Release I nformation

Statement introduced in SRC Release 1.0.0
Description

Configure interfaces on the C Series Controller.
Options

name name— Name of interface

Value— Interface name

di sabl e—(Optional) Disable thisinterface

Editing Level—Basic

t r ust ed—(Optional) Untrusted interfaces can be connected to untrusted networks. If not
set, ethl will be untrusted, any other interface will be trusted.

Editing Level—Basic

Required Privilege Level
interface

Required Editing Level
Basic

21
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Inter faces name group

Syntax

i nterfaces nane group { )

node (bal ance-rr | active-backup | bal ance-xor | broadcast | 802.3ad | bal ance-
tIb | balance-alb);

downdel ay downdel ay;

updel ay updel ay;

lacp-rate (slow | fast?

mi-nonitoring-interval m | -moni toring-interval;

interfaces [interfaces.

primary prinmary;

transmt - hash- poI icy (layer2 | layer34);

}
Hierarchy Level
[edit interfaces nane group]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure Ethernet group interfaces. Group interfaces et you aggregate network interfaces into asingle
logical interface to support Ethernet redundancy.

When you configure group interfaces:

» The group interface name must not be one of the Ethernet interface names (that is, ethO, ethl,
eth2, eth3).

« If an Ethernet interfaceis listed inside a group interface, it must not be configured as an interface
by itself.

« Group interface and tunnel interface configurations are mutually exclusive. Y ou cannot configure
both types at the same time.

Options

node (bal ance-rr | active-backup | bal ance-xor | broadcast | 802.3ad |
bal ance-tl b | bal ance-al b)— Grouping mode.

Value

e bal ance-rr— Round-robin policy: Transmit packets in sequential order
from the first available device through the last. This mode provides load
balancing and fault tolerance.

e active- backup— Active-backup policy: Create only one devicethat is
active. A different device becomes active if, and only if, the active
devicefails.

When afailover occursin active-backup mode, bonding will issue one
or more gratuitous ARPs on the newly active device. One gratutious

22
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ARP isissued for the bonding master interface and each VLAN interface
configured above it, provided that the interface has at |east one IP
address configured. Gratuitous ARPs issued for VLAN interfaces are
tagged with the appropriate VLAN ID.

This mode provides fault tolerance. The primary option affects the
behavior of this mode.

bal ance- xor— XOR policy: Transmit based on the selected transmit
hash policy. Alternate transmit policies can be selected with the transmit
hash policy option. This mode provides load balancing and fault
tolerance.

br oadcast — Broadcast policy: Transmit everything on all device
interfaces. This mode provides fault tolerance.

802. 3ad— IEEE 802.3ad Dynamic link aggregation: Create aggregation
groups that share the same speed and duplex settings. Utilizes all devices
in the active aggregator according to the 802.3ad specification.

Device selection for outgoing traffic is done according to the transmit
hash policy, which can be changed from the default smple XOR policy
viathe transmit hash policy option. Note that not all transmit policies
may be 802.3ad compliant, particularly in regards to the packet mis-
ordering requirements of section 43.2.4 of the 802.3ad standard.
Differing peer implementations will have varying tolerances for
noncompliance.

bal ance- t | b— Adaptive transmit load balancing: Create channel
bonding that does not require any special switch support. The outgoing
traffic is distributed according to the current load (computed relative to
the speed) on each device. Incoming traffic is received by the current
device. If the receiving device fails, another device takes over the MAC
address of the failed receiving device.
bal ance- al b— Adaptive load balancing: Include adaptive transmit load
balancing plus receive load balancing (rlb) for IPV4 traffic, and does not
require any special switch support. The receive load balancing is
achieved by ARP negotiation. The bonding driver intercepts the ARP
replies sent by the local system on their way out and overwrites the
source hardware address with the unique hardware address of one of the
devicesin the bond such that different peers use different hardware
addresses for the server.

Receive traffic from connections created by the server is also balanced.
When the local system sends an ARP request the bonding driver copies
and saves the peer's I P information from the ARP packet. When the
ARP reply arrives from the peer, its hardware address is retrieved and
the bonding driver initiates an ARP reply to this peer assigning it to one
of the devicesin the bond. A problematic outcome of using ARP
negotiation for balancing is that each time that an ARP request is
broadcast it uses the hardware address of the bond. Hence, peers learn
the hardware address of the bond and the balancing of receive traffic
collapses to the current device. Thisis handled by sending updates (ARP
replies) to all the peers with their individually assigned hardware address
such that the traffic is redistributed. Receive traffic is also redistributed
when a new device is added to the bond and when an inactive deviceis
re-activated. The receive load is distributed sequentially (round robin)
among the group of highest speed devicesin the bond.

When alink is reconnected or a new device joins the bond the receive
23
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traffic is redistributed among all active devices in the bond by initiating
ARP Replies with the selected MAC address to each of the clients. The
updelay option must be set to avalue equal or greater than the switch's

forwarding delay so that the ARP replies sent to the peers will not be
blocked by the switch.

Editing Level—Basic

downdel ay downdel ay—(Optional) Time (ms) to wait before disabling a device after alink
failure has been detected. This option isvalid only for the MIl monitor. The downdelay

value should be a multiple of the MII monitoring interval; if not, it will be rounded down to
the nearest multiple.

Value—Integer in the range 0-2147483647 ms
Editing Level—Basic

updel ay updel ay—(Optional) Time (ms)to wait before enabling a device after alink
recovery has been detected. This option isvalid only for the MIl monitor. The updelay

value should be a multiple of the MII monitoring interval; if not, it will be rounded down to
the nearest multiple.

Value—Integer in the range 0-2147483647 ms
Editing Level—Basic

lacp-rate (slow | fast)—(Optional) Rate at which thelink partner isrequested to
transmit LACPDU packetsin 802.3ad mode. This option isvalid only for the 802.3ad
mode.

Value

e sl ow— Request partner to transmit LACPDUSs every 30 seconds.
e fast— Request partner to transmit LACPDUSs every 1 second.

Editing Level—Basic

mi-rmonitoring-interval nii-nonitoring-interval —(Optional) MII link monitoring
frequency. This option isvalid only for the MI1 monitor.

Value—Integer in the range -2147483648-2147483647 ms
Editing Level—Basic

interfaces [interfaces...]
24
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— Ethernet interfaces in this group.

Value—Text
Editing Level—Basic

primary pri mary—(Optional) Name of device that will always be the active device while
itisavailable. Only when the primary is off-line will aternate devices be used. Thisis
useful when one device is preferred over another, for example, when one device has higher
throughput than another. This option isvalid only for active-backup mode.

Value—Text
Editing Level—Basic

transmt-hash-policy (layer2 | |ayer34)—(Optiona) Transmit hash policy to use for
device selection in balance-xor and 802.3ad modes.

Value

e | ayer 2— Uses XOR of hardware MAC addresses to generate the hash.

Theformulais:

(source MAC XOR destination MAC) modulo slave count

This algorithm will place all traffic to a particular network peer on the
same device. Thisagorithm is 802.3ad compliant.

e | ayer 34— Uses upper layer protocol information, when available, to
generate the hash. This allows for traffic to a particular network peer to
span multiple devices, although a single connection will not span
multiple devices.

The formulafor unfragmented TCP and UDP packetsis

((source port XOR dest port) XOR ((source IP XOR dest IP) AND
Oxffff) modulo slave count

For fragmented TCP or UDP packets and all other IP protocol traffic, the
source and destination port information is omitted. For non-IP traffic,
the formulais the same as for the layer2 transmit hash policy.

This algorithm is not fully 802.3ad compliant. A single TCP or UDP
conversation containing both fragmented and unfragmented packets will
see packets striped across two interfaces. This may result in out of order
delivery. Most traffic types will not meet this criteria, as TCP rarely
fragments traffic, and most UDP traffic is not involved in extended
conversations. Other implementations of 802.3ad may or may not
tolerate this noncompliance.

Editing Level—Basic

Required Privilege Level
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interface
Required Editing L evel

Basic
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Inter faces name tunnd

Syntax

i nterfaces nane tunnel

}

node (ipip | gre f sit);
destination destination;
source source;

key key;

interface interface;

ttl ttl;

Hierarchy Level

[edit interfaces nane tunnel]

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure atunnel interface. A tunnel allows direct connection between aremote location and an
application running on the C Series Controller; atunnel lets you use the redirect server in deployments
where the JUNOSe router does not have a direct connection to the C Series Controller.

Options

nmode (ipip | gre | sit)— Typeof tunnel interface.
Value

e i pi p— IP-over-1P. Encapsulates I P packets within | P packets.

e gre— GRE. Encapsulates traffic that uses various routing protocols
within IP.

e sit—IPv6inIPv4 tunnel

Default— No value
Editing Level—Basic

destination desti nati on— |P address of the remote end of the tunnel.

Value—IP address
Default— No value
Editing Level—Basic
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sour ce sour ce—(Optional) Local 1P address, that will not change, to receive tunneled
packets. If you specify a source address, also specify alocal interface.

Value—IP address

Default— No value
Editing Level—Basic

key key—(Optional) For a GRE tunnel, a GRE key.
Value—Integer in the range -2147483648-2147483647

Default— No value
Editing Level—Basic

interface interface—(Optional) Existing physical interface. If you configured a source
address, specify an interface.

Value— Name of interface.

Example: ethO

Default— No value
Editing Level—Basic

ttl ttl—(Optional) Lifetime of tunneled packets.

Value—Integer in the range 1-255
Editing Level—Basic

Required Privilege Level
interface
Required Editing Level

Basic
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Inter faces name unit

Syntax

interfaces nane unit unit-nunber ...
Hierarchy Level

[edit interfaces nane unit]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure logical interfaces on a physical Ethernet interface on the C Series Controller. Y ou can create
different units to configure numerous I P addresses on an interface.

Options

uni t - number uni t - number — Number of the unit (logical interface).

Value—Integer in the range 0-16385

Required Privilege Level
interface
Required Editing L evel

Basic
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Inter faces name unit unit-number family inet

Syntax

interfaces nane unit unit-nunber famly inet {
addr ess addr ess;
br oadcast broadcast;

Hierarchy Level
[edit interfaces nanme unit unit-nunber famly inet]

Release I nformation

Statement introduced in SRC Release 1.0.0
Description

Configure properties for |Pv4.

Options

addr ess addr ess—(Optional) IP address with destination prefix for interface.

Value— IP address/destination prefix
Default— No value
Editing Level—Basic

br oadcast broadcast —(Optional) Broadcast address.

Value—IP address
Default— No value
Editing Level—Basic

Required Privilege Level
interface
Required Editing Level

Basic
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Inter faces name unit unit-
number family inet6 address

Syntax

interfaces nane unit unit-nunber famly inet6 address address ...

Hierarchy Level
[edit interfaces nane unit unit-nunber famly inet6 address]

Release Information

Statement introduced in SRC Release 1.1.0
Description

Configure properties for | Pv6.

Options

addr ess addr ess— | P address with destination prefix for interface.

Value— I P address/destination prefix

Required Privilege Level
interface
Required Editing L evel

Basic

CLI and System
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load factory-default

Syntax

| oad factory-default

Release Information

Command introduced in SRC Release 1.0.0

Description

L oad the default configuration supplied with the SRC software.
Required Privilege Level

config-control
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load merge

Syntax

I o%d) nerge filenanme <relative> < (bootstrap-only | except-bootstrap) > <format (text |
X >

Release I nformation

Command introduced in SRC Release 1.0.0

Description

Combine the configuration that is currently shown in the CLI and the configuration in the specified file.
Options

fi | ename— Path and filename of the file on the C Series Controller to load.

Value— Complete filename on the C Series Controller path/filename.
rel ati ve—(Optional) Hierarchy level relative to the current location.

(Optional) Load only bootstrap configuration options or load everyting el se except the
bootstrap configuration options. The bootstrap configuration is the set of configuration
options that enable the host as a network host after commiting the configuration. For
example, the bootstrap configuration includes the system hosthame, domain-name, domain-
search, name-server, interfaces, routing-options, and SSH host keys.

Value

e boot st rap-onl y— Load only bootstrap configuration options
e except - boot st rap— Load all configuration in the specified
configuration file except the bootstrap options

Default—all
I ntroduced in—4.1.0

format (text | xm) —(Optional) Format of configuration file.
Value

o text— Text format

o xm — XML format
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Required Privilege Level

config-control
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load override

Syntax
| oad override filename <format (text | xm) >

Release Information
Command introduced in SRC Release 1.0.0
Description

Discard the entire configuration that is currently shown in the CLI, and load the entire configuration in
the specified file. The statement also marks every object as changed.

Options

fi | ename— Path and filename of the file on the C Series Controller to load.

Value— Complete filename on the C Series Controller path/filename.

format (text | xm) —(Optional) Configuration format.

Value

o text— Text format
e xm — XML format

Required Privilege Level

config-control

35



SRC PE 4.7.x CLI Command Reference, Volume 1

load replace

Syntax

I ?)admrﬁpl ace filenane <relative> < (bootstrap-only | except-bootstrap) > <format (text
X >

Release I nformation

Command introduced in SRC Release 1.0.0
Description

Replace identifiers or values in a configuration.
Options

fi | ename— Path and filename of the configuration file on the C Series Controller that you
want to load.

Value— Complete filename on the C Series Controller path/filename.
rel ati ve—(Optional) Hierarchy level relative to the current location.

(Optional) Load only the bootstrap configuration or everything else except the bootstrap
configuration. The bootstrap configuration is the set of configuration parameters that
enable the host as a network host after you commit the configuration. For example, the
bootstrap configuration includes the system hostname, domain-name, domain-search,
name-server, interfaces, routing-options, and SSH host keys.

Value

e boot st rap- onl y— Load only the bootstrap configuration contained in
the configuration file

e except - boot st r ap— Load everything else in the configuration file
except the bootstrap configuration

Default—all
Introduced in—4.1.0

format (text | xm) —(Optiona) Format of the configuration file.
Value
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o text— Text format
e xm — XML format

Required Privilege L evel

config-control
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load set

Syntax

| oad set filenane <rel ative>

Release Information

Command introduced in SRC Release 1.0.0
Description

Execute the set of commands listed in the specified file.
Options

fi | ename— Path and filename of the file on the C Series Controller to load.

Value— Complete filename on the C Series Controller path/filename.

rel ati ve—(Optional) Hierarchy level relative to the current location.

Required Privilege Level

config-control
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rename

Syntax

rename parent identifierl (to) identifier2
Release I nformation

Command introduced in SRC Release 1.0.0

Description

Rename an existing configuration statement or identifier.

Options

par ent — Path to an existing configuration statement or identifier.

Value—Path of acollection object

i denti fi er 1— Existing identifier or statement.

Value— ldentifier or statement

Configuration path.
Value

e t o— Transition.

i denti fi er 2— New identifier or statement.

Value—Valid value for selected object

Required Privilege Level

config-control

CLI and System
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rollback

Syntax

rol | back

Release Information
Command introduced in SRC Release 1.0.0
Description

Return to a previously committed configuration.

Note: You can enter therollback command only at the top level of the configuration hierarchy.
Required Privilege Level

config-control
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routing-options static route

Syntax

routing-options static route destination {
next-hop [next-hop...];
reject;

Hierarchy Level

[edit routing-options static route]
Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure static routes to point to routers that connect to other networks to allow connectivity to devices
on other networks.

Options

destination destinati on— Destination network and mask. To configure the default
route use destination 0.0.0.0/0

Value—Text

next - hop [ next-hop...]—(Optional) Address of next hop from the C Series Controller to
the destination.

Value—IP address
Default— No value
Editing Level—Basic

rej ect —(Optional) Drop packets to the specified destination, and send an ICMP
unreachables message.

Editing Level—Basic

Required Privilege Level

routing
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Required Editing L evel

Basic
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run

Syntax

run conmand

Release Information

Command introduced in SRC Release 1.0.0

Description

Run an operational mode command without exiting from configuration mode.
Options

comand— Name of command to run.

Value—Operational command

Required Privilege Level

No specific privilege required.
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save

Syntax

save filename <format (text | xm | set) > < (local | shared | all) >

Release Information

Command introduced in SRC Release 1.0.0

Description

Save the configuration to an ASCII file. The contents of the current level of the statement hierarchy and
below are saved, along with the statement hierarchy containing it.

Options

fi | ename— Name of file to contain the saved configuration.

Value— One of the following:

o Local filename, including path— path/file.
e FileURL.

o FTP format—ftp://username@hostname/ filename or

ftp://username: password @hostname/filename. (Note: Password appears
at the CLI in clear text.)

format (text | xm | set) —(Optiona) The configuration format

Value
e text— Text format

e xmi — XML format
e set— Set format

Default—xml

(Optional)
Value

e | ocal — Savelocal configuration. Local configuration are the
configuration datathat reside in local host's file system. SSH host keys
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are also saved if the save local command is performed at top or system
edit level.

e shar ed— Save shared configuration. Shared configuration are the
configuration data that reside in the Juniper Networks Database, which
can operate in either standalone or community mode.

e al | — Save both local and shared confiuration.

Default—all
Introduced in—4.1.0

Required Privilege Level

view

CLI and System
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Set

Syntax

set object val ue

Release Information
Command introduced in SRC Release 1.0.0
Description

Create a statement hierarchy and set identifier values. When you enter a set command, the current level
in the hierarchy does not change.

Options

obj ect — Configuration statement or identifier

Value—Path of a configuration object

val ue— Value configured for a configuration statement.

Value—Valid value for selected object

Required Privilege Level

config-control
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show

Syntax

show <obj ect >

Release Information

Command introduced in SRC Release 1.0.0
Description

Display information about a configuration object.
Options

obj ect —(Optional) Configuration object for which to display information. The object can
be a configuration statement or an identifier for a statement.

Value—Path of a configuration object

Required Privilege Level

config-view

47



SRC PE 4.7.x CLI Command Reference, Volume 1

system

Syntax

system {
host - nane host - nane;
donai n- name donmi n- nane;
domai n-search [donmi n-search...];
nane- server [name-server...];
aut henti cati on- or der [(rad| us | tacplus | password)...];
ti me-zone tine-zone;

}
Hierarchy Level
[edit systen
Release I nformation
Statement introduced in SRC Release 1.0.0
Description
Configure system properties.
Options

host - name host - name— Hostname for the C Series Controller.

Value— hostname
Default— No value
Editing Level—Basic

domai n- nane domai n- nane—(Optional) Name of the domain in which the C Series
Controller islocated. Thisis the default domain name that is appended to hosthames that
are not fully qualified.

Value— domain name
Default— No vaue
Editing Level—Basic

domai n-sear ch [ domai n-search...]—(Optional) List of domains to search.

Value— domain name
Default— No value
Editing Level—Basic
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name- server [name-server...]—(Optional) Domain name server(s).

Value— name server
Default— No value
Editing Level—Basic

aut hentication-order [(radius | tacplus | password)...]—(Optiona) Orderin
which the software tries different user authentication methods when attempting to

authenticate a user. For each login attempt, the software tries the authentication methods in
order configured, until the password matches.

Value
¢ radi us— RADIUS authentication

e tacpl us—TACACS+ authentication services
e passwor d—Traditional password authentication

Editing Level—Basic

ti me-zone ti me-zone—(Optional) Name of the local time zone.

Value— time-zone
Default—UTC
Editing Level—Basic

Required Privilege Level
system
Required Editing Level

Basic
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system accounting

Syntax

system accounting { ) )
events [(login | change-log | interactive-commands)...];

Hierarchy Level
[edit system accounti ng]

Release Information

Statement introduced in SRC Release 4.1.0
Description

Configure system accounting.

Options

events [(login | change-log | interactive-commands)...]—(Optional) Event types
to be audited.

Value

e | ogi n— Logins are audited

e change- | og— Configuration changes are audited

e interactive-conmands— Interactive commands (any command-line
input) are audited

Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system accounting destination tacplus server

Syntax

system accounting destination tacplus server server-address {
secret secret;
ti meout timeout;
port port;
sour ce- addr ess sour ce- addr ess;

Hierarchy Level

[edit system accounting destination tacplus server]

Release I nformation

Statement introduced in SRC Release 4.1.0
Description

Configure TACACS+ accounting server.
Options

server - address server - addr ess— Address of TACACS+ accounting server.

Value—IP address

secret secret— Password to use with the TACACS+ server. The secret password used by
the C Series Controller must match that used by the server.

Value—Secret text
Editing Level—Basic

ti meout timeout—(Optional) Amount of time (in seconds) that the C Series Controller
waits to receive aresponse from the TACACS+ server.

Value—Integer intherange 1-90 s
Default—3
Editing Level—Basic

port port—(Optional) Port number on which to connect to a TACACS+ accounting
server.

Value—Integer in the range -2147483648-2147483647
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Default—49
Editing Level—Basic

sour ce- addr ess sour ce- addr ess—(Optional) The address of this server used when
connecting to the TACACS+ server.

Value—Text
Default— No vaue
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system file-uploading-specifications

Syntax

system fil e-upl oadi ng-speci ficati ons nanme {
file-search-pattern [file-search-pattern...];
random del ay random del ay;
retry-time retry-tine;
interval (1| 2| 3] 4] 6] 8| 12| 24);
start-tine start-tinme;
keep keep; .
append (time-stanp | host-name | time-stanp-and-host-nane);

}
Hierarchy Level
[edit system file-upl oadi ng-specifications]
Release I nformation
Statement introduced in SRC Release 4.1.0
Description
Configure options for automatically uploading files to aremote FTP server.
Options

name name— Name of the automatic file-uploading configuration.

Value—Text

file-search-pattern [file-search-pattern...]— Fileformat to be uploaded. Specify
the directory path and filename pattern you want to search for and automatically upload to
the remote FTP server.

Value—Text
Default— /opt/UM C/sae/var/acct/log*
Editing Level—Basic

random del ay random del ay— Delay in seconds to connect to the remote FTP server. The
upload client on the C Series Controller waits a random time between 1 and this specified
delay time to connect to the remote upload server.

Value—Integer in the range 1-1000 s
Editing Level—Basic
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retry-time retry-ti me— Retry timeinterval (in seconds). If the upload fails, thisisthe
amount of time that the upload client waits before trying the upload again.

Value—Integer in the range 1-86400 s
Default— 3600
Editing Level—Basic

interval (1] 2| 3| 4] 6| 8] 12 | 24)— Timeinterva for starting the next
cycle of file uploading. The time should be a divisor of 24.

Value

1—Every one hour

2—Every two hours
3—Every three hours
4—Every four hours
6—Every six hours
8—Every eight hours
12—Every twelve hours
24—Every twenty-four hours

Default— 24
Editing Level—Basic

start-tinme start-ti me—(Optional) Time when file uploading should begin in 24-hour
format (HH:MM). For example, "00:00".

Value—Text
Default— 00:00
Editing Level—Basic

keep keep—(Optional) Keep the "n" most recent files after uploading. The kept files are
compressed (gzip) after uploading and moved to a subdirectory.

Value—Integer in the range 0-30
Default— 3
Editing Level—Basic

append (time-stanp | host-name | tine-stanp-and-host-name) —(Optional) Suffix
to append to the filenames of uploaded files. If this option is not specified, nothing is
appended to the filenames.

Value
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ti me- st anp— Timestamp to append to the end of the filenamein aform

of "-YYYYMMDDHHMMSS'

 host - name— Hostname to append to the end of the filename in aform of
"-hostname”

e tine-stanp-and- host - name— Timestamp and hosthame to append to
the end of the filenameinaformof "-YYYYMMDDHHMMSS-
hostname"

Default— time-stamp
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system file-uploading-specifications name ftp

Syntax

system fil e-upl oadi ng-specifications name ftp {
server server;
user - name user - namne;
password password;
port port;
destinati on-path destination-path;

}
Hierarchy Level
[edit system file-upl oadi ng-specifications nanme ftp]
Release I nformation
Statement introduced in SRC Release 4.1.0
Description

Configure options for the remote FTP server where files are automatically uploaded and stored.

Options
server server— Name of the FTP server or host to connect to for automatic file
uploading.
Value—Text

Editing Level—Basic

user - name user - name—(Optional) Name used to log in to the FTP server used for
automatic file uploading.

Value—Text
Editing Level—Basic

passwor d passwor d—(Optional) Password used to log in to the FTP server used for
automatic file uploading.

Value—Secret text
Editing Level—Basic

port port—(Optional) Port number used by the FTP server used for automatic file
uploading.
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Value—Integer in the range 1-65535
Editing Level—Basic

desti nation-path desti nation-pat h— Directory in the remote FTP server where
automatically uploaded files are stored.

Value—Text
Default—~
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system ipmi

Syntax

systemipm {
addr ess address;
gat eway gateway;
gat eway- mac- addr ess gat eway- nac- addr ess;

Hierarchy Level
[edit systemipmi]
Release Information
Statement introduced in SRC Release 2.0.0
Description
Configure the IPMI interface.
Options
addr ess addr ess—(Optional) 1P address/destination prefix of IPMI interface. Y ou must

enter avalue for the C2000 Controller. For the C4000 Controller, the addressis
automatically set to the IP address of the ethO unit O interface.

Value—Text
Editing Level—Basic

gat eway gat eway— |P address of the gateway.

Value—IP address
Editing Level—Basic

gat eway- nmac- addr ess gat eway- mac- addr ess—(Optional) MAC address of the gateway.
If not specified, ARP will be used to get the gateway's MAC address.

Value—Text
Editing Level—Basic

Required Privilege Level

system
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Required Editing L evel

Basic
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system ipmi user

Syntax

systemipm user name {
pl ai n-t ext - passwor d;
encrypt ed- password encrypt ed- passwor d;

Hierarchy Level

[edit systemipm user]

Release I nformation

Statement introduced in SRC Release 2.0.0
Description

Configure the IPMI user account.

Options

name name— Username that is used to log in to the IPMI interface of a C Series Controller.

Value— username

pl ai n-t ext - passwor d—(Optional) Prompt for a plain-text password.

Editing Level—Basic

encrypt ed- password encr ypt ed- passwor d— Password in plaintext format.

Value— plain-text-password
Editing Level—Basic

Required Privilege Level
system

Required Editing Level
Basic
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system java-orb object-adapter

Syntax

system j ava-orb object-adapter {
) addr ess address;

Hierarchy Level

[edit systemjava-orb object-adapter]

Release I nformation

Statement introduced in SRC-3.2.0 Release

Description

Object adapter internet address configuration

Options

addr ess addr ess—(Optional) Object Adapter Internet Address: IP address on multi-

homed host.

Value— IP address
Default— No value
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic

CLI and System
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system ldap client

Syntax

system |l dap client {

}

base-dn base-dn;

url url;

backup- urls backuP urls...];
principal principa
credentials credentlals

ti meout tinmeout;

time-limt t|nE-I|n1t;
eventing;

pol I i ng- i nt er val pol ling-interval;
connecti on- manager-id connecti on- nanager |d;
di spat cher - pool -si ze di spat cher - pool -

event - base-dn event - base- dn;
si gnature-dn signature-dn;
bl ackl i st;

Hierarchy Level

[edit

system | dap client]

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure directory properties used by the CLI to connect to the directory that contains SRC data.

On a C Series Controller, you use the Juniper Networks database and typically use the default
configuration for the directory connection. Y ou can add backup directories and change the password to

the directory.

Options
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base-dn base- dn—(Optional) DN of the root directory for SRC components and

applications.

Value— DN
Default—o=UMC
Editing L evel—Expert

url url —(Optional) URL that identifies the location of the primary directory server.

Value— URL
Default—Idap://127.0.0.1:389
Editing L evel—Expert
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backup-urls [backup-urls...]—(Optiona) URLsthat identify the locations of backup
directory servers. Backup servers are used if the primary directory server is not accessible.

Value— URL
Default— No value
Editing L evel—Normal

princi pal princi pal —(Optional) DN that defines the username with which an SRC
component accesses the directory.

Value— DN

Default—cn=cli,ou=components,o=operators,<base>
Editing L evel—Expert

credential s credential s—(Optional) Password used for authentication with the
directory server.

Value—Secret text
Default—cli
Editing L evel—Expert

ti meout timeout—(Optional) Maximum amount of time during which the directory must
respond to a connection request.

Value—Integer in the range 0600 s
Default— No value

Editing L evel—Expert

time-linmt time-1imt—(Optional) The number of milliseconds to wait for directory
results before returning. If set to 0, wait indefinitely.

Value—Integer in the range 0-2147483647 ms
Default— 5000

Editing L evel—Expert

event i ng—(Optional) Enable an SRC component to poll the directory for changes.

Default—TRUE
Editing L evel—Expert

pol Ii ng-interval polling-interval —(Optional) Interval at which an SRC component
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polls the directory to check for directory changes.

Value—Integer in the range 15-86400 s
Default— No value

Editing L evel—Expert

connect i on- manager - i d connecti on- manager - i d—(Optional) CLI identifier of the
connection manager for the directory eventing system (within the INDI framework).

Value— ldentifier for connection manager

Example—DIRAGENT _POOL_VR

Editing L evel—Expert

di spat cher - pool - si ze di spat cher - pool - si ze—(Optional) Number of directory change
notifications that can be sent simultaneously to the SRC component.

Value—Integer in the range 0-2147483647
Editing L evel—Expert

event - base- dn event - base- dn—(Optional) DN of an entry superior to the data associated
with an SRC component in the directory.

If you are storing non-SRC data in the directory, and that data changes frequently whereas
the SRC data does not, you may need to adjust the default value to improve performance.
For optimal performance, set the value to the DN of an entry superior to both the SRC data
and the changing non-SRC data.

Value— DN

Default— o=umc, <base>
Editing L evel—Expert

si gnature-dn si gnat ur e- dn—(Optional) DN of the directory entry that specifiesthe
usedDirectory attribute for the SRC CLI. The usedDirectory attribute identifies the vendor

of the directory server.
Value— DN
Editing L evel—Expert

bl ackl i st —(Optional) Specifies whether the directory monitoring system prevents
connection to adirectory if the directory failsto respond during 10 polling intervals.
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Editing L evel—Expert

Required Privilege Level
system
Required Editing L evel

Basic

CLI and System
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system login

Syntax

systemlogin {
announcenment announcenent;

Hierarchy Level

[edit system | ogin]

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure system announcement to be displayed at user login.
Options

announcenent announcenent —(Optional) Announcement displayed to every user after
login.

Value— Announcement text
Default— No value
Editing Level—Basic

Required Privilege Level
system admin
Required Editing L evel

Basic
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system login class

Syntax

system | ogi n class nane {
al | ow- conmands al | ow conmands;
al I ow confi gurat i on all ow configuration;
deny- conmands deny- conmands;
deny-configuration deny-configuration;
ide-timeout idle-tineout;

perm ssions [(admin | admi n-control | all | clear | configure | control | field
firewall | firewall-control | interface | interface-control mai nt enance | network
reset | routing | routing-control | secret | secret-control security | security-
control | shell | snnp | snnp-control | system| systemcontrol view | vIew
configuration | service | service-control | subscriber | subscriber-control)...];

Hierarchy Level
[edit system | ogin class]

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Definelogin classes. Y ou can define any number of login classes.
Options

name name— Name that you choose for alogin class.

Value— Name

al | ow- conmands al | ow- commands—(Optional) Operational mode commands that members
of alogin class can use.

If you omit this statement and the deny-commands statement, users can issue only those
commands for which they have access privileges through the permissions statement.

Y ou can use an extended (modern) regular expression as defined in POSIX 1003.2. If the
regular expression contains any spaces, operators, or wildcard characters, encloseit in
quotation marks.

Value— Operational-mode commands to allow
Default— No value
Editing Level—Basic

al | ow- confi guration all ow confi gurati on—(Optional) Configuration mode
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commands that members of alogin class can use.

If you omit this statement and the deny-configuration statement, users can issue only those
commands for which they have access privileges through the permissions statement

Y ou can use an extended (modern) regular expression as defined in POSIX 1003.2. If the
regular expression contains any spaces, operators, or wildcard characters, encloseit in
guotation marks.

Value— Configuration-mode commands to allow
Default— No value
Editing Level—Basic

deny- commands deny- commands—(Optional) Operational mode commands that the user is
denied permission to issue, even though the permissions set with the permissions statement
would allow it.

If you omit this statement and the allow-commands statement, users can issue only those
commands for which they have access privileges through the permissions statement.

Y ou can use an extended (modern) regular expression as defined in POSIX 1003.2. If the
regular expression contains any wildcard characters, enclose it in quotation marks.

Value— Operational mode commands to deny
Default— No value
Editing Level—Basic

deny-confi guration deny-configurati on—(Optional) Configuration mode commands
that the user is denied permission to issue, even though the permissions set with the
permissions statement would allow it.

If you omit this statement and the allow-configuration statement, users can issue only those
commands for which they have access privileges through the permissions statement.

Y ou can use extended (modern) regular expression as defined in POSIX 1003.2. If the
regular expression contains any spaces, operators, or wildcard characters, encloseit in
quotation marks.

Value— Configuration mode commands to deny
Default— No vaue
Editing Level—Basic

i dl e-timeout idle-timeout—(Optional) Maximum amount of time that a session can be
idle before the user islogged off the C Series Controller. The session times out after
remaining at the CLI operational mode prompt for the specified time.

If you omit this statement, a user is never forced off the system after extended idle times.
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Value— Number of minutes
Default— No vaue
Editing Level—Basic

permssmns [(admnl{ adm n-control | all | clear | configure | control

field |

firewal | |

|revvaII-controI | |nterface |nterface control |

mai nt enance | netvvork reset | routing routl ng control secret |
el

secret-control securl t?/ security- cont rol
| system| syst em contro

control |

each login class.

Value

adm n— Can view user account information in configuration mode and
with the show configuration command.
admi n- cont r ol — Can view user accounts and configure them (at the
[edit system login] hierarchy level).
al | — Has all permissions.
cl ear — Can clear (delete) information learned from the network that is
stored in various network databases (by using the cl ear commands).
conf i gur e— Can enter configuration mode (by using the confi gure
command).
cont r ol — Can modify any configuration values.
fi el d— Reserved for field (debugging) support.
firewal | — Can view the firewall filter configuration in configuration
mode.
firewall-control — Can view and configure firewall filter information.
i nt er f ace— Can view the interface configuration in configuration mode
and with the show confi gur at i on operational mode command.
i nt er f ace- cont r ol — Can modify interface configuration.
mai nt enance— Can perform system maintenance, including starting a
local shell on aC Series Controller, and can halt and reboot a C Series
Controller (by using ther equest system commands).
net wor k— Can access the network by entering commands such as SSH
or Telnet.
r eset — Can restart software processes by using ther est art command
and can configure whether software processes are enabled or disabled.
rout i ng— Can view routing information in configuration and
operational modes.
rout i ng- cont r ol — Can view general routing information and modify
routing configuration.
secr et — Can view passwords and other authentication keysin the
configuration.
secr et - cont r ol — Can view passwords and other authentication keysin
the configuration and can modify them in configuration mode.
securi t y— Can view security configuration in configuration mode and
with the show configuration operational mode command.
security-cont rol — Can view security configuration in configuration
mode and with the show conf i gur at i on operational mode command.
shel | — Can start alocal shell on the router by entering the st art

shel I command.

CLI and System

snr‘rp | snnp-control
view | viewconfi gurat| on | service | service-

subscriber | subscriber-control)...]—(Optional) Access privilegesfor
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snnp— Can view SNMP configuration information in configuration and
operational modes.

snnp- cont r ol — Can view SNMP configuration information and
configure SNMP (at the[ edit snnp] hierarchy level).

syst em— Can view system-level information in configuration and
operational modes.

syst em cont r ol — Can view and configure system-level configuration
information.

vi ew— Can use various commands to display current system-wide
values and statistics.

vi ew conf i gur ati on— Can view all system configuration, excluding
any secret configurations.

servi ce— Can view service and policy definitions.

servi ce- cont r ol — Can view and configure service definitions and
policy definitions.

subscri ber — Can view information about subscriber definitions.
subscri ber - cont r ol — Can view and configure information about
subscriber definitions.

Editing Level—Basic

Required Privilege Level

system admin

Required Editing L evel

Basic

70



CLI and System

system login user

Syntax

system | ogi n user user-nane {
cl ass cl ass;
full-name full-nane;
uid uid;
gid gid;
r onpt Bron‘pt;
evel (basic | nornal advanced | expert);
conpl et e- on-space (on of f);

}
Hierarchy Level
[edit system | ogin user]

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure access permissions for individual users.
Options

user - name user - name— Username that is used to log in to a C Series Controller.

Value— Username

cl ass cl ass— Usar'slogin class. Configure one class for each user. The class referenced
must aready be configured.

Value— Class-name
Editing Level—Basic

ful | -name full - name— Full name of the user. If the name contains spaces, encloseit in
guotation marks.

Value— Name
Editing Level—Basic

ui d ui d— User identifier for the login account.

Value—Integer in the range 0-64000
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Editing Level—Basic

gi d gi d— Group identifier for the login account.

Value—Integer in the range 064000
Editing Level—Basic

pronpt pronpt —(Optional) Default prompt that this user sees at the SRC CLI.

Value— Prompt-text
Editing Level—Basic

|l evel (basic | normal | advanced | expert)—(Optional) Editing level available to
the user. The setting for the editing level determines which configuration commands are
visible to the user.

Value

basi c— Minimal set of configuration statements and commands— only
the statements that must be configured are visible.

nor mal — Normal set of configuration statements and commands— the
common and basic statements are visible.

advanced— All configuration statements and commands, including the
common and basic ones, are visible.

exper t — All configuration statements, including common, basic, and
internal statements and commands used for debugging, are visible.

Default— Normal
Editing Level—Basic

conpl et e-on-space (on | of f)—(Optional) Set the CLI to complete a partial command
entry when you type a space. This statement enables command completion for all user
sessions for this user.

To enable command completion for an active user session, usetheset cli conpl et e- on-
space operational mode command.

Value

e on— Turn on command completion—allow either a space or atab to be
used for command completion.

e of f — Turn off command completion—a space or atab after a partial
command name does not compl ete the command.
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Default— On
Editing Level—Basic

Required Privilege L evel
system admin
Required Editing L evel

Basic
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system login user user-name authentication

Syntax

system | ogi n user user-name authentication {
pl al n-t ext - passwor d;
encr ypt ed- password encr %pt ed- passwor d;
ssh-aut hori zed- keys [ ssh-authori zed-keys...];

}
Hierarchy Level
[edit system | ogin user user-nanme authentication]
Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Authentication methods that a user can useto log into a C Series Controller. Y ou can assign multiple
authentication methods to a single user.

Options

pl ai n-t ext - passwor d—(Optional) Prompt for a plain-text password.

Editing Level—Basic

encrypt ed- password encr ypt ed- passwor d—(Optional) Password in encrypted format.

Value— Encrypted-password
Editing Level—Basic

ssh-aut hori zed- keys [ssh-aut hori zed-keys. ..]—(Optional) Public key for SSH.

Value— Public-key
Editing Level—Basic

Required Privilege Level
system admin

Required Editing L evel
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system logrotate

Syntax

systemlogrotate file-name ...
Hierarchy Level

[edit system | ogrotate]

Release Information

Statement introduced in SRC Release 4.3.0
Description

Name of alogrotate configuration file.
Options

file-name fil e- name— Each logrotate configuration file defines the files to be rotated.
Log rotation behavior is defined by both global directives defined in the global
configuration file and local directives defined here. Local directives can override global
directives.

Value— filename

Required Privilege Level
system
Required Editing L evel

Basic
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Syntax

system |l ogrotate file-name |ogfiles nane {
conpr ess;
del ay- conpr ess
copy;
dai lvy;
week Y;
nmont hly;
rotate rotate;
size size;
no-create;
copy-truncat e;
if-enmpty;
m ssi ng- ok;
filenanes fil enanes;
shar ed- scri pts;
pre-rotate pre-rotate;
Ppst-rotate post - rot at e;
irst-action first-action
| ast-action |last-action;

}
Hierarchy Level
[edit systemlogrotate file-nane |ogfiles]

Release I nformation

Statement introduced in SRC Release 4.3.0
Description

Configure local options for specific log files.
Options

name name— One or more log files.

Value—Text

conpr ess—(Optional) Old versions of log files are compressed with gzip by default.

Editing Level—Basic

CLI and System

del ay- conpr ess—(Optional) Postpone compression of the previous log file to the next
rotation cycle. Thisonly has effect when used in combination with the compress option.
This option can be used when a program cannot be instructed to close itslog file and thus

may continue writing to the previous log file for some time.
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Editing Level—Basic

copy—(Optional) Make a copy of the log file but do not modify the original log file. Use
this option to make a snapshot of the current log file, or when some other utility needs to
truncate or parse the file. When this option is used, the create option has no effect because
the original log file staysin place.

Editing Level—Basic

dai | y—(Optional) Log files are rotated every day.

Editing Level—Basic

weekl y—(Optional) Log files are rotated each week. This option rotates log files if the
current weekday is less than the weekday of the last rotation, or if more than aweek has
passed since the last rotation.

Editing Level—Basic

mont hl y—(Optional) Log files are rotated each month. This option rotates log files the first
time logrotate is run in amonth (thisis normally on the first day of the month).

Editing Level—Basic

rotate rotate—(Optional) Rotate log files the specified number times before removing
them. If set to 0, old versions are removed rather than rotated.

Value—Integer in the range 0-2147483647
Editing Level—Basic

si ze si ze—(Optional) Log files are rotated when they grow larger than the specified size
in bytes. If sizeisfollowed by k, the sizeis assumed to be in kilobytes. If sizeis followed
by M, the size is assumed to be in megabytes. If sizeisfollowed by G, the size is assumed
to bein gigabytes. For example, size 100, size 100k, size 100M, and size 100G are all
valid. The size option is mutually exclusive of the time interval options, and it causes log
filesto be rotated without regard for the last rotation time.

Value—Integer in the range kM |G
Editing Level—Basic
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no- cr eat e—(Optional) New log files are not created (this overrides the create option).

Editing Level—Basic

copy-t runcat e—(Optional) Truncate the original log file after creating a copy, instead of
moving the old log file and optionally creating a new one. When set, this option copies the
active log file to a backup and truncates the active log file. Thisoption is useful when
programs can not be instructed to close their log file and thus might continue writing
(appending) to the previous log file forever.

Editing Level—Basic

i f - enpt y—(Optional) Rotate the log file even if it is empty.

Editing Level—Basic

m ssi ng- ok—(Optional) If the log file is missing, go on to the next one without issuing an
error message.

Editing Level—Basic

fil enames fil enames— Names of the log filesto rotate.

Value—Text
Editing Level—Basic

shar ed- scri pt s—(Optional) Normally, the scripts you specify with the pre-rotate and
post-rotate options are run for each log which is rotated and the absolute path to the log file
is passed as the first argument to the script. This means a single script may be run multiple
times for log file entries which match multiple files. If you specify the shared-scripts
option, the scripts are only run once, regardless of how many logs match the wildcard
pattern, and the entire pattern is passed to them. However, if none of the logs in the pattern
require rotating, the scripts are not run at al. If the scripts exit with error, the remaining
actions are not executed for any logs.

Editing Level—Basic

pre-rotate pre-rotate—(Optiona) The lines between pre-rotate and endscript (both of
which must appear on lines by themselves) are executed (using /bin/sh) before the log file
isrotated and only if the log will actually be rotated. These directives may only appear
inside alog file definition. Normally, the absolute path to the log file is passed as first

argument to the script. If the shared-scripts option is specified, the whole pattern is passed
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to the script.

Value—Multi-line text
Editing Level—Basic

post-rotate post-rotate—(Optional) The lines between the post-rotate and endscript
(both of which must appear on lines by themselves) are executed (using /bin/sh) after the
log file isrotated. These directives may only appear inside alog file definition. Normally,
the absolute path to the log file is passed as the first argument to the script. If the shared-
scripts option is specified, the entire pattern is passed to the script.

Value—Multi-line text
Editing Level—Basic

first-action first-acti on—(Optional) The lines between first-action and endscript
(both of which must appear on lines by themselves) are executed (using /bin/sh) once
before al log files that match the wildcard pattern are rotated, before the pre-rotate script is
run, and only if at least one log fileis actualy to be rotated. These directives may only
appear inside alog file definition. The entire pattern is passed to the script as the first
argument. If the script exits with error, no further processing is performed.

Value—Multi-line text
Editing Level—Basic

| ast-action |ast-acti on—(Optional) The lines between last-action and endscript (both
of which must appear on lines by themselves) are executed (using /bin/sh) once after all log
files that match the wildcard pattern are rotated, after the post-rotate script is run, and only
if at least onelog isrotated. These directives may only appear inside alog file definition.
The entire pattern is passed to the script as the first argument. If the script exits with error,
just an error message is shown (because thisis the last action).

Value—Multi-line text
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system logr otate file-name logfiles name create

Syntax

systemlogrotate file-name |ogfiles name create {
defaul t;
node node;
owner owner;

group group,

Hierarchy Level

[edit systemlogrotate file-name |ogfiles name create]

Release I nformation
Statement introduced in SRC Release 4.3.0
Description

Create log fileimmediately after rotation (before the post-rotate script is run). Create the log file with
the same name as the log file just rotated. M ode specifies the mode for the log file in octal (the same as
chmod(2)). Owner specifies the username that owns the log file. Group specifies the group the log file
belongsto. Any of the log file attributes may be omitted, in which case those attributes for the new file
use the same values as the original log file for the omitted attributes. This option can be disabled using
the no-create option.

Options

def aul t —(Optional) New log files are created with the same permission, owner, and group
astheoriginal log file.

Editing Level—Basic

node mode— New log files are created with the specified mode in octal, for example 0644.

Value—Text
Editing Level—Basic

owner owner — New log files are created with the specified owner (username).

Value—Text
Editing Level—Basic

group group— New log files are created with the specified group.
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Value—Text
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system logr otate logr otate.conf

Syntax

system | ogrotate | ogrotate.conf {
conpr ess;
del ay- conpr ess;
copy;
dai | y;
weekl y;
nmont hly;
rotate rotate;
si ze size;
no-create;
copy-truncat e;
i f-enpty;
m ssi ng- ok;

}
Hierarchy Level
[edit system | ogrotate |ogrotate.conf]

Release I nformation
Statement introduced in SRC Release 4.3.0
Description

Configure the global logrotate configuration file. Thisfile defines global directives and includes al
other logrotate configuration files which set their own local directives. Local directives can override
global directives.

conpr ess—(Optional) Old versions of log files are compressed with gzip by default.

Editing Level—Basic

del ay- conpr ess—(Optional) Postpone compression of the previous log file to the next
rotation cycle. Thisonly has effect when used in combination with the compress option.
This option can be used when a program cannot be instructed to close itslog file and thus
may continue writing to the previous log file for some time.

Editing Level—Basic

copy—(Optional) Make a copy of the log file but do not modify the original log file. Use
this option to make a snapshot of the current log file, or when some other utility needs to
truncate or parse the file. When this option is used, the create option has no effect because
the original log file staysin place.

Editing Level—Basic
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dai | y—(Optional) Log files are rotated every day.

Editing Level—Basic

weekl y—(Optional) Log files are rotated each week. This option rotates log files if the
current weekday is less than the weekday of the last rotation, or if more than aweek has
passed since the last rotation.

Editing Level—Basic

mont hl y—(Optional) Log files are rotated each month. This option rotates log files the first
time logrotate is run in amonth (thisis normally on the first day of the month).

Editing Level—Basic

rotate rotate—(Optional) Rotate log files the specified number times before removing
them. If set to 0, old versions are removed rather than rotated.

Value—Integer in the range 0-2147483647
Editing Level—Basic

si ze si ze—(Optional) Log files are rotated when they grow larger than the specified size
in bytes. If sizeisfollowed by k, the sizeis assumed to be in kilobytes. If sizeis followed
by M, the size is assumed to be in megabytes. If sizeisfollowed by G, the size is assumed
to bein gigabytes. For example, size 100, size 100k, size 100M, and size 100G are all
valid. The size option is mutually exclusive of the time interval options, and it causes log
filesto be rotated without regard for the last rotation time.

Value—Integer in the range kM |G
Editing Level—Basic

no- cr eat e—(Optional) New log files are not created (this overrides the create option).

Editing Level—Basic

copy-t runcat e—(Optional) Truncate the original log file after creating a copy, instead of
moving the old log file and optionally creating a new one. When set, this option copies the
active log file to a backup and truncates the active log file. This option is useful when
programs can not be instructed to close their log file and thus might continue writing
(appending) to the previous log file forever.
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Editing Level—Basic

i f - enpt y—(Optional) Rotate the log file even if it is empty.

Editing Level—Basic

m ssi ng- ok—(Optional) If the log file is missing, go on to the next one without issuing an
error message.

Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Advanced
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system logrotate logrotate.conf create

Syntax

system |l ogrotate |ogrotate.conf create {
defaul t;
node node;
owner owner;

group group,

Hierarchy Level

[edit systemlogrotate |ogrotate.conf create]

Release I nformation
Statement introduced in SRC Release 4.3.0
Description

Create log fileimmediately after rotation (before the post-rotate script is run). Create the log file with
the same name as the log file just rotated. M ode specifies the mode for the log file in octal (the same as
chmod(2)). Owner specifies the username that owns the log file. Group specifies the group the log file
belongsto. Any of the log file attributes may be omitted, in which case those attributes for the new file
use the same values as the original log file for the omitted attributes. This option can be disabled using
the no-create option.

Options

def aul t —(Optional) New log files are created with the same permission, owner, and group
astheoriginal log file.

Editing Level—Basic

node mode— New log files are created with the specified mode in octal, for example 0644.

Value—Text
Editing Level—Basic

owner owner — New log files are created with the specified owner (username).

Value—Text
Editing Level—Basic

group group— New log files are created with the specified group.
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Value—Text
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system logr otate logrotate.conf logfiles

Syntax

system |l ogrotate | ogrotate.conf logfiles nane {
conpr ess;
del ay- conpr ess
copy;
dai lvy;
week Y;
nmont hly;
rotate rotate;
size size;
no-create;
copy-truncat e;
if-enmpty;
m ssi ng- ok;
filenanes fil enanes;
shar ed- scri pts;
pre-rotate pre-rotate;
Ppst-rotate post - rot at e;
irst-action first-action
| ast-action |last-action;

}
Hierarchy Level
[edit systemlogrotate |ogrotate.conf |ogfiles]
Release I nformation

Statement introduced in SRC Release 4.3.0
Description

Configure local options for specific log files.
Options

name name— One or more log files.

Value—Text

conpr ess—(Optional) Old versions of log files are compressed with gzip by default.

Editing Level—Basic

del ay- conpr ess—(Optional) Postpone compression of the previous log file to the next
rotation cycle. Thisonly has effect when used in combination with the compress option.
This option can be used when a program cannot be instructed to close itslog file and thus
may continue writing to the previous log file for some time.
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Editing Level—Basic

copy—(Optional) Make a copy of the log file but do not modify the original log file. Use
this option to make a snapshot of the current log file, or when some other utility needs to
truncate or parse the file. When this option is used, the create option has no effect because
the original log file staysin place.

Editing Level—Basic

dai | y—(Optional) Log files are rotated every day.

Editing Level—Basic

weekl y—(Optional) Log files are rotated each week. This option rotates log files if the
current weekday is less than the weekday of the last rotation, or if more than aweek has
passed since the last rotation.

Editing Level—Basic

mont hl y—(Optional) Log files are rotated each month. This option rotates log files the first
time logrotate is run in amonth (thisis normally on the first day of the month).

Editing Level—Basic

rotate rotate—(Optional) Rotate log files the specified number times before removing
them. If set to 0, old versions are removed rather than rotated.

Value—Integer in the range 0-2147483647
Editing Level—Basic

si ze si ze—(Optional) Log files are rotated when they grow larger than the specified size
in bytes. If sizeisfollowed by k, the sizeis assumed to be in kilobytes. If sizeis followed
by M, the size is assumed to be in megabytes. If sizeisfollowed by G, the size is assumed
to bein gigabytes. For example, size 100, size 100k, size 100M, and size 100G are all
valid. The size option is mutually exclusive of the time interval options, and it causes log
filesto be rotated without regard for the last rotation time.

Value—Integer in the range kM |G
Editing Level—Basic
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no- cr eat e—(Optional) New log files are not created (this overrides the create option).

Editing Level—Basic

copy-t runcat e—(Optional) Truncate the original log file after creating a copy, instead of
moving the old log file and optionally creating a new one. When set, this option copies the
active log file to a backup and truncates the active log file. Thisoption is useful when
programs can not be instructed to close their log file and thus might continue writing
(appending) to the previous log file forever.

Editing Level—Basic

i f - enpt y—(Optional) Rotate the log file even if it is empty.

Editing Level—Basic

m ssi ng- ok—(Optional) If the log file is missing, go on to the next one without issuing an
error message.

Editing Level—Basic

fil enames fil enames— Names of the log filesto rotate.

Value—Text
Editing Level—Basic

shar ed- scri pt s—(Optional) Normally, the scripts you specify with the pre-rotate and
post-rotate options are run for each log which is rotated and the absolute path to the log file
is passed as the first argument to the script. This means a single script may be run multiple
times for log file entries which match multiple files. If you specify the shared-scripts
option, the scripts are only run once, regardless of how many logs match the wildcard
pattern, and the entire pattern is passed to them. However, if none of the logs in the pattern
require rotating, the scripts are not run at al. If the scripts exit with error, the remaining
actions are not executed for any logs.

Editing Level—Basic

pre-rotate pre-rotate—(Optiona) The lines between pre-rotate and endscript (both of
which must appear on lines by themselves) are executed (using /bin/sh) before the log file
isrotated and only if the log will actually be rotated. These directives may only appear
inside alog file definition. Normally, the absolute path to the log file is passed as first

argument to the script. If the shared-scripts option is specified, the whole pattern is passed
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to the script.

Value—Multi-line text
Editing Level—Basic

post-rotate post-rotate—(Optional) The lines between the post-rotate and endscript
(both of which must appear on lines by themselves) are executed (using /bin/sh) after the
log file isrotated. These directives may only appear inside alog file definition. Normally,
the absolute path to the log file is passed as the first argument to the script. If the shared-
scripts option is specified, the entire pattern is passed to the script.

Value—Multi-line text
Editing Level—Basic

first-action first-acti on—(Optional) The lines between first-action and endscript
(both of which must appear on lines by themselves) are executed (using /bin/sh) once
before al log files that match the wildcard pattern are rotated, before the pre-rotate script is
run, and only if at least one log fileis actualy to be rotated. These directives may only
appear inside alog file definition. The entire pattern is passed to the script as the first
argument. If the script exits with error, no further processing is performed.

Value—Multi-line text
Editing Level—Basic

| ast-action |ast-acti on—(Optional) The lines between last-action and endscript (both
of which must appear on lines by themselves) are executed (using /bin/sh) once after all log
files that match the wildcard pattern are rotated, after the post-rotate script is run, and only
if at least onelog isrotated. These directives may only appear inside alog file definition.
The entire pattern is passed to the script as the first argument. If the script exits with error,
just an error message is shown (because thisis the last action).

Value—Multi-line text
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system logr otate logrotate.conf logfiles name create

Syntax

system |l ogrotate |ogrotate.conf logfiles nane create {
) defaul t;

Hierarchy Level
[edit system | ogrotate |Iogrotate.conf |ogfiles nane create]

Release Information
Statement introduced in SRC Release 4.3.0
Description

Create log file immediately after rotation (before the post-rotate script is run). Create the log file with
the same name as the log file just rotated. M ode specifies the mode for the log file in octal (the same as
chmod(2)). Owner specifies the username that owns the log file. Group specifies the group the log file
belongs to. Any of the log file attributes may be omitted, in which case those attributes for the new file
use the same values as the original log file for the omitted attributes. This option can be disabled using
the no-create option.

Options

def aul t —(Optional) New log files are created with the same permission, owner, and group
astheoriginal log file.

Editing Level—Basic

node nmode— New log files are created with the specified mode in octal, for example 0644.

Value—Text
Editing Level—Basic

owner owner — New log files are created with the specified owner (username).

Value—Text
Editing Level—Basic

group group— New log files are created with the specified group.

Value—Text
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Required Privilege Level
system
Required Editing L evel

Basic

CLI and System
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system ntp

Syntax

systemntp {
boot - server boot-server;
br oadcast-client;
di sabl e-noni tor;
trusted-key [trusted-key...];

Hierarchy Level
[edit system ntp]

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure NTP.

We strongly recommend that you configure NTP on every server used for an SRC deployment. The
system may not recognize subscriber sessions if the clocks are not synchronized.

Options

boot - server boot - ser ver —(Optional) Server that NTP queries when at boot time to
determine the local date and time.

When you boot the system on which the SRC software runs, the system issues an ntpdate
request, which polls a network server to determine the local date and time. Y ou can
configure a server that the system uses to determine the time at startup. If no boot server is
configured, NTP uses one of the configured serversto set theinitial time.

Value— IP address of an NTP server
Default— No vaue
Editing Level—Basic

br oadcast - cl i ent —(Optional) Listen for NTP broadcast messages on the local network to
discover other servers on the same subnet.

Editing Level—Basic

di sabl e- noni t or —(Optional) Disable NTP monitoring feature

Editing Level—Basic
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trusted-key [trusted-key...]—(Optional) List of keysyou are alowed to use when
you configure the local system to synchronize its time with other systems on the network.

Value— Positive signed 32-bit integer (1-2147483647)
Default— No value
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system ntp authentication-key

Syntax

system ntp aut hentication-key key-nunber {
val ue val ue;

}
Hierarchy Level

[edit system ntp authentication-key]
Release I nformation

Statement introduced in SRC Release 1.0.0

Description
Configure NTP authentication keys so that the C Series Controller can send authenticated packets. If
you configure the C Series Controller to operate in authenticated mode, you must configure akey.

NTP authentication uses the MD5 encryption algorithm.

Options
key- nunber key- number — Positive integer that identifies the NTP authentication key.

Value—Integer in the range 1-2147483647

val ue val ue— The value of the NTP authentication, which can contain 1-8 ASCI|
characters.

Value—Secret text
Default— No value
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system ntp broadcast

Syntax

system ntp broadcast address {
key key;
ttl ttl; _
versi on version

}
Hierarchy Level
[edit system ntp broadcast]
Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the C Series Controller to operate in broadcast mode with the remote system at the specified
address. In this mode, the local system sends periodic broadcast messages to a client population at the

specified broadcast or multicast address. Typically, you include this statement only when the local
system is operating as a transmitter.

Options

addr ess addr ess— |P address to receive broadcast or multicast periodic broadcast
messages.

Value— IP address

key key—(Optional) Value of the authentication key used to encrypt authentication fields
in all packets sent to the broadcast or multicast address.

Value— Positive signed 32-bit integer (1-2147483647)
Default— No value
Editing Level—Basic

ttl ttl—(Optional) TTL valueto transmit.

Value—Integer in the range 1-255
Default— No value
Editing Level—Basic
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ver si on versi on—(Optional) Version number of NTP to use in outgoing NTP packets.

Value—Integer in therange 14
Default— No value
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system ntp multicast-client

Syntax

systemntp multicast-client {
) addr ess;

Hierarchy Level

[edit systemntp multicast-client]

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Listen for NTP multicast messages on the local network to discover other servers on the same subnet.
Options

addr ess—(Optional) IP address(s). If you specify more than one address, the system joins
those multicast groups.

Value—IP address
Default— No vaue
Editing Level—Basic

Required Privilege Level
system
Required Editing L evel

Basic
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system ntp peer

Syntax

system ntp peer address {
key key;
versi on version
prefer;

Hierarchy Level
[edit system ntp peer]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the C Series Controller to operate in symmetric active mode with the remote system at the
specified address. In this mode, the C Series Controller and the remote system can synchronize with
each other. This configuration is useful in anetwork in which either the local router or the remote
system might be a better source of time.

Options

address addr ess— |P address of an NTP peer. Do not specify a hostname.

Value—IP address

key key—(Optional) Key number used to encrypt all authentication fields in packets sent to
the specified address.

Value— Positive signed 32-hit integer (1-2147483647)
Default— No value
Editing Level—Basic

ver si on versi on—(Optional) Version number of NTP to be used in outgoing packets.

Value—Integer in therange 1-4
Default— No value
Editing Level—Basic

pr ef er —(Optional) Remote system is the preferred host. This remote system is then
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selected for synchronization among a set of systems that are operating correctly.

Editing Level—Basic

Required Privilege Level
system
Required Editing Level

Basic
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system ntp server

Syntax

system ntp server address {
key key;
versi on version
prefer;

Hierarchy Level
[edit system ntp server]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the C Series Controller to operate in client mode with the remote system at the specified
address. In this mode, the