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YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. Junos OS has no known time-related limitations through the
year 2038. However, the NTP application is known to have some difficulty in the year 2036.

SOFTWARE LICENSE

The terms and conditions for using this software are described in the software license contained in the acknowledgment to your purchase
order or, to the extent applicable, to any reseller agreement or end-user purchase agreement executed between you and Juniper Networks.
By using this software, you indicate that you understand and agree to be bound by those terms and conditions.

Generally speaking, the software license restricts the manner in which you are permitted to use the software and may contain prohibitions
against certain uses. The software license may state conditions under which the license is automatically terminated. You should consult
the license for further details.

For complete product documentation, please see the Juniper Networks Web site at www.juniper.net/techpubs.
END USER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use with) Juniper Networks
software. Use of such software is subject to the terms and conditions of the End User License Agreement (“EULA”) posted at
http://www.juniper.net/support/eula.html. By downloading, installing or using such software, you agree to the terms and conditions of
that EULA.
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About the Documentation

« SRC Documentation and Release Notes on page iii
« Audience on page iii

« Documentation Conventions on page iii

« Documentation Feedback on page v

« Requesting Technical Support on page v

SRC Documentation and Release Notes

Audience

For a list of related SRC documentation, see http://www.juniper.net/techpubs/.

If the information in the latest SRC Release Notes differs from the information in the SRC
guides, follow the SRC Release Notes.

This documentation is intended for experienced system and network specialists working
with routers running Junos OS and JunosE software in an Internet access environment.
We assume that readers know how to use the routers, directories, and RADIUS servers
that they will deploy in their SRC networks. If you are using the SRC software in a cable
network environment, we assume that you are familiar with the PacketCable Multimedia
Specification (PCMM) as defined by Cable Television Laboratories, Inc. (CableLabs) and
with the Data-over-Cable Service Interface Specifications (DOCSIS) 1.1 protocol. We
also assume that you are familiar with operating a multiple service operator (MSO)
multimedia-managed IP network.

Documentation Conventions

Table 1Ton page iv defines the notice icons used in this guide. Table 2 on page iv defines
text conventions used throughout this documentation.
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Table 1: Notice Icons

Icon

Meaning

Informational note

Description

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

A
4L
&

Alerts you to the risk of personal injury from a laser.

Table 2: Text Conventions

Convention

Description

Examples

Bold text like this

« Represents keywords, scripts, and toolsin
text.

« Represents a GUI element that the user
selects, clicks, checks, or clears.

« Specify the keyword exp-msg.

« Run the install.sh script.

« Use the pkgadd tool.

« To cancel the configuration, click Cancel.

Bold text like this

Represents text that the user must type.

user@host# set cache-entry-age
cache-entry-age

Fixed-width text like this

Represents information as displayed on your
terminal’s screen, such as CLI commands in
output displays.

nic-locators {
login {
resolution {
resolver-name /realms/
login/Al;

key-type LoginName;
value-type Saeld;

¥

Regular sans serif typeface

« Represents configuration statements.

« Indicates SRC CLIcommandsand options
in text.

« Represents examples in procedures.
« Represents URLs.

« system ldap server{
stand-alone;

« Use the request sae modify device failover
command with the force option

e user@host#...

« http://www.juniper.net/techpubs/software/
management/src/api-index.html

Italic sans serif typeface

Represents variables in SRC CLI commands.

user@host# set local-address
local-address

Angle brackets In text descriptions, indicate optional Another runtime variable is <gfwif>.
keywords or variables.
Key name Indicates the name of a key on the keyboard.  Press Enter.
iv Copyright © 2013, Juniper Networks, Inc.



About the Documentation

Table 2: Text Conventions (continued)

Key names linked with a plussign  Indicates that you must press two or more
(+) keys simultaneously.

Press Ctrl + b.

Italic typeface « Emphasizes words.
« Identifies book names.
« |dentifies distinguished names.

« |dentifies files, directories, and paths in
text but not in command examples.

« There are two levels of access: user and
privileged.

o SRC PE Getting Started Guide
« 0=Users, o=UMC
« The /etc/default.properties file.

Backslash At the end of a line, indicates that the text
wraps to the next line.

Plugin.radiusAcct-1.class=\
net.juniper.smgt.sae.plugin\
RadiusTrackingPluginEvent

Words separated by the | symbol  Represent a choice to select one keyword or
variable to the left or right of this symbol.
(The keyword or variable may be either
optional or required.)

diagnostic | line

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include

the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf .

. Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/ .

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http:/www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

« Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.

Vi Copyright © 2013, Juniper Networks, Inc.


http://www.juniper.net/customers/support/
http://www2.juniper.net/kb/
http://www.juniper.net/techpubs/
http://kb.juniper.net/
http://www.juniper.net/customers/csc/software/
https://www.juniper.net/alerts/
http://www.juniper.net/company/communities/
http://www.juniper.net/cm/
https://tools.juniper.net/SerialNumberEntitlementSearch/
http://www.juniper.net/cm/
http://www.juniper.net/support/requesting-support.html

SRC 4.5.x XML API Configuration Reference

Summary of SRC XML API Configuration Tag Elements

This document lists the configuration tag elements for the SRC XML API that are equivalent to configuration
statements in the SRC command-line interface (SRC CLI). For information about the notation used in this
document, see Table 2 on page viii. For information about the tag elements that client applications use to request,
change, and commit configuration information, see the SRC PE NETCONF API Guide.

Tag elements are listed in alphabetical order for the following components:

. CLIand System

. Juniper Networks Database

. SAE

. Network Information Collector (NIC)

. Session State Registrar (SSR)

. Subscriber Information Collector (SIC)
. SNMP Agent

. SRC Admission Control Plug-In (SRC ACP)
. Service API

. Policy API

. Subscriber API

. Redirect Server

. External Subscriber Monitor

. Dynamic Service Activator

. Sessions Database

. IP Multimedia Subsystem (IMS)

. Diameter Application

. Volume Tracking Application (VTA)

. Application Server

. SRC License Management

. Juniper Policy Server (JPS)

. Third-Generation Partnership Project Gateway (3GPP)
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CLI and System Configuration Tag Elements

The following table summarizes the tag elements in the SRC XML API for controlling and using the SRC CLI
environment and for managing the C Series Controller. The table lists the SRC CLI configuration commands and
statements that have corresponding SRC XML tag elements, and maps each command or statement to its tag
element. CLI configuration commands and statements are listed in alphabetical order.

CLI Configuration Command/Statement

Configuration Tag
Element

commit-configuration

< commit-configuration >

component-state component < component>
copy < copy >

delete < delete >

get <get>

insert <insert>

interfaces interface

<interface >

interfaces interface group < group >
interfaces interface tunnel < tunnel>
interfaces interface unit <unit>
interfaces interface unit family inet <inet>
interfaces interface unit family inet6 address < address >
rename < rename >

rollback-configuration

< rollback-configuration >

routing-options static route

<route >

set <set>

system < system >
system accounting <accounting >
system accounting destination tacplus server < server>

system file-uploading-specifications file-uploading < file-uploading >
system file-uploading-specifications file-uploading ftp <ftp>

system ipmi <ipmi>
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system ipmi user <user>

system java-orb object-adapter < object- r>
system ldap client < client>

system login <login >

system login class <class>

system login user <user>

system login user authentication

< authentication >

system logrotate config-file < config-file >
system logrotate config-file logfiles <logfiles >
system logrotate config-file logfiles create <cr >

system logrotate config-file logfiles create mode-owner-group

< mode-owner-group >

system logrotate logrotate.conf

< logrotate.conf>

system logrotate logrotate.conf create

< create >

system logrotate logrotate.conf create mode-owner-group

< mode-owner-group >

system logrotate logrotate.conf logfiles

<logfiles >

system logrotate logrotate.conf logfiles create

<Cr >

system logrotate logrotate.conf logfiles create mode-owner-
group

< mode-owner-group >

system ntp <ntp >

system ntp authentication-key < authentication-key >
system ntp broadcast <br >

system ntp multicast-client < multicast-client >
system ntp peer < peer >

system ntp server < server >

system radius-server

< radius-server >

system services

< services>

system services editor < editor >
system services editor < editor >
system services editor policy-editor < policy-editor >

4
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system services editor policy-editor < policy-editor >
system services netconf ssh <ssh>
system services ssh <ssh>
system services web-management http <http>
system services web-management http <http>
system services web-management https < https>
system services web-management https < https>
system services web-management logger logger <l r>
system services web-management logger logger <l r>
system services web-management logger logger file < file >
system services web-management logger logger file < file>
system services web-management logger logger syslog < syslog >
system services web-management logger logger syslog < syslog >

system ssh-host-keys dsa-private

< dsa-private >

system ssh-host-keys dsa-public < dsa-public>
system ssh-host-keys rsal-private <rsal-private >
system ssh-host-keys rsal-public <rsal-public >

system ssh-host-keys rsa2-private

<rsa2-private >

system ssh-host-keys rsa2-public

< rsa2-public >

system static-host-mapping

< static-host-mapping >

system syslog file

< file >

system syslog file contents

< contents >

system syslog host

< host>

system syslog host contents

< contents >

system syslog user

< r>

system syslog user contents

< contents >

system tacplus-server

< tacplus-server >
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< commit-configuration >

Usage

<rpC> _ _ _
<commit-configuration>
<check/>
<and-quit/> )
</commit-configuration>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Commit the set of changes and cause the changes to take operational effect.
Contents

<check>— (Optional) Verify whether the syntax is correct, but do not apply changes.

<and-quit>— (Optional) Exit from configuration mode if the commit operation is successful.

Required Privilege Level

config-control
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< component > (configuration/component-state)

Usage

<confi guration>
<conponent - st at e>
<conponent >
<name>name</name> <! -- identifier -->
<st at e>st at e- choi ce</ st at e>
</ conmponent >
</ conponent - st at e>
</ configuration>

Release Information

Statement introduced in SRC Release 4.1.0
Description

Component state.

Contents

<name>— Name of the component.

Value —Text

<st at e>— Component state is enable or disable.

Value

e enabl e— Component is enabled.

e di sabl e— Component is disabled.

Required Privilege Level

system
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< copy >

Usage

<rpc>
<copy>
<parent 1> parentl </]p_ar ent 1> o
<identifierl> identifierl </identifierl>
<position> position-choice </position>
<parent 2> parent 2 </]par ent 2>
<identifier2> identifier2 </identifier2>
</ copy>
</rpc>

Release Information

Command introduced in SRC Release 3.0.0
Description

Copy an existing configuration statement or identifier.
Contents

<par ent 1>— Path to an existing configuration statement or identifier.

Value—Path of a collection object

<i denti fi er 1>— Existing identifier or statement.

Value — Identifier or statement

<posi ti on>— Configuration path.
Value

e to— Transition.

<par ent 2>— Path to a new configuration statement or identifier.

Value —Path of a collection object

<i dentifier2>— New identifier or statement.

Value — Identifier or statement

Required Privilege Level

8
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config-control
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< delete >

Usage

<r pC>
<del et e>
<forcel/ >
<obj ect > obj ect </object>
<val ue> val ue </val ue>
</ del et e>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Delete a configuration statement or identifier. All subordinate statements and identifiers contained within the
specified statement path are deleted with it.

Contents

<f or ce>— Flag indicating that no confirmation is requested before the software clears the
configuration.

Default—false

<obj ect >— Name of the statement or identifier to delete.

Value —Path of a configuration object

<val ue>— Value of the statement to delete.

Value —Valid value for selected object

Required Privilege Level

config-control

10
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< get>

Usage

<r pc>
<get > .
<obj ect > obj ect </object>
</ get >
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display information about a configuration object.
Contents

<obj ect >— (Optional) Configuration object for which to display information. The object can be a
configuration statement or an identifier for a statement.

Value —Path of a configuration object

Required Privilege Level

config-view
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<insert >

Usage

<r pC>
<insert>
<parent> parent </parent> o
<identifierl> identifierl </identifierl>
<posi tion> position-choice </position>
<identifier2> identifier2 </identifier2>
</insert>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Insert an identifier into an existing configuration hierarchy. You must configure the identifiers before you reorder
them. The insert command does not create new identifiers.

Contents

<par ent >— Path in the configuration hierarchy to an existing configuration statement.

Value — Hierarchy path

<i denti fi er 1>— Existing identifier.

Value— Name of existing identifier

<posi ti on>— Ordering of identifiers.
Value

o after — Place identifier1 after identifier2.
o bef or e— Place identifier1 before identifier2.

<i denti fi er 2>— New identifier to insert.

Value—Valid value for selected object

Required Privilege Level

config-control

12
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< interface > (configuration/interfaces)

Usage

<confi guration>
<interfaces>
<interface>
<nanme>name</ name> <! -- identifier
<di sabl e/ >
<trusted/>
</interface>
</interfaces>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0

Description

Configure interfaces on the C Series Controller.

Contents

<name>— Name of interface

Value — Interface name

<di sabl e>—(Optional) Disable this interface

<t rust ed>—(Optional) Untrusted interfaces can be connected to untrusted networks. If not set, eth1

will be untrusted, any other interface will be trusted.

Required Privilege Level

interface
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< group > (configuration/interfaces/interface)

Usage

<confi guration>
<interfaces>
<interface>
<gr oup>
<node>npde- choi ce</ node>
<downdel ay>downdel ay</ downdel ay>
<updel ay>updel ay</ updel ay>
<l acp-rate>l acp-rate-choi ce</| acp-rate> B ] ) )
<mi-monitoring-interval >nii-nmonitoring-interval </mi-nonitoring-interval>
<interfaces>interfaces</interfaces>
<primary>primry</primry> ) ) ) ]
<transmt - hash-policy>transnit -hash-policy-choice</transnit-hash-policy>
</ gr oup>
</interface>
</interfaces>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure Ethernet group interfaces. Group interfaces let you aggregate network interfaces into a single logical
interface to support Ethernet redundancy.

When you configure group interfaces:

o The group interface name must not be one of the Ethernet interface names (that is, ethO, eth1, eth2, eth3).

o If an Ethernet interface is listed inside a group interface, it must not be configured as an interface by itself.

e Group interface and tunnel interface configurations are mutually exclusive. You cannot configure both types
at the same time.

Contents

<npde>— Grouping mode.
Value

e bal ance-rr — Round-robin policy: Transmit packets in sequential order from the
first available device through the last. This mode provides load balancing and
fault tolerance.

e active- backup— Active-backup policy: Create only one device that is active. A
different device becomes active if, and only if, the active device fails.

When a failover occurs in active-backup mode, bonding will issue one or more
gratuitous ARPs on the newly active device. One gratutious ARP is issued for the
bonding master interface and each VLAN interface configured above it, provided
that the interface has at least one IP address configured. Gratuitous ARPs issued
for VLAN interfaces are tagged with the appropriate VLAN ID.

This mode provides fault tolerance. The primary option affects the behavior of
this mode.

e bal ance- xor — XOR policy: Transmit based on the selected transmit hash policy.
Alternate transmit policies can be selected with the transmit hash policy option.
This mode provides load balancing and fault tolerance.

e broadcast — Broadcast policy: Transmit everything on all device interfaces. This

14
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mode provides fault tolerance.

e 802. 3ad— IEEE 802.3ad Dynamic link aggregation: Create aggregation groups that
share the same speed and duplex settings. Utilizes all devices in the active
aggregator according to the 802.3ad specification.

Device selection for outgoing traffic is done according to the transmit hash
policy, which can be changed from the default simple XOR policy via the
transmit hash policy option. Note that not all transmit policies may be 802.3ad
compliant, particularly in regards to the packet mis-ordering requirements of
section 43.2.4 of the 802.3ad standard. Differing peer implementations will have
varying tolerances for noncompliance.

e bal ance-t| b— Adaptive transmit load balancing: Create channel bonding that
does not require any special switch support. The outgoing traffic is distributed
according to the current load (computed relative to the speed) on each device.
Incoming traffic is received by the current device. If the receiving device fails,
another device takes over the MAC address of the failed receiving device.

e bal ance- al b— Adaptive load balancing: Include adaptive transmit load balancing
plus receive load balancing (rlb) for IPV4 traffic, and does not require any special
switch support. The receive load balancing is achieved by ARP negotiation. The
bonding driver intercepts the ARP replies sent by the local system on their way
out and overwrites the source hardware address with the unique hardware
address of one of the devices in the bond such that different peers use different
hardware addresses for the server.

Receive traffic from connections created by the server is also balanced. When the
local system sends an ARP request the bonding driver copies and saves the peer's
IP information from the ARP packet. When the ARP reply arrives from the peer,
its hardware address is retrieved and the bonding driver initiates an ARP reply to
this peer assigning it to one of the devices in the bond. A problematic outcome of
using ARP negotiation for balancing is that each time that an ARP request is
broadcast it uses the hardware address of the bond. Hence, peers learn the
hardware address of the bond and the balancing of receive traffic collapses to the
current device. This is handled by sending updates (ARP replies) to all the peers
with their individually assigned hardware address such that the traffic is
redistributed. Receive traffic is also redistributed when a new device is added to
the bond and when an inactive device is re-activated. The receive load is
distributed sequentially (round robin) among the group of highest speed devices
in the bond.

When a link is reconnected or a new device joins the bond the receive traffic is
redistributed among all active devices in the bond by initiating ARP Replies with
the selected MAC address to each of the clients. The updelay option must be set to
a value equal or greater than the switch's forwarding delay so that the ARP
replies sent to the peers will not be blocked by the switch.

<downdel ay>—(Optional) Time (ms) to wait before disabling a device after a link failure has been
detected. This option is valid only for the MII monitor. The downdelay value should be a multiple of
the MII monitoring interval; if not, it will be rounded down to the nearest multiple.

Value —Integer in the range 0-2147483647 ms
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<updel ay>—(Optional) Time (ms)to wait before enabling a device after a link recovery has been
detected. This option is valid only for the MII monitor. The updelay value should be a multiple of the
MII monitoring interval; if not, it will be rounded down to the nearest multiple.

Value —Integer in the range 0-2147483647 ms

<l acp-r at e>—(Optional) Rate at which the link partner is requested to transmit LACPDU packets in
802.3ad mode. This option is valid only for the 802.3ad mode.

Value

e sl ow— Request partner to transmit LACPDUs every 30 seconds.
o fast — Request partner to transmit LACPDUs every 1 second.

<ni i - moni t ori ng- i nt erval >—(Optional) MII link monitoring frequency. This option is valid only for
the MII monitor.

Value —Integer in the range -2147483648-2147483647 ms

<i nt er f aces>—(Multivalue) Ethernet interfaces in this group.

Value —Text

<pri mar y>—(Optional) Name of device that will always be the active device while it is available. Only
when the primary is off-line will alternate devices be used. This is useful when one device is preferred
over another, for example, when one device has higher throughput than another. This option is valid
only for active-backup mode.

Value —Text

<transnit - hash- pol i cy>—(Optional) Transmit hash policy to use for device selection in balance-xor
and 802.3ad modes.

Value

e | ayer 2— Uses XOR of hardware MAC addresses to generate the hash. The

formula is:

(source MAC XOR destination MAC) modulo slave count

This algorithm will place all traffic to a particular network peer on the same
device. This algorithm is 802.3ad compliant.

o | ayer 34— Uses upper layer protocol information, when available, to generate the
hash. This allows for traffic to a particular network peer to span multiple devices,
although a single connection will not span multiple devices.

The formula for unfragmented TCP and UDP packets is

((source port XOR dest port) XOR ((source IP XOR dest IP) AND 0xffff) modulo
16
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slave count

For fragmented TCP or UDP packets and all other IP protocol traffic, the source
and destination port information is omitted. For non-IP traffic, the formula is the
same as for the layer2 transmit hash policy.

This algorithm is not fully 802.3ad compliant. A single TCP or UDP conversation
containing both fragmented and unfragmented packets will see packets striped
across two interfaces. This may result in out of order delivery. Most traffic types
will not meet this criteria, as TCP rarely fragments traffic, and most UDP traffic is
not involved in extended conversations. Other implementations of 802.3ad may
or may not tolerate this noncompliance.

Required Privilege Level

interface
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<tunnel > (configuration/interfaces/interface)

Usage

<confi guration>
<interfaces>
<interface>
<t unnel >
<npde>node- choi ce</ node> ] ]
<desti nati on>desti nati on</ desti nati on>
<sour ce>sour ce</ sour ce>
<key>key</ key>
<interface>interface</interface>
<ttl>ttl</ttl>
</ tunnel >
</interface>
</interfaces>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a tunnel interface. A tunnel allows direct connection between a remote location and an application
running on the C Series Controller; a tunnel lets you use the redirect server in deployments where the JUNOSe router
does not have a direct connection to the C Series Controller.

Contents

<mode>— Type of tunnel interface.
Value

e i pi p— IP-over-IP. Encapsulates IP packets within IP packets.
o gre— GRE. Encapsulates traffic that uses various routing protocols within IP.
e sit—IPv6 in IPv4 tunnel

Default— No value

<dest i nat i on>— IP address of the remote end of the tunnel.

Value —IP address
Default— No value

<sour ce>—(Optional) Local IP address, that will not change, to receive tunneled packets. If you specify
a source address, also specify a local interface.

Value —IP address
Default— No value

<key>—(Optional) For a GRE tunnel, a GRE key.
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Value —Integer in the range -2147483648-2147483647
Default— No value

<i nt er f ace>—(Optional) Existing physical interface. If you configured a source address, specify an
interface.

Value — Name of interface.

Example: ethO

Default— No value

<tt|>—(Optional) Lifetime of tunneled packets.

Value—Integer in the range 1-255

Required Privilege Level

interface
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<unit> (configuration/interfaces/interface)

Usage

<confi guration>
<interfaces>
<interface>
<uni t>
<uni t - nunber >uni t - nunber </ uni t - nunber> <! -- identifier -->
</unit>
</interface>
</interfaces>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure logical interfaces on a physical Ethernet interface on the C Series Controller. You can create different units
to configure numerous IP addresses on an interface.

Contents

<uni t - nunber >— Number of the unit (logical interface).

Value —Integer in the range 0-16385

Required Privilege Level

interface
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<inet>
(configuration/interfaces/interface/unit/family)

Usage

<confi guration>
<interfaces>
<interface>
<uni t>
<famly>
<i net >
<addr ess>addr ess</ addr ess>
_ <br oadcast >br oadcast </ br oadcast >
</inet>
</famly>
</unit>
</interface>
</interfaces>
</ confi guration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure properties for IPv4.

Contents

<addr ess>—(Optional) IP address with destination prefix for interface.

Value — IP address/destination prefix
Default— No value

<br oadcast >—(Optional) Broadcast address.

Value —IP address
Default— No value

Required Privilege Level

interface
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< address >
(configuration/interfaces/interface/unit/family/inet6)

Usage

<confi guration>
<interfaces>
<interface>
<uni t>
<family>
<i net 6>
<addr ess> ) o
<addr ess>addr ess</ address> <! -- identifier -->
</ addr ess>
</inet 6>
</famly>
</unit>
</interface>
</interfaces>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure properties for IPv6.

Contents

<addr ess>— IP address with destination prefix for interface.

Value— IP address/destination prefix

Required Privilege Level

interface
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<rename >

Usage

<r pC>
<r enane>
<parent> parent </parent> o
<identifierl> identifierl </identifierl>
<posi tion> position-choice </position>
<identifier2> identifier2 </identifier2>
</ rename>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0

Description

Rename an existing configuration statement or identifier.

Contents

<par ent >— Path to an existing configuration statement or identifier.

Value —Path of a collection object

<i denti fi er 1>— Existing identifier or statement.

Value — Identifier or statement

<posi ti on>— Configuration path.
Value

e to— Transition.

<i dentifier2>— New identifier or statement.

Value —Valid value for selected object

Required Privilege Level

config-control

CLI and System Configuration Tag Elements
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< rollback-configuration >

Usage

<r pC>
<rol | back- confi guration>
</ rol | back- confI guration>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Return to a previously committed configuration.

Note: You can enter the rollback command only at the top level of the configuration hierarchy.
Required Privilege Level

config-control
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<route > (configuration/routing-options/static)

Usage

<confi guration>
<routi ng- options>
<static>
<r out e>
<desti nation>destination</destination> <! -- identifier -->
<next - hop>next - hop</ next - hop>
<reject/>
</route>
</static>
</routing-options>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure static routes to point to routers that connect to other networks to allow connectivity to devices on other
networks.

Contents

<dest i nati on>— Destination network and mask. To configure the default route use destination
0.0.0.0/0

Value —Text

<next - hop>—(Optional) (Multivalue) Address of next hop from the C Series Controller to the
destination.

Value —IP address
Default— No value

<r ej ect >—(Optional) Drop packets to the specified destination, and send an ICMP unreachables
message.

Required Privilege Level

routing
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<set>

Usage

<r pC>
<set >
<obj ect > obj ect </object>
<val ue> val ue </val ue>
</ set >
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Create a statement hierarchy and set identifier values. When you enter a set command, the current level in the
hierarchy does not change.

Contents

<obj ect >— Configuration statement or identifier

Value—Path of a configuration object

<val ue>— Value configured for a configuration statement.

Value —Valid value for selected object

Required Privilege Level

config-control
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< system > (configuration)

Usage

<confi

guration>

<systenm»

</s

<host - nanme>host - nane</ host - nanme>
<domai n- name>donai n- nane</ donmai n- nane>
<donmi n- sear ch>donmi n- sear ch</ domai n- sear ch>
<nane- server >nane- server </ nane- server >
<aut henti cati on- order>aut henti cati on-order - choi ce</aut henti cati on-order>
<time-zone>tine-zone</tine-zone>
stenp

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure system properties.

Contents

<host - name>— Hostname for the C Series Controller.

Value — hostname
Default— No value

<domai n- nane>—(Optional) Name of the domain in which the C Series Controller is located. This is the
default domain name that is appended to hostnames that are not fully qualified.

Value — domain name
Default— No value

<domai n- sear ch>—(Optional) (Multivalue) List of domains to search.

Value — domain name
Default— No value

<nane- ser ver >—(Optional) (Multivalue) Domain name server(s).

Value — name server
Default— No value

<aut henti cati on- or der >—(Optional) (Multivalue) Order in which the software tries different user
authentication methods when attempting to authenticate a user. For each login attempt, the software
tries the authentication methods in order configured, until the password matches.

Value
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e radi us— RADIUS authentication
e tacpl us—TACACS + authentication services
¢ passwor d—Traditional password authentication

<ti me- zone>—(Optional) Name of the local time zone.

Value — time-zone
Default—UTC

Required Privilege Level

system
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<accounting > (configuration/system)

Usage

<confi gurati on>
<system>
<accounting>
<event s>event s- choi ce</ event s>
</ accounti ng>
</system>
</ confi guration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure system accounting.

Contents

<event s>—(Optional) (Multivalue) Event types to be audited.
Value

e | ogi n— Logins are audited

e change- | og— Configuration changes are audited

e interactive- commands— Interactive commands (any command-line input) are
audited

Required Privilege Level

system
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< server >
(configuration/system/accounting/destination/tacplus)

Usage

<confi gurati on>
<system>
<account i ng>
<desti nati on>
<t acpl us>
<server>
<server - addr ess>server - addr ess</ server - address> <! -- identifier -->
<secr et >secr et </ secret >
<ti meout >t i meout </ ti meout >
<port>port</port>
<sour ce- addr ess>sour ce- addr ess</ sour ce- addr ess>
</ server>
</tacpl us>
</ desti nati on>
</ accounti ng>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure TACACS + accounting server.
Contents

<server - addr ess>— Address of TACACS + accounting server.

Value —IP address

<secr et >— Password to use with the TACACS + server. The secret password used by the C Series
Controller must match that used by the server.

Value —Secret text

<ti meout >—(Optional) Amount of time (in seconds) that the C Series Controller waits to receive a
response from the TACACS + server.

Value —Integer in the range 1-90 s
Default—3

<por t >—(Optional) Port number on which to connect to a TACACS + accounting server.

Value —Integer in the range -2147483648-2147483647
Default—49
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<sour ce- addr ess>—(Optional) The address of this server used when connecting to the TACACS +
Server.

Value —Text
Default— No value

Required Privilege Level

system
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< file-uploading > (configuration/system)

Usage

<confi gurati on>
<systenp
<fil e-upl oadi ng- speci ficati ons>
<fi|e-up|oad|n?>
<nane>name</nanme> <!-- identifier --> )
<file-search-pattern>fil e-search-pattern</file-search-pattern>
<random- del ay>r andom- del ay</ r andom del ay>
<retry-tine>retry-time</retry-time>
<interval > nterval - choi ce</interval >
<start-tinme>start-tinme</start-time>
<keep>keep</ keep>
<append>append- choi ce</ append>
</file-uploading> ]
</fil e-upl oadi ng- specifications>
</ systenm>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure options for automatically uploading files to a remote FTP server.
Contents

<nane>— Name of the automatic file-uploading configuration.

Value —Text

<fil e- sear ch- patt er n>—(Multivalue) File format to be uploaded. Specify the directory path and
filename pattern you want to search for and automatically upload to the remote FTP server.

Value —Text
Default— /opt/UMC/saelvar/acct/log*

<random- del ay>— Delay in seconds to connect to the remote FTP server. The upload client on the C
Series Controller waits a random time between 1 and this specified delay time to connect to the remote
upload server.

Value —Integer in the range 1-1000 s

<retry-time>— Retry time interval (in seconds). If the upload fails, this is the amount of time that the
upload client waits before trying the upload again.

Value —Integer in the range 1-86400 s
Default— 3600
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<i nterval >— Time interval for starting the next cycle of file uploading. The time should be a divisor of
24.

Value

e 1—Every one hour

e 2—Every two hours

e 3—Every three hours

e 4—Every four hours

e 6—Every six hours

« 8—Every eight hours

e 12—Every twelve hours

e 24—Every twenty-four hours

Default— 24

<start-time>—(Optional) Time when file uploading should begin in 24-hour format (HH:MM). For
example, "00:00".

Value —Text
Default— 00:00

<keep>—(Optional) Keep the "n" most recent files after uploading. The kept files are compressed (gzip)
after uploading and moved to a subdirectory.

Value—Integer in the range 0-30
Default— 3

<append>—(Optional) Suffix to append to the filenames of uploaded files. If this option is not specified,
nothing is appended to the filenames.

Value

e tine-stanp— Timestamp to append to the end of the filename in a form of "-
YYYYMMDDHHMMSS"

e host - nane— Hostname to append to the end of the filename in a form of "-
hostname"

e tine-stanp-and- host - name— Timestamp and hostname to append to the end of
the filename in a form of "-YYYYMMDDHHMMSS-hostname"

Default— time-stamp

Required Privilege Level

system
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< ftp > (configuration/system/file-uploading-
specifications/file-uploading)

Usage

<confi gurati on>
<systens
<fil e-upl oadi ng- speci ficati ons>
<fil e-upl oadi ng>
<ftp>
<server >server</server>
<user - name>user - nane</ user - nane>
<passwor d>passwor d</ passwor d>
<port >port</port>
/f<destination-path>destination-path</destination-path>
</ftp>
</file-uploading> )
</fil e-upl oadi ng- specifications>
</ system
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure options for the remote FTP server where files are automatically uploaded and stored.
Contents

<server >— Name of the FTP server or host to connect to for automatic file uploading.

Value —Text

<user - name>—(Optional) Name used to log in to the FTP server used for automatic file uploading.

Value—Text

<passwor d>—(Optional) Password used to log in to the FTP server used for automatic file uploading.

Value —Secret text

<por t >—(Optional) Port number used by the FTP server used for automatic file uploading.

Value —Integer in the range 1-65535

<dest i nat i on- pat h>— Directory in the remote FTP server where automatically uploaded files are
stored.

Value —Text
Default— ~
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Required Privilege Level

system
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<ipmi> (configuration/system)

Usage

<confi gurati on>
<systemr
<i pm >
<addr ess>addr ess</ addr ess>
<gat eway>gat eway</ gat enay>
/i <gat eway- mac- addr ess>gat eway - mac- addr ess</ gat eway- mac- addr ess>
</ipm >
</ system>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Configure the IPMI interface.
Contents
<addr ess>—(Optional) IP address/destination prefix of IPMI interface. You must enter a value for the

C2000 Controller. For the C4000 Controller, the address is automatically set to the IP address of the
ethO unit O interface.

Value —Text

<gat eway>— IP address of the gateway.

Value —IP address

<gat eway - mac- addr ess>—(Optional) MAC address of the gateway. If not specified, ARP will be used to
get the gateway's MAC address.

Value —Text

Required Privilege Level

system

36



CLI and System Configuration Tag Elements

<user > (configuration/system/ipmi)

Usage

<confi gurati on>
<systenr
<i pm >
<user >
<nane>nane</ name> <!-- identifier -->
; <encr ypt ed- passwor d>encr ypt ed- passwor d</ encr ypt ed- passwor d>
</ user >
</ipm >
</ systemp
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure the IPMI user account.

Contents

<nanme>— Username that is used to log in to the IPMI interface of a C Series Controller.

Value — username

<encr ypt ed- passwor d>— Password in plaintext format.

Value — plain-text-password

Required Privilege Level

system
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< object-adapter > (configuration/system/java-orb)

Usage

<confi gurati on>
<systemr
<j ava- or b>
<obj ect - adapt er >
<addr ess>addr ess</ addr ess>
</ obj ect - adapt er >
</java- or b>
</ system>
</ configuration>

Release Information

Statement introduced in SRC-3.2.0 Release
Description

Object adapter internet address configuration
Contents

<addr ess>—(Optional) Object Adapter Internet Address: IP address on multi-homed host.

Value— IP address
Default— No value

Required Privilege Level

system
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< client> (configuration/system/ldap)

Usage

<confi gurati on>
<systenp
<| dap>

<C

ient>

<base- dn>base- dn</ base- dn>

<url>url </url>

<backup- ur | s>pbackup-url s</ backup-url s>
<prinC|paI>principaI</Principal>

<credential s>credenti al s</credenti al s>

<ti meout >t i meout </ ti meout > o
<time-limt>tine-limt</time-linit>

<eventi ng/ >

<pol l'i ng-interval >pol |ing-interval </polling-interval> ]
<connecti on- manager - i d>connect i on- manager - i d</ connecti on- manager - i d>
<di spat cher - pool - si ze>di spat cher - pool - si ze</ di spat cher - pool - si ze>
<event - base- dn>event - base- dn</ event - base- dn>

<si gnat ur e- dn>si gnat ur e- dn</ si gnat ur e- dn>

<bl ackl i st/>

</client>
</ | dap>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure directory properties used by the CLI to connect to the directory that contains SRC data.

On a C Series Controller, you use the Juniper Networks database and typically use the default configuration for the
directory connection. You can add backup directories and change the password to the directory.

Contents

<base- dn>—(Optional) DN of the root directory for SRC components and applications.

Value— DN
Default—o = UMC

<ur | >—(Optional) URL that identifies the location of the primary directory server.

Value— URL
Default—Idap://127.0.0.1:389

<backup- ur | s>—(Optional) (Multivalue) URLSs that identify the locations of backup directory servers.
Backup servers are used if the primary directory server is not accessible.

Value — URL
Default— No value

<pri nci pal >—(Optional) DN that defines the username with which an SRC component accesses the
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directory.

Value— DN
Default—cn = cli,ou = components,o = operators, < base >

<credent i al s>—(Optional) Password used for authentication with the directory server.

Value —Secret text
Default—cli

<ti meout >—(Optional) Maximum amount of time during which the directory must respond to a
connection request.

Value —Integer in the range 0-600 s
Default— No value

<time- i nmt>—(Optional) The number of milliseconds to wait for directory results before returning. If
set to 0, wait indefinitely.

Value —Integer in the range 0-2147483647 ms
Default— 5000

<event i ng>—(Optional) Enable an SRC component to poll the directory for changes.

Default—TRUE

<pol | i ng- i nt er val >—(Optional) Interval at which an SRC component polls the directory to check for
directory changes.

Value—Integer in the range 15-86400 s
Default— No value

<connect i on- manager - i d>—(Optional) CLI identifier of the connection manager for the directory
eventing system (within the JNDI framework).

Value— Identifier for connection manager

Example—DIRAGENT_POOL_VR

<di spat cher - pool - si ze>—(Optional) Number of directory change notifications that can be sent
simultaneously to the SRC component.
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Value —Integer in the range 0-2147483647

<event - base- dn>—(Optional) DN of an entry superior to the data associated with an SRC component
in the directory.

If you are storing non-SRC data in the directory, and that data changes frequently whereas the SRC
data does not, you may need to adjust the default value to improve performance. For optimal
performance, set the value to the DN of an entry superior to both the SRC data and the changing non-
SRC data.

Value— DN
Default— o =umc, <base >

<si gnat ur e- dn>—(Optional) DN of the directory entry that specifies the usedDirectory attribute for the
SRC CLI. The usedDirectory attribute identifies the vendor of the directory server.

Value — DN

<bl ackl i st >—(Optional) Specifies whether the directory monitoring system prevents connection to a
directory if the directory fails to respond during 10 polling intervals.

Required Privilege Level

system
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< login > (configuration/system)

Usage

<confi gurati on>
<systemr
<l ogi n>
<announcenent >announcenent </ announcenent >
</l ogi n>
</system>
</ confi guration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure system announcement to be displayed at user login.
Contents

<announcenent >—(Optional) Announcement displayed to every user after login.

Value — Announcement text
Default— No value

Required Privilege Level

system admin
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< class > (configuration/system/login)

Usage

<confi gurati on>
<systemr
<l ogi n>
<cl ass>
<name>nanme</ nane> <!-- identifier -->
<al | ow- conmands>al | ow- conmands</ al | ow- conmands>
<al | ow- confi gurati on>al | ow- confi guration</all ow-configuration>
<deny - commands>deny- commands</ deny- comrands>
<deny-configuration>deny-confi?uration</deny-configuration>
<idle-timeout>idle-timout</idle-timeout>
<per m ssi ons>per i ssi ons- choi ce</ perm ssi ons>
</ cl ass>
</l ogi n>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Define login classes. You can define any number of login classes.
Contents

<nane>— Name that you choose for a login class.

Value — Name

<al | ow- commands>—(Optional) Operational mode commands that members of a login class can use.

If you omit this statement and the deny-commands statement, users can issue only those commands
for which they have access privileges through the permissions statement.

You can use an extended (modern) regular expression as defined in POSIX 1003.2. If the regular
expression contains any spaces, operators, or wildcard characters, enclose it in quotation marks.

Value — Operational-mode commands to allow
Default— No value

<al | ow- confi gurati on>—(Optional) Configuration mode commands that members of a login class can
use.

If you omit this statement and the deny-configuration statement, users can issue only those
commands for which they have access privileges through the permissions statement

You can use an extended (modern) regular expression as defined in POSIX 1003.2. If the regular
expression contains any spaces, operators, or wildcard characters, enclose it in quotation marks.

Value— Configuration-mode commands to allow
Default— No value
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<deny - commands>—(Optional) Operational mode commands that the user is denied permission to
issue, even though the permissions set with the permissions statement would allow it.

If you omit this statement and the allow-commands statement, users can issue only those commands
for which they have access privileges through the permissions statement.

You can use an extended (modern) regular expression as defined in POSIX 1003.2. If the regular
expression contains any wildcard characters, enclose it in quotation marks.

Value — Operational mode commands to deny
Default— No value

<deny - confi gur at i on>—(Optional) Configuration mode commands that the user is denied permission
to issue, even though the permissions set with the permissions statement would allow it.

If you omit this statement and the allow-configuration statement, users can issue only those
commands for which they have access privileges through the permissions statement.

You can use extended (modern) regular expression as defined in POSIX 1003.2. If the regular
expression contains any spaces, operators, or wildcard characters, enclose it in quotation marks.

Value— Configuration mode commands to deny
Default— No value

<i dl e- ti meout >—(Optional) Maximum amount of time that a session can be idle before the user is
logged off the C Series Controller. The session times out after remaining at the CLI operational mode
prompt for the specified time.

If you omit this statement, a user is never forced off the system after extended idle times.

Value — Number of minutes
Default— No value

<per i ssi ons>—(Optional) (Multivalue) Access privileges for each login class.
Value

e adm n— Can view user account information in configuration mode and with the
show configuration command.

e adni n-control — Can view user accounts and configure them (at the [edit system
login] hierarchy level).

e al | — Has all permissions.

e cl ear — Can clear (delete) information learned from the network that is stored in
various network databases (by using the cl ear commands).

e confi gure— Can enter configuration mode (by using the confi gur e command).

e control — Can modify any configuration values.

o fiel d— Reserved for field (debugging) support.

o firewal | — Can view the firewall filter configuration in configuration mode.
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firewal | - control — Can view and configure firewall filter information.

i nterface— Can view the interface configuration in configuration mode and with
the show confi gur ati on operational mode command.

i nterface- control — Can modify interface configuration.

mai nt enance— Can perform system maintenance, including starting a local shell
on a C Series Controller, and can halt and reboot a C Series Controller (by using
the r equest system commands).

net wor k— Can access the network by entering commands such as SSH or Telnet.
reset — Can restart software processes by using the restart command and can
configure whether software processes are enabled or disabled.

routi ng— Can view routing information in configuration and operational modes.
routing- control — Can view general routing information and modify routing
configuration.

secret — Can view passwords and other authentication keys in the configuration.
secret - control — Can view passwords and other authentication keys in the
configuration and can modify them in configuration mode.

security— Can view security configuration in configuration mode and with the
show configuration operational mode command.

security-control — Can view security configuration in configuration mode and
with the show confi gurati on operational mode command.

shel | — Can start a local shell on the router by entering the start shel |
command.

snnp— Can view SNMP configuration information in configuration and
operational modes.

snnp- cont r ol — Can view SNMP configuration information and configure SNMP
(at the [edit snnp] hierarchy level).

syst em— Can view system-level information in configuration and operational
modes.

system control — Can view and configure system-level configuration
information.

vi ew— Can use various commands to display current system-wide values and
statistics.

vi ew- confi gur ati on— Can view all system configuration, excluding any secret
configurations.

servi ce— Can view service and policy definitions.

servi ce- cont rol — Can view and configure service definitions and policy
definitions.

subscri ber — Can view information about subscriber definitions.

subscri ber - control — Can view and configure information about subscriber
definitions.

Required Privilege Level

system admin
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<user > (configuration/system/login)

Usage

<confi gurati on>
<systemr
<l ogi n>
<user >
<user - nanme>user - nane</ user - nane> <! -- identifier -->
<cl ass>cl ass</cl ass>
<ful |l - nane>ful | - name</full - name>
<ui d>ui d</ ui d>
<gi d>gi d</ gi d>
< rorTPt >pr onpt </ pr onpt >
e

<l evel >| evel - choi ce</ | evel >
<conpl et e- on- space>conpl et e- on- space- choi ce</ conpl et e- on- space>
</ user >
</ 1 ogi n>
</ syst en

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure access permissions for individual users.
Contents

<user - name>— Username that is used to log in to a C Series Controller.

Value — Username

<cl ass>— User's login class. Configure one class for each user. The class referenced must already be
configured.

Value— Class-name

<ful | - name>— Full name of the user. If the name contains spaces, enclose it in quotation marks.

Value — Name

<ui d>— User identifier for the login account.

Value —Integer in the range 0-64000

<gi d>— Group identifier for the login account.

Value —Integer in the range 0-64000
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<pr onpt >—(Optional) Default prompt that this user sees at the SRC CLI.

Value— Prompt-text

<l evel >—(Optional) Editing level available to the user. The setting for the editing level determines
which configuration commands are visible to the user.

Value

e basi c — Minimal set of configuration statements and commands— only the
statements that must be configured are visible.

» nor mal — Normal set of configuration statements and commands— the common
and basic statements are visible.

e advanced— All configuration statements and commands, including the common
and basic ones, are visible.

o expert — All configuration statements, including common, basic, and internal
statements and commands used for debugging, are visible.

Default— Normal

<conpl et e- on- space>—(Optional) Set the CLI to complete a partial command entry when you type a
space. This statement enables command completion for all user sessions for this user.

To enable command completion for an active user session, use the set cli conpl et e- on- space
operational mode command.

Value

e on— Turn on command completion—allow either a space or a tab to be used for
command completion.

e of f — Turn off command completion—a space or a tab after a partial command
name does not complete the command.

Default— On

Required Privilege Level

system admin

47



SRC 4.5.x XML API Configuration Reference

< authentication > (configuration/system/login/user)

Usage

<confi gurati on>
<systemr
<l ogi n>
<user > ] )
<aut henti cati on> ) ]
<pl ai n-t ext - passwor d- val ue>pl ai n- t ext - passwor d- val ue</ pl ai n-t ext - passwor d- val ue>
<encrypt ed- passwor d>encr ypt ed- passwor d</ encr ypt ed- passwor d>
<ssh-aut hori zed- keys>ssh- aut hori zed- keys</ ssh- aut hori zed- keys>
</ aut henti cati on>
</ user >
</ 1 ogi n>
</ system>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Authentication methods that a user can use to log in to a C Series Controller. You can assign multiple authentication
methods to a single user.

Contents

<pl ai n- t ext - passwor d- val ue>—(Optional) Plain-text password that is autoencrypted.

Value — Password characters

<encr ypt ed- passwor d>—(Optional) Password in encrypted format.

Value — Encrypted-password

<ssh- aut hori zed- keys>—(Optional) (Multivalue) Public key for SSH.

Value — Public-key

Required Privilege Level

system admin
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< config-file > (configuration/system/logrotate)

Usage
<confi gurati on>
<systenmp
<| ogr ot at e>
<config-file>
<file-name>fil e-name</file-nanme> <! -- identifier -->

</config-file>
</ | ogr ot at e>
</ system>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Name of a logrotate configuration file.
Contents
<fil e- name>— Each logrotate configuration file defines the files to be rotated. Log rotation behavior is

defined by both global directives defined in the global configuration file and local directives defined
here. Local directives can override global directives.

Value — filename

Required Privilege Level

system
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< logfiles > (configuration/system/logrotate/config-file)

Usage
<confi gurati on>
<systenp
<| ogr ot at e>
<config-file>
<l ogfil es>

<nane>nane</name> <!-- identifier -->
<conpress/ >
<del a}/- conpr ess/ >
<C0p >
<dai ['y/ >
<weekl y/ >
<nont h y/ >
<yearly/>
<rotate>rotate</rotate>
<si ze>si ze</ si ze> ) o )
<mi ni num si ze>m ni num- si ze</ m ni num si ze>
<maxi mim a?e>maX| mum age</ maxi mum age>
<no-create/>
<copy-truncate/>
<if-enpty/>
<m ssi ng- ok/ >
<fil enames>fil enanes</fil enames>
<shared- scripts/>
<pre-rotate>pre-rotate</pre-rotate>
<P_ost - rot at e>post - r ot at e</ post - r ot at e>
<first-action>first-action</first-action>
<l ast - acti on>| ast - acti on</| ast - acti on>
</logfil es>
</config-file>
</ | ogr ot at e>
</system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure local options for specific log files.
Contents

<nanme>— One or more log files.

Value —Text

<conpr ess>—(Optional) Old versions of log files are compressed with gzip by default.

<del ay- conpr ess>—(Optional) Postpone compression of the previous log file to the next rotation
cycle. This only has effect when used in combination with the compress option. This option can be
used when a program cannot be instructed to close its log file and thus may continue writing to the
previous log file for some time.

<copy>—(Optional) Make a copy of the log file but do not modify the original log file. Use this option to
make a snapshot of the current log file, or when some other utility needs to truncate or parse the file.
When this option is used, the create option has no effect because the original log file stays in place.
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<dai | y>—(Optional) Log files are rotated every day.

<weekl y>—(Optional) Log files are rotated each week. This option rotates log files if the current
weekday is less than the weekday of the last rotation, or if more than a week has passed since the last
rotation.

<nmont hl y>—(Optional) Log files are rotated each month. This option rotates log files the first time
logrotate is run in a month (this is normally on the first day of the month).

<year | y>—(Optional) Log files are rotated yearly. This option rotates log files if the current year is not
the same as the last rotation.

<r ot at e>—(Optional) Rotate log files the specified number times before removing them. If set to 0, old
versions are removed rather than rotated.

Value —Integer in the range 0-2147483647

<si ze>—(Optional) Log files are rotated when they grow larger than the specified size in bytes. If size
is followed by Kk, the size is assumed to be in kilobytes. If size is followed by M, the size is assumed to
be in megabytes. If size is followed by G, the size is assumed to be in gigabytes. For example, size 100,
size 100K, size 100M, and size 100G are all valid. The size option is mutually exclusive of the time
interval options, and it causes log files to be rotated without regard for the last rotation time.

Value —Integer in the range k|M|G

<mi ni num si ze>—(Optional) Log files are rotated when they grow larger than the specified size in
bytes, however not before the additionally specified time interval (daily, weekly, monthly, or yearly).
The related size option is similar except that it is mutually exclusive with the time interval options,
and it causes log files to be rotated without regard for the last rotation time. When you use this option,
both the size and timestamp of a log file are considered.

Value —Integer in the range k|M|G

<maxi mum age>—(Optional) Remove rotated log files older than the specified number of days. The age
is only checked if the log file is to be rotated.

Value —Integer in the range 0-2147483647 days

<no- cr eat e>—(Optional) New log files are not created (this overrides the create option).
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<copy - t runcat e>—(Optional) Truncate the original log file after creating a copy, instead of moving
the old log file and optionally creating a new one. When set, this option copies the active log file to a
backup and truncates the active log file. This option is useful when programs can not be instructed to
close their log file and thus might continue writing (appending) to the previous log file forever.

<i f - enpt y>—(Optional) Rotate the log file even if it is empty.

<ni ssi ng- ok>—(Optional) If the log file is missing, go on to the next one without issuing an error
message.

<fi| enames>— Names of the log files to rotate.

Value —Text

<shar ed- scri pt s>—(Optional) Normally, the scripts you specify with the pre-rotate and post-rotate
options are run for each log which is rotated and the absolute path to the log file is passed as the first
argument to the script. This means a single script may be run multiple times for log file entries which
match multiple files. If you specify the shared-scripts option, the scripts are only run once, regardless
of how many logs match the wildcard pattern, and the entire pattern is passed to them. However, if
none of the logs in the pattern require rotating, the scripts are not run at all. If the scripts exit with
error, the remaining actions are not executed for any logs.

<pre-r ot at e>—(Optional) The lines between pre-rotate and endscript (both of which must appear on
lines by themselves) are executed (using /bin/sh) before the log file is rotated and only if the log will
actually be rotated. These directives may only appear inside a log file definition. Normally, the
absolute path to the log file is passed as first argument to the script. If the shared-scripts option is
specified, the whole pattern is passed to the script.

Value —Multi-line text

<post - r ot at e>—(Optional) The lines between the post-rotate and endscript (both of which must
appear on lines by themselves) are executed (using /bin/sh) after the log file is rotated. These directives
may only appear inside a log file definition. Normally, the absolute path to the log file is passed as the
first argument to the script. If the shared-scripts option is specified, the entire pattern is passed to the
script.

Value —Multi-line text

<first-action>—(Optional) The lines between first-action and endscript (both of which must appear
on lines by themselves) are executed (using /bin/sh) once before all log files that match the wildcard
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pattern are rotated, before the pre-rotate script is run, and only if at least one log file is actually to be
rotated. These directives may only appear inside a log file definition. The entire pattern is passed to
the script as the first argument. If the script exits with error, no further processing is performed.

Value —Multi-line text

<l ast - acti on>—(Optional) The lines between last-action and endscript (both of which must appear on
lines by themselves) are executed (using /bin/sh) once after all log files that match the wildcard pattern
are rotated, after the post-rotate script is run, and only if at least one log is rotated. These directives
may only appear inside a log file definition. The entire pattern is passed to the script as the first
argument. If the script exits with error, just an error message is shown (because this is the last action).

Value —Multi-line text

Required Privilege Level

system
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< create > (configuration/system/logrotate/config-
file/logfiles)

Usage

<confi gurati on>
<systens
<l ogr ot at e>
<config-file>
<l ogfil es>
<creat e>
<defaul t/>
</ create>
</logfil es>
</config-file>
</ | ogr ot at e>
</system>
</ configuration>

Release Information

Statement introduced in SRC Release 4.3.0

Description

Create log file immediately after rotation (before the post-rotate script is run). Create the log file with the same
name as the log file just rotated. Mode specifies the mode for the log file in octal (the same as chmod(2)). Owner
specifies the username that owns the log file. Group specifies the group the log file belongs to. Any of the log file
attributes may be omitted, in which case those attributes for the new file use the same values as the original log file
for the omitted attributes. This option can be disabled using the no-create option.

Contents

<def aul t >—(Optional) New log files are created with the same permission, owner, and group as the
original log file.

Required Privilege Level

system
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< mode-owner-group >
(configuration/system/logrotate/config-
file/logfiles/create)

Usage

<confi gurati on>
<systenp
<| ogr ot at e>
<config-file>
<l ogfil es>
<creat e>
<nmode- owner - gr oup>
<nmode>nopde</ node>
<owner >owner </ owner >
<gr oup>gr oup</ gr oup>
</ nmode- owner - gr oup>
</ create>
</logfil es>
</config-file>
</ | ogrot at e>
</ system>
</ configuration>

Release Information
Statement introduced in SRC Release 4.3.0
Contents

<npde>— New log files are created with the specified mode in octal, for example 0644.

Value —Text

<owner >— New log files are created with the specified owner (username).

Value —Text

<gr oup>— New log files are created with the specified group.

Value —Text

Required Privilege Level

system
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< logrotate.conf > (configuration/system/logrotate)

Usage

<confi gurati on>
<systenp
<l ogr ot at e>
<[ ogrot ate. conf >
<i ncl ude>i ncl ude</i ncl ude>
<conpr ess/ >
<del ay- conpress/>
<copy/ >
<dal [ y/ >
<weekl y/ >
<nmont h }//>
<yearly/>
<rotate>rotate</rotate>
<si ze>si ze</ si ze> ) o )
<mi ni num si ze>m ni mum- si ze</ ni ni num si ze>
<maxi mum a?e>maX| nmum age</ maxi nrum age>
<no- createl>
<copy-truncate/ >
<if-enmpty/>
<m ssi ng- ok/ >
</ | ogr ot at e. conf >
</ | ogr ot at e>
</systenm>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the global logrotate configuration file. This file defines global directives and includes all other logrotate
configuration files which set their own local directives. Local directives can override global directives.

Contents

<i ncl ude>—(Optional) Reads the file given as an argument as if it was included inline where the
include directive appears. If a directory is given, most of the files in that directory are read in
alphabetic order before processing of the including file continues.

Value—Text
<conpr ess>—(Optional) Old versions of log files are compressed with gzip by default.

<del ay- conpr ess>—(Optional) Postpone compression of the previous log file to the next rotation
cycle. This only has effect when used in combination with the compress option. This option can be
used when a program cannot be instructed to close its log file and thus may continue writing to the
previous log file for some time.

<copy>—(Optional) Make a copy of the log file but do not modify the original log file. Use this option to
make a snapshot of the current log file, or when some other utility needs to truncate or parse the file.
When this option is used, the create option has no effect because the original log file stays in place.
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<dai | y>—(Optional) Log files are rotated every day.

<weekl y>—(Optional) Log files are rotated each week. This option rotates log files if the current
weekday is less than the weekday of the last rotation, or if more than a week has passed since the last
rotation.

<mont hl y>—(Optional) Log files are rotated each month. This option rotates log files the first time
logrotate is run in a month (this is normally on the first day of the month).

<year | y>—(Optional) Log files are rotated yearly. This option rotates log files if the current year is not
the same as the last rotation.

<r ot at e>—(Optional) Rotate log files the specified number times before removing them. If set to 0, old
versions are removed rather than rotated.

Value —Integer in the range 0-2147483647

<si ze>—(Optional) Log files are rotated when they grow larger than the specified size in bytes. If size
is followed by K, the size is assumed to be in kilobytes. If size is followed by M, the size is assumed to
be in megabytes. If size is followed by G, the size is assumed to be in gigabytes. For example, size 100,
size 100K, size 100M, and size 100G are all valid. The size option is mutually exclusive of the time
interval options, and it causes log files to be rotated without regard for the last rotation time.

Value —Integer in the range k|M|G

<nmi ni num si ze>—(Optional) Log files are rotated when they grow larger than the specified size in
bytes, however not before the additionally specified time interval (daily, weekly, monthly, or yearly).
The related size option is similar except that it is mutually exclusive with the time interval options,
and it causes log files to be rotated without regard for the last rotation time. When you use this option,
both the size and timestamp of a log file are considered.

Value—Integer in the range k|M|G

<maxi num age>—(Optional) Remove rotated log files older than the specified number of days. The age
is only checked if the log file is to be rotated.

Value —Integer in the range 0-2147483647 days

<no- cr eat e>—(Optional) New log files are not created (this overrides the create option).
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<copy - t runcat e>—(Optional) Truncate the original log file after creating a copy, instead of moving
the old log file and optionally creating a new one. When set, this option copies the active log file to a
backup and truncates the active log file. This option is useful when programs can not be instructed to
close their log file and thus might continue writing (appending) to the previous log file forever.

<i f - enpt y>—(Optional) Rotate the log file even if it is empty.

<ni ssi ng- ok>—(Optional) If the log file is missing, go on to the next one without issuing an error
message.

Required Privilege Level

system
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< create >
(configuration/system/logrotate/logrotate.conf)

Usage

<confi gurati on>
<syst enr
<l ogr ot at e>
<[ ogrot at e. conf >
<creat e>
<defaul t/>
</ creat e>
</ | ogr ot at e. conf >
</ | ogr ot at e>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 4.3.0

Description

Create log file immediately after rotation (before the post-rotate script is run). Create the log file with the same
name as the log file just rotated. Mode specifies the mode for the log file in octal (the same as chmod(2)). Owner
specifies the username that owns the log file. Group specifies the group the log file belongs to. Any of the log file
attributes may be omitted, in which case those attributes for the new file use the same values as the original log file
for the omitted attributes. This option can be disabled using the no-create option.

Contents

<def aul t >—(Optional) New log files are created with the same permission, owner, and group as the
original log file.

Required Privilege Level

system
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< mode-owner-group >
(configuration/system/logrotate/logrotate.conf/create)

Usage

<confi gurati on>
<systens
<l ogr ot at e>
<[ ogrot at e. conf >
<creat e>
<node- owner - gr oup>
<nmode>node</ node>
<owner >owner </ owner >
<gr oup>gr oup</ gr oup>
</ node- owner - gr oup>
</ creat e>
</ | ogr ot at e. conf >
</ | ogr ot at e>
</ system>
</ configuration>

Release Information
Statement introduced in SRC Release 4.3.0
Contents

<node>— New log files are created with the specified mode in octal, for example 0644.

Value —Text

<owner >— New log files are created with the specified owner (username).

Value —Text

<gr oup>— New log files are created with the specified group.

Value —Text

Required Privilege Level

system
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< logfiles >
(configuration/system/logrotate/logrotate.conf)

Usage

<confi gurati on>

<systenm»
<lo

rot at e>
<logrotate. conf >
<[ ogfil es>

<name>nane</ nane> <! -- identifier -->
<conpress/ >

<del ay- conpr ess/ >

<copy/ >

<dai [ y/ >

<weekl y/ >

<nmont h }// >

<yearl|y/>

<r ot at e>r ot at e</r ot at e>

<si ze>si ze</si ze> ) o ]
<m ni mum si ze>mi ni num- si ze</ ni ni mum si ze>
<maxi mum a?e>maX| mum age</ maxi num age>
<no-createl>

<copy-truncate/ >

<if-empty/>

<m ssi ng- ok/ >

<fil enanes>fil enanes</fil enanes>
<shared- scripts/>
<pre-rotate>pre-rotate</pre-rotate>
<post - r ot at e>post - r ot at e</ post - r ot at e>
<first-action>first-action</first-action>
<l ast - acti on>l ast - action</| ast - acti on>

</logfiles>
</ | ogr ot at e. conf >

</ | ogr ot at e>

</s

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure local options for specific log files.

Contents

<nanme>— One or more log files.

Value —Text

CLI and System Configuration Tag Elements

<conpr ess>—(Optional) Old versions of log files are compressed with gzip by default.

<del ay- conpr ess>—(Optional) Postpone compression of the previous log file to the next rotation

cycle. This only has effect when used in combination with the compress option. This option can be
used when a program cannot be instructed to close its log file and thus may continue writing to the
previous log file for some time.

<copy>—(Optional) Make a copy of the log file but do not modify the original log file. Use this option to
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make a snapshot of the current log file, or when some other utility needs to truncate or parse the file.
When this option is used, the create option has no effect because the original log file stays in place.

<dai | y>—(Optional) Log files are rotated every day.

<weekl y>—(Optional) Log files are rotated each week. This option rotates log files if the current
weekday is less than the weekday of the last rotation, or if more than a week has passed since the last
rotation.

<mont hl y>—(Optional) Log files are rotated each month. This option rotates log files the first time
logrotate is run in a month (this is normally on the first day of the month).

<year | y>—(Optional) Log files are rotated yearly. This option rotates log files if the current year is not
the same as the last rotation.

<r ot at e>—(Optional) Rotate log files the specified number times before removing them. If set to 0, old
versions are removed rather than rotated.

Value —Integer in the range 0-2147483647

<si ze>—(Optional) Log files are rotated when they grow larger than the specified size in bytes. If size
is followed by K, the size is assumed to be in kilobytes. If size is followed by M, the size is assumed to
be in megabytes. If size is followed by G, the size is assumed to be in gigabytes. For example, size 100,
size 100K, size 100M, and size 100G are all valid. The size option is mutually exclusive of the time
interval options, and it causes log files to be rotated without regard for the last rotation time.

Value —Integer in the range k|M|G

<mi ni num si ze>—(Optional) Log files are rotated when they grow larger than the specified size in
bytes, however not before the additionally specified time interval (daily, weekly, monthly, or yearly).
The related size option is similar except that it is mutually exclusive with the time interval options,
and it causes log files to be rotated without regard for the last rotation time. When you use this option,
both the size and timestamp of a log file are considered.

Value—Integer in the range k|M|G

<maxi num age>—(Optional) Remove rotated log files older than the specified number of days. The age
is only checked if the log file is to be rotated.

Value —Integer in the range 0-2147483647 days
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<no- cr eat e>—(Optional) New log files are not created (this overrides the create option).

<copy - t runcat e>—(Optional) Truncate the original log file after creating a copy, instead of moving
the old log file and optionally creating a new one. When set, this option copies the active log file to a
backup and truncates the active log file. This option is useful when programs can not be instructed to
close their log file and thus might continue writing (appending) to the previous log file forever.

<i f - enpt y>—(Optional) Rotate the log file even if it is empty.

<ni ssi ng- ok>—(Optional) If the log file is missing, go on to the next one without issuing an error
message.

<fi| enames>— Names of the log files to rotate.

Value —Text

<shar ed- scri pt s>—(Optional) Normally, the scripts you specify with the pre-rotate and post-rotate
options are run for each log which is rotated and the absolute path to the log file is passed as the first
argument to the script. This means a single script may be run multiple times for log file entries which
match multiple files. If you specify the shared-scripts option, the scripts are only run once, regardless
of how many logs match the wildcard pattern, and the entire pattern is passed to them. However, if
none of the logs in the pattern require rotating, the scripts are not run at all. If the scripts exit with
error, the remaining actions are not executed for any logs.

<pr e-r ot at e>—(Optional) The lines between pre-rotate and endscript (both of which must appear on
lines by themselves) are executed (using /bin/sh) before the log file is rotated and only if the log will
actually be rotated. These directives may only appear inside a log file definition. Normally, the
absolute path to the log file is passed as first argument to the script. If the shared-scripts option is
specified, the whole pattern is passed to the script.

Value —Multi-line text

<post - r ot at e>—(Optional) The lines between the post-rotate and endscript (both of which must
appear on lines by themselves) are executed (using /bin/sh) after the log file is rotated. These directives
may only appear inside a log file definition. Normally, the absolute path to the log file is passed as the
first argument to the script. If the shared-scripts option is specified, the entire pattern is passed to the
script.

Value —Multi-line text
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<first-acti on>—(Optional) The lines between first-action and endscript (both of which must appear
on lines by themselves) are executed (using /bin/sh) once before all log files that match the wildcard
pattern are rotated, before the pre-rotate script is run, and only if at least one log file is actually to be
rotated. These directives may only appear inside a log file definition. The entire pattern is passed to
the script as the first argument. If the script exits with error, no further processing is performed.

Value —Multi-line text

<l ast - acti on>—(Optional) The lines between last-action and endscript (both of which must appear on
lines by themselves) are executed (using /bin/sh) once after all log files that match the wildcard pattern
are rotated, after the post-rotate script is run, and only if at least one log is rotated. These directives
may only appear inside a log file definition. The entire pattern is passed to the script as the first
argument. If the script exits with error, just an error message is shown (because this is the last action).

Value —Multi-line text

Required Privilege Level

system
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< create >
(configuration/system/logrotate/logrotate.conf/logfiles)

Usage

<confi gurati on>
<systens
<l ogr ot at e>
<logrotate. conf >
<[ ogfil es>
<creat e>
<defaul t/>
</ create>
</logfil es>
</ | ogr ot at e. conf >
</ | ogr ot at e>
</system>
</ configuration>

Release Information

Statement introduced in SRC Release 4.3.0

Description

Create log file immediately after rotation (before the post-rotate script is run). Create the log file with the same
name as the log file just rotated. Mode specifies the mode for the log file in octal (the same as chmod(2)). Owner
specifies the username that owns the log file. Group specifies the group the log file belongs to. Any of the log file
attributes may be omitted, in which case those attributes for the new file use the same values as the original log file
for the omitted attributes. This option can be disabled using the no-create option.

Contents

<def aul t >—(Optional) New log files are created with the same permission, owner, and group as the
original log file.

Required Privilege Level

system
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< mode-owner-group >
(configuration/system/logrotate/logrotate.conf/logfiles/create)

Usage

<confi guration>
<systenpr
<| ogr ot at e>
<logrot at e. conf >
<[ogfil es>
<create>
<node- owner - gr oup>
<node>node</ node>
<owner >owner </ owner >
<group>group</group>
</ mode- owner - gr oup>
</ create>
</l ogfil es>
</ | ogrot at e. conf >
</ | ogr ot at e>
</ systenp
</ confi guration>

Release Information
Statement introduced in SRC Release 4.3.0
Contents

<node>— New log files are created with the specified mode in octal, for example 0644.

Value —Text

<owner >— New log files are created with the specified owner (username).

Value —Text

<gr oup>— New log files are created with the specified group.

Value —Text

Required Privilege Level

system
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<ntp > (configuration/system)

Usage

<confi gurati on>
<systenr
<nt p>
<boot - server >boot - server </ boot - server >
<broadcast -client/>
<trust ed- key>t rust ed- key</ trust ed- key>
</ nt p>
</ system>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure NTP.

We strongly recommend that you configure NTP on every server used for an SRC deployment. The system may not
recognize subscriber sessions if the clocks are not synchronized.

Contents

<boot - ser ver >—(Optional) Server that NTP queries when at boot time to determine the local date and
time.

When you boot the system on which the SRC software runs, the system issues an ntpdate request,
which polls a network server to determine the local date and time. You can configure a server that the
system uses to determine the time at startup. If no boot server is configured, NTP uses one of the
configured servers to set the initial time.

Value — IP address of an NTP server
Default— No value

<br oadcast - cl i ent >—(Optional) Listen for NTP broadcast messages on the local network to discover
other servers on the same subnet.

<t r ust ed- key>—(Optional) (Multivalue) List of keys you are allowed to use when you configure the
local system to synchronize its time with other systems on the network.

Value — Positive signed 32-bit integer (1-2147483647)
Default— No value

Required Privilege Level

system
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< authentication-key > (configuration/system/ntp)

Usage

<confi gurati on>
<systenp
<nt p>
<aut henti cati on- key>
<key- nunber >key- nunber </ key- nunber> <! -- identifier -->
<val ue>val ue</ val ue>
</ aut henti cati on- key>
</ nt p>
</ systemp
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure NTP authentication keys so that the C Series Controller can send authenticated packets. If you configure
the C Series Controller to operate in authenticated mode, you must configure a key.

NTP authentication uses the MD5 encryption algorithm.
Contents

<key- nunber >— Positive integer that identifies the NTP authentication key.

Value —Integer in the range 1-2147483647

<val ue>— The value of the NTP authentication, which can contain 1-8 ASCII characters.

Value —Secret text
Default— No value

Required Privilege Level

system
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<broadcast > (configuration/system/ntp)

Usage

<confi gurati on>
<systenm
<nt p>
<br oadcast >
<addr ess>addr ess</ address> <! -- identifier -->

<ke?/>ke?/</ keY>
<ttI>ttl</ttl> _
<ver si on>ver si on</ ver si on>
</ br oadcast >
</ nt p>
</systenm>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the C Series Controller to operate in broadcast mode with the remote system at the specified address. In
this mode, the local system sends periodic broadcast messages to a client population at the specified broadcast or
multicast address. Typically, you include this statement only when the local system is operating as a transmitter.

Contents

<addr ess>— IP address to receive broadcast or multicast periodic broadcast messages.

Value — IP address

<key>—(Optional) Value of the authentication key used to encrypt authentication fields in all packets
sent to the broadcast or multicast address.

Value — Positive signed 32-bit integer (1-2147483647)
Default— No value

<tt|>—(Optional) TTL value to transmit.

Value —Integer in the range 1-255
Default— No value

<ver si on>—(Optional) Version number of NTP to use in outgoing NTP packets.

Value —Integer in the range 1-4
Default— No value

Required Privilege Level
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system
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< multicast-client > (configuration/system/ntp)

Usage

<confi gurati on>
<systenp
<nt p>
<mul ticast-client>
<addr ess>addr ess</ addr ess>
</multicast-client>
</ nt p>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Listen for NTP multicast messages on the local network to discover other servers on the same subnet.

Contents

<addr ess>—(Optional) IP address(s). If you specify more than one address, the system joins those

multicast groups.

Value —IP address
Default— No value

Required Privilege Level

system
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< peer > (configuration/system/ntp)

Usage

<confi gurati on>
<systenm
<nt p>
<peer >
<addr ess>addr ess</ address> <! -- identifier -->
<key>key</ key>
<versi on>ver si on</ ver si on>
<prefer/>
</ peer >
</ nt p>
</systenm>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0

Description

Configure the C Series Controller to operate in symmetric active mode with the remote system at the specified
address. In this mode, the C Series Controller and the remote system can synchronize with each other. This
configuration is useful in a network in which either the local router or the remote system might be a better source of

time.
Contents

<addr ess>— IP address of an NTP peer. Do not specify a hostname.

Value —IP address

<key>—(Optional) Key number used to encrypt all authentication fields in packets sent to the specified

address.

Value — Positive signed 32-bit integer (1-2147483647)
Default— No value

<ver si on>—(Optional) Version number of NTP to be used in outgoing packets.

Value —Integer in the range 1-4
Default— No value

<pr ef er >—(Optional) Remote system is the preferred host. This remote system is then selected for

synchronization among a set of systems that are operating correctly.

Required Privilege Level

system
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< server > (configuration/system/ntp)

Usage

<confi gurati on>
<systenm
<nt p>
<server >
<addr ess>addr ess</ address> <! -- identifier -->
<key>key</ key>
<versi on>ver si on</ ver si on>
<prefer/>
</ server>
</ nt p>
</ systenm>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the C Series Controller to operate in client mode with the remote system at the specified address. In this
mode, the C Series Controller can be synchronized with the remote system, but the remote system can never be
synchronized with the C Series Controller.

Contents

<addr ess>— I[P address of an NTP server. Do not specify a hostname.

Value —IP address

<key>—(Optional) Key number used to encrypt all authentication fields in packets sent to the specified
address.

Value — Positive signed 32-bit integer (1-2147483647)
Default— No value

<ver si on>—(Optional) Version number of NTP to be used in outgoing packets.

Value —Integer in the range 1-4
Default— No value

<pr ef er >—(Optional) Remote system is the preferred host. This remote system is then selected for
synchronization among a set of systems that are operating correctly.

Required Privilege Level
system
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< radius-server > (configuration/system)

Usage

<confi gurati on>
<systemr
<radi us- server >
<addr ess>address</address> <! -- identifier -->
<port>port</port>
<secr et >secr et </ secret >
<ti meout >t i meout </ ti meout >
<retry>retry</retry>
</radi us- server>
</ syst en>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure RADIUS authentication. To use more than one RADIUS server, include a r adi us- server statement for
each server. The software contacts the servers in order in a round-robin fashion until it receives a valid response
from one of the servers or until the retry limit is reached for all servers.

To configure RADIUS for authentication, also include r adi us in the aut henti cati on- or der option for the syst em
statement.

For a user authenticated through RADIUS to be able to log in to the C Series Controller, you must create either a local
profile or a remote profile to define common access privileges for all users authenticated through RADIUS or
TACACS + . For information about creating user profiles, see the system | ogi n user statement.

Contents

<addr ess>— IP address of RADIUS server.

Value — IP address

<por t >—(Optional) Port number on which to connect to a RADIUS server.

Value —Integer in the range 0-65535
Default—1812

<secr et >— Password to use with the RADIUS server. This secret password is used by the C Series
Controller and must match the password on the RADIUS server.

Value — password

<ti meout >—(Optional) Amount of time (in seconds) that the C Series Controller waits to receive a
response from the RADIUS server.

Value —Integer in the range 1-90 s
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Default—3

<ret ry>—(Optional) Number of times the C Series Controller tries to contact a RADIUS server.

Value —Integer in the range 1-10
Default—3

Required Privilege Level

system
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< services > (configuration/system)

Usage

<confi gurati on>
<systemp
<services>
<tel net/>
<sftp/>
</ servi ces>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure system services.

Contents

<t el net >—(Optional) Allow Telnet connections from remote systems to the C Series Controller.

Note: Telnet connections do not allow access through r oot .

<sft p>—(Optional) Allow SFTP requests from a remote system to the C Series Controller.

Required Privilege Level

system
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< editor > (configuration/system/services)

Usage

<confi gurati on>
<systemp
<servij ces>
<edi t or >
<passwor d- encrypti on>passwor d- encrypti on- choi ce</ passwor d- encrypti on>

</ edjtor>
</ servi ces>

</ system>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0

Description

Configure access properties for external access to the Policies, Services, and Subscribers Editor.

Contents

<passwor d- encr ypt i on>—(Optional) Encrypt the passwords of users who remotely access the Policies,
Services, and Subscribers Editor using the specified encryption algorithm.

Value

e crypt — UNIX crypt, a one-way encryption.

o mi5— Message Digest 5 (MD5), a 128-bit message digest.
e sha— SHA message digest, a 160-bit message digest.

¢ plai n— No encryption.

Required Privilege Level

system
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(configuration/system/services/editor)

Usage

<confi gurati on>
<systenp
<servi ces>
<editor>
<policy-editor> )
<directory-eventing/>
</ policy-editor>
</edjtor>
</ services>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure properties for the policy editor.

Contents

<di rectory- event i ng>—(Optional) Enable policy editor to poll the directory for changes.

Default—true

Required Privilege Level

system
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<ssh > (configuration/system/services/netconf)

Usage

<confi gurati on>
<systemp
<servi ces>
<net conf >
<ssh>
<ﬁort>p0rt</port>
</ ssh>

</ net conf >
</ servi ces>
</systenm>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Use SSH for NETCONF connections.
Contents

<por t >—(Optional) TCP port listening for NETCONF/SSH connections. The port reserved by IANA for
NETCONF/SSH is 830, older versions of SRC used 32000

Value—Integer in the range 1-65535
Default— 32000

Required Privilege Level

system
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<ssh > (configuration/system/services)

Usage

<confi gurati on>
<systemp
<services>
<ssh>
<root - | ogi n>root -1 ogi n- choi ce</root - | ogi n>
<pr ot ocol - versi on>prot ocol - versi on- choi ce</ prot ocol - versi on>
<port >port </ port >
</ ssh>
</ servi ces>
</ syst en>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Allow SSH requests from remote systems to the C Series Controller.
Contents

<r oot - | ogi n>—(Optional) Control user access through SSH.
Value

e al | ow— Allow users to log in to the C Series Controller as r oot through
SSH.(Default)

« deny— Disable users from logging in to the C Series Controller as r oot through
SSH.

e deny- passwor d— Allow users to log in to the C Series Controller as r oot through
SSH when the authentication method (for example, RSA authentication) does not
require a password.

<pr ot ocol - ver si on>—(Optional) SSH protocol versions accepted.
Value

e v1—SSH version 1
e v2—SSH version 2 (Default)

<por t >—(Optional) The port SSHD listens on.If not specified, 22 is used

Value —Integer in the range 1-65535
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Required Privilege Level

system
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< http > (configuration/system/services/web-
management)

Usage

<confi gurati on>
<systenmp
<servi ces>
<web- managenent >
<ht t p>
<port >Port<[ port> )
<interface>i nterface</interface>
</ http>
</ web- managenent >
</ servi ces>
</ systemp
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Use HTTP without encryption.

Contents

<por t >—(Optional) TCP port to be used for incoming connections to the C-Web interface.

Value —Integer in the range 1-65535
Default—80

<i nt er f ace>—(Optional) (Multivalue) List of network interfaces to accept incoming connections. If you
do not specify any interfaces, the software accepts connections from all interfaces.

Value — Name of external interface, such as ethO.

Required Privilege Level

system system

83



SRC 4.5.x XML API Configuration Reference

< https > (configuration/system/services/web-
management)

Usage

<confi gurati on>
<systenmp
<services>
<web- managenent >
<ht t ps>
<port >Port<[ port> )
<interface>i nterface</interface> o
<l ocal -certificate>l ocal -certificate</local-certificate>
</ https>
</ web- managenent >
</ servi ces>
</system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Use secure HTTP with encryption.
Contents

<por t >—(Optional) TCP port to be used for incoming connections to the C-Web interface.

Value —Integer in the range 1-65535
Default—443

<i nt er f ace>—(Optional) (Multivalue) List of network interfaces to accept incoming connections. If you
do not specify any interfaces, the software accepts connections from all interfaces.

Value — Name of external interface, such as ethO.

<l ocal - certifi cat e>—(Optional) Name of the security certificate (in X.509 format) on the local
system. This certificate is used to secure connections from external Web browsers to the C-Web
interface.

Value— Name of digital security certificate.

Required Privilege Level

system system
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< logger > (configuration/system/services/web-
management)

Usage

<confi gurati on>
<systenmp
<services>
<web- managenent >
<l ogger >
<nane>nane</ nanme> <!-- identifier -->
</l ogger >
</ web- managemnent >
</ servi ces>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure a logging component for the C-Web interface. Logging can be to a file or to the system logging utility.
Contents

<nanme>— Name of a logging component.

Value —Text

Required Privilege Level

system system
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< file > (configuration/system/services/web-
management/logger/logger)

Usage

<confi

guration>

<systenp
<servi ces>

<web- managenent >
<l ogger >
< o?ger>
<file>
<filter>filter</filter>
<device-filter-key>device-filter-key</device-filter-key>
<fil ename>fil enanme</fil ename>
<rol |l over-filename>rol |l over-filenanme</rollover-fil enane>
/f.<|rraxi mum fil e-size>maxi num-file-size</ maxi numfile-size>
< 1l e>
</ | ogger >
</l ogger >
</ web- managenent >

</ servi ces>

</s

stenp

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure logging of messages to a file.

Contents
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<filter>—(Optional) Filter to define which event messages the software logs or ignores. Filters can
specify the logging level, such as debug, or can specify expressions. For information about
expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default— The default value is different for each type of component.

<devi ce-fil ter - key>—(Optional) Filter the DEBUG logs specific to network device. The filtering can
be done based on combinations of parameters namely router-name/interface-name/login-name. These
parameters can be associated using AND (&) or OR (|) operators. Syntax: set device-filter-key (router-
name = <val> & interface-name = <val> | login-name = <val> All three parameters are optional.
Absence of a parameter would indicate match ANY. Example: set device-filter-key (router-

name = < val>) would indicate match debug logs based on the router-name only irrespective of the
interface-name or login-name. Note: 1. "device-filter-key" will NOT filter info/error/warning logs. 2.
This version supports network device specific logging for COPs drivers only

Value— Log network device filter
Default— The default value is different for each type of component.

<fi | ename>— Absolute path of the filename that contains the current logs.
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Note: Make sure that the user under which the J2EE application server or Web application server runs
has write access to this folder. If this user does not have write access to the default folder, configure
the component or application to write logs in folders to which the user has write access.

Value— Filename
Default— By default, SRC components and applications write log files in the folder in
which the component or application is started.

<rol | over - fi | ename>—(Optional) Absolute path of the filename that contains the log history. When
the log file reaches the maximum size, the software closes the log file and renames it with the name
you specify for the rollover file. If a previous rollover file exists, the software overwrites it. The
software then reopens the log file and continues to save event messages in it.

Value — Path of filename

Example—/opt/UMClsaelvatr/log/sae.alt

Default— The default value is different for each type of component.

<maxi num fi | e- si ze>—(Optional) Maximum size of the log file and the rollover file.
Do not set the maximum file size to a value greater than the available disk space.

Value —Integer in the range 0-2147483647 kbytes
Default— 1000000

Required Privilege Level

system system
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< syslog > (configuration/system/services/web-
management/logger/logger)

Usage

<confi gurati on>
<systenmp
<services>

<web- managenent >
<l ogger >
<[ ogger >
<sysl og>
<filter>filter</filter>
<host >host </ host >
<P0f.t >port </ port> -
<facility>facility</facility>
<f or mat >f or mat </ f or nat >
</ sysl og>
</ | ogger >
</l ogger >
</ web- managenent >

</ servi ces>

</s

stenp

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure logging of messages to system logging.

Contents
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<filter>—(Optional) Filter to define which event messages the software logs or ignores. Filters can
specify the logging level, such as debug, or can specify expressions. For information about
expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default— The default value is different for each type of component.

<host >— IP address or name of a host that collects event messages by means of a standard system
logging daemon.

Value — IP address or hostname
Default—loghost

<por t >—(Optional) Port number for system logging daemon.

Value— Port number in the range of 0-65535
Default— 514

<faci | i ty>—(Optional) Type of system log in accordance with the system logging protocol.
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Value —Integer in the range 0-23
Default— 3

<f or mat >—(Optional) MessageFormat string that specifies how the information in an event message is
printed. (The strings {#} are replaced with the log information [...]).

Value — MessageFormat string as specified in
http:/ljava.sun.com/j2se/1.4.2/docs/apiljavaltext/MessageFormat.html.

The fields available for events are:

e 0—Time and date of the event

o 1—Name of the thread generating the event
o 2—Text message of the event

e 3—Category of the event

e 4—Priority of the event

Required Privilege Level

system system
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< dsa-private > (configuration/system/ssh-host-keys)

Usage

<confi gurati on>
<systenp
<ssh- host - keys>
<dsa- pri vat e>
<key>key</ key>
</ dsa-private>
</ ssh- host - keys>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

SSH protocol version 2 DSA private file and key.
Contents

<key>— The key value.

Required Privilege Level

system
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< dsa-public > (configuration/system/ssh-host-keys)

Usage

<confi gurati on>
<systenp
<ssh- host - keys>
<dsa- public>
<key>key</ key>
</ dsa- public>
</ ssh- host - keys>
</ syst em>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

SSH protocol version 2 DSA public file and key.

Contents

<key>— The key value.

Required Privilege Level

system
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<rsal-private > (configuration/system/ssh-host-keys)

Usage

<confi gurati on>
<systenp
<ssh- host - keys>
<rsal-private>
<key>key</ key>
</rsal-private>
</ ssh- host - keys>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

SSH protocol version 1 RSA private file and key.
Contents

<key>— The key value.

Required Privilege Level

system
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<rsal-public > (configuration/system/ssh-host-keys)

Usage

<confi gurati on>
<systenp
<ssh- host - keys>
<rsal-public>
<key>ke?/</ key>

</rsal-public>
</ ssh- host - keys>
</ systenr

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

SSH protocol version 1 RSA public file and key.

Contents

<key>— The key value.

Required Privilege Level

system
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<rsa2-private > (configuration/system/ssh-host-keys)

Usage

<confi gurati on>
<systenp
<ssh- host - keys>
<rsa2-private>
<key>key</ key>
</rsa2-private>
</ ssh- host - keys>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

SSH protocol version 2 RSA private file and key.
Contents

<key>— The key value.

Required Privilege Level

system
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<rsa2-public > (configuration/system/ssh-host-keys)

Usage

<confi gurati on>
<systenp
<ssh- host - keys>
<rsa2- public>
<key>kg?/</ key>

</rsa2-public>
</ ssh- host - keys>
</ systenp

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

SSH protocol version 2 RSA public file and key.

Contents

<key>— The key value.

Required Privilege Level

system
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< static-host-mapping > (configuration/system)

Usage
<confi gurati on>
<systemp )
<static- host - nappi ng> ) o
<host - nane>host - nane</ host - name> <! -- identifier -->

<i net >i net </i net >
<al ias>alias</alias>
</static- host - mappi ng>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure static mapping to resolve hostnames.
Contents

<host - name>— Fully-qualified name of the system.

Value —Text

<i net >—(Optional) (Multivalue) IP addresses to which you want to map the hostname.

Value —IP address

<al i as>—(Optional) (Multivalue) Aliases for the hostname.

Value —Text

Required Privilege Level

system system
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< file > (configuration/system/syslog)

Usage

<confi gurati on>
<systenp
<sysl og>
<file>
<name>nanme</ nane> <!-- identifier -->
</file>
</ sysl og>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Specify a file to store information that has been collected.

Contents

<nanme>— Name of the file in which to log system messages.

Value — filename

Required Privilege Level

system
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< contents > (configuration/system/syslog/file)

Usage

<confi gurati on>
<systenr
<sysl og>
<file>
<cont ent s>
<name>nane- choi ce</ name> <! -- jdentifier -->
<any/ >
<ener gency/ >
<alert/>
<critical/>
<error/>
<marn|n?/>
<noticel>
<infol>
<none/ >
</ cont ent s>
</file>
</ sysl og>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the message groups and severity level of messages to be forwarded to a specified file, host, or user.
Contents

Group of messages that are either generated by the same software process or concern a similar
condition or activity (such as authentication attempts). A message group is referred to as a facility.

Value

o any— Messages from all facilities.

e aut horizati on— Authentication and authorization attempts.

o daenon— Actions performed or errors encountered by various system processes.
o ftp— Actions performed or errors encountered by an FTP process.

e kernel — Actions performed or errors encountered by the kernel.

e user — Actions performed or errors encountered by various user processes.

e | ocal 7— Actions performed or errors encountered by different SRC processes.

Severity level
Value

e any— Messages for all severity levels.

e emergency — System panic or other condition that causes the system to stop
functioning.

o al ert — Conditions that require immediate correction.

e critical — Critical conditions, such as hard drive errors.
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— Error conditions that generally have less serious consequences than
errors in the emergency, alert, and critical levels.
e war ni ng— Conditions that warrant monitoring.
» noti ce— Conditions that are not errors but might warrant special handling.
« info— Events or nonerror conditions of interest.
e none— Messages are not generated for any condition.

Required Privilege Level

system
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<host> (configuration/system/syslog)

Usage

<confi gurati on>
<systenp
<sysl og>
<host >
<name>nane</ nane> <!-- identifier -->
</ host >
</ sysl og>
</ system>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the IP address or hostname of the remote host to receive system log messages. The remote machine must
be running a standard syslogd utility.

Contents

<nanme>— IP address or hostname of a remote system to receive system log messages. The remote
machine must be running a standard syslogd utility.

Value — IP address or hostame

Required Privilege Level

system
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< contents > (configuration/system/syslog/host)

Usage

<confi

guration>

<systenp
<sysl og>

<host >
<cont ent s>
<nane>nane- choi ce</ nane> <! -- identifier -->
<any/ >
<ener gency/ >
<alert/>
<critical/>
<error/>
<marn|n?/>
<notice/>
<i nfol >
<none/ >
</ cont ent s>
</ host >

</ sysl og>
</system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the message groups and severity level of messages to be forwarded to a specified file, host, or user.

Contents

Group of messages that are either generated by the same software process or concern a similar
condition or activity (such as authentication attempts). A message group is referred to as a facility.

Value

o any— Messages from all facilities.

e aut horizati on— Authentication and authorization attempts.
o daenon— Actions performed or errors encountered by various system processes.
o ftp— Actions performed or errors encountered by an FTP process.

e kernel — Actions performed or errors encountered by the kernel.

e user — Actions performed or errors encountered by various user processes.

e | ocal 7— Actions performed or errors encountered by different SRC processes.

Severity level
Value

e any— Messages for all severity levels.

e emergency — System panic or other condition that causes the system to stop
functioning.

o al ert — Conditions that require immediate correction.

e critical — Critical conditions, such as hard drive errors.
error
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— Error conditions that generally have less serious consequences than
errors in the emergency, alert, and critical levels.
war ni ng— Conditions that warrant monitoring.
not i ce— Conditions that are not errors but might warrant special handling.
i nf o— Events or nonerror conditions of interest.
none— Messages are not generated for any condition.

Required Privilege Level

system

102



CLI and System Configuration Tag Elements

<user> (configuration/system/syslog)

Usage

<confi gurati on>
<systenp
<sysl og>
<user >
<name>nanme</ nane> <!-- identifier -->
</ user >
</ sysl og>
</ system>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Notify a specified user by means of a terminal session.
Contents

<name>— Name of user to receive messages.

Value — Username

Required Privilege Level

system
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< contents > (configuration/system/syslog/user)

Usage

<confi gurati on>
<systenr
<sysl og>
<user >
<cont ent s>
<name>nane- choi ce</ name> <! -- jdentifier -->
<any/ >
<ener gency/ >
<alert/>
<critical/>
<error/>
<marn|n?/>
<noticel>
<infol>
<none/ >
</ content s>
</ user >
</ sysl og>
</ system>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0

Description

Configure the message groups and severity level of messages to be forwarded to a specified file, host, or user.

Contents

Group of messages that are either generated by the same software process or concern a similar

condition or activity (such as authentication attempts). A message group is referred to as a facility.

Value

o any— Messages from all facilities.
e aut horizati on— Authentication and authorization attempts.

o daenon— Actions performed or errors encountered by various system processes.

o ftp— Actions performed or errors encountered by an FTP process.
e kernel — Actions performed or errors encountered by the kernel.

e user — Actions performed or errors encountered by various user processes.
e | ocal 7— Actions performed or errors encountered by different SRC processes.

Severity level
Value

e any— Messages for all severity levels.

e emergency — System panic or other condition that causes the system to stop

functioning.
o al ert — Conditions that require immediate correction.
e critical — Critical conditions, such as hard drive errors.
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— Error conditions that generally have less serious consequences than
errors in the emergency, alert, and critical levels.
e war ni ng— Conditions that warrant monitoring.
» noti ce— Conditions that are not errors but might warrant special handling.
« info— Events or nonerror conditions of interest.
e none— Messages are not generated for any condition.

Required Privilege Level

system
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< tacplus-server > (configuration/system)

Usage

<confi gurati on>
<systenmp
<t acpl us- server >
<addr ess>addr ess</ addr ess>
<secr et >secr et </ secret >
<sour ce- addr ess>sour ce- addr ess</ sour ce- addr ess>
</tacpl us- server>
</ system
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure TACACS + authentication.

To configure TACACS + for authentication, also include t acpl us in the aut henti cati on- order option for the system
statement.

For a user authenticated through TACACS + to be able to log into the C Series Controller, you must create either a
local profile or a remote profile to define common access privileges for all users authenticated via RADIUS or
TACACS + . For information about creating user profiles, see the system | ogi n user statement.

Contents

<addr ess>—(Multivalue) Address of TACACS + authentication server.

Value — IP address
Default— No value

<secr et >— Password to use with the RADIUS or TACACS + server. The secret password used by the C
Series Controller must match that used by the server.

Value —Secret text
Default— No value

<sour ce- addr ess>—(Optional) The address of this server used when connecting to the TACACS +
server.

Value —Text
Default— No value

Required Privilege Level

system
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Juniper Networks Database Configuration Tag
Elements

The following table summarizes the tag elements in the SRC XML API for the Juniper Networks Database. The table

lists the SRC CLI configuration statements that have corresponding SRC XML tag elements, and maps each statement
to its tag element. CLI commands are listed in alphabetical order.

CLI Configuration Statement | Configuration Tag Element

system ldap server < server>

system ldap server community | <community >

system ldap server security < security >
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< server > (configuration/system/ldap)

Usage

<confi gurati on>
<systenmp
<| dap>
<server >
<st and- al one/ >
<mexi mum entri es-returned>nmaxi mum entries-returned</ maxi mum entries-returned>
</ server>
</ | dap>
</ systenp
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Enable the Juniper Networks database to run in standalone mode. This database contains the SRC configuration
information.

Typically, you run the database in standalone mode only in testing environments. If you want to run the Juniper
Networks database in a community (or group) of databases, use the system | dap server community statement.

Enable the Juniper Networks database in either standalone or community mode; a Juniper Networks database can
run either standalone or in a community, but not both. If you do not enable the database, it will not run.

Contents

Database mode for the Juniper Networks database.
Value

e stand- al one— Standalone mode for the Juniper Networks database.

<mexi mum ent ri es- r et ur ned>—(Optional) If this limit is reached, the server returns any entries it has
located that match the search request, as well as an exceeded size limit error. When no limit is set, the
server will return every matching entry to the client regardless of the number found. To set a no limit
value whereby Directory Server will wait indefinitely for the search to complete, specify a value of -1
for this attribute.

Value —Integer in the range -1-2147483647
Default— 2000

Required Privilege Level

system
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< community > (configuration/system/ldap/server)

Usage

<confi gurati on>
<systenp
<| dap>
<server>
<conmuni ty>
<rol e>rol e- choi ce</rol e>
<pri mary- nei ghbor s>pri mary- nei ghbor s</ pri mary- nei ghbor s>
<primary-connection-type>primary-connection-type-choice</primary-connection-type>
<secondary- nei ghbor s>secondar y- nei ghbor s</ secondary - nei ghbor s>
<secondary- connecti on-type>secondary- connection-type-choi ce</ secondary- connection-type>
</ communi ty>
</ server>
</ | dap>
</ systenp
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Enable the Juniper Networks database to operate as part of a community (group) of other Juniper Networks
databases. The Juniper Networks database contains the SRC configuration information.

If you want to run the Juniper Networks database standalone, use the st and- al one option at the system | dap
server hierarchy level.

Enable the Juniper Networks database in either standalone or community mode; a Juniper Networks database can
run either standalone or in a community, but not both. If you do not enable the database, it will not run.

Contents

<r ol e>— Role of the database. The role determines the read and write access to the database.
Value

e primary— A database that provides read and write access to client applications. It
replicates its data and distributes changes to any Juniper Networks databases
configured as neighbors.

e secondary— A database that provides read access to client applications. If client
applications try to write data to this database, the database refers the client to a
primary database.

Default— No value

<pri mary- nei ghbor s>—(Optional) (Multivalue) A database that propagates changes that it receives to
other Juniper Networks databases configured as neighbors. A primary neighbor must be assigned a
primary role.

Value — Primary neighbor identified by one of the following:

o [P address; for example, 192.2.4.0
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¢ Hostname that the C Series Controller can resolve through the domain name
system; for example, myhostnamel
o Fully qualified hostname; for example, myhostnamel.mycompany.com

Default— No value

<pri mary- connection-t ype>—(Optional) Connection type to primary neighbors. The connection type
determines if replication is clear or secure.

Value

o cl ear — The data replication amongst all primary neigbors is done over LDAP.
e secure— The data replication amongst all primary neigbors is done over LDAPS.

Default— No value

<secondary- nei ghbor s>—(Optional) (Multivalue) A database that only receives database changes. A
secondary neighbor must be assigned a secondary role.

Value— Secondary neighbor identified by one of the following:

o [P address; for example, 192.2.4.0

« Hostname that the C Series Controller can resolve through the domain name
system; for example, myhostname1

¢ Fully qualified hostname; for example, myhostnamel.mycompany.com

Default— No value

<secondary- connect i on-t ype>—(Optional) Connection type to secondary neighbors. The connection
type determines if replication is clear or secure.

Value

¢ cl ear — The data replication amongst all secondary neigbors is done over LDAP.
e secure— The data replication amongst all secondary neigbors is done over
LDAPS.

Default— No value

Required Privilege Level

system
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< security > (configuration/system/ldap/server)

Usage

<confi gurati on>
<systenp
<| dap>
<server>
<security>
<enabl e/ >
<strict/>
</security>
</ server>
</ | dap>
</ systenm>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

You can secure connections to a Juniper Networks database by:

« Allowing only Secure Lightweight Directory Access Protocol (LDAPS) connections from remote systems.
o Allowing LDAP or LDAPS connections. In this case, remote SRC components can connect through LDAP or
LDAPS.

To allows access to the Juniper Networks database only through LDAP, use the del ete security command at the
system | dap server hierarchy level.

Contents

Secure connections to the Juniper Networks database.

Value

o enabl e— Use LDAP and LDAPS connections to Juniper Networks database.
e strict — Use LDAPS to secure remote connections to the Juniper Networks
database. Local SRC components have LDAP access to the database.

Required Privilege Level

system
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Service Activation Engine (SAE) Configuration Tag

Elements

The following table summarizes the tag elements in the SRC XML API for the Service Activation Engine (SAE). The
table lists the SRC CLI configuration statements that have corresponding SRC XML tag elements, and maps each

statement to its tag element. CLI commands are listed in alphabetical order.

CLI Configuration Statement

Configuration Tag
Element

shared auth-cache cached-dhcp-profile

< hed-dhcp-profile >

shared classification-script dhcp classifier

< classifier >

shared classification-script dhcp classifier dhcp-classifier rule

<rule>

shared classification-script dhcp classifier dhcp-classifier rule
condition

< condition >

shared classification-script dhcp classifier dhcp-classifier rule
script

< script>

shared classification-script interface classifier

< classifier >

shared classification-script interface classifier interface-

classifier rule script

. <rule>
classifier rule
shared classification-script interface classifier interface- < condition >
classifier rule condition
shared classification-script interface classifier interface- < seript >

shared classification-script subscriber classifier

< classifier >

shared classification-script subscriber classifier subscriber-
classifier rule

<rule>

shared classification-script subscriber classifier subscriber-
classifier rule condition

< condition>_

shared classification-script subscriber classifier subscriber-
classifier rule script

< script>

shared network application-manager-group

< application-manager-
group >

shared network device

< device >

shared network device interface-classifier rule

<rule>
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shared network device interface-classifier rule condition

< condition >

shared network device interface-classifier rule script

< script>

shared network device virtual-router

< virtual-router >

shared network policy-decision-point

< policy- ision-point >

shared sae configuration

< configuration >

shared sae configuration aggregate-services

< aggregate-services >

shared sae configuration driver

< driver >

shared sae configuration driver aaa

<dda>

shared sae configuration driver aaa session-store

< session-store >

shared sae configuration driver junos

<junos >

shared sae configuration driver junos configuration-checking

< configuration-

checking >
shared sae configuration driver junos Isp-tracking < Isp-tracking >
shared sae configuration driver junos security < rity >
shared sae configuration driver junos session-store < ion-store >
shared sae configuration driver junos-dmi < junos-dmi >

shared sae configuration driver junos-dmi session-store

< session-store >

shared sae configuration driver junos-ise

<junos-ise >

shared sae configuration driver junos-ise session-store

< session-store >

shared sae configuration driver junos-ptsp

<junos-ptsp >

shared sae configuration driver junos-ptsp session-store

< session-store >

shared sae configuration driver junose <junose >
shared sae configuration driver junose session-store < ion-store >
shared sae configuration driver pcmm <pcmm >

shared sae configuration driver pcmm cmts-specific-rks-plug-
ins

< cmts-specific-rks-plug-
ins >

shared sae configuration driver pcmm session-store

shared sae configuration driver scripts

shared sae configuration driver session-store

< session-store >
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driver simulated

<simulated >

shared sae configuration

driver simulated session-store

< session-store >

shared sae configuration

driver snmp

<snmp >

shared sae configuration

driver third-party

< third-party >

shared sae configuration

driver third-party session-store

< ion-store >

shared sae configuration

dynamic-radius-server

< dvnamic-radius-server >

shared sae configuration

external-interface-features

< external-interface-
features >

shared sae configuration
CommunityManager

external-interface-features

< CommunitvMan r>

shared sae configuration

external-interface-features EventAPI

< EventAPI >

shared sae configuration
JavaScriptProcessor

external-interface-features

<JavaScriptProcessor >

shared sae configuration
PythonScriptProcessor

external-interface-features

< PythonScriptProcessor >

shared sae configuration

external-interface-features SAEAccess

< SAEAccess >

shared sae configuration
SAEFeature

external-interface-features

< SAEFeature >

shared sae configuration
SAEFeature properties

external-interface-features

< properties >

shared sae configuration

file-accounting-template

< file-accounting-
template >

shared sae configuration

file-accounting-template attributes

< attributes >

shared sae configuration

global-radius-udp-port

< global-radius-udp-
port>

shared sae configuration

idle-timeout

<idle-timeout >

shared sae configuration

interim-accounting

< interim-accounting >

shared sae configuration

interim-session-job-manager

< interim-session-job-
manager >

shared sae configuration

ldap

<ldap >

shared sae configuration

ldap directory-eventing

< directory-eventing >
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shared sae configuration ldap persistent-login-cache

< persistent-login-cache >

shared sae configuration ldap policy-data

< policy-data >

shared sae configuration ldap service-data

<service-data>

shared sae configuration ldap subscriber-data

< subscriber-data >

shared sae configuration license-manager client

< client>

shared sae configuration license-manager directory-access

< directory-access >

shared sae configuration logger <logger >

shared sae configuration logger file < file >

shared sae configuration logger syslog < syslog >

shared sae configuration login-registration < login-registration >
. . . . . <nic-proxy-

shared sae configuration nic-proxy-configuration , ,

configuration >
shared sae configuration nic-proxy-configuration cache <cache>

shared sae configuration nic-proxy-configuration nic-host-
selection

< nic-host-selection >

shared sae configuration nic-proxy-configuration nic-host-
selection blacklisting

< blacklisting >

shared sae configuration nic-proxy-configuration resolution

< resolution >

shared sae configuration nic-proxy-configuration test-nic-
bindings

< test-nic-bindings >

shared sae configuration nic-proxy-configuration test-nic-
bindings key-values

<Kkey-values >

shared sae configuration plug-ins

< plug-ins >

shared sae configuration plug-ins event-publishers

< event-publishers >

shared sae configuration plug-ins event-publishers device-type-
authentication

< device-type-
authentication >

shared sae configuration plug-ins manager < manager >
shared sae configuration plug-ins name <name >

shared sae configuration plug-ins name acp-interface-listener

< acp-interface-listener >

shared sae configuration plug-ins name custom-radius-
accounting

< custom-radius-
accounting >
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shared sae configuration plug-ins name custom-radius-

. < peer-group >
accounting peer-group
shared sae configuration plug-ins name custom-radius- < m-radius-

authentication

authentication >

shared sae configuration plug-ins name custom-radius-
authentication peer-group

shared sae configuration plug-ins name ejb-adaptor

< ejb-adaptor >

shared sae configuration plug-ins name external

< external >

shared sae configuration plug-ins name file-accounting

< file-accounting >

shared sae configuration plug-ins name flex-radius-accounting

< flex-radius-
accounting >

shared sae configuration plug-ins name flex-radius-accounting
peer-group

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition

< radius-packet-

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition attributes

< attributes >

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition attributes-with-type

< attributes-with-type >

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition attributes-with-type type

< !¥|2Q>

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition vendor-specific

< vendor-specific >

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition vendor-specific attributes

< attributes >

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition vendor-specific type

<tvpe>

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition vendor-specific type attributes

< attri >

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition vendor-specific-26

< vendor-specific-26 >

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition vendor-specific-26 attributes

< attributes >

shared sae configuration plug-ins name flex-radius-accounting
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radius-packet-definition vendor-specific-26 type

< !¥[2Q>

shared sae configuration plug-ins name flex-radius-accounting
radius-packet-definition vendor-specific-26 type attributes

< attributes >

shared sae configuration plug-ins name flex-radius-
authentication

< flex-radius-
hentication >

shared sae configuration plug-ins name flex-radius-
authentication peer-group

< peer-group >

shared sae configuration plug-ins name flex-radius-
authentication radius-packet-definition

< radius-packet-
definition >

shared sae configuration plug-ins name flex-radius-
authentication radius-packet-definition attributes

< attributes >

shared sae configuration plug-ins name flex-radius-
authentication radius-packet-definition attributes-with-type

< attributes-with-type >

shared sae configuration plug-ins name flex-radius-
authentication radius-packet-definition attributes-with-type

type

<tvpe>

shared sae configuration plug-ins name flex-radius-
authentication radius-packet-definition vendor-specific

< vendor-specific >

shared sae configuration plug-ins name flex-radius-
authentication radius-packet-definition vendor-specific
attributes

< attributes >

shared sae configuration plug-ins name flex-radius-

<type>
authentication radius-packet-definition vendor-specific type
shared sae configuration plug-ins name flex-radius-
authentication radius-packet-definition vendor-specific type < attri >

attributes

shared sae configuration plug-ins name flex-radius-
authentication radius-packet-definition vendor-specific-26

shared sae configuration plug-ins name flex-radius-

authentication radius-packet-definition vendor-specific-26 < attri >
attributes

shared sae configuration plug-ins name flex-radius-

authentication radius-packet-definition vendor-specific-26 type

shared sae configuration plug-ins name flex-radius-

authentication radius-packet-definition vendor-specific-26 type | <attri >
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attributes

shared sae configuration plug-ins name interface-subscriber- < interface-subscriber-
limit limit>

shared sae configuration plug-ins name internal <internal >

shared sae configuration plug-ins name internal properties

<pr rties >

shared sae configuration plug-ins name jms-adaptor

<jms- r>

shared sae configuration plug-ins name ldap-authentication

<ldap-authentication >

shared sae configuration plug-ins name pcmm-rks < pcmm-rKks >
shared sae configuration plug-ins name pcmm-rks peer-group | <peer-group >

shared sae configuration plug-ins name qos-profile-tracking

< qos-profile-tracking >

shared sae configuration plug-ins name radius-accounting

< radius-accounting >

shared sae configuration plug-ins name radius-accounting
peer-group

shared sae configuration plug-ins name radius-authentication

shared sae configuration plug-ins name radius-authentication
peer-group

shared sae configuration plug-ins name schedule-authorization

< schedule-
authorization >

shared sae configuration plug-ins name ssr-reader

<ssr-reader >

shared sae configuration plug-ins name ssr-writer

< Sssr-writer >

shared sae configuration plug-ins name ssr-writer plugin-
attributes

< plugin-attributes >

shared sae configuration plug-ins state-synchronization

< state-synchronization >

shared sae configuration policy-management-configuration

< policy-management-

nfiguration >
. . . < radius-packet-
shared sae configuration radius-packet-template
template >
shared sae configuration radius-packet-template radius- < radi i -
attributes
shared sae configuration radius-packet-template radius- < attri -

attributes attributes

shared sae configuration radius-packet-template radius-
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attributes attributes-with-type

< attri -with- >

shared sae configuration radius-packet-template radius-
attributes attributes-with-type type

<tvpe>

shared sae configuration radius-packet-template radius-
attributes vendor-specific

< vendor-specific >

shared sae configuration radius-packet-template radius-
attributes vendor-specific attributes

< attributes >

shared sae configuration radius-packet-template radius-
attributes vendor-specific type

< !¥IQQ>

shared sae configuration radius-packet-template radius-
attributes vendor-specific type attributes

< attributes >

shared sae configuration radius-packet-template radius-
attributes vendor-specific-26

< vendor-specific-26 >

shared sae configuration radius-packet-template radius-
attributes vendor-specific-26 attributes

< attributes >

shared sae configuration radius-packet-template radius-
attributes vendor-specific-26 type

< !¥IQQ>

shared sae configuration radius-packet-template radius-
attributes vendor-specific-26 type attributes

< attributes >

shared sae configuration script-extension

< script-extension >

shared sae configuration service-activation

< service-activation >

shared sae configuration service-schedule

< service-schedule >

shared sae configuration session-job-manager

< session-job-manager >

shared sae configuration subscriber-sessions

< subscriber-sessions >

shared sae configuration time-based-policies <time- -policies >

shared sae configuration timeout-session-job-manager <im - ion-job-
manager >

shared sae dhcp-classifier rule <rule>

shared sae dhcp-classifier rule condition < condition >

shared sae dhcp-classifier rule script <script>

shared sae group <gr >

shared sae subscriber-classifier rule <rule>
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shared sae subscriber-classifier rule condition < condition >

shared sae subscriber-classifier rule script < script>

slot sae <sae>

slot sae initial < initial >

slot sae initial directory-connection < directory-connection >
slot sae initial directory-eventing < directory-eventing >
slot sae java-orb object-adapter < object- r>

slot sae radius < radius >
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< cached-dhcp-profile > (configuration/shared/auth-
cache)

Usage

<confi guration>
<shar ed>
<aut h- cache>
<cached- dhcp- profil e>
<nanme>nane</ name> <! -- identifier -->
<descri pti on>descri pti on</descri pti on>
<pool - name>pool - name</ pool - name>
<|ﬁ-addre$s>|p-addresssllp-address>
<dhcp- opti ons>dhcp- opti ons</ dhcp- opti ons>
<boot - server - nane>boot - server - nane</ boot - server - nane>
<boot - fil e- nanme>boot - fi | e- nane</ boot -fil e- name>
<virtual -router>virtual -router</virtual -router>
<l ocal -interface>l ocal -interface</local -interface>
<l ease-tine>l ease-tinme</| ease-tinme>
<user - nane>user - nane</ user - nane>
<servi ce- bundl e>servi ce- bundl e</ servi ce- bundl e>
<radi us- cl ass>radi us-cl ass</radi us-cl ass>
</ cached- dhcp-profil e>
</ aut h- cache>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a cached DHCP profile.
Contents

<nanme>— Name of a cached DHCP profile.

Value — String

<descri pti on>—(Optional) Description of the DHCP client device.

Value — String
Default— No value

<pool - name>—(Optional) Name of the IP address pool on the JUNOSe router from which a DHCP
address is selected.

Value — String
Default— No value

<i p- addr ess>—(Optional) Fixed IP address that is offered to the DHCP client if the client is part of a
network in the configured DHCP pool.

Value — IP address
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Default— No value

<dhcp- opt i ons>—(Optional) Defines DHCP options that are used to configure DHCP clients.
Value — Define DHCP options in the format: option = value [,value...].

where option is the DHCP option name or number (see the customer documentation for
a list of supported DHCP options) and values are entered based on the type of option:

e int32, int16, int8—Decimal or hex prefixed by 0x

o string—Optionally surrounded by double quotes

¢ ip-address—Dotted decimal

o data-string—Sequence of hex-encoded bytes separated by a : (colon) or a string
surrounded by double quotes

Separate multiple options by line breaks.

Value is a string containing one or more options defined as 'name = value'. Multiple
options are separated by line breaks.

To include nonstandard options in a DHCP profile, use the name option-nnn, where nnn
is the option number, and the value is of type data-string; that is, either a string
surrounded in double quotes, or a sequence of hex-encoded bytes, separated by a colon

©).

Default— No value

<boot - ser ver - nane>—(Optional) Name of the server used to boot the DHCP client.

Value— String, length < 64
Default— No value

<boot - fi | e- name>—(Optional) Name of a boot file used to boot the DHCP client.

Value — String, length < 128
Default— No value

<vi rtual - rout er >—(Optional) Name of the virtual router that holds the IP address pool.

Value — Name of the virtual router in the format vrname@hostname. An * (asterisk)
means that the values for the virtual router are ignored when the cached profile is used.
Use an * if you do not know the virtual router to which the subscriber will connect.
Default— No value

<l ocal - i nt er f ace>—(Optional) Name of the JUNOSe router interface that will receive the DHCP client
device's request for an IP address.
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Value — Name of the virtual router in the format vrname@hostname. An * (asterisk)
means that the values for local interface are ignored when the cached profile is used.
Use an * if you do not know the interface to which the subscriber will connect or if you
want to allow the subscriber to connect through multiple interfaces.

Default— No value

<l ease-ti me>—(Optional) Length of time the supplied IP address is valid. This parameter is not
currently implemented on the JUNOSe router. The DHCP lease time that the SAE sends to the JUNOSe
router is ignored.

Value — Number of seconds
Default— No value

<user - name>—(Optional) Username of the DHCP subscriber without the domain name.

Value — String that specifies the information to the left of the @ character in
userName@domainName.
Default— No value

<servi ce- bundl e>—(Optional) Vendor-specific RADIUS attribute that specifies the SRC service bundle
to use.

Value — String
Default— No value

<r adi us- cl ass>—(Optional) RADIUS attribute class.

Value — String
Default— No value

Required Privilege Level

system
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< classifier > (configuration/shared/classification-
script/dhcp)

Usage

<confi guration>
<shared> ] ]
<cl assification-script>
<dhcp>
<cl assifier>
<name>nanme</ nane> <!-- jdentifier -->
<descri ption>descri pti on</descri pti on>
</classifier>
</ dhcp>
</classification-script>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a subscriber classifier. For more information about subscriber classifiers, see the SRC PE Subscribers and
Subscription Guide.

Contents

<name>— Name of the classification script

Value — Text

<descri pti on>—(Optional) Description of the classification script.

Value — Text
Default— No value

Required Privilege Level

system
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<rule > (configuration/shared/classification-
script/dhcp/classifier/dhcp-classifier)

Usage

<confi guration>
<shared> ] ]
<cl assification-script>
< th>
<cl assifier>
<dhcp-cl assi fier>
<rul e>
<nanme>nane</ name> <!-- jidentifier -->
<target >target</target>
</rul e>
</ dhcp-cl assifier>
</classifier>
</ dhcp>
</cl assification-script>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Specify a script for a rule in a classification script. Classification scripts are organized into rules. Each rule has a
target and one or more match conditions.

Contents

<nanme>— Rule in a classification script

Value —Text

<t ar get >—(Optional) Result of the classification script that is returned to the SAE.
Value — The result depends on the type of classification script:

o Subscriber classification script-An LDAP query that uniquely identifies a
subscriber entry in the directory.
o DHCP classification script-DHCP profile.

Default— Not applicable

Required Privilege Level

system
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< condition > (configuration/shared/classification-
script/dhcp/classifier/dhcp-classifiet/rule)

Usage

<confi guration>
<shared> ] ]
<cl assification-script>
< th>
<cl assifier>
<dhcp-cl assi fier>
<rule>
<condi tion>
<nane>nane</name> <! -- identifier -->
</ condi tion>
</rule>
</ dhcp-classifier>
</classifier>
</ dhcp>
</classification-script>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Configure match conditions used to find a target. You can configure multiple conditions for each classifier rule.
Contents
<name>— Match conditions used to find a target. For information about configuring match conditions,

see Classifying Interfaces and Subscribers with the SRC CLI in SRC PE Subscribers and Subscriptions
Guide.

Value —Text

Required Privilege Level

system
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< script > (configuration/shared/classification-
script/dhcp/classifier/dhcp-classifiet/rule)

Usage

<confi guration>
<shared> ] ]
<cl assification-script>
< th>
<cl assifier>
<dhcp-cl assi fier>
<rul e>
<script>
<scri pt - val ue>scri pt - val ue</ scri pt - val ue>
</script>
</rule>
</ dhcp-classifier>
</classifier>
</ dhcp>
</classification-script>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure a classification script rule to use a script target.

Contents
<scri pt - val ue>—(Optional) Script target. The content of the script rule is interpreted when the
classifier is initially loaded. The script rule can contain definitions of custom functions, which can be
called during the matching process. Because you can insert arbitrary code into a script, you can use

classification scripts to perform arbitrary tasks. Because script targets use asterisks, you cannot use
asterisks in other types of targets.

Value — Script enclosed in quotation marks
Default— No value

Required Privilege Level

system
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< classifier > (configuration/shared/classification-
script/interface)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<interface>
<cl assifier>
<nane>nane</ nanme> <!-- identifier -->
<descri ption>descri pti on</descri pti on>
</classifier>
</interface>
</cl assification-script>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure an interface classifier. For more information about subscriber classifiers, see the SRC PE Subscribers and
Subscription Guide.

Contents

<name>— Name of the classification script

Value — Text

<descri pti on>—(Optional) Description of the classification script.

Value — Text
Default— No value

Required Privilege Level

system
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<rule > (configuration/shared/classification-
script/interface/classifier/interface-classifier)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<interface>
<classifier>
<interface-classifier>
<rul e>
<nanme>nane</ nane> <! -- identifier -->
<target >target</target>
</rul e>
</interface-classifier>
</classifier>
</interface>
</cl assification-script>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure an interface classification rule
Contents

<nane>— Name of the rule in the interface classification script

Value — Text

<t ar get >—(Optional) Result of the classification script that gets returned to the SAE.

Value — Path to a policy group. For example, /[sample/junose/DHCP.
Default— No value

Required Privilege Level

system
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< condition > (configuration/shared/classification-
script/interface/classifier/interface-classifier/rule)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<interface>
<classifier>
<interface-classifier>
<rule>
<condi ti on>
<nanme>nane</ name> <! -- identifier -->
</condi tion>
</rul e>
</interface-classifier>
</classifier>
</interface>
</cl assification-script>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Configure match conditions used to find a target. You can configure multiple conditions for each classifier rule.
Contents
<name>— Match conditions used to find a target. For more information about configuring match

conditions, see Classifying Interfaces and Subscribers with the SRC CLI in SRC PE Subscribers and
Subscriptions Guide.

Value —Text

Required Privilege Level

system
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< script > (configuration/shared/classification-
script/interface/classifier/interface-classifier/rule)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<interface>
<cl assifier>
<interface-classifier>
<rul e>
<scri pt>
<scri pt - val ue>scri pt - val ue</ scri pt - val ue>
</script>
</rul e>
</interface-classifier>
</classifier>
</interface>
</cl assification-script>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure a classification script rule to use a script target.

Contents
<scri pt - val ue>—(Optional) Script target. A script that can contain definitions of custom functions
that can be called during the matching process. The complete content of the script is interpreted when

the classifier is initially loaded. Because you can insert code into a script target, you can use the
classification script to perform various tasks.

Value — Script enclosed in quotation marks.
Default— No value

Required Privilege Level

system
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< classifier > (configuration/shared/classification-
script/subscriber)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<subscri ber >
<cl assifier>
<nane>nane</ nanme> <!-- identifier -->
<descri ption>descri pti on</descri pti on>
</classifier>
</ subscri ber >
</cl assification-script>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a subscriber classifier. For more information about subscriber classifiers, see the SRC PE Subscribers and
Subscription Guide.

Contents

<name>— Name of the classification script

Value — Text

<descri pti on>—(Optional) Description of the classification script.

Value — Text
Default— No value

Required Privilege Level

system
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<rule > (configuration/shared/classification-
script/subscriber/classifier/subscriber-classifier)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<subscri ber >
<classifier>
<subscri ber-cl assifier>
<rul e>
<nanme>nane</ nane> <! -- identifier -->
<target >target</target>
</rul e>
</ subscri ber -cl assifier>
</classifier>
</ subscri ber >
</cl assification-script>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Specify a script for a rule in a classification script. Classification scripts are organized into rules. Each rule has a
target and one or more match conditions.

Contents

<nanme>— Rule in a classification script

Value —Text

<t ar get >—(Optional) Result of the classification script that is returned to the SAE.
Value — The result depends on the type of classification script:

o Subscriber classification script-An LDAP query that uniquely identifies a
subscriber entry in the directory.
o DHCP classification script-DHCP profile.

Default— Not applicable

Required Privilege Level

system
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< condition > (configuration/shared/classification-
script/subscriber/classifier/subscriber-classifier/rule)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<subscri ber >
<classifier>
<subscri ber-cl assifier>
<rule>
<condi ti on>
<nanme>nane</ name> <! -- identifier -->
</condi tion>
</rul e>
</ subscriber-classifier>
</classifier>
</ subscri ber >
</cl assification-script>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Configure match conditions used to find a target. You can configure multiple conditions for each classifier rule.
Contents
<name>— Match conditions used to find a target. For information about configuring match conditions,

see Classifying Interfaces and Subscribers with the SRC CLI in SRC PE Subscribers and Subscriptions
Guide.

Value —Text

Required Privilege Level

system
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< script > (configuration/shared/classification-
script/subscriber/classifier/subscriber-classifier/rule)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<subscri ber >
<cl assifier>
<subscri ber-cl assifier>
<rul e>
<scri pt>
<scri pt - val ue>scri pt - val ue</ scri pt - val ue>
</script>
</rul e>
</ subscri ber -cl assifier>
</classifier>
</ subscri ber>
</cl assification-script>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure a classification script rule to use a script target.

Contents
<scri pt - val ue>—(Optional) Script target. The content of the script rule is interpreted when the
classifier is initially loaded. The script rule can contain definitions of custom functions, which can be
called during the matching process. Because you can insert arbitrary code into a script, you can use

classification scripts to perform arbitrary tasks. Because script targets use asterisks, you cannot use
asterisks in other types of targets.

Value — Script enclosed in quotation marks
Default— No value

Required Privilege Level

system
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< application-manager-group >
(configuration/shared/network)

Usage

<confi guration>
<shar ed>
<net wor k>
<appl i cati on- nenager - gr oup>
<name>nanme</ nane> <!-- identifier -->
<descri pti on>descri pti on</descri pti on>
<appl i cati on- manager - i d>appl i cati on- manager - i d</ appl i cati on- manager -i d>
<connect ed- sae>connect ed- sae</ connect ed- sae>
<Pdp-group>pdp-group</pdp-group>
<l ocal - addr ess- pool s>l ocal - addr ess- pool s</| ocal - addr ess- pool s>
<menagi ng- sae- i or >managi ng- sae- i or </ managi ng- sae- i or >
</ appl i cati on- manager - gr oup>
</ net wor k>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure application managers for the Juniper policy server (JPS).
Contents

<nanme>— Name of application manager group.

Value — Text string

<descri pti on>—(Optional) Information about the SAE community.

Value— Text string
Default— No value

<appl i cat i on- manager - i d>— Unique identifier within the domain of the service provider for the

application manager that handles the service session; used to specify the application manager
identifier (AMID) that is included in all messages sent to and from the policy server.

This option is required. The SAE constructs the AMID value by concatenating two fields: Application

Manager Tag (this option) and Application Type (this value is obtained from a service during
activation).

Value — 2-byte unsigned integer
Default— No value

<connect ed- sae>—(Multivalue) SAEs that are connected to the specified policy server group (PDP

Group). This list becomes the community of SAEs.
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This option is required. When you modify a community, wait for passive session stores of the new
community members to be updated before you shut down the current active SAE. Otherwise, a failover
from the current active SAE to the new member is triggered immediately, and the new member's
session store may not have received all data from the active SAE's session store.

Value — IP address or hostname
Default— No value

<pdp- gr oup>— Name of the policy server group associated with this SAE community.

Value — Text string
Default— No value

<l ocal - addr ess- pool s>—(Optional) (Multivalue) List of IP address pools that this PDP group currently
manages and stores. You must configure a local address pool if you are using the NIC so that the NIC
can resolve the IP-to-SAE mapping.

Value— An address pool is specified by a sequence of zero or more address sets
enclosed in parentheses (). An address set can be either a range of addresses or a
subnetwork with or without address exclusions.

o Specify a range by entering a start and end address separated by a space and
enclosed in square brackets. For example, [10.10.10.5 10.10.10.250] denotes the
address set 10.10.10.5 to 10.10.10.250 inclusive.

o Specify a subnet with optional address exclusions in curly brackets. You must
include a base address and a mask or prefix length separated by a forward slash.
To exclude addresses, follow the forward slash with a comma and a comma-
separated list of excluded addresses. For example:

o {10.20.20.0/24} denotes all addresses that start with 10.20.20

o {10.21.0.0/255.255.0.0} denotes all addresses that start with 10.21

o {10.20.30.0/24,10.20.30.0,10.20.30.255} denotes all addresses that start
with 10.20.30 except 10.20.30.0 and 10.20.30.255

Default— No value

<managi ng- sae- i or >—(Optional) Common Object Request Broker Architecture (CORBA) reference for
the SAE managing this policy server group. The amlorPublisher script provides this information when
the SAE connects to the policy server. If you do not select this script when configuring initialization
scripts, enter a value.

Value — One of the following items:

e The actual CORBA reference for the SAE
» The absolute path to the interoperable object reference (IOR) file
e A corbaloc URL in the form corbaloc:: < host > :8801/SAE

o <host>—Name or IP address of the SAE host

The following examples show different CORBA references.
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e Absolute path—/opt/UMC/saelvar/run/sae.ior
e corbaloc URL—boston:8801/sae
e Actual IOR—IOR:000000000000002438444C3A736D67742E6A756E697...

Default— No value

Required Privilege Level

system
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< device > (configuration/shared/network)

Usage

<confi guration>
<shar ed>
<net wor k>
<devi ce>
<nane>nane</nanme> <! -- identifier -->
<descri pti on>descri pti on</descri pti on>
<managenent - addr ess>nmanagenent - addr ess</ managenent - addr ess>
<devi ce-type>devi ce-type- choi ce</ devi ce-type>
<ori gi n- host>ori gi n- host </ ori gi n- host >
<qos- profil e>qos-profil e</qos-profil e>
<peer s>peer s</ peer s>
<accounting- per - attachnent/>
</ devi ce>
</ net wor k>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a device that the SAE manages.
Contents

<nanme>— Name of the router or other device that the SAE manages.

Value — Text; must use lowercase characters

<descri pti on>—(Optional) Description of the device that the SAE manages.

Value — Text
Default— No value

<managenent - addr ess>—(Optional) IP address of the device. For networks with JUNOSe routers, the
redirect component in redundant mode uses this address to send SNMP set messages to set a static
route to the new redirect server after a failover.

Value— IP address
Default— No value

<devi ce- t ype>— Type of device that you are configuring.

Value

j unose— JUNOSe router

j unos- i se— Intelligent service edge

j unos- pt sp— Packet trigger subscriber policy
j unos — JUNOS routing platform
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e pcmm— CMTS device
e third-party— Third-party device
e junos-dm — JUNOS routing platform through JUNOS Space

Default— No value

<ori gi n- host >—(Optional) Devices managed through Diameter are identified through their origin
host. If the origin-host is not specified, it defaults to the device name.

Value —Text

<qos- prof i | e>—(Optional) (Multivalue) For JUNOSe routers, specifies quality of service (QoS) profiles
that are configured on the router.

Value — Single QoS profile or a list of QoS profiles
Default— No value

<peer s>—(Optional) (Multivalue) Peers.

Value —Text

<account i ng- per - at t achnent >—(Optional) This flag is used for JUNOSe devices only.If the attribute
accounting-per-attachment is set then attachment accounting will be calculated . If the attribute no-
accounting-per-attachment is set then attachment accounting will be always set to false. If both the
attributes accounting-per-attachment and no-accounting-per-attachment are not set then attachment
accounting will be always set to true.

Required Privilege Level

system
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<rule >
(configuration/shared/network/device/interface-
classifier)

Usage

<confi guration>
<shar ed>
<net wor k>
<devi ce>
<interface-classifier>
<rul e>
<nanme>name</ name> <!-- identifier -->
<t arget >t arget</target>
</rul e>
</interface-classifier>
</ devi ce>
</ net wor k>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure an interface classification rule.
Contents

<nanme>— Name of the rule in the interface classification script.

Value — Text

<t ar get >—(Optional) Result of the classification script that gets returned to the SAE.

Value — Path to a policy group. For example, /[sample/junose/DHCP.
Default— No value

Required Privilege Level

system
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< condition >
(configuration/shared/network/device/interface-
classifier/rule)

Usage
<confi guration>
<shar ed>
<net wor k>
<devi ce>
<interface-classifier>
<rul e>
<condi ti on>
<nane>nanme</ nanme> <!-- identifier -->
</condi ti on>
</rul e>
</interface-classifier>
</ devi ce>
</ net wor k>

</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Configure match conditions used to find a target. You can configure multiple conditions for each classifier rule.
Contents
<name>— Match conditions used to find a target. For more information about configuring match

conditions, see Classifying Interfaces and Subscribers with the SRC CLI in SRC PE Subscribers and
Subscriptions Guide.

Value —Text

Required Privilege Level

system
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< script >
(configuration/shared/network/device/interface-
classifier/rule)

Usage

<confi guration>
<shar ed>
<net wor k>
<devi ce>
<interface-classifier>
<rul e>
<script> i )
<scri pt - val ue>scri pt - val ue</ scri pt - val ue>
<i ncl ude>i ncl ude</ i ncl ude>
</script>
</rul e>
</interface-classifier>
</ devi ce>
</ net wor k>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure an interface classifier for a network device. For more information about interface classifiers, see the SRC
PE Subscribers and Subscriptions Guide.

Contents

<scri pt - val ue>—(Optional) Script target. A script that can contain definitions of custom functions
that can be called during the matching process. The complete content of the script is interpreted when
the classifier is initially loaded. Because you can insert code into a script target, you can use the
classification script to perform various tasks.

Value — Script enclosed in quotation marks.
Default— No value

<i ncl ude>—(Optional) Name of an existing script to include in the script you are configuring.

Value — script-name
Default— No value

Required Privilege Level

system
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< virtual-router >
(configuration/shared/network/device)

Usage
<confi guration>
<shar ed>
<net wor k>
<devi ce>
<virtual -router>
<name>nane</ nane> <! -- identifier -->

<sae- connecti on>sae- connecti on</ sae- connecti on> ]
<snnp-read- communi t y>snnp-r ead- conmmuni t y</ snnp-r ead- conmuni ty>
<snnp-wite-community>snnmp-wite-comunity</snnp-wite-comunity>
<scope>scope</ scope>
<l ocal - addr ess- pool s>l ocal - addr ess- pool s</| ocal - addr ess- pool s>
<static-address-pool s>static-address- pool s</static-address-pool s>
<track|ng-ﬁlug-|n>track|ng-plug-|n</track|ng-plug-|n>
<user - tracki ng- pl ug- i n>user - tracki ng- pl ug-i n</ user - t racki ng- pl ug-i n>
<aut henti cati on- pl ug-i n>aut henti cation- plug-in</authentication-plug-in>
<vpn-id>vpn-id- choi ce</vpn-id>
<dual - st ack- del ay>dual - st ack- del ay</ dual - st ack- del ay>
</virtual -router>
</ devi ce>
</ net wor k>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a virtual router object.

Contents

<nane>— Name of the virtual router.
Value — One of the following:

« For JUNOSe routers, the name of the VR, which is case sensitive, must exactly
match the name of the VR configured on the router.

o For JUNOS routing platforms, CMTS devices, and other third-party devices, use
the name default

<sae- connect i on>—(Optional) (Multivalue) IP addresses of the SAEs that can manage this device. This
option is required for the SAE to work with the router.

To specify the active SAE and the standby SAE, enter an exclamation point (!) after the hostname or IP
address of the SAEs.

Value — IP address or a list of IP addresses

Specify the active SAE and the redundant SAE by entering an exclamation point (!) after
the hostname or IP address of the connected SAEs. For example: 10.3.219.10!
10.3.219.20!
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Default— No value

<snnp-r ead- comuni t y>—(Optional) SNMP community name associated with SNMP read-only
operations for this virtual router. Read operations are typically used by router initialization scripts to
read information, such as IP address pools, from the router.

Value— Text
Default— No value

<snnp-w it e- comuni t y>—(Optional) SNMP community name associated with SNMP write operations
for this virtual router. The write community is used only by the redirect server to set a static route.

Value — Text
Default— No value

<scope>—(Optional) (Multivalue) The virtual router can be associated with a number of service scopes.
The scopes are available for subscribers connected to this virtual router for selecting customized
versions of services.

Value — Text
Default— No value

<l ocal - addr ess- pool s>—(Optional) For JUNOSe virtual routers, address of local address pools on the
JUNOSe virtual router.

« If you do not configure the PoolPublisher router initialization script for a JUNOSe router,
configure this option for a JUNOSe virtual router.

« If you do configure the PoolPublisher router initialization script for a JUNOSe router, configure
this option if pool data needs to be updated. This data needs to be updated if you change the
address pools on a virtual router that is actively being managed by SAE. The reason is that the
initialization script is triggered only when the COPS connection is started.

For CMTS devices, you must configure either a local address pool or a static address pool so that the
NIC can resolve the IP-to-SAE mapping.

Value— An address pool is specified by a sequence of zero or more address sets
enclosed in parentheses (). An address set can be either a range of addresses or a
subnetwork with or without address exclusions.

o Specify a range by entering a start and end address separated by a space and
enclosed in square brackets. For example, [10.10.10.5 10.10.10.250] denotes the
address set 10.10.10.5 to 10.10.10.250 inclusive.

« Specify a subnet with optional address exclusions in curly brackets. You must
include a base address and a mask or prefix length separated by a forward slash.
To exclude addresses, follow the forward slash with a comma and a comma-
separated list of excluded addresses. For example:
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o {10.20.20.0/24} denotes all addresses that start with 10.20.20

o {10.21.0.0/255.255.0.0} denotes all addresses that start with 10.21

o {10.20.30.0/24,10.20.30.0,10.20.30.255} denotes all addresses that start
with 10.20.30 except 10.20.30.0 and 10.20.30.255

Default— No value

<static- address- pool s>—(Optional) IP address pools that a JUNOSe virtual router manages but does
not store on the router because the router is not managing the allocation of these addresses. For CMTS
devices, you must configure either a local address pool or a static address pool so that the NIC can
resolve the IP-to-SAE mapping.

Value —
Default— No value

<t racki ng- pl ug- i n>—(Optional) (Multivalue) List of plug-ins that are notified of interface events for
this virtual router.

Value — Single tracking plug-in or a list of tracking plug-ins
Default— No value

<user - tracki ng- pl ug-i n>—(Optional) (Multivalue) Single tracking plug-in or a list of tracking plug-
ins used to track subscriber sessions associated with this virtual router.

Value — Single tracking plug-in or a list of tracking plug-ins
Default— No value

<aut henti cati on- pl ug- i n>—(Optional) (Multivalue) List of plug-ins that are notified of interface
events for this virtual router.

Value — Single authentication plug-in or a list of authentication plug-ins
Default— No value

<vpn- i d>—(Optional) If the VPN identifier is set to "VRF", then the VRF name reported by the device
is used as the VPN identifier for subscriber sessions. Otherwise the VPN identifier is used as
configured.

Value

e VRF—Use the VRF name reported by the device.

<dual - st ack- del ay>—(Optional) If configured SAE will wait after receiving a REQ for a new interface
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before sending the interface plug-in event and attempting to login a UserSession.
NOTE: configuring this attribute to a value different than 0 will lower the login rate for single-stack
interfaces.

Value —Integer in the range 0-10000 ms
Default— 0

Required Privilege Level

system
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< policy-decision-point >
(configuration/shared/network)

Usage
<confi guration>
<shar ed>
<net wor k> o ]
<pol i cy- deci si on- poi nt >
<nane>pane</name> <! -- identifier -->

<descri pti on>descri pti on</descri pti on>
<pdp- addr ess>pdp- addr ess</ pdp- addr ess>
<pdp- gr oup>pdp- gr oup</ pdp- gr oup>
</ poI i cy-deci si on- poi nt
</ net wor k>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configures the policy server as a policy decision point.
Contents

<nane>— Name of policy decision point.

Value — Text string

<descri pti on>—(Optional) Information about this policy server.

Value — Text string
Default— No value

<pdp- addr ess>— IP address of the policy server. The SAE uses this address to establish a COPS
connection with the policy server.

Value— IP address
Default— No value

<pdp- gr oup>— Name of the policy server group.

Value — Text string
Default— No value

Required Privilege Level
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system
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< configuration > (configuration/shared/sae)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<persi stent-|ogin-cache-renove-stal e/ > ) ) ] ]
<substitution-num engi nes>substi tution-num engi nes</substitution- num engi nes>
<substitution-cache-size>substitution-cache-size</substitution-cache-size>
<conpr ess- sessi on- dat a/ >
<session-id-ol d-format/>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Contents

<persi stent-1o0gin-cache-renove-stal e>—

Default—true

<substi tution- num engi nes>—(Optional) Number of Substitution Engines

Value—Integer in the range -2147483648-2147483647
Default—16

<substitution-cache- si ze>—(Optional) Substitution Engine Cache Size

Value —Integer in the range -2147483648-2147483647
Default—5000

<conpr ess- sessi on- dat a>—(Optional) Enable or disable compression of the serialized data when
saving the state of the SAE. You can use serialized data compression to reduce the size of sessions
objects that the SAE sends across the network for the session store feature.

Enabling this option reduces the size of objects, but increases the CPU load on the SAE. We
recommend that you do not enable this option because of the increase to the CPU load.

Default— Disabled

<sessi on-i d- ol d- f or mat >—(Optional) Revert to the old style of generating the user session
accounting id.

Enabling this attribute will cause the generated user session id to not be suitable for use as a device
session id in the session database. We recommend that you do not enable this option because of
session database incompatibily

Default— false
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Required Privilege Level

system
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< aggregate-services >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration>
<aggregat e- servi ces>
<keepal i ve-ti ne>keepal i ve-ti me</ keepal i ve-ti ne> ] ]
<keepal i ve-retry-time>keepal ive-retry-time</keepalive-retry-tinme> ] ) )
<act|vation-deactivation-tinme>activation-deactivation-time</activation-deactivation-tine>
) <failed-notification-retry-time>failed-notification-retry-time</failed-notification-
retry-tim>
o ~ <reactivation-verification-tinme>reactivation-verification-tine</reactivation-
verification-time> .
</aggregate-serV|ces>
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure timers and intervals associated with monitoring and activating aggregate sessions.
Contents

<keepal i ve- t i me>— Interval at which keepalive messages are sent from an aggregate service session
and an associated fragment service session.

Value — Number of seconds in the range 1-2147483647
Default— 86400

<keepal i ve-retry-time>— Time to wait before resending unacknowledged keepalive messages.

Value— Number of seconds in the range 1-2147483647
Default— 900

<activation- deactivation-tinme>— Time to wait before retrying failed activation or deactivation of
the fragment service session.

Value— Number of seconds in the range 1-2147483647
Default— 900

<failed-notification-retry-tinme>— Length of time to continue sending failure notifications if an
aggregate service cannot reach a fragment service, or a fragment service cannot reach an aggregate
service during shutdown of the aggregate service.
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Value— Number of seconds in the range 1-2147483647
Default— 86400

<reactivation-verification-tinme>— Maximum time (in seconds) to verify fragment reactivation

Value —Integer in the range -2147483648-2147483647
Default—30

Required Privilege Level

system
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< driver > (configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver> ] ) ) ) ] )
d <unaut henti cat ed- subscri ber - dn>unaut hent i cat ed- subscri ber - dn</ unaut henti cat ed- subscri ber -
n>
<virtual - portal - address>virtual - portal - address</virtual - portal - address>
<mac- cache- expiration>nac- cache- expiration</mac-cache-expiration>
</driver>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Contents

<unaut hent i cat ed- subscri ber - dn>— Transitional profile for subscribers who are not logged in to the
SAE. For example, if a subscriber logs out of the SAE using the API method Subscriber.logout(), an
unauthenticated subscriber session is created. The unauthenticated subscriber profile must exist and
can be subscribed to services available for unauthenticated subscribers. The portal implementation
determines whether unauthenticated (anonymous) subscribers can access the portal.

Value— <DN>. You can use the special value <base > to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— uniquelD = unauthenticated,ou = local,retailerName = default,o = Users, < base >

<vi rtual - portal - addr ess>—(Optional) IP address that policies use as a substitution to send traffic to
a captive portal.

Value — IP address
Default— No value

<mac- cache- expi rati on>— Amount of time that a subscriber profile remains in the SAE's in-memory
cache. Configure this parameter to be greater than the time required for a DHCP subscriber to
transition from an unauthenticated IP address to an authenticated IP address or vice versa. The time
required for a DHCP subscriber to transition from one IP address to another depends on the lease
times configured on the JUNOSe router and the instructions given to the subscriber on the Web portal,
such as reboot your PC now.

Value — Number of seconds in the range 0-2147483647
Default— 1800

Required Privilege Level

system

155



SRC 4.5.x XML API Configuration Reference

<aaa>
(configuration/shared/sae/configuration/driver)

Usage
<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<aaa> ) ) ]
<sae- communi t y- nanager >sae- conmuni t y- manager </ sae- conmuni t y- manager >
<transi ent - sessi on-ti meout >transi ent - session-timeout</transient-session-tinmeout>
<mex- updat e- i nt er val >max- updat e- i nt er val </ max- updat e- i nt erval >
<updat e- gr ace- peri od>updat e- gr ace- peri od</ updat e- gr ace- peri od>
<resume- unr ecover ed/ > ] ] ) ]
<keep-alive-tineout>keep-alive-timeout</keep-alive-timeout> )
<registry-retry-interval >registry-retry-interval </registry-retry-interval >
<reply-tineout>reply-tineout</reply-tinmeout>
<sequenti al - message-ti meout >sequenti al - message- ti meout </ sequenti al - message- ti meout >
<t hread- pool - si ze>t hr ead- pool - si ze</t hr ead- pool - si ze>
<thread-1dle-tinmeout>thread-idle-tinmeout</thread-idle-tineout>
</ aaa>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 3.0.0
Description

Configure the SAE to manage AAA NAS groups.
Contents

<sae- conmuni t y- manager >— Name of the community manager that manages AAA NAS group
communities. Active SAEs are selected from this community.

Value— Community name
Default— AAACommunityManager

<transi ent - sessi on- ti meout >—(Optional) Time to wait before expiring a temporary session.

Value — Number of seconds
Default— 90

<max- updat e- i nt er val >—(Optional) Maximum interval of interim updates for user sessions.

Value — Number of seconds
Default— 3600

<updat e- gr ace- peri od>—(Optional) Grace period to expect an interim update for a user session.
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Value — Number of seconds
Default— 900

<r esune- unr ecover ed>—(Optional) Specifies whether a user session that has failed to recover from a
failover should be resumed.

Value — true or false
Default— true

<keep-al i ve- ti meout >—(Optional) Time to wait before expiring the registry to a Diameter server.

Value — Number of seconds
Default— 60

<registry-retry-interval >—(Optional) Time to wait before retrying a failed registry to a Diameter
server.

Value — Number of seconds
Default— 30

<repl y- ti meout >—(Optional) Time to wait before expiring a request sent to a Diameter server.

Value — Number of seconds
Default— 25

<sequent i al - nessage- t i meout >—(Optional) Time to wait before expiring an expected message.

Value — Number of seconds
Default— 20

<t hr ead- pool - si ze>—(Optional) Number of working threads that process requests.

Value— Thread pool size
Default— 50

<thread-idl e- ti meout >—(Optional) Time to wait before stopping working threads after they become
idle.

Value — Number of seconds
Default— 60

Required Privilege Level
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system
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< session-store >
(configuration/shared/sae/configuration/driver/aaa)

Usage
<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<aaa>
<sessi on-store> ) )
<maxi mum queue- age>naxi num queue- age</ maxi mum queue- age> )
<maxi mum queued- oper at i ons>maxi mum queued- oper at i ons</ maxi num- queued- oper at i ons>
<maxi mum queue- si ze>maXi muM- queue- si ze</ maxi num queue- si ze>
<maxi mum fil e-size>maxi mum-fil e-size</ maxi mumfile-size>
<m ni mum di sk- space- usage>m ni nrum di sk- space- usage</ m ni rum di sk- space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi Mum sessi on- si ze>maxi UM sessi on- si ze</ maxi num sessi on- si ze>
<di sk- | oad- buf fer-size>di sk-1 oad- buffer-size</di sk-1oad-buffer-size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >etry-interval</retry-interval >
<conmmuni cati ons-ti neout >comuni cati ons-ti neout </ conmruni cati ons-ti neout >
<l oad- ti meout >l oad- ti meout </ | oad- ti meout >
<idle-tinmeout>idle-tineout</idle-tineout> ) )
<maxi mum backl| og- r at i o>maxi num backl og-rat i o</ maxi num- backl og-rati o>
<mi ni mum backl og>ni ni mrum- backl og</ m ni num back! og>
</ sessi on- store>
</ aaa>
</driver>
</ confi guration>
</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 3.0.0
Description

Configure the session store for the device driver.
Contents

<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations (such as
adding a session to the store or removing a session from the store) can reach before the queue is
written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1 indicates
that there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are queued
before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that there is no
limit. A value of zero causes the session store to write each store operation to a session
store file immediately.

Default— 50
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<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store operations can reach
before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mum fil e- si ze>—(Optional) Maximum size of session store files. When a file reaches this size, a
new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files that is used by
live sessions. When the percentage of space in the session store files that is used by live sessions
decreases to this percentage, the oldest session store file is compacted and appended to the newest
session store file, and then the oldest session store file is deleted.

Value — Percentage of disk space in the range 1-100. We recommend a range of 30-50
Default— 25

<rotati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies the
number of sessions that are rotated from the oldest file to the newest file at the same time. While a set
of sessions is rotated, no other session store activity can take place.

Value — Integer in the range 0-2147483647
Default— 50

<maxi num sessi on- si ze>—(Optional) Maximum size of a single subscriber or service session. Use this
parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk- | oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a session store's
files from disk at startup.

Value — Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message segments that
are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + <size of maximum session size field > -
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2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store to connect
to missing passive session stores.

Value — Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons- ti meout >—(Optional) Amount of time in milliseconds that a session store waits
before closing when it is blocked from reading or writing a message. This timeout does not apply
when a session store is waiting for a remote session store to load its state from disk. (A non-positive
number means wait forever. This is not recommended.)

Value — Number of milliseconds
Default— 60000

<l oad- t i meout >—(Optional) Amount of time in milliseconds that an active session store waits for a

passive session store or a passive session store waits for an active session store to load its data from

disk before it closes the connection to the session store. (A non-positive number means wait forever.
This is not recommended.)

Value — Number of milliseconds
Default— 420000

<i dl e- ti meout >—(Optional) Amount of time that a passive session store waits for activity from the
active session store before it closes the connection to the active session store. This timeout applies
after the session store startup and initial update processes are complete.

Value — Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r ati o>—(Optional) Along with the minimum backlog size, specifies when the
active session store closes the connection to a passive session store because of a backlog of messages
waiting to be sent. After the startup and initial update processes are complete, if the backlog becomes
too large, the connection to the passive session store is closed. After the retry interval ends, a new
connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value — Floating point number
Default— 1.5

<mi ni num backl og>—(Optional) Along with the maximum backlog ratio, specifies when the active
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session store closes the connection to a passive session store because of a backlog of messages waiting
to be sent to the passive session store. After the startup and initial update processes are complete, if
the backlog becomes too large, the connection to the passive session store is closed. After the retry
interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection unless the
backlog of messages (in bytes) is greater than this number.

Value — Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege Level

system
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<junos >
(configuration/shared/sae/configuration/driver)

Usage
<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unos>
<beep- server - port >beep- server - port </ beep- server - port >
<t| s- beep-server-port>tls-beep-server-port</tls-beep-server-port>
<connecti on- attenpt s>connecti on- attenpts</connection-attenpts>
<keepal i ve-int erval >keepal i ve-i nt erval </ keepal i ve-interval >
<nessage- ti neout >message- ti meout </ message- t i neout >
<bat ch- si ze>bat ch- si ze</ bat ch- si ze> ) ) )
<transaction-batch-ti me>transaction-batch-tinme</transaction-batch-tinme>
<sdx- gr oup- nanme>sdx- gr oup- nane</ sdx- gr oup- name>
<sdx-se55|pn-grouE-nane>sdx-§eSS|on-group-nane</sdx-se55|on-group-nane>
~<send-commit - check>send- commit - check</ send- conmmi t - check>
</ j unos>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the SAE to manage JUNOS routing platforms. A JUNOS routing platform interacts with the SAE by using a
JUNOS software process called sdxd. When the sdxd process establishes a TCP/IP connection to the SAE, the SAE
begins to manage the router. The JUNOS router driver configuration defines parameters related to the interactions
between the SAE and the sdxd process.

Contents

<beep- server - port >— TCP port number that is used to communicate with the sdxd process on JUNOS
routing platforms. This port number must match the port number configured in the sdxd process on
the router.

Value— TCP port number; if this value is set to zero and the TLS BEEP server port is set,
the SAE accepts only TLS connections.

If you change this port number, you need to restart the SAE before the change takes
effect.

Default— 3333

<tl|s- beep- server - port >— TCP port number used to communicate with the sdxd process on JUNOS
routing platforms using a secure TLS connection.

Value — TLS port number; if this value is set to zero, the SAE does not accept TLS
connections.
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If you change this port number, you need to restart the SAE before the change takes
effect.

Default— 3434

<connect i on- at t enpt s>— Number of outstanding connection attempts before the SAE starts dropping
new connection attempts.

Value— Positive value greater than 0; if the value is equal to or less than 0, the default
value is used.
Default— 50

<keepal i ve- i nt er val >— Interval between keepalive messages sent from the router. The sdxd process
on the router monitors the connection to the SAE by sending keepalive messages at one-third the
specified interval. If the sdxd process does not receive the expected keepalive answer within the
specified timeout, it closes the connection.

A short interval results in a high load on the BEEP interface.
A long interval results in a long time before a connection failure is detected.

Value— Number of seconds in the range 0-2147483647. A value of 0 means that
timeout is disabled.
Default— 45

<message- t i neout >— Amount of time that the router driver waits for a response from the sdxd
process. Under a high load the router may not be able to respond fast enough to requests.

Change this value only if a high number of timeout events appear in the error log.

Value — Number of milliseconds in the range 0-2147483647
Default— 30000

<bat ch- si ze>— Minimum number of service configuration transactions that are committed at the
same time. If any of the transactions in a batch fails, all transactions are aborted, and the associated
service activations or deactivations fail.

To control maximum latency for a job when services are activated in parallel, specify 120% of the
number of CORBA threads as the batch size.

Value — Integer in the range 0-2147483647
Default— 10

<transaction- bat ch-ti me>— Maximum time to collect configuration transactions in a batch. The
batch is completed if either the batch size or the batch time is reached.
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The completion time is calculated from the creation of a batch. Note that the batch time is a function
of the total configuration size and not of the number of commands in the configuration transactions.

Value — Number of milliseconds in the range 0-2147483647
Default— 2000

<sdx- gr oup- nane>— Name of group on the JUNOS routing platform in which provisioning objects are
stored.

Value— Name configured on the JUNOS routing platform
Default— sdx

<sdx- sessi on- gr oup- name>— Name of group on the JUNOS routing platform in which session objects
are stored.

Value — Name configured on the JUNOS routing platform
Default— sdx-sessions

<send- conmi t - check>— Enables or disables commit check. If enabled, a more detailed error message
is logged if a batch fails, which lets you verify individual transactions in a batch.

To maximize service activation performance, commit check should be disabled.

Value — true or false
Default— true

Required Privilege Level

system
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< configuration-checking >
(configuration/shared/sae/configuration/driver/junos)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unos>
<confi guration-checki ng> ) ) . . )
<confi gurati on- checki ng- schedul e>confi gurati on- checki ng- schedul e</ confi gurati on-
checki ng- schedul e>
] ) <confi guration-checki ng- acti on>confi gurati on-checki ng-acti on-choi ce</confi gurati on-
checki ng- acti on>
</ confi gurati on-checki ng>
</ j unos>
</driver>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the SAE to periodically check the configuration of the JUNOS routing platform.
Contents

<confi gurati on- checki ng- schedul e>—(Optional) Specifies when the SAE checks the router
configuration.

Value— The schedule format is modeled on the UNIX crontab Entry Format (see UNIX
crontab man pages). It consists of seven fields separated by space or tabs and enclosed in
double quotation marks. The fields specify:

¢ Minute (0-59)

e Hour (0-23)

o Day of month (1-31, or the first three letters of the day of month)

e Month of the year (1-12)

« Day of the week (0-6 with 0 = Sunday, or the first three letters of the name of the
day)

e Year (4 digits indicating the year)

e Time Zone ID: An * indicates the SAE local time zone.

For custom time zones, specify the format:
e zone = "GMT" ("+" | "-") (hour : minute | hour minute | hour)
e hour = digit digit

o minute = digit digit
o digit=0[1]2]3|4]5|6]7|8]9

Use the following guidelines when configuring the schedule:
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An asterisk (*) is interpreted as O for minutes and hours and as the SAE local time
zone for time zone. For all other fields, it stands for "first-last."

Ranges of numbers and names are allowed. Ranges are two values separated with
a hyphen. The specified range is inclusive. For example, 1-5 for the hour field
specifies checking at hours 1, 2, 3, 4, and 5.

Lists are allowed. A list is a set of numbers (or ranges) separated by commas. For
example: "1,2,5,9", "0-4,8-12".

Step values can be used with ranges. Following a range with "/ < number > "
specifies skips in the number's value through the range. For example, "0-23/2" in
the hours field specifies event execution every other hour. Steps are also
permitted after an asterisk, so "*/2" specifies every 2 hours.

When determining the next event time based on a specific time pattern, the
following rules apply: Seconds and milliseconds are ignored (that is, rounded up
to the closest minute). If you set both a day of the month and a day of the week,
only the day of month is used.

Default— No value

<confi gurati on- checki ng- acti on>—(Optional) Action that the SAE takes when it detects disparities

between the configuration of the SAE and the configuration on the router.

Value — One of the following:

detect—Reports disparities through the SAE router driver event trap called
routerConfOutOfSynch and through the info log. The SAE does not make any
changes on the router.

enforce—Enforces the state of the session layer on the router. The SAE removes
all sessions that have disparities and creates new sessions with the same
activation parameters as the original ones

synchronize—Synchronizes the state of the session layer on the router. The SAE
removes all sessions that have disparities.

Required Privilege Level

system
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< Isp-tracking >
(configuration/shared/sae/configuration/driver/junos)

Usage
<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unos> ]
<l sp-tracki ng>
<mat ch>mat ch</ mat ch>
<filexfile</file>
</l sp-tracking>
</ j unos>
</driver>
</ confi guration>
</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 3.0.0
Description

Configure event tracking for JUNOS LSPs to provide information to an application, such as the sample IPTV
application, that needs information about LSP status.

LSP tracking can configure the system log on managed JUNOS routing platforms to send notification messages to the
managing SAE when LSPs are created and removed, and when bandwidth allocation for an LSP changes.

Contents

<mat ch>—(Optional) A regular expression to identify a set of LSP names. If you do not define an
expression, the SAE tracks all LSPs.

Value — Regular expression
Default— No value

<fi | e>—(Optional) Name of the file to store syslog event messages (that provide information about
LSP state changes in a JUNOS routing platform).

Value — Filename
Default— mpls4sae

Required Privilege Level

system system
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< security >
(configuration/shared/sae/configuration/driver/junos)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unos>
<security>
<need-client-authentication/>
<l ocal -certificate>l ocal -certificate</local-certificate>
</security>
</ j unos>
</driver>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure Transport Layer Security (TLS) on the SAE.
Contents

<need- cl i ent - aut hent i cati on>—(Optional) Enables or disables whether or not the SAE requests a
client certificate from the router

If enabled, the SAE asks the router for a client certificate when a connection to the router is
established.

If disabled, the SAE does not ask the router for a client certificate when a connection to the router is
established.

Default— Enabled

<l ocal - certifi cat e>—(Optional) Name of certificate to be used for TLS communications

Value — Name of certificate
Default— No value

Required Privilege Level

system
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< session-store >
(configuration/shared/sae/configuration/driver/junos)

Usage
<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unos>
<sessi on-store> ) )
<maxi mum queue- age>naxi num queue- age</ maxi mum queue- age> )
<maxi mum queued- oper at i ons>maxi mum queued- oper at i ons</ maxi num- queued- oper ati ons>
<maxi mum queue- si ze>maXi muM- queue- si ze</ maxi num queue- si ze>
<maxi mum fil e-size>maxi mum-fil e-size</maxi mumfile-size>
<m ni mum di sk- space- usage>m ni nrum di sk- space- usage</ m ni nrum di sk- space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi mum sessi on- si ze>maxi mum sessi on- si ze</ maxi mum sessi on- si ze>
<di sk- | oad- buf f er - si ze>di sk-1 oad- buf f er - si ze</ di sk- | oad- buffer-size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >etry-interval</retry-interval >
<communi cati ons-ti neout >conmuni cati ons-ti meout </ conmuni cati ons-ti meout >
<l oad-ti neout >l oad- ti meout </ | oad- ti neout >
<idle-tinmeout>idle-tineout</idle-tineout> ) )
<maxi mum backl| og- r at i o>maxi num backl og-rat i o</ maxi num- backl og-rati o>
<mi ni mum backl og>ni ni mum- backl og</ m ni num back! og>
</ sessi on- st ore>
</ j unos>
</driver>
</ confi guration>
</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure the session store for the JUNOS driver.
Contents

<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations (such as
adding a session to the store or removing a session from the store) can reach before the queue is
written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1 indicates
that there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are queued
before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that there is no
limit. A value of zero causes the session store to write each store operation to a session
store file immediately.

Default— 50
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<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store operations can reach
before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mum fil e- si ze>—(Optional) Maximum size of session store files. When a file reaches this size, a
new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files that is used by
live sessions. When the percentage of space in the session store files that is used by live sessions
decreases to this percentage, the oldest session store file is compacted and appended to the newest
session store file, and then the oldest session store file is deleted.

Value — Percentage of disk space in the range 1-100. We recommend a range of 30-50
Default— 25

<rotati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies the
number of sessions that are rotated from the oldest file to the newest file at the same time. While a set
of sessions is rotated, no other session store activity can take place.

Value — Integer in the range 0-2147483647
Default— 50

<maxi num sessi on- si ze>—(Optional) Maximum size of a single subscriber or service session. Use this
parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk- | oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a session store's
files from disk at startup.

Value — Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message segments that
are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + <size of maximum session size field > -
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2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store to connect
to missing passive session stores.

Value — Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons- ti meout >—(Optional) Amount of time in milliseconds that a session store waits
before closing when it is blocked from reading or writing a message. This timeout does not apply
when a session store is waiting for a remote session store to load its state from disk. (A non-positive
number means wait forever. This is not recommended.)

Value — Number of milliseconds
Default— 60000

<l oad- t i meout >—(Optional) Amount of time in milliseconds that an active session store waits for a

passive session store or a passive session store waits for an active session store to load its data from

disk before it closes the connection to the session store. (A non-positive number means wait forever.
This is not recommended.)

Value — Number of milliseconds
Default— 420000

<i dl e- ti meout >—(Optional) Amount of time that a passive session store waits for activity from the
active session store before it closes the connection to the active session store. This timeout applies
after the session store startup and initial update processes are complete.

Value — Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r ati o>—(Optional) Along with the minimum backlog size, specifies when the
active session store closes the connection to a passive session store because of a backlog of messages
waiting to be sent. After the startup and initial update processes are complete, if the backlog becomes
too large, the connection to the passive session store is closed. After the retry interval ends, a new
connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value — Floating point number
Default— 1.5

<mi ni num backl og>—(Optional) Along with the maximum backlog ratio, specifies when the active
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session store closes the connection to a passive session store because of a backlog of messages waiting
to be sent to the passive session store. After the startup and initial update processes are complete, if
the backlog becomes too large, the connection to the passive session store is closed. After the retry
interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection unless the
backlog of messages (in bytes) is greater than this number.

Value — Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege Level

system
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< junos-dmi >
(configuration/shared/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver> )
<j unos- dmi > ) .
<j unos- space- server - addr ess>j unos- space- server - addr ess</ j unos- space- ser ver - addr ess>
<] unos- space- port - nunber >j unos - space- port - nunber </ j unos- space- port - nunber >
<] unos- space- user - nane>j unos- space- user - nane</ j unos- space- user - nane>
<junos-space-passmord>1unos-space-passmnrd</Lunos-space-passmord>
<] unos- space- pr ot ocol > unos- space- pr ot ocol - choi ce</j unos- space- pr ot ocol >
<nmessage- ti meout >nessage-ti neout </ message-ti neout >
<bat ch-si ze>bat ch- si ze</ bat ch- si ze>
<bat ch-ti me>bat ch-tine</batch-tine>
<confi guration- group-nanme>confi guration-group-nane</ confi guration-group- name>
~ <sae- communi t y- manager >sae- conmuni t y- manager </ sae- conmuni t y- nanager >
</j unos-dm >
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 5.0.0
Description

Configure the SAE to manage DMI devices.
Contents

<j unos- space- ser ver - addr ess>—(Optional) JUNOS Space server that manages the routers.

Value— IP address or hostname.
Default— No value

<j unos- space- port - nunber >—(Optional) JUNOS Space port number

Value —Integer in the range -2147483648-2147483647
Default— 8080

<j unos- space- user - name>—(Optional) JUNOS Space user name

Value —Text
Default— No value

<j unos- space- passwor d>—(Optional) Password to authenticate with JUNOS Space

Value —Secret text
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Default— No value

<j unos- space- pr ot ocol >—(Optional) Protocol to communicate with JUNOS Space
Value

e http—
o https—

Default— http

<message- t i neout >—(Optional) Amount of time that the router driver waits for a response from Junos
Space. Under a high load the router may not be able to respond fast enough to requests.

Change this value only if a high number of timeout events appear in the error log.

Value — Number of milliseconds in the range 0-2147483647
Default— 120000

<bat ch- si ze>—(Optional) Minimum number of service configuration transactions that are committed
at the same time. If any of the transactions in a batch fails, all transactions are aborted, and the
associated service activations or deactivations fail.

To control maximum latency for a job when services are activated in parallel, specify 120% of the
number of CORBA threads as the batch size.

Value — Integer in the range 0-2147483647
Default— 10

<bat ch- ti me>—(Optional) Maximum time to collect configuration transactions in a batch. The batch is
completed if either the batch size or the batch time is reached.

The completion time is calculated from the creation of a batch. Note that the batch time is a function
of the total configuration size and not of the number of commands in the configuration transactions.

Value — Number of milliseconds in the range 0-2147483647
Default— 2000

<confi gurati on- gr oup- name>— Name of group on the JUNOS routing platform in which provisioning
objects are stored.

Value — Name configured on the JUNOS routing platform
Default— sdx

<sae- communi t y- nanager >— Name of the community manager that manages DMI driver communities.
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Active SAEs are selected from this community.

Value — Community name
Default— DmiCommunityManager

Required Privilege Level

system
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< session-store >
(configuration/shared/sae/configuration/driver/junos-

dmi)

Usage

<confi guration>
<shar ed>
<sae>

<confi guration>
<driver> ]
<j unos- dmi >
<sessi on- store>

<mexi mum queue- age>maxi mum queue- age</ maxi mum- queue- age> ]
<mexi mum queued- oper at i ons>maxi num queued- oper at i ons</ maxi mum- queued- oper at i ons>
<maxi mum queue- si ze>maxi muM- queue- si ze</ maxi mum queue- si ze>

<mexi mum fil e-si ze>maxi num-fil e-size</ maxi numfile-size>

<m ni mum di sk- space- usage>m ni nrum di sk- space- usage</ m ni mum di sk- space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>

<mexi mum sessi on- si ze>maxi NUM sessi on- si ze</ maxi mum sessi on- si ze>

<di sk- | oad- buf f er - si ze>di sk- | oad- buf f er - si ze</ di sk-1oad- buffer-size>

<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>

<retry-interval >retry-interval </retry-interval > ] ) ]

<communi cati ons-ti meout >comruni cati ons-ti neout </ communi cati ons-ti neout >

<l oad- ti meout >l oad- ti neout </ | oad- ti neout >
<idle-timeout>idle-timout</idle-timeout>

<mexi mum backl og-r at i o>maxi num backl og- r ati o</ maxi num backl og-rati o>

<m ni mum backl og>m ni num backl og</ m ni nrum backl og>

</ sessi on- st ore>
</junos-dm >
</driver>
</ configuration>

</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 5.0.0

Description

Configure the session store for the device driver.

Contents

<maxi num queue- age>—(Optional) Maximum age that a queue of buffered store operations (such as
adding a session to the store or removing a session from the store) can reach before the queue is
written to a session store file.

Value — Number of milliseconds in the range 0-2147483647. A value of -1 indicates
that there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are queued
before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that there is no
limit. A value of zero causes the session store to write each store operation to a session
store file immediately.
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Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store operations can reach
before the queue is written to a session store file.

Value — Number of bytes in the range 0-2147483647
Default— 51050

<maxi mum fil e- si ze>—(Optional) Maximum size of session store files. When a file reaches this size, a
new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files that is used by
live sessions. When the percentage of space in the session store files that is used by live sessions
decreases to this percentage, the oldest session store file is compacted and appended to the newest
session store file, and then the oldest session store file is deleted.

Value — Percentage of disk space in the range 1-100. We recommend a range of 30-50
Default— 25

<rotation- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies the
number of sessions that are rotated from the oldest file to the newest file at the same time. While a set
of sessions is rotated, no other session store activity can take place.

Value — Integer in the range 0-2147483647
Default— 50

<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service session. Use this
parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk- | oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a session store's
files from disk at startup.

Value — Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message segments that
are waiting to be sent to passive session stores
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Value — Number of bytes in the range 21 + <size of maximum session size field > -
2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store to connect
to missing passive session stores.

Value — Number of milliseconds in the range 0-2147483647
Default— 5000

<communi cat i ons- ti meout >—(Optional) Amount of time in milliseconds that a session store waits
before closing when it is blocked from reading or writing a message. This timeout does not apply
when a session store is waiting for a remote session store to load its state from disk. (A non-positive
number means wait forever. This is not recommended.)

Value — Number of milliseconds
Default— 60000

<l oad- t i meout >—(Optional) Amount of time in milliseconds that an active session store waits for a
passive session store or a passive session store waits for an active session store to load its data from
disk before it closes the connection to the session store. (A non-positive number means wait forever.
This is not recommended.)

Value — Number of milliseconds
Default— 420000

<i dl e- ti meout >—(Optional) Amount of time that a passive session store waits for activity from the
active session store before it closes the connection to the active session store. This timeout applies
after the session store startup and initial update processes are complete.

Value — Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r ati o>—(Optional) Along with the minimum backlog size, specifies when the
active session store closes the connection to a passive session store because of a backlog of messages
waiting to be sent. After the startup and initial update processes are complete, if the backlog becomes
too large, the connection to the passive session store is closed. After the retry interval ends, a new
connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value — Floating point number
Default— 1.5
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<mi ni num backl og>—(Optional) Along with the maximum backlog ratio, specifies when the active
session store closes the connection to a passive session store because of a backlog of messages waiting
to be sent to the passive session store. After the startup and initial update processes are complete, if
the backlog becomes too large, the connection to the passive session store is closed. After the retry
interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection unless the
backlog of messages (in bytes) is greater than this number.

Value — Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege Level

system
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<junos-ise >
(configuration/shared/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unos-ise> ) ) ]
<sae- communi t y- nanager >sae- conmuni t y- manager </ sae- conmuni t y- manager > )
<cached- dri ver - expi rati on>cached- dri ver - expi rati on</ cached- dri ver - expi rati on>
<enabl e- di sconnect - onti neout />
] _<del ay-service-policy-provisioning>del ay-service-policy-provisioni ng</ del ay- servi ce-
pol i cy- provi si oni ng> )
<sync-from sessionstore/>
<i gnore-franed-ip- net mask/ >
<sync-count -wai t - ti meout >sync- count -wai t -ti meout </ sync- count -wai t - ti neout >
<concurrent - post - sync- j obs>concurrent - post - sync-j obs</ concurrent - post - sync- j obs>
<concurrent - request s>concurrent - request s</ concurrent - request s> )
<concurrent - request - ti meout >concurrent -request -ti meout </ concurrent - request - ti meout >
<keep-al|ve-t|nEput>keeP-aI|ye-t|nE0ut</keep-aI|ve-tynEout> i
<registry-retry-interval >registry-retry-interval </registry-retry-interval >
<reply-timeout>reply-timeout</reply-timeout> ) ) .
<sequenti al - message- ti meout >sequenti al - message-ti meout </ sequenti al - message-ti nmeout >
<t hread- pool - si ze>t hr ead- pool - si ze</t hr ead- pool -si ze>
~<thread-1dle-timeout>thread-idle-tineout</thread-idle-tinmeout>
</junos-ise>
</driver>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 3.2.0
Description

Configure the SAE to manage ISE devices.
Contents

<sae- conmuni t y- manager >— Name of the community manager that manages ISE device communities.
Active SAEs are selected from this community.

Value— Community name
Default— ISECommunityManager

<cached- dri ver - expi rati on>— Minimum amount of time to keep the state of a router driver after its
Diameter connection is closed. You might want to change this value because the SAE can
resynchronize more quickly if most of the state is still in memory and it does not need to be reread
from the disk.

Value— Number of seconds in the range 0-2147483647
Default— 600

<enabl e- di sconnect - ont i meout >—(Optional) Specifies whether the user session needs to be removed
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from Router/SRC

Value — true or false
Default— false

<del ay- servi ce- pol i cy- provi si oni ng>—(Optional) Amount of time by which the scheduler tasks
would be delayed after user login is completed. This parameter is added to delay the activation of
services done via PPRs..

Value — Number of milliseconds in the range 0-9223372036854775807. The
recommended range is 0- 1000 milliseconds
Default— 0

<sync- f rom sessi onst or e>—(Optional) Synchronization mode which indicates whether to sync from
router or from session-store. If set to "true" synchronization will be done giving precedence to data in
session-store and not at the router. By default SAE will sync from the router

Default— Disabled

<i gnor e- f ranmed- i p- net mask>—(Optional) Flag defined to ignore the Framed-IP-Mask AVP to allow IP
based filtering without considering the framed IP netmask

Default— Disabled

<sync- count - wai t - t i meout >—(Optional) Interval after which SAE would stop waiting for the sync
AARs and would trigger unsolicited synchronization.

Value— Number of seconds in the range 0\u20132147483647
Default— 2

<concurr ent - post - sync- j obs>—(Optional) Number of jobs that can be processed concurrently to
login subscriber sessions that are incomplete after synchronizing state with the router.

Value—Integer in the range 1-500
Default— 10

<concurr ent - r equest s>—(Optional) Number of unsolicited requests that can be sent concurrently.
When this number is exceeded, additional requests (e.g. service activations, deactivations) will wait
until a permit becomes available or the request times out.

Value —Integer in the range 1-500
Default— 100

<concurrent - request - ti meout >
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—(Optional) If a request is blocked because the number of concurrent
requests is exceeded, it will wait for the specified timeout for a permit to become available. If the
timeout is exceeded the request will fail without being sent to the device.

Value— Number of seconds in the range 0—900
Default— 30

<keep-al i ve- ti meout >—(Optional) Time to wait before expiring the registry to a Diameter server.

Value — Number of seconds
Default— 60

<registry-retry-interval >—(Optional) Time to wait before retrying a failed registry to a Diameter
server.

Value — Number of seconds
Default— 30

<repl y- ti meout >—(Optional) Time to wait before expiring a request sent to a Diameter server.

Value — Number of seconds
Default— 25

<sequent i al - message-ti neout >—(Optional) Time to wait before expiring an expected message.

Value — Number of seconds
Default— 20

<t hr ead- pool - si ze>—(Optional) Number of working threads that process requests.

Value— Thread pool size
Default— 50

<t hread- i dl e- ti meout >—(Optional) Time to wait before stopping working threads after they become
idle.

Value — Number of seconds
Default— 60

Required Privilege Level

system
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< session-store >
(configuration/shared/sae/configuration/driver/junos-
ise)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unos-ise>

<sessi on-store> ] ]
<maxi mum queue- age>naxi num queue- age</ maxi mum queue- age> ]
<mexi mum queued- oper at i ons>maxi num queued- oper at i ons</ maxi mum- queued- oper at i ons>
<maxi mum queue- si ze>maxi mum- queue- si ze</ maxi mum queue- si ze>
<mexi mum fil e-si ze>maxi num-fil e-size</ maxi numfile-size>
<m ni mum di sk- space- usage>m ni mrum di sk- space- usage</ m ni mum di sk- space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<mexi mum sessi on- si ze>maxi NUM sessi on- si ze</ maxi mum sessi on- si ze>
<di sk- | oad- buf f er - si ze>di sk- | oad- buf f er - si ze</ di sk-1oad- buffer-size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval > ] ) ]
<communi cati ons-ti meout >comruni cati ons-ti neout </ communi cati ons-ti neout >
<l oad- ti meout >l oad- ti neout </ | oad- ti neout >
<idle-timeout>idle-timout</idle-timeout>
<mexi mum backl og-r at i o>maxi num backl og- r ati o</ maxi num backl og-rati o>
<mi ni mum backl og>ni ni mum- backl og</ m ni num backl og>

</ sessi on- st ore>

</junos-ise>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 3.0.0
Description

Configure the session store for the device driver.
Contents

<maxi num queue- age>—(Optional) Maximum age that a queue of buffered store operations (such as
adding a session to the store or removing a session from the store) can reach before the queue is
written to a session store file.

Value — Number of milliseconds in the range 0-2147483647. A value of -1 indicates
that there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are queued
before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that there is no
limit. A value of zero causes the session store to write each store operation to a session

store file immediately.
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Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store operations can reach
before the queue is written to a session store file.

Value — Number of bytes in the range 0-2147483647
Default— 51050

<maxi mum fil e- si ze>—(Optional) Maximum size of session store files. When a file reaches this size, a
new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files that is used by
live sessions. When the percentage of space in the session store files that is used by live sessions
decreases to this percentage, the oldest session store file is compacted and appended to the newest
session store file, and then the oldest session store file is deleted.

Value — Percentage of disk space in the range 1-100. We recommend a range of 30-50
Default— 25

<rotation- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies the
number of sessions that are rotated from the oldest file to the newest file at the same time. While a set
of sessions is rotated, no other session store activity can take place.

Value — Integer in the range 0-2147483647
Default— 50

<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service session. Use this
parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk- | oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a session store's
files from disk at startup.

Value — Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message segments that
are waiting to be sent to passive session stores
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Value — Number of bytes in the range 21 + <size of maximum session size field > -
2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store to connect
to missing passive session stores.

Value — Number of milliseconds in the range 0-2147483647
Default— 5000

<communi cat i ons- ti meout >—(Optional) Amount of time in milliseconds that a session store waits
before closing when it is blocked from reading or writing a message. This timeout does not apply
when a session store is waiting for a remote session store to load its state from disk. (A non-positive
number means wait forever. This is not recommended.)

Value — Number of milliseconds
Default— 60000

<l oad- t i meout >—(Optional) Amount of time in milliseconds that an active session store waits for a
passive session store or a passive session store waits for an active session store to load its data from
disk before it closes the connection to the session store. (A non-positive number means wait forever.
This is not recommended.)

Value — Number of milliseconds
Default— 420000

<i dl e- ti meout >—(Optional) Amount of time that a passive session store waits for activity from the
active session store before it closes the connection to the active session store. This timeout applies
after the session store startup and initial update processes are complete.

Value — Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r ati o>—(Optional) Along with the minimum backlog size, specifies when the
active session store closes the connection to a passive session store because of a backlog of messages
waiting to be sent. After the startup and initial update processes are complete, if the backlog becomes
too large, the connection to the passive session store is closed. After the retry interval ends, a new
connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value — Floating point number
Default— 1.5
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<mi ni num backl og>—(Optional) Along with the maximum backlog ratio, specifies when the active
session store closes the connection to a passive session store because of a backlog of messages waiting
to be sent to the passive session store. After the startup and initial update processes are complete, if
the backlog becomes too large, the connection to the passive session store is closed. After the retry
interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection unless the
backlog of messages (in bytes) is greater than this number.

Value — Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege Level

system
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<junos-ptsp >
(configuration/shared/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unos-ptsp> . ;
<sae- communi t y- manager >sae- conmuni t y- manager </ sae- conmuni t y- manager >
<sync-from sessi onstore/>
<cached- driver - expirati on>cached-dri ver-expiration</cached-driver-expiration>
<enabl e- di sconnect - onti neout/> ) ]
<keep-al i ve-tinmeout >keep- al i ve-ti meout </ keep-al i ve-ti neout > ]
<registry-retry-interval >registry-retry-interval </registry-retry-interval >
<reply-timeout>reply-tinmeout</reply-tineout>
<sequenti al - message-ti meout >sequenti al - mnessage- ti meout </ sequenti al - mressage-ti meout >
<t hread- pool - si ze>t hr ead- pool - si ze</t hr ead- pool - si ze>
_<thread-idle-tineout>thread-idle-tineout</thread-idle-tineout>
</j unos- ptsp>
</driver>
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 4.0.0
Description

Configure the SAE to manage PTSP devices.
Contents

<sae- conmuni t y- manager >— Name of the community manager that manages PTSP device
communities. Active SAEs are selected from this community.

Value— Community name
Default— PTSPCommunityManager

<sync- f rom sessi onst or e>—(Optional) Synchronization mode which indicates whether to sync from
router or from session-store. If set to "true" synchronization will be done giving precedence to data in
session-store and not at the router. By default SAE will sync from the router

Default— Disabled

<cached- dri ver - expi rati on>— Minimum amount of time to keep the state of a router driver after its
Diameter connection is closed. You might want to change this value because the SAE can
resynchronize more quickly if most of the state is still in memory and it does not need to be reread
from the disk.

Value— Number of seconds in the range 0-2147483647
Default— 600
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<enabl e- di sconnect - ont i meout >—(Optional) Specifies whether the user session needs to be removed
from Router/SRC

Value — true or false
Default— false

<keep- al i ve-ti meout >—(Optional) Time to wait before expiring the registry to a Diameter server.

Value — Number of seconds
Default— 60

<registry-retry-interval >—(Optional) Time to wait before retrying a failed registry to a Diameter
server.

Value — Number of seconds
Default— 30

<repl y-ti meout >—(Optional) Time to wait before expiring a request sent to a Diameter server.

Value — Number of seconds
Default— 25

<sequent i al - message-ti neout >—(Optional) Time to wait before expiring an expected message.

Value — Number of seconds
Default— 20

<t hr ead- pool - si ze>—(Optional) Number of working threads that process requests.

Value— Thread pool size
Default— 50

<thread-idl e- ti meout >—(Optional) Time to wait before stopping working threads after they become
idle.

Value — Number of seconds
Default— 60

Required Privilege Level

system
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< session-store >
(configuration/shared/sae/configuration/driver/junos-

ptsp)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unos- pt sp>

<sessi on- store> ] ]
<maxi mum queue- age>naxi num queue- age</ maxi mum queue- age> ]
<mexi mum queued- oper at i ons>maxi num queued- oper at i ons</ maxi mum- queued- oper at i ons>
<maxi mum queue- si ze>maxi mum- queue- si ze</ maxi mum queue- si ze>
<mexi mum fil e-si ze>maxi num-fil e-size</ maxi numfile-size>
<m ni mum di sk- space- usage>m ni mrum di sk- space- usage</ m ni mum di sk- space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi mum sessi on- si ze>maxi UM sessi on- si ze</ maxi num sessi on- si ze>
<di sk- | oad- buf f er - si ze>di sk- | oad- buf f er - si ze</ di sk-1oad- buffer-size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval > ] ) ]
<communi cati ons-ti meout >comruni cati ons-ti neout </ communi cati ons-ti neout >
<l oad- ti meout >l oad- ti neout </ | oad- ti neout >
<idle-timeout>idle-timout</idle-timeout>
<mexi mum backl og-r at i o>maxi num backl og- r ati o</ maxi num backl og-rati o>
<mi ni mum backl og>ni ni mum- backl og</ m ni num backl og>

</ sessi on- st ore>

</junos- pt sp>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 3.0.0
Description

Configure the session store for the device driver.
Contents

<maxi num queue- age>—(Optional) Maximum age that a queue of buffered store operations (such as
adding a session to the store or removing a session from the store) can reach before the queue is
written to a session store file.

Value — Number of milliseconds in the range 0-2147483647. A value of -1 indicates
that there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are queued
before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that there is no
limit. A value of zero causes the session store to write each store operation to a session

store file immediately.
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Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store operations can reach
before the queue is written to a session store file.

Value — Number of bytes in the range 0-2147483647
Default— 51050

<maxi mum fil e- si ze>—(Optional) Maximum size of session store files. When a file reaches this size, a
new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files that is used by
live sessions. When the percentage of space in the session store files that is used by live sessions
decreases to this percentage, the oldest session store file is compacted and appended to the newest
session store file, and then the oldest session store file is deleted.

Value — Percentage of disk space in the range 1-100. We recommend a range of 30-50
Default— 25

<rotation- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies the
number of sessions that are rotated from the oldest file to the newest file at the same time. While a set
of sessions is rotated, no other session store activity can take place.

Value — Integer in the range 0-2147483647
Default— 50

<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service session. Use this
parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk- | oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a session store's
files from disk at startup.

Value — Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message segments that
are waiting to be sent to passive session stores
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Value — Number of bytes in the range 21 + <size of maximum session size field > -
2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store to connect
to missing passive session stores.

Value — Number of milliseconds in the range 0-2147483647
Default— 5000

<communi cat i ons- ti meout >—(Optional) Amount of time in milliseconds that a session store waits
before closing when it is blocked from reading or writing a message. This timeout does not apply
when a session store is waiting for a remote session store to load its state from disk. (A non-positive
number means wait forever. This is not recommended.)

Value — Number of milliseconds
Default— 60000

<l oad- t i meout >—(Optional) Amount of time in milliseconds that an active session store waits for a
passive session store or a passive session store waits for an active session store to load its data from
disk before it closes the connection to the session store. (A non-positive number means wait forever.
This is not recommended.)

Value — Number of milliseconds
Default— 420000

<i dl e- ti meout >—(Optional) Amount of time that a passive session store waits for activity from the
active session store before it closes the connection to the active session store. This timeout applies
after the session store startup and initial update processes are complete.

Value — Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r ati o>—(Optional) Along with the minimum backlog size, specifies when the
active session store closes the connection to a passive session store because of a backlog of messages
waiting to be sent. After the startup and initial update processes are complete, if the backlog becomes
too large, the connection to the passive session store is closed. After the retry interval ends, a new
connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value — Floating point number
Default— 1.5
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<mi ni num backl og>—(Optional) Along with the maximum backlog ratio, specifies when the active
session store closes the connection to a passive session store because of a backlog of messages waiting
to be sent to the passive session store. After the startup and initial update processes are complete, if
the backlog becomes too large, the connection to the passive session store is closed. After the retry
interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection unless the
backlog of messages (in bytes) is greater than this number.

Value — Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege Level

system
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<junose >
(configuration/shared/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unose>
<cops- server - port >cops- server - port </ cops- server - port>
<backl og>backl og</ backl og>
<keepal I ve-int erval >keepal i ve-i nt erval </ keepal i ve-interval >
<nessage- ti neout >message-ti meout </ message- t | neout >
<replication-nessage-tineout>replication-nessage-tineout</replication-nessage-tineout>
<cops- nmessage- maxi num-| engt h>cops- message- maxi num- | engt h</ cops- nessage- maxi num- | engt h>
<cops- nessage- r ead- buf f er - si ze>cops- message- r ead- buf f er - si ze</ cops- nessage- r ead-
buffer-size>
<cops- nessage-wite-buffer-size>cops-nessage-wite-buffer-size</cops-nessage-wite-
buf fer-size> ) ) ) . ) )
<pend|ng-address-t|neout>pend|n?-address-tlneout</pend|ng-address-tlneout>
<cops- handl er - t hr eads>cops- handl er - t hr eads</ cops- handl er - t hr eads>
<cached-dri ver - expi rati on>cached- dri ver - expi rati on</ cached-dri ver - expi rati on>
<drop- unmanaged- i nterfaces-xdr-driver/>
<track- unmanaged-interfaces-xdr-driver/>
<prefer-second-ip-address/>
<dual - st ack- del ay>dual - st ack- del ay</ dual - st ack- del ay>
~<accounting- per - attachnent/>
</j unose>
</driver>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the SAE to manage JUNOSe routers. The router driver specifies the COPS connection between the SAE
COPS server and the COPS client in the JUNOSe router.

Contents

<cops- server - port >— TCP port number of the COPS server used to communicate with the JUNOSe
routers.

Value— Port number that matches the configuration of the SRC client in the JUNOSe
router.
Default— 3288

<backl og>— Maximum number of outstanding connection attempts before connections are dropped.

Value — Integer
Default— 50

<keepal i ve- i nt er val >— Interval between keepalive messages sent from the COPS client (the JUNOSe

router). The COPS client monitors the COPS connection by sending keepalive messages at random
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intervals between one-fourth and three-fourths of the specified interval. If the client does not receive
the expected keepalive answer within the specified timeout, the client terminates the connection.

A short interval results in a high load on the COPS interface.
A long interval results in a long time before a COPS failure is detected.

Value— Number of seconds in the range 0-32768. A value of 0 means that timeout is
disabled.
Default— 45

<message- t i meout >— Timeout interval in which the COPS server waits for a response to COPS
requests. Under a high load the router may not be able to respond fast enough to COPS requests.
Change this value only if a high number of COPS timeout events appear in the error log.

Value — Number of milliseconds
Default— 120000

<replication-message-tinmeout >— Timeout interval in which the active SAE waits for a response to
synchronization requests. Under a high load the router may not be able to respond fast enough to
COPS requests. Change this value if Reliable Replication Mode can't be triggered.

Value — Number of milliseconds
Default— 5000

<cops- nessage- maxi mum | engt h>— Maximum length of a COPS message. We recommend that you
use the default setting.

Value— Number of bytes in the range 4 bytes to 2 GB
Default— 200000

<cops- message- r ead- buf f er - si ze>— Buffer size for receiving COPS messages from the JUNOSe
client. We recommend that you use the default setting unless you are instructed to change it by
Juniper Networks engineers.

Value— Number of bytes in the range 4 bytes to 2 GB
Default— 30000

<cops- nessage- wr i t e- buf f er - si ze>— Buffer size for sending COPS messages to the JUNOSe client.
We recommend that you use the default setting unless you are instructed to change it by Juniper
Networks engineers.

Value — Number of bytes in the range 4 bytes to 2 GB
Default— 30000
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<pendi ng- addr ess- ti neout >— Maximum time that a DHCP address request remains pending.

Value— Number of milliseconds. Typical values are in the range 1000-15000 (1 second
to 15 seconds).
Default— 5000

<cops- handl er - t hr eads>—(Optional) Size of the thread pool for handling unsolicited messages. These
threads are shared among all JUNOSe router drivers You may want to set this value higher than the
default if you wish to create greater throughput on platforms with multiple processing cores, and you
are not achieving full processor resource utilization. Increasing the number of threads increases the
ability to use multiple processing cores in parallel.

Value — Number of threads
Default— No value

<cached- dri ver - expi rati on>— Minimum amount of time to keep the state of a router driver after its
COPS connection is closed. You might want to change this value because the SAE can resynchronize
more quickly if most of the state is still in memory and it does not need to be reread from the disk.

Value — Number of seconds in the range 0-2147483647
Default— 600

<dr op- unmanaged- i nt er f aces- xdr - dri ver >—(Optional) For JUNOSe COPS-XDR drivers, enables or
disables the driver to keep a record of unmanaged interfaces. You must enable this option if you have
unmanaged dynamic interfaces in a virtual router that is managed by COPS-XDR. If the driver does not
keep a record of unmanaged interfaces, next-interface actions in policies may not work properly in
certain cases. To use RAM more efficiently, enable this option if you have a large number of
unmangaged interfaces that are not the target of next-hop polices.

Default— Disabled

<track- unmanaged- i nterf aces- xdr - dri ver >—(Optional) Enables sending of interface tracking events
for unmanaged interfaces of the XDR router driver. Because the COPS-XDR protocol does not include
notifications (DRQs) when unmanaged interfaces are disabled, plug-ins will not receive an unmanaged
interface's stop events.

Default— Disabled

<pr ef er - second- i p- addr ess>—(Optional) When this option is set, a request for a second session will
cause an existing session to be terminated.

Default— Disabled

<dual - st ack- del ay>—(Optional) If configured SAE will wait after receiving a REQ for a new interface

before sending the interface plug-in event and attempting to login a UserSession.
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NOTE: configuring this attribute to a value different than 0 will lower the login rate for single-stack
interfaces.

Value —Integer in the range 0-10000 ms
Default— 0

<account i ng- per - at t achnent >—(Optional) This flag is used for JUNOSe devices only.If the attribute
accounting-per-attachment is set then attachment accounting will be calculated . If the attribute no-
accounting-per-attachment is set then attachment accounting will be always set to false. If both the
attributes accounting-per-attachment and no-accounting-per-attachment are not set then attachment
accounting will be always set to true.

Required Privilege Level

system
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< session-store >
(configuration/shared/sae/configuration/driver/junose)

Usage
<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<j unose>
<sessi on-store> ) )
<maxi mum queue- age>naxi num queue- age</ maxi mum queue- age> )
<maxi mum queued- oper at i ons>maxi mum queued- oper at i ons</ maxi num- queued- oper ati ons>
<maxi mum queue- si ze>maXi muM- queue- si ze</ maxi num queue- si ze>
<maxi mum fil e-size>maxi mum-fil e-size</maxi mumfile-size>
<m ni mum di sk- space- usage>m ni nrum di sk- space- usage</ m ni nrum di sk- space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi mum sessi on- si ze>maxi mum sessi on- si ze</ maxi mum sessi on- si ze>
<di sk- | oad- buf f er - si ze>di sk-1 oad- buf f er - si ze</ di sk- | oad- buffer-size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >etry-interval</retry-interval >
<communi cati ons-ti neout >conmuni cati ons-ti meout </ conmuni cati ons-ti meout >
<l oad-ti neout >l oad- ti meout </ | oad- ti neout >
<idle-tinmeout>idle-tineout</idle-tineout> ) )
<maxi mum backl| og- r at i o>maxi num backl og-rat i o</ maxi num- backl og-rati o>
<mi ni mum backl og>ni ni mum- backl og</ m ni num back! og>
</ sessi on-store>
</ j unose>
</driver>
</ confi guration>
</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure the session store for the JUNOSe driver.
Contents

<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations (such as
adding a session to the store or removing a session from the store) can reach before the queue is
written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1 indicates
that there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are queued
before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that there is no
limit. A value of zero causes the session store to write each store operation to a session
store file immediately.

Default— 50
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<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store operations can reach
before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mum fil e- si ze>—(Optional) Maximum size of session store files. When a file reaches this size, a
new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files that is used by
live sessions. When the percentage of space in the session store files that is used by live sessions
decreases to this percentage, the oldest session store file is compacted and appended to the newest
session store file, and then the oldest session store file is deleted.

Value — Percentage of disk space in the range 1-100. We recommend a range of 30-50
Default— 25

<rotati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies the
number of sessions that are rotated from the oldest file to the newest file at the same time. While a set
of sessions is rotated, no other session store activity can take place.

Value — Integer in the range 0-2147483647
Default— 50

<maxi num sessi on- si ze>—(Optional) Maximum size of a single subscriber or service session. Use this
parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk- | oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a session store's
files from disk at startup.

Value — Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message segments that
are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + <size of maximum session size field > -

199



SRC 4.5.x XML API Configuration Reference

2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store to connect
to missing passive session stores.

Value — Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons- ti meout >—(Optional) Amount of time in milliseconds that a session store waits
before closing when it is blocked from reading or writing a message. This timeout does not apply
when a session store is waiting for a remote session store to load its state from disk. (A non-positive
number means wait forever. This is not recommended.)

Value — Number of milliseconds
Default— 60000

<l oad- t i meout >—(Optional) Amount of time in milliseconds that an active session store waits for a

passive session store or a passive session store waits for an active session store to load its data from

disk before it closes the connection to the session store. (A non-positive number means wait forever.
This is not recommended.)

Value — Number of milliseconds
Default— 420000

<i dl e- ti meout >—(Optional) Amount of time that a passive session store waits for activity from the
active session store before it closes the connection to the active session store. This timeout applies
after the session store startup and initial update processes are complete.

Value — Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r ati o>—(Optional) Along with the minimum backlog size, specifies when the
active session store closes the connection to a passive session store because of a backlog of messages
waiting to be sent. After the startup and initial update processes are complete, if the backlog becomes
too large, the connection to the passive session store is closed. After the retry interval ends, a new
connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value — Floating point number
Default— 1.5

<mi ni num backl og>—(Optional) Along with the maximum backlog ratio, specifies when the active
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session store closes the connection to a passive session store because of a backlog of messages waiting
to be sent to the passive session store. After the startup and initial update processes are complete, if
the backlog becomes too large, the connection to the passive session store is closed. After the retry
interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection unless the
backlog of messages (in bytes) is greater than this number.

Value — Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege Level

system
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<pcmm >
(configuration/shared/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<pcmmp
<keepal i ve-int erval >keepal i ve-interval </ keepal i ve-interval > ]
<t cp- connection-ti meout >t cp- connection-tineout</tcp-connection-timeout>
<appl i cati on- manager - i d>appl i cati on- manager - i d</ appl i cati on- nanager - i d>
<nessage-t|nEout>nessaqe-t|neout</nEssage-t|neout>
<cops- message- maxi mum- | engt h>cops- message- maxi mum-| engt h</ cops - message- maxi mum- | engt h>
) <cops- nessage- r ead- buf f er - si ze>cops- message- r ead- buf f er - si ze</ cops- nessage- r ead-
buf fer-size>
<cops- nessage-wite-buffer-size>cops-nessage-wite-buffer-size</cops-nessage-wite-
buf f er - si ze> ) ) ]
<sae- communi t y- manager >sae- conmmuni t y- manager </ sae- communi t y- nanager >
<di sabl e-ful |l -sync/ >
<di sabl e- pcnm-i 03- pol i cy/ >
] <sessi on-recovery-retry-interval >sessi on-recovery-retry-interval </ sessi on-recovery-
retry-interval > ) ) )
<el enment - i d>el enent -i d</ el enent -i d>
<def aul t-rks- pl ug-in>default -rks-plug-in</default-rks-plug-in>
</ pcrmp
</driver>
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the SAE to manage PCMM devices. The SAE connects to the PCMM device by using a COPS-over-TCP
connection. The PCMM device driver controls this connection.

Contents

<keepal i ve- i nt er val >— Interval between keepalive messages sent from the COPS client (the PCMM
device) to the COPS server (the SAE). The COPS client monitors the COPS connection by sending
keepalive messages at random intervals between one-fourth and three-fourths of the specified
interval. If the client or the server does not receive the expected keepalive answer within the specified
timeout, the client closes the connection.

Value— Number of seconds in the range 0-2147483647. A value of 0 means that the
timeout is disabled.
Default— 45

<t cp- connecti on- ti meout >— Timeout for opening a TCP connection to the PCMM device.

Value — Number of seconds in the range 0-2147483647.
Default— 5
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<appl i cati on- manager - i d>— Identifier of the application manager when this SAE is configured as the
application manager. The application manager includes this identifier in all messages that it sends to
the policy server. The policy server passes this ID to the CMTS device in Gate Control messages. The
CMTS device returns the ID associated with the gate to the policy server. The policy server uses this
information to associate gate messages with a particular application manager.

Value — 4-byte unsigned integer that is unique in a service provider network.
Default— 1

<message- t i meout >— Amount of time that the COPS server (the SAE) waits for a response to COPS
requests from the COPS client (the PCMM device). Under a high load the PCMM device may not be able
to respond fast enough to COPS requests. Change this value only if a high number of COPS timeout
events appear in the error log.

Value — Number of milliseconds in the range 0-2147483647
Default— 120000

<cops- nessage- naxi mum | engt h>— Maximum length of a COPS message. We recommend that you
use the default setting.

Value — Number of bytes in the range 4 bytes to 2 GB
Default— 204800

<cops- nessage- r ead- buf f er - si ze>— Buffer size for receiving COPS messages from the PCMM client.
We recommend that you use the default setting unless you are instructed to change it by Juniper
Networks engineers.

Value— Number of bytes in the range 4 bytes to 2 GB
Default— 30000

<cops- message- wri t e- buf f er - si ze>— Buffer size for sending COPS messages to the PCMM client.
We recommend that you use the default setting unless you are instructed to change it by Juniper
Networks engineers.

Value— Number of bytes in the range 4 bytes to 2 GB
Default— 30000

<sae- conmuni t y- manager >— Name of the community manager that manages PCMM driver
communities. Active SAEs are selected from this community.

Value— Community name
Default— PCMMCommunityManager

<di sabl e- ful | - sync>—(Optional) Disables state synchronization with PCMM policy servers. State

synchronization is achieved when the SAE is required to communicate with the policy server over the
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COPS connection.

Default—false

<di sabl e- pcnm- i 03- pol i cy>—(Optional) Disables the SAE to send classifiers to the router that comply
with PCMM I03. Use this option if your network deployment has CMTS devices that do not support
PCMM I03.

Default—true

<sessi on-recovery-retry-interval >— Time interval between attempts by the SAE to restore service
sessions that are still being recovered in the background when state synchronization is completed with
a state-data-incomplete error. The SAE attempts to restore a service session if it receives a service
modification or deactivation request for an unrecovered service session before the next interval.

We recommend setting this value to 3600000 (1 hour) or longer.

Value — Number of milliseconds in the range 0-2147483647
Default— 3600000

<el enent - i d>—(Optional) Unique identifier that the SAE uses to identify itself when it originates RKS
events.

Value— 8-byte unsigned integer in the range 0-99999; must be unique within a PCMM
network
Default— 1

<def aul t - rks- pl ug- i n>—(Optional) RKS plug-in to which the SAE sends event messages if you do
not configure a CMTS-specific plug-in.

Value— Name of an RKS plug-in
Default— No value

Required Privilege Level

system
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< cmts-specific-rks-plug-ins >
(configuration/shared/sae/configuration/driver/pcmm)

Usage
<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<pcmm®
<cnts-specific-rks-plug-ins>
<name>nane</ name> <I-- jdentifier -->
<rks- plug-in>rks-plug-in</rks-plug-in>
</cnts-specific-rks-plug-ins>
</ pcrmp
</driver>
</ confi guration>
</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a CMTS-specific RKS plug-in.
Contents

<nanme>— Name of the RKS plug-in.

Value —Text

<rks- pl ug- i n>—(Optional) Name of the plug-in to which the SAE sends events for this CMTS device.

Value— Name of an RKS plug-in
Default— No value

Required Privilege Level

system
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< session-store >
(configuration/shared/sae/configuration/driver/pcmm)

Usage
<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<pcmme
<sessi on-store> ) )
<maxi mum queue- age>naxi num queue- age</ maxi mum queue- age> )
<maxi mum queued- oper at i ons>maxi mum queued- oper at i ons</ maxi num- queued- oper ati ons>
<maxi mum queue- si ze>maXi muM- queue- si ze</ maxi num queue- si ze>
<maxi mum fil e-size>maxi mum-fil e-size</ maxi mumfile-size>
<m ni mum di sk- space- usage>m ni nrum di sk- space- usage</ m ni nrum di sk- space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi Mum sessi on- si ze>maxi UM sessi on- si ze</ maxi num sessi on- si ze>
<di sk- | oad- buf fer-size>di sk-1 oad- buffer-size</di sk-1oad-buffer-size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >etry-interval</retry-interval >
<conmmuni cati ons-ti neout >comuni cati ons-ti neout </ conmruni cati ons-ti neout >
<l oad- ti meout >l oad- ti meout </ | oad- ti nmeout >
<idle-tinmeout>idle-tineout</idle-tineout> ) )
<maxi mum backl| og- r at i o>maxi num backl og-rat i o</ maxi num- backl og-rati o>
<mi ni mum backl og>ni ni mum- backl og</ m ni num back! og>
</ sessi on- store>
</ pcrmp
</driver>
</ confi guration>
</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure the session store for the PCMM driver.
Contents

<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations (such as
adding a session to the store or removing a session from the store) can reach before the queue is
written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1 indicates
that there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are queued
before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that there is no
limit. A value of zero causes the session store to write each store operation to a session
store file immediately.

Default— 50
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<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store operations can reach
before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mum fil e- si ze>—(Optional) Maximum size of session store files. When a file reaches this size, a
new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files that is used by
live sessions. When the percentage of space in the session store files that is used by live sessions
decreases to this percentage, the oldest session store file is compacted and appended to the newest
session store file, and then the oldest session store file is deleted.

Value — Percentage of disk space in the range 1-100. We recommend a range of 30-50
Default— 25

<rotati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies the
number of sessions that are rotated from the oldest file to the newest file at the same time. While a set
of sessions is rotated, no other session store activity can take place.

Value — Integer in the range 0-2147483647
Default— 50

<maxi num sessi on- si ze>—(Optional) Maximum size of a single subscriber or service session. Use this
parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk- | oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a session store's
files from disk at startup.

Value — Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message segments that
are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + <size of maximum session size field > -
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2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store to connect
to missing passive session stores.

Value — Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons- ti meout >—(Optional) Amount of time in milliseconds that a session store waits
before closing when it is blocked from reading or writing a message. This timeout does not apply
when a session store is waiting for a remote session store to load its state from disk. (A non-positive
number means wait forever. This is not recommended.)

Value — Number of milliseconds
Default— 60000

<l oad- t i meout >—(Optional) Amount of time in milliseconds that an active session store waits for a

passive session store or a passive session store waits for an active session store to load its data from

disk before it closes the connection to the session store. (A non-positive number means wait forever.
This is not recommended.)

Value — Number of milliseconds
Default— 420000

<i dl e- ti meout >—(Optional) Amount of time that a passive session store waits for activity from the
active session store before it closes the connection to the active session store. This timeout applies
after the session store startup and initial update processes are complete.

Value — Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r ati o>—(Optional) Along with the minimum backlog size, specifies when the
active session store closes the connection to a passive session store because of a backlog of messages
waiting to be sent. After the startup and initial update processes are complete, if the backlog becomes
too large, the connection to the passive session store is closed. After the retry interval ends, a new
connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value — Floating point number
Default— 1.5

<mi ni num backl og>—(Optional) Along with the maximum backlog ratio, specifies when the active
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session store closes the connection to a passive session store because of a backlog of messages waiting
to be sent to the passive session store. After the startup and initial update processes are complete, if
the backlog becomes too large, the connection to the passive session store is closed. After the retry
interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection unless the
backlog of messages (in bytes) is greater than this number.

Value — Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege Level

system
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< scripts >
(configuration/shared/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<scripts>
<ext ensi on- pat h>ext ensi on- pat h</ ext ensi on- pat h>
<gener al >gener al </ gener al >
<junos>j unos</j unos> ]
<] unos-dm >j unos- dmi </ j unos- dm >
<] unose>j unose</j unose>
<J unose- xdr >j unose- xdr </ j unose- xdr >
<pcnmmepcm</ pcnme
<third-party>third-party</third-party>
<j unos-1ise>junos-ise</junos-ise>
<] unos- pt sp>j unos- pt sp</j unos- pt sp>
</scripts>
</driver>
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure device scripts. When the SAE establishes a connection with a router, PCMM device, or other network
device, it can run a script to customize the setup of the connection. These scripts are run when the connection is
established and again when the connection is dropped.

Contents

<ext ensi on- pat h>—(Optional) Path to scripts that are not in the default location, /opt/UMC/sae/lib .

Value — List of paths separated by semicolons (;)
Default— No value

<gener al >—(Optional) Script that can be used for all types of routers, PCMM devices, and other
network devices that the SRC software supports. The script is run when the connection between a
router or other network device and the SAE is established and again when the connection is dropped.

Value— Name of a script
Default— No value

<j unos>—(Optional) Initialization script for JUNOS routing platforms. The script is run when the
connection between a router and the SAE is established and again when the connection is dropped.

Value— Name of a script
Default— No value
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<j unos- dm >—(Optional) Initialization script for JUNOS routing platforms using DMI. The script is run
when the connection between a router and the SAE is established and again when the connection is
dropped.

Value— Name of a script
Default— No value

<j unose>—(Optional) Initialization script for JUNOSe routers when the JUNOSe driver uses COPS-PR
mode when connecting to the SAE. The script is run when the connection between a router and the
SAE is established and again when the connection is dropped.

Value— Name of the file that contains the script without including the .py extension.
Default— No value

<j unose- xdr >—(Optional) Initialization script for JUNOSe routers when the JUNOSe driver uses XDR
mode when connecting to the SAE. The script is run when the connection between a router and the
SAE is established and again when the connection is dropped.

In COPS XDR mode, the router does not send the network access server (NAS) IP address to the SAE. If
your configuration requires this value, add the following line to a JUNOSe script:

import ERXnasip

When you add the import ERXnasip entry, the script obtains the NAS-IP address from the router
through SNMP. This mechanism can affect performance, especially when the SAE manages a large
number of virtual routers.

Value— Name of a script. For example, iorPublisher, poolPublisher.
Default— No value

<pcmr>—(Optional) Initialization script for the Juniper Policy Server in a PCMM environment. The
script is run when the connection between a policy server and the SAE is established and again when
the connection is dropped.

Value— Name of a script
Default— No value

<t hi rd- par t y>—(Optional) Initialization script for third-party device drivers. The script is run when
the third-party device driver is activated or deactivated.

Value— Name of a script. For example, iorPublisher.
Default— No value

<j unos- i se>—(Optional) Initialization script for intelligent-service-edge device drivers. The script is
run when the intelligent-service-edge device driver is activated or deactivated.
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Value— Name of a script. For example, iorPublisher.
Default— No value

<j unos- pt sp>—(Optional) Initialization script for junos-ptsp device drivers. The script is run when the
junos-ptsp device driver is activated or deactivated.

Value— Name of a script. For example, iorPublisher.
Default— No value

Required Privilege Level

system
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< session-store >
(configuration/shared/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<sessi on- store>
<i p- addr ess>i p- addr ess</ i p- addr ess>
<port>port</port>
<root -directory>root-directory</root -directory>
<f||e-explry-age>flle-exp|ry-a e</fil e-expiry-age>
<file-expiry-check-interval >file-expiry-check-interval </file-expiry-check-interval >
</ sessi on-store>
</drijver>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure global session store parameters that are shared by all session store instances (active or passive) on the
SAE. You can also configure session store parameters within a router or other device driver configuration.

Contents

<i p- addr ess>—(Optional) IP address that the session store infrastructure on this SAE uses to listen for
incoming TCP connections from active session stores.

Value— IP address. The address must be an IP address configured for the SAE host. If
you do not enter an address or if you disable this field, active session stores cannot
create passive session stores on this SAE. We recommend that you enter an address that
is configured in a list of connected SAEs.

Default— No value

<por t >—(Optional) TCP port number on which the session store infrastructure on this SAE listens for
incoming connections from active session stores. This option has no effect if you have not configured
a session store IP address.

Value— Port number in the range 1027-65535
Default— No value

<r oot - di r ect or y>—(Optional) Root directory in which the session store creates files. This option has
no effect if you have not configured a session store IP address.

Value — Directory name
Default— No value
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<fil e- expiry-age>—(Optional) Maximum age of the dormant session store file in milli seconds.The
file will be deleted if it is not modified for the configured period.

Value — Integer in the range 0-2147483647. The value given is in milli seconds.
Default— 604800000

<fil e-expiry-check-interval >—(Optional) Interval in which the age of session store file is
monitored to check if it exceeds the fileExpiryAge.

Value— Integer in the range 0-2147483647. The value given is in milli seconds.
Default— 3600000

Required Privilege Level

system
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< simulated >
(configuration/shared/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<si mul at ed>
<nane>name</ nane> <!-- identifier -->
<driver-type>driver-type-choi ce</driver-type>
<rout er - ver si on>rout er - ver si on</ rout er - ver si on>
<rout er - addr ess>r out er - addr ess</ rout er - addr ess>
<transport -router>transport-router</transport-router>
</ si nul at ed>
</driver>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure simulated router drivers. Simulated router drivers allow you to create subscriber sessions without
connecting to a router. You can then use the simulated subscriber sessions to test SAE applications.

Contents

<nane>— Name of the simulated router driver.

Value —Text

<dri ver - t ype>— Type of device that the simulated driver simulates
Value— One of the following:

e junos
e junose
e pcmm

Default— JUNOS

<rout er - ver si on>—(Optional) Version of the device software to simulate.

Value — Valid software version for the device that is being simulated.
Default— No value
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<rout er - addr ess>— Address of the router that is available for router initialization scripts.

Value— IP address
Default—10.0.0.1

<transport - r out er >—(Optional) Name of a virtual router that is used to connect to the SAE. This
value is passed to the router initialization script. It is not supported on JUNOS routing platforms.

Value — Name of a virtual router
Default— No value

Required Privilege Level

system
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< session-store >
(configuration/shared/sae/configuration/driver/simulated)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<si nul at ed>
<sessi on-store> ) )
<maxi mum queue- age>naxi num queue- age</ maxi mum queue- age> )
<maxi mum queued- oper at i ons>maxi mum queued- oper at i ons</ maxi num- queued- oper at i ons>
<maxi mum queue- si ze>maXi muM- queue- si ze</ maxi num queue- si ze>
<maxi mum fil e-size>maxi mum-fil e-size</maxi mumfile-size>
<m ni mum di sk- space- usage>m ni nrum di sk- space- usage</ m ni rum di sk- space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi mum sessi on- si ze>maxi Mum sessi on- si ze</ maxi mum sessi on- si ze>
<di sk- | oad- buf f er - si ze>di sk-1 oad- buf f er - si ze</ di sk- | oad- buffer-si ze>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >etry-interval</retry-interval >
<communi cati ons-ti neout >conmuni cati ons-ti meout </ conmuni cati ons-ti meout >
<l oad-ti neout >l oad- ti meout </ | oad- ti neout >
<idle-tinmeout>idle-tineout</idle-tineout> ) )
<maxi mum backl| og- r at i o>maxi num backl og-rat i o</ maxi num- backl og-rati o>
<mi ni mum backl og>ni ni mrum- backl og</ m ni num back! og>
</ sessi on- st ore>
</ si mul at ed>
</driver>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure the session store for the simulated driver.
Contents

<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations (such as
adding a session to the store or removing a session from the store) can reach before the queue is
written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1 indicates
that there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are queued
before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that there is no
limit. A value of zero causes the session store to write each store operation to a session
store file immediately.

Default— 50
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<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store operations can reach
before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mum fil e- si ze>—(Optional) Maximum size of session store files. When a file reaches this size, a
new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files that is used by
live sessions. When the percentage of space in the session store files that is used by live sessions
decreases to this percentage, the oldest session store file is compacted and appended to the newest
session store file, and then the oldest session store file is deleted.

Value — Percentage of disk space in the range 1-100. We recommend a range of 30-50
Default— 25

<rotati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies the
number of sessions that are rotated from the oldest file to the newest file at the same time. While a set
of sessions is rotated, no other session store activity can take place.

Value — Integer in the range 0-2147483647
Default— 50

<maxi num sessi on- si ze>—(Optional) Maximum size of a single subscriber or service session. Use this
parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk- | oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a session store's
files from disk at startup.

Value — Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message segments that
are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + <size of maximum session size field > -
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2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store to connect
to missing passive session stores.

Value — Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons- ti meout >—(Optional) Amount of time in milliseconds that a session store waits
before closing when it is blocked from reading or writing a message. This timeout does not apply
when a session store is waiting for a remote session store to load its state from disk. (A non-positive
number means wait forever. This is not recommended.)

Value — Number of milliseconds
Default— 60000

<l oad- t i meout >—(Optional) Amount of time in milliseconds that an active session store waits for a

passive session store or a passive session store waits for an active session store to load its data from

disk before it closes the connection to the session store. (A non-positive number means wait forever.
This is not recommended.)

Value — Number of milliseconds
Default— 420000

<i dl e- ti meout >—(Optional) Amount of time that a passive session store waits for activity from the
active session store before it closes the connection to the active session store. This timeout applies
after the session store startup and initial update processes are complete.

Value — Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r ati o>—(Optional) Along with the minimum backlog size, specifies when the
active session store closes the connection to a passive session store because of a backlog of messages
waiting to be sent. After the startup and initial update processes are complete, if the backlog becomes
too large, the connection to the passive session store is closed. After the retry interval ends, a new
connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value — Floating point number
Default— 1.5

<mi ni num backl og>—(Optional) Along with the maximum backlog ratio, specifies when the active
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session store closes the connection to a passive session store because of a backlog of messages waiting
to be sent to the passive session store. After the startup and initial update processes are complete, if
the backlog becomes too large, the connection to the passive session store is closed. After the retry
interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection unless the
backlog of messages (in bytes) is greater than this number.

Value — Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege Level

system
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<snmp >
(configuration/shared/sae/configuration/driver)

Usage
<confi guration>
<shar ed>
<sae> ]
<confi guration>
<driver>
<snnp>
<read- onl| y- communi ty- string>read-only-community-string</read-only-community-string>
<read-wite-comunity-string>read-wite-conmmunity-string</read-wite-communjty-string>
<concurrent - post - sync- j obs>concurrent - post - sync-j obs</ concurrent - post - sync- j obs>
<concurrent - request s>concurrent - r equest s</ concur rent - request s> )
<concurrent - request - ti meout >concurrent - request - ti meout </ concurrent - r equest - ti meout >
</ snnp>
</drijver>
</ confi guration>
</ sae>
</ shar ed>

</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure global default SNMP communities for use with JUNOSe routers and JUNOS routing platforms. Global
default SNMP communities are used if a virtual router does not exist on the router or the community strings have
not been configured for the VR.

Contents

<read- onl y- comuni ty- st ri ng>— Default SNMP community string used for read access to the router.

Value— SNMP community string that matches a read-only community string configured
on the router.
Default— public

<read-wite-commnity- string>— Default SNMP community string used for write access to the
router.

Value — SNMP community string that matches a read-write community string
configured on the router.
Default— private

<concurr ent - post - sync- j obs>—(Optional) Number of jobs that can be processed concurrently to
login subscriber sessions that are incomplete after synchronizing state with the router.

Value —Integer in the range 1-500
Default— 10
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<concurrent - r equest s>—(Optional) Number of unsolicited requests that can be sent concurrently.
When this number is exceeded, additional requests (e.g. service activations, deactivations) will wait
until a permit becomes available or the request times out.

Value —Integer in the range 1-500
Default— 100

<concurrent - r equest - t i neout >—(Optional) If a request is blocked because the number of concurrent
requests is exceeded, it will wait for the specified timeout for a permit to become available. If the
timeout is exceeded the request will fail without being sent to the device.

Value — Number of seconds in the range 0—900
Default— 30

Required Privilege Level

system
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< third-party >
(configuration/shared/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae> )
<confi guration>
<driver>
<third-party>
<net wor k- noni t or - addr ess>net wor k- noni t or - addr ess</ net wor k- moni t or - addr ess>
<updat e-i nt erval >updat e- i nt erval </ updat e- i nt erval > )
<sae- conmuni t y- nanager >sae- communi t y- manager </ sae- conmuni t y- manager >
</third-party>
</driver>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Configure the community manager for third-party devices that the SAE manages.
Contents
<net wor k- noni t or - addr ess>—(Optional) (Multivalue) List of devices which would be pinged during

the election of the master. If none of the devices in the list are pingable then Router Driver would be
shutdown.

Value —Text

<updat e- i nt er val >—(Optional) Time Interval to monitor the devices configured to check for network
isolation. This is applicable only when network-monitor-address is present

Value — Number of seconds
Default— 10

<sae- conmuni t y- manager >— Name of the community manager that manages network device
communities. Active SAEs are selected from this community.

Value— Community name
Default— PROXYCommunityManager

Required Privilege Level
system
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< session-store >
(configuration/shared/sae/configuration/driver/third-

party)

Usage

<confi guration>
<shar ed>
<sae>

<confi guration>
<driver>
<third-party>
<sessl on- st ore>

<mexi mum queue- age>maxi mum queue- age</ maxi mum- queue- age> ]
<mexi mum queued- oper at i ons>maxi num queued- oper at i ons</ maxi mum- queued- oper at i ons>
<maxi mum queue- si ze>maxi mum- queue- si ze</ maxi mum queue- si ze>

<mexi mum fil e-si ze>maxi num-fil e-size</ maxi numfile-size>

<m ni mum di sk- space- usage>m ni mrum di sk- space- usage</ m ni mum di sk- space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>

<mexi mum sessi on- si ze>maxi NUM sessi on- si ze</ maxi mum sessi on- si ze>

<di sk- | oad- buf f er - si ze>di sk- | oad- buf f er - si ze</ di sk-1oad- buffer-size>

<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>

<retry-interval >retry-interval </retry-interval > ] ) ]

<communi cati ons-ti meout >comruni cati ons-ti neout </ communi cati ons-ti neout >

<l oad- ti meout >l oad- ti neout </ | oad- ti neout >
<idle-timeout>idle-timout</idle-timeout>

<mexi mum backl og-r at i o>maxi num backl og- r ati o</ maxi num backl og-rati o>

<m ni mum backl og>m ni num backl og</ m ni nrum backl og>

</ sessi on-store>
</third-party>
</driver>

</ confi gur
</ sae>
</ shared>
</ configuration>

Release Informati

ati on>

on

Statement introduced in SRC Release 1.0.0

Description
Configure the sess
Contents

<maxi mum g

ion store for the third-party device driver.

ueue- age>—(Optional) Maximum age that a queue of buffered store operations (such as

adding a session to the store or removing a session from the store) can reach before the queue is
written to a session store file.

Value — Number of milliseconds in the range 0-2147483647. A value of -1 indicates

that

there is no limit. A value of zero causes the session store to write each store

operation to a session store file immediately.
Default— 5000

<maxi mum g

ueued- oper at i ons>—(Optional) Number of buffered store operations that are queued

before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that there is no
limit. A value of zero causes the session store to write each store operation to a session
store file immediately.
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Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store operations can reach
before the queue is written to a session store file.

Value — Number of bytes in the range 0-2147483647
Default— 51050

<maxi mum fil e- si ze>—(Optional) Maximum size of session store files. When a file reaches this size, a
new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files that is used by
live sessions. When the percentage of space in the session store files that is used by live sessions
decreases to this percentage, the oldest session store file is compacted and appended to the newest
session store file, and then the oldest session store file is deleted.

Value — Percentage of disk space in the range 1-100. We recommend a range of 30-50
Default— 25

<rotation- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies the
number of sessions that are rotated from the oldest file to the newest file at the same time. While a set
of sessions is rotated, no other session store activity can take place.

Value — Integer in the range 0-2147483647
Default— 50

<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service session. Use this
parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk- | oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a session store's
files from disk at startup.

Value — Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message segments that
are waiting to be sent to passive session stores
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Value — Number of bytes in the range 21 + <size of maximum session size field > -
2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store to connect
to missing passive session stores.

Value — Number of milliseconds in the range 0-2147483647
Default— 5000

<communi cat i ons- ti meout >—(Optional) Amount of time in milliseconds that a session store waits
before closing when it is blocked from reading or writing a message. This timeout does not apply
when a session store is waiting for a remote session store to load its state from disk. (A non-positive
number means wait forever. This is not recommended.)

Value — Number of milliseconds
Default— 60000

<l oad- t i meout >—(Optional) Amount of time in milliseconds that an active session store waits for a
passive session store or a passive session store waits for an active session store to load its data from
disk before it closes the connection to the session store. (A non-positive number means wait forever.
This is not recommended.)

Value — Number of milliseconds
Default— 420000

<i dl e- ti meout >—(Optional) Amount of time that a passive session store waits for activity from the
active session store before it closes the connection to the active session store. This timeout applies
after the session store startup and initial update processes are complete.

Value — Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r ati o>—(Optional) Along with the minimum backlog size, specifies when the
active session store closes the connection to a passive session store because of a backlog of messages
waiting to be sent. After the startup and initial update processes are complete, if the backlog becomes
too large, the connection to the passive session store is closed. After the retry interval ends, a new
connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value — Floating point number
Default— 1.5
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<mi ni num backl og>—(Optional) Along with the maximum backlog ratio, specifies when the active
session store closes the connection to a passive session store because of a backlog of messages waiting
to be sent to the passive session store. After the startup and initial update processes are complete, if
the backlog becomes too large, the connection to the passive session store is closed. After the retry
interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection unless the
backlog of messages (in bytes) is greater than this number.

Value — Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege Level

system
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< dynamic-radius-server >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<dynami c-r adi us- server >
<maxi mum cached- peer >maxi mum cached- peer </ maxi nrum cached- peer >
</ dynam c-radi us- server >
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the number of peers that the dynamic RADIUS server can maintain.
Contents

<maxi num cached- peer >— Maximum number of peers maintained by the dynamic RADIUS server.

Value — Integer
Default— 100

Required Privilege Level

system
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< external-interface-features >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<external -interface-features>
<name>nane</ nane> <! -- identifier -->
</external -interface-features>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Create an external interface configuration.

Contents

<nanme>— Name of the external interface configuration.

Value —Text

Required Privilege Level

system
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< CommunityManager >
(configuration/shared/sae/configuration/external-
interface-features)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<external -interface-features>
<Comuni t yManager >
<keepal i ve-1 nt erval >keepal i ve-i nt erval </ keepal i ve-i nterval >
<t hr eads>t hr eads</ t hr eads>_ )
<acquire-tineout>acquire-timeout</acquire-tinmeout>
<bl ackout - ti me>bl ackout - ti me</ bl ackout - ti ne>
</ Communi t yManager >
</external -interface-features>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the SAE community manager that manages PCMM and third-party device communities.

Contents

<keepal i ve- i nt er val >— Interval between keepalive messages sent from the active SAE to the passive

members of the community.

Value— Number of seconds in the range 0-2147483647
Default— 30

<t hr eads>— Number of threads that are allocated to manage the community. You generally do not
need to change this property.

Value — Integer in the range 1-50
Default— 5

<acqui re-ti meout >— Amount of time an SAE waits for a remote member of the community when it is
acquiring a distributed lock. To avoid race conditions when the SAE community is determining which

SAE is the active SAE, the community manager has a distributed lock. When an SAE attempts to
become the active SAE, it needs to acquire the distributed lock. You generally do not need to change
this property.

Value— Number of seconds in the range 0-2147483647
Default— 15
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<bl ackout - ti me>— Amount of time that an active SAE must wait after it shuts down before it can try
to become the active SAE of the community again.

Value— Number of seconds in the range 0-2147483647
Default— 30

Required Privilege Level

system
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< EventAPI >
(configuration/shared/sae/configuration/external-
interface-features)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<external -interface-features>
<Event API >
<retry-tine>retry-tine</retry-time>
<retry-1i mt>retry-| imt</retry-limt>
<t hr eads>t hr eads</t hr eads>
</ Event AP| >
</external -interface-features>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure properties for the Event Notification APIL
Contents

<retry-time>— Amount of time between attempts to send router events that could not be delivered.

Value— Number of seconds in the range 0-2147483647
Default— 300

<retry-linmt>— Maximum number of times an event fails to be delivered before it is discarded.

Value — Integer in the range 0-2147483647
Default— 5

<t hr eads>— Number of threads allocated to process events.

Value — Integer in the range 0-2147483647
Default— 5

Required Privilege Level

system
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< JavaScriptProcessor >
(configuration/shared/sae/configuration/external-
interface-features)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<external -interface-features>
<JavaScri pt Processor >
<script-directory>script-directory</script-directory>
<scan-interval >scan-i nterval </ scan-interval >
<conpi | er - cl asspat h>conpi | er - cl asspat h</ conpi | er - cl asspat h>
<char act er - encodi ng>char act er - encodi ng</ char act er - encodi ng>
<conpi | er - debug/ >
<j ava- conpi | er >j ava- conpi |l er</j ava- conpi | er >
</ JavaScri pt Processor >
</external -interface-features>
</ configuration>
</ sae>
</ shar ed>
</ configurati on>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the SAE properties that activate and configure the Java script interface module.
Contents

<scri pt - di rect or y>—(Optional) Storage location for Java scripts; defined relative to the SAE
installation directory. If you store the scripts in the /opt/UMC/saelvar/javaScripts directory on the SRC
system, you do not need to specify this property.

Do not specify a directory that is part of the class path of the JVM running the SAE. If you do so,
unloading of Java scripts will fail.

Value— Path that can be read by a URL class loader, in one of the following formats:

o file: /l < path> < filename >

o http: /l < hostName > . < portNumber > < path > < filename >
o path—List of directories separated by forward slashes
 filename—Name of the JAR file

e hostName—Name of the host on which the script is stored
o portNumber—Number of the TCP/IP port

Default— var/javaScripts

<scan- i nt erval >— Time interval between scans in the script directory for new or modified .java
source files. At each scan, the interface module compiles new and modified files. If the scripts conform
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to Java script requirements, the interface module installs them on the SAE as Java scripts. It also
removes deleted scripts from the SAE.

Value — Number of seconds in the range 0-2147483647; O (zero) means that the
interface module does not scan the directories.
Default— O

<conpi | er - cl asspat h>— Class path that the compiler uses to load source files.
Value — Path that can be read by a URL class loader, in one of the following formats:

o file: /l < path> <filename >

o http:// <hostName > . < portNumber > < path > < filename >
o path—List of directories separated by forward slashes

o filename—Name of the JAR file

o hostName—Name of the host on which the script is stored
o portNumber—Number of the TCP/IP port

If you clear this value, the value defaults to the Java script directory specified by the
script-directory option.

Default— var/javaScripts.lib/sae.jar

<char act er - encodi ng>—(Optional) Character encoding that the compiler uses when it loads Java
source files.

Value — See http://java.sun.com/j2se/1.4/docs/guidel/intl/encoding.doc.html
Default— Default encoding for the platform on which you are working

<conpi | er - debug>—(Optional) Enables or disables whether the compiler places debug information
into .class files

Default— Disabled

<j ava- conpi | er >—(Optional)

If you do not specify an external compiler, the interface module compiles the scripts-in-process with
the com.sun.tools.javac.Main compiler from Sun Microsystem's tools.jar. The information specified in
the Character Encoding, Compiler Classpath, and Compiler Debug fields is passed to the compiler.

If you specify an external compiler, an external process is created to perform the compilation using
the specified command, and the information specified in the Character Encoding, Compiler Classpath,
and Compiler Debug fields is ignored. Assumptions:

o The specified shell command will invoke an appropriate Java compiler without error.
o The specified shell command uses a class path that includes both the Java script directory
specified in the Script Directory field and the SAE's public APIs.

o The compiler outputs its .class files to the directory specified in the Script Directory field.
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Value— Command string with the class path that identifies both the Java script directory
and the public APIs for the SAE.
Default— javac -classpath var/javaScripts:lib/sae.jar -d var/javaScripts

Required Privilege Level

system
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< PythonScriptProcessor >
(configuration/shared/sae/configuration/external-
interface-features)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<external -interface-features>
<Pyt honScri pt Pr ocessor >
</ Pyt honScr 1 pt Processor >
</external -interface-features>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Create an instance of the Python script processor.
Contents

Required Privilege Level

system
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<SAEAccess >
(configuration/shared/sae/configuration/external-
interface-features)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<external -interface-features>
<SAEAccess>
<cache- si ze>cache- si ze</ cache- si ze>
<cache-ti nmeout >cache-ti neout </ cache-ti neout >
<cache- cl ean>cache- cl ean</ cache- cl ean>
</ SAEAccess>
</ external -interface-features>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure properties for the SAE access interface module.
Contents

<cache- si ze>— Maximum number of subscriber objects kept in the cache.

Value — Integer in the range 0-2147483647
Default— 1024

<cache- ti meout >— Maximum time that idle subscriber objects are kept in the cache.

Value — Number of seconds in the range 0-2147483647
Default— 30

<cache- cl ean>— Number of subscriber objects removed from the cache when the maximum number
is reached.

Value— Integer in the range 1- < cache size >
Default— 1

Required Privilege Level

system
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<SAEFeature >
(configuration/shared/sae/configuration/external-
interface-features)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<external -interface-features>
<SAEFeat ur e>
<j ava- cl ass>j ava- cl ass</j ava- cl ass>
<addi ti onal - cl asspat h>addi ti onal - cl asspat h</ addi ti onal - cl asspat h>
</ SAEFeat ur e>
</external -interface-features>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure SAE properties for customized interface modules.
Contents

<j ava- cl ass>— Name of the Java class that implements the interface module.

Value — Fully qualified Java class name. For
example,net.juniper.smgt.sae.saeimpl.SAEAccessImpl.
Default— No value

<addi ti onal - cl asspat h>—(Optional) Path to the location where libraries are stored. If you store the
libraries in the /opt/UMC/saellib directory on the host where you installed the SAE software, you do not
need to specify a class path.

Value— Comma-separated list of URLs that can be read by a URL class loader in one of
the following formats:

o file:/l < path> <filename >
e http:// <hostName > < portNumber > < path > < filename >

where

o path is a list of directories separated by backslashes

o filename is the name of the JAR file

o hostName is the name of the host on which the script is stored
o portNumber is the number of the TCP/IP port
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Default— No value

Required Privilege Level

system
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< properties >
(configuration/shared/sae/configuration/external-
interface-features/SAEFeature)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<external -interface-features>
<SAEFeat ur e>
<properties>
<nane>nane</ name> <!-- identifier -->
<val ue>val ue</ val ue>
</ properties>
</ SAEFeat ur e>
</external -interface-features>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Define properties for an SAE customized interface module.
Contents

<nanme>— Name of the property for which you want to define a value.

Value —Text

<val ue>— Value for the property.

Value — Value for the property.
Default— No value

Required Privilege Level

system
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< file-accounting-template >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<file-accounting-tenpl ate>
<name>nanme</ nane> <!-- jdentifier -->
</file-accounting-tenpl ate>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a template that defines header names for attributes listed in accounting files. When the SAE writes data to
a flat file, it writes into the first line the headers that identify the attributes in the file. For example, in the following
accounting file, the first line lists headers for all attribute fields in the file, and the following lines list the actual data
in each field:

Accounting Status,NAS ID,SAE Host,Router Name,Interface Name,Interface Alias
start,SSP.uelmo,uelmo,default@erx7_ssp57,FastEthernet1/1.1.

You can assign your own names to the headers that appear in the file. To do so, you define the header names in a
template and then set up file accounting plug-ins to use the template. The default template, FileAccounting.std,
defines header names for all possible attributes. You can use the default template or create your own templates.

Contents

<name>— Name of the file-accounting template.

Value —Text

Required Privilege Level

system

241



SRC 4.5.x XML API Configuration Reference

< attributes >
(configuration/shared/sae/configuration/file-
accounting-template)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<file-accounting-tenpl ate>
<attributes>
<name>nane- choi ce</ name> <! -- identifier -->
<val ue>val ue</ val ue>
</attributes>
</file-accounting-tenplate>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Description
Configure the values for the attribute headers that will appear in accounting files.
Contents

Name of the accounting attribute for which you want to define a header.
Value

e status—

e nas-id—

e host —

e router-name—

e interface-name—
e interface-alias—
e interface-descr —
e port-id—

e user-ip-address—
e | ogi n- nane—

e accounting-id—
e auth-user-id—

e if-radius-class—
o if-session-id—
e service-name—

e radius-class—

e event-tine—

e session-id—

e termnate-cause—
e session-time—

e in-octets—

e out-octets—

e in-packets—

e out-packets—
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nas-ip—
e user-nmac- address —
e service-session-nane—
e service-session-tag—
e user-type—
e user-radius-class—
e user-session-id—
e prinmary-user-nane—
e subscription-name—
e login-id—
e if-index—
e event-time-mllisecond—
e nas-port —
e operational —
e user-inet-address—
e nas-inet-address—
e router-type—
e interface-speed—
e service-bundl e—
e user-dn—
e uid—
e domai n—
e retailer-dn—
e password—
e service-scope—
e session-timeout —
e downstream bandw dt h—
e upstream bandw dt h—
e dhcp- packet —
e aggr-session-id—
e aggr-login-nane—
e aggr - user-dn—
e aggr - user -inet - address —
e aggr-accounting-id—
e aggr-auth-user-id—
e user -session-handl e—
e calling-station-id—
e renote-tunnel -inet-address—
e |ocal -tunnel -inet - address—

e vpn-id—

<val ue>— Header text that appears in the accounting file.

Value— Text that you want to appear as the header in the property file. If the header
contains spaces, enclose the header in quotation marks.
Default— No value
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Required Privilege Level

system
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< global-radius-udp-port >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration>
<gl obal - radi us- udp- port>
<udp- por t >udp- port </ udp- port >
</ gl obal - radi us- udp- port >
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a global source UDP port or a pool of ports that RADIUS plug-ins use to communicate with RADIUS
servers.

In RADIUS packets that RADIUS plug-ins send to a RADIUS server, the plug-in uses an identifier field to match
requests to replies. This field provides for a maximum of 256 identifiers. Once all identifiers are used, the plug-in
cannot send any more requests until it receives replies that match the requests already sent. In high-load system:s,
this limit can slow performance.

To overcome this limitation, you can configure a pool of UDP ports for RADIUS plug-ins. Having a pool of ports
allows RADIUS plug-ins to create one queue per port to wait for RADIUS replies. Each queue can wait for 256
RADIUS packets. The RADIUS plug-ins send RADIUS packets through the pool of ports in a round-robin mode.

Contents
<udp- por t >— Global source UDP port or a pool of ports that RADIUS plug-ins use to communicate

with RADIUS servers. You can also configure UDP ports for each plug-in instance. If you do not
configure a UDP port for a plug-in instance, the plug-in uses the global UDP port.

Value— You can enter a single port number, a pool of port numbers, or a list of port
numbers and port ranges:

e Port number in the range 1-65535
« A range of ports in the format port-port; for example, 7000-7003

Default— 18130

Required Privilege Level

system
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< idle-timeout >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<idle-tineout>
<adj ust - sessi on-tine/ >
</idle-tineout>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Specify whether or not the SAE reduces the session time reported in the accounting stop message by the idle time.
This way the session time is accurately reported to avoid overcharges for the session.

Contents

<adj ust - sessi on-ti me>—(Optional) If enabled, when an idle timeout terminates a session, the
session time reported in the accounting stop message is reduced by the idle time.

Default— No value

Required Privilege Level

system
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< interim-accounting >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<interimaccounting>
<servi ce-interim accounting/>
<service-interiminterval >service-interiminterval </service-interiminterval >
<servi ce-interi m node>service-interinm node-choi ce</service-interim node>
<subscri ber-interimaccounting/>
<subscriber-interiminterval >subscri ber-interiminterval </subscriber-interiminterval >
_<user -interi m node>user -interi m node- choi ce</ user -interi m node>
</interim accounting>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Enable interim accounting and set intervals between interim accounting messages for services and subscribers.
These settings apply to all subscriber sessions and service sessions. You can override these settings for specific
services by configuring an accounting interim interval in the service configuration.

Contents

<servi ce-interi m accounti ng>—(Optional) Enable interim accounting for services. You can override
this setting for specific services by configuring an accounting interim interval in the service
configuration.

Default— Enabled

<servi ce-interi minterval >— Interval between service interim accounting messages. A short
interval causes the SAE to send many messages to the router and to the RADIUS servers. A long
interval can result in a large loss of accounting information in the event of a system failure.

Value— Number of seconds in the range 900-86400
Default— 86400

<servi ce-interi m node>—(Optional)
Value

e not - supported—

e polling—

e pushing—

e polling-or-pushing—
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e user-polling-service-pushing—

<subscri ber-interi m accounti ng>—(Optional) Enable interim accounting for subscribers. If enabled,
the SAE continually generates Interim-Update accounting requests for all active subscribers at the
interval specified with the subscriber-interim-interval option.

Default— Enabled

<subscri ber-interi minterval >— Interval between subscriber interim accounting messages. A short
interval causes the SAE to send many messages to any configured accounting servers. A long interval
can result in a large loss of accounting information in the event of a system failure.

Value— Number of seconds in the range 900-86400
Default— 86400

<user - i nt eri m node>—(Optional)
Value

e not-supported—

e polling—

e pushing—

e polling-or-pushing—

e user-polling-service-pushing—

Required Privilege Level

system
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< interim-session-job-manager >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<interi m session-job- manager >
~ <nunber - of - t hreads>nunber - of - t hr eads</ nunber - of - t hr eads>
</interim session-job-mnager>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 3.1.0
Description

Configure the number of threads used for interim-session-related activity; for example, subscriber and service
session interim accounting.

Contents

<nunber - of - t hr eads>— Number of threads used for interim-session-related activity.

Value — Integer in the range 1-1000
Default— 32

Required Privilege Level

system
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<ldap > (configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration>
<l dap>
<net wor k- dn>net wor k - dn</ net wor k- dn>
<enabl e-di rectory-eventing/ >
</1dap> ~
</ confi guration>
</ sae>
</ shared>
</ configuration>

Description

Configure the LDAP connection from the SAE to the directory in which network device data is stored.

Contents

<net wor k- dn>— Subtree in the directory in which network device data is stored.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.

Default— o = Network, < base >

<enabl e- di rect ory- event i ng>—(Optional) Enables or disables automatic discovery of changes in the

SAE configuration data.

Default— Enabled

Required Privilege Level

system
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< directory-eventing >
(configuration/shared/sae/configuration/ldap)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration>
<I dap> ]
<directory-eventing>
<t i meout >t i meout </ ti neout > ] )
<di spat cher - pool - si ze>di spat cher - pool - si ze</ di spat cher - pool - si ze>
</directory-eventing>
</1dap> "~
</ confi guration>
</ sae>
</ shared>
</ confi guration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a timeout for SAE directory eventing, and specify the number of events that the SAE can receive from the
directory simultaneously.

Contents

<ti meout >— Maximum time that the directory eventing system waits for the directory to respond.

Value— Number of seconds in the range 1-2147483647
Default— No value

<di spat cher - pool - si ze>— Number of events that the SAE can receive from the directory
simultaneously.

Value — Integer in the range 1-2147483647
Default— No value

Required Privilege Level

system
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< persistent-login-cache >
(configuration/shared/sae/configuration/ldap)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration>
<l dap>
<persi stent -1 ogi n- cache>

<dn>dn</ dn>
<server - addr ess>ser ver - addr ess</ server - addr ess>
<port - nurber >por t - nunber </ port - nurrber >
<aut henti cati on- dn>aut henti cati on- dn</aut henti cati on-dn>
<passwor d>passwor d</ passwor d>
<directory-eventing/> ) )
<Bo|Ilng-lnterval>polllng-|nterval</po|||ng-|nterval>
<

| ackl rst/>
<l daps/ > )
</ persi stent -1 ogi n- cache>
</l dap>
</ confi guration>
</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the LDAP connection from the SAE to the directory in which persistent login cache data is stored.
Contents

<dn>— Subtree in the directory in which persistent login cache data is stored.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— o = authCache, < base >

<server - addr ess>—(Optional) (Multivalue) Directory server that stores information.

Value — IP address or hostname. For multiple directory servers, enclose the addresses or
hostnames in quotes and separate addresses or names with a space. For example:
"127.153.27.1 192.168.0.1".

Default— No value

<port - nunber >—(Optional) Directory port number

Value —Integer in the range -2147483648-2147483647
Default— 389

<aut henti cation-dn>
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—(Optional) DN that the SAE uses to authenticate access to the directory server.
The specified directory entry must exist and have read access to all attributes.

For subscriber data, the entry must have write access if subscribers are allowed to customize their
subscription profiles.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— No value

<passwor d>—(Optional) Password used to authenticate access to the directory server. You must
configure the password in the directory to authenticate read access to the directory.

Value — Text string or base64 string.

For authentication to access subscriber data, the password must match the value of the
userPassword attribute of the authentication DN.

Default— No value

<di rectory- event i ng>—(Optional) Enables or disables automatic discovery of changes to directory
data.

For subscriber data:

« If enabled, changes in the subscriber profile or subscriptions take effect automatically while the
subscriber is logged in.

« If disabled, changes in the subscriber profile or subscriptions do not take effect until the next
time the subscriber logs in.

For service data:

o If enabled, changes in service definitions take effect automatically. If a changed service is in
use, all service instances are deactivated and then reactivated with the modified settings.
Consequently, service may be affected for subscribers who are logged in at the time of the
modification.

o If disabled, changes in service definitions do not take effect until you restart the SAE.

Default— Disabled

<pol | i ng- i nt er val >— Frequency for checking the directory for changes.

Value— Number of seconds in the range 15-86400
Default— 30

<bl ackl i st >—(Optional) Specifies whether the directory monitoring system prevents connection to a
directory if the directory fails to respond during 10 polling intervals.
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Value — true or false

Default— true

| daps —Enables LDAPS as the secure protocol for connections to the directory server.

Value— ldaps—Enable LDAPS
Default— Disabled

Required Privilege Level

system
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< policy-data >
(configuration/shared/sae/configuration/ldap)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration>
<I dap>
<pol i cy- dat a>
<pol i cy-dn>policy-dn</policy-dn>
<par anet er - dn>par anet er - dn</ par anet er - dn>
<ext ernal - parent - gr oup- dn>ext er nal - par ent - gr oup- dn</ ext er nal - par ent - gr oup- dn>
<directory-eventing/> ] ]
<pol l'i ng-1nterval >pol I i ng-interval </polling-interval >
</ pol i cy- dat a>
</l dap> "
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the LDAP connection from the SAE to the directory in which service data is stored.
Contents

<pol i cy- dn>— Subtree in the directory in which policy data is stored.

Value— < DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— o = Policies, < base >

<par anet er - dn>— Subtree in the directory in which policy parameter data is stored.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— o = Parameters, < base >

<ext er nal - par ent - gr oup- dn>— Subtree in the directory in which external parent groups are stored.

Value— < DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— o = ExternalParentGroups, < base >

<di rectory- eventi ng>—(Optional) Enables or disables automatic discovery of changes to directory
data.
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« If enabled, changes in policy definitions take effect automatically. If a changed policy is in use,
all policy instances are deactivated and then reactivated with the modified settings.
Consequently, service may be affected for subscribers who are logged in when the change is
made.

« If disabled, changes in policy definitions do not take effect until you restart the SAE.

Default— Disabled

<pol | i ng- i nt er val >— Frequency for checking the directory for changes.

Value— Number of seconds in the range 15-86400
Default— 30

Required Privilege Level

system
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< service-data >
(configuration/shared/sae/configuration/ldap)

Usage

<confi guration>
<shar ed>
<sae> ]
<co?glgurat|on>
< ap>
<sgrvice-data>
<dn>dn</ dn>
<server - addr ess>ser ver - addr ess</ server - addr ess>
<port - nurber >por t - nunber </ port - nurrber >
<aut henti cati on- dn>aut henti cati on- dn</aut henti cati on-dn>
<passwor d>passwor d</ passwor d>
<directory-eventing/> ) )
<Bo|Ilng-lnterval>polllng-|nterval</po|||ng-|nterval>
<bl ackl I'st/ >
<l daps/ >
</ servi ce- dat a>
</l dap>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the LDAP connection from the SAE to the directory in which service data is stored.
Contents

<dn>— Subtree in the directory in which service data is stored.
The SAE loads service definitions on startup and when service reloading is requested.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— < base >

<server - addr ess>—(Optional) (Multivalue) Directory server that stores information.

Value — IP address or hostname. For multiple directory servers, enclose the addresses or
hostnames in quotes and separate addresses or names with a space. For example:
"127.153.27.1 192.168.0.1".

Default— No value

<port - nunber >—(Optional) Directory port number

Value —Integer in the range -2147483648-2147483647
Default— 389
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<aut henti cat i on- dn>—(Optional) DN that the SAE uses to authenticate access to the directory server.
The specified directory entry must exist and have read access to all attributes.

For subscriber data, the entry must have write access if subscribers are allowed to customize their
subscription profiles.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string <base > is replaced with the directory base DN.
Default— No value

<passwor d>—(Optional) Password used to authenticate access to the directory server. You must
configure the password in the directory to authenticate read access to the directory.

Value — Text string or base64 string.

For authentication to access subscriber data, the password must match the value of the
userPassword attribute of the authentication DN.

Default— No value

<di rectory- event i ng>—(Optional) Enables or disables automatic discovery of changes to directory
data.

For subscriber data:

o If enabled, changes in the subscriber profile or subscriptions take effect automatically while the
subscriber is logged in.

« If disabled, changes in the subscriber profile or subscriptions do not take effect until the next
time the subscriber logs in.

For service data:

» If enabled, changes in service definitions take effect automatically. If a changed service is in
use, all service instances are deactivated and then reactivated with the modified settings.
Consequently, service may be affected for subscribers who are logged in at the time of the
modification.

« If disabled, changes in service definitions do not take effect until you restart the SAE.

Default— Disabled

<pol | i ng- i nt er val >— Frequency for checking the directory for changes.

Value— Number of seconds in the range 15-86400
Default— 30

<bl ackl i st >—(Optional) Specifies whether the directory monitoring system prevents connection to a
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directory if the directory fails to respond during 10 polling intervals.

Value— true or false
Default— true

| daps —Enables LDAPS as the secure protocol for connections to the directory server.

Value — ldaps—Enable LDAPS
Default— Disabled

Required Privilege Level

system
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< subscriber-data >
(configuration/shared/sae/configuration/ldap)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration>
<l dap>
<subscri ber - dat a>
<subscri ption-1oadi ng-filter>subscription-|oading-filter-choice</subscription-I|oading-

filter>
<| oad- subscri ber - schedul es/ >
<persi st ent - sessi ons/ >
<l ogi n- cache- dn>l ogi n- cache- dn</| ogi n- cache- dn>
<sessi on- cache- dn>sessi on- cache- dn</ sessi on- cache- dn>
<dn>dn</ dn>
<server - addr ess>server - addr ess</ server - addr ess>
<port - number >por t - nunber </ port - nurrber > ) ]
<aut henti cati on- dn>aut henti cati on- dn</ aut henti cati on-dn>
<passwor d>passwor d</ passwor d>
<directory-eventing/> ] )
<BolIlng-lnterval>polllng-|nterval</po|||ng-|nterval>
<bl ackl st/ >
<| daps/ >
</ subscri ber - dat a>
</Idap>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the LDAP connection from the SAE to the directory in which subscriber data is stored.
Contents

<subscri ption- 1 oadi ng- fil t er >— Filter that the SAE uses to search for subscriptions in the directory
when the SAE loads a subscription.

Value — One of the following:

o subscriberRefFilter—Subscriber reference filter. The SAE runs a search based on
the subscriberRef attribute in the umcServiceProfile object, which is the base
object class of the service profile hierarchy. The subscriberRef attribute contains a
DN that points to the parent of the subscriber object.

« objectClassFilter—Subscription Objectclass filter. The SAE performs a one-level
search with the directory entry, which represents the subscriber folder as the
base DN. The search filter is (objectClass = sspServiceProfile). This method can be
slow if you have a large number of subscription entries within the subscriber
folder subtree.

Default— objectClassFilter
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<l oad- subscri ber - schedul es>—(Optional) Enable or disable loading of subscriber schedules.

Default— Enabled

<per si st ent - sessi ons>—(Optional) Load existing persistent sessions and schedules when starting or
recovering a user session.

Default—false

<l ogi n- cache- dn>— Subtree in the directory where subscriber login information is cached. When a
subscriber logs in to a residential portal, the SAE searches subscriber profiles by mapping the realm of
the login name to a retailer object found below the search base.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— o = userProfileCache, < base >

<sessi on- cache- dn>— Subtree in the directory where persistent session data is cached.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— o = PersistentSessions, < base >

<dn>— Subtree in the directory in which subscriber data is stored.

When a subscriber logs in to a residential portal, the SAE searches subscriber profiles by mapping the
realm of the login name to a retailer object found below the DN.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— o = Users, < base >

<server - addr ess>—(Optional) (Multivalue) Directory server that stores information.

Value— IP address or hostname. For multiple directory servers, enclose the addresses or
hostnames in quotes and separate addresses or names with a space. For example:
"127.153.27.1 192.168.0.1".

Default— No value

<port - number >—(Optional) Directory port number

Value—Integer in the range -2147483648-2147483647
Default— 389
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<aut henti cati on- dn>—(Optional) DN that the SAE uses to authenticate access to the directory server.
The specified directory entry must exist and have read access to all attributes.

For subscriber data, the entry must have write access if subscribers are allowed to customize their
subscription profiles.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— No value

<passwor d>—(Optional) Password used to authenticate access to the directory server. You must
configure the password in the directory to authenticate read access to the directory.

Value — Text string or base64 string.

For authentication to access subscriber data, the password must match the value of the
userPassword attribute of the authentication DN.

Default— No value

<di rectory- event i ng>—(Optional) Enables or disables automatic discovery of changes to directory
data.

For subscriber data:

« If enabled, changes in the subscriber profile or subscriptions take effect automatically while the
subscriber is logged in.

« If disabled, changes in the subscriber profile or subscriptions do not take effect until the next
time the subscriber logs in.

For service data:

o If enabled, changes in service definitions take effect automatically. If a changed service is in
use, all service instances are deactivated and then reactivated with the modified settings.
Consequently, service may be affected for subscribers who are logged in at the time of the
modification.

o If disabled, changes in service definitions do not take effect until you restart the SAE.

Default— Disabled

<pol | i ng- i nt er val >— Frequency for checking the directory for changes.

Value— Number of seconds in the range 15-86400
Default— 30

<bl ackl i st >—(Optional) Specifies whether the directory monitoring system prevents connection to a
directory if the directory fails to respond during 10 polling intervals.
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Value — true or false
Default— true

| daps —Enables LDAPS as the secure protocol for connections to the directory server.

Value— ldaps—Enable LDAPS
Default— Disabled

Required Privilege Level

system
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< client >
(configuration/shared/sae/configuration/license-
manager)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<l'i cense- manager >
<client>
<t ype>t ype</t }/pe>
<cache>cache</ cache>
</client>
</license- manager >
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure the license manager client.
Contents

<t ype>— Type of the license client.

Value— SDX is currently the only valid value
Default— SDX

<cache>— Path to a cache file.

Value— Valid path
Default— var/run/lic_cache

Required Privilege Level

system
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< directory-access >
(configuration/shared/sae/configuration/license-
manager)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<l'i cense- manager >
<directory-access>
<server - addr ess>ser ver - addr ess</ server - addr ess>
<server - port>server - port</server-port>
<license-dn>|icense-dn</license-dn>
<aut henti cati on- dn>aut henti cati on- dn</ aut henti cati on- dn>
<Passmnrd>passmord</password>
<l daps/ >
<connect i on- manager - i d>connect i on- manager - i d</ connect i on- manager -i d>
<event - base- dn>event - base- dn</ event - base- dn>
<si gnat ur e- dn>si gnat ur e- dn</ si gnat ur e- dn>
<snnp- agent/>
</directory-access>
</license- manager >
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure directory access to the license manager.
Contents

<server - addr ess>—(Optional) IP addresses or hostnames of the directory server that stores licensing
data.

Value — IP address or hostname. For multiple directory servers, enclose the addresses or
hostnames in quotes and separate addresses or names with a space.
Default— No value

<server - port >—(Optional) Port number of the LDAP connection to the directory server that stores
licensing data.

Value — Port number in the range 0-65535
Default— 389

<l i cense- dn>—(Optional) Subtree in the directory where licensing information is stored. The SAE
searches for the license key below this path.

Value— <DN>. The string <base > is replaced with the directory base DN
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Default— ou = Licenses, o = Management, < base >

<aut hent i cati on- dn>—(Optional) DN the SAE uses to authenticate access to the directory server.

Value— <DN>. The string <base > is replaced with the directory base DN
Default— No value

<passwor d>—(Optional) Password used to authenticate access to the directory.

Value — Text string or Base64 string
Default— No value

Enables or disables LDAPS as the secure protocol for connections to the directory server that stores
license data.

Value

e | daps—

Default— Disabled

<connect i on- manager - i d>— DES connection manager within the Java Naming and Directory Interface
(JNDI) framework.

Value — Text
Default— LICENSE_MANAGER

<event - base- dn>—(Optional) Directory eventing base DN for the license manager data.

Value— <DN>. The string <base > is replaced with the directory base DN
Default— No value

<si gnat ur e- dn>—(Optional) DN of the entry that specifies the LDAP schema attribute usedDirectory.
This attribute identifies the type of directory, such as openLDAP or DirX, on which the license data is
stored.

Value— <DN>. The string < base > is replaced with the directory base DN
Default— No value

<snnp- agent >—(Optional) Specifies whether the SRC SNMP agent exports MIBs for this directory
connection.

Default— Disabled
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Required Privilege Level

system
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< logger > (configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration>
<l ogger >
<name>nane</ nane> <!-- jidentifier -->
</l ogger >
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Create a logging configuration for the SAE.
Contents

<nane>— Name of the logging configuration.

Value —Text

Required Privilege Level

system
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< file >
(configuration/shared/sae/configuration/logger)

Usage

<confi

guration>

<shar ed>
<sae>

<confi guration>
<|o?ger>
<frle>
<filter>filter</filter>
<device-filter-key>device-filter-key</device-filter-key>
<filenane>fil enane</fil ename>
<rol | over-fil enane>rol |l over-fil ename</rollover-filenane>
<maxi mum fil e-size>maxi num-file-size</ maxi mumfile-size>
</file>
</ | ogger >
</ configuration>

</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure logging of messages to a file.

Contents

<filter>—(Optional) Filter to define which event messages the software logs or ignores. Filters can
specify the logging level, such as debug, or can specify expressions. For information about
expressions, see the documentation that describes how to configure logging.

Value — Log filter
Default— The default value is different for each type of component.

<devi ce-fil ter - key>—(Optional) Filter the DEBUG logs specific to network device. The filtering can
be done based on combinations of parameters namely router-name/interface-name/login-name. These
parameters can be associated using AND (&) or OR ) operators. Syntax: set device-filter-key (router-
name = <val> & interface-name = <val> | login-name = <val> All three parameters are optional.
Absence of a parameter would indicate match ANY. Example: set device-filter-key (router-

name = < val >) would indicate match debug logs based on the router-name only irrespective of the
interface-name or login-name. Note: 1. "device-filter-key" will NOT filter info/error/warning logs. 2.
This version supports network device specific logging for COPs drivers only

Value — Log network device filter
Default— The default value is different for each type of component.

<fi | ename>— Absolute path of the filename that contains the current logs.

Note: Make sure that the user under which the J2EE application server or Web application server runs
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has write access to this folder. If this user does not have write access to the default folder, configure
the component or application to write logs in folders to which the user has write access.

Value — Filename
Default— By default, SRC components and applications write log files in the folder in
which the component or application is started.

<rol | over - fi | ename>—(Optional) Absolute path of the filename that contains the log history. When
the log file reaches the maximum size, the software closes the log file and renames it with the name
you specify for the rollover file. If a previous rollover file exists, the software overwrites it. The
software then reopens the log file and continues to save event messages in it.

Value — Path of filename

Example—/opt/UMCl/saelvar/log/sae.alt

Default— The default value is different for each type of component.

<maxi mum fil e- si ze>—(Optional) Maximum size of the log file and the rollover file.
Do not set the maximum file size to a value greater than the available disk space.

Value —Integer in the range 0-2147483647 kbytes
Default— 1000000

Required Privilege Level

system
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< syslog >
(configuration/shared/sae/configuration/logger)

Usage
<confi guration>
<shar ed>
<sae> ]
<confi guration>
<l ogger >
<sysl 0g> . .
<filter>filter</filter>
<host >host </ host >
<P0f.t >por t </ port > -
<facility>facility</facility>
<f or mat >f or mat </ f or mat >
</ sysl og>
</l ogger >
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure logging of messages to system logging.
Contents

<filter>—(Optional) Filter to define which event messages the software logs or ignores. Filters can
specify the logging level, such as debug, or can specify expressions. For information about
expressions, see the documentation that describes how to configure logging.

Value — Log filter
Default— The default value is different for each type of component.

<host >— IP address or name of a host that collects event messages by means of a standard system
logging daemon.

Value — IP address or hostname
Default—loghost

<por t >—(Optional) Port number for system logging daemon.

Value — Port number in the range of 0-65535
Default— 514

<faci | i t y>—(Optional) Type of system log in accordance with the system logging protocol.

Value —Integer in the range 0-23
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Default— 3

<f or mat >—(Optional) MessageFormat string that specifies how the information in an event message is
printed. (The strings {#} are replaced with the log information [...]).

Value — MessageFormat string as specified in
http:/ljava.sun.com/j2sel/1.4.2/docs/apiljavaltext/MessageFormat.html.

The fields available for events are:

e 0—Time and date of the event

e 1—Name of the thread generating the event
o 2—Text message of the event

e 3—Category of the event

e 4—Priority of the event

Required Privilege Level

system
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< login-registration >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration>
<l ogi n-registration>
<regi stration-authentication/>
</l ogi n-registration>
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Enable the authentication of registered username/password pairs.
Contents
<regi stration- aut henti cati on>—(Optional) Enables the authentication of registered

username/password pairs. Enable this option if your authentication server does not allow
authentication while a session for the authenticated username is active.

Default—

Required Privilege Level

system
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< nic-proxy-configuration >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<ni c- proxy-configuration>
<name>nane</ name> <!-- identifier -->
</ ni c- proxy-configuration>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a NIC proxy.

Contents

<nanme>— Name of the NIC proxy configuration.

Value —Text

Required Privilege Level

system

274



Service Activation Engine (SAE) Configuration Tag Elements

< cache > (configuration/shared/sae/configuration/nic-
proxy-configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<ni c- proxy-configuration>
<cache>
<cache- si ze>cache- si ze</ cache- si ze>
<cache- cl eanup-i nt erval >cache- cl eanup-i nterval </ cache- cl eanup-i nterval >
<cache-entry-age>cache-entry-age</cache-entry-age>
</ cache> ] )
</ ni c- proxy-configuration>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Description

Configure the NIC proxy cache properties. You can modify cache properties for the NIC proxy to optimize the
resolution performance for your network configuration and system resources. Typically, you can use the default
settings for the cache properties.

Contents

<cache- si ze>—(Optional) Maximum size of the cache in which the NIC proxy retains data. If you
decrease the cache size or disable the cache while the NIC proxy is running, the NIC proxy removes
entries in order of descending age until the cache size meets the new limit.

Value — Integer in the range 0-2147483647
Default—10000

<cache- cl eanup-i nt er val >— Time interval at which the NIC proxy removes expired entries from its
cache.

Value — Number of seconds in the range 5-2147483
Default—15

<cache- ent ry- age>—(Optional) Maximum time that the NIC proxy can cache an entry. The NIC proxy
compares this property with the life expectancy of each entry and uses the lower value to determine
when to remove the entry.

Value— Number of seconds in the range 0-4294967295

e 0 or unspecified—Life expectancy of the data, which determines expiration of
data
e Other values—Actual time that the NIC proxy caches entries
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Required Privilege Level

system
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< nic-host-selection >
(configuration/shared/sae/configuration/nic-proxy-
configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration> )
<ni c- proxy - confi gurati on>
<ni c- host - sel ecti on>
<gr oups>gr oups</ gr oups>
<sel ection-criteria>sel ection-criteria-choice</selection-criteria>
</ ni c- host - sel ecti on>
</ ni c-proxy-configuration>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Description

Configure the mechanism that a NIC proxy uses to select NIC system if multiple systems are available. You use NIC
host selection when you use NIC replication.

Contents

<gr oups>—(Optional) (Multivalue) List of groups of NIC hosts that the NIC proxy can contact for
resolution requests.

Value— Names of groups.
Default— No value

<sel ection-criteria>— Selection criteria that the NIC proxy uses to determine which NIC host to
contact. Configure selection criteria if you configure more than one group.

Value — One of the following criteria:

¢ roundRobin—NIC proxy selects NIC hosts in a fixed, cyclic order. The NIC proxy
always selects the next host in the list.

o randomPick—NIC proxy selects NIC hosts randomly from the list.

o priorityList—NIC proxy selects NIC hosts according to their assigned priorities in
the list. If the host with the highest priority in the list is not available, the NIC
proxy tries the host with the next-highest priority, and so on.

Use round-robin or random pick to distribute resolution requests among NIC hosts. Use
priority list if you prefer to use a particular NIC host; for example, you may reduce
operating cost by using a local NIC host.

Default— roundRobin

Required Privilege Level
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system
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< blacklisting >
(configuration/shared/sae/configuration/nic-proxy-
configuration/nic-host-selection)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration> )
<ni c- proxy - confi gurati on>
<ni c- host - sel ecti on>
<bl ackl i sting>
<try-next-systemon-error/>
o <nunber - of -retri es- before-bl ackl i sti ng>nunber - of -retries- before-
bl ackl i sting</nunber - of -retries-before-blacklisting> . ) )
<bl acklist-retry-interval >bl acklist-retry-interval </blacklist-retry-interval >
</ bl ackl i sti ng>
</ ni c- host - sel ecti on>
</ ni c- proxy-configuration>
</ confi guration>
</ sae>
</ shared>
</ configurati on>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure how to handle nonresponsive NIC hosts. When a NIC host does not respond, it is blacklisted which means
that other NIC hosts are contacted until the blacklisted host becomes available again.

Contents

<try- next - syst em on- error >—(Optional) Specifies whether or not the NIC proxy should contact the
next specified NIC host if a NIC host is determined to be unavailable. Configure this property only if
you configure more than one group.

Default—true

<nunber - of -retri es- bef ore- bl ackl i sti ng>— Number of times the NIC proxy tries to communicate
with a NIC host before the NIC proxy stops communicating with the NIC host for a period of time.

Value —Integer in the range 0-2147483647
Default—3

<bl ackl i st -retry-interval >— Interval at which the NIC proxy attempts to connect to an unavailable
NIC host.

Value —Integer in the range 15-2147483647 s
Default—15
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Required Privilege Level

system
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< resolution >
(configuration/shared/sae/configuration/nic-proxy-
configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration> )
<ni c- proxy - confi gurati on>
<resol uti on>
<resol ver - name>r esol ver - name</ r esol ver - nane>
<ker-type>key-type</key-ty e>
<val ue-type>val ue-type</val ue-type>
<expect - nul ti pl e- val ues/ > )
<constrai nts>constrai nts</constraints>
</resolution> )
</ ni c- proxy-configuration>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Description

Configure properties for a NIC proxy (NIC locator), the NIC component that requests information on behalf of an
application.

Contents

<r esol ver - name>— NIC resolver that the NIC proxy uses. This resolver must be the same as one that is
configured on the NIC host.

Value — Path to the NIC resolver.

Example—/realms/ip/A1l,/realms/dn/A1.

Default— No value

<key- t ype>— Type of data used that the key provides for the NIC resolution. You can provide a
qualifier to a data type to distinguish between different instances of a data type in a resolution
scenario, or to provide information about a data type to clarify the use of that data type in a
resolution.

Value — One of the following types:

e Ip—Subscriber's IP address

e Vr—Virtual router

o Interface—Name of router's interface

o Interfaceld—Identifier of an interface on the router
e Dn—LDAP distinguished name for subscriber

o LoginName—Subscriber login ID

o AnyString—Other information
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To qualify data types, enter a qualifier within parentheses.

Example—LoginName(username).

Default— No value

<val ue- t ype>— Type of value to be returned in the resolution. The value type varies according to the
application that uses the NIC proxy.

Value — One of the following types:

e Saeld—SAE server ID
¢ LoginName—Subscriber login ID
¢ AnyString—Other information

To qualify data types, enter a qualifier within parentheses.

Example—LoginName(username).

Default— No value

<expect - mul ti pl e- val ues>—(Optional) Specifies whether or not the key can have multiple
corresponding values.

<const rai nt s>—(Optional) Data type that a resolver uses during the resolution process. A constraint
represents a condition that must or may be satisfied before the next stage of the resolution process can
proceed.

Configure a constraint only if the constraint will be provided by the application in the resolution
request. Typically, you do not need to configure constraints.

Value — Data types of constraints specified for the NIC resolution. Separate data types
with commas.
Default— No value

Required Privilege Level

system
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< test-nic-bindings >
(configuration/shared/sae/configuration/nic-proxy-
configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration> )
<ni c- proxy- confi guration>
<t est - ni c- bi ndi ngs>
<use-test - bi ndi ngs/ >
</ test-nic-bindi ngs>
</ ni c- proxy-configuration>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure key-value mappings to be used to test a NIC resolution.
Contents

<use- t est - bi ndi ngs>—(Optional) Test the NIC resolutions without having to configure or run a NIC
host. The values returned are those configured in the key-values property.

Default—false

Required Privilege Level

system
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<Kkey-values >
(configuration/shared/sae/configuration/nic-proxy-
configuration/test-nic-bindings)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration> )
<ni c- proxy- confi gurati on>
<t est - ni c- bi ndi ngs>
<key- val ues>
<name>nane</ name> <! -- identifier -->
<val ue>val ue</ val ue>
</ key- val ues>
</ test - ni c- bi ndi ngs>
</ ni c- proxy- configuration>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure keys and associated values to use for testing. Define all of values to be returned for specified keys.
Contents

<nane>— Name of the key.

Value —Text

<val ue>— Value of the key.

Value —Text

Required Privilege Level

system

284



Service Activation Engine (SAE) Configuration Tag Elements

< plug-ins > (configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins> . . . .
<pl ugi n- publ i sher - aut h- queue>pl ugi n- publ i sher - aut h- queue</ pl ugi n- publ i sher - aut h- queue>
] <pl ugi n- publ i sher - t racki ng- queue>pl ugi n- publ i sher - t racki ng- queue</ pl ugi n- publ i sher -
tracki ng- queue>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Contents

<pl ugi n- publ i sher - aut h- queue>—

Value —Integer in the range -2147483648-2147483647
Default—20

<pl ugi n- publ i sher - t racki ng- queue>—

Value —Integer in the range -2147483648-2147483647
Default—20

Required Privilege Level

system
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< event-publishers >
(configuration/shared/sae/configuration/plug-ins)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<event - publ i sher s>
<subscri ber - aut hori zati on>subscri ber - aut hori zat i on</ subscri ber - aut hori zati on>
) ~ <default-retailer-authentication>default-retailer-authentication</default-retailer-
aut henti cati on>
<defaul t-vr-authentication>defaul t-vr-authentication</default-vr-authentication>
) <defaul t-retail er-dhcp-authentication>defaul t-retailer-dhcp-authentication</default-
retail er-dhcp-authentication> ) ) )
<dhcp- aut hori zat i on>dhcp- aut hori zat i on</ dhcp- aut hori zati on>
<servi ce-aut hori zati on>servi ce-aut horj zati on</ servi ce-aut hori zati on> ) )
<subscr!Btlon-authorlzatlon?subscrlpt[on-authorlzat|0n</subscr|ptlon-authorlzat|0n>
<subscri ber -t racki ng>subscri ber - t r acki ng</ subscri ber - t r acki ng>
<servi ce-tracki ng>servi ce-tracki ng</service-tracki ng>
<interface-tracking>i nterface-tracking</interface-tracki ng>
</ event - publ i shers>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure event publishers. Event publishers tell the SAE which events to send to which plug-in.
Contents

<subscri ber - aut hori zat i on>—(Optional) (Multivalue) Authorize all subscriber sessions. These plug-in
instances are called after a subscriber profile is loaded but before a subscriber session is started. The
SAE calls these plug-ins for each subscriber who logs in to a portal.

These plug-in instances cannot perform authentication because passwords are not available at this
point in the login process. Therefore if you specify plug-ins that perform authentication, the login
process will fail.

Value — List of plug-ins
Default— No value
Introduced in—1.0.0

<defaul t-retail er-aut henti cati on>—(Optional) (Multivalue) Authenticate subscribers who are
assigned to retailer objects that do not specify a an authentication plug-in. These plug-ins are called
when the subscriber logs in to a domain. The authentication process for portal logins maps the
supplied domain name to a retailer object.

If you do not specify default retailer authentication plug-ins or retailer-specific plug-ins, subscribers
are admitted without authentication.
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Value — List of plug-ins
Default— No value

<def aul t - vr - aut hent i cat i on>—(Optional) (Multivalue) Authenticate subscribers who are assigned to
a VR that do not specify a an authentication plug-in. These plug-ins are called when the subscriber
logs in to a domain.

If you do not specify default vr authentication plug-ins or retailer-specific plug-ins, subscribers are
admitted without authentication.

Value — List of plug-ins
Default— No value

<def aul t -ret ai | er - dhcp- aut hent i cati on>—(Optional) (Multivalue) Authenticate DHCP address
requests for subscribers who are assigned to retailer objects that do not specify a DHCP authentication
plug-in. These plug-ins are called when the SAE receives a DHCP discover request from a client that
has its username and password cached in the SAE. The username and password can either be cached
persistently in the directory or temporarily in memory during a switch from an unauthenticated to an
authenticated address.

Value — List of plug-ins
Default— No value

<dhcp- aut hori zat i on>—(Optional) (Multivalue) Authorize all DHCP address requests for all DHCP
subscribers who log in to a portal. These plug-ins are called for both authenticated and unathenticated
address requests.

Value — List of plug-ins
Default— No value

<servi ce- aut hori zat i on>—(Optional) (Multivalue) Authorize all service sessions. These plug-ins are
called before a service session is started, and are called for every service session started by any
subscriber.

Value— List of plug-ins
Default— No value

<subscri ption-aut hori zati on>—(Optional) (Multivalue) Authorize subscribers to change their
subscriptions. These plug-ins are called when a subscriber tries to modify, subscribe to, or unsubscribe
from a subscription.

Value — List of plug-ins
Default— No value

<subscri ber - t racki ng>—(Optional) (Multivalue) Collect accounting data for all subscriber sessions.
287



SRC 4.5.x XML API Configuration Reference

These plug-ins are called for every subscriber session that is started and stopped. They are called after
a subscriber session has started and when the session is stopped.

Value — List of plug-ins
Default— No value

<servi ce-t racki ng>—(Optional) (Multivalue) Collect accounting data for all service sessions. These
plug-ins are called for every service session that is started and stopped. They are called after a service
session starts, when the service session stops, and during interim updates.

Value— List of plug-ins
Default— No value

<interface-tracki ng>—(Optional) (Multivalue) Collect accounting data for all interfaces that the SAE
manages. These plug-ins are called for every managed interface that is started and stopped. They are
called after an interface comes up, when new policies are installed on the interface, and when the
interface goes down. You can include NIC SAE plug-ins, which cause the SAE to send interface tracking
events to the NIC SAE plug-in agent.

Value — List of plug-ins
Default— No value

Required Privilege Level

system
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< device-type-authentication >
(configuration/shared/sae/configuration/plug-
ins/event-publishers)

Usage

<confi guration>
<shar ed>
<sae> )
<confi guration>
<pl ug-ins> ]
<event - publ i sher s> ) )
<devi ce-type-aut hentication>
<j unos>j unos</junos> ]
<] unos-dmi >j unos- dni </ j unos- dm >
<] unos- pt sp>j unos - pt sp</ j unos- pt sp>
<] unos- | se>j unos-ise</junos-ise>
<] unose>j unose</ j unose>
<pcmPpcmmx/ pcnme
<third-party>third-party</third-party>
</ devi ce- type- aut henti cati on>
</ event - publ i shers>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Contents

<j unos>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a JUNOS(BEEP)
device.

Value —Text

<j unos- dm >—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a
JUNOS(DMI) device.

Value —Text

<j unos- pt sp>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a JUNOS-
PTSP device.

Value —Text

<j unos- i se>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a JUNOS-
JSRC device.

Value —Text
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<j unose>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a JUNOSe
(COPS-PR) device.

Value —Text

<pcmr>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a PCMM device.

Value —Text

<t hi rd- part y>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a
JUNOS(BEEP) device.

Value —Text

Required Privilege Level

system
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< manager >
(configuration/shared/sae/configuration/plug-ins)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<manager >
<t hr eads>t hr eads</t hr eads>
</ manager >
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the number of threads used for plug-in synchronization.
Contents

<t hr eads>— Number of threads that the SAE maintains for plug-in synchronization.

Value — Integer in the range 0-100
Default— 5

Required Privilege Level

system
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<name >
(configuration/shared/sae/configuration/plug-ins)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<nane>nane</ nane> <!-- identifier -->
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a plug-in. A plug-in configuration describes a particular plug-in that can handle events that it receives
from the SAE.

o An authorization plug-in configuration might perform RADIUS authentication when it receives a subscriber
login event.
e A tracking plug-in might write accounting information to a file when it receives service session events.

For each type of plug-in you can create multiple instances that contain different configurations of the plug-in.
Contents

<nanme>— Name of the plug-in configuration.

Value —Text

Required Privilege Level

system
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< acp-interface-listener >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<acp-interface-listener>
<l dap- server >l dap- server</| dap- server >
<bi nd- dn>bi nd- dn</ bi nd- dn>
<bi nd- passwor d>bi nd- passwor d</ bi nd- passwor d>
<l daps/ > ) ) . . .
<congest i on- poi nt s- base- dn>congest i on- poi nt s- base- dn</ congesti on- poi nt s- base- dn>
<adm ssi on-control - base- dn>adm ssi on- control - base- dn</ adm ssi on- contr ol - base- dn>
<ti meout >t i neout </ ti neout > ) )
<acp-renpote-corba-ior>acp-renote-corba-ior</acp-renote-corba-ior>
</acp-interface-listener>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a hosted internal plug-in for SRC-ACP that the SAE uses to monitor the state of interfaces on a VR for
backbone congestion points.

Contents

<l dap- server >— IP address or name of the host that supports the directory that contains backbone
service definitions and network interfaces.

Value — IP address or name of the host optionally followed by a port number. Use the
format <host>: < port number>. For example, 10.227.0.0:389
Default— No value

<bi nd- dn>— DN of the directory entry that defines the username with which the plug-in accesses the
directory.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— No value

<bi nd- passwor d>— Password with which the plug-in accesses the directory.
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Value — Text string
Default— No value

| daps —Enables LDAPS as the secure protocol for connections to the directory server.

Value— ldaps—Enable LDAPS
Default— Disabled

<congest i on- poi nt s- base- dn>— DN at which SRC-ACP stores backbone congestion points.

Value— <DN>. You can use the special value <base> to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— No value

<adni ssi on- control - base- dn>— DN at which SRC-ACP stores edge congestion points.

Value— <DN>. You can use the special value <base > to refer to the globally
configured base DN. The string < base > is replaced with the directory base DN.
Default— No value

<ti meout >—(Optional) Maximum time that the plug-in waits for the router to respond.

Value— Number of milliseconds in the range 0-2147483647. A zero means there is no
timeout.
Default— 5000

<acp- renot e- cor ba- i or >— Object reference for the ACP plug-in.

Value— ACP CORBA reference that is defined with the edit shared acp configuration
corba acp-ior statement.
Default— No value

Required Privilege Level

system

294



Service Activation Engine (SAE) Configuration Tag Elements

< custom-radius-accounting >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<cust om radi us- accounti ng>
<enabl e-radi us- account - onof f/ >
) <j ava- cl ass-radi us- packet - handl er >j ava- cl ass- r adi us- packet - handl er </ j ava- cl ass-
radi us- packet - handl er > ) .
<cl ass- pat h-radi us- packet - handl er >cl ass- pat h- r adi us- packet - handl er </ cl ass- pat h-
radi us- packet - handl er >
<append- acct - status-type-attribute/>
<require-mandatory-attributes/> ) ]
<l oad- bal anci ng- node>| oad- bal anci ng- node- choi ce</ | oad- bal anci ng- node>
<fai | back-timer>fail back-tinmer</fail back-timer>
<ti meout >t i meout </ ti neout > )
<retry-i nterval>retr%—|nterval</retry—| nterval >
<maxi mum queue- | engt h>maxi num queue-1 engt h</ maxi num- queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- por t >udp- port </ udp- port>
<def aul t - peer >def aul t - peer </ def aul t - peer >
</ cust om radi us- accounti ng>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a custom RADIUS accounting plug-in.
Contents

<enabl e- r adi us- account - onof f >—(Optional) Specifies whether or not RADIUS Accounting On/off
messages should be sent to the downstream Radius servers

Value — true or false
Default— true

<j ava- cl ass-radi us- packet - handl er >— Name of the Java class that implements the
RadiusPacketHandler interface in the RADIUS client library.

Value — Java class name. For example, net.juniper.smgt.radius.RadiusPacketHandlerImpl

Default— No value
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<cl ass- pat h- r adi us- packet - handl er >—(Optional) List of URLSs that identify a location from which
Java classes are loaded when the plug-in is initialized.

Value— Comma-separated list of URLs
Default— No value

<append- acct - st at us-t ype- at t ri but e>—(Optional) Enable or disable whether or not the plug-in
includes the Acct-Status-Type attribute in a RADIUS accounting request packet.

Default— Enabled

<requi re- mandat ory- at t ri but es>—(Optional) Enable or disable whether or not a RADIUS
authentication or accounting request must contain all mandatory RADIUS attributes before sending the
request packet.

Default— Enabled

<l oad- bal anci ng- node>— Mode for load-balancing RADIUS servers. You can set up the plug-in to
switch between RADIUS servers in case of failure or to load-balance every request.

Value — One of the following:

o Failover—The SAE sends requests to the RADIUS server that is configured as the
default peer. If the default peer fails, the SAE uses the next server configured in
the peer group. The SAE cycles through the configured RADIUS servers as
needed.

« Round-robin—The SAE alternates requests between all RADIUS servers
configured in the peer group.

Default— Failover

<f ai | back- ti mer >— Controls if and when the SAE attempts to fail back to the default peer.
Value — One of the following:

o Number of seconds after a failover that the SAE attempts to fail back; range is -1~
2147483647

o 0—SAE always attempts to fail back

e -1—SAE never attempts to fail back

Default— -1

<ti meout >— Maximum time the SAE waits for a response from a RADIUS server. If the RADIUS server
does not respond to the request, the request fails and the SAE logs an error message. Note: configure
this attribute to be five times (or more) greater than the retry-interval attribute to make sure the fail-
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over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1 means that
there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it resends the
RADIUS packet. The SAE keeps sending RADIUS packets until either the server acknowledges the
packet or the maximum timeout is reached. Note: configure the timeout attribute to be five times (or
more) greater than this attribute to make sure the fail-over mechanism works without losing any
packet.

Value— Number of milliseconds in the range 0-9223372036854775807.
Default— 3000

<maxi num queue- | engt h>— Maximum number of unacknowledged RADIUS messages that the plug-in
receives from the RADIUS server before it discards new messages.

Value — Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with the RADIUS
server. If you do not specify an address, the global default address is used. You configure the global
default address with the slot number sae radius local-address command.

Value — IP address
Default— No value

<udp- por t >—(Optional) Source UDP port used for communication with the RADIUS server. If not
specified, the global default is used.

Value — One of the following:

e Port number in the range 1-65535

e A range of ports in the format port-port; for example, 7000-7003

« A comma-separated list of port numbers and port ranges enclosed in double
quotation marks. For example, "7000-7003, 7006, 7007-7009".

Default— No value

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-in.

Value— Name of the server as defined with the shared sae configuration plug-ins pool
name custom-radius-accounting peer-group command.
Default— No value
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Required Privilege Level

system
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< peer-group >
(configuration/shared/sae/configuration/plug-
ins/name/custom-radius-accounting)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<cust om radi us- accounti ng>
<peer - gr oup>
<name>nanme</ nane> <!-- identifier -->
<server - addr ess>ser ver - addr ess</ server - addr ess>
<server - port>server-port</server-port>
<secret>secret</secret>
</ peer - gr oup>
</ cust om radi us- accounti ng>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses them
in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the SNMP
counters for the plug-in will not update correctly. The reason is that the software does not know which RADIUS
peer to send updates to.

Contents

<nanme>— Name of the RADIUS peer.

Value —Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting data or that
the SAE uses for authentication and authorization.

Value — IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value — Port number in the range 0-65535.
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+ RADIUS accounting servers typically use ports 1813 or 1646.
o RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same secret on
the RADIUS server.

Value — Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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< custom-radius-authentication >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<cust om radi us- aut henti cati on>
<j ava- cl ass-radi us- packet - handl er >j ava- cl ass- r adi us- packet - handl er </ j ava- cl ass-
r adi us- packet - handl er > ] )
) <cl ass- pat h-r adi us- packet - handl er >cl ass- pat h- r adi us- packet - handl er </ cl ass- pat h-
radi us- packet - handl er >
<requi re-mandatory-attributes/>
<l oad- bal anci ng- node>| oad- bal anci ng- nbde- choi ce</| oad- bal anci ng- node>
<fai | back-timer>fai] back-tiner</failback-timer>
<ti meout >ti meout </ ti neout > )
<retry-i nterval>retr¥-|nterval</retry-| nt erval >
<mexi mum queue- | engt h>maxi num queue- | engt h</ maxi num- queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- port >udp- port </ udp- port >
<def aul t - peer >def aul t - peer </ def aul t - peer >
</ cust om radi us- aut henti cati on>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a custom RADIUS authentication plug-in.
Contents

<j ava-cl ass-radi us- packet - handl er >— Name of the Java class that implements the
RadiusPacketHandler interface in the RADIUS client library.

Value — Java class name. For example, net.juniper.smgt.radius.RadiusPacketHandlerImpl

Default— No value

<cl ass- pat h- r adi us- packet - handl er >—(Optional) List of URLs that identify a location from which
Java classes are loaded when the plug-in is initialized.

Value— Comma-separated list of URLs
Default— No value

<requi re- mandat ory- attri but es>—(Optional) Specifies whether or not a RADIUS authentication or
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accounting request must contain all mandatory RADIUS attributes before sending the request packet.

Value — true or false
Default— true

<l oad- bal anci ng- mode>— Mode for load-balancing RADIUS servers. You can set up the plug-in to
switch between RADIUS servers in case of failure or to load-balance every request.

Value — One of the following:

o Failover—The SAE sends requests to the RADIUS server that is configured as the
default peer. If the default peer fails, the SAE uses the next server configured in
the peer group. The SAE cycles through the configured RADIUS servers as
needed.

e Round-robin—The SAE alternates requests between all RADIUS servers
configured in the peer group.

Default— Failover

<f ai | back- ti mer >— Controls if and when the SAE attempts to fail back to the default peer.
Value — One of the following:

« Number of seconds after a failover that the SAE attempts to fail back; range is -1~
2147483647

e 0—SAE always attempts to fail back

e -1—SAE never attempts to fail back

Default— -1

<ti meout >— Maximum time the SAE waits for a response from a RADIUS server. If the RADIUS server
does not respond to the request, the request fails and the SAE logs an error message. Note: configure
this attribute to be five times (or more) greater than the retry-interval attribute to make sure the fail-
over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1 means that
there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it resends the
RADIUS packet. The SAE keeps sending RADIUS packets until either the server acknowledges the
packet or the maximum timeout is reached. Note: configure the timeout attribute to be five times (or
more) greater than this attribute to make sure the fail-over mechanism works without losing any
packet.

Value— Number of milliseconds in the range 0-9223372036854775807

302



Service Activation Engine (SAE) Configuration Tag Elements

Default— 3000

<maxi num queue- | engt h>— Maximum number of unacknowledged RADIUS messages that the plug-in
receives from the RADIUS server before it discards new messages.

Value — Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with the RADIUS
server. If you do not specify an address, the global default address is used. You configure the global
default address with the slot number sae radius local-address command.

Value — IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for communication with
the RADIUS server. If you do not specify a UDP port, the global UDP port is used. You configure the
global UDP port with the shared sae configuration global-radius-udp-port command.

Value — One of the following:

e Port number in the range 1-65535

e A range of ports in the format port-port; for example, 7000-7003

« A comma-separated list of port numbers and port ranges enclosed in double
quotation marks. For example, 7000-7003, 7006, 7007-7009

Default— No value

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-in.

Value— Name of the server as defined with the shared sae configuration plug-ins pool
name custom-radius-authentication peer-group command.
Default— No value

Required Privilege Level

system
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< peer-group >
(configuration/shared/sae/configuration/plug-
ins/name/custom-radius-authentication)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<cust om radi us- aut henti cati on>
<peer - gr oup>
<nanme>nane</ name> <! -- identifier -->
<server - addr ess>ser ver - addr ess</ server - addr ess>
<server - port >server - port </ server - port>
<secr et >secr et </ secr et >
</ peer - gr oup> ] ]
</ cust om radi us- aut henti cati on>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses them
in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the SNMP
counters for the plug-in will not update correctly. The reason is that the software does not know which RADIUS
peer to send updates to.

Contents

<nanme>— Name of the RADIUS peer.

Value —Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting data or that
the SAE uses for authentication and authorization.

Value — IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value — Port number in the range 0-65535.
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+ RADIUS accounting servers typically use ports 1813 or 1646.
o RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same secret on
the RADIUS server.

Value — Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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< ejb-adaptor >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<ej b- adapt or >
<appl i cation-server-url >application-server-url</application-server-url>
<j ndi - sae-event -1 i st ener>j ndi - sae- event - | i st ener</j ndi - sae- event - | i st ener >
<event-admitter>event -adm tter</event -adnitter>
<use-primary-vta-if-avail able/>
<attributes>attributes</attributes>
</ ej b- adapt or >
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Note that the EJB adapter plug-in works only with the SRC-VTA, which is not yet supported on the C-series platform.

Configure an EJB adapter plug-in that the SRC-VTA uses to communicate with the SAE. The plug-in performs the
following functions:

o Filters SAE plug-in events for the SRC-VTA.
o Adapts internal SAE events to EJB-compatible methods.
e Sends SAE tracking events to the SRC-VTA.

Contents

<appl i cation-server - url >— Comma separated list of VTA IP addresses or hostnames. The prefix
"jnp://" and the suffix ":1099" are allowed, but unneccessary. When use-primary-vta-if-available is
enabled, then as per the Primary/ backup algorithm, the first VTA in the comma separated list is the
primary VTA. All the other VTAs are secondary VTAS.

Value— URLs with an optional prefix "jnp://" and an optional suffix ":1099".
Default— 127.0.0.1

<j ndi - sae- event - | i st ener >— JNDI name of SAEEventListener EJB of the peer SRC-VTA.

Value— JNDI name. For example, Quota/SAEEventListenerBean.
Default— No value
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<event - adni tt er >—(Optional) LDAP filter that determines the subscriber and service events that the
EJB adapter plug-in sends to the SRC-VTA.

Value — See Installing and Initially Configuring the SRC-VTA in the SRC Application
Library Guide.
Default— No value

<use-primary-vta-if-avail abl e>—(Optional) When this attribute is set to true, EJB adapter plugin
uses Primary/ backup algorithm ; when set to false, it uses Round-robin algorithm

Value— Enabled, to use Primary/backup algorithm. Disabled, to use Round-robin
algorithm
Default— Disabled

<attribut es>—(Optional) (Multivalue) Attributes that are sent to the plug-in. We recommend that you
configure only the required attributes. If you do not specify attributes, all attributes are sent.
Specifying fewer attributes improves the performance of the SRC network.

Value —Text
Default— All attributes

Required Privilege Level

system
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< external >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<external >
<cor ba- obj ect - r ef er ence>cor ba- obj ect - r ef er ence</ cor ba- obj ect - r ef erence>
<stat e-synchroni zati on/ >
<attributes>attributes</attributes>
</ external >
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure SAE external plug-ins. You need to configure external plug-ins for SAE plug-in agents for the NIC, for
Admission Control Plug-Ins, and for custom plug-ins developed in Common Object Request Broker Architecture
(CORBA).

Contents

<cor ba- obj ect - r ef er ence>— Object reference of the external plug-in that is exported to the SAE.
When the SAE sends the first event to a registered plug-in, it resolves the object reference.

Value — Object reference in one of the following formats:

o The absolute path to the interoperable object reference (IOR) file in the format:
“file:// < absolute path > "
e The corbaloc URL in the format corbaloc:: < host>: < portNumber >/ < path >
where:
o host is the name or IP address of the host that supports the plug-in
o portNumber is the port number of the host
o path is the absolute path to the plug-in
e« Common Object Services (COS) in the format
corbaname:: < host > [: < port > ][/serviceName]# < key > where the key is provided
by the publisher of the IOR to the COS naming service.
e The actual IOR in the form IOR: < objectReference >

Default— No value
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<st at e- synchroni zat i on>—(Optional) Plug-in implements state synchronization interface

<attribut es>—(Optional) (Multivalue) Attributes that are sent to the plug-in. We recommend that you
configure only the required attributes. If you do not specify attributes, all attributes are sent.
Specifying fewer attributes improves the performance of the SRC network.

Value —Text
Default— All attributes

Required Privilege Level

system
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< file-accounting >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae>

<confi guration>
<pl ug-ins>
<nane>
<file-accounti ncr:;>
<filename>fil enanme</fil ename>
<t enpl at e>t enpl at e</ t enpl at e>
<interval >i nterval </interval >
<fiel ds>fiel ds-choi ce</fiel ds>
</file-accounting>
</ nane>
</ pl ug-ins>
</ confi guration>

</ sae>
</ shared>
</ configurati on>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure a file accounting plug-in, which writes information to a file in a comma-separated format.

Contents

<fi | ename>— Name and location of the file to which the SAE writes accounting information. The SAE
names accounting files by appending the timestamp for the start of the accounting period.

Value — Path and name of file
Default— /var/acct/log

<t enpl at e>— Name of the template that defines header names for the attributes written to the
acounting file.

Value — Template name
Default— std

<i nt er val >— Number of hours of information stored in each accounting file. When the interval
expires, the SAE closes the file, renames it to the archive name, and creates a new file.

Accounting files are aligned with midnight of the day the SAE process starts. If the interval is 24 hours,
the SAE starts a new file at midnight every day beginning on the day the SAE process starts.

o If the interval is a divisor of 24 hours (for example, 15 minutes, 30 minutes, 1 hour), there is a
repeatable pattern of file starts. For example, if the interval is set to 6 hours, the SAE creates a
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new file at midnight, 6 am, 12 pm, and 6 pm every day.
o If the interval is not a divisor of 24 hours, then the file start times shift each day to different
times of the day.

If the SAE is restarted, the schedule for creating accounting files is reset to start at midnight.

Value — Interval in the format hour:minutes
Default— 24

<fi el ds>—(Optional) (Multivalue) List of accounting attributes that are written to the accounting file.
Value

e status—Accounting status

e nas-i d—NAS identifier

e host —Hostname of the SAE

e router-nane—Router name

e interface-name—Interface name

e interface-alias—Interface alias

e interface-descr —Interface description

e port-id—NAS port ID

e user-ip-address—Subscriber IP address

e | ogi n- nane—Login name

e accounting-id—Accounting ID

e aut h-user-i d—User authentication ID

e if-radius-class—Interface RADIUS class

e if-session-id—Interface session ID

e service- name—Service name

e radius- cl ass —RADIUS class

e event -ti me—Event time (s)

e session-id—Session ID

e terninate-cause—Terminate cause

e session-time—Session time

e in-octets—Number of input octets

e out - oct et s—Number of output octets

e in-packet s—Number of input packets

e out - packet s—Number of output packets

e nas-i p—NAS IP address

e user - mac- addr ess —Subscriber MAC address
e service-session- name—Service session name
e service-session-tag—Service session tag

e user -t ype—Subscriber session type

e user-radi us-cl ass —Subscriber session RADIUS class
e user - sessi on-i d—Subscriber session ID

e prinary-user - nane—Primary subscriber name
e subscription- name—Subscription name

e login-id—Login ID

e if-index—Interface index

e event-tinme-nillisecond—Event time (ms)
e nas-port —NAS port

e operational —Operational flag
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user - i net - addr ess —Subscriber INET address
e nas-inet - address —NAS INET address
e router-type—Router type
e interface-speed—Interface speed
e calling-station-id—Calling Station ID
e renote-tunnel -inet-address—Remote Tunnel Address
e | ocal -tunnel -inet - address —Local Tunnel Address
e vpn-id—VPN ID

Default— status,nas-id,host,router-name,interface-name,interface-alias,interface-
descr,port-id,user-ip-address, login-name,accounting-id,auth-user-id,if-radius-class,if-
session-id,service-name,radius-class,event-time,session-id, terminate-cause,session-
time,in-octets,out-octets,in-packets,out-packets,nas-ip,user-mac-address,service-
session-name, service-session-tag,user-type,user-radius-class,user-session-id,user-
session-handle,calling-station-id,remote-tunnel-inet-address,local-tunnel-inet-address

Required Privilege Level

system
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< flex-radius-accounting >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us- accounti ng>
<enabl e-radi us- account - onof f/ >
<l oad- bal anci ng- node>| oad- bal anci ng- nbde- choi ce</| oad- bal anci ng- node>
<f ai | back-tinmer>failback-timer</fail back-timer>
<ti meout >ti meout </ ti neout > )
<retry-i nterval>retr¥-|nterval</retry-| nt erval >
<mexi mum queue- | engt h>maxi num queue- 1 engt h</ maxi num- queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp-port>udp-port</udﬂ-port>
<error - handl |1 ng>error - handl i ng- choi ce</ error-handl i ng>
<def aul t - peer >def aul t - peer </ def aul t - peer >
<t enpl at e>t enpl at e</t enpl at e>
</ fl ex-radi us-accounti ng>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a flexible RADIUS accounting plug-in.
Contents

<enabl e- r adi us- account - onof f >—(Optional) Specifies whether or not RADIUS Accounting On/off
messages should be sent to the downstream Radius servers

Value — true or false
Default— true

<l oad- bal anci ng- mode>— Mode for load-balancing RADIUS servers. You can set up the plug-in to
switch between RADIUS servers in case of failure or to load-balance every request.

Value — One of the following:

o Failover—The SAE sends requests to the RADIUS server that is configured as the
default peer. If the default peer fails, the SAE uses the next server configured in
the peer group. The SAE cycles through the configured RADIUS servers as
needed.

e Round-robin—The SAE alternates requests between all RADIUS servers
configured in the peer group.
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Default— Failover

<fai | back-ti ner >— Controls if and when the SAE attempts to fail back to the default peer.
Value — One of the following:

o Number of seconds after a failover that the SAE attempts to fail back; range is -1~
2147483647

e 0—SAE always attempts to fail back

e -1—SAE never attempts to fail back

Default— -1

<ti meout >— Maximum time the SAE waits for a response from a RADIUS server. If the RADIUS server
does not respond to the request, the request fails and the SAE logs an error message. Note: configure
this attribute to be five times (or more) greater than the retry-interval attribute to make sure the fail -
over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1 means that
there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it resends the
RADIUS packet. The SAE keeps sending RADIUS packets until either the server acknowledges the
packet or the maximum timeout is reached. Note: configure the timeout attribute to be five times (or
more) greater than this attribute to make sure the fail-over mechanism works without losing any
packet.

Value — Number of milliseconds in the range 0-9223372036854775807
Default— 3000

<maxi mum queue- | engt h>— Maximum number of unacknowledged RADIUS messages that the plug-in
receives from the RADIUS server before it discards new messages.

Value— Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with the RADIUS
server. If you do not specify an address, the global default address is used. You configure the global
default address with the slot number sae radius local-address command.

Value — IP address
Default— No value
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<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for communication with
the RADIUS server. If you do not specify a UDP port, the global UDP port is used. You configure the
global UDP port with the shared sae configuration global-radius-udp-port command.

Value— One of the following:

e Port number in the range 1-65535

¢ A range of ports in the format port-port; for example, 7000-7003

e A comma-separated list of port numbers and port ranges enclosed in double
quotation marks. For example, "7000-7003, 7006, 7007-7009".

Default— No value

<error - handl i ng>— Configures the way the SAE handles errors.
Value— One of the following:

e 0—Ignores incorrect definitions and logs them for debugging purposes
e 1—Logs errors and discards the affected RADIUS packet

Default— 0 (Ignore)

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-in.

Value— Name of the server as defined with the shared sae configuration plug-ins pool
name flex-radius-accounting peer-group command.
Default— No value

<t enpl at e>— Name of RADIUS packet template.

Value— Name of template
Default— No value

Required Privilege Level

system
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< peer-group >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us- accounti ng>
<peer - gr oup>
<nane>nane</ name> <!-- identifier -->
<server - addr ess>ser ver - addr ess</ server - addr ess>
<server - port >server - port </ server - port>
<secr et >secret </ secret >
</ peer - gr oup>
</ fl ex-radi us-accounting>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses them
in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the SNMP
counters for the plug-in will not update correctly. The reason is that the software does not know which RADIUS
peer to send updates to.

Contents

<nanme>— Name of the RADIUS peer.

Value —Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting data or that
the SAE uses for authentication and authorization.

Value — IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value — Port number in the range 0-65535.

316



Service Activation Engine (SAE) Configuration Tag Elements

+ RADIUS accounting servers typically use ports 1813 or 1646.
o RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same secret on
the RADIUS server.

Value — Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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< radius-packet-definition >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting)

Usage

<confi guration>
<shar ed>
<sae> )
<confi guration>
<pl ug-ins>
<name>
<fl ex-radi us-accounti ng>
<r adi us- packet - definition>
<nane>nane</nanme> <!-- identifier -->
</radi us- packet - definition>
</ fl ex-radi us-accounti ng>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS packet definition for the plug-in.
Contents

<name>— Name of the RADIUS attribute instance.

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounting>
<radi us- packet - definrtion>
<attributes>
<name>nane</ nane> <!-- jdentifier -->
<val ue>val ue</ val ue>
</attributes>
</ radi us- packet - definition>
</ fl ex-radi us-accounting>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<nanme>— Name of the RADIUS attribute.

Value —Text

<val ue>— Value of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of standard values, see
Configuring Accounting and Authentication Plug-Ins (SRC CLI) in the SRC PE Subscribers
and Subscriptions Guide.

Default— No value

Required Privilege Level

system
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< attributes-with-type >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounting>
<radi us- gacket -definition>
<attributes-wth-type>
<name>nanme</ nane> <!-- jdentifier -->
</attributes-wth-type>
</radi us- packet - definition>
</ fl ex-radi us-accounti ng>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<name>— Name of the RADIUS attribute.

Value —Text

Required Privilege Level

system
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<type > (configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition/attributes-with-type)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounting>
<rad|us;gacket-def|n|t|0n>
<attributes-wth-type>
<type> . . .
<tyPe>type-ch0|ce</type> <l-- identifier -->
<val ue>val ue</ val ue>
</type> .
</attributes-wth-type>
</ radi us- packet -definition>
</ fl ex-radi us-accounting>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Contents

Type of the RADIUS attribute.
Value

e address—
e hex—

e integer —
e string—
o text —

<val ue>— Value of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of standard values, see
Configuring Accounting and Authentication Plug-Ins (SRC CLI) in the SRC PE Subscribers
and Subscriptions Guide.

Default— No value

Required Privilege Level

system
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< vendor-specific >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounting>
<radi us- packet - defi ni ti on>
<vendor - speci fi c>
<name>nane</ nane> <!-- jdentifier -->
</ vendor - speci fic>
</radi us- packet - definition>
</ fl ex-radi us-accounti ng>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure Juniper Networks vendor-specific attributes (VSAs).
Contents

<nane>—

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition/vendor-specific)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounting>
<radi us- packet - defi ni ti on>
<vendor - speci fi c>
<attributes>
<name>nane</ name> <!-- jdentifier -->
<val ue>val ue</ val ue>
</attributes>
</ vendor - speci fic>
</radi us- packet - definition>
</fl ex-radi us-accounti ng>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Contents

<name>— RADIUS attribute definition.

Value —Text

<val ue>—

Value —Text

Required Privilege Level

system
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<type > (configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition/vendor-specific)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounti ng>
<r adi us- packet - definrtion>
<vendor - speci fi c>
<type> . o
<nane>nane</ name> <!-- jidentifier -->
</type>
</ vendor - speci fic>
</ radi us- packet - definition>
</ fl ex-radi us-accounti ng>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Contents

<nane>— Data type of the attribute value.

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition/vendor-specific/type)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounting>
<radi us- packet - definrti on>
<vendor - speci fi c>
<type>
<attributes>
<name>nane</ name> <!-- jidentifier -->
<val ue>val ue</ val ue>
</attributes>
</type>
</ vendor - speci fic>
</ radi us- packet - definition>
</ fl ex-radi us-accounting>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Contents

<nanme>— RADIUS attribute definition.

Value —Text

<val ue>—

Value —Text

Required Privilege Level

system
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< vendor-specific-26 >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounting>
<radi us- packet - defi ni ti on>
<vendor - speci fi c- 26>
<name>nane</ nane> <!-- jdentifier -->
</ vendor - speci fic- 26>
</radi us- packet - definition>
</ fl ex-radi us-accounti ng>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Description
Configure Juniper Networks vendor-specific attributes (VSAs).
Contents

<nane>—

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition/vendor-specific-26)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounting>
<radi us- packet - defi ni ti on>
<vendor - speci fi c- 26>
<attributes>
<name>nane</ name> <!-- jdentifier -->
<val ue>val ue</ val ue>
</attributes>
</ vendor - speci fic- 26>
</radi us- packet - definition>
</fl ex-radi us-accounti ng>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Contents

<name>— RADIUS attribute definition.

Value —Text

<val ue>—

Value —Text

Required Privilege Level

system
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<type > (configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition/vendor-specific-26)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounti ng>
<radi us- packet - definition>
<vendor - speci fi c- 26>
<type> . o
<nane>nane</ name> <!-- jidentifier -->
</type>
</ vendor - speci fic-26>
</ radi us- packet - definition>
</ fl ex-radi us-accounti ng>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Contents

<name>—

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-accounting/radius-packet-
definition/vendor-specific-26/type)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-accounting>
<radi us- packet - defi ni ti on>
<vendor - speci fi c- 26>
<type>
<attributes>
<name>nane</ name> <!-- jidentifier -->
<val ue>val ue</ val ue>
</attributes>
</type>
</ vendor - speci fic- 26>
</ radi us- packet - definition>
</ fl ex-radi us-accounting>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Contents

<nanme>— RADIUS attribute definition.

Value —Text

<val ue>—

Value —Text

Required Privilege Level

system
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< flex-radius-authentication >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<f | ex-radi us-aut hentication>
<l oad- bal anci ng- node>| oad- bal anci ng- nobde- choi ce</| oad- bal anci ng- node>
<fai | back-timer>fail back-tiner</fail back-timer>
<ti meout >ti nmeout </ ti neout > .
<retry-i nterval>retr¥-|nterval</retry-| nt erval >
<maxi mum queue- | engt h>maxi num queue-1 engt h</ maxi mum queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp—port>udp—port</udﬁ—por1> ) )
<error-handl 1 ng>error - handl i ng- choi ce</error-handl i ng>
<def aul t - peer >def aul t - peer </ def aul t - peer >
<t enpl at e>t enpl at e</ t enpl at e>
</fl ex-radi us-aut henticati on>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a flexible RADIUS authentication plug-in.
Contents

<l oad- bal anci ng- node>— Mode for load-balancing RADIUS servers. You can set up the plug-in to
switch between RADIUS servers in case of failure or to load-balance every request.

Value — One of the following:

» Failover—The SAE sends requests to the RADIUS server that is configured as the
default peer. If the default peer fails, the SAE uses the next server configured in
the peer group. The SAE cycles through the configured RADIUS servers as
needed.

« Round-robin—The SAE alternates requests between all RADIUS servers
configured in the peer group.

Default— Failover

<f ai | back- ti mer >— Controls if and when the SAE attempts to fail back to the default peer.

Value — One of the following:
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o Number of seconds after a failover that the SAE attempts to fail back; range is -1~
2147483647

o 0—SAE always attempts to fail back

e -1—SAE never attempts to fail back

Default— -1

<ti meout >— Maximum time the SAE waits for a response from a RADIUS server. If the RADIUS server
does not respond to the request, the request fails and the SAE logs an error message. Note: configure
this attribute to be five times (or more) greater than the retry-interval attribute to make sure the fail-
over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1 means that
there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it resends the
RADIUS packet. The SAE keeps sending RADIUS packets until either the server acknowledges the
packet or the maximum timeout is reached. Note: configure the timeout attribute to be five times (or
more) greater than this attribute to make sure the fail-over mechanism works without losing any
packet.

Value — Number of milliseconds in the range 0-9223372036854775807
Default— 3000

<maxi mum queue- | engt h>— Maximum number of unacknowledged RADIUS messages that the plug-in
receives from the RADIUS server before it discards new messages.

Value — Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with the RADIUS
server. If you do not specify an address, the global default address is used. You configure the global
default address with the slot number sae radius local-address command.

Value — IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for communication with
the RADIUS server. If you do not specify a UDP port, the global UDP port is used. You configure the
global UDP port with the shared sae configuration global-radius-udp-port command.

Value — One of the following:

e Port number in the range 1-65535
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o A range of ports in the format port-port; for example, 7000-7003
o A comma-separated list of port numbers and port ranges enclosed in double
quotation marks. For example, "7000-7003, 7006, 7007-7009".

Default— No value

<error - handl i ng>— Configure the way the SAE handles errors.
Value — One of the following:

o O—Ignores incorrect definitions and logs them for debugging purposes
e 1—Logs errors and discards the affected RADIUS packet

Default— 0 (Ignore)

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-in.

Value— Name of the server as defined with the shared sae configuration plug-ins pool
name flex-radius-authentication peer-group command.
Default— No value

<t enpl at e>— Name of RADIUS packet template.

Value— Name of template
Default— No value

Required Privilege Level

system
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< peer-group >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<f| ex-radi us-authentication>
<peer - gr oup>
<nanme>nane</ name> <! -- identifier -->
<server - addr ess>ser ver - addr ess</ server - addr ess>
<server - port >server - port </ server - port>
<secr et >secr et </ secr et >
</ peer - gr oup>
</ fl ex-radius-authenticati on>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses them
in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the SNMP
counters for the plug-in will not update correctly. The reason is that the software does not know which RADIUS
peer to send updates to.

Contents

<nanme>— Name of the RADIUS peer.

Value —Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting data or that
the SAE uses for authentication and authorization.

Value — IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value — Port number in the range 0-65535.
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+ RADIUS accounting servers typically use ports 1813 or 1646.
o RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same secret on
the RADIUS server.

Value — Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system

334



< radius-packet-definition >

Service Activation Engine (SAE) Configuration Tag Elements

(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<f | ex-radi us-aut hentication>
<r adi us- packet - definition>
<nane>nane</nane> <! -- identifier
</radi us- packet - definition>
</ fl ex-radi us- aut henti cati on>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS packet definition for the plug-in.
Contents

<name>— Name of the RADIUS attribute instance.

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-
definition)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>

<fl ex-radi us-authentication>

<radi us- packet - def i ni ti on>

<attributes>
<name>nane</ nane> <!-- jdentifier -->
<val ue>val ue</ val ue>
</attributes> o

</ radi us- packet - definition>

</flex-radi us-authentication>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<nanme>— Name of the RADIUS attribute.

Value —Text

<val ue>— Value of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of standard values, see
Configuring Accounting and Authentication Plug-Ins (SRC CLI) in the SRC PE Subscribers
and Subscriptions Guide.

Default— No value

Required Privilege Level

system
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(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-

definition)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-authentication>
<radi us- gacket -definition>
<attributes-wth-type>
<nane>nane</ nane> <! --
</attributes-wth-type>
</radi us- packet - definition>
</ fl ex-radi us-aut henti cation>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

identifier

Description
Configure RADIUS attributes within a plug-in.
Contents

<name>— Name of the RADIUS attribute.

Value —Text

Required Privilege Level

system
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<type > (configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-
definition/attributes-with-type)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-authentication>
<rad|us;gacket-def|n|t|0n>
<attributes-wth-type>
<type> . . .
<tyPe>type-ch0|ce</type> <l-- identifier -->
<val ue>val ue</ val ue>
</type> .
</attributes-wth-type>
</ radi us- packet -definition>
</fl ex-radi us-authentication>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Contents

Type of the RADIUS attribute.
Value

e address—
e hex—

e integer —
e string—
o text —

<val ue>— Value of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of standard values, see
Configuring Accounting and Authentication Plug-Ins (SRC CLI) in the SRC PE Subscribers
and Subscriptions Guide.

Default— No value

Required Privilege Level

system
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(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-

definition)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-authentication>
<radi us- packet - def i ni ti on>
<vendor - speci fi c>
<name>nane</ nane> <!-- jdentifier
</ vendor - speci fic>
</radi us- packet - definition>
</ fl ex-radi us-aut henti cation>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Description

Configure Juniper Networks vendor-specific attributes (VSAs).

Contents

<nane>—

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-
definition/vendor-specific)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-authentication>
<radi us- packet - def i ni ti on>
<vendor - speci fi c>
<attributes>
<name>nane</ name> <!-- jdentifier -->
<val ue>val ue</ val ue>
</attributes>
</ vendor - speci fic>
</ radi us- packet - definition>
</fl ex-radi us-aut henti cati on>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Contents

<name>— RADIUS attribute definition.

Value —Text

<val ue>—

Value —Text

Required Privilege Level

system
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<type > (configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-
definition/vendor-specific)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<f | ex-radi us-aut hentication>
<r adi us- packet - defini ti on>
<vendor - speci fi c>
<type> . o
<nane>nane</ name> <!-- identifier -->
</type>
</ vendor - speci fic>
</ radi us- packet - definition>
</ fl ex-radi us-aut hentication>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Contents

<nane>— Data type of the attribute value.

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-
definition/vendor-specific/type)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>

<fl ex-radi us-authentication>
<radi us- packet - def i ni ti on>

<vendor - speci fi c>

<type>
<attributes>
<name>nane</ name> <!-- jidentifier -->
<val ue>val ue</ val ue>
</attributes>
</type>
</ vendor - speci fic>
</ radi us- packet - definition>
</fl ex-radi us-authentication>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Contents

<nanme>— RADIUS attribute definition.

Value —Text

<val ue>—

Value —Text

Required Privilege Level

system
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(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-

definition)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-authentication>
<radi us- packet - defi ni ti on>
<vendor - speci fi c- 26>
<name>nane</ nane> <!-- jdentifier
</ vendor - speci fic- 26>
</radi us- packet - definition>
</ fl ex-radi us-aut henti cation>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Description

Configure Juniper Networks vendor-specific attributes (VSAs).

Contents

<nane>—

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-
definition/vendor-specific-26)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-authentication>
<radi us- packet - defi ni ti on>
<vendor - speci fic- 26>
<attributes>
<nane>nane</ nane> <!-- identifier -->
<val ue>val ue</ val ue>
</attributes>
</ vendor - speci fic- 26>
</ radi us- packet - definition>
</fl ex-radi us-aut henti cati on>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Contents

<name>— RADIUS attribute definition.

Value —Text

<val ue>—

Value —Text

Required Privilege Level

system
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<type > (configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-
definition/vendor-specific-26)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<f | ex-radi us-aut hentication>
<r adi us- packet - definition>
<vendor - speci fi c- 26>
<type> . o
<nane>nane</ name> <!-- identifier -->
</type>
</ vendor - speci fic- 26>
</ radi us- packet - definition>
</ fl ex-radi us-aut hentication>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Contents

<name>—

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/plug-
ins/name/flex-radius-authentication/radius-packet-
definition/vendor-specific-26/type)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<fl ex-radi us-authentication>
<radi us- packet - defi ni ti on>
<vendor - speci fi c- 26>
<type>
<attributes>
<nanme>nane</ name> <!-- jidentifier -->
<val ue>val ue</ val ue>
</attributes>
</type>
</ vendor - speci fic- 26>
</ radi us- packet - definition>
</fl ex-radi us-authentication>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Contents

<nanme>— RADIUS attribute definition.

Value —Text

<val ue>—

Value —Text

Required Privilege Level

system
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< interface-subscriber-limit >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<interface-subscriber-limt>
<concurrent - subscri bers>concurrent - subscri bers</concurrent - subscri bers>
</interface-subscriber-limt>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a plug-in that limits the number of authenticated subscribers who connect to an IP interface on the
router.

Contents

<concurrent - subscri ber s>— Number of authenticated subscribers who can connect to an IP
interface on the router simultaneously.

Value — Integer in the range 0-2147483647
Default— 1

Required Privilege Level

system
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< internal >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<i nternal >
<pl ug-in-class>plug-in-class</plug-in-class>
</internal >
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure an internal plug-in.

Contents

<pl ug-i n- cl ass>— Class name of the plug-in.

Value — Fully qualified name of the Java class
Default— No value

Required Privilege Level

system
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(configuration/shared/sae/configuration/plug-

ins/name/internal)

Usage

<confi guration>
<shar ed>
<sae> )
<confi guration>
<pl ug-ins>
<name>
<internal >
<properties>

<nanme>nane</ name> <! - -

<val ue>val ue</ val ue>
</ properties>
</internal >
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configurati on>

Description

Service Activation Engine (SAE) Configuration Tag Elements

identifier -->

Configure the property name and value pairs that make up the plug-in.

Contents

<nane>— Name of the property for which you want to define a value.

Value —Text

<val ue>— Value for the property.

Value — Value for the property.
Default— No value

Required Privilege Level

system
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< jms-adaptor >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<j ns- adapt or >
<shared-dsa-configurati0n>shared-dsa-configuration</shared-dsa-configuration>
<subj ect-id-attribute-nane>subject-id-attribute-name</subject-id-attribute-nane>
<fail - queue-resend-interval >fail - queue-resend-jnterval </fail - queue-resend-interval >
<fail - queues- max- si ze>f ai | - queues- max- si ze</fail - queues- max- si ze>
<jms- bl acklist-tine>j ms-blacklist-time</jns-blacklist-tine>
<|nms-time-to-live>ns-tine-to-live</jms-tine-to-live> ]
<] ms- connection-factory>j ms- connection-factory</jns-connection-factory>
| <dsa- appl i cati on-server-url s>dsa-applicati on-server-urls</dsa-application-server-
url s>
<ti meout >t i meout </ ti neout > )
<socket - t i neout >socket - ti meout </ socket - ti neout >
<factory-initial>factory-initial</factory-initial>
<faptory-Packages>factory-packages</factory-packages>
<pri nci pal >pri nci pal </ princi pal >
<credenti al s>credential s</credential s>
<pr ot ocol >pr ot ocol </ pr ot ocol >
_<aut henti cati on>aut henti cati on</ aut henti cati on>
</ j ms - adapt or >
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the SAE plug-in to send events to Dynamic Service Activator through the Java Message Service (JMS).
Dynamic Service Activator then publishes the events to listening external SOAP applications.

Contents

<shar ed- dsa- confi gur ati on>— Grouped configuration used by all Dynamic Service Activator
instances to which this plug-in forwards SAE events.

Value —
Default—

<subj ect-id-attribute- nane>—(Optional) (Multivalue) SAE plug-in event attributes whose values are
used to find SOAP event subscriptions. The values from these attributes are the event's subject ID,
which specifies a user or interface. The value can be set by the SAE's subscriber classification script. If
the values match any subject ID configured in a Dynamic Service Activator event subscription, then
the plug-in forwards the event to Dynamic Service Activator, which in turn publishes it to the external
SOAP application that owns the event subscription. Note that this attribute is multivalued. If any of the
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event attributes contains a value that matches an event subscription's subject-id configuration
attribute, then the event is forwarded as specified in that event subscription.

Value—
Default— PA_ACCOUNTING_ID

<fail - queue-resend-interval >—(Optional) Time between attempts to resend the events in the fail
queue for each configured external SOAP application. When an event cannot be sent to any Dynamic
Service Activator instance, it is stored in a fail queue.

Value —Integer in the range 1-2147483647
Default— 10 seconds

<fail - queues- max- si ze>—(Optional) Maximum size of all the fail queues combined. When an event
cannot be sent to any Dynamic Service Activator instance, it is stored in a fail queue. Zero means all
undeliverable events are discarded immediately, instead of being placed in a fail queue.

Value—Integer in the range 0-9223372036854775807
Default— 200 MB

<j ms- bl ackl i st - ti me>—(Optional) Time between connection attempts after a failure to establish a
connection to a JMS queue on Dynamic Service Activator.

Value —
Default— 60 seconds

<j ms-tine-to-live>—(Optional) Time before undelivered JMS messages can be silently discarded.
Zero means forever.

Value —Integer in the range 0-2147483647
Default— 60 seconds

<j ms- connect i on- f act or y>—(Optional) JNDI name used to find JMS on the application server.

Value—
Default— ConnectionFactory

<dsa- appl i cati on- server - ur| s>—(Multivalue) Dynamic Service Activator application servers to
which SAE plug-in events are published. Dynamic Service Activator forwards the events as SOAP calls
to external SOAP applications. The URLs point at the JNDI name servers on the Dynamic Service
Activator application servers.

Value— The URLs are of the form jnp://127.0.0.1:1099/. The protocol and port sections
of the URL are optional. An IP address or DNS name alone may be sufficient, assuming
default application server configuration.
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Default— jnp://127.0.0.1:1099

<ti meout >—(Optional) Connection timeout, in milliseconds, used when attempting to contact the JNDI
name servers on application servers. Zero means the connection attempt will block until the TCP/IP
layer times out.

Value—
Default— 3000

<socket - t i meout >—(Optional) Connected socket read timeout, in milliseconds, used when reading
from sockets connected to the JNDI name servers on application servers. Zero means reading will
block.

Value —
Default— 0O

<factory-initial >—(Optional) Fully qualified class name of the factory class that creates the JNDI
initial context.

Value —
Default— org.jnp.interfaces.NamingContextFactory

<f act ory- packages>—(Optional) List of Java package prefixes for the class name of the factory class
that creates a URL context factory.

Value — Colon-separated list of Java package prefixes
Default— org.jboss.naming:org.jnp.interfaces

<pri nci pal >—(Optional) Security principal used for authentication. This option may be relevant if you
use a non-default value for the factory-initial option.

Value —
Default— Undefined.

<credent i al s>—(Optional) Security credentials. This option may be relevant if you use a non-default
value for the factory-initial option.

Value —
Default— Undefined.

<pr ot ocol >—(Optional) Security protocol. This option may be relevant if you use a non-default value
for the factory-initial option.

352



Service Activation Engine (SAE) Configuration Tag Elements

Value —
Default— Undefined.

<aut hent i cat i on>—(Optional) Security authentication. This option may be relevant if you use a non-
default value for the factory-initial option.

Value —
Default— Undefined.

Required Privilege Level

system
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< ldap-authentication >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<l dap- aut henti cati on>
<met hod>net hod- choi ce</ net hod>
<server >server </ server >
<bi nd- dn>bi nd- dn</ bi nd- dn>
<bi nd- passwor d>bi nd- passwor d</ bi nd- passwor d>
<search-filter>search-filter</search-filter>
<I daps/ >
<sear ch- base- dn>sear ch- base- dn</ sear ch- base- dn>
<user - i d- met hod>user - i d- met hod- choi ce</ user - i d- net hod>
<name- attribut e>nanme-attribute</name-attribute> )
<password- attribute>password-attribute</password-attribute> )
<servi ce-bundl e-attri but e>servi ce-bundl e-attribute</service-bundl e-attribute>
<sessi on- vol une- quot a>sessi on- vol ume- quot a</ sessi on- vol ume- quot a>
<t i meout >ti meout </ ti neout >
<si gnat ur e- dn>si gnat ur e- dn</ si gnat ur e- dn>
<bl acklist/>
</ | dap- aut henti cati on>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure an LDAP authentication plug-in. This plug-in performs authentication against different directories using
different authentication methods.

Contents

<met hod>— LDAP authentication method that the SAE uses. Both search and bind have different
implications for system security and performance. When you design the system, consider:

o Search—Because the SAE retrieves passwords from the directory, the directory must allow read
access to the password. Allowing read access can be a security risk because an attacker may be able to
read passwords in subscriber profiles. However, to lower the risk of password exposure, you can store
passwords in encrypted (hashed) form.

e Bind—The SAE sends the password to the directory for authentication. The advantage is that
passwords never need to be read from the directory. However, passwords are sent in clear text, and an
attacker could intercept them. Bind is a relatively expensive operation that can affect system
performance.

Value — One of the following:

e Search—The SAE searches the directory for the username that the subscriber
enters, retrieves the found object, and compares the password stored in the object
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with the provided password. You can store passwords in clear text or encrypted
(hashed) format by using the crypt (UNIX /etc/passwd), SHA, or MD5 algorithms.
The format for a hashed password is: {crypt} hashed password, {sha}base64 SHA
password, or {md5}base64 MD5 password.

o Bind—The SAE performs a directory search, retrieves the DN of the found object,
and tries to bind this DN and the password that the subscriber provides.If you
specify the bind method, the plug-in uses the provided username and password
to authenticate the directory (bind). You can store passwords in clear text or
encrypted (hashed) format by using the crypt (UNIX /etc/passwd), SHA, or MD5
algorithms. You must use an encryption method that the directory supports.

Default— Search

<ser ver >—(Optional) List of IP addresses of the LDAP authentication server(s).

Value— Comma-separated list of IP addresses
Default— 127.0.0.1

<bi nd- dn>—(Optional) DN used to authenticate access to the directory.

Value— DN
Default— cn =ssp, ou = Components, o = Operators, <base>

<bi nd- passwor d>—(Optional) Password that the SAE uses to authenticate its access to the directory to
search for the subscriber profile. If you do not specify a bind DN or bind password, the SAE uses
anonymous access.

Value— Characters that make up the password. The SRC software encodes the secret
using base64.
Default— ssp

<search-filter>—(Optional) Additional LDAP search filter that the SAE uses to search the directory
for the subscriber profile. The initial search uses a search filter in the form
(&(nameAttribute = userName) filter). The search is successful when the username and the filter match.

Value — Search filter syntax defined in RFC 2254—The String Representation of LDAP
Search Filters (December 1997)
Default— (objectClass = umcSubscriber)

| daps —Enables LDAPS as the secure protocol used for LDAP connections with the directory. Enabling
LDAPS causes communication with the directory to be encrypted with Secure Sockets Layer (SSL).

Value — ldaps—Enable LDAPS
Default— Disabled
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<sear ch- base- dn>—(Optional) Base DN for searching entries in the directory. If you do not specify a
base DN, the SAE uses the DN of the associated retailer object.

Also, if you do not specify the base DN, the SAE takes a username in the form subscriber@domain and
maps domain to a retailer object by comparing domain with the domain names stored in the retailer
object. There are two special cases:

o If domain is empty, first the virtual router name and then the name default are tried.
o If a retailer defines * (asterisk) as a domain name, it is used to map all domains that cannot be
mapped directly.

Value— DN
Default— No value

<user - i d- met hod>—(Optional) User identification from auth event.
Value— One of the following:

e user-name First part of "user@domain"
¢ login-name Complete "user@domain"

Default— user-name

<nane- at t ri but e>—(Optional) Name of the directory attribute that holds the username.

Value — Attribute name
Default— uniquelD

<passwor d- at t ri but e>—(Optional) Name of the directory attribute that stores the password.

Value — Directory attribute name
Default— userPassword

<servi ce- bundl e- at t ri but e>—(Optional) Name of the directory attribute that contains the name of
the service bundle that is used for subscriber authentication. This value is made available to the
subscriber classification process and can be used to select the subscriber profile to load.

Value — Directory attribute name
Default— No value

<sessi on- vol une- quot a>—(Optional) Name of the LDAP attribute that contains the value of the
session volume quota. The LDAP plug-in sets the session volume quota to this value.

Value — Name of LDAP attribute
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Default— No value

<ti meout >—(Optional) Maximum time the SAE waits for a response from a directory server. If the
directory server does not respond to the request, the request fails and the SAE logs an error message.

Value — Number of milliseconds in the range 0-2147483647
Default— 5000

<si gnat ur e- dn>—DES Signature DN

Value —Text
Default— < base >

<bl ackl i st >—(Optional) Directory blacklisting

Default—true

Required Privilege Level

system
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< pcmm-rks >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<pcnm- r ks>
<l oad- bal anci ng- node>| oad- bal anci ng- nobde- choi ce</| oad- bal anci ng- node>
<fai | back-timer>fail back-tiner</fail back-timer>
<ti meout >ti nmeout </ ti neout > .
<retry-interval >ret r){]- interval </retry-interval >
<maxi mum queue- | engt h>maxi num queue-1 engt h</ maxi mum queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- port >udp- por t </ udp- port > )
<fel d- mso- dat a>f ei d- ms0- dat a</ f ei d- nso- dat a>
<f ei d- mso- domai n- name>f ei d- mso- domai n- name</ f ei d- nso- donai n- name>
<trusted-el ement/>
<def aul t - peer >def aul t - peer </ def aul t - peer >
</ pcmm r ks>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a PCMM record-keeping server plug-in.
Contents

<l oad- bal anci ng- mode>— Mode for load-balancing RADIUS servers. You can set up the plug-in to
switch between RADIUS servers in case of failure or to load-balance every request.

Value — One of the following:

o Failover—The SAE sends requests to the RADIUS server that is configured as the
default peer. If the default peer fails, the SAE uses the next server configured in
the peer group. The SAE cycles through the configured RADIUS servers as
needed.

e Round-robin—The SAE alternates requests between all RADIUS servers
configured in the peer group.

Default— Failover

<fai | back-ti ner >— Controls if and when the SAE attempts to fail back to the default peer.
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Value — One of the following:

o Number of seconds after a failover that the SAE attempts to fail back; range is -1~
2147483647

o 0—SAE always attempts to fail back

e -1—SAE never attempts to fail back

Default— -1

<ti meout >— Maximum time the SAE waits for a response from a RADIUS server. If the RADIUS server
does not respond to the request, the request fails and the SAE logs an error message. Note: configure
this attribute to be five times (or more) greater than the retry-interval attribute to make sure the fail-
over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1 means that
there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it resends the
RADIUS packet. The SAE keeps sending RADIUS packets until either the server acknowledges the
packet or the maximum timeout is reached. Note: configure the timeout attribute to be five times (or
more) greater than this attribute to make sure the fail-over mechanism works without losing any
packet.

Value — Number of milliseconds in the range 0-9223372036854775807
Default— 3000

<maxi mum queue- | engt h>— Maximum number of unacknowledged RADIUS messages that the plug-in
receives from the RADIUS server before it discards new messages.

Value — Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with the RADIUS
server. If you do not specify an address, the global default address is used. You configure the global
default address with the slot number sae radius local-address command.

Value — IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for communication with
the RADIUS server. If you do not specify a UDP port, the global UDP port is used. You configure the
global UDP port with the shared sae configuration global-radius-udp-port command.

Value — One of the following:
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e Port number in the range 1-65535

o A range of ports in the format port-port; for example, 7000-7003

e A comma-separated list of port numbers and port ranges enclosed in double
quotation marks. For example, "7000-7003, 7006, 7007-7009".

Default— No value

<f ei d- ns0- dat a>—(Optional) MSO-defined data in the financial entity ID (FEID) attribute, which is
included in event messages.

Value — First eight bytes of the FEID attribute
Default— The first eight bytes are filled with zeros.

<f ei d- ms0- domai n- name>— The MSO domain name that uniquely identifies the MSO for billing and
settlement purposes.

Value— Domain name up to 239 bytes; begins at the ninth byte of the FEID attribute
Default— No value

<trust ed- el enent >—(Optional) When the SAE is running as a policy server—which means that the
SAE sends event messages directly to the RKS—enables the SAE as a trusted network element.

Default— Enabled

<def aul t - peer >— Configure an RKS peer, which is an instance of an RKS. You must configure at least
one RKS peer.

Value— Name of the server as defined with the shared sae configuration plug-ins pool
PccmRKSPlugin peer-group command.
Default— No value

Required Privilege Level

system

360



Service Activation Engine (SAE) Configuration Tag Elements

< peer-group >
(configuration/shared/sae/configuration/plug-
ins/name/pcmm-rks)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<pcnm- r ks>
<peer - gr oup>
<nane>nane</ name> <!-- identifier -->
<server - addr ess>ser ver - addr ess</ server - addr ess>
<server - port >server - port </ server - port>
</ peer - gr oup>
</ pcmm r ks>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses them
in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the SNMP
counters for the plug-in will not update correctly. The reason is that the software does not know which RADIUS
peer to send updates to.

Contents

<nanme>— Name of the RADIUS peer.

Value —Text

<server - addr ess>— IP address of the RKS server to which the SAE sends accounting data

Value— IP address
Default— No value

<server - por t >— Port used for sending accounting packets.

Value — Port number in the range 0-65535
Default— 1813
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Required Privilege Level

system
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< qos-profile-tracking >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<gos- rofiIe-trackinP>
<t hr eads>t hr eads</t hr eads>
<def aul t- qos- profil e>defaul t - qos-profil e</default-qos-profile>
<separ at or >separ at or </ separ at or > ) . )
<qos-profile-prefix>qos-profile-prefix</qgos-profile-prefix> )
) <servi ce-sel ection-attribute>service-selection-attribute</service-selection-
attribute>
<search-filter>search-filter</search-filter>
<i nvi si bl e- qos- servi ce>i nvi si bl e- gos- servi ce</i nvi si bl e- gos- servi ce>
<gos- profil e- paranet er - nane>qos- profi | e- par anet er - nane</ qos- prof i | e- par anet er - nane>
</ qos-profile-tracking>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a QoS-tracking plug-in that you can use to ensure that, as a subscriber activates and deactivates services,
the required QoS profile is attached to the subscriber interface.

Contents

<t hr eads>— Number of working threads that all QTP instances share when they process QTP events.

Value — Integer in the range 1-100.
Default— 1

<def aul t - gos- prof i | e>—(Optional) Name of the QoS profile that is attached to the interface when
QoS services have been deactivated.

Value— Name of QoS profile
Default— No value

<separ at or >— Character that is placed between QoS profile input values when the system
concatenates the values during the process of creating QoS profile names.

Value— Any character that is valid in QoS profile names on the router.
Default— A single hyphen (-)
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<qos- profile- prefix>— Prefix added to the QoS service name as part of the process to determine
the name of the QoS profile that needs to be attached to an interface for a particular service.

Value — Prefix that, when combined with QoS profile input values, matches a QoS
profile on the router.
Default— qos-profile

<servi ce-sel ection- attribut e>— Name of the attribute in the service definition that you want the
QTP to use as QoS profile input values. The QTP uses these values to determine the name of the QoS
profile that needs to be attached to an interface for a group of QoS services.

Value— Name of any attribute in the service object; for example, serviceCategory,
sspDesignAndGraphics. For a list of attribute names for the sspService object class, see
the documentation for the LDAP schema in the SRC software distribution in the folder
SDR/doc/ldap or on the Juniper Networks Web site at

http:/lwww juniper.net/techpubs/software/management/sdx

Default— serviceName

<search-fil t er >— Search filter that the SAE uses to search service objects in the directory to find
Qos services. You can set up the filter to search the values of any attribute in the service object, such
as service name, category, or tracking plug-in. The search is successful when a value matches the
filter.

Value— Search filter in a format similar to the LDAP search filter. See Managing Tiered
and Premium Services with QoS on JUNOSe Routers in the SRC Solutions Guide for a list of
the values that you can use for filters.

Default— (attribute.trackPlugin =) Note that you must add a search value after the equal
sign.

<i nvi si bl e- qos- servi ce>— Name of the hidden QoS profile attachment service that the QTP uses to
attach QoS profiles to and remove QoS profiles from a router interface.

Value — Name of the configured service
Default— svc-qos-attach

<qgos- prof i | e- par anet er - name>— Name of the variable parameter used in the QoS profile name field
in the QoS profile attachment action of the policy group that is assigned to the hidden QoS service.
When the QTP obtains the name of the required QoS profile, it substitutes that value for the variable
parameter.

Value — Valid parameter name
Default— gpName
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Required Privilege Level

system
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< radius-accounting >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<radi us- accounti ng>
<enabl e-radi us- account - onof f/ >
<l oad- bal anci ng- node>| oad- bal anci ng- nbde- choi ce</| oad- bal anci ng- node>
<f ai | back-timer>fail back-timer</fail back-timer>
<nas-i p>nas-i p- choi ce</ nas-i p>
<ti meout >t i meout </ ti neout > ]
<retry-i nterval>retr%-|nterval</retry-| nterval >
<maxi mum queue- | engt h>maxi num queue- 1 engt h</ maxi num- queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- por t >udp- por t </ udp- port >
<user name>user nanme- choi ce</ user nane> ] ) ] ]
<calling-station-id>calling-station-id-choice</calling-station-id>
<def aul t - peer >def aul t - peer </ def aul t - peer >
</radi us- accounti ng>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shared>
</ configurati on>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a basic RADIUS accounting plug-in. This plug-in sends accounting information to an external RADIUS
accounting server or a group of accounting servers.

Contents

<enabl e- r adi us- account - onof f >—(Optional) Specifies whether or not RADIUS Accounting On/off
messages should be sent to the downstream Radius servers

Value— true or false
Default— true

<l oad- bal anci ng- mode>— Mode for load-balancing RADIUS servers. You can set up the plug-in to
switch between RADIUS servers in case of failure or to load-balance every request.

Value — One of the following:

o Failover—The SAE sends requests to the RADIUS server that is configured as the
default peer. If the default peer fails, the SAE uses the next server configured in
the peer group. The SAE cycles through the configured RADIUS servers as
needed.

e Round-robin—The SAE alternates requests between all RADIUS servers
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configured in the peer group.

Default— Failover

<f ai | back- ti mer >— Controls if and when the SAE attempts to fail back to the default peer.
Value — One of the following:

« Number of seconds after a failover that the SAE attempts to fail back; range is -1~
2147483647

e O0—SAE always attempts to fail back

e -1—SAE never attempts to fail back

Default— -1

<nas- i p>—(Optional) Value of the NAS-Ip attribute.
Value — One of the following:

e SSP local IP—IP address of the SAE
o RADIUS client IP—IP address of the virtual router

Default— No value

<ti meout >— Maximum time the SAE waits for a response from a RADIUS server. If the RADIUS server
does not respond to the request, the request fails and the SAE logs an error message. Note: configure
this attribute to be five times (or more) greater than the retry-interval attribute to make sure the fail -
over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1 means that
there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it resends the
RADIUS packet. The SAE keeps sending RADIUS packets until either the server acknowledges the
packet or the maximum timeout is reached. Note: configure the timeout attribute to be five times (or
more) greater than this attribute to make sure the fail-over mechanism works without losing any
packet.

Value— Number of milliseconds in the range 0-9223372036854775807
Default— 3000

<maxi num queue- | engt h>— Maximum number of unacknowledged RADIUS messages that the plug-in
receives from the RADIUS server before it discards new messages.
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Value— Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with the RADIUS
server. If you do not specify an address, the global default address is used. You configure the global
default address with the slot number sae radius local-address command.

Value — IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for communication with
the RADIUS server. If you do not specify a UDP port, the global UDP port is used. You configure the
global UDP port with the shared sae configuration global-radius-udp-port command.

Value — One of the following:

e Port number in the range 1-65535

« A range of ports in the format port-port; for example, 7000-7003

o A comma-separated list of port numbers and port ranges enclosed in quotation
marks. For example, "7000-7003, 7006, 7007-7009".

Default— No value

<user name>— Value of the User-Name attribute (RADIUS attribute [1]).
Value — One of the following:

o login-name—Name used for login

¢ accounting-id—Value stored in the subscriber profile

o auth-user-name—Name used to authenticate a service

o manager-id—Value of the manager ID in the service subscription; use this setting
to identify subscribers to enterprise services. Manager ID is the value of
modifiersName (DN of the administrator who last modified the entry in the
directory) in the subscription. If modifiersName does not exist, manager ID is the
value of creatorsName (DN of the administrator who created the entry in the
directory).

Default— login-name

<cal | i ng- stati on- i d>— Specifies whether the SAE sends the MAC address of the subscriber in the
Calling-Station-1d attribute.

Value — One of the following:

+ mac—Sends the MAC address in the Calling-Station-Id attribute
e no—Does not send the MAC address in the Calling-Station-Id attribute
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Default— no

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-in.

Value— Name of the server as defined with the shared sae configuration plug-ins pool
RadiusAcctPlugin peer-group command.
Default— No value

Required Privilege Level

system
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< peer-group >
(configuration/shared/sae/configuration/plug-
ins/name/radius-accounting)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<radi us- accounti ng>
<peer - gr oup>
<nane>nane</ name> <!-- identifier -->
<server - addr ess>ser ver - addr ess</ server - addr ess>
<server - port>server-port</server-port>
<secret>secret</secret>
</ peer - group>
</ radi us- accounti ng>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses them
in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the SNMP
counters for the plug-in will not update correctly. The reason is that the software does not know which RADIUS
peer to send updates to.

Contents

<nanme>— Name of the RADIUS peer.

Value —Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting data or that
the SAE uses for authentication and authorization.

Value — IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value — Port number in the range 0-65535.

370



Service Activation Engine (SAE) Configuration Tag Elements

+ RADIUS accounting servers typically use ports 1813 or 1646.
o RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same secret on
the RADIUS server.

Value — Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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< radius-authentication >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<radi us- aut henti cati on>
<l oad- bal anci ng- node>| oad- bal anci ng- nobde- choi ce</| oad- bal anci ng- node>
<fail back-timer>fail back-tiner</fail back-timer>
<nas-i p>nas-i p-choi ce</nas-ip>
<ti meout >ti meout </ ti neout > )
<retry-i nterval>retr¥-|nterval</retry-| nt erval >
<mexi mum queue- | engt h>maxi num queue- 1 engt h</ maxi num- queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- port >udp- port </ udp- port >
<def aul t - peer >def aul t - peer </ def aul t - peer >
</ radi us- aut henti cati on>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a basic RADIUS accounting plug-in. This plug-in sends authentication information to an external RADIUS
authentication server or a group of redundant servers.

Contents

<l oad- bal anci ng- node>— Mode for load-balancing RADIUS servers. You can set up the plug-in to
switch between RADIUS servers in case of failure or to load-balance every request.

Value — One of the following:

» Failover—The SAE sends requests to the RADIUS server that is configured as the
default peer. If the default peer fails, the SAE uses the next server configured in
the peer group. The SAE cycles through the configured RADIUS servers as
needed.

« Round-robin—The SAE alternates requests between all RADIUS servers
configured in the peer group.

Default— Failover

<f ai | back- ti mer >— Controls if and when the SAE attempts to fail back to the default peer.

Value — One of the following:
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o Number of seconds after a failover that the SAE attempts to fail back; range is -1~
2147483647

o 0—SAE always attempts to fail back

e -1—SAE never attempts to fail back

Default— -1

<nas- i p>—(Optional) Value of the NAS-Ip attribute.
Value — One of the following:

e SSP local IP—IP address of the SAE
o RADIUS client IP—IP address of the virtual router

Default— No value

<ti meout >— Maximum time the SAE waits for a response from a RADIUS server. If the RADIUS server
does not respond to the request, the request fails and the SAE logs an error message. Note: configure
this attribute to be five times (or more) greater than the retry-interval attribute to make sure the fail-
over mechanism works without losing any packet.

Value — Number of milliseconds in the range -1-9223372036854775807. -1 means that
there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it resends the
RADIUS packet. The SAE keeps sending RADIUS packets until either the server acknowledges the
packet or the maximum timeout is reached. Note: configure the timeout attribute to be five times (or
more) greater than this attribute to make sure the fail-over mechanism works without losing any
packet.

Value— Number of milliseconds in the range 0-9223372036854775807
Default— 3000

<maxi num queue- | engt h>— Maximum number of unacknowledged RADIUS messages that the plug-in
receives from the RADIUS server before it discards new messages.

Value — Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with the RADIUS
server. If you do not specify an address, the global default address is used. You configure the global
default address with the slot number sae radius local-address command.
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Value— IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for communication with
the RADIUS server. If you do not specify a UDP port, the global UDP port is used. You configure the
global UDP port with the shared sae configuration global-radius-udp-port command.

Value— One of the following:

e Port number in the range 1-65535

o A range of ports in the format port-port; for example, 7000-7003

e A comma-separated list of port numbers and port ranges enclosed in double
quotation marks. For example, "7000-7003, 7006, 7007-7009".

Default— No value

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-in.

Value— Name of the server as defined with the shared sae configuration plug-ins pool
RadiusAuthPlugin peer-group command.
Default— No value

Required Privilege Level

system
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< peer-group >
(configuration/shared/sae/configuration/plug-
ins/name/radius-authentication)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<radi us- aut henti cati on>
<peer - gr oup>
<nanme>nane</ name> <! -- identifier -->
<server - addr ess>ser ver - addr ess</ server - addr ess>
<server - port >server - port </ server - port>
<secr et >secr et </ secr et >
</ peer - group>
</radi us- aut henti cati on>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses them
in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the SNMP
counters for the plug-in will not update correctly. The reason is that the software does not know which RADIUS
peer to send updates to.

Contents

<nanme>— Name of the RADIUS peer.

Value —Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting data or that
the SAE uses for authentication and authorization.

Value — IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value — Port number in the range 0-65535.
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+ RADIUS accounting servers typically use ports 1813 or 1646.
o RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same secret on
the RADIUS server.

Value — Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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(configuration/shared/sae/configuration/plug-

ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<schedul e- aut hori zati on>
</ schedul e- aut hori zati on>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0

Description

Create an authorization plug-in that authorizes a scheduled service.

Contents
Required Privilege Level

system
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< ssr-reader >
(configuration/shared/sae/configuration/plug-
ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<ssr - r eader >
<read-attributes>read-attributes</read-attributes>
</ ssr -reader>
</ name>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure an SSR reader plug-in.
Contents

<read- at tri but es>—(Optional) (Multivalue) Plug-in attribute to set based on the values read from the
SSR subscriber session table.

Value —Text

Required Privilege Level

system
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(configuration/shared/sae/configuration/plug-

ins/name)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<ssr-witer>
</ssr-witer>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0

Description

Configure an SSR writer plug-in. This plug-in exports user session information to the SSR.

Contents
Required Privilege Level

system
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< plugin-attributes >
(configuration/shared/sae/configuration/plug-
ins/name/ssr-writer)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins>
<nane>
<ssr-witer>
<plugi n-attributes>
<id>id</id> <!-- identifier --> ] ) ) )
<access- plugi n-attribute>access-plugin-attribute</access-plugin-attribute>
<literal>literal</literal>
</ plugin-attributes>
</ssr-witer>
</ nane>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 4.2.0
Description

Configure the mapping between access subscriber session attributes and the SAE plug-in attributes used to identify
service node subsciber session. The SAE plug-in attributes must also be mapped to the columns in the subscriber
sessions table in the SSR database. This mapping must be configured to store accounting events in the SSR database.
This mapping is combined with the mapping defined between SSR subscriber sessions table fields (columns) and SAE
plug-in attributes.

Contents

<i d>— Name of the service node SAE plug-in attribute to be mapped to the access session v attribute,
or literal.

Value —Text

<access- pl ugi n- attri but e>—(Optional) Name of SAE plug-in attribute identifying access session to
be mapped to the SAE plug-in attribute used in service node subscriber session.

Value —Text

<li teral >—(Optional) Name of literal to be mapped to the SAE plug-in attribute.

Value —Text
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Required Privilege Level

system
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< state-synchronization >
(configuration/shared/sae/configuration/plug-ins)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<pl ug-ins> )
<stat e- synchroni zati on> ]
<fail - queue-size>fail - queue-size</fail - queue-size>
<fail - queue- age>fail - queue- age</fail - queue- age>
<bat ch-tine>batch-tine</batch-tinme> ]
<keepal i ve-ti ne>keepal i ve-ti me</ keepal i ve-ti me>
</ st at e- synchroni zati on>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a state synchronization plug-in. Some plug-ins, such as the ACP plug-in and the SAE plug-in agent for the
NIC, support state synchronization with the SAE. The state synchronization plug-in allows external plug-ins to
maintain the state of active subscriber, service, and interface sessions without having to store intermediate versions
of the state locally.

Contents

<fail - queue- si ze>— Maximum number of plug-in events that are stored while the communication
with a state synchronization plug-in is interrupted.

Value — Integer in the range -1-2147483647. -1 means unlimited.
Default— 5000

<fail - queue- age>— Mximum time for which plug-in events are stored while the communication
with a state synchronization plug-in is interrupted.

Value — Integer in the range -1-2147483647. -1 means unlimited.
Default— -1

<bat ch- ti me>— Time the SAE waits for other plug-ins to become ready before starting a
synchronization sequence.

Value — Number of seconds in the range 0-2147483647
Default— 60
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<keepal i ve- ti me>— Time the SAE waits after an event before sending a ping to the remote plug-in.

Value — Number of seconds in the range 0-2147483647
Default— 60

Required Privilege Level

system
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< policy-management-configuration >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<configuration>
<pol I cy- managenent - confi gurati on>
<enabl e- j unose- cl assi fi er - expansi on/ >
</ pol i cy- managenent - confi gurati on>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Specify whether or not the SAE expands the JUNOSe classify-traffic conditions into multiple classifiers before it
installs the policy on the router.

Contents

<enabl e- j unose- cl assi fi er - expansi on>—(Optional) Enables or disables the expansion of JUNOSe
classify-traffic conditions into multiple classifiers before it installs the policy on the router.

You would use this feature in policies that are used in IP multimedia subsystem (IMS) environments.
You can also use it to simplify the configuration of JUNOSe policies.

Because classifier expansion uses processing resources when the policy is created, you should set this
property to true only if you are going to use the feature.

Default— Disabled

Required Privilege Level

system
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< radius-packet-template >
(configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<radi us- packet - t enpl at e>
<name>nanme</ nane> <!-- jdentifier -->
</ radi us- packet - t enpl at e>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure a RADIUS packet template that contains the definition of RADIUS packets. You can use the template to
define the content of RADIUS packets that the SAE sends to RADIUS servers. You can then apply the template to
flexible RADIUS plug-ins.

Contents

<nanme>— Name of the RADIUS packet template.

Value —Text

Required Privilege Level

system
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< radius-attributes >
(configuration/shared/sae/configuration/radius-packet-
template)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<radi us- packet - t enpl at e>
<radi us-attributes>
<nane>nane</ nane> <!-- jidentifier -->
</radius-attributes>
</ radi us- packet - t enpl at e>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Create a RADIUS attribute instance.
Contents
<nanme>— Name of the file-accounting template. RADIUS attribute instance. The name you assign to

the RADIUS attribute instance must match a RADIUS attribute instance name listed in Configuring
Accounting and Authentication Plug-Ins (SRC CLI) in the SRC PE Subscribers and Subscriptions Guide.

Value —Text

Required Privilege Level

system
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< attributes >
(configuration/shared/sae/configuration/radius-packet-
template/radius-attributes)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<radi us- packet - t enpl at e>
<radius-attributes>
<attributes>
<name>nane</ name> <! -- identifier -->
<val ue>val ue</ val ue>
</attributes>
</radius-attributes>
</ radi us- packet - t enpl at e>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<name>— Name of the RADIUS attribute.

Value —Text

<val ue>— Value of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of standard values, see
Configuring Accounting and Authentication Plug-Ins (SRC CLI) in the SRC PE Subscribers
and Subscriptions Guide.

Default— No value

Required Privilege Level

system
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< attributes-with-type >
(configuration/shared/sae/configuration/radius-packet-
template/radius-attributes)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<radi us- packet - t enpl at e>
<radi us-attributes>
<attributes-wth-type>
<name>nane</ name> <! -- identifier -->
</attributes-wth-type>
</radius-attributes>
</radi us- packet - t enpl at e>
</ confi guration>
</ sae>
</ shared>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<nane>— Name of the RADIUS attribute.

Value —Text

Required Privilege Level

system
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< type >
(configuration/shared/sae/configuration/radius-packet-
template/radius-attributes/attributes-with-type)

Usage

<confi guration>
<shar ed>
<sae> ]
<confi guration>
<radi us- packet - t enpl at e>
<radi us-attributes>
<attributes-w th-type>

<type>
<type>type-choi ce</type> <! -- identifier -->
P
<val ue>val ue</ val ue>

</type>
</attributes-w th-type>
</radius-attributes>
</ radi us- packet - 