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« SRC Documentation and Release Notes on page xix
« Audience on page xix

« Documentation Conventions on page xix

« Documentation Feedback on page xxi

« Requesting Technical Support on page xxi

SRC Documentation and Release Notes

Audience

For a list of related SRC documentation, see http://www.juniper.net/techpubs/.

If the information in the latest SRC Release Notes differs from the information in the SRC
guides, follow the SRC Release Notes.

This documentation is intended for experienced system and network specialists working
with routers running Junos OS and JunosE software in an Internet access environment.
We assume that readers know how to use the routers, directories, and RADIUS servers
that they will deploy in their SRC networks. If you are using the SRC software in a cable
network environment, we assume that you are familiar with the PacketCable Multimedia
Specification (PCMM) as defined by Cable Television Laboratories, Inc. (CableLabs) and
with the Data-over-Cable Service Interface Specifications (DOCSIS) 1.1 protocol. We
also assume that you are familiar with operating a multiple service operator (MSO)
multimedia-managed IP network.

Documentation Conventions

Table Ton page xx defines the notice icons used in this guide. Table 2 on page xx defines
text conventions used throughout this documentation.
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Table 1: Notice Icons

Icon

Meaning

Informational note

Description

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

A
4L
&

Alerts you to the risk of personal injury from a laser.

Table 2: Text Conventions

Convention

Description

Examples

Bold text like this

« Represents keywords, scripts, and toolsin
text.

« Represents a GUI element that the user
selects, clicks, checks, or clears.

« Specify the keyword exp-msg.

« Run the install.sh script.

« Use the pkgadd tool.

« To cancel the configuration, click Cancel.

Bold text like this

Represents text that the user must type.

user@host# set cache-entry-age
cache-entry-age

Fixed-width text like this

Represents information as displayed on your
terminal’s screen, such as CLI commands in
output displays.

nic-locators {
login {
resolution {
resolver-name /realms/
login/Al;

key-type LoginName;
value-type Saeld;

¥

Regular sans serif typeface

« Represents configuration statements.

« Indicates SRC CLIcommandsand options
in text.

« Represents examples in procedures.
« Represents URLs.

« system ldap server{
stand-alone;

« Use the request sae modify device failover
command with the force option

« user@host#...

« http://www.juniper.net/techpubs/software/
management/src/api-index.html

Italic sans serif typeface

Represents variables in SRC CLI commands.

user@host# set local-address
local-address

Angle brackets In text descriptions, indicate optional Another runtime variable is <gfwif>.
keywords or variables.
Key name Indicates the name of a key on the keyboard.  Press Enter.
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Table 2: Text Conventions (continued)

Key names linked with a plussign  Indicates that you must press two or more
(+) keys simultaneously.

Press Ctrl + b.

Italic typeface « Emphasizes words.
« Identifies book names.
« |dentifies distinguished names.

« |dentifies files, directories, and paths in
text but not in command examples.

« There are two levels of access: user and
privileged.

o SRC PE Getting Started Guide
« 0=Users, o=UMC
« The /etc/default.properties file.

Backslash At the end of a line, indicates that the text
wraps to the next line.

Plugin.radiusAcct-1.class=\
net.juniper.smgt.sae.plugin\
RadiusTrackingPluginEvent

Words separated by the | symbol  Represent a choice to select one keyword or
variable to the left or right of this symbol.
(The keyword or variable may be either
optional or required.)

diagnostic | line

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include

the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf .

. Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/ .

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http:/www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

« Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

. Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.
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- Installing the Sample SRC Applications on page 3
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Installing the Sample SRC Applications

« SRC Software for Sample and Demonstration Applications on page 3
« Before You Install the Sample SRC Applications on page 4

« Solaris Packages and Installation Folders for Sample and Demonstration
Applications on page 5

« Installing SRC Application Packages on page 5

« Uninstalling SRC Packages on page 6

« Installing Sample SRC Data for Sample and Demonstration Applications on page 6
« Installing SRC Sample Web Applications on page 6

« Removing SRC Web Applications on page 7

« Reviewing Port Settings for Sample SRC Applications on page 8

SRC Software for Sample and Demonstration Applications

You can access the software for the SRC sample and demonstration applications,
associated documentation for some of the applications, component software to support
applications, the SRC SDK, and the product Release Notes on the Juniper Networks Web
site at: https://www.juniper.net/support/csc/swdist-erx/src.ntml. You can access the
documentation for the Enterprise Manager Portal, the sample enterprise service portal,
and the NAT Address Management Portal in the SRC PE Subscribers and Subscriptions
Guide.

The sample applications are distributed either as Solaris packages or Web applications
in the /Demos+Sample_Applications directory of the
SDK+AppSupport+Demos+Samples.tar.gz file. Table 3 on page 3 lists the sample
applications provided in this file.

Table 3: Sample Applications

Application Type of Application | File or Directory in Archive File
Enterprise Manager Portal Web application /webapp/entmgr.war

IDP integration Solaris package UMCidp

Host Checker Web application /webapp/hostcheckPortal.war
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Table 3: Sample Applications (continued)

Application Type of Application | File or Directory in Archive File
Monitoring Agent application Solaris package UMCmagt

NAT Address Management Web application /webapp/nataddr.war

Portal

Traffic Mirroring Web application /webapp/tmPortal.war
Prepaid Account Administration ~ Web application /webapp/accountAdmin.war
application

Prepaid services demonstration  Solaris package UMCppdemo

application

Sample Enterprise Service Web application /webapp/tagsEntDemo.war
Portal

Sample residential portal Web application /webapp/ssportal.war

The archive file also contains components that support the sample and demonstration
applications. Table 4 on page 4 lists the directory and Solaris packages under the
/ApplicationSupport directory of the SDK+AppSupport+Demos+Samples.tar.gz file.

Table 4: Components to Support SRC Sample and Demonstration Applications

Component Type of Application File or Directory
Plug-ins for Configuration Editor Plug-in /ConfEd

Python Runtime Environment Solaris package /SMCpython
Configuration Editor Solaris package UMCecl

JBoss Application Server Solaris package UMCjboss

JAVA Runtime Environment Solaris package UMCjre

Python Libraries Solaris package UMCpyadd

Before You Install the Sample SRC Applications

Before you install Solaris packages, install the necessary Solaris patches to the installation
host, make sure that you understand whether you want to root or nonroot users to have
access toinstall and configure the application, and establish users and groups for software
administration.
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Table 5 on page 5 lists the components for each sample application, their Solaris
package names, and the directories where each component is installed by default. In
Table 5 on page 5, the directories listed are all subordinate to /opt/UMC.

Table 5: Solaris Packages and Installation Folders for Sample

Applications

Components Supplied with Installation
Application SRC Package Directory
IDP Integration « |IDP Integration components « UMCidp . idp
Monitoring Agent « Packet capture event « UMCmagt « monAgent

integration

Prepaid services « Prepaid services « UMCpodemo  « prepaid
demonstration demonstration application
application

Solaris Packages and Installation Folders for Sample and Demonstration Applications

Table 6 on page 5 lists the components for applications, their Solaris package names,
and the directories where each component is installed by default. All directories listed
are subordinate to /opt/UMC.

Table 6: Solaris Packages and Installation Folders for Application Library

Components Supplied with Installation
Application SRC Package Directory
IDP Integration « IDP Integration components « UMCidp . idp
Monitoring Agent « Packet capture event « UMCmagt « monAgent

integration

Prepaid services « Prepaid services « UMCpopdemo o prepaid
demonstration demonstration application
application

Installing SRC Application Packages

To install an application package:

1. Onthe UNIX host where you will install the application library software, log in as root.
2. Launch the pkgadd tool.
pkgadd -d /tmp/Demos+Sample_Applications

The tool displays the available Solaris packages.

3. Enter the desired package(s).
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You can enter the name or number for a single package, multiple packages separated
by spaces, or the keyword all to select all the packages.

The tool displays the license agreement.

4. Press Enter to move through the agreement, and then enter y to accept the license
agreement when prompted by the tool.

5. Follow the prompt directions to accept the installation directory for the package, to
permit the use of superuser scripts required for the package, and so on.

e NOTE: Youcanusethe UNIX swmtoolcommandtoinstall the application
packages, but this method requires that you install each application
separately. If you use admintool directly, you can install multiple
applications at the same time.

Uninstalling SRC Packages

Use the pkgrm command to uninstall application library components. For example, to
remove the Monitoring Agent package, issue the following command, and respond as
prompted by the process:

pkgrm UMCmagt

Installing Sample SRC Data for Sample and Demonstration Applications

You can install sample data from the SRC CLI for the following applications:

« Intrusion Detection and Prevention (IDP) integration application
. Instant Virtual Extranet (IVE) Host Checker integration application
« Traffic-Mirroring Application
« Sample residential portal applications:
- Equipment registration mode
- Internet service provider (ISP) mode

For more information about loading sample data with the SRC CLI, see Loading Sample
Data into a Juniper Networks Database (SRC CLI).

Installing SRC Sample Web Applications

Web applications must be deployed in a Web application server. The exact way you
install Web applications depends on the Web application server you are using and the
particular Web application.

The following procedure provides general steps for installing a Web application:

1. Install the Web application server on the host.
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2.

If the Web application requires configuration of a properties file, complete the following
procedure:

a. Copy the WAR file from the SDK+AppSupport+Demos+Samples.tar.gz file to a
temporary folder on the host.

b. Unpack the WAR file.
For information about unpacking and packing WAR files, see
http://java.sun.com/j2se/1.4/docs/guide/jar/
c. Edit the properties file for the Web application.

d. Repack the WAR file.

Deploy the WAR file by using the procedure appropriate for your Web application
server.

For information about deploying WAR files, see the documentation for your Web
application software.

Installing Web Applications Inside the JBoss Application Server

JBoss is an open-source Java application server that provides full support for J2EE
application programming interfaces (APIs). To deploy a Web application inside JBoss:

1.

Install the UMCjboss package from the
SDK+AppSupport+Demos+Samples/ApplicationSupport directory.

During the installation, choose a JBoss configuration when prompted; typically choose
the default configuration.

Customize the properties file for the Web application.
Deploy the WAR file by copying it into the JBoss default/deploy directory.

cp <filename>.war /opt/UMC/jboss/server/default/deploy

JBoss automatically starts the Web application when a new WAR file is copied into the
deploy directory.

Removing SRC Web Applications

The way you remove a Web application depends on the Web application server that you
are using. Refer to the documentation on removing Web applications for your server.

Removing a Web Application from JBoss

To undeploy a Web application from JBoss, remove the WAR file from the JBoss
default/deploy directory.
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Reviewing Port Settings for Sample SRC Applications

If you use firewall software within your internal network, ensure that firewall settings
allow traffic to and from the ports for the sample applications that you implement in
your environment. The prepaid services application that communicates between the
prepaid services Web application and an account server uses TCP port 8803.
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Providing Network Security and Threat
Mitigation

« Mirroring Subscriber Traffic in the SRC Network on page 11
« Providing Endpoint Security with IVE on page 27
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Mirroring Subscriber Traffic in the SRC
Network

« Overview of Traffic Mirroring on page 11
« Configuring Traffic Mirroring on page 13
« Managing Traffic Mirroring on page 18

Overview of Traffic Mirroring

Traffic mirroring allows you to intercept subscriber traffic by configuring a service with
the SRC software that applies policies on a device running Junos OS in a fashion similar
to the application of firewall filters.

When the SAE activates a traffic-mirroring service session, the session applies filters to
the forwarding table to mirror traffic using the preconfigured mirroring port and
policy-specified filters. The process is similar to service activation on interfaces, but this
serviceis activated on the forwarding table for a device running Junos OS and is applicable
only to input.

By activating traffic-mirroring services in an SRC-managed environment, service providers
can use the SRC software to simplify traffic mirroring on their network equipment. The
SRC software can set up a policy to:

« Monitor subscriber traffic and intercept traffic from a particular source or to a particular
destination.

- Take actions for subscribers with intercepted traffic by applying policies to the
subscriber traffic.

You must deploy traffic mirroring on devices running Junos OS to monitor the subscriber
traffic.

The traffic-mirroring application is not compatible with Web application server clusters;
it should be run in a standalone Web application server.

Traffic-Mirroring Application

The SRC application library provides a traffic-mirroring application that can mirror
subscriber traffic on any subscriber access platform supported by the SRC software. You
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set up traffic mirroring by configuring a service with the SRC software that applies policies
on a device running Junos OS to mirror subscriber traffic in the SRC-managed network.
The traffic-mirroring application provides robust sample data for mirroring traffic. Figure
1on page 12 illustrates a sample network configuration that contains JunosE routers and
devices running Junos OS.

Figure 1: Sample Network Topology with a JunosE Router and devices
running Junos OS

Enterprise subscriber Residential subscriber

Subscriber interface

Subscriber interface

JunosA SAE JunoseB
viName  |<—— Tyaffic mirrori >/ vrName
default@JunosA raaplglir;l;rtrigrr:ng fault@JunoseB
\
\
\
\ JunosC JunosD
\ vrName viName
\\ default@JunosC default@JunosD
\
\ Y =
\ - _ -
4 » -

Service provider -
monitoring -
device

I

015785

— — — — Subscriber traffic directed to
service provider monitoring device

Subscriber traffic

The implementation includes:

« Policies, services, router definitions, and SAE configuration in the sample data. Sample
entries for traffic mirroring have the prefix TM.

For information about installing sample data, see “Installing the Sample SRC
Applications” on page 3.

« Sample policies and services to mirror subscriber traffic.

« Traffic Mirroring Administration portal.

You can use the sample data to create a demonstration implementation. The
traffic-mirroring router definitions, identified as TM<routername> in the sample data,
can be configured to act as simulated routers for the demonstration environment. For
information about setting up a simulated router, see Configuring Simulated Router Drivers
(SRC CLI).
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You can also customize the sample data to use traffic mirroring in your network, or you
can use the samples as a guide to create your own implementation.

Configuring Traffic Mirroring

Configuring Scopes

To support traffic mirroring in an SRC network, configure an aggregate service that can
be activated to set up input filter policies on a device running Junos OS. The aggregate
service defines the set of addresses to be mirrored, such as the subscriber’s address or
the list of addresses used by an enterprise. This aggregate service is activated for the
subscriber whose traffic should be mirrored, and it also activates fragment services on
the devices running Junos OS that perform the mirroring. One fragment is activated on
each device running Junos OS that will process the subscriber’s traffic for mirroring.

You must have preconfigured forwarding options on devices running Junos OS for port
mirroring and next-hop-group. For complete information about how these features work
on the router, see the Junos OS Policy Framework Configuration Guide.

To use the traffic-mirroring application, configure the following items:

« Service scopes

« Services for mirroring traffic on routers in subscriber paths

Subscription to service

« Subscriber sessions for forwarding interfaces

The following sections describe the tasks to incorporate traffic mirroring in your
environment and provide references to entries in the sample data that demonstrate an
implementation.

You configure scopes to define the services to be activated for a specific SRC-managed
network and the set of routers that handle subscriber traffic for a location, usually a point
of presence (POP).

Figure 2 on page 14 shows the scopes and routers configured in the sample data. The
TM POP scope is the scope assigned to all routers, and contains the aggregate and
fragment services. Attaching this scope to the retailer (SP-TM) is the easiest way to
define the services for all routers, The TM POP1 scope defines the list of devices running
Junos OS that provide the mirroring service for the subscriber access router. The TM POP2
scope is the scope assigned to JunosE routers, and contains the aggregate and fragment
services.
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Figure 2: Scopes to Support Mirroring Traffic
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To configure scopes for defining mirroring services:

1. In SDX Admin, create a general POP scope that defines the mirroring services
(aggregate and fragment) to be activated for the network. For more information about
defining the aggregate and fragment services, see “Configuring Services for Mirroring”
on page 14.

2. Assign this scope to the retailer so that the mirroring services are available to all
subscribers, including router subscribers. For an example, see retailermame=SP-TM,
o=Users, o=umc in the sample data.

For a sample scope, see [=TM, o=Scopes, o=umc in the sample data.
To configure scopes for defining mirroring routers:

1. In SDX Admin, create a network-specific scope that lists the names of the mirroring
routers in this POP.

This scope must contain a parameter specifying the virtual router names of the devices
running Junos OS in the POP. By using this list, the SRC software activates the services
in the Junos Scope for each router listed.

2. Assign this scope to the virtual routers on the subscriber access router. For an example,
see virtualRouterName=default, orderedCimKeys=TMJunosA, o=Network, o=umc. This
scope is assigned to the routers to define which core routers transmit subscriber traffic.

For a sample scope, see [=TM-Popl, o=Scopes, o=umc in the sample data.

Configuring Services for Mirroring

Before you configure services to mirror subscriber traffic, make sure that the device
running Junos OS is configured for mirroring, that SRC service policies specify which traffic
to mirror, and that the router configuration specifies how to implement mirroring on that
system. For information about port mirroring on a device running Junos OS, see the Junos
OS Policy Framework Configuration Guide.

Figure 3 on page 15 illustrates the services in the sample data that mirror subscriber
traffic from devices running Junos OS and shows the routers on which the services are
activated.
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Figure 3: Services to Mirror Traffic
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The traffic-mirroring application passes the value of the subrlps parameter to the
aggregate service; the aggregate service then substitutes the value of the subrlps
parameter for the fragSubrlps parameter in the fragment services. For example, in Figure
4 on page 15, the enterprise IP addresses (112.2.1.13 and 112.2.1.14) that were entered are
passed to the aggregate service. The aggregate service passes the value for the IP address
to the fragment service for the local router (JunosA). Similarly, in Figure 5 on page 16,
the Mirror Traffic of Subscriber’s Current IP check box in the Traffic Mirroring Administration
portal was selected, and the aggregate service passes the subscriber’s current IP address
in the subscriber session (111.1.2.6) to the fragment services for the devices running Junos
OS in the same POP (JunosC and JunosD).

Figure 4: Sample fragSubrlps Parameter Values for Mirroring Enterprise

Traffic
Enterprise subscriber MirrorAggregate aggregate service Mirror Fragment service
subrlps= substitution: fragSubrlps=
112.2.1.13,112.2.1.14 fragSubrlps=subrips 112.2.1.13,112.2.1.14

015787
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Expression

Service

Figure 5: Sample fragSubrlps Parameter Value for Mirroring Subscriber
Traffic
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Configuring Services

To configure services to mirror subscriber traffic:

1.

Configure a policy to mirror traffic for a subscriber whose |P addresses are specified
by the fragSubrlps parameter.

For a mirroring policy, you specify policy rules for traffic sent to and received from the
subscriber (the value of the fragSubrlps parameter) that have the traffic-mirror action.

For a sample policy that implements mirroring, see policyGroupName=mirror, ou=tm,
o=Policies, o=umc in the sample data.

Create a service for the scope that defines mirroring services, whichis a router fragment
service; set the type to normal, and specify the policy group configured in Step 1. This
service is activated once for each router in a specified POP.

For a sample service, see servicename=MirrorFragment, [=TM, o=Scopes, o=umc in
the sample data.

Create an aggregate service for the scope that defines mirroring services; set the type
to aggregate; and define the fragment service in the Aggregate tab of the SSP Service
pane by using the field descriptions in “Aggregate Service Fields for Mirroring Traffic”
on page 16 to enter the information in the fields of the Fragment Service dialog box.

For a sample aggregate service, see serviceName=MirrorAggregate, o=TM, o=Scopes,
o=umc in the sample data.

Aggregate Service Fields for Mirroring Traffic

Use the fields in this section to configure aggregate services in the Fragment Service
dialog box.

Subscriber reference expression to specify each mirroring router in the subscriber’s
traffic paths and the interface name used to activate the service.

Value—vr="<-substitution.vrNames ->", interfaceName="FORWARDING-INTERFACE"

. FORWARDING-INTERFACE is used to activate the fragment service for the forwarding
table. The vrNames substitution must be defined in each separate POP-specific
scope.
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Mandatory

Redundancy Group

Subscription

Substitutions

. Service to be included in the aggregate service as a fragment service.

« Value—Service configured in Step 2 of “Configuring Services” on page 16.

. Specifies whether the fragment service is mandatory.
. Value
. false

. If there is a redundancy group, the application will show the mirroring task as
pending until one of the mirroring routers becomes manageable by the SAE.

. If there is no redundancy group, the application will show the mirroring tasks as
pending only when it cannot contact the SAE managing the subscriber.

. true—The application will show the mirroring task as pending until the SAE can
activate the fragment service on all the mirroring routers.

. Group identifier for a redundant service.
. Value—Text

. Guidelines—Applicable only when Mandatory is false. If there is a redundancy group,
then the mirroring task is considered active if the mirroring fragment is activated on at
least one of the mirroring routers.

. Specifies whether a remote subscriber session is required to subscribe to the fragment
service.

. Value—False.

. List of IP addresses for subscribers.
. Value—fragSubrlps=subrlps

. Guidelines—Note that the fragSubrlps parameter is for the fragment service and can
be changed to match the parameter used for the policy in Step 1 of “Configuring
Services” on page 16. The subrlps parameter is for the aggregate service and cannot
be changed. This substitution is used to resolve the value of the IP address in the context
of a subscriber session and to pass the correct value to the fragment service.

Subscribing to the Aggregate Service

You subscribe to the aggregate service from a subscriber. To create a subscription to the
aggregate service:

1. In SDX Admin, under Users select a retailer, and then create a subscriber folder for
subscribers.
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2. Inthefolder for subscribers, create each subscriber for which you want to mirror traffic.
3. Create a subscription to the aggregate service in the folder for subscribers.

For a sample subscription, see serviceName=MirrorAggregate, ou=subscribers,
retailermame=SP-TM, o=Users, o=umc in the sample data.
Configuring Subscriber Sessions

To apply policies to the forwarding interfaces, you configure additional entries in the
subscriber classification and interface classification scripts. For general information about
classifying subscribers and interfaces, see Overview of Classification Scripts .

Subscriber Classification Scripts

In addition to the typical entries in the subscriber classification script, traffic mirroring
requires the assignment of a subscriber profile for the forwarding interface on the device
running Junos OS. For example:

[ou=routers,retailername=SP-TM,0=Users,0=UMC??sub? (routerName=<-virtualRouterName->)]
# host subscriber for routers running Junos OS
interfaceName=="FORWARDING_INTERFACE"

To view the sample subscriber classifications referenced in this section, see
(=TrafficMirroring, [=SAE, ou=staticConfiguration, ou=Configuration, o=Management,
o=umc in the sample data.

Interface Classification Scripts

An entry is needed in the interface classification script to specify the default policy for
forwarding interfaces. This default policy must forward all traffic; otherwise all traffic
that is not mirrored is dropped. For example:

[policyGroupName=forwardIntfDefault,ou=tm,o=Policies,o=UMC]
# manage router interface for mirroring
interfaceName=="FORWARDING_INTERFACE"

To view the sample interface classifications referenced in this section and others, see
the interface classification for the TM<routername> routers listed under o=Network,
o=umc in the sample data.

Managing Traffic Mirroring

You can manage the mirroring of subscriber traffic with the Traffic Mirroring Administration
portal. The tmPortal.war file comprises the files for the Traffic Mirroring Administration
servlet. This file is on the SRC application library CD in the /webapp directory.

Overview of the Traffic Mirroring Administration Portal

Through the Traffic Mirroring Administration portal, you can manage the traffic-mirroring
tasks by:

« Specifying the subscriber whose traffic should be mirrored and the IP addresses of the
traffic to be mirrored
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« Managing currently active mirroring tasks

. Managing pending actions

Accessing the Portal
To access the portal, enter the following URL in your Web browser.

http://<host>:<port>/tmPortal

« <host>—IP address or name of the host on which you installed the Traffic Mirroring
Administration portal

« <port>—HTTP port for the J2EE application server

The Traffic Mirroring Administration portal appears.

|

WwiJuniper.
NETWORKS
» Home
» Start New Mirroring Task Please choose a Traffic Mirroring administration task.

» Manage Mirroring Tasks

»  Start New Mirroring Task

Start a mirroring task for a specific subscriber.

»  Manage Mirroring Tasks

Manage the currently active mirroring tasks and pending actions.

lunlperbuu"'ﬂet

Copyright © 1998-2004, Juniper Networks, Inc.
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Starting New Mirroring Tasks
To start a new traffic-mirroring task:

1. On the Traffic Mirroring Administration portal, click Start New Mirroring Task.

The Start New Mirroring Task page appears.

Sl Juniper.

* Home
» Start New Mirroring Task
» Manage Mirroring Tasks

Start New Mirroring Task:

Specify the subscriber whose traffic should be mirrored, and the source/destination IPs of the traffic
to be mirrored.

Mirror Traffic To/From Subscriber IPs l:l

Mirror Traffic of Subscriber's Current IP []

lunlpera aJU’Net
R S S s s

Copyright ® 1998-2004, Junipar Networks, Inc.

2. Using the field descriptions below, enter the information in the fields on the Start New
Mirroring Task page.

3. Click START to perform the task or RESET to clear the fields.

If you click START, the Manage Mirroring Tasks page appears.

Subscriber ID Type
. Subscriber’s ID type.
. Value
. Login Name—Login name that the subscriber uses to log onto the network.

- LDAP Distinguished Name—Distinguished name of the subscriber object in the
directory. Applicable only when the subscriber objects are not shared by multiple
subscribers so they can uniquely identify a subscriber, such as when the subscriber
is an enterprise.

- IP Address—Current IP address of the subscriber. Used when a router can provide
subscriber addresses to the SRC software, such as when a JunosE router manages
subscribers that get their addresses using RADIUS or using the JunosE local or external
DHCP server.

Subscriber ID
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. Value for the subscriber’s ID based on the selected subscriber ID type.
. Value
. <login name>

. <LDAP distinguished name>
. <IP address>

. Examples
. joe@virneo.net

. accessName=AcmeAccess, enterpriseName=Acme, ou=subscribers, retailername=SP

. 62.3.21.4

Mirror Traffic To/From Subscriber IPs
« Subscriber’s IP addresses.
. Value—IP address

. Guidelines—You can enter the subscriber’s IP addresses in this field, and/or select the
Mirror Traffic of Subscriber’s Current IP check box.

Mirror Traffic of Subscriber's Current IP
« Subscriber’s IP addresses.
. Value—<subscriber’s IP addresses>

. Guidelines—You can select the Mirror Traffic of Subscriber’s Current IP check box, or
enter the subscriber’s IP addresses in the Mirror Traffic To/From Subscriber IPs field,
or both.

Managing Mirroring Tasks
To manage mirroring tasks:

1. On the Traffic Mirroring Administration portal, click Manage Mirroring Tasks.

The Manage Mirroring Tasks page appears and displays all active tasks and pending
actions.
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o= -

lJuniper.
NETWORKS

* Home

» Start New Mirroring Task
» Manage Mirroring Tasks

Manage Mirroring Tasks:

This page shows the active mirroring tasks and the pending actions.
An active task can be stopped, and a pending start/stop action can be cancelled.

ACTIVE MIRRORING TASKS

Mirroring Task Mirroring .
ID Type ID |IP Address Current User IP| Creation Time Start Time Action
. Wed Mar 23
Login Wed Mar 23 Tha.
Name joe@tm true 11:0%3:48 EST 2005 %é.ﬂosa.sla EST STOP

PENDING ACTIONS
Mo pending task available

lunlperb oJ'Net
L e
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2. Inthe Active Mirroring Tasks table, click STOP in the Action column to stop the task
in that row.

The resulting action depends on whether the subscriber is online when you stop the
task.

- If asubscriberis logged in, the mirroring task is removed from the Manage Mirroring
Tasks page.

. If a subscriber is logged out, the mirroring task is placed in a pending state and
appears in the Pending Actions table.

3. Inthe Pending Actions table, the situation that results in a pending task determines
the next step that can be taken.

. If the subscriber is not logged in when you start the mirroring task, then the task
automatically becomes a pending action.

Click CANCEL in that row to remove the mirroring task from the Manage Mirroring
Tasks page.

. If the subscriber is logged in when you start the mirroring task and the subscriber
logs out before you click STOP in the Active Mirroring Tasks table, then the possible
actions are determined by when the affected subscriber logs in again.

- If the subscriber will never log in again, the task will never be removed from the
Pending Actions table.

Click Details in the Pending Due To column to determine why the actionis pending.
To force the cleanup of any task in the pending stop state, use the Force Cleanup
button in the Pending Actions table, which you get to by clicking the Details link.

Use the Force Cleanup button only when the traffic-mirroring service activation
has been removed or the subscriber has been removed from the system and will
never log in again.
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- Ifthe subscriber logs in again while the action is pending, the task is removed from
the Manage Mirroring Tasks page.

- If you click CANCEL before the subscriber logs in again, the task becomes active
and appears in the Active Mirroring Tasks table.

Configuring the Traffic Mirroring Administration Portal

The Traffic Mirroring Administration portal provided with the SRC software is designed
to be used with the traffic-mirroring implementation in the sample data. To use the portal,
edit the WEB-INF/default.properties file.

To customize properties for the Traffic Mirroring Administration portal:

1. Copy the tmPortal.war file to a temporary folder, and work in that folder.
2. Extract the default.properties file from the tmPortal.war file.

jar xvf tmPortal.war WEB-INF/default.properties

3. With a text editor, edit the WEB-INF/default.properties file.

- This file provides the bootstrap properties. Change these values as needed to
accommodate your SRC configuration. For example, the file specifies that the LDAP
directory server is being used in the default port on the local system. To change the
location of the directory server, edit the Config.java.naming.provider.url property.

- This file provides the bootstrap configuration that specifies the configuration
namespace for the application. By default, /WebApplication/TrafficMirroring is used
as the namespace. If you are using another namespace, change the
tmConfigNamespace and loggingConfigNamespace properties.

4. Replace the WEB-INF/default.properties file in the tmPortal.war file.

jar uvf tmPortal.war WEB-INF/default.properties

Deploying the Traffic Mirroring Administration Portal
To deploy the updated tmPortal.war file:

. Copy the file to the deployment directory for your Web server.

If you are using JBoss, copy the file to the /opt/UMC/jboss/server/default/deploy
directory. JBoss automatically starts the Web application when a new WAR file is
copied into the deploy directory.

Configuring the Traffic-Mirroring Application

To use the traffic-mirroring application, you must configure properties to specify how
the application handles information about mirroring tasks and the aggregate service that
the application activates to mirror traffic.

To configure these properties for the traffic-mirroring application:
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1. In SDX Admin go to (=TrafficMirroring, [=WebApplication, ou=staticConfiguration,
ou=Configuration, o=Management, o=umc.

2. Inthe Main tab for Configuration, modify the following properties.

directory
. Specifies the directory in the file system in which information about the mirroring tasks
is stored. The application stores all tasks in a series of files that are considered live or
dead. Live files record at least one active or pending task and include the word live in
their names. Dead files record only tasks that have been canceled or stopped and
include the word dead in their names. You can delete or archive dead files at any time.
However, if you delete a live file, the application will not be able to access information
about existing tasks.
. Value—<pathname>
. Guidelines—The application server must be able to write and modify files in this
directory. If you use WEB-INF, you will lose all your data about the mirroring tasks
whenever you undeploy or redeploy the traffic-mirroring application.
« Default—WEB-INF
retrylnterval
. Time to wait before retrying a pending task that was unsuccessful.
. Value—Number of seconds
« Guidelines—Do not specify too small a value, because the number of service activation
attempts could cause network overload.
« Default—900
serviceName
. Name of the aggregate service activated by the application to mirror subscriber traffic.
. Value—<service name>
. Default—MirrorAggregate
maxFileSize
. Maximum file size for files that store information about the pending and active tasks.
A new file is created whenever the current file exceeds this setting.
« Value—Number of bytes
« Guidelines—This value should not need modification.
« Default—1000000 (1 MB)
Configuring NIC Proxy
To configure a NIC proxy for the traffic-mirroring application, see Overview of NIC Proxy
Configuration.
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Configuring Logging

To configure logging for the traffic-mirroring application, see Configuring System Logging
(SRC CLI) or Configuring a Component to Store Log Messages in a File (SRC CLI).
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Providing Endpoint Security with IVE

« Overview of IVE Host Checker Integration on page 27
« Before You Integrate IVE into an SRC Environment on page 27
« Sample Implementation for Integrating IVE Host Checker on page 29

« Configuring Host Checking in an SRC Network on page 29

Overview of IVE Host Checker Integration

The IVE Host Checker feature simplifies secure remote access by ensuring endpoint
security compliance. It can be used to verify third-party software compliance and
application authenticity to prevent unauthorized access to the network. By integrating
IVE into an SRC-managed environment, you can use the SRC software to monitor
subscriber logins with the IVE to:

« Automatically authenticate the subscriber anonymously.

« Use the IVE's single sign-on (SSO) capability to forward the results of the host check
to the Host Check Result portal.

Based on the host-checking results, the subscriber may be allowed full, limited, or no
access to the Internet.

You can deploy IVE Host Checker in a network so that it is activated:

. Each time the subscriber logs in.

« When the Intrusion Detection and Prevention (IDP) system finds an anomaly in the
subscriber’s traffic. See “Overview of IDP Integration” on page 41.

« According to the service provider’s schedule.

Before You Integrate IVE into an SRC Environment

Integrating IVE into an SRC-managed environment requires:

« The Host Check Result portal installed with your SRC application library software.

« SRC-managed JunosE routers or devices running Junos OS in the network.
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« Working knowledge of the IVE platform. For the IVE OS product documentation, see
http://www.juniper.net/techpubs

For complete information about IVE Host Checker features, see the Juniper Networks
Secure Access and Secure Meeting Administration Guide.

Before you extend IVE host checking to SRC subscriber traffic, you would typically
preconfigure IVE software as follows:

1. Define Host Checker policies to verify that the subscriber’s system meets the service
provider’s requirements.

0 NOTE: We recommend that you specify one rule for each Host Checker
policy to provide detailed results.

2. Create two roles, HCComplied (for subscribers complying to the policies) and
HCViolated (for subscribers violating the policies), and set the Host Check Result
portal as the start page for these roles.

3. Create an anonymous authentication realm for subscribers.
4. Assign the defined Host Checker policies to the realm as authentication policies.

5. Definerole-mapping rules for the anonymous realm that map subscribers (complying
or violating Host Checker policies) to different roles. The rules are evaluated in
sequential order.

6. Define a sign-in policy that maps a URL to the anonymous authentication realm
created in Step 3.

7. Define a remote SSO Form POST policy for both roles defined in Step 2 that includes
the following information:

. Resource: URL of the Host Check Result portal

- Role: Policy applied to both roles
« Action: POST performed as defined by the Post to URL and Post parameters values
. Post to URL: URL of the Host Check Result portal servlet

« Post parameters:
- subscriberlp
- |IP address of the subscriber

- Value—<sourcelp>

. compliedPolicy<x>

- The Host Checker policy assigned to the authentication realm. There must be
a one-to-one correspondence between the compliedPolicy<x> parameter and
each Host Checker policy.
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- Value—<hostCheckerPolicy[x]>, where x is an integer in the range 1 to the
number of Host Checker policies assigned to the authentication realm.

8. Customize the Logout.thtmil file, which is one of the sign-in pages for the authentication
realm, to automatically redirect the subscriber to the Host Check Result portal. Add
the following line to the <head>section of the Logout.thtml file:

<meta http-equiv="Refresh" Content="0; URL=<Portal URL>">

where <Portal URL> is the Host Check Result portal URL.

Sample Implementation for Integrating IVE Host Checker

The SRC application library provides a sample implementation for integrating IVE Host
Checker into an SRC-managed network. The sample data demonstrates how subscriber
traffic can activate host checking for a retailer in different scenarios.

The sample implementation includes:

« Policies, services, and SAE configuration in the sample data

For information about installing sample data, see “Installing the Sample SRC
Applications” on page 3.

« Host Check Result portal

For information about using the Host Check Result portal, see “Configuring the Host
Check Result Portal” on page 30.

« Sample SRC VTA application for scheduling subscriber host checking

You can use the sample data and applications to create a demonstration implementation.
You can also customize the sample data and applications to integrate IVE Host Checker
into your network, or you can use the samples as a guide to create your own
implementation.

Configuring Host Checking in an SRC Network

When IVE processes subscriber sign-ons, it identifies compliance with the Host Checker
policies that are configured within IVE. For SRC-managed subscriber traffic, you can
configure the SRC software to:

. Activate a host-checking service on the subscriber interface to redirect the subscriber’s
Web traffic to IVE Host Checker.

« Direct the subscriber’s next HT TP request to the IVE Single Sign-On page for checking
the compliance policy of the subscriber’s machine.

0 NOTE: If connectiontothe Host Checker client program on the subscriber’s
machine is not possible, the subscriber is considered to be violating Host
Checker policy.
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« Post host-checking results to the Host Check Result portal servlet that provides
information about the host’s compliance to Host Checker policies.

- Ifthe subscriber’s system complies with the Host Checker policies, the SRC software
deactivates the host-checking service so that the subscriber’s next Web request will
not be redirected to the IVE sign-on page.

- If the subscriber’s system does not comply with the Host Checker policies, the SRC
software deactivates the host-checking service and can do one of the following:

- Activate a blocking service to redirect the subscriber’'s Web traffic to a captive
portal until the subscriber’s machine is in compliance.

- Schedule the next host check using the service schedule specified by the result.

To support host checking in an SRC network, configure a service on the subscriber’s
interface that can be activated to redirect the subscriber’'s HTTP traffic to IVE Host
Checker. You must have preconfigured Host Checker (see “Before You Integrate IVE into
an SRC Environment” on page 27). For complete information about IVE Host Checker
features, see the Juniper Networks Secure Access and Secure Meeting Administration
Guide.

To use the host-checking application, perform the following tasks:

« “Configuring the Host Check Result Portal” on page 30
« “Configuring Services for Subscribers” on page 36
The following sections describe the tasks to incorporate IVE Host Checker into your

environment and provide references to entries in the sample data that demonstrate an
implementation.

Configuring the Host Check Result Portal

You can configure the SRC software to redirect subscriber Web requests to the captive
portal page in response to IVE Host Checker policy compliance by a subscriber’s machine.
A captive portal is simply a Web page that receives redirected HTTP requests. The SRC
application library provides a sample Host Check Result captive portal that is a Java 2
Platform, Enterprise Edition (J2EE) Web application. We provide the application for
demonstration purposes.

The Host Check Result portal uses a policy-routing service and the redirect server to
redirect traffic to the portal. This process is similar to the one used by the sample
residential portal. See “Overview of the Residential Portal” on page 117.

You can use the sample Host Check Result portal as the basis for a captive portal for
your environment, or you can develop a different captive portal based on the sample.

Overview of the Sample Host Check Result Portal

The sample Host Check Result portal provides:

« The subscriber’s IP address.

30

Copyright © 2011, Juniper Networks, Inc.



Chapter 3: Providing Endpoint Security with IVE

« An explanation of the host-checking result for each Host Checker policy and the
suggested action.

« The controls to reschedule the host-checking service (Remind me again in drop-down
list) or to redirect the subscriber to the IVE Sign-In page (Check Again button).
About the HostCheckServlet

The HostCheckServlet receives messages from Host Checker and posts these messages
to a specified URL to display the checking result. The default URL is

http(s)://<hostname>:<port>/hostcheckPortal/HostCheck
The Host Checker sends the following type of information to the HostCheckServlet.

« subscriberlP—Subscriber’s IP address
. compliedPolicy<number>—Host Checker policy name that maps to this complied

policy

In the following sample message, the parameter name appears to the left of the equal
sign and the value to the right.

subscriberlP=10.127.1.137
compliedPolicyl=AcmeAVIsRunning
compliedPolicy2=AcmePFIsRunning

The HostCheckServlet maps each IP address to a list of complied policies for the
subscriber as a record displayed on the Host Check Result portal.

Developing and Customizing the Sample Host Check Result Portal

The /webapp directory on the SRC application library CD contains the hostcheckPortal.war
file, which provides:

« Complete source code for the Host Check Result portal in the WEB-INF/src directory

. Documentation for the Java classes used in the sample Host Check Result portal in
the /jJavadoc directory

Forinformation about customizing the sample Host Check Result portal, see “Configuring
Properties for the Sample Host Check Result Portal” on page 32.

Configuration Tasks to Deploy the Sample Portal

To deploy the sample Host Check Result portal, perform these tasks:

1. “Configuring Properties for the Sample Host Check Result Portal” on page 32
2. “Deploying the Sample Host Check Result Portal” on page 36

3. “Accessing the Portal” on page 36

4, “Configuring the Redirect Server to Redirect Traffic to the Captive Portal” on page 36

The following sample Host Check Result portal page identifies the Host Checker policy
and the host-checking result as well as suggested actions. For example, if the correct
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firewall software is not running, the suggested action is to activate the firewall or follow
the link to the site from which it can be purchased.

Virneo Host Check Result Portal

Host Check Result

Current Host IP Address: 172 28.32.143

This hostviolated one or more HostCheck policies

You can choose a limited time to continue the web services and take necessary measures to secure
your computer,

HostCheck will be re-activated when time expires.

Host Check Policy Result Suggested Action
AcmeAVIsRunning | PASS

Please activate Acme Personal Firewall or

Acme Personal Firewall is N
purchase the latest version of Acme Personal

SRR E I TE not activated on this host .
Firewall

Remind me again in
Check Again

Configuring Properties for the Sample Host Check Result Portal

The sample Host Check Result portal provided with the SRC software is designed to be
used with the IVE integration implementation and the sample data. To use the sample

Host Check Result portal, edit the WEB-INF/hostcheckportal.props file. This file is in the
/webapp/hostcheckPortal.war file on the SRC application library CD.

To edit the WEB-INF/hostcheckportal.props file:

1. Copy the hostcheckPortal.war file to a temporary folder, and work in that folder.
2. Extract the WEB-INF/hostcheckportal.props file from the hostcheckPortal.war file.

jar xvf hostcheckPortal.war WEB-INF/hostcheckportal.props

3. With a text editor, edit the WEB-INF/hostcheckportal.props file:

- Review the basic portal properties listed in “Basic Portal Properties” on page 33,
and update fields as needed.

. Review the entries for the SAE locator listed in “Locator Properties” on page 34, and
change them as needed to accommodate your SRC configuration.

« Configure properties in the network information collector (NIC) proxy configuration
section of the file. For information about the values to configure for NIC properties,
see Overview of NIC Proxy Configuration.

4. Replace the WEB-INF/hostcheckportal.props file and any other updated files in the
hostcheckPortal.war file.

jar uvf hostcheckPortal.war WEB-INF/hostcheckportal.props
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Basic Portal Properties

The following list describes properties to specify how the portal uses host-checking
results received from IVE.

HostChecking.captiveService

. Name of the host-checking service that you use to redirect subscribers to the Host
Checker. The Host Check Result portal deactivates this service to protect the IVE system
from subscribers who rapidly make Web requests. If you use the “ Remind me again
in” control on the Web page and the subscriber selects this control, the portal schedules
the activation of this service for a later time.

. Value—<service name>

. Default—HostCheck

HostChecking.nonComplianceOption

. Option used when the host violates any Host Checker policy. This property must be
set.

. Value
- Block—Activate the blocking service.

- Snooze—Allow the subscriber to select a later time for rechecking.

« Default—Block

HostChecking.blockingService

. Name of the blocking service to activate when the Host Checker policy is violated and
the HostChecking.nonComplianceOption property is set to Block.

. Value—<service name>

. Guidelines—This service should restrict potentially dangerous users by rate limiting or
filtering their traffic, and by policy routing all their Web traffic to the Host Check Result
portal to continually remind them that they are not in compliance with the service
provider’s policies.

. Default—Block

HostChecking.IVESigninURL

. URL towhichthe subscriber is redirected to perform the host check when the subscriber
clicks the Check Again button.

. Value—https:/<IVE hostname>/check

HostChecking.|VELogOutURL

. URLusedtologout the subscriber. Each time a subscriber is directed to the Host Check
Result portal by the IVE, the Host Check Result portal will use this URL to log the
subscriber out of the IVE so that the IVE will reverify the subscriber the next time the
subscriber is directed to the IVE.

Copyright © 2011, Juniper Networks, Inc. 33



SRC PE 4.2.x Software Sample Applications Guide

. Value—https://<IVE hostname>/dana-na/auth/logout.cgi

HostChecking.policy.<policyName>.description

. Description to display when the specified Host Checker policy is violated. This
description is displayed on the Host Check Result portal.

. Value—Text

. Guidelines—This property can contain HTML tags for formatting or embedding
hyperlinks.

« Example—HostChecking.policy.AcmeAVIsRunning.description = Acme AntiVirusis not
activated on this host
HostChecking.policy.<policyName>.action

. Suggested action when subscribers violate the specified Host Checker policy. This
description is displayed on the Host Check Result portal.

. Value—Text

. Guidelines—This property can contain HTML tags for formatting or embedding
hyperlinks.

. Example—HostChecking.policy.AcmeAVIsRunning.action = Please activate Acme
AntiVirus or purchase the latest version of <a href="http://www.juniper.net"
target="newWindow">Acme AntiVirus.</a>

HostChecking.record.number

. Maximum number of Host Checker results to be stored for use by the IVE captive portal.
When this number is exceeded, the number of old records is removed as specified by
the HostChecking.record.removeStep property.

. Value—Number in the range 1-2147483647
« Default—100

HostChecking.record.removeStep

« Number of records to be deleted when the number of records stored reaches the limit
specified by the HostChecking.record.number property. The records are removed
sequentially, starting with the oldest record, then the next oldest, and so forth.

« Value—Number in the range 1-2147483647

« Guidelines—This number must be less than the value configured for the
HostChecking.record.number property.

. Default—10

Locator Properties

The following list describes SAE locator properties that you change to conform to your
configuration. Other configuration properties in the hostcheckportal.props file are specific
to NIC proxy configuration and logging. For information about NIC proxy configuration,
see Overview of NIC Proxy Configuration. For information about logging configuration,
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see To configure logging for the traffic-mirroring application, see Configuring System
Logging (SRC CLI) or Configuring a Component to Store Log Messages in a File (SRC
CLI).

Factory.locator
. Method that the portal uses to locate the SAE.
. Value

. net.juniper.smgt.idp.portal.LocalFeatureLocator—Uses the locally configured object
reference

. net.juniper.smgt.idp.portal.DistributedFeatureLocator—Uses NIC configuration

« Guidelines—If you specify net.juniper.smgt.idp.portal.LocalFeaturelLocator, configure

a value for LocalFeaturelLocator.objectRef.
LocalFeatureLocator.objectRef

. Location of the SAE server.

. Value—Location in one of the following formats:
- TheIOR file URL in the format file://<absolutePath>
. The corbaloc URL in the format corbaloc::<IP address>:<port>/SAE

. <IP address>—IP address.

. <port>—Port number, where 8801 is the default port for the SAE.

. The actual IOR in the format IOR:<objectReference>

. Default—corbaloc::127.0.0.1:8801/SAE
. Examples
. LocalFeaturelLocator.objectRef = file:///opt/UMC/sae/var/run/sae.ior

. LocalFeaturelLocator.objectRef = corbaloc::10.10.6.171:8801/SAE

DistributedFeatureLocator.locName
. Namespace for the NIC proxy configuration.
. Value—<namespace>
. Default—/ which indicates the root namespace
. Example—DistributedFeaturelLocator.locName = /nicProxy indicates that the NIC proxy
configuration is in /nicProxy.
Config.java.naming.provider.url
. Location of the LDAP server.
. Value—ldap://<IP address>:<port number>

. Example—Ildap://127.0.0.1:389
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Config.net.juniper.smgt.des.backup_provider_urls

. Location of a backup LDAP server.

. Value—ldap://<IP address>:<port number>, with more than one URL separated by
semicolons

Deploying the Sample Host Check Result Portal

To deploy the updated hostcheckPortal.war file:

. Copy the file to the deployment directory for your Web server.

If you are using JBoss, copy the file to the /opt/UMC/jboss/server/default/deploy
directory. JBoss automatically starts the Web application when a new WAR file is
copied into the deploy directory.

Accessing the Portal

Access the portal to ensure that you can view the page and to review the page setup. To
access the Host Check Result portal, type a URL in the following formin your Web browser,
and press Enter:

http(s)://<host>:<port>/hostcheckPortal/checkingResult.jsp

Configuring the Redirect Server to Redirect Traffic to the Captive Portal

You must configure the Redirect Server to redirect Web requests to the IVE sign-in page.
For information about configuring the redirect server, see “Overview of the Residential
Portal” on page 117.

In the /opt/UMC/redir/etc/redir.properties file, specify the URL of the IVE sign-in page for
the redir.url property. This entry has the form:

redir.url=http(s)://<IVE hostname>/check

Configuring Services for Subscribers

You can configure services to control subscriber traffic in response to IVE Host Checker
policy compliance by a subscriber’s machine.

To configure services to check hosts for subscribers:

36
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1. Configure a policy to check hosts for a subscriber. For a host-checking policy, specify
policy rules for subscribers to redirect the subscriber’s HTTP traffic to the IVE Host
Checker or to the captive portal.

For a sample policy that slows all subscriber traffic and forces all Web traffic to a
redirect server with the specified address, which then redirects the traffic to the IVE
Host Checker server, see policyGroupName=hostcheck, ou=hostchecker, o=Policies,
o=umc in the sample data.

For a sample policy that slows all subscriber traffic and forces all Web traffic to a
redirect server with the specified address, which then redirects the traffic to the Host
Check Result portal, see policyGroupName=block, ou=hostchecker, o=Policies, o=umc
in the sample data.

2. Create a scope for the services that define actions to be taken in response to IVE
host-checking results.

For a sample scope, see [=HC-Subscriber, o=Scopes, o=umc in the sample data.

3. Inthe scope you created in Step 2, create a service that defines actions to be taken
in response to the IVE host-checking results. Then set the type to normal, and specify
the policy group configured in Step 1.

For a sample service that redirects traffic to the IVE Host Checker server, see
serviceName=HostCheck, |[=HC-Subscriber, o=Scopes, o=umc in the sample data.

For a sample service that redirects traffic to the Host Check Result portal, see
serviceName=Block, [=HC-Subscriber, o=Scopes, o=umc in the sample data.

4. Assignthe scope to a subscriber folder to make the service available to the subscribers.

For a retailer, specify any plug-ins that the subscribers in the domain might use, and
specify a service that would be applied to subscribers who do not belong to a specific
group of subscribers.

For a sample subscription that performs host checking for a retailer, see
retailermame=SP-HC, o=Users, o=umc in the sample data.

5. Create service subscriptions for subscribers. To allow all subscribers in the folder to
inherit the subscription, create a subscription at the folder level. For a subscriber,
create any objects that might apply to the group of subscribers, such as service
subscription, service schedule, or subscriber.

For a sample subscription that automatically performs host checking when the
subscriber logs in, see serviceName=HostCheck, ou=CheckOnLogin-Subscribers,
retailermame=SP-HC, o=Users, o=umc in the sample data.

For a sample subscription that performs host checking that is activated according to
a service schedule, see serviceName=HostCheck, ou=CheckOnSchedule-Subscribers,
retailermame=SP-HC, o=Users, o=umc in the sample data.

For a sample subscription that performs host checking that is activated according to
a Quota VTA plug-in, see serviceName=HostCheck, ou=VTASched-Subscribers,
retailermame=SP-HC, o=Users, o=umc in the sample data.
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For a sample subscription that redirects all other subscribers for this retailer to the
captive portal, see serviceName=Block, retailermame=SP-HC, o=Users, o=umc in the
sample data.

Figure 6 on page 38 shows the SDX Admin navigation pane with the retailer used in the
sample data.

Figure 6: Sample Retailer Configuration for Host Checking
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Scheduling Subscriber Host Checking

The SRC application library provides a Quota VTA configuration example as sample data
for scheduling subscriber host checking. For information about developing Quota VTAS,
see Overview of the SRC VTA.

The HostCheck configuration example configures the Quota VTA to schedule subscriber
host checking by setting the account balance as a date and activating a host-checking
service based on subscriber login events. In SDX Admin, see [=HostCheck, [=Applications,
[=VTA, ou=staticConfiguration, ou=Configuration, o=Management, o=umc for more
information about this configuration example.
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Providing Threat Mitigation Services with
DP

« Overview of IDP Integration on page 41

« Configuring Services and Subscriptions to Integrate IDP on page 49
« Sending E-Mail to Subscribers on page 63

« Monitoring Subsets of Subscriber Traffic on page 71

« Defining Actions to Be Taken for Subscriber Traffic on page 81

« Enabling SRC Actions from IDP Manager on page 91
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CHAPTER 4

Overview of IDP Integration

« Overview of IDP Integration on page 41

« Before You Integrate IDP into an SRC Environment on page 42
« Example: Integrating IDP into an SRC Environment on page 42
« Directing Subscriber Traffic to IDP for Monitoring on page 45

« Integrating IDP into an SRC Environment on page 47

Overview of IDP Integration

IDP monitors network traffic to detect potentially detrimental traffic and responds to
problem incidents to prevent damage to the network. By integrating IDP into an
SRC-managed environment, you can use SRC extensions that support IDP to:

« Monitor subscriber traffic.

« Take actions for subscribers who are sending or receiving traffic that behaves in a
detrimental manner on the network by:

- Redirecting a subscriber’s Web requests to a Web page that provides information
about the nature of the problem traffic

- Sending e-mail to a subscriber to provide information about the problem

- Applying policies to the subscriber interface to manage subscriber traffic, such as
applying policies that reduce the amount of bandwidth available to the subscriber
to limit traffic sent to and received from the subscriber

You can deploy IDP in a network to monitor all traffic, or you can configure the SRC
software to direct subsets of subscriber traffic to IDP for monitoring.

The Surveillance Director is the component that manages the process of selecting
subscriber traffic to be monitored and activating SRC services to direct specified traffic
to an IDP sensor (IDP hardware appliances that run the IDP sensor software). It divides
subscribers into groups, then directs traffic for one group at a time through IDP. This
means that IDP monitors different groups of traffic at different times, and that traffic for
SRC-managed subscribers is periodically monitored. The Surveillance Director relies on
SRC services to policy-route traffic from JunosE routers or to mirror traffic from devices
running Junos OS to the IDP sensor.
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Before You Integrate IDP into an SRC Environment

Integrating IDP into an SRC-managed environment requires:

« The UMCidp package installed with your SRC application library software.

« SRC-managed JunosE routers or SRC-managed JunosE routers and devices running
Junos OS in the network.

0 NOTE: If you want to integrate IDP into an SRC-managed network that
manages enterprise subscribers from a device running Junos OS as a
subscriber access router, contact Juniper Networks Professional Services
for assistance.

« Subscriber IP addresses assigned from an IP pool that is defined in the virtual router
entry in the directory

Typically, IP addresses are assigned from an IP pool for residential subscribers. For
enterprise subscribers or for subscribers who use a static IP address, make sure that
the IP addresses are allocated from the IP pool that is defined in the virtual router entry
in the directory.

« Working knowledge of aggregate services.

. Working knowledge of the IDP software, including IDP Manager, and familiarity with
IDP documentation. See

http://www.juniper.net/techpubs/software/management/idp/
Before you extend IDP traffic monitoring to SRC subscriber traffic, you typically:

. Install the IDP sensors. The sensors monitor network traffic to detect suspicious or
anomalous traffic and respond as configured.

« We recommend that IDP sensors, or sensor clusters, be one hop from all the routers
in the network for which the sensor monitors traffic. (Recommended) Deploy IDP as
an active gateway. In instances in which traffic is copied to an IDP sensor, ensure that
IDP routes the traffic to a null interface so that the traffic is not forwarded.

« Configure IDP rules for the type of traffic incidents to report.

Example: Integrating IDP into an SRC Environment

The SRC application library provides a robust sample implementation for integrating IDP
into an SRC-managed network. It illustrates configurations for a network that contains
only JunosE routers, and for a network that contains JunosE routers as subscriber access
routers with devices running Junos OS as core routers.

You can also customize the sample data and applications to integrate IDP into your
network, or you can use the samples as a guide to create your own implementation.

42
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For a full configuration example, see the IDP.xml file in the SAE folder in SDX Configuration
Editor.

Sample Network Topologies

Figure 7 on page 43 shows the network topology that serves as the basis for the
configuration in the sample data for a network that contains only JunosE routers.

Figure 7: Sample Network Topology with a JunosE Router
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‘ Subscriber interface H Subscriber interface ‘
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Director i
v
Core | Core

interface || interface

Subscriber traffic
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Figure 8 on page 44 shows the network topology that serves as the basis for the

configuration in the sample data for a network that contains JunosE routers and devices
running Junos OS.
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Figure 8: Sample Network Topology with a Junosk Router and Devices

Running Junos OS

)

Subscriber 1

()

Subscriber 2

‘ Subscriber interface P\‘ Subscriber interface ‘

/ JunoseB
vrName
default@JunoseB
SAE K /
Surveillance /
Director

@osc - {
vrName -~ _ m’sﬁ

default@JunosC vrName

N

Components in Sample Data

The sample implementation includes:

default@JunosD” ~ - —

- — — >

IDP sensor

— — — — Subscriber traffic directed to IDP

Subscriber traffic

015762

« Policies, services, router definitions, and SAE configurations in the sample data. Sample
entries for IDP integration have the prefix IDP

For information about installing sample data, see “Installing the Sample SRC

Applications” on page 3.

. IDP captive portal application (a Web page that receives redirected HTTP requests in
response to a problem detected by IDP) with policies and services to limit bandwidth
and direct Web requests to the sample portal

. |DP E-Mailer application

« Script to enable subscriber actions from IDP Manager

You can use the sample data and applications to create a demonstration implementation.
The IDP router definitions, identified as IDP<routername> in the sample data, can be

configured to act as simulated routers for a demonstration environment. For information
about setting up a simulated router, see Configuring Simulated Router Drivers (SRC CLI).

44
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The sample data uses the following terminology:

« Subscriber-facing router—Subscriber access router

« Core-facing router—Router that transmits subscriber traffic to the network core

Directing Subscriber Traffic to IDP for Monitoring

You can direct all traffic to IDP by placing an IDP sensor in the network paths through
which all incoming and outgoing subscriber traffic passes. In this case, you do not need
to configure the SRC software to direct subscriber traffic to an IDP sensor.

If you do plan to direct subsets of subscriber traffic to an IDP sensor, how you do so
depends on your network configuration. Table 7 on page 45 lists ways in which you route
subscriber traffic to an IDP sensor.

Table 7: Network Configuration and Forwarding Method

Use This Method to Forward Subscriber

For This Network Configuration Traffic

JunosE routers as subscriber access routers Policy-based routing from the JunosE router

No devices running Junos OS as core routers

JunosE routers as subscriber access routers Mirroring from the device running Junos OS
and

devices running Junos OS as core routers

o NOTE: Use mirroring from device(s) running Junos OS if you are sure that
most, or all, of the subscriber traffic traverses those routers. When you mirror
traffic to IDP, IDP monitors only the subscriber traffic that traverses a device
running Junos OS.

For policy-based routing from JunosE routers, a service is activated on subscriber interfaces
foreach subscriber IP address, and on each core interface. For mirroring on devices running
Junos OS, a service is activated only one time for a router or for a set of routers. If your
configuration includes a device running Junos OS, we recommend that you use mirroring
to direct subscriber traffic to IDP.

Surveillance Director

The Surveillance Director manages how to direct subscriber traffic to an IDP sensor. It
queries the directory for IP pools associated with specified virtual routers and generates
classless interdomain routing (CIDR) subnets that include only the set of IP addresses
that are assigned to subscribers. You can configure the number of IP addresses to be
included in a CIDR subnet. The Surveillance Director uses CIDR subnets because routers
can efficiently handle these subnets to match policy rules.
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For each CIDR subnet, the Surveillance Director activates a specified aggregate service,
and then the aggregate service activates its fragment services to route traffic to an IDP

sensor. The configuration for the fragment services determines whether it policy-routes
or mirrors traffic.

Table 8 on page 46 describes the types of fragment services to configure in an aggregate
service, and shows where the fragment services are activated.

Table 8: Types of Fragment Services in an Aggregate Service

Where Fragment Service Is

Fragment Services Policy Activated

Policy-Based Routing

Subscriber-interface fragment  Routes traffic sent by a JunoskE routers
subscriber to an IDP sensor

Core-interface fragment Routes traffic destined for a JunoskE routers
subscriber to an IDP sensor

Mirroring

Router (forwarding)-interface  Mirrors traffic toan IDP sensor  Devices running Junos OS that
fragment transmit subscriber traffic

Traffic for one group of CIDR subnets at a time is sent to an IDP sensor for monitoring.
You can configure the length of the interval during which to monitor traffic from CIDR
subnet; all traffic for subscribers with IP addresses within the CIDR subnet is monitored
during a specified monitoring interval.

The Surveillance Director provides subscriber IDs in the form of a distinguished name
(DN) to locate the subscriber session in which to activate a service. The DN is used to
locate the SAE that manages the subscriber session in which the aggregate service is
activated.

Router and Interface Subscriber Sessions

In addition to the typical subscriber sessions used to activate services, the services to
support IDP integration require special subscriber sessions to host:

« An aggregate service
. Coreinterface fragment services if traffic is policy-routed to an IDP sensor

« Router fragment services if traffic is mirrored to an IDP sensor

Subscriber Session to Host an Aggregate Service

On a JunosE router, a router subscriber session hosts an aggregate service. In these cases,
a subscriber profile must have a name in the form <vrName>@<routerName>. The
<vrName> and <routerName> must correspond to virtual router names and routers
names of objects under o=Networks, o=umc in the directory.
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Subscriber Session to Host a Core Interface Fragment Service

On a JunosE router, a subscriber session is needed to activate a core interface fragment
service that policy-routes traffic to the IDP sensor. All core routing interfaces use a single
shared subscriber object in the directory.

Subscriber Session to Host a Router Interface Fragment Service

Onadevicerunning Junos OS, arouter subscriber sessionis used to activate the fragment
service that mirrors traffic to the IDP sensor. We recommend that the router subscriber
profile have a namein the form <vrName> @ <routerName>. The router subscriber session
must be associated with the forwarding interface that the SRC software creates.

Integrating IDP into an SRC Environment

How you integrate IDP into your SRC environment depends on whether or not you direct
all traffic to an IDP sensor. If you direct all traffic to an IDP sensor by placing an IDP sensor
in the network paths through which all incoming and outgoing subscriber traffic passes,
you do not need to configure services and subscriptions to director traffic to a sensor,
and do not need to monitor subsets of traffic. In this case, you can skip Steps 1and 2 in
the following procedure.

To integrate IDP into an SRC environment:

1. Configure services to direct traffic to IDP.
See “Configuring Services and Subscriptions to Integrate IDP” on page 49.

2. Configure Surveillance Director to monitor groups of subscriber traffic.
See “Monitoring Subsets of Subscriber Traffic” on page 71.

3. Configure actions to be taken for traffic that IDP identifies as malicious.
See “Defining Actions to Be Taken for Subscriber Traffic” on page 81.

4. (Optional) Create an application, such as one to send e-mail notification to a subscriber
about problem traffic that have sent or received.

We provide a sample application to send an e-mail notification to a subscriber about
the problem. See “Sending E-Mail to Subscribers” on page 63.

5. Create an SRC script for IDP Manager to complete the IDP integration with the SRC
software.

See “Enabling SRC Actions from IDP Manager” on page 91.
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CHAPTERS

Configuring Services and Subscriptions to
INntegrate IDP

This chapter describes how to configure services and how to configure user classification
and interface classification to redirect subscriber traffic to IDP. Topics include:

« Configuring Services and Subscriptions to Send Traffic to an IDP Sensor on page 49

« Configuring Services to Policy-Route Traffic to IDP on page 50

« Configuring Services to Mirror Traffic to IDP on page 55

« Subscribing to an Aggregate Service from a JunoskE Router on page 58

« Classifying Subscribers for IDP Integration on page 59

« Classifying Interfaces for IDP Integration on page 60

Configuring Services and Subscriptions to Send Traffic to an IDP Sensor

Which tasks you perform to create services and subscriptions depends on whether you
are sending traffic to an IDP sensor by policy-based routing or mirroring.

To configure services and subscriptions to integrate IDP into an SRC-managed
environment:

1. Configure services.

See “Configuring Services to Policy-Route Traffic to IDP” on page 50 or “Configuring
Services to Mirror Traffic to IDP” on page 55.

2. Create a subscription to the aggregate service configured in Step 1.

See “Subscribing to an Aggregate Service from a JunosE Router” on page 58.
3. Classify subscribers.

See “Classifying Subscribers for IDP Integration” on page 59.
4, Classify interfaces.

See “Classifying Interfaces for IDP Integration” on page 60.
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Configuring Services to Policy-Route Traffic to IDP

The tasks to configure services to policy-route traffic to IDP are:

1. (Optional) “Configuring Scopes When You Use Policy-Based Routing” on page 50

2. “Defining Services for Policy-Based Routing on JunosE Routers” on page 50

Configuring Scopes When You Use Policy-Based Routing

You configure scopes to define the services to be activated for a specific SRC-managed
network. Which scopes you configure depends on how you direct traffic to an IDP sensor.

In a network that contains only JunosE routers, you can assign a single scope to one or
more JunosE routers. Figure 9 on page 50 shows the scope and JunosE router configured
in the sample data. This scope also contains the aggregate and fragment services.

Figure 9: Scopes to Support Policy-Based Routing of Traffic to an IDP
Sensor

Junose POP scope

JunoseA
vrName
default@JunoseA

015765

To policy-route traffic from a JunosE router to an IDP sensor:

1. Create one JunosE point of presence (POP) scope.

2. Assign this scope to all the JunosE subscriber access routers that use policy routing.
Make sure that these routers appear under o=Networks, o=umc in the directory. You
create the aggregate services in this scope.

For a sample JunosE POP scope, see [=IDP-JunosePop, o=Scopes, o=umc in the sample
data.

Defining Services for Policy-Based Routing on JunosE Routers

Figure 10 on page 5Slillustrates the services in the sample data that policy-route incoming
and outgoing subscriber traffic to an IDP sensor. In this example this DN for subscriber
profiles is routerName=default@JunoseA, <DN of Router Profiles>.
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Figure 10: Services to Policy-Route Traffic to an IDP Sensor
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The Surveillance Director provides the following information to the services:

« subrSubnet—CIDR subnet. Core interface fragments are activated with this parameter.

« subrlps—List of addresses. A subscriber interface fragment service is created for each
address supplied by the parameter.

The aggregate service passes the value of the subrSubnet parameter to each
CorelntFragment service, and uses the value of the subrlps parameter when the
SubrintFragment services are created. A SubrintFragment service is created for each IP
address (which is specified as the subscriber ID). A CorelntFragment service is created
for the subscriber ID or IDs specified in the configuration for the aggregate service (idp@idp
in the sample data).

Forexample, in Figure 11 on page 52 the Surveillance Director passes the value 111.2.1.6/31
for the CIDR subnet, and the list of addresses 111.2.1.6 and 111.2.1.7 to the aggregate service.
The aggregate service passes the value for the CIDR subnet to the CorelntFragment
service, and activates a SubrintFragment service for each address in the list—in this case
for IP addresses 111.2.1.6 and 111.2.1.7.
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Figure 11: Sample Values for SubrSubnet and Subrlps Parameters in Services for Policy-Based

Routing of Traffic
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To set up policy-based routing to direct subscriber traffic from a JunosE router to IDP:

. Configure the following services:

- Aservice that applies a policy to route traffic from the subscriber interfaces. The
Surveillance Director activates this service once for each subscriber whose IP address
is in the CIDR subnet that includes the addresses being monitored.

Configuring a Subscriber Interface Service

Before you configure a subscriber interface service, read the overview of services to be
used for policy-based routing. See “Defining Services for Policy-Based Routing on JunosE
Routers” on page 50.

To configure the subscriber interface service:

1. Configure a policy to direct subscriber traffic entering a subscriber interface to an IDP
sensor.

We recommend that you use a next-hop policy rule to route traffic sent by subscribers
to the IP address of the IDP sensor. Depending on your network configuration you can
also route traffic to a system interface that then routes traffic to the IDP sensor, or
you can specify a substitution to indicate the IP address of the IDP sensor.

Fora sample policy group see policyGroupName=policyRouteSubscriberToldp, ou=idp,
o=Policies, o=umc in the sample data.

2. InSDX Adminin the JunosE scope, create a service, set the type to normal, and specify
the policy group configured in Step 1.

For a sample subscriber interface service, see serviceName=SubrintfFragment,
o=IDP-JunosePop, o=Scopes, o=umc in the sample data.

Configuring a Core Interface Service

Before you configure a core interface service, read the overview of services to be used
for policy-based routing. See “Defining Services for Policy-Based Routing on JunosE
Routers” on page 50.

To configure the core interface service:

1. Configure policies to direct the traffic destined for subscribers to an IDP sensor.

52
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We recommend that you use a next-hop policy to route traffic sent to subscribers to
the IP address of the IDP sensor. The policy must be applied to each ingress interface
that might transmit traffic destined for a subscriber.

A core interface policy requires that the subscriber CIDR subnet be available from a
substitution. You can use the subrSubnet substitution in policies that are applied to
all core interfaces.

For a sample core interface policy, see policyGroupName=policyRouteSubnetToldp,
ou=idp, o=Policies, o=umc in the sample data.

2. InSDX Adminin the JunosE scope, create a service, set the type to normal, and specify
the policy group configured in Step 1.

For a sample core interface service, see serviceName=CorelntfFragment,
o0=IDP-JunosePop, o=Scopes, o=umc in the sample data.

Configuring an Aggregate Service

Before you configure an aggregate service, read the overview of services to be used for
policy-based routing. See “Defining Services for Policy-Based Routing on JunosE Routers”
on page 50.

You configure an aggregate service to include the subscriber interface service and the
core interface service as fragment services.

To configure an aggregate service:

1. In SDX Admin in the JunosE scope, create an aggregate service.

2. Addthe subscriberinterface service as a fragment service, and in the Fragment Service
dialog box specify:

. Expression—A subscriber reference expression written in Python to supply a list of
IP addresses, such as:

address = “ <- substitution.subrlps ->"
where subrlps is a parameter that provides a list of subscriber IP addresses.

This expression causes one subscriber interface fragment service to be activated
for each subscriber whose address appears in the list.

. Service—Name of a subscriber interface service.

. Mandatory—False.

When set to false, the service is activated even if some of the subscribers for some
of the addresses are offline. If set to true, the aggregate service is not activated
when some of the addresses are not in use.

- Redundancy Group—Name of a group of services that provide redundancy.

We recommend that you configure a redundant service. By configuring a redundancy
group, the Surveillance Director can move through the groups of addresses more
rapidly. When you configure a group, at least one of the fragments must become
active for the aggregate service to become active. If none of the subscr