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YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. Junos OS has no known time-related limitations through the
year 2038. However, the NTP application is known to have some difficulty in the year 2036.

SOFTWARE LICENSE

The terms and conditions for using this software are described in the software license contained in the acknowledgment to your purchase
order or, to the extent applicable, to any reseller agreement or end-user purchase agreement executed between you and Juniper Networks.
By using this software, you indicate that you understand and agree to be bound by those terms and conditions.

Generally speaking, the software license restricts the manner in which you are permitted to use the software and may contain prohibitions
against certain uses. The software license may state conditions under which the license is automatically terminated. You should consult
the license for further details.

For complete product documentation, please see the Juniper Networks Web site at www.juniper.net/techpubs.

END USER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use with) Juniper Networks
software. Use of such software is subject to the terms and conditions of the End User License Agreement (“EULA”) posted at

http://www.juniper.net/support/eula.html. By downloading, installing or using such software, you agree to the terms and conditions of
that EULA.
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About the Documentation

« SRC Documentation and Release Notes on page iii
« Audience on page iii

« Documentation Conventions on page iii

« Documentation Feedback on page v

« Requesting Technical Support on page v

SRC Documentation and Release Notes

Audience

For a list of related SRC documentation, see http://www.juniper.net/techpubs/.

If the information in the latest SRC Release Notes differs from the information in the SRC
guides, follow the SRC Release Notes.

This documentation is intended for experienced system and network specialists working
with routers running Junos OS and JunosE software in an Internet access environment.
We assume that readers know how to use the routers, directories, and RADIUS servers
that they will deploy in their SRC networks. If you are using the SRC software in a cable
network environment, we assume that you are familiar with the PacketCable Multimedia
Specification (PCMM) as defined by Cable Television Laboratories, Inc. (CableLabs) and
with the Data-over-Cable Service Interface Specifications (DOCSIS) 1.1 protocol. We
also assume that you are familiar with operating a multiple service operator (MSO)
multimedia-managed IP network.

Documentation Conventions

Table 1Ton page iv defines the notice icons used in this guide. Table 2 on page iv defines
text conventions used throughout this documentation.
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Table 1: Notice Icons

Icon Meaning

Informational note

Description

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

Alerts you to the risk of personal injury from a laser.

Tip

Indicates helpful information.

Best practice

CObBPPe

Alerts you to a recommended use or implementation.

Table 2: Text Conventions

Convention

Description

Examples

Bold text like this

« Represents keywords, scripts, and toolsin
text.

« Represents a GUI element that the user
selects, clicks, checks, or clears.

« Specify the keyword exp-msg.

« Run the install.sh script.

« Use the pkgadd tool.

« To cancel the configuration, click Cancel.

Bold text like this

Represents text that the user must type.

user@host# set cache-entry-age
cache-entry-age

Fixed-width text like this

Represents information as displayed on your
terminal’s screen, such as CLI commands in
output displays.

nic-locators {
login {
resolution {
resolver-name /realms/
login/Al;

key-type LoginName;
value-type Saeld;

3

Regular sans serif typeface

« Represents configuration statements.

« Indicates SRC CLIcommandsand options
in text.

« Represents examples in procedures.
« Represents URLs.

« system ldap server{
stand-alone;

« Use the request sae modify device failover
command with the force option

e« user@host#...

« http://www.juniper.net/techpubs/software/
management/src/api-index.html
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Table 2: Text Conventions (continued)

Italic sans serif typeface

Represents variables in SRC CLI commands.

user@host# set local-address
local-address

Angle brackets In text descriptions, indicate optional Another runtime variable is <gfwif>.
keywords or variables.
Key name Indicates the name of a key on the keyboard.  Press Enter.

Key names linked with a plus sign

(+)

Indicates that you must press two or more
keys simultaneously.

Press Ctrl + b.

Italic typeface « Emphasizes words. « There are two levels of access: user and
« Identifies book names. privileged.
. ldentifies distinguished names. + SRC PE Getting Started Guide
. |dentifies files, directories, and paths in + 0=Users, 0=UMC
text but not in command examples. « The /etc/default.properties file.
Backslash At the end of a line, indicates that the text Plugin.radiusAcct-1.class=\

wraps to the next line.

net.juniper.smgt.sae.plugin\
RadiusTrackingPluginEvent

Words separated by the | symbol

Represent a choice to select one keyword or
variable to the left or right of this symbol.
(The keyword or variable may be either
optional or required.)

diagnostic | line

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http:/www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

« Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.

Vi Copyright © 2016, Juniper Networks, Inc.
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Summary of SRC XML API Operational Tag
Elements

This document lists the SRC Extensible Markup Language (XML) API tag elements that are equivalent
to operational commands in the SRC command-line interface (SRC CLI). A client of the NETCONF
server uses the tag elements to request operational information. For information about the notation used
in this document, see Table 2 on page viii. For information about the tag elements that client
applications use to request, change, and commit configuration information, see the SRC PE NETCONF
API Guide.

Tag elements are listed in alphabetical order for the following components:

CLI and System

Juniper Networks Database

SAE

Network Information Collector (NIC)
Session State Registrar (SSR)
Subscriber Information Collector (SIC)
SRC Admission Control Plug-In (SRC ACP)
Redirect Server

External Subscriber Monitor

Dynamic Service Activator

Sessions Database

IP Multimedia Subsystem (IMS)
Diameter Application

SRC License Management

COS Naming Service

Juniper Policy Server (JPS)
Application Server

Volume Tracking Application (VTA)
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CLI and System Operational Tag Elements

Table 3 liststhe SRC CLI operational mode commands that have corresponding SRC XML request tag

elementsin the current version of the SRC software, and maps each command to its request tag
element. CLI configuration commands and statements are listed in aphabetical order.

For alist of mappings organized a phabetically by request tag element name, see Table 4. For more
information about CLI commands, see the SRC PE CLI Command Reference.

For alist of response tag elements, see Table 5.

Table 3: Mapping of CLI Commands to Operational Tag Elements

CLI Command

Request Tag Element

clear security certificate

clear-security-certificate

clear security certificate request

clear-security-certificate-request

clear security ssh

clear-security-ssh

disable disable

enable enable

file compare file-compare

file create file-create

filelist file-list

file show file-show

request disk disable request-disk-disable
request disk enable request-disk-enable

request disk identify

request-disk-identify

request disk initialize

request-disk-initialize

request network discovery

request-network-discovery

request security enroll

request-security-enroll

request security generate certificate request

request-security-generate-certificate-request

request security generate self signed certificate

reguest-security-generate-self-signed-certificate

request security get ca certificate

request-security-get-ca-certificate

request security import certificate

request-security-import-certificate

request support information

request-support-information

request system generate ssh key

regquest-system-generate-ssh-key

request system halt

request-halt
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request system install

request-system-install

request system prepare partitions request-system-prepare-partitions
request system reboot request-reboot

request system remove ssh key request-system-remove-ssh-key
request system restore request-restore

reguest system snapshot request-snapshot

request system uninstall

request-system-uninstall

request system upgrade request-system-upgrade
restart restart

set date set-date

set date ntp set-date-ntp

set cli level set-level

show cli get-cli

show cli authorization

get-cli-authorization

show cli level

get-level

show component

get-component-all

show date get-date

show disk status get-disk-status
show interfaces get-interfaces
show iptables get-iptables

show ntp associations

get-ntp-associations

show ntp statistics get-ntp-statistics
show ntp status get-ntp-status
show route get-route

show security certificate

get-security-certificate

show system boot messages

get-system-boot-messages

show system generated keys

get-system-generated-keys

show system information

get-system-info

show system snapshot

get-system-snapshot

show system users

get-system-users

get-completions
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get-lifecycles

get-node-information

Table 4 maps SRC XML operational request tag elementsto SRC CLI commands. Tag elements are

listed in aphabetical order.

Table 4: Mapping of CLI Operational Tag Elementsto CLI Commands

Request Tag Element

CLI Command

clear-security-certificate

clear security certificate

clear-security-certificate-request

clear security certificate request

clear-security-ssh clear security ssh
disable disable
enable enable
file-compare file compare
file-create file create
file-list filelist
file-show file show

et-cli show cli

get-cli-authorization

show cli authorization

get-completions

et-component-all

show component

get-date

show date

get-disk-status

show disk status

get-interfaces

show interfaces

get-iptables

show iptables

get-level

show cli level

get-lifecycles

get-node-information

get-ntp-associations

show ntp associations

get-ntp-statistics show ntp statistics
get-ntp-status show ntp status
get-route show route

get-security-certificate

show security certificate
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get-system-boot-messages show system boot messages
get-system-generated-keys show system generated keys

get-system-info show system information
get-system-snapshot show system snapshot
get-system-users show system users
request-disk-disable request disk disable
request-disk-enable request disk enable

request-disk-identify

request disk identify

request-disk-initialize

request disk initialize

request-halt request system halt
request-network-discovery request network discovery
request-reboot request system reboot
request-restore request system restore

request-security-enroll

request security enroll

request-security-generate-certificate-request request security generate certificate request

reguest-security-generate-self-signed-certificate
request-security-get-ca-certificate
request-security-import-certificate
reguest-snapshot

request-support-information
request-system-generate-ssh-key
reguest-system-install

request security generate self signed certificate

request security get ca certificate

request security import certificate

request system snapshot

request support information

request system generate ssh key

request system install

reguest-system-prepare-partitions request system prepare partitions
request-system-remove-ssh-key request system remove ssh key

request-system-uninstall request system uninstall

request-system-upgrade request system upgrade
restart restart

Set-date set date

set-date-ntp set date ntp

Set-level set cli level

Table5 liststhe SRC XML operational response tag elements. Tag elements are listed in al phabetical
6
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order.

Table 5: Operational Response Tag Elements

Response Tag Element

sdx-component
sdx-component-list
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<clear-security-certificate>

Usage

<rpC>
<clear-security-certificate>
<identifier> identifier </identifier>
</clear-security-certificate>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Delete adigital certificate from the system.
Contents

<identifier>— (Optional) Name of alocal digital certificate.

Value— Certificate name

Required Privilege Level

security
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<clear-security-certificate-request>

Usage

<r pC>
<clear-security-certificate-request>
<file-name> file-name </fil e-name>
</clear-security-certificate-request>
</rpc>

Release I nformation

Command introduced in SRC Release 1.0.0
Description

Delete a certificate request on the system.
Contents

<fi | e- name>— (Optional) Name of certificate signing request file. Thisfileis stored in the
/ t np directory and has the file-extension . csr.

Value—fil enane
Default—certreq

Required Privilege Level

security
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<clear-security-ssh>

Usage

<r pC>
<cl ear-security-ssh>
<known- host > known- host </known- host >
</clear-security-ssh>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Clear (delete) cached SSH data.

Contents

<known- host >— Name of known host to remove

Value— Hosthame

Required Privilege Level

security

10



CLI and System Operational Tag Elements

<disable>

Usage

<r pC>
<di sabl e>
<conponent > conponent </conponent >
</ di sabl e>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Stop an SRC component that is running on the system.
Contents

<conponent >— Name of SRC component to stop.
To see alist of installed components, use the show conmponent command.

Value— Component name

Required Privilege L evel

reset

11
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<enhable>

Usage

<r pC>
<enabl e>
<conponent > conponent </conponent >
</ enabl e>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Start a specified SRC component that isinstalled on the system.
Contents

<conponent >— Name of SRC component to start.

Value— Component name

Required Privilege Level

reset

12



<file-compare>

Usage

<r pc>
<fil e-conpare>
<styl e> styl e-choice </style>
<i gnor e-whi t e- space/ >
<fromfile> fromfile </fromfile>
<to-file>to-file </to-file>
</fil e-conpare>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Compare fileson a C Series Controller.

Contents

CLI and System Operational Tag Elements

<styl e>— (Optional) Format for displaying differences between files.

Value

e cont ext — QOutput shows the context for differences between thefiles. It
shows which line was changed in one line listing, then the change for the

linein asecond linelisting.

e uni fi ed— Output shows the differences between filesin aunified
format. A single listing of line numbers shows the line on which a

change occurred, then the changed text.

<i gnor e- whi t e- space>— (Optional) Differences in amount of white space ignored.

<fromfil e>—Fileto compare

Value— Filename

<to-fil e>—Fileto compare

Value— Filename

13
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Required Privilege L evel

mai ntenance

14



<file-create>

Usage

<r pc>
<file-create>
<filenane> filenane </fil enane>
<encodi ng> encodi ng- choi ce </encodi ng>
<content> content </content>
</file-create>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Create afile with the provided content.

Contents

CLI and System Operational Tag Elements

<f i | ename>— The filename must be created in an existing directory that is writable by the
logged in user. If the name of an existing file is selected, the existing file will be

overwritten.

Value—Text

<encodi ng>— (Optional) Type of content encoding.

Value

¢ base64— Content is base64 encoded and will be decoded before content

iswritten to file.

<cont ent >— When using the CL I, the content can be provided in a"here-document™ using
"<<EOF". The here-document ends when EOF is entered on aline by itself. EOF isan

arbitrary string.

Value—Text

Required Privilege Level

maintenance

15
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<file-list>

Usage

<r pc>
<file-list>
<r ecursi ve/ >
<detail/>
<pat h> path </pat h>
</file-list>
</rpc>

Release I nformation

Command introduced in SRC Release 1.0.0
Description

List filesin adirectory on a C Series Controller.
Contents

<r ecur si ve>— (Optional) Create recursive listing of files.

<det ai | >— (Optional) Provide information about the filesin alisting of files, such as
modification date and file size.

<pat h>— (Optional) Path to the directory in which you list files.

Value— Pathname

Required Privilege Level

maintenance

16



<file-show>

Usage

<r pC>
<fil e- show>
<encodi ng> encodi ng- choi ce </encodi ng>
<filenane> fil enane </fil enanme>
</file-show>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display content of afile.

Contents

<encodi ng>— (Optional) Type of file encoding.
Value

e base64— File has base64 encoding.

<f i | ename>— Name of file for which to display content.

Value— Filename

Required Privilege Level

maintenance

CLI and System Operational Tag Elements
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<get-cli>

Usage

<r pC>
<get-cli>
</get-cli>

</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display properties that have been set to control the CLI environment.
Required Privilege Level

No specific privilege required.

18



CLI and System Operational Tag Elements

<get-cli-authorization>

Usage

<r pC>
<get-cli-authorization>
</get-cli-authorization>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Identify the user logged in to the CLI session, and display the user's privilege level, the user's
permissions to run specified operational and configuration commands, and the user's authorization to
run commands.

Required Privilege Level

No specific privilege required.

19
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<get-completions>

Usage

<r pC>
<get - conpl eti ons>
<pat h> path </path>
<prefix> prefix </prefix>
</ get-conpl eti ons>
</rpc>

Release Information
Command introduced in SRC Release 2.0.0
Description

Returns completions for arguments of an operational command or attributes and children of a
configuration object.

Contents

<pat h>— Start with configuration to access a configuration node or operation to access a
command node.

Value—Text

<pr ef i x>— (Optional) When a prefix is defined, only the completion options that start with
the specified prefix should be retrieved.

Value—Text

Required Privilege Level

No specific privilege required.

20



<get-component-all>

Usage

<r pC>
<get - conponent -al | >
</ get-component -al | >
</rpc>

Release Information
Command introduced in SRC Release 1.0.0

Description

Display information and status for SRC components installed.

Required Privilege Level
maintenance

Output Tag

sdx-component-list

CLI and System Operational Tag Elements
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<get-date>

Usage

<r pC>
<get - dat e>
</ get - dat e>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display the time and date set on the system.
Required Privilege Level

No specific privilege required.

22



<get-disk-status>

Usage

<r pC>
<get - di sk- st at us>
<brief/>
</ get - di sk-st at us>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display status information.

Contents

<bri ef >— (Optional) Display summary information.

Required Privilege Level

view

CLI and System Operational Tag Elements
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<get-interfaces>

Usage

<r pC>
<get-interfaces>
<interface-nane> interface-nane </interface-nanme>
</get-interfaces>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Display information about interfaces configured on a C Series Controller, including but not limited to
interface address, information about packets sent, and information about packets received.

Contents

<i nt er f ace- name>— (Optional) Name of an interface

Value— Interface name; for example ethO. If you do not specify an interface
name, the command displays information for al interfaces.
Default— No value

Required Privilege Level

network

24
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<get-iptables>

Usage

<r pC>
<get-i pt abl es>
<t abl e> t abl e-choi ce </tabl e>
<reset-counters/>
</ get-i ptabl es>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display information about the iptables Linux tool.
Contents

<t abl e>— (Optional) Type of information to display.
Value

e nat — Display information for the nat table for the iptables tool. The nat
table provides rules for rewriting packet addresses.

e filter— Display information for the filter table for the iptables tool.
The filter table provides rules for defining packet filters.

o mangl e— Display information for the mangle table for the iptables tool.
The mangle table provides rules for adjusting packet options, such as
quality of service.

<r eset - count er s>— (Optional) Reset counters of the itemsin output.

Required Privilege Level

view

25
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<get-level>

Usage

<r pC>
<get -l evel >
</get-level >
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display the current access level.

Required Privilege Level

No specific privilege required.

26
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<get-lifecycles>

Usage

<r pC>
<get-lifecycl es>
<pat hs> pat hs </ pat hs>
</ get-lifecycles>
</rpc>

Release Information
Command introduced in SRC Release 2.0.0
Description

Returns error messages from beforeCreate and beforeDel ete lifecycle methods for the specified
configuration nodes and all of their attributes.

Contents

<pat hs>— Paths to the nodes whose lifecycle methods should be invoked.

Value—Text

Required Privilege Level

No specific privilege required.

27
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<get-node-infor mation>

Usage

<rpc>
<get - node- i nf or mati on>
<pat h> pat h </ pat h>
<02J0ect i nfo> object-info </object-info>
edded- obj ect -i nf o> enbedded- obj ect-i nfo </ enbedded- obj ect -i nf o>
nam c-i nfo> dynami c-i nfo </dynam c-i nfo>
ildren-1evel > children-1evel </children-Ievel>
</ get node- i nf or mati on>
</rpc>

Release I nformation

Command introduced in SRC Release 2.0.0
Description

Returns meta information about a specific node.
Contents

<pat h>— Start with configuration to access a configuration node or operation to access a
command node.

Value—Text

<obj ect -i nf o>— (Optional) Provide a comma separated list of strings. Provide no value or
use ™' for all and '[]' for none.

Value—Text
Default—*

<enbedded- obj ect - i nf o>— (Optional) Provide a comma separated list of strings. Provide
no value or use *' for all and []' for none.

Value—Text
Default—*

<dynani c- i nf o>— (Optional) Dynamic attributes are accessed by calling a getter method
on the meta object representing the node. For example, if ‘compName' is requested, the
method getCompName() will be called on the meta object. If no method exists or the
method doesn't return a value, the information will not be included.

Value—Text
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<chi | dren-1 evel >— (Optional) Use O for no children; alarge number for all desendents

Value—Integer in the range -2147483648-2147483647
Default—O0

Required Privilege Level

No specific privilege required.
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<get-ntp-associations>

Usage

<rpc> o
<get - nt p- associ ati ons>
<no-resol ve/ >
</ get - nt p- associ ati ons>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display NTP peers and their state.

Contents

<no- r esol ve>— (Optional) Suppress symbolic addressing.

Required Privilege Level

view
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<get-ntp-statistics>

Usage

<r pC> . .
<get-ntp-statistics>
<no-resol ve/ >

</ get-ntp-statistics>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display information about NTP.

Contents

<no- r esol ve>— (Optional) Suppress symbolic addressing.

Required Privilege Level

view

CLI and System Operational Tag Elements
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<get-ntp-status>

Usage

<r pC>
<get - nt p- st at us>
<no-resol ve/ >
</ get - nt p- st at us>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display the values of internal variables returned by NTP peers.
Contents

<no- r esol ve>— (Optional) Suppress symbolic addressing.

Required Privilege Level

view
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<get-route>

Usage

<r pC>
<get - rout e>
<no-resol ve/ >
<detail />
</ get-route>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display information from the routing table.
Contents

<no- r esol ve>— (Optional) Do not display symbolic addresses in command output.

<det ai | >— (Optional) Display detailed output.

Required Privilege Level

network
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<get-security-certificate>

Usage

<r pC>
<get-security-certificate>
<trusted/>
</ get-security-certificate>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display information about the certificates stored on the local system.
Contents

<t rust ed>— (Optional) Display information about certificate authority (CA) certificates.

Required Privilege Level

security
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<get-system-boot-messages>

Usage

<r pC>
<get - syst em boot - nessages>
</ get - syst em boot - nessages>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display system messages generated during system startup.
Required Privilege Level

view

CLI and System Operational Tag Elements
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<get-system-gener ated-keys>

Usage

<rpc>
gget - syst em gener at ed- keys>
<ssh- key- name> ssh- key- nane </ssh-key-nanme>
</ get-system gener at ed- keys>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Show CLI generated key information
Contents

<ssh- key- nane>— SSH key file name

Value—Text

Required Privilege Level

view
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<get-system-info>

Usage

<r pC>
<get - system i nf o>
</ get-systemi nf o>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Display information about the system. The command output includes the system hosthame, information
about the system hardware, the version of the SRC software installed on the system.

Required Privilege Level
No specific privilege required.
Output Tag

system-info
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<get-system-snapshot>

Usage

<r pC>
<get - syst em snapshot >
</ get - syst em snapshot >
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Show information of existing system snapshot
Required Privilege Level

view
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<get-system-user s>

Usage

<r pC>
<get - syst em user s>
<brief/>
<no-from >
</ get-system user s>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Show users who are currently logged in
Contents

<bri ef >— (Optional) Use the short format

<no- f r om>— (Optional) Do not show the FROM field

Required Privilege Level

view

CLI and System Operational Tag Elements
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<request-disk-disable>

Usage

<r pC>
<r equest - di sk- di sabl e>
<devi ce> devi ce </device>
</ request - di sk-di sabl e>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Disable a specified disk in the disk mount.
Contents

<devi ce>— (Optional) Number assigned to the disk to be disabled, 0 or 1.

Value—Integer in the range 0-3
Default—0

Required Privilege Level

mai ntenance
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<request-disk-enable>

Usage

<r pC>
<r equest - di sk- enabl e>
<devi ce> devi ce </device>
</ request - di sk- enabl e>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Enable a specified disk in the disk mount.

Contents

CLI and System Operational Tag Elements

<devi ce>— (Optional) Number assigned to the disk to be enabled, 0 or 1.

Value—Integer in the range 0-3
Default—0

Required Privilege Level

maintenance
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<reguest-disk-identify>

Usage

<r pC>
<request - di sk-i dentify>
<devi ce> devi ce </device>
</request -di sk-identify>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Turn on LED blinking for a specified disk on a C Series Controller to identify which disk isdisk 0 and
whichisdisk 1.

Contents

<devi ce>— (Optional) Number assigned to adisk, O or 1.

Value—Integer in the range 0-3
Default—O0

Required Privilege Level

mai ntenance

42



<request-disk-initialize>

Usage

<r pC>
<request-disk-initialize>
<devi ce> devi ce </device>
</request-disk-initialize>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Initialize a specified disk in the disk mount.

Contents
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<devi ce>— (Optional) Number assigned to the disk to beinitialized, O or 1.

Value—Integer in the range 0-3
Default—0

Required Privilege Level

mai ntenance
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<reguest-halt>

Usage

<r pC>
<request-halt>
</request-halt>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Stop system processes and halt the operating system.
Required Privilege Level

maintenance
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<request-networ k-discovery>

Usage

<r pC>
<r equest - net wor k- di scovery>
<net wor k> networ k </ networ k>
<conmmuni ty> conmmuni ty </conmunity>
</ request - net wor k- di scovery>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Discover al manageable network elementsin an | P subnet. The devices must be online and respond to
SNMP queries.

Contents

<net wor k>— Address of the network to discover
Value— Addressin dotted decimal notation

e Individual host—#.#.#.#
o Complete network—#.#.#.#/##

<communi t y>— (Optional) Name of SNMP community

Value— SNMP community name
Default—public

Required Privilege Level

network
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<request-repoot>

Usage

<r pC>
<r equest - r eboot >
</ request -reboot >
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Shut down then restart the C Series Controller.
Required Privilege Level

maintenance
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<regquest-restore>

Usage

<r pC>
<request -restore>
</request-restore>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Restore the root file system from a previously taken snapshot.

Note: The system will reboot twice while the snapshot is being restored.
Required Privilege Level

mai ntenance

CLI and System Operational Tag Elements

47



SRC 4.10.x XML API Operational Reference

<reguest-security-enroll>

Usage

<rpc>
<request-security-enroll>
<subj ect > subj ect </subject>
<passwor d> password </ password>
<url> url </url>
<ca-identifier> ca-identifier </ca-identifier>
<identifier> identifier </identifier>
</request-security-enroll >
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Request that the certificate authority (CA) automatically sign the certificate request for the specified
subject and challenge password and enroll the certificate through the Simple Certificate Enrollment
Protocol (SCEP). Usetherequest security get-ca-certificate command to generate the
certificate request.

Contents

<subj ect >— (Optional) Name (as defined in the X.509 standard for public key
infrastructure) used in the certificate name field. If you do not specify avalue for subj ect
the SRC software uses the unqualified hostname of the system in the format cn=host nane.
Y ou can specify one subject for a certificate.

Value— Distinguished name in the format: cn=nane.

Example—cn=sr c1, ou=pop, o=Juni per, | =kanat a, st =ont ari o, c=Canada

<passwor d>— (Optional) Password on the CA for the specified subject. If you do not enter
a password, the system prompts you for one.

Value— password

<ur | >— URL of certificate authority (which isthe SCEP server).

Value— URL
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<ca-i denti fi er >— |dentifier that designates the certificate authority. Use the value
provided by the CA.

Value— CA identifier

<i denti fi er >— Local name of adigital certificate.

Value— Certificate nane

Required Privilege Level

security
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<request-security-gener ate-cer tificate-r equest>

Usage

<r pC>

<request-security-generate-certificate-request>
<subj ect > subj ect </subject>
<Password> password </ password>
<file-name> file-name </fil e-name>
<encodi ng> encodi ng- choi ce </encodi ng>

</request-security-generate-certificate-request>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Create a self-signed certificate and a certificate signing request. Y ou send the certificate signing request

file to a certificate authority (CA) for signing. Usetherequest security inport-certificate
command to import the issued certificate.

Contents

<subj ect >— (Optional) Name (as defined in the X.509 standard for public key
infrastructure) used in the certificate name field. If you do not specify avalue for subj ect,
the SRC software uses the unqualified hostname of the system in the format cn=host nane.
Y ou can specify one subject for a certificate.

Value— Distinguished name in the format: cn=nane.

Example—cn=sr c1, ou=pop, o=Juni per, | =kanat a, st =ont ari o, c=Canada

<passwor d>— (Optional) Password on the CA for the specified subject. If you do not enter
a password, the system prompts you for one.

Value— password

<fi | e- name>— (Optional) Name of certificate signing request file. Thisfileis stored in the
/ t np directory with the file-extension . csr.

Value—fil enane
Default—certreq
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<encodi ng>— (Optional) Type of encoding used by the certificate signing request.
Value

e bi nar y— Binary encoding
e pem— Privacy enhanced mail encoding

Default—pem

Required Privilege Level

security
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<reguest-security-gener ate-self-signed-
certificate>

Usage

<rpc>
gr equest -security-generate-sel f-signed-certificate>
<subj ect > subj ect </subject>
<identifier> i1dentifier </identifier>
</request-security-generate-self-signed-certificate>
</rpc>

Release I nformation

Command introduced in SRC Release 1.0.0
Description

Create and import a self-signed certificate
Contents

<subj ect >— (Optional) Name (as defined in the X.509 standard for public key
infrastructure) used in the certificate name field. If you do not specify avalue for subj ect,
the SRC software uses the unqualified hostname of the system in the format cn=host nane.
Y ou can specify one subject for a certificate.

Value— Distinguished name in the format: cn=nane.

Example—cn=sr c1, ou=pop, o=Juni per, | =kanat a, st =ont ari o, c=Canada

<i dentifi er>— Name of alocal digital certificate.

Value—Certificate nanme

Required Privilege Level

security
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<request-security-get-ca-certificate>

Usage

<r pC>
<request-security-get-ca-certificate>
<url>url </url>
<ca-identifier> ca-identifier </ca-identifier>
</request-security-get-ca-certificate>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Request a certificate authority (CA) certificate through the Simple Certificate Enrollment Protocol
(SCEP). After you request the certificate, usether equest security enrol I command to request
digital certificates from this CA.

Contents

<ur | >— URL of certificate authority (which isthe SCEP server).

Value— URL

<ca-i denti fi er >— Identifier that designates the certificate authority. The identifier is not
the name of the certificate authority.

Value— I dentifier

Required Privilege Level

security
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<request-security-import-certificate>

Usage

<r pC>
<request-security-inport-certificate>
<file-name> file-name </fil e-nanme>
<identifier> identifier </identifier>
<trusted/> ) o
</request-security-inport-certificate>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Import adigital certificate from afile. Runtherequest security generate-certificate-request
command first to create a certificate signing request that you manually submit to the CA for signing.

Contents

<fi | e- name>— Name of the certificatefile.

Value—fil ename

<i denti fi er >— Name of alocal digital certificate.

Value— Certificate nane

<t rust ed>— (Optional) Trusted certificates are used by Certificate Authoritiesto sign
certificates.

Required Privilege Level

security
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<request-snapshot>

Usage

<r pC>
<r equest - snapshot >
</ request - snapshot >
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Create a backup copy of the root file system.

After you issue the command, you cannot return to the previous version of the software because the
running and backup copies of the software are identical.

Required Privilege Level

mai ntenance
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<request-support-information>

Usage

<r pC>
<r equest - support-i nformati on>
<days> days </days>
<conponent s> conponent s- choi ce </ conponent s>
</ request - support-informati on>
</rpc>

Release Information

Command introduced in SRC Release 3.1.0
Description

Collects information about components.
Contents

<days>— (Optional) Range of days for which information is collected. Files modified
before this range are ignored.

Value—Integer in the range 1-36500
Default—7

<conponent s>— (Optional) Components from which diagnostic information will be
collected.

Value

acp— Collectsinformation from SRC ACP

act i vi t y— Collectsinformation from Activity Monitor

agent — Collects information from the SNMP Agent

cl i — Collects information from the CLI

appsvr — Collects information from the Application Server

di amet er — Collects information from Diameter application

dsa— Collects information from Dynamic Service Activator

ext submon— Collects information from External Subscriber Monitor
i m— Collects information from IP Multimedia Subsystem (IMYS)

j db— Collects information from Juniper Networks Database

j ps— Collects information from Juniper Policy Server (JPS)

I i cSvr— Collects information from the license server

ni c— Collects information from the Network Information Collector
(NIC)

r edi r — Collectsinformation from the Redirect Server

o sae— Collects information from the SAE

e si c— Collectsinformation from the SIC
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¢ webadm— Collects information from the C-Web interface
e vt a— Collectsinformation fromthe VTA

Required Privilege L evel

view
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<reguest-system-gener ate-ssh-key>

Usage

<rpc>
gr equest - syst em gener at e- ssh- key>
<ssh- key- name> ssh-key- nane </ssh-key-nanme>
</ request - syst em gener at e- ssh- key>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Generates a public and private key file in /opt/UMC/cli/ssh_keys/ location
Contents

<ssh- key- name>— SSH key file creation name

Value—Text

Required Privilege Level

maintenance
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<reguest-system-install>

Usage

<r pC>
<request-systeminstall >
<url>url </url>
<package> package </ Package>
</request-systeminstall>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Install a specified SRC component.

Contents

CLI and System Operational Tag Elements

<ur | >— URL of an SRC installable image. The URL can be one of the following:

e ush:—Local USB disk

o ftp://host/path—Path on an FTP site or on the local system

Value— URL

<package>— Name of the SRC package to install.

Value— Package name

Required Privilege Level

maintenance
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<request-system-prepar e-partitions>

Usage

<rpc> -
<request-system prepare-partitions>
</request-system prepare-partitions>
</rpc>

Description

If you upgrade the system software to SRC Release 3.2.0 or later from earlier releases, you need to
change the size of the disk partitions to make room for additional components and the Juniper Networks
database. This command only needs to be run once.

Required Privilege Level

No specific privilege required.
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<request-system-remove-ssh-key>

Usage

<r pC>
<request - syst em r enpve- ssh- key>
<ssh- key- name> ssh-key- nane </ssh-key-nanme>
</ request - systemrenove- ssh- key>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Removes public and private key filesin /opt/UMC/cli/ssh_keys/ location
Contents

<ssh- key- nane>— SSH key file name

Value—Text

Required Privilege Level

maintenance

CLI and System Operational Tag Elements
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<reguest-system-uninstall>

Usage

<r pC>
<request - systemuni nstal | >
<package> package </ package>
</ request-systemuninstal | >
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Remove an SRC package that isinstalled on the system.
Contents

<package>— Name of the SRC package to remove.

Value— Package name

Required Privilege Level

maintenance
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<request-system-upgrade>

Usage

<r pC>
<request - syst em upgr ade>
<url>url </url>
<no-r eboot / >
</ request - syst em upgr ade>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Upgrade the SRC software.

Contents

<ur | >— URL of an SRC installable image. The URL can be one of the following:

e ush:—Local USB disk
o ftp://host/path—Path on an FTP site or on the local system

Value— URL

<no- r eboot >— (Optional) Do not reboot after upgrade

Required Privilege Level

maintenance
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<restart>

Usage

<r pC>
<restart>
<conponent > conponent </conponent >
<flag> flag-choice </flag>
</restart>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Restart an SRC component that is running on the system.
Contents

<conponent >— Name of SRC component to restart.

Value— Name of component

<f | ag>— (Optional) Method to use to restart component.
Value
e gracef ul | y— Shutdown the component, then start it again.
e i medi at el y— Send asignal kill (SIGKILL) signal to immediately stop
the component, then start it again.

e sof t— Send asignal hangup (SIGHUP) signal to the process for the
component to restart the component.

Default—gracefully

Required Privilege Level

reset
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<set-date>

Usage

<r pC>
<set - dat e>
<time>tinme </tine>
</ set - dat e>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Set the system date and time.

Contents

<t i me>— System date and time.

CLI and System Operational Tag Elements

Value— System date and time in the format YYYYMMDDhhmm.ss in which:

e YYYY—Year. Contains 4 digits.
¢ mm—Month. A number 1-12.

e DD—Day. A number 1-31

¢ mm—Minute. A number 0-59.
e ss—Second. A number 0-59.

For example, to enter the time 12:15 and 30 seconds on October 30, 2006 enter

200610301215.30.

Required Privilege Level

maintenance
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<set-date-ntp>

Usage

<r pC>
<set - dat e- nt p>
<servers> servers </servers>
</ set - dat e- nt p>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Use NTP to set the date and time for the C Series Controller.

Note: For normal operation, we strongly recommended that you configure NTP to maintain local time.
For additional information, see the system ntp configuration statement.

If NTPisenabled, it isnot possible to set the time manually.
Contents

<ser ver s>— List of the |P addresses of NTP servers to use.

Value— IP address(es)

Required Privilege Level

maintenance

66



CLI and System Operational Tag Elements

<set-level>

Usage

<r pC>
<set-| evel >
<l evel > | evel -choice </|evel >
</set-1level >
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Set the access level for the CLI commands. The access level controls the number of commands and
configuration statements accessible to the user.

Contents

<l evel >—Editing level
Value

e basi c— Minimal set of configuration statements and commands. Only
the statements that must be configured are visible.

« nor mal — Normal set of configuration statements and commands. The
common and basic statements are visible.

e advanced— All configuration statements and commands, including the
common and basic ones, are visible.

e expert— All configuration statements, including common, basic, and
internal statements and commands used for debugging are visible.

Required Privilege Level

No specific privilege required.
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<sdx-component>

Usage

<sdx-component xmlns="http://xml.juniper.net/sdx/sdx-component”>
<name> name </name>
<status> status </status>
<version> version </version>

</sdx-component>

Contents
<name>
Name of the component
Value—Text
<status>
Runtime status of the component
Value—Text
<version>
Release version of the component
Value—Text
Style
brief
<name>
<status>
<version>
status
<name>
<status>
version
<name>

<version>
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<sdx-component-|ist>

Usage

<sdx-component-list xmlns="http://xml.juniper.net/sdx/sdx-component-list">
<sdx-component xmlns="http://xml.juniper.net/sdx/sdx-component™> ... </sdx-component>

</sdx-component-list>

Contents

<sux-component>

Multiple tag: can occur zero or more times.
sdx-component

Style

brief

<sdx-component>
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Elements

Table 6 liststhe SRC CLI operational mode commands that have corresponding SRC XML request tag
elementsin the current version of the SRC software, and maps each command to its request tag
element. CLI configuration commands and statements are listed in alphabetical order.

For alist of mappings organized alphabetically by request tag element name, see Table 7. For more
information about CLI commands, see the SRC PE CLI Command Reference.

For alist of response tag elements, see Table 8.

Table 6: Mapping of Juniper Networks Database CLI Commands to Operational Tag Elements

CLI Command

Request Tag Element

request system Idap change admin password

reguest-system-ldap-change-admin-password

request system ldap change component password

request-system-1dap-change-component-password

request system Idap community force update

request-system-|dap-community-force-update

request system Idap community initialize

request-system-ldap-community-initialize

regquest system Idap factory default

reguest-system-ldap-factory-default

request system Idap load

request-system-ldap-load

show system Idap community

get-jdb-community-data

show system Idap statistics

get-jdb-counter-data

Table 7 maps SRC XML operational request tag elementsto SRC CLI commands. Tag elements are

listed in alphabetical order.

Table 7: Mapping of Juniper Networks Database Operational Tag Elementsto CLI Commands

Request Tag Element

CLI Command

get-jdb-community-data

show system Idap community

get-jdb-counter-data

show system |dap statistics

reguest-system-Idap-change-admin-password

request system Idap change admin password

request-system-Idap-change-component-password

request system Idap change component password

request-system-ldap-community-force-update

request system ldap community force update

request-system-ldap-community-initialize

request system Idap community initialize

request-system-ldap-factory-default

request system Idap factory default

request-system-ldap-load

request system Idap load

Table 8 liststhe SRC XML operational response tag elements. Tag elements are listed in al phabetical
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order.

Table 8: Operational Response Tag Elements

Response Tag Element

community-data

local -counter-data

neighbor-data
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<get-jdb-community-data>

Usage

<r pC>
<get - j db- communi t y- dat a>
</ get -j db- comuni ty- dat a>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display statistics for acommunity of Juniper Networks databases.
Required Privilege Level

view

Output Tag

community-data
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<get-jdb-counter-data>

Usage

<r pC>
<get - j db- count er - dat a>
</ get -j db- count er - dat a>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display local operation statistics for the Juniper Networks database.
Required Privilege Level

view

Output Tag

local-counter-data
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<request-system-ldap-change-admin-passwor d>

Usage

<rpc>
gr equest - syst em | dap- change- adni n- passwor d>
<new passwor d> new password </ new password>
</ request - syst em | dap- change- admni n- passwor d>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Change the administrative password for the Juniper Networks database.
Contents

<new passwor d>— New administrative password for the Juniper Networks database.

Value— password

Required Privilege Level

maintenance
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<request-system-ldap-change-component-
password>

Usage

<rpc>
gr equest - syst em | dap- change- conponent - passwor d>
<conponent > conponent - choi ce </ conponent >
<new passwor d> new- password </ new passwor d>
</ request - syst em | dap- change- conponent - passwor d>
</rpc>

Release I nformation
Command introduced in SRC Release 1.0.0
Description

Change the password that a specified SRC component uses to communicate with the Juniper Networks
database.

Contents

<conponent >— Name of an SRC component.
Value

e cli — Password that the SRC CLI uses to communicate with the Juniper
Networks database.

| i censeReader — Password that the SRC license server usesto obtain
licensing information from the Juniper Networks database.

li censeW it er— Password that the SRC license server uses to provide
licensing information to the Juniper Networks database.

ni c— Password that the Network Information Collector (NIC) usesto
communicate with the Juniper Networks database.

sae— Password that the SAE uses to communicate with the Juniper
Networks database for changes to the following repositoriesin the
database: Users, Services, Policies, and Networks.

conf — Password used to communicate configuration information with
the Juniper Networks database.

<new passwor d>— New password SRC component

Value— password
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Required Privilege Level

maintenance
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<request-system-ldap-community-for ce-update>

Usage

<rpc>
gr equest - syst em | dap- comruni t y-f or ce- updat e>
<nei ghbor > nei ghbor </ nei ghbor>
</ request - system [ dap- conmuni t y- f or ce- updat e>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

For a specified neighbor, update data that has changed since the neighbor database was last active.
Contents

<nei ghbor >— Name of neighbor to be updated.

Value— Neighbor name

Required Privilege Level

maintenance
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<request-system-ldap-community-initialize>

Usage

<r pC>
<request - system | dap-comunity-initialize>
<nei ghbor > nei ghbor </ nei ghbor>
</request-system | dap-community-initialize>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Initialize data for a specified neighbor in acommunity of Juniper Networks databases.
Contents

<nei ghbor >— Name of the neighbor to initialize.

Value— Neighbor name

Required Privilege Level

maintenance
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<request-system-ldap-factory-default>

Usage

<r pC>
<request - system | dap-fact ory-defaul t >
</request-system| dap-factory-default>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Creates the factory-default SRC instance for the Juniper Networks database. The current datawill be
lost!

Required Privilege Level

mai ntenance
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<request-system-ldap-load>

Usage

<r pC>
<request - syst em | dap- | oad>
<dat a> dat a- choi ce </data>
<repl ace-fl ag> repl ace-fl ag-choi ce </repl ace-fl ag>
</request - system | dap-| oad>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

L oad sample data supplied with the SRC software.
Contents

<dat a>— Type of datato be loaded.
Value

e equi pnent - r egi st rat i on— Sample data for the sample residential

portal to demonstrate an application that provides an association

between a subscriber and the equipment being used to make the DHCP

connection.

i sp-servi ce- port al — Sample data for the sample residential portal to

demonstrate an application that provides a means for subscribers to

directly log in to a subscriber session for their I SP.

e enterprise-portal — Sample datafor the Enterprise Manager Portal
and the sampl e enterprise service portal.

e snnp- agent — Sample datafor SNMP traps for SNMP agent.

e dsa- confi gurati on— Sample datafor the Dynamic Service Activator.

e host checker - confi gur at i on— Sample data Instant Virtual Extremity
(IVE) Host Checker integration application.

e idp-configurati on— Sample datafor the Intrusion Detection and
Prevention (IDP) integration application.

e tmconfi gurati on— Sample datafor the traffic mirroring application.

e vta-configurati on— Sample datafor the SRC Volume Tracking
Application.

e 3gpp- gw confi gur ati on— Sample data for the SRC 3GPP-GW
Application.

e 3gpp- gy- confi gur ati on— Sample data for the SRC 3GPP-GY
Application.
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<r epl ace- f | ag>— (Optional) Replace all existing entries or only new entries. If it isfirst
time to load one specific Idap sample data, the choice of replace or merge would make no
difference.
Value
e repl ace— Replace al existing entries or adding new entries from a
given ldif file

» ner ge— Replace only deleted entries or adding new entries from a given
|dif file

Default— merge

Required Privilege Level

maintenance
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<community-data>

Usage
<community-data xmlns="http://xml.juniper.net/sdx/community-data">

<neighbor-data xmlns="http://xml.juni per.net/sdx/neighbor-data"> ... </neighbor-data>
</community-data>

Contents

<neighbor-data>

Multiple tag: can occur zero or more times.
neighbor-data
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<|ocal-counter-data>

Usage

<local-counter -data xmlns="http://xml.juniper.net/sdx/l ocal -counter-data' >
<add-operations> add-operations </add-operations>
<anonymous-bind-operations> anonymous-bind-oper ations </anonymous-bind-operations>
<bind-errors> bind-errors </bind-errors>
<bind-operations> bind-operations </bind-operations>
<compare-operations> compar e-oper ations </compare-operations>
<connections> connections </connections>
<current-connections> current-connections </current-connections>
<delete-operations> del ete-oper ations </del ete-operations>
<list-operations> list-operations </list-operations>
<modify-operations> modify-operations </modify-operations>
<read-operations> read-oper ations </read-operations>
<rename-operations> rename-oper ations </rename-operations>
<subtree-search-operations> subtree-sear ch-oper ations </subtree-search-operations>
<up-time> up-time </up-time>

</local-counter -data>

Contents

<add-operations> —Number of Add operations since startup

Value—Integer in the range -2147483648-2147483647

<anonymous-bind-operations> —Number of Anonymous Bind operations since startup

Value—Integer in the range -2147483648-2147483647

<bind-errors> —Number of bind errors since startup

Value—Integer in the range -2147483648-2147483647

<bind-operations> —Number of Bind operations

Value—Integer in the range -2147483648-2147483647

<compare-operations> —Number of Compare operations since startup

Value—Integer in the range -2147483648-2147483647

<connections> —Number of all connections since startup

Value—Integer in the range -2147483648-2147483647
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<current-connections> —Number of current connections

Value—Integer in the range -2147483648-2147483647

<del ete-operations> —Number of Delete operations since startup

Value—Integer in the range -2147483648-2147483647

<list-operations> —Number of List operations since startup

Value—Integer in the range -2147483648-2147483647

<modify-operations> —Number of Modify operations since startup

Value—Integer in the range -2147483648-2147483647

<read-operations> —Number of Read operations since startup

Value—Integer in the range -2147483648-2147483647

<rename-operations> —Number of Rename operations since startup

Value—Integer in the range -2147483648-2147483647

<subtree-search-operations> —Number of Subtree Search operations since startup

Value—Integer in the range -2147483648-2147483647

<up-time>—JDB up time

Value—Text
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<neighbor-data>

Usage

<neighbor-data xmIns="http://xml.juniper.net/sdx/nei ghbor-data">
<changes-sent-since-last-startup> changes-sent-since-last-startup </changes-sent-since-last-startup>
<last-update-detail ed-status> last-update-detail ed-status </last-update-detail ed-status>
<last-update-end-time> last-update-end-time </last-update-end-time>
<last-update-start-time> last-update-start-time </last-update-start-time>
<last-update-status> last-update-status </last-update-status>
<name> name </name>

<role> role </role>
</neighbor-data>

Contents

<changes-sent-since-last-startup> —Changes since last startup

Value—Integer in the range -2147483648-2147483647

<last-update-detail ed-status> —Detailed status of last update

Value—Text

<last-update-end-time> —End time of last update

Value—Text

<last-update-start-time> —Start time of last update

Value—Text

<last-update-status> —Status of last update

Value—Text

<name> —Community neighbor

Value—Text

<role> —Role of neighbor

Value—Text
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Table 9 liststhe SRC CLI operational mode commands that have corresponding SRC XML request tag
elementsin the current version of the SRC software, and maps each command to its request tag
element. CLI configuration commands and statements are listed in alphabetical order.

For alist of mappings organized alphabetically by request tag element name, see Table 10. For more
information about CLI commands, see the SRC PE CLI Command Reference.

For alist of response tag elements, see Table 11.

Table 9: Mapping of Service Activation Engine CLI Commands to Operational Tag Elements

CLI Command Request Tag Element
clear sae directory blacklist clear-sae-directory-blacklist
clear sae registered equipment clear-sae-regi stered-equipment
clear sae registered login clear-sae-registered-login
request sae load configuration request-sae-load-configuration
reguest sae load domain map request-sae-load-domain-map
request sae load interface classification request-sae-load-interface-classification
request sae load services request-sae-load-services
request sae load subscriptions request-sae-load-subscriptions
request sae login ip authenticated dhcp request-sae-l ogin-i p-authenticated-dhcp

request sae login ip authenticated interface | request-sae-login-ip-authenticated-interface

request sae login ip unauthenticated dhcp request-sae-login-i p-unauthenticated-dhcp

request sae login ip unauthenticated interface | request-sae-login-i p-unauthenticated-interface

request sae logout dn request-sae-logout-dn

request sae logout ip request-sae-logout-ip

request sae logout login name request-sae-logout-login-name
request sae logout session id request-sae-logout-session-id
reguest sae modify device failover request-sae-modify-device-failover
request sae shutdown device request-sae-shutdown-device
request sae update ip pools request-sae-update-ip-pools
request sae update qos profiles request-sae-update-gqos-profiles

show sae directory blacklist get-sae-directory-blacklist
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show sae drivers

get-sae-drivers

show sae interfaces

get-sae-interfaces

show sae licenses

get-sae-licenses

show sae number service sessions

get-sae-number-service-sessions

show sae policies

get-sae-policies

show sae registered equipment

get-sae-regi stered-equipment

show sae registered login

get-sae-registered-login

show sae services

get-sae-services

show sae sessionstore stats

get-sae-sessionstore-stats

show sae statistics device

get-sae-statistics-router

show sae statistics device common

get-sae-stati stics-router-common

show sae statistics directory

get-sae-statistics-diretory

show sae statistics directory connections

get-sae-stati stics-directory-connections

show sae statistics license client

get-sae-statistics-license-client

show sae statistics license device

get-sae-statistics-license-device

show sae statistics license local

get-sae-statistics-license-local

show sae statistics policy management

get-sae-stati stics-policy-management

show sae statistics process

get-sae-stati stics-process

show sae statistics radius

get-sae-statistics-radius

show sae statistics radius client

get-sae-statistics-radius-client

show sae statistics sessions

get-sae-statistics-sessions

show sae subscribers

get-sae-subscribers

show sae subscribers accounting-user-id

get-sae-stati sti cs-subscribers-accounting-user-id

show sae subscribers dn

get-sae-stati stics-subscribers-dn

show sae subscribersip

get-sae-stati stics-subscribers-ip

show sae subscribers login-name

get-sae-stati sti cs-subscribers-login-name

show sae subscribers service-name

get-sae-stati sti cs-subscribers-service-name

show sae subscribers session-id

get-sae-stati stics-subscribers-session-id

show sae threads

get-sae-statistics-threads

Table 10 maps SRC XML operational request tag elementsto SRC CLI commands. Tag elements are

listed in aphabetical order.
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Service Activation Engine (SAE) Operational Tag Elements

Request Tag Element

CLI Command

clear-sae-directory-blacklist

clear sae directory blacklist

clear-sae-registered-equipment

clear sae registered equipment

clear-sae-registered-login

clear sae registered login

get-sae-directory-blacklist

show sae directory blacklist

get-sae-drivers show sae drivers
get-sae-interfaces show sae interfaces
get-sae-licenses show sae licenses
get-sae-number-service-sessions show sae number service sessions
get-sae-palicies show sae policies

get-sae-registered-equi pment

show sae registered equipment

get-sae-registered-login

show sae registered login

get-sae-services show sae services
get-sae-sessionstore-stats show sae sessionstore stats
get-sae-statistics-directory-connections show sae statistics directory connections
get-sae-statistics-diretory show sae statistics directory

get-sae-statistics-license-client

show sae statistics license client

get-sae-statistics-license-device

show sae statistics license device

get-sae-statistics-license-local

show sae statistics license local

get-sae-stati stics-policy-management

show sae statistics policy management

get-sae-statistics-process

show sae statistics process

get-sae-statistics-radius show sae statistics radius
get-sae-statistics-radius-client show sae statistics radius client
get-sae-statistics-router show sae statistics device
get-sae-statistics-router-common show sae statistics device common
get-sae-statistics-sessions show sae statistics sessions
get-sae-statisti cs-subscribers-accounting-user-id | show sae subscribers accounting-user-id
get-sae-statistics-subscribers-dn show sae subscribers dn
get-sae-statistics-subscribers-ip show sae subscribersip

get-sae-statisti cs-subscribers-login-name

show sae subscribers login-name
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get-sae-statisti cs-subscribers-service-name

show sae subscribers service-name

get-sae-statisti cs-subscribers-session-id

show sae subscribers session-id

get-sae-statistics-threads show sae threads
get-sae-subscribers show sae subscribers

request-sae-|oad-configuration

request sae load configuration

reguest-sae-|oad-domain-map

request sae load domain map

request-sae-load-interface-classification

request sae load interface classification

request-sae-load-services

request sae load services

request-sae-|oad-subscriptions

request sae load subscriptions

request-sae-|ogin-ip-authenticated-dhcp

request sae login ip authenticated dhcp

reguest-sae-login-ip-authenticated-interface

regquest sae login ip authenticated interface

request-sae-login-ip-unauthenticated-dhcp

request sae login ip unauthenticated dhcp

request-sae-| ogin-ip-unauthenticated-interface

request sae login ip unauthenticated interface

request-sae-logout-dn

request sae logout dn

request-sae-logout-ip

request sae logout ip

request-sae-logout-login-name

request sae logout login name

request-sae-logout-session-id

request sae logout session id

request-sae-modify-device-failover

request sae modify device failover

reguest-sae-shutdown-device

reguest sae shutdown device

request-sae-update-ip-pools

request sae update ip pools

request-sae-update-gos-profiles

request sae update qos profiles

Table 11 liststhe SRC XML operational response tag elements. Tag elements are listed in al phabetical

order.

Table 11: Operational Response Tag Elements

Response Tag Element

AAA-router-driver

Gx-router-driver

| SE-router-driver

SAE-license
SSHile-details

XDR-state-synchronizer
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accounting-data

auth-profile

default-1CC

dhcp-option

dhcp-packet

directory-statistics

dmi-router-driver

floating-context

eneric

hotstandby-info

interface-classificati on-context

interfaces

job-queue

junos-e-X DR-router-driver

junos-e-base-driver

junos-e-router-driver

JUNnos-e-sap

junos-router-driver

junos-service-activation-point

license-client-statistics

license-manager

licenses

mac-cache-data

message-queue

pcmm-SAP

pcmm-router-driver

persistent-login-profile

policy-management-statistics

policy-shared-ctx

primary-hotstandby-info

process-statistics

Service Activation Engine (SAE) Operational Tag Elements
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radius-client-statistics

radius-statistics

registrations

replicator

router-common-statistics

router-driver

router-statistics

routers

secondary-hotstandby-info

service

service-activation-point

service-profile

service-session

service-session-attributes

service-session-attributes-3gpp

services

session-factory

session-store-details

session-store-stats

sessions-statistics

sSm-SAP

sim-router-driver

state-synchronizer

statistics

statistics-set

thread-group-wrapper

thread-wrapper

transaction-manager

user-classification-context

user-profile

USer-session
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user-sessi on-attributes-3gpp

USEer-sessions

user-type
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<clear-sae-directory-blacklist>

Usage

<r pC>
<cl ear-sae-directory-bl acklist>
</cl ear-sae-directory-bl acklist>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Delete directory blacklist or remove a server from the directory blacklist. A server is added to the
blacklist if it repeatedly fails to respond while the server is running and accepting requests.

Required Privilege Level

clear
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<clear-sae-register ed-equipment>

Usage

<r pC>
<cl ear - sae-r egi st er ed- equi pnent >
<mac- addr ess> nmac- addr ess </ mac- address>
<persistent/>
</ cl ear - sae-regi st er ed- equi pnent >
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Delete entries in the equipment registration cache.
Contents

<mac- addr ess>— (Optiona) MAC address of egiupment registrations.

Value— MAC address in the format Xx:XxX:XX:XX:XX:X
Default— No value

<per si st ent >— (Optional) Flag indicating that equipment registration is also removed
from the directory. If you do not set this flag, the equipment registration is removed only
from the memory. Disabled

Default—false

Required Privilege Level

clear
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<clear-sae-registered-login>

Usage

<r pC>
<cl ear - sae-regi stered-1ogi n>
<mac- addr ess> nmac- address </ mac-address>
<persistent/>
</cl ear-sae-regi stered-1|ogi n>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Delete entriesin the login registration cache.
Contents

<mac- addr ess>— (Optional) MAC address of login registrations.

Value— MAC address in the format Xx: Xx: XX: XX XX: XX
Default— No value

<per si st ent >— (Optional) Flag indicating that login registration is also removed from the
directory. If you do not set this flag, the login registration is removed only from the
memory.

Default— Disabled

Required Privilege Level

clear
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<get-sae-directory-blacklist>

Usage

<r pC>
<get -sae-directory-bl acklist>
</ get-sae-directory-bl acklist>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display the directory blacklist.

Required Privilege Level

view

Output Tag

directory-black-list

Service Activation Engine (SAE) Operational Tag Elements
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<get-sae-drivers>

Usage

<r pC>
<get -sae-drivers>
<devi ce- nane> devi ce- nane </ devi ce- name>
<styl e> styl e-choice </styl e>
<mexi mum resul t s> maxi numresults </ nmaxi mumresul ts>
</ get-sae-drivers>
</rpc>

Release I nformation

Command introduced in SRC Release 1.0.0

Description

Display the state of SAE device drivers. Each device driver manages one logical router instance. For

example, a JUNOS routing platform, a JUNOSe virtual router, aPCMM device, or another third-party
device.

Contents

<devi ce- name>— (Optional) Name of adevice.
Value— All or part of the device name.

e For JUNOSe router drivers, use the format
virtualRouterName@routerName.

e For JUNOS router drivers and PCMM drivers, use the format
default@routerName.

Default— No value

<st yl e>— (Optional) Output style
Value

e brief— Display virtual router names and sessionstore details
Default— Detail

<maxi mum r esul t s>— (Optional) Number of resultsto be displayed.

Value—Integer in the range 1-200
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Default— 25

Required Privilege Level
view
Output Tag

routers
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<get-sae-interfaces>

Usage

<rpc>
<get-sae-interfaces>
<interface-nane> interface-nane </interface-nanme>
<virtual -router> virtual -router </virtual-router>
<styl e> styl e-choice </style>
<maxi mumresul t s> maxi numresults </ nmaxi mumresults>
</ get-sae-interfaces>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display information about router interfaces that the SAE is managing.
Contents

<i nt er f ace- name>— (Optional) Name of router interface.

Value— All or part of the interface name
Default— No value

<vi rtual - r out er >— (Optional) Name of virtual router.

Value— All or part of the virtual router name
Default— No value

<st yl e>— (Optional) Output style.
Value

e bri ef — Display only interface names.

Default— Detail

<maxi mum r esul t s>— (Optional) Number of resultsto be displayed.

Value—Integer in the range 1-200
Default— 25
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Required Privilege L evel
view
Output Tag

interfaces

101



SRC 4.10.x XML API Operational Reference

<get-sae-licenses>

Usage

<r pC>
<get - sae-licenses>
</ get-sae-licenses>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display licenses and the status of licenses running on the SAE.
Required Privilege Level

view
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<get-sae-number -ser vice-sessions>

Usage

<rpc>
<get - sae- nunber - servi ce- sessi ons>
<servi ce- nane> servi ce-nane </service-name>
<service-attribute-nanme> service-attribute-name </service-attri bute-nane>
<scope> scope </scope>
<virtual -router> virtual -router </virtual-router>
</ get - sae- nunber - servi ce- sessi ons>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display number of service sessions.
Contents

<servi ce- name>— Name of a service.

Value— Text
Default— No value

<servi ce-attri but e- name>— Name of a service attribute.

Value— Text
Default— No value

<scope>— Name of a service scope.

Value— Text
Default— No value

<vi rtual - r out er >— Name of avirtual router.

Value— Text
Default— No value

Required Privilege Level

view
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<get-sae-policies>

Usage

<rpc>
<get - sae-polici es>
<group> group </group>
<styl e> styl e-choice </styl e>
<maxi mumresul t s> maxi mumresults </ maxi numresul ts>
</ get - sae-pol i ci es>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display policy groups.

Contents

<gr oup>— (Optional) Name of a policy group.

Value— All or part of the policy group name
Default— No value

<styl e>— (Optional) Output style.
Value

 brief — Display only policy group names.
Default—detail

<maxi mum r esul t s>— (Optional) Number of results to be displayed.

Value—Integer in the range 1-200
Default— 25

Required Privilege Level
view
Output Tag

palicies
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<get-sae-register ed-equipment>

Usage

<r pC>
<get - sae-regi st er ed- equi pnent >
<mac- addr ess> nmac- addr ess </ mac-address>
<styl e> styl e-choice </styl e>
<maxi mumresul t s> maxi mumresults </ maxi numresul ts>
</ get - sae-regi st er ed- equi pnent >
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display equipment registrations.

Contents

<mac- addr ess>— (Optional) MAC address of equipment registrations.

Value— MAC address in the format Xx:xx:XX:XX:XX: XX
Default— No vaue

<styl e>— (Optional) Output style.
Value

e brief— Display only the MAC address of registered equipment.
Default— Detail

<maxi mum r esul t s>— (Optional) Number of results to be displayed.

Value—Integer in the range 1-200
Default— 25

Required Privilege Level

view
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<get-sae-registered-login>

Usage

<rpc>
<get - sae-regi st ered-1| ogi n>
<mac- addr ess> mac- addr ess </ mac- addr ess>
<styl e> styl e-choice </styl e>
<mexi mumresul t s> maxi numresults </ nmaxi mumresul ts>
</ get - sae-regi stered-| ogi n>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display login registrations.

Contents

<mac- addr ess>— (Optional) MAC address of login registrations.

Value— MAC address in the format Xx:xx:XX:XX:XX: XX
Default— No vaue

<styl e>— (Optional) Output style
Value

e brief— Display only the MAC address of login registrations.
Default— Detail

<maxi mum r esul t s>— (Optional) Number of results to be displayed.

Value—Integer in the range 1-200
Default— 25

Required Privilege Level

view
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<get-sae-services>

Usage

<rpc>
<get - sae- servi ces>
<nanme> nanme </ nane>
<secret/>
<styl e> styl e-choice </style>
<maxi mumresul t s> maxi mumresults </ maxi numresults>
<sort> sort-choice </sort>
</ get - sae-servi ces>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display the state of services running on the SAE.
Contents

<name>— (Optional) Name of service.

Value— All or part of the service name
Default— No value

<secr et >— (Optional) Display subscriber sessions and service sessions for hidden services.

Default— Disabled

<st yl e>— (Optional) Output style
Value

e brief — Display only service names.

Default— Detail

<maxi mum r esul t s>— (Optional) Number of resultsto be displayed.

Value—Integer in the range 1-200
Default— 25
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<sor t >— (Optional) How to sort output results
Value

e by-active-sessi ons— Sort by number of active sessions.

Default— By service name
Introduced in—4.1.0

Required Privilege Level
view
Output Tag

services
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<get-sae-sessionstor e-stats>

Usage

<r pC> .
<get - sae- sessi onst or e- st at s>
</ get - sae- sessi onst ore-stats>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display the sessionstore's stats class details
Required Privilege Level

view

Output Tag

session-store-stats

Service Activation Engine (SAE) Operational Tag Elements
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<get-sae-statistics-directory-connections>

Usage

<r pC>
<get-sae-statistics-directory-connecti ons>
<id>id </id>
<styl e> styl e-choice </styl e>
</ get-sae-statistics-directory-connections>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display SNMP statistics for directory connections.
Contents

<i d>— (Optional) Directory connection ID.

Value— All or part of the connection ID
Default— No value

<st yl e>— (Optional) Output style
Value

e bri ef — Display only directory connection IDs.

Default— Detall

Required Privilege L evel
view
Output Tag

connections
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<get-sae-statistics-diretory>

Usage

<r pC>
<get-sae-statistics-diretory>
</get-sae-statistics-diretory>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display SNMP statistics about the directory.
Required Privilege Level

view

Output Tag

directory-statistics

Service Activation Engine (SAE) Operational Tag Elements
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<get-sae-statistics-license-client>

Usage

<r pC>
<get-sae-statistics-license-client>
</get-sae-statistics-license-client>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display SNMP information about the state of client licenses.
Required Privilege Level

view

Output Tag

license-client-statistics
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<get-sae-statistics-license-device>

Usage

<r pC>
<get-sae-statistics-license-device>
<nane> nane </nane>
<styl e> styl e-choice </styl e>
</get-sae-statistics-license-device>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display SNMP information about the state of licenses on specified devices.
Contents

<name>— (Optional) Name of a device.
Value— All or part of the device name.

e For JUNOSe router drivers, use the format
virtualRouterName@routerName.

e For JUNOS router drivers and PCMM drivers, use the format
default@routerName.

Default— No value

<st yl e>— (Optional) Output style
Value

e bri ef — Display only device names.

Default— Detail
Required Privilege Level
view
Output Tag

licenses
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<get-sae-statistics-license-local>

Usage

<r pC>
<get-sae-statistics-license-local >
</get-sae-statistics-license-|ocal >
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display SNMP information about the state of local licenses.
Required Privilege Level

view

Output Tag

license-manager
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<get-sae-statistics-policy-management>

Usage

<r pC>
<get - sae-statistics-policy-nmanagenent >
</ get-sae-statistics-policy-managenent>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Display SNMP information about the policy engine, policy decision point, and the shared object
repository where the policy objects are stored.

Required Privilege Level
view
Output Tag

policy-management-statistics
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<get-sae-statistics-process>

Usage

<r pC> . .
<get -sae-statistics-process>
</get-sae-statistics-process>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display SNMP information about the SAE server process.
Required Privilege Level

view

Output Tag

process-statistics
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<get-sae-statistics-radius>

Usage

<r pC>
<get - sae-statistics-radi us>
</get-sae-statistics-radius>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display SNMP RADIUS information. Display SNMP statistics for RADIUS clients.
Required Privilege Level

view

Output Tag

radius-statistics
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<get-sae-statistics-radius-client>

Usage

<rpc>
<get-sae-statistics-radius-client>
<client-type> client-type-choice </client-type>
<i p- addr ess> i p-address </i p-address>
<udp- port > udp- port </udp-Port>
<styl e> styl e-choice </styl e>
</get-sae-statistics-radius-client>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display SNMP information about RADIUS clients.
Contents

<cli ent - t ype>— Display SNMP information for either RADIUS accounting clients or
RADIUS authentication clients.

Value
e account i ng— Display SNMP information for RADIUS accounting
clients.

e aut henti cati on— Display SNMP information for RADIUS
authentication clients.

Default— No vaue

<i p- addr ess>— (Optional) IP address or addresses of RADIUS clients.

Value— All or part of the client |P address
Default— No value

<udp- por t >— (Optional) Port number for RADIUS clients.

Value— All or part of the client port number
Default— No value

<styl e>
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— (Optional) Output style.
Value

e brief— Display only alist of the clients that are accessible by IP
address and port number.

Default— Detalil

Required Privilege Level
view
Output Tag

statistics-set
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<get-sae-statistics-router>

Usage

<r pC>
<get-sae-statistics-router>
<nane> nane </nane>
<styl e> styl e-choice </styl e>
</get-sae-statistics-router>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Display SNMP information for routers and other devices that the SAE is managing. For example,
Juniper Networks routers, PCMM devices, and other third-party devices.

Contents

<name>— (Optional) Name of adevice.
Value— All or part of the device name.

e For JUNOSe router drivers, use the format
virtualRouterName@routerName.

e For JUNOS router drivers and PCMM drivers, use the format
default@routerName.

Default— No vaue

<st yl e>— (Optional) Output style
Value

e brief — Display only device names.
 terse— Display device name, device type, number of managed and
unmanaged interfaces.

Default— Detall

Required Privilege L evel
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view
Output Tag

Statistics-set
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<get-sae-statistics-router-common>

Usage

<r pC> . .
<get -sae-statistics-router-comon>
<type> type-choice </type>
</ get-sae-statistics-router-comon>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display SNMP statistics for all device drivers of a particular type.
Contents

<t ype>— (Optional) Display SNMP statistics for a specified device driver type.
Value

j unos— JUNOS router drivers.

j unose— JUNOSe router drivers.

packet cabl e- cops— PCMM device drivers.
pr oxy— Third-party device drivers.

aaa— AAA devicedrivers.

j unos-i se— |SE device drivers.

j unos- pt sp— PTSP device drivers.

j unos- dnmi — DM device drivers.

Default— No value

Required Privilege Level

view
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<get-sae-statistics-sessions>

Usage

<r pC> . . .
<get-sae-statistics-sessi ons>
</get-sae-statistics-sessions>

</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display SNMP statistics for subscriber sessions and service sessions.
Required Privilege Level

view

Output Tag

sessions-statistics
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<get-sae-statistics-subscriber s-accounting-user -
1d>
Usage

<rpc>
gget -sae-statistics-subscribers-accounting-user-id>
<filter> filter </filter>
<exact/>
</ get-sae-statistics-subscribers-accounting-user-id>
</rpc>

Release I nformation
Command introduced in SRC Release 1.0.0
Description

Display subscriber sessions accessible by accounting-user-id. All authenticated subscribers are
accessible by accounting-user-id.

Contents

<filter>— (Optional) Accounting-user-id of subscriber sessions.

Value— All or part of the subscriber accounting-user-id
Default— No value

<exact >— (Optional) Display subscriber sessions and service sessions for the exact
accountingUserld filter.(To be used with filter argument)

Default— Disabled

Required Privilege Level

view
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<get-sae-statistics-subscribers-dn>

Usage

<r pC>
<get-sae-statistics-subscribers-dn>
<filter> filter </filter>
<exact/ >
</ get-sae-statistics-subscribers-dn>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Display subscriber sessions accessible by DN. All subscribers who have a subscriber profile in the
directory are accessible by DN.

Contents

<filter>— (Optional) DN of the subscribers.

Value— All or part of the subscriber DN
Default— No value

<exact >— (Optional) Display subscriber sessions and service sessions for the exact dn
filter.(To be used with filter argument)

Default— Disabled

Required Privilege Level

view
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<get-sae-statistics-subscribers-ip>

Usage

<rpc>
<get-sae-statistics-subscribers-ip>
<addr ess> address </address>
<vpni d> vpnid </vpnid>
<exact/ >
</ get-sae-statistics-subscribers-ip>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Display subscriber sessions that are accessible by 1P address. The following subscribers are accessible
by IP address: DHCP subscribers, authenticated PPP subscribers, and static | P subscribers who have
logged in through a portal.

Contents

<addr ess>— (Optional) IP address of subscriber sessions.

Value— All or part of the subscriber |P address
Default— No value

<vpni d>— (Optional) |P address of subscriber sessions.

Value— All or part of the subscriber |P address with VPN ID
Default— No value

<exact >— (Optional) Display subscriber sessions and service sessions for the exact |P
addressfilter.(To be used with address argument)

Default— Disabled

Required Privilege Level

view
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<get-sae-statistics-subscriber s-login-name>

Usage
<r pC>
<get-sae-statistics-subscribers-1|ogi n-nanme>
<filter> filter </filter>
<exact/>
</ get-sae-statistics-subscribers-I|ogin-nane>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Display subscriber sessions accessible by login name. All authenticated subscribers are accessible by
login name.

Contents

<filter>— (Optional) Login name of subscriber sessions.

Value— All or part of the subscriber login name
Default— No value

<exact >— (Optional) Display subscriber sessions and service sessions for the exact login-
name filter.(To be used with filter argument)

Default— Disabled

Required Privilege Level

view
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<get-sae-statistics-subscriber s-service-name>

Usage
<r pC>
<get-sae-statistics-subscribers-service-nane>
<filter> filter </filter>
<exact/>
</ get-sae-statistics-subscribers-service-nanme>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display all active subscriber sessions activated from a subscription to the specified service name.
Contents

<filter>— (Optional) Service name of subscriber sessions.

Value— All or part of the service name
Default— No value

<exact >— (Optional) Display subscriber sessions and service sessions for the exact
service-name filter.(To be used with filter argument)

Default— Disabled

Required Privilege Level

view
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<get-sae-statistics-subscriber s-session-id>

Usage
<r pC>
<get-sae-statistics-subscribers-session-id>
<filter> filter </filter>
<exact/>
</ get-sae-statistics-subscribers-session-id>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display subscriber sessions by session ID.
Contents

<filter>— (Optional) ID of subscriber sessions.

Value— All or part of the subscriber session ID
Default— No value

<exact >— (Optional) Display subscriber sessions and service sessions for the exact
session-id filter.(To be used with filter argument)

Default— Disabled

Required Privilege Level

view

129



SRC 4.10.x XML API Operational Reference

<get-sae-statistics-threads>

Usage

<r pC>
<get-sae-statistics-threads>
</get-sae-statistics-threads>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Display information about threads and their priority on the SAE.
Required Privilege Level

view

Output Tag

thread-group-wrapper
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<get-sae-subscribers>

Usage

<r pC>
<get - sae- subscri ber s>
<maxi mumresul t s> maxi mumresults </ maxi mumresul ts>
<secret/>
<styl e> styl e-choice </style>
</ get - sae- subscri ber s>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Display information about subscriber sessions.
Contents

<maxi mum r esul t s>— (Optional) Number of resultsto be displayed.

Value—Integer in the range 1-200
Default— 25

<secr et >— (Optional) Display subscriber sessions and service sessions for hidden services.

Default— Disabled

<st yl e>— (Optional) Output style
Value
e brief — Display subscriber session information. Service sessions are not

displayed.
e terse— Display subscriber session ID, login name, and | P address.

Default— Detalil

Required Privilege Level
view
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Output Tag

uSer-sessions
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<request-sae-load-configur ation>

Usage

<r pC>
<r equest - sae- | oad- confi gurati on>
</ request - sae-1 oad- confi gurati on>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Reload SAE configuration data from the directory. The new configuration takes effect immediately.
Required Privilege Level

maintenance
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<r equest-sae-load-domain-map>

Usage

<r pC>
<r equest - sae- | oad- donai n- nap>
</ request - sae- | oad- donmai n- map>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Reload the mapping of domain namesto retailer entries. This mapping is made available to the SAE's
subscriber classification script.

Required Privilege Level

mai ntenance
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<request-sae-load-inter face-classification>

Usage

<r pC>
<request - sae-|l oad-i nterface-cl assification>
</request-sae-load-interface-classification>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Reload the interface classification scripts from the directory, and apply the result of the interface
classification changes to the router as follows:

o For every unmanaged interface that becomes managed, new default policies are downloaded to the
router.

» For every managed interface whose default policy group has changed, the old default policies are
replaced by the new ones.

» For every managed interface that becomes unmanaged, an error message in the error log is
displayed and no changes are applied until the interface goes down.

Required Privilege Level

maintenance

135



SRC 4.10.x XML API Operational Reference

<request-sae-load-services>

Usage

<r pC>
<r equest - sae- | oad- servi ces>
</ request - sae-1| oad- servi ces>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Reload the following objects from the directory: services, scopes, virtual routers, policies, service mutex
groups, and service schedules. Related service sessions are activated, deactivated, or reactivated, as
needed.

Required Privilege Level

mai ntenance
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<request-sae-load-subscriptions>

Usage

<r pC>
<r equest - sae- | oad- subscri pti ons>
</ request - sae-1| oad- subscri pti ons>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Reload all subscriptions from the directory. Related service sessions are activated, deactivated, or
reactivated as needed.

Required Privilege Level

mai ntenance
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<request-sae-login-ip-authenticated-dhcp>

Usage

<r pC>

<r equest - sae- | ogi n-i p- aut henti cat ed- dhcp>

<virtual -router> virtual -router </virtual-router>

<addr ess> address </address>

<l ogi n- name> | ogi n-nane </| ogi n- name>

<mac- addr ess> nmac- address </ nac- addr ess>
<interface-tyPe> interface-tyPe-choice </interface-type>
<servi ce-bundl e> servi ce-bundl e </service-bundl e>

<r adi us-cl ass> radi us-cl ass </radi us-cl ass>
<interface-nane> interface-nane </interface-nane>
<interface-alias> interface-alias </interface-alias>
<interface-description> interface-description </interface-description>
<nas-port-id> nas-port-id </nas-port-id>

</ request - sae-1 ogi n-i p- aut henti cat ed- dhcp>

</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Log in asimulated subscriber that is an authenticated DHCP subscriber. Logging in simulated
subscribers allows you to test your SRC application without the need for arouter or other device.

Contents

138

<vi rtual - r out er >— Name of asimulated virtual router that you want to appear in the
simulated subscriber session.

Value— Text
Default— No value

<addr ess>— | P address from which you log in ssmulated subscribers.

Value— IP address
Default— No value

<l ogi n- name>— Fully qualified name used to log in ssmulated subscribers.

Value— Fully qualified name
Default— No vaue

<mac- addr ess>— MAC address used to log in ssmulated subscribers.
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Value— MAC addressin the format Xx:xx:XX: XX: XX: XX
Default— 00:00:00:00:00:01

<i nt erf ace- t ype>— Selects between |Pv4 or |Pv6 subscribers

Value
e ipva—IPv4
e i pv6—IPV6

<ser vi ce- bundl e>— (Optional) Service bundle used when logging in simulated
subscribers.

Value— Service bundle name
Default— No value

<r adi us- cl ass>— (Optional) RADIUS class used when logging in simulated subscribers.

Value— RADIUS class
Default— No value

<i nt er f ace- nane>— (Optional) Virtual interface used when logging in simulated
subscribers.

Value— Virtua router name
Default— No value

<i nterface-al i as>— (Optional) Interface description used when logging in simulated
subscribers. If you are smulating JUNOSe routers, interface alias is the description that is
configured on JUNOSe routers with the inter face description command.

Value— Text
Default— No value

<i nterface-descri pti on>— (Optional) Alternate interface name used when logging in
simulated subscribers. Thisisthe interface name that is used by SNMP.

Value— If you are simulating a

o JUNOSe router, the format of the description isip<slot>/<port>.
139



SRC 4.10.x XML API Operational Reference

<subinterface>
e JUNOS routing platform, ifDesc is the same as interfaceName.

Default— No value

<nas- por t -i d>— (Optional) Port identifier of an interface used when logging in smulated
subscribers.

Value— Includes interface name and additional layer 2 information. For
example, fastEthernet 3/1.
Default— No value

Required Privilege Level

maintenance

140



Service Activation Engine (SAE) Operational Tag Elements

<request-sae-login-ip-authenticated-inter face>

Usage

<rpc>
grequest-sae-login-ip-authenticated-interface>
<virtual -router> virtual -router </virtual-router>
<addr ess> address </address>
<l ogi n- name> | ogi n-nane </I| ogi n- name>
<interface-tyPe> interface-tyPe-choice </interface-type>
<servi ce-bundl e> service-bundl e </servi ce-bundl e>
<radi us-cl ass> radi us-cl ass </radi us-cl ass>
<i nterface-nanme> interface-nane </interface-nane>
<interface-alias> interface-alias </interface-alias>
<interface-description> interface-description </interface-description>
<nas-port-id> nas-port-id </nas-port-id>
</request-sae-1o0gi n-i p-authenticated-interface>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Log in asimulated subscriber that is an authenticated interface subscriber. Logging in simulated
subscribers allows you to test your SRC application without the need for arouter or other device.

Contents

<vi rt ual - r out er >— Name of asimulated virtual router that you want to appear in the
simulated subscriber session.

Value— Text
Default— No vaue

<addr ess>— | P address from which you log in simulated subscribers.

Value— IP address
Default— No vaue

<l ogi n- name>— Fully qualified name used to log in simulated subscribers.

Value— Fully qualified name
Default— No value

<i nt er f ace- t ype>— Selects between |Pv4 or |Pv6 subscribers
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Value
e ipva—IPv4
e i pv6—IPV6

<ser vi ce- bundl e>— (Optional) Service bundle used when logging in simulated
subscribers.

Value— Service bundle name
Default— No value

<r adi us- cl ass>— (Optional) RADIUS class used when logging in simulated subscribers.

Value— RADIUS class
Default— No value

<i nt er f ace- nane>— (Optional) Virtual interface used when logging in simulated
subscribers.

Value— Virtua router name
Default— No value

<i nterface-al i as>— (Optional) Interface description used when logging in simulated
subscribers. If you are simulating JUNOSe routers, interface alias is the description that is
configured on JUNOSe routers with the inter face description command.

Value— Text
Default— No value

<i nterface-descri pti on>— (Optional) Alternate interface name used when logging in
simulated subscribers. Thisisthe interface name that is used by SNMP.

Value— If you are simulating a
o JUNOSe router, the format of the description isip<slot>/<port>.

<subinterface>
e JUNOS routing platform, ifDesc is the same as interfaceName.

Default— No value
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<nas- port -i d>— (Optional) Port identifier of an interface used when logging in simulated
subscribers.

Value— Includes interface name and additional layer 2 information. For
example, fastEthernet 3/1.
Default— No value

Required Privilege Level

maintenance
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<request-sae-login-ip-unauthenticated-dhcp>

Usage

<r pC>

<r equest - sae- | ogi n-i p-unaut hent i cat ed- dhcp>

<virtual -router> virtual -router </virtual-router>

<addr ess> address </address>

<mac- addr ess> mac- addr ess </ mac- addr ess>
<interface-tyFe> interface-type-choice </interface-type>
<l ogi n- name> | ogi n-nane </I| ogl n- name>

<servi ce-bundl e> servi ce-bundl e </service-bundl e>

<r adi us-cl ass> radi us-cl ass </radi us-cl ass>
<interface-nane> interface-nane </interface-nane>
<interface-alias> interface-alias </interface-alias>
<interface-description> interface-description </interface-description>
<nas-port-id> nas-port-id </nas-port-id>

</ request - sae-1 ogi n-i p-unaut henti cat ed- dhcp>

</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Log in asimulated subscriber that is an unauthenticated DHCP subscriber. Logging in simulated
subscribers allows you to test your SRC application without the need for arouter or other device.

Contents
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<vi rtual - r out er >— Name of asimulated virtual router that you want to appear in the
simulated subscriber session.

Value— Text
Default— No value

<addr ess>— | P address from which you log in ssmulated subscribers.

Value— IP address
Default— No value

<mac- addr ess>— MAC address used to log in ssmulated subscribers.

Value— MAC address in the format Xx:XX:XX: XX XX: XX
Default— 00:00:00:00:00:01

<i nterface-type>— Selects between IPv4 or |Pv6 subscribers
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Value
e ipva—IPv4
e i pv6—IPV6

<l ogi n- nanme>— (Optional) Fully qualified name used to log in simulated subscribers.

Value— Fully qualified name
Default— No value

<ser vi ce- bundl e>— (Optional) Service bundle used when logging in simulated
subscribers.

Value— Service bundle name
Default— No value

<r adi us- cl ass>— (Optional) RADIUS class used when logging in simulated subscribers.

Value— RADIUS class
Default— No value

<i nt er f ace- nane>— (Optional) Virtual interface used when logging in simulated
subscribers.

Value— Virtua router name
Default— No value

<i nterface-al i as>— (Optional) Interface description used when logging in simulated
subscribers. If you are smulating JUNOSe routers, interface alias is the description that is
configured on JUNOSe routers with the inter face description command.

Value— Text
Default— No value

<i nterface-descri pti on>— (Optional) Alternate interface name used when logging in
simulated subscribers. Thisisthe interface name that is used by SNMP.

Value— If you are simulating a

o JUNOSe router, the format of the description isip<slot>/<port>.
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<subinterface>
e JUNOS routing platform, ifDesc is the same as interfaceName.

Default— No value

<nas- por t -i d>— (Optional) Port identifier of an interface used when logging in smulated
subscribers.

Value— Includes interface name and additional layer 2 information. For
example, fastEthernet 3/1.
Default— No value

Required Privilege Level

maintenance

146



Service Activation Engine (SAE) Operational Tag Elements

<request-sae-login-ip-unauthenticated-inter face>

Usage

<rpc>
grequest-sae-login-ip-unauthenticated-interface>
<virtual -router> virtual -router </virtual-router>
<i nterface-name> interface-nane </interface-nanme>
<interface-type> interface-type-choice </interface-type>
<address> address </address>
<l ogi n- name> | ogi n-nane </I| ogi n- name>
<servi ce-bundl e> service-bundl e </service-bundl e>
<radi us-cl ass> radi us-cl ass </radi us-cl ass>
<interface-alias> interface-alias </interface-alias>
<interface-description> interface-description </interface-description>
<nas-port-id> nas-port-id </nas-port-id>
</ request -sae-1o0gi n-i p-unaut henti cat ed-i nterface>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Log in asimulated subscriber that is an unauthenticated interface subscriber. Logging in simulated
subscribers allows you to test your SRC application without the need for arouter or other device.

Contents

<vi rt ual - r out er >— Name of asimulated virtual router that you want to appear in the
simulated subscriber session.

Value— Text
Default— No vaue

<i nt er f ace- name>— Virtual interface used when logging in simulated subscribers.

Value— Virtual interface name
Default— No vaue

<i nt er f ace- t ype>— Selects between |Pv4 or |Pv6 subscribers

Value
e i pva—IPv4
e i pv6—IPV6
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<addr ess>— (Optional) IP address from which you log in simulated subscribers.

Value— IP address
Default— No value

<I ogi n- nanme>— (Optional) Fully qualified name used to log in simulated subscribers.

Value— Fully qualified name
Default— No vaue

<ser vi ce- bundl e>— (Optional) Service bundle used when logging in simulated
subscribers.

Value— Service bundle name
Default— No value

<radi us- cl ass>— (Optional) RADIUS class used when logging in simulated subscribers.

Value— RADIUS class
Default— No value

<i nterface-al i as>— (Optional) Interface description used when logging in simulated
subscribers. If you are simulating JUNOSe routers, interface alias is the description that is
configured on JUNOSe routers with the inter face description command.

Value— Text
Default— No value

<i nterface-descri pti on>— (Optional) Alternate interface name used when logging in
simulated subscribers. Thisisthe interface name that is used by SNMP.

Value— If you are simulating a

o JUNOSe router, the format of the description isip<slot>/<port>.
<subinterface>
e JUNOS routing platform, ifDesc is the same as interfaceName.

Default— No value

<nas- port -i d>— (Optional) Port identifier of an interface used when logging in simulated
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subscribers.

Value— Includes interface name and additional layer 2 information. For
example, fastEthernet 3/1.
Default— No value

Required Privilege Level

mai ntenance
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<reguest-sae-logout-dn>

Usage

<r pC>
<r equest - sae- | ogout - dn>
<filter> filter </filter>
</ request - sae- | ogout - dn>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Log out subscribers who are accessible by DN. All subscribers who have a subscriber profilein the
directory are accessible by DN.

Contents

<filter>— (Optional) DN or DNs of subscribers that you want to log out.

Value— All or part of the subscriber DN
Default— No value

Required Privilege Level

clear
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<request-sae-logout-ip>

Usage

<r pC>
<request - sae- | ogout -i p>
<filter> filter </filter>
</request - sae- 1| ogout -i p>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

Log out subscribers who are accessible by IP address. The following types of subscribers are accessible
by |P address: DHCP subscribers, authenticated PPP subscribers, and static | P subscribers who have
logged in through a portal .

Contents

<filter>— (Optional) IP address or addresses of subscribers that you want to log ouit.

Value— All or part of the subscriber |P address
Default— No value

Required Privilege Level

clear
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<r equest-sae-logout-login-name>

Usage

<r pC>
<r equest - sae- | ogout - | ogi n- nane>
<filter> filter </filter>
</ request - sae-1 ogout - | ogi n- nane>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0
Description

L og out subscribers who are accessible by login name. All authenticated subscribers are accessible by
login name.

Contents

<filter>— (Optional) Login name or names of subscribers that you want to log out.

Value— All or part of the login name
Default— No value

Required Privilege Level

clear
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<request-sae-logout-session-id>

Usage

<r pC>
<r equest - sae- | ogout - sessi on-i d>
<filter> filter </filter>
</ request - sae-1| ogout - sessi on-i d>
</rpc>

Release I nformation

Command introduced in SRC Release 1.0.0

Description

L og out subscribers who are accessible by session ID. All subscribers are accessible by session ID.
Contents

<filter>— (Optional) Session ID or IDs of subscribers that you want to log out.

Value— All or part of the subscriber session ID
Default— No vaue

Required Privilege Level

clear
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<request-sae-modify-device-failover>

Usage

<rpc>
<r equest - sae- nodi fy-devi ce-fail over>
<i p- address> i p-address </i p-address>
<tcp-Port> tcp-port </tcp-port>
<use-fail over-server/>
<virtual -router> virtual -router </virtual-router>
</ request - sae- nodi f y- devi ce-fai l over>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Modify failover server parameters.

Contents

<i p- addr ess>— (Optional) |P address of an aternate SAE server to which arouter or other
device can reconnect when the device driver closesits connection. If the driver is
configured to use this failover |P address, it sends this | P address to the router or other
device when it closes its connection. The device then attempts to open a new connection to
the failover IP address. This address is not applicable to the PCMM driver.

Value— IP address
Default— 0.0.0.0

<t cp- por t >— (Optional) Port of an alternate SAE server to which arouter or other device
can reconnect when the device driver closesits connection. If the driver is configured to
use thisfailover port, it sendsthisfailover port to the router or other device when it closes
its connection. The device then attempts to open a new connection to this failover port.
This TCP port is not applicable to the PCMM driver.

Value— Port number
Default— 0O

<use-fail over - server >— (Optional) If you set this flag, then the device driver sendsits
own failover |P address and port to the router or other device when it closes its connection.
The device then attempts to open a new connection to the failover | P address and port. This
flag is not applicable to the PCMM router driver.

Default— Disabled
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<vi rt ual - r out er >— Virtua router name.
Value— Name of the virtual router.

e For JUNOSe router drivers, use the format
virtualRouterName@routerName.

e For JUNOS router drivers and PCMM drivers, use the format
default@routerName.

Default— No value

Required Privilege Level

reset
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<request-sae-shutdown-device>

Usage

<r pC>
<r equest - sae- shut down- devi ce>
<nane> nane </nane>
</ request - sae- shut down- devi ce>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0
Description

Shut down the specified device driver.
Contents

<name>— (Optional) Device name or hames that are managing the drivers that you want to
shut down.

Value— All or part of the device name.

e For JUNOSe router drivers, use the format
virtual RouterName@routerName.

e For JUNOS router drivers and PCMM drivers, use the format
default@routerName.

Default— No value

Required Privilege Level

maintenance
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<reguest-sae-update-ip-pools>

Usage

<rpc>
<r equest - sae- updat e- i p- pool s>
<virtual -router> virtual -router </virtual-router>
<managenent - addr ess> nanagenent - addr ess </ managenent - addr ess>
<SNWP- communi t y> SNMP-conmuni ty </ SNMP- conmruni ty>
<server> server </server>
<base- dn> base-dn </ base-dn>
<princi pal > principal </principal>
<credential s> credentials </credential s>
</ request - sae- updat e- i p- pool s>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0

Description

Contents

<vi rt ual - r out er >— Name of the virtual router in the format
virtual RouterName@deviceName.

Value— Text
Default— No vaue

<managenent - addr ess>— (Optional) The IP address of the virtual router.

Value— IP address
Default— -

<SNVP- conmruni t y>— (Optional) SNMP community for a given virtual router.

Value— Text
Default— -

<ser ver >— (Optional) I P address or name of the host that supports the directory.

Value— IP address or name of the host
Default— 127.0.0.1
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<base- dn>— (Optional) The base DN for the root of the tree to be used.

Value— DN
Default— o=Network,0=UMC

<pri nci pal >— (Optional) DN that defines the username with which an SRC component
accesses the directory.

Value— DN
Default— No Vaue

<cr edent i al s>— (Optional) Password used for authentication with the directory server.

Value— Text
Default— No value

Required Privilege Level

mai ntenance
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<request-sae-update-gos-profiles>

Usage

<rpc>
<r equest - sae- updat e- qos- profi |l es>
<virtual -router> virtual -router </virtual-router>
<managenent - addr ess> nanagenent - addr ess </ managenent - addr ess>
<SNWP- communi t y> SNMP-conmuni ty </ SNMP- conmruni ty>
<server> server </server>
<base- dn> base-dn </ base-dn>
<princi pal > principal </principal>
<credential s> credentials </credential s>
</ request - sae- updat e- qos-profil es>
</rpc>

Release Information
Command introduced in SRC Release 1.0.0

Description

Contents

<vi rt ual - r out er >— Name of the virtual router in the format
virtual RouterName@deviceName.

Value— T