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Juniper Networks hardware and software products are Year 2000 compliant. Junos OS has no known time-related limitations through the
year 2038. However, the NTP application is known to have some difficulty in the year 2036.

SOFTWARE LICENSE

The terms and conditions for using this software are described in the software license contained in the acknowledgment to your purchase
order or, to the extent applicable, to any reseller agreement or end-user purchase agreement executed between you and Juniper Networks.
By using this software, you indicate that you understand and agree to be bound by those terms and conditions.

Generally speaking, the software license restricts the manner in which you are permitted to use the software and may contain prohibitions
against certain uses. The software license may state conditions under which the license is automatically terminated. You should consult
the license for further details.

For complete product documentation, please see the Juniper Networks Web site at www.juniper.net/techpubs.

END USER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use with) Juniper Networks
software. Use of such software is subject to the terms and conditions of the End User License Agreement (“EULA”) posted at

http://www.juniper.net/support/eula.html. By downloading, installing or using such software, you agree to the terms and conditions of
that EULA.
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About the Documentation

« SRC Documentation and Release Notes on page iii
« Audience on page iii

« Documentation Conventions on page iii

« Documentation Feedback on page v

« Requesting Technical Support on page v

SRC Documentation and Release Notes

Audience

For a list of related SRC documentation, see http://www.juniper.net/techpubs/.

If the information in the latest SRC Release Notes differs from the information in the SRC
guides, follow the SRC Release Notes.

This documentation is intended for experienced system and network specialists working
with routers running Junos OS and JunosE software in an Internet access environment.
We assume that readers know how to use the routers, directories, and RADIUS servers
that they will deploy in their SRC networks. If you are using the SRC software in a cable
network environment, we assume that you are familiar with the PacketCable Multimedia
Specification (PCMM) as defined by Cable Television Laboratories, Inc. (CableLabs) and
with the Data-over-Cable Service Interface Specifications (DOCSIS) 1.1 protocol. We
also assume that you are familiar with operating a multiple service operator (MSO)
multimedia-managed IP network.

Documentation Conventions

Table 1Ton page iv defines the notice icons used in this guide. Table 2 on page iv defines
text conventions used throughout this documentation.
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Table 1: Notice Icons

Icon Meaning

Informational note

Description

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

Alerts you to the risk of personal injury from a laser.

Tip

Indicates helpful information.

Best practice

CObBPPe

Alerts you to a recommended use or implementation.

Table 2: Text Conventions

Convention

Description

Examples

Bold text like this

« Represents keywords, scripts, and toolsin
text.

« Represents a GUI element that the user
selects, clicks, checks, or clears.

« Specify the keyword exp-msg.

« Run the install.sh script.

« Use the pkgadd tool.

« To cancel the configuration, click Cancel.

Bold text like this

Represents text that the user must type.

user@host# set cache-entry-age
cache-entry-age

Fixed-width text like this

Represents information as displayed on your
terminal’s screen, such as CLI commands in
output displays.

nic-locators {
login {
resolution {
resolver-name /realms/
login/Al;

key-type LoginName;
value-type Saeld;

3

Regular sans serif typeface

« Represents configuration statements.

« Indicates SRC CLIcommandsand options
in text.

« Represents examples in procedures.
« Represents URLs.

« system ldap server{
stand-alone;

« Use the request sae modify device failover
command with the force option

e« user@host#...

« http://www.juniper.net/techpubs/software/
management/src/api-index.html
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Table 2: Text Conventions (continued)

Italic sans serif typeface

Represents variables in SRC CLI commands.

user@host# set local-address
local-address

Angle brackets In text descriptions, indicate optional Another runtime variable is <gfwif>.
keywords or variables.
Key name Indicates the name of a key on the keyboard.  Press Enter.

Key names linked with a plus sign

(+)

Indicates that you must press two or more
keys simultaneously.

Press Ctrl + b.

Italic typeface « Emphasizes words. « There are two levels of access: user and
« Identifies book names. privileged.
. ldentifies distinguished names. + SRC PE Getting Started Guide
. |dentifies files, directories, and paths in + 0=Users, 0=UMC
text but not in command examples. « The /etc/default.properties file.
Backslash At the end of a line, indicates that the text Plugin.radiusAcct-1.class=\

wraps to the next line.

net.juniper.smgt.sae.plugin\
RadiusTrackingPluginEvent

Words separated by the | symbol

Represent a choice to select one keyword or
variable to the left or right of this symbol.
(The keyword or variable may be either
optional or required.)

diagnostic | line

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can provide feedback by using either of the following
methods:

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or Partner Support Service
support contract, or are covered under warranty, and need post-sales technical support,
you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http:/www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

« Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
http://kb.juniper.net/InfoCenter/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.
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SRC CLI

This document summarizes the SRC command-line interface (SRC CLI).

Configuration statements and operational commands are listed in alphabetical order for the following
components in the SRC PE CLI Command Reference, Volume 1:

CLI and System

Juniper Networks Database

SAE

Network Information Collector (NIC)
Session State Registrar (SSR)
Subscriber Information Collector (SIC)
Volume Tracking Application (VTA)
SNMP Agent

SRC Admission Control Plug-In (SRC ACP)
SRC License Management

COS Naming Service

Configuration statements and operational commands are listed in alphabetical order for the following
components in the SRC PE CLI Command Reference, Volume 2:

Service CLI

Policy CLI

Subscriber CLI

Redirect Server

External Subscriber Monitor
Application Server

Dynamic Service Activator

IP Multimedia Subsystem (IMS)
Diameter Application

Juniper Policy Server (JPS)
Sessions Database
Third-Generation Partnership Project Gateway (3GPP)
3GPP Gy
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Service CLI

The following table summarizes the SRC command-line interface (SRC CLI) for configuring services.
Configuration statements are listed in alphabetical order.

ServiceCLI

Configuration Statements

services global mutex-group

services global schedule

services global schedule name event

services global schedule name event name action

services global schedule name event name action name attribute
services global schedule name event name except

services global schedule name event name except name from
services global schedule name event name except name to

services global schedule name event name from

services global schedule name event name to

services global service

services global service name admission-control

services global service name admission-control congestion-point-classification
services global service name aggregate fragment

services global service name attributes-3gpp

services global service name attributes-3gpp monitoring-info granted-service-units
services global service name parameter

services global service name script

services scope

Services scope hame mutex-group

services scope hame schedule

services scope name schedule name event

services scope hame schedule name event name action

services scope hame schedule name event name action name attribute
services scope hame schedule name event name except
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services scope name schedule name event name except name from

services scope hame schedule name event name except name to

services scope hame schedule name event name from

services scope name schedule name event name to

Services scope hame service

Services scope hame service name admission-control

services scope hame service hame admission-control congestion-point-classification

Services scope name service name aggregate fragment

Sservices scope hame service name attributes-3gpp

services scope hame service hame attributes-3gpp monitoring-info granted-service-units

Services scope hame Service hame parameter

Services scope name service name script




services global mutex-group

Syntax

services global mutex-group name {
auto-deactivate (yes | no);
description description;
services [services...];

}
Hierarchy Level
[edit services global mutex-group]
Release Information

Statement introduced in SRC Release 1.0.0

Description

Service CLI

Configure amutex group. A mutex group is a collection of servicesthat are mutually exclusive—

services that the SAE cannot simultaneous activate for a particular subscriber.

Options
name name— Name of the mutex group.

Value— Text

auto-deactivate (yes | no)— Specify whether to allow activation of aserviceif

another serviceis already active.

Value

» yes— For any one subscriber, the SAE deactivates a service in the group
before activating another service in the group.

e no— The SAE refuses access to arequested service if the subscriber is
already using another service in this group.

Default— Yes
Editing Level—Basic

description description—(Optional) Description of the mutex group.

Value— Text
Default— No value
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Editing Level—Basic

services [services...]—(Optional) List of servicesin the mutex group.

Value— List of services
Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic



services global schedule

Syntax

servi ces gl obal schedul e name {
) description description

Hierarchy Level
[edit services global schedul e]

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a service schedule.

Options

nane name— Name of service schedule.

Value—Text

description descripti on—(Optional) Description of the service schedule.

Value—Text
Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic

Service CLI
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services global schedule name event

Syntax

servi ces gl obal schedul e name event name ...
Hierarchy Level

[edit services global schedul e nane event]

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a scheduling event.

Options

name name— Name of the scheduling event.

Value—Text

Required Privilege Level
service
Required Editing L evel

Basic
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services global schedule name event name action

Syntax

services gl obal schedul e name event name action nane {
type (activate | deactivate | deny | deny-deactivate);
servi ce service;
substitution [substitution...];

}
Hierarchy Level
[edit services global schedul e nane event nane action]

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure actions to perform for the scheduled event.
Options

name name— Arbitrary identifier for action.

Value—Text

type (activate | deactivate | deny | deny-deactivate)— Typeof action.
Value

e activat e— Activate service at the time specified in the entry schedule.

e deacti vat e— Deactivate service at the time specified in the entry
schedule.

» deny— Deny new activation requests during the time specified in the
entry schedule; current sessions are not affected. This value applies only
to services that have an authorization plug-in configured.

e deny-deact i vat e— Deny new activation requests during the time
specified in the entry schedule; current sessions are deactivated at the
specified time. This value applies only to services that have an
authorization plug-in configured.

Default— No value
Editing Level—Basic



SRC PE 4.10.x CLI Command Reference, Volume 2

servi ce servi ce— Name of service affected by this action.

Value—Text
Default— No vaue
Editing Level—Basic

substitution [substitution...]—(Optional) Substitutionsto be used when activating
the service. Substitutions apply only to service activations.

Value— An entry in valid substitution format. See the SRC PE Services and
Policies Guide.

Default— No value

Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic

10
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services global schedule name event name action name attribute

Syntax

services global schedule nane event nane action name attribute (sessionName | sessionTag | sessionTi meout
| downS}rearTBandV\n dth | upStreanBandwi dth) {
val ue;

Hierarchy Leve
[edit services global schedul e name event nane action name attribute]

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure subscription attributes. Subscription attributes apply only to service activations.
Options

Subscription attributes.
Value

e sessi onNanme— Name of the service session.

e sessi onTag— Tag that can be used for accounting purposes.

e sessionTi meout — Session timeout to be used when the service is activated. The service
session is deactivated when this timeout expires.

e downSt r eanBandwi dt h— Attribute used by SRC Admission Control Plug-In (SRC ACP) to
specify the rate of traffic between the network and the subscriber.

e upSt reanBandwi dt h— Attribute used by SRC ACP to specify the rate of traffic between the
subscriber and the network.

val ue— Value of the specified subscription attribute.

Value— Depends on the specified subscription attribute
Default— No value
Editing L evel—Basic

Required Privilege L evel
service
Required Editing Level

Basic

11
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services global schedule name event name except

Syntax

services gl obal schedul e name event name except nane ...
Hierarchy Level

[edit services global schedul e nane event nane except]

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure an exclusion for the event.
Options

name name— Arbitrary identifier for exclusion rule.

Value—Text

Required Privilege Level
service
Required Editing L evel

Basic

12
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services global schedule name event name except name from

Syntax

services global schedul e name event nanme except nanme from{

}

hour hour;

m nute m nute;

day- of - nont h day- of - nont h;
day- of - week day- of - week;
mont h nont h;

year year;

time-zone tine-zone;

Hierarchy Level

[edit services global schedul e nane event nane except nane froni

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure the start time of the exclusion. For guidelines about entering time values, see the SRC PE Services and
Policies Guide.

hour hour—(Optional) Hour of the day in the indicated month in which to schedule the event or
exclusion.

Value— 0-23
Default— *
Editing Level—Basic

m nut e m nut e—(Optiona) Minutes past the indicated hour in which to schedule the event or exclusion.

Value— 0-59
Default— *
Editing Level—Basic

day- of - nont h day- of - mont h—(Optional) Day of the month in which to schedule the event or exclusion.
If you specify both day- of - nont h and day- of - week, day- of - mont h is used.

Value— 1-31
Default— *
Editing Level—Basic

day- of -week day- of - week—(Optional) Day of the week in which to schedule the event or exclusion. If
you specify both day- of - nont h and day- of - week, day- of - mont h is used.

Value— 0-6, with 0 representing Sunday and each subsequent number representing the next
day of the week
Default— *
Editing Level—Basic
13
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mont h mont h—(Optional) Month of the year in which to schedule the event or exclusion.

Value— 1-12
Default— *
Editing Level—Basic

year year—(Optional) Year in which to schedule the event or exclusion.
Value— Four integers that indicate the year

Default— *
Editing Level—Basic

ti me-zone ti me- zone—(Optional) Name of the time zone to use in the schedule.
Value— One of the following values:

o *—| ocal time zone of the SAE

o Anoffset to GMT intheformat: GMT (+]-) (hh:mm | hh mm | hh | :mm)
o hh—Hour of the day in the range of 0—23
o mm—Minutes past the hour in the range of 0-59

Default— *
Editing Level—Basic

Required Privilege L evel
service
Required Editing L evel

Basic

14
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services global schedule name event name except nameto

Syntax

servi ces gl obal schedul e name event nane except nane to {
hour hour;
m nute mnute;
day- of - nont h day- of - nont h;
day- of - week day- of - week;
nmont h nont h;
year year;
time-zone tine-zone

}
Hierarchy Level

[edit services global schedul e name event nane except nane to]
Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the end time of the exclusion. For guidelines about entering time values, see the SRC PE Services and
Policies Guide.

These values apply only to services that have an authorization plug-in configured. If an authorization plug-inis
not configured for the service associated with the schedule, these values are ignored.

hour hour —(Optional) Hour of the day in the indicated month in which to schedule the event or

exclusion.
Value— 0-23
Default— *

Editing Level—Basic

m nut e ni nut e—(Optional) Minutes past the indicated hour in which to schedule the event or

exclusion.
Value— 0-59
Default— *

Editing L evel—Basic

day- of - nont h day- of - nont h—(Optional) Day of the month in which to schedule the event or
exclusion. If you specify both day- of - mont h and day- of - week, day- of - nont h is used.

Value— 1-31
Default— *
Editing Level—Basic

15
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day- of - week day- of - week—(Optional) Day of the week in which to schedule the event or
exclusion. If you specify both day- of - nont h and day- of - week, day- of - mont h is used.

Value— 0-6, with O representing Sunday and each subsequent number representing the
next day of the week

Default— *
Editing L evel—Basic

nont h mont h—(Optional) Month of the year in which to schedule the event or exclusion.

Value— 1-12
Default— *
Editing Level—Basic

year year—(Optional) Year in which to schedule the event or exclusion.
Value— Four integers that indicate the year

Default— *
Editing Level—Basic

ti me-zone time- zone—(Optional) Name of the time zone to use in the schedule.
Value— One of the following values:

e *—| ocal time zone of the SAE

e Anoffsetto GMT intheformat: GMT (+]-) (hh:mm | hh mm | hh | :mm)
o hh—Hour of the day in the range of 0-23
o mm—Minutes past the hour in the range of 0-59

Default— *
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic

16
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services global schedule name event name from

Syntax

servi ces gl obal schedul e name event name from {
effective effective;
weekl % recur-freq weekly-recur-fregq;
hour hour;
m nute mnute;
day- of - nont h day- of - nont h;
day- of - week day- of - week;
nont h nont h;
year year;
ti me-zone tine-zone;

}
Hierarchy Level

[edit services global schedul e nane event nane fron
Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the start time for the event. For guidelines about entering time values, see the SRC PE
Services and Policies Guide.

effective effecti ve—(Optional) Interval after the associated f r omor t o time during
which the scheduled action can be initiated by a subscriber who islogging into a
subscriber session.

Value— Number of minutesin the range 0-153722867280912
Default— *
Editing Level—Basic

weekl y-recur-freq weekl y-recur-fregq—(Optional) weekly frequency at which a
particular event should be configured recursively. Example Activate a service every 2nd
Monday from 2:00pm to 4:00pm. In this schedular configuration, the weekly recurrence
frequency would be 2

Value— ANY integer
Default— *
Editing Level—Basic

hour hour —(Optional) Hour of the day in the indicated month in which to schedule the
event or exclusion.

Value— 0-23
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Default— *
Editing Level—Basic

m nut e m nut e—(Optional) Minutes past the indicated hour in which to schedule the event

or exclusion.
Value— 0-59
Default— *

Editing Level—Basic

day- of - mont h day- of - mont h—(Optional) Day of the month in which to schedule the

event or exclusion. If you specify both day- of - nont h and day- of - week, day- of - nont h iS
used.

Value— 1-31
Default— *
Editing Level—Basic

day- of - week day- of - week—(Optional) Day of the week in which to schedule the event or
exclusion. If you specify both day- of - mont h and day- of - week, day- of - nont h is used.

Value— 0-6, with O representing Sunday and each subsequent number
representing the next day of the week
Default— *

Editing Level—Basic

nmont h mont h—(Optional) Month of the year in which to schedule the event or exclusion.

Value— 1-12
Default— *
Editing Level—Basic

year year—(Optional) Y ear in which to schedule the event or exclusion.

Value— Four integers that indicate the year
Default— *

Editing Level—Basic

ti me-zone ti me- zone—(Optional) Name of the time zone to use in the schedule.

Value— One of the following values:

18
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e *—| ocal time zone of the SAE

e Anoffset to GMT in the format: GMT (+|-) (hh:mm | hh mm | hh | :mm)
o hh—Hour of the day in the range of 0-23
o mm—Minutes past the hour in the range of 0-59

Default— *
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic

19
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services global schedule name event nameto

Syntax

services gl obal schedul e name event nanme to {
effective effective;
weekl % recur-freq weekly-recur-fregq;
hour hour;
m nute mnute;
day- of - nont h day- of - nont h;
day- of - week day- of - week;
nont h nont h;
year year;
ti me-zone tine-zone;

}
Hierarchy Level

[edit services global schedul e nane event nane to]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the end time for the event. For guidelines about entering time values, see the SRC PE Services
and Policies Guide.

These values apply only to services that have an authorization plug-in configured. If an authorization
plug-in is not configured for the service associated with the schedule, these values are ignored.

effective effecti ve—(Optional) Interval after the associated f r omor t o time during
which the scheduled action can be initiated by a subscriber who islogging into a
subscriber session.

Value— Number of minutes in the range 0-153722867280912
Default— *
Editing Level—Basic

weekl y-recur-freq weekl y-recur-freg—(Optional) weekly frequency at which a
particular event should be configured recursively. Example Activate a service every 2nd
Monday from 2:00pm to 4:00pm. In this schedular configuration, the weekly recurrence
frequency would be 2

Value— ANY integer
Default— *
Editing Level—Basic

hour hour —(Optional) Hour of the day in the indicated month in which to schedule the
20
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event or exclusion.

Value— 0-23
Default— *
Editing Level—Basic

m nut e m nut e—(Optional) Minutes past the indicated hour in which to schedule the event

or exclusion.
Value— 0-59
Default— *

Editing Level—Basic

day- of - mont h day- of - mont h—(Optional) Day of the month in which to schedule the

event or exclusion. If you specify both day- of - nont h and day- of - week, day- of - nont h is
used.

Value— 1-31
Default— *
Editing Level—Basic

day- of - week day- of - week—(Optional) Day of the week in which to schedule the event or
exclusion. If you specify both day- of - nront h and day- of - week, day- of - nont h IS used.

Value— 0-6, with O representing Sunday and each subsequent number
representing the next day of the week
Default— *

Editing Level—Basic

mont h mont h—(Optional) Month of the year in which to schedule the event or exclusion.

Value— 1-12
Default— *
Editing Level—Basic

year year—(Optional) Year in which to schedule the event or exclusion.

Value— Four integers that indicate the year
Default— *

Editing Level—Basic

ti me-zone ti me-zone—(Optional) Name of the time zone to use in the schedule.

21
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Value— One of the following values:

e *—| ocal time zone of the SAE

e Anoffset to GMT intheformat: GMT (+|-) (hh:mm | hh mm | hh | :mm)
o hh—Hour of the day in the range of 0-23
o mm—Minutes past the hour in the range of 0-59

Default— *
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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services global service

Syntax

servi ces gl obal service nanme {

}

description description;

type (nornal | aggregate | script | infrastructure);
ca}eQO{y cat egory;
url url;

pol i cy-group policy-group;

aut henti cati on-required;

aut hori zation-plug-in [authorization-plug-in...];
tracki ng-plug-in ([;trac i ng-plug-in.. f

sessi on-tI meout session-ti nmeout;

idle-timeout idle-tinmeout,;

idl e-tinmeout-input idle-tineout-input;

i dl e-timeout -out put idle-tineout-output;

accounting-interiminterval accounting-interiminterval;

radi us-cl ass radi us-cl ass;

status (inactive | active);
activate-only;

per manent ;

avai |l abl e;

secret;

shar ed- servi ce- nane shared-servi ce- nane;

Hierarchy Level

[edit services gl obal service]

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure a service.

Options

name name— Name of the service.

Value— Text

description descripti on—(Optional) Description of the service.

Value— Text
Default— No vaue
Editing Level—Basic

type (normal | aggregate | script | infrastructure)— Typeof service.

Service CLI
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Value

 nor mal — Individual service that a subscriber activates and deactivates.
A normal service provisions a set of policies when activated.

e aggr egat e— Group of services that a subscriber activates and
deactivates as a unit. An aggregate service contains other services
(called fragments) that are managed by the aggregate service. The
aggregate service is responsible for activating, deactivating, and
monitoring the fragments.

e script— Serviceinto which you insert or reference a script. Y ou can
use the script to manage third-party devices, provision layer 2 devices,
such as DSLAMS, or set up network connections such as MPLS tunnels.

e infrastructure— Servicethat can be provisioned only once and then
activated a number of times across network devices.

Default— Normal
Editing Level—Basic

cat egory cat egor y—(Optional) The service category is not used by SRC directly. You
can useit, for example, to group related services in an SRC application such as a portal.
For example, in the residential portal, it isthe text that appears in the set of tabs that
categorize services.

Value— Text
Default— No value
Editing Level—Basic

url url —(Optional) The service URL isnot used by SRC directly. You can useitin
applications such as a portal to provide alink to a service provider or to the Web page that
a subscriber sees after activating a service.

Value— URL
Default— No value
Editing Level—Basic

pol i cy-group policy-group—(Optional) Policy group that is applied when the serviceis
activated. The policy engine does not allow the activation of a normal service without an
associated policy group.

Value— Policy group
Default— No value
Editing Level—Basic

aut hent i cati on-r equi r ed—(Optional) Determines whether activation of the service
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requires authentication with a username and password that are specific to this service. The
service authentication-required flag is not used by the SRC software directly. Y ou can use
it, for example, to request a name and password when the serviceis activated by an SRC
application such as a portal.

Default— Disabled
Editing Level—Basic

aut hori zati on-pl ug-in [authori zation-plug-in...]—(Optional) Name of the plug-
ins that authorize this service. The authorization plug-ins are called when the serviceis
activated.

Value— Single authorization plug-in or alist of authorization plug-ins.
Default— No value
Editing Level—Basic

t racki ng- pl ug-in [tracking-plug-in...]—(Optional) Name of the plug-ins that track
this service. The tracking plug-ins are called when a service is activated and deactivated, as
well as for interim updates.

Value— Singletracking plug-in or alist of tracking plug-ins.
Default— No value
Editing Level—Basic

sessi on-timeout session-ti meout —(Optional) Time after which the service session is
deactivated.

Changes to the session timeout take effect immediately if the new value is lower than the
remaining time for asession or if you specify that no session timeout applies. Other
changes apply only to services that are activated after you make the change.

The session timeout can also be controlled dynamically for each service session by a plug-
in.

Value— Number of secondsin the range 02147483647
Default— No value
Editing Level—Basic

i dl e-timeout idle-timeout—(Optional) Idletime after which the SAE deactivates
service. To decide whether a serviceisidle, the SAE collects accounting information for
the service, which means that the service activation policy must specify an accounting rule.
Theidle timeout is the minimum time the service must be idle before it is deactivated. A
serviceis considered idle if the volume accounting data does not change between interim
updates. The actual deactivation time depends on the length of the accounting interval.
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Theidle timeout can also be dynamically updated per service session by an authorization
plug-in.

Value— Number of secondsin the range 0-2147483647
Default— No value
Editing Level—Basic

i dl e-timeout-input idle-timeout-input—(Optional) Input idle time after which the
SAE deactivates service. To decide whether a serviceisidle, the SAE collects accounting
information for the service, which means that the service activation policy must specify an
accounting rule. The input idle timeout is the minimum time the service must be idle before
it is deactivated. A serviceisconsidered idleif the volume accounting data does not change
between interim updates. The actual deactivation time depends on the length of the
accounting interval.

The input idle timeout can also be dynamically updated per service session by an
authorization plug-in.

Value— Number of secondsin the range 0-2147483647
Default— No value
Editing Level—Basic

i dl e-timeout -out put idle-tinmeout-out put—(Optional) Output idle time after which
the SAE deactivates service. To decide whether a serviceisidle, the SAE collects
accounting information for the service, which means that the service activation policy must
specify an accounting rule. The input idle timeout is the minimum time the service must be
idle before it is deactivated. A serviceis considered idleif the volume accounting data does
not change between interim updates. The actual deactivation time depends on the length of
the accounting interval.

The output idle timeout can also be dynamically updated per service session by an
authorization plug-in.

Value— Number of secondsin the range 02147483647
Default— No value
Editing Level—Basic

accounting-interi minterval accounting-interiminterval —(Optional) Time
between interim accounting messages for this service. The accounting interim interval can
also be controlled dynamically for each service session by a plug-in.

Value— Number of secondsin the range 0-2147483647. Setting the valueto 0
turns off interim accounting.

Default— No value

Editing Level—Basic
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radi us- cl ass radi us-cl ass—(Optional) Default value used in the RADIUS class
attribute in RADIUS accounting messages. If RADIUS authenticates the service session,
the class attribute received in the RADIUS Access-Accept response from the server
overrides this value. Y ou can use this option to set the RADIUS attribute to 25.

The RADIUS class can also be dynamically for each service session by a plug-in.

Value— Text
Default— Name of the service
Editing Level—Basic

status (inactive | active)—(Optional) Status of the service.
Value

e inactive— Service does not accept new subscriptions.
e acti ve— Service accepts new subscriptions.

Default— active
Editing Level—Basic

act i vat e- onl y—(Optional) A service that is marked activate only cannot be directly
deactivated. It can be deactivated indirectly through a mutex group or a session timeout.

Default— Disabled
Editing Level—Basic

per manent —(Optional) Specifies whether the SAE maintains permanent activation of this
service for asubscriber. A service that is marked as permanent is automatically activated as
soon as a subscriber subscribesto it.

Default— Disabled
Editing Level—Basic

avai | abl e—(Optional) Specifies whether a subscriber can activate a service. To be
activated, the service must be available in the currently selected scope.

Default— Enabled
Editing Level—Basic

secr et —(Optional) Secret services are visible only to administrators who have permission
to see secret information. Y ou can use this flag to hide services from subscribers and

27



SRC PE 4.10.x CLI Command Reference, Volume 2

unprivileged administrators.

Editing Level—Basic

shar ed- servi ce- nane shar ed- ser vi ce- name—(Optional) For infrastructure services, the
name of the service to be shared.

Value— Text
Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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services global service name admission-contr ol

Syntax

services gl obal service nane adm ssion-control {
requi r ed- downst ream bandwi dt h requi r ed- downst r eam bandwi dt h;
requi r ed- upstr eam bandw dt h required- upstream bandw dt h;
congestion-poi nts [congestion-points...];

Hierarchy Level
[edit services global service nanme admi ssion-control]

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure upstream and downstream bandwidths for services that ACP manages.
Options

requi r ed- downst r eam bandwi dt h requi r ed- downst r eam bandwi dt h—(Optional)
Downstream bandwidth to the subscriber required for the service.

Value— Number of bps
Default— No value
Editing Level—Basic

requi red- upst r eam bandwi dt h requi r ed- upst r eam bandwi dt h—(Optional) Upstream
bandwidth from the subscriber required for the service.

Value— Number of bps
Default— No value
Editing Level—Basic

congest i on- poi nts [congesti on-points...]—(Optiona) Congestion points for this
service.

Value— List of expressions
Default— No vaue
Editing Level—Basic
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Required Privilege Level

service

Required Editing L evel

Basic

30



Service CLI

services global service name admission-
control congestion-point-classification

Syntax

services gl obal service name adni ssion-control congestion-point-classification {
script script; )
expression [expression...];

Hierarchy Level

[edit services global service name adni ssion-control congestion-point-classification]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Congestion point classification for this service. It overrides expressions defined with congestion-points
attribute.

Options

script scri pt—(Optional) Congestion point classification script in python. Functions or
variables defined in the script can be referred in congestion point classification expressions.

Value—Multi-line text
Editing Level—Basic

expressi on [expression...]— Congestion point classification expressions for this
service.

Value— List of expressions
Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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services global service name aggr egate fragment

Syntax

services gl obal service nane aggregate fragnent nanme {
expressi on expression,;
servi ce service;
mandat or y;
redundancy- gr oup redundancy- group;
subscription-required,
substitution [substitution...];

}
Hierarchy Level

[edit services gl obal service name aggregate fragnment]

Release I nformation

Statement introduced in SRC Release 1.0.0
Description

Configure service fragments for an aggregate service.
Options

name name— Name for service fragment. The fragment name is not stored and is re-created
every time the object is read.

Value— Text

expressi on expressi on— Subscriber reference expression that identifies the remote
subscriber session that will host the fragment. The remote subscriber session is an assigned
I P subscriber. If the remote SAE manages the specified interface, the SAE creates an
assigned | P subscriber session if necessary.

Value— Valid expressions are:

current

address="A.B.C.D"

vr="vrName" interfaceName="ifName"
vr="vrName" interfaceName="ifName", address="A.B.C.D"
vr="vrName",ifIndex="1234"
vr="vrName",login_name="user@domain"
vr="vrName",primary_user _name="user@domain"
dn="uniqueld=..."

login_name="user@domain"

primary_user _name="user@domain"

ref="rdn/rdn"
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The rdn/rdn identifies the hierarchy of directory objects below the LDAP object
o=aggregateService. The final object contains the attribute subscriberRef Expr
to identify the subscriber session. A forward slash (/) separates the objectsin
the path.

Y ou can also use a substitution or a Python expression that represents any of
the literal values listed above. For a substitution or Python expression, type <-
before the expression and type -> after it; for example, <-ifAlias->. For alist
and description of the fields that you can use to compose Python expressions,
see Managing Services for the SRC CLI in the SRC PE Services and Policies
Guide.

Examples of valid expressions are:

e current

e address="10.10.10.1"

e vr="<-substitution.serviceVr->" interfaceName="<-
substitution.servicel nterface->"

e dn ="uniqueld=<-ifAlias-><-userDn->"

e vr=<-["vrl","vr2"]->loginName=<-["joe@abc","jane@abc"]->.

When you include lists, fragment services are created for all combinations of
valuesin the list. For example, vr=<-["vrl","vr2"]->loginName=<-
["joe@abc","jane@abc"]-> would cause four fragments to be created with the
following expressions:

e vr="vrl" loginName="joe@abc"
e vr="vrl" loginName="jane@abc"
e vr="vr2",loginName="joe@abc"
e vr="vr2" loginName="jane@abc"

Default— No value
Editing Level—Basic

servi ce servi ce— Name of the service to be included in the aggregate service as a
fragment service.

Value— Name of aservice
Default— No value
Editing Level—Basic

mandat or y—(Optional) Specifies whether the fragment service must be active for the
aggregate service to become active.

Default— Mandatory
Editing Level—Basic
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r edundancy- group redundancy- gr oup—(Optional) Group name to be applied to each
fragment service that isto be part of aredundancy group. The fragment services that have
the same group name provide redundancy for each other.

Value— Text
Default— No value
Editing Level—Basic

subscri pti on-requi r ed—(Optional) Specifies whether a remote subscriber session must
be subscribed to the fragment service for it to become active.

Enabling subscription-required can be used to limit the services that can be activated as
fragments. Enabling this option lets you control which services can be used as fragments.
For example, for an aggregate service that supports Vol P to push a policy to the caller and
the callee, you can require that both subscribers sign up for Vol P services. If you disable
the option, only one party needs to subscribe to the aggregate service; the policy service
sessions are created automatically.

Default— Disabled
Editing Level—Basic

substitution [substitution...]—(Optiona) List of substitutions that are used as
arguments for the fragment to become active. If a parameter does not acquire a value, the
associated fragment service does not become active.

Value— One or more of the following:

e <parameter-name>—The parameter name is defined to have the same
value in the fragment service session as in the aggregate service session.

e <parameter-name>=<substitution-expression>—T he parameter name on
the left side of the equals sign is defined for the fragment service
session. This parameter name is the result of the evaluation of the
expression (in the aggregate service session) on the right side of the
equals sign.

Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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services global service name attributes-3gpp

Syntax

services gl obal service nane attributes-3gpp {
service-identifier service-identifier;
rating-group rati ng-ﬁrouE;
aut o- deact i vat e-on-t hreshol d;

}
Hierarchy Level
[edit services global service name attributes-3gpp]

Release Information
Statement introduced in SRC Release 1.0.0
Options

service-identifier service-identifier—(Optional) Service Identifier associated with
the Gx service

Value—Integer in the range 0-9223372036854 775807
Default— No Value
Editing Level—Basic

rating-group rating-group—(Optional) Rating Group associated with the service

Value—Integer in the range 0-9223372036854 775807
Default— No Value
Editing Level—Basic

aut o- deact i vat e- on-t hr eshol d—(Optional) Auto de-activate flag to de-activate the
service, when set upon reaching the usage threshold the service will get de-activated. All
the rules associated with the service will be removed

Default— No Value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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services global service name attributes-
3gpp monitoring-info granted-service-units

Syntax

services gl obal service name attributes-3gpp nonitoring-info granted-service-units {
in-octets in-octets;
out-octets out-octets;
total -octets total -octets;

Hierarchy Level

[ edi t] services global service nane attributes-3gpp nonitoring-info granted-service-
units

Release Information

Statement introduced in SRC Release 4.9.0
Description

Granted Service Units.

Options

in-octets in-octets—(Optional) Input Octets for Granted Service Units.

Value—Integer in the range 0-9223372036854 775807
Default— No value
Editing Level—Basic

out-octets out-oct et s—(Optiona) Output Octets for Granted Service Units.

Value—Integer in the range 0-9223372036854 775807
Default— No value
Editing Level—Basic

total -octets total-octets—(Optional) Output Octets for Granted Service Units.

Value—Integer in the range 0-9223372036854 775807
Default— No value
Editing Level—Basic
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Required Privilege Level
service
Required Editing L evel

Basic
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services global service name parameter

Syntax

services gl obal service nane paraneter {

}

gat eway- i p- addr ess gat eway-i p- addr ess;
servi ce-i p-address service-ip-address;
service-i p-mask service-i p-mask;
service-port service-port;

substitution [substitution...];

sessi on-vol une- quot a sessi on-vol une- quot a;

Hierarchy Level

[edit services gl obal service name paraneter]

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure parameter values for services. The policy engine substitutes parametersin policies associated
with this service with the values that you specify in this parameter configuration.

Options

38

gat eway- i p- addr ess gat eway-i p- addr ess—(Optional) Actual IP address of the gateway
router. Thisvalue is substituted for the policy global parameter called gateway _ipAddress.

Value— IP address
Default— No value
Editing Level—Basic

servi ce-i p-address service-ip-address—(Optional) Actual 1P address of the host(s)
that provides the service. This value is substituted for the policy global parameter called
service_ipAddress.

Value— IP address
Default— No value
Editing Level—Basic

servi ce-i p-mask service-i p- mask—(Optional) Actual IP mask for the service. This
value is substituted for the policy global parameter called service ipMask.

Value— IP address
Default— No vaue
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Editing Level—Basic

servi ce-port service-port—(Optional) Actual port for the service. Thisvalueis
substituted for the policy global parameter called service port.

Value— TCP or UDP port number in the range 0-65535
Default— No value
Editing Level—Basic

substitution [substitution...]—(Optional) Actual valuesfor other parameters. These
values are substituted for the parameters that you specify.

Value— Substitution in the form <parameter name>=<value>. For example,
bandwidth=1000000.

Default— No value

Editing Level—Basic

sessi on-vol ume- quot a sessi on-vol une- quot a—(Optional) Upstream and downstream
volume quota for the service session.

The SAE does not directly use this value. It is used by applications that implement tracking
plug-ins. The value of a service session can be defined at runtime either through an
authorization plug-in or acall to the SAE API. If the Session Volume Quota attribute is
defined in more than one place, which value is used depends on where the value is defined.
The SRC software searches for the value in the following order:

1. Valueseatinacal tothe SAE
2. Value set in an authorization plug-in
3. Vaueset in aservice definition

Value— Volume quotain the format "downstream-quota: upstream-quota’

where
« Downstream quotais the number of bytes available for transmitting data

from the network to the subscriber.

e Upstream quotais the number of bytes available for transmitting data
from the subscriber to the network.

Default— No value
Editing Level—Basic

Required Privilege Level
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service
Required Editing L evel

Basic

40



Service CLI

services global service name script

Syntax

servi ces gl obal service name script { ) .
script-type (url | python | java-class | java-archive);
cl ass- nane cl ass- nane;
file file;
filenane fil enane;

Hierarchy Level

[edit services gl obal service nane script]

Release I nformation

Statement introduced in SRC Release 1.0.0
Description

Configure the script service.

Options

script-type (url | python | java-class | java-archive)— Type of script service.
Determines how the contents of the "file" attribute will be interpreted.

Value

e url— Thevalue of attribute "file" isa URL that specifieswhere to find a
Java archive (jar file) containing the script service implementation.

e pyt hon— The value of attribute "file" is Python code.

e java-cl ass— Thevalue of attribute "file" isthe binary contents of a
compiled Java classfile (.classfile).

e java- archi ve— Thevaue of attribute "file" isthe binary contents of a
Javaarchivefile (jar file).

Default— No value
Editing Level—Basic

cl ass-nane cl ass- name— Name of the Java or Python class that implements the script
service. The SAE instantiates the named class when it starts the script service.

Value— Name of the class
Default— No vaue
Editing Level—Basic
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file file—If thescript typeis"URL", thisattribute contains the URL of aJavaarchive
(.jar) file containing the script service implementation. Otherwise, this attribute contains
the script service implementation itself (i.e. python code, the binary contents of a compiled
.classfile, or the binary contents of a .jar file).
Value— The script itself, or aURL pointing to a .jar file containing the script

Default— No value
Editing Level—Basic

filename fil ename—(Optional) The file needs to exist locally. Its content will be read and
loaded into the "file" attribute.

Value—Text
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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Ser ViCces scope

Syntax

servi ces scope nane {
precedence precedence;
substitution [substitution...];

Hierarchy Level

[edit services scope]

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a service scope. Service scopes let you customize which services are delivered to specific
organizations or locales.

Options

name name— Name of a service scope.

Value— Text

precedence precedence—(Optional) If multiple scopes are selected for the same
subscriber session, they are sorted by their precedence level.

Value— Positive integer; the lower the precedence value, the higher the
ranking of the service scope.

Default— No value

Editing Level—Basic

substitution [substitution...]—(Optiona) Actual valuesfor parameters associated
with this object. The policy engine substitutes parameters in policies associated with this
object with the values that you specify in the substitution configuration.

Value— Substitution in the form <parameter name>=<value>. For example,
bandwidth=1000000.

Default— No value

Editing Level—Basic
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Required Privilege Level

service

Required Editing L evel

Basic
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Ser vices scope name mutex-group

Syntax

services scope nane mutex-group nane {
aut o- deactivate (yes | no);
description description;
services [services...];

}
Hierarchy Level
[edit services scope nanme mutex- group]
Release Information

Statement introduced in SRC Release 1.0.0

Description

Service CLI

Configure amutex group. A mutex group is a collection of servicesthat are mutually exclusive—

services that the SAE cannot simultaneous activate for a particular subscriber.

Options
name name— Name of the mutex group.

Value— Text

aut o-deactivate (yes | no)— Specify whether to allow activation of aserviceif

another serviceis already active.

Value

» yes— For any one subscriber, the SAE deactivates a service in the group

before activating another service in the group.

e no— The SAE refuses access to arequested service if the subscriber is

already using another service in this group.

Default— Yes
Editing Level—Basic

description descripti on—(Optional) Description of the mutex group.

Value— Text
Default— No value

45



SRC PE 4.10.x CLI Command Reference, Volume 2

Editing Level—Basic

services [services...]—(Optional) List of servicesin the mutex group.

Value— List of services
Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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ser vices scope name schedule

Syntax

servi ces scope nane schedul e nanme {
description description;

Hierarchy Level
[edit services scope nanme schedul e]

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a service schedule.

Options

nane name— Name of service schedule.

Value—Text

description descripti on—(Optional) Description of the service schedule.

Value—Text
Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic

Service CLI
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Ser vices scope name schedule name event

Syntax

servi ces scope nane schedul e nane event nane ...
Hierarchy Level

[edit services scope nane schedul e nanme event]

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a scheduling event.

Options

name name— Name of the scheduling event.

Value—Text

Required Privilege Level
service
Required Editing L evel

Basic
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ser vices scope hame schedule name event name action

Syntax

servi ces scope nane schedul e nane event nane action nanme {
type (activate | deactivate | deny | deny-deactivate);
servi ce service;
substitution [substitution...];

}
Hierarchy Level
[edit services scope nane schedul e nanme event nane action]

Release | nformation

Statement introduced in SRC Release 1.0.0
Description

Configure actions to perform for the scheduled event.
Options

name name— Arbitrary identifier for action.

Value—Text

type (activate | deactivate | deny | deny-deactivate)— Typeof action.

Value

act i vat e— Activate service at the time specified in the entry schedule.

deact i vat e— Deactivate service at the time specified in the entry
schedule.

deny— Deny new activation requests during the time specified in the entry
schedule; current sessions are not affected. This value applies only to
services that have an authorization plug-in configured.

deny- deact i vat e— Deny new activation requests during the time
specified in the entry schedule; current sessions are deactivated at the
specified time. This value applies only to services that have an
authorization plug-in configured.

Default— No value
Editing Level—Basic

servi ce servi ce— Name of service affected by this action.
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Value—Text
Default— No value
Editing L evel—Basic

substitution [substitution...]—(Optional) Substitutions to be used when activating
the service. Substitutions apply only to service activations.

Value— An entry in valid substitution format. See the SRC PE Services and
Policies Guide.

Default— No value

Editing Level—Basic

Required Privilege L evel
service
Required Editing Level

Basic
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ser vices scope hame schedule name event name action name attribute

Syntax

services scope name schedul e name event nane action nane attribute (sessionName | sessionTag | sessionTineout |
downStrIeanBand\M dth | upStreanBandwi dth) {
val ue;

Hierarchy Level
[edit services scope nanme schedul e name event nane action name attribute]
Release Information
Statement introduced in SRC Release 1.0.0
Description
Configure subscription attributes. Subscription attributes apply only to service activations.
Options
Subscription attributes.
Value
¢ sessi onName— Name of the service session.
e sessi onTag— Tag that can be used for accounting purposes.
e sessi onTi meout — Session timeout to be used when the service is activated. The service sessionis
deactivated when this timeout expires.
o downSt r eamBandwi dt h— Attribute used by SRC Admission Control Plug-In (SRC ACP) to specify the rate
of traffic between the network and the subscriber.

e upStreamBandw dt h— Attribute used by SRC ACP to specify the rate of traffic between the subscriber and
the network.

val ue— Vaue of the specified subscription attribute.

Value— Depends on the specified subscription attribute
Default— No value
Editing L evel—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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ser vices scope name schedule name event name except

Syntax

servi ces scope name schedul e name event nane except name ...
Hierarchy Leve

[edit services scope nanme schedul e nane event name except]

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure an exclusion for the event.
Options

name name— Arbitrary identifier for exclusion rule.

Value—Text

Required Privilege Level
service
Required Editing L evel

Basic
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ser vices scope name schedule name event name except name from

Syntax

servi ces scope nanme schedul e nane event nane except nane from {
hour hour;
m nute m nute;
day- of - nont h day- of - nont h;
day- of - week day- of - week;
nmont h nont h;
year year;
time-zone time-zone;

}
Hierarchy Level
[edit services scope nane schedul e name event name except name froni

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the start time of the exclusion. For guidelines about entering time values, see the SRC PE Services and Policies Guide.
hour hour —(Optional) Hour of the day in the indicated month in which to schedule the event or exclusion.

Value— 0-23
Default— *
Editing Level—Basic

m nute mi nut e—(Optional) Minutes past the indicated hour in which to schedule the event or exclusion.

Value— 0-59
Default— *
Editing Level—Basic

day- of - nont h day- of - mont h—(Optional) Day of the month in which to schedule the event or exclusion. If you
specify both day- of - nont h and day- of - week, day- of - nont h is used.

Value— 1-31
Default— *
Editing Level—Basic

day- of -week day- of - week—(Optional) Day of the week in which to schedule the event or exclusion. If you specify
both day- of - nont h and day- of - week, day- of - nont h is used.

Value— 0-6, with O representing Sunday and each subsequent number representing the next day of the
week

Default— *

Editing Level—Basic

mont h mont h—(Optional) Month of the year in which to schedule the event or exclusion.

Value— 1-12
Default— *
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Editing Level—Basic

year year—(Optional) Year in which to schedule the event or exclusion.
Value— Four integers that indicate the year

Default— *
Editing Level—Basic

ti me-zone ti me- zone—(Optional) Name of the time zone to use in the schedule.
Value— One of the following values:

o *— ocal time zone of the SAE

e Anoffsetto GMT intheformat: GMT (+]-) (hh:mm | hh mm | hh | :mm)
o hh—Hour of the day in the range of 0-23
o mm—Minutes past the hour in the range of 0-59

Default— *
Editing Level—Basic

Required Privilege L evel
service
Required Editing L evel

Basic
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ser vices scope hame schedule name event name except nameto

Syntax

servi ces scope nane schedul e name event nanme except name to {
hour hour;
m nute mnute;
day- of - nont h day- of - mont h;
day- of - week day- of - week;
nont h nont h;
year year;
time-zone tine-zone;

}
Hierarchy Level

[edit services scope name schedul e nane event nanme except nane to]
Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the end time of the exclusion. For guidelines about entering time values, see the SRC PE Services and Policies
Guide.

These values apply only to services that have an authorization plug-in configured. If an authorization plug-in is not
configured for the service associated with the schedule, these values are ignored.

hour hour —(Optional) Hour of the day in the indicated month in which to schedule the event or exclusion.

Value— 0-23
Default— *
Editing Level—Basic

m nut e ni nut e—(Optional) Minutes past the indicated hour in which to schedule the event or exclusion.

Value— 0-59
Default— *
Editing Level—Basic

day- of - nont h day- of - nont h—(Optional) Day of the month in which to schedule the event or exclusion. If
you specify both day- of - nont h and day- of - week, day- of - nont h is used.

Value— 1-31
Default— *
Editing L evel—Basic

day- of - week day- of - week—(Optional) Day of the week in which to schedule the event or exclusion. If you
specify both day- of - nont h and day- of - week, day- of - mont h is used.

Value— 0-6, with O representing Sunday and each subsequent number representing the next day of
the week
Default— *
Editing Level—Basic
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nmont h mont h—(Optional) Month of the year in which to schedule the event or exclusion.

Value— 1-12
Default— *
Editing L evel—Basic

year year—(Optional) Y ear in which to schedule the event or exclusion.
Value— Four integers that indicate the year

Default— *
Editing Level—Basic

ti me-zone time-zone—(Optional) Name of the time zone to use in the schedule.
Value— One of the following values:

e *—| ocal time zone of the SAE

e Anoffsetto GMT intheformat: GMT (+|-) (hh:mm | hh mm| hh | :mm)
o hh—Hour of the day in the range of 0-23
o mm—Minutes past the hour in the range of 0-59

Default— *
Editing L evel—Basic

Required Privilege L evel
service
Required Editing L evel

Basic

56



Service CLI

Ser vices scope name schedule name event name from

Syntax

servi ces scope name schedul e name event nane from {
effective effective;
weekl % recur-freq weekly-recur-fregq;
hour hour;
m nute mnute;
day- of - nont h day- of - nont h;
day- of - week day- of - week;
nont h nont h;
year year;
ti me-zone time-zone;

}
Hierarchy Level

[edit services scope nane schedul e name event nane from
Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the start time for the event. For guidelines about entering time values, see the SRC PE
Services and Policies Guide.

effective effecti ve—(Optional) Interval after the associated f r omor t o time during
which the scheduled action can be initiated by a subscriber who islogging into a
subscriber session.

Value— Number of minutesin the range 0-153722867280912
Default— *
Editing Level—Basic

weekl y-recur-freq weekl y-recur-fregq—(Optional) weekly frequency at which a
particular event should be configured recursively. Example Activate a service every 2nd
Monday from 2:00pm to 4:00pm. In this schedular configuration, the weekly recurrence
frequency would be 2

Value— ANY integer
Default— *
Editing Level—Basic

hour hour —(Optional) Hour of the day in the indicated month in which to schedule the
event or exclusion.

Value— 0-23
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Default— *
Editing Level—Basic

m nut e m nut e—(Optional) Minutes past the indicated hour in which to schedule the event

or exclusion.
Value— 0-59
Default— *

Editing Level—Basic

day- of - mont h day- of - mont h—(Optional) Day of the month in which to schedule the

event or exclusion. If you specify both day- of - nont h and day- of - week, day- of - nont h iS
used.

Value— 1-31
Default— *
Editing Level—Basic

day- of - week day- of - week—(Optional) Day of the week in which to schedule the event or
exclusion. If you specify both day- of - mont h and day- of - week, day- of - nont h is used.

Value— 0-6, with O representing Sunday and each subsequent number
representing the next day of the week
Default— *

Editing Level—Basic

nmont h mont h—(Optional) Month of the year in which to schedule the event or exclusion.

Value— 1-12
Default— *
Editing Level—Basic

year year—(Optional) Y ear in which to schedule the event or exclusion.

Value— Four integers that indicate the year
Default— *

Editing Level—Basic

ti me-zone ti me- zone—(Optional) Name of the time zone to use in the schedule.

Value— One of the following values:
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e *—| ocal time zone of the SAE

e Anoffset to GMT in the format: GMT (+|-) (hh:mm | hh mm | hh | :mm)
o hh—Hour of the day in the range of 0-23
o mm—Minutes past the hour in the range of 0-59

Default— *
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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Ser vices scope name schedule name event nameto

Syntax

servi ces scope name schedul e name event nane to {
effective effective;
weekl % recur-freq weekly-recur-fregq;
hour hour;
m nute mnute;
day- of - nont h day- of - nont h;
day- of - week day- of - week;
nont h nont h;
year year;
ti me-zone time-zone;

}
Hierarchy Level

[edit services scope nanme schedul e nane event name to]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the end time for the event. For guidelines about entering time values, see the SRC PE Services
and Policies Guide.

These values apply only to services that have an authorization plug-in configured. If an authorization
plug-in is not configured for the service associated with the schedule, these values are ignored.

effective effecti ve—(Optional) Interval after the associated f r omor t o time during
which the scheduled action can be initiated by a subscriber who islogging into a
subscriber session.

Value— Number of minutes in the range 0-153722867280912
Default— *
Editing Level—Basic

weekl y-recur-freq weekl y-recur-freg—(Optional) weekly frequency at which a
particular event should be configured recursively. Example Activate a service every 2nd
Monday from 2:00pm to 4:00pm. In this schedular configuration, the weekly recurrence
frequency would be 2

Value— ANY integer
Default— *
Editing Level—Basic

hour hour —(Optional) Hour of the day in the indicated month in which to schedule the
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event or exclusion.

Value— 0-23
Default— *
Editing Level—Basic

m nut e m nut e—(Optional) Minutes past the indicated hour in which to schedule the event

or exclusion.
Value— 0-59
Default— *

Editing Level—Basic

day- of - mont h day- of - mont h—(Optional) Day of the month in which to schedule the

event or exclusion. If you specify both day- of - nont h and day- of - week, day- of - nont h is
used.

Value— 1-31
Default— *
Editing Level—Basic

day- of - week day- of - week—(Optional) Day of the week in which to schedule the event or
exclusion. If you specify both day- of - nront h and day- of - week, day- of - nont h IS used.

Value— 0-6, with O representing Sunday and each subsequent number
representing the next day of the week
Default— *

Editing Level—Basic

mont h mont h—(Optional) Month of the year in which to schedule the event or exclusion.

Value— 1-12
Default— *
Editing Level—Basic

year year—(Optional) Year in which to schedule the event or exclusion.

Value— Four integers that indicate the year
Default— *

Editing Level—Basic

ti me-zone ti me-zone—(Optional) Name of the time zone to use in the schedule.
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Value— One of the following values:

e *—| ocal time zone of the SAE

e Anoffset to GMT intheformat: GMT (+|-) (hh:mm | hh mm | hh | :mm)
o hh—Hour of the day in the range of 0-23
o mm—Minutes past the hour in the range of 0-59

Default— *
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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Syntax

servi ces scope name service name {

}

descri ption description;

type (nornal | aggregate | script | infrastructure);
ca}eQO{y cat egory;
url url;

pol i cy-group policy-group;

aut henti cati on-required;

aut hori zation-plug-in [authorization-plug-in...];
tracki ng-plug-in ?trac ing-plug-in...f;
session-ti meout session-ti meout;

idle-timeout idle-tinmeout,;

i dl e-tinmeout-input idle-tineout-input;

i dl e-timeout-output idle-tineout-output;

accounting-interiminterval accounting-interiminterval;

radi us-cl ass radi us-cl ass;

status (inactive | active);
activate-only;

per manent ;

avai |l abl e;

secret:

shar ed- servi ce- nane shar ed-servi ce- naneg;

Hierarchy Level

[edit services scope nanme service]

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure a service.

Options

name name— Name of the service.

Value— Text

description descripti on—(Optional) Description of the service.

Value— Text
Default— No vaue
Editing Level—Basic

type (normal | aggregate | script | infrastructure)— Typeof service.

Service CLI
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Value

 nor mal — Individual service that a subscriber activates and deactivates.
A normal service provisions a set of policies when activated.

e aggr egat e— Group of services that a subscriber activates and
deactivates as a unit. An aggregate service contains other services
(called fragments) that are managed by the aggregate service. The
aggregate service is responsible for activating, deactivating, and
monitoring the fragments.

e script— Serviceinto which you insert or reference a script. Y ou can
use the script to manage third-party devices, provision layer 2 devices,
such as DSLAMS, or set up network connections such as MPLS tunnels.

e infrastructure— Servicethat can be provisioned only once and then
activated a number of times across network devices.

Default— Normal
Editing Level—Basic

cat egory cat egor y—(Optional) The service category is not used by SRC directly. You
can useit, for example, to group related services in an SRC application such as a portal.
For example, in the residential portal, it isthe text that appears in the set of tabs that
categorize services.

Value— Text
Default— No value
Editing Level—Basic

url url —(Optional) The service URL isnot used by SRC directly. You can useitin
applications such as a portal to provide alink to a service provider or to the Web page that
a subscriber sees after activating a service.

Value— URL
Default— No value
Editing Level—Basic

pol i cy-group policy-group—(Optional) Policy group that is applied when the serviceis
activated. The policy engine does not allow the activation of a normal service without an
associated policy group.

Value— Policy group
Default— No value
Editing Level—Basic

aut hent i cati on-r equi r ed—(Optional) Determines whether activation of the service
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requires authentication with a username and password that are specific to this service. The
service authentication-required flag is not used by the SRC software directly. Y ou can use
it, for example, to request a name and password when the serviceis activated by an SRC
application such as a portal.

Default— Disabled
Editing Level—Basic

aut hori zati on-pl ug-in [authori zation-plug-in...]—(Optional) Name of the plug-
ins that authorize this service. The authorization plug-ins are called when the serviceis
activated.

Value— Single authorization plug-in or alist of authorization plug-ins.
Default— No value
Editing Level—Basic

t racki ng- pl ug-in [tracking-plug-in...]—(Optional) Name of the plug-ins that track
this service. The tracking plug-ins are called when a service is activated and deactivated, as
well as for interim updates.

Value— Singletracking plug-in or alist of tracking plug-ins.
Default— No value
Editing Level—Basic

sessi on-timeout session-ti meout —(Optional) Time after which the service session is
deactivated.

Changes to the session timeout take effect immediately if the new value is lower than the
remaining time for asession or if you specify that no session timeout applies. Other
changes apply only to services that are activated after you make the change.

The session timeout can also be controlled dynamically for each service session by a plug-
in.

Value— Number of secondsin the range 02147483647
Default— No value
Editing Level—Basic

i dl e-timeout idle-timeout—(Optional) Idletime after which the SAE deactivates
service. To decide whether a serviceisidle, the SAE collects accounting information for
the service, which means that the service activation policy must specify an accounting rule.
Theidle timeout is the minimum time the service must be idle before it is deactivated. A
serviceis considered idle if the volume accounting data does not change between interim
updates. The actual deactivation time depends on the length of the accounting interval.
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Theidle timeout can also be dynamically updated per service session by an authorization
plug-in.

Value— Number of secondsin the range 0-2147483647
Default— No value
Editing Level—Basic

i dl e-timeout-input idle-timeout-input—(Optional) Input idle time after which the
SAE deactivates service. To decide whether a serviceisidle, the SAE collects accounting
information for the service, which means that the service activation policy must specify an
accounting rule. The input idle timeout is the minimum time the service must be idle before
it is deactivated. A serviceisconsidered idleif the volume accounting data does not change
between interim updates. The actual deactivation time depends on the length of the
accounting interval.

The input idle timeout can also be dynamically updated per service session by an
authorization plug-in.

Value— Number of secondsin the range 0-2147483647
Default— No value
Editing Level—Basic

i dl e-timeout -out put idle-tinmeout-out put—(Optional) Output idle time after which
the SAE deactivates service. To decide whether a serviceisidle, the SAE collects
accounting information for the service, which means that the service activation policy must
specify an accounting rule. The input idle timeout is the minimum time the service must be
idle before it is deactivated. A serviceis considered idleif the volume accounting data does
not change between interim updates. The actual deactivation time depends on the length of
the accounting interval.

The output idle timeout can also be dynamically updated per service session by an
authorization plug-in.

Value— Number of secondsin the range 02147483647
Default— No value
Editing Level—Basic

accounting-interi minterval accounting-interiminterval —(Optional) Time
between interim accounting messages for this service. The accounting interim interval can
also be controlled dynamically for each service session by a plug-in.

Value— Number of secondsin the range 0-2147483647. Setting the valueto 0
turns off interim accounting.

Default— No value

Editing Level—Basic
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radi us- cl ass radi us-cl ass—(Optional) Default value used in the RADIUS class
attribute in RADIUS accounting messages. If RADIUS authenticates the service session,
the class attribute received in the RADIUS Access-Accept response from the server
overrides this value. Y ou can use this option to set the RADIUS attribute to 25.

The RADIUS class can also be dynamically for each service session by a plug-in.

Value— Text
Default— Name of the service
Editing Level—Basic

status (inactive | active)—(Optional) Status of the service.
Value

e inactive— Service does not accept new subscriptions.
e acti ve— Service accepts new subscriptions.

Default— active
Editing Level—Basic

act i vat e- onl y—(Optional) A service that is marked activate only cannot be directly
deactivated. It can be deactivated indirectly through a mutex group or a session timeout.

Default— Disabled
Editing Level—Basic

per manent —(Optional) Specifies whether the SAE maintains permanent activation of this
service for asubscriber. A service that is marked as permanent is automatically activated as
soon as a subscriber subscribesto it.

Default— Disabled
Editing Level—Basic

avai | abl e—(Optional) Specifies whether a subscriber can activate a service. To be
activated, the service must be available in the currently selected scope.

Default— Enabled
Editing Level—Basic

secr et —(Optional) Secret services are visible only to administrators who have permission
to see secret information. Y ou can use this flag to hide services from subscribers and
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unprivileged administrators.

Editing Level—Basic

shar ed- servi ce- nane shar ed- ser vi ce- name—(Optional) For infrastructure services, the
name of the service to be shared.

Value— Text
Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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Ser ViCes scope name service name admission-
control

Syntax

services scope name service name adni ssion-control
requi r ed- downst ream bandwi dt h requi r ed- downst r eam bandwi dt h;
requi red- upstream bandwi dt h required-upstream bandw dt h;
congestion-points [congestion-points...];

Hierarchy Level

[edit services scope name service nane adm ssion-control]

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure upstream and downstream bandwidths for services that ACP manages.
Options

requi r ed- downst r eam bandwi dt h requi r ed- downst r eam bandwi dt h—(Optional)
Downstream bandwidth to the subscriber required for the service.

Value— Number of bps
Default— No value
Editing Level—Basic

requi r ed- upst r eam bandwi dt h requi r ed- upst r eam bandwi dt h—(Optional) Upstream
bandwidth from the subscriber required for the service.

Value— Number of bps
Default— No value
Editing Level—Basic

congest i on- poi nts [congestion-points...]—(Optiona) Congestion points for this
service.

Value— List of expressions
Default— No value
Editing Level—Basic
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Required Privilege L evel
service
Required Editing L evel

Basic
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Ser ViCes scope name service name admission-
control congestion-point-classification

Syntax

servi ces scope name service nanme adni ssion-control congestion-point-classification {
script script; )
expression [ expression...];

Hierarchy Level

[edit services scope nanme service name admi ssion-control congestion-point-
cl assification]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Congestion point classification for this service. It overrides expressions defined with congestion-points
attribute.

Options

script scri pt —(Optional) Congestion point classification script in python. Functions or
variables defined in the script can be referred in congestion point classification expressions.

Value—Multi-line text
Editing Level—Basic

expressi on [expression...]— Congestion point classification expressions for this
service.

Value— List of expressions
Default— No value
Editing Level—Basic

Required Privilege Level
service

Required Editing L evel
Basic
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Ser ViCes scope name Service name aggr egate fragment

Syntax

servi ces scope name service name aggregate fragment nane {
expr essi on expression
service service
mandat ory;
redundancy- group redundancy-group;
subscri ption-required;
substitution [substitution...];

}
Hierarchy Level
[edit services scope nanme service name aggregate fragnent]

Release I nformation

Statement introduced in SRC Release 1.0.0
Description

Configure service fragments for an aggregate service.
Options

name name— Name for service fragment. The fragment name is not stored and is re-created
every time the object isread.

Value— Text

expressi on expressi on— Subscriber reference expression that identifies the remote
subscriber session that will host the fragment. The remote subscriber session is an assigned
I P subscriber. If the remote SAE manages the specified interface, the SAE creates an
assigned | P subscriber session if necessary.

Value— Valid expressions are:

current

address="A.B.C.D"

vr="vrName" interfaceName="ifName"
vr="vrName" interfaceName="ifName", address="A.B.C.D"
vr="vrName" ,ifIndex="1234"
vr="vrName",login_name="user@domain"
vr="vrName",primary_user_name="user@domain"
dn="uniqueld=..."

login_name="user@domain"
primary_user_name="user@domain"

ref="rdn/rdn"
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The rdn/rdn identifies the hierarchy of directory objects below the LDAP object
o=aggregateService. The final object contains the attribute subscriberRef Expr
to identify the subscriber session. A forward slash (/) separates the objectsin the
path.

Y ou can also use a substitution or a Python expression that represents any of the
literal values listed above. For a substitution or Python expression, type <-
before the expression and type -> after it; for example, <-ifAlias->. For alist
and description of the fields that you can use to compose Python expressions,
see Managing Services for the SRC CLI in the SRC PE Services and Policies
Guide.

Examples of valid expressions are:

e current

e address="10.10.10.1"

e vr="<-substitution.serviceVr->" interfaceName="<-
substitution.servicel nterface->"

e dn="uniqueld=<-ifAlias->,<-userDn->"

o vr=<-["vrl","vr2"]->loginName=<-["joe@abc","jane@abc"]->.

When you include lists, fragment services are created for all combinations of
valuesinthelist. For example, vr=<-["vrl","vr2"]->loginName=<-
["joe@abc","jane@abc"]-> would cause four fragments to be created with the
following expressions:

vr="vrl" loginName="joe@abc"
vr="vrl" loginName="jane@abc"
vr="vr2" loginName="joe@abc"
vr="vr2",loginName="jane@abc"

Default— No value
Editing Level—Basic

servi ce servi ce— Name of the service to be included in the aggregate serviceasa
fragment service.

Value— Name of aservice
Default— No value
Editing L evel—Basic

mandat or y—(Optional) Specifies whether the fragment service must be active for the
aggregate service to become active.

Default— Mandatory
Editing Level—Basic
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redundancy- group redundancy- gr oup—(Optional) Group name to be applied to each
fragment service that isto be part of aredundancy group. The fragment services that have
the same group name provide redundancy for each other.

Value— Text
Default— No value
Editing L evel—Basic

subscri pti on-requi red—(Optional) Specifies whether a remote subscriber session must be
subscribed to the fragment service for it to become active.

Enabling subscription-required can be used to limit the services that can be activated as
fragments. Enabling this option lets you control which services can be used as fragments.

For example, for an aggregate service that supports Vol P to push a policy to the caller and
the callee, you can require that both subscribers sign up for Vol P services. If you disable the
option, only one party needs to subscribe to the aggregate service; the policy service sessions
are created automatically.

Default— Disabled
Editing L evel—Basic

substitution [substitution...]—(Optional) List of substitutions that are used as
arguments for the fragment to become active. If a parameter does not acquire avalue, the
associated fragment service does not become active.

Value— One or more of the following:

o <parameter-name>—The parameter name is defined to have the same
value in the fragment service session as in the aggregate service session.

e <parameter-name>=<substitution-expression>—The parameter name on
the left side of the equals sign is defined for the fragment service session.
This parameter name is the result of the evaluation of the expression (in
the aggregate service session) on the right side of the equals sign.

Default— No value
Editing Level—Basic

Required Privilege Level
service

Required Editing Level
Basic
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Ser ViCes scope name service name attributes-
3gpp

Syntax

services scope nanme service name attributes-3gpp {
service-identifier service-identifier;
rati ng- group rating- rouE;
aut o- deacti vat e-on-t hreshol d;

Hierarchy Level
[edit services scope nanme service nane attributes-3gpp]

Release Information
Statement introduced in SRC Release 1.0.0
Options

service-identifier service-identifier—(Optional) Service Identifier associated with
the Gx service

Value—Integer in the range 0-9223372036854 775807
Default— No Value
Editing Level—Basic

rating-group rating-group—(Optional) Rating Group associated with the service

Value—Integer in the range 0-9223372036854 775807
Default— No Value
Editing Level—Basic

aut o- deact i vat e- on-t hr eshol d—(Optional) Auto de-activate flag to de-activate the
service, when set upon reaching the usage threshold the service will get de-activated. All
the rules associated with the service will be removed

Default— No Vaue
Editing Level—Basic

Required Privilege Level

service
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Required Editing L evel

Basic
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Ser ViCes scope name service name attributes-
3gpp monitoring-info granted-service-units

Syntax
services scope nane service name attributes-3gpp nmonitoring-info granted-service-units
in-octets in-octets;

out-octets out-octets;
total-octets total -octets;

}
Hierarchy Level

[edit services scope nanme service name attributes-3gpp nonitoring-info granted-
service-units]

Release Information
Statement introduced in SRC Release 4.9.0
Description
Granted Service Units.
Options
in-octets in-octets—(Optional) Input Octets for Granted Service Units.
Value—Integer in the range 0-9223372036854 775807

Default— No value
Editing Level—Basic

out-octets out -oct et s—(Optional) Output Octets for Granted Service Units.

Value—Integer in the range 0-9223372036854 775807
Default— No value
Editing Level—Basic

total -octets total-octets—(Optional) Output Octets for Granted Service Units.

Value—Integer in the range 0-9223372036854 775807
Default— No value
Editing Level—Basic
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Required Privilege Level

service

Required Editing L evel

Basic
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Services SCOpeE name Service name parameter

Syntax

servi ces scope nanme service name paraneter {

}

gat eway- i p- addr ess gat eway- | p- addr ess;
servi ce-i p-address service-ip-address;
servi ce-i p-mask service-ip-nmask;
service-port service-port;

substitution [substitution...];

sessi on-vol une- quot a sessi on-vol une- quot a;

Hierarchy Level

[edit services scope nane service nanme paraneter]

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure parameter values for services. The policy engine substitutes parametersin policies associated
with this service with the values that you specify in this parameter configuration.

Options

gat eway- i p- addr ess gat eway-i p- addr ess—(Optional) Actual IP address of the gateway
router. Thisvalue is substituted for the policy global parameter called gateway _ipAddress.

Value— IP address
Default— No value
Editing Level—Basic

servi ce-i p-address service-ip-address—(Optional) Actual 1P address of the host(s)
that provides the service. This value is substituted for the policy global parameter called
service_ipAddress.

Value— IP address
Default— No value
Editing Level—Basic

servi ce-i p-mask service-i p- mask—(Optional) Actual IP mask for the service. This
value is substituted for the policy global parameter called service ipMask.

Value— IP address
Default— No value
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Editing Level—Basic

servi ce-port service-port—(Optional) Actual port for the service. Thisvalueis
substituted for the policy global parameter called service port.

Value— TCP or UDP port number in the range 0-65535
Default— No value
Editing Level—Basic

substitution [substitution...]—(Optional) Actual valuesfor other parameters. These
values are substituted for the parameters that you specify.

Value— Substitution in the form <parameter name>=<value>. For example,
bandwidth=1000000.

Default— No value

Editing Level—Basic

sessi on-vol ume- quot a sessi on-vol une- quot a—(Optional) Upstream and downstream
volume quota for the service session.

The SAE does not directly use this value. It is used by applications that implement tracking
plug-ins. The value of a service session can be defined at runtime either through an
authorization plug-in or acall to the SAE API. If the Session Volume Quota attribute is
defined in more than one place, which value is used depends on where the value is defined.
The SRC software searches for the value in the following order:

1. Valueseatinacal tothe SAE
2. Value set in an authorization plug-in
3. Vaueset in aservice definition

Value— Volume quotain the format "downstream-quota: upstream-quota’

where
« Downstream quotais the number of bytes available for transmitting data

from the network to the subscriber.

e Upstream quotais the number of bytes available for transmitting data
from the subscriber to the network.

Default— No value
Editing Level—Basic

Required Privilege Level
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service
Required Editing L evel

Basic
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Ser ViCes scope name Service hame script

Syntax

servi ces scope name service name script f ) .
script-type (url | python | java-class | java-archive);
cl ass-nane cl ass- nane;
file file;

filename fil enane;

Hierarchy Level

[edit services scope nane service nanme script]

Release I nformation

Statement introduced in SRC Release 1.0.0
Description

Configure the script service.

Options

script-type (url | python | java-class | java-archive)— Type of script service.
Determines how the contents of the "file" attribute will be interpreted.

Value

e url— Thevalue of attribute "file" isa URL that specifieswhere to find a
Java archive (jar file) containing the script service implementation.

e pyt hon— The value of attribute "file" is Python code.

e java-cl ass— Thevalue of attribute "file" isthe binary contents of a
compiled Java classfile (.classfile).

e java- archi ve— Thevaue of attribute "file" isthe binary contents of a
Javaarchivefile (jar file).

Default— No value
Editing Level—Basic

cl ass-nane cl ass- name— Name of the Java or Python class that implements the script
service. The SAE instantiates the named class when it starts the script service.

Value— Name of the class

Default— No value
Editing Level—Basic
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file file—If thescript typeis"URL", thisattribute contains the URL of aJavaarchive
(.jar) file containing the script service implementation. Otherwise, this attribute contains
the script service implementation itself (i.e. python code, the binary contents of a compiled
.classfile, or the binary contents of a .jar file).
Value— The script itself, or aURL pointing to a .jar file containing the script

Default— No value
Editing Level—Basic

filename fil ename—(Optional) The file needs to exist locally. Its content will be read and
loaded into the "file" attribute.

Value—Text
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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The following table summarizes the SRC command-line interface (SRC CLI) for configuring policies.
Configuration statements are listed in alphabetical order.

Policy CLI

Configuration Statements

policies external -parent-group-folder
policies external -parent-group-folder name external -parent-group

policies external -parent-group-folder name external -parent-group name

policies external -parent-group-folder name external -parent-group name external-parent-group

policies external -parent-group-folder name external-parent-group name hierarchical-policy-parameter

palicies external -parent-group-folder name external -parent-group name rate-limit

palicies external -parent-group-folder name external -parent-group name rate-limit committed-action
filter

palicies external -parent-group-folder name external -parent-group name rate-limit committed-action
forward-conditional

palicies external -parent-group-folder name external -parent-group name rate-limit committed-action
forward-final

palicies external -parent-group-folder name external -parent-group name rate-limit committed-action
forward-unconditional

palicies external -parent-group-folder name external -parent-group name rate-limit committed-action
forward

palicies external -parent-group-folder name external -parent-group name rate-limit committed-action
mark mark-info

poalicies external -parent-group-folder name external -parent-group name rate-limit committed-action
parameter

policies external -parent-group-folder name external -parent-group name rate-limit conformed-action
filter

policies external -parent-group-folder name external -parent-group name rate-limit conformed-action
forward-conditional

policies external -parent-group-folder name external -parent-group name rate-limit conformed-action
forward-final

policies external -parent-group-folder name external -parent-group name rate-limit conformed-action
forward-unconditional

policies external -parent-group-folder name external -parent-group name rate-limit conformed-action
forward

85



SRC PE 4.10.x CLI Command Reference, Volume 2

palicies external -parent-group-folder name external -parent-group name rate-limit conformed-action
mark mark-info

palicies external -parent-group-folder name external -parent-group name rate-limit conformed-action
parameter

palicies external -parent-group-folder name external -parent-group name rate-limit exceed-action filter

policies external -parent-group-folder name external -parent-group name rate-limit exceed-action
forward-conditional

policies external -parent-group-folder name external -parent-group name rate-limit exceed-action
forward-final

policies external -parent-group-folder name external -parent-group name rate-limit exceed-action
forward-unconditional

policies external -parent-group-folder name external -parent-group name rate-limit exceed-action
forward

policies external -parent-group-folder name external -parent-group name rate-limit exceed-action mark
mark-info

policies external -parent-group-folder name external -parent-group name rate-limit exceed-action
parameter

policies external -parent-group-folder name rate-limit

policies external -parent-group-folder name rate-limit committed-action filter

policies external-parent-group-folder name rate-limit committed-action forward-conditional

policies external -parent-group-folder name rate-limit committed-action forward-final

policies external -parent-group-folder name rate-limit committed-action forward-unconditional

policies external -parent-group-folder name rate-limit committed-action forward

policies external-parent-group-folder name rate-limit committed-action mark mark-info

palicies external -parent-group-folder name rate-limit committed-action parameter

policies external -parent-group-folder name rate-limit conformed-action filter

policies external -parent-group-folder name rate-limit conformed-action forward-conditional

policies external -parent-group-folder name rate-limit conformed-action forward-final

palicies external -parent-group-folder name rate-limit conformed-action forward-unconditional

policies external -parent-group-folder name rate-limit conformed-action forward

policies external -parent-group-folder name rate-limit conformed-action mark mark-info

policies external-parent-group-folder name rate-limit conformed-action parameter

policies external -parent-group-folder name rate-limit exceed-action filter

policies external -parent-group-folder name rate-limit exceed-action forward-conditional
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palicies external -parent-group-folder name rate-limit exceed-action forward-final

policies external -parent-group-folder name rate-limit exceed-action forward-unconditional

policies external -parent-group-folder name rate-limit exceed-action forward

policies external-parent-group-folder name rate-limit exceed-action mark mark-info

poalicies external -parent-group-folder name rate-limit exceed-action parameter

policies folder

policies global-parameters

policies group

policies group name list

policies group name list name parent-group

policies group name list name parent-group name epg-reference

policies group name list name parent-group name epg-reference hierarchical-policy-parameter

palicies group hame list name parent-group hame parent-group

policies group name list name parent-group hame parent-group name parent-group

policies group name list name parent-group name parent-group name rate-limit

policies group name list name parent-group name parent-group name rate-limit committed-action filter

palicies group hame list name parent-group hame parent-group name rate-limit committed-action
forward-conditional

palicies group hame list name parent-group hame parent-group name rate-limit committed-action
forward-final

palicies group hame list name parent-group hame parent-group name rate-limit committed-action
forward-unconditional

palicies group hame list name parent-group hame parent-group name rate-limit committed-action
forward

palicies group hame list name parent-group hame parent-group name rate-limit committed-action
mark mark-info

palicies group hame list name parent-group hame parent-group name rate-limit committed-action
parameter

policies group hame list name parent-group name parent-group name rate-limit conformed-action
filter

policies group hame list name parent-group hame parent-group name rate-limit conformed-action
forward-conditional

policies group hame list name parent-group hame parent-group name rate-limit conformed-action
forward-final

policies group hame list name parent-group hame parent-group name rate-limit conformed-action
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forward-unconditional

policies group hame list name parent-group name parent-group name rate-limit conformed-action
forward

policies group hame list name parent-group name parent-group name rate-limit conformed-action
mark mark-info

policies group hame list name parent-group name parent-group name rate-limit conformed-action
parameter

policies group hame list name parent-group hame parent-group name rate-limit exceed-action filter

policies group name list name parent-group name parent-group name rate-limit exceed-action
forward-conditional

policies group name list name parent-group name parent-group name rate-limit exceed-action
forward-final

policies group name list name parent-group name parent-group name rate-limit exceed-action
forward-unconditional

policies group name list name parent-group name parent-group name rate-limit exceed-action forward

policies group name list name parent-group name parent-group name rate-limit exceed-action mark
mark-info

policies group name list name parent-group name parent-group name rate-limit exceed-action
parameter

policies group name list name parent-group name rate-limit

policies group hame list name parent-group name rate-limit committed-action filter

policies group name list name parent-group name rate-limit committed-action forward-conditional

policies group name list name parent-group name rate-limit committed-action forward-final

policies group name list name parent-group name rate-limit committed-action forward-unconditional

palicies group name list name parent-group name rate-limit committed-action forward

policies group name list name parent-group name rate-limit committed-action mark mark-info

policies group name list name parent-group name rate-limit committed-action parameter

policies group name list name parent-group name rate-limit conformed-action filter

policies group name list name parent-group name rate-limit conformed-action forward-conditional

policies group name list name parent-group name rate-limit conformed-action forward-final

policies group name list name parent-group name rate-limit conformed-action forward-unconditional

policies group name list name parent-group name rate-limit conformed-action forward

palicies group name list name parent-group name rate-limit conformed-action mark mark-info

policies group name list name parent-group name rate-limit conformed-action parameter
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palicies group name list name parent-group name rate-limit exceed-action filter

policies group name list name parent-group name rate-limit exceed-action forward-conditional

policies group name list name parent-group name rate-limit exceed-action forward-final

policies group name list name parent-group name rate-limit exceed-action forward-unconditional

poalicies group hame list name parent-group name rate-limit exceed-action forward

policies group name list name parent-group name rate-limit exceed-action mark mark-info

policies group name list name parent-group name rate-limit exceed-action parameter

policies group name list name policer

palicies group name list name rule

policies group name list name rule name color-mark

policies group name list name rule name color

policies group name list name rule name docsis-best-effort

palicies group name list name rule name docsis-down-stream

palicies group hame list name rule name docsis-non-real-time

policies group name list name rule name docsis-parameter

policies group name list name rule name docsis-real-time

poalicies group name list name rule name docsis-unsolicited-grant-ad

policies group name list name rule name docsis-unsolicited-grant

policies group name list name rule name dynamic-pcc-rule

policies group name list name rule name dynamic-pcc-rule application-information

policies group name list name rule name dynamic-pcc-rule gx-flows

policies group name list name rule name dynamic-pcc-rule gos-information

policies group name list name rule name dynamic-pcc-rule redirect-information

policies group name list name rule name dynamic-pcc-rule steering-information

policies group name list name rule name dynamic-pcc-rule variables

policies group name list name rule name dynamic-profile

policies group name list name rule name dynamic-profile variables

policies group name list name rule name exception-application

palicies group hame list name rule name filter

policies group name list name rule name flow-spec

policies group name list name rule name forward
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palicies group name list name rule name forwarding-class

policies group name list name rule name forwarding-instance

policies group name list name rule name gate-spec

policies group name list name rule name http-redirect

palicies group hame list name rule name |0ss-priority

policies group name list name rule name mark

policies group name list name rule name mark info

policies group name list name rule name nat

palicies group name list name rule name nat ip-network group-network

palicies group name list name rule name nat port

policies group name list name rule name next-hop

policies group name list name rule name next-interface

palicies group hame list name rule name next-rule

policies group name list name rule name operation-script

policies group name list name rule name operation-script variables

policies group name list name rule name policer-ref

palicies group hame list name rule name policer

policies group name list name rule name palicer packet-action

policies group hame list name rule name policer packet-action name filter

policies group name list name rule name policer packet-action name forwarding-class

palicies group name list name rule name policer packet-action name 10ss-priarity

policies group name list name rule name policer packet-action name parameter

policies group name list name rule name qos-attach

policies group name list name rule name gos-condition

palicies group name list name rule name rate-limit

policies group name list name rule name rate-limit committed-action filter

policies group name list name rule name rate-limit committed-action forward-conditional

policies group name list name rule name rate-limit committed-action forward-final

policies group hame list name rule name rate-limit committed-action forward-unconditional

policies group name list name rule name rate-limit committed-action forward

policies group name list name rule name rate-limit committed-action mark mark-info
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policies group name list name rule name rate-limit committed-action parameter

policies group name list name rule name rate-limit conformed-action filter

policies group name list name rule name rate-limit conformed-action forward-conditional

policies group name list name rule name rate-limit conformed-action forward-final

policies group name list name rule name rate-limit conformed-action forward-unconditional

policies group name list name rule name rate-limit conformed-action forward

policies group name list name rule name rate-limit conformed-action mark mark-info

policies group name list name rule name rate-limit conformed-action parameter

palicies group name list name rule name rate-limit exceed-action filter

policies group name list name rule name rate-limit exceed-action forward-conditional

policies group name list name rule name rate-limit exceed-action forward-final

policies group name list name rule name rate-limit exceed-action forward-unconditional

palicies group hame list name rule name rate-limit exceed-action forward

policies group name list name rule name rate-limit exceed-action mark mark-info

policies group name list name rule name rate-limit exceed-action parameter

policies group name list name rule name reject

palicies group hame list name rule name routing-instance

policies group hame list name rule name scheduler-action

policies group name list name rule name scheduler-action drop-profile

policies group name list name rule name service-class-name

policies group name list name rule name stateful -firewall

policies group name list name rule name stateful -firewall packet-action filter

policies group name list name rule name stateful -firewall packet-action forward

policies group name list name rule name stateful -firewall packet-action parameter

palicies group name list name rule name stateful -firewall packet-action reject

palicies group name list name rule name static-pcc-rule

policies group name list name rule name subscriber-profile

policies group name list name rule name templ ate-activation

palicies group name list name rule name templ ate-activation variables

policies group name list name rule name traffic-class

policies group name list name rule name traffic-condition
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palicies group name list name rule name traffic-condition name application-protocal -condition

policies group name list name rule name traffic-condition hame application-protocol -condition name
proto-attr

policies group hame list name rule name traffic-condition hame application-protocol -condition name
proto-attr destination-port port

policies group hame list name rule name traffic-condition hame application-protocol -condition name
proto-attr source-port port

palicies group name list name rule name traffic-condition name destinati on-network group-network

policies group name list name rule name traffic-condition name destinati on-network network

policies group name list name rule name traffic-condition name icmp-condition

palicies group name list name rule name traffic-condition hame igmp-condition

policies group name list name rule name traffic-condition hame ipsec-condition

poalicies group name list name rule name traffic-condition hame parameter-protocal -condition

policies group name list name rule name traffic-condition name parameter-protocol -condition proto-
attr

policies group name list name rule name traffic-condition name parameter-protocol -condition proto-
attr destination-port port

policies group name list name rule name traffic-condition name parameter-protocol -condition proto-
attr source-port port

policies group name list name rule name traffic-condition name protocol-condition

policies group name list name rule name traffic-condition name protocol -port-condition

policies group hame list name rule name traffic-condition hame protocol -port-condition destination-
port port

palicies group name list name rule name traffic-condition hame protocol -port-condition source-port
port

policies group name list name rule name traffic-condition hame source-network group-network

policies group name list name rule name traffic-condition hame source-network network

policies group name list name rule name traffic-condition name tcp-condition

palicies group name list name rule name traffic-condition name tcp-condition destination-port port

policies group name list name rule name traffic-condition hame tcp-condition source-port port

policies group name list name rule name traffic-condition name tos

policies group name list name rule name traffic-condition name traffic-match-condition

policies group name list name rule name traffic-condition name traffic-match-condition epg-reference

policies group name list name rule name traffic-condition name traffic-match-condition epg-reference
hierarchical-palicy-parameter
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policies group name list name rule name traffic-mirror

policies group name list name rule name traffic-shape

policies group name list name rule name user-packet-class

palicies group hame local -parameters
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policies exter nal-par ent-group-folder

Syntax

pol i ci es external - parent-group-fol der name {
) description description

Hierarchy Level
[edit policies external-parent-group-folder]

Release Information

Statement introduced in SRC Release 4.3.0
Description

External Parent Group

Options

name name— Name of the External Parent Group

Value— Text

description descripti on—(Optional) Description of the object that you are configuring.

Value— Text
Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group

Syntax

pol i ci es external -parent-group-fol der name external -parent-group nane {
description description;

Hierarchy Level

[edit policies external-parent-group-fol der name external -parent-group]

Release I nformation

Statement introduced in SRC Release 4.3.0

Description

Add a parent group to another parent group. Parent groups let you create hierarchical rate-limit actions.
Options

name name— Name of the parent group.

Value— Text

description descripti on—(Optional) Description of the object that you are configuring.

Value— Text
Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group name

Syntax

p?licies ext ernal - parent - group-f ol der nanme external - parent-group nanme {

Hierarchy Level
[edit policies external-parent-group-fol der nane external-parent-group nane]

Release Information

Statement introduced in SRC Release 4.3.0
Required Privilege Level

service

Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-
group name exter nal-parent-group

Syntax

policies external -parent-group-fol der name external - parent-group name external-parent-
group nanme { o
description description;

Hierarchy Level

[edit policies external -parent-group-fol der name external -parent-group nanme external -
par ent - gr oup]

Release Information

Statement introduced in SRC Release 4.3.0

Description

Add a parent group to another parent group. Parent groups let you create hierarchical rate-limit actions.
Options

nane name— Name of the parent group.

Value— Text

description descripti on—(Optional) Description of the object that you are configuring.

Value— Text
Default— No vaue
Editing Level—Basic

Required Privilege Level
service

Required Editing L evel
Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-
group name hierar chical-policy-parameter

Syntax

polici es external - parent-group-fol der name external - parent-group nane hierarchical -
pol i cy- paraneter ({

numeri c- aggr egati on-node nuneri c-aggregati on-node;

| evel - aggregati on-node | evel - atlggregat i on- node;

| evel - aggregati on-node-id | evel -aggregati on-node-i d;

Hierarchy Level

[edit policies external-parent-group-fol der name external -parent-
group name hierarchical -policy-paraneter]

Release I nformation

Statement introduced in SRC Release 4.3.0

nuneri c- aggr egat i on-node nuneri c- aggr egat i on- node—(Optional) Specify the
numeric aggregation node value which can be in the range from 0 to 65535. External
Parent groups can be grouped based on this value.

Value—Text
Default— 0O
Editing Level—Basic

| evel - aggr egat i on- node | evel - aggr egat i on- node—(Optional) Specify the level
aggregation node value which can be in the range from 0 to 9 where 0 represents that the
level aggregation is not configured and 1 to 9 represents the type of interfaces which can be
configured. External Parent groups can be grouped based on this value.

Value— One of the following:

1-+Forwarding
2-vlan

3-atm
4—svlan
5-atm-vc
6—atm-vp
7—ethernet
8-fr-vc

9—ppp-interface
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Default— 0
Editing Level—Basic

| evel - aggr egat i on-node-i d | evel - aggr egat i on- node-i d—(Optional) Specify the

level aggregation node id value which can be in the range from 0 to 4095 if Svlanis

selected as level aggregation node and can be in range of 0 to 255 if atm-vpnid is selected

as level aggregation node. External Parent groups can be grouped based on this value.
Value—Text

Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-

folder name exter nal-parent-group namerate-
limit

Syntax

policies external - parent-group-folder nanme external -parent-group nanme rate-limt {
type type;
conmitted-rate comm tted-rate;
conmi tted-burst conmitted-burst;
peak-rate peak-rate;
peak- bur st peak- burst;
excess- burst excess-burst;
col or - awar e;

}
Hierarchy Level

edit]policies ext ernal - parent - group-f ol der nane external -parent-group nane rate-
imt

type type— Specify that the rate-limit profile is either one rate or two rate. The one-rate
rate-limit profile provides a hard-limit rate limiter or a TCP-friendly rate limiter. The two-
rate rate-limit profile provides atwo-rate, three-color marking mechanism.

Value— One of the following:

e one_rate—Uses a single-rate committed rate with two burst parameters.
committed burst and excess burst; supports a TCP-friendly rate limiter

o two_rate—Uses committed rate and peak rate, each with a burst
parameter

o Parameter of type rateLimitType

Default— No value
Editing Level—Basic

conmi tted-rate conmitted-rate—(Optional) Target rate for the traffic that the policy
covers.

Value— One of the following:

» Predefined global parameter interface speed, which is the speed of the
subscriber's router interface

o Number of bits per second in the range 04294967295

o Parameter of typerate

Default— 0
Editing Level—Basic
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conmi t t ed- bur st conmi tt ed- bur st —(Optional) Amount of bandwidth allocated to burst
traffic in bytes.

Value— One of the following:

o Number of bytesin the range 8192—4294967295
o Numeric expression.
o Parameter of type burst

For example, max(gos*0.1/8, 16384) sets the burst size to the maximum of a
100-ms burst at committed rate (qos*0.1) in bytes (/8) or 16384

where qosisaloca parameter that represents the committed rate

Default— 16384
Editing Level—Basic

peak-rate peak-rat e—(Optional) For two-rate rate-limit profiles, specifies the amount of
bandwidth allocated to excess traffic flow over the committed rate.

Value— One of the following:

o Predefined global parameter interface speed, which is the speed of the
subscriber's router interface

e Number of bits per second in the range 04294967295

e Numeric expression

o Parameter of typerate

For example, gos* 1.5 sets the peak rate to 1.5 times the committed rate

where qosisaloca parameter that represents the committed rate

Default— 0
Editing Level—Basic

peak- bur st peak- bur st —(Optional) For two-rate rate-limit profiles, specifies the amount
of bandwidth allocated to burst traffic in excess of the peak rate.

Value— One of the following:

o Number of bytesin the range 8192—4294967295
e Numeric expression
o Parameter of type burst

For example, max(qos* 1.5*0.1/8, 16384)
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where qosisaloca parameter that represents the committed rate

Default— 16384
Editing Level—Basic

excess- burst excess- bur st —(Optional) For one-rate rate-limit profiles, specifies the
amount of bandwidth allocated to accommodate burst traffic.

Value— One of the following:
o Number of bytesin the range <0 | [committed-burst + 1, 4294967295]>

e Numeric expression
o Parameter of type burst

Default— No value
Editing Level—Basic

col or - anar e—(Optional) Specifies whether the rate-limit action is color-aware; that is,
whether the rate limits can change depending on the color of the incoming packet. The
color might have been set in aprevious rate limit, in apolicy action, or in an earlier policy.
This option is supported in rate-limit hierarchies.

Default—false
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit committed-action filter

Syntax

P_ol i ci es external -parent-group-fol der name external -parent-group nane rate-
imt coommitted-action filter {

}
Hierarchy Level

edit policies external-parent-group-folder name external -parent-group nane rate-
imt comitted-action filter]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Specify that the packet is dropped if the traffic flow does not exceed the committed rate, or for JUNOSe
rate limits if the traffic flow conforms to the committed rate, committed burst size, exceed rate, and
exceed burst size.

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit committed-action forwar d-conditional

Syntax

P_ol i ci es external -parent-group-fol der name external -parent-group nane rate-
imt commtted-action forward-conditional {

}
Hierarchy Level

edit policies external-parent-group-fol der name external -parent-group nane rate-
imt committed-action forward-conditional]

Release Information
Statement introduced in SRC Release 3.1.0
Description

In JUNQOSe rate-limit hierarchies, if the traffic flow conforms to the committed rate, committed burst
size, exceed rate, and exceed burst size:

o Set the packet color to the result calculated by the rate limit.
» Forward the packet to the next rate limit for processing.

Required Privilege L evel
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit committed-action forward-final

Syntax

P_ol i ci es external -parent-group-folder name external -parent-group nane rate-
imt comitted-action forward-final ({

}
Hierarchy Level

edit policies external -parent- rour)-fol der nane external - parent-group nanme rate-
imt comitted-action forward-final]

Release Information
Statement introduced in SRC Release 3.1.0
Description

In JUNQOSe rate-limit hierarchies, if the traffic flow conforms to the committed rate, committed burst
Size, exceed rate, and exceed burst size, the packet exits from the rate-limit hierarchy and is forwarded.

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit committed-action forwar d-unconditional

Syntax

P_ol i ci es external -parent-group-fol der name external -parent-group nane rate-
imt comitted-action forward-unconditional ({

}
Hierarchy Level

edit policies external-parent-group-folder name external -parent-group nane rate-
imt commtted-action forward-unconditional]

Release Information
Statement introduced in SRC Release 3.1.0
Description

In JUNQOSe rate-limit hierarchies, if the traffic flow conforms to the committed rate, committed burst
size, exceed rate, and exceed burst size:

o Forward the packet.
 Set the packet color to the result calculated by the rate limit.
« Decrement the bandwidth allocated to atraffic flow.

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit committed-action forward

Syntax

P_ol i ci es external -parent-group-fol der name external -parent-group nane rate-
imt comtted-action forward

}
Hierarchy Level

edit policies external-parent-group-fol der name external -parent-group nane rate-
imt comitted-action forward]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Specify that the packet is forwarded if the traffic flow does not exceed the committed rate, or for
JUNOSe rate-limitsif the traffic flow conforms to the committed rate, committed burst size, exceed
rate, and exceed burst size.

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit committed-action mark mark-info

Syntax

Pol i ci es external - parent-group-fol der nane external -parent-group nane rate-
imt comtted-action nmark mark-info {

val ue val ue;

mask mask;

}
Hierarchy Level

edit policies external-parent -grpuP-fol der nane external - parent-group nanme rate-
imt comitted-action nmark mark-info]

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure the mark value and the mark mask.
Options

val ue val ue—(Optional) For IPv4 packets, setsthe ToSfield in the IP header. For IPv6
packets, setsthe traffic-classfield in the IP header.

Value— Integer in the range 0—255
Default— 0
Editing Level—Basic

mask mask—(Optional) Mask associated with the mark value.

Note: If you configure more than one mark action in arate limit— for example, for a
committed, conformed, or exceed action— configure the same mask for each action. If you
use different masks, the results can be unpredictable.

Value— Integer values of 224, 252, 255 for JUNOSe; values of 224, 252 for
JUNOS

For 1Pv4:

o 255 (tos)—Specifies the use of the whole 8 bits of the ToS byte; tos-byte
range is 0-255.
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252 (dsfield)—Specifies the use of the upper 6 bits of the ToS byte; tos-
byte range is 0-63.

o 224 (precedence)—Specifies the use of the upper 3 bits of the ToS byte;
tos-byte range is 0—7.

For IPvG6:
o 255 (tcfield)—Specifies the use of the whole 8 bits of the traffic-class
byte; tos-byte range is 0-255.
o 252 (dsfield)—Specifies the use of the upper 6 bits of the traffic-class
byte; tos-byte range is 0-63.

o 224 (precedence)—Specifies the use of the upper 3 bits of the traffic-
class byte; tos-byte range is 0—7.

Default— 255
Editing Level—Basic

Required Privilege Level
service
Required Editing Level

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit committed-action parameter

Syntax

P_ol i ci es external -parent-group-fol der name external -parent-group nane rate-
imt conmitted-action paraneter {
action action;

Hierarchy Level

edit policies external-parent-group-fol der name external -parent-group nane rate-
imt comitted-action paraneter]

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Specify that the action indicated by the parameter is applied if the traffic flow does not exceed the
committed rate, or for JUNOSe rate limitsif the traffic flow conforms to the committed rate, committed
burst size, exceed rate, and exceed burst size, .

action acti on—(Optional) Parameter that specifies the action to take on traffic.
Value— Parameter of type packetOperation.

Default— No value
Editing Level—Basic

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit confor med-action filter

Syntax

P_ol i ci es external -parent-group-fol der name external -parent-group nane rate-
imt conforned-action filter {

}
Hierarchy Level

edit policies external-parent-group-folder name external -parent-group nane rate-
imt conformed-action filter]

Release Information
Statement introduced in SRC Release 1.0.0
Description

Specify that if the traffic flow exceeds the committed rate but remains below the peak rate (for JUNOSe
rate limits, below the peak burst size), the packet is dropped.

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit confor med-action forwar d-conditional

Syntax

P_ol i ci es external -parent-group-fol der name external -parent-group nane rate-
imt conforned-action forward-conditional {

}
Hierarchy Level

edit policies external-parent-group-fol der name external -parent-group nane rate-
imt conforned-action forward-conditional]

Release Information
Statement introduced in SRC Release 3.1.0
Description

In JUNQOSe rate limit hierarchies, if the traffic flow exceeds the committed rate but remains below the
peak burst size:

o Set the packet color to the result calculated by the rate limit.
» Forward the packet to the next rate limit for processing.

Required Privilege L evel
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit confor med-action forward-final

Syntax

P_ol i ci es external -parent-group-fol der name external -parent-group nane rate-
imt conforned-action forward-final ({

}
Hierarchy Level

edit policies external -parent- rour)-fol der nanme external -parent-group nane rate-
imt conformed-action forward-final]

Release Information
Statement introduced in SRC Release 3.1.0
Description

In JUNOSe rate-limit hierarchies, specify that if the traffic flow exceeds the committed rate but remains
below the peak burst size, the packet exits from the rate-limit hierarchy and is forwarded.

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name exter nal-parent-group namerate-
limit confor med-action forwar d-unconditional

Syntax

P_ol i ci es external -parent-group-folder name external -parent-group nane rate-
imt conforned-action forward-unconditional {

}
Hierarchy Level

edit policies external-parent-group-folder name external -parent-group nane rate-
imt conforned-action forward-unconditional]

Release Information
Statement introduced in SRC Release 3.1.0
Description

In JUNQOSe rate-limit hierarchies, if the traffic flow exceeds the committed rate but remains below the
peak burst size:

o Forward the packet.
 Set the packet color to the result calculated by the rate limit.
o Decrement bandwidth allocation for the traffic flow.

Required Privilege Level
service
Required Editing L evel

Basic
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policies exter nal-par ent-group-
folder name 