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Revision History
May 2011—Revision 1

The information in this document is current as of the date listed in the revision history.
YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. The Junos OS has no known time-related limitations through
the year 2038. However, the NTP application is known to have some difficulty in the year 2036.

SOFTWARE LICENSE

The terms and conditions for using this software are described in the software license contained in the acknowledgment to your purchase
order or, to the extent applicable, to any reseller agreement or end-user purchase agreement executed between you and Juniper Networks.
By using this software, you indicate that you understand and agree to be bound by those terms and conditions.

Generally speaking, the software license restricts the manner in which you are permitted to use the software and may contain prohibitions
against certain uses. The software license may state conditions under which the license is automatically terminated. You should consult

the license for further details.

For complete product documentation, please see the Juniper Networks Web site at www.juniper.net/techpubs.
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END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE.
BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS
CONTAINED HEREIN, YOU (AS CUSTOMER OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO
BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED
HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS
REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or
Juniper Networks (Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred
to herein as “Juniper”), and (ii) the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable
license(s) for use of the Software (“Customer”) (collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for
which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by
Juniper in equipment which Customer purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades
and new releases of such software. “Embedded Software” means Software which Juniper has embedded in or loaded onto the Juniper
equipment and any updates, upgrades, additions or replacements which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer
a non-exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the
following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by
Customer from Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units
for which Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access
Client software only, Customer shall use such Software on a single computer containing a single physical random access memory space
and containing any number of processors. Use of the Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines
(e.g., Solaris zones) requires multiple licenses, regardless of whether such computers or virtualizations are physically contained on a single
chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may
specify limits to Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent
users, sessions, calls, connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of
separate licenses to use particular features, functionalities, services, applications, operations, or capabilities, or provide throughput,
performance, configuration, bandwidth, interface, processing, temporal, or geographical limits. In addition, such limits may restrict the use
of the Software to managing certain kinds of networks or require the Software to be used only in conjunction with other specific Software.
Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable licenses.

d. Forany trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the
Software. Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not
extend or create an additional trial period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s
enterprise network. Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the
Steel-Belted Radius software to support any commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase
the applicable license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees
not to and shall not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized
copies of the Software (except as necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the
Software, in any form, to any third party; (d) remove any proprietary notices, labels, or marks on or in any copy of the Software or any product
in which the Software is embedded; (e) distribute any copy of the Software to any third party, including as may be embedded in Juniper
equipment sold in the secondhand market; (f) use any ‘locked’ or key-restricted feature, function, service, application, operation, or capability
without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even if such feature, function, service, application,
operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to any third party; (h) use the
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Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper reseller; (i)
use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that
the Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking
of the Software to any third party without the prior written consent of Juniper; or (1) use the Software in any manner other than as expressly
provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper,
Customer shall furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper.
As such, Customer shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence,
which at a minimum includes restricting access to the Software to Customer employees and contractors having a need to use the Software
for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to
the Software, associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance
of any right, title, or interest in the Software or associated documentation, or a sale of the Software, associated documentation, or copies
of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty
statement that accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support
the Software. Support services may be purchased separately. Any such support shall be governed by a separate, written support services
agreement. TO THE MAXIMUM EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA,
ORCOSTS ORPROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. INNO EVENT SHALL JUNIPER
BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.
EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY
AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES
JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT
ERROR OR INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’
or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid
by Customer for the Software that gave rise to the claim, or if the Software is embedded in another Juniper product, the price paid by
Customer for such other product. Customer acknowledges and agrees that Juniper has set its prices and entered into this Agreement in
reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an allocation of risk between
the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss), and that the same
form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination
of the license granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related
documentation in Customer’s possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from
the purchase of the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction
shall be provided to Juniper prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All
payments made by Customer shall be net of any applicable withholding tax. Customer will provide reasonable assistance to Juniper in
connection with such withholding taxes by promptly: providing Juniper with valid tax receipts and other required documentation showing
Customer’s payment of any withholding taxes; completing appropriate applications that would reduce the amount of withholding tax to
be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder. Customer shall comply with
all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related to any
liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under
this Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any
applicable foreign agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such
restrictions, laws or regulations, or without all necessary approvals. Customer shall be liable for any such violations. The version of the
Software supplied to Customer may contain encryption or other capabilities restricting Customer’s ability to export the Software without
an export license.
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12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use,
duplication, or disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS
2277201 through 227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT Ill) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer
with the interface information needed to achieve interoperability between the Software and another independently created program, on
payment of applicable fee, if any. Customer shall observe strict obligations of confidentiality with respect to such information and shall use
such information in compliance with any applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products
or technology are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement,
and such licensor or vendor shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party
software may be provided with the Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent
portions of the Software are distributed under and subject to open source licenses obligating Juniper to make the source code for such
portions publicly available (such as the GNU General Public License (“GPL”) or the GNU Library General Public License (“LGPL")), Juniper
will make such source code portions (including Juniper modifications, as appropriate) available upon request for a period of up to three
years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194 N. Mathilda Ave., Sunnyvale, CA
94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the LGPL
at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws
principles. The provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes
arising under this Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal
courts within Santa Clara County, California. This Agreement constitutes the entire and sole agreement between Juniper and the Customer
with respect to the Software, and supersedes all prior and contemporaneous agreements relating to the Software, whether oral or written
(including any inconsistent terms contained in a purchase order), except that the terms of a separate written agreement executed by an
authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict with terms contained
herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in writing
by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity
of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de
méme que tous les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that
this Agreement and all related documentation is and will be in the English language)).
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About the Documentation

« SRC Documentation and Release Notes on page vii
« Audience on page vii

« Documentation Conventions on page vii

. Documentation Feedback on page ix

« Requesting Technical Support on page ix

SRC Documentation and Release Notes

Audience

For a list of related SRC documentation, see http://www.juniper.net/techpubs/.

If the information in the latest SRC Release Notes differs from the information in the SRC
guides, follow the SRC Release Notes.

This documentation is intended for experienced system and network specialists working
with routers running Junos OS and JunosE software in an Internet access environment.
We assume that readers know how to use the routers, directories, and RADIUS servers
that they will deploy in their SRC networks. If you are using the SRC software in a cable
network environment, we assume that you are familiar with the PacketCable Multimedia
Specification (PCMM) as defined by Cable Television Laboratories, Inc. (CableLabs) and
with the Data-over-Cable Service Interface Specifications (DOCSIS) 1.1 protocol. We
also assume that you are familiar with operating a multiple service operator (MSO)
multimedia-managed IP network.

Documentation Conventions

Table 1 on page viii defines the notice icons used in this guide. Table 2 on page viii defines
text conventions used throughout this documentation.
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Table 1: Notice Icons

Icon Meaning

o Informational note

Description

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

A
4L
&

Alerts you to the risk of personal injury from a laser.

Table 2: Text Conventions

Convention

Description

Examples

Bold text like this

« Represents keywords, scripts, and toolsin
text.

« Represents a GUI element that the user
selects, clicks, checks, or clears.

« Specify the keyword exp-msg.

« Run the install.sh script.

« Use the pkgadd tool.

« To cancel the configuration, click Cancel.

Bold text like this

Represents text that the user must type.

user@host# set cache-entry-age
cache-entry-age

Fixed-width text like this

Represents information as displayed on your
terminal’s screen, such as CLI commands in
output displays.

nic-locators {
login {
resolution {
resolver-name /realms/
login/Al;

key-type LoginName;
value-type Saeld;

¥

Regular sans serif typeface

« Represents configuration statements.

« Indicates SRC CLIcommandsand options
in text.

« Represents examples in procedures.
« Represents URLs.

« system ldap server{
stand-alone;

« Use the request sae modify device failover
command with the force option

e user@host#...

« http://www.juniper.net/techpubs/software/
management/src/api-index.html

Italic sans serif typeface

Represents variables in SRC CLI commands.

user@host# set local-address
local-address

Angle brackets In text descriptions, indicate optional Another runtime variable is <gfwif>.
keywords or variables.
Key name Indicates the name of a key on the keyboard.  Press Enter.

viii
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About the Documentation

Table 2: Text Conventions (continued)

Key names linked with a plussign  Indicates that you must press two or more
(+) keys simultaneously.

Press Ctrl + b.

Italic typeface « Emphasizes words.
« Identifies book names.
« |dentifies distinguished names.

« |dentifies files, directories, and paths in
text but not in command examples.

« There are two levels of access: user and
privileged.

o SRC PE Getting Started Guide
« 0=Users, o=UMC
« The /etc/default.properties file.

Backslash At the end of a line, indicates that the text
wraps to the next line.

Plugin.radiusAcct-1.class=\
net.juniper.smgt.sae.plugin\
RadiusTrackingPluginEvent

Words separated by the | symbol  Represent a choice to select one keyword or
variable to the left or right of this symbol.
(The keyword or variable may be either
optional or required.)

diagnostic | line

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include

the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf .

. Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/ .

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.
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Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http:/www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http:/kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.
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Summary of SRC XML API Configuration Tag Elements

This document lists the configuration tag elements for the SRC XML API that are equivalent to configuration
statements in the SRC command-line interface (SRC CLI). For information about the notation used in this
document, see Table 2 on page viii. For information about the tag elements that client applications use to
request, change, and commit configuration information, see the SRC PE NETCONF API Guide.

Tag elements are listed in alphabetical order for the following components:

. CLI and System

. Juniper Networks Database

. SAE

. Network Information Collector (NIC)

. Session State Registrar (SSR)

. Subscriber Information Collector (NIC)
. SNMP Agent

. SRC Admission Control Plug-In (SRC ACP)
. Service API

. Policy API

. Subscriber API

. Redirect Server

. External Subscriber Monitor

. Dynamic Service Activator

. Diameter Application

. SRC License Management

. Juniper Policy Server (JPS)
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CLI and System Configuration Tag Elements

The following table summarizes the tag elements in the SRC XML API for controlling and using the SRC CLI
environment and for managing the C Series Controller. The table lists the SRC CLI configuration commands and
statements that have corresponding SRC XML tag elements, and maps each command or statement to its tag
element. CLI configuration commands and statements are listed in alphabetical order.

CLI Configuration Command/Statement

Configuration Tag Element

commit < commit-configuration >
copy < copy>

delete < delete >

insert <insert>

interfaces <interface >

interfaces name group < group >

interfaces name tunnel < tunnel >

interfaces name unit < unit>

interfaces name unit unit-number family inet <inet>

interfaces name unit unit-number family inet6 address | <address >

rename <rename >

rollback < rollback-configuration >
routing-options static route <route >

set <set>

show <get>

slot <slot>

system < system >

system accounting

< accounting >

system accounting destination tacplus server

<server>

system file-uploading-specifications

< file-uploading >

system file-uploading-specifications name ftp

<ftp>
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system ipmi

<ipmi>

system ipmi user

<user >

system java-orb object-adapter

< object-adapter >

system ldap client <client>
system login <login >
system login class <class>
system login user <user >

system login user user-name authentication

< authentication >

system ntp

<ntp>

system ntp authentication-key

< authentication-key >

system ntp broadcast

< broadcast >

system ntp multicast-client

< multicast-client >

system ntp peer

<peer>

system ntp server

< Server>

system radius-server

< radius-server >

system services

< services >

system services editor

< editor>

system services editor policy-editor

< policy-editor >

system services netconf ssh <ssh>
system services ssh <ssh >
system services web-management http < http >
system services web-management https < https >
system services web-management logger <logger >
system services web-management logger name file <file>
system services web-management logger name syslog | <syslog>

system static-host-mapping

< static-host-mapping >

system syslog file
4

< file >
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system syslog file file-name

< contents >

system syslog host

< host >

system syslog host log-host-name

< contents >

system syslog user

<user >

system syslog user user-name

< contents >

system tacplus-server

< tacplus-server >
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<commit-configuration>

Usage

<r pc>
<comm t-confi guration>
<check/ >
<and-quit/>
</ conm t - confi guration>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Commit the set of changes and cause the changes to take operational effect.
Contents

<check>— (Optional) Verify whether the syntax is correct, but do not apply changes.
<and- qui t >— (Optional) Exit from configuration mode if the commit operation is successful.

Required Privilege L evel

config-control
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<C0py>

Usage

<r pc>
<copy>
<parent 1> parentl </parent1>
<identifierl> identifierl </identifierl>
<position> position-choice </position>
<par ent 2> parent 2 </ parent 2>
<identifier2> identifier2 </identifier2>
</ copy>
</rpc>

Release Infor mation

Command introduced in SRC Release 3.0.0
Description

Copy an existing configuration statement or identifier.
Contents

<par ent 1>— Path to an existing configuration statement or identifier.

Value—Path of a collection object

<i denti fi er 1>— Existing identifier or statement.

Value— Identifier or statement

<posi t i on>— Configuration path.
Value

. t 0— Transition.

<par ent 2>— Path to a new configuration statement or identifier.

Value—Path of a collection object
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<i denti fi er 2>— New identifier or statement.

Value— Identifier or statement

Required Privilege L evel

config-control
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<delete>

Usage

<rpc>
<del et e>
<forcel/ >

<obj ect > obj ect </object>
<val ue> val ue </val ue>

</ del et e>
</rpc>

Release | nfor mation
Command introduced in SRC Release 1.0.0
Description

Delete a configuration statement or identifier. All subordinate statements and identifiers contained within the
specified statement path are deleted with it.

Contents

<f or ce>— Flag indicating that no confirmation is requested before the software clears the
configuration.

Default—false

<obj ect >— Name of the statement or identifier to delete.

Value—Path of a configuration object

<val ue>— Value of the statement to delete.

Value—Valid value for selected object

Required Privilege L evel

config-control
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<insert>

Usage

<rpc>
<i nsert>
<parent> parent </parent>
<identifierl> identifierl </identifieril>
<position> position-choice </position>
<identifier2> identifier2 </identifier2>
</insert>
</rpc>

Release I nformation
Command introduced in SRC Release 1.0.0
Description

Insert an identifier into an existing configuration hierarchy. You must configure the identifiers before you reorder
them. The insert command does not create new identifiers.

Contents

<par ent >— Path in the configuration hierarchy to an existing configuration statement.

Value— Hierarchy path

<i denti fi er 1>— Existing identifier.

Value— Name of existing identifier

<posi t i on>— Ordering of identifiers.

Value

. af t er — Place identifier1 after identifier2.
. bef or e— Place identifierl before identifier2.

<i denti fi er 2>— New identifier to insert.

10



CLI and System Configuration Tag Elements

Value—Valid value for selected object

Required Privilege Level

config-control

11
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<interface> (configuration/interfaces)

Usage

<confi guration>
<interfaces>
<interface>

<nane>nane</ nane> <! -- jdentifier -->
<di sabl e/ >
<trusted/>
</interface>
</interfaces>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure interfaces on the C Series Controller.
Contents

<nane>— Name of interface

Value— Interface name

<di sabl e>—(Optional) Disable this interface

<t r ust ed>—(Optional) Untrusted interfaces can be connected to untrusted networks. If not
set, eth1 will be untrusted, any other interface will be trusted.

Required Privilege L evel

interface

12
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<group> (configuration/inter faces/interface)

Usage

<confi guration>
<interfaces>
<interface>
<gr oup>
<node>node- choi ce</ node>
<downdel ay>downdel ay</ downdel ay>
<updel ay>updel ay</ updel ay>
<l acp-rat e>l acp-rate-choi ce</| acp-rat e>
<mi-nonitoring-interval>mi-nonitoring-interval </mi-nonitoring-
i nterval >
<interfaces>i nterfaces</interfaces>
<primary>primary</primary>
<transmt-hash-policy>transmt-hash-policy-choice</transmt-hash-policy>
</ group>
</interface>
</interfaces>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure Ethernet group interfaces. Group interfaces let you aggregate network interfaces into a single logical
interface to support Ethernet redundancy.

When you configure group interfaces:

. The group interface name must not be one of the Ethernet interface names (that is, eth0, eth1, eth2,
eth3).

. If an Ethernet interface is listed inside a group interface, it must not be configured as an interface by
itself.

. Group interface and tunnel interface configurations are mutually exclusive. You cannot configure both
types at the same time.

Contents
<nmbde>— Grouping mode.
Value

. bal ance- r r — Round-robin policy: Transmit packets in

13
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14

sequential order from the first available device through the last.
This mode provides load balancing and fault tolerance.

act i ve- backup— Active-backup policy: Create only one device
that is active. A different device becomes active if, and only if, the
active device fails.

When a failover occurs in active-backup mode, bonding will issue
one or more gratuitous ARPs on the newly active device. One
gratuitous ARP is issued for the bonding master interface and each
VLAN interface configured above it, provided that the interface has
at least one IP address configured. Gratuitous ARPs issued for VLAN
interfaces are tagged with the appropriate VLAN ID.

This mode provides fault tolerance. The primary option affects the
behavior of this mode.

bal ance- xor — XOR policy: Transmit based on the selected

transmit hash policy. Alternate transmit policies can be selected
with the transmit hash policy option. This mode provides load
balancing and fault tolerance.

br oadcast — Broadcast policy: Transmit everything on all device
interfaces. This mode provides fault tolerance.

802. 3ad— IEEE 802.3ad Dynamic link aggregation: Create
aggregation groups that share the same speed and duplex settings.
Utilizes all devices in the active aggregator according to the 802.3ad
specification.

Device selection for outgoing traffic is done according to the
transmit hash policy, which can be changed from the default
simple XOR policy via the transmit hash policy option. Note that
not all transmit policies may be 802.3ad compliant, particularly in
regards to the packet mis-ordering requirements of section 43.2.4
of the 802.3ad standard. Differing peer implementations will have
varying tolerances for noncompliance.

bal ance-t | b— Adaptive transmit load balancing: Create channel
bonding that does not require any special switch support. The
outgoing traffic is distributed according to the current load
(computed relative to the speed) on each device. Incoming traffic is
received by the current device. If the receiving device fails, another
device takes over the MAC address of the failed receiving device.
bal ance- al b— Adaptive load balancing: Include adaptive
transmit load balancing plus receive load balancing (rlb) for IPV4
traffic, and does not require any special switch support. The receive
load balancing is achieved by ARP negotiation. The bonding driver
intercepts the ARP replies sent by the local system on their way out
and overwrites the source hardware address with the unique
hardware address of one of the devices in the bond such that
different peers use different hardware addresses for the server.
Receive traffic from connections created by the server is also
balanced. When the local system sends an ARP request the bonding
driver copies and saves the peer's IP information from the ARP
packet. When the ARP reply arrives from the peer, its hardware
address is retrieved and the bonding driver initiates an ARP reply to
this peer assigning it to one of the devices in the bond. A
problematic outcome of using ARP negotiation for balancing is that
each time that an ARP request is broadcast it uses the hardware
address of the bond. Hence, peers learn the hardware address of
the bond and the balancing of receive traffic collapses to the
current device. This is handled by sending updates (ARP replies) to
all the peers with their individually assigned hardware address
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such that the traffic is redistributed. Receive traffic is also
redistributed when a new device is added to the bond and when an
inactive device is re-activated. The receive load is distributed
sequentially (round robin) among the group of highest speed
devices in the bond.

When a link is reconnected or a new device joins the bond the
receive traffic is redistributed among all active devices in the bond
by initiating ARP Replies with the selected MAC address to each of
the clients. The updelay option must be set to a value equal or
greater than the switch's forwarding delay so that the ARP replies
sent to the peers will not be blocked by the switch.

<downdel ay>—(Optional) Time to wait before disabling a device after a link failure has been

detected. This option is valid only for the MII monitor. The downdelay value should be a
multiple of the MII monitoring interval; if not, it will be rounded down to the nearest multiple.

Value—Integer in the range 0-2147483647 ms

<updel ay>—(Optional) Time to wait before enabling a device after a link recovery has been

detected. This option is valid only for the MII monitor. The updelay value should be a multiple
of the MII monitoring interval; if not, it will be rounded down to the nearest multiple.

Value—Integer in the range 0-2147483647 ms

<l acp- r at e>—(Optional) Rate at which the link partner is requested to transmit LACPDU
packets in 802.3ad mode. This option is valid only for the 802.3ad mode.

Value

. S| ow— Request partner to transmit LACPDUs every 30 seconds.
. f ast — Request partner to transmit LACPDUs every 1 second.

<m i - nmoni t ori ng-i nt er val >—(Optional) MII link monitoring frequency. This option is
valid only for the MII monitor.

Value—Integer in the range -2147483648-2147483647 ms

<i nt er f aces>—(Multivalue) Ethernet interfaces in this group.

Value—Text

<pri mar y>—(Optional) Name of device that will always be the active device while it is

15
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available. Only when the primary is off-line will alternate devices be used. This is useful when
one device is preferred over another, for example, when one device has higher throughput

than another. This option is valid only for active-backup mode.

Value—Text

<transm t - hash- pol i cy>—(Optional) Transmit hash policy to use for device selection in

balance-xor and 802.3ad modes.

Value

Required Privilege Level

interface

16

| ayer 2— Uses XOR of hardware MAC addresses to generate the

hash. The formula is:

(source MAC XOR destination MAC) modulo slave count

This algorithm will place all traffic to a particular network peer on
the same device. This algorithm is 802.3ad compliant.

| ayer 34— Uses upper layer protocol information, when available,
to generate the hash. This allows for traffic to a particular network
peer to span multiple devices, although a single connection will not
span multiple devices.

The formula for unfragmented TCP and UDP packets is

((source port XOR dest port) XOR ((source IP XOR dest IP) AND
0xffff) modulo slave count

For fragmented TCP or UDP packets and all other IP protocol
traffic, the source and destination port information is omitted. For
non-IP traffic, the formula is the same as for the layer?2 transmit
hash policy.

This algorithm is not fully 802.3ad compliant. A single TCP or UDP
conversation containing both fragmented and unfragmented
packets will see packets striped across two interfaces. This may
result in out of order delivery. Most traffic types will not meet this
criteria, as TCP rarely fragments traffic, and most UDP traffic is not
involved in extended conversations. Other implementations of
802.3ad may or may not tolerate this noncompliance.
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<tunnel> (configuration/inter faces/inter face)

Usage

<confi guration>
<i nterfaces>
<i nterface>
<tunnel >
<node>node- choi ce</ node>
<desti nati on>desti nati on</desti nati on>
<sour ce>sour ce</ sour ce>
<key>key</ key>
<interface>interface</interface>
<ttl>ttl</ttl>
</ tunnel >
</interface>
</interfaces>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a tunnel interface. A tunnel allows direct connection between a remote location and an application
running on the C Series Controller; a tunnel lets you use the redirect server in deployments where the JUNOSe
router does not have a direct connection to the C Series Controller.

Contents
<node>— Type of tunnel interface.
Value

. i pi p— IP-over-IP. Encapsulates IP packets within IP packets.
« gr e— GRE. Encapsulates traffic that uses various routing protocols

within IP.
. Si t —IPv6 in IPv4 tunnel

Default— No value

<desti nat i on>— IP address of the remote end of the tunnel.

Value—IP address
17
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Default— No value

<sour ce>—(Optional) Local IP address, that will not change, to receive tunneled packets. If
you specify a source address, also specify a local interface.

Value—IP address
Default— No value

<key>—(Optional) For a GRE tunnel, a GRE key.

Value—Integer in the range -2147483648-2147483647
Default— No value

<i nt er f ace>—(Optional) Existing physical interface. If you configured a source address,
specify an interface.

Value— Name of interface.

Example: ethO

Default— No value

<t t | >—(Optional) Lifetime of tunneled packets.

Value—Integer in the range 1-255

Required Privilege L evel

interface

18
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<unit> (configuration/inter faces/inter face)

Usage

<confi guration>
<i nterfaces>
<i nterface>
<unit>
<uni t - nunber >uni t - nunber </ uni t-nunber> <!-- jidentifier -->
</unit>
</interface>
</interfaces>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure logical interfaces on a physical Ethernet interface on the C Series Controller. You can create different
units to configure numerous IP addresses on an interface.

Contents

<uni t - nunber >— Number of the unit (logical interface).

Value—Integer in the range 0-16385

Required Privilege Level

interface

19



SRC 4.1.x XML API Configuration Reference

<inet> (configuration/interfaces/inter face/unit/family)

Usage

<confi guration>
<i nterfaces>
<i nterface>
<uni t >
<fam|ly>
<i net>
<addr ess>addr ess</ addr ess>
<br oadcast >br oadcast </ br oadcast >
</i net>
</[fam|y>
</unit>
</interface>
</interfaces>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Configure properties for IPv4.
Contents
<addr ess>—(Optional) IP address with destination prefix for interface.

Value— IP address/destination prefix
Default— No value

<br oadcast >—(Optional) Broadcast address.

Value—IP address
Default— No value

Required Privilege L evel

interface

20
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<address> (configuration/interfaces/interface/unit/family/inet6)

Usage

<confi guration>
<i nterfaces>
<i nterface>
<uni t >
<fam|ly>
<i net 6>
<addr ess>
<addr ess>address</address> <! -- identifier -->
</ addr ess>
</inet 6>
</fam|y>
</unit>
</interface>
</interfaces>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure properties for IPv6.

Contents

<addr ess>— IP address with destination prefix for interface.

Value— IP address/destination prefix

Required Privilege L evel

interface

21
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<rename>

Usage

<rpc>
<r enane>
<parent> parent </parent>
<identifierl> identifierl </identifieril>
<position> position-choice </position>
<identifier2> identifier2 </identifier2>
</ renane>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Rename an existing configuration statement or identifier.
Contents

<par ent >— Path to an existing configuration statement or identifier.

Value—Path of a collection object

<i denti f i er 1>— Existing identifier or statement.

Value— Identifier or statement

<posi t i on>— Configuration path.

Value

« 1 0— Transition.

<i denti fi er 2>— New identifier or statement.

Value—Valid value for selected object

22
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Required Privilege L evel

config-control

23
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<rollback-configuration>

Usage

<r pc>
<rol | back-configuration>
</rol | back-confi guration>
</rpc>

Release Information

Command introduced in SRC Release 1.0.0

Description

Return to a previously committed configuration.

Note: You can enter the rollback command only at the top level of the configuration hierarchy.
Required Privilege L evel

config-control

24
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<route> (configuration/r outing-options/static)

Usage

<confi guration>
<routi ng-opti ons>
<static>
<r out e>
<desti nati on>desti nati on</destination> <!-- identifier -->
<next - hop>next - hop</ next - hop>
<reject/>
</route>
</static>
</routing-options>
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure static routes to point to routers that connect to other networks to allow connectivity to devices on other
networks.

Contents

<dest i nat i on>— Destination network and mask. To configure the default route use
destination 0.0.0.0/0

Value—Text

<next - hop>—(Optional) (Multivalue) Address of next hop from the C Series Controller to the
destination.

Value—IP address
Default— No value

<r ej ect >—(Optional) Drop packets to the specified destination, and send an ICMP
unreachables message.

Required Privilege L evel

routing
25
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<sef>

Usage

<rpc>
<set >
<obj ect > obj ect </object>
<val ue> val ue </val ue>
</set>
</rpc>

Release | nfor mation
Command introduced in SRC Release 1.0.0
Description

Create a statement hierarchy and set identifier values. When you enter a set command, the current level in the
hierarchy does not change.

Contents

<obj ect >— Configuration statement or identifier

Value—Path of a configuration object

<val ue>— Value configured for a configuration statement.

Value—Valid value for selected object

Required Privilege Level

config-control
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<get>
Usage

<rpc>
<get >
<obj ect > obj ect </object>
</ get >
</rpc>

Release I nformation

Command introduced in SRC Release 1.0.0
Description

Display information about a configuration object.
Contents

<obj ect >— (Optional) Configuration object for which to display information. The object can
be a configuration statement or an identifier for a statement.

Value—Path of a configuration object

Required Privilege Level

config-view

27
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<dlot> (configuration)

Usage

<confi guration>
<sl ot >
<nunber >nunber </ nunber> <! -- identifier -->
</ sl ot >
</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0
Description

Configure slot number for component.
Contents

<numnber >— Number of the slot for which you want to configure values.

Value— Currently, the chassis has only one slot. The valid value is O.
Default—0

Required Privilege L evel

system

28
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<system> (configuration)

Usage

<confi guration>

<syst

enr

<host - name>host - nane</ host - nanme>

<donai n- name>donai n- nane</ donai n- nane>
<donmi n- sear ch>domai n- sear ch</ domai n- sear ch>
<name- server >nane- server </ name- server >

<aut henti cati on- order >aut henti cati on- order - choi ce</ aut henti cati on-order >

<t

i me-zone>ti me-zone</ti me-zone>

</ syst enp

</ confi

gurati on>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure system properties.

Contents

<host - nane>— Hostname for the C Series Controller.

Value— hostname
Default— No value

<dormai n- name>—(Optional) Name of the domain in which the C Series Controller is located.

This is the default domain name that is appended to hostnames that are not fully qualified.

Value— domain name
Default— No value

<domai n- sear ch>—(Optional) (Multivalue) List of domains to search.

Value— domain name
Default— No value

<nane- ser ver >—(Optional) (Multivalue) Domain name server(s).

29
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Value— name server
Default— No value

<aut henti cat i on- or der >—(Optional) (Multivalue) Order in which the software tries
different user authentication methods when attempting to authenticate a user. For each login
attempt, the software tries the authentication methods in order configured, until the password
matches.

Value

. radi us— RADIUS authentication
. tacpl us—TACACS + authentication services
. passwor d—Traditional password authentication

<t i me- zone>—(Optional) Name of the local time zone.

Value— time-zone
Default—UTC

Required Privilege L evel

system
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<accounting> (configuration/system)

Usage

<confi guration>
<systenp
<accounti ng>
<event s>event s- choi ce</ event s>
</ accounti ng>
</ syst enp
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure system accounting.

Contents

<event s>—(Optional) (Multivalue) Event types to be audited.

Value

. | ogi n— Logins are audited

. change- | og— Configuration changes are audited

CLI and System Configuration Tag Elements

. i nteractive-commands— Interactive commands (any

command-line input) are audited

Required Privilege Level

system

31



SRC 4.1.x XML API Configuration Reference

<server> (configuration/system/accounting/destination/tacplus)

Usage

<confi guration>
<systenp
<accounti ng>
<destinati on>
<t acpl us>
<server>

<server-address>server - address</ server - address> <! --

<secr et >secret </ secret>
<ti meout >ti meout </ ti neout >
<port >port </ port >
<sour ce- addr ess>sour ce- addr ess</ sour ce- addr ess>
</server>
</tacpl us>
</ destination>
</ accounti ng>
</ syst enp
</ configuration>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure TACACS + accounting server.

Contents

<server - addr ess>— Address of TACACS + accounting server.

Value—IP address

identifier

<secr et >— Password to use with the TACACS + server. The secret password used by the C

Series Controller must match that used by the server.

Value—Secret text

<t i meout >—(Optional) Amount of time that the C Series Controller waits to receive a

response from the TACACS + server.

Value—Integer in the range 1-90 s
32

S



CLI and System Configuration Tag Elements

Default—3

<por t >—(Optional) Port number on which to connect to a TACACS + accounting server.

Value—Integer in the range -2147483648-2147483647
Default—49

<sour ce- addr ess>—(Optional) The address of this server used when connecting to the
TACACS + server.

Value—Text
Default— No value

Required Privilege L evel

system
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<file-uploading> (configuration/system)

Usage

<confi guration>
<systenp
<fil e-upl oadi ng-specificati ons>
<fil e-upl oadi ng>
<nane>nane</ name> <!-- jidentifier -->
<file-search-pattern>fil e-search-pattern</fil e-search-pattern>
<random del ay>r andom del ay</ r andom del ay>
<retry-tinme>retry-tine</retry-tinme>
<i nterval >i nterval - choi ce</interval >
<start-tine>start-tine</start-tinme>
<keep>keep</ keep>
<append>append- choi ce</ append>
</fil e-upl oadi ng>
</fil e-upl oadi ng-specificati ons>
</ systene
</ confi guration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Configure options for automatically uploading files to a remote FTP server.
Contents
<namne>— Name of automatic file uploading configuration.

Value—Text

<fil e-sear ch- pat t er n>—(Multivalue) File format to be uploaded. Specify the directory

path and filename pattern you want to search for and automatically upload to the remote FTP
server.

Value—Text
Default— /opt/UMClsaelvar/acct/log*

<random del ay>— Delay in seconds to connect to remote FTP server. The upload client on

the C Series Controller waits a random time between 1 and this specified delay time to connect
to the remote upload server.
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Value—Integer in the range 1-1000 s

<retry-time>— Retry time interval (in seconds). If the upload fails, this is the amount of
time that the upload client waits before trying the upload again.

Value—Integer in the range 1-86400 s
Default— 3600

<i nt er val >— Time interval for starting next cycle of file uploading. The time should be
divisor of 24.

Value

« 1—Every one hour

. 2—Every two hours

. 3—Every three hours

« 4—Every four hours

« 6—Every six hours

. 8—Every eight hours

« 12—Every twelve hours

. 24—Every twenty-four hours
Default— 24

<start-ti me>—(Optional) Time when file uploading should begin in 24-hour format (HH:

MM), for example "00:00".

Value—Text
Default— 00:00.

<keep>—(Optional) Keep the "n" most recent files after uploading. The kept files are
compressed (gzip) after uploading and moved to a sub-directory.

Value—Integer in the range 0-30
Default— 3

<append>—(Optional) Suffix to append to the filename of files that are uploaded to remote

destination if configured. If option not specified, nothing is appended to filenames that are
uploaded to remote location.

Value
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. time-stanp— Timestamp to append to end of filename in a form
of "-YYYYMMDDHHMMSS"

. host - name— Hostname to append to end of filename in a form of
"-hostname"

. time-stanp-and- host - name— Timestamp and hostname to

append end of filename in a form of "-YYYYMMDDHHMMSS-
hostname"

Default— time-stamp

Required Privilege L evel

system
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<ftp> (configuration/system/file-uploading-specifications/file-
uploading)

Usage

<confi guration>
<systenp
<fil e-upl oadi ng- speci fi cati ons>
<fil e-upl oadi ng>
<ftp>
<server>server</server>
<user - name>user - name</ user - nanme>
<passwor d>passwor d</ passwor d>
<port>port </ port >
<desti nati on- pat h>desti nati on- pat h</ desti nati on- pat h>
</ftp>
</fil e-upl oadi ng>
</ fil e-upl oadi ng-specifications>
</ syst enp
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure options for the remote FTP server where files are automatically uploaded and stored.
Contents

<ser ver >— Name of FTP server or host to connect to for automatic file uploading.

Value—Text

<user - name>—(Optional) Name used to log in to FTP server used for automatic file
uploading.

Value—Text

<passwor d>—(Optional) Password used to log in to FTP server used for automatic file
uploading.

Value—Secret text
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<por t >—(Optional) Port number used by FTP server for automatic file uploading.

Value—Integer in the range 1-65535

<dest i nati on- pat h>— Directory in remote FTP server where automatically uploaded files

are stored.
Value—Text
Default— ~

Required Privilege L evel

system
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<ipmi> (configuration/system)
Usage

<confi guration>
<systenp
<i pm >
<addr ess>addr ess</ addr ess>
<gat eway>gat eway</ gat eway>
<gat eway- nmac- addr ess>gat eway- nac- addr ess</ gat eway- nac- addr ess>
</ipm >
</ syst enp
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure the IPMI interface.

Contents

<addr ess>—(Optional) IP address/destination prefix of IPMI interface. You must enter a value

for the C2000 Controller. For the C4000 Controller, the address is automatically set to the IP
address of the ethO unit O interface.

Value—Text

<gat eway>— IP address of the gateway.

Value—IP address

<gat eway- mac- addr ess>—(Optional) MAC address of the gateway. If not specified, ARP
will be used to get the gateway's MAC address.

Value—Text

Required Privilege L evel

system
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<user> (configuration/system/ipmi)

Usage

<confi guration>
<systenp
<i pmi >
<user >
<nane>nane</ nane> <! -- jdentifier -->

<encr ypt ed- passwor d>encr ypt ed- passwor d</ encr ypt ed- passwor d>
</ user>
</ipm >
</ syst enp
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure the IPMI user account.

Contents

<name>— Username that is used to log in to the IPMI interface of a C Series Controller.

Value— username

<encr ypt ed- passwor d>— Password in plaintext format.

Value— plain-text-password

Required Privilege Level

system
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<object-adapter> (configur ation/system/java-or b)

Usage

<confi guration>
<syst enp
<j ava- or b>
<obj ect - adapt er >
<addr ess>addr ess</ addr ess>
</ obj ect - adapt er >
</java- or b>
</ systenp
</ configuration>

Release Information

Statement introduced in SRC-3.2.0 Release
Description

Object adapter internet address configuration
Contents

<addr ess>—(Optional) Object Adapter Internet Address: IP address on multi-homed host.

Value— IP address
Default— No value

Required Privilege L evel

system
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<client> (configuration/system/ldap)

Usage

<confi guration>
<systenp
<| dap>
<client>
<base- dn>base- dn</ base- dn>
<url>url </url>
<backup- ur | s>backup- url s</ backup-url s>
<princi pal >princi pal </ pri nci pal >
<credenti al s>credenti al s</credenti al s>
<t i meout >t i meout </ ti meout >
<time-limt>tine-limt</tine-lint>
<eventi ng/ >
<pol l'i ng-interval >pol i ng-interval </polling-interval >
<connect i on- manager - i d>connecti on- manager -i d</ connect i on- nanager - i d>
<di spat cher - pool - si ze>di spat cher - pool - si ze</ di spat cher - pool -si ze>
<event - base- dn>event - base- dn</ event - base- dn>
<si gnat ur e- dn>si gnat ur e- dn</ si gnat ur e- dn>
<bl acklist/>
</client>
</ | dap>
</ systene
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure directory properties used by the CLI to connect to the directory that contains SRC data.

On a C Series Controller, you use the Juniper Networks database and typically use the default configuration for
the directory connection. You can add backup directories and change the password to the directory.

Contents

<base- dn>—(Optional) DN of the root directory for SRC components and applications.

Value— DN
Default—o =UMC

<ur | >—(Optional) URL that identifies the location of the primary directory server.
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Value— URL
Default—Idap://127.0.0.1:389

<backup- ur | s>—(Optional) (Multivalue) URLs that identify the locations of backup directory
servers. Backup servers are used if the primary directory server is not accessible.

Value— URL
Default— No value

<pri nci pal >—(Optional) DN that defines the username with which an SRC component
accesses the directory.

Value— DN
Default—cn = conf,o = Operators, < base >

<cr edent i al s>—(Optional) Password used for authentication with the directory server.

Value—Secret text
Default—conf

<t i meout >—(Optional) Maximum amount of time during which the directory must respond
to a connection request.

Value—Integer in the range 0-600 s
Default— No value

<time-1im t>—(Optional) The number of milliseconds to wait for directory results before
returning. If set to 0, wait indefinitely.

Value—Integer in the range 0-2147483647 ms
Default— 5000

<event i ng>—(Optional) Enable an SRC component to poll the directory for changes.

Default—TRUE

<pol | i ng-i nt er val >—(Optional) Interval at which an SRC component polls the directory
to check for directory changes.

Value—Integer in the range 15-86400 s
Default— No value
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<connect i on- manager - i d>—(Optional) CLI identifier of the connection manager for the
directory eventing system (within the JNDI framework).

Value— Identifier for connection manager

Example—DIRAGENT_POOL_VR

<di spat cher - pool - si ze>—(Optional) Number of directory change notifications that can
be sent simultaneously to the SRC component.

Value—Integer in the range 0-2147483647

<event - base- dn>—(Optional) DN of an entry superior to the data associated with an SRC
component in the directory.

If you are storing non-SRC data in the directory, and that data changes frequently whereas the
SRC data does not, you may need to adjust the default value to improve performance. For
optimal performance, set the value to the DN of an entry superior to both the SRC data and the
changing non-SRC data.

Value— DN
Default— o = umc, < base >

<si gnat ur e- dn>—(Optional) DN of the directory entry that specifies the usedDirectory

attribute for the SRC CLI. The usedDirectory attribute identifies the vendor of the directory
server.

Value— DN

<bl ackl i st >—(Optional) Specifies whether the directory monitoring system prevents
connection to a directory if the directory fails to respond during 10 polling intervals.

Required Privilege Level

system
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<login> (configur ation/system)

Usage

<confi guration>
<syst enp
<l ogi n>
<announcenent >announcenent </ announcenent >
</ | ogi n>
</ systenp
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure system announcement to be displayed at user login.
Contents

<announcemnent >—(Optional) Announcement displayed to every user after login.

Value— Announcement text
Default— No value

Required Privilege L evel

system admin
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<class> (configuration/system/login)

Usage

<confi guration>
<systenp
<l ogi n>
<cl ass>
<nane>nane</ name> <!-- jidentifier -->
<al | ow- commands>al | ow commands</ al | ow cormands>
<al | ow configuration>al |l ow confi guration</all ow configuration>
<deny- commands>deny- commands</ deny- commands>
<deny- confi gur ati on>deny- confi gurati on</deny-confi gurati on>
<idle-timeout>idle-tinmout</idle-tineout>
<per m ssi ons>per ni ssi ons- choi ce</ per nm ssi ons>
</ cl ass>
</l ogi n>
</ systene
</ confi guration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Define login classes. You can define any number of login classes.
Contents

<name>— Name that you choose for a login class.

Value— Name

<al | ow- commands>—(Optional) Operational mode commands that members of a login class
can use.

If you omit this statement and the deny-commands statement, users can issue only those
commands for which they have access privileges through the permissions statement.

You can use an extended (modern) regular expression as defined in POSIX 1003.2. If the
regular expression contains any spaces, operators, or wildcard characters, enclose it in
quotation marks.

Value— Operational-mode commands to allow

Default— No value
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<al | ow confi gur at i on>—(Optional) Configuration mode commands that members of a
login class can use.

If you omit this statement and the deny-configuration statement, users can issue only those
commands for which they have access privileges through the permissions statement

You can use an extended (modern) regular expression as defined in POSIX 1003.2. If the
regular expression contains any spaces, operators, or wildcard characters, enclose it in
quotation marks.

Value— Configuration-mode commands to allow
Default— No value

<deny- commands>—(Optional) Operational mode commands that the user is denied
permission to issue, even though the permissions set with the permissions statement would
allow it.

If you omit this statement and the allow-commands statement, users can issue only those
commands for which they have access privileges through the permissions statement.

You can use an extended (modern) regular expression as defined in POSIX 1003.2. If the
regular expression contains any wildcard characters, enclose it in quotation marks.

Value— Operational mode commands to deny
Default— No value

<deny- confi gur at i on>—(Optional) Configuration mode commands that the user is denied

permission to issue, even though the permissions set with the permissions statement would
allow it.

If you omit this statement and the allow-configuration statement, users can issue only those
commands for which they have access privileges through the permissions statement.

You can use extended (modern) regular expression as defined in POSIX 1003.2. If the regular
expression contains any spaces, operators, or wildcard characters, enclose it in quotation
marks.

Value— Configuration mode commands to deny
Default— No value

<i dl e-ti meout >—(Optional) Maximum amount of time that a session can be idle before the

user is logged off the C Series Controller. The session times out after remaining at the CLI
operational mode prompt for the specified time.
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If you omit this statement, a user is never forced off the system after extended idle times.

Value— Number of minutes
Default— No value

<per m ssi ons>—(Optional) (Multivalue) Access privileges for each login class.

Value

adm n— Can view user account information in configuration
mode and with the show configuration command.

admi n- cont r ol — Can view user accounts and configure them (at
the [edit system login] hierarchy level).

al | — Has all permissions.

cl ear — Can clear (delete) information learned from the network
that is stored in various network databases (by using the cl ear

commands).

conf i gur e— Can enter configuration mode (by using the
confi gur e command).

cont r ol — Can modify any configuration values.

fi el d— Reserved for field (debugging) support.

firewal | — Canview the firewall filter configuration in
configuration mode.

firewal | - control — Canview and configure firewall filter
information.

i nt er f ace— Can view the interface configuration in
configuration mode and with the show confi gur ati on
operational mode command.

i nt er f ace- cont r ol — Can modify interface configuration.
mai nt enance— Can perform system maintenance, including
starting a local shell on a C Series Controller, and can halt and
reboot a C Series Controller (by using the r equest system
commands).

net wor k— Can access the network by entering commands such as
SSH or Telnet.

r eset — Can restart software processes by using the r est ar t
command and can configure whether software processes are
enabled or disabled.

r out i ng— Can view routing information in configuration and
operational modes.

rout i ng- control — Can view general routing information and
modify routing configuration.

secr et — Can view passwords and other authentication keys in
the configuration.

secr et - cont r ol — Can view passwords and other
authentication keys in the configuration and can modify them in
configuration mode.

secur it y— Can view security configuration in configuration
mode and with the showconfiguration operational mode
command.



Required Privilege L evel

system admin
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security-control — Canview security configuration in
configuration mode and with the show confi gur ati on

operational mode command.
shel | — Can start a local shell on the router by entering the

start shel |l command.
snmp— Can view SNMP configuration information in configuration

and operational modes.

snmp- cont r ol — Can view SNMP configuration information and
configure SNMP (atthe [ edi t snnp] hierarchy level).

syst em— Can view system-level information in configuration and
operational modes.

syst em cont r ol — Can view and configure system-level

configuration information.
Vi ew— Can use various commands to display current system-wide

values and statistics.
vi ew confi gur ati on— Can view all system configuration,

excluding any secret configurations.

servi ce— Can view service and policy definitions.

servi ce- cont r ol — Canview and configure service definitions
and policy definitions.

subscri ber — Can view information about subscriber definitions.
subscri ber - cont r ol — Can view and configure information
about subscriber definitions.

49



SRC 4.1.x XML API Configuration Reference

<user> (configuration/system/login)

Usage

<confi guration>
<systenp
<l ogi n>
<user >
<user - name>user - nane</ user-name> <!-- jdentifier -->
<cl ass>cl ass</ cl ass>
<full -name>ful | - name</ful | - name>
<ui d>ui d</ ui d>
<gi d>gi d</ gi d>
<pr onpt >pr onpt </ pr onpt >
<l evel >l evel - choi ce</| evel >
<conpl et e- on- space>conpl et e- on- space- choi ce</ conpl et e- on- space>
</ user>
</l ogi n>
</ systene
</ confi guration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure access permissions for individual users.
Contents

<user - nanme>— Username that is used to log in to a C Series Controller.

Value— Username

<cl ass>— User's login class. Configure one class for each user. The class referenced must
already be configured.

Value— Class-name

<f ul | - name>— Full name of the user. If the name contains spaces, enclose it in quotation
marks.

Value— Name
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<ui d>— User identifier for the login account.

Value—Integer in the range 0-64000

<gi d>— Group identifier for the login account.

Value—Integer in the range 0-64000

<pr onpt >—(Optional) Default prompt that this user sees at the SRC CLI.

Value— Prompt-text

<l evel >—(Optional) Editing level available to the user. The setting for the editing level
determines which configuration commands are visible to the user.

Value

. basi c— Minimal set of configuration statements and commands

— only the statements that must be configured are visible.
. nor mal — Normal set of configuration statements and commands

— the common and basic statements are visible.
. advanced— All configuration statements and commands,

including the common and basic ones, are visible.
. expert — All configuration statements, including common, basic,

and internal statements and commands used for debugging, are
visible.

Default— Normal

<conpl et e- on- space>—(Optional) Set the CLI to complete a partial command entry when
you type a space. This statement enables command completion for all user sessions for this
user.

To enable command completion for an active user session, use theset cli conpl et e-on-
space operational mode command.

Value

. on— Turn on command completion—allow either a space or a tab

to be used for command completion.
. of f — Turn off command completion—a space or a tab after a

partial command name does not complete the command.
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Default— On

Required Privilege L evel

system admin
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<authentication> (configuration/system/login/user)

Usage

<confi guration>
<systenp
<l ogi n>
<user >
<aut henti cati on>

<pl ai n-t ext - passwor d- val ue>pl ai n-t ext - passwor d- val ue</ pl ai n-t ext -

passwor d- val ue>
<encr ypt ed- passwor d>encr ypt ed- passwor d</ encr ypt ed- passwor d>

<ssh-aut hori zed- keys>ssh- aut hori zed- keys</ ssh- aut hori zed- keys>
</ aut henti cati on>
</ user >
</l ogi n>
</ syst enp
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Authentication methods that a user can use to log in to a C Series Controller. You can assign multiple
authentication methods to a single user.

Contents

<pl ai n-t ext - passwor d- val ue>—(Optional) Plain-text password that is autoencrypted.

Value— Password characters

<encr ypt ed- passwor d>—(Optional) Password in encrypted format.

Value— Encrypted-password

<ssh- aut hori zed- keys>—(Optional) (Multivalue) Public key for SSH.

Value— Public-key
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Required Privilege L evel

system admin
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<ntp> (configuration/system)

Usage

<confi guration>
<systenp
<nt p>
<boot - server >boot - server </ boot - server >
<br oadcast-client/>

<trust ed- key>t rust ed- key</trust ed- key>
</ nt p>
</ syst enp
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure NTP.

We strongly recommend that you configure NTP on every server used for an SRC deployment. The system may

not recognize subscriber sessions if the clocks are not synchronized.

Contents

<boot - ser ver >—(Optional) Server that NTP queries when at boot time to determine the
local date and time.

When you boot the system on which the SRC software runs, the system issues an ntpdate
request, which polls a network server to determine the local date and time. You can configure a
server that the system uses to determine the time at startup. If no boot server is configured,
NTP uses one of the configured servers to set the initial time.

Value— IP address of an NTP server
Default— No value

<br oadcast - cl i ent >—(Optional) Listen for NTP broadcast messages on the local network
to discover other servers on the same subnet.

<t r ust ed- key>—(Optional) (Multivalue) List of keys you are allowed to use when you
configure the local system to synchronize its time with other systems on the network.

Value— Positive signed 32-bit integer (1-2147483647)
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Default— No value

Required Privilege Level

system
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<authentication-key> (configuration/system/ntp)

Usage

<confi guration>

<syst enp
<nt p>
<aut henti cati on- key>
<key- nunber >key- nunber </ key- nunber> <!-- identifier -->

<val ue>val ue</ val ue>
</ aut henti cati on- key>
</ nt p>
</ syst enp
</ configuration>

Release | nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure NTP authentication keys so that the C Series Controller can send authenticated packets. If you
configure the C Series Controller to operate in authenticated mode, you must configure a key.

NTP authentication uses the MD5 encryption algorithm.

Contents

<key- nunber >— Positive integer that identifies the NTP authentication key.

Value—Integer in the range 1-2147483647

<val ue>— The value of the NTP authentication, which can contain 1-8 ASCII characters.

Value—Secret text
Default— No value

Required Privilege L evel

system
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<broadcast> (configuration/system/ntp)

Usage

<confi guration>
<systenp
<nt p>
<br oadcast >
<addr ess>address</address> <!-- identifier -->
<key>key</ key>
<ttl>ttl</ttl>

<ver si on>ver si on</ ver si on>
</ br oadcast >
</ nt p>
</ systenp
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure the C Series Controller to operate in broadcast mode with the remote system at the specified address. In
this mode, the local system sends periodic broadcast messages to a client population at the specified broadcast or
multicast address. Typically, you include this statement only when the local system is operating as a transmitter.

Contents

<addr ess>— IP address to receive broadcast or multicast periodic broadcast messages.

Value— IP address

<key>—(Optional) Value of the authentication key used to encrypt authentication fields in all
packets sent to the broadcast or multicast address.

Value— Positive signed 32-bit integer (1-2147483647)
Default— No value

<t t | >—(Optional) TTL value to transmit.

Value—Integer in the range 1-255
Default— No value

58



CLI and System Configuration Tag Elements

<ver si on>—(Optional) Version number of NTP to use in outgoing NTP packets.

Value—Integer in the range 1-4
Default— No value

Required Privilege L evel

system
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<multicast-client> (configuration/system/ntp)

Usage

<confi guration>
<systenp
<nt p>
<mul ticast-client>

<addr ess>addr ess</ addr ess>
</multicast-client>
</ nt p>
</ systenp
</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Listen for NTP multicast messages on the local network to discover other servers on the same subnet.
Contents

<addr ess>—(Optional) IP address(s). If you specify more than one address, the system joins
those multicast groups.

Value—IP address
Default— No value

Required Privilege Level

system
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<peer> (configuration/system/ntp)

Usage

<confi guration>
<systenp
<nt p>
<peer >
<addr ess>address</address> <!-- identifier -->
<key>key</ key>
<ver si on>ver si on</ ver si on>
<prefer/>
</ peer >
</ nt p>
</ syst enp
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure the C Series Controller to operate in symmetric active mode with the remote system at the specified
address. In this mode, the C Series Controller and the remote system can synchronize with each other. This
configuration is useful in a network in which either the local router or the remote system might be a better source
of time.

Contents

<addr ess>— IP address of an NTP peer. Do not specify a hostname.

Value—IP address

<key>—(Optional) Key number used to encrypt all authentication fields in packets sent to the
specified address.

Value— Positive signed 32-bit integer (1-2147483647)
Default— No value

<ver si on>—(Optional) Version number of NTP to be used in outgoing packets.

Value—Integer in the range 1-4
Default— No value
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<pr ef er >—(Optional) Remote system is the preferred host. This remote system is then
selected for synchronization among a set of systems that are operating correctly.

Required Privilege L evel

system
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<server> (configuration/system/ntp)

Usage

<confi guration>
<systenp
<nt p>
<server>
<addr ess>address</address> <!-- identifier -->
<key>key</ key>
<ver si on>ver si on</ ver si on>
<prefer/>
</ server>
</ nt p>
</ syst enp
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure the C Series Controller to operate in client mode with the remote system at the specified address. In this
mode, the C Series Controller can be synchronized with the remote system, but the remote system can never be
synchronized with the C Series Controller.

Contents

<addr ess>— IP address of an NTP server. Do not specify a hostname.

Value—IP address

<key>—(Optional) Key number used to encrypt all authentication fields in packets sent to the
specified address.

Value— Positive signed 32-bit integer (1-2147483647)
Default— No value

<ver si on>—(Optional) Version number of NTP to be used in outgoing packets.

Value—Integer in the range 1-4
Default— No value
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<pr ef er >—(Optional) Remote system is the preferred host. This remote system is then
selected for synchronization among a set of systems that are operating correctly.

Required Privilege L evel

system
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<radius-server> (configur ation/system)

Usage

<confi guration>
<systenp
<r adi us-server >
<addr ess>address</address> <!-- identifier -->
<port >port </ port >
<secret >secret </ secret>
<ti meout >t i neout </ ti neout >
<retry>retry</retry>
</radi us-server>
</ syst enp
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure RADIUS authentication. To use more than one RADIUS server, include ar adi us- ser ver statement

for each server. The software contacts the servers in order in a round-robin fashion until it receives a valid
response from one of the servers or until the retry limit is reached for all servers.

To configure RADIUS for authentication, also include r adi us in the aut hent i cat i on- or der option for the
Syst emstatement.

For a user authenticated through RADIUS to be able to log in to the C Series Controller, you must create either a
local profile or a remote profile to define common access privileges for all users authenticated through RADIUS or
TACACS + . For information about creating user profiles, see the syst em | ogi n user statement.

Contents

<addr ess>— IP address of RADIUS server.

Value— IP address

<por t >—(Optional) Port number on which to connect to a RADIUS server.

Value—Integer in the range 0-65535
Default—1812
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<secr et >— Password to use with the RADIUS server. This secret password is used by the C
Series Controller and must match the password on the RADIUS server.

Value— password

<t i meout >—(Optional) Amount of time that the C Series Controller waits to receive a
response from the RADIUS server.

Value—Integer in the range 1-90 s
Default—3

<r et r y>—(Optional) Number of times the C Series Controller tries to contact a RADIUS server.

Value—Integer in the range 1-10
Default—3

Required Privilege L evel

system

66



CLI and System Configuration Tag Elements

<services> (configuration/system)

Usage

<confi guration>
<systenp
<servi ces>
<tel net/>
<sftp/>
</ services>
</ syst enp
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure system services.

Contents

<t el net >—(Optional) Allow Telnet connections from remote systems to the C Series
Controller.

Note: Telnet connections do not allow access through r oot .
<sf t p>—(Optional) Allow SFTP requests from a remote system to the C Series Controller.

Required Privilege Level

system
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<editor> (configuration/system/ser vices)

Usage

<confi guration>
<systenp
<servi ces>
<editor>
<passwor d- encr ypti on>passwor d- encrypti on-choi ce</ passwor d- encrypti on>
</ editor>
</ services>
</ syst enp
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure access properties for external access to the Policies, Services, and Subscribers Editor.
Contents

<passwor d- encr ypt i on>—(Optional) Encrypt the passwords of users who remotely access
the Policies, Services, and Subscribers Editor using the specified encryption algorithm.

Value

. Crypt — UNIX crypt, a one-way encryption.

. mi5— Message Digest 5 (MD5), a 128-bit message digest.
. sha— SHA message digest, a 160-bit message digest.

. pl ai n— No encryption.

Required Privilege Level

system

68



CLI and System Configuration Tag Elements

<policy-editor> (configuration/system/ser vices/editor)

Usage

<confi guration>
<systenp
<servi ces>
<editor>
<pol i cy-editor>
<di rectory-eventing/ >
</ policy-editor>
</ editor>
</ services>
</ syst enp
</ configuration>

Release Infor mation
Statement introduced in SRC Release 1.0.0
Description
Configure properties for the policy editor.
Contents
<di r ect ory- event i ng>—(Optional) Enable policy editor to poll the directory for changes.

Default—true

Required Privilege L evel

system
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<ssh> (configur ation/system/ser vices/netconf)

Usage

<confi guration>
<systenp
<servi ces>
<net conf >
<ssh>
<port>port</port>
</ ssh>
</ net conf >
</ services>
</ systenp
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Use SSH for NETCONF connections.
Contents

<por t >—(Optional) TCP port listening for NETCONF/SSH connections. The port reserved by
IANA for NETCONF/SSH is 830, older versions of SRC used 32000

Value—Integer in the range 1-65535
Default— 32000

Required Privilege Level

system
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<ssh> (configur ation/system/ser vices)

Usage

<confi guration>
<syst enp
<servi ces>
<ssh>
<root - | ogi n>root - | ogi n-choi ce</r oot -1 ogi n>
<pr ot ocol - ver si on>pr ot ocol - ver si on- choi ce</ pr ot ocol - ver si on>
</ ssh>
</ services>
</ syst enp
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Allow SSH requests from remote systems to the C Series Controller.
Contents
<r oot - | ogi n>—(Optional) Control user access through SSH.
Value

. al | ow— Allow users to log in to the C Series Controller as r oot
through SSH.(Default)

. deny— Disable users from logging in to the C Series Controller as
root through SSH.

. deny- passwor d— Allow users to log in to the C Series Controller
asr oot through SSH when the authentication method (for
example, RSA authentication) does not require a password.

<pr ot ocol - ver si on>—(Optional) SSH protocol versions accepted.

Value

. V1—SSH version 1
. V2—SSH version 2 (Default)
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Required Privilege L evel

system
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<http> (configuration/system/ser vices/web-management)

Usage

<confi guration>
<systenp
<servi ces>
<web- managenent >
<http>
<port >port </ port >
<interface>interface</interface>
</http>
</ web- managenent >
</ services>
</ syst enp
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Use HTTP without encryption.

Contents

<por t >—(Optional) TCP port to be used for incoming connections to the C-Web interface.

Value—Integer in the range 1-65535
Default—80

<i nt er f ace>—(Optional) (Multivalue) List of network interfaces to accept incoming

connections. If you do not specify any interfaces, the software accepts connections from all
interfaces.

Value— Name of external interface, such as ethO.

Required Privilege L evel

system system
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<https> (configuration/system/ser vices/web-management)

Usage

<confi guration>
<systenp
<servi ces>
<web- managenent >
<htt ps>
<port >port </ port >
<interface>interface</interface>

<l ocal -certificate> ocal -certificate</local -certificate>
</ https>
</ web- managenent >
</ servi ces>
</ syst enp
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Use secure HTTP with encryption.
Contents

<por t >—(Optional) TCP port to be used for incoming connections to the C-Web interface.

Value—Integer in the range 1-65535
Default—443

<i nt er f ace>—(Optional) (Multivalue) List of network interfaces to accept incoming
connections. If you do not specify any interfaces, the software accepts connections from all
interfaces.

Value— Name of external interface, such as ethO.

<l ocal -certi fi cat e>—(Optional) Name of the security certificate (in X.509 format) on the

local system. This certificate is used to secure connections from external Web browsers to the
C-Web interface.

Value— Name of digital security certificate.
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Required Privilege Level

system system
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<logger > (configur ation/system/ser vices/web-management)

Usage

<confi guration>
<syst enp
<servi ces>
<web- managenent >

<l ogger >
<nane>nane</ name> <!-- jidentifier -->
</ | ogger >

</ web- managenent >
</ services>
</ systenp
</ configuration>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure a logging component for the C-Web interface. Logging can be to a file or to the system logging utility.

Contents

<name>— Name of a logging component.

Value—Text

Required Privilege L evel

system system
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<file> (configuration/system/ser vices/web-management/logger/
logger)

Usage

<confi guration>
<systenp
<servi ces>
<web- managenent >
<l ogger >
<l ogger >
<file>
<filter>filter</filter>
<fil enane>fil enane</fil enane>
<rollover-filenane>roll over-fil enane</rollover-fil enane>
<maxi mumfil e-size>maxi mumfile-size</maximumfil e-size>
</file>
</ | ogger >
</ | ogger >
</ web- managenent >
</ servi ces>
</ syst enp
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure logging of messages to a file.
Contents

<fil t er >—(Optional) Filter to define which event messages the software logs or ignores.

Filters can specify the logging level, such as debug, or can specify expressions. For information
about expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default— The default value is different for each type of component.

<f i | ename>— Absolute path of the filename that contains the current logs.

Note: Make sure that the user under which the J2EE application server or Web application
server runs has write access to this folder. If this user does not have write access to the default
folder, configure the component or application to write logs in folders to which the user has
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write access.

Value— Filename
Default— By default, SRC components and applications write log files in the
folder in which the component or application is started.

<rol | over-fil ename>—(Optional) Absolute path of the filename that contains the log

history. When the log file reaches the maximum size, the software closes the log file and
renames it with the name you specify for the rollover file. If a previous rollover file exists, the
software overwrites it. The software then reopens the log file and continues to save event
messages in it.

Value— Path of filename

Example—/opt/UMC/saelvar/log/sae.alt

Default— The default value is different for each type of component.

<maxi mumfi | e- si ze>—(Optional) Maximum size of the log file and the rollover file.

Do not set the maximum file size to a value greater than the available disk space.

Value—Integer in the range 0-2147483647 kbytes
Default— 1000000

Required Privilege Level

system system
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<syslog> (configur ation/system/ser vices/web-management/logger/
logger)

Usage

<confi guration>

<syst

enp

<servi ces>
<web- managenent >

<l ogger >
<l ogger >
<sysl og>
<filter>filter</filter>
<host >host </ host >
<facility>facility</facility>
<f or mat >f or mat </ f or mat >
</ sysl og>
</ | ogger >
</ | ogger >

</ web- managenent >
</ servi ces>
</ syst enp

</ confi

gurati on>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure logging of messages to system logging.

Contents

<fil t er >—(Optional) Filter to define which event messages the software logs or ignores.
Filters can specify the logging level, such as debug, or can specify expressions. For information
about expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default— The default value is different for each type of component.

<host >— IP address or name of a host that collects event messages by means of a standard
system logging daemon.

Value— IP address or hostname
Default—loghost
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<faci | i t y>—(Optional) Type of system log in accordance with the system logging protocol.

Value—Integer in the range 0-23
Default— 3

<f or mat >—(Optional) MessageFormat string that specifies how the information in an event
message is printed. (The strings {#} are replaced with the log information [...]).

Value— MessageFormat string as specified in http://java.sun.com/j2se/1.4.2/
docslapiljavaltext/MessageFormat.html.

The fields available for events are:

+ 0—Time and date of the event

« 1—Name of the thread generating the event
. 2—Text message of the event

+ 3—Category of the event

« 4—Priority of the event

Required Privilege Level

system system
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<static-host-mapping> (configur ation/system)
Usage

<confi guration>

<systenp
<stati c-host - mappi ng>
<host - nane>host - nane</ host - nane> <! -- identifier -->

<i net >i net</i net >
<al i as>al i as</alias>
</ stati c- host - mappi ng>
</ syst enp
</ configuration>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure static mapping to resolve hostnames.

Contents

<host - name>— Fully-qualified name of the system.

Value—Text

<i net >—(Optional) (Multivalue) IP addresses to which you want to map the hostname.

Value—IP address

<al i as>—(Optional) (Multivalue) Aliases for the hostname.

Value—Text

Required Privilege Level

system system
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<file> (configuration/system/syslog)

Usage

<confi guration>
<systenp
<sysl og>
<file>
<nane>nane</ name> <!-- jidentifier -->
</[file>
</ sysl og>
</ systenp
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Specify a file to store information that has been collected.
Contents

<name>— Name of the file in which to log system messages.

Value— filename

Required Privilege L evel

system
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<contents> (configuration/system/syslog/file)

Usage

<confi guration>

<syst enp

<sysl og>
<file>
<cont ent s>

<nane>namne- choi ce</ nane> <!-- identifier
<any/ >

<ener gency/ >

<alert/>

<critical/>

<error/>

<war ni ng/ >

<noti ce/ >

<infol>

<none/ >

</ cont ent s>
</file>
</ sysl og>

</ syst enp

</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

CLI and System Configuration Tag Elements

Configure the message groups and severity level of messages to be forwarded to a specified file, host, or user.

Contents

Group of messages that are either generated by the same software process or concern a similar
condition or activity (such as authentication attempts). A message group is referred to as a
facility.

Value

. any — Messages from all facilities.

. aut hori zat i on— Authentication and authorization attempts.

. daenmpn— Actions performed or errors encountered by various

system processes.

. ft p— Actions performed or errors encountered by an FTP process.

. ker nel — Actions performed or errors encountered by the kernel.

. user — Actions performed or errors encountered by various user

processes.
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. | ocal 7— Actions performed or errors encountered by different
SRC processes.

Severity level

Value

. any — Messages for all severity levels.

. emer gency— System panic or other condition that causes the
system to stop functioning.

. al ert — Conditions that require immediate correction.

. Critical — Critical conditions, such as hard drive errors.

. error — Error conditions that generally have less serious

consequences than errors in the emergency, alert, and critical
levels.
. war ni ng— Conditions that warrant monitoring.

. not i ce— Conditions that are not errors but might warrant special

handling.
. 1 nf o— Events or nonerror conditions of interest.

. none— Messages are not generated for any condition.

Required Privilege L evel

system
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<host> (configur ation/system/syslog)

Usage

<confi guration>
<systenp
<sysl og>
<host >
<nane>nane</ name> <!-- jidentifier -->
</ host >
</ sysl og>
</ systenp
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure the IP address or hostname of the remote host to receive system log messages. The remote machine
must be running a standard syslogd utility.

Contents

<name>— IP address or hostname of a remote system to receive system log messages. The
remote machine must be running a standard syslogd utility.

Value— IP address or hostname

Required Privilege L evel

system
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<contents> (configuration/system/syslog/host)

Usage

<confi guration>
<systenp
<sysl og>
<host >
<cont ent s>
<nane>nane- choi ce</ nane> <!-- identifier -->
<any/ >
<ener gency/ >
<alert/>
<critical/>
<error/>
<war ni ng/ >
<noti ce/ >
<infol>
<none/ >
</ cont ent s>
</ host >
</ sysl og>
</ syst enp
</ configuration>

Release | nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the message groups and severity level of messages to be forwarded to a specified file, host, or user.
Contents

Group of messages that are either generated by the same software process or concern a similar
condition or activity (such as authentication attempts). A message group is referred to as a
facility.

Value

. any — Messages from all facilities.
. aut hori zat i on— Authentication and authorization attempts.
. daenmpn— Actions performed or errors encountered by various

system processes.
. ft p— Actions performed or errors encountered by an FTP process.

. ker nel — Actions performed or errors encountered by the kernel.
. user — Actions performed or errors encountered by various user

processes.
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Severity level

Value

Required Privilege L evel

system

CLI and System Configuration Tag Elements

. | ocal 7— Actions performed or errors encountered by different
SRC processes.

. any — Messages for all severity levels.

. emer gency— System panic or other condition that causes the
system to stop functioning.

. al ert — Conditions that require immediate correction.

. Critical — Critical conditions, such as hard drive errors.

. error — Error conditions that generally have less serious

consequences than errors in the emergency, alert, and critical
levels.
. war ni ng— Conditions that warrant monitoring.

. not i ce— Conditions that are not errors but might warrant special

handling.
. 1 nf o— Events or nonerror conditions of interest.

. none— Messages are not generated for any condition.
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<user > (configur ation/system/syslog)

Usage

<confi guration>
<systenv
<sysl og>
<user >

<nane>nane</ name> <!-- jidentifier -->
</ user >
</ sysl og>
</ systenp
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Notify a specified user by means of a terminal session.
Contents

<name>— Name of user to receive messages.

Value— Username

Required Privilege L evel

system
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<contents> (configuration/system/syslog/user)

Usage

<confi guration>

<syst enp

<sysl og>
<user >
<cont ent s>

<nane>namne- choi ce</ nane> <!-- identifier
<any/ >

<ener gency/ >

<alert/>

<critical/>

<error/>

<war ni ng/ >

<noti ce/ >

<infol>

<none/ >

</ cont ent s>
</ user>
</ sysl og>

</ syst enp

</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the message groups and severity level of messages to be forwarded to a specified file, host, or user.

Contents

Group of messages that are either generated by the same software process or concern a similar
condition or activity (such as authentication attempts). A message group is referred to as a
facility.

Value

. any — Messages from all facilities.

. aut hori zat i on— Authentication and authorization attempts.

. daenmpn— Actions performed or errors encountered by various

system processes.

. ft p— Actions performed or errors encountered by an FTP process.

. ker nel — Actions performed or errors encountered by the kernel.

. user — Actions performed or errors encountered by various user

processes.

89



SRC 4.1.x XML API Configuration Reference

. | ocal 7— Actions performed or errors encountered by different
SRC processes.

Severity level

Value

. any — Messages for all severity levels.

. emer gency— System panic or other condition that causes the
system to stop functioning.

. al ert — Conditions that require immediate correction.

. Critical — Critical conditions, such as hard drive errors.

. error — Error conditions that generally have less serious

consequences than errors in the emergency, alert, and critical
levels.
. war ni ng— Conditions that warrant monitoring.

. not i ce— Conditions that are not errors but might warrant special

handling.
. 1 nf o— Events or nonerror conditions of interest.

. none— Messages are not generated for any condition.

Required Privilege L evel

system
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<tacplus-server> (configuration/system)

Usage

<confi guration>
<systenp
<t acpl us-server>
<addr ess>addr ess</ addr ess>
<secr et >secret </ secret >

<sour ce- addr ess>sour ce- addr ess</ sour ce- addr ess>
</tacpl us-server>
</ syst enp
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure TACACS + authentication.

To configure TACACS + for authentication, also include t acpl us in the aut hent i cat i on- or der option for
the syst emstatement.

For a user authenticated through TACACS + to be able to log into the C Series Controller, you must create either a
local profile or a remote profile to define common access privileges for all users authenticated via RADIUS or
TACACS + . For information about creating user profiles, see the syst em | ogi n user statement.

Contents
<addr ess>—(Multivalue) Address of TACACS + authentication server.

Value— IP address
Default— No value

<secr et >— Password to use with the RADIUS or TACACS + server. The secret password used
by the C Series Controller must match that used by the server.

Value—Secret text
Default— No value

<sour ce- addr ess>—(Optional) The address of this server used when connecting to the
TACACS + server.
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Value—Text
Default— No value

Required Privilege L evel

system
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The following table summarizes the tag elements in the SRC XML API for the Juniper Networks Database. The
table lists the SRC CLI configuration statements that have corresponding SRC XML tag elements, and maps each
statement to its tag element. CLI commands are listed in alphabetical order.

CLI Configuration Statement | Configuration Tag Element

system ldap server <server>

system ldap server community < community >

system ldap server security < security >
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<server> (configuration/system/ldap)

Usage

<confi guration>
<systenp
<| dap>
<server>
<st and- al one/ >
</ server>
</ | dap>
</ syst enp
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Enable the Juniper Networks database to run in standalone mode. This database contains the SRC configuration
information.

Typically, you run the database in standalone mode only in testing environments. If you want to run the Juniper
Networks database in a community (or group) of databases, use the syst em | dap server community
statement.

Enable the Juniper Networks database in either standalone or community mode; a Juniper Networks database can
run either standalone or in a community, but not both. If you do not enable the database, it will not run.

Contents
Database mode for the Juniper Networks database.
Value

. st and- al one— Standalone mode for the Juniper Networks
database.

Required Privilege Level

system
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<community> (configuration/system/ldap/server)

Usage

<confi guration>
<systenp
<| dap>
<server>
<communi ty>
<rol e>rol e-choi ce</rol e>
<pri mary- nei ghbor s>pri mary- nei ghbor s</ pri mary- nei ghbor s>
<pri mary-connecti on-type>pri mary-connection-type-choi ce</primary-
connecti on-type>
<secondar y- nei ghbor s>secondar y- nei ghbor s</ secondar y- nei ghbor s>
<secondary-connecti on-type>secondary-connecti on-type-choi ce</ secondary-
connecti on-type>
</ communi ty>
</ server>
</ | dap>
</ syst enp
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 1.0.0
Description

Enable the Juniper Networks database to operate as part of a community (group) of other Juniper Networks
databases. The Juniper Networks database contains the SRC configuration information.

If you want to run the Juniper Networks database standalone, use the st and- al one option at the syst em
| dap server hierarchy level.

Enable the Juniper Networks database in either standalone or community mode; a Juniper Networks database can
run either standalone or in a community, but not both. If you do not enable the database, it will not run.

Contents

<r ol e>— Role of the database. The role determines the read and write access to the database.

Value

. pri mary— A database that provides read and write access to client

applications. It replicates its data and distributes changes to any
Juniper Networks databases configured as neighbors.
. secondar y— A database that provides read access to client
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applications. If client applications try to write data to this database,
the database refers the client to a primary database.

Default— No value

<pri mary- nei ghbor s>—(Optional) (Multivalue) A database that propagates changes that it

receives to other Juniper Networks databases configured as neighbors. A primary neighbor
must be assigned a primary role.

Value— Primary neighbor identified by one of the following:

. IP address; for example, 192.2.4.0

. Hostname that the C Series Controller can resolve through the
domain name system; for example, myhostname1

. Fully qualified hostname; for example, myhostnamel.mycompany.
com

Default— No value

<pri mary-connecti on-t ype>—(Optional) Connection type to primary neighbors. The
connection type determines if replication is clear or secure.

Value

. ¢l ear — The data replication amongst all primary neighbors is done
over LDAP.

. secur e— The data replication amongst all primary neighbors is
done over LDAPS.

Default— No value

<secondar y- nei ghbor s>—(Optional) (Multivalue) A database that only receives database
changes. A secondary neighbor must be assigned a secondary role.

Value— Secondary neighbor identified by one of the following:

. IP address; for example, 192.2.4.0

. Hostname that the C Series Controller can resolve through the
domain name system; for example, myhostnamel

. Fully qualified hostname; for example, myhostname1.mycompany.
com

Default— No value
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<secondary- connect i on-type>—(Optional) Connection type to secondary neighbors.
The connection type determines if replication is clear or secure.

Value

. ¢l ear — The data replication amongst all secondary neighbors is
done over LDAP.

. secur e— The data replication amongst all secondary neighbors is
done over LDAPS.

Default— No value

Required Privilege L evel

system
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<security> (configuration/system/ldap/server)

Usage

<confi guration>

<systenp
<| dap>
<server>
<security>
<enabl e/ >
<strict/>
</ security>
</ server>
</ | dap>
</ syst enp

</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

You can secure connections to a Juniper Networks database by:

. Allowing only Secure Lightweight Directory Access Protocol (LDAPS) connections from remote systems.
. Allowing LDAP or LDAPS connections. In this case, remote SRC components can connect through LDAP
or LDAPS.

To allows access to the Juniper Networks database only through LDAP, use the del et e security command at
thesystem | dap server hierarchy level.

Contents

Secure connections to the Juniper Networks database.

Value

. enabl e— Use LDAP and LDAPS connections to Juniper Networks

database.
. strict — Use LDAPS to secure remote connections to the Juniper

Networks database. Local SRC components have LDAP access to the
database.
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Required Privilege L evel

system
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SAE Configuration Tag Elements

The following table summarizes the tag elements in the SRC XML API for the SAE. The table lists the SRC CLI

configuration statements that have corresponding SRC XML tag elements, and maps each statement to its tag

element. CLI commands are listed in alphabetical order.

CLI Configuration Statement

Configuration Tag Element

shared auth-cache cached-dhcp-profile

< cached-dhcp-profile >

shared classification-script dhcp classifier

<classifier>

shared classification-script dhcp classifier name dhcp-classifier rule

<rule>

shared classification-script dhcp classifier name dhcp-classifier rule
name condition

< condition >

shared classification-script dhcp classifier name dhcp-classifier rule
name script

< script >

shared classification-script interface classifier

< classifier >

shared classification-script interface classifier name interface-
classifier rule

<rule>

shared classification-script interface classifier name interface-
classifier rule name condition

< condition >

shared classification-script interface classifier name interface-
classifier rule name script

< script >

shared classification-script subscriber classifier

<classifier>

shared classification-script subscriber classifier name subscriber-
classifier rule

<rule >

shared classification-script subscriber classifier name subscriber-
classifier rule name condition

< condition >

shared classification-script subscriber classifier name subscriber-
classifier rule name script

< script>

shared network application-manager-group

< application-manager-group >

shared network device

< device >

shared network device name interface-classifier rule

<rule>

shared network device name interface-classifier rule name
condition

< condition >
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shared network device name interface-classifier rule name script

< script >

shared network device name virtual-router

<virtual-router >

shared network policy-decision-point

< policy-decision-point >

shared sae configuration

< configuration >

shared sae configuration aggregate-services

< aggregate-services >

shared sae configuration driver

< driver >

shared sae configuration driver aaa

<dda>

shared sae configuration driver aaa session-store

< session-store >

shared sae configuration driver junos

<junos >

shared sae configuration driver junos configuration-checking

< configuration-checking >

shared sae configuration driver junos Isp-tracking

< Isp-tracking >

shared sae configuration driver junos security

< security >

shared sae configuration driver junos session-store

< session-store >

shared sae configuration driver junos-dmi

<junos-dmi>

shared sae configuration driver junos-dmi session-store

< session-store >

shared sae configuration driver junos-ise

<junos-ise >

shared sae configuration driver junos-ise session-store

< session-store >

shared sae configuration driver junos-ptsp

<junos-ptsp >

shared sae configuration driver junos-ptsp session-store

< session-store >

shared sae configuration driver junose

<junose >

shared sae configuration driver junose session-store

< session-store >

shared sae configuration driver pcmm

<pcmm >

shared sae configuration driver pcmm cmts-specific-rks-plug-ins

< cmts-specific-rks-plug-ins >

shared sae configuration driver pcmm session-store

< session-store >

shared sae configuration driver scripts

< scripts >

shared sae configuration driver session-store

< session-store >

shared sae configuration driver simulated
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shared sae configuration driver simulated name session-store < session-store >

shared sae configuration driver snmp <snmp >

shared sae configuration driver third-party < third-party >

shared sae configuration driver third-party session-store < session-store >

shared sae configuration dynamic-radius-server < dynamic-radius-server >
shared sae configuration external-interface-features < external-interface-features >

shared sae configuration external-interface-features name

) < CommunityManager >
CommunityManager

shared sae configuration external-interface-features name EventAPI | <EventAPI>

shared sae configuration external-interface-features name

- < JavaScriptProcessor >
JavaScriptProcessor

shared sae configuration external-interface-features name

. < PythonScriptProcessor >
PythonScriptProcessor

shared sae configuration external-interface-features name

< SAEAccess >
SAEAccess

shared sae configuration external-interface-features name

< SAEFeature >
SAEFeature

shared sae configuration external-interface-features name .
< properties >

SAEFeature properties

shared sae configuration file-accounting-template < file-accounting-template >
shared sae configuration file-accounting-template name attributes < attributes >

shared sae configuration global-radius-udp-port < global-radius-udp-port >
shared sae configuration idle-timeout <idle-timeout >

shared sae configuration interim-accounting < interim-accounting >
shared sae configuration interim-session-job-manager < interim-session-job-manager >
shared sae configuration ldap <ldap >

shared sae configuration ldap directory-eventing < directory-eventing >
shared sae configuration ldap persistent-login-cache < persistent-login-cache >
shared sae configuration ldap policy-data < policy-data >

shared sae configuration ldap service-data < service-data >
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shared sae configuration Idap subscriber-data

< subscriber-data >

shared sae configuration license-manager client

< client>

shared sae configuration license-manager directory-access

< directory-access >

shared sae configuration logger < logger >
shared sae configuration logger name file < file >
shared sae configuration logger name syslog <syslog >

shared sae configuration login-registration

< login-registration >

shared sae configuration nic-proxy-configuration

< nic-proxy-configuration >

shared sae configuration nic-proxy-configuration name cache

< cache >

shared sae configuration nic-proxy-configuration name nic-host-
selection

< nic-host-selection >

shared sae configuration nic-proxy-configuration name nic-host-
selection blacklisting

< blacklisting >

shared sae configuration nic-proxy-configuration name resolution

< resolution >

shared sae configuration nic-proxy-configuration name test-nic-
bindings

< test-nic-bindings >

shared sae configuration nic-proxy-configuration name test-nic-
bindings key-values

< key-values >

shared sae configuration plug-ins

< plug-ins >

shared sae configuration plug-ins event-publishers

< event-publishers >

shared sae configuration plug-ins event-publishers device-type-
authentication

< device-type-authentication >

shared sae configuration plug-ins manager < manager >
shared sae configuration plug-ins name < name>

shared sae configuration plug-ins name name acp-interface-listener

< acp-interface-listener >

shared sae configuration plug-ins name name custom-radius-
accounting

< custom-radius-accounting >

shared sae configuration plug-ins name name custom-radius-
accounting peer-group

< Qeer-group >

shared sae configuration plug-ins name name custom-radius-
authentication
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shared sae configuration plug-ins name name custom-radius-
authentication peer-group

< Qeer-group >

shared sae configuration plug-ins name name ejb-adaptor

< ejb-adaptor >

shared sae configuration plug-ins name name external

<external>

shared sae configuration plug-ins name name file-accounting

< file-accounting >

shared sae configuration plug-ins name name flex-radius-
accounting

< flex-radius-accounting >

shared sae configuration plug-ins name name flex-radius-
accounting peer-group

< peer-group >

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition

< radius-packet-definition >

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name attributes

<attributes >

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name attributes-with-type

< attributes-with-type >

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name attributes-with-type
name

<type>

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name vendor-specific

< vendor-specific >

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name vendor-specific name
attributes

< attributes >

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name vendor-specific name

type

<type>

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name vendor-specific name
type name attributes

<attributes >

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name vendor-specific-26

< vendor-specific-26 >

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name vendor-specific-26 name
attributes

<attributes >

shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name vendor-specific-26 name

type

<type>
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shared sae configuration plug-ins name name flex-radius-
accounting radius-packet-definition name vendor-specific-26 name
type name attributes

< attributes >

shared sae configuration plug-ins name name flex-radius-
authentication

< flex-radius-authentication >

shared sae configuration plug-ins name name flex-radius-
authentication peer-group

< Qeer-group >

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition

< radius-packet-definition >

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name attributes

< attributes >

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name attributes-with-type

< attributes-with-type >

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name attributes-with-type
name

<type>

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name vendor-specific

< vendor-specific >

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name vendor-specific name
attributes

< attributes >

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name vendor-specific name

type

<type >

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name vendor-specific name
type name attributes

< attributes >

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name vendor-specific-26

< vendor-specific-26 >

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name vendor-specific-26
name attributes

<attributes >

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name vendor-specific-26
name type

<type>

shared sae configuration plug-ins name name flex-radius-
authentication radius-packet-definition name vendor-specific-26
name type name attributes

< attributes >

shared sae configuration plug-ins name name interface-subscriber-
limit
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shared sae configuration plug-ins name name internal

<internal >

shared sae configuration plug-ins name name internal properties

< properties >

shared sae configuration plug-ins name name jms-adaptor

< jms-adaptor >

shared sae configuration plug-ins name name ldap-authentication

< ldap-authentication >

shared sae configuration plug-ins name name pcmm-rks < pcmm-rks >
shared sae configuration plug-ins name name pcmm-rks peer-group | <peer-group >

shared sae configuration plug-ins name name qos-profile-tracking

< gos-profile-tracking >

shared sae configuration plug-ins name name radius-accounting

< radius-accounting >

shared sae configuration plug-ins name name radius-accounting
peer-group

< peer-group >

shared sae configuration plug-ins name name radius-authentication

< radius-authentication >

shared sae configuration plug-ins name name radius-
authentication peer-group

< peer-group >

shared sae configuration plug-ins name name schedule-
authorization

< schedule-authorization >

shared sae configuration plug-ins name name ssr-reader

<ssr-reader>

shared sae configuration plug-ins state-synchronization

< state-synchronization >

shared sae configuration policy-management-configuration

< policy-management-configuration >

shared sae configuration radius-packet-template

< radius-packet-template >

shared sae configuration radius-packet-template name radius-
attributes

< radius-attributes >

shared sae configuration radius-packet-template name radius-
attributes name attributes

<attributes >

shared sae configuration radius-packet-template name radius-
attributes name attributes-with-type

< attributes-with-type >

shared sae configuration radius-packet-template name radius-
attributes name attributes-with-type name

<type>

shared sae configuration radius-packet-template name radius-
attributes name vendor-specific

< vendor-specific >

shared sae configuration radius-packet-template name radius-
attributes name vendor-specific name attributes

< attributes >
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shared sae configuration radius-packet-template name radius-
attributes name vendor-specific name type

<type>

shared sae configuration radius-packet-template name radius-
attributes name vendor-specific name type name attributes

< attributes >

shared sae configuration radius-packet-template name radius-
attributes name vendor-specific-26

< vendor-specific-26 >

shared sae configuration radius-packet-template name radius-
attributes name vendor-specific-26 name attributes

< attributes >

shared sae configuration radius-packet-template name radius-
attributes name vendor-specific-26 name type

<type>

shared sae configuration radius-packet-template name radius-
attributes name vendor-specific-26 name type name attributes

< attributes >

shared sae configuration script-extension

< script-extension >

shared sae configuration service-activation

< service-activation >

shared sae configuration service-schedule

< service-schedule >

shared sae configuration session-job-manager

< session-job-manager >

shared sae configuration subscriber-sessions

< subscriber-sessions >

shared sae configuration time-based-policies

< time-based-policies >

shared sae configuration timeout-session-job-manager

< timeout-session-job-manager >

shared sae dhcp-classifier rule

<rule>

shared sae dhcp-classifier rule name condition

< condition >

shared sae dhcp-classifier rule name script < script>
shared sae group < group >
shared sae subscriber-classifier rule <rule>

shared sae subscriber-classifier rule name condition

< condition >

shared sae subscriber-classifier rule name script < script>
slot number sae < sae>
slot number sae initial < initial >

slot number sae initial directory-connection

< directory-connection >

slot number sae initial directory-eventing
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slot number sae java-orb object-adapter

< object-adapter >

slot number sae radius

< radius >
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<cached-dhcp-profile> (configur ation/shar ed/auth-cache)

Usage

<confi guration>
<shar ed>
<aut h- cache>
<cached-dhcp-profil e>

<nanme>nane</ nanme> <!-- identifier -->
<descri pti on>descri pti on</descri pti on>
<pool - nanme>pool - name</ pool - nane>
<i p- addr ess>i p- addr ess</i p- addr ess>
<dhcp- opti ons>dhcp- opti ons</ dhcp- opti ons>
<boot - server - nane>boot - ser ver - nane</ boot - ser ver - nane>
<boot -fil e- name>boot -fi | e- nane</ boot -fil e- nane>
<virtual -router>virtual -router</virtual -router>
<l ocal -interface>l ocal -interface</local -interface>
<l ease-ti ne>l ease-ti ne</| ease-ti nme>
<user - nanme>user - nane</ user - nanme>
<servi ce- bundl e>servi ce- bundl e</ servi ce- bundl e>

<r adi us-cl ass>r adi us-cl ass</radi us-cl ass>
</ cached- dhcp-profil e>
</ aut h- cache>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure a cached DHCP profile.
Contents

<name>— Name of a cached DHCP profile.

Value— String

<descri pt i on>—(Optional) Description of the DHCP client device.

Value— String
Default— No value
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<pool - name>—(Optional) Name of the IP address pool on the JUNOSe router from which a
DHCP address is selected.

Value— String
Default— No value

<i p- addr ess>—(Optional) Fixed IP address that is offered to the DHCP client if the client is
part of a network in the configured DHCP pool.

Value— IP address
Default— No value

<dhcp- opt i ons>—(Optional) Defines DHCP options that are used to configure DHCP clients.

Value— Define DHCP options in the format: option = value [,value...].

where option is the DHCP option name or number (see the customer
documentation for a list of supported DHCP options) and values are entered
based on the type of option:

. int32, int16, int8—Decimal or hex prefixed by 0x

. string—Optionally surrounded by double quotes

. ip-address—Dotted decimal

. data-string—Sequence of hex-encoded bytes separated by a :
(colon) or a string surrounded by double quotes

Separate multiple options by line breaks.

Value is a string containing one or more options defined as 'name = value'.
Multiple options are separated by line breaks.

To include nonstandard options in a DHCP profile, use the name option-nnn,
where nnn is the option number, and the value is of type data-string; that is,
either a string surrounded in double quotes, or a sequence of hex-encoded
bytes, separated by a colon ().

Default— No value

<boot - ser ver - nanme>—(Optional) Name of the server used to boot the DHCP client.

Value— String, length < 64
Default— No value
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<boot - fi | e- nane>—(Optional) Name of a boot file used to boot the DHCP client.

Value— String, length < 128
Default— No value

<vi r t ual - r out er >—(Optional) Name of the virtual router that holds the IP address pool.

Value— Name of the virtual router in the format vrname@hostname. An *
(asterisk) means that the values for the virtual router are ignored when the
cached profile is used. Use an * if you do not know the virtual router to
which the subscriber will connect.

Default— No value

<l ocal -i nt er f ace>—(Optional) Name of the JUNOSe router interface that will receive the
DHCP client device's request for an IP address.

Value— Name of the virtual router in the format vrname@hostname. An *
(asterisk) means that the values for local interface are ignored when the
cached profile is used. Use an * if you do not know the interface to which the
subscriber will connect or if you want to allow the subscriber to connect
through multiple interfaces.

Default— No value

<l ease-t i me>—(Optional) Length of time the supplied IP address is valid. This parameter is

not currently implemented on the JUNOSe router. The DHCP lease time that the SAE sends to
the JUNOSe router is ignored.

Value— Number of seconds
Default— No value

<user - name>—(Optional) Username of the DHCP subscriber without the domain name.

Value— String that specifies the information to the left of the @ character in
userName@domainName.
Default— No value

<ser vi ce- bundl e>—(Optional) Vendor-specific RADIUS attribute that specifies the SRC
service bundle to use.

Value— String
Default— No value

<r adi us- cl ass>—(Optional) RADIUS attribute class.
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Value— String
Default— No value

Required Privilege Level

system

113



SRC 4.1.x XML API Configuration Reference

<classifier> (configuration/shar ed/classification-script/dhcp)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<dhcp>
<classifier>
<nane>nane</ nane> <! -- jdentifier -->

<descri pti on>descri pti on</descri pti on>
</classifier>
</ dhcp>
</classification-script>
</ shar ed>
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure a subscriber classifier. For more information about subscriber classifiers, see the SRC PE Subscribers
and Subscription Guide.

Contents

<name>— Name of the classification script

Value— Text

<descri pti on>—(Optional) Description of the classification script.

Value— Text
Default— No value

Required Privilege Level

system
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<rule> (configuration/shar ed/classification-script/dhcp/classifier/

dhcp-classifier)
Usage

<confi guration>
<shar ed>
<cl assification-script>
<dhcp>
<cl assifier>
<dhcp-cl assifier>
<rul e>
<nane>name</nanme> <!-- identifier -->
<target>target</target>
</rul e>
</ dhcp-cl assifier>
</classifier>
</ dhcp>
</classification-script>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0

Description

Specify a script for a rule in a classification script. Classification scripts are organized into rules. Each rule has a

target and one or more match conditions.

Contents

<name>— Rule in a classification script

Value—Text

<t ar get >—(Optional) Result of the classification script that is returned to the SAE.

Value— The result depends on the type of classification script:

« Subscriber classification script-An LDAP query that uniquely

identifies a subscriber entry in the directory.
« DHCP classification script-DHCP profile.
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Default— Not applicable

Required Privilege Level

system
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<condition> (configuration/shar ed/classification-script/dhcp/
classifier/dhcp-classifier/rule)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<dhcp>
<cl assifier>
<dhcp-cl assifier>
<rul e>
<condi ti on>
<nane>name</nanme> <!-- identifier -->
</condition>
</rul e>
</ dhcp-cl assifier>
</cl assifier>
</ dhcp>
</classification-script>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure match conditions used to find a target. You can configure multiple conditions for each classifier rule.
Contents

<namne>— Match conditions used to find a target. For information about configuring match

conditions, see Classifying Interfaces and Subscribers with the SRC CLI in SRC PE Subscribers and
Subscriptions Guide.

Value—Text

Required Privilege Level

system
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<script> (configuration/shar ed/classification-script/dhcp/
classifier/dhcp-classifier/rule)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<dhcp>
<cl assifier>
<dhcp-cl assifier>
<rul e>
<scri pt>
<script-val ue>scri pt-val ue</scri pt-val ue>
</script>
</rul e>
</ dhcp-cl assifier>
</classifier>
</ dhcp>
</classification-script>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure a classification script rule to use a script target.
Contents

<scri pt - val ue>—(Optional) Script target. The content of the script rule is interpreted when
the classifier is initially loaded. The script rule can contain definitions of custom functions,
which can be called during the matching process. Because you can insert arbitrary code into a
script, you can use classification scripts to perform arbitrary tasks. Because script targets use
asterisks, you cannot use asterisks in other types of targets.

Value— Script enclosed in quotation marks
Default— No value

Required Privilege Level

system
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<classifier> (configur ation/shar ed/classification-script/inter face)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<i nterface>
<classifier>

<nanme>nanme</ nane> <! -- identifier -->

<descri pti on>descri pti on</descri pti on>
</classifier>
</interface>
</classification-script>
</ shar ed>
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure an interface classifier. For more information about subscriber classifiers, see the SRC PE Subscribers
and Subscription Guide.

Contents

<name>— Name of the classification script

Value— Text

<descri pti on>—(Optional) Description of the classification script.

Value— Text
Default— No value

Required Privilege Level

system
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<rule> (configuration/shar ed/classification-script/inter face/
classifier/inter face-classifier)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<i nterface>
<classifier>
<interface-classifier>
<rul e>
<nanme>nane</ name> <!-- identifier -->
<target>target</target>
</rul e>
</interface-classifier>
</cl assifier>
</interface>
</classification-script>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure an interface classification rule
Contents

<nane>— Name of the rule in the interface classification script

Value— Text

<t ar get >—(Optional) Result of the classification script that gets returned to the SAE.

Value— Path to a policy group. For example, /[sample/junose/DHCP.
Default— No value

Required Privilege Level

system
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<condition> (configur ation/shar ed/classification-script/interface/

classifier/interface-classifier/rule)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<i nterface>
<classifier>
<interface-classifier>
<rul e>
<condi ti on>
<nane>nane</ name> <!-- identifier -->
</ condi tion>
</rul e>
</interface-classifier>
</classifier>
</interface>
</classification-script>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0

Description

Configure match conditions used to find a target. You can configure multiple conditions for each classifier rule.

Contents

<name>— Match conditions used to find a target. For more information about configuring
match conditions, see Classifying Interfaces and Subscribers with the SRC CLI in SRC PE

Subscribers and Subscriptions Guide.

Value—Text

Required Privilege Level

system

121



SRC 4.1.x XML API Configuration Reference

<script> (configuration/shar ed/classification-script/inter face/
classifier/interface-classifier/rule)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<i nterface>
<classifier>
<interface-classifier>
<rul e>
<scri pt>
<script-val ue>scri pt-val ue</scri pt-val ue>
</script>
</rul e>
</interface-classifier>
</classifier>
</interface>
</classification-script>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure a classification script rule to use a script target.
Contents

<scri pt - val ue>—(Optional) Script target. A script that can contain definitions of custom
functions that can be called during the matching process. The complete content of the script is
interpreted when the classifier is initially loaded. Because you can insert code into a script
target, you can use the classification script to perform various tasks.

Value— Script enclosed in quotation marks.
Default— No value

Required Privilege L evel

system
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<classifier> (configuration/shar ed/classification-script/
subscriber)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<subscri ber >
<classifier>
<nane>name</nanme> <!-- identifier -->
<descri pti on>descri pti on</descri pti on>
</classifier>
</ subscri ber >
</classification-script>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a subscriber classifier. For more information about subscriber classifiers, see the SRC PE Subscribers
and Subscription Guide.

Contents

<name>— Name of the classification script

Value— Text

<descri pt i on>—(Optional) Description of the classification script.

Value— Text
Default— No value

Required Privilege L evel

system
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<rule> (configuration/shar ed/classification-script/subscriber/
classifier/subscriber-classifier)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<subscri ber>
<classifier>
<subscri ber-cl assifier>
<rul e>
<nanme>nane</ name> <!-- identifier -->
<target>target</target>
</rul e>
</ subscri ber-cl assifier>
</cl assifier>
</ subscri ber >
</classification-script>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Specify a script for a rule in a classification script. Classification scripts are organized into rules. Each rule has a
target and one or more match conditions.

Contents

<namne>— Rule in a classification script

Value—Text

<t ar get >—(Optional) Result of the classification script that is returned to the SAE.

Value— The result depends on the type of classification script:

« Subscriber classification script-An LDAP query that uniquely
identifies a subscriber entry in the directory.
« DHCP classification script-DHCP profile.
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Default— Not applicable

Required Privilege Level

system
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<condition> (configuration/shar ed/classification-script/
subscriber/classifier/subscriber-classifier/rule)

Usage

<confi guration>
<shar ed>
<cl assification-script>
<subscri ber>
<classifier>
<subscri ber-cl assifier>
<rul e>
<condi ti on>
<nane>nane</ name> <!-- identifier -->
</ condi tion>
</rul e>
</ subscriber-cl assifier>
</classifier>
</ subscri ber>
</classification-script>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure match conditions used to find a target. You can configure multiple conditions for each classifier rule.
Contents

<namne>— Match conditions used to find a target. For information about configuring match

conditions, see Classifying Interfaces and Subscribers with the SRC CLI in SRC PE Subscribers and
Subscriptions Guide.

Value—Text

Required Privilege Level

system
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classi

Usage

SAE Configuration Tag Elements

fier/subscriber-classifier/rule)

<confi guration>

<shar
<cl

ed>
assification-script>

<subscri ber >

<classifier>
<subscri ber-cl assifier>
<rul e>
<scri pt>
<script-val ue>scri pt-val ue</scri pt-val ue>
</script>
</rul e>
</ subscriber-cl assifier>
</classifier>

</ subscri ber >
</classification-script>
</ shar ed>

</ confi

gurati on>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure a classification script rule to use a script target.

Contents

Required

system

<scri pt - val ue>—(Optional) Script target. The content of the script rule is interpreted when
the classifier is initially loaded. The script rule can contain definitions of custom functions,
which can be called during the matching process. Because you can insert arbitrary code into a
script, you can use classification scripts to perform arbitrary tasks. Because script targets use
asterisks, you cannot use asterisks in other types of targets.

Value— Script enclosed in quotation marks
Default— No value

Privilege Level
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<application-manager -group> (configuration/shar ed/networ k)

Usage

<confi guration>
<shar ed>
<net wor k>
<appl i cati on- manager - gr oup>
<nane>nane</ name> <!-- jidentifier -->
<descri pti on>descri pti on</descri pti on>
<appl i cati on-manager -i d>appl i cati on- manager -i d</ appl i cati on- manager-i d>
<connect ed- sae>connect ed- sae</ connect ed- sae>
<pdp- gr oup>pdp- gr oup</ pdp- gr oup>
<l ocal - addr ess- pool s>l ocal - addr ess- pool s</| ocal - addr ess- pool s>
<managi ng- sae-i or >nmanagi ng- sae- i or </ nanagi ng- sae-i or >
</ appl i cati on- manager - gr oup>
</ net wor k>
</ shar ed>
</configuration>

Release Infor mation
Statement introduced in SRC Release 1.0.0
Description
Configure application managers for the Juniper policy server (JPS).
Contents
<nane>— Name of application manager group.

Value— Text string

<descri pt i on>—(Optional) Information about the SAE community.

Value— Text string
Default— No value

<appl i cati on- nanager - i d>— Unique identifier within the domain of the service provider

for the application manager that handles the service session; used to specify the application
manager identifier (AMID) that is included in all messages sent to and from the policy server.

This option is required. The SAE constructs the AMID value by concatenating two fields:

Application Manager Tag (this option) and Application Type (this value is obtained from a
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service during activation).

Value— 2-byte unsigned integer
Default— No value

<connect ed- sae>—(Multivalue) SAEs that are connected to the specified policy server group
(PDP Group). This list becomes the community of SAEs.

This option is required. When you modify a community, wait for passive session stores of the
new community members to be updated before you shut down the current active SAE.
Otherwise, a failover from the current active SAE to the new member is triggered immediately,
and the new member's session store may not have received all data from the active SAE's
session store.

Value— IP address or hostname
Default— No value

<pdp- gr oup>— Name of the policy server group associated with this SAE community.

Value— Text string
Default— No value

<l ocal - addr ess- pool s>—(Optional) (Multivalue) List of IP address pools that this PDP

group currently manages and stores. You must configure a local address pool if you are using
the NIC so that the NIC can resolve the IP-to-SAE mapping.

Value— An address pool is specified by a sequence of zero or more address
sets enclosed in parentheses (). An address set can be either a range of
addresses or a subnetwork with or without address exclusions.

. Specify a range by entering a start and end address separated by a
space and enclosed in square brackets. For example, [10.10.10.5
10.10.10.250] denotes the address set 10.10.10.5t0 10.10.10.250
inclusive.

. Specify a subnet with optional address exclusions in curly brackets.
You must include a base address and a mask or prefix length
separated by a forward slash. To exclude addresses, follow the
forward slash with a comma and a comma-separated list of
excluded addresses. For example:

o {10.20.20.0/24} denotes all addresses that start with
10.20.20

o {10.21.0.0/255.255.0.0} denotes all addresses that start
with 10.21

o {10.20.30.0/24,10.20.30.0,10.20.30.255} denotes all
addresses that start with 10.20.30 except 10.20.30.0 and
10.20.30.255
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Default— No value

<managi ng- sae- i or >—(Optional) Common Object Request Broker Architecture (CORBA)
reference for the SAE managing this policy server group. The amlorPublisher script provides
this information when the SAE connects to the policy server. If you do not select this script
when configuring initialization scripts, enter a value.

Value— One of the following items:

. The actual CORBA reference for the SAE
. The absolute path to the interoperable object reference (IOR) file
. A corbaloc URL in the form corbaloc:: < host > :8801/SAE

o < host>—Name or IP address of the SAE host

The following examples show different CORBA references.

« Absolute path—/opt/UMC/saelvar/run/sae.ior

. corbaloc URL—boston:8801/sae

«+ Actual IOR—
IOR:000000000000002438444C3A736D67742E6A756E697 ...

Default— No value

Required Privilege L evel

system

130



SAE Configuration Tag Elements

<device> (configuration/shar ed/network)

Usage

<confi guration>
<shar ed>
<net wor k>
<devi ce>

<nane>nane</ name> <!-- jidentifier -->
<descri pti on>descri pti on</descri pti on>
<managenent - addr ess>managenent - addr ess</ managenent - addr ess>
<devi ce-type>devi ce-t ype- choi ce</ devi ce-type>
<ori gi n-host >ori gi n-host </ ori gi n- host >
<qos-profil e>qos-profil e</qos-profile>
<peer s>peer s</ peer s>
</ devi ce>
</ net wor k>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure a device that the SAE manages.
Contents

<nane>— Name of the router or other device that the SAE manages.

Value— Text; must use lowercase characters

<descri pt i on>—(Optional) Description of the device that the SAE manages.

Value— Text
Default— No value

<managenent - addr ess>—(Optional) IP address of the device. For networks with JUNOSe

routers, the redirect component in redundant mode uses this address to send SNMP set
messages to set a static route to the new redirect server after a failover.

Value— IP address
Default— No value
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<devi ce-t ype>—(Optional) Type of device that you are configuring.

Value

. j unose— JUNOSe router

. j unos-i se— Intelligent service edge

. j unos- pt sp— Packet trigger subscriber policy

. j unos— JUNOS routing platform

« pcmm— CMTS device

. t hi rd- party— Third-party device

. j unos-dm — JUNOS routing platform through JUNOS Space

Default— No value

<ori gi n- host >—(Optional) Devices managed through Diameter are identified through their
origin host. If the origin-host is not specified, it defaults to the device name.

Value—Text

<gos- prof i | e>—(Optional) (Multivalue) For JUNOSe routers, specifies quality of service
(QoS) profiles that are configured on the router.

Value— Single QoS profile or a list of QoS profiles
Default— No value

<peer s>—(Optional) (Multivalue) Peers.

Value—Text

Required Privilege L evel

system
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<rule> (configuration/shar ed/networ k/devicel/inter face-classifier)

Usage

<confi guration>

<shar ed>
<net wor k>
<devi ce>
<interface-classifier>
<rul e>
<nane>nane</ nane> <! -- jdentifier -->
<target>target</target>
</rul e>
</interface-classifier>
</ devi ce>
</ net wor k>
</ shar ed>

</ configuration>

Release | nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure an interface classification rule.

Contents

<nane>— Name of the rule in the interface classification script.

Value— Text

<t ar get >—(Optional) Result of the classification script that gets returned to the SAE.

Value— Path to a policy group. For example, /sample/junose/DHCP.
Default— No value

Required Privilege Level

system
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<condition> (configuration/shar ed/networ k/device/inter face-
classifier/rule)

Usage

<confi guration>

<shar ed>
<net wor k>
<devi ce>
<interface-classifier>
<rul e>
<condi ti on>
<nanme>nane</ name> <!-- identifier -->
</ condi tion>
</rul e>
</interface-classifier>
</ devi ce>
</ net wor k>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure match conditions used to find a target. You can configure multiple conditions for each classifier rule.

Contents

<namne>— Match conditions used to find a target. For more information about configuring

match conditions, see Classifying Interfaces and Subscribers with the SRC CLI in SRC PE
Subscribers and Subscriptions Guide.

Value—Text

Required Privilege Level

system
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<script> (configuration/shar ed/networ k/device/inter face-
classifier/rule)

Usage

<confi guration>
<shar ed>
<net wor k>
<devi ce>
<interface-classifier>
<rul e>
<scri pt>
<script-val ue>scri pt-val ue</scri pt-val ue>
<i ncl ude>i ncl ude</i ncl ude>
</script>
</rul e>
</interface-classifier>
</ devi ce>
</ net wor k>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure an interface classifier for a network device. For more information about interface classifiers, see the
SRC PE Subscribers and Subscriptions Guide.

Contents

<scri pt - val ue>—(Optional) Script target. A script that can contain definitions of custom

functions that can be called during the matching process. The complete content of the script is
interpreted when the classifier is initially loaded. Because you can insert code into a script
target, you can use the classification script to perform various tasks.

Value— Script enclosed in quotation marks.
Default— No value

<i ncl ude>—(Optional) Name of an existing script to include in the script you are configuring.

Value— script-name
Default— No value
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Required Privilege L evel

system
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<virtual-router> (configuration/shared/networ k/device)

Usage

<confi guration>
<shar ed>
<net wor k>
<devi ce>
<virtual -router>
<name>nane</name> <!-- identifier -->
<sae- connecti on>sae- connecti on</ sae- connecti on>
<snnp-r ead- conmuni t y>snnp- r ead- conmuni t y</ snnp- r ead- conmruni t y>
<snnp-write-communi ty>snnp-wite-conmmunity</snnp-wite-conmunity>
<scope>scope</ scope>
<l ocal - addr ess- pool s>l ocal - addr ess- pool s</| ocal - addr ess- pool s>
<stati c-address-pool s>stati c-address-pool s</static-address-pool s>
<tracki ng- pl ug-i n>tracki ng- pl ug-i n</tracki ng- pl ug-i n>
<aut henti cati on- pl ug-i n>aut henti cati on-pl ug-i n</ aut henti cati on-pl ug-i n>
<vpn-i d>vpn-id-choi ce</vpn-id>
</virtual -router>
</ devi ce>
</ net wor k>
</ shar ed>
</ configuration>

Release Infor mation
Statement introduced in SRC Release 1.0.0
Description
Configure a virtual router object.
Contents
<nane>— Name of the virtual router.
Value— One of the following:

. For JUNOSe routers, the name of the VR, which is case sensitive,
must exactly match the name of the VR configured on the router.

« For JUNOS routing platforms, CMTS devices, and other third-party
devices, use the name default

<sae- connect i on>—(Optional) (Multivalue) IP addresses of the SAEs that can manage this

device. This option is required for the SAE to work with the router.
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To specify the active SAE and the standby SAE, enter an exclamation point (!) after the
hostname or IP address of the SAEs.

Value— IP address or a list of IP addresses

Specify the active SAE and the redundant SAE by entering an exclamation
point () after the hosthame or IP address of the connected SAEs. For
example: 10.3.219.10!1 10.3.219.20!

Default— No value

<snnp-r ead- communi t y>—(Optional) SNMP community name associated with SNMP read-
only operations for this virtual router. Read operations are typically used by router
initialization scripts to read information, such as IP address pools, from the router.

Value— Text
Default— No value

<snmp-w i t e- conmuni t y>—(Optional) SNMP community name associated with SNMP
write operations for this virtual router. The write community is used only by the redirect server
to set a static route.

Value— Text
Default— No value

<scope>—(Optional) (Multivalue) The virtual router can be associated with a number of

service scopes. The scopes are available for subscribers connected to this virtual router for
selecting customized versions of services.

Value— Text
Default— No value

<l ocal - addr ess- pool s>—(Optional) For JUNOSe virtual routers, address of local address
pools on the JUNOSe virtual router.

. If you do not configure the PoolPublisher router initialization script for a JUNOSe
router, configure this option for a JUNOSe virtual router.

. If you do configure the PoolPublisher router initialization script for a JUNOSe router,
configure this option if pool data needs to be updated. This data needs to be updated if
you change the address pools on a virtual router that is actively being managed by
SAE. The reason is that the initialization script is triggered only when the COPS
connection is started.

For CMTS devices, you must configure either a local address pool or a static address pool so
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that the NIC can resolve the IP-to-SAE mapping.

Value— An address pool is specified by a sequence of zero or more address
sets enclosed in parentheses (). An address set can be either a range of
addresses or a subnetwork with or without address exclusions.

. Specify a range by entering a start and end address separated by a
space and enclosed in square brackets. For example, [10.10.10.5
10.10.10.250] denotes the address set 10.10.10.5t0 10.10.10.250
inclusive.

. Specify a subnet with optional address exclusions in curly brackets.
You must include a base address and a mask or prefix length
separated by a forward slash. To exclude addresses, follow the
forward slash with a comma and a comma-separated list of
excluded addresses. For example:

o {10.20.20.0/24} denotes all addresses that start with
10.20.20

o {10.21.0.0/255.255.0.0} denotes all addresses that start
with 10.21

o {10.20.30.0/24,10.20.30.0,10.20.30.255} denotes all
addresses that start with 10.20.30 except 10.20.30.0 and
10.20.30.255

Default— No value

<st ati c- addr ess- pool s>—(Optional) IP address pools that a JUNOSe virtual router

manages but does not store on the router because the router is not managing the allocation of
these addresses. For CMTS devices, you must configure either a local address pool or a static
address pool so that the NIC can resolve the IP-to-SAE mapping.

Value—
Default— No value

<t r acki ng- pl ug-i n>—(Optional) (Multivalue) List of plug-ins that are notified of interface
events for this virtual router.

Value— Single tracking plug-in or a list of tracking plug-ins
Default— No value

<aut hent i cati on- pl ug- i n>—(Optional) (Multivalue) List of plug-ins that are notified of
interface events for this virtual router.

Value— Single authentication plug-in or a list of authentication plug-ins
Default— No value

<vpn- i d>—(Optional) If the VPN identifier is set to "VRF", then the VRF name reported by the
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device is used as the VPN identifier for subscriber sessions. Otherwise the VPN identifier is used
as configured.

Value

« VRF—Use the VRF name reported by the device.

Required Privilege Level

system
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<policy-decision-point> (configur ation/shar ed/networ k)

Usage

<confi guration>

<shar ed>
<net wor k>
<pol i cy-deci si on- poi nt >
<nane>nane</ nane> <! -- jdentifier -->

<descri pti on>descri pti on</descri pti on>
<pdp- addr ess>pdp- addr ess</ pdp- addr ess>
<pdp- gr oup>pdp- gr oup</ pdp- gr oup>
</ pol i cy-deci si on- poi nt >
</ net wor k>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configures the policy server as a policy decision point.

Contents

<nane>— Name of policy decision point.

Value— Text string

<descri pt i on>—(Optional) Information about this policy server.

Value— Text string
Default— No value

<pdp- addr ess>— IP address of the policy server. The SAE uses this address to establish a
COPS connection with the policy server.

Value— IP address
Default— No value

<pdp- gr oup>— Name of the policy server group.
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Value— Text string
Default— No value

Required Privilege Level

system
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<configuration> (configur ation/shar ed/sae)

Usage

<confi guration>
<shar ed>
<sae>

<confi guration>
<persi stent-| ogi n-cache-renove-stal e/ >

<substi tuti on- num engi nes>substit uti on- num engi nes</substituti on- num

engi nes>

si ze>

<substitution-cache-si ze>substitution-cache-size</substitution-cache-

<conpr ess- sessi on-dat a/ >
<session-id-ol d-format/>
</ configuration>

</ sae>
</ shar ed>
</ configuration>

Contents

<persi stent -l ogi n-cache-renove-stal e>—

Default—true

<substit uti on- num engi nes>—(Optional) Number of Substitution Engines

Value—Integer in the range -2147483648-2147483647
Default—16

<subst it uti on- cache- si ze>—(Optional) Substitution Engine Cache Size

Value—Integer in the range -2147483648-2147483647
Default—5000

<conpr ess- sessi on- dat a>—(Optional) Enable or disable compression of the serialized

data when saving the state of the SAE. You can use serialized data compression to reduce the
size of sessions objects that the SAE sends across the network for the session store feature.

Enabling this option reduces the size of objects, but increases the CPU load on the SAE. We
recommend that you do not enable this option because of the increase to the CPU load.

Default— Disabled
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<sessi on-i d- ol d- f or mat >—(Optional) Revert to the old style of generating the user
session accounting id.

Enabling this attribute will cause the generated user session id to not be suitable for use as a
device session id in the session database. We recommend that you do not enable this option
because of session database incompatibility.

Default— false

Required Privilege L evel

system
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<aggr egate-ser vices> (configur ation/shar ed/sae/configur ation)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<aggr egat e- servi ces>
<keepal i ve-ti me>keepal i ve-ti me</ keepal i ve-ti me>
<keepal i ve-retry-ti me>keepal i ve-retry-ti me</ keepalive-retry-tine>
<activation-deactivation-tine>activation-deactivation-time</activation-
deactivation-time>
<failed-notification-retry-tinme>failed-notification-retry-time</fail ed-
notification-retry-time>
<reactivation-verification-tinme>reactivation-verification-tine</

reactivation-verification-tine>
</ aggr egat e- servi ces>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 1.0.0

Description

Configure timers and intervals associated with monitoring and activating aggregate sessions.
Contents

<keepal i ve- ti me>— Interval at which keepalive messages are sent from an aggregate
service session and an associated fragment service session.

Value— Number of seconds in the range 1-2147483647
Default— 86400

<keepal i ve-retry-ti me>— Time to wait before resending unacknowledged keepalive
messages.

Value— Number of seconds in the range 1-2147483647
Default— 900

<activation-deactivation-ti me>— Time to wait before retrying failed activation or
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deactivation of the fragment service session.

Value— Number of seconds in the range 1-2147483647
Default— 900

<failed-notification-retry-time>— Length of time to continue sending failure
notifications if an aggregate service cannot reach a fragment service, or a fragment service
cannot reach an aggregate service during shutdown of the aggregate service.

Value— Number of seconds in the range 1-2147483647
Default— 86400

<reactivation-verification-tine>— Maximum time (in seconds) to verify fragment
reactivation

Value—Integer in the range -2147483648-2147483647
Default—30

Required Privilege Level

system
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<driver> (configuration/shared/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<unaut henti cat ed- subscri ber - dn>unaut hent i cat ed- subscri ber - dn</
unaut hent i cat ed- subscri ber - dn>
<vi rtual - portal -address>virtual - portal -address</virtual - portal -address>
<mac- cache- expi rati on>mac- cache- expi rati on</ mac- cache- expi rati on>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<unaut hent i cat ed- subscri ber - dn>— Transitional profile for subscribers who are not
logged in to the SAE. For example, if a subscriber logs out of the SAE using the API method
Subscriber.logout(), an unauthenticated subscriber session is created. The unauthenticated
subscriber profile must exist and can be subscribed to services available for unauthenticated
subscribers. The portal implementation determines whether unauthenticated (anonymous)
subscribers can access the portal.

Value— <DN>. You can use the special value < base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— uniguelD=unauthenticated,ou=Ilocal,retailerName=default,
o=Users,<<base=

<vi rtual - port al - addr ess>—(Optional) IP address that policies use as a substitution to
send traffic to a captive portal.

Value— IP address
Default— No value

<mac- cache- expi r at i on>— Amount of time that a subscriber profile remains in the SAE's
in-memory cache. Configure this parameter to be greater than the time required for a DHCP
subscriber to transition from an unauthenticated IP address to an authenticated IP address or
vice versa. The time required for a DHCP subscriber to transition from one IP address to
another depends on the lease times configured on the JUNOSe router and the instructions given
to the subscriber on the Web portal, such as reboot your PC now.
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Value— Number of seconds in the range 0-2147483647
Default— 1800

Required Privilege Level

system
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<aaa> (configuration/shar ed/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<aaa>

<sae- conmuni t y- nanager >sae- conmmuni t y- manager </ sae- conmuni t y- nanager >
<transi ent-sessi on-ti meout >transi ent - sessi on-ti neout </transi ent -

sessi on-ti neout >
<max- updat e- i nt er val >max- updat e-i nt er val </ max- updat e-i nt erval >

<updat e- gr ace- peri od>updat e- gr ace- peri od</ updat e- gr ace- peri od>
<r esume-unr ecover ed/ >
<keep-al i ve-ti nmeout >keep-al i ve-ti nmeout </ keep-al i ve-ti meout >
<registry-retry-interval >registry-retry-interval </registry-retry-
i nterval >
<reply-tinmeout>reply-tineout</reply-tineout>
<sequenti al - nessage-ti neout >sequenti al - message-ti neout </ sequenti al -

message-ti meout >
<t hr ead- pool - si ze>t hr ead- pool - si ze</ t hr ead- pool - si ze>

<thread-idle-timeout>thread-idle-tinmeout</thread-idle-tinmeout>
</ aaa>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nfor mation

Statement introduced in SRC Release 3.0.0
Description

Configure the SAE to manage AAA NAS groups.
Contents

<sae- conmuni t y- manager >— Name of the community manager that manages AAA NAS
group communities. Active SAEs are selected from this community.

Value— Community name
Default— AAACommunityManager
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<t ransi ent - sessi on-t i meout >—(Optional) Time to wait before expiring a temporary
session.

Value— Number of seconds
Default— 90

<max- updat e- i nt er val >—(Optional) Maximum interval of interim updates for user
sessions.

Value— Number of seconds
Default— 3600

<updat e- gr ace- per i od>—(Optional) Grace period to expect an interim update for a user
session.

Value— Number of seconds
Default— 900

<r esumne- unr ecover ed>—(Optional) Specifies whether a user session that has failed to
recover from a failover should be resumed.

Value— true or false
Default— true

<keep- al i ve-ti meout >—(Optional) Time to wait before expiring the registry to a Diameter
server.

Value— Number of seconds
Default— 60

<regi stry-retry-interval >—(Optional) Time to wait before retrying a failed registry to
a Diameter server.

Value— Number of seconds
Default— 30

<repl y-ti meout >—(Optional) Time to wait before expiring a request sent to a Diameter
server.

Value— Number of seconds
Default— 20
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<sequent i al - message- ti meout >—(Optional) Time to wait before expiring an expected
message.

Value— Number of seconds
Default— 20

<t hr ead- pool - si ze>—(Optional) Number of working threads that process requests.

Value— Thread pool size
Default— 50

<t hr ead- i dl e-ti meout >—(Optional) Time to wait before stopping working threads after
they become idle.

Value— Number of seconds
Default— 60

Required Privilege Level

system
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<session-store> (configur ation/shar ed/sae/configur ation/driver/
aaa)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<aaa>
<sessi on- st ore>
<maxi mum queue- age>maxi num queue- age</ maxi num queue- age>
<maxi mum queued- oper at i ons>maxi num queued- oper ati ons</ naxi mum
queued- oper ati ons>
<maxi mum queue- si ze>maxi mum queue- si ze</ maxi num queue- si ze>
<maxi mumfil e-size>maxi mumfile-size</ maxi mumfil e-size>
<m ni mum di sk- space- usage>m ni num di sk- space- usage</ nm ni mum di sk-
space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi munt sessi on- si ze>maXi MuMm sessi on- si ze</ maxi mMum sessi on- si ze>
<di sk- | oad- buf f er-si ze>di sk-| oad- buf f er - si ze</ di sk- | oad- buf f er -

size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval >
<conmuni cat i ons-ti meout >conmmuni cati ons-ti nmeout </ communi cati ons-
ti meout >
<| oad-ti meout >l oad-ti neout </ | oad-ti neout >
<idle-timeout>idle-tinmeout</idle-tineout>
<maxi mum backl og-r ati o>maxi mum backl og-r ati o</ maxi mum backl og-
rati o>
<m ni mum backl og>m ni num backl og</ m ni mum backl og>
</ sessi on- st ore>
</ aaa>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 3.0.0

Description

Configure the session store for the device driver.

Contents
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<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations

(such as adding a session to the store or removing a session from the store) can reach before
the queue is written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1
indicates that there is no limit. A value of zero causes the session store to
write each store operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are
queued before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that
there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store
operations can reach before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mumfil e- si ze>—(Optional) Maximum size of session store files. When a file reaches
this size, a new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files

that is used by live sessions. When the percentage of space in the session store files that is used
by live sessions decreases to this percentage, the oldest session store file is compacted and
appended to the newest session store file, and then the oldest session store file is deleted.

Value— Percentage of disk space in the range 1-100. We recommend a
range of 30-50
Default— 25

<r ot ati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies
the number of sessions that are rotated from the oldest file to the newest file at the same time.
While a set of sessions is rotated, no other session store activity can take place.

Value— Integer in the range 0-2147483647
Default— 50
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<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service
session. Use this parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk-| oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a
session store's files from disk at startup.

Value— Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message
segments that are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + < size of maximum session size
field > -2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store
to connect to missing passive session stores.

Value— Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons-ti neout >—(Optional) Amount of time in milliseconds that a session

store waits before closing when it is blocked from reading or writing a message. This timeout
does not apply when a session store is waiting for a remote session store to load its state from
disk. (A non-positive number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 60000

<l oad-t i meout >—(Optional) Amount of time in milliseconds that an active session store

waits for a passive session store or a passive session store waits for an active session store to
load its data from disk before it closes the connection to the session store. (A non-positive
number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 420000

<i dl e-ti meout >—(Optional) Amount of time that a passive session store waits for activity
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from the active session store before it closes the connection to the active session store. This
timeout applies after the session store startup and initial update processes are complete.

Value— Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r at i 0>—(Optional) Along with the minimum backlog size, specifies
when the active session store closes the connection to a passive session store because of a
backlog of messages waiting to be sent. After the startup and initial update processes are
complete, if the backlog becomes too large, the connection to the passive session store is
closed. After the retry interval ends, a new connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value— Floating point number
Default— 1.5

<m ni mum backl og>—(Optional) Along with the maximum backlog ratio, specifies when the
active session store closes the connection to a passive session store because of a backlog of
messages waiting to be sent to the passive session store. After the startup and initial update
processes are complete, if the backlog becomes too large, the connection to the passive session
store is closed. After the retry interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection
unless the backlog of messages (in bytes) is greater than this number.

Value— Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege L evel

system
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<junos> (configur ation/snhar ed/sae/configuration/driver)

Usage

<confi guration>

<shar ed>
<sae>
<confi guration>
<driver>
<j unos>
<beep- server - port >beep- server - port </ beep-server-port>
<tl| s-beep-server-port>tls-beep-server-port</tls-beep-server-port>
<connecti on-attenpt s>connecti on-attenpts</connection-attenpts>
<keepal i ve-int erval >keepal i ve-i nt erval </ keepal i ve-i nt erval >
<message-ti meout >nessage-ti meout </ message-ti meout >
<bat ch- si ze>bat ch- si ze</ bat ch- si ze>
<transaction-batch-ti me>transacti on-batch-ti me</transacti on-batch-
time>
<sdx- gr oup- nanme>sdx- gr oup- nane</ sdx- gr oup- nane>
<sdx- sessi on- gr oup- name>sdx- sessi on- gr oup- nane</ sdx- sessi on- gr oup-
name>
<send- commi t - check>send- comi t - check</ send- conmi t - check>
</junos>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the SAE to manage JUNOS routing platforms. A JUNOS routing platform interacts with the SAE by using
a JUNOS software process called sdxd. When the sdxd process establishes a TCP/IP connection to the SAE, the SAE
begins to manage the router. The JUNOS router driver configuration defines parameters related to the interactions
between the SAE and the sdxd process.

Contents

<beep- server - port >— TCP port number that is used to communicate with the sdxd

process on JUNOS routing platforms. This port number must match the port number
configured in the sdxd process on the router.

Value— TCP port number; if this value is set to zero and the TLS BEEP server
port is set, the SAE accepts only TLS connections.
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If you change this port number, you need to restart the SAE before the
change takes effect.

Default— 3333

<t| s- beep- server - port >— TCP port number used to communicate with the sdxd process
on JUNOS routing platforms using a secure TLS connection.

Value— TLS port number; if this value is set to zero, the SAE does not accept
TLS connections.

If you change this port number, you need to restart the SAE before the
change takes effect.

Default— 3434

<connect i on- at t enpt s>— Number of outstanding connection attempts before the SAE
starts dropping new connection attempts.

Value— Positive value greater than 0; if the value is equal to or less than 0,
the default value is used.
Default— 50

<keepal i ve-i nt er val >— Interval between keepalive messages sent from the router. The

sdxd process on the router monitors the connection to the SAE by sending keepalive messages
at one-third the specified interval. If the sdxd process does not receive the expected keepalive
answer within the specified timeout, it closes the connection.

A short interval results in a high load on the BEEP interface.

Along interval results in a long time before a connection failure is detected.

Value— Number of seconds in the range 0-2147483647. A value of 0 means
that timeout is disabled.
Default— 45

<message-ti meout >— Amount of time that the router driver waits for a response from the
sdxd process. Under a high load the router may not be able to respond fast enough to requests.

Change this value only if a high number of timeout events appear in the error log.

Value— Number of milliseconds in the range 0-2147483647
Default— 30000
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<bat ch- si ze>— Minimum number of service configuration transactions that are committed

at the same time. If any of the transactions in a batch fails, all transactions are aborted, and the
associated service activations or deactivations fail.

To control maximum latency for a job when services are activated in parallel, specify 120 % of
the number of CORBA threads as the batch size.

Value— Integer in the range 0-2147483647
Default— 10

<transacti on- bat ch-ti me>— Maximum time to collect configuration transactions in a
batch. The batch is completed if either the batch size or the batch time is reached.

The completion time is calculated from the creation of a batch. Note that the batch time is a
function of the total configuration size and not of the number of commands in the
configuration transactions.

Value— Number of milliseconds in the range 0-2147483647
Default— 2000

<sdx- gr oup- name>— Name of group on the JUNOS routing platform in which provisioning
objects are stored.

Value— Name configured on the JUNOS routing platform
Default— sdx

<sdx- sessi on- gr oup- nanme>— Name of group on the JUNOS routing platform in which
session objects are stored.

Value— Name configured on the JUNOS routing platform
Default— sdx-sessions

<send- conmi t - check>— Enables or disables commit check. If enabled, a more detailed
error message is logged if a batch fails, which lets you verify individual transactions in a batch.

To maximize service activation performance, commit check should be disabled.

Value— true or false
Default— true
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Required Privilege L evel

system
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<configuration-checking> (configuration/shar ed/sae/
configuration/driver/junos)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<j unos>
<confi gurati on- checki ng>
<confi guration-checki ng- schedul e>confi gur ati on-checki ng- schedul e</
confi guration-checki ng- schedul e>
<confi gurati on-checki ng-acti on>confi gurati on-checki ng-acti on-
choi ce</ confi gurati on-checki ng-acti on>
</ confi gurati on-checki ng>
</junos>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the SAE to periodically check the configuration of the JUNOS routing platform.
Contents

<confi gurati on- checki ng- schedul e>—(Optional) Specifies when the SAE checks the
router configuration.

Value— The schedule format is modeled on the UNIX crontab Entry Format
(see UNIX crontab man pages). It consists of seven fields separated by space
or tabs and enclosed in double quotation marks. The fields specify:

. Minute (0-59)

. Hour (0-23)

. Day of month (1-31, or the first three letters of the day of month)

. Month of the year (1-12)

. Day of the week (0-6 with 0 = Sunday, or the first three letters of the
name of the day)

. Year (4 digits indicating the year)
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. Time Zone ID: An * indicates the SAE local time zone.
For custom time zones, specify the format:

. zone = "GMT" (" +" | "-") (hour : minute | hour minute | hour)
. hour = digit digit

. minute = digit digit

.digit=0|1]2[3]4|5|6|7]8]9

Use the following guidelines when configuring the schedule:

. An asterisk (*) is interpreted as 0 for minutes and hours and as the
SAE local time zone for time zone. For all other fields, it stands for
"first-last."

- Ranges of numbers and names are allowed. Ranges are two values
separated with a hyphen. The specified range is inclusive. For
example, 1-5 for the hour field specifies checking at hours 1, 2, 3,
4,and 5.

. Lists are allowed. A list is a set of numbers (or ranges) separated by
commas. For example: "1,2,5,9", "0-4,8-12".

. Step values can be used with ranges. Following a range with "/
< number > " specifies skips in the number's value through the
range. For example, "0-23/2" in the hours field specifies event
execution every other hour. Steps are also permitted after an
asterisk, so "*#/2" specifies every 2 hours.

« When determining the next event time based on a specific time
pattern, the following rules apply: Seconds and milliseconds are
ignored (that is, rounded up to the closest minute). If you set both a
day of the month and a day of the week, only the day of month is
used.

Default— No value

<confi gur ati on-checki ng- act i on>—(Optional) Action that the SAE takes when it
detects disparities between the configuration of the SAE and the configuration on the router.

Value— One of the following:

. detect—Reports disparities through the SAE router driver event
trap called routerConfOutOfSynch and through the info log. The
SAE does not make any changes on the router.

. enforce—Enforces the state of the session layer on the router. The
SAE removes all sessions that have disparities and creates new
sessions with the same activation parameters as the original ones

. synchronize—Synchronizes the state of the session layer on the
router. The SAE removes all sessions that have disparities.
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Required Privilege L evel

system
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<lsp-tracking> (configuration/shar ed/sae/configuration/driver/
junos)

Usage

<confi guration>

<shar ed>
<sae>
<confi guration>
<driver>
<j unos>
<l sp-tracki ng>
<mat ch>mat ch</ mat ch>
<file>file</file>
</l sp-tracki ng>
</junos>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 3.0.0

Description

Configure event tracking for JUNOS LSPs to provide information to an application, such as the sample IPTV
application, that needs information about LSP status.

LSP tracking can configure the system log on managed JUNOS routing platforms to send notification messages to
the managing SAE when LSPs are created and removed, and when bandwidth allocation for an LSP changes.

Contents

<mat ch>—(Optional) A regular expression to identify a set of LSP names. If you do not define
an expression, the SAE tracks all LSPs.

Value— Regular expression
Default— No value

<f i | e>—(Optional) Name of the file to store syslog event messages (that provide information
about LSP state changes in a JUNOS routing platform).

Value— Filename
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Default— mpls4sae

Required Privilege Level

system system
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<security> (configuration/shar ed/sae/configuration/driver/junos)

Usage

<confi guration>

<shar

ed>

<sae>
<confi guration>

<driver>
<j unos>
<security>
<need-client-authentication/>
<l ocal -certificate>l ocal -certificate</local -certificate>
</security>
</junos>
</driver>

</ configuration>
</ sae>
</ shar ed>

</ confi

gurati on>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure Transport Layer Security (TLS) on the SAE.

Contents

<need-cl i ent - aut henti cat i on>—(Optional) Enables or disables whether or not the SAE
requests a client certificate from the router

If enabled, the SAE asks the router for a client certificate when a connection to the router is
established.

If disabled, the SAE does not ask the router for a client certificate when a connection to the
router is established.

Default— Enabled

<l ocal -certi fi cat e>—(Optional) Name of certificate to be used for TLS communications

Value— Name of certificate
Default— No value
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Required Privilege L evel

system
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<session-store> (configur ation/shar ed/sae/configur ation/driver/
junos)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<j unos>
<sessi on- st ore>
<maxi mum queue- age>maxi num queue- age</ maxi num queue- age>
<maxi mum queued- oper at i ons>maxi num queued- oper ati ons</ naxi mum
queued- oper ati ons>
<maxi mum queue- si ze>maxi mum queue- si ze</ maxi num queue- si ze>
<maxi mumfil e-size>maxi mumfil e-size</ maxi mumfil e-size>
<m ni mum di sk- space- usage>m ni num di sk- space- usage</ nm ni mum di sk-
space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi mum sessi on- si ze>maxi muMm sessi on- si ze</ maxi mum sessi on- si ze>
<di sk-| oad- buf f er - si ze>di sk-| oad- buf f er-si ze</ di sk- | oad- buf fer-

size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval >
<conmuni cat i ons-ti meout >conmmuni cati ons-ti meout </ conmuni cati ons-
ti meout >
<| oad-ti meout >l oad-ti neout </ | oad-ti neout >
<idle-tinmeout>idle-tinmeout</idle-tineout>
<maxi mum backl og-r ati o>maxi mum backl og-r ati o</ maxi mrum backl og-
rati o>
<m ni mum backl og>m ni num backl og</ m ni rum backl og>
</ sessi on- st ore>
</junos>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the session store for the JUNOS driver.

Contents
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<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations

(such as adding a session to the store or removing a session from the store) can reach before
the queue is written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1
indicates that there is no limit. A value of zero causes the session store to
write each store operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are
queued before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that
there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store
operations can reach before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mumfil e- si ze>—(Optional) Maximum size of session store files. When a file reaches
this size, a new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files
that is used by live sessions. When the percentage of space in the session store files that is used
by live sessions decreases to this percentage, the oldest session store file is compacted and
appended to the newest session store file, and then the oldest session store file is deleted.

Value— Percentage of disk space in the range 1-100. We recommend a
range of 30-50
Default— 25

<r ot ati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies
the number of sessions that are rotated from the oldest file to the newest file at the same time.
While a set of sessions is rotated, no other session store activity can take place.

Value— Integer in the range 0-2147483647
Default— 50
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<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service
session. Use this parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk-| oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a
session store's files from disk at startup.

Value— Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message
segments that are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + < size of maximum session size
field > -2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store
to connect to missing passive session stores.

Value— Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons-ti neout >—(Optional) Amount of time in milliseconds that a session

store waits before closing when it is blocked from reading or writing a message. This timeout
does not apply when a session store is waiting for a remote session store to load its state from
disk. (A non-positive number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 60000

<l oad-ti meout >—(Optional) Amount of time in milliseconds that an active session store

waits for a passive session store or a passive session store waits for an active session store to
load its data from disk before it closes the connection to the session store. (A non-positive
number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 420000

<i dl e-ti meout >—(Optional) Amount of time that a passive session store waits for activity
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from the active session store before it closes the connection to the active session store. This
timeout applies after the session store startup and initial update processes are complete.

Value— Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r at i 0>—(Optional) Along with the minimum backlog size, specifies
when the active session store closes the connection to a passive session store because of a
backlog of messages waiting to be sent. After the startup and initial update processes are
complete, if the backlog becomes too large, the connection to the passive session store is
closed. After the retry interval ends, a new connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value— Floating point number
Default— 1.5

<m ni mum backl og>—(Optional) Along with the maximum backlog ratio, specifies when the

active session store closes the connection to a passive session store because of a backlog of
messages waiting to be sent to the passive session store. After the startup and initial update
processes are complete, if the backlog becomes too large, the connection to the passive session
store is closed. After the retry interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection
unless the backlog of messages (in bytes) is greater than this number.

Value— Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege L evel

system
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<junos-dmi> (configur ation/shar ed/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<j unos-dm >
<j unos- space- server - addr ess>j unos- space- server - addr ess</ j unos- space-
server - addr ess>
<j unos- space- port - nunber >j unos- space- port - nunber </ j unos- space- port -

nunber >
<j unos- space- user - nane>j unos- space- user - nanme</ j unos- space- user - nane>
<j unos- space- passwor d>j unos- space- passwor d</ j unos- space- passwor d>
<j unos- space- pr ot ocol >j unos- space- prot ocol - choi ce</j unos- space-

pr ot ocol >

<message-ti meout >nessage-ti meout </ message-ti meout >
<bat ch- si ze>bat ch- si ze</ bat ch- si ze>
<bat ch-ti me>bat ch-ti me</ batch-ti me>
<confi gurati on- gr oup- nane>confi gurati on- group- name</ confi gurati on-
gr oup- nane>
<sae- conmuni t y- manager >sae- conmmuni t y- manager </ sae- conmuni t y- manager >
</junos-dm >
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.1.0

Description

Configure the SAE to manage DMI devices.

Contents

<j unos- space- server - addr ess>—(Optional) JUNOS Space server that manages the
routers.

Value— IP address or hostname.
Default— No value
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<j unos- space- port - nurrber >—(Optional) JUNOS Space port number

Value—Integer in the range -2147483648-2147483647
Default— 8080

<j unos- space- user - nane>—(Optional) JUNOS Space user name

Value—Text
Default— No value

<j unos- space- passwor d>—(Optional) Password to authenticate with JUNOS Space

Value—Secret text
Default— No value

<j unos- space- pr ot ocol >—(Optional) Protocol to communicate with JUNOS Space
Value

. http—
. https—

Default— http

<message- ti meout >—(Optional) Amount of time that the router driver waits for a response

from Junos Space. Under a high load the router may not be able to respond fast enough to
requests.

Change this value only if a high number of timeout events appear in the error log.

Value— Number of milliseconds in the range 0-2147483647
Default— 120000

<bat ch- si ze>—(Optional) Minimum number of service configuration transactions that are

committed at the same time. If any of the transactions in a batch fails, all transactions are
aborted, and the associated service activations or deactivations fail.

To control maximum latency for a job when services are activated in parallel, specify 120% of
the number of CORBA threads as the batch size.

Value— Integer in the range 0-2147483647
Default— 10



SAE Configuration Tag Elements

<bat ch-t i me>—(Optional) Maximum time to collect configuration transactions in a batch.
The batch is completed if either the batch size or the batch time is reached.

The completion time is calculated from the creation of a batch. Note that the batch time is a
function of the total configuration size and not of the number of commands in the
configuration transactions.

Value— Number of milliseconds in the range 0-2147483647
Default— 2000

<confi gurat i on- gr oup- name>— Name of group on the JUNOS routing platform in which
provisioning objects are stored.

Value— Name configured on the JUNOS routing platform
Default— sdx

<sae- conmuni t y- manager >— Name of the community manager that manages DMI driver
communities. Active SAEs are selected from this community.

Value— Community name
Default— DmiCommunityManager

Required Privilege Level

system
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<session-store> (configur ation/shar ed/sae/configur ation/driver/
junos-dmi)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<j unos-dm >
<sessi on- st ore>
<maxi mum queue- age>maxi num queue- age</ maxi num queue- age>
<maxi mum queued- oper at i ons>maxi num queued- oper ati ons</ naxi mum
queued- oper ati ons>
<maxi mum queue- si ze>maxi mum queue- si ze</ maxi num queue- si ze>
<maxi mumfil e-size>maxi mumfile-size</ maxi mumfil e-size>
<m ni mum di sk- space- usage>m ni num di sk- space- usage</ nm ni mum di sk-
space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi munt sessi on- si ze>maXi MuMm sessi on- si ze</ maxi mMum sessi on- si ze>
<di sk- | oad- buf f er-si ze>di sk-| oad- buf f er - si ze</ di sk- | oad- buf f er -

size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval >
<conmuni cat i ons-ti meout >conmmuni cati ons-ti nmeout </ communi cati ons-
ti meout >
<| oad-ti meout >l oad-ti neout </ | oad-ti neout >
<idle-timeout>idle-tinmeout</idle-tineout>
<maxi mum backl og-r ati o>maxi mum backl og-r ati o</ maxi mum backl og-
rati o>
<m ni mum backl og>m ni num backl og</ m ni mum backl og>
</ sessi on- st ore>
</junos-dm >
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 4.1.0

Description

Configure the session store for the device driver.

Contents
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<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations

(such as adding a session to the store or removing a session from the store) can reach before
the queue is written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1
indicates that there is no limit. A value of zero causes the session store to
write each store operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are
queued before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that
there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store
operations can reach before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mumfil e- si ze>—(Optional) Maximum size of session store files. When a file reaches
this size, a new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files

that is used by live sessions. When the percentage of space in the session store files that is used
by live sessions decreases to this percentage, the oldest session store file is compacted and
appended to the newest session store file, and then the oldest session store file is deleted.

Value— Percentage of disk space in the range 1-100. We recommend a
range of 30-50
Default— 25

<r ot ati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies
the number of sessions that are rotated from the oldest file to the newest file at the same time.
While a set of sessions is rotated, no other session store activity can take place.

Value— Integer in the range 0-2147483647
Default— 50
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<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service
session. Use this parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk-| oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a
session store's files from disk at startup.

Value— Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message
segments that are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + < size of maximum session size
field > -2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store
to connect to missing passive session stores.

Value— Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons-ti neout >—(Optional) Amount of time in milliseconds that a session

store waits before closing when it is blocked from reading or writing a message. This timeout
does not apply when a session store is waiting for a remote session store to load its state from
disk. (A non-positive number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 60000

<l oad-t i meout >—(Optional) Amount of time in milliseconds that an active session store

waits for a passive session store or a passive session store waits for an active session store to
load its data from disk before it closes the connection to the session store. (A non-positive
number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 420000

<i dl e-ti meout >—(Optional) Amount of time that a passive session store waits for activity
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from the active session store before it closes the connection to the active session store. This
timeout applies after the session store startup and initial update processes are complete.

Value— Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r at i 0>—(Optional) Along with the minimum backlog size, specifies
when the active session store closes the connection to a passive session store because of a
backlog of messages waiting to be sent. After the startup and initial update processes are
complete, if the backlog becomes too large, the connection to the passive session store is
closed. After the retry interval ends, a new connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value— Floating point number
Default— 1.5

<m ni mum backl og>—(Optional) Along with the maximum backlog ratio, specifies when the
active session store closes the connection to a passive session store because of a backlog of
messages waiting to be sent to the passive session store. After the startup and initial update
processes are complete, if the backlog becomes too large, the connection to the passive session
store is closed. After the retry interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection
unless the backlog of messages (in bytes) is greater than this number.

Value— Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege L evel

system
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<junos-ise> (configur ation/shar ed/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<j unos-ise>
<sae- conmuni t y- nanager >sae- conmmuni t y- manager </ sae- conmuni t y- nanager >
<cached-dri ver-expirati on>cached-dri ver-expiration</cached-driver-
expiration>
<keep-al i ve-ti meout >keep-al i ve-ti neout </ keep-al i ve-ti nmeout >
<registry-retry-interval >registry-retry-interval </registry-retry-
i nterval >
<reply-tinmeout>reply-tinmeout</reply-tineout>
<sequenti al - message-ti neout >sequenti al - mnessage-ti neout </ sequenti al -

nmessage-ti meout >
<t hr ead- pool - si ze>t hr ead- pool - si ze</ t hr ead- pool - si ze>

<thread-idle-tineout>thread-idle-tineout</thread-idle-tineout>
</junos-ise>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 3.2.0
Description

Configure the SAE to manage ISE devices.
Contents

<sae- conmuni t y- manager >— Name of the community manager that manages ISE device
communities. Active SAEs are selected from this community.

Value— Community name
Default— ISECommunityManager

<cached-dri ver - expi r at i on>— Minimum amount of time to keep the state of a router

driver after its Diameter connection is closed. You might want to change this value because the
SAE can resynchronize more quickly if most of the state is still in memory and it does not need
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to be reread from the disk.

Value— Number of seconds in the range 0-2147483647
Default— 600

<keep-al i ve-ti meout >—(Optional) Time to wait before expiring the registry to a Diameter
server.

Value— Number of seconds
Default— 60

<regi stry-retry-interval >—(Optional) Time to wait before retrying a failed registry to
a Diameter server.

Value— Number of seconds
Default— 30

<repl y-ti meout >—(Optional) Time to wait before expiring a request sent to a Diameter
server.

Value— Number of seconds
Default— 20

<sequenti al - message- ti meout >—(Optional) Time to wait before expiring an expected
message.

Value— Number of seconds
Default— 20

<t hr ead- pool - si ze>—(Optional) Number of working threads that process requests.

Value— Thread pool size
Default— 50

<t hr ead- i dl e-ti meout >—(Optional) Time to wait before stopping working threads after
they become idle.

Value— Number of seconds
Default— 60
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Required Privilege L evel

system
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<session-store> (configur ation/shar ed/sae/configur ation/driver/
junos-ise)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<j unos-ise>
<sessi on- st ore>
<maxi mum queue- age>maxi num queue- age</ maxi num queue- age>
<maxi mum queued- oper at i ons>maxi num queued- oper ati ons</ naxi mum
queued- oper ati ons>
<maxi mum queue- si ze>maxi mum queue- si ze</ maxi num queue- si ze>
<maxi mumfil e-size>maxi mumfil e-size</ maxi mumfil e-size>
<m ni mum di sk- space- usage>m ni num di sk- space- usage</ nm ni mum di sk-
space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi mum sessi on- si ze>maxi muMm sessi on- si ze</ maxi mum sessi on- si ze>
<di sk-| oad- buf f er - si ze>di sk-| oad- buf f er-si ze</ di sk- | oad- buf fer-

size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval >
<conmuni cat i ons-ti meout >conmmuni cati ons-ti meout </ conmuni cati ons-
ti meout >
<| oad-ti meout >l oad-ti neout </ | oad-ti neout >
<idle-tinmeout>idle-tinmeout</idle-tineout>
<maxi mum backl og-r ati o>maxi mum backl og-r ati o</ maxi mrum backl og-
rati o>
<m ni mum backl og>m ni num backl og</ m ni rum backl og>
</ sessi on- st ore>
</junos-ise>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 3.0.0

Description

Configure the session store for the device driver.

Contents
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<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations

(such as adding a session to the store or removing a session from the store) can reach before
the queue is written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1
indicates that there is no limit. A value of zero causes the session store to
write each store operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are
queued before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that
there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store
operations can reach before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mumfil e- si ze>—(Optional) Maximum size of session store files. When a file reaches
this size, a new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files
that is used by live sessions. When the percentage of space in the session store files that is used
by live sessions decreases to this percentage, the oldest session store file is compacted and
appended to the newest session store file, and then the oldest session store file is deleted.

Value— Percentage of disk space in the range 1-100. We recommend a
range of 30-50
Default— 25

<r ot ati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies
the number of sessions that are rotated from the oldest file to the newest file at the same time.
While a set of sessions is rotated, no other session store activity can take place.

Value— Integer in the range 0-2147483647
Default— 50
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<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service
session. Use this parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk-| oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a
session store's files from disk at startup.

Value— Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message
segments that are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + < size of maximum session size
field > -2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store
to connect to missing passive session stores.

Value— Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons-ti neout >—(Optional) Amount of time in milliseconds that a session

store waits before closing when it is blocked from reading or writing a message. This timeout
does not apply when a session store is waiting for a remote session store to load its state from
disk. (A non-positive number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 60000

<l oad-ti meout >—(Optional) Amount of time in milliseconds that an active session store

waits for a passive session store or a passive session store waits for an active session store to
load its data from disk before it closes the connection to the session store. (A non-positive
number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 420000

<i dl e-ti meout >—(Optional) Amount of time that a passive session store waits for activity
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from the active session store before it closes the connection to the active session store. This
timeout applies after the session store startup and initial update processes are complete.

Value— Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r at i 0>—(Optional) Along with the minimum backlog size, specifies
when the active session store closes the connection to a passive session store because of a
backlog of messages waiting to be sent. After the startup and initial update processes are
complete, if the backlog becomes too large, the connection to the passive session store is
closed. After the retry interval ends, a new connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value— Floating point number
Default— 1.5

<m ni mum backl og>—(Optional) Along with the maximum backlog ratio, specifies when the

active session store closes the connection to a passive session store because of a backlog of
messages waiting to be sent to the passive session store. After the startup and initial update
processes are complete, if the backlog becomes too large, the connection to the passive session
store is closed. After the retry interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection
unless the backlog of messages (in bytes) is greater than this number.

Value— Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege L evel

system
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<junos-ptsp> (configur ation/shar ed/sae/configur ation/driver)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<j unos- pt sp>
<sae- conmuni t y- nanager >sae- conmmuni t y- manager </ sae- conmuni t y- nanager >
<cached-dri ver-expirati on>cached-dri ver-expiration</cached-driver-
expiration>
<keep-al i ve-ti meout >keep-al i ve-ti neout </ keep-al i ve-ti nmeout >
<registry-retry-interval >registry-retry-interval </registry-retry-
i nterval >
<reply-tinmeout>reply-tineout</reply-tineout>
<sequenti al - message-ti neout >sequenti al - mnessage-ti neout </ sequenti al -

nmessage-ti meout >
<t hr ead- pool - si ze>t hr ead- pool - si ze</ t hr ead- pool - si ze>
<thread-idle-tineout>thread-idle-tineout</thread-idle-tineout>
</j unos- pt sp>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 4.0.0
Description

Configure the SAE to manage PTSP devices.
Contents

<sae- conmuni t y- manager >— Name of the community manager that manages PTSP device
communities. Active SAEs are selected from this community.

Value— Community name
Default— PTSPCommunityManager

<cached-dri ver - expi r at i on>— Minimum amount of time to keep the state of a router

driver after its Diameter connection is closed. You might want to change this value because the
SAE can resynchronize more quickly if most of the state is still in memory and it does not need
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to be reread from the disk.

Value— Number of seconds in the range 0-2147483647
Default— 600

<keep-al i ve-ti meout >—(Optional) Time to wait before expiring the registry to a Diameter
server.

Value— Number of seconds
Default— 60

<regi stry-retry-interval >—(Optional) Time to wait before retrying a failed registry to
a Diameter server.

Value— Number of seconds
Default— 30

<repl y-ti meout >—(Optional) Time to wait before expiring a request sent to a Diameter
server.

Value— Number of seconds
Default— 20

<sequenti al - mnessage- ti meout >—(Optional) Time to wait before expiring an expected
message.

Value— Number of seconds
Default— 20

<t hr ead- pool - si ze>—(Optional) Number of working threads that process requests.

Value— Thread pool size
Default— 50

<t hr ead- i dl e-ti meout >—(Optional) Time to wait before stopping working threads after
they become idle.

Value— Number of seconds
Default— 60
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Required Privilege L evel

system
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<session-store> (configur ation/shar ed/sae/configur ation/driver/
junos-ptsp)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<j unos- pt sp>
<sessi on- st ore>
<maxi mum queue- age>maxi num queue- age</ maxi num queue- age>
<maxi mum queued- oper at i ons>maxi num queued- oper ati ons</ naxi mum
queued- oper ati ons>
<maxi mum queue- si ze>maxi mum queue- si ze</ maxi num queue- si ze>
<maxi mumfil e-size>maxi mumfile-size</ maxi mumfil e-size>
<m ni mum di sk- space- usage>m ni num di sk- space- usage</ nm ni mum di sk-
space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi munt sessi on- si ze>maXi MuMm sessi on- si ze</ maxi mMum sessi on- si ze>
<di sk- | oad- buf f er-si ze>di sk-| oad- buf f er - si ze</ di sk- | oad- buf f er -

size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval >
<conmuni cat i ons-ti meout >conmmuni cati ons-ti nmeout </ communi cati ons-
ti meout >
<| oad-ti meout >l oad-ti neout </ | oad-ti neout >
<idle-timeout>idle-tinmeout</idle-tineout>
<maxi mum backl og-r ati o>maxi mum backl og-r ati o</ maxi mum backl og-
rati o>
<m ni mum backl og>m ni num backl og</ m ni mum backl og>
</ sessi on- st ore>
</j unos- pt sp>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 3.0.0

Description

Configure the session store for the device driver.

Contents
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<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations

(such as adding a session to the store or removing a session from the store) can reach before
the queue is written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1
indicates that there is no limit. A value of zero causes the session store to
write each store operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are
queued before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that
there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store
operations can reach before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mumfil e- si ze>—(Optional) Maximum size of session store files. When a file reaches
this size, a new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files

that is used by live sessions. When the percentage of space in the session store files that is used
by live sessions decreases to this percentage, the oldest session store file is compacted and
appended to the newest session store file, and then the oldest session store file is deleted.

Value— Percentage of disk space in the range 1-100. We recommend a
range of 30-50
Default— 25

<r ot ati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies
the number of sessions that are rotated from the oldest file to the newest file at the same time.
While a set of sessions is rotated, no other session store activity can take place.

Value— Integer in the range 0-2147483647
Default— 50
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<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service
session. Use this parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk-| oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a
session store's files from disk at startup.

Value— Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message
segments that are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + < size of maximum session size
field > -2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store
to connect to missing passive session stores.

Value— Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons-ti neout >—(Optional) Amount of time in milliseconds that a session

store waits before closing when it is blocked from reading or writing a message. This timeout
does not apply when a session store is waiting for a remote session store to load its state from
disk. (A non-positive number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 60000

<l oad-t i meout >—(Optional) Amount of time in milliseconds that an active session store

waits for a passive session store or a passive session store waits for an active session store to
load its data from disk before it closes the connection to the session store. (A non-positive
number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 420000

<i dl e-ti meout >—(Optional) Amount of time that a passive session store waits for activity
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from the active session store before it closes the connection to the active session store. This
timeout applies after the session store startup and initial update processes are complete.

Value— Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r at i 0>—(Optional) Along with the minimum backlog size, specifies
when the active session store closes the connection to a passive session store because of a
backlog of messages waiting to be sent. After the startup and initial update processes are
complete, if the backlog becomes too large, the connection to the passive session store is
closed. After the retry interval ends, a new connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value— Floating point number
Default— 1.5

<m ni mum backl og>—(Optional) Along with the maximum backlog ratio, specifies when the
active session store closes the connection to a passive session store because of a backlog of
messages waiting to be sent to the passive session store. After the startup and initial update
processes are complete, if the backlog becomes too large, the connection to the passive session
store is closed. After the retry interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection
unless the backlog of messages (in bytes) is greater than this number.

Value— Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege L evel

system
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<junose> (configur ation/shar ed/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<j unose>
<cops- server-port>cops-server-port</cops-server-port>
<backl og>backl og</ backl og>
<keepal i ve-int erval >keepal i ve-i nt erval </ keepal i ve-i nterval >
<message-ti meout >nessage-ti meout </ nessage-ti nmeout >
<replication-nessage-tineout>replication-nessage-tineout </
replication-nessage-ti nmeout >
<cops- message- maxi mum | engt h>cops- nessage- naxi mum | engt h</ cops-
message- maxi mum | engt h>
<cops- nmessage-r ead- buf f er - si ze>cops- nessage-r ead- buf f er- si ze</ cops-
message- r ead- buf f er - si ze>
<cops- nmessage-wite-buffer-size>cops-nmessage-wite-buffer-size</cops-
message-write-buffer-size>
<pendi ng- addr ess- ti meout >pendi ng- addr ess-ti meout </ pendi ng- addr ess-
ti meout >
<cops- handl er -t hr eads>cops- handl er -t hr eads</ cops- handl er -t hr eads>
<cached-dri ver-expirati on>cached-dri ver-expiration</cached-driver-
expiration>
<dr op- unmanaged- i nt er f aces- xdr - dri ver/ >
<track-unmanaged-i nterfaces-xdr-driver/>
</j unose>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure the SAE to manage JUNOSe routers. The router driver specifies the COPS connection between the SAE
COPS server and the COPS client in the JUNOSe router.

Contents

<cops-server - port>— TCP port number of the COPS server used to communicate with the
JUNOSe routers.
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Value— Port number that matches the configuration of the SRC client in the
JUNOSe router.
Default— 3288

<backl 0g>— Maximum number of outstanding connection attempts before connections are
dropped.

Value— Integer
Default— 50

<keepal i ve-i nt er val >— Interval between keepalive messages sent from the COPS client

(the JUNOSe router). The COPS client monitors the COPS connection by sending keepalive
messages at random intervals between one-fourth and three-fourths of the specified interval. If
the client does not receive the expected keepalive answer within the specified timeout, the
client terminates the connection.

A short interval results in a high load on the COPS interface.

Along interval results in a long time before a COPS failure is detected.

Value— Number of seconds in the range 0-32768. A value of 0 means that
timeout is disabled.
Default— 45

<message-ti meout >— Timeout interval in which the COPS server waits for a response to

COPS requests. Under a high load the router may not be able to respond fast enough to COPS
requests. Change this value only if a high number of COPS timeout events appear in the error
log.

Value— Number of milliseconds
Default— 120000

<replication-message-ti meout >— Timeout interval in which the active SAE waits for a
response to synchronization requests. Under a high load the router may not be able to respond
fast enough to COPS requests. Change this value if Reliable Replication Mode can't be triggered.

Value— Number of milliseconds
Default— 5000

<cops- nessage- maxi mum | engt h>— Maximum length of a COPS message. We
recommend that you use the default setting.

Value— Number of bytes in the range 4 bytes to 2 GB
Default— 200000
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<cops- message- r ead- buf f er - si ze>— Buffer size for receiving COPS messages from the

JUNOSe client. We recommend that you use the default setting unless you are instructed to
change it by Juniper Networks engineers.

Value— Number of bytes in the range 4 bytes to 2 GB
Default— 30000

<cops- message- wri t e- buf f er - si ze>— Buffer size for sending COPS messages to the

JUNOSe client. We recommend that you use the default setting unless you are instructed to
change it by Juniper Networks engineers.

Value— Number of bytes in the range 4 bytes to 2 GB
Default— 30000

<pendi ng- addr ess-t i meout >— Maximum time that a DHCP address request remains
pending.

Value— Number of milliseconds. Typical values are in the range 1000-
15000 (1 second to 15 seconds).
Default— 5000

<cops- handl er - t hr eads>—(Optional) Size of the thread pool for handling unsolicited
messages. These threads are shared among all JUNOSe router drivers You may want to set this
value higher than the default if you wish to create greater throughput on platforms with
multiple processing cores, and you are not achieving full processor resource utilization.
Increasing the number of threads increases the ability to use multiple processing cores in
parallel.

Value— Number of threads
Default— No value

<cached-dri ver-expi rati on>— Minimum amount of time to keep the state of a router
driver after its COPS connection is closed. You might want to change this value because the SAE
can resynchronize more quickly if most of the state is still in memory and it does not need to be
reread from the disk.

Value— Number of seconds in the range 0-2147483647
Default— 600

<dr op- unmanaged- i nt er f aces- xdr - dr i ver >—(Optional) For JUNOSe COPS-XDR
drivers, enables or disables the driver to keep a record of unmanaged interfaces. You must
enable this option if you have unmanaged dynamic interfaces in a virtual router that is
managed by COPS-XDR. If the driver does not keep a record of unmanaged interfaces, next-
interface actions in policies may not work properly in certain cases. To use RAM more
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efficiently, enable this option if you have a large number of unmanaged interfaces that are not
the target of next-hop polices.

Default— Disabled

<track-unmanaged- i nt er f aces- xdr - dri ver >—(Optional) Enables sending of interface
tracking events for unmanaged interfaces of the XDR router driver. Because the COPS-XDR
protocol does not include notifications (DRQs) when unmanaged interfaces are disabled, plug-
ins will not receive an unmanaged interface's stop events.

Default— Disabled

Required Privilege L evel

system
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<session-store> (configur ation/shar ed/sae/configur ation/driver/
junose)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<j unose>
<sessi on- st ore>
<maxi mum queue- age>maxi num queue- age</ maxi num queue- age>
<maxi mum queued- oper at i ons>maxi num queued- oper ati ons</ naxi mum
queued- oper ati ons>
<maxi mum queue- si ze>maxi mum queue- si ze</ maxi num queue- si ze>
<maxi mumfil e-size>maxi mumfile-size</ maxi mumfil e-size>
<m ni mum di sk- space- usage>m ni num di sk- space- usage</ nm ni mum di sk-
space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi munt sessi on- si ze>maXi MuMm sessi on- si ze</ maxi mMum sessi on- si ze>
<di sk- | oad- buf f er-si ze>di sk-| oad- buf f er - si ze</ di sk- | oad- buf f er -

size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval >
<conmuni cat i ons-ti meout >conmmuni cati ons-ti nmeout </ communi cati ons-
ti meout >
<| oad-ti meout >l oad-ti neout </ | oad-ti neout >
<idle-timeout>idle-tinmeout</idle-tineout>
<maxi mum backl og-r ati o>maxi mum backl og-r ati o</ maxi mum backl og-
rati o>
<m ni mum backl og>m ni num backl og</ m ni mum backl og>
</ sessi on- st ore>
</ j unose>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the session store for the JUNOSe driver.

Contents
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<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations

(such as adding a session to the store or removing a session from the store) can reach before
the queue is written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1
indicates that there is no limit. A value of zero causes the session store to
write each store operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are
queued before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that
there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store
operations can reach before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mumfil e- si ze>—(Optional) Maximum size of session store files. When a file reaches
this size, a new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files

that is used by live sessions. When the percentage of space in the session store files that is used
by live sessions decreases to this percentage, the oldest session store file is compacted and
appended to the newest session store file, and then the oldest session store file is deleted.

Value— Percentage of disk space in the range 1-100. We recommend a
range of 30-50
Default— 25

<r ot ati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies
the number of sessions that are rotated from the oldest file to the newest file at the same time.
While a set of sessions is rotated, no other session store activity can take place.

Value— Integer in the range 0-2147483647
Default— 50
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<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service
session. Use this parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk-| oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a
session store's files from disk at startup.

Value— Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message
segments that are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + < size of maximum session size
field > -2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store
to connect to missing passive session stores.

Value— Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons-ti neout >—(Optional) Amount of time in milliseconds that a session

store waits before closing when it is blocked from reading or writing a message. This timeout
does not apply when a session store is waiting for a remote session store to load its state from
disk. (A non-positive number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 60000

<l oad-t i meout >—(Optional) Amount of time in milliseconds that an active session store

waits for a passive session store or a passive session store waits for an active session store to
load its data from disk before it closes the connection to the session store. (A non-positive
number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 420000

<i dl e-ti meout >—(Optional) Amount of time that a passive session store waits for activity
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from the active session store before it closes the connection to the active session store. This
timeout applies after the session store startup and initial update processes are complete.

Value— Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r at i 0>—(Optional) Along with the minimum backlog size, specifies
when the active session store closes the connection to a passive session store because of a
backlog of messages waiting to be sent. After the startup and initial update processes are
complete, if the backlog becomes too large, the connection to the passive session store is
closed. After the retry interval ends, a new connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value— Floating point number
Default— 1.5

<m ni mum backl og>—(Optional) Along with the maximum backlog ratio, specifies when the
active session store closes the connection to a passive session store because of a backlog of
messages waiting to be sent to the passive session store. After the startup and initial update
processes are complete, if the backlog becomes too large, the connection to the passive session
store is closed. After the retry interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection
unless the backlog of messages (in bytes) is greater than this number.

Value— Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege L evel

system
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<pcmm> (configuration/shar ed/sae/configur ation/driver)

Usage

<confi guration>

<shar ed>
<sae>
<confi guration>
<driver>
<pcmmp
<keepal i ve-int erval >keepal i ve-i nt erval </ keepal i ve-i nt erval >
<t cp- connecti on-ti meout >t cp- connecti on-ti neout </tcp-connecti on-
ti nmeout >
<appl i cati on-manager -i d>appl i cati on- manager -i d</ appl i cati on- manager -
i d>

<message-ti meout >nessage-ti meout </ nessage-ti nmeout >

<cops- message- maxi mum | engt h>cops- message- maxi num | engt h</ cops-
nmessage- maxi mum | engt h>

<cops- nmessage-read- buf f er-si ze>cops- nessage-r ead- buf f er - si ze</ cops-
nmessage- r ead- buf f er - si ze>

<cops-nessage-wite-buffer-size>cops-nessage-wite-buffer-size</cops-
message-write-buffer-size>

<sae- conmuni t y- nanager >sae- communi t y- manager </ sae- conmuni t y- nanager >

<di sabl e-full -sync/ >

<di sabl e-pcrm i 03- pol i cy/ >

<sessi on-recovery-retry-interval >sessi on-recovery-retry-interval </

session-recovery-retry-interval >
<el ement -i d>el enent -i d</ el enent -i d>
<def aul t - rks- pl ug-i n>def aul t - r ks- pl ug-i n</ defaul t-rks-plug-in>
</ pcm®
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure the SAE to manage PCMM devices. The SAE connects to the PCMM device by using a COPS-over-TCP
connection. The PCMM device driver controls this connection.

Contents

<keepal i ve-i nt er val >— Interval between keepalive messages sent from the COPS client
(the PCMM device) to the COPS server (the SAE). The COPS client monitors the COPS
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connection by sending keepalive messages at random intervals between one-fourth and three-
fourths of the specified interval. If the client or the server does not receive the expected
keepalive answer within the specified timeout, the client closes the connection.

Value— Number of seconds in the range 0-2147483647. A value of 0 means
that the timeout is disabled.
Default— 45

<t cp-connecti on-ti meout >— Timeout for opening a TCP connection to the PCMM
device.

Value— Number of seconds in the range 0-2147483647.
Default— 5

<appl i cati on- nanager - i d>— Identifier of the application manager when this SAE is
configured as the application manager. The application manager includes this identifier in all
messages that it sends to the policy server. The policy server passes this ID to the CMTS device
in Gate Control messages. The CMTS device returns the ID associated with the gate to the policy
server. The policy server uses this information to associate gate messages with a particular
application manager.

Value— 4-byte unsigned integer that is unique in a service provider
network.
Default— 1

<message-ti meout >— Amount of time that the COPS server (the SAE) waits for a response

to COPS requests from the COPS client (the PCMM device). Under a high load the PCMM device
may not be able to respond fast enough to COPS requests. Change this value only if a high
number of COPS timeout events appear in the error log.

Value— Number of milliseconds in the range 0-2147483647
Default— 120000

<cops- nessage- maxi num | engt h>— Maximum length of a COPS message. We
recommend that you use the default setting.

Value— Number of bytes in the range 4 bytes to 2 GB
Default— 204800

<cops- nessage-r ead- buf f er - si ze>— Buffer size for receiving COPS messages from the
PCMM client. We recommend that you use the default setting unless you are instructed to
change it by Juniper Networks engineers.

Value— Number of bytes in the range 4 bytes to 2 GB
Default— 30000
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<cops-nessage-w it e- buf f er - si ze>— Buffer size for sending COPS messages to the
PCMM client. We recommend that you use the default setting unless you are instructed to
change it by Juniper Networks engineers.

Value— Number of bytes in the range 4 bytes to 2 GB
Default— 30000

<sae- conmuni t y- manager >— Name of the community manager that manages PCMM
driver communities. Active SAEs are selected from this community.

Value— Community name
Default— PCMMCommunityManager

<di sabl e-f ul | - sync>—(Optional) Disables state synchronization with PCMM policy

servers. State synchronization is achieved when the SAE is required to communicate with the
policy server over the COPS connection.

Default—false

<di sabl e- pcrm i 03- pol i cy>—(Optional) Disables the SAE to send classifiers to the router

that comply with PCMM 103. Use this option if your network deployment has CMTS devices
that do not support PCMM 103.

Default—true

<sessi on-recovery-retry-interval >— Time interval between attempts by the SAE to

restore service sessions that are still being recovered in the background when state
synchronization is completed with a state-data-incomplete error. The SAE attempts to restore a
service session if it receives a service modification or deactivation request for an unrecovered
service session before the next interval.

We recommend setting this value to 3600000 (1 hour) or longer.

Value— Number of milliseconds in the range 0-2147483647
Default— 3600000

<el enent - i d>—(Optional) Unique identifier that the SAE uses to identify itself when it
originates RKS events.

Value— 8-byte unsigned integer in the range 0-99999; must be unique
within a PCMM network
Default— 1
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<def aul t - r ks- pl ug- i n>—(Optional) RKS plug-in to which the SAE sends event messages
if you do not configure a CMTS-specific plug-in.

Value— Name of an RKS plug-in
Default— No value

Required Privilege Level

system
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<cmts-specific-rks-plug-ins> (configur ation/shar ed/sae/
configuration/driver/pcmm)

Usage

<confi guration>

<shar ed>
<sae>
<confi guration>
<driver>
<pcmre
<cnt s-speci fi c-rks-pl ug-i ns>
<nane>name</nanme> <!-- identifier -->
<rks- pl ug-i n>rks-pl ug-in</rks-plug-in>
</cnts-specific-rks-plug-ins>
</ pcm®p
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure a CMTS-specific RKS plug-in.

Contents

<nane>— Name of the RKS plug-in.

Value—Text

<r ks- pl ug- i n>—(Optional) Name of the plug-in to which the SAE sends events for this CMTS
device.

Value— Name of an RKS plug-in
Default— No value

Required Privilege Level

system
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<session-store> (configur ation/shar ed/sae/configur ation/driver/
pcmm)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<pcmre
<sessi on- st ore>
<maxi mum queue- age>maxi num queue- age</ maxi num queue- age>
<maxi mum queued- oper at i ons>maxi num queued- oper ati ons</ naxi mum
queued- oper ati ons>
<maxi mum queue- si ze>maxi mum queue- si ze</ maxi num queue- si ze>
<maxi mumfil e-size>maxi mumfil e-size</ maxi mumfil e-size>
<m ni mum di sk- space- usage>m ni num di sk- space- usage</ nm ni mum di sk-
space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi mum sessi on- si ze>maxi muMm sessi on- si ze</ maxi mum sessi on- si ze>
<di sk-| oad- buf f er - si ze>di sk-| oad- buf f er-si ze</ di sk- | oad- buf fer-

size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval >
<conmuni cat i ons-ti meout >conmmuni cati ons-ti meout </ conmuni cati ons-
ti meout >
<| oad-ti meout >l oad-ti neout </ | oad-ti neout >
<idle-tinmeout>idle-tinmeout</idle-tineout>
<maxi mum backl og-r ati o>maxi mum backl og-r ati o</ maxi mrum backl og-
rati o>
<m ni mum backl og>m ni num backl og</ m ni rum backl og>
</ sessi on- st ore>
</ pcmp
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the session store for the PCMM driver.

Contents
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<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations

(such as adding a session to the store or removing a session from the store) can reach before
the queue is written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1
indicates that there is no limit. A value of zero causes the session store to
write each store operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are
queued before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that
there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store
operations can reach before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mumfil e- si ze>—(Optional) Maximum size of session store files. When a file reaches
this size, a new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files
that is used by live sessions. When the percentage of space in the session store files that is used
by live sessions decreases to this percentage, the oldest session store file is compacted and
appended to the newest session store file, and then the oldest session store file is deleted.

Value— Percentage of disk space in the range 1-100. We recommend a
range of 30-50
Default— 25

<r ot ati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies
the number of sessions that are rotated from the oldest file to the newest file at the same time.
While a set of sessions is rotated, no other session store activity can take place.

Value— Integer in the range 0-2147483647
Default— 50
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<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service
session. Use this parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk-| oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a
session store's files from disk at startup.

Value— Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message
segments that are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + < size of maximum session size
field > -2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store
to connect to missing passive session stores.

Value— Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons-ti neout >—(Optional) Amount of time in milliseconds that a session

store waits before closing when it is blocked from reading or writing a message. This timeout
does not apply when a session store is waiting for a remote session store to load its state from
disk. (A non-positive number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 60000

<l oad-ti meout >—(Optional) Amount of time in milliseconds that an active session store

waits for a passive session store or a passive session store waits for an active session store to
load its data from disk before it closes the connection to the session store. (A non-positive
number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 420000

<i dl e-ti meout >—(Optional) Amount of time that a passive session store waits for activity
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from the active session store before it closes the connection to the active session store. This
timeout applies after the session store startup and initial update processes are complete.

Value— Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r at i 0>—(Optional) Along with the minimum backlog size, specifies
when the active session store closes the connection to a passive session store because of a
backlog of messages waiting to be sent. After the startup and initial update processes are
complete, if the backlog becomes too large, the connection to the passive session store is
closed. After the retry interval ends, a new connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value— Floating point number
Default— 1.5

<m ni mum backl og>—(Optional) Along with the maximum backlog ratio, specifies when the

active session store closes the connection to a passive session store because of a backlog of
messages waiting to be sent to the passive session store. After the startup and initial update
processes are complete, if the backlog becomes too large, the connection to the passive session
store is closed. After the retry interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection
unless the backlog of messages (in bytes) is greater than this number.

Value— Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege L evel

system
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<scripts> (configuration/shar ed/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<scripts>
<ext ensi on- pat h>ext ensi on- pat h</ ext ensi on- pat h>
<gener al >gener al </ gener al >
<j unos>j unos</j unos>
<j unos-dm >j unos- dm </ j unos-dmi >
<j unose>j unose</ j unose>
<j unose- xdr >j unose- xdr </ j unose- xdr >
<pcrmepcnmmx/ pcme
<third-party>third-party</third-party>
<j unos-i se>j unos-i se</junos-ise>
<j unos- pt sp>j unos- pt sp</j unos- pt sp>
</scripts>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure device scripts. When the SAE establishes a connection with a router, PCMM device, or other network
device, it can run a script to customize the setup of the connection. These scripts are run when the connection is
established and again when the connection is dropped.

Contents

<ext ensi on- pat h>—(Optional) Path to scripts that are not in the default location, /opt/UMC/
sae/lib .

Value— List of paths separated by semicolons (;)
Default— No value

<gener al >—(Optional) Script that can be used for all types of routers, PCMM devices, and
other network devices that the SRC software supports. The script is run when the connection
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between a router or other network device and the SAE is established and again when the
connection is dropped.

Value— Name of a script
Default— No value

<j unos>—(Optional) Initialization script for JUNOS routing platforms. The script is run when
the connection between a router and the SAE is established and again when the connection is
dropped.

Value— Name of a script
Default— No value

<j unos- dm >—(Optional) Initialization script for JUNOS routing platforms using DMI. The
script is run when the connection between a router and the SAE is established and again when
the connection is dropped.

Value— Name of a script
Default— No value

<j unose>—(Optional) Initialization script for JUNOSe routers when the JUNOSe driver uses
COPS-PR mode when connecting to the SAE. The script is run when the connection between a
router and the SAE is established and again when the connection is dropped.

Value— Name of the file that contains the script without including the .py
extension.
Default— No value

<j unose- xdr >—(Optional) Initialization script for JUNOSe routers when the JUNOSe driver

uses XDR mode when connecting to the SAE. The script is run when the connection between a
router and the SAE is established and again when the connection is dropped.

In COPS XDR mode, the router does not send the network access server (NAS) IP address to the
SAE. If your configuration requires this value, add the following line to a JUNOSe script:

import ERXnasip

When you add the import ERXnasip entry, the script obtains the NAS-IP address from the
router through SNMP. This mechanism can affect performance, especially when the SAE
manages a large number of virtual routers.

Value— Name of a script. For example, iorPublisher, poolPublisher.
Default— No value

<pcmP—(Optional) Initialization script for the Juniper Policy Server in a PCMM environment.
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The script is run when the connection between a policy server and the SAE is established and
again when the connection is dropped.

Value— Name of a script
Default— No value

<t hi r d- par t y>—(Optional) Initialization script for third-party device drivers. The script is
run when the third-party device driver is activated or deactivated.

Value— Name of a script. For example, iorPublisher.
Default— No value

<j unos- i se>—(Optional) Initialization script for intelligent-service-edge device drivers. The
script is run when the intelligent-service-edge device driver is activated or deactivated.

Value— Name of a script. For example, iorPublisher.
Default— No value

<j unos- pt sp>—(Optional) Initialization script for junos-ptsp device drivers. The script is run
when the junos-ptsp device driver is activated or deactivated.

Value— Name of a script. For example, iorPublisher.
Default— No value

Required Privilege Level

system
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<session-store> (configur ation/shar ed/sae/configur ation/driver)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<sessi on- st ore>
<i p- addr ess>i p- addr ess</i p- addr ess>
<port >port </ port >
<root-directory>root-directory</root-directory>
</ sessi on-store>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure global session store parameters that are shared by all session store instances (active or passive) on the
SAE. You can also configure session store parameters within a router or other device driver configuration.

Contents

<i p- addr ess>—(Optional) IP address that the session store infrastructure on this SAE uses to
listen for incoming TCP connections from active session stores.

Value— IP address. The address must be an IP address configured for the
SAE host. If you do not enter an address or if you disable this field, active
session stores cannot create passive session stores on this SAE. We
recommend that you enter an address that is configured in a list of
connected SAEs.

Default— No value

<por t >—(Optional) TCP port number on which the session store infrastructure on this SAE

listens for incoming connections from active session stores. This option has no effect if you
have not configured a session store IP address.

Value— Port number in the range 1027-65535
Default— No value
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<r oot - di r ect or y>—(Optional) Root directory in which the session store creates files. This
option has no effect if you have not configured a session store IP address.

Value— Directory name
Default— No value

Required Privilege L evel

system
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<simulated> (configuration/shar ed/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<si nul at ed>

<nane>nane</ nane> <! -- jdentifier -->
<driver-type>driver-type-choice</driver-type>
<rout er-ver si on>rout er-ver si on</ rout er-ver si on>
<rout er - addr ess>r out er - addr ess</ r out er - addr ess>

<transport-router>transport-router</transport-router>
</ si mul at ed>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure simulated router drivers. Simulated router drivers allow you to create subscriber sessions without
connecting to a router. You can then use the simulated subscriber sessions to test SAE applications.

Contents

<nane>— Name of the simulated router driver.

Value—Text

<dri ver -t ype>— Type of device that the simulated driver simulates

Value— One of the following:

. junos
. junose
. pcmm
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Default— JUNOS

<r out er - ver si on>—(Optional) Version of the device software to simulate.

Value— Valid software version for the device that is being simulated.
Default— No value

<r out er - addr ess>— Address of the router that is available for router initialization scripts.

Value— IP address
Default—10.0.0.1

<transport -rout er >—(Optional) Name of a virtual router that is used to connect to the

SAE. This value is passed to the router initialization script. It is not supported on JUNOS routing
platforms.

Value— Name of a virtual router
Default— No value

Required Privilege Level

system
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<session-store> (configur ation/shar ed/sae/configur ation/driver/
simulated)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<si mul at ed>
<sessi on- st ore>
<maxi mum queue- age>maxi num queue- age</ maxi num queue- age>
<maxi mum queued- oper at i ons>maxi num queued- oper ati ons</ naxi mum
queued- oper ati ons>
<maxi mum queue- si ze>maxi mum queue- si ze</ maxi num queue- si ze>
<maxi mumfil e-size>maxi mumfile-size</ maxi mumfil e-size>
<m ni mum di sk- space- usage>m ni num di sk- space- usage</ nm ni mum di sk-
space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi munt sessi on- si ze>maXi MuMm sessi on- si ze</ maxi mMum sessi on- si ze>
<di sk- | oad- buf f er-si ze>di sk-| oad- buf f er - si ze</ di sk- | oad- buf f er -

size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval >
<conmuni cat i ons-ti meout >conmmuni cati ons-ti nmeout </ communi cati ons-
ti meout >
<| oad-ti meout >l oad-ti neout </ | oad-ti neout >
<idle-timeout>idle-tinmeout</idle-tineout>
<maxi mum backl og-r ati o>maxi mum backl og-r ati o</ maxi mum backl og-
rati o>
<m ni mum backl og>m ni num backl og</ m ni mum backl og>
</ sessi on- st ore>
</ si nul at ed>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the session store for the simulated driver.

Contents
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<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations

(such as adding a session to the store or removing a session from the store) can reach before
the queue is written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1
indicates that there is no limit. A value of zero causes the session store to
write each store operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are
queued before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that
there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store
operations can reach before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mumfil e- si ze>—(Optional) Maximum size of session store files. When a file reaches
this size, a new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files

that is used by live sessions. When the percentage of space in the session store files that is used
by live sessions decreases to this percentage, the oldest session store file is compacted and
appended to the newest session store file, and then the oldest session store file is deleted.

Value— Percentage of disk space in the range 1-100. We recommend a
range of 30-50
Default— 25

<r ot ati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies
the number of sessions that are rotated from the oldest file to the newest file at the same time.
While a set of sessions is rotated, no other session store activity can take place.

Value— Integer in the range 0-2147483647
Default— 50
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<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service
session. Use this parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk-| oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a
session store's files from disk at startup.

Value— Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message
segments that are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + < size of maximum session size
field > -2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store
to connect to missing passive session stores.

Value— Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons-ti neout >—(Optional) Amount of time in milliseconds that a session

store waits before closing when it is blocked from reading or writing a message. This timeout
does not apply when a session store is waiting for a remote session store to load its state from
disk. (A non-positive number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 60000

<l oad-t i meout >—(Optional) Amount of time in milliseconds that an active session store

waits for a passive session store or a passive session store waits for an active session store to
load its data from disk before it closes the connection to the session store. (A non-positive
number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 420000

<i dl e-ti meout >—(Optional) Amount of time that a passive session store waits for activity
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from the active session store before it closes the connection to the active session store. This
timeout applies after the session store startup and initial update processes are complete.

Value— Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r at i 0>—(Optional) Along with the minimum backlog size, specifies
when the active session store closes the connection to a passive session store because of a
backlog of messages waiting to be sent. After the startup and initial update processes are
complete, if the backlog becomes too large, the connection to the passive session store is
closed. After the retry interval ends, a new connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value— Floating point number
Default— 1.5

<m ni mum backl og>—(Optional) Along with the maximum backlog ratio, specifies when the
active session store closes the connection to a passive session store because of a backlog of
messages waiting to be sent to the passive session store. After the startup and initial update
processes are complete, if the backlog becomes too large, the connection to the passive session
store is closed. After the retry interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection
unless the backlog of messages (in bytes) is greater than this number.

Value— Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege L evel

system

219



SRC 4.1.x XML API Configuration Reference

<snmp> (configuration/shar ed/sae/configur ation/driver)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<snnp>
<r ead- onl y- conmmuni t y- stri ng>r ead- onl y- conmuni ty-stri ng</read-onl y-
comuni ty-string>
<read-wite-comunity-string>read-wite-comunity-string</read-wite-
conmuni ty-string>
</ snmp>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure global default SNMP communities for use with JUNOSe routers and JUNOS routing platforms. Global
default SNMP communities are used if a virtual router does not exist on the router or the community strings have
not been configured for the VR.

Contents

<r ead-onl y- communi ty- st ri ng>— Default SNMP community string used for read access
to the router.

Value— SNMP community string that matches a read-only community
string configured on the router.
Default— public

<read-wite-conmunity-string>— Default SNMP community string used for write
access to the router.

Value— SNMP community string that matches a read-write community
string configured on the router.
Default— private

220



SAE Configuration Tag Elements

Required Privilege L evel

system
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<third-party> (configuration/shar ed/sae/configuration/driver)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<third-party>
<sae- conmuni t y- nanager >sae- conmmuni t y- manager </ sae- conmuni t y- nanager >
</third-party>
</driver>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the community manager for third-party devices that the SAE manages.
Contents

<sae- conmuni t y- manager >— Name of the community manager that manages network
device communities. Active SAEs are selected from this community.

Value— Community name
Default— PROXYCommunityManager

Required Privilege Level

system
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<session-store> (configur ation/shar ed/sae/configur ation/driver/
third-party)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<driver>
<third-party>
<sessi on- st ore>
<maxi mum queue- age>maxi num queue- age</ maxi num queue- age>
<maxi mum queued- oper at i ons>maxi num queued- oper ati ons</ naxi mum
queued- oper ati ons>
<maxi mum queue- si ze>maxi mum queue- si ze</ maxi num queue- si ze>
<maxi mumfil e-size>maxi mumfil e-size</ maxi mumfil e-size>
<m ni mum di sk- space- usage>m ni num di sk- space- usage</ nm ni mum di sk-
space- usage>
<rotation-batch-size>rotation-batch-size</rotation-batch-size>
<maxi mum sessi on- si ze>maxi muMm sessi on- si ze</ maxi mum sessi on- si ze>
<di sk-| oad- buf f er - si ze>di sk-| oad- buf f er-si ze</ di sk- | oad- buf fer-

size>
<net wor k- buf f er - si ze>net wor k- buf f er - si ze</ net wor k- buf f er - si ze>
<retry-interval >retry-interval </retry-interval >
<conmuni cat i ons-ti meout >conmmuni cati ons-ti meout </ conmuni cati ons-
ti meout >
<| oad-ti meout >l oad-ti neout </ | oad-ti neout >
<idle-tinmeout>idle-tinmeout</idle-tineout>
<maxi mum backl og-r ati o>maxi mum backl og-r ati o</ maxi mrum backl og-
rati o>
<m ni mum backl og>m ni num backl og</ m ni rum backl og>
</ sessi on- st ore>
</third-party>
</driver>
</ configuration>
</ sae>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the session store for the third-party device driver.

Contents
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<maxi mum queue- age>—(Optional) Maximum age that a queue of buffered store operations

(such as adding a session to the store or removing a session from the store) can reach before
the queue is written to a session store file.

Value— Number of milliseconds in the range 0-2147483647. A value of -1
indicates that there is no limit. A value of zero causes the session store to
write each store operation to a session store file immediately.

Default— 5000

<maxi mum queued- oper at i ons>—(Optional) Number of buffered store operations that are
queued before the queue is written to a session store file.

Value— Integer in the range 0-2147483647. A value of -1 indicates that
there is no limit. A value of zero causes the session store to write each store
operation to a session store file immediately.

Default— 50

<maxi mum queue- si ze>—(Optional) Maximum size that a queue of buffered store
operations can reach before the queue is written to a session store file.

Value— Number of bytes in the range 0-2147483647
Default— 51050

<maxi mumfil e- si ze>—(Optional) Maximum size of session store files. When a file reaches
this size, a new file is created.

Value— Number of bytes in the range 0-2147483647
Default— 25000000

<m ni num di sk- space- usage>—(Optional) Percentage of space in all session store files
that is used by live sessions. When the percentage of space in the session store files that is used
by live sessions decreases to this percentage, the oldest session store file is compacted and
appended to the newest session store file, and then the oldest session store file is deleted.

Value— Percentage of disk space in the range 1-100. We recommend a
range of 30-50
Default— 25

<r ot ati on- bat ch- si ze>—(Optional) When the oldest session store file is rotated, specifies
the number of sessions that are rotated from the oldest file to the newest file at the same time.
While a set of sessions is rotated, no other session store activity can take place.

Value— Integer in the range 0-2147483647
Default— 50
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<maxi mum sessi on- si ze>—(Optional) Maximum size of a single subscriber or service
session. Use this parameter to reserve memory for an internal buffer.

Value— Number of bytes in the range 0-2147483647
Default— 10000

<di sk-| oad- buf f er - si ze>—(Optional) Size of the buffer that is used to load all of a
session store's files from disk at startup.

Value— Number of bytes in the range 0-2147483647
Default— 1000000

<net wor k- buf f er - si ze>—(Optional) Size of the buffer that holds messages or message
segments that are waiting to be sent to passive session stores

Value— Number of bytes in the range 21 + < size of maximum session size
field > -2147483647
Default— 51050

<retry-interval >—(Optional) Time interval between attempts by the active session store
to connect to missing passive session stores.

Value— Number of milliseconds in the range 0-2147483647
Default— 5000

<conmuni cat i ons-ti neout >—(Optional) Amount of time in milliseconds that a session

store waits before closing when it is blocked from reading or writing a message. This timeout
does not apply when a session store is waiting for a remote session store to load its state from
disk. (A non-positive number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 60000

<l oad-ti meout >—(Optional) Amount of time in milliseconds that an active session store

waits for a passive session store or a passive session store waits for an active session store to
load its data from disk before it closes the connection to the session store. (A non-positive
number means wait forever. This is not recommended.)

Value— Number of milliseconds
Default— 420000

<i dl e-ti meout >—(Optional) Amount of time that a passive session store waits for activity
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from the active session store before it closes the connection to the active session store. This
timeout applies after the session store startup and initial update processes are complete.

Value— Number of milliseconds in the range 0-2147483647
Default— 3600000

<maxi mum backl og- r at i 0>—(Optional) Along with the minimum backlog size, specifies
when the active session store closes the connection to a passive session store because of a
backlog of messages waiting to be sent. After the startup and initial update processes are
complete, if the backlog becomes too large, the connection to the passive session store is
closed. After the retry interval ends, a new connection is opened.

If the backlog of unsent operations (in bytes) divided by the total size (in bytes) of all live store
operations is greater than this number, the connection is closed.

Value— Floating point number
Default— 1.5

<m ni mum backl og>—(Optional) Along with the maximum backlog ratio, specifies when the

active session store closes the connection to a passive session store because of a backlog of
messages waiting to be sent to the passive session store. After the startup and initial update
processes are complete, if the backlog becomes too large, the connection to the passive session
store is closed. After the retry interval ends, a new connection is opened.

If the maximum backlog ratio is met, the active session store does not close the connection
unless the backlog of messages (in bytes) is greater than this number.

Value— Number of bytes in the range 0-2147483647
Default— 5000000

Required Privilege L evel

system

226



SAE Configuration Tag Elements

<dynamic-radius-server > (configur ation/shar ed/sae/
configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<dynani c-r adi us- server >

<maxi mum cached- peer >maxi mum cached- peer </ maxi num cached- peer >
</ dynami c-radi us- server>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0

Description

Configure the number of peers that the dynamic RADIUS server can maintain.
Contents

<maxi mum cached- peer >— Maximum number of peers maintained by the dynamic
RADIUS server.

Value— Integer
Default— 100

Required Privilege L evel

system
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<exter nal-inter face-featur es> (configuration/shar ed/sae/
configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<external -interface-features>
<nane>nane</ name> <!-- identifier -->
</external -interface-features>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Create an external interface configuration.
Contents

<nane>— Name of the external interface configuration.

Value—Text

Required Privilege L evel

system
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<CommunityManager > (configur ation/shar ed/sae/configur ation/
exter nal-interface-featur es)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<external -interface-features>
<Comuni t yManager >
<keepal i ve-int erval >keepal i ve-i nterval </ keepal i ve-i nterval >
<t hr eads>t hr eads</t hr eads>
<acqui re-ti meout >acqui re-ti meout </ acquire-timeout>
<bl ackout -t i ne>bl ackout -ti me</ bl ackout -t i ne>
</ Communi t yManager >
</ external -interface-features>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the SAE community manager that manages PCMM and third-party device communities.
Contents

<keepal i ve-i nt er val >— Interval between keepalive messages sent from the active SAE to
the passive members of the community.

Value— Number of seconds in the range 0-2147483647
Default— 30

<t hr eads>— Number of threads that are allocated to manage the community. You generally
do not need to change this property.

Value— Integer in the range 1-50
Default— 5

<acqui r e- t i meout >— Amount of time an SAE waits for a remote member of the
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community when it is acquiring a distributed lock. To avoid race conditions when the SAE
community is determining which SAE is the active SAE, the community manager has a
distributed lock. When an SAE attempts to become the active SAE, it needs to acquire the
distributed lock. You generally do not need to change this property.

Value— Number of seconds in the range 0-2147483647
Default— 15

<bl ackout - ti me>— Amount of time that an active SAE must wait after it shuts down before
it can try to become the active SAE of the community again.

Value— Number of seconds in the range 0-2147483647
Default— 30

Required Privilege L evel

system
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SAE Configuration Tag Elements

inter face-features)

Usage

<confi guration>

<shar

ed>

<sae>
<confi guration>

<external -interface-features>
<Event API >
<retry-tinme>retry-tine</retry-tinme>
<retry-limt>retry-limt</retry-limt>
<t hr eads>t hr eads</t hr eads>

</ Event API >
</ external -i nterface-features>

</ configuration>
</ sae>
</ shar ed>

</ confi

gurati on>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure properties for the Event Notification APL

Contents

<retry-ti me>— Amount of time between attempts to send router events that could not be
delivered.

Value— Number of seconds in the range 0-2147483647
Default— 300

<retry-Ilimt>— Maximum number of times an event fails to be delivered before it is
discarded.

Value— Integer in the range 0-2147483647
Default— 5

<t hr eads>— Number of threads allocated to process events.
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Value— Integer in the range 0-2147483647
Default— 5

Required Privilege L evel

system
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<JavaScriptProcessor > (configuration/shar ed/sae/configur ation/
exter nal-interface-featur es)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<external -interface-features>
<JavaScri pt Processor >
<script-directory>script-directory</script-directory>
<scan-interval >scan-i nterval </ scan-i nterval >
<conpi | er-cl asspat h>conpi | er-cl asspat h</ conpi | er - cl asspat h>
<char act er - encodi ng>char act er - encodi ng</ char act er - encodi ng>
<conpi | er-debug/ >
<j ava- conpi | er >j ava- conpi | er</j ava- conpi | er >
</ JavaScri pt Processor >
</ external -interface-features>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the SAE properties that activate and configure the Java script interface module.
Contents

<scri pt - di r ect or y>—(Optional) Storage location for Java scripts; defined relative to the
SAE installation directory. If you store the scripts in the /opt/lUMC/sae/var/javaScripts directory
on the SRC system, you do not need to specify this property.

Do not specify a directory that is part of the class path of the JVM running the SAE. If you do so,
unloading of Java scripts will fail.

Value— Path that can be read by a URL class loader, in one of the following
formats:

. file: /l < path> <filename >
. http: I/l < hostName > . < portNumber > < path > < filename >
. path—List of directories separated by forward slashes
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. filename—Name of the JAR file
+ hostName—Name of the host on which the script is stored
. portNumber—Number of the TCP/IP port

Default— var/javaScripts

<scan-i nt er val >— Time interval between scans in the script directory for new or modified .

java source files. At each scan, the interface module compiles new and modified files. If the
scripts conform to Java script requirements, the interface module installs them on the SAE as
Java scripts. It also removes deleted scripts from the SAE.

Value— Number of seconds in the range 0-2147483647; 0 (zero) means
that the interface module does not scan the directories.
Default— 0

<conpi | er - cl asspat h>— Class path that the compiler uses to load source files.

Value— Path that can be read by a URL class loader, in one of the following
formats:

. file: I/ < path > < filename >

. http:// < hostName > . < portNumber > < path > < filename >
. path—List of directories separated by forward slashes

. filename—Name of the JAR file

. hostName—Name of the host on which the script is stored

. portNumber—Number of the TCP/IP port

If you clear this value, the value defaults to the Java script directory specified
by the script-directory option.

Default— var/javaScripts:lib/sae.jar

<char act er - encodi ng>—(Optional) Character encoding that the compiler uses when it
loads Java source files.

Value— See http://java.sun.com/j2se/1.4/docs/guidel/intl/encoding.doc.html
Default— Default encoding for the platform on which you are working

<conpi | er - debug>—(Optional) Enables or disables whether the compiler places debug
information into .class files

Default— Disabled
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<j ava- conpi | er >—(Optional)

If you do not specify an external compiler, the interface module compiles the scripts-in-
process with the com.sun.tools.javac.Main compiler from Sun Microsystem's tools.jar. The
information specified in the Character Encoding, Compiler Classpath, and Compiler Debug
fields is passed to the compiler.

If you specify an external compiler, an external process is created to perform the compilation
using the specified command, and the information specified in the Character Encoding,
Compiler Classpath, and Compiler Debug fields is ignored. Assumptions:

. The specified shell command will invoke an appropriate Java compiler without error.

. The specified shell command uses a class path that includes both the Java script
directory specified in the Script Directory field and the SAE's public APIs.

. The compiler outputs its .class files to the directory specified in the Script Directory
field.

Value— Command string with the class path that identifies both the Java
script directory and the public APIs for the SAE.
Default— javac -classpath var/javaScripts:lib/sae.jar -d var/javaScripts

Required Privilege Level

system
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<PythonScriptProcessor > (configur ation/shar ed/sae/
configuration/exter nal-interface-featur es)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<external -interface-features>
<Pyt honScri pt Processor >
</ Pyt honScri pt Processor >
</ external -interface-features>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Create an instance of the Python script processor.
Contents

Required Privilege Level

system
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<SAEAccess> (configuration/shar ed/sae/configur ation/exter nal-
inter face-features)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<external -interface-features>
<SAEAccess>
<cache-si ze>cache-si ze</ cache-si ze>
<cache-ti neout >cache-ti neout </ cache-ti neout >
<cache- cl ean>cache- cl ean</ cache-cl ean>
</ SAEAccess>
</external -interface-features>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure properties for the SAE access interface module.
Contents

<cache- si ze>— Maximum number of subscriber objects kept in the cache.

Value— Integer in the range 0-2147483647
Default— 1024

<cache-t i meout >— Maximum time that idle subscriber objects are kept in the cache.

Value— Number of seconds in the range 0-2147483647
Default— 30

<cache- cl ean>— Number of subscriber objects removed from the cache when the
maximum number is reached.

Value— Integer in the range 1- < cache size >
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Default— 1

Required Privilege L evel

system
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<SAEFeature> (configuration/shar ed/sae/configur ation/exter nal-
inter face-features)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<external -interface-features>
<SAEFeat ur e>
<j ava- cl ass>j ava- cl ass</j ava-cl ass>
<addi tional - cl asspat h>addi ti onal - cl asspat h</ addi ti onal - cl asspat h>
</ SAEFeat ur e>
</external -interface-features>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0

Description

Configure SAE properties for customized interface modules.
Contents

<j ava- cl ass>— Name of the Java class that implements the interface module.

Value— Fully qualified Java class name. For example,net.juniper.smgt.sae.
saeimpl.SAEAccessImpl.
Default— No value

<addi ti onal - cl asspat h>—(Optional) Path to the location where libraries are stored. If
you store the libraries in the /opt/UMC/sae/lib directory on the host where you installed the SAE
software, you do not need to specify a class path.

Value— Comma-separated list of URLs that can be read by a URL class
loader in one of the following formats:

. file:// < path > <filename >
. http:// < hostName > < portNumber > < path > < filename >
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where

path is a list of directories separated by backslashes

filename is the name of the JAR file

hostName is the name of the host on which the script is stored
portNumber is the number of the TCP/IP port

Default— No value

Required Privilege L evel

system
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<properties> (configuration/shar ed/sae/configuration/exter nal-
inter face-featur e’ SAEFeature)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<external -interface-features>
<SAEFeat ur e>
<properties>
<nanme>nane</ name> <!-- identifier -->
<val ue>val ue</val ue>
</ properties>
</ SAEFeat ur e>
</external -interface-features>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0

Description

Define properties for an SAE customized interface module.
Contents

<nane>— Name of the property for which you want to define a value.

Value—Text

<val ue>— Value for the property.

Value— Value for the property.
Default— No value

Required Privilege Level

system

241



SRC 4.1.x XML API Configuration Reference

<file-accounting-template> (configur ation/shar ed/sae/
configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<fil e-accounti ng-tenpl at e>
<nanme>nane</nane> <!-- identifier -->
</fil e-accounting-tenpl ate>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a template that defines header names for attributes listed in accounting files. When the SAE writes data
to a flat file, it writes into the first line the headers that identify the attributes in the file. For example, in the
following accounting file, the first line lists headers for all attribute fields in the file, and the following lines list the
actual data in each field:

Accounting Status,NAS ID,SAE Host,Router Name,Interface Name,Interface Alias
start,SSP.uelmo,uelmo,default@erx7_ssp57,FastEthernet1/1.1.

You can assign your own names to the headers that appear in the file. To do so, you define the header namesin a
template and then set up file accounting plug-ins to use the template. The default template, FileAccounting.std,
defines header names for all possible attributes. You can use the default template or create your own templates.

Contents

<nane>— Name of the file-accounting template.

Value—Text

Required Privilege L evel

system
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<attributes> (configuration/shar ed/sae/configur ation/file-
accounting-template)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<fil e-accounting-tenpl at e>
<attributes>
<nane>name- choi ce</ name> <!-- identifier -->
<val ue>val ue</ val ue>
</attributes>
</fil e-accounting-tenpl ate>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure the values for the attribute headers that will appear in accounting files.
Contents
Name of the accounting attribute for which you want to define a header.
Value

. status—
. nas-i d—
. host —
. rout er-name—
. interface-name—
.interface-alias—
. interface-descr—
. port-id—
. user-ip-address—
. | ogi n- nane—
. accounting-i d—
. auth-user-id—
. if-radius-class—
.if-session-id—
. Sservi ce-nane—
. radi us-cl ass—
. event-time—
. session-id—
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. term nat e- cause—

. session-tine—
.in-octets—

. out-octets—

. in-packet s—

. out - packet s—

. nas-i p—

. user-nmac- address—

. Servi ce-sessi on- nane—
. service-session-tag—
. user-type—

. user-radius-class—

. user-session-id—

. primary-user-name—

. subscri ption- nane—
.login-id—

o i f-index—
.event-tine-mllisecond—
. nas-port —

. operational —

. user-inet-address—

. nas-inet-address—

. router-type—

. interface-speed—

. servi ce-bundl e—

. user-dn—

. uid—

. domai n—
.retailer-dn—

. passwor d—

. service-scope—

. session-tineout —

. downst r eam bandwi dt h—
. upstream bandwi dt h—

. dhcp- packet —

. aggr-sessi on-i d—

. aggr- | ogi n- nane—

. aggr-user-dn—

. aggr-user-inet-address—
. aggr-accounting-id—

. aggr-aut h-user-id—

. user-sessi on- handl e—
.calling-station-id—

. renot e-tunnel -i net - address—
. l ocal -tunnel -i net - addr ess—
. vpn-id—

<val ue>— Header text that appears in the accounting file.
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Value— Text that you want to appear as the header in the property file. If
the header contains spaces, enclose the header in quotation marks.
Default— No value

Required Privilege L evel

system
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<global-radius-udp-port> (configur ation/shar ed/sae/
configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<gl obal - r adi us- udp- port>
<udp- port >udp- port </ udp- port >
</ gl obal - r adi us- udp- port >
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a global source UDP port or a pool of ports that RADIUS plug-ins use to communicate with RADIUS
servers.

In RADIUS packets that RADIUS plug-ins send to a RADIUS server, the plug-in uses an identifier field to match
requests to replies. This field provides for a maximum of 256 identifiers. Once all identifiers are used, the plug-in
cannot send any more requests until it receives replies that match the requests already sent. In high-load systems,
this limit can slow performance.

To overcome this limitation, you can configure a pool of UDP ports for RADIUS plug-ins. Having a pool of ports
allows RADIUS plug-ins to create one queue per port to wait for RADIUS replies. Each queue can wait for 256
RADIUS packets. The RADIUS plug-ins send RADIUS packets through the pool of ports in a round-robin mode.

Contents

<udp- por t >— Global source UDP port or a pool of ports that RADIUS plug-ins use to

communicate with RADIUS servers. You can also configure UDP ports for each plug-in
instance. If you do not configure a UDP port for a plug-in instance, the plug-in uses the global
UDP port.

Value— You can enter a single port number, a pool of port numbers, or a list
of port numbers and port ranges:

. Port number in the range 1-65535
. Arange of ports in the format port-port; for example, 7000-7003
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Default— 18130

Required Privilege L evel

system
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<idle-timeout> (configuration/shar ed/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<idl e-timeout >
<adj ust - sessi on-ti ne/ >
</idle-tineout>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Specify whether or not the SAE reduces the session time reported in the accounting stop message by the idle time.
This way the session time is accurately reported to avoid overcharges for the session.

Contents

<adj ust - sessi on-t i me>—(Optional) If enabled, when an idle timeout terminates a
session, the session time reported in the accounting stop message is reduced by the idle time.

Default— No value

Required Privilege L evel

system
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<interim-accounting> (configuration/shar ed/sae/configur ation)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<interimaccounting>
<service-interi maccounting/>
<service-interiminterval >service-interiminterval </service-interim
interval >
<subscri ber-interi maccounting/>
<subscriber-interiminterval >subscri ber-interiminterval </ subscri ber-
interiminterval >
</interimaccounting>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 1.0.0

Description

Enable interim accounting and set intervals between interim accounting messages for services and subscribers.

These settings apply to all subscriber sessions and service sessions. You can override these settings for specific
services by configuring an accounting interim interval in the service configuration.

Contents

<servi ce-interimaccounti ng>—(Optional) Enable interim accounting for services. You
can override this setting for specific services by configuring an accounting interim interval in
the service configuration.

Default— Enabled

<service-interiminterval >— Interval between service interim accounting messages.
A short interval causes the SAE to send many messages to the router and to the RADIUS servers.
Along interval can result in a large loss of accounting information in the event of a system
failure.

Value— Number of seconds in the range 900-86400
Default— 86400
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<subscri ber-interi maccounti ng>—(Optional) Enable interim accounting for

subscribers. If enabled, the SAE continually generates Interim-Update accounting requests for
all active subscribers at the interval specified with the subscriber-interim-interval option.

Default— Enabled

<subscri ber-interi minterval >— Interval between subscriber interim accounting
messages. A short interval causes the SAE to send many messages to any configured
accounting servers. A long interval can result in a large loss of accounting information in the
event of a system failure.

Value— Number of seconds in the range 900-86400
Default— 86400

Required Privilege L evel

system
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<interim-session-job-manager > (configur ation/shar ed/sae/
configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<i nteri m sessi on-j ob- manager >
<nunber - of - t hr eads>nunber - of -t hr eads</ nunber - of -t hr eads>
</interimsession-job-mnager>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 3.1.0
Description

Configure the number of threads used for interim-session-related activity; for example, subscriber and service
session interim accounting.

Contents

<nunber - of - t hr eads>— Number of threads used for interim-session-related activity.

Value— Integer in the range 1-1000
Default— 32

Required Privilege L evel

system
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<ldap> (configuration/shar ed/sae/configur ation)
Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<l dap>
<net wor k- dn>net wor k- dn</ net wor k- dn>
<enabl e-directory-eventing/ >
</ | dap>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure the LDAP connection from the SAE to the directory in which network device data is stored.
Contents

<net wor k- dn>— Subtree in the directory in which network device data is stored.

Value— <DN>. You can use the special value <base> to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— o=Network,<base=

<enabl e- di r ect ory- event i ng>—(Optional) Enables or disables automatic discovery of
changes in the SAE configuration data.

Default— Enabled

Required Privilege Level

system
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<directory-eventing> (configuration/shar ed/sae/configuration/
|dap)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<l dap>
<di rectory-eventi ng>
<ti meout >ti neout </ ti meout >
<di spat cher - pool - si ze>di spat cher - pool - si ze</ di spat cher - pool -si ze>
</directory-eventing>
</ | dap>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a timeout for SAE directory eventing, and specify the number of events that the SAE can receive from
the directory simultaneously.

Contents

<t i meout >— Maximum time that the directory eventing system waits for the directory to
respond.

Value— Number of seconds in the range 1-2147483647
Default— No value

<di spat cher - pool - si ze>— Number of events that the SAE can receive from the directory
simultaneously.

Value— Integer in the range 1-2147483647
Default— No value
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Required Privilege L evel

system
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<persistent-login-cache> (configur ation/shar ed/sae/configur ation/
|dap)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<l dap>
<persi st ent - | ogi n-cache>
<dn>dn</ dn>
<server-address>server - addr ess</ server - addr ess>
<port - nunber >port - nunber </ port - nunber >
<aut henti cati on- dn>aut henti cati on-dn</ aut henti cati on-dn>
<passwor d>passwor d</ passwor d>
<di rectory-eventing/ >
<pol l'i ng-interval >pol i ng-interval </polling-interval >
<bl acklist/>
<l daps/ >
</ persi stent-| ogi n-cache>
</ | dap>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the LDAP connection from the SAE to the directory in which persistent login cache data is stored.
Contents

<dn>— Subtree in the directory in which persistent login cache data is stored.

Value— <DN>. You can use the special value <base> to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— o = authCache, < base >

<server - addr ess>—(Optional) (Multivalue) Directory server that stores information.
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Value— IP address or hostname. For multiple directory servers, enclose the
addresses or hostnames in quotes and separate addresses or names with a
space. For example: "127.153.27.1 192.168.0.1".

Default— No value

<por t - nunber >—(Optional) Directory port number

Value—Integer in the range -2147483648-2147483647
Default— 389

<aut hent i cat i on- dn>—(Optional) DN that the SAE uses to authenticate access to the
directory server. The specified directory entry must exist and have read access to all attributes.

For subscriber data, the entry must have write access if subscribers are allowed to customize
their subscription profiles.

Value— <DN>. You can use the special value < base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— No value

<passwor d>—(Optional) Password used to authenticate access to the directory server. You
must configure the password in the directory to authenticate read access to the directory.

Value— Text string or base64 string.

For authentication to access subscriber data, the password must match the
value of the userPassword attribute of the authentication DN.

Default— No value

<di rect ory- event i ng>—(Optional) Enables or disables automatic discovery of changes to
directory data.

For subscriber data:

. If enabled, changes in the subscriber profile or subscriptions take effect automatically
while the subscriber is logged in.

. If disabled, changes in the subscriber profile or subscriptions do not take effect until
the next time the subscriber logs in.

For service data:

. If enabled, changes in service definitions take effect automatically. If a changed
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service is in use, all service instances are deactivated and then reactivated with the
modified settings. Consequently, service may be affected for subscribers who are
logged in at the time of the modification.

. If disabled, changes in service definitions do not take effect until you restart the SAE.

Default— Disabled

<pol | i ng-i nt er val >— Frequency for checking the directory for changes.

Value— Number of seconds in the range 15-86400
Default— 30

<bl ackl i st >—(Optional) Specifies whether the directory monitoring system prevents
connection to a directory if the directory fails to respond during 10 polling intervals.

Value— true or false
Default— true

| daps —Enables LDAPS as the secure protocol for connections to the directory server.

Value— ldaps—Enable LDAPS
Default— Disabled

Required Privilege Level

system

257



SRC 4.1.x XML API Configuration Reference

<policy-data> (configuration/shar ed/sae/configur ation/ldap)
Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<| dap>
<pol i cy-dat a>
<pol i cy-dn>policy-dn</policy-dn>
<par anet er - dn>par anet er - dn</ par anet er - dn>
<di rectory-eventing/ >
<pol l i ng-interval >pol ling-interval </ polling-interval >
</ pol i cy-dat a>
</ | dap>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the LDAP connection from the SAE to the directory in which service data is stored.
Contents

<pol i cy- dn>— Subtree in the directory in which policy data is stored.

Value— <DN>. You can use the special value < base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— o=Policies,<base=

<par anet er - dn>— Subtree in the directory in which policy parameter data is stored.

Value— <DN>. You can use the special value <base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— o=Parameters,<base=

<di r ect ory- event i ng>—(Optional) Enables or disables automatic discovery of changes to
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directory data.

. If enabled, changes in policy definitions take effect automatically. If a changed policy
isin use, all policy instances are deactivated and then reactivated with the modified
settings. Consequently, service may be affected for subscribers who are logged in
when the change is made.

. If disabled, changes in policy definitions do not take effect until you restart the SAE.

Default— Disabled

<pol | i ng-i nt er val >— Frequency for checking the directory for changes.

Value— Number of seconds in the range 15-86400
Default— 30

Required Privilege L evel

system
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<service-data> (configuration/shar ed/sae/configur ation/Idap)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<| dap>
<servi ce- dat a>
<dn>dn</ dn>
<server-address>server - addr ess</ server - addr ess>
<port - nunber >port - nunber </ port - nunber >
<aut henti cati on-dn>aut henti cati on-dn</ aut henti cati on- dn>
<passwor d>passwor d</ passwor d>
<di rectory-eventing/ >
<pol l i ng-interval >polling-interval </ polling-interval >
<bl ackl i st/ >
<l daps/ >
</ servi ce-dat a>
</ | dap>
</ confi guration>
</ sae>
</ shar ed>
</ confi guration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the LDAP connection from the SAE to the directory in which service data is stored.
Contents

<dn>— Subtree in the directory in which service data is stored.

The SAE loads service definitions on startup and when service reloading is requested.

Value— <DN>. You can use the special value <base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— <base >

<server - addr ess>—(Optional) (Multivalue) Directory server that stores information.
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Value— IP address or hostname. For multiple directory servers, enclose the
addresses or hostnames in quotes and separate addresses or names with a
space. For example: "127.153.27.1 192.168.0.1".

Default— No value

<port - nunber >—(Optional) Directory port number

Value—Integer in the range -2147483648-2147483647
Default— 389

<aut hent i cat i on- dn>—(Optional) DN that the SAE uses to authenticate access to the
directory server. The specified directory entry must exist and have read access to all attributes.

For subscriber data, the entry must have write access if subscribers are allowed to customize
their subscription profiles.

Value— <DN>. You can use the special value <base> to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— No value

<passwor d>—(Optional) Password used to authenticate access to the directory server. You
must configure the password in the directory to authenticate read access to the directory.

Value— Text string or base64 string.

For authentication to access subscriber data, the password must match the
value of the userPassword attribute of the authentication DN.

Default— No value

<di r ect ory- event i ng>—(Optional) Enables or disables automatic discovery of changes to
directory data.

For subscriber data:

. If enabled, changes in the subscriber profile or subscriptions take effect automatically
while the subscriber is logged in.

. If disabled, changes in the subscriber profile or subscriptions do not take effect until
the next time the subscriber logs in.

For service data:

. If enabled, changes in service definitions take effect automatically. If a changed
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service is in use, all service instances are deactivated and then reactivated with the
modified settings. Consequently, service may be affected for subscribers who are
logged in at the time of the modification.

. If disabled, changes in service definitions do not take effect until you restart the SAE.

Default— Disabled

<pol | i ng-i nt er val >— Frequency for checking the directory for changes.

Value— Number of seconds in the range 15-86400
Default— 30

<bl ackl i st >—(Optional) Specifies whether the directory monitoring system prevents
connection to a directory if the directory fails to respond during 10 polling intervals.

Value— true or false
Default— true

| daps —Enables LDAPS as the secure protocol for connections to the directory server.

Value— ldaps—Enable LDAPS
Default— Disabled

Required Privilege Level

system
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<subscriber-data> (configur ation/shar ed/sae/configur ation/Idap)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<| dap>
<subscri ber -dat a>
<subscription-1loadi ng-filter>subscription-Iloading-filter-choice</
subscription-1oading-filter>
<| oad- subscri ber-schedul es/ >
<persi st ent - sessi ons/ >

<l ogi n- cache- dn>| ogi n- cache- dn</ 1 ogi n- cache- dn>

<sessi on- cache- dn>sessi on- cache- dn</ sessi on- cache- dn>
<dn>dn</ dn>
<server-address>server - addr ess</ server - addr ess>

<port - nunber >port - nunber </ port - nunber >

<aut henti cati on-dn>aut henti cati on-dn</ aut henti cati on- dn>

<passwor d>passwor d</ passwor d>
<di rectory-eventing/ >
<pol l'i ng-interval >pol i ng-interval </polling-interval >
<bl acklist/>
<l daps/ >
</ subscri ber - dat a>
</ | dap>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 1.0.0

Description

Configure the LDAP connection from the SAE to the directory in which subscriber data is stored.
Contents

<subscri pti on-1 oadi ng-fi |t er >— Filter that the SAE uses to search for subscriptions in
the directory when the SAE loads a subscription.

Value— One of the following:

. subscriberRefFilter—Subscriber reference filter. The SAE runs a
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search based on the subscriberRef attribute in the
umcServiceProfile object, which is the base object class of the
service profile hierarchy. The subscriberRef attribute contains a DN
that points to the parent of the subscriber object.

. objectClassFilter—Subscription Objectclass filter. The SAE
performs a one-level search with the directory entry, which
represents the subscriber folder as the base DN. The search filter is
(objectClass = sspServiceProfile). This method can be slow if you
have a large number of subscription entries within the subscriber
folder subtree.

Default— objectClassFilter

<l oad- subscri ber - schedul es>—(Optional) Enable or disable loading of subscriber
schedules.

Default— Enabled

<per si st ent - sessi ons>—(Optional) Load existing persistent sessions and schedules
when starting or recovering a user session.

Default—false

<l ogi n- cache- dn>— Subtree in the directory where subscriber login information is cached.

When a subscriber logs in to a residential portal, the SAE searches subscriber profiles by
mapping the realm of the login name to a retailer object found below the search base.

Value— <DN>. You can use the special value <base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— o=userProfileCache,<base=

<sessi on- cache- dn>— Subtree in the directory where persistent session data is cached.

Value— <DN>. You can use the special value <base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— o=PersistentSessions,<base=

<dn>— Subtree in the directory in which subscriber data is stored.

When a subscriber logs in to a residential portal, the SAE searches subscriber profiles by
mapping the realm of the login name to a retailer object found below the DN.
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Value— <DN>. You can use the special value <base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— o = Users, < base >

<server - addr ess>—(Optional) (Multivalue) Directory server that stores information.

Value— IP address or hostname. For multiple directory servers, enclose the
addresses or hostnames in quotes and separate addresses or names with a
space. For example: "127.153.27.1 192.168.0.1".

Default— No value

<por t - nunber >—(Optional) Directory port number

Value—Integer in the range -2147483648-2147483647
Default— 389

<aut hent i cat i on- dn>—(Optional) DN that the SAE uses to authenticate access to the
directory server. The specified directory entry must exist and have read access to all attributes.

For subscriber data, the entry must have write access if subscribers are allowed to customize
their subscription profiles.

Value— <DN>. You can use the special value < base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— No value

<passwor d>—(Optional) Password used to authenticate access to the directory server. You
must configure the password in the directory to authenticate read access to the directory.

Value— Text string or base64 string.

For authentication to access subscriber data, the password must match the
value of the userPassword attribute of the authentication DN.

Default— No value

<di rect ory- event i ng>—(Optional) Enables or disables automatic discovery of changes to
directory data.

For subscriber data:
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. If enabled, changes in the subscriber profile or subscriptions take effect automatically
while the subscriber is logged in.

. If disabled, changes in the subscriber profile or subscriptions do not take effect until
the next time the subscriber logs in.

For service data:

. If enabled, changes in service definitions take effect automatically. If a changed
service is in use, all service instances are deactivated and then reactivated with the
modified settings. Consequently, service may be affected for subscribers who are
logged in at the time of the modification.

. If disabled, changes in service definitions do not take effect until you restart the SAE.

Default— Disabled

<pol | i ng-i nt er val >— Frequency for checking the directory for changes.

Value— Number of seconds in the range 15-86400
Default— 30

<bl ackl i st >—(Optional) Specifies whether the directory monitoring system prevents
connection to a directory if the directory fails to respond during 10 polling intervals.

Value— true or false
Default— true

| daps —Enables LDAPS as the secure protocol for connections to the directory server.

Value— ldaps—Enable LDAPS
Default— Disabled

Required Privilege Level

system
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<client> (configuration/shar ed/sae/configuration/license-
manager)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<l i cense- manager >
<client>
<type>t ype</type>
<cache>cache</ cache>
</client>
</license- manager >
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure the license manager client.
Contents

<t ype>— Type of the license client.

Value— SDX is currently the only valid value
Default— SDX

<cache>— Path to a cache file.

Value— Valid path
Default— var/run/lic_cache

Required Privilege Level

system
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<directory-access> (configur ation/shar ed/sae/configuration/
license-manager)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<l i cense- manager >
<di rectory-access>
<server-address>server - addr ess</ server - addr ess>
<server-port>server-port</server-port>
<l i cense-dn>l i cense-dn</license-dn>
<aut henti cati on-dn>aut henti cati on-dn</ aut henti cati on-dn>
<passwor d>passwor d</ passwor d>
<l daps/ >
<connect i on- manager - i d>connecti on- manager -i d</ connect i on- nanager - i d>
<event - base- dn>event - base- dn</ event - base- dn>

<si gnat ur e- dn>si gnat ur e- dn</ si gnat ur e- dn>
<snnp- agent/ >
</ directory-access>
</license- manager >
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure directory access to the license manager.
Contents

<server - addr ess>—(Optional) IP addresses or hostnames of the directory server that stores
licensing data.

Value— IP address or hostname. For multiple directory servers, enclose the
addresses or hostnames in quotes and separate addresses or names with a
space.

Default— No value

<server - port >—(Optional) Port number of the LDAP connection to the directory server that
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stores licensing data.

Value— Port number in the range 0-65535
Default— 389

<l i cense- dn>—(Optional) Subtree in the directory where licensing information is stored.
The SAE searches for the license key below this path.

Value— <DN>. The string < base > is replaced with the directory base DN
Default— ou = Licenses, o = Management, <base >

<aut hent i cati on- dn>—(Optional) DN the SAE uses to authenticate access to the directory
server.

Value— <DN> . The string < base > is replaced with the directory base DN
Default— No value

<passwor d>—(Optional) Password used to authenticate access to the directory.

Value— Text string or Base64 string
Default— No value

Enables or disables LDAPS as the secure protocol for connections to the directory server that
stores license data.

Value

. | daps—

Default— Disabled

<connect i on- manager - i d>— DES connection manager within the Java Naming and
Directory Interface (JNDI) framework.

Value— Text
Default— LICENSE_ MANAGER

<event - base- dn>—(Optional) Directory eventing base DN for the license manager data.

Value— <DN> . The string < base > is replaced with the directory base DN
Default— No value
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<si gnat ur e- dn>—(Optional) DN of the entry that specifies the LDAP schema attribute
usedDirectory. This attribute identifies the type of directory, such as openLDAP or DirX, on
which the license data is stored.

Value— <DN>. The string < base > is replaced with the directory base DN
Default— No value

<snnp- agent >—(Optional) Specifies whether the SRC SNMP agent exports MIBs for this
directory connection.

Default— Disabled

Required Privilege L evel

system
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<logger > (configuration/shar ed/sae/configur ation)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<l ogger >
<nane>nane</ name> <!-- jidentifier -->
</ | ogger >
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Create a logging configuration for the SAE.
Contents
<name>— Name of the logging configuration.

Value—Text

Required Privilege L evel

system
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<file> (configuration/shar ed/sae/configuration/logger)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<l ogger >
<file>
<filter>filter</filter>
<fil enane>fil enane</fil ename>
<roll over-fil enane>rol |l over-fil enane</rollover-fil enane>
<maxi mumfil e-size>maxi mumfile-size</maximumfil e-size>
</[file>
</ | ogger >
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure logging of messages to a file.
Contents

<fi |t er >—(Optional) Filter to define which event messages the software logs or ignores.

Filters can specify the logging level, such as debug, or can specify expressions. For information
about expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default— The default value is different for each type of component.

<f i | ename>— Absolute path of the filename that contains the current logs.

Note: Make sure that the user under which the J2EE application server or Web application
server runs has write access to this folder. If this user does not have write access to the default
folder, configure the component or application to write logs in folders to which the user has
write access.

Value— Filename

Default— No value
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<rol | over-fil ename>—(Optional) Absolute path of the filename that contains the log

history. When the log file reaches the maximum size, the software closes the log file and
renames it with the name you specify for the rollover file. If a previous rollover file exists, the
software overwrites it. The software then reopens the log file and continues to save event
messages in it.

Value— Path of filename

Example—/opt/UMC/saelvar/log/sae.alt

Default— The default value is different for each type of component.

<maxi mum f il e- si ze>—(Optional) Maximum size of the log file and the rollover file.

Do not set the maximum file size to a value greater than the available disk space.

Value—Integer in the range 0-2147483647 kbytes
Default— 1000000

Required Privilege Level

system
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<syslog> (configur ation/shar ed/sae/configuration/logger)

Usage

<confi guration>

<shar

ed>

<sae>
<confi guration>

<l ogger >
<sysl og>
<filter>filter</filter>
<host >host </ host >
<facility>facility</facility>
<f or mat >f or mat </ f or mat >
</ sysl og>
</ | ogger >

</ configuration>
</ sae>
</ shar ed>

</ confi

gurati on>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure logging of messages to system logging.

Contents
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<fi |t er >—(Optional) Filter to define which event messages the software logs or ignores.

Filters can specify the logging level, such as debug, or can specify expressions. For information
about expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default—/error-

<host >— IP address or name of a host that collects event messages by means of a standard
system logging daemon.

Value— IP address or hostname
Default—loghost

<faci | i t y>—(Optional) Type of system log in accordance with the system logging protocol.



Value—Integer in the range 0-23
Default— 3

SAE Configuration Tag Elements

<f or mat >—(Optional) MessageFormat string that specifies how the information in an event

message is printed. (The strings {#} are replaced with the log information [...]).

Value— MessageFormat string as specified in http:/[java.sun.com/j2se/1.4.2/
docs/apiljavaltext/MessageFormat.html.

The fields available for events are:

0—Time and date of the event

1—Name of the thread generating the event
2—Text message of the event

3—Category of the event

4—Priority of the event

Default— None

Required Privilege L evel

system
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<login-registration> (configuration/shar ed/sae/configur ation)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<l ogi n-regi strati on>
<regi stration-authentication/>
</l ogin-registration>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Enable the authentication of registered username/password pairs.
Contents

<regi stration-authenticati on>—(Optional) Enables the authentication of registered

username/password pairs. Enable this option if your authentication server does not allow
authentication while a session for the authenticated username is active.

Default—

Required Privilege L evel

system
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<nic-proxy-configuration> (configur ation/shar ed/sae/
configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<ni c- proxy-confi gurati on>
<nanme>nane</nane> <!-- identifier -->
</ ni c- proxy-configuration>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation
Statement introduced in SRC Release 1.0.0
Description
Configure a NIC proxy.
Contents
<namne>— Name of the NIC proxy configuration.

Value—Text

Required Privilege L evel

system
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<cache> (configur ation/shar ed/sae/configur ation/nic-pr oxy-
configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<ni c- proxy-confi guration>
<cache>
<cache- si ze>cache- si ze</ cache- si ze>
<cache- cl eanup-i nt erval >cache- cl eanup-i nt erval </ cache- cl eanup-
i nterval >
<cache-entry-age>cache-entry-age</cache-entry-age>
</ cache>
</ ni c- proxy-confi guration>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description

Configure the NIC proxy cache properties. You can modify cache properties for the NIC proxy to optimize the
resolution performance for your network configuration and system resources. Typically, you can use the default
settings for the cache properties.

Contents

<cache- si ze>—(Optional) Maximum size of the cache in which the NIC proxy retains data. If

you decrease the cache size or disable the cache while the NIC proxy is running, the NIC proxy
removes entries in order of descending age until the cache size meets the new limit.

Value— Integer in the range 0-2147483647
Default—10000

<cache- cl eanup-i nt er val >— Time interval at which the NIC proxy removes expired
entries from its cache.

Value— Number of seconds in the range 5-2147483
Default—15

<cache- ent r y- age>—(Optional) Maximum time that the NIC proxy can cache an entry. The
NIC proxy compares this property with the life expectancy of each entry and uses the lower
value to determine when to remove the entry.
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Value— Number of seconds in the range 0-4294967295

. 0 or unspecified—Life expectancy of the data, which determines
expiration of data
 Other values—Actual time that the NIC proxy caches entries

Required Privilege L evel

system
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<nic-host-selection> (configuration/shar ed/sae/configur ation/nic-
proxy-configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<ni c- proxy-confi guration>
<ni c- host - sel ecti on>
<gr oups>gr oups</ gr oups>
<sel ection-criteria>selection-criteria-choice</selection-criteria>
</ ni c- host - sel ecti on>
</ ni c- proxy-configuration>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description

Configure the mechanism that a NIC proxy uses to select NIC system if multiple systems are available. You use
NIC host selection when you use NIC replication.

Contents

<gr oups>—(Optional) (Multivalue) List of groups of NIC hosts that the NIC proxy can contact
for resolution requests.

Value— Names of groups.
Default— No value

<sel ection-criteria>— Selection criteria that the NIC proxy uses to determine which NIC
host to contact. Configure selection criteria if you configure more than one group.

Value— One of the following criteria:

. roundRobin—NIC proxy selects NIC hosts in a fixed, cyclic order.
The NIC proxy always selects the next host in the list.

. randomPick—NIC proxy selects NIC hosts randomly from the list.

« priorityList—NIC proxy selects NIC hosts according to their
assigned priorities in the list. If the host with the highest priority in
the list is not available, the NIC proxy tries the host with the next-
highest priority, and so on.

Use round-robin or random pick to distribute resolution requests among NIC
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hosts. Use priority list if you prefer to use a particular NIC host; for example,
you may reduce operating cost by using a local NIC host.
Default— roundRobin

Required Privilege Level

system
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<blacklisting> (configur ation/shar ed/sae/configur ation/nic-pr oxy-
configuration/nic-host-selection)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<ni c- proxy-confi guration>
<ni c- host - sel ecti on>
<bl ackl i sti ng>
<try-next-systemon-error/>
<nunber-of -retries-before-bl acklisting>nunber-of-retries-before-
bl ackli sting</nunber-of-retries-before-blacklisting>
<bl acklist-retry-interval >bl acklist-retry-interval </ bl ackli st -
retry-interval >
</ bl ackl i sting>
</ ni c- host - sel ecti on>
</ ni c- proxy-configuration>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure how to handle nonresponsive NIC hosts. When a NIC host does not respond, it is blacklisted which
means that other NIC hosts are contacted until the blacklisted host becomes available again.

Contents

<try-next - syst em on- err or >—(Optional) Specifies whether or not the NIC proxy should
contact the next specified NIC host if a NIC host is determined to be unavailable. Configure this
property only if you configure more than one group.

Default—true

<number - of -retri es- bef or e- bl ackl i sti ng>— Number of times the NIC proxy tries to
communicate with a NIC host before the NIC proxy stops communicating with the NIC host for
a period of time.

Value—Integer in the range 0-2147483647
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Default—3

<bl ackl i st-retry-interval >— Interval at which the NIC proxy attempts to connect to
an unavailable NIC host.

Value—Integer in the range 15-2147483647 s
Default—15

Required Privilege L evel

system
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<resolution> (configuration/shar ed/sae/configuration/nic-proxy-
configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<ni c- proxy-confi guration>
<resol ution>
<r esol ver - nane>r esol ver - nane</ r esol ver - nane>
<key-type>key-type</ key-type>
<val ue-t ype>val ue-type</val ue-type>
<expect-mul tipl e-val ues/ >
<const rai nts>constraints</constraints>
</resol ution>
</ ni c- proxy-confi guration>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description

Configure properties for a NIC proxy (NIC locator), the NIC component that requests information on behalf of an
application.

Contents

<r esol ver - name>— NIC resolver that the NIC proxy uses. This resolver must be the same as
one that is configured on the NIC host.

Value— Path to the NIC resolver.

Example—/realmsl/ip/A1,/realms/dn/Al.
Default— No value

<key-t ype>— Type of data used that the key provides for the NIC resolution. You can provide
a qualifier to a data type to distinguish between different instances of a data type in a resolution

scenario, or to provide information about a data type to clarify the use of that data type in a
resolution.

Value— One of the following types:
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« Ip —Subscriber's IP address

. Vr—Virtual router

. Interface—Name of router's interface

. Interfaceld—Identifier of an interface on the router
. Dn—LDAP distinguished name for subscriber

. LoginName—Subscriber login ID

. AnyString—Other information

To qualify data types, enter a qualifier within parentheses.

Example—LoginName(username).

Default— No value

<val ue-t ype>— Type of value to be returned in the resolution. The value type varies
according to the application that uses the NIC proxy.

Value— One of the following types:

. Saeld—SAE server ID
. LoginName—Subscriber login ID
+ AnyString—Other information

To qualify data types, enter a qualifier within parentheses.

Example—LoginName(username).

Default— No value

<expect - mul ti pl e- val ues>—(Optional) Specifies whether or not the key can have
multiple corresponding values.

<const r ai nt s>—(Optional) Data type that a resolver uses during the resolution process. A

constraint represents a condition that must or may be satisfied before the next stage of the
resolution process can proceed.

Configure a constraint only if the constraint will be provided by the application in the
resolution request. Typically, you do not need to configure constraints.

Value— Data types of constraints specified for the NIC resolution. Separate
data types with commas.
Default— No value

285



SRC 4.1.x XML API Configuration Reference

Required Privilege Level

system
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<test-nic-bindings> (configuration/shar ed/sae/configur ation/nic-
proxy-configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<ni c- proxy-confi guration>
<t est - ni c- bi ndi ngs>
<use-t est - bi ndi ngs/ >
</t est - ni c- bi ndi ngs>
</ ni c- proxy-confi guration>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure key-value mappings to be used to test a NIC resolution.
Contents

<use-t est - bi ndi ngs>—(Optional) Test the NIC resolutions without having to configure or
run a NIC host. The values returned are those configured in the key-values property.

Default—false

Required Privilege L evel

system
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<key-values> (configuration/shar ed/sae/configur ation/nic-pr oxy-
configur ation/test-nic-bindings)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<ni c- proxy-confi guration>
<t est - ni c- bi ndi ngs>
<key- val ues>
<nane>name</nanme> <!-- identifier -->
<val ue>val ue</ val ue>
</ key-val ues>
</t est-nic-bi ndi ngs>
</ ni c- proxy-configuration>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description
Configure keys and associated values to use for testing. Define all of values to be returned for specified keys.
Contents
<nanme>—

Value—Text

<val ue>—

Value—Text

Required Privilege L evel

system
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<plug-ins> (configuration/shar ed/sae/configur ation)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<pl ugi n- publ i sher - aut h- queue>pl ugi n- publ i sher - aut h- queue</ pl ugi n-
publ i sher - aut h- queue>
<pl ugi n- publ i sher -t racki ng- queue>pl ugi n- publ i sher-tracki ng- queue</
pl ugi n- publ i sher-tracki ng- queue>
</ pl ug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ configuration>

Contents
<pl ugi n- publ i sher - aut h- queue>—

Value—Integer in the range -2147483648-2147483647
Default—20

<pl ugi n- publ i sher-tracki ng- queue>—

Value—Integer in the range -2147483648-2147483647
Default—20

Required Privilege L evel

system
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<event-publishers> (configur ation/shar ed/sae/configur ation/plug-
Ins)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<event - publ i sher s>
<subscri ber-aut hori zati on>subscri ber-aut hori zati on</ subscri ber -
aut hori zati on>
<default-retail er-authentication>default-retail er-authentication</
default-retail er-authentication>
<defaul t-vr-aut henticati on>defaul t-vr-authentication</default-vr-
aut henti cati on>
<default-retail er-dhcp-authentication>default-retail er-dhcp-

aut henti cati on</default-retail er-dhcp-authentication>
<dhcp- aut hori zat i on>dhcp- aut hori zat i on</ dhcp- aut hori zati on>

<servi ce-aut hori zati on>servi ce-aut hori zati on</ servi ce-aut hori zati on>
<subscri ption-aut hori zati on>subscri pti on-aut hori zati on</ subscri pti on-

aut hori zati on>
<subscri ber-tracki ng>subscri ber-tracki ng</subscri ber-tracki ng>
<servi ce-tracki ng>servi ce-tracki ng</service-tracking>
<interface-tracking>i nterface-tracking</interface-tracking>
</ event - publ i shers>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 1.0.0

Description

Configure event publishers. Event publishers tell the SAE which events to send to which plug-in.
Contents

<subscri ber - aut hori zat i on>—(Optional) (Multivalue) Authorize all subscriber sessions.
These plug-in instances are called after a subscriber profile is loaded but before a subscriber
session is started. The SAE calls these plug-ins for each subscriber who logs in to a portal.

These plug-in instances cannot perform authentication because passwords are not available at
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this point in the login process. Therefore if you specify plug-ins that perform authentication,
the login process will fail.

Value— List of plug-ins
Default— No value
Introduced in—1.0.0

<defaul t-retail er-authenticati on>—(Optional) (Multivalue) Authenticate

subscribers who are assigned to retailer objects that do not specify a an authentication plug-in.
These plug-ins are called when the subscriber logs in to a domain. The authentication process
for portal logins maps the supplied domain name to a retailer object.

If you do not specify default retailer authentication plug-ins or retailer-specific plug-ins,
subscribers are admitted without authentication.

Value— List of plug-ins
Default— No value

<def aul t - vr - aut henti cat i on>—(Optional) (Multivalue) Authenticate subscribers who
are assigned to a VR that do not specify a an authentication plug-in. These plug-ins are called
when the subscriber logs in to a domain.

If you do not specify default vr authentication plug-ins or retailer-specific plug-ins, subscribers
are admitted without authentication.

Value— List of plug-ins
Default— No value

<defaul t-retail er-dhcp-authenticati on>—(Optional) (Multivalue) Authenticate
DHCP address requests for subscribers who are assigned to retailer objects that do not specify a
DHCP authentication plug-in. These plug-ins are called when the SAE receives a DHCP discover

request from a client that has its username and password cached in the SAE. The username and

password can either be cached persistently in the directory or temporarily in memory during a
switch from an unauthenticated to an authenticated address.

Value— List of plug-ins
Default— No value

<dhcp- aut hori zat i on>—(Optional) (Multivalue) Authorize all DHCP address requests for

all DHCP subscribers who log in to a portal. These plug-ins are called for both authenticated
and unauthenticated address requests.

Value— List of plug-ins
Default— No value
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<servi ce-aut hori zat i on>—(Optional) (Multivalue) Authorize all service sessions. These
plug-ins are called before a service session is started, and are called for every service session
started by any subscriber.

Value— List of plug-ins
Default— No value

<subscri pti on-aut hori zat i on>—(Optional) (Multivalue) Authorize subscribers to
change their subscriptions. These plug-ins are called when a subscriber tries to modify,
subscribe to, or unsubscribe from a subscription.

Value— List of plug-ins
Default— No value

<subscri ber -t racki ng>—(Optional) (Multivalue) Collect accounting data for all subscriber

sessions. These plug-ins are called for every subscriber session that is started and stopped.
They are called after a subscriber session has started and when the session is stopped.

Value— List of plug-ins
Default— No value

<servi ce-tracki ng>—(Optional) (Multivalue) Collect accounting data for all service
sessions. These plug-ins are called for every service session that is started and stopped. They
are called after a service session starts, when the service session stops, and during interim
updates.

Value— List of plug-ins
Default— No value

<i nterface-tracki ng>—(Optional) (Multivalue) Collect accounting data for all interfaces
that the SAE manages. These plug-ins are called for every managed interface that is started and
stopped. They are called after an interface comes up, when new policies are installed on the
interface, and when the interface goes down. You can include NIC SAE plug-ins, which cause
the SAE to send interface tracking events to the NIC SAE plug-in agent.

Value— List of plug-ins
Default— No value

Required Privilege L evel

system
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<device-type-authentication> (configuration/shar ed/sae/
configuration/plug-ins/event-publishers)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<event - publ i sher s>
<devi ce-type-aut henti cati on>
<j unos>j unos</j unos>
<j unos-dm >j unos- dm </ j unos-dmi >
<j unos- pt sp>j unos- pt sp</j unos- pt sp>
<j unos-i se>j unos-i se</junos-i se>
<j unose>j unose</ j unose>
<pcnmmepcmmk/ pcrme
<third-party>third-party</third-party>
</ devi ce-type-aut henti cati on>
</ event - publ i shers>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Contents

<j unos>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a JUNOS
(BEEP) device.

Value—Text

<j unos- dm >—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a
JUNOS(DMI) device.

Value—Text

<j unos- pt sp>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a
JUNOS-PTSP device.
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Value—Text

<j unos- i se>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a
JUNOS-JSRC device.

Value—Text

<j unose>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a
JUNOSe (COPS-PR) device.

Value—Text

<pcmmP—(Optional) (Multivalue) Authenticate subscriber sessions logging in through a PCMM
device.

Value—Text

<t hi r d- par t y>—(Optional) (Multivalue) Authenticate subscriber sessions logging in through
aJUNOS(BEEP) device.

Value—Text

Required Privilege L evel

system
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<manager > (configur ation/shar ed/sae/configuration/plug-ins)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<manager >
<t hr eads>t hr eads</t hr eads>
</ manager >
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure the number of threads used for plug-in synchronization.
Contents

<t hr eads>— Number of threads that the SAE maintains for plug-in synchronization.

Value— Integer in the range 0-100
Default— 5

Required Privilege L evel

system
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<name> (configuration/shar ed/sae/configur ation/plug-ins)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<nanme>nane</ name> <!-- jidentifier -->
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure a plug-in. A plug-in configuration describes a particular plug-in that can handle events that it receives
from the SAE.

. An authorization plug-in configuration might perform RADIUS authentication when it receives a
subscriber login event.
. Atracking plug-in might write accounting information to a file when it receives service session events.

For each type of plug-in you can create multiple instances that contain different configurations of the plug-in.
Contents

<name>— Name of the plug-in configuration.

Value—Text

Required Privilege L evel

system
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<acp-interface-listener> (configuration/shar ed/sae/configur ation/
plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<acp-interface-Ilistener>
<l dap- server >l dap- server</| dap- server >
<bi nd- dn>bi nd- dn</ bi nd- dn>
<bi nd- passwor d>bi nd- passwor d</ bi nd- passwor d>
<l daps/ >
<congesti on- poi nt s- base- dn>congesti on- poi nt s- base- dn</ congesti on-
poi nt s- base- dn>
<adm ssi on- control - base-dn>adni ssi on- contr ol - base- dn</ adm ssi on-
control - base-dn>
<ti meout >ti neout </ ti meout >
<acp-r enot e- cor ba-i or >acp-r enot e- cor ba-i or </ acp-renot e-cor ba-i or >
</acp-interface-listener>
</ name>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a hosted internal plug-in for SRC-ACP that the SAE uses to monitor the state of interfaces on a VR for
backbone congestion points.

Contents

<l dap- ser ver >— IP address or name of the host that supports the directory that contains
backbone service definitions and network interfaces.

Value— IP address or name of the host optionally followed by a port
number. Use the format < host> : < port number > . For example,
10.227.0.0:389

Default— No value
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<bi nd- dn>— DN of the directory entry that defines the username with which the plug-in
accesses the directory.

Value— <DN>. You can use the special value < base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— No value

<bi nd- passwor d>— Password with which the plug-in accesses the directory.

Value— Text string
Default— No value

| daps—Enables LDAPS as the secure protocol for connections to the directory server.

Value— ldaps—Enable LDAPS
Default— Disabled

<congest i on- poi nt s- base- dn>— DN at which SRC-ACP stores backbone congestion
points.

Value— <DN>. You can use the special value <base > to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— No value

<admi ssi on- control - base- dn>— DN at which SRC-ACP stores edge congestion points.

Value— <DN>. You can use the special value <base> to refer to the
globally configured base DN. The string < base > is replaced with the
directory base DN.

Default— No value

<t i meout >—(Optional) Maximum time that the plug-in waits for the router to respond.

Value— Number of milliseconds in the range 0-2147483647. A zero means
there is no timeout.
Default— 5000

<acp-r enot e- cor ba- i or >— Object reference for the ACP plug-in.

Value— ACP CORBA reference that is defined with the edit shared acp
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configuration corba acp-ior statement.
Default— No value

Required Privilege Level

system
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<custom-radius-accounting> (configuration/shar ed/sae/
configuration/plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<custom radi us- accounti ng>
<j ava- cl ass-radi us- packet - handl er >j ava- cl ass-r adi us- packet -
handl er </ j ava- cl ass-radi us- packet - handl er >
<cl ass- pat h-r adi us- packet - handl er >cl ass- pat h-r adi us- packet -

handl er </ cl ass- pat h-r adi us- packet - handl er >
<append-acct-status-type-attribute/>
<requi re- mandat ory-attri but es/ >
<l oad- bal anci ng- node>| oad- bal anci ng- node- choi ce</ | oad- bal anci ng-
node>
<fail back-tinmer>fail back-timer</fail back-timer>
<ti meout >ti meout </ ti neout >
<retry-interval >retry-interval </retry-interval >
<maxi mum queue- | engt h>maxi mum queue- | engt h</ maxi num queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- port >udp- port </ udp- port >
<def aul t - peer >def aul t - peer </ def aul t - peer >
</ cust om radi us-accounti ng>
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure a custom RADIUS accounting plug-in.
Contents

<j ava- cl ass-radi us- packet - handl er >— Name of the Java class that implements the
RadiusPacketHandler interface in the RADIUS client library.
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Value— Java class name. For example, net.juniper.smgt.radius.
RadiusPacketHandlerImpl
Default— No value

<cl ass- pat h-radi us- packet - handl er >—(Optional) List of URLSs that identify a location
from which Java classes are loaded when the plug-in is initialized.

Value— Comma-separated list of URLs
Default— No value

<append- acct - st at us-type- att ri but e>—(Optional) Enable or disable whether or not
the plug-in includes the Acct-Status-Type attribute in a RADIUS accounting request packet.

Default— Enabled

<requi re- mandat ory- at t ri but es>—(Optional) Enable or disable whether or not a

RADIUS authentication or accounting request must contain all mandatory RADIUS attributes
before sending the request packet.

Default— Enabled

<| oad- bal anci ng- nbde>— Mode for load-balancing RADIUS servers. You can set up the
plug-in to switch between RADIUS servers in case of failure or to load-balance every request.

Value— One of the following:

« Failover—The SAE sends requests to the RADIUS server that is
configured as the default peer. If the default peer fails, the SAE uses
the next server configured in the peer group. The SAE cycles
through the configured RADIUS servers as needed.

» Round-robin—The SAE alternates requests between all RADIUS
servers configured in the peer group.

Default— Failover

<f ai | back-ti mer >— Controls if and when the SAE attempts to fail back to the default peer.

Value— One of the following:

. Number of seconds after a failover that the SAE attempts to fail
back; range is -1-2147483647

« 0—SAE always attempts to fail back

. -1—SAE never attempts to fail back
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Default— -1

<t i meout >— Maximum time the SAE waits for a response from a RADIUS server. If the
RADIUS server does not respond to the request, the request fails and the SAE logs an error
message. Note: configure this attribute to be five times (or more) greater than the retry-interval
attribute to make sure the fail-over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1
means that there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it
resends the RADIUS packet. The SAE keeps sending RADIUS packets until either the server
acknowledges the packet or the maximum timeout is reached. Note: configure the timeout
attribute to be five times (or more) greater than this attribute to make sure the fail-over
mechanism works without losing any packet.

Value— Number of milliseconds in the range 0-9223372036854775807.
Default— 3000

<maxi mum queue- | engt h>— Maximum number of unacknowledged RADIUS messages
that the plug-in receives from the RADIUS server before it discards new messages.

Value— Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with

the RADIUS server. If you do not specify an address, the global default address is used. You
configure the global default address with the slot number sae radius local-address
command.

Value— IP address
Default— No value

<udp- por t >—(Optional) Source UDP port used for communication with the RADIUS server. If
not specified, the global default is used.

Value— One of the following:

. Port number in the range 1-65535

«+ Arange of ports in the format port-port; for example, 7000-7003

. A comma-separated list of port numbers and port ranges enclosed
in double quotation marks. For example, "7000-7003, 7006, 7007-
7009".
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Default— No value

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-
in.

Value— Name of the server as defined with the shared sae configuration
plug-ins pool name custom-radius-accounting peer-group command.
Default— No value

Required Privilege Level

system
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<peer-group> (configuration/shar ed/sae/configuration/plug-ing
name/custom-r adius-accounting)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<customradi us- accounti ng>
<peer - group>
<nane>name</nanme> <!-- identifier -->
<server-address>server - addr ess</ server - addr ess>
<server-port>server-port</server-port>
<secret >secret</secret>
</ peer - gr oup>
</ cust om r adi us- accounti ng>
</ nane>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses
them in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the
SNMP counters for the plug-in will not update correctly. The reason is that the software does not know which
RADIUS peer to send updates to.

Contents

<nane>— Name of the RADIUS peer.

Value—Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting

data or that the SAE uses for authentication and authorization.
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Value— IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value— Port number in the range 0-65535.

. RADIUS accounting servers typically use ports 1813 or 1646.
. RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same
secret on the RADIUS server.

Value— Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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<custom-radius-authentication> (configur ation/shar ed/sae/
configuration/plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<custom radi us- aut henti cati on>
<j ava- cl ass-radi us- packet - handl er >j ava- cl ass-r adi us- packet -
handl er </ j ava- cl ass-radi us- packet - handl er >
<cl ass- pat h-r adi us- packet - handl er >cl ass- pat h-r adi us- packet -

handl er </ cl ass- pat h-r adi us- packet - handl er >
<requi re- mandat ory-attri but es/ >

<l oad- bal anci ng- node>| oad- bal anci ng- node- choi ce</ | oad- bal anci ng-
node>
<fail back-tinmer>fail back-timer</fail back-timer>
<ti meout >ti meout </ ti neout >
<retry-interval >retry-interval </retry-interval >
<maxi mum queue- | engt h>maxi mum queue- | engt h</ maxi num queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- port >udp- port </ udp- port >
<def aul t - peer >def aul t - peer </ def aul t - peer >
</ cust om r adi us- aut henti cati on>
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure a custom RADIUS authentication plug-in.
Contents

<j ava- cl ass-radi us- packet - handl er >— Name of the Java class that implements the
RadiusPacketHandler interface in the RADIUS client library.

Value— Java class name. For example, net.juniper.smgt.radius.
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RadiusPacketHandlerImpl
Default— No value

<cl ass- pat h-radi us- packet - handl er >—(Optional) List of URLs that identify a location
from which Java classes are loaded when the plug-in is initialized.

Value— Comma-separated list of URLs
Default— No value

<r equi r e- mandat ory- at t ri but es>—(Optional) Specifies whether or not a RADIUS

authentication or accounting request must contain all mandatory RADIUS attributes before
sending the request packet.

Value— true or false
Default— true

<l oad- bal anci ng- node>— Mode for load-balancing RADIUS servers. You can set up the
plug-in to switch between RADIUS servers in case of failure or to load-balance every request.

Value— One of the following:

. Failover—The SAE sends requests to the RADIUS server that is
configured as the default peer. If the default peer fails, the SAE uses
the next server configured in the peer group. The SAE cycles
through the configured RADIUS servers as needed.

. Round-robin—The SAE alternates requests between all RADIUS
servers configured in the peer group.

Default— Failover

<f ai | back-ti mer >— Controls if and when the SAE attempts to fail back to the default peer.

Value— One of the following:

. Number of seconds after a failover that the SAE attempts to fail
back; range is -1-2147483647

. 0—SAE always attempts to fail back

+ -1—SAE never attempts to fail back

Default— -1

<t i meout >— Maximum time the SAE waits for a response from a RADIUS server. If the
RADIUS server does not respond to the request, the request fails and the SAE logs an error
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message. Note: configure this attribute to be five times (or more) greater than the retry-interval
attribute to make sure the fail-over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1
means that there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it

resends the RADIUS packet. The SAE keeps sending RADIUS packets until either the server
acknowledges the packet or the maximum timeout is reached. Note: configure the timeout
attribute to be five times (or more) greater than this attribute to make sure the fail-over
mechanism works without losing any packet.

Value— Number of milliseconds in the range 0-9223372036854775807
Default— 3000

<maxi mum queue- | engt h>— Maximum number of unacknowledged RADIUS messages
that the plug-in receives from the RADIUS server before it discards new messages.

Value— Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with
the RADIUS server. If you do not specify an address, the global default address is used. You
configure the global default address with the slot number sae radius local-address
command.

Value— IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for
communication with the RADIUS server. If you do not specify a UDP port, the global UDP port
is used. You configure the global UDP port with the shared sae configuration global-radius-
udp-port command.

Value— One of the following:

« Port number in the range 1-65535

. Arange of ports in the format port-port; for example, 7000-7003

« A comma-separated list of port numbers and port ranges enclosed
in double quotation marks. For example, 7000-7003, 7006, 7007-
7009

Default— No value
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<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-
in.

Value— Name of the server as defined with the shared sae configuration

plug-ins pool name custom-radius-authentication peer-group
command.

Default— No value

Required Privilege L evel

system
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<peer-group> (configuration/shar ed/sae/configuration/plug-ing
name/custom-r adius-authentication)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<custom radi us- aut henti cati on>
<peer - group>
<nanme>nane</ name> <!-- identifier -->
<server-address>server - addr ess</ server - addr ess>
<server-port>server-port</server-port>
<secr et >secret </ secret >
</ peer - gr oup>
</ cust omradi us- aut henti cati on>
</ name>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses
them in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the
SNMP counters for the plug-in will not update correctly. The reason is that the software does not know which
RADIUS peer to send updates to.

Contents

<nane>— Name of the RADIUS peer.

Value—Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting

data or that the SAE uses for authentication and authorization.
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Value— IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value— Port number in the range 0-65535.

. RADIUS accounting servers typically use ports 1813 or 1646.
. RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same
secret on the RADIUS server.

Value— Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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<gj b-adaptor > (configuration/shar ed/sae/configuration/plug-ins/
name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<ej b- adapt or >
<cl asspat h>cl asspat h- choi ce</ cl asspat h>
<j ndi - servi ce-provi der >j ndi - servi ce-provi der</jndi - servi ce-

provi der >

<application-server-url >application-server-url</application-server-
url >

<j ndi - sae-event-1i stener>jndi -sae-event-1listener</jndi-sae-event-
|'i stener>

<event-admitter>event-admtter</event-adnmtter>
<use-ej b-cluster/>
<ej b-cl ustering-strategy>ej b-clustering-strategy-choi ce</ejb-
clustering-strategy>
<attributes>attributes</attributes>
</ ej b- adapt or >
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Note that the EJB adapter plug-in works only with the SRC-VTA, which is not yet supported on the C-series
platform.

Configure an EJB adapter plug-in that the SRC-VTA uses to communicate with the SAE. The plug-in performs the
following functions:

. Filters SAE plug-in events for the SRC-VTA.
. Adapts internal SAE events to EJB-compatible methods.
. Sends SAE tracking events to the SRC-VTA.

Contents
312



SAE Configuration Tag Elements

<cl asspat h>— Classpath used to load EJB adapter plug-in and JBoss client libraries.

Value

. JBoss- AS- 3. x— Classpath used to load EJB adapter plug-in and

JBoss client 3.x libraries.
. JBoss- AS- 6. x— Classpath used to load EJB adapter plug-in and

JBoss client 6.x libraries.

<j ndi - servi ce- provi der >— Class name of the J2EE application server's JNDI service
provider

Value— Depends on the type of J2EE application server. Consult
documentation for the J2EE application server.
Default— org.jnp.interfaces.NamingContextFactory

<appl i cati on-server - url >— URL of J2EE application server that is running the JNDI
service.

Value— Depends on the type of J2EE application server. Consult the
documentation for the J2EE application server.
Default— jnp://127.0.0.1:1099

<j ndi - sae- event -1 i st ener >— JNDI name of SAEEventListener EJB of the peer SRC-VTA.

Value— JNDI name. For example, Quota/SAEEventListenerBean.
Default— No value

<event - admi t t er >—(Optional) LDAP filter that determines the subscriber and service
events that the EJB adapter plug-in sends to the SRC-VTA.

Value— See Installing and Initially Configuring the SRC-VTA in the SRC
Application Library Guide.
Default— No value

<use- ej b- cl ust er >—(Optional) Property that specifies whether or not the J2EE application
server uses EJB cluster.

Default— Disabled

<ej b-cl ust eri ng- st rat egy>— Load-balancing scheme of the J2EE application server
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that hosts the SRC-VTA. See the documentation for the J2EE application server to determine
which load-balancing scheme it supports.

Value— One of the following:

. EJBObjectClustering—load balancing by means of object stubs.
. EJBHomeClustering—load balancing by means of home interface.
+ JNDIClustering—Load balancing by means of JNDI

Default— EJBObjectClustering

<at tri but es>—(Optional) (Multivalue) Attributes that are sent to the plug-in. We

recommend that you configure only the required attributes. If you do not specify attributes, all
attributes are sent. Specifying fewer attributes improves the performance of the SRC network.

Value—Text
Default— All attributes

Required Privilege L evel

system
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<external> (configuration/shar ed/sae/configuration/plug-ing/
name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<ext ernal >
<cor ba- obj ect - ref er ence>cor ba- obj ect - r ef er ence</ cor ba- obj ect -
ref erence>
<st at e- synchroni zation/ >
<attributes>attributes</attributes>
</ ext ernal >
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure SAE external plug-ins. You need to configure external plug-ins for SAE plug-in agents for the NIC, for
Admission Control Plug-Ins, and for custom plug-ins developed in Common Object Request Broker Architecture
(CORBA).

Contents

<cor ba- obj ect - r ef er ence>— Object reference of the external plug-in that is exported to
the SAE. When the SAE sends the first event to a registered plug-in, it resolves the object
reference.

Value— Object reference in one of the following formats:

« The absolute path to the interoperable object reference (IOR) file in
the format: "file:// < absolute path > "
« The corbaloc URL in the format corbaloc:: < host > :
< portNumber >/ < path > where:
o hostis the name or IP address of the host that supports the
plug-in
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o portNumber is the port number of the host
o path is the absolute path to the plug-in
. Common Object Services (COS) in the format corbaname:: < host >
[: < port>][/serviceName]# < key > where the key is provided by
the publisher of the IOR to the COS naming service.
. The actual IOR in the form IOR: < objectReference >

Default— No value

<st at e- synchr oni zat i on>—(Optional) Plug-in implements state synchronization
interface

<at tri but es>—(Optional) (Multivalue) Attributes that are sent to the plug-in. We

recommend that you configure only the required attributes. If you do not specify attributes, all
attributes are sent. Specifying fewer attributes improves the performance of the SRC network.

Value—Text
Default— All attributes

Required Privilege Level

system
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<file-accounting> (configur ation/shar ed/sae/configur ation/plug-
iIns/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fil e-accounting>
<fil enane>fil enane</fil enane>
<t enpl at e>t enpl at e</ t enpl at e>
<interval >i nterval </interval >
<fields>fiel ds-choice</fiel ds>
</file-accounting>
</ nane>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 1.0.0

Description

Configure a file accounting plug-in, which writes information to a file in a comma-separated format.
Contents

<fi | ename>— Name and location of the file to which the SAE writes accounting information.
The SAE names accounting files by appending the timestamp for the start of the accounting
period.

Value— Path and name of file
Default— /var/acct/log

<t enpl at e>— Name of the template that defines header names for the attributes written to
the accounting file.

Value— Template name
Default— std
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<i nt er val >— Number of hours of information stored in each accounting file. When the
interval expires, the SAE closes the file, renames it to the archive name, and creates a new file.

Accounting files are aligned with midnight of the day the SAE process starts. If the interval is 24
hours, the SAE starts a new file at midnight every day beginning on the day the SAE process
starts.

. If the interval is a divisor of 24 hours (for example, 15 minutes, 30 minutes, 1 hour),
there is a repeatable pattern of file starts. For example, if the interval is set to 6 hours,
the SAE creates a new file at midnight, 6 am, 12 pm, and 6 pm every day.

. If the interval is not a divisor of 24 hours, then the file start times shift each day to
different times of the day.

If the SAE is restarted, the schedule for creating accounting files is reset to start at midnight.

Value— Interval in the format hour:minutes
Default— 24

<fi el ds>—(Optional) (Multivalue) List of accounting attributes that are written to the
accounting file.

Value

. St at us—Accounting status

. has-i d—NAS identifier

. host —Hostname of the SAE

. rout er - nane—Router name

. i nterface- name—Interface name

. interface-al i as—Interface alias

. i nterface-descr —Interface description
. port-i d—NAS portID

. user-i p- addr ess—Subscriber IP address
. | ogi n- name—Login name

. account i ng-i d—Accounting ID

. aut h- user - i d—User authentication ID

. i f-radi us- cl ass—Interface RADIUS class
. i f-session-i d—Interface session ID

. Servi ce- name—Service name

. radi us- cl ass—RADIUS class

. event -ti me—Event time (s)

. sessi on-i d—Session ID

. tern nat e- cause—Terminate cause

. sessi on-ti me—Session time

. i n-oct et s—Number of input octets

. out - oct et s—Number of output octets

. i n- packet s—Number of input packets

. out - packet s—Number of output packets

318



SAE Configuration Tag Elements

nas-i p—NAS IP address

user - mac- addr ess—Subscriber MAC address

servi ce- sessi on- name—Service session name

servi ce- sessi on-t ag—Service session tag

user -t ype—Subscriber session type

user - r adi us- cl ass—Subscriber session RADIUS class
user - sessi on- i d—Subscriber session ID

pri mary-user - name—Primary subscriber name
subscri pt i on- name—Subscription name

| ogi n-i d—Login ID

i f-i ndex—Interface index

event-time-mlli second—Event time (ms)

nas- port —NAS port

oper at i onal —Operational flag

user - i net - addr ess—Subscriber INET address

nas-i net - addr ess—NAS INET address

rout er - t ype—Router type

i nterface-speed—Interface speed

cal | i ng- st ati on-i d—Calling Station ID

renot e-t unnel - i net - addr ess—Remote Tunnel Address
| ocal -tunnel -i net - addr ess—Local Tunnel Address
vpn-i d—VPNID

Default— status,nas-id,host,router-name,interface-name,interface-alias,
interface-descr,port-id,user-ip-address, login-name,accounting-id,auth-user-
id,if-radius-class,if-session-id,service-name,radius-class,event-time,session-
id, terminate-cause,session-time,in-octets,out-octets,in-packets,out-packets,
nas-ip,user-mac-address,service-session-name, service-session-tag,user-
type,user-radius-class,user-session-id,user-session-handle,calling-station-id,
remote-tunnel-inet-address,local-tunnel-inet-address

Required Privilege Level

system
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<flex-radius-accounting> (configur ation/shar ed/sae/
configuration/plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-accounting>
<l oad- bal anci ng- node>| oad- bal anci ng- node- choi ce</ | oad- bal anci ng-
nmode>
<fail back-timer>fail back-tiner</fail back-ti nmer>
<ti meout >ti neout </ ti meout >
<retry-interval >retry-interval </retry-interval >
<maxi mum queue- | engt h>maxi num queue- | engt h</ maxi mnum queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- port >udp- port </ udp- port >
<error-handl i ng>error-handling-choi ce</error-handl i ng>
<def aul t - peer >def aul t - peer </ def aul t - peer >
<t enpl at e>t enpl at e</ t enpl at e>
</ fl ex-radi us-accounting>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure a flexible RADIUS accounting plug-in.
Contents

<| oad- bal anci ng- node>— Mode for load-balancing RADIUS servers. You can set up the
plug-in to switch between RADIUS servers in case of failure or to load-balance every request.

Value— One of the following:

. Failover—The SAE sends requests to the RADIUS server that is

configured as the default peer. If the default peer fails, the SAE uses
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the next server configured in the peer group. The SAE cycles
through the configured RADIUS servers as needed.

. Round-robin—The SAE alternates requests between all RADIUS
servers configured in the peer group.

Default— Failover

<f ai | back-ti mer >— Controls if and when the SAE attempts to fail back to the default peer.

Value— One of the following:

. Number of seconds after a failover that the SAE attempts to fail
back; range is -1-2147483647

. 0—SAE always attempts to fail back

. -1—SAE never attempts to fail back

Default— -1

<t i meout >— Maximum time the SAE waits for a response from a RADIUS server. If the

RADIUS server does not respond to the request, the request fails and the SAE logs an error
message. Note: configure this attribute to be five times (or more) greater than the retry-interval
attribute to make sure the fail-over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1
means that there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it

resends the RADIUS packet. The SAE keeps sending RADIUS packets until either the server
acknowledges the packet or the maximum timeout is reached. Note: configure the timeout
attribute to be five times (or more) greater than this attribute to make sure the fail-over
mechanism works without losing any packet.

Value— Number of milliseconds in the range 0-9223372036854775807
Default— 3000

<maxi mum queue- | engt h>— Maximum number of unacknowledged RADIUS messages
that the plug-in receives from the RADIUS server before it discards new messages.

Value— Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with

the RADIUS server. If you do not specify an address, the global default address is used. You
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configure the global default address with the slot number sae radius local-address
command.

Value— IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for
communication with the RADIUS server. If you do not specify a UDP port, the global UDP port

is used. You configure the global UDP port with the shared sae configuration global-radius-
udp-port command.

Value— One of the following:

« Port number in the range 1-65535

. Arange of ports in the format port-port; for example, 7000-7003

« A comma-separated list of port numbers and port ranges enclosed
in double quotation marks. For example, "7000-7003, 7006, 7007-
7009".

Default— No value

<error - handl i ng>— Configures the way the SAE handles errors.
Value— One of the following:

« 0—Ignores incorrect definitions and logs them for debugging
purposes
« 1—Logs errors and discards the affected RADIUS packet

Default— 0 (Ignore)

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-
in.

Value— Name of the server as defined with the shared sae configuration
plug-ins pool name flex-radius-accounting peer-group command.
Default— No value

<t enpl at e>— Name of RADIUS packet template.

Value— Name of template
Default— No value
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Required Privilege L evel

system
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<peer-group> (configuration/shar ed/sae/configuration/plug-ing
name/flex-radius-accounting)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-accounti ng>
<peer - group>
<nane>name</nanme> <!-- identifier -->
<server-address>server - addr ess</ server - addr ess>
<server-port>server-port</server-port>
<secret >secret</secret>
</ peer - gr oup>
</ fl ex-radi us-accounting>
</ nane>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses
them in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the
SNMP counters for the plug-in will not update correctly. The reason is that the software does not know which
RADIUS peer to send updates to.

Contents

<nane>— Name of the RADIUS peer.

Value—Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting

data or that the SAE uses for authentication and authorization.
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Value— IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value— Port number in the range 0-65535.

. RADIUS accounting servers typically use ports 1813 or 1646.
. RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same
secret on the RADIUS server.

Value— Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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<radius-packet-definition> (configur ation/shar ed/sae/
configur ation/plug-ing/name/flex-radius-accounting)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<nanme>nane</nane> <!-- identifier -->
</ radi us- packet -definition>
</ fl ex-radi us-accounting>
</ nanme>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS packet definition for the plug-in.
Contents

<nane>— Name of the RADIUS attribute instance.

Value—Text

Required Privilege L evel

system
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<attributes> (configuration/shared/sae/configuration/plug-ing/
name/flex-radius-accounting/r adius-packet-definition)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<attributes>
<nane>name</nanme> <!-- identifier -->
<val ue>val ue</ val ue>
</attributes>
</ radi us- packet -definition>
</ fl ex-radi us-accounti ng>
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<name>— Name of the RADIUS attribute.

Value—Text

<val ue>— Vvalue of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of
standard values, see Configuring Accounting and Authentication Plug-Ins (SRC
CLI) in the SRC PE Subscribers and Subscriptions Guide.

Default— No value

Required Privilege Level

system
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<attributes-with-type> (configur ation/shar ed/sae/configuration/
plug-ins/name/flex-radius-accounting/r adius-pack et-definition)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<attributes-w th-type>
<nanme>nane</nane> <!-- identifier -->
</attributes-wth-type>
</ radi us- packet -definition>
</ fl ex-radi us-accounting>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<nane>— Name of the RADIUS attribute.

Value—Text

Required Privilege Level

system
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<type> (configur ation/shar ed/sae/configur ation/plug-ing/name/
flex-radius-accounting/r adius-packet-definition/attributes-with-

type)

Usage

<confi guration>
<shar ed>
<sae>

<confi guration>
<pl ug-i ns>
<name>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<attributes-w th-type>

<type>
<type>type-choi ce</type> <!-- identifier -->
<val ue>val ue</val ue>

</type>

</attributes-with-type>
</ radi us- packet -definition>
</ fl ex-radi us-accounti ng>
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

Type of the RADIUS attribute.

Value

. address—
. hex—

. integer —
. Sstring—
. text—

<val ue>— Value of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of
standard values, see Configuring Accounting and Authentication Plug-Ins (SRC
CLI) in the SRC PE Subscribers and Subscriptions Guide.

Default— No value
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Required Privilege L evel

system
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<vendor -specific> (configuration/shar ed/sae/configuration/plug-
ins/name/flex-radius-accounting/r adius-packet-definition)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<vendor - speci fi c>
<nanme>nane</nane> <!-- identifier -->
</ vendor - speci fi c>
</ radi us- packet -definition>
</ fl ex-radi us-accounting>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure Juniper Networks vendor-specific attributes (VSASs).
Contents

<name>—

Value—Text

Required Privilege Level

system
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<attributes> (configuration/shared/sae/configuration/plug-ing/
name/flex-radius-accounting/r adius-packet-definition/vendor -
specific)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<name>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<vendor - speci fi c>
<attributes>
<nane>name</ name> <!-- jidentifier -->
<val ue>val ue</val ue>
</attributes>
</ vendor - speci fi c>
</ radi us- packet -definition>
</ fl ex-radi us-accounting>
</ name>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege L evel

system
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<type> (configur ation/shar ed/sae/configur ation/plug-ing/name/
flex-radius-accounting/r adius-packet-definition/vendor -specific)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<vendor - speci fi c>
<type>
<nanme>nane</nane> <!-- identifier -->
</type>
</ vendor - speci fi c>
</ radi us- packet -definition>
</ fl ex-radi us-accounting>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<name>— Data type of the attribute value.

Value—Text

Required Privilege Level

system
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<attributes> (configuration/shared/sae/configuration/plug-ing/
name/flex-radius-accounting/r adius-packet-definition/vendor -
specific/type)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<name>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<vendor - speci fi c>
<type>
<attributes>
<nane>nane</ name> <!-- jidentifier -->
<val ue>val ue</val ue>
</attributes>
</type>
</ vendor - speci fi c>
</ radi us- packet -definition>
</ fl ex-radi us-accounting>
</ name>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege L evel

system
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<vendor -specific-26> (configur ation/shar ed/sae/configur ation/
plug-ins/name/flex-radius-accounting/r adius-pack et-definition)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<vendor - speci fi c- 26>
<nanme>nane</nane> <!-- identifier -->
</ vendor - speci fi c- 26>
</ radi us- packet -definition>
</ fl ex-radi us-accounting>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure Juniper Networks vendor-specific attributes (VSASs).
Contents

<name>—

Value—Text

Required Privilege Level

system
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<attributes> (configuration/shared/sae/configuration/plug-ing/
name/flex-radius-accounting/r adius-packet-definition/vendor -
specific-26)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<name>

<fl ex-radi us-accounti ng>
<r adi us- packet -definition>

<vendor - speci fi c- 26>

<attributes>
<nane>name</ name> <!-- jidentifier -->
<val ue>val ue</val ue>
</attributes>

</ vendor - speci fi c- 26>
</ radi us- packet -definition>

</ fl ex-radi us-accounting>

</ name>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege L evel

system
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<type> (configur ation/shar ed/sae/configur ation/plug-ing/name/
flex-radius-accounting/r adius-packet-definition/vendor -specific-
26)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<name>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<vendor - speci fi c- 26>
<type>
<nane>name</ name> <!-- jidentifier -->
</type>
</ vendor - speci fi c- 26>
</ radi us- packet -definition>
</ fl ex-radi us-accounti ng>
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents
<nanme>—

Value—Text

Required Privilege L evel

system
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<attributes> (configuration/shared/sae/configuration/plug-ing/
name/flex-radius-accounting/r adius-packet-definition/vendor -
specific-26/type)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<name>
<fl ex-radi us-accounti ng>
<r adi us- packet -definition>
<vendor - speci fi c- 26>
<type>
<attributes>
<nane>nane</ name> <!-- jidentifier -->
<val ue>val ue</val ue>
</attributes>
</type>
</ vendor - speci fi c- 26>
</ radi us- packet -definition>
</ fl ex-radi us-accounting>
</ name>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege L evel

system

338



SAE Configuration Tag Elements

<flex-radius-authentication> (configuration/shar ed/sae/
configuration/plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-aut henti cati on>
<l oad- bal anci ng- node>| oad- bal anci ng- node- choi ce</ | oad- bal anci ng-
nmode>
<fail back-timer>fail back-tiner</fail back-ti nmer>
<ti meout >ti neout </ ti meout >
<retry-interval >retry-interval </retry-interval >
<maxi mum queue- | engt h>maxi num queue- | engt h</ maxi mnum queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- port >udp- port </ udp- port >
<error-handl i ng>error-handling-choi ce</error-handl i ng>
<def aul t - peer >def aul t - peer </ def aul t - peer >
<t enpl at e>t enpl at e</ t enpl at e>
</ fl ex-radi us-aut hentication>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure a flexible RADIUS authentication plug-in.
Contents

<| oad- bal anci ng- node>— Mode for load-balancing RADIUS servers. You can set up the
plug-in to switch between RADIUS servers in case of failure or to load-balance every request.

Value— One of the following:

. Failover—The SAE sends requests to the RADIUS server that is

configured as the default peer. If the default peer fails, the SAE uses
339



SRC 4.1.x XML API Configuration Reference

the next server configured in the peer group. The SAE cycles
through the configured RADIUS servers as needed.

. Round-robin—The SAE alternates requests between all RADIUS
servers configured in the peer group.

Default— Failover

<f ai | back-ti mer >— Controls if and when the SAE attempts to fail back to the default peer.

Value— One of the following:

. Number of seconds after a failover that the SAE attempts to fail
back; range is -1-2147483647

. 0—SAE always attempts to fail back

. -1—SAE never attempts to fail back

Default— -1

<t i meout >— Maximum time the SAE waits for a response from a RADIUS server. If the

RADIUS server does not respond to the request, the request fails and the SAE logs an error
message. Note: configure this attribute to be five times (or more) greater than the retry-interval
attribute to make sure the fail-over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1
means that there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it

resends the RADIUS packet. The SAE keeps sending RADIUS packets until either the server
acknowledges the packet or the maximum timeout is reached. Note: configure the timeout
attribute to be five times (or more) greater than this attribute to make sure the fail-over
mechanism works without losing any packet.

Value— Number of milliseconds in the range 0-9223372036854775807
Default— 3000

<maxi mum queue- | engt h>— Maximum number of unacknowledged RADIUS messages
that the plug-in receives from the RADIUS server before it discards new messages.

Value— Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with

the RADIUS server. If you do not specify an address, the global default address is used. You
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configure the global default address with the slot number sae radius local-address
command.

Value— IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for

communication with the RADIUS server. If you do not specify a UDP port, the global UDP port

is used. You configure the global UDP port with the shared sae configuration global-radius-
udp-port command.

Value— One of the following:

« Port number in the range 1-65535
. Arange of ports in the format port-port; for example, 7000-7003
« A comma-separated list of port numbers and port ranges enclosed

in double quotation marks. For example, "7000-7003, 7006, 7007-
7009".

Default— No value

<error - handl i ng>— Configure the way the SAE handles errors.
Value— One of the following:

« 0—Ignores incorrect definitions and logs them for debugging
purposes

« 1—Logs errors and discards the affected RADIUS packet

Default— 0 (Ignore)

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-
in.

Value— Name of the server as defined with the shared sae configuration

plug-ins pool name flex-radius-authentication peer-group command.
Default— No value

<t enpl at e>— Name of RADIUS packet template.

Value— Name of template
Default— No value
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Required Privilege L evel

system

342



SAE Configuration Tag Elements

<peer-group> (configuration/shar ed/sae/configuration/plug-ing/
name/flex-radius-authentication)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<f | ex-radi us-aut henti cati on>
<peer - group>
<nanme>nane</ name> <!-- identifier -->
<server-address>server - addr ess</ server - addr ess>
<server-port>server-port</server-port>
<secr et >secret </ secret >
</ peer - gr oup>
</fl ex-radi us-aut hentication>
</ nanme>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses
them in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the
SNMP counters for the plug-in will not update correctly. The reason is that the software does not know which
RADIUS peer to send updates to.

Contents

<nane>— Name of the RADIUS peer.

Value—Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting

data or that the SAE uses for authentication and authorization.
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Value— IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value— Port number in the range 0-65535.

. RADIUS accounting servers typically use ports 1813 or 1646.
. RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same
secret on the RADIUS server.

Value— Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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<radius-packet-definition> (configur ation/shar ed/sae/
configur ation/plug-ing/name/flex-radius-authentication)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<f | ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<nane>nane</ name> <!-- identifier -->
</ radi us- packet -definition>
</ fl ex-radi us-aut henticati on>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS packet definition for the plug-in.
Contents

<nane>— Name of the RADIUS attribute instance.

Value—Text

Required Privilege L evel

system
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<attributes> (configuration/shared/sae/configuration/plug-ing/
name/flex-radius-authentication/r adius-packet-definition)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<f | ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<attributes>
<nane>nane</ name> <!-- identifier -->
<val ue>val ue</val ue>
</attributes>
</ radi us- packet -definition>
</fl ex-radi us-aut hentication>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<name>— Name of the RADIUS attribute.

Value—Text

<val ue>— Vvalue of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of
standard values, see Configuring Accounting and Authentication Plug-Ins (SRC
CLI) in the SRC PE Subscribers and Subscriptions Guide.

Default— No value

Required Privilege Level

system
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<attributes-with-type> (configur ation/shar ed/sae/configuration/
plug-ins/name/flex-radius-authentication/radius-packet-
definition)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<name>
<fl ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<attributes-w th-type>
<nane>nane</ name> <!-- jidentifier -->
</attributes-with-type>
</ radi us- packet -definition>
</ fl ex-radi us-aut hentication>
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<nane>— Name of the RADIUS attribute.

Value—Text

Required Privilege L evel

system
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<type> (configur ation/shar ed/sae/configur ation/plug-ing/name/
flex-radius-authentication/r adius-packet-definition/attributes-
with-type)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<attributes-w th-type>

<type>
<type>type-choi ce</type> <!-- identifier -->
<val ue>val ue</val ue>

</type>

</attributes-with-type>
</ radi us- packet -definition>
</ fl ex-radi us-aut hentication>
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

Type of the RADIUS attribute.

Value

. address—
. hex—

. integer —
. Sstring—
. text—

<val ue>— Value of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of
standard values, see Configuring Accounting and Authentication Plug-Ins (SRC
CLI) in the SRC PE Subscribers and Subscriptions Guide.

Default— No value
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Required Privilege L evel

system
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<vendor -specific> (configuration/shar ed/sae/configuration/plug-
ing/name/flex-radius-authentication/r adius-packet-definition)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<vendor - speci fi c>
<nane>name</nanme> <!-- identifier -->
</ vendor - speci fi c>
</ radi us- packet -definition>
</ fl ex-radi us-aut hentication>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure Juniper Networks vendor-specific attributes (VSAS).
Contents

<name>—

Value—Text

Required Privilege Level

system
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<attributes> (configuration/shared/sae/configuration/plug-ing/
name/flex-radius-authentication/r adius-packet-definition/vendor -
specific)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<vendor - speci fi c>
<attributes>
<name>name</ name> <!-- jidentifier -->
<val ue>val ue</val ue>
</attributes>
</ vendor - speci fi c>
</ radi us- packet -definition>
</ fl ex-radi us-aut hentication>
</ nanme>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege L evel

system
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<type> (configur ation/shar ed/sae/configur ation/plug-ing/name/
flex-radius-authentication/r adius-packet-definition/vendor -
specific)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<vendor - speci fi c>
<type>
<nane>name</ name> <!-- jidentifier -->
</type>
</ vendor - speci fi c>
</ radi us- packet -definition>
</ fl ex-radi us-aut hentication>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<name>— Data type of the attribute value.

Value—Text

Required Privilege L evel

system
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<attributes> (configuration/shared/sae/configuration/plug-ing/
name/flex-radius-authentication/r adius-packet-definition/vendor -
specific/type)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<name>

<fl ex-radi us-aut henti cati on>
<r adi us- packet -definition>

<vendor - speci fi c>

<type>
<attributes>
<nane>nane</ name> <!-- jidentifier -->
<val ue>val ue</val ue>
</attributes>
</type>

</ vendor - speci fi c>
</ radi us- packet -definition>
</ fl ex-radi us-aut hentication>

</ nanme>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege L evel

system
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<vendor -specific-26> (configur ation/shar ed/sae/configur ation/
plug-ins/name/flex-radius-authentication/radius-packet-
definition)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<name>
<fl ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<vendor - speci fi c- 26>
<nane>nane</ name> <!-- jidentifier -->
</ vendor - speci fi c- 26>
</ radi us- packet -definition>
</ fl ex-radi us-aut hentication>
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure Juniper Networks vendor-specific attributes (VSAs).
Contents

<nane>—

Value—Text

Required Privilege L evel

system
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<attributes> (configuration/shared/sae/configuration/plug-ing/
name/flex-radius-authentication/r adius-packet-definition/vendor -
specific-26)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<vendor - speci fi c- 26>
<attributes>
<nane>name</ name> <!-- jidentifier -->
<val ue>val ue</val ue>
</attributes>
</ vendor - speci fi c- 26>
</ radi us- packet -definition>
</ fl ex-radi us-aut hentication>
</ nanme>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege L evel

system
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<type> (configur ation/shar ed/sae/configur ation/plug-ing/name/
flex-radius-authentication/r adius-packet-definition/vendor -
specific-26)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<name>
<fl ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<vendor - speci fi c- 26>
<type>
<nane>name</ name> <!-- jidentifier -->
</type>
</ vendor - speci fi c- 26>
</ radi us- packet -definition>
</ fl ex-radi us-aut hentication>
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents
<nanme>—

Value—Text

Required Privilege L evel

system
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<attributes> (configuration/shared/sae/configuration/plug-ing/
name/flex-radius-authentication/r adius-packet-definition/vendor -
specific-26/type)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<fl ex-radi us-aut henti cati on>
<r adi us- packet -definition>
<vendor - speci fi c- 26>
<type>
<attributes>
<nane>nane</ name> <!-- jidentifier -->
<val ue>val ue</val ue>
</attributes>
</type>
</ vendor - speci fi c- 26>
</ radi us- packet -definition>
</ fl ex-radi us-aut hentication>
</ nanme>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege L evel

system
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<interface-subscriber-limit> (configuration/shar ed/sae/
configuration/plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<interface-subscriber-limt>
<concurrent -subscri ber s>concurrent -subscri bers</concurrent-
subscri ber s>
</interface-subscriber-limt>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a plug-in that limits the number of authenticated subscribers who connect to an IP interface on the
router.

Contents

<concurrent - subscri ber s>— Number of authenticated subscribers who can connect to
an IP interface on the router simultaneously.

Value— Integer in the range 0-2147483647
Default— 1

Required Privilege Level

system
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<internal> (configur ation/shar ed/sae/configur ation/plug-ing/
name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<i nt er nal >
<pl ug-in-cl ass>pl ug-in-cl ass</ pl ug-i n-cl ass>
</internal >
</ nanme>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation
Statement introduced in SRC Release 1.0.0
Description
Configure an internal plug-in.
Contents
<pl ug-i n- cl ass>— Class name of the plug-in

Value— Fully qualified name of the Java class
Default— No value

Required Privilege Level

system
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<properties> (configuration/shar ed/sae/configur ation/plug-ing/
name/internal)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<i nternal >
<properties>
<nane>name</nanme> <!-- identifier -->
<val ue>val ue</ val ue>
</ properties>
</internal >
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure the property name and value pairs that make up the plug-in.
Contents

<namne>— Name of the property for which you want to define a value.

Value—Text

<val ue>— Value for the property.

Value— Value for the property.
Default— No value

Required Privilege L evel

system
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<jms-adaptor> (configur ation/shar ed/sae/configur ation/plug-ins/
name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<j ms- adapt or >
<shar ed- dsa- confi gurati on>shar ed- dsa- confi gur ati on</ shar ed- dsa-
configuration>
<subj ect-id-attribute-nanme>subj ect-id-attribute-nanme</subject-id-
attri but e- nane>
<fail - queue-resend-interval >fail -queue-resend-interval </fail -queue-
resend-interval >
<f ai | - queues- max- si ze>f ai | - queues- nax- si ze</f ai | - queues- max- si ze>
<jns-bl acklist-tinme> ns-blacklist-tine</jns-blacklist-tinme>
<jnms-tine-to-live>nms-tinme-to-live</jnms-time-to-live>
<j ms- connecti on-fact ory>j ns- connecti on-factory</jns-connecti on-

factory>
<dsa- appl i cati on-server-url s>dsa-application-server-url s</dsa-

appl i cation-server-url s>
<ti meout >ti meout </ ti neout >
<socket -ti meout >socket -ti meout </ socket -ti neout >
<factory-initial>factory-initial</factory-initial>
<f act ory- packages>f act ory- packages</ f act ory- packages>
<princi pal >princi pal </ pri nci pal >
<credential s>credenti al s</credenti al s>
<pr ot ocol >pr ot ocol </ pr ot ocol >
<aut henti cati on>aut henti cati on</ aut henti cati on>
</ j ms- adapt or >
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure the SAE plug-in to send events to Dynamic Service Activator through the Java Message Service (JMS).
Dynamic Service Activator then publishes the events to listening external SOAP applications.
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Contents

362

<shar ed- dsa- conf i gur at i on>— Grouped configuration used by all Dynamic Service
Activator instances to which this plug-in forwards SAE events.

Value—
Default—

<subj ect-id-attri but e-name>—(Optional) (Multivalue) SAE plug-in event attributes
whose values are used to find SOAP event subscriptions. The values from these attributes are
the event's subject ID, which specifies a user or interface. The value can be set by the SAE's
subscriber classification script. If the values match any subject ID configured in a Dynamic
Service Activator event subscription, then the plug-in forwards the event to Dynamic Service
Activator, which in turn publishes it to the external SOAP application that owns the event
subscription. Note that this attribute is multivalued. If any of the event attributes contains a
value that matches an event subscription's subject-id configuration attribute, then the event is
forwarded as specified in that event subscription.

Value—
Default— PA_ACCOUNTING_ID

<f ai | - queue-resend- i nt er val >—(Optional) Time between attempts to resend the

events in the fail queue for each configured external SOAP application. When an event cannot
be sent to any Dynamic Service Activator instance, it is stored in a fail queue.

Value—Integer in the range 1-2147483647
Default— 10 seconds

<f ai | - queues- max- si ze>—(Optional) Maximum size of all the fail queues combined.

When an event cannot be sent to any Dynamic Service Activator instance, it is stored in a fail
queue. Zero means all undeliverable events are discarded immediately, instead of being placed
in a fail queue.

Value—Integer in the range 0-9223372036854775807
Default— 200 MB

<j ms- bl ackl i st-ti me>—(Optional) Time between connection attempts after a failure to
establish a connection to a JMS queue on Dynamic Service Activator.

Value—
Default— 60 seconds

<j ms-ti me-to-|ive>—(Optional) Time before undelivered JMS messages can be silently
discarded. Zero means forever.
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Value—Integer in the range 0-2147483647
Default— 60 seconds

<j ms- connect i on-f act or y>—(Optional) J]NDI name used to find JMS on the application
server.

Value—
Default— ConnectionFactory

<dsa- appl i cati on-server - ur | s>—(Multivalue) Dynamic Service Activator application

servers to which SAE plug-in events are published. Dynamic Service Activator forwards the
events as SOAP calls to external SOAP applications. The URLs point at the JNDI name servers on
the Dynamic Service Activator application servers.

Value— The URLs are of the form jnp://127.0.0.1:1099/. The protocol and
port sections of the URL are optional. An IP address or DNS name alone may
be sufficient, assuming default application server configuration.

Default— jnp://127.0.0.1:1099

<t i meout >—(Optional) Connection timeout, in milliseconds, used when attempting to

contact the JNDI name servers on application servers. Zero means the connection attempt will
block until the TCP/IP layer times out.

Value—
Default— 3000

<socket - t i meout >—(Optional) Connected socket read timeout, in milliseconds, used when

reading from sockets connected to the J]NDI name servers on application servers. Zero means
reading will block.

Value—
Default— 0

<factory-initial >—(Optional) Fully qualified class name of the factory class that creates
the JNDI initial context.

Value—
Default— org.jnp.interfaces.NamingContextFactory

<f act or y- packages>—(Optional) List of Java package prefixes for the class name of the
factory class that creates a URL context factory.

Value— Colon-separated list of Java package prefixes
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Default— org jboss.naming:org.jnp.interfaces

<pri nci pal >—(Optional) Security principal used for authentication. This option may be
relevant if you use a non-default value for the factory-initial option.

Value—
Default— Undefined.

<credent i al s>—(Optional) Security credentials. This option may be relevant if you use a
non-default value for the factory-initial option.

Value—
Default— Undefined.

<pr ot ocol >—(Optional) Security protocol. This option may be relevant if you use a non-
default value for the factory-initial option.

Value—
Default— Undefined.

<aut hent i cat i on>—(Optional) Security authentication. This option may be relevant if you
use a non-default value for the factory-initial option.

Value—
Default— Undefined.

Required Privilege Level

system

364



SAE Configuration Tag Elements

<ldap-authentication> (configur ation/shar ed/sae/configur ation/
plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>

<confi guration>
<pl ug-i ns>
<nane>
<l dap- aut henti cati on>
<met hod>met hod- choi ce</ net hod>

<server>server</server>

<bi nd- dn>bi nd- dn</ bi nd- dn>

<bi nd- passwor d>bi nd- passwor d</ bi nd- passwor d>
<search-filter>search-filter</search-filter>

<| daps/ >

<sear ch-base- dn>sear ch- base- dn</ sear ch- base- dn>

<name-attribut e>nane-attribute</name-attribute>

<password- attri but e>password-attri bute</password-attribute>

<servi ce-bundl e-attri but e>servi ce-bundl e-attri bute</service-bundl e-

attri bute>
<sessi on- vol ume- quot a>sessi on- vol unme- quot a</ sessi on- vol une- quot a>

<t i neout >t i meout </ ti meout >

<si gnat ur e- dn>si gnat ur e- dn</ si gnat ur e- dn>
<bl ackl i st/ >
</ | dap- aut henti cati on>
</ nanme>
</ plug-ins>
</ confi guration>
</ sae>
</ shar ed>
</ confi guration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure an LDAP authentication plug-in. This plug-in performs authentication against different directories
using different authentication methods.

Contents
<net hod>— LDAP authentication method that the SAE uses. Both search and bind have

different implications for system security and performance. When you design the system,
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consider:

Search—Because the SAE retrieves passwords from the directory, the directory must allow read
access to the password. Allowing read access can be a security risk because an attacker may be
able to read passwords in subscriber profiles. However, to lower the risk of password exposure,
you can store passwords in encrypted (hashed) form.

Bind—The SAE sends the password to the directory for authentication. The advantage is that
passwords never need to be read from the directory. However, passwords are sent in clear text,
and an attacker could intercept them. Bind is a relatively expensive operation that can affect
system performance.

Value— One of the following:

. Search—The SAE searches the directory for the username that the
subscriber enters, retrieves the found object, and compares the
password stored in the object with the provided password. You can
store passwords in clear text or encrypted (hashed) format by using
the crypt (UNIX /etc/passwd), SHA, or MD5 algorithms. The format
for a hashed password is: {crypt}hashed password, {sha}base64
SHA password, or {md5 } base64 MD5 password.

. Bind—The SAE performs a directory search, retrieves the DN of the
found object, and tries to bind this DN and the password that the
subscriber provides.If you specify the bind method, the plug-in
uses the provided username and password to authenticate the
directory (bind). You can store passwords in clear text or encrypted
(hashed) format by using the crypt (UNIX /etc/passwd), SHA, or MD5
algorithms. You must use an encryption method that the directory
supports.

Default— Search

<ser ver >—(Optional) List of IP addresses of the LDAP authentication server(s).

Value— Comma-separated list of IP addresses
Default— 127.0.0.1

<bi nd- dn>—(Optional) DN used to authenticate access to the directory.

Value— DN
Default— cn =ssp, ou = Components, o = Operators, < base >

<bi nd- passwor d>—(Optional) Password that the SAE uses to authenticate its access to the

directory to search for the subscriber profile. If you do not specify a bind DN or bind password,
the SAE uses anonymous access.

Value— Characters that make up the password. The SRC software encodes
the secret using base64.
Default— ssp
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<search-filt er >—(Optional) Additional LDAP search filter that the SAE uses to search the

directory for the subscriber profile. The initial search uses a search filter in the form (&
(nameAttribute = userName) filter). The search is successful when the username and the filter
match.

Value— Search filter syntax defined in RFC 2254—The String
Representation of LDAP Search Filters (December 1997)
Default— (objectClass = umcSubscriber)

| daps—Enables LDAPS as the secure protocol used for LDAP connections with the directory.

Enabling LDAPS causes communication with the directory to be encrypted with Secure Sockets
Layer (SSL).

Value— ldaps—Enable LDAPS
Default— Disabled

<sear ch- base- dn>—(Optional) Base DN for searching entries in the directory. If you do not
specify a base DN, the SAE uses the DN of the associated retailer object.

Also, if you do not specify the base DN, the SAE takes a username in the form
subscriber@domain and maps domain to a retailer object by comparing domain with the
domain names stored in the retailer object. There are two special cases:

« If domain is empty, first the virtual router name and then the name default are tried.
. If aretailer defines * (asterisk) as a domain name, it is used to map all domains that
cannot be mapped directly.

Value— DN
Default— No value

<name- at t ri but e>—(Optional) Name of the directory attribute that holds the username.

Value— Attribute name
Default— uniquelD

<passwor d- at t ri but e>—(Optional) Name of the directory attribute that stores the
password.

Value— Directory attribute name
Default— userPassword

<servi ce- bundl e- at t ri but e>—(Optional) Name of the directory attribute that contains

the name of the service bundle that is used for subscriber authentication. This value is made
available to the subscriber classification process and can be used to select the subscriber profile
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to load.

Value— Directory attribute name
Default— No value

<sessi on- vol une- quot a>—(Optional) Name of the LDAP attribute that contains the value
of the session volume quota. The LDAP plug-in sets the session volume quota to this value.

Value— Name of LDAP attribute
Default— No value

<t i meout >—(Optional) Maximum time the SAE waits for a response from a directory server.
If the directory server does not respond to the request, the request fails and the SAE logs an
error message.

Value— Number of milliseconds in the range 0-2147483647
Default— 5000

<si gnat ur e- dn>—DES Signature DN

Value—Text
Default— < base >

<bl ackl i st >—(Optional) Directory blacklisting

Default—true

Required Privilege Level

system
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<pcmm-rks> (configur ation/shar ed/sae/configuration/plug-ins/
name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<pcrmm r ks>
<l oad- bal anci ng- node>| oad- bal anci ng- node- choi ce</ | oad- bal anci ng-
nmode>

<fail back-tinmer>fail back-tinmer</fail back-tinmer>

<ti meout >ti meout </ ti neout >

<retry-interval >retry-interval </retry-interval >

<maxi mum queue- | engt h>maxi num queue- | engt h</ maxi mnum queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>

<udp- port >udp- port </ udp- port >

<f ei d- ms0- dat a>f ei d- ns0- dat a</ f ei d- ms0- dat a>

<f ei d- ms0- domai n- nane>f ei d- mso- donmai n- nane</ f ei d- nso- donmi n- nane>
<trusted-el enent/>

<def aul t - peer >def aul t - peer </ def aul t - peer >
</ pcrmmr ks>
</ name>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure a PCMM record-keeping server plug-in.
Contents

<| oad- bal anci ng- node>— Mode for load-balancing RADIUS servers. You can set up the
plug-in to switch between RADIUS servers in case of failure or to load-balance every request.

Value— One of the following:
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. Failover—The SAE sends requests to the RADIUS server that is
configured as the default peer. If the default peer fails, the SAE uses
the next server configured in the peer group. The SAE cycles
through the configured RADIUS servers as needed.

. Round-robin—The SAE alternates requests between all RADIUS
servers configured in the peer group.

Default— Failover

<f ai | back-ti mer >— Controls if and when the SAE attempts to fail back to the default peer.

Value— One of the following:

. Number of seconds after a failover that the SAE attempts to fail
back; range is -1-2147483647

. 0—SAE always attempts to fail back

. -1—SAE never attempts to fail back

Default— -1

<t i meout >— Maximum time the SAE waits for a response from a RADIUS server. If the

RADIUS server does not respond to the request, the request fails and the SAE logs an error
message. Note: configure this attribute to be five times (or more) greater than the retry-interval
attribute to make sure the fail-over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1
means that there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it

resends the RADIUS packet. The SAE keeps sending RADIUS packets until either the server
acknowledges the packet or the maximum timeout is reached. Note: configure the timeout
attribute to be five times (or more) greater than this attribute to make sure the fail-over
mechanism works without losing any packet.

Value— Number of milliseconds in the range 0-9223372036854775807
Default— 3000

<maxi mum queue- | engt h>— Maximum number of unacknowledged RADIUS messages
that the plug-in receives from the RADIUS server before it discards new messages.

Value— Integer in the range 0-2147483647
Default— 10000
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<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with

the RADIUS server. If you do not specify an address, the global default address is used. You
configure the global default address with the slot number sae radius local-address
command.

Value— IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for

communication with the RADIUS server. If you do not specify a UDP port, the global UDP port
is used. You configure the global UDP port with the shared sae configuration global-radius-
udp-port command.

Value— One of the following:

« Port number in the range 1-65535

. Arange of ports in the format port-port; for example, 7000-7003

« A comma-separated list of port numbers and port ranges enclosed
in double quotation marks. For example, "7000-7003, 7006, 7007-
7009".

Default— No value

<f ei d- nB0- dat a>—(Optional) MSO-defined data in the financial entity ID (FEID) attribute,
which is included in event messages.

Value— First eight bytes of the FEID attribute
Default— The first eight bytes are filled with zeros.

<f ei d- ns0- donai n- name>— The MSO domain name that uniquely identifies the MSO for
billing and settlement purposes.

Value— Domain name up to 239 bytes; begins at the ninth byte of the FEID
attribute
Default— No value

<t r ust ed- el enment >—(Optional) When the SAE is running as a policy server—which means

that the SAE sends event messages directly to the RKS—enables the SAE as a trusted network
element.

Default— Enabled

<def aul t - peer >— Configure an RKS peer, which is an instance of an RKS. You must
configure at least one RKS peer.
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Value— Name of the server as defined with the shared sae configuration
plug-ins pool PccmRKSPlugin peer-group command.
Default— No value

Required Privilege L evel

system
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<peer-group> (configuration/shar ed/sae/configuration/plug-ing/
name/pcmme-rks)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<pcnmm r ks>
<peer - gr oup>
<nane>name</nanme> <!-- identifier -->
<server-address>server - addr ess</ server - addr ess>
<server-port>server-port</server-port>
</ peer - gr oup>
</ pcmmr ks>
</ nane>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses
them in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the
SNMP counters for the plug-in will not update correctly. The reason is that the software does not know which
RADIUS peer to send updates to.

Contents

<nane>— Name of the RADIUS peer.

Value—Text

<server - addr ess>— IP address of the RKS server to which the SAE sends accounting data
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Value— IP address
Default— No value

<server - port >— Port used for sending accounting packets.

Value— Port number in the range 0-65535
Default— 1813

Required Privilege Level

system
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<qos-profile-tracking> (configur ation/shar ed/sae/configuration/
plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<qos- profil e-tracki ng>
<t hr eads>t hr eads</ t hr eads>
<def aul t - qos-profil e>defaul t-qos-profil e</default-qos-profile>
<separ at or >separ at or </ separ at or >
<qos-profile-prefix>qos-profile-prefix</qgos-profile-prefix>
<service-selection-attribute>service-selection-attribute</service-
sel ection-attribute>
<search-filter>search-filter</search-filter>
<i nvi si bl e- gos- servi ce>i nvi si bl e- qos-servi ce</i nvi si bl e- qos-
servi ce>
<gos- profil e-paranet er - nane>qos- prof i | e- par anet er - nane</ qos-
profil e- paranet er - nane>
</ qos-profile-tracki ng>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a QoS-tracking plug-in that you can use to ensure that, as a subscriber activates and deactivates
services, the required QoS profile is attached to the subscriber interface.

Contents

<t hr eads>— Number of working threads that all QTP instances share when they process QTP
events.

Value— Integer in the range 1-100.
Default— 1
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<def aul t - qos- pr of i | e>—(Optional) Name of the QoS profile that is attached to the
interface when QoS services have been deactivated.

Value— Name of QoS profile
Default— No value

<separ at or >— Character that is placed between QoS profile input values when the system
concatenates the values during the process of creating QoS profile names.

Value— Any character that is valid in QoS profile names on the router.
Default— A single hyphen (-)

<qos- profil e-prefi x>— Prefix added to the QoS service name as part of the process to

determine the name of the QoS profile that needs to be attached to an interface for a particular
service.

Value— Prefix that, when combined with QoS profile input values, matches
a QoS profile on the router.
Default— qos-profile

<servi ce-sel ection-attri but e>— Name of the attribute in the service definition that
you want the QTP to use as QoS profile input values. The QTP uses these values to determine
the name of the QoS profile that needs to be attached to an interface for a group of QoS
services.

Value— Name of any attribute in the service object; for example,
serviceCategory, sspDesignAndGraphics. For a list of attribute names for the
sspService object class, see the documentation for the LDAP schema in the
SRC software distribution in the folder SDK/doc/ldap or on the Juniper
Networks Web site at

http:/lwww juniper.net/techpubs/software/management/sdx

Default— serviceName

<search-filter>— Search filter that the SAE uses to search service objects in the directory
to find QoS services. You can set up the filter to search the values of any attribute in the service
object, such as service name, category, or tracking plug-in. The search is successful when a
value matches the filter.

Value— Search filter in a format similar to the LDAP search filter. See
Managing Tiered and Premium Services with QoS on JUNOSe Routers in the
SRC Solutions Guide for a list of the values that you can use for filters.
Default— (attribute.trackPlugin =) Note that you must add a search value
after the equal sign.
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<i nvi si bl e- qos- ser vi ce>— Name of the hidden QoS profile attachment service that the
QTP uses to attach QoS profiles to and remove QoS profiles from a router interface.

Value— Name of the configured service
Default— svc-qos-attach

<gos- profil e- par amet er - name>— Name of the variable parameter used in the QoS
profile name field in the QoS profile attachment action of the policy group that is assigned to
the hidden QoS service. When the QTP obtains the name of the required QoS profile, it
substitutes that value for the variable parameter.

Value— Valid parameter name
Default— gpName

Required Privilege Level

system
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<radius-accounting> (configuration/shar ed/sae/configur ation/
plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<r adi us-accounti ng>
<l oad- bal anci ng- node>| oad- bal anci ng- node- choi ce</ | oad- bal anci ng-
nmode>
<fail back-timer>fail back-tiner</fail back-ti nmer>
<nas-i p>nas-i p- choi ce</ nas-i p>
<ti meout >ti neout </ ti meout >
<retry-interval >retry-interval </retry-interval >
<maxi mum queue- | engt h>maxi num queue- | engt h</ maxi mum queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- port >udp- port </ udp- port >
<user nane>user nane- choi ce</ user nanme>
<cal l i ng-station-id>calling-station-id-choice</calling-station-id>
<def aul t - peer >def aul t - peer </ def aul t - peer >
</ radi us-accounti ng>
</ name>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a basic RADIUS accounting plug-in. This plug-in sends accounting information to an external RADIUS
accounting server or a group of accounting servers.

Contents

<l oad- bal anci ng- node>— Mode for load-balancing RADIUS servers. You can set up the
plug-in to switch between RADIUS servers in case of failure or to load-balance every request.

Value— One of the following:
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. Failover—The SAE sends requests to the RADIUS server that is
configured as the default peer. If the default peer fails, the SAE uses
the next server configured in the peer group. The SAE cycles
through the configured RADIUS servers as needed.

. Round-robin—The SAE alternates requests between all RADIUS
servers configured in the peer group.

Default— Failover

<f ai | back-ti mer >— Controls if and when the SAE attempts to fail back to the default peer.

Value— One of the following:

. Number of seconds after a failover that the SAE attempts to fail
back; range is -1-2147483647

. 0—SAE always attempts to fail back

. -1—SAE never attempts to fail back

Default— -1

<nas- i p>—(Optional) Value of the NAS-Ip attribute.

Value— One of the following:

. SSP local IP—IP address of the SAE
. RADIUS client IP—IP address of the virtual router

Default— No value

<t i meout >— Maximum time the SAE waits for a response from a RADIUS server. If the
RADIUS server does not respond to the request, the request fails and the SAE logs an error
message. Note: configure this attribute to be five times (or more) greater than the retry-interval
attribute to make sure the fail-over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1
means that there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it
resends the RADIUS packet. The SAE keeps sending RADIUS packets until either the server
acknowledges the packet or the maximum timeout is reached. Note: configure the timeout
attribute to be five times (or more) greater than this attribute to make sure the fail-over
mechanism works without losing any packet.
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Value— Number of milliseconds in the range 0-9223372036854775807
Default— 3000

<maxi mum queue- | engt h>— Maximum number of unacknowledged RADIUS messages
that the plug-in receives from the RADIUS server before it discards new messages.

Value— Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with
the RADIUS server. If you do not specify an address, the global default address is used. You
configure the global default address with the slot number sae radius local-address
command.

Value— IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for
communication with the RADIUS server. If you do not specify a UDP port, the global UDP port
is used. You configure the global UDP port with the shared sae configuration global-radius-
udp-port command.

Value— One of the following:

. Port number in the range 1-65535

« Arange of ports in the format port-port; for example, 7000-7003

. A comma-separated list of port numbers and port ranges enclosed
in quotation marks. For example, "7000-7003, 7006, 7007-7009".

Default— No value

<user name>— Value of the User-Name attribute (RADIUS attribute [1]).

Value— One of the following:

. login-name—Name used for login

. accounting-id—Value stored in the subscriber profile

. auth-user-name—Name used to authenticate a service

. manager-id—Value of the manager ID in the service subscription;
use this setting to identify subscribers to enterprise services.
Manager ID is the value of modifiersName (DN of the administrator
who last modified the entry in the directory) in the subscription. If
modifiersName does not exist, manager ID is the value of
creatorsName (DN of the administrator who created the entry in the
directory).
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Default— login-name

<cal | i ng- st ati on-i d>— Specifies whether the SAE sends the MAC address of the
subscriber in the Calling-Station-Id attribute.

Value— One of the following:

. mac—Sends the MAC address in the Calling-Station-Id attribute
« no—Does not send the MAC address in the Calling-Station-Id
attribute

Default— no

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-
in.

Value— Name of the server as defined with the shared sae configuration
plug-ins pool RadiusAcctPlugin peer-group command.
Default— No value

Required Privilege L evel

system
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<peer-group> (configuration/shar ed/sae/configuration/plug-ing/
name/r adius-accounting)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<radi us-accounti ng>
<peer - group>
<nane>name</nanme> <!-- identifier -->
<server-address>server - addr ess</ server - addr ess>
<server-port>server-port</server-port>
<secret >secret</secret>
</ peer - gr oup>
</ radi us-accounti ng>
</ nane>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses
them in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the
SNMP counters for the plug-in will not update correctly. The reason is that the software does not know which
RADIUS peer to send updates to.

Contents

<nane>— Name of the RADIUS peer.

Value—Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting

data or that the SAE uses for authentication and authorization.
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Value— IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value— Port number in the range 0-65535.

. RADIUS accounting servers typically use ports 1813 or 1646.
. RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same
secret on the RADIUS server.

Value— Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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<radius-authentication> (configur ation/shar ed/sae/configuration/
plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<r adi us-aut henti cati on>

<l oad- bal anci ng- node>| oad- bal anci ng- node- choi ce</ | oad- bal anci ng-

nmode>
<fail back-timer>fail back-tiner</fail back-ti nmer>
<nas-i p>nas-i p- choi ce</ nas-i p>
<ti meout >ti neout </ ti meout >
<retry-interval >retry-interval </retry-interval >
<maxi mum queue- | engt h>maxi num queue- | engt h</ maxi mum queue- | engt h>
<bi nd- addr ess>bi nd- addr ess</ bi nd- addr ess>
<udp- port >udp- port </ udp- port >
<def aul t - peer >def aul t - peer </ def aul t - peer >

</ radi us-aut henti cati on>
</ name>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a basic RADIUS accounting plug-in. This plug-in sends authentication information to an external
RADIUS authentication server or a group of redundant servers.

Contents

<l oad- bal anci ng- node>— Mode for load-balancing RADIUS servers. You can set up the
plug-in to switch between RADIUS servers in case of failure or to load-balance every request.

Value— One of the following:

. Failover—The SAE sends requests to the RADIUS server that is

configured as the default peer. If the default peer fails, the SAE uses
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the next server configured in the peer group. The SAE cycles
through the configured RADIUS servers as needed.

. Round-robin—The SAE alternates requests between all RADIUS
servers configured in the peer group.

Default— Failover

<f ai | back-ti mer >— Controls if and when the SAE attempts to fail back to the default peer.

Value— One of the following:

. Number of seconds after a failover that the SAE attempts to fail
back; range is -1-2147483647

. 0—SAE always attempts to fail back

. -1—SAE never attempts to fail back

Default— -1

<nas- i p>—(Optional) Value of the NAS-Ip attribute.

Value— One of the following:

. SSP local IP—IP address of the SAE
. RADIUS client IP—IP address of the virtual router

Default— No value

<t i meout >— Maximum time the SAE waits for a response from a RADIUS server. If the
RADIUS server does not respond to the request, the request fails and the SAE logs an error
message. Note: configure this attribute to be five times (or more) greater than the retry-interval
attribute to make sure the fail-over mechanism works without losing any packet.

Value— Number of milliseconds in the range -1-9223372036854775807. -1
means that there is no timeout.
Default— 15000

<retry-interval >— Time the SAE waits for a response from a RADIUS server before it
resends the RADIUS packet. The SAE keeps sending RADIUS packets until either the server
acknowledges the packet or the maximum timeout is reached. Note: configure the timeout
attribute to be five times (or more) greater than this attribute to make sure the fail-over
mechanism works without losing any packet.

Value— Number of milliseconds in the range 0-9223372036854775807
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Default— 3000

<maxi mum queue- | engt h>— Maximum number of unacknowledged RADIUS messages
that the plug-in receives from the RADIUS server before it discards new messages.

Value— Integer in the range 0-2147483647
Default— 10000

<bi nd- addr ess>—(Optional) Source IP address that the plug-in uses to communicate with

the RADIUS server. If you do not specify an address, the global default address is used. You
configure the global default address with the slot number sae radius local-address
command.

Value— IP address
Default— No value

<udp- por t >—(Optional) Source UDP port or a range of source UDP ports used for

communication with the RADIUS server. If you do not specify a UDP port, the global UDP port
is used. You configure the global UDP port with the shared sae configuration global-radius-
udp-port command.

Value— One of the following:

. Port number in the range 1-65535

. Arange of ports in the format port-port; for example, 7000-7003

. A comma-separated list of port numbers and port ranges enclosed
in double quotation marks. For example, "7000-7003, 7006, 7007-
7009".

Default— No value

<def aul t - peer >— Name of the RADIUS server to which the SAE sends packets for this plug-
in.

Value— Name of the server as defined with the shared sae configuration
plug-ins pool RadiusAuthPlugin peer-group command.
Default— No value

Required Privilege Level

system
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<peer-group> (configuration/shar ed/sae/configuration/plug-ing
name/r adius-authentication)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<r adi us- aut henti cati on>
<peer - group>
<nanme>nane</ name> <!-- identifier -->
<server-address>server - addr ess</ server - addr ess>
<server-port>server-port</server-port>
<secr et >secret </ secret >
</ peer - gr oup>
</radi us-aut henticati on>
</ nanme>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS peer, which is an instance of a RADIUS server. If you define multiple servers, the SAE uses
them in cases of failover or as alternate servers for load-balancing purposes.

Note that if you configure more than one RADIUS peer in a plug-in instance that has the same properties, the
SNMP counters for the plug-in will not update correctly. The reason is that the software does not know which
RADIUS peer to send updates to.

Contents

<nane>— Name of the RADIUS peer.

Value—Text

<server - addr ess>— IP address of the RADIUS server to which the SAE sends accounting

data or that the SAE uses for authentication and authorization.
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Value— IP address
Default— No value

<server - port >— Port used for RADIUS packets.

Value— Port number in the range 0-65535.

. RADIUS accounting servers typically use ports 1813 or 1646.
. RADIUS authentication servers typically use ports 1812 or 1645.

Default—1812

<secr et >— Password that is shared with the RADIUS server. You must configure the same
secret on the RADIUS server.

Value— Shared secret; the software encodes the secret using BASE-64.
Default— No value

Required Privilege Level

system
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<schedule-authorization> (configur ation/shar ed/sae/
configuration/plug-ins/name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<schedul e- aut hori zati on>
</ schedul e- aut hori zati on>
</ nane>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 1.0.0

Description

Create an authorization plug-in that authorizes a scheduled service.
Contents

Required Privilege Level

system
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<ssr-reader> (configuration/shar ed/sae/configuration/plug-ins/
name)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<nane>
<ssr-reader >
<read-attributes>read-attributes</read-attributes>
</ ssr-reader>
</ nane>
</ pl ug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure an SSR reader plug-in.

Contents

<r ead- att ri but es>—(Optional) (Multivalue) Plug-in attribute to set based on the values
read from the SSR subscriber session table.

Value—Text

Required Privilege L evel

system
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<state-synchronization> (configur ation/shar ed/sae/configuration/
plug-ins)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<pl ug-i ns>
<st at e- synchroni zati on>
<fail - queue-si ze>fail - queue-si ze</fail -queue-si ze>
<fail - queue-age>fail - queue- age</fail-queue-age>
<bat ch-ti ne>bat ch-ti ne</batch-ti me>
<keepal i ve-ti me>keepal i ve-ti ne</ keepal i ve-ti me>
</ st at e-synchroni zati on>
</ plug-ins>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a state synchronization plug-in. Some plug-ins, such as the ACP plug-in and the SAE plug-in agent for
the NIC, support state synchronization with the SAE. The state synchronization plug-in allows external plug-ins to
maintain the state of active subscriber, service, and interface sessions without having to store intermediate
versions of the state locally.

Contents

<f ai | - queue- si ze>— Maximum number of plug-in events that are stored while the
communication with a state synchronization plug-in is interrupted.

Value— Integer in the range -1-2147483647. -1 means unlimited.
Default— 5000

<f ai | - queue- age>— Maximum time for which plug-in events are stored while the
communication with a state synchronization plug-in is interrupted.

Value— Integer in the range -1-2147483647. -1 means unlimited.
Default— -1
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<bat ch-t i me>— Time the SAE waits for other plug-ins to become ready before starting a

synchronization sequence.

Value— Number of seconds in the range 0-2147483647
Default— 60

<keepal i ve-ti me>— Time the SAE waits after an event before sending a ping to the remote
plug-in.

Value— Number of seconds in the range 0-2147483647
Default— 60

Required Privilege L evel

system
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configuration)

Usage

<confi guration>

<shar

ed>

<sae>
<confi guration>

<pol i cy- managenent - confi gur ati on>
<enabl e-j unose- cl assi fi er - expansi on/ >
</ pol i cy- managenent - confi gurati on>

</ configuration>
</ sae>
</ shar ed>

</ confi

gurati on>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Specify whether or not the SAE expands the JUNOSe classify-traffic conditions into multiple classifiers before it

installs the policy on the router.

Contents

Required

system

<enabl e-j unose-cl assi fi er - expansi on>—(Optional) Enables or disables the
expansion of JUNOSe classify-traffic conditions into multiple classifiers before it installs the
policy on the router.

You would use this feature in policies that are used in IP multimedia subsystem (IMS)
environments. You can also use it to simplify the configuration of JUNOSe policies.

Because classifier expansion uses processing resources when the policy is created, you should
set this property to true only if you are going to use the feature.

Default— Disabled

Privilege Level
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<radius-packet-template> (configur ation/shar ed/sae/
configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<nanme>nane</nane> <!-- identifier -->
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure a RADIUS packet template that contains the definition of RADIUS packets. You can use the template to
define the content of RADIUS packets that the SAE sends to RADIUS servers. You can then apply the template to
flexible RADIUS plug-ins.

Contents

<name>— Name of the RADIUS packet template.

Value—Text

Required Privilege Level

system
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<radius-attributes> (configur ation/shar ed/sae/configuration/
radius-packet-template)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attribut es>
<nane>name</nanme> <!-- identifier -->
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Create a RADIUS attribute instance.
Contents

<namne>— Name of the file-accounting template. RADIUS attribute instance. The name you

assign to the RADIUS attribute instance must match a RADIUS attribute instance name listed in
Configuring Accounting and Authentication Plug-Ins (SRC CLI) in the SRC PE Subscribers and
Subscriptions Guide.

Value—Text

Required Privilege L evel

system
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<attributes> (configuration/shar ed/sae/configur ation/radius-
packet-template/radius-attributes)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<attributes>
<nane>nane</ name> <!-- identifier -->
<val ue>val ue</val ue>
</attributes>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<name>— Name of the RADIUS attribute.

Value—Text

<val ue>— Vvalue of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of
standard values, see Configuring Accounting and Authentication Plug-Ins (SRC
CLI) in the SRC PE Subscribers and Subscriptions Guide.

Default— No value

Required Privilege Level

system
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<attributes-with-type> (configur ation/shar ed/sae/configuration/
radius-packet-template/radius-attributes)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<attributes-w th-type>
<nane>name</nanme> <!-- identifier -->
</attributes-wth-type>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure RADIUS attributes within a plug-in.
Contents

<nane>— Name of the RADIUS attribute.

Value—Text

Required Privilege Level

system
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<type> (configur ation/shar ed/sae/configuration/radius-packet-
template/radius-attributes/attributes-with-type)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<attributes-wth-type>

<type>
<type>type-choi ce</type> <!-- identifier -->
<val ue>val ue</val ue>

</type>

</attributes-with-type>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

Type of the RADIUS attribute.

Value

. address—
. hex—

. integer —
. String—
. text —

<val ue>— Vvalue of the RADIUS attribute.

Value— Value can be a standard value or an expression. For a list of
standard values, see Configuring Accounting and Authentication Plug-Ins (SRC
CLI) in the SRC PE Subscribers and Subscriptions Guide.

Default— No value
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Required Privilege L evel

system
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<vendor -specific> (configur ation/shar ed/sae/configuration/
radius-packet-template/radius-attributes)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<vendor - speci fi c>
<nane>name</nanme> <!-- identifier -->
</ vendor - speci fi c>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure Juniper Networks vendor-specific attributes (VSAS).
Contents

<name>—

Value—Text

Required Privilege Level

system
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<attributes> (configuration/shar ed/sae/configur ation/radius-
packet-template/radius-attributes/vendor -specific)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<vendor - speci fi c>
<attributes>
<nane>name</nanme> <!-- identifier -->
<val ue>val ue</ val ue>
</attributes>
</ vendor - speci fi c>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege Level

system
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<type> (configur ation/shar ed/sae/configuration/radius-packet-
template/radius-attributes/vendor -specific)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<vendor - speci fi c>
<type>
<nane>name</nanme> <!-- identifier -->
</type>
</ vendor - speci fi c>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<name>— Data type of the attribute value.

Value—Text

Required Privilege Level

system
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<attributes> (configuration/shar ed/sae/configur ation/radius-
packet-template/radius-attributes/vendor -specific/type)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<vendor - speci fi c>
<type>
<attributes>
<nane>name</nanme> <!-- identifier -->
<val ue>val ue</ val ue>
</attributes>
</type>
</ vendor - speci fic>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege Level

system
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<vendor -specific-26> (configur ation/shar ed/sae/configur ation/
radius-packet-template/radius-attributes)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<vendor - speci fi c- 26>
<nane>name</nanme> <!-- identifier -->
</ vendor - speci fi c- 26>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Description
Configure Juniper Networks vendor-specific attributes (VSAS).
Contents

<name>—

Value—Text

Required Privilege Level

system
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<attributes> (configuration/shar ed/sae/configur ation/radius-
packet-template/radius-attributes/vendor -specific-26)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<vendor - speci fi c-26>
<attributes>
<nane>name</nanme> <!-- identifier -->
<val ue>val ue</ val ue>
</attributes>
</ vendor - speci fi c- 26>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege Level

system
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<type> (configur ation/shar ed/sae/configuration/radius-packet-
template/radius-attributes/vendor -specific-26)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<vendor - speci fi c-26>
<type>
<nane>name</nanme> <!-- identifier -->
</type>
</ vendor - speci fi c- 26>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents
<nanme>—

Value—Text

Required Privilege Level

system
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<attributes> (configuration/shar ed/sae/configur ation/radius-
packet-template/radius-attributes/vendor -specific-26/type)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<r adi us- packet -t enpl at e>
<radi us-attributes>
<vendor - speci fi c-26>
<type>
<attributes>
<nane>name</nanme> <!-- identifier -->
<val ue>val ue</ val ue>
</attributes>
</type>
</ vendor - speci fi c- 26>
</radius-attributes>
</ radi us- packet -t enpl at e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Contents

<nane>— RADIUS attribute definition.

Value—Text

<val ue>—

Value—Text

Required Privilege Level

system
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<script-extension> (configuration/shar ed/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<scri pt - ext ensi on>
<fl exi bl e-radi us-scri pt>fl exi bl e-radi us-script</flexibl e-radi us-scri pt>
<dynam c-radi us-scri pt >dynam c-radi us-scri pt </ dynam c-r adi us-scri pt>
</ scri pt - ext ensi on>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 1.0.0
Contents
<f | exi bl e-radi us-scri pt >— Python script name of flexible radius plug-in

Value—
Default— flexRadius

<dynanmi c- r adi us- scri pt >— Python script name of local dynamic radius server

Value—
Default— dynRadius

Required Privilege L evel

system
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Usage

SAE Configuration Tag Elements

<confi guration>

<shar

ed>

<sae>
<confi guration>

<servi ce-activation>
<retry-tine>retry-tine</retry-tinme>
<retry-limt>retry-limt</retry-limt>
<activat e-on-nodification/>

</service-activation>

</ configuration>
</ sae>
</ shar ed>

</ confi

gurati on>

Release | nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure session reactivation behavior. If a service session fails unexpectedly, the SAE tries to start the session
again in the background. You can change how many times the SAE tries to activate the session and the interval

between these attempts. In most instances, the default values do not need to be changed.

Contents

<retry-time>— Time between attempts to activate a service session if activation fails or to
deactivate a service session if deactivation fails. This process takes place in the background.

Value— Number of seconds in the range -1-9223372036854775807; -1
indicates no limit
Default— 60

<retry-Ilimt>— Number of times the SAE tries to activate a service session if activation

fails or to deactivate a service session if deactivation fails. This process takes place in the
background. Limit number of times to retry service failed background activation.

Value— Integer in the range -1-2147483647; -1 indicates no limit
Default— -1

<acti vat e- on- nodi fi cat i on>—(Optional) When a service subscription is modified,
normally only services that are currently active are updated. If this flag is set, any activate-on-
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login service that is currently not active is automatically activated. This flag can be used to
force service activations that failed e.g. due to an invalid definition at activation time.

Required Privilege Level

system
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<service-schedule> (configuration/shar ed/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<servi ce- schedul e>
<years-in-future>years-in-future</years-in-future>
<year s-i n- past >year s-i n- past </ year s-i n- past >
</ servi ce- schedul e>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 1.0.0
Description

Configure parameters related to service schedules.
Contents

<year s-i n-f ut ur e>—(Optional) Amount of time in the future from the year that the SRC
system is started, that the scheduler can see.

Value— Integer in the range 1-100
Default— No value

<year s-i n- past >—(Optional) Amount of time in the past, from the year that the SRC
system is started, that the scheduler can see.

Value— Integer in the range 1-100
Default— No value

Required Privilege Level

system
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<session-job-manager > (configur ation/shar ed/sae/configur ation)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<sessi on-j ob- manager >
<nunber - of - t hr eads>nunber - of - t hr eads</ nunber - of - t hr eads>
</ sessi on-j ob- manager >
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure the number of threads used for session-related activity; for example, aggregate service keepalives, and
remote session monitoring.

Contents

<number - of - t hr eads>— Number of threads used for session-related activity.

Value— Integer in the range 1-1000
Default— 16

Required Privilege Level

system
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<subscriber-sessions> (configuration/shar ed/sae/configuration)

Usage

<confi guration>
<shar ed>
<sae>

<confi guration>
<subscri ber - sessi ons>

<assi gned-i p-idl e-ti neout >assi gned-i p-idl e-ti meout </ assi gned-i p-idl e-

ti meout >

<al | ow sane-i p-1 ogi n/ >
</ subscri ber-sessi ons>
</ configuration>

</ sae>
</ shar ed>
</ configuration>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure an idle timeout for sessions of assigned IP subscribers, and specify whether or not the SAE allows
multiple logins from the same IP address.

Contents

<assi gned-i p-idl e-ti meout >— Interval after which assigned IP subscriber sessions are
deactivated if no service session is active.

Value— Number of seconds in the range 0-2147483647
Default— 900

<al | ow same-i p- | ogi n>—(Optional) Enables or disables whether the SAE allows a login
from the same IP address without requiring that the previous session logs out first.

. If enabled, the SAE logs in the new subscriber session and automatically logs out the
previous session.

. If disabled, the SAE denies login requests if a subscriber session for an IP address is
active.

Default— Disabled
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Required Privilege L evel

system
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<time-based-policies> (configuration/shar ed/sae/configur ation)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<ti me- based- pol i ci es>
<action-threshol d>acti on-t hreshol d</acti on-t hreshol d>
<preparation-tinme>preparation-tinme</preparation-time>
<max- wor ker -t hr eads>max- wor ker - t hr eads</ max- wor ker -t hr eads>
</time-based-policies>
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure the action threshold and preparation time for all schedules. You cannot set these values for individual
schedules.

Contents

<act i on-t hr eshol d>— Maximum delay that the service allows for a time-related change to
occur.

Value— Number of milliseconds in the range 0-9223372036854775807.
The recommended range is 60000-300000 milliseconds
Default— 300000 (5 minutes)

<preparati on-ti me>— Preparation time allowed for a state transition. When you set the
preparation time, take into consideration system load and performance. Factors such as the
number of subscribers, the number of active services, the number of schedule services, the
speed of the processor on the system, as well as other conditions might affect the amount of
time to process all the scheduled actions at a specified scheduled time.

Value— Number of milliseconds in the range 0-9223372036854775807
Default— 300000 (5 minutes)

<max- wor ker - t hr eads>—(Optional) The maximum number of worker threads for service
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scheduling.

Value— Integer in the range 0-2147483647
Default—

Required Privilege Level

system
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<timeout-session-j ob-manager > (configur ation/shar ed/sae/
configuration)

Usage

<confi guration>
<shar ed>
<sae>
<confi guration>
<ti meout - sessi on-j ob- manager >
<nunber - of - t hr eads>nunber - of -t hr eads</ nunber - of -t hr eads>
</ ti meout - sessi on-j ob- nanager >
</ configuration>
</ sae>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 3.1.0
Description

Configure the number of threads used for timeout-session-related activity; for example, subscriber and service
session timeout, idle timeouts.

Contents

<nunber - of - t hr eads>— Number of threads used for timeout-session-related activity.

Value— Integer in the range 1-1000
Default— 16

Required Privilege L evel

system
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<rule> (configuration/shar ed/sae/dhcp-classifier)

Usage

<confi guration>

<shar ed>
<sae>
<dhcp-cl assifier>
<rul e>
<nane>nane</ nane> <! -- jdentifier -->
<target>target</target>
</rul e>
</ dhcp-cl assifier>
</ sae>
</ shar ed>

</ configuration>

Release | nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure a rule in a classifier script.

Contents

<nane>— Name of a classification script.

Value—Text

<t ar get >—(Optional) Result of the classification script that is returned to the SAE.

Value— The result depends on the type of classification script:

« Subscriber classification script-An LDAP query that uniquely
identifies a subscriber entry in the directory.
. DHCP classification script-DHCP profile.

Default— Not applicable

Required Privilege L evel

system
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<condition> (configuration/shared/sae/dhcp-classifier/rule)

Usage

<confi guration>

<shar ed>
<sae>
<dhcp-cl assifier>
<rul e>
<condi tion>
<nane>nane</ nane> <! -- jdentifier -->
</condition>
</rul e>
</ dhcp-cl assifier>
</ sae>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure match conditions used to find a target. You can configure multiple conditions for each classifier rule.

Contents

<name>— Match conditions used to find a target. For information about configuring match

conditions, see Classifying Interfaces and Subscribers with the SRC CLI in SRC PE Subscribers and
Subscriptions Guide.

Value—Text

Required Privilege L evel

system
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<script> (configur ation/shar ed/sae/dhcp-classifier/rule)

Usage

<confi guration>

<shar ed>
<sae>
<dhcp-cl assifier>
<rul e>
<scri pt>
<scri pt-val ue>scri pt-val ue</ scri pt - val ue>
<i ncl ude>i ncl ude</i ncl ude>
</script>
</rul e>
</ dhcp-cl assifier>
</ sae>
</ shar ed>

</ configuration>

Release | nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure a subscriber classifier. For more information about subscriber classifiers, see the SRC PE Subscribers
and Subscriptions Guide.

Contents

<scri pt - val ue>—(Optional) Script target. A script that can contain definitions of custom
functions that can be called during the matching process. The complete content of the script is
interpreted when the classifier is initially loaded. Because you can insert code into a script
target, you can use the classification script to perform various tasks.

Value— Script enclosed in quotation marks.
Default— No value

<i ncl ude>—(Optional) Name of an existing script to include in the script you are configuring.

Value— script-name
Default— No value

Required Privilege L evel

system
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<group> (configuration/shar ed/sae)

Usage

<confi guration>
<shar ed>
<sae>
<gr oup>
<nane>nane</ nane> <! -- jdentifier -->
</ gr oup>
</ sae>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure a group of SAE configuration properties.
Contents

<name>— Name of a shared SAE configuration.

Value— Text

Required Privilege L evel

system
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<rule> (configuration/shar ed/sae/subscriber-classifier)

Usage

<confi guration>

<shar ed>
<sae>
<subscri ber-cl assifier>
<rul e>
<nane>nane</ nane> <! -- jdentifier -->
<target>target</target>
</rul e>
</ subscri ber-cl assifier>
</ sae>
</ shar ed>

</ configuration>

Release | nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure a rule in a classifier script.

Contents

<nane>— Name of a classification script.

Value—Text

<t ar get >—(Optional) Result of the classification script that is returned to the SAE.

Value— The result depends on the type of classification script:

« Subscriber classification script-An LDAP query that uniquely
identifies a subscriber entry in the directory.
. DHCP classification script-DHCP profile.

Default— Not applicable

Required Privilege L evel

system
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<condition> (configur ation/shar ed/sae/subscriber-classifier/rule)

Usage

<confi guration>

<shar ed>
<sae>
<subscri ber-cl assifier>
<rul e>
<condi tion>
<nane>nane</ nane> <! -- jdentifier -->
</condition>
</rul e>
</ subscri ber-cl assifier>
</ sae>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure match conditions used to find a target. You can configure multiple conditions for each classifier rule.

Contents

<name>— Match conditions used to find a target. For information about configuring match

conditions, see Classifying Interfaces and Subscribers with the SRC CLI in SRC PE Subscribers and
Subscriptions Guide.

Value—Text

Required Privilege L evel

system
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<script> (configuration/shar ed/sae/subscriber-classifier/rule)

Usage

<confi guration>

<shar ed>
<sae>
<subscri ber-cl assifier>
<rul e>
<scri pt>
<scri pt-val ue>scri pt-val ue</ scri pt - val ue>
<i ncl ude>i ncl ude</i ncl ude>
</script>
</rul e>
</ subscri ber-cl assifier>
</ sae>
</ shar ed>

</ configuration>

Release | nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure a subscriber classifier. For more information about subscriber classifiers, see the SRC PE Subscribers
and Subscriptions Guide.

Contents

<scri pt - val ue>—(Optional) Script target. A script that can contain definitions of custom
functions that can be called during the matching process. The complete content of the script is
interpreted when the classifier is initially loaded. Because you can insert code into a script
target, you can use the classification script to perform various tasks.

Value— Script enclosed in quotation marks.
Default— No value

<i ncl ude>—(Optional) Name of an existing script to include in the script you are configuring.

Value— script-name
Default— No value

Required Privilege L evel

system
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<sae> (configuration/slot)

Usage

<confi guration>
<sl| ot >
<sae>
<base- dn>base- dn</ base- dn>
<real - portal -address>real -portal -address</real -portal - address>
<j ava-runti me- envi ronment >j ava-runti ne-envi ronnent </ j ava-runti ne-
envi ronnment >
<j ava- m n- heap- si ze>j ava- i n- heap- si ze</ j ava- m n- heap- si ze>
<j ava- heap- si ze>j ava- heap- si ze</j ava- heap- si ze>
<j ava- m n- new- si ze>j ava- m n- new- si ze</ j ava- m n- new si ze>
<j ava- new si ze>j ava- new- si ze</ j ava- new si ze>
<j ava- gar bage- col | ecti on- opti ons>j ava- gar bage- col | ecti on-opti ons</j ava-
gar bage-col | ecti on- opti ons>
<port-of fset>port-offset</port-offset>
<snnp- agent/ >
<shar ed>shar ed</ shar ed>
</ sae>
</ sl ot >
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure local properties for the SAE, including the base DN, interface the SAE uses to communicate with the
router, path to the JRE, Java heap size, Java garbage collection options, and port offset. The statement also
specifies the shared configuration object that holds the shared SAE configuration, and it enables or disables
SNMP.

Contents

<base- dn>— Distinguished name (DN) of the root directory for the SAE. You must set this
attribute if you use a directory-naming scheme different from the default.

Value— DN of the root directory for the SAE.
Default— o=umc

<real - portal - addr ess>— Interface on the SAE that the SAE uses for communication with
the router. If you clear this field, the interface is assumed to be the interface that was used to
connect the router driver to the SAE. If the SAE has multiple network interfaces, you must
specify the interfaces that are used to communicate with the router.
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Value— IP address of the interface
Default— One of the IP addresses configured on the host (except 127.0.0.1)

<j ava-runti me- envi ronnment >— Path to the Java runtime environment (JRE) The SRC
software requires a JRE that conforms to the Java 2 specification. The SRC software has been
tested with Sun's JRE. See the SRC Release Notes for information about which version of the

Sun JRE is distributed with the SRC software. We expect other JREs to work, but have not
verified whether they do.

Value— Absolute or relative directory path. This path is the default
installation path for the JRE that is distributed with the SRC software and
installed with the other SRC components.

Default— ../jre/bin/java

<j ava- m n- heap- si ze>— Minimum Java heap (memory) size available to the JRE.

Value— Number of bytes or add k for kilobytes, m for megabytes, or g for
gigabytes. For example, 896m. The value must be less or equal java-heap-
size.

Default— The default is set to 2¢g for C2000 and 4g for C4000.

<j ava- heap- si ze>— Maximum Java heap (memory) size available to the JRE.

Value— Number of bytes or add k for kilobytes, m for megabytes, or g for
gigabytes. For example, 896m. Change this value if you experience
problems caused by lack of memory. Set the value lower than the available
physical memory to avoid low performance caused by disk swapping. See
the documentation for the JRE for valid values.

Default— The value is calculated dynamically to 70% of the available real
memory.

<j ava- m n- new si ze>— Minimum Java new generation heap (memory) size available to
the JRE when the SAE starts.

Value— Integer in the range 0- < Java new size > . Specify the value in bytes
or add m for megabytes, k for kilobytes, or g for gigabytes. For example,
24m. See the documentation for the JRE for valid values.

Default— 256m

<j ava- new si ze>— Maximum Java new generation heap (memory) size available to the JRE
when the SAE starts.

Value— Integer in the range 0- < Java heap size > . Specify the value in bytes
or add m for megabytes, k for kilobytes, or g for gigabytes. For example,
24m. See the documentation for the JRE for valid values.
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Default— 1000m

<j ava- gar bage- col | ecti on- opti ons>— Garbage collection functionality of the Java
Virtual Machine.

Value— Options defined by the JVM

Default— -Xbatch -XX: + UseConcMarkSweepGC -XX:
CMSInitiatingOccupancyFraction = 80 -XX: + UseParNewGC -XX:
SurvivorRatio = 1 -XX:InitialTenuringThreshold = 8 -XX:
MaxTenuringThreshold = 10 -XX:TargetSurvivorRatio = 90 -XX:

+ UseCMSCompactAtFullCollection -XX:CMSFullGCsBeforeCompaction =0 -
XX: + CMSClassUnloadingEnabled -XX: + CMSParallelRemarkEnabled

<port - of f set >— Port offset for SAE instances. The offset is added to the OA port, RADIUS
socket, and administration HTTPS server ports.

Value— Integer in the range 0-65535. Set to 0 if you install multiple SAE
instances on the same host.
Default— 0

<snnp- agent >—(Optional) Enables the SAE to communicate with the SNMP agent.

<shar ed>— Shared configuration object that holds most of the SAE specific configuration.

Value— Name of the object in the format "/SAE/ < path > ". The < path > is
separated by / and can contain multiple levels. The effective configuration is
combined by all configuration objects in the path, with more specific
configuration in the lower levels of the path.

Default— /SAE/POP-ID;

Required Privilege L evel

system

427



SRC 4.1.x XML API Configuration Reference

<initial> (configuration/slot/sae)

Usage

<confi guration>
<sl ot >
<sae>
<initial>
<static-dn>static-dn</static-dn>
<dynam c- dn>dynanmi c- dn</ dynani c- dn>
</initial>
</ sae>
</slot>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure initial properties for SRC components.
Contents

<st at i c- dn>—(Optional) Location of administrator-defined configuration data in the

directory.
Value—Text
Default—ou = staticConfiguration,ou = Configuration,o = Management,
0=umc

<dynani c- dn>—(Optional) Location of programmatically-defined configuration data in the

directory.
Value—Text
Default—ou = dynamicConfiguration,ou = Configuration,o = Management,
0 =umc

Required Privilege Level

system
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<directory-connection> (configur ation/slot/sae/initial)

Usage

<confi guration>
<sl ot >
<sae>
<initial>
<di rect ory-connecti on>
<url>url </url>
<backup-ur | s>backup- url s</ backup-url s>
<pri nci pal >pri nci pal </ pri nci pal >
<credenti al s>credenti al s</credenti al s>
<pr ot ocol >pr ot ocol - choi ce</ pr ot ocol >
<ti meout >t i neout </ ti neout >

<check-i nt erval >check-i nt erval </ check-i nterval >
<bl acklist/>
<snnp- agent/ >
</ directory-connection>
</initial>
</ sae>
</sl ot >
</ configuration>

Description
Configure properties for the directory connection.
Contents
<ur | >—(Optional) URL that identifies the location of the primary directory server.

Value— URL
Default—Idap://127.0.0.1:389

<backup- ur| s>—(Optional) (Multivalue) URLs that identify the locations of backup directory
servers. Backup servers are used if the primary directory server is not accessible.

Value— List of URLs

<pri nci pal >— DN that the SRC component uses for authentication to access the directory.
Value— DN.

When you specify the DN, you can use <base > to indicate the base DN.
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<cr edent i al s>— Password with which the SRC component accesses the directory.

Value— Password

<pr ot ocol >—(Optional) Security protocol used to connect to the directory. If you do not
configure a security protocol, plain socket is used.

Value

. | daps— LDAPS which uses SSL.

<t i meout >—(Optional) Maximum amount of time during which the directory must respond
to a connection request.

Value—Integer in the range 1-2147483647 s
Default—10

<check-i nt er val >—(Optional) Time interval at which the directory monitoring system
verifies its connection to the directory. If the directory connection fails after this interval, the
directory monitoring system initiates a connection to another directory.

Value—Integer in the range 15-2147483647 s
Default—60

<bl ackl i st >—(Optional) Specifies whether the directory monitoring system prevents
connection to a directory if the directory fails to respond during 10 polling intervals.

Default—false

<snnp- agent >—(Optional) Specifies whether the SRC SNMP agent exports MIBs for this
directory connection.

Default—false

Required Privilege L evel

system
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<directory-eventing> (configuration/slot/sae/initial)

Usage

<confi guration>
<sl| ot >
<sae>
<initial>
<di rectory-eventing>
<eventing/ >
<si gnat ur e- dn>si gnat ur e- dn</ si gnat ur e- dn>
<pol l i ng-i nterval >pol I ing-interval </ polling-interval >
<event - base- dn>event - base- dn</ event - base- dn>
<di spat cher - pool - si ze>di spat cher - pool - si ze</ di spat cher - pool -si ze>
</directory-eventing>
</initial>
</ sae>
</ sl ot >
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Change configuration for directory eventing properties. In most cases, you can use the default configuration for
these properties.

Contents

<event i ng>—(Optional) Enable an SRC component to poll the directory for changes.

Default—true

<si gnat ur e- dn>—(Optional) DN of the directory entry that specifies the usedDirectory

attribute for the SRC CLI. The usedDirectory attribute identifies the vendor of the directory
server.

Value— DN
Default—o =umc

<pol | i ng-i nt er val >—(Optional) Interval at which an SRC component polls the directory
to check for directory changes.
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Value—Integer in the range 15-2147483647 s
Default—30

<event - base- dn>—(Optional) DN of an entry superior to the data associated with an SRC
component in the directory.

If you are storing non-SRC data in the directory, and that data changes frequently whereas the
SRC data does not, you may need to adjust the default value to improve performance. For
optimal performance, set the value to the DN of an entry superior to both the SRC data and the
changing non-SRC data.

Value— DN
Default—o =UMC

<di spat cher - pool - si ze>—(Optional) Number of directory change notifications that can
be sent simultaneously to the SRC component.

Value—Integer in the range 0-2147483647
Default—1

Required Privilege Level

system
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<object-adapter> (configur ation/slot/sael/java-orb)

Usage

<confi guration>
<sl ot >
<sae>
<j ava- or b>
<obj ect - adapt er >
<addr ess>addr ess</ addr ess>
</ obj ect - adapt er >
</java- or b>
</ sae>
</ sl ot >
</ configuration>

Release Information

Statement introduced in SRC-3.2.0 Release
Description

Object adapter internet address configuration
Contents

<addr ess>—(Optional) Object Adapter Internet Address: IP address on multi-homed host.

Value— IP address
Default— No value

Required Privilege L evel

system
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<radius> (configuration/dsot/sae)

Usage

<confi guration>
<sl ot >
<sae>
<r adi us>
<l ocal - addr ess>| ocal - addr ess</ | ocal - addr ess>
<l ocal - nas-i d>l ocal - nas-i d</| ocal - nas-i d>
</radi us>
</ sae>
</sl ot >
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure the local address that the SAE uses to communicate with RADIUS servers, the network access server
(NAS) ID that identifies the SAE when it sends RADIUS messages, and the real portal address that the SAE uses to
communicate with the router.

Contents

<l ocal - addr ess>— Local IP address on the SAE host used for communication with RADIUS
Servers.

Value— IP address; should be a unique NAS IP address.

In an installation in which the SAE is equipped with multiple network
interfaces, you must specify the interface that communicates with external
RADIUS servers. Typically, you must configure the RADIUS server to accept
requests from a client; use this IP address for the RADIUS client
configuration. Even if the RADIUS server is running on the same server as
the SAE, do not use 127.0.0.1 as the local address, because this address is
typically the loopback address for a server.

<l ocal - nas- i d>— String that identifies the SAE when it sends RADIUS authentication and
accounting messages.

Value— Text string that identifies the SAE. Typically, the string is the name
of the SAE host.
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Required Privilege Level

system
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Networ k Information Collector (NIC) Configuration Tag
Elements
The following table summarizes the tag elements in the SRC XML API for the network information collector (NIC).

The table lists the SRC CLI configuration statements that have corresponding SRC XML tag elements, and maps
each statement to its tag element. CLI commands are listed in alphabetical order.

CLI Configuration Statement Configuration Tag Element
shared nic scenario < scenario >
shared nic scenario name agents <agent>
shared nic scenario name agents name configuration consolidator < consolidator >
shared nic scenario name agents name configuration directory < directory >
shared nic scenario name agents name configuration properties < properties >
shared nic scenario name agents name configuration sae-client <sae-client>
shared nic scenario name agents name configuration sae-plug-in < sae-plug-in >
shared nic scenario name agents name configuration ssr-client < ssr-client>
shared nic scenario name agents name configuration xml <xml>
shared nic scenario name hosts < host>
shared nic scenario name hosts logger < logger >
shared nic scenario name hosts logger name file < file >
shared nic scenario name hosts logger name syslog <syslog >
shared nic scenario name hosts name configuration < configuration >
shared nic scenario name hosts name configuration logger <logger >
shared nic scenario name hosts name configuration logger name file <file>
shared nic scenario name hosts name configuration logger name syslog < syslog>
shared nic scenario name nic-locators < nic-locator-configuration >
shared nic scenario name nic-locators name resolution < resolution >
shared nic scenario name realms <realm>
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shared nic scenario name realms name configuration custom-resolver

classname <classname>

shared nic scenario name realms name configuration transitions < transitions >

shared nic scenario name realms name resolvers < resolvers >

shared nic scenario name realms name resolvers name configuration < configuration >

slot number network-publisher directory-connection < directory-connection >
slot number network-publisher logger < logger >

slot number network-publisher logger name file < file >

slot number network-publisher logger name syslog < syslog >

slot number network-publisher routers < routers >

slot number network-publisher routers authentication < authentication >
slot number network-publisher routers router < router >

slot number network-publisher routers router router-name authentication < authentication >
slot number network-publisher routers router router-name test-mode < test-mode >

slot number network-publisher routers test-mode < test-mode >

slot number network-publisher select <select>

slot number nic <nic>

slot number nic initial < initial >

slot number nic initial directory-connection < directory-connection >
slot number nic initial directory-eventing < directory-eventing >
slot number nic java-orb object-adapter < object-adapter >
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<scenario> (configuration/shar ed/nic)

Usage

<confi guration>

<shar ed>
<ni c>
<scenari o>
<nane>nane</ nane> <! -- jdentifier -->
</ scenari o>
</ ni c>
</ shar ed>

</ configuration>

Description

Configure a NIC configuration scenario to use. A configuration scenario defines the type of resolution to be
performed.

Contents

<namne>— Name of a NIC configuration scenario.

Value— Name of a configuration scenario that has been established for the
NIC.

Required Privilege Level

system
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<agent> (configuration/shar ed/nic/scenario)

Usage

<confi guration>
<shar ed>
<ni ¢>
<scenari o>
<agent s>
<agent >
<nane>nane</ nane> <! -- jdentifier -->
</ agent >
</ agent s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description
Configure a NIC agent in a NIC configuration scenario.
Contents
<name>— Name of a NIC agent in a configuration scenario.

Value—Text

Required Privilege L evel

system
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<consolidator> (configuration/shar ed/nic/scenario/agents/agent/
configuration)

Usage

<confi guration>
<shar ed>
<ni c>
<scenari o>
<agent s>
<agent >
<confi guration>
<consol i dat or >
<resol vers-list>resol vers-list</resolvers-|ist>
<roles-list>roles-list</roles-list>
<sour ce- agent >sour ce- agent </ sour ce- agent >
<agent - pr ocessor >agent - pr ocessor </ agent - pr ocessor >
<net wor k- dat a- t ypes>net wor k- dat a- t ypes</ net wor k- dat a-t ypes>
<publ i shi ngl nt er val >publ i shi ngl nt erval </ publ i shi ngl nt erval >
<event-|ife-expectancy>event-1life-expectancy</event-life-

expect ancy>
</ consol i dat or >
</ configuration>
</ agent >
</ agent s>
</ scenari 0>
</ ni c>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description

Configure properties for consolidator agents. When you use a configuration scenario, you typically change the
source-agent option.

Before you change the value of this statement or the value of any of the options for this statement, contact Juniper
Networks Professional Services or Juniper Networks Customer Support.

Contents

<resol vers-1|i st >—(Optional) Names of NIC resolvers to which this agent sends events. If
you do not define a list of NIC resolvers, you must define a list of roles.

Value— List of paths to NIC resolvers; paths are relative to the static
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configuration object. Separate resolvers with commas.
Default— No value

<rol es-1i st >—(Optional) Names of NIC roles to which this agent sends events. All resolvers

that participate in a role receive events.

If you do not define the names of the NIC roles, you must define a list of resolvers.

Value— Names of NIC roles in the formatr eal mNane : r ol eNane .Use

commas to separate one role from another in the list.
Default— No value

<sour ce- agent >— Path to the agent for which this consolidator agent publishes data.

Value— Text

Example—/agents/InterfaceldInterface

Default— No value

<agent - pr ocessor >— Name of the Java class that the NIC agent uses to generate the data

value object.

Value— Path to Java class
Default— No value

<net wor k- dat a- t ypes>— Data types that the agent publishes.

For more information, see the documentation for the NIC resolution process.

If the agent publishes mappings, specify two data types in the formatkey ,val ue .Use
commas to separate entries.

Value— Data type in the format key orkey ,val ue ,where

. key —Name of data key
. val ue — Name of data value

Example—IpPool, Interfaceld

Default— No value
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<publ i shi ngl nt er val >—(Optional) Interval at which the NIC agent sends updates to the
NIC resolvers.

Value— Number of seconds in the range 0-2147483647
Default—60

<event -1 i fe-expect ancy>—(Optional) Length of time that data is valid after the NIC
proxy receives data associated with events published by this agent.

Value— Number of seconds in the range 0-4294967295

. 0—Data does not expire
« Other values—Actual life expectancy of data

Default—0

Required Privilege Level

system
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<directory> (configuration/shar ed/nic/scenario/agents/agent/

configuration

Usage

<confi guration>

<shar ed>
<ni ¢>

<scenari o>

<agent s>

<agent >

<conf

<di

processor >
attribute-process

mappi ng-attribute

url s>

expect ancy>

connection-i d>

</d

)

i guration>

rectory>

<pri nci pal >pri nci pal </ pri nci pal >

<credenti al s>credenti al s</credenti al s>
<key-attribute-processor>key-attribute-processor</key-attribute-

<val ue-attri bute-processor>val ue-attri but e-processor</val ue-

or>

<mappi ng-attri but e- processor >nmappi ng-attri but e- processor </

- processor >

<publ i shi ng-i nt erval >publ i shi ng-i nterval </ publi shi ng-interval >
<resol vers-list>resolvers-list</resolvers-list>
<roles-list>oles-list</roles-list>

<sear ch- base>sear ch- base</ sear ch- base>

<search-filter>search-filter</search-filter>
<sear ch- scope>sear ch- scope- choi ce</ sear ch- scope>

<server-url >server-url </server-url >
<di rect ory-backup-url s>di rect ory-backup-url s</directory-backup-

<key-attri but e-nane>key-attri but e- nane</ key-attri bute-nanme>

<val ue- attri but e- name>val ue- attri but e- name</ val ue-attri but e- nane>
<net wor k- dat a- t ypes>net wor k- dat a- t ypes</ net wor k- dat a-t ypes>
<event-|ife-expectancy>event-|ife-expectancy</event-life-

<enabl e-di rectory-eventing/ >
<di rect ory-connecti on-i d>di rectory-connection-id</directory-

<snnp- agent/ >

<share-directory-connection/>

<pol li ng-interval >pol ling-interval </ polling-interval >
<retry-interval >retry-interval </retry-interval >
irectory>

</ configuration>

</ agent
</ agent s>
</ scenari o>
</ nic>
</ shar ed>
</ configuration>
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Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure properties for directory agents. When you use a configuration scenario provided in the SRC software,
you typically change only the following options:

. search-base

. search-filter

. search-scope

. server-url

. aut henticati on-dn
. passwor d

Contents

<pri nci pal >— DN that the NIC agent uses for authentication to access the directory.

Value— DN, base

Example—cn=nic,ou=Components,0=0Operators, base

Default— cn = nic, ou = Components, o = Operators, < base >

<cr edent i al s>— Password with which the NIC agent accesses the directory.

Value— password
Default— nic

<key-attri but e- processor >—(Optional) Java class that the NIC agent uses to generate
the network data object named key.

The object includes a list of attributes from the directory. If no class is specified, there can be
only one key attribute (in the key.attrNames property).

This value is ignored if a mapping processor is specified.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Path to Java class
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Example—net.juniper.smgt.gateway.nic.agent.dir. DnAttributeProcessor

Default— No value

<val ue-attri but e- pr ocessor >—(Optional) Name of the Java class that the NIC agent
uses to generate the data value object. Specify only if the agent publishes mappings.

If no class is specified, there can be only one value attribute (in the value.attrNames property).

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Path to Java class
Default— No value

<mappi ng- attri but e- pr ocessor >—(Optional) Name of the Java class that the NIC agent

uses to process the key object and the value object, and to produce the mapping object
DataPair. If no class is specified, NIC uses the key and value attribute processors.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Path to Java class
Default— No value

<publ i shi ng-i nt er val >—(Optional) Interval at which the NIC agent sends updates to the
NIC resolvers.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Number of seconds in the range 0-2147483647
Default— 60

<resol vers-|i st >—(Optional) Names of NIC resolvers to which this agent sends events. If
you do not define a list of the NIC resolvers, you must define a list of roles.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— List of paths to NIC resolvers; paths are relative to the static
configuration object. Separate resolvers with commas.
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Example—/realms/ip/B1, [realms/sharedIp/B1,/realms/login/D1

Default— No value

<r ol es- i st >—(Optional) Names of NIC roles to which this agent sends events. All resolvers

that participate in a role receive events. If you do not define the names of the NIC roles, you
must define a list of resolvers.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Names of NIC roles in the formatr eal nNane: r ol eNane. Use

commas to separate one role from another in the list.
Default— No value

<sear ch- base>— DN of the location in the directory from which the agent should read
information.

Value— DN, base
Default— No value

<search-filter>—(Optional) Directory search filter that the agent should use.

Value— LDAP search filter
Default— No value

<sear ch- scope>—(Optional) Location in the directory relative to the base DN from which
the NIC agent can retrieve information.

Value— One of the following options:

. 0—Object; entry specified in the Search Base field only

. 1—One level; entry specified in the Search Base field and objects
that are subordinate by one level

. 2—Subtree of entry specified in the Search Base field

Default— sub-tree

<server - ur | >— URL that identifies the location of the primary directory server to which this
NIC agent connects.

Value— Location of the directory that stores configuration information in
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URL string format protocol:// host : port Nunber where:

. protocol —ldap orldaps
. host —IP address or name of directory host
. port Number —Number of TCP/IP port

Example—Ildap://127.0.0.1:389/

Default— No value

<di r ect ory- backup- ur | s>—(Optional) URLs that identify the locations of backup
directory servers. Backup servers are used if the primary directory server is not accessible.

Value— URLs of redundant directories separated by semicolons.

Example—Ildap://127.0.0.1:389/

Default— No value

<key-attri but e- name>— Name of the directory attribute that the NIC agent uses for the

network data object called key. You can define these attribute names if you use a customized
key attribute processor.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Name of one or more attributes in the directory. Use commas to
separate attribute names.

Example—virtualRouterName

Default— No value

<val ue-at tri but e- name>—(Optional) Directory attribute that the NIC agent uses for the
network data object called value. Specify only if the agent publishes mappings.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Name of an attribute in the directory.

Example—Saeld
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Default— No value

<net wor k- dat a- t ypes>— Names of the data types that this NIC agent publishes.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Data type in the form key, val ue. Ifthere is more than one data
type, separate entries with commas.

Example

. Agent to publish IP pools—networkDataTypes = I[pPool
. Agent is to publish mappings between IP pools and VRs—
networkDataTypes = IpPool, Vr

Default— No value

<event -1 i f e- expect ancy>—(Optional) Length of time that data is valid after the NIC
proxy receives data associated with events published by this agent.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Number of seconds in the range 0-4294967295

« 0—Data does not expire
. Other values—Actual life expectancy of data

Default— 0

<enabl e- di rect ory- event i ng>—(Optional) Specifies whether NIC polls the directory for
changes.

Value— One of the following:

. true—Enable polling.
. false—Disable polling

Default—true
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<di rect ory-connecti on-i d>— Name for directory connection in SNMP agent view.

Value— ID for connection manager.

Example—DIRAGENT_POOL_VR

Default— No value

<snnp- agent >—(Optional) Enable the SDX SNMP agent to export MIBs for this directory
connection.

<shar e-di rect ory- connect i on>—(Optional) Enable DES listeners of NIC agents to share
a connection to the directory.

Do not change this value unless instructed to do so by Juniper Networks.

<pol | i ng-i nt er val >— Time interval at which the SRC component polls the directory.

Value—Integer in the range 30-2147483647
Default— 30

<retry-interval >— Length of time that the directory monitoring system waits to initiate a
directory connection after an unsuccessful attempt to connect to the directory.

Value—Integer in the range -2147483648-2147483647 s
Default— No value

Required Privilege L evel

system
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<properties> (configur ation/shar ed/nic/scenario/agents/agent/
configuration)

Usage

<confi guration>
<shar ed>
<ni ¢>
<scenari o>
<agent s>
<agent >
<confi guration>
<properties>
<resol vers-list>resolvers-list</resolvers-list>
<roles-list>roles-list</roles-list>
<dat a- sour ces>dat a- sour ces</ dat a- sour ces>
<net wor k- dat a- t ypes>net wor k- dat a-t ypes</ net wor k- dat a-t ypes>
<publ i shi ng-i nt erval >publ i shi ng-interval </ publ i shi ng-interval >
<event-|ife-expectancy>event-1life-expectancy</event-life-
expect ancy>
<reverse-val ues/ >
</ properties>
</ configuration>
</ agent >
</ agent s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 1.0.0
Description

Configure properties agents. A properties agent retrieves information from one or more specified property files
and makes event information based on the information in the file available to the NIC.

Although a properties agent may be used by an SRC application, typically you do not need to configure it. Before
you change the value of this statement or the value of any of the options for this statement, contact Juniper
Networks Professional Services or Juniper Networks Customer Support.

Contents

<resol vers-|i st >—(Optional) Names of NIC resolvers to which this agent sends events. If
you do not define a list of the NIC resolvers, you must define a list of roles.
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Value— List of paths to NIC resolvers; paths are relative to the static
configuration object. Separate resolvers with commas.
Default— No value

<rol es-1i st >—(Optional) Names of NIC roles to which this agent sends events. All resolvers
that participate in a role receive events.

If you do not define the names of the NIC roles, you must define a list of resolvers.

Value— Names of NIC roles in the formatr eal mNane : r ol eNane .Use

commas to separate one role from another in the list.
Default— No value

<dat a- sour ces>— List of URIs or filenames of property files that provides information
about NIC events to the NIC system. You must provide at least one URI or filename.

At this time, the only supported format for the data source is a property file.

Value— URIs or filenames separated by commas
Default— No value

<net wor k- dat a- t ypes>— Data types that the agent publishes.

For more information, see the documentation for the NIC resolution process.

If the agent publishes mappings, specify two data types in the formatkey ,val ue .Use
commas to separate entries.

Value— Data type in the formatkey orkey ,val ue ,where

. key —Name of data key
. val ue — Name of data value

Example—IpPool, Interfaceld

Default— No value

<publ i shi ng-i nt er val >—(Optional) Interval at which the NIC agent sends updates to the
NIC resolvers.

Value— Number of seconds in the range 0-2147483647
Default—60
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<event -1 i f e- expect ancy>—(Optional) Length of time that data is valid after the NIC
proxy receives data associated with events published by this agent.

Value— Number of seconds in the range 0-4294967295

« 0—Data does not expire
. Other values—Actual life expectancy of data

Default—0

<r ever se- val ues>—(Optional) Specifies whether a property name is made available as a
NIC key or a NIC value. If enabled, properties are published as keys.

Required Privilege L evel

system
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<sae-client> (configuration/shar ed/nic/scenario/agents/agent/
configuration)

Usage

<confi guration>

<shar ed>
<ni ¢>
<scenari o>
<agent s>
<agent >
<confi guration>
<sae-client>
<pri nci pal >pri nci pal </ pri nci pal >
<credential s>credenti al s</credenti al s>
<subscri ber-id>subscri ber-id-choi ce</subscri ber-i d>
<sae- connecti on-t hreads>sae- connecti on-t hreads</ sae- connecti on-
t hr eads>
<sae-retry-interval >sae-retry-interval </sae-retry-interval >
<resol vers-list>resol vers-list</resolvers-list>
<roles-list>roles-list</roles-list>
<sear ch- base>sear ch- base</ search- base>
<search-filter>search-filter</search-filter>
<sear ch-scope>sear ch- scope- choi ce</ search- scope>
<server-url >server-url </server-url>
<di rect ory-backup-url s>di rect ory-backup-url s</di rectory-backup-
url s>

<key-attri but e-nane>key-attri but e- nane</ key-attri but e-nane>

<val ue-attri but e- nanme>val ue- attri but e- nanme</ val ue-attri but e- nane>
<net wor k- dat a- t ypes>net wor k- dat a- t ypes</ net wor k- dat a-t ypes>
<event-|ife-expectancy>event-1ife-expectancy</event-life-

expect ancy>
<enabl e-di rectory-eventi ng/ >

<di rectory-connecti on-i d>di rectory-connection-id</directory-
connecti on-i d>
<snnp- agent />
<share-di rectory-connection/>
<pol l'i ng-interval >pol i ng-interval </polling-interval >
<retry-interval >retry-interval </retry-interval >
</sae-client>
</ configuration>
</ agent >
</ agent s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release I nformation
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Statement introduced in SRC Release 1.0.0

Description

Configure properties for SAE client agents. When you use a configuration scenario provided in the SRC software,
you typically change only the following options:

. search-base

. search-filter

. search-scope

. server-url

. backup-servers-url
. princi pal

. credentials

Contents

<pri nci pal >— DN that the NIC agent uses for authentication to access the directory.

Value— DN, base

Example—cn=umcadmin, base

Default— cn = umcadmin, < base >

<credent i al s>— Password with which the NIC agent accesses the directory.

Value— passwor d
Default—admini123

<subscri ber - i d>— The SAE subscriber type. The NIC passes subscriber ID of the specified

type to the SAE external interface of active SAEs to determine which SAE has a user session for
the subscriber.

Value— One of the following options:

. user-ip-address —Subscriber'sIP address

. dn —DN that identifies the subscriber in the directory

. | ogi n-name —Login name that identifies the subscriber

. interface-name —Name of the interface through which the

subscriber traffic passes
. primary-user-name —User name that identifies the subscriber
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Default— No value

<sae- connecti on-t hr eads>—(Optional) Size of the thread pool for contacting SAEs

during resolution. These threads are shared among all resolution requests and are spanned in
parallel one thread per SAE per resolution request. You may want to set this value higher than
the default if you have multiple SAEs in your network and a high resolution rate.

Value— Number of threads
Default— 5

<sae-retry-interval >—(Optional) Min. length of time that the agent waits before it sends
aresolution request to a particular SAE after an unsuccessful attempt to contact it.

Value— Retry interval in seconds
Default— 30

<resol vers-1|i st >—(Optional) Names of NIC resolvers to which this agent sends events. If
you do not define a list of the NIC resolvers, you must define a list of roles.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— List of paths to NIC resolvers; paths are relative to the static
configuration object. Separate resolvers with commas.

Example—/realms/ip/B1, [realms/sharedIp/B1,/realms/login/D1

Default— No value

<rol es-Ii st >—(Optional) Names of NIC roles to which this agent sends events. All resolvers
that participate in a role receive events. If you do not define the names of the NIC roles, you
must define a list of resolvers.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Names of NIC roles in the formatr eal mNane: r ol eNane. Use
commas to separate one role from another in the list.
Default— No value

<sear ch- base>— DN of the location in the directory from which the agent should read
information.
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Value— DN, base
Default— No value

<sear ch-filt er >—(Optional) Directory search filter that the agent should use.

Value— LDAP search filter
Default— No value

<sear ch- scope>—(Optional) Location in the directory relative to the base DN from which
the NIC agent can retrieve information.

Value— One of the following options:

. 0—Obiject; entry specified in the Search Base field only

. 1—One level; entry specified in the Search Base field and objects
that are subordinate by one level

. 2—Subtree of entry specified in the Search Base field

Default— sub-tree

<server - ur | >— URL that identifies the location of the primary directory server to which this
NIC agent connects.

Value— Location of the directory that stores configuration information in
URL string format protocol:// host : port Nunber where:

. protocol —ldap orldaps
. host —IP address or name of directory host
. port Number —Number of TCP/IP port

Example—Ildap://127.0.0.1:389/

Default— No value

<di r ect ory- backup- ur| s>—(Optional) URLs that identify the locations of backup
directory servers. Backup servers are used if the primary directory server is not accessible.

Value— URLs of redundant directories separated by semicolons.

Example—Ildap://127.0.0.1:389/

Default— No value
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<key-attri but e- name>— Name of the directory attribute that the NIC agent uses for the

network data object called key. You can define these attribute names if you use a customized
key attribute processor.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Name of one or more attributes in the directory. Use commas to
separate attribute names.

Example—virtualRouterName

Default— No value

<val ue- att ri but e- name>—(Optional) Directory attribute that the NIC agent uses for the
network data object called value. Specify only if the agent publishes mappings.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Name of an attribute in the directory.

Example—Saeld

Default— No value

<net wor k- dat a- t ypes>— Names of the data types that this NIC agent publishes.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Data type in the form key, val ue. Ifthere is more than one data
type, separate entries with commas.

Example

. Agent to publish IP pools—networkDataTypes = I[pPool
. Agent is to publish mappings between IP pools and VRs—
networkDataTypes = IpPool, Vr

Default— No value
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<event -1 i f e- expect ancy>—(Optional) Length of time that data is valid after the NIC

proxy receives data associated with events published by this agent.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Number of seconds in the range 0-4294967295

« 0—Data does not expire
. Other values—Actual life expectancy of data

Default— 0

<enabl e- di rect ory- event i ng>—(Optional) Specifies whether NIC polls the directory for
changes.

Value— One of the following:

. true—Enable polling.
. false—Disable polling

Default—true

<di rect ory-connect i on-i d>— Name for directory connection in SNMP agent view.

Value— ID for connection manager.

Example—DIRAGENT_POOL_VR

Default— No value

<snnp- agent >—(Optional) Enable the SDX SNMP agent to export MIBs for this directory
connection.

<shar e-di rect ory- connect i on>—(Optional) Enable DES listeners of NIC agents to share
a connection to the directory.

Do not change this value unless instructed to do so by Juniper Networks.
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<pol | i ng-i nt er val >— Time interval at which the SRC component polls the directory.

Value—Integer in the range 30-2147483647
Default— 30

<retry-interval >— Length of time that the directory monitoring system waits to initiate a
directory connection after an unsuccessful attempt to connect to the directory.

Value—Integer in the range -2147483648-2147483647 s
Default— No value

Required Privilege L evel

system
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<sae-plug-in> (configur ation/shar ed/nic/scenario/agents/agent/
configuration)

Usage

<confi guration>

<shar ed>
<ni c>
<scenari o>
<agent s>
<agent >
<confi guration>
<sae- pl ug-in>
<resol vers-list>resolvers-list</resolvers-list>
<pl ug-i n-event -t ype>pl ug-i n-event -t ype-choi ce</ pl ug-i n-event -
type>

<key-attri bute-nane>key-attribut e-nane</key-attribute-nanme>
<key-attribute-processor>key-attribute-processor</key-attribute-

processor >
<val ue- attri but e- nane>val ue-attri but e- nane</ val ue-attri but e- nane>

<val ue-attribut e-processor>val ue-attri bute-processor</val ue-

attri bute-processor>
<nam ng- cont ext >nani ng- cont ext </ nan ng- cont ext >

<event-filter>event-filter</event-filter>
<share-t he-event-system >

<nunber - of - event s>nunber - of - event s</ nunber - of - event s>
<net wor k- dat a- t ypes>net wor k- dat a- t ypes</ net wor k- dat a-t ypes>
<event-|ife-expectancy>event-1life-expectancy</event-life-

expect ancy>
</ sae-pl ug-in>
</ configuration>
</ agent >
</ agent s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release | nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure properties for SAE plug-in agents. When you use a configuration scenario provided in the SRC
software, you typically change only the following options:

.event-filter
. nunber - of - event s
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Contents

462

<resol vers-1|i st >—(Optional) Names of NIC resolvers to which this agent sends events. If
you do not define a list of the NIC resolvers, you must define a list of roles.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— List of paths to NIC resolvers; paths are relative to the static
configuration object. Separate resolvers with commas.

Example—/realms/dB/E1

Default— No value

<pl ug-i n- event - t ype>—(Optional) Types of plug-in events that the agent supports.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— One of the following:

. User—Agent supports user-tracking plug-in events.
. Interface—Agent supports interface-tracking plug-in events.

Default—User

<key-att ri but e- name>— Names of the plug-in attributes that provide information for the
data key. You can define these attribute names if you use a customized key attribute processor.

The list can contain one or more plug-in attributes. If the format of the single plug-in attribute
is not a string or you specify multiple plug-in attributes, the agent passes the data to the key
processor to construct the data value in string format. In this case, you must specify the
processor in the Key Attribute Processor field.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Name of one or more attributes in the directory. Use commas to
separate attribute names.

Example—PA_USER_DN,PA_ROUTER_NAME
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Default— No value

<key-attri but e- processor >—(Optional) Name of the Java class that the agent uses to
generate the data key object. If no class is specified, there can be only one key event attribute.

Configure a key attribute processor if the agent acquires for the key value either a single plug-in
attribute that is not in string format or multiple plug-in attributes.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Path to Java class

Example—net.juniper.smgt.gateway.nic.agent. saeplugin.
InterfaceldProcessor

Default— No value

<val ue-attri but e- name>— List of plug-in attributes that provide information for the data
value.

The list can contain one or more plug-in attributes. If the format of the single plug-in attribute
is not a string or you specify multiple plug-in attributes, the agent passes the data to the value
processor to construct the data value in string format. In this case, you must specify the
processor for the value attribute processor option.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— List of comma-separated plug-in attributes.

Example—PA_USER_DN, PA_ROUTER_NAME

Default— No value

<val ue-attri but e- processor >—(Optional) Name of the Java class that the agent uses to

generate the data value object. If no class is specified, there can be only one value event
attribute.

Configure a value attribute processor if the agent acquires for the data value either a single plug-
in attribute that is not in string format or multiple plug-in attributes.

Before you change the value of this option, contact Juniper Networks Professional Services or
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Juniper Networks Customer Support.
Value— Path to Java class

Example—net.juniper.smgt.gateway.nic.agent. saeplugin.InterfaceProcessor

Default— No value

<nami ng- cont ext >— CORBA naming context in which the agent publishes references.

If you configure event sharing for multiple SAE plug-in agents, this setting must be identical for
all those agents.

The incoming interface is bound under the specified context with the name saePort. The
mirror interface has the name mirrorPort.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— String that must match the context name in the objectref property
for this SAE plug-in. For more information, see the documentation for the
NIC resolution process.

Example—nicsaetestDNOttawa

This example matches the context name of the following objectref property:
corbaname::10.10.10.10:900/NameService#nicsaetestDNOttawa/saePort

In this property:

. 10.10.10.10—Address of the machine running the CORBA naming
server

« 900—TCPI/IP port

. saePort—Name of plug-in (in this case, the agent eventing system)

Default— No value

<event - fil t er >— LDAP filter that restricts the events that the agent collects.

Value—plugi nAttribute =attributeVal ue

where
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. plugi nAttri bute — Plug-in attribute name
. attributeVval ue — Vvalue of filter

Example—PA_USER_TYPE = INTF

Default— No value

<shar e-t he- event - syst enr—(Optional) Enable an agent to share the event system with

other agents in the same host. If you configure event sharing for multiple SAE plug-in agents,
this setting must be identical for all those agents.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

<nunber - of - event s>—(Optional) Number of events that the SAE sends to the agent at one
time during state synchronization. This value is used if state synchronization is enabled.

Value— Integer in the range 1-2147483647
Default—50

<net wor k- dat a- t ypes>— Data types that the agent publishes.

For more information, see the documentation for the NIC resolution process.

If the agent publishes mappings, specify two data types in the format key, val ue .Use
commas to separate entries.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Data type in the formatkey orkey ,val ue ,where

. key —Name of data key
. val ue — Name of data value

Example—Dn, Vr

Default— No value

<event -1 i f e- expect ancy>—(Optional) Length of time that data is valid after the NIC
proxy receives data associated with events published by this agent.
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Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Number of seconds in the range 0-4294967295

« 0—Data does not expire
« Other values—Actual life expectancy of data

Default— 0

Required Privilege L evel

system
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<ssr-client> (configuration/shar ed/nic/scenario/agents/agent/
configuration)

Usage

<confi guration>
<shar ed>
<ni c>
<scenari o>
<agent s>
<agent >
<confi guration>
<ssr-client>
<resol vers-list>resolvers-list</resolvers-list>
<roles-list>roles-list</roles-list>
<key-attri but e-nane>key-attri but e- nane</ key-attri bute-nanme>
<val ue-attri but e- name>val ue- attri but e- nanme</ val ue-attri but e- nane>
<net wor k- dat a- t ypes>net wor k- dat a- t ypes</ net wor k- dat a-t ypes>
<key-attribute-processor>key-attribute-processor</key-attribute-

processor >
<val ue-attri but e-processor>val ue-attribute-processor</val ue-
attri bute-processor>
<event-|ife-expectancy>event-1life-expectancy</event-life-
expect ancy>
</ssr-client>
</ configuration>
</ agent >
</ agent s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure SSR client agents. An SSR agent retrieves information from an SSR server and makes event information
based on the read information available to the NIC.

Although a properties agent may be used by an SRC application, typically you do not need to configure it. Before
you change the value of this statement or the value of any of the options for this statement, contact Juniper
Networks Professional Services or Juniper Networks Customer Support.

Contents
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<resol vers-1|i st >—(Optional) Names of NIC resolvers to which this agent sends events. If
you do not define a list of the NIC resolvers, you must define a list of roles.

Value— List of paths to NIC resolvers; paths are relative to the static
configuration object. Separate resolvers with commas.
Default— No value

<r ol es- i st >—(Optional) Names of NIC roles to which this agent sends events. All resolvers
that participate in a role receive events.

If you do not define the names of the NIC roles, you must define a list of resolvers.

Value— Names of NIC roles in the formatr eal nNane : rol eNanme .Use

commas to separate one role from another in the list.
Default— No value

<key- attri but e- name>— Name of the SSR attribute that the NIC agent uses for the

network data object called key. You can define these attribute names if you use a customized
key attribute processor.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Name of one or more attributes in the directory. Use commas to
separate attribute names.

Example—virtualRouterName

Default— No value

<val ue- attri but e- name>—(Optional) Directory attribute that the NIC agent uses for the
network data object called value. Specify only if the agent publishes mappings.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Name of an attribute in the directory.

Example—Saeld

Default— No value

<net wor k- dat a- t ypes>— Names of the data types that this NIC agent publishes.
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Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Data type in the form key, val ue. Ifthere is more than one data
type, separate entries with commas.

Example

« Agent to publish IP pools—networkDataTypes = IpPool
. Agent is to publish mappings between IP pools and VRs—
networkDataTypes = IpPool, Vr

Default— No value

<key-attri bute- processor>—(Optional) Java class that the NIC agent uses to generate
the network data object named key.

The object includes a list of attributes from the directory. If no class is specified, there can be
only one key attribute (in the key.attrNames property).

This value is ignored if a mapping processor is specified.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Path to Java class

Example—net.juniper.smgt.gateway.nic.agent.dir. DnAttributeProcessor

Default— No value

<val ue-attri but e- processor >—(Optional) Name of the Java class that the NIC agent
uses to generate the data value object. Specify only if the agent publishes mappings.

If no class is specified, there can be only one value attribute (in the value.attrNames property).

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Path to Java class
Default— No value
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<event -1 i f e- expect ancy>—(Optional) Length of time that data is valid after the NIC
proxy receives data associated with events published by this agent.

Before you change the value of this option, contact Juniper Networks Professional Services or
Juniper Networks Customer Support.

Value— Number of seconds in the range 0-4294967295

« 0—Data does not expire
. Other values—Actual life expectancy of data

Default— 0

Required Privilege L evel

system
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<xml> (configuration/shar ed/nic/scenario/agents/agent/
configuration)

Usage

<confi guration>
<shar ed>
<ni c>
<scenari o>
<agent s>
<agent >
<confi guration>
<xm >
<resol vers-list>resol vers-list</resolvers-|ist>
<roles-list>roles-list</roles-list>
<dat a- sour ce>dat a- sour ce</ dat a- sour ce>
<sear ch- base>sear ch- base</ sear ch- base>
<search-filter>search-filter</search-filter>
<sear ch-scope>sear ch- scope- choi ce</ search- scope>
<mappi ng-fil e>mappi ng-fil e</ mappi ng-fil e>
<r oot - t ag- nanme>r oot -t ag- nanme</ r oot - t ag- nane>
<key-attri but e-nane>key-attribut e-nane</key-attri bute-nane>
<key-attribute-processor>key-attribute-processor</key-attribute-
processor >
<val ue-attri but e- name>val ue- attri but e- nane</ val ue-attri but e- nane>
<val ue-attri but e-processor>val ue-attri bute-processor</val ue-
attri bute-processor>
<net wor k- dat a- t ypes>net wor k- dat a- t ypes</ net wor k- dat a-t ypes>
<publ i shi ng-i nt erval >publ i shi ng-i nterval </ publi shi ng-interval >
<event-|ife-expectancy>event-1life-expectancy</event-life-

expect ancy>
<enabl e- eventi ng/ >
</ xm >
</ configuration>

</ agent >

</ agent s>

</ scenari 0>
</ ni c>
</ shar ed>

</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure an XML agent. An XML agent retrieves information from a specified XML document and makes
information available to the NIC based on specified tags in the file. An XML agent provides information about one
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type of data or mappings.

Although an XML agent may be used by an SRC application, typically you do not need to configure it. Before you
change the value of this statement or the value of any of the options for this statement, contact Juniper Networks
Professional Services or Juniper Networks Customer Support.

Contents

<resol vers-|i st >—(Optional) Names of NIC resolvers to which this agent sends events. If
you do not define a list of the NIC resolvers, you must define a list of roles.

Value— List of paths to NIC resolvers; paths are relative to the static
configuration object. Separate resolvers with commas.
Default— No value

<r ol es- i st >—(Optional) Names of NIC roles to which this agent sends events. All resolvers
that participate in a role receive events.

If you do not define the names of the NIC roles, you must define a list of resolvers.

Value— Names of NIC roles in the formatr eal nName : rol eNane .Use

commas to separate one role from another in the list.
Default— No value

<dat a- sour ce>— URI of the XML document that provides information about NIC events to
the NIC system. You must provide a URI for the XML document.

At this time, the only supported schema is a file.

Value— URI
Default— No value

<sear ch- base>—(Optional) Root XML element in the specified XML document at which the

agent starts to search the XML document. If you do not specify an element for the search base,
the agent starts searching at the top of the file.

Value— XML element
Default— No value

<search-filter>—(Optional) Search filter that the agent uses to read entries in an XML
document.

Value— Search filter syntax defined in RFC 2254— The String
Representation of LDAP Search Filters (December 1997)
Default— No value
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<sear ch- scope>—(Optional) Level at which the agent searches the XML document.

Value— Search level:

. Object—Searches the object defined by the search base entry.

. One level—Specifies objects at the same level as the object defined
by the search base entry.

« Subtree—Searches objects subordinate to the object defined by the
search base entry.

Default— No value

<mappi ng- f i | e>—(Optional) Name of the property file that maps XML tag names to

corresponding Java class names. Enter a value if the XML document does not conform to the
SDX XML schema.

Value— Filename
Default— No value

<r oot - t ag- nane>—(Optional) Tag name of the root XML element in the data source. Enter a
value if the XML document does not follow the SDX XML schema.

Value— Tag name
Default— No value

<key-attri but e- name>— List of XML attribute names to be used in constructing the key
network data object for a custom processor.

Value—Text

<key-attri but e- processor >—(Optional) The name of the Java class for processing the
key object.

If specified, it will be used to produce the key network data object by using the list of attributes
read from the directory. If no class is specified, there must be only one key LDAP attribute (in
the key.attrNames property), and the attribute value must be in the proper format expected by
the data type.

Value—Text

<val ue-attri but e- name>—(Optional) List of LDAP attribute names to be used in

constructing a value for the network data object. Specified attribute names if the agent
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publishes mappings or if you use a custom processor.

Value— List of attribute names. Use commas to separate entries.

<val ue-attri but e- pr ocessor >—(Optional) The name of the Java class for processing the
value object.

If specified, it will be used to produce the value network data object by using the list of
attributes read from the directory. If no class is specified, there must be only one value attribute
(in the value.attrNames property), and the attribute value must be in the proper format
expected by the data type.

Value—Text

<net wor k- dat a- t ypes>— Data types that the agent publishes.

For more information, see the documentation for the NIC resolution process.

If the agent publishes mappings, specify two data types in the formatkey ,val ue .Use
commas to separate entries.

Value— Data type in the format key orkey ,val ue ,where

. key —Name of data key
. val ue — Name of data value

Example—IpPool, Interfaceld

Default— No value

<publ i shi ng-i nt er val >—(Optional) Interval at which the NIC agent sends updates to the
NIC resolvers.

Value— Number of seconds in the range 0-2147483647
Default—60

<event-|ife-expect ancy>—(Optional) Length of time that data is valid after the NIC
proxy receives data associated with events published by this agent.

Value— Number of seconds in the range 0-4294967295

« 0—Data does not expire

« Other values—Actual life expectancy of data
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Default—0

<enabl e- event i ng>—(Optional) Enable Eventing

Default—true

Required Privilege L evel

system
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<host> (configuration/shared/nic/scenario)

Usage

<confi guration>
<shar ed>
<ni c>
<scenari o>
<host s>
<host >
<nane>nane</ nane> <! -- jdentifier -->
</ host >
</ host s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Description
Configure a NIC host for a specified NIC configuration scenario.
Contents

<nane>— Name of the NIC host.

Value—Text

Required Privilege L evel

system
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<logger > (configuration/shar ed/nic/scenario/hosts)

Usage

<confi guration>
<shar ed>
<ni c>
<scenari o>
<host s>
<l ogger >
<nane>nane</ nane> <! -- jdentifier -->
</ | ogger >
</ host s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description
Configure a logging component for NIC. Logging can be to a file or to the system logging utility.
Contents
<name>— Name of a NIC logging component.

Value—Text

Required Privilege L evel

system
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<file> (configuration/shar ed/nic/scenario/hosts/logger)

Usage

<confi guration>
<shar ed>
<ni c>
<scenari o>
<host s>
<l ogger >
<file>
<filter>filter</filter>
<fil enane>fil enane</fil ename>
<rol |l over-fil enane>rol |l over-fil enane</rollover-fil enane>
<maxi mumfil e-size>maxi mumfile-size</maximumfil e-size>
</[file>
</ | ogger >
</ host s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure logging of messages to a file.
Contents

<fi |t er >—(Optional) Filter to define which event messages the software logs or ignores.

Filters can specify the logging level, such as debug, or can specify expressions. For information
about expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default— The default value is different for each type of component.

<f i | ename>— Absolute path of the filename that contains the current logs.

Note: Make sure that the user under which the J2EE application server or Web application
server runs has write access to this folder. If this user does not have write access to the default
folder, configure the component or application to write logs in folders to which the user has
write access.
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Value— Filename
Default— No value

<rol | over-fil ename>—(Optional) Absolute path of the filename that contains the log

history. When the log file reaches the maximum size, the software closes the log file and
renames it with the name you specify for the rollover file. If a previous rollover file exists, the
software overwrites it. The software then reopens the log file and continues to save event
messages in it.

Value— Path of filename

Example—/opt/UMC/saelvar/log/sae.alt

Default— The default value is different for each type of component.

<maxi mum fi | e- si ze>—(Optional) Maximum size of the log file and the rollover file.

Do not set the maximum file size to a value greater than the available disk space.

Value—Integer in the range 0-2147483647 kbytes
Default— 1000000

Required Privilege Level

system
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<syslog> (configur ation/shar ed/nic/scenario/hosts/logger)

Usage

<confi guration>
<shar ed>
<ni ¢>
<scenari o>
<host s>
<l ogger >
<sysl og>
<filter>filter</filter>
<host >host </ host >
<facility>facility</facility>
<f or mat >f or mat </ f or mat >
</ sysl og>
</ | ogger >
</ host s>
</ scenari o>
</ nic>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure logging of messages to system logging.
Contents

<fi |t er >—(Optional) Filter to define which event messages the software logs or ignores.

Filters can specify the logging level, such as debug, or can specify expressions. For information
about expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default—/error-

<host >— IP address or name of a host that collects event messages by means of a standard
system logging daemon.

Value— IP address or hostname
Default—loghost
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<faci | i t y>—(Optional) Type of system log in accordance with the system logging protocol.

Value—Integer in the range 0-23
Default— 3

<f or mat >—(Optional) MessageFormat string that specifies how the information in an event
message is printed. (The strings {#} are replaced with the log information [...]).

Value— MessageFormat string as specified in http://[java.sun.com/j2se/1.4.2/
docs/apiljavaltext/MessageFormat.html.

The fields available for events are:

. 0—Time and date of the event

« 1—Name of the thread generating the event
. 2—Text message of the event

. 3—Category of the event

« 4—Priority of the event

Default— None

Required Privilege L evel

system
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<configuration> (configur ation/shar ed/nic/scenario/hosts/host)

Usage

<confi guration>
<shar ed>
<ni ¢>
<scenari o>
<host s>
<host >
<confi guration>
<host ed- r esol ver s>host ed- r esol ver s</ host ed-r esol ver s>
<host ed- agent s>host ed- agent s</ host ed- agent s>
</ configuration>
</ host >
</ host s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure NIC hosts.

Contents

<host ed- r esol ver s>— List of resolvers that should run on this host.

Value— Names of NIC resolvers which include the path of the locations of
the NIC resolvers relative to the static configuration object. A forward slash (/)
separates components in a path.

Example—/realms/sharedIp/A1l,/realms/sharedIp/B1, /realms/sharedIp/C1,/
realmsl/ip/A1,/realms/ip/B1, [realms/ip/C1,/realms/dn/A1,/realms/dn/B1,/
realms/dn/C1, /realms/login/A1,/realms/login/B1,/realms/login/C1, /realms/
login/D1

Default— No value

<host ed- agent s>— List of paths to NIC agents that this host supports.
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Value— Names of NIC agents that include the path of the locations of the
NIC agents relative to the static configuration object. A forward slash (/)
separates components in a path.

Example—/agents/VrSaeld,/agents/Router, /agents/Poollnterfaceld,/agents/
InterfaceldInterface

Default— No value

Required Privilege Level

system
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<logger > (configuration/shar ed/nic/scenario/hostshost/
configuration)

Usage

<confi guration>

<shar ed>
<ni ¢>
<scenari o>
<host s>
<host >
<confi guration>
<l ogger >
<nanme>nane</ name> <!-- identifier -->
</l ogger >
</ configuration>
</ host >
</ host s>
</ scenari o>
</ ni c>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 1.0.0

Description

Configure a logging component for NIC hosts. Logging can be to a file or to the system logging utility.

Contents

<nane>— Name of the logging component.

Value—Text

Required Privilege L evel

system
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<file> (configuration/shar ed/nic/scenario/hosts/host/
configuration/logger)

Usage

<confi guration>

<shar
<ni

ed>
c>

<scenari o>

<host s>
<host >
<confi guration>
<l ogger >
<file>
<filter>filter</filter>
<fil enane>fil enane</fil enane>
<rollover-filenane>roll over-fil enane</rollover-fil enane>
<maxi mumfil e-size>maxi mumfile-size</maximumfil e-size>
</file>
</ | ogger >
</ configuration>
</ host >
</ host s>

</ scenari o>
</ ni c>
</ shar ed>

</ confi

gurati on>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure logging of messages to a file.

Contents

<fil t er >—(Optional) Filter to define which event messages the software logs or ignores.
Filters can specify the logging level, such as debug, or can specify expressions. For information
about expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default— The default value is different for each type of component.

<f i | ename>— Absolute path of the filename that contains the current logs.
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Note: Make sure that the user under which the J2EE application server or Web application
server runs has write access to this folder. If this user does not have write access to the default
folder, configure the component or application to write logs in folders to which the user has
write access.

Value— Filename
Default— No value

<rol | over-fi |l ename>—(Optional) Absolute path of the filename that contains the log
history. When the log file reaches the maximum size, the software closes the log file and
renames it with the name you specify for the rollover file. If a previous rollover file exists, the
software overwrites it. The software then reopens the log file and continues to save event
messages in it.

Value— Path of filename

Example—/opt/UMC/saelvar/log/sae.alt

Default— The default value is different for each type of component.

<maxi mumfil e- si ze>—(Optional) Maximum size of the log file and the rollover file.

Do not set the maximum file size to a value greater than the available disk space.

Value—Integer in the range 0-2147483647 kbytes
Default— 1000000

Required Privilege L evel

system
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<syslog> (configuration/shar ed/nic/scenario/hosts/host/
configuration/logger)

Usage

<confi guration>
<shar ed>
<ni ¢>
<scenari o>
<host s>
<host >
<confi guration>
<l ogger >
<sysl og>
<filter>filter</filter>
<host >host </ host >
<facility>facility</facility>
<f or mat >f or mat </ f or nat >
</ sysl og>
</ | ogger >
</ configuration>
</ host >
</ host s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0
Description

Configure logging of messages to system logging.
Contents

<fil t er >—(Optional) Filter to define which event messages the software logs or ignores.
Filters can specify the logging level, such as debug, or can specify expressions. For information
about expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default—/error-

<host >— IP address or name of a host that collects event messages by means of a standard
system logging daemon.
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Value— IP address or hostname
Default—loghost

<f aci | i t y>—(Optional) Type of system log in accordance with the system logging protocol.

Value—Integer in the range 0-23
Default— 3

<f or mat >—(Optional) MessageFormat string that specifies how the information in an event
message is printed. (The strings {#} are replaced with the log information [...]).

Value— MessageFormat string as specified in http://java.sun.com/j2se/1.4.2/
docs/apiljavaltext/MessageFormat.html.

The fields available for events are:

« 0—Time and date of the event

. 1—Name of the thread generating the event
. 2—Text message of the event

. 3—Category of the event

. 4—Priority of the event

Default— None

Required Privilege L evel

system
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<nic-locator-configuration> (configur ation/shared/nic/scenario/
nic-locator s)

Usage

<confi guration>
<shar ed>
<ni ¢>
<scenari o>
<ni c-| ocat or s>
<ni c-| ocat or - confi gurati on>
<nane>nane</ name> <!-- identifier -->
</ ni c-1 ocator-configuration>
</ ni c-1 ocat ors>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0

Description

Configure a NIC locator or NIC proxy, a NIC component that requests data resolution.
Contents

<nane>— Name of the NIC locator.

Value—Text

Required Privilege L evel

system
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<resolution> (configur ation/shar ed/nic/scenario/nic-locator g/nic-
locator -configur ation)

Usage

<confi guration>
<shar ed>
<ni ¢>
<scenari o>
<ni c-| ocat or s>
<ni c-l ocat or-configuration>
<resol uti on>
<resol ver - nanme>r esol ver - nane</ r esol ver - nane>
<key-type>key-type</ key-type>
<val ue-type>val ue-type</val ue-type>
<expect-mul tipl e-val ues/ >
<constrai nt s>constraint s</constrai nts>
</resol ution>
</ ni c-1ocator-configuration>
</ ni c-1 ocat or s>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Description

Configure properties for a NIC proxy (NIC locator), the NIC component that requests information on behalf of an
application.

Contents

<r esol ver - name>— NIC resolver that the NIC proxy uses. This resolver must be the same as
one that is configured on the NIC host.

Value— Path to the NIC resolver.

Example—/realmsl/ip/A1,/realms/dn/Al.
Default— No value

<key-t ype>— Type of data used that the key provides for the NIC resolution. You can provide
a qualifier to a data type to distinguish between different instances of a data type in a resolution
scenario, or to provide information about a data type to clarify the use of that data type in a
resolution.
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Value— One of the following types:

. Ip —Subscriber's IP address

« Vr—Virtual router

. Interface—Name of router's interface

. Interfaceld—Identifier of an interface on the router
« Dn—LDAP distinguished name for subscriber

. LoginName—Subscriber login ID

+ AnyString—Other information

To qualify data types, enter a qualifier within parentheses.

Example—LoginName(username).

Default— No value

<val ue-t ype>— Type of value to be returned in the resolution. The value type varies
according to the application that uses the NIC proxy.

Value— One of the following types:

«+ Saeld—SAE server ID
. LoginName—Subscriber login ID
« AnyString—Other information

To qualify data types, enter a qualifier within parentheses.

Example—LoginName(username).

Default— No value

<expect - mul ti pl e- val ues>—(Optional) Specifies whether or not the key can have
multiple corresponding values.

<const r ai nt s>—(Optional) Data type that a resolver uses during the resolution process. A

constraint represents a condition that must or may be satisfied before the next stage of the
resolution process can proceed.

Configure a constraint only if the constraint will be provided by the application in the
resolution request. Typically, you do not need to configure constraints.

Value— Data types of constraints specified for the NIC resolution. Separate
data types with commas.
Default— No value
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Required Privilege L evel

system
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<realm> (configuration/shar ed/nic/scenario)

Usage

<confi guration>
<shar ed>
<ni c>
<scenari o>
<real ns>
<real n»
<nane>nane</ nane> <! -- jdentifier -->
</real m»
</real ns>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Description

Configure a NIC realm, the NIC component that consists of a group of resolvers that perform a series of resolution
tasks to provide a mapping from a specified key to a specified data type.

Typically, you use the default realm configuration for the NIC configuration scenarios in the SRC software.
Contents

<nane>— Name of the NIC realm.

Value—Text

Required Privilege L evel

system
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<classname> (configuration/shar ed/nic/scenario/realms/realm/
configuration/custom-resolver)

Usage

<confi guration>
<shar ed>
<ni ¢>
<scenari o>
<real ns>
<real n»
<confi guration>
<customresol ver >
<cl assnane>
<nane>nane</ name> <!-- identifier -->
<val ue>val ue</val ue>
</ cl assnane>
</ cust omresol ver >
</ configuration>
</real m»
</real ns>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Configure an identifier to distinguish between different instances of the same data type in a resolution sequence.
For the value enter the name of the data type.

Contents

<nane>— Identifier to append to data type.

Value—Text

<val ue>—

Value—Text
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Required Privilege L evel

system
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<transitions> (configuration/shared/nic/scenario/realms/realm/
configuration)

Usage

<confi guration>
<shar ed>
<ni ¢>
<scenari o>
<real ns>
<real n»
<confi guration>
<transitions>
<nanme>nane</ name> <!-- identifier -->
<val ue>val ue</val ue>
</transitions>
</ configuration>
</real m»
</real ns>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release Infor mation

Statement introduced in SRC Release 1.0.0

Description

Configure a set of resolution sequences that map a property to a value.
Contents

<nane>— Identifier for a resolution that represents one transition, or step, in the resolution
process. Use ? to view the list of transitions for this realm, a group of resolvers that perform a
series of resolution tasks to provide a mapping from a specified key to a specified data type.

Value—Text

<val ue>—

Value—Text

496



Network Information Collector (NIC) Configuration Tag Elements

Required Privilege L evel

system
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<resolvers> (configur ation/shar ed/nic/scenario/r ealms/r ealm)

Usage

<confi guration>
<shar ed>
<ni c>
<scenari o>
<real ns>
<real n»
<resol ver s>
<nane>nane</ nane> <! -- jdentifier -->
</resol vers>
</real m»
</real ns>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0

Description

Configure NIC resolvers— the components that process NIC resolution requests.

Before you change the value of this statement or the value of any of the options for this statement, contact Juniper
Networks Professional Services or Juniper Networks Customer Support.

Contents

<nane>— Name of the NIC resolver.

Value—Text

Required Privilege Level

system
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<configuration> (configuration/shared/nic/scenario/realms/
realm/resolvers)

Usage

<confi guration>
<shar ed>
<ni ¢>
<scenari o>
<real ns>
<real n»
<resol ver s>
<confi guration>
<resol ver-rol e>resol ver-rol e</resol ver-rol e>
<resol vers-list>resol vers-list</resolvers-list>
<roles-list>roles-list</roles-list>
</ configuration>
</resol vers>
</real m»
</real ns>
</ scenari o>
</ ni c>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 1.0.0
Description

Configure resolution from a NIC key to a NIC value.
Contents

<resol ver - r ol e>— Configure a transition that defines a key to value mapping.

Value—Text

<resol vers-|i st >—(Optional) Names of NIC resolvers to which this agent sends events. If
you do not define a list of the NIC resolvers, you must define a list of roles.

Value— List of paths to NIC resolvers; paths are relative to the static
configuration object. Separate resolvers with commas.

Example—/realms/ip/A1l, /realms/ip/B1
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Default— No value

<r ol es-1 i st >—(Optional) Names of NIC roles to which this agent sends events. All resolvers
that participate in a role receive events.

If you do not define the names of the NIC roles, you must define a list of resolvers.

Value— Names of NIC roles in the formatr eal mNanme : r ol eNane .Use

commas to separate one role from another in the list.
Default— No value

Required Privilege L evel

system
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<directory-connection> (configur ation/slot/networ k-publisher)

Usage

<confi guration>
<sl ot >
<net wor k- publ i sher >
<di rect ory-connecti on>
<url>url </url>
<base- dn>base- dn</ base- dn>
<pri nci pal >pri nci pal </ pri nci pal >
<credenti al s>credenti al s</credenti al s>
</ directory-connection>
</ net wor k- publ i sher >
</ sl ot >
</ configuration>

Release I nformation
Statement introduced in SRC Release 3.0.0
Description

Configure directory connection properties that the network publisher uses to connect to the Juniper Networks
database.

Contents

<ur | >—(Optional) URL that the network publisher uses to connect to the Juniper Networks
database.

Value— URL
Default—Idap://127.0.0.1:389

<base- dn>—(Optional) Specify the distinguished name (DN) of the subtree in the Juniper
Networks database that stores data collected from routers running Junos OS.

Value— DN
Default—o = Network, < base >

<pri nci pal >—(Optional) Specify the DN that defines the username with which the network
publisher accesses the Juniper Networks database.

Value— DN
Default—cn = cli,ou = Components,o = Operators, < base >
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<credent i al s>—(Optional) Specify the password with which the network publisher
accesses the Juniper Networks database.

Value— password
Default—cli

Required Privilege Level

No specific privilege required.
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<logger > (configuration/slot/networ k-publisher)

Usage

<confi guration>

<sl ot >
<net wor k- publ i sher >
<l ogger >
<nane>nane</ name> <!-- jidentifier -->
</ | ogger >
</ net wor k- publ i sher >
</ sl ot >

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 3.0.0

Description

Configure logging to a file or to a system log server.

Contents

<name>— Name of logging destination.

Value—Text

Required Privilege L evel

No specific privilege required.
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<file> (configuration/dot/networ k-publisher/logger)

Usage

<confi guration>

<sl ot >
<net wor k- publ i sher >
<l ogger >
<file>
<filter>filter</filter>
<fil enane>fil enane</fil ename>
<roll over-fil enane>rol |l over-fil enane</rollover-fil enane>
<maxi mumfil e-size>maxi mumfile-size</maximumfil e-size>
</[file>
</ | ogger >
</ net wor k- publ i sher >
</ sl ot >

</ configuration>

Release I nformation

Statement introduced in SRC Release 3.0.0

Description

Configure logging to save messages in a file.

Contents

<fi |t er >—(Optional) Filter to define which event messages the software logs or ignores.

Filters can specify the logging level, such as debug, or can specify expressions. For information
about expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default— The default value is different for each type of component.

<f i | ename>— Absolute path of the filename that contains the current logs.

Note: Make sure that the user under which the J2EE application server or Web application
server runs has write access to this folder. If this user does not have write access to the default
folder, configure the component or application to write logs in folders to which the user has
write access.

Value— Filename
Default— By default, SRC components and applications write log files in the
folder in which the component or application is started.
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<rol | over-fil ename>—(Optional) Absolute path of the filename that contains the log

history. When the log file reaches the maximum size, the software closes the log file and
renames it with the name you specify for the rollover file. If a previous rollover file exists, the
software overwrites it. The software then reopens the log file and continues to save event
messages in it.

Value— Path of filename

Example—/opt/UMC/saelvar/log/sae.alt

Default— The default value is different for each type of component.

<maxi mum fil e- si ze>—(Optional) Maximum size of the log file and the rollover file.

Do not set the maximum file size to a value greater than the available disk space.

Value—Integer in the range 0-2147483647 kbytes
Default— 1000000

Required Privilege L evel

No specific privilege required.
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<syslog> (configuration/dot/networ k-publisher/logger)

Usage

<confi guration>

<sl ot

>

<net wor k- publ i sher >
<l ogger >

<sysl og>
<filter>filter</filter>
<host >host </ host >
<facility>facility</facility>
<f or mat >f or mat </ f or mat >

</ sysl og>

</ | ogger >
</ net wor k- publ i sher >
</ sl ot >

</ confi

gurati on>

Release I nformation

Statement introduced in SRC Release 3.0.0

Description

Configure logging to send messages to the system log server.

Contents

506

<fi |t er >—(Optional) Filter to define which event messages the software logs or ignores.

Filters can specify the logging level, such as debug, or can specify expressions. For information
about expressions, see the documentation that describes how to configure logging.

Value— Log filter
Default— The default value is different for each type of component.

<host >— IP address or name of a host that collects event messages by means of a standard
system logging daemon.

Value— IP address or hostname
Default—loghost

<faci | i t y>—(Optional) Type of system log in accordance with the system logging protocol.

Value—Integer in the range 0-23



Network Information Collector (NIC) Configuration Tag Elements

Default— 3

<f or mat >—(Optional) MessageFormat string that specifies how the information in an event
message is printed. (The strings {#} are replaced with the log information [...]).

Value— MessageFormat string as specified in http://java.sun.com/j2se/1.4.2/
docsl/apiljavaltext/MessageFormat.html.

The fields available for events are:

« 0—Time and date of the event

« 1—Name of the thread generating the event
. 2—Text message of the event

« 3—Category of the event

+ 4—Priority of the event

Required Privilege Level

No specific privilege required.
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<routers> (configuration/sot/networ k-publisher)

Usage

<confi guration>
<sl ot >
<net wor k- publ i sher >
<rout er s>
<rout er-rel ease- nunber >r out er -r el ease- nunber </ r out er - r el ease- nunber >

<router-script-version>router-script-version</router-script-version>
</routers>
</ net wor k- publ i sher >
</ sl ot>
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 3.0.0
Description

Configure connections between routers running Junos OS and the network publisher. The network publisher
connects to the Junos XML management protocol server on a router running Junos OS. Properties defined at this
hierarchy level are applied by all the configured routers running Junos OS unless you specify different properties
for a particular device.

<rout er-rel ease- nunber >—(Optional) Release number of the Junos OS running on the
routers.

Value—Text
Default— No value

<rout er-script-versi on>—(Optional) Version of Junos XML management protocol
running on the routers running Junos OS.

Value—Text
Default—1.0

Required Privilege L evel

No specific privilege required.
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<authentication> (configuration/slot/networ k-publisher/routers)

Usage

<confi guration>
<sl| ot >
<net wor k- publ i sher >
<routers>
<aut henti cati on>
<l ogi n- nanme>| ogi n- name</ | ogi n- nanme>
<credenti al s>credenti al s</credenti al s>
<pr ot ocol >pr ot ocol - choi ce</ pr ot ocol >
</ aut henti cati on>
</routers>
</ net wor k- publ i sher >
</ sl ot >
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 3.0.0
Description

Configure authentication properties for the routers running Junos OS to which the network publisher connects.
Properties defined at this hierarchy level are applied to all the configured routers running Junos OS unless you
specify different properties for a particular device.

Contents

<l ogi n- name>—(Optional) Username to log in to the Junos OS.

Value—Text
Default— No value

<cr edent i al s>—(Optional) Password to log in to the Junos OS.

Value— password
Default— No value

<pr ot ocol >—(Optional) Authentication protocol that network publisher uses to access a
router running Junos OS.

Value
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. t el net — Use Junos XML management protocol over a Telnet
connection.

. ssh— (Recommended) Use Junos XML management protocol over
an SSH connection.

Default—ssh

Required Privilege L evel

No specific privilege required.
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<router> (configuration/slot/networ k-publisher)

Usage

<confi guration>
<sl| ot >
<net wor k- publ i sher >
<rout er s>
<r out er >

<r out er - nanme>r out er - name</rout er-nanme> <!-- identifier -->
<addr ess>addr ess</ addr ess>
<rout er -r el ease- nunber >r out er - r el ease- nunber </ r out er - r el ease- nunber >

<router-script-version>router-script-version</router-script-version>
</router>
</routers>
</ net wor k- publ i sher >
</ sl ot >
</ configuration>

Release I nformation
Statement introduced in SRC Release 3.0.0
Description

Configure connections between a particular router running Junos OS and the network publisher. The network
publisher connects to the Junos XML management protocol server on a router running Junos OS. Properties
defined at this hierarchy level take precedence over those defined at the sl ot 0 net wor k- publ i sher

rout er s hierarchy level.
Contents
<r out er - name>— Name of a specific router running Junos OS.

Value—Text

<addr ess>— IP address of a router running Junos OS.

Value—IP address

<r out er - r el ease- nunber >—(Optional) Release number of the Junos OS running on the
routers.

Value—Text

Default— No value
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<router-script-versi on>—(Optional) Version of Junos XML management protocol
running on the routers running Junos OS.

Value—Text
Default—1.0

Required Privilege Level

No specific privilege required.
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<authentication> (configuration/slot/networ k-publisher/router s/
router)

Usage

<confi guration>
<sl| ot >
<net wor k- publ i sher >
<routers>
<router>
<aut henti cati on>
<l ogi n- nane>| ogi n- namre</ | ogi n- name>
<credenti al s>credenti al s</credenti al s>
<pr ot ocol >pr ot ocol - choi ce</ pr ot ocol >
</ aut hentication>
</router>
</routers>
</ net wor k- publ i sher >
</ sl ot >
</ configuration>

Release I nformation
Statement introduced in SRC Release 3.0.0
Description

Configure authentication properties for the routers running Junos OS to which the network publisher connects.
Properties defined at this hierarchy level are applied to all the configured routers running Junos OS unless you
specify different properties for a particular device.

Contents

<l ogi n- name>—(Optional) Username to log in to the Junos OS.

Value—Text
Default— No value

<credent i al s>—(Optional) Password to log in to the Junos OS.

Value— password
Default— No value

<pr ot ocol >—(Optional) Authentication protocol that network publisher uses to access a
router running Junos OS.
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Value

. t el net — Use Junos XML management protocol over a Telnet
connection.

. ssh— (Recommended) Use Junos XML management protocol over
an SSH connection.

Default—ssh

Required Privilege Level

No specific privilege required.
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<test-mode> (configuration/slot/networ k-publisher/router s/
router)

Usage

<confi guration>
<sl| ot >
<net wor k- publ i sher >
<routers>
<router>
<t est - node>
<enabl e-fil e-input/>
<enabl e-fil e-out put/>
<i nput -l ocati on>i nput-1location</input-I|ocation>
<out put -1 ocat i on>out put -1 ocat i on</ out put - | ocati on>
</test-node>
</router>
</routers>
</ net wor k- publ i sher >
</sl ot >
</ configuration>

Release Infor mation

Statement introduced in SRC Release 3.0.0
Description

Configure information to test the network publisher.

Use an input file to test a configuration before routes to the NIC are available or before VPNs are configured. You
can also use an input file to set up a test configuration for demonstration purposes.

Use an output file to review the information that the network publisher has gathered.
Contents

<enabl e-fi | e-i nput >—(Optional) Configure the network publisher to use data in a file,
rather than in the directory, when you run the network publisher.

<enabl e-fi | e- out put >—(Optional) Configure the network publisher to collect data from
routers running Junos OS and store that information in a file, rather than in the directory.

<i nput - | ocat i on>—(Optional) Location in the directory where input files are located. In
most cases, you do not need to change the value of this option.
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Note: Input filenames should be in the format router_name_1.xml. where router_name is the
hostname of the router running Junos OS.

Value—Text
Default—sample/junos/rt

<out put - | ocat i on>—(Optional) Location in the directory where output files are located. In
most cases, you do not need to change the value of this option.

Note: Output filenames should be in the format router_name_1.xml where router_name is the
hostname of the router running Junos OS.

Value—Text
Default—var/junos/rt

Required Privilege L evel

No specific privilege required.
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<test-mode> (configuration/slot/networ k-publisher/routers)

Usage

<confi guration>
<sl| ot >
<net wor k- publ i sher >
<routers>
<t est - nnde>
<enabl e-fil e-input/>
<enabl e-fil e-out put/>
<i nput -l ocati on>i nput - | ocati on</i nput -| ocati on>
<out put -1 ocat i on>out put - | ocat i on</ out put - | ocati on>
</test-node>
</routers>
</ net wor k- publ i sher >
</ sl ot >
</ configuration>

Release | nformation

Statement introduced in SRC Release 3.0.0
Description

Configure information to test the network publisher.

Use an input file to test a configuration before routes to the NIC are available or before VPNs are configured. You
can also use an input file to set up a test configuration for demonstration purposes.

Use an output file to review the information that the network publisher has gathered.
Contents

<enabl e-fil e-i nput >—(Optional) Configure the network publisher to use data in a file,
rather than in the directory, when you run the network publisher.

<enabl e-fi | e- out put >—(Optional) Configure the network publisher to collect data from
routers running Junos OS and store that information in a file, rather than in the directory.

<i nput - | ocat i on>—(Optional) Location in the directory where input files are located. In
most cases, you do not need to change the value of this option.

Note: Input filenames should be in the format router_name_1.xml. where router_name is the
hostname of the router running Junos OS.
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Value—Text
Default—sample/junos/rt

<out put - | ocat i on>—(Optional) Location in the directory where output files are located. In
most cases, you do not need to change the value of this option.

Note: Output filenames should be in the format router_name_1.xml where router_name is the
hostname of the router running Junos OS.

Value—Text
Default—var/junos/rt

Required Privilege Level

No specific privilege required.
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<select> (configuration/dot/networ k-publisher)

Usage

<confi guration>
<sl| ot >
<net wor k- publ i sher >
<sel ect >
<route-table-filter>route-table-filter</route-table-filter>
<route-entry-filter>route-entry-filter</route-entry-filter>
</sel ect>
</ net wor k- publ i sher >
</ sl ot >
</ configuration>

Release | nfor mation
Statement introduced in SRC Release 3.0.0
Description

Specify the routing tables and the entries in the routing tables from which the network publisher collects routing
information.

The network publisher can collect information from Junos IPv4 and IPv6 routing tables. By default, it collects
information from all IPv4 routing tables, including tables for VPNs, and entries for all protocols. Based on your
network configuration, consider which protocols to exclude from the configuration for network publisher.

The network publisher saves the information collected in the Juniper Networks database.
Contents

<route-tabl e-filter>—(Optional) Routing table from which the network publisher
collects information.

Value— Routing table name

<route-entry-filter>—(Optional) Routing table entry from which the network publisher
collects information.

Value— Name of routing table entry
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Required Privilege L evel

No specific privilege required.
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<nic> (configuration/dot)

Usage

<confi guration>
<sl| ot >
<ni c>
<base- dn>base- dn</ base- dn>
<j ava-runti me- envi ronment >j ava-runti ne- envi ronnent </ j ava-runti ne-
envi ronment >
<j ava- heap- si ze>j ava- heap- si ze</j ava- heap- si ze>
<j ava- new si ze>j ava- new si ze</ j ava- new si ze>
<j ava- gar bage- col | ecti on- opti ons>j ava- gar bage- col | ecti on-opti ons</j ava-
gar bage-col | ecti on-opti ons>
<j ava- 64bit/>
<snnp- agent/ >
<host nane>host nanme</ host nane>
<scenari o- nanme>scenari o- name</ scenari o- nanme>
<runti me- group>runti ne- group</runti me-group>
</ ni c>
</ sl ot >
</ configuration>

Release | nformation
Statement introduced in SRC Release 1.0.0
Description
Configure NIC local operating properties.
Contents
<base- dn>— Distinguished name (DN) of the root directory for the NIC.

Value— DN
Default— o =umc

<j ava-runti me- envi r onnment >— Path to the Java runtime environment (JRE).

Value— Directory path
Default— ../jre/bin/java

<j ava- heap- si ze>— Maximum Java heap (memory) size available to the JRE. The value is
inserted when the JRE starts. See documentation for the Java runtime environment for valid
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522

values.

Value— Number of megabytes in the format ###m
Default— 128m

<j ava- new si ze>— Maximum Java new generation heap (memory) size available to the JRE
when the NIC starts.

Value— Integer in the range O- < Java heap size > . Specify the value in bytes
or add m for megabytes, k for kilobytes, or g for gigabytes. For example,
64m. See the documentation for the JRE for valid values.

Default— 24m

<j ava- gar bage- col | ecti on- opti ons>— Garbage collection functionality of the Java
Virtual Machine.

Value— Options defined by the JVM

Default— -Xbatch -XX:CMSInitiatingOccupancyFraction = 80 -XX:

+ UseParNewGC -XX:SurvivorRatio = 1 -XX:InitialTenuringThreshold = 8 -
XX:MaxTenuringThreshold = 10 -XX: + UseCMSCompactAtFullCollection -
XX:CMSFullGCsBeforeCompaction = 0 -XX: + CMSClassUnloadingEnabled -
XX: + CMSParallelRemarkEnabled -XX: + UseConcMarkSweepGC

<j ava- 64bi t >—(Optional) Start the java virtual machine in 64 bit mode

<snnp- agent >—(Optional) Enable the NIC to communicate with the SNMP agent. By using
SNMP, you can view SNMP counters with an SNMP browser.

Default—false

<host nane>— Name of the NIC host. In most cases, use the name DemoHost because this is

the hostname used in most NIC configuration scenarios. Refer to the documentation to verify
that the NIC configuration scenario you use includes DemoHost as the NIC host.

Value— NIC hostname
Default— DemoHost for most configuration scenarios

<scenari o- name>— Name of the NIC scenario under the static configuration namespace.

Value— NIC hostname
Default— DemoHost for most configuration scenarios

<runt i me- gr oup>—(Optional) Group to which this NIC host belongs for use with NIC



Network Information Collector (NIC) Configuration Tag Elements

replication. NIC hosts that run in the same system must specify the same runtime group. If you
do not specify a value for the group, the NIC host creates the configuration.

Value— Group name
Default— No value

Required Privilege Level

No specific privilege required.
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<initial> (configuration/slot/nic)

Usage

<confi guration>
<sl ot >
<ni ¢>
<initial>
<static-dn>static-dn</static-dn>
<dynam c- dn>dynanmi c- dn</ dynani c- dn>
</initial>
</ ni c>
</ sl ot >
</ configuration>

Release Information

Statement introduced in SRC Release 1.0.0
Description

Configure initial properties for the NIC.
Contents

<st at i c- dn>—(Optional) Location of administrator-defined configuration data in the
directory.

Value—Text
Default—I = NIC,ou = staticConfiguration,ou = Configuration,
0 = Management,o = umc

<dynani c- dn>—(Optional) Location of programmatically defined configuration data in the

directory.
Value— DN
Default— ou = dynamicConfiguration, ou = Configuration, o = Management,
<base >

Required Privilege L evel

No specific privilege required.
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<directory-connection> (configuration/slot/nic/initial)

Usage

<confi guration>
<sl ot >
<ni c>
<initial>
<di rect ory-connecti on>
<url>url </url>
<backup-ur | s>backup- url s</ backup-url s>
<pri nci pal >pri nci pal </ pri nci pal >
<credenti al s>credenti al s</credenti al s>
<pr ot ocol >pr ot ocol - choi ce</ pr ot ocol >
<ti meout >t i neout </ ti neout >

<check-i nt erval >check-i nt erval </ check-i nterval >
<bl acklist/>
<snnp- agent/ >
</ directory-connection>
</initial>
</ ni c>
</ sl ot >
</ confi guration>

Description
Configure properties for the directory connection.
Contents
<ur | >—(Optional) URL that identifies the location of the primary directory server.

Value— URL
Default—Idap://127.0.0.1:389

<backup- ur| s>—(Optional) (Multivalue) URLs that identify the locations of backup directory
servers. Backup servers are used if the primary directory server is not accessible.

Value— List of URLs

<pri nci pal >— DN that the SRC component uses for authentication to access the directory.
Value— DN.

When you specify the DN, you can use < base > to indicate the base DN.
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<cr edent i al s>— Password with which the SRC component accesses the directory.

Value— Password

<pr ot ocol >—(Optional) Security protocol used to connect to the directory. If you do not
configure a security protocol, plain socket is used.

Value

. | daps— LDAPS which uses SSL.

<t i meout >—(Optional) Maximum amount of time during which the directory must respond
to a connection request.

Value—Integer in the range 1-2147483647 s
Default—10

<check-i nt er val >—(Optional) Time interval at which the directory monitoring system
verifies its connection to the directory. If the directory connection fails after this interval, the
directory monitoring system initiates a connection to another directory.

Value—Integer in the range 15-2147483647 s
Default—60

<bl ackl i st >—(Optional) Specifies whether the directory monitoring system prevents
connection to a directory if the directory fails to respond during 10 polling intervals.

Default—false

<snnp- agent >—(Optional) Specifies whether the SRC SNMP agent exports MIBs for this
directory connection.

Default—false

Required Privilege L evel

No specific privilege required.
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<directory-eventing> (configuration/sot/nic/initial)

Usage

<confi guration>
<sl| ot >
<ni ¢>
<initial>
<di rectory-eventing>
<eventing/ >
<si gnat ur e- dn>si gnat ur e- dn</ si gnat ur e- dn>
<pol l i ng-i nterval >pol I ing-interval </ polling-interval >
<event - base- dn>event - base- dn</ event - base- dn>
<di spat cher - pool - si ze>di spat cher - pool - si ze</ di spat cher - pool -si ze>
</directory-eventing>
</initial>
</ ni c>
</ sl ot >
</ configuration>

Release I nformation
Statement introduced in SRC Release 1.0.0
Description

Change configuration for directory eventing properties. In most cases, you can use the default configuration for
these properties.

Contents

<event i ng>—(Optional) Enable an SRC component to poll the directory for changes.

Default—true

<si gnat ur e- dn>—(Optional) DN of the directory entry that specifies the usedDirectory

attribute for the SRC CLI. The usedDirectory attribute identifies the vendor of the directory
server.

Value— DN
Default—o =umc

<pol | i ng-i nt er val >—(Optional) Interval at which an SRC component polls the directory
to check for directory changes.
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Value—Integer in the range 15-2147483647 s
Default—30

<event - base- dn>—(Optional) DN of an entry superior to the data associated with an SRC
component in the directory.

If you are storing non-SRC data in the directory, and that data changes frequently whereas the
SRC data does not, you may need to adjust the default value to improve performance. For
optimal performance, set the value to the DN of an entry superior to both the SRC data and the
changing non-SRC data.

Value— DN
Default—o =UMC

<di spat cher - pool - si ze>—(Optional) Number of directory change notifications that can
be sent simultaneously to the SRC component.

Value—Integer in the range 0-2147483647
Default—1

Required Privilege Level

No specific privilege required.
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<object-adapter> (configur ation/slot/nic/java-or b)

Usage

<confi guration>
<sl ot >
<ni ¢>
<j ava- or b>
<obj ect - adapt er >
<addr ess>addr ess</ addr ess>
</ obj ect - adapt er >
</java- or b>
</ ni c>
</ sl ot >
</ configuration>

Release Information

Statement introduced in SRC-3.2.0 Release
Description

Object adapter internet address configuration
Contents

<addr ess>—(Optional) Object Adapter Internet Address: IP address on multi-homed host.

Value— IP address
Default— No value

Required Privilege L evel

No specific privilege required.
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The following table summarizes the tag elements in the SRC XML API for the Session State Registrar (SSR). The
table lists the SRC CLI configuration statements that have corresponding SRC XML tag elements, and maps each
statement to its tag element. CLI commands are listed in alphabetical order.

CLI Configuration Statement Configuration Tag Element
shared database cluster < cluster >
shared database cluster configuration attribute-associations entity < entity >

shared database cluster configuration attribute-associations entity field | <field>

shared database cluster configuration nodes <nodes >
shared database cluster nodes database-size < database-size >
shared database cluster configuration nodes node <node >

shared database cluster configuration nodes node client-node < client-node >
shared database cluster configuration schema <schema>
shared database cluster configuration schema entity < entity >

shared database cluster configuration schema entity field < field >
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<cluster> (configuration/shar ed/database)

Usage

<confi guration>
<shar ed>
<dat abase>
<cl uster>
<cluster-id>cluster-id-choice</cluster-id> <!-- identifier -->
</cluster>
</ dat abase>
</ shar ed>
</ configuration>

Release Infor mation
Statement introduced in SRC Release 4.0.0
Description
Configure the name of the database cluster.
Contents
Name of an SSR database cluster. Only one cluster (primary) is supported.
Value

. pri mary— Name of database cluster. Only one cluster is
supported. The name is fixed to primary.

Default—primary

Required Privilege L evel

system
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<entity> (configur ation/shar ed/database/cluster/configur ation/
attribute-associations)

Usage

<confi guration>
<shar ed>
<dat abase>
<cl uster>
<confi guration>
<attri bute-associ ati ons>
<entity>
<nane>nane</ name> <!-- identifier -->
</entity>
</ attribute-associati ons>
</ configuration>
</cluster>
</ dat abase>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Configure the name of the SSR database entity to which the attribute association is to be made. The only database
entity that is configurable is the subscriber sessions table.

Contents

<name>— Name of the database entity to which the attribute association is to be made. The
only database entity supported is the subscriber sessions table.

Value—Text

Required Privilege Level

system

533



SRC 4.1.x XML API Configuration Reference

<field> (configuration/shar ed/database/cluster/configuration/
attribute-associationg/entity)

Usage

<confi guration>
<shar ed>
<dat abase>
<cl uster>
<confi guration>
<attri bute-associ ati ons>

<entity>
<field>
<nane>name</nanme> <!-- identifier -->
<sae-pl ugi n-attri bute>sae-pl ugi n-attribute</sae-plugin-attribute>
</field>
</entity>

</ attribute-associations>
</ configuration>
</cluster>
</ dat abase>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the name of the field (attribute) in the subscriber sessions table. SSR client components such as the
SAE, NIC, DSA and SIC, need to read and write information to the subscriber sessions table. They do this using SAE
plugin attributes. You need to specify how these attributes are translated to subscriber sessions table attributes by
defining the mapping between the two attributes. You need to define the mapping between the field in the
subscriber sessions table and the SAE plugin attribute.

Contents

<name>— Name of the field (attribute) in the subscriber sessions table you want mapped to the
SAE plugin attribute.

Value—Text

<sae- pl ugi n-attri but e>—(Optional) Name of an SAE plugin attribute you want mapped
to the subscriber sessions table field (attribute).

Value—Text
534



Session State Registrar (SSR) Configuration Tag Elements

Required Privilege L evel

system
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<nodes> (configur ation/shar ed/database/cluster/configur ation)

Usage

<confi guration>
<shar ed>
<dat abase>
<cl uster>
<confi guration>
<nodes>
<geonet r y>geonet ry- choi ce</ geonetry>
</ nodes>
</ configuration>
</cluster>
</ dat abase>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Define the SSR database cluster topology. The topology of all SSR clusters begins with four C Series Controllers.
Two C Series Controllers configured as client nodes, each hosting a management server and SSR client
components, and two C Series Controllers each hosting a data node. The cluster topology may be expanded to
include up to twenty-four client nodes and a maximum of four data nodes.

All data nodes must have equal processor power, memory space, and available bandwidth because they are
tightly coupled and share data. If the overall throughput of the data nodes varies from node to node, performance
degrades. Therefore, all data nodes must be of the same C Series Controller model, either all C2000, all C3000, all
C4000, or all C5000.

Contents
<geonet r y>— Database geometry type attribute.
Value

. al | -i n- one— Database cluster is a single C Series Controller
acting as an entire cluster. If this value is selected, a single machine
runs all node types (one data node and one client node hosting a
management server). This configuration does not meet redundancy
requirements and supports limited entries only and should only be
used for demonstration purposes.

This option requires the node type to be configured as a data-client-
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node.

. t wo- dat a- node— Database cluster contains two data nodes. This

is the minimum number of data nodes supported in a cluster.
. two- shar ed- dat a- node— Database cluster contains two data-

client nodes. The data-client node has one data node process.
Optionally, it can have management server and other client
processes running in the C Series Controller.

. four - dat a- node— Database cluster contains four data nodes.

This is the maximum number of data nodes allowed in a cluster.

Required Privilege L evel

system
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<database-size> (configur ation/shar ed/database/cluster/
configuration/nodes)

Usage

<confi guration>
<shar ed>
<dat abase>
<cl uster>
<confi guration>
<nodes>
<dat abase- si ze>
<dat a- menor y>dat a- menor y</ dat a- menor y>
<i ndex- menor y>i ndex- nmenor y</ i ndex- menory>
</ dat abase- si ze>
</ nodes>
</ configuration>
</cluster>
</ dat abase>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Specify database memory size. This is only necessary under two-shared-data-node geometry. In two-data-node
and four-data-node, all available memory are allocated to data node process. CLI command [show database
memory-requirement] can help estimating the memory size based on the current schema and the maximum
number of rows that each table may have.

Contents

<dat a- menor y>— Specify data-memory size for each data node.

Value—Integer in the range 1-2147483647 MB
Default— 1024

<i ndex- menor y>— Specify index-memory size for each data node.

Value—Integer in the range 1-2147483647 MB
Default— 100
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Required Privilege Level

system

539



SRC 4.1.x XML API Configuration Reference

<node> (configuration/shared/database/cluster/configur ation)

Usage

<confi guration>
<shar ed>
<dat abase>
<cl ust er >
<confi guration>
<nodes>
<node>
<addr ess>address</address> <! -- identifier -->
<pl at f or mepl at f or m choi ce</ pl at f or >
<t ype>t ype- choi ce</type>
</ node>
</ nodes>
</ configuration>
</cluster>
</ dat abase>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 4.0.0
Description

Configure the node properties and platform type (C Series Controller model) hosting the node. The node
configuration is a list of all nodes in the cluster. Each entry in the list declares either a data node or a client node.
For client nodes, an optional keyword specifies that a management server is enabled on the node.

The database cluster contains a node collection. Each node is identified its IP address. The type of node can be
either data-node, client-node or data-client-node, which can only be used in all-in-one geometry. If the node type
is set to client-node or data-client-node, a client-node object appears under the node for setting the client node
related configurations. You can configure up to four data nodes and a maximum of twenty-four client nodes.

Contents

<addr ess>— IP address of the node.

Value—IP address

<pl at f or m>— Platform type (model) of C Series Controller hosting the node.

Value
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C2000— Platform hosting node is a C2000.
C3000— Platform hosting node is a C3000.
C4000— Platform hosting node is a C4000.
C5000— Platform hosting node is a C5000.

<t ype>— Type of database cluster node.

Value

Required Privilege Level

system

dat a- node— Node is a data node. Data nodes are always
configured in pairs and your cluster can contain either two or four
data nodes. All data nodes must be of the same C Series Controller
model, either all C2000, all C3000, all C4000 or all C5000.

cl i ent - node— Node is a client node. Up to twenty-four client
nodes can be configured. Client nodes can optionally host a
management Server.

dat a- cl i ent - node— Node is a data-client-node. For
demonstration purposes only. Configures the C Series Controller to
host all node types (one data node, one client node and one
management server). This setting is only used when the cluster
geometry is set to all-in-one.
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<client-node> (configuration/shar ed/database/cluster/
configur ation/nodes/node)

Usage

<confi guration>
<shar ed>
<dat abase>
<cl uster>
<confi guration>
<nodes>
<node>
<cl i ent - node>
<managenent - server/ >
</client-node>
</ node>
</ nodes>
</ configuration>
</cluster>
</ dat abase>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 4.0.0

Description

Configure the client node to host a management server.
Contents

<managenent - ser ver >—(Optional) Client node is hosting a management server. The
optimum number of management servers for the cluster is two (for redundancy), each running
on a separate client node.

Default—false

Required Privilege Level

system
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<schema> (configur ation/shar ed/database/cluster/configuration)

Usage

<confi guration>
<shar ed>
<dat abase>
<cl ust er >
<confi guration>
<schenma>
</ schema>
</ configuration>
</cluster>
</ dat abase>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Configure the SSR database schema. The SSR database schema includes multiple tables for storing subscriber
identity information for session and service activation requests.

Required Privilege Level

system
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<entity> (configur ation/shar ed/database/cluster/configur ation/
schema)

Usage

<confi guration>
<shar ed>
<dat abase>
<cl uster>
<confi guration>
<schenma>
<entity>
<name>nane- choi ce</ nane> <!-- identifier -->
</entity>
</ schenma>
</ configuration>
</cluster>
</ dat abase>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 4.0.0
Description
Specify the entity in the SSR database schema you want to configure.
Contents
Value

. subscri ber - sessi ons— Name of the database entity you want

to configure. The subscriber sessions table is the only configurable
entity. The format of subscriber identity information stored for
each session is managed by the subscriber sessions table.

Required Privilege L evel

system
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<field> (configuration/shar ed/database/cluster/configuration/
schema/entity)

Usage

<confi guration>

<shar ed>
<dat abase>
<cl uster>
<confi guration>
<schenma>
<entity>
<field>
<nanme>nane</ name> <!-- identifier -->
<t ype>t ype-choi ce</type>
<si ze>si ze</ si ze>
<requi re-val ue/ >
<i ndexed/ >
<def aul t >def aul t </ def aul t >
<vari abl e- 1 engt h/ >
</field>
</entity>
</ schema>

</ configuration>
</cluster>
</ dat abase>
</ shar ed>
</ configuration>

Release I nfor mation

Statement introduced in SRC Release 4.0.0

Description

Add a field to the subscriber sessions table. The subscriber sessions table controls the format of subscriber
identity information stored for each session in the database. Configure the name and properties of the field.

The primary keys of the subscriber sessions table are the UserlpAddress and VpnID fields. The UserlpAddress
field stores the subscribers IP address in binary format. The default schema uses 4 bytes, which is sufficient for
IPv4 addresses. You can modify the length of the UserIpAddress field to 16 if you are using IPv6 addresses. The
VpnlD field stores the address realm where the user IP address is unique. For non-VPN sessions, the VpnID must
be set to its default value, which is an empty string.

The subscriber sessions table is configurable with some restrictions. You can add new columns, remove existing
columns, or modify column length, type or index. You cannot remove the UserlpAddress, VpnID,
SessionStartTime or SessionState columns, however you can modify the length of the UserIlpAddress and VpnID
fields.
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MySql does allow most of characters to name a column; for better practice, we enforce the following rules to
name identifiers to create a column:

any alphanumeric characters,"_", or "S"

May start with any character specified above

Cannot be made up entirely of digits

Cannot be in a form of MeN where both M and N are integers
Cannot be from MYSQL's reserved words list

Contents

<nane>— Name of field in subscriber sessions table to be added or modified.

Value—Text

<t ype>— Database field type

Value

. i nt — Signed integer data
. string— String data
. bi nar y— Raw binary data

<si ze>— Database field storage size. For integer data type, the size can only be 1, 2, 3, 4 and 8.

Value—Integer in the range 1-65535

<r equi r e- val ue>—(Optional) Value required for the database field. NULL is not allowed.

Default—false

<i ndexed>—(Optional) If true, the field will be indexed.

Default—false

<def aul t >—(Optional) Database field default value

Value—Text

<vari abl e-1 engt h>—(Optional) Database field is variable-length
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Default—false

Required Privilege Level

system
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Subscriber Information Collector (SIC) Configuration Tag
Elements

The following table summarizes the tag elements in the SRC XML API for the subscriber information collector
(SIC). The table lists the SRC CLI configuration statements that have corresponding SRC XML tag elements, and
maps each statement to its tag element. CLI commands are listed in alphabetical order.

CLI Configuration Statement Configuration Tag Element
load-radius-dictionary load-radius-dictionary
shared sic group configuration accounting-method < group >
shared sic group configuration accounting-method < accounting-method >
shared sic group configuration accounting-method database < database >

shared sic group configuration accounting-method database attributes plug-

. . < plug-in-attribute >
in-attribute

shared sic group configuration accounting-method proxy radius <radius>
shared sic group configuration dictionary < dictionary >
shared sic group configuration dictionary attribute < attribute >
shared sic group configuration dictionary attribute radius < radius >
shared sic group configuration dictionary attribute radius constant < constant >
shared sic group configuration editing < editing >
shared sic group configuration editing default < default>
shared sic group configuration editing source literal <literal >
shared sic group configuration editing source literal condition request <request>

shared sic group configuration editing source literal condition request

. <attribute >
attribute

shared sic group configuration editing source literal condition request

. < does-not-equal >
attribute does-not-equal

shared sic group configuration editing source literal condition request

. <equals>
attribute equals

shared sic group configuration editing source literal condition request

3 . < has-prefix >
attribute has-prefix
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shared sic group configuration editing source literal condition request
attribute has-suffix

< has-suffix >

shared sic group configuration editing source literal condition request

< range >
attribute range
shared sic group configuration editing source literal condition <realm >

transactionVariables realm

shared sic group configuration editing source literal condition
transactionVariables realm does-not-equal

< does-not-equal >

shared sic group configuration editing source literal condition
transactionVariables realm equals

<equals >

shared sic group configuration editing source literal condition
transactionVariables realm has-prefix

< has-prefix >

shared sic group configuration editing source literal condition
transactionVariables realm has-suffix

< has-suffix >

shared sic group configuration editing source literal condition
transactionVariables realm range

<range >

shared sic group configuration editing source literal condition
transactionVariables user-identity

< user-identity >

shared sic group configuration editing source literal condition
transactionVariables user-identity does-not-equal

< does-not-equal >

shared sic group configuration editing source literal condition
transactionVariables user-identity equals

<equals >

shared sic group configuration editing source literal condition
transactionVariables user-identity has-prefix

< has-prefix >

shared sic group configuration editing source literal condition
transactionVariables user-identity has-suffix

< has-suffix >

shared sic group configuration editing source literal condition
transactionVariables user-identity range

<range >

shared sic group configuration editing source request-attribute

< request-attribute >

shared sic group configuration editing source request-attribute condition
request

<request>

shared sic group configuration editing source request-attribute condition
request attribute

< attribute >

shared sic group configuration editing source request-attribute condition
request attribute does-not-equal

< does-not-equal >

shared sic group configuration editing source request-attribute condition
request attribute equals
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shared sic group configuration editing source request-attribute condition
request attribute has-prefix

< has-prefix >

shared sic group configuration editing source request-attribute condition
request attribute has-suffix

< has-suffix >

shared sic group configuration editing source request-attribute condition

i <range >
request attribute range
shared sic group configuration editing source request-attribute condition <realm>

transactionVariables realm

shared sic group configuration editing source request-attribute condition
transactionVariables realm does-not-equal

< does-not-equal >

shared sic group configuration editing source request-attribute condition
transactionVariables realm equals

<equals >

shared sic group configuration editing source request-attribute condition
transactionVariables realm has-prefix

< has-prefix >

shared sic group configuration editing source request-attribute condition
transactionVariables realm has-suffix

< has-suffix >

shared sic group configuration editing source request-attribute condition
transactionVariables realm range

<range >

shared sic group configuration editing source request-attribute condition
transactionVariables user-identity

< user-identity >

shared sic group configuration editing source request-attribute condition
transactionVariables user-identity does-not-equal

< does-not-equal >

shared sic group configuration editing source request-attribute condition
transactionVariables user-identity equals

<equals >

shared sic group configuration editing source request-attribute condition
transactionVariables user-identity has-prefix

< has-prefix >

shared sic group configuration editing source request-attribute condition
transactionVariables user-identity has-suffix

< has-suffix >

shared sic group configuration editing source request-attribute condition

. . . . <range >
transactionVariables user-identity range
shared sic group configuration editing source variable < variable >
shared sic group configuration editing source variable condition request <request>

shared sic group configuration editing source variable condition request
attribute

<attribute >

shared sic group configuration editing source variable condition request
attribute does-not-equal

< does-not-equal >
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shared sic group configuration editing source variable condition request
attribute equals

<equals >

shared sic group configuration editing source variable condition request
attribute has-prefix

< has-prefix >

shared sic group configuration editing source variable condition request
attribute has-suffix

< has-suffix >

shared sic group configuration editing source variable condition request

. <range >
attribute range
shared sic group configuration editing source variable condition <realm >

transactionVariables realm

shared sic group configuration editing source variable condition
transactionVariables realm does-not-equal

< does-not-equal >

shared sic group configuration editing source variable condition
transactionVariables realm equals

<equals >

shared sic group configuration editing source variable condition
transactionVariables realm has-prefix

< has-prefix >

shared sic group configuration editing source variable condition
transactionVariables realm has-suffix

< has-suffix >

shared sic group configuration editing source variable condition
transactionVariables realm range

<range >

shared sic group configuration editing source variable condition
transactionVariables user-identity

< user-identity >

shared sic group configuration editing source variable condition
transactionVariables user-identity does-not-equal

< does-not-equal >

shared sic group configuration editing source variable condition
transactionVariables user-identity equals

<equals >

shared sic group configuration editing source variable condition
transactionVariables user-identity has-prefix

< has-prefix >

shared sic group configuration editing source variable condition
transactionVariables user-identity has-suffix

< has-suffix >

shared sic group configuration editing source variable condition

<range >
transactionVariables user-identity range <range>
shared sic group configuration editing target < target>

shared sic group configuration local-realm

< local-realm >

shared sic group configuration model

< model >

shared sic group configuration radius accounting-listener limit
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shared sic group configuration radius accounting-listener transport

< transport>

shared sic group configuration radius accounting-listener transport config

< config >

shared sic group configuration radius network-element

< network-element >

shared sic group configuration radius network-element downstream

< downstream >

shared sic group configuration radius network-element downstream domain

< domain >

shared sic group configuration radius network-element downstream domain
failover-policy

< failover-policy >

shared sic group configuration radius network-element downstream domain
failover-policy fast-fail

< fast-fail >

shared sic group configuration radius network-element downstream domain
failover-policy retry

< retry >

shared sic group configuration radius network-element downstream domain
targets accounting-target

< accounting-target >

shared sic group configuration radius network-element downstream domain
targets accounting-target connection

< connection >

shared sic group configuration radius network-element functions proxy

< proxy >

shared sic group configuration radius network-element functions proxy
realmRoutingRules

< realmRoutingRules >

shared sic group configuration radius network-element functions proxy
realmRoutingRules realm

<realm >

shared sic group configuration radius network-element upstream

< upstream >

shared sic group configuration radius network-element upstream nas clients
accounting-client

< accounting-client >

shared sic group configuration radius outbound-transport

< outbound-transport >

shared sic group configuration radius outbound-transport config < config>
shared sic group configuration snmp event <event>

shared sic group configuration transaction-manager

< transaction-manager >

shared sic group server

<server>

shared sic group server accounting-route

< accounting-route >

shared sic group server accounting-route condition request

< request>

shared sic group server accounting-route condition request attribute

< attribute >
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shared sic group server accounting-route condition request attribute does-
not-equal

< does-not-equal >

shared sic group server accounting-route condition request attribute equals

<equals >

shared sic group server accounting-route condition request attribute has-
prefix

< has-prefix >

shared sic group server accounting-route condition request attribute has-
suffix

< has-suffix >

shared sic group server accounting-route condition request attribute range <range>
shared sic group server accounting-route condition transactionVariables <realm >

realm

shared sic group server accounting-route condition transactionVariables
realm does-not-equal

< does-not-equal >

shared sic group server accounting-route condition transactionVariables
realm equals

<equals >

shared sic group server accounting-route condition transactionVariables
realm has-prefix

< has-prefix >

shared sic group server accounting-route condition transactionVariables
realm has-suffix

< has-suffix >

shared sic group server accounting-route condition transactionVariables
realm range

<range >

shared sic group server accounting-route condition transactionVariables user-
identity

< user-identity >

shared sic group server accounting-route condition transactionVariables user-
identity does-not-equal

< does-not-equal >

shared sic group server accounting-route condition transactionVariables user-
identity equals

<equals >

shared sic group server accounting-route condition transactionVariables user-
identity has-prefix

< has-prefix >

shared sic group server accounting-route condition transactionVariables user-
identity has-suffix

< has-suffix >

shared sic group server accounting-route condition transactionVariables user-

identity range <range>
shared sic group server accounting-route editing < editing >
shared sic group server accounting-route target < target >
shared sic group server logger <logger >
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shared sic group server logger file < file >
shared sic group server logger groups group <group >

shared sic group server outbound-transport

< outbound-transport >

shared sic group server outbound-transport config

< config >

shared sic group server transport

<transport>

shared sic group server transport config

< config >

slot sic server initial directory-connection

< directory-connection >

slot sic server

< Server>

555



SRC 4.1.x XML API Configuration Reference

<load-radius-dictionary>

Usage

<r pc>
<l oad-radi us-di cti onary>
<nane> nane </name>
<file> file </file>
<mer ge- opti on> ner ge-opti on-choi ce </ merge-option>
</ | oad-r adi us-di cti onary>
</rpc>

Release | nfor mation
Command introduced in SRC Release 4.0.0
Description

Load a dictionary into the configuration. This command is valid only when entered into dictionary level relative
to a particular group in the configuration hierarchy.

Contents

<nane>— N Name of the dictionary to load attributes to. If a dictionary with the same name
already exists, you can specify a merge option; otherwise, the configuration is not modified.

Value—Text

<f i | e>— Predefined dictionary file that contains attributes to be loaded into a new dictionary
or merged into an existing dictionary

Value—Text

<mer ge- opt i on>— (Optional) Merge method for existing dictionaries. If a dictionary with the

same name already exists and you do not specify a merge option, then the configuration is not
modified.

Value

. mer ge— Merge the specified dictionary with the configured
dictionary.

. repl ace— Remove and replace the configured dictionary with the
specified dictionary.
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Required Privilege L evel

No specific privilege required.
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<group> (configuration/shared/sic)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<identifier> dentifier</identifier> <!-- identifier -->
</ gr oup>
</sic>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 4.0.0
Description

Configure the shared SIC group properties. The SIC shared group configuration contains the configuration used
by a group of servers. Each SIC server must belong to a group. The SIC group configuration contains the
configuration properties for accounting methods, dictionaries, editing rules, and RADIUS options for the group.
The identifier associated with the group is the name of the shared configuration. If you want a specific server to
use a shared group configuration, you create a correlation between the server instance and the shared group
configuration. Specify the name of the server you want to use the shared group configuration by using the shared
sic group identifier server statement. The identifier associated with the server must match the name that you
specified with the slot number sic server statement.

In addition, certain configuration options applicable to the individual server instances belonging to the group are
also stored in the shared group configuration under the individual server name. These include the accounting
route rules, the event logging configuration, and the inbound and outbound RADIUS transport configuration
specific to the server instance.

Contents

<i denti f i er >— Name of a shared SIC configuration.

Value— Text

Required Privilege Level

system system
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<accounting-method> (configur ation/shar ed/sic/group/
configuration)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<account i ng- met hod>
<account i ng- nmet hod- name>account i ng- met hod- nane</ account i ng- net hod-
nane> <!-- identifier -->
</ accounti ng- met hod>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Configure the type of accounting method used by the SIC group. An accounting method is an accounting target
that is used for routing accounting requests. The types of accounting methods available for the SIC include storing
accounting events in the session state registrar (SSR) database or proxy RADIUS, which forwards accounting
events to a downstream authentication, authorization, and accounting (AAA) server. The proxy function must be
assigned to the downstream network element.

Contents

<account i ng- met hod- name>— Name of the accounting method. An accounting method is
a named accounting target that can then be assigned to an accounting route.

Value—Text

Required Privilege Level

system system
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<database> (configur ation/shar ed/sic/group/configur ation/
accounting-method)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<accounti ng- net hod>
<dat abase>
</ dat abase>
</ accounti ng- met hod>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 4.0.0
Description

Use the SSR database as the accounting method. Accounting records will be stored in the SSR database. When you
use the SSR database as the accounting method, you must also define the mapping between the SIC request
attribute, variable, or literal, and the SAE plug-in attribute. The SAE plug-in attributes must also be mapped to the
columns in the subscriber sessions table in the SSR database.

Required Privilege L evel

system system
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<plug-in-attribute> (configuration/shared/sic/group/
configuration/accounting-method/database/attributes)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<accounti ng- net hod>
<dat abase>
<attributes>
<plug-in-attribute>
<idsid</id> <!-- identifier -->
<request-attribute>request-attribute</request-attribute>
<vari abl e>vari abl e</ vari abl e>
<literal>literal</literal >
</plug-in-attribute>
</attributes>
</ dat abase>
</ accounti ng- et hod>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release | nformation
Statement introduced in SRC Release 4.0.0
Description

Configure the mapping between SIC variables or RADIUS attributes and the SAE plug-in attributes. When you use
the SSR database as the accounting method, you must also define the mapping between SIC request attributes,
variables, or literals, and the SAE plug-in attributes. The SAE plug-in attributes must also be mapped to the
columns in the subscriber sessions table in the SSR database. This mapping must be configured to store
accounting events in the SSR database. This mapping is combined with the mapping defined between SSR
subscriber sessions table fields (columns) and SAE plug-in attributes. In addition, SIC uses internal variables to
store intermediate results of transaction processing, such as request editing results. A variable from an editing
rule can be used in the mapping to store the value of the internal variable (the result of the editing process) in the
subscriber sessions table field.

Contents

<i d>— Name of the SAE plug-in attribute to be mapped to the SIC request attribute, variable, or
literal.
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Value—Text

<request - attri but e>—(Optional) Name of the RADIUS request attribute to be mapped to
the SAE plug-in attribute.

Value—Text

<var i abl e>—(Optional) Name of transactional variable to be mapped to the SAE plug-in
attribute.

Value—Text

<l i t er al >—(Optional) Name of literal to be mapped to the SAE plug-in attribute.

Value—Text

Required Privilege Level

system system
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<radius> (configuration/shar ed/sic/group/configur ation/
accounting-method/pr oxy)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<accounti ng- net hod>
<pr oxy>
<r adi us>
<net wor k- el ement >net wor k- el ement </ net wor k- el enrent >
</radi us>
</ pr oxy>
</ account i ng- net hod>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Use a downstream RADIUS network element (AAA server) as the accounting target. The network element must be
configured as a proxy server.

Contents

<net wor k- el ement >— Name of a configured downstream RADIUS network element to

which you want to forward (proxy) accounting requests. The network element must be
configured as a RADIUS proxy server.

Value—Text

Required Privilege L evel

system system
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<dictionary> (configuration/shar ed/sic/group/configur ation)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<di cti onary>
<id>id</id> <!-- identifier -->
</dictionary>
</ configuration>
</ gr oup>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description
Configure a dictionary used by the SIC group. The dictionary is a collection of related RADIUS attributes.
Contents
<i d>— Name of the dictionary. Each dictionary must have a unique name.

Value—Text

Required Privilege L evel

system system
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<attribute> (configuration/shar ed/sic/group/configuration/
dictionary)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<di cti onary>
<attribute>
<idsid</id> <!-- identifier -->
</attribute>
</ dictionary>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 4.0.0

Description

Configure the name of the attribute you want to include in the dictionary.
Contents

<i d>— Name of the attribute you want to define in the dictionary. Each attribute must have a
unique name.

Value—Text

Required Privilege L evel

system system
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<radius> (configuration/shar ed/sic/group/configur ation/
dictionary/attribute)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<di cti onary>
<attribute>
<r adi us>
<type>t ype</type>
<f or mat >f or mat - choi ce</ f or nat >
<vendor - i d>vendor - i d</ vendor -i d>
<encrypt/>
<sal t-encrypt/>
<t agged/ >
<sensitivel>
</radi us>
</attribute>
</dictionary>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 4.0.0

Description

Configure the properties of the RADIUS attribute you want included in the dictionary.
Contents

<t ype>— Type of RADIUS attribute specified as an integer value.

Value—Integer in the range 0-255

<f or mat >— Format of the RADIUS attribute.

Value
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one- byt e- i nt eger — Attribute value is an 8 bit unsigned integer
i nt eger — Attribute value is a 32 bit unsigned integer

ei ght - byt e-i nt eger — Attribute value is a 64 bit unsigned
integer

st ri ng— Attribute value is a string

i pv4- addr ess— Attribute value is an IPv4 address

i pv6- addr ess— Attribute value is an IPv6 address

t i me— Attribute value is a 32 bit unsigned value, with the most

significant octet appearing first. The value is equal to the number of
seconds since 00:00:00 UTC, January 1, 1970
oct et s— Attribute value consists of raw bytes

<vendor - i d>—(Optional) Attribute is vendor-specific, and this is the vendor ID.

Value—Integer in the range 0-2147483647

<encr ypt >—(Optional) Attribute should be encrypted without a salt.

Default— false

<sal t - encr ypt >—(Optional) Attribute should be encrypted with a salt.

Default— false

<t agged>—(Optional) RADIUS attribute is tagged.

Default— false

<sensi t i ve>—(Optional) RADIUS attribute carries sensitive data, so its value will not be

logged.

Default— false

Required Privilege L evel

system system
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<constant> (configur ation/shar ed/sic/group/configur ation/
dictionary/attribute/radius)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<di cti onary>
<attribute>
<radi us>
<const ant >

<const ant - name>const ant - nane</ const ant - nane> <! -- identifier

<const ant - val ue>const ant - val ue</ const ant - val ue>
</ const ant >
</radi us>
</attribute>
</dictionary>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Define a constant you want to associate with the data contained in the RADIUS attribute. You must define a
unique name and a value for the constant.

Contents

<const ant - name>— Name of the constant. Each constant must have a unique name.

Value—Text

<const ant - val ue>—(Optional) Value mapped to the constant name.

Value—Integer in the range -2147483648-2147483647
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Required Privilege L evel

system system
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<editing> (configuration/shar ed/sic/group/configuration)

Usage

<confi guration>

<shar ed>
<si c>
<gr oup>
<confi guration>
<editing>
<editing-rule>editing-rule</editing-rule> <!-- identifier -->
<node>node- choi ce</ node>
</editing>
</ configuration>
</ gr oup>
</sic>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 4.0.0

Description

Configure editing rules. Editing rules allow you to modify values of RADIUS attributes or transaction variables
based on an optional condition. Before the SIC sends the request to the specified accounting target, the request
can optionally be edited based on the editing rules associated with the selected accounting routing rule. Editing
rules are similar to accounting routing rules in that the request is examined for a matching condition and if one is
found, the request is edited and then sent to the accounting target.

Editing rules provide power and flexibility to adapt request and response processing in different conditions to
provide a standardized result. An example is the extraction of VPN-ID from a RADIUS request, which may be
specified differently in incoming RADIUS requests depending on the device and the use case.

In addition to editing RADIUS attributes, the SIC can edit transactional variables. Editing rules can define new
transactional variables in addition to certain built-in variables, such as the result of username parsing, NAS client
lookup, and so on. Transactional variables are also referenced in the columns of the subscriber sessions table in
the SSR database, which allows you to store the results of request processing and editing in the subscriber
sessions table. There is a limit on the number of transactional variables; the default value is 255. Changing the
limit requires restarting the SIC.

You configure editing rules by defining the source and its associated match conditions, the editing conditions
applied to the source value, and the target in which to place the edited result. First the request is examined for the
specified source (RValue) based on match conditions. The value of the source is read and then edited based on the
defined editing rule. The result is then placed in the defined target. The edited request sent to the accounting
target includes both the original source and the new target value.

Each editing rule is a simple assignment of a source (RValue) and a target (LValue). In any assignment the target
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can be either a transactional variable, a RADIUS attribute in the request, or a RADIUS attribute in the response.

The source can be either a literal, a transactional variable, or a RADIUS attribute in the request.

The match conditions that you can test for in the source include whether a specific realm, user identity, or
request attribute is present, not present, equals, does not equal, has a certain suffix, has a certain prefix, or is
within a specific range.

If a match condition is found in the source, you can append or replace the value of the source and put it in the
target. Additionally, if the source is a request attribute, you can remove the prefix, remove the suffix, or remove
the attribute before or after the @, and place the result in the target. Wildcards are supported for the remove
before and remove after options.

Contents

<edi ti ng- r ul e>— Name of the editing rule.

Value—Text

<node>—(Optional) Target (LValue) control mode. This setting controls how the target (LValue)

is assigned. If a match condition is found on the source, you can append or replace the value of
the source and put it in the target.

Value

. repl ace— Target (LValue) is replaced with new value from editing

process
. append— Current target (LValue) value is concatenated with the

new target value from the editing process

Default—replace

Required Privilege L evel

system system
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<default> (configuration/shar ed/sic/gr oup/configur ation/editing)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<editing>
<def aul t >
<literal>literal</literal >
<request-attribute>request-attribute</request-attribute>

<vari abl e>vari abl e</ vari abl e>
</ def aul t >
</ edi ting>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Configure the default RValue to use when no source is selected during the editing process. This default value is
used only if none of the defined editing rule conditions are matched.

Contents

<l i t er al >—(Optional) String literal used by default when no source is selected during the
editing process.

Value—Text

<r equest - at t ri but e>—(Optional) RADIUS request attribute used by default when no
source is selected during the editing process.

Value—Text

<vari abl e>—(Optional) Transactional variable used by default when no source is selected
during the editing process.

572



Subscriber Information Collector (SIC) Configuration Tag Elements

Value—Text

Required Privilege L evel

system system
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<literal> (configuration/shar ed/sic/gr oup/configur ation/editing/
sour ce)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<identifier> dentifier</identifier> <!-- identifier -->
</literal >
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 4.0.0
Description
Configure a string literal as the source of the editing rule.
Contents
<i denti fi er >— String literal in editing rule.

Value—Text

Required Privilege L evel

system system
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<request> (configuration/shar ed/sic/group/configur ation/editing/
sour ce/literal/condition)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<literal >
<condi ti on>
<request >
</ request >
</ conditi on>
</literal >
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 4.0.0
Description

Configure the name of the request attribute in the match condition, and specify the presence option of the
condition.

Required Privilege L evel

system system
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<attribute> (configuration/shar ed/sic/group/configuration/
editing/sour ce/liter al/condition/request)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<r equest >
<attribute>

<attribute-name>attribute-nane</attribute-nane> <!--
identifier -->
<present/>
<not - present/ >
</attribute>
</ request >
</ condi tion>
</literal >
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Configure the request attribute match condition. If the request attribute condition is matched in the request, the
route is selected.

Contents
<attri but e- name>— Name of the request attribute.

Value—Text

Check for the presence of this value in the request.
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Value

. present — Value must be present in request
. not - pr esent — Value must not be present in request

Required Privilege L evel

system system
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<does-not-equal> (configur ation/shar ed/sic/gr oup/configuration/
editing/sour ce/liter al/condition/request/attribute)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<literal >
<condi ti on>
<request >
<attribute>
<does- not - equal >
<val ue>val ue</val ue> <!-- identifier -->
</ does- not - equal >
</attribute>
</ request >
</ conditi on>
</literal >
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must not match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<equals> (configuration/shar ed/sic/gr oup/configur ation/editing/
sour ce/literal/condition/r equest/attribute)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<r equest >
<attribute>
<equal s>
<val ue>val ue</value> <!-- identifier -->
</ equal s>
</attribute>
</ request >
</ condi tion>
</literal >
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<has-prefix> (configuration/shar ed/sic/group/configuration/
editing/sour ce/liter al/condition/request/attribute)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<literal >
<condi ti on>
<request >
<attribute>
<has- prefi x>
<val ue>val ue</val ue> <!-- identifier -->
</ has- prefix>
</attribute>
</ request >
</ conditi on>
</literal >
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a prefix that matches this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<has-suffix> (configuration/shar ed/sic/gr oup/configur ation/
editing/sour ce/liter al/condition/request/attribute)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<r equest >
<attribute>
<has-suffi x>
<val ue>val ue</val ue> <!-- identifier -->
</ has-suffi x>
</attribute>
</ request >
</ condi tion>
</literal >
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a suffix that matches this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<range> (configur ation/shar ed/sic/gr oup/configuration/editing/
sour ce/literal/condition/r equest/attribute)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<literal >
<condi ti on>
<request >
<attribute>
<range>
<l ow>l ows/ | ow>
<hi gh>hi gh</ hi gh>
</ range>
</attribute>
</ request >
</ condi ti on>
</literal >
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 4.0.0
Description
Configure the range of the match condition. Checked value in the attribute must be within this range.
Contents
<| ow>— Low range in text format.
Value—Text

<hi gh>— High range in text format.
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Value—Text

Required Privilege L evel

system system
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<realm> (configuration/shar ed/sic/group/configur ation/editing/
sour ce/literal/condition/transactionVariables)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi tion>
<transactionVari abl es>
<real n»
<present/>
<not - present />
</real m»
</transactionVari abl es>
</condition>
</literal >
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description
Configure a realm match condition. If the condition is matched in the request, the route is selected.
Check for the presence of this value in the request.
Value

. present — Value must be present in request
. not - pr esent — Value must not be present in request
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Required Privilege Level

system system
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<does-not-equal> (configur ation/shar ed/sic/gr oup/configuration/
editing/sour ce/liter al/condition/transactionVariables/r ealm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<transactionVari abl es>
<real n»
<does- not - equal >
<val ue>val ue</value> <!-- identifier -->
</ does- not - equal >
</real n»
</transactionVari abl es>
</ condi tion>
</literal >
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must not match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<equals> (configuration/shar ed/sic/gr oup/configur ation/editing/
sour ce/literal/condition/transactionVariables/r ealm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<transactionVari abl es>
<real n»
<equal s>
<val ue>val ue</value> <!-- identifier -->
</ equal s>
</real n»
</transactionVari abl es>
</ condi tion>
</literal >
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<has-prefix> (configuration/shar ed/sic/group/configuration/
editing/sour ce/liter al/condition/transactionVariables/r ealm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<transactionVari abl es>
<real n»
<has- prefi x>
<val ue>val ue</value> <!-- identifier -->
</ has- prefix>
</real n»
</transactionVari abl es>
</ condi tion>
</literal >
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a prefix that matches this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<has-suffix> (configuration/shar ed/sic/gr oup/configur ation/
editing/sour ce/liter al/condition/transactionVariables/r ealm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<transactionVari abl es>
<real n»
<has-suffi x>
<val ue>val ue</value> <!-- identifier -->
</ has-suffi x>
</real n»
</transactionVari abl es>
</ condi tion>
</literal >
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a suffix that matches this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<range> (configur ation/shar ed/sic/gr oup/configuration/editing/
sour ce/literal/condition/transactionVariables/r ealm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi tion>
<transactionVari abl es>
<real n»
<range>
<l ow>l owx/ | ow>
<hi gh>hi gh</ hi gh>
</ range>
</real m»
</transactionVari abl es>
</condition>
</literal >
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Infor mation
Statement introduced in SRC Release 4.0.0
Description
Configure the range of the match condition. Checked value in the realm must be within this range.
Contents
<l ow>—(Optional) Low range in text format.
Value—Text

<hi gh>—(Optional) High range in text format.
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Value—Text

Required Privilege L evel

system system
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<user -identity> (configuration/shar ed/sic/group/configur ation/
editing/sour ce/liter al/condition/transactionVariables)

Usage

<confi guration>

<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi tion>
<transactionVari abl es>
<user-identity>
<present/>
<not - present />
</user-identity>
</transactionVari abl es>
</condition>
</literal >
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 4.0.0

Description

Configure a user identity match condition. If the user identity condition is matched in the request, the route is
selected. Possible match conditions are present, not present, does not equal, equals, has prefix, has suffix, or
range.

Check for the presence of this value in the request.

Value

+ present — Value must be present in request
« not - pr esent — Value must not be present in request

600



Subscriber Information Collector (SIC) Configuration Tag Elements

Required Privilege Level

system system
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<does-not-equal> (configur ation/shar ed/sic/gr oup/configuration/
editing/sour ce/liter al/condition/transactionVariables/user -
identity)

Usage

<confi guration>

<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<transactionVari abl es>
<user-identity>
<does- not - equal >
<val ue>val ue</value> <!-- identifier -->
</ does- not - equal >
</user-identity>
</transactionVari abl es>
</condition>
</literal >
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must not match this value exactly.

Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system
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<equals> (configuration/shar ed/sic/gr oup/configur ation/editing/
sour ce/literal/condition/tr ansactionVariables/user -identity)

Usage

<confi guration>

<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<transactionVari abl es>
<user-identity>
<equal s>
<val ue>val ue</value> <!-- identifier -->
</ equal s>
</user-identity>
</transactionVari abl es>
</ condi tion>
</literal >
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must match this value exactly.

Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<has-prefix> (configuration/shar ed/sic/group/configuration/
editing/sour ce/liter al/condition/transactionVariables/user -
identity)

Usage

<confi guration>

<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<transactionVari abl es>
<user-identity>
<has- prefi x>
<val ue>val ue</value> <!-- identifier -->
</ has- prefix>
</user-identity>
</transactionVari abl es>
</condition>
</literal >
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a prefix that matches this value exactly.

Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system
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<has-suffix> (configuration/shar ed/sic/gr oup/configur ation/
editing/sour ce/liter al/condition/transactionVariables/user -
identity)

Usage

<confi guration>

<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<transactionVari abl es>
<user-identity>
<has-suffi x>
<val ue>val ue</value> <!-- identifier -->
</ has-suffi x>
</user-identity>
</transactionVari abl es>
</condition>
</literal >
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a suffix that matches this value exactly.

Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system
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<range> (configur ation/shar ed/sic/gr oup/configuration/editing/
sour ce/literal/condition/tr ansactionVariables/user -identity)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<literal >
<condi ti on>
<transactionVari abl es>
<user-identity>
<range>
<l ow>l ow</ | ow>
<hi gh>hi gh</ hi gh>
</ range>
</user-identity>
</transactionVari abl es>
</ condi ti on>
</literal >
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 4.0.0
Description
Configure the range of the match condition. Checked value in the user identity must be within this range.
Contents
<l ow>—(Optional) Low range in text format.
Value—Text

<hi gh>—(Optional) High range in text format.
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Value—Text

Required Privilege L evel

system system
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<request-attribute> (configuration/shar ed/sic/group/
configur ation/editing/sour ce)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<request-attribute>
<identifier> dentifier</identifier> <!-- identifier -->
<renove- prefi x>renove- prefi x</renove-prefix>
<renove-suf fi x>renove-suf fi x</renove-suffi x>
<r enove- bef or e>r enove- bef ore</ r enove- bef ore>
<renove-after>renove-after</renove-after>
</request-attribute>
</ source>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Configure a RADIUS attribute from the request to be the source of the editing rule. In addition, specify whether
you want to remove the prefix, remove the suffix, or remove the attribute before or after the @ in the request.

Contents

<i denti f i er >— RADIUS attribute from request to be used as the source in the editing rule.

Value—Text

<r enmove- pr ef i x>—(Optional) Remove the specified prefix from the request.

Value—Text
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<r enove- suf f i x>—(Optional) Remove the specified suffix from the request.

Value—Text

<r enove- bef or e>—(Optional) Remove everything before the specified prefix from the
request.

Value—Text

<r enpve- af t er >—(Optional) Remove everything after the specified suffix from the request.

Value—Text

Required Privilege Level

system system
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<request> (configuration/shar ed/sic/group/configur ation/editing/
sour ce)

Usage

<confi guration>

<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<request >
</ request >
</ conditi on>
</request-attribute>
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 4.0.0

Description

Configure the name of the request attribute in the match condition, and specify the presence option of the
condition.

Required Privilege L evel

system system
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<attribute> (configuration/shar ed/sic/group/configuration/
editing/sour ce/r equest-attribute/condition/r equest)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<request >
<attribute>

<attribute-nanme>attri bute-name</attri bute-name> <!--
identifier -->
<present/>
<not - present/ >
</attribute>
</ request >
</ conditi on>
</request-attribute>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Configure the request attribute match condition. If the request attribute condition is matched in the request, the
route is selected.

Contents
<attri but e- name>— Name of the request attribute.

Value—Text

Check for the presence of this value in the request.
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Value

. present — Value must be present in request
. not - pr esent — Value must not be present in request

Required Privilege L evel

system system
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<does-not-equal> (configur ation/shar ed/sic/gr oup/configuration/
editing/sour ce/r equest-attribute/condition/r equest/attribute)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<request >
<attribute>
<does- not - equal >
<val ue>val ue</val ue> <!-- identifier -->
</ does- not - equal >
</attribute>
</ request >
</ conditi on>
</request-attribute>
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must not match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<equals> (configuration/shar ed/sic/gr oup/configur ation/editing/
sour celrequest-attribute/condition/request/attribute)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<request >
<attribute>
<equal s>
<val ue>val ue</value> <!-- identifier -->
</ equal s>
</attribute>
</ request >
</condition>
</request-attribute>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<has-prefix> (configuration/shar ed/sic/group/configuration/
editing/sour ce/r equest-attribute/condition/r equest/attribute)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<request >
<attribute>
<has- prefi x>
<val ue>val ue</val ue> <!-- identifier -->
</ has- prefix>
</attribute>
</ request >
</ conditi on>
</request-attribute>
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a prefix that matches this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<has-suffix> (configuration/shar ed/sic/gr oup/configur ation/
editing/sour ce/r equest-attribute/condition/r equest/attribute)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<request >
<attribute>
<has- suf fi x>
<val ue>val ue</val ue> <!-- identifier -->
</ has-suffi x>
</attribute>
</ request >
</ conditi on>
</request-attribute>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a suffix that matches this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system
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<range> (configur ation/shar ed/sic/gr oup/configuration/editing/
sour celrequest-attribute/condition/request/attribute)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<request >
<attribute>
<range>
<l ow>l ows/ | ow>
<hi gh>hi gh</ hi gh>
</ range>
</attribute>
</ request >
</ condi ti on>
</request-attribute>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 4.0.0
Description
Configure the range of the match condition. Checked value in the attribute must be within this range.
Contents
<| ow>— Low range in text format.
Value—Text

<hi gh>— High range in text format.
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Value—Text

Required Privilege L evel

system system

626



Subscriber Information Collector (SIC) Configuration Tag Elements

<realm> (configuration/shar ed/sic/group/configur ation/editing/
sour celrequest-attribute/condition/transactionVariables)

Usage

<confi guration>

<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<request-attribute>
<condi ti on>
<transactionVari abl es>
<real n»
<present/>
<not - present />
</real m»
</transactionVari abl es>
</condition>
</request-attribute>
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>

</ configuration>

Release I nfor mation

Statement introduced in SRC Release 4.0.0

Description

Configure a realm match condition. If the condition is matched in the request, the route is selected.

Check for the presence of this value in the request.

Value

. present — Value must be present in request
. not - pr esent — Value must not be present in request
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Required Privilege Level

system system

628



Subscriber Information Collector (SIC) Configuration Tag Elements

<does-not-equal> (configur ation/shar ed/sic/gr oup/configuration/
editing/sour ce/r equest-attribute/condition/transactionVariables/
realm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<request-attribute>
<condi tion>
<transactionVari abl es>
<real np
<does- not - equal >
<val ue>val ue</value> <!-- identifier -->
</ does- not - equal >
</real m»
</transactionVari abl es>
</condition>
</request-attribute>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must not match this value exactly.
Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system

630



Subscriber Information Collector (SIC) Configuration Tag Elements

<equals> (configuration/shar ed/sic/gr oup/configur ation/editing/
sour celrequest-attribute/condition/transactionVariables/r ealm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<request-attribute>
<condi ti on>
<transactionVari abl es>
<real n»
<equal s>
<val ue>val ue</value> <!-- identifier -->
</ equal s>
</real n»
</transactionVari abl es>
</ condi tion>
</request-attribute>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system

632



Subscriber Information Collector (SIC) Configuration Tag Elements

<has-prefix> (configuration/shar ed/sic/group/configuration/
editing/sour ce/r equest-attribute/condition/transactionVariables/
realm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<request-attribute>
<condi tion>
<transactionVari abl es>
<real np
<has- prefi x>
<val ue>val ue</value> <!-- identifier -->
</ has- prefix>
</real m»
</transactionVari abl es>
</condition>
</request-attribute>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a prefix that matches this value exactly.
Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system

634



Subscriber Information Collector (SIC) Configuration Tag Elements

<has-suffix> (configuration/shar ed/sic/gr oup/configur ation/
editing/sour ce/r equest-attribute/condition/transactionVariables/
realm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<request-attribute>
<condi tion>
<transactionVari abl es>
<real np
<has-suffi x>
<val ue>val ue</value> <!-- identifier -->
</ has-suffi x>
</real m»
</transactionVari abl es>
</condition>
</request-attribute>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a suffix that matches this value exactly.
Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system

636



Subscriber Information Collector (SIC) Configuration Tag Elements

<range> (configur ation/shar ed/sic/gr oup/configuration/editing/
sour celrequest-attribute/condition/transactionVariables/r ealm)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<transactionVari abl es>
<real e
<range>
<l ow>l ows/ | ow>
<hi gh>hi gh</ hi gh>
</ range>
</real m»
</transactionVari abl es>
</ condi ti on>
</request-attribute>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Infor mation
Statement introduced in SRC Release 4.0.0
Description
Configure the range of the match condition. Checked value in the realm must be within this range.
Contents
<l ow>—(Optional) Low range in text format.
Value—Text

<hi gh>—(Optional) High range in text format.
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Value—Text

Required Privilege L evel

system system

638



Subscriber Information Collector (SIC) Configuration Tag Elements

<user -identity> (configuration/shar ed/sic/group/configur ation/
editing/sour ce/r equest-attribute/condition/transactionVariables)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<transactionVari abl es>
<user-identity>
<present/>
<not - present />
</user-identity>
</transactionVari abl es>
</ conditi on>
</request-attribute>
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 4.0.0
Description

Configure a user identity match condition. If the user identity condition is matched in the request, the route is
selected. Possible match conditions are present, not present, does not equal, equals, has prefix, has suffix, or
range.

Check for the presence of this value in the request.
Value

+ present — Value must be present in request
« not - pr esent — Value must not be present in request
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Required Privilege Level

system system

640



Subscriber Information Collector (SIC) Configuration Tag Elements

<does-not-equal> (configur ation/shar ed/sic/gr oup/configuration/
editing/sour ce/r equest-attribute/condition/transactionVariables/
user -identity)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<transacti onVari abl es>
<user-identity>
<does- not - equal >
<val ue>val ue</value> <!-- identifier -->
</ does- not - equal >
</user-identity>
</transactionVari abl es>
</ condition>
</request-attribute>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must not match this value exactly.
Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system

642



Subscriber Information Collector (SIC) Configuration Tag Elements

<equals> (configuration/shar ed/sic/gr oup/configur ation/editing/
sour ce/request-attribute/condition/transactionVariables/user -
identity)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<transacti onVari abl es>
<user-identity>
<equal s>
<val ue>val ue</value> <!-- identifier -->
</ equal s>
</user-identity>
</transactionVari abl es>
</ condition>
</request-attribute>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must match this value exactly.
Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system

644



Subscriber Information Collector (SIC) Configuration Tag Elements

<has-prefix> (configuration/shar ed/sic/group/configuration/
editing/sour ce/r equest-attribute/condition/transactionVariables/
user -identity)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<transacti onVari abl es>
<user-identity>
<has- prefi x>
<val ue>val ue</value> <!-- identifier -->
</ has- prefix>
</user-identity>
</transactionVari abl es>
</ condition>
</request-attribute>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a prefix that matches this value exactly.
Contents

<val ue>— Value of match condition.

Value—Text

645



SRC 4.1.x XML API Configuration Reference

Required Privilege Level

system system

646



Subscriber Information Collector (SIC) Configuration Tag Elements

<has-suffix> (configuration/shar ed/sic/gr oup/configur ation/
editing/sour ce/r equest-attribute/condition/transactionVariables/
user -identity)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<transacti onVari abl es>
<user-identity>
<has- suf fi x>
<val ue>val ue</value> <!-- identifier -->
</ has-suffi x>
</user-identity>
</transactionVari abl es>
</ condition>
</request-attribute>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a suffix that matches this value exactly.
Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system

648



Subscriber Information Collector (SIC) Configuration Tag Elements

<range> (configur ation/shar ed/sic/gr oup/configuration/editing/
sour ce/request-attribute/condition/transactionVariables/user -
identity)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<request-attribute>
<condi ti on>
<transacti onVari abl es>
<user-identity>
<r ange>
<l ow>l ow</ | ow>
<hi gh>hi gh</ hi gh>
</ range>
</user-identity>
</transactionVari abl es>
</ conditi on>
</request-attribute>
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the range of the match condition. Checked value in the user identity must be within this range.
Contents

<l ow>—(Optional) Low range in text format.

Value—Text
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<hi gh>—(Optional) High range in text format.

Value—Text

Required Privilege Level

system system
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Subscriber Information Collector (SIC) Configuration Tag Elements

<variable> (configuration/shar ed/sic/gr oup/configuration/editing/
sour ce)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<identifier> dentifier</identifier> <!-- identifier -->
</vari abl e>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description
Configure a transactional variable as the source of the editing rule.
Contents
<i denti f i er >— Transactional variable used as source of editing rule.

Value—Text

Required Privilege L evel

system system
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<request> (configuration/shar ed/sic/group/configur ation/editing/
sour ce/variable/condition)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<vari abl e>
<condi ti on>
<request >
</ request >
</ conditi on>
</vari abl e>
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 4.0.0
Description

Configure the name of the request attribute in the match condition, and specify the presence option of the
condition.

Required Privilege L evel

system system
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Subscriber Information Collector (SIC) Configuration Tag Elements

<attribute> (configuration/shar ed/sic/group/configuration/
editing/sour ce/variable/condition/r equest)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi ti on>
<r equest >
<attribute>

<attribute-name>attribute-nane</attribute-nane> <!--
identifier -->
<present/>
<not - present/ >
</attribute>
</ request >
</ condi tion>
</vari abl e>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description

Configure the request attribute match condition. If the request attribute condition is matched in the request, the
route is selected.

Contents
<attri but e- name>— Name of the request attribute.

Value—Text

Check for the presence of this value in the request.
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Value

. present — Value must be present in request
. not - pr esent — Value must not be present in request

Required Privilege L evel

system system
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Subscriber Information Collector (SIC) Configuration Tag Elements

<does-not-equal> (configur ation/shar ed/sic/gr oup/configuration/
editing/sour ce/variable/condition/r equest/attribute)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<vari abl e>
<condi ti on>
<request >
<attribute>
<does- not - equal >
<val ue>val ue</val ue> <!-- identifier -->
</ does- not - equal >
</attribute>
</ request >
</ conditi on>
</vari abl e>
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must not match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system

656



Subscriber Information Collector (SIC) Configuration Tag Elements

<equals> (configuration/shar ed/sic/gr oup/configur ation/editing/
sour cef/variable/condition/request/attribute)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi ti on>
<r equest >
<attribute>
<equal s>
<val ue>val ue</value> <!-- identifier -->
</ equal s>
</attribute>
</ request >
</ condi tion>
</vari abl e>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system

658



Subscriber Information Collector (SIC) Configuration Tag Elements

<has-prefix> (configuration/shar ed/sic/group/configuration/
editing/sour ce/variable/condition/r equest/attribute)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<vari abl e>
<condi ti on>
<request >
<attribute>
<has- prefi x>
<val ue>val ue</val ue> <!-- identifier -->
</ has- prefix>
</attribute>
</ request >
</ conditi on>
</vari abl e>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a prefix that matches this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system

660



Subscriber Information Collector (SIC) Configuration Tag Elements

<has-suffix> (configuration/shar ed/sic/gr oup/configur ation/
editing/sour ce/variable/condition/r equest/attribute)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi ti on>
<r equest >
<attribute>
<has-suffi x>
<val ue>val ue</val ue> <!-- identifier -->
</ has-suffi x>
</attribute>
</ request >
</ condi tion>
</vari abl e>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a suffix that matches this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text

661



SRC 4.1.x XML API Configuration Reference

Required Privilege Level

system system

662



Subscriber Information Collector (SIC) Configuration Tag Elements

<range> (configur ation/shar ed/sic/gr oup/configuration/editing/
sour cef/variable/condition/request/attribute)

Usage

<confi guration>
<shar ed>
<sic>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<vari abl e>
<condi ti on>
<request >
<attribute>
<range>
<l ow>l ows/ | ow>
<hi gh>hi gh</ hi gh>
</ range>
</attribute>
</ request >
</ condi ti on>
</vari abl e>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information
Statement introduced in SRC Release 4.0.0
Description
Configure the range of the match condition. Checked value in the attribute must be within this range.
Contents
<| ow>— Low range in text format.
Value—Text

<hi gh>— High range in text format.
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Value—Text

Required Privilege L evel

system system
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Subscriber Information Collector (SIC) Configuration Tag Elements

<realm> (configuration/shar ed/sic/group/configur ation/editing/
sour ce/variable/condition/transactionVariables)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi tion>
<transactionVari abl es>
<real n»
<present/>
<not - present />
</real m»
</transactionVari abl es>
</condition>
</vari abl e>
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation
Statement introduced in SRC Release 4.0.0
Description
Configure a realm match condition. If the condition is matched in the request, the route is selected.
Check for the presence of this value in the request.
Value

. present — Value must be present in request
. not - pr esent — Value must not be present in request
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Required Privilege Level

system system

666



Subscriber Information Collector (SIC) Configuration Tag Elements

<does-not-equal> (configur ation/shar ed/sic/gr oup/configuration/
editing/sour ce/variable/condition/transactionVariables/realm)

Usage

<confi guration>

<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi ti on>
<transactionVari abl es>
<real n»
<does- not - equal >
<val ue>val ue</val ue> <!-- identifier -->
</ does- not - equal >
</real n»
</transactionVari abl es>
</ condi tion>
</vari abl e>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>

</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must not match this value exactly.

Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system

668



Subscriber Information Collector (SIC) Configuration Tag Elements

<equals> (configuration/shar ed/sic/gr oup/configur ation/editing/
sour cef/variable/condition/transactionVariables/r ealm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi ti on>
<transactionVari abl es>
<real n»
<equal s>
<val ue>val ue</value> <!-- identifier -->
</ equal s>
</real n»
</transactionVari abl es>
</ condi tion>
</vari abl e>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system

670



Subscriber Information Collector (SIC) Configuration Tag Elements

<has-prefix> (configuration/shar ed/sic/group/configuration/
editing/sour ce/variable/condition/transactionVariables/realm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi ti on>
<transactionVari abl es>
<real n»
<has- prefi x>
<val ue>val ue</value> <!-- identifier -->
</ has- prefix>
</real n»
</transactionVari abl es>
</ condi tion>
</vari abl e>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Information

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a prefix that matches this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text

671



SRC 4.1.x XML API Configuration Reference

Required Privilege Level

system system
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Subscriber Information Collector (SIC) Configuration Tag Elements

<has-suffix> (configuration/shar ed/sic/gr oup/configur ation/
editing/sour ce/variable/condition/transactionVariables/realm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi ti on>
<transactionVari abl es>
<real n»
<has-suffi x>
<val ue>val ue</value> <!-- identifier -->
</ has-suffi x>
</real n»
</transactionVari abl es>
</ condi tion>
</vari abl e>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a suffix that matches this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system

674



Subscriber Information Collector (SIC) Configuration Tag Elements

<range> (configur ation/shar ed/sic/gr oup/configuration/editing/
sour cef/variable/condition/transactionVariables/r ealm)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi tion>
<transactionVari abl es>
<real n»
<range>
<l ow>l owx/ | ow>
<hi gh>hi gh</ hi gh>
</ range>
</real m»
</transactionVari abl es>
</condition>
</vari abl e>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release Infor mation
Statement introduced in SRC Release 4.0.0
Description
Configure the range of the match condition. Checked value in the realm must be within this range.
Contents
<l ow>—(Optional) Low range in text format.
Value—Text

<hi gh>—(Optional) High range in text format.
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Value—Text

Required Privilege L evel

system system
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Subscriber Information Collector (SIC) Configuration Tag Elements

<user -identity> (configuration/shar ed/sic/group/configur ation/
editing/sour ce/variable/condition/transactionVariables)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi ti on>
<transactionVari abl es>
<user-identity>
<present/>
<not - present />
</user-identity>
</transactionVari abl es>
</condition>
</vari abl e>
</ sour ce>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nfor mation
Statement introduced in SRC Release 4.0.0
Description

Configure a user identity match condition. If the user identity condition is matched in the request, the route is
selected. Possible match conditions are present, not present, does not equal, equals, has prefix, has suffix, or
range.

Check for the presence of this value in the request.
Value

+ present — Value must be present in request
« not - pr esent — Value must not be present in request
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Required Privilege Level

system system

678



Subscriber Information Collector (SIC) Configuration Tag Elements

<does-not-equal> (configur ation/shar ed/sic/gr oup/configuration/
editing/sour ce/variable/condition/transactionVariables/user -
identity)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<sour ce>
<vari abl e>
<condi ti on>
<transacti onVari abl es>
<user-identity>
<does- not - equal >
<val ue>val ue</value> <!-- identifier -->
</ does- not - equal >
</user-identity>
</transactionVari abl es>
</ condition>
</vari abl e>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release | nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must not match this value exactly.
Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system

680



Subscriber Information Collector (SIC) Configuration Tag Elements

<equals> (configuration/shar ed/sic/gr oup/configur ation/editing/
sour cefvariable/condition/transactionVariables/user -identity)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi ti on>
<transactionVari abl es>
<user-identity>
<equal s>
<val ue>val ue</value> <!-- identifier -->
</ equal s>
</user-identity>
</transactionVari abl es>
</ condi tion>
</vari abl e>
</ source>
</ editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must match this value exactly.
Contents

<val ue>— Vvalue of match condition.

Value—Text
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Required Privilege Level

system system

682



Subscriber Information Collector (SIC) Configuration Tag Elements

<has-prefix> (configuration/shar ed/sic/group/configuration/
editing/sour ce/variable/condition/transactionVariables/user -
identity)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi tion>
<transactionVari abl es>
<user-identity>
<has- prefi x>
<val ue>val ue</value> <!-- identifier -->
</ has- prefix>
</user-identity>
</transactionVari abl es>
</condition>
</vari abl e>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a prefix that matches this value exactly.
Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system
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Subscriber Information Collector (SIC) Configuration Tag Elements

<has-suffix> (configuration/shar ed/sic/gr oup/configur ation/
editing/sour ce/variable/condition/transactionVariables/user -
identity)

Usage

<confi guration>
<shar ed>
<si c>
<gr oup>
<confi guration>
<edi ting>
<source>
<vari abl e>
<condi ti on>
<transactionVari abl es>
<user-identity>
<has-suffi x>
<val ue>val ue</value> <!-- identifier -->
</ has-suffi x>
</user-identity>
</transactionVari abl es>
</condition>
</vari abl e>
</ sour ce>
</editing>
</ configuration>
</ group>
</sic>
</ shar ed>
</ configuration>

Release I nformation

Statement introduced in SRC Release 4.0.0

Description

Configure the match condition. The value in the request must have a suffix that matches this value exactly.
Contents

<val ue>— Value of match condition.

Value—Text
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Required Privilege Level

system system
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Subscriber Information Collector (SIC) Configuration Tag Elements

<range> (configur ation/shar ed/sic/gr oup/configurati