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About the Documentation

• Documentation and Release Notes on page ix

• Documentation Conventions on page ix

• Documentation Feedback on page xi

• Requesting Technical Support on page xii

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at https://www.juniper.net/books.

Documentation Conventions

Table 1 on page x defines notice icons used in this guide.
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Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page x defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

Copyright © 2018, Juniper Networks, Inc.x
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You

can use either of the following methods:

• Online feedback system—Click TechLibrary Feedback, on the lower right of any page

on the Juniper Networks TechLibrary site, and do one of the following:

xiCopyright © 2018, Juniper Networks, Inc.
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• Click the thumbs-up icon if the information on the page was helpful to you.

• Click the thumbs-down icon if the information on the page was not helpful to you

or if you have suggestions for improvement, and use the pop-up form to provide

feedback.

• E-mail—Sendyourcommentsto techpubs-comments@juniper.net. Includethedocument

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need post-sales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

https://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:

https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://kb.juniper.net/InfoCenter/
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• Join and participate in the Juniper Networks Community Forum:

https://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: https://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at https://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

https://www.juniper.net/support/requesting-support.html.
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CHAPTER 1

Overview

• Automated Support and Prevention Overview on page 15

Automated Support and Prevention Overview

Juniper Networks Automated Support And Prevention (ASAP) is an end-to-end solution

designed to automatically resolve product issues, prevent outages, provide insight and

increase network productivity. With ASAP, a network operator can perform the following

functions:

• Monitor faults.

• Collect diagnostic data.

• Manage events.

• Create cases for resolving issues.

• Manage inventory.

• Receive notifications from Juniper Support Systems (JSS) about issues that can affect

the device.

• Receive End-of-Life (EOL) and End-of-Service (EOS) notifications from JSS for

managed devices and device components.

• Create reports using the received notifications and analyze the impact of known issues

on the network.

ASAP is provided to all customers with Juniper Care and Juniper Care Plus service

contracts. ASAP comprises the following components:

15Copyright © 2018, Juniper Networks, Inc.



• Advanced Insight-Scripts (AI-Scripts):

AI-ScriptsareXML,XSLT, orSLAXscripts installedondevices running JunosOSRelease

11.4 or later to detect hardware and software events such as fan failure, read-write

errors, routing protocol checksum error, critical packet drops, and failure to commit

configurations. When an event occurs on a device on which AI-Scripts are installed,

AI-Scripts are triggered to collect troubleshooting information from the device, which

is bundled in a structured format called a Juniper Message Bundle (JMB).

AI-Scripts generate three types of JMBs—eJMBs, iJMBs, and on-demand JMBs. Event

JMBsoreJMBsaregenerated in response toeventsoccurringon thedevice. Information

JMBs or iJMBs (also known as device snapshots) are generated to provide trending

information of a device. On-demand JMBs are generated in response to user requests

to generate a JMB.

For more information about AI-Scripts, see AI-Scripts and JMBs Overview.

• Junos Space Service Now and Junos Space Service Insight applications:

• Service Now accesses the JMBs generated by AI-Scripts from devices running Junos

OS, creates an incident for the event in the Service Now database, and notifies the

network operator about the event. Service Now can be configured to submit the

incident and the associated JMB to JSS automatically to create a case for resolving

any issue caused by the event.

You can use Service Now (instead of AI-Scripts) to generate a JMB in situations

where youwant to check the health of the device well before receiving an iJMB. This

JMB is knownasanoff-boxon-demand iJMB. ServiceNowcanalso generate off-box

on-demand eJMBs and off-box on-demand Return Materials Authorization (RMA)

JMBs. Service Now uses the directive.rc file to generate the off-box JMBs. The

directive.rc file is shippedwith Service Now and contains the required commands to

generate the JMBs.

For more information about the directive file, see Directive File Overview

• Service Insight stores alerts called proactive bug notifications (PBNs) received from

JSS and notifies the network operator about impending problems in the network.

Service Insight also stores alerts for devices and services nearing EOL, EOS, Last

Order Date, or End of Engineering. Service Insight receives these alerts from JSS

based on the trending information of iJMBs submitted by Service Now.

You can generate an EOL and PBN report to identify the devices exposed to known

issues or bugs and devices nearing EOL or EOS for taking suitable action tomitigate

network downtime.

For more information, see Proactive Information Received from Juniper Support

Systems (JSS).

• Juniper Support Systems (JSS):

JSS comprises knowledge repositories, such as the EOL or EOS database, the Juniper

CustomerRelationshipManager (CRM), JuniperContracts systems,andbugsdatabase.

Copyright © 2018, Juniper Networks, Inc.16
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JSS creates cases for incidents submitted by Service Now. The cases are assigned to

JTACpersonnel for resolution.Usersarenotifiedabout theprogressof thecase through

the Service Now GUI.

JSS uses the information present in iJMBs to send alerts about devices and services

nearing EOL agreements. While resolving an issue received from a customer, JSS

analyzes the nature of the issue and sends PBNs to warn other customers about the

issue to mitigate network downtime.

• Juniper Case Analysis Tool Suite (JCATS)

JCATS is a set of tools that automatically analyze data collected andattached to cases

opened in Juniper Networks case management systems and provide analysis results

to JTACengineers. JTACengineers canuse this data to speedupdiagnosis andproblem

resolution.

Benefits of ASAP

• Allows network operators to automatically detect events on a device running Junos

OS for early resolution of issues.

• Allows quick collection of necessary troubleshooting data without any manual

intervention, thus saving time and effort.

• Provides critical information related to bugs, EOL, and EOS so that network operators

and customers can plan to mitigate any adverse impact on their network.

Related
Documentation

• AI-Scripts Overview

• Service Now Overview

• Service Insight Overview

• Installing Junos Space Service Now and Junos Space Service Insight Applications on

page 21
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CHAPTER 2

Installing and Configuring Junos Space
Network Management Platform

• Installing and Configuring a Junos Space Appliance on page 19

Installing and Configuring a Junos Space Appliance

Junso Space Service Now and Junos Space Service Insight applications run on the Junos

SpaceNetworkManagementPlatform.TheJunosSpaceNetworkManagementPlatform

is preinstalled in the JA2500 Junos Space Appliance. If you are not using a JA2500

appliance, you can create a Junos Space Virtual Appliance by installing and running the

Junos Space Network Management Platform on a virtual machine (VM).

To install the Junos Space Network Management Platform image on a VM to create a

JunosSpaceVirtualApplianceandconfigure the virtual appliance, see JunosSpaceVirtual

Appliance Installation and Configuration Guide.

NOTE: To install and configure Service Now and Service Insight on a Junos
Space Virtual Appliance, we recommend the following size for RAM and
partitions of hard disk (for managing about 500 devices):

• RAM: 32 GB

• Hard Disk: 1 TB; partitioned as follows:

• Minimum 20 GB for /

• Minimum 20 GB for /tmp

• Minimum 50G for /var/log

• Remaining for /var

If you are using a JA2500 appliance, see JA2500 Junos Space Appliance Hardware Guide

for information about installing and configuring the JA2500 Junos Space Appliance.

Related
Documentation

• Installing Junos Space Service Now and Junos Space Service Insight Applications on

page 21
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• Configuring the Operating Mode of Junos Space Service Now on page 27

Copyright © 2018, Juniper Networks, Inc.20

Junos Space Service Now Getting Started Guide



CHAPTER 3

Installing Junos Space Service Now and
Junos Space Service Insight

• Installing Junos Space Service Now and Junos Space Service Insight

Applications on page 21

• Upgrading Junos Space Service Now and Junos Space Service Insight

Applications on page 25

Installing Junos Space Service Now and Junos Space Service Insight Applications

Junos Space Service Now Release 18.1R1 and Junos Space Service Insight Release 18.1R1

are supported only on Junos Space Network Management Platform Release 18.4R1. You

must upgrade earlier releases of Service Now and Service Insight to 18.1R1 release for

operating Service Now and Service Insight Release 18.1R1 on Junos Space Platform

Release 18.4R1.

CAUTION: If ServiceNowandService Insight are already installedona Junos
Space server, do not uninstall them to install or upgrade to a later version.
Uninstalling deletes all the Service Now and Service Insight data from the
Junos Space server. To upgrade Service Now and Service Insight to a later
version, use the upgrade option in the Junos Space Network Management
Platform. For details, see “Upgrading Junos Space Service Now and Junos
Space Service Insight Applications” on page 25.

This topic discusses the following:

• Uploading a Service Now and Service Insight Image File to a Junos Space

Server on page 21

• Installing Junos Space Service Now and Junos Space Service Insight on page 23

Uploading a Service Now and Service Insight Image File to a Junos Space Server

Before you upgrade or install Service Now and Service Insight, youmust upload the

required Service Now image file to a Junos Space server.
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NOTE:

• Service Insight is combined with Service Now in the Service Now image
file. You can access Service Insight based on your license for support
contract.

• You cannot access Service Insight if you are operating Service Now in the
End Customermode.

To upload a Service Now image file to a Junos Space server:

1. Download the Service Now image file from the Juniper Networks support site at

https://www.juniper.net/support/downloads/?p=servicenow#sw to your local file

system.

2. Log in to the Junos Space Platformwith the default username and password

(super/juniper123).

3. From the Junos Space Network Management Platform navigation tree, select

Administration > Applications.

The Applications page appears.

4. On the top-left corner of the Applications page, click the Add Applications icon:

.

The Add Application page appears.

5. On the Add Application page, perform one of the following tasks:

• Upload the Service Now image file by using HTTP.

a. Click Upload via HTTP.

The Upload Software via HTTP dialog box appears.

b. Type the name of the Service Now image file or click Browse to navigate and

select the Service Now image file on the local file system.

c. Click Upload.

NOTE: Upload theServiceNow image file byusingSCP if you receive
the followingmessage:

File size is too big, use scp to upload this file.

• Upload the Service Now image file by using SCP.

a. Click the Upload via SCP button.
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The Upload Software via SCP dialog box appears.

b. Enter the following details for the image file to be uploaded by using SCP:

• Username: Enter your username for the local file system.

• Password: Enter your password for the local file system.

• Confirm Password: Retype your password.

• Machine IP: Enter the host IP address of the local file system.

• Software File Path: Specify the file path to access the Service Now image file

on the local file system.

c. ClickUpload.

The process of uploading the ServiceNow image file to the Junos Space server begins

and the Upload Application Job Information dialog box appears.

6. In the Upload Application Job Information dialog box, click the Job ID link.

The JobManagement page is displayed. This page displays the progress of the upload

job.

7. After the upload job is complete, go toAdministration>Applicationson the navigation

tree to verify the upload.

The Applications page appears.

8. Click the Add Application icon.

The Add Application page appears. The uploaded Service Now image file should be

listed on this page.

Installing Junos Space Service Now and Junos Space Service Insight

Before you install:

• Youmust ensure that the version of Service Now and Service Insight that you want to

install are compatible with the Junos Space Network Management Platform version

installed on the Junos Space Server. For information on Junos Space Network

Management compatibility, refer to Junos Space Application Compatibility Matrix.

If the installed Junos Space Platform version is earlier than the compatible version,

upgrade the Junos Space Platform to the compatible release first and then upgrade

Service Now and Service Insight applications. For information about upgrading Junos

Space Network Management Platform, see Upgrading Junos Space Network

Management Platform Overview.

• Upload the Service Now image file to Junos Space server. See “Uploading a Service

NowandService Insight Image File to a JunosSpaceServer” on page 21 for information

about uploading an image file to the Junos Space server.
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To install Service Now and Service Insight applications:

1. Log in to Junos Space Network Management Platform using the default Username

and password (super/juniper123).

2. In the navigation tree, click Administration > Applications.

The Applications page appears.

3.

On the top-left corner of the Applications page, click the Add Applications icon: .

The Add Application page appears.

4. In the Add Application page, do one of the following:

• If the Service Now Release that you want is listed, select it and click Install.

The Application Configuration window appears indicating that no configuration

input is required..

• If the Service Now Release that you want is not listed, youmust upload the release

to Junos Space server.

To upload a Service Now image file to Junos Space server, see “Uploading a Service

Now and Service Insight Image File to a Junos Space Server” on page 21.

5. Click OK.

A job is created for the installation process and the Application Management Job

Information dialog box appears.

6. In the Application Management Job Information dialog box, click the Job ID link. The

JobManagement page is displayed. This page displays the progress of the upload job.

7. After the installation job is complete, log out of Junos Space GUI and log in again to

access Service Now. Service Now should be listed in the drop-downmenu present

above the Junos Space Network Management Platform navigation tree.

Related
Documentation

Junos Space Service Now Global Settings Overview•

• Configuring Global Settings
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Upgrading Junos Space Service Now and Junos Space Service Insight Applications

From Junos Space Network Management Platform Release 14.1 onwards, Junos Space

ServiceNowandJunosSpaceService Insightareavailableashot-pluggableapplications.

This allows you to upgrade and uninstall Service Now and Service Insight applications

independent of the Junos Space Network Management Platform.

Service Insight is bundled with the Service Now image file and is upgraded along with

Service Now.

CAUTION: Donot uninstall the installed versions of ServiceNowandService
Insight for upgrading to a later version. Uninstalling the applications deletes
all Service Now and Service Insight data from the Junos Space server.

You can upgrade to Service Now Release 18.1R1 and Service Insight Release 18.1R1 from

the Service Now Release 17.2R1 and Service Insight Release 17.2R1.

Before you upgrade Junos Space Service Now and Junos Space Service Insight:

• Ensure that versions of Service Now and Service Insight to which you want to upgrade

are compatible with the Junos Space Platform version installed on the Junos Space

server. For information about compatibility of the Junos Space Platformwith Service

Now and Service Insight, refer to Junos Space Application Compatibility Matrix.

If the installed Junos Space Platform version is earlier than the compatible version,

upgrade the Junos Space Platform to a compatible release first and then upgrade the

Service Now and Service Insight applications. For information about upgrading the

Junos Space Platform, refer to Junos Space Software Upgrade FAQs.

• Upload theServiceNow image file to the Junos Space server. See “Uploading aService

NowandService Insight Image File to a JunosSpaceServer” on page 21 for information

about uploading a Service Now and Service Insight image file to a Junos Space server.

To upgrade Junos Space Service Now and Junos Space Service Insight applications:

1. Log in to the Junos Space Platformwith the default username and password

(super/juniper123).

2. From the Junos Space Network Management Platform navigation tree, select

Administration > Applications.

The Applications page appears.

3. On theApplications page, clickServiceNow and selectActions>UpgradeApplication.

Alternatively, right-click Service Now and select Upgrade Application.

TheUpgradeApplicationpageappearsdisplayingall thepreviously uploadedversions

of Service Now.
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4. On the Upgrade Application page, perform one of the following tasks:

• If the Service Now release to which you want to upgrade is listed, select the Service

Now release to which you want to upgrade and click Upgrade.

• If the Service Now release to which you want to upgrade is not listed, upload the

Service Now image file to the Junos Space server and then click Upgrade.

To upload a Service Now image file to the Junos Space server, see “Uploading a

Service Now and Service Insight Image File to a Junos Space Server” on page 21.

A job is created for the upgrade process and the Application Management Job

Information dialog box appears.

5. In the Application Management Job Information dialog box, click the Job ID link. The

JobManagement page is displayed. This page displays the progress of the upload job.

6. After the upgrade job is complete, navigate to Administration > Applications.

The Applications page lists the upgraded releases of Service Now and Service Insight

installed on Junos Space server.

Related
Documentation

• Installing Junos Space Service Now and Junos Space Service Insight Applications on

page 21

• Uninstalling Junos Space Service Now and Junos Space Service Insight Applications

• Junos Space Service Now Global Settings Overview

• Configuring Global Settings

• Adding an SNMP Configuration to Service Now on page 32
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CHAPTER 4

Configuring Service Now

• Configuring the Operating Mode of Junos Space Service Now on page 27

• Adding an SNMP Configuration to Service Now on page 32

• Adding an Organization to Service Now on page 33

• Adding an EndCustomer to Service NowConfigured in Partner ProxyMode on page 35

• Testing Service Now Connection on page 38

• Creating a Device Group on page 39

• Installing AI-Scripts on a Device on page 40

• Creating Notification Policies on page 46

• Generating Test Cases on page 48

Configuring the OperatingMode of Junos Space Service Now

Themode in which you can operate Junos Space Service Now depends on your service

contract with Juniper Networks. The option to choose the operating mode of Service

Now is presented on the Global Settings page of the Service Now Administration

workspace,whenyouaccess theServiceNowGUI for the first timeafter installingService

Now and Service Insight.

Figure 1 on page 28Global Settings pagewith options to configure themodeof operating

Service Now.
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Figure 1: Configuring Service NowOperating Mode

Service Now can be operated in the following modes:

• Demomode—Service Now operates in demomode until you create a Service Now

organization and validate the organization’s connection with JSS.

• Offline mode—Select this mode to operate Service Now in Direct or Partner Proxy

modes without having to connect to JSS.

• Directmode—Select thismode to operateServiceNow inDirect or Partner Proxymode

by connecting to JSS.

• End Customer mode—Select this mode to operate Service Now in the End Customer

mode.

For information about capabilities of Service Nowwhen operating in various modes,

see Junos Space Service NowModes.

Ensure you have the following before configuring the operating mode of Service Now:

• If you want to configure offline mode on Service Now, you need a Partner Proxy or

Direct mode license. You can obtain the license by contacting Juniper Networks Tech

Support (JTAC) at Juniper Networks support and creating a technical service request.

• If you want to configure Partner Proxy or Direct mode on Service Now, you need to

obtain the username and password for creating organizations. You can obtain the

username and password for creating organizations by contacting Juniper Networks

Copyright © 2018, Juniper Networks, Inc.28

Junos Space Service Now Getting Started Guide

https://www.juniper.net/support/requesting-support.html


Tech Support (JTAC) at Juniper Networks support and creating a technical service

request.

• If you want to configure End Customer mode on Service Now, you need to obtain the

IP address of the Service Now partner and the username and password for creating

an organization. You can obtain the IP address of the Service Now partner and the

credentials for creating an organization by contacting the Service Now partner.

To configure the operating mode of Service Now:

1. Log in to the Junos Space GUI.

2. In the Service Now navigation tree, selectAdministration > Global Settings.

The Global Settings page appears. See Figure 1 on page 28.

3. Click one of the modes in which you want to operate Service Now.

• Offline mode

TheGlobalSettingspage for configuringofflinemode is shown inFigure2onpage29.

Figure 2: Offline Mode

To operate Service Now in offline mode:

a. On the Global Settings page, clickOffline Mode.
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b. Click the Browse button to browse for the Partner Proxy or Direct license and

click Upload.

The license file is imported into Junos Space.

c. Click Save.

A message indicating that Service Now is successfully configured in the Partner

Proxy or Direct mode is displayed.

• Direct mode

This mode is selected by default. Figure 3 on page 30 displays the Global Settings

page for configuring Service Now in Direct mode.

Figure 3: Direct Mode

To configure ServiceNow in theDirectmode, clickSave and configure organizations

using thecredentialsobtained fromJuniperNetworksoraqualified JuniperNetworks

partner. For information about configuring an organization, see “Adding an

Organization to Service Now” on page 33.

• End Customer mode

The Global Settings page for configuring Service Now in the End Customer mode

is shown in Figure 4 on page 31.
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Figure 4: End Customer Mode

To configure Service Now to operate in End Customer mode:

a. On the Global Settings page, click End Customer.

The Enter IP or Hostname text box appears.

b. In the Enter IP or Hostname text box, enter the IP address or hostname of the

Service Now partner and click Save.

c. Configure an organization by using the username and password obtained from

the Service Now partner. For information about configuring an organization, see

“Adding an Organization to Service Now” on page 33.

If the organization is created successfully, amessage is displayed indicating that

an organization is successfully created and is connected to the Service Now

partner. In the Service Now partner, the end customer (referred as connected

member) is listed on the Organizations page.

Related
Documentation

Service NowModes•

• Adding an Organization to Service Now on page 33
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• Testing Service Now Connection on page 38

• Adding an SNMP Configuration to Service Now on page 32

Adding an SNMPConfiguration to Service Now

Junos Space Service Now provides the SNMP configuration task to specify a destination

for SNMP traps to be sent when a Service Now notification policy is triggered. SNMP

traps are sent to the specified destination only when the notification policy specifies the

SNMP traps to be sent. You can view the SNMP trap destinations on the SNMP

Configurations page (Service Now > Administration > Global Settings > SNMP

Configuration).

To addandmanageSNMPservers, youmust haveServiceNowadministration privileges.

To add an SNMP server:

1. From theServiceNownavigation tree, selectAdministration>GlobalSettings>SNMP

Configuration.

The SNMP Servers page appears.

2. Click Add.

The Add SNMPServer dialog box appears.

3. Enter a name for the SNMP server.

The namemust begin with an alphanumeric character. Underscore (_), hyphen (-)

and space are allowed. Themaximum number of characters allowed is 64.

4. In theSNMPServer field, enter the IPaddressorhostnameof thenetworkmanagement

server where Service Now SNMP traps are sent.

5. In the UDP Port text box , enter the UDP port number.

The default UDP Port number is 162.

6. In the Community String text box, enter a community string using only alphanumeric

characters.

A community string is a password that allows access to a network device. It defines

the community of people that can access the SNMP information on the device.
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7. Select the SNMP version you want to use from the Protocol Version drop-down list.

8. Click Add.

The specified SNMP server is added to the Service Now database.

Loading MIBs

WhenusingaMIBbrowser or otherSNMPtrap receivers suchasHPOpenView tomonitor

the devices, the following MIB files must be loaded:

1. jnx-smi.mib

2. jnx-ai-manager.mib

NOTE: The jnx-smi.mib file must be loaded first.

Related
Documentation

Service Now Notification Policies Overview•

• SNMPMIBs Downloads

Adding an Organization to Service Now

An organization in Service Now represents a unique site ID in the Customer Relationship

Manager (CRM) of Juniper Support Systems (JSS).

An organization is configured on Service Now by providing a site ID and credentials

(username and password) for the site ID. The site ID, username, and password are

provided by Juniper Networks for operating Service Now in Direct and Partner Proxy

modes. For operating Service Now in End Customer mode, the Service Now partner

provides the username and password to configure an organization.

Auser shouldhaveServiceNowadministrator privileges toaddanorganization toService

Now.

NOTE: In End Customermode, you can add only one organization.

To add a Service Now organization:

1. From the Service Now navigation tree, select Administration >Organizations > Add

Organization.

The AddOrganization dialog box appears.
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Figure 5: Add Organization Dialog Box

2. Enter the organization parameters in the provided fields. For a detailed description of

these fields, see Table 3 on page 34.

Table 3: Description of Fields on the Add Organization Page

DefaultRange/LengthDescriptionName

maximum 64
characters are
allowed.

Name of the organizationName

Real CasesThe values are:

• Real cases

• Test cases

Specifies whether cases from this organization
should be submitted as real cases or test cases.

The synopsis of a test case submitted to JSS or
Service Now partner is appended with [Test
Mode].

Submit
cases as

128 characters;
should be in the
e-mail address
format.

Characters can
includealphabets,
numbers, and the
following special
characters: ., -, _,
and +.

Name used to identify the user in JSS while
creating cases, and checking for updates to
existing cases.

You do not need to enter a username or
password if Service Now is in the Offline mode.

User
Name

32 charactersPassword for the username required for
communicatingwith JSSorServiceNowpartner.

You do not need to enter a username or
password if Service Now is in the Offline mode.

User
Password
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Table 3: Description of Fields on the Add Organization Page (continued)

DefaultRange/LengthDescriptionName

80 charactersIdentifier of a site in the Customer Relationship
Manager(CRM) of JSS.

ClickGet Sites and select a Site ID from the Site
ID list that is generated when you enter the
username and password.

NOTE: This option is not available when you
add an organization in Service Nowoperating in
the End Customer mode.

Get Sites
(button)

Send all
information
with IP
addresses
overwritten

–The device configuration information in JMBs to
be shared with JSS:

• Do not send Device Snapshots—Does not
send device snapshots to JSS

• Send all information except
configuration—Sends all device information
except the configuration information

• Send all information with IP Addresses
overwritten—Sends all device information
with IP addresses overwritten by asterisks

• Send all information—Sends all device
information.

• Only send list of features used—Sends only
the device configuration information

NOTE: The Only send list of features used
option is applicable for device snapshots or
information JMBs (iJMBs) only.

JMB Filter
Level

NOTE: In the Offlinemode, the Add Organization page displays only the
Name and the JMB Filter Level fields.

3. Click Submit.

Service Now saves the organization and returns to the Organization page.

Related
Documentation

Junos Space Service Now Global Settings Overview•

• Junos Space Service NowModes

Adding an End Customer to Service NowConfigured in Partner ProxyMode

Junos Space Service Now that is operating in the Partner Proxy mode (referred to as

Service Now partner) canmanagemultiple end customers over a secure HTTPS

connection. In a Service Now partner, end customers are referred to as connected
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members. For a Service Now partner to communicate with an end customer, the Service

Nowapplicationat theend-customer location(referred toasServiceNowendcustomer)

should have an organization configured on it. . The Service Now partner provides the

usernameandpassword for configuring theorganization in theServiceNowendcustomer.

For information about End Customer mode, see Service NowModes.

NOTE: An end customer can be added to a Service Now partner only after a
valid organization is created in the Service Now end customer.

To add an end customer to Service Now configured in Partner Proxy mode:

1. From the Service Now navigation tree, select Administration >Organization > Add

Member.

The AddMember dialog box appears as shown in Figure 6 on page 36.

Figure 6: AddMember Dialog Box

2. In the Name filed, enter a name for the Service now end customer.

Thenamemustcontainonlyalphanumericcharacters (a-z,A-Z,0-9). It cannotcontain

special characters such as underscores (_), spaces, or hyphens (-). Themaximum

number of characters allowed is 64.

3. In the User Name field, enter a username for the Service Now end customer.
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The end customer should use this username when submitting cases to the Service

Now partner. The usernamemust be in the user@example.com format.

4. In the User Password field, enter a password for the username.

5. In the Confirm User Password field, enter the same password for confirmation.

6. On the JMBFilter Leveldrop-downmenu, select one of the following values to specify

the information ina JuniperMessageBundle (JMB) thatcanbesharedwith theService

Now partner and Juniper Support Systems (JSS):

• Do not send Device Snapshots—Does not send device snapshots to JSS

• Send all information except configuration—Sends all device information in a JMB

except the device configuration information

• Sendall informationwith IPAddressesoverwritten—Sendsall thedevice information;

however, the IP addresses associatedwith the device are overwrittenwith asterisks

(*)

• Send all information—Sends all the device information

• Only send list of features used—Sends parameters configured without values

assigned to the parameters

NOTE: TheOnly send list of featuresusedoption isapplicable fordevice
snapshots or information JMBs (iJMBs) only.

7. (Optional) Under Select Configuration, configure options as follows:

• SelectOverride Address to override address group associated with end-customer

devices. Overriding address groups of end customers allows a Service Now partner

to send Return Materials Authorization (RMA) incidents of an end customer to JSS

using the ship-to address associated with the device by the Service Now partner.

• Select Accept BIOS Validations to accept BIOS data from a Service Now end

customer for validation.

If aServiceNowpartnerdoesnot select this checkbox, theConfigureBIOSValidation

option on the Actions list of Service Now devices is disabled on the Service Now

end customer.

NOTE: StartingServiceNowRelease 15.1R1, theAcceptBIOSValidations
check box is provided on the AddMember Dialog Box of a Service Now
partner to accept or reject BIOS data from Service Now end customers
for validation.

• SelectAcceptAISHealthCheck Incidents toacceptAI-Scripts health check incidents

from the Service Now end customer.

8. Click Submit.

The end customer is created and displayed on the Organizations page.
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Release History Table DescriptionRelease

Starting Service Now Release 15.1R1, the Accept BIOS Validations check box
is provided on the AddMember Dialog Box of a Service Nowpartner to accept
or reject BIOS data from Service Now end customers for validation.

15.1R1

Related
Documentation

Junos Space Service Now Global Settings Overview•

• Adding an SNMP Configuration to Service Now on page 32

Testing Service NowConnection

After an organization is created, you can check whether or not you are able to connect

to JSS or the Service Now partner (in case of End Customer mode).

To test the connection of Service Nowwith JSS or the Service Now partner:

1. From the Service Now navigation tree, select Administration > Organizations.

The Organizations page appears.

2. Select the organization whose connection you want to test and select Check Status

from the Actions menu. Alternatively, right-click the organization and select Check

Status.

The Test Connection dialog box displays the result of the test connection as shown

in Figure 7 on page 38.

Figure 7: Test Connection Result

3. Navigate to Administration > Global Settings and confirm that the Connection Status

displaysOK.

Service Now is connected to JSS or the Service Now partner.

Related
Documentation

Creating a Device Group on page 39•

• Service Now Device Groups Overview
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Creating a Device Group

Youcanusedevicegroups togroupdeviceswithinanorganization.OnlyuserswithService

Nowadministrator privileges can create device groups andadddevices to them. Adevice

added newly to Service Now is assigned to the default device group.

Device Group in Direct or End Customermode:

• Whena neworganization is created, ServiceNowautomatically creates a device group

and associates it with the organization.

• You can edit and delete the default device groups that Service Now creates for

organizations.

Device Group in Partner ProxyMode:

• When a new organization is created, Service Now automatically creates a default

device group and associates it with the organization.

• Service Now creates a default device group the organization created by an end

customer.

• Devices added by end customers are automatically added to the default device group.

• Administrators can edit but not delete the default device group for end customers.

To create a device group:

1. From the Service Now navigation tree, selectAdministration >DeviceGroups > Create

Device Group.

The Create Device Group page appears.

Figure 8: Create Device Group Page

2. Enter a name for the device group in the Name field.
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Thenamemustcontainonlyalphanumericcharacters (a-z,A-Z,0-9). It cannotcontain

special characters such as underscores (_), spaces, or hyphens (-). Themaximum

number of characters allowed is 64.

3. In theOrganizations list, select an organization to associate with this device group.

If you want to associate the device group with a new organization, click New

Organization and configure the new organization. See “Adding an Organization to

Service Now” on page 33 for details.

4. (Optional) In the Select Auto Submit Policies section, select one ormore auto submit

policies that you want to associate with the device group.

5. ClickNext to add devices to the device group or click Finish to create the device group.

When you click Next, the Add Devices page appears.

6. Select the devices that you want to add to this device group from the Select Device

to add them to the Device Group section.

7. Click Finish.

Service Now adds the selected devices to the device group.

To verify if the devices are added to the device group, double-click the device group

on the Device Groups page. The Device Group Detail page lists the devices and auto

submit policies that are assigned to the device group.

Related
Documentation

Service Now Devices Overview•

• Service Now Auto Submit Policy Overview

Installing AI-Scripts on a Device

AI-Scripts provide the intelligence to a device running Junos OS to detect hardware or

software failures.

Junos Space Service Now is shipped with a default AI-Scripts bundle. If needed, you can

download other versions of the AI-Scripts bundle from the Juniper Networks website

(AI-Scripts - Download Software) and add them to Service Now.

Youmust select event scripts from the AI-Scripts bundle to create an event profile and

install the event profile on a device running Junos OS. Juniper Message Bundles (JMBs)

are generated on the device only for those events that have event scripts included in the

event profile.

We recommend that you first identify five of the most common events for which you

want JMBs generated and select event scripts only for those events to be installed on

thedevice fromtheAI-Scriptsbundle.Thishelps you toobserve theeffectof theAI-Scripts

configuration on the device, for example, memory consumedwhile generating JMBs, the

frequency a JMB is generate for an event, performance of the device while JMB is

generated, and so on. Install the scripts for other events using a new event profile after

your observation.
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NOTE: For information on resources utilized by AI-Scripts on a device, see
Effect of AI-Scripts on Resource Utilization of a Device.

Before you begin, ensure that you have the following:

• A valid service contract with Juniper Networks

• A user account to access Juniper Networks tools and resources

If you do not have a user account, fill up the registration form at

https://www.juniper.net/registration/Register.jsp to create a user account.

Installing AI-Scripts on a device involves the following tasks:

• Adding AI-Scripts Bundle to Service Now on page 41

• Creating an Event Profile Using an AI-Scripts Bundle on page 42

• installing the Event Profile on Devices on page 43

Adding AI-Scripts Bundle to Service Now

To add an AI-Scripts bundle to Service Now:

1. Access AI-Scripts - Download Software.

The AI-Scripts – Download Software page appears.

2. On the AI-Scripts - Download Software page, click the Software tab

3. Click theAI-Scripts InstallPackageof theAI-Scripts release that youwant todownload.

Use the Version drop-down list to select an AI-Scripts release version.

By default, the releases in the latest version are listed on the AI-Scripts - Download

Software page.

The LOGIN page appears.

4. Log in to the JuniperNetworksauthenticationsystemwith theusernameandpassword

provided by Juniper Networks.

5. Click the AI-Scripts Install Package link to download the AI-Scripts Install package to

your local file system.

6. From the Service Now navigation tree, select Administration > Event Profiles > Script

Bundles > Add Script Bundle.

The Add Script Bundle page appears as shown in Figure 9 on page 42.
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Figure 9: Add Script Bundle Dialog Box

7. Click Browse.

The file upload dialog box of your Web browser appears.

8. Locate the AI-Scripts bundle in your local file system and click Upload.

The AI-Scripts bundle is uploaded to Service Now and appears on the Script Bundles

page.

Creating an Event Profile Using an AI-Scripts Bundle

To create an event profile from an AI-Scripts bundle:

1. From the Junos Space Service Now navigation tree, select Administration > Event

Profiles > Add Event Profile.

The Add Event Profile page appears as shown in Figure 10 on page 42.

Figure 10: Add Event Profile Page

2. In the Profile Name field, enter a name for the event profile.

The name can contain alphanumeric characters and the Underscore (_), hyphen (-),

and space special characters. Themaximum number of characters allowed is 255.
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3. In the Description field, enter a description for the event profile.

Themaximum number of characters allowed is 255.

4. From the Script Bundle drop-down list, select the AI-Scripts bundle fromwhich you

want to select event scripts to be included in the event profile.

5. Select the check box next to Event Synopsis to include all the event scripts present

in the selected AI-Scripts bundle, in the event profile.

Alternatively, you can include specific events scripts by selecting the check boxes

provided next to the event scripts.

6. (Optional) Click the ShowSelected Events link to view and verify the event scripts

included in the event profile.

7. Click Submit.

The Save Event Profile dialog box appears. The dialog box displays a link to apply the

event profile to devices manually and another link to return to the Profiles page.

8. Click Return to the Profiles page to return to the event profiles page.

After an event profile is created, it can be installed on a device running Junos OS.

installing the Event Profile on Devices

To install event profiles on devices running Junos OS:

1. From the Service Now navigation tree, select Administration > Event Profiles.

The event profiles page appears.

2. Select the event profile that you want to install on the devices and select Push to

devices from the Actionsmenu. Alternatively, right-click the event profile and select

Push to devices.

The Push to Devices page appears as shown in Figure 11 on page 44.
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Figure 11: Push to Devices Dialog Box

3. Select the devices on which you want to install the event profile.

When the event profile is installed, a copy of the AI-Scripts bundle fromwhich the

event profile is created is stored on the device.

4. (Optional) If you do not want to save a copy of the AI-Scripts bundle on the device,

select theNever store Script Bundle files on device (if selected roll-back optionwill not

be available) check box.

By default, this check box is not selected and the AI-Scripts bundle is stored in the

device in which it is installed.

5. (Optional) If you want to remove the AI-Scripts bundle from the device after it is

installed, select the Remove Script Bundle files after successful install check box.

By default, this check box is not selected and the AI-Scripts bundle is stored in the

device in which it is installed.

6. (Optional) if youdonotwant thedeviceconfiguration tobemodifiedwhile committing

the event profile on the device, clear the Alter device configuration to enable AI-Script

events on device check box. By default, this option is selected.
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NOTE:
• If you clear the Alter device configuration to enable AI-Script events on
device check box and the static AI-Scripts configuration is not present
on the device, Service Now only installs the AI-Scripts bundle on the
device. The static AI-Scripts configurationmust be committed on the
devicemanually and the /var/db/scripts/op/ais-param-set.slax file
executed for AI-Scripts to generate JMBs.

• When you install or upgrade AI scripts releases earlier than Release 5.0
on a device using Service NowRelease 15.1 or later, the static AI-Scripts
configurationmust be pushedmanually to the device for each
installation and upgrade irrespective of whether the Alter device
configuration toenableAI-Script eventsondevice checkbox is selected
or cleared.

7. Click Submit.

The Potential Exposure when Event Profile is installed on Devices page appears. An

! icon is placed next to the devices that are susceptible to the events in the event

profile.

8. Click Continue.

The Install Event Profile dialog box appears. With this dialog box, you can remove

devices from the list by clearing their respective check boxes.

9. Click Install.

The Job Information dialog box displaying the job ID appears. To view the status of

this job, click the job ID link. The Jobs page displays the status of the job.

If you have installed the event profile on a dual Routing Engine, the results displayed

on the Jobs page show the status for both the primary Routing Engine and the backup

Routing Engine. A Failed status indicates that the installation failed on either of the

Routing Engines.

10. ClickOK.

The View Event Profiles page appears.

Related
Documentation

Creating Notification Policies on page 46•

• Generating Test Cases on page 48

• Manually Installing AI-Scripts on Devices

• Juniper Networks Devices Supported by Service Now and Service Insight
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Creating Notification Policies

You can configure notification policies in Junos Space Service Now to specify when

Service Now should send notifications about events occurring on devices in a managed

network and the recipients of the notifications. Triggers define instances when a

notification should be sent for events. For example, if ’Incident Submitted’ notification

policy is configured, Service Now sends a notification to recipients whenever an incident

is submitted to JSS.

You can further refine the trigger by applying a filter so that notifications are sent only

for specific organization, device group, and devices. For example, you can apply a filter

to the Incident Submitted trigger so that Service Now sends notifications only when

critical incidents from a specific organization are submitted to Juniper Support System

(JSS).

You can define the following triggers for notifications to be sent in Service Now:

• New Incident Detected: Notification is sent when a new incident is created in Service

Now.

• Incident Submitted: Notification is sent when an incident is submitted to JSS.

• Case ID Assigned: Notification is sent when a case is created for the incident and a

case ID is assigned to the case.

• Case Status Updated: Notification is sent when the status of the case is updated.

• New intelligence Update: Notification is sent when a device snapshot is received by

Service Now.

• Service Contract Expiring: Notification is sent when the service contract for a device is

nearing expiry.

• NewExposure: Notification is sentwhen a proactive bug notification (PBN) is received

from JSS.

• Ship-to Address Missing for Device: Notification is sent when an RMA incident is

submitted to JSS with no ship-to address for a device.

• ConnectedMemberDeviceAdded/Removed:Notification is sentwhenanendcustomer

adds or deletes devices from Service Now organization
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To create a notification policy:

1. From the Service Now navigation tree, select Service Central > Notifications > Create

Notifications.

The Create Notifications page appears as shown in Figure 12 on page 47,

Figure 12: Create Notifications Page

2. In the Name field, enter a notification policy name.

The namemust be unique and can contain alphanumeric characters, space, hyphen

(-), and underscore (_). Themaximum number of characters allowed is 64.

3. From the Trigger drop downmenu, select a trigger for the notification to be sent.

4. If not already expanded, expand the Apply Filters section and enter the filter

parameters.

Different filters are supported for different trigger types.

5. Enter the e-mail IDs of users to whom the notification must be sent.

Use the Add Email and Delete buttons to add and delete e-mail IDs.

6. In the Send SNMP Traps to section, specify the destinations where SNMP traps can

be sent when an event occurs.
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7. Select the Send JMB file as attachment inmail check box if the JMB is to be attached

to the notification e-mail.

8. Click Add.

The notification policy is created and displayed on the Notifications page.

Related
Documentation

Service Now Notification Policies Overview•

• Generating Test Cases on page 48

Generating Test Cases

To confirmwhether incidents are created in Service Nowwhen events occur on a device,

generate an on-demand incident on a device and submit a test case to JSS or a Service

Now partner (if you are operating Service Now in End Customer mode).

To distinguish a test case, ensure that the Submit Cases attribute of an organization is

set to Test Cases.

To generate an on-demand incident:

1. From the Service Now navigation tree, select Administration > Service NowDevices.

The Service Now Devices page is displayed.

2. Click a device and select Create On-demand Incident from the Actions menu.

Alternatively, right-click the device and select Create On-demand Incident.

The On-demand Incident dialog box is displayed.

3. Select the Automatically Submit Case check box to submit the on-demand incident.

4. Select theUseServiceNowtoGenerate Incident check box to generate an on-demand

JMB.

5. Select the priority of the incident from the Priority list.

Theavailableoptionsare—Critical, High,Medium, andLow.Bydefault, Low is selected.

6. In the Synopsis field, enter a synopsis for the on-demand incident.

Themaximum number of characters allowed is 155.

7. In the ProblemDescription field, enter a description for the on-demand incident.

Themaximum number of characters allowed is 15,000.

8. Click Submit.
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A Job Information dialog box displaying the job ID appears. You can click the job ID to

go to the Create On-demand Incident job on the Jobs page. Double-click the job to

open the Create On-demand Incident Status dialog box (Figure 13 on page 49).

Figure 13: Create an On-demand Incident Status Dialog Box

9. Navigate to Service Central > Incidents.

The Incidents page appears. If the incident is created successfully, it is listed on the

Incidents page.

Related
Documentation

• Service Now Incidents Overview

• Viewing Incident Details
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