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Use this guide to understand the Junos Space Security Director application - the next generation security
management platform - its capabilities, and features.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation, see the product

documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Documentation Conventions

Table 1 on page xxxiv defines notice icons used in this guide.


https://www.juniper.net/documentation/
https://www.juniper.net/books

Table 1: Notice Icons

Meaning

Informational note

Caution

Warning

Laser warning

Tip

Best practice

@OPpPpPPpo:

Description

Indicates important features or instructions.

Indicates a situation that might result in loss of data or hardware

damage.

Alerts you to the risk of personal injury or death.

Alerts you to the risk of personal injury from a laser.

Indicates helpful information.

Alerts you to a recommended use or implementation.

Table 2 on page xxxiv defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Fi xed-width text like this

Italic text like this

Description

Represents text that you type.

Represents output that appears on
the terminal screen.

o Introduces or emphasizes important
new terms.

o Identifies guide names.

e ldentifies RFC and Internet draft
titles.

Examples

To enter configuration mode, type
the configure command:

user@host> configure

user @ost > show chassis alarms

No alarms currently active

e A policy term is a named structure
that defines match conditions and
actions.

e Junos OS CLI User Guide

e RFC 1997, BGP Communities
Attribute



Table 2: Text and Syntax Conventions (continued)

Convention

Italic text like this

Text like this

< > (angle brackets)

| (pipe symbol)

# (pound sign)

[ 1 (square brackets)

Indention and braces ({})

; (semicolon)

GUI Conventions

Description

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Encloses optional keywords or
variables.

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

Encloses a variable for which you can
substitute one or more values.

Identifies a level in the configuration
hierarchy.

Identifies a leaf statement at a
configuration hierarchy level.

Examples

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

e To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

e The console port is labeled
CONSOLE.

stub <default-metric metric>;

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS
only

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;



Table 2: Text and Syntax Conventions (continued)

Convention

Bold text like this

> (bold right angle bracket)

Description

Represents graphical user interface
(GUI) items you click or select.

Separates levels in a hierarchy of
menu selections.

Documentation Feedback

Examples

e Inthe Logical Interfaces box, select
All Interfaces.

e To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

We encourage you to provide feedback so that we can improve our documentation. You can use either

of the following methods:

e Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

| Feedback —

Is this page helpful?

o Click the thumbs-up icon if the information on the page was helpful to you.

o Click the thumbs-down icon if the information on the page was not helpful to you or if you have

suggestions for improvement, and use the pop-up form to provide feedback.

e E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,

URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are


https://www.juniper.net/documentation/index.html
https://www.juniper.net/documentation/index.html
mailto:techpubs-comments@juniper.net?subject=

covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

e JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTAC User
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

e Product warranties—For product warranty information, visit https://www.juniper.net/support/warranty/.

e JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

e Find CSC offerings: https://www.juniper.net/customers/support/

e Search for known bugs: https://prsearch.juniper.net/

e Find product documentation: https://www.juniper.net/documentation/

¢ Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

e Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

e Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

e Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

e Create a service request online: https://myjuniper.juniper.net
To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:

https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.
e Visit https://myjuniper.juniper.net.
e Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.


https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf
https://www.juniper.net/support/warranty/
https://www.juniper.net/customers/support/
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Junos Space Security Director Overview

Security Director is a Junos Space management application designed to enable quick, consistent, and
accurate creation, maintenance, and application of network security policies. It features an intuitive GUI
that provides isolation from the underlying Junos Space Platform, allowing security architects, analysts,
and security operators to focus on their jobs. Security Director provides visibility, simplified management,
and actionable security intelligence for applications, users, IP addresses, and threats that help network
managers make informed security decisions.

Security Director presents the security-focused administrator with a tabbed interface: The tabs across the
top of the GUI provide workspaces in which an administrator can perform specific tasks. Table 3 on page 3
shows the names of the tabs along with brief descriptions of what is accessible in that workspace.

Table 3: Tabs and What Their Workspaces Access

Tab Name Accesses

Dashboard Graphical security widgets that can be added, removed, and rearranged on a per user
basis. These widgets offer each user a customized view of network security.

Monitor Live threat maps and visual analysis of:

e Events received
e User activity

e Alerts and alarms

Devices Device discovery and device management.



Table 3: Tabs and What Their Workspaces Access (continued)

Tab Name Accesses

Configure Security-related management including:

Firewall policies

o IPS policies
o NAT policies
UTM policies

e VPN creation and management

Shared object management

Reports Predefined security reports and the ability to create custom reports.

Administration User and role management, logging management, and infrastructure management.

Benefits of Junos Space Security Director

o Offers a single centralized management interface that enables administrators to manage all phases of
the security policy life cycle—stateful firewall, unified threat management (UTM), intrusion prevention,
application firewall (AppFW), VPN, and NAT.

e Provides a simple user interface that enables new users to quickly become proficient.

o Automates the deployment of the most recent policy updates through the Policy Enforcer feature. The
risk of compromise and human error is reduced as network administrators are able to wok with a simple
and concise rule set.

e Enables effective threat management while producing detailed data access and user activity reports. An
action-oriented design enables the network administrator to detect threats across the network as they
occur, quickly block the traffic going to or coming from a specific region, and apply immediate remedial
action with a single click.

e Enables administrators to assess the effectiveness of each firewall rule and quickly identify the unused
rules, which results in better management of the firewall environment.

o Simplifies policy creation and maintenance workflows through metadata-based policies, and streamlines
threat remediation workflows through dynamic policy actions.

o Offers a seamless search function when correlating petabytes of data across hundreds of nodes.



Access and Log in
If you are working in the Junos Space Platform, you can access Security Director by selecting Security

Director from the Applications drop-down list at the upper left corner of the Space GUI, as shown on the
left side of Figure 1 on page 5.

Figure 1: Security Director Access and Log in

sovtcaions @ |

Metwork Management Platform |+ |
MNetwork Management Platform

Security Director m

After you log out of the Security Director GUI (or the login timer expires while in Security Director), the

next time you log in the Security Director login screen will appear, as shown on the right side of

Figure 1 on page 5. Once you use the Security Director login screen, that will remain your default login
location unless and until you navigate to the Space Platform URL or return to the Space Platform GUI and
either log out from there or let the login timer expire.

When the Security Director application is accessed for the first time, a getting started guide will overlay
the Security Director Dashboard page. The guide is designed to assist new and longtime users by providing
a quick reference to where functions are located within the new GUI. The guide can be dismissed for
subsequent logins and accessed later through the help button on the right side of the banner.

Using Navigational Elements

For a more personal, helpful, and customizable user experience, Juniper Networks has provided some aids
within the GUI. Table 2 shows a sample of navigation, customization, and help icons.



Table 4: Navigational Elements

Element Icon Location
Breadcrumbs—Trace your location in the GUI. The breadcrumbs Upper left part of main screen below the
provide a path back to one of the six starting tabs: Dashboard, Monitor tab. Not visible on the Dashboard.

Monitor, Devices, Configure, Reports, and Administration.

Info Tips—Hover your mouse over any available question mark @ Various places around the GUI.
icon for quick pop-up guidance.

Show and Hide Left-Nav—Click the hamburger icon to show or E Left side of tab bar, below the Juniper
hide the left-nav section. Networks logo.

Show Hide Columns—In tabular displays, you can choose which Upper right corner of some tabular display

columns are visible by clicking the icon and then selecting the windows such as the Reports tab and
check boxes on the menu. Devices tab.

Table Search—You can click this magnifying glass icon, within Q Upper right corner of tabular views. Next to
large tabular views, to search for specific text within any of the the Show Hide Columns icon.

visible fields in the display.

Banner Overview
The dark gray bar at the top of the screen is called the Banner. It provides access to system-wide utilities

such as a link back to Junos Space Platform, a global search utility, a domain switcher, a notification center,
a profile management access menu, and a help button.

Figure 2: Banner

@ Global

JUNOS SPACE
¥ | ScCURTY DRECTOR e —

Junos Space Platform Link

Figure 3: Junos Space Platform Link

The GUI for Security Director is designed to enhance security focus. Therefore, for administration or other
tasks that are not security related, you will need a way to switch back to the Space Platform GUI. In Security



Director, this can be accomplished by simply clicking the Juniper Networks logo in the upper left corner
of the banner.

Search Utility
Figure 4: Search Utility

Sometimes you just need to search for things. Did | already create an address object for the corporate
management network? Is there a URL category for gambling? If you find yourself in need of search
capabilities, the Global Search Utility will fulfill your needs. Type a term into the search field and Security
Director will show you all of the places where that term is found. The results lists are clickable, so that you
can go directly to the found object simply by clicking.

Domain Switcher

Figure 5: Domain Switcher

Security Director supports multitenancy in the form of domains. Domains provide a customizable separation
of managed assets and their configuration elements. See Domains Overview for more information.

Notification Center

Figure 6: Notification Center

On the right side of the banner is a bell-shaped icon called the Notification Center. Clicking this icon reveals
lists of the top alerts and alarms in Security Director. Clicking the View All Alarms or View All Alerts links
at the bottom of the drop-down menu takes you to the detail page for the respective topic.

User Functions Menu

Figure 7: User Functions Menu



To the right of the Notification Center, there is a head-and-shoulders icon and a field showing the logged
in user. Clicking your user name will allow you to access your user profile or log out of Security Director.

Help Button

Figure 8: Help Button

Access to the online Help system and the Getting Started Guide are available by clicking the right-most
icon on the banner, shaped like a question mark. The help system includes access to a list of supported
web browsers, user interface assistance, as well as links to technical support and full Security Director
documentation.

Search Overview

You can search objects and devices from various tabs using a partial or full name, IP address, or other
values. There are different categories of search in Security Director and supported patterns are regular
expressions, partial word search, special character search, and so on.

Search Patterns

You can use the following regular expressions to search the objects.

¢ * (multiple character search)—If you do not know the full name of an object, use * at the start or end of
the name.

For example, when you search with test* in addresses, ILP displays the following results as shown in
Figure 9 on page 9.

o test-2-SRX
o test_1-SRX



Figure 9: Multiple Character Search

Configure / Shared Objects / Addresses

Addresses ®

wow <] | + QY
test* X X Clear Al
4 Name Type Hostname IP Address Description Domain
> test-2-SRX Host 1.1.1.1 Global
> test_1-SRX Host 3.3.33 Global
2items

e ? (single character search)—You can replace a single character with ? in search text.

For example, when you search with test?org?net in addresses, ILP displays test.org.net result as shown

in Figure 10 on page 9.

Figure 10: Single Character Search

Addresses @
More ~ ar Q Y
test?org?net X Clear All
4 Name Type Hostname IP Address Description Domain
test.org.net Host 3.3.33 Global

1 items

Search limitations



¢ A partial name search with a single character replacement does not work. If the search text is split by
any special character suchas -, _, /,:, ., and; and if you try to search with a partial name, results will
not be displayed.

For example, if address object name is test-2-SRX, and you try to search test?2, then results will not be
displayed.

However, you can do a full text search including as many ? in between the name like this: test?2?5?X.
See Figure 11 on page 10.

Figure 11: Partial Name Search with Single Character Replacement

Addresses @

More ~| | T+ Q Y i
test?2?S?X X ClearAll
Name Type Hostname IP Address Description Domain
test-2-SRX Host 11141 Global

1 items

Search Categories

Global Search

Using global search, users can search any Security Director object including SRX Series devices with a
name or an IP address. Global search checks the search text or IP address across all objects or devices of
Security Director and displays the results in the user interface.

For example, if you create a firewall rule, scheduler, address, and service with same name in Security
Director and search that name using the global search text box, the results are displayed with domains.

Global search results are displayed in the format Name of the Object | Type of the Object | Domain Name.
See Figure 12 on page 11.



Figure 12: Global Search

Q Global v

Configure / Firewall Policy / Policies

Search Results

Filters 4 results for "test-2-SRX"

test-2-SRX (Global) | Scheduler | Global
Address (1)

Firewall Policy (1)
Scheduler (1)
Service (1)
All Devices Policy Pre (Global) | Firewall Policy | Global

test-2-SRX (Global) | Address | Global

test-2-SRX (Global) | Service | Global

1 Display
10 v

ILP Search

All objects and devices pages such as, address, service, firewall policy, firewall rule, and so on have search
boxes at the right corner (ILP search box). You can search using a name, a device IP address, and so on.

For example, in a firewall rules table, you can search the rule by using a name, a zone, an address, a scheduler
name, and so on as shown in Figure 13 on page 11.

Figure 13: ILP Search

Configure / Firewall Policy / Policies

10.206.47.84 / RU|GS Edited 5 minute(s) ago

Publish Update Shared Objects More + + |47| 7‘\( trus{ Q V' H

Seq. Hit Count  Rule Name Src. Zone Src. Address User ID Dest. Zone Dest. Address

Column Search

You can perform a granular level of search using column level search in the complex tables, which has
more data, such as firewall, NAT, IPS, VPN policies, rules table, and devices table.

If you click the column search icon placed at the right corner of the table, near the search icon, the column
search text box is displayed in the user interface. You can filter records using one or more columns. See
Figure 14 on page 12.
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Figure 14: Column Search

Configure / IPS Policy / Signatures

IPS Policy Signatures @

More v | | | Create ~ QY :

4 Name Severity Category Object Type Recommend...  Action Pred

For example, using the Severity and Object Type columns for IPS signature, obtain your results. See
Figure 15 on page 12.

Figure 15: Column Search-Examplel

Configure / IPS Policy / Signatures

IPS Policy Signatures @

More ~ Create QY

severity = Critical X sigType = Signature X X Clear All
4 Name Severity Category Object Type Recommend...  Action
APP:AGENTX-RECEIVE-OF Critical APP Signature false Drop
APP:AMANDA:AMANDA-ROOT-OF1 Critical APP Signature false Drop
APP:AMANDA:AMANDA-ROOT-OF2 Critical APP Signature true Drop
APP:CA:ARCSRV:BME-OP-117 Critical APP Signature false Drop
APP:CA:ARCSRV:CAMEDIASRV Critical APP Signature false Drop
APP:CA:ARCSRV:CAMEDIASRV-UDP Critical APP Signature false Drop
E APP:CA:ARCSRV:LGSERVER-AUTH Critical APP Signature false Drop
APP:CA:ARCSRV:METHOD-EXPOSURE Critical APP Signature false Drop
APP:CA:ARCSRV:RPC-MEMCORRUPT Critical APP Signature false Drop
APP:CA:ARCSRV:TAPE-OP-207 Critical APP Signature false Drop
APP:CA:ARCSRV:TCP-BOF Critical APP Signature false Drop

581 items

For example, if you want to search with an IP address, the corresponding subnet address and address
group will also be listed in the search result. If the IP address of one of the address objects is 2.2.2.2 and
itis part of the 2.2.2.0/24 subnet address object and ADDR-G1 is the address group, then both IP address
and subnet address are displayed in the result. See Figure 16 on page 13.
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Figure 16: Column Search-Example 2

Configure / Shared Objects / Addresses

Addresses @

More ~| | + 2222 Q i
4 Name Type Hostname IP Address Description Domain
Configure / Shared Objects / Addresses
Addresses @
More ~ AP Q i
2222 X Clear Al
4 Name Type Hostname IP Address Description Domain
ADDR-G1 Group Global
NET-1 Network 22.2.0/24 Global
test1 Host 2222 Global
3 items

For example, in the Security Devices page, you can filter the devices using the Pending Services column
as shown in Figure 17 on page 13. You can filter and push the configuration from Security Director to a
specific SRX Series device using the Update operation.

Figure 17: Column Search-Example 3

Devices / Security Devices

Security Devices ®

Upload Keys More ~ Q Y E
pending-services = 10.206.47.34 X ClearAll
erial Number Fab Link Status Control Link Status Assigned Services Pending Services Installed Services Domain Last Rebooted Time C
|
7b484429050 N/A N/A == 10.206.47.34 [+1 == 10.206.47.... (+1 N/A Global Mon Aug 07 2017 05:23:...  Ji
items 1 of 1 Display 50 v/
Item Selector Search

You can use a search text box to select items for inclusion in a rule or policy.

For example, when creating an address or service group, you can first search for the address or service
object. Similarly, in firewall, IPS, and NAT rule creation, source and destination addresses can be searched
in the item selector using a regular expression, a full name, and a partial name. See Figure 18 on page 14.



Figure 18: Item Selector Search

Create Address @

Object Type @ Address
© Address Group

Name * ) test

Description

Addresses (? Available
tesf
Name Domain
test2 (3.3.3.3) Global
test3 (4.4.4.4) Global

Delimiter Search Limitations

2 items

14

Selected 0 items

Q

Name Domain

The search text should not contain a delimiter that marks the beginning or end, such as a comma, hyphen,
and so on. You can search the object by partial word or with * at the end of the text.

For example, if object names are test-SRX, test-SRX-UK, test-SRX_US, and so on, then you cannot search
with test-, results will not be displayed as shown in Figure 19 on page 14.

Figure 19: Search with Delimiter

Configure / Shared Objects / Addresses

Addresses @

test- X

4 Name Type Hostname

No data available

More ~| |+ Q @
X Clear Al

IP Address Description Domain



However, if you search with the text test, then the object that contains the name as test (either before or
after a delimiter) is displayed in the user interface as shown in Figure 20 on page 15.

Figure 20: Search Without Delimiter

Configure / Shared Objects / Addresses

Addresses @

More ~| |+ Q i
test X Clear All
Name Type Hostname IP Address Description Domain
lab-test-SRX Host 6.6.6.6 Global
test-SRX Host 3.333 Global
test-SRX-UK Host 1.1.1.1 Global
test-SRX_US Host 2221 Global
test2 Host 3.3.33 Global
test3 Host 4444 Global

6 items

Refresh Search Index

If you have any issues while searching for newly added or existing object in any category, such as global,
ILP, and column search, then you can trigger the refresh search index from the Junos Space Network
Management Platform page. Based on the number of objects, such as the number of address, service, and
firewall policies in Security Director, the refresh search index might take more or less time.

In Junos Space Network Management Platform page, select Administrator > Application. Right-click
Security Director and click Refresh Search Index. See Figure 21 on page 16.
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Figure 21: Refresh Search Index
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Tags

DMI Schemas
Hardware Catalog
Purging Policy

Wait for about 10-15 minutes, and then try to search objects again in Security Director.

NOTE: This operation should not be performed frequently. This can harm the overall Security
Director performance.

Main Workspace Overview

The main workspace of Security Director takes up the remainder of the browser window and is divided
by six horizontal tabs just below the Banner. As shown in Table 1, the six tabs are: Dashboard, Monitor,
Devices, Configure, Reports, and Administration. Each workspace and its accessible functions are described
later in this document.

Dashboard

The Dashboard is the main landing page for Security Director. It is the first thing you will see each time
you log in. Therefore, Juniper Networks has provided a means for you to be presented with the network
security information that you are most interested in. You can customize the workspace in your Dashboard
by adding widgets from the carousel below the banner. The placement of, and settings within, widgets are
saved so that anything from device information to firewall event information or from top blocked viruses
to live threat maps can be unique for each user. Once you decide on the widgets that you want to see,
you can close the carousel to regain some screen space.
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Figure 22: Security Director Dashboard Tab
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The Monitor tab provides a workspace in which graphical representations of network traffic, firewall
events, live threats, and network user data are available. There is also detailed data for alerts and alarms
and job management information. In this workspace, you can review the detailed information needed to
understand what is happening to the managed security devices and traffic in your network.

Figure 23: Security Director Monitor Tab

2T DIRECTOR Sea Q @ Gilobal v n 2 super ?
Meonitor / Alerts & Alarms  / Alerts

Alerts & Alarms

Alert Definitons Generated Alerts @

Alarms
Events & Logs Q
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Threats Map (LI... Tue,Feb7,2017 3:10PM  AD1 Nested Application:HTTP; Threshold:5; T... Event Based @ 284

Applications

0071 Selected
Users

Source IP

Job Management

Audit Logs

Devices

The Devices tab provides a workspace in which you can add and manage Security Director devices. There
are several columns of information available by default. This includes live CPU and memory data, and
running software version and platform information. Schema mismatches are easily visible so that you can
correct them before updating a device.
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NOTE: Before working with a particular device in Security Director, ensure that the proper DMI
Schema is available. If there is a mismatch between the device’s software image and the schema
version that Security Director is using to manage the device, unexpected behavior will result. DMI
Schema management is performed in the Junos Space Platform Administration workspace.

Figure 24: Security Director Devices Tab
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Configure

The Configure tab is the workspace where all of the security configuration happens. You can configure
firewall, IPS, NAT, and UTM policies, assign policies to devices, create and apply policy schedules, create
and manage VPNs, and create and manage all of the shared objects needed for managing your network
security.



Figure 25: Security Director Configure Tab
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Reports

The Reports tab provides a workspace in which you can create and send reports to other interested parties.
The reports available on the Dashboard tab are a subset of the reports available here. When run, the report
engine provides both graphic and numeric data for a complete visualization of the log data. Security Director
comes with a predefined set of reports, and you can add your own customized reports from scratch or by
cloning any of the predefined reports.

Figure 26: Security Director Reports Tab

E ~
¥ DIRECTOR Q @ Global v n & super ?
Reports / Report Definitions

Generated Reports

Report Definitions @

Run Now | ‘ More u‘ ‘ Creale .,‘ LS X1 Q
- . Run Now
[0 Mame Description Type Report Content Schedula  Recipients arated Job ID
Preview as PDF
[1  TopiPs Attacks . Top IPS Attacks By Destination C LOG Top IPS Attacks by Destination G Unknown Send Report 0
~ - - ~ - Edit Recipients
Top Monitored |...  Top Monitored IPS Infrusions LoG Top Monitored Intrusions Unknown ) o
Edit Schedule
D Top Services on...  The service on which the IPS has __ LoG Top Services on Which IPS Event. Unknown Clone 0
[]  TopURLAcces.. Top URL actessed through firewa... LOG Top URLs Accessed Unknown 0
D Top SECINTEL . Top SECINTEL and AAMW event. LOG Top SECINTEL events, Target Ho.. Unknown 0
D Top Desfination ... Report for Top Destinafions by Co... LOG Top Destination Countries for Den._ Unknown 0
D Top Source Cou...  Report for Top Sources by Countries  LOG Top Source Countries for Denied ... Unknown 0
|:| Top IPS Attacks...  Top IPS Attacks By Source Countr... LOG Top IPS Attacks by Source Counfr...  Unknown 0
[] TopRokes Top Roles By Count LOG Top Roles Unknown 0
D Top IPS Attacks. Top IPS Attacks Detected LoG Top IP3 Attacks Detected Unknown o
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Administration

The Administration tab provides a workspace in which you can manage role-based access control (RBAC),
review and manage audit logs, manage logging, review and update the IPS signature database, and manage
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your login profile. Domain RBAC allows system administrators to logically divide Security Director into
sections called domains. Policies, objects, logs, and services created for devices within any one domain
are available for use only within that domain. User access can also be restricted to individual domains. For
more information regarding RBAC, see “Domain RBAC Overview” on page 1135.

Figure 27: Security Director Administration Tab
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Global Features

Security Director contains assistive workflow wizards that guide you through some of its security functions.
These include a rule-creation wizard and an add-device-profile wizard.

The publish workflow allows security configurations to be created or changed, assigned to devices, published
and then updated to those devices. Policy changes, whether to IPS, Firewall, or any other managed policy
can be staged by network operations center (NOC) personnel, previewed and approved by network
administrators, and updated to the devices individually or all at once during maintenance windows or as
often as needed by using the publish workflow. Figure 9 shows a sample of a configuration preview that
could be used to review the changes that Security Director would make during the next update.

Cloning allows quick duplication of everything from objects, to rules, to entire policies. When dealing with
complex rules or policies, cloning to make changes can ensure that there is a consistent starting point from
which to make changes.



Figure 28: Configuration Update Preview

View configuration for bjpluto @

CLI XML

[l Added [l Deleted [l Modified [l Comments

#iApplications#

delete applications application IGMP

delete applications application PIM

delete applications application UDP_2

delete applications application mcast-app

delete applications application msdpport

#iSecurity Firewall Policy : C-zone - S-zone##

delete security policies from-zone C-zone to-zone S-zone
##Security Firewall Policy : global ##

set security policies global policy test match application any

set security policies global policy test match destination-address any
set security policies global policy test match source-address any
set security policies global policy test then deny

delete security nat

The configuration preview is available as CLI commands or as XML.

Conclusion

Security Director is a security management application designed with speed and scale in mind. Shared
objects can be created and used across many security policies and devices. Firewall policies, NAT policies,
and others can be created, changed, managed, and applied to individual devices or to groups of devices.

RBAC and domain features enable the Security Director administrator to allow access to many levels of
users while restricting the visibility that they have into sensitive security information. Security devices,
users, shared objects, and policies in one domain remain inaccessible to users who do not have access to
that domain. Thus service provider organizations can provide customer isolation, allowing them to diversify
their customer base. User management can be performed locally within Security Director, or remotely
using central user management systems such as RADIUS.

And finally, events received by Security Director are logged and correlated in various ways, providing
graphical and numerical charts that are understandable and actionable. Reports based on this information
can be run and sent directly to stakeholders within an organization. The reports can show security and
user trends over time, helping decision makers to craft concise and accurate security policies.
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Juniper Networks Software-Defined Secure Network Overview

The Juniper Networks Software-Defined Secure Network (SDSN) provides end-to-end network visibility,
allowing enterprises to secure their entire network, both physical and virtual. Using threat detection and
policy enforcement, an SDSN solution automates and centrally manages security in a multi-vendor
environment.

The Juniper Networks SDSN solution is comprised of the following components:

o Athreat detection engine—Cloud-based Sky ATP detects known and unknown malware. Known threats
are detected using feed information from a variety of sources, including command control server and
GeolP. Unknown threats are identified using various methods such as sandboxing, machine learning,
and threat deception.

o Centralized policy management—Junos Space Security Director, which also manages SRX Series devices,
provides the management interface for the SDSN solution called Policy Enforcer. Policy Enforcer
communicates with Juniper Networks devices and third-party devices across the network, globally
enforcing security policies and consolidating threat intelligence from different sources. With monitoring
capabilities, it can also act as a sensor, providing visibility for intra- and inter-network communications.

e Expansive policy enforcement—In a multi-vendor enterprise, SDSN enforces security across Juniper
Networks devices, cloud-based solutions, and third-party devices. By communicating with all enforcement
points, SDNS can quickly block or quarantine threat, preventing the spread of bi-lateral attacks within
the network.

e User intent-based policies—Create policies according to logical business structures such as users, user
groups, geographical locations, sites, tenants, applications, or threat risks. This allows network devices
(switches, routers, firewalls and other security devices) to share information, resources, and when threats
are detected, remediation actions within the network.

With user intent-based policies, you manage clients based on business objectives or user and group
profiles. The following are two examples of a user intent policy:

e Quarantine users in HR in Sunnyvale when they're infected with malware that has a threat score
greater than 7.

o Block any user in Marketing when they contact a Command and Control (C&C) server that has a threat
score greater than 6 and then send an e-mail to an IT administrator.



Using user intent-based policies allows network devices (switches, routers, firewalls and other security
devices) to share information, resources, and when threats are detected, remediation actions within the
network.

Unlike rule-based policies, which can contain several rules, you can define only one set of parameters
for each user intent-based policy defined on a device.

Benefits of Juniper Networks Software-Defined Secure Network

e Management and visibility - Enables you to view traffic across the network, dynamically deploy security
policies and block threats. SDSN manages the entire network infrastructure as a single enforcement
domain, thereby providing enforcement points across the network. Uses machine learning and data
mining tools to offer effective threat management while producing detailed data access and user activity
reports.

o Comprehensive security - Ensures that the same security policies are applied across all of the devices
in the network. It extends security to each layer of the network, including routers, switches, and firewalls.

¢ Protection from advanced malware - Provides automated offense identification and consolidates the
threat intelligence with threat hunting activities to simplify and focus attention on the highest priority
offenses.

o Automated policy or enforcement orchestration - Provides real-time feedback between the security
firewalls. Reduces the risk of compromise and human error by allowing you to focus on maximizing
security and accelerating operations with a simple, concise rule set.

o Scalability - Supports up to 15,000 devices.

e Third-party integration - Provides APIs to integrate with the ecosystem partners for capabilities such
as cloud access security, network access control, and endpoint protection, and additional threat intelligence
feeds.

Understanding Juniper SDSN for VMware NSX Integration | 343(Micro-segmentation via vVSRX
Integration with NSX Manager and Junos Space Security Director)

Policy Enforcer Overview | 887

Policy Enforcer Components and Dependencies | 895
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Dashboard Overview

The Junos Space Security Director dashboard provides a unified overview of the system and network
status retrieved from SRX Series devices. You can drag widgets from the carousel at the top of the page
to your workspace, where you can configure them to meet your needs. When you install Security Director
with Junos Space Log Director, the new Log Director dashboard is displayed.

To display the dashboard, select Security Director > Dashboard. The carousel displays all the widget
thumbnails by default. You can customize your dashboard as per your needs. For example, you can configure
a widget to display a graph with the top 10 applications with the most sessions in the last hour.

To add a widget to the Dashboard, drag the widgets from the palette or thumbnail container into the
workspace. Click the refresh icon to update the dashboard or an individual widget. To change the automatic
refresh interval, select an interval from the drop-down list, which ranges from 5 minutes up to 7 days.

You can select a root device or a logical system device from the Devices drop-down list. The data is
displayed based on the selected device. By default, all devices are selected. The following dashboard
widgets supports the option to display data based on the selected device:

IP Top Source IPs by Volume

Application Top Application by Volume

IP Top Users/IP by sessions

Firewall Top Denials

Firewall Top Events

e Firewall Policy Rules with No Hits

Devices Most Bandwidth by Bytes

Zones Most Bandwidth by Bytes



Applications Most Sessions

IP Top Destinations

IP Top Sources

Devices Most Dropped Packets

Zones Most Dropped Packets

Devices Most Bandwidth by Packets
e Zones Most Bandwidth by Packets

Devices Most Sessions

Devices Most Storage

NAT Top Src Translation Hits

NAT Top Dst Translation Hits

To delete a widget, click X icon in the title bar.
In addition, you can use the dashboard to:

o Navigate to the Devices page from the devices widgets by clicking the More Details link.
o Navigate to the Alarms page from devices most alarms widgets by clicking the More Details link.

o Navigate to the Events and Logs page from an event-based widget.

The dashboard page automatically adjusts the placement of the widgets to dynamically fit on the browser
window without changing the order of the widgets. You can manually reorder the widgets using the drag
and drop option. The widget can be reordered or moved by holding the top header section of the widget.

NOTE: If you are using Policy Enforcer and Sky ATP with Security Director, additional widgets are
added to the dashboard. See Policy Enforcer Dashboard Widgets for those widget descriptions.

Starting in Junos Space Security Director Release 17.1, Application Top Application by Volume, IP Top
Source IPs by Volume, IP Top Spams By Source IPs, Web Filtering Top Blocked Websites, Virus Top
Blocked, and IP Top Source IPs by Sessions widgets are added.

Table 5: Widgets

Widget Description

Devices Count By Platform Displays device count grouped by platform.

Devices Count By OS Displays device count grouped by operating system.



Table 5: Widgets (continued)

Widget
Device Count By Status

Firewall Top Denies

Firewall Top Events

IPS Top Events

Applications most sessions

IP Top Destinations

IP Top Sources

Devices Most CPU Usage

Devices Most Memory Usage

Devices Most Storage

Description

Displays device count grouped by the system status (Up/down).

Displays top requests denied by the firewall based on their source IP
addresses, sorted by count.

Displays top firewall events of the network traffic, sorted by count.

Displays top IPS events of the network traffic, sorted by count.

Displays the applications with the most sessions.

Displays top destination IP addresses of the network traffic, sorted by
count.

Displays top source IP addresses of the network traffic, sorted by count.

Displays devices with maximum CPU utilization, sorted by count.

Displays devices with maximum memory utilization, sorted by count.

Displays devices with most storage usage, sorted by count.

Firewall Policy Rules with No Hits Displays firewall policies with the most rules not hit, sorted by count.

Devices Most Bandwidth by Bytes Displays devices consuming maximum bandwidth in bytes.

Zones Most Bandwidth by Bytes Displays zones with maximum throughput rate in bytes, sorted by
incoming and outgoing bytes.

Devices Most Dropped Packets Displays firewall devices with maximum number of packet drops, sorted
by count.

Zones Most Dropped Packets Displays firewall zones with maximum number of packet drops, sorted
by count.

Devices Most Bandwidth by Packets Devices with maximum throughput rate in packets, sorted by incoming
and outgoing packets.

Zones Most Bandwidth by Packets Displays zones with maximum throughput rate in packets, sorted by
incoming and outgoing packets.



Table 5: Widgets (continued)

Widget

Devices Most Sessions

Devices Most Alarms

Threat Map Virus

Threat Map IPS

Application Top Application by Volume

IP Top Source IPs by Volume

IP Top Spams By Source IPs

Web Filtering Top Blocked Websites
Virus Top Blocked

IP Top Source IPs by Sessions

NAT Top Source Translation Hits

NAT Top Destination Translation Hits

Description

Displays devices with the most number of sessions, sorted by count.

Displays devices with maximum number of alarms, sorted by count.

Displays world map showing total virus event count across countries.

Displays world map showing total IPS event count across countries.

Displays top applications based on volume or bandwidth.

Displays top source IP addresses of the network traffic by volume or
bandwidth.

Displays top source IP addresses for spams.

Displays blocked websites, sorted by count.

Displays blocked viruses, sorted by count.

Displays top source IP addresses of the network traffic by sessions.

Displays the Network Address Translation (NAT) rule names with most
hits for source NAT.

Displays the NAT rule names with most hits for destination NAT.

Policy Enforcer adds widgets to the dashboard that provide a summary of all gathered information on
compromised content and hosts. Drag and drop widgets to add them to your dashboard. Mouse over a
widget to refresh, remove, or edit the contents.

In addition, you can use the dashboard to:

¢ Navigate to the File Scanning page from the Top Scanned Files and Top Infected Files widgets by clicking

the More Details link.

o Navigate to the Hosts page from the Top Compromised Hosts widget by clicking the More Details link.

o Navigate to the Command and Control Servers page from the C&C Server Malware Source Location

widget.

NOTE: C&C and GeolP filtering feeds are only available with the Cloud Feed or Premium license.



Table 6: Policy Enforcer Widgets

Widget

Top Malware Identified

Top Compromised Hosts

Top Infected File Types

Top Infected File Categories

Top Scanned File Types

Top Scanned File Categories

C&C Server and Malware Source

Definition

A list of the top malware found based on the number of times the malware is
detected over a period of time. Use the arrow to filter by different time frames.

A list of the top compromised hosts based on their associated threat level and
blocked status.

A graph of the top infected file types by file extension. Examples: exe, pdf, ini,
zip. Use the arrows to filter by threat level and time frame.

A graph of the top infected file categories. Examples: executables, archived files,
libraries. Use the arrows to filter by threat level and time frame.

A graph of the top file types scanned for malware. Examples: exe, pdf, ini, zip.
Use the arrows to filter by different time frames.

A graph of the top file categories scanned for malware. Examples: executables,
archived files, libraries. Use the arrows to filter by different time frames.

A color-coded map displaying the location of Command and Control servers or
other malware sources. Click a location on the map to view the number of detected
sources.

Table 7 on page 31 provides the source of information for each widget type on dashboard.

Table 7: Information Source for the Widgets

Widget Type

Firewall Top Events

Applications Most Sessions

IP Top Destinations

IP Top Sources

Top Firewall Denies

IPS top events

Threatmap virus

Source

syslog

syslog

syslog

syslog

syslog

syslog

syslog



Table 7: Information Source for the Widgets (continued)

Widget Type

Threatmap IPS

NAT Top Source Translation Hits

NAT Top Destination Translation Hits

Application Top Application by Volume

IP Top Source IPs by Volume

IP Top Spams By Source IPs

Web Filtering Top Blocked Websites

Virus Top Blocked

IP Top Source IPs by Sessions

Firewall policy: Rules with no hits

Devices Most CPU Usage

Devices Most Memory Usage

Devices Most Sessions

Devices Most Bandwidth By Bytes

Zones Most Bandwidth By Bytes

Devices Most Dropped Packets

Zones Most Dropped Packets

Devices Most Bandwidth By Packets

Zones Most Bandwidth By Packets

Devices Most Storage

Device Count By Platform

Source

syslog

syslog

syslog

Application visibility

Source IP visibility

syslog

syslog

syslog

Source IP visibility

Firewall Rule Hit count

SRX device polling

SRX device polling

SRX device polling

SRX device polling

SRX device polling

SRX device polling

SRX device polling

SRX device polling

SRX device polling

SRX device polling

Space Platform/ SD Devices



Table 7: Information Source for the Widgets (continued)

Widget Type Source
Device Count By OS Space Platform/ SD Devices
Device Count By Status Space Platform/ SD Devices

NOTE: In Junos Space Security Director Release 16.2R1, the following widgets display the device
statistics for the root device and not for the logical systems (LSYS):

e Devices Most CPU Usage

Devices Most Memory Usage

Devices Most Sessions

Devices Most Bandwidth by Bytes

e Zones Most Bandwidth by Bytes

e Devices Most Dropped Packets

e Zones Most Dropped Packets

e Devices Most Bandwidth by Packets
e Zones Most Bandwidth by Packets

e Devices Most Storage

Understanding Role-Based Access Control for the Dashboard

Role-based access control (RBAC) has the following impact on the dashboard:

e You must have Security Analyst or Security Architect role or have permissions equivalent to that role
to access the dashboard.

e You must have the required permissions to edit dashboard widgets. The user role under Administration
> Users & Roles must have Event Viewer > Edit DashBoard option enabled to edit the settings on
dashboard widgets.

e You must have Administration > Users & Roles > Event Viewer > View Device Logs option enabled to
view or read logs.



Release History Table

Release Description

17.1 Starting in Junos Space Security Director Release 17.1, Application Top Application by Volume,
IP Top Source IPs by Volume, IP Top Spams By Source IPs, Web Filtering Top Blocked Websites,
Virus Top Blocked, and IP Top Source IPs by Sessions widgets are added.

16.2 In Junos Space Security Director Release 16.2R1, the following widgets display the device statistics
for the root device and not for the logical systems (LSYS):
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Events and Logs Overview

Use the Events and Logs page to get an overall, high-level view of your network environment. You can
view abnormal events, attacks, viruses, or worms when log data is correlated and analyzed.

This page provides administrators with an advanced filtering mechanism and provides visibility into actual
events collected by the Log Collector. Using the time-frame slider, you can instantly focus on areas of



unusual activity by dragging the time slider to the area of interest to you. The slider and the Custom button
under Time Range remain at the top of each tab. Users select the time range, and then they can decide
how to view the data, using the summary view or detail view tabs.

By default, you can view data for all the devices. To view data for a specific device, click on the link beside
Devices and select a device.

To access the Event Viewer page select Monitor > Events & Logs > All Events.
Events & Logs—Summary View

Click Summary View for a brief summary of all the events in your network. At the center of the page is
critical information, including total number of events, viruses found, total number of interfaces that are
down, number of attacks, CPU spikes, and system reboots. This data is refreshed automatically based on
the selected time range. At the bottom of the page is a swim-lane view of different events that are happening
at a specific time. The events include firewall, Web filtering, VPN, content filtering, antispam, antivirus,
IPS, Sky ATP, Screen, and Apptrack. Each event is color-coded, with darker shades representing a higher
level of activity. Each tabs provide deep information like type, and number of events occurring at that
specific time.

See Table 8 on page 38 the descriptions of the widgets in this view.
Table 8: Events and Logs Summary View Widgets

Widget Description

Total Events Total number of all the events that includes firewall, webfiltering, IPS, IPSec,
content filtering, antispam, and antivirus events.

Virus Instances Total number of virtual instances running in the system.
Attacks Total number of attacks on the firewall.

Interface Down Total number of interfaces that are down.

CPU Spikes Total number of times a CPU utilization spike has occurred.
Reboots Total number of system reboots.

Sessions Total number of sessions established through firewall.

Events & Logs—Detail View

Click Detail View for comprehensive details of events in a tabular format that includes sortable columns.
You can sort the events using the Group by option. For example, you can sort the events based on severity.
The table includes information such as the rule that caused the event, severity for the event, event ID,
traffic information, and how and when the event was detected.



Select Export to CSV option from the grid settings pane to export and download the log data in CSV file.
Advanced Search

Starting in Junos Space Security Director Release 16.1R1, you can perform advanced search of all events
using the text field present above the tabular column. It includes the logical operators as part of the filter
string. Enter the search string in the text field and based on your input, a list of items from the filter context
menu is displayed. You can select a value from the list and then select a valid operator based on which
you want to perform the advanced search operation. Press Enter to provide AND operator and comma
for OR operator. After you have entered the search string, press Enter to display the search result in the
tabular column below.

To delete the search string in the text field, click X icon.

In Junos Space, precedence level of the logical operator AND is higher than OR. In the following filter
qguery, AND operator Condition2 AND Condition3 gets evaluated before OR operator.

For example: Condition1 OR Condition2 AND Condition3

To override this, use parentheses explicitly. In the below filter query ,expression inside the parentheses
gets evaluated first.

For example: ( Condition1 OR Condition2 ) AND Condition3
Following are some of the examples for event log filters:

¢ Specific events originating from or landing within United States

Source Country = United States OR Destination Country = United States AND Event Name =
IDP_ATTACK_LOG_EVENT, IDP_ATTACK_LOG_EVENT_LS, IDP_APPDDOS_APP_ATTACK_EVENT_LS,
IDP_APPDDOS_APP_STATE_EVENT, IDP_APPDDOS_APP_STATE_EVENT_LS,
AV_VIRUS_DETECTED_MT, AV_VIRUS_DETECTED, ANTISPAM_SPAM_DETECTED_MT,
ANTISPAM_SPAM_DETECTED_MT_LS, FWAUTH_FTP_USER_AUTH_FAIL,
FWAUTH_FTP_USER_AUTH_FAIL_LS, FWAUTH_HTTP_USER_AUTH_FAIL,
FWAUTH_HTTP_USER_AUTH_FAIL_LS, FWAUTH_TELNET_USER_AUTH_FAIL,
FWAUTH_TELNET_USER_AUTH_FAIL_LS, FWAUTH_WEBAUTH_FAILFWAUTH_WEBAUTH_FAIL_LS

e User wants to filter all RT flow sessions originating from IPs in specific countries and landing on IPs in
specific countries

Event Name = RT_FLOW_SESSION_CREATE,RT_FLOW_SESSION_CLOSE AND Source IP =
177.1.1.1,220.194.0.150,14.1.1.2,196.194.56.4 AND Destination IP =
255.255.255.255,10.207.99.75,10.207.99.72,223.165.27.13 AND Source Country = Brazil,United
States,China,Russia,Algeria AND Destination Country = Germany,India,United States

e Traffic between zone pairs for policy - IDP2

Source Zone = trust AND Destination Zone = untrust,internal AND Policy Name = IDP2



e UTM logs coming from specific source country, destination country, source IPs with or without specific
destination IPs

Event Category = antispam,antivirus,contentfilter,webfilter AND Source Country = Australia AND
Destination Country = Turkey,United States,Australia AND Source IP = 1.0.0.0,1.1.1.3 OR Destination
IP=74.125.224.47,5.56.17.61

e Events with specific sources IPs or events hitting htp, tftp, http, and unknown applications coming from
host DC-SRX1400-1 or VSRX-75.

Application = tftp,ftp,http,unknonw OR Source IP = 192.168.34.10,192.168.1.26 AND Hostname =
dc-srx1400-1,vsrx-75

See Table 9 on page 40 for field descriptions.

Table 9: Events and Logs Detail Columns

Field

Log Generated Time

Log Received Time

Event Name

Source Country

Source IP

Destination Country

Destination IP

Source Port

Destination Port

Description

Attack name

Threat Severity

Policy Name

UTM category or Virus Name

Description

The time when the log was generated on the SRX Series device.

The time when the log was received on the log collector.

The event name of the log

The source country name.

The source IP address from where the event occurred.

Destination country name from where the event occurred.

The destination IP address of the event.

The source port of the event.

The destination port of the event.

The description of the log.

Attack name of the log: Trojan, worm, virus, and so on.

The severity level of the threat.

The policy name in the log.

The UTM category of the log.



Table 9: Events and Logs Detail Columns (continued)

Field Description

URL Accessed URL name that triggered the event.

Event category The event category of the log.

User Name The username of the log.

Action Action taken for the event: warning, allow, and block.

Log Source The IP address of the log source.

Application The application name from which the events or logs are generated

Hostname The host name in the log.

Service Name The name of the application service. For example, FTP, HTTP, SSH, and
so on.

Nested Application The nested application in the log.

Source Zone The source zone of the log.

Destination Zone The destination zone of the log.

Protocol ID The protocol ID in the log.

Roles The role name associated with the log.

Reason The reason for the log generation. For example, a connection tear down

may have an associated reason such as authentication failed.

NAT Source Port The translated source port.

NAT Destination Port The translated destination port.

NAT Source Rule Name The NAT source rule name.

NAT Destination Rule Name The NAT destination rule name.

NAT Source IP The translated (or natted) source IP address. It can contain IPv4 or IPv6

addresses.



Table 9: Events and Logs Detail Columns (continued)

Field Description

NAT Destination IP The translated (also called natted) destination IP address.
Traffic Session ID The traffic session ID of the log.

Path Name The path name of the log.

Logical system Name The name of the logical system.

Rule Name The name of the rule.

Profile Name The name of the All events profile that triggered the event.
Client Hostname Hostname of the client.

Malware Info Information of the malware.

Logical Subsystem Name The name of the logical system in JSA logs.

Role-Based Access Control for Event Viewer
Role-Based Access Control (RBAC) has the following impact on the Event Viewer:

e You must have Security Analyst or Security Architect or have permissions equivalent to that role to
access the event viewer.

e You cannot view event logs created in other domains. However, a super user or any user with an
appropriate role who can access a global domain can view logs in a subdomain, if a subdomain is created
with visibility to the parent domain.

e You can only view logs from the devices that you can access and that belong to your domain.
¢ You can only view, not edit, a policy if you do not have edit permissions.

e The user role under Administration > Users & Roles must have Event Viewer > View Device Logs option
is enabled to view or read logs.

Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1R1, you can perform advanced search
of all events using the text field present above the tabular column.
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Creating Alerts

You can use the All Events page to create an alert.
To create an alert:

1. Select Monitor > Events & Logs > All Events.
2. Click Detail View.

3. Select data criteria to create an alert:
o Select filter string from the drop-down list.

e Select data aggregation from the Group-By drop-down list.

You can also use existing filters by selecting Filters > Show Saved Filters.

4. Click Save > Create Alert.

The Create Alert Wizard appears.
5. Complete the configuration according to the guidelines provided in Table 10 on page 44.

6. Click Finish.

The Create Alert Wizard shows a summary of your configuration changes. You can edit the individual
configuration parameters by clicking Edit.

7. Click OK to close the window.



Table 10: Create Alert Wizard Settings

Setting

General

Alert Name

Alert Description

Alert Type

Status

Severity

Data Criteria

Trigger

Time Span

E-Mail

Recipients

Comments

Release History Table

Release

16.1

Guideline

Enter a unique string of alphanumeric characters, colons, periods, dashes, and
underscores. No spaces are allowed and the maximum length is 63 characters.

Enter a description for the alerts; maximum length is 1024 characters.

Displays the type of alert that is system based.

Select the Active check box to view only the active alerts.

Select the severity level of the alert: Info, minor, major, critical.

Specify the data criteria based on the Time Period, Group By, and Filter By options.
Filtered data only displays the subset of data that meets the criteria that you specify.

Enter the event threshold value between 1- 1,000,000,000.

Starting in Junos Space Security Director Release 16.1, you can specify the duration for
triggering an alert.

e Minutes

e Hours

The default duration is 30 minutes and the maximum duration is 24 hours.

Select or enter valid usernames or e-mail addresses of the recipients to receive alert
notifications.

Enter comments for the alert notification e-mail.

Description

Starting in Junos Space Security Director Release 16.1, you can specify the duration
for triggering an alert.
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Creating Reports

You can create a report from the Event Viewer.
To create a report:

1. Select Monitor > Events & Logs. Note that every report must have an aggregation point.

2. Select a Group By option to create a report.

3. Select afilter from Filters > Show Saved Filters

4. Select Save > Create Report.

5. Complete the configuration according to the guidelines provided in the Table 11 on page 45.
6. Click Save > Create Report.

7. Click Finish.

Table 11: Report Settings
Settings Guidelines
General Information
Report Name Enter a unique name for the report definition that is a string of alphanumeric characters,
colons, periods, dashes, and underscores. No spaces are allowed and the maximum length
is 29 characters.

Description Enter a description for the report definition; maximum length is 1024 characters.

Content



Table 11: Report Settings (continued)

Settings

Use Data Criteria from
Filters

Schedule

Add Schedule

Email

Email Recipients

Guidelines

The data criteria for the report is displayed.
The details displayed are:

o Filter String—Selected filter string.
e Group By—Selected group by option.

e Time Span—Duration for which the data is displayed.

Select the type of report schedule that you want to use:

e Run now-Select this option to schedule and publish the configuration at the current time.
e Schedule at a later time-Select this option if you want to schedule and publish the

configuration at a later time.

Select the recurring schedule for report generation. The available options are:

e Repeat-Select this option to generate the report on an hourly, daily, weekly, monthly, or
yearly basis.

e Every-Select the number of days, weeks, or months for which the recurring report will be
generated.

e Ends-Select the end date and end time for the report.

Add Email Recipients

e Recipients- Enter or select the e-mail addresses of the recipients. By default, you can
search by first name and select registered users. You can also type in external email
addresses.

e Subject- Enter the subject for the e-mail notification.

e Comment- Enter the comments for the e-mail notification.

NOTE: The reports are not sent if a specified recipient does not have permission for a device
or domain included in the report configuration when the report is generated.
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Creating Filters

Filters are used to search logs and view information about filter condition, time, or fields in the logs. You
can configure basic and advanced filters to match the filtering conditions. You can either load existing
filters or define a new filter. A filter allows you to enter specific information that must be displayed on the
Event Viewer page; for example, the columns in the Event Viewer table, the time range, and the aggregation
point. When you change an existing filter or create a new filter, the Event Viewer table is updated
automatically. If filters contain time details, the time range in Event Viewer is updated with the time
specified in the filter.

Filters provide:

e Quick access to critical information—If you are a firewall administrator, you might have to regularly deny
traffic from a specific application or a specific set of addresses. You might also have to allow or deny
specific application access to some users. To achieve these conditions, you must set user search criteria,
scan through the firewall logs that match that criteria, and display the matching logs.

o Filter sharing among users—Other users in your domain can use the filters you create without modifying
or deleting the filters.

e Filter usage across multiple functional areas—Filters can be used across multiple functional areas such
as the Event Viewer, dashboard, alerts, and reports.

To create an Event Viewer filter:

1. Select Monitor > Events & Logs.
2. Click Detail View.

3. Click the filter text field.

The filter keys available are displayed alphabetically in a drop-down list.

4. Type the exact key in the filter text field, or select the key from the drop-down key list.

The key appears in the filter bar. While typing in the values, you are prompted with suggestions in the
drop-down list whenever possible.

For example: EventName =

5. Continue to add filter expressions <key>space <operator> space <value>.

The key appears, along with the value combination in the filter bar.



For example: EventName = LOGIN_FAILED

6. Repeat the Step 4 and Step 5 to add additional filter expressions. Press Enter to provide AND operator
and comma for OR operator.

The available filter keys are displayed alphabetically in the drop-down list.
For example: EventName = LOGIN_FAILED AND SrclP =

7. Type in the required IP address.
For example: EventName = LOGIN_FAILED AND SrcIP = 192.168.45.350

The term operator AND/OR is displayed in the filter bar to add a different key. Starting in Junos Space
Security Director Release 16.1, the term operator OR is displayed.

8. Click Save > Save Filter.

9. Click OK.
The event logs for EventName = LOGIN_FAILED AND SrcIP = 192.168.45.350 are displayed.

For examples on event log filters, see Advanced Search section in “Events and Logs Overview” on page 37.

NOTE: The filters that you have typed will appear in the filter history until the next session.
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Grouping Events

You can analyze event data by grouping the data based on specific columns using the Group By option on
the toolbar above the table. You can group the events by columns and the Event Log shows the number
of matching events in those groups, presented in descending order.



To group events:

1. Select Monitor > Events & Logs.

2. Click Details tab.

3. Select the category from the Group by option.
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Using Events and Logs Settings

You can choose log display time and Security Director object settings that meet your requirements.
To use the Event Viewer settings:

1. Select Monitor > Events & Logs.
2. Select Settings from the grid settings pane.

3. Select the desired log display time:
e Local time zone—Displays logs in the local time zone.

e UTC time zone—Displays logs in the UTC time zone.

NOTE: By default, the Local time zone option is enabled.

4. To see host names for any objects that match a source or destination IP address, select Resolve IP with
SD address objects. This option is disabled by default.

5. Click OK.
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I Selecting Events and Logs Table Columns

To select Events and Logs table columns:

1.

Select Monitor > Events & Logs.

Click Details tab.

. Select Show or Hide Columns from the grid settings pane.

Select the column that you want to show in Events and Logs table.
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I Viewing Threats

You can view events that have potential threats.

To view threats:

1.

2.

Select Monitors > Events & Logs.

Click Details tab.

50



3. Select the View only threats check-box.

Using Events and Logs Settings | 49
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Viewing Data for Selected Devices

You can view the data for specific devices or all devices. By default, you can view data for all the devices
in the network.

To view data for a specific device:

1.

Select Monitor > Events & Logs.

The corresponding events page is displayed. The events page is displayed for events such as all events,
firewall events, IPS events, screen events, Sky ATP events, and Apptrack events.

Click All beside Devices.

The Select Devices page is displayed.

Click Selective.

All the available devices are displayed.

. Select devices from the Available column and click the right arrow to move these devices to the Selected

column.

Click OK.

The data is displayed in the events page based on the devices selected.

Events and Logs Overview | 37



Using the Detailed Log View

Use the detailed log view to view the complete details of logs. You can view general information, source
information, destination information, and security information of logs.

To use the detailed log view:

1. Select Monitor > Events & Logs.
2. Click Detail View tab.

3. Select the event row, right-click and then select Show event details or click More > Show event details.

Using Events and Logs Settings | 49
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Using the Raw Log View

You can view the real-time logs received from the SRX Series devices.
To view the raw logs:

1. Select Monitor > Events & Logs.
2. Click Details tab.

3. Select the row in the table, right-click and then select Show raw log or click More > Show raw log.

Using Events and Logs Settings | 49
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Viewing Threats | 50

Creating Reports | 45




Showing Exact Match

You can view the exact match of the logs based on the selected row.
To view the logs that matched the filter condition:

1. Select Monitor > Events & Logs.
2. Click Details tab.

3. Select the row in the table, right-click and then select Show exact match or click More > Show exact
match.
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Using Filter on Cell Data

Starting in Junos Space Security Director Release 16.1, you can filter data based on a column name and
value.

To filter data:

1. Select Monitor > Events & Logs.
2. Click the Detail View tab.

3. Select an event row, right-click on a cell data and then select Filter on cell data.

The search filter string is displayed in the advanced search field. The data in the corresponding column
is filtered based on the filter string.

Click X, to clear the advanced search field.



Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1, you can filter data based on a
column name and value.
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Using Exclude Cell Data

Starting in Junos Space Security Director Release 16.1, you can exclude data based on a column name and
value.

To exclude data:

1. Select Monitor > Events & Logs.
2. Click the Detail View tab.

3. Select an event row, right-click on a cell data and then select Exclude cell data.

The search filter string is displayed in the advanced search field. The data in the respective column is
excluded based on the filter condition.

Click X to clear the advanced search field.

Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1, you can exclude data based on
a column name and value.
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Showing Firewall Policy

Starting in Junos Space Security Director Release 16.1, you can view your configured firewall policy rules.
To view the firewall policy:

1. Select Monitor > Events & Logs.
2. Click the Detail View tab.

3. Select an event row, right-click on a cell data, or select Show Firewall Policy from the More list.

The rules grid of the configured firewall policy is displayed.

Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1, you can view your configured

firewall policy rules.
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Showing Source NAT Policy

Starting in Junos Space Security Director Release 16.1, you can view the configured source NAT policy
rules.



To view the source NAT policy:

1. Select Monitor > Events & Logs.
2. Click the Detail View tab.

3. Select an event row, right-click on a cell data, or select Show NAT Source Policy from the More list.

The rules grid of the configured NAT policy is displayed.

Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1, you can view the configured
source NAT policy rules.

Events and Logs Overview | 37
Using Events and Logs Settings | 49
Showing Destination NAT Policy | 56

Showing Destination NAT Policy

Starting in Junos Space Security Director Release 16.1, you can view the configured destination NAT policy
rules.

To view the destination NAT policy:

1. Select Monitor > Events & Logs.
2. Click the Detail View tab.

3. Select an event row, right-click on a cell data, or select Show NAT Destination Policy from the More
list.

The rules grid of the configured NAT policy is displayed.



Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1, you can view the configured
destination NAT policy rules.
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Downloading Packets Captured

You can download attack packets captured by SRX Series devices and analyze these packets externally
using tools such as Wireshark, tcpdump, tshark, and so on.

To download the attack packets:

1. Select Monitor > Events & Logs.
2. Click the Detail View tab.

3. Select an IPS category event row and right-click a cell, or select Download PCAP from the More list.

NOTE: The Download PCAP menu is enabled only if the Event Category is IPS.

NOTE: PCAPs can be suppressed by the log suppression mechanism, which is enabled by default.
To disable log suppression, see suppression. To configure SRX IDP packet capture, see
Configuring Security Packet Capture.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/security-edit-suppression.html
https://www.juniper.net/documentation/en_US/junos/topics/example/idp-security-packet-capture-configuring-cli.html
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Showing Attack Details

You can view the details of an attack packet that is captured by SRX Series devices.
To view details of an attack packet:

1. Select Monitor > Events & Logs.
2. Click the Detail View tab.

3. Select an IPS category event row and right-click a cell, or select Show Attack Details from the More
list.

Viewing Policy and Shared Object Details | 569
Downloading Packets Captured | 57

Using Filters

Filters are used to search logs and view information about filter condition, time, or fields in the logs. You
can configure basic and advanced filters to match the filtering conditions. You can either load existing
filters or define a new filter. A filter allows you to enter specific information that must be displayed on the
Event Viewer page; for example, the columns in the Event Viewer table, the type of graph, the time period,
and the aggregation point. When you change an existing filter or create a new filter, the Event Viewer
table and event graph are updated automatically. If filters contain time details, the time control in Event
Viewer is updated with the time specified in the filter.

You can edit, save, delete, or search filters on the Event Viewer page. To open the filter options, select
Monitor > Events & Logs. Click the filter icon, and select Show Saved Filters.



You can perform the following tasks:

1. Create Filters

2. Search Filters

3. Edit Filters

4. Save Filters

5. Delete Filters

Editing Event Viewer Filters
To edit an Event Viewer filter:

1. Select a filter.

The filter details are displayed in the filter bar.

2. Edit the filter string.

3. Click Save.

The filter is saved and the database is updated.

Viewing Saved Filters
You can filter the results to display only event logs matching certain criteria.

1. Select Monitor > Events & Logs

2. Click the filter icon and select Show Saved Filters to view the saved filters.

The following are the default filters that are available:

e Top Web Apps

e Top Applications Blocked
e Top URL’s Detected

e Top URL's Blocked

e Top Viruses Detected

e Top Spam Sources

e Top Services Blocked



o Top Unidentified Applications
e Top Screen Attackers

e Top Screen Victims

e Top Screen Hits

e Top Firewall Deny Sources

e Top Firewall Deny Destinations
o Top Firewall Service Deny

e Top Firewall Events

e Top FW Denies

e Top IPS Attack Detected

e Top IPS Attack Blocked

e Top IPS Attacks by Severity

e Top IPS Attack Sources

e Top IPS Attack Destinations

e Top IPS Events

e Top Webfiltering URLs Detected
e Top Source IPs

e Top Destination IPs
Deleting Event Viewer Filters
To delete an Event Viewer filter:

1. Select Monitor > Events & Logs and click the filter icon and select Show Saved Filters.

The View/Load Filters window appears.

2. Select the filter

3. On the top right corner of the window, click the delete button (X).

The delete confirmation window displays the message. Do you want to delete the selected filter?

4. Click Yes to confirm the deletion.

The selected filter is deleted.
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Events and Logs-Firewall
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Firewall Events and Logs Overview

Use the Firewall Events page to view information about security events based on firewall policies. Analyzing
firewall logs yields useful security management information, such as attempts to breach your network and
observing the inherent characteristics of your traffic in real time. Using the time-frame slider, you can
quickly focus on the area of activity that you are most interested in. Once the time range is selected, all
of the data presented in your view is refreshed automatically. You can also use the Custom button to set
a custom time range.

By default, you can view data for all the devices. To view data for a specific device, click on the link beside
Devices and select a device.

There are two ways to view your data. You can select either the Summary tab or the Details tab.
Firewall Events—Summary View

Click Summary View for a brief summary of all the firewall events in your network. The data presented in
the line graph (also known as swim lanes) is refreshed automatically based on the selected time range. The
line graph shows light blue lanes that represent all firewall events and dark blue lanes represent blocked
firewall events.

Below the swim lanes are widgets displaying critical information such as top sources, top destinations, top
users, and top reporting devices. See the Firewall Events Summary Widgets for the descriptions of the
elements appearing in this view.

See Table 12 on page 63 for descriptions of the widgets in this view.
Table 12: Widgets in Summary View

Widget Description

Top Sources Top source IP addresses of the network traffic; sorted by event count.



Table 12: Widgets in Summary View (continued)

Widget Description

Top Destinations Top destination IP addresses of the network traffic; sorted by event count.
Top Users Top users of the network traffic; sorted by event count.

Top Reporting Devices Top reporting devices in the network; sorted by event count.

Firewall Events—Details View

Click the Details View for comprehensive details of events in a tabular format that includes sortable
columns. The table includes information such as the rule that caused the event, severity for the event,
event ID, traffic information, and how and when the event was detected.

See Table 13 on page 64 for descriptions of the columns in this view.

Table 13: Columns in Detail View

Column Description

Time The time when the log was received.

Event Name The event name of the log.

Source Country Source country name from where the event originated.
Source IP The source IP address from where the event occurred.
Destination Country The destination country name from where the event occurred.
Destination IP The destination IP address of the event.

Source Port The source port of the event.

Destination Port Destination port of the event.

Description The description of the log.

Policy name Policy name in the log.

User Name The username of the log.

Action Action taken for the event: warning, allow, and block.



Table 13: Columns in Detail View (continued)

Column

Log Source

Application

Hostname

Service Name

Nested Application

Source Zone

Destination Zone

Protocol ID

Roles

NAT Source Port

NAT Destination Port

NAT Source Rule Name

NAT Destination Rule Name

NAT Source IP

NAT Destination IP

Traffic Session ID

Rule Name

Events and Logs Overview | 37

Description

IP address of the log source (IPv4 or IPvé).

The application name from which the events or logs are generated.

The host name in the log.

The name of the application service. For example, FTP, HTTP, SSH, and

SO on.

The nested application in the log.

User traffic received from the zone.

The destination zone of the log.

The protocol ID in the log.

Role names associated with the event.

The translated source port.

The translated destination port.

The NAT source rule name.

The NAT destination rule name.

The translated (or natted) source IP address. It can contain IPv4 or IPvé

addresses.

The translated (also called natted) destination IP address.

The traffic session ID of the log.

The rule name of the log.
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Web Filtering Events and Log Overview

Use this page to view information about security events based on Web filtering policies. Web filtering
allows you to permit or block access to specific websites by URL or by URL category using cloud-based
lookups, a local database, or an external Websense server. Analyzing Web filtering logs yields useful
security management information such as users detected accessing restricted URLs and actions taken by
the system. Using the time-frame slider, you can quickly focus on the area of activity that you are most
interested in. Once the time range is selected, all of the data presented in your view is refreshed
automatically. You can also use the Custom button to set a custom time range.

Web Filtering Events—Summary View

Click Summary View for a brief summary of all the Web filtering events in your network. The top of the
page has a swim lane graph of all the Web filtering events against the blocked events.

You can use the widgets at the bottom of the page to view critical information such as top URLs blocked,
top matched profiles, top sources, and top destinations. See Table 14 on page 67 for descriptions of the
widgets in this view.

Table 14: Widgets in Summary View

Widget Description

Top URLs blocked URL names that are blocked; sorted by event count.

Top Matched Profiles Web filtering profile names; sorted by event count.

Top Sources Top source IP addresses of the network traffic; sorted by event count.

Top Destinations Top destination IP addresses of the network traffic; sorted by event count.



Web Filtering Events—Detail View

Click Detail View for comprehensive details of events in a tabular format that includes sortable columns.
You can aggregate the events using the Group by option. For example, you can group the events based
on source country. The table includes information such as the event name, UTM category, source IP
address, source country and so on.

See Table 15 on page 68 for descriptions of the columns in this view.

Table 15: Columns in Detail View

Column Description

Time Time when the event occurred.

Event Name Event name of the log.

Source Country Source country name from where the event originated.
Source IP Source IP address from where the event occurred (IPv4 or IPvé).
Destination Country Destination country name from where the event occurred.
Destination IP Destination IP address of the event (IPv4 or IPvé).

Source Port Source port of the event.

Destination Port Destination port of the event.

Description Description of the log.

UTM category or Virus Name UTM category of the log: enhanced, local, and redirect.
URL Accessed URL name that triggered the event.

Action Action taken for the event: warning, allow, and block.

Log Source IP address of the log source (IPv4 or IPvé).

Host Name Hostname in the log.

Source Zone User traffic received from the zone.

Roles Role names associated with the event.

Reason Reason for the log generation. For example, unrestricted access.



Table 15: Columns in Detail View (continued)

Column Description
Path Name The path name of the log.
Profile Name Name of the Web filtering profile that triggered the event.
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VPN Events and Logs Overview

Use this page to view information about security events based on IPSec VPN policies. The event viewer
provides a view of all IPsec VPN events.

Using the time-frame slider, you can quickly focus on the area of activity that you are most interested in.
Once the time range is selected, all of the data presented in your view is refreshed automatically. You can
also use the Custom button to set a custom time range.

By default, you can view data for all the devices. To view data for a specific device, click on the link beside
Devices and select a device.

There are two ways to view your data. You can select either the summary view or the detail view.
VPN Events—Summary View

Click Summary View for a brief summary of all the VPN events in your network. The top of the page has
a swim lane graph of all the VPN events. You can use the widgets at the bottom of the page to view critical
information such as top sources, top destinations, and top reporting devices. See Table 16 on page 71 for
descriptions of the widgets in this view.

Table 16: Widgets in Summary View

Widget Description

Top Sources Top source IP addresses of the network traffic; sorted by event count.
Top Destinations Top destination IP addresses of the network traffic; sorted by event count.
Top Reporting Devices Top reporting device IP addresses; sorted by event count.

VPN Events—Detail View



Click Detail View for comprehensive details of events in a tabular format that includes sortable columns.
You can aggregate the events using the Group by option. For example, you can group the events based
on source country. The table includes information such as the event name, log source, host name, source
country, and so on.

See Table 17 on page 72 for descriptions of columns in this view.

Table 17: Columns in Detail View

Column Description

Time Time when the event occurred.

Event Name Event name of the log.

Source Country Source country name where the event originated.
Destination Country Destination country name where the event occurred.
Destination Port Destination port of the event.

Description Description of the log.

Log Source IP address of the log source (IPv4 or IPvé).

Host Name Hostname in the log.

Rule Name Name of the antivirus profile that triggered the event.
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Content Filtering Events and Logs Overview

Use this page to view information about security events based on Content filtering policies. The event
viewer provides a view of all content filtering events and how the events are handled by content filter.
This page can be used to view traffic on the network in real time or as a debugging tool to view how
content filtering is operating.

Content filtering provides basic data loss prevention functionality. Content filtering screens traffic based
on MIME type, file extension, protocol commands, and embedded object type. It either permits or blocks
specific commands or extensions on a protocol-by-protocol basis.

Using the time-frame slider, you can quickly focus on the area of activity that you are most interested in.
Once the time range is selected, all of the data presented in your view is refreshed automatically. You can
also use the Custom button to set a custom time range.

There are two ways to view your data. You can select either the summary view or the detail view.
Content Filtering Events—Summary View

Click Summary View for a brief summary of all the content filtering events in your network. The top of
the page has a swim lane graph of all the content filtering events against the blocked events. You can use
the widgets at the bottom of the page to view critical information such as top blocked protocol commands,
top reasons, and top sources. See Table 18 on page 73 for descriptions of the widgets in this view.

Table 18: Widgets in Summary View

Widget Description

Top Blocked Protocol commands Top command names or file extensions blocked on a protocol-byprotocol
basis.



Table 18: Widgets in Summary View (continued)

Widget Description

Top Reasons Top reasons for blocking the content. For example: Inappropriate or harmful
communication.

Top Sources Top source IP addresses of the network traffic; sorted by event count.

Content Filtering Events—Detail View

Click Detail View for comprehensive details of events in a tabular format that includes sortable columns.
You can aggregate the events using the Group by option. For example, you can group the events based
on source country. The table includes information such as the event name, UTM category, source IP
address, source country, and so on.

See Table 19 on page 74 for descriptions of columns in this view.

Table 19: Columns in Detail View

Column Description

Time Time when the event occurred.

Event Name Event name of the log.

Source Country Source country name from where the event originated.
Source IP Source IP address from where the event occurred (IPv4 or IPvé).
Description Description of the log.

UTM Category or Virus Name UTM category of the log: enhanced, local, and redirect.
URL Accessed URL name that triggered the event.
Argument Type of traffic. For example, ftp and http.

Action Action taken for the event: warning, allow, and block.
Log Source IP address of the log source (IPv4 or IPvé).

Host Name Hostname in the log.

Source Zone User traffic received from the zone.



Table 19: Columns in Detail View (continued)

Column Description

Roles Role names associated with the event.

Reason Reason for the log generation. For example, unrestricted access.
Profile Name Name of the content filtering profile that triggered the event.
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Antispam Events and Logs Overview

Use this page to view information about security events based on antispam policies. The event viewer
provides a view of all antispam events and the action taken by the antispam scanner.

The antispam scanner inspects and block spam by scanning inbound and outbound SMTP e-mail traffic.
The filtering can be server-based using an external spam block list server or local-based using local lists
(blacklists and whitelists) for matching.

Using the time-frame slider, you can quickly focus on the area of activity that you are most interested in.
Once the time range is selected, all of the data presented in your view is refreshed automatically. You can
also use the Custom button to set a custom time range.

There are two ways to view your data. You can select either the summary view or the detail view.

Antispam Events—Summary View

Click Summary View for a brief summary of all the antispam events in your network. The top of the page
has a swim lane graph of all antispam events.

You can use the widget at the bottom of the page to view source IP addresses of the network traffic;

sorted by event count.

Antispam Events—Detail View

Click Detail View for comprehensive details of events in a tabular format that includes sortable columns.
You can aggregate the events using the Group by option. For example, you can group the events based
on source country. The table includes information such as the event name, UTM category, source IP
address, source country, and so on.

See Table 20 on page 78 for descriptions of columns in this view.



Table 20: Columns in Detail View

Column

Time

Event Name

Source Country

Source IP

Description

UTM Category or Virus Name

URL

Action

Log Source

Host Name

Source Zone

Roles

Reason

Profile Name

Description

Time when the event occurred.

Event name of the log.

Source country name from where the event originated.

Source IP address from where the event occurred (IPv4 or IPvé).

Description of the log.

UTM category of the log: enhanced, local, and redirect.

Accessed URL name that triggered the event.

Action taken for the event: warning, allow, and block.

IP address of the log source (IPv4 or IPvé).

Hostname in the log.

User traffic received from the zone.

Role names associated with the event.

Reason for the log generation. For example, unrestricted access.

Name of the antispam profile that triggered the event.
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Antivirus Events and Logs Overview

Use this page to view information about security events based on antivirus policies. The event viewer
provides a view of all antivirus events and the action taken by the virus scanner.

The antivirus scanner inspects files transmitted over several protocols to determine if the files exchanged
are malicious (for example, viruses, Trojans, rootkits, and worms).

Using the time-frame slider, you can quickly focus on the area of activity that you are most interested in.
Once the time range is selected, all of the data presented in your view is refreshed automatically. You can
also use the Custom button to set a custom time range.

There are two ways to view your data. You can select either the summary view or the detail view.
Antivirus Events—Summary View

Click Summary View for a brief summary of all the antivirus events in your network. The top of the page
has a swim lane graph of all the antivirus events against the blocked events. You can use the widgets at
the bottom of the page to view critical information such as top blocked protocol commands, top reasons,
and top sources. See Table 21 on page 79 for descriptions of the widgets in this view.

Table 21: Widgets in Summary View

Widget Description

Top Sources Top source IP addresses of the network traffic; sorted by event count.
Top Destinations Top destination IP addresses of the network traffic; sorted by event count.
Top Reporting/Attacked Devices Top reporting/attacked device IP addresses; sorted by event count.

Top Viruses Top virus names detected; sorted by event count.



Table 21: Widgets in Summary View (continued)

Widget Description

Top Source Countries Top source country names where the events originated; sorted by event
count.

Top Destination Countries Top destination country names where the events occurred; sorted by event
count.

Antivirus Events—Detail View

Click Detail View for comprehensive details of events in a tabular format that includes sortable columns.
You can aggregate the events using the Group by option. For example, you can group the events based
on source country. The table includes information such as the event name, UTM category, source IP
address, source country, and so on.

See Table 22 on page 80 for descriptions of columns in this view.

Table 22: Columns in Detail View

Column Description

Time Time when the event occurred.

Event Name Event name of the log.

Source Country Source country name from where the event originated.
Source IP Source IP address from where the event occurred (IPv4 or IPvé).
Destination Country Destination country name from where the event occurred.
Destination IP Destination IP address of the event (IPv4 or IPvé).

Source Port Source port of the event.

Destination Port Destination port of the event

Description Description of the log

UTM Category or Virus Name UTM category of the log: enhanced, local, and redirect.
URL Accessed URL name that triggered the event.

Action Action taken for the event: warning, allow, and block.
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Table 22: Columns in Detail View (continued)

Column Description

Log Source IP address of the log source (IPv4 or IPvé).

Host Name Hostname in the log.

Source Zone User traffic received from the zone.

Roles Role names associated with the event.

Reason Reason for the log generation. For example, unrestricted access.
Profile Name Name of the antivirus profile that triggered the event.
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IPS Events and Logs Overview

Use the IPS Events page to view information about security events based on IPS policies. Analyzing IPS
logs yields useful security management information, such as abnormal events, attacks, viruses, or worms.

Using the time-frame slider, you can quickly focus on the area of activity that you are most interested in.
Once the time range is selected, all of the data presented in your view is refreshed automatically. You can
also use the custom button to set a custom time range.

By default, you can view data for all the devices. To view data for a specific device, click on the link beside
Devices and select a device.

There are two ways to view your data. You can select either the summary view or the detail view.
IPS Events—Summary View

Click Summary View for a brief summary of all the IPS events in your network. The data presented in the
area graph is refreshed automatically based on the selected time range.

You can use widgets to view critical information such as IPS severities, top sources, top destinations, top
reporting devices, top IPS attacks, top source countries, and top destination countries. See
Table 23 on page 83 for descriptions of the widgets in this view.

Table 23: IPS Events Summary View Widgets

Widget Description
IPS Severities IPS severities of the events based on the severity level: high, medium, low.
Top Sources Top source IP addresses of the network traffic; sorted by the number of event

occurrences.



Table 23: IPS Events Summary View Widgets (continued)

Widget

Top Destinations

Top Reporting/Attacked Devices

Top IPS attacks

Top Source Countries

Top Destination Countries

IPS Events—Detail View

Description

Top destination IP addresses of the network traffic; sorted by the number of
event occurrences.

Top devices that are attacked by IPS events; sorted by the number of times
users are active on the network.

Top IPS attacks in the network traffic; sorted by the times devices are attacked.

Top source countries from where the event source originated; sorted by the
number of IP addresses.

Top destination countries targeted for the attack; sorted by the number of
destination IP addresses.

Click Detail View for comprehensive details of events in a tabular format that includes sortable columns.
You can sort the events using the Group by option. For example, you can sort the events based on severity.
The table includes information such as the rule that caused the event, severity for the event, event ID,

traffic information, and how and when the event was detected.

NOTE: Packet capture is applicable for IPS packets. See “Packet Capture Overview” on page 209.

See Table 24 on page 84 for descriptions of columns in this view.

Table 24: IPS Events Detail Columns

Column

Time

Event Name

Source Country

Source IP

Destination Country

Destination IP

Description

The time when the log was received.

Event name of the log.

Source country name from where the event originated.

Source IP address from where the event occurred.

Destination country name from where the event occurred.

Destination IP address of the event.



Table 24: IPS Events Detail Columns (continued)

Column Description

Source Port Source port of the event.

Destination Port Destination port of the event.

Description Description of the log.

Attack name Attack name of the log: Trojan, worm, virus, and so on.

Threat Severity The threat severity of the event.

Policy Name The policy name in the log.

Action Action taken for the event: warning, allow, and block.

Log Source The IP address of the log source.

Application The application name from which the events or logs are generated.

Hostname The host name in the log.

Service Name The name of the application service. For example, FTP, HTTP, SSH, and
so on.

Nested Application Nested application name in the log.

Source Zone The source zone of the log.

Destination Zone The destination zone of the log.

Protocol ID The protocol ID in the log.

NAT Source Port Translated source port.

NAT Destination Port Translated destination port

NAT Source IP NAT source IP address of the log.

NAT Destination IP NAT destination IP address of the log.

Rule Name Name of the rule.
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Screen Events and Logs Overview

You can use the Screen Events page to view the information about security events based on screen profiles.
Analyzing screen logs yields information such as attack name, action taken, source of an attack, and
destination of an attack.

Using the Time Range slider, you can quickly focus on the area of activity that you are most interested in.
Once the time range is selected, all of the data presented in your view is refreshed automatically. You can
also use the Custom button to set a custom time range.

By default, you can view data for all the devices. To view data for a specific device, click on the link beside
Devices and select a device.

There are two ways to view your data. You can select either the summary view or the detail view.
Screen Events—Summary View

Click Summary View for a brief summary of all Screen events in your network. The data presented in the
area graph is refreshed automatically based on the selected time range.

You can use widgets to view critical information such as top sources, top destinations, top source countries,
and top destination countries. See Table 25 on page 87 for descriptions of the widgets in this view.

Table 25: Screen Events Summary View Widgets

Widget Description

Top Sources Top source IP addresses of the network traffic; sorted by the number of event
occurrences.

Top Destinations Top destination IP addresses of the network traffic; sorted by the number of

event occurrences.



Table 25: Screen Events Summary View Widgets (continued)

Widget Description

Top Source Countries Top source countries from where the event source originated; sorted by the
number of IP addresses.

Top Destination Countries Top destination countries targeted for the attack; sorted by the number of
destination IP addresses.

Screen Events—Detail View

Click Detail View for comprehensive details of all screen events in a tabular format that includes sortable
columns. You can sort the events using the Group by option. For example, you can sort the events based
on threat severity. The table includes information such as the event name, source country, source IP,
destination country, attack name, and so on.

See Table 26 on page 88 for descriptions of columns in this view.

Table 26: Screen Events Detail View Columns

Column Description

Log Generated Time The time when the log was received.

Event Name Event name of the log.

Source Country Source country name from where the event originated.
Source IP Source IP address from where the event occurred.
Destination Country Destination country name from where the event occurred.
Attack Name Attack name of the log.

Destination IP Destination IP address of the event.

Source Port Source port of the event.

Destination Port Destination port of the event.

Description Description of the log.

Threat Severity The threat severity of the event.

Policy Name The policy name in the log.



Table 26: Screen Events Detail View Columns (continued)

Column Description

Action Action taken for the event: warning, allow, and block.
Log Source The IP address of the log source.

Hostname The hostname in the log.

Source Zone The source zone of the log.

Destination Zone The destination zone of the log.

Protocol ID The protocol ID in the log.
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Sky ATP Events and Logs Overview

You can use the Sky ATP Events page to view the information about security events based on Sky ATP
policies. Analyzing the Sky ATP logs yields information such as malware name, action taken, infected host,
source of an attack, and destination of an attack.

Using the Time Range slider, you can quickly focus on the area of activity that you are most interested in.
Once the time range is selected, all of the data presented in your view is refreshed automatically. You can
also use the Custom button to set a custom time range.

By default, you can view data for all the devices. To view data for a specific device, click on the link beside
Devices and select a device.

There are two ways to view your data. You can select either the summary view or the detail view.
Sky ATP Events—Summary View

Click Summary View for a brief summary of all the Sky ATP events in your network. The data presented
in the area graph is refreshed automatically based on the selected time range.

You can use widgets to view critical information, such as top infected hosts, top malware, top source
countries, and top destination countries. See Table 27 on page 91 for descriptions of the widgets in this
view.

Table 27: Sky ATP Events Summary View Widgets

Widgets Description
Top Infected Hosts Top infected hosts based on their associated threat level and blocked status.
Top Malware Top malware found based on the number of times the malware is detected

over a period of time.



Table 27: Sky ATP Events Summary View Widgets (continued)

Widgets Description

Top Source Countries Top source countries from where the event source originated; sorted by the

number of IP addresses.

Top destination countries
destination IP addresses.

Sky ATP Events—Detail View

Top destination countries targeted for the attack; sorted by the number of

Click Detail View for comprehensive details of all Sky ATP events in a tabular format that includes sortable
columns. You can sort the events using the Group by option. For example, you can sort the events based
on threat severity. The table includes information such as the event name, source country, source IP,

destination country, malware information, and so on.

See Table 28 on page 92 for descriptions of columns in this view.

Table 28: Sky ATP Events Detail View Columns

Column

Log Generated Time

Event Name

Source Country

Source IP

Destination Country

Client Hostname

Malware Info

Destination IP

Source Port

Destination Port

Description

Attack Name

Description

The time when the log was received.

Event name of the log.

Source country name from where the event originated.

Source IP address from where the event occurred.

Destination country name from where the event occurred.

The hostname of the client requesting the DHCP server.

Information about the malware.

Destination IP address of the event.

Source port of the event.

Destination port of the event.

Description of the log.

Attack name of the log.



Table 28: Sky ATP Events Detail View Columns (continued)

Column

Threat Severity

Policy Name

Action

Log Source

Application

Hostname

Service Name

Nested Application

Source Zone

Destination Zone

Protocol ID

Events and Logs Overview | 37
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Description

The threat severity of the event.

The policy name in the log.

Action taken for the event: warning, allow, and block.

The IP address of the log source.

The application from where the events or logs are generated.

The hostname in the log.

The name of the application service. For example, FTP, HTTP, SSH, and
so on.

The nested application in the log.

The source zone of the log.

The destination zone of the log.

The protocol ID in the log.
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Apptrack Events and Logs Overview

You can use the Apptrack Events page to view information about security events based on Apptrack
policies. The Apptrack logs helps you analyze the applications, the users using these applications, and
bandwidth consumed by the applications.

Use the Time Range slider, to quickly focus on the area of activity that you are interested in. Once the
time range is selected, the data on the page is refreshed automatically. You can also use the Custom button
to set a custom time range.

By default, you can view data for all the devices. To view data for a specific device, click on the link beside
Devices and select a device.

There are two ways to view your data. You can select either the summary view or the detail view.
Apptrack Events—Summary View

Click Summary View for a brief summary of all the Apptrack events in your network. The data presented
in the area graph is refreshed automatically based on the selected time range.

You can use widgets to view critical information, such as top sources, top destinations, top users, and top
applications. See Table 27 on page 91 for descriptions of the widgets in this view.

Table 29: Apptrack Events Summary View Widgets

Widgets Description
Top Sources Top source IP addresses of the network traffic; sorted by event count.
Top Destinations Top destination IP addresses of the network traffic; sorted by event count.

Top Users Top users of the network traffic; sorted by event count.



Table 29: Apptrack Events Summary View Widgets (continued)

Widgets Description

Top Applications Top applications of the network traffic; sorted by event count.

Apptrack Events—Detail View

Click Detail View for comprehensive details of all Apptrack events in a tabular format that includes sortable
columns. You can sort the events using the Group by option. The table includes information such as the
event name, source country, source IP, destination country, and so on.

See Table 28 on page 92 for descriptions of columns in this view.

Table 30: Apptrack Events Detail View Columns

Column Description

Log Generated Time The time when the log was generated.

Log Received Time The time when the log was received.

Event Name Event name of the log.

Source Country Source country name from where the event originated.
Source IP Source IP address from where the event occurred.
Destination Country Destination country name from where the event occurred.
Destination IP Destination IP address of the event.

Source Port Source port of the event.

Destination Port Destination port of the event.

Description Description of the log.

Policy Name The policy name in the log.

Event Category The event category of the log

User Name The username of the log.

Log Source The IP address of the log source.



Table 30: Apptrack Events Detail View Columns (continued)

Column

Application

Hostname

Service Name

Nested Application

Source Zone

Destination Zone

Protocol ID

Reason

NAT Source Port

NAT Destination Port

NAT Source Rule Name

NAT Destination Rule Name

NAT Source IP

NAT Destination IP

Traffic Session ID

Logical System Name

Rule Name

Profile Name

Description

The application from where the events or logs are generated.

The hostname in the log.

The name of the application service. For example, FTP, HTTP, SSH, and
so on.

The nested application in the log.

The source zone of the log.

The destination zone of the log.

The protocol ID in the log.

The reason for the log generation.

The translated source port.

The translated destination port

The NAT source rule name.

The NAT destination rule name.

The translated (or natted) source IP address. It can contain IPv4 or IPvé
addresses.

The translated (also called natted) destination IP address.

The traffic session ID of the log.

The name of the logical system.

The name of the rule.

The name of the All events profile that triggered the event.
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Threat Prevention-Hosts
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Infected Hosts Overview

Access this page from Monitor > Threat Prevention > Hosts.

The hosts page lists compromised hosts and their associated threat levels. From here, you can monitor
and mitigate malware detections on a per host basis.

NOTE: You must select a Sky ATP realm from the available pulldown.

Compromised hosts are systems for which there is a high confidence that attackers have gained unauthorized
access. When a host is compromised, the attacker can do several things to the computer, such as:

e Send junk or spam e-mail to attack other systems or distribute illegal software.
o Collect personal information, such as passwords and account numbers.

Compromised hosts are listed as secure intelligence data feeds (also called information sources.) The data
feed lists the IP address or IP subnet of the host along with a threat level; for example, 130.131.132.133
and threat level 5. Once threats are identified, you can create threat prevention policies to take enforcement
actions on the inbound and outbound traffic on these infected hosts.

Export Data—Click the Export button to download compromised host data to a CSV file. You are prompted
to narrow the data download to a selected time-frame.

Infected Host Details | 100
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Infected Host Details

Access this page by clicking on the host IP from the Hosts page.

Use the host details page to view in-depth information about current threats to a specific host by time
frame. From here you can change the investigation status and the blocked status of the host.

The information provided on the host details page is as follows:

Table 31: Threat Level Definitions

Threat Level Definition

0 Clean; no action is required.

1-3 Low threat level. Recommendation: Disable this host.
4-6 Medium threat level. Recommendation: Disable this host.
7-10 High threat level. Host has been automatically blocked.

e Host Status—Displays the current state by threat level, which could be any of the levels described in the
table above.

¢ Investigation Status—The following states of investigation are available: Open, In progress, Resolved -
false positive, Resolved - fixed, and Resolved - ignored.

¢ Policy override for this host—The following options are available: Use configured policy (not included
in infected hosts feed), Always include host in infected hosts feed, Never include host in infected hosts
feed.



NOTE: The blocked status changes in relation to the investigation state. For example, when a
host changes from an open status (Open or In Progress) to one of the resolved statuses, the
blocked status is changed to allowed and the threat level is brought down to 0. Also, when the
investigation status is changed to resolved, an event is added to the log at the bottom of the

page.

e Host threat level graph—This is a color-coded graphical representation of threats to this host displayed
by time frame. You can change the time frame, and you can slide the graph backward or forward to
zoom in or out on certain times. When you zoom in, you can view individual days within a month.

e Expand time-frame to separate events—Use this check box to stretch a period of time and see the events
spread out individually.

o Past threats—The date and status of past threats to this host are listed here. The time frame set previously
also applies to this list. The description for each event provides details about the threat and the action
taken at the time.
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Command and Control Servers Overview

Access this page from the Monitor menu.

NOTE: C&C and Geo IP filtering feeds are only available with a Sky ATP premium license.

NOTE: When managing Sky ATP with Security Director, you must select a Sky ATP realm from
the available pulldown.

The C&C servers page lists information on servers that have attempted to contact and compromise hosts
on your network. A C&C server is a centralized computer that issues commands to botnets (compromised
networks of computers) and receives reports back from them. Botnets can be used to gather sensitive
information, such as account numbers or credit card information, or to participate in a distributed
denial-of-service (DDoS) attack.

When a host on your network tries to initiate contact with a possible C&C server on the Internet, the SRX
Series device can intercept the traffic and perform an enforcement action based on real-time intelligence
feed information that identifies the C&C server IP address and URL.

e Export Data—Click the Export button to download C&C data to a CSV file. You are prompted to narrow
the data download to a selected time-frame.

¢ Report False Positives—Click the FP/FN button to launch a new screen which lets you send a report to
Juniper Networks, informing Juniper of a false position or a false negative. Juniper will investigate the



report, however, this does not change the verdict. If you want to make a correction (mark system as
clean) you must do it manually.

The following information is available on this page.

Table 32: Command & Control Server Data Fields

Field Definition

C&C Server The IP address of the suspected command and control server.

C&C Threat Level The threat level of the C&C server as determined by an analysis of actions and
behaviors.

Hits The number of times the C&C server has attempted to contact hosts on your
network.

C&C Country The country where the C&C server is located.

Last Seen The date and time of the most recent C&C server hit.

Protocol The protocol (TCP or UDP) the C&C server used to attempt communication.

Client Host The IP address of the host the C&C server attempted to communicate with.

Action The action taken on the communication (permitted or blocked).
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Command and Control Server Details

Access this page by clicking the Exernal Server IP from the Command and Control Servers page.

Use Command and Control Server Details page to view analysis information and a threat summary for the
C&C server. The following information is displayed for each server.



e Total Hits
e Threat Summary (Threat level, Location, Category, Time last seen)

e Ports and protocols used

You can filter this information by clicking on the time-frame links: 1 day, 1 week, 1 month, Custom (select
your own time-frame). You can also expand the time-frame to separate events using the slider.

Hosts That have Contacted This C&C Server
This is a list of hosts that have contacted the server. The information provided in this section is as follows:

Table 33: Command & Control Server Contacted Host Data

Field Definition
Client Host The name of the host in contact with the command and control server.
Client IP Address The IP address of the host in contact with the command and control server.

(Click through to the Host Details page for this host IP.)

C&C Threat Level The threat level of the C&C server as determined by an analysis of actions
and behaviors.

Action The action taken on the communication (permitted or blocked).

Protocol The protocol (TCP or UDP) the C&C server used to attempt communication.
Port The port the C&C server used to attempt communication.

Device Name The name of the device in contact with the command and control server.
Date Seen The date and time of the most recent C&C server hit.

Username The name of the host user in contact with the command and control server.

Associated Domains
This is a list of domains the destination IP addresses in the C&C server events resolved to.
Signatures

This is a list of command and control indicators that were detected.
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HTTP File Download Overview

Access this page from the Monitor menu.

A record is kept of all file metadata sent to the cloud for inspection. These are files downloaded by hosts
and found to be suspicious based on known signatures or URLs. From the main page, click the file’s signature
to view more information, such as file details, what other malware scanners say about this file, and a
complete list of hosts that downloaded this file.

NOTE: When managing Sky ATP with Security Director, you must select a Sky ATP realm from
the available pulldown.

Export Data—Click the Export button to download file scanning data to a CSV file. You are prompted to
narrow the data download to a selected time-frame.

The following information is available on this page.
Table 34: HTTP Scanning Data Fields

Field Definition

File Signature A unigue identifier located at the beginning of a file that provides information on the contents
of the file. The file signature can also contain information that ensures the original data
stored in the file remains intact and has not been modified.



Table 34: HTTP Scanning Data Fields (continued)

Field Definition

Threat Level The threat score.

NOTE: Click the three vertical dots at the top of the column to filter the information on the
page by threat level.

Filename The name of the file, including the extension.

NOTE: Enter text in the space at the top of the column to filter the data.

Last Submitted The time and date of the most recent scan of this file.

URL The URL from which the file originated.

NOTE: Enter text in the space at the top of the column to filter the data.

Malware The name of file and the type of threat if the verdict is positive for malware. Examples:
Trojan, Application, Adware. If the file is not malware, the verdict is "clean."

NOTE: Enter text in the space at the top of the column to filter the data.

Category The type of file. Examples: PDF, executable, document.

NOTE: Enter text in the space at the top of the column to filter the data.
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HTTP File Download Details

To access this page, navigate to Monitor > Threat Prevention > HTTP File Download. Click on the File
Signature to go to the File Scanning Details page.

Use this page to view analysis information and malware behavior summaries for the downloaded file. This
page is divided into several sections:



Report False Positives—Click the Report False Positive button to launch a new screen which lets you send
areport to Juniper Networks, informing Juniper of a false position or a false negative. Juniper will investigate
the report, however, this does not change the verdict. If you want to make a correction (mark system as
clean) you must do it manually.

Printable View—Click this link to organize the information into a print-ready format.

The top of the page provides a quick view of the following information (scroll to the right in the Ul to see
more boxes):

o Threat Level—This is the threat level assigned (0-10), This box also provides the threat category and the
action taken.

e Top Indicators—In this box, you will find the malware name, the signature it matches, and the IP
address/URL from which the file originated.

o Prevalence—This box provides information on how often this malware has been seen, how many individual
hosts on the network downloaded the file, and the protocol used.

File Summary

Table 35: General Summary Fields

Field Definition

Threat Level This is the assigned threat level 0-10. 10 is the most malicious.
Global Prevalence How often this file has been seen across different customers.
Last Scanned The time and date of the last scan to detect the suspicious file.
File Name The name of the suspicious file. Examples: unzipper-setup.exe,

20160223158005.exe,, wordmui.msi.

Category The type of file. Examples: PDF, executable, document.

File Size The size of the downloaded file.

Platform The target operating system of the file. Example. Win32

Malware Name If possible, Sky ATP determines the name of the malware.

Malware Type If possible, Sky ATP determines the type of threat. Example: Trojan, Application,

Adware.



Table 35: General Summary Fields (continued)

Field Definition

Malware Strain If possible, Sky ATP determines the strain of malware detected. Example:
Outbrowse.1198, Visicom.E, Flystudio.

sha256 and md5 One way to determine whether a file is malware is to calculate a checksum for the
file and then query to see if the file has previously been identified as malware.

In the Network Activity section, you can view information in the following tabs:

o Contacted Domains—If available, lists any domains that were contacted while executing the file in the
Sky ATP sandbox.

o Contacted IPs—If available, lists all IPs that were contacted while executing the file, along with the
destination IP’s country, ASN, and reputation. The reputation field is based on Juniper IP intelligence
data destination.

e DNS Activity— This tab lists DNS activity while executing the file, including reverse lookup to find the
domain name of externally contacted servers. This tab also provides the known reputation of the
destination servers.

HTTP Downloads

This is a list of hosts that have downloaded the suspicious file. Click the IP address to be taken to the Host
Details page for this host. Click the Device Serial number to be taken to the Devices page. From there
you can view device versions and version numbers for the Sky ATP configuration, including profile, whitelist,
and blacklist versions. You can also view the malware detection connection type for the device: telemetry,
submission, or C&C event.
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SMTP Quarantine Overview

Access this page from the Monitor menu.

The SMTP quarantine monitor page lists quarantined emails with their threat score and other details
including sender and recipient. You can also take action on quarantined emails here, including releasing

them and adding them to the blacklist.

The following information is available from the Summary View:

Table 36: Blocked Email Summary View

Field

Time Range

Total Email Scanned

Malicious Email Count

Emails Scanned

Description

Use the slider to narrow or increase the time-frame within the selected the
time parameter in the top right: 12 hrs, 24 hrs, 7 days or custom.

This lists the total number of emails scanned during the chosen time-frame
and then categorizes them into blocked, quarantined, released, and permitted
emails.

This is a graphical representation of emails, organized by time, with lines for
blocked emails, quarantined and not released emails, and quarantined and
released emails.

This is a graphical representation of emails, organized by time, with lines for
total emails, and emails with one or more attachments.



Table 36: Blocked Email Summary View (continued)

Field

Email Classification

Description

This is another graphical view of classified emails, organized by percentage
of blocked emails, quarantined and not released emails, and quarantined and
released emails.

The following information is available from the Detail View:

Table 37: Blocked Email Detail View

Field

Recipient

Sender

Subject

Date

Malicious Attachment

Size

Threat Score

Threat Name

Action

Description

The email address of the recipient.

The email address of the sender.

Click the Read This link to go to the Sky ATP quarantine portal and preview
the email.

The date the email was received.

Click on the attachment name to go to the Sky ATP file scanning page where
you can view details about the attachment.

The size of the attachment in kilobytes.

The threat score of the attachment, 0-10, with 10 being the most malicious.

The type of threat found in the attachment, for example, worm or trojan.

The action taken, including the date and the person (recipient or administrator)
who took the action.

Using the available buttons on the Details page, you can take the following actions on blocked emails:

o Add domain to blacklist
e Add sender to blacklist

e Release
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Email Attachments Scanning Overview

Access this page from the Monitor menu.

A record is kept of all file metadata sent to the cloud for inspection. These are files downloaded by hosts
and found to be suspicious based on known signatures From the main page, click the file’s signature to

view more information, such as file details, what other malware scanners say about this file, and a complete
list of hosts that downloaded this file.

NOTE: You must select a Sky ATP realm from the available pulldown.

Export Data—Click the Export button to download file scanning data to a CSV file. You are prompted to

narrow the data download to a selected time-frame.

The following information is available on this page.

Table 38: Email Attachments Scanning Data Fields

Field

File Signature

Threat Level

Date Scanned

Filename

Recipient

Sender

Malware Name

Status

Definition

A unique identifier located at the beginning of a file that provides information on
the contents of the file. The file signature can also contain information that ensures
the original data stored in the file remains intact and has not been modified.

The threat score.

The date and time the file was scanned.

The name of the file, including the extension.

The email address of the intended recipient.

The email address of the sender.

The type of malware found.

Indicates whether the file was blocked or permitted.



Table 38: Email Attachments Scanning Data Fields (continued)

Field Definition

Category The type of file. Examples: PDF, executable, document.
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Email Attachments Scanning Details

To access this page, navigate to Monitor > File Scanning > Email Attachments. Click on the File Signature
to go to the File Scanning Details page.

Use this page to view analysis information and malware behavior summaries for the downloaded file. This
page is divided into several sections:

Report False Positives—Click the Report False Positive button to launch a new screen which lets you send
areport to Juniper Networks, informing Juniper of a false position or a false negative. Juniper will investigate
the report, however, this does not change the verdict. If you want to make a correction (mark system as
clean) you must do it manually.

Printable View—Click this link to organize the information into a print-ready format.

The top of the page provides a quick view of the following information (scroll to the right in the Ul to see
more boxes):

o Threat Level—This is the threat level assigned (0-10), This box also provides the threat category and the
action taken.

e Top Indicators—In this box, you will find the malware name, the signature it matches, and the IP
address/URL from which the file originated.

o Prevalence—This box provides information on how often this malware has been seen, how many individual
hosts on the network downloaded the file, and the protocol used.



File Summary

Table 39: General Summary Fields

Field

Threat Level

Action Taken

Global Prevalence

Last Scanned

File Name

Category

File Size

Platform

Malware Name

Malware Type

Malware Strain

sha256 and md5

Definition

This is the assigned threat level 0-10. 10 is the most malicious.

The action taken based on the threat level and host settings: block or permit.

How often this file has been seen across different customers.

The time and date of the last scan to detect the suspicious file.

The name of the suspicious file. Examples: unzipper-setup.exe,
20160223158005.exe,, wordmui.msi.

The type of file. Examples: PDF, executable, document.

The size of the downloaded file.

The target operating system of the file. Example. Win32

If possible, Sky ATP determines the name of the malware.

If possible, Sky ATP determines the type of threat. Example: Trojan, Application,
Adware.

If possible, Sky ATP determines the strain of malware detected. Example:
Outbrowse.1198, Visicom.E, Flystudio.

One way to determine whether a file is malware is to calculate a checksum for the
file and then query to see if the file has previously been identified as malware.

In the Network Activity section, you can view information in the following tabs:

NOTE: This section will appear blank if there has been no network activity.

¢ Contacted Domains—If available, lists any domains that were contacted while executing the file in the

Sky ATP sandbox.



o Contacted IPs—If available, lists all IPs that were contacted while executing the file, along with the
destination IP’s country, ASN, and reputation. The reputation field is based on Juniper IP intelligence
data destination.

e DNS Activity— This tab lists DNS activity while executing the file, including reverse lookup to find the
domain name of externally contacted servers. This tab also provides the known reputation of the
destination servers.

In the Behavior Details section, you can view the behavior of the file on the system. This includes any
processes that were started, files that were dropped, and network activity seen during the execution of
the file. Dropped files are any additional files that were downloaded and installed by the original file.
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IMAP Block Overview

Access this page from Monitor > Threat Prevention > IMAP Block.

The IMAP Block monitor page lists blocked emails with their threat score and other details including sender
and recipient. You can also take action on blocked emails here, including releasing them and adding them

to the blacklist.

Table 40 on page 117 shows information available from the Summary View tab.

Table 40: Blocked Email Summary View

Field

Sky ATP Realm

Time Range

Malicious Email Count

Emails Scanned

Description
Select the registered Sky ATP realm from the list.

Use the slider to narrow or increase the time-frame within the selected the
time parameter in the top right: 12 hrs, 24 hrs, 7 days or custom.

This lists the total number of malicious emails scanned during the chosen
time-frame and then categorizes them into blocked, blocked and not allowed,

quarantined and allowed.

This is a graphical representation of all scanned emails, organized by date.

Table 41 on page 117 shows information available from the Detail View tab.

Table 41: Blocked Email Detail View

Field

Recipient

Description

Specifies the email address of the recipient.



Table 41: Blocked Email Detail View (continued)

Field

Sender

Subject

Date

Malicious Attachment

Size

Threat Score

Threat Name

Action

Description

Specifies the email address of the sender.

Click Read This to go to the Sky ATP quarantine portal and preview the email.

Specifies the date the email was received.

Click on the attachment name to go to the Sky ATP file scanning page where
you can view details about the attachment.

Specifies the size of the attachment in kilobytes.

Specifies the threat score of the attachment, in a scale of 0-10, with 10 being
the most malicious.

Specifies the type of threat found in the attachment, for example, worm or
trojan.

Specifies the action taken, including the date and the person (recipient or
administrator) who took the action.

Using the available buttons on the Details page, you can take the following actions on blocked emails:

o Unblock Attachment for Selected User(s)

o Unblock Attachment for All Users
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File Scanning Limits

There is a limit to the number of files which can be submitted to the cloud for inspection. This limit is
dictated by the device and license type. When the limit is reached, the file submission process is paused.

NOTE: This limit applies to all files, HTTP and SMTP.

Limit thresholds operate on a sliding scale and are calculated within 24-hour time-frame starting "now."

Perimeter Device

SRX340

SRX345

SRX550m

SRX1500

SRX5400

SRX5600

SRX5800

vSRX(10mbps)

vSRX(100mbps)

Free License (files per day)

200

300

500

2,500

5,000

5,000

5,000

25

200

Premium License (files per day)
1,000

2,000

5,000

10,000

50,000

70,000

100,000

200

1,000



Perimeter Device Free License (files per day)
VvSRX(1000mbps) 2,500
VSRX(2000mbps) 2,500
VSRX(4000mbps) 3,000
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Premium License (files per day)
10,000
10,000

20,000
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All Hosts Status Details

Use the All Hosts Status page to view the enforcement status of infected hosts feeds. The supported host
feeds are custom and Sky ATP.

By default, details for both custom and Sky ATP hosts are shown. You must select the required feed type
from the Feed Source column.

NOTE: To view the All Hosts Status page, you must have the Threat Management privileges or
predefined roles enabled.

To see the details of all hosts status:

1. Select Monitor > Threat Prevention > All Hosts Status.

The All Hosts Status page appears.
2. Table 42 on page 121 shows the information provided on the All Hosts Status page.

Table 42: Fields on All Hosts Status Page

Column Name Description
IP Address Specifies the IP address of the feed.
MAC Address Specifies the MAC address of the feed.

Feed Name Specifies the name of the feed.



Table 42: Fields on All Hosts Status Page (continued)

Column Name

Feed Source

Action

Enforcement Status

Switch Name

Interface Name

Policy Associated

PEG Associated

Matched Subnet

Connector Type

Connector Name

Endpoint Address Space Type

Endpoint Address Space Name

Description

Specifies type of the feed source.

Specifies the action of the infected host. For example: Block or Quarantine.

Specifies the enforcement status of the infected host.

Specifies the name of the Juniper Networks switch used to monitor the feed.

Specifies the interface on the switch where the user is connected to a network.

Specifies the name of the associated threat prevention policy.

This column is not shown by default. Click Show Hide Column and select this field
to appear on the All Hosts Status page.

Specifies the Policy Enforcement Group (PEG) associated with the policy.

This column is not shown by default. Click Show Hide Column and select this field
to appear on the All Hosts Status page.

Specifies the subnet that is added as an endpoint for the PEG.

This column is not shown by default. Click Show Hide Column and select this field
to appear on the All Hosts Status page.

Specifies the type of connector used as an enforcement point.

Specifies the name of the connector.

This column is not shown by default. Click Show Hide Column and select this field
to appear on the All Hosts Status page.

Specifies the type of endpoints added to a PEG.

This column is not shown by default. Click Show Hide Column and select this field
to appear on the All Hosts Status page.

Specifies the name of an endpoint.

This column is not shown by default. Click Show Hide Column and select this field
to appear on the All Hosts Status page.

You can click the filter icon to filter the data based on the following fields:
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o Feed source type
e Action
e Enforcement status

e Connector type

RELATED DOCUMENTATION
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DDoS Feeds Status Details

Use the DDoS Feeds Status page to view the enforcement status of Distributed Denial of Service (DDoS)
feeds.

In Sky ATP Only mode, you do not see the DDoS Feeds Status page under Monitor. An error message is
shown that the page is unavailable because the current threat prevention type is set to Sky ATP only mode.

NOTE: To view the DDoS Feeds Status page, you must have the Threat Management privileges
or predefined roles enabled.

To view details of DDoS feeds status:

1. Select Monitor > Threat Prevention > DDoS Feeds Status.

The DDoS Feeds Status page appears.
2. Table 43 on page 125 shows information provided on the DDoS Feeds Status page.

Table 43: Fields on the DDoS Feeds Status Page

Column Name Description
Feed Name Specifies the DDoS feed name to monitor the feeds.
Site Specifies the associated site name with the DDoS feeds

MX Name Specifies the name of the MX router where DDoS is enabled.



Table 43: Fields on the DDoS Feeds Status Page (continued)

Column Name

MXIP

MX Status

Action

Enforcement Status

Policy

PEG

Description

Specifies the IP address of the MX router.

Specifies the status of the MX router.

Specifies the action taken for the DDoS profile

To filter the data based on a specific action, click the filter icon and select the required
DDoS profile action from the list.

Specifies the enforcement status of the feed. Hover over the status to view the reason
for that particular status.

To filter the data based on a specific enforcement status, click the filter icon and select
the required enforcement status from list to monitor the feed.

Specifies the name of the associated threat prevention policy.

Specifies the Policy Enforcement Group (PEG) associated with the policy.

Custom Feed Sources Overview | 741
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Application Visibility Overview

You can use the Application Visibility page to view information on bandwidth consumption, session
establishment, and the risks associated with your applications.

There are two ways to view your data. You can select either the Chart view or Grid view. By default, the
data is displayed in Chart view.

Chart View

Click the Chart View link for a brief summary of the top 50 applications consuming maximum bandwidth
in your network. The data can be presented graphically as a bubble graph, heat map, or zoomable bubble
graph. The data is refreshed automatically based on the selected time range. You can also use the Custom
button to set a custom time range.

You can hover over your applications to view critical information such as total number of sessions, total
number of blocks, category, bandwidth consumed, risk levels, and characteristics. You can also view the
top five users accessing your application. Sessions appear as links, when you click a link, the All Events
page appears.

Starting in Junos Space Security Director Release 16.1, you can click the View All Users link to show all
the users accessing an application. You also see the User Visibility page in grid view with the correct filter
applied.

Starting in Junos Space Security Director Release 16.1, you can click the View All Users link to show all
the users accessing an application. You also see the User Visibility page in grid view with the correct filter
applied.

Table 44 on page 128 describes the widgets in Chart view.



Table 44: Application Visibility Chart View Columns

Field

All Devices

Show By

Time Span

Select graph

Group By

Number of Sessions

Number of Blocks

Bandwidth

Risk Level

Category

Characteristics

Block User(s)

Description

Shows data for all the devices managed by Security Director. Click Edit to select root
devices and/or LSYS devices to view the result.

Select from the following options to view a user’s data:

e Bandwidth - Shows data based on the amount of bandwidth the application has
consumed for a particular time range.

o Number of Sessions - Shows data based on the number of sessions consumed by the
application.

Select the required time range to view a user’s data.

Use the custom option to choose the time range if you want to view data for more than
one day. The time range is from 00:00 hours to 23:59 hours.

Select from the following graphical representations to view an application’s data:

e Bubble Graph
e Heat Map
e Zoomable Bubble Graph

By default, data is shown in the Bubble Graph format.

Select from the following options to view the application’s data:

e Risk - Groups by critical, high, unsafe levels, and so on.

e Category - Groups by category such as web, infrastructure, and so on.

Shows total number of application sessions.

Shows total number of times the application was blocked.

Shows bandwidth usage of the application.

Shows risk associated with the application. For example, critical, high, unsafe, and so
on.

Shows category of the application. For example, web, infrastructure, and so on.

Shows characteristics of the application. For example, prone to misuse, bandwidth
consumer, capable of tunneling, and so on.

Blocks the user from using the application.



Table 44: Application Visibility Chart View Columns (continued)

Field Description

Block Application Blocks the usage of the application.

View All Users Shows all the users accessing the application.
Grid View

Click the Grid View link for comprehensive details on applications. You can view top users by volume, top
applications by volume, top category by volume, top characteristics by volume, and sessions by risk. You
can also view the data in a tabular format that includes sortable columns. You can sort the applications in
ascending or descending order based on application name, risk level, and so on. Table 45 on page 129
describes the widgets in this view. Use these widgets to get an overall, high-level view of your applications,
users, and the content traversing your network.

Table 45: Application Visibility Grid View Widgets

Widget Description
Top Users By Volume Top users of the application; sorted by bandwidth consumption.
Top Apps By Volume Top applications, such as Amazon, Facebook, and so on of the network traffic;

sorted by bandwidth consumption.

Top Category By Volume Top category, such as web, infrastructure, and so on of the application; sorted
by bandwidth consumption.

Top Characteristics By Volume Top behavioral characteristics, such as prone to misuse, bandwidth consumer,

and so on of the application.

Sessions By Risk Number of events/sessions received; grouped by risk.

Table 46 on page 130 describes the fields in the table below the widgets. Users are displayed by usernames
or IP addresses. When you click a link, the User Visibility page in Grid view appears with the correct filter
applied. Sessions are also displayed as links and when you click a link, the All Events page appears with all
security events.

You can select an application or a user to perform a block operation.



Table 46: Detail View of Applications

Field Description

Application Name Name of the application, such as Amazon, Facebook, and so on.

Risk Level Risk associated with the application: critical, high, unsafe, moderate, low, and
unknown.

Users Total number of users accessing the application.

Volume Bandwidth used by the application.

Total Sessions Total number of application sessions.

No of Rejects Total number of sessions blocked.

Category Category of the application, such as web, infrastructure, and so on.

Sub Category Subcategory of the application. For example, social networking, news, and

advertisements.

Characteristics Characteristics of the application. For example, prone to misuse, bandwidth
consumer, capable of tunneling.

Release History Table
Release Description

16.1 Starting in Junos Space Security Director Release 16.1, you can click the View All Users link
to show all the users accessing an application.

16.1 Starting in Junos Space Security Director Release 16.1, you can click the View All Users link
to show all the users accessing an application.
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Blocking Applications and Users

You can block applications and users based on network access policies, users and their job roles, and time.
The blocking feature offers application control to organizations to accelerate business-critical applications,
stagger non-critical applications, selectively accelerate socio-business applications, and block undesirable
applications.

Blocking applications or users requires policy rules to be edited. View policy changes by clicking the policy
name or view affected devices by clicking the device count. You see only policies permitting this traffic in
the past 30 days.

You can block users and applications from the Application Visibility page.
To block an application:

1. Select Monitor > Applications. The Application Visibility page appears.

2. In Chart view, hover over the application that you want to block.

The application page appears with information on the number of sessions, bandwidth, number of blocks,
risk level, category, characteristics, top five users, view all users link, and options to block applications
and users.

NOTE: You see the number of sessions as links. When you click a link, the All Events page
appears and displays the events that generated those sessions.

Click the View All Users link to display the User Visibility page in Grid view with the correct
filter applied.

NOTE: In Grid view, select an application and click Block Application.

The Block page appears with the application name and the top five users of the application.

3. Click Block Application to block users from accessing the selected application.

The Block Application page appears with the policies that contain the rules required to block the
application. The listed policies will be edited to block all users from accessing the selected application.

4. Click a policy to preview the policy details.



The Policy Changes Preview page appears with information on the number of rules added, modified,
and deleted. You can preview the policy details. You can attach or add a schedule under the Rule options
column.

5. Click OK.

6. Click Save to save your changes.

7. Click Publish to publish your policies.

(o]

. Click Update to update your policies on devices.

To block a user:

1. Select Monitor > Applications. The Application Visibility page appears.

2. In Chart view, hover over the application that you want to block.

The application page appears with information on number of sessions, bandwidth, number of blocks,
risk level, category, characteristics, top five users, view all users link, and options to block applications
and users.

NOTE: You see the number of sessions as links. When you click a link, the All Events page
appears and displays the events that generated those sessions.

When you click View All Users link, the User Visibility page in Grid view appears with the correct
filter applied.

NOTE: In Grid view, select an application and click Block Application. The Block page appears
with top five users.

3. Select a user you want to block and click Block User(s).

The Block Users page appears with policies that contain the rules required to block the user from
accessing the selected application.

4. Click a policy to preview the policy changes.



Starting in Junos Space Security Director 16.1, you can preview the policy details. The Policy Changes
Preview page appears with information on the number of rules added, modified, and deleted. You can
preview the policy details. You can attach or add a schedule under the Rule options column.

5. Click OK.

6. Click Save to save your changes.

7. Click Publish to publish your policies.

8. Click Update to update your policies on devices.

Release History Table

Release Description

16.1 Starting in Junos Space Security Director 16.1, you can preview the policy details. The Policy
Changes Preview page appears with information on the number of rules added, modified, and
deleted.
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CHAPTER 23

Users
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User Visibility Overview

You can use the User Visibility page to view information related to the bandwidth consumption, session
establishment, and the risks associated with the users.

Starting in Junos Space Security Director Release 16.1, users are displayed on the page by username and,
if the user name is not available, by source IP address.

There are two ways to view your data. You can select either the Chart View or Grid View.

Chart View

By default, the user’s data is shown in the Chart view. It shows the top 50 users consuming maximum
bandwidth in your network. The data can be presented graphically as a bubble graph, heat map, or zoomable
bubble graph. The data is refreshed automatically based on the selected time range.

You can hover over a username or source IP to view critical information such as total number of sessions
and bandwidth consumed. The sessions are shown as links. When you click a link, the All Events page
appears with all security events.

Starting in Junos Space Security Director Release 16.1, you can view all the applications accessed by the
user by clicking the View All Applications link. When you click the View All Applications link, the Application
Visibility page in Grid view is displayed with the correct filter applied.

You can block a user or an application.

Table 47 on page 136 shows the different filters you can use to view the user’s data in Chart view.



Table 47: Chart View Filters

Filter Name

All Devices

Show By

Time Span

Select Graph

Number of Sessions

Bandwidth

Block User

Block Application(s)

View All Applications

Grid View

Description

Shows data for all the devices managed by Security Director. Click Edit to select root
devices and/or LSYS devices to view the result.

Select from the following options to view the user’s data:

e Bandwidth - Shows data based on the amount of bandwidth the user has consumed
for a particular time range.

o Number of Sessions - Shows data based on the number of sessions consumed by
the user.

Select the required time range to view the user’s data.

Use the custom option to choose the time range if you want to view data for more
than one day. The date range is from 00:00 hours to 23:59 hours.

Select from the following graphical representation to view a user’s data:

e Bubble Graph
e Heat Map
e Zoomable Bubble Graph

By default, data is shown in the Bubble Graph format.

Shows total number of user sessions.

Shows bandwidth usage of the user.

Blocks the user from using the application.

Blocks the usage of the application.

Shows all the applications accessed by the user.

Click Grid View to view the user’s data in the tabular format. Table 48 on page 137 and Table 49 on page 137
describe the fields on this page. You can view top users by volume and top applications by volume. Grid

view provides a detailed view of all the users. By default, data is sorted based on the bandwidth usage.



Table 48: Grid View Widgets

Widget Name Description
Top Users By Volume List the top five users sorted by their bandwidth consumption.
Top Apps By Volume List the top five applications being accessed in your network for the

specified time range.

The sessions and applications are shown as links. When the user clicks a session link, the All Events page
appears with all security events. When the user clicks an application link, the Application Visibility page
in Grid view appears with the correct filter applied.

Table 49: Detailed View of the User

Field Name Description

User Name Shows the name of a user.

Volume Shows the bandwidth consumption of a user.

Total Sessions Shows the number of user sessions.

Applications Shows all the applications used by a user for the time range.

Release History Table
Release Description

16.1 Starting in Junos Space Security Director Release 16.1, users are displayed on the page by
username and, if the user name is not available, by source IP address.

16.1 Starting in Junos Space Security Director Release 16.1, you can view all the applications accessed
by the user by clicking the View All Applications link.
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Blocking Users and Applications

Blocking users and applications requires policy rules to be edited. You can view policy changes by clicking
the policy name or view affected devices by clicking the device count. You see only policies permitting
this traffic in the past 30 days.

To block a user:

1. Select Monitor > Users.

The User Visibility page appears.

2. In Chart view, hover over the required user.

The user page appears with information on the bandwidth, number of sessions, top five applications,
view all applications link, and options to block users and applications.

NOTE: You see the number of sessions as links. When you click a link, the All Events page
appears and displays the events that generated those sessions.

Click the View All Applications link to display the Application Visibility page in Grid view with
correct filter applied.

NOTE: In Grid view, select the IP address or user name and click Block User.

The Block page appears with the username and top five applications.

3. Click Block User to block the selected IP address or username from accessing all applications.

The Block User page appears with policies that contain the rules required to block the user. The listed
policies will be edited to block the selected user from accessing all applications.

4. Click a policy to preview the policy details.

Starting in Junos Space Security Director Release 16.1, you can preview the policy details. The Policy
Changes Preview page appears with information on number of rules added, modified, and deleted. You
can preview the policy details. You can attach or add a schedule under the Rule options column.

5. Click OK.

6. Click Save to save your changes.



7. Click Publish to publish your policies.

8. Click Update to update your policies on devices.

To block an application:

1. Select Monitor > Users.

The User Visibility page appears.

2. In Chart view, hover over the required user. The user page appears showing information about the
bandwidth, number of sessions, top five applications, view all applications link, and options to block
user and application.

NOTE: You see the number of sessions as links. When you click a link, the All Events page
appears and displays the events that generated those sessions.

Click the View All Applications link to display the Application Visibility page in Grid view with
the correct filter applied.

NOTE: In Grid view, select the username and click Block User.

The block page appears with the username and the top five applications.

3. Select an application you want to block and click Block Application(s).

The Block Application page appears with policies that contain the rules required to block the user from
accessing a particular application.

4. Click a policy to preview the policy changes.

The Policy Changes Preview page appears with information on number of rules added, modified, and
deleted. You can preview the policy details. You can attach or add a schedule under the Rule options
column.

5. Click OK.

6. Click Save to save your changes.
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7. Click Publish to publish your policies.

8. Click Update to update your policies on devices.

Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1, you can preview the policy details.
The Policy Changes Preview page appears with information on number of rules added, modified,
and deleted.
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Source IP Visibility Overview

Starting in Junos Space Security Director Release 16.1, you can use the Source IP Visibility page to view
information related to bandwidth consumption, session establishment, and the risks associated with the
source IP addresses.

There are two ways to view your data. You can select either the Chart View link or Grid View link. The

top 50 source IP addresses are displayed for a time span of one day, by default.

Chart View Overview

Click the Chart View link for a brief summary of the top 50 source IP addresses consuming the maximum
bandwidth in your network. The data can be presented graphically as a bubble graph, heat map, or zoomable
bubble graph. The data is refreshed automatically based on the selected time range.

You can hover over the source IP addresses to view critical information such as total number of sessions,
total bandwidth consumption, and top five applications, bandwidth consumption, and sessions for each
application. To view all the applications of an IP address, click View All Applications.

By default, the data is shown in the chart view. Table 50 on page 141 shows the different filters you can
use to view the source IP address data in chart view.

Table 50: Source IP Visibility—Filters in Chart View

Filter Description

All Devices By default, data is shown for all the devices in the network. Click Edit to select root devices
and/or LSYS devices to view the result.



Table 50: Source IP Visibility—Filters in Chart View (continued)

Filter Description

Show By Select the following options from the list to view the source IP address data:

e Bandwidth—Shows data based on the amount of bandwidth the source IP address has
consumed for a particular time range.

o Number of Sessions—Shows data based on the number of sessions consumed by the source
IP addresses.

Time Span Select the required time range from the list to view the source IP address data.

Use the Custom option to choose the time range if you want to view data for more than one
day. The date range is from 00:00 hours to 23:59 hours.

Select Graph Select the way you want to view the source IP address data:

e Bubble graph
o Heat map

e Zoomable bubble graph

By default, data is shown in the bubble graph format.

Grid View Overview

Click the Grid View link for comprehensive details of source IP addresses. You can view top source |IP
addresses by volume and top applications by volume. You can also view the data in a tabular format that
includes sortable columns. You can sort the source IP addresses in ascending or descending order. Use
the widgets to get an overall, high-level view of your source IP addresses. You can use the detailed view
to get more information about the applications, source IP addresses, and content traversing your network.

The column width, sort order, and column index are continual. The next time you log in, they will be right
where you left them.

Table 51 on page 142 and Table 52 on page 143 describe the fields on this page.

Table 51: Source IP Visibility—Widgets in Grid View

Widget Description
Top IPs By Volume Lists top five IP addresses sorted by their bandwidth consumption.
Top Apps By Volume Lists top five applications being accessed in your network for the specified

time range.



Table 52: Source IP Visibility—Detailed View

Field Description

Source IP Shows the source IP addresses.

Volume Shows the bandwidth consumption of the source IP address.

Total Sessions Shows the number of sessions of the source IP address. Click this field to see the logs

that contributed to these sessions, in the All Events page.

Applications Shows all the applications used by the source IP address. Click the application to see
a detailed view of the applications in the Application Visibility page.

You can invoke the block workflow for any source IP from the grid view.
To invoke the block workflow for a source IP address, you can perform one of the following tasks:

e Select a source IP address and click Block IP. The Block page appears.

e Select a source IP address and click Block User. The Block Users page appears.

e Select a source IP address, and then select the required applications from the Top 5 Applications field
and click Block Application(s). The Block Application page appears.

Release History Table
Release Description
16.1 Starting in Junos Space Security Director Release 16.1, you can use the Source IP Visibility

page to view information related to bandwidth consumption, session establishment, and the

risks associated with the source IP addresses.
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Blocking Source IP Addresses

You can block a source IP address from accessing either all applications or only selected applications by

editing policy rules. Then you can view the policy changes by clicking the policy name or view affected
devices by clicking the device count. Also, you can click the policy to view the affected rules, edit the rules,
and save them, if required.

To block the source IP address:

1.

Select Monitor > Source IP.

The Source IP Visibility page appears.

In the Chart View, hover over the source IP address for which you want to block applications.

A pop up window appears showing the information on the number of sessions, bandwidth consumption,
and top five applications of that particular IP address.

NOTE: Click View All Applications to view all the applications of the source IP address on the
Application Visibility page. You can select an application and block it by clicking Block Application.

Block the source IP address from accessing all applications by clicking Block IP.
The Block Application page appears.

Block the source IP address from accessing a particular application by selecting the application listed
under the Top 5 Applications table, and then click Block Application(s).

The Block User page appears. All the policies that need to be edited to block the IP address from
accessing the applications are listed under the Policy Name column.

Select the required policies to edit the rules to block the IP address.

. Select Run now to immediately publish or update the changes or select Schedule at a later time to

publish or update the changes later.

Click Save to save the configuration settings.
Click Publish to publish the changes.

Click Update to update the changes.
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Threat Map Overview

The threat map allows you to visualize geographical regions for incoming and outgoing traffic. You can
view blocked and allowed threat events based on feeds from IPS, antivirus, and antispam engines.
Unsuccessful login attempts for devices are also displayed. An event count for each attack object can be
viewed by clicking a specific geographical location. This is useful for viewing unusual activity that could
indicate a possible attack. If you have deployed your firewall devices across the globe, you can find the
country that is attacking your firewall devices the most by using the threat map.

NOTE: The devices can be root device or logical system (LSYS) device.

Threats are color-coded and can be seen at the bottom of the page. You also get a quick view of total
number of threats blocked and allowed, an individual count of threats blocked and allowed for each event,
as well as the top targeted devices, top destination countries, and top source countries.

You can click any individual source or destination point on the map to review information about the threat
events, including the number of threat events, type of threat, time of events, source IP, and destination
IP. You can also perform further analysis of the attack by clicking the attack type and viewing the filtered
list of events from the Event Viewer.

Starting in Junos Space Security Director Release 16.1, you can click a country on the threat map to bring
up the respective country page. You can view the total threat events since midnight, followed by inbound
and outbound threat events. You see the highest top five inbound and outbound IP addresses. You can
also view all IP addresses with the option to block one or more of them. In addition, you can block all traffic
or only the inbound and outbound traffic for the selected country.



Click View Details to see more details for the country on the right panel. In addition, you can see total
number of inbound and outbound threats for each event.

Table 53 on page 148 describes different types of threats blocked and allowed.

Table 53: Types of Threats

Attack

IPS Threat Events

Spam Events

Virus Events

Device
Authentications

Description

Intrusion detection and prevention (IDP) attacks detected by the IDP module.
The information reported about the attack includes:

e Source of attack

Destination of attack

Type of attack

e Session information

Severity

e Policy information that permitted the traffic.

Action: traffic permitted or dropped.

E-mail spam that is detected based on the blacklist spam e-mails.
The information reported about the attack includes:

e Source
e Action: E-mail is rejected or allowed.

e Reason for identifying as e-mail spam.
Virus attacks detected by the antivirus engine.
The information reported about the attack includes:

e Source of the infected file
e Destination

Filename

o URL used for accessing the file

The firewall authentication messages generated due to unauthorized attempts to access the
network. The reported information contains the reason for authentication failure and the
source of the request.



Table 53: Types of Threats (continued)

Attack Description
Screen A type of threat detected by SRX Series devices. The information reported about the attack
includes:

e Attack name
e Action taken
e Source of the attack

e Destination of the attack

Sky ATP A type of threat detected by SRX Series devices in collaboration with Sky ATP software. The
information reported about the attack includes:

Malware name

e Action taken
o Infected host

Source of the attack

e Destination of the attack

NOTE: Threats with unknown geographical IP addresses are displayed as undefined.

Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1, you can click a country on the
threat map to bring up the respective country page.
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Blocking Threat Events

Starting in Junos Space Security Director Release 16.1, you can block all traffic or block only the inbound
and outbound traffic for a selected country. When you click a country on the threat map, the country page
appears with details on total threat events since midnight, followed by inbound and outbound threat
events. You can see the highest top five inbound and outbound IP addresses. You can select one or more
IP addresses to block.

Blocking an IP address or a country requires policy rules to be edited. View policy changes by clicking the
policy name or view affected devices by clicking the device count. Only policies permitting this traffic in
the past 30 days are shown.

NOTE: Click View Details to see more details for the country on the right panel.

Click View All to view all the inbound and outbound IP addresses.

Following block operations are described below:
e To block IP addresses

e To block all traffic

e To block outbound traffic

e To block inbound traffic

To block IP addresses:

1. Select Monitor > Threats Map (Live).

A geographical map is displayed with incoming and outgoing traffic.

2. Click a country in the map.

The corresponding country page appears with details on the threat events since midnight, as well as
the highest top five inbound and outbound IP addresses. You can also view the details of the inbound
and outbound events for the selected country.

3. Click the Inbound or the outbound tab, and then select one or more IP addresses.

4. Click Block IP Address.

The Block (Outbound or Inbound) IP Address page appears with policies that contain the rules. The
listed policies are edited to block all inbound or outbound traffic from the selected IP addresses.

5. Click a policy.



To

The Policy Preview Changes page appears with the number of rules added, modified, and deleted. You
can preview the policy rules.

Click OK to close the Policy Changes Preview page.

Click Save to save your changes.

Click Publish to publish your changes.

Click Update to update your changes.

block all traffic:

. Select Monitor > Threats Map (Live).

A geographical map is displayed with incoming and outgoing traffic.

Click a country.

The corresponding country page appears with details on the threat events since midnight, as well as
the highest top five inbound and outbound IP addresses. You can view the details of the inbound and
outbound events for the selected country.

. Click Block all traffic to block all traffic from the selected country.

The Block all traffic page is displayed with the policies that contain the rules to be edited to block all
the traffic from the selected country.

Click a policy.

The Policy Changes Preview page is displayed with the number of rules added, modified, and deleted.
You can preview the rules.

Click OK to close the Policy Changes Preview page.

Click Save to save your changes.

Click Publish to publish your changes.

Click Update to update your changes.



You can block traffic sent from one county to another country (outbound traffic).
To block outbound traffic:

1. Select Monitor > Threats Map (Live).

A geographical map is displayed with incoming and outgoing traffic.

2. Click a country that is sending traffic to another country.

The corresponding country page appears with details on the threat events since midnight, as well as
the highest top five inbound and outbound IP addresses.

3. Click Block outbound.

The Block Outbound page is displayed with the policies that contain the rules to be edited to block all
outbound traffic from the selected country.

4. Click a policy.

The Policy Changes Preview page is displayed with the number of rules added, modified, and deleted.
You can preview the rules.

5. Click OK to close the Policy Changes Preview page.

6. Click Save to save your changes.

7. Click Publish to publish your changes.

8. Click Update to update your changes.

You can block traffic coming to a country from another country (inbound traffic).
To block inbound traffic:

1. Select Monitor > Threats Map (Live).

A geographical map is displayed with incoming and outgoing traffic.

2. Click a country that is receiving traffic from another country.

The corresponding country page appears with details on the threat events since midnight, as well as
the highest top five inbound and outbound IP addresses.

3. Click Block inbound.



The Block Inbound page is displayed with the policies that contain the rules to be edited to block all
the inbound traffic to the destination country.

4. Click a policy.

The Policy Changes Preview page is displayed with the number of rules added, modified, and deleted.
You can preview the rules.

5. Click OK to close the Policy Changes Preview page.

6. Click Save to save your changes.

7. Click Publish to publish your changes.

8. Click Update to update your changes.

Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1, you can block all traffic or block
only the inbound and outbound traffic for a selected country.
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Alerts and Alarms Overview

Alerts and notifications are used to notify administrators about significant events within the system.

Notifications can also be sent through e-mail. You will be notified when predefined network traffic condition
is met. Alert trigger threshold is number of network traffic events crossing a pre-defined threshold within
a period of time. Alarms workspace shows active alarms of devices currently managed by Security Director.

Alerts and notifications provide options for:

¢ Defining alert criteria based on a set of predefined filters. You can use the filters defined in the Filter
Management window on the Event Viewer page to generate alerts.

e Generating an alert message and notifying you when an alert criteria are met.

e Searching for specific alerts on the Generated Alerts page based on alert ID, description, alert definition,
alert type, or recipient e-mail address.

e Supporting event-based alerts.

For example, If you are an administrator, you can define a condition such that if the number of firewall-deny
events crosses a predefined threshold in a given time range for a specific device, you receive an e-mail
alert.

NOTE: If a threshold is crossed and remains so for a long duration, new alerts are not generated.
Alerts are generated again when the number of logs matching the alert criteria drops below the
threshold and crosses the threshold again.

Understanding Role-Based Access Control for the Alerts and Alert Definitions

Role-Based Access Control (RBAC) has the following impact on the alerts:



NOTE: You must have Security Analyst or Security Architect role or have permissions equivalent
to that role to access the alerts and alert definitions.

You must have the following privileges under Administration > Users & Roles > Roles:

Create Alert Definition under Create Role > Privileges > Alerts > Alert Definitions to create alerts.

Modify Alert Definition to modify alerts.

Delete Alert Definition to delete alerts.

e User account under Role Based Access Control to search for user accounts in alert definitions.

Creating Alert Definitions | 161
Deleting Alert Definitions | 166

Searching Alert Definitions | 166
Domain RBAC Overview | 1135




CHAPTER 27

Alerts and Alarms-Alerts

IN THIS CHAPTER

Deleting an Alert | 157
Searching Alerts | 158
Using Generated Alerts | 158

Deleting an Alert

To delete an alert or multiple alerts:

1. Select Monitor > Alerts & Alarms > Alerts.
2. Select an alert or multiple alerts for deletion.

3. On the upper left side of the Alerts page, click the delete icon (X).

The delete alert notification is displayed.

4. Click OK.

The alert is deleted.

Alerts and Alarms Overview | 155
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Searching Alerts

To quickly locate an alert use the search option on the upper right side of the Alerts page:

1. Enter the alert ID, description, or alert name in the search box.

2. Click the search icon.

Alerts and Alarms Overview | 155
Creating Alert Definitions | 161
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Using Generated Alerts

Use the Generated Alerts page to view the system event-based alerts in response to a configured alert
definition. The generated alerts help you to identify problems that appear in your monitored network
environment. You can view statistics such as the number of critical and non-critical alerts.

Before You Begin

e Read the “Alerts and Alarms Overview” on page 155 topic.

o Review the Generated Alerts main page for an understanding of existing generated alarms. See “Alert
Definitions Main Page Fields” on page 167 for field descriptions.

e You must add the following configuration to the managed SRX devices:

set snmp trap-group sdfm version all

set snmp trap-group sdfm destination-port 10164
set snmp trap-group sdfm categories authentication
set snmp trap-group sdfm categories chassis

set snmp trap-group sdfm categories link

set snmp trap-group sdfm categories routing

set snmp trap-group sdfm categories startup

set snmp trap-group sdfm categories rmon-alarm
set snmp trap-group sdfm categories vrrp-events
set snmp trap-group sdfm categories configuration



set snmp trap-group sdfm categories services

set snmp trap-group sdfm categories chassis-cluster

set snmp trap-group sdfm categories sonet-alarms

set snmp trap-group sdfm targets x.x.x.x (ethO IP of space)

Using the Generated Alerts Page
To use the Generated Alerts page:

1. Select Monitor > Alerts & Alarms > Alerts. The Alerts page appears.
2. Use the guidelines provided in to learn about the page.
Table 54: Generated Alerts

Action Guidelines

Jump to Event Viewer Select the generated alert and then right-click or click More > Jump to Events
and Logs. The corresponding events that triggered the alert are displayed.

Detail View Select the generated alert and then right-click or click More > Detail View.

Clear All Selections Select the generated alert and then right-click or click More > Clear All Selections.

Creating Alert Definitions | 161
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Creating Alert Definitions

Use the Alert Definitions page to generate alerts that warn you of problems in your monitored environment.
An alert definition consists of data criteria for triggering an alert. An alert is triggered when the event
threshold exceeds the data criteria that is defined.

You can create an alert definition to monitor your data in real time. You can identify issues and attacks
before they impact your network.

For example, if you are an administrator, you can define a condition such that if the number of firewall
deny events crosses a predefined threshold in a given time frame for a specific device, you receive an
email alert.

Before You Begin

e Read the “Alerts and Alarms Overview” on page 155 topic.

o Review the Alert Definitions main page for an understanding of your current data set. See “Alert
Definitions Main Page Fields” on page 167 for field descriptions.

Configuring Alert Definitions



To create an alert definition:

1. Select Monitor > Alert & Alarms > Alert Definitions.

2. Click the + icon.

3. Complete the configuration according to the guidelines provided in Table 55 on page 162.

4. Click Ok.

A new alert definition with the configured alert triggering condition is created. You can view the generated
alerts from the alert definition to troubleshoot the issues with your system.

Table 55: Alert Definitions Settings

Setting Guideline
General
Alert Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and

underscores. No spaces are allowed and the maximum length is 63 characters.

Alert Description Enter a description for the alerts; maximum length is 1024 characters.

Alert Type Displays the type of alert that is system based.

Status Select the Active check box to view only the active alerts.

Severity Select the severity level of the alert: Info, minor, major, critical.

Devices

Select Devices Select all devices or specific devices. By default, data is displayed for all the devices

in the network.

If you choose the Selective option, select devices from the Available column and click
the right arrow to move these devices to the Selected column and click OK.

Trigger



Table 55: Alert Definitions Settings (continued)

Setting Guideline

Data Criteria Specifies the data criteria from the list of default and user-created filters that are
saved from the Event Viewer.

To add saved filters:

o Click the Use data criteria from filters link. The Add Saved Filters page appears.
o Select the filters to be added.

e Click OK.
Time Span Specify the time period for triggering an alert.
Number of Events Enter the event threshold (number of logs for each category). An alert triggers if the

number exceeds the specified threshold.

Recipient(s)
E-mail address(es) Specify the e-mail addresses for the recipients of the alert notification.
Custom Message Enter a custom string for identifying the type of alert in the alert notification e-mail.

Alerts and Alarms Overview | 155
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Editing Alert Definitions

To edit an alert definition:

1. Select Alerts & Alarms > Alert Definitions.

2. Select the alert.



3. On the upper right side of the Alert Definitions page, click the pencil icon.

The alert definitions options are displayed. See Table 56 on page 164 for options available for editing.

4. Click OK.

Table 56: Alert Definitions Settings

Setting Guideline
General
Alert Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and

underscores. No spaces are allowed and the maximum length is 63 characters.

Alert Description Enter a description for the alerts; maximum length is 1024 characters.

Alert Type Displays the type of alert that is system based.

Status Select the Active check box to view only the active alerts.

Severity Select the severity level of the alert: Info, minor, major, critical.

Devices

Select Devices Select all devices or specific devices. By default, data is displayed for all the devices

in the network.

If you choose the Selective option, select devices from the Available column and click
the right arrow to move these devices to the Selected column and click OK.

Trigger

Data Criteria Specifies the data criteria based on the Time period, Group By, and Filter By option.
Filtered data only displays the subset of data that meets the criteria that you specify.
To edit the data criteria:
o Click the Edit data criteria from filters link. The Add Saved Filters page appears.
e Select the filters to be added.
e Click OK.

Time Span Specify the time period for triggering an alert.

Number of Events Enter the event threshold (number of logs for each category). An alert triggers if the

number exceeds the specified threshold.
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Table 56: Alert Definitions Settings (continued)

Setting Guideline

Recipient(s)

Email address(es) Specify the e-mail addresses for the recipients of the alert notification.

Custom Message Enter a custom string for identifying the type of alert in the alert notification e-mail.
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I Cloning Alert Definition

You can clone an existing alert definition.
To clone an alert definition:

1. Select Monitor > Alerts & Alarms > Alert Definitions.

2. Right-click an alert, or select Clone from the More link.

The Clone window appears with editable fields.

3. Click OK to save your changes.
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Deleting Alert Definitions

To delete an alert definition or multiple alert definitions:

1. Select Monitor > Alerts & Alarms > Alert Definitions.
2. Select an alert definition or multiple alert definitions for deletion.

3. On the upper left side of the Alert Definitions page, click the delete icon (X).

The delete alert definition notification is displayed.

4. Click OK.

The alert definition is deleted.

Alerts and Alarms Overview | 155

Using Events and Logs Settings | 49

Searching Alert Definitions

To quickly locate an alert definition, use the search option on the upper right side of the Alert Definitions
page:

1. Enter the alert definition name, description, or recipient name in the search box.

2. Click the search icon.

Alerts and Alarms Overview | 155
Creating Alert Definitions | 161
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Alert Definitions Main Page Fields

Use this page to understand the alert definitions. Table 57 on page 167 describes the fields on this page.

Table 57: Alert Definition Main Page Field

Field

Select

Alert Name

Alert Description

Filter

Recipients

Active

Creating Alert Definitions | 161

Description

Provides the option to select the available alerts.

Specifies the name of the alert.

Specifies the description of the alert.

Specifies the filter generating the alerts.

Specifies the recipients of the alerts generated from the alert definitions.

Specifies the active alerts.

Alerts and Alarms Overview | 155
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Using Device Alarms

Use this page to view system-generated alarms. Alarms provide information about the status and the
health state of the system. The alarms received from the Junos Space platform are viewed from Security
Director. These generated alarms can help you to troubleshoot issues associated with your system.

NOTE: On the right side of the banner is a bell-shaped icon called the Notification Center. Clicking
this icon reveals lists of the most recent critical alerts and alarms in Security Director. Clicking the
View All Alarms or View All Alerts link takes you to the detail page for the respective topic.

Before You Begin

e Read the “Alerts and Alarms Overview” on page 155 topic.

e Configure the SRX Series devices to send SNMP traps to the Junos Space platform. The alarms displayed
are new alarms based on the SNMP traps received by Security Director.

e In case of Space cluster, the SNMP target should be the ethO IP address of all the nodes in Space cluster.
e The existing alarms prior to SNMP target configuration will not be displayed in Security Director.

e To view the alarms in Security Director, add the following configuration to the managed SRX Series
devices through the CLI:

set snmp trap-group sdfm version all
set snmp trap-group sdfm destination-port 10164

set snmp trap-group sdfm categories authentication



set snmp trap-group sdfm categories chassis

set snmp trap-group sdfm categories link

set snmp trap-group sdfm categories routing

set snmp trap-group sdfm categories startup

set snmp trap-group sdfm categories rmon-alarm
set snmp trap-group sdfm categories vrrp-events
set snmp trap-group sdfm categories configuration
set snmp trap-group sdfm categories services

set snmp trap-group sdfm categories chassis-cluster
set snmp trap-group sdfm categories sonet-alarms
set snmp trap-group sdfm targets x.x.x.x (ethO IP of space)

e Review the Device Alarms main page for an understanding of existing device alarms. See “Device Alarms
Main Page Fields” on page 171 for field descriptions.

Using the Device Alarms Page
To use the Device Alarms page:

1. Select Monitor > Alerts & Alarms > Alarms. The Alarms page appears.

2. Use the guidelines provided in Table 58 on page 170 to learn about the page.

Table 58: Generated Alarms

Action Guidelines

View Alarm Details Select the generated alarm and then right click or click More > Detail View.

Alerts and Alarms Overview | 155

Using Generated Alerts | 158
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I Device Alarms Main Page Fields

Use this page to view system-generated alarms.
Table 59 on page 171 describes the fields on this page.

Table 59: Device Alarms Main Page Fields

Field Description

Alarm Name Name of the alarm. For example, authentication failure.

Alarm Description Description of the alarm.

Reporting Device IP address of the device that reported the alarm.

Severity Severity level of the alarm: Critical, Major, Minor, and Information.
Last Updated Date and time when the alarm was generated.
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IPsec VPN Monitoring Overview

You can view the status of IPsec VPNs and their tunnels between device endpoints after configuring,
publishing, and updating them in Security Director. The status is displayed in dashboard and tabular format.
The number of tunnels for each VPN depends on the type of VPN, such as site-to-site, full-mesh, or
hub-and-spoke. Security Director only supports route-based tunnel mode. You can view the tunnel status
of IPsec VPNs configured on devices that are managed by Security Director.

IPsec VPN monitoring micro-service runs at specified intervals and updates the status of the IPsec VPN
tunnel as up or down. It polls log collector data every 5 minutes by default and SRX Series device every 6
hours.

The following configuration should be done to send all the logs including KMD logs to Security Director
log collector:

set system syslog host <IP> any any
set system syslog host <IP> structured-data

Here, IP is the log collector IP and any any means all the system logs will be sent to Security Director Log
Collector.

Figure 29 on page 174 shows the overview page. It displays the dashboards for monitoring current VPNs,
its tunnels, and historical tunnel status pattern in the past.

In the Monitored Tunnels dashboard, you can view the total number of IPsec VPN tunnels and the number
of tunnels that are up and down. Each block is a tunnel and is sorted by both modified date and created



date. Modified tunnels appears first followed by created tunnels. You can hover over each block to view
the tunnel endpoints, status, when the tunnel was created and modified, and the IP addresses of the
devices. If the status is down, then a reason is also displayed.

In the VPNs Overview dashboard, you can view the number of IPsec VPNs and their status. Hover over
the chart to view the status as up or down.

In the No. of Monitored Tunnels Flipped Up/Down dashboard, you can select a duration from the period
drop-down list to view the tunnel status pattern in the past. Based on the selected duration, a time range
and graph are displayed with the tunnel status data. Hover over the graph to view the number of tunnels
and its status during a particular time slot.

Figure 29: Overview Page
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Figure 30 on page 175 shows the Monitored Tunnels page. It displays tunnel statistics in tabular format. It
shows the IPsec VPNs and displays their tunnel status as up, down, or unknown. A reason is provided only
for tunnels with a down status. You also see devices and their endpoints.



Figure 30: Monitored Tunnels
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Figure 31 on page 175 shows the Devices page. It displays IPsec VPN statistics in tabular format. It shows
all the VPNs and their types, all the devices in a VPN, total number of tunnels, and the number of tunnels
that are down.

Figure 31: Devices Page
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In previous releases of Security Director, network administrators had to analyze the VPN logs on an SRX
Series device to check the status of VPNs and their tunnels. It required administrators to have expertise
in parsing VPN logs to get the information they needed. Network Administrators can now view the IPsec
VPN and its tunnel status directly in Security Director. A reason is displayed in the Security Director user
interface when a tunnel is down.
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About the Overview Page

To access this page, select Monitor > VPN > Overview.
Use the Overview page to view the total number of monitored IPsec VPNs, tunnels, their status as either

up or down, and historical tunnel data over time, ranging from 30 minutes to 2 months.

Tasks You Can Perform

You can perform the following tasks from this page:

e Manage monitored and unmonitored VPNs. See “Managing Monitored and Unmonitored VPNs” on
page 178.

o View current tunnel details in the Monitored Tunnels dashboard.
o View current VPN details in the VPNs Overview dashboard.

¢ View historical tunnel data in the No. of Monitored Tunnels Flipped Up/Down dashboard.

Field Descriptions

Table 60 on page 176 provides guidelines on using the dashboard widgets on the Overview page.
Table 60: Dashboard Widgets on the Overview Page

Dashboard Widgets | Description



Table 60: Dashboard Widgets on the Overview Page (continued)

Dashboard Widgets

Monitored Tunnels

VPNs Overview

No. of Monitored
Tunnels Flipped
Up/Down

Description

You can view the total number of IPsec VPN tunnels and the number of tunnels that are up
and down. Each block is a tunnel and is sorted by both modified date and created date. Modified
tunnels appears first followed by created tunnels. You can hover over each block to view the
tunnel endpoints, status, when the tunnel was created and modified, and the IP addresses of
the devices. If the status is down, then a reason is also displayed.

Click the refresh icon on the right top corner of the dashboard to refresh the details.

Click View Event Logs to navigate to the All Events page to view information for security
events based on IPsec VPN profiles.

Click More details to navigate to the Monitored Tunnels page to view the same data in tabular
format.

You can view the number of IPsec VPNs and their status. Hover over the chart to view the
status as up or down.

Click More details to navigate to the Devices page to view more details about the devices in
the VPN and the tunnel status.

Click the refresh icon on the right top corner of the dashboard to refresh the details.

You can select a duration from the period drop-down list to view the tunnel status pattern in
the past. Based on the selected duration, a time range and graph are displayed with the tunnel
status data. Hover over the graph to view the number of tunnels and its status during a
particular time slot.

Each duration displays a fixed number of slots and static data is displayed for these slots.
Click the refresh icon on the right top corner of the dashboard to refresh the details.

Click More details to view the data in the Monitored Tunnels page.
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Managing Monitored and Unmonitored VPNs

You can select IPsec VPNs for which you want to monitor status. You can view the total number of
monitored VPNs in the Overview page. You can select VPNs that you want to start and stop monitoring
in the Manage Monitoring VPNs page.

To start and stop monitoring VPNs:

1. Select Monitor > VPN >Overview.

2. Click Edit.

The Manage Monitoring VPNs page is displayed.
3. Select All to monitor the status of all the VPNs. Select Any to monitor the status of specific VPNs.

4. If you select Any, then you can select IPsec VPNs and use the > or < arrow to move them from Monitored
VPNs to Unmonitored VPNs and vice versa. You can enter an IPsec VPN to search for in the text box.

5. Click OK.

You can view the total number of VPNs monitored in the Overview page.
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About the Monitored Tunnels Page

To access this page, select Monitor > VPN > Tunnels.

Use the Monitored Tunnels page to view tunnel statistics in tabular format. It shows the IPsec VPNs and
displays their tunnel status as up, down, or unknown. A reason is provided only for tunnels with a down

status. You also see devices and their endpoints.

Tasks You Can Perform

You can perform the following tasks from this page:

o View tunnel statistics such as VPN name, tunnel status, and so on in a tabular format.

Field Descriptions

Figure 30 on page 175 provides guidelines on using the fields on the Monitored Tunnels page.

Table 61: Fields on the Monitored Tunnels Page

Fields

VPN Name

Tunnel Status

Reason

Device 1

End Point 1

Device 2

End Point 2

Created

Last Refresh Time

Description

Specifies the name of the IPsec VPN. Click the name to navigate to the IPsec VPNs
page.

Specifies the status of the tunnel: Up, Down, or Unknown.

Specifies a reason when the tunnel status is down.

Specifies the IPv4 address of the source device.

Specifies the name of endpoint 1.

Specifies the IPv4 address of the destination device.

Specifies the name of endpoint 2.

Specifies the date and time when the tunnel was created.

Specifies the date and time when the last poll was performed for a tunnel.

IPsec VPN monitoring micro-service polls log collector data every 5 minutes and
SRX Series device every 6 hours.
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About the Devices Page

To access this page, select Monitor > VPN > VPNs.

Use the Devices page to view IPsec VPN statistics in tabular format. It shows all the VPNs and their types,
all the devices in a VPN, total number of tunnels, and the number of tunnels that are down.

Tasks You Can Perform

You can perform the following tasks from this page:

e View IPsec VPN statistics, such as name, type, and so on.

o Filter the data in the table based on the VPN name and its type. Click the filter icon and enter the filter
criteria.

Field Descriptions

Figure 31 on page 175 provides guidelines on using the fields on the Devices page.
Table 62: Fields on the Devices Page

Field Description

Name Specifies the IPsec VPN name.

Click > displayed beside the name to view the devices in the VPN.
Type Specifies the type of VPN, such as site-to-site, full-mesh, or hub-and-spoke.

No. Tunnels Specifies the total number of tunnels in each device.
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Table 62: Fields on the Devices Page (continued)

Field Description

Tunnels Down Specifies the number of tunnels that are down.
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Using Job Management in Security Director

Use the Job Management page to view all jobs that have been scheduled to run or have run from Junos
Space Security Director. By default, jobs are sorted by the Scheduled Start Time column. Depending on
your user account settings, you can view all jobs or only your jobs.

Before You Begin

e Read the “Overview of Jobs in Security Director” on page 185 topic.

¢ Review the Job Management main page for an understanding of the existing jobs See “Job Management
Main Page Fields” on page 197 for field descriptions.

Using the Job Management Page
To use the Job Management page:

1. Select Monitor > Job Management.

The Job Management page appears.



2. Use the guidelines provided in Table 63 on page 184 to learn about the page.

Table 63: Job Management Page Actions

Action

View the details of a job

Archive and purge audit logs

Cancel jobs

Reassign Jobs

Reschedule a job or modify the
recurrence settings of a job

Retry on Failed Devices

RELATED DOCUMENTATION

Guideline

Double-click a job or click the Detailed View icon that appears when you mouse
over the job to view the details of that job.

The Job Details page appears displaying the details of the audit log. See “Viewing
the Details of a Job in Security Director” on page 187.

Click the Archive/Purge icon in the toolbar to purge jobs after archiving them.

The Archive/Purge Jobs page appears. See “Archiving and Purging Jobs in Security
Director” on page 185.

Select one or more scheduled or in-progress jobs. From the right-click or More
menu, and select Cancel Jobs. See “Canceling Jobs in Security Director” on page 189.

Reassign scheduled or recurring jobs of one user to another user. See “Reassigning
Jobs in Security Director” on page 190.

Reschedule a scheduled job or modify the recurrence settings of a job. See
“Rescheduling and Modifying the Recurrence of Jobs in Security Director” on
page 192.

Retry jobs that did not complete successfully on devices on which they were
configured to re-run. See “Retrying a Failed Job on Devices in Security Director” on
page 193.

Exporting the Details of a Job in Security Director | 195

Using Audit Logs in Security Director | 199
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Overview of Jobs in Security Director

Ajobis an action that is performed on any object that is managed by Junos Space, such as a device, service,
or user. The Job Management page lets you monitor the status of jobs that have run or are scheduled to
run in Junos Space. Jobs can be scheduled to run immediately or in the future.

Depending on the settings in your user account or remote profile, you can view only your own jobs or all
jobs.

NOTE: A user with the Super Administrator or Job Administrator role assigned can view all jobs
triggered by all users.

Junos Space maintains a history of job status for all jobs. When a job is initiated from a workspace, Junos
Space assigns a unique ID to that job, which serves to identify the job (along with the job type) on the Job
Management page. The following is a list of some of the job types supported in Security Director:

o Discover Network Elements
¢ Audit Log Archive/Purge

Export Roles

e Export Device Configuration

Add Application

Resync Network Elements

Role Assignment

Delete Device

Using Job Management in Security Director | 183
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Archiving and Purging Jobs in Security Director

The Archive/Purge Jobs page enables you to archive and then purge jobs. You can purge jobs before a
specified date and time. Jobs can be archived locally (on any node that is in the UP state) or to a remote
server. When you archive jobs locally, the archive files are stored in the default /var/lib/mysql/archive



directory on the active Junos Space node. When you archive jobs to a remote server, the archive files are
stored in the directory that you specify.

To archive and purge jobs:

1. Select Monitor > Job Management.

The Job Management page appears.

2. Click the Archive/Purge icon.

The Archive / Purge Jobs page appears.

3. Specify the jobs to be archived and purged according to the guidelines provided in Table 64 on page 186.

4. Click OK.

A job is triggered and you are taken to the Job Management page. After a few seconds, the Job Detail:
Job Archive and Purge page pops up displaying details of the job.

5. Click OK to close the Job Details page.

You are returned to the Job Management page.

Table 64: Archive/Purge Jobs Settings

Setting

Archive Jobs Before

Archive Mode

Job Type

Username

Password

Confirm Password

Guideline

Specify a date and time (in MM/DD/YYYY and HH:MM:SS formats) before which jobs
should be archived and purged.

NOTE: You specify the time in the local time zone of the client computer, but the jobs
are purged according to the time zone configured on the Junos Space server.

Specify whether jobs are archived locally (on the active node) or on a remote server.

Select the job type from the list to archive jobs of that type, or select the All option to
archive all jobs, and then purge them from the database.

Jobs that are already initiated or completed in Junos Space appear in the Job Type list.
Jobs that are in progress or scheduled are not archived

Enter the username of the user on the remote server.

Enter the password of the user on the remote server.

Reenter the password of the user on the remote server.



Table 64: Archive/Purge Jobs Settings (continued)

Setting

Remote Server IP Address

Remote Server Directory

Purge jobs from all
accessible domains

Type

Guideline

Enter the IPv4 or IPv6 address of the remote server.

NOTE:

e Depending on whether the Junos Space fabric is configured with only IPv4 addresses
or both IPv4 and IPvé addresses, Junos Space Platform allows you to enter an IPv4
address or either an IPv4 or IPv6 address respectively for the remote server.

e The IPv4 and IPv6 addresses that you use must be valid addresses. Refer to
http://www.iana.org/assignments/ipv4-address-space for the list of restricted IPv4
addresses and http://www.iana.org/assignments/ipvé-address-space for the list of
restricted IPvé6 addresses.

Enter the full path of the directory (ending with /) on the remote server where the jobs
will be archived.

NOTE: The directory must already exist on the remote server.

Select this check box to purge jobs from all domains to which you have access.

Specify whether the archive and purge operation should be run immediately or later.

If you specify that the operation should be run later, you must specify a start date and
time (in MM/DD/YYYY and HH:MM:SS 24-hour or AM/PM formats) for the archive and
purge operation.
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Viewing the Details of a Job in Security Director

You can view the details of a job, which allows you to view information about the job at a quick glance on

one page, from the Job Management page.

To view the details of a job:

1. Select Monitor > Job Management.


http://www.iana.org/assignments/ipv4-address-space
http://www.iana.org/assignments/ipv6-address-space

The Job Management page appears.

2. Double-click the job for which you want to view the details. Alternatively, select the job and from the
More or right-click menu, select View Job Details.

The Job Details page appears. The fields displayed vary depending on the job:
e For a Discover Network Elements job, the IP Address and Hostname fields are displayed.

e For some jobs, the details of the job are displayed in a table. For example, for device discovery jobs,
the device targets and their statuses are displayed; for network resynchronization jobs, the device
IP addresses and their status are displayed.

e Forsome jobs, like Export Roles, Resync Network Elements, and so on, you can export the job details.

e For some jobs, you can retrigger the failed job or retry the job on failed targets and you can schedule
jobs to run immediately or later.

Table 65 on page 188 describes some of the fields on the Job Details page.

3. Click OK.

You are returned to the Job Management page.

Table 65: Job Details Fields

Field Description

Job Type Type of job. Job types indicate what tasks or operations are performed.

Job ID ID of the job.

Job Name Name of the job. For most jobs, the name is the job type with the job ID appended.

However, for some jobs, the job name is supplied by the user as part of the workflow.

Job State State of job execution:

Scheduled-Job is scheduled to run in the future.

e Success-Job completed successfully.

Failure-Job failed and was terminated.

e In Progress-Job is in progress.
e Canceled-Job was canceled by a user.

Pending-Job is pending.

Percent Percentage of the job that is completed.

User or Owner Username of the owner who initiated the job.



Table 65: Job Details Fields (continued)

Field Description

Scheduled Start Time Date and time when the job is scheduled to start.

NOTE: The time is stored as UTC time in the database but mapped to the local time
zone of the client from which the Ul is accessed.

Actual Start Time Time when Junos Space Platform begins to execute the job. In most cases, the actual
start time is the same as the scheduled start time.

End Time Time when the job was completed or terminated if the job execution failed.

Summary Operations executed for the job.
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Canceling Jobs in Security Director

You can cancel jobs that are scheduled for execution as long as they are in the Scheduled, In Progress, or
Pending state. You can also cancel jobs that are not completed for a long time or jobs that are hindering
the execution of other jobs in the queue

If you are a user who is assigned the privileges of a Job Administrator, you can cancel jobs scheduled by
any user. If you are a user who is assigned the privileges of a Job User, you can cancel only those jobs that
are scheduled by you. If you are assigned a role that does not allow you to cancel any job, you cannot
cancel any job in the Jobs workspace.



NOTE:
e If Junos Space determines that the job operation cannot be interrupted, the job runs to completion;
otherwise, the job is canceled.

e When you cancel jobs that are in-progress, some tasks associated with the job might be completed,
depending on the stage at which you canceled the job. The status of the job on the Job
Management page appears as Cancelled.

To cancel one or more jobs:

1. Select Monitor > Job Management.

The Job Management page appears.

2. Select the jobs that you want to cancel. From the right-click or More menu, select Cancel Jobs.

The Cancel Job page appears, displaying the list of jobs selected for cancelation.

3. Click Yes to confirm that you want to cancel the selected jobs.

You are returned to the Job Management and the status of the jobs that were canceled changes to
Cancelled.
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Reassigning Jobs in Security Director

You can reassign jobs owned by a user to another user within the same domain from the Job Management
page. When you reassign a job, you transfer the ownership of the jobs from one user to another. To reassign
the jobs of one user to another user, you must be assigned the privileges of a Job Administrator.

One scenario for reassigning jobs is if a user who is the owner of scheduled jobs is deleted from Junos
Space. The jobs for that owner are canceled, so you can reassign the scheduled jobs to another user.



NOTE: You can reassign only scheduled and recurring jobs. You cannot reassign jobs that are
completed, pending, in progress, or canceled.

To cancel one or more jobs:

1. Select Monitor > Job Management.

The Job Management page appears.

2. Select the jobs that you want to reassign. From the right-click or More menu, select Reassign Jobs.

The Reassign Jobs page appears, displaying the list of users to whom you can reassign the jobs.

3. Select the user to whom you want to reassign the jobs.

4. Click OK to reassign the jobs.

The Reassign Jobs Warning page appears asking you to confirm the reassignment.

NOTE: If the user to whom you have reassigned the jobs does not have the proper privileges,
then a message indicating that the jobs cannot be reassigned because of role restrictions is
displayed along with the list of jobs that cannot be reassigned. Click OK to close the page and
go to the Job Management page.

5. Click Confirm.

You are returned to the Job Management page, and a status message about the reassignment is displayed
at the top of the page.
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Rescheduling and Modifying the Recurrence of Jobs in Security Director

You can reschedule a job and modify its recurrence from the Job Management page. You can reschedule
and modify jobs only in the following cases:

e The job supports scheduling and recurrence, and it is currently in the Scheduled state.

e The schedule of a job in the Failed or Success state is a recurring job

e The job was created as a recurring job. This behavior is true for all scheduled jobs except the following:
o Backing up configuration files
o Backing up the MySQL and PostGreSQL database

o Generating reports

To reschedule and modify the recurrence of jobs triggered by any user in Junos Space Platform, you must
be assigned the privileges of a Job Administrator. However, you can reschedule or modify the recurrence
settings of jobs that are scheduled by you.

To reschedule and modify the recurrence of a scheduled job:

1. Select Monitor > Job Management.

The Job Management page appears.

2. Select the jobs that you want to reschedule. From the right-click or More menu, select Reschedule Job.

The Reschedule Job page appears.

3. Modify the schedule and the recurrence settings for the job according to the guidelines provided in
Table 66 on page 192.

4. Click OK to reschedule the job.

You are returned to the Job Management page.
Table 66: Reschedule Job Settings
Setting Guideline
Type Specify whether the job should be run immediately or later. If you specify that the operation
should be run later, you must specify a start date and time (in MM/DD/YYYY and HH:MM:SS

24-hour or AM/PM formats) for the job.

Recurrence Specify whether the job should be done on a recurring basis.



Table 66: Reschedule Job Settings (continued)

Setting

Repeat

Every

Ends

Summary

Guideline

Specify the periodicity of the recurrence:

e Minutes
e Hourly
e Daily
Weekly
e Monthly

e Yearly

Specify the period at which the job reschedule should recur. For example, if you specified a
periodicity in hours (Hourly), enter the number of hours after which the job retry should recur.

Specify one or more days on which you want the job to recur.

NOTE: This field is displayed only when you specify a weekly periodicity (Weekly).

Specify one of the following:

e Select Never to continue (without an end date) the recurring operation at the specified
recurrence interval.

e Select On and specify a date and time on which to stop the recurring operation.

Displays a summary of the recurrence.
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Retrying a Failed Job on Devices in Security Director

You can retry jobs that did not complete successfully on devices where they were configured to run from

the Job Management page. Retrying a failed job allows you to save time because you do not need to create

the job again and execute it, but can retry the failed job.

The following jobs can be retried if they fail:



Deploy Configuration

Discover Network Elements

Reboot Devices

Resynchronize Network Elements
To retry a job on the devices on which it failed:

1. Select Monitor > Job Management.

The Job Management page appears.

2. Select the job that you want to retry. From the right-click or More menu, select Retry on failed devices.

The Retry on Job-Name page appears, displaying the list of devices on which you can retry the job.

3. Specify the parameters for the job retry according to the guidelines provided in Table 67 on page 194.

4. Click OK to retry the jobs.

The Job Details page appears displaying the details of the job.

5. Click OK.

You are returned to the Job Management page.

Table 67: Retry Job Settings

Setting Guideline

Type Specify whether the job should be run immediately or later. If you specify that the operation
should be run later, you must specify a start date and time (in MM/DD/YYYY and HH:MM:SS
24-hour or AM/PM formats) for the job.

Recurrence Specify whether the job should be done on a recurring basis.

This field is displayed if the job was created as a recurring job.

Repeat Specify the periodicity of the recurrence:

e Minutes

e Hourly

Daily (default)
o Weekly
Monthly

Yearly



Table 67: Retry Job Settings (continued)

Setting Guideline

Every Specify the period at which the job retry should recur. For example, if you specified a periodicity
in hours (Hourly), enter the number of hours after which the job retry should recur.

On Specify one or more days on which you want the job to recur.
NOTE: This field is displayed only when you specify a weekly periodicity (Weekly).

The day on which the retry is scheduled is disabled. For example, if you scheduled the retry on
a Wednesday, then Wed is selected by default and disabled. You can select other days by enabling
the corresponding check boxes.

Ends Specify one of the following:

e Select Never to continue (without an end date) the recurring operation at the specified
recurrence interval.

e Select On and specify a date and time on which to stop the recurring operation.

Summary Displays a summary of the recurrence.

Overview of Jobs in Security Director | 185

Using Job Management in Security Director | 183

Exporting the Details of a Job in Security Director

You export the details of a job if you want to view the details of a job in an external application or e-mail
the information. You can export the details of the following jobs as a comma-separated values (CSV) file:

e Delete Device

Export Physical Inventory

Resync Network Elements

e Reboot Devices

Discover Network Elements

Upload RSA Keys



e Export View active configuration

e Resolve key conflict
To export the details of a job:

1. Select Monitor > Job Management.

The Job Management page appears.

2. Double-click the job for which you want to view the details. Alternatively, select the job and from the
More or right-click menu, select View Job Details.

The Job Details page appears.

3. Click the Export icon.

After a few seconds, a dialog box pops up.

4. Select whether to open the file directly or save the file to your client.

5. Click OK.

The file is opened or saved depending on the option that you chose.

6. Click OK.

You are returned to the Job Management page.
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Job Management Main Page Fields

Use this page to view, cancel, reassign, and reschedule jobs. You can also archive and purge jobs and retry
jobs that failed. You can filter and sort the jobs displayed, and view details of each job. Table 68 on page 197

describes the fields on this page.

Table 68: Job Management Main Page Fields

Field

Job ID

Name

Percent

State

Job Type

Parameters

Summary

Scheduled Start Time

Actual Start Time

End Time

Owner

Domain

Description

ID of the job.

Name of the job. For most jobs, the name is the job type with the job ID appended.
However, for some jobs, the job name is supplied by the user as part of the workflow.

Percentage of the job that is completed.

State of job execution:

e Scheduled—Job is scheduled to run in the future.

Success—Job completed successfully.
e Failure—Job failed and was terminated.
e In Progress—Job is in progress.

Canceled—Job was canceled by a user.

Type of job. Job types indicate what tasks or operations are performed.

Objects on which a job is performed or is scheduled to be performed.

Operations executed for the job.

Date and time when the job is scheduled to start.

NOTE: The time is stored as UTC time in the database but mapped to the local time
zone of the client from which the Ul is accessed.

Time when Junos Space Platform begins to execute the job. In most cases, the actual
start time is the same as the scheduled start time.

Time when the job was completed or terminated if the job execution failed.

Username of the owner who initiated the job.

Domain from which the user initiated the job.



Table 68: Job Management Main Page Fields (continued)

Field Description

Recurrence Scheduled recurrence of the job.

Retry Group ID For a job that was retried, Job ID of the original job.
Previous Retry For a job that was retried, Job ID of the previous retry job.
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Audit Logs
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Using Audit Logs in Security Director

Use the Audit Logs page to track login history, device management tasks, services that were provisioned
on devices, and other user-initiated tasks. Tasks that are not initiated by users, such as device-driven
activities like resynchronization of network elements, are not recorded in audit logs.

Before You Begin

e Read the “Understanding Audit Logs in Security Director” on page 200 topic.

¢ Review the Audit Logs main page for an understanding of the existing audit logs. See “Audit Logs Main
Page Fields” on page 206 descriptions.

Using the Audit Logs Page
To use the Audit Logs page:

1. Select Monitor > Audit Logs.

The Audit Logs page appears.

2. Use the guidelines provided in Table 69 on page 200 to learn about the page.



Table 69: Audit Logs Page Actions

Action Guideline

View the details of an audit = Double-click an audit log entry or click the Detailed View icon that appears when you
log mouse over the audit log entry to view the details of that audit log.

The Audit Log Details page appears displaying the details of the audit log. See “Viewing
the Details of an Audit Log in Security Director” on page 205.

Purge or archive and purge = Click the Archive/Purge icon in the toolbar to purge audit logs without archiving them
audit logs or purge audit logs after archiving them.

The Archive/Purge Audit Logs page appears. See “Purging or Archiving and Purging
Audit Logs in Security Director” on page 201.

Export audit logs Click the Export button to export audit logs as a comma-separated values (CSV) file.
The Export Audit Log page appears displaying options for exporting the audit logs. See
“Exporting Audit Logs in Security Director” on page 204.
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Understanding Audit Logs in Security Director

The Audit Logs feature in Security Director enables you to track login history, device management tasks,
services that were provisioned on devices, and other user-initiated tasks. Tasks that are not initiated by
users, such as device-driven activities like resynchronization of network elements, are not recorded in
audit logs.

Administrators can use audit logs to review events. For example, administrators can identify the user
accounts associated with an event, determine the chronological sequence of events—that is, what happened
before and during an event—, and so on.

NOTE: Security Director also tracks all externally initiated non-READ REST APIs, and login and
logout APls.

Administrators can sort and filter audit logs. For example, administrators can use audit log filtering to track
user accounts that were added on a specific date, track configuration changes across a particular type of



device, view services that were provisioned on specific devices, monitor user login and logout activities
over time, and so on.

NOTE: To use the audit log service to monitor user requests and track changes initiated by users,
you must be assigned the Audit Log Administrator role.

You can manage the volume of audit log data stored by purging log files from the Junos Space database

without archiving them or by purging log files after archiving them. When you archive logs before purging
them, the archived log files are saved in a single file in compressed comma-separated values (CSV) format
(extension .csv.gz). Audit logs can be archived locally (on the active node in the Junos Space fabric) or to
aremote server. When you archive data locally, the archived log files are saved in the /var/lib/mysql/archive
directory on the active Junos Space node.

You can schedule the purging of audit logs (with or without prior archiving) for a later date and schedule
the purging on a recurring basis.

You can export audit logs in CSV format without purging them from the system.
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Purging or Archiving and Purging Audit Logs in Security Director

Junos Space enables you to manage the volume of audit log data stored by purging log files from the Junos
Space database without archiving them or by purging log files after archiving them. You can purge audit
logs before a specified date and time or audit logs that are older than a specified number of days. Audit
logs can be archived locally (on any node that is in the UP state) or to a remote server.

To archive and purge or only audit logs:

1. Select Monitor > Audit Logs.

The Audit Logs page appears.

2. Click the Archive/Purge button.

The Archive / Purge Audit Logs page appears.



3. Specify the audit logs to be purged, or archived and purged, according to the guidelines provided in
Table 70 on page 202.

4. Click OK.

The Audit Log Archive/Purge page appears asking you to confirm the purge, or archive and purge,

operation.

5. Click Yes to continue with the purge, or archive and purge, operation.

The Job Detail: Audit Log Archive/Purge page appears displaying the details of the job.

6. Click OK to close the Job Details page..

You are returned to the Audit Logs page.

Table 70: Archive/Purge Audit Logs Settings

Setting

Purge Logs

Purge audit logs from all
accessible domains

Archive logs before
purge

Archive Mode

Username

Password

Confirm Password

Guideline

Specify a date and time (in MM/DD/YYYY and HH:MM:SS formats) before which audit
logs should be purged or that audit logs that are older than a specified number of days
should be purged.

NOTE: You specify the time in the local time zone of the client computer but the audit
logs are purged according to the time zone configured on the Junos Space server.

Select this check box to purge audit logs from all domains to which you have access. By
default, audit logs are purged only from a domain that you accessed, so this check box is

cleared.

Select this check box to archive audit logs before they are purged. This check box is selected
by default.

CAUTION: If you choose not to archive the audit logs before purging, the audit logs are
deleted from the Junos Space database and cannot be recovered.

Specify whether audit logs are archived locally (on the active node) or on a remote server.

Enter a valid username of a user on the remote server. The username and password will
be used to access the remote server.

Enter a valid password of the user on the remote server.

Reenter the password of the user on the remote server.



Table 70: Archive/Purge Audit Logs Settings (continued)

Setting

Remote Server IP
Address

Remote Server Directory

Type

Recurrence

Repeat

Every

Guideline

Enter the IPv4 address of the remote server.

Enter the full path of the directory (ending with /) on the remote server where the audit
logs will be archived.

NOTE: The directory must already exist on the remote server.

Specify whether the purge, or archive and purge, operation should be run immediately or
later.

If you specify that the operation should be run later, you must specify a start date and time
(in MM/DD/YYYY and HH:MM:SS 24-hour or AM/PM formats) for the purge or archive
and purge operation.

Specify whether the purge, or archive and purge, operation should be done on a recurring
basis.

NOTE: This field is enabled only when you specify (in the Purge Logs field) that audit logs
that are older than a specified number of days should be purged.

Specify the periodicity of the recurrence:

e Minutes
Hourly

o Daily (Default)
Weekly
Monthly

e Yearly

Specify the period at which the purge should recur. For example, if you specified a periodicity
in hours (Hourly), enter the number of hours after which the purge should recur.

Specify one or more days on which you want the purge to recur.

NOTE:

o This field is displayed only when you specify a weekly periodicity (Weekly).

e The day on which the purge is scheduled is disabled. For example, if you scheduled a job
on a Wednesday, then Wed is selected by default and disabled. You can select other
days by enabling the corresponding check boxes.



Table 70: Archive/Purge Audit Logs Settings (continued)

Setting Guideline

Ends Specify one of the following:

e Select Never to continue (without an end date) the recurring purge operation at the
specified recurrence interval.

e Select On and specify a date and time on which to stop the recurring purge operation.

Summary Displays a summary of the recurrence.
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Exporting Audit Logs in Security Director

You can export audit logs, as a comma-separated values (CSV) file, without purging the logs from the
database. You can then view the exported audit logs in a separate application and analyze the logs as
needed.

To export audit logs:

1. Select Monitor > Audit Logs.

The Audit Logs page appears.

2. Click the Export button.

The Export Audit Logs page appears.
3. Specify the audit logs to be exported according to the guidelines provided in Table 71 on page 205.

4. Click OK to close the Export Audit Logs page.

You are returned to the Audit Logs page. After a few seconds, a dialog box pops up.

5. Select whether to open the file directly or save the file to your client.



The Export Audit Logs page appears.

6. Click OK.

The file is opened or saved depending on the option that you chose.

Table 71: Export Audit Logs Settings

Setting Guideline

Export Type Select which one of the following options to determine which audit logs are exported:

e Export all audit logs
e Export audit logs displayed in the Audit Logs page—This is the default.

o Export audit logs in a specified period—If you select this option, you must specify the
period using the Start date and time and End date and time fields.

Start date and time Enter the date and time (in MM/DD/YYYY and HH:MM:SS 24-hour or AM/PM formats)
from which the audit logs should be exported.

End date and time Enter the date and time (in MM/DD/YYYY and HH:MM:SS 24-hour or AM/PM formats)
up to which the audit logs should be exported.
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Viewing the Details of an Audit Log in Security Director

You can view the details of audit logs from the Audit Logs page.
To view the details of an audit log:

1. Select Monitor > Audit Logs.

The Audit Logs page appears.

2. Double-click the audit log entry for which you want to view the details.

The Audit Log Details page appears. The fields on this page are a subset of the fields on the Audit Logs
page. See “Audit Logs Main Page Fields” on page 206 for an explanation of the fields.



3. Click OK to close the Audit Log Details page.

You are returned to the Audit Logs page.
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Audit Logs Main Page Fields

Use this page to view and export audit logs. You can also purge or archive and purge audit logs. You can
filter and sort the audit logs displayed, and view details of each audit log entry. Table 72 on page 206

describes the fields on this page.

Table 72: Audit Logs Main Page Fields

Field

ID

Username

User IP

Domain

Application

Task

Timestamp

Description

ID of the audit log entry.

Username of the initiator of the task.

IP address of the client from which the user initiated the task.

Domain from which the user initiated the task.

Name of the application from which the user initiated the task:

e Displays Network Management Platform for tasks initiated for Junos Space Network
Management Platform features.

e Displays Security Director for tasks was initiated for Security Director features.

Name of the task that triggered the audit log. For example, Create User, Modify User, Import
Roles, Login, and so on.

Timestamp for the audit log file, which is stored in UTC time in the database but mapped
to the local time zone of the client computer.
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Table 72: Audit Logs Main Page Fields (continued)

Field Description

Result Result of the task that triggered the audit log:

Success—Job is completed successfully.

e Failure—Job failed and is terminated.
e Job Scheduled—Job is scheduled but has not yet started.

Recurring Job Scheduled—Job scheduled with recurrence.

Description Description of the audit log.

Job ID ID of the job-based task. Click the job-id link to view information about the job in the Job
Management page.
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Packet Capture
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Packet Capture Overview

The packet capture tool captures IDP attack packets sent by SRX Series devices. It is installed as part of
Security Director installation and runs on the Junos Space Network Management setup. You can use it to
help you analyze network traffic and troubleshoot network problems.

Based on a preconfigured set of rules, SRX Series devices classify the packets as normal or an attack. When
there is an attack, an SRX Series device sends the attack packets to the Junos Space Network Management
Platform. You must configure the SRX Series device to send the attack packets to the Junos Space Network
Management Platform.

Junos Space Network Management Platform runs a load balancer bound with a Virtual IP address. You
must configure SRX Series devices with the Virtual IP address as the destination for forwarding captured
packets. Junos Space Network Management Platform receives those packets and stores them. You can
view the attack information and download packets that constitute the attack from the Security Director
application.

The ports that are opened between the SRX Series devices and Security Director are:

e Port 2050 (UDP) - Used to receive attack packets sent by SRX series devices.

e Port 2051 (TCP) - Used by Security Director to fetch the attack packets stored in Junos Space Network
Management Platform database.

For information on modifying the IPS configuration on SRX Series devices, see “Modifying the IPS
Configuration for Security Devices” on page 292.



NOTE: Packet capture is applicable only for IPS packets.

Network administrators and security engineers use packet capture to perform the following tasks:

e Monitor network traffic and analyze traffic patterns.
o Identify and troubleshoot network problems.

e Detect security breaches in the network, such as unauthorized intrusions, spyware activity, or ping scans.

This tool captures the entire packet, including the Layer 2 header, and saves the contents to the Junos
Space Network Management Platform Database in .pcap format. You can download attack packets captured
by SRX Series devices and analyze these packets externally using tools such as Wireshark, tcpdump, tshark,

and so on.

NOTE: PCAPs can be suppressed by the log suppression mechanism, which is enabled by default.
To disable log suppression, see suppression. To configure SRX IDP packet capture, see Configuring

Security Packet Capture.
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About the Packets Captured Page

To access this page, click Monitor > Packet Capture.

Use the Packets Captured page to view all the packets captured by SRX Series devices, and then download
the attack packets.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/security-edit-suppression.html
https://www.juniper.net/documentation/en_US/junos/topics/example/idp-security-packet-capture-configuring-cli.html
https://www.juniper.net/documentation/en_US/junos/topics/example/idp-security-packet-capture-configuring-cli.html

Tasks You Can Perform

You can perform the following tasks from this page:

o Download the packets captured. Click Download to download the packet capture file. To download the
attack packets from the Event Viewer, see “Downloading Packets Captured” on page 57.

e Set purge policy. See “Setting the Purge Policy” on page 212.
o View the attack details. See “Viewing Policy and Shared Object Details” on page 569.

o Filter the packets based on attack name, date, and time of attack. Click the filter drop-down list and
enter the filter criteria to filter the packets.

Field Descriptions

Table 73 on page 211 provides guidelines on using the fields on the Packets Captured page. You can sort
the attack packets in ascending or descending order based on attack name, system time, and attack time.

Table 73: Fields on the Packets Captured Page

Field Description

Attack Name Name of the attack packet.

Packets ID ID of the captured packet.

Device IP IP address of the SRX Series device that captured the packet.

System Time Stamp Time when the system received the packet from the SRX Series device.
Attack Time Stamp Time when the attack occurred.

Download Link to download the packet capture file.

Packet Capture Overview | 209
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Setting the Purge Policy

The purge policy enables you to purge the attack packets from the database based on the configured days
or the storage space. Junos Space Security Director deletes packets when either of the conditions is met.
You can set the purge policy based on the time and storage.

To set the purge policy:

1. Select Monitor > Packet Capture.

The Packets Captured page is displayed.

2. Click Purge.

The Set Purge Policy page is displayed.
3. Enter the details according to the guidelines in Table 74 on page 212.
4. Click OK.

Table 74: Purge Policy Setting

Field Description

Time-based policy (days) Number of days an attack entry is available in the database. The default
number of days is 60.

Storage-based policy (MB) Maximum space that the database can occupy. The default storage space
is 500 MB.

NOTE: Cleanup takes place once every day at 1 AM.

Packet Capture Overview | 209
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About the Security Groups Page

To access this page, select Security Director > Monitor > NSX Inventory > Security Groups.

Use the Security Groups page to view a list of security groups obtained from NSX and the corresponding
dynamic address groups created by Security Director.

The security groups updates are automatically synchronized by Security Director. By default, the
resynchronization interval is set to 3 hours. You can modify the interval time by editing the application
configuration file in the Policy Enforcer VM at /etc/nsxmicro/conf/application.conf. In the configuration
file, modify nsx_resync_interval = <value in seconds> [default is set to 3 hours, 3*60*60].

Run the command service nsxmicro restart to restart the NSX micro service to load the new
resynchronization interval.

Tasks You Can Perform

You can perform the following task from this page:

e View members of the security group.

Field Descriptions

Table 75 on page 214 provides guidelines on using the fields on the Security Groups page.



Table 75: Fields on the Security Groups Page

Field Description

NSX Manager Specifies the name of the NSX Manager from which the corresponding security group is
obtained.

Name Specifies the name of the security group.

Members Click View to view the list of VMs belonging to a security group.

If the vCenter is associated with the NSX Manager, the members list shows the VM names
with IPv4 and IPv6 addresses.

DAG Name Specifies the name of a dynamic address group created for each security group.

The dynamic address group name is created in the format <NSX Manager name>-<security

group name>.

Definition Specifies the definition of a security group.

‘ Deploying the vSRX as an Advanced Security Service in a VMware NSX Environment | 364

Viewing Members of a Security Group

Use the View Members page to view the list of VMs belonging to a security group.
To view the list of virtual machines:

1. Select Monitor > NSX Inventory > Security Groups.

The Security Groups page appears.

2. In the Members column, click View.

The View Members page appears. Table 76 on page 215 describes the fields on this page.



Table 76: Fields on the View Members Page

Field Description

Security Group Specifies the name of the security group.

VM Name Specifies the name of the VM that belongs to the security group.
IP Address Specifies the IPv4 address of the VM.

IPv6 Address Specifies the IPv6 address of the VM.
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vCenter Server Inventory-Virtual Machines
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About the Virtual Machines Page

To access this page, select Security Director > Monitor > vCenter Server Inventory > Virtual Machines.

Use the Virtual Machines page to view the complete list of VMs that are dynamically fetched by the
associated vCenter.

Tasks You Can Perform

You can perform the following tasks from this page:

o View security groups associated with each VM.

o View a list of vNICs for each VM and the network that each of vNIC is linked to.

Field Descriptions

Table 77 on page 217 provides guidelines on using the fields on the Virtual Machines page.
Table 77: Fields on the Virtual Machines Page

Field Description
VM Name Specifies the name of the VM.

vCenter Specifies the vCenter details.



Table 77: Fields on the Virtual Machines Page (continued)

Field Description

OSonVM Specifies the operating system on each VM. For example: Red Hat, CentOS, and
so on.

Security Groups Click View to view a list of security groups associated with each VM.

Network Details Click View to view a list of vNICs for each VM with their corresponding IPv4 and

IPvé6 addresses.
State Specifies whether the VM is switched on or off.

Status Specifies whether the VM is connected to the ESXi host or not.

‘ Deploying the vSRX as an Advanced Security Service in a VMware NSX Environment | 364

Viewing Network Details of a Virtual Machine

Use the View Network Details page to view the network details of a virtual machine(VM) such as name
of the virtual Network Interface Card (NIC) or the network adapter and the IPv4 and IPv6 addresses of
each NIC.

To view the network details:

1. Select Monitor > vCenter Server Inventory > Virtual Machines.

The Virtual Machines page appears.

2. In the Network Details column, click View.

The View Network Details page appears. Table 78 on page 218 provides the guidelines on using the
fields on this page.

Table 78: Fields on the View Networks Details Page

Field Description

Virtual Machine Specifies the IP address of the VM.



Table 78: Fields on the View Networks Details Page (continued)

Field Description

vNIC Specifies the name of a vNIC or network adapter.
IPv4 Specifies the IPv4 address of a vNIC.

IPv6 Specifies the IPvé6 address of a vNIC.

Viewing Security Groups of a Virtual Machine

Use the Security Groups page to view the list of security groups assigned to a virtual machine (VM).

To view the list of security groups:
1. Select Monitor > vCenter Server Inventory > Virtual Machines.

The Virtual Machines page appears.

2. In the Security Groups column, click View.

The Security Groups page appears. Table 79 on page 219 describes fields on this page.
Table 79: Fields on the Security Groups Page
Field Description
Virtual Machine Specifies the IP address of the VM.

Security Group Specifies the name of the security group to which a VM belongs.
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Using Features in Security Devices
Use the Security Devices page to view the devices managed by Junos Space Security Director.

Before You Begin

e Read the “Security Devices Overview” on page 227 topic.

¢ Review the Security Devices main page for an understanding of the existing devices. See “Security
Devices Main Page Fields” on page 321 for field descriptions.

Using the Security Devices Page
To use the Security Devices page:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Use the guidelines provided in Table 80 on page 225 to learn about the page.



Table 80: Security Devices Page Actions

Action

View the details of a
device

Update Changes

Resynchronize with
Network

Upload Keys

Modify Configuration

View Active
Configuration

Preview Configuration

Delete Devices

Reboot Devices

Guideline

Right-click a device and select View Device Details from the shortcut menu, or click the
Detailed View icon, which appears when you mouse over a device entry, to view the details
of that device. The Device Detail page appears displaying the basic information about the
device, the services on the device, the device status, and monitoring information. See “Viewing
Security Device Details” on page 321.

Select one or more devices and click Update Changes to update all security-specific
configurations or pending services on the selected devices. The Update page appears. See
“Updating Security-Specific Configurations or Services on Devices” on page 228.

Select the devices that you want to resynchronize. Click the Resynchronize with Network
button, or from the More or right-click menu, select Operations > Resynchronize with
Network. The Resynchronize Devices page appears. See “Resynchronizing Managed Devices
with the Network in Security Director” on page 229.

Click the Upload Keys button to upload authentication keys to the devices. See “Uploading
Authentication Keys to Devices in Security Director” on page 238.

Select one or more devices and, from the More or shortcut menu, select Configuration >
Modify Configuration to modify the configuration on the selected device. The Modify
Configuration page appears. See “Modifying the Configuration of Security Devices” on
page 240.

Select one or more devices. From the More or right-click menu, select Configuration > View
Active Configuration. The View Active Configuration page appears. See “Viewing the Active
Configuration of a Device in Security Director” on page 302.

Select a device and, from the More or shortcut menu, select Configuration > Modify
Configuration and then click Preview Configuration to preview the configuration changes
that will be pushed to the security device. You can preview the changes in either CLI or XML
format. See “Previewing Device Configurations” on page 316.

Select one or more devices. From the More or right-click menu, select Operations > Delete
Devices to delete the selected devices. The Delete Devices page appears. See “Deleting
Devices in Security Director” on page 304.

Select the devices that you want to reboot. From the More or right-click menu, select
Operations > Reboot Devices. The Reboot Devices page appears. See “Rebooting Devices
in Security Director” on page 305.



Table 80: Security Devices Page Actions (continued)

Action

Resolve Key Conflict

Launch Device WebUI

SSH To Device

Device Change

View Inventory Details

Import Configuration

Refresh Certificate

Assign Device to
Domain

Guideline

To resolve key conflicts on one or more devices, select the devices. From the More or
right-click menu, select Operations > Resolve Key Conflict. The Resolve Key Conflict page
appears. See “Resolving Key Conflicts in Security Director” on page 306.

NOTE: This menu entry is enabled only if a device has a key conflict.

To access the device WebUI of the device to manage it directly, select the device for which
you want to launch the Web Ul. From the More or right-click menu, select Access > Launch
Device WebUI. The Juniper Web Device Manager page appears in a separate browser tab
or window. See “Launching a Web User Interface of a Device in Security Director” on page 307.

Select the device to which you want to connect. From the More or right-click menu, select
Access > SSH to Device. The SSH to Device page appears. See “Connecting to a Device by
Using SSH in Security Director” on page 308.

Select a device and, from the More or shortcut menu, select Device Change to do the
following tasks:

e Select Import Device Change to import out-of-band changes, which are made on the
device and managed by Security Director. See “Importing Device Changes” on page 311.

o Select View Device Change to check the status of the security configuration changes,
either in CLI or XML format. See “Viewing Device Changes” on page 312.

These changes are made on the device and managed by Security Director.

To view the physical inventory, and physical and logical interfaces, on the device, select one
or more devices, and from the More or right-click menu, select View Inventory Details.

The subsequent page appears with the Physical Inventory tab highlighted. See “Viewing and
Exporting Device Inventory Details in Security Director” on page 313.

Select a device and, from the More or shortcut menu, select Import to import firewall, NAT,
and IPS policies from a security device to Security Director. Resolve any conflicts, if needed.
See “Importing Security Policies to Security Director” on page 310.

Select a device and, from the More or shortcut menu, select Refresh Certificate for device
certificate synchronization. See “Refreshing Device Certificates” on page 317.

To assign devices to a domain, select one or more devices and, from the More or shortcut
menu, select Assign Device to Domain. See “Assigning Security Devices to Domains” on
page 318.



Table 80: Security Devices Page Actions (continued)

Action Guideline

Acknowledge Device To acknowledge the SSH fingerprints received from the device or resolve any SSH fingerprint
Fingerprint conflicts between the fingerprints stored in the Junos Space database and that on the device,
select one or more devices. From the More or right-click menu, select Acknowledge Device
Fingerprint. See “Acknowledging Device SSH Fingerprints in Security Director” on page 319.

NOTE: This menu entry is visible only when a device has a fingerprint conflict.

‘ Creating Device Discovery Profiles in Security Director | 328

Security Devices Overview

You can use Junos Space Security Director to simplify the management of security devices running Junos
OS. If you have multiple devices in your network, you can manage them in one place from the Security
Devices page.

To manage devices using Security Director, you must first discover the devices by using the Device
Discovery workflow. After you discover your devices, you can manage them using the Security Devices
page. You can view information about the device such as the device schema version, CPU and storage,
and different status information for the device. For more information, see “Security Devices Main Page
Fields” on page 321.

You can also perform various actions such as uploading keys, modifying the device configuration, updating
devices, viewing and importing device changes, viewing the inventory details, and so on. See “Using Features
in Security Devices” on page 224.
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Updating Security-Specific Configurations or Services on Devices

You can update all security-specific configurations or pending multiple services on the selected devices.
To update the changes:

1. Select Devices > Security Devices.

N

. Select a device and then click More.

w

. Click Update Changes.
The Update page appears.

You can also right-click the selected device and select Update Changes.

»

Enable policy rematch to allow the firewall to keep its existing sessions during a policy update from
Security Director.

v

Enable the required service types to update the selected policies on the device. For example, enable
Firewall Policy to update the firewall policies on the device.

6. Select Run now to update the configuration or pending services on the selected device at that time.

N

. Select Schedule at a later time to update the configuration or pending services on the selected device
at the specified time. Complete the following tasks:

1. Choose a date from the date picker by clicking the date picker icon.
2. Enter the time.
3. Select the time format from the drop-down menu.

8. Click Update.

All the security-specific configurations or pending services on the selected devices are updated.

Importing Security Policies to Security Director | 310
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Resynchronizing Managed Devices with the Network in Security Director

You can manually resynchronize a managed device at any time. When you resynchronize a managed device,
the configuration changes made on the device are synchronized with the Junos Space database. For
example, when a managed device is updated by a device administrator using the CLI or the GUI of the
device and you trigger a manual resynchronization, the device configuration in the Junos Space database
is synchronized with the configuration on the physical device.

To resynchronize one or more devices:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select the devices that you want to resynchronize. Click the Resynchronize with Network button, or
from the More or right-click menu, select Operations > Resynchronize with Network.

The Resynchronize Devices page appears listing the devices to be resynchronized.

3. Click OK to confirm the resynchronization.

The Job Details: Resync Network Elements page appears pops up displaying details of the
resynchronization job.

4. Click OK to close the Job Details page.

You are returned to the Security Devices page.

Using Features in Security Devices | 224
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Performing Commit Check

You can verify the syntax of the configuration changes for firewall, NAT, IPS, VPN, and APBR before the
configuration is pushed to the security devices.



To perform commit check on one or more devices:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select one or more devices and click Commit Check button.

The Commit Check page appears.

NOTE: If you select a device with connection status as up, configuration status as In sync, and
pending service as some valid service, then only commit check will be enabled for a device.

3. Enable the service types for which you want to execute the commit check.

4. Click OK to complete the commit check.

The Job Details page appears with the status of commit check for the first device in the grid.

5. Click OK to close the Job Details page.

NOTE: To check the job details for commit check on all the selected devices, select Monitor >
Job Management. The devices with no pending services shows the state as failure.

Using Features in Security Devices | 224

Security Devices Overview | 227



Logical Systems (LSYS) Overview

Starting in Security Director Release 18.2R1, you can create logical systems in Security Director. Logical
systems for SRX Series devices enable you to partition a single device into secure contexts. Each logical
system has its own discrete administrative domain, logical interfaces, routing instances, security firewall
and other security features. By transforming an SRX Series device into a multitenant logical systems device,
you can give various departments, organizations, customers, and partners—depending on your
environment—private use of portions of its resources and a private view of the device.

To distribute security resources across logical systems, you can create security profiles that specify the
type and amount of resources to be allocated to a logical system. After creating security profiles, you can
bind them to logical systems. The logical systems are defined largely by the resources allocated to them,
including security components, interfaces, routing instances, static routes, and dynamic routing protocols.
You cannot create a logical system without assigning a security profile to it. You can configure a single
security profile to assign resources to a specific logical system or use the same security profile for more
than one logical system.

For detailed information about understanding and configuring logical systems for SRX Series devices, see
Logical Systems Feature Guide for Security Devices.

Creating a Logical System (LSYS) | 231
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Creating a Logical System (LSYS)

You can add logical systems in bulk or add individual logical system at a time. To create a logical system:

1. Select Devices > Security Devices.

The Security Devices page is displayed.

2. Select a root device and click Create Logical System.

The Create Logical System(LSYS) page is displayed. You can create logical systems in bulk at a time
using the Add Bulk Logical System(LSYS) option or you can create individual logical system by clicking
the + icon.



Adding Logical Systems in Bulk

You can create a maximum of 31 logical systems at a time. To add logical systems in bulk:

a. Click Add Bulk LSYS.
The Add Bulk Logical System(LSYS) page is displayed.

b. Complete the configuration according to the guidelines given in Table 81 on page 234.

c. Click Add.

The Create Logical System(LSYS) page is displayed.

d. Review the logical system details and modify if required.

Modifying the Logical System Name
To modify a logical system name:

i. Click the logical system name.

The Modify LSYS Name page is displayed.

ii. Modify the Logical System name.

iii. Click Modify.

The logical system name is modified.

Modifying the Security Profile
To modify a security profile:

i. Click the Security Profile.

The Modify LSYS Security Profile page is displayed.

ii. Select a security profile. You can also create and edit a security profile.

For creating and editing a security profile, see “Creating a Security Profile” on page 235 and
“Editing a Security Profile” on page 237.

NOTE: A security profile is mandatory to create a logical system. Each security profile
contains resources with a range based on the platform. You can manage the resources
by allocating reserved and maximum values.



iii. Click Modify.

The security profile is modified.

Select the check box and click X to delete the added logical system.

e. Click Create to create the logical system.

The Job Details page is displayed with update logical system device job and its status.

f. Click OK.

If the job is successful, the logical system is created and displayed in the Security Devices page. The
root device name is displayed beside the logical system device name. You can click on the root
device name to see the root device details.

Adding Individual Logical System at a Time

Alternatively, you can create individual logical systems at a time. To create individual logical system at
a time:

a. Click the + icon.

The sample template is added in the Logical System(s) table with default logical system name.

b. To modify the logical system details, select the check box and click the pencil icon.

Modifying the Logical System Name
To modify the logical system name:

i. Click the logical system name.

The Modify LSYS Name page is displayed.

ii. Modify the Logical System name.

iii. Click Modify.

The logical system name is modified.

Modifying the Security Profile
To modify the security profile:

i. Click the Security Profile.

The Modify LSYS Security Profile page is displayed.



ii. Select a security profile. You can also create and edit a security profile.

For creating and editing a security profile, see “Creating a Security Profile” on page 235 and
“Editing a Security Profile” on page 237.

NOTE: A security profile is mandatory to create a logical system. Each security profile
contains resources with a range based on the platform. You can manage the resources
by allocating reserved and maximum values.

iii. Click Modify.

The security profile is modified.

Select the check box and click X to delete the added logical system.

c. Click Create to create the logical system.

The Job Details page is displayed with update logical system device job and its status.

d. Click OK.

If the job is successful, the created logical system is displayed in the Security Devices page. The
name of the root device is displayed beside the logical system device name. You can click on the
root device name to see the root device details.

Table 81: Add Bulk Logical System

Parameters Description
General Details

Logical System Name A logical system name can be a maximum of 63 characters and can include alphanumeric
characters, dashes, and underscores.

Number of LSYS(s) Select the number of logical systems that you want to create.
You can create a maximum of 31 logical systems.

NOTE: The logical system name uses the number as prefix for the selected count. You
can review the details of the logical system and modify the name, if required.



Table 81: Add Bulk Logical System (continued)

Parameters Description

Security Profiles A security profile is mandatory to create a logical system. Each security profile contains
resources with a range based on the devices. You can manage the resources by allocating
reserved and maximum values.

Select a security profile, which will be bound to the logical system.

For creating and editing security profile, see “Creating a Security Profile” on page 235 and
“Editing a Security Profile” on page 237.
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Creating a Security Profile

To distribute security resources across logical systems, you can create security profiles that specify the
type and amount of resources to be allocated to a logical system. You can create security profile and bind
it to more than one logical systems, if you want to allocate the same type and amount of resources to
them.

When a device is discovered in Security Director for the first time, you can see the list of security profiles,
if any, while creating a logical system. Alternatively, you can create security profiles in Security Director.

To create a security profile:

1. Select Devices > Security Devices.

The Security Devices page is displayed.

2. Select a root device and click Create Logical System.

The Create Logical System (LSYS) page is displayed.

3. Click Add Bulk LSYS.
The Add Bulk Logical System (LSYS) page is displayed.



4. Under Security Profiles, click the + icon.

The Create Security Profile page is displayed.

5. Complete the configuration according to the guidelines given in Table 82 on page 236.

6. Click Save.

The Job Details page is displayed with the status of update security profile job. If the job is successful,
the security profile is created.

Table 82: Security Profile

Parameters Description
General Settings

Security Profile Name | Enter a valid unique name. The name must contain only letters and numbers. Note that the
security profile name must be unique for the selected root device.

Resource Allocation Select the type of resource and allocate the reserved and maximum value for the selected

resource.

Each security profile contains resources with a range based on the devices. You can manage
the resources by allocating reserved and maximum values.

Reserved It guarantees that the specified resource amount is always available to the logical system. If
a reserved quota is not configured for a resource, the default value is O.

Maximum If a logical system requires more resource than its reserved amount allows, it can utilize
resources configured for the global maximum amount if they are available—if they are not
allocated to other logical systems. The maximum allowed quota specifies the portion of the
free global resources that the logical system can use. The maximum allowed quota does not
guarantee that the amount specified for the resource in the security profile is available.

If a maximum allowed quota is not configured for a resource, the global system quota for the
resource is used as a default value. Global system quotas are platform-dependent.
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Editing a Security Profile

You can edit a security profile if it is not associated with a logical system.

1.

Select Devices > Security Devices.

The Security Devices page is displayed.

Select a root device and click Create Logical System.

The Create Logical System (LSYS) page is displayed.

Click Add Bulk LSYS.
The Add Bulk Logical System (LSYS) page is displayed.

Select a security profile and click the pencil icon.

The Edit Security Profile page is displayed.

. Allocate the reserved and maximum values for the selected resource. These are same fields that are

displayed when you create a security profile.

Click Save.

The Job Details page is displayed with status of the update security profile job.

NOTE: You can configure up to 32 security profiles on an SRX Series device running logical
systems. When you reach the limit, you can delete the empty profiles. If you want to delete a
profile which is assigned to a logical system, then first assign some other profile to the logical
system and then delete the profile. Otherwise, you cannot delete a profile and commit fails on
the device.
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Modifying a Logical System (LSYS)

You can modify the security profile, after the logical system is created. To modify the security profile:

1. Select Devices > Security Devices.

The Security Devices page is displayed.

2. Select the logical system and from the More or right-click menu, select Configuration > Modify Logical
System.

The Modify Logical System (LSYS) page is displayed.

3. Select a security profile and click Modify.

For creating and editing a security profile, see “Creating a Security Profile” on page 235 and “Editing a
Security Profile” on page 237.

The Job Details page with the status of update LSYS device job is displayed. If the job is successful the
security profile is modified.

NOTE: To delete a logical system from the device, see Deleting Devices in Security Director.
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Uploading Authentication Keys to Devices in Security Director

You can authenticate a device by using credentials (username and password) or by key-based authentication.
Junos Space supports RSA keys for key-based authentication. In the Security Devices page, you can upload
authentication keys to one or more devices.



NOTE: You can generate the authentication keys from the Fabric page in the Administration
workspace of Junos Space Network Management Platform.

To upload authentication keys to one or more devices:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. From the More or right-click menu, select Upload Keys.

The Upload Keys page appears.

3. Specify the parameters for uploading keys according to the guidelines provided in Table 83 on page 239.

4. Click OK to confirm the key upload.

The Job Details: Upload RSA keys page appears, displaying details of the uploaded job.

5. Click OK to close the Job Details page.

You are returned to the Security Devices page.

Table 83: Upload Keys Settings

Setting Guideline
Upload Keys
Upload Type Specify how you want to upload keys:

e Select Add Manually to add the device details and authentication keys manually.

e Select Import from CSV to import the device details and authentication keys from
a comma-separated values (CSV) file.

Click the CSV Sample link to view or download a sample CSV file.
CSV File Click Browse to browse for and select a CSV file.

The CSV file that you selected is displayed in this field. Click Next to continue.

Add Manually Select either the IP address or hostname of the device as the upload type.

IP Address Enter the IPv4 or IPv6 address of the device.

Hostname Enter the hostname of the device.



Table 83: Upload Keys Settings (continued)

Setting

Device Admin

Password

Authorize as different user

User on Device

Guideline

Enter the username (of the device administrator) to be used for device authentication.

Enter the password (of the device administrator) to be used for device authentication.

Click Next to continue.

Select this check box to authorize a different user on the target device.

Specify the username to be used for uploading.

If the username that you specify does not exist on the device, a user with this username
is created and the key is uploaded for this user.

If you do not specify a username, the key is uploaded for the device administrator.

Click Next to continue.

Authentication keys will be uploaded to the following devices

The list of devices on which authentication keys will be loaded is displayed.

Click Back to return to the previous section or Finish to go to a summary page.
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Modifying the Configuration of Security Devices

You can use the Modify Configuration page to modify the configuration of one or more managed devices.

You cannot modify the configuration of unmanaged devices, devices of the TCA Series family, and devices

with the configuration status “waiting for deployment.”



To modify the configuration of one or more security devices:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select the devices whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.

The Modify Configuration page appears with the Basic Setup section selected by default. See
Table 84 on page 242 for the configurations that you can modify.

NOTE: Depending on whether you selected one device or more than one device, the
configuration that you can modify differs. If you select only one device, all sections can be
modified. If you select more than one device, only the Basic Setup, Syslog, and Security Logging
sections can be modified; in addition, configuration parameters that are unique to the device,
such as hostname, cannot be modified.

4., After you have modified the configuration, you can perform the following actions:

o Click the Save button to save the configuration changes that you made. The changes that you made
are saved to the Junos Space database and you are returned to the Security Devices page.

e Click the Preview Changes button to preview the changes that you made. The Preview Configuration
Changes page appears with the CLI tab selected by default. The CLI tab displays the Junos OS
commands corresponding to the changes that you made. For an XML view of the configuration, click
the XML tab. Click Close to close the page and you are returned to the Modify Configuration page.

o Click the Save and Deploy button to save the configuration changes and deploy the saved configuration
to the device.

o If the configuration was not modified, the Deploy Configuration page appears displaying a message
indicating that no changes were made. Click OK to close the page.

You are returned to the Modify Configuration page.

o If the configuration was modified, then the changes are saved to the Junos Space database and
the Deploy Configuration page appears.

o In the Type field, specify whether you want to deploy the configuration immediately or deploy
the configuration later. If you choose to deploy the configuration later, you must specify a date
and time in the DD/MM/YYYY HH:MM:SS AM/PM/24-hour formats.

e Click OK.

The Job Details: Deploy Configuration page appears displaying the details of the job.
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o Click OK to close the Job Details page.

You are returned to the Security Devices page.

e Click Cancel to discard the configuration changes that you made. The changes are discarded and you
are returned to the Security Devices page

Table 84: Modify Configuration

Configuration Action

Basic Setup See “Modifying the Basic Configuration for Security Devices” on page 242.

Static Routes See “Modifying the Static Routes Configuration for Security Devices” on page 249.

Routing Instances See “Modifying the Routing Instances Configuration for Security Devices” on
page 254.

Physical Interfaces See “Modifying the Physical Interfaces Configuration for Security Devices” on
page 257.

Syslog See “Modifying the Syslog Configuration for Security Devices” on page 262.

Security Logging See “Modifying the Security Logging Configuration for Security Devices” on
page 270.

Screens See “Modifying the Screens Configuration for Security Devices” on page 276.

Zones See “Modifying the Zones Configuration for Security Devices” on page 288.
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I Modifying the Basic Configuration for Security Devices

You can use the Basic Setup section on the Modify Configuration page to modify the basic configuration
for a device. You can modify settings related to hostname and device name, system time, basic protocols,
users, DNS, and SNMP.



NOTE: Refer to the Junos OS documentation (available at
https,/Amwwiunipernet/documentation/en_US/release-independent/junos/information-products/pathway-pages/juncs/product/)
for a particular release and device. There you can find detailed information on the configuration
parameters for that device.

To modify the basic configuration:

1. Select Devices > Security Devices.

The Security Devices page appears.
2. Select the devices whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.

The Modify Configuration page appears with the Basic Setup section selected by default.
4. Modify the configuration according to the guidelines provided in Table 85 on page 243.

5. After modifying the configuration, you can cancel the changes, save the changes, preview the changes,
or save the changes and deploy the configuration on the device. See “Modifying the Configuration of
Security Devices” on page 240.

Table 85: Basic Setup
Setting Guideline
Hostname Modify the hostname of the device.
Domain Name = Modify the name of domain in which the device is located.
System Time Setting

Time Zone Select the local time zone in which the device is located.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/

Table 85: Basic Setup (continued)

Setting Guideline

NTP Server Existing NTP servers are displayed in a table with the server name, authentication key, NTP server
version, and whether the server is preferred (True) or not (False). You can perform the following

actions:

e Add an NTP Server—

1. Click + to add an NTP server.
The Add NTP Server page appears.

2. Complete the configuration according to the guidelines provided in Table 86 on page 247.

3. Click OK.
If the fields entered are valid, an NTP server is created and a confirmation message is displayed
at the top of the Modify Configuration page.

o Modify NTP server settings—Select an NTP server and click the pencil icon to modify the settings.

The Edit NTP Server page appears, showing the same fields that are presented when you create
an NTP server. You can modify some of the fields on this page. See Table 86 on page 247 for an
explanation of the fields.

e Delete NTP servers—Select one or more NTP servers and click the X icon to delete the NTP servers.

The Warning page appears. Click Yes to confirm the deletion. The selected NTP servers are deleted.

Protocols

FTP File Select this check box to allow FTP file transfers to and from the device.
Transfers

SSH Access Select this check box to allow SSH access to the device.

Telnet Login Select this check box to allow telnet access to the device.

User Management



Table 85: Basic Setup (continued)

Setting

DNS Setting

SNMP

Location

Guideline

Existing users are displayed in a table with their username, full name, and login type. You can perform
the following actions:

e Add a user—

1. Click + to add a user on the device.
The Add User page appears.

2. Complete the configuration according to the guidelines provided in Table 87 on page 247.

3. Click OK.
If the fields entered are valid, a user is created and a confirmation message is displayed at the
top of the Modify Configuration page.
e Modify a user—Select a user and click the pencil icon to modify the settings.

The Edit User page appears, showing the same fields that are presented when you create a user.
You can modify some of the fields on this page. See Table 87 on page 247 for an explanation of
the fields.

o Delete users—Select one or more users and click the X icon to delete the users.

The Warning page appears. Click Yes to confirm the deletion. The selected users are deleted.

Existing DNS server IP addresses are displayed in a table. You can perform the following actions:

e Add a DNS server—

1. Click + to add a DNS server.
The Add DNS Server page appears.

2. In the IP Address field, enter the IPv4 or IPv6 address of the DNS server.

3. Click OK.
If the fields entered are valid, a DNS server is created and a confirmation message is displayed
at the top of the Modify Configuration page.

o Delete DNS servers—Select one or more DNS servers and click the X icon to delete the DNS

servers.

The Warning page appears. Click Yes to confirm the deletion. The selected DNS servers are deleted.

Specify the location where the device is physically located.



Table 85: Basic Setup (continued)

Setting Guideline

Community Existing SNMP communities are displayed in a table with the name and authorization for each
community. You can perform the following actions:

o Add an SNMP community—

1. Click + to add an SNMP community on the device.
The Add SNMP Community page appears.

2. Specify the following fields:
o Name—Specify the name of the SNMP community string.

o Authorization—Select the authorization for the SNMP community. If you select read-only,
the user can read the information from the device by using the SNMP GET command. If you
select read-write, in addition to reading the information, the user can also modify the
configuration on the device using the SNMP SET command.

3. Click OK.
If the fields entered are valid, an SNMP community is created and a confirmation message is
displayed at the top of the Modify Configuration page.

o Modify an SNMP community—Select an SNMP community and click the pencil icon to modify the
settings.
The Edit SNMP Community page appears, showing the same fields that are presented when you

create an SNMP community. You can modify some of the fields on this page. See the preceding
bullet for an explanation of the fields.

e Delete SNMP community entries—Select one or more SNMP community entries and click the X
icon to delete the communities.

The Warning page appears. Click Yes to confirm the deletion. The selected SNMP communities
are deleted.



Table 85: Basic Setup (continued)

Setting

Trap Target

Guideline

Existing SNMP trap groups are displayed in a table with the name and category for each trap group.
You can perform the following actions:

e Add an SNMP trap group—
1. Click + to add an SNMP trap group on the device.
The Add SNMP Trap Group page appears.
2. In the Name field, specify the name of the SNMP trap group.
3. Select the SNMP trap types or categories to be associated with the trap group.

4. Click OK.
If the fields entered are valid, an SNMP trap group is created and a confirmation message is
displayed at the top of the Modify Configuration page.

o Modify an SNMP trap group—Select an SNMP trap group and click the pencil icon to modify the
settings.

The Edit SNMP Trap Group page appears, showing the same fields that are presented when you
create an SNMP trap group. You can modify some of the fields on this page. See the preceding
bullet for an explanation of the fields.

e Delete SNMP trap groups—Select one or more trap groups and click the X icon to delete the trap
groups.

The Warning page appears. Click Yes to confirm the deletion. The selected SNMP trap group are
deleted.

Table 86: Add NTP Server Settings

Setting
Name

Key

Version

Prefer

Guideline

Specify the name or IP address of the remote NTP server.

Specify the key number used to encrypt authentication fields in all packets sent to the
NTP server.

Specify the version number used in outgoing NTP server packets.

Specify the NTP server as the preferred server if you configured more than one.

Table 87: Add User Settings

Setting

User Type

Guideline

Select Root to add the user to the root device and select LSYS to add the user to the logical
system device.



Table 87: Add User Settings (continued)

Setting

LSYS

Username

User ID

Full Name

Password

Confirm Password

Login Type

Guideline

Select a logical system device for which the user will have access.

NOTE: This field will be displayed only if you have selected user type as LSYS.

Enter the username of the user (up to 64 characters) on the device.

Enter a user ID, which is a numeric identifier that is associated with the username.

If you do not assign a user ID to a username, the system automatically assigns one when
the configuration is pushed to the device.

Range: 100 through 64,000.

Enter the full name of the user on the device; all alphanumeric characters are allowed except
colon ().

Enter a password that is a minimum of six characters long and that must contain at least one
uppercase letter, one lowercase letter, one number, and one special character.

Re-enter the password for confirmation purposes.

Select the login type of the user, which defines the access privileges for a user. The following
login types are available:

o Super-user—All permissions.

Operator—Clear, network, reset, trace, and view permissions.

e Read-only—View permissions.

Unauthorized—No permissions.

o Wheel—Custom or vendor-specific login type.
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Modifying the Static Routes Configuration for Security Devices

You can use the Static Routes section on the Modify Configuration page to view, create, edit, or delete
static routes on the device. You can activate or deactivate a static route or toggle the status of one or

more static routes.

NOTE: Refer to the Junos OS documentation (available at

hitps/Avwwijunipernet/doaumentation/en_ US/release-independent/junos/information-products/pathway-pages/junos/product/)
for a particular release and device. There you can find detailed information on the configuration
parameters for that device.

To modify the static routes configuration:

1. Select Devices > Security Devices.

The Security Devices page appears.
2. Select the devices whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.

The Modify Configuration page appears.

4. Click the Static Routes link in the left-navigation menu.

The Static Routes section on the Modify Configuration page is displayed. The existing static routes are
displayed in a table. The actions that you can perform in this page are provided in Table 88 on page 250.

5. After modifying the configuration, you can cancel the changes, save the changes, preview the changes,
or save the changes and deploy the configuration on the device. See “Modifying the Configuration of
Security Devices” on page 240.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/

Table 88: Static Routes Actions

Action

Create a static route

Modify a static route

Delete static routes

Activate static routes

Deactivate static routes

Toggle the status of a
static route

Guideline

Click the + icon to create a static route.

The Create Static Route page appears. Complete the configuration according to the
guidelines provided in Table 89 on page 251 and click OK.

The static route is created and you are returned to the Static Routes section on the Modify
Configuration page.

NOTE: You must configure either a next hop or a next table for each static route that you
configure.

Select a static route and click the pencil icon.

The Edit Static Route page appears, showing the same fields that are presented when you
create a static route. You can modify some of the fields on this page. See

Table 89 on page 251 for an explanation of the fields. After you have modified the static
route, click OK.

The changes are saved and you are returned to the Static Routes section on the Modify
Configuration page.

Select one or more static routes and click the X icon to delete the routes.

The Warning page appears. Click Yes to confirm the deletion. The selected static routes
are deleted.

Select one or more deactivated static routes. From the More or right-click menu, select
Activate.

The static routes are activated and their status is changed to Activated.

Select one or more activated static routes. From the More or right-click menu, select
Deactivate.

The static routes are deactivated and their status is changed to Deactivated.

Select one or more static routes. From the More or right-click menu, select Toggle.
The activated static routes are deactivated and the deactivated static routes are activated.

NOTE: The Toggle option is enabled only when the selected static routes are a mix of
activated and deactivated records.



Table 89: Create Static Route Settings

Setting Guideline
Basic Information

Select the type of IP address (IPv4 or IPvé).

IP Address Enter the IPv4 or IPv6 address depending on the type of IP address specified.
Subnet Enter the subnet for the IPv4 address or the prefix for the IPvé address.

Next Hop

Next Hop You can perform the following actions in this field:

e Add a next hop—

1. Click + to add a next hop on the device.
The Create Next Hop page appears.

2. Complete the configuration according to the guidelines provided in Table 90 on page 253.
3. Click OK.
If the fields entered are valid, a next hop is created the entry is displayed in the table.
e Modify next hop settings—Select a next hop and click the pencil icon to modify the settings.

The Edit Next Hop page appears, showing the same fields that are presented when you
create a next hop. See Table 90 on page 253 for an explanation of the fields.

e Delete next hop entries—Select one or more next hops and click the X icon to delete the
next hops.

The Warning page appears. Click Yes to confirm the deletion. The selected next hop entries
are deleted.

Qualified Next Hop



Table 89: Create Static Route Settings (continued)

Setting

Next Table

Next Table

Advanced Options

Preference

Metric

Discard

Resolve Choices

Retain Choices

Guideline

You can perform the following actions in this field:

e Add a next hop—

1. Click + to add a qualified next hop on the device.
The Create Qualified Next Hop page appears.

2. Complete the configuration according to the guidelines provided in Table 91 on page 253.

3. Click OK.
If the fields entered are valid, a qualified next hop is created the entry is displayed in the
table.

e Modify qualified next hop settings—Select a qualified next hop and click the pencil icon to
modify the settings.

The Edit Qualified Next Hop page appears, showing the same fields that are presented when
you create a qualified next hop. See Table 91 on page 253 for an explanation of the fields.

e Delete qualified next hop entries—Select one or more qualified next hops and click the X
icon to delete the qualified next hops.

The Warning page appears. Click Yes to confirm the deletion. The selected qualified next
hop entries are deleted.

Select the name of next routing table to the destination.

Enter a preference for the next hop; the lower the number the higher the route preference.

Range: O through 2,147,483,647

Enter a metric value, which signifies the cost for an access route, for the next hop.

Range: O through 2,147,483,647

Specify that packets addressed to this destination are dropped and ICMP (or ICMPvé)
unreachable messages are not sent to the originator of the packet.

Specify whether indirectly-connected next hops should be resolved (Resolve) or not (No
Resolve). Select None if no action is required.

Specify whether the route should be deleted from the forwarding table (No Retain) or retained
(Retain) when the routing protocol process shuts down normally. Select None if no action is
required.



Table 89: Create Static Route Settings (continued)

Setting

Install Choices

Readvertise Choices

Guideline

Specify whether the route should be installed in the forwarding table or not. Select None if
no action is required.

Specify whether the route should be readvertised by routing protocols or not. Select None if
no action is required.

Table 90: Create Next Hop Settings

Setting

IP Address

Interface

Guideline

Specify the next hop as an IP address or an interface name.

Enter an IPv4 or IPvé6 address for the next hop depending on the type of IP address
specified for the static route.

Select the interface name to be used as the next hop.

Table 91: Create Qualified Next Hop Settings

Setting

IP Address

Interface

Preference

Metric

Guideline

Specify the qualified next hop as an IP address or an interface name.

Enter an IPv4 or IPv6 address for the qualified next hop depending on the type of IP address
specified for the static route.

Select the interface name to be used as the qualified next hop.

Enter a preference for the qualified next hop; the lower the number the higher the route
preference.

Range: O through 2,147,483,647

Enter a metric value, which signifies the cost for an access route, for the qualified next
hop.

Range: O through 2,147,483,647
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Modifying the Routing Instances Configuration for Security Devices

You can use the Routing Instances section on the Modify Configuration page to view, create, edit, or delete
routing instances on the device. You can activate or deactivate a routing instance or toggle the status of
one or more routing instances.

NOTE: Refer to the Junos OS documentation (available at https://www.juniper.net/documentation/
en_US/release-independent/junos/information-products/pathway-pages/junos/product/) for a
particular release and device. There you can find detailed information on the configuration
parameters for that device.

To modify the routing instances configuration:

1. Select Devices > Security Devices.

The Security Devices page appears.
2. Select the devices whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.

The Modify Configuration page appears.

4. Click the Routing Instances link in the left-navigation menu.

The Routing Instances section on the Modify Configuration page is displayed. The existing routing
instances are displayed in a table. The actions that you can perform in this page are provided in
Table 92 on page 255.

5. After modifying the configuration, you can cancel the changes, save the changes, preview the changes,
or save the changes and deploy the configuration on the device. See “Modifying the Configuration of
Security Devices” on page 240.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/

Table 92: Routing Instances Actions

Action

Create a routing instance

Modify a routing instance

Delete routing instances

View or configure static
routes for an existing routing
instance

Activate routing instances

Deactivate routing instances

Guideline

Click the + icon to create a routing instance.

The Create Routing Instance page appears. Complete the configuration according to
the guidelines provided in Table 93 on page 256 and click OK.

The routing instance is created and you are returned to the Routing Instances section
on the Modify Configuration page.

Select a routing instance and click the pencil icon.

The Edit Routing Instance page appears, showing the same fields that are presented
when you create a routing instance. You can modify some of the fields on this page.
See Table 93 on page 256 for an explanation of the fields. After you have modified the
routing instance, click OK.

The changes are saved and you are returned to the Routing Instances section on the
Modify Configuration page.

Select one or more routing instances and click the X icon to delete the routes.

The Warning page appears. Click Yes to confirm the deletion. The selected routing
instances are deleted.

View or configure static routes for the routing instance by clicking the view/configure
link in the Static Route column. The Static Routes page appears. The field and actions
on this page are the same as the ones in the Static Routes section on the Modify

Configuration page. See “Modifying the Static Routes Configuration for Security Devices’
on page 249.

Select one or more deactivated routing instances. From the More or right-click menu,
select Activate.

The routing instances are activated and their status is changed to Activated.

Select one or more activated routing instances. From the More or right-click menu,
select Deactivate.

The routing instances are deactivated and their status is changed to Deactivated.



Table 92: Routing Instances Actions (continued)

Action

Toggle the status of a
routing instance

Guideline

Select one or more routing instances. From the More or right-click menu, select Toggle.

The activated routing instances are deactivated and the deactivated routing instances
are activated.

NOTE: The Toggle option is enabled only when the selected routing instances are a
mix of activated and deactivated records.

Table 93: Create Routing Instance Settings

Setting

Name

Description

Instance type

Interfaces

Guideline

Enter a name for the routing instance; no special characters are allowed and the keyword
default cannot be used. The routing instance name must be unique and must contain a
corresponding IP unicast table.

Enter a description for the routing instance. We recommend that you enter a maximum of
255 characters.

Specify the type of routing instance from the list. Select virtual-router for non-VPN-related
applications and forwarding for filter-based forwarding applications where interfaces are not
associated with instances.

From the interfaces displayed in the Available column, select one or more interfaces to
associate with the routing instance.

Interfaces will be displayed only when instance type is virtual-router.
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Modifying the Physical Interfaces Configuration for Security Devices

You can use the Physical Interfaces section on the Modify Configuration page to view and modify physical
interfaces on the device. You can also view, add, modify, or delete logical interfaces associated with the
physical interfaces.

NOTE: Refer to the Junos OS documentation (available at

hitps/Avwwijunipernet/doaumentation/en_ US/release-independent/junos/information-products/pathway-pages/junos/product/)
for a particular release and device. There you can find detailed information on the configuration
parameters for that device.

To modify physical interfaces:

1. Select Devices > Security Devices.

The Security Devices page appears.
2. Select the devices whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.

The Modify Configuration page appears.

4. Click the Physical Interfaces link in the left-navigation menu.

The Physical Interfaces section on the Modify Configuration page is displayed. The existing physical
interfaces are displayed in a table. The actions that you can perform in this page are provided in
Table 94 on page 258.

5. After modifying the configuration, you can cancel the changes, save the changes, preview the changes,
or save the changes and deploy the configuration on the device. See “Modifying the Configuration of
Security Devices” on page 240.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/

Table 94: Physical Interfaces Actions

Action

Modify a physical
interface

View or configure
the logical
interfaces
associated with a
physical interface

Guideline

Select a physical interface and click the pencil icon.

The Edit Physical Interface page appears. You can modify some of the fields on this page. See
Table 95 on page 259 for an explanation of the fields. After you have modified the physical
interface, click OK.

The changes are saved and you are returned to the Physical Interfaces section on the Modify
Configuration page.

View or configure the logical interfaces associated with a physical interface by clicking the
View/Configure link in the Logical Interfaces column.

The Logical Interfaces page appears, displaying the list of logical interfaces associated with the
physical interface. You can perform the following actions on this page:

e Create a logical interface—Click the + icon to create a logical interface.

The Create Logical interface page appears. Complete the configuration according to the
guidelines provided in Table 96 on page 259 and click OK.

The logical interface is created and you are returned to the Logical Interfaces page.

o Modify a logical interface—Select a logical interface and click the pencil icon to modify the
settings.

The Edit Logical Interface page appears, showing the same fields that are presented when you
create an logical interface. You can modify some of the fields on this page. See
Table 96 on page 259 for an explanation of the fields.

After you have modified the logical interface, click OK. The changes are saved and you are
returned to the Logical Interfaces page.

o Delete logical interfaces—Select one or more logical interfaces and click the X icon to delete
the logical interfaces.

The Warning page appears. Click Yes to confirm the deletion. The selected logical interfaces
are deleted.

e Activate logical interfaces—Select one or more deactivated logical interfaces. From the More
or right-click menu, select Activate.

The logical interfaces are activated and their status is changed to Activated.

e Deactivate logical interfaces—Select one or more activated logical interfaces. From the More
or right-click menu, select Deactivate.

The logical interfaces are deactivated and their status is changed to Deactivated

e Toggle the status of a logical interface—Select one or more logical interfaces. From the More
or right-click menu, select Toggle.

The activated logical interfaces are deactivated and the deactivated logical interfaces are
activated.



Table 95: Edit Physical Interface Settings

Setting Guideline
Basic Information

Description Enter the description of the physical interface. We recommend that you enter a
maximum of 255 characters.

MTU Specify the maximum transmission unit (MTU) on the physical interface.

Range: 256 through 9216

Speed Select the speed (in MBps) at which the data transfer occurs in the interface.
Advanced Options
Enable VLAN Tagging Select this check box to enable VLAN tagging for the physical interface or clear the

check box to disable VLAN tagging for the physical interface.

Table 96: Create Logical Interface Settings

Setting Guideline

Basic Information

Name Enter the name of the logical interface, which must be a number from O through 2,147,483,647.

Description Enter the description of the logical interface. We recommend that you enter a maximum of 255
characters.

VLAN ID Enter the VLAN ID for the 802.1g VLAN tags. Range: O through 2,147,483,647.

IPv4 Address



Table 96: Create Logical Interface Settings (continued)

Setting

IPvé6 Addresses

Guideline

You can do the following:

Add an IPv4 Address—Click the + icon to add an IPv4 address for the logical interface.

The Add—Address (IPv4) page appears. Complete the configuration according to the guidelines
provided in Table 97 on page 261 and click OK.

The IPv4 address is added and you are returned to the Create Logical Interface page.
Modify an IPv4 address—Select an IPv4 address and click the pencil icon to modify the IPv4 address.

The Edit—Address (IPv4) page appears, showing the same fields that are presented when you add
an IPv4 address. You can modify some of the fields on this page. See Table 97 on page 261 for an
explanation of the fields.

After you have modified the IPv4 address entry, click OK. The changes are saved and you are
returned to the Create Logical Interface page.
Delete IPv4 addresses—Select one or more IPv4 addresses and click the X icon to delete the IPv4

addresses.

The Confirm Delete page appears. Click Yes to confirm the deletion. The selected IPv4 addresses
are deleted.

You can do the following:

Add an IPv6 Address—Click the + icon to add an IPvé6 address for the logical interface.

The Add—Address (IPvé) page appears. Complete the configuration according to the guidelines
provided in Table 98 on page 261 and click OK.

The IPvé6 address is added and you are returned to the Create Logical Interface page.
Modify an IPv6 address—Select an IPv6 address and click the pencil icon to modify the IPvé address.

The Edit—Address (IPv6) page appears, showing the same fields that are presented when you add
an IPvé6 address. You can modify some of the fields on this page. See Table 98 on page 261 for an
explanation of the fields.

After you have modified the IPv6 address entry, click OK. The changes are saved and you are
returned to the Create Logical Interface page.

Delete IPv6 addresses—Select one or more IPvé addresses and click the X icon to delete the IPvé
addresses.

The Confirm Delete page appears. Click Yes to confirm the deletion. The selected IPvé6 addresses
are deleted.



Table 97: Add - Address (IPv4) Settings

Setting

IP Address

Subnet

Primary

Preferred

Guideline

Enter an IPv4 address for the logical interface.

Enter the subnet for the IPv4 address.

Select this check box to specify that the IPv4 address is the primary address of the protocol
on the logical interface. If the logical unit has more than one IP address, the primary IP address
is used by default as the source address when packet transfer originates from the interface
and the destination address does not indicate the subnet.

Select this check box to specify that the IPv4 address is the preferred address for the logical
interface. If you configure more than one IP address on the same subnet, the preferred source
address is chosen by default as the source address when you initiate frame transfers to
destinations on the subnet

Table 98: Add - Address (IPv6) Settings

Setting

IP Address

Subnet

Primary

Preferred

Guideline

Enter an IPv6 address for the logical interface.

Enter the subnet for the IPv6 address.

Range: O through 128

Select this check box to specify that the IPvé address is the primary address of the protocol
on the logical interface. If the logical unit has more than one IP address, the primary IP address
is used by default as the source address when packet transfer originates from the interface
and the destination address does not indicate the subnet.

Select this check box to specify that the IPv6 address is the preferred address for the logical
interface. If you configure more than one IP address on the same subnet, the preferred source
address is chosen by default as the source address when you initiate frame transfers to
destinations on the subnet
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Modifying the Syslog Configuration for Security Devices

You can use the Syslog section on the Modify Configuration page to view and modify the parameters
related to system logging on the device.

NOTE: Refer to the Junos OS documentation (available at
https,/Amwwiunipernet/documentation/en_US/release-independent/junos/information-products/pathway-pages/juncs/product/)
for a particular release and device. There you can find detailed information on the configuration
parameters for that device.

To modify the system log parameters:

1. Select Devices > Security Devices.

The Security Devices page appears.

N

. Select the devices whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.

The Modify Configuration page appears.

4. Click the Syslog link in the left-navigation menu.

The Syslog section on the Modify Configuration page is displayed.

v

Modify the configuration according to the guidelines provided in Table 99 on page 262.

6. After modifying the configuration, you can cancel the changes, save the changes, preview the changes,
or save the changes and deploy the configuration on the device. See “Modifying the Configuration of
Security Devices” on page 240.

Table 99: Syslog Settings

Setting Guideline

General Settings


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/

Table 99: Syslog Settings (continued)

Setting

Time Format

Source
Address

Log Rotation
Frequency

Allow
Duplicates

Guideline

Specify whether the time format should be included in system log messages generated for the device.
By default, the timestamp specifies the month, day, hour, minute, and second at which the message
was logged.

If you select Enable, you can specify whether the milliseconds are included in the timestamp, the
year is included in the timestamp, or both the milliseconds and the year are included in the timestamp.

Specify the IPv4 or IPv6 address to be used as the source address that is included in system log

messages.

Configure the time interval (in minutes) at which Junos Space checks for the system log file size.
When the log file size exceeds the previously specified size limit, the log file is archived and a new
log file is created. The range is 1 through 59 and the default is 15 minutes.

Select this check box if you do not want to suppress syslog messages that were logged earlier. This
check box is cleared by default.

Host Configuration

The existing host configuration entries are displayed in a table. You can do the following:

e Create a host configuration:

1. Click the + icon to create a host configuration
The Create Host Configuration page appears.

2. Complete the configuration according to the guidelines provided in Table 100 on page 265.
3. Click OK.
The host is created and you are returned to the Modify Configuration page.
o Modify a host configuration—Select a host configuration and click the pencil icon to modify the
settings.

The Edit Host Configuration page appears, showing the same fields that are presented when you
create a host configuration. You can modify some of the fields on this page. Refer to
Table 100 on page 265 for an explanation of the fields.

After you have modified the host configuration, click OK.
The changes are saved and you are returned to the Modify Configuration page.

e Delete host configurations—Select one or more host configurations and click the X icon to delete
the host configurations.

The Warning page appears. Click Yes to confirm the deletion. The selected host configurations are
deleted.

File Configuration



Table 99: Syslog Settings (continued)

Setting Guideline

The existing file configuration entries are displayed in a table. You can do the following:

User Configuration

Create a file configuration:

1. Click the + icon to create a file configuration.
The Create File Configuration page appears.

2. Complete the configuration according to the guidelines provided in Table 101 on page 267.
3. Click OK.

The file is created and you are returned to the Modify Configuration page.
Modify a file configuration—Select a file configuration and click the pencil icon to modify the
settings.

The Edit File Configuration page appears, showing the same fields that are presented when you
create a file configuration. You can modify some of the fields on this page. Refer to
Table 101 on page 267 for an explanation of the fields.

After you have modified the file configuration, click OK.

The changes are saved and you are returned to the Modify Configuration page.

Delete file configurations—Select one or more file configurations and click the X icon to delete the
file configurations.

The Warning page appears. Click Yes to confirm the deletion. The selected file configurations are
deleted.



Table 99: Syslog Settings (continued)

Setting Guideline

The existing user configuration entries are displayed in a table. You can do the following:

o Create a user configuration:

1. Click the + icon to create a user configuration
The Create User Configuration page appears.

2. Complete the configuration according to the guidelines provided in Table 102 on page 268.
3. Click OK.
The user configuration is created and you are returned to the Modify Configuration page.
o Modify a user configuration—Select a user configuration and click the pencil icon to modify the
settings.

The Edit User Configuration page appears, showing the same fields that are presented when you
create a file configuration. You can modify some of the fields on this page. Refer to
Table 102 on page 268 for an explanation of the fields.

After you have modified the user configuration, click OK.
The changes are saved and you are returned to the Modify Configuration page.

o Delete user configurations—Select one or more user configurations and click the X icon to delete

the user configurations.

The Warning page appears. Click Yes to confirm the deletion. The selected user configurations are
deleted.

Table 100: Create Host Configuration Settings

Setting Guideline
Name Select the name of the host to be notified when the system log matches the condition specified.

Match Enter a regular expression up to a maximum of 255 characters that must appear or must not appear in a message for
the messages to be logged to a host.

Contents



Table 100: Create Host Configuration Settings (continued)

Setting Guideline
The table displays the existing facility and severity configured for system log messages. You can perform the following
actions:
e Click the + icon to configure the facility and severity levels of messages to be logged in the remote destination.
The Create Contents page appears.
Complete the configuration according to the guidelines provided in Table 103 on page 269 and click OK.
The system log message's facility and severity levels are created and you are returned to the Create Host Configuration
page.
e Select an entry and click the pencil icon to modify the facility and severity levels of messages to be logged in the
remote destination.
The Edit Contents page appears showing the same fields that are presented when you configure the facility and
severity levels of messages to be logged in the remote destination. Refer to Table 103 on page 269 for an explanation
of the fields.
After you have modified the system log message's facility and severity levels that are associated with the host, click
OK.
The changes are saved and you are returned to the Create Host Configuration page.
e Select one or more configured facility and severity levels, and click the X icon to delete the entries.
The Warning page appears. Click Yes to confirm the deletion. The selected facility and severity levels are deleted.
Advanced Options
Allow Select this check box if you want to allow repeated messages in the system log output. By default, this check box is
Duplicates | cleared, which means that repeated messages are not logged in the output.
Explicit Select this check box to include the priority, which is a combination of the facility and severity, in syslog messages.
Priority
Facility Specify an alternative facility that will replace the default facility used when messages are directed to a remote destination.
Override For more information, see the
https://www.juniper.net/documentation/en_US/junos/topics/reference/general/syslog-facilities-remote-logging.html
topic.
Log Prefix | Specify the prefix to be used for all syslog messages for the specified host.
Source Specify the IPv4 or IPv6 address to be used as the source address that is included in system log messages for the host.
Address
Port Specify the port number for the remote syslog folder.

The range is 0 through 65,535 and the default is 514.


https://www.juniper.net/documentation/en_US/junos/topics/reference/general/syslog-facilities-remote-logging.html

Table 100: Create Host Configuration Settings (continued)

Setting Guideline

Structured | Select this check box to log messages to a file in structured-data format instead of the standard Junos OS format. The
Data structured-data format complies with IETF RFC 5424. By default, this check box is selected.

Select the Brief check box to suppress the English language text that appears by default at the end of a message to
describe the error or event. By default this check box is cleared.

Table 101: Create File Configuration Settings

Setting Guideline

Name Enter the name of the file in which the data should be logged. The filename must not contain spaces,
and it can contain some special characters ($ *<>@#!*-=_.).

Match Enter a regular expression up to a maximum of 255 characters that must appear or must not appear

in a message for the messages to be logged to a file.

Contents

The table displays the existing facility and severity configured for system log messages. You can
perform the following actions:

o Click the +icon to configure the facility and severity levels of messages to be logged in the remote
destination.

The Create Contents page appears.

Complete the configuration according to the guidelines provided in Table 103 on page 269 and
click OK.

The system log message's facility and severity levels are created and you are returned to the
Create File Configuration page.

e Select an entry and click the pencil icon to modify the facility and severity levels of messages to
be logged in the remote destination.

The Edit Contents page appears showing the same fields that are presented when you configure
the facility and severity levels of messages to be logged in the remote destination. Refer to
Table 103 on page 269 for an explanation of the fields.

After you have modified the system log message's facility and severity levels that are associated
with the file, click OK.

The changes are saved and you are returned to the Create File Configuration page.
e Select one or more configured facility and severity levels, and click the X icon to delete the entries.

The Warning page appears. Click Yes to confirm the deletion. The selected facility and severity
levels are deleted.

Advanced Options



Table 101: Create File Configuration Settings (continued)

Setting

Explicit Priority

Structured
Data

Guideline

Select this check box to include the priority, which is a combination of the facility and severity, in
syslog messages.

Select this check box to log messages to a file in structured-data format instead of the standard
Junos OS format. The structured-data format complies with IETF RFC 5424. By default, this check
box is selected.

Select the Brief check box to suppress the English language text that appears by default at the end
of a message to describe the error or event. By default this check box is cleared.

Table 102: Create User Configuration Settings

Setting

Name

Match

Contents

Guideline

Enter the Junos OS username of the user whose terminal session is to receive system log messages.
The username must not contain spaces, and it can contain some special characters (_.).

Enter a regular expression up to a maximum of 255 characters that must appear or must not appear
in a message for the messages to be logged to a user terminal.



Table 102: Create User Configuration Settings (continued)

Setting Guideline

The table displays the existing facility and severity configured for system log messages. You can

perform the following actions:

o Click the + icon to configure the facility and severity levels of messages to be logged in the remote

destination.
The Create Contents page appears.

Complete the configuration according to the guidelines provided in Table 103 on page 269 and
click OK.

The system log message's facility and severity levels are created and you are returned to the Create
User Configuration page.

Select an entry and click the pencil icon to modify the facility and severity levels of messages to
be logged in the remote destination.

The Edit Contents page appears showing the same fields that are presented when you configure
the facility and severity levels of messages to be logged in the remote destination. Refer to
Table 103 on page 269 for an explanation of the fields.

After you have modified the system log message's facility and severity levels that are associated
with the user, click OK.

The changes are saved and you are returned to the Create User Configuration page.
Select one or more configured facility and severity levels, and click the X icon to delete the entries.

The Warning page appears. Click Yes to confirm the deletion. The selected facility and severity
levels are deleted.

Advanced Options
Allow Select this check box if you want to allow repeated messages in the system log output. By default,
Duplicates this check box is cleared, which means that repeated messages are not logged in the output.

Table 103: Create Contents Settings

Setting

Facility

Severity

Guideline

Select the facility to which the system log message belongs. Each system log message belongs to
a facility, which categorizes messages based on the source by which they are generated, such as
a software process, or that relate to a similar condition or activity, such as authentication attempts.

Select the severity level for the system log message. Each system message is pre-assigned a severity
level, which indicates how seriously the triggering event affects routing platform functions. When
you configure logging for a facility and destination, you specify a severity level for each facility.



Modifying the Configuration of Security Devices | 240
Using Features in Security Devices | 224

Security Devices Overview | 227

Modifying the Security Logging Configuration for Security Devices

You can use the Security Logging section on the Modify Configuration page to view and modify the
parameters related to security logging on the device.

NOTE: Refer to the Junos OS documentation (available at

https,/Amwwwiunipernet/documentation/en US/release-independent/junos/information-products/pathway-pages/junos/product/)
for a particular release and device. There you can find detailed information on the configuration
parameters for that device.

To modify the system log parameters:

1. Select Devices > Security Devices.

The Security Devices page appears.

N

. Select the devices whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.

The Modify Configuration page appears.

4. Click the Security Logging link in the left-navigation menu.
The Security Logging section on the Modify Configuration page is displayed.
5. Modify the configuration according to the guidelines provided in Table 104 on page 271.

6. After modifying the configuration, you can cancel the changes, save the changes, preview the changes,
or save the changes and deploy the configuration on the device. See “Modifying the Configuration of
Security Devices” on page 240.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/

Table 104: Security Logging Settings

Setting

General Settings

Mode

Source Address

Format

Disable Logging

UTC Timestamp

Event Rate

Stream

Guideline

Select how security logs are processed and exported:

e Stream—Specify that security logs are processed directly in the forwarding plane.

e Event—Specify that security logs are processed directly in the control plane.

Specify the IPv4 or IPv6 address to be used as the source address when exporting security logs.

Specify the security log format for the device:

e Syslog—Unstructured Junos OS system logs.
e Sd-syslog—Structured Junos OS system logs.
e Binary—Non-ASClII (binary) Junos OS system logs.

Select this check box to disable security logging for the device. This check box is cleared by
default.

Select this check box to include the UTC timestamp in the security logs. This check box is cleared
by default.

For the event mode, specify the rate (in logs per second) at which event logs are processed by
the control plane.

Range: 1 through 1500.



Table 104: Security Logging Settings (continued)

Setting

File

File Name

File Path

File Size

Maximum No. of
Files

Cache

Limit

Guideline

The existing stream configuration entries are displayed in a table. You can do the following:

e Create a stream configuration-Click the + icon to create a stream configuration.

The Create Stream Configuration page appears. Complete the configuration according to the
guidelines provided in Table 105 on page 273 and click OK.

The stream configuration is created and you are returned to the Security Logging page.
e Modify a stream configuration-Select a stream configuration and click the pencil icon

The Edit Stream configuration page appears, showing the same fields that are presented when
you create a stream configuration. You can modify some of the fields on this page. Refer to
Table 105 on page 273 for an explanation of the fields.

After you have modified the stream configuration, click OK. The changes are saved and you
are returned to the Security Logging page.

e Delete stream configurations-Select one or more stream configurations and click the X icon
to delete the stream configurations.

The Warning page appears. Click Yes to confirm the deletion. The selected stream configurations
are deleted.

Specify the filename for the binary log file.

Specify the file path for the binary log file.

Specify the maximum size (in MB) of the binary log file.

Range: 1 through 10.

Specify the maximum number of binary log files.

Range: 2 through 10.

Specify the maximum number of security log entries to keep in memory. The range is 1 through
4,294,967,295 and the default is 1000.



Table 104: Security Logging Settings (continued)

Setting

Exclude

Guideline

The existing exclude configuration entries are displayed in a table. An exclude configuration is a
list of auditable events that can be excluded from the audit log. You can do the following:

e Create an exclude configuration-Click the + icon to create an exclude configuration.

The Create Exclude Configuration page appears. Complete the configuration according to the
guidelines provided in Table 106 on page 274 and click OK.

The exclude configuration is created and you are returned to the Security Logging page.
e Modify an exclude configuration-Select an exclude configuration and click the pencil icon.

The Edit Exclude Configuration page appears, showing the same fields that are presented when
you create an exclude configuration. You can modify some of the fields on this page. Refer to
Table 106 on page 274 for an explanation of the fields.

After you have modified the exclude configuration, click OK.
The changes are saved and you are returned to the Security Logging page.

e Delete exclude configurations-Select one or more exclude configurations and click the X icon
to delete the exclude configurations.

The Warning page appears. Click Yes to confirm the deletion. The selected exclude
configurations are deleted.

Table 105: Create Stream Configuration Settings

Setting

Name

Host

Port

Severity

Category

Guideline

Enter the name of the security log stream, which should be a string containing alphanumeric
characters and some special characters (_ .).

Specify the IPv4 or IPv6 address of the server to which the security logs will be streamed.

Enter the port number for the system log listening port.

The range is 0 through 65,535 and the default is 514.

Select the severity threshold for security logs.

Only the logs with the specified severity threshold are logged.

Select the category of events to be logged.



Table 105: Create Stream Configuration Settings (continued)

Setting

Format

Guideline

Specify the format of the security log for the device:

e Syslog-Unstructured Junos OS system logs.
o Sd-syslog-Structured Junos OS system logs.
o welf-Web Trends Extended Log Format.

Table 106: Create Exclude Configuration Settings

Setting

Name

Destination Filters

IP Address

Port

Source Filters

IP Address

Port

Other Filters

Event ID

Failure

Interface

Guideline

Specify the name of the exclude configuration.

Specify the destination IPv4 or IPvé address from which security alarms are not included
in the audit log.

Specify the destination port number from which security alarms are not included in the
audit log.

The range is O through 4,294,967,295.

Specify the source IPv4 or IPvé address from which security alarms are not included in
the audit log.

Specify the source port number from which security alarms are not included in the audit
log.

The range is 0 through 4,294,967,295.

Enter the event ID of the security event.

The audit log does not include security alarms for the specified event ID.

Select this check box to restrict the logging only to failed events. By default, this check
box is cleared, which means failed and successful events are logged.

Enter the name of the interface from which security alarms are not included in the security
log.



Table 106: Create Exclude Configuration Settings (continued)

Setting Guideline

Policy Name Enter the name of the security policy for which security alarms are not included in the
security log.

Process Enter the name of the process (that is generating the events) for which security alarms

are not included in the security log.

Protocol Enter the name of the protocol for which security alarms are not included in the security
log.
Success Select this check box to restrict the logging only to successful events. By default, this check

box is cleared, which means failed and successful events are logged.

Username Enter the username of the authenticated user for which security alarms that are enabled
by the user are not included in the security log.
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Modifying the Screens Configuration for Security Devices

You can use the Screens section on the Modify Configuration page to modify the security screen
configuration for a device. You can modify settings related to screen name, denial of service, anomalies,
and reconnaissance.

NOTE: Refer to the Junos OS documentation (available at

hitps/Avwwijunipernet/doaumentation/en_ US/release-independent/junos/information-products/pathway-pages/junos/product/)
for a particular release and device. There you can find detailed information on the configuration
parameters for that device.

To modify the system log parameters:

1. Select Devices > Security Devices.
The Security Devices page appears.

2. Select the devices whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.
The Modify Configuration page appears.

4. Click the Screens.
The Screens page appears.

5. For the SRX Series devices, modify the configuration according to the guidelines provided in
Table 107 on page 276.

Starting Junos Space Security Director Release 16.2, you can configure screens for MX Series routers.
For the MX Series routers, modify the configuration according to the guidelines provided in
Table 108 on page 285.

6. After modifying the configuration, you can cancel the changes, save the changes, preview the changes,
or save the changes and deploy the configuration on the device. See “Modifying the Configuration of
Security Devices” on page 240.

Table 107: Screens for SRX Series Devices
Setting Guideline

Name Modify the name of the screen.

Description Modify the description of the screen.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/

Table 107: Screens for SRX Series Devices (continued)

Setting

Generate alarms without dropping
packets

Denial of Service

Land attack protection

Teardrop attack protection

ICMP fragment protection

Ping of death attack protection

Large size ICMP packet protection

Block fragment traffic

SYN-ACK-ACK proxy protection

Guideline

Select this check box to generate an alarm when detecting an attack but not to
block the attack.

Select this option to prevent land attacks, where an attacker sends spoofed IP
packets with headers containing the target’s IP address for the source and
destination IP address.

Combining the SYN flood defense with IP spoofing protection prevents land
attacks

Select this option to prevent a teardrop attack, which exploits the reassembly
of fragmented IP packets. The device drops any packets that have such a
discrepancy.

Select this option to block any ICMP packet that has the More Fragments flag
set or that has an offset value.

Because ICMP packets contain very short messages, there is no legitimate reason
for ICMP packets to be fragmented. If an ICMP packet is so large that it must be
fragmented, something is amiss.

Select this option to prevent a ping-of-death attack, which occurs when sending
IP packets exceeding the maximum allowed size (65,535 bytes).

Although the TCP/IP specification requires a specific packet size, many ping
implementations allow larger packet sizes. Larger packets can trigger a range of
adverse system reactions, including crashing, freezing, and restarting.

Select this option to drop ICMP packets with a length greater than 1024 bytes.

Select this option to deny IP fragments on a security zone and to block all IP
packet fragments that are received at interfaces bound to that zone.

Select this option to prevent a SYN-ACK-ACK attack, which occurs when the
attacker establishes multiple telnet sessions without allowing each session to
terminate.

After the number of connections from the same IP address reaches the
SYN-ACK-ACK proxy threshold, the device rejects further connection requests
from that IP address.



Table 107: Screens for SRX Series Devices (continued)

Setting

WinNuke attack protection

Anomalies

Bad option

Security

Unknown protocol

Strict source route

Source route

Timestamp

Guideline

Select this option to detect attacks in Windows NetBIOS communications.

Each WinNuke attack triggers an attack log entry in the event alarm log. WinNuke
is a DoS attack targeting any computer on the Internet running Windows.

Select this option to detect and drop any packet with an incorrectly formatted
IP option in the IP packet header (IPv4 or IPv6). The device records the event in
the screen counters list for the ingress interface.

Select this option to detect packets where the optional header field is IP option
2 (security), and the event is recorded in the screen counters list for the ingress
interface.

Select this option to discard all received IP frames with protocol numbers greater
than 137 for IPv4 and 139 for IPvé. These protocol numbers are undefined or
reserved.

Select this option to detect packets where the optional header field is IP option
9 (strict source routing), and the event is recorded in the screen counters list for
the ingress interface.

This option specifies the complete route list for a packet to take on its journey
from source to destination. The last address in the list replaces the address in
the destination field.

Select this option either to block any packets set with loose or strict source route
options or to detect such packets and then record the event in the counters list
for the ingress interface.

Source routing allows users at the source of an IP packet transmission to specify
the IP addresses of the devices that they want an IP packet to take on its way
to its destination.

Select this option to detect packets where the optional header field is IP option
4 (Internet timestamp), and the event is recorded in the screen counters list for
the ingress interface. This option records the time (in Universal Time) when each
network device receives the packet during its trip from the point of origin to its
destination.



Table 107: Screens for SRX Series Devices (continued)

Setting

Stream

Loose source route

Record route

SYN fragment protection

SYN and FIN flags set protection

Fin flag without ACK flag set
protection

Guideline

Select this option to detect packets where the optional header field is IP option
8 (stream ID), and the event is recorded in the screen counters list for the ingress
interface.

This option provides a way for the 16-bit SATNET stream identifier to be carried
through networks that do not support streams.

Select this option to detect packets where the optional header field is IP option
3 (loose source routing), and the event is recorded in the screen counters list for
the ingress interface.

This option specifies a partial route list for a packet to take on its journey from
source to destination.

Select this option to detect packets where the optional header field is IP option
7 (record route), and the event is recorded in the screen counters list for the
ingress interface.

This option records the IP addresses of the network devices along the path that
the IP packet travels

Select this option to detect packets where the optional IP header field indicates
that the packet has been fragmented and the SYN flag is set in the TCP header.

A fragmented SYN packet is anomalous, and, as such, it is suspect. To be cautious,
block such unknown elements from entering your protected network.

Select this option to detect an illegal combination of flags that attackers can use
to consume sessions on the target device.

Both the SYN and FIN control flags are not normally set in the same TCP segment
header. The SYN flag synchronizes sequence numbers to initiate a TCP
connection. The FIN flag indicates the end of data transmission to finish a TCP
connection. Their purposes are mutually exclusive. A TCP header with the SYN
and FIN flags set is anomalous TCP behavior, causing various responses from
the recipient, depending on the OS.

Select this option to detect an illegal combination of flags and to reject packets
that have this combination.

Because a TCP header with the FIN flag set but not the ACK flag is anomalous
TCP behavior, there is no uniform response to this. The OS might respond by
sending a TCP segment with the RST flag set.



Table 107: Screens for SRX Series Devices (continued)

Setting

ICMP

Icmpvé-malformed

IP

Ipv6-extension-header-limit

Ipvé malformed header

Ipvé extension header

Routing header

Fragment Header

Malformed shimé-header

No-next-header

Mobility header

AH-header

ESP-header

HIP-header

hop-by-hop-header

Jumbo-payload-option

Guideline

Select this option to verify whether the ICMPvé packet received matches the
defined criteria and performs the specified action on matching packets.

Specify the maximum number of permitted extension headers in a packet.
Select this option to enable checks and filters for IPvé packet headers. After
these functions are enabled, the system checks incoming IPvé packet to match
the defined criteria for a specified action.

Select this option to selectively screen one or more extension headers.

Select this option to inspect the routing-header type field and report a custom
attack if a match with the specified value is found.

Select this option to verify that there is only one fragment header.

Enable the IPvé6 shim header screen option.

Select this option to detect whether the packet is an unknown protocol packet.

Select this option to allow nodes to remain reachable as the nodes move around
in the IPvé network.

Select this option to provide data integrity and data authentication for IPvé
packets.

Select this option to provide both encryption and authentication for IPvé packets.

Select the IPv6 Host Identify Protocol header screen option.

Select this option to verify that this is the first extension header to follow the
IPvé basic header.

Select this option to set the payload length field in the IPvé header to zero in
every packet.



Table 107: Screens for SRX Series Devices (continued)

Setting

Router-alert-option

Quick-start-option

CALIPSO-option

RLP-option

SMF-DPD-option

Destination-header

Home-address-option

ILNP-nonce-option

line-Identification-option

Tunnel-encapsulation-limit-option

Flood Defense

Guideline

Enable this option to notify transit routers to more closely examine the contents
of an IP packet.

Select this option to allow TCP to determine the allowed sending rate at the
beginning of a transport session and after an idle period of time.

Select the Common Architecture Label IPv6 Security Option for including explicit
sensitivity labels for IPv6 packets in multi-level security networking environments.

Select the Routing Protocol for Low-Power and Lossy Networks screen option
in low power networks to convey routing information in every packet that a
router forwards.

Select the Simplified Muliticast Forwarding IPvé Duplicate Packet Detection
screen option for mobile ad hoc and wireless mesh networking use.

Select the IPvé6 destination header screen option specifically to deliver information
to the destination node.

Select the home address screen option to assign an IP address to a device within
its home network.

Select the Identifier-Locator Network Protocol nonce screen option to separate
the two functions of network addresses---identifying network endpoints and
assisting routing by separating topological information from node identity.

Enable the line identification screen option.

Select the tunnel encapsulation limit option to specify the number of additional
levels of encapsulation allowed to be prepended to a packet.



Table 107: Screens for SRX Series Devices (continued)

Setting

Limit sessions from the same
source

Limit sessions from the same
destination

ICMP flood protection

UDP flood protection

SYN flood protection

Guideline

Set the number of concurrent sessions that can be initiated from a source IP
address.

When you set a source-based session limit, it can:

e Stem an attack such as the Nimda virus (which is actually both a virus and a
worm) that infects a server and then begins generating massive amounts of
traffic from that server. Because all the virus-generated traffic originates from
the same IP address, a source-based session limit ensures that the firewall can
control such excessive amounts of traffic.

o Mitigate attempts to fill up the firewall's session table if all the connection
attempts originate from the same source IP address.

Set the number of concurrent sessions that can be directed to a single destination
IP address. This ensures that the device allows only an acceptable number of
concurrent connection requests-no matter what the source-to reach any one
host.

Select this option to prevent an ICMP flood attack, where ICMP echo requests
use all resources in responding, such that valid network traffic can no longer be
processed.

The threshold value defines the number of ICMP packets per second allowed to
ping the same destination address before the device rejects further ICMP packets.

Select this option to prevent a UDP flood attack, where an attacker sends IP
packets containing UDP datagrams to slow down resources, such that valid
connections can no longer be handled.

The threshold value defines the number of UDP packets per second allowed to
ping the same destination IP address or port pair. When the number of packets
exceeds this value within any 1-second period, the device generates an alarm
and drops subsequent packets for the remainder of that second.

Select this option to prevent a SYN flood attack, where the connecting host
continuously sends TCP SYN requests without replying to the corresponding
ACK responses.

When the number of SYN segments per second exceeds the set threshold, the
device will either start proxying incoming SYN segments by replying with
SYN/ACK segments and storing the incomplete connection requests in a
connection queue, or it will drop the packets.



Table 107: Screens for SRX Series Devices (continued)

Setting

Attack Threshold

Alarm Threshold

Source Threshold

Destination Threshold

Timeout

Guideline

Set the number of SYN packets per second (pps) required to trigger a SYN proxy
response. The default value is 200 pps, and you can set the attack threshold from
1 to 500,000 pps.

Although you can set the threshold to any number, you need to know the normal
traffic patterns at your site to set an appropriate threshold for it. For example,
if for an e-business site that normally gets 20,000 SYN segments per second,
you might want to set the threshold to 30,000 pps. If a smaller site normally gets
20 SYN segments per second, you might consider setting the threshold to 40

pps.

Set the number of proxied, half-completed TCP connection requests per second
after which the device enters an alarm in the event log.

The value you set for an alarm threshold triggers an alarm when the number of
proxied, half-completed connection requests to the same destination address
per second exceeds that value.

Set the number of SYN segments that the device can receive per second from
a single source IP address before the device begins dropping connection requests
from that source. The default value is 4000 per second, and you can set the
source threshold from 4 to 500,000 per second.

Tracking a SYN flood by source address uses different detection parameters
from tracking a SYN flood by destination address. When you set a SYN attack
threshold and a source threshold, you put both the basic SYN flood protection
mechanism and the source-based SYN flood tracking mechanism in effect.

Set the number of SYN segments received per second for a single destination
IP address before the device begins dropping connection requests to that
destination. The default value is 4000 per second, and you can set the destination
threshold from 4 to 1,000,000 per second.

If a protected host runs multiple services, you might want to set a threshold
based on destination IP address only—regardless of the destination port number.

Set the maximum length of time before a half-completed connection is dropped
from the queue. The default value is 20 seconds, and you can set the timeout
from 1 to 50 seconds. When either a source or destination threshold is not
configured, the system will use the default threshold value.

You can decrease the timeout value until you see any connections dropped during
normal traffic conditions.



Table 107: Screens for SRX Series Devices (continued)

Setting

Reconnaissance

IP spoofing

IP sweep

TCP sweep

UDP sweep

Port scan

Guideline

Select this option to prevent an IP spoofing attack, where an invalid source
address is inserted in the packet header to make the packet appear to come from
a trusted source.

The mechanism to detect IP spoofing relies on route table entries. When the
device detects the packet with a spoofed source IP address, it discards the packet.

Select this option to prevent an IP sweep attack, where an attacker sends ICMP
echo requests (pings) to multiple destination addresses. If a target host replies,
the reply reveals the target’s IP address to the attacker. If the device receives
10 ICMP echo requests within the number of microseconds specified in this
statement, then it flags this as an IP sweep attack and rejects the eleventh and
all further ICMP packets from that host for the remainder of the second.

The threshold value defines the maximum number of microseconds during which
up to 10 ICMP echo requests from the same host are allowed into the device.

Select this option to prevent a TCP sweep attack, where an attacker sends TCP
SYN packets to the target device as part of the TCP handshake. If the device
responds to those packets, then the attacker gets an indication that a port in the
target device is open, which makes the port vulnerable to attack. If a remote
host sends TCP packets to 10 addresses in 0.005 seconds (5000 microseconds),
then the device flags this as a TCP sweep attack.

Select this option to prevent a UDP sweep attack, where an attacker sends UDP
packets to the target device. If the device responds to those packets, then the
attacker gets an indication that a port in the target device is open, which makes
the port vulnerable to attack. If a remote host sends UDP packets to 10 addresses
in 0.005 seconds (5000 microseconds), then the device flags this as an UDP
sweep attack.

Select this option to prevent a port scan attack, where the available services are
scanned in the hopes that at least one port will respond, thus identifying a service
to target.

A port scan occurs when one source IP address sends IP packets containing TCP
SYN segments to 10 different destination ports within a defined interval. The
default interval is 5000 microseconds.



Table 108: Screens for MX Series Routers

Setting

Name

Match
Direction

Service Set

Rule Settings

TCP

Guideline

Modify the name of the screen.

Specify the direction in which the rule match is applied.
The following options are available:

o Input—Apply the rule match on the input side of the interface.
e Output—Apply the rule match on the output side of the interface.
o Input-Output—Apply the rule match bidirectionally.

Select a service set from the list that you have already created to define a collection of services to be
performed by an Adaptive Services interface (AS) or Multiservices line cards (MS-DPC, MS-MIC, and
MS-MPC).

e By Source—Enable this option to limit sessions based on numbers generated from the configured
source (IP or subnet) or application.

o Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.
o Max Packets Allowed—Enter the maximum peak packets per second per application or IP address.
o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.
e By Destination—Enable this option to limit sessions based on numbers generated from the configured
destination (IP or subnet) or application.
o Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.
o Max Packets Allowed—Enter the maximum peak packets per second per application or IP address.
o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.
e By Pair—Enable this option to apply limit to paired stateful firewall and NAT flows (forward and
reverse).
e Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.
o Max Packets Allowed—Enter the maximum peak packets per second per application or IP address.
o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.
e TCP SYN Defense—Enable this option to prevent a SYN flood attack, where the connecting host
continuously send TCP SYN requests without replying to the corresponding ACK responses.

e TCP SYN Fragment—Enable this option to detect packets where the option IP header field indicates
that the packet has been fragmented and the SYN field is set in the TCP header.

e TCP Winnuke—Enable this option to detect attacks in Windows NetBIOS communications. Each
WinNuke attack triggers an attack log entry in the event alarm log.



Table 108: Screens for MX Series Routers (continued)

Setting

ubP

ICMP

Guideline

Configure the following parameters for UDP:

e By Source—Enable this option to limit sessions based on numbers generated from the configured
source (IP or subnet) or application.

e Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.
o Max Packets Allowed—Enter the maximum peak packets per second per application or IP address.
o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.
e By Destination—Enable this option to limit sessions based on numbers generated from the configured
destination (IP or subnet) or application.
o Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.
o Max Packets Allowed—Enter the maximum peak packets per second per application or IP address.
o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.
e By Pair—Enable this option to apply limit to paired stateful firewall and NAT flows (forward and
reverse).
e Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.
o Max Packets Allowed—Enter the maximum peak packets per second per application or IP address.

o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.

Configure the following parameters for ICMP:

e By Source—Enable this option to limit sessions based on numbers generated from the configured
source (IP or subnet) or application.

e Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.
o Max Packets Allowed—Enter the maximum peak packets per second per application or IP address.
o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.
e By Destination—Enable this option to limit sessions based on numbers generated from the configured
destination (IP or subnet) or application.
o Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.
o Max Packets Allowed—Enter the maximum peak packets per second per application or IP address.
o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.
e By Pair—Enable this option to apply limit to paired stateful firewall and NAT flows (forward and
reverse).
e Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.
o Max Packets Allowed—Enter the maximum peak packets per second per application or IP address.

o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.



Table 108: Screens for MX Series Routers (continued)

Setting Guideline

Limit Session = e By Source—Enable this option to limit sessions based on numbers generated from the configured
(Cumulative) source (IP or subnet) or application.

o Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.

e By Destination—Enable this option to limit sessions based on numbers generated from the configured
destination (IP or subnet) or application.

o Max Sessions Allowed—Enter the maximum number of open sessions per application or IP address.

Limit Session = e By Source—Enable this option to limit sessions based on numbers generated from the configured
(Per Second) source (IP or subnet) or application.

o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.

e By Destination—Enable this option to limit sessions based on numbers generated from the configured
destination (IP or subnet) or application.

o Rate Per Second—Enter the maximum number of sessions per second per application or IP address.

Release History Table
Release Description

16.2 Starting Junos Space Security Director Release 16.2, you can configure screens for MX
Series routers.

Modifying the Configuration of Security Devices | 240
Using Features in Security Devices | 224

Security Devices Overview | 227



Modifying the Zones Configuration for Security Devices

You can use the Zones section on the Modify Configuration page to modify the security zone configuration
for a device. You can modify settings related to zone name, system services, protocols, application tracking,
and associate screen to the zone.

NOTE: Refer to the Junos OS documentation (available at

hitps/Avwwijunipernet/doaumentation/en_ US/release-independent/junos/information-products/pathway-pages/junos/product/)
for a particular release and device. There you can find detailed information on the configuration
parameters for that device.

To modify the system log parameters:

1. Select Devices > Security Devices.
The Security Devices page appears.

2. Select the devices whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.
The Modify Configuration page appears.
4. Click the Screens.

The Screens page appears.

v

Modify the configuration according to the guidelines provided in Table 109 on page 288.

6. After modifying the configuration, you can cancel the changes, save the changes, preview the changes,
or save the changes and deploy the configuration on the device. See “Modifying the Configuration of
Security Devices” on page 240.

Table 109: Zones Settings
Setting Guideline
Name Modify the zone name.

Description Modify the description of the zone.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/

Table 109: Zones Settings (continued)

Setting Guideline
Application Enable this option to maintain the application usage statistics on a device.
Tracking

By default, when each session closes, application track generates a message that provides the byte
and packet counts and duration of the session, and then sends the message to the syslog host
device.

Interfaces Select the interfaces from the Available column to include in the selected list for the zones.

System Services



Table 109: Zones Settings (continued)

Setting Guideline

Is Except Select this option to disable specific incoming system service traffic, but only when the all system
services option is defined.

The following system services are supported:

o all—Enable traffic from the defined system services available on the Routing Engine (RE). Use the
Is Except option to disallow specific system services.

e any-service—Enable all system services on the entire port range including the system services
that are not defined.

e dns—Enable incoming DNS services.

o finger—Enable incoming finger traffic.

e ftp—Enable incoming FTP traffic.

e http—Enable incoming Web authentication traffic.

o https—Enable incoming Web authentication traffic over Secure Sockets Layer (SSL).

o ident-reset—Enable the access that has been blocked by an unacknowledged identification
request.

o ike—Enable Internet Key Exchange (IKE) traffic.

o Isping—Enable label switched path ping service.

o netconf—Enable incoming NETCONF service.

e ntp—Enable incoming Network Time Protocol (NTP) traffic.

e ping—Allow the device to respond to ICMP echo requests.

e r2cp—Enable incoming Radio Router Control Protocol traffic.

e reverse-ssh—Reverse SSH traffic.

e reverse-telnet—Reverse Telnet traffic.

o rlogin—Enable incoming rlogin (remote login) traffic.

e rpm—Enable incoming real-time performance monitoring (RPM) traffic.
e rsh—Enable incoming remote shell (rsh) traffic.

e sip—Enable incoming Session Initiation Protocol traffic.

o snmp—Enable incoming SNMP traffic (UDP port 161).

e snmp-trap—Enable incoming SNMP traps (UDP port 162).

e ssh—Enable incoming SSH traffic.

o telnet—Enable incoming Telnet traffic.

e tftp—Enable TFTP services.

e traceroute—Enable incoming traceroute traffic (UDP port 33434).

e xnm-clear-text—Enable incoming Junos XML protocol traffic for all specified interfaces.

e xnm-ssl—Enable incoming Junos XML protocol-over-SSL traffic for all specified interfaces.



Table 109: Zones Settings (continued)

Setting Guideline

Protocols

Is Except Select this option to disable specific incoming protocol traffic, but only when the all protocol option
is defined.

The following protocols are supported:

e all—Enable traffic from all possible protocols available. Use the Is Except option to disallow specific
protocols.

e bfd—Enable incoming Bidirectional Forwarding Detection (BFD) protocol traffic.

e bgp—Enable incoming BGP traffic.

e dvmrp—Enable incoming Distance Vector Multicast Routing Protocol (DVMRP) traffic.

e igmp—Enable incoming Internet Group Management Protocol (IGMP) traffic.

o Idp—Enable incoming LDP traffic (UDP and TCP port 646).

o msdp—Enable incoming Multicast Source Discovery Protocol (MSDP) traffic.

e nhrp—Enable incoming Next Hop Resolution Protocol (NHRP) traffic.

e ospf—Enable incoming OSPF traffic.

o ospf3—Enable incoming OSPF version 3 traffic.

e pgm—Enable incoming Pragmatic General Multicast (PGM) protocol traffic (IP protocol number
113).

e pim—Enable incoming Protocol Independent Multicast (PIM) traffic.

e rip—Enable incoming RIP traffic.

e ripng—Enable incoming RIP next generation traffic.

e router-discovery—Enable incoming router discovery traffic.

e rsvp—Enable incoming RSVP traffic (IP protocol number 46).

e sap—Enable incoming Session Announcement Protocol (SAP) traffic. SAP always listens on
224.2.127.254:9875. New addresses and ports can be added dynamically. This information must
be propagated to the Packet Forwarding Engine (PFE).

o vrrp—Enable incoming Virtual Router Redundancy Protocol (VRRP) traffic.

Traffic Control Options

TCP Rst Enable this option to send a TCP packet with the RST (reset) flag set to 1 in response to a TCP
packet with any flag other than SYN set and that does not belong to an existing session.

Screen Select a security screen for a security zone to detect and block various kinds of traffic that the

device determines as potentially harmful.



Table 109: Zones Settings (continued)

Setting Guideline

Interface Display the selected interfaces and system services and protocols for the interface.
Services and
Protocols

Modifying the Configuration of Security Devices | 240
Using Features in Security Devices | 224

Security Devices Overview | 227

Modifying the IPS Configuration for Security Devices

You can use the IPS section on the Modify Configuration page to modify the sensor configuration for a
device. You must configure the SRX Series device to send attack packets to the Junos Space Network
Management Platform. Select the device and configure the parameters such as host IP address for receiving
packets, source IP address, maximum sessions, threshold logging interval, total memory, and port.

NOTE: Refer to the Junos OS documentation available at https://www.juniper.net/documentation/
en_US/release-independent/junos/information-products/pathway-pages/junos/product/ for
detailed information on the configuration parameters for a device.

To modify packet log parameters:

1. Select Devices > Security Devices.

The Security Devices page appears.
2. Select a device to modify the configuration.

3. From the More or right-click menu, select Configuration > Modify Configuration.

The Modify Configuration page appears.

4. Select IPS.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/

The Sensor Configuration screen appears.

5. Modify the configuration according to the guidelines provided in Table 110 on page 293.

Table 110: Sensor Configuration Details

Setting

Host IP for receiving packets

Source address

Max Sessions

Threshold logging interval

Total Memory

Port

Guidelines

The Virtual IP address of the Junos Space Network Management Platform server for
SRX Series devices to send packets.

The interface IP address of the SRX Series device through which packets are sent.

The maximum number of packet capture sessions expressed as a percentage of the
IDP session capacity for the device.

The minimum time interval in minutes between log messages for maximum sessions
or memory reached.

The maximum amount of memory allocated to capture packets for a device. This value
is expressed as a percentage of the memory available on the device.

The port number of the server for SRX Series devices to send the packet capture
object.

The port is 2050, which is opened on Junos Space Network Management Platform
server on installing Security Director to receive packets from SRX series devices.

Packet Capture Overview | 209
About the Packets Captured Page | 210

Configuring Aruba ClearPass for Security Devices

Use the Aruba Clear Pass page to configure the Aruba ClearPass as the authentication source for the
integrated ClearPass authentication and enforcement feature. The SRX Series device and Aruba ClearPass
collaborate to protect your network resources by enforcing security at the user identity level and controlling

user access to the Internet.



The ClearPass Policy Manager (CPPM) can authenticate users across wired, wireless, and VPN
infrastructures. The integrated ClearPass feature allows the CPPM and the SRX Series device to collaborate
in multiple environments in which they are deployed together.

To configure Aruba ClearPass:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select the devices whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.

The Modify Configuration page appears.

4. Click ArubaClearPass in the left-navigation menu.

The Aruba Clear Pass section on the Modify Configuration page is displayed.

5. Specify the parameters for configuring Aruba ClearPass according to the guidelines provided in

6. After modifying the configuration, you can cancel the changes, save the changes, preview the changes,

or save the changes and deploy the configuration on the device. See “Modifying the Configuration of

Security Devices” on page 240.

Table 111: Fields on the Aruba Clear Pass Page

Field

Name

Authentication
Entry Timeout

Invalid
Authentication
Entry Timeout

No User Query

Description

Select the name of the Aruba ClearPass from the list.

Set the timeout interval after which the idle entries in the ClearPass authentication table expire.

The timout interval begins from when the user authentication entry is added to the ClearPass
authentication table. If a value of O is specified, the entries will never expire. Range is 10 through
1440 minutes.

Enter the expiry time in minutes to apply to invalid authentication entries in the SRX Series
authentication table for Windows active directory or Aruba ClearPass authentication sources.
Range is O through 1440 minutes.

The invalid authentication entry timeout setting is different from the general authentication entry
timeout setting. It allows you to protect invalid user authentication entries in an authentication
table from expiring before the user can be validated.

Enable this option to turn off the user query function without deleting the user query configuration.



Table 111: Fields on the Aruba Clear Pass Page (continued)

Field

User Query

Client ID

CA Certificate

Client Secret

Delay Query
Time

Description

Enable this option to allow the SRX Series device to query the ClearPass webserver for
authentication and identity information for an individual user, whose information was not posted
to the SRX Series device by ClearPass.

Enter the client ID that the SRX Series device requires to obtain an access token for the Integrated
ClearPass Authentication and Enforcement user query function. Range is 1 through 64.

If it is configured, the user query function allows the SRX Series device to query the CPPM for
authentication and identity information about individual users when it does not receive this
information from the CPPM through the SRX Series Web API daemon (webapi).

Specify the certificate file that the SRX Series device uses to verify the Clearpass server’s certificate
for the SSL connection that is used for the user query function. As the ClearPass administrator,
you must export the certificate of the server from the CPPM and import it to the SRX Series
device. Later, you must configure the ca-certificate path and the certificate filename on the SRX
Series device. For example, /var/tmp/RADIUSServerCertificate.crt.

Specify the client secret used with the client ID that the SRX Series device requires to obtain an
access token for the Integrated ClearPass Authentication and Enforcement user query function.
The client secret must be consistent with the client secret configured on the CPPM. Range is 1
through 128.

Enter the amount of time for the SRX Series device to delay before sending queries to the Aruba
ClearPass Policy Manager (CPPM) for authentication and identity information for individual users.
Range: O through 60 seconds.

After the delay timeout expires, the SRX Series device sends the query to the CPPM and creates
a pending entry for the user in the Routing Engine authentication table. During this period, any
arriving traffic matches the default policy whose action on the traffic you can configure.



Table 111: Fields on the Aruba Clear Pass Page (continued)

Field

Query API

Token API

Web Server

Address

Server Name

Port

Description

Enter the query-api to specify the path of the URL that the SRX Series device uses to query the
ClearPass Policy Manager (CPPM) webserver for authentication and identity information for an
individual user.

Consider the following query-api example: api/v1/insight/endpoint/ip/$IP$.

The SRX Series device generates the complete URL for the user query request by combining the
query-api string with the connection method (HTTPS) and the CPPM webserver IP address
({$server)).

https://{$server}/api/v1/insight/endpoint/ip/$IP$

In this example, the SRX Series device replaces the variables with the following values resulting
in a specific URL request for the individual user:
https://203.0.113.76/api/v1/insight/endpoint/ip/192.0.2.98.

Enter the token API that is used in generating the URL for acquiring an access token. The token
APl is combined with the connection method and the IP address of the ClearPass webserver to
produce the complete URL used for acquiring an access token.

For example, if the token API is oauth, the connection method is HTTPS, and the IP address of
the ClearPass webserver is 192.0.2.199, the complete URL for acquiring an access token would
be https://192.0.2.199/api/oauth. This is a required parameter. There is no default value.

Enter the IPv4 address of the ClearPass webserver to communicate with the SRX Series device.

The SRX Series device requests user authentication and identity information for an individual user
from the ClearPass webserver whose address is configured. If you configure the user query
function, the SRX Series device can obtain this information for a specific user when it does not
receive it from the ClearPass Policy Manager through Web API POST requests.

Enter the server name of the ClearPass webserver to communicate with the SRX Series device.

Select the TCP port of the SRX Series device to use for incoming HTTP or HTTPS connection
requests initiated by the ClearPass Policy Manager (CPPM).



Table 111: Fields on the Aruba Clear Pass Page (continued)

Field Description

Connect Method @ Select the application protocol used for the SRX Series device connection to the ClearPass Policy
Manager (CPPM) for user query requests. Default is HTTPS.

You identify the connection protocol as part of the configuration that identifies the CPPM server.
The user query function allows the SRX Series device to request from the CPPM user authentication

and identity information for an individual user.

o HTTP—Protocol that the CPPM uses to connect to the SRX Series device.
e HTTPS—Secure version of the protocol that the CPPM uses to connect to the SRX Series device.

Modifying the Configuration of Security Devices | 240
Using Features in Security Devices | 224

Security Devices Overview | 227

Configuring APBR Tunables for Security Devices

Use the APBR-Tunables page to configure the advanced policy-based (APBR) routing options to streamline
the traffic handling. Fine-tuning the APBR configuration such as limiting route changes and terminating
sessions are required to avoid the excessive transitions due to route changes.

To configure the APBR Tunables:

1. Select Devices > Security Devices.

The Security Devices page appears.
2. Select a device whose configuration you want to modify.

3. From the More or right-click menu, select Configuration > Modify Configuration.

The Modify Configuration page appears.

4. Click APBR-Tunables from the left-navigation menu.

The APBR-Tunables page appears.



5. Configure the parameters as per the guidelines provided in Table 112 on page 298.

6. Click Save to save the changes, Preview Changes to preview the configuration changes, Save and
Deploy to save the configuration and update changes to the device, or Cancel to discard the changes.
See “Modifying the Configuration of Security Devices” on page 240.

Table 112: Fields on the APBR Tunables Page

Field Description

Max route change Configure the threshold for limiting the number of times a route can change for a
session. The default value is 1.

Range is 0-5.

Drop on zone mismatch Enable this option to terminate the session instead of allowing traffic to traverse
through the same route bypassing APBR.

By default, this option is disabled.

Enable Log Enable logging to record events that occur on the device for APBR-related operations.

By default, the logging is disabled.
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Modifying the Express Path Configuration for Security Devices

Express path (formerly known as services offloading) is a mechanism for processing fast-path packets in
the network processor instead of in the Services Processing Unit (SPU). Express path considerably reduces
packet-processing latency by 500-600 percent.

You can use the Express Path section on the Modify Configuration page to view, create, edit, or delete
Flexible PIC Concentrator (FPC) details on a device. You can toggle the status of one or more express
paths. Express path is supported only on SRX5400, SRX5600, SRX5800, and rootLsys devices.

NOTE: Refer to the Junos OS documentation (available at https://www.juniper.net/documentation/
en_US/release-independent/junos/information-products/pathway-pages/junos/product/) for a
particular release and device. There you can find detailed information on the configuration
parameters for that device.

To modify the express path configuration:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select the devices whose configuration you want to modify. Click More or use the right-click menu
and select Configuration > Modify Configuration.

The Modify Configuration page appears.

3. Click the ExpressPath link in the left-navigation menu.

The Express Path section on the Modify Configuration page is displayed. The actions that you can
perform in this page are provided in Table 113 on page 300.

4. After modifying the configuration, you can cancel, save, preview, or save the changes and deploy the
configuration on the device. See “Modifying the Configuration of Security Devices” on page 240.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/

Table 113: Express Path Actions

Action

Add FPC details

Edit FPC details

Delete express path

Toggle the status of an
express path

Guidelines

Click the + icon to add FPC details.

The Add FPC Details page appears. Complete the configuration according to the guidelines
provided in Table 114 on page 300 and click OK.

The FPC details are created and you are returned to the Express Path section on the Modify
Configuration page.

Select an express path and click the pencil icon.

The Edit FPC Details page appears, showing the same fields that are presented when you
create an express path. See Table 114 on page 300 for a description of the fields. After you
have modified the express path, click OK.

The changes are saved and you are returned to Express Path section on the Modify
Configuration page.

Select one or more express paths and click the X icon to delete the routes.

The Warning page appears. Click Yes to confirm the deletion. The selected express paths
are deleted.

Select one or more express paths. Click More or use the right-click menu and select Toggle.
The activated express paths are deactivated and the deactivated express paths are activated.

NOTE: The Toggle option is enabled only when the selected express paths are a mix of
activated and deactivated records.

Table 114: Fields on the Add FPC Details Page

FPC Slot Number

np-cache

Enter a valid FPC slot number, which can be a value from O through 127.

Select this option to enable session cache on an I/O Card (I10C).
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Modifying the Device Information Source Configuration for Security Devices

Use the Device Information Source page to configure the authentication source. Supported authentication
sources include Active Directory and third-party network access systems.

The SRX Series device obtains the device identity information for authenticated devices from the
authentication source. After the SRX Series device obtains the device information, it creates a device
identity authentication table to store device identity entries. The SRX Series device searches the device
identity authentication table for a device match when traffic issuing from a user’s device arrives at the
SRX Series device. If it finds a match, the SRX Series device searches for a matching security policy. If it
finds a matching security policy, the security policy’s action is applied to the traffic.

NOTE: Refer to the Junos OS documentation (available at https://www.juniper.net/documentation/
en_US/release-independent/junos/information-products/pathway-pages/junos/product/) for a
particular release and device. There you can find detailed information on the configuration
parameters for that device.

To modify the authentication source:

1. Select Devices > Security Devices.

The Security Devices page appears.

N

. Select the devices whose configuration you want to modify.

3. Click More or use the right-click menu and select Configuration > Modify Configuration.

The Modify Configuration page appears.

4. Click the Authentication Source link in the left-navigation menu.

The Device Information Source page is displayed.
5. Select an authentication source.
6. After modifying the configuration, cancel the changes, save the changes, preview the changes, or save

the changes and deploy the configuration on the device. See “Modifying the Configuration of Security
Devices” on page 240.


https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/junos/product/
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Viewing the Active Configuration of a Device in Security Director

You can view the active configuration of one or more devices on the Security Devices page.
To view the active configuration:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select one or more devices. From the More or right-click menu, select Configuration > View Active
Configuration.

The View Active Configuration page appears, displaying the active configuration on the selected devices.
The left pane displays the Junos OS configuration statement hierarchy and the right pane displays the
CLI and XML views of the configuration; the CLI configuration is displayed by default.

3. Select the actions that you want to perform by using the guidelines provided in Table 115 on page 302.

4. Click Close to close the page.

You are returned to the Security Devices page.

Table 115: View Active Configuration Page Actions

Action Guideline

Navigate the configuration Click the right arrow to expand the configuration and the down arrow to collapse
the configuration.

Search the configuration Enter a search term in the text box in the left pane and mouse over the right side
of the text box and click the magnifying glass icon.

The configuration statements that match the search text are displayed in the left
pane. Select one or more check boxes to view the CLI corresponding to the search
results.



Table 115: View Active Configuration Page Actions (continued)

Action

Customize the configuration
display settings

View the configuration as it
appears in the CLI

View the configuration in XML
format

View selected parts of the
configuration

Export the configuration

Guideline

Click the gears icon in the left pane to modify the configuration display settings on
the View Active Configuration page.

The Modify Custom Settings page appears. Configure the settings according to the
guidelines provided in Table 116 on page 303.

Click Save to save your changes.

You are taken to the View Active Configuration page where the settings are applied.

Click the CLI tab to view the configuration as it appears on the device CLI. This is
the default view.

Click the XML tab to view the configuration in XML format.

Select the check box for a configuration statement to view the details of the
configuration stanza in the CLI or XML tabs.

If you have configured the option to select multiple configuration statements, then
you can view more than one configuration stanza by selecting multiple check boxes.

Click Export All to export the configuration for all the devices displayed.

The Job Details: Export Device Configuration page appears, displaying the status
of the job.

Click the Download link to download the configuration (in ZIP format) to your local
client.

Click OK to close the Job Details page. You are returned to the View Active
Configuration page.

Table 116: Modify Custom Settings

Setting

Multi Select

Alphabetical Ordering

Guideline

Select this check box if you want to view more than one configuration statement
hierarchy at the same time.

This check box is clear by default.

Select this check box to view the configuration statement in alphabetical order.
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Deleting Devices in Security Director

You can delete security devices from the Security Devices page. Deleting a device removes all device
configuration and device inventory information from the Junos Space database. If provisioning services
are associated with a device that you want to delete, you must remove the provisioning services before
deleting the device. Security Director deletes the corresponding VPNs when you delete a device from
Security Director.

To delete devices:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select the devices that you want to delete. From the More or right-click menu, select Operations >
Delete Devices.

The Delete Devices page appears displaying the devices selected for deletion.

3. Click OK to confirm the deletion.

The Job Details: Delete Device page appears displaying information about the job. If the job is successful,
Junos Space deletes all device configuration and inventory information for the selected devices from
the database.

4. Click OK to close the Job Details page.

You are returned to the Security Devices page.
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Rebooting Devices in Security Director

You can reboot security devices from the Security Devices page. You can also reboot virtual chassis setups,
dual Routing Engine (RE) setups, and cluster setups. However, you cannot reboot logical system (LSYS)
devices in Security Director.

NOTE: You can only reboot devices for which the connection status is Up.

To reboot devices:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select the devices that you want to reboot. From the More or right-click menu, select Operations >
Reboot Devices.

The Reboot Devices page appears displaying the devices selected for rebooting

3. Specify the parameters for rebooting devices according to the guidelines provided in
Table 117 on page 305.

4. Click OK to reboot the devices.

The Job Detail: Reboot Devices appears displaying the details of the job.

5. Click OK to close the Job Details page.

You are returned to the Security Devices page.

NOTE: You can view the job results from the Job Management page. If some of the devices fail to
reboot, you can use the Retry on Failed Devices action to retry rebooting the devices that failed
to reboot. See “Retrying a Failed Job on Devices in Security Director” on page 193.

Table 117: Reboot Devices Settings

Setting Guideline

Power off device after Select this check box if you want the devices to be powered off after the reboot.
reboot



Table 117: Reboot Devices Settings (continued)

Setting Guideline

Message Enter a message that will be broadcast to users who are logged in to the devices being
rebooted.

Type Specify whether the devices should be rebooted immediately or later. If you specify

that the operation should be run later, you must specify a start date and time (in
MM/DD/YYYY and HH:MM:SS 24-hour or AM/PM formats) for the reboot operation.
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Resolving Key Conflicts in Security Director

Devices connect to Junos Space using an RSA key. When the device is disconnected or is down, a new
RSA key can be generated from the Administration workspace of the Junos Space Network Management
Platform. However, when the device comes back online, it will not be able to reconnect to Junos Space
using this key. The Authentication Status column on the Security Devices page shows when the device is
in the Key Conflict state. You can use the Resolve Key Conflict action in such instances to resolve the key
conflict by providing the authentication credentials for the device.

To resolve key conflicts in one or more devices:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select the devices. From the More or right-click menu, select Operations > Resolve Key Conflict.

The Resolve Key Conflict page appears displaying the list of devices you selected.

3. For each device listed, select the device, click the Edit button, and enter the parameters according to
the guidelines provided in Table 118 on page 307.

4. Click the Upload button.



The Job Details: Upload RSA Keys page appears displaying the status of the job. The information about
the devices and the status of the upload for each device is displayed in a table.

5. Click OK to close the Job Details page.

You are returned to the Security Devices page.

Table 118: Resolve Key Conflict Settings

Setting Guideline

IP Address Displays the IPv4 or IPv6 address of the device.
Username Enter the username of the user on the device.

Password Enter the corresponding password for user on the device.
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Launching a Web User Interface of a Device in Security Director

You can access the Web User Interface of a device to manage it directly from Security Director. The device
should have the required Web Ul components installed and enabled.

NOTE: Once launched, the Web Ul appears in a new tab in your browser. Ensure that you enable
pop-ups on your browser for the device for which the Web Ul is being launched.

To launch the Web Ul of a device:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select the device for which you want to launch the Web Ul. From the More or right-click menu, select
Access > Launch Device WebUI.

The Juniper Web Device Manager page appears in a new tab or browser window.



3. Specify the login credentials according to the guidelines provided in Table 119 on page 308.

4. Click Log In to log in to the device.

If the authentication credentials are correct, you are logged in to the device and can perform the desired
operations on the device.

Table 119: Juniper Web Device Manager Settings

Setting Guideline
Username Username of the user on the device.
Password Password of the user on the device.
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Connecting to a Device by Using SSH in Security Director

You can establish an SSH connection to a device from the Security Devices page. You can also establish
multiple SSH sessions to the same device. A new SSH terminal window is opened for every new connection
to the device.

CAUTION: Some browser plug-ins might cause undesirable behavior in open SSH
A windows; disabling such plug-ins might resolve the issue.

Before you open an SSH session to connect to a managed device, ensure that:

e You have the privileges of a Super Administrator or Device Manager.

e The status of the managed device is UP.

NOTE: Once launched, the SSH window appears in a new window. Ensure that you enable pop-ups
on your browser for the device for which the application is being launched.



To connect to a device by using SSH:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select the device to which you want to connect. From the More or right-click menu, select Access >
SSH to Device.

The SSH to Device page appears in a new tab or browser window.

3. Specify the login credentials according to the guidelines provided in Table 120 on page 309.

4. Click Connect to log in to the device..

Junos Space validates the fingerprint stored in the database with that on the device. If the fingerprints
on the device match the fingerprints in the database, the SSH terminal is displayed. If the fingerprints
do not match, you need to acknowledge the device SSH fingerprints. See “Resolving Key Conflicts in

Security Director” on page 306.

5. Terminate the SSH session by typing exit at the command prompt, and then press Enter.

o

. Click the X button in the browser window or tab to close the SSH window.

Table 120: SSH to Device Settings

Setting Guideline

IP Address Displays the IP address of the device.

Username Enter the username of the user on the device.

Password Enter the corresponding password for user on the device.
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Importing Security Policies to Security Director

Security Director enables you to import firewall, NAT, and IPS policies from a device. All objects supported
by Security Director are imported during the policy import process.

To import a device configuration to Security Director:

1. Select Devices > Security Devices.
2. Select a device and then click More.

3. Click Import.
The Import Configuration page appears.

You can also right-click the selected device and select Import.
4. Select the policy to be imported to Security Director.
5. Click Next.

6. Resolve any conflicts after you verify the information, if needed.

NOTE: Security Director creates a new policy each time you import one. If a policy with the
same name but a different definition exists, then conflicts arise.

7. Click Finish.

Security Director displays a summary of the configuration changes.

8. Click the Summary Report link.

The summary report is downloaded as a ZIP file. This summary report .zip file contains the complete
rules report as a PDF.

9. Click OK to complete the import process.

The Job Details page appears with the import success details.



NOTE: You can download the summary report from Job Details page. Click Download Summary.
The summary report is downloaded in the ZIP format.

10.Click OK.
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Importing Device Changes

You can import out-of-band changes, which are made on the device and managed by Security Director.
To import the device changes:

1. Select Devices > Security Devices
2. Select a device and then click More.

3. Select Device Change > Import Device Change.
The Import Device Change page appears.

You can also right-click the selected device and select Device Change > Import Device Change.
4. Select the policy to be imported.
5. Click Next.
6. Resolve any conflicts after you verify the information, if needed.

7. Click Finish.



Security Director displays a summary of the configuration changes.
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Viewing Device Changes

You can check the status of the security configuration changes, either in CLI or XML format.
To view the device changes:

1. Select Devices > Security Devices.
2. Select a device and then click More.

3. Click Device Change > View Device Change.
The View Device Change page appears.

You can also right-click the selected device and select Device Change > View Device Change.

4. Enable the required service types to preview the selected policies on the device. For example, enable
Firewall Policy to preview the firewall policies on the device.

5. Click OK.

The View Configuration for x page appears, where, x is the configuration change name. For example,
View configuration for 1002009SecGWO01.

6. Select CLI or XML tab to check the status of the security configuration changes in the preferred format.

7. Click OK.

The configuration changes are displayed in both the CLI and XML tabs. You can push the configurations
to the device after validating the changes.
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Viewing and Exporting Device Inventory Details in Security Director

You can manage the device inventory from the Security Devices page. The device inventory is synchronized
with the Junos Space database after the device is discovered. The device is resynchronized with Junos
Space every time there is a change on the device (if Junos Space is the System of Record) or if you trigger
a manual resynchronization. When the device is synchronized, the device inventory in the Junos Space

database matches the inventory on the device.

To view and export device inventory details:

1.

Select Devices > Security Devices.

The Security Devices page appears.

. Select one or more devices. From the More or right-click menu, select View Inventory Details.

The inventory details for the devices that you selected are displayed on a new page with three tabs:
Physical Inventory, Physical Interfaces, and Logical Interfaces. The Physical Inventory tab is selected
by default. Table 121 on page 314 displays the fields on the Physical Inventory tab.

Click the export icon on the Physical Inventory tab to export the physical inventory details.

The Job Details: Export Physical Inventory page appears, displaying details of the job. When the job
completes, click the Download link to download the inventory details.

Click OK to close the Job Details page.

Click the Physical Interfaces tab to view the inventory details for the physical interfaces on the devices.
Table 122 on page 314 displays the fields on the Physical Interfaces tab.

Click the export icon on the Physical Interfaces tab to export the physical interface details.

The Job Details: Export Physical Interface page appears, displaying details of the job. When the job
completes, click the Download link to download the interface details.

Click OK to close the Job Details page.



6. Click the Logical Interfaces tab to view the inventory details for the logical interfaces on the devices.
Table 123 on page 315 displays the fields on the Logical Interfaces tab.

7. Click the export icon on the Logical Interfaces tab to export the logical interface details.

The Job Details: Export Logical Interface page appears, displaying details of the job. When the job
completes, click the Download link to download the interface details.

Click OK to close the Job Details page.

Table 121: Physical Inventory Tab Fields

Field

Module

Device Name

Model Number

Model

Part Number

Vendor Part Number

Vendor Material Number

Revision

Serial Number

Status

Domain

Description

Description

Type of module on the device.

Name of the device.

Model number of the device component.

Model of the device.

Part number of the device.

Part number of the optical module installed on the device.

Material number of the optical module installed on the device.

Revision number of the device.

Serial number of the device component.

Status of the component: Online or Offline. The status is updated during
periodic resynchronization of configuration information and on notification.

Domain to which the device is assigned.

Description of the component.

Table 122: Physical Interfaces Tab Fields

Field

Device Name

Description

Name of the device.



Table 122: Physical Interfaces Tab Fields (continued)

Field

Physical Interface Name

IP Address

IPvé address

Logical Interfaces

MAC Address

Operational Status

Admin Status

Link Level Type

Link Type

Speed

MTU

Description

Domain

Description

Standard information about the interface, in the format type-/fpc/pic/port, where
type is the media type that identifies the network device; for example, ge-0/0/6.

IPv4 address of the interface.

IPv6 address of the interface, if configured.

Link to the table of logical interfaces for the device.

Click View to view the logical interfaces for the corresponding physical interface.
MAC address of the device.

Operational status of the interface: up or down.

Admin status of the interface: up or down.

Link level type of the physical interface.

Physical interface link type: full duplex or half duplex.

Speed (in MBps) at which the data transfer occurs in the interface.

Maximum transmission unit size (in bytes) on the physical interface.

An optional description for this interface configured on the device. It can be any
text string of 512 or fewer characters. Any longer string is truncated to 512. If no

description was configured, this field is blank.

Domain to which the device is assigned.

Table 123: Logical Interfaces Tab Fields

Field

Device Name

Interface Name

IP Address

Description

Name of the device.

Standard information about the interface, in the format type- /fpc/pic/port.logical
interface, where type is the media type that identifies the network device; for example,

ge-0/0/6.135.

IP address for the logical interface.



Table 123: Logical Interfaces Tab Fields (continued)

Field Description

IPv6 Address IPv6 address for the interface, if configured.

Encapsulation Encapsulation type used on the logical interface.

VLAN VLAN ID for the logical interface.

Description An optional description for this interface configured on the device. It can be any

text string of 512 or fewer characters. Any longer string is truncated to 512. If no
description was configured, this field is blank.

Domain Domain to which the device is assigned.
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Previewing Device Configurations

You can preview the configuration changes that will be pushed to the security device. You can preview
the changes in either CLI or XML format.

To preview the configuration changes:

1. Select Devices > Security Devices.
2. Select a device and then click More.

3. Click Configuration and then select Preview Changes.

You can also right-click the selected device and select Configuration > Preview Changes.

4. Enable the required service types to preview the selected policies on the device. For example, enable
Firewall Policy to preview the firewall policies on the device.

5. Click OK.



The View Configuration for x page appears, where, x is the configuration change name. For example,
View configuration for 1002009SecGWO1.

6. Select either the CLI or XML tab to check the status of the security configuration changes in the
preferred format.

7. Click OK.

The configuration changes are displayed in both the CLI and XML tabs. You can push the configurations
to the device after validating the changes.

NOTE: If the configuration changes are more than 2 MB, you can download the CLI configuration
in PDF format.
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Refreshing Device Certificates

You can refresh the certificate of a device to authenticate VPN and SSL. When you add a device manually,
you need to synchronize the certificate, which can be done on more than one device at a time.

To refresh the device certificate:

1. Select Devices > Security Devices.
2. Select device you want to refresh the certificate and then click More.

3. Click Refresh Certificate.
The Refresh Device Certificates page appears.

You can also right-click the selected device and select Refresh Certificate.



. Select the device(s) for certificate synchronization and click OK.

The Job Details page appears and provides the status of the certificate synchronization.

Click View.

The list of available certificates on the device appears.

Click OK.

Refreshing the device certificate process is complete.
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Assigning Security Devices to Domains

You can assign devices to domains from the Security Devices page. By default, devices belong to the
domain in which you are present when you run the device discovery profile.

To assign devices to a domain:

1.

Select Devices > Security Devices.

The Security Devices page appears.

. Select the devices that you want to assign to one or more domains. From the More or right-click menu,

select Assign Device to Domain.

The Assign Device to Domains page appears, displaying the list of domains to which you can assign
the devices.

. Select one or more domains by clicking the check boxes corresponding to the domains.

. Specify whether warnings should be ignored for logical systems by selecting the Ignore Warnings check

box.



5. Click Assign.

The Assign Objects to Domain Status page appears, displaying the status of the domain assignment.

NOTE: Although the status of the domain assignment is displayed as success, when the Ignore
Warnings check box is selected it is possible that the selected devices are not assigned to the
domain. You can verify if the assign to domain action was successful or not by viewing the
corresponding audit log entry in the Audit Log page in Junos Space Network Management
Platform. If the assignment was unsuccessful, you can find out the reasons from the audit log
entry, rectify the problem, and retry the assignment.

6. Click OK.

You are returned to the Security Devices page.
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Acknowledging Device SSH Fingerprints in Security Director

You use the Acknowledge Device Fingerprint action to acknowledge the SSH fingerprints received from
the device or to resolve any SSH fingerprint conflicts between the fingerprints stored in the Junos Space
database and that on the device. This action is enabled only if the Authentication Status column on the
Security Devices page displays one of the following statuses: Credentials Based - Unverified; Key Based
- Unverified; Key Conflict - Unverified; or Fingerprint Conflict.

To acknowledge SSH fingerprints in one or more devices:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Select one or more devices. From the More or right-click menu, select Acknowledge Device Fingerprint.

The Acknowledge Device Fingerprint page appears, displaying the list of devices you selected.
Table 124 on page 320 displays the fields on this page.



3. For each device listed, select the device, click the Edit button, and enter the new fingerprint of the
device in the New Fingerprint field.

The fingerprint must be a string of 16 octets in hexadecimal format with numbers and lowercase letters

separated by colons.

4. Click OK.

The Confirm Acknowledge page appears asking you to confirm the fingerprint modification.

5. Click Yes.

The Job Details: Acknowledge Device Fingerprint page appears, displaying details of the job. If a
fingerprint entered for a device is in the valid format, then that fingerprint is updated in the Junos Space

database.

6. Click OK to close the Job Details page.

You are returned to the Security Devices page.

Table 124: Acknowledge Device Fingerprint Settings

Field

Hostname

IP Address

Authentication Status

Fingerprint

New Fingerprint

Description

Displays the hostname of the device.

Displays the IPv4 or IPv6 address of the device.

Displays the authentication status of the device.

If the Authentication Status column displays Fingerprint Conflict, this field displays the
current fingerprint value of the device as stored in the Junos Space database. This field
does not display any value if the Authentication Status column displays Key Conflict -

Unverified; Key Based - Unverified; or Credentials Based - Unverified.

Displays the new fingerprint value received from the device if the Authentication Status
field displays Fingerprint Conflict. Displays the current fingerprint value of the device as
stored in the Junos Space database if the Authentication Status field displays Key Conflict
- Unverified; Key Based - Unverified; or Credentials Based - Unverified
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Viewing Security Device Details

You can view the details of security devices from the Security Devices page.
To view the details of a device:

1. Select Devices > Security Devices.

The Security Devices page appears.

2. Right-click a device and select View Device Details from the shortcut menu. Alternatively, mouse over
a device entry and click the Detailed View icon that appears.

The Device Detail page appears. The fields displayed on this page are a subset of the fields displayed
on the Security Devices page. See “Security Devices Main Page Fields” on page 321 for details.

3. Click OK.

You are returned to the Security Devices page.
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Security Devices Main Page Fields

Use this page to view the security devices managed by Junos Space. You can perform various actions such
as uploading keys, modifying the device configuration, updating devices, viewing and importing device
changes, viewing the inventory details, and so on. You can filter and sort the devices displayed, and view
the details of each device. Table 125 on page 321 describes the fields on this page.

Table 125: Security Devices Main Page Fields

Field Description

Device Name Name of the managed device.

IP Address IP address of the device.

OS Version Operating system firmware version running on the device (This field displays Unknown for an

unmanaged device.)



Table 125: Security Devices Main Page Fields (continued)

Field

Schema Version

CPU

Storage

Authentication
Status

Connection Status

Description

Device Management Interface (DMI) schema version that Junos Space uses for the device. (This
field displays Unknown for an unmanaged device.)

Average CPU usage of a device that displays the CPU usage of both a control plane and a
forwarding plane. Starting in Junos Space Security Director Release 16.1, for an SRX Series
chassis cluster, you can view the usage of an individual user's CPU. Hover over the CPU meter
to view the usage as a percentage.

Average partition usage of a device. Starting in Junos Space Security Director Release 16.1R1,
for an SRX Series chassis cluster, you can view the usage of an individual user’s partition. Hover
over the storage meter to view the usage as a percentage.

Authentication status of the device:

o Key Based—The authentication key was successfully uploaded.
o Credential Based—A key upload was not attempted; log in to this device with your credentials.

e Key Based - Unverified—The new fingerprint on the device is not updated in the Junos Space
database.

e Key Conflict - Unverified—Key upload was unsuccessful, the new fingerprint on the device is
not updated in the Junos Space database.

e Credentials Based - Unverified—The new fingerprint on the device is not updated in the Junos
Space database.

e Key Conflict—The device was not available; the key upload was unsuccessful.

e Fingerprint Conflict—The fingerprint stored in the Junos Space database differs from the
fingerprint on the device.

e NA—The device is unmanaged.

Connection status of the device in Junos Space. Different values are displayed in network as
system of record (SOR) and Junos Space as SOR modes:

e Up—The device is connected to Junos Space. When the connection status is up, in network
as SOR mode, the Configuration Status is Out Of Sync, Synchronizing, In Sync, or Sync Failed.
In Junos Space as SOR mode, the status is In Sync, Device Changed, Space Changed, Both
Changed, or Unknown (which usually means connecting).

e Down—The device is not connected to Junos Space. When the Connection status is down,
the Configuration Status is None or Connecting.

o NA—The device is unmanaged.



Table 125: Security Devices Main Page Fields (continued)

Field Description

Managed Status e In Sync
e SD Changed
e Device Changed
e SD Changed, Device Changed

Platform Model number of the device (For an unmanaged device, the platform details are discovered
through SNMP. If the platform details cannot be discovered, the field displays Unknown.)

Pending Services List of the policy names that are assigned and published. Versioning information is included for
firewall and NAT policies.



Table 125: Security Devices Main Page Fields (continued)

Field

Configuration
Status

Description

Current state of the device configuration:

Connecting—Junos Space has sent a connection remote procedure call (RPC) and is waiting
for the first connection from the device.

Undefined—The device is in this state only for a short period when Junos Space is set as the
SOR.

Unknown—This state occurs in the following cases:

e When the device disconnects from Junos Space. The device status remains Unknown until
the device reconnects to Junos Space and the configuration status of the device is checked
against the Junos Space database. It will be in this state until the device connects

o If Junos Space is trying to push or synchronize changes to the device based on the workflow
for accepting or rejecting out-of-band changes on the device and the push or synchronize
fails.

In Sync—The synchronization operation has completed successfully; Junos Space and the
device are synchronized.
None—The device is discovered, but Junos Space has not yet sent a connection RPC.

Out Of Sync—In network as SOR mode, the device has connected to Junos Space, but the
synchronization operation has not been initiated, or an out-of-band configuration change on
the device was detected and auto-resynchronization is disabled or has not yet started.

Sync Failed—The synchronization operation failed.

Synchronizing—The synchronization operation has started as a result of device discovery, a
manual resynchronization operation, or an automatic resynchronization operation.

Space Changed—In Junos Space as SOR mode, there are changes made to the device
configuration from Junos Space.

Device Changed—In Junos Space as SOR mode, there are changes made to the device
configuration from the device CLI.

Space & Device Changed—In Junos Space as SOR mode, there are changes made to the device
configuration from the device CLI and Junos Space. Neither automatic nor manual
resynchronization is available.

In-RMA—The configuration of the defective device is maintained in Junos Space so that the
device can be reconnected and managed when it is replaced.

Reactivating—The defective device has been replaced and the reactivation of the replacement
device to bring it back under management has started.

Reactivate Failed—The operation to reactivate the device has failed.
Unmanaged—The device is unmanaged.
Waiting for deployment—The modeled device is unreachable and needs to be activated.

Modeled—The device is modeled.



Table 125: Security Devices Main Page Fields (continued)

Field

RAM

Device Family

Serial Number

Assigned Services

Installed Services

Fab Link Status

Control Link Status

Domain

Last Rebooted
Time

Description

Average RAM usage of a device that displays the RAM usage of both a control plane and a
forwarding plane. Starting in Junos Space Security Director Release 16.1R1, for an SRX Series
chassis cluster, you can view the usage of an individual user's RAM. Hover over the RAM meter
to view the usage as a percentage.

Device family of the selected device. (For an unmanaged device, this is the same as the vendor
name provided. The field displays Unknown if no vendor name was provided and if SNMP is not
used or has failed.)

Serial number of the device chassis (This field displays Unknown for an unmanaged device.)

List of all assigned services: firewall, NAT, IPS, and VPN. When a device is assigned to any firewall
policy including NAT, IPS and VPN, the policy name is displayed.

List of the policy names that are published and updated to the device (this includes policy names
for firewall, NAT, IPS, and VPN). Versioning information is included for firewall and NAT policies.

e Up

e Down

e Up

e Down

Domain to which the device belongs.

Date and time when the device was last rebooted manually (that is, the device status changes
from Down to Up) or from Junos Space.

Release History Table

Release

16.1

16.1

16.1

Description

Starting in Junos Space Security Director Release 16.1, for an SRX Series chassis cluster, you
can view the usage of an individual user’s CPU.

Starting in Junos Space Security Director Release 16.1R1, for an SRX Series chassis cluster, you
can view the usage of an individual user’s partition.

Starting in Junos Space Security Director Release 16.1R1, for an SRX Series chassis cluster, you
can view the usage of an individual user’s RAM.
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Overview of Device Discovery in Security Director

You use the device discovery feature to add devices to Junos Space. Device discovery is the process of
finding a device and then synchronizing the device inventory and configuration with the Junos Space
database. To use device discovery, Junos Space must be connected to the device.

You discover devices in Junos Space Security Director by creating and using a device discovery profile. A
device discovery profile contains information about discovery targets, probes used to discover devices,
credentials for authentication, and device SSH fingerprints, and is used to discover, authenticate, and
connect to the device.

During discovery, Junos Space connects to the physical device and retrieves the running configuration
and the status information of the device. To connect with and configure devices, Junos Space uses the
Juniper Networks Device Management Interface (DMI), which is an extension of the NETCONF network
configuration protocol.

To discover network devices, Junos Space uses SSH, and (optionally) ping, and SNMP protocols.

NOTE: Starting in Junos Space Security Director Release 16.2, Security Director discovers both
SRX Series devices and MX Series routers.



Release History Table

Release Description

16.2 Starting in Junos Space Security Director Release 16.2, Security Director discovers both
SRX Series devices and MX Series routers.
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Creating Device Discovery Profiles in Security Director

Use this page to configure a device discovery profile that you can use to discover devices.

Device discovery is the process of finding a device and then synchronizing the device inventory and
configuration with the Junos Space database. To use device discovery, Junos Space must be able to connect
to the device.

Before You Begin

o Read the “Overview of Device Discovery in Security Director” on page 327 topic.

e Review the Discovery Profiles main page to view the existing discovery profiles. See “Device Discovery
Main Page Fields” on page 336 for field descriptions.

Configuring Device Discovery Profiles
To configure a device discovery profile:

1. Select Devices > Device Discovery.

The Device Discovery page appears.

2. Click the + icon.

The Create Discovery Profile page appears.

3. Complete the configuration according to the guidelines provided in Table 126 on page 329.



NOTE: Fields marked with * are mandatory

4. Click OK.

A new device discovery profile is created and you are returned to the Device Discovery page. A Job
Details page pops up after a few seconds and displays the details of the job scheduled.

5. Click OK to close the Job Details page.

Table 126: Discovery Profile Settings

Setting

Add Device Discovery Target

Discovery Profile Name

Discovery Parameters

Target Type

Target Details

Start IP Address

Description

Enter a unique string containing only alphanumeric characters, spaces, and some
special characters (- _.). The name cannot start with a space and the maximum length
is 32 characters.

Specify whether the discovery parameters are entered manually or by using a
comma-separated values (CSV) file.

Select one of the options to specify the device targets, based on whether you want
to discover a single device or multiple devices.

Select either IP address or hostname for the target type.

If the target type is IP address, then enter the IPv4 or IPv6 address of the device that
you want to discover based on the IP mode enabled in Junos Space Network
Management Platform.

If the target type is hostname, then enter the hostname of the device that you want
to discover.

Click Next to continue.

Enter the starting IPv4 or IPv6 address of the range of IP addresses for the devices
that you want to discover.



Table 126: Discovery Profile Settings (continued)

Setting

End IP Address

IP Subnet

Subnet

Specify Probes

Use Ping

Use SNMP

SNMP Version

Community

Username

Authentication Type

Authenticated Password

Privacy Type

Privacy Password

Description

Enter the ending IPv4 or IPvé6 address of the range of IP addresses for the devices
that you want to discover.

NOTE: The maximum number of IP addresses for any target type is 1024.

Click Next to continue.

Enter the IPv4 or IPv6 address or the IP address and prefix of the subnet to which the
devices that you want to discover belong.

Enter the subnet mask of the subnet to which the devices that you want to discover

belong. If you enter a prefix in the preceding field, this field displays the subnet mask
calculated based on the prefix.

Click Next to continue.

Select this check box to use ping during the device discovery process. If you select
this check box, you must configure devices to respond to ping requests.

Select this check box to use SNMP during the device discovery process. If you select
this check box, you must configure SNMP on the devices being discovered.

Click Back to return to the previous section or Next to continue.

Select the SNMP version (V1/V2C, or V3).

For SNMP V1 or V2C, specify the SNMP community string.

Click Back to return to the previous section or Next to continue.

For SNMP V3, specify the username used for authentication.

For SNMP V3, specify the type of authentication used (MD5, SHA1, or None).

For MD5 or SHA1 as the authentication type, specify the authentication password to
be used.

For SNMP V3, specify the type of privacy to be used (AES128, DES, or None).

For AES128 or DES as the privacy type, specify the privacy password to be used.

Click Back to return to the previous section or Next to continue.



Table 126: Discovery Profile Settings (continued)

Setting

Specify Credentials

Authentication Type

Username

Password

Confirm Password

Specify Device Fingerprint

Specify Device Fingerprint

Schedule Discovery Job

Type

Recurrence

Import policies automatically
after device(s) being
discovered successfully

Description

Specify whether you want to use credential-based or key-based authentication.

Specify the username for credential-based or key-based authentication.

Click Back to return to the previous section or Next to continue.

For credential-based authentication, specify the password for logging in to the device.

For credential-based authentication, reenter the password for confirmation.

Click Back to return to the previous section or Next to continue.

Specify the device fingerprint for each device target. The fingerprint must be a string
of 16 octets in hexadecimal format with numbers and lowercase letters separated by
colons. This is an optional step.

Click Back to return to the previous section or Next to continue.

Specify whether you want to run the device discovery job immediately or schedule it
for a later date and time.

Select this check box if you want the device discovery job to recur and specify the
details of the recurrence.

Select this check box if you want to import policies of devices into the Junos Space
database after the devices are discovered and managed by Junos Space.

Click Back to return to the previous section or Finish to go to a summary page.
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Editing, Cloning, and Deleting Device Discovery Profiles in Security Director

You can edit, clone, and delete discovery profiles from the Device Discovery page. You clone a device
discovery profile to easily create a new discovery profile. You delete discovery profiles that are not used.

Editing Device Discovery Profiles

To edit a device discovery profile:

1.

Select Devices > Device Discovery.

The Device Discovery page appears.

. Select the discovery profile that you want to edit, and click the pencil icon.

The Edit Discovery Profile page appears, showing the same fields that are presented when you create
a discovery profile.

Edit the discovery profile fields as needed.

NOTE: Some fields cannot be edited.

Click OK to save the changes.

The changes are saved and you are returned to the Device Discovery page. A Job Details page pops
up after a few seconds and displays the details of the job scheduled.

. Click OK to close the Job Details page.

Cloning Device Discovery Profile

To clone a device discovery profile:

1.

Select Devices > Device Discovery.

The Device Discovery page appears.

2. Select the discovery profile that you want to clone, and click the Clone button or select Clone from

the More or right-click menu.

The Clone Discovery Profile page appears, showing the same fields that are presented when you create
a discovery profile.



3. Modify the discovery profile fields as needed.

4. Click OK to save the changes.

The cloned discovery profile is created and you are returned to the Device Discovery page. A message
indicating that the device discovery profile was cloned is displayed at the top of the page. A Job Details
page pops up after a few seconds and displays the details of the job scheduled.

5. Click OK to close the Job Details page.

You are returned to the Device Discovery page

Deleting Device Discovery Profiles

To delete one or more device discovery profiles:

1. Select Devices > Device Discovery.

The Device Discovery page appears.

2. Select the device discovery profiles that you want to delete, and click the X icon.

A warning dialog box appears asking you to confirm the deletion.

3. Click Yes to delete the selected device discovery profiles.

The device discovery profiles are deleted and you are returned to the Device Discovery page.

Creating Device Discovery Profiles in Security Director | 328
Overview of Device Discovery in Security Director | 327

Running a Device Discovery Profile in Security Director | 333

Running a Device Discovery Profile in Security Director
In the Device Discovery page, you can run a device discovery profile immediately in order to discover
devices.

If you previously created a device discovery profile that was scheduled to run later and you now want to
run the discovery profile immediately, this feature enables you to do so without modifying the profile.



To run a device discovery profile immediately:

1.

Select Devices > Device Discovery.

The Device Discovery page appears.

. Select the device discovery profile and click the Run Now button.

A device discovery job is triggered. After a few seconds, the Job Details page appears displaying
information on the job.

Click OK to close the Job Details page.

You are returned to the Device Discovery page.
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Viewing the Device Discovery Profile Details in Security Director

You can view the details of device discovery profiles, which allows you to view information about a device
discovery profile at a quick glance on one page, from the Device Discovery page.

To configure a device discovery profile:

1.

Select Devices > Device Discovery.

The Device Discovery page appears.

Double-click the discovery profile for which you want to view the details. Alternatively, select the
discovery profile and from the More or right-click menu, select View.

The View Discovery Profile page appears. Table 127 on page 335 describes the fields on this page.

Click OK.

You are returned to the Device Discovery page



Table 127: View Discovery Profile Page Fields

Field

Device Target

Discovery Profile Name

Target Type

Target Details

Probes

Use Ping

Use SNMP

SNMP Version

Community

Username

Privacy Type

Key-Based

Credentials

Authentication Type

Username

Fingerprints

Hostname/IP

Fingerprint

Description

Name of the device discovery profile

Indicates the type of target used to discover devices (IP address, IP address range,
IP subnet, hostname, or imported from a comma-separated values (CSV) file).

Indicates the value of the specified target type. For example, if the target type
is IP range, then the IP address range is displayed.

Indicates whether ping is enabled for device discovery or not.

Indicates whether SNMP is enabled for device discovery or not.

If SNMP is enabled, indicates the version of SNMP used for device discovery.

Displays the community string used for SNMPv1 and SNMPv2c.

For SNMPv3, indicates the username of the user that is used for authentication
on the device.

Indicates the type of privacy used for SNMPv3.

Indicates whether key-based authentication is used or not.

Indicates whether the authentication is credential-based or key-based.

Displays the username for credential-based or key-based authentication.

Displays the hostname or IP address of the device.

Displays the fingerprint for the device.
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Device Discovery Main Page Fields

Use this page to view, create, edit, clone, and delete device discovery profiles. You can filter and sort the
device discovery profiles displayed, and view details of each device discovery profile.Table 128 on page 336

describes the fields on this page.

Table 128: Device Discovery Main Page Fields

Field

Device Discovery Profile

Target Type

Target Details

Probes

Username

Key-Based

Schedule

Recurrence

Description

Name of the device discovery profile

Indicates the type of target used to discover devices (IP address, IP address range,
IP subnet, hostname, or imported from a comma-separated values (CSV) file).

Indicates the value of the specified target type. For example, if the target type is IP
range, then the IP address range is displayed.

Indicates the version of the SNMP probes used.

Indicates the username of the user that is used for authentication on the device.

Indicates whether key-based authentication is used or not.

Indicates the date and time at which the device discovery profile is scheduled to run.

If the recurrence is configured for the device discovery profile, this field displays the
recurrence details.
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Creating Secure Fabric and Sites

To access this page, click Devices>Secure Fabric.

You create sites within your secure fabric from the secure fabric page.

e Plan out your sites in advance. A site is a grouping of network devices, including firewalls and switches,

that contribute to threat prevention.

e Keep in mind that when you create a site, you must identify the perimeter firewalls so you can enroll

them with Sky ATP.

o If you want to enforce an infected host policy within the network, you must assign a switch to the site.

e Devices cannot belong to multiple sites.

e Switches and connectors cannot be added to the same site

To create a site within your secure fabric:

1.

Select Devices>Secure Fabric.

Click the + icon.

Complete the configuration by using the guidelines in Table 129 on page 338 below.

Click OK.

Create a new site and add an enforcement point to a site.



Table 129: Fields on the Create Site Page

Field Description

Site Enter a unique string that must begin with an alphanumeric character and can include
underscores; no spaces allowed; 63-character maximum.

Description Enter a description; maximum length is 1024 characters. You should make this description
as useful as possible for all administrators.

WARNING: If you add certain SRX Series Devices to your Secure Fabric as enforcement

A points, you may see a warning that the device(s) must be reconfigured in enhanced mode
and require a reboot. Here is a list of SRX models that may require rebooting for enhanced
mode after being registered with Policy Enforcer/Sky ATP.

e SRX340
e SRX345
e SRX650
e SRX240h2
e SRX320
e SRX300
e SRX550
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Secure Fabric Overview

Secure Fabric is a collection of sites which contain network devices (switches, routers, firewalls, and other
security devices), used in policy enforcement groups. When threat prevention policies are applied to policy
enforcement groups, the system automatically discovers to which sites those groups belong. This is how
threat prevention is aggregated across your secure fabric.



e Add Enforcement Points—Click the Add Enforcement Points link to add Firewalls, Switches, and/or
Connectors. There is a one-to-one mapping between devices with sites. If a device is mapped to a site,
you cannot use the same device to map to a different site. The connector can be mapped to multiple
sites. To filter by type, click the three vertical dots beside the search field and select the check box for
the device type. See “Creating Secure Fabric and Sites” on page 337 for more information.

o Drag and Drop Enforcement Points—From the main page, you can select enforcement points and drag
them to other sites to include them there. When you drag, the enforcement point is disenrolled from
the current site and gets enrolled to the new site where the enforcement point is dropped.

You can either have switches or a connector as enforcement points and not both. However, you can
drag a switch and add to a site that already has a switch or SRX Series device.

Table 130 on page 339 shows fields on the Secure Fabric page.

Table 130: Fields on the Secure Fabric Page

Field

Site

Enforcement Points

Model

IP

SKYATP Enroll Status

Last Updated

Description

Description

Specifies the name of the secure fabric site.

Specifies the enforcement points for that particular site, if enforcement points are already
added. If not added, click Add Enforcement Points to add Firewalls, Switches, or Connectors
as enforcement points.

A firewall icon is shown against some of the devices to indicate that they are the perimeter
firewalls.

For connectors, if you hover over the enforcement point, a tool tip is shown listing the
corresponding vSRX devices with IP addresses and descriptions.

Specifies the type of the enforcement point. For example, vSRX, QFX, Connector.

Specifies the IP address of the enforcement point, if the enforecement point is available.

Specifies the status of the SkyATP enrollment.

The Success status with a warning symbol indicates that the device is enabled for cloud feeds
only and there is no support for malware capability and enhanced mode. This field will be
blank if the device fails to disenroll SkyATP.

If the status is Failed, click Retry to enroll the device with Sky ATP again. You can hover over
the Failed status to see the corresponding job details. The device enroll retry option is available
only when the status is Failed.

Specifies the date on which the Secure Fabric page was last updated.

Specifies the description that you had entered at the time of creating a secure fabric site.
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Adding Enforcement Points

Use the Add Enforcement Points page to assign devices to a site and indicate which devices are perimeter
firewalls. To enroll a device with Sky ATP, you must assign one or more perimeter firewalls to each site.

NOTE:
e When a connector instance is assigned to a site, that particular connector instance will not be
listed as available enforcement point for other sites.

e If you want to enforce an infected host policy within the network, you must assign a switch to
the site.

e Assigning a device to the site will cause a change in the device configuration.

To add firewalls, switches, or connectors as an enforcement point:

1. Select Devices>Secure Fabric.

The Secure Fabric page appears.

2. Select the required site for which you want to add enforcement points, and click Add Enforcement
Points.

The Add Enforcement Points page appears.
3. Complete the configuration as shown in Table 131 on page 341.

4. Click OK.



Table 131: Fields on the Add Enforcement Points Page

Field

Enforcement
points

Perimeter
Firewall

Description

All device types are displayed in the list. To filter by type, click the three vertical dots beside the search
field and select the check box for the device type.

To include a device, select the check box beside the device in the Unassigned Devices list and click
the > icon to move them to the Selected list. The devices in the Selected list will be included in the
site.

There is a one-to-one mapping between devices and connectors with sites. If a device or a connector
is mapped to a site, you cannot use the same device or a connector to map to a different site.

NOTE: Firewall devices are automatically enrolled with Sky ATP as part of this step. No manual
enrollment is required. The only exception is “no selection” mode where Sky ATP is not available and
therefore no enrollment takes place. (see “Sky ATP Configuration Type Overview” on page 901)

The name of the connector type is shown as a tool tip when you hover over the name.

Select the edge firewall devices connecting the network to the internet. These devices will receive
the threat feeds. Only firewall devices (SRX and vSRX) that you choose in the Enforcement Points
field appear in the Perimeter Firewall field.

Among the listed firewall devices, you can choose which firewall device to consider as a perimeter
firewall. Only the perimeter devices are enrolled to Sky ATP. If you do not choose any firewall device
as a perimeter firewall, all firewall devices listed in this field are enrolled to Sky ATP as perimeter
firewalls by default.

You can delete devices manually from the field. However, all the firewall devices are still available in
the list to include later. To remove firewall devices permanently from list, you must move the firewall
devices from the Selected column to the Available column in the Enforcement points field.

In any Sky ATP configuration types, if there is a firewall device assigned to a site, it is mandatory to
assign one of those devices as a perimeter firewall. If there are no firewall devices assigned to a site,
the perimeter firewall list will be empty.

When you enroll a connector instance to Policy Enforcer, the connector instance provides few vSRX
Series devices. These vVSRX devices are discovered by Policy Enforcer in Junos Space. Hover over the
connector instances appearing in the Secure Fabric page to view the details of the corresponding
VvSRX devices. The vSRX Series devices associated with a connector are not shown in the Perimeter
Firewall field. However, they are considered as perimeter firewalls.

NOTE: If a branch SRX Series device is added and selected as a perimeter firewall, system reboots
and a warning message is shown before rebooting the system.
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Editing or Deleting a Secure Fabric

You can edit or delete a secure fabric from the secure fabric main page.
Editing or Deleting a Secure Fabric
To edit or delete a secure fabric:

1. Select Devices > Secure Fabric.

The secure fabric page appears.

2. Select the secure fabric you want to edit or delete and then right-click.

o Select Edit to modify your secure fabric. The secure fabric configuration page appears. Make the
changes and click OK.

¢ Select Delete to remove your secure fabric. An alert message appears verifying that you want to
delete your selection. Click Yes to delete your selection.
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This section presents an overview of how Juniper Networks vSRX Virtual Services Gateway integrates in
the VMware NSX environment as an advanced security service with Junos Space Security Director as its

security manager.



VMware NSX Overview

VMware NSX is VMware's network virtualization platform for the software-defined data center (SDDC).
Similar in concept to server virtualization, network virtualization decouples network functions from physical
devices. With VMware NSX, existing networks are immediately ready to deploy a software-defined data
center. This enables data center operators to create, provision, and manage their networks with greater
agility and operational efficiency. VMware NSX is completely managed by the VMware vCenter Server
through the VMware vSphere Web Client.

The VMware NSX network virtualization platform is security orientated. The NSX Distributed Firewall
(DFW) on all ESXi hosts to provide a set of kernel-based Layer 2 (L2) through Layer 4 (L4) stateful firewall
features inside the ESXi hypervisor to deliver segmentation within each virtual network. Every virtual
machine (VM) running in a VMware NSX environment can be protected with a full stateful firewall at a
granular level. DFW operates at the vNIC of each individual VM.

VMware NSX, however, does not provide advanced L4 through L7 security services which are critical to
provide complete protection in a SDDC environment. Environments that require advanced, application-level
network security capabilities can leverage VMware NSX to distribute, enable, and enforce advanced
network security services in a virtualized network context.

You can add the vSRX Virtual Services Gateway as a partner security service in the VMware NSX
environment. The vSRX security service is managed by the Junos Space Security Director and VMware
NSX Manager to deliver a complete and integrated virtual security solution for your SDDC environment.
The vSRX provides advanced security services, including intrusion detection and prevention (IDP), and
application control and visibility services through AppSecure.

DFW implements a stateful traffic steering mechanism that identifies what traffic should be sent to the
VSRX VM. The protected VMs and the security service vSRX VM run on the same physical ESXi host.

VvSRX Integration with NSX Manager and Junos Space Security Director

To deploy the advanced security features of the vSRX Virtual Services Gateway in the VMware NSX
environment, the Junos Space Security Director, vSRX, and NSX Manager operate together as a joint
solution to fully automate the provisioning and deployment of the vSRX to protect applications and data
from advanced cyberattacks.

Integration of the vSRX VM in the VMware NSX environment involves use with the following management
software:

e Junos Space Security Director—The centralized security management platform responsible for service
registration and configuration of each vSRX instance. The Security Director provides you with the ability
to manage a distributed network of virtualized and physical firewalls from a single location. The Security
Director functions as the management interface between the NSX Manager and the vSRX Services
Gateway. Security Director manages the firewall policies on all vSRX instances.



e NSX Manager—The centralized network management component of VMware NSX. The NSX Manager
provides integration with the VMware vCenter Server, which enables you to manage the VMware NSX
environment through VMware vCenter. All VMware NSX operations and configuration is done through
VMware vCenter, which communicates with the NSX Manager through Representational State Transfer
(REST) APIs to delegate tasks to the responsible owner. The NSX Manager is always associated with a
VMware vCenter Server.

The NSX Manager is added as a registered device in the Security Director and communication is
bidirectionally synchronized by the Junos Space Policy Enforcer between the two management platforms.
All shared objects (such as security groups) are synchronized between the NSX Manager and Security
Director. This includes the IP addresses of all VMs in ESXi hosts, including the vSRX agent VMs. The
Security Director creates an address group for each security group synchronized from the NSX Manager,
along with the addresses of each member of the security group. The security groups discovered from the
NSX Manager are mapped to dynamic address groups (DAG) in the Security Director. The Policy Enforcer
retains the mapping of all IP addresses between security groups and dynamic address groups.

The vSRX Services Gateway is deployed as a partner service appliance in the VMware NSX environment.
VvSRX agent VMs are deployed for each ESXi host in a cluster. You use security policies to direct all VM
traffic in an ESXi host through the vSRX VM (the Juniper security service) for L4 through L7 advanced
security analysis.

High-Level Workflow

Figure 32 on page 346 provides a high-level workflow of how the NSX Manager, Security Director, and
VSRX interact to deploy VSRX as a security service in the VMware NSX environment.
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Figure 32: vSRX, Security Director, and VMware NSX Integration Workflow
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1. The Junos Space Security Director initiates communication with the NSX Manager. The Security Director
discovers, registers, and adds the NSX Manager as a device in its database. The Security Director also
deploys the vSRX instance from the .ovf file and registers it as a security service. The NSX Manager
and its inventory of shared objects (for example, security groups) and addresses are then synchronized
with the Security Director. The registration process uses the Policy Enforcer to enable bidirectional
communication between the Security Director and the NSX Manager.

2. The NSX Manager deploys the registered vSRX instance as a Juniper security service for each ESXi
host in a vSphere cluster. The deployment is based on the vSRX .ovf file. Whenever an ESXi host is
added to a vSphere cluster, NSX Manager creates a vSRX agent VM in the new ESXi host. The same
process occurs if an ESXi host is removed from a vSphere cluster.

3. After the vSRX agent VM is provisioned as a security service on each ESXi host in a vSphere cluster,
NSX Manager notifies Security Director by using REST API callbacks. The Security Director pushes the
initial boot configurations and Junos OS configuration policies to each vSRX agent VM to support the
NSX security group. The Security Director is aware of the NSX security groups and corresponding
address groups, and all deployed vSRX agent VMs are automatically discovered (one per ESXi host).

Security policies redirect relevant network traffic originating from the VMs in a specific security group
in the ESXi hosts in a vSphere cluster to the Juniper security service vSRX agent VM in each ESXi host
for further analysis.



4. The vCenter Server and the NSX Manager continue to send real-time updates on changes in the virtual
environment to Security Director.

5. The Security Director dynamically synchronizes the object database to all vSRX agent VMs deployed
in ESXi clusters. Security groups discovered from NSX Manager are mapped to a dynamic address group
(DAG) in Security Director. The Security Director manages the firewall policies on the vSRX agent VMs.
Using the Security Director, you create advanced security service policies (for example, an application
firewall policy or an IPS policy) and push those policies to each vSRX agent VM in an ESXi host.

NSX
VMware NSX Data Sheet

Junos Space Security Director

VSRX

Before You Deploy vSRX in VMware NSX Environment

Before you begin deploying the vSRX Virtual Services Gateway as an advanced security service in VMware
NSX:

e Download the .ovf file of the vSRX software image from Juniper Networks website and save it to the
Policy Enforcer. The vSRX OVF URL automatically appears in the Register Security Service page of the
Security Director when you register the vSRX virtual machine (VM) as a Juniper security service on the
NSX Manager.

o Obtain the Juniper SDSN for NSX license key (see “Juniper SDSN for VMware NSX Licensing” on page 349).
¢ Install two or more VMware ESXi hosts. See the VMware documentation for details.

o Install the VMware vCenter Server on a Windows VM or physical server, or deploy the VMware vCenter
Server Appliance. Connect to the vCenter Server from the vSphere Web Client. See the VMware
documentation for details.

o Create a vSphere distributed switch (VDS) in the vSphere environment, add each ESXi host to a common
VDS, and then configure the ESXi hosts in a vSphere cluster. For each host cluster that will participate
in NSX, all hosts within the cluster must be attached to a common VDS. See the VMware documentation
for details.


http://www.vmware.com/products/nsx.html
http://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/products/nsx/vmware-nsx-datasheet.pdf
https://www.juniper.net/us/en/products-services/security/security-director/
https://www.juniper.net/us/en/products-services/security/srx-series/vsrx/#literature
https://www.juniper.net/support/downloads/?p=vsrx#sw

e Deploy VMs on each ESXi host by using the vSphere Web Client. See the VMware documentation for
details.

e Install the VMware NSX Manager in your vCenter Server environment by using the vSphere Web Client.
The NSX Manager is the centralized network management component of NSX, and is installed as a virtual
appliance on any ESXi host in your vCenter Server environment. It provides an aggregated system view.
See the VMware documentation for details.

NOTE: Ensure that NSX Manager is configured in single vCenter Mode and not in multiple
vCenter mode. See the VMware documentation for details.

Table 132 on page 348 lists the system software requirement specifications for the components of a vSRX,
Security Director, and VMware NSX integration.

Table 132: System Software Specifications for vSRX in VMware NSX Environment

Component Specification
VMware ESXi Server 6.0 Update 3 or later
VMware vCenter Server 6.3.1 or later
VMware NSX for vSphere 6.3.1 or later

NOTE: For sites that are running vSphere 6.5, vSphere 6.5a is
the minimum supported version with NSX for vSphere 6.3.0.

VMware NSX Manager 6.3.1 or later

Linux Kernel 3.10.x or later

Junos Space Security Director 17.1 or later

Junos Space Policy Enforcer 17.1 or later

VSRX Junos OS Release vSRX 15.1X49-D100 or later

Junos OS Release VSRX 15.1X49-D101 or later

Junos OS Release 17.4R1 or later

Memory 4GB

Disk space 16 GB (IDE or SCSI drives)



Table 132: System Software Specifications for vSRX in VMware NSX Environment (continued)

Component Specification
vCPUs 2 vCPUs
vNICs A single vNIC for management traffic. Network traffic is

forwarded to the vSRX over a Virtual Machine Communication
Interface (VMCI) communication channel by the ESXi
hypervisor.

NOTE: VMClI is not a network interface (NIC) but a
VMWare-proprietary device for Host to Guest Communication.

VMware NSX for vSphere 6.2 Documentation Center
VMware vSphere 6 Documentation

vSphere Installation and Setup

Juniper SDSN for VMware NSX Licensing
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Juniper SDSN for VMware NSX Advanced Security Licenses | 350
License Duration | 351

License Procurement and Installation | 351

VMware NSX is VMware’s network virtualization platform for the Software Defined Data Center (SDDC).
You can add the vSRX Virtual Services Gateway as a partner security service in the VMware NSX
environment. The vSRX security service is managed by the Junos Space Security Director and VMware
NSX Manager to deliver a complete and integrated virtual security solution for your SDDC environment.
The vSRX provides advanced security services (Layer 7 services), including intrusion detection and prevention
(IDP), and application control and visibility services through AppSecure.


https://pubs.vmware.com/NSX-62/index.jsp
https://www.vmware.com/support/pubs/vsphere-esxi-vcenter-server-6-pubs.html
https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-602-installation-setup-guide.pdf

The Juniper SDSN for VMware NSX licensing includes support for Juniper’s virtual firewall (vSRX), Network
Security services (AppSecure, IDP) and the Juniper SDSN and Security Management solutions (Policy
Enforcer and Security Director) for VMware NSX-based private cloud advanced security.

Juniper SDSN for VMware NSX Advanced Security Licenses

The SDSN for NSX Advanced Security (ADS) licenses that are available from Juniper Networks provide
entitlement for protection of one physical CPU socket, with one vSRX instance key provided for each
license. Typically, a VMware ESXi server has multiple CPU sockets, and each CPU socket has multiple
cores.

All Juniper SDSN for NSX ADS licenses have an associated time duration; you purchase licenses as
subscription based for a 1-year, 3-year, or 5-year duration.

NOTE: A Juniper SDSN for NSX ADS license cannot be purchased as a perpetual (never expire)
license. Each license is only available on a subscription basis.

Each license includes support for the following:

o Juniper vSRX Series Virtual Services Gateway, including:
o Stateful L3-L4 firewall
o Advanced Application Security (ASEC) features (such as AppID, AppFW, AppQoS, and AppTrack)
e Intrusion Detection and Prevention (IDP)

e Juniper Security Management solutions, including:

e Junos Space Security Director

o SDSN Policy Enforcer

The licenses available in the Juniper SDSN for VMware NSX ADS licensing model are based on SKUs which
represent the terms of subscription and the supported features.

Table 133 on page 351 describes the various license packages.



Table 133: Juniper SDSN for VMware NSX ADS Licensing Packages

License Model
Number Description

JNSX-ADS-1-1Y Juniper SDSN for NSX Advanced Security with vSRX for 1 physical CPU socket - 1 Year
Subscription

The 1 year subscription license includes support for Security Director, Policy Enforcer,
1 vSRX entitlement for 1 physical CPU socket protection with AppSecure and IDP feature
support

JNSX-ADS-1-3Y Juniper SDSN for NSX Advanced Security with vSRX for 1 physical CPU socket - 3 Year
Subscription

The 3 year subscription license includes support for Security Director, Policy Enforcer,
1 vSRX entitlement for 1 physical CPU socket protection with AppSecure and IDP feature
support

JNSX-ADS-1-5Y Juniper SDSN for NSX Advanced Security with vSRX for 1 physical CPU socket - 5 Year
Subscription

The 5 year subscription license includes support for Security Director, Policy Enforcer,
1 vSRX entitlement for 1 physical CPU socket protection with AppSecure and IDP feature
support

License Duration

The Juniper SDSN for NSX ADS license model is subscription based. A subscription license is an annual
license that allows you to use the licensed software for the matching duration. Subscriptions might involve
periodic downloads of content (such as for IDP threat signature files). At the end of the license period,
you need to renew the license to continue using it.

Subscription licenses start when you retrieve the license key or 30 days after purchase if you have not

retrieved the license key. All subscription licenses are renewable.

License Procurement and Installation

To enable a Juniper SDSN for NSX ADS license, you must purchase, install, and manage the license key
that corresponds to the specific terms of each license. The presence of the appropriate software unlocking
key on your virtual instance allows you to configure and use that license.

Licenses are usually ordered when the software application is purchased, and this information is bound to
a customer ID. If you did not order the licenses when you purchased your software application, contact



your account team or Juniper Networks Customer Care at https://www.juniper.net/in/en/contact-us/ for
assistance. Licenses can be procured from the Juniper Networks License Management System (LMS).

From the Junos Space Security Director you discover the NSX Manager and perform service registration
of the VSRX VM with the NSX Manager. The NSX Manager is added as a device in Security Director and
its inventory is synchronized with Security Director. Discovering the NSX Manager and registering vSRX
as a security service in Security Director are described in detail in “Deploying the vSRX as an Advanced
Security Service in a VMware NSX Environment” on page 364.

As part of the service registration procedure, in the Service Manager Registration section of the Add NSX
Manager page, you enter the license key (see Figure 33 on page 352).

Figure 33: Service Manager Registration: Entering the License Key
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About the NSX Managers Page

To access this page, click Security Director > Devices > NSX Managers.

Use the NSX Managers page to discover the NSX Manager and perform service registration of the vSRX
VM with the NSX Manager. The NSX Manager is added as a device in the Security Director and its inventory
is synchronized with Security Director.

Before you Begin

1. Install the Policy Enforcer Release 17.1 OVA image.

a. After the installation is complete, log in to the Policy Enforcer VM through SSH. Run the service
commands to verify the status of the following services:


https://www.juniper.net/in/en/contact-us/
https://www.juniper.net/generate_license/

servi ce nsxm cro status

service sd_event_listener status
servi ce nsx_cal | back_|istener status
service ssh_listener status

b. If services are stopped, initiate the services again by running the following commands:

service nsxmcro start

service sd _event |listener start
service nsx_cal | back_listener start
service ssh_|listener start

2. Select Security Director > Administration > Policy Enforcer > Settings, and add Policy Enforcer to
Security Director. For more information, see Identifying the Policy Enforcer Virtual Machine In Security
Director.

3. Download the SSH Key. Copy the vSRX OVA file to the Policy Enforcer VM along with the downloaded
SSH key. See “Downloading the SSH Key File” on page 354.

4. Obtain the vSRX license key before adding the NSX Manager to the Security Director.

Tasks You Can Perform

You can perform the following tasks from this page:

e Download the SSH Key. See “Downloading the SSH Key File” on page 354.

Add the NSX Manager. See “Adding the NSX Manager” on page 356.

Register security services. See “Registering Security Services” on page 358.

Delete the NSX Manager. See “Deleting the NSX Manager” on page 361.

e Synchronize the NSX inventory.

Field Descriptions

Table 134 on page 353 provides guidelines on using the fields on the NSX Managers page.
Table 134: Fields on the NSX Managers Page

Field Description

Hostname/IP Address Specifies the hostname or the IPv4 address of the NSX Manager.


https://www.juniper.net/documentation/en_US/release-independent/policy-enforcer/topics/task/installation/policy-enforcer-vm-ident.html
https://www.juniper.net/documentation/en_US/release-independent/policy-enforcer/topics/task/installation/policy-enforcer-vm-ident.html
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Table 134: Fields on the NSX Managers Page (continued)

Field Description
Name Specifies the name of the NSX Manager.
Associated vCenter Specifies the hostname or the IP address of the vCenter associated with the

NSX Manager that is automatically fetched by Security Director.
Associated vCenter Status Specifies the connection status of an associated vCenter.
Service Manager Registration Status = Specifies the registration status of the security services.

Services Specifies the service definition of a selected NSX Manager.

Click View to view the service definition.
Port Specifies the port number of the NSX Manager.

Username Specifies the username of the NSX Manager. The user must have the
administrator privileges to access the NSX Manager.

Connection Status Specifies the connection status of the NSX Manager.
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I Downloading the SSH Key File

You must copy the vSRX OVA image to the Policy Enforcer virtual machine (VM) before adding the NSX
Manager.



Use the Upload Image page to download the SSH key file and copy the vSRX OVA file to the Policy Enforcer
VM by using the SFTP command with the downloaded SSH key. You must perform this as a first step
before adding the NSX Manager.

To download the SSH key:

1.

Select Security Director > Devices > NSX Managers.

The NSX Managers page appears.

Click Download SSH Key.

The Download SSH Key page appears.

Click Download SSH Key.

The SSH key is downloaded and saved in your local drive.

Copying vSRX OVA Image File to Policy Enforcer from Linux Machines

To copy the vSRX OVA file to a Policy Enforcer VM from a Linux machine:

1.

Copy the downloaded SSH key file to the same directory where the vSRX OVA image file is saved.

Navigate to the directory path where vSRX OVA and SSH key files are located.

Run the chmod 600 <<SSHKEYFILE>> command to change the permission of the SSH key file.

Run the following commands:
o sftp -o “IdentityFile=<<SSHKEYFILE>>" nsxmicro@<<pe_ipaddress>>
o cd publish
e put <<VSRX OVA FILE>>
The vSRX OVA file will be copied to the Policy Enforcer VM after sometime.

. After the vSRX OVA file is copied, you can add the NSX Manager and register its services in the Security

Director.

Copying VSRX OVA Image File to Policy Enforcer from MAC Machines

To copy the vSRX OVA file to a Policy Enforcer VM from a MAC machine:

1.

2.

Copy the downloaded SSH key file to the same directory where the vSRX OVA image file is saved.

Navigate to the directory path where vSRX OVA and SSH key files are located.



Run the chmod 600 <<SSHKEYFILE>> command to change the permission of the SSH key file.

Run the following commands:
o sftp -i sshkey nsxmicro@<pe_ip>
¢ cd publish
e put *<<VSRX OVA FILE>>
The vSRX OVA file will be copied to the Policy Enforcer VM after sometime.

After the vSRX OVA file is copied, you can add the NSX Manager and register its services in the Security
Director.

Understanding Juniper SDSN for VMware NSX Integration | 343
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Adding the NSX Manager

Use the Add NSX Manager page to add the NSX Manager in to the Security Director database. Based on
the NSX details provided, the Security Director automatically fetches the associated VMware vCenter

Server hostname from NSX.

To add a NSX Manager:

1.

Select Devices > NSX Managers.

The NSX Managers page appears.

Click the add icon (+)..

The Add NSX Manager page appears.

Complete the configuration by using the guidelines in Table 135 on page 357.

Click Finish to complete the configuration.



After adding the NSX Manager, you must register the vSRX VM as a Juniper security service with the
NSX Manager. See “Registering Security Services” on page 358.

Table 135: Fields on the Add NSX Manager Page

Field

Name

Host

Port

Username

Password

Description

SSL Certificate

Accept SSL Certificate

Service Manager Registration

SD Username

SD Password

License Key

Description

Enter the name of the NSX manager.

Enter the IPv4 address of the NSX manager.

Enter the port number of the NSX Manager. The NSX Manager and Security Director
use SSL to communicate on TCP port 443.

Enter the username of the NSX Manager to allow Security Director to authenticate
the communication.

Enter the password of the NSX Manager to allow Security Director to authenticate
the communication.

Enter a description about the NSX Manager; you can use a maximum of 255
characters.

View the SSL certificate required to authenticate the NSX Manager.

Select this option to accept the SSL certificate. This is a mandatory field.

Enter the username of Security Director to allow the NSX Manager to authenticate
its communication with Security Director.

Enter the password of Security Director to allow the NSX Manager to authenticate
its communication with Security Director.

Enter the license key of vSRX VM.

Associated vCenter - vCenter Server

Host

Port

Username

Enter the IPv4 address of the VMware vCenter Server.

Enter the port number of the VMware vCenter Server. Default: 443

Enter the username of the VMware vCenter Server. Security Director uses these
credentials to discover the vCenter server and fetch the VM inventory details.
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Table 135: Fields on the Add NSX Manager Page (continued)

Field Description

Password Enter the password of the VMware vCenter Server. Security Director uses these
credentials to discover the vCenter Server and fetch the VM inventory details.

SSL Certificate View the SSL certificate required to authenticate the vCenter Server.

Accept SSL Certificate Select this option to accept the SSL certificate. This is a mandatory field.
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I Registering Security Services

Use the Register Security Service page in Security Director to register a Juniper security service on a
specific NSX Manager. After registering the security service from Security Director, log in to the vCenter
server and deploy the service from NSX.

To register the Juniper security service:

1. Select Devices > NSX Managers.

The NSX Managers page appears.
2. Select the NSX Manager for which service needs to be registered.

3. From the More list or right-click menu, select Register Security Service.

The Register Security Service page appears.



359

4. Complete the configuration by using the guidelines in Table 136 on page 359.

5. Click Register to complete the registration.

A confirmation message appears if the registration is successful or not.

To verify if the security service registration is successful, from the vSphere Web Client, click Networking
& Security and then click Service Definitions. In the Service Managers tab, verify that Security Director

is listed with the status as In Service.

Table 136: Fields on the Register Security Service Page

Field

Service Name

vSRX OVF URL

VvSRX Root Password

Description

RELATED DOCUMENTATION

Description
Enter the name for the Juniper Security Service.

The vSRX OVF image that you have copied to the Policy Enforcer VM s listed here.
Select the vSRX OVF image from the list.

Enter the root password of the vSRX instance.

The same root password is set for all the vSRX VMs deployed in NSX.

Enter the description of the Juniper security service registration; you can use a
maximum of 255 characters.
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Editing NSX Managers

Use the Edit NSX Manager page to edit the information of an already discovered NSX Manager.
To edit the NSX Manager:

1. Select Devices > NSX Managers.

The NSX Manager page appears listing all the discovered NSX Managers.

2. Select the NSX Manager that you want to edit, and click the pencil icon.

The Edit NSX Manager page appears, showing the same fields that are displayed when you add the
NSX Manager.

3. Edit the NSX Manager fields as needed.

The changes are saved and you are returned to the NSX Managers landing page.

Viewing Service Definitions

Use the Service Definitions page to view the list of services registered for the NSX Manager.
To view the service definitions:

1. Select Devices > NSX Managers.

The NSX Manager page appears listing all the discovered NSX Managers.

2. In the Services column, click View to view the service definitions for the required NSX Manager.

The Service Definitions page appears. Table provides the guidelines on using the fields on this page.

Table 137: Field on the Service Definitions Page

Field Description
Service Name Specifies the name of the registered service.

OVF URL Specifies the vSRX OVF URL.



Table 137: Field on the Service Definitions Page (continued)

Field Description

Version Specifies the version of the service.

Deleting the NSX Manager

Use the Delete NSX Manager option to delete the NSX Manager from the Security Director inventory.
Along with NSX Manager, the associated vCenter server is also deleted.



Before You Begin
Before you delete the NSX Manager, perform the following steps:

1. Unbind all bindings of network object from a service profile in VMWare vCenter Server.
e Login to the vSphere Web Client through the VMware vCenter Server.
e Select Networking & Security > Service Definitions.
The Service Definitions page appears.
e Double-click on the Juniper service.

The respective service page appears, as shown in Figure 34 on page 362.

Figure 34: Service Instances Page
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¢ In the left pane, click on the global instance > Service Profiles > Juniper Vendor Template.
The Juniper Networks Template page for the selected service appears.

o Select the template and from the Actions list, select Apply to Objects.
The Apply to Network Objects page appears.

e Remove the object associated with a service profile by moving the object listed under Selected
Objects column to Available Objects column.

2. Delete the redirect policy in VMWare vCenter Server.

o Select Networking & Security > Service Composer.
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The Service Composer page appears.
o In the Security Policies tab, right-click the security policy and select Delete.
The security policy along with corresponding firewall rules are deleted.
Delete the deployed services in VMWare vCenter Server.
e Select Networking & Security > Installation.
The Installation page appears.
¢ In the Service Deployments tab, right-click on the service name and select Delete.
The deployed service is deleted.
Deregister the service definition in VMWare vCenter Server.
o Select Networking & Security > Service Definitions.
The Service Definitions page appears.
e Double-click on the Juniper service.
The respective service page appears.
¢ In the left pane, click on the global instance > Service Profiles > Juniper Vendor Template.
The Juniper Networks Template page for the selected service appears.
¢ In the Related Object tab, right-click on the template and click Delete.
o Select Service Definitions in the left pane.
The Service Definitions page appears.
¢ In the Service tab, right-click on the service and click Delete.

The Remove service definition pop-up message appears to confirm the delete operation. Enable the
Delete service manager option and click Yes.

delete the NSX Manager:

. Select Devices > NSX Managers.

The NSX Manager page appears.

. Select the NSX Manager that you want to delete.

From the More list, or right-click menu, select Delete NSX Manager.

A confirmation message appears to confirm the deletion.
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NOTE: You cannot delete NSX Manager if the security service is already deployed in NSX.

4. Click Yes to confirm the deletion.

The NSX Manager and its associated vCenter server are deleted from the Security Director inventory.

NOTE: You cannot delete a NSX Manager if there is a NSX Secure Fabric. You must first delete
the Secure Fabric. See
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Use the following procedures to deploy the vSRX as an advanced security service virtual machine (VM) in
the VMware NSX environment. The vSRX VM is deployed in conjunction with Juniper Networks Junos
Space Security Director and VMware NSX Manager. In each procedure you are instructed whether to
perform the steps in the NSX Manager (from the VMware vCenter Server) or in the vSphere cluster. For
example, you create the security group using the NSX Manager, but the discovery of devices happens in
the vSphere cluster.

The deployment steps are performed in the following sequence :

Creating a Security Group (VMware vCenter Server)

You create a security group by using the NSX Manager from the VMware vCenter Server. Each security
group is a logical collection of objects from your vSphere inventory. These objects include VMs that you
want to be members in the same security group and to which you will apply the vSRX as a Juniper security
service. You can apply an advanced security service policy to all the objects contained in a security group.

To create a security group from the VMware vCenter Server:
1. Login to the vSphere Web Client through the VMware vCenter Server.
2. From the vSphere Web Client, click Hosts and Clusters to view hosts and clusters in the vSphere Web

Client inventory. From the Summary tab, you can verify the vSphere cluster and the VMs associated
as part of this cluster. All VMs are part of the VXLAN network and can communicate over this VLAN.

3. From the vSphere Web Client, click Networking & Security and then click Service Composer. The
Service Composer appears. From the Service Composer, click the Security Groups tab.

4. Click the Add Security Group icon to create a new security group that contains the specific VMs you
want as members of the same group, as shown in Figure 35 on page 366.



Figure 35: Create a New Security Group Page
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5. Type a name and description for the security group and then click Next.

6. On the Define dynamic membership page, define the criteria that an object must meet for it to be
added to the security group you are creating. You can define a dynamic group membership criteria for
the VMs that are to be part of each security group. For example, VM membership in a security group
can be tagged by name. You define the exact membership criteria that you want to use to group VMs.
Group membership is associated dynamically at runtime.

Click Next.

7. On the Select objects to include page, select the tab for the resources you want to include in this
security group. Click Next.

8. On the Select objects to exclude page, select the tab for the resources you want to exclude from this
security group. Click Next.

9. Click Finish to complete creating the security group.



Discovering the NSX Manager and Registering vSRX as a Security Service in vSphere cluster

You use the Junos Space vSphere cluster to discover the NSX Manager and perform service registration
of the vSRX VM with the NSX Manager. The NSX Manager is added as a device in the Security Director,
and its inventory is synchronized with the Security Director.

NOTE: Ensure that SNMP is disabled in the Security Director while performing device discovery
for the vSRX agent VM. If SNMP is enabled in Security Director, the vSRX agent VM discovery
operation fails.

To discover the NSX Manager from the Security Director:

1. Select Security Director > Devices > NSX Managers.

The NSX Managers page appears.

2. Click the Add icon (+) to add the NSX Manager to the Security Director.

The Add NSX Manager page appears, as shown in Figure 36 on page 367.

Figure 36: Add NSX Manager Page
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3. In the NSX Manager section, enter the following information:



e Name—Enter the name of the NSX Manager.
e Host—Enter the IP address of the NSX Manager.

e Port—Enter the port number of the NSX Manager. The NSX Manager and Security Director use SSL
to communicate on TCP port 443.

e Username, Password—Enter the username and password of the NSX Manager that are required for
communication to be authenticated by the Security Director.

e Description—Enter a description for the NSX Manager you are to add to the Security Director.

e SSL Certificate—View the SSL certificate to authenticate the NSX Manager and select the Accept
SSL Certificate option to accept the SSL certificate.

This is a mandatory field to discover the NSX Manager. The SSL Certificate field appears once you
enter the NSX details.

. Click Next.

. In the Service Manager Registration section, enter the following details about the Security Director:

e SD Username, SD Password—Enter the username and password of Security Director to allow the
NSX Manager to authenticate communication to the Security Director.

e License Key—Enter the license key for the previously procured Juniper SDSN for NSX license (see
“Juniper SDSN for VMware NSX Licensing” on page 349 for background details).

. Click Next.

. In the vCenter Server section, provide the following details about the vCenter Server:
o Host—Enter the IP address of the VMWare vCenter Server.
e Port—Enter the port number of the VMWare vCenter Server. By default, 443 is used.

e Username, Password—Enter the username and password of the VMware vCenter Server. Security
Director uses these credentials to discover the vCenter Server and fetch the VM inventory details.

e SSL Certificate—View the SSL certificate to authenticate the vCenter Server and select the Accept
SSL Certificate option to accept the SSL certificate. To discover the vCenter Server, it is mandatory
to accept the certificate.

. Click Finish.

The Summary page of configuration changes appears. Click OK to add the NSX Manager. When you
return to the NSX Managers page, you will see the discovered NSX Manager listed, as shown in
Figure 37 on page 369.
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SECLIRITY DIRECTOR < Globa L 0
Devices | NSX Managers
NSX Managers @
Download S5H Key
Mame HostnamefIF Address Associated vCenter Sendces Conneciien Staius Last Sync Time
SO-MSX1 +10.0.0.0 “t0:0.01 Wiew @ Connecied Jul 30 2047 14:37 38

1 nems

After adding the NSX Manager, you must register the vSRX VM as a Juniper security service with the NSX
Manager.

To register the vSRX instance as a Juniper security service:

1. Select the NSX Manager for which service needs to be registered, right-click or from the More list,
select Register Security Service.

The Register Security Service page appears, as shown in Figure 38 on page 369.

Figure 38: Register Security Service Page
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2. In the Service Name field, enter the name of the Juniper security service.

3. Fromthe vSRX OVF URL list, select the available vSRX OVF image that you copied to the Policy Enforcer
machine.
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4. Inthe vSRX Root Password field, enter the root password of the vSRX instance. The same root password
will be set for all the vSRX instances deployed in NSX.

5. In the Description field, enter a description.

6. Click Register.

A confirmation message indicates whether the registration is successful or not.

The vSRX instance registered as a new service in the vSphere Web Client environment. The vSRX is added
as a network service that can be deployed by the NSX Manager.

In the vSphere Web Client, verify the following:

o Click Networking & Security and then click Service Definitions. Click the Services tab and verify that
<service-name> v1.0 is listed in the table (the newly registered vSRX VM) along with the Security Director
as the Service Manager, as shown in Figure 39 on page 370.

Figure 39: Service Definitions Page
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e Click the Service Managers tab and verify that the Security Director is listed with a status of In Service,
as shown in Figure 40 on page 371.



Figure 40: vSphere Web Client Service Manager Page
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The NSX Manager and its inventory are now synchronized with the Security Director. All shared objects
(such as security groups) are synchronized between the NSX Manager and Security Director. The shared
objects include the IP addresses of all VMs in ESXi hosts, including the vSRX agent VMs. Security Director
creates a dynamic address group(DAG) for each security group synchronized from the NSX Manager, along
with the addresses of each member of the security group.

After you register a Juniper security service in the NSX Manager, the NSX Manager uses the vSRX agent
VM to communicate the service status. The NSX Manager transmits messages to the Security Director
when any changes or activities are happening in the NSX Manager that are related to the Juniper security
service.

Deploying VSRX as a Security Service on a vSphere Cluster (VMware vCenter Server)

The next step is to deploy the Juniper security service on a vSphere cluster. You perform this action as a
new service deployment, selecting the Juniper security service and the specific vSphere cluster on which
you want the vSRX agent VM deployed.

Before you deploy the vSRX agent VM as a security service on the vSphere cluster, you must create a
static IP pool with a primary DNS for the vSRX. To create the static IP pool:



Create a static IP pool with a primary DNS for the vSRX. This is a mandatory step before you deploy the
vSRX agent VM.

1. From the vSphere Web Client, select Networking & Security and then NSX Managers.

2. In the Navigator column, select the name of the NSX Manager and click Manage > Grouping Objects
> IP Pools.

3. Click the Add icon (+) to add the static IP pool.

The Add Static IP Pool page appears, as shown in Figure 41 on page 372.

Figure 41: Add Static IP Pool Page
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4. In the Name field, provide a name for the IP pool.

5. In the Gateway field, provide a default gateway IP address.

6. In the Prefix Length field, provide a prefix length of the DNS.

7. Provide the primary and secondary DNS and the DNS suffix . This is a mandatory field.

8. In the Static IP Pool field, provide the IP address ranges to be included in the pool.

9. Click OK.

A new IP pool is created for the vSRX to be deployed.



To deploy the vSRX agent VM as a security service for a vSphere cluster:

1. From the vSphere Web Client, click Networking & Security and then click Installation.

The Installation page appears.

2. Click the Service Deployments tab and then click the New Service Deployment (+) icon. The Deploy
Network & Security Services page appears, as shown in Figure 42 on page 373.

Figure 42: Deploy Network and Security Services Page
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3. From the Select services & schedule page, select <service-name> v1.0 as the service to deploy and then
click Next.

4. From the Select clusters page, select the data center and one or more clusters on which the vSRX agent
VM is to be deployed, and then click Next.

5. From the Select storage and Management Network page:

¢ Select the datastore on which to allocate shared storage for the vSRX agent VM, as shown in
Figure 43 on page 374. ESXi hosts should be configured so that they can access shared storage. If you
select Specified on-host, ensure that the datastore for the ESXi host is specified in the Agent VM
Settings of the ESXi host in the cluster. See the VMware documentation for details.



Figure 43: Select Storage and Management Network Page
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e Select the network that you intend to use for traffic to the vSRX agent VM. If you select Specified
on-host, ensure that the network to be used is specified in the Agent VM Settings > Network property
of the ESXi host in the cluster. See the VMware documentation for details.

NOTE: The datastore and network must be configured for each ESXi host in the cluster.

For IP assignment, you can choose an IP pool to assign a range of IP addresses from a selected static

IP pool or create a new static IP pool.

6. Click Next to access the Ready to complete page, and then click Finish to publish the changes and
deploy the vVSRX agent VM security services to the specified cluster. From the Service Deployments
tab, you will see that the Juniper security service has been successfully deployed on the selected

vSphere cluster.

7. From the vSphere Web Client, click Hosts and Clusters and verify that vSRX agent VMs are listed as
service-name v1.0 in the vSphere Web Client inventory and created for each ESXi host in the vSphere

cluster.



NOTE: service-name is the name provided at the time of service registration.

8. The Security Director automatically discovers all the deployed vSRX VM agents by using the
device-initiated discovery. A new firewall and IPS group policies are created and all devices are assigned
to these group policies.

NOTE: The Security Director creates predefined IPS policies with a single IPS template. You
can either add more IPS templates or convert the predefined IPS policies to custom IPS policies.

When you add an ESXi host in the vSphere cluster, NSX Manager automatically detects that the new ESXi
host and adds the Juniper security service vSRX agent VM for it.

Verifying vSRX Agent VM Deployment in Security Director

In the Security Director, based on the NSX Manager discovery, NSX security groups are automatically
synchronized with Security Director. For each service group in NSX Manager, Security Director creates a
corresponding dynamic address group.

To verify that the vSRX agent VMs have been properly deployed:

1. Select Security Director > Devices > NSX Managers.

The NSX Managers page appears with the discovered NSX Manager and the vSRX instance registered
as a new service in the vSphere Web Client environment.

2. Select Security Director > Monitor > NSX Inventory > Security Groups.

The Security Groups page appears listing all the security groups obtained from NSX and the
corresponding dynamic address groups created by the Security Director, as shown in
Figure 44 on page 376.



Figure 44: Security Groups Page

Security Groups

Security Groups @

MEX Manager
S0-HEX1
SD-NSX1
SO-HEXT
SO-HEXT
SO-HEXT
SO-HEXT
SO-HEXT
S0-H3XT

S0-NEX1

18 Rows

g2

Merban

Wi

Yl

L

e

D finigon

WMLGLIEST_QS_FULL_MAME caniaing

SMLMAME encs with ssx 20

WILMNAME encs with =z 1B

WMLGUEST OS5 _FULL_MAME cantains

CURITY _TAG contains iesiSE O

DG Mame

SO-MENT st g

SDMEK1-A1

E0MEXT =2

S0-MNEXT -ssxTEvm

S0-MNEXT-AZ
SE0MEX1-sg
S0-MEX1-5g2
SO-MNEXT-K

S0-MEX1

3. Select Security Director > Monitor > vCenter Server Inventory > Virtual Machines.

The Virtual Machines page appears, listing the VMs that are dynamically fetched by the associated
vCenter, as shown in Figure 45 on page 377. You can view the security groups associated with each
VM. Also, you can view security groups associated with each VM.
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Figure 45: Virtual Machines Page
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Automatic Creation of Security Policy in the NSX Environment to Direct Traffic Through the
VvSRX Agent VMs (VMware vCenter Server)

After you deploy vSRX agent VM security services to the ESXi hosts in a vSphere cluster, security policies
are automatically created to redirect any network traffic originating from the VMs in a specific security
group to the Juniper security service vSRX agent VM residing in the ESXi host for further analysis.

To direct the traffic to the vSRX agent VMs in each ESXi host by using the automatically created security
policies:

1. In the Security Director, install the IPS signature to all the vSRX VM agents.
2. Onthe Firewall and IPS Policies page, add new rules to the automatically created firewall or IPS policies

with respective dynamic address groups, as shown in Figure 46 on page 378. You can also use the
application firewalls in the firewall rules.



Figure 46: Firewall Policy Rules Page
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4. After the firewall and IPS policies are successfully updated in the Security Director, log in to the vSphere
Web Client to verify the security policies in NSX Manager.

Select Network & Security > NSX Managers, and the Navigator column, select the NSX Manager name.
The security policies are automatically created in NSX Manager by Security Director, as shown

Figure 47 on page 378.

Figure 47: NSX Security Groups Page
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5. From the vSphere Web Client, select Networking & Security and then select Firewall.

The Firewall page appears.
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6. In the right pane, select the Partner Security Services tab to view the complete list of automatically
created security policies from the Security Director, as shown in Figure 48 on page 379.

Figure 48: Firewall Page
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7. The corresponding traffic now goes through the vSRX VM agent.

When you return to Security Director > Devices > Security Devices, you can view the active configuration
for the vSRX agent VMs, as shown in Figure 49 on page 379.

Figure 49: Security Devices Page
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The NSX Manager is aware of the security groups that the Juniper security service monitors. If any changes
occur in the security group, the NSX Manager notifies the Security Director about those changes. If
membership changes, the NSX Manager notifies the Security Director of the changes and the Security
Director updates its database based on the new membership.
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vCenter Servers
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About the vCenter Servers Page

To access this page, select Security Director > Devices > vCenter Servers.

VMWare NSX Manager is always associated to a vCenter Server. Based on the NSX Manager discovered
by Security Director, the NSX service automatically fetches the associated vCenter server hostname. The
NSX service uses the specific vCenter credentials provided by the user at the time of adding the NSX
Manager, to connect to vCenter and obtain any required inventory from it.

Use the vCenter Servers page to view details of an associated vCenter Server.

Tasks You Can Perform

You can perform the following task from this page:

e Synchronize any changes to the inventory objects in vCenter with the vCenter database.

Field Descriptions

Table 138 on page 381 provides guidelines on using the fields on the vCenter Servers page.

Table 138: Fields on the vCenter Servers Page

Field Description
Host Name Specifies the hostname of the associated vCenter Server.
Port Specifies the port number of the vCenter server.

Connection Status Specifies the connection status of NSX Manager and associated vCenter server.
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Firewall Policies Overview

Security Director provides you with four types of firewall policies:



o Device Policy—Type of firewall policy that is created per device. This type of policy is used when you
want to push a unique firewall policy configuration per device. You can create device rules for a device
firewall policy.

Security Director views a logical system like it does any other security device, and it takes ownership of
the security configuration of the logical system. In Security Director, each logical system is managed as
a unique security device.

During a device assignment for a device policy, only devices from the current domain are listed.

NOTE: If Security Director discovers the root logical system, the root Isys discovers all other
user Isys inside the device.

Security Director allows a device to have a device-specify policy and to be part of multiple group policies.
Rules for a device are updated in the following order:

¢ Rules within Policies Applied Before 'Device Specific Policies'
o Rules within Device-Specific Policies

o Rules within Policies Applied After 'Device Specific Policies'

Rules within Policies Applied Before 'Device Specific Policies' take priority and cannot be overridden.
However, you can override rules within Policies Applied After 'Device Specific Policies' by adding an
overriding rule in the Device-Specific Policies. In an enterprise scenario, “common-must-enforce” rules
can be assigned to a device from the Policies Applied Before ‘Device Specific Policies’, and
“common-nice-to-have” rules can be assigned to a device from the Policies Applied After ‘Device Specific
Policies’.

NOTE: An exception can be added on a per device basis in “Device-Specific Policies” . For a
complete list of rules applied to a device, select Configure > Firewall Policy > Devices. Select a
device to view rules associated with that device.

All devices policy enables rules to be enforced globally to all the devices managed by Security Director.
All devices policy is part of the Global domain and is visible in all the child domains if the view parent is
enabled.

e Group—Type of firewall policy that is shared with multiple devices. This type of policy is used when you
want to update a specific firewall policy configuration to a large set of devices. You can select the policy
placement to be before device specific or after device specific. When a group firewall policy is updated
on the devices, the rules are updated in the following order:

» Rules within Policies Applied Before 'Device Specific Policies'

o Rules within Device-Specific Policies



o Rules within Policies Applied After 'Device Specific Policies'

During a device assignment for a group policy, only devices from the current and child domains (with
view parent enabled) are listed. Devices in the child domain with view parent disabled are not listed.
Not all the group policies of the Global domain are visible in the child domain. Group policies of the
Global domain (including All device policy) are not visible to the child domain, if the view parent of that
child domain is disabled. Only the group policies of the Global domain, which has devices from the child
domain assigned to it, are visible in the child domain. If there is a group policy in global domain with
devices from both D1 and the Global domains assigned to it, only this group policy of the Global domain
is visible in the D1 domain along with only the D1 domain devices. No other devices, that is the
Device-Exception policy, of the Global domain is visible in the D1 domain.

ou cannot edit a group policy of the Global domain from the child domain. This is true for All Devices
policy as well. Modifying the policy, deletion of the policy, managing a snapshot, snapshot policy and
acquiring the policy lock is also not allowed. Similarly, you cannot perform these actions on the
Device-Exception policy of the D1 domain from the Global domain. You can prioritize group policies
from the current domain. Group policies from the other domains are not listed.

The basic settings of a firewall policy are obtained from the policy profile. The basic settings include log
options, firewall authentication schemes, and traffic redirection options.

Firewall policies are displayed in a tabular view. You can select a policy and apply rules either inline or
using the + icon. For more information, see “Creating Firewall Policy Rules” on page 396.
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Policy Ordering Overview

By default, new policies go to the end of a policy lookup list. Therefore, it is possible for one policy to
eclipse or overshadow another policy. The order of configured policies is significant in how the device
handles traffic. Policy look up is performed in the order that policies are configured. The first policy that
matches the traffic is used. If a specific policy is listed after a general policy, it is highly probable that the
specific policy will not be used.



For example, if you have two policies configured for the same source zone, destination zone, source IP
address, and destination IP address, but one policy has permit-all and one has permit-mail, the policy with
permit-mail would never be matched if it is listed after the policy with permit-all.

Because policies execute in the order of their appearance, you must be aware of the following:
e Policy order is important.
o Newly created policies go to the end of the policy list.

e You can change the order of policies.

e The last policy in the policy list is the default policy, which has the default action of denying all traffic.
Reordering a Policy

You can correct policy overshadowing by simply reversing the order of the policies, putting the more
specific one first.

NOTE: Policy ordering is extremely important in Virtual Private Networks (VPN) environments.
Listing a VPN or encryption policy first ensures that VPN traffic reaches the encryption policy, not
a general permit policy.

The S. No. (sequence number) column on the Zone Policy page allows you to reorder the policies:

e Use the S. No. column to type a number to change the policy order.

e Drag and drop a selected policy from one location to another.

The sequence number changes as you drag the policy or manually type a new sequence number. The
sequence numbers of all the policies below the newly moved policy also change.

NOTE: The drag and drop feature is disabled if you have filtered the policy list.

Order of Precedence for Policy Matches

For policy matches, it is important to understand how the firewall evaluates policies. Juniper calls a security
policy context the policy that is within the same source-destination zone pair. For instance, all policies
within source zone trust and destination zone untrust are in the same context . Figure 1 shows the order
in which policies are looked up.
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In terms of context precedence, SRX Series devices support the following order of precedence:

1. Match intrazone policies: The initial packet in an unknown session is evaluated to determine if the
source and destination zones are the same. This occurs if both the ingress and egress interfaces are in
the same zone. This context match has the highest precedence and is matched first.

2. Match interzone policies: If the session does not match an intrazone context or policy, then the next
policy is for a source zone and destination zone context. If the context matches, then the policies within
that context are evaluated for a match. Interzone policies are only evaluated if there is no matching
intrazone policy match.

3. Global policies: If there is no policy match for either intrazone or interzone policies, then the next policy
match is the global policy. A global policy matches any zone context, but it has the same match criteria
for the policies as any other security policy (for example, source IP address, destination address, services,
user object, and so forth). It is the last policy set that is evaluated after intrazone and interzone policies.

4. Default action: this action is taken if there is no match on intrazone, interzone, or global policies.
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Creating Firewall Policies

Use the Create Firewall Policies page to configure group or device policies that determine all the network
resources within your organization and that identify the required security level for those resources.

Before You Begin

o Read the Firewall Policies Overview topic.

¢ Review the firewall policies main page for an understanding of your current data set. See “Firewall Policies
Main Page Fields” on page 420 for field descriptions.

o Create source (from-zone) and destination (to-zone) zones.
o Create addresses and address sets.

¢ Create services (applications) and service sets (application sets).
Configuring Firewall Policy Settings
To create a firewall policy:

1. Select Configure > Firewall Policy.
2. Click the +icon.
3. Complete the configuration according to the guidelines provided in Table 139 on page 392.

4. Click OK. A firewall policy is created. You can click on the policy to assign rules inline or select the
policy and click the + icon to configure policy rules. See “Creating Firewall Policy Rules” on page 396.

A new policy is created according to your configuration. You can use this policy to assign rules, profiles,
and schedules, To enable a policy, you must assign it to a domain. See “Assigning Policies and Profiles to
Domains” on page 441.

Table 139: Firewall Policy Settings

Setting Guideline

General Information



Table 139: Firewall Policy Settings (continued)

Setting

Name

Description

Policy Options

Profile

Type

Device Selection

Devices

Guideline

Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.
Maximum length is 255 characters.

Enter a description for the group policy rules; maximum length is 255 characters. Comments
entered in this field are sent to the device.

Select a profile for the policy:

e Log Session Init—Record entries for session start events. A traffic log that records session start
events does not include bytes sent and received or session duration, but you can use the log
to verify when the session was initially created.

e Log Session Close—Record entries for session close events. A traffic log that records session
close information also lists a reason for the end of the session.

e All Logging Enabled—Logs are created for both session initiation and session closing. Logs can
be used for troubleshooting.

o All Logging Disabled—Logs are not recorded for both session initiation and session closing.
Select the type of policy you want to create:

e Group Policy—Firewall policy that is shared with multiple devices. This type of policy is used
when you want to update a specific firewall policy configuration to a large set of devices. You
can create group prerules, group postrules, and device rules for a group policy.

e Device Policy—Firewall policy that is created per device. This type of policy is used when you
want to push a unique firewall policy configuration per device. You can create device rules for
a device firewall policy. During a device assignment for a device policy, only devices from the
current domain are listed.

Starting Junos Space Security Director Release 16.2, both SRX Series devices and MX Series
routers are listed. When a policy is published to a device, device-specific rules are published to
the appropriate SRX Series devices or MX Series routers.

Select the devices on which the group policy will be published. For a group policy, you can include
both SRX Series devices and MX Series routers. Select devices from the Available column and
click the right arrow to move these devices to the Selected column. For device only policy, select
the device with which you want to associate the policy.

NOTE: You can also search for devices by entering the device name, device IP address, or device
tags in the Search fields in the Devices area. Once the searched devices appear, you can move
them to the Selected pane.



Table 139: Firewall Policy Settings (continued)

Setting Guideline
Policy Sequence

Policy Placement | (For Group Policy only). Select Before Device Specific Policies or After Device Specific Policies.
This decides the policy order when the devices policy configuration information is updated on the
devices.

Policy Sequence | (For Group Policy only). Select this option to specify the order number for the policy. Policy lookup
No. is performed in the order that the policies are configured. The first policy that matches the traffic
is used. For more information, see “Policy Ordering Overview” on page 389.

Release History Table

Release Description

16.2 Starting Junos Space Security Director Release 16.2, both SRX Series devices and MX
Series routers are listed.
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Firewall Policies Best Practices

A secure network is vital to a business. To secure a network, a network administrator must create a security
policy that outlines all of the network resources within that business and the required security level for
those resources. The policy applies the security rules to the transit traffic within a context (source zone
and destination zone) and each policy is uniquely identified by its name. The traffic is classified by matching
source and destination zones, source and destination addresses, and the service (application) that the
traffic carries in its protocol headers with the policy database in the data plane.



Configuring security policies to enforce traffic rules in a network can be relatively easy but requires careful
consideration. There are several best practices to use when defining an effective firewall policy to ensure
better use of system memory and to optimize policy configuration:

1.

Use least privilege policies—Make the firewall rules as tight as possible in terms of match criteria and
permitting traffic. Only permit traffic that is allowed by your organizational policy and deny all other
traffic. This is true for both ingress and egress traffic, meaning traffic from the Internet to internal
resources and also traffic from internal resources to the Internet. A least privilege security policy helps
to minimize the attack surface, making other controls more effective.

. Segment logically—Zone-based firewalls allow you to place different interfaces into different zones.

This allows you to design your network such that you can place resources in a manner where the firewall
can enforce controls (interzone and intrazone policies).

Place specific firewall rules first—Place the most explicit firewall rules at the top of the rule base because
traffic is matched starting at the top of the rulebase and going down with the first match.

Use address sets where possible—Address sets simplify administration of firewall policies. They allow
you to group large sets of objects so that you can address them as a single object in a security policy.
The more rules you can reference to the address sets, the easier it is to make changes because most
organizations have logical objects that can be grouped

Use single prefixes for source and destination addresses. For example, instead of using /32 addresses
and adding each address separately, use a large subnet that covers most of the IP addresses you require.
Use fewer IPv6 addresses because IPv6 addresses consume more memory.

. Use service sets where possible—Service sets simplify administration of firewall policies. They allow

you to group large sets of objects so that you can address them as a single object in a security policy.
Use service “any” whenever possible. Each time you define an individual service in the policy, you can
use additional memory.

Use fewer zone pairs in policy configurations—Each source and destination zone uses about 16,048
bytes of memory. We recommend using global policies wherever possible. Global policies provide you
with the flexibility to perform action on traffic without the restrictions of zone specifications.

Use explicit drop rules—To ensure that undesired traffic does not leak through a security policy, place
an any-any-any drop rule at the bottom of each security zone context (for example, source zone to
destination zone) along with a global policy. This does not mean that you should not define your firewall
rules, it simply provides a catch-all mechanism for capturing unclassified traffic.

Use logging—We highly recommend that you log on all firewall policies. Logging provides you with an
audit trail of all network activity, which helps in troubleshooting and diagnosis. Unless you are
troubleshooting, it is best to use the Log on Session Close option instead of the Log on Session
Initialization option. Session Close logs include a great deal more information about the session; this
information is useful for diagnostic purposes.

Use Network Time Protocol (NTP)—NTP is a widely used protocol used to synchronize the clocks of
routers and other hardware devices on the Internet. If any of the device clocks is wrong, then not only



logs and troubleshooting information can be incorrect, but also security policy objects such as schedulers
can have unintended results.

10.Check memory utilization—Check your memory usage before and after compiling policies.
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Creating Firewall Policy Rules

Use the Create Rule page to configure firewall rules that control transit traffic within a context (source
zone to destination zone). The traffic is classified by matching its source and destination zones, the source
and destination addresses, and the application that the traffic carries in its protocol headers with the policy
database.

Security Director allows a device to have a device-specific policy and to be part of multiple group policies.
Rules for a device are updated in this order:

o Rules within Policies Applied Before 'Device Specific Policies’
¢ Rules within Device-Specific Policies

o Rules within Policies Applied After 'Device Specific Policies'

Rules within Policies Applied Before 'Device Specific Policies' take priority and cannot be overridden.
However, you can override rules within Policies Applied After 'Device Specific Policies' by adding an
overriding rule in the Device-Specific Policies. In an enterprise scenario, “common-must-enforce” rules
can be assigned to a device from the Policies Applied Before ‘Device Specific Policies’, and
“common-nice-to-have” rules can be assigned to a device from the Policies Applied After ‘Device Specific
Policies’.

NOTE: An exception can be added on a per device basis in “Device-Specific Policies” . For a complete
list of rules applied to a device, select Configure > Firewall Policy > Devices. Select a device to
view rules associated with that device.



Before You Begin

o Read the Overview Firewall Policies topic.

o Review the Firewall Rules main page for an understanding of your current data set. See “Firewall Policy
Rules Main Page Fields” on page 421 for field descriptions.

Configuring Firewall Policy Rule Settings
To configure a firewall policy rule:

1. Select Configure > Firewall Policy.

2. Select the policy for which you want to define rules and click the + icon.

The Create Rules page appears.

NOTE: To edit and create rules inline, click the policy to make the fields editable.

3. Complete the configuration according to the guidelines provided in Table 140 on page 397.

4. Click OK.

The rules you configured are associated with the selected policy.
Table 140: Firewall Policy Rules Setting
Setting Guideline
General Information

Rule Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores. No
spaces are allowed and the; maximum length is 63 characters.

Description Enter a description for the policy rules; maximum length is 1024 characters. Comments entered
in this field are sent to the device.

Identify the traffic that the rule applies to



Table 140: Firewall Policy Rules Setting (continued)

Setting

(Source) Zone

(Source) Address(es)

(Source) Src. ID

Guideline

For SRX Series devices, specify a source zone (from-zone) to define the context for the policy.
Zone policies are applied on traffic entering one security zone (source zone) to another security
zone (destination zone). This combination of a source zone and a destination zone is called a
context.

Starting in Junos Space Security Director Release 16.2, for MX Series routers, the source zone
field acts as an ingress interface from where the packet enters. The match direction is input, if
the packet is entering the interface. The match direction is output, if the packet is leaving the
interface. Configure the ingress key by selecting the aggregated multiservices (AMS) value.

Starting in Junos Space Security Director Release 16.2, polymorphic zones can be used as source
zone and destination zone, when you assign SRX Series devices and MX Series routers to the
same group policy.

Enter one or more address names or address set names. Click Select to add source addresses.
On the Source Address page:

e Select the Include option to add the selected source addresses or any address to the rule.
o Select the Exclude option to exempt the selected source addresses from the rule.

o Select the By Metadata Filter option to choose the matching address of a user-defined
metadata as the source address.

o Metadata Filter—Click the field to select the required metadata from the list. The matching
addresses are filtered and listed in the Matched Address field.

o Matched Addresses—Lists the addresses matching the selected metadata. This address is
used as a source address.
For every metadata expression, a unique dynamic address group(DAG) is created. This
DAG has the feed server URL pointing to the feed server URL of Security Director.

Configure the feed server URL by using the following CLI command to each SRX Series
device or vSRX that acts on the metadata based policies.

set security dynamic-address feed-server <SD IP Address> hostname <SD IP Address>

See “Creating Addresses and Address Groups” on page 824.

Specify the source identity (users and roles) to be used as match criteria for the policy. You can
have different policy rules based on user roles and user groups. Click Select to specify source
identities to permit or deny. On the Source ID page, you can select a source identity from the
available list or you can make a new identify by clicking Add New Source ID.



Table 140: Firewall Policy Rules Setting (continued)

Setting

(Source) End User
Profile

(Destination) Zone

(Destination)
Address(es)

Guideline

Select an end user profile from the list. The firewall policy rule is applied to it.

When traffic from device A arrives at an SRX Series device, the SRX Series obtains the IP address
of device A from the first traffic packet and uses it to search the device identity authentication
table for a matching device identity entry. Then it matches that device identity profile with a
security policy whose End User Profile field specifies the device identity profile name. If a match
is found, the security policy is applied to traffic issuing from device A.

For SRX Series devices, specify a destination zone (to-zone) to define the context for the policy.
Zone policies are applied on traffic entering one security zone (source zone) to another security
zone (destination zone). This combination of a source zone and a destination zone is called a
context.

Starting in Junos Space Security Director Release 16.2, for MX Series routers, this field acts as
an egress interface from where the packet enters. The match direction is input, if the packet is
entering the interface. The match direction is output, if the packet is leaving the interface.
Configure the egress key by selecting the aggregated multiservices (AMS) value.

Polymorphic zones can be used as source zone and destination zone, when you assign SRX
Series devices and MX Series routers to the same group policy.

Select one or more address names or address sets. Click Select to add destination addresses.
On the Destination Address page:

e Select the Include option to add the selected destination addresses or any address to the
rule.

e Select the Exclude option to exempt the selected destination addresses from the rule.

e Select the By Metadata Filter option to choose the matching address of a user-defined
metadata as the destination address.

o Metadata Filter—Click the field to select the required metadata from the list. The matching
addresses are filtered and listed in the Matched Address field.

o Matched Addresses—Lists the addresses matching the selected metadata. This address is
used as a destination address.
For every metadata expression, a unique dynamic address group(DAG) is created. This
DAG has the feed server URL pointing to the feed server URL of Security Director.

Configure the feed server URL by using the following CLI command to each SRX Series
device or vSRX that acts on the metadata based policies.

set security dynamic-address feed-server <SD IP Address> hostname <SD IP Address>

See “Creating Addresses and Address Groups” on page 824.



Table 140: Firewall Policy Rules Setting (continued)

Setting

(Service Protocols)
Services

Application
Signatures

Advanced Security

Rule Action

Advanced Security

Rule Options

Guideline

Select one or more service (application) names. Select the Include, Any Service to disable the
any option in the services list builder. Clear the Any Service check box to permit or deny services
from the services list builder available column. Click Add New Service to create a service. See
“Creating Services and Service Groups” on page 832.

Click the + icon to add the application signatures. You can add both predefined and custom
application signatures.

e Action applies to all traffic that matches the specified criteria.Deny—Device silently drops all
packets for the session and does not send any active control messages such as TCP Resets
or ICMP unreachable.

e Reject—Device sends a TCP reset if the protocol is TCP, and device sends an ICMP reset if
the protocols are UDP, ICMP, or any other IP protocol. This option is useful when facing
trusted resources so that the applications do not waste time waiting for timeouts and instead
get the active message.

o Permit—Device permits traffic using the type of firewall authentication you applied to the
policy.

e Tunnel—Device permits traffic using the type of VPN tunneling options you applied to the
policy.

Firewall policies provide a core layer of security that ensures that network traffic is restricted
to only that which a policy dictates through its match criteria.

Firewall policies provide a core layer of security that ensures that network traffic is restricted
to only that which a policy dictates through its match criteria. When the traditional policy is not
enough, select application identification components to create an advanced security profile for
the policy:

o App Firewall—Select this option to enforce traditional firewall controls on the traffic while
layering application firewall to ensure that applications conform not only to the port
information but also to what is transmitted between a client and a server. You can permit,
deny, and reject applications. There is also a special redirect feature for HTTP and HTTPS.

o SSL Forward Proxy—Select this option to enable an application-level protocol that provides
encryption technology for the Internet.

o IPS—Select this option to scrutinize all of the bits contained within packets to look for both
known and unknown attacks.

e UTM—Select this option to define Layer 7 protection against client-side threats.



Table 140: Firewall Policy Rules Setting (continued)

Setting

Profile

Schedule

Rule Analysis

New Rule, Perform
Analysis

Rule Placement

Location/Sequence

Release History Table

Guideline

Select a default profile or a custom profile, or you can inherit a policy profile from another
policy. Policy profile specifies the basic settings of a security policy. See “Creating Firewall Policy
Profiles” on page 433.

Policy schedules allow you to define when a policy is active, and thus are an implicit match
criterion. You can define the day of the week and the time of the day when the policy is active.
For instance, you can define a security policy that opens or closes access based on business
hours. Multiple schedulers can be applied to different policies, but only one scheduler can be
active per policy. Select a pre-saved schedule and the schedule options are populated with the
selected schedule’s data. Click New to create another schedule.

Select this option if you want to analyze your rules to avoid any anomalies.

Displays the sequence number and the order in which the rule is placed.

Release Description

16.2 Starting in Junos Space Security Director Release 16.2, for MX Series routers, the source zone

field acts as an ingress interface from where the packet enters.

16.2 Starting in Junos Space Security Director Release 16.2, polymorphic zones can be used as source

zone and destination zone, when you assign SRX Series devices and MX Series routers to the

same group policy.

16.2 Starting in Junos Space Security Director Release 16.2, for MX Series routers, this field acts as

an egress interface from where the packet enters.
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Rule Base Overview

In Security Director, you can configure one type or both types (zone-based or global) of rule bases for
each policy. All zone-based rules are grouped under Zone and all devices rules are grouped under Global.

If devices are assigned to a policy that does not have one of the rule bases under its management, Security
Director still interprets that rule base as being in its scope. For example, if you configure firewall policies
out of band on a device in an unmanaged rule base, Security Director deletes those policies. If you do not
select the previously configured rule base in the Security Director modify workflow for the policy, Security
Director automatically deletes all rules in the policy in the next publish and update.

Example: Removing a Previously Managed Rule Base

You can remove a managed device from Security Director. To remove a previously managed rule base
when no other policies are published on the device except the existing policy, follow these guidelines:

e Do not select the Manage Global Policy option to modify a device policy in Security Director.
Security Director deletes the global rule base in the design data of the Security Director application.
e Publish a policy and update the device. The update deletes all global rules from the device.

On successful update, the all-devices policy for the device is removed from Security Director management.

NOTE: Security Director will continue to delete any all-devices policy configured on the device
through the CLI at subsequent publish updates.

Policy Analysis

Over a period of time, firewall rule bases can become inefficient as rules become disorganized, causing
some rules to become ineffective. This primarily occurs because of a lack of timely notification given to



end users when new rules, or changed rules, are added, which can adversely affect the other rules in the
rule base.

This problem can be addressed by analyzing the policy and reporting the anomalies in the rules of a policy
to the end user. Policy analysis reports on shadowing and redundant anomalies in a rule; these reports are
available in PDF format. Also, policy analysis finds the anomaly between the address and the service of
the rules.

Policy analysis helps you to analyze the firewall rule base for policies managed by Security Director, and
it identifies the firewall rules that contain the following issues:

e Shadowing—Occurs when a rule higher in the order of the rule base matches with all the packets of a
rule lower in the order of the rule base. The shadowed rule is never activated. The possible solution is
to reorder the rules, or disable or delete one of the rules. The anomaly calculation is not made for disabled
rules.

e Redundant—Occurs when there are two or more rules that perform the same action on the same packets
along with the same settings or configurations. The solution is to disable or delete the redundant rules.

The policy analysis report is generated in PDF format and can be sent through e-mail to multiple recipients.
The reports contain a summary and a pie chart showing all anomalies. You can schedule the report
generation.

The following list shows the policy analysis behavior for different types of firewall policies:

o All devices policy—Analyzes all the rules present in the firewall policy landing page, within the all-devices
policy.

e Group policy—Analyzes all the rules present in the firewall policy landing page, within the group policy
including the all-devices policy rules.

e Device policy—Analyzes all the rules present in the firewall policy landing page, within the device policy
including the all-devices policy rules. If you want to analyze all the rules present on a device, you must
generate the report by clicking the device policy.

e Device exception policy—Analyzes all the rules present in the firewall policy landing page, within the
device exception policy including all-device.

Policy analysis is not performed in the following scenarios:

e Disabled rules are not considered for the policy analysis calculation.

e Apart from the Address (source and destination) and Service columns, no other columns in the firewall
landing page are considered for the policy analysis calculation.

e Variable address, wild card address, and exclude address are not considered for the policy analysis
calculation.
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Rule Operations on Filtered Rules Overview

You can perform various rule operations on the filtered list of rules. For example, consider a policy having
seven rules such as a, b, ¢, d, e, f, and g in an order inside a rule group. After filtering, if only second and

sixth rules are filtered, that is only rules b and f,

The following table explains the various rule operations on the filtered rules.

Rule Operation

Alphabetical A-Z

Alphabetical A-Z

Group Priority (High-Low)

Group Priority (Low-High)

Created Time

Modified Time

Description

Group policies are sorted alphabetically in ascending order.

Group policies are sorted alphabetically in descending order.

Group policies are sorted in the order Low, Medium, and High. For the same
priorities, the higher precedence number is placed in the top. For example, Low
3 has lower precedence than Low 2.

Group policies are sorted in the order Low, Medium, and High. For the same
priorities, the higher precedence number is placed in the top. For example, Low

3 has lower precedence than Low 2.

Policies are listed based on creation time. The policy created first is placed at the

top.

Last modified policies are placed at the bottom(last).

NOTE: You cannot set the precedence value greater than the available precedence values that are
assigned to the available priority policies. Based on the priority of the policies, the precedence

values are applied.
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Creating and Managing Policy Versions

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

You create a policy version by taking a snapshot of another policy. You can create versions for all types
of policies including All Devices, Group, Device, and Device exceptions.

The maximum number of versions maintained for any policy is 60. If the maximum limit is reached, you
must delete the unwanted versions before saving a new version. Versioning and rollback are independent
operations for each policy.

For example, if you take a snapshot of a group firewall policy, or roll back to a previous firewall policy
version, it does not change the version for all device policy rules; you must separately version each policy
rule.

Creating Policy Snapshots
To create a policy version:
1. Select Configure and select the landing page for the type of policy for which you are creating a snapshot.

2. From the landing page, select the check box next to the policy for which you are taking a snapshot,
and then right-click the policy or click More.

A list of actions appears.

3. Select Manage/Rollback.

The Manage Version page appears.

4. Click Create Snapshot.

The Snapshot Policy page appears.

5. Enter your comments in the Comments field, and click Create to take a snapshot. The Snapshot Policy
window appears, showing the status of the version as it is created.



NOTE: During policy publish, Security Director takes an automatic snapshot of the policy.

Managing Policy Versions

You can view or manage all available versions of a selected policy. You can perform the following tasks

on the snapshots:

¢ Roll back to a specific version.

¢ View the differences between any two versions (including the current version) of the policy

o Delete one or more versions from the system.

Rolling Back Policy Versions

To roll back the selected version so it becomes the current version:

1.

Select Configure and select the landing page for the type of policy for which you are rolling back the
policy version.

. From the landing page, select the check box next to the policy for which you are rolling back a version,

and then right-click the policy or click More.

A list of actions appears.

. Select Manage/Rollback.

The Manage Version page appears.

Select the version that you want to make as the current version, and click Rollback.

The rollback operation replaces all the rules and rule groups of the current version with rules and rule
groups from the selected version. For all the shared objects, Object Conflict Resolution (OCR) is done.
If there are any conflicts between the versioned data and the current objects in the system, the OCR
window is displayed.

. After finishing any conflict resolution, click Next to view the OCR summary report.

Click Finish to replace the current policy with the versioned data. A summary of the snapshot policy is
shown by clicking Snapshot.

Comparing Policy Versions



To compare two different versions of a policy:

1

Select Configure and select the landing page for the type of policy for which you are comparing versions.

From the landing page, select the check box next to the policy for which you want to compare versions,
and then right-click the policy or click More.

A list of actions appears

Select Manage/Rollback.

The Manage Version page appears.

. Select the versions to be compared, and click Compare. You can only compare two versions at a time.

The Compare Versions page appears.

Click Compare to view the results.

A Compare Versions results window appears showing the differences between the selected versions.

The Compare Versions results window has the following sections:

e Policy Property Changes—Shows policy changes for the modified rules.

e Rule Changes—Displays rules that are added, modified, or deleted.

e Column Changes—Shows the differences between the column content for modified rules.

Deleting Policy Versions

To delete a policy version:

1

Select Configure and select the landing page for the type of policy for which you are deleting a version.

From the landing page, right-click the policy or profile or click More.

A list of actions appears.

Click Manage/Rollback.

The Manage Version page appears.

. Select the policy version you want to delete and click Delete.

A warning message is displayed.

Click Yes to confirm the deletion.

The selected policy version is deleted.
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Assigning Devices to Policies

Once you create a group or device policy, you can assign devices to it.
To assign devices to a policy:

1. Select Configure >Policy-Name Policy> Policies.

The Policies landing page appears.

2. Right-click the policy to which you want to assign devices, or select Assign Devices from the More
menu.

The Assign Devices page appears. The Name field shows the name of the selected policy and is not
editable.

3. Select the Show only devices without policy assigned check box.

Only devices that are not assigned to any policy are displayed in the Device Selection section.

4. Select the devices you want to add to the policy from the Available column and click the right arrow
to move these devices to the Selected column.

NOTE: There is an option to search for devices in the Selected column on the Assign Devices
page. By default, all selected devices are sorted in a list and you can search for devices again,
if required.

5. Click OK to assign the selected devices to the selected policy.

NOTE: If you do not have permission to certain devices, those devices are not visible while
assigning devices to a new or existing policy.
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Comparing Policies

Security Director enables you to compare two policies.
To compare any two policies:
1. Select Configure and select the landing page for the type of policy that you want to compare. For

example, Select Firewall Policies.

2. From the landing page, right-click the policy or click More.

A list of actions appears.

3. Select Compare Policy to compare with other policies.

The Compare Policy page appears.

4. Select the policy to compare with, and click OK.

The compare result of the two policies are displayed.
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Exporting Policies

Starting in Security Director Release 16.1, you can export any policies (firewall, IPS, or NAT) in a PDF or
ZIP file from their respective Policies landing page.



NOTE: Policies can either be exported as PDF or ZIP file. The policies exported as ZIP file are in
XML format.

To export a policy to PDF:

1. Select Configure >Policy-Name Policy > Policies.

The Policies landing page appears.

2. Right-click the policy you want to export or select Export Policy to PDF from the More menu.

The Export Policy to PDF page appears.

3. Click Export.

The selected policy details are exported into a PDF file.

To export policy details to a ZIP file:

1. Select Configure >Policy-Name Policy > Policies.

The Policies landing page appears.

2. Right-click the policy you want to export or select Export Policy to Zip File from the More menu.

The Export Policy page appears.

3. Click Export.

The selected policy details are exported into a ZIP file.

Release History Table
Release Description

16.1 Starting in Security Director Release 16.1, you can export any policies (firewall, IPS, or NAT)
in a PDF or ZIP file from their respective Policies landing page.
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Creating Custom Columns

Starting Security Director Release 15.2, you can create a custom column. This is used for tracking specific
notes on rules such as internal ticket numbers, changes to firewall policy rules, changes in rule ownership,
and so on. The custom column is a user-defined column that is appended to the other columns on the
rules page of any firewall policy. Data in these columns can be captured and saved in the same way as in
the other columns.

Once you enter or modify data in a custom column, you can search the data. Security Director searches
for the data and displays the results with the policy details and the rules that have the custom column
data.

NOTE: To create, edit, or delete custom columns, assign the predefined or user-defined role with
the appropriate custom column privileges to the users.

To create a custom column for firewall policies:

1. Select Configure > Firewall Policy > Policies.

The Firewall Policies page appears.

2. Right-click a policy or select Manage Custom Columns from the More list.

The Manage Custom Columns page appears.

3. Click the + icon to create a custom column.

The Add Custom Column page appears.

4. Enter the following details:

a. Name—Enter a unique string of alphanumeric characters, periods, dashes, spaces, and underscores.
The maximum length is 32 characters. This is a mandatory field.

b. Validation Pattern—Enter the regular expression to validate the entered data. For example, the
typical e-mail regular expression looks like this:

A_A-Za-z0-9-]+(\\.[_A-Za-z0-9-]+)*@[A-Za-z0-9]+(\\.[A-Za-z0-9]+)*(\\.[A-Za-Z]{2,})$.

This is an optional field. However, if you do not provide the regular expression, the custom column
data will not be validated.



NOTE: Security Director uses the following parameters to validate custom column data:

e Explicit regular expression—The optional regular expression property is defined for the
current custom column.

¢ Implicit length check—The maximum length of the data must be 256 characters. It is
applicable to all custom columns.

5. Click OK to create the custom column.

The new custom column is listed in the Manage Custom Columns page.

NOTE: You can create a maximum of three custom columns.

You can view the columns that you create on the rules page of any firewall policy. Click a policy name
to view the rules associated with the policy. The new custom columns appear at the end of the grid on
the rules page. The custom columns are not specific to a policy and are visible on rules pages of all the
firewall policies.

NOTE:
¢ You can edit the data in the custom column and the corresponding policy rules through an
inline edit.

e Custom columns are exported when a firewall policy is exported.

Release History Table

Release Description

15.2 Starting Security Director Release 15.2, you can create a custom column. This is used for
tracking specific notes on rules such as internal ticket numbers, changes to firewall policy rules,
changes in rule ownership, and so on
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Importing Policies

Starting in Security Director Release 16.1, you can import policy details from a ZIP file to Security Director.
To import policy details:

1. Select Configure >Policy-Name Policy > Policies.

The Policies landing page appears.

2. Select Import Policy From ZIP File from the More menu.

The Select ZIP File page appears.
3. Click Browse to browse to a location where a ZIP file containing policy details is saved.

4. Select the ZIP file and click OK.

If there are any conflicts with the imported objects, Object Conflict Resolution(OCR) is done. The OCR
window displays all the conflicts.

5. After resolving the conflicts, click Next to view the OCR summary report.

6. Click Finish to import the ZIP file.

A progress bar appears showing the status of the file upload. Once the import is successful, the policy
details are shown on the Policies page.

NOTE: The import ZIP file must contain policy details of the same Security Director release. You
cannot import policy details of the previous release to the current release.

Release History Table

Release Description

16.1 Starting in Security Director Release 16.1, you can import policy details from a ZIP file
to Security Director.



Deleting and Replacing Policies and Objects

You can delete or replace policies and objects from the policies and shared objects main page.

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

Deleting Policies and Objects
To delete a policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Select the policy or shared object that you want to delete, and then select the minus sign (-).

An alert message appears verifying that you want to delete your selection.
3. Click Yes to delete your selection.

Replacing Policies and Objects
You can select one or more shared objects and replace them with other objects of the same type.
To replace one or more object:

1. Select Configure > Shared Objects > Addresses, Services, or Variables.

The addresses, services, or variables page appears.

2. Right-click the shared object that you want to replace, or click Replace from the More list.

You can replace a single object or multiple objects. If the selected object is used in any policy, a warning
message appears before they are replaced.

3. Click Yes to continue the replacement operation.
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Unassigning Devices from Policies

Once you create a device policy, you can remove the assigned device from it. This allows you to add a
preferred device at any time to a device policy. This option is not available for a group policy.

To remove an assigned device from a device policy:

1. Select Configure > Policy-Name > Policies.

The Policies landing page appears.
2. Select a device policy and click More.

3. Click Unassign Devices. You can also right-click a policy and select Unassign Devices.

The Unassign Device page appears with a confirmation message.

4. Click Yes.

The assigned device is removed for the selected device policy.
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Editing and Cloning Policies and Objects

You can edit or clone policies and objects from the policies and shared objects main page.

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

Editing Policies or Objects



To edit a policy or a shared objects:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Select the policy or shared object that you want to edit, and then click the pencil icon.

The Edit window appears, showing the same options as when creating a new policy or object.
3. Click OK to save your changes.

Cloning Policies or Objects
To clone a policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Right-click the policy or shared object that you want to clone, or select Clone from the More list.

The Clone window appears with editable fields.

3. Click OK to save your changes.
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Publishing Policies

When you publish rules, the process takes into account the priority and precedence values set on the
policy and the order of rules on the device. Rules are published in the order of their priority groups, with
prerules in the High priority group publishing first, before prerules in the Medium and Low priority groups.

If you change the priority or precedence of a published policy, the policy must be republished for the
changes to take effect. Sometimes, changing priority or precedence in one policy can affect other policies
in the same priority group. However, such policies do not need to be republished in order for their changes



in priority or precedence to take effect for the policies that are implicitly changed by the explicit changes
to the republished policy.

To publish a policy:

1. Select Configure > Policy-Name Policy > Policies.

2. Select the policy that you want to publish and click Publish. The Publish Policy page appears.

3. Select the check boxes next to the devices to which the policy changes will be published.

NOTE: You can search for a specific device on which the policy is published by entering the
search criteria in the search field. You can search the devices by their name and IP address.

4. Select Schedule at a later time if you want to schedule and publish the configuration later.

5. Select Run now if you want to apply the configuration immediately.

6. Click Publish. The Affected Devices page displays the devices on which the policies will be published.
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Showing Duplicate Policies and Objects

To display duplicate objects:
1. Select the check box beside the object(s).

2. Right click and select Show Duplicates. Alternatively, select Show Duplicates from the More drop-down
menu.

The Show Duplicates page appears.



3. Select the check box beside the duplicate object, click Delete and confirm to remove it.

To merge duplicate object:
Select the check box beside the duplicate object, select Merge from the More drop-down menu.

To find the usage of a duplicate object:
Select the check box beside the duplicate object, select Find Usage from the More drop-down menu.
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Showing and Deleting Unused Policies and Objects

You can show or delete unused policies and objects in your network configurations.

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

Showing Unused Policies and Objects

You can view all unwanted policies or objects that are not used anywhere in your network to take
appropriate action.

To show unused policies or objects:

1. Select Configure and select the landing page for type of policy or object you are showing.

2. From the landing page, click More.

A list of actions appears.

3. Select Show Unused.

A list of unused objects (not referenced in any policy) and unused policies appear on the page.

Deleting Unused Policies and Objects

You can clear all unwanted policies or objects that are not used anywhere in your network.



To delete unused policies or objects:

1. Select Configure and select the landing page for type of policy or object you are deleting.

2. Select the check boxes beside the items that you want to delete. Right-click on the policy or object or
click More from the landing page.

A list of actions appears.

3. Select Delete Unused.

A confirmation window appears before you can delete the unused policies or objects.

4. Click Yes to confirm the deletion.

All unused policies or objects are deleted.
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Updating Policies on Devices

When you finish creating and verifying your security configurations, you can publish these configurations
and keep them ready to be pushed to the security devices. Security Director helps you push all the security
configurations to the devices all at once by providing a single interface that is intuitive.

The Publish workflow provides the ability to save and publish different services to be updated at a later
time to the appropriate firewalls (during the down time). This permits administrators to review their firewall,
VPN, and NAT policies before updating the device. This saves administrators troubleshooting time, avoid
errors, and saves costs associated with errors. Verify and tweak your security configurations before updating
them to the device by viewing the CLI and XML version of the configuration in the Publish workflow. This
approach helps you keep the configurations ready and update these configurations to the devices during
the maintenance window.

When you publish rules, the process takes into account the priority and precedence values set on the
policy and the order of rules on the device. Rules are published in the order of their priority groups, with
prerules in the High priority group publishing first, before prerules in the Medium and Low priority groups.



If you change the priority or precedence of a published policy, the policy must be republished for the
changes to take effect. Sometimes, changing priority or precedence in one policy can affect other policies
in the same priority group. However, such policies do not need to be republished in order for their changes
in priority or precedence to take effect for the policies that are implicitly changed by the explicit changes
to the republished policy.

To update a policy:

1. Select Configure > Policy-Name Policy > Policies. Select the policy that you want to update and click
Update. The Update Policy page appears.

2. Select the policy that you want to update and click Update. The Update Policy page appears.

3. Select the check boxes next to the devices to which the policy changes will be published.

NOTE: You can search for a specific device on which the policy is published by entering the
search criteria in the search field. You can search the devices by their name and IP address.

4. Select Schedule at a later time if you want to schedule and publish the configuration later.

5. Select Run now if you want to apply the configuration immediately.

6. Click Publish. The Affected Devices page displays the devices on which the policies will be published.
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Firewall Policies Main Page Fields

Use the Firewall Policy page to view and manage all device, group, and global policies associated with your
devices. You can filter and sort this information to get a better understanding of what you want to configure.
Table 1 describes the fields on this page.



Table 141: Firewall Policies Main Page Fields

Field

Seq.

Name

Type

Rule Count

Device Count

Publish State

Description

Description

Order number for the policy.

Name of the firewall policy; maximum length is 63 characters.

Type of policy: group, device, all-devices, or global.

Number of rules associated with the policy.

Number of devices associated with the policy.

Publish state of the policy, whether the policy is in draft state, published, or
unpublished.

Description of the firewall policy; maximum length is 1024 characters.
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Firewall Policy Rules Main Page Fields

Use this page to get an overall, high-level view of your firewall policy rules settings. Details help you keep
track of the number and order of rules per policy. You can filter and sort this information to get a better
understanding of what you want to view. Table 142 on page 421 describes the fields on this page.

Table 142: Firewall Policy Rules Main Page Fields

Field

Seq.

Description

Order number for the policy. Policy lookup is performed in the order that the policies are configured.
The first policy that matches the traffic is used.



Table 142: Firewall Policy Rules Main Page Fields (continued)

Field

Hit Count

Rule Name

Src. Zone

Src. Address

Src. ID

End User
Profile

Dest. Zone

Description

Displays how often a particular policy is used based on traffic flow. The hit count is the number of
hits since the last reset.

Example: The hit count is especially useful when you are using a large policy set and you want to
verify which rules are highly utilized and which ones are rarely used. Specifically, if you see that some
of the rules are not being used, you can verify that the rules are not being shadowed by another
policy. This helps you manage the device without having to generate traffic manually.

Unique name for the rule.

Source zone (to-zone) that defines the context for the policy. Zone policies are applied on traffic
entering one security zone (source zone) to another security zone (destination zone). This combination
of a source zone and a destination zone is called a context.

For example, all policies within source zone trust and destination zone untrust are in the same context.

Address names or address set names to be used as match criteria for incoming traffic.

We recommend that you create address sets instead of using multiple address entries. For example,
If your organization has common requirements for similar types of access across different rules,
leveraging groups can be advantageous.

You can have any number of objects with a set (for example, host, network, DNS, wildcard, and so
forth)

Users and roles to be used as match criteria for the policy.
You can have different policy rules based on the user role and user group.

If you specify the source identity in any policy within the zone pair, then user and role information
is retrieved before policy lookup can proceed. (If all policies in the zone pair are set to any or have
no entry in the Source Identity field, user and role information is not required and only the other five
standard match criteria are used for policy lookup.)

Specifies the end user profile, which you have selected while creating the rule.

Destination zone (from-zone) that defines the context for the policy.

Zone policies are applied on traffic entering one security zone (source zone) to another security zone
(destination zone). This combination of a source zone and a destination zone is called a context.

For example, all policies within source zone trust and destination zone untrust are in the same context.



Table 142: Firewall Policy Rules Main Page Fields (continued)

Field

Dest. Address

Service

Rule Condition

Action

Description

Address names or address set names to be used as match criteria for outgoing traffic.
We recommend that you create address sets instead of using multiple address entries.

For example, if your organization has common requirements for similar types of access across different
rules, leveraging groups can be advantageous.

You can have any number of objects with a set (for example, host, network, DNS, wildcard, and so
forth).

The service (application) name in the match criteria has one or more service or service sets.

We recommend that you create a service set and refer to the name of the set in a policy instead of
using multiple individual service names.

For example, for a group of employees, you can create a service set that contains all the approved
services. Service objects allow you to specify objects to be used in the match criteria of security
policies. You can set numerous attributes to help define what the match criteria of this object should
be.

Click the field to assign the condition.

The Environment Condition and Action page appears. Click the + icon to select the condition. Once
you add a condition, you can change the action for the selected condition. You can apply the advanced
security options only if the action is Permit. You must publish and update to the device after assigning
a condition to the rule.

To select multiple conditions, click the + icon again. When multiple conditions are selected, the first
active condition in the list is considered.

Action applies to all traffic that matches the specified criteria.

o Deny—Device silently drops all packets for the session and does not send any active control
messages such as TCP Resets or ICMP unreachable.

o Reject—Device sends a TCP Reset if the protocol is TCP and ICMP Reset if the protocols are UDP,
ICMP, or any other IP protocol. This option is useful when facing trusted resources so that the
applications do not waste time waiting for timeouts and instead get the active message.

o Permit—Device permits traffic using the type of firewall authentication you applied to the policy.

e Tunnel—Device permits traffic using the type of VPN tunneling options you applied to the policy.

Starting in Junos Space Security Director Release 16.1, the address and service objects can be created,

managed, dragged and dropped to the required rules from the firewall policy rules page. Apart from

addresses and services, you can also drag and drop zones. From the Shared Obijects list, select Show

Addresses or Show Services to see the required shared objects. To create a new address or service object,



click the plus sign (+). You can also modify, delete, and manage these objects. You can search for any object
by it's name and IP address in the search field available in the top right corner.

You can drag more than one object and drop on the respective columns of any policy rule. Security Director
ensures that objects are dropped in the supported columns and it does not permit to drop under any other
columns. The drag and drop of objects is supported on the source address, destination address, source
zone, destination zone, and service columns. A single address or multiple addresses can be dragged and
dropped from source address field to destination address field of same rule or across rules. Similarly, single
or multiple services and zones can also be dragged and dropped across rules. To view multiple objects in
an address, zone, or service column, click the small horizontal triangle to expand the columns.

You can also drag and drop rules to a single rulegroup or across multiple rulegroups.

Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1, the address and service objects can be
created, managed, dragged and dropped to the required rules from the firewall policy rules page.
Apart from addresses and services, you can also drag and drop zones.
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CHAPTER 42

Firewall Policy-Devices

IN THIS CHAPTER
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Devices with Firewall Policies Main Page Fields

Use this page to get an overall, high-level view of your firewall policy device settings. You can also use
this page to view detailed information on the number of rules and policies assigned per device. Details
help you keep track of the number and order of rules per policy and of all the policies that are assigned to
a specific device. You can filter and sort this information to get a better understanding of what you want
to view. Table 143 on page 425 describes the fields on this page.

Table 143: Devices with Firewall Policies Main Page Fields

Field

Device Name

Number of Rules

IP Address

Platform

Number of Policies

Assigned Services

Pending Services

Description

Name of the device.

Total number of rules of all the policies assigned to the device. Click the link to view
the rules order that is deployed on the device.

IP address of the device.

Displays the supported device name. For example: SRX Series, vSRX, MX Series.
Total number of NAT policies assigned to the device.

List of all assigned services: firewall, NAT, IPS, and VPN. When a device is assigned
to any firewall policy including NAT, IPS and VPN, the policy name is shown in this

column.

List of the policy names that are assigned and published. Versioning information is
included for firewall and NAT policies.
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Table 143: Devices with Firewall Policies Main Page Fields (continued)

Field Description

Installed Services List of the policy names that are published and updated to the device (this includes
policy names for firewall, NAT, IPS, and VPN). Versioning information is included
for firewall and NAT policies.
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Firewall Policy-Schedules
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Schedules Overview

A schedule allows a policy to be active for a specified duration. If you want a policy to be active during a
scheduled time, you must first create a schedule for that policy or link the policy to an existing schedule.
When a schedule timeout expires, the associated policy is deactivated and all sessions associated with the
policy are also timed out.

If a policy contains a reference to a schedule, that schedule determines when the policy is active. When
a policy is active, it can be used as a possible match for traffic. A schedule lets you restrict access to, or
remove a restriction from a resource, for a period of time.

A schedule uses the following guidelines:

o A schedule can have multiple policies associated with it; however, a policy cannot be associated with
multiple schedules.

¢ A policy remains active as long as the schedule it refers to is also active.

A schedule can be active during a single time slot, as specified by a start date and time, and a stop date
and time.

¢ A schedule can be active forever (recurrent), but only as specified by the daily schedule. The schedule
on a specific day (time slot) takes priority over the daily schedule.

e A scheduler can be active during a time slot, as specified by the weekday schedule.

o A scheduler be active within two different time slots (daily or for a specified duration).
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Creating Schedules

Use schedules to activate a policy at a regular time and for a specified duration. You can define a schedule
for a single or recurrent time slot during which a policy is active.

Before You Begin

e Read the Schedules Overview topic.

e Review the schedules main page for an understanding of your current data set. See “Schedules Main
Page Fields” on page 429 for field descriptions.

Configuring Schedules Settings
To create policy schedules:

1. Select Configure > Firewall Policy > Schedules.

2. Click Create.

3. Complete the configuration according to the guidelines provided in Table 1.
4. Click OK.

A new schedule is created. You can use this schedule to activate firewall policies for the times and dates
configured in your schedules.

Table 144: Schedules Settings

Settings Guidelines
General
Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.

No spaces are allowed and the; maximum length is 63 characters.

Description Enter a string of alphanumeric characters that cannot contain special characters (such as &, <,
>, and \n). Maximum length is 900 characters.



Table 144: Schedules Settings (continued)

Settings

Dates

Date Range

Times

Time Ranges

Daily Options

Guidelines

Select Forever if you want your schedules to always be active.

Select Specify to configure two sets of start and end dates for a single schedule. For the first
set, enter dates in the Start Date and End Date fields. You must enter the days in MM/DD/YYYY
format.

For the second set of the schedule, enter the start date in the Second Start Date field and
enter the end date in the Second End Date field.

Create a schedule to be active daily or for any specific times of the day.

Select Specify to enter specific days and times. Click on a specific day to specify time options
for an entire day, to exclude a specific day, or to enter time ranges for the selected day. You
must enter the time in HH:MM:SS format.

For example, if you click on Monday, you get a dialog box that allows you to specify whether
you want the schedule to be active all day Monday, exclude Monday from the schedule, or
have the schedule be active at specific times.

Schedules Overview | 427
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Schedules Main Page Fields

Use the Schedules page to create, view, and delete schedules. A schedule allows you to restrict access to
a resource, or remove a restriction to a resource, for a specified period of time. You can filter and sort this
information to get a better understanding of what you want to configure. Table 1 describes the fields on

this page.



Table 145: Schedules Main Page Fields

Field Description

Name Name of the schedule; maximum length is 63 characters.

Description Description for the schedule; maximum length is 900 characters.

Rule Count Number of rules associated with the policy.

Date Ranges Shows whether the schedule is active always or on specific start and end dates. Dates

appear in MM/DD/YYYY format.

Time Ranges Shows whether the schedule is active daily, are any days excluded, or it is only active
for specific times of the day. Times appear in HH:MM:SS format.

Schedules Overview | 427
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Understanding Firewall Policy Profiles

When a firewall policy profile is created, Security Director creates an object in the Security Director
database that represents the firewall policy profile. You can use this object in the security policies.

The following are the Juniper Networks predefined firewall policy profiles:

¢ All Logging Enabled—All logging options are enabled. Logging is enabled at session initiation and at the
close of the session.

¢ All Logging Disabled—All logging options are disabled.
e Log Session Close—Logging of events is enabled when sessions are closed.

e Log Session Init—Logging of events is enabled when sessions are created.

NOTE: You cannot modify or delete Juniper Networks predefined firewall policy profiles. You can
only clone them and create new firewall policy profiles.

You can create an object, which defines the user defined policy profiles for the following settings:

e Log options:



Log at session initiation

Log at the close of a session

o Enable counting for the number of packets, bytes, and sessions that enter the firewall for a given policy

o Alarm threshold options

o Firewall authentication advance settings:
« Service offload
o Pass-through authentication
o Web authentication

User firewall authentication

Infranet authentication

o Traffic redirection options:
» No traffic redirection
o Redirect WX—WX redirection for packets that arrive from the LAN
o Reverse Redirect WX—WX redirection for the reverse flow of packets that arrive from the WAN

e TCP-SYN Check and TCP Sequence Check—TCP session options for firewall policy profile
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Understanding Captive Portal Support for Unauthenticated Browser Users

When an unauthenticated user requests access to an SRX Series protected resource using an HTTP or

HTTPS browser, the SRX Series device presents the user with a captive portal interface to allow the user
to authenticate. Normally, this process occurs without interference. However, prior to introduction of this
feature, HTTP or HTTPS-based workstation services running in the background, such as Microsoft updates
and control checks, could trigger captive portal authentication before the HTTP or HTTPS browser-based
user’s access request did. The situation posed a race condition. If a background process triggered captive



portal first, the SRX Series device presented it with a “401 Unauthorized” page. The service discarded the
page without informing the browser, and the browser user was never presented with the authentication
portal. The SRX Series device did not support simultaneous authentication from the same source IP address
on different SPUs.

The SRX Series device now supports simultaneous HTTP or HTTPS pass through authentication across
multiple SPUs, including support for web-redirect authentication. If an HTTP or HTTPS packet arrives
while the SPU is querying the Captive Portal (CP), the SRX Series device queues the packet to be handled
later.

Starting in Junos Space Security Director Release 17.1, Security Director supports Auth Only Browser and
Auth User Agent parameters to give you high control over how HTTP or HTTPS traffic is handled.

e Auth Only Browser—Authenticate only browser traffic. If you specify this parameter, the SRX Series
device distinguishes HTTP or HTTPS browser traffic from other HTTP or HTTPS traffic. The SRX Series
device does not respond to non-browser traffic. You can use the auth-user-agent parameter in conjunction
with this control to further ensure that the HTTP traffic is from a browser.

e Auth User Agent—Authenticate HTTP or HTTPS traffic based on the User-Agent field in the HTTP or
HTTPS browser header. You can specify one user-agent value per configuration. The SRX Series device
checks the user-agent value that you specify against the User-Agent field in the HTTP or HTTPS browser
header for a match to determine if the traffic is HTTPor HTTPS browser-based. You can use this parameter
with the Auth Only Browser parameter or individually for both Pass Through and User Firewall
authentication types.

Understanding Firewall Policy Profiles | 431
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Creating Firewall Policy Profiles

Use this page to create an object that specifies the basic settings of a security policy. You can configure
the following basic settings using a policy profile:

e Log options
o Firewall authentication schemes
o Traffic redirection options

When a policy profile is created, Junos Space creates an object in the Junos Space database to represent
the policy profile. You can use this object to create security policies.



The security policies enforce rules for transit traffic, in terms of what traffic can pass through the firewall,
and the actions that need to take place on traffic as it passes through the firewall. Also, you can control
the traffic flow from zone to zone by defining the kinds of traffic permitted to pass from specified sources
to specified destinations at scheduled times.

Before You Begin

e Read the “Understanding Firewall Policy Profiles” on page 431 topic.

e Create zones.

o Create an application (or application set) that indicates that the policy applies to traffic of that type.
e Create the policy.

e Create schedulers if you plan to use them for your policies.

e Review the policy profiles main page for an understanding of your current data set. See “Firewall Policy
Profiles Main Page Fields” on page 442 for field descriptions.

Configuring Policy Profiles Settings
To configure a policy profile:

1. Select Configure > Firewall Policy > Profiles.

2. Click the + icon.

3. Complete the configuration according to the guidelines provided in the Table 146 on page 434.

4. Click OK.

A new policy profile with the predefined policy configurations is created. You can use this object in security
policies.

Table 146: Firewall Policy Profile Settings

Settings Guidelines

Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.
No spaces are allowed and the maximum length is 63 characters.

Description Enter a description for the policy profile; maximum length is 1024 characters.
Template Select a Security Director device template to use the predefined device-deployable

configuration by replacing the variables with actual values and evaluating the control logic
statements.



Table 146: Firewall Policy Profile Settings (continued)

Settings

Logging

Session Initiate

Session Close

Count

Alarm Threshold

Bytes to be Logged

Count Value

Authentication

Authentication Type

Guidelines

Select this option to enable logging of events when sessions are created.

Select this option to enable logging of events when sessions are closed.

When logging is enabled, the system logs at session close time by default.

Select this option to enable counting. Once enabled, the number of packets, bytes, and
sessions that enter the device for a given policy are counted.

You can configure counts in an individual policy.

Enter the alarm threshold, in bytes per second, of all network traffic the policy allows to pass
through the device in both directions from client to server and server to client.

The range is from O through 4,294,967,295.

Enter the alarm threshold, in kilobytes per minute, of all network traffic the policy allows to
pass through the device in both directions from client to server and server to client.

The range is from O through 4,294,967,295.

Select an option to restrict or permit users individually or in groups:

o None—Allows user without any authentication to restrict or permit clients.

o Pass Through—Allows user to use an FTP, Telnet, or HTTP client to access the IP address
of the protected resource in another zone. Subsequent traffic from the user or host is
allowed or denied based on the result of this authentication.

o Web—Policy allows access to users who have previously been authenticated by Web
authentication.
o User Firewall—Uses the username and role information to determine whether to permit

or deny a user's session or traffic.

e Infranet—Pushes the user and role information for all authenticated users from the Access
Control Service.

Authentication Type - Pass Through



Table 146: Firewall Policy Profile Settings (continued)

Settings

Client Name

Client Direction

Access Profile Name

Auth Only Browser

Auth User Agent

Guidelines

Enter the names of the users or user groups in a profile for whom this policy allows access.
If you do not specify any users or user groups, then any user who is successfully authenticated
is allowed access.

Enable an option to redirect HTTP request:

e Redirect to web—Redirects an HTTP request to the device and redirect the client system
to a webpage for authentication. This allows users an easier authentication process because
they need to know only the name or IP address of the resource they are trying to access.

e Redirect to HTTPS—Redirects unauthenticated HTTP requests to the internal HTTPS
webserver of the device.

Enter a name for the access profile to be used for authentication.

Enable this option to configure the firewall authentication to ignore non browser
HTTP/HTTPS traffic.

This ensures that the unauthenticated users issuing access requests through HTTP/HTTPS
browsers are presented with a captive portal interface to allow them to authenticate. By
default, firewall authentication responds to all HTTP/HTTPS traffic.

Specify a user agent value to be matched against values specified in the browser’s User-Agent
header field that identifies the traffic as HTTP/HTTPS browser traffic. You can specify only
one user agent value for a security policy configuration. The value must not contain spaces.
The length of the string must be 17 characters or less. For example, you can specify Opera
to be verified against the browser’s User-Agent field for a match.

You can either use this parameter for the Pass Through or User Firewall authentication types
or in conjunction with the Auth Only Browser parameter.

Authentication Type - Web

Client Name

Enter the names of the users or user groups who have already been Web authenticated and
for whom this policy allows access. Web authentication must be enabled on one of the
addresses on the interface to which the HTTP request is redirected.

Authentication Type - User Firewall

Domain Name

Enter a domain name for firewall authentication in the event that the Windows Management
Instrumentation client (WMIC) is not available to get IP-to-user mapping for the integrated

user firewall feature.

The maximum length is 63 characters.



Table 146: Firewall Policy Profile Settings (continued)

Settings

Access Profile Name

Auth Only Browser

Auth User Agent

Guidelines

Enter a name for the access profile to be used for authentication.

Enable this option to configure the firewall authentication to ignore non browser
HTTP/HTTPS traffic.

This ensures that the unauthenticated users issuing access requests through HTTP/HTTPS
browsers are presented with a captive portal interface to allow them to authenticate. By
default, firewall authentication responds to all HTTP/HTTPS traffic.

Specify a user agent value to be matched against values specified in the browser’s User-Agent
header field that identifies the traffic as HTTP/HTTPS browser traffic. You can specify only
one user agent value for a security policy configuration. The value must not contain spaces.
The length of the string must be 17 characters or less. For example, you can specify Opera
to be verified against the browser’s User-Agent field for a match.

You can either use this parameter for the Pass Through or User Firewall authentication types
or in conjunction with the Auth Only Browser parameter.

Authentication Type - User Infranet

Redirect URL

Redirect Options

Advance Settings

Datacenter SRX
Acceleration

Enter a URL for the webpage to which the client is directed. For example:
https://www.juniper.net/.

Select an option to redirect encrypted or unencrypted traffic:

o None—To not redirect any traffic
o All Traffic—To redirect the encrypted traffic

e Unauthenticated Traffic—To redirect the unencrypted traffic

Enable this option to process fast-path packets in the network processor instead of in the
Services Processing Unit (SPU). When performing the policy check, the SPU verifies if the
traffic is qualified for services offloading.


https://www.juniper.net/

Table 146: Firewall Policy Profile Settings (continued)

Settings

Destination Address
Translation

Redirect Options

TCP-Session Options

TCP-SYN

TCP Sequence

Guidelines

Select an option to specify whether the traffic permitted by the policy is limited to packets
where the destination IP address has been translated by means of a destination NAT rule
or to packets where the destination IP address has not been translated:

e Drop Untranslated—You do not want to translate the destination address. Traffic permitted
by the policy is limited to packets where the destination IP address has not been translated.

e Drop Translated—You want to translate the destination address. Traffic permitted by the
policy is limited to packets where the destination IP address has been translated by means
of a destination NAT rule.

Select an option to define the acceleration policy for WX redirection of packets to the WXC
Integrated Service Module (ISM 200) for WAN acceleration:

o None—You want traffic to be redirected
o Redirect WX—You want to enable Wx redirection for packets that arrive from the LAN
o Reverse Redirect WX—You want to enable WX redirection for the reverse flow of packets

that arrive from the WAN.

During the redirection process, the direction of the WX packet and its type determine further
processing of the packet.

Enable this option for the device to reject TCP segments with non-SYN flags set unless they
belong to an established session.

Enable this option to monitor the TCP byte sequence counter and to validate the trusted
acknowledgment number against the untrusted sequence number.
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Editing and Cloning Policies and Objects

You can edit or clone policies and objects from the policies and shared objects main page.

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

Editing Policies or Objects
To edit a policy or a shared objects:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Select the policy or shared object that you want to edit, and then click the pencil icon.

The Edit window appears, showing the same options as when creating a new policy or object.
3. Click OK to save your changes.

Cloning Policies or Objects
To clone a policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Right-click the policy or shared object that you want to clone, or select Clone from the More list.

The Clone window appears with editable fields.

3. Click OK to save your changes.
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Deleting and Replacing Policies and Objects

You can delete or replace policies and objects from the policies and shared objects main page.

NOTE: Note: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant
to you.

Deleting Policies and Objects
To delete a policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Select the policy or shared object that you want to delete, and then select the minus sign (-).

An alert message appears verifying that you want to delete your selection
3. Click Yes to delete your selection.

Replacing Policies and Objects
You can select one or more shared objects and replace them with other objects of the same type.
To replace one or more object:

1. Select Configure > Shared Objects > Addresses, Services, or Variables.

The addresses, services, or variables page appears.

2. Right-click the shared object that you want to replace, or click Replace from the More list.

You can replace a single object or multiple objects. If the selected object is used in any policy, a warning
message appears before they are replaced.

3. Click Yes to continue the replacement operation.

Creating Firewall Policies | 392
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Assigning Policies and Profiles to Domains

You can assign or reassign policies or profiles to different domains when it is first configured and whenever
you want to implement a change. You can assign only one policy or profile at a time. Before assigning a
policy or profile to another domain, Security Director checks for the validity of the move. If the move is
not acceptable, a warning message appears.

To assign a policy or profile to a domain:

1. Select Configure and select the landing page for the type of policy or profile that you are assigning to
a domain.

2. From the landing page, right-click the policy or profile or click More.

A list of actions appears.

3. Select Assign <Policy or Profile> to Domain.

The Assign <Policy or Profile> to Domain page appears.

NOTE: <Policy or Profile> is the name of the policy or profile that you are assigning to a domain.

4. Select the required items to assign to a domain.
5. Enable this option to ignore warning messages, if any.

6. Click Assign.

A policy or profile is assigned to a domain.
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Viewing Policy and Shared Object Details

On a policy or a shared object landing page, you can get a detailed view of the existing policies or objects.
The Detail View page lists all the configured parameters of a policy or an object. The Landing page of a
policy or shared object lists only some of the configured parameters and not all. The Detail View option
helps you to get a consolidated view of all the configured parameters.

NOTE: The detailed view is in read-only mode; you cannot edit any fields.

To see a detailed view of the policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Right-click the policy or shared object that you want to see the detailed view for, or select Detail View
from the More list.

The Detail View page appears showing the configuration information, the user who created that
particular policy or shared object, and the last updated information.

You can also get a detailed view by hovering over the name and clicking the Detailed View icon before
the policy or shared object name.
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Firewall Policy Profiles Main Page Fields

Use the firewall policy profiles main page to get an overall, high-level view of your policy profile settings.
You can filter and sort this information to get a better understanding of what you want to configure.
Table 147 on page 443 describes the fields on this page.



Table 147: Firewall Policy Profiles Main Page Fields

Field

Name

Description

Last Updated By

Last Updated Time

Domain

RELATED DOCUMENTATION

Description

Name of the policy profile.

Description of the policy profile.

Login name of the operator who last modified the firewall policy profile.

Time when the firewall policy profile was last updated .

Domain name of the security device. This information is auto-populated once
you select the device. For example: global, system.
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Understanding Firewall Policy Templates

With the firewall policy template feature, you can use a CLI-based template editor to send configuration
details to multiple devices. Because it is Device Management Interface (DMI) schema-driven, this template
is used to generate a device deployable configuration by replacing the parameterized elements (variables)
with actual values and evaluating the control logic statements.

When you do not have an object in Security Director for a firewall policy, you can create template with
the Junos CLI. After you create a template, you can add it in firewall policy and then refer it in rules. When
you deploy the firewall policy, all the assigned devices are also deployed. This template is based on the
Junos Space CLI quick templates.
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Creating Firewall Policy Templates

Use this page to manage and create policy templates. You can use a CLI-based template editor to send
configuration details to multiple devices. The template editor is a text-editing area, where you can type
or paste Junos OS CLI commands.

Before You Begin

e Read the “Understanding Firewall Policy Templates” on page 445 topic.
e Have a basic understanding of Junos OS CLI commands.

e Review the Firewall Policy Templates main page for an understanding of your current data set. See
“Firewall Policy Templates Main Page Fields” on page 449 for field descriptions.

¢ Create source (from-zone) and destination (to-zone) zones.
Configuring Firewall Policy Templates Settings
To configure a firewall policy template:

1. Select Configure > Firewall Policy > Templates.

2. Click the + icon.

3. Complete the configuration according to the guidelines provided in Table 148 on page 446.
4. Click OK.

A new firewall policy device template with your configurations is created. Create a policy profile and
associate the template in the policy profile. After associating the template, the policy profile can be referred
in the firewall rules or firewall policies.

Table 148: Firewall Policy Template Settings

Settings Guidelines

Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and
underscores. No spaces are allowed and the maximum length is 63 characters.

Description Enter a description for the firewall policy device template; maximum length is 1024
characters.
Device Family Displays the autopopulated Juniper Networks SRX Series or LN Series devices as the

device family. For example, SRX/vSRX/LN.



Table 148: Firewall Policy Template Settings (continued)

Settings Guidelines

Release Number Select a Junos schema release running on the device. For example, 11.4R2.4.

Template Editor Enter or copy the Junos OS CLI commands to send configuration details to multiple
devices.

Validate Click the link to validate the configuration on the device. This ensures that the device

template is semantically correct.
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Editing and Cloning Policies and Objects

You can edit or clone policies and objects from the policies and shared objects main page.

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

Editing Policies or Objects
To edit a policy or a shared objects:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Select the policy or shared object that you want to edit, and then click the pencil icon.

The Edit window appears, showing the same options as when creating a new policy or object.
3. Click OK to save your changes.

Cloning Policies or Objects



To clone a policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Right-click the policy or shared object that you want to clone, or select Clone from the More list.

The Clone window appears with editable fields.

3. Click OK to save your changes.
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Deleting and Replacing Policies and Objects

You can delete or replace policies and objects from the policies and shared objects main page.

NOTE: Note: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant
to you.

Deleting Policies and Objects
To delete a policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Select the policy or shared object that you want to delete, and then select the minus sign (-).

An alert message appears verifying that you want to delete your selection
3. Click Yes to delete your selection.

Deleting Policies and Objects



You can select one or more shared objects and replace them with other objects of the same type.
To replace one or more object:

1. Select Configure > Shared Objects > Addresses, Services, or Variables.

The addresses, services, or variables page appears.

2. Right-click the shared object that you want to replace, or click Replace from the More list.

You can replace a single object or multiple objects. If the selected object is used in any policy, a warning
message appears before they are replaced.

3. Click Yes to continue the replacement operation.

Creating Firewall Policies | 392
Creating IPS Policies | 545
Creating NAT Policies | 606

Firewall Policy Templates Main Page Fields

Use the Firewall Policy Templates main page to get an overall, high-level view of your device template
settings. You can filter and sort this information to get a better understanding of what you want to configure.
Table 149 on page 449 describes the fields on this page.

Table 149: Firewall Policy Templates Main Page Fields

Field Description

Name Name of the template; maximum length is 63 characters.
Template Type Displays the type of the firewall policy template.
Description Description of the template.

OS Version Junos OS version running on the device.

Last Updated By Login name of the operator who last modified the template .

Last Updated Time Time when the template was last updated .
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Table 149: Firewall Policy Templates Main Page Fields (continued)

Field Description

Domain Domain name of security device, which is autopopulated once you select the
device. For example: global, system.

RELATED DOCUMENTATION

Understanding Firewall Policy Templates | 445
Creating Firewall Policy Templates | 446



CHAPTER 46

Environment

IN THIS CHAPTER

Environment Variables and Conditions Overview | 451
About the Environment Page | 453

Creating a New Environment Variable | 455

Editing and Deleting Environment Variables | 456
Creating a New Environment Condition | 458

Editing and Deleting Environment Conditions | 459

Environment Variables and Conditions Overview

You can use environment variables and conditions to configure dynamic policy actions for your firewall
policy rules. With traditional firewall rules, if you want to block all outbound traffic, then you must manually
modify the action of the rules from permit to deny. Similarly, if you want to allow all traffic, you modify
the action from deny to permit. When handling critical events, going through hundreds of firewall policy
rules and modifying them is both time consuming and inefficient. Further, when the event is over, you
might need to revert those rule settings to the previously configured values.

To avoid such manual configurations to the firewall rules and to improve your control over configurations,
as a network administrator, you can define environment variables and apply conditions by using these
variables. Based on the conditions that you define, certain preconfigured actions are taken on the firewall
policy rules dynamically.

Along with the action, you can define certain advanced security properties. You can also disable the rules
based on the action and change the logging options.

Table 150 on page 451 and Table 151 on page 452 show examples of the usage of custom-defined
environment variables and rule actions based on variable values.

Table 150: Example of Custom-Defined Environment Variables

Environment Variable Type Possible Value Default Value Current Value

Threat Level String Low, Medium, High Low High



Table 151: Example of Rule Actions Based on Variable Values

Rule # Source Destination Service Firewall IPS

m Employee Internet video http If (ThreatLevel= High) None
Deny Else Permit

n WebZone DBZone DB Permit If (ThreatLevel=High)
Adv_profile Else
Std_Profile

Table 152 on page 452 shows an example of how conditions are used. In the Environment Condition column,
the condition is first evaluated to identify the related set of action the system will take. For example, if
the value of the ThreatLevel environment variable is Medium at any point of time, the system automatically
enables the intrusion prevention system (IPS) service for the corresponding traffic.

Table 152: Example of Environment Condition

Source Traffic = Destination

Rule Match Traffic Match Environment Firewall
Number  Criteria Criteria Condition Action Other Actions
1000 Any MyCriticalServers | ThreatLevel=Low PERMIT LOG
ThreatLevel=Medium PERMIT LOG
IPS_STD_PROFILE
ThreatLevel=High DENY LOG

Benefits of Environment Variables and Conditions

o Simplifies the task of creating, in advance, different security actions that the security team can take to
test the system’s behavior under different environmental conditions.

e Reduces the time required to react to security threats or situations and take the required actions. During
critical situations, security administrators must focus on identifying the attacks and, with environment
variables configured, they do not have to spend too much time and effort in manipulating the rules table.

e Reduces the probability of manual errors, especially during critical events when a large number of firewall
policy rules need to be edited.

o Helps reduce business risks by streamlining security operations for normal conditions as well as for other
dynamic conditions.



453

RELATED DOCUMENTATION

About the Environment Page | 453
Creating a New Environment Variable | 455
Creating a New Environment Condition | 458

Editing and Deleting Environment Variables | 456

Editing and Deleting Environment Conditions | 459

I About the Environment Page

To access this page, click Configure > Environment.

Use the Environment page to configure and manage the environment variables and its conditions to
dynamically change firewall rule actions.

Every time the environment changes, you do not have to go through the entire rule configuration. Instead,
rules are modified dynamically when the environment changes; you are required to only update the value
of the variables.

Typically, network administrators configure environment variables and conditions.

Tasks You Can Perform

You can perform the following tasks from the Environment page:

o Create a new environment variable from the Variables tab. See “Creating a New Environment Variable”
on page 455.

o Edit or delete the environment variable from the Variables tab. See “Editing and Deleting Environment
Variables” on page 456.

You can perform the following tasks from the Environment page:

o Create a new environment condition from the Environment Conditions tab. See “Creating a New
Environment Condition” on page 458.

o Edit or delete the environment condition from the Environment Conditions tab. See “Editing and Deleting
Environment Conditions” on page 459.

Field Descriptions

Table 153 on page 454 provides guidelines on using the fields on the Environment Variables page.



Table 153: Fields on the Environment Page

Field

Variables tab

Variable

Possible Values

Current Value

Used In

Last Changed On

Environment Conditions tab

Condition Name

Variables Used

Current State

Used In

Activated Count

Status Changed On

Description

Specifies the name of the environment variable.

Specifies the user-defined values for each variable to secure the network situation.

Specifies the current value of the variable.

Specifies the environment conditions where the variable is used and the number
of rules assigned to that condition.

Click the number of conditions or rules for more information.

Specifies the last modified date and time of the variable.

Specifies the name of the condition.

The green dot before the condition name means that the condition is active.

Specifies the environment variables used in that particular condition.

Specifies the current state of the condition. For example, active or inactive.

Specifies the number of rules that matches the condition.

Shows the number of times the condition was active.

Specifies the date and time of the state change from active to inactive and vice

versa.
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Creating a New Environment Variable

Use the Create a New Environment Variable page to define the new environment variables and assign the

threat levels. These variables are used to define the environment conditions.

To create a new environment variable:

1. Select Configure > Environment.

The Environment page appears.

2. Select the Variables tab and click the + icon.

The Create New Environment Variable page appears.

3. Complete the configuration by using the guidelines in Table 154 on page 455.

4. Click Save to save the configuration or Cancel to discard the configuration.

Use these environment variables to define the environment conditions. You can create a new condition

or edit the existing condition to use these variables.

Table 154: Fields on the Create New Environment Variable Page

Field

Variable Name

Possible Value Type

Possible Values

Default Value

Current Value (optional)

Description

Enter a unique string of alphanumeric characters, colons, periods, dashes, and
underscores. No spaces are allowed; maximum length is 63 characters.

Select the type of possible values.

o Numbers—Select this option to provide a list of numbers.
e Number Range—Select this option to define a number range for the possible values.

e Text—Select this option to provide the string as a possible value.

Enter the list of possible values, based on the possible value type that you have selected.
For example, high, medium, low, 2, 4, or 1 to 6.

Select the default possible value for the environment variable from the list.

Select the current possible value for the environment variable from the list. If nothing
is defined, the default value is considered the current value.
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Editing and Deleting Environment Variables
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You can edit or delete the environment variables from the Variables tab.

Editing Environment Variables

To edit an environment variable:

1. Select Configure > Environment.

The Environment page appears.

2. Select the variable that you want to edit, and then click the pencil icon.

The Edit Environment Variable page appears showing the same options that were used to create a new
variable.

3. Changing the variable values might impact the actions of certain rules. To view the affected rules, click
click here in the Change Impact section.

The Policy Change List page appears listing the affected firewall polices with rules. Click the rules to
preview the changes.

4. Click Save to save your changes.



The Policy Change List page appears listing the rules that are modified because of the variable update.

5. Click Publish and Update to update the modified rules to the device.

Deleting an Environment Variable

You can only delete variables that are not used in any condition. If you try to delete a variable in use, you
will receive a failure message with a link to view the list of conditions that have used the selected variable.

To delete a variable that is not used in any condition:

1. Select Configure > Environment.

The Environment page appears.

2. Select the variable that you want to delete, and then select the delete icon (X).

An alert message appears confirming the delete operation.

3. Click Yes to delete your selection.

If the variable is not used in any condition, then the delete operation is successful. Otherwise you see
a failure message.
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Creating a New Environment Condition

Use the Create New Environment Condition page to create a new environment condition using the
environment variables.

To create a new environment condition:

1. Select Configure > Environment.

The Environment page appears.

2. Select the Environment Conditions tab and click the + icon.

The Create New Environment Condition page appears.
3. Complete the configuration by using the guidelines in Table 155 on page 458.
4. Click Save to save the configuration or Cancel to discard the configuration.
After defining a new condition, you must apply it to the firewall policy rules. After assigning these conditions
to the rules, publish and update to the device.

Table 155: Fields on the Create New Environment Condition Page

Field Description

Condition Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.
No spaces are allowed; maximum length is 63 characters.

Description Enter a description for the environment condition; maximum length is 255 characters.

Condition Click the field and select the environment variable and the required possible values.

You can choose one or more variables in a combination. For example, use '=" or '!=" operator
to apply OR condition for the possible values. You can choose the AND operator, for the
AND condition.

Security administrators can now use the conditional evaluators based on the environment variables in the
firewall policy. Security Director auto-calculates the changes to the relevant rules and based on the
administrator’s approval, pushes out these changes to the entire network as required.

For example, the firewall policy rule table is updated with environment conditions, as shown in
Table 156 on page 459. If the ThreatLevel is Orange at a point of time, the system enables IPS service
automatically for the corresponding traffic.



Table 156: Firewall Rule with a Condition

Source Destination
Rule Traffic Match = Traffic Match
Number = Criteria Criteria
1000 Any MyCriticalServers
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I Editing and Deleting Environment Conditions
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Firewall
Action(s)

PERMIT

PERMIT

DENY

Other Actions

LOG

LOG
IPS_STD_PROFILE

LOG

You can edit or delete the environment conditions from the Environment Conditions tab.
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Editing an Environment Condition

To edit an environment condition:

1. Select Configure > Environment.

The Environment page appears.

2. In the Environment Conditions tab, select the condition that you want to edit, and then click the pencil
icon.

The Edit Environment Condition page appears displaying the same options that were used to create a
new condition.

3. Click Save to save the changes or Cancel to discard the changes.

Deleting an Environment Condition

To delete an environment condition:

1. Select Configure > Environment.

The Environment page appears.

2. In the Environment Conditions tab, select the condition that you want to delete, and then select the
delete icon (X).

An alert message appears confirming the delete operation.

3. Click Yes to delete your selection.
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Understanding Application Firewall Policies

Many dynamic applications use HTTP static ports to tunnel non-HTTP traffic through the network. Such
applications can permit traffic that might not be adequately controlled by standard network firewall policies,
leading to a security threat. Standard policies function based on IP addresses and ports, and therefore are
not effective with these dynamic applications. To avoid these security issues, an additional security control
for policies was introduced that functions based on the application ID.

The security policies provide firewall security functionality by enforcing rules for the traffic, which pass
through the device, is permitted or denied based on the action defined in the rules. The application firewall
port in the policies provides additional security control for dynamic applications.

An application firewall provides the following features:

e Permits, rejects, or denies traffic based on the application in use.

e Identifies not only HTTP but also any application running on top of it, letting you properly enforce
policies. For example, an application firewall rule could block HTTP traffic from Facebook but allow Web
access to HTTP traffic from MS Outlook.

The application firewall policy is defined by a collection of rule sets. A rule set defines the rules that match
the application ID detected, based on the application signature. After you create an application firewall
policy by adding rules, you can select that policy to be the active policy on your device.



The application firewall policy identifies the application ID as an unknown application ID under the following
circumstances:

e No application ID matches the traffic.
e The system encounters an error when identifying the application.

e Application ID is not identified during failover sessions.

When the application ID is identified as unknown, the traffic is processed based on the action defined in
the unknown rule in the rule set. When there is no rule defined for unknown in the rule set, the default
rule is applied for unknown dynamic applications.
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Creating Application Firewall Policies

Use the Application Firewall Policies page to configure an application firewall policy and to specify the
rule set to be applied to it.

An application firewall:

e Permits, rejects, or denies traffic based on the application of the traffic.

e Consists of one or more rule sets that specify match criteria and the action to be taken for matching
traffic.

o Identifies not only HTTP but also any application running on top of it, letting you properly enforce
policies. For example, an application firewall rule could block HTTP traffic from Facebook but allow Web
access to HTTP traffic from MS Outlook.

Before You Begin

e Read the “Understanding Application Firewall Policies” on page 461 topic.

e Have a basic understanding of firewall rules.



e Have a basic understanding of an application (or application set) that indicates that the policy applies to
traffic that matches it.

e Review the application firewall policies main page for an understanding of your current data set. See
“Application Firewall Policies Main Page Fields” on page 469 for field descriptions.

Configuring Application Firewall Policies Settings

To configure an application firewall policy, you must create a policy and then add rules to it. To create an
application firewall policy:

1. Select Configure > Application Firewall Policy > Policies.

2. Click the + icon.

w

. Complete the configuration according to the guidelines provided in the Table 157 on page 463.

4. Click OK.

To add rules to the application firewall policy:

1. Click Add Rules for the policy you created.

2. Click +.

3. Complete the configuration according to the guidelines provided in the Table 158 on page 464.

4. Click OK.

A new application firewall policy with your configurations is created. You can add rules to this policy to
provide additional security.

Table 157: Application Firewall Policies Settings

Settings Guidelines

Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and
underscores. No spaces are allowed and the maximum length is 63 characters.

Description Enter a description for the policy; maximum length is 1024 characters.



Table 158: Add Rule Settings

Settings

Rule Name

Application Signatures

Encryption

Action

Notify user on blocking
(Deny or Reject)

Default Action—Default
Action for other
applications (not
matching any rule)

Guidelines

Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.
No spaces are allowed and the maximum length is 63 characters.

Select an option to add or delete an application signature.

Select one or more available application signatures to add to the rules.

Select an option to specify different actions for encrypted and unencrypted SSL traffic:

e Any—Matches both encrypted and unencrypted SSL traffic.
e Yes—Matches encrypted SSL traffic only.
o No—Matches unencrypted SSL traffic only.

Select an option for any traffic that matches the application firewall rule set:

o Permit—Allows the traffic at the firewall.

e Deny—Blocks traffic, closes the session, and logs the event from an application firewall.
By default, no message is returned to the client. But you can choose to send a message.

e Reject—Drops traffic with a message to the client, closes the session, and logs the event
from an application firewall.

Select whether or not to notify clients when drop or reject actions are logged from an
application firewall:

e Yes—Displays a default message or customized message, or redirects the clients for
denied HTTP or HTTPS traffic. All other traffic is dropped silently.

o No—No message is sent to the client.
Select an option for any traffic that does not match any defined application firewall rule:

o Permit—Allows the traffic at the firewall.

e Deny—Blocks the traffic and the device drops the packet. By default, no message is
returned to the client but you can choose to send a message.

e Reject—Drops the traffic. By default the device drops the packet and returns a TCP
reset (RST) message to the source host and to the server in some cases. For UDP or
other protocol traffic, an ICMP unreachable message is returned to both client and

server.



Table 158: Add Rule Settings (continued)

Settings Guidelines

Block Message—Block Select an option to provide a text explanation to the client, redirect the client to an

Message Type informative webpage, or do nothing after a reject or deny action from an application
firewall:

o Not Configured—No message is returned to the client.

e Custom Message—Enter text to display with splash screen to inform the client that the
traffic has been blocked.

e Redirect URL—Enter URL to redirect the client to a custom webpage instead of the
default splash screen. For example: https://www.juniper.net/.
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Deleting and Replacing Policies and Objects

You can delete or replace policies and objects from the policies and shared objects main page.

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

Deleting Policies and Objects
To delete a policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Select the policy or shared object that you want to delete, and then select the minus sign (-).

An alert message appears verifying that you want to delete your selection


https://www.juniper.net/

3. Click Yes to delete your selection.

Replacing Policies and Objects
You can select one or more shared objects and replace them with other objects of the same type.
To replace one or more object:

1. Select Configure > Shared Objects > Addresses, Services, or Variables.

The addresses, services, or variables page appears.

2. Right-click the shared object that you want to replace, or click Replace from the More list.

You can replace a single object or multiple objects. If the selected object is used in any policy, a warning
message appears before they are replaced.

3. Click Yes to continue the replacement operation.
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Editing and Cloning Policies and Objects

You can edit or clone policies and objects from the policies and shared objects main page.

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

Editing Policies or Objects
To edit a policy or a shared objects:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Select the policy or shared object that you want to edit, and then click the pencil icon.



The Edit window appears, showing the same options as when creating a new policy or object.
3. Click OK to save your changes.

Cloning Policies or Objects
To clone a policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Right-click the policy or shared object that you want to clone, or select Clone from the More list.

The Clone window appears with editable fields.

3. Click OK to save your changes.
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Showing and Deleting Unused Policies and Objects

You can show or delete unused policies and objects in your network configurations.

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

Showing Unused Policies and Objects

You can view all unwanted policies or objects that are not used anywhere in your network to take
appropriate action.

To show unused policies or objects:

1. Select Configure and select the landing page for type of policy or object you are showing.



2. From the landing page, click More.

A list of actions appears.

3. Select Show Unused.

A list of unused objects (not referenced in any policy) and unused policies appear on the page.

Deleting Unused Policies and Objects
You can clear all unwanted policies or objects that are not used anywhere in your network.
To delete unused policies or objects:

1. Select Configure and select the landing page for type of policy or object you are deleting.

2. Select the check boxes beside the items that you want to delete. Right-click on the policy or object or
click More from the landing page.

A list of actions appears.

3. Select Delete Unused.

A confirmation window appears before you can delete the unused policies or objects.

4. Click Yes to confirm the deletion.

All unused policies or objects are deleted.
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Finding Usages for Policies and Objects

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

You can find usages for policies or objects and take appropriate action.



To find policies or objects usages:

1. Select Configure > and select the landing page for the policy or object for which you want to find

usages.

The policies or shared objects page appears

2. Right-click the policy or object or click More.

3. Select Find Usage. The usage window appears, showing the usage of the selected policy or object.
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Application Firewall Policies Main Page Fields

Use the application firewall policies main page to get an overall, high-level view of your application firewall

policy settings. You can filter and sort this information to get a better understanding of what you want to

configure. Table 159 on page 469describes the fields on this page.

Table 159: Application Firewall Policies Main Page Fields

Field

Name

Default Action

Rules

Block Message Type

Block Message/Redirect URL

Description

Name of the application firewall policy; maximum length is 63 characters.

Action taken for any traffic that matches one of the specified applications. For example:
Reject, Permit, Deny.

The match criteria, including dynamic applications, and the action to be taken for
matching traffic.

The type and content in a block message profile defined in the rule set. For example:
Text, URL.

Either a text explanation to the client or a URL redirect of the client to an informative
webpage. Occurs when traffic is blocked by a reject action or a deny action from an
application firewall.
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Table 159: Application Firewall Policies Main Page Fields (continued)

Field Description

Domain Domain name of the security device. This information is autopopulated once you
select the device. For example: global, system.

Description Description of the application firewall policy.
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Understanding Custom Application Signatures
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Application identification supports user-defined custom application signatures and signature groups.
Custom application signatures are unique to your environment and are not part of the predefined application
package when you install them into the device. The custom application signatures are pushed to the device
when you publish or update and subsequently, you can use them in the application firewall policy rules
only.

The custom application signatures are required:

e To control traffic particular to an environment

e To bring visibility for unknown or unclassified applications by developing custom applications



e Toidentify applications over Layer 7 that are transiting or temporary applications, and to achieve further
granularity of known applications

e To perform QoS for your specific application

Starting in Junos Space Security Director 17.1, you can create the custom application identification for all
devices running Junos OS Release 15.1X49-D40 and later. You can use the custom application identification
in the application firewall policies similar to the predefined application identifications. If the custom
application identifications are not supported by a device, Security Director shows an error during the policy
publish or the configuration preview.

You can import the custom application signatures from a device and also push the created custom application
signatures to a device, by using the publish and update workflow.

NOTE:
e You can use the custom application signatures only in the application firewall policy rules.

¢ Security Director and device configurations must be in sync for the application visibility to work
with the custom application signatures.

SRX Series devices support the following types of custom signatures:

ICMP-Based Mapping

The ICMP mapping technique maps standard ICMP message types and optional codes to a unique application
name. This mapping technique lets you differentiate between various types of ICMP messages.

Address-Based Mapping

Layer 3 and Layer 4 address mapping defines an application by the IP address and optional port range of
the traffic.

To ensure adequate security, use address mapping when the configuration of your private network predicts
application traffic to or from trusted servers. Address mapping provides efficiency and accuracy in handling
traffic from a known application.

With Layer 3 and Layer 4 address-based custom applications, you can match the IP address and port range
to destination IP address and port. When IP address and port are configured, they must match the
destination tuples (IP address and port range) of the packet.

For example, consider a Session Initiation Protocol (SIP) server that initiates sessions from its known port
5060. Because all traffic from this IP address and port is generated by only the SIP application, the SIP
application can be mapped to an IP address of the server and port 5060 for application identification. In
this way, all traffic with this IP address and port is identified as SIP application traffic.



IP Protocol-Based Mapping

Standard IP protocol numbers can map an application to IP traffic. As with address mapping, to ensure an
adequate security, use IP protocol mapping only in your private network for trusted servers.

Layer 7-Based Signatures

Layer 7 custom signatures define an application running over TCP or UDP or Layer 7 applications. Layer
7-based custom application signatures are required for the identification of multiple applications running
on the same Layer 7 protocols. For example, applications such as Facebook and Yahoo Messenger can run
over HTTP, but there is a need to identify them as two different applications running on the same Layer
7 protocol. The custom signature is cacheable for Layer 7 signatures only. You can create multiple signatures
and each signature can contain multiple members up to maximum of 15 members.

Layer 7-based custom application signatures detect applications based on the patterns in HTTP contexts.
However, some HTTP sessions are encrypted in SSL, also called Transport Layer Security (TLS). Application
identification can extract the server name information or the server certification from the TLS or SSL
sessions. It can also detect patterns in TCP or UDP payload in Layer 7 applications.

Release History Table

Release Description

171 Starting in Junos Space Security Director 17.1, you can create the custom application
identification for all devices running Junos OS Release 15.1X49-D40 and later.
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Creating Application Signatures

Application identification supports custom application signatures to detect applications as they pass through
the device. When you configure custom signatures, make sure that your signatures are unique. Use the
Create Application Signature page to create custom application signatures for applications based on ICMP,
IP protocol, IP address, and Layer 7.

Before you begin creating the custom application signatures:

e Make sure you have downloaded the application signature database package.



e The SRX Series device must be running Junos OS Release 15.1X49-D40 or later.

To create the custom application signatures:

1. Select Configure > Application Firewall Policy > Signatures.

The Application Signatures Page appears.

2. From the Create list, select Signature.

The Create Application Signature page appears.

3. Complete the configuration by using the guidelines in Table 160 on page 474.

4. Click OK to complete the configuration or Cancel to discard the configuration.

Table 160: Fields on the Create Application Signature Page

Field

Name

Description

Order

Priority

ICMP Mapping

ICMP Type

ICMP Code

Description

Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores. No spaces are allowed;
maximum length is 63 characters.

Enter a description for the custom application signature; maximum length is 255 characters.

Specify the order for the custom application. Lower order has higher priority.

This option is used when multiple custom applications of the same type match the same traffic. However, you cannot
use this option to prioritize among different type of applications such as TCP stream-based applications against TCP
port-based applications or IP address-based applications against port-based applications.

Select the priority from the list over other signature applications.

Specify the Internet Control Message Protocol (ICMP) value for an application to match. The ICMP mapping technique
maps standard ICMP message types and optional codes to a unique application name. This mapping technique lets you
differentiate between various types of ICMP messages.

Select the numerical value of an ICMP type. The type field identifies the ICMP message.

Select the numerical value of an ICMP code. The code field provides further information about the associated type field

IP Protocol Mapping



Table 160: Fields on the Create Application Signature Page (continued)

Field Description

IP Protocol | Selectthe IP protocol value for an application to match. Standard IP protocol numbers can map an application to IP traffic
To ensure an adequate security similar to address mapping, use IP protocol mapping only in your private network for
trusted servers.

Address Mapping

Add Use the Add Address Mapping page to create an address mapping that defines an application by the IP address and the

Address port range of the traffic.

Mapping

Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores. No spaces are allowed;
maximum length is 63 characters.

IP Address = Enter an IPv4 or IPvé6 address of the application for address mapping.

CIDR Enter an IPv4 or IPV6 address prefixes for a classless addressing.

TCP Port Enter the TCP port range for the application. Example: 1-200.

Range

UDP Port Enter the UDP port range for the application. Example: 1-200.

Range

L7 Signature

Cacheable Set this option to TRUE to enable caching of application identification results. By enabling this option, you can cache the
application detection result in an ASC table. If there is an entry in the ASC table, based on the destination IP address,
protocol, and the port, you can identify AppID without sending the packet again to engine.

Add L7 Select a protocol over which L7 signatures are added. The available options are:

Signature
e Over HTTP
e Over SSL
e Over TCP
e Over UDP

Over Shows the type of protocol that you have selected to add the L7 signature.

Protocol

Signature Enter the name of the custom application signature; maximum length is 63 characters.

Name



Table 160: Fields on the Create Application Signature Page (continued)

Field Description

Port Range | Enter the port range for the selected protocol. Range is 1-65535.

Add Click the + sign to add members for a custom application signature. You can add maximum of 15 members.

Members

Member Member name for a custom application signature. Custom signatures can contain multiple members that define attribute:
Name for an application. (The supported member name range is mO1 through m15.)

Context Select the context for matching the application running over TCP, UDP, or Layer 7.

The available options are:

o http-get-url-parsed-param-parsed—The decoded and normalized GET URL in an HTTP request along with the decodec
CGl parameters (if any).

o http-header-content-type—The content-type header in an HTTP transaction.
o http-header-cookie—The cookie header in an HTTP transaction.

e http-header-host—The host header in an HTTP transaction.

e http-header-user-agent—The user-agent header in an HTTP transaction.

o http-post-url-parsed-param-parsed—The decoded and normalized POST URL in an HTTP request along with the
decoded CGI parameters (if any).

o http-post-variable-parsed—The decoded POST URL or form data variables.
o http-url-parsed—The decoded and normalized URL in an HTTP request.

o http-url-parsed-param-parsed—The decoded and normalized URL in an HTTP request along with the decoded CGil
parameters (if any).

e ssl-server-name—Server name in the TLS server name extension or the SSL server certificate. This is also known as
Server Name Indication (SNI).

e stream—TCP or UDP stream data.



Table 160: Fields on the Create Application Signature Page (continued)

Field Description

Direction Select the connection direction of the packets to match pattern from the list. Combinations other than those mentionec
in Table 161 on page 477 is not supported.

Table 161: Supported Context-Direction Combination

Context Direction
http-get-url-parsed-param-parsed client-to-server

http-header-host client-to-server
http-header-user-agent client-to-server
http-post-url-parsed-param-parsed client-to-server
http-post-variable-parsed client-to-server

http-url-parsed client-to-server
http-url-parsed-param-parsed client-to-server
http-header-content-type any/client-to-server/server-to-client
http-header-cookie any/client-to-server/server-to-client
ssl-server-name client-to-server

stream any/client-to-server/server-to-client

Pattern (Optional) Enter the Deterministic Finite Automaton (DFA) pattern matched on the context. The DFA pattern specifies

the pattern to be matched for the signature. Maximum length is 128 characters.
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You can edit, clone, and delete the custom application signatures from the Application Signatures page.
You clone a custom application signature to easily create a custom application signature. You delete the
unused custom application signatures.

Editing Custom Application Signatures

To edit a custom application signature:

1. Select Configure > Application Firewall Policy > Signatures.

The Application Signatures page appears.

2. Select the custom application signature that you want to edit, and click the pencil icon.

The Edit Application Signatures page appears, showing the same fields that are displayed when you
create a custom application signature.

3. Edit the application signatures fields as needed.

4. Click OK to save the changes.

The changes are saved and you are returned to the Application Signatures page.



Cloning Custom Application Signatures

To clone a custom application signature:

1. Select Configure > Application Firewall Policy > Signatures.

The Application Signatures page appears.

2. Select the custom application signature that you want to clone, and click the Clone button or select
Clone from the More or right-click menu.

The Clone Application Signature page appears, showing the same fields that are displayed when you
create a custom application signature.

3. Modify the application signature fields as needed.

4. Click OK to save the changes.

The cloned custom application signature is created and you are returned to the Application Signatures
page.

Deleting Custom Application Signatures

To delete one or more custom application signatures:

1. Select Configure > Application Firewall Policy > Signatures.

The Application Signatures page appears.

2. Select the custom application signature that you want to delete, and click the X icon.

A warning dialog box appears asking you to confirm the deletion.

3. Click Yes to delete the selected custom application signatures.

The custom application signatures are deleted and you are returned to the Application Signature page.

Understanding Custom Application Signatures | 471
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Creating Application Signature Groups

Juniper Networks regularly updates the predefined application signature database, making it available to
subscribers on the Juniper Networks website. This package includes signature definitions of known
application objects that can be used to identify applications for tracking, firewall policies, quality-of-service
prioritization, and Intrusion Prevention System (IPS).

Use the Application Signature page to view application signatures that are already downloaded and to
create custom application signature groups. The application signature page displays the name, object type,
category and subcategory, risk, and characteristics of the signature. You can create custom application
signature groups with a set of similar signatures for consistent reuse when defining policies.

NOTE: As of Junos OS Release 12.1x47 and later, the nested applications are called applications,
with the same details converted as the members of application signature. These application
signatures are called ngApplDs. The Application Signature page shows only the ngApplD2.0
applications and application groups.

Before You Begin

e Make sure you have downloaded the application signature database package.
e Make sure that the latest updates have been applied.

o Review the Application Signature main page for an understanding of your current data set. See “Application
Signatures Main Page Fields” on page 481 for field descriptions.

Configuring Application Signature Group Settings

Application identification supports custom application signatures to detect applications as they pass through
the device. When you configure custom signature groups, make sure that your signature groups are unique.

To configure application signature groups:

1. Select Configure > Application Firewall Policy >Signatures.
2. Click the +icon.
3. Complete the configuration according to the guidelines provided in Table 162 on page 481.

4. Click OK to save.



Table 162: Application Signature Group Settings

Setting Guideline

Name Enter a unique name that is a string of alphanumeric characters, colons, periods, dashes,
and underscores. No spaces are allowed and maximum length is 63 characters.

Group Members Click the + icon to add signatures to your application group. On the Add Application
Signatures page, select the check boxes next to the signatures you want to add to the

group.
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Application Signatures Main Page Fields

Use the application signatures main page to get an overall, high-level view of your application signature
settings. You can filter and sort this information to get a better understanding of what you want to configure.
Table 163 on page 481 describes the fields on this page.

Table 163: Application Signatures Main Page Fields

Field Description

Name Name of the application signature; maximum length is 63 characters.
Object Type Signature type, either application signature or application signature group.
Category UTM category of the application signature.

Sub Category UTM subcategory of the application signature.

Risk Level of risk of the application signature.

Characteristic One or more characteristics of the application signature.

Device Compatibility Device compatibility version.
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Table 163: Application Signatures Main Page Fields (continued)

Field Description

Predefined/Custom A list of predefined application signatures and a list of custom application
signatures that you created.

Domain IP addresses associated with domain names.

RELATED DOCUMENTATION
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SSL Forward Proxy Overview

Secure Sockets Layer (SSL) is an application-level protocol that provides encryption technology for the
Internet. SSL, also called Transport Layer Security (TLS), ensures the secure transmission of data between
a client and a server through a combination of privacy, authentication, confidentiality, and data integrity.
SSL relies on certificates and private-public key exchange pairs for this level of security.

Server authentication guards against fraudulent transmissions by enabling a Web browser to validate the
identity of a Web server. Confidentiality mechanisms ensure that communications are private. SSL enforces
confidentiality by encrypting data to prevent unauthorized users from eavesdropping on electronic
communications. Finally, message integrity ensures that the contents of a communication have not been
tampered with.

SSL forward proxy is a transparent proxy; that is, it performs SSL encryption and decryption between the
client and the server, but neither the server nor the client can detect its presence. SSL forward proxy
ensures that it has the keys to encrypt and decrypt the payload:

e For the server, SSL forward proxy acts as a client—Because SSL forward proxy generates the shared
pre-master key, it determines the keys to encrypt and decrypt.

e For the client, SSL forward proxy acts as a server—SSL forward proxy first authenticates the original
server and replaces the public key in the original server certificate with a key that is known to it. It then
generates a new certificate by replacing the original issuer of the certificate with its own identity and
signs this new certificate with its own public key (provided as a part of the proxy profile configuration).
When the client accepts such a certificate, it sends a shared pre-master key encrypted with the public
key on the certificate. Because SSL forward proxy replaced the original key with its own key, it is able



to receive the shared pre-master key. Decryption and encryption take place in each direction (client and
server), and the keys are different for both encryption and decryption.

Figure 51 on page 484 depicts how SSL inspection (on an existing SRX Series IPS module) is typically used
to protect servers. SSL inspection requires access to private keys used by the servers so that the SRX
Series device can decrypt the encrypted traffic.

Figure 51: SSL Inspection on an Existing SRX Series Device
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Figure 52 on page 485 shows how SSL forward proxy works on an encrypted payload. When application
firewall (AppFW), intrusion prevention system (IPS), or application tracking (AppTrack) is configured, SSL
forward proxy acts as an SSL server terminating the SSL session from the client and a new SSL session is
established to the server. The device decrypts and then re-encrypts all SSL forward proxy traffic. SSL
forward proxy uses the following services:

e SSL-T-SSL terminator on the client side.
e SSL-I-SSL initiator on the server side.

o Configured AppFW, IPS, or AppTrack services use the decrypted SSL sessions.
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NOTE: If none of the services (AppFW, IPS, or AppTrack) are configured, then SSL forward proxy
services are bypassed even if an SSL proxy profile is attached to a firewall policy. IPS does not
perform SSL inspection on a session if SSL forward proxy is enabled for that session. That is, if both
SSL inspection and SSL forward proxy are enabled on a session, SSL forward proxy always takes
precedence.

Figure 52: SSL Proxy on an Encrypted Payload
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Supported Ciphers in Proxy Mode

An SSL cipher comprises encryption ciphers, authentication method, and compression. Table 164 on page 486
displays a list of supported ciphers. NULL ciphers are excluded.

The following SSL protocols are supported:

e SSLv3
e TLS1



Table 164: Supported Ciphers in Proxy Mode

SSL Cipher

RSA_WITH_RC4_128_MD5

RSA_WITH_RC4_128_SHA

RSA_WITH_DES_CBC_SHA

RSA_WITH_3DES_EDE_CBC_SHA

RSA_WITH_AES_128_CBC_SHA

RSA_WITH_AES_256_CBC_SHA

RSA_EXPORT_WITH_RC4_40_MD5

RSA_EXPORT_WITH_DES40_CBC_SHA

RSA_EXPORT1024_WITH_DES_CBC_SHA

RSA_EXPORT1024_WITH_RC4_56_MD5

RSA_EXPORT1024_WITH_RC4_56_SHA

RSA-WITH-AES-256-GCM-SHA384

RSA-WITH-AES-256-CBC-SHA256

RSA-WITH-AES-128-GCM-SHA256

RSA-WITH-AES-128-CBC-SHA256

Server Authentication

Key Exchange
Algorithm

RSA key exchange

RSA key exchange

RSA key exchange

RSA key exchange

RSA key exchange

RSA key exchange

RSA-export

RSA-export

RSA 1024 bit export

RSA 1024 bit export

RSA 1024 bit export

RSA key exchange

RSA key exchange

RSA key exchange

RSA key exchange

Data Encryption

128-bit RC4

128-bit RC4

DES CBC

3DES EDE/CBC

128-bit AES/CBC

256-bit AES/CBC

40-bit RC4

40-bit DES/CBC

DES/CBC

56-bit RC4

56-bit RC4

256-bit AES/GCM

256-bit AES/CBC

128-bit AES/GCM

128-bit AES/CBC

Message Integrity

Message Digest 5
(MD5) hash

Secure Hash
Algorithm (SHA)
hash

SHA hash
SHA hash
SHA hash
SHA hash
MD5 hash
SHA hash
SHA hash
MD5 hash
SHA hash
SHA384 hash
SHA256 hash

SHA256 hash

SHA256 hash

Implicit trust between the client and the device (because the client accepts the certificate generated by

the device) is an important aspect of SSL proxy. It is extremely important that server authentication is not
compromised; however, in reality, self-signed certificates and certificates with anomalies are in abundance.
Anomalies can include expired certificates, instances of common name not matching a domain name, and

so forth.



Server authentication is governed by selecting the Ignore Server Authentication option in the SSL forward
proxy profile.

If the Ignore Server Authentication option is not selected, the following scenarios occur:

o If authentication succeeds, a new certificate is generated by replacing the keys and changing the issuer
name to the issuer name that is configured in the root CA certificate in the proxy profile.

o If authentication fails, the connection is dropped.

If the Ignore Server Authentication option is defined as an action in the SSL forward proxy profile, the
following scenarios occur:

o If the certificate is self-signed, a new certificate is generated by replacing the keys only. The issuer name
is not changed. This ensures that the client browser displays a warning that the certificate is not valid.

o If the certificate has expired or if the common name does not match the domain name, a new certificate
is generated by replacing the keys and changing the issuer name to SSL-PROXY:
DUMMY_CERT:GENERATED DUE TO SRVR AUTH FAILURE. This ensures that the client browser
displays a warning that the certificate is not valid.

Trusted CA List

SSL forward proxy ensures secure transmission of data between a client and a server. Before establishing
a secure connection, SSL forward proxy checks certificate authority (CA) certificates to verify signatures
on server certificates. For this reason, a reasonable list of trusted CA certificates is required to effectively
authenticate servers.

Ignore Server Authentication

You can use the Ignore Server Authentication option to ignore server authentication completely. In this
case, SSL forward proxy ignores errors encountered during the server certificate verification process (such
as CA signature verification failure, self-signed certificates, and certificate expiry).

We do not recommend this option for authentication, because configuring it results in websites not being
authenticated at all. However, you can use this option to effectively identify the root cause for dropped
SSL sessions.

Root CA

In a public key infrastructure (PKI) hierarchy, the root CA is at the top of the trust path. The root CA
identifies the server certificate as a trusted certificate.

Session Resumption

An SSL session refers to the set of parameters and encryption keys created by performing a full handshake.
A connection is the conversation or active data transfer that occurs within the session. The computational
overhead of a complete SSL handshake and generation of master keys is considerable. In short-lived
sessions, the time taken for the SSL handshake can be more than the time for data transfer. To improve



throughput and still maintain an appropriate level of security, SSL session resumption provides a session
caching mechanism so that session information, such as the pre-master secret key and agreed-upon ciphers,
can be cached for both the client and server. The cached information is identified by a session ID. In
subsequent connections both parties agree to use the session ID to retrieve the information rather than
create a new pre-master secret key. Session resumption shortens the handshake process and accelerates
SSL transactions.

SSL Proxy Logs

When logging is enabled in an SSL proxy profile, SSL proxy can generate the messages shown in
Table 165 on page 488.

Table 165: SSL Proxy Logs

Log Type Description
SSL_PROXY_SSL_SESSION_DROP Logs generated when a session is dropped by SSL proxy.
SSL_PROXY_SSL_SESSION_ALLOW Logs generated when a session is processed by SSL proxy even

after encountering some minor errors.

SSL_PROXY_SESSION_IGNORE Logs generated if non-SSL sessions are initially mistaken as SSL
sessions.

SSL_PROXY_SESSION_WHITELIST Logs generated when a session is whitelisted.

SSL_PROXY_ERROR Logs used for reporting errors.

SSL_PROXY_WARNING Logs used for reporting warnings.

SSL_PROXY_INFO Logs used for reporting general information.

All logs contain similar information; the message field contains the reason for the log generation. One of
three prefixes shown in Table 166 on page 488 identifies the source of the message. Other fields are
descriptively labeled.

Table 166: SSL Proxy Log Prefixes

Prefix Description

system Logs generated due to errors related to the device or an action taken as part of the
SSL proxy profile. Most logs fall into this category.

openssl error Logs generated during the handshaking process if an error is detected by the openssl|
library.



Table 166: SSL Proxy Log Prefixes (continued)

Prefix Description

certificate error Logs generated during the handshaking process if an error is detected in the certificate
(x509 related errors).

Perfect Forward Secrecy

Perfect Forward Secrecy is a specific key agreement protocol that provides assurance that your session
keys are not compromised even if the private key of the server is compromised. By generating a unique
session key for every session a user initiates, even if a single session keys gets compromised does not
affect any data other than that exchanged in a specific session protected by that particular key.

The Elliptic Curve DHE (ECDHE) cipher suits are supported to enable the perfect forward secrecy on SSL
forward proxy. The SSL forward proxy still uses RSA for authentication. However, it uses EC Diffie-Hellman
ephemeral key exchange to agree on a shared secret.

ECDHE cipher suites are faster than the DHE counterparts and therefore, the SSL forward proxy supports
only ECDHE cipher suits. The ECDHE cipher suits are based on the elliptic curve cryptography which
allows you to achieve the same level of security than RSA with smaller keys. For example, a 224 bit elliptic
curve is as secure as a 2048 bit RSA key.

Table 167 on page 489 shows the supported ECDHE cipher suits.

Table 167: Supported ECDHE Cipher Suits

Key Exchange Message
SSL Cipher Algorithm Data Encryption Integrity
ECDHE-RSA-WITH-AES-256-GCM-SHA384 ECDHE RSA 256-bit AES/GCM SHA 384 hash
ECDHE-RSA-WITH-AES-256-CBC-SHA384 ECDHE RSA 256-bit AES/CBC SHA 384 hash
ECDHE-RSA-WITH-AES-256-CBC-SHA ECDHE RSA 256-bit AES/CBC SHA hash
ECDHE-RSA-WITH-AES-3DES-EDE-CBC-SHA = ECDHE RSA 3DES AES/EDE/CBC | SHA hash
ECDHE-RSA-WITH-AES-128-GCM-SHA256 ECDHE RSA 128-bit AES/GCM SHA 256 hash
ECDHE-RSA-WITH-AES-128-CBC-SHA256 ECDHE RSA 128-bit AES/CBC SHA 256 hash

ECDHE-RSA-WITH-AES-128-CBC-SHA ECDHE RSA 128-bit AES/CBC SHA hash
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Creating SSL Forward Proxy Profiles

Use the SSL Forward Proxy Profile page to view and manage SSL proxy profile details. SSL proxy is enabled
as an application service within a security policy. You specify the traffic that you want the SSL proxy
enabled on as match criteria and then specify the SSL proxy profile to be applied to the traffic.

Before You Begin

e Read the SSL Forward Proxy Overview topic.

e Review the SSL Forward Proxy Profile main page for an understanding of your current data set. See “SSL
Forward Proxy Profile Main Page Fields” on page 494 for field descriptions.

Configuring SSL Forward Proxy Profile Settings
To create an SSL forward proxy profile:

1. Select Configure > SSL Profiles> SSL Proxy Profiles.

The SSL Proxy Profiles page appears.
2. Select Forward Proxy from the Create list.
3. Complete the configuration according to the guidelines provided in Table 168 on page 491.
4. Click OK.

An SSL forward proxy profile is created that can be assigned to a firewall policy for advanced security
options.

NOTE: If none of the services (AppFW, IDP, or AppTrack) are configured, then SSL proxy services
are bypassed even if an SSL proxy profile is attached to a firewall policy.



Table 168: SSL Forward Proxy Profile Settings

Setting Guideline
General Information

Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores. No
spaces are allowed; maximum length is 63 characters.

Description Enter a description for the SSL forward proxy profile; maximum length is 1024 characters.

Preferred Cipher = Select a preferred cipher. Ciphers are divided into the following categories depending on their key

strength.

o Custom—Configure custom cipher suite and order of preference.
o Medium—Use ciphers with key strength of 128 bits or greater.

e Strong—Use ciphers with key strength of 168 bits or greater.

o Weak—Use ciphers with key strength of 40 bits or greater.



Table 168: SSL Forward Proxy Profile Settings (continued)

Setting Guideline

Custom Ciphers | Select the set of ciphers the SSH server can use to perform encryption and decryption functions.
If this option is not configured, the server accepts any supported suite that is available.

The available custom ciphers are:

o rsa-with-RC4-128-md5—RSA, 128- bit RC4, MD5 hash

e rsa-with-RC4-128-sha—RSA, 128-bit RC4, SHA hash

e rsa-with-des-cbc-sha—RSA, DES/CBC, SHA hash

e rsa-with-3DES-ede-cbc-sha—RSA, 3DES EDE/CBC, SHA hash

e rsa-with-aes-128-cbc-sha—RSA, 128-bit AES/CBC, SHA hash

e rsa-with-aes-256-cbc-sha—RSA, 256 bit AES/CBC, SHA hash

o rsa-export-with-rc4-40-md5—RSA-export, 40 bit RC4, MD5 hash

o rsa-export-with-des40-cbc-sha—RSA-export, 40 bit DES/CBC, SHA hash

o rsa-export1024-with-des-cbc-sha—RSA 1024 bit export, DES/CBC, SHA hash

o rsa-export1024-with-rc4-56-md5—RSA 1024 bit export, 56 bit RC4, MD5 hash

o rsa-export1024-with-rc4-56-sha—RSA 1024 bit export, 56 bit RC4, SHA hash

o rsa-with-aes-256-gcm-sha384—RSA, 256 bit AES/GCM, SHA384 hash

e rsa-with-aes-256-cbc-sha256—RSA, 256 bit AES/CBC, SHA256 hash

e rsa-with-aes-128-gcm-sha256—RSA, 128 bit AES/GCM, SHA256 hash

e rsa-with-aes-128-cbc-sha256—RSA, 256 bit AES/CBC, SHA256 hash

o ecdhe-rsa-with-aes-256-gcm-sha384—ECDHE, RSA, 256 bit AES/GCM, SHA384 hash
o ecdhe-rsa-with-aes-256-cbc-sha384—ECDHE, RSA, 256 bit AES/CBC, SHA384 hash
e ecdhe-rsa-with-aes-256-cbc-sha—ECDHE, RSA, 256 bit AES/CBC, SHA hash

e ecdhe-rsa-with-aes-3des-ede-cbc-sha—ECDHE, RSA, 3DES, EDE/CBC, SHA hash

o ecdhe-rsa-with-aes-128-gcm-sha256—ECDHE, RSA, 128 bit AES/GCM, SHA256 hash
o ecdhe-rsa-with-aes-128-cbc-sha256—ECDHE, RSA, 128 bit AES/CBC, SHA256 hash
o ecdhe-rsa-with-aes-128-cbc-sha—ECDHE, RSA, 128 bit AES/CBC, SHA hash

Flow Trace Select this option to enable flow trace for troubleshooting policy-related issues.

Root Certificate = Select or add a root certificate. In a public key infrastructure (PKI) hierarchy, the root CA is at the
top of the trust path. The root CA identifies the server certificate as a trusted certificate.

Click Add for a new root certificate. On the Add page, select a device and the trusted CAs to
associate to the root certificate.



Table 168: SSL Forward Proxy Profile Settings (continued)

Setting

Exempted
Address

Exempted URL
Categories

Actions
Server

Authentication
Failure

Session
Resumption

Log

Guideline

Select addresses to create whitelists that bypass SSL forward proxy processing.

Because SSL encryption and decryption are complicated and expensive procedures, network
administrators can selectively bypass SSL proxy processing for some sessions. Such sessions mostly
include connections and transactions with trusted servers or domains with which network
administrators are very familiar. There are also legal requirements to exempt financial and banking
sites. Such exemptions are achieved by configuring the IP addresses or domain names of the
servers under whitelists.

Starting in Junos Space Security Director Release 16.2, you can select URL categories to create
whitelists that bypass SSL forward proxy processing.

These URL categories are exempted during SSL inspection. Only the predefined URL categories
can be selected for the exemption.

Select this option to ignore server authentication completely.

In this case, SSL forward proxy ignores errors encountered during the server certificate verification
process (such as CA signature verification failure, self-signed certificates, and certificate expiry).

We do not recommend this option for authentication, because configuring it results in websites
not being authenticated at all. However, you can use this option to effectively identify the root
cause for dropped SSL sessions.

Select the Disable Session Resumption option if you do not want session resumption.

To improve throughput and still maintain an appropriate level of security, SSL session resumption
provides a session caching mechanism so that session information, such as the pre-master secret
key and agreed-upon ciphers, can be cached for both the client and server.

Select this option to generate logs. You can choose to log all events, warnings, general information,
errors, or different sessions (whitelisted, allowed, dropped, or ignored).



Table 168: SSL Forward Proxy Profile Settings (continued)

Setting Guideline

Renegotiation After a session is created and SSL tunnel transport has been established, a change in SSL parameters
requires renegotiation. SSL forward proxy supports both secure (RFC 5746) and nonsecure (TLS
v1.0 and SSL v3) renegotiation.

Select one of the following options if a change in SSL parameters requires renegotiation:

o None (selected by default)
o Allow
o Allow-secure

e Drop
When session resumption is enabled, session renegotiation is useful in the following situations:

o Cipher keys need to be refreshed after a prolonged SSL session.

e Stronger ciphers need to be applied for a more secure connection.

Release History Table

Release Description

16.2 Starting in Junos Space Security Director Release 16.2, you can select URL categories to
create whitelists that bypass SSL forward proxy processing.

SSL Forward Proxy Overview | 483
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SSL Forward Proxy Profile Main Page Fields

Use the SSL Forward Proxy Profile page to view and manage SSL proxy profile details. SSL proxy is enabled
as an application service within a security policy. You specify the traffic that you want the SSL proxy
enabled on as match criteria and then specify the SSL proxy profile to be applied to the traffic. You can
filter and sort this information to get a better understanding of what you want to view. Table 169 on page 495
describes the fields on this page.



Table 169: SSL Forward Proxy Profile Main Page Fields

Field

Name

Preferred Cipher

Custom Ciphers

Exempted Address

Server Authentication

Failure

Session Resumption

Domain

Description

Description

Unique string of alphanumeric characters, colons, periods, dashes, and underscores; no
spaces allowed; 63-character maximum.

Ciphers are divided into three categories depending on their key strength. Strong ciphers
are 168 bits or greater; medium ciphers are 128 bits or greater; and weak ciphers are
40 bits or greater. The default is custom, which allows you to configure your own cipher
suite.

Ciphers selected from each of the categories (Strong, Medium, Weak) to form a custom
cipher suite.

Addresses that are selected to bypass SSL forward proxy processing. This allows you to
create whitelists and avoid the expense and complication of SSL encryption.

This option ignores errors encountered during the server certificate verification process
(such as CA signature verification failure, self-signed certificates, and certificate expiry).

This option enables or disables depending on whether you want session resumption
(session caching mechanism).

Domain name to which the SSL forward proxy profile is associated. The IP addresses
associated with domain names are dynamic and can change at any time.

Description for the SSL proxy profile; maximum length is 1024 characters.

Creating SSL Forward Proxy Profiles | 490
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Creating SSL Reverse Proxy Profiles

Use the SSL Reverse Proxy Profiles page to configure the SSL reverse proxy to protect your SSL-enabled
web servers against client-to-server attacks from malicious clients. This functions by loading the SSL private
key onto the SRX Series device to protect your clients against threats from web servers that you do not
control. For example, if an external user on the internet is trying to access a corporate web server, they
initiate the HTTPS connection to the web server. The IPS policy which has the private key of the web
server intercepts the traffic, inspects it for attacks, and if no attacks are present, it forwards it onto the
destination web server.

To create an SSL reverse proxy profile:

1. Select Configure > SSL Profiles> SSL Proxy Profiles.

The SSL Proxy Profiles page appears.
2. Select Reverse Proxy from the Create list.
3. Complete the configuration according to the guidelines provide in Table 170 on page 496.
4. Click OK.

An SSL reverse proxy profile is created that can be assigned to a firewall policy for advanced security
options.

Table 170: Fields on the Create SSL Reverse Proxy Profile Page

Field Description
General Information

Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores. No
spaces are allowed; maximum length is 63 characters.

Description Enter a description for the SSL forward proxy profile; maximum length is 1024 characters.

Preferred Cipher = Select a preferred cipher. Ciphers are divided into the following categories depending on their key
strength.

e Custom—Configure custom cipher suite and order of preference.
o Medium—Use ciphers with key strength of 128 bits or greater.
Strong—Use ciphers with key strength of 168 bits or greater.

o Weak—Use ciphers with key strength of 40 bits or greater.



Table 170: Fields on the Create SSL Reverse Proxy Profile Page (continued)

Field Description

Custom Ciphers | Select the set of ciphers the SSH server can use to perform encryption and decryption functions.
If this option is not configured, the server accepts any supported suite that is available.

The available custom ciphers are:

e rsa-with-RC4-128-md5—RSA, 128- bit RC4, MD5 hash

e rsa-with-RC4-128-sha—RSA, 128-bit RC4, SHA hash

e rsa-with-des-cbc-sha—RSA, DES/CBC, SHA hash

e rsa-with-3DES-ede-cbc-sha—RSA, 3DES EDE/CBC, SHA hash

e rsa-with-aes-128-cbc-sha—RSA, 128-bit AES/CBC, SHA hash

e rsa-with-aes-256-cbc-sha—RSA, 256 bit AES/CBC, SHA hash

o rsa-export-with-rc4-40-md5—RSA-export, 40 bit RC4, MD5 hash

e rsa-export-with-des40-cbc-sha—RSA-export, 40 bit DES/CBC, SHA hash

o rsa-export1024-with-des-cbc-sha—RSA 1024 bit export, DES/CBC, SHA hash

o rsa-export1024-with-rc4-56-md5—RSA 1024 bit export, 56 bit RC4, MD5 hash

o rsa-export1024-with-rc4-56-sha—RSA 1024 bit export, 56 bit RC4, SHA hash

e rsa-with-aes-256-gcm-sha384—RSA, 256 bit AES/GCM, SHA384 hash

e rsa-with-aes-256-cbc-sha256—RSA, 256 bit AES/CBC, SHA256 hash

e rsa-with-aes-128-gcm-sha256—RSA, 128 bit AES/GCM, SHA256 hash

e rsa-with-aes-128-cbc-sha256—RSA, 256 bit AES/CBC, SHA256 hash

o ecdhe-rsa-with-aes-256-gcm-sha384—ECDHE, RSA, 256 bit AES/GCM, SHA384 hash
o ecdhe-rsa-with-aes-256-cbc-sha384—ECDHE, RSA, 256 bit AES/CBC, SHA384 hash
e ecdhe-rsa-with-aes-256-cbc-sha—ECDHE, RSA, 256 bit AES/CBC, SHA hash

e ecdhe-rsa-with-aes-3des-ede-cbc-sha—ECDHE, RSA, 3DES, EDE/CBC, SHA hash

o ecdhe-rsa-with-aes-128-gcm-sha256—ECDHE, RSA, 128 bit AES/GCM, SHA256 hash
e ecdhe-rsa-with-aes-128-cbc-sha256—ECDHE, RSA, 128 bit AES/CBC, SHA256 hash
o ecdhe-rsa-with-aes-128-cbc-sha—ECDHE, RSA, 128 bit AES/CBC, SHA hash

Flow Trace Select this option to enable flow trace for troubleshooting policy-related issues.
Server Specify the server certificate identifier.
Certificate

Select the required SRX Series device from the list and assign the server certificate identifier.



Table 170: Fields on the Create SSL Reverse Proxy Profile Page (continued)

Field

Exempted
Address

Exempted URL
Categories

Actions

Session
Resumption

Log

Renegotiation

Description

Select addresses to create whitelists that bypass SSL forward proxy processing.

Because SSL encryption and decryption are complicated and expensive procedures, network
administrators can selectively bypass SSL proxy processing for some sessions. Such sessions mostly
include connections and transactions with trusted servers or domains with which network
administrators are very familiar. There are also legal requirements to exempt financial and banking
sites. Such exemptions are achieved by configuring the IP addresses or domain names of the
servers under whitelists.

Starting in Junos Space Security Director Release 16.2, you can select URL categories to create
whitelists that bypass SSL forward proxy processing.

These URL categories are exempted during SSL inspection. Only the predefined URL categories
can be selected for the exemption.

Select the Disable Session Resumption option if you do not want session resumption.

To improve throughput and still maintain an appropriate level of security, SSL session resumption
provides a session caching mechanism so that session information, such as the pre-master secret
key and agreed-upon ciphers, can be cached for both the client and server.

Select this option to generate logs. You can choose to log all events, warnings, general information,
errors, or different sessions (whitelisted, allowed, dropped, or ignored).

After a session is created and SSL tunnel transport has been established, a change in SSL parameters
requires renegotiation. SSL forward proxy supports both secure (RFC 5746) and nonsecure (TLS
v1.0 and SSL v3) renegotiation.

Select one of the following options if a change in SSL parameters requires renegotiation:

None (selected by default)
o Allow
o Allow-secure

e Drop

When session resumption is enabled, session renegotiation is useful in the following situations:

o Cipher keys need to be refreshed after a prolonged SSL session.

e Stronger ciphers need to be applied for a more secure connection.
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Release History Table

Release Description

16.2 Starting in Junos Space Security Director Release 16.2, you can select URL categories to
create whitelists that bypass SSL forward proxy processing.

RELATED DOCUMENTATION
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About the Active Directory Profile Page
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To access this page, click Configure > User Firewall Management > Active Directory.

Starting in Junos Space Security Director Release 16.1, you can use the Active Directory Profile page to
configure the Active Directory profile as an authentication server.

Tasks You can Perform

You can perform the following tasks from this page:

o Create an Active Directory profile. See “Creating Active Directory Profiles” on page 503.

o Modify or delete an existing Active Directory profile. See “Editing and Deleting Active Directory Profiles”
on page 508.

¢ Deploy the Active Directory profile to SRX Series devices. See “Deploying the Active Directory Profile
to SRX Series Devices” on page 507.
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Field Descriptions

Table 171 on page 502 provides guidelines on using the fields on the Active Directory page.

Table 171: Fields on the Active Directory Profile Page

Field Description

Name Specifies the name of the Active Directory.
Description Describes the Active Directory.

Domain Specifies the domain for which the status is displayed.

Example: Global

Devices Lists the assigned devices for a directory.
Example: SRX
Active Directory Domains Specifies the domains of the Active Directory.

Example: domain.net

Release History Table

Release Description

16.1 Starting in Junos Space Security Director Release 16.1, you can use the Active Directory
Profile page to configure the Active Directory profile as an authentication server.

RELATED DOCUMENTATION

Creating Active Directory Profiles | 503
Editing and Deleting Active Directory Profiles | 508
Deploying the Active Directory Profile to SRX Series Devices | 507



Creating Active Directory Profiles

Use the Create Active Directory Profile page to configure the IP address-to-user mapping information and
the user-to-group mapping information to access the LDAP server.

To create an Active Directory profile:

1. Select Configure > User Firewall Management > Active Directory.

The Active Directory Profile page appears.
2. Click the + icon.
3. Complete the configuration by using the guidelines in Table 172 on page 503.

4. Click Finish.

A Summary page providing a preview of the complete configuration appears.
5. Click OK to complete the configuration or Back to make any modifications.
Table 172: Fields on the Create Active Directory Profile Page
Field Description
General Information
Name Enter a unique string of alphanumeric characters, colons,
periods, dashes, and underscores. Maximum length is 255

characters.

Description Enter a description for the Active Directory profile;
maximum length is 255 characters.

On Demand Probe Enable the manual on-demand probing of a domain PC as
an alternate method for the SRX Series device to retrieve
address-to-user mapping information.

By default, the manual on-demand probing is not enabled.

Timeout



Table 172: Fields on the Create Active Directory Profile Page (continued)

Field

Authentication Entry Timeout

WMI Timeout

Filter

Filter

Add Domain Settings

Description

Set the timeout to O to avoid having the user's entry being
removed from the authentication table after the timeout.

Note that when a user is no longer active, a timer is started
for that user’s entry in the Active Directory authentication
table. When the time is up, the user’s entry is removed
from the table. Entries in the table remain active as long
as there are sessions associated with the entry.

The default authentication entry timeout is thirty minutes.
To disable timeout, set the interval to zero. The range is
10 through 1440 minutes.

Configure the number of seconds that the domain PC has
to respond to the SRX Series device’s query through
Windows Management Instrumentation (WMI) or
Distributed Component Object Module (DCOM).

If no response is received from the domain PC within the
wmi-timeoutinterval, the probe fails and the system either
creates an invalid authentication entry or updates the
existing authentication entry as invalid. If an authentication
table entry already exists for the probed IP address, and
no response is received from the domain PC within the
wmi-timeout interval, the probe fails and that entry is
deleted from the table.

The range is 3 through 120 seconds.

Set the range of IP addresses that must be monitored or
not monitored.

e Include—Specify to include IP addresses from the
Available column.

o Exclude—Specify to exclude IP addresses from the
Available column.

Click Add New Address to create a new IP address and
add it as either include or exclude from monitoring.



Table 172: Fields on the Create Active Directory Profile Page (continued)

Field

Domain Name

Description

Username

Password

Domain Controller(s)

User Group Mapping(LDAP)

IP Address

Port

Base DN

Description

Enter the name of the domain; the length of the name
ranges from 1 through 64 characters. The SRX Series
device can have the integrated user firewall configured in
a maximum of two domains.

Example: example.net

Enter a description for the LDAP server domain; maximum
length is 255 characters.

Enter the Active Directory account name. The range is 1
through 64 characters.

Example: administrator

Enter the password of the Active Directory account. The
range is 1 through 128 characters.

Example: $ABC123

Click the plus(+) sign to create new domain controllers.

e Domain Controller Name— Name can range from 1
through 64 characters. A maximum of 10 domain
controllers can be configured.

o |IP Address—IP address of the domain controller.

Specify the IP address of the LDAP server. If no address
is specified, the system uses one of the configured Active
Directory domain controllers.

Example: 192.0.2.15

Specify the port number of the LDAP server. If no port
number is specified, the system uses port 389 for plaintext
or port 636 for encrypted text.

Enter the LDAP base distinguished name (DN).

Example: DC=example,DC=net



Table 172: Fields on the Create Active Directory Profile Page (continued)

Field

Username

Password

Use SSL

Authentication Algorithm

IP-User Mapping

Discovery Method

Event Log Scanning Interval

Initial Event Log TimeSpan

Assign Device

Description

Enter the username of the LDAP account. If no username
is specified, the system will use the configured domain
controller’'s username.

Example: administrator

Enter the password for the account. If no password is
specified, the system uses the configured domain
controller’s password.

Example: xxxxx

Enable Secure Sockets Layer (SSL) to ensure secure
transmission with the LDAP server. Disabled by default,
then the password is sent in plaintext.

Specify the algorithm used while the SRX Series device
communicates with the LDAP server. By default simple is
selected to configure simple(plaintext) authentication
mode.

Enable the method of discovering IP address-to-user
mappings.

o WMI—Windows Management Instrumentation (WMI)
is the discovery method used to access the domain
controller.

Enter the scanning interval at which the SRX Series device
scans the event log on the domain controller. The range
is 5 through 60 seconds.

Enter the time of the earliest event log on the domain
controller that the SRX Series device will initially scan.
This scan applies to the initial deployment only. After
WMIC and the user identification start working, the SRX
Series device scans only the latest event log.

The range is 1 through 168 hours.



Table 172: Fields on the Create Active Directory Profile Page (continued)

Field Description

Device Select these devices from the Available column and move
them to the Selected column.

You can also search for the devices in the search field in
both the Available and Selected columns. You can search
these devices by entering the device name, device IP
address, or device tag.

About the Active Directory Profile Page | 501
Editing and Deleting Active Directory Profiles | 508
Deploying the Active Directory Profile to SRX Series Devices | 507

Deploying the Active Directory Profile to SRX Series Devices

To deploy the active directory profile to SRX Series devices:

1. Select Configure > User Firewall Management > Active Directory.

The Active Directory Profile page appears.

2. Select the active directory profile that you want to deploy, and click Update.

The Update Active Directory Profile page appears. See Table 173 on page 508 to view more details.

3. Select the required SRX Series device to deploy the active directory profile, and click Update.

A new job is created.

4. Click the job ID to see the update status.

The Job Management page appears showing the state of the updated job. You can also view the
deployed active directory profile information under the Parameters column.



Table 173: Update Active Directory Profile Page Fields

Column Name

Device Name

Configuration

Configuration Status

Connection Status

Domain

Device IP

Platform

OS Version

Description

Name of the SRX Series device.

The active directory profile configuration can be viewed in either CLI or XML by
clicking View.

Configuration status of the device. The different configuration states for a device
are as follows:

e Synchronizing—During the device update, the status is shown as Synchronizing.
e Sync Failed—The synchronization operation failed.

e In Sync—The synchronization operation completed successfully; Security Director
and the device are synchronized.

Connection status of the device. The status shows either UP or Down.

Domain of the user.

IP address of the device.

Platform of the device. For example, SRX Series, vSRX.

Junos OS version running on the device.

About the Active Directory Profile Page | 501

Creating Active Directory Profiles | 503
Editing and Deleting Active Directory Profiles | 508

Editing and Deleting Active Directory Profiles

IN THIS SECTION

Editing Active Directory Profiles | 509

Deleting Active Directory Profiles | 509



You can edit and delete Active Directory profiles. This topic contains the following sections:

Editing Active Directory Profiles

To edit an Active Directory profile:

1. Select Configure > User Firewall Management > Active Directory.

The Active Directory Profile page appears listing the existing Active Directory profiles.

2. Select the Active Directory profile that you want to edit, right-click and select Edit Active Directory
Profile, or click the pencil icon.

The Edit Active Directory Profile page appears, showing the same options as when creating a new
Active Directory profile.

3. Click Finish after completing editing.

Deleting Active Directory Profiles

To delete an Active Directory profile from all devices:

1. Select Configure > User Firewall Management > Active Directory.

The Active Directory Profile page appears listing the existing Active Directory profiles.

2. Select the active directory profile that you want to delete, right-click and select Delete Active Directory
Profile, or click the delete icon.

This deletes the selected active directory profile from all the SRX Series devices. An alert message
appears verifying that you want to delete your selection.

3. Click Yes to delete your selection.

You can unassign a device and delete the Active Directory profile from it.
To unassign a device:

1. Select Configure > User Firewall Management > Active Directory.

The Active Directory Profile page appears listing the existing access profiles.

2. Select the active directory profile that you want to edit, right-click and select Edit Active Directory
Profile, or click the pencil icon.



The Edit Active Directory Profile page appears, showing the same options as when creating a new
access profile.

3. Go to the Assign Device section.

4. Move the required device(s) listed under the Selected column to the Available column.

5. Click Finish.

The active directory profile configuration is deleted from the selected device(s).
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LDAP Functionality in Integrated User Firewall Overview
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The topics in this section use the term Lightweight Directory Access Protocol (LDAP) to apply specifically to
LDAP functionality within the integrated user firewall feature.

This topic includes the following sections:

Understanding the Role of LDAP in an Integrated User Firewall

SRX Series devices use the Lightweight Directory Access Protocol (LDAP) to get user and group information
necessary to implement the integrated user firewall feature. The SRX Series device acts as an LDAP client
communicating with an LDAP server. In a common implementation scenario, the domain controller acts



as the LDAP server. The LDAP module in the SRX Series device, by default, queries the Active Directory
in the domain controller.

The SRX Series device downloads user and group lists from the LDAP server. The device also queries the
LDAP server for user and group updates. The SRX Series device downloads a first-level, user-to-group
mapping relationship and then calculates a full user-to-group mapping.

Understanding the LDAP Server Configuration and Base Distinguished Name

Most of the LDAP server configuration is optional, because the common implementation uses the domain
controller as the LDAP server. The SRX Series device periodically (every two minutes) queries the LDAP
server to get the user and group information changed since the last query.

The only required LDAP server configuration is the LDAP base distinguished name (DN), which is at the
top level of the LDAP directory tree. Microsoft Active Directory follows the convention of deriving the
base DN from a company’s Domain Name System (DNS) domain components. An example of a base DN
is dc=juniper, dc=net.

LDAP Authentication Method

By default, the LDAP authentication method uses simple authentication. The client’s username and password
are sent to the LDAP server in plaintext. Keep in mind that the password is clear and can be read from the
network.

To avoid exposing the password, you can use simple authentication within an encrypted channel, namely
Secure Sockets layer (SSL), as long as the LDAP server supports LDAP over SSL. After enabling SSL, the
data sent from the LDAP server to the SRX Series device is encrypted.

LDAP Server Username, Password, and Server Address

The LDAP server's username, password, IP address, and port are all optional, but they can be configured.

o If the username and password are not configured, the system uses the configured domain controller’s
username and password.

o If the LDAP server’s IP address is not configured, the system uses the address of one of the configured
Active Directory domain controllers.

o If the port is not configured, the system uses port 389 for plaintext or port 636 for encrypted text.

About the Access Profile Page | 513
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About the Access Profile Page
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To access this page, click Configure > User Firewall Management > Access Profile.

Starting in Security Director Release 16.1, you can use the Access Profile page to configure the Lightweight
Directory Access Protocol (LDAP) for SRX Series devices that use the integrated user firewall feature. The
SRX Series device acts as an LDAP client communicating with an LDAP server.

Tasks You Can Perform

You can perform the following tasks from this page:

o Create an access profile. See “Creating Access Profiles” on page 515.
o Modify or delete an existing access profile. See “Editing and Deleting Access Profiles” on page 520.

o Deploy the access profile to SRX Series devices. See “Deploying the Access Profile to SRX Series Devices”
on page 518.

Field Descriptions

Table 174 on page 513 provides guidelines on using the fields on the Access Profile page.
Table 174: Access Profile Main Page Fields

Field Description

Name Name of the access profile.



Table 174: Access Profile Main Page Fields (continued)

Field

Authentication Order

Authentication Order 2

Description

LDAP Server (Address)

Domain

Devices

LDAP Options (Base Distinguished
Name)

Release History Table

Release Description

Description

Shows the order in which Junos OS tries different authentication methods when
verifying that a client can access the devices.

Shows the next authentication method if the authentication method included
in the authentication order option is not available, or if the authentication is
available but returns a reject response.

Describes the access profile.

Specifies the IP address of the LDAP authentication server.

Specifies the domain for which the status is displayed.

Lists the assigned devices for a profile.

Shows the series of basic properties that define the user. For example, in the

base distinguished name o=juniper, c=us, where o for organization, and c stands
for country.

16.1 Starting in Security Director Release 16.1, you can use the Access Profile page to configure
the Lightweight Directory Access Protocol (LDAP) for SRX Series devices that use the integrated

user firewall feature.
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Creating Access Profiles

Use the Access Profile page to configure LDAP server.

To configure LDAP server:

1.

Click the + icon.

Click Finish.

Select Configure > User Firewall Management > Access Profile.

Complete the configuration by using the guidelines in Table 175 on page 515.

A Summary page providing a preview of the complete configuration is shown.

Click OK to complete the configuration or Back to make any modifications.

Table 175: LDAP Server Configuration Parameters

Field

General Setting

Access Profile Name

Description

Authentication Order

Description

Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.
Maximum length is 255 characters.

Enter a description for the access profile; maximum length is 255 characters.



Table 175: LDAP Server Configuration Parameters (continued)

Field

Order 1

Order 2

Add LDAP Server

Address

Port

Retry

Routing Instance

Description

Configure the order in which the different user authentication methods are tried when a user
attempts to log in. For each login attempt, the method for authentication starts with the first
one, until the password matches.

The method can be one or more of the following:

o NONE—No authentication for the specified user.

o LDAP—Use LDP. The SRX Series device uses this protocol to get user and group information
necessary to implement the integrated user firewall feature.

e Password—Use a locally configured password in the access profile.

You can set the password to none or configure for the following authentication orders:

o LDAP
o Radius servers

e Secure ID

e Radius—Use RADIUS authentication services.

If RADIUS servers fail to respond or return a reject response, try password authentication,
because it is explicitly configured in the authentication order.

e Secure ID—Configure the RSA SecurlD authentication.

Users can enter either static or dynamic passwords as their credentials. A dynamic password
is a combination of a user’s PIN and a randomly generated token that is valid for a short
period of time, approximately one minute. A static password is configured for the user on
the SecurlD server. For example, the SecurlD server administrator might set a temporary
static password for a user who lost his or her SecurlD token.

Configure the next authentication method if the authentication method included in the
authentication order option is not available, or if the authentication is available but returns a
reject response.

Enter the IPv4 or hostname of the LDAP authentication server.

Configure the port number on which to contact the LDAP server. The range is 1 through 65,535.

Specify the number of retries that a device can attempt to contact an LDAP server. The range
is 1 through 10.

Configure the routing instance used to send LDAP packets to the LDAP server. A routing
instance is a collection of routing tables, the interfaces contained in the routing tables, and the
routing protocol parameters that control the information in the routing tables.



Table 175: LDAP Server Configuration Parameters (continued)

Field

Source Address

Timeout

LDAP Options

Assemble

Common Name

Base Distinguished
Name

Revert Interval

Search Filter

Admin Search

Distinguished Name

Description

Configure a source address for each configured LDAP server. Each LDAP request sent to an
LDAP server uses the specified source address.

Configure the amount of time that the local device waits to receive a response from an LDAP
server. The range is 3 to 90 seconds.

Specify that a user's LDAP distinguished name is assembled through the use of a common
name identifier, the username, and base distinguished name.

Enter a common name identifier used as a prefix for the username during the assembly of the
user's distinguished name. For example, uid specifies “ user id,” and cn specifies “common
name.”

Specify the base distinguished name, which can be used in one of the following ways:

o If you use the Assemble option to assemble the user's distinguished name and the base
distinguished name is appended to a username to generate the user's distinguished name.
The resulting distinguished name is used in the LDAP bind call.

e If you are using the search filter to search for the user's distinguished name. The search is
restricted to the subtree of the base distinguished name.

The base distinguished name is a series of basic properties that define the user. For example,
in the base distinguished name, o=juniper, c=us, where o for organization, and ¢ stands for
country.

Specify the amount of time that elapses before the primary server is contacted if a backup
server is being used. The range is 60 through 4,294,967,295 seconds.

Specify the name of the filter to find the user's LDAP distinguished name. For example, a filter
cn specifies that the search matches a user whose common name is the username.

Perform an LDAP administrator search. By default, the search is an anonymous search. To
perform an administrator search, you must specify administrator credentials, which are used
in the bind as part of performing the search.

Specify the distinguished name of an administrative user. The distinguished name is used in
the bind for performing the LDAP search.

For example, cn=admin, ou=eng, o=juniper, dc=net.



Table 175: LDAP Server Configuration Parameters (continued)

Field Description

Password Configure the plain-text password for the administrative user. This password is used in the
bind for performing the LDAP search.

Assign Device

Device Select these devices from the Available column and move them to the Selected column.

You can also search for the devices in the search field in both the Available and Selected
columns. You can search these devices by entering the device name, device IP address, or
device tag.
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Editing and Deleting Access Profiles | 520

Deploying the Access Profile to SRX Series Devices

To deploy the access profile to SRX Series devices:

1. Select Configure > User Firewall Management > Access Profile.

The Access Profile page appears.

2. Select the access profile that you want to deploy, and click Update.

The Update Access Profile page appears. See Table 176 on page 519 for more information.

3. Select the required SRX Series device to deploy the access profile, and click Update.

A new job is created.

4. Click the job ID to see the update status.

The Job Management page appears showing the state of the updated job. You can also view the
deployed access profile information under the Parameters column.



Table 176: Update Access Profile Page Fields

Column Name

Device Name

Configuration

Configuration Status

Connection Status

Domain

Device IP

Platform

OS Version

Description

Name of the SRX Series device.

The access profile configuration can be viewed in either CLI or XML by clicking
View.

Configuration status of the device. The different configuration states for a device
are as follows:

e Synchronizing—During the device update, the status is shown as Synchronizing.
e Sync Failed—The synchronization operation failed.

o In Sync—The synchronization operation completed successfully; Security Director
and the device are synchronized.

Connection status of the device. The status shows either UP or Down.

Domain of the user.

IP address of the device.

Platform of the device. For example, SRX Series, vSRX.

Junos OS version running on the device.
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Editing and Deleting Access Profiles

IN THIS SECTION
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You can edit and delete access profiles. This topic contains the following sections:

Editing Access Profiles

To edit an access profile:

1. Select Configure > User Firewall Management > Access Profile.

The Access Profile page appears listing the existing access profiles.

2. Select the access profile that you want to edit, right-click and select Edit Access Profile, or click the
pencil icon.

The Edit Access Profile page appears, showing the same options as when creating a new access profile.

3. Click Finish after completing editing.

Deleting Access Profiles

To delete an access profile from all devices:

1. Select Configure > User Firewall Management > Access Profile.

The Access Profile page appears listing the existing access profiles.

2. Select the access profile that you want to delete, right-click and select Delete Access Profile, or click
the delete icon.

This deletes the selected access profile from all the SRX Series devices. An alert message appears
verifying that you want to delete your selection.

3. Click Yes to delete your selection.



To delete an access profile from selected devices:

1. Select Configure > User Firewall Management > Access Profile.

The Access Profile page appears listing the existing access profiles.

2. Select the access profile that you want to edit, right-click and select Edit Access Profile, or click the
pencil icon.

The Edit Access Profile page appears, showing the same options as when creating a new access profile.

3. Go to the Assign Device section.

4. Move the required device(s) listed under the Selected column to the Available column.

5. Click Finish.

The access profile configuration is deleted from the selected device(s).
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Juniper Identity Management Service Overview
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Juniper Identity Management Service (JIMS) provides a robust and scalable user identification and IP
address mapping implementation which includes endpoint context and machine ID. JIMS collects advanced
user identities from different authentication sources for SRX Series devices.

Security Director is used to push the JIMS configuration to SRX Series devices. You can use JIMS to obtain
IP address or user mapping and device information. SRX Series devices generate the authentication entries
for user firewall.

SRX Series devices communicate with JIMS through HTTP or HTTPS connection. Use HTTP connection
for debugging and HTTPS for deployments. SRX Series devices consist of primary and secondary JIMS

configurations. These devices must always query the primary JIMS. The secondary JIMS is available as a
fall back option with limited resources. The secondary JIMS must be used when the HTTP GET query or



number of queries to the primary JIMS fails. SRX Series devices constantly scrutinize the failed primary
JIMS and revert to the primary JIMS, once it is up and running.

When you request a JIMS report, the SRX Series device specifies the timestamp. JIMS forms a HTTPS
response from the earliest known report since the requested timestamp. SRX Series devices request for
the maximum number of reports to include in the response from JIMS. Along with the requested reports,
JIMS always returns a cookie. In the subsequent requests to JIMs, SRX Series devices include cookies
instead of timestamp to indicate the same context, same beginning timestamp, and to resume the same
response from where it has stopped the previous time.

NOTE:
e IP and user mapping information might be inaccurate, if the user identities in JIMS are cleared,
delayed, or missing.

e SRX firewall authentication can also push the authentication entries to JIMS.

The SRX Series device communicates with JIMS through HTTP or HTTPS messages to obtain the access
token and query for user identities. The following different query modes are available and all queries can
happen simultaneously.

Access Token Query

JIMS requires OAuth 2.0 protocol to authenticate or authorize. The SRX Series device user query function
requires an access token to query the JIMS server. The SRX Series device uses the client credentials such
as client ID and client secret to obtain an access token. These parameters must be consistent with the API
client configured on JIMS.

Batch or Periodic Query

At the beginning, SRX Series device sends the batch queries to JIMS sequentially to obtain all the expected
user identities. When there are no more entries in JIMS, SRX Series device periodically queries for the
newly generated reports with the configured interval.

The timestamp is mentioned in the query to restart the response. The timestamp is expected in the query
under the following circumstances:

e SRX Series device queries the JIMS server for the first time
e SRX Series device switches over to the secondary JIMS

e SRX Series device does the error recovery because of an internal error or upon receiving error response
from JIMS

For all the other cases, SRX Series device provides the received cookie information in the query instead
of a timestamp.



IP Address Query

SRX Series device can provide another query to JIMS specifying the IP addess, if it has missed the data
for the existing IP address flow. If there are many IP address queries in the queue, SRX Series device can
keep multiple concurrent HTTP or HTTPS connections with JIMS to increase the throughput. However,
the number of concurrent connections are restricted to less than or equal to 20 connections to reduce
the load on JIMS.

User Mapping Query

SRX Series device can engage Captive Portal to obtain the user ID to authenticate the user. Once the user
is authenticated, SRX Series device can issue another query to JIMS specifying the user ID and IP address
to obtain user information. The firewall authentication uses the

https://<JIMS>/<query-api>/user/ip=<ip>&id=<id>&domain=<domain> API to push an authentication
success entry to JIMS with the user IP, user ID, and the domain. JIMS responds with the user information.

The difference between the IP address query and user query is that the IP address query does not have
the user ID. Both these queries insert the user information to the internal cache of JIMS , and all SRX
devices are updated with user information.
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About the Identity Management Profile Page

To access this page, click Configure > User Firewall Management > Identity Management.

Use the Identity Management Profile page to obtain advanced user identity from different authentication
sources for SRX Series devices.

Tasks You Can Perform

You can perform the following tasks from this page:

o Create the identity management profile. See “Creating Identity Management Profiles” on page 526.
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o Edit, clone, and delete an existing identity management profile. See “Editing, Cloning, and Deleting
Identity Management Profiles” on page 530.

o Deploy the identity management profile. See “Updating the Identity Management Profile to SRX Series

Devices” on page 532.

Field Descriptions

Table 177 on page 526 provides guidelines on using the fields on the Identity Management Profile page.

Table 177: Fields on the Identity Management Profile Page

Field

Name

Description

Primary IP Address

Domain

Devices

RELATED DOCUMENTATION

Description

Specifies the name of the identity management profile.

Specifies the description for the identity management profile.

Specifies the IP address of the primary Juniper Identity Management System (JIMS).

Specifies the active directory domains required for SRX Series devices.

Specifies the name of a SRX Series device.
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I Creating Identity Management Profiles

Use the Create Identity Management Profile page to create a JIMS profile and to obtain user identities.



To create an identity management profile:

1. Select Configure > User Firewall Management > Identity Management Profile.

The Identity Management Profile page appears.

2. Click the + sign.

The Create Identity Management Profile page appears.

3. Complete the configuration by using the guidelines in Table 178 on page 527.

4. Click Finish.

Table 178: Fields on the Create Identity Management Profile Page

Field

General Information

Name

Description

Description

Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.
Maximum length is 255 characters.

Enter a description for the identity management profile; maximum length is 255 characters.

General Information—Connection for Primary and Secondary Identity

Connection Type

Port

Primary IP Address

Select the application protocol from the list used for the SRX Series device connection to
Juniper ldentity Management System (JIMS). You identify the connection protocol along
with the configuration that identifies JIMS . The user query function allows the SRX Series
device to request user authentication and identity information for an individual user from
JIMS.

e HTTP—Protocol that JIMS uses to connect to the SRX Series device.

e HTTPS—Secure version of the protocol that JIMS uses to connect to the SRX Series
device.

If the connection type option is not configured, HTTPS is used by default.

Select the connection port of the JIMS server, from the list. Default port number is 443.
The range is 1 to 65535.

Enter a valid IPv4 address of the primary JIMS server.

SRX Series devices always query the primary JIMS to obtain the user identities.



Table 178: Fields on the Create Identity Management Profile Page (continued)

Field

Primary CA Certificate

Secondary Identity

Secondary IP Address

Secondary CA Certificate

Token API

Query API

Description

Enter the certificate of the primary JIMS server. The SRX Series device uses this certificate
to verify the certificate of the JIMS server for the SSL connection that is used for the user
query function. For example: '/var/tmp/RADIUSServerCertificate.crt’

When SRX Series device does not receive the information from JIMS through the Web
API POST requests, user query enables the SRX Series device to query JIMS for
authentication and identity information for an individual user.

Enable this option to use the secondary JIMS server as a fallback when the primary JIMS
server fails. By default, this option is disabled.

Enter a valid IPv4 address of the secondary JIMS server.

The secondary JIMS is available as a fall back option with limited resources. Use the
secondary JIMS when the HTTP GET query or number of queries to the primary JIMS fails.

Enter the certificate of the secondary JIMS server. The SRX Series device uses this certificate
to verify the JIMS server certificate for the SSL connection, used for the user query function.

Enter the token API used to generate the URL to acquire an access token. The token API
is combined with the connection method and the IP address of JIMS to produce the
complete URL used to acquire an access token.

For example, if the token APl is oauth, the connection method is HTTPS, and the IP address
of JIMS is 192.0.2.199, the complete URL to acquire an access token would be
https://192.0.2.199/api/oauth. This is a required parameter.

The default token APl is oauth_token/oauth.

Enter the query API to specify the path of the URL that the SRX Series device uses to
query JIMS for an individual user. For the SRX Series device to be able to make a request,
you must have configured the query API to obtain an access token.

The SRX Series device generates the complete URL for the user query request by combining
the query API string with the connection method (HTTP/HTTPS) and the JIMS IP address.

Advanced Settings—Batch Query

Items per Batch

Query Interval

Enable this option to specify the maximum number of reports to include in the JIMS
response. The minimum number of reports is 100.

Enable this option to configure the time interval, in seconds, for SRX Series devices to
periodically query JIMS for the newly generated user identities.



Table 178: Fields on the Create Identity Management Profile Page (continued)

Field Description
Advanced Settings—IP Query

Query Delay Time Enter the time in seconds for the SRX Series device to delay before sending the individual
IP queries to JIMS for authentication and identity information for individual users.

After the delay timeout expires, the SRX Series device sends the query to JIMS and creates
a pending entry for the user in the Routing Engine authentication table.

Range: O through 60 seconds

No IP Query Enable this option to disable the IP address query function that is enabled by default.

Advanced Settings—Authentication Timeout

Authentication Entry Enter the timeout interval after which, the idle entries in the JIMS authentication table
Timeout expire. If a value of O is specified, the entries will never expire. Default is 60 minutes.

The timeout interval begins when the user authentication entry is added to the JIMS
authentication table.

Assign Devices—Add Assign Devices

Device Name Select the SRX Series device from the list for JIMS to send the report on user identities.

Client ID Enter the client ID that the SRX Series device requires to obtain an access token for the
JIMS user query function. The client ID must be consistent with the API client configured
on JIMS.

Client Secret Enter the client secret used with the client ID that the SRX Series device requires to obtain

an access token. The client secret must be consistent with the API client configured on
JIMS.,
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Editing, Cloning, and Deleting Identity Management Profiles

IN THIS SECTION

Editing Identity Management Profiles | 530
Cloning ldentity Management Profiles | 530
Deleting Identity Management Profiles | 531

You can edit, clone, and delete the identity management profiles from the Identity Management Profiles
page. You clone an identity management profile to easily create a identity management profile. You can
delete the unused identity management profiles.

Editing Identity Management Profiles

To edit an identity management profile:

1. Select Configure > User Firewall Management > Identity Management Profile.

The Identity Management Profile page appears.

2. Select the identity management profile that you want to edit, and click the pencil icon.

The Edit Identity Management Profile page appears, showing the same fields that are displayed when
you create an identity management profile.

3. Edit the identity management profile fields as needed.

The changes are saved and you are returned to the Identity Management Profile landing page.

Cloning Identity Management Profiles

To clone an identity management profile:

1. Select Configure > User Firewall Management > Identity Management Profile.

The Identity Management Profile page appears.

2. Select the identity management profile that you want to clone, and select Clone from the More list or
right-click menu..



The Clone Identity Management Profile page appears, showing the same fields that are displayed when
you create an identity management profile.

3. Modify the identity management profile fields as needed.

4. Click OK to save the changes.

The cloned identity management profile is created and you are returned to the Identity Management
Profile page.

Deleting Identity Management Profiles

To delete one or more identity management profiles:

1. Select Configure > User Firewall Management > Identity Management Profile.

The Identity Management Profile page appears.

2. Select the identity management profile that you want to delete, and click the X icon.

A warning dialog box appears asking you to confirm the deletion.

3. Click Yes to delete the selected identity management profiles.

The identity management profiles are deleted and you are returned to the Identity Management Profile
page.

Juniper Identity Management Service Overview | 523

About the Identity Management Profile Page | 525

Creating Identity Management Profiles | 526

Updating the ldentity Management Profile to SRX Series Devices | 532



Updating the Identity Management Profile to SRX Series Devices

To update the identity management profiles to SRX Series devices:

1. Select Configure > User Firewall Management > Identity Management Profile.

The Identity Management Profile page appears.

2. Select the identity management profile that you want to update, and click Update.

The Update Identity Management Profile page appears. See Table 179 on page 532 for more details.

3. Select the required SRX Series device to update the identity management profile, and click Update.

A new job is created.

4. Click the job ID to see the update status

The Job Management page appears showing the state of the updated job.

Table 179: Fields on the Update Identity Management Profile page

Column Name

Device Name

Configuration

Configuration Status

Connection Status

Domain

Device IP

Platform

OS Version

Description

Name of the SRX Series device.

You can view the identity management profile configuration in CLI or XML by
clicking View.

Configuration status of the device. The different configuration states for a SRX
Series device are as follows:

e Synchronizing—During the device update, the status is shown as Synchronizing.
e Sync Failed—The synchronization operation failed.

e In Sync—The synchronization operation completed successfully; Security Director
and the device are synchronized.

Connection status of the device. The status shows either UP or Down.

Domain of the user.

IP address of the device.

Platform of the device. For example, SRX Series, VSRX.

Junos OS version running on the device.
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CHAPTER 53

User Firewall Management-End User Profile
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End User Profile Overview

An end user profile is a device identity profile. It is a collection of attributes that are characteristics of a
specific group of devices, or of a specific device, depending on the attributes configured in the profile. The
Packet Forwarding Engine of the SRX Series device maps the IP address of a device to the device identity
profile. This feature supports Microsoft Windows Active Directory and third-party network access control
(NAC) systems as authentication sources.

When traffic from device A arrives at an SRX Series device, the SRX Series device obtains the IP address
of device A from the first traffic packet and uses it to search the device identity authentication table for

a matching device identity entry. Then it matches that device identity profile with a security policy whose
End User Profile field specifies the device identity profile name. If a match is found, the security policy is
applied to traffic issuing from device A.

The same device identity profile can also apply to other devices sharing the same attributes. However, to
apply the same security policy, the device and its traffic must match all other fields in the security policy.

A device identity profile must contain a domain name. It might contain more than one set of attributes,
but it must contain at least one value in each attribute.

The end user profile feature is useful when you cannot or do not want to use user identity to control access
to network resources. The device identity feature allows you to use the identity of a device and its attributes
to control access to network resources instead of the identity of the user of that device. You might want
to control network access based on the device identity for various reasons. For example, you might allow
users to use their own devices (BYOD) to access network resources and you do not want to use captive
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portal authentication. Also, some companies might have older switches that do not support 802.1, or they
might not have a NAC system.
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I About the End User Profile Page

To access this page, select Configure > User Firewall Management > End User Profile.

Use the End User Profile page to create an end user profile by specifying the name of the profile, one or
more of its attributes, and the name of the active directory domain to which the SRX Series device belongs.

NOTE: It is mandatory to specify the device attributes and the domain that the device belongs to.

Tasks You Can Perform

You can perform the following tasks from this page:

¢ Create an end user profile. See “Creating an End User Profile” on page 537.
o Edit and delete an end user profile. See “Editing and Deleting End User Profile” on page 539.

¢ Clone, view details, and find policies that use a specific end user profile. See “End User Profile Operations”
on page 540.

Field Descriptions

Table 180 on page 537 provides guidelines on using the fields on the End User Profile page.



Table 180: Fields on the End User Profile Page

Field Description

Name Specifies the name of the end user profile.

Device Domain Specifies the name of the domain to which the device belongs; for example, domainl.
Attributes Specifies one or more values for predefined attributes, such as name, category,

manufacturer, type, operating system, and version of the operating system. You can
create custom attributes as well.

Description Specifies a description for the end user profile.

Domain Specifies the domain of the user.
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Creating an End User Profile

Use the Create End User Profile page to create an end user profile. You can apply the end user profile to
the firewall policy rules.

To create an end user profile:

1. Select Configure > User Firewall Management > End User Profile.

The End User Profile page is displayed.

2. Click the + icon.

The Create End User Profile page is displayed.



3. Complete the configuration according to the guidelines provided in Table 181 on page 538.

4. Click OK to create an end user profile or Cancel to discard the profile.

An end user profile is created in the End User Profile page. While creating firewall policy rules, you can
select an end user profile. When traffic arrives from a device, it matches that device identity profile
with a security policy whose End User Profile field specifies the device identity profile name. If a match
is found, the security policy is applied to traffic issuing from the device.

Table 181: Fields on the Create End User Profile Page

Field

Name

Description

Device Domain

Add Attributes

Attribute Type

Attribute Value

Description

Enter a unique string of alphanumeric characters, dashes, and underscores. No spaces are
allowed. Maximum length is 64 characters.

Enter a description of the end user profile; maximum length is 1024 characters.

Enter a device domain name to which the SRX Series device belongs, using a string of

alphanumeric characters, dashes, and underscores.

Click the + icon.

The Add Attributes page is displayed. Use this page to add a predefined attribute or create
a custom attribute. You can specify one or more values to an attribute and click OK.

To edit the attributes, click the pencil icon and edit the details.

Select an attribute, either predefined or custom.

Click Create to create a custom attribute.

Enter one or more values to the attribute, separated by commas. Attribute value must be a
string consisting of letters, numbers, dashes, underscores, and dots. Maximum length is 64
characters.

Maximum attribute values allowed for an attribute-type are 20. Each value should be less

than 64 characters.

The maximum attribute values per profile are 100.

Create New Attribute Type

In the Add Attribute page, click Create to create unique custom attribute types.

The Create New Attribute Type page is displayed.



Table 181: Fields on the Create End User Profile Page (continued)

Field Description

Attribute Type Enter a unique attribute type name. It can be a string of alphanumeric characters, dashes,
and underscores. No spaces are allowed. Maximum length is 64 characters.
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Editing and Deleting End User Profile

You can edit an end user profile and delete an unused profile.
Editing End User Profile
To edit an end user profile:

1. Select Configure > User Firewall Management > End User Profile.

The End User Profile page is displayed.

2. Select a profile that you want to edit and click the pencil icon.

The Edit End User Profile page is displayed, showing the same options as when creating a new end
user profile.

3. Edit the details and click OK to save your changes.

Deleting End User Profile
To delete an end user profile:

1. Select Configure > User Firewall Management > End User Profile.

The End User Profile page is displayed.



2. Select a profile and click X icon.

A confirmation message appears to verify that you want to delete your selection.

3. Click Yes to delete your selection.
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End User Profile Operations

IN THIS SECTION

Cloning an End User Profile | 540
Finding a Profile That Uses a Specific End User Profile | 541
Viewing Details of an End User Profile | 541

You can clone an end user profile, find policies that use a specific end user profile, and view details of an
end user profile.

Cloning an End User Profile

You can clone an end user profile to easily create a similar profile.

1. Select Configure > User Firewall Management > End User Profile.

The End User Profile page is displayed.

2. Select an end user profile. Click More or use the right-click menu and select Clone.

The Clone End User Profile page appears with editable fields.



3. Click OK to save your changes.

Finding a Profile That Uses a Specific End User Profile

You can search for the policies that are using an end user profile.

1. Select Configure > User Firewall Management > End User Profile.

The End User Profile page is displayed.

2. Select an end user profile. Click More or use the right-click menu and select Find Usage.

A search result page is displayed with the firewall policies that are using the selected end user profile.
Click the policy link to navigate to the Firewall Policy page.

Viewing Details of an End User Profile

You can view all the details of a profile, such as profile name, device domain, and attribute type and value.

1. Select Configure > User Firewall Management > End User Profile.

The End User Profile page is displayed.

2. Select an end user profile and click More or use the right-click menu and select Detailed View.

The End User Profile Details page is displayed.

3. Click Close to close the page.
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Understanding IPS Policies

An Intrusion prevention system (IPS) policy enables you to selectively enforce various attack detection
and prevention techniques on network traffic passing through an IPS-enabled device. There are two types
of policy options:

e Group Policy—select this option, when you want to push a configuration to a group of devices. You can
create rules for a group policy.

During a device assignment for a group policy, only devices from the current and child domains (with
view parent enabled) are listed. Devices in the child domain with view parent disabled are not listed.
Not all the group policies of the Global domain are visible in the child domain. Group policies of the
Global domain (including All device policy) are not visible to the child domain, if the view parent of that
child domain is disabled. Only the group policies of the Global domain, which has devices from the child
domain assigned to it, are visible in the child domain. If there is a group policy in global domain with
devices from both D1 and the Global domains assigned to it, only this group policy of the Global domain
is visible in the D1 domain along with only the D1 domain devices. No other devices, that is the
Device-Exception policy, of the Global domain is visible in the D1 domain.

You cannot edit a group policy of the Global domain from the child domain. This is true for All Devices
policy as well. Modifying the policy, deletion of the policy, managing a snapshot, snapshot policy and
acquiring the policy lock is also not allowed. Similarly, you cannot perform these actions on the
Device-Exception policy of the D1 domain from the Global domain. You can prioritize group policies
from the current domain. Group policies from the other domains are not listed.

e Device Policy—Select this option, when you want to push a unique IPS policy configuration per device.
You can create device rules for a device IPS policy.

Security Director views a logical system like it does any other security device, and it takes ownership of
the security configuration of the logical system. In Security Director, each logical system is managed as
a unique security device.

During a device assignment for a device policy, only devices from the current domain are listed.

NOTE: If Security Director discovers the root logical system, the root Isys discovers all other user
Isys inside the device.

An IPS policy consists of rulebases and each rulebase contains a set of rules. It allows you to define policy
rules to match a section of traffic based on a zone, network, and application, and then take active or passive
preventive actions on that traffic.

An IPS rulebase protects your network from attacks by using attack objects to detect known and unknown
attacks. It detects attacks based on stateful signature and protocol anomalies.



An exempt rulebase works in conjunction with the IPS rulebase. You must have rules in the IPS rulebase
before you can create exempt rules. If traffic matches a rule in the IPS rulebase, the IPS policy attempts
to match the traffic against the exempt rulebase before performing the specified action or creating a log
record for the event. If the IPS policy detects traffic that matches the source or destination pair and the
attack objects specified in the exempt rulebase, it automatically exempts that traffic from attack detection.

Configure an exempt rulebase in the following conditions:
e When an IPS rule uses an attack object group that contains one or more attack objects that produce
false positives or irrelevant log records.

e When you want to exclude a specific source, destination, or source-destination pair from matching an
IPS rule. This prevents IPS from generating unnecessary alarms.

After you create an IPS policy by adding rules in one or more rulebases, you can publish or update the
policy. You can also view a list of security devices with IPS policies assigned to them. This list assists you
in viewing the details of all the IPS policies and rules assigned per device.
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Creating IPS Policies

Use this page to define how your device handles network traffic and to define policy rules. It allows you
to enforce various attack detection and prevention techniques on traffic traversing your network.

Before You Begin

Read the “Understanding IPS Policies” on page 544 topic.

¢ Configure network interfaces and security zones.

Enable intrusion prevention system (IPS) in security policies.

Review the IPS Policies main page for an understanding of your current data set. See “IPS Policies Main
Page Fields” on page 570 for field descriptions.

Configuring IPS Policy Settings



To configure an IPS policy:

1. Select Configure > IPS Policy > Policies.

2. Click the + icon.

3. Complete the configuration according to the guidelines provided in the Table 182 on page 546.

4. Click OK.

A new IPS policy with your configurations is created. After you create an IPS policy, add rules in one

or more rulebases and publish the policy. For more information on the IPS policy rules, see “Creating
IPS Policy Rules” on page 547 To enable the IPS policy, apply it to a domain, see “Assigning Policies and
Profiles to Domains” on page 568.

Table 182: IPS Policy Settings

Settings

Name

Description

Policy Options

Configuration Mode

Policy Templates

Type

Device Selection

Guidelines

Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.
No spaces are allowed and the maximum length is 255 characters.

Enter a description for the IPS policy; maximum length is 2048 characters.

Select Advanced to create a policy that allows you to modify custom IPS rules independent
of the predefined template. In addition, you can start with a predefined template that copies
the predefined rules to your policy, and then edit or delete the rules as necessary.

Select the predefined and custom policy templates from the Available column to include
in the selected list for grouping all rules.

Select an option either to update a specific firewall policy configuration to a large set of
devices or to push a unique firewall policy configuration per device:

o Group Policy—Use this option when you want to push a configuration to a group of
devices. You can create rules for a group policy.

e Device Policy—Use this option when you want to push a unique IPS policy configuration
per device. You can create device rules for a device IPS policy.



Table 182: IPS Policy Settings (continued)

Settings Guidelines
Devices If you selected device policy template type, then select a device on which the policy will
be published.

If you selected group policy template type, then select the devices from the Available
column to include in the selected list for the group policy that will be published.

Policy Sequence

Placement Select an option to display or place the policy you have created before or after the
device-specific policies.

Sequence No. Select this option to specify the policy sequence number. This number identifies the location
of your policy in relation to the entire sequence.

Select Policy Sequence | Move and place the policy to your preferred sequence in the list. This helps you to organize
your policy in the required sequence.
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Creating IPS Policy Rules

Use this page to create intrusion prevention system (IPS) rules that define actions to be taken when the
matching traffic pattern is found. You can add, edit, or delete rules to an IPS policy.

You can use the predefined IPS templates while creating an IPS policy. These templates contain rules that
use default actions associated with attack objects. You can customize these templates to work on your
network by selecting your own source and destination addresses and choosing IPS actions that reflect
your security needs.

IPS rules protect your network from attacks by using attack objects to detect known and unknown attacks
based on stateful signature and protocol anomalies. IPS exempt rules prevent unnecessary alarms from
being generated.



Before You Begin

e Read the “Understanding IPS Policies” on page 574 topic.
e Read the “Understanding IPS Policy Templates” on page 595 topic.

e Create IPS policies and IPS policy templates. See “Creating IPS Policies” on page 545 and “Creating IPS
Policy Templates” on page 596.

Configuring IPS Policy Rule Settings
To configure an IPS policy rule:

1. Select Configure > IPS Policy > Policies > or Templates.

2. Click the Add Rules link in the created policy.

3. Click Create and then select IPS Rule or Exempt Rule.

4. Complete the configuration according to the guidelines provided in Table 183 on page 548 and
Table 184 on page 554.

5. Click Publish.

A new IPS rule with your configuration is created. You can use this rule in an IPS policy or an IPS policy
template.

Table 183: IPS Policy Rule Settings

Settings Guidelines

Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.
No spaces are allowed and the maximum length is 255 characters.

IPS Type Display the rule of the specified type. For example, IPS, Exempt.

Src. Zone Click the Source Zone field and configure the source zone editor settings.

Source Zone Editor

Zone Select any zone for the source. You can also use zone exceptions to specify unique to zones
for each device. Specify any to monitor network traffic originating from any zone. The default

value is any.

Src. Address Click the Source Address field and configure the source address settings.



Table 183: IPS Policy Rule Settings (continued)

Settings

Source Address

Address Selection

Addresses

Add New Source
Address
Dest. Zone

Destination Zone Editor

Zone

Dest. Address

Destination Address

Address Selection

Addresses

Add New Destination
Address

Service

Service Editor

Guidelines

Include or exclude addresses from the selected address list for the rule. You can also select
to include any of the IP addresses of the source objects.

Select one or more available IP addresses from the Available column to include in the selected
list for the rule.

Click the button to add a new source address.

Click the Destination Zone field and configure the destination zone editor settings.

Select any zone for the destination. You can also use zone exceptions to specify unique from
zones for each device. Specify any to monitor network traffic to any zone. The default value
is any.

Click the Destination Address field and configure the destination address settings.

Include or exclude addresses from the selected address list for the rule. You can also select
to include any of the IP addresses of the source objects.

Select one or more available IP addresses from the Available column to include in the selected
list for the policy rule.

Click the button to add a new destination address.

Click the Service field and configure the service editor settings.



Table 183: IPS Policy Rule Settings (continued)

Settings

Services

Add New Service

IPS Signature

IPS Signature

IPS Signatures

Add New IPS Signature

Action

Action

Guidelines

Select an available services for the policy rule. For example:

o ftp—FTP allows the sending and receiving of files between machines.

e ssh—SSH is a program to log into another computer over a network through strong
authentication and secure communications on a channel that is not secure.

e Web—Policy allows access to users who have previously been authenticated by Web
authentication.

e User Firewall—Uses the username and role information to determine whether to permit
or deny a user's session or traffic.

o Infranet—Pushes the user and role information for all authenticated users from the Access
Control Service.

The default value is Default.A service in Security Director refers to an application on a device,
such as Domain Name System (DNS). Services are based on protocols and ports and when
added to a policy can be applied across all devices managed by Security Director.

Click the button to add a new service.

Click the IPS Signature field and configure the IPS signature settings.

Select one or more available IPS signatures from the Available column to include in the
selected list for the policy rule.

Click the button to add a new IPS signature.

Click the Action field and configure the action settings.



Table 183: IPS Policy Rule Settings (continued)

Settings

Action

Notification Opt.

Notification Opt.

Guidelines

Select an option for the action you want IPS to take when the monitored traffic matches
the attack objects specified in the rules:

No Action—Does not take action. Use this action when you only want to generate logs
for some traffic.

Ignore—Stops scanning traffic for the rest of the connection if an attack match is found.
IPS disables the rulebase for the specific connection.

NOTE: This action does not mean ignore an attack.

Drop Packet—Drops a matching packet before it can reach its destination but does not
close the connection. Use this action to drop packets for attacks in traffic that is prone to
spoofing, such as UDP traffic. Dropping a connection for such traffic could result in a
denial of service that prevents you from receiving traffic from a legitimate source IP
address.

Drop Connection—Drops all packets associated with the connection, preventing traffic
for the connection from reaching its destination. Use this action to drop connections for
traffic that is not prone to spoofing.

Close Client—Closes the connection and sends an RST packet to the client but not to the
server.

Close Server—Closes the connection and sends an RST packet to the server but not to
the client.

Close Client and Server—Closes the connection and sends an RST packet to both the client
and the server.

Recommended—Gives a list of all attack objects that Juniper Networks considers to be
serious threats, organized into categories. For example, severity groups attack objects by
the severity assigned to the attack.

Diffserv Marking—Assigns the indicated Differentiated Services code point (DSCP) value
to the packet in an attack, then passes the packet on normally.

When you select Diffserv Marking, you need to enter code value.

e Code Point for Diffserv Marking—Enter a code point value. Based on the DSCP value,

behavior aggregate classifiers set the forwarding class and loss priority for the traffic
deciding the forwarding treatment the traffic receives.

NOTE: The DSCP value is not applied to the first packet that is detected as an attack, but
is applied to subsequent packets.

Click the Notification field and configure the notification settings.



Table 183: IPS Policy Rule Settings (continued)

Settings

Attack Logging

Alert Flag

Log Packets

Packets Before

Packets After

Post Window Timeout

IP Action Opt.

IP Action Opt.

IP Action

Guidelines

Enable this option to log attacks.

Enable this option to add an alert flag to an attack log.

Enable this option to log packet capture when a rule matches.

Enter the number of packets processed before the attack is captured.

Enter the number of packets processed after the attack is captured.

Enter the time limit for capturing post-attack packets for a session.

No packet capture is conducted after the timeout has expired. Range is from O through 1800
seconds.

Click the IP Action field and configure the IP action settings.

Select an option to apply actions on future connections that use the same IP action attributes:

o None—Does not take any action against future traffic.

o IP Notify—Does not take any action against future traffic but logs the event. This is the
default.

o |P Close—Closes any new sessions matching this IP action rule by sending RST packets to
the client and server.

o |P Block—All packets of any session matching the IP action rule are dropped silently.

When traffic matches multiple rules, the most severe IP action of all matched rules is
applied. The most severe IP action is the Close Session action, the next in severity is the
Drop/Block Session action, and then the Notify action.



Table 183: IPS Policy Rule Settings (continued)

Settings

IP Target

Refresh Timeout

Timeout Value

Log Taken

Log Creation

Additional Opt.

Additional Opt.

Severity

Terminal

Description

Guidelines

Select an option to block future connections:

e None—Does not match any traffic.

e Destination Address—Matches traffic based on the destination address of the attack
traffic.

e Service—For TCP and UDP, matches traffic based on the source address, source port,
destination address, and destination port of the attack traffic. This is the default.

e Source Address—Matches traffic based on the source address of the attack traffic.
e Source Zone—Matches traffic based on the source zone of the attack traffic.

e Source Zone Address—Matches traffic based on the source zone and source address of
the attack traffic.

e Zone Service—Matches traffic based on the source zone, destination address, destination
port, and protocol of the attack traffic.

Enable this option to refresh the IP action timeout so it does not expire when future
connections match the IP action filter.

Enter the number of seconds that you want the IP action to remain in effect after a traffic
match.

Default value is O seconds and the range is from O through 64,800 seconds.

Enable this option to log information about the IP action against the traffic that matches a
rule.

Enable this option to generate a log event on the IP action filter.

Click the Additional field and configure the additional settings.

Select a severity level to override the inherited attack severity in the rules. Levels, in order
of increasing severity, are info, warning, minor, major, and critical. The most dangerous level
is critical, which attempts to crash your server or gain control of your network. Informational
is the least dangerous level and is used by network administrators to discover holes in their
security systems.

Enable this option to set a terminal rule flag. The device stops matching rules for a session
when a terminal rule is matched.

Enter a description for the IPS policy rule; maximum length is 4096 characters.



Table 184: IPS Policy Templates Rule Settings

Settings

Name

IPS Type

IPS Signature

IPS Signature

IPS Signatures

Add New IPS

Signature

Action

Action

Guidelines

Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.
No spaces are allowed and the maximum length is 63 characters.

Display the rule of the specified type. For example, IPS, Exempt.

Click the IPS Signature field and configure the IPS signature settings.

Select one or more available IPS signatures from the Available column to include in the selected
list for the policy rule.

Click the button to add a new IPS signature.

Click the Action field and configure the action settings.



Table 184: IPS Policy Templates Rule Settings (continued)

Settings

Action

Notification Opt.

Notification Opt.

Attack Logging

Guidelines

Select an option for the action you want IPS to take when the monitored traffic matches the
attack objects specified in the rules:

o No Action—Does not take action. Use this action when you only want to generate logs for
some traffic.

e Ignore—Stops scanning traffic for the rest of the connection if an attack match is found. IPS
disables the rulebase for the specific connection.

NOTE: This action does not mean ignore an attack.

e Drop Packet—Drops a matching packet before it can reach its destination but does not close
the connection. Use this action to drop packets for attacks in traffic that is prone to spoofing,
such as UDP traffic. Dropping a connection for such traffic could result in a denial of service
that prevents you from receiving traffic from a legitimate source IP address.

o Drop Connection—Drops all packets associated with the connection, preventing traffic for
the connection from reaching its destination. Use this action to drop connections for traffic
that is not prone to spoofing.

o Close Client—Closes the connection and sends an RST packet to the client but not to the

server.

o Close Server—Closes the connection and sends an RST packet to the server but not to the
client.

e Close Client and Server—Closes the connection and sends an RST packet to both the client
and the server.

o Recommended—Gives a list of all attack objects that Juniper Networks considers to be
serious threats, organized into categories. For example, severity groups attack objects by
the severity assigned to the attack.

o Diffserv Marking—Assigns the indicated Differentiated Services code point (DSCP) value
to the packet in an attack, then passes the packet on normally.

When you select Diffserv Marking, you need to enter code value.

o Code Point for Diffserv Marking—Enter a code point value. Based on the DSCP value,
behavior aggregate classifiers set the forwarding class and loss priority for the traffic
deciding the forwarding treatment the traffic receives.

NOTE: The DSCP value is not applied to the first packet that is detected as an attack, but is
applied to subsequent packets.

Click the Notification field and configure the notification settings.

Enable this option to log attacks.



Table 184: IPS Policy Templates Rule Settings (continued)

Settings

Alert Flag

Log Packets

Packets Before

Packets After

Post Window
Timeout

IP Action Opt.

IP Action Opt.

IP Action

IP Target

Guidelines

Enable this option to add an alert flag to an attack log.

Enable this option to log packet capture when a rule matches.

Enter the number of packets processed before the attack is captured.

Enter the number of packets processed after the attack is captured.

Enter the time limit for capturing post-attack packets for a session.

No packet capture is conducted after the timeout has expired. Range is from O through 1800
seconds.

Click the IP Action field and configure the IP action settings.

Select an option to apply actions on future connections that use the same IP action attributes:

o None—Does not take any action against future traffic.

o |IP Notify—Does not take any action against future traffic but logs the event. This is the
default.

o |IP Close—Closes any new sessions matching this IP action rule by sending RST packets to
the client and server.

o |IP Block—All packets of any session matching the IP action rule are dropped silently.

When traffic matches multiple rules, the most severe IP action of all matched rules is applied.
The most severe IP action is the Close Session action, the next in severity is the Drop/Block
Session action, and then the Notify action.

Select an option to block future connections:

o None—Does not match any traffic.
e Destination Address—Matches traffic based on the destination address of the attack traffic.

e Service—For TCP and UDP, matches traffic based on the source address, source port,
destination address, and destination port of the attack traffic. This is the default.

e Source Address—Matches traffic based on the source address of the attack traffic.
e Source Zone—Matches traffic based on the source zone of the attack traffic.

e Source Zone Address—Matches traffic based on the source zone and source address of the
attack traffic.

e Zone Service—Matches traffic based on the source zone, destination address, destination
port, and protocol of the attack traffic.



Table 184: IPS Policy Templates Rule Settings (continued)

Settings

Refresh Timeout

Timeout Value

Log Taken

Log Creation

Additional Opt.

Additional Opt.

Severity

Terminal

Description

Guidelines

Enable this option to refresh the IP action timeout so it does not expire when future connections
match the IP action filter.

Enter the number of seconds that you want the IP action to remain in effect after a traffic
match.

Default value is O seconds and the range is from O through 64,800 seconds.

Enable this option to log information about the IP action against the traffic that matches a
rule.

Enable this option to generate a log event on the IP action filter.

Click the Additional field and configure the additional settings.

Select a severity level to override the inherited attack severity in the rules. Levels, in order of
increasing severity, are info, warning, minor, major, and critical. The most dangerous level is
critical, which attempts to crash your server or gain control of your network. Informational is
the least dangerous level and is used by network administrators to discover holes in their
security systems.

Enable this option to set a terminal rule flag. The device stops matching rules for a session
when a terminal rule is matched.

Enter a description for the IPS policy rule; maximum length is 1024 characters.
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Publishing Policies

When you publish rules, the process takes into account the priority and precedence values set on the
policy and the order of rules on the device. Rules are published in the order of their priority groups, with
prerules in the High priority group publishing first, before prerules in the Medium and Low priority groups.

If you change the priority or precedence of a published policy, the policy must be republished for the
changes to take effect. Sometimes, changing priority or precedence in one policy can affect other policies
in the same priority group. However, such policies do not need to be republished in order for their changes
in priority or precedence to take effect for the policies that are implicitly changed by the explicit changes
to the republished policy.

To publish a policy:

1. Select Configure > Policy-Name Policy > Policies.
2. Select the policy that you want to publish and click Publish. The Publish Policy page appears.

3. Select the check boxes next to the devices to which the policy changes will be published.

NOTE: You can search for a specific device on which the policy is published by entering the
search criteria in the search field. You can search the devices by their name and IP address.

4. Select Schedule at a later time if you want to schedule and publish the configuration later.
5. Select Run now if you want to apply the configuration immediately.

6. Click Publish. The Affected Devices page displays the devices on which the policies will be published.
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Updating Policies on Devices

When you publish rules, the process takes into account the priority and precedence values set on the
policy and the order of rules on the device. Rules are published in the order of their priority groups, with
prerules in the High priority group publishing first, before prerules in the Medium and Low priority groups.

If you change the priority or precedence of a published policy, the policy must be republished for the
changes to take effect. Sometimes, changing priority or precedence in one policy can affect other policies
in the same priority group. However, such policies do not need to be republished in order for their changes
in priority or precedence to take effect for the policies that are implicitly changed by the explicit changes
to the republished policy.

To update a policy:

1. Select Configure >Policy-Name Policy> Policies.
2. Select the policy that you want to update and click Update. The Update Policy page appears.

3. Select the check boxes next to the devices to which the policy changes will be published.

NOTE: You can search for a specific device on which the policy is published by entering the
search criteria in the search field. You can search the devices by their name and IP address.

4. Select Schedule at a later time if you want to schedule and publish the configuration later.
5. Select Run now if you want to apply the configuration immediately.

6. Click Publish. The Affected Devices page displays the devices on which the policies will be published.
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Assigning Devices to Policies

Once you create a group or device policy, you can assign devices to it.
To assign devices to a policy:

1. Select Configure >Policy-Name Policy > Policies.

The Policies landing page appears.

2. Right-click the policy to which you want to assign devices, or select Assign Devices from the More
menu.

The Assign Devices page appears. The Name field shows the name of the selected policy and is not
editable.

3. Select the Show only devices without policy assigned check box.

Only devices that are not assigned to any policy are displayed in the Device Selection section.

4., Select the devices you want to add to the policy from the Available column and click the right arrow
to move these devices to the Selected column.

NOTE: There is an option to search for devices in the Selected column on the Assign Devices
page. By default, all selected devices are sorted in a list and you can search for devices again,
if required.

5. Click OK to assign the selected devices to the selected policy.

NOTE: If you do not have permission to certain devices, those devices are not visible while
assigning devices to a new or existing policy.
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Creating and Managing Policy Versions

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

You create a policy version by taking a snapshot of another policy. You can create versions for all types
of policies including All Devices, Group, Device, and Device exceptions.

The maximum number of versions maintained for any policy is 60. If the maximum limit is reached, you
must delete the unwanted versions before saving a new version. Versioning and rollback are independent
operations for each policy.

For example, if you take a snapshot of a group firewall policy, or roll back to a previous firewall policy
version, it does not change the version for all device policy rules; you must separately version each policy
rule.

Creating Policy Snapshots
To create a policy version:

1. Select Configure and select the landing page for the type of policy for which you are creating a snapshot.

2. From the landing page, select the check box next to the policy for which you are taking a snapshot,
and then right-click the policy or click More.

A list of actions appears.

3. Select Manage/Rollback.

The Manage Version page appears.

4. Click Create Snapshot.

The Snapshot Policy page appears.

5. Enter your comments in the Comments field, and click Create to take a snapshot. The Snapshot Policy
window appears, showing the status of the version as it is created.

NOTE: During policy publish, Security Director takes an automatic snapshot of the policy.

Managing Policy Versions



You can view or manage all available versions of a selected policy. You can perform the following tasks
on the snapshots:

e Roll back to a specific version.

o View the differences between any two versions (including the current version) of the policy.

e Delete one or more versions from the system.

Rolling Back Policy Versions

To roll back the selected version so it becomes the current version:

1. Select Configure and select the landing page for the type of policy for which you are rolling back the

policy version.

2. From the landing page, select the check box next to the policy for which you are rolling back a version,
and then right-click the policy or click More.

A list of actions appears.

3. Select Manage/Rollback.

The Manage Version page appears.

4. Select the version that you want to make as the current version, and click Rollback.

The rollback operation replaces all the rules and rule groups of the current version with rules and rule
groups from the selected version. For all the shared objects, Object Conflict Resolution (OCR) is done.
If there are any conflicts between the versioned data and the current objects in the system, the OCR
window is displayed.

5. After finishing any conflict resolution, click Next to view the OCR summary report.

6. Click Finish to replace the current policy with the versioned data. A summary of the snapshot policy is
shown by clicking Snapshot.

Deleting Policy Versions
To delete a policy version:

1. Select Configure and select the landing page for the type of policy for which you are deleting a version.

2. From the landing page, right-click the policy or profile or click More.

A list of actions appears.

3. Click Manage/Rollback.



The Manage Version page appears.

4. Select the policy version you want to delete and click Delete.

A warning message is displayed.

5. Click Yes to confirm the deletion.

The selected policy version is deleted.
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Creating Rule Name Template

Rule name template provides a mechanism to control the rule name generation based on the rule name
template. You can use the rule name templates for all types of rules in Firewall, NAT, and IPS policies.

NOTE: Rule name template builder should be enabled from global domain only and the setting is
applicable for all firewall policies in Security Director irrespective of domains.

To create a rule name template for policies:

1. Select Configure > Policies.

The Policies page appears.

2. Right-click the policy you want to take a snapshot, or select Rule Name Template Builder from the
More list.

3. The Rule Name Template Builder page appears.

Select the Enable check box to use the rule name template.

4. Select the compliance mode.

a. Strict Mode—Warns the user with an error message.



b. Weak Mode—Warns the user with a warning message.

5. Click the plus sign (+) to add a new template builder name.
You can define a template for a new or cloned rule with the following variables:
e Action

e Constant String

Custom String
¢ Date (YYYYMMDD format)
Date Short

Egress

Ingress

Rule Type

e Time (HHmmss format)
e Time (HHMM format)
e UserID

6. Click OK to create a new rule name template.
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Exporting Policies

Starting in Security Director Release 16.1, you can export any policies (firewall, IPS, or NAT) in a PDF or
ZIP file from their respective Policies landing page.

NOTE: Policies can either be exported as PDF or ZIP file. The policies exported as ZIP file are in
XML format.



To export a policy to PDF:

1. Select Configure >Policy-Name Policy > Policies.

The Policies landing page appears.

2. Right-click the policy you want to export or select Export Policy to PDF from the More menu.

The Export Policy to PDF page appears.

3. Click Export.

The selected policy details are exported into a PDF file.

To export policy details to a ZIP file:

1. Select Configure >Policy-Name Policy > Policies.

The Policies landing page appears.

2. Right-click the policy you want to export or select Export Policy to Zip File from the More menu.

The Export Policy page appears.

3. Click Export.

The selected policy details are exported into a ZIP file.

Release History Table
Release Description

16.1 Starting in Security Director Release 16.1, you can export any policies (firewall, IPS, or NAT)
in a PDF or ZIP file from their respective Policies landing page.
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Unassigning Devices to Policies

Once you create a device policy, you can remove the assigned device from it. This allows you to add a
preferred device at any time to a device policy. This option is not available for a group policy.

To remove an assigned devices from a device policy:

1. Select Configure >Policy-Name > Policies.

The Policies landing page appears.
2. Select a device policy and then click More.

3. Click Unassign Devices.
The Unassign Device page appears with a confirmation message.

You can also right-click a policy and select Unassign Devices.

4. Click Yes.

The assigned device is removed for the selected device policy.
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Editing and Cloning Policies and Objects

You can edit or clone policies and objects from the policies and shared objects main page.

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

Editing Policies or Objects
To edit a policy or a shared objects:

1. Select Configure > Policies or Shared Objects.



The policies or shared objects page appears.

2. Select the policy or shared object that you want to edit, and then click the pencil icon.

The Edit window appears, showing the same options as when creating a new policy or object.
3. Click OK to save your changes.

Cloning Policies or Objects
To clone a policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Right-click the policy or shared object that you want to clone, or select Clone from the More list.

The Clone window appears with editable fields.

3. Click OK to save your changes.
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Deleting and Replacing Policies and Objects

You can delete or replace policies and objects from the policies and shared objects main page.

NOTE: Some tasks in this topic might not apply to your feature. Refer to the tasks relevant to you.

Deleting Policies and Objects
To delete a policy or a shared object:

1. Select Configure > Policies or Shared Objects.



The policies or shared objects page appears.

2. Select the policy or shared object that you want to delete, and then select the minus sign (-).

An alert message appears verifying that you want to delete your selection.
3. Click Yes to delete your selection.

Replacing Policies and Objects
You can select one or more shared objects and replace them with other objects of the same type.
To replace one or more object:

1. Select Configure > Shared Objects > Addresses, Services, or Variables.

The addresses, services, or variables page appears.

2. Right-click the shared object that you want to replace, or click Replace from the More list.

You can replace a single object or multiple objects. If the selected object is used in any policy, a warning
message appears before they are replaced.

3. Click Yes to continue the replacement operation.
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Assigning Policies and Profiles to Domains

You can assign or reassign policies or profiles to different domains when it is first configured and whenever
you want to implement a change. You can assign only one policy or profile at a time. Before assigning a
policy or profile to another domain, Security Director checks for the validity of the move. If the move is
not acceptable, a warning message appears.



To assign a policy or profile to a domain:

1. Select Configure and select the landing page for the type of policy or profile that you are assigning to
a domain.

2. From the landing page, right-click the policy or profile or click More.

A list of actions appears.

3. Select Assign <Policy or Profile> to Domain.

The Assign <Policy or Profile> to Domain page appears.

NOTE: <Policy or Profile> is the name of the policy or profile that you are assigning to a domain.

4. Select the required items to assign to a domain.
5. Enable this option to ignore warning messages, if any.

6. Click Assign.

A policy or profile is assigned to a domain.
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Viewing Policy and Shared Object Details

On a policy or a shared object landing page, you can get a detailed view of the existing policies or objects.
The Detail View page lists all the configured parameters of a policy or an object. The Landing page of a
policy or shared object lists only some of the configured parameters and not all. The Detail View option
helps you to get a consolidated view of all the configured parameters.



NOTE: The detailed view is in read-only mode; you cannot edit any fields.

To see a detailed view of the policy or a shared object:

1. Select Configure > Policies or Shared Objects.

The policies or shared objects page appears.

2. Right-click the policy or shared object that you want to see the detailed view for, or select Detail View

from the More list.

The Detail View page appears showing the configuration information, the user who created that

particular policy or shared object, and the last updated information.

You can also get a detailed view by hovering over the name and clicking the Detailed View icon before

the policy or shared object name.
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IPS Policies Main Page Fields

Use the IPS Policies main page to get an overall, high-level view of your IPS policy settings. You can filter
and sort this information to get a better understanding of what you want to configure. Table 185 on page 570

describes the fields on this page.

Table 185: IPS Policies Main Page Fields

Field

Seq.

Name

Rules

Devices

Description

Policy sequence number in relation to the entire sequence.

Name of the IPS policy.

Total number of rules created for an IPS policy.

Total number of devices on which the IPS policy is published.



Table 185: IPS Policies Main Page Fields (continued)

Field

Publish State
Created By
Last Modified
Modified By

Domain

Creating IPS Policies | 545

Description

Status of the IPS policy in terms of being published or not on the device.

Login name of the operator who created the IPS policy .

Time when the IPS policy was last modified .

Login name of the operator who last modified the IPS policy .

Domain name of security device, which is autopopulated once you select the device.
For example: global, system.
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Understanding IPS Policies

An Intrusion prevention system (IPS) policy enables you to selectively enforce various attack detection
and prevention techniques on network traffic passing through an IPS-enabled device. There are two types
of policy options:

e Group Policy—select this option, when you want to push a configuration to a group of devices. You can
create rules for a group policy.

During a device assignment for a group policy, only devices from the current and child domains (with
view parent enabled) are listed. Devices in the child domain with view parent disabled are not listed.
Not all the group policies of the Global domain are visible in the child domain. Group policies of the
Global domain (including All device policy) are not visible to the child domain, if the view parent of that
child domain is disabled. Only the group policies of the Global domain, which has devices from the child
domain assigned to it, are visible in the child domain. If there is a group policy in global domain with
devices from both D1 and the Global domains assigned to it, only this group policy of the Global domain
is visible in the D1 domain along with only the D1 domain devices. No other devices, that is the
Device-Exception policy, of the Global domain is visible in the D1 domain.

You cannot edit a group policy of the Global domain from the child domain. This is true for All Devices
policy as well. Modifying the policy, deletion of the policy, managing a snapshot, snapshot policy and
acquiring the policy lock is also not allowed. Similarly, you cannot perform these actions on the
Device-Exception policy of the D1 domain from the Global domain. You can prioritize group policies
from the current domain. Group policies from the other domains are not listed.

e Device Policy—Select this option, when you want to push a unique IPS policy configuration per device.
You can create device rules for a device IPS policy.

Security Director views a logical system like it does any other security device, and it takes ownership of
the security configuration of the logical system. In Security Director, each logical system is managed as
a unique security device.

During a device assignment for a device policy, only devices from the current domain are listed.

NOTE: If Security Director discovers the root logical system, the root Isys discovers all other user
Isys inside the device.

An IPS policy consists of rulebases and each rulebase contains a set of rules. It allows you to define policy
rules to match a section of traffic based on a zone, network, and application, and then take active or passive
preventive actions on that traffic.

An IPS rulebase protects your network from attacks by using attack objects to detect known and unknown
attacks. It detects attacks based on stateful signature and protocol anomalies.



An exempt rulebase works in conjunction with the IPS rulebase. You must have rules in the IPS rulebase
before you can create exempt rules. If traffic matches a rule in the IPS rulebase, the IPS policy attempts
to match the traffic against the exempt rulebase before performing the specified action or creating a log
record for the event. If the IPS policy detects traffic that matches the source or destination pair and the
attack objects specified in the exempt rulebase, it automatically exempts that traffic from attack detection.

Configure an exempt rulebase in the following conditions:
e When an IPS rule uses an attack object group that contains one or more attack objects that produce
false positives or irrelevant log records.

e When you want to exclude a specific source, destination, or source-destination pair from matching an
IPS rule. This prevents IPS from generating unnecessary alarms.

After you create an IPS policy by adding rules in one or more rulebases, you can publish or update the
policy. You can also view a list of security devices with IPS policies assigned to them. This list assists you
in viewing the details of all the IPS policies and rules assigned per device.
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Devices with IPS Policies Main Page Fields

Use this page to get an overall, high-level view of your IPS policy device settings. This page helps you track
the number of rules, and the order of the rules, of all the policies that are assigned to a device. You can
filter and sort this information to get a better understanding of what you want to view. Table 186 on page 575
describes the fields on this page.

Table 186: Devices with IPS Policies Main Page Fields

Field Description
Device Name Name of the device.
Rules Total number of rules of all the policies assigned to the device. Click the link to

view the rules order that is deployed on the device.
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Table 186: Devices with IPS Policies Main Page Fields (continued)

Field Description

IP Address IP address of the device.

Platform Displays the supported device name. For example: SRX Series, vSRX.
Assigned Services Displays the policy name when a device is assigned to an IPS policy.

Pending Services Displays the versioning information for the IPS policy.

Installed Services Displays the policies that are published and updated to the device.

Domain Domain name of security device, which is autopopulated once you select the

device. For example: global, system.
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Understanding IPS Signatures

The intrusion prevention system (IPS) compares traffic against signatures of known threats and blocks
traffic when a threat is detected. Network intrusions are attacks on, or other misuses of, network resources.
To detect such activity, IPS uses signatures. A signature specifies the types of network intrusions that you
want the device to detect and report. Whenever a matching traffic pattern to a signature is found, IPS
triggers the alarm and blocks the traffic from reaching its destination. The signature database is one of the
major components of IPS. It contains definitions of different objects, such as attack objects, application
signature objects, and service objects, which are used in defining IPS policy rules.

To keep IPS policies organized and manageable, attack objects can be grouped. An attack object group
can contain one or more types of attack objects. Junos OS supports the following three types of attack
groups:

o IPS signature—Contains objects present in the signature database.

e Dynamic group—Contains attack objects based on certain matching criteria. During a signature update,
dynamic group membership is automatically updated based on the matching criteria for that group. For
example, you can dynamically group the attacks related to a specific application using dynamic attack
group filters.

o Static group—Contains a list of attacks that are specified in the attack definition.



Signature attack objects use a stateful attack signature (a pattern that always exists within a specific section
of the attack) to detect known attacks. They also include:

e The protocol or service used to perpetrate the attack and the context in which the attack occurs.

e The properties that are specific to signature attacks—attack context, attack direction, attack pattern,
and protocol-specific parameters (TCP, UDP, ICMP, or IP header fields).

Signatures can produce false positives, because certain normal network activity can be construed as
malicious. For example, some network applications or operating systems send out numerous ICMP messages,
which a signature-based detection system might interpret as an attempt by an attacker to map out a
network segment. You can minimize false positives by editing your signature parameters (to fine-tune your
signatures).

You can create, filter, modify, or delete IPS signatures on the IPS Policy Signatures page in Security Director.
You can download and install the signature database to security devices. You can automate the download
and install process by scheduling the download and install tasks and configuring these tasks to recur at
specific time intervals. This ensures that your signature database is current.
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Creating IPS Signatures

Use the Create IPS Signature page to monitor and prevent intrusions. The intrusion prevention system
(IPS) compares traffic against signatures of known threats and blocks traffic when a threat is detected.

The signature database is one of the major components of IPS. It contains definitions of different objects,
such as attack objects, application signature objects, and service objects, which are used in defining IPS
policy rules. There are more than 8,500 signatures for identifying anomalies, attacks, spyware, and
applications.

To keep IPS policies organized and manageable, attack objects can be grouped. An attack object group
can contain one or more types of attack objects. Junos OS supports the following three types of attack
groups:



¢ IPS signature—Contains objects present in the signature database.
e Dynamic—Contains attack objects based on certain matching criteria.

e Static—Contains customer-defined attack groups and can be configured through the CLI.

Before You Begin

e Read the “Understanding IPS Signatures” on page 577 topic
e Have a basic understanding of what attacks and patterns are.

o Review the IPS policy signatures main page for an understanding of your current data set. See “IPS Policy
Signatures Main Page Fields” on page 593 for field descriptions.

Configuring IPS Signatures Settings
To configure an IPS signature:

1. Select Configure > IPS Policy > Signatures.

2. Click Create.

3. Select IPS Signature.

4. Complete the configuration according to the guidelines provided in the Table 187 on page 579.

5. Click OK.

A new IPS signature with the predefined configurations is created. You can use this signature in IPS policies.
Table 187: IPS Signatures Settings

Settings Guidelines

Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores. No
spaces are allowed and the maximum length is 63 characters.

Description Enter a description for the IPS signature; maximum length is 1024 characters.

Category Enter a predefined or a new category. Use this category to group the attack objects. Within each
category, attack objects are grouped by severity. For example: FTP, TROJAN, SNMP.



Table 187: IPS Signatures Settings (continued)

Settings

Action

Keywords

Severity

Signature Details

Guidelines

Select an action you want IPS signature to take when the monitored traffic matches the attack
objects specified in the rules:

o None—No action is taken. Use this action to only generate logs for some traffic.

o Close Client & Server—Closes the connection and sends an RST packet to both the client and the
server.

e Close Client—Closes the connection and sends an RST packet to the client but not to the server.
o Close Server—Closes the connection and sends an RST packet to the server but not to the client.

e Ignore—Stops scanning traffic for the rest of the connection if an attack match is found. IPS
disables the rulebase for the specific connection.

e Drop—Drops all packets associated with the connection, preventing traffic for the connection
from reaching its destination. Use this action to drop connections for traffic that is not prone to
spoofing.

o Drop Packet—Drops a matching packet before it can reach its destination but does not close the
connection. Use this action to drop packets for attacks in traffic that is prone to spoofing, such
as UDP traffic. Dropping a connection for such traffic could result in a denial of service that
prevents you from receiving traffic from a legitimate source-IP address.

Enter unique identifiers that can be used to search and sort log records. Keywords should related
to the attack and the attack object. For example, Amanda Amindexd Remote Overflow.

Select a severity level for the attack that the signature will report:

e Critical—Contains attack objects matching exploits that attempt to evade detection, cause a
network device to crash, or gain system-level privileges.

e Info—Contains attack objects matching normal, harmless traffic containing URLs, DNS lookup
failures, SNMP public community strings, and peer-to-peer (P2P) parameters. You can use
informational attack objects to obtain information about your network.

o Major—Contains attack objects matching exploits that attempt to disrupt a service, gain user-level
access to a network device, or activate a Trojan horse previously loaded on a device.

o Minor—Contains attack objects matching exploits that detect reconnaissance efforts attempting
to access vital information through directory traversal or information leaks.

e Warning—Contains attack objects matching exploits that attempt to obtain noncritical information
or scan a network with a scanning tool.

The most dangerous level is critical, which attempts to crash your server or gain control of your
network. Informational is the least dangerous level and is used by network administrators to discover
holes in their security systems.



Table 187: IPS Signatures Settings (continued)

Settings

Binding

Protocol

Next Header

Port Range(s)

Program
Number

Service

Time Scope

Guidelines

Select an option to detect the service or protocol that the attack uses to enter your network:

o IP—Allows IPS to match the signature for a specified IP protocol type.
o ICMP—Allows IPS to match the signature for a specified ICMP ID.

o TCP—Allows IPS to match the signature for specified TCP port(s).

o UDP—Allows IPS to match the signature for specified UDP port(s).

o RPC—Allows IPS to match the signature for a specified remote procedure call (RPC) program
number. The RPC protocol is used by distributed processing applications to handle interaction
between processes remotely.

o Service—Allows IPS to match the signature for a specified service.

o IPv6 or ICMPv6—Specifies the header match information for the signature attack. You can specify
that IPS search a packet for a pattern match for IPv6 and ICMPvé header information.

Enter the name of the network protocol. For example: IGMP, IP-IP.

Enter the type of IP protocol for the header that immediately follows the IPvé6 header.

For example, if the device performs IPsec on exchanged packets, the Next Header value is probably
50 (ESP extension header) or 51 (AH extension header).

Enter the port ranges for TCP and UDP protocol types.

Enter the program ID for the RPC protocol.

Specify the service that the attack uses to enter your network. You can select the specific service
used to perpetrate the attack as the service binding.

For example, suppose you select the DISCARD service. Discard protocol is an Application Layer
protocol where TCP/9, UDP/9 describes the process for discarding TCP or UDP data sent to port
9.

Select the scope within which the count of an attack occurs:

o Source IP—Detect attacks from the source address for the specified number of times, regardless
of the destination address.

o Dest IP—Detect attacks sent to the destination address for the specified number of times, regardless
of the source address.

e Peer—Detect attacks between source and destination IP addresses of the sessions for the specified
number of times.



Table 187: IPS Signatures Settings (continued)

Settings

Time Count

Match
Assurance

Performance
Impact

Expression

Scope

Reset

Guidelines

Specify the number of times that the attack object must detect an attack within the specified scope
before the device considers the attack object to match the attack.

The range is from O through 4,294,967,295.

Specify this filter to track attack objects based on the frequency that the attack produces a false
positive on your network.

Select an option:

o High—Provides information on the frequently tracked false positive occurrences.
e Medium—Provides information on the occasionally tracked false positive occurrences.

e Low—Provides information on the rarely tracked false positive occurrences.

Specify this filter to filter out slow-performing attack objects. You can use this filter to only select
the appropriate attacks based on performance impacts.

Select an option:

o High—Add a high performance impact attack object that is vulnerable to an attack. The performance
impact of signatures is high7 to high9, where the application identification is slow.

o Medium—Add a medium performance impact attack object that is vulnerable to an attack. The
performance impact of signatures is medium4 to mediumé, where the application identification
is normal.

o Low—Add alow performance impact attack object that is vulnerable to an attack. The performance
impact of signatures is low1 to low3, where the application identification is faster.

o Unknown—Set all attack objects to unknown by default. As you fine-tune IPS to your network
traffic, you can change this setting to help you track performance impact. The performance impact
of signatures is O = unknown, where the application identification is also unknown.

Enter a Boolean expression of attack members used to identify the way attack members should be
matched.

For example: m01 AND m02, where m01, mO2 are the attack members.

Specify if the attack is matched within a session or across transactions in a session:

o session—Allows multiple matches for the object within the same session.

e transaction—Matches the object across multiple transactions that occur within the same session.

Enable this option to generate a new log each time an attack is detected within the same session.
If this option is not selected, then the attack is logged only once per session.



Table 187: IPS Signatures Settings (continued)

Settings

Ordered

Add Signature

Context

Direction

Pattern

Regex

Guidelines

Enable this option to create a compound attack object that must match each member signature or
protocol anomaly in the order you specify. If you do not specify an order, the compound attack
object still must match all members, but the pattern or protocol anomalies can appear in the attack
in any order.

A compound attack object detects attacks that use multiple methods to exploit a vulnerability.

Select an option to define the location of the signature.

If you know the service and the specific service context, specify that service and then specify the
appropriate service contexts.

If you know the service, but are unsure of the specific service context, specify one of the general
contexts.

For example: line—Specify this context to detect a pattern match within a specific line within your
network traffic.

Specify the connection direction of the attack:

o Client to Server—Detects the attack only in client-to-server traffic.
e Server to Client—Detects the attack only in server-to-client traffic.

o Any—Detects the attack in either direction.

Using a single direction (instead of Any) improves performance, reduces false positives, and increases
detection accuracy.

Enter a signature pattern of the attack you want to detect. A signature is a pattern that always exists
within an attack; if the attack is present, so is the signature.

To create the attack pattern, you must first analyze the attack to detect a pattern (such as a segment
of code, a URL, or a value in a packet header), and then create a syntactical expression that represents
that pattern.

For example: Use \[<character-set>\] for case-insensitive matches.

Enter a regular expression to define rules to match malicious or unwanted behavior over the network.
For example: For the syntax \[hello\], the expected pattern is hello, which is case sensitive.

The example matches can be: hElLo, HEIIO, and helLLO.



Table 187: IPS Signatures Settings (continued)

Settings

Negated

Add Anomaly

Anomaly

Direction

Supported
Detectors

Guidelines

Select this option to exclude the specified pattern from being matched.

Negating a pattern means that the attack is considered matched if the pattern defined in the attack
does not match the specified pattern.

Select an option to detect abnormal or ambiguous messages within a connection according to the
set of rules for the particular protocol being used.

Protocol anomaly detection works by finding deviations from protocol standards, most often defined
by RFCs and common RFC extensions.

Specify the connection direction of the attack:

e Client to Server—Detects the attack only in client-to-server traffic.
o Server to Client—Detects the attack only in server-to-client traffic.

o Any—Detects the attack in either direction.

Using a single direction (instead of Any) improves performance, reduces false positives, and increases
detection accuracy.

Click the Supported Detectors link to display a table that shows the device platforms and the version
number of the IPS protocol detector currently running on the device.

For example:

e Platform - SRX550
e Detector Version - 9.1.140080400
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Creating IPS Signature Static Groups

Use the IPS Signature Static Group page to configure a specific, finite set of attack objects or groups.

Static groups require more maintenance than dynamic groups because you must manually add or remove
attack objects in a static group to change its members.

Use an IPS signature static group for the following tasks:

e Group your custom attack objects.
e Dynamic—Contains attack objects based on certain matching criteria.
o Static—Contains customer-defined attack groups and can be configured through the CLI.

Before You Begin

Read the “Understanding IPS Signatures” on page 577 topic.

Have a basic understanding of what attacks are.

Read the Creating IPS Signatures topic. See “Creating IPS Signatures” on page 578.

Review the IPS signatures main page for an understanding of your current data set. See “IPS Policy
Signatures Main Page Fields” on page 593 for field descriptions.

Configuring IPS Signature Static Group Setting
To configure an IPS signature static group:

1. Select Configure > IPS Policy > Signatures.

2. Click Create.

3. Select Static Group.

4. Complete the configuration according to the guidelines provided in the Table 188 on page 586.

5. Click OK.

A new IPS signature static group with the predefined configurations is created. You can use this signature
in IPS policies.



Table 188: IPS Signature Static Group Settings

Settings Guidelines

Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores.
No spaces are allowed and the maximum length is 63 characters.

Group Members Add or delete group members of a static group.

Group members include custom groups whose members are predefined attacks, predefined
attack groups, custom attacks, or custom dynamic groups.

A custom group defines:

o A specific set of critical attack objects that you know your network is vulnerable against.

e A specific set of informational attack objects that you need to stay aware of events on
your network.

Add IPS Signatures

IPS Signatures Select one or more available IPS signatures to include in a static group.
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Creating IPS Signature Dynamic Groups

Use the IPS Signature Dynamic Group page to configure attack objects based on a certain matching criteria.
Dynamic group members can be either predefined or custom attack objects. During a signature update,
the dynamic group membership is automatically updated based on the matching criteria for that group.
For example, you can dynamically group the attacks related to a specific application using the dynamic
attack group filters.



NOTE: A dynamic group cannot contain another group (predefined, static, or dynamic). However,
you can include a dynamic group as a member of a static group.

You use dynamic groups so that an attack database update automatically populates the group with relevant
members. This eliminates the need to review each new signature to determine if you need to use it in your
existing security policy.

Before You Begin

Read the “Understanding IPS Signatures” on page 577 topic.

e Have a basic understanding of what attacks and patterns are.

Read the Creating IPS Signatures topic. See “Creating IPS Signatures” on page 578.

Review the IPS signatures main page for an understanding of your current data set. See “IPS Policy
Signatures Main Page Fields” on page 593 for field descriptions.

Configuring IPS Signature Dynamic Group Settings
To configure an IPS signature dynamic group:

1. Select Configure > IPS Policy > Signatures.

2. Click Create.

3. Select Dynamic Group.

4. Complete the configuration according to the guidelines provided in the Table 189 on page 587.

5. Click OK.

A new IPS signature dynamic group with the predefined configurations is created. You can use this signature
in IPS policies.

Table 189: IPS Signature Dynamic Group Settings

Settings Guidelines

Name Enter a unique string of alphanumeric characters, colons, periods, dashes, and underscores. No
spaces are allowed and the maximum length is 63 characters.

Preview Preview a list of available signatures based on selected dynamic group filters.



Table 189: IPS Signature Dynamic Group Settings (continued)

Settings

Basic

Recommended

Direction

Match
Assurance

Guidelines

Specify this filter to add recommended Juniper Networks predefined attack objects to the dynamic
group, or specify non-recommended attack objects to the dynamic attack group.

Specify an option:

e Yes—Adds predefined attacks recommended by Juniper Networks to the dynamic group.

o No—Specifies non-recommended attack objects in the dynamic attack group.

Specify this filter to add predefined attacks to the dynamic group based on the direction specified
in the attacks.

Select an option:

o Any—Monitors traffic from client-to-server or server-to-client.

o CTS—Monitors traffic from client-to-server only. Most attacks occur over client-to-server
connections.

o STC—Monitors traffic from server-to-client only.

e Expression—Matches the expression with member name patterns using Boolean operators. A
member name is the name of an attack member in an IPS attack:

o AND—If both member name patterns match, the expression matches.

o OR—If either of the member name patterns match, the expression matches.
For SRX Series devices, expression and order cannot be configured together. Only one of them
can be specified. For example: m01 AND m02, where m01, mO2 are the attack members.

Specify this filter to track attack objects based on the frequency that the attack produces a false
positive on your network.

Select an option:

o High—Add a high performance impact attack object that is vulnerable to an attack. The performance
impact of signatures is high7 to high9, where the application identification is slow.

o Medium—Add a medium performance impact attack object that is vulnerable to an attack. The
performance impact of signatures is medium4 to mediumé, where the application identification
is normal.

o Low—Add a low performance impact attack object that is vulnerable to an attack. The performance
impact of signatures is low1 to low3, where the application identification is faster.

o Unknown—Set all attack objects to unknown by default. As you fine-tune IPS to your network
traffic, you can change this setting to help you track performance impact. The performance impact
of signatures is O = unknown, where the application identification is also unknown.



Table 189: IPS Signature Dynamic Group Settings (continued)

Settings

Performance
Impact

Object Type

Vendor

Advanced

Category

Service

Guidelines

Specify this filter to filter out slow-performing attack objects. You can use this filter to only select
the appropriate attacks based on performance impacts.

Select an option:

e High—Add a high performance impact attack object that is vulnerable to an attack. The performance
impact of signatures is high7 to high9, where the application identification is slow.

o Medium—Add a medium performance impact attack object that is vulnerable to an attack. The
performance impact of signatures is medium4 to mediumé, where the application identification
is normal.

o Low—Add a low performance impact attack object that is vulnerable to an attack. The performance
impact of signatures is low1 to low3, where the application identification is faster.

o Unknown—Set all attack objects to unknown by default. As you fine-tune IPS to your network
traffic, you can change this setting to help you track performance impact. The performance impact
of signatures is O = unknown, where the application identification is also unknown.

Specify this filter to group attack objects by type (anomaly or signature).
Select an option:

e Protocol Anomaly—Detects unknown or sophisticated attacks that violate protocol specifications
(RFCs and common RFC extensions). You cannot create new protocol anomalies, but you can
configure a new attack object that controls how your device handles a predefined protocol anomaly
when detected.

e Signature—Detects known attacks using stateful attack signatures. A stateful attack signature is
a pattern that always exists within a specific section of the attack. Stateful signature attack objects
also include the protocol or service used to perpetrate the attack and the context in which the
attack occurs.

Specify this filter to add attack objects based on the application that is vulnerable to the attack.

Enter a name for the vendor for the dynamic signature. For example: Juniper Networks.

Select one or more available categories to include in a dynamic group.

Select one or more available services to include in a dynamic group.



Table 189: IPS Signature Dynamic Group Settings (continued)

Settings

Severity

Guidelines

Specify a severity filter to add attack objects based on attack severity levels.

Select an option:

Info—Provides information about activity on the network, such as applications that are running,
potential vulnerable software, and best practice violations. Generally, information attacks are not
malicious activity.

Major—Provides information of attacks that try to gain user level access to a system to crash a
particular service or application.

Critical—Provides information of attacks that try to gain root level access to a system to crash the
entire system.

Minor—Provides information of attacks that try to perform information leakage techniques,
including those that exploit vulnerabilities to reveal information about the target.

Warning—Issues a warning when attack matches. Warning attacks are attacks that are suspicious
in nature, such as scans and other reconnaissance attempts.
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