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About the Documentation

IN THIS SECTION

Documentation and Release Notes | v
Documentation Conventions | v
Documentation Feedback | viii

Requesting Technical Support | viii

Use this guide to refer to APIs provided by Junos Space Network Director for automating provisioning
and management of services on EX Series and QFX Series devices.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation, see the product

documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Documentation Conventions

Table 1 on page vi defines notice icons used in this guide.


https://www.juniper.net/documentation/
https://www.juniper.net/books

Table 1: Notice Icons

Meaning

Informational note

Caution

Warning

Laser warning

Tip

Best practice

@OPpPpPPpo:

Description

Indicates important features or instructions.

Indicates a situation that might result in loss of data or hardware

damage.

Alerts you to the risk of personal injury or death.

Alerts you to the risk of personal injury from a laser.

Indicates helpful information.

Alerts you to a recommended use or implementation.

Table 2 on page vi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Fi xed-width text like this

Italic text like this

Description

Represents text that you type.

Represents output that appears on
the terminal screen.

o Introduces or emphasizes important
new terms.

o Identifies guide names.

e ldentifies RFC and Internet draft
titles.

Examples

To enter configuration mode, type
the configure command:

user@host> configure

user @ost > show chassis alarms

No alarms currently active

e A policy term is a named structure
that defines match conditions and
actions.

e Junos OS CLI User Guide

e RFC 1997, BGP Communities
Attribute



Table 2: Text and Syntax Conventions (continued)

Convention

Italic text like this

Text like this

< > (angle brackets)

| (pipe symbol)

# (pound sign)

[ 1 (square brackets)

Indention and braces ({})

; (semicolon)

GUI Conventions

Description

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Encloses optional keywords or
variables.

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

Encloses a variable for which you can
substitute one or more values.

Identifies a level in the configuration
hierarchy.

Identifies a leaf statement at a
configuration hierarchy level.

Examples

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

e To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

e The console port is labeled
CONSOLE.

stub <default-metric metric>;

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS
only

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;



Table 2: Text and Syntax Conventions (continued)

Convention

Bold text like this

> (bold right angle bracket)

Description

Represents graphical user interface
(GUI) items you click or select.

Separates levels in a hierarchy of
menu selections.

Documentation Feedback

Examples

e Inthe Logical Interfaces box, select
All Interfaces.

e To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

We encourage you to provide feedback so that we can improve our documentation. You can use either

of the following methods:

e Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

| Feedback —

Is this page helpful?

o Click the thumbs-up icon if the information on the page was helpful to you.

o Click the thumbs-down icon if the information on the page was not helpful to you or if you have

suggestions for improvement, and use the pop-up form to provide feedback.

e E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,

URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are


https://www.juniper.net/documentation/index.html
https://www.juniper.net/documentation/index.html
mailto:techpubs-comments@juniper.net?subject=

covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

e JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTAC User
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

e Product warranties—For product warranty information, visit https://www.juniper.net/support/warranty/.

e JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

e Find CSC offerings: https://www.juniper.net/customers/support/

e Search for known bugs: https://prsearch.juniper.net/

e Find product documentation: https://www.juniper.net/documentation/

¢ Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

e Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

e Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

e Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

e Create a service request online: https://myjuniper.juniper.net
To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:

https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.
e Visit https://myjuniper.juniper.net.
e Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.


https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf
https://www.juniper.net/support/warranty/
https://www.juniper.net/customers/support/
https://prsearch.juniper.net/
https://www.juniper.net/documentation/
https://kb.juniper.net/
https://www.juniper.net/customers/csc/software/
https://kb.juniper.net/InfoCenter/
https://www.juniper.net/company/communities/
https://myjuniper.juniper.net
https://entitlementsearch.juniper.net/entitlementsearch/
https://myjuniper.juniper.net
https://support.juniper.net/support/requesting-support/
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Network Director API
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The Junos Space Network Director API application runs on the Junos Space Network Management Platform,
and is exposed by the Network Director orchestration services.

The Network Director API is a set of Representational State Transfer (REST) APIs that enable network
management functions, including:

e Plugin and integration with CloudStack

e Virtualization of cloud and data center operations

e Provisioning of secure multitenant networks in a shared network infrastructure

¢ Automation of tenant services in the data center

e Support for Layer 2, Layer 3, security, and Internet services

e Provision of a single point of integration with external cloud and data center orchestration tools
e Support for obtaining alarm, monitoring and fault, and wireless client information.

Only the Super Administrator and Monitor Admin can access the Network Director APls.

This topic describes:



Prerequisites

Before you can use the Network Director API, you must first install the following software:

e Junos Space Network Management Platform Release 20.3R1.

e Network Director APl and Network Director GUI Release 4.1R1. These two applications are packaged
together and need to be installed.

e REST HTTP client, which can be browser-based or script-based.

o (Optional) Python 2.7, 3.1, or 3.4 programming language software for running the sample API scripts
included in the Network Director API software.

Supported Devices and Services

Table 3 on page 3 lists the Juniper Networks devices that Network Director orchestration services and
API support:

Table 3: Supported Platforms and the Software Versions for Network Director API

Supported Platforms Qualified Junos OS, MSS, or the ESXi Releases

EX Series Switches

EX2200 and EX2200-C (standalone and Virtual Chassis) | Junos OS Releases 11.4, 12.1, 12.2,12.3, and
and 13.2X50-D10.2,

EX3200

EX3300 (standalone and Virtual Chassis)

EX4200 (standalone and Virtual Chassis)

EX4500 (standalone and Virtual Chassis)

EX4550 (standalone and Virtual Chassis)

Mixed EX4200, EX4500, and EX4550 Virtual Chassis

EX6200

EX8200 (standalone and Virtual Chassis)

EX Series Switches with ELS

EX9200 (standalone and Virtual Chassis) Junos OS Releases 13.2R1, 13.2R2.4, 13.3R2, 16.1R1,
17.1R1.8,17.2R1.13, 17.4R1.16, 18.1R1.9, and 18.2R1

QFX Series Switches and Datacenter Fabrics

QFX3500 (non-ELS) Junos OS Release 12.3X50-D40
QFX3600 (non-ELS)



Table 3: Supported Platforms and the Software Versions for Network Director API (continued)

Supported Platforms Qualified Junos OS, MSS, or the ESXi Releases

QFX3500 with ELS (standalone and Virtual Chassis) Junos OS Release 13.2X51-D20
QFX3600 with ELS (standalone and Virtual Chassis)

QFX5100-48S with ELS (standalone and Virtual Chassis)
QFX5100-24Q with ELS (standalone and Virtual Chassis)
QFX5100-96S with ELS (standalone and Virtual Chassis)

Junos OS Release17.4R1.16 and 18.1R3.3 for QFX5110

QFX5110

QFabric systems (QFX3000-G and QFX3000-M) Junos OS Releases 13.1X52-D10 and 13.1X50-D15
Virtual Chassis Fabric Junos OS Releases 13.1X52-D10 and 13.1X50-D15
VMware vCenter Server VMware ESX versions 4.0 and 4.1

VMware Host
VMware ESXi versions 5.0, 5.1, 5.5, 6.0, and 6.5

The type of network services supported depends on the device and the topology of the network.
Table 4 on page 4 describes the supported devices and topologies, and configurations.

Table 4: Supported Devices, Topologies, and Services

Supported Devices and Topologies Services Configuration
e EX Series switches—EX4200 and EX4550 | Layer 2 VLANSs on the EX Series switch, QFX
switches Series, or QFabric system

e QFabric systems—QFX 3000-G and
QFX3000-M QFabric systems

o QFX Series—QFX3500 and QFX3600

switches

e EX Series switch or QFX Series connected | e Layer 2 e VLANSs on the EX Series switch, QFX
to an MX Series router e Layer 2 and Layer 3 Series, or QFabric system

e QFabric system connected to an MX Series | Layer 2 and Layer 3 e Layer 3 interfaces on the MX Series
router with Internet access router

e BGP static configuration on the MX
Series router



Table 4: Supported Devices, Topologies, and Services (continued)

Supported Devices and Topologies Services Configuration

e EX Series switch or QFX Series connected | o Layer 2 o VLANSs on the EX Series switch, QFX
to an SRX Series Services Gateway e Layer 2 and Layer 3 Series, or QFabric system

e QFabric system connected toan SRX Series |  |ayer 2 and Layer 3 e Layer 3 interfaces on the SRX Series

Services Gateway with firewall Services Gateway

e Security policies on the SRX Series
Services Gateway
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Overview
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Fault and Monitoring APlIs
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Client APIs | 8
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The fault and monitoring APIs provide monitoring information, alarm notifications, and client information.

Network Director management APIs are a set of Representational State Transfer (REST) APIs that enable
network management functions, including:

e Exporting monitoring and fault data for location, logical, and virtualization hierarchy to a third party
management system

e Providing client data regarding location, equipment, and domains, as well information for wireless
connected and unconnected clients

¢ Using notification profiles for forwarding events for alarms relating to all categories and severities
e Querying alarm history and filters based on time, type, and severity

¢ Allowing clients to specify host and NIC (network interface card) information

This topic describes:



Monitoring APIs

Monitoring APIs provide inventory information for managed devices in the network in both summarized
and detailed levels. At the detailed level, the APIs provide data about the device's operational and
environmental status, as well as the operational status of ports on the devices.

The monitoring APIs provide the following types of device information:

e Junos devices

o QFabric systems

o Virtual Chassis

o Wireless LAN controllers
o Access points

» Radios

o Power supplies

e Fans

o Ports

o Virtual machines (VMs)

See the Network Director API reference documentation for more details regarding specific APls.

Client APIs

Client APlIs provide information about wired and wireless clients and sessions on the network. A client is
any device that is connected to the network through a wireless access point or through an access port on
a switch that is an 802.1X authenticator port. Examples of clients include VolP phones, laptops, printers,
security cameras, and so on. Examples of session information includes number of sessions, session activity,
information about each client, such as MAC address, IP address, username, client VLAN, port or wireless
access point to which client is connected to, and so on.

See the Network Director API reference documentation for more details regarding specific APls.

Alarm APlIs

Network Director alarm APlIs collect SNMP notifications and system alerts from devices and systems that
are monitored. Depending on the notification or alert, an alarm is triggered. Client applications are required
to receive alarms that are forwarded. The client application must use the same login credential as the one
used for Network Director UL.



The alarm APIs provide the following types of alarm information:

e Name of alarm

e |D number of alarm

e Alarm type

o Category of alarm

e Severity of alarm

e State of alarm

e Acknowlegment of alarm

Entity ID of alarm

Source address of device that triggered alarm

Date and time when alarm was created and updated

e Party that updated alarm

See the Network Director API reference documentation for more details regarding specific APIs.
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API Elements and Sample Output Files

IN THIS CHAPTER

Fault and Monitoring APl Elements and Sample Output Files | 10

Fault and Monitoring APl Elements and Sample Output Files

IN THIS SECTION

Managed Devices APl Sample Output | 11

Managed Devices APl Sample Output Using Paging Option | 12
Managed Devices APl Sample Output Using Detail Option | 14
Resource Utilization and Alarm Count Trending APIs Sample Output | 15
Port APIs Sample Output | 19

Port APIs Sample Output Using Detail Option | 20

Port Traffic Trend Data APIs Sample Output | 22

Client Sessions APIs Sample Output | 23

Alarm APIs Sample Output | 25

Alarm APIs Sample Output Using Detail Option | 26



This topic provides the following sample API requests and associated output:

e Resource utilization
e Alarms and alarm count trend data
o Port traffic trend data

o Client sessions

Options on how to display the output are also provided. Options include viewing the output based on a
range of pages (pagination) and the amount of detail (detail).

This topic provides the following information:

Managed Devices APl Sample Output

All APIs require that you provide an accept header in the API request, otherwise the output data will be
presented by default.

Here is an example of an API request, followed by sample output. The sample output is in JSON format:
https://10.94. 45. 84/ api / j uni per/ nd/ noni t ori ng/ devi ces

Aut hori zation: Basic c3VWzXl 6anVuaXBl cj EyMa==
Accept: application/vnd.juniper.nd. devi ces+j son; versi on=2; q=0. 01

{
"managedDevi celLi st": {
"@otal": "3",
"device": |
{
“@ri": "/api/juniper/nd/ monitoring/devices/qfx/622592",

"resourceType": "JUNOS_QFX',
"i nstancel d": 622592,
"host nanme": "qgf x5100-01",
"platforni: "QFX5100-96S-8Q",
"ipaddr": "192.168.48. 168",
"serial": "VvB3113470018",
"osVersion": "13.2X51-D20. 2",
"fam ly": "JUNOS_QFX",
"type": "NORMAL",
"connStatus": "UP",
"configState": "OUT_OF_SYNC'
s
{
"@iri": "/api/juniper/nd/ nonitoring/devices/gfx/622593",



"resourceType": "JUNCS QFX",
"instancel d": 622593,

"host nane": "qf x5100-02",
"platforn: "Q-X5100-48S-6Q",
"ipaddr": "192.168.55. 88",
"serial": "TA3714141203",
"osVersion": "13.2X51-D20. 2",
"fam ly": "JUNOCS_QFX',
"type": "NORMAL",
"connStatus": "UP",
"configState": "OUT_OF_SYNC'

"@ri": "/api/juniper/nd/ monitoring/devices/ex/622611",
"resourceType": "JUNOS_MX",

"i nstancel d": 622611,

"host nane": "EX9200-01",
"platforn: "MX240",

"ipaddr": "10.204.245.71",
"serial": "I|BWMB88",
"osVersion": "13.3R2. 7",

"fam ly": "JUNCS',

"type": "NORMAL",

"connStatus": "DOMW',
"configState": "SYNCHRON ZI NG'

Managed Devices APl Sample Output Using Paging Option

You can use the paging option to apply filters on the output. For example, you can specify how many
entries to display and from which entry in the output set. In this example, the API request specifies output
for three entries, starting from the second entry.

Here is an example API request, followed by sample output. The sample output is in JSON format:

https://10.94. 45. 84/ api / j uni per/ nd/ noni t ori ng/ devi ces?pagi ng=(start eq 2, limt
eq 3)



"managedDevi celLi st": {

"@otal": "3",

"device": [

{

"@ri": "/api/juniper/nd/ nonitoring/devices/qfx/622592",
"resourceType": "JUNCS QFX",
"instancel d": 622592,
"host name": " QFX5100-01",
"platforn: "Q-X5100-96S-8Q",
"ipaddr": "192.168.48.168",
"serial": "VB3113470018",
"osVersion": "13.2X51-D20. 2",
"fam ly": "JUNOCS_QFX',
"type": "NORMAL",
"connStatus": "UP",
"configState": "OUT_OF_SYNC'

“@ri": "/api/juniper/nd/ monitoring/devices/qfx/622593",
"resourceType": "JUNOS_QFX',
"i nstancel d": 622593,

"host name": " QFX5100-04",
"platforni: "QFX5100-48S-6Q",
"ipaddr": "192.168.55. 88",
"serial": "TA3714141203",
"osVersion": "13.2X51-D20. 2",
"fam ly": "JUNOS_QFX",
"type": "NORMAL",
"connStatus": "UP",
"configState": "OUT_OF_SYNC'

"@iuri": "/api/juniper/nd/ nonitoring/devices/ex/622611",
"resourceType": "JUNOS_MX",
"i nstancel d": 622611,

"host nanme": "EX9200- 06",
"platform': "MX240",
"ipaddr": "10.204.245.71",
"serial": "I|BWMB88",
"osVersion": "13.3R2.7",
"fam ly": "JUNCS',

"type": "NORMAL",
"connStatus": " DOW',



"configState": "SYNCHRON ZI NG'

Managed Devices APl Sample Output Using Detail Option

You can request detailed information for a device by using the query parameter in each device summary
block.

Here is an example API request, followed by sample output. This sample output is in XML format.

https://10.94. 45. 84/ api / j uni per/ nd/ noni t ori ng/ devi ces/ ex/ 622611/

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<j unosDevi ceMO uri ="/ api/j uni per/ nd/ moni t ori ng/ devi ces/ ex/ 622611" >
<resour ceType>JUNCS_MX</r esour ceType>
<i nst ancel d>622611</i nst ancel d>
<host name>EX9200- 01</ host nane>
<pl at f or m>MX240</ pl at f or >
<i paddr >10. 204. 245. 71</ i paddr >
<seri al >| BMB88</ seri al >
<osVer si on>13. 3R2. 7</ osVer si on>
<fam | y>JUNCS</f ami | y>
<t ype>NORMAL</t ype>
<connSt at us>DOWN</ connSt at us>
<conf i gSt at e>SYNCHRONI ZI NG</ conf i gSt at e>
<usedMacCount >0</ usedMacCount >
<usedVl anCount >0</ usedVl anCount >
<l ast Changed>Tue Jun 24 05:08: 34 +0000 2014</| ast Changed>
<t enpRange>avg=48, nmax=62 (FPC 1 XM 0 Chi p) </t enpRange>
<t ot al Port Ups>32</t ot al Port Ups>
<t ot al Port Downs>0</t ot al Por t Downs>
<t ot al Port Frees>32</t ot al Port Frees>
<t ot al Port Used>0</t ot al Port Used>
<psSt at us>
<name>PEM 0</ name>
<st at us>ABSENT</ st at us>
</ psSt at us>
<psSt at us>



<nane>PEM 1</ nane>
<st at us>ABSENT</ st at us>
</ psSt at us>
<psSt at us>
<name>PEM 2</ name>
<st at us>ABSENT</ st at us>
</ psSt at us>
<psSt at us>
<nane>PEM 3</ nane>
<st at us>CK</ st at us>
</ psSt at us>
<f anSt at us>
<nane>Front Fan</ nane>
<st at us>OK</ st at us>
</ fanSt at us>
<f anSt at us>
<name>M ddl e Fan</ nane>
<st at us>OK</ st at us>
</ fanSt at us>
<f anSt at us>
<nane>Rear Fan</nane>
<st at us>CK</ st at us>
</ fanSt at us>
<upti me>3d: 18h: 14m 41s</ upti ne>
</ j unosDevi ceM>>

Resource Utilization and Alarm Count Trending APIs Sample Output

Resource utilization and alarm count trend data are supported only on EX Series devices, Access Points,
Wireless LAN Controllers, and QFabric systems.

Here is an example API request, followed by sample output. This sample output is in XML format.

https://10. 94. 45. 84/ api / j uni per/ nd/ noni t or i ng/ devi ces/ ex/ 622611/ r esour ce- uti | i zat i on-t rend?hour s=2

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<resourceUtilizationTrend total ="0"/ >

htt ps://10. 94. 45. 84/ api / j uni per/ nd/ moni t ori ng/ devi ces/ ex/ 622611/ al ar m count -t r end?hour s=1
Cut put :
<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>



<al ar nCount Trend total ="12">
<st at >
<col | ecti onTi nest anp>1403815500</ col | ecti onTi nest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar >
<al | M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Maj or Al ar ne1. 0</ al | Maj or Al ar e
<allCritical Alarm»0.0</al |l Critical Al armp
<new nf oAl ar n»0. 0</ new nf oAl ar n»
<newM nor Al ar n>0. 0</ newM nor Al ar >
<newihj or Al ar n»0. 0</ newiVaj or Al ar n»
<newCritical Al ar n»0. 0</ newCri ti cal Al ar n»
</stat>
<st at >
<col | ecti onTi nest anp>1403815800</ col | ecti onTi nmest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar n»>
<al | M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Mpj or Al ar n»1. 0</ al | Maj or Al ar >
<allCritical Alarnk0.0</all Critical Al arn>
<newl nf oAl ar n»0. 0</ new nf oAl ar n>
<newM nor Al ar n>0. 0</ newM nor Al ar n»
<newivhj or Al ar n>0. 0</ newVaj or Al ar n»
<newCritical Al arm>0. 0</ newCri ti cal Al ar mp
</ stat>
<st at >
<col | ecti onTi mest anp>1403816100</ col | ecti onTi nest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar n»
<al | M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Maj or Al ar n»1. 0</ al | Maj or Al ar >
<all Critical Alarnk0.0</all Critical Al ar n>
<new nf oAl ar n»0. 0</ new nf oAl ar n»>
<newM nor Al ar n»0. 0</ newM nor Al ar n»
<newivhj or Al ar n»0. 0</ newiVgj or Al ar n»
<newCritical Al arm0. 0</ newCri ti cal Al ar mp
</stat>
<st at >
<col | ecti onTi nest anp>1403816400</ col | ecti onTi nest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar >
<al I M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Maj or Al ar n»1. 0</ al | Maj or Al ar >
<allCritical Alarm»0.0</all Critical Al armp
<new nf oAl ar n»0. 0</ new nf oAl ar n»
<newM nor Al ar n>0. 0</ newM nor Al ar >
<newivhj or Al ar n»0. 0</ newiVaj or Al ar n»
<newCritical Al ar n»0. 0</ newCri ti cal Al ar n»



</ stat>
<st at >
<col | ecti onTi nest anp>1403816700</ col | ecti onTi nest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar >
<al | M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Maj or Al ar ne1. 0</ al | Maj or Al ar e
<allCritical Alarm»0.0</al |l Critical Al armp
<new nf oAl ar n»0. 0</ new nf oAl ar n»
<newM nor Al ar n>0. 0</ newM nor Al ar >
<newihj or Al ar n»0. 0</ newiVaj or Al ar n»
<newCritical Al ar n»0. 0</ newCri ti cal Al ar n»
</stat>
<st at >
<col | ecti onTi nmest anp>1403817000</ col | ecti onTi nmest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar n»>
<al | M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Mpj or Al ar n»1. 0</ al | Maj or Al ar >
<allCritical Alarnk0.0</all Critical Al arn>
<newl nf oAl ar n»0. 0</ new nf oAl ar n>
<newM nor Al ar n>0. 0</ newM nor Al ar n»
<newivhj or Al ar n>0. 0</ newVaj or Al ar n»
<newCritical Al arm>0. 0</ newCri ti cal Al ar mp
</ stat>
<st at >
<col | ecti onTi mest anp>1403817300</ col | ecti onTi nest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar n»
<al | M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Maj or Al ar n»1. 0</ al | Maj or Al ar >
<all Critical Alarnk0.0</all Critical Al ar n>
<new nf oAl ar n»0. 0</ new nf oAl ar n»>
<newM nor Al ar n»0. 0</ newM nor Al ar n»
<newivhj or Al ar n»0. 0</ newiVgj or Al ar n»
<newCritical Al arm0. 0</ newCri ti cal Al ar mp
</stat>
<st at >
<col | ecti onTi nest anp>1403817600</ col | ecti onTi nest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar >
<al I M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Maj or Al ar n»1. 0</ al | Maj or Al ar >
<allCritical Alarm»0.0</all Critical Al armp
<new nf oAl ar n»0. 0</ new nf oAl ar n»
<newM nor Al ar n>0. 0</ newM nor Al ar >
<newivhj or Al ar n»0. 0</ newiVaj or Al ar n»
<newCritical Al ar n»0. 0</ newCri ti cal Al ar n»



</ stat>
<st at >
<col | ecti onTi nest anp>1403817900</ col | ecti onTi nest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar >
<al | M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Maj or Al ar ne1. 0</ al | Maj or Al ar e
<allCritical Alarm»0.0</al |l Critical Al armp
<new nf oAl ar n»0. 0</ new nf oAl ar n»
<newM nor Al ar n>0. 0</ newM nor Al ar >
<newihj or Al ar n»0. 0</ newiVaj or Al ar n»
<newCritical Al ar n»0. 0</ newCri ti cal Al ar n»
</stat>
<st at >
<col | ecti onTi nmest anp>1403818200</ col | ecti onTi nmest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar n»>
<al | M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Mpj or Al ar n»1. 0</ al | Maj or Al ar >
<allCritical Alarnk0.0</all Critical Al arn>
<newl nf oAl ar n»0. 0</ new nf oAl ar n>
<newM nor Al ar n>0. 0</ newM nor Al ar n»
<newivhj or Al ar n>0. 0</ newVaj or Al ar n»
<newCritical Al arm>0. 0</ newCri ti cal Al ar mp
</ stat>
<st at >
<col | ecti onTi mest anp>1403818500</ col | ecti onTi nest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar n»
<al | M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Maj or Al ar n»1. 0</ al | Maj or Al ar >
<all Critical Alarnk0.0</all Critical Al ar n>
<new nf oAl ar n»0. 0</ new nf oAl ar n»>
<newM nor Al ar n»0. 0</ newM nor Al ar n»
<newivhj or Al ar n»0. 0</ newiVgj or Al ar n»
<newCritical Al arm0. 0</ newCri ti cal Al ar mp
</stat>
<st at >
<col | ecti onTi nest anp>1403818800</ col | ecti onTi nest anp>
<al | I nf oAl ar n»0. 0</ al | | nf oAl ar >
<al I M nor Al ar n»0. 0</ al | M nor Al ar n»
<al | Maj or Al ar n»1. 0</ al | Maj or Al ar >
<allCritical Alarm»0.0</all Critical Al armp
<new nf oAl ar n»0. 0</ new nf oAl ar n»
<newM nor Al ar n>0. 0</ newM nor Al ar >
<newivhj or Al ar n»0. 0</ newiVaj or Al ar n»
<newCritical Al ar n»0. 0</ newCri ti cal Al ar n»



</ stat>
</ al ar mCount Tr end>

Port APIs Sample Output

You can use port API requests to query managed ports for summary information for each port based on
qguery parameters. If the query parameter value is omitted, summary information for all ports will be
displayed.

Here is an example without any query parameters:

https://10. 94. 45. 84/ api / j uni per/ nd/ noni tori ng/ ports

Output is not included.

You can use the paging option to apply filters on the output. For example, you can specify how many
entries to display and from which entry in the output set. In this example, the API request specifies output
for three entries, starting from the tenth entry.

Here is an example API request, followed by sample output. The sample output is in XML format:

https://10.94. 45. 84/ api / j uni per/ nd/ noni t ori ng/ port s?pagi ng=(start eq 10, limt eq
3)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<ports uri="/api/juniper/nd/ nonitoring/ports">
<port wuri="/api/juniper/nd/ nonitoring/ports/ex/VB3113470018_xe-0. 0. 90" >
<i nst ancel d>VB3113470018_xe-0. 0. 90</i nst ancel d>
<port | d>VB3113470018_ xe-0. 0. 90</ port| d>
<por t Nane>xe- 0/ 0/ 90</ por t Nanme>
<port Mac>88: e0: f 3: 1d: 6b: 5d</ por t Mac>
<host Seri al >VB3113470018</ host Seri al >
<host name>anal yti cs- gf x5100- 01</ host nanme>
<port Speed>10000</ port Speed>
<port Type>10- G gabi t </ port Type>
<adm nSt at us>UP</ adm nSt at us>
<oper St at us>UP</ oper St at us>
<l astFl ap>2 Days 5 H's 15 M ns 24 Secs ago</| ast Fl ap>
</ port>



<port wuri="/api/juniper/nd/ nonitoring/ports/ex/VB3113470018_xe-0.0.91">
<i nst ancel d>VB3113470018_xe-0. 0. 91</i nst ancel d>
<port|d>VB3113470018_xe- 0. 0. 91</port| d>
<por t Nane>xe- 0/ 0/ 91</ por t Nanme>
<port Mac>88: e0: f 3: 1d: 6b: 5e</ por t Mac>
<host Seri al >VB3113470018</ host Seri al >
<host name>anal yti cs- gf x5100- 01</ host nanme>
<port Speed>10000</ port Speed>
<port Type>10- G gabi t </ port Type>
<admi nSt at us>UP</ adm nSt at us>
<oper St at us>UP</ oper St at us>
<l astFl ap>2 Days 5 H's 15 M ns 24 Secs ago</| ast Fl ap>
</ port>
<port wuri="/api/juniper/nd/ nonitoring/ports/ex/VB3113470018 xe-0. 0. 92" >
<i nst ancel d>VB3113470018_xe-0. 0. 92</i nst ancel d>
<port|d>VB3113470018_xe- 0. 0. 92</port| d>
<por t Name>xe- 0/ 0/ 92</ por t Nane>
<port Mac>88: e0: f 3: 1d: 6b: 5f </ port Mac>
<host Seri al >VB3113470018</ host Seri al >
<host nanme>anal yti cs- gf x5100- 01</ host nane>
<port Speed>10000</ port Speed>
<port Type>10- G gabi t </ port Type>
<adm nSt at us>UP</ adm nSt at us>
<oper St at us>UP</ oper St at us>
<l astFl ap>2 Days 5 H's 15 M ns 23 Secs ago</| ast Fl ap>
</ port>
</ ports>

Port APIs Sample Output Using Detail Option

You can request detailed information for a port by using the query parameter in each port summary block.

Here is an example API request, followed by sample output. The sample output is in XML format:

https://10. 94. 45. 84/ api / j uni per/ nd/ noni tori ng/ ports/ex/VB3113470018 xe-0. 0. 91

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<portTraffic uri="/api/juniper/nd/ nonitoring/ports/ex/VB3113470018_ xe-0. 0. 91" >
<i nst ancel d>VB3113470018_xe-0. 0. 91</i nst ancel d>
<port | d>VB3113470018 xe-0. 0. 91</portld>
<por t Name>xe- 0/ 0/ 91</ por t Nane>



<por t Mac>88: e0: f 3: 1d: 6b: 5e</ por t Mac>
<host Seri al >VB3113470018</ host Seri al >
<host name>anal yti cs- gf x5100- 01</ host nanme>
<por t Speed>10000</ port Speed>
<port Type>10- G gabi t </ port Type>
<admi nSt at us>UP</ adm nSt at us>
<oper St at us>UP</ oper St at us>
<l ast Fl ap>2 Days 5 Hrs 25 Mns 18 Secs ago</| ast Fl ap>
<trafficlnCQut>
<col | ecti onTi mest anp>1403819400</ col | ecti onTi nest anp>
<uni cast | nRat e>0. 0</ uni cast | nRat e>
<uni cast Qut Rat e>0. 0</ uni cast Qut Rat e>
<br oadcast | nRat e>0. 0</ br oadcast | nRat e>
<br oadcast Qut Rat e>0. 0</ br oadcast Cut Rat e>
<nul ti cast | nRat e>0. 0</ nul ti cast | nRat e>
<nul ti cast Qut Rat e>0. 0</ mul ti cast Qut Rat e>
</trafficlnQut>
<trafficError>
<col | ecti onTi nest anp>0</ col | ecti onTi mest anp>
<dr opsl| nErrs>0. 0</ dr opsl| nErr s>
<fram ngErrsln>0. 0</framn ngErrsln>
<runt | nErr>0. 0</runt | nErr>
<di scar dsl nErr >0. 0</ di scar dsl nErr >
<l 3l nconpl et esl n>0. 0</ | 3l nconpl et esl n>
<l 2Channel Error sl n>0. 0</ | 2Channel Err or sl n>
<l 2M smat chTneout >0. 0</| 2M smat chTneout >
<fifoErrsln>0.0</fifoErrsln>
<r esour ceErrsl n>0. 0</ resour ceErrsl n>
<carrierTransQut >0. 0</ carri er TransQut >
<col I'i si onQut >0. 0</ col | i si onQut >
<dr opsQut >0. 0</ dr opsQut >
<agedPkt sCut >0. 0</ agedPkt sQut >
<nt uEr r sQut >0. 0</ nt uEr r sCut >
<hsLi nkCr cErr>0. 0</ hsLi nkCr cEr r >
<fifoErrsQut>0.0</fifoErrsCut>
<r esour ceErrsQut >0. 0</ r esour ceErr sQut >
<crcErrsl n>0.0</crcErrsln>
<cr cErrsQut >0. 0</ cr cErrsQut >
<over si zedFr m n>0. 0</ over si zedFr m n>
<over si zedFr nQut >0. 0</ over si zedFr nut >
<j abber Fr m n>0. 0</ j abber Fr m n>
<fragFrm n>0. 0</ f ragFr m n>
<codeVi ol ati onl n>0. 0</ codeVi ol ati onl n>



</trafficError>
</portTraffic>

Port Traffic Trend Data APIs Sample Output

You can use Port traffic trend data API requests to query ports based on the port ID as well as the time
range given by the parameters. You must provide either start time and end time of the query or the last
number of hours.

Here is an example API request, followed by sample output. The sample output is in XML format:

https://0.94. 45. 84/ api / j uni per/ nd/ moni t ori ng/ port s/ ex/
VB3113470018 xe-0.0. 91/ port-traf fi c-trend?start Ti ne=2014- 03- 03TO1: 02: 00Z&endTi ne=2014- 03- 14T10: 00: 00Z

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<portTrafficTrend total ="12"
uri="/api/juniper/nd/ nonitoring/ports/ex/VB3113470018 xe-0. 0. 91" >
<i nst ancel d>VB3113470018 xe-0. 0. 91</i nst ancel d>
<port|d>VB3113470018_xe-0. 0. 91</portl| d>
<por t Name>xe- 0/ 0/ 91</ por t Nane>
<port Mac>88: e0: f 3: 1d: 6b: 5e</ port Mac>
<host Seri al >VB3113470018</ host Seri al >
<host name>anal yti cs- gf x5100- 01</ host nanme>
<port Speed>10000</ port Speed>
<port Type>10- G gabi t </ port Type>
<admi nSt at us>UP</ adm nSt at us>
<oper St at us>UP</ oper St at us>
<l ast Fl ap>2 Days 5 Hrs 25 Mns 18 Secs ago</| ast Fl ap>
<trafficlnQut>
<col | ecti onTi nest anp>1403816100</ col | ecti onTi nest anp>
<uni cast | nRat e>0. 0</ uni cast | nRat e>
<uni cast Qut Rat e>0. 0</ uni cast Qut Rat e>
<br oadcast | nRat e>0. 0</ br oadcast | nRat e>
<br oadcast Qut Rat e>0. 0</ br oadcast Cut Rat e>
<nul ti cast | nRat e>0. 0</ mul ti cast | nRat e>
<nul ti cast Qut Rat e>0. 0</ mul ti cast Qut Rat e>
</trafficlnQut>
<trafficlnQut>
<col | ecti onTi nest anp>1403816400</ col | ecti onTi nest anp>
<uni cast | nRat e>0. 0</ uni cast | nRat e>
<uni cast Qut Rat e>0. 0</ uni cast Qut Rat e>



<br oadcast | nRat e>0. 0</ br oadcast | nRat e>
<br oadcast Qut Rat e>0. 0</ br oadcast Cut Rat e>
<nul ti cast | nRat e>0. 0</ nul ti cast | nRat e>
<mul ti cast Qut Rat e>0. 0</ mul ti cast Qut Rat e>
</trafficlnQut>
<trafficlnQut>
<col | ecti onTi mest anp>1403816700</ col | ecti onTi nest anp>
<uni cast | nRat e>0. 0</ uni cast | nRat e>
<uni cast Qut Rat e>0. 0</ uni cast Qut Rat e>
<br oadcast | nRat e>0. 0</ br oadcast | nRat e>
<br oadcast Qut Rat e>0. 0</ br oadcast Cut Rat e>
<nul ti cast | nRat e>0. 0</ mul ti cast | nRat e>
<mul ti cast Qut Rat e>0. 0</ mul ti cast Qut Rat e>
</trafficlnQut>
<trafficlnQut>
<col | ecti onTi mest anp>1403817000</ col | ecti onTi nest anp>
<uni cast | nRat e>0. 0</ uni cast | nRat e>
<uni cast Qut Rat e>0. 0</ uni cast Qut Rat e>
<br oadcast | nRat e>0. 0</ br oadcast | nRat e>
<br oadcast Qut Rat e>0. 0</ br oadcast Cut Rat e>
<nul ti cast | nRat e>0. 0</ nul ti cast | nRat e>
<nul ti cast Qut Rat e>0. 0</ mul ti cast Qut Rat e>
</trafficlnQut>

</ portTrafficTrend>

Client Sessions APIs Sample Output

You can use the client sessions APIs to query client sessions based on search parameters, such as username,
MAC address, IPv4 address, IPvé address, and so on. If you do not specify a search parameter, an exception
error is issued.

Here is an example API request, followed by sample output. The sample output is in XML format:

htt ps://10. 94. 45. 84/ api / j uni per/ nd/ moni t ori ng/ cl i ent - sessi ons?sear ch=18: 26: 66: 72: 81: 62

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>

<client Sessions total ="1" uri="/api/juniper/nd/ nmonitoring/client-sessions">
<sessi on

uri="/api/juniper/nd/ nonitoring/client-sessions/wrel ess/18:26: 66: 72: 81: 62" >



<i nstancel d>18: 26: 66: 72: 81: 62</i nst ancel d>
<r esour ceType>W RELESSCLI| ENT</ r esour ceType>
<macAddr ess>18: 26: 66: 72: 81: 62</ macAddr ess>
<user Nanme>| ast - resort - AWN 2105</ user Nane>
<i pv4>192. 168. 34. 175</i pv4>
<i pv6>[]</ipv6>
<l i nkLocal >f €80: : 1a26: 66ff: fe72: 8162</|i nkLocal >
</ sessi on>
</cli ent Sessi ons>

You can also search using partial search data:

Here is an example API request, followed by sample output. The sample output is in XML format:

https://10. 94. 45. 84/ api / j uni per/ nd/ noni toring/client-sessi ons?sear ch=BB

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<client Sessions total ="3" uri="/api/juniper/nd/ monitoring/client-sessions">
<sessi on
uri="/api/juniper/nd/nonitoring/client-sessions/wreless/1c:b0:94: 4c: bb: 09" >
<i nst ancel d>1c: b0: 94: 4c: bb: 09</i nst ancel d>
<resour ceType>W RELESSCLI| ENT</ r esour ceType>
<macAddr ess>1c: b0: 94: 4c: bb: 09</ macAddr ess>
<user Nanme>| ast - resort - AWN- 2095</ user Nane>
<i pv4>192. 168. 33. 197</i pv4>
<i pv6>[]</i pv6>
<l i nkLocal >f e80: : 1eb0: 94ff: f e4c: bb09</I| i nkLocal >
</ sessi on>
<sessi on
uri="/api/juniper/nd/ nonitoring/client-sessions/wrel ess/34: bb: 26: df : ec: 05" >
<i nst ancel d>34: bb: 26: df : ec: 05</i nst ancel d>
<r esour ceType>W RELESSCLI ENT</ r esour ceType>
<macAddr ess>34: bb: 26: df : ec: 05</ macAddr ess>
<user Name>| ast - resort - AWN- 2124</ user Nanme>
<i pv4>192. 168. 32. 95</ i pv4>
<i pv6>[]</i pv6>
<l i nkLocal >f e80: : 36bb: 26f f : f edf : ec05</| i nkLocal >
</ sessi on>
<sessi on
uri="/api/juniper/nd/ nonitoring/client-sessions/wrel ess/58:a2: b5: d0: 49: bb" >
<i nst ancel d>58: a2: b5: d0: 49: bb</i nst ancel d>
<r esour ceType>W RELESSCLI| ENT</ r esour ceType>



<macAddr ess>58: a2: b5: d0: 49: bb</ macAddr ess>
<user Nanme>| ast -resort - AWN- 2262</ user Nane>
<i pv4>192. 168. 33. 3</i pv4>
<i pv6>[]</ipv6>
<l i nkLocal >f e80: : 5aa2: b5ff: f ed0: 49bb</| i nkLocal >
</ sessi on>
</cli ent Sessi ons>

Alarm APIls Sample Output

You can use alarm API requests to query alarms based on the query parameters. If you omit the query
parameter, information for all alarms will be provided.

Here is an example API request, followed by sample output. The sample output is in XML format:

https://10.94. 45. 84/ api / j uni per/ nd/ noni t ori ng/ al ar ns?pagi ng=(start eq 10, limt
eq 3)

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<al arns uri ="/api/juniper/nd/ nmonitoring/alarnms" total ="93">

<al arm uri="/api/juni per/nd/ monitoring/alarms/11">
<i nst ancel d>11</i nst ancel d>
<al arm d>11</al arm d>
<nanme>Port Hi gh Non-Uni cast Traffic</nanme>
<cat er gor y>Thr eshol d</ cat er gory>
<severity>MAJOR</ severity>
<st at e>ACT| VE</ st at e>
<ack>f al se</ ack>
<entityld>Port:LX0212521598. ge- 0/ 0/ 2</entityl d>
<sour ce>10. 94. 45. 171</ sour ce>
<creationTi ne>Thu Jun 12 18:48:23 UTC 2014</creationTi ne>
<l ast Updat ed>Mon Jun 23 19:48: 23 UTC 2014</| ast Updat ed>
<updat edBy>Syst enx/ updat edBy>

</ al arm>

<al arm uri ="/api/j uni per/ nd/ moni toring/al arns/ 12" >
<i nst ancel d>12</i nst ancel d>
<al arm d>12</ al ar m d>
<name>Devi ce High CPU Ui lization</nane>
<cat er gor y>Thr eshol d</ cat er gor y>
<severity>MAJOR</ severity>
<st at e>ACTI VE</ st at e>



<ack>f al se</ ack>
<entityl d>Devi ce: LX0212521598</ entityl d>
<sour ce>10. 94. 45. 171</ sour ce>
<creationTi ne>Thu Jun 12 19:48:23 UTC 2014</creationTi ne>
<l ast Updat ed>Thu Jun 26 17:54:16 UTC 2014</| ast Updat ed>
<updat edBy>Syst enx/ updat edBy>

</ al arm>

<al arm uri ="/api/j uni per/ nd/ monitoring/al arnms/13">
<i nst ancel d>13</i nst ancel d>
<al arm d>13</ al arm d>
<name>Port High Utilizati on</name>
<cat er gor y>Thr eshol d</ cat er gor y>
<severity>MAJOR</ severity>
<st at e>ACTI VE</ st at e>
<ack>f al se</ ack>
<entityl d>Port: P5228. xe- 0/ 0/ 30</ entityl d>
<source>192. 168. 48. 246</ sour ce>
<creationTi me>Thu Jun 12 22:18:23 UTC 2014</creationTi me>
<l ast Updat ed>Thu Jun 26 17:54:17 UTC 2014</| ast Updat ed>
<updat edBy>Syst enx/ updat edBy>

</ al ar m>

</ al ar ns>

Alarm APIls Sample Output Using Detail Option

You can use alarm API requests to query alarms based on query parameters. If you omit the query parameter,
information for all alarms will be provided.

Here is an example API request, followed by sample output. The sample output is in XML format:

https://10.94. 45. 84/ api / j uni per/ nd/ noni t ori ng/ al ar ns/ 10

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<al arm uri ="/api/j uni per/ nd/ moni toring/al ar ms/ 10" >

<i nst ancel d>10</i nst ancel d>

<al ar m d>10</ al ar m d>

<name>Port Hi gh Non-Uni cast Traffic</name>

<cat er gor y>Thr eshol d</ cat er gor y>

<severity>MAJOR</ severity>

<st at e>ACTI VE</ st at e>



<ack>f al se</ ack>
<entityl d>Port: PG3713400425. ge- 0/ 0/ 23</entityl d>
<sour ce>10. 204. 247. 50</ sour ce>
<creationTi ne>Thu Jun 12 18:48:23 UTC 2014</creationTi ne>
<l ast Updat ed>Thu Jun 26 17:54:16 UTC 2014</| ast Updat ed>
<updat edBy>Syst enx/ updaedBy>

</ al ar mp
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Junos Space Network Director APl Reference

Junos Space Network Director APIs are based on the Representational State Transfer (REST) standards.
REST defines a set of principles for defining Web services, including how a system’s resource states are
transferred over HTTP. Clients can be written in any language that sends HTTP requests.

Network Director RESTFul APl Reference describes the Junos Space Network Director REST APIs and
how to use them for automating Network Director operations.


http://www.juniper.net/documentation/en_US/junos-space-apps/network-director3.6/network-director-api/index.html
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