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Use this guide to understand the features, such as device templates, CLI Configlets, configuration files,
and so on, offered by Junos Space Network Management Platform for managing devices running Junos
OS and the procedures to use the features. This guide also includes information about procedures, such
as viewing Junos Space licenses, managing certificates, creating roles, configuring proxy servers, managing
DMI schemas for devices running Junos OS and so on, for administering Junos Space Platform.

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation, see the product
documentation page on the Juniper Networks website at https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the documentation, follow the
product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject matter experts.
These books go beyond the technical documentation to explore the nuances of network architecture,
deployment, and administration. The current list can be viewed at https://www.juniper.net/books.

Documentation Conventions

Table 1 on page xxxvi defines notice icons used in this guide.


https://www.juniper.net/documentation/
https://www.juniper.net/books

Table 1: Notice Icons

Meaning

Informational note

Caution

Warning

Laser warning

Tip

Best practice

@OPpPpPPpo:

Description

Indicates important features or instructions.

Indicates a situation that might result in loss of data or hardware

damage.

Alerts you to the risk of personal injury or death.

Alerts you to the risk of personal injury from a laser.

Indicates helpful information.

Alerts you to a recommended use or implementation.

Table 2 on page xxxvi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Fixed-width text like this

Italic text like this

Description

Represents text that you type.

Represents output that appears on
the terminal screen.

o Introduces or emphasizes important
new terms.

o Identifies guide names.

e ldentifies RFC and Internet draft
titles.

Examples

To enter configuration mode, type
the configure command:

user@host> configure

user@host> show chassis alarms

No alarms currently active

e A policy term is a named structure
that defines match conditions and
actions.

e Junos OS CLI User Guide

e RFC 1997, BGP Communities
Attribute



Table 2: Text and Syntax Conventions (continued)

Convention

Italic text like this

Text like this

< > (angle brackets)

| (pipe symbol)

# (pound sign)

[ 1 (square brackets)

Indention and braces ({})

; (semicolon)

GUI Conventions

Description

Represents variables (options for
which you substitute a value) in
commands or configuration
statements.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy
levels; or labels on routing platform
components.

Encloses optional keywords or
variables.

Indicates a choice between the
mutually exclusive keywords or
variables on either side of the symbol.
The set of choices is often enclosed
in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration
statement to which it applies.

Encloses a variable for which you can
substitute one or more values.

Identifies a level in the configuration
hierarchy.

Identifies a leaf statement at a
configuration hierarchy level.

Examples

Configure the machine’s domain
name:

[edit]
root@# set system domain-name
domain-name

e To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

e The console port is labeled
CONSOLE.

stub <default-metric metric>;

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS
only

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;



Table 2: Text and Syntax Conventions (continued)

Convention

Bold text like this

> (bold right angle bracket)

Description

Represents graphical user interface
(GUI) items you click or select.

Separates levels in a hierarchy of
menu selections.

Documentation Feedback

Examples

e Inthe Logical Interfaces box, select
All Interfaces.

e To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

We encourage you to provide feedback so that we can improve our documentation. You can use either

of the following methods:

e Online feedback system—Click TechLibrary Feedback, on the lower right of any page on the Juniper
Networks TechLibrary site, and do one of the following:

| Feedback —

Is this page helpful?

o Click the thumbs-up icon if the information on the page was helpful to you.

o Click the thumbs-down icon if the information on the page was not helpful to you or if you have

suggestions for improvement, and use the pop-up form to provide feedback.

e E-mail—Send your comments to techpubs-comments@juniper.net. Include the document or topic name,

URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance Center (JTAC).
If you are a customer with an active Juniper Care or Partner Support Services support contract, or are


https://www.juniper.net/documentation/index.html
https://www.juniper.net/documentation/index.html
mailto:techpubs-comments@juniper.net?subject=

covered under warranty, and need post-sales technical support, you can access our tools and resources
online or open a case with JTAC.

e JTAC policies—For a complete understanding of our JTAC procedures and policies, review the JTAC User
Guide located at https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

e Product warranties—For product warranty information, visit https://www.juniper.net/support/warranty/.

e JTAC hours of operation—The JTAC centers have resources available 24 hours a day, 7 days a week,
365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online self-service portal called
the Customer Support Center (CSC) that provides you with the following features:

e Find CSC offerings: https://www.juniper.net/customers/support/

e Search for known bugs: https://prsearch.juniper.net/

e Find product documentation: https://www.juniper.net/documentation/

¢ Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

e Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

e Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

e Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

e Create a service request online: https://myjuniper.juniper.net
To verify service entitlement by product serial number, use our Serial Number Entitlement (SNE) Tool:

https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.
e Visit https://myjuniper.juniper.net.
e Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.
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Junos Space Platform Workspaces Overview

In Junos Space Network Management Platform, the different tasks that you can perform are categorized
into workspaces. The task tree on the left side of a Junos Space Platform page is expanded by default and
displays the different Junos Space Platform workspaces and the tasks that you can perform in each
workspace.

NOTE: When you log in to Junos Space, the Applications list displays Network Management
Platform by default. You can expand this list to see the installed Junos Space applications.

You can collapse the task tree to the left by clicking the double left arrow (<<) button and expand the task
tree by clicking the double right arrow (>>) button.

The first item in the task tree is Dashboard, which provides you access to the Junos Space Platform
Dashboard page. After this, the list of the workspaces available in Junos Space Platform are displayed;
these workspaces are described at a high level in Table 3 on page 3.

NOTE: If you select a Junos Space application from the Applications list, the task tree for that
application is displayed. This topic describes the workspaces for Junos Space Platform; for the
tasks in Junos Space applications, refer to the documentation for Junos Space applications.

You can expand any workspace by clicking the expansion symbol (+) to the left of its name. When you do
so, the next level of the tasks for that workspace is displayed; some items at the second level might contain
further sub-tasks.



You can expand as many workspaces or tasks as you like; previously-expanded ones remain open until

you collapse them. The design of the task tree enables you to easily navigate across the different Junos

Space Platform workspaces and tasks.
Table 3: Junos Space Platform Workspaces

Workspace Name

Devices

Device Templates

CLI Configlets

Images and Scripts

Reports

Network Monitoring

Configuration Files

Description

Manage devices, including adding, discovering, importing,
and updating them. For more information, see “Device
Management Overview” on page 9.

Create configuration definitions and templates used to
deploy configuration changes on multiple Juniper
Networks devices. For more information, see “Device
Templates Overview” on page 282.

CLI Configlets are configuration tools provided by Junos
OS that allow you to apply a configuration to a device
easily. For more information, see “CLI Configlets
Overview” on page 354.

Deploy, verify, enable, disable, remove, and execute
scripts deployed to devices. For more information, see
“Scripts Overview” on page 493.

Download a device image from the Juniper Networks
Software download site to your local file system, upload
itinto Junos Space, and deploy it on one or more devices
simultaneously. For more information, see “Device
Images Overview” on page 433.

Generate customized reports for managing network

resources. For more information, see “Reports Overview’
on page 588.

Perform fault monitoring and performance monitoring
of managed devices and fabric nodes. For more
information, see “Network Monitoring Workspace
Overview” on page 619.

Maintain backups of device configuration in the Junos
Space Platform database. For more information, see
“Managing Configuration Files Overview” on page 758.



Table 3: Junos Space Platform Workspaces (continued)

Workspace Name Description

Jobs Monitor the progress of ongoing jobs. For more
information, see “Jobs Overview” on page 785.

Role Based Access Control Add, manage, and delete users, custom roles, domains,
and remote profiles, and manage user sessions. For more
information, see “Configuring Users to Manage Objects
in Junos Space Overview” on page 853.

Audit Logs View and filter system audit logs, including those for user
login and logout, tracking device-management tasks, and
displaying services that were provisioned on devices.
For more information, see “Junos Space Audit Logs
Overview” on page 935.

Administration Add network nodes, back up your database, manage
licenses and applications, or troubleshoot. For more
information, see “Junos Space Administrators Overview”
on page 956, “Maintenance Mode Overview” on page 973,
and other topics related to the Administration workspace.
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Viewing the Junos Space Platform Dashboard

When you log in to Junos Space Network Management Platform, the home page is displayed. By default,
the home page for Junos Space Platform is the Dashboard page. However, if you previously configured a
different page as the home page, then the configured home page is displayed when you log in.

The Junos Space Platform dashboard, as shown in Figure 1 on page 5, displays graphs that provide
information about the overall system condition, the fabric load history, the active users history, and the
percentage of jobs in different states. The charts are visible to all users and are updated in real time.



NOTE: If you do not have user privileges to view detailed data, you might not be able to view
detailed information if you select a gadget.

Figure 1: Junos Space Platform Dashboard Page
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To access the Junos Space Dashboard page:

1. On the Junos Space Platform Ul, select Dashboard.

The Dashboard page is displayed.

2. (Optional) To view more information related to the overall system condition, click Overall System
Condition or the indicator needle.

You are taken to the Fabric page, where you can view detailed information about the nodes in the
fabric. For more information, see “Viewing Nodes in the Fabric” on page 1006.

3. (Optional) To view information related to the fabric load, on the Fabric Load History graph:
e Mouse over a graph data point to view the average CPU usage percentage.

e Click the blue line depicting the CPU usage to view detailed information.

You are taken to the Fabric page, where you can view detailed information about the CPU, memory,

and disk usage for the nodes in the fabric.
4. (Optional) To view information related to the active users, on the Active Users History graph:
e Mouse over a graph data point to view the total number of active users at that point.

e Click a data point on the graph to view more information about the active users at that point.

You are taken to the User Accounts page, where the active users are displayed. For more information,

see “Viewing User Statistics” on page 888.



. (Optional) To view information related to the jobs, on the Job Information graph:

e Mouse over a segment in the pie chart to view the percentage of jobs with a particular status; for
example, cancelled jobs, successful jobs, or failed jobs.

e Click a segment of the pie chart to view details of jobs with status corresponding to the segment.

You are taken to the Job Management page, where the jobs filtered by the status are displayed. For
more information, see “Viewing Jobs” on page 792.

. (Optional) You can view records about the health and performance of the Junos Space nodes in your
Junos Space setup and the processes on these nodes in a system health report. The health and
performance data collected from the nodes is displayed in the System Health Report table. For more
information, see “Viewing the Administration Statistics” on page 958.

. (Optional) You can move any chart displayed on the Dashboard page by clicking inside the title bar and
dragging the chart.

. (Optional) You can resize any chart displayed on the Dashboard page by hovering over an edge and
clicking and dragging the edge.
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The Devices workspace in Junos Space Network Management Platform simplifies the management of
devices in your network. You use the device discovery profile or model device workflows to add multiple
devices to the Junos Space Platform database. Then you can perform the following tasks to manage,
configure, and monitor the devices from the Devices workspace:

¢ View the connection status and managed status of the managed devices.
o View the operational and administrative status of the physical interfaces of the devices.

¢ View the hardware inventory of a selected device, such as information about power supplies, chassis
cards, fans, Flexible PIC Concentrators (FPCs), and available PIC slots.

e Change the mode to authenticate the devices.



View, modify, and deploy the configuration to the devices. For example, deploy a service order to activate
a service on your managed devices.

Execute scripts on and apply CLI Configlets to the devices.

View information about the scripts associated with or executed on the devices and the device images
staged on the devices.

Access the devices from the Junos Space user interface and execute commands on the devices.

If the network is the system of record, resynchronize a managed device with the Junos Space Network
Management Platform database so that both the device and the database contain the same device
configuration. (If Junos Space Network Management Platform is the system of record, this capability is
not available.)

View statistics about the managed devices in your network, including the number of devices by platform
and the number of devices by Junos OS release.

Clone the devices.
Reboot the devices.

Monitor and troubleshoot problems on the devices.

This topic describes the following:

Managed and Unmanaged Devices

With Junos Space Platform, you can add the following types of devices to the Junos Space Platform

database:

Managed devices-Managed devices are Juniper Networks devices running Junos OS. For more information
about Juniper Networks devices supported on Junos Space Platform, refer to “Juniper Networks Devices
Supported by Junos Space Network Management Platform” on page 19.

Juniper Networks devices, such as MX480 and MX960 routers running as aggregation devices, display
the number of satellite devices to which the aggregation device is connected and the mode of the
aggregation device (that is, single-home or multihome). For more information about inventory and
interfaces, see “Device Inventory Overview” on page 119. For more information about aggregation devices,
satellite devices, and Junos Fusion technology, refer to the Junos Fusion documentation.

Unmanaged devices-Unmanaged devices are non-Juniper Networks devices. Junos Space Platform
displays the IP addresses and hostnames of unmanaged devices. The managed status of unmanaged
devices is Unmanaged. The device status in several columns is displayed as NA. For more information,
refer to “Viewing Managed Devices” on page 14. For information about adding unmanaged devices to
Junos Space Network Management Platform, see “Adding Unmanaged Devices” on page 206.



IPv4 and IPvé6 Address Support

Junos Space Platform supports both IPv4 and IPvé6 addresses for the following device management tasks:

e Discovering devices

e Adding unmanaged devices

e Creating connection profiles and modeling devices
e Connecting to devices through Secure Console

e Uploading RSA keys to devices

NOTE: The IP addresses that you input for these tasks either manually or by using a CSV file
are validated on the basis of the format of the IP address.

Device Discovery Profiles Overview | 40

Device Inventory Overview | 119

Systems of Record in Junos Space Overview | 34
DMI Schema Management Overview | 1354

Understanding How Junos Space Automatically Resynchronizes Managed Devices | 36

Junos Space IPvé6 Support Overview | 972

Confirmed-commit from Junos Space Network Management Platform

Junos Space Network Management Platform supports the Junos OS confirmed-commit functionality. By
default, Junos Space Platform uses confirmed-commit for all commit operations on all devices that are
discovered on Junos Space Platform and that support the confirmed-commit NETCONF capability. The
default timeout value for the confirmed-commit operations issued by Junos Space Platform is 10 minutes.
Junos Space Platform sends a remote procedure call (RPC) for confirmed-commit immediately after sending
the RPC for a commit. The devices stay connected even if the commit operation contains an incorrect
configuration edit that may disconnect the device from Junos Space Platform. An EJB callback method is
used to verify the change in configuration on the device.

A candidate configuration created using the Schema-based Configuration Editor and Configuration Guides
support the confirmed-commit functionality. If you are deploying the configuration by using a template,



you need to publish these templates to the candidate configuration of the device. When you push the
configuration to the devices by using the Schema-based Configuration Editor, templates, or the Configuration

Guide, the job triggered for these tasks display the timeout value of confirmed-commit. Job details include

the time taken for the EJB callback method to return a value and the time taken to confirm the commit

operation or perform a rollback operation.

Table 4 on page 12 lists the managed status of the device in NSOR and SSOR modes when a candidate

configuration is deployed to a device that supports the confirmed-commit NETCONF capability. It also
lists the status of the job details when the confirmed-commit operation is a success or failure in these

modes.

Table 4: Managed Status in NSOR and SSOR Modes for confirmed-commit

Confirmed-commit and EJB Callback
Method Success and Failure
Conditions

Junos Space Platform issues a
confirmed-commit operation with a
timeout value.

An EJB callback is sent to the device to
verify the change in configuration on the
device.

The EJB callback method does not return
any value within the confirmed-commit
timeout interval.

The EJB callback method returns True and
the commit is confirmed.

The EJB callback method returns False
and the configuration is rolled back.

The EJB callback method returns False
and the device is automatically rolled back
to the currently active configuration.

NSOR Mode

In Sync

NA

In Sync

Out Of Sync followed by
resynchronization by
Junos Space Platform

Out Of Sync followed by
resynchronization by
Junos Space Platform

Out Of Sync followed by
resynchronization by
Junos Space Platform

SSOR Mode

Space Changed

NA

Space Changed

In Sync or Space Changed
(if new changes are added
to the candidate
configuration)

Space Changed

Space Changed, Device
Changed (after Junos
Space Platform receives
the system log about the
auto-rollback operation on
the device)

Job Result and
Details

NA

NA

Failed

Success

Failure with the
failed callback
error

Failure with
auto-rollback
details



NOTE: In SSOR mode, if a confirmed-commit is not successful and if the device is automatically
rolled back, you need to manually accept the change by using the Resolve Out-of-band Changes
workflow to change the managed status of the device to In Sync.

NOTE: If a device is disconnected from Junos Space Platform (that is, Connection Status is down)
after Junos Space Platform issues a confirmed-commit and is automatically rolled back before
connecting back to Junos Space Platform, you need to manually check the device configuration
from the CLI to confirm that the commit operation was successful.

Viewing the Configuration Change Log | 201
Viewing Managed Devices | 14
Reviewing and Deploying the Device Configuration | 147



I Viewing Managed Devices

You can view details of all managed devices in your network, such as the operating system, platform, IP
address, license, and connection status. Device information is displayed in a table. Unmanaged devices
are also shown, but without status and some other information.

You can also view devices that are in the managed status from the Network Monitoring workspace, through
the Node List (see “Viewing the Node List” on page 629). If the network is the system of record, you can
resynchronize your managed devices with the Junos Space Platform database (see “Resynchronizing
Managed Devices with the Network” on page 268).

Neither manual nor automatic resynchronization occurs when Junos Space Network Management Platform
is the system of record. See “Systems of Record in Junos Space Overview” on page 34.

To view configuration and runtime information of managed devices:

1. On the Network Management Platform Ul, select Devices > Device Management.
The Device Management page is displayed.

Figure 2 on page 14 shows the Device Management page.

Figure 2: Device Management Page
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Table 5 on page 15 describes the fields displayed on the inventory page. In the table, an asterisk against
a field name indicates that the field is not shown by default.
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Table 5: Fields in the Device Management Table

Field

Name

Device Alias

IP Address

Serial Number

Connection Status

Description

Name of the device as stored in the Junos Space Platform database

Value of the Device Alias custom label for the device. By default, this field is not displayed
on the page. (This field is empty if the Device Alias custom label is not added or no value
is assigned to the Device Alias custom label for the device.)

IPv4 or IPvé6 address of the device

Serial number of the device chassis (This field displays Unknown for an unmanaged
device.)

Connection status of the device in Junos Space Platform. Different values are displayed
in network as system of record (NSOR) and Junos Space as system of record (SSOR)
modes.

e up—The device is connected to Junos Space Platform.

When the connection status is up, in NSOR mode, the managed status is Out Of Sync,
Synchronizing, In Sync, or Sync Failed.

In SSOR mode, the status is In Sync, Device Changed, Space Changed, Both Changed,
or Unknown (which usually means connecting).

o down—The device is not connected to Junos Space Platform.
When the Connection status is down, the managed status is None or Connecting.

o NA—The device is unmanaged.



Table 5: Fields in the Device Management Table (continued)

Field

Managed Status

Platform

OS Version

Schema Version

Physical Interfaces

Description

Current status of the managed device in Junos Space Platform:

Connecting—Junos Space Platform has sent a connection remote procedure call (RPC)
and is waiting for the first connection from the device.

In Sync—The synchronization operation has completed successfully; Junos Space
Platform and the device are synchronized with each other.

None—The device is discovered, but Junos Space Platform has not yet sent a
connection RPC.

Out Of Sync—In NSOR mode, the device has connected to Junos Space Platform, but
the synchronization operation has not been initiated, or an out-of-band configuration
change on the device was detected and auto-resynchronization is disabled or has not
yet started.

Device Changed—In SSOR mode, there are changes made to the device configuration
from the device CLI.

Space Changed—In SSOR mode, there are changes made to the device configuration
from Junos Space Platform.

Space & Device Changed—In SSOR mode, there are changes made to the device
configuration from the device CLI and Junos Space Platform. Neither automatic nor
manual resynchronization is available.

Synchronizing—The synchronization operation has started as a result of device
discovery, a manual resynchronization operation, or an automatic resynchronization
operation.

Sync Failed—The synchronization operation failed.
Unmanaged—The device is unmanaged.
Modeled—The device is modeled.

Waiting for deployment—The modeled device is unreachable and needs to be activated.

Model number of the device (For an unmanaged device, the platform details are

discovered through SNMP. If the platform details cannot be discovered, the field displays

Unknown.)

Operating system firmware version running on the device (This field displays Unknown

for an unmanaged device.)

DMI schema version that Junos Space Platform uses for this device (This field displays

Unknown for an unmanaged device.) See “DMI Schema Management Overview” on
page 1354.

Link to the view of physical interfaces for the device (The field displays NA for an

unmanaged device.)



Table 5: Fields in the Device Management Table (continued)

Field

Logical Interfaces

Device Family

Configuration State

Last Rebooted Time

Vendor

Authentication Status

Aggregation Device

Satellite Devices(Number)

Description

Link to the view of logical interfaces for the device (The field displays NA for an
unmanaged device.)

Device family of the selected device (For an unmanaged device, this is the same as the
vendor name you provided. The field displays Unknown if no vendor name was provided
and if SNMP is not used or has failed.)

Current state of the device configuration:

o NA - No change is made to the configuration. This is the default state.

Created - A change is made to the device configuration from Junos Space Platform.

Approved - The device configuration is approved.

e Rejected - The device configuration is rejected.

Date and time when the device was last rebooted manually (that is, the device status
changes from Down to Up) or from Junos Space Platform

Name of the device vendor (For an unmanaged device, the field displays Unknown if
the vendor name was not provided and cannot be discovered through SNMP.)

o Key Based—The authentication key was successfully uploaded.

o Credential Based—A key upload was not attempted; log in to this device with your
credentials.

e Key Based - Unverified—The new fingerprint on the device is not updated in the Junos
Space Platform database.

o Key Conflict - Unverified—The key upload was unsuccessful; the new fingerprint on
the device is not updated in the Junos Space Platform database.

e Credentials Based - Unverified—The new fingerprint on the device is not updated in
the Junos Space Platform database.

o Key Conflict—The device was not available; the key upload was unsuccessful.

e Fingerprint Conflict—The fingerprint stored in the Junos Space Platform database
differs from the fingerprint on the device.

o NA—The device is unmanaged.

Mode of the aggregation device: single-home or multihome

Number of satellite devices connected to the aggregation device



Table 5: Fields in the Device Management Table (continued)

Field Description

Connection Type e Reachable Device initiated—This is a device-initiated connection from an internal
device (without a NAT server to route the connection) and the device is reachable.

e Reachable Device initiated-External—This is a device-initiated connection from an
external device (NAT server routes the connection) and the device is reachable.

e Junos Space initiated—This is a connection initiated by Junos Space to an internal
device (without a NAT server to route the connection).

e Junos Space initiated-External—This is a connection initiated by Junos Space to an
external device (NAT server routes the connection) and the device is reachable.

o Modeled—This is a device-initiated connection and the device is unreachable.
Device Network Whether the device is connected to Junos Space Platform through a NAT server

e Internal—The device is connected to Junos Space Platform directly—that is, without
a NAT server

e External—The NAT server routes the connection to Junos Space Platfom

2. (Optional) Sort the table by mousing over the column head for the data that you want to sort and
clicking the down arrow. Select Sort Ascending or Sort Descending.

3. (Optional) Show columns not in the default tabular view, or hide columns, as follows:
a. Mouse over any column head and click the down arrow.
b. Select Columns from the menu.

c. Select the check boxes against the columns that you want to view. Clear the check boxes against
the columns that you want to hide.

4. (Optional) View information about devices as follows:

e To restrict the display of devices, enter search criteria of one or more characters in the Search field
and press Enter.

All devices that match the search criteria are shown in the main display area.

e Toview hardware inventory for a device, select the row against the device and select Device Inventory
> View Physical Inventory from the Actions menu. Alternatively, right-click the device name and
select Device Inventory > View Physical Inventory.

e To view the physical or logical interfaces of a device, click the View link in the appropriate column
and row for the device.

To view the physical or logical interfaces of more than one device, select the required devices,
right-click and select Device Inventory > View Logical Interfaces.



The View Logical Interfaces page displays the list of logical interfaces of the selected devices.

Release History Table

Release Description

16.1R1 Reachable Device initiated-External—This is a device-initiated connection from an external
device (NAT server routes the connection) and the device is reachable.

16.1R1 Junos Space initiated-External—This is a connection initiated by Junos Space to an external
device (NAT server routes the connection) and the device is reachable.

Viewing the Physical Inventory | 121

Exporting the License Inventory | 132

Viewing Physical Interfaces of Devices | 126

Device Discovery Profiles Overview | 40

Viewing the Node List | 629

Resynchronizing Nodes in Network Monitoring | 633

Systems of Record in Junos Space Overview | 34

Juniper Networks Devices Supported by Junos Space Network Management
Platform

Table 6 on page 20 lists all the Juniper Networks product series and devices supported by Junos Space
Network Management Platform. The Junos Space Platform release notes lists only the new devices that
are supported with that release.

NOTE: Ensure that you install the exact matching or closest matching of Junos OS schema on
the Junos Space Platform. For more information, see Table 7 on page 27.



Table 6: Devices Supported by Junos Space Platform

Product Series

ACX Series

BX Series

Model

ACX500

ACX1000

ACX1100

ACX2000

ACX2100

ACX2200

ACX4000

ACX5048

ACX5096

ACX5448

BX7000

Junos Space Release

Junos Space Platform 14.1R2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.3 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.3 or later

Junos Space Platform 12.3 or later

Junos Space Platform 13.1 or later

Junos Space Platform 15.1 or later

Junos Space Platform 15.1 or later

Junos Space Platform 18.4 or later

Junos Space Platform 11.3 or later



Table 6: Devices Supported by Junos Space Platform (continued)

Product Series

EX Series

Model

EX2200

EX2300

EX2300-24MP

EX2300-48MP

EX3300

EX3400

EX4300

EX4300-48MP

EX4500

EX4550

EX4550-40G

EX4600

EX4650

EX6200

EX6210

EX9200

EX9204

EX9208

EX9214

EX9251

EX9253

Junos Space Release

Junos Space Platform 16.1 or later

Junos Space Platform 15.2R2 or later

Junos Space Platform 18.1 or later

Junos Space Platform 17.2 or later

Junos Space Platform 11.4 or later

Junos Space Platform 15.2R2 or later

Junos Space Platform 13.1 or later

Junos Space Platform 18.3R1 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 13.3 or later

Junos Space Platform 18.4 or later

Junos Space Platform 13.2 or later

Junos Space Platform 11.4 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 18.1 or later

Junos Space Platform 18.2 or later



Table 6: Devices Supported by Junos Space Platform (continued)

Product Series Model Junos Space Release
EX Virtual Chassis EX2200-VC Junos Space Platform 18.4 or later
EX2300-VC Junos Space Platform 18.4 or later
EX3300-VC Junos Space Platform 15.2 or later
EX4200-VC Junos Space Platform 11.4 or later
EX4300-VC Junos Space Platform 13.1 or later
EX4550-VC Junos Space Platform 13.1 or later
EX4600-VC Junos Space Platform 16.1 or later
EX-XRE Junos Space Platform 14.1R2 or later
Firefly VvSRX Firefly Junos Space Platform 15.1 or later
Junos Fusion Junos Fusion Edge Junos Space Platform 17.1 or later
LN Series LN1000 Junos Space Platform 12.3 or later
LN2600 Junos Space Platform 12.3 or later
M Series M7i Junos Space Platform 16.1 or later
M10i
M40e
M120
M320

MCG Series MCG5000 Junos Space Platform 11.3 or later



Table 6: Devices Supported by Junos Space Platform (continued)

Product Series

MX Series

MX Series Virtual Chassis

PTX Series

Model

MX5

MX10

MX80

MX104

MX204

MX240

MX480

MX960

MX10003

MX10008

MX10016

MX2008

MX2010

MX2020

MX-VC

PTX1000

PTX3000

PTX5000

PTX10008

PTX10016

PTX10001-20C

Junos Space Release

Junos Space Platform 12.1 or later

Junos Space Platform 11.4 or later

Junos Space Platform 14.1 or later

Junos Space Platform 13.2 or later

Junos Space Platform 18.2 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 18.4 or later

Junos Space Platform 18.4 or later

Junos Space Platform 18.4 or later

Junos Space Platform 17.1 or later

Junos Space Platform 12.3 or later

Junos Space Platform 12.3 or later

Junos Space Platform 14.1 or later

Junos Space Platform 17.1 or later

Junos Space Platform 13.2 or later

Junos Space Platform 12.3 or later

Junos Space Platform 17.2 or later

Junos Space Platform 17.2 or later

Junos Space Platform 18.3R1 or later



Table 6: Devices Supported by Junos Space Platform (continued)

Product Series

QFX Series

Model

QFX3000

QFX3000-G

QFX3000-M

QFX3500

QFX3600

QFX5100

QFX5110-32Q

QFX5110-48S

QFX5120-32C

QFX5120

QFX5210

QFX5200

QFX5200-48Y

QFX5210-64C

QFX10002-36Q

QFX10002-36Q-DC

QFX10002-60C

QFX10002-72Q

QFX10002-72Q-DC

QFX10008

QFX10016

Junos Space Release

Junos Space Platform 12.2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 12.3 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.2 or later

Junos Space Platform 17.1 or later

Junos Space Platform 17.1 or later

Junos Space Platform 19.4 or later

Junos Space Platform 18.4 or later

Junos Space Platform 18.4 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 18.1 or later

Junos Space Platform 18.1 or later

Junos Space Platform 15.1 or later

Junos Space Platform 15.1 or later

Junos Space Platform 18.1 or later

Junos Space Platform 15.1 or later

Junos Space Platform 15.1 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 15.1R2 or later



Table 6: Devices Supported by Junos Space Platform (continued)

Product Series Model Junos Space Release

QFX Series Virtual Chassis QFX-VC Junos Space Platform 14.1 or later



Table 6: Devices Supported by Junos Space Platform (continued)

Product Series

SRX Series

Model

SRX100

SRX110H-VB

SRX210

SRX220

SRX240

SRX300

SRX320

SRX320-PoE

SRX340

SRX345

SRX550

SRX550-M

SRX650

SRX1400

SRX1500

SRX4100

SRX4200

SRX4600

SRX5400

SRX5600

SRX5800

Junos Space Release

Junos Space Platform 11.4 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 13.1 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 13.1 or later

Junos Space Platform 16.1 or later

Junos Space Platform 15.1R2 or later

Junos Space Platform 16.1 or later

Junos Space Platform 16.1 or later

Junos Space Platform 17.2 or later

Junos Space Platform 13.2 or later

Junos Space Platform 18.2 or later

Junos Space Platform 13.3 or later



Table 6: Devices Supported by Junos Space Platform (continued)

Product Series Model
SRX3600

Virtual SRX Series vSRX 3.0

T Series T4000

Virtual MX Series vMX

Virtual route reflector (VRR) VRR

WLC Series WLC device

Junos Space Release

Junos Space Platform 13.3 or later

Junos Space Platform 18.2 or later

Junos Space Platform 12.2 or later

Junos Space Platform 15.1 or later

Junos Space Platform 14.1R2 or later

Junos Space Platform 14.1 or later

Table 7: Devices Supported by Junos Space Platform with Compatible Junos OS Releases

Product Series Model

ACX Series ACX5448

Supported Junos
Operating System (Junos
OS) Releases Qualified Schema Version

18.3R1 18.4R1.8

18.4R1.8 or later 18.4R1.8



Table 7: Devices Supported by Junos Space Platform with Compatible Junos OS Releases (continued)

Product Series

EX Series

Model

EX2200

EX2300

EX3300

EX3400

EX4300

EX4300-48MP

EX4500

EX4550

EX4600

EX4650

EX9200

Supported Junos
Operating System (Junos
OS) Releases

12.3R12-510

14.1X53-D44.3 or later

18.1R3.3

18.4R1.8 or later

12.3R12-510

15.1R7.9 or later

18.1R3.3

18.4R1.8 or later

17.3R3-51.5

18.4R1.8 or later

17.3R3-51.5

18.4R1.8 or later
15.1R7.9 or later
15.1R7.9 or later

17.3R3-51.5

18.4R1.8 or later
18.4R1.8 or later

17.3R3-51.5

18.3R1.9 or later

Qualified Schema Version

12.3R12-510

14.1X53-D44.3

18.1R3.3

18.4R1.8

12.3R12-510

15.1R7.9

18.1R3.3

18.4R1.8

17.3R3-51.5

18.4R1.8

18.4R1.8

15.1R7.9

15.1R7.9

17.3R3-51.5

18.4R1.8

18.4R1.8

17.3R3-51.5

18.3R1.9



Table 7: Devices Supported by Junos Space Platform with Compatible Junos OS Releases (continued)

Supported Junos
Operating System (Junos

Product Series Model OS) Releases Qualified Schema Version
EX Virtual Chassis EX2200-VC 12.3R12-512 12.3R1.7
EX2300-VC 18.2R1.9 12.3R1.7
EX4200-VC 12.2R1 or later 15.1R7.9
MX Series MX204 18.4R1 or later 18.4R1.8
MX240 13.2R2.4 or later 17.3R3.9
18.4R1.8
MX480 13.2R2.4 or later 17.3R3-52.2
17.3R3.9
19.1R1.6
MX10003 18.4R1.8 or later 18.4R1.8
MX10008 18.4R1.8 or later 18.4R1.8

MX10016 18.4R1.8 or later 18.4R1.8



Table 7: Devices Supported by Junos Space Platform with Compatible Junos OS Releases (continued)

Supported Junos
Operating System (Junos

Product Series Model OS) Releases Qualified Schema Version

QFX Series QFX5100 17.3R3 or later 17.3R3-51.5
18.4R1.8

QFX5110-32Q 17.3R3 or later 17.3R3-S1.5
19.1R1.6

QFX5110-48S 17.3R3-S1.5 17.3R3-S1.5
19.1R1.6 or later 19.1R1.6
QFX5120 18.4R1.8 or later 18.4R1.8
QFX5210 19.1R1.6 or later 19.1R1.6
QFX5200 17.3R3 or later 17.3R3.9
18.4R1.8

QFX10002-36Q 17.3R3 or later 17.3R3-S1.5
19.1R1.6

QFX10002-36Q-DC 17.3R3 or later 17.3R3-51.5
19.1R1.6

QFX10002-60C 17.3R3 or later 17.3R3-S1.5
19.1R1.6

QFX10002-72Q 17.3R3 or later 17.3R3-S1.5
19.1R1.6

QFX10002-72Q-DC 17.3R3-S1.5 or later 17.3R3-S1.5
QFX10008 17.3R3 or later 17.3R3.9

18.4R1.8
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Uploading Device Tags by Using a CSV File

Device tags help you easily identify managed devices when deploying a device template, upgrading a
device image, staging scripts, or applying CLI Configlets to devices. Device tags associate the IP address
or hostname of a managed device with a tag.

Starting with Junos Space Network Management Platform Release 15.2R1, you can upload device tags
from the local computer to Junos Space Network Management Platform. You use the Devices workspace
to upload device tags by using a CSV file. You can assign the tags created using this task to other Junos
Space objects. For more information, refer to “Tagging an Object” on page 1346.

NOTE: You must create a CSV file with the correct IP address or hostname of a device, tag name,
and tag type, which could be private or public. If you do not specify whether the tag is private
or public, by default a public tag is created.

Tag names must not exceed 255 characters. Tag names must not start with a space, and cannot
contain a comma, double quotation marks, and parentheses. Also, you cannot name a tag
“Untagged” because it is a reserved term.

Entries pertaining to incorrect IP addresses or hostnames are not uploaded to Junos Space
Platform. You can view incorrect entries in the job results.

To upload device tags by using a CSV file:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page that appears displays all devices managed by Junos Space Platform.

2. Click the Tag Devices by CSV icon.

The Upload Tags CSV File pop-up window is displayed.

3. (Optional) To view a sample CSV file, click the Sample CSV hyperlink.



4. Click Browse to select the CSV file from the local computer.

5. Click Import.

The details of the devices and tags are uploaded to Junos Space Platform. A Job Information dialog
box is displayed.

a. Click OK.

You are redirected to the Device Management page.

To view job details:

a. Click the job ID in the Job Information dialog box.

You are redirected to the Job Management page with the filtered view of the job.

When the job is complete, all devices with correct details are assigned the tags you uploaded through the
CSV file. To view the tags, go to Administration > Tags.
Release History Table

Release Description

15.2R1 Starting with Junos Space Network Management Platform Release 15.2R1, you can upload
device tags from the local computer to Junos Space Network Management Platform.

Tags Overview | 1326
Deleting Tags | 1343
Exporting Tags from Junos Space Network Management Platform | 1353

Filtering Devices by CSV

You can filter the devices on the Device Management page using a CSV file.



To filter devices using a CSV file:

1.

On the Junos Space Network Management Platform user interface, select Devices >Device Management.

The Device Management page is displayed.

. Select Filter by CSV from the Actions menu.

The Select CSV File pop-up window is displayed.

(Optional) To view a sample CSV file, click the Sample CSV hyperlink.

Click Browse and select the CSV file from the local computer.

Click Import.

A progress bar is displayed. Junos Space Network Management Platform validates the values you
provided in the CSV file. If the validation fails, a pop-window is displayed. This pop-up window displays
the list of devices that were not validated.

If the CSV file is imported successfully, the Device Management page is filtered and lists only those
devices whose host names were listed in the CSV file.

Device Management Overview | 9
Uploading Device Tags by Using a CSV File | 31
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Although by default the Junos Space network you are administering is the system of record (SOR)—each
device defines its own official state—you may prefer to have the Junos Space Network Management
Platform database contain the official state of the network, enabling you to restore that official state if
unwanted out-of-band changes are made to a device. This feature enables you to designate Junos Space
Network Management Platform as the SOR if you prefer.

Systems of Record

A network managed by Junos Space Network Management Platform contains two repositories of information
about the devices in the network: the devices themselves (each device defines and reports its official state)
and the Junos Space Network Management Platform database (which contains information that is reported
by the device during device discovery). One of these repositories must have precedence over the other
as the accepted desirable state. By default, the network itself is the system of record (NSOR).

In NSOR, when a local user commits a change in the configuration of a network device, the commit operation
triggers a report via system log to Junos Space Network Management Platform. The values in the Junos



Space Network Management Platform database are automatically changed to match the new device values,
and the timestamps are synchronized. Thus the devices control the contents of the database.

As of version 12.2, you can designate the Junos Space Network Management Platform database values
as having precedence over any values configured locally at a device. In this scenario, Junos Space Network
Management Platform (database) is the system of record (SSOR). It contains the configurations that the
Junos Space administrator considers best for the network devices. If an out-of-band commit operation is
executed on a network device, Junos Space Network Management Platform receives a system log message,
but the values in the Junos Space Network Management Platform database are not automatically changed
or synchronized. Instead, the administrator can choose whether or not to overwrite the device's local
changes by pushing the accepted configuration to the device from the Junos Space Network Management
Platform database.

The choice of pushing the Junos Space Network Management Platform configuration is left to the
administrator because the local device changes may, for example, be part of a temporary test that the
administrator would not want to interrupt. However, if the tester forgets to reset the configuration at the
end of the test, the administrator might then push the SSOR configuration to the device.

Implications on device management

The basic difference between NSOR and SSOR lies in whether or not the Junos Space Network Management
Platform database is automatically synchronized when changes are made to a network device, and which
set of values has precedence.

Setting the Junos Space Network Management Platform database as the system of record does not protect
your network from local changes. The device notifies Junos Space Network Management Platform via
system log when the changes occur, and it does not resynchronize, so you still have the previous
configuration and you can reset the remote device quickly if you need to do so. In an NSOR scenario,
Junos Space Network Management Platform is also notified via system log. You can still push a more
desirable configuration to the device, but this process is less efficient.

In the NSOR scenario, you can disable automatic resynchronization. When autoresynchronozation is turned
off, the server continues to receive notifications and goes into the out-of-sync state; however,
autoresynchronozation does not run on the device. You can manually resynchronize a device in such a
case.

NSOR with automatic resynchronization disabled is not equivalent to SSOR: manually resynchronizing
under NSOR updates the values in the Junos Space Network Management Platform database to reflect
those on the device. This never happens under SSOR, where the Junos Space Network Management
Platform database values have precedence over the device values, and synchronizing them involves pushing
the database values to the device, effectively resetting the device’s out-of-band changes.
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When configuration changes are made on a physical device that Junos Space Network Management
Platform manages, Junos Space Platform reacts differently depending on whether the network itself is
the system of record (NSOR) or Junos Space Platform is the system of record (SSOR).

In the NSOR case, Junos Space Platform receives a system log message from the modified device and
automatically resynchronizes the configuration values in its database with those of the device. This ensures
that the device inventory information in the Junos Space Platform database matches the current
configuration information on the device.

In the SSOR case, the Junos Space Platform receives a system log message from the modified device. The
Managed Status of that device changes from In Sync to Device Changed (if the changes are made from
the device CLI), Space Changed (if the changes are made from Junos Space Platform), or Space & Device
Changed (if the changes are made both from the device CLI and Junos Space Platform), but no
resynchronization occurs. The Junos Space Platform administrator can choose whether or not to reset the
device's configuration to match the configuration values in the Junos Space Platform database.

This topic covers:

Network as System of Record

After Junos Space Platform discovers and imports a device, if the network is the system of record, Junos
Space Platform enables the auto-resynchronization feature on the device by initiating a commit operation.

After auto-resynchronization is enabled, any configuration changes made on the device, including
out-of-band CLI commits and change-request updates, automatically trigger resynchronization on the
device. Figure 3 on page 37 shows how a commit operation resynchronizes the configuration information
in the Junos Space Platform database with that on the device.



Figure 3: Resynchronization Process
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When a commit operation is performed on a managed device in NSOR mode, Junos Space Platform, by
default, schedules a resynchronization job to run 20 seconds after the commit operation is received.
However, if Junos Space Platform receives another commit notification within 20 seconds of the previous
commit notification, no additional resynchronization jobs are scheduled because Junos Space Platform
resynchronizes both commit operations in one job. This damping feature of automatic resynchronization
provides a window of time during which multiple commit operations can be executed on the device, but
only one or a few resynchronization jobs are required to resynchronize the Junos Space Platform database
with the multiple configuration changes executed on the device.

You can change the default value of 20 seconds to any other duration by specifying the value in seconds
in the Administration > Applications > Network Management Platform > Modify Application Settings >
Device > Max auto resync waiting time secs field. For example, if you set the value of this field to 120
seconds, then Junos Space Platform automatically schedules a resynchronization job to run 120 seconds
after the first commit operation is received. If Junos Space Platform receives any other commit notification
within these 120 seconds, it resynchronizes both commit operations in one job.

For information about setting the damper interval to change the resynchronization time delay and
information about disabling the auto-resynchronization feature, see “Modifying Settings of Junos Space
Applications” on page 1165.



When Junos Space Platform receives the device commit notification, the Managed Status is Out of Sync.
When the resynchronization job begins on the device, the Managed Status of the device changes to
Synchronizing and then In Sync after the resynchronization job has completed, unless a pending device
commit operation causes the device to display Out of Sync while it was synchronizing.

When a resynchronization job is scheduled to run but another resynchronization job on the same device
is in progress, Junos Space Platform delays the scheduled resynchronization job. The time delay is

determined by the damper interval that you can set from the Application workspace. By default, the time
delay is 20 seconds. The scheduled job is delayed as long as the other resynchronization job to the same
device is in progress. When the currently running job finishes, the scheduled resynchronization job starts.

You can disable the auto-resynchronization feature in the Administration workspace. When
auto-resynchronization is turned off, the server continues to receive notifications and goes into the Out
of Sync state; however, the auto-resynchronization feature does not run on the device. To resynchronize
a device when the auto-resynchronization feature is disabled, use the Resynchronize with Network
workflow. The auto-resynchronization jobs are not displayed on the Job Management page. These jobs
run in the background and cannot be canceled from the Junos Space user interface. You can view the
status of the auto-resynchronization job in the Managed Status column on the Device Management page
or from the Device Count by Synchronization State widget on the Devices page. You can collect more
information about these jobs from the server.log and autoresync.log files in the
/var/log/jboss/servers/serverl directory.

NOTE: You can view the auto-resynchronization jobs that were scheduled to execute before
upgrading to Junos Space Platform Release 15.1R1, from the Job Management page.

Junos Space as System of Record

If Junos Space Platform is the system of record, automatic resynchronization of the configuration information
between the Junos Space Platform database and the managed device does not occur. When Junos Space
Platform receives a system log message from the modified device, the Managed Status of the device goes
from In Sync to Device Changed (if the changes are made from the device CLI), Space Changed (if the
changes are made from Junos Space Platform), or Space & Device Changed (if the changes are made both
from the device CLI and Junos Space Platform) and remains so unless you manually push the system of
record configuration from the Junos Space Platform database to the device.

Systems of Record in Junos Space Overview | 34

Device Discovery Profiles Overview | 40
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You use the device discovery profile to add devices to Junos Space Network Management Platform from
the Devices workspace. Discovery is the process of finding a device and then synchronizing the device
inventory and configuration with the Junos Space Network Management Platform database. To use device
discovery, you must be able to connect Junos Space Network Management Platform to the device.

A device discovery profile contains preferences used to discover devices, such as discovery targets, probes
used to discover devices, mode and details for authentication, SSH fingerprints of devices, and the schedule
to use this discovery profile. You can start the discovery process using a discovery profile in the following
ways: scheduling a discovery after creating a discovery profile, or selecting a discovery profile and clicking
Run Now.

Executing or running a discovery profile discovers, authenticates, and manages the device on Junos Space
Network Management Platform. With appropriate privileges for discovering devices, you can create
multiple discovery profiles with different combinations of targets, probes, and authentication modes on
your Junos Space setup. You can clone, modify, and delete the device discovery profiles from Junos Space
Network Management Platform. You can also choose whether to share device discovery profiles with
other users with device discovery permissions.

To discover network devices using a device discovery profile, Junos Space Network Management Platform
uses the SSH, ICMP Ping, and SNMP protocols. When the device is discovered, device authentication is
handled through the administrator login SSH v2 credentials and SNMP v1, SNMP v2c, or SNMP v3 settings,
keys generated from Junos Space Network Management Platform (RSA, DSS, or ECDSA keys), or custom
keys. You can optionally enter the SSH fingerprint for each device and let Junos Space Network Management
Platform save the fingerprint in the database during the discovery process and validate the fingerprint
when the device connects to Junos Space Network Management Platform. Fingerprint validation is available
only for SSH-enabled Juniper Networks devices and not for ww Junos OS devices and modeled devices.
For more information about device authentication in Junos Space, see “Device Authentication in Junos
Space Overview” on page 101.

For device targets, you can specify a single IP address, a DNS hostname, an IP range, or an IP subnet to
discover devices on a network. When a device discovery profile is executed or run (either instantly or
based on a schedule), Junos Space Network Management Platform connects to the physical device and
retrieves the running configuration and the status information of the device. To connect with and configure
devices, Junos Space Network Management Platform uses the Device Management Interface (DMI) of
Juniper Networks devices, which is an extension of the NETCONF network configuration protocol.

Connections Initiated by Junos Space or the Device

When a device is discovered , Junos Space Network Management Platform creates an object in the Junos
Space Network Management Platform database to represent the physical device and maintains a connection
between the object and the physical device so that their information is linked.

Junos Space can manage devices in either of the following ways:

e Junos Space initiates and maintains a connection to the device.



e The device initiates and maintains a connection to Junos Space.

By default, Junos Space manages devices by initiating and maintaining a connection to the device. When
Junos Space initiates the connection to the device, you can discover and manage devices irrespective of
whether the management system is behind a Network Address Translation (NAT) server. For ww Junos
OS devices, Junos Space uses SSH with an adapter to manage the devices.

For Junos Space-initiated connection, it configures the following Junos OS CLI commands on the device
during device discovery:

Standalone SRX Series Devices

set system services ssh max-sessions-per-connection 32

set system syslog file default-log-messages any info

set system syslog file default-log-messages match *"(requested "commit*®
operation) | (copying configuration to juniper.save)|(commit
complete) | ifAdminStatus| (FRU power) ] (FRU removal) ] (FRU insertion)|(link
UP) | transitioned|Transferred|transfer-file|(license add)|(license
delete) | (package -X update)|(package -X delete) | (FRU Online) | (FRU
Offline) | (plugged in)|](unplugged) |GRES| (A1S_DATA_AVAILABLE)"

set system syslog file default-log-messages structured-data

set snmp trap-group space targets <space-ip-address>

Cluster SRX

set groups nodeO system services ssh max-sessions-per-connection 32

set groups nodeO system syslog file default-log-messages any info

set groups nodeO system syslog file default-log-messages match "(requested
“commit® operation)|(copying configuration to juniper.save)|(commit
complete) | ifAdminStatus| (FRU power)] (FRU removal) ] (FRU insertion)|(link
UP) | transitioned]Transferred|transfer-file|(license add)|(license
delete) | (package -X update)|(package -X delete) | (FRU Online)|(FRU
Offline) | (plugged in)| (unplugged) |GRES| (AIS_DATA_AVAILABLE)"

set groups nodeO system syslog file default-log-messages structured-data
set groups nodel system services ssh max-sessions-per-connection 32

set groups nodel system syslog file default-log-messages any info

set groups nodel system syslog file default-log-messages match "(requested
“commit® operation)|(copying configuration to juniper.save)|(commit
complete) | ifAdminStatus| (FRU power)] (FRU removal) ] (FRU insertion)|(link
UP) | transitioned]Transferred|transfer-file|(license add)|(license



delete) | (package -X update)|(package -X delete) | (FRU Online)|](FRU
Offline) | (plugged in)|(unplugged) |GRES| (AIS_DATA_AVAILABLE)"

set groups nodel system syslog file default-log-messages structured-data
set snmp trap-group space targets <space-ip-address>

EX Series

set system services ssh max-sessions-per-connection 32

set system syslog file default-log-messages any any

set system syslog file default-log-messages match "(requested "commit*®
operation) | (copying configuration to juniper.save)|(commit
complete) | ifAdminStatus| (FRU power) ] (FRU removal) ] (FRU insertion)|(link
UP) | transitioned|Transferred]transfer-file|(license add)|(license
delete) | (package -X update)](package -X delete)|(FRU Online)| (FRU
Offline) | (plugged in)|(unplugged)|cm_device|(Master Unchanged, Members
Changed) | (Master Changed, Members Changed)|](Master Detected, Members
Changed) | (vc add) | (vc delete) | (Master detected)|(Master changed) | (Backup
detected) | (Backup changed) | (interface vcp-)|(A1S_DATA_AVAILABLE)"

set system syslog file default-log-messages structured-data

set snmp trap-group space targets <space-ip-address>

QFX Series

set system services ssh max-sessions-per-connection 32

set system syslog file default-log-messages any any

set system syslog file default-log-messages match *"(requested "commit*®
operation) | (copying configuration to juniper.save)|(commit
complete) | ifAdminStatus| (FRU power)] (FRU removal) ] (FRU insertion)|(link
UP) | transitioned|Transferred]|transfer-file|(license add)|(license
delete) | (package -X update)|(package -X delete) | (FRU Online) ] (FRU
Offline) | (plugged

in) | (uplugged) |QF_NODE]QF_SERVER NODE_GROUP]QF_INTERCONNECT | QF_DIRECTOR]QF_NETWORK_NCDE GROUP] (Vester
Unchanged, Members Changed) | (Master Changed, Members Changed) | (Master
Detected, Members Changed)|(vc add)](vc delete) | (Master detected)]|](Master
changed) | (Backup detected) | (Backup changed) | (interface

vcp-) | (AIS_DATA_AVAILABLE)"

set system syslog file default-log-messages structured-data



set snmp trap-group space targets <space-ip-address>

MX Series

set system services ssh max-sessions-per-connection 32

set system syslog file default-log-messages any info

set system syslog file default-log-messages match "(requested "commit*®
operation) | (copying configuration to juniper.save)|](commit
complete) | ifAdminStatus| (FRU power) ] (FRU removal) ] (FRU insertion)|(link
UP) | transitioned|Transferred]transfer-file|(license add)|(license
delete) | (package -X update)](package -X delete) | (FRU Online) | (FRU
Offline) | (plugged in)|(unplugged) |CFMD_CCM_DEFECT|] LFMD_3AH |
RPD_MPLS_PATH_BFD|] (Master Unchanged, Members Changed) | (Master Changed, Members
Changed) | (Master Detected, Members Changed)|](vc add)|(vc delete)] (Master
detected) | (Master changed) | (Backup detected) | (Backup changed) | (interface
vcp-) | (AIS_DATA_AVAILABLE)"

set system syslog file default-log-messages structured-data

set snmp trap-group space targets <space-ip-address>

If a device-initiated connection to Junos Space is enabled, the DMI channel and port 7804 are used and
the following (sample) configuration is added on the device to establish the connection to Junos Space:

set system services outbound-ssh client 00111DOCEFAC device-id 7CE5FE
set system services outbound-ssh client 00111DOCEFAC secret “$ABC123”
set system services outbound-ssh client 00111DOCEFAC services netconf
set system services outbound-ssh client 00111DOCEFAC 172.22.199.10 port 7804

To discover and manage devices through a device-initiated connection, clear the Junos Space initiated
connection to device check box on the Modify Application Settings page in the Administration workspace.
For information about configuring connections initiated by Junos Space by a device, see “Modifying Junos
Space Network Management Platform Settings” on page 1166.

You can configure a NAT server to route connections between the Junos Space setup and managed devices.
Both device-initiated connections to a Junos Space setup and connections initiated by Junos Space to
managed devices, when the Junos Space setup is behind the NAT server, are supported on Junos Space
Network Management Platform. If a NAT server is used, the managed devices connect to Junos Space
Network Management Platform through the IP address of Junos Space Network Management Platform
translated by NAT. For more information about using a NAT server on a Junos Space setup, see “NAT
Configuration for Junos Space Network Management Platform Overview” on page 1108.



When configuration changes are made in Junos Space Network Management Platform—for example, when
you deploy service orders to activate a service on your network devices—the configuration is pushed to
the physical device.

If the network is the system of record (NSOR), when configuration changes are made on the physical
device (out-of-band CLI commits and change-request updates), Junos Space Network Management Platform
automatically resynchronizes with the device so that the device inventory information in the Junos Space
Network Management Platform database matches the current device inventory and configuration
information. If Junos Space Network Management Platform is the system of record (SSOR), this
resynchronization does not occur and the database is unchanged.

Device Information Fetched During Device Discovery

The following device inventory and configuration data are captured and stored in relational tables in the
Junos Space Network Management Platform database:

e Devices—Hostname, IP address, credentials

e Physical Inventory—Chassis, FPM board, power entry module (PEM), Routing Engine, Control Board
(CB), Flexible PIC Concentrator (FPC), CPU, PIC, transceiver, fan tray

Junos Space Network Management Platform displays the model number, part number, serial number,
and description for each inventory component, when applicable.

¢ Logical Inventory—Subinterfaces, encapsulation (link-level), type, speed, maximum transmission unit
(MTU), VLAN ID

¢ License information:

o License usage summary—License feature name, feature description, licensed count, used count, given
count, needed count

o Licensed feature information—Original time allowed, time remaining
o License SKU information—Start date, end date, and time remaining
e Loopback interface

Other device configuration data is stored in the Junos Space Network Management Platform database as
binary large objects and is available only to northbound interface (NBI) users.

Release History Table

Release Description

16.1R1 You use the device discovery profile to add devices to Junos Space Network
Management Platform from the Devices workspace.
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I Creating a Device Discovery Profile

You create a device discovery profile to create a set of preferences for device targets, probes, authentication
mode and credentials, SSH fingerprints, and the schedule to discover devices to Junos Space Network
Management Platform. In addition to scheduling the discovery, you can manually start the discovery
process by running the device discovery profile. For more information, see “Running Device Discovery
Profiles” on page 58.

NOTE: To discover a device with dual Routing Engines, always specify the IP address of the
current primary Routing Engine. When the current primary IP address is specified, Junos Space
Network Management Platform manages the device and the redundancy. If the primary Routing
Engine fails, the backup Routing Engine takes over and Junos Space Network Management
Platform manages the transition automatically without bringing down the device.



NOTE: When you initiate discovery on a device running Junos OS, Junos Space Network
Management Platform automatically enables the NETCONF protocol over SSH by pushing the
following command to the device:

set system services netconf ssh

To create a device discovery profile, complete the following tasks:

1. Specifying Device Targets | 47

2. Specifying Probes | 50

3. Selecting the Authentication Method and Specifying Credentials | 53
4, (Optional) Specifying SSH Fingerprints | 55

5. Scheduling Device Discovery | 55

Specifying Device Targets

Device targets are IP addresses or hostnames of devices that you want Junos Space Network Management
Platform to discover.

To specify the device targets that you want Junos Space Network Management Platform to discover:

1. Onthe Junos Space Network Management Platform user interface, select Devices > Device Discovery
> Device Discovery Profiles.

The Discover Discovery Profiles page is displayed.

2. Click the Create Device Discovery Profile icon on the toolbar.

The Device Discovery Target page is displayed on the left. The list of different tasks that should be
completed to create a profile is displayed on the right: Device Discovery Target, Specify Probes, Specify
Credentials, Specify Device FingerPrint, and Schedule/Recurrence.

NOTE: At any point in time, you can click the links to the different tasks (on the right of the
page) and navigate to those pages.

3. In the Discovery Profile Name field, enter the name of the device discovery profile.

The device discovery profile name cannot exceed 255 characters and can contain letters, numbers,
spaces, and special characters. The special characters allowed are period (.), hyphen (-), and underscore



(). The device discovery profile name cannot start with letters or numbers and cannot contain leading
or trailing spaces.

NOTE: The Make Public check box is selected by default so that the device discovery profile
is visible to all users.

4. Inthe Discovery Parameters field, you can add devices manually by specifying the details on the Device
Discovery Target page or by uploading the details of the devices through a CSV file.

To add devices manually:

a. Click the Add Manually option button.



b. Inthe Target Type area, select how you want to specify the targets: IP addresses or hostnames, IP
ranges, or a subnet.

e To enter the IP address or hostname of the device:

i. Select the IP Address/Hostname option button.

ii. Inthe Target Details field, enter the IP address or hostname.

NOTE: You can enter the IP address in either IPv4 or IPvé6 format. Refer to
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml
for the list of restricted IPv4 addresses and
http://www.iana.org/assignments/ipvé-address-space/ipvé-address-space.xhtml
for the list of restricted IPv6 addresses.

NOTE: You can enter a combination of the following separated by a comma (,):

IP addresses

Hostnames

IP address range expressions

Subnet expressions

For example, 192.168.27.1, example.abc.com,
192.168.27.50-192.168.27.60,192.168.26.0/24

e To enter arange of IP addresses for the devices:

i. Select the IP Range option button.

The maximum number of IP addresses for an IP range target is 1024.

ii. Inthe Start IP Address field, enter the first IP address.

iii. Inthe End IP Address field, enter the last IP address.

e To enter an IP subnet for the devices:

i. Select the Subnet option button.

ii. Inthe IP Subnet/CIDR field, enter the subnet details.


http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml
http://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xhtml

The subnet prefix for IPv4 addresses is 1-32 and for IPv6é addresses is 1-128.

To add devices by using a CSV file:

NOTE: Device discovery is supported only for existing public tags in Junos Space Platform.

Starting from Junos Space Network Management Platform Release 16.1R1, a Private Key

column has been added in the CSV file to support the custom key option for device discovery.
Ensure that you use the latest sample CSV file. However, backward compatibility is supported.
That s, if you use an existing CSV file (from a previous release), the file is uploaded successfully.

a. Click the Upload CSV option button.

NOTE: The format of the CSV file that you are uploading should exactly match the format
of the sample CSV file.

You can add hundreds of devices to Junos Space Network Management Platform by using
a CSV file. You can specify the hostnames, IP addresses, device login credentials, tags,
and SSH fingerprints in the CSV file.

b. (Optional) To view a sample CSV file, click the Sample CSV link.

c. Click Browse.

The CSV File Upload dialog box appears.

d. Navigate to the desired CSV file, select it, and then click Open.
The name of the CSV file is displayed in the CSV File: field.

e. Click Upload to upload the selected CSV file.

5. Click Next to proceed and select probes.

The Specify Probes page is displayed.

Specifying Probes

Probes are protocols used to find devices on the network—ping, SNMP, or SSH.



To specify probes on the Specify Probes page:

1. Touse the NAT configuration to discover devices using this profile, select the the Use NAT check box.

The Use NAT check box is available for selection only if NAT is already configured in Junos Space.

2. To discover devices using ping (if SNMP is not configured on the device), select the Use Ping check
box.

By default, this check box is selected.

3. To discover devices using SNMP (if SNMP is configured on the device), select the Use SNMP check
box.

By default, this check box is selected.

NOTE: If you clear both the Use Ping and Use SNMP check boxes, SSH is used to discover
devices. When both the Use Ping and Use SNMP check boxes are selected (the default),
Junos Space Network Management Platform can discover the target device more quickly,
but only if the device is pingable and SNMP is enabled on the device.



4. You can select an appropriate version of SNMP during discovery:

e Touse SNMP vl orv2c:

i. Select the SNMP V1/V2C option button.

ii. Specify a community string, which can be public, private, or a predefined string.

The default community string is public.

e Touse SNMP v3:

i. Select the SNMP V3 option button.

ii. In the User Name field, enter the username.

iii. In the Authentication type field, select the authentication type (MD5, SHA1, or None).

=z

. In the Authentication password field, enter the authentication password. .

This field is available only if you selected MD5 or SHA1 in the Authentication type field. If you
selected None as the authentication type, the authentication function is disabled.

v. Select the privacy type (AES128, AES192, AES256, DES, or None).

vi. Enter the privacy password (if AES128, AES192, AES256, or DES).

If you specify None for the privacy type, the privacy function is disabled.

NOTE: The SNMPv3 privacy mode supports Advanced Encryption Standard (AES)
algorithms with 192-bit and 256-bit encryption from Junos Space Network Management
Platform Release 16.1R1 onward.

5. (Optional) Click Back to navigate to the Device Discovery Target page and change the details of the
device targets.

6. Click Next to proceed and select the authentication method.

The Specify Credentials page is displayed.



Selecting the Authentication Method and Specifying Credentials

You can choose the mode of authentication for the devices you are about to discover. For credentials-based
authentication, if you already specified the device login credentials in the CSV file, you can skip the Specify
Credentials page. With credentials-based authentication, you can specify a common administrator name
and password to establish an SSH connection to each target device that you are about to discover. If you
are using key-based authentication, you must have generated keys from Junos Space Network Management
Platform or must have the private key on your computer.

To specify the mode of authentication and credentials on the Specify Credentials page:

1. Select the mode of authentication used to authenticate devices during discovery.

To use credentials-based authentication:

a. In the Authentication Type area, select the Credentials-Based Authentication option button.
b. In the Username field, enter the administrator username.

c. Inthe Password field, enter the administrator password.

d. In the Confirm Password field, reenter the administrator password.

To use key-based authentication:

a. In the Authentication Type area, select the Key-Based Authentication option button.

b. In the Username field, enter the administrator username.



You can use a key generated from Junos Space Network Management Platform (known as Space
Key) or a custom private key uploaded to Junos Space Network Management Platform:

e Touse a key generated from Junos Space Network Management Platform:

i. Select the Use Space Key option button.

From Junos Space Platform Release 18.2 onward, you can upload Space Key for authentication
to Junos Space Platform by using the device discovery workflow.

Select the Upload Space Key to Device checkbox to upload the Space Key to the device.

To upload Space Key:

e Enter the username in the Authorized Username field.

e Enter the password in the Authorized Password field.

NOTE: The above credentials, Authorized Username and Authorized Password,
are used only to upload the Space Key to the device.

If the username you specify in the Username field does not exist on the device,
a user with this username is created as a super user and the key is uploaded for
this user.

e To use a custom private key:

i. Select the Use Custom Key option button.

ii. (Optional) In the Passphrase field, enter the passphrase created when you generated the
private key.

iii. Next to the Private Key field, click the Browse button to upload the private key for the
managed devices.

NOTE: If you modify the discovery profile, the Private Key field displays id_rsa

(which is the default filename) instead of the name of the uploaded file.

c. (Optional) Click Back to navigate to the preceding pages and change the probes and device targets.

d. Click Next to proceed and specify device fingerprints.



The Specify Device FingerPrint page is displayed.

(Optional) Specifying SSH Fingerprints

Optionally, specify or modify (if you specified the fingerprints by using the CSV file) the SSH fingerprints
for target devices. If you do not specify the fingerprints, Junos Space Network Management Platform
obtains fingerprint details when it connects to the device for the first time. You can specify fingerprints
during device discovery only for Juniper Networks devices. If you already specified the SSH fingerprints
in the CSV file, you can skip this task.

To specify the SSH fingerprints on the Specify Device FingerPrint page:
1. Click the Fingerprint column corresponding to the device and enter the SSH fingerprint of the device.

NOTE: You can specify fingerprints for a maximum of 1024 devices simultaneously using
this workflow.

2. (Optional) Repeat step 1 for all devices or devices whose fingerprints you know.

3. (Optional) Click Back to navigate to the preceding pages and change the authentication details, probes,
and device targets.

4. Click Next to proceed and schedule discovery by using this profile.

The Schedule/Recurrence page is displayed.

Scheduling Device Discovery

Schedule the device discovery profile to discover devices to Junos Space Network Management Platform.
To schedule the device discovery profile to discover devices:

1. Select the Schedule at a later time check box.

a. Enter the date in the Date field in the MM/DD/YYYY format.



b.

Enter the time in the Time field in the hh:mm format.

2. Select the Recurrence check box.

a.

(Optional) Select the periodicity of recurrence from the Repeats list.

The options are Minutes, Hourly, Daily, Weekly, Monthly, and Yearly. The default is Weekly.

(Optional) Select the interval from the Repeat every list.

The default is 1.

(Optional) If you select Weekly from the Repeats list, the Repeat by field appears. Select the check
boxes for the days of the week that you want the job to recur.

(Optional) Click the On option button in the Ends field to specify an end date for the job recurrence.

If you select the Never option button, the job recurs endlessly until you cancel the job manually.

To specify the date and time when you want to end the job recurrence:

i. Enter the date in the Date field in the MM/DD/YYYY format.

ii. Enter the time in the Time field in the hh:mm format.

3. (Optional) Click Back to navigate to the preceding page and change fingerprints, authentication details,
probes, and device targets.

4. Click Finish to save the device discovery profile.

A job is created and the Discover Network Elements Information dialog box displays the link to the job
ID. Click OK to close the Information dialog box.

Release History Table

Release Description

18.2

16.1R1

16.1R1

From Junos Space Platform Release 18.2 onward, you can upload Space Key for authentication
to Junos Space Platform by using the device discovery workflow.

Starting from Junos Space Network Management Platform Release 16.1R1, a Private Key column
has been added in the CSV file to support the custom key option for device discovery.

The SNMPv3 privacy mode supports Advanced Encryption Standard (AES) algorithms with
192-bit and 256-bit encryption from Junos Space Network Management Platform Release
16.1R1 onward.
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Running Device Discovery Profiles

You run a device discovery profile to automatically discover, synchronize device inventory and interface
details, and manage devices running Junos OS to Junos Space Network Management Platform. Device
discovery is a four-step process in which you specify target devices, credentials to connect to each device
(that is, reuse existing credentials or specify new ones), and, optionally, the probe method (ICMP Ping,
SNMP, both ICMP Ping and SNMP, or none), and the SSH fingerprint for each device. You can run multiple
device discovery profiles by using this workflow. If you run multiple device discovery profiles, all devices
targets specified in the device discovery profiles are discovered.

Before you start discovering devices, ensure that the following conditions are met:

e The device is configured with a management IP address that is reachable from the Junos Space server,
or the NAT server if you are using a NAT server on your Junos Space setup.

e A user with the privileges of a Junos Space administrator is created and enabled on the device.

e The device is configured to respond to ping requests if you intend to use ping as the probe method to
discover devices.

o SNMP is enabled on the device with appropriate read-only v1 or v2c or v3 credentials if you intend to
use SNMP as the probe method to discover devices.

NOTE: To discover and manage a cluster of SRX Series devices, each cluster node must be
discovered independently using the management IP address of the respective node.

To run discovery profiles:

1. Onthe Junos Space Network Management Platform user interface, select Devices >Device Discovery
> Device Discovery Profiles.

The Discover Discovery Profiles page is displayed.

2. Select the check boxes corresponding to the discovery profiles you want to run and click the Run Now
icon on the toolbar.

The Discovery Status report appears. This report shows the progress of discovery in real time. Click a
bar in the chart to view information about the devices currently managed or discovered, or for which
discovery failed.

A job is created for every device discovery profile you run. From the Job Details page, you can check
whether a device was discovered and added to Junos Space Network Management Platform. If a device
is discovered, you can view the device on the Device Management page.

To go to the Job Details page, double-click the ID of the device discovery job on the Job Management
page. The Description column on this page specifies whether the device was discovered and added to



Junos Space Network Management Platform. If the device was not discovered and added to Junos
Space Network Management Platform, the column lists the reason for failure. You can also sort all the
columns in ascending or descending order to identify the devices that are discovered and devices that
are not discovered.

To export the device discovery details for all device discovery profiles that are run, from the Job Details
page, see “Exporting the Device Discovery Details As a CSV File” on page 65.

Verify the following changes in the Web Ul to ensure that the clusters are discovered successfully:

¢ In the Manage Devices Inventory page:

Each peer device displays the other cluster member.

The devices are displayed as primary and secondary in the cluster.
¢ In the Physical Inventory page:

The chassis information is displayed for each peer device in the cluster.

Creating a Device Discovery Profile | 46
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Modifying a Device Discovery Profile

You modify a device discovery profile when you want to expand the range of device targets, change device
targets when devices were not discovered, change credentials or other details such as fingerprints or the
discovery schedule.

NOTE: Ensure that you have no discovery jobs scheduled for a device discovery profile that you
want to modify. All discovery jobs scheduled from the original device discovery profile are
canceled after you modify the original device discovery profile.



To modify a device discovery profile:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device Discovery
> Device Discovery Profiles.

The Discover Discovery Profiles page is displayed.

Select the check box corresponding to the device discovery profile you want to modify and click the
Modify Profile icon on the toolbar

The Modify Device Discovery Profile page is displayed.

The Device Discovery Target page is displayed on the left. The list of different tasks that should be
completed to create a device discovery profile is displayed on the right: Device Discovery Target,
Specify Probes, Specify Credentials, Specify Device FingerPrint, and Schedule/Recurrence.

NOTE: At any point in time, you can click the links to the different tasks (on the right of the
page), navigate to those pages, and modify the details of the device discovery profile.

(Optional) Review and modify the details of the device and click Next.

The Specify Probes page is displayed.

(Optional) Review and modify the probes and click Next.

The Specify Credentials page is displayed.

(Optional) Review and modify the authentication details and click Next.

NOTE: If you modify the discovery profile, the Private Key field displays id_rsa (which is the
default filename) instead of the name of the uploaded file.

The Specify Device FingerPrint page is displayed.

(Optional) Review and modify the fingerprint details and click Next.

The Schedule/Recurrence page is displayed.

Review and modify the schedule and click Finish.

The device discovery profile is modified. A job is created and the Discover Network Elements Information
dialog box displays the link to the job ID. Click OK to close the Information dialog box.



NOTE: If you modify and run a device discovery profile for which an associated device discovery
jobis already in progress, the existing job is cancelled and a new job is triggered for the modified
discovery profile.

Creating a Device Discovery Profile | 46
Running Device Discovery Profiles | 58

Viewing a Device Discovery Profile | 63

Deleting Device Discovery Profiles | 64

Cloning a Device Discovery Profile

You clone a device discovery profile when you want to reuse the details of an existing device discovery
profile and quickly create a new device discovery profile.

NOTE: To use the cloned device discovery profile immediately after cloning, you must not modify
the targets and fingerprints, or the discovery schedule. You can also choose not to schedule
discovery until you finalize the discovery preferences.

To clone a device discovery profile:

1. Onthe Junos Space Network Management Platform user interface, select Devices > Device Discovery
> Device Discovery Profiles.

The Discover Discovery Profiles page is displayed.

2. Select the check box corresponding to the device discovery profile you want to clone and click Clone
Profile from the Actions menu.

The Clone Device Discovery Profile page is displayed.

The Device Discovery Target page is displayed on the left. The list of different tasks that should be
completed to create a device discovery profile is displayed on the right: Device Discovery Target,
Specify Probes, Specify Credentials, Specify Device FingerPrint, and Schedule/Recurrence.



NOTE: At any point in time, you can click the links to the different tasks (on the right of the
page), navigate to those pages, and change the details of the device discovery profile.

. (Optional) Review and modify the details of the device and click Next.

The Specify Probes page is displayed.

. (Optional) Review and modify the probes and click Next.

The Specify Credentials page is displayed.

. (Optional) Review and modify the authentication details and click Next.

NOTE: If you modify the discovery profile, the Private Key field displays id_rsa (which is the
default filename) instead of the name of the uploaded file.

The Specify Device FingerPrint page is displayed.

. (Optional) Review and modify the fingerprint details and click Next.

The Schedule/Recurrence page is displayed.

. (Optional) Review and modify the schedule and click Finish.

A new device discovery profile is created. A job is created and the Discover Network Elements
Information dialog box displays the link to the job ID. Click OK to close the Information dialog box.
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Viewing a Device Discovery Profile

You view a device discovery profile when you want to see the details of the device discovery profile.

To view the details of a device discovery profile:

1. Onthe Junos Space Network Management Platform user interface, select Devices > Device Discovery

Profiles.

The Discover Discovery Profiles page is displayed.

2. Select the check box corresponding to the device discovery profile you want to view and click the View

Profile on the toolbar.

The View Discovery Profile pop-up window is displayed.

Table 8 on page 63 displays the fields in the View Discovery Profile pop-up window.

Table 8: View Discovery Profile Pop-up Window

Field

Profile Name

Visibility

Target Type

Target Details

Credential Type

Username

Use Ping

Use SNMP

SNMP Version

Description

Name of the device discovery profile

Whether public or private

Whether the discovery target for devices is specified as an IP address, hostname,
IP range, or subnet

Combination of IP addresses and hostnames, IP range, and IP subnet details of

the devices

Type of credentials: key based, credential based, or custom key based

Administrator username used to discover the device

Whether ping is enabled for device discovery

Whether SNMP is enabled for device discovery

Version of SNMP used: v1 or v2c, or v3

3. Click Close to close the pop-up window.
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Deleting Device Discovery Profiles

You delete device discovery profiles when you no longer want to save them in the Junos Space Network
Management Platform database.

NOTE: If you delete a device discovery profile, all discovery jobs scheduled for the device
discovery profile are canceled.

To delete device discovery profiles:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device Discovery
> Device Discovery Profiles.

The Discover Discovery Profiles page is displayed.

. Select the check boxes corresponding to the device discovery profiles you want to delete and click the

Delete Profile icon on the toolbar

The Delete Device Discovery Profile pop-up window is displayed.

You can either delete or retain the device discovery profiles.
e Click Delete in the Delete Device Discovery Profile pop-up window.

The device discovery profiles are deleted.

o Click Cancel to retain the device discovery profiles on Junos Space Platform.

Viewing a Device Discovery Profile | 63
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Exporting the Device Discovery Details As a CSV File

A job is triggered when you discover one or multiple devices by using a device discovery profile—either
manually using the Run Now option or through discovery scheduled when creating the device discovery
profile. You can export the results of the device discovery job from the Job Management page as a CSV
file. You can view the hostname, IP address, status, and description of the devices listed in the device
discovery job in the CSV file.

To export the device discovery job details as a CSV file:

1. On the Network Management Platform user interface, select Jobs > Job Management.
2. Double-click the device discovery job whose details you want to export as a CSV file.

3. Click Export as CSV.

You are prompted to save the file.
4. Click OK on the File Save dialog box to save the file to your local file system.

5. After you save the file, to return to the Job Management page, click the [X] icon on the Exporting
Discovery Job.
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Rapid Deployment Overview

The Junos Space Rapid Deployment solution enables you to model Juniper Networks devices quickly and
effectively from Junos Space Network Management Platform. Devices are modeled by using the Model
Devices workflow in the Devices workspace. When you add physical devices to your network, you can
activate the modeled devices and associate the physical devices to the modeled devices. If you are deploying
a ACX Series or SRX Series device, you can use the autoinstallation feature during deployment. For more
information, see “Zero Touch Deployment Using Autoinstallation and Junos Space Network Management
Platform on ACX Series and SRX Series Devices” on page 68.

Devices are either activated from Junos Space Platform (by using the Activate workflow) or by using the
configlets (also known as one-touch deployment) generated from the Create Modeled Instance workflow.
By default, configlets contain the minimum initial configuration (connection parameters) for modeled
devices to connect to Junos Space Platform. The minimum initial configuration includes the FQDN of
Junos Space, SSH secure key to access the device from Junos Space Platform, ID of the device, keep-alive
timer, WAN IP configuration: static or DHCP, and default gateway and DNS details.

If you associate the modeled instance with a device template and select to update a device template
manually, the configlet contains the configuration in the device template in addition to the minimum initial
configuration.

Following are the six steps that outline the Rapid Deployment solution in Junos Space Platform:

1. Create a modeled instance that defines the number of devices that will be added to the Junos Space
Platform database. You can assign a hostname, IP address, subnet mask, platform, and serial number
on a per-device basis. Refer to “Creating a Modeled Instance” on page 77 for more information.

2. Generate a configlet and Initiate a connection between Junos Space Platform in one of the following
ways:

e Copy the contents of the configlet generated by the modeled instance to the CLI console of the
device. When this initial configuration is committed on the device, the device connects to Junos
Space Platform.

e Connect the USB device containing the configlet to the device and reboot the device. The device
then connects to Junos Space Platform. Refer to “Activating Devices by Using Configlets” on page 89
for more information.

o Initiate the workflow to activate the modeled instance that contains the device. Refer to “Activating
a Modeled or Cloned Device in Junos Space Network Management Platform” on page 82 for more
information.

3. When the device boots up and connects to the WAN link, an IP address is assigned to the device
depending on the connection profile you assigned to the modeled instance containing the device.

4. The device connects to Junos Space Platform through an SSH session.



5. Junos Space Platform authenticates the device and optionally validates the serial number and hostname
of the device. The device is managed in Junos Space Platform only if the validation succeeds. If the
validation fails, the device is not managed in Junos Space Platform.

6. Junos Space Platform either upgrades or downgrades the Junos OS version of the device if you select
the Image Upgrade/Downgrade check box in the Model Devices workflow.

Junos Space Platform also pushes additional configuration settings through device templates if you
select the Template Association check box and choose to update the configuration automatically. If
you select a manual update of the device configuration, you must load the configlets to the device
through a USB device or an FTP server.
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Zero Touch Deployment Using Autoinstallation and Junos Space Network
Management Platform on ACX Series and SRX Series Devices
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Zero-Touch Deployment Using the Autoinstallation and Model and Activate Devices Features | 70

Zero-Touch Deployment Using the Autoinstallation Feature and the Configuration Server | 70

Zero-touch deployment means that you can deploy new Juniper Networks ACX Series and SRX Series
devices in your network automatically, without manual intervention. When you physically connect a device
to the network and boot it with a default factory configuration, the device attempts to upgrade the Junos
OS software automatically and autoinstall a configuration file from the network. Zero-touch deployment
of devices that are discovered to Junos Space Platform can be performed by using the built-in
autoinstallation feature in case of ACX Series routers or SRX Series devices or by using the Model and
Activate devices feature in Junos Space Platform.



Zero-touch deployment provides the following benefits:

e The device can be sent from the warehouse to the deployment site without any preconfiguration steps.

e The procedure required to deploy the device is simplified, resulting in reduced operational and
administrative costs.

e You can roll out large numbers of these devices in a very short time.

Autoinstallation provides automatic configuration for a new device that you connect to the network and
turn on, or for any existing device configured for autoinstallation. This autoinstallation mechanism allows
the new device to configure itself out-of-the-box with no manual intervention, using the configuration
available on the network, locally through USB storage media, or a combination of both. Autoinstallation
takes place automatically when you connect a device to the network and power on the device. The
autoinstallation feature enables you to deploy multiple devices from a central location in the network.

The autoinstallation process begins when a device is powered on and cannot locate a valid configuration
file in the CompactFlash card. Typically, a configuration file is unavailable when a device is powered on
for the first time, or if the configuration file is deleted from the CompactFlash card. For the autoinstallation
process to work, you must store one or more host-specific or default configuration files on a configuration
server in the network and have a service available—typically, Dynamic Host Configuration Protocol
(DHCP)—to assign an IP address to the device. To simplify the process, you can explicitly enable
autoinstallation on a device and specify a configuration server, an autoinstallation interface, and a protocol
for IP address acquisition.

The autoinstallation process operates in three modes:

o Network Mode—Autoinstallation triggers IP address acquisition mechanism (the device sends out Dynamic
Host Configuration Protocol [DHCP] or Reverse Address Resolution Protocol [RARP] requests on each
connected interface simultaneously) to obtain an IP address. After the device has an IP address, the
device sends a request to the specified configuration server and downloads and installs the configuration.

e USB mode—Autoinstallation obtains the required configuration from the configuration file saved in an
external USB storage device plugged into the device. The USB-based autoinstallation process overrides
the network-based autoinstallation process. If the device detects a USB storage device containing a valid
configuration file during autoinstallation, the device uses the configuration file on the USB storage device
instead of fetching the configuration from the network. For more information, refer to USB
Autoinstallation on ACX Series Routers.

e Hybrid mode—Autoinstallation obtains partial configuration from an external USB storage device and
uses that configuration to obtain the complete configuration file in network mode. This mode is a
combination of USB mode and Network mode.

For more information about the prerequisites for the autoinstallation and the autoinstallation process,
refer to the following topics:

o ACX Series router autoinstallation overview—ACX Series Autoinstallation Overview

e SRX Series device autoinstallation overview—SRX Series Autoinstallation Overview


https://www.juniper.net/documentation/en_US/junos12.3/topics/task/configuration/autoinstallation-acx-series-usb-autoinstallation.html
https://www.juniper.net/documentation/en_US/junos12.3/topics/task/configuration/autoinstallation-acx-series-usb-autoinstallation.html
https://www.juniper.net/documentation/en_US/junos12.3/topics/concept/autoinstallation-acx-series-overview.html
https://www.juniper.net/documentation/en_US/junos15.1/topics/concept/security-autoinstallation-overview.html

e Prerequisites for autoinstallation on an ACX Series router—Before You Begin Autoinstallation on an ACX
Series Router

o Autoinstallation on an SRX Series device—Configuring Autoinstallation on SRX Series Devices

NOTE: To make sure that you have the default factory configuration loaded on the device, issue
the request system zeroize command on the device that you want to deploy.

This topic contains the following sections:

Zero-Touch Deployment Using the Autoinstallation and Model and Activate Devices Features

For zero-touch deployment using the autoinstallation and the Model and Activate devices features, you
can create connection profiles and configlets from the Junos Space Platform Ul. The configlets should be
deployed on the devices in the network topology by using a USB storage device. You can modify the
configuration of a modeled device by using the Device Templates feature from the Junos Space Platform
Ul, before deploying the configlets to the device. You can use the Model and Activate devices feature to
install Junos OS software on different devices with minimal manual supervision.

The Model and Activate Devices feature comprises the following operations:

1. (Optional) Creating connection profiles (see “Creating a Connection Profile” on page 72)
2. Creating modeled instances (see “Creating a Modeled Instance” on page 77)

3. Performing configuration changes on a device (see “Modifying the Configuration on the Device” on
page 142)

4. Activating the model device (see “Activating a Modeled or Cloned Device in Junos Space Network
Management Platform” on page 82)

Zero-Touch Deployment Using the Autoinstallation Feature and the Configuration Server

You can use a configuration server with scripts, configuration files, and the DHCP feature enabled, and
the autoinstallation feature for zero-touch deployment. In this case, you need not use Junos Space Platform
to update the configuration and Junos OS software on the device. The device uses information that you
configure on a configuration server (DHCP server) to locate the necessary Junos OS software image and
configuration files on the network. If you do not configure the configuration server to provide this
information, the device boots with the preinstalled software and the default factory configuration.

Zero-touch deployment using autoinstallation comprises the following operations:


https://www.juniper.net/documentation/en_US/junos12.3/topics/concept/autoinstallation-acx-series-before-you-begin.html
https://www.juniper.net/documentation/en_US/junos12.3/topics/concept/autoinstallation-acx-series-before-you-begin.html
https://www.juniper.net/documentation/en_US/junos15.1/topics/example/security-autoinstallation-configuring.html

1. (Optional) Creating connection profiles (see “Creating a Connection Profile” on page 72)

2. Creating modeled instances (see “Creating a Modeled Instance” on page 77 and “Activating a Modeled
or Cloned Device in Junos Space Network Management Platform” on page 82)

3. Downloading configlets (see “Viewing and Copying Configlet Data” on page 88 and “Downloading a
Configlet” on page 86)

4. Deploying configlets on devices at the network site (see “Activating Devices by Using Configlets” on
page 89)
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Model Devices Overview

With the Model Devices feature, you can add multiple devices, specify connectivity parameters, upgrade
schema-based configuration on the devices, and upgrade or downgrade the Junos OS version on the
devices through a single workflow. This workflow creates a modeled instance and adds the devices to
Junos Space Network Management Platform. Devices added using this workflow are known as modeled
devices. You then activate these devices by initiating a connection from Junos Space or the device, or by
manually copying the configlets to the devices and allowing the devices to connect back to Junos Space
Platform. When the activation is complete, the devices can be managed from Junos Space Platform. You
can also activate the devices when creating the modeled instance, using the Activate Now option. This
option is available only for activation using a device initiated connection and the device is assigned the
Waiting for deployment state on the Device Management table. If you choose to activate the device later,
the device is assigned the Modeled state on the Device Management page.

Using the Model Devices feature, you can create a connection profile to specify a set of connectivity
parameters of a device. A connection profile specifies the details of the device interface on which the IP
address is configured, the NAT configuration details for Junos Space Platform, and the details of the
protocol used to assign IP addresses to the devices. You can create a modeled instance using this connection
profile. Devices created using this modeled instance use the common connectivity parameters specified
in the connection profile. You can model devices both in the IPv4 and IPvé formats.



A modeled instance is a set of modeled devices that share the same connection profile. A modeled instance
defines the device family for which the configlets are applicable, the Junos OS version that the device will
be upgraded or downgraded to, if needed, and the device template containing the common configuration
that you want to push to the devices when they are discovered in Junos Space Platform.

You can activate the modeled devices immediately after they are added to Junos Space Platform. Use a
Junos Space-initiated connection or device-initiated connection to connect to and activate these devices.
If you use a device-initiated connection, you need to specify the credentials to manage the device in Junos
Space Platform after the device connects to Junos Space Platform. If you use a Junos Space-initiated
connection to activate the device, you need to specify the hostname or IP address details and user
credentials for Junos Space Platform to initiate the connection to the device. You can also specify a different
set of user credentials to connect to the device than the one used to manage the device on Junos Space
Platform. You can choose whether to update the configuration on the device automatically during the
activation or manually.
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Creating a Connection Profile

You use a connection profile to specify connectivity-related parameters for devices added to Junos Space
Network Management Platform using the Modeling devices feature. A connection profile contains device
interface details, and the protocol used to assign IP addresses to devices. If you choose to use a NAT server
between managed devices and Junos Space Platform, the connection profile uses the NAT configuration
configured in the Administration workspace. You create connection profiles from the Connection Profiles
page in the Devices workspace.

To create a connection profile:

1. On the Network Management Platform user interface, select Devices > Model Devices > Connection
Profiles.

The Connection Profiles page is displayed.

2. Click the Create Connection Profile icon on the Actions menu.

The Create Connection Profile page is displayed.



. In the Name field, enter a name for the new connection profile.

The connection profile name cannot exceed 255 characters and can contain letters, numbers, spaces,
and special characters. The special characters allowed are period (.), hyphen (-), and underscore (_). The
connection profile name cannot start with letters or numbers and cannot contain leading or trailing
spaces.

. (Optional) In the Description field, enter a description for the new connection profile.

The description cannot exceed 256 characters.

. Select the type of device interface on which you want to configure the IP address: Ethernet, ADSL, or
T1.

By default, the Ethernet option button is selected.

. (Optional) In the Interface field, enter the appropriate device interface number.

The default Ethernet interface number is ge-0/0/0. The default ADSL interface number is at-1/0/0.

. Select the format of the IP address for the devices to be modeled using this connection profile. By
default, the IPv4 option button is selected.

o If you want to model devices by using an IPvé address, select the IPv6 option button.

NOTE: The contents of the configlet generated differ based on the format of the IP address.

. (Optional) Select the NAT'd IP Address for Junos Space check box to use the NAT configuration
specified in the Administration workspace.

By default, this check box is cleared. If you are not using a NAT server or have disabled or not enabled
the NAT configuration, this field is dimmed.

NOTE: You need to configure the NAT server with the same format of the IP address that
you chose to model devices by using this connection profile.

Refer to http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml
for the list of restricted IPv4 addresses and
http://www.iana.org/assignments/ipvé-address-space/ipvé-address-space.xhtml for the list
of restricted IPvé6 addresses.


http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml
http://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xhtml

9. (Optional) From the IP Assignment via drop-down list, select how the IP address is assigned to the
devices. By default, DHCP is selected. The options presented hereafter depend on the type of device
interface on which you configure the IP address and how the IP address is assigned to the devices.

You can assign IP addresses by using the following options for Ethernet and T1 interface:
e Manually (Static)
¢ Dynamic Host Configuration Protocol (DHCP)

¢ Point-to-Point Protocol over Ethernet (PPPoE)

You can assign IP addresses by using the following options for the ADSL interface:
e Manually (Static)

e Dynamic Host Configuration Protocol (DHCP)

¢ Point-to-Point Protocol over ATM (PPPoA)

If you want to assign an IP address to the device manually:

¢ Select Static from the IP Assignment via drop-down list

If you select Static, you should enter the IP addresses of the devices manually when you create a
modeled instance.

If you select DHCP from the drop-down list:

a. From the Attempts selector, use the up and down arrows to specify the maximum number of
attempts that the DHCP server will make to reconfigure the DHCP clients before the reconfiguration
is considered to have failed.

The default value is 4 attempts.

b. From the Interval selector, use the up and down arrows to specify the initial value in seconds
between successive attempts to reconfigure the DHCP clients.

The default value is 4 seconds.

c. (Optional) Select the DHCP Server Address check box to configure the properties of the DHCP
server.

d. Inthe IP Address field, enter the IP address of the DHCP server.

NOTE: You can enter the IP address in either IPv4 or IPvé format.

e. If you want the DHCP clients to propagate the TCP/IP settings to the DHCP server, select the
Update Server check box.

f. Select one of the option buttons in the Lease Time section: Default Value, Lease Never Expires, or
Lease time. By default, the Default Value option button is selected.



This option specifies the time taken by the DHCP server to negotiate and exchange DHCP messages
with the DHCP clients.

e If you want the DHCP server to negotiate and exchange DHCP messages with the DHCP clients,
select the Default Value option button.

o If you want the DHCP server to assign permanent IP addresses, select the Lease Never Expires
option button.

o If you want to specify a time interval after which the lease expires, select the Lease Time option
button and use the up and down arrows in the Interval selector to specify the time interval.

The default value is 4 seconds.

If you select PPPoE from the drop-down list:

a.

From the Authentication Type drop-down list, select the type of authentication.

Junos Space Network Management Platform supports Challenge Handshake Authentication Protocol
(CHAP) and Password Authentication Protocol (PAP) for authentication.

In the Username field, enter the username for PPPoE authentication using CHAP.

In the Password field, enter the password for PPPoE authentication using CHAP.

In the Confirm Password field, reenter the password for PPPoE authentication using CHAP.
In the Access Profile Username field, enter the username for PPPoE authentication.

This field is not mandatory for PAP authentication.

In the Access Profile Password field, enter the password for PPPoE authentication.

This field is not mandatory for PAP authentication.

In the Access Profile Confirm Password field, reenter the password for PPPoE authentication.
This field is not mandatory for PAP authentication.

(Optional) In the Concentrator Name field, enter the name of the concentrator.

(Optional) In the Service Name field, enter the name of the service you are using.

In the Auto Connect time Interval field, use the up and down arrows to specify the time interval in
seconds for connecting automatically. The default value is 1 second.

In the Ideal time before disconnect field, use the up and down arrows to specify the time interval
in seconds before disconnecting. The default value is 1 second.



If you select PPPoA from the drop-down list:

a. From the Authentication Type drop-down list, select the type of authentication.

Junos Space Network Management Platform supports Challenge Handshake Authentication Protocol
(CHAP) and Password Authentication Protocol (PAP) for authentication.

b. In the Username field, enter the username for PPPoE authentication using CHAP.
c. Inthe Password field, enter the password for PPPoE authentication using CHAP.
d. Inthe Confirm Password field, reenter the password for PPPoE authentication using CHAP.
e. In the Access Profile Username field, enter the username for PPPoE authentication.
This field is not mandatory for PAP authentication.
f. In the Access Profile Password field, enter the password for PPPoE authentication.
This field is not mandatory for PAP authentication.
g. Inthe Access Profile Confirm Password field, reenter the password for PPPoE authentication.
This field is not mandatory for PAP authentication.

h. In the VPI field, use the up and down arrows to specify the Virtual Private Identifier (VPI) for the
DSL network of your service provider. The range is 1 to 6000. The default value is 1.

i. Inthe VCI field, use the up and down arrows to specify the Virtual Channel Identifier (VCI) for the
DSL network of your service provider. The range is 1 to 6000. The default value is 1.

j.  From the Encapsulation Type drop-down list, select the type of encapsulation: atm-ppp-vc-mux or
atm-ppp-llc. atm-ppp-vc-mux provides PPP over ATM AALS5 multiplex encapsulation and atm-ppp-lic
provides PPP over AAL5 LLC encapsulation.

10.Click Create.

The connection profile is created.
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Creating a Modeled Instance

You create a modeled instance when you want to quickly add multiple devices to Junos Space Network
Management Platform using a common set of connectivity parameters. You add a modeled instance from
the Devices workspace.

To create a modeled instance:

1.

On the Junos Space Network Management Platform user interface, select Devices > Model Devices.

The Model Devices page is displayed.

Click the Create Modeled Instance icon on the toolbar.

The Create Modeled Instance page is displayed.

From the Device Type drop-down list, select the type of device.

In the Name field, enter a name for the modeled instance.

The modeled instance name should start and end with letters or numbers and cannot exceed 255
characters. The hyphen (-) and underscore (_) are the only special characters allowed. Leading and
trailing spaces are not allowed.

In the Description field, enter a description of the modeled instance.

In the Tag field, enter a tag for the modeled instance and the modeled devices created in this modeled
instance.

For Discovery Type, select Add Manually or Upload CSV to provide the details of the devices to be
modeled.

o If you want to provide the details of the devices manually, select the Add Manually option button.

a. Inthe Number of Devices field, use the up and down arrows to specify the number of devices to
be modeled using the modeled instance.

The default value is 1.

b. From the Platform drop-down list, select the platform for the devices.

o If you want to provide the details of the devices through a CSV file, select the Upload CSV option
button.



a. (Optional) Click the View Sample CSV link to download a sample CSV file.

You need to retain the format of the CSV file for the devices to be modeled successfully. You
need to enter the name of the devices and the platform of the devices in the CSV file.

NOTE: You need to retain the file format as .csv to successfully upload the details of
the devices to Junos Space Network Management Platform.

b. Click the Select a CSV To Upload link to upload a CSV file.
The Select CSV File pop-up window is displayed.
c. Click the Browse button to look for the file on your computer.

d. Click Upload to upload the CSV file to Junos Space Network Management Platform.

8. Select the the SNMP Settings check box and then, select either V1/V2C or V3 to specify the version
of SNMP to gather information from devices.

By default, V1/V2C is selected.
If you select V1/V2C:

e Enter the SNMP community string in the Community field.

By default, the public string is selected.

If you select V3:

a. Inthe User Name field, enter the username.

The username can contain a maximum of 32 alphanumeric characters including spaces and symbols.

b. From the Authentication type drop-down list, select the algorithm used for authentication. The
options available are MD5, SHA1, or None.

c. If you selected MD5 or SHA1, enter the password in the Authentication password field.
If you select None, this field is disabled.

The following fields are displayed only if you choose an authentication algorithm.

i. (Optional) From the Privacy Type drop-down list, select the algorithm used for encryption. The
options available are AES 128, AES 192, AES 256, DES, or None.

ii. (Optional) If you selected AES 128, AES 192, AES 256, or DES, enter the password in the Privacy
password field.



If you select None, this field is disabled.

9. (Optional) Push the initial configuration to the devices after the devices are discovered on Junos Space
Network Management Platform.

a. Select the Template Association check box.

b. From the Device Template drop-down list, select the appropriate device template that contains the
configuration that you want to send to the devices.

NOTE: The Device Template drop-down list does not list Quick templates with variables.

10. (Optional) Upgrade or downgrade to a common Junos OS version on all devices added using the modeled

instance.

a. Select the Image Upgrade/Downgrade check box.

b. From the Device Image drop-down list, select the device image that contains the Junos OS version
to which you want to upgrade or downgrade the devices.

11. Activate the devices immediately or later.

NOTE: Junos Space Platform assigns the Waiting for Deployment state when devices are
modeled using the Activate Now option and assigns the Modeled state when devices are
modeled without the Activate Now option. You can activate devices using the Activate Now
option only by using the device-initiated connection process.

To activate the devices immediately, select the Activate Now check box. This check box is selected
by default.

Enter the following data related to the activation of these devices:

In the Username field, enter the username used to manage to the device.

The username can contain two through 64 alphanumeric characters. The special characters
allowed are hyphen (-) and underscore (_). The username must start with a nonhyphen character.

i. (Optional) Select the Key Based Authentication check box to use RSA keys for authentication.

By default, this check box is not selected.

In the Password field, enter the password used to manage the device.

The maximum length is 20 characters, the minimum length is six characters, and all characters
are allowed.



iv. In the Confirm Password field, reenter the password.

v. (Optional) Select the Serial Number Validation check box to authenticate the device by using
the serial number of the device.

By default, this check box is not selected.

vi. (Optional) Select the Host Name Validation check box to authenticate the device by using the
hostname.

By default, this check box is not selected.

vii. (Optional) From the Connection Profile drop-down list, select a connection profile that specifies

the connectivity parameters that you want to use for this modeled instance.

viii. (Optional) If you have not created a connection profile or want to create a new connection profile
for this modeled instance, click the Create button next to the Connection Profile drop-down list.

The Connection Profile pop-up window is displayed. For more information about creating a
connection profile, see “Creating a Connection Profile” on page 72.

ix. Select whether you want to automatically push the device template configuration to the device
from Junos Space Platform immediately or manually later. The Configuration Update options
are Automatic and Manual.

These options are disabled by default. They are active only if you have chosen the Template
Association option earlier.

o If you choose Automatic, the configuration is deployed to the device when the device is
discovered to Junos Space Network Management Platform.

This option is enabled by default.

o If you choose Manual, you must load the complete configlet (i.e., you must download the
configlet from Device Management ILP), which includes the device template configuration,
through a USB device, SFTP server, or FTP server.

To discover the device to Junos Space Network Management Platform, you must download the
configlet (with only the connection parameters or the complete configlet with the connection
parameters and the device template configuration), copy the configlet to a USB drive, connect the
USB drive to the device, and reboot the device.

The device connects to Junos Space Network Management Platform and is discovered to the Junos
Space Network Management Platform database during the initial discovery process. For more



information about activating devices using configlets, see “Activating Devices by Using Configlets”
on page 89.

e To activate the devices later, clear the Activate Now check box.
NOTE: If you clear the Activate Now check box and choose to activate the device later, use

the Activate Modeled Device workflow from the Device Management page to activate the
device.

12. Click Next

This page displays the devices that are to be modeled. By default, the devices are given the name you
provided for the modeled instance appended with “_#,” where # is a number. The devices are numbered
from 1 through the value you specified for the number of devices in this modeled instance.

If you selected a static connection profile, enter the static IP address and gateway details on a per-device
basis.

13. (Optional) Modify the default hostname, platform, IP address, and gateway details on a per-device

basis.

14. Click Finish.

The modeled instance is created. You are redirected to the Model Devices page.

You can view the modeled devices that you created on the Device Management page.

NOTE: To view the details of the modeled instance, select the modeled instance and select View
Modeled Instance from the Actions menu.
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Activating a Modeled or Cloned Device in Junos Space Network
Management Platform

You activate a modeled device to manage the device in Junos Space Network Management Platform. The
devices you activate through this workflow are ones that were created without selecting the Activate Now
option. You can also use this workflow to activate a cloned device (created using the Clone Device
workflow).

NOTE: If you associated a device template to the modeled instance when creating the modeled
instance, you must approve the device template configuration on the device by using the
Review/Deploy Configuration workflow. The Activate Modeled Device task is disabled if you
do not approve the device template configuration. For more information about reviewing and
deploying the configuration to a device, see “Reviewing and Deploying the Device Configuration”
on page 147.

Ensure that the Enable approval workflow for configuration deployment check box on the
Modify Application Settings page is selected to enable you to approve the configuration in the
device template to the device. You cannot validate the configuration on a modeled device before
deploying the configuration.

You can activate modeled devices by using the following methods:

e Junos Space-initiated connection - For this method, you need to specify the IP address and credentials
of the device to connect to a device. If the Junos Space server can access the device, the device is
discovered on Junos Space Platform.

If you choose to deploy the configuration in the device template by using the Automatic or Manual
option through a Junos Space-initiated connection, the device template is deployed to the device after
the device is discovered to Junos Space Platform.

e Device-initiated connection - Use this method if the Junos Space server cannot access the device. This
method involves copying the configlets from Junos Space Platform to the device. The device stays in
the Waiting for Deployment state until the configlets are copied to the device. Then the device connects
to and is discovered on Junos Space Platform during the initial discovery process.

If you choose to deploy the configuration in the device template by using the Automatic option through
a device-initiated connection, you must download the connection configlet from the Download Configlet
page, copy the configlet to a USB drive, connect the USB drive to the device, and reboot the device.
The device template is deployed to the device after the device is discovered to Junos Space Platform.

If you choose to deploy the configuration in the device template by using the Manual option through a
device-initiated connection, you must download the complete configlet (with the connection parameters
and the device template configuration) from the Download Configlet page, copy the configlet to a USB



drive, connect the USB drive to the device, and reboot the device. The device template configuration is
committed to the device when the device reboots.

NOTE: The Download Configlet link is not available in the job details of a Junos Space-initiated

connection.

To activate a modeled or cloned device in Junos Space Platform:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page that appears displays a list of devices that exist in the Junos Space
Platform database.

2. Right-click the modeled or cloned device and select Device Operations > Activate Modeled Device.

The Activate Modeled Device page is displayed.

3. Select whether you want to connect the device to Junos Space Platform by using a Junos Space-initiated

connection or a device-initiated connection.

By default, the Space initiated option button is selected.

e To connect the device by using a device-initiated connection:

a.

Select the Device Initiated option button.
The fields related to the device-initiated connection are displayed.

(Optional) From the Connection Profile drop-down list, select a connection profile that specifies
the connectivity parameters that you want to use for this device.

(Optional) If you have not created a connection profile or want to create a new connection profile
for this device, click the Create button next to the Connection Profile drop-down list.

The Connection Profile pop-up window is displayed. For more information about creating a
connection profile, see “Creating a Connection Profile” on page 72.

In the Username field, enter the username used to manage the device.

The username can contain 2 through 64 alphanumeric characters. The special characters allowed
are hyphen (-) and underscore (_). The username must start with a nonhyphen character.

(Optional) Select the Key Based Authentication check box to use RSA keys for authentication.
By default, this check box is not selected.

In the Password field, enter the password.



The maximum length is 20 characters, the minimum length is 6 characters, and all characters are
allowed.

In the Confirm Password field, reenter the password used to manage the device.

(Optional) Select the Serial Number Validation check box to authenticate the device by using the
serial number of the device.

By default, this check box is not selected.

If you select the Serial Number Validation check box, in the Serial Number field, enter the serial
number of the device.

Select whether you want to deploy the initial configuration to the device during the initial
connection to Junos Space Platform, or manually after the device is added. The Device
Configuration Update options are Automatic and Manual.

« If you choose Automatic, the configuration is deployed to the device when the device is
discovered to Junos Space Platform.

This option is enabled by default.

o If you choose Manual, you must load the complete configlet, which includes the updated device
configuration, through a USB device, SFTP server, or FTP server.

e To connect the device to Junos Space Platform by using a Junos Space-initiated connection:

a.

C.

d.

Select the Space Initiated option button.
The fields related to Junos Space-initiated connection are displayed.

Select whether you want to specify a hostname or IP address for the device by using the Toggle
IP Address/HostName check box.

By default, this check box is not selected and you can specify the IP address in the next field. If
you select this check box, you can enter the hostname in the next field.

In the IP Address or Hosthame field, enter the IP address or hostname of the device.

NOTE: You can enter the IP address in either IPv4 or IPvé6 format. Refer to
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml for
the list of restricted IPv4 addresses and
http://www.iana.org/assignments/ipvé6-address-space/ipvé-address-space.xhtml for
the list of restricted IPvé addresses.

In the Username field, enter the username used to manage the device.

The username can contain 2 through 64 alphanumeric characters. The special characters allowed
are hyphen (-) and underscore (_). The username must start with a nonhyphen character.


http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml
http://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xhtml

. (Optional) Select the Key Based Authentication check box to use RSA keys for authentication.
By default, this check box is not selected.
In the Password field, enter the password used to manage the device.

The maximum length is 20 characters, the minimum length is 6 characters, and all characters are
allowed.

. In the Confirm Password field, reenter the password.

. To authorize a different user on the device during the activation process, select the Authorize
user on different device check box.

By default, this check box is not selected. If you select this check box:
¢ In the Username field, enter the username used to manage the device.

The username can contain 2 through 64 alphanumeric characters. The special characters allowed
are hyphen (-) and underscore (_). The username must start with a nonhyphen character.

o Select the Key Based Authentication check box to use RSA keys for authentication.
By default, this check box is not selected.
o In the Password field, enter the password used to manage the device.

The maximum length is 20 characters, the minimum length is 6 characters, and all characters
are allowed.

¢ In the Confirm Password field, reenter the password.

NOTE: If the user does not exist on the device, a new user is created with these
credentials.

Select the Serial Number Validation check box if you want to authenticate the device by using
the serial number of the device.

By default, this check box is not selected.

(Optional) The Serial Number field is displayed if you select the Serial Number Validation check
box.

If you select the Serial Number Validation check box, in the Serial Number field, enter the serial
number of the device.

Select whether you want to deploy the initial configuration to the device during the initial
connection to Junos Space Platform, or manually after the device is added to Junos Space Platform.
The Device Configuration Update options are Automatic and Manual.

« If you choose Automatic, the configuration is deployed to the device when the device is
discovered to Junos Space Platform.



This option is enabled by default.

e If you choose Manual, you must load the complete configlet, which includes the updated device
configuration, through a USB device, SFTP server, or FTP server.

4. Click Activate.

A job is triggered. If you activated the device through a Junos Space-initiated connection, the job
triggered does not contain the Download Configlet link. If the job succeeds, the device is flagged with
either the Out of Sync or In Sync status on the Device Management page.

If you activated the device through a device-initiated connection, the job triggered displays the Download
Configlet link. The configlet is available on the Job Management page and the contents of the configlet
vary depending on whether you selected the Automatic or Manual option to update the device template
configuration. If the job succeeds, the device is flagged with the In Sync status on the Device
Management page.
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Downloading a Configlet

You download a configlet to save a copy of the configlet on your local computer and connect devices to
Junos Space Platform. You can download a configlet in XML, CLI, and curly braces formats. You download
a configlet from the Devices workspace. Ensure that you temporarily disable the pop-blocker on your
browser to be able to download the configlet file on your local computer.

This task is disabled if the modeled device is in the In Sync or Modeled state on the Device Management
page.

NOTE: If you created a modeled device without using the Activate Now option when creating
the modeled instance, you can download the configlet only from the Device Management page.
To download the configlet from the Device Management page, select the modeled device and
select Device Operations > View/Download Configlet from the Actions menu.



To download a configlet from the Model Devices page:

1. On the Network Management Platform user interface, select Devices > Model Devices.

The Model Devices page is displayed.

2. Select the modeled instance whose configlet you want to download and select Download Configlet
from the Actions menu.

The Download Configlet page is displayed.

3. From the Configlet Type drop-down list, select the format of the configlet you want to download.

You can download the configlet in CLI, XML, and curly braces formats.

4. Select whether you want to encrypt the configlet file by selecting the appropriate option button in the
Encryption area.

Junos Space Network Management Platform supports encrypting configlets in the AES format.
e To use plain-text, select the Plain Text option button.

e To use AES encryption, select the AES option button and enter the encryption key in the Encryption
Key field.

The encryption key must be 16 characters long and can contain letters, numbers, spaces, and special
characters.

5. Select how you want to save or copy the configlet file by choosing the appropriate option button in
the Save area.

o If you select the None option button, the configlet file is saved on your local computer.

o If you select the SFTP option button, specify the user ID, password, SFTP server IP address, and the
file path where you want to save the configlet file on the SFTP server.

o If you select the FTP option button, specify the user ID, password, FTP server IP address, and the
file path where you want to save the configlet file on the FTP server.

6. Click Download.

7. Save the Configlets.zip file to your local computer if you want to save it locally.

NOTE: To connect and activate a modeled device from Junos Space Platform, download the
configlet in any format, connect a USB device containing the configlet to the device, and reboot
the device. The device then connects to Junos Space Platform. For more information, see
“Activating Devices by Using Configlets” on page 89.
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Viewing and Copying Configlet Data

You can view configlet data for the modeled instance that you created. You can also copy the configlet
data to a text editor for further modifications.

This task is disabled if the modeled device is in the Managed state on the Device Management page or
for a modeled device that is activated using a Junos Space-initiated connection.

NOTE: If you created a modeled device without using the Activate Now option when creating
the modeled instance, you can download the configlet only from the Device Management page.
To view the configlet from the Device Management page, select the modeled device and select
Device Operations > View/Download Configlet from the Actions menu.

To view and copy configlet data:

1. From the Junos Space Network Management Platform user interface, select Devices > Model Devices.

The Model Devices page is displayed.

2. Select the modeled instance whose configlet data you want to view and copy, and select View Configlet
from the Actions menu.

The View Configlet page is displayed. You can view the name of the modeled instance, number of
devices that are part of this modeled instance, and configlet data.

3. From the Configlet Format drop-down list, select the format in which you want to view the configlet
data.

The options available are CLI, XML, and curly braces. By default CLI is selected.

NOTE: If you activate a modeled device by using the Activate Now option when creating a
modeled instance, you can download the configlet in CLI, XML, and curly brace formats.



4. Copy the configlet data from the Configlet Content field to a Notepad or any other text editor.

If you select to update the configuration in the device template manually, the Configlet Content area
displays the configlet containing the connection parameters and the configuration in the device template.

You can modify this configlet as needed and copy the modified data in the configlet to a device’s CLI
console. The device then connects to Junos Space Platform.

5. Click Close.

You are redirected to the Model Devices page.
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You can activate a modeled device by connecting a USB device containing the configlet generated from
the appropriate modeled instance created in Junos Space Network Management Platform. The device
then connects to Junos Space Platform through a device-initiated connection. Refer to“Activating a Modeled
or Cloned Device in Junos Space Network Management Platform” on page 82 for more information.



You can generate a single configlet (per device) or a bulk configlet (one configlet to activate multiple
devices).

e Junos Space Platform generates a single configlet if you choose a static connection profile or enable
hostname validation and are using a DHCP connection profile.

e Junos Space Platform generates a bulk configlet if you do not select a connection profile or if you select
a DHCP connection profile without hostname validation.

NOTE: If you assigned a device template and selected to deploy the configuration in the device
template manually, the configlet contains the connection parameters and the configuration in
the device template.

By default, the configlet is downloaded as a .ZIP file in XML, CLI, or curly braces format. You must unzip
the .ZIP file and copy the configlet to the USB device before using the configlet to activate devices.

The following tasks help you to activate modeled devices by using single or bulk configlets:

Activating a Device by Using a Plain-text Single Configlet

A plain text single configlet can be used to activate one device without an encryption key.
To activate a device by using a plain-text single configlet:

1. Copy the plain-text configlet to a USB device.

2. Plug the USB device to the USB port on the device.

3. Power on the device or reboot the device if the device was already powered on.

The configuration in the plain-text single configlet is committed on the device. The device then connects
to Junos Space Platform.

Activating a Device by Using an AES-encrypted Single Configlet

An AES-encrypted single configlet can be used to activate one device with an the encryption key.
To activate a device by using an AES-encrypted single configlet:

1. Copy the AES-encrypted configlet to a USB device.

2. Create a text file Key.txt containing a 16-digit encryption key on the USB device.



3. Plug the USB device to the USB port on the device.

4. Power on the device or reboot the device if the device was already powered on.

If you did not create the Key.txt file on the USB device, you are prompted to enter the 16-digit
encryption key.

e Enter the 16-digit encryption key.

The configuration in the AES-encrypted single configlet is committed on the device. The device then
connects to Junos Space Platform.

Activating a Device by Using a Plain-text Bulk Configlet

A plain-text bulk configlet can be used to activate multiple devices without an encryption key.
To activate devices by using a plain-text bulk configlet:

1. Copy the plain-text bulk configlet to a USB device.

2. Create a text file Hostname.txt containing the hostnames of all devices that should be activated by
this configlet, on the USB device.

3. Plug the USB device to the USB port on the device.

4. Power on the device or reboot the device if the device was already powered on.

The configuration in the plain-text bulk configlet is committed on the device. The device then connects
to Junos Space Platform.

NOTE: Repeat steps 1 through 4 to activate other devices using the same configlet.

Activating a Device by Using an AES-encrypted Bulk Configlet

An AES-encrypted bulk configlet can be used to activate multiple devices with an encryption key.
To activate devices by using an AES-encrypted bulk configlet:

1. Copy the AES-encrypted bulk configlet to a USB device.

2. Create a text file Key.txt containing a 16-digit encryption key on the USB device.



3. Create a text file Hostname.txt containing the hostnames of all devices that should be activated by
this configlet, on the USB device.

4. Plug the USB device to the USB port on the device.

5. Power on the device or reboot the device if the device was already powered on.

If you did not create the Key.txt file on the USB device, you are prompted to enter the 16-digit
encryption key.

o Enter the 16-digit encryption key.

The configuration in the AES-encrypted bulk configlet is committed on the device. The device then connects
to Junos Space Platform.

NOTE: Repeat steps 1 through 4 to activate other devices by using the same configlet.
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Viewing a Modeled Instance

You view a modeled instance when you need to view the details of a modeled instance.
To view a modeled instance:

1. On the Network Management Platform user interface, select Devices > Model Devices.

The Modeled Devices page that appears displays the modeled instances.

2. Select the modeled instance you want to view and select the View Modeled Instance icon from the
Actions bar.

The View Modeled Instance dialog box is displayed.



Table 9 on page 93 lists the details of the modeled instance displayed in the View Modeled Instance

dialog box.

Table 9: View Modeled Instance Dialog Box Details

Field

Name

Description

Device Family

Connection Profile

Type

Device Count

Description Displayed In

Name of the modeled instance Model Devices page

View Modeled Instance dialog box

Description of the modeled instance Model Devices page

View Modeled Instance dialog box

Device family used for the modeled Model Devices page

instance
View Modeled Instance dialog box

Type of connection profile used for the Model Devices page

modeled instance
View Modeled Instance dialog box

Number of devices in the modeled Model Devices page

instance
View Modeled Instance dialog box

Table 10 on page 93 lists the details of the devices included in the modeled instance.

Table 10: Details of Devices Included in the Modeled Instance

Field

Device Name

Platform

OS version

Serial Number

Static IP

Description

Name of the modeled device

Platform of the modeled device

Junos OS version that is upgraded or downgraded on the modeled device

Serial number of the actual physical device

Static IP address used during rapid deployment. A hyphen ‘-‘is displayed if DHCP
or PPPoE is used to assign IP addresses.

3. Click Close to close the View Modeled Instance dialog box.
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Adding More Devices to an Existing Modeled Instance

You add more devices to an existing modeled instance if you want to add devices using the existing
parameters of the modeled instance. You can perform this task from the Devices workspace.

To add more devices to a modeled instance:

1. On the Network Management Platform user interface, select Devices > Model Devices.

The Model Devices page is displayed.

2. Select the modeled instance to which you want to add more devices and select Add More Devices
from the Actions menu.

The Add More Devices page is displayed. You can view the name of the modeled instance, the device
family of the modeled instance, the device template associated with the modeled instance, the device
image associated with the modeled instance, and the number of devices that are already part of the
modeled instance.

3. (Optional) In the Apply Tag field, enter a tag that you want to assign to this modeled instance.

4. In the Number of Devices to add field, use the up and down arrows to specify the number of devices
that you want to add to this modeled instance.

The default value is zero.

The page is populated with as many rows as the number of devices that you specify in the Number of
Devices field. The Hostname, Platform, and OS version columns are populated with default values. You
can modify the default hostname, and the platform of the device. If you have selected the Serial Number
Validation check box in the modeled instance, you need to enter the serial number of the device.

o If you want to modify the hostname for a device, double-click the hostname of the corresponding
device and enter the new hostname

o If you want to modify the platform for the device, select the appropriate platform for corresponding
device from the drop-down list.



o Click Update.
5. Click Add.

The devices are added to the modeled instance.
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Viewing the Status of Modeled Devices

You view the status of the devices you added using a modeled instance to view the connection status and
managed status of the devices. You can view the status of the devices you added using a modeled instance,
from the Devices workspace.

To view the status of the modeled devices added using a modeled instance:

1. On the Network Management Platform user interface, select Devices > Model Devices.

The Model Devices page is displayed.

2. Select the modeled instance and select View Modeled Device Status from the Actions menu.

The View Modeled Device Status page is displayed. This page displays the name of the devices, Junos
OS version on the devices, device family, platform of the devices, IP address of the devices, whether
the device is connected to Junos Space Network Management Platform, the managed status of the
devices, and the serial number of the devices.

3. Click Back to return to the Model Devices page.
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Deleting Modeled Instances

You delete modeled instances when you no longer need them to add devices to Junos Space Network

Management Platform. You can delete modeled instances from the Devices workspace.

To delete modeled instances:

1.

On the Network Management Platform user interface, select Devices > Model Devices.

The Model Devices page is displayed.

. Select the modeled instances you want to delete and select Delete Modeled Instances from the Actions

menu.

The Delete Modeled Instances pop-up window is displayed.

Click Delete.

The modeled instances are deleted.
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Viewing a Connection Profile

You view a connection profile when you need to view the details of the connection profile.

To view a connection profile:

1.

On the Network Management Platform user interface, select Devices > Model Devices > Connection
Profiles.

The Connection Profiles page that appears displays the connection profiles.



2. Select the connection profile you want to view and select the View Connection Profile icon from the

Actions bar.

The View Connection Profile dialog box is displayed.

Table 11 on page 97 lists the details of the connection profile displayed in the View Connection Profile

dialog box.

Table 11: View Connection Profile Dialog Box Details

Field or Area

Name

Description

Interface

IP Address Type

NAT area

Connection Settings
area

Description

Name of the connection profile

Description of the connection profile

Interface of the device on which the IP address will be
configured

Format of the IP address: IPv4 or IPvé

IP address of the NAT server and the port used for
network address translation

How the IP address is assigned to the device DHCP,
Static, or PPPoE and the fields related to the type of
connection used to assign the IP address

For example, a DHCP-based connection profile displays
fields such as Retransmission Attempts, Retransmission
Interval, Server Address, and so on.

3. Click Close to close the View Connection Profile dialog box.
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Displayed In

Connection Profiles page

View Connection Profile dialog box

Connection Profiles page

View Connection Profile dialog box

View Connection Profile dialog box

View Connection Profile dialog box

View Connection Profile dialog box

View Connection Profile dialog box



Cloning a Connection Profile

You clone a connection profile when you want to quickly create a copy of an existing connection profile
and modify its parameters including the name of the connection profile. You can clone a connection profile
from the Devices workspace.

To clone a connection profile:

1. On the Network Management Platform user interface, select Devices > Model Devices > Connection
Profiles.

The Connection Profiles page is displayed.

2. Select the connection profile you want to clone and select Clone Connection Profile from the Actions
menu.

The Clone Connection Profile page is displayed.

3. Moadify the parameters of the connection profile. You can modify all the parameters including the name
of the connection profile.

4. Click Clone.

A new connection profile is created.
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Modifying a Connection Profile

You modify a connection profile to change some of the connectivity-related parameters of devices such
as device interface details, the NAT configuration details for Junos Space, the protocol used to assign IP
addresses to devices. You can modify connection profiles from the Connection Profiles page in the Devices
workspace.

To modify a connection profile:

1. On the Network Management Platform user interface, select Devices > Model Devices > Connection
Profiles.



The Connection Profiles page is displayed.

2. Select the connection profile you want to modify and click the Modify Connection Profile icon on the
Actions menu.

The Modify Connection Profile page is displayed. You can modify all the fields on this page except the
Name field.

3. Click Modify.

The connection profile is modified..
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Deleting Connection Profiles

You delete a connection profile when you no longer need it to create modeled instances. You can delete
connection profiles from the Devices workspace.

To delete connection profiles:

1. On the Network Management Platform user interface, select Devices > Model Devices > Connection
Profiles.

The Connection Profiles page is displayed.

2. Select the connection profile you want to delete and click the Delete Connection Profiles icon on the
Actions menu.

The Delete Connection Profiles pop-up window is displayed.

3. Click Delete.

The connection profile is deleted.
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Junos Space Network Management Platform can authenticate a device by using credentials (username
and password), keys (which use public-key cryptographic principles), or the devices’ SSH fingerprints. You
can choose the authentication mode on the basis of the level of security needed for the managed devices.
The authentication mode is displayed in the Authentication Status column on the Device Management

page. You can also change the authentication mode.

The following sections describe the authentication modes in Junos Space Platform:



Credentials-Based Device Authentication

To configure credentials-based authentication on your Junos Space setup, you need to ensure that the
device login credentials with administrative privileges are configured on the device. If the device is reachable
and the credentials are authenticated, these credentials are stored in the Junos Space Platform database.
Junos Space Platform connects to the device by using these credentials. If you have configured key-based
authentication on your Junos Space setup, you need to enter only the username to access the device.

Key-Based Device Authentication

From Junos Space Network Management Platform Release 16.1R1 onward, Junos Space Platform supports
4096-bit Rivest-Shamir-Adleman (RSA) algorithm, Digital Signature Standard (DSS), and Elliptic Curve
Digital Signature Algorithm (ECDSA) public-key cryptographic principles to authenticate devices running
Junos OS through key-based authentication. Junos Space Platform continues to support the 2048-bit RSA
algorithm. Key-based authentication is more secure than credentials-based authentication because the
device credentials need not be stored in the Junos Space Platform database.

RSA is an asymmetric-key or public-key algorithm that uses two keys that are mathematically related.
Junos Space Platform includes a default set of public and private key pairs. The public key can be uploaded
to the managed devices. The private key is encrypted and stored on the system on which Junos Space
Platform is installed. For additional security, we recommend that you generate your own public and private
key pair with a passphrase. A passphrase protects the private key on the Junos Space server. Creating long
passphrases can be more difficult to break by brute-force attacks than shorter passphrases. A passphrase
helps to prevent an attacker from gaining control of your Junos Space setup and trying to log in to your
managed network devices. If you generate a new pair of keys, the keys are automatically uploaded to all
active devices (that is, devices whose connection status is Up) that use Junos Space key-based
authentication.

From Junos Space Network Management Platform Release 16.1R1 onward, you can also upload custom
private keys to the Junos Space server and authenticate devices without the need to upload keys to devices
from Junos Space Platform. With the custom key-based authentication method, you upload a private key
with a passphrase to the Junos Space server. The device is authenticated using the existing set of public
keys on the device, the private key uploaded to the Junos Space server, and the appropriate public-key
algorithm—that is, RSA, ECDSA, or DSS. This authentication method can be used to authenticate devices
during device discovery and later during device management.

If the keys are modified, the devices become unreachable and the authentication status changes to Key
Conflict. You can use the Resolve Key Conflicts workflow to manually trigger the process of uploading
new keys to these devices. To authenticate the devices, you can choose to upload the new keys generated
from Junos Space Platform or use custom keys. If Junos Space key-based or custom key-based
authentication fails, credentials-based authentication is automatically triggered.

After key-based or custom key-based authentication is enabled, all further communication to the devices
is through Junos Space key-based or custom key-based authentication, without passwords. You can also



change the authentication mode from credentials-based to key-based or custom key-based for managed
devices. For more information, see “Modifying the Authentication Mode on the Devices” on page 113.

You need to ensure the following to use key-based authentication in Junos Space Platform:

e The authentication keys are generated in the Administration workspace. For more information about
generating and uploading keys to the devices, see “Generating and Uploading Authentication Keys to
Devices” on page 105. The job result indicates whether the keys were successfully uploaded to the devices.
On a multinode setup, the authentication keys are made available on all existing cluster nodes.
Authentication keys are also made available on any subsequent nodes added to the setup.

e The device’s administrator credentials and the name of the user who connects to the Junos Space
Appliance to upload the keys to the device are available.

SSH Fingerprint-Based Device Authentication

To avoid man-in-the-middle attacks or proxy SSH connections between Junos Space Platform and a device,
Junos Space Platform can store the SSH fingerprint of the device in the Junos Space Platform database
and validate the fingerprint during subsequent connections with the device. A fingerprint is a sequence
of 16 hexadecimal octets separated by colons. For example,
c1:b1:30:29:d7:b8:de:6¢:97:77:10:d7:46:41:63:83. You can specify the fingerprint for Juniper Networks
devices during device discovery and validate the fingerprint when the devices connect to Junos Space
Platform for the first time. You can specify fingerprints for a maximum of 1024 devices simultaneously in
the Device Discovery workflow. If you do not specify the fingerprint, Junos Space Platform obtains the
fingerprint details when it connects to the device for the first time. For more information, see “Viewing
Managed Devices” on page 14.

Junos Space Platform does not recognize an SSH fingerprint change on a device during an active open
connection with the device. SSH fingerprint changes are recognized only when the device reconnects to
Junos Space Platform. The Authentication Status column on the Device Management page displays any
conflicts or unverified authentication statuses.

Conflicts between SSH fingerprints stored in the Junos Space Platform database and those on the device
can be resolved manually from the Junos Space user interface. Alternatively, you can allow Junos Space
Platform to automatically update any fingerprint changes. To allow Junos Space Platform to automatically
update SSH fingerprints, disable the Manually Resolve Fingerprint Conflict check box on the Modify
Application Settings page in the Administration workspace. If you enable this check box, the Authentication
Status column displays Fingerprint Conflict if a device’s fingerprint changes. You need to manually resolve
the fingerprint conflict. For more information, see “Acknowledging SSH Fingerprints from Devices” on
page 115.



NOTE: Key-based and fingerprint-based authentication modes are not supported in ww Junos
OS devices.

Junos Space Platform verifies that the fingerprint on the device matches that in the database when you
perform the following tasks:

e Staging a script on a device

e Staging a device image on a device

e Deploying a device image on a device
o Activating a replacement device

e Executing a script on a device

e Connecting to a device by using SSH

If the fingerprint on the device does not match the fingerprint stored in the Junos Space Platform database,
the connection to the device is dropped. The connection status is displayed as Down and the authentication
status is displayed as Fingerprint Conflict on the Device Management page.

Supported Algorithms for Junos Space SSH

Table 12 on page 104 lists the supported algorithms for Junos Space SSH:

Table 12: Supported Algorithms for Junos Space SSH

Algorithm Type FIPS Devices Non-FIPS Devices

Key exchange algorithms = ecdh-sha2-nistp256, ecdh-sha2-nistp256, ecdh-sha2-nistp384,
ecdh-sha2-nistp384, diffie-hellman-group14-shai,
diffie-hellman-group14-shal diffie-hellman-group1-shal

Host key algorithms ecdsa-sha2-nistp256, ecdsa-sha2-nistp256, ecdsa-sha2-nistp384,
ecdsa-sha2-nistp384 ssh-rsa, ssh-dss

Encryption aes128-ctr, aes192-ctr, aes256-ctr, aes128-ctr, aes192-ctr, aes256-ctr, aes128-cbc,

algorithms(client to server) = aes128-cbc, aes192-cbc, aes256-cbc = aes192-cbc, aes256-cbc, 3des-ctr, blowfish-cbhc,

3des-cbc
Encryption aes128-ctr, aes192-ctr, aes256-ctr, aes128-ctr, aes192-ctr, aes256-ctr, aes128-cbc,

algorithms(server to client) = aes128-cbc, aes192-cbc, aes256-cbc = aes192-cbc, aes256-cbc, 3des-ctr, blowfish-cbc,
3des-cbc



Table 12: Supported Algorithms for Junos Space SSH (continued)

Algorithm Type FIPS Devices Non-FIPS Devices
MAC algorithm hmac-shal-96, hmac-sha2-256, hmac-shal-96, hmac-sha2-256,
hmac-sha256@ssh.com hmac-sha256@ssh.com, hmac-shal, hmac-md5,

hmac-md5-96, hmac-sha256

Compression algorithm zlib@openssh.com zlib@openssh.com, none, zlib

Release History Table

Release Description

16.1R1 From Junos Space Network Management Platform Release 16.1R1 onward, Junos Space Platform
supports 4096-bit Rivest-Shamir-Adleman (RSA) algorithm, Digital Signature Standard (DSS), and
Elliptic Curve Digital Signature Algorithm (ECDSA) public-key cryptographic principles to
authenticate devices running Junos OS through key-based authentication.

16.1R1 From Junos Space Network Management Platform Release 16.1R1 onward, you can also upload
custom private keys to the Junos Space server and authenticate devices without the need to
upload keys to devices from Junos Space Platform.
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Junos Space Network Management Platform can authenticate a device either by using credentials (username
and password) or by keys. Junos Space Network Management Platform supports RSA, DSA, and ECDSA
public-key cryptographic principles to perform key-based authentication. You can select a key size of 2048
or 4096 bits. Junos Space Platform includes a default set of public-private key pairs; the public key is
uploaded to the device and the private key is stored on the Junos Space server.

NOTE: If you generated a new set of keys, you can either upload the new keys to the devices
or resolve key conflicts when the device is disconnected from Junos Space Platform. For more
information about resolving key conflicts, refer to “Resolving Key Conflicts” on page 111.

The following tasks describe how to the generate keys in Junos Space Platform and upload the public keys
to the devices:

Generating Authentication Keys

To generate a public/private key pair for authentication during login to network devices:

1. On the Junos Space Network Management Platform user interface, select Administration > Fabric.

The Fabric page is displayed.

2. Click the Manage SSH Key icon on the Actions bar.

The Key Generator pop-up window is displayed.

3. (Optional) In the Passphrase field, enter a passphrase to be used to protect the private key, which
remains on the system running Junos Space Network Management Platform and is used during device
login. The passphrase must have a minimum of five and a maximum of 40 characters. A long passphrase
is harder to break by brute-force guessing. Space, Tab, and Backslash (\) characters are not allowed.
Although not mandatory, it is recommended that you set a passphrase to prevent attackers from gaining
control of your system and logging in to your managed network devices.

4. (Optional) Select the Show Passphrase check box to view the passphrase you entered.

5. From the Algorithm drop down list, select the key algorithm used to the generate the key.
The options are RSA, DSA, and ECDSA. By default, RSA is selected.

6. From the Key Size drop down list, select the length of the key algorithm that is uploaded to the devices.
The options are 2048 Bits and 4096 Bits. By default, 2048 Bits is selected.



7. (Optional) Schedule the Junos Space Network Management Platform to generate authentication keys
at a later time or immediately.

e To specify a later start date and time for key generation, select the Schedule at a later time check
box.

e Toinitiate key generation as soon as you click Generate, clear the Schedule at a later time check box
(the default).

NOTE: The selected time in the scheduler corresponds to the Junos Space server time but
uses the local time zone of the client computer.

8. Click Generate.

The Manage SSH Key Job Information dialog box appears, displaying a job ID link for key generation.
Click the link to determine whether the key is generated successfully.

NOTE: If there are already scheduled report generation or configuration backup tasks when you
change the SSH key, ensure that you update the new SSH Key on the SCP server.

Uploading Authentication Keys to Multiple Managed Devices for the First Time

To upload authentication keys to multiple managed devices for the first time:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

2. Click the Upload Keys to Devices icon on the Actions bar.

The Upload Keys to Devices pop-up window is displayed.



3. You can upload the keys to one device or multiple devices:

To upload keys to a single device:

a.

Select the Add Manually option button.

The Authentication Details section that appears displays the options related to manually uploading
keys to a single device.

Select the IP Address or Hosthame option button.

If you selected the IP Address option, enter the IP address of the device.

NOTE: You can enter the IP address in either IPv4 or IPvé format.

If you selected the Hostname option, enter the hostname of the device.

In the Device Admin field, enter the appropriate username for that device.

In the Password field, enter the password for that device.

(Optional) To authorize a different user on the target device, select the Authorize different user on
device check box and enter the username in the User on Device field.

If the username you specify in the User on Device field does not exist on the device, a user with
this username is created and the key is uploaded for this user. If the User on Device field is not
specified, then the key is uploaded for the device administrator user on the device.

Click Next.

You are directed to the next page. This page displays the details of the device you entered—IP
Address/Hostname, Device Admin, Password, and User on Device.

Click Finish to upload keys to the device.

The Job Information dialog box appears.

(Optional) Click the Job ID in the Job Information dialog box to view job details for the upload of
keys to the device.



The Job Management page appears. View the job details to know whether this job is successful.

To upload keys to multiple devices:

a. Select Import From CSV.

b. (Optional) To see a sample CSV file as a pattern for setting up your own CSV file, select View Sample
CSV. A separate window appears, allowing you to open or download a sample CSV file.

Refer to the sample CSV file for the format of entering the device name, IP address, device password,
and a username on the device. If the username you specify in the User on Device column does not
exist on the device, a user with this username is created and the key is uploaded for this user. If the
user on device column is not specified, then the key is uploaded for the device administrator user
on the device.

c. When you have a CSV file listing the managed devices and their data, select Select a CSV To Upload.

The Select CSV File dialog box appears.

d. Click Browse to navigate to where the CSV file is located on the local file system. Make sure that
you select a file that has a .csv extension.

e. Click Upload to upload the authentication keys to the device.

An Information dialog box displays information about the total number of records that are uploaded
and whether this operation is a success.

Junos Space Network Management Platform displays the following error if you try to upload non-CSV
file formats:
Please select a valid CSV file with ".csv' extension.

f. Click OK in the information dialog box that appears.

The green check mark adjacent to the Select a CSV To Upload field indicates that the file is
successfully uploaded.

g. Click Next.

You are directed to the next page. This page displays the details of the device you entered—IP
Address/Hostname, Device Admin, Password, and User on Device.

h. Click Finish.

The Job Information dialog box appears.

i. (Optional) Click the Job ID to view job details for the upload of keys to the device.



The Job Management page appears. View the job details to know whether this job is successful.

New keys generated on Junos Space Platform are automatically uploaded to all managed devices.

Uploading Authentication Keys to Managed Devices With a Key Conflict

To upload authentication keys to one or several managed devices with a key conflict manually:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

. Select the devices with a key conflict to which you want to upload authentication keys and click the

Upload Keys to Devices icon on the Actions bar.

The Upload Keys to Devices pop-up window is displayed. The IP address fields of the devices are
prepopulated.

In the Device Admin field, enter the appropriate username for that device.

In the Password field, enter the password for that device.

. Confirm the password by reentering it in the Re-enter Password field.

. Select Next to provide details for the next device.

. Select Upload to upload the authentication keys to the managed devices.

The Upload Authentication Key dialog box displays a list of devices with their credentials for your
verification.

NOTE: If you do not specify a username in the User Name field, the key is uploaded for the
“user admin” user on the device. If the username you specify in the User Name field does not
exist on the device, a user with this username is created and the key is uploaded for this user.
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Resolving Key Conflicts

Devices that use public key-based authentication (that is keys generated and uploaded from Junos Space
Network Management Platform) connect to Junos Space Platform by using RSA, DSS, or ECDSA Key
public-key algorithms. If a new public key is generated from the Administration workspace when the device
is disconnected or down, the device is unable to reconnect to Junos Space Platform when it comes back
up. The Authentication Status column on the Device Management page shows that the device is in the
Key Conflict state.

You can use the Resolve Key Conflict workflow to resolve the key conflict, then provide the new public
key or use a custom private key to authenticate the device.

To resolve key conflicts:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.
2. Select the devices that are in the Key Conflict state.

3. Right-click and select Device Access > Resolve Key Conflict from the Actions menu.

The Resolve Key Conflict page that appears displays a list of devices with key conflict.



You can either upload the new keys generated from Junos Space Platform or use a custom key to
resolve the key conflict.

e Toupload a custom key to the Junos Space server:

i. Select the Use Custom Key option button.

The Resolve Key Conflict page appears.

ii. (Optional) In the Passphrase field, enter the passphrase created when you generated the private
key.

jiii. Click the Browse button next to the Private Key field to upload the private key for the managed
devices.

iv. In the Device Admin column, enter the administrator username for the devices listed in the
corresponding cells.

v. Click Resolve.

The key conflicts are resolved and the devices are pushed to the Key Based state.

e To upload new keys:

i. Select the Use Space Key option button.
By default, this option button is selected.

The Resolve Key Conflict page appears.

ii. In the Device Admin column, enter the administrator username for the devices listed in the
corresponding cells.

If the user does not exist on the device, a new user with the username is created.

iii. Inthe Password column, enter the administrator password in the corresponding cells.

iv. Click Resolve.

The key configlets are resolved and the devices are pushed to the Key Based state.

To cancel the workflow, click Cancel.
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Modifying the Authentication Mode on the Devices

Junos Space Network Management Platform supports RSA, DSS, and ECDSA keys for key-based
authentication. Junos Space Platform automates the processes for creating and uploading the keys. It also
tracks and reports the authentication status of each device in the Devices workspace.

You can use this workflow to modify credentials on multiple devices, or change the authentication
mechanism from credentials based to Junos Space Platform key based, credentials -based to custom key
based or Junos Space Platform key based to custom key-based.

To modify the authentication mode on the devices:

1. On the Junos Space Network Management Platform user interface, select Network Management
Platform > Devices > Device Management.

The Device Management page appears.
2. Select the devices for which you want to modify the authentication.

3. Select Device Access > Modify Authentication from the Actions menu.



The Modify Authentication pop-up window is displayed.

To modify the existing credentials on the selected devices:

i. Inthe Username field, enter the username of the device.

If the user does not exist on the device, the user is automatically created.

ii. Inthe Password field, enter the password of the device.

iii. Inthe Confirm Password field, reenter the password.

iv. Select the Change on device check box.

v. Click Modify.

A Job is created. You can view the status of this job in the Job Management workspace.

To modify the authentication mode from Junos Space Platform key-based to custom key-based:

i. Select the Key Based option button.

ii. Inthe Username field, enter the username of the device.

If the user does not exist on the device, the user is automatically created.

iii. Select the Use Space Key option button.

iv. Click Modify.

A job is created and the public key is uploaded to devices. You can view the status of this job in
the Job Management workspace.

To modify the authentication mode from credentials based or Junos Space Platform key based to
custom key based:

i. Select the Key Based option button.

ii. In the Username field, enter the username of the device.

If the user does not exist on the device, the user is automatically created.

iii. Select the Use Custom Key option button.

iv. (Optional) In the Passphrase field, enter the passphrase created when you generated the private
key.



v. Click the Browse button next to the Private Key field to upload the private key for the managed
devices.

vi. Click Modify.

A job is created and the private key is uploaded to the Junos Space server. You can view the
status of this job in the Job Management workspace.

Click Cancel to close the Modify Authentication pop-up window.

You are redirected to the Device Management page.
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Acknowledging SSH Fingerprints from Devices

You trigger this workflow to acknowledge the SSH fingerprints received from devices or resolve any SSH
fingerprint conflicts between the fingerprints stored in the Junos Space Platform database and that on the
devices. This workflow is enabled only if the Authentication Status column on the Device Management
page displays the following status: Credentials Based - Unverified, Key Based - Unverified, Key Conflict
- Unverified, or Fingerprint Conflict. Otherwise, this workflow appears dimmed.

NOTE: To view the SSH fingerprint on the device, run the following command in shell:

ssh-keygen -E md5 -If /etc/ssh/ssh_host_rsa_key.pub.

To acknowledge the SSH fingerprints from the devices:

1. On the Network Management Platform user interface, select Network Management Platform > Devices
> Device Management.

The Device Management page is displayed.

2. Select the devices whose fingerprints you want to acknowledge and select Device Access > Acknowledge
Device Fingerprint from the Actions menu.



The Acknowledge Device Fingerprint page is displayed. Table 13 on page 116 lists the columns on this

page.

Table 13: Acknowledge Device Fingerprint Page

Column name

Host Name

IP Address

Authentication Status

Fingerprint

New Fingerprint

Description

Hostname of the device

IP address of the device

Authentication status of the device

If the Authentication Status column displays Fingerprint Conflict, this column displays
the current fingerprint value of the device as stored in the Junos Space Platform database.
This column does not display any value if the Authentication Status column displays Key
Conflict - Unverified, Key Based - Unverified, or Credentials Based - Unverified.

If the Authentication Status column displays Fingerprint Conflict, this column displays
the new fingerprint value received from the device. This column displays the current
fingerprint value of the device as stored in the Junos Space Platform database if the
Authentication Status column displays Key Conflict - Unverified, Key Based - Unverified,
or Credentials Based - Unverified. You can also edit this column.



3. You can accept the fingerprint value received from the devices or modify the values.

e To accept the fingerprint values:

i. Click Verify.

The Acknowledge Device Fingerprint dialog box appears, displaying the job ID of this job.

ii. Click OK.

You are redirected to the Device Management page.

e To modify the fingerprint value of a device with the authentication status as Fingerprint Conflict:

i. Click the New Fingerprint column corresponding to the device.

ii. Enter the new fingerprint value and click Update.

iii. Click Verify.

The Acknowledge Device Fingerprint dialog box appears, displaying the job ID of this job.

iv. Click OK.

You are redirected to the Device Management page.

o To maodify the fingerprint value of a device with the authentication status displayed as Key
Conflict-Unverified, Key Based-Unverified, or Credentials Based-Unverified:

i. Click the New Fingerprint column corresponding to the device.

ii. Enter the new fingerprint value and click Update.

The Confirm Acknowledge dialog box is displayed.

iii. Click OK.

The new fingerprint is updated in the Junos Space Platform database. The connection to the
device is reset.

iv. Click Verify.

The Acknowledge Device Fingerprint dialog box appears, displaying the job ID of this job.



NOTE: If you are acknowledging the SSH fingerprint of from a dual Routing Engine,
Virtual Chassis, or an SRX Series cluster device, a pop-up window is displayed with
the following message: Duplicate fingerprint observed. This is permitted for dual RE,
VC and SRX cluster devices. Do you want to continue?. Click OK.

v. Click OK.

You are redirected to the Device Management page.

When the job is complete, the authentication status of the device moves from the unverified or conflicted
status to the normal status. An audit log entry is generated for this workflow.

(Optional) To cancel acknowledging the fingerprints, click Cancel.

The devices remain in their original authentication statuses if you cancel the workflow.
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Viewing Device Inventory
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Device Inventory Overview
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You manage the device inventory from the Devices workspace in Junos Space Network Management
Platform. The inventory of a device in the Junos Space Platform database is generated and stored when
the device is first discovered and synchronized with the Junos Space Platform database. After the
synchronization, the device inventory in the Junos Space Platform database matches the inventory on the
device.

If either the physical (hardware) or logical (configuration) inventory on the device is changed, then the
inventory on the device is no longer synchronized with the inventory of the device in the Junos Space
Platform database. However, Junos Space Platform automatically triggers a resynchronization job when
a configuration change request commit or out-of-band CLI commit operation occurs on a managed device.

You can also manually resynchronize the Junos Space Platform database with the physical device by using
the Resynchronize with Network workflow from the Devices workspace on the Junos Space Platform
user interface.



If Junos Space Platform is the system of record, the database values have precedence over any out-of-band
changes to the network device configuration, and neither manual nor automatic resynchronization is
available.

You can perform the following tasks related to the device inventory from the Devices workspace:

o List the device inventory to view information about the hardware and software components of each
device that Junos Space Platform manages.

e View and acknowledge the inventory changes on the devices.

o View information about the service contract or end-of-life status for a part.

¢ View the location and ship-to-address of a device if address groups are configured in Service Now.
o View the operational and administrative statuses of the physical interfaces of the devices.

o View the software and license inventory on the devices.

e Export the physical and software inventory for use in other applications, such as those used for asset
management.

o View information about the scripts associated with or executed on the interfaces of devices.
e Troubleshoot problems on devices.

o If the network is the system of record, resynchronize the network devices managed by Junos Space
Platform with the Junos Space Platform database.

Inventory for Aggregation and Satellite Devices

Starting with Junos Space Network Management Platform Release 15.2R1, you can discover and manage
an MX Series router configured as an aggregation device in Junos Space Platform. You can view the physical
inventory of both the aggregation and satellite devices, cascade ports on the aggregation device, Flexible
PIC Concentrators (FPC) slots to which the satellite devices are mapped, and satellite software packages
and software upgrade groups with which the satellite devices are associated. For more information about
aggregation devices, satellite devices, and Junos Fusion technology, refer to the Junos Fusion documentation.

A Junos Fusion setup with an MX240 router connected to three satellite devices discovered on Junos
Space Platform displays the following details on Junos Space Platform:

e Mode of the aggregation device and the number of satellite devices connected to the aggregation device
on the Device Management page. For more information, refer to “Viewing Managed Devices” on page 14.

e Physical inventory on the View Physical Inventory page. View the physical inventory of satellite devices
associated with the FPC slots and the satellite alias name of the satellite device. For example, FPC slot
100 is associated with a QFX5100 device and FPC slots 101 and 103 are each associated with two
EX4300 switches. Satellite alias name of the QFX5100 device is qfx5100-48s-02 and EX4300 switches
are ex4300-48s-02 and ex4300-48s-05.



e Cascade ports on the aggregation device and the management IP addresses of the satellite devices on
the View Physical Interfaces page. For example, the MX240 router connects to QFX5100 through
xe-0/0/2 and EX4300 switches through xe-2/0/0 and xe-0/0/3.

o Satellite software packages and software upgrade groups on the View Software Inventory page. For
example, grp_mojito satellite software upgrade group associated with the 15.1-20151224_s4_linux_44.1.0
software package.

Release History Table

Release Description

15.2R1 Starting with Junos Space Network Management Platform Release 15.2R1, you can discover
and manage an MX Series router configured as an aggregation device in Junos Space
Platform.
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Viewing the Physical Inventory

Junos Space Network Management Platform displays the physical inventory of a device containing data

retrieved from the device during discovery and resynchronization operations and from the data stored in
the hardware catalog. This inventory includes the number of available slots for managed devices, power

supplies, chassis cards, fans, part numbers, and so on.

Sorting is disabled on the View Physical Inventory page to preserve the natural slot order of the devices.



NOTE:
o If you select a chassis cluster device, information about both the primary and secondary devices
is displayed.

o If you select a device with dual Routing Engines, the inventory data collected from the primary
Routing Engine is displayed.

¢ If you select an aggregation device, the inventory data from the aggregation device and the
satellite devices is displayed.

To view the physical inventory:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page displays the devices managed by Junos Space Platform.

2. Select a device whose physical inventory you want to view.

3. Select Device Inventory > View Physical Inventory from the Actions menu. Alternatively, right-click
the device name and select Device Inventory > View Physical Inventory.

The View Physical Inventory page is displayed. You can expand certain categories (for example, the
Routing Engine category) to view data for all memory (RAM and disk) installed on the device components.

If you select multiple devices, expand the category next to each device to view the physical inventory
of the device.

Table 14 on page 122 displays the columns on the View Physical Inventory page.

Table 14: View Physical Inventory Page

Column Description

Module Type of module on the device

Device Name Name of the device

Model Number Model number of the component

Model Model of the device

Part Number Part number of the device

Vendor Part Number Part number of the optical module installed on the device

Vendor Material Number Material number of the optical module installed on the device



Table 14: View Physical Inventory Page (continued)

Column Description

Revision Revision number of the device

Serial Number Serial number of the component

Status Status of the component: Online or Offline. The status is updated during

periodic resynchronization of configuration information and on notification.
Domain Domain to which the device is assigned

Description Description of the component

NOTE: The device inventory for a Junos Space Platform installation that contains Service
Now and Service Insight includes columns related to service contracts and the end-of-life
status. For detailed information, see “Displaying Service Contract and EOL Data in the Physical
Inventory Table” on page 125.

The address group subtypes—namely, the location and ship-to-address of a device—are
displayed as columns only if Service Now contains an address group and the managed devices
are associated with the address group. If no address group is configured in Service Now,
these columns are not displayed.

4. (Optional) To view all the physical inventory of a device, click the - (minus) icon next to a Flexible PIC
Concentrator (FPC).

The inventory associated with the FPC collapses to a concise view.

5. (Optional) To view the physical inventory of a satellite device connected to an aggregation device, click
the + (plus) icon next to an FPC (range: 100-255).

The inventory of the satellite device associated with the FPC is displayed.

6. (Optional) To view the physical interfaces of an inventory element, right-click and select View Physical
Interfaces.

The View Physical Interfaces page is displayed. The Table 15 on page 127 table describes the information
that can be viewed on the View Physical Interfaces page.



7. (Optional) To export the physical inventory on the View Physical Inventory page:

a. Click the Export icon at the top-left corner of the page.

The Export Inventory dialog box is displayed.

b. You can cancel or proceed with the export operation.

e To cancel the export operation, click Cancel.

e Click Export to export the inventory.

The Export Inventory Job Status information dialog box is displayed. When the job is completed,
the Export Inventory Job Status report indicates that the job is complete.

c. Click the Download link in the Export Inventory Job Status information dialog box to download the
CSV file.

The CSV file you have downloaded displays physical inventory such as the name of the device,
chassis, name of the module, name of the sub-module, name of the sub-sub-module, name of the
sub-sub-sub-module, model number of the device, model of the device, part number of the device,
revision number of the device, serial number of the device, vendor part number, vendor material
number, and the description provided for the device.

d. Close the Export Inventory Job Status information dialog box to return to the View Physical Inventory
page.

NOTE: You can also export the physical inventory of one or multiple devices managed by
Junos Space Platform from the Device Management page. For more information, refer to
“Exporting the Physical Inventory of Devices” on page 138.

8. Click Back at the top left to return to the Device Management page.
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Displaying Service Contract and EOL Data in the Physical Inventory Table

Problem
Description: As of Release 11.3 of Junos Space, the Physical Inventory table can include columns related
to the part’s service contract and end-of-life (EOL) status.

The service contract data in this table is populated by the Service Now Devices table. The EOL data in this
table is populated by the Service Insight Exposure Analyzer table. If Service Now or Service Insight is not
installed, or if the required tables are empty, these columns are not displayed in the Physical Inventory
table.

Solution
To investigate missing service contract and EOL data:
1. Use the table column display filters to check whether the columns have been hidden.

Select the columns you want. If the columns cannot be selected (are not listed), check your Service
Now and Service Insight settings.

2. Checkthe Service Now Devices table for details about the devices managed with Junos Space Network
Management Platform, including information about the service contract.

If you are unable to view service contract information, check the Service Now settings to ensure the
following items have been properly configured:

e Service Now Organization. See Organizations Overview topic in the Service Now documentation.
o Service Now Device. See Service Now Devices Overview topic in the Service Now documentation.

e Service Now Device Group. See Associating Devices with a Device Group topic in the Service Now
documentation.

e Service Now Event Profile. See Event Profiles Overview topic in the Service Now documentation.

3. Check the Service Insight Exposure Analyzer table for details about the devices managed with Junos
Space Network Management Platform, including information about EOL announcements.



The EOL Status column indicates whether EOL data is available or not. EOL data is available only if
there is an EOL bulletin. EOL data is typically unavailable for newer products. If the Exposure Analyzer
table does not contain records, there might be a problem with the Service Now configuration. Service
Now manages the communication between Junos Space Network Management Platform and the
Juniper Networks support organization, which is the originating source of EOL data. If the Service
Insight Exposure Analyzer table is empty, check the following Service Now settings:

e Service Now Organization. See the Organizations Overview topic in the Service Now documentation.

e Service Now Device. See the Service Now Devices Overview topic in the Service Insight
documentation.
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Viewing Physical Interfaces of Devices

Junos Space Network Management Platform displays physical interfaces by device name, on the basis of
the device information in the Junos Space Platform database. You can view the operational status and
administrative status of physical interfaces for one or more devices to troubleshoot problems.

If the interface status changes on the managed device, the information is not updated in Junos Space
Platform until the device is resynchronized with the Junos Space Platform database.

NOTE: You can view the physical interfaces of devices from the Device Management page. To
view the physical interfaces of a device from the Device Management page, click the View link
in the Physical Interfaces column corresponding to the device. You are redirected to the View
Physical Interfaces page.

To view the physical interfaces of devices:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page displays the devices managed by Junos Space Platform.

2. Select the devices for which you want to view the physical interfaces and select Device Inventory >
View Physical Interfaces from the Actions menu.

Alternatively, right-click the names of the device and select Device Inventory > View Physical Interfaces.



The View Physical Interfaces page that appears displays the physical interfaces and the status of the
physical interfaces of the device. Table 15 on page 127 describes the information that is displayed on

the View Physical Interfaces page.

Table 15: View Physical Interfaces Page

Column

Device Name

Physical Interface Name

IP Address

IPv6 Address

Logical Interfaces

MAC Address

Operational Status

Admin Status

Link Level Type

Link Type

Speed (Mbps)

MTU

Description

Domain

Description

Name of the device as stored in the Junos Space Platform database. This
column is displayed by default.

Standard information about the interface, in the type-/fpc/pic/port format,
where type is the media type that identifies the network device; for example,
ge-0/0/6.

IP address of the interface

IPv6 address of the interface. The address is displayed only if an IPv6 address
is configured on the device.

Link to the table of logical interfaces of the device

MAC address of the device

Operational status of the interface: Up or Down

Administrative status of the interface: Up or Down

Link level type of the physical interface

Physical interface link type: full duplex or half duplex

Speed at which the interface is running

Maximum transmission unit size on the physical interface

An optional description for this interface configured on the device. It can
be any text string of 512 or fewer characters. Any longer string is truncated

to 512 characters. If there is no information, the column is empty.

Domain to which the device is assigned

3. (Optional) Select the columns displayed on the View Physical Interfaces page by mousing over any

column head and clicking Columns on the drop-down list, then selecting the check boxes against the

names of the columns that should be displayed.



The selected columns are displayed on the View Physical Interfaces page.

4. Click Back on the top-left corner to return to the Device Management page.
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Viewing Logical Interfaces

You can view logical interfaces on a per-port basis or on a per-device or per-logical system basis. You can
view the logical interface configurations for one or more devices or logical systems to troubleshoot problems.

You can access the Logical Interfaces view in either of two ways: from the Manage Devices inventory
page, or from within the Physical Interfaces view. These two procedures are described separately below.

To view the logical interfaces configured for a selected device from the Manage Devices inventory page:

1. On the Network Management Platform user interface, select Devices > Device Management.
A tabular list of devices appears.

2. Select the devices for which you want to view logical interface information and select Device Inventory
> View Logical Interfaces from the Actions menu.

Junos Space Network Management Platform displays the status of the logical interfaces for the selected
devices in a table. Its possible fields are described in Table 16 on page 128. Some columns may be hidden.
To expose them, mouse over any column head, click the down arrow that appears, select Columns
from the resulting menu, and check the columns you want to see.

Table 16: Logical Interfaces Columns

Column Description
Device Name Configuration name of the device. This column is displayed by default.
Interface Name Standard information about the interface, in the format

type-/fpc/pic/port/logical interface, where type is the media type that
identifies the network device; for example, ge-0/0/6.135.



Table 16: Logical Interfaces Columns (continued)

Column

IP Address

IPv6 Address

Encapsulation

Vlan

Description

Domain

Description

IP address for the logical interface

IPv6 address for the interface. The address is displayed only if an IPvé
address is configured on the device.

Encapsulation type used on the logical interface

VLAN ID for the logical interface

An optional description configured for the interface. It can be any text string
of 512 or fewer characters. Any longer string is truncated. If there is no

information, the column entry is blank.

Domain to which the device is assigned

3. Select Return to Inventory View at the top left of the display.
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Viewing and Acknowledging Inventory Changes on Devices

You can view the list of inventory changes performed on the devices that are managed on Junos Space
Network Management Platform. You can also acknowledge the inventory changes on the devices.

To view and acknowledge the list of inventory changes on devices:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page that appears displays the list of devices managed on Junos Space

Platform.

2. Right-click the devices whose inventory changes you need to view or acknowledge and select Device
Inventory > View/Acknowledge Inventory Changes.

The View Inventory Changes page is displayed.



NOTE: The View/Acknowledge Inventory Changes task is disabled if there are no pending

and acknowledged inventory changes.

This page displays two tabs: Inventory Changes and Acknowledged Inventory Changes. By default, the

Inventory Changes tab is displayed.

Table 17 on page 130 describes the columns displayed on the Inventory Changes tab.

Table 17: Inventory Changes Tab

Column Name

Id

Device Name

Component Name

Path

Serial Number

Part Number

Operation

Date Time

Description

ID of the inventory change

Name of the device

Name of the component on the device

XPath of the component on the device

Serial number of the device

Part number of the device

Type of inventory change performed: Added or Removed.

Time at which the component was removed from or added to the device

. To view the acknowledged inventory changes, select the Acknowledged Inventory Changes tab.

This tab displays the same columns as on the Inventory Changes tab and an additional column User.
The User column specifies the username of the user who acknowledged the inventory change.

. To acknowledge the inventory changes, select the Inventory Changes tab.

. Select the inventory changes you need to acknowledge and click the Acknowledge icon on the tool

bar.

The Inventory Changes information dialog box is displayed.

. Click OK to confirm the inventory changes.

The inventory changes are acknowledged.
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CHAPTER 8

Exporting Device Inventory
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Exporting the License Inventory

The Device Licence Inventory feature enables you to display the currently installed license inventory
information for all DMI schema-based devices under Junos Space Network Management Platform
management.

The license inventory is generated when the device is first discovered and synchronized in Junos Space
Network Management Platform.

The licenses used by all Juniper Networks devices are based on SKUs, which represent lists of features.
Each license includes a list of features that the license enables and information about those features.
Sometimes the license information also includes the inventory keys of hardware or software elements
upon which the license can be installed.

NOTE: To view the license(s) for Junos Space Network Management Platform itself, see “Viewing
Junos Space Licenses” on page 1146.

This topic also covers:

e Absence of license
e Trial information
e Count-down information

e Date-based information



DMI enables each device family to maintain its own license catalog in the DMI Update Repository. The
license catalog is a flat list of all the licenses used by a device family. The key for a license element is its
SKU name. Each license element in the catalog includes a list of features that the license enables and
information about each feature (that is, its name and value). Optionally, the license element can also list
the inventory keys of hardware or software elements and where it can be installed.

If the license inventory on the device is changed, the result depends on whether the network is the system
of record or Junos Space Network Management Platform is the system of record. See “Systems of Record
in Junos Space Overview” on page 34.

If the network is the system of record, Junos Space Network Management Platform automatically
synchronizes with the managed device. You can also manually resynchronize the Junos Space Network
Management Platform license database with the device by using the Resynchronize with Network action.
See “Resynchronizing Managed Devices with the Network” on page 268.

If Junos Space Network Management Platform is the system of record, neither automatic nor manual
resynchronization is available.

Viewing device license inventory does not include pushing license keys to devices. You can, however, push
licenses with the Configuration Editor to any device that has license keys in its configuration. You can
export device license inventory information to a CSV file for use in other applications.

License inventory information shows individually installed licenses as well as a license usage summary,
with statistics for various features.

To export the license inventory for a device:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page displays the devices managed in Junos Space Network Management
Platform.

2. Select Device Inventory > View License Inventory from the Actions menu.

The License Inventory page displays the license information listed in Table 18 on page 134.

NOTE: Need Counts in red indicate violations. In other words, entries in red indicate that
you are using features that you are not licensed to use. You may also encounter the message
that you have no licenses installed.

3. (Optional) View the list of licensed features for the selected license by double-clicking a license usage
summary or clicking on the forward action icon to the left of a license usage summary.

The information displayed is described in Table 19 on page 135.



(Optional) Click Return to Inventory View at the top of the inventory page.

5. (Optional) Click Export at the top of the inventory page, to export the license inventory information.

The Export Device License Information dialog box appears, displaying a link: Download license file for

selected device (CSV format).

6. (Optional) Click the download link.

The Opening Device License-xxxxxxCSV dialog box appears, where xxxxxx represents a number.

7. Open the file with an application of your choice, or download the file by clicking Save.

The CSV file contains the fields described in Table 19 on page 135 and Table 20 on page 135. These fields
are not populated if the information is not available for the selected license.

NOTE: Exporting device license information generates an audit log entry.

Table 18: License Usage Summary Fields

Field

Feature name

License count

Used count

Need count

Given count

Description

Name of the licensed SKU or feature. It can be used to look up the license with Juniper
Networks. Not all devices support this.

Number of times an item has been licensed. This value may have contributions from
more than one licensed SKU or feature. Alternatively, it may be 1, no matter how many
times it has been licensed.

Number of times the feature is used. For some types of licenses, the license count will
be 1, no matter how many times it is used. For capacity-based licensable items, if
infringement is supported, the license count may exceed the given count, which has a
corresponding effect on the need count.

Number of times the feature is used without a license. Not all devices can provide this
information.

Number of instances of the feature that are provided by default.
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Table 19: License Feature or SKU Fields

Field Description

Feature Name Name of the licensed SKU or feature. It can be used to look up the license with Juniper
Networks. Not all devices support this.

Validity Type The SKU or feature is considered permanent if it is not trial, count-down, or data-based.

Table 20: Additional Fields in CSV Files

Field Description

State Status of the license: valid, invalid, or expired. Only licenses marked as valid are
considered when calculating the license count.

Version Version of the license.

Type Permanent, trial, and so on.
Start Date Licensed feature starting date.
End Date Licensed feature ending date.
Time Remaining Licensed feature time remaining.
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Viewing and Exporting the Software Inventory of Managed Devices

Junos Space Network Management Platform displays a list of currently installed software inventory for
all DMI schema-based managed devices. The software inventory information is generated when the device
is first discovered and synchronized with the Junos Space Platform database. You can also update the
software inventory information, if the software inventory on the device is changed by a local user, by
synchronizing the device with the Junos Space Platform database. The synchronization with the database
depends on whether the network or Junos Space Platform is the system of record.

If the network is the system of record, Junos Space Platform database is automatically synchronized. You
can also manually resynchronize the Junos Space Platform software database with the device by using the
Resynchronize with Network action. For more information, refer to “Resynchronizing Managed Devices
with the Network” on page 268.

If Junos Space Platform is the system of record, neither automatic nor manual resynchronization is available.
You can reset the device configuration from the values in the Junos Space Platform database if and when
you want to do so. For more information, refer to “Systems of Record in Junos Space Overview” on page 34.

You can export device software inventory to a CSV file, which can be used in other applications.

NOTE: Juniper Networks devices require a license to activate the feature. To understand more
about Junos Space Network Management Platform Licenses, see, Licenses for Network
Management. Please refer to the Licensing Guide for general information about License
Management. Please refer to the product Data Sheets for further details, or contact your Juniper
Account Team or Juniper Partner.

To view the software inventory of devices:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page displays the devices managed in Junos Space Platform.

2. Select the devices and select Device Inventory > View Software Inventory from the Actions menu.
The View Software Inventory page is displayed with a list of the software on the devices.
Table 21 on page 136 displays the columns on the View Software Inventory page.

Table 21: View Software Inventory Page

Field Description

Device Name Name of the device as stored in the Junos Space Platform database


https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/licenses-network-management.html
https://www.juniper.net/documentation/en_US/release-independent/licensing/topics/topic-map/licenses-network-management.html

Table 21: View Software Inventory Page (continued)

Field

Model

Routing engine

Package name

Description

Version

Type

Major

Minor

Revision number

Description

Model of this device: J Series, M Series, MX Series, TX Series, SRX Series, EX Series,
BXOS Series, and QFX Series

On a device supporting multiple Routing Engines, indicates which Routing Engine is used

Name of the installed software package

For an aggregation device, this column also displays the satellite software upgrade groups
created on the aggregation device. If you installed a satellite software package on the
satellite device during the autoconversion procedure (without adding the device to a
satellite software upgrade group) and did not upgrade the satellite software package,
this column displays the base satellite software package.

Description of the installed software package

Version number of the installed software package

For an aggregation device, this column also displays the satellite software package
associated with the corresponding satellite software upgrade group.

Type of the installed software package: Operating System, Internal Package, or Extension

Major portion of the version number. For example, in version 15.1R2, the major portion
is 15.

Minor portion of the version number. For example, in version 15.1R2, the minor portion
is 1.

Revision number of the package. For example, in version 15.1R2, the revision number
is 2.

3. If you selected more than one device, the View Software Inventory page is grouped by device name.
To expand or contract the software inventory of a device, click the icon to the left of the device name.

The complete software inventory of a device are displayed.

4. (Optional) Sort the columns on the View Software Inventory page either by clicking the arrow in the
column head or by mousing over the column head and clicking Sort Ascending or Sort Descending.

The columns on the View Software Inventory page are sorted.



5. (Optional) Select the columns displayed on the View Software Inventory page by mousing over any
column head and selecting Columns from the drop-down list, then selecting the check boxes against
the names of the columns that should be displayed.

The selected columns are displayed on the View Software Inventory page.

The Version column is redundant against the Major, Minor, and Revision columns.

6. (Optional) To export the software inventory information:

a. Click the Export icon at the top of the inventory page.

The Export Software Inventory dialog box appears, displaying a link: Download software inventory
for selected device (CSV format).

b. Click the Download link.

c. Open the file with an application of your choice, or download the file by clicking Save. You can
designate a filename and location.

The CSV file contains the following fields: Device Name, Product Model, Package Name, Version,

Type, and Description, as detailed in Table 21 on page 136, irrespective of the columns you have

chosen to display on the page. These fields are not populated if the information is not available for
the selected software.

7. Click Back at the top left of the page to return to the Device Management page.
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Exporting the Physical Inventory of Devices

You can export the physical inventory of selected or all devices managed by Junos Space Network
Management Platform from the Device Management page as a comma-separated values (CSV) file.



NOTE: You can also export the physical inventory of one or multiple devices managed by Junos
Space Platform from the View Physical Inventory page. For more information, refer to “Viewing
the Physical Inventory” on page 121.

To export the physical inventory of selected or all devices:

1.

On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page displays the devices managed by Junos Space Network Management
Platform.

(Optional) To preview the device information before you export the CSV file, select the devices and
select Device Inventory > View Physical Inventory from the Actions menu.

The View Physical Inventory page appears.

Select the devices whose physical inventory you want to export and select Device Inventory > Export
Physical Inventory from the Actions menu.

The Export Inventory dialog box is displayed.

(Optional) Click the plus sign (+) to the left of a device on the list to view more details about the device.

Export the physical inventory of the devices.
a. You can export the physical inventory details of selected or all devices.

e To export the physical inventory details of selected devices, click Export Selected.

e To export the physical inventory details of all devices, click Export All.

e To cancel the export operation, click Cancel.

You are returned to the Device Management page.

If you selected to export, the Export Inventory Job Status information dialog box is displayed. When
the job is completed, the Export Inventory Job Status report indicates that the job is complete.

b. Click the Download link in the Export Inventory Job Status information dialog box to download the
CSV file.

The CSV file you downloaded displays physical inventory of selected devices or all devices. The
details include name of the device, chassis, name of the module, name of the sub-module, name of
the sub-sub-module, name of the sub-sub-sub-module, model number of the device, model of the
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device, part number of the device, revision number of the device, serial number of the device, vendor
part number, vendor material number, and the description provided for the device.

6. Close the Export Inventory Job Status information dialog box to return to the Device Management

page.
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Configuring Juniper Networks Devices
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Modifying the Configuration on the Device

You modify the configuration on a device by using the Modify Configuration page. This topic describes
the individual operations involved in modifying a device configuration after you have selected your device
and the configuration perspective.

NOTE: You can use this workflow to modify the configuration on modeled devices too.

To modify the device configuration:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

Right-click the device whose configuration you want to modify and select Device Configuration >
Modify Configuration.

The Modify Configuration page is displayed.

. You can use the Schema-based Configuration Editor or Configuration Guides to modify the device

configuration.

To modify the configuration by using the Schema-based Configuration Editor:

a. Click the Schema-based Configuration Editor link to modify the configuration by using the
schema-based editor.

b. Select a configuration option from the hierarchy in the left pane.

The contents of the right pane change to reflect your selection on the left, and the full name of the
configuration option appears on the title bar on the right pane.

The parameters of a configuration option that are displayed vary depending on the data type of the
option. The data type is shown in a tooltip when you mouse over an option in the hierarchy. It is
the data type that determines how the parameter is validated. The data type is in turn determined
by the DMI schema .

The options displayed in table rows can be manipulated as follows:
o Edited by selecting a row and clicking the diagonal pencil icon
e Added by clicking the plus icon

e Deleted by selecting a row and clicking the minus icon



The variety in the data presentation affects only how you arrive at the value you want to change,
not the value itself.

For more information about the correlation between data types and validation methods, see “Creating
a Template Definition” on page 291.

A parameter available for configuration is usually displayed as the View/Configure link.

. Click View/Configure until you arrive at the parameter that you want to change.

. Make your change.

In the hierarchy on the left, the option you have changed is highlighted and the option label is set
in bold. This distinguishes it from subsequent options that you simply visit, without making any
changes. If you open the hierarchy, you see not only the name of the principal option, but also the
name of the particular parameter that you have changed; for example, not only “SNMP,” but also
“Description.”

NOTE: Your edits are saved when you click anywhere else on the Edit Device Configuration
page (that is, another configuration option or any of the buttons).

. (Optional) For information about individual parameters, click the little blue information icons on the
right of the configuration settings to display explanations.

(Optional) To add comments about individual parameters, click the little yellow comment icons next
to the configuration settings and enter your comments.

. (Optional) To activate or deactivate a configuration option, click the Activate or Deactivate link
respectively.

NOTE: You can activate or deactivate a configuration option only if the configuration

node exists.

. (Optional) In the Comments field, enter any remarks that you want to display when the consolidated
configuration is reviewed. The remarks appear as a title for the configuration.



If you do not enter anything in this field, the label for the configuration is something similar to
Generated config change from: created by super at 2012-09-14 01:33:26.564 (1 Item).

To modify the device configuration by using Configuration Guides:

a. Click the Basic Setup link.

The Basic Setup pop-up window is displayed.

b. (Optional) In the Hostname field, enter the hostname of the device.

o

(Optional) In the Domain name field, enter the domain name of the device.

d. (Optional) In the Timezone field, enter the time zone of the device.

o

(Optional) Select the Allow FTP file transfers check box if you want to allow FTP file transfers on
the device.

bl

(Optional) Select the Allow ssh access check box if you want to allow accessing the device through
SSH.

g. (Optional) Select the Allow telnet login check box if you want to allow logging in to the device
through Telnet.

h. For NTP Server, click the Add NTP Server icon to add an NTP server to the device.
The Add pop-up window is displayed.

Enter the following details in this pop-up window:

i. Inthe Name field, enter the name of the NTP server.

ii. (Optional) In the Key field, enter a value for the key.

iii. (Optional) From the Version drop-down list, select the appropriate version.

iv. (Optional) Select the Prefer check box.

v. Click Create.

Click the Edit NTP Server or Delete NTP Server icon to edit NTP server details or delete the
NTP server.

i. For User Management, click the Add User icon to add users for the device.



The Add pop-up window is displayed.

Enter the following details in this pop-up window:

i. Inthe Name field, enter the name of the user.

ii. (Optional) Select an appropriate user ID from the User ID field.

The minimum value for this field is 100.

iii. (Optional) In the Full Name field, enter the full name of the user.

iv. (Optional) In the Password field, enter the password for the user.

v. (Optional) In the Re-enter Password field, re-enter the password for the user.

vi. From the Login Class drop-down list, select the appropriate login class for the user.

The available login classes are super-user, operator, read-only, unauthorized, and wheel.

vii. Click Create.

Click the Edit User or Delete User icon to edit user details or delete the user.

For DNS Server, click the DNS NTP Server icon to add a DNS server to the device.
The Add pop-up window is displayed.

Enter the following details in this pop-up window:

i. Inthe Name field, enter the name of the DNS server.

ii. Click Create.

Click the Edit DNS Server or Delete DNS Server icon to edit the DNS server details or delete
the DNS server.

. For SNMP, enter the following details:

i. Inthe Location field, enter the location for SNMP.

ii. Click the Add SNMP Community icon.
The Add pop-up window is displayed.

For Community, enter the following details:

a. In the Name field, enter the name of the SNMP community.



b. (Optional) From the Authorization drop-down list, select the appropriate type of authorization.

c. Click Create.

Click the Edit SNMP Community or Delete SNMP Community icon to edit the SNMP Community
details or delete the SNMP community.

iii. Click the Add Trap Group icon.
The Add pop-up window is displayed.
For Trap Group, enter the following details:
a. Inthe Name field, enter the name of the trap group.
b. (Optional) Select the check box next to the appropriate trap group category.
c. Click Create.

[. Click OK.

NOTE: If you have installed the Security Director application on your Junos Space Network
Management Platform setup and are modifying the configuration on an SRX Series device,
you can use the additional Configuration Guides available on the Modify Configuration page.
In this case, the Modify Configuration page lists the Configuration Guides to set up routing
and security parameters on an SRX Series device. For more information about using the
Configuration Guides related to routing and security parameters on an SRX Series device,
see the Junos Space Security Director Application Guide.

4. You can preview, save, or deploy the device configuration.
e To preview the configuration before deploying it to the device, click Preview.
e To save the configuration, click Save.

e To deploy the configuration on the device, click Deploy.

NOTE: You cannot validate or deploy the configuration on a modeled device (that is, a device
in the Modeled state).
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When you finish modifying a device configuration, you can review and deploy the configuration by using
the Review/Deploy Configuration page. You can review and deploy configurations created using the
Schema-Based Configuration Editor, CLI Configlets, or Configuration Guides. You can review these
configurations in a device-centric view, exclude or include, and approve or reject appropriate configuration
changes, and deploy them to one or more devices in a single commit operation.

In Junos Space Network Management Platform, different users can create configuration templates for a
particular device. A single reviewer can then view all these configurations for one or multiple devices (see
“Viewing and Assigning Shared Objects” on page 160) to decide which of them to deploy and in what
sequence.

NOTE: It is possible to create a configuration that is not shared, in which case, only its creator
can deploy it. For example, configurations scheduled for deployment that were created with the
Schema-Based Configuration Editor are not shared and are therefore not visible as a shared
object.



NOTE: You cannot validate or deploy a configuration on a modeled device that is in the Modeled
state.

You can perform the following tasks on the Review/Deploy Configuration page:

Viewing the Configuration Changes on the Device

You can view the configuration changes that you want to deploy on the device, on the Review/Deploy
Configuration page. The configuration displayed on the page includes changes from the Schema-Based
Configuration Editor, templates, or CLI Configlets.

To view the configuration changes:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

2. Right-click the device whose configuration you want to view and select Device Configuration >
Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed. The Selected Devices area on the left side of this
page displays the device on which you are about to deploy the configuration. The right side of this page
displays the modified configuration that you are about to deploy on the device, on the Change Summary
tab.

For more information about the tabs displayed on this page, see Table 23 on page 149.

NOTE: You can also select multiple devices and view the configuration changes on these
devices on the Change Summary tab.

Table 22 on page 148 shows the columns displayed in the Selected Devices area.

Table 22: Columns in the Selected Devices Area

Column Name Description
Device ID ID of the device

Device Name Name of the device



Table 22: Columns in the Selected Devices Area (continued)

Column Name Description

Managed Status Current status of the managed device in Junos Space Network
Management Platform. For more information about states in the
Managed Status column, see “Viewing Managed Devices” on

page 14.
Validation Validation results of the configuration on the device
Status Status of the modified configuration on the device: approved,

rejected, or deployed

The right side of the page displays different tabs that you can select to view configuration deltas from
the running configuration. A delta is the differential configuration that you are about to deploy on the
device. Table 23 on page 149 lists the tabs.

Table 23: Tabs to View Configuration Deltas

Tab Name Description

Change Summary Pending configuration changes for the device

Delta Config (CLI) Deltas from the running configuration in CLI format
Delta Config (XML) Deltas from the running configuration in XML format
Additional Info More configuration details to add to the audit trail

NOTE: The configuration changes from the Schema-Based Configuration Editor or templates
are shown in the CLI format, whereas the changes from a CLI Configlet are shown only in
the curly-braces format. The Delta Config (CLI) and Delta Config (XML) tabs are disabled if
the delta configuration includes configuration changes from CLI Configlets.

3. Click the appropriate tab for the details you want to view.

Click Close to return to the Review/Deploy Configuration page.



Validating the Delta Configuration on the Device

You validate the delta configuration on the device and view the validation results before deploying the
configuration changes to the device. The configuration changes created using the Schema-Based
Configuration Editor, templates, and CLI Configlets are validated on the device.

To validate the delta configuration on the device:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

2. Right-click the device whose configuration you want to validate and select Device Configuration >
Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed.

3. On the Change Summary tab, click the Validate on Device link.

A job is created. You can click the Job ID to view the job details.

NOTE: You cannot validate the configuration if you select a device that is in the Modeled
state.

Click Close to return to the Review/Deploy Configuration page.

Viewing the Device-Configuration Validation Report

After you have validated the configuration on the device, you can view the validation results.
To view the validation results:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

2. Right-click the device whose configuration validation report you want to view and select Device
Configuration > Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed.

3. On the Change Summary tab, click the Device Validation Report link.



A dialog box displays the results of the validation.

Click Close to return to the Review/Deploy Configuration page.

Excluding or Including a Group of Configuration Changes

You can exclude or include a specific group of configuration changes created using the Schema-Based
Configuration Editor, templates, and CLI Configlets. If you exclude a configuration change, the change is
not deployed to the device during the deploy operation.

To exclude or include a specific group of configuration changes:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

2. Right-click the device whose specific group of configuration changes you want to exclude or include
and select Device Configuration > Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed.

3. Onthe Change Summary tab, click Exclude to exclude changes from the template or the Schema-Based
Configuration Editor.

Alternatively, on the Change Summary tab, click Include to include any template changes to the
configuration that you are deploying to the device.

Click Close to return to the Review/Deploy Configuration page.

Deleting a Group of Configuration Changes

You can delete a specific group of configuration changes created using the Schema-Based Configuration
Editor, templates, and CLI Configlets. If you delete the configuration changes, the changes are not deployed
to the device during the deploy operation.

To delete a specific group of configuration changes:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

2. Right-click the device whose specific group of configuration changes you want to delete and select
Device Configuration > Review/Deploy Configuration.



The Review/Deploy Configuration page is displayed.

3. Onthe Change Summary tab, click Delete to delete any changes from the Schema-Based Configuration
Editor.

Click Close to return to the Review/Deploy Configuration page.

Approving the Configuration Changes

You approve the configuration changes after you have successfully validated the configuration changes
on the device. Approving the configuration is the last step you perform before you deploy the configuration
on the device.

To approve the configuration changes:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

2. Right-click the device whose configuration changes you want to approve and select Device Configuration
> Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed.

3. Click Approve to approve the configuration.

4. Click Yes on the confirmation dialog box.

NOTE: If you cannot approve the configuration on the Review/Deploy Configuration page,
check whether the Enable approval workflow for configuration deployment check box on the
Administration > Applications > Modify Application Settings > Devices page is not selected. By
default, this check box is selected.



Rejecting the Configuration Changes

You can reject the configuration changes you have approved earlier. Rejecting the configuration changes

prevents the configuration from being deployed on the device.

To reject the configuration changes:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

Right-click the device whose configuration changes you want to reject and select Device Configuration
> Review/Deploy Configuration.

The Review/Deploy Configuration page is displayed.

. Select an approved configuration change and click Reject.

Click Yes in the confirmation dialog box.

NOTE: You can view the rejected configuration on the Change Summary tab.

Deploying the Configuration Changes to a Device

You can deploy the configuration changes you have approved earlier to a device.

To deploy the configuration changes to a device:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

Right-click the device whose configuration changes you want to deploy and select Review/Deploy
Configuration.

The Review/Deploy Configuration page is displayed.

Click Deploy.

The Deploy Configuration dialog box is displayed.



NOTE: If you select a device that is in the Modeled state, the Deploy button appears dimmed.

You can deploy the configuration immediately or later.

e To deploy the configuration to the device immediately, select the Deploy Now option button.

e To deploy the configuration to the device later, select Deploy Later and specify the date and time.
4. Click OK.

A job is triggered. You can view the details of this job on the Job Management page. The job displays
the configuration deployed on the device in two areas—from the Schema-Based Configuration Editor
and templates, and from CLI Configlets.

NOTE: If you are upgrading to a new version of Junos Space Network Management Platform,
you should deploy all consolidated configurations and change requests before the upgrade. The
upgrade deletes all consolidated configurations and change requests.
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Junos OS Releases Supported in Junos Space Network Management
Platform

The following Junos OS software releases are supported in different Junos Space applications:

e Junos OS Release 9.3
e Junos OS Release 9.4
e Junos OS Release 9.5
e Junos OS Release 9.6
e Junos OS Release 10.0
e Junos OS Release 10.1



e Junos OS Release 10.2
e Junos OS Release 10.3
e Junos OS Release 10.4
e Junos OS Release 11.1
e Junos OS Release 11.2
e Junos OS Release 11.3
e Junos OS Release 11.4
e Junos OS Release 12.1
e Junos OS Release 12.2
e Junos OS Release 12.3
e Junos OS Release 13.1
e Junos OS Release 13.2
e Junos OS Release 13.3
e Junos OS Release 14.1
e Junos OS Release 14.2
e Junos OS Release 15.1
e Junos OS Release 16.1
e Junos OS Release 16.2
e Junos OS Release 17.1
e Junos OS Release 17.2
e Junos OS Release 17.3
e Junos OS Release 17.4
e Junos OS Release 18.1
e Junos OS Release 18.2
e Junos OS Release 18.3
e Junos OS Release 18.4
e Junos OS Release 19.1
e Junos OS Release 19.2
e Junos OS Release 19.3
e Junos OS Release 19.4
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Configuration Guides Overview

The Device Management Interface (DMI) schema-based Configuration Editor that is shipped with Junos
Space Network Management Platform helps you modify the entire configuration of a device. However,
to modify only a part of the configuration of the device, use the custom-built user interface of Configuration
Guides.

Configuration Guides are deployed as a single application on the Junos Space Network Management
Platform. When you install Junos Space Network Management Platform on a device, the Configuration
Guides packaged in the application are automatically displayed on the View/Edit Configuration page. All
changes to the device configuration you made using the Configuration Guides are collected as a single
change request. The configuration changes you make in one Configuration Guide are visible in other
Configuration Guides and the Configuration Editor. If you change a parameter using two Configuration
Guides, the change made in the last Configuration Guide is accepted. The changes are merged in
chronological order. You can preview the combined configuration changes in XML and CLI formats.

When you have finished editing the device configuration using the Configuration Guides, you can finalize
the changes by previewing and saving the changes, or by deploying the changes on the device. Clicking
the Deploy button takes you to the Review/Deploy Configuration page.

Saving the Configuration Created using the Configuration Guides | 157
Previewing the Configuration Created using the Configuration Guides | 158

Deploying the Configuration Created using the Configuration Guides | 159

Saving the Configuration Created using the Configuration Guides

You can access Configuration Guides from the Devices workspace in Junos Space Network Management
Platform. You can save the configuration on Junos Space Network Management Platform.

To save the device configuration created using the Configuration Guides:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

2. Select the device for which you want to use Configuration Guides.

3. Right-click the device and select Device Configuration > Modify Configuration.



The Modify Configuration page is displayed. This page lists the Configuration Guides deployed with
the hot-plugged application. You can also open the generic configuration editor by clicking the
Schema-based Configuration Editor link.

4. Use the Configuration Guides to modify the device configuration.

5. Click Save.

Configuration Guides Overview | 157
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Deploying the Configuration Created using the Configuration Guides | 159

Previewing the Configuration Created using the Configuration Guides

You can access Configuration Guides from the Devices workspace in Junos Space Network Management
Platform. You can preview the configuration before deploying it to the devices

To preview the device configuration created using the Configuration Guides:

1. On the Network Management Platform user interface, select Devices > Device Management.
2. Select the device for which you want to use the Configuration Wizard.

3. Right-click the device and select Device Configuration > Modify Configuration.

The Modify Configuration page is displayed. This page lists the Configuration Guides deployed with
the hot-plugged application. You can also open the generic configuration editor by clicking the
Schema-based Configuration Editor link.

4. Use the Configuration Guides to modify the device configuration.

5. Click Preview.

The View Configuration Change page is displayed. You can view the configuration changes either in
the CLI or XML formats.

6. Click Close.



‘ Configuration Guides Overview | 157

Deploying the Configuration Created using the Configuration Guides

You can access Configuration Guides from the Devices workspace in Junos Space Network Management
Platform. You can deploy the configuration on the devices.

To deploy the device configuration using the Configuration Guides:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

2. Select the device for which you want to use Configuration Guides.

3. Right-click the device and select Device Configuration > View/Edit Configuration.

The View/Edit Configuration page is displayed. This page lists the Configuration Guides deployed with
the hot-plugged application. You can also open the generic configuration editor by clicking the
Schema-based Configuration Editor link.

4. Use the Configuration Guides to modify the device configuration.

5. Click Deploy.

The Deploy Options page is displayed.
6. Select the appropriate deployment schedule from the Date and Time options.

7. Click Deploy.
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Viewing and Assigning Shared Objects

Shared object is a template. You assign a shared object to assign the configuration in the template to
devices.

You can view the configurations created using Junos Space applications and Junos Space Platform
workspaces that are applicable for each device. You can assign and queue them up before deploying them
to devices. You can also accept or reject the pending configurations, and you can change the sequence in
which these changes are committed. Accepting a configuration is assigning it, and rejecting it is unassigning
it.

All configurations that have been created for the device are assigned and will be candidates for deployment,
unless you unassign them.

Viewing assigned shared objects can only be done on a per-device basis.
You can select only one device at a time. To view assigned shared objects:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page is displayed.

2. Select the device whose assigned objects you want to view, and select Device Configuration >
View/Assign Shared Objects from the Actions menu

The View/Assign Shared Objects page is displayed. It lists the running configuration and the pending
configurations on the right and displays the workspaces where these configuration originated from on
the left.

The following Table 24 on page 160 lists the columns available on this page.

Table 24: View Assigned Shared Objects Table

Column Heading Content

Name Name of the template

Assigned Template Version Version of the template assigned on the device
Deployment Template Version Version of the template deployed on the device
Modified By User who last modified the template

Modify Time Time when the template was last modified

Description Description of the template



5.

All of the columns in the table have filtering enabled. Each of the configurations listed can be selected
and all of the following can be performed:

e Assign Templates

e Unassign Templates

e Move Up / Move Down

If you want to assign a template:

a. On the left side of the page, select the workspace where the configuration was created.
The table on the right displays the configurations created in the selected workspace.

b. Select the check box for the configuration you want to assign, and click the [+] sign.
The template is assigned.

To unassign a template:

a. On the left side of the page, select the workspace where the configuration was created.
The table on the right displays the configurations created in the selected workspace.

b. Select the check box for the configuration you want to unassign, and click the [-] sign.
A Confirm dialog appears, asking you whether you want to unassign the selected object.

c. Click Yes to dismiss the dialog.
The template disappears from the table.

To change the sequence of objects, assigned or otherwise:

a. Select the check box for the configuration whose position you want to change, and click the up or
the down arrow.

The object moves up or down in the display as required.
b. (Optional) Continue moving objects the same way until you are satisfied.

Click Assign.

Modifying the Configuration on the Device | 142
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Applying a CLI Configlet to Devices

CLI Configlets are configuration tools provided by Junos OS that enable you to apply a configuration onto
a device by reducing configuration complexity. A CLI Configlet is a configuration template that is transformed

into a CLI configuration string before being applied to a device. You apply a CLI Configlet to push a
configuration to a device.

NOTE: To easily identify the CLI Configlet that you want to apply to the device, apply a filter
on the Reference Number column. You cannot validate a CLI Configlet, or apply a CLI Configlet
to more than 200 devices if the CLI Configlet requires XPath processing. However you can apply
CLI Configlets to more than 200 devices if the CLI Configlets do not require XPath processing.
CLI Configlets that do not require XPath processing include CLI Configlets with context /, //, or
/device and without device-specific or entity-specific parameters.

To apply a CLI Configlet to a device:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

Select a device and select Device Operations > Apply CLI Configlet from the Actions menu.

The Apply CLI Configlet page is displayed. This page displays the list of CLI Configlets categorized by
context and device family.

(Optional) To view the context:
a. Click the View Context link.
The Context dialog box is displayed.
b. Click OK.
You can filter the list of CLI Configlets that you want to apply to the device manually or by using tags.

o To filter the CLI Configlets manually, enter the search criteria in the Search field and click the Search

icon.
The list of CLI Configlets is further filtered by the search criteria.
o To filter the CLI Configlets by using tags:
a. Click the Select by tags option button.
The Search field disappears.

b. From the Select by tags drop-down list, select an appropriate tag.



c. Click OK.

The list of CLI Configlets is further filtered by the tag you selected.

NOTE: This filtered view is retained even when you navigate to other inventory landing
pages.

5. Select a CLI Configlet from the filtered list.
The parameters of the CLI Configlet are displayed.

From Junos Space Platform Release 17.2R1 onward, you can use CSV files to input parameter values
when you need to apply configlets on multiple devices. You can upload the parameter values in the
specified format as a CSV file.

To download a sample CSV file, click the Download Configlet Parameters link. The SampleParameterCSV
file is downloaded with the parameters already present in the editable grid. You can enter or edit the
required parameter values in the CSV file easily in addition to manually editing the parameter value
field in the grid.

To upload the edited CSV file, click the Browse button, select the file, and then click the Upload button.
The values of parameters in the CSV file are populated to the editable grid. The parameters of CLI
Configlet are listed in the grid with pagination support.

6. (Optional) To enter the values for the parameters of the CLI Configlet, click the appropriate cell in the
Value column.

o If you enter a value for a parameter that is a Password field, the value is hidden.

e If you enter a value for a parameter that is a Confirm Password field, a pop-up window is displayed.
Enter the password again and click OK.

7. (Optional) If you want to apply the CLI Configlet later:
a. Select the Schedule at a later time check box.
b. Enter the date in the Date field in the /YYYY format
c. Enter the time in the Time field in the hh:mm format.
8. Click Next.

You can preview the configuration in the CLI Configlet in the Preview area.



The top of the Preview area displays the parameters with the values that are applied to devices. The
bottom left of the Preview area displays the devices you have selected. The bottom right of the Preview
area displays the configuration that will be applied to the device selected on the left.

e Click a device to view the configuration that will be applied to the device.

9. Before applying the CLI Configlet, you can validate the configuration in the CLI Configlet on the device.

a. (Optional) To validate the CLI Configlet on the device, click Validate.
The Validate Results page is displayed.

A job is triggered. The Progress column displays the progress of validation against each device.
When the validation is complete, the results of the validation are displayed. The Status column
indicates the results of the validation. If the validation is unsuccessful, the details of the error are
displayed on the page. If there is an error, the View Job Details page displays an error message. For
more information about the error messages, see “Common Error Messages in Device-Related
Operations” on page 812.

NOTE: You can also view the validation results from the Job Management page. To view
the validation results, double-click the job ID and click the View Results link corresponding
to the device. The Validate CLI Configlet Job Remarks pop-up window is displayed.
Navigate back to the Validate Results page.

b. Click Close to return to the Apply CLI Configlet page.

10. (Optional) To select a different CLI Configlet or reschedule the workflow, click Back.

You are redirected to the previous page.

11.You can apply the CLI Configlet to the device or submit the configuration changes included in the CLI
Configlet to the change requests.

e To apply the CLI Configlet to the device, click Apply.
o If you selected to apply the CLI Configlet now, the Configlets Results page is displayed.

Ajobis triggered. The Progress column displays the progress of applying the CLI Configlet against
each device. When the job is complete, the results of the job are displayed. The Status column
indicates the results of the job.



NOTE: You can also view the results from the Job Management page. To view the
results, double-click the job ID and click the View Results link corresponding to the
device. The Apply CLI Configlet Job Remarks pop-up window is displayed. Navigate
back to the Configlet Results page.

If you scheduled this task for a later time, the Job Information dialog box displays the schedule
information. Click OK.

e To submit the configuration changes to the change requests, click Submit.

The configuration changes are included in the list of changes on the Review/Deploy Configuration

page in the Devices workspace.
An audit log is generated when you apply or submit the CLI Configlet.

e To cancel this task, click Cancel. You are returned to the Device Management page.

Release History Table
Release Description

17.2 From Junos Space Platform Release 17.2R1 onward, you can use CSV files to input parameter

values when you need to apply configlets on multiple devices.
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Applying a CLI Configlet to a Physical Inventory Element

CLI Configlets are configuration tools provided by Junos OS that enables the user to apply a configuration
onto a device by reducing configuration complexity. A CLI Configlet is a configuration template that is

transformed into a CLI configuration string before being applied to a device. You apply a CLI Configlet to
the physical inventory element of a device to push the configuration from the CLI Configlet to the device.

To apply a CLI Configlet to the physical inventory element:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

Select a device and select Device Inventory > View Physical Inventory.

The View Physical Inventory page is displayed.

Right-click a physical inventory element for which the CLI Configlet has to be applied and select Apply
CLI Configlet.

The Apply CLI Configlet page is displayed. This page displays a list of CLI Configlets categorized by
context and device family.

(Optional) To view the context:
a. Click the View Context link.

The Context dialog box is displayed.
b. Click OK.

You can filter the list of CLI Configlets that you want to apply to the physical inventory element manually
or by using tags.

o To filter the CLI Configlets manually, enter the search criteria in the Search field and click the Search
icon.

The list of CLI Configlets is further filtered by the search criteria.
e To filter the CLI Configlets by using tags:
a. Click the Select by tags option button.
The Search field disappears.
b. From the Select by tags drop-down list, select an appropriate tag.
c. Click OK.

The list of CLI Configlets is further filtered by the tag you selected.



NOTE: This filtered view is retained even when you navigate to other inventory landing
pages.

6. Select a CLI Configlet from the filtered list.
The parameters of the CLI Configlet are displayed.

From Junos Space Platform Release 17.2R1 onward, you can use CSV files to input parameter values
when you need to apply configlets on multiple devices. You can upload the parameter values in the
specified format as a CSV file.

To download a sample CSV file, click the Download Configlet Parameters link. The SampleParameterCSV
file is downloaded with the parameters already present in the editable grid. You can enter or edit the
required parameter values in the CSV file easily in addition to manually editing the parameter value
field in the grid.

To upload the edited CSV file, click the Browse button, select the file, and then click the Upload button.
The values of parameters in the CSV file are populated to the editable grid. The parameters of CLI
Configlet are listed in the grid with pagination support.

7. (Optional) To enter the values for the parameters of the CLI Configlet, click the appropriate cell in the
Value column.

o If you enter a value for a parameter that is a Password field, the value you enter is hidden.

e If you enter a value for a parameter that is a Confirm Password field, a pop-up window is displayed.
Enter the password again and click OK.

8. (Optional) If you want to apply the CLI Configlet later:
a. Select the Schedule at a later time check box.
b. Enter the date in the Date field in the MM/DD/YYYY or MM/DD/YY format.
c. Enter the time in the Time field in the hh:mm format.
9. Click Next.
You can preview the configuration in the CLI Configlet in the Preview area.

The top of the Preview area displays the parameters with the values that are applied to devices. The
bottom left of the Preview area displays the devices you have selected. The bottom right of the Preview
area displays the configuration that will be applied to the device selected on the left.



10. Before applying the CLI Configlet the physical inventory element of the device, you can validate the
configuration in the CLI Configlet on the device.

a. (Optional) To validate the CLI Configlet on the physical inventory element, click Validate.

The Validate Results page is displayed.

A job is triggered. The Progress column displays the progress of validation. When the validation is
complete, the results of the validation are displayed. The Status column indicates the results of the
validation. If the validation is unsuccessful, the details of the error are displayed on the page.

NOTE: You can also view the validation results from the Job Management page. To view
the validation results, double-click the job ID and click the View Results link corresponding
to the device. The Validate CLI Configlet Job Remarks pop-up window is displayed.
Navigate back to the Validate Results page.

b. Click Close to return to the Apply CLI Configlet page.

11. (Optional) To select a different CLI Configlet or reschedule the workflow, click Back.

You are redirected to the previous page.

12.You can apply the CLI Configlet to the physical inventory element or submit the configuration changes
included in the CLI Configlet to the change requests.

To apply the CLI Configlet to the physical inventory element of the device, click Apply.

e If you selected to apply the CLI Configlet now, the Configlets Results page is displayed.

Ajobis triggered. The Progress column displays the progress of applying the CLI Configlet. When
the job is complete, the results of the job are displayed. The Status column indicates the results

of the job.

NOTE: You can also view the results from the Job Management page. To view the
results, double-click the job ID and click the View Results link. The Apply CLI Configlet
Job Remarks pop-up window is displayed. Navigate back to the Configlet Results page.

If you scheduled to apply this task for later, the Job Information dialog box that appears displays
the schedule information. Click OK.



e o Tosubmitthe configuration changes to the change requests, click Submit.

The configuration changes are included in the list of changes on the Review/Deploy Configuration

page in the Devices workspace.

An audit log is generated when you apply or submit the CLI Configlet.

e Click Cancel to return to the View Physical Inventory page.

Release History Table

Release Description
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Applying a CLI Configlet to a Physical Interface

CLI Configlets are configuration tools provided by Junos OS that you can use to apply a configuration onto
a device more easily. A CLI Configlet is a configuration template that is transformed into a CLI configuration
string before being applied to a device. You apply a CLI Configlet to a physical interface of a device to
push the configuration from the CLI Configlet to the device.

NOTE: You cannot validate a CLI Configlet or apply a CLI Configlet to more than 200 devices
if the CLI Configlet requires XPath processing. However, you can apply CLI Configlets to more
than 200 devices if the CLI Configlets do not require XPath processing. CLI Configlets that do
not require XPath processing include CLI Configlets with context // and without device- specific
or entity-specific parameters.

To apply a CLI Configlet to a physical interface:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

Select a device and select Device Inventory > View Physical Interfaces from the Actions menu.

The View Physical Interfaces page is displayed.

Right-click a physical interface for which the CLI Configlet has to be applied and select Apply CLI
Configlet.

The Apply CLI Configlet page is displayed. This page displays a list of CLI Configlets categorized by
context and device family.

(Optional) To view the context:
a. Click the View Context link.

The Context dialog box is displayed.
b. Click OK.

. You can filter the list of CLI Configlets that you want to apply to the physical interface manually or by

using tags.

¢ To filter the CLI Configlets manually, enter the search criteria in the Search field and click the Search
icon.

The list of CLI Configlets is further filtered by the search criteria.



e To filter the CLI Configlets by using tags:
a. Click the Select by tags option button.
The Search field disappears.
b. From the Select by tags drop-down list, select an appropriate tag.
c. Click OK.

The list of CLI Configlets is further filtered by the tag you selected.

NOTE: This filtered view is retained even when you navigate to other inventory landing
pages.

6. Select a CLI Configlet from the filtered list.
The parameters of the CLI Configlet are displayed.

From Junos Space Platform Release 17.2R1 onward, you can use CSV files to input parameter values
when you need to apply configlets on multiple devices. You can upload the parameter values in the
specified format as a CSV file.

To download a sample CSV file, click the Download Configlet Parameters link. The SampleParameterCSV
file is downloaded with the parameters already present in the editable grid. You can enter or edit the
required parameter values in the CSV file easily in addition to manually editing the parameter value
field in the grid.

To upload the edited CSV file, click the Browse button, select the file, and then click the Upload button.
The values of parameters in the CSV file are populated to the editable grid. The parameters of CLI
Configlet are listed in the grid with pagination support.

7. (Optional) To enter the value for the parameters of the CLI Configlet, click the appropriate cell in the
Value column.

o If you enter a value for a parameter that is a Password field, the value you enter is hidden.

e If you enter a value for a parameter that is a Confirm Password field, a pop-up window is displayed.
Enter the password again and click OK.

8. (Optional) If you want to apply the CLI Configlet later:
a. Select the Schedule at a later time check box.
b. Enter the date in the Date field in the MM/DD/YYYY or MM/DD/YY format.
c. Enter the time in the Time field in the hh:mm format.

9. Click Next.

You can preview the configuration in the CLI Configlet in the Preview area.



The top of the Preview area displays the parameters with the values that are applied to devices. The
bottom left of the Preview area displays the devices you have selected. The bottom right of the Preview
area displays the configuration that will be applied to the device selected on the left.

10. (Optional) Before you apply the CLI Configlet to a physical interface of a device, validate the configuration
in the CLI Configlet on the device.

a. Tovalidate a CLI Configlet on a physical interface, click Validate.
The Validate Results page is displayed.

A job is triggered. The Progress column displays the progress of validation. When the validation is
complete, the results of the validation are displayed. The Status column indicates the results of the
validation. If the validation is unsuccessful, the details of the error are displayed on the page.

NOTE: You can also view the validation results from the Job Management page. To view
the validation results, double-click the job ID and click the View Results link. The Validate
CLI Configlet Job Remarks pop-up window is displayed. Navigate back to the Validate
Results page.

11. (Optional) To select a different CLI Configlet or reschedule the workflow, click Back.

You are redirected to the previous page.

12.You can apply the CLI Configlet to the physical interface or submit the configuration changes included
in the CLI Configlet to the change requests.

e To apply the CLI Configlet to the physical interface of the device, click Apply.
e If you selected to apply the CLI Configlet now, the Configlets Results page is displayed.

Ajobis triggered. The Progress column displays the progress of applying the CLI Configlet. When
the job is complete, the results of the job are displayed. The Status column indicates the results
of the job.

NOTE: You can also view the results from the Job Management page. To view the
results, double-click the job ID and click the View Results link. The Apply CLI Configlet
Job Remarks pop-up window is displayed. Navigate back to the Configlet Results page.

o If you scheduled this task for later, the Job Information dialog box that appears displays the
schedule information. Click OK.



e To submit the configuration changes to the change requests, click Submit.

e The configuration changes are included in the list of changes on the Review/Deploy Configuration
page in the Devices workspace.

An audit log is generated when you apply or submit the CLI Configlet.

e To cancel this task, click Cancel. You are returned to the View Physical Interfaces page.

Release History Table
Release Description

17.2 From Junos Space Platform Release 17.2R1 onward, you can use CSV files to input parameter
values when you need to apply configlets on multiple devices.
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Applying a CLI Configlet to a Logical Interface

CLI Configlets are configuration tools provided by Junos OS to help you configure a device more easily.
A CLI Configlet is a configuration template that is transformed into a CLI configuration string before being
applied to a device. You apply a CLI Configlet to the logical interface of a device to push the configuration
in the CLI Configlet to the device.

NOTE: You cannot validate a CLI Configlet or apply a CLI Configlet to more than 200 devices
if the CLI Configlet requires XPath processing. However, you can apply CLI Configlets to more
than 200 devices if the CLI Configlets do not require XPath processing. CLI Configlets that do
not require XPath processing include CLI Configlets with context // and without device-specific
or entity-specific parameters.

To apply a CLI Configlet to logical interfaces:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

Select the required devices and select Device Inventory > View Logical Interfaces from the Actions
menu.

The View Logical Interfaces page is displayed with logical interfaces of all the selected devices.

Right-click the logical interfaces for which the CLI Configlet must be applied and select Apply CLI
Configlet.

The Apply CLI Configlet page is displayed. This page displays a list of CLI Configlets that are categorized
by context and device family.

(Optional) To view the context:
a. Click the View Context link.

The Context dialog box is displayed.
b. Click OK.

. You can filter the list of CLI Configlets that you want to apply to the logical interface manually or by

using tags.

e To filter CLI Configlets manually, enter the search criteria in the Search field and click the Search
icon.

The list of CLI Configlets is further filtered by the search criteria.



e To filter the CLI Configlets by using tags:
a. Click the Select by tags option button.
The Search field disappears.
b. From the Select by tags drop-down list, select an appropriate tag.
c. Click OK.

The list of CLI Configlets is further filtered by the tag you selected.

NOTE: This filtered view is retained even when you navigate to other inventory landing
pages.

6. Select a CLI Configlet from the filtered list.
The parameters of the CLI Configlet are displayed.

From Junos Space Platform Release 17.2R1 onward, you can use CSV files to input parameter values
when you need to apply configlets on multiple devices. You can upload the parameter values in the
specified format as a CSV file.

To download a sample CSV file, click the Download Configlet Parameters link. The SampleParameterCSV
file is downloaded with the parameters already present in the editable grid. You can enter or edit the
required parameter values in the CSV file easily in addition to manually editing the parameter value
field in the grid.

To upload the edited CSV file, click the Browse button, select the file, and then click the Upload button.
The values of parameters in the CSV file are populated to the editable grid. The parameters of CLI
Configlet are listed in the grid with pagination support.

7. (Optional) To enter the values for the parameters of the CLI Configlet, click the appropriate cell in the
Value column.

o If you enter a value for a parameter that is a Password field, the value you enter is hidden.

e If you enter a value for a parameter that is a Confirm Password field, a pop-up window is displayed.
Enter the password again and click OK.

8. (Optional) If you want to apply the CLI Configlet later:
a. Select the Schedule at a later time check box.
b. Enter the date in the Date field in the MM/DD/YYYY or MM/DD/YY format.
c. Enter the time in the Time field in the hh:mm format.

9. Click Next.

You can preview the configuration in the CLI Configlet in the Preview area.



The top of the Preview area displays the parameters with the values that are applied to devices. The
bottom left of the Preview area displays the devices you have selected. The bottom right of the Preview
area displays the configuration that will be applied to the device selected on the left.

10. Before applying the CLI Configlet to the logical interface of the device, you can validate the configuration
in the CLI Configlet on the device.

a. (Optional) To validate the CLI Configlet on the logical interface, click Validate.

The Validate Results page is displayed.

A job is triggered. The Progress column displays the progress of validation. When the validation is
complete, the results of the validation are displayed. The Status column indicates the results of the
validation. If the validation is unsuccessful, the details of the error are displayed on the page.

NOTE: You can also view the validation results from the Job Management page. To view
the validation results, double-click the job ID and click the View Results link. The Validate
CLI Configlet Job Remarks pop-up window is displayed. Navigate back to the Validate
Results page.

b. Click Close to return to the Apply CLI Configlet page.

11. (Optional) To select a different CLI Configlet or reschedule the workflow, click Back.

You are redirected to the previous page.

12.You can apply the CLI Configlet to the logical interface of multiple devices or submit the configuration
changes included in the CLI Configlet to the change requests.

o To apply the CLI Configlet to the logical interface of devices, click Apply.
e If you selected to apply the CLI Configlet, the Configlets Results page is displayed.

Ajobis triggered. The Progress column displays the progress of applying the CLI Configlet. When
the job is complete, the results of the job are displayed. The Status column indicates the result

of the job.

NOTE: You can also view the results from the Job Management page. To view the
results, double-click the job ID and click the View Results link. The Apply CLI Configlet
Job Remarks pop-up window is displayed. Navigate back to the Configlet Results page.



e Ifyouscheduled the apply the CLI Configlet task for later, the Job Information dialog box displays
the schedule information. Click OK.

e To submit the configuration changes to the change requests, click Submit.

The configuration changes are included in the list of changes on the Review/Deploy Configuration
page in the Devices workspace.

An audit log is generated when you apply or submit the CLI Configlet.
13. To cancel the task, click Cancel. You are returned to the View Logical Interfaces page.

Release History Table
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Executing a Script on the Devices

You can execute op scripts on one or more devices simultaneously by using the Devices workspace in
Junos Space Network Management Platform. Commit and event scripts are automatically activated after
they are enabled. Commit scripts are triggered every time a commit is called on the device and event
scripts are triggered every time an event occurs on the device or if a time is specified.

NOTE: You can execute scrips on more than 200 devices only if the scripts do not require XPath
processing. Scripts that do not require XPath processing include scripts without device-specific
or entity-specific parameters and with /, //, or /device as context.

To execute a script on selected devices by using the Devices workspace:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

2. Right-click the devices and select Device Operations > Execute Scripts.
The Execute Scripts page displays the following scripts:
¢ Scripts that are associated with and enabled (device scripts) on the selected devices

e Scripts whose execution type matches your selection. If you selected multiple devices, only scripts
whose EXECUTIONTYPE is set to GROUPEDEXECUTION are displayed. If you selected a single
device, scripts whose EXECUTIONTYPE is set to SINGLEEXECUTION and GROUPEDEXECUTION
are displayed.

e Scripts whose context matches the device context
Table 25 on page 178 lists the columns on the Execute Scripts page and their descriptions.

Table 25: Execute Scripts Page in the Devices Workspace

Column Description

Script Name Name of the script file
Descriptive Name Descriptive name of the script
Category Category of the script
Description Description of the script

Created Time Date and time when the script was created



Table 25: Execute Scripts Page in the Devices Workspace (continued)

Column Description

Last Updated Time Date and time when the script was last updated

3. (Optional) To view the context:
a. Click the View Context link.
The Context dialog box is displayed.
b. Click OK to close the dialog box.



4. Select the script that you want to execute on the devices manually or by using tags.
e To select the script manually:

i. Click the Select Manually option button.

This option button is selected by default.

ii. Select the script.

e To select the script by using tags:

i. Click the Select by tags option button.

ii. From the Select by tags drop-down list, select an appropriate tag.

iii. Click OK.

The list of scripts is further filtered by the tag you selected.

iv. Select the script.

5. (Optional) Click the Value column and enter the values for the parameters of the selected script.

6. Select whether to execute the script now or schedule the execution for a later time:
e T0 execute the script on the devices now:

i. Click Execute.
The Script Results page appears. Table 26 on page 180 lists the columns and their descriptions.
Table 26: Script Results Page

Column Description
Job Id Job ID of the job triggered for executing the script
Script Name Name of the script

Device Name



Table 26: Script Results Page (continued)

Column Description

Name of the device as stored in the Junos Space Platform database

If you are executing a device script that contains the EXECUTIONTYPE set to
GROUPEDEXECUTION on multiple devices or physical interfaces of multiple devices, the
Script Results page displays multiple rows listing the devices in this column.

If you are executing a local script that contains the GROUPBYDEVICE annotation set to TRUE
on multiple devices or physical interfaces of multiple devices, the Script Results page displays
multiple rows listing the devices in this column.

If you are executing a local script that does not contain the GROUPBYDEVICE annotation or
the GROUPBYDEVICE annotation is set to FALSE on multiple devices or physical interfaces
of multiple devices, this column displays the Devices hyperlink. Click the hyperlink to view
the list of devices on which the script is executed.

Node IP IP address of the Junos Space node to which the device is connected
Node Name Name of the Junos Space node to which the device is connected
Progress Progress of the job

Status Completion status of the job: SUCCESS or FAILED

The lower area of the Script Results page displays the results of the script execution. If you
executed a local script that contains the GROUPBYDEVICE annotation set to TRUE on multiple
devices, click the appropriate device in the Device Name column to view the results of the script
execution on the device.

ii. (Optional) To view the list of devices on which the script was executed:
i. Click the Devices hyperlink in the Device Name column.

The Device Name List information dialog box is displayed with the list of devices.

ii. Click Ok to close the information dialog box.

jiii. Click Close (at the bottom of the page).

You are redirected to the Device Management page.

e To schedule the execution of the script on the devices for a later time:

i. Select the Schedule at a later time check box.
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ii. Enter the date in the Date field in the MM/DD/YYYY format.
iii. Enter the time in the Time field in the hh:mm format.

iv. Click Execute.

The Job Information dialog box displays a link to the job ID. Click the Job ID link to view the
status of this task on the Job Management page.

v. Click OK to close the Job Information dialog box.

You are redirected to the Device Management page.
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Executing a Script on a Physical Inventory Component

You can use Junos Space Network Management Platform to trigger the execution of op scripts on one or
more devices simultaneously. Commit and event scripts are automatically activated after they are enabled.
Commit scripts are triggered every time a commit is called on the device and event scripts are triggered
every time an event occurs on the device or if a time is specified.

NOTE: You can execute scrips on more than 200 devices only if the scripts do not require XPath
processing. Scripts that do not require XPath processing include scripts without device-specific
or entity-specific parameters and with /, //, or /device as context.

To execute a script on the physical inventory component of a device:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

Select the device and select Device Inventory > View Physical Inventory from the Actions menu.

Right-click a physical inventory element for which the script has to be applied and select Execute
Scripts.

The Execute Scripts page is displayed. This page displays the list of scripts that match the context and
are enabled and associated with the devices.

Select a script from the list.
e You can also filter the list by using tags and then select a script. To filter the list by using tags:
a. Click the Select by tags option button.
b. From the Select by tags drop-down list, select an appropriate tag.
c. Click OK.
The list of scripts is filtered by the tag you selected.

d. Select a script from the filtered list.

(Optional) To enter the values for the parameters of the script, click the appropriate cell in the Value
column.

o If you enter a value for a parameter that is a Password field, the value is hidden.

e If you enter a value for a parameter that is a Confirm Password field, a dialog box is displayed. Enter
the password again and click OK.



. You can execute the script now or schedule this task for later:

To execute the script later:

a. Select the Schedule at a later time check box.
b. Enter the date in the Date field in the DD/MM/YYYY format.

c. Enter the time in the Time field in the hh:mm format.
To execute the script now:

o Click Execute.

. Ifyou selected to apply the script now, the Script Results page is displayed. This page shows the progress
and status of the job.

NOTE: If you wait for the job to complete, you can view the job results. Click Close.

If you scheduled this task for later, the Job Information dialog box that appears displays the schedule
information. Click OK.

Click Cancel to return to the Device Management page.
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Executing a Script on a Logical Interface

You can use Junos Space Network Management Platform to trigger the execution of op scripts on one or
more devices simultaneously. Commit and event scripts are automatically activated after they are enabled.
Commit scripts are triggered every time a commit is called on the device and event scripts are triggered
every time an event occurs on the device or if a time is specified.

NOTE: You can execute scrips on more than 200 devices only if the scripts do not require XPath
processing. Scripts that do not require XPath processing include scripts without device-specific
or entity-specific parameters and with /, //, or /device as context.

To execute a script on the logical interface of devices:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

2. Select the devices and select Device Inventory > View Logical Interfaces from the Actions menu.

The View Logical Interfaces page is displayed.

3. Right-click the logical interfaces for which the script has to be applied and select Execute Scripts.

The Execute Scripts page is displayed. This page displays a list of scripts that match the context and
are enabled and associated with the devices.

4. Select the script from the list.
e You can also filter the list by using tags and then select a script. To filter the list by using tags:
a. Click the Select by tags option button.
b. From the Select by tags drop-down list, select an appropriate tag.
c. Click OK.
The list of scripts is filtered by the tag you selected.

d. Select a script from the filtered list.

5. (Optional) To enter the values for the parameters of the script, click the appropriate cell in the Value
column.

o If you enter a value for a parameter that is a Password field, the value you enter is hidden.



o If you enter a value for a parameter that is a Confirm Password field, a pop-up window is displayed.
Enter the password again and click OK.

. You can execute the script now or schedule this task for later:

To execute the script later:

a. Select the Schedule at a later time check box.
b. Enter the date in the Date field in the DD/MM/YYYY format.

c. Enter the time in the Time field in the hh:mm format.
To execute the script now:

o Click Execute.

. Ifyou selected to apply the script now, the Script Results page is displayed. This page shows the progress
and status of the job.

NOTE: If you wait for the job to complete, you can view the job results. Click Close.

If you scheduled this task for later, the Job Information dialog box displays the schedule information.
Click OK.

. Click Cancel to return to the Device Management page.
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Executing a Script on the Physical Interfaces

You can use Junos Space Network Management Platform to trigger the execution of op scripts on one or
more devices simultaneously. Commit and event scripts are automatically activated after they are enabled.
Commit scripts are triggered every time a commit is called on the device and event scripts are triggered
every time an event occurs on the device or if a time is specified.

You can execute a script on the physical interfaces of one device or multiple devices.

NOTE: You can execute scrips on more than 200 devices only if the scripts do not require XPath
processing. Scripts that do not require XPath processing include scripts without device-specific
or entity-specific parameters and with /, //, or /device as context.

To execute a script on the physical interfaces:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

2. Select the device (or multiple devices) and select Device Inventory > View Physical Interfaces from
the Actions menu.

The View Physical Interfaces page is displayed.

3. Right-click the physical interfaces on which the script has to be executed and select Execute Scripts.
The Execute Scripts page displays the following scripts:
o Scripts that are associated with and enabled (device scripts) on the selected devices

e Scripts whose execution type matches your selection. If you selected multiple devices, only scripts
whose EXECUTIONTYPE is set to GROUPEDEXECUTION are displayed. If you selected a single
device, scripts whose EXECUTIONTYPE is set to SINGLEEXECUTION and GROUPEDEXECUTION
are displayed.

e Scripts whose context matches the physical interface context

The Table 25 on page 178 table lists the columns on the Execute Scripts page and their descriptions.



4., Select the script that you want to execute on the physical interfaces manually or by using tags.
e To select the script manually:

i. Click the Select Manually option button.

This option button is selected by default.

ii. Select the script.

e To select the script by using tags:

i. Click the Select by tags option button.

ii. From the Select by tags drop-down list, select an appropriate tag.

iii. Click OK.

The list of scripts is further filtered by the tag you selected.

iv. Select the script.

5. (Optional) To enter the values for the parameters of the script, click the appropriate cell in the Value
column.

o If you enter a value for a parameter that is a Password field, the value you enter is hidden.



o If you enter a value for a parameter that is a Confirm Password field, a pop-up window is displayed.
Enter the password again and click OK.

6. Select whether to execute the script now or schedule the execution for a later time:
e To execute the script on the physical interfaces now:

i. Click Execute.

The Script Results page appears. The Table 26 on page 180 table lists the columns and their
descriptions.

The lower area of the Script Results page displays the results of the script execution. If you
executed a local script that contains the GROUPBYDEVICE annotation set to TRUE on the
physical interfaces of multiple devices, click the appropriate device in the Device Name column
to view the script execution results on the physical interface of the device.

ii. Click Close (at the bottom of the page).

You are redirected to the View Physical Interfaces page.

ii. Click Back (at the top-left corner) to return to the Device Management page.

e To schedule the execution of the script on the physical interfaces for a later time:

i. Select the Schedule at a later time check box.

ii. Enter the date in the Date field in the MM/DD/YYYY format.

ii. Enter the time in the Time field in the hh:mm format.

iv. Click Execute.

The Job Information dialog box displays a link to the job ID. Click the Job ID link to view the
status of this task on the Job Management page.

v. Click OK to close the Job Information dialog box.

You are redirected to the View Physical Interfaces page.

vi. Click Back (at the top-left corner) to return to the Device Management page.
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Device Adapter
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Worldwide Junos OS Adapter Overview

The Junos Space wwadapter enables you to manage devices running the worldwide version of Junos OS
(ww Junos OS devices) through Junos Space Network Management Platform. ww Junos OS devices use
Telnet instead of Secure Shell (SSH2) to communicate with other network elements. Junos Space Network
Management Platform uses the failover approach when identifying a ww Junos OS device. It first tries to
initiate a connection to the device using SSH2. If it cannot connect to the device, Junos Space Network
Management Platform identifies the device as a ww Junos OS device. Since Junos Space Network
Management Platform does not support Telnet, it uses an adapter to communicate with ww Junos OS
devices. Junos Space Network Management Platform connects to the adapter using SSH2 and the adapter
starts a Telnet session with the device.

NOTE: For ww Junos OS devices, Space as a System of Record (SSOR) mode of device
management is not supported.

Before you install the wwadapter, complete the following prerequisites:

e Download the adapter image from the local client workstation.
e Ensure that the Junos Space servers have been deployed and are able to access devices.

e Configure Junos Space Network Management Platform to initiate connections with the device.



NOTE: Ensure that you allow at least three Telnet connections between the ww Junos OS device
and the Junos Space server. Junos Space Network Management Platform needs a minimum of
three Telnet connections with the device in order to be able to manage it.

NOTE: For ww Junos OS devices, the Junos Space Service Now application works only on
Al-Scripts version 2.5R1 and later.

The Secure Console workspace and the option in the right-click context menu in the Manage
Devices workspace are disabled for ww Junos OS devices.

Installing the Worldwide Junos OS Adapter | 192
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Installing the Worldwide Junos OS Adapter

You can install and use the wwadapter to manage devices running on the worldwide version of Junos OS
(ww Junos OS devices). Before you install the wwadapter, you must upload the ww Junos OS device
wwadapter image file.

To upload the wwadapter image file:

1. On the Junos Space Network Management Platform user interface, select Devices > Device Adapter

The Device Adapter page is displayed.
2. Select the Add Device Adapter icon on the Actions bar.

3. Browse to the wwadapter image file and select the filename so that the full path appears in the Software
File field.

4. Click Upload to bring the image into Junos Space Network Management Platform.



A status box shows the progress of the image upload. Adding the wwadaptor image file automatically
installs the wwadapter.

Before you connect to any device, you must verify that the installation was successful.
To verify that the installation was successful, look at the device console on the Junos Space server.

1. On the server, change the directories to verify that the wwadapter directory has been created.

cd /home/jmp/wwadapter

2. To verify that the wwadapter is running, enter the following command on the Junos Space server:

prompt > service wwadapter status
wwadapter running

If the wwadapter is not active, you see the following status:

wwadapter stopped

Use the following commands to start or stop the wwadapter:

To start the wwadapter:

service wwadapter start

To stop the wwadapter:

prompt > ps -ef | grep wwadapter
promt > kill -9 {wwadapter pid}

To see the wwAdapter logs, change the directories to the wwadapter directory.

cd /home/jmp/wwadapter/var/errorLog/DmiAdapter.log

To view the contents of the error log file, open the log file with any standard text editor.

To view the contents of the log4j configuration file, change the directories to the wwadapter directory.

cd /home/jmp/wwadapter /wwadapterlog4j.Icf
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Connecting to ww Junos OS Devices

A device running worldwide Junos OS (ww Junos OS device) cannot initiate a connection with Junos Space
Network Management Platform. Junos Space Network Management Platform must initiate the connection
to the device. To configure this setting:

1. Onthe Junos Space Network Management Platform user interface, select Administration > Applications.

The Applications page is displayed.

2. Select Network Management Platform and select Modify Application Settings from the Actions menu.

The Modify Application Settings page appears.
3. Select Junos Space initiates connection to device.

4. Select Support ww Junos Devices so that Junos Space Network Management Platform can connect
to a ww Junos OS device using the wwadapter.

After Junos Space Network Management Platform has discovered the ww Junos OS device through the
wwadapter, it manages the device just as it would manage a device that runs the domestic version of Junos
OS. For more information about device discovery, refer to “Device Discovery Profiles Overview” on
page 40.

NOTE: The SSH to Device option is disabled for ww Junos OS devices.

NOTE: If you are not able to discover the WW Junos OS device , make sure that the NMAP
utility returns ‘telnet’ as open for port 23 on the device.

$ nmap -p23 < Device IP >
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Viewing the Active Configuration

Before you modify the configuration on a device, you need to view the current active configuration on
the device. To view all the configuration options for a device, you need to upload the appropriate DMI
schema to Junos Space Network Management Platform. If you have not uploaded the appropriate DMI
schema for the device, Junos Space Platform uses the default DMI schema for the device.

To view the active configuration on the device:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page is displayed.

2. Right-click the device whose active configuration you want to view and select Device Configuration
> View Active Configuration.

The View Active Configuration page is displayed.

You can view the Junos OS statement hierarchy in the left pane. The right pane displays the CLI view
of the active configuration on the device, and custom configuration views configured from the CLI
Configlets workspace. You can also apply CLI Configlets that match the context of the device.

By default, the right pane displays the Default View tab (active configuration on the device).

3. (Optional) To view multiple configuration options simultaneously in the right pane:
a. Click the Custom Settings icon in the left pane.

The Modify Custom Settings page is displayed.



b. Select the Enable Multiselect check box.
c. Click OK.

Multiple configuration options are displayed in the right pane.
. (Optional) To view the configuration options in alphabetical order:
a. Select the Custom Settings icon in the left pane.

The Modify Custom Settings page is displayed.
b. Select the Enable Alphabetic Ordering check box.
c. Click OK.

The configuration options are displayed in alphabetical order in the left pane and the right pane.

NOTE: The Enable Alphabetical Ordering feature is enabled only for your user account.

. (Optional) To add a configuration filter and view a specific set of configuration options, click the Create
Filter icon in the left pane.

The Add Configuration Filter page is displayed.

For more information, see “Creating a Configuration Filter” on page 425.

. (Optional) Click the Edit filter icon to modify an existing configuration filter.

. (Optional) Click the Delete filter icon to delete the existing configuration filters.

. (Optional) To view the configuration on the device by the custom configuration view created from the
CLI Configlets workspace, click the tab for that configuration view.

For example, a configuration view Example 1 assigned to the Global domain displays a tab named
Global/Examplel.

The right pane displays the configuration of the device as specified by format in the configuration view.

. (Optional) To view the configuration of the device in CLI format, click the Default View tab in the right
pane.

The right pane displays the current configuration of the device.



10. (Optional) To refresh the CLI view of the device configuration, click the Refresh icon in the right pane.

11. (Optional) To apply a CLI Configlet or submit the changes from a CLI Configlet to the change request
of the device, click the Configure tab in the right pane.

a. You can filter the list of CLI Configlets that you want to apply to the device manually or by using
tags.

e To filter the CLI Configlets manually, enter the search criteria in the Search field and click the
Search icon.

The list of CLI Configlets is further filtered by the search criteria.
o To filter the CLI Configlets by using tags:
a. Click the Select by tags option button.
The Search field disappears.
b. From the Select by tags drop-down list, select an appropriate tag.
c. Click OK.

The list of CLI Configlets is further filtered by the tag you selected.

NOTE: This filtered view is retained even when you navigate to other inventory landing
pages.

b. Select a CLI Configlet from the filtered list.
The parameters of the CLI Configlet are displayed.

From Junos Space Platform Release 17.2R1 onward, you can use CSV files to input parameter values
when you need to apply configlets on multiple devices. You can upload the parameter values in the
specified format as a CSV file.

To download a sample CSV file, click the Download Configlet Parameters link. The
SampleParameterCSV file is downloaded with the parameters already present in the editable grid.
You can enter or edit the required parameter values in the CSV file easily in addition to manually
editing the parameter value field in the grid.

To upload the edited CSV file, click the Browse button, select the file, and then click the Upload
button. The values of parameters in the CSV file are populated to the editable grid. The parameters
of CLI Configlet are listed in the grid with pagination support.

c. (Optional) To enter the values for the parameters of the CLI Configlet, click the appropriate cell in
the Value column.

o If you enter a value for a parameter that is a Password field, the value is hidden.



o If you enter a value for a parameter that is a Confirm Password field, a pop-up window is displayed.
Enter the password again and click OK.

d. (Optional) If you want to apply the CLI Configlet later:
a. Select the Schedule at a later time check box.
b. Enter the date in the Date field in the DD/MM/YYYY format.
c. Enter the time in the Time field in the hh:mm format.
e. Click Next.
You can preview the configuration in the CLI Configlet in the Preview area.

The top of the Preview area displays the parameters with the values that are applied to devices.
The bottom left of the Preview area displays the devices you have selected. The bottom right of
the Preview area displays the configuration that will be applied to the device selected on the left.

e Click a device to view the configuration that will be applied to the device.

f. Before applying the CLI Configlet, you can validate the configuration in the CLI Configlet on the
device.

i. (Optional) To validate the CLI Configlet on the device, click Validate.
The Validate Results page is displayed.

A job is triggered. The Progress column displays the progress of validation against each device.
When the validation is complete, the results of the validation are displayed. The Status column
indicates the results of the validation. If the validation is unsuccessful, the details of the error
are displayed on the page.

NOTE: You can also view the validation results from the Job Management page. To
view the validation results, double-click the job ID and click the View Results link
corresponding to the device. The Validate CLI Configlet Job Remarks pop-up window
is displayed. Navigate back to the Validate Results page.

ii. Click Close to return to the Apply CLI Configlet page.

g. (Optional) To select a different CLI Configlet or reschedule the workflow, click Back.



You are redirected to the previous page.

h. You can apply the CLI Configlet to the device or submit the configuration changes included in the
CLI Configlet to the change requests.

e o Toapplythe CLI Configlet to the device, click Apply.
If you selected to apply the CLI Configlet now, the Configlets Results page is displayed.

A job is triggered. The Progress column displays the progress of applying the CLI Configlet
against each device. When the job is complete, the results of the job are displayed. The Status
column indicates the results of the job.

NOTE: You can also view the results from the Job Management page. To view the
results, double-click the job ID and click the View Results link corresponding to the
device. The Apply CLI Configlet Job Remarks pop-up window is displayed. Navigate
back to the Configlet Results page.

e Click Close, You are returned to the View Active Configuration page.

o Ifyouscheduled this task for a later time, the Job Information dialog box that appears displays
the schedule information. Click OK.

e To submit the configuration changes to the change requests, click Submit.

The configuration changes are included in the list of changes on the Review/Deploy Configuration
page in the Devices workspace.

An audit log is generated when you apply or submit the CLI Configlet.

NOTE: You can select the Enable Alphabetical Ordering check box if you want to view the device
configuration by using a configuration filter. The configuration options displayed in the filtered

view are sorted in alphabetical order.

Click Back on the top-left corner of the View Active Configuration page to go back to the Device

Management page.



Release History Table

Release Description

17.2 From Junos Space Platform Release 17.2R1 onward, you can use CSV files to input parameter
values when you need to apply configlets on multiple devices.

Viewing Managed Devices | 14
Modifying the Configuration on the Device | 142

Viewing the Configuration Change Log

When Junos Space Network Management Platform is the system of record, users may make out-of-band
configuration changes to network devices by manually using the device's management CLI, but there is
no automatic resynchronization with the Junos Space Network Management Platform database.

By viewing the configuration change log, you can see the history and details of all device configuration
changes, whether initiated from Junos Space Network Management Platform or not. You can investigate
details of the changes that were made, and you can decide to accept or reject the changes. If you accept
them, the Junos Space Network Management Platform database is updated to reflect the new configuration.
If you reject them, the device’s out-of-band configuration changes are reverted.

Viewing the Configuration Change Log enables you to resolve out of band changes, which are those
changes made on the device itself. When the mode in Network Management Platform > Administration
> Applications > Modify Application Settings > Device is Space as the System of Record (SSOR), the system
tracks both in-band (Space) and out-of-band (non-Space) changes. When the mode in Application Settings
is Network as the System of Record (NSOR) (the default), the system tracks only in-band (Space) changes.

To view configuration change log:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.
The Device Management page is displayed.

2. Select the device whose configuration log you want to see.

3. Select Device Configuration > View Configuration Change Log from the Actions menu.
The configuration change log is displayed. Table 27 on page 202 describes its contents.



Table 27: Configuration Change Log

Column Name

Timestamp

Author

Configuration Changes

Change Type

Application Name

Commit Comments

Description

The date and time at which the configuration change was made.

The user ID of the person who made the change. For an in-band change, this is the
Junos Space username; for and out-of-band change, it is the credential used to log

into the CLI management interface.

A link to a View Configuration Change XML window in which the details of the change
for this device are shown as XML.

The type of the change: in band or out of band. Out-of-band changes are further
denoted as Outstanding, Accepted, or Rejected.

The name of the Junos Space application from which the change was requested.
The commit comments included in the system log entry related to committing this

change. These may include notes from the user who made the commit, as well as the
timestamp and username.
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Resolving Out of band Changes

You can resolve the Out-of-band changes and either accept or reject the configuration changes.

To resolve the out of band changes:

1. On the Junos Space Network Management Platform user interface, select Network Management
Platform > Devices > Device Management.
The Device Management page is displayed.

2. Select the device whose out-of-band configuration changes you want to resolve.

3. Select Device Configuration > Resolve Out-of-band Changes from the Actions menu.



The Resolve Out-of-band Changes page is displayed. Table 28 on page 203 describes the columns on
this page.

Table 28: Resolving Out-of-Band Changes

Column Name Description

ID ID of the configuration change entry

changeXML The list of out-of-band changes in XML format

device ID ID of the device

Device Name Name of the device

Timestamp The date and time at which the configuration change was made

Author The user ID of the person who made the change. For out-of-band change, this

is the credential used to log into the device CLI management interface.
Configuration Change A link to the out-of-band changes in XML format

Action Option buttons enabling you to select Accept or Reject

4. (Optional) To view the out-of-band change:
a. Click the View link in the appropriate row.

The Out-of-band Change XML pop-up window displays the out-of-band changes in XML format.

b. Click OK to close the pop-up window.

5. You can accept or reject individual changes or accept all the out-of-band changes.
e To approve or reject individual out-of-band changes:

i. Select Accept or Reject in the appropriate row.

ii. Click Submit.
The Job Information dialog box is displayed with the job ID.

ii. Click OK.

You are redirected to the Device Management page.



e To approve all the out-of-band changes:

i. Click Accept All.

ii. Click Submit.

The Job Information dialog box is displayed with the job ID.

iii. Click OK.

You are redirected to the Device Management page.
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Creating a Quick Template from the Device Configuration

You create a quick template from a device configuration when you want to push this configuration to
multiple devices by deploying the quick template. You create a quick template from a device configuration
from the Devices workspace.

To create a quick template from the device configuration:

1. Onthe Junos Space Network Management Platform user interface, select Devices > Device Management

The Device Management page is displayed.

2. Right-click the device whose configuration you want to migrate to a quick template and select Device
Configuration > Create Template from Device Configuration from the contextual menu.

You are redirected to the Create Quick Template page in the Device Templates workspace. You can
modify the Name field, and add or modify the device configuration using the CLI-based or Form-based
editor.

3. Use the Create Quick Template workflow to create a quick template from the device configuration.
For more information, see “Creating a Quick Template” on page 329.



205

RELATED DOCUMENTATION

Deploying a Quick Template | 335
Quick Templates Overview | 328



CHAPTER 12

Adding and Managing Non Juniper Networks Devices
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Adding Unmanaged Devices

In the Junos Space Network Management Platform context, unmanaged devices are those made by vendors
other than Juniper Networks, Inc. You can add such devices to Junos Space Platform manually, or by
importing multiple devices simultaneously from a CSV file.

To add a non-Juniper device to Junos Space Network Management Platform:

1. On the Junos Space Network Management Platform user interface, select Devices > Unmanaged
Devices.

The Add Unmanaged Devices page is displayed.

2. You can add non-Juniper devices either manually or using a CSV file. To add the devices manually,
select the Add Manually option button.

The Device Details area is displayed on the Add Unmanaged Devices page.

3. Select the IP Address or Hostname option button.

If you selected the IP Address option, enter the IP address of the device.

NOTE: You can enter the IP address in either IPv4 or IPvé format. Refer to
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml for the list
of restricted IPv4 addresses and
http://www.iana.org/assignments/ipv6-address-space/ipvé-address-space.xhtml for the list
of restricted IPv6 addresses.

If you selected the Hostname option, enter the hostname of the device.


http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml
http://www.iana.org/assignments/ipv6-address-space/ipv6-address-space.xhtml

4. (Optional) In the Vendor field, enter the name of the device’s vendor.
The maximum length is 256 characters. Spaces are acceptable.

5. (Optional) Select the Configure Loopback check box if you want to configure the loopback address for

the device.

If you do so, the Loopback Settings area appears.

a. In the Loopback Name field, enter the loopback name for the device.

b. In the Loopback Address field, enter the loopback address for the device.

You can specify both IPv4 and IPvé6 addresses as loopback addresses. The valid range for IPv4
loopback address is 1.0.0.1-223.255.255.254. The valid range for IPv6 loopback address is
1o - fffffEEfFEFF AP FEEEFEFF.FEEF.FEFF,

6. Select the Use SNMP check box to use SNMP to gather device information.
If you do so, the SNMP Settings area is displayed.

7. Use the option buttons to select either SNMP V1/V2C or SNMP V3.

e If you select SNMP V1/V2C, the Community field appears. Enter the appropriate SNMP community
string (password) to give access to the device.

o If you select SNMP V3, several fields appear, as described in Table 29 on page 207. Enter values as

appropriate.

Table 29: SNMP V3 Configuration Parameters

Name

Username

Authentication type

Authentication password

Privacy type

Privacy password

Value

Username previously configured on the device

Algorithm used for authentication: MD5, SHA1, or None. MD5 or SHA1 is used to
create a hash of the authentication password. Note that only this password is encrypted,
not any other packets transmitted.

Password that authenticates Junos Space Network Management Platform to the device
to gain access to it. The password must have at least eight characters and can include
alphanumeric and special characters, but not control characters.

Encryption algorithm used to encrypt transmitted packets: AES128, AES192, AES256,
DES, or None.

Password that allows reading the transmissions themselves. The password must have
at least eight characters.



8. (Optional) To add non-Juniper devices using the CSV file, select the Import From CSV option button
on the Add Unmanaged Devices page.

9. The Import area appears, displaying the following links:
e View Sample CSV
e Select a CSV To Upload.
Clicking View Sample CSV displays a CSV file in the format shown in Table 30 on page 208.

Table 30: Columns in a Sample CSV File for Importing Unmanaged Devices

Column Heading Sample Data Validation

Host Name or IP Address Sunnyvale_R1 Name: Limit of 256 characters, no spaces.
IP address: Dotted decimal notation.

Vendor ABC Alphabetic characters only

Device UserName abcd No validation from Junos Space Network Management
Platform

Device Password abcd123 No validation from Junos Space Network Management
Platform

SNMP Version SNMP V3 SNMP V3, or SNMP V1 or V2C

Community N/A (for SNMP V3) Community string (authentication password) for V2;

otherwise, N/A

SNMP Username abcde Username for SNMP V3; otherwise, N/A
Authentication Type MD5 MD5, SHA1, or N/A
Authentication Password abcdel123 Must have at least eight characters and can include

alphanumeric and special characters, but not control

characters
Privacy Type DES DES, AES128, AES192, AES256, or N/A
Privacy Password abcde123 Must have at least eight characters and can include

alphanumeric and special characters, but not control
characters; can be the same as the authentication password

Loopback Name lo0 Loopback name for the device



Table 30: Columns in a Sample CSV File for Importing Unmanaged Devices (continued)

Column Heading Sample Data Validation

Loopback Address 127.0.0.1 Loopback address for the device. The loopback address should
be a valid IP address in the range of 1.0.0.0 to
223.255.255.255

NOTE: You should enter a valid loopback address or enter “N/A” in the Loopback Address
column. If you enter an invalid loopback address or leave the cell empty, the associated
unmanaged device is not added to Junos Space Network Management Platform.

10. When you have a complete CSV file, select Select a CSV To Upload.

11. Click Next.

The Add Unmanaged Devices page displays the list of unmanaged devices with their details.

12. Click Finish.

You are redirected to the Unmanaged Devices page.
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Modifying Unmanaged Device Configuration

In the Junos Space Network Management Platform context, unmanaged devices are those made by vendors
other than Juniper Networks, Inc. You can add such devices to Junos Space Network Management Platform
manually, or by importing multiple devices simultaneously from a CSV file.

To modify the configuration on a non-Juniper device:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page is displayed. This page lists the unmanaged devices added to Junos
Space Network Management Platform.

2. Right-click the unmanaged device whose configuration you want to modify and select Device
Configuration > Unmanaged Device Configuration. The Modify Unmanaged Device Configuration
page is displayed.

3. Modify the unmanaged device configuration.

4. Click Save.

Device Management Overview | 9
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Accessing Devices
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Launching a Device's Web User Interface

The Launch Device Web Ul action enables you to access the WebUI of a device to manage it directly. The
device should have the required Web Ul components installed and enabled (for example, J-web).

Once launched, the Web Ul appears either in a new tab in your browser or in a new window. Ensure you
enable pop-ups on your browser for the device for which the Web Ul is being launched.

To launch a device Web Ul:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.
2. Right-click the device and select Device Access > Launch Device WebUI.

3. Click the https://ipaddress link.

Log in and perform the desired operations, following the instructions for your device.
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Looking Glass Overview

You use the Looking Glass feature to view device configurations by executing basic CLI commands on the
Junos Space user interface. You can execute these commands on multiple devices and compare the
configurations and runtime information in these devices. You can execute the following types of commands
by using Looking Glass: show, ping, test, and traceroute.

The commands that are supported and stored in the Junos Space Network Management Platform database
are displayed on the Looking Glass page. When you type the first few letters of the command, the suggestion
list displays the commands that are supported, stored, and begin with the letters that you typed.

If you enter a show command and do not find any suggestions on the suggestion list, enter the complete
command and click the Refresh Response button to execute the command.

NOTE: You cannot execute the following types of command by using Looking Glass: request,
monitor, op, restart, and clear.

With Looking Glass, you can perform the following tasks:

e Select a maximum of ten devices to execute commands.

e View the outputs of the commands that you executed on multiple devices in two formats: Format Text
view and Table view. The Format Text view displays the command output in plain-text format. The Table
view displays the information in a format that resembles the Device Management page in Junos Space
Platform.

e Export the results of the executed command in CSV or DOC format.

o Configure a timeout interval to stop executing commands on some devices that take a long time to
respond with results. The results for the devices that allowed the commands to be executed within the
timeout interval are displayed. The default timeout interval is 120 seconds. You can modify the Looking
Glass Device response timeout in secs option on the Modify Application Settings page.

You must have the privileges to use Looking Glass on a device. Without permissions to manage a device,
you cannot use Looking Glass on the device.



Executing Commands by Using Looking Glass | 213
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Executing Commands by Using Looking Glass

You use Looking Glass to run some commands on a device from the Junos Space user interface. The

following types of commands are supported: show, ping, test, and traceroute. If you enter an unsupported

command, the following message is displayed: Looking glass supports only the commands without '|','<'

and '>' and starting with ping/show/test/traceroute.

Before you start executing commands by using Looking Glass, ensure that you have configured the Looking

Glass Device response timeout in secs option on the Modify Application Settings page. This setting defines
the maximum time that Junos Space Network Management Platform waits to collect the command output.

The default timeout interval is 120 seconds.

To run a supported command on a device by using Looking Glass:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page that appears lists all the devices that currently exist in the Junos Space
Platform database.

. Select the devices on which you want to run the show command and select Device Operations >

Looking Glass from the Actions menu.

The Looking Glass page is displayed.

(Optional) By default, a green check mark is displayed against all the devices, which indicates that all
the devices are selected. To select only a few devices, press the Ctrl key and select the devices by
clicking the appropriate device icons.

A green check mark is displayed against the selected devices.

In the Execute Command field, enter a command or the first few letters of the command.

A list of suggestions is displayed. The suggestions include only those commands that are present in the
Junos Space Platform database and that can be executed on the devices currently selected.

Lengthy commands that do not fit in the Execute Command field are truncated and displayed with
periods (.); for example CLI_COMMAND....

Mouse over the truncated view of the command to view the full command.



NOTE: If the command that you are running requires your input, replace the part of the
command shown as text in angle brackets with your own data. For example, replace <slot>
in show chassis routing-engine <slot> with the slot number, as in show chassis routing-engine
1.

You can also select a command from the list of commands in this field.

. (Optional) If you typed the entire command or selected a command from the list, click Refresh Response
or press Enter.

The command is executed on the devices. A progress bar indicates that the command is being executed.

When the command execution is complete, the results are displayed below the Execute Command
field. The command that you entered or selected is displayed beside the Refresh Response button. The
output of the command executed on these devices is displayed one below the other. Scroll the results
to view the output from these devices.

NOTE: If one of the devices on which you executed the command takes too long to respond
with results, the results from this device are omitted and a Request timeout message is
displayed in a dialog box. The command output for other devices on which the command is
successfully executed is displayed.

. (Optional) The Format Text view is the default view of the output. To change the view of the output,
click the Table view icon.

. (Optional) To view the output for a subset of devices, press the Ctrl key and select the devices whose
output you want to view by clicking the appropriate device icons.

. Click OK to exit the Looking Glass page.

An audit log entry is generated for this task.
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Exporting Looking Glass Results in Junos Space Network Management
Platform

You export Looking Glass results to save the output of the commands you executed by using Looking
Glass. You can export the results in Format Text or Table View to your local computer. The ZIP file contains
device-specific CSV or DOC files. If you export the results in Format Text view, device-specific DOC files
are downloaded. If you export the results in Table view, device-specific CSV files are downloaded.

To export Looking Glass results:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page that appears lists all devices that currently exist in the Junos Space
Platform database.

2. Select the devices on which you want to run the show command and select Device Operations >
Looking Glass from the Actions menu.

The Looking Glass page is displayed.

3. In the Execute Command field, enter a command or the first few letters of the command.

A list of suggestions is displayed. The suggestions include only those commands that are present in the
Junos Space Platform database and that can be executed on the devices currently selected.

You can also select a command from the list of commands in this field.

4. (Optional) If you typed the entire command or selected a command from the list, click Refresh Response
or press Enter.

The command is executed on the devices. A progress bar indicates that the command is being executed.

When the command execution is complete, the results are displayed below the Execute Command
field. The output of the command executed on these devices is displayed one below the other. Scroll
the results to view the output from these devices.

5. To select the view that you want to export, click the appropriate icon: Format Text view or Table view.

By default the results are displayed in the Format Text view.

6. Click the Export Results icon.

The Export Results dialog box is displayed.



NOTE: The icon appears dimmed if the results are not displayed when you execute the
command.

7. Click OK and save the ZIP file to your local computer.

The ZIP file contains device-specific CSV or DOC files with the command output. To help you identify
the files easily, the files are named after the device.

Click OK to exit the Looking Glass page.

An audit log is generated for this task.
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Secure Console Overview

The Secure Console feature provides a secure remote access connection to managed and unmanaged
devices. Secure Console initiates an SSH session from the Junos Space user interface by using the SSH
protocol. An unmanaged device is a device that is not managed by Junos Space Network Management
Platform.

Secure Console is a terminal window embedded in Junos Space Platform that eliminates the need for a

third-party SSH client to connect to devices. Secure Console provides additional security while connecting
to your devices. It initiates an SSH session from the Junos Space server rather than from your Web browser.
You can access the Secure Console feature either from the Device Management page or the Secure Console

page.

When using Secure Console for a managed device, you can skip the steps to log in to the device by selecting
the Allow users to auto log in to devices using SSH option on the Modify Application settings page. If you
select this option, you are automatically logged in to the device. However, for an unmanaged device, you
need to provide the device credentials manually.



Secure Console provides the following functionalities:

o Validate the fingerprint value stored in the Junos Space Platform database with that obtained from the
device.

Establish multiple SSH connections to connect to different devices simultaneously. These multiple
connections are displayed in different terminal windows.

Compare configurations on a device by establishing multiple SSH connections to the same device and
viewing the configurations in different SSH terminal windows.

Resize the terminal windows to a desired size.

Minimize the terminal windows to the taskbar and maximize them.

Paste the CLI commands into the terminal window.

Terminal windows allow the use of the following terminal control characters: CRTL + A, CRTL+E, 7,
and TAB.

NOTE: The SSH session is terminated if:

e You are logged out due to inactivity.
e Your user account is terminated, disabled, or deleted.
e The authentication mode is switched to Certificate mode.

o If the Manually Resolve Fingerprint Conflict check box on the Modify Application Settings
page in the Administration workspace is enabled, and Junos Space Platform detects a conflict
between the fingerprint stored in the database and that received from the device.

You must have the privileges of a Super Administrator or a Device Manager to use the Secure Console
feature and connect to devices.
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Connecting to a Device by Using Secure Console

You use Secure Console to establish an SSH connection to a device from the Junos Space user interface.
You can establish multiple SSH connections and connect to multiple managed or unmanaged devices. You



can also establish multiple SSH sessions to the same device. A new SSH terminal window is opened for
every new connection to the device.

CAUTION: Some browser plug-ins may cause undesirable behavior in open SSH

A windows; disabling such plug-ins may resolve the issue. For example, if the Firebug
plug-in is activated within an SSH window opened in Mozilla Firefox, the window
cannot be restored, resized, or maximized and the console area remains fixed; disabling
the Firebug plug-in resolves this issue.

You can connect to a device through an SSH connection from the Device Management page or the Secure
Console page.

This topic includes steps to connect to a managed and unmanaged device from the Device Management
or Secure Console page.

Connecting to a Managed Device from the Device Management Page | 218
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Connecting to a Managed Device from the Device Management Page

Before you open an SSH session to connect to a managed device from the Device Management page,
ensure that:

e You have the privileges of a Super Administrator or Device Manager in Junos Space Network Management
Platform.

e The status of the managed device is “UP.”

¢ You have configured the Allow users to auto log in to devices using SSH option on the Modify Applications
page. If you select this option, Junos Space Platform automatically logs in to the device when an SSH
connection is initiated to the device.

To connect to a logical system, you must always enter the username and password irrespective of
whether or not you have selected the Allow users to auto log in to devices using SSH option.



To connect to a managed device:

1. On the Junos Space Network Management Platform user interface, select Devices > Device

Management.

The Device Management page is displayed.

2. Select a device to which you want to connect and select Device Access > SSH to Device from the

Actions menu.

The SSH to Device pop-up window is displayed.

NOTE: If you have cleared the Allow users to auto log in to devices using SSH option on the
Modify Applications page, the SSH to Device pop-up window is displayed. The IP address is
automatically displayed in the IP address field. Enter the username and password in the User
name and Password fields respectively.

3. In the IP Address field, enter a valid IP address of the device.

NOTE: You can enter the IP address in either the IPv4 or IPv6 format. Refer to
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml for a list
of restricted IPv4 addresses and
http://www.iana.org/assignments/ipvé-address-space/ipvé-address-space.xhtml for a list

of restricted IPvé6 addresses.

4. In the Username field, enter the username of the device.

The username must match the username configured on the device.

5. In the Password field, enter the password to access the device.

The password must match the password configured on the device.

6. If you want to change the value, specify a value specified in the SSH port for device connection field
on the Modify Application Settings page in the Administration workspace

The default value is 22.

NOTE: If you enter a port number other than the one you specified on the Modify Application
Settings page, the SSH connection is not established.


http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml
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7. Click Connect.
Junos Space Platform validates the fingerprint stored in the database with that on the device.

e If you have enabled the Manually Resolve Fingerprint Conflict check box on the Modify Application
Settings page in the Administration workspace and the fingerprints do not match, the connection is
disconnected and the Device Authenticity error message dialog box is displayed. The authentication
status of the device is modified to Fingerprint Conflict.

o If you have disabled the Manually Resolve Fingerprint Conflict check box on the Modify Application
Settings page in the Administration workspace and the fingerprints do not match, the new fingerprint
is updated in the Junos Space Platform database.

If the fingerprints on the device match the fingerprints in the database, the SSH terminal window is
displayed.

NOTE: You may receive error messages such as Unable to Connect, Authentication Error,
or Connection Lost or Terminated, which are displayed as standard text in the terminal
window. If you receive an error message, all other functionality in the terminal window is
stopped. You should close this terminal window and open a new SSH session.

8. You can perform the following tasks in the terminal window:

¢ (Optional) Enter CLI commands to monitor and troubleshoot the device from this terminal window.
Use the following terminal control characters:

o Ctrl+a—Moves the cursor to the start of the command line
o Ctrl+e—Moves the cursor to the end of the command line
o T (Up arrow key)—Repeats the previous command

o Tab—Completes a partially typed command

¢ (Optional) Minimize or maximize the terminal window by clicking the minimize or maximize button
on the top-right corner.

o (Optional) Resize the terminal window by dragging the terminal window horizontally or vertically by
using the mouse.

o (Optional) Terminate a process by using the Ctrl+c key combination.
¢ (Optional) Right-click the terminal window to copy and paste the command from the local computer.

e To terminate the SSH session, type exit and press Enter.

Click Close to close the SSH terminal window.



Connecting to an Unmanaged Device from the Device Management Page

Before you connect to an unmanaged device by using the Secure Console from the Device Management
page, ensure that:

e You have the privileges of a Super Administrator or Device Manager in Junos Space Network Management
Platform.

e The device is configured with a static management IP address. This IP address should be reachable from
the Junos Space Appliance.

e The SSH v2 protocol is enabled on the device.

To enable SSH v2 on a device, enter the set system services ssh protocol-version v2 command at the
command prompt.

e The status of the device is “UP.”
o A valid username and password are created on the device.

e Clear the Allow users to auto log in to devices using SSH option on the Modify Application Settings
page.

To connect to an unmanaged device:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

2. Select the unmanaged device and select Device Access > SSH to Device from the Actions menu.

The SSH to Device pop-up window is displayed.

3. In the IP Address field, enter a valid IP address for the device.

NOTE: You can enter the IP address in either the IPv4 or IPv6 format. Refer to
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml for a list
of restricted IPv4 addresses and
http://www.iana.org/assignments/ipvé-address-space/ipvé-address-space.xhtml for a list
of restricted IPvé6 addresses.

4. In the Username field, enter the username for the device.

The username must match the username configured on the device.

5. In the Password field, enter the password to access the device.


http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xhtml
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The password must match the password configured on the device.

6. In the Port field, enter the port number to use for the SSH connection.

The default value is 22. If you want to change the value, specify a value specified in the SSH port for
device connection field on the Modify Application Settings page in the Administration workspace.

7. Click Connect.

The Device Authenticity dialog box is displayed. This dialog box displays the SSH fingerprint of the
unmanaged device.

8. Click Yes.

The SSH terminal window is displayed.

NOTE: You may receive error messages such as Unable to Connect, Authentication Error,
or Connection Lost or Terminated, which are displayed as standard text in the terminal
window. If you receive an error message, all other functionality in the terminal window is
stopped. You should close this terminal window and open a new SSH session.

9. You can perform the following tasks in the terminal window:

¢ (Optional) Enter CLI commands to monitor and troubleshoot the device from this terminal window.
Use the following terminal control characters:

o Ctrl+a —Moves the cursor to the start of the command line
o Ctrl+e—Moves the cursor to the end of the command line
¢ T (Up arrow key)—Repeats the previous command

o Tab—Completes a partially typed command

¢ (Optional) Minimize or maximize the terminal window by clicking the minimize or maximize button
on the top-right corner.

¢ (Optional) Resize the terminal window by dragging the terminal window horizontally or vertically by
using the mouse.

¢ (Optional) Terminate a process by using the Ctrl+c key combination.
¢ (Optional) Right-click the terminal window to copy and paste the command from the local computer.

e To terminate the SSH session, type exit and press Enter.

Click Close to close the SSH terminal window.



Connecting to a Managed or Unmanaged Device from the Secure Console Page

Before you connect to a managed or unmanaged device from the Secure Console page, ensure that:

e You have the privileges of a Super Administrator or Device Manager in Junos Space Network Management

Platform.

e The device is configured with a static management IP address. This IP address should be reachable from

the Junos Space Appliance.

e The SSH v2 protocol is enabled on the device.

To enable SSH v2 on a device, enter the set system services ssh protocol-version v2 command at the
command prompt.

e The status of the device is “UP.”

¢ A valid username and password are created on the device.

To connect to a managed or unmanaged device from the Secure Console page:

1.

On the Junos Space Network Management Platform user interface, select Devices > Secure Console.

The Secure Console page is displayed. This page displays the fields you need to specify to connect
using the Secure Console.

In the Username field, enter the username of the device.

The username must match the username configured on the device.

In the Password field, enter the password to access the device.

The password must match the password configured on the device.

If you want to change the value, specify a value specified in the SSH port for device connection field
on the Modify Application Settings page in the Administration workspace.

The default value is 22.

Click Connect.

If you are connecting to a Juniper Networks device, Junos Space Platform validates the fingerprint
stored in the database with that on the device.

¢ Ifyou have enabled the Manually Resolve Fingerprint Conflict check box on the Modify Application
Settings page in the Administration workspace and the fingerprints do not match, the connection
is disconnected and the Device Authenticity error message dialog box is displayed. The authentication
status of the device is modified to Fingerprint Conflict.



e Ifyou have disabled the Manually Resolve Fingerprint Conflict check box on the Modify Application
Settings page in the Administration workspace and the fingerprints do not match, the new fingerprint
is updated in the Junos Space Platform database.

If the fingerprints on the device match the fingerprints in the database, the SSH terminal window is
displayed.

If you are connecting to an unmanaged device, the Device Authenticity error message dialog box is
displayed. This dialog box displays the SSH fingerprint of the unmanaged device.

a. Click Yes.

The SSH terminal window is displayed.

NOTE: You may receive error messages such as Unable to Connect, Authentication Error,
or Connection Lost or Terminated, which are displayed as standard text in the terminal
window. If you receive an error message, all other functionality in the terminal window is
stopped. You should close this terminal window and open a new SSH session.

6. You can perform the following tasks in the terminal window:

o (Optional) Enter CLI commands to monitor and troubleshoot the device from this terminal window.
Use the following terminal control characters:

o Ctrl+a—Moves the cursor to the start of the command line
o Ctrl+e—Moves the cursor to the end of the command line
e 1 (up arrow key)—Repeats the previous command

o Tab—Completes a partially typed command

¢ (Optional) Minimize or maximize the terminal window by clicking the minimize or maximize button

on the top-right corner.

o (Optional) Resize the terminal window by dragging the terminal window horizontally or vertically by
using the mouse.

o (Optional) Terminate a process using the Ctrl+c key combination.
¢ (Optional) Right-click the terminal window to copy and paste the command from the local computer.

e To terminate the SSH session, type exit and press Enter.

Click Close to close the SSH terminal window.
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Configuring SRX Device Clusters in Junos Space using Secure Console

You can create a cluster of two SRX-series devices that are combined to act as a single system, or create
a single-device cluster and then add a second device to the cluster later. You can also configure a standalone
device from an existing cluster device. You can do this using the Secure Console feature in the Devices
workspace.

You can configure an SRX-series cluster in the following modes:

o Active/passive clustering

o Active/active clustering

In the active/passive mode, the transit traffic passes through the primary node, while the backup node is
used only in the event of a failure. When failure occurs, the backup device becomes the primary and takes
over all the forwarding tasks.

In the active/active mode, the transit traffic always passes through both the nodes of the cluster.

NOTE: To discover and manage an SRX device cluster that is already configured, you must
perform the device discovery workflow independently for each cluster node. You can add and
discover the cluster devices using the Web Ul. The discovery process is common for both
standalone devices and cluster devices. For more information, see “Running Device Discovery
Profiles” on page 58.

This topic includes the following tasks:

Configuring a Standalone Device from a Single-node Cluster | 225
Configuring a Standalone Device from a Two-Node Cluster | 228
Configuring a Primary Peer in a Cluster from a Standalone Device | 230
Configuring a Secondary Peer in a Cluster from a Standalone Device | 233

Configuring a Cluster with Loopback Interface | 235

Configuring a Standalone Device from a Single-node Cluster

You can configure a standalone device from device that is currently configured as a single-node cluster.



To configure a single-node cluster as a standalone device:
1. On the Junos Space Network Management Platform user interface, select Devices > Device

Management.

2. Select the single-node cluster and select Device Access > SSH to Device from the Actions menu.

The SSH to Device pop-up window is displayed.

NOTE: If you have cleared the Allow users to auto log in to devices using SSH option on the
Modify Applications page, the SSH to Device pop-up window is displayed. The IP address is
automatically displayed in the IP address field. Enter the username and password in the User
name and Password fields respectively.

3. In the IP Address field, enter a valid IP address for the device.

4. In the Username field, enter the user name for the device.

5. In the Password field, enter the password to access the device.

The name and password must match the name and password configured on the device.

6. In the Port field, enter the port number to use for the SSH connection.

The default value is 22. If you want to change the value, specify a value specified in the SSH port for
device connection field on the Modify Application Settings page in the Administration workspace.

7. Click Connect.

The SSH terminal window is displayed.

NOTE: You may receive error messages such as “Unable to Connect”, “Authentication Error”,
or “Connection Lost or Terminated”, which are displayed as standard text in terminal window.
If you receive an error message, all other functionality in the terminal window is stopped.
You should close this terminal window and open a new SSH session.

8. Enter the set chassis command to remove the cluster configuration:
set chassis cluster cluster-id 0 node 0

9. Reboot the device, by entering the command:



request system reboot
10. Copy the outbound-ssh configuration from group node to system level, for example:
set system services outbound-ssh client 00089BBC494A device-id 6CFF68
set system services outbound-ssh client 00089BBC494A secret "$ABC123"
set system services outbound-ssh client 00089BBC494A services netconf
set system services outbound-ssh client 00089BBC494A 10.155.70.252 port 7804
11. Copy the system log configuration from group node to system level:
set system syslog file default-log-messages any any
set system syslog file default-log-messages structured-data
12. Copy the fxpO interface setting from group node to system level, for example:
set interfaces fxpO0 unit O family inet address 10.155.70.223/19
13. Delete the outbound-ssh configuration from the group node, for example:
delete groups node0 system services outbound-ssh
14. Delete the system log configuration from the group node, for example:
delete groups node0 system syslog file default-log-messages any any
delete groups node0 system syslog file default-log-messages structured-data
15. Delete the interfaces configuration from the group node, for example:
delete groups nodeO interfaces fxp0 unit O family inet address 10.155.70.223/19
16. Commit the configuration changes on the device:
commit

In the Junos Space user interface, the device connection status will go down and then up again. After
the device connection is back up, you can verify that the device you configured displays as a standalone
device.



17.To terminate the SSH session, type exit from the terminal window prompt, and press Enter.

18. Click in the top right corner of the terminal window to close the window.

Configuring a Standalone Device from a Two-Node Cluster

You can configure a standalone device from the secondary peer device in a cluster.

NOTE: You cannot use the primary peer in a two-node cluster to configure a standalone device.

To configure a secondary peer device in a cluster as a standalone device:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

Select the secondary peer device and select Device Access > SSH to Device from the Actions menu.

The SSH to Device pop-up window is displayed.

Select the single-node cluster and select Device Access > SSH to Device from the Actions menu.

The SSH to Device pop-up window is displayed.

NOTE: If you have cleared the Allow users to auto log in to devices using SSH option on the
Modify Applications page, the SSH to Device pop-up window is displayed. The IP address is
automatically displayed in the IP address field. Enter the username and password in the User
name and Password fields respectively.

In the IP Address field, enter a valid IP address for the device.

. In the Username field, enter the user name for the device.

In the Password field, enter the password to access the device.

The name and password must match the name and password configured on the device.

In the Port field, enter the port number to use for the SSH connection.

The default value is 22. If you want to change the value, specify a value specified in the SSH port for
device connection field on the Modify Application Settings page in the Administration workspace.



8. Click Connect.

The SSH terminal window is displayed.

NOTE: You may receive error messages such as “Unable to Connect”, “Authentication Error”,
or “Connection Lost or Terminated”, which are displayed as standard text in terminal window.
If you receive an error message, all other functionality in the terminal window is stopped.
You should close this terminal window and open a new SSH session.

9. Disconnect the HA cable from the device that you want to configure as a standalone device.

10. Enter the set chassis command for the peer device, for example:
set chassis cluster cluster-id O node 1
11. Reboot the device, by entering the command:
request system reboot
12. Copy the outbound-ssh configuration from group level to system level, for example:
set system services outbound-ssh client 00089BBC494A device-id 6CFF68
set system services outbound-ssh client 00089BBC494A secret "$ABC123"
set system services outbound-ssh client 00089BBC494A services netconf
set system services outbound-ssh client 00089BBC494A 10.155.70.252 port 7804
13. Copy the system log configuration from group level to system level:
set system syslog file default-log-messages any any
set system syslog file default-log-messages structured-data
14. Copy the fxpO interface setting from group level to system level, for example:
set interfaces fxp0 unit O family inet address 10.155.70.223/19
15. Delete the outbound-ssh configuration from the group level, for example:
delete groups nodel system services outbound-ssh

16. Delete the system log configuration from the group level, for example:



delete groups nodel system syslog file default-log-messages any any

delete groups nodel system syslog file default-log-messages structured-data
17. Delete the interfaces configuration from the group level, for example:

delete groups nodel interfaces fxp0 unit O family inet address 10.155.70.223/19
18. Commit the configuration changes on the device:

commit

In the Junos Space user interface, the device connection status will go down and then up again. After
the device connection is back up, you can verify that the device you configured displays as a standalone

device.

After the device connections are up, verify the following changes in the Manage Devices inventory

landing page:
e The device you configured now displays as a standalone device.

e The cluster that formerly included a primary and secondary peer device now displays the primary

peer device only.

19. To terminate the SSH session, type exit from the terminal window prompt, and press Enter.

20. Click in the top right corner of the terminal window to close the window.

Configuring a Primary Peer in a Cluster from a Standalone Device

You can create a device cluster from two standalone devices. Use the following procedure to configure a
standalone device as the primary peer in a cluster.

To configure a primary peer in a cluster from a standalone device:
1. On the Junos Space Network Management Platform user interface, select Devices > Device

Management.

2. Select the primary peer in the cluster and select Device Access > SSH to Device from the Actions menu.

The SSH to Device pop-up window is displayed.



NOTE: If you have cleared the Allow users to auto log in to devices using SSH option on the
Modify Applications page, the SSH to Device pop-up window is displayed. The IP address is
automatically displayed in the IP address field. Enter the username and password in the User
name and Password fields respectively.

3. In the IP Address field, enter a valid IP address for the device.
4. In the Username field, enter the user name for the device.

5. In the Password field, enter the password to access the device.

The name and password must match the name and password configured on the device.

6. In the Port field, enter the port number to use for the SSH connection.

The default value is 22. If you want to change the value, specify a value specified in the SSH port for
device connection field on the Modify Application Settings page in the Administration workspace.

7. Click Connect.

The SSH terminal window is displayed.

NOTE: You may receive error messages such as “Unable to Connect”, “Authentication Error”,
or “Connection Lost or Terminated”, which are displayed as standard text in terminal window.
If you receive an error message, all other functionality in the terminal window is stopped.
You should close this terminal window and open a new SSH session.

8. For the standalone device, enter the command:
set chassis cluster cluster-id 1 node 0

9. Reboot the device, by entering the command:
request system reboot

10. Copy the outbound-ssh configuration from the system level to the group level, for example:
set groups node0 system services outbound-ssh client 00089BBC494A device-id 6CFF68

set groups node0 system services outbound-ssh client 00089BBC494A secret "$ABC123"



set groups nodeO system services outbound-ssh client 00089BBC494A services netconf
set groups node0 system services outbound-ssh client 00089BBC494A 10.155.70.252 port 7804
11. Copy the fxpO interface configuration from the system level to the group level, for example:
set groups nodeO interfaces fxpO unit O family inet address 10.155.70.223/19
12. Copy the system log configuration from system level to group level:
set groups node0 system syslog file default-log-messages any any
set groups nodeO system syslog file default-log-messages structured-data
13. Delete the outbound-ssh configuration from the system level, for example:
delete system services outbound-ssh
14. Delete the system log configuration from the system level, for example:
delete system syslog file default-log-messages any any
delete system syslog file default-log-messages structured-data
15. Delete the interfaces configuration from the system level, for example:
delete interfaces fxp0 unit O family inet address 10.155.70.223/19
16. Commit the configuration changes on the device again:
commit

After the device connection is up, verify the following changes:

¢ In the Manage Devices inventory landing page:
o The cluster icon appears for the device.

o The new cluster device appears as the primary device.

¢ In the physical inventory landing page, Junos Space Network Management Platform displays chassis
information for the primary device cluster.

17.To terminate the SSH session, type exit from the terminal window prompt, and press Enter.

18. Click in the top right corner of the terminal window to close the window.



Configuring a Secondary Peer in a Cluster from a Standalone Device

If a device cluster contains only a primary peer, you can configure a standalone device to function as a
secondary peer in the cluster. Use the following procedure to ensure that Junos Space Network Management
Platform is able to manage both devices.

To add a standalone device to a cluster:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

2. Select the device and select Device Access > SSH to Device from the Actions menu.

The SSH to Device pop-up window is displayed.

NOTE: If you have cleared the Allow users to auto log in to devices using SSH option on the
Modify Applications page, the SSH to Device pop-up window is displayed. The IP address is
automatically displayed in the IP address field. Enter the username and password in the User
name and Password fields respectively.

3. In the IP Address field, enter a valid IP address for the device.
4. In the Username field, enter the user name for the device.

5. In the Password field, enter the password to access the device.

The name and password must match the name and password configured on the device.

6. In the Port field, enter the port number to use for the SSH connection.

The default value is 22. If you want to change the value, specify a value specified in the SSH port for
device connection field on the Modify Application Settings page in the Administration workspace.

7. Click Connect.
The SSH terminal window is displayed.

From the terminal window prompt, you can enter CLI commands to create a standalone device from
the device cluster.



NOTE: You may receive error messages such as “Unable to Connect”, “Authentication Error”,
or “Connection Lost or Terminated”, which are displayed as standard text in terminal window.
If you receive an error message, all other functionality in the terminal window is stopped.
You should close this terminal window and open a new SSH session.

8. For the standalone device, enter the command:
set chassis cluster cluster-id 1 node 1

9. Enter the command:
request system reboot

10. Copy the outbound-ssh configuration from the system level to the group level, for example:
set groups nodel system services outbound-ssh client 00089BBC494A device-id 6CFF68
set groups nodel system services outbound-ssh client 00089BBC494A secret "$ABC123"
set groups nodel system services outbound-ssh client 00089BBC494A services netconf
set groups nodel system services outbound-ssh client 00089BBC494A 10.155.70.252 port 7804

11. Copy the fxpO interface configuration from the system level to the group level, for example:
set groups nodel interfaces fxpO unit O family inet address 10.155.70.223/19

12. Copy the system log configuration from system level to group level:
set groups nodel system syslog file default-log-messages any any
set groups nodel system syslog file default-log-messages structured-data

13. Delete the outbound-ssh configuration from the system level, for example:
delete system services outbound-ssh

14. Delete the system log configuration from the system level, for example:
delete system syslog file default-log-messages any any

delete system syslog file default-log-messages structured-data



15. Delete the interfaces configuration from the system level, for example:
delete interfaces fxp0 unit O family inet address 10.155.70.223/19
16. Commit the configuration changes on the device again:
commit

17. Connect the HA cable to each device in the cluster.

18. Establish an SSH connection to the primary device in the cluster.

19.On the primary device, make some trivial change to the device, for example, add a description, and
commit the change:

commit

After the device connections are up for both devices in the cluster, verify the following changes:

¢ In the Manage Devices inventory landing page:
o Each peer device displays the other cluster member.
o The cluster icon appears for each member device.

o One device appears as the primary device and the other as the secondary device in the cluster.

¢ Inthe physical inventory landing page, chassis information appears for each peer device in the cluster.

20.To terminate the SSH sessions, type exit from the terminal window prompt, and press Enter.

21.Click in the top right corner of the terminal window to close the window.

Configuring a Cluster with Loopback Interface

By default, the SRX devices are configured to be managed through the fxpO Ethernet management interface.

If the device is managed through non-fxp0 interface (loopback address), add the following additional
command to the device so that the SRX device is considered as a cluster in Junos Space:

Command: set chassis cluster network-management cluster-master

NOTE: All other cluster configuration commands remain the same for both the Active/Active
mode, and Active/Passive mode.
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Logical Systems (LSYS)
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Understanding Logical Systems for SRX Series Services Gateways

Logical systems for SRX Series devices enable you to partition a single device into secure contexts. Each
logical system has its own discrete administrative domain, logical interfaces, routing instances, security
firewall and other security features. By transforming an SRX Series device into a multitenant logical systems
device, you can give various departments, organizations, customers, and partners-depending on your
environment-private use of portions of its resources and a private view of the device. Using logical systems,
you can share system and underlying physical machine resources among discrete user logical systems and
the primary logical system. The logical systems feature runs with the Junos operating system (Junos OS)
on SRX1400, SRX3400, SRX3600, SRX5600, and SRX5800 devices.

For detailed information about understanding and configuring logical systems for SRX series services
gateways, see Junos OS Logical Systems Configuration Guide for Security Devices
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Creating a Logical System (LSYS)

Logical systems for SRX Series devices enable you to partition a single device into secure contexts. Each
logical system has its own discrete administrative domain, logical interfaces, routing instances, security
firewall and other security features.

NOTE: You must create a LSYS profile on the device before creating a logical system. To create
a LSYS profile on a device from Junos Space Platform, deploy the configuration to create a LSYS
profile by using Junos Space Platform features such as device templates or CLI Configlets. To
create a LSYS profile by using the Quick Templates feature, see “Creating a Quick Template” on
page 329 and “Deploying a Quick Template” on page 335.

For detailed information about using logical systems on Juniper Networks security devices, see Junos OS
Logical Systems Configuration Guide for Security Devices.

To create a new logical system on a physical device:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

2. Select a device for which you want to create a logical system and then select Device Operations >
Create LSYS from the Actions menu.

The New Logical System pop-up window is displayed.
3. In the LSYS device name field, enter a user-defined name for the new logical system.

4. From the LSYS profile drop-down list, choose a logical system security profile for the new logical system.

NOTE: If you have not created a LSYS profile on the device, the drop-down list will not
display any LSYS profiles.

5. Click Finish to create the new logical system.
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I Deleting Logical Systems

For detailed information about using logical systems on Juniper Networks security devices, see Junos OS
Logical Systems Configuration Guide for Security Devices

NOTE: We recommend that you not delete an SRX root device and an LSYS simultaneously in
Junos Space Network Management Platform. Although deleting the SRX root device will delete
the root device and the LSYS instances from Junos Space Network Management Platform, it will
not remove the LSYS configuration from the device, whereas deleting an LSYS will remove
LSYS-related configuration from the device.

To delete logical systems:

1. On the Junos Space Network Management Platform user interface, select Devices > Device

Management.

The Device Management page is displayed.

2. Select a logical system and select Device Operations > Delete Devices from the Actions menu.

The Delete Logical Systems pop-up window is displayed.

3. Click Confirm to proceed with the deletion of the logical systems.
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Viewing Logical Systems for a Physical Device

For detailed information about using logical systems on Juniper Networks security devices, see Junos OS
Logical Systems Configuration Guide for Security Devices

To view the logical systems configured on a selected physical device:

1. Select Devices > Device Management.

2. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page displays the devices managed in Junos Space Network Management
Platform.

3. Locate the table row for the physical device.

If the device supports logical systems, the device name will be followed by link text indicating how
many logical systems are configured on it. If no logical systems are configured on the device, the link
text reads “0 LSYS(s).”

4. Click on the link text next to the name of the physical device.

Space Platform filters the device inventory list so that it lists the logical systems configured on the
selected physical device.

5. To clear the filter and return the inventory list to its original view, click the red X next to the filter
criteria above the inventory list.
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Viewing the Physical Device for a Logical System

For detailed information about using logical systems on Juniper Networks security devices, see Junos OS
Logical Systems Configuration Guide for Security Devices



To view the physical device on which a selected logical system is configured:

1.

On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page displays the devices managed in Junos Space Network Management
Platform.

In the tabular view, locate the table row for the logical system.

The logical system name will be followed by link text indicating the name of the physical device on
which the logical system is configured.

Click on the link text next to the name of the logical system.

Space Platform filters the device inventory list so that it shows only the entry for the physical device
on which the logical system is configured.

To clear the filter and return the inventory list to its original view, click the red X next to the filter
criteria above the inventory list.
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Creating Device Partitions

Create device partitions when you want to share the physical interfaces, logical interfaces, and physical
inventory elements across multiple sub-domains. Device partitions are supported only on M Series and
MX Series routers. You can partition a device from the Device Management workspace. You can assign
only one partition from a device to a sub-domain; you cannot assign multiple partitions from the same
device to a sub-domain. A maximum of one partition can be assigned from multiple devices to a sub-domain.
You can partition a device only if the device is currently assigned to the global domain. For more information,
see “Working with Domains” on page 905.

To create a device partition:

1. On the Junos Space Network Management Platform user interface, select Device > Device Management.

The Device Management page is displayed.

2. Select the device that you want to partition and select Device Operations > Manage Device Partitions
from the Actions menu.

The Manage Device Partitions page is displayed.

3. Click the Create Partition icon from the Actions menu.

The Create Partition page is displayed. You can view the physical interfaces, logical interfaces, and the
physical inventory of the device.

4. In the Partition Name field, enter a name for the partition.

5. Select the Physical Interface tab and select the physical interfaces that you want to add to the partition.



You can view the selected physical interfaces in the Selected Sub-object section.

Select the Logical Interface tab and select the logical interfaces that you want to add to this partition.

You can view the selected logical interfaces in the Selected Sub-object section.

. Select the Physical Inventory tab and select the inventory elements that you want to add to this

partition.

You can view the selected inventory elements such as FPCs, and Routing Engines in the Selected
Sub-object section.

Click OK.

The new device partition is created.Repeat steps 3 through 8 to add multiple device partitions. You
can now assign this partition to a sub-domain.

NOTE: When you create the second device partition, the physical interfaces, logical interfaces,
and physical inventory elements that you assigned to the first device partition are not available
for selection.
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Modifying Device Partitions

You can modify device partitions from the Devices workspace. The device partitions are listed on the

Device Management page.

To modify device partitions:

1.

On the Junos Space Network Management Platform user interface, select Device > Device Management.

The Device Management page is displayed. You can view the devices and the device partitions on this
page.

Select the device whose device partitions you want to modify and select Device Operations > Manage
Device Partitions from the Actions menu.



The Manage Device Partitions page is displayed.

3. Select the device partition you want to modify and click the Modify Partition icon on the Actions menu.

The Modify Partition page is displayed.

4. Modify the physical interfaces, logical interfaces, and physical inventory elements for this device
partition. You cannot modify the name of the partition.

5. Click OK.

6. Repeat steps 3 through 5 to modify any other device partitions.

The device partitions are modified.
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Deleting Device Partitions

You can delete the device partitions on a device from the Devices workspace. The device partitions are
listed on the Device Management page.

To delete device partitions:

1. Onthe Junos Space Network Management Platform user interface, select Device > Device Management.

The Device Management page is displayed. You can view the devices and the device partitions on this
page.

2. Select the device whose device partitions you want to delete and select Device Operations > Manage
Device Partitions from the Actions menu.

The Manage Device Partitions page is displayed.

3. Select the device partitions that you want to delete and click the Delete Partition icon on the Actions
menu.
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The Delete Partition pop-up window is displayed.

4. Click Delete.

The device partitions are deleted.
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You add custom labels to associate user-specified data to devices, device interfaces, and device inventory.
You can specify the name and the value for each custom label that you add. For example, a custom label
Location can have a value Building A. Junos Space Network Management Platform provides three predefined
custom labels—Device Alias, Manufacturer ID, and Manufacturer Name. The custom labels are stored in

the Junos Space Platform database. You can view, modify, and delete custom labels.

NOTE: The Device Alias custom label can be added only to devices and not device interfaces
or device inventory. Among the custom labels added to a device, only the Device Alias custom
label can be viewed on the Device Management page. You can search, sort and filter devices on
the Device Management page on the basis of the value of the Device Alias custom label.



The maximum number of characters permitted for both the custom label name and the value is 255. You
cannot include any special characters except the underscore (_), the hyphen (-), and the period (.) in the
name of a custom label.

Adding Custom Labels for a Device

To add custom labels for a device:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears, displaying the list of devices.

2. Right-click the device for which you want to add the custom label and select Manage Customized
Attributes.

The Manage Customized Attributes page is displayed.

3. Click the Add label icon.

The Label Name list and the Value field are displayed. You can either choose a predefined custom label
or add a custom label.

4. To choose a predefined label:
a. Select the predefined label from the Label Name list.
b. In the Value field, enter an appropriate value.
5. To add a custom label:
a. Inthe Label Name list, enter a name for the label, for example, Location.
b. In the Value field, enter an appropriate value for the label, for example, Building A.

6. Click Submit.

7. Click Close.



Adding Custom Labels for Physical Inventory

To add custom labels for physical inventory:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears, displaying the list of devices.

Right-click the device for which you want to add the custom label and select Device Inventory > View
Physical Inventory from the shortcut menu.

The View Physical Inventory page is displayed.

Right-click the physical inventory element of the device for which you want to add the custom label
and select Manage Customized Attributes.

The Manage Customized Attributes page is displayed.

Click the Add label icon.

The Label Name list and the Value field are displayed. You can either choose a predefined custom label
or add a custom label.

To choose a predefined label:

a. Select the predefined label from the Label Name list.

b. In the Value field, enter an appropriate value.

To add a custom label:

a. Inthe Label Name list, enter a name for the label.

b. In the Value field, enter an appropriate value for the label.

Click Submit.

Click Close.



Adding Custom Labels for a Physical Interface

To add custom labels for a physical interface:

1.

On the Junos Space Network Management Platform Ul, select Devices > Device Management.

The Device Management page appears, displaying the list of devices.

Right-click the device for which you want to add the custom label and select Device Inventory > View
Physical Interfaces .

The View Physical Interfaces page appears, displaying the list of physical interfaces for the device.

Right-click the physical interface of the device for which you want to add the custom label and select
Manage Customized Attributes.

The Manage Customized Attributes page is displayed.

Click the Add label icon.

The Label Name list and the Value field are displayed. You can either choose a predefined custom label
or add a new custom label.

. To choose a predefined label:

a. Select the predefined label from the Label Name list.

b. In the Value field, enter an appropriate value.

To add a custom label:

a. Inthe Label Name list, enter a name for the label.

b. In the Value field, enter an appropriate value for the label.

Click Submit.

Click Close.

Adding Custom Labels for a Logical Interface

To add custom labels for a logical interface:

1.

On the Junos Space Network Management Platform Ul, select Devices > Device Management.

The Device Management page appears, displaying the list of devices.

Right-click the device for which you want to add the custom label and select Device Inventory > View
Logical Interfaces.



The View Logical Interfaces page is displayed.

3. Right-click the logical interface of the device for which you want to add the custom label and select
Manage Customized Attributes from the shortcut menu.

The Manage Customized Attributes page is displayed.

4. Click the Add label icon.

The Label Name list and the Value field are displayed.
5. In the Label Name list, enter a name for the label.
6. In the Value field, enter an appropriate value for the label.
7. Click Submit.

8. Click Close.

‘ Device Management Overview | 9

Importing Custom Labels

From Junos Space Network Management Platform Release 16.1R1 onward, you can import and add custom
labels to devices by using the Import Customized Attributes action on the Device Management page of
the Junos Space Platform Ul. Junos Space Platform enables you to add custom labels and assign values to
those labels by importing CSV files containing the labels and their values.

The maximum number of characters permitted for both the custom label and the value is 255.
To import custom labels for devices by using CSV files:

1. On the Junos Space Network Management Platform Ul, select Devices > Device Management.

The Device Management table is displayed.

2. Select Import Customized Attributes from the Actions menu.

The Import Customized Attributes Using CSV dialog box is displayed.



3. (Optional) Click the Sample CSV link to view a sample CSV file.

4. Click Browse and navigate to the location on your computer where you have stored the CSV file.

The CSV file contains custom labels and the corresponding values for one or more devices.

5. Select the file and click Open.

The name of the selected file is displayed in the CSV File text box.

6. Click Import to import the CSV file.

The Job Information dialog box is displayed. You can click the job ID link or navigate to the Job
Management page to view the status of the job.

7. Click OK.

You are returned to the Device Management page. You can view the custom labels that you imported
to a device on the Manage Customized Attributes page for that device.

To view the custom labels added to the device, select the device on the Device Management page and
select Manage Customized Attributes from the Actions menu. The Manage Customized Attributes
page appears, displaying all the custom labels assigned to the device.

Among the custom labels added to devices, only the Device Alias custom label and the value assigned
to it can be viewed on the Device Management page.

To view the Device Alias column, click the arrow beside any of the column names on the Device
Management page, then click the arrow beside Columns to display the columns list, and select the
Device Alias check box from the list.

Release History Table
Release Description
16.1R1 From Junos Space Network Management Platform Release 16.1R1 onward, you can import

and add custom labels to devices by using the Import Customized Attributes action on the
Device Management page of the Junos Space Platform Ul.

Device Management Overview | 9
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Modifying Custom Labels

You add custom labels to associate additional data to devices, device interfaces, and device inventory.
You can modify or delete the custom labels associated with the devices, device interfaces, and device
inventory.

To modify a custom label:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management table is displayed.

2. Right-click the device for which you want to modify the custom label and select Modify Customized
Attributes from the contextual menu.

3. If you want to modify the custom label associated with a physical interface, logical interface, or the
device inventory, navigate to the appropriate page.

4. Select the custom label you want to modify and change the value or the name of the label.
5. Click Submit.

6. Click Close.

Adding Custom Labels | 246



Deleting Custom Labels

You add custom labels to associate additional data to devices, device interfaces, and device inventory.
You can modify or delete the custom labels associated with the devices, device interfaces, and device
inventory.

To delete a custom label:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management table is displayed.

2. Right-click the device for which you want to delete the custom label and select Modify Customized
Attributes from the contextual menu.

3. If you want to delete the custom label associated with a physical interface, logical interface, or the
device inventory, navigate to the appropriate page.

4. Select the custom label you want to delete and click the Delete label icon.
5. Click Submit.

6. Click Close.

Adding Custom Labels | 246
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Viewing the Device-Template Association (Devices)

You view the device-template association from the Devices workspace to determine the templates that
are deployed on the device, the version of the templates deployed on the device, and find out whether
the device was in sync with the template at the time the last audit was performed, as well as other relevant
details.

To ensure the information presented to you is current, perform a template configuration audit immediately
before viewing template association to check if there are any differences between the template configuration
and the configuration on the device since the template was deployed.

To view the list of templates deployed on a device:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page that appears lists all the devices in the Junos Space Platform database.

2. Select the device whose template association you want to view and select Device Configuration >
View Template Association from the Actions menu.

The View Template Association page is displayed. This page lists the templates that are deployed to
the device. The details on this page include the name of the device, IP address of the device, version
of the template, time when the template was deployed to the device, Junos Space user who deployed
the template, job ID for deployment, template audit status, and the time when the template was audited.

Table 31 on page 255 lists the columns on the View Template Association page.



Table 31: Viewing Template Association Page

Column Header

Name

Domain

Deployed Version

Assigned Version

Latest Version

Deploy Time

Deployed By

Job ID

Audit Status

Audit Time

Description

Name of the template that is deployed to the device

Domain to which the template is assigned

Version of the template currently deployed to the device

Version of the template currently assigned to the device

Latest version of the template

Time at which the template was deployed to the device named in this row

Login ID of the person who deployed the template to the device named in this

row

ID of the job constituted by deployment of this template to the device named

in this row
Audit status of the template: Not available, in sync or out of sync.

Time at which the template was deployed to the device named in this row

3. You can perform the following tasks on this page:

e To view the details of the template that is deployed to the device:

i. Double-click on the template name.

The Template Details pop-up window is displayed. You can view the details of the template.

ii. Click Close to close the pop-up window.

e To view the configuration in the template that is deployed to the device:

i. Click the number in the Deployed Version column.

The Template Change Summary pop-up window is displayed. You can view the configuration
that was deployed to the device.



ii. Click Close to close the pop-up window.

e Toview the configuration in the template that is assigned to the device:
i. Click the number in the Assigned Version column.

The Template Change Summary pop-up window is displayed. You can view the configuration in
the template that is assigned to the device.

ii. Click Close to close the pop-up window.

e Toview the status of the template deployment job:
i. Click the job ID in the Job Id column.

The Job Management page is displayed. You can view the results of the template deployment
job.

ii. Close the Job Management page.

iii. Repeat steps 1 and 2 to navigate to the View Template Association page.

e To view the audit status of the template:
i. Click the link in the Audit Status column.
The Template Audit Result pop-up window is displayed.

Under the Audit Status heading, any differences found last time the template was audited are
listed. Such differences will be due to someone having altered the device configuration between
the two template deployments.

NOTE: To view any differences between a template and the configuration on the
devices to which it has been deployed, first ensure an audit has been performed on
the template since it was deployed. For more information about auditing a template,
see “Auditing a Device Template Configuration” on page 325.

4. To return to the Device Management page from the View Template Association page, click Cancel.

Deploying a Template to the Devices | 318



Viewing Associated Scripts

You can view the scripts deployed on a device to get more information about the script type, version, and
activation status.

To view the scripts associated with the devices:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page displays the devices managed in Junos Space Network Management
Platform.

2. Select the devices for which you want to view the associated scripts.

3. Select Device Inventory > View Associated Scripts from the Actions menu.
The View Associated Scripts page is displayed.

This page displays all the scripts that are deployed on the devices you have selected. You can view the
device name, Device Alias custom label of the device, IP address of the device, platform of the device,
operating system firmware version on the device, script name, script type, category of the script, staged
version of the script, latest version of the script, and the activation status of the script.

Click Back to return to the Device Management page.

Device Inventory Overview | 119

Device Images and Scripts Overview | 429
Executing a Script on the Devices | 178
Viewing Script Execution | 257

Viewing Script Execution

You can view the script execution details to get more information about the scripts executed on the devices.
To view the script execution on the devices:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page displays the devices managed in Junos Space Network Management
Platform.



2. Select the devices for which you want to view the script execution.

3. Select Device Inventory > View Script Executions from the Actions menu.
The View Script Executions page is displayed.

This page displays all the scripts that are executed on the devices you have selected. You can view the
script name, category of the script, script version, execution status, execution results, and the start
time and end time for script execution. You can also view the name and the Device Alias custom label
of the device on which the script is executed.

Click Back to return to the Device Management page.

Device Inventory Overview | 119

Device Images and Scripts Overview | 429
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Viewing Staged Images on a Device

You can view images staged on a device from the Device Management page. You can also verify the
checksum from this page. Currently, you cannot view the images staged on an LSYS type device by using
this workflow.

To view the images staged on a device:

1. From the Network Management Platform user interface, select Devices > Device Management.

The Device Management page is displayed.

2. Select the device for which you want to view the staged images and select Device Inventory > View
Staged Images from the Actions menu.

The View Staged Images page is displayed. Table 32 on page 258 describes the columns displayed on
this page.

Table 32: View Staged Images Page

Column Name Description

Device Name Name of the device



Table 32: View Staged Images Page (continued)

Column Name

Device Alias

Image Name

IP Address

Platform

Checksum Status

Last Checksum Time

Description

Value of the Device Alias custom label for the device. By default, this column is not
displayed on the page.

The Device Alias field is empty if the Device Alias custom label is not added or no
value is assigned to the Device Alias custom label of the device.

Name of the device image

IP address of the device

Platform to which the device belongs

Whether the device image on the Junos Space server and the device are the same:

o If the status is Valid, the checksum values of the device image on the Junos Space
server and the device match.

e If the status is Invalid, the checksum values do not match.

o If the status is NA, the selected image is not staged on the device yet.
Time when the checksum was last verified

For a device on which the selected image is not staged yet, this column displays NA.

3. After you view the image staged on the device, click Back at the top of the View Staged Images page
to return to the Device Management page.

NOTE: You can select multiple devices on the Device Management page to view the images

staged on these devices. Click the '+

m

symbol next to the device to view the images staged on

the device. The View Staged Images page lists only the devices on which the images are staged.
If you select a device that does not have staged images, this device is not displayed on the View

Staged Images page.

Device Images Overview | 433

Staging Device Images | 440
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Viewing Alarms from a Managed Device

Starting with Junos Space Network Management Platform Release 15.2R1, you can view information
about alarms from a managed device by using the Devices workspace. There are two categories of alarms:
acknowledged and outstanding. You must enable the Network Monitoring functionality from the
Administration > Applications > Network Management Platform > Manage Services page to view the list
of alarms.

NOTE: You must be assigned appropriate privileges to execute this task.

To view information about the alarms from a managed device:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Devices page that appears displays all the devices managed by Junos Space Platform.

2. Right-click a device whose alarm information you need to view and select Device Monitoring > View
Alarms.

The View Alarms page that appears displays the list of outstanding alarms for that device, in a table.

NOTE: The Alarms(s) outstanding search constraint is applied by default and cannot be
removed. You can toggle between the Alarm(s) outstanding constraint and the Alarm(s)
acknowledged constraint, which displays the list of acknowledged alarms for the selected
device, by clicking the minus (-) icon.



To know more about the fields displayed in the table, see the Viewing Details of an Alarm and Acting
on an Alarm section of the “Viewing and Managing Alarms” on page 664 topic.

3. (Optional) To view alarms from all Junos Space fabric nodes and managed devices, click the (-) icon
corresponding to the filter in the Search Constraints field.

The View Alarms page displays the list of outstanding or acknowledged alarms for all Junos Space fabric
nodes and managed devices.

4. (Optional) To view a specified number of alarms per page, select the required number from the list next
to the Results field.

By default, the number of alarms listed on the View Alarms page is 20. You can select the number of
alarms you want to view per page from the Show list. You can choose to view 10, 20, 50, 100, 250,
500, or 1000 alarms.

NOTE: The number of alarms selected is set as user preference and the selected number of
alarms are listed beginning from the next login.

5. You can perform the following tasks on the View Alarms page:

o Acknowledge, unacknowledge, clear, or escalate one or more alarms, or acknowledge the entire list
of outstanding alarms for the selected device. For more information, see the Viewing Details of an
Alarm and Acting on an Alarm section of the “Viewing and Managing Alarms” on page 664 topic.

e Toggle between the summary and detailed views of alarms for the selected device.

e Click the Long Listing link at the top of the page for a detailed view.

e Click the Short Listing link at the top of the page for a summary view.

e View the severity levels of the alarms.

i. Click the Severity Legend link at the top of the page.

For more information about summary and detailed views, and severity levels of the alarms, see the
Viewing Alarms in Summary and Detailed Views section of the “Viewing and Managing Alarms” on
page 664 topic.

6. Click Back (at the top-left corner) to return to the Device Management page.



Release History Table

Release Description

16.1R1 To view a specified number of alarms per page, select the required number from the list
next to the Results field.

15.2R1 Starting with Junos Space Network Management Platform Release 15.2R1, you can view
information about alarms from a managed device by using the Devices workspace.

Alarm Notification Configuration Overview | 677

Configuring Alarm Notification | 680
Viewing the Performance Graphs of a Managed Device | 263

Viewing the Performance Graphs of a Managed Device

Starting with Junos Space Network Management Platform Release 15.2R1, you can view the performance
graphs of a managed device by using the Devices workspace. Performance graphs display the resources
that are used on a managed device and the data collected from the managed device in a graphical format.
For more information about network monitoring graphs, charts, and reports available in Junos Space
Platform, refer to “Network Monitoring Reports Overview” on page 693.

NOTE: You must be assigned appropriate privileges to execute this task.

To view the performance graphs of a managed device:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Devices page that appears displays all the devices managed by Junos Space Platform.

2. Right-click a device whose performance graphs you need to view and select Device Monitoring > View
Performance Graphs.

The View Performance Graphs page appears. This page displays the categories of data available for
the selected device. The categories include SNMP Node Data, SNMP Interface Data, Response Time,
BGP Peer, OSPF Area Info, and Response Time.



. (Optional) To select specific categories, interfaces, or resources, click Select All (at the bottom-left
corner of the page).

. (Optional) To clear selected categories, interfaces, or resources, click Clear Selection (at the bottom-left
corner of the page).

All categories, interfaces, or resources you selected are cleared.

. To view data for all categories:
a. Click Graph All (at the bottom right of the page).

The View Performance Graphs page displays graphs for all selected categories. By default, the
graphs display the data from the previous day.

b. (Optional) To change the period of time, select the appropriate time period from the Time Period
field at the top of the page.

The options available are Last day, Last week, Last month, Last Year, and Custom.

If you select Custom:

i. Enter the start time (month, date, year, and time) in the Start Time field.

ii. Enter the end time (month, date, year, and time) in the End Time field.

iii. Click Apply Custom Time Period.

The data is refreshed to reflect the time period specified.

. To view data for a specific category or interface:

a. Select the check box corresponding to the category or interface.

b. Click Graph Selection (at the bottom of the page).

The View Performance Graphs page displays graphs for the selected category or interface. By
default, the graphs display the data from the previous day.

c. (Optional) To change the period of time, select the appropriate time period from the Time Period
field at the top of the page.

The options available are Last day, Last week, Last month, Last Year, and Custom.

If you select Custom:

i. Enter the start time (month, date, year, and time) in the Start Time field.



ii. Enter the end time (month, date, year, and time) in the End Time field.

iii. Click Apply Custom Time Period.

The data is refreshed to reflect the time period specified.

7. To search and view data for specific resources (categories or interfaces):
a. Click Search (at the bottom right of the page).
The Search for Node field is displayed.

b. Enter a text string to identify the resources of the device that you want to view and click OK.

The View Performance Graphs page that appears displays the filtered view.

c. Select the check box corresponding to the category or interface.

d. Click Graph Selection (at the bottom of the page).

The View Performance Graphs page displays graphs for the selected category or interface. By
default, the graphs display the data from the previous day.

8. Click Back (at the top-left of the page) to return to the Device Management page.

Release History Table
Release Description

15.2R1 Starting with Junos Space Network Management Platform Release 15.2R1, you can view
the performance graphs of a managed device by using the Devices workspace.
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Viewing Device Statistics

You can view device statistics when you select the Devices workspace. The charts presented on the
Devices page display the connection status of the devices, number of devices per OS, number of devices
per platform, and the auto-resynchronization state of the devices. All the charts are interactive.

The Devices page displays the following charts:

Device Count by Platform—Number of Juniper Networks devices organized by type

Device Status—Number of devices organized by the connection status on the network
e Device Count by OS—Number of devices running a particular Junos OS release
e Device Count by Synchronization State—Number of devices organized by auto-resynchronization state

To view device statistics:

1. On the Junos Space Network Management Platform user interface, select Devices.

The Devices page is displayed. This page displays the charts related to the devices.



2. Click a specific label on a chart.

You are redirected to the Device Management page, the contents of which are filtered based on the
label you clicked.

To save the chart as an image or to print the chart, right-click the chart and select Save or Print
respectively.

Viewing Managed Devices | 14
Viewing the Physical Inventory | 121

Device Discovery Profiles Overview | 40

Viewing Devices and Logical Systems with QuickView

The QuickView feature shows you the type and status of a device or logical system using an icon.
To view a device or logical system using Quick View:

1. On the Network Management Platform user interface, select Devices > Device Management.
2. Select the Quick View action button on the menu bar.

3. Alternatively, at the right edge of the Network Management Platform page, find the sidebar open arrow
for the Device Management table.

NOTE: Be careful to find the correct sidebar open arrow. There are two; one on the left that
opens the Quick View sidebar, and one on the right that opens the Help panel.

The Quick View sidebar arrow in green. The other arrow, highlighted in red, opens the Help sidebar.

4. Click the Quick View sidebar open arrow.

Platform opens the Quick View sidebar. The Quick View shows the status of the device that is currently
selected in the table.

You can close the Quick View window in the same way that you opened it.
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Resynchronizing Managed Devices with the Network

If the network is the system of record, you can resynchronize a managed device at any time. For example,
when a managed device is updated by a device administrator from the device's native GUI or CLI, you can
resynchronize the device configuration in the Junos Space Network Management Platform database with
the physical device. (If Junos Space Network Management Platform is the system of record, this capability
is not available. See “Systems of Record in Junos Space Overview” on page 34.)

To resynchronize a device:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

2. Select the devices you want to resychronize and select Device Operations > Resynchronize with
Network from the Actions menu.

The Resynchronize Devices pop-up window is displayed.

3. Click Confirm.

When a resynchronization job is scheduled to run but another resynchronization job on the same device
is in progress, Junos Space Network Management Platform delays the scheduled resynchronization
job. The time delay is determined by the damper interval that you set from the application workspace.
By default the time delay is 20 seconds. The scheduled job is delayed as long as the other
resynchronization job to the same device is in progress. When the job that is currently running finishes,
the scheduled resynchronization job starts. See “Modifying Settings of Junos Space Applications” on
page 1165.



NOTE: You can check whether a managed device was resynchronized with the network, from
the Job Details page. To go to the Job Details page, double-click the ID of the resynchronization
job on the Job Management page. The Description column on this page specifies whether the
managed device was resynchronized with the network. If the managed device was not
resynchronized with the network, the column lists the reason for failure. If there is an error, the
View Job Details page displays an error message. For more information about the error messages,
see “Common Error Messages in Device-Related Operations” on page 812.
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Putting a Device in RMA State and Reactivating Its Replacement
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Sometimes, because of hardware failure, a device managed by Junos Space Network Management Platform
needs to be returned to the vendor for repair or replacement. In such cases, Junos Space Network
Management Platform can keep on record the configuration of the defective device until you can obtain
an equivalent replacement device from the vendor. You create this record by putting the defective device
in Return Materials Authorization (RMA) state before removing it. In this way, you prevent the configuration
from being deleted from the Junos Space Network Management Platform database when the device is
removed.



Before connecting the replacement device, you must configure it with such basic information as the name,
IP address, SSH fingerprint, and login credentials.

After the replacement device has been reconnected within your network, you perform the Reactivate
from RMA task to cause Junos Space Network Management Platform to read its settings, deploy the
preserved configuration onto it, and bring it back under management. Because the two devices are perceived
as equivalent, this operation is considered reactivation, even if the replacement device is new.

Do not delete or physically disconnect the defective device before performing the Put in RMA State task.

WARNING: Remove any provisioning services associated with a device before putting
A it in RMA state.

Putting a Device in RMA State

If you want to return a device to the vendor under RMA, but you do not want to delete its configuration
from the Junos Space Network Management Platform database, put the device in RMA state.

To have Junos Space Network Management Platform keep on record the configuration of a defective
device so that you can later deploy that configuration to the defective device's replacement:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

2. Select the defective device and select Device Operations > Put in RMA State from the Actions menu.

The RMA Device window appears.

3. Click Confirm to put the selected device in RMA state.

SEE ALSO

Viewing Managed Devices | 14
Deleting Devices

Resynchronizing Managed Devices with the Network | 268



Reactivating a Replacement Device

Before you begin, you must perform basic configuration on the replacement device, such as the name, IP
address, SSH fingerprint, and login credentials. ThelP address must match that of the original device when
it was put in RMA state.

From Junos Space Network Management Platform Release 18.2 onward, you can reactivate multiple
replacement devices at the same time. The maximum number of devices that can be reactivated
simultaneously is 100.

To reactivate the replacement device:

1.

Connect the replacement device to your network in the same way as the defective device was connected.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

Select the items that formerly represented the defective devices. (It in fact now represents the
replacement device, without the need for you to make any changes to it.)

Select Device Operations > Reactivate from RMA from the Actions menu.

The Reactivate Device from RMA page is displayed listing the selected items representing the
replacement devices. The device name and IP address of the device is displayed for each item on this
list.

By default, the New fingerprint column will be empty for every device. User can manually enter the
new device fingerprint or leave it empty.

Enter the new fingerprint manually or import fingerprints in the form of a CSV file.

To import SSH fingerprint using a CSV files:

e Click Browse and select the CSV file to be uploaded from your local file system.

e Click Upload to upload the selected CSV file.

Once the file is uploaded, the details of the devices to be reactivated - device name, IP address of
the device, and new SSH fingerprint is displayed in the grid.

o (Optional) To download a sample CSV file, click the Sample CSV link.



A sample CSV file listing the name, IP address, and new SSH fingerprint of the devices to be
reactivated.

6. (Optional) If there is no SSH fingerprint displayed for an device or if you want to associate a new SSH
fingerprint with the reactivated device, a fingerprint conflict occurs.

To auto-resolve SSH fingerprint conflicts, select the Auto-resolve fingerprint conflict if new fingerprint
is not provided check box. If you choose select this check box, the fingerprint conflict resolution settings
saved in the Device section of Modify Application Settings page (Administration > Applications) is
overridden for device reactivation from RMA.

7. To push the existing device configuration from Junos Space:

o (Optional) Select the Push existing device configuration from Junos Space check box to push the
configuration saved in Junos Space to the reactivated device.

NOTE: If you choose to push existing device configuration from Junos Space, scripts that
were staged on the replaced device is restaged to the reactivated devices.

If you choose not to push existing device configuration from Junos Space, all the scripts
associated with the device is removed.

e To use commit -confirmed for the reactivated devices, select the Use commit -confirmed check
box.

e To use temporary credentials to push device configuration from Junos Space, select the Use
temporary device credentials to push configuration check box.

Enter the temporary username and password to push the configuration.

NOTE: The temporary username and password will be used only to push the existing
configuration from Junos Space on to the reactivated devices.

8. Click Confirm to activate the replacement devices.

The Reactivate Devices from RMA Job page appears displaying the job Id for the reactivation job. To
view details of the job, click on the job ID.

The replacement devices are displayed with the defective devices’ configuration in the Device
Management page. As activation proceeds, intermediate states such as Reactivating are displayed under



Managed Status. The replacement devices are active and under management when Connection Status
reports that the device is up, and Managed Status reports In Sync.

If Junos Space Platform detects an SSH fingerprint mismatch between that on the device and the
fingerprint stored in the Junos Space Platform database, the connection is dropped. The connection
status is displayed as Down and the authentication status is displayed as Fingerprint Conflict on the
Device Management page.

SEE ALSO

Viewing Managed Devices | 14

Deleting Devices

Resynchronizing Managed Devices with the Network | 268

Modifying the Target IP Address of a Device

You modify the target IP address of a device when you need to change the IP address that Junos Space
Network Management Platform will use to connect to the device. When you modify the IP address, the
device connects to Junos Space Platform with the new IP address. You can use this workflow to migrate
from IPv4 to IPvé6 and from IPvé to IPv4 addresses. You cannot use this workflow to modify the target IP
address of a ww Junos OS device.

The IP address modified using this workflow is only stored in the Junos Space Platform database. The
modified IP address is not configured on the device. You need to either modify the device configuration
and update the new IP address manually or push this IP address configuration to the device by using the
Device Templates feature.

NOTE: This workflow is supported only for Junos Space-initiated connections.

To modify the target IP address of a device in Junos Space Platform:

1. On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page that appears displays the list of devices managed on Junos Space
Platform.

2. Right-click the device you need to modify and select Device Access > Modify Device Target IP.

The Modify Device Target IP page is displayed.



3. Click the New IP column on the page.

An inline editor is displayed.

4. Enter the target IP address of the device.

NOTE: You can enter the IP address in either IPv4 or IPv6 addressing formats.

5. Click Modify.

The new target IP address for the device is displayed on the Device Management page.

When you complete this workflow, Junos Space Platform performs the following steps to ensure that the
device is reachable with the new IP address:

a. Establishes an SSH connection to connect to the device on the new IP address and obtains the serial
number of the device

b. Verifies the serial number of the device against the serial number stored in the Junos Space Platform
database. If the serial number returned from the device matches the one in the Junos Space Platform
database, the new IP address is updated in the Junos Space Platform database. If the serial number
verification fails, the job triggered for this workflow fails.

c. Resets the connection to the device and waits for the device to connect back to Junos Space Platform
in about five minutes. If the device does not connect to Junos Space Platform in about five minutes,
the job triggered for this workflow fails.

NOTE: If the job triggered for this workflow fails, Junos Space Platform does not revert the IP
address to the one stored in the Junos Space Platform database.

Device Management Overview | 9
Viewing Managed Devices | 14
Junos Space IPv6 Support Overview | 972



Modifying the Serial Number of a Device

You modify the serial number of a device that is added to Junos Space Network Management Platform.

To modify the serial number of a modeled device:

1.

On the Network Management Platform user interface, select Devices > Device Management.

The Device Management page is displayed.

. Select the modeled device for which you want to modify the serial number and select Device Operations

> Modify Serial Number from the Actions menu.

The Modify Serial Number page is displayed.

Double-click the serial number in the Serial Number column of the device and enter the new serial
number.

Click Modify.

The serial number of the modeled device is modified.

Model Devices Overview | 71

Creating a Modeled Instance | 77

Adding More Devices to an Existing Modeled Instance | 94
Downloading a Configlet | 86

Viewing and Copying Configlet Data | 88



Rebooting Devices

You can reboot devices from Junos Space Network Management Platform. You can also reboot virtual
chassis setups, dual Routing Engine (RE) setups, and cluster setups from Junos Space Network Management
Platform. You cannot reboot Logical System (LSYS) devices from Junos Space Network Management
Platform.

To reboot devices:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page is displayed.

Select the devices that you want to reboot and select Device Operations > Reboot Devices from the
Actions menu.

The Reboot Devices pop-up window is displayed. This pop-up window displays the devices that you
selected for reboot and some additional options that you can configure before the reboot.

(Optional) Select the Options option button. Configure the following options in this section:
a. In the Message field, enter a message to indicate the purpose of this reboot operation.
b. Select the Power off option button.

(Optional) To schedule a time for reboot, select the Schedule at a later time option button and use the
lists to specify the date and time.

. Click Confirm.

The devices that you selected will be rebooted. A job will be created. You can view the job results from
the Job Management page. If some of the devices fail to reboot, you can use the Retry on Failed Devices
action to retry rebooting the devices that failed to reboot. For more information, see “Retrying a Job
on Failed Devices” on page 800. When you reboot devices, an audit log entry is automatically generated.
You can view the audit logs from the Audit Logs workspace.

NOTE: To reboot a single device, select only one device on the Device Management page and
select Device Operations > Reboot Devices from the Actions menu.



Device Management Overview | 9

Viewing Managed Devices | 14

Deleting Staged Images on a Device

You can delete images staged on a device from the Device Management page. Currently, you cannot delete
the images staged on an LSYS type device by using this workflow..

To delete the images staged on a device:

1. From the Network Management Platform user interface, select Devices > Device Management.

The Device Management page is displayed.

2. Select the device from which you want to delete the staged images and select Device Inventory > View
Staged Images from the Actions menu.

The View Staged Images page is displayed.
3. Select the staged images that you want to delete from the device.

4. Click the Delete Images icon on the Actions menu.

A job is created. You can view the status of the job on the Job Management page.

5. After you delete the staged images on a device, click Back at the top of the View Staged Devices page
to return to the Device Management page.

NOTE: You can select multiple devices on the Device Management page to delete the images
staged on these devices. Click the “+" symbol next to the each device, select the staged images,
and click the Delete Images icon on the Actions menu. The View Staged Images page lists only
the devices on which the images are staged. If you select a device that does not have staged
images, this device is not displayed on the View Staged Images page.

Device Images Overview | 433

Staging Device Images | 440



Viewing Staged Images on a Device | 258

Cloning a Device in Junos Space Network Management Platform

You clone devices to create copies of managed and modeled devices in Junos Space Network Management
Platform. You can clone modeled devices even if they are in the Modeled or Waiting for Deployment state.
You cannot clone unmanaged devices in Junos Space Platform. The cloned copy of the device is displayed
by default as being in the Modeled state on the Device Management page.

NOTE: You need to activate a cloned device by using the Activate workflow to manage the
device in Junos Space Platform.

To clone a device in Junos Space Platform:

1.

On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page that appears displays the list of devices that exist in the Junos Space
Platform database.

. Select the device to clone and select Device Operations > Clone Device from the Actions menu.

The Clone Device page is displayed. The device family and platform of the device are displayed on this
page.

In the Clone Device Name field, enter the name of the device.

The name of the cloned device should start and end with letters or numbers and cannot exceed 255
characters. The hyphen (-) and underscore (_) are the only special characters allowed. Leading and
trailing spaces are not allowed.

In the Number of Devices field, use the up and down arrows to specify the number of devices to be
cloned using this workflow.

The default value is 1.

(Optional) Select the Image Upgrade/Downgrade check box to upgrade or downgrade the cloned
device to a specific Junos OS version.



6. (Optional) From the Device Image drop-down list, select the device image that contains the Junos OS
version to which you want to upgrade or downgrade the devices.

7. Click Clone.

You are redirected to the Device Management page. When the device is cloned, the device is added
to the Device Management page. The managed status of this device is set to Modeled.

NOTE: Devices created using this workflow are given the original name of the device appended
with “_#" where # is a number. The devices are numbered from 1 through the value you specified
for the number of devices. For example, if you clone a device named “device” and create three
devices, they are named “device_1,"” “device_2,” and “device_3.”

Model Devices Overview | 71
Viewing Managed Devices | 14

Activating a Modeled or Cloned Device in Junos Space Network Management Platform | 82

Deleting Devices

You can delete devices from Junos Space Network Management Platform. Deleting a device removes all
device configuration and device inventory information from the Junos Space Network Management
Platform database.

If provisioning services are associated with a device that you want to delete, you must remove the
provisioning services before deleting the device.

To delete devices:

1. On the Junos Space Network Management Platform user interface, select Devices > Device
Management.

The Device Management page appears.

2. Select the devices you want to delete and select Device Operations > Delete Devices from the Actions
menu.

The Delete Devices pop-up window is displayed.



280

3. Click Confirm. .

Junos Space Network Management Platform deletes all device configuration and inventory information
for the selected devices from the Junos Space Network Management Platform database.
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The Device Templates workspace in Junos Space Network Management Platform provides the tools to
create custom device templates and deploy common configuration to multiple devices from the Junos
Space user interface. Device templates are schema-driven, so you can access and configure all the
configuration parameters for any device supported on Junos Space Platform. For example, with device
templates, you can create the build of a new device. You can configure routing protocols, such as BGP,
OSPF, IS-IS, and static routes.

You can create two types of device templates in Junos Space Platform:

o Configuration template - A configuration template is a template created by using a template definition.
You first create a template definition and specify the common configuration that can be deployed to a
device. You then create a device template by using the template definition, assign values to the common
configuration parameters, and deploy the template to the device.

e Quick template - A Quick template is a template created without using a template definition. For more
information about Quick templates, see “Quick Templates Overview” on page 328.

The Templates page in the Device Templates workspace lists the device templates created in tabular view.
Table 33 on page 283 lists and describes the columns of the table.

Table 33: Templates Page

Column Name Description

Name Name of the device template

Domain Domain to which the device template is assigned

Template Type Type of the device template: Quick Template or Config Template

Latest Version Latest version of the device template

Description Description of the device template

Last Modified By Login name of the operator who last modified the device template

Last Update Time Time when the device template was last updated

State Deployment readiness of the device template: Needs Review, Disabled, or
Enabled

Deployment Status Deployment status of the template: Created, Assigned, or Deployed

Template definitions are usually created by the Template Design Manager user role. Definition-based
templates and Quick templates are created by the Template Manager user role. The following sections
describe a template definition, device template, and the workflow to create and deploy templates:



Template Definition

A template definition is the building block of the configuration you create by using the device template
feature. A template definition restricts the scope of the device template to a specific device family and
Junos OS version.

When you create a template definition, you define the following aspects of the configuration options in
the template definition:

o Custom validation rules and error messages. For more information, see “Working with Rules in a Template
Definition” on page 300.

¢ Default values or device-specific values. You can also set up CSV files (outside of Junos Space Platform)
as a basis for your template definitions. For more information, see “Specifying Device-Specific Values
in Template Definitions” on page 302. CSV file values take precedence in case of conflicts with rules-based
values.

o Whether the configuration option is editable, read-only, or hidden

The data type of a configuration option is predefined in the DMI schema . You can modify the data type
of the configuration option when you create the template definition. The data type of a configuration
option determines the configurability of the option in the final definition. You can organize these
configuration options across multiple pages.

Table 34 on page 284 lists the data types for the configuration options and the tabs associated with each
type. An * (asterisk) indicates that the tab is available for the corresponding data type. An — (en dash)
indicates that the tab is not available for the corresponding data type. The DMI schema determines the
data type, method of validation, and how the parameters are displayed.

To create a useful template definition, the Template Design Manager must determine in advance which
parameters or configuration options he or she wants the Template Manager to set, which parameters are
to be read-only, and which parameters, if any, are to be hidden from the Template Manager. The data type
of an option determines how the data will be displayed and what tabs are available to enter data.

Table 34: Data Types and Tabs

Tabs
Data Types @ Description General Description | Validation @ Advanced
Container The Container data type holds other data * * — —
types.
Table The Table data type displays a list of records = * * * *

with identical structures.



Table 34: Data Types and Tabs (continued)

Data Types

String - Key
columnina
table

String

Integer

[Number]

Boolean

Enumeration

Choice

Description

The String - Key column in a Table data type
identifies the uniqueness of the record in the
table. If the table has a key specified, only
one record with the given key can exist.

The String data type contains character
strings.

The Integer [Number] data type is used to
specify a numeric value without a fractional
component.

The Boolean data type has two possible
values: true and false. The value is True if
selected and False if not selected.

The Enumeration data type defines a variable
to be a set of predefined constants. The
variable must be equal to one of the values
that has been predefined for it. Use this data
type to create drop-down lists.

The Choice data type provides an option
button. Select the option button to use the
configuration option in the template.

Tabs

General Description | Validation Advanced

* * * *
* * * *
* * * *
* * _ *
* * _ *
* * *

Table 35 on page 285 lists the validation parameters for the data types that require validation.

Table 35: Data Types and Validation Parameters

Data Type Validation Parameters
Integer [Number] Min Value

String Min Length

Table Min Occurrence

String - Key column in a Min Length

table

Max Value

Max Length Regular Expression

Max Occurrence

Max Length Regular Expression



All configuration options of the Table data type have a key column by default.

The Definitions page in the Device Templates workspace lists the template definitions in tabular view.
Table 36 on page 286 lists and describes the columns of the table.

Table 36: Definitions Page

Column Name Description

Name Name of the template definition

Domain Domain to which the template definition is assigned

Description Description of the template definition

Device Family Juniper Networks DMI Schema; for example, J Series, M Series, MX Series, T

Series, and TX Series

Last Modified By Login name of the template designer who last modified the template definition
Last Update Time Time when the template definition was last updated
State State of the template definition: published or unpublished

Junos Space Network Management Platform assigns different states to the template definitions. These
states are listed in the State column of the table on the Definitions page. When a Template Design Manager
finishes creating a template definition, that definition is automatically published by default. Template
Design Managers can perform a series of operations on the definitions, but to do so, they must first
unpublish the definitions. The Template Manager can see only published definitions; they cannot see
unpublished definitions.

The Template Design Manager specifies not only which device parameters appear in the definition, but
also which parameters can be edited by the Template Manager when he or she creates a template. The
Template Design Manager also sets the defaults for the editable parameters.

NOTE: You cannot edit, publish, or delete a template definition if the template definition is being
edited by another user. You receive a pop-up message indicating the user who is currently editing
the template definition.



Device Template States

Junos Space Platform assigns different states to the device templates based on their deployment readiness.
Table 37 on page 287 lists the states and their descriptions.

Table 37: Device Template States

State Description

Needs Review The device template cannot be deployed until you review it. This state is triggered by a
designer who is modifying the template definition on which the device template is based.
That device template is then automatically moved to the Needs Review state.

Disabled The device template cannot be deployed. This state is triggered by the designer
unpublishing the template definition upon which a device template is based. That device

template is then automatically disabled.

Enabled The device template can be deployed. As soon as you finish creating a device template,

it is enabled automatically.

Device Template Statuses

Junos Space Platform assigns different deployment statuses to the device templates. Table 38 on page 287
lists the deployment statuses and their descriptions.

Table 38: Device Template Deployment Statuses

Deployment Status Description

Created The device template displays this status if:

e The device template is not yet assigned or deployed to the device.

e The device template is undeployed or unassigned from the device.

Assigned The device template is assigned to the device.

Deployed The device template is deployed to the device.

Device Templates Workflow

Device templates can be designed to allow (or prevent) specified tasks to be (or from being) performed
by two predefined Junos Space Platform user roles:

e Template Design Manager—A designer who understands both:

o The technical details of the device configuration



» How to implement this knowledge to solve specific business problems
e Template Manager—An operator who executes the instructions of the Template Design Manager

A Template Design Manager (hereafter referred to as “designer”) creates template definitions and publishes
them. A Template Manager (hereafter referred to as “operator”) selects a template definition and creates
the device template from the template definition to configure one or more devices. The operator then
tests the device template on the device (without deploying it). If the device template is validated, the
operator deploys the device template to the device. With this division of labor, the operator does not need
specialist knowledge. Alternatively, if one person is assigned both roles, using device templates radically
reduces the volume of work and virtually eliminates operator error.

While creating the definition, the designer can verify what the operator sees when creating a device
template from the definition. The operator, however, can gain no insight into what the designer saw when
creating the definition. This has important consequences: while the designer can identify configuration
options simply through their place in the hierarchy represented as a tree, the operator is entirely dependent
on the label of the option. It is by means of the label alone that an operator determines which parameter
he or she is configuring.

Designers can choose not only which options to display to the operators, but also whether to display them
at all. They can make configuration options editable or read-only, and even provide customized explanations
for the operators. Operators can immediately deploy a device template to the devices they select or
schedule deployment for a later date.

Ensure that the following requirements are met to use the device template workflows successfully:

e To be available for use by operators, template definitions must be published. Template definitions that
are unpublished are not available for the creation of templates.

o Templates based on a definition that was unpublished after the templates were created are automatically
disabled.

e Templates based on a definition that was unpublished and then republished are marked as needing
review. They cannot be deployed before an operator reviews them.

e Templates based on a definition that has been deleted are permanently disabled.

e Templates based on a published definition that has not been unpublished in the meantime are enabled.

NOTE: You cannot edit or delete a device template if the device template is being edited by
another user. You receive a pop-up message indicating the user who is currently editing the
device template.



NOTE: We recommend that you do not navigate to other pages or other Junos Space applications
when modifying a device template or a template definition. Save the changes before you navigate
to other pages or other Junos Space applications.

Device Template Deployment

You can add and delete configuration details to and from device templates before deploying the template
to a device. You can assign, deploy, unassign, and undeploy device templates to and from IPv4-enabled
and IPvé6-enabled devices manually, by using tags, or by using a CSV file. Assigning a device template to
a device allows you to view the consolidated configuration changes to be deployed on the device from
the Devices workspace. You can choose to include or exclude the configuration changes in or from the
device template when you deploy the consolidated configuration changes by using the Review/Deploy
Configuration workflow from the Devices workspace. For more information, see “Reviewing and Deploying
the Device Configuration” on page 147. A device template that has been assigned to a device cannot be
deployed using the Deploy workflow.

When you deploy a device template to a device, the unconfigured parameters are also committed. This
means that if you applied two device templates to a device, only the configuration contained in the last
device template is retained. For example, if you set the SNMP location in the first device template that
you deployed, but did not do so in the second device template, the SNMP location information is lost as
soon as you deploy the second device template. Therefore, to build a complex configuration by applying
multiple device templates in stages, you should modify the last deployed definition or device template
each time you add a layer of complexity.

With Junos Space Network Management Platform as the System of Record (in SSOR mode), you can
deploy a template on a device in two ways:

o Assign a template to a device by using the Assign to Device workflow in the Device Templates workspace,
and approve and deploy the template by using the Review/Deploy Configuration workflow in the Devices
workspace.

e Deploy a template to a device by using the Deploy workflow in the Device Templates workspace.

If you assign a template to a device and use the Deploy workflow to deploy that template on the same
device, although the template is deployed to the device, Junos Space Platform does not reflect this managed
status. The managed status of the device is shown as "Space Changed" on the Device Management page.

Creating a Template Definition | 291
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Creating a Template Definition

You create a template definition to create custom device templates that can be deployed to devices through
Junos Space Network Management Platform.

To create a template definition:

1. On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

2. Click the Create Template Definition icon on the Actions menu.

The Create Template Definition page is displayed.



. From the Device Family Series section, select the device family to which your template definition will
apply.
The Junos OS versions and hardware platforms supported by the selected device family appear in the

Description section on the right. The OS version that appears on the drop-down list in the OS Version
section below the Device Family Series section is the one that is set as default for that device family.

NOTE: It is recommended to include the device family and OS version information in the
description of the template definition. Unless you include the information in the definition
name or description, the operator will not know which device family this definition applies
to.

. Select the appropriate OS version from the drop-down list in the OS Version section below the Device
Family Series section.

NOTE: If you do not use the latest DMI schema, you will not have access to the most recent
device configuration options.

. Click Next.

. In the Name field, type a user-defined template definition name.

A template definition name cannot exceed 128 characters and can contain only letters, numbers, spaces,
and some special characters. The special characters allowed are hyphen (-), underscore (_), period (.),
at (@), single quotation mark (), forward slash (/), and ampersand (&).

. (Optional) In the Description field, type a user-defined description.

The description cannot exceed 256 characters. The operators who use the template definition to create
templates rely on the description for information about the template definition.

. From the Available Configuration section on the left, select one of the following from the drop-down
list:
o View All Configuration — Provides all configuration options available for the selected device family’s

default DMI schema

e Common Configuration — Provides the parameters typically configured for the selected device
family—for example, for J Series, M Series, MX Series, TSeries, and TX Series devices, the parameters
are Interfaces, Routing options, SNMP, and System.



e MPLS Pre-staging — Provides the parameters necessary to configure MPLS for the selected device
family—for example, for J Series, M Series, MX Series, T Series, and TX Series devices, the parameters
are Interfaces, Protocols, and Routing options.

9. Display the hierarchy of Junos OS configuration options available for the device family by clicking the
plus sign to the left of the Configuration node at the top of the tree.

The hierarchy appears in the form of a tree. Each item can be expanded by clicking the plus sign.

10. (Optional) Click the configuration option that you want to configure for this template definition. To
find configuration options, see “Finding Configuration Options in a Template Definition” on page 298.

The Selected Configuration Layout section on the right of the page displays the configuration pages.
A default page, Config Page 1, is available to hold your groups of configuration options. You can create
additional pages by clicking the Add Configuration Page icon at the top of the Selected Configuration
Layout section.

11. (Optional) To rename the configuration page and enter a description:
a. Select the configuration page in the left panel of the Selected Configuration Layout section.
b. In the Label field, enter a user-defined configuration page name.

c. Inthe Description field, enter a user-defined description.

NOTE: Delete a page by selecting a page from the left panel of the Selected Configuration
Layout section and clicking the Delete Selected Page or Option icon.

12. To choose the configurable options, drill down through the hierarchy in the Available Configuration
section. Unless you have opened a directory, selecting it and moving it does not transfer the directory’s
contents into your template definition. You can select multiple options simultaneously by holding down
the Ctrl key.

You can move an option from the Available Configurations panel to a page in the Selected Configuration
Layout panel in three ways:

e Drag one or more options from the Available Configuration panel to the Selected Configuration
Layout panel, and drop it directly onto the appropriate page in the Selected Configuration Layout
panel.

e First, select the destination page in the Selected Configuration Layout panel, then select the options
to be moved.

Click the orange arrow between the panels.

The option moves from the Available Configuration panel to the Selected Configuration Layout panel.



e First, select a page in the Selected Configuration Layout panel, then double-click an option in the
Available Configuration panel.

The option moves to the selected page. Note that the page does not open automatically. The minus
sign to the left of an empty page changes to a plus sign if the move was successful.

Any sequence is permissible, and there is no limit on the number of options a page can hold. You cannot
put children of the same parent into different pages. If you drill down and select a parameter deep in
the hierarchy, dragging that parameter causes all the other parameters that require configuration to
come with it.

You can create field labels on the General tab to help the operator enter correct field data. The General
tab applies to both the configuration pages and the configuration options you select.

13.To create a field label for configuration options, in the Selected Configuration Layout section, select a
configuration option.

The General tab displays the default text.

14. (Optional) To rename the selected option, in the Label field, overwrite the default or existing name.

TIP: Because the configuration options lose their context when you move them out of the
tree in the Available Configuration section, consider changing the default labels to indicate
to operators creating device templates what these parameters are for. The default labels are
ambiguous without the context of the tree. For example, there are many options called pool.

The Data Type box displays the selected option’s data type, which determines not only the tabs displayed,
but also the method of validation.

15. (Optional) If the data type of an option is String, it is possible to provide the template administrator or
operator a drop-down list to choose from when creating templates from this definition. To provide a
drop-down list of choices, change the data type of the selected option to Enumeration by clicking the
Enumeration option button in the Data Type box.

Either a box containing ready-made choices appears, or a box to contain the choices you create appears,
and next to it, a green plus [+] and a red minus [-] icon.

e To create each drop-down list choice, click the green plus [+] icon
A text field appears, to the right of which is an OK button, a Close button, and a red X.
o Enter text in the field (limit 255 alphanumeric characters) and click OK when finished.

The newly created choice appears in the box to the left of the text field.



TIP: Keep your choices short;, otherwise, they are hard to read when you specify the default
values or when the operator tries to select them from the list. You can create up to 23
choices.

¢ (Optional) To delete a drop-down list choice, select the choice and click the red minus [-] icon.
The choice disappears from the box.
¢ To finish adding choices, click Close or the red X to the right of the text field.
16.To save your entries on the General tab, select another tab or another option, or click Next.

You can add descriptive text in the Description tab. This can help the operator enter the correct data.
When the operator creates a device template, he or she can view your description or explanation by

clicking the little Information icon to the right of the parameter (in the template). A pop-up box appears,
displaying the content you entered in the Description field.

17.To change the default description, click the Description tab.
18.In the Description field, enter a user-defined description for the selected configuration option.

19.To save your the description, move to another tab or another option, or click Next.

The Validation tab displays the validation criteria for the selected configuration option. Not all options
have Validation tabs. The validation criteria are determined by the option’s data type: string,
integer/number, table, container, choice, or enumeration. When you define fields in which you intend
the operator to enter content, you usually restrict or limit that content in order to prevent validation
errors during deployment. For example, if you define a field that you label Hostname, you could use a
regular expression to prevent the operator from entering anything other than an IP address. Another
situation might be when a particular attribute allows values A, B, C, D, or E, but you want templates
that allow only values A or C. To view the data type correlated to validation criteria, see “Device
Templates Overview” on page 282

NOTE: If values are already displayed on the Validation tab, they provide the range that
governs the default values you set for the definition. The operator sees only the validation
criteria and their values if you supply them when you create an error message. You do not
always need to enter any character on the Validation tab. However, in certain cases, input is
mandatory—for example, when a hostname is to be validated.

20. To modify the details on the Validation tab, click the Validation tab.



21. Enter the parameters for the option in the appropriate fields.

If the fields already display default values and you change them, ensure that your values do not exceed
the default values.

The Regular Expression Error Message box on the Validation tab appears only if you configure an option
of the string data type.

22.(Optional) For a string, in the Regular Expression field, enter a regular expression to further restrict
what the operator can enter.

23.(Optional) For a string, compose an error message.

This is not a validation parameter but rather a clue to enable the operator to enter correct field data.
The text you enter here is displayed when an operator enters invalid content in a template field. An
error message is very helpful for ensuring that operators are successful in creating templates. You
cannot enter an error message if you have not entered a regular expression.

24.To save your entries, select another tab or another option, or click Next.
The settings on the Advanced tab determine whether:
e The operator can see the selected option or edit its values.

o Device-specific values are used for the selected option. The Device Specific check box appears only
for options of these data types:

o Integer
o String
e Boolean

o List

25.To modify the details on the Advanced tab, select the Advanced tab.

26.Select Editable, Readonly, or Hidden, depending on whether the operator creating the device template
should see this device configuration parameter, or change it.

If you hide an option, the operator can see neither the settings for the option nor the option itself.

27.(Optional) To mark this configuration option as device specific, click the Device Specific check box.

See“Specifying Device-Specific Values in Template Definitions” on page 302 for further instructions on
using CSV files for this purpose. You can use rules instead of or in addition to CSV files to specify
device-specific values. See “Working with Rules in a Template Definition” on page 300 for more
information about working with rules in a template definition.

28.To save your entries, select another tab or another option, or click Next.



29.To specify default values for configuration options, select the configuration option.

30. (Optional) To add comments for individual parameters, click the little yellow comment icons next to
the configuration settings and enter your comments.

31.(Optional) To activate or deactivate a configuration option, click the Activate or Deactivate link
respectively.

NOTE: You can activate or deactivate a configuration option only if the configuration node
exists.

32.To display the fields for the default values, click View/Configure.

The layout of the fields on the page varies depending on the data type of the configuration option you
selected. For more details, see the “Finding Configuration Options in a Template Definition” on page 298
topic.

33.To add a row to a table, click the plus sign (+).

The fields for the options displayed in the previous view appear. Whether the operator can edit the
option values depends on the settings you made on the Advanced tab: Editable, Readonly, or Hidden.

To remove a row from a table, select the row and click the minus sign (-). To edit a table row, select
the row and click the pencil icon .

As you drill down, successive breadcrumbs appear, with the names of the options you clicked to
configure, enabling you to navigate through multiple configuration option levels. The operator also
sees these breadcrumbs and uses them to navigate.

34.Enter the data as appropriate.

TIP: To review your settings, click Back at the bottom of the page.

Any field that you have marked as editable can remain empty, but do not leave hidden and
read-only fields empty.

If you enter an invalid value, a red exclamation mark icon appears. Click the icon to find out what the
value should be. The same icon is also visible to the operator when creating a template.

Click the blue Information icon on the far right of each setting to view the explanatory or descriptive
text for the operator that you entered on the Description tab.



35. (Optional) To view what the operator sees, click Operator View.

36.(Optional) Add settings in the Operator View.

When you click Designer View, a message appears, asking “Do you want to save this draft before you
leave this page?”

37.(Optional) To save the settings you made in the Operator View, click Yes.
38.To complete your definition, return to the designer view by clicking Designer View .

39. Click Finish
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Finding Configuration Options in a Template Definition

You can locate configuration options in a template definition in two ways: you can browse the list of
configuration options or use the search functionality.

To display the top level configuration options, click the plus sign [+] or expansion icon at the top of the
tree in the Available Configuration area. Many of the configuration options contain more parameters. To
display these, click on the plus sign [+] or expansion icon on the left of the configuration option.

To search for a specific configuration option:

1. Click the magnifying glass icon.

The Search field appears.

2. Enter your search term.

As soon as you enter the first three letters, the Search field opens downwards, displaying the search
results.

Search field displays only the first ten matches for your term.



TIP: Search results appear while you are typing. You can continue typing or even delete text.
The cursor might not be visible in the Search field if the focus is somewhere within the list
of search results.

The order of the search results is not dependent on the order of those items in the Available
Configuration area. The order is based on the similarity of your search term to the indexed fields.

3. You can select a result in three ways:
1. Using the mouse to click on it.
2. Pressing the Enter key to select the first result in the list.

3. Using the up and down arrow keys on the keyboard to move through the list, pressing the Enter
key to select a result.

The tree in the Available Configuration area jumps to the location of the match for the result you
selected and highlights the configuration option. The list of results disappears.

4. (Optional) To review the results that you did not select, either:
e Click the white arrows next to the Search field.
Click the arrow to the left to move to the result listed previous to the selected result.
Click the arrow to the right to move to the resulted after the selected result.
e Use the left and right arrow keys on the keyboard.
Press the arrow to the left to move to the result listed previous to the selected result.
Press the arrow to the right to move to the resulted after the selected result.

5. To close the Search field, click X in the right corner of the Search field.
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Working with Rules in a Template Definition

Device Templates uses rules to supplement the device-specific value capability supplied by CSV files.
Specify rules to resolve device specific values at the time of deployment. You can use rules in addition to
CSV files, or instead of CSV files. The system resolves device specific values by first checking the CSV file
and then the rules. If both the CSV file and the rules return a value, the CSV file takes precedence. If neither
the CSV file nor the rules return a value, deployment validation will fail. If a rule cannot provide the requisite
value, the operator will be prompted to enter it at deployment.

The system resolves device specific values by first checking the CSV file and then the rules. If both the
CSV file and the rules return a value, the CSV file takes precedence. If neither the CSV file nor the rules
return a value, deployment validation will fail. If a rule cannot provide the requisite value, the operator will
be prompted to enter it at deployment.

Rules are applied in the order shown. You can change the order as necessary. You can create rules for
devices whose names start with a specific word, or rules for devices with a specific tag.

You can add, edit, move, and delete rules. You can only select one rule at a time.
To add a rule:

1. On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

2. Click the Create Template Definition icon on the Actions bar.

The Create Template Definition page is displayed.

3. Add the configuration option for which you want to supply device-specific values using a CSV file that
you have already created.

4. Click the Advanced tab.
5. Select the Device Specific check box.
6. Click Next.

7. Click Please select a CSV file.
The Manage CSV files pop-up window is displayed.

Use the Manage CSV files workflow to either select a file already in the system, or to navigate and
upload CSV files from the local file system. You can view the content of a CSV file already in the system
by selecting it in the left pane. Its content displays in the right pane.



8. To use a CSV file already in the system, select it and click OK.

9. Specify the column and the key column in the CSV file.

10. Select the Resolve the value from a CSV file at deploy time check box.

You can now add rules.

11. Click the [+] icon.
Two options appear:
e Rule matching tagged device
e Rule matching device name.
12. Select the appropriate option.
A rule appears, depending on your selection in the previous step, either of the following:
e Set to a specific value for devices tagged with a specific tag

e Set to a specific value for devices with name starting with a specific word.

In both cases, the phrase “a specific value” is a link, as are “a specific tag” and “a specific word.”

13. Click either a specific tag or a specific value.

The Set $dsv field appears.

14. Enter the appropriate value.

If the value you enter is not valid, an error message appears in the form of a tool tip explaining why
the entry is invalid.

15.To save your input, click the OK button. To clear your input, click the [X] button.

The rule reappears, this time with your input replacing the link.

16.(Optional) To change the sequence of in which the rules will be applied, select a rule and click either
the up arrow icon or the down arrow icon.

The selected rule moves to the new position.

17.(Optional) To delete a rule, select the rule and click the [X] button.

The selected rule disappears.

18. (Optional) To clone a rule, select the rule and click the last icon on the right, next to the down arrow.



A clone of the selected rule appears.

19. (Optional) Refresh the rules display by clicking the Refresh icon in the lower bar of the Rules section
of the Device Specific Value dialog.

20. When you have finished working with rules, close the Device Specific Value dialog box by clicking
Close.
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Specifying Device-Specific Values in Template Definitions

IN THIS SECTION

Creating a CSV file with device-specific values | 302

Using a CSV file to set device-specific values | 303

Template designers can use a comma-separated value (CSV) file to provide device-specific values for a
template definition. A single CSV file can be used to supply as many values as you wish, because the same
file can be used again. Once you have created a CSV file, you import it into Junos Space Network
Management Platform , and manage it using the Manage CSV Files task in the Device Templates workspace.

Creating a CSV file with device-specific values

You create a CSV file to import the device-specific values into a template definition. Use one column for
each value to be specified and use one row for each device.

To create a CSV file:

1. Open an appropriate program such as Notepad or Microsoft Excel.

2. Create a header row to name your columns.



4.

It does not matter what you name your columns - you could call them anything, but each name must
be unique, because Junos Space Network Management Platform uses them to identify the values for
the template definition.

If you wanted the value sac-contact in your definition, you would need to specify the column Contact,
while the key column would be Sacramento.

If you wanted to specify interfaces and other values, you would simply add a column for each type of
value, which specifies two interfaces on a single device, as well as MTU and traps for each.

NOTE: You must correctly identify the column from which the value is to be taken and the
key column when you select the CSV file during the template definition creation process.
You do not necessarily need to note down this information, because you can view the contents
of the CSV file in Junos Space Network Management Platform when you choose column and
key column.

Save the CSV file on your system.

Using a CSV file to set device-specific values

You use the CSV file to set device-specific values in a template definition.

To use a CSV file to set device-specific values in a template definition:

1.

On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

Click the Create Template Definition icon on the Actions bar.

The Create Template Definition page is displayed.

Add the configuration option for which you want to supply device-specific values using a CSV file that
you have already created.

Click the Advanced tab.

Select the Device Specific check box.

Click Next.



7. Click the Device Specific Value link.

The Device Specific Value - Authorization pop-up window is displayed.

8. Select the Resolve the value from a CSV file at deploy time checkbox.

9. Click Please select a CSV file.
The Manage CSV files pop-up window is displayed.

Use the Manage CSV files workflow to either select a file already in the system, or to navigate and
upload CSV files from the local file system. You can view the content of a CSV file already in the system
by selecting it in the left pane. Its content displays in the right pane.

10.To use a CSV file already in the system, select it and click OK.

11. Specify the column and the key column in the CSV file.

12. Select the Resolve the value from a CSV file at deploy time check box.

You can now add rules. See “Working with Rules in a Template Definition” on page 300 to know how
to add, delete, and move rules.

13.Click Finish.
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Managing CSV Files for a Template Definition

Device Templates uses CSV files to specify device-specific values, in addition to rules (see “Working with
Rules in a Template Definition” on page 300). The Managing CSV Files task describes how to import this
type of CSV file into Junos Space Network Management Platform. For instructions on the procedure for
linking the file to a definition and identifying the key column for Device Templates, see “Specifying
Device-Specific Values in Template Definitions” on page 302.

Although designers can configure the parameter governed by the CSV file as editable, operators can neither
view nor change the file when they create templates.

The CSV files you use can be any file format (for example, .xls or .txt) as long as they have appropriate
columns and key columns. That means one row per device. If you want to reference several interfaces on
a single device, then each of the interfaces must have its own column.

You can add a record to a CSV file from within Device Templates. However, if you change a CSV file
outside Junos Space Network Management Platform, from its native application (for example, Microsoft
Excel or Notepad), you must upload it again. You can do this within the device templates workflow.

To add the CSV files:

1. On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

2. Click the Manage CSV Files icon on the Actions bar.

The Manage CSV File page is displayed.

3. Click Upload.

The CSV File upload pop-up window is displayed.

4. Click Browse.

The File Upload pop-up window is displayed.
5. Navigate to the desired CSV file, select it and click Open.

6. Click Upload.

The Manage CSV Files page is displayed. The name of the file just imported appears in the left pane.

7. To display the content of a file, select its name in the left pane.
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Publishing a Template Definition

You publish a template definition when you want to make it available to create device templates from the
template definition.

To publish a template definition:

1. On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

2. Select the template definition you want to publish and select Publish Template Definition from the
Actions menu.

The Publish Template Definition page is displayed.

3. Click Publish.
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Viewing a Template Definition

You view a template definition when you need to view the details of the template definition.



To view a template definition:

1. On the Network Management Platform user interface, select Device Templates > Definitions.

The Definitions page that appears displays the template definitions.

2. Select the template definition you want to view and select the View Template Definition Details icon
from the Actions bar.

The View Template Definition dialog box is displayed.

Table 39 on page 307 lists the details of the template definition displayed in the View Template Definition
dialog box.

Table 39: View Template Definition Dialog Box Details

Field or Area Description Displayed In

Name Name of the template definition Definitions page

View Template Definition dialog box

Description Description of the template definition Definitions page

View Template Definition dialog box

Device Family Device family to which the template Definitions page

definition belongs
View Template Definition dialog box

OS Version OS version to the template definition View Template Definition dialog box
Available Configuration Configuration options of the device family | View Template Definition dialog box
area chosen for the template definition
Selected Configuration Details of the configuration options in the View Template Definition dialog box
Layout area template definition

3. Click Next.

The View Template Definition dialog box displays the default values for the configuration parameters.
You can switch between designer and operator views.

4. Click Finish to close the View Template Definition dialog box.
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Modifying a Template Definition

You modify a template definition when you want to propagate the configuration changes to the device
template. You cannot change the device family, OS version, and schema version when modifying the
original template definition. When you modify a template definition, you cannot change any existing
configuration pages. You can only add new configuration pages.

NOTE: You cannot modify a template definition if the template definition is published. You
should first unpublish the template definition before modifying it. If you try to modify a template
definition without unpublishing, an error message will be displayed.

To modify a template definition:

1. On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

2. Select the template definition you want to modify and click the Modify Template Definition icon on
the Actions bar.

3. Modify the parameters you want to modify.

4. Click Finish.

After you modify the template definition, republish the associated device templates.
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Cloning a Template Definition

You clone a template definition to quickly create a new template definition with a new name but same
properties.

To modify a template definition without disabling templates based upon that definition, first clone the

definition, then modify the clone.

Unlike the Modify function, the Clone function does not require that a definition be unpublished.

When you clone a template definition, you cannot change the device family or any existing pages.

To add additional pages, modify the clone (see “Modifying a Template Definition” on page 308).

To clone a template definition:

1.

On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

Select the template definition you want to clone and select Clone Template Definition from the Actions
menu.

The Clone Template Definition pop-up window is displayed.

(Optional) In the Please specify a new name for the clone field, enter a user-defined template definition
name.

If you do not enter a new name for the template definition, Junos Space Network Management Platform
creates the new template definition by appending “clone of” to the original template definition name.

(Optional) In the Description field, enter a user-defined description.

Click Clone.
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Importing a Template Definition

You can import template definitions from XML files and export template definitions to XML files. A template
definition retains its state when it is exported or imported; published template definitions that are exported
also appear as published when they are imported. Therefore, if you import a template definition that was
published, but do not want it to be available to operators, you must unpublish it either before you export
it or immediately after importing it. You can transfer template definitions from one Junos Space fabric to
another.

A template definition is based on a specific OS version, or DMI schema . If the template definition you
import is based on a schema that is not found, the template definition is set to the default DMI schema
assigned to the device family to which the template definition applies. If you have not set the default
schemas for your device families, Junos Space Network Management Platform defaults to the most recent
schema for each.

Before you begin, make sure you have access to a template definition file. Although it is an XML file, the
system expects to find it packed into a .tgz file, which is the way the system exports XML files (see “Exporting
a Template Definition” on page 311).

To import a template definition:

1. On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

2. Select the Import Template Definition icon on the Actions menu.

The Import Template Definition page is displayed.

3. To locate a definition file, click the Browse button.

The File Upload dialog box opens.

4. Navigate to the appropriate file, select it, and click Open.

The Import Definition dialog box reappears, displaying the name of the selected file in the Definition
File box.



NOTE: Under some circumstances, when the Import Definition dialog box reappears, it
displays a message beginning with the phrase “Confirm name mapping of.” This message
serves as a warning that the system has changed the name mapping on the CSV file associated
with the imported template definition, and the name of the template definition.

5. Click Import.
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Exporting a Template Definition

You export a template definition when you want to transfer this template definition to another Junos
Space fabric. A template definition retains its state when it is exported.

To export a template definition:

1. On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

2. Select the template definition you want to export and select Export Template Definition from the
Actions menu.

The Export Template Definition pop-up window is displayed.

3. Click Download file for selected template definitions (tgz format).

The Opening xxx.tgz dialog box appears. (XXX is a placeholder for the name of the template definition.)

4. Select Save File and click OK.
You may have to toggle between the option buttons to activate the OK button.

The Enter name of file to save to ... dialog appears.



. Rename the file if desired and save it to the appropriate location.

The Export Template Definition dialog reappears.

Click Close.

Although the exported definition file is an . XML file, it is saved as a .tgz file, which is the format the
system uses to import XML files.
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Unpublishing a Template Definition

You unpublish a template definition when you do not want to use it to create device templates or when

you want to deactivate the device templates that are created based on the template definition.

To unpublish a template definition:

1.

On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

Select the template definition you want to unpublish and select Unpublish Template Definition from
the Actions menu.

The Unpublish Template Definitions dialog box is displayed. You can view the device templates that
use this template definition.

NOTE: If you unpublish a template definition with which templates are associated, the

templates are disabled for deployment and further use until you publish the template definition.

Click Unpublish.

The template definition is unpublished. You are redirected to the Template Definitions page.



Device Templates Overview | 282

Publishing a Template Definition | 306

Deleting a Template Definition

You delete a template definition when you no longer need the template definition to propagate the
configuration changes to the device template. You can delete a template definition only when it is
unpublished.

NOTE: When you delete a template definition, all device templates based on that template
definition are permanently disabled. You cannot modify or deploy such templates.

To delete a template definition:

1. On the Junos Space Network Management Platform user interface, select Device Templates >
Definitions.

The Definitions page is displayed.

2. Select the template definition you want to delete and select the Delete Template Definition icon on
the Actions bar.

The Delete Template Definitions pop-up window is displayed.

3. Click Delete.
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CHAPTER 22

Configuring Devices using Device Templates
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Creating a Device Template

Device templates enable operators to update the Junos OS configuration running on multiple Juniper
Networks devices at once. The operators can create and deploy device templates based on template
definitions created by designers from the Device Templates workspace.

To create a device template:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page is displayed.

2. Click the Create Template icon on the Actions bar.

TIP: The Create Template page is displayed. This page lists all the template definitions. The
operators can only see published template definitions. If you do not see a template definition
that you expect to see, the designer might have unpublished it.

3. Select a template definition and click Next.

4. In the Template Name field, enter a user-define name for the device template.



The template name is required. The template name must be unique and limited to 63 characters.

5. (Optional) In the Description field, enter a user-defined template description.

The template description is optional and limited to 255 characters.

6. Select a configuration page.

The breadcrumb of that page is displayed on the right side of the page. The configuration options are
displayed in the pane below the breadcrumbs.

TIP: To navigate through the configuration options on any page, click the breadcrumbs.

As you drill down, successive breadcrumbs appear, with the names of the options you clicked
to configure. You can navigate through multiple configuration option levels.

The layout of the configuration settings on the page varies depending on the data type of
the configuration option selected.

7. (Optional) For information on the individual parameters, click the little blue information icons to the
right of the configuration settings to display the explanations the designer wrote.

8. (Optional) To add comments for individual parameters, click the little yellow comment icons next to
the configuration settings and enter your comments.

9. (Optional) To activate or deactivate a configuration option, click the Activate or Deactivate link
respectively.

NOTE: You can activate or deactivate a configuration option only if the configuration node

exists.

10. (Optional) Add any required configuration specifics.

You can change only configuration options that the definition designer made editable.

NOTE: You must click through all the settings to ensure that all necessary values are populated.

11. (Optional) To add a row to a table, click the plus sign (+).



To remove a row from a table, select the row and click the minus sign (-). To edit a table row, select
the row and click the pencil icon (looks like a diagonal line).

12. Enter the data, as appropriate.

If you enter an invalid value, a red exclamation mark icon appears. Click the icon to find out what the
value should be.

13. Click Finish.
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Assigning a Device Template to Devices

You assign a device template to devices to set up this device template for deployment. When you assign
a template to devices, the device template is placed in the queue to deploy to devices. You can review the
accumulated configuration changes that are in the queue to be deployed to the device. A device template
that has been assigned to a device cannot be deployed directly. You can use this workflow to assign both
configuration templates and quick templates.

NOTE: The chassis cluster devices discovered using the fxp interface are treated as separate
units when assigning a device template. It is same for logical systems and virtual chassis
configuration setups as well. In such scenarios, select the primary node or the primary node of
the setup to deploy the template.

To assign a device template to devices:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page is displayed.

2. Select the configuration template or quick template to be assigned, and select Assign to Device from
the Actions menu.

The Assign to Device page is displayed. You can view the list of compatible devices, that is, those
devices that belong to the same device family as the device template.



From the Selected Template Version drop-down list, select the version of the device template that
you want to assign to devices.

You can assign the device template to devices manually, using tags, or by providing a CSV file with
filter criteria.

e To assign the device template to devices manually, search for compatible devices by entering the
search criteria in the search box and clicking the magnifying glass icon.

The list of devices are filtered by the search criteria.

o Tofilter devices by the device properties, select the check box next to the appropriate device column
on the Column Filter drop-down list.

e From Junos Space Platform Release 17.2R1 onward, when you select devices by CSV, you can choose
to select all managed devices. Select the Include All Managed Devices check box to list all managed
devices for selection.

To provide filter criteria using a CSV file, click the CSV Filter icon and upload the CSV file with filter
criteria through the Upload a CSV pop-up window.

e To select a device by using tags, select an appropriate tag from the Tag Filter drop-down list.

Click Next.

From the left section, select the devices to which you want to assign the device template.

On the right section, click XML or CLI tabs to view the XML and CLI formats of the configuration in
the device template.

Click the Validate on Device link to validate the configuration on the device.

By validating the configuration, you ensure that the device template is semantically correct. If the
validation results fails, change the template parameters appropriately.

If the validation succeeds, the Validation Status column in the left section displays a SUCCESS status.

Click Assign.

The device template is assigned to devices. You are redirected to the Templates page.

Release History Table

Release Description

17.2

From Junos Space Platform Release 17.2R1 onward, when you select devices by CSV, you can
choose to select all managed devices. Select the Include All Managed Devices check box to
list all managed devices for selection.
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Deploying a Template to the Devices

You deploy a template to the devices to update the configuration on the devices. Before deploying a
template to a device, ensure that you have not already assigned the template to the same device. If you
assign a template to a device and use the Deploy workflow to deploy that template on the same device,
even if the template is deployed to the device, Junos Space Network Management Platform does not
reflect this managed status. The managed status of the device is shown as "Space Changed" on the Device
Management page.

You can also use this workflow to assign and publish the template to the devices. You assign and publish
a template to the devices to set up this template for deployment. When you assign and publish a template
to the devices, the template is placed in queue. You can review the accumulated configuration changes
that will be deployed to the devices.

To deploy or assign a template to the devices:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page is displayed.

2. Select the device template that you want to deploy and select Assign/Deploy Template from the
Actions menu.

The Assign/Deploy Template page is displayed. This page displays the devices on which the template
can be deployed.

3. From the Selected Template Version drop-down list, select the version of the device template that
you want to deploy or assign to the devices.

4. You can deploy the device template by selecting the devices manually, filtering by device properties,
using tags, or providing a CSV file with filter criteria:

e To select the devices manually, enter the search criteria in the Search field and click the Search icon.
The list of devices are filtered by the search criteria.

e To filter devices by device properties, select the check box next to the appropriate device column
on the Column Filter drop-down list.



e To select a device by using tags, select an appropriate tag from the Tag Filter drop-down list.

e From Junos Space Platform Release 17.2R1 onward, when you select devices by CSV, you can choose
to select all managed devices. Select the Include All Managed Devices check box to list all managed
devices for selection.

To provide filter criteria using a CSV file, click the CSV Filter icon and upload the CSV file with the
filter criteria through the Upload a CSV pop-up window.

5. Select the devices on which you want to deploy the template and click Next.

This page displays the devices you chose on the left and the configuration to be deployed on the device
on the right. You can also view details such as device name, managed status, validation status.

If you specified device-specific values when creating the template definition, the Variable column is
displayed. This column displays the validity of the value of the device-specific variable: PASS or FAIL.

6. (Optional) To validate the configuration on the device before deploying, select the device and click the
Validate on Device link.

By validating the configuration, you ensure that the device template is semantically correct. If the
validation fails, change the template parameters appropriately.

NOTE: If you select modeled devices that are in the Modeled state, the Validate on Device
link is disabled.

A job is triggered. You can view the details of the job from the Job Management page. When the job
is completed, the job ID is displayed next to the Validate on Device link.

NOTE: If validation fails on all devices you selected, you cannot deploy the template on
devices. If validation fails on some devices you selected, you can deploy the template to only
those devices that succeeded the validation.

7. (Optional) To view the XML format of the configuration, select the device and click the XML tab.

8. (Optional) To view the CLI format of the configuration, select the device and click the CLI tab.

9. Click Next.

10. Select whether to deploy the device template now or later or whether to only assign and publish it.

e To assign and publish the device template, select the Assign and Publish to pending configuration
changes option button.



e To deploy the device template now, select the Deploy Now option button.
e To deploy the device template later:

a. Select the Deploy Later option button.

b. Enter the date in the Date field in the DD/MM/YYYY format.

c. Enter the time in the Time field in the hh:mm format.

NOTE: If you select modeled devices that are in the Modeled state, the Deploy Now and
Deploy Later buttons are disabled.

NOTE: If you publish the template, the configuration in the template is deployed to the device
along with the candidate configuration for the device, with the Junos OS confirmed-commit

functionality.

11. Click Finish.

The Deploy Template Job Information page is displayed. You are redirected to the Templates page.

Click OK to close the page.

The device template is deployed to the devices.

NOTE: You can check whether a template is deployed on all devices from the Job Management
page. Double-click the row corresponding to the ID of the device template deployment job on
the Job Management page. The Job Details page is displayed. The Description column on this
page specifies whether the template is deployed on all devices. If the device template is not
deployed on all devices, this column lists the reason why the template was not deployed. If there
is an error, the View Job Details page displays an error message. For more information about
the error messages, see “Common Error Messages in Device-Related Operations” on page 812.



NOTE: If you deploy the template when in SSOR mode, Junos Space Network Management
Platform automatically assigns the template to the device. To subsequently modify the template,
use one of the following workflows:

o Unassign the template from the device, modify the template, and deploy the template by using
the Deploy workflow.

o Modify, approve, and deploy the template on the device by using the Review/Deploy
Configuration workflow in the Devices workspace.

Release History Table

Release Description

17.2 From Junos Space Platform Release 17.2R1 onward, when you select devices by CSV, you can
choose to select all managed devices. Select the Include All Managed Devices check box to

list all managed devices for selection.
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Modifying a Device Template

You modify a device template to propagate the modifications to the device to which the device template
is assigned. If you need to modify the device template after deploying the device template, the template
designer must check the device template and the template definition to fix any errors. You should redeploy
the device template only after the errors are fixed. You can use this workflow to modify both Configuration
templates and Quick templates.

NOTE: A new version of the template is created if you modify a template that is in the Assigned
or Deployed state.

To modify a device template:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page is displayed.

2. Right-click the device template that you want to modify and select Modify Template.

The Modify Template page is displayed.
3. Modify the device template name, description, or configuration settings.

4. Click Modify.

The template is modified. You are redirected to the Templates page.
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Undeploying a Device Template from the Devices

You undeploy a device template from the devices to remove the configuration changes pushed to the

devices when the device template was deployed. You can use this workflow to undeploy a Configuration
template or Quick template from the devices.

To undeploy a template from the devices:

1.

On the Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page is displayed.

Select the template that you want to undeploy and select Undeploy Template from the Actions menu.

The Undeploy Template page is displayed. This page displays details such as the devices on which the
template is currently deployed, the Device Alias custom label of the device, version of the template
deployed and assigned to the devices, and IP addresses of the devices.

. Select the devices from which you want to undeploy the template.

Click Next.

The Review Changes page is displayed. This page displays the devices on the left of the page. The right
of the page displays the configuration changes that result from undeploying the template from a selected
device.

Select a device from the left of the page.

(Optional) To view the summary of the changes when the template is undeployed from the selected
device, click the Change Summary tab.

(Optional) To view the device’s current configuration, click the Deployed tab.

(Optional) To view the audit status of the deployment of this template to the device, click the Audit
Result tab.

Click Next.

The Confirm Undeployment page is displayed.

10. Select whether to undeploy the device template now or later.

e To undeploy the template now, click Finish.

e To undeploy the template later:



a. Select the Schedule at a Later Time option button.
b. Enter the date in the Date field in the DD/MM/YYYY format.
c. Enter the time in the Time field in the hh:mm format.

d. Click Finish.

The template is undeployed from the devices. You are redirected to the Templates page.

NOTE: View job details if a device template is not undeployed from all the devices even after
using the Undeploy workflow. The Description column on the Job Details page specifies why
the template was not undeployed from all the devices.
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Unassigning a Device Template from the Devices

You unassign a template from the devices if you do not want to deploy it to the devices. Then this template
is no longer part of the consolidated configuration changes. You can use this workflow to unassign both

Configuration templates and Quick templates.

To unassign a device template from the devices:

1.

On the Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page is displayed.

. Select the devices from which you want to unassign the template and select Unassign from Device

from the Actions menu.

The Unassign from Device page is displayed. You can view the device names, the Device Alias custom
labels of the devices, IP address of the devices, versions of the template assigned to the devices, and
versions of the template deployed to the devices.

Click Next.



The Confirm Unassignment page is displayed.

4. Click Finish.

The Template Unassign Confirmation dialog box is displayed. You are redirected to the Templates page.

Click OK on the dialog box.

The template is unassigned from the devices.
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Auditing a Device Template Configuration

You audit the configuration in the template that is already deployed to the devices. You perform an audit
to verify the extent to which the configuration in the template and that on the deployed devices match.
You can use this workflow to audit both Configuration templates and Quick templates.

To audit a template configuration:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page is displayed.

2. Select the template whose deployment you want to audit and select Audit Template Configuration
from the Actions menu.

The Audit Template Configuration page is displayed. You can view the name of the template, current
selected version of the template, Junos OS version of the template, and devices that belong to the
same device family. The Include All Managed Devices check box ix selected by default. Clear this
selection to list only those devices that are UP and INSYNC states if you select All in the Selected
Template Version drop-down list. If you select a specific template version, all devices that have the
specified version of the template deployed and are in UP or INSYNC states are listed.

3. (Optional) From the Selected Template Version drop-down list, select the version of the template.

The list of devices displayed is filtered according to the version of the template you select in this field.
The list is filtered to display only those devices on which the template is currently deployed.



. You can select devices manually, by filtering devices by device properties, by using tags, or by providing
a CSV file with filter criteria:

e To search for devices manually, enter the search criteria in the Search field and click the Search icon.
The list of devices are filtered by the search criteria.

o To filter devices by device properties, select the check box next to the appropriate device on the
Column Filter drop-down list.

e To select devices by using tags, select an appropriate tag from the Tag Filter drop-down list.

e From Junos Space Platform Release 17.2R1 onward, when you select devices by CSV, you can choose
to select all managed devices. Select the Include All Managed Devices check box to list all managed
devices for selection.

To provide filter criteria through a CSV file, click the CSV Filter icon and upload the CSV file with the
filter criteria by using the Upload a CSV pop-up window.

. Click Next.

The devices you selected are listed on the left of the page.

. Select whether to audit the template configuration against the configuration in devices now or later:
e To audit the template configuration against the configuration in devices now, click Finish.
e To schedule this task for a later time:

a. Select the Schedule at a later time option button.

b. Enter the date in the Date field in DD/MM/YYYY format.

c. Enter the time in the Time field in hh:mm format.

. (Optional) Click the Recurrence check box and specify the frequency at which to audit the device
template configuration against the configuration in the devices.

. Click Finish.

The Audit Template Job Information page is displayed.

. Click OK to close the page.
You are redirected to the Templates page.

To view the results of the job triggered for this auditing, click the job ID on the Audit Template Job
Information page. You are redirected to the Job Management page with a filtered view of the job.
Double-click the row corresponding to the job to view the detailed status of the job on the Compare
Config Job Status page. For devices that are OUTOFSYNC or DOWN, the summary of the job displays
a warning message.



To export the report of auditing the template configuration, click the Export button. You are prompted
to save the file. Click OK on the File Save page to save the file.

The details of the auditing job, along with the warning message, are listed in the exported report.

After you save the file, to return to the Job Management page, click the [X] icon on the Compare Config
Job Status page.

NOTE: Each audit is performed as a job. It might take some time to finish auditing if a large
number of devices was selected for auditing.

The possible statuses for a template audit are:
e INSYNC— The configurations in the template and on the device are the same.
e OUTOFSYNC— The configuration in the template is different from that on the device.

e NOTAVAIL— The configuration in the template is not available on the device. This status is displayed
when no audit is performed on a device for a particular template.

You can view these statuses in the Summary column on the Job Management page.

Release History Table

Release Description

17.2

From Junos Space Platform Release 17.2R1 onward, when you select devices by CSV, you can
choose to select all managed devices. Select the Include All Managed Devices check box to
list all managed devices for selection.

Device Templates Overview | 282
Creating a Device Template | 314
Deploying a Template to the Devices | 318



CHAPTER 23

Configuring Devices using Quick Templates
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Quick Templates Overview

With the Quick Template feature, you can use a CLI-based template editor or a form-based editor to send
configuration details to multiple devices. You can switch between the two editors to specify the
configuration that you want to send. A configuration added from the form-based editor appears in the
CLI-based template editor in CLI format and a configuration element added from the CLI-based editor
appears as a form in the form-based editor.

During Quick template creation, you can set default values for variables in the configuration elements and
reorder these variables. You use the revised order to display variables when you resolve these variables
before deploying them. You can save the variable settings in a CSV file and download it to your local
computer.

You can deploy Quick templates on devices by manually selecting devices; by filtering devices by their
properties such as device name, connection status, managed status, Junos OS version, IP address, and
platform, by tags, or by providing a CSV file with filter criteria. Before you deploy the configuration to the
devices, resolve the variables in the configuration elements manually, using tags, or by uploading a CSV
file that specifies how to resolve the variables. You can choose to deploy the configuration immediately,
or at a later time, or only publish the Quick template.

You can export and import Quick templates in XML format. You can create a Quick template based on the
current configuration on a managed device by using the Create Template from Device Configuration
workflow (Devices > Device Management > Device Configuration > Create Template from Device
Configuration) from the Devices workspace.

You cannot copy the configuration from the CLI-based template editor directly to the CLI console of a
device. To successfully copy and commit the configuration, copy the configuration from the CLI-based
template editor to a text file before copying the configuration to the CLI console of a device.



NOTE: You can erase the configuration from a device by using Quick templates. To do so, replace
the SET commands with DELETE commands by using the CLI-based Template editor and deploy
the Quick template to the device. Then the configuration is erased from the device. If you
undeploy the Quick template from the device, the configuration is reset.
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Creating a Quick Template

You create a Quick template to push a configuration to the devices. A Quick template is a device template
created without a template definition.

NOTE: To create a Quick template based on the current configuration on a managed device by
using the Create Template from Device Configuration workflow, click Devices > Device
Management > Device Configuration > Create Template from Device Configuration from the
Devices workspace. You are directed to the Create Quick Template page.

To create a Quick template:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page is displayed.

2. Click the Create Template icon on the toolbar and select Create Quick Template.

The Create Quick Template page is displayed.

3. In the Name field, enter a name for the Quick template.

The Quick template name is required. The Quick template name must be unique and contain at most
63 characters.



. (Optional) In the Description field, enter a description of the Quick template.

You can enter at most 255 characters.

. From the Device Family drop-down list, select an appropriate device family.

. From the Versions drop-down list, select an appropriate Junos OS version.

. You can create a Quick template by using the CLI-based template editor or the form-based template
editor.

To create a Quick template by using the CLI-based template editor:

a.

b.

Click the CLI-based Template Editor link.

The Template Editor dialog box is displayed. To the left of the Template Editor is a text-editing area.
You can type or paste Junos OS CLI commands in the text-editing area. A toolbar at the top of the
text-editing area provides functionalities such as save, syntax validation, copy, paste, cut, undo,
redo, and find. To the right area of the Template Editor configuration options, such as Access profile,
Class of service, and Firewall are provided. The device family that you select determines which
configuration options are displayed.

NOTE: In Google Chrome and Internet Explorer browsers, the keyboard shortcuts and
the tool bar options for cut, copy, and paste may not work at times. If you encounter this
issue, use the right-click menu to complete these operations.

The selected configuration node is displayed in the text-exiting area. You can edit this configuration
node by manually entering text.

(Optional) Use the toolbar functionalities to modify the configuration on the CLI-based template
editor.

(Optional) To include comments in the Template Editor, enter comments in the following format:
#(<configuration node related to the comment>)<comment>. For example, # (snmp community



al) comments for node snmp community al means that the comment for the snmp community a1
node in the configuration hierarchy is “comments for node snmp community al”.

To create a Quick template by using the form-based template editor:

a. Select the Basic Setup link.

The Basic Setup dialog box is displayed.

b. (Optional) In the Hostname field, enter the hostname of the device.

o

(Optional) In the Domain name field, enter the domain name of the device.

d. (Optional) In the Timezone field, enter the time zone of the device.

o

(Optional) Select the Allow FTP file transfers check box if you want to allow FTP file transfers on
the device.
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(Optional) Select the Allow ssh access check box if you want to allow access to the device through
SSH.

g. (Optional) Select the Allow telnet login check box if you want to allow access to the device through
Telnet.

h. For NTP Server, click the Add NTP Server icon to add an NTP server to the device.
The Add dialog box is displayed.

Enter the following details in this dialog box:

i. Inthe Name field, enter the name of the NTP server.

ii. (Optional) In the Key field, enter a value for the key.

iii. (Optional) From the Version drop-down list, select the appropriate version.

iv. (Optional) Select the Prefer check box.

v. Click Create.



Use the Edit NTP Server and Delete NTP Server icons to edit and delete the NTP server details
respectively.

For User Management, click the Add User icon to add users for the device.
The Add dialog box is displayed.

Enter the following details in this dialog box:

i. In the Name field, enter the name of the user.

ii. (Optional) Select an appropriate user ID from the User ID field.

The minimum value for this field is 100.

iii. (Optional) In the Full Name field, enter the full name of the user.

iv. (Optional) In the Password field, enter the password for the user.

v. (Optional) In the Re-enter Password field, reenter the password for the user.

vi. From the Login Class drop-down list, select the appropriate login class for the user.

The available login classes are super-user, operator, read-only, unauthorized, and wheel.

. Click Create.
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Use the Edit User and Delete User icons to edit and delete the details of the user respectively.

For DNS Server, click the DNS NTP Server icon to add a DNS server to the device.
The Add dialog box is displayed.

Enter the following details in this dialog box:

i. Inthe Name field, enter the name of the DNS server.

ii. Click Create.



Use the Edit DNS Server and Delete DNS Server icons to edit and delete the DNS server details
respectively.

k. Enter the following SNMP details:

i. Inthe Location field, enter the location for SNMP.

ii. Click the Add SNMP Community icon.
The Add dialog box is displayed.

For Community, enter the following details:

a. Inthe Name field, enter the name of the SNMP community.
b. (Optional) From the Authorization drop-down list, select the appropriate type of authorization.
c. Click Create.

Use the Edit SNMP Community and Delete SNMP Community icons to edit and delete the
SNMP Community details respectively.

iii. Click the Add Trap Group icon.
The Add dialog box is displayed.

For Trap Group, enter the following details:

a. Inthe Name field, enter the name of the trap group.
b. (Optional) Select the check box next to the appropriate trap group category.

c. Click Create.

Use the Edit Trap Group and Delete Trap Group icons to edit and delete the trap group details
respectively.

[. Click OK.

NOTE: If you have installed the Security Director application on your Junos Space Network
Management Platform setup and are creating a Quick template by choosing J Series, SRX
Series, or LN Series as the device family, you can use the additional Configuration Guides
available on the Create Quick Template page. In this case, the Create Quick Template page
lists the Configuration Guides to set up routing and security parameters for the Quick template.
For more information about using the Configuration Guides related to routing and security
parameters for the Quick template, see the Junos Space Security Director Application Guide.



NOTE: The Basic Setup Configuration Guide is available only when ACX Series, J Series, M
Series, MX Series, T Series, TX Series, PTX Series, EX9200, EX Series, J Series, SRX Series,
LN Series, QF Series, or QFX Series is selected as the device family.

8. When you have configured all configuration options required for the Quick template, click OK.

9. (Optional) Click the Variable Settings button on the lower left to configure the order of the variables
and the default value for these variables.

The Variable Settings page is displayed. You can view all the variables you want to use in the
configuration in the Variables area on the left of the page and view the Variable Settings area on the
right of the page.

To configure variable settings:

a. To reorder variables, use the up and down arrows in the Variables area.

b. (Optional) In the Display Name field, enter a user-defined display name.

c. (Optional) In the Default Value field, enter the default value of the variable.
d. (Optional) In the Valid RegEx field, enter a regular expression.

e. (Optional) You can either save these variable settings and revisit them later or download to your
computer in CSV format.

e To download the variables and their settings in CSV format, click the Generate CSV Format button.

e To save the variables and their settings without downloading, click the Save button.

10. (Optional) Preview the configuration before saving it by clicking the Preview button.

11.You can save the Quick template for future modifications or immediately deploy the Quick template
to devices.

e To save the Quick template, click Save.
You are redirected to the Templates page.
e To deploy the Quick template, click Save and Assign/Deploy.

You are redirected to the Deploy Template page.



NOTE:

e To erase specific configuration from a device by using a Quick template, replace the SET
commands with DELETE commands by using the CLI-based Template editor and deploy the
Quick template to the device.

Such templates are also known as negative templates.

o If you undeploy a negative template from a device, the configuration that you removed during
the deployment is reset.

For more information about deploying a Quick template, see “Deploying a Quick Template” on
page 335.
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Deploying a Quick Template

You deploy a Quick template to update the configuration on the devices. Before deploying a Quick template
to a device, ensure that you have not assigned the template to the same device. If you assign a Quick
template to a device and use the Deploy workflow to deploy that Quick template on the same device,
although the Quick template is deployed to the device, Junos Space Network Management Platform does
not reflect this managed status. The managed status of the device is shown as "Space Changed" on the
Device Management page.

You can also use this workflow to assign and publish the Quick template to the devices. You assign and
publish a template to the devices to set up this template for deployment. When you assign and publish a
Quick template to the devices, the Quick template is placed in queue. You can review the accumulated
configuration changes that will be deployed to the devices.

To deploy or assign a Quick template to the devices:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page is displayed.

2. Select the Quick template that you want to deploy and select Assign/Deploy Template from the Actions
menu.



The Assign/Deploy Template page that appears displays the devices on which the template can be
deployed.

. From the Selected Template Version drop-down list, select the version of the device template that
you want to deploy or assign to the devices.

. You can deploy the Quick template by selecting the devices manually, by filtering devices by the device
properties, by using tags, or by providing a CSV file with filter criteria:

e To manually deploy a Quick template, enter the search criteria in the Search field and click the Search
icon.

The list of devices are filtered by the search criteria.

e To filter devices by device properties, select the check box next to the appropriate device column
on the Column Filter drop-down list.

e To select a device by using tags, select an appropriate tag from the Tag Filter drop-down list.

e To provide filter criteria through a CSV file, click the CSV Filter icon and upload the CSV file with the
filter criteria by using the Upload a CSV pop-up window.

. Click Next.

The Resolve Variables page is displayed. This page displays the devices you selected, their managed
status, validation status, and the validity of the variable.

. (Optional) You can resolve the device-specific values in the Quick template either manually or by using
a CSV file that specifies device-specific values.

To resolve device-specific values manually:

a. From the Resolve Device Specific Value drop-down list, select Manual.

b. Select the devices on which you want to resolve the values from the left of the page.



c. Click the Template Parameters tab on the right of the page.
o Enter the device-specific value and click the Add icon.

If you entered a valid value, the Variable column on the left displays PASS. If you entered an
invalid value, the Variable column displays FAIL.

NOTE: You can also enter different values by selecting a device and entering the
device-specific value.

d. To view the XML and CLI formats of the configuration that will be deployed, click the Change
Summary tab.

e Click the XML or CLI tab.

e. Click the Validate on Device link to validate the configuration.

By validating the configuration, you ensure that the Quick template is semantically correct. If the
validation fails, change the template parameters appropriately.

To resolve device-specific values using a CSV file:

a. From the Resolve Device Specific Value drop-down list, select From a CSV.

b. Select the devices on which you want to resolve the values from the left of the page.

c. Click Browse and select the CSV file from the right of the page.

d. Click Upload.

(0]

. (Optional) If you have uploaded a CSV file with filter criteria earlier, select the CSV file from the
Select a csv to apply on chosen devices drop-down list.

bl

Click Apply CSV.

g. To view the XML and CLI formats of the configuration that will be deployed, click the Change
Summary tab.

e Click the XML or CLI tab.

h. Click the Validate on Device link to validate the configuration.



By validating the configuration, you ensure that the Quick template is semantically correct. If the
validation fails, change the template parameters appropriately.

7. (Optional) To go back and select more devices or a different set of devices, click Back.

You are directed to the Resolve Variables page.

8. Click Next.

9. Select whether to deploy the Quick template now or later or whether to only assign and publish it.

e To assign and publish the Quick template, select the Assign and Publish to pending configuration
changes option button.

e To deploy the Quick template now, select the Deploy Now option button.
e To deploy the Quick template later:

a. Select the Deploy Later option button.

b. Enter the date in the Date field in the DD/MM/YYYY format.

c. Enter the time in the Time field in the hh:mm format.

NOTE: If you publish the Quick template, the configuration in the Quick template is deployed
to the device along with the candidate configuration for the device, with the Junos OS
confirmed-commit functionality.

10. Click Finish.

The Deploy Template Job Information dialog box is displayed. You are redirected to the Templates
page.

11. Click OK to close the dialog box.

The Quick template is deployed to devices.

NOTE: If you select modeled devices that are in the Modeled state, the Deploy Now and
Deploy Later buttons are disabled.
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Viewing Template Details

You view the details of a template to determine the device template configuration. You can view the
template configuration in XML and CLI formats.

NOTE: You cannot view device-specific values in the template configuration by using this
workflow.

To view the details of a template:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page that appears displays all the device templates that currently exist in the Junos
Space Platform database.

2. Select the template for which you want to view details and select View Template Details from the
toolbar.



The Template Details page is displayed. You can view the name of the template, versions of the template,
and Junos OS version used in the template. You can also view the XML and CLI formats of the template
configuration.

3. (Optional) To select the version of the template, select the version from the Selected Template Version
drop-down list.

4. To select the appropriate view of the configuration:
e Click the CLI tab to view the CLI configuration.

e Click the XML view to view the XML configuration.
Click Cancel.

You are redirected to the Templates page.

Creating a Device Template | 314
Modifying a Device Template | 322

Viewing the Device-Template Association (Device Templates)

You view the device-template association to determine the version of the template that is deployed or
assigned to devices, and the audit status of the template for each deployment.

To view the device-template association:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page is displayed.

2. Right-click the template and select View Template Association.

The View Template Association page is displayed. Table 40 on page 341 shows the columns on this
page.

Table 40: View Template Association Page

Column Header Description

Name Name of the devices to which the template is deployed



Table 40: View Template Association Page (continued)

Column Header Description

Device Alias Value of the Device Alias custom label for the device. This field is empty if the
Device Alias custom label is not added or no value is assigned to the Device
Alias custom label for the device.

Domain Domain to which the template is assigned

IP Address IP address of the devices to which the template is deployed
Deployed Version Version of the template that is deployed to the device
Assigned Version Version of the template that is assigned to the device

Latest Version Latest version of the template

Deploy Time Time at which the template was deployed to the device
Deployed By Username of the user who deployed the template to the device
Job ID ID of the deployment job

Audit Status Audit status of the template

Audit Time Time at which the template was audited

3. You can perform the following tasks on this page:
e To view the details of the device to which the template is assigned or deployed:
i. Double-click the corresponding device name or IP address column.

The Device Details dialog box is displayed. You can view the details of the device.

ii. Click Close to close the pop-up window.

e To view the configuration in the template that is deployed to the device:
i. Click the number in the Deployed Version column.

The Template Change Summary pop-up window is displayed. You can view the configuration
that was deployed to the device.



ii. Click Close to close the pop-up window.

e Toview the configuration in the template that is assigned to the device:
i. Click the number in the Assigned Version column.

The Template Change Summary pop-up window is displayed. You can view the configuration in
the template that is assigned to the device.

ii. Click Close to close the pop-up window.

e Toview the status of the template deployment job:
i. Click the job ID in the Job Id column.

The Job Management page is displayed. You can view the results of the template deployment
job.

ii. Close the Job Management page.

iii. Repeat steps 1 and 2 to navigate to the View Template Association page.

e To view the audit status of the template:
i. Click the link in the Audit Status column.
The Template Audit Result pop-up window is displayed.

Under the Audit Status heading, any differences found last time the template was audited are
listed. Such differences will be due to someone having altered the device configuration between
the two template deployments.

NOTE: To view any differences between a template and the configuration on the
devices to which it has been deployed, first ensure an audit has been performed on
the template since it was deployed. For more information about auditing a template,
see “Auditing a Device Template Configuration” on page 325.

e To export the results of the audit status:

i. Click the Export Audit button.

ii. Click Save to save the results of the audit status in XML format.

4. To return to the Templates page from the View Template Association page, click Cancel.
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Viewing Template Definition Statistics

You can view the template definition statistics when you select the Device Templates workspace. The
Template Definition Status pie chart presented on the Device Templates page display the states of the
template definitions. The chart is interactive. The Template Definition Status pie chart shows published
and unpublished template definitions (available for template creation and unavailable, respectively).

To view the template definition statistics:

1. On the Junos Space Network Management Platform user interface, select Device Templates .

The Device Templates page is displayed. This page displays the charts related to device templates and
template definitions.

2. Click a specific label on the Template Definition Status chart, for example, click the Published label.
You will be redirected to the Definitions page that is filtered based on the label you clicked.

To save the pie chart as an image or to print for presentations or reporting, right-click the pie chart and
use the menu to save or print the image.

Device Templates Overview | 282
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Viewing Device Template Statistics

You can view the device template statistics when you select the Device Templates workspace. The charts
presented on the Device Templates page display the states of the device templates and the number of
device templates per device family. All the charts are interactive.

The Device Templates page displays the following charts related to device templates:

e Template Status—this pie chart shows the device templates that are enabled, disabled, and needing
review. The device templates based on a template definition that is currently in a published state are
enabled. The device templates based on a template definition that is currently unpublished are disabled.
The device templates based on a republished template definition are marked as needing review.

e Template Count by Device Family—this bar chart shows the number of device templates per device
family (each device template can apply to only one device family).

To view the device template statistics:

1. On the Junos Space Network Management Platform user interface, select Device Templates .

The Device Templates landing page is displayed. This page displays the charts related to device templates
and template definitions.

2. Click a specific label on the Template Status chart for example, click the Needs Review label.
You will be redirected to the Templates page that is filtered based on the label you clicked.

To save a chart as an image or to print for presentations or reporting, right-click the chart and use the
menu to save or print the image.

Device Templates Overview | 282
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Comparing Templates or Template Versions

You compare two templates or two versions of the same template to view the differences between the
configurations that they push to devices.



To compare two templates or two versions of the same template:

1.

On the Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Device Templates page that appears displays the list of templates that currently exist in the Junos
Space Platform database.

. Select the templates that you want to compare and select Compare Template Versions from the Actions

menu.

The Compare Template Versions page that appears displays versions of templates you want to compare.

(Optional) To select a pair of templates for comparison:

a. From the Source Template drop-down list, select the version of the source template.

b. From the Template File Version drop-down list, select the version of the source template.
c. From the Target Template drop-down list, select the target template.

d. From the Template File Version drop-down list, select the version of the target template.
Click Compare.

The Compare Template Versions page is displayed.

You can view the differences between the configurations that are pushed to the devices by these
templates. The configuration from the source template is displayed on the left and the configuration
from the target template is displayed on the right.

(Optional)To view the differences between the templates one by one, use the Prev Diff and Next Diff
buttons on the top-right corner.

Click Close to return to the Compare Template Versions page. Alternatively, click Cancel to return to the
Templates page.

Creating a Device Template | 314
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Comparing a Device Template Configuration with a Device Configuration

You compare the configuration in a device template with the configuration in a device to view the differences

between the configurations. To compare the device template configuration with the device configuration,

the configurations must belong to the same device family.

To compare a device template configuration with a device configuration:

1.

On the Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page that appears displays all the templates that currently exist in the Junos Space
Platform database.

. Select the device template that you want to compare with and select Compare Template Against

Device from the Actions menu.

The Compare Template Against Device page is displayed. You can view the name of the template,
current selected version of the template, Junos OS version of the template, and a list of all managed
devices that belong to the same device family. The Include All Managed Devices check box is selected
by default. Clear this selection to list only those devices that are UP and in INSYNC states.

(Optional) From the Selected Template Version drop-down list, select the version of the template.

You can search for devices to compare with manually by using columns that represent the status of
the device, by using tags, or by providing a CSV file with filter criteria.

e To search for devices manually, enter the search criteria in the Search field and click the Search icon.
The list of devices is filtered by the search criteria.

o To filter devices by device properties, select the check box next to the appropriate device on the
Column Filter drop-down list.

e To select devices by using tags, select an appropriate tag from the Tag Filter drop-down list.

e From Junos Space Platform Release 17.2R1 onward, when you select devices by CSV, you can choose
to select all managed devices. Select the Include All Managed Devices check box to list all managed
devices for selection.

To provide filter criteria through a CSV file, click the CSV Filter icon and upload the CSV file with the
filter criteria by using the Upload a CSV pop-up window.

Click Next.

The devices that you selected are listed on the left of the page.

Select whether to compare the template configuration against the configuration in the devices
immediately or later:



e To compare the template configuration against the configuration in the devices now, click Finish.
e To schedule this task for a later time:

a. Select the Schedule at a later time option button.

b. Enter the date in the Date field in DD/MM/YYYY format.

c. Enter the time in the Time field in hh:mm format.

(Optional) Click the Recurrence check box and specify the frequency at which to compare the device
template configuration against the device configuration.

Click Finish.

The Compare Config Job Information page is displayed. To view details of the comparison job, click
the job ID. You are redirected to the Job Management page with a filtered view of the job. Double-click
the row corresponding to the job to view the detailed status of the job on the Compare Config Job
Status page. For devices that are OUTOFSYNC or DOWN, the summary of the job displays a warning
message.

To export the report of comparison, click Export button. You are prompted to save the file. Click OK
on the File Save page to save the file.

The details of the comparison job, along with the warning message, is listed in the exported report.

Click OK to close the page.

Release History Table

Release Description

17.2

From Junos Space Platform Release 17.2R1 onward, when you select devices by CSV, you can
choose to select all managed devices. Select the Include All Managed Devices check box to
list all managed devices for selection.

Creating a Device Template | 314
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Cloning a Template in Junos Space Network Management Platform

You clone a template when you want to create a copy of an existing template. You can clone Quick
templates and Configuration templates by using this workflow. If you clone a template with multiple
versions, only the latest version is cloned.

When you clone a template, a new template is added to the Junos Space Network Management Platform
database. This template is assigned the Create state and the version number is set to 1.

To clone a template in Junos Space Platform:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page that appears displays the list of templates that currently exist in the Junos Space
Platform database.

2. Select the template that you want to clone and select Clone Template from the Actions menu.

The Clone Template Confirmation dialog box is displayed.

3. In the Name field, enter the name of the template.

A default name for the cloned template is displayed. You can modify this name. The name cannot begin
or end with a special character and can contain at most 63 characters.

4. (Optional) In the Description field, enter a description of the template.

The description is optional and limited to 255 characters.

5. Click OK.

A new template is created. You are redirected to the Templates page.

Creating a Device Template | 314
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Exporting and Importing a Quick Template in Junos Space Network
Management Platform

IN THIS SECTION

Exporting a Quick Template | 350
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You export a Quick template to save it to a local machine. You import a Quick template to import it to the
Junos Space Network Management Platform database.

Quick templates are exported and imported in XML format. Perform the following tasks to export and

import Quick templates to and from Junos Space Platform.

Exporting a Quick Template

To export a Quick template:

1. Onthe Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page that appears displays a list of templates that currently exist in the Junos Space
Platform database.

2. Select the Quick template that you want to export and select Export Quick Template from the Actions
menu.

The Export Quick Template dialog box is displayed.

3. Click the Download file for the latest version of selected template in XML format link.

A dialog box is displayed.
4. Click OK to save the XML file to the local machine.

Click Close to return to the Templates page.



Importing a Quick Template

To import a Quick template:

1.

On the Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page that appears displays the list of templates that currently exist in the Junos Space
Platform database.

Click the Import Quick Template icon on the toolbar.

The Import Quick Template dialog box is displayed.

. Click Browse and select the Quick template XML file.

Click Import.
A progress bar indicates the progress of the import job.

If a Quick template with the same name exists in the Junos Space Platform database, a new page is
displayed with an alternative name for the Quick template.

(Optional) Double-click the New Mapped Name column on the page and modify the name of the Quick
template.

Click Import.
A progress bar is displayed.

If you provided a unique name, the Quick template is imported. You can view this Quick template on
the Templates page.

You are redirected to the Templates page.

Quick Templates Overview | 328
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Deleting Device Templates from Junos Space Network Management
Platform

You delete templates from Junos Space Network Management Platform when you do not want to use
these templates to push configurations to the devices. You can delete templates and their associated
versions if they are in the Created state.

NOTE: You can delete multiple versions of a template by using this workflow. However, you
cannot delete a version of a template if it is assigned or deployed to the devices.

To delete templates from Junos Space Platform:

1. On the Junos Space Network Management Platform user interface, select Device Templates > Templates.

The Templates page that appears displays the list of templates that currently exist in the Junos Space
Platform database.

2. Select the templates that you want to delete and click the Delete Template icon on the toolbar.

The Delete Template pop-up windowis displayed. You can view the details of the templates and their
versions. The state of the template and the date when the template was last modified are displayed.

3. Select the versions of the templates that you want to delete and click Delete.

The versions of the templates that are either assigned or deployed to the devices are not available for
selection.

The selected versions of the templates are deleted. You are redirected to the Templates page.

NOTE: If you delete a device template that is scheduled to be deployed or assigned to the
devices, the scheduled job fails.

Creating a Device Template | 314
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CLI Configlets Overview
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CLI Configlets are configuration tools provided by Junos OS that enable you to easily apply a configuration
to a device. CLI Configlets contain the Junos OS configuration as formatted ASCII text. Junos Space uses
the NETCONTF protocol to load and commit the configuration on to devices.

A CLI Configlet is a configuration template that is transformed into a CLI configuration string before being
applied to a device. The dynamic elements (strings) in the configuration template are defined using template
variables. These variables act as input to the process of transformation to construct a CLI configuration
string. These variables can contain the interface name, device name, description text, or any such dynamic
values. The value of these variables are obtained from the user or system or given by the context at the
time of execution. Velocity templates (VTL) are used to define CLI Configlets.

You can access the CLI Configlets workspace by selecting CLI Configlets from the left pane. From the CLI
Configlets workspace, you can perform the following tasks:



¢ View the details and statistics of CLI Configlets in Junos Space Network Management Platform.
e Create, modify, clone, or delete a CLI Configlet.

e Apply a CLI Configlet to the devices or submit the configuration changes from a CLI Configlet to the
change requests that are deployed using the Review/Deploy Configuration workflow from the Devices
workspace. Configuration changes for CLI Configlets created for grouped execution are displayed as
change requests for the devices to which the CLI Configlets are submitted.

e Mark and unmark CLI Configlets as favorites.
e Export CLI Configlets from Junos Space Platform.

o Import CLI Configlets from a local computer in the XML format. Starting with Junos Space Network
Management Platform Release 15.2R1, you can also import CLI Configlets from a local computer in the
TAR (containing XML files) format and from an external Git repository. For more information about Git
repository management on Junos Space Platform, see “Git Repositories in Junos Space Overview” on
page 1305.

You can also apply CLI Configlets to devices from the Devices workspace. It can be triggered from the
actual elements for which the configuration has to be applied. The context of the element for which the
CLI Configlet is being applied is called an execution context.

NOTE: CLI Configlets are not supported on SSG Series devices, NetScreen Series devices, TCA
Series devices, BXOS Series devices, and Junos Content Encore devices.

Configlet Variables

Variables in CLI Configlets include a leading “$”character. CLI Configlets use three kinds of variables:
default, user-defined, and predefined.

Default Variables

The value of these variables need not be input by the user; these values are derived from the current
execution context. Table 41 on page 355 lists the default variables.

Table 41: Default Variables

Variable Value
$DEVICE Name of the host on which the CLI Configlet is applied
$INTERFACE Name of the interface for which the CLI Configlet is applied

$SUNIT Unit number of the logical interface for which the CLI Configlet is being applied



Table 41: Default Variables (continued)

Variable Value

$CONTEXT Context of the element for which the CLI Configlet is applied

User-Defined Variables

The values for these variables are entered by the user at execution time. Text fields or selection fields are
used to obtain data from the user.

Predefined Variables

These are the variables for which the values are predefined when you create the CLI Configlet. These
variables are also called invisible parameters because they cannot be modified by the user.

Velocity Templates

Junos Space Network Management Platform enables you to define the device configuration in the form
of velocity templates (VTL). These templates are called CLI Configlets. The VTL variable is a reference
type, which includes the leading "$" character, followed by a VTL Identifier. CLI Configlets are transformed
into a CLI configuration string before they are applied to the device. This transformation is directed by
references and directives of VTL.

References are used to embed dynamic contents in the configuration text. Directives allow dynamic
manipulation of the contents.

Refer to http://velocity.apache.org/engine/1.7/user-guide.html for detailed information about VTL.

Directives

Directives include an included CLI Configlet’s contents and parameters in the base CLI Configlet and import
the metadata information related to the parameters of the included CLI Configlet. You can include CLI
Configlets in Junos Space Network Management Platform by using two directives: #include_configlet and
#mixin directives.

#include_configlet - This directive includes an included CLI Configlet's contents and parameters in the
base CLI Configlet and imports the metadata information related to the parameters of the included CLI
Configlet. If you define a new parameter in the base CLI Configlet by using the #include_configlet directive,
the metadata information is fetched and used from the included CLI Configlets. The parameter values
updated in the included CLI Configlet after their inclusion into the base CLI Configlet are not updated and
available for the base CLI Configlet. If both the base CLI Configlet and included CLI Configlet contain
parameters with a common name, the metadata information related to the parameters is ignored.

#mixin - This directive differentiates the parameters of the base CLI Configlet from the parameters of the
included CLI Configlet on the Junos Space user interface. The parameter values for the included CLI


http://velocity.apache.org/engine/1.7/user-guide.html

Configlets can be modified even when you apply the CLI Configlet to the device. You cannot include CLI
Configlets that have a period (.) or space in its name.

You include these directives in the base CLI Configlet in the following format:

o #include_configlet("<name of the included configlet>")

o #mixin("<name of the included configlet>")

Release History Table

Release Description

15.2R1 Starting with Junos Space Network Management Platform Release 15.2R1, you can also
import CLI Configlets from a local computer in the TAR (containing XML files) format and

from an external Git repository.
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CLI Configlets Workflow

A CLI Configlet can be defined from the CLI Configlets workspace. Table 42 on page 357 lists the parameters
to be defined for a CLI Configlet.

Table 42: Parameters for a CLI Configlet

Parameter Description

Name Name of the CLI Configlet. The name cannot exceed 255 characters.
Allowable characters include the hyphen (-), underscore (), letters, and
numbers and the period (.). You cannot have two configlets with the same

name.

Category Category of the CLI Configlet. The category cannot exceed 255 characters.
Allowable characters include the hyphen (-), underscore (), letters, and
numbers and the period (.).



Table 42: Parameters for a CLI Configlet (continued)

Parameter

Device Family Series

Context

Description

Preview options

Post-view options

Configlet Content

Reference Number

Description
Device family series for which the CLI Configlet is applicable.
Context for which the CLI Configlet is applicable. This is an optional field.

Description of the CLI Configlet. The description cannot exceed 2500
characters. This is an optional field.

Selecting the Show Parameters option displays the parameters that are
present in the CLI Configlet. The Show Configuration option displays the
consolidated configuration before the CLI Configlet is applied.

Selecting the Show Parameters option displays the parameters that are
present in the CLI Configlet. The Show Configuration option displays the
consolidated configuration after the CLI Configlet is applied.

The actual CLI Configlet is defined here. The CLI Configlet can contain
multiple pages and follows a tablike structure. The configuration being
applied onto the device can be split among multiple pages. When the
configuration is applied, all the pages are combined in order of the page
numbers and applied onto the device in a single commit operation. You must
always validate the CLI Configlet before moving to the next page.

The range of values are from 1 to 2",

NOTE: You cannot move to the next page if the contents of the CLI Configlet are invalid.

Validation includes bracket matching.

Parameters are variables defined in the CLI Configlet whose values are either retrieved from the environment
or entered by the user during execution. When the user applies CLI Configlets, the user is asked to input

values for all variables defined in the CLI Configlet.

To configure a parameter, click the modify icon on the toolbar. The Edit Configlet Parameter page is
displayed. Use this page to set the attributes of a parameter.

To add an additional parameter, click the add icon on the toolbar. The Add Configlet Parameter page is

displayed. The attributes of a parameter are set from this page.



To delete a parameter, click the delete icon on the toolbar. By default, all variables present in the CLI
Configlet are listed on the Parameters page. Local variables must be deleted manually or set to the “Invisible”

type.

Table 43 on page 359 lists the attributes of the CLI Configlet parameters.

Table 43: Attributes of CLI Configlet Parameters

CLI Configlet Parameter Attributes

Parameter

Display Name

Description

Types

Description

Name of the parameter

If displayed with a name space in the <configlet
name>.<parameter.name> format, this parameter belongs to the
included CLI Configlet.

Display name of the parameter

Description of the parameter

The types of parameters supported are:

e Text field - You can provide a custom value when executing the
CLI Configlet. The default value for this field can be configured
with an XPath in the Configured Value Xpath field or with a plain
string in the Default Value field. This returns a single value.

e Selection field - You can select a value from a set of options when
executing this CLI Configlet. The default value for this field can be
configured with an XPath in the Configured Value Xpath field or
with a plain string in the Default Value field. The options can be
configured by an XPath in the Selection Values Xpath field, or by
using a CSV string in the Selection Values field. This returns a single
value.

NOTE: Though this returns a single value, the return value is of
the array type and the selected value can be taken from index O.

o Invisible field - You cannot edit this field. This parameter refers to
values defined explicitly as a CSV string in the Default Value field
or by an XPath in the Configured Value Xpath field. This field returns
an array of values.

e Password field - You need to enter a value when you apply a CLI
Configlet containing the parameter. This hides sensitive information
in the Apply CLI Configlet job results.

e Password Confirm field - You need to enter a value twice when
you apply a CLI Configlet containing the parameter. This hides
sensitive information in the Apply CLI Configlet job results.



Table 43: Attributes of CLI Configlet Parameters (continued)

CLI Configlet Parameter Attributes

Configured Value XPath

Default Value

Selection Values XPath

Selection Values

Order

Description

This field is used to give the XPath of the configured values. The
behavior of this field depends on the type of parameter. When the
parameter type is a text field or selection field, the corresponding
value present in the XPath is taken as the default value. This value
can be modified. If the XPath returns multiple values, the first value
returned is considered. When the parameter type is an invisible field,
the list of values returned by the XPath is taken as the value of the
parameter.

Invisible field has configured value XPath and selection value XPath
only when the parameter scope is either device specific or entity
specific. This is disabled if the scope is global.

NOTE: When using $INTERFACE, $UNIT, Configured Value Xpath

field, Invisible field, and Selection field, the variable definition in the
Configlet Editor should contain .get(0) in order to fetch the value from
the array. For example, $INTERFACE.get(0).

Displays the same behavior as the Configured Value Xpath field except
that the value is given explicitly. This field is considered only when
configured value XPath is not specified or if the XPath does not return
any value.

This field is enabled only if the parameter type is a Selection field.
This field contains the XPath (with reference to the device XML) to
fetch the set of values for the Selection field.

This field is the same as the Selection Values XPath field except that
the value is given explicitly. This field is considered only when
selection values XPath is not specified or if the XPath does not return
any value.

NOTE: Comma-separated values can be used to provide an array of
values in the Default Value and Selection Values fields.

NOTE: While defining the XPath, you must directly access the text
node with the text () function. Otherwise the complete XML path of
the node is returned. For example,
/device/interface-information/physical-interface/name/text() to
fetch the names of all interfaces.

Order of the parameter. This is the relative order in which the field
must be displayed for user input at the time of execution.



Table 43: Attributes of CLI Configlet Parameters (continued)

CLI Configlet Parameter Attributes Description

Regex Value This field contains regular expression for the parameter that is used
to validate the parameter value while you apply the CLI Configlet to
the device.

Read-only Whether the parameter belongs to the base configlet or the included
configlet:

o false - This parameter belongs to the base configlet.

e true - This parameter belongs to the included configlet. The
parameter cannot be modified or deleted from this configlet.
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Configlet Context

Execution of scripts and CLI configlets may be required in some case. For example, one might need to
restrict the scope of execution of 'disable interface' script to just the interfaces that are enabled. Having
a context associated to the script or configlet solves this problem of restricting the scope. Context of an
element is basically a unique path which leads to its XML counterpart in the device XML.

For all context related computations, we consolidate the XMLs fetched form the device under one node
called device. This includes configuration XML, interface-information XML, chassis-inventory XML, and
system-information XML.

An example of a device XML is as follows:

<device>

<interface-information>..... </interface-information>
<system-information>..... </system-information>
<chassis-inventory>..... </chassis-inventory>

<configuration>...._.</configuration>



</device>

Table 44 on page 362 shows the commands to view the XML from the CLI of the device.

Table 44: Commands to View XML from the CLI

XML type Command

Chassis Inventory > show chassis hardware | display xml
Interface Information > show interfaces | display xml
Configuration > show configuration | display xml

System Information -

NOTE: The command for system information XML is not available. An instance of the system
information XML is as follows:

<system-information>
<hardware-model>ex4200-24t</hardware-model>
<0sS-name>junos-ex</os-name>
<os-version>11.3R2.4</o0s-version>
<serial-number>ABCDE12345</serial-number>
<host-name>ex-devicel</host-name>
<virtual-chassis/>

</system-information>

Context of an Element

There is a need to have the ability to restrict a script or configlet execution to certain elements of interest.
For example, one might need to restrict the scope of execution of 'disable interface' script only to the
interfaces that are enabled. Having a context associated with the script or configlet solves this scoping
problem.

The context of an element is the XPath that maps to the XML node that represents the element in the
device XML. Table 45 on page 363 lists the type of element, XML referred, and the content path.



Table 45: Context Path and XML node referred for different element types

Element Type

Device

Physical Inventory element

Physical Interface

Logical Interface

XML Referred

N/A

Chassis Inventory

Interface Information

Configuration

Context Path

/device

/device/chassis-inventory/*

/device/interface-information/*

/device/configuration/*

Table 46 on page 363 lists some examples for XPaths for different elements.

Table 46: XPaths for different elements

Element Context

Description

Device /device The context of a
device

Chassis /device/chassis-inventory/chassisi[name='Chassis'] Context of a
chassis

Routing /device/chassis-inventory/chassis[name='Chassis']/chassis-module[name='Routing = The context of a

Engine Engine 0] routing engine

FPC /device/chassis-inventory/chassis[name='Chassis']/chassis-module[name='FPC 1'] | The context of an
FPCinslot 1

PIC /device/chassis-inventory/chassis[name='Chassis']/chassis-module[name='FPC The context of a

1'l/chassis-sub-module[name='PIC 4'] PIC inslot 4

under FPCin slot
1

Logical device/configuration/interfaces/interface[name='ge-0/0/1]/unit[name='0'] The context of

Interfaces logical interface
ge-0/0/1.0

Physical /device/interface-information/physical-interface[name='ge-0/1/1] The context of a

Interfaces physical interface

ge-0/1/1



Context filtering

The context attribute of the script or configlet dictates which elements(inventory component or logical
interface or physical interface) it is applicable to.

The rule to check whether the script or configlet is applicable to an element is as follows:

o Evaluate the context XPath associated to a script or configlet on the device XML. This results in a set
of XML nodes.

o If the resultant XML node list contains the XML node representing the subject element, then the
script/template entity is considered a match.

Given below are few examples of script or configlet contexts with their descriptions:

¢ /device/chassis-inventory/chassis[name="'Chassis']/chassis-module[starts-with(name,'Routing Engine')]
- Applicable to all routing engines

¢ /device/chassis-inventory/chassis[name='Chassis']/chassis-module[starts-with(name,'FPC')] - Applicable
to all FPCs

o /device[starts-with(system-information/os-version,"11")]/interface-information/
physical-interface[starts-with(name,"ge")] - Applicable to all interfaces of type 'ge' which has system
os-version as 11

¢ /device/interface-information/physical-interface[admin-status="up”] - Applicable to all physical interfaces
with admin status in up state.

o /device/chassis-inventory/chassis[name="'Chassis']/chassis-module
[starts-with(name,'FPC')]/chassis-sub-module[starts-with(name,'PIC")] | /
device/chassis-inventory/chassis[name='Chassis']/chassis-module
[starts-with(name,'FPC')]/chassis-sub-module[starts-with(name,'MIC')]

/chassis-sub-sub-module[starts-with(name,'PIC')] - Applicable to all PICs

NOTE: If we intend to specify the scope of a script as PICs, then we would have to consider
two different XPaths the PIC can take (One with MIC in-between and one without). We have
to give an OR combination of both the XPaths.



NOTE:
o If no context is associated to a script or configlet, then the context of the script is taken as
/device. These scripts or configlets would be listed for execution in devices.

e You can execute CLI Configlets on more than 200 devices only if the CLI Configlets do not
require XPath processing. CLI Configlets that do not require XPath processing include CLI
Configlets without device-specific or entity-specific parameters and with /, //, or /device as
context.

Physical Interface Example

Consider the following device XML

<device>
<interface-information>
<physical-interface>
<name>ge-0/0/0</name>
<admin-status>up</admin-status>

</physical-interface>

<physical-interface>
<name>ge-0/0/1</name>
<admin-status>down</admin-status>

</physical-interface>

</interface-information>
;;;; ALL THE OTHER NODES -->
</de\-/ice>
Context of an element

Context of physical-interface ge-0/0/0 is /device/interface-information/physical-interface[name='ge-0/0/0']
This XPath maps to the node below. This is the XML counterpart of the interface ge-0/0/0
<physical-interface>

<name>ge-0/0/0</name>
<admin-status>up</admin-status>



</physical-interface>

Physical Interface in “up” state:

If the user wants to write a configlet to set the admin status of an interface down if its up, the context of
the script can be set as /device/interface-information/physical-interface[admin-status="'up']

This configlet will be enabled only for interfaces with admin status up. Since in our example, ge-0/0/0
satisfies the above condition, this configlet can be executed on it.
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Nesting Parameters

You can use XPath context to define the default option or selectable options of a parameter. This XPath
could have dependencies on other parameters. Consider the example below A configlet requires two
inputs, a Physical Interface (Input-1) and a Logical Interface (Input-2) that is a part of the selected Physical
Interface(Input-1). We define a parameter PHYINT to get the name of the physical interface and a parameter
LOGINT to get the name of the logical interface. We define the SELECTIONVALUESXPATH for PHYINT
as "/device/interface-information/physical-interface/name/text()". User selects a value from the options
listed by the XPath. Since the selection values listed for LOGINT parameter is dependent on the value
selected for PHYINT, we can define the SELECTIONVALUESXPATH of LOGINT as
"/device/configuration/interfaces/interface[name='$PHYINT']/unit/name/text()". This ensures that, only
the logical interfaces of the selected physical interface are listed.

A configlet could refer another configlet present in Junos Space Network Management Platform using the
following statement:

#include_configlet(""<CONFIGLET-NAME>"")

Junos Space Network Management Platform would merge the referred configlets inline.

Create a configlet named 'SayHello'



#set( $person = ""Bob™ )
Hello $person

Create another configlet named 'Greeting'

This is a greeting example
#include_configlet(*'SayHello™)

When the confilget 'Greeting' gets evaluated, it generates the following string.

This is a greeting example
Hello Bob
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Creating a CLI Configlet

You create a CLI Configlet to push a configuration to devices. You can also add parameters to a CLI
Configlet. Parameters are the variables defined in the CLI Configlet whose values are either obtained from
the environment or given by the user during execution.

To create a CLI Configlet:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The Configlets page is displayed.

2. Click the Create CLI Configlet icon on the toolbar.

The Create CLI Configlet page is displayed.

3. In the Name field, enter a name for the CLI Configlet.



The name cannot exceed 255 characters. Allowable characters include the hyphen (-), underscore (_),
letters, numbers, and the period (.). You cannot have two CLI Configlets with the same name.

4. In the Category field, enter a name for the category of the CLI Configlet.

The name of the category cannot exceed 255 characters. Allowable characters include the hyphen (-),
underscore (), letters, numbers, and the period (.).

5. From the Device Family Series drop-down list, select the device family for the CLI Configlet.
6. (Optional) From the Context drop-down list, select the appropriate context for the CLI Configlet.

7. In the Reference Number field, enter a reference number for the CLI Configlet.

The range is 1 through 2"-1.

8. (Optional) In the Description field, enter a description.

The description cannot exceed 2500 characters.

9. For Execution Type, select the type of execution.
The option buttons available are Single Execution and Grouped Execution.
By default, the Single Execution option button is selected.
o If you select Single Execution, you can apply the CLI Configlet only to one device at a time.
o If you select Grouped Execution, you can apply the CLI Configlet to multiple devices at a time.

10. For Preview options, select the check boxes if you want to view the parameters and the configuration
in the CLI Configlet before applying the configuration to devices.

The check boxes available are Show Parameters and Show Configuration. By default, both check boxes
are selected.

11. For Postview options, select the check boxes if you want to view the parameters and the configuration
in the CLI Configlet in the Apply CLI Configlet job results.

The check boxes available are Show Parameters and Show Configuration. By default, both check boxes
are selected.

12.In the Configlet Editor area, enter the configuration for the CLI Configlet. You can type or manually
paste the configuration in the Configlet Editor.



NOTE: You cannot create a CLI Configlet if you do not enter the configuration in the Configlet
Editor.

NOTE: You can also create a CLI Configlet to erase specific configuration from the devices.
To do so, include the delete: statement above the hierarchy level that should be deleted from
the devices. When you apply the CLI Configlet to a device, the physical interface of a device,
the logical interface of a device, or the physical inventory element of a device, the configuration
at the hierarchy level is erased from the device.

For more information about the protocol and syntax used for creating, modifying, and deleting
the configuration by using CLI Configlets, see the Junos XML Management Protocol Guide.

NOTE: When you define a configuration of the CLI Configlet, you should specify variables
that accept special characters as input within double quotation marks.

13. Click Next.

You can add the parameters for the CLI Configlet on this page.

14.To add a parameter to the CLI Configlet:
a. Click the Add Parameter icon.
The Add Configlet Parameter pop-up window is displayed.
b. In the Parameter field, enter the name of the parameter.

The name of the parameter cannot exceed 255 characters. Allowable characters include the hyphen
(-), underscore (), letters, numbers, and the period (.).

c. Inthe Display Name field, enter a display name for the parameter.

The display name cannot exceed 255 characters. Allowable characters include the hyphen (-),
underscore (), letters, numbers, and the period (.).

d. In the Description field, enter a description for the parameter.
e. From the Parameter Scope drop-down list, select an appropriate scope for the parameter.
The options available are Global, Device Specific, and Entity Specific.

f. From the Parameter Type drop-down list, select an appropriate type of parameter. The options
available are:


https://www.juniper.net/documentation/en_US/junos13.1/information-products/topic-collections/junos-xml-management-protocol-guide

e Text Field - You can enter any value.
e Selection Field - You can select a value from a set of options.
¢ Invisible Field - The field displays a value that is explicitly defined by the user or an XPath.

Password Field - Enter a password to apply the CLI Configlet.

Password Confirm Field - Enter the password again to confirm the password.

g. From the Regex Value drop-down list, select an appropriate regular expression value.

This field is enabled if you choose the type of parameter as Text Field, Password Field, or Confirm
Password Field.

h. From the Configured Value Xpath drop-down list, select an appropriate XPath value.

This field is enabled if you choose the type of parameter as Text Field, Selection Field, or Invisible
Field. This is the XPath (with reference to the device XML) to fetch the set of values.

i. In the Default Value field, enter a default value.

This field is enabled if you choose the type of parameter as Text Field, Selection Field, or Invisible
Field. This field is considered only when the XPath is not specified.

j. From the Selection Values Xpath drop-down list, select an appropriate XPath value.

This field is enabled if you choose the type of parameter as Selection Field. This is the XPath (with
reference to the device XML) to fetch the set of values.

k. In the Selection Values field, enter an appropriate selection value.
This field is enabled if you choose the type of parameter as Selection Field.

I. Inthe Order field, enter the order in which the parameters should be listed while applying the CLI
Configlet.

m. Click Add.

15. (Optional) Add multiple parameters.

16.(Optional) To go back to the previous page, click Back.

You are redirected to the previous page.

17.Click Create.

The CLI Configlet is created. You are redirected to the Configlets page.
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Modifying a CLI Configlet

You modify a CLI configlet when you want to change the properties of the CLI configlet.
To modify a CLI configlet:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The Configlets page is displayed.

2. Select the CLI configlet you want to modify and select the Modify CLI configlet icon on the Actions
menu.

The Modify CLI configlet page is displayed.

3. Modify the CLI configlet properties and click Update.
The CLI configlet is modified.
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Viewing CLI Configlet Statistics

You can view the statistics about the CLI configlets from the CLI Configlets workspace. The CLI Configlets
landing page displays the CLI Configlet Count by Device Family bar chart. The bar chart shows the number
of CLI Configlets on the y axis and device family series on the x axis.

To view the statistics of CLI configlets:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets.



The CLI Configlets landing page is displayed. This page displays the charts related to CLI configlets and
configuration views.

2. Click a specific label on a chart.
You will be redirected to the Configlets page that is filtered based on the label you clicked.

To save the bar chart as an image or to print for presentations or reporting, right-click the bar chart
and use the menu to save or print the image.
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Viewing a CLI Configlet

CLI Configlets are created to modify the configuration on devices. You can view the details of a CLI Configlet
on the Configlets page and when you select a CLI Configlet to view the details of a CLI Configlet.

To view the details of a CLI Configlet:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The Configlets page is displayed.

2. Right-click a CLI Configlet and select View CLI Configlet Details or double-click a CLI Configlet.

The View CLI Configlet dialog box is displayed. This dialog box displays additional information that is
not displayed on the Configlets page.

Table 47 on page 373 lists the columns displayed on the Configlets page and the fields in the View CLI
Configlet dialog box.

Table 47: CLI Configlet Details

Field or Column Description Location

Name Name of the CLI Configlet Configlets page

View CLI Configlet dialog box

Domain Domain to which the CLI Configlet is assigned Configlets page



Table 47: CLI Configlet Details (continued)

Field or Column

Category

Device Family Series

Latest Version

Git Version

Git Branch

Description

Execution Type

Creation Time

Last Updated Time

Description

Category of the CLI Configlet

Device family series for which the CLI Configlet is
applicable

Latest version of the CLI Configlet

Commit ID of the CLI Configlet in the Git repository
when the CLI Configlet was last imported to Junos
Space Platform from the Git snapshot.

N/A is displayed if the CLI Configlet was created
and modified in Junos Space Platform.

A Warning icon is displayed if the CLI Configlet was
modified in Junos Space Platform after being
imported from the Git snapshot.

Git branch from which the CLI Configlet was last
imported

N/A is displayed if the CLI Configlet was created
and modified in Junos Space Platform.

Description of the CLI Configlet

Whether the CLI Configlet can be applied to one
device or multiple devices: Single or Grouped

Date and time when the CLI Configlet was created

Date and time when the CLI Configlet was last
modified

Location

Configlets page

View CLI Configlet dialog box

Configlets page

View CLI Configlet dialog box

Configlets page

Configlets page

Configlets page

Configlets page

View CLI Configlet dialog box

Configlets page

View CLI Configlet dialog box

Configlets page

Configlets page

Displayed as Updated Time in the View

CLI Configlet dialog box



Table 47: CLI Configlet Details (continued)

Field or Column

Last Modified By

Reference Number

Context

Preview Show
Parameters

Preview Show
Configuration

Postview Show
Parameters

Postview Show
Configuration

Configlet Content

Description

Username of the user who last modified the CLI
Configlet

Reference number assigned to the CLI Configlet

Context for which the CLI Configlet is applicable

Whether to view the parameters of the CLI
Configlet before applying the CLI Configlet: Enabled
or Disabled

Whether to view the configuration in the CLI
Configlet before applying the CLI Configlet: Enabled
or Disabled

Whether to view the parameters of the CLI
Configlet after applying the CLI Configlet: Enabled
or Disabled

Whether to view the configuration in the CLI
Configlet after applying the CLI Configlet: Enabled
or Disabled

Contents of in the CLI Configlet

Location

Configlets page

Displayed as Modified By in the View
CLI Configlet dialog box

Configlets page

View CLI Configlet dialog box

View CLI Configlet dialog box

View CLI Configlet dialog box

View CLI Configlet dialog box

View CLI Configlet dialog box

View CLI Configlet dialog box

View CLI Configlet dialog box

. (Optional) To view the contents of a specific version of a CLI Configlet, select the version from the
Configlet Version drop-down list.

The contents of the selected version of the CLI Configlet are displayed in the Configlet Content field.

. Click Close to close the View CLI Configlet dialog box.
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Exporting CLI Configlets

You export the CLI configlets when you want to download a copy of the CLI configlets to your local
computer.

To export CLI configlets:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The Configlets page is displayed.

2. You can select and export specific CLI configlets or export all configlets on the Configlets page.
e To export specific CLI configlets:
a. Select the CLI configlets and select Export Selected CLI Configlets from the Actions menu.
The Export CLI Configlets pop-up window is displayed.

b. Click Export and save the file on your local computer.

e To export all CLI configlets:
a. Select Export All CLI Configlets from the Actions menu
The Export CLI Configlets pop-up window is displayed.

b. Click Export and save the file on your local computer.

The CLI configlets are exported.
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CLI Configlet Examples

Default Configlets are added during server start up or data migration. These default configlets are added
only on the initial server start up and during data migration. The user can perform all the usual operations
on the default Xpath and Regex, including delete operation.

Adding default configlets during migration has the following conditions:

e 13.1t013.3:
o Default Configlets are added if an entity with the same name does not exist in 13.1.

o Default Configlets are over written if an entity with the same name exists in 13.1.

e 13.3 to later releases:

o Default Configlets are not added or overwritten, if the default Configlet is modified or deleted by the
user in 13.3.

Example 1: Setting the description of a physical interface
Context: /device/interface-information/physical-interface This configlet is targeted for physical interface.

Configlet

interfaces {
$INTERFACE{
description "$DESC";

Parameters
Parameter Details
$INTERFACE This is a default variable and the value would be the name of the interface which the
configlet is invoked from. This would be null if the configlet is invoked from CLI Configlets
workspace as the execution is not associated to a specific interface.
$DESC A text field to get the description string. The value is got at the time of execution.

On applying the CLI Configlet, the user needs to input the parameters. For our example, user needs to
input a value for $DESC.



Consider our example being applied to an interface ge-0/1/3 and the following values are given as input.

Parameter Value

$DESC TEST DESC
The generated configuration string would be

interfaces {
ge-0/1/3{
description "TEST DESC";

Example 2: Setting the vlan of a logical interface, where the vlan id is chosen from a predefined
set of values

Context: /device/configuration/interfaces/interface/unit This CLI Configlet is targeted for logical interface

CLI Configlet

interfaces {
$INTERFACE {
vlan-tagging;
unit SUNIT{
vlan-id $VLANID.get(0);

##Since VLAN id will be given as a selection field, the value would be a collection and to get the first selected

value, use .get(0)

Parameter Details

$INTERFACE This is a default variable and the value would be the name of the interface which the CLI
Configlet is invoked from. This would be null if the CLI Configlet is invoked from CLI Configlets
workspace as the execution is not associated to a specific interface.

$SUNIT This is a default variable and the value would be the unit name of the logical interface which
the CLI Configlet is invoked from. This would be null if the CLI Configlet is invoked from CLI
Configlets workspace as the execution is not associated to a specific logical interface.



Parameter Details

$VLANID This is a selection field and the value would be chosen at the time of execution.
Type: Selection Field
Selection Values: 0,1,2,3

Default Value: 3

On applying the CLI Configlet, the user needs to input the parameters. For our example, user needs to
input a value for $VLANID.

Consider our example being applied to an interface ge-0/1/3.3 and the following values are given as input.

NOTE: Since $VLANID is defined as a selection field, the user has to select one value form a
list. The list of options are either specified by Selection Values Xpath or in Selection Values field.
The default selection in the list would be 3 as defined in the default value field.

Parameter Value

$VLANID 2

The generated configuration string would be

interfaces {
ge-0/1/3 {
vlan-tagging;
unit 3{
vlan-id 2;

Example 3: Setting a description on all the interfaces of a device

Context: NULL or /device. Targeted to a device, the context of a device can either be null or /device

CLI Configlet

interfaces {



#foreach($INTERFACENAME in $INTERFACENAMES)
$INTERFACENAME {

description "$DESC";
}

#end
1

Parameter Details

$INTERFACENAMES An invisible variable with an XPath configured to fetch all the interface
names.
Configured values XPath:
/device/interface-information/physical-interface/name/text()

$DESC A text field to get the description string. The value is got at the time

of execution.

The following input is given while executing the CLI Configlet

Parameter Value

$DESC TEST DESC

The generated configuration string would be (when the device has three physical interfaces, ge-0/0/0,
ge-0/0/1 and ge-0/0/2).

interfaces {
ge-0/0/0 {
description "TEST DESC";
}
ge-0/0/1 {
description "TEST DESC";
}
ge-0/0/2 {
description "TEST DESC";



Example 4: Setting a configuration in all the PICs belonging to a device and certain configuration
only on the first PIC of FPC O

Context: NULL or /device. Targeted to a device, the context of a device can either be null or /device
##$SELEMENTS : /device/chassis-inventory/chassis/chassis-module[starts-with(name,"FPC")]
/name/text() | /device/chassis-inventory/chassis/chassis-module
[starts-with(name,"FPC")]/chassis-sub-module[starts-with(name,"PIC")]/name/text()

##this will contain the list of all FPCs and PICs in Depth-first traversal order.

##Hierarchy array is a 2 dimensional array used to store FPC-PIC hierarchy, with each row containing PICs
belonging to a single FPC. The first element is the FPC.

CLI Configlet

#set( $HIERARCHY = [] )
#set( $LOCALARRAY = [1)
#foreach ( $ELEMENT in $ELEMENTS )
#iF(SELEMENT .startsWith(""FPC™))
## Create a new array for each FPC with the first element as FPC
#set( $LOCALARRAY = [$ELEMENT])
#set( $result = SHIERARCHY.add($LOCALARRAY))
#elseif($ELEMENT .startsWith(""PIC™))
## Add the PIC in the current Local array., This is the array of the parent FPC
#set( $result = $LOCALARRAY.add($ELEMENT))
#end
#end
chassis {
redundancy {
failover on-disk-failure;
graceful-switchover;
}
aggregated-devices {
ethernet {
device-count 16;

}
#foreach ($HIERARCHYELEMENT in $HIERARCHY )

$HIERARCHYELEMENT .get(0) {
#set($HIERARCHYELEMENTSIZE = $HIERARCHYELEMENT.size() - 1)
#foreach ($HIERARCHYELEMENTINDEX in [1..$HIERARCHYELEMENTSIZE] )
$HIERARCHYELEMENT . get ($H1ERARCHYELEMENT INDEX){



## Set the tunnel services setting for the first PIC in FPC O
#i1T($HIERARCHYELEMENTINDEX == 1 && $HIERARCHYELEMENT.get(0) == "FPC 0')
tunnel-services {

bandwidth 1g;

}
#end

traffic-manager {
ingress-shaping-overhead O;
egress-shaping-overhead O;
mode ingress-and-egress;

#end

#end

Parameters
Parameter Details

$ELEMENTS This is an invisible field and the value cannot be set by the user at the
time of execution. The values are taken form a predefined XPath

Type: Invisible field

Configured Value XPath:
/device/chassis-inventory/chassis/chassis-module[starts-with(name,"FPC")]

/name/text()/device/chassis-inventory/chassis/chassis-module[starts-with
(name,"FPC")]/chassis-sub-module[starts-with(name,"PIC")]/name/text()
This XPath returns the list of FPCs and PIC is Depth First Traversal

order.

While executing this CLI Configlet, the XPath of $ELEMENTS param will return the list of FPCs and PIC
present in the device. The values for instance would be [FPC O0,PIC O,PIC 1, FPC 1, PIC O, PIC 1] This order
implies the association

FPCO
PICO
PIC1

FPC1



PICO
PIC1

When the CLI Configlet is executed, we get the following configuration string

chassis {

redundancy {
failover on-disk-failure;
graceful-switchover;

}

aggregated-devices {
ethernet {

device-count 16;

}
fpc 1 {
pic O {
tunnel-services {
bandwidth 1g;
}
traffic-manager {
ingress-shaping-overhead O;
egress-shaping-overhead O;
mode ingress-and-egress;

}
pic 1 {
traffic-manager {
ingress-shaping-overhead 0O;
egress-shaping-overhead O;
mode ingress-and-egress;

}
fpc 2 {
pic O {
traffic-manager {
ingress-shaping-overhead O;
egress-shaping-overhead O;
mode ingress-and-egress;

1
pic 1{
traffic-manager {



ingress-shaping-overhead O;
egress-shaping-overhead O;
mode ingress-and-egress;

Example 5: Halting the description of a physical interface

Context: /device/interface-information/physical-interface This CLI Configlet is targeted for physical
interface

CLI Configlet

interfaces {
#if( SINTERFACENAME == 'ge-0/0/0")
#terminate('Should not change description for ge-0/0/0 interfaces.')
#{else}
$INTERFACENAME {
unit O {
description "Similar desc";
family ethernet-switching;

1
}
#end
1
Parameter Details
$INTERFACENAME A variable with an XPath configured to fetch all the interface names.

Configured Value XPath:
//device/interface-information/physical-interface/name/text()

NOTE: When using $INTERFACE, $UNIT, Configured Value Xpath, Invisible Params, Selection
fields; the variable definition in the configlet editor should contain .get(0) in orderinorder to fetch
the value from the array. Eg: $INTERFACE.get(0)



Example 6: Deleting configuration from a physical interface

Context: /device/interface-information/physical-interface This CLI Configlet can be used to delete the
configuration enabled on the physical interface to support IEEE 802.3ah link fault management.

CLI Configlet

protocols {
oam {
ethernet {
link-fault-management {
delete: interfaces ge-0/0/0;

NOTE: Ensure that you insert the delete: statement at the proper hierarchy level to avoid
necessary configuration being deleted from the device.
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Deleting CLI configlets

You delete CLI configlets when you no longer want to use them to apply configuration to devices.
To delete CLI configlets:
1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The Configlets page is displayed.



2. Select the CLI configlets you want to delete and select the Delete CLI Configlets icon from the Actions
menu.

The Delete CLI Configlet pop-up window is displayed.

3. Click Confirm.

The CLI configlets are deleted.
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Cloning a CLI Configlet

You clone a CLI configlet when you want to create a copy of an existing CLI configlet.
To clone a CLI configlet:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The Configlets page is displayed.

2. Select the CLI configlet you want to clone and select Clone CLI Configlet from the Actions menu.

The Clone CLI Configlet page is displayed. You can modify all the fields of the CLI configlet.
3. Modify the Name field.
4. (Optional) Modify the other fields in the CLI configlet and click Next.
5. (Optional) Add, modify, or delete the necessary fields.

6. Click Create.

The new CLI configlet is created.
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Importing CLI Configlets

You import CLI Configlets in the XML format to add CLI Configlets from a local computer to the Junos
Space Network Management Platform database. You can also import multiple CLI Configlets in a single
CLI Configlet XML file. Starting with Junos Space Network Management Platform Release 15.2R1, you
can also import CLI Configlets from a Git repository to the Junos Space Network Management Platform
database.

NOTE: To select and import multiple CLI Configlet XML files from the local computer:

e Use the Mozilla Firefox or Google Chrome Web browser. Currently, Internet Explorer does
not support the selection of multiple files.

o Import multiple XML files in the TAR format.

Using a Git repository to import CLI Configlets creates a snapshot of the CLI Configlet Git repository on
Junos Space Platform. You can synchronize CLI Configlets from the Git repository with the snapshot on
Junos Space Platform and import CLI Configlets from the Git snapshot even if no active connection exists
with the Git repository. For more information about Git repository management on Junos Space Platform,
see “Git Repositories in Junos Space Overview” on page 1305.

Junos Space Platform validates the CLI Configlets for the following during import:

o A valid file format. CLI Configlets can be imported in XML format. Starting with Junos Space Network
Management Platform Release 15.2R1, CLI Configlets can also be imported in TAR (containing XML
files) format.

¢ A valid and unique name

If Junos Space Platform detects a conflict during import and you choose to overwrite the CLI Configlet,
the conflicting CLI Configlet is saved with an incremented version number in the domain and all subdomains.

To import a CLI Configlet to Junos Space Platform:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The Configlets page is displayed.

2. Click the Import CLI Configlet icon on the toolbar.



The Import CLI Configlet page is displayed.

3. Import CLI Configlets from a local computer or the Git snapshot of the CLI Configlet Git repository.



NOTE: The fields on the Junos Space user interface to import CLI Configlets from a Git
repository are displayed only if an active Git repository is configured on Junos Space Platform.

. To import one or more CLI Configlets from the local computer:

Click the Import from files option button.

The Import CLI Configlet page displays the fields to import a CLI Configlet from the local computer.

. From the Import from files expandable area, click Browse and select the CLI Configlet file in the

XML or TAR format.

(Optional) To view a sample XML CLI Configlet file, click the View Sample XML hyperlink.
A browser pop-up window is displayed.

You can download the sample XML file to the local computer.

. To import one or more CLI Configlets from the Git snapshot:

Click the Import from git option button.

The Import CLI Configlet page displays the fields to import the CLI Configlets from the Git
snapshot.

The Import from git expandable area displays the URL to the active CLI Configlet Git repository
and the time when the Git snapshot on Junos Space Platform was last synchronized with the
Git repository.

. From the Git Branch drop-down list, select the branch on the Git snapshot from which the CLI

Configlets should be imported.

By default, the first branch in the Git snapshot is selected.

(Optional) To synchronize the Git snapshot on Junos Space Platform with the active CLI Configlet
Git repository, click Sync Now.

If the synchronization is successful, the Last Sync field is updated and you can import the latest
CLI Configlets.

By default, the Git snapshot on Junos Space Platform synchronizes with the active CLI Configlet
Git repository every hour.



NOTE: If Junos Space Platform cannot connect to the CLI Configlet Git repository, an
error message is displayed in a pop-up window. Click OK to close the pop-up window.

iv. (Optional) To view a sample XML CLI Configlet file, click the View Sample XML hyperlink.

A browser pop-up window is displayed.

You can download the sample XML file to the local computer.

4. Click Next.

The Import Configlets page that appears displays the CLI Configlets from the selected Git branch or
the local computer, in a table. Table 48 on page 390 displays the columns in the table.

If you imported CLI Configlets in the TAR format, Junos Space Platform displays the CLI Configlets in
the TAR file on the Import Configlets page.

Table 48: Import Configlets page

Column

Configlet

Conflict State

Domain

Description

Name of the CLI Configlet

State of the CLI Configlet: NEW, CONFLICT, or NO_CONFLICT
The column displays NEW if the CLI Configlet does not exist in Junos Space Platform.

If you are importing a CLI Configlet from the Git snapshot, the column displays NO_CONFLICT
when the CLI Configlet you are importing was earlier imported from the same branch of the Git

snapshot.

If you are importing a CLI Configlet from the local computer, the column displays CONFLICT
when:

o The CLI Configlet with the same name already exists in Junos Space Platform.

If you are importing a CLI Configlet from the Git snapshot, the column displays CONFLICT when:

o The CLI Configlet was created and modified in Junos Space Platform and is currently imported
from the Git snapshot.

e The CLI Configlet was earlier imported from the Git snapshot and modified in Junos Space
Platform (The Git Version column displays a warning icon).

e The CLI Configlet was earlier imported from a different branch of the Git snapshot.
Domain with which the CLI Configlet is associated

The column is empty if the CLI Configlet does not exist in Junos Space Platform.



Table 48: Import Configlets page (continued)

Column

Latest Version

Git Version

Git Branch

Last Commit

Description

Latest version of the identical CLI Configlet that is currently stored in the Junos Space Platform
database

The column is empty if the CLI Configlet does not exist in Junos Space Platform.

Commit ID of the CLI Configlet in the Git repository when the CLI Configlet was last imported to
Junos Space Platform from the Git snapshot.

e A Warning icon is displayed if the CLI Configlet was modified in Junos Space Platform after
importing the CLI Configlet from the Git snapshot.

e The column is empty if the CLI Configlet does not exist in Junos Space Platform or if the CLI
Configlet was never imported from the Git snapshot.

Git branch from which the CLI Configlet was last imported

The column is empty if the CLI Configlet does not exist in Junos Space Platform or if the CLI
Configlet was never imported from the Git snapshot.

Commit ID of the last commit operation of the CLI Configlet in the selected branch of the Git
repository

The column is empty if the CLI Configlet is imported from a local computer.

5. (Optional) To stop importing CLI Configlets that display a CONFLICT state, select the Exclude conflicting
configlets from import check box.

All CLI Configlets displaying the Conflict state CONFLICT are removed from the Import Configlets
page. The Import Configlets page displays only those CLI Configlets that will be imported to the Junos

Space Platform database.

NOTE: If some CLI Configlets cannot be imported, a warning message is displayed in a pop-up
window with the list of CLI Configlets that are not selected for import. Click OK to close the
pop-up window.

6. Click Finish.



NOTE: If you import CLI Configlets displaying the CONFLICT state, a warning message is
displayed. Click OK to import the CLI Configlets. These CLI Configlets are imported with an
incremented version number.

The Import Configlets Job Information dialog box is displayed.

e Click the Job ID link to view the job results.

NOTE: If the fields in the CLI Configlet XML file contains invalid values, the job results
display the CLI Configlets that were not imported due to invalid values.

You are directed to the Job Management page with a filtered view of the job.

e Toreturn to the Configlets page, click OK.

When the job is complete, the CLI Configlets are imported to Junos Space Platform.

Release History Table

Release Description

15.2R1 Starting with Junos Space Network Management Platform Release 15.2R1, you can also
import CLI Configlets from a Git repository to the Junos Space Network Management Platform
database.

15.2R1 Starting with Junos Space Network Management Platform Release 15.2R1, CLI Configlets

can also be imported in TAR (containing XML files) format.
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Applying a CLI Configlet to Devices

You apply a CLI Configlet to devices when you want to push a configuration from the CLI Configlet to the
devices. You cannot validate a CLI Configlet or apply a CLI Configlet to more than 200 devices if the CLI
Configlet requires XPath processing. However, you can apply CLI Configlets to more than 200 devices if
the CLI Configlets do not require XPath processing. CLI Configlets that do not require XPath processing

include CLI Configlets with context /, //, or /device and without device-specific or entity-specific parameters.

NOTE:
At the time of creating a CLI Configlet:
o If you selected the Single execution type, the CLI Configlet can be applied to only one device.

o If you selected the Grouped execution type, the CLI Configlet can be applied to multiple devices
simultaneously.

To apply a CLI Configlet to devices:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The Configlets page is displayed.

2. Select the CLI Configlet that you want to apply to the devices and select Apply CLI Configlet from the
Actions menu.

The Apply CLI Configlet page is displayed.

3. You can select the devices manually, by using tags, or by providing a CSV file with filter criteria:
o To select the devices manually, enter the search criteria in the Search field and click the Search icon.
The list of devices are filtered by the search criteria.
e To select devices by using tags, select an appropriate tag from the Tag Filter drop-down list.

e From Junos Space Platform Release 17.2R1 onward, when you select devices by CSV, you can choose
to select all managed devices. Select the Include All Managed Devices check box to list all managed
devices for selection.

To provide filter criteria using a CSV file, click the CSV Filter icon and upload the CSV file with the
filter criteria through the Upload a CSV pop-up window.

The Apply CLI Configlet page displays parameters. Only text field and selection field type parameters
are displayed.



From Junos Space Platform Release 17.2R1 onward, you can use CSV files to input parameter values
when you need to apply configlets on multiple devices. You can upload the parameter values in the
specified format as a CSV file.

You can access a sample CSV file by clicking the Download Configlet Parameters link. The
SampleParameterCSVfile is downloaded with the parameters already present in an editable grid. Refer
to the instructions in the SampleParametersCSV file for entering the parameter values. If needed, you
can rename the SampleParameterCSV file. Add or delete parameters present in the
SampleParametersCSV file and enter a value for the parameters that you retain in the file. Upload the
edited CSV file.

To upload the edited CSV file, click the Browse button, select the file, and then click the Upload button.
The values of parameters in the CSV file are populated to the editable grid. The parameters of CLI
Configlet are listed in the grid with pagination support.

. Double-click the Value column for each parameter and enter a value.

All values are accepted for the text field type parameter. For a selection field type parameter, you
should select from one of the values you provided for the parameter. The set of values present and
the default value selected were defined when the template was created.

. (Optional) If you want to apply the CLI Configlet later:
a. Select the Schedule at a later time check box.
b. Enter the date in the Date field in the MM/DD/YYYY or MM/DD/YY format.

c. Enter the time in the Time field in the hh:mm format.

. Click Next.

The parameter value is validated against the regular expression (if given). If the parameter value violates
the regular expression, then a validation error is displayed.

The Preview area of the Apply CLI Configlet page displays the preview of the CLI Configlet. If you
selected to view the parameters and the configuration when previewing the CLI Configlet, the parameters
and the configuration are displayed.



The top of the Preview area displays the parameters with the values that are applied to devices. The
bottom left of the Preview area displays the devices you have selected. The bottom right of the Preview
area displays the configuration that will be applied to the device selected on the left.

o Click on a device to view the configuration that will be applied to the device.

NOTE: The preview options selected in the CLI Configlet determine the contents of the
Preview area.

7. Before applying the CLI Configlet, you can validate the configuration in the CLI Configlet on the devices.

o (Optional) To validate the CLI Configlet on the device, click Validate.
The Validate Results page is displayed.

A job is triggered. The Progress column displays the progress of validation against each device.
When the validation is complete, the results of the validation are displayed. The Status column
indicates the results of the validation. If the validation is unsuccessful, the details of the error are
displayed on the page.

NOTE: You can also view the validation results from the Job Management page. To view
the validation results, double-click the row corresponding to the job ID and click the View
Results link corresponding to the device. The Validate CLI Configlet Job Remarks pop-up
window is displayed. Navigate back to the Validate Results page.

e Click Close.

You are redirected to the Apply CLI Configlet page.

8. (Optional) To select a different set of devices or reschedule the workflow, click Back.



You are redirected to the previous page.

9. You can apply the CLI Configlet to the devices or submit the configuration changes included in the CLI
Configlet to the change requests of the selected devices.

e i. To apply the CLI Configlet to the device, click Apply.
If you selected to apply the CLI Configlet now, the Configlets Results page is displayed.

Ajobis triggered. The Progress column displays the progress of applying the CLI Configlet against
each device. When the job is complete, the results of the job are displayed. The Status column
indicates the results of the job. If there is an error, the View Job Details page displays an error
message. For more information about the error messages, see “Common Error Messages in
Device-Related Operations” on page 812.

NOTE: You can also view the results from the Job Management page. To view the
results, double-click the row corresponding to the job ID and click the View Results
link corresponding to the device. The Apply CLI Configlet Job Remarks pop-up window
is displayed. Navigate back to the Configlet Results page.

ii. If you scheduled this task for a later time, the Job Information page that appears displays the
schedule information. Click OK.

e Ii. To submit the configuration changes to the change requests, click Submit.

The configuration changes are included in the list of changes on the Review/Deploy Configuration
page in the Devices workspace.

An audit log is generated when you apply or submit the CLI Configlet.

e To cancel the task, click Cancel. You are returned to the CLI Configlets page.

Release History Table



Release Description

17.2 From Junos Space Platform Release 17.2R1 onward, when you select devices by CSV, you can
choose to select all managed devices. Select the Include All Managed Devices check box to list

all managed devices for selection.

17.2 From Junos Space Platform Release 17.2R1 onward, you can use CSV files to input parameter
values when you need to apply configlets on multiple devices.

16.1R1 You can apply the CLI Configlet to the devices or submit the configuration changes included in
the CLI Configlet to the change requests of the selected devices.
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Comparing CLI Configet Versions

You compare CLI configlets when you want to view the difference in the configuration it contains. You
can compare two different CLI configlets or compare two version of the same CLI configlet.

To compare CLI configlets:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The CLI Configlets page is displayed.

2. Select the CLI configlet that you want to compare and select Compare CLI Configlet Versions from
the Actions menu.

The Compare CLI Configlet Versions page is displayed.

3. Use the Source CLI Configlet and Target CLI Configlet lists to select the CLI configlets that you want
to compare.

4. Use the Version lists to specify the versions of the source and target CLI configlets that you have
selected.



5. Click Compare..

The Compare CLI Configlets window is displayed. This window displays differences between the CLI
configlets.

The differences between the two CLI configlets are represented using three different colors:
e Green—The green lines represent the changes that appear only in the source CLI configlet.
e Blue—The blue lines represent the changes that appear only in the target CLI configlet.

e Purple— The purple lines represent the changes that are different between the two CLI configlets.

After the Next Diff and Prev Diff buttons, the total number of differences, the number of differences
in the source CLI configlet, the number of differences in the target CLI configlet, and the number of
changes are displayed.

6. Use the Next Diff and Prev Diff buttons to navigate to the next change or the previous change,
respectively.

7. Click Close to close the window and return to the Compare CLI Configlet Versions page.
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Marking and Unmarking CLI Configlets as Favorite

IN THIS SECTION

Marking CLI Configlets as Favorite | 399
Unmarking CLI Configlets Marked as Favorite | 399

To easily identify CLI Configlets that you want to use to push a configuration to a device, mark the CLI
Configlets as favorite by using the My Favorite private tag. You can then search for and use the tagged



CLI Configlets in all workflows that support selection by tags. You can unmark the CLI Configlets when
you no longer need to identify them.

This topic describes the following tasks:

Marking CLI Configlets as Favorite

To mark CLI Configlets as favorite:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The Configlets page that appears displays a list of CLI Configlets in the Junos Space Platform database.

2. Select the CLI Configlets that you want to mark as favorite and select Mark as Favorite from the Actions
menu.

The Mark as Favorite pop-up window is displayed. The name of the tag is set to My Favorite and the
tag is private.

3. (Optional) In the Description field, enter a description.

4. Click Apply Tag.

The Mark as Favorite dialog box is displayed.

5. Click OK.
The CLI Configlets are tagged.

The CLI Configlets that you tagged as favorite are displayed in the Tag view on the CLI Configlets page.
You can also view the number of objects that are tagged as My Favorite.

Unmarking CLI Configlets Marked as Favorite

To unmark CLI Configlets marked as favorite:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Configlets.

The Configlets page that appears displays a list of CLI Configlets that exist in the Junos Space Platform
database.

2. Select the CLI Configlets that you want unmark as favorite and select Unmark as Favorite from the
Actions menu.

The Unmark as Favorite pop-up window that appears displays that the CLI Configlets are successfully
unmarked as favorite.
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3. Click OK.

The CLI Configlets are untagged.
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CHAPTER 27

Configuration Views

IN THIS CHAPTER
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Configuration Views Overview

Configuration Views are configuration tools provided by Junos OS using which the user can customize
how the configuration details are displayed: Form View, Grid View, XML View, or CLI View. Form View
offers a simple view of the configuration details as key-value pairs. The dynamic fields in Form View are
defined using parameters. Grid View is a customizable grid that shows the key (column) and list of values
(rows). The dynamic column values in Grid View are defined using parameter definitions. Velocity templates
(VTL) are used to define the parameters. XML and CLI views show the configuration of the selected
component in XML and CLI formats respectively.

To access the tasks related to Configuration Views, select CLI Configlets > Configuration View from the
Junos Space user interface.

You can perform the following tasks:

e Create, modify, or delete Configuration Views.

e View the statistics of the Configuration Views present in Junos Space Network Management Platform.



e Export and import Configuration Views in XML format.

Configuration Views can be generated from the actual elements to which the configuration must be applied.
The actual elements are represented in a tree structure of the device configuration in the XML format.
The context of the element for which the Configuration View is being created is called the execution
context.
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Configuration View Variables

A parameter name in Configuration View consists of a leading “$”. Configuration View uses three kinds of
variables. Configuration views can use the following default variables to define a parameter.

Default Variables

The values of the variables are taken from the current execution context. The following are the default

variables.
Variable Value
$DEVICE The name of the host which the configuration view is being created
$INTERFACE Name of the interface for which the configuration view is being created
SUNIT The unit number of the logical interface for which the configuration view is being
created
$CONTEXT The context of the element for which the configuration view is being created

Velocity Templates

Junos Space Network Management Platform enables the user to define the device configuration view
parameter's XPath using Velocity Templates. Nested parameters are referred using VTL. Please refer to
http://velocity.apache.org/engine/1.7/user-guide.html for detailed documentation of VTL. VTL variable
is a type of reference and consists of a leading "$" character followed by a VTL Identifier.


http://velocity.apache.org/engine/1.7/user-guide.html
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Configuration View Workflow

A Configuration View can be defined form the CLI Configlets workspace. Table 49 on page 403 lists the
parameters defined for a Configuration View.

Table 49: Parameters defined for a Configuration View

Name

Domain

Title

Device Family Series

Context

Description

Order

View Type

Name of the configuration view. The Name cannot exceed 255 characters. Allowable
characters include the dash (-), underscore (_), letters, and numbers and the period (.). You
cannot have two configuration views with the same name.

Domain to which the configuration view is associated

Title of the configuration view. The title cannot exceed 255 characters. Allowable characters
include the dash (-), underscore (_), letters, and numbers and the period (.).

The device family series which the configuration view will be applicable for.
The context for which the configuration view would be applicable for.

Description of the configuration view. The description cannot exceed 2500 characters.

This is an optional field.

Order of the configuration view tab in Device Configuration View. The order can accept
values from 1 to 65535.

View types are Form View, Grid View, XML View, and CLI View..

Parameters are the variables defined in the configuration view whose values are got from the environment.
Parameters appear when creating or editing a configuration view, as they are added to configuration view.
To configure a parameter, click modify icon on the toolbar, the Edit Form View Parameter appears. The

attributes of a parameter are set from this screen. To add additional parameter, clicks add icon on the tool
bar, the Add Form View Parameter screen appears. The attributes of a parameter are set from this screen.
To delete a parameter, click the delete icon on the toolbar. Table 50 on page 404 lists the attributes of a

parameter.



Table 50: Attributes of a parameter

Parameter

Index Parameter

Display Name

Configured Value XPATH

Order

Name of the parameter.

To consider a parameter as an index parameter or not. This is applicable for a
grid view only. An index parameter should meet at least one of the following
two conditions except when only one parameter is defined in a grid view.

e An index parameter should refer at least one of the other index parameters.

e An index parameter should be referred in one of the other parameters.

A non index parameter should always refer at least one index parameter.

Display name of the parameter.

This field is used to give the XPath of the configured values. The behavior of
this field depends on the type of view. When the view type is form, the
corresponding value present in the XPath is taken as the field value. In case
XPath returns multiple values, first value returned is considered. In case the
XPath returns multiple values, the first value returned is considered. When the
view type is grid, the following behavior is followed. If more than one parameters
defined then following rules should be met.

e For independent index parameters, a join would be performed between the
values returned by the XPath and the existing set of rows.

e For dependent index parameters, join would be performed between the values
returned by the XPath and the correspondent row.

For non index parameters, if list of values returned then they are aggregated
into comma separated values.

The order of the parameter. The relative order in which the parameter has to
be displayed.
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XML Extensions

In a Configuration View, the querying is not restricted to the Device XML data. Junos Space Platform lets
users define parameters that can fetch additional details that are not a part of the device XML itself.

Operational Status

In the config viewer, realtime status of the component could be queried using the XPath
<xpath-of-the-component>/oper-status.

NOTE: For physical interface component, <xpath-of-physical-inteface>/oper-status/text() cannot
be used. Its only possible to query with <xpath-of-physical-inteface>>/oper-status. This limitation
doesn't apply for chassis components.

Customized Attributes

In config viewer, Custom attributes of a component could be queried using the XPath
<xpath-of-the-component>/customized-attribute[name="'<attribute-name>'].

While defining a view with customized attribute, the user has an option to make it editable. Making a
customized attribute editable would allow the user to edit the values inline. Changes would be persisted
immediately. To make a customized attribute editable, enable the checkboxes ‘Customized Attribute’ and
‘Editable’. Custom attributes are editable only in Grid View.

NOTE: For custom attributes XPath
<xpath-of-the-component>/customized-attribute[name='<attribute-name>'] can be used, but
/text() or any other extensions at the end of the XPath cannot be used.
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Creating a Configuration View

You create a configuration view from the Configlets workspace.

To create a configuration view:

1. Onthe Junos Space Network Management Platform user interface, select CLI Configlets > Configuration

View.

The Configuration View page is displayed.

2. Click the Create Configuration View icon from the Actions menu.

The Create Configuration View page is displayed. Table 51 on page 406 lists the columns displayed on

this page.

Table 51: Columns on the Configuration Views Page

Field

Name

Domain

Title

Device Family

Description

Order

View Type

Creation Time

Last Updated Time

Last Modified By

Description

Name of the configuration view

Domain to which the configuration view is associated

Title of the configuration view

Family of the device

Description of the configuration view

Order in which the view has to be applied and it accepts only values greater
than zero

Type of configuration view - Form view, Grid view, XML view, and CLI view

Date and time when the configuration view was created

Latest time when the configuration view was last updated

Login ID of the user who last modified the configuration view

3. In the Name field, enter the name for the configuration view

The Name cannot exceed 255 characters. Allowable characters include the dash (-), underscore (),
letters, and numbers and the period (.). You cannot have two configuration views with the same name.



9.

From the View Type drop-down list, select the type of configuration view you want to create.

In the Title filed, enter a title for the configuration view.

The title cannot exceed 255 characters. Allowable characters include the dash (-), underscore (), letters,
and numbers and the period (.).

From the Device Family Series drop-down list, select the appropriate device family for which you want
to create a configuration filter.

From the Context drop-down list, select the appropriate XPath value.

(Optional) In the Description field, enter a description.

The description cannot exceed 2500 characters.

In the Order field, enter an appropriate value.

10. Click the Add Parameter icon to add a parameter.

The Add Form View Parameter pop-up window is displayed. Configure the parameter on this page.
a. In the Parameter field, enter the name of the parameter.

b. In the Display Name field, enter a display name for this parameter.

c. Select the Script Dependant check-box if you want to use a script.

o If you select the configuration view to depend on a script, select the appropriate local script from
the Local Script drop-down list.

d. From the Configured Value Xpath drop-down list, select an appropriate XPath value.
e. Inthe Order field, enter an appropriate value.

f. Click Add.

11. (Optional) Add multiple parameters.

12. Click Create.

The configuration view is created.

NOTE: To assign a configuration view to a domain, select the configuration view and select
Assign Configuration View to Domain from the Actions menu.
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Viewing a Configuration View

You view a configuration view when you need to view the details of the configuration view.
To view a configuration view:

1. On the Network Management Platform user interface, select CLI Configlets > Configuration View.

The Configuration View page that appears displays the configuration views.

2. Select the configuration view you want to view and select the View Configuration View icon from the
Actions bar.

The View Configuration View dialog box is displayed.

Table 39 on page 307 lists the details of the configuration view displayed in the View Configuration
View dialog box.

Table 52: View Template Definition Dialog Box Details

Field or Area Description Displayed In

Name Name of the configuration view Configuration View page

View Configuration View dialog box

Title Title of the configuration view Configuration View page

View Configuration View dialog box

Device Family Device family to which the configuration Configuration View page
view belongs

OS Version Context of the configuration view Configuration View page

View Configuration View dialog box

Description Description of the configuration view Configuration View page

View Configuration View dialog box



Table 52: View Template Definition Dialog Box Details (continued)

Field or Area Description Displayed In

Order Order of the configuration view Configuration View page

View Configuration View dialog box

View Type Type of the configuration view: Form view, = Configuration View page

CLI view, Grid view, or XML view
View Configuration View dialog box

Updated Time Time when the configuration view was last | Configuration View page

updated
View Configuration View dialog box

Modified By Username of the user who modified the Configuration View page

configuration view
View Configuration View dialog box

3. Click Close to close the View Configuration View dialog box.
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Modifying a Configuration View

You modify a configuration view when you want to change the properties of the configuration view.
To modify a configuration view:

1. Onthe Junos Space Network Management Platform user interface, select CLI Configlets > Configuration
View.

The Configuration View page is displayed.



. Select the configuration view you want to modify and select the Modify Configuration View icon on

the Actions menu.

The Modify Configuration View page is displayed.

Modify the properties of the configuration view and click Update.

The configuration view is modified.
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Deleting Configuration Views

You delete configurations view when want to remove it from Junos Space Network Management Platform.

To delete configuration views:

1.

On the Junos Space Network Management Platform user interface, select CLI Configlets > Configuration
View.

The Configuration View page is displayed.

. Select the configurations views you want to delete and select the Delete Configuration View icon from

the Actions menu.

The Delete Configuration View pop-up window is displayed.

Click Delete.

The configuration views are deleted.

Configuration Views Overview | 401

Creating a Configuration View | 406



Exporting and Importing Configuration Views

IN THIS SECTION
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You export Configuration Views from the Junos Space Network Management Platform database to your
local computer so that copies of Configuration Views are locally available. Configuration Views are exported
in the XML format. You import Configuration Views from your local computer to the Junos Space Platform
database so that copies of Configuration Views are stored in the database. Configuration Views are imported
in the XML format. You can also overwrite existing Configuration Views in the Junos Space Platform
database. An audit log entry is created when you export or import a Configuration View.

NOTE: You cannot export the default Configuration View Default View from the Junos Space
Platform database. If you select the Default View, the Export Configuration Views option is
unavailable.

When you export multiple Configuration Views from Junos Space Platform, they are exported as a single
XML file in the following format:

<configuration-views>
<configuration-view>configuration-view1</configuration-view>
<configuration-view>configuration-view2</configuration-view>

<configuration-view>configuration-view3</configuration-view>



<configuration-views>

Exporting Configuration Views

You export Configuration Views in the XML format to your local computer.

To export Configuration Views:

1.

On the Junos Space Network Management Platform user interface, select CLI Configlets > Configuration
View.

The Configuration View page that appears displays all the Configuration Views in the Junos Space
Platform database.

. Select the Configuration Views that you want to export and select Export Configuration Views from

the Actions menu.

The Export Configuration Views dialog box is displayed.

You can export only those Configuration Views you selected or all Configuration Views (except Default
View) from the Junos Space Platform database.

NOTE: If the Configuration View you selected is script dependent, the local script-name field
displays only the name of that local script that is referred to in the Configuration View.

To export selected Configuration Views:

a. Click Export Selected in the Export Configuration Views dialog box.

The Export Configuration Views dialog box is displayed. When the job is completed, the Export
Configuration Views dialog box indicates that the job is 100% complete.

b. Click the Download link in the dialog box to export the Configuration Views.

The Configuration Views are downloaded to the local computer.

To export all Configuration Views:

a. Click Export All on the Export Configuration Views dialog box.

The Export Configuration Views dialog box is displayed. When the job is completed, the Export
Configuration Views dialog box indicates that the job is 100% complete.

b. Click the Download link in the dialog box to export the Configuration Views.



The Configuration Views are downloaded to the local computer.

4. (Optional) Click the progress bar in the Export Configuration Views dialog box to view the details of
the job on the Job Management page.

You are directed to the Job Management page.

To return to the Configuration View page, click the [X] icon in the Export Configuration Views dialog box.

Importing Configuration Views

You cannot import Configuration Views if they contain invalid data such as an invalid script name or an
invalid device family. If one of the Configuration Views contain invalid data, the import job fails.

To import Configuration Views:

1. Onthe Junos Space Network Management Platform user interface, select CLI Configlets > Configuration
View.

The Configuration View page that appears displays all the Configuration Views in the Junos Space
Network Management Platform database.

2. Click the Import Configuration Views icon on the toolbar.

The Import Configuration Views page is displayed.

3. (Optional) Click the View Sample Link on this page to view the valid format of the Configuration View
XML file.

4. Click Browse and select the Configuration View XML file.

5. Click Import.



NOTE: You cannot import Configuration Views if they contain invalid data such as an invalid
script name or an invalid device family. If one of the Configuration Views contain invalid data,
an error message indicates the reason for the failure of the import job of the Configuration
View.

o If the Configuration View you are importing does not exist in the Junos Space Platform database,
the Configuration View is imported to the database. When the Configuration View is imported, the
Import Configuration Views dialog box is displayed.

To accept the import of the Configuration View:

i. Click OK.

You are redirected to the Configuration Views page.

o If a Configuration View with the same name exists in the Junos Space Platform database, the
Configuration View Already Exists dialog box is displayed. You can overwrite the existing
Configuration View or cancel the workflow.

e To overwrite an existing Configuration View:

i. Click OK.
The Import Configuration View dialog box is displayed.

ii. Click OK.

You are redirected to the Configuration Views page.

e To avoid overwriting and cancel the workflow:

i. Click Cancel.

The Import Configuration View dialog box is displayed.

ii. Click OK.

You are redirected to the Configuration Views page.
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Viewing Configuration Views Statistics

You can view the statistics about the configuration views from the CLI Configlets workspace. The
Configuration Views landing page displays the Configuration Viewer Count by Device Family bar chart.
The bar chart shows the number of configuration views on the y axis and device family series on the x
axis.

To view the statistics of configuration views:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets.

The CLI Configlets landing page is displayed. This page displays the charts related to CLI configlets and
configuration views.

2. Click a specific label on a chart.
You will be redirected to the Configuration Views page that is filtered based on the label you clicked.

To save the bar chart as an image or to print for presentations or reporting, right-click the bar chart
and use the menu to save or print the image.
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Default Configuration Views Examples

Default configuration Views are added during server start up or data migration during an upgrade. These
default configuration Views are added only on the initial server start up and data migration during an
upgrade. Default configuration Views cannot be added every time the server starts. The user can perform
all the usual operations with the default configuration Views including delete operation.

Adding default configuration Views during migration has the following conditions:

e 13.1t0 13.3:



o Default configuration Views are added if an entity with the same name does not exist in 13.1.

o Default configuration Views are over written if an entity with the same name exists in 13.1.

e 13.3 to later releases:

o Default configuration Views are not added or overwritten, if the default configuration Views are
modified or deleted by the user in 13.3.

Default view

This view produces the configuration of the selected node in CLI format- curly brace format.
Context: //
This configuration view is targeted for all the entities.
Sample CLI view
## Device: EX4200
interfaces {
ge-0/0/4 {
description "desc";

unit O {
description "description for Unit;";

Example XML view

This view produces the configuration of the selected node in XML format.
Context: ///device/configuration/protocols

This configuration view is targeted for protocols.

Sample CLI view

## Device: EX4200

<!-- Device: Ex4200 -->
<protocols>
<igmp-snooping>
<vlan>



<name>al I</name>
</vlan>
</igmp-snooping>
<rstp>
</rstp>
<ildp>
<interface>
<name>al I</name>
</interface>
</11dp>
<lldp-med>
<interface>
<name>al I</name>
</interface>
</1ldp-med>
</protocols>

Example Form view

This form view displays certain important information about device.

Context:/device
Sample Form view Details:

Table 53: Parameters

Display Script

name dependent Parameter

Device Name @ false Device_Name

OS Version false OS_Version

Serial Number | false Serial_Number
Chassis false chassis_description
Location false snmp_location
Contact false snmp_contact

Sample Form View:

Device Name: ACX-34

Configured value xpath

/device/system-information/host-name/text()

/device/system-information/os-version/text()

/device/system-information/serial-number/text()

/device/chassis-inventory/chassis/description/text()

/device/configuration/snmp/location/text()

/device/configuration/snmp/contact/text()

Order



OS Version: 12.3-20130818_att_12g3_x51.0
Serial Number: ABCDE12345

Chassis: ACX1100

Location: location1

Contact: John Doe

Example Grid view

This view displays information about the selected node in Grid format.
Context:/device
Sample Grid View Details

Table 54: Parameters

Index Script Customized
Parameter parameter Display name dependent attribute Editable = Order
Device_Name true Device Name false false false 1
Physical_Interface Name | true Physical Interface = false false false 2
Name
IP_Address false IP Address false false false 3
MAC_Address false MAC Address false false false 4
Operational_Status = false OperationalStatus = false false false 5
Admin_Status false Admin Status false false false 6
Speed false Speed false false false 7

Table 55 on page 418 displays the parameters, configured value Xpaths and the order.
Table 55: Parameters and Configured Value XPath

Parameter Configured value xpath Order

Device_Name /device/system-information/host-name/text() 1



Table 55: Parameters and Configured Value XPath (continued)

Parameter

Physical_Interface_Name

IP_Address

MAC_Address

Operational_Status

Admin_Status

Speed
Sample Grid View

Device Physical
Name interface
ACX-34 ge-0/0/0
ACX-34 ge-0/0/1
ACX-34 ge-0/0/2
ACX-34 ge-0/0/3

Configured value xpath

/device[rame="%evice Nare"V/interface-information/physical-interface
[starts-with(name, "xe")or starts-with(name, "ge-")or
starts-with(name, "fe")]/name/ text()

/device[name="$Device Name™]/configuratior/interfaces/interface
[name="%$Physical_Interface_Name"]/unit[name="0"]
/Tamily/inet/address/name/text()

device[name="%evice Nane"V/interface-infomatiovphysical-interface
[name="$Physical_Interface_Name"]/hardware-physical-address

/device[nane="evice Name™ /interface-information/physical-interface
[name="$Physical_Interface_Name"]/oper-status/text()

/device[rame="%evice Nare"V/interface-information/physical-interface
[name="$Physical_Interface_Name"]/admin-status/text()

/evice[nane="Fevice Nare"J/interface-imfomation/physical-interface
[name="$Physical_Interface_Name"]/speed/text()

IP Operational =~ Admin
address = MAC address status status
NA 00:00:5E:00:53:00 down Up
NA 00:00:5E:00:53:00 down Up
NA 00:00:5E:00:53:00 down Up
NA 00:00:5E:00:53:00 down Up
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Order

Speed

1000mbps

1000mbps

1000mbps

1000mbps
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XPath and Regular Expressions
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XPath and Regex Overview

While developing configlets, XPaths and Regular Expressions would be used intensively. It would be
desirable to let the user define frequently used XPaths and Regular expressions in such a way that they
can be referred when required. User can define these templates from the Xpath and Regex task group in
the CLI Configlets workspace.

XPaths and Regular expressions defined here are referred from all the fields that require the defined type
as input. The user defined values can be selected from the dropdown provided for the field. This can be
edited at the field level.

Creating Xpath or Regex | 421
Modifying Xpath and Regex | 421



Creating Xpath or Regex

You create Xpath and Regex from the CLI configlets workspace.
To create an Xpath and Regex:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Xpath and
Regex.

The Xpath and Regex page is displayed.

2. Click the Create Xpath and Regex icon on the Actions menu.

The Create Xpath/Regex page is displayed.
3. In the Name field, enter the name of the Regex or Xpath.
4. From the Property Type field, select an appropriate value for the Xpath or Regex.
5. In the Value field, enter an appropriate value.

6. Click Create.

The Xpath or regular expression is created.

NOTE: To assign the Xpath or regular expression t a domain, select Assign Xpath to Domain
from the the Actions menu.
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Modifying Xpath and Regex

You modify an Xpath and Regex when you want to change the properties of the Xpath or Regex.



To modify an Xpath and Regex:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Xpath and
Regex.

The Xpath and Regex page is displayed.

2. Select the Xpath and Regex you want to modify and select the Modify Xpath and Regex icon on the
Actions menu.

The Modify Xpath/Regex page is displayed.

3. Modify the Xpath and Regex properties and click Update.

The Xpath and Regex is modified.
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Deleting Xpath and Regex

You delete an Xpath and Regex when you no longer want it on Junos Space Network Management Platform.
To delete an Xpath and Regex:

1. On the Junos Space Network Management Platform user interface, select CLI Configlets > Xpath and
Regex.

The Xpath and Regex page is displayed.

2. Select the Xpath and Regex you want to delete and select the Delete Xpath and Regex icon on the
Actions menu.

The Delete Xpath/Regex pop-up window is displayed.

3. Click Delete.
The Xpath and Regex is deleted.
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XPath and Regular Expression Examples

Default Xpath and Regex are added during server start up or data migration performed during an upgrade.
These default Xpath and Regex are added only on the initial server start up and during data migration as
a result of an upgrade.The User can perform all the usual operations on the default Xpath and Regex,
including delete operation.

Adding default Xpath and Regex during migration has the following conditions:

e 13.1t013.3:
o Default Xpath and Regex are added if an entity with the same name does not exist in 13.1.

o Default Xpath and Regex are over written if an entity with the same name exists in 13.1.

e 13.3 to later releases:

o Default Xpath and Regex are not added/overwritten, if the default Xpath and Regex is modified/deleted
by the user in 13.3.

Example 1 - Alphanumeric

To refer in configlet’s Regex Value. It accepts all the alphanumeric characters.
Type: Regular Expression

Value: [a-zA-Z0-9]*

Example 2 - Logical Interfaces per Physical Interface

To fetch the logical interface of selected physical interface
Type: Xpath Context