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Juniper Networks, the Juniper Networks logo, Juniper, and Junos are registered trademarks of Juniper Networks, Inc. and/or its affiliates in
the United States and other countries. All other trademarks may be property of their respective owners.

Juniper Networks assumes no responsibility for any inaccuracies in this document. Juniper Networks reserves the right to change, modify,
transfer, or otherwise revise this publication without notice.

Products made or sold by Juniper Networks or components thereof might be covered by one or more of the following patents that are
owned by or licensed to Juniper Networks: U.S. Patent Nos. 5,473,599, 5,905,725, 5,909,440, 6,192,051, 6,333,650, 6,359,479, 6,406,312,
6,429,706, 6,459,579, 6,493,347, 6,538,518, 6,538,899, 6,552,918, 6,567,902, 6,578,186, and 6,590,785.

Ulticom, Signalware, Programmable Network, Ultimate Call Control, and Nexworx are registered trademarks of Ulticom, Inc. Kineto and
the Kineto Logo are registered trademarks of Kineto Wireless, Inc. Software Advancing Communications and SignalCare are trademarks
and service marks of Ulticom, Inc. CORBA (Common Object Request Broker Architecture) is a registered trademark of the Object Management
Group (OMG). Raima, Raima Database Manager, and Raima Object Manager are trademarks of Raima, Inc. Sun, Sun Microsystems, the
Sun logo, Java, Solaris, MySQL, and all trademarks and logos that contain Sun, Solaris, MySQL, or Java are trademarks or registered
trademarks of Oracle America, Inc. in the United States and other countries. All other trademarks, service marks, registered trademarks, or
registered service marks are the property of their respective owners. All specifications are subject to change without notice.

Contains software copyright 2000-2014 by Oracle America, Inc., distributed under license.

Steel-Belted Radius uses Thrift, licensed under the Apache License, Version 2.0 (the “License”); you may not use this file except in compliance
with the License.

You may obtain a copy of the license at
http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an “AS IS” BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations under the License.
Steel-Belted Radius uses Cyrus SASL under the following license:
Copyright © 1994-2012 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name "Carnegie Mellon University" must not be used to endorse or promote products derived from this software without prior written
permission. For permission or any legal details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any form whatsoever must retain the following acknowledgment:
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"This product includes software developed by Computing Services at Carnegie Mellon University (http:/www.cmu.edu/computing/)."

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITHREGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE FOR ANY SPECIAL, INDIRECT
OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Steel-Belted Radius uses Xerces XML DOM, from the Apache Group. It has the following terms.
The Apache Software license, Version 1.1
Copyright © 1999-2003 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The end-user documentation included with the redistribution, if any, must include the following acknowledgment: “This product includes
software developed by the Apache Software Foundation (http://www.apache.org/).” Alternately, this acknowledgment may appear in the
software itself, if and wherever such third-party acknowledgments normally appear.

4. The names “Xerces” and “Apache Software Foundation” must not be used to endorse or promote products derived from this software
without prior written permission. For written permission, please contact apache@apache.org.

5. Products derived from this software may not be called “Apache”, nor may “Apache” appear in their name, without prior written permission
of the Apache Software Foundation.

THIS SOFTWARE IS PROVIDED “AS IS” AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. INNO EVENT SHALL THE APACHE
SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf of the Apache Software Foundation and was originally
based on software copyright © 1999, International Business Machines, Inc., http://www.ibm.com. For more information on the Apache
Software Foundation, please see http://www.apache.org/.

Steel-Belted Radius uses the LDAP v2 Server from the University of Michigan. It has the following terms.

Copyright © 1991 Regents of the University of Michigan. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that this notice is preserved and that due credit is given to the
University of Michigan at Ann Arbor. The name of the University may not be used to endorse or promote products derived from this software
without specific prior written permission. This software is provided “as is” without express or implied warranty.

Portions of this software copyright 2003-2009 Lev Walkin <vim@lionet.info> All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
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THIS SOFTWARE IS PROVIDED BY THEAUTHOR AND CONTRIBUTORS “AS1S” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT OROTHERWISE) ARISING INANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

Portions of this software copyright 1989, 1991, 1992 by Carnegie Mellon University

SBR includes NetSNMP under the following licenses: Derivative Work—1996, 1998-2009 Copyright 1996, 1998-2009. The Regents of the
University of California All Rights Reserved. Permission to use, copy, modify and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appears in all copies and that both that copyright
notice and this permission notice appear in supporting documentation, and that the name of CMU and The Regents of the University of
California not be used in advertising or publicity pertaining to distribution of the software without specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU OR THE REGENTS OF THE
UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER
RESULTING FROM THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS
ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Portions of this software copyright © 2001-2009, Networks Associates Technology, Inc. All rights reserved. Redistribution and use in source
and binary forms, with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the Networks Associates Technology, Inc. nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS1S” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Portions of this software are copyright © 2001-2009, Cambridge Broadband Ltd. All rights reserved. Redistribution and use in source and
binary forms, with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Steel-Belted Radius includes zlib libraries, copyright © 1995-2009 Jean-loup Gailly and Mark Adler. This software is provided “as-is,” without
any express or implied warranty. In no event will the authors be held liable for any damages arising from the use of this software. Permission
is granted to anyone to use this software for any purpose, including commercial applications, and to alter it and redistribute it freely, subject
to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the original software. If you use this software
in a product, an acknowledgment in the product documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the original software.
3. This notice may not be removed or altered from any source distribution.

Steel-Belted Radius uses Jaxen, a “Java XPath Engine” from The Werken Company under the following license:

Copyright 2003 © The Werken Company. All Rights Reserved.

Redistribution and use of this software and associated documentation (“Software”), with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain copyright statements and notices. Redistributions must also contain a copy of this document.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name “jaxen” must not be used to endorse or promote products derived from this Software without prior written permission of The
Werken Company. For written permission, please contact bob@werken.com.

4. Products derived from this Software may not be called “jaxen” nor may “jaxen” appear in their names without prior written permission
of The Werken Company. “jaxen” is a registered trademark of The Werken Company.

5. Due credit should be given to The Werken Company. (http://jaxen.werken.com/).

THIS SOFTWARE IS PROVIDED BY THE WERKEN COMPANY AND CONTRIBUTORS “AS IS” AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE WERKEN COMPANY OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

HTTPClient package Copyright © 1996—-2009 Ronald Tschalar (ronald@innovation.ch)

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General Public License as published
by the Free Software Foundation; either version 2 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General Public License for more details. For a copy
of the GNU Lesser General Public License, write to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307,
USA.

Steel-Belted Radius uses OpenSSL version 1.0.2-h, which have the following terms:

Copyright ©1998-2016 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
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3. All advertising materials mentioning features or use of this software must display the following acknowledgment:
"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this software
without prior written permission. For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS'" AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).

OpenSSL is also subject to the following terms.

Copyright ©1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included
with this distribution is covered by the same copyright terms except that the holder is Tim Hudson (tjih@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library used.

This can be in the form of a textual message at program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:
"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"
The word 'cryptographic' can be left out if the rouines from the library being used are not cryptographic related :

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must include an
acknowledgement:

"This product includes software written by Tim Hudson (tih@cryptsoft.com)"
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THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THEAUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code cannot be changed. i.e. this code cannot
simply be copied and put under another distribution licence [including the GNU Public Licence.]

SBR contains software copyright © 2000-2009 by The Legion Of The Bouncy Castle (http://www.bouncycastle.org)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Steel-Belted Radius uses modified source from OpenSolaris (now Oracle) under the CDDL, which can be found at
http://hub.opensolaris.org/bin/view/Main/opensolaris_license. Modified source is available. Please refer to the SBR Carrier release notes.

SBR includes Spider Monkey libraries under Mozilla Public License Version 2.0
1. Definitions
1.1. “Contributor” means each individual or legal entity that creates, contributes to the creation of, or owns Covered Software.

1.2.“Contributor Version” means the combination of the Contributions of others (if any) used by a Contributor and that particular Contributor’s
Contribution.

1.3. “Contribution” means Covered Software of a particular Contributor.

1.4. “Covered Software” means Source Code Form to which the initial Contributor has attached the notice in Exhibit A, the Executable Form
of such Source Code Form, and Modifications of such Source Code Form, in each case including portions thereof.

1.5. “Incompatible With Secondary Licenses” means that the initial Contributor has attached the notice described in Exhibit B to the Covered
Software; or that the Covered Software was made available under the terms of version 1.1 or earlier of the License, but not also under the
terms of a Secondary License.

1.6. “Executable Form” means any form of the work other than Source Code Form.

1.7. “Larger Work” means a work that combines Covered Software with other material, in a separate file or files, that is not Covered Software.

1.8. “License” means this document.

1.9. “Licensable” means having the right to grant, to the maximum extent possible, whether at the time of the initial grant or subsequently,
any and all of the rights conveyed by this License.

1.10. “Modifications” means any of the following: any file in Source Code Form that results from an addition to, deletion from, or modification
of the contents of Covered Software; or any new file in Source Code Form that contains any Covered Software.
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1.11. “Patent Claims” of a Contributor means any patent claim(s), including without limitation, method, process, and apparatus claims, in
any patent Licensable by such Contributor that would be infringed, but for the grant of the License, by the making, using, selling, offering
for sale, having made, import, or transfer of either its Contributions or its Contributor Version.

1.12. “Secondary License” means either the GNU General Public License, Version 2.0, the GNU Lesser General Public License, Version 2.1, the
GNU Affero General Public License, Version 3.0, or any later versions of those licenses.

1.13. “Source Code Form” means the form of the work preferred for making modifications.

1.14. “You” (or “Your”) means an individual or a legal entity exercising rights under this License. For legal entities, “You” includes any entity
that controls, is controlled by, or is under common control with You. For purposes of this definition, “control” means (a) the power, direct
or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (b) ownership of more than fifty
percent (50%) of the outstanding shares or beneficial ownership of such entity.

2. License Grants and Conditions

2.1. Grants

Each Contributor hereby grants You a world-wide, royalty-free, non-exclusive license: under intellectual property rights (other than patent
or trademark) Licensable by such Contributor to use, reproduce, make available, modify, display, perform, distribute, and otherwise exploit
its Contributions, either on an unmodified basis, with Modifications, or as part of a Larger Work; and under Patent Claims of such Contributor
to make, use, sell, offer for sale, have made, import, and otherwise transfer either its Contributions or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License. Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor: for any code that a Contributor has removed from Covered Software; or for infringements caused by: (i) Your and any other
third party’s modifications of Covered Software, or (ii) the combination of its Contributions with other software (except as part of its

Contributor Version); or under Patent Claims infringed by Covered Software in the absence of its Contributions.

This License does not grant any rights in the trademarks, service marks, or logos of any Contributor (except as may be necessary to comply
with the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as a result of Your choice to distribute the Covered Software under a subsequent version of this
License (see Section 10.2) or under the terms of a Secondary License (if permitted under the terms of Section 3.3).

2.5. Representation

Each Contributor represents that the Contributor believes its Contributions are its original creation(s) or it has sufficient rights to grant the
rights to its Contributions conveyed by this License.

2.6. Fair Use

This License is not intended to limit any rights You have under applicable copyright doctrines of fair use, fair dealing, or other equivalents.
2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted in Section 2.1.

3. Responsibilities

3.1. Distribution of Source Form
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All distribution of Covered Software in Source Code Form, including any Modifications that You create or to which You contribute, must be
under the terms of this License. You must inform recipients that the Source Code Form of the Covered Software is governed by the terms
of this License, and how they can obtain a copy of this License. You may not attempt to alter or restrict the recipients’ rights in the Source
Code Form.

3.2. Distribution of Executable Form
If You distribute Covered Software in Executable Form then:

such Covered Software must also be made available in Source Code Form, as described in Section 3.1, and You must inform recipients of
the Executable Form how they can obtain a copy of such Source Code Form by reasonable means in a timely manner, at a charge no more
than the cost of distribution to the recipient; and

You may distribute such Executable Form under the terms of this License, or sublicense it under different terms, provided that the license
for the Executable Form does not attempt to limit or alter the recipients’ rights in the Source Code Form under this License.

3.3. Distribution of a Larger Work

You may create and distribute a Larger Work under terms of Your choice, provided that You also comply with the requirements of this
License for the Covered Software. If the Larger Work is a combination of Covered Software with a work governed by one or more Secondary
Licenses, and the Covered Software is not Incompatible With Secondary Licenses, this License permits You to additionally distribute such
Covered Software under the terms of such Secondary License(s), so that the recipient of the Larger Work may, at their option, further
distribute the Covered Software under the terms of either this License or such Secondary License(s).

3.4. Notices

You may not remove or alter the substance of any license notices (including copyright notices, patent notices, disclaimers of warranty, or
limitations of liability) contained within the Source Code Form of the Covered Software, except that You may alter any license notices to
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

You may choose to offer, and to charge a fee for, warranty, support, indemnity or liability obligations to one or more recipients of Covered
Software. However, You may do so only on Your own behalf, and not on behalf of any Contributor. You must make it absolutely clear that
any such warranty, support, indemnity, or liability obligation is offered by You alone, and You hereby agree to indemnify every Contributor
for any liability incurred by such Contributor as a result of warranty, support, indemnity or liability terms You offer. You may include additional
disclaimers of warranty and limitations of liability specific to any jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If itis impossible for You to comply with any of the terms of this License with respect to some or all of the Covered Software due to statute,
judicial order, or regulation then You must: (a) comply with the terms of this License to the maximum extent possible; and (b) describe the
limitations and the code they affect. Such description must be placed in a text file included with all distributions of the Covered Software
under this License. Except to the extent prohibited by statute or regulation, such description must be sufficiently detailed for a recipient of
ordinary skill to be able to understand it.

5. Termination

5.1. The rights granted under this License will terminate automatically if You fail to comply with any of its terms. However, if You become
compliant, then the rights granted under this License from a particular Contributor are reinstated (a) provisionally, unless and until such
Contributor explicitly and finally terminates Your grants, and (b) on an ongoing basis, if such Contributor fails to notify You of the
non-compliance by some reasonable means prior to 60 days after You have come back into compliance. Moreover, Your grants from a
particular Contributor are reinstated on an ongoing basis if such Contributor notifies You of the non-compliance by some reasonable means,
this is the first time You have received notice of non-compliance with this License from such Contributor, and You become compliant prior
to 30 days after Your receipt of the notice.

5.2.1f You initiate litigation against any entity by asserting a patent infringement claim (excluding declaratory judgment actions, counter-claims,
and cross-claims) alleging that a Contributor Version directly or indirectly infringes any patent, then the rights granted to You by any and
all Contributors for the Covered Software under Section 2.1 of this License shall terminate.
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5.3.In the event of termination under Sections 5.1 or 5.2 above, all end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Your distributors under this License prior to termination shall survive termination.

6. Disclaimer of Warranty

Covered Software is provided under this License on an “as is” basis, without warranty of any kind, either expressed, implied, or statutory,
including, without limitation, warranties that the Covered Software is free of defects, merchantabile, fit for a particular purpose or non-infringing.
The entire risk as to the quality and performance of the Covered Software is with You. Should any Covered Software prove defective in any
respect, You (not any Contributor) assume the cost of any necessary servicing, repair, or correction. This disclaimer of warranty constitutes
an essential part of this License. No use of any Covered Software is authorized under this License except under this disclaimer.

7. Limitation of Liability

Under no circumstances and under no legal theory, whether tort (including negligence), contract, or otherwise, shall any Contributor, or
anyone who distributes Covered Software as permitted above, be liable to You for any direct, indirect, special, incidental, or consequential
damages of any character including, without limitation, damages for lost profits, loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses, even if such party shall have been informed of the possibility of such
damages. This limitation of liability shall not apply to liability for death or personal injury resulting from such party’s negligence to the extent
applicable law prohibits such limitation. Some jurisdictions do not allow the exclusion or limitation of incidental or consequential damages,
so this exclusion and limitation may not apply to You.

8. Litigation

Any litigation relating to this License may be brought only in the courts of a jurisdiction where the defendant maintains its principal place
of business and such litigation shall be governed by laws of that jurisdiction, without reference to its conflict-of-law provisions. Nothing in
this Section shall prevent a party’s ability to bring cross-claims or counter-claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject matter hereof. If any provision of this License is held to be
unenforceable, such provision shall be reformed only to the extent necessary to make it enforceable. Any law or regulation which provides
that the language of a contract shall be construed against the drafter shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section 10.3, no one other than the license steward has the right to modify
or publish new versions of this License. Each version will be given a distinguishing version number.

10.2. Effect of New Versions

You may distribute the Covered Software under the terms of the version of the License under which You originally received the Covered
Software, or under the terms of any subsequent version published by the license steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to create a new license for such software, you may create and use a
modified version of this License if you rename the license and remove any references to the name of the license steward (except to note
that such modified license differs from this License).

10.4. Distributing Source Code Form that is Incompatible With Secondary Licenses

If You choose to distribute Source Code Form that is Incompatible With Secondary Licenses under the terms of this version of the License,
the notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public License v.2.0. If a copy of the MPL was not distributed with this file, You
can obtain one at http://mozilla.org/MPL/2.0/.
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If it is not possible or desirable to put the notice in a particular file, then You may include the notice in a location (such as a LICENSE file in
a relevant directory) where a recipient would be likely to look for such a notice.

You may add additional accurate notices of copyright ownership.

Exhibit B - “Incompatible With Secondary Licenses” Notice

This Source Code Form is “Incompatible With Secondary Licenses”, as defined by the Mozilla Public License, v. 2.0.
Steel-Belted Radius uses openLDAP libraries under the following license:

The OpenLDAP Public License Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation (“Software”), with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions in source form must retain copyright statements and notices,

2. Redistributions in binary form must reproduce applicable copyright statements and notices, this list of conditions, and the following
disclaimer in the documentation and/or other materials provided with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time. Each revision is distinguished by a version number. You may use this
Software under terms of this license revision or under the terms of any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS CONTRIBUTORS “AS IS” AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. INNO EVENT SHALL THE OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S) OROWNER(S)
OF THE SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in advertising or otherwise to promote the sale, use or other dealing in
this Software without specific, written prior permission. Title to copyright in this Software shall at all times remain with copyright holders.

OpenLDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City, California, USA. All Rights Reserved. Permission to copy and distribute
verbatim copies of this document is granted.

The "inih" library is distributed under the New BSD license:

Copyright © 2009, Brush Technology
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of Brush Technology nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY BRUSH TECHNOLOGY "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
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EVENT SHALL BRUSH TECHNOLOGY BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

Contains software copyright 2007-2014, by Sencha, Inc., distributed under license.

Steel-Belted Radius uses Jetty 9 under the Apache License 2.0, You may obtain a copy of the license at
http://www.apache.org/licenses/LICENSE-2.0

Steel-Belted Radius uses Google Web Toolkit (GWT) under the Apache License 2.0, You may obtain a copy of the license at
http://www.apache.org/licenses/LICENSE-2.0

Steel-Belted Radius uses Apache HTTP components under the Apache License 2.0, You may obtain a copy of the license at
http://www.apache.org/licenses/LICENSE-2.0

Steel-Belted Radius uses OpenJDK

GNU General Public License, version 2, with the Classpath Exception
The GNU General Public License (GPL)

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast, the GNU General Public License
is intended to guarantee your freedom to share and change free software--to make sure the software is free for all its users. This General
Public License applies to most of the Free Software Foundation's software and to any other program whose authors commit to using it.
(Some other Free Software Foundation software is covered by the GNU Library General Public License instead.) You can apply it to your
programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for this service if you wish), that you receive source code or can get it if
you want it, that you can change the software or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the rights. These
restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that you have.
You must make sure that they, too, receive or can get the source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we want its recipients to know that what they have is not the original,
so that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free program
will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we have made it clear that any patent

must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.
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TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program", below, refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law: that is to say, a work containing the Program or a portion of it, either
verbatim or with modifications and/or translated into another language. (Hereinafter, translation is included without limitation in the term
"modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope. The act of running
the Program is not restricted, and the output from the Program is covered only if its contents constitute a work based on the Program
(independent of having been made by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided that you conspicuously
and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to
this License and to the absence of any warranty; and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and copy and distribute
such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program or any part thereof,
to be licensed as a whole at no charge to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must cause it, when started running for such interactive
use in the most ordinary way, to print or display an announcement including an appropriate copyright notice and a notice that there is no
warranty (or else, saying that you provide a warranty) and that users may redistribute the program under these conditions, and telling the
user how to view a copy of this License. (Exception: if the Program itself is interactive but does not normally print such an announcement,
your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Program, and can
be reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply to those sections
when you distribute them as separate works. But when you distribute the same sections as part of a whole which is a work based on the
Program, the distribution of the whole must be on the terms of this License, whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to exercise
the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the Program) on a
volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under the terms of
Sections 1and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms of Sections
1and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your cost of physically
performing source distribution, a complete machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1and 2 above on a medium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This alternative is allowed only
for noncommercial distribution and only if you received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work, complete source
code means all the source code for all modules it contains, plus any associated interface definition files, plus the scripts used to control
compilation and installation of the executable. However, as a special exception, the source code distributed need not include anything that
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is normally distributed (in either source or binary form) with the major components (compiler, kernel, and so on) of the operating system
on which the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering equivalent access to
copy the source code from the same place counts as distribution of the source code, even though third parties are not compelled to copy
the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any attempt otherwise
to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights under this License. However, parties
who have received copies, or rights, from you under this License will not have their licenses terminated so long as such parties remain in full
compliance.

5.You are not required to accept this License, since you have not signed it. However, nothing else grants you permission to modify or distribute
the Program or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by modifying or
distributing the Program (or any work based on the Program), you indicate your acceptance of this License to do so, and all its terms and
conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to these terms and conditions. You may not impose any further restrictions
on the recipients' exercise of the rights granted herein. You are not responsible for enforcing compliance by third parties to this License.

7.If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence you may not distribute the Program at all. For example, if a patent license would
not permit royalty-free redistribution of the Program by all those who receive copies directly or indirectly through you, then the only way
you could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any such
claims; this section has the sole purpose of protecting the integrity of the free software distribution system, which is implemented by public
license practices. Many people have made generous contributions to the wide range of software distributed through that system in reliance
on consistent application of that system; it is up to the author/donor to decide if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces, the original
copyright holder who places the Program under this License may add an explicit geographical distribution limitation excluding those countries,
so that distribution is permitted only in or among countries not thus excluded. In such case, this License incorporates the limitation as if
written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which applies to it and "any
later version", you have the option of following the terms and conditions either of that version or of any later version published by the Free
Software Foundation. If the Program does not specify a version number of this License, you may choose any version ever published by the
Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the free status of all derivatives of our free
software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED
BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE
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THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12.INNO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER
PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING
ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM
(INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this is to make it free
software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most effectively convey
the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to where the full notice is found.

One line to give the program's name and a brief idea of what it does.
Copyright © <year> <name of author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the Free Software Foundation,
Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.
If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright © year name of author Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type 'show
w'. This is free software, and you are welcome to redistribute it under certain conditions; type 'show c' for details.

The hypothetical commands 'show w' and 'show c' should show the appropriate parts of the General Public License. Of course, the
commands you use may be called something other than 'show w' and 'show c'; they could even be mouse-clicks or menu items--whatever
suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright disclaimer" for the program, if
necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program 'Gnomovision' (which makes passes at compilers) written by James
Hacker.

signature of Ty Coon, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is a subroutine library,
you may consider it more useful to permit linking proprietary applications with the library. If this is what you want to do, use the GNU Library

General Public License instead of this License.

"CLASSPATH" EXCEPTION TO THE GPL
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Certain source files distributed by Oracle America and/or its affiliates are subject to the following clarification and special exception to the
GPL, but only where Oracle has expressly included in the particular source file's header the words "Oracle designates this particular file as
subject to the "Classpath" exception as provided by Oracle in the LICENSE file that accompanied this code."

Linking this library statically or dynamically with other modules is making a combined work based on this library. Thus, the terms and
conditions of the GNU General Public License cover the whole combination.

As a special exception, the copyright holders of this library give you permission to link this library with independent modules to produce an
executable, regardless of the license terms of these independent modules, and to copy and distribute the resulting executable under terms
of your choice, provided that you also meet, for each linked independent module, the terms and conditions of the license of that module.
Anindependent module is a module which is not derived from or based on this library. If you modify this library, you may extend this exception
to your version of the library, but you are not obligated to do so. If you do not wish to do so, delete this exception statement from your version.
SBR uses Gecko SDK 1.4b

Mozilla Public License Version 2.0

1. Definitions

1.1. "Contributor" means each individual or legal entity that creates, contributes to the creation of, or owns Covered Software.

1.2."Contributor Version" means the combination of the Contributions of others (if any) used by a Contributor and that particular Contributor's
Contribution.

1.3. "Contribution" means Covered Software of a particular Contributor.

1.4. "Covered Software" means Source Code Form to which the initial Contributor has attached the notice in Exhibit A, the Executable Form
of such Source Code Form, and Modifications of such Source Code Form, in each case including portions thereof.

1.5. "Incompatible With Secondary Licenses" means
(a) that the initial Contributor has attached the notice described in Exhibit B to the Covered Software; or

(b) that the Covered Software was made available under the terms of version 1.1 or earlier of the License, but not also under the terms of
a Secondary License.

1.6. "Executable Form" means any form of the work other than Source Code Form.
1.7."Larger Work" means a work that combines Covered Software with other material, in a separate file or files, that is not Covered Software.
1.8. "License" means this document.

1.9. "Licensable" means having the right to grant, to the maximum extent possible, whether at the time of the initial grant or subsequently,
any and all of the rights conveyed by this License.

1.10. "Modifications" means any of the following:

(a) any file in Source Code Form that results from an addition to, deletion from, or modification of the contents of Covered Software; or
(b) any new file in Source Code Form that contains any Covered Software.

1.11. "Patent Claims" of a Contributor means any patent claim(s), including without limitation, method, process, and apparatus claims, in
any patent Licensable by such Contributor that would be infringed, but for the grant of the License, by the making, using, selling, offering

for sale, having made, import, or transfer of either its Contributions or its Contributor Version.

1.12. "Secondary License" means either the GNU General Public License, Version 2.0, the GNU Lesser General Public License, Version 2.1, the
GNU Affero General Public License, Version 3.0, or any later versions of those licenses.

1.13. "Source Code Form" means the form of the work preferred for making modifications.
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1.14. "You" (or "Your") means an individual or a legal entity exercising rights under this License. For legal entities, "You" includes any entity
that controls, is controlled by, or is under common control with You. For purposes of this definition, "control" means (a) the power, direct
or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (b) ownership of more than fifty
percent (50%) of the outstanding shares or beneficial ownership of such entity.

2. License Grants and Conditions

2.1. Grants

Each Contributor hereby grants You a world-wide, royalty-free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by such Contributor to use, reproduce, make available,
modify, display, perform, distribute, and otherwise exploit its Contributions, either on an unmodified basis, with Modifications, or as part of

a Larger Work; and

(b) under Patent Claims of such Contributor to make, use, sell, offer for sale, have made, import, and otherwise transfer either its Contributions
or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License. Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor:

(a) for any code that a Contributor has removed from Covered Software; or

b) for infringements caused by: (i) Your and any other third party's modifications of Covered Software, or (ii) the combination of its
Contributions with other software (except as part of its Contributor Version); or

(c) under Patent Claims infringed by Covered Software in the absence of its Contributions.

This License does not grant any rights in the trademarks, service marks, or logos of any Contributor (except as may be necessary to comply
with the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as a result of Your choice to distribute the Covered Software under a subsequent version of this
License (see Section 10.2) or under the terms of a Secondary License (if permitted under the terms of Section 3.3).

2.5. Representation

Each Contributor represents that the Contributor believes its Contributions are its original creation(s) or it has sufficient rights to grant the
rights to its Contributions conveyed by this License.

2.6. Fair Use

This License is not intended to limit any rights You have under applicable copyright doctrines of fair use, fair dealing, or other equivalents.
2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted in Section 2.1.

3. Responsibilities

3.1. Distribution of Source Form
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All distribution of Covered Software in Source Code Form, including any Modifications that You create or to which You contribute, must be
under the terms of this License. You must inform recipients that the Source Code Form of the Covered Software is governed by the terms
of this License, and how they can obtain a copy of this License. You may not attempt to alter or restrict the recipients' rights in the Source
Code Form.

3.2. Distribution of Executable Form
If You distribute Covered Software in Executable Form then:

(a) such Covered Software must also be made available in Source Code Form, as described in Section 3.1, and You must inform recipients
of the Executable Form how they can obtain a copy of such Source Code Form by reasonable means in a timely manner, at a charge no
more than the cost of distribution to the recipient; and

(b) You may distribute such Executable Form under the terms of this License, or sublicense it under different terms, provided that the license
for the Executable Form does not attempt to limit or alter the recipients' rights in the Source Code Form under this License.

3.3. Distribution of a Larger Work

You may create and distribute a Larger Work under terms of Your choice, provided that You also comply with the requirements of this
License for the Covered Software. If the Larger Work is a combination of Covered Software with a work governed by one or more Secondary
Licenses, and the Covered Software is not Incompatible With Secondary Licenses, this License permits You to additionally distribute such
Covered Software under the terms of such Secondary License(s), so that the recipient of the Larger Work may, at their option, further
distribute the Covered Software under the terms of either this License or such Secondary License(s).

3.4. Notices

You may not remove or alter the substance of any license notices (including copyright notices, patent notices, disclaimers of warranty, or
limitations of liability) contained within the Source Code Form of the Covered Software, except that You may alter any license notices to
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

You may choose to offer, and to charge a fee for, warranty, support, indemnity or liability obligations to one or more recipients of Covered
Software. However, You may do so only on Your own behalf, and not on behalf of any Contributor. You must make it absolutely clear that
any such warranty, support, indemnity, or liability obligation is offered by You alone, and You hereby agree to indemnify every Contributor
for any liability incurred by such Contributor as a result of warranty, support, indemnity or liability terms You offer. You may include additional
disclaimers of warranty and limitations of liability specific to any jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If itis impossible for You to comply with any of the terms of this License with respect to some or all of the Covered Software due to statute,
judicial order, or regulation then You must: (a) comply with the terms of this License to the maximum extent possible; and (b) describe the
limitations and the code they affect. Such description must be placed in a text file included with all distributions of the Covered Software
under this License. Except to the extent prohibited by statute or regulation, such description must be sufficiently detailed for a recipient of
ordinary skill to be able to understand it.

5. Termination

5.1. The rights granted under this License will terminate automatically if You fail to comply with any of its terms. However, if You become
compliant, then the rights granted under this License from a particular Contributor are reinstated (a) provisionally, unless and until such
Contributor explicitly and finally terminates Your grants, and (b) on an ongoing basis, if such Contributor fails to notify You of the
non-compliance by some reasonable means prior to 60 days after You have come back into compliance. Moreover, Your grants from a
particular Contributor are reinstated on an ongoing basis if such Contributor notifies You of the non-compliance by some reasonable means,
this is the first time You have received notice of non-compliance with this License from such Contributor, and You become compliant prior
to 30 days after Your receipt of the notice.

5.2.1f You initiate litigation against any entity by asserting a patent infringement claim (excluding declaratory judgment actions, counter-claims,
and cross-claims) alleging that a Contributor Version directly or indirectly infringes any patent, then the rights granted to You by any and
all Contributors for the Covered Software under Section 2.1 of this License shall terminate.
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5.3.In the event of termination under Sections 5.1 or 5.2 above, all end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Your distributors under this License prior to termination shall survive termination.

6. Disclaimer of Warranty

Covered Software is provided under this License on an "as is" basis, without warranty of any kind, either expressed, implied, or statutory,
including, without limitation, warranties that the Covered Software is free of defects, merchantabile, fit for a particular purpose or non-infringing.
The entire risk as to the quality and performance of the Covered Software is with You. Should any Covered Software prove defective in any
respect, You (not any Contributor) assume the cost of any necessary servicing, repair, or correction. This disclaimer of warranty constitutes
an essential part of this License. No use of any Covered Software is authorized under this License except under this disclaimer.

7. Limitation of Liability

Under no circumstances and under no legal theory, whether tort (including negligence), contract, or otherwise, shall any Contributor, or
anyone who distributes Covered Software as permitted above, be liable to You for any direct, indirect, special, incidental, or consequential
damages of any character including, without limitation, damages for lost profits, loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses, even if such party shall have been informed of the possibility of such
damages. This limitation of liability shall not apply to liability for death or personal injury resulting from such party's negligence to the extent
applicable law prohibits such limitation. Some jurisdictions do not allow the exclusion or limitation of incidental or consequential damages,
so this exclusion and limitation may not apply to You.

8. Litigation

Any litigation relating to this License may be brought only in the courts of a jurisdiction where the defendant maintains its principal place
of business and such litigation shall be governed by laws of that jurisdiction, without reference to its conflict-of-law provisions. Nothing in
this Section shall prevent a party's ability to bring cross-claims or counter-claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject matter hereof. If any provision of this License is held to be
unenforceable, such provision shall be reformed only to the extent necessary to make it enforceable. Any law or regulation which provides
that the language of a contract shall be construed against the drafter shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section 10.3, no one other than the license steward has the right to modify
or publish new versions of this License. Each version will be given a distinguishing version number.

10.2. Effect of New Versions

You may distribute the Covered Software under the terms of the version of the License under which You originally received the Covered
Software, or under the terms of any subsequent version published by the license steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to create a new license for such software, you may create and use a
modified version of this License if you rename the license and remove any references to the name of the license steward (except to note
that such modified license differs from this License).

10.4. Distributing Source Code Form that is Incompatible With Secondary Licenses

If You choose to distribute Source Code Form that is Incompatible With Secondary Licenses under the terms of this version of the License,
the notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public License, v. 2.0. If a copy of the MPL was not distributed with this file,
You can obtain one at http://mozilla.org/MPL/2.0/.
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If it is not possible or desirable to put the notice in a particular file, then You may include the notice in a location (such as a LICENSE file in
a relevant directory) where a recipient would be likely to look for such a notice.

You may add additional accurate notices of copyright ownership.

Exhibit B - "Incompatible With Secondary Licenses" Notice

This Source Code Form is "Incompatible With Secondary Licenses", as defined by the Mozilla Public License, v. 2.0.

SBR uses Mozilla NSPR

Mozilla Public License Version 2.0

1. Definitions

1.1. "Contributor" means each individual or legal entity that creates, contributes to the creation of, or owns Covered Software.

1.2."Contributor Version" means the combination of the Contributions of others (if any) used by a Contributor and that particular Contributor's
Contribution.

1.3. "Contribution" means Covered Software of a particular Contributor.

1.4. "Covered Software" means Source Code Form to which the initial Contributor has attached the notice in Exhibit A, the Executable Form
of such Source Code Form, and Modifications of such Source Code Form, in each case including portions thereof.

1.5. "Incompatible With Secondary Licenses" means
(a) that the initial Contributor has attached the notice described in Exhibit B to the Covered Software; or

(b) that the Covered Software was made available under the terms of version 1.1 or earlier of the License, but not also under the terms of
a Secondary License.

1.6. "Executable Form" means any form of the work other than Source Code Form.
1.7."Larger Work" means a work that combines Covered Software with other material, in a separate file or files, that is not Covered Software.
1.8. "License" means this document.

1.9. "Licensable" means having the right to grant, to the maximum extent possible, whether at the time of the initial grant or subsequently,
any and all of the rights conveyed by this License.

1.10. "Modifications" means any of the following:

(a) any file in Source Code Form that results from an addition to, deletion from, or modification of the contents of Covered Software; or
(b) any new file in Source Code Form that contains any Covered Software.

1.11. "Patent Claims" of a Contributor means any patent claim(s), including without limitation, method, process, and apparatus claims, in
any patent Licensable by such Contributor that would be infringed, but for the grant of the License, by the making, using, selling, offering

for sale, having made, import, or transfer of either its Contributions or its Contributor Version.

1.12. "Secondary License" means either the GNU General Public License, Version 2.0, the GNU Lesser General Public License, Version 2.1, the
GNU Affero General Public License, Version 3.0, or any later versions of those licenses.

1.13. "Source Code Form" means the form of the work preferred for making modifications.

1.14. "You" (or "Your") means an individual or a legal entity exercising rights under this License. For legal entities, "You" includes any entity
that controls, is controlled by, or is under common control with You. For purposes of this definition, "control" means (a) the power, direct
or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (b) ownership of more than fifty
percent (50%) of the outstanding shares or beneficial ownership of such entity.
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2. License Grants and Conditions

2.1 Grants

Each Contributor hereby grants You a world-wide, royalty-free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by such Contributor to use, reproduce, make available,
modify, display, perform, distribute, and otherwise exploit its Contributions, either on an unmodified basis, with Modifications, or as part of

a Larger Work; and

(b) under Patent Claims of such Contributor to make, use, sell, offer for sale, have made, import, and otherwise transfer either its Contributions
or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License. Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor:

(a) for any code that a Contributor has removed from Covered Software; or

(b) for infringements caused by: (i) Your and any other third party's modifications of Covered Software, or (ii) the combination of its
Contributions with other software (except as part of its Contributor Version); or

(c) under Patent Claims infringed by Covered Software in the absence of its Contributions.

This License does not grant any rights in the trademarks, service marks, or logos of any Contributor (except as may be necessary to comply
with the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as a result of Your choice to distribute the Covered Software under a subsequent version of this
License (see Section 10.2) or under the terms of a Secondary License (if permitted under the terms of Section 3.3).

2.5 Representation

Each Contributor represents that the Contributor believes its Contributions are its original creation(s) or it has sufficient rights to grant the
rights to its Contributions conveyed by this License.

2.6. Fair Use

This License is not intended to limit any rights You have under applicable copyright doctrines of fair use, fair dealing, or other equivalents.
2.7.Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted in Section 2.1.

3. Responsibilities

3.1. Distribution of Source Form

All distribution of Covered Software in Source Code Form, including any Modifications that You create or to which You contribute, must be
under the terms of this License. You must inform recipients that the Source Code Form of the Covered Software is governed by the terms

of this License, and how they can obtain a copy of this License. You may not attempt to alter or restrict the recipients' rights in the Source
Code Form.
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3.2. Distribution of Executable Form
If You distribute Covered Software in Executable Form then:

(a) such Covered Software must also be made available in Source Code Form, as described in Section 3.1, and You must inform recipients
of the Executable Form how they can obtain a copy of such Source Code Form by reasonable means in a timely manner, at a charge no
more than the cost of distribution to the recipient; and

(b) You may distribute such Executable Form under the terms of this License, or sublicense it under different terms, provided that the license
for the Executable Form does not attempt to limit or alter the recipients' rights in the Source Code Form under this License.

3.3. Distrribution of a Larger Work

You may create and distribute a Larger Work under terms of Your choice, provided that You also comply with the requirements of this
License for the Covered Software. If the Larger Work is a combination of Covered Software with a work governed by one or more Secondary
Licenses, and the Covered Software is not Incompatible With Secondary Licenses, this License permits You to additionally distribute such
Covered Software under the terms of such Secondary License(s), so that the recipient of the Larger Work may, at their option, further
distribute the Covered Software under the terms of either this License or such Secondary License(s).

3.4. Notices

You may not remove or alter the substance of any license notices (including copyright notices, patent notices, disclaimers of warranty, or
limitations of liability) contained within the Source Code Form of the Covered Software, except that You may alter any license notices to
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

You may choose to offer, and to charge a fee for, warranty, support, indemnity or liability obligations to one or more recipients of Covered
Software. However, You may do so only on Your own behalf, and not on behalf of any Contributor. You must make it absolutely clear that
any such warranty, support, indemnity, or liability obligation is offered by You alone, and You hereby agree to indemnify every Contributor
for any liability incurred by such Contributor as a result of warranty, support, indemnity or liability terms You offer. You may include additional
disclaimers of warranty and limitations of liability specific to any jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If it is impossible for You to comply with any of the terms of this License with respect to some or all of the Covered Software due to statute,
judicial order, or regulation then You must: (a) comply with the terms of this License to the maximum extent possible; and (b) describe the
limitations and the code they affect. Such description must be placed in a text file included with all distributions of the Covered Software
under this License. Except to the extent prohibited by statute or regulation, such description must be sufficiently detailed for a recipient of
ordinary skill to be able to understand it.

5. Termination

5.1. The rights granted under this License will terminate automatically if You fail to comply with any of its terms. However, if You become
compliant, then the rights granted under this License from a particular Contributor are reinstated (a) provisionally, unless and until such
Contributor explicitly and finally terminates Your grants, and (b) on an ongoing basis, if such Contributor fails to notify You of the
non-compliance by some reasonable means prior to 60 days after You have come back into compliance. Moreover, Your grants from a
particular Contributor are reinstated on an ongoing basis if such Contributor notifies You of the non-compliance by some reasonable means,
this is the first time You have received notice of non-compliance with this License from such Contributor, and You become compliant prior
to 30 days after Your receipt of the notice.

5.2.1f You initiate litigation against any entity by asserting a patent infringement claim (excluding declaratory judgment actions, counter-claims,
and cross-claims) alleging that a Contributor Version directly or indirectly infringes any patent, then the rights granted to You by any and

all Contributors for the Covered Software under Section 2.1 of this License shall terminate.

5.3. In the event of termination under Sections 5.1 or 5.2 above, all end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Your distributors under this License prior to termination shall survive termination.

6. Disclaimer of Warranty
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Covered Software is provided under this License on an "as is" basis, without warranty of any kind, either expressed, implied, or statutory,
including, without limitation, warranties that the Covered Software is free of defects, merchantabile, fit for a particular purpose or non-infringing.
The entire risk as to the quality and performance of the Covered Software is with You.

Should any Covered Software prove defective in any respect, You (not any Contributor) assume the cost of any necessary servicing, repair,
or correction. This disclaimer of warranty constitutes an essential part of this License. No use of any Covered Software is authorized under
this License except under this disclaimer.

7. Limitation of Liability

Under no circumstances and under no legal theory, whether tort (including negligence), contract, or otherwise, shall any Contributor, or
anyone who distributes Covered Software as permitted above, be liable to You for any direct, indirect, special, incidental, or consequential
damages of any character including, without limitation, damages for lost profits, loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses, even if such party shall have been informed of the possibility of such
damages. This limitation of liability shall not apply to liability for death or personal injury resulting from such party's negligence to the extent
applicable law prohibits such limitation. Some jurisdictions do not allow the exclusion or limitation of incidental or consequential damages,
so this exclusion and limitation may not apply to You.

8. Litigation

Any litigation relating to this License may be brought only in the courts of a jurisdiction where the defendant maintains its principal place
of business and such litigation shall be governed by laws of that jurisdiction, without reference to its conflict-of-law provisions. Nothing in
this Section shall prevent a party's ability to bring cross-claims or counter-claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject matter hereof. If any provision of this License is held to be
unenforceable, such provision shall be reformed only to the extent necessary to make it enforceable. Any law or regulation which provides
that the language of a contract shall be construed against the drafter shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section 10.3, no one other than the license steward has the right to modify
or publish new versions of this License. Each version will be given a distinguishing version number.

10.2. Effect of New Versions

You may distribute the Covered Software under the terms of the version of the License under which You originally received the Covered
Software, or under the terms of any subsequent version published by the license steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to create a new license for such software, you may create and use a
modified version of this License if you rename the license and remove any references to the name of the license steward (except to note
that such modified license differs from this License).

10.4. Distributing Source Code Form that is Incompatible With Secondary Licenses

If You choose to distribute Source Code Form that is Incompatible With Secondary Licenses under the terms of this version of the License,
the notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public License, v. 2.0. If a copy of the MPL was not distributed with this file,
You can obtain one at http://mozilla.org/MPL/2.0/.

If it is not possible or desirable to put the notice in a particular file, then You may include the notice in a location (such as a LICENSE file in
a relevant directory) where a recipient would be likely to look for such a notice.
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You may add additional accurate notices of copyright ownership.

Exhibit B - "Incompatible With Secondary Licenses" Notice

This Source Code Form is "Incompatible With Secondary Licenses", as defined by the Mozilla Public License, v. 2.0.
SBR uses Mozilla LDAP C SDK 5.17

MOZILLA PUBLIC LICENSE

Version 1.1

1. Definitions

1.0.1. "Commercial Use" means distribution or otherwise making the Covered Code available to a third party.

1.1. "Contributor" means each entity that creates or contributes to the creation of Modifications.

1.2. "Contributor Version" means the combination of the Original Code, prior Modifications used by a Contributor, and the Modifications
made by that particular Contributor.

1.3. "Covered Code" means the Original Code or Modifications or the combination of the Original Code and Modifications, in each case
including portions thereof.

1.4. "Electronic Distribution Mechanism" means a mechanism generally accepted in the software development community for the electronic
transfer of data.

1.5. "Executable" means Covered Code in any form other than Source Code.

1.6. "Initial Developer" means the individual or entity identified as the Initial Developer in the Source Code notice required by Exhibit A.
1.7. "Larger Work" means a work which combines Covered Code or portions thereof with code not governed by the terms of this License.
1.8. "License" means this document.

1.8.1. "Licensable" means having the right to grant, to the maximum extent possible, whether at the time of the initial grant or subsequently
acquired, any and all of the rights conveyed herein.

1.9. "Modifications" means any addition to or deletion from the substance or structure of either the Original Code or any previous Modifications.
When Covered Code is released as a series of files, a Modification is:

A. Any addition to or deletion from the contents of a file containing Original Code or previous Modifications.
B. Any new file that contains any part of the Original Code or previous Modifications.

1.10. "COriginal Code" means Source Code of computer software code which is described in the Source Code notice required by Exhibit A as
Original Code, and which, at the time of its release under this License is not already Covered Code governed by this License.

1.10.1. "Patent Claims" means any patent claim(s), now owned or hereafter acquired, including without limitation, method, process, and
apparatus claims, in any patent Licensable by grantor.

1.11. "Source Code" means the preferred form of the Covered Code for making modifications to it, including all modules it contains, plus any
associated interface definition files, scripts used to control compilation and installation of an Executable, or source code differential

comparisons against either the Original Code or another well known, available Covered Code of the Contributor's choice. The Source Code
can be ina compressed or archival form, provided the appropriate decompression or de-archiving software is widely available for no charge.

1.12. "You" (or "Your") means an individual or a legal entity exercising rights under, and complying with all of the terms of, this License or a
future version of this License issued under Section 6.1. For legal entities, "You" includes any entity which controls, is controlled by, or is under
common control with You. For purposes of this definition, "control" means (a) the power, direct or indirect, to cause the direction or
management of such entity, whether by contract or otherwise, or (b) ownership of more than fifty percent (50%) of the outstanding shares
or beneficial ownership of such entity.
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2. Source Code License.
2.1. The Initial Developer Grant.
The Initial Developer hereby grants You a world-wide, royalty-free, non-exclusive license, subject to third party intellectual property claims:

(a) under intellectual property rights (other than patent or trademark) Licensable by Initial Developer to use, reproduce, modify, display,
perform, sublicense and distribute the Original Code (or portions thereof) with or without Modifications, and/or as part of a Larger Work;
and

(b) under Patents Claims infringed by the making, using or selling of Original Code, to make, have made, use, practice, sell, and offer for
sale, and/or otherwise dispose of the Original Code (or portions thereof).

(c) the licenses granted in this Section 2.1(a) and (b) are effective on the date Initial Developer first distributes Original Code under the
terms of this License.

(d) Notwithstanding Section 2.1(b) above, no patent license is granted: 1) for code that You delete from the Original Code; 2) separate from
the Original Code; or 3) for infringements caused by: i) the modification of the Original Code or ii) the combination of the Original Code with
other software or devices.

2.2. Contributor Grant.
Subject to third party intellectual property claims, each Contributor hereby grants You a world-wide, royalty-free, non-exclusive license

(a) under intellectual property rights (other than patent or trademark) Licensable by Contributor, to use, reproduce, modify, display, perform,
sublicense and distribute the Modifications created by such Contributor (or portions thereof) either on an unmodified basis, with other
Modifications, as Covered Code and/or as part of a Larger Work; and

(b) under Patent Claims infringed by the making, using, or selling of Modifications made by that Contributor either alone and/or in combination
with its Contributor Version (or portions of such combination), to make, use, sell, offer for sale, have made, and/or otherwise dispose of: 1)
Modifications made by that Contributor (or portions thereof); and 2) the combination of Modifications made by that Contributor with its
Contributor Version (or portions of such combination).

(c) the licenses granted in Sections 2.2(a) and 2.2(b) are effective on the date Contributor first makes Commmercial Use of the Covered
Code.

(d) Notwithstanding Section 2.2(b) above, no patent license is granted: 1) for any code that Contributor has deleted from the Contributor
Version; 2) separate from the Contributor Version; 3) for infringements caused by: i) third party modifications of Contributor Version or ii)
the combination of Modifications made by that Contributor with other software (except as part of the Contributor Version) or other devices;
or 4) under Patent Claims infringed by Covered Code in the absence of Modifications made by that Contributor.

3. Distribution Obligations.
3.1. Application of License.

The Modifications which You create or to which You contribute are governed by the terms of this License, including without limitation Section
2.2. The Source Code version of Covered Code may be distributed only under the terms of this License or a future version of this License
released under Section 6.1, and You must include a copy of this License with every copy of the Source Code You distribute. You may not
offer orimpose any terms on any Source Code version that alters or restricts the applicable version of this License or the recipients' rights
hereunder. However, You may include an additional document offering the additional rights described in Section 3.5.

3.2. Availability of Source Code.

Any Modification which You create or to which You contribute must be made available in Source Code form under the terms of this License
either on the same media as an Executable version or via an accepted Electronic Distribution Mechanism to anyone to whom you made an
Executable version available; and if made available via Electronic Distribution Mechanism, must remain available for at least twelve (12)
months after the date it initially became available, or at least six (6) months after a subsequent version of that particular Modification has
been made available to such recipients. You are responsible for ensuring that the Source Code version remains available even if the Electronic
Distribution Mechanism is maintained by a third party.

3.3. Description of Modifications.
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You must cause all Covered Code to which You contribute to contain a file documenting the changes You made to create that Covered
Code and the date of any change. You must include a prominent statement that the Modification is derived, directly or indirectly, from
Original Code provided by the Initial Developer and including the name of the Initial Developer in (a) the Source Code, and (b) in any notice
in an Executable version or related documentation in which You describe the origin or ownership of the Covered Code.

3.4. Intellectual Property Matters

(a) Third Party Claims. If Contributor has knowledge that a license under a third party's intellectual property rights is required to exercise
the rights granted by such Contributor under Sections 2.1 or 2.2, Contributor must include a text file with the Source Code distribution titled
"LEGAL" which describes the claim and the party making the claim in sufficient detail that a recipient will know whom to contact. If Contributor
obtains such knowledge after the Modification is made available as described in Section 3.2, Contributor shall promptly modify the LEGAL
file in all copies Contributor makes available thereafter and shall take other steps (such as notifying appropriate mailing lists or newsgroups)
reasonably calculated to inform those who received the Covered Code that new knowledge has been obtained.

(b) Contributor APIs. If Contributor's Modifications include an application programming interface and Contributor has knowledge of patent
licenses which are reasonably necessary to implement that API, Contributor must also include this information in the LEGAL file.

(c) Representations. Contributor represents that, except as disclosed pursuant to Section 3.4(a) above, Contributor believes that Contributor's
Modifications are Contributor's original creation(s) and/or Contributor has sufficient rights to grant the rights conveyed by this License.

3.5. Required Notices.

You must duplicate the notice in Exhibit A in each file of the Source Code. If it is not possible to put such notice in a particular Source Code
file due to its structure, then You must include such notice in a location (such as a relevant directory) where a user would be likely to look
for such a notice. If You created one or more Modification(s) You may add your name as a Contributor to the notice described in Exhibit A.
You must also duplicate this License in any documentation for the Source Code where You describe recipients' rights or ownership rights
relating to Covered Code. You may choose to offer, and to charge a fee for, warranty, support, indemnity or liability obligations to one or
more recipients of Covered Code. However, You may do so only on Your own behalf, and not on behalf of the Initial Developer or any
Contributor. You must make it absolutely clear than any such warranty, support, indemnity or liability obligation is offered by You alone,
and You hereby agree to indemnify the Initial Developer and every Contributor for any liability incurred by the Initial Developer or such
Contributor as a result of warranty, support, indemnity or liability terms You offer.

3.6. Distribution of Executable Versions. You may distribute Covered Code in Executable form only if the requirements of Section 3.1-3.5
have been met for that Covered Code, and if You include a notice stating that the Source Code version of the Covered Code is available
under the terms of this License, including a description of how and where You have fulfilled the obligations of Section 3.2. The notice must
be conspicuously included in any notice in an Executable version, related documentation or collateral in which You describe recipients'
rights relating to the Covered Code. You may distribute the Executable version of Covered Code or ownership rights under a license of Your
choice, which may contain terms different from this License, provided that You are in compliance with the terms of this License and that
the license for the Executable version does not attempt to limit or alter the recipient's rights in the Source Code version from the rights set
forth in this License. If You distribute the Executable version under a different license You must make it absolutely clear that any terms
which differ from this License are offered by You alone, not by the Initial Developer or any Contributor. You hereby agree to indemnify the
Initial Developer and every Contributor for any liability incurred by the Initial Developer or such Contributor as a result of any such terms You
offer.

3.7. Larger Works. You may create a Larger Work by combining Covered Code with other code not governed by the terms of this License
and distribute the Larger Work as a single product. In such a case, You must make sure the requirements of this License are fulfilled for the
Covered Code.

4. Inability to Comply Due to Statute or Regulation.

If it is impossible for You to comply with any of the terms of this License with respect to some or all of the Covered Code due to statute,
judicial order, or regulation then You must: (a) comply with the terms of this License to the maximum extent possible; and (b) describe the
limitations and the code they affect. Such description must be included in the LEGAL file described in Section 3.4 and must be included
with all distributions of the Source Code. Except to the extent prohibited by statute or regulation, such description must be sufficiently
detailed for a recipient of ordinary skill to be able to understand it.

5. Application of this License.

This License applies to code to which the Initial Developer has attached the notice in Exhibit A and to related Covered Code.

6. Versions of the License.
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6.1. New Versions. Netscape Communications Corporation ("Netscape") may publish revised and/or new versions of the License from time
to time. Each version will be given a distinguishing version number.

6.2. Effect of New Versions. Once Covered Code has been published under a particular version of the License, You may always continue to
use it under the terms of that version. You may also choose to use such Covered Code under the terms of any subsequent version of the
License published by Netscape. No one other than Netscape has the right to modify the terms applicable to Covered Code created under
this License.

6.3. Derivative Works. If You create or use a modified version of this License (which you may only do in order to apply it to code which is not
already Covered Code governed by this License), You must (a) rename Your license so that the phrases "Mozilla", "MOZILLAPL", "MOZPL",
"Netscape", "MPL", "NPL" or any confusingly similar phrase do not appear in your license (except to note that your license differs from this
License) and (b) otherwise make it clear that Your version of the license contains terms which differ from the Mozilla Public License and
Netscape Public License. (Filling in the name of the Initial Developer, Original Code or Contributor in the notice described in Exhibit A shall
not of themselves be deemed to be modifications of this License.)

7. DISCLAIMER OF WARRANTY.

COVERED CODE IS PROVIDED UNDER THIS LICENSE ON AN "AS IS" BASIS, WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, WITHOUT LIMITATION, WARRANTIES THAT THE COVERED CODE IS FREE OF DEFECTS, MERCHANTABLE, FIT
FOR A PARTICULAR PURPOSE OR NON-INFRINGING. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE COVERED
CODE IS WITH YOU. SHOULD ANY COVERED CODE PROVE DEFECTIVE IN ANY RESPECT, YOU (NOT THE INITIAL DEVELOPER OR ANY
OTHER CONTRIBUTOR) ASSUME THE COST OF ANY NECESSARY SERVICING, REPAIR OR CORRECTION. THIS DISCLAIMER OF WARRANTY
CONSTITUTES AN ESSENTIAL PART OF THIS LICENSE. NO USE OF ANY COVERED CODE IS AUTHORIZED HEREUNDER EXCEPT UNDER
THIS DISCLAIMER.

8. TERMINATION.

8.1. This License and the rights granted hereunder will terminate automatically if You fail to comply with terms herein and fail to cure such
breach within 30 days of becoming aware of the breach. All sublicenses to the Covered Code which are properly granted shall survive any
termination of this License. Provisions which, by their nature, must remain in effect beyond the termination of this License shall survive.

8.2. If You initiate litigation by asserting a patent infringement claim (excluding declatory judgment actions) against Initial Developer or a
Contributor (the Initial Developer or Contributor against whom You file such action is referred to as "Participant") alleging that:

(a) such Participant's Contributor Version directly or indirectly infringes any patent, then any and all rights granted by such Participant to
You under Sections 2.1 and/or 2.2 of this License shall, upon 60 days notice from Participant terminate prospectively, unless if within 60
days after receipt of notice You either: (i) agree in writing to pay Participant a mutually agreeable reasonable royalty for Your past and
future use of Modifications made by such Participant, or (ii) withdraw Your litigation claim with respect to the Contributor Version against
such Participant. If within 60 days of notice, a reasonable royalty and payment arrangement are not mutually agreed upon in writing by the
parties or the litigation claim is not withdrawn, the rights granted by Participant to You under Sections 2.1 and/or 2.2 automatically terminate
at the expiration of the 60 day notice period specified above.

(b) any software, hardware, or device, other than such Participant's Contributor Version, directly or indirectly infringes any patent, then any
rights granted to You by such Participant under Sections 2.1(b) and 2.2(b) are revoked effective as of the date You first made, used, sold,
distributed, or had made, Modifications made by that Participant.

8.3. If You assert a patent infringement claim against Participant alleging that such Participant's Contributor Version directly or indirectly
infringes any patent where such claim is resolved (such as by license or settlement) prior to the initiation of patent infringement litigation,
then the reasonable value of the licenses granted by such Participant under Sections 2.1 or 2.2 shall be taken into account in determining
the amount or value of any payment or license.

8.4. In the event of termination under Sections 8.1 or 8.2 above, all end user license agreements (excluding distributors and resellers) which
have been validly granted by You or any distributor hereunder prior to termination shall survive termination.

9. LIMITATION OF LIABILITY.

UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER TORT (INCLUDING NEGLIGENCE), CONTRACT, OR OTHERWISE,
SHALL YOU, THE INITIAL DEVELOPER, ANY OTHER CONTRIBUTOR, OR ANY DISTRIBUTOR OF COVERED CODE, OR ANY SUPPLIER OF
ANY OF SUCH PARTIES, BE LIABLE TO ANY PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF
ANY CHARACTER INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER FAILURE
ORMALFUNCTION, OR ANY AND ALL OTHER COMMERCIAL DAMAGES OR LOSSES, EVEN IF SUCH PARTY SHALL HAVE BEEN INFORMED
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OF THE POSSIBILITY OF SUCH DAMAGES. THIS LIMITATION OF LIABILITY SHALL NOT APPLY TO LIABILITY FOR DEATH OR PERSONAL
INJURY RESULTING FROM SUCH PARTY'S NEGLIGENCE TO THE EXTENT APPLICABLE LAW PROHIBITS SUCH LIMITATION. SOME
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS EXCLUSION
AND LIMITATION MAY NOT APPLY TO YOU.

10. U.S. GOVERNMENT END USERS.

The Covered Code is a "commercial item," as that term is defined in 48 C.F.R. 2.101 (Oct. 1995), consisting of "commercial computer
software" and "commercial computer software documentation," as such terms are used in 48 C.F.R.12.212 (Sept. 1995). Consistent with
48 C.F.R.12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4 (June 1995), all U.S. Government End Users acquire Covered Code with only
those rights set forth herein.

1. MISCELLANEOUS.

This License represents the complete agreement concerning subject matter hereof. If any provision of this License is held to be unenforceable,
such provision shall be reformed only to the extent necessary to make it enforceable. This License shall be governed by California law
provisions (except to the extent applicable law, if any, provides otherwise), excluding its conflict-of-law provisions. With respect to disputes
in which at least one party is a citizen of, or an entity chartered or registered to do business in the United States of America, any litigation
relating to this License shall be subject to the jurisdiction of the Federal Courts of the Northern District of California, with venue lying in Santa
Clara County, California, with the losing party responsible for costs, including without limitation, court costs and reasonable attorneys' fees
and expenses. The application of the United Nations Convention on Contracts for the International Sale of Goods is expressly excluded.
Any law or regulation which provides that the language of a contract shall be construed against the drafter shall not apply to this License.

12. RESPONSIBILITY FOR CLAIMS.

As between Initial Developer and the Contributors, each party is responsible for claims and damages arising, directly or indirectly, out of its
utilization of rights under this License and You agree to work with Initial Developer and Contributors to distribute such responsibility on an
equitable basis. Nothing herein is intended or shall be deemed to constitute any admission of liability.

13. MULTIPLE-LICENSED CODE.

Initial Developer may designate portions of the Covered Code as "Multiple-Licensed". "Multiple-Licensed" means that the Initial Developer
permits you to utilize portions of the Covered Code under Your choice of the MPL or the alternative licenses, if any, specified by the Initial
Developer in the file described in Exhibit A.

EXHIBIT A -Mozilla Public License.

“The contents of this file are subject to the Mozilla Public License Version 1.1 (the "License"); you may not use this file except in compliance
with the License. You may obtain a copy of the License at http://www.mozilla.org/MPL/

Software distributed under the License is distributed on an "AS IS" basis, WITHOUT WARRANTY OF ANY KIND, either express or implied.
See the License for the specific language governing rights and limitations under the License.

The Original Code is

The Initial Developer of the Original Code is . Portions created by are Copyright (C)
. All Rights Reserved.

Contributor(s):

Alternatively, the contents of this file may be used under the terms of the ____license (the "[___] License"), in which case the provisions of
L ] License are applicable instead of those above. If you wish to allow use of your version of this file only under the terms of the [__]
License and not to allow others to use your version of this file under the MPL, indicate your decision by deleting the provisions above and
replace them with the notice and other provisions required by the [___] License. If you do not delete the provisions above, a recipient may
use your version of this file under either the MPL or the [___] License."

[NOTE: The text of this Exhibit A may differ slightly from the text of the notices in the Source Code files of the Original Code. You should
use the text of this Exhibit A rather than the text found in the Original Code Source Code for Your Modifications.]
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About This Guide

Objective

This preface provides the following guidelines for using the Steel-Belted Radius Carrier
Reference Guide:

« Objective on page lv

« Audience on page lv

« Documentation Conventions on page lv

» Related Documentation on page lvii

« Obtaining Documentation on page Ixiii

« Documentation Feedback on page xiii

« Requesting Technical Support on page Ixiii

Audience

This guide describes how to configure and administer Steel-Belted Radius Carrier software
running on the Solaris operating system.

This guide is intended for network administrators working for wireline and wireless carriers
that are deploying converged services or emerging wireless technologies such as
Worldwide Interoperability Microwave Access (WiMAX). It provides the information that
administrators need to implement and maintain authentication, authorization, and
accounting (AAA) services.

This guide assumes that you are familiar with general RADIUS and networking concepts,
as well as the network environment that includes Steel-Belted Radius Carrier.

If you use Steel-Belted Radius Carrier with third-party products such as Oracle, this guide
assumes you are familiar with the installation, configuration, and use of those products.

Documentation Conventions

Table 1on page lvi defines notice icons used in this guide.
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Table 1: Notice Icons

Icon Meaning Description
NOTE: Informational note Indicates important features or instructions.
CAUTION: Caution Indicates a situation that might result in loss of data or

hardware damage.

WARNNG: Warning Alerts you to the risk of personal injury.

Table 2 on page lvi describes the text conventions used throughout this manual.

Table 2: Text and Syntax Conventions

Convention Description Examples

Text Conventions

Bold text like this Represents commands and « Issue the clock source command.
keywords in text. « Specify the keyword exp-msg.

Bold text like this Represents text that the user must host1(config)#traffic class low-lossl1
type.

Fixed-width text like this Representsinformation as host1#show ip ospf 2

displayed onyour terminal’s screen.
Routing Process OSPF 2 with Router ID
5.5.0.250

Router is an Area Border Router (ABR)

Italic text like this « Emphasizes words. « There are two levels of access, user and privileged.
« Identifies variables. « clusterld, ipAddress.
« |dentifies chapter, appendix,and « Appendix A, System Specifications.
book names.

Plus sign (+) linking key names Indicates that you must press two Press Ctrl+b.
or more keys simultaneously.

radiusdir Represents the directory into which  Change directories to /radiusdir /radiusdir
Steel-Belted Radius Carrier has
beeninstalled. The default location
is /opt/JNPRsbr/radius on Solaris
systems, but any location may be
specified during installation.

Syntax Conventions

Plain text like this Represents keywords. terminal length

Italic text like this Represents variables. mask, accessListName
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Table 2: Text and Syntax Conventions (continued)

Convention

< > (angle brackets)

Description

Enclose a list of possible selections.

Examples

<add | replace>

| (pipe symbol)

Represents a choice to select one
keyword or variable in a list of
choices that is separated by the
pipe symbol.

diagnostic | line

In this example, you must specify add or replace but
cannot specify both:

<add | replace>

Attribute [,Attribute]

[ ] (brackets)

Represent optional keywords or
variables.

[ internal | external ], or

<add | replace> = Attribute [,Attribute], where the
second attribute is identified as optional by the
brackets.

When they are used in a configuration files brackets
identify a section of the file.

In scripts or in operating system commands, brackets
indicate the default response or entry.

[ 1* (brackets and asterisk)

Represent optional keywords or
variables that can be entered more
than once.

[ levell | level2 | 11 ]*

{ } (braces)

Represent required keywords or
variables.

{ permit |deny } {in|out }
{ clusterld | ipAddress ¥

Related Documentation

Table 3: Steel-Belted Radius Carrier Documentation

Document Description

Steel-Belted Radius Carrier Installation Guide

Table 3 on page lvii lists and describes the Steel-Belted Radius Carrier documentation

Describes how to install the Steel-Belted Radius Carrier

software on the server.

Steel-Belted Radius Carrier Administration and Configuration

Guide

Describes how to configure and operate the Steel-Belted

Radius Carrier and its separately licensed modules.

Steel-Belted Radius Carrier Reference Guide

Describes the settings and valid values of the Steel-Belted

Radius Carrier configuration files.
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Table 3: Steel-Belted Radius Carrier Documentation (continued)

Document Description

Steel-Belted Radius Carrier Performance, Planning and Tuning  Provides tips, use cases, and tools you need to:
Guide
« Improve SBRC performance through planning, analysis, and
configuration

« Increase SBRC throughput and reliability

« Analyze specific use cases, in the lab or in the production
environment, to identify areas of potential performance
enhancement and to limit the impact of resource constraints
and failure scenarios

Steel-Belted Radius Carrier Release Notes Contains the latest information about features, changes, known
problems, and resolved problems.

0 NOTE: If the information in the Release Notes differs from the information
in any guide, follow the Release Notes.

Requests for The Internet Engineering Task Force (IETF) maintains an online repository of Request
Comments (RFCs) for Comments (RFCs) online at http:/www.ietf.org/rfc.html.

Table 4 on page lviii lists the RFCs that apply to Steel-Belted Radius Carrier.

Table 4: RFCs Related to Steel-Belted Radius Carrier

RFC Number | Title

RFC 1035 Domain Names - Implementation and Specification. P. Mockapetris. November
1987.
RFC 1155 Structure and Identification of Management Information for TCP/IP-based Internets.

M. Rose, K. McCloghrie, May 1990.

RFC 1213 Management Information Base for Network Management of TCF/IP-based
internets: MIB-II. K. McCloghrie, M. Rose, March 1991.

RFC 2006 The Definitions of Managed Objects for IP Mobility Support using SMIv2. D. Cong
and others. October 1996.

RFC 2104 HMAC: Keyed-Hashing for Message Authentication. H. Krawczyk, M. Bellare, R.
Canetti. February 1997.

RFC 2246 The TLS Protocol. T. Dierks, C. Allen. January 1999.

RFC 2271 An Architecture for Describing SNMP Management Frameworks. D. Harrington, R.
Presuhn, B. Wijnen, January 1998.

RFC 2284 PPP Extensible Authentication Protocol (EAP). L. Blunk, J. Volbrecht, March 1998.
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Table 4: RFCs Related to Steel-Belted Radius Carrier (continued)

RFC Number | Title

RFC 2433 Microsoft PPP CHAP Extensions. G. Zorn, S. Cobb, October 1998.

RFC 2548 Microsoft Vendor-specific RADIUS Attributes. G. Zorn. March 1999,

RFC 2607 Proxy Chaining and Policy Implementation in Roaming. B. Aboba, J. Vollbrecht,
June 1999.

RFC 2618 RADIUS Authentication Client MIB. B. Aboba, G. Zorn. June 1999.

RFC 2619 RADIUS Authentication Server MIB. G. Zorn, B. Aboba. June 1999.

RFC 2620 RADIUS Accounting Client MIB. B. Aboba, G. Zorn. June 1999.

RFC 2621 RADIUS Accounting Server MIB. G. Zorn, B. Aboba. June 1999.

RFC 2622 PPP EAP TLS Authentication Protocol. B. Aboba, D. Simon, October 1999.

RFC 2719 Framework Architecture for Signaling Transport. L. Ong et al., October 1999

RFC 2809 Implementation of L2TP Compulsory Tunneling via RADIUS. B. Aboba, G. Zorn.
April 2000.

RFC 2865 Remote Authentication Dial In User Service (RADIUS). C. Rigney, S. Willens, A.

Rubens, W. Simpson. June 2000.

RFC 2866 RADIUS Accounting. C. Rigney. June 2000.

RFC 2867 RADIUS Accounting Modifications for Tunnel Protocol Support. G. Zorn, B. Aboba,
D. Mitton. June 2000.

RFC 2868 RADIUS Attributes for Tunnel Protocol Support. G. Zorn, D. Leifer, A. Rubens, J.
Shriver, M. Holdrege, |. Goyret. June 2000.

RFC 2869 RADIUS Extensions. C. Rigney, W. Willats, P. Calhoun. June 2000.

RFC 2882 Network Access Servers Requirements: Extended RADIUS Practices. D. Mitton.
July 2000.

RFC 2960 Stream Control Transmission Protocol. R. Stewart and others. October 2000.

RFC 3046 DHCP Relay Agent Information Option. M. Patrick. January 2001.

RFC 3118 Authentication for DHCP Messages. R.Droms and others. June 2001.

RFC 3162 RADIUS and IPv6. B. Aboba, G. Zorn, D. Mitton. August 2001.

RFC 3344 IP Mobility Support for IPv4. C. Perkins. August 2002.
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Table 4: RFCs Related to Steel-Belted Radius Carrier (continued)

RFC Number | Title

RFC 3539 Authentication, Authorization, and Accounting (AAA) Transport Profile. B. Aboba,
J. Wood. June 2003.

RFC 3575 IANA Considerations for RADIUS (Remote Authentication Dial-In User Service). B.
Aboba, July 2003.

RFC 3576 RFC3576 - Dynamic Authorization Extensions to Remote to Remote Authentication
Dial In User Service. Network Working Group, 2003

RFC 3579 RADIUS (Remote Authentication Dial In User Service) Support For Extensible
Authentication Protocol (EAP). B. Aboba, P. Calhoun, September 2003.

RFC 3580 IEEE 802.1X Remote Authentication Dial In User Service (RADIUS) Usage Guidelines.
P. Congdon, B. Aboba, A. Smith, G. Zorn, J. Roese, September 2003.

RFC 3588 Diameter Base Protocol. P. Calhoun, J. Loughney, E. Guttman, G. Zorn, J.Arkko.
September 2003.

RFC 3748 Extensible Authentication Protocol. B. Aboba, L. Blunk, J. Vollbrecht, J. Carlson,
H. Levkowetz. June 2004.

RFC 3957 Authentication, Authorization, and Accounting (AAA) Registration Keys for Mobile
IPv4. C. Perkins and P. Calhoun. March 2005.

RFC 4005 Diameter Network Access Server Application. P. Calhoun, G. Zorn, D. Spence, D.
Mitton. August 2005.

RFC 4017 Extensible Authentication Protocol (EAP) Method Requiremnents for Wireless LANS.
D. Stanley and others. March 2005.

RFC 4072 Diameter Extensible Authentication Protocol (EAP) Application. P. Eronen, G. Zorn,
T. Hiller. August 2005.

RFC 4186 Extensible Authentication Protocol Method for Global System for Mobile
Communications (GSM) Subscriber Identity Modules (EAP-SIM). H. Haverinen, J.
Salowey. January 2006.

RFC 4187 Extensible Authentication Protocol Method for Global System for 3rd Generation
Authentication and Key Agreement (EAP-AKA). J. Arkko, H. Haverinen. January
2006.

RFC 4282 The Network Access Identifier. B. Aboba and others. December 2005.

RFC 4284 Identity Selection Hints for the Extensible Authentication Protocol (EAP).F. Adrangi,
V. Lortz, F. Bari, P. Eronen. January 2006.

RFC 4306 Internet Key Exchange (IKEv2) Protocol. C. Kaufman. December 2005.

RFC 4372 Chargeable User Identity. F. Adrangi and others. January 2006.
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Table 4: RFCs Related to Steel-Belted Radius Carrier (continued)

RFC Number | Title

RFC 4510 Lightweight Directory Access Protocol (LDAP) Technical Specification Road Map.
K. Zeilenga, June 2006.

RFC 4666 Signaling System 7 (SS7) Message Transfer Part 3 (MTP3) - User Adaptation Layer
(M3UA). K. Morneault, J. Pastor-Balbas. September 2006.

RFC 4668 RADIUS Authentication Client MIB for IPv6. D. Nelson. August 2006.

RFC 4669 RADIUS Authentication Server MIB for IPv6. D. Nelson. August 2006.

RFC 4670 RADIUS Accounting Client MIB for IPv6. D. Nelson. August 2006.

RFC 4671 RADIUS Accounting Server MIB for IPv6. D. Nelson. August 2006.

RFC 5281 Extensible Authentication Protocol Tunneled Transport Layer Security
Authenticated Protocol Version O (EAP-TTLSvO).P.Funk, S. Blake-Wilson. August
2008.

RFC 5448 Improved Extensible Authentication Protocol Method for 3rd Generation
Authentication and Key Agreement (EAP-AKA'). J. Arkko, V. Lehtovirta, P. Eronen.
May 2009.

RFC 5997 Use of Status-Server Packets in the Remote Authentication Dial In User Service

(RADIUS) Protocol A. DeKok. August 2010.

RFC 6733 Diameter Base Protocol. V. Fajardo, J. Arkko, J. Loughney, G. Zorn. October 2012.

RFC 6911 RADIUS Attributes for IPv6 Access Networks W. Dec, B. Sarikaya, G. Zorn, D. Miles,
B. Lourdelet. April 2013.

3GPP Technical The Third-Generation Partnership Project (3GPP) and 3GPP2 maintains an online
Specifications repository of Technical Specifications and Technical Reports at http:/www.3gpp.org
and http://www.3gpp2.org, respectively.

Table 5 on page [xi lists the 3GPP Technical Specifications that apply to Steel-Belted
Radius Carrier.

Table 5: 3GPP Technical Specifications

3GPP TS Number Title Applicable Sections

3GPP TS 22.234 Requirements on 3GPP system to Wireless « Section 5.1.7: Interworking between PLMN and
Version 12.0.0 Local Area Network (WLAN) interworking WLANs

3GPP TS 23.003 Numbering, addressing, and identification « Section 2.2: Composition of IMSI

Version 12.6.0
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Table 5: 3GPP Technical Specifications (continued)

3GPP TS Number Title Applicable Sections
3GPP TS 23.008 Organization of subscriber data « Section 3B: Definition of subscriber data
Version 12.6.0 I-WLAN domain
3GPP TS 23.234 3GPP system to Wireless Local Area Network  « Section 6.1: Reference Model
Version 12.0.0 (WLAN) interworking; System description « Section 6.2 Network Elements
3GPP TS 23.402 Architecture enhancements for non-3GPP « Section 4.1: Concepts
Version12.8.0 accesses « Section 4.3: Network Elements
3GPP TS 24.302 Access to the 3GPP Evolved Packet Core (EPC)  « Section 6: UE — EPC Network protocols
Version 14.4.0 via non-3GPP access networks; Stage 3 « Section 8: PDUs and parameters specific to
the present document
3GPP TS 29.002 Mobile Application Part (MAP) specification « Section 6: Requirements concerning the use
Version 12.7.0 of SCCPand TC
« Section 71: Terminology and definitions
« Section 7.2: Modelling principles
« Section 7.3: Common MAP service
3GPP TS 29.273 Evolved Packet System (EPS); 3GPPEPS AAA « Section 4: SWa Description
Version12.7.0 interfaces « Section 6: SWd Description
« Section 5: STa Description
« Section 7: SWm Description
« Section 8: SWx Description
« Section 9: S6b and H2 Description
« Section 10: Result-Code and
Experimental-Result Values
3GPP TS 33.402 3GPP System Architecture Evolution (SAE); « Section 6: Authentication and key agreement
Version 14.2.0 Security aspects of non-3GPP accesses procedures

Section 7: Establishment of security contexts
in the target access system

Section 8: Establishment of security between
UE and ePDG

Section 9: Security for IP based mobility
signalling

Section 14: Temporary identity management

WIMAX Technical The WIMAX Forum Networking Group (NWG) maintains a repository of technical
Specifications documents and specifications online at http://www.wimaxforum.org. You can also
view the WiIMAX |EEE standards, 802.16e-2005 for mobile WIMAX and 802.16-2004 for

fixed WIMAX, online at http://www.ieee.org.

Third-Party Products For information about configuring your Ulticom software and hardware, or your access
servers and firewalls, consult the manufacturer’s documentation.

Ixii
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Obtaining Documentation

To obtain the most current version of all Juniper Networks technical documentation, see
the products documentation page on the Juniper Networks website at
http://www.juniper.net/.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation to better meet your needs. Send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
http://www.juniper.net/techpubs/feedback/. If you are using e-mail, be sure to include
the following information with your comments:

« Document name
« Document part number
« Page number

. Software release version

Requesting Technical Support

Self-Help Online Tools
and Resources

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC Policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf

« Product Warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/

« JTAC Hours of Operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

. Find CSC offerings:
http://www.juniper.net/customers/support/

. Search for known bugs:
http://www2.juniper.net/kb/

« Find product documentation:
http://www.juniper.net/techpubs/
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Opening a Case with
JTAC

. Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

. Open acase online in the CSC Case Manager:
http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool located at
https://tools.juniper.net/SerialNumberEntitlementSearch/

You can open a case with JTAC on the Web or by telephone.

. Use the Case Manager tool in the CSC at
http://www.juniper.net/cm/

. Call1-888-314-JTAC (1-888-314-5822 — toll free in the USA, Canada, and Mexico)

For international or direct-dial options in countries without toll-free numbers, visit
http://www.juniper.net/support/requesting-support.html

When you contact technical support, be ready to provide:

« Your Steel-Belted Radius Carrier release number (for example, Steel-Belted Radius
Carrier Release 7.x).

. Information about the server configuration and operating system, including any OS
patches that have been applied.

. Forlicensed products under a current maintenance agreement, your license or support
contract number.

. A detailed description of the problem.

. Any documentation that may help in resolving the problem, such as error messages,
memory dumps, compiler listings, and error logs.

Ixiv
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PART 1

INntroduction

This part provides an introduction to the configuration files that control the configuration
and behavior of your Steel-Belted Radius Carrier server. It also provides tips for editing
these files.

This chapter is included in this section:

« Introduction to Configuration Files on page 3
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CHAPTERI1

Introduction to Configuration Files

Configuration Files

This chapter introduces configuration files that Steel-Belted Radius Carrier uses to
implement its version of the RADIUS (Remote Authentication Dial-In User Service)
protocol. Steel-Belted Radius Carrier interfaces with a wide variety of network access
devices, and authenticates remote and WLAN users against numerous back-end
databases, allowing you to consolidate the administration of all your remote and WLAN
users, however they connect to your network. These topics are included in this chapter:

« Configuration Files on page 3

« Tips for Editing Configuration Files on page 6

The configuration and behavior of your Steel-Belted Radius Carrier server is determined
by a set of configuration files. In many cases, you must edit these files manually. In a few
cases, the contents of a configuration file are updated dynamically when you use Web
GUI to change settings.

Configuration files reside in the radiusdir directory. Table 6 on page 3 identifies the files
that are used by Steel-Belted Radius Carrier.

Table 6: Steel-Belted Radius Carrier Configuration Files

File Function

*acc Configures the SQL accounting method. Also configures Call Detail
Record accounting when using the SIM authentication module.

*att Configures attribute handling files used in CDMA

*aut Configures a Steel-Belted Radius Carrier authentication method.
*dcm Master list of dictionary files.

*dct Vendor-specific dictionary file.

*dhc Configures specific DHCP address pools, where * is the name of

an address pool listed in dhcp.ini.

*dic XML format of *dct dictionary files.
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Table 6: Steel-Belted Radius Carrier Configuration Files (continued)

File Function

*dir Configures directed authentication and directed accounting realms.

*gen Used in configuration of the Steel-Belted Radius Carrier optional
modules such as the option SIM authentication module.

*rr Configures attribute value pools.

*pro Configures proxy realms.

access.ini Maps user or group account levels to administrative permissions.
Used with admin.ini to grant administrators access privileges to
administrative objects and actions.

account.ini Controls how RADIUS accounting attributes are logged.

admin.ini Maps administrative access levels to sets of access rights. Used
with access.ini to grant administrators access privileges to
administrative objects and actions.

authlog.ini Controls how RADIUS authentication requests are logged by

Steel-Belted Radius Carrier.

authReport.ini

Controls what authentication logs Steel-Belted Radius Carrier
generates.

authReportAccept.ini

Controls options for the acceptance authentication log file.

authReportBadShared
Secret.ini

Controls options for the invalid shared secret authentication log
file.

authReportReject.ini

Controls options for the rejection authentication log file.

authReportUnknownClient.ini

Controls options for the unknown client authentication log file.

blacklist.ini Configures blacklist settings, which are used to block authentication
requests that match a blacklist profile.

classmap.ini Specifies what Steel-Belted Radius Carrier does with RADIUS
attributes encoded in one or more Class attributes included in
accounting requests.

dhcp.ini Configures DHCP address pools so that IP addresses can be
assigned from a back-end DHCP server.

eap.ini Configures EAP authentication methods used by Steel-Belted
Radius Carrier.

events.ini Configures dilution, suppression, and threshold settings for SBR

Carrier traps (except for Diameter-related traps) used to signal
failures and warnings.
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Table 6: Steel-Belted Radius Carrier Configuration Files (continued)

File Function

events.xml Configures dilution and suppression settings for Diameter-related
traps used to signal failures and warnings.

filter.ini Sets uprules for filtering attributes into and out of RADIUS packets.

ldapauth.aut Specifies settings for LDAP authentication in Steel-Belted Radius
Carrier.

lockout.ini Configures settings that lock user accounts after repeated failed

login attempts.

peapauth.aut Configures the EAP-PEAP authentication method.

proxy.ini Stores information that applies to all realms on the server.

proxyrl.ini Configures list of realms for forwarding accounting packets.

radius.ini Configures a variety of operational settings for Steel-Belted Radius
Carrier.

radsgl.acc Configures Oracle SQL accounting for Steel-Belted Radius Carrier.

radsql.aut Configures Oracle SQL authentication for Steel-Belted Radius
Carrier.

radsgljdbc.acc Configures JDBC SOQL accounting for Steel-Belted Radius Carrier.

radsgljdbc.aut Configures JDBC SQL authentication for Steel-Belted Radius Carrier.

redirect.ini Configures settings that redirect users after repeated failed login
attempts.

servtype.ini Configures service type mappings, which allow a user to have

multiple authorization attribute sets based on the service type the
user is requesting.

sessionTable.ini Stores any attribute in a request in the CST.

spi.ini Defines encryption keys and identifies the servers from which
Steel-Belted Radius Carrier processes encrypted Class attributes
in accounting requests.

statlog.ini Configures the Steel-Belted Radius Carrier statistics log file, which
periodically records server statistics to a comma-delimited ASCII
file.

tlsauth.aut Configures the TLS authentication method.

tlsauth.eap Configures the operation of the TLS helper method.
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Table 6: Steel-Belted Radius Carrier Configuration Files (continued)

File Function

ttlsauth.aut Configures the TTLS authentication method.
uniport.aut Configures the UniPort authentication method.
update.ini Controls what information is updated when Steel-Belted Radius

Carrier receives a SIGHUP (1) or SIGUSRZ2 (17) signal.

vendor.ini Maps vendor-specific dictionary files to identifiers used in the
Steel-Belted Radius Carrier administrative database.

Tips for Editing Configuration Files

When editing configuration files, observe the following guidelines:

. Configuration files are text files that you can edit using a standard text editor. If you
use a word processing application such as Microsoft Word to edit your configuration
files, make sure that you save the modified file in ASCII text format with UNIX line
endings.

- Make a backup copy of your configuration files before you make any changes, so that
you have a working archive copy in the event that you delete or misconfigure an
important setting and want to revert to your previous configuration.

« Configuration files usually contain one or more sections, denoted with a [SectionName]
line. Each section contains one or more settings, which typically take the format
SettingName = SettingValue. In general, the SettingName text is not case-sensitive
(ENABLE =1, Enable =1, and enable =1 are all valid), but the SettingValue text is
case-sensitive. If a setting is commented out or omitted, Steel-Belted Radius Carrier
uses the default value for the setting.

« You can enter comments in configuration files by starting the line containing the
comment with a semicolon (;) as the first character of the line. To disable a setting,
consider commenting it out (by putting a semicolon at the start of the line) instead of
deleting it.

0 NOTE: Commenting out a section header [SectionFoo] does not
automatically comment out the parameters of that section. In the following
example, the [SectionFoo] parameters are interpreted by the software in
the same way as the [SectionBar] parameters:

[SectionBar]
BarParameterl = click
BarParameter2 = clack
; [SectionFoo]
FooParameterl = bit
FooParameter2 = byte
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. Put comments on a separate line above or below configuration settings. You cannot
include comments on the same line as a configuration setting.

Correct:

;Set to 0 on 5/30/2006
Session_Timeout = 0

Incorrect:
Session_Timeout = 0 ; Set to O on 5/30/2006

. The default configuration files provided with Steel-Belted Radius Carrier typically
include section headers and settings that are commented out. In such cases,
Steel-Belted Radius Carrier uses the value shown in the commented setting as the
default, meaning that you do not need to change the setting if you want to use the
default value.

To change the value for a setting to something other than the default value, you must
uncomment the setting by removing the semicolon at the start of the line. The section
headers (in square brackets) must also be uncommented for settings to be processed
correctly.

« Make sure that lines containing settings or section headers have a text character in the
first column. If a line has white space in the first column, it might not be processed
correctly.

« If you mistype a setting or enter an invalid setting in a configuration file, Steel-Belted
Radius Carrier ignores that setting. It is recommended that you avoid entering any
invalid text in configuration files because the text may accidentally interfere with
settings reserved for developers.

« You can edit configuration files while Steel-Belted Radius Carrier is running. However,
changes to some files, such as radius.ini, require that you execute a HUP command
or restart Steel-Belted Radius Carrier for the changes to take effect.
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PART 2

Steel-Belted Radius Carrier Core and
Radius Front-End Files

This part contains chapters that describe the configuration files associated with
Steel-Belted Radius Carrier core and RADIUS front-end. For the architecture of
Steel-Belted Radius Carrier, see SBR Carrier Administration and Configuration Guide.

The following chapters are included in this part:

« Operations Files on page 11

« Authentication Configuration Files on page 101

« Attribute Processing Files on page 141

« Address Assignment Files on page 187

« Accounting Configuration Files on page 195

« Realm Configuration Files on page 207

« EAP Configuration Files on page 243

« Session State Register (SSR) Configuration Files on page 285
« Local CST Configuration Files on page 305
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CHAPTER 2

Operations Files

This chapter describes the usage and settings for files used in Steel-Belted Radius Carrier
operations and administration. These topics are included in this chapter:
« access.ini File on page 11

« admin.ini File on page 13

« events.ini File on page 18

. events.xml File on page 22

« radius.ini File on page 23

« sbrd.conf File on page 80

« services File on page 86

« servtype.ini File on page 88

« Update.ini File on page 90

« Auto-Restart Files on page 94

access.ini File

The access.ini file maps operating system user or group account names to levels of
administrative privilege. The user account name and password used by an administrator
when interacting with the Steel-Belted Radius Carrier server is granted access privileges
according to the settings in this file.

[Settings] Section

The [Settings] section of access.ini contains overall configuration parameters; do not
edit this section.
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Table 7: access.ini [Settings] Syntax

Parameter Function

Method This parameter controls the database against which the user is
authenticated for access.

If set to OS, authentication is done against the local operating system
database such as /etc/password.

If set to PAM, authentication is done against the PamService such as LDAP
database.

The default value is OS.

The PamService setting is used to specify the service name, which is
mapped to an entry in /etc/pam.conf on Solaris or /etc/pam.d/<name>
on Linux.

NOTE: To perform PAM authentication on a Linux device, you must install
32-bit binaries of pam_ldap—for example, pam_ldap-185-11.el6.i686—on
the Steel-Belted Radius Carrier server. Steel-Belted Radius Carrier does
not support pam_ldap.x86_64 binaries.

[Users] and [Groups] Sections

The syntax for the [Users] and [Groups] sections (Table 8 on page 13) of the access.ini
file is:

[Users]
UserName = AccesslLevel
_system.localhost = SnmpAgent

[Groups]
GroupName = AccesslLevel
GroupName = AccesslLevel

0 NOTE: If you use SNMP to monitor your Steel-Belted Radius Carrier server,
the [Users] section of your access.ini file must contain this entry:
_system.localhost = SnmpAgent
If you are not using SNMP, comment out or delete the _system.localhost =
SnmpAgent entry as a security precaution.
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admin.ini File

Table 8: access.ini Syntax

Parameter Function

UserName Each UserName or GroupName is the name of an authorized administrator
GroupName account on the server. UserName and GroupName refer to Solaris
/etc/passwduser/group.

You must list user accounts in the [Users] section and group accounts in
the [Groups] section. List groups in priority order; rights are granted based
on the first group found of which the user is a member.

Accesslevel The AccesslLevel in each access.ini entry is the access level that you want
to assign to that account.

Each AccessLevel string must match the name of an [AccessLevel] section
inadmin.ini. You can define as many [AccessLevel] sections as you require.
After an [AccesslLevel] section is defined in admin.ini, you can use
access.ini to assign the access privileges associated with that level to
users and group accounts.

0 NOTE: Adding a user as an administrator using the Web GUI overrides any
access settings specified for that user in the access.ini configuration file.

A special access level called SuperAdmin grants read/write access to all types of
administrative data. This access level is always defined, and can be assigned to a user
or group account in access.ini without appearing in admin.ini.

The admin.ini file maps administrative access levels to sets of access rights. These access
levels are enforced for administrators connecting to Steel-Belted Radius Carrier by means
of the Web GUI or LDAP configuration interface (LCl). Each [AccessLevel] section in the
admin.ini file corresponds to an AccesslLevel name entered in the access.ini file. You can
create as many [AccesslLevel] sections in the admin.ini file as you require.

Access rights are defined according to the categories of administrative data that an
account is allowed to read and write. These data categories correspond to Web GUI
pages and to objects directly under o=radius in the LDAP configuration schema.

o NOTE: Duetointerdependenciesinconfiguration, to enable anadministrator
to configure users, the following settings are required in the [AccessLevel]
section of the admin.ini file:

[AccessLevel]
Users=rw
I1P-Pools=r
Profiles=r
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o NOTE: If you omit a keyword, access to that data category is specifically
denied for all information and dialogs that correspond to that keyword.
Misspelled keywords are considered omitted.

[AccesslLevel] Section

The syntax for each [AccesslLevel] section (Table 9 on page 14) defined in the admin.ini
file is:

[AccessLevel]

Access = value
Certificates = value
CCMPublish = value
CCMServerList = value
Configuration = value
CurrentUsers = value
ImportExport = value
IP-Pools = value
License = value
Profiles = value
Proxy = value
RAS-Clients = value
Report = value
RuleSets = value
Statistics = value
Tunnels = value

Users = value

Table 9: admin.ini Syntax

Parameter Function

Accesslevel Specifies the name of the access level. The value used here must be
identical to the value used in the access.ini file.

Access Specifies whether administrators with this access level can read or write
(update) administrative access data, which is controlled by the
Administrators List page.

Valid values are:

« r—Read-only access
« W—Write-only access
« rw—Read/write access

NOTE: When anadministrator requests access, Steel-Belted Radius Carrier
checks entries in the Administrators List page in Web GUI before checking
the access.ini and admin.ini files. If an applicable administrative account
exists in the Administrators List page, the user is given full access to the
Steel-Belted Radius Carrier database, regardless of the configuration of
the access.ini and admin.ini files.
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Table 9: admin.ini Syntax (continued)

Parameter Function

Certificates

Specifies whether administrators with this access level can modify trusted
root and server certificate information through Web GUI. Valid values are:

« r—Read-only access
« wW—Write-only access
« rw—Read/write access

CCMPublish

CCMServerList

Specifies whether administrators with this access level can publish server
replication (ccmpkg) information through Web GUI. Valid values are:

« r—Read-only access
« W—Write-only access
« rw—Read/write access

Specifies whether administrators with this access level can read or write
(update) information in the Server List page in Web GUI. Valid values are:

« r—Read-only access
« w—Write-only access
« rw—Read/write access

Configuration

Specifies whether administrators with this access level can read or write
(update) information found in the Authentication Methods page in Web
GULI. Valid values are:

« r—Read-only access
« w—Write-only access
« rw—Read/write access

CurrentUsers

Specifies whether administrators with this access level can read or write
(update) the Current Sessions Table, which can be displayed in the Reports
page in Web GUI. Write access allows the administrator to delete entries
from the Current Sessions Table. Valid values are:

« r—Read-only access
« W—Write-only access
« rw—Read/write access
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Table 9: admin.ini Syntax (continued)

Parameter Function

ImportExport Controls whether the Import and Export menu items are enabled in the
Web GUI.

« Read access allows file export.
« Write access allows file import.

Valid values are:
« r—Read-only access (allows export but not import)
« w—Write-only access (allows import but not export)
« rw—Read/write access (allows import and export)

Data categories without read access are disabled. If a user tries to export
categories of data without having sufficient access rights, categories for
which the user does not have read access are omitted from the export
operation. Similarly, if a user tries to import categories of data without
having sufficient access rights, categories for which the user does not
have write access are omitted from the import operation.

NOTE: Import and Export are subject to the particular rights that the user
has to each type of item, such as Users or Tunnels.

|P-Pools Specifies whether administrators with this access level can read or write
(update) IP address pool data. Valid values are:

« r—Read-only access
« W—Write-only access
« rw—Read/write access

NOTE: This applies to standalone SBR Carrier servers only. For information
about IP pools on Session State Register servers, see the SBR Carrier
Installation Guide.

License Specifies whether administrators with this access level can add a new
license. Valid values are:

« W—Write-only access
« rw—Read/write access

Profiles Specifies whether administrators with this access level can read or write
(update) profile data. Valid values are:

« r—Read-only access
« wW—Write-only access
« rw—Read/write access

Proxy Specifies whether administrators with this access level can read or write
(update) proxy target data. Valid values are:

« r—Read-only access
« W—Write-only access
« rw—Read/write access
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Table 9: admin.ini Syntax (continued)

Parameter Function

RAS-Clients

Specifies whether administrators with this access level can read or write
(update) RADIUS client data. Valid values are:

« r—Read-only access
« wW—Write-only access
« rw—Read/write access

Report

RuleSets

Specifies whether administrators with this access level can read or write
(update) report data. Valid values are:

« r—Read-only access
« W—Write-only access
« rw—Read/write access

Specifies whether certificates are replicated within a realm. Valid values
are:

« r—Read-only access
« w—Write-only access
« rw—Read/write access

Statistics

Specifies whether administrators can read Authentication, Accounting, and
Proxy statistics generated by the server. Write access is not applicable.
Valid values are:

« r—Read-only access

Tunnels

Specifies whether administrators with this access level can read or write
(update) RADIUS tunnel data. Valid values are:

« r—Read-only access
« w—Write-only access
« rw—Read/write access

Users

Specifies whether administrators with this access level can read or write
(update) user data. Valid values are:

« r—Read-only access
« w—Write-only access
« rw—Read/write access

NOTE: You must set the Users parameter to rw (read-write) for a user or
group if you want the user or group to be able to import user information
into Steel-Belted Radius Carrier.

[SNMPAgent] Section

If you use SNMP to monitor your Steel-Belted Radius Carrier server, the [SNMPAgent]
section of admin.ini file must include this section to give Read access to the SNMP agent.

[SNMPAgent]
RAS-Clients=r

Copyright © 2018, Juniper Networks, Inc.
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events.ini File

Users=r
Profiles=r
Proxy=r
Tunnels=r
1P-Pools=r
Access=r
Configuration=r
Statistics=r
CurrentUsers=r
Report=r
ImportExport=r
License=r

The events.ini configuration file configures dilution, suppression, and threshold settings
for Steel-Belted Radius Carrier SNMP traps (except for Diameter-related traps) in the
fnkradtr.mib and fnkradtr-v2.mib MIBs that communicate failures, warnings, and other
information.

“SNMP Traps and Statistics Overview” on page 465 summarizes common event values.
Only some of these events support thresholds or dilution.

[EventDilutions] Section

The [EventDilutions] section (Table 10 on page 18) of events.ini specifies how many
events must occur before Steel-Belted Radius Carrier generates an event report. This
feature lets you dilute the rate at which frequently occurring events are logged.

The syntax is:

[EventDilutions]
EventName=Di lutionCount

Where EventName identifies a Steel-Belted Radius Carrier event and DilutionCount
specifies how many times this event must occur before it is reported to the SNMP manager
program.

Table 10: events.ini [EventDilutions] Syntax

(@]In] EventName Function

5002 ConcurrencyServerFailure Concurrency server returned failure indication. This event
represents nnnn failures.

The default dilution count is 100

5003 ConcurrencyServerTimeout Timed out in proxy attempt to the concurrency server. This
event represents nnnn requests timing out.
The default dilution count is 100.

5004 ConcurrencyProxylLocalFailure Local failure encountered in an attempt to proxy to the
concurrency server. This event represents nnnn requests
timing out.

The default dilution count is 100
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Table 10: events.ini [EventDilutions] Syntax (continued)

OID EventName

5005 StaticAcctProxyTimeout

Function

Timed out in static accounting proxy attempts. This event
represents nnnn failures.

The default dilution count is 100.

5006 StaticAcctProxyFailure

Local failure encountered in an attempt to proxy for static
accounting. This event represents nnnn requests timing
out.

The default dilution count is 100.

5008 SQLConnectFailure

nnnn attempts to connect to the SQL server failed.

The default dilution count is 10.

5009 SQLDisconnect

nnnn disconnects from the SQL server because of an error.

The default dilution count is 100.

5010 SQLRequestTimeout

nnnn timeouts on SQL requests.

The default dilution count is 10.

5011 AcctDatabaseTimeout

Access to the accounting server database has timed out.
This event represents nnnn timeouts.

The default dilution count is 100.

5012 AcctDatabaseFailure

Access to the accounting server database has failed. This
event represents nnnn failures.

The default dilution count is 100.

5016 LDAPConnectFailure

nnnn attempts to connect to the LDAP server failed.

The default dilution count is 100.

5017 LDAPDisconnects

nnnn disconnects from the LDAP server because of an
error.

The default dilution count is 100.

5018 LDAPRequestTimeout

nnnn timeouts on LDAP requests.

The default dilution count is 100.

5022 ProxySpoolerTimeout

nnnn proxy accounting spooler timeouts.

The default dilution count is 100.
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Table 10: events.ini [EventDilutions] Syntax (continued)

OID EventName Function

5026 ACCTWriteFailure nnnn failures to commit accounting data to a persistent
store such as the file system, database, and so on.
The default dilution count is 100.

5030 FloodQueueOverflow nnnn packets have been dropped due to the flood queue
limit being exceeded.

10045 MemoryFailure nnnn memory allocation failures have occurred.

The default dilution count is 1000.

[Suppress] Section

[Thresholds] Section

Example

This example specifies that a Steel-Belted Radius Carrier server configured to authenticate
against a SQL database reports every fifth SOLConnectFailure (trap OID 5008) error:

[EventDilutions]
; 5008 - nnnn attempts to connect to SQL server failed.
SQLConnectFai lure=5

If an SQL error condition prevents the server from connecting to the database,
Steel-Belted Radius Carrier retries the connection and reports these attempts in the
server log file (yyyymmdd.log). Steel-Belted Radius Carrier does not trigger warning
event 5008 until the fifth connection attempt fails.

The [Suppress] section of events.ini lets you suppress Steel-Belted Radius Carrier events.
An event whose trap number appears in this section is not reported when the applicable
informational, warning, or error condition occurs.

Example

These settings suppress events relating to SQL database disconnections (5009) or LDAP
server disconnections (5017).

[Suppress]

5009
5017

The [Thresholds] section (Table 11 on page 21) of the events.ini file lets you specify
thresholds that trigger an event report. Thresholds often come in pairs, where a warning
event is generated when a resource becomes scarce (low threshold is crossed), and an
information event is generated when the resource becomes available (high threshold is
crossed).

20
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The [Thresholds] section lets you tune Steel-Belted Radius Carrier event generation for
items such as system memory, thread count, and file system space, and can differ for
each computer depending on resources, configuration, and other applications.

Table 11: events.ini [Thresholds] Syntax

Parameter Function

ThreadAvailWarninglssue When the number of available accounting or authentication
threads reaches the specified value, issue the warning event
RADMSG_THREADS_LOW or funkSbrTrapLowThreads
(5001).

Default value is 10.

ThreadAvailWarningClear When the number of available accounting or authentication
threads reaches the specified value, issue the informational
event RADMSG_THREADS_NORMAL or
funkSbrTrapThreadsNormal (102).

Default value is 20.

FileSystemFreeKBWarninglssue When available system disk space falls to the specified
value, issue the warning event
RADMSG_FILE_SYSTEM_LOW or funkSbrTrapLowFSSpace
(5007).

Default value is 4096 KB (4 MB).

FileSystemFreeKBWarningClear When the number of kilobytes of available system disk
space reaches the specified value, issue the informational
event RADMSG_FILE_SYSTEM_NORMAL or
funkSbrTrapFSNormal (103).

Default value is 8092 KB (8 MB).

ReserveMemoryKB Reserve this amount of memory (in kilobytes) at system
startup for cases of overload. If a memory allocation failure
occurs, Steel-Belted Radius Carrier frees the reserved
memory and reports the event.

Default value is 2048 KB (2 MB).

PoolPctAddressAvailWarninglssue  When the number of available addresses in any IP address
pool drops below the specified percentage, issue a
funkSbrTraplPAddrPoolLow warning.

Default value is 20 percent.

PoolPctAddressAvailWarningClear  When the number of available addresses in any IP address
pool rises above the specified percentage, issue an
informational message.

Default value is 40 percent.
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Example

Thisexample produces a warning event (5001) when the number of available accounting
or authentication threads falls below 10 percent, and an informational event (102) when
it rises above 20 percent.

[Thresholds]

ThreadAvai lWarninglssue=10
ThreadAvai lWarningClear=20

events.xml File

The events.xml configuration file is used to dilute and suppress Diameter traps that are
defined in the jnx-diameter-base-protocol.mib MIB. Table 12 on page 22 describes the
mandatory Diameter trap attributes allowed in the events.xml file. If you want to dilute
and suppress a Diameter trap, you need to define the corresponding attributes for the
Diameter trap.

Table 12: Attributes Allowed in the events.xml File

Attribute Name Description

dilutionFactor Specifies how many times a Diameter event must occur before it is reported to the SNMP
manager program.

The default dilution countis 1.

enable Specifies whether to suppress a Diameter trap.

« false—Suppresses the Diameter trap.
« true—Does not suppress the Diameter trap.

Default value is false.

dilutionFactorChangeable Specifies whether to enable or disable changing the dilution count.

« true—Enables changing the dilution count.

« false—Disables changing the dilution count and enables SBR carrier to use only the default
dilution count.

Default value is true.

For more information about common event values, see
“SNMP Traps and Statistics Overview” on page 465. Table 13 on page 22 lists the Diameter
traps that can be diluted using the events.xml file.

Table 13: Diameter Traps That Can Be Diluted

(@]In] Trap Name Description
1 jnxDbpProtocolError Diameter base protocol error has occurred.
2 jnxDbpTransientFailure Diameter transient failure has occurred.
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Table 13: Diameter Traps That Can Be Diluted (continued)

(@]|n] Trap Name Description

3 jnxDbpPermanentFailure Diameter permanent failure has occurred.

4 jnxDbpPeerConnectionDown Connection between the Diameter peer and SBR Carrier is
down

5 jnxDbpPeerConnectionUp Connectionis established between the Diameter peer and SBR
Carrier.

5000 jnxAAATrapUnauthorizedAdminRequest A request from the administrator interface is denied.

10000 jnxAAATraplinternalError The Diameter Result-Code attribute value indicating internal
error is set.

10001 jnxAAATrapLicenseCheckFailure A disposition indicating license check failure is set.

10002 jnxAAATrapResourceFailure A disposition indicating resource failure is set.

10003 jnxAAATraplLogFileFailure Attempt to open, create, or write a log file encounters a failure.

In the following example, the jnxDbpPermanentFailure trap (OID 3) is diluted to be sent
once for every five occurrences of Diameter permanent failure.

<event i1d=".1.3.6.1.4.1.2636.8.1.2.1.0.0.3" description="diameter permanent failure">
<sinks>
<sink name="trap" enable=""true" dilutionFactor="5" dilutionFactorChangeable="true" />
</sinks>
</events>

radius.ini File

Theradius.iniinitialization file is the main configuration file that determines the operation
of Steel-Belted Radius Carrier. It contains information that controls a variety of
Steel-Belted Radius Carrier functions and operations.

[Addresses] Section

By default, the Steel-Belted Radius Carrier server tries to auto configure all IPv4 addresses
that are reported by name services for the primary hostname of the server on which
Steel-Belted Radius Carrier is running, so that it can listen for incoming RADIUS packets
on all available network interfaces. If IPv6 is enabled, Steel-Belted Radius Carrier auto
configures its IPv6 addresses and then listens on all interfaces using IPv6 addresses.

Explicitly configure the IP addresses that you want Steel-Belted Radius Carrier to use in
the [Addresses] section of radius.ini if Steel-Belted Radius Carrier is running on a
multi-homed (more than one network interface) server and if any of these statements
apply to your network:
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[AuditLog] Section

« One or more network interfaces on the server are connected to networks that you do
not want to carry RADIUS traffic.

« The server has more than one hostname, and IP addresses exist for names other than
the primary hostname.

« The server has private IP addresses that are not published by name services.

Specifying IPv4 or IPv6 addresses causes the server to listen on only those addresses
and ignore all other addresses.

Specifying AutoConfigurelPv4 or AutoConfigurelPv6 causes Steel-Belted Radius Carrier
to attempt to discover and configure all IPv4 or IPv6 addresses that belong to the local
host automatically.

Example

This example configures Steel-Belted Radius Carrier to listen for RADIUS authentication
and accounting requests on the IPv4 address 192.168.12.35 and on all local IPv6 interfaces.
|IPv6 functionality must be enabled (by setting Enable to 1in the [IPv6] section of
radius.ini) before IPv6 addresses can be used.

[Addresses]
192.168.12.35
AutoConfigurelPv6

To route all of your proxy traffic through a single interface, set the value for ProxySource
in the [Configuration] section of radius.ini to the appropriate IP address or addresses,
which must be listed in the [Addresses] section.

Example 2

This example routes all proxy traffic through the interface at 192.10.20.30:

[Addresses]
192.10.20.30
192.10.20.31

[Configuration]
ProxySource =192.10.20.30

The ProxySource setting in the [Configuration] section of radius.ini disables per-realm
control of proxy outbound interfaces. If ProxySource is not set, sockets are opened and
bound for each interface on the server. To route different proxy realms through specific
interfaces using the proxy.ini file, refer to “[Interfaces] Section” on page 219.

The [AuditLog] section (Table 14 on page 25) specifies whether Steel-Belted Radius
Carrier maintains an audit log file (audityyyymmdd.xml) to record administrator activities
and CCM events. Audit log records are stored in XML format in the radius/audit directory.

Administrator activities include:

« Logging in and out by Steel-Belted Radius Carrier administrators

24
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. Creating, modifying, and deleting Steel-Belted Radius Carrier objects (RADIUS clients,
users, profiles, proxy targets, proxy realms, tunnels, administrators, authentication
policies, or CCM nodes)

« Importing files

CCM events include publication, notification, and download of CCM files.

o NOTE: The audit log does not track changes made through the LDAP
configuration interface (LCI).

[AuditLog]

;Enable=0

;LogfilePermissions = owner:group mode
;DaysToKeep = 30

Table 14: radius.ini [AuditLog] Syntax

Parameter Function

Enable « If setto 0, audit logging is disabled.
« Ifsettol, audit logging is enabled.
Default value is O.

LogfilePermissions Specifies the owner and access permission setting for the audit log
(audityyyymmdd.xml) file.

Enter a value for the LogFilePermissions setting in owner:group
permissions format, where:

« owner specifies the owner of the file in text or numeric format.

« group specifies the group setting for the file in text or numeric
format.

« permissions specifies what privileges can be exercised by
Owner/Group/Other with respect to the file in text or numeric
format.

For example, user:1007 rw-r- - - - - specifies that the file owner
(user) canread and edit the audit log file, members of group 1007
can read (but not edit) the audit log file, and other users cannot
access the audit log file.

DaysToKeep Specifies the number of days the Steel-Belted Radius Carrier server
retains each authentication acceptance report.

Default value is 30 days.

[AuthRejectLog] Section

You configure the [AuthRejectLog] section (Table 15 on page 26) of radius.ini to specify
what types of authentication method rejection messages Steel-Belted Radius Carrier
records in the server log file (yyyymmdd.log). You can specify that you want the server
log file to record reject information generated by all authentication methods, reject
information of one or more specific types, or the most relevant rejection information.
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Processing an authentication request might result in multiple instances of an
authentication method being given a chance to authenticate the user. If this occurs and
at least one authentication method succeeds in authenticating the user, no messages
are recorded to the server log file. If this occurs and all instances fail to authenticate the
user, you can specify that only the most relevant reason for the authentication failure is
recorded. For example, if one method resulted in an authentication error of type
InvalidCredentials and another results in an authentication error of type SystemError,
only the InvalidCredentials message is logged.

You can specify that more than one type of log message be recorded by entering more
than one filter type value for the Filter parameter.

Table 15: radius.ini [AuthRejectLog] Syntax

Parameter Function

Enable « If setto O, authentication reject details are not recorded in the
server log file.

« Ifsetto1, authentication reject details of the specified types are
recorded in the server log file.

Default value is O.

Filter Specifies the types of authentication reject messages to be recorded:

« All—Record authentication rejection details from all
authentication methods.

« MostRelevant—When multiple authentication methods are tried
and all fail, record the most relevant error messages (the
messages with the greatest severity). If two messages have the
same severity, both are listed.

These values are listed in order of greatest to least relevance:

« PostProcessRejection—User was authenticated successfully but
post processing caused rejection.

« InvalidCredentialsOrUser—User was not authenticated because
user was not found or credentials were invalid.

« InvalidCredentials—User was not authenticated because user
was known but the password or certificate was not correct.

« UnsupportedCredentialType—User was not authenticated
because the credentials presented were of the wrong type.

« UserNotFound—User was not authenticated because user cannot
be found in the authentication database.

« AccessError—Authentication failed because a database orremote
server was inaccessible.

« InvalidRequest—User was not authenticated because the request
appeared to be malformed.

« BlacklistedUser—User was not authenticated because user is
blacklisted.

« SystemError—User was not authenticated because of a system
error such as a resource allocation error.

This example causes authentication reject details from all authentication methods to
be recorded to the server log file:
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[AuthRejectLog]
Enable = 1
Filter = All

This example causes all authentication reject details of type SystemError to be recorded:

[AuthRejectLog]
Enable = 1
Filter = SystemError

This example causes all authentication reject details of type SystemError, BlacklistedUser,
or UserNotFound to be recorded:

[AuthRejectLog]
Enable = 1
Filter = SystemError, BlacklistedUser, UserNotFound

[Configuration] Section

The [Configuration] section (Table 16 on page 27) of radius.ini contains parameters that
control basic behavior of Steel-Belted Radius Carrier.

Table 16: radius.ini [Configuration] Syntax

Parameter Function

AcctAutoStopEnable The Proxy AutoStop feature forwards session
termination information to downstream proxy RADIUS
servers when a user session is closed, so that the
resources associated with the user session can be
freed.

You can set the AcctAutoStopEnable parameter value
as Enabled, Disabled, or NoOnOff.

« Enabled—Proxy AutoStop feature is enabled.
« Disabled—Proxy AutoStop feature is disabled.

« NoOnOff—Proxy AutoStop feature is enabled, but
prevents Accounting-Stop packets from being sent
in response to Accounting-On or Accounting-Off
received from a NAS.

The default value is Disabled.

Acct-Flood-Queue-Shape Type of queuing used for accounting requests. You can
use one of the following values:

« FIFO
« LIFO
« RAND

Default value is LIFO.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

Acct-Receive-Realtime-Thread-Priority ~ Accounting requests (as well as proxy responses) are
received on two separate threads. The priority of these
threads can be set as follows:

o TS (timeshare)—This is the default class for
processes and their associated kernel threads. The
actual priority number to be used within this class
range from O through 59, and are dynamically
adjusted in an attempt to allocate processor
resources evenly.

« RT (real-time)—Threads in the RT class are
fixed-priority, with a fixed time quantum. The actual
priority number to be used range from 100 through
159, so a RT thread will preempt a system thread.

SBR sets the priority to the lesser of the maximum
possible RT priority and the configured value (O = no
change).

NOTE: For Linux, the smaller the numerical value, the
higher the priority.

AckOnCookieFailure When this parameter is set to yes, SBR Carrier sends
an acknowledgement back for every accounting
request it receives.

To configure an acknowledgment to be sent despite
the error, set AckOnCookieFailure = WithoutSession
(which will not create a new session for an
Accounting_Start), or set AckOnCookieFailure =
WithSession (which will create a new session).

Default value for AckOnCookieFailure = No, which will
neither create a new session nor send an
Accounting-Ack.

AddDestIPAddressAttrToRequest « Ifsetto O, Steel-Belted Radius Carrier does not add
destination address information to RADIUS requests.

. Ifsetto]l, Steel-Belted Radius Carrier adds a
Funk-Dest-IP-Address attribute identifying the IP
address to which the RADIUS request was sent to
the attributes in the packet. All processing that can
be performed on an attribute included in the request
packet, such as check list processing, can be
performed on this attribute.

Default value is O.

If you enable this attribute, the attribute is visible to
the proxy module. If your environment proxies requests,
you might want to configure Steel-Belted Radius Carrier
to strip the attribute from the request before forwarding
the request to a downstream server.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

AddDestUDPPortAttrToRequest « If set to O, Steel-Belted Radius Carrier does not add
destination port information to RADIUS requests.

« Ifsettol, Steel-Belted Radius Carrier adds a
Funk-Dest-UDP-Port attribute identifying the UDP
port to which the RADIUS request was sent to the
attributes in the packet. All processing that can be
performed on an attribute included in the request
packet, such as check list processing, can be
performed on this attribute.

Default value is O.

If you enable this attribute, the attribute is visible to
the proxy module. If your environment proxies requests,
you might want to configure Steel-Belted Radius Carrier
to strip the attribute from the request before forwarding
the request to a downstream server.

AddFunkClientGroupToRequest « If set to O, Steel-Belted Radius Carrier does not add
a Funk-Radius-Client-Group attribute to anincoming
RADIUS request.
. Ifsetto]l, Steel-Belted Radius Carrier adds a
Funk-Radius-Client-Group attribute to the RADIUS
request. The value of the Funk-Radius-Client-Group
attribute is set to the name of the client group.

Default valueis O.

NOTE: Enable thisoptiononly if you configure RADIUS
client groups in Web GUI. For more information about
RADIUS client groups, refer to the SBR Carrier
Administration and Configuration Guide.

AddFunkLocationGroupldToRequest « If set to O, Steel-Belted Radius Carrier does not add
a Funk-Location-Group-Id attribute to an incoming
RADIUS request.

. Ifsetto]l, Steel-Belted Radius Carrier adds a
Funk-Location-Group-Id attribute to an incoming
RADIUS request if the request comes from a client
in a configured location group. The value of the
Funk-Location-Group-Id attribute is set to the name
of the location group, which can be used for SOL,
LDAP, and check list processing.

Default value is O.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

AddSourcelPAddressAttrToRequest

« Ifsetto 0, Steel-Belted Radius Carrier does not add
source address information to RADIUS requests.

« Ifsettol, Steel-Belted Radius Carrier adds a
Funk-Source-IP-Address attribute identifying the IP
address from which the RADIUS request was
received to the attributes in the packet. All
processing that can be performed on an attribute
included in the request packet, such as check list
processing, can be performed on this attribute.

Default value is O.

If you enable this attribute, the attribute is visible to
the proxy module. If your environment proxies requests,
you might want to configure Steel-Belted Radius Carrier
to strip the attribute from the request before forwarding
the request to a downstream server.

AllowNoUserName

Apply-Login-Limits

« If set to any value other than yes (case in-sensitive),
any Access-Request without a User-Name attribute
is rejected.

NOTE: The setting of this parameter, coupled with the
setting of the CheckForEmptyUserName parameter,
affects how the SBRC server processes RADIUS
Access-Requests with no or empty User-Name
attributes.

« If set to yes, the maximum number of concurrent
connections for each user is enforced, and
connection attempts above the limit are rejected.

« Ifsettono, connections above the limit are allowed,
but an event is noted in the server log file.

Default value is yes.

AttributeEdit

o If settol, the attribute editing (filters) feature for
proxy and directed realms, and plug-ins is enabled.

« Ifsetto O, the feature is disabled.

Default value is 1.

AuthenticateOnly

« If setto1, noresponse attributes are included in the
response packet to an AuthenticateOnly
(Service-Type 8) request.

« If setto O, the normal response attributes are
included in the response.

Default valueis 1.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

AuthorizeOnly By default, SBR Carrier does not accept Authorize-Only
requests. SBR Carrier may be configured to accept
them by setting AuthorizeOnly=1, in which case, to
accept them, the request must also satisfy all of these
conditions:

« The Access-Request contains the Service-Type
attribute with a value=Authorize-Only

« Message-Authenticator is present and valid

« Asession already exists in SBR Carrier for the AAA
session ID (WIMAX)

« At least one authentication method accepts the
request. The authentication method (usually SQL
or LDAP) must have the AcceptsAuthorizeOnly =1
in the [Bootstrap] section.

NOTE: If set to O, Authorize-Only requests are not
accepted regardless of whether the authentication
method (SOL, LDAP or other) has the
AcceptsAuthorizeOnly = 1.

NOTE: It is not meaningful for an EAP method to
accept Authorize-Only requests. Authorize-Only
processing does not include authentication, and this
setting is only applied to single-step methods which
have been configured not to perform authentication
(for example, SQOL or LDAP authentication).

NOTE: SBR Carrier is only able to process
Authorize-Only requests for WiMAX sessions because
a session must be located in the current session table,
indexed by a WiIMAX session Id.

AutoPasswords If set to yes, support for SHA and UNIXcrypt passwords
for authentication against the native database are
enabled.

This feature may be used to test the use of passwords
created with various encryption algorithms which are
normally used by plug-ins such as LDAP and SQL. The
algorithm is indicated by a token string enclosed by
curly braces prepended to the password, for example,
{mMd4147476919506799271480 for an MD4-encoded
password.

Supported encryption algorithms and their token strings
include message digest algorithm 4 (MD4) hash (md4),
secure hash algorithm (SHA) 1 base 64 (sha), salted
secure hash algorithm (SSHA) 1 base 64 (ssha), UNIX
crypt (crypt), encmd5 (md5), and http digest md5
(http), as well as hex representation of ASCll password
(hex).

Default value is no (disabled).
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

Auth-Flood-Queue-Shape

Type of queuing used for authentication requests. You
can use one of the following values:

« FIFO
« LIFO
« RAND

Default value is LIFO.

Auth-Receive-Realtime-Thread-Priority

Authentication requests (as well as proxy responses)
are received on two separate threads. The priority of
these threads can be set as follows:

o TS (timeshare)—This is the default class for
processes and their associated kernel threads. The
actual priority number range from O through 59, and
are dynamically adjusted in an attempt to allocate
processor resources evenly.

« RT (real-time)—Threads in the RT class are
fixed-priority, with a fixed time quantum. The actual
priority number range from 100 through 159, so a RT
thread will preempt a system thread.

SBR sets the priority to the lesser of the maximum
possible RT priority and the configured value (O = no
change).

NOTE: For Linux, the smaller the numerical value, the
higher the priority.

AuthResponseOnCstFailure

ChallengeCacheLimit

Specifies how the SBRC server responds to requests
when the session database cannot be contacted.

« |If set to Reject, the SBRC server sends an
Access-Reject when there is a CST failure.

« If set to Accept, the SBRC server sends an
Access-Accept in spite of a CST failure.

« |If set to Discard, SBRC server does not send any
response.

Default value is Reject.

NOTE: Whenthe ShutdownOnCSTFailure parameter
in the dbclusterRPC.gen file is set to O, this setting
determines how incoming packets are handled when
the SSR cluster or separate session database process
is down.

This parameter controls the number of outstanding
challenge state objects.

Default value is 1000.

NOTE: Value of O through 999 is interpreted as the
minimum value of 1000.

32

Copyright © 2018, Juniper Networks, Inc.



Chapter 2: Operations Files

Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

CheckTransactionldInClass If set to 1, when matching an accounting request to a
session record using the class attribute, the parameter
verifies that both Txnld and DbClusterSessionld match.
If set to O, only DbClusterSessionld needs to match.

Default value is O.

CheckForEmptyUserName « If set to any value other than O, Access-Requests

without a value in the User-Name attribute are
rejected.

The defaultis 1.

NOTE: The setting of this parameter, coupled with the
setting of the AllowNoUserName parameter, affects
how the SBRC server processes RADIUS
Access-Requests with no or empty User-Name
attributes.

CheckMessageAuthenticator Specifies whether validation of Message-Authenticator
occurs on receipt of an Access-Request from a network
access server or on receipt of an Access-Accept,
Access-Reject, or Access-Challenge from a proxy.

« If setto 0, validation of received
Message-Authenticator attributes is disabled.

« If settol, validation is performed if the
Message-Authenticator attributes are received.
Message-Authenticator attributes must be present
for EAP messages.

. If set to 2, Message-Authenticator attributes are
always required and always validated. If these
attributes are not present, Steel-Belted Radius
Carrier rejects the message.

For the WIMAX mobility module, set this to 1.

Default value is O.

ClassAttributeStyle « Ifsetto]l, Steel-Belted Radius Carrier uses
unencrypted Class attributes with multiple ASCII
keys in Access-Accept packets.

« If set to 2, Steel-Belted Radius Carrier uses
enhanced/encrypted Class attributes in
Access-Accept packets.

Default value is 2.

NOTE: The ClassAttributeStyle parameter must be
set to a value of 2 before you can use attribute
embedding. For information about attribute
embedding, see “[EmbedInClass] Section” on page 54.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

ConvertCallingStationld

« If settol, the Calling-Station-Id is interpreted as a
hex string.

« If setto O, the Calling-Station-Id is interpreted as
ASCII.

Default value is O.

DelegatedIPv6PrefixPoolHint

Specifies whether to treat the
Delegated-IPv6-Prefix-Pool attribute as a hint.

« If set to Yes, the Delegated-IPv6-Prefix-Pool
attribute is treated as a hint. If this attribute appears
in both the Access-Request packet and the user's
return list, the Delegated-IPv6-Prefix-Pool attribute
values in both the Access-Request packet and the
user's return list are returned. If this attribute does
not appear in the Access-Request packet, the
Delegated-IPv6-Prefix-Pool attribute value
configured in the user's return list is returned.

« If settoNo, the Delegated-IPv6-Prefix-Pool attribute
value configured in the user's return list is returned.

Default value is No.

DisablePromptAttribute

The Prompt attribute may be sent during an
Access-Challenge. This parameter specifies whether
or not to echo the user’s response to the
Access-Challenge on the client.

« O indicates the user’s response to the
Access-Challenge is not echoed.

« lindicates the user’s response to the
Access-Challenge is echoed.

Default value is O.

Steel-Belted Radius Carrier uses the Prompt attribute
during authentications. However, some clients do not
respond properly to the Prompt attribute, so this
parameter provides a way to disable it.

34
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

DisableSecondaryMakeModelSelection

« Ifsettol, SBR Carrier sets the make/model field with
make/model information of the NAD that is found
using the NAS-IP-Address attribute,
NAS-IPv6-Address attribute, NAS-Identifier
attribute, or source address in the received request.
SBR Carrier searches for the NAD entry by using the
attributes or values in the following order of
preference:

1. NAS-IP-Address or NAS-IPv6-Address
2. NAS-Identifier
3. Source address
« If setto O, SBR Carrier sets the make/model field

according to the proxy target that is being used for
the RADIUS transaction.

NOTE: This setting affects only proxied packets. For
a description about proxied packets, refer to the
chapter Administering Proxy RADIUS in the SBR
Carrier Administration and Configuration Guide.

Default value is O.

DiscardAccountingRequestOnCstFailure

By default, accounting requests are acknowledged
even if the SSR database cannot be contacted. This
parameter specifies whether or not accounting
requests should be discarded when the session
database cannot be contacted, which may be desirable
when using load balancing equipment.

« If setto1, accounting requests (start, stop, on, off,
and interim) are discarded when the session
database cannot be contacted.

. If setto 0, accounting requests (start, stop, on, off,
and interim) are acknowledged when the session
database cannot be contacted.

NOTE: Whenthe ShutdownOnCSTFailure parameter
in the dbclusterRPC.gen file is set to O, this setting
determines how incoming packets are handled when
the SSR cluster or separate session database process
is down.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

DnsServerlPv6AddressHint Specifies whether to treat the
DNS-Server-IPv6-Address attribute as a hint.

« IfsettoYes, the DNS-Server-IPv6-Address attribute
is treated as a hint. If this attribute appears in both
the Access-Request packet and the user's return
list, the DNS-Server-IPv6-Address attribute values
in both the Access-Request packet and the user's
return list are returned. If this attribute does not
appear in the Access-Request packet, the
DNS-Server-IPv6-Address attribute value configured
in the user's return list is returned.

« If set to No, the DNS-Server-IPv6-Address attribute
value configured in the user's return list is returned.

Default value is No.

DynAuthProxySource Specifies the IP address of the interface through which
the outgoing proxy CoA/DM traffic is routed.

The default value is 0.0.0.0. In this case, the interface
is variable, chosen appropriately by the Operating
System depending on the destination address.

EnableWiMAXUnigueSessionldFromNAI  This parameter provides improvements to WiMAX
performance and scalability. The improvements include
different logic for assigning primary keys to WiMAX
tables and for generating the Class attribute in the
Access-Accept response.

o Ifsettol, the
EnableWiMAXUniqueSessionldFromNAI parameter
is enabled.

. Ifsetto0,the
EnableWiMAXUniqueSessionldFromNAI parameter
is disabled.

NOTE: When the
EnableWiMAXUniqueSessionldFromNAI parameter
is enabled, new session records in the database and
the Class attribute in Access-Accept messages are
incompatible with the WiMAX logic in previous releases
of SBR Carrier. For compatibility with SBR Carrier 7.2.1
and earlier, set
EnableWiMAXUniqueSessionldFromNAI = O.

Default value is 1.

For details on migrating from existing SBRC WiMAX
installations and new installations using WiMAX, see
the section on Migration and New Installations of SBR
Carrier with WiMAX in the Migrating from Previous SBR
Releases section of the SBR Carrier Installation Guide.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

EnhancedRateStats Specifies whether support for calculating
authentication, accounting, and proxy transaction rate
statistics per NAD client and per Called-Station-ID is
enabled or disabled.

. Ifsetto]l, Steel-Belted Radius Carrier enables the
calculation of NAD client and Called-Station-ID
specific rate statistics. In addition to the overall
server specific rate statistics, you can view the rate
statistics per NAD client and per Called-Station-ID
through SNMP and LCI query.

« Ifsetto O, Steel-Belted Radius Carrier disables the
calculation of NAD client and Called-Station-ID
specific rate statistics. You can view only the overall
server specific rate statistics through SNMP and LCI
query.

Default value is O.

EnumAttrsWithoutMvpFlagUpdate « Ifsettol, plug-ins can add attributes that are not
flagged as reply-list attributes to an Access-Accept.

« If setto 0, plug-ins cannot add attributes that are
not flagged as reply-list attributes to an
Access-Accept.

Default value is 1.

FallbackLocal Specifies whether the session information is maintained
in a local file on the SBR Carrier server when the
working SSR cluster goes down or SBR Carrier fails to
load the separate session database process or the SSR
cluster during startup.

« If set to true, session information is maintained in a
local file on the SBR Carrier server when the working
SSR cluster goes down or SBR Carrier fails to load
the separate session database process or the SSR
cluster during startup.

. Ifsetto false, session information is not maintained
in a local file on the SBR Carrier server even when
the working SSR cluster goes down or SBR Carrier
fails to load the separate session database process
or the SSR cluster during startup.

Default value is false.

NOTE: This parameter is valid only if the
PersistSessions parameter in the radius.ini file is set
to 2 (NDB) or 3 (cstserver).
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

ForceUpdate Enables Steel-Belted Radius Carrier to update the
Current Session Table (CST) with additional attributes
when an Accounting-Interim packet is received.

NOTE: The ForceUpdate parameter is valid only if the
UpdateOninterim parameteris set to 1.

Additional accounting attributes that can be updated
include the following:

« User-Name

« Called-Station-Id
« NAS-Port

« Calling-Station-ID
« NAS-Port-Type

NOTE: The accounting attributes specified with this
parameter must be separated by a space.

For example, ForceUpdate= User-Name
Calling-Station-ID

FramedIPAddressHint « If set to Yes, the attribute Framed-IP-Address is
treated as a hint. If this attribute appears in the
Access-Request and the user's return list is
configured to allocate Framed-IP-Address from a
pool, the IP address in the Access-Request is
returned instead of a newly-allocated IP address.

« IfsettoNo, the address is taken from the configured
pool of addresses for Framed-IP-Address. The next
available address is used.

« If set to Check-Pool, the requested address is
checked for validity against the pool of addresses
for Framed-IP-Address.

Default value is no.

NOTE: Hints are only applicable when SBR is
configured to assign addresses from a pool.

FramedIPv6AddressHint Specifies whether to treat the Framed-IPv6-Address
attribute as a hint.

« If set to Yes, the Framed-IPv6-Address attribute is
treated as a hint. If this attribute appears in both the
Access-Request packet and the user's return list,
the IPv6 address in the Access-Request packet is
returned in the Access-Accept. If this attribute does
not appear in the Access-Request packet, the IPv6
address configured in the user's return list is returned.

« IfsettoNo, the IPv6 address configured in the user’s
return list is returned.

Default value is No.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

IncRoutedProxyUsageCount « Ifsetto], theusage countisincremented both before
the Access-Request is proxied, and when the proxy
target responds with an Access-Accept. This is
consistent with previous releases.

« Ifsetto0,the usage countisincremented only when
the proxy target responds with an Access-Accept,
it is not incremented before the Access-Request is
forwarded to the proxy.

Default value is O.

IpAddrFromClassAttr If set to Yes, SBR always adds the Framed-Ip-Address
in the Access-Accept to the Class attribute, regardless
of whether it is allocated from a pool.

Default value is No.

JvmMaxHeapSizelnMB Specifies the maximum Java heap memory the Java
Virtual Machine (JVM) can allocate for processing JDBC
connections. An out of memory error occurs when the
memory exceeds the value configured in this
parameter.

Default value is 1024 MB.

JvmMinHeapSizelnMB Specifies the minimum Java heap memory required for
processing JDBC connections. If your system does not
have the configured minimum memory, the JVM will
not be initialized.

Default value is 64 MB.

JVMPath Specifies the location of the JVM used by JDBC plug-ins.

NOTE: Do not edit this parameter manually. This
parameter is automatically populated after running
the SBR Carrier configuration script.

For this parameter to work, make sure that this
parameter is uncommented.

LookupClientBylPRange If set to 1, this parameter enables enumeration of NAS
clients within IP ranges; set this to support Service-Type
mapping of range-defined NAS clients.

Default value is O.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

Login-Limit-Key Login-Limit-Key is valid only in a Session State Register
cluster environment, and only then if the Optional
Concurrency and Wholesale Moduleisinstalled. If both
those conditions are met, the setting controls what
user attribute or attributes are counted to determine
concurrent session limit compliance.

There is no default value. The setting may contain any
user attribute string. Multiple attributes may be
specified, separated by spaces, up to the 84-character
limit of the field.

MainThreadStackSize Stack size of the main thread. This value specifies the
number of bytes that is allocated to a main thread.

Main threads are maintenance threads that perform
such functions as stale session purging, signal handling,
and statistics logging.

Default value is 1MB (1024 KB).

Max-Auth-Floods Maximum number of requests that can be stored in
the authentication flood queue. You can enter the value
in the range 0 to 10,000 * Max-Auth-Threads.

Default value is 25.

Max-Auth-Threads The maximum number of threads available to handle
authentication requests. Minimum is 1, maximum is
1,000,000 (limited by memory).

Default value is 100.

Max-Auth-Threads-In-Flood Maximum number of threads from the authentication
thread pool that can support the flood queue
concurrently. If this value equals the maximum number
of threads in the authentication thread pool, all threads
are available to serve new requests or queued requests.
If this value is less than the maximum number of
threads in the authentication thread pool, the
difference represents the number of threads reserved
for servicing only new authentication requests.

When a specific value is not configured for this
parameter, then by default this parameter is assigned
with half the value of the maximum number of threads
(Max-Auth-Threads) available to handle in the
authentication requests.

Default value is 50.

NOTE: This default value is valid only if the default
value of Max-Auth-Threads is unchanged.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

Max-Acct-Floods Maximum number of requests that can be stored in
the accounting flood queue. You can enter the value
in the range O through 10,000.

Default value is 25.

Max-Acct-Threads Maximum number of threads available to handle
accounting requests. Minimum is 1; maximum is
1,000,000 (limited by memory).

Default value is 200.

Max-Acct-Threads-In-Flood Maximum number of threads from the accounting
thread pool that can support the flood queue
concurrently. If this value equals the maximum number
of threads in the accounting thread pool, all threads
are available to serve new requests or queued requests.
If this value is less than the maximum number of
threads in the accounting thread pool, the difference
represents the number of threads reserved for servicing
only new accounting requests.

When a specific value is not configured for this
parameter, then by default this parameter is assigned
with half the value of the maximum number of threads
(Max-Acct-Threads) available to handle in the
accounting requests.

Default value is 100.

NOTE: This default value is valid only if the default
value of Max-Acct-Threads is unchanged.

MaxEngines The MaxEngines parameter limits the number of
Javascript host allocations that can be attempted.
When set, worker threads wait for a host to become
available. The optimum setting for this parameter may
vary depending on the machine configuration and
RADIUS traffic.

The default is O, and there is no limit.

Max-Proxy-Floods Maximum number of requests that can be stored in
the proxy flood queue. You can enter the value in the
range O through 10,000.

Default value is 25.

Max-Proxy-Threads Maximum number of threads available to handle
proxied accounting requests when Block=0 is set in
the [Acct] section of the RealmName.pro file. Minimum
is 1; maximum is 1,000,000 (limited by memory).

Default value is 100.

Copyright © 2018, Juniper Networks, Inc. 41



Steel-Belted Radius Carrier 8.4.1 Reference Guide

Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

Max-Proxy-Threads-In-Flood Maximum number of threads from the proxy thread
pool that can support the flood queue concurrently. If
this value equals the maximum number of threads in
the proxy thread pool, all threads are available to serve
new requests or queued requests. If this value is less
than the maximum number of threads in the proxy
thread pool, the difference represents the number of
threads reserved for servicing only new proxy requests.

When a specific value is not configured for this
parameter, then by default this parameter is assigned
with half the value of the maximum number of threads
(Max-Proxy-Threads) available to handle in the proxy
requests.

Default value is 50.

NOTE: This default value is valid only if the default
value of Max-Proxy-Threads is unchanged.

NasClearRecordsBatchCount Specifies the number of sessions to be deleted per
batch when an Accounting-On or Accounting-Off
request is received from the NAD.

Default value is 10,000.

NoNullTermination « If setto O, RADIUS reply attributes of type string are
sent with a null character at the end of the string
(null terminated string).

. Ifsetto1, RADIUS reply attributes of type string are
sent without the null character at the end of the
string. Entering a value of 1 for this setting is the
equivalent of changing all reply attributes of type
string to type stringnz.

Default value is O.

OverwriteCstDataOnFailure . Ifsetto]l, SBR overwrites the existing session record
(based on IP address) on CST constraint violation.

. If setto 0, SBR continues processing on CST
constraint violation.

Default value is O.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

PersistSessions Specifies how session persistence is maintained.

« If set to O (none), session information is not
maintained when SBRC is restarted. This setting
applies only to SBRC servers running in standalone
mode.

« Ifsettol (local), session information is maintained
in a local file on the SBRC server, and is available
after restarting the server. This setting applies only
to SBRC servers running in standalone mode.

« If setto 2 (NDB), session information is maintained
in the SSR cluster database. This setting is
applicable only when the server is running in a SBRC
SSR cluster.

« If setto 3 (cstserver), session information is
maintained in the CST that is hosted by a separate
session database process. This setting is applicable
only for 32-bit version of SBR Carrier and when the
SBRC server is running in standalone mode and is a
64-bit Linux machine.

Default value is NDB.

NOTE: You must set the PersistSessions parameter
to 2 or NDB to use the Steel-Belted Radius Carrier high
availability SSR cluster.

NOTE: For 32-bit version of SBR Carrier, the default
value is 3 (cstserver) if your SBRC server is running in
standalone mode and is a 64-bit Linux machine.

For 64-bit version of SBR Carrier, the default value is 1
(local) if your SBRC server is running in standalone
mode and is a 64-bit Linux machine. The 64-bit version
of SBR Carrier does not support separate session
database process on a 64-bit Linux machine.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

PhantomTimeout

Specifies the maximum number of seconds for a
phantom session record. When a phantom session is
created, its expiration timestamp
(Sbr_ExpirationTime) is set to its creation timestamp
(Sbr_CreationTime) plus the PhantomTimeout value.
If a corresponding Accounting-Start or an interim
accounting packet is received before the expiration
timestamp, the phantom record is upgraded to active
status, and its expiration timestamp is upgraded
according to the StaleSessionTimeoutSecs setting.
If no Accounting-Start or interim accounting packet is
received before the expiration timestamp, the phantom
record is purged according to settings for stale session
purge threads. This highlights the importance of
synchronizing clocks amongst SBR Carrier servers in a
Session State Register cluster.

NOTE: This parameter is applicable to standalone
servers and servers running in a Session State Register
cluster.

ProcessRealmBeforeTunnel

« Ifsetto O, Steel-Belted Radius Carrier checks
whether a request matches the criteria established
for tunnels before it tests whether a request matches
the criteria for proxy and directed realms.

. Ifsettol, Steel-Belted Radius Carrier checks whether
a request matches the criteria established for proxy
and directed realms before it tests whether a request
matches the criteria established for tunnels.

Default value is O.

ProxyFastFail

Specifies the number of seconds a Steel-Belted Radius
Carrier server continues to forward packets to a proxy
RADIUS target that appears to be down.

A value of O disables the feature.
Default value is 300.

NOTE: This parameter applies only to proxy targets
that are used but not assigned to a realm.

ProxySource

Specifies the IP address of the interface through which
all outgoing proxy traffic is routed. The IP address
specified for ProxySource must be listed in the
[Addresses] section of radius.ini.

If a ProxySource address is not specified and per-realm
control of proxy interfaces is not enabled, Steel-Belted
Radius Carrier uses the first interface it finds on the
server.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

ProxyStripRealm « If settol, the proxy realm decoration is stripped
before sending the request downstream.

« If setto O, no realm name stripping is performed.

Default value is 1.

NOTE: This parameter applies only to proxy targets
that are used but not assigned to a realm.

Proxy-Flood-Queue-Shape Type of queuing used for proxy requests. You can use
one of the following values:

« FIFO
« LIFO
« RAND

Default value is LIFO.

RoutelPvéInfoHint Specifies whether to treat the Route-IPv6-Information
attribute as a hint.

« If set to Yes, the Route-IPv6-Information attribute
is treated as a hint. If this attribute appears in both
the Access-Request packet and the user's return
list, the Route-IPv6-Information attribute values in
both the Access-Request packet and the user's
return list are returned. If this attribute does not
appear in the Access-Request packet, the
Route-IPv6-Information attribute value configured
in the user's return list is returned.

« If set to No, the Route-IPv6-Information attribute
value configured in the user's return list is returned.

Default value is No.

SelectIPPoolNameByNasAVPs « Ifsetto O, the IP address pool for a RADIUS client is
based on the source IP address in the UDP packet
containing the access request.

« Ifsettol, the IP address pool for a RADIUS client is
based on the value of the NAS-IP-Address or
NAS-Identifier attribute included in the access
request. If the NAS-IP-Address or NAS-Identifier
attribute is not present, or if a RADIUS client
matching the IP address or identifier cannot be
found, the IP address pool for a RADIUS client is
based on the source IP address in the UDP packet
containing the access request.

Default value is O.

Copyright © 2018, Juniper Networks, Inc. 45



Steel-Belted Radius Carrier 8.4.1 Reference Guide

Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

SendOnlyOneClassAttribute When a user’s identity information is encrypted during
authentication, Steel-Belted Radius Carrier uses a
special Class attribute to pass the user’s encrypted
identity to an accounting server. Because this typically
requires more than one Class attribute to be included
in the Accept response, and because some Access
Points do not support echoing more than one Class
attribute, you can use the SendOnlyOneClassAttribute
parameter to specify how you want Steel-Belted
Radius Carrier to forward encrypted user identity
information.

« Ifsetto]l, Steel-Belted Radius Carrier creates a Class
attribute containing a Class attribute flag, a server
identifier, and a transaction identifier. The user
identification data that is normally stored in the
Class attributes is stored in the current sessions
table. When Steel-Belted Radius Carrier receives an
accounting request, it looks up the Class information
in the current sessions table and uses it as if it had
arrived in the accounting request packet.

« If setto O, Steel-Belted Radius Carrier creates one
or more Class attributes to return a user’s encrypted
identity to the Access Point, with the assumption
that the AP forwards the Class attribute(s)
containing the encrypted user identification
information to the accounting server.

Default value is O.
For the optional WiMAX mobility module, set this to 1.

NOTE: This feature works only if accounting requests
g0 to the same server or cluster that performs
authentication. Accounting requests that go to servers
other than the authenticating server fail.

StaleSessionPurgeThreadChunkSize Specifies the number of stale sessions a SBR Carrier
server purges at a time.

Default value is 100 sessions.
NOTE: This parameter is applicable to standalone

servers and servers running in a Session State Register
cluster.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

StaleSessionPurgeThreadSleepMax Specifies the maximum number of seconds the SBR
Carrier server waits before purging stale sessions.

Default value is 20 seconds.

NOTE: In cluster configurations, each SBR Carrier
server periodically purges stale sessions from the
session database. To avoid having multiple servers in
a cluster try to purge the same stale sessions
simultaneously, the
StaleSessionPurgeThreadSleepMin and
StaleSessionPurgeThreadSleepMax settings provide
a short random sleep interval for the stale session
purge process.

NOTE: This parameter is applicable to standalone
servers and servers running in a Session State Register
cluster.

StaleSessionPurgeThreadSleepMin Specifies the minimum number of seconds SBR Carrier
waits before purging stale sessions.

Default value is 10 seconds.

NOTE: In cluster configurations, each SBR Carrier
server periodically purges stale sessions from the
Session State Register database cluster. To avoid
having multiple servers in a cluster try to purge the
same stale sessions simultaneously, the
StaleSessionPurgeThreadSleepMin and
StaleSessionPurgeThreadSleepMax settings provide
a short random sleep interval for the stale session
purge process.

NOTE: This parameter is applicable to standalone
servers and servers running in a Session State Register
cluster.

StaleSessionTimeoutSecs Specifies the lifetime for a session (phantom record
for which a corresponding accounting start packet is
received) in the Current Sessions Table before the
session expiration timestamp runs out and the session
resources are released.

« If setto 0, the upgraded phantom record never
expires.

« If set to a number greater than 0O, specifies the
number of seconds in the phantom record lifetime.

Default value is 86,400 seconds (one day).

NOTE: This parameter is applicable to standalone
servers and servers running in a Session State Register
cluster.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

StartupTimeout Specifies the number of seconds Steel-Belted Radius
Carrier waits for its startup sequence to finish before
timing out.

Default value is 600 seconds.

NOTE: You must set this parameter based on the size
of the HST file. If the HST file size is in the range
1.3—2.5 GB, set this parameter to 1600 seconds. If the
HST file size is greater than 2.5 GB, set this parameter
to 1800 seconds.

StatefullPv6AddressPoolHint Specifies whether to treat the
Stateful-IPv6-Address-Pool attribute as a hint.

« If set to Yes, the Stateful-IPv6-Address-Pool
attribute is treated as a hint. If this attribute appears
in both the Access-Request packet and the user's
return list, the Stateful-IPv6-Address-Pool attribute
values in both the Access-Request packet and the
user's return list are returned. If this attribute does
not appear in the Access-Request packet, the
Stateful-IPv6-Address-Pool attribute value
configured in the user's return list is returned.

« IfsettoNo, the Stateful-IPv6-Address-Pool attribute
value configured in the user's return list is returned.

Default value is No.

StoreClassInSession « If set to always, the class attribute will always be
stored in the CST.

« If set to default, the class attribute will be stored in
the CST depending on other attributes and
configuration such as WiMAX mode.

Default value is default.

TreatAddressPoolsAsDisjoint « Ifsetto], Steel-Belted Radius Carrier treats each
IP address pool as though it operates off its own
disjoint address space. This disables the normal
checks to ensure that an IP address is allocated only
to a single address pool.

. Ifsetto 0, asingle IP address can be allocated only
to a single session and from a single IP address pool.

Default value is O.

NOTE: To track allocated resources, Steel-Belted
Radius Carrier uses the Class attribute to track IP
addresses. This attribute contains the IP pool name
and IP address.

This parameteris applicable only to standalone servers.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

UpdateOninterim Specifies whether or not to update the session from
phantom to active when the SBRC server receives an
accounting packet with the Acct-Status-Type attribute
set to a value of Interim-Update.

« Ifsetto], the server changes the state of the session
from phantom to active when it receives an interim
update.

« If setto O, the server does not change the state of
the session from phantom to active when aninterim
update is received.

« If set to Update, the server changes the state of the
session from phantom to active when it receives an
interim update. The behavior is similar to setting the
valueas .

. If set to Add, the server changes the state of the
session from phantom to active when it receives an
interim update. If a phantom session is not found,
then a new session is created based on the values
in the interim update.

The default value is O.

UDP-Receive-Buffer-Kbytes Sets the buffer size of the UDP socket. This value
specifies the number of bytes allocated to the UDP
socket to process the incoming RADIUS requests.

You can enter the value in the range from 256 KB
through 16 MB. Default value is 512 KB.

CAUTION: In some high load scenarios (more than
500 concurrent transactions per second), the default
socket size is not sufficient to process the incoming
requests, resulting in packets being dropped from the
socket. In this case, you need to increase the buffer size
to the maximum value to prevent the packets from
being dropped from the socket.

UseProfileCache « If set to O, user profile results are not cached.

« If setto1, user profile results are cached, improving
performance when using profiles.

Default value is O.
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Table 16: radius.ini [Configuration] Syntax (continued)

Parameter Function

UseUserCache

« If set to O, native users entries are not cached.

« If settol, native user are cached, improving
performance when using Native Users.

Default value is O.

When cachingis enabled, SBRC’s memory usage grows
until all the user records are cached in memory. The
storage space for all native user data (names,
passwords, and Attribute Value Pairs) should fit well
within the SBRC process memory. Enabling this is most
suitable for Native User entries which represent device
types, virtual devices, or are otherwise limited in
number. Enabling it will increase throughput
significantly.

WorkerThreadStackSize

Sets the worker thread stack size. The value reflects
the number of bytes that will be allocated for each
worker thread.

Worker threads are created to support authentication,
accounting, and proxy operations.

Default worker thread stack size value is 512K
(524288).

ZombieSessionTimeout

Specifies the number of seconds that a deleted session
(a session for which SBR Carrier has received an
Accounting-Stop RADIUS message) remains in the
Current Sessions Table.

Default value is O seconds (no grace period).
NOTE: This parameter is applicable to standalone

servers and servers running in a Session State Register
cluster.

[CurrentSessions] Section

The [CurrentSessions] section (Table 17 on page 50) of radius.ini controls the current

sessions table.

[CurrentSessions]
;CaseSensitiveUsernameCompare = 1

Table 17: radius.ini [CurrentSessions] Syntax

Parameter Function

Enable If set to O, the current sessions processing is disabled.

This is applicable to standalone servers.
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Table 17: radius.ini [CurrentSessions] Syntax (continued)

Parameter Function

CaseSensitiveUsernameCompare « Ifsettol1, when the server searchesits Current Sessions
Table for sessions that have the same username, it uses
case-sensitive lookups.

. If setto O, the server ignores case.

Default value is O.

NOTE: This parameter is applicable only to standalone
servers.

For a standalone server, the CST is in local memory, and is configured with the
dbclusterlocal.gen file when you run the configuration script.

In addition, the setting of the PersistSessions parameter in the radius.ini file determines
whether sessions are restored or not restored when SBR Carrier is restarted.

You cannot configure field names in the local CST (dbclusterlocal.gen). However, there
are three predefined fields and seven generic fields you can configure using the
sessionTable.ini file. See Juniper Networks Steel-Belted Radlius Carrier Installation Guide
for information about configuring sessionTable.ini file.

[DynAuthProxy]

The [DynAuthProxy] section in the radius.ini file controls some global Dynamic
Authorization proxy features.

Table 18: [DynAuthProxy] Section

Parameter Function

Enable « If set to1, this parameter enables the Dynamic Authorization Proxy
functionality.

« If setto O, the Dynamic Authorization Proxy functionality is disabled.

The default setting is O.

RequestTimeoutMills This setting can be used to set the retransmission time (in milliseconds)
when forwarding Proxy CoA/DM requests to a NAS client.

The default value is 3000, or 3 seconds.

NumAttempts This setting controls the number of retries before discarding the proxy
CoA/DM forwarding requests.

The default value is 3.
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Table 18: [DynAuthProxy] Section (continued)

Parameter Function

CheckReversePath This setting controls whether Reverse Path Forwarding checking isdone
on received Proxy CoA/DM requests.

« If set toyes, the checking for Reverse Path Forwarding on received
proxy CoA/DM requests is enabled.

« If set to no, the checking for Reverse Path Forwarding on received
proxy CoA/DM requests is disabled.

The default is yes.

MessageAuthenticator  The MessageAuthenticator setting, if set to “yes,” causes the
Message-Authenticator attribute to be added to every Proxy CoA/DM
request forwarded by SBRC. If set to “no,” no Message-Authenticator
attribute is forwarded in any Proxy CoA/DM request.

ForwardMethod This setting determines the method used in finding a NAS target when
a CoA/DM proxy request is received.

« If set to session-table, the setting looks for a matching session in the
current sessions table.

« If set to direct, the setting tries to match attributes with a configured
client.

« If set to both, the setting first looks for a matching session in the
current sessions table, and then falls back to the direct method if no
matching session is found.

The default setting is session-table.

[LatencylLog]

The [LatencylLog] section in the radius.ini file logs the latency related to authentication
or accounting requests received by SBR. A separate file, latency_<timestamp>.csy, is
created, where timestamp is in the format yyyymmdd_hhmm.

Table 19: [LatencyLog] Section

Parameter Function

Enable « If settol, this parameter enables the latency log and creates the
latency_<timestamp>.csv file.

« If setto 0O, the latency log functionality is disabled.

The default setting is O.

RollOver Specifies how often the current latency log file is closed and a new file is
opened (a rollover), up to one rollover per minute. Nonzero values indicate
the number of minutes until the next rollover.

If set to O, the latency log file rolls over once every 24 hours, at midnight
local time.

The default value is O.
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Table 19: [LatencyLog] Section (continued)

Parameter Function

RollOverOnStartup  « Ifsetto1, each time SBR is started, it closes the current latency log file
and opens a new one. A sequence number _nnnn is appended to the log
file name, just as when the maximum size is reached.

. If setto O, each time SBRis started, it appends entries to the previously
open latency log file.

The default value is O.

0 NOTE: When latency log is enabled, the “Enable,” “RollOver,” and
“RollOverOnStartup” parameters are read whenever the server receives a
SIGHUP (1) signal.

The latency log file contains the following parameters:

Table 20: Latencylog Parameters

Parameter Description

Date and Time

Logs the date and time of the request.

Thread-Id Logs the thread-id of the request that is handled.
Type Logs the type of the request. The type could be one of the following values:
« auth
« acct-start
« acct-stop
« acct-interim
« acct-on
« acct-off
Id In case of authentication and accounting requests, this parameter logs the value of Transaction-id.
Module Logs the module name where the authentication request is processed. If the latency logger is
called from the plug-in module, then this parameter logs the name of the plug-in module. For
example, SOL_ORACLE, SBR, or realm name.
In case of accounting requests, this parameter logs as None.
Status Logs the status of the request.
In case of authentication requests, this parameter may be “Accept,” “Reject,” “Challenge,” “Ack,”
or “Discard.”
In case of accounting requests, this parameter sets the value as “Ack.”
Latency Logs the execution time of the request within the module in milliseconds.
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Table 20: Latencylog Parameters (continued)

Parameter Description

NAS-IP-Address

Logs the source address of the request, which may be IPv4 or IPv6 address.

UDP-Port

Logs the port on which the request has been received.

UserName

Logs the username specified in the request.

Target-Address

Logs the address of the external or local database where the authentication request is validated.

In case of accounting requests, this parameter logs the address of the external database.

The following is an example of a sample latency_<time-stamp>.cvs file:

$cat latency 20111011.csv
"Date"," Time", " Thread-1d™"," Type","'Id"*," Module™,"'Status™, " 'Latency’*, " NAS-IP-Address™, " UDP-Port'*,* UserName
", "Target-Address"

"2011-10-13","03:33:50", 73", "auth*, "1, "SQL-ORACLE"", Accept*, "' 251", 10.206.144.153," 3044, skl ", 182.19.43.5
“2011-10-13","103:33:50"," 73", auth*, 1", "SBR', " Acoept*, 262, *10.206. 144,153, 3044, " "subal*, " 110.206..144.. 153
"2011-10-13","08:45:50"," 73, "auth”," 2", " LDAP*, " Acoept ", 242", *10.206.144.153," 3088, " "subal”*, ' 0, 184.2.4.64""
"2011-10-13","08:45:50"," 73", "auth”, "2, PAP", Acoept ', 252”7, "10.206.144. 153", "'3088 ", " 'sUbel”, '10.206..144. 153"
"2011-10-13","03:45:57"," 73, "acct—start”’,"2"*,"$BR","AK","6",""10.206.144.153",""3060"", " "subal ", " *10.206.144.153 "
+2011-10-13","03:46:00"," 73", "auth*," 4™, Bigoo.aot*,  Reject*," 3", 110.206.144.153", 3080 ", " 'subal”*, " 192.168.106..153
"2011-10-13","08:46:00",""73", "auth’", 4", "SBR"*, " Reject”’,"'3",""10.206.144.153","'3060"", " "subal”*,* 10206 .144.. 153"
"2011-10-13","08:45:50"," 73", "authi*, 2", SQL-CRACLE " Acoept*, " 242, 10.206.144. 153, 3068, 'sbet*, " 182.19.43.5
"2011-10-13","103:45:50"," 73", a2, "SBR', " Acoept*, 252, "*10.206.144.. 153", 3088, " "subal*,* 110.206..144. 153
"2011-10-13","03:45:57"," 73", "auth*, 3", "SBR""," Reject’, "6, 10.206.144. 153, ""30659', 'subal”*, "*10.206..144.. 153"
*'2011-10-13","103:46:00""," 73", "auth",""4"*,"SBR"*," Reject”’,"3",""10.206.144.153*,""3060"","'subal”*,*'10.206. 144153
M2011-10-13"," 0406256, 75, aoctstart”, 987eAR1 ", SR, AK Y, B, 10.206. 144,153, 4195, subel *, " 10.206.144..153
"A1-10-413", 04068, 7B, aootstop |, SBARARL Y, IR, AK L 4, 10.206.144.153 , A1 Y, sUe@yehoo.aont ' 110.206.144. 153

[EmbedInClass] Section

The [EmbedInClass] section (Table 21 on page 55) of radius.ini identifies attributes that
are available during authentication processing which must be made available in
accounting requests. Attribute embedding allows billing information to be embedded in
a Class attribute returned to Steel-Belted Radius Carrier by a network access server.
When Steel-Belted Radius Carrier receives an embedded attribute, it decodes the attribute
and places it in the Accounting-Request according to the settings specified in the
classmap.ini file (described on “classmap.ini File” on page 164).

o NOTE: The ClassAttributeStyle parameter in the [Configuration] section of
radius.ini must be set to a value of 2 before you can use attribute embedding.

The syntax for embedding attributes is:

[EmbedInClass]
responseAttribute={ Clear | Encrypt }[,Remove]

54
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Table 21: radius.ini [EmbedInClass] Syntax

Parameter Function

responseAttribute Identifies the response attribute to be embedded in the RADIUS Class
attribute.
Clear Specifies that the retrieved information is included in the Class attribute

in cleartext format.

Encrypt Specifies that the retrieved information is encrypted before it is included
in the Class attribute.

Remove Optional parameter that removes the embedded attribute from the
Accept-Response packet.

[HiddenEAPIdentity] Section

The [HiddenEAPIdentity] section (Table 22 on page 55) of radius.ini allows the known
inner identity of EAP/TTLS and EAP/SIM protocols to be included in the Access-Accept
message returned in response to an authentication request.

The syntax is:

[HiddenEAPIdentity]
IncludelnAcceptResponse=0]1
ResponseAttribute = attributeName[, replaceAttribute]

Table 22: radius.ini [HiddenEAPIdentity] Syntax

Parameter Function

IncludelnAcceptResponse « Ifsetto0,inclusion of the inneridentity in Access-Accept
responses is disabled.

« If setto1, Steel-Belted Radius Carrier includes the inner
identity in the specified attribute of an Access-Accept
response.

Default value is O.

attributeName |dentifies the attribute in which to include the inner identity
in an Access-Accept message. If this value is omitted, the
User-Name attribute is used. The attributeName value can
be any string attribute, including a VSA, that is defined in an
attribute dictionary.

[, replaceAttribute] Identifies the Access-Accept attribute that retains the
original value of the attribute specified in the attributeName
argument.

If a replacement value is not specified, the value of the
original attribute is lost.
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[IPPoolSuffixes] Section

The [IPPoolSuffixes] section of radius.ini lets you define suffixes that can be used to
splitthe IP address pools reserved for a network access server into smaller subcategories.

o NOTE: This section is applicable only to standalone servers.

The syntax is:

[1PPoolSuffixes]
Suffixl
Suffix2

For example, to create three categories that append -Bronze, -Silver, and -Gold to IP
Address Pool names, this section is defined:

[1PPoolSuffixes]
-Bronze

-Silver

-Gold

[IPv6] Section

[IPvE]

Enable = 0
DynamicNameResolution = 2

IPv6LinkLocalUnicastScopeld
IPv6SiteLocalUnicastScopeld

0
0

The [IPv6] section (Table 23 on page 56) of radius.ini controls IPv6 network transport

features.

Table 23: radius.ini [IPv6] Syntax

Parameter Function

Enable

Determines whether IPv6 networking is enabled in Steel-Belted
Radius Carrier.

« If setto O, IPv6 networking is disabled, and other values in
the IPv6 section of radius.ini are ignored.

« Ifsettol, IPv6 networking is enabled.

Default valueis 1.

NOTE: IPv4 networking is always enabled in Steel-Belted
Radius Carrier.
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Table 23: radius.ini [IPv6] Syntax (continued)

Parameter Function

DynamicNameResolution Determines whether the Steel-Belted Radius Carrier server
tries to use IPv6 name services (DNSv6) to resolve hostnames.

« 0—Do not use IPv6 name services. IPv4 name services are
not affected by this setting.

« 1—Use only IPv6 name services. IPv4 name services are
disabled by this setting.

« 2—Use IPv6 name services first; use IPv4 name services in
case of failure.

Default value is 2.

IPv6LinkLocalUnicastScopeld Specifies an interface name (such as hmeO) or index (4) for
Solaris hosts.

If set to 0, Steel-Belted Radius Carrier does not use link local
addresses.

Default value is O.

NOTE: The use of IPv6LinkLocalUnicastScopeld parameter
has been deprecated.

IPv6SitelLocalUnicastScopeld Specifies an interface name (such as hmeO) or index (4).

If set to O, Steel-Belted Radius Carrier selects the site local
scope ID automatically.

Default value is O.

UsePools This setting indicates whether the value of the returned
Framed-IPv6-Prefix attribute is calculated using the IPv4
address pools.

If set to IPv4, the IPv4 pools are used as the basis for creating
the value of the returned Framed-IPv6-Prefix attribute.

If set to No, managed IPv6 address pools are not supported.

The default value is No.

Pools-IPv6-Prefix-Offset When UsePools=IPv4, this setting indicates the offset in the
Framed-IPv6-Prefix to embed the dynamically assigned IPv4
address. The offset is specified in bits and ranges from O
through 96. The offset must be a multiple of 8.

The default is the last 32 bits of Framed-IPv6-Prefix.

For more information about the usage of Framed-IPv6-Prefix,
see “Using Managed IPv6 Address Pools” on page 537.
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[JavaScript] Section

[LDAP] Section

The [JavaScript] section Table 24 on page 58 of radius.ini contains the configuration
parameters for the Javascript engine.

The syntax is:

[JavaScript]
;JSEngineRuntimeMemory=8

Table 24: radius.ini [JavaScript] Syntax

Parameter Function

JSEngineRuntimeMemory Sets the runtime memory of the Javascript engine from
which a new instance of Javascript engine is created during
Javascript service initialization.

For 32-bit version of SBR Carrier, default value is 8 MB.

For 64-bit version of SBR Carrier, default value is 32 MB.

The [LDAP] section (Table 25 on page 58) of radius.ini sets the TCP port number that
you want to use for communication between Steel-Belted Radius Carrier and LDAP
clients.

The syntax is:

[LDAP]
Enable = 1
TCPPort = portNumber

Table 25: radius.ini [LDAP] Syntax

Parameter Function

Enable « If setto O, the LDAP Configuration Interface is disabled.
« If setto1l, the LDAP Configuration Interface is enabled.

Default value is O.

NOTE: This parameter is set from your input to the Steel-Belted
Radius Carrier configuration script.

NOTE: Enabling LCI without changing the access password might
leave your Steel-Belted Radius Carrier database vulnerable to
access by any LDAP client. For information about using the LDAP
configuration interface, see the SBR Carrier Administration and
Configuration Guide before you enable this feature.
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Table 25: radius.ini [LDAP] Syntax (continued)

Parameter Function

TCPPort Specifies the TCP port number that you want to use for
communication between Steel-Belted Radius Carrier and LDAP
clients.

Default value is 667.

NOTE: This parameter is set from your input to the Steel-Belted
Radius Carrier configuration script, only if you answer "Yes" to the
guestion: "Do you want to enable LCI? [n]:".

[LDAPAddresses] Section

The [LDAPAddresses] section of radius.ini lets you specify the interfaces on which
Steel-Belted Radius Carrier listens for LDAP Configuration Interface (LCI) requests. If
you want to provide these settings, you must add a section called [LDAPAddresses] to
the radius.ini file. This section contains a list of IP addresses, one per line:

[LDAPAddresses]
199.198.197.196
196.197.198.199

If the [LDAPAddresses] section is omitted or empty, Steel-Belted Radius Carrier listens
for LCl requests on all bound IP interfaces.

0 NOTE: This parameter is set from your input to the Steel-Belted Radius
Carrier configuration script, only if you answer "Yes" to the question: "Do you
want to enable LCI? [n]:".

[Logging] Section

The [Logging] section (Table 27 on page 62) of the radius.ini file specifies logging
functions for Steel-Belted Radius Carrier.

Log File Naming Conventions and Log Rollover

Steel-Belted Radius Carrier writes to the current server log file until that log file is closed.
After closing the file, Steel-Belted Radius Carrier opens a new one and begins writing to
it. You can configure how often this rollover of the server log file occurs by setting the
Rollover parameter.

The naming conventions for server log files permit more than one file to be generated
during a day. Table 26 on page 60 lists the file naming conventions used for different
rollover periods. In Table 26 on page 60, y= four digit year, M= two digit month, d= two
digit day, h= hours digits, and m= minutes digits. When more than one file is generated
during a day, the sequence number_nnnnn starts at_00000 each day.
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Table 26: Server Log File Naming

File Generation Method File Naming Convention

Default (24 hours) yyyyMMdd.log

Non-24-hour rollover yyyyMMdd_hhmm.log
Rollover based on size only yyyyMMdd_nnnnn.log
Rollover based on both time and size yyyyMMdd_hhmm_nnnnn.log

For example, if rollover is based on size and multiple rollovers occur on November 21,
2008, they are denoted as:

Nov 21 08:1520081121_00001.log
Nov 21 08:19 20081121_00002.log

The date matches the system date, and is denoted in a four digit year, two digit month,
two digit day, underscore "_", five digit counter which increments per rollover in a given
day.

0 NOTE: If rolloveris based only on the size of the log file, the file name format
is yyyyMMdd_nnnn.log, where n is an integer that is incremented each time
the file rolls over. Rollover occurs as soon as the current log line causes the
file to be longer than the rollover limit (LogfileMaxMBytes).

If rollover is on the basis of size (LogfileMaxMBytes is > 0) and also time
(Rollover > 0), then the log file name format is yyyyMMdd_HHmm_nnnnn.log.

The time HHmMm is the time at which the log was supposed to roll over, even
if there no message was logged at that exact time. For example, if you
configure the log to roll over every 3 hours, then your log files are called
yyyyMMdd_0300_nnnnn.log, yyyyMMdd_0600_nnnnn.log, and so on. Even if
you configure the server at 1:43, and the first message is logged at 4:33,
Steel-Belted Radius Carrier bases the rollover starting from midnight every
day, so that the times are consistent each day.

Thread Identifiers

The Log-Thread-ID parameter helps debug problems with Steel-Belted Radius Carrier
operations by incorporating thread identifiers in log messages for all log levels. Thread
identifiers help you parse the diagnostic log when messages about different RADIUS
requests are interleaved.

The syntax for including thread identifiers in log messages is:

[Logging]
Log-Thread-ID = yes
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When multiple requests are processed simultaneously, log entries for different requests
might appear consecutively in the log file. Configuring the radius.ini file to include a thread
identification number with log entries correlates the log entries produced while processing
each RADIUS request.

The thread identifier appears in parentheses immediately after the date and time. In this
example, the Log-Thread-ID of 98 is assigned to one request and 73 is assigned to another.

08/24/2008 15:16:27 ../radauthd.c radAuthHandleRequest() 2720 (98) Entering
08/24/2008 15:16:27 (98) Looking up shared secret

08/24/2008 15:16:27 (98) Looking for RAS client 172.25.97.54 in DB
08/24/2008 15:16:27 (98) Matched 172.25.97.54 to RAS client <ANY>
08/24/2008 15:16:27 (98) Parsing request

08/24/2008 15:16:27 (98) Initializing cache entry

08/24/2008 15:16:27 (98) Doing inventory check on request

08/24/2008 15:16:27 (98) Getting info on requesting client

08/24/2008 15:16:27 (98) User-Name : String Value = 1212864080212345

08/24/2008 15:16:27 (73) Authentication Request

08/24/2008 15:16:27 (73) Received from: ip=172.25.97.54 port=4334
08/24/2008 15:16:27 (73)

08/24/2008 15:16:27 (73) Raw Packet :

Session Identifiers

The session identifier (LogSessionID) further helps with debugging by enabling you to
search for log entries associated with a particular user’s session. By setting the
LogSessionID parameter to yes, a session identifier isincluded in log entries. The session
identifier is used throughout authentication and accounting.

The syntax for including session identifiers in log messages is:

[Logging]
LogSessionlD = yes

o NOTE: The ClassAttributeStyle parameter must be set to a value of 2 before
you can use session identifiers.

Use simple search commands or scripts to find a particular user’s logged activity. First,
find a log entry with data matching that user’s identity and note the session identifier. A
second search with that identifier yields all messages relating to that user’s history in the
log file.

The session identifier appears immediately after the thread identifier and is denoted by
Txld. The format is:

TIMESTAMP (Thread Id) TxId 0xO000000000000000:00000000: LOG-MESSAGE

Example

11/05/2008 09:51:52 (0056) Txld 0x485c5f8a4911b1fa00000002: Unable to find
user test with matching password
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o NOTE: Itis possible that some messages will not include a valid session
identifier. Messages logged before the session identifier is learned (before
the packet is processed) will have a session identifier of all zeroes. Once the
packet is processed, the session identifier is correct.

Enhanced Proxy Logging

Steel-Belted Radius Carrier includes enhanced logging capabilities for troubleshooting
proxy target issues. These include presenting transactions between Steel-Belted Radius
Carrier and proxy targets in human readable format when the TraceLevel parameter is
set to 2. In addition, proxy error messages now include the target or realm name. This
helps in troubleshooting proxy target issues when multiple proxy targets exist.

Table 27: radius.ini [Logging] Syntax

Parameter Function

EnhancedDiagnosticLogging

« If set to no, standard diagnostic logging messages are written
to the server log file.

« If set to yes, messages relating to proxy retries, proxy timeouts,
and LDAP timeouts, as well as standard diagnostic logging
messages, are written to the server log file (yyyymmdd.log).

Default value is no.

LogAccept

« If setto], specifies that messages associated with Accepts that
meet the current Loglevel are recorded in the server log file.

« If setto O, messages associated with Accepts are ignored.

Default value is 1.

The LogAccept setting is re-read whenever the server receives a
SIGHUP (1) signal.

LogDir

Sets the destination directory on the local host where server log
files are stored.

Default value is the Steel-Belted Radius Carrier directory.
NOTE: If you specify an alternate destination directory other than
the default, ensure that the directory exists before starting the

SBR. Otherwise, SBR may fail to function correctly.

NOTE: You cannot write server log files to a linked drive.
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Table 27: radius.ini [Logging] Syntax (continued)

Parameter Function

LogFileMaxMBytes « IfsettoO (orif setting is absent), the server log file size is ignored
and log file names are date-stamped to identify when they were
opened (YYYYMMDD.log).

. If set toavalue in the range 1-2047, the current server log file is
closed when it reaches the specified number of megabytes (1024
x 1024 bytes), and a new server log file is opened using the file
format (YYYYMMDD_NNNNN.log), where NNNNN is a sequence
number.

Default value is O.

NOTE: The size of the log file is checked each time a message is
logged. The log file might exceed the size specified in
LogFileMaxMBytes, because it does not roll over until the next log
size check occurs.

NOTE: If both LogFileMaxMBytes and MaxSize are present,
MaxSize is ignored and the log file size is based on
LogFileMaxMBytes (MBytes). If you want to configure the
maximum file size in bytes, do not include the LogFileMaxMBytes
parameter in this file.

NOTE: If LogfileMaxMBytes is set, a new server log file is created
whenever the server restarts, even if the log file has not reached
the specified number of megabytes. This is an expected behavior.

LogFilePermissions Specifies the owner and access permission setting for the system
log (yyyymmdd.log) file.

Enter a value for the LogFilePermissions setting in owner:group
permissions format, where:

« owner specifies the owner of the file in text or numeric format.

« group specifies the group setting for the file in text or numeric
format.

« permissions specifies what privileges can be exercised by
Owner/Group/Other with respect to the file in text or numeric
format.

For example, user:1007 rw-r- - - - - specifies that the file owner
(user) can read and edit the log file, members of group 1007 can
read (but not edit) the log file, and other users cannot access the
log file.

Log-Flush-To-System « If set to no, log flushing is disabled, and log data is queued in a
buffer and written to the log at a later time.

« If settoyes, log flushing is enabled and log data is written to the
log file immediately without being queued. This can impact
performance.

Default value is no, disabled.
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Table 27: radius.ini [Logging] Syntax (continued)

Parameter Function

LogGroup

Specifies the type of server functionality for which you want to log
details in the server log file. You can specify the numbers from O
through 4.

« O—All Includes logs from all the log groups.

« 1—Administration. Logs details related to the GUI configuration
(both RADIUS and Diameter configurations) and SNMP traps.

« 2—SessionControlSuccess and SessionControlFailure. Logs
COA/DM messages during session success and failure scenarios.

« 3—Diameter Peer State. Logs IP address, port, event, and
transition state of the Diameter peer when the
Device-Watchdog-Request message is received from the
Diameter peer.

« 4—Others. Logs the following details:
« System related information such as system start, system
stop, resource failures, and so on.
« Error messages during configuring EAP methods and filters
by using the Web GUI.

« Access-Accept messages including details such as username,
policy, authentication method, realm, protocol,
Calling-Station-Id, Called-Station-Id, NAD, and so on, during
RADIUS to Diameter translation scenarios.

- Access-Reject messages with the reason for the reject during
RADIUS to Diameter translation scenarios.

You can specify more than one number in this parameter; the
numbers must be comma separated.

Default value is O.

The LogGroup setting is re-read whenever the server receives a
SIGHUP (1) signal.

NOTE: Configuration logs cannot be disabled. For an example of
using log levels with log groups, see SBR Carrier Administration and
Configuration Guide.

LogHighResolutionTime

« If settono, the timestamp for entries in the Steel-Belted Radius
Carrier log file (yyyymmdd.log) are recorded as
MM/DD/YYYY/hh:mm:ss(month/date/year/hour:minutes:seconds).

« If settoyes, the timestamp for entries in the Steel-Belted Radius
Carrier log file (yyyymmdd.log) are recorded as
MM/DD/YYYY/hh:mm:ss.xxx, where xxx represents the number
of elapsed milliseconds since the ss value changed.

Default value is no.

NOTE: If the value for LogLevel is set as 2, then the entries to the
server log file will contain both the thread ID (Log-Thread-ID) and
timestamps with millisecond (LogHighResolutionTime) details,
unless they are explicitly disabled.
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Table 27: radius.ini [Logging] Syntax (continued)

Parameter Function

LogLevel Sets the rate at which Steel-Belted Radius Carrier writes entries
to the server log file (yyyymmdd.log):

o O—Default, errors.
« 1—Log errors and warnings
« 2—Debugging messages including info, warnings, and errors

Default value is O.

NOTE: If the value for LogLevel is set as 2, then the entries to the
server log file will contain both the thread ID (Log-Thread-ID) and
timestamps with millisecond (LogHighResolutionTime) details,
unless they are explicitly disabled.

The LogLevel setting is re-read whenever the server receives a
SIGHUP (1) signal.

LogReject « If setto 0, messages associated with Rejects are ignored.

« Ifsetto 1, messages associated with Rejects that meet the
current Loglevel are recorded in the server log file.

Default valueis 1.

The LogReject setting is re-read whenever the server receives a
SIGHUP (1) signal.

LogSessionID « If set to yes, session identifiers are included in Steel-Belted
Radius Carrier log messages.

« If set to no, session identifiers are omitted from Steel-Belted
Radius Carrier log messages.

Default value is no.

Log-Thread-ID « Ifsettoyes,threadidentifiers are included in Steel-Belted Radius
Carrier log messages.

. If set to no, thread identifiers are omitted from Steel-Belted
Radius Carrier log messages.

Default value is no.

NOTE: If the value for LogLevel is set as 2, then the entries to the
server log file will contain both the thread ID (Log-Thread-ID) and
timestamps with millisecond (LogHighResolutionTime) details,
unless they are explicitly disabled.

LogUsesUtc « If set to no (disabled), the time used to timestamp messages
in the log file is the local time zone. Use of local time causes
timestamps to be automatically adjusted for seasonal
adjustments, such as Daylight Saving Time in the United States,
if applicable.

« If set to yes (enabled), the time used to timestamp messages
in the log file is the Coordinated Universal Time (UTC, formerly
known as Greenwich Mean Time or GMT) time zone O.

Default value is no (disabled).
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Table 27: radius.ini [Logging] Syntax (continued)

Parameter Function

MaxSize

The maximum size of a server log file, in bytes.

If the server log file reaches or exceeds this size when it is checked,
the log file is closed and a new file is started. A value of O (the
default) means unlimited size.

NOTE: If both LogFileMaxMBytes and MaxSize are present,
MaxSize is ignored and the log file size is based on
LogFileMaxMBytes (MBytes). If you want to configure the
maximum file size in bytes, do not include the LogFileMaxMBytes
parameter in this file.

ReplaceUnprintables

Specifies a printable character which is used instead of non-printing
characters when SBR Carrier writes messages to the accounting
log file. You can define a printable character of ASCIl decimal code
32 through 126 (or ASCII hex code 20 through 7E).

You can disable the replacement by setting this parameter to no.
Setting this parameter to no truncates a line in the accounting log
when a non-printing character is encountered.

Default value is no.

NOTE: Characters of ASCII decimal code O through 31 (ASCII hex
code 0 through 1F) and 127 through 255 (ASCII hex code 7F through
FF) are considered as non-printing characters.

Rollover

Specifies how often the current server log file is closed and a new
file opened (arollover), up to one rollover per minute. Nonzero
values indicate the number of minutes until the next rollover.

If set to O, the server log file rolls over once every 24 hours, at
midnight local time.

Default value is O.

NOTE: Rollover based on time or size, or both only is checked once
a minute. Therefore, neither sizes nor times is exact.

TracelLevel

Specifies the RADIUS packet tracing level:

« 0—Default, no packet tracing
« 1—Trace standard packet content
« 2—Trace standard and raw packet content

Default value is O.

NOTE: Packet traces are written to the server log file and can be
a useful tool for troubleshooting interoperability problems.

[MsChapNameStripping] Section

The [MsChapNameStripping] section (Table 28 on page 67) of radius.ini specifies
whether you want Steel-Belted Radius Carrier to try to strip domain information from
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usernames whenit tries to match its user entry to the username/password hash forwarded
by the end user. This feature is useful in situations where the username in the Steel-Belted
Radius Carrier database includes characters the end-user host considers domain
information, which it deletes before computing its hash of the user’s credentials.

If this feature is enabled:

1. Steel-Belted Radius Carrier scans the username in its database looking for delimiter
characters that might indicate a domainis prefixed to the username. If a prefix delimiter
character is found, the server strips that character (and all characters to the left of
the delimiter), generates its own hash of the user’s credentials, and compares the
result to the hashed credentials forwarded by the end user to determine if a match is
found.

2. If a prefix delimiter is not found (or if the hashed credentials do not match after the
prefix is stripped), Steel-Belted Radius Carrier scans the username looking for delimiter
characters that might indicate a domain is suffixed to the username. If a suffix delimiter
character is found, the server strips that character (and all characters to the right of
the delimiter), generates its own hash of the user’s credentials, and compares the
result to the hashed credentials forwarded by the end user to determine if a match is
found.

3. If neither a prefix delimiter nor a suffix delimiter is found (or if a delimiter was found
but the hashed credentials did not match), the server uses the entire username string
to generate the hashed credentials and compares the result to the hashed credentials
forwarded by the end user to determine if a match is found.

The syntax for the [MsChapNameStripping] section is:

[MsChapNameStripping]
Enable=1

Prefix=\\

Suffix=/@

Table 28: radius.ini [MsChapNameStripping] Syntax

Parameter Function

Enable « Ifsetto O (oromitted), MS-CHAP v2 name stripping is disabled.
o If setto1, MS-CHAP v2 name stripping is enabled.

Default value is O.

Prefix A list of as many as five ASCII characters to strip from the prefix.
If a space character appears in the list, the entire list must be
surrounded by quotation marks.

Enter a double backslash (\\) to indicate you want to strip the
backslash character. A double backslash counts as one character
in the list.

Default value is \\.

Copyright © 2018, Juniper Networks, Inc. 67



Steel-Belted Radius Carrier 8.4.1 Reference Guide

Table 28: radius.ini [MsChapNameStripping] Syntax (continued)

Parameter Function

Suffix A list of as many as five ASCII characters to strip from the suffix.
If a space character appears in the list, the entire list must be
surrounded by quotation marks.

Enter a double backslash (\\) to indicate you want to strip the
backslash character. A double backslash counts as one character
in the list.

Default value is /@.

[PurgeThreadLogging] Section

You can use the [PurgeThreadLogging] section (Table 29 on page 69) of the radius.ini
file to specify the attributes to be included in the purged stale session log messages.

The syntax is:

[PurgeThreadLogging]l
PurgeThreadLogging_attributes=
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Table 29: radius.ini [PurgeThreadLogging] Syntax

Parameter Function

PurgeThreadlLogging_attributes  Specifies the attributes to be included in the purged stale
session log messages printed in the SBR log even if the
LogLevel parameter in the radius.ini file is set to 0. You can
specify the following attributes in this parameter.

« Unique-Session-ID—SBR Carrier includes the unigue
identifier of the purged stale session in the purged stale
session log messages.

« User-Name—SBR Carrier includes the RADIUS username
of the purged stale session in the purged stale session log
messages.

« NasName—SBR Carrier includes the NAD name of the
purged stale session in the purged stale session log
messages.

« Acct-Session-ID—SBR Carrier includes the accounting
session identifier of the purged stale session in the purged
stale session log messages.

« Calling-Station-ID—SBR Carrier includes the station
identifier of the purged stale session in the purged stale
session log messages.

The attributes specified in this parameter must be separated
by a space. For example, PurgeThreadLogging_attributes=
User-Name Calling-Station-ID. You can also set the
PurgeThreadLogging_attributes parameter to all to include
all the preceding attributes in the purged stale session log
messages.

By default, no attribute is configured in this parameter. In this
case, the User-Name and NasName attributes are included
in the purged stale session log messages.

NOTE: If you have left this parameter empty or misspelled an
attribute, only the User-Name and NasName attributes are
included in the purged stale session log messages.

[Ports] Section

The [Ports] section (Table 30 on page 70) of radius.ini provides a method for setting
the UDP ports used by Steel-Belted Radius Carrier.

« If one or more UDPAuthPort settings are specified in the [Ports] section of radius.ini,
the port numbers in this section are the only ones on which the server listens for
authentication requests. Similarly, if one or more UDPAcctPort settings are specified,
they are the only ones on which the server listens for accounting requests.

You can specify as many as 4096 ports on a Solaris server. If this limit is exceeded, the
RADIUS authentication subcomponent fails to initialize.

« If no UDPAuthPort or UDPAcctPort settings are present in the [Ports] section, the
server attempts to read the port numbers associated with radius service
(authentication) and radacct (accounting) in /etc/services. If successful, the server
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listens on these port numbers. No more than one port can be specified for the radius
service or for the radacct service.

« If no UDPAuthPort settings are present in the [Ports] section and no radius service or
radacct is listed in the /etc/services file, the server listens for authentication requests
on UDP ports 1645 and 1812 for authentication and UDP ports 1646 and 1813 for
accounting.

6 NOTE: Any failure to bind to one of the selected UDP ports causes the
affected subcomponent (authentication or accounting) to fail to initialize.

If you want the server to function as a proxy forwarding server, you can specify a block
of UDP port numbers from which the proxy RADIUS ports are allocated. Proxy RADIUS
allocates port numbers in sets of eight. Port numbers in an allocated block do not have
to be contiguous: if a UDP port number that falls in the proxy RADIUS range is in use,
proxy RADIUS skips over it.

Table 30: radius.ini [Ports] Syntax

Parameter Function

ProxyPortCount The ProxyPortCount parameter is used to configure SBR Carrier for
load when proxies are being used. The setting of ProxyPortCount
instructs SBR Carrier how many ports to use from within the number
of possible ports defined within UDPProxyPortBlockLength starting
with the port value set at UDPProxyPortBlockStart.

DynAuthProxyPortCount The DynAuthProxyPortCount parameter determines the number of
ports that is actually allocated for CoA/DM functionality. The setting
of DynAuthProxyPortCount instructs SBR Carrier on how many ports
to use from within the number of possible ports defined within
UDPDynAuthProxyPortBlockLength starting with the port value set
at UDPDynAuthProxyPortBlockStart.

SecureTcpAdminAddress Specifies the IP address of the administrative interface used for
communication between Web GUI and the Steel-Belted Radius
Carrier server.

If not specified, any network interface on the Steel-Belted Radius
Carrier server accepts a connection from Web GUI.

SecureTcpAdminPort Specifies the TCP port used for communication between Web GUI
and the Steel-Belted Radius Carrier server.

Default value is 1813.

NOTE: Consult Juniper Networks Technical Support before changing
the port number. Using a non-default port may cause communication
problems between Web GUI and the Steel-Belted Radius Carrier
server.
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Table 30: radius.ini [Ports] Syntax (continued)

Parameter Function

TCPControlAddress Specifies the IP address of the administrative interface on the
Steel-Belted Radius Carrier server used for SNMP and CCM/
replication communication.

If not specified, any network interface on the Steel-Belted Radius
Carrier server can be used for SNMP and CCM traffic.

TCPControlPort Specifies the TCP port used for SNMP and CCM/replication
communication.

Default value is 1812.

NOTE: ConsultJuniper Networks Technical Support before changing
the port number. Using a non-default port may cause communication
problems between Web GUI and the Steel-Belted Radius Carrier
server.

UDPAcctPort Specifies the UDP port(s) used for accounting. If you use more than
one port, specify each port number on a separate line.

Default values are 1646 and 1813.

NOTE: ConsultJuniper Networks Technical Support before changing
the port number. Using a non-default port may cause communication
problems between Web GUI and the Steel-Belted Radius Carrier
server.

UDPAuthPort Specifies the UDP port(s) used for authentication. If you use more
than one port, specify each port number on a separate line.

Default values are 1645 and 1812.

NOTE: ConsultJuniper Networks Technical Support before changing
the port number. Using a non-default port may cause communication
problems between Web GUI and the Steel-Belted Radius Carrier
server.

UDPDynAuthPort This parameter indicates the ports that SBRC listens on for proxy
CoA/DM messages.

Default value is 3799.

UDPProxyPortBlockLength Specifies the number of addresses in the port number range used for
proxy RADIUS communication.

Default value is 64.
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[Self] Section

Table 30: radius.ini [Ports] Syntax (continued)

Parameter Function

UDPProxyPortBlockStart Specifies the starting port number in the port number range used for

proxy RADIUS communication.
Default value is 28000.

NOTE: If you change the default value, select a number range that
does not overlap with well-known UDP ports and proprietary UDP
ports on your network.

NOTE: You might need to configure network firewalls to allow ports
in the specified number range to pass.

UDPDynAuthProxyPortBlockStart ~ Specifies the starting port-number in the port number range used for

proxy CoA/DM requests.
Default value is 30,000.

NOTE: If you change the default value, select a number range that
does not overlap with well-known UDP ports and proprietary UDP
ports on your network.

NOTE: You might need to configure network firewalls to allow ports
in the specified number range to pass.

UDPDynAuthProxyPortBlockLength Specifies the number of addresses in the port-number range used

for proxy CoA/DM requests.

Default value is 64.

For example:

[Ports]

SecureTcpAdminPort = 1813
SecureTcpAdminAddress = 192.168.12.15
TcpControlPort = 1812
TCPControlAddress = 192.168.15.55
UDPAuthPort = 1645

UDPAuthPort = 1812

UDPAcctPort = 1646

UDPAcctPort = 1813
UDPProxyPortBlockStart = 28000
UDPProxyPortBlockLength = 64

The UDP port assignments entered in the [Ports] section of the radius.ini file override
the UDP port assignments specified in the /etc/services file. For more information, see
“services File” on page 86.

The [Self] section of radius.ini lists all the realm names that the Steel-Belted Radius
Carrier server handles locally. The syntax is:

[Self]
RealmName
RealmName
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You can use the [Self] section to map a realm name to the Steel-Belted Radius Carrier
server. If you acquire a batch of new user accounts, users do not have to change how
they enter usernames. They can enter the name User<Delimiter>RealmName or
RealmName<Delimiter>User as usual.

When a username comes into Steel-Belted Radius Carrier, if the [Self] section lists
RealmName, Steel-Belted Radius Carrier recognizes it as the target, and handles the
request locally instead of directing the request elsewhere.

[StaticAcctProxy] Section

The [StaticAcctProxy] section of radius.ini controls the delivery of accounting messages
to additional RADIUS accounting-enabled devices on the network, even when the initial
RADIUS transaction is not a proxy RADIUS transaction. The syntax is:

[StaticAcctProxy]
target = proxy

Where proxy identifies the name of the RADIUS accounting-enabled device.
[Status] Section

The [Status] section specifies whether authentication, accounting, and proxy thread and
flood information is added to the server log.

Table 31: radius.ini [Status] Syntax

Parameter Function

Status-Period Specifies the frequency (in seconds) that the status report is
written to the log.

Default value is 60 seconds.

Auth-Thread-Flood-Info « If settoyes, anauthentication orauthorization thread and flood
information are included in the status report.

« Ifsettono,anauthentication or authorization thread and flood
information are not included in the status report.

Default value is no.

Acct-Thread-Flood-Info « If set to yes, an accounting thread and flood information are
included in the status report.

« If settono, anaccounting thread and flood information are not
included in the status report.

Default value is no.

Proxy-Thread-Flood-Info « If set to yes, a proxy thread and flood information are included
in the status report.

« If set tono, a proxy thread and flood information are not
included in the status report.

Default value is no.
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Table 31: radius.ini [Status] Syntax (continued)

Parameter Function

DynAuth-Thread-Flood-Info

« If set to yes, a dynamic authentication or authorization thread
and flood information are included in the status report.

« If set to no, a dynamic authentication or authorization thread
and flood information are not included in the status report.

Default value is no.

Cache-Report

« |f set to yes, cache information is included in the status report.

« If set to no, cache information is not included in the status
report.

Default value is no.

Cache-Report-Details

« Ifsettoyes, detailed cacheinformationisincluded in the status
report.

« If set to no, detailed cache information is not included in the
status report.

Default value is no.

Accounting-Report

« If set to yes, accounting statistics are included in the status
report.

« If set to no, accounting statistics are not included in the status
report.

Default value is no.

Thread-Count

« If set to yes, thread counts are included in the status report.
« If set tono, thread counts are not included in the status report.

Default value is no.

Following is an example of the log entries if all of the [Status] report parameters are set

to yes.

11/11/2010 11:40:05: ========= Status Report Start (period = 1 sec.) =========
11/11/2010 11:40:05: start Thread Count Report

11/11/2010 11:40:05: thread_count: 0 Authentication Threads

11/11/2010 11:40:05: thread_count: 0 Accounting Threads

11/11/2010 11:40:05: thread_count: 0 Proxy Threads

11/11/2010 11:40:05: end Thread Count Report
11/11/2010 11:40:05: Start Threads & Floods
11/11/2010 11:40:05: Auth:

11/11/2010 11:40:05: Packets, Since Reset....... Arrived...........: 0
11/11/2010 11:40:05: Serviced..........: 0
11/11/2010 11:40:05: Flooded. ... .......: 0
11/11/2010 11:40:05: Dropped...........: 0
11/11/2010 11:40:05: This Period....... Arrived...._..._....: 0
11/11/2010 11:40:05: Serviced..........: 0
11/11/2010 11:40:05: Flooded...........: 0
11/11/2010 11:40:05: Dropped. ..........: 0
11/11/2010 11:40:05: Flood Queue...... .. ........ Shape.............: LIFO
11/11/2010 11:40:05: Max Configured....: 25
11/11/2010 11:40:05: High Since Reset..: 0
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11/11/2010 11:40:05: High This Period..: 0
11/11/2010 11:40:05: Thread Pool... ... . ......... Max Configured....: 100
11/11/2010 11:40:05: High Since Reset..: 0
11/11/2010 11:40:05: High This Period..: 0
11/11/2010 11:40:05: In Flood Queue....... Max Configured....: 50
11/11/2010 11:40:05: High Since Reset..: 0
11/11/2010 11:40:05: High This Period..: 0
11/11/2010 11:40:05: Acct:

11/11/2010 11:40:05: Packets, Since Reset....... Arrived...........: 0
11/11/2010 11:40:05: Serviced..........: 0
11/11/2010 11:40:05: Flooded. ..........: (0]
11/11/2010 11:40:05: Dropped. ..........: 0
11/11/2010 11:40:05: This Period....... Arrived...........: 0
11/11/2010 11:40:05: Serviced..........: (0]
11/11/2010 11:40:05: Flooded. ..........: 0
11/11/2010 11:40:05: Dropped...........: 0
11/11/2010 11:40:05: Flood Queue. ............... Shape.............: LIFO
11/11/2010 11:40:05: Max Configured....: 25
11/11/2010 11:40:05: High Since Reset..: 0
11/11/2010 11:40:05: High This Period..: 0
11/11/2010 11:40:05: Thread Pool .. ... ... .. ... Max Configured....: 200
11/11/2010 11:40:05: High Since Reset..: 0
11/11/2010 11:40:05: High This Period..: 0
11/11/2010 11:40:05: In Flood Queue....... Max Configured....: 100
11/11/2010 11:40:05: High Since Reset..: 0
11/11/2010 11:40:05: High This Period..: 0

11/11/2010 11:40:05: End Threads & Floods
11/11/2010 11:40:05: start Cache Report

11/11/2010 11:40:05: packetcache - 0 entries in the packet cache, cache for
id =0

11/11/2010 11:40:05: packetcache - 0 entries in the packet cache, cache for
id =1

11/11/2010 11:40:06: end Cache Report
11/11/2010 11:40:06: start Accounting Statistics Report

11/11/2010 11:40:06: acct_stats: 0 packets received

11/11/2010 11:40:06: acct_stats: 0 packets cache discarded

11/11/2010 11:40:06: acct_stats: 0 packets cache responded

11/11/2010 11:40:06: acct_stats: 0 starts (or equivalent)

11/11/2010 11:40:06: acct_stats: 0 stops (or equivalent)

11/11/2010 11:40:06: acct_stats: 0 ons

11/11/2010 11:40:06: acct_stats: 0 offs

11/11/2010 11:40:06: acct_stats: 0 unknown acct-status-type
11/11/2010 11:40:06: acct_stats: 0 phantoms created

11/11/2010 11:40:06: acct_stats: 0 records deleted by admin
11/11/2010 11:40:06: acct_stats: 0 records deleted because of on/off
11/11/2010 11:40:06: acct_stats: 0 records deleted because of port in use
11/11/2010 11:40:06: acct_stats: 0 starts that replaced a phantom
11/11/2010 11:40:06: acct_stats: 0 stops that found a phantom session
11/11/2010 11:40:06: acct_stats: 0 stops that found a start session
11/11/2010 11:40:06: acct_stats: 0 stops that found no session
11/11/2010 11:40:06: end Accounting Statistics Report

11/11/2010 11:40:06: ========= Status Report End (period = 1 sec.)
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[Strip] Section

The [Strip] section (Table 32 on page 76) specifies how Steel-Belted Radius Carrier
manipulates the username by stripping the incoming User-Name attribute value of realm

names and other decorations.

The [Strip] section (and accompanying [StripPrefix] and [ StripSuffix] sections) look like

this:

[Strip]
Authentication=Yes

Accounting=No
StripPrefixCharacters=@#%
StripSuffixCharacters="1 *

[StripPrefix]

PrefixStringToStripl
PrefixStringToStrip2

[StripSuffix]

SuffixStringToStripl
SuffixStringToStrip2

Table 32: radius.ini [Strip] Syntax

Parameter Function

Authentication

If set to yes, the [StripPrefix] and [StripSuffix] rules are used to strip the
username before an authentication request is processed.

Default value is no.

Accounting If set to yes, the [StripPrefix] and [StripSuffix] rules are used to strip the
username before an accounting request is processed.
Default value is no.

StripPrefixCharacters A list of ASCII characters to strip from the prefix. If a space character
appearsinthe list, the entire list must be surrounded by quotation marks.

StripSuffixCharacters A list of ASCII characters to strip from the suffix. If a space character

appearsin the list, the entire list must be surrounded by quotation marks.

[StripPrefix] Section

The [StripPrefix] section lists prefixes you want removed from the beginning of usernames,
including the delimiter. If a space character appears in the list, the entire list must be
surrounded by quotation marks.

[Strip]

Authentication=yes

Accounting=yes

[StripPrefix]
isp.com\
att.net]
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In this example, Steel-Belted Radius Carrier strips the prefixes isp.com\ and att.net]
from usernames in authentication and accounting requests.

[StripSuffix] Section

The [StripSuffix] section lists suffixes you want removed from the end of usernames,
including the delimiter.

For example:

[Strip]
Authentication=yes
Accounting=yes

[StripSuffix]
@myrealm.com
@yahoo.com

In this example, Steel-Belted Radius Carrier strips the suffixes @myrealm.com and
@yahoo.com from usernames in authentication and accounting requests.

[UserNameTransform] Section

The [UserNameTransform] section (Table 33 on page 78) lets you specify a rule for
transforming usernames in RADIUS requests from the form in which they are received
to a form in which they can be processed. This can be useful when the form in which
users supply their names to the network access server is not compatible with the form
in which the RADIUS server applies its rules for proxy forwarding or with the form that
the authentication system requires.

The username transformation rule used to convert input strings to output strings is based
on an input format and an output format. The username transformation rule is applied
to usernames appearing in RADIUS requests. The username from the RADIUS request
is parsed based on the input format.

« If the username does not conform to the input format, the rule does not apply and the
username is unchanged.

« If the rule does apply, the parsed elements of the username are formatted based on
the output format to construct the transformed username:

1. The User-Name from the Access-Request (or Acct-Start/Acct-Stop) is compared to
the input format rule.

2. If the User-Name matches the rule, it is modified into the output format, and
authentication continues.

3. If the User-Name does not match the input format, no modification occurs, and
authentication continues.

The transformed username replaces the original username in RADIUS processing, just
as if the transformed username had been included in the request. The decision to
proxy-forward the packet is based on the transformed username, and all authentications
are based on the transformed username.
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Format strings can be any sequence of characters, and can contain embedded variables
enclosed in angle brackets (< >). The backslash (\) is an escape character within text,
used to represent literal characters. Within variable names, a backslash is treated as a
character, not as an escape; and therefore, variable names may not include right angle
brackets (>).

Compose the literal text with characters you do not expect to be found in the variable
elements. Use punctuation characters such as a slash (/) or an at-sign (@), rather than
letters or numbers.

The username transformation rule can be applied to authentication packets, accounting
packets, or both.

Example

[UserNameTransform]
In=<input format>
Out=<output format>
Authentication=<yes | no>
Accounting=<yes | no>

Table 33: radius.ini [UserNameTransform] Syntax

Parameter Function

In A format string identifying the input format for usernames. For
example, <user>@-<realm>.

Out A format string identifying the output format for usernames. For
example, <user>.

Authentication Set to Yes to enable the transform for authentication requests.

Default value is Yes.

Accounting Set to Yes to enable the transform for accounting requests.

Default value is Yes.

Proxy Set to Yes to enable the transform for proxied requests.

Default value is Yes.

For example, these settings transform george@acme.com to george:

In = <user>@<realm>
Out = <user>

These settings transform abc/martha@bigco.com to bigco.com::abc/martha:

In = <prefix>/<user>@<realm>
Out = <realm>::<prefix>/<user>
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[ValidateAuth] and [ValidateAcct] Sections

The [ValidateAuth] and [ValidateAcct] sections (Table 34 on page 79) of radius.ini
specify how Steel-Belted Radius Carrier validates usernames in authentication and
accounting requests. These sections enable SBR Carrier to examine the User-Name
attribute in the incoming packet to determine whether it employs a valid character set.

[ValidateAuth]
User-Name = RegularExpression

[ValidateAcct]
User-Name = RegularExpression

Table 34: radius.ini [ ValidateAuth] and [ValidateAcct] Syntax

Parameter Function

[ValidateAuth] This section applies only to authentication servers.
[ValidateAcct] This section applies only to accounting servers.
User-Name Names the regular expression against which the User-Name attribute is

validated. If the User-Name entry is absent from the section or the regular
expression is blank, no validation occurs.

RegularExpression  The regular expression lists each valid character or range of characters.

A dash (-) indicates a range of alphanumeric characters. For example, A-Z
indicates every uppercase alphabetic character.

A backslash (\) followed by a non-alphanumeric character indicates that
character literally, for example \? indicates the question mark.

\ is used as an escape character:

\a bell (7)

\b backspace (8)

\t tab (Ox09)

\n newline (10)

\v vertical tab (11)

\f formfeed (12)

\rreturn (13)

\xnn hex value, where nn is a two-digit hexadecimal number

\nnn decimal value, where nnn is a three-digit decimal number

This example permits a string composed only of uppercase and lowercase characters,
digits, periods, and commas:

User-Name = A-Za-z0-9.,
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sbrd.conf File

This example permits uppercase and lowercase characters:

User-Name = A-Za-z

The sbrd.conf file (Table 35 on page 81) is an executable Bourne shell script that is
invoked by the sbrd process to initialize the execution environment for Steel-Belted
Radius Carrier.

O NOTE: Inprevious versions of server software, users were instructed to modify

the sbrd script if they wanted to change its settings. The sbrd.conf file makes
direct modification to the sbrd script unnecessary. Do not modify the sbrd
script.

For example:

#1/bin/sh

# sbrd.conf

This is an executable Bourne shell script, invoked by sbrd in order to

initialize the execution environment for Steel-Belted Radius software.

Among others, RADIUSDIR and SELF are read-only constants defined in the
sbrd script. Do not attempt to modify these read-only constants.

ST T

Edit these lines to enable configurations that open many files concurrently.
Management of high file descriptors is required beyond around 224 open files.
Do not exceed the 1024 file limitation that exists for 32-bit applications.
Solaris pfiles and Open Source Isof utilities are able to report open files.
ULIMIT_OPEN_FILES=1024 # typically 256 - 1024 inclusive, "disabled", or ""

RADIUS_HIGH_FDS=1 # management of high file descriptors (O=disable, l=enable)
#ORACLE_MSB_FILE=""$ORACLE_HOME/rdbms/mesg/ocius.msb" # absolute filename, or

H o o H*

# Edit this line to configure the file mode creation mask, see umask(l).
# Specify an explicit value in order to override the current environment.
# Specify " to use the current environment as is without modification.
RADIUSUMASK=""" # either a valid umask argument, or ""

# Radius executable, options, and arguments
RADIUS="radius"

RADIUSOPTS="""

RADIUSARGS=""sbr._.xml"
RADIUS_PRIVATE_DIR=""$RADIUSDIR"

# Watchdog executable, options, and arguments

WATCHDOGENABLE=0 # Edit this line to enable watchdog (O=disable, l1=enable)
WATCHDOG="radiusd"

WATCHDOGOPTS=""--config $RADIUSDIR/radiusd.conf --pidfile $RADIUSDIR/radius.pid"
WATCHDOGOPTS=""$WATCHDOGOPTS --logfile $RADIUSDIR/radiusd.log"
WATCHDOGARGS=""$RADIUSDIR/$SELF"

#Configuration parameter to start GWrelay process (0=no, l=yes)
GWRELAYENABLE=0
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# Edit these lines to interpose arbitrary libraries, e.g. libumem.so allocator.
# We prefer /lib/libumem.so over the default /usr/lib/libmtmalloc.so for

# performant, scalable, multi-threaded memory allocation with optional debug.
# Uncomment UMEM_ variables to enable libumem.so debug, see umem_debug(3MALLOC).
# WARNING: Enabling libumem.so debug has a noticeable impact on performance!
RADIUS_LD_PRELOAD="/lib/libumem.so" # a space separated list of libs, or "
#UMEM_DEBUG=""default™ # Uncomment to enable libumem.so debug facilities

#UMEM_LOGGING=""transaction”™ # Uncomment to enable libumem.so in-memory logs

# Edit these lines to configure the management of radius specific core files.
# Specify an explicit value in order to override the current environment.

# Specify "disabled” to use the current environment as is without modification.
# Specify """ to use the current environment as is and adjust if inappropriate.
ULIMIT_CORE_SIZE=""" # either a valid ulimit -c argument, "disabled”, or "
ULIMIT_CORE_COUNT=3 # either O - 999999999, "unlimited", "disabled"”, or "

# WARNING: Following parameters are auto-configured. Manual editing is not
recommended .

WEBSERVER_JAVA_HOME=

CUSTOM_JVM_PATH=

O NOTE: Do not include spaces in parameter settings in the sbrd.conf file.
Correct: ULIMIT_CORE_COUNT=1024
Incorrect: ULIMIT_CORE_COUNT =1024

Table 35: sbrd.conf Syntax

Parameter Function

ULIMIT_CORE_SIZE Specifies the size of core files generated if SBR Carrier fails.

« If settoavalue, ULIMIT_CORE_SIZE specifies the maximum size
for core files in 512-byte blocks (Solaris).

« If set to disabled, SBR Carrier uses the current environment
without changes.

« Ifsetto"" (two double-guotes with no space between), SBR
Carrier uses the current environment, making adjustments as
needed.

Default value is "".

ULIMIT_CORE_COUNT Specifies the number of core files maintained on the SBR Carrier
server. If the maximum number of core files already exists on the
server, SBR Carrier discards the oldest core files and generates a
new core file if it fails.

« If set to a number in the range 0—999,999,999, the server
maintains the specified number of core files.

« Ifsettounlimited, SBR Carrier does not discard existing core files
if it generates a new one.

« If set to disabled, SBR Carrier uses the current environment
without changes.

. Ifsetto"" (two double-guotes with no space between), SBR

Carrier uses the current environment, making adjustments as
needed.

Default value is 3.
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Table 35: sbrd.conf Syntax (continued)

Parameter Function

ULIMIT_OPEN_FILES

Specifies the number of open files that the SBR Carrier process can
have open at one time.

If set to a number in the range 256-1024, the server maintains
the specified number of open files.

If set to disabled, SBR Carrier uses the current environment
without changes.

If set to "" (two double-quotes with no space between), SBR
Carrier uses the current environment, making adjustments as
needed.

Default value is 1024.

NOTE: ULIMIT_OPEN_FILES should never be set less than 256.
RADIUS_HIGH_FDS should always be set to 1 unless Juniper
Networks Technical Support advises otherwise. Together these
parameters ensure that SBR Carrier is always able to open at least
256 regular files. This is especially important for sites that configure
multiple Oracle plug-ins.

RADIUSMASK

RADIUS_HIGH_FDS

Specifies the file permissions that are withheld when new log files
are created.

If set to an umask argument, log files are created with the
specified permissions withheld from Owner, Group, and Other
users.

If set to"", log files are created with the default access
permissions established by the ambient umask for Owner, Group,
and Other users.

For information about how to configure and use umask to control
file permission settings, and about using the user file creation
mode mask, see the SBR Carrier Administration and Configuration
Guide.

If set to 0, management of file descriptors is disabled.
If set to 1, management of file descriptors is enabled.

Default value is 1.

NOTE: RADIUS_HIGH_FDS should always be set to 1 unless Juniper
Networks Technical Support advises otherwise.

ULIMIT_OPEN_FILES should never be set less than 256. Together
these parameters ensure that SBR Carrier is always able to open at
least 256 regular files. This is especially important for sites that
configure multiple Oracle plug-ins.
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Table 35: sbrd.conf Syntax (continued)

Parameter Function

ORACLE_MSB_FILE Specifies the absolute path to the locale-specific Oracle message
file.

« Ifyouenter"", Oracle will open multiple instances of this read-only
file.

« If RADIUS_HIGH_FDS is 1and you specify a valid
ORACLE_MSB_FILE (absolute path ending in a file name), SBR
Carrier avoids opening multiple instances of this read-only file,
thereby helping to ensure that the server is always able to open
at least 256 regular files. This is especially important for sites that
configure multiple Oracle plug-ins.

Default value is "".

RADIUS Default value is “radius”.

NOTE: Do notchange thisvalue unlessinstructed to do so by Juniper
Networks Technical Support.

RADIUSOPTS Specifies options used when running SBR Carrier.
Default value is "".

NOTE: Donotchange thisvalue unlessinstructed to do so by Juniper
Networks Technical Support.

RADIUSARGS Default value is “sbr.xml”.

NOTE: Do notchange thisvalue unlessinstructed to do so by Juniper
Networks Technical Support.

RADIUS_PRIVATE_DIR Default value is “$RADIUSDIR".

NOTE: Donotchange thisvalue unless instructed to do so by Juniper
Networks Technical Support.
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Table 35: sbrd.conf Syntax (continued)

Parameter

RADIUS_LD_PRELOAD

Function

Specifies an arbitrary space-separated list of libraries to be
interposed on the RADIUS process. In particular, this parameter
overrides mtmalloc with the new umem memory allocator.

If commented out or set to "", the parameter does not override
anything and the sbrd process uses the mtmalloc memory allocator
as in previous releases.

The default value "/lib/libumem.so", uses the umem memory
allocator, which provides improved memory handling, instead of
mtmalloc.

NOTE: In addition to improved performance considerations, the
umem memory allocator offers optional debug features that are
controlled by the UMEM_DEBUG and UMEM_LOGGING parameters.
See the Solaris umem_debug(3MALLOC) manual pages for more
information.

UMEM_DEBUG

This parameter enables and controls debug features of the umem

memory allocator that is enabled by the RADIUS_LD_PRELOAD

parameter.

« Ifcommentedoutorsetto"", disables umem debugging for better
performance. In this case, the UMEM_LOGGING parameter must
also be commented out or set to """

« If uncommented, this parameter should be set to "default" in
order to enable umem debugging. In this case, the
UMEM_LOGGING parameter must also be uncommented and
set to "transaction".

Default value is commented out, that is, umem debugging are
disabled for better performance.

CAUTION: Enabling debug features of the umem memory allocator
will noticeably impact SBR performance and memory utilization.

UMEM_LOGGING

This parameter enables and controls debug features of the umem
memory allocator that is enabled by the RADIUS_LD_PRELOAD
parameter.

« If commented out or set to "", disables umem in-memory debug
logs for better performance. In this case, the UMEM_DEBUG
parameter must also be commented out or set to ""'.

« Ifuncommented, should be set to "transaction" in order to enable
umem in-memory debug logs. In this case, the UMEM_DEBUG
parameter must also be uncommented and set to "default".

Default value is commented out, that is, umem in-memory debug
logs are disabled for better performance.

CAUTION: Enabling debug features of the umem memory allocator
will noticeably impact SBR performance and memory utilization.
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Table 35: sbrd.conf Syntax (continued)

Parameter Function

WATCHDOGENABLE

« If set to 0, auto-restart, which restarts the SBR Carrier server if it
fails, is disabled.

« Ifsettol, auto-restart is enabled.
Default value is O.

This parameter is set from your input to the Steel-Belted Radius
Carrier configuration script.

WATCHDOG

Specifies the name of the auto-restart module.
Default value is radiusd.

NOTE: Donotchange thisvalue unlessinstructed to do so by Juniper
Networks Technical Support.

WATCHDOGOPTS

Default value is --config SRADIUSDIR/radiusd.conf --pidfile
SRADIUSDIR/radius.pid ----logfile SRADIUSDIR/radiusd.log.

NOTE: Do notchange this value unlessinstructed to do so by Juniper
Networks Technical Support.

WATCHDOGARGS

Default value is SRADIUSDIR/SSELF.

NOTE: Do notchange thisvalue unlessinstructed to do so by Juniper
Networks Technical Support.

GWRELAYENABLE

Specifies whether to start the GWrelay process while executing the
./sbrd start script.

« If settol, the GWrelay process is started.

« If set to O, the GWrelay process is not started. You should
manually start the GWrelay process (if applicable) by using the
./sbrd start GWrelay command.

NOTE: This parameter is automatically populated after running the
SBR Carrier configuration script.

SS7LDAP_ADDRESS=
127.0.0.1

This parameter is automatically populated after running the
Steel-Belted Radius Carrier configuration script and answering “Yes”
to the question: “Do you want to configure for use with SS7? [n].".

Do not modify this parameter without consulting Juniper Networks
Technical Support.

SS7LDAP_PORT=389

This parameter is automatically populated after running the
Steel-Belted Radius Carrier configuration script and answering “Yes”
to the question: “Do you want to configure for use with SS7? [n]:”.
Do not modify this parameter without consulting Juniper Networks
Technical Support.
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Table 35: sbrd.conf Syntax (continued)

Parameter Function

STANDALONEMODE This parameter configures the use of the separate session database
process for a standalone SBR Carrier.

« Ifsettolocal, the sbrd script starts only the RADIUS process. SBR
Carrier is started in single-process accounting mode. You must
use this value only if you have set the PersistSessions parameter
in the radius.ini file as 1 (local) or O (none).

« If set to cstserver, the sbrd script starts the separate session
database process, followed by the RADIUS process. SBR Carrier
is started in dual-process accounting mode. You must use this
value only if you set the PersistSessions parameter in the
radius.ini file to 3 (cstserver).

Default value is local, if your SBR Carrier server is a 32-bit Linux
machine.

Default value is cstserver, if your SBR Carrier server is a 64-bit Linux
machine.

NOTE: In a 64-bit Linux machine, the separate session database
process should be disabled (that is, the Enable parameter in the
dbclusterRPC.gen should be set to 0) when you manually place
SBR Carrier into single-process accounting mode from dual-process
accounting mode.

CUSTOM_JVM_PATH This parameter specifies the path where the libjvm.so file is located.
This parameter also sets the LD_LIBRARY_PATH environment
variable to point to the location of the libjvm.so file.

NOTE: Do not edit this parameter manually. This parameter is
automatically populated after running the SBR Carrier configuration
script.

WEBSERVER_JAVA_HOME This parameter specifies the path where the Java 1.7.0 or later version
that is used to start the webserver for launching the Web GUI is
installed in your system.

NOTE: Do not edit this parameter manually. This parameter is
automatically populated after running the SBR Carrier configuration
script.

services File

The services file can be used to assign default UDP ports for RADIUS communications
to and from the SBR Carrier server. Steel-Belted Radius Carrier reads the services file at
startup. Among the items of information in the services file are the port assignments for
RADIUS authentication and accounting services.

Figure 1 on page 87 illustrates part of a sample services file.
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Figure 1: Sample Services File

# This file contains port numbers for wellknown services

# defined by IANA. Format:

#

# <service> <port number>/<protocol> [aliases...] [#<comment>]
#

echo 7/tcp

echo 7/udp

discard 9/tcp  sink null

discard 9/udp  sink null

systat 11/tcp users #Active users
systat 11/tcp users #Active users
daytime 13/tcp

The location of the services file is:
/etc/ (may be mapped using NIS or NIS+)

If no entry for radius or radacct is found in the services file, Steel-Belted Radius Carrier
uses the default UDP ports (1645 and 1812 for authentication, 1646 and 1813 for
accounting).

Steel-Belted Radius Carrier can be configured to use any available UDP ports for
authentication and accounting:

1. Use a text editor to open the services file.

2. Toset the port for authentication, set the value of the radius parameter. For example:
radius 1812/udp # RADIUS authentication protocol

3. To set the port for accounting, set the value of the radacct parameter. For example:

radacct 1813/udp # RADIUS accounting protocol

o NOTE: Port number assignments made in the radius.ini file override the
assignments made in this file. See “[Ports] Section” on page 69 for more
information.

You can determine the ports that Steel-Belted Radius Carrier is using at any time by
examining the server log file for that time period.

0 NOTE: If another RADIUS server is running on the same host, you must modify
the port numbers in radius.ini [Ports] section to avoid port number conflicts
if the other RADIUS server binds to the default ports before Steel-Belted
Radius Carrier starts.
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servtype.ini File

[Settings] Section

The servtype.ini file configures service type mapping in Steel-Belted Radius Carrier.
Service type mapping allows a single user to have multiple authorization attribute sets
based on the service type the user is requesting. The service type is determined based
onrequest attributes using rules that may differ depending on the network access server.

Using static configuration parameters in the servtype.ini file, you can specify, on a
device-by-device basis, a mapping of request attributes and values to service type strings.
These strings can be attached to the username as a prefix or as a suffix. The elaborated
username is used for both authentication and authorization, and for allowing different
authorizations based on service type requested.

Refer to the SBR Carrier Administration and Configuration Guide for information about
how to configure and use service type mapping.

The [Settings] section (Table 36 on page 88) of servtype.ini controls how the service
type string is attached to the username before performing a lookup in the Native User
database.

0 NOTE: If Prefix and Suffix are both set to 0 in the [Settings] section, service
type mapping is disabled.

Table 36: servtype.ini [Settings] Syntax

Parameter Function

Prefix Specifies whether the service type string is prefixed to the username
before performing a lookup in the Native User database.

« If settol, the service type string is prefixed to the username.
« If setto 0, the service type string is not prefixed to the username.

Default value is O.

Suffix Specifies whether the service type string is suffixed to the username
before performing a lookup in the Native User database.

« If setto], the service type string is suffixed to the username.
« Ifsetto O, the service type string is not suffixed to the username.

Default value is O.

Default Mapping name that is used when an Access-Request message is
received from a network access server not listed in the [NAS] section
of servtype.ini.

If you do not configure a Default setting and the server cannot
determine the mapping in any other way, the server ignores the
service type and authenticates the user without it.

88
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[NAS] Section

The [NAS] section of the servtype.ini file lets you map network access devices to
[Mapping] sections. The syntax for [NAS] is:

[NAS]
NASname = mappingName
NASname = mappingName

Each NASname entry inthe [NAS] section must match the name of a RADIUS client entry
in the Steel-Belted Radius Carrier database. When an Access-Request is received, its
NAS-IP-Address attribute is matched to a RADIUS client entry in the database. If a match
can be found and the RADIUS client name matches a NASname in the [NAS] section,
Steel-Belted Radius Carrier looks for a corresponding mapping sectionin the servtype.ini
file.

[MappingName] Section

Example

Each [MappingName] section of the servtype.ini file identifies the strings to be added
to the username for lookups in the Native User database, which allows Steel-Belted
Radius Carrier to retrieve the appropriate return list, and specifies the rules an incoming
Access-Request packet must meet before Steel-Belted Radius Carrier returns an
Access-Accept message. The name of each [MappingName] section must match a
mappingName entry in the [NAS] section.

The syntax for each [MappingName] section is:

[mapping]
ServiceTypeString
RADIUSattribute = value
~RADIUSattribute = value

ServiceTypeString is a string added to the username.

Eachrule is a statement about an attribute that must be present in the incoming
Access-Request packet. Each rule must be indented with a tab character, followed by a
RADIUSattribute = value string, followed by a carriage return. Every component of the
rule is optional, so there are many syntax variations.

If a rule includes a RADIUSattribute field, this field must identify a standard or
vendor-specific RADIUS attribute that is known to the server. If a rule provides an optional
value field, this field must name a valid possible value for that attribute.

If the RADIUSattribute field for a rule is preceded by a tilde (~), then the specified
RADIUSattribute, if present in the Access-Request packet, must have a value other than
value for the rule to be true. If the RADIUSattribute is not present in the Access-Request
packet, or if it is present and has the value specified, the rule is false and authorization
fails.

[Settings]
Prefix=1
Suffix=0
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update.ini File

Default=defaul tmap

[NAS]
nasl=naslmap
nas2=nas2map

[naslmap]
ppp:
Framed-Protocol=1
Service-Type=2
vpn:
Framed-Protocol=6
~Service-Type=2
other:
Framed-Protocol
Service-Type
[nas2map]
analog:
NAS-Port-Type=1
isdn:
NAS-Port-Type=2
[defaultmap]
ppp:

The update.iniinitialization file controls what information is updated when Steel-Belted
Radius Carrier receives a SIGHUP (1) or SIGUSR?2 (17) signal, which is sent by means of
the signal command.

When Steel-Belted Radius Carrier receives a SIGHUP (1) or SIGUSR?2 (17) signal, it performs
the tasks specified in the [HUP] and [USR2] sections of the update.ini file. You can
perform tasks selectively by modifying update.ini to toggle specific settings; for example,
you canissue a SIGHUP (1) signal to initiate one set of tasks, and then modify update.ini
and issue another SIGHUP (1) signal to initiate a different set of tasks.

The update.ini file installed with Steel-Belted Radius Carrier causes Steel-Belted Radius
Carrier tore-read all settings when it receives a SIGHUP (1) signal and to clear its statistics
when it receives a SIGUSR2 (17) signal.

[HUP] and [USR2] Sections

The [HUP] section of update.ini specifies what tasks Steel-Belted Radius Carrier performs
when it receives a SIGHUP (1) signal. The [USR2] section of update.ini specifies what
tasks Steel-Belted Radius Carrier performs when it receives a SIGUSR2 (17) signal.

Example

[HUP]

UpdateLogAndTraceLevel = 1
UpdateLogfilePermissions = 1
UpdateProxy = 1
UpdateDHCPPools = 1
Update3GPP = 1

UpdateWiMAX = 1
UpdateAutoStop = 1
UpdateValuePools = 1

90

Copyright © 2018, Juniper Networks, Inc.



Chapter 2: Operations Files

UpdatePlugins = 1
UpdateThreadsAndFloods = 1
UpdateStatusPeriodAndInfo = 1
UpdateSessionTable = 1
UpdatelPPools = 1

UpdateEap = 1
UpdateAdminAccess = 1
UpdateStatLog = 1
ResetStats = 0
UpdateAccounting = 1
UpdateEnhancedRateStats = 1

Table 37 on page 91 lists the settings that may be present in the [HUP] or [USR2] section
of update.ini.

Table 37: update.ini Syntax

Parameter Function

ResetStats « Ifsetto 0, do not reset Steel-Belted Radius Carrier statistics
to O when a SIGHUP (1) or SIGUSR2 (17) signal is received.

« Ifsetto], reset Steel-Belted Radius Carrier statistics to O when
a SIGHUP (1) or SIGUSR2 (17) signal is received.

Default value is O in the [HUP] section.
Default value is 1in the [USR2] section.

Update3GPP « If setto 0, do not update 3GPP settings from 3gpp.ini when
a SIGHUP (1) or SIGUSR?2 (17) signal is received.

. Ifsettol,update 3GPP settings from 3gpp.ini when a SIGHUP
(1) or SIGUSR2 (17) signal is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

UpdateThreadsAndFloods « If setto O, threads and floods status report counters are not
cleared when a SIGHUP (1) or SIGUSR?Z (17) signal is received.

« Ifsetto], threads and floods status report counters are cleared
when a SIGHUP (1) or SIGUSR?2 (17) signal is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

UpdateStatusPeriodAndInfo Reinitializes the (huppable) values in the [Status] section of the
radius.ini file.

« If setto O, status report period and enable/disable for
auth/acct/proxy thread floods are not read.

o If settol, status report period and enable/disable for
auth/acct/proxy thread floods are read.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.
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Table 37: update.ini Syntax (continued)

Parameter Function

UpdateWiMAX

« If setto O, do not update WIMAX settings from the wimax.ini
when a SIGHUP (1) or SIGUSR?2 (17) signal is received.

« Ifsettol, update WiMAX settings from wimax.ini when a
SIGHUP (1) or USR2 signal is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

UpdateAdminAccess

« If setto 0, do not update administrator access settings when
a SIGHUP (1) or SIGUSR?2 (17) signal is received.

« If set to 1, update administrator access settings when a
SIGHUP (1) or SIGUSR?2 (17) signal is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

UpdateAutoStop

« If setto O, do not update the Proxy AutoStop settings (by
re-reading the AcctAutoStopEnable setting in radius.ini)
when a SIGHUP (1) or SIGUSR?2 (17) signal is received.

. If setto1, update the Proxy AutoStop settings (by re-reading

the AcctAutoStopEnable setting in radius.ini) when a SIGHUP
(1) or SIGUSR?2 (17) signal is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

UpdateDHCPPools

« If setto 0, do not update DHCP pool settings specified in
dhcp.iniwhen a SIGHUP (1) or SIGUSR?2 (17) signal is received.

« If settol, update DHCP pool settings specified in dhcp.ini
when a SIGHUP (1) or SIGUSR?2 (17) signal is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

UpdateEAP

« Ifsetto 0, donot update EAP settings specified in eap.iniwhen
a SIGHUP (1) or SIGUSR?2 (17) signal is received.

« If setto1, update EAP settings specified in eap.ini when a
SIGHUP (1) or SIGUSR?2 (17) signal is received.

Default value is 1in the [HUP] section.
Default value is 0 in the [USR2] section.

UpdatelPPools

« If setto O, do not update IP pool information when a SIGHUP.
(1) or SIGUSRZ2 (17) signal is received.

« If setto1, update IP pool information when a SIGHUP (1) or
SIGUSR2 (17) signal is received.

Default value is Tin the [HUP] section.
Default value is O in the [USR2] section.
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Table 37: update.ini Syntax (continued)

Parameter Function

UpdateLogAndTracelevel

« If setto O, do not update log and trace levels specified in
radius.ini when a SIGHUP (1) or SIGUSR2 (17) signal is
received.

« If setto1, update log and trace levels specified in radius.ini
when a SIGHUP (1) or SIGUSR?2 (17) signal is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

UpdatelLogfilePermissions

« If set to O, do not update logfile permissions specified in the
logfile configuration files when a SIGHUP (1) or SIGUSRZ2 (17)
signal is received.

« Ifsettol, update logfile permissions specified in the logfile
configuration files when a SIGHUP (1) or SIGUSR2 (17) signal
is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

UpdatePlugins

« If set to O, do not update plug-ins that support dynamic
re-reading of configuration settings when a SIGHUP (1) or
SIGUSR2 (17) signal is received.

« Ifsettol, update plug-ins that support dynamic re-reading of
configuration settings when a SIGHUP (1) or SIGUSR?2 (17)
signal is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

NOTE: The TLS, TTLS, and PEAP plug-ins currently support
dynamic configuration updates.

UpdateProxy

« If setto 0, do not update realm configuration when a SIGHUP.
(1) or SIGUSR?2 (17) signal is received.

. Ifsettol, update realm configuration (by re-reading proxy.ini,
*pro, and *dir files) when a SIGHUP (1) or SIGUSR?2 (17) signal
is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

UpdateSessionTable

« If setto O, do not update current session table information
when a SIGHUP (1) or SIGUSR?2 (17) signal is received.

« If setto1, updates current session table when a SIGHUP (1)
or SIGUSR2 (17) signal is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.
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Table 37: update.ini Syntax (continued)

Parameter Function

UpdateValuePools « If setto O, do not update attribute value pool settings (in *rr
files when a SIGHUP (1) or SIGUSR2 (17) signal is received.
« If setto1, update attribute value pool settings (in *rr files
when a SIGHUP (1) or SIGUSR?2 (17) signal is received.

Default value is Tin the [HUP] section.
Default value is O in the [USR2] section.

UpdateStatLog « If setto 0, do not update configuration in the statlog.ini file
when a SIGHUP (1) or SIGUSR?2 (17) signal is received.

« Ifsettol,reads statlog.ini file and the configuration is updated
when a SIGHUP (1) or SIGUSR?2 (17) signal is received.

Default value is 1in the [HUP] section.
Default value is O in the [USR2] section.

UpdateAccounting If set to 0, do not update Accounting settings from the
account.ini file when a SIGHUP (1) or SIGUSR2 (17) signal is
received.

If set to 1, update Accounting settings from the account.ini file
when a SIGHUP (1) or SIGUSR2 (17) signal is received.

Default value is 1in the [HUP] section.

Default value is O in the [USR2] section.

UpdateEnhancedRateStats If set to 0, do not update enhanced rate statistics settings from
the radius.ini file when a SIGHUP (1) or SIGUSR2 (17) signal is
received.

If set to 1, update enhanced rate statistics settings from the
radius.ini file when a SIGHUP (1) or SIGUSR2 (17) signal is
received.

Default value is 1in the [HUP] section.

Default value is O in the [USR2] section.

Auto-Restart Files

When enabled, the auto-restart module (radiusd script), acts as a watchdog daemon
monitoring the status of the SBR Carrier executable, and restarting it as needed.
Auto-restart is disabled by default. Regardless of whether auto-restart is enabled, the
SBR Carrier software is always started and stopped using this command:

/opt/JNPRsbr/radius/sbrd start radius
/opt/JNPRsbr/radius/sbrd stop radius

Auto-restart is enabled by configuring the WATCHDOG* parameters in the sbrd.conf
file, and fine-tuned by configuring the radiusd.conf file. See “sbrd.conf File” on page 80,
and “radiusd.conf File” on page 96.
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Perl SNMP Support

Perl must be installed on the Steel-Belted Radius Carrier server if you want to use the
automatic restart module.

0 NOTE: If Perl version 5 is not installed, the radiusd script will not run, even if
enabled by configuration, and SBR Carrier will operate without the
auto-restart module running.

You can configure the auto-restart module to send SNMP traps to record auto-restart
events. Perl SNMP support resides in the Perl SNMP_Session module, which provides
access to remote SNMP agents.

Perl SNMP support allows Steel-Belted Radius Carrier to send SNMP traps to a variety
of SNMP agents, including the Sun Management Center, which is distributed with some
Sun hardware platforms. Sun Management Center is not required to run radiusd.

Perl System Log Support

sbrd.conf File

The optional perl package syslog.ph is used to log the watchdog daemon status. You
can configure auto-restart to send system log messages to record auto-restart events.
To use system log reporting, you can use the h2ph utility to create a syslog.ph file. This
example assumes site_perl/5.005 is in @/NC:

su - root
cd /user/include/sys
/usr/perl15/bin/h2ph -d Zusr/perl15/site_perl/5.005 syslog.h

If you do not want to use system log, use the -d or --logfile options for the radiusd
command to open a regular log file (radiusd.log).

To enable the auto-restart module, you must edit the sbrd.conf file using the following
procedure:

0 NOTE: The following procedure is dependent upon you enabling the auto
startup scripts when you install SBR Carrier.

1. If SBR Carrier is already running, become superuser and type this command to stop
the server:

/opt/INPRsbr/radius/sbrd stop radius
2. Edit sbrd.conf to set WATCHDOGENABLE=1 (or O to disable)
3. Type this command to restart the server:

/opt/INPRsbr/radius/sbrd start radius
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radiusd.conf File

O NOTE: If you are running the optional SSR module, the command to
start/stop only the SSR cluster is /opt/JNPRsbr/radius/sbrd start/stop
ssr. This controls SSR without starting or stopping the SBR.

The default radiusd.conf settings cause the auto-restart feature to work this way:

If the radius server executable fails to respond to status polling from radiusd within 17
seconds, radiusd attempts to stop radius using SIGTERM (a polite shutdown). If radius
does not shut down within 60 seconds, SIGKILL (a hard kill) is used to stop it. After
shutdown by either method, radiusd starts a new radius child process. If this radius child
does not respond to status polling within 60 seconds of startup, it is presumed dead; a
misconfiguration of the server is assumed; and radiusd terminates with a critical error.

While the auto-restart module is enabled, all informational, debugging, warning, error,
and critical messages from radiusd are recorded here:

. Syslog—Messages are written to the syslog system logging facility.

. Log file—If syslog is not available, messages are written to the server log file specified
using the --logfile option in the sbrd.conf WATCHDOGOPTS parameter.

o NOTE: If Perl is not installed in the /usr/local/bin/ directory, this error
message occurs when you start the SBR Carrier server:
./S590sbrd: /RadiusHome/radiusd: not found
To fix this error, edit the first line of the radiusd file in the RADIUS directory
so that the directory structure points to the correct Perl interpreter
executable:
#!/usr/local/bin/perl

radiusd.conf Configuration File

The radiusd.conf configuration file (Table 38 on page 96) provides settings for the radiusd
auto-restart module.

Table 38: radiusd.conf Syntax

radiusd.conf Parameter Function

WatchdoglIntervalPing Number of seconds the automatic-restart module waits
between sending status inquiries.

Default value is 5 seconds.

WatchdoglntervalMaxPong Number of seconds the automatic-restart module waits for a
reply before issuing a SIGTERM (shutdown) message.

Default value is 17 seconds.
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Table 38: radiusd.conf Syntax (continued)

radiusd.conf Parameter Function

WatchdoglntervalMaxStartup Number of seconds during which the server is expected to be
able to start up.

Default value is 60 seconds.

WatchdoglntervalMaxShutdown  Number of seconds during which the server is expected to be
able to shut down.

Default value is 60 seconds.

SnmpManager = hostname Identifier for an SNMP management station you want to
community port version receive traps from the automatic-restart module. You can
specify more than one SNMP management station.

For each SNMP management station, enter:

« hostname—IP address of the SNMP management station.
o community—SNMP community string.

o port—UDP port number used for SNMP trap messages. UDP
port 162 is the default.

« version—SNMP version number.
Default value is 1.

If SnmpManager is undefined, SNMP traps may still be
logged, but are not transmitted on the network.

Snmplinterface Identifies the IP network interface to be used to generate
SNMP trap messages. You can specify interfaces by name or
by IP address.

If you enter any, the first IPv4 interface the automatic-restart
module finds is used.

If you leave this parameter blank, generation of SNMP trap
messages is disabled.

SnmpCommandTrap Specifies how SNMP trap messages are forwarded:

« You can specify the pathname and filename for a module
or executable whose syntax matches the SMC snmptrap
utility. For example:
/opt/SUNWsymon/util/bin/sparc-sun-solaris2.8/snmptrap

« You can specify SNMP_Session.pm to deliver SNMP traps
to the management station using the Perl modules.

If you leave the parameter blank, SNMP trap messages are
not generated.

Default value is blank.
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Table 38: radiusd.conf Syntax (continued)

radiusd.conf Parameter Function

SnmpCommandUptime Specifies how the automatic-restart module determines
elapsed time for timestamps in trap messages.

You can specify the pathname and filename for a module or
executable whose syntax matches the SMC uclock utility. For
example:
/opt/SUNWsymon/util/bin/sparc-sun-solaris2.8/uclock

If you leave the parameter blank, the automatic restart module
calculates elapsed time relative to its own start time.

Default value is blank.

SnmpEnterprise Specifies the OID prefix for enterprise-specific trap messages,
whichis usedto select the appropriate MIB for decoding traps.

Default value is 1.3.6.1.4.1.1411.1.1.

If you leave the parameter blank, SNMP trap messages are
not generated.

SnmpGenericTrapType= 6 Specifies the enterprise-specific trap type, which must be 6
according to the SNMPv1 standard. Do not change this value
without a specific reason.

SnmpTrapWatchdogStarted Specifies the trap type for messages indicating that the
automatic-restart module is started.

Default value is 113.

Enter O to disable this type of trap.

SnmpTrapWatchdogStopped Specifies the trap type for messages indicating that the
automatic-restart module is stopped.

Default value is 114.

Enter O to disable this type of trap.

SnmpTrapWatchdogRadius Specifies the trap type for messages indicating that the
Started RADIUS server is restarted.

Default value is 115.

Enter O to disable this type of trap.

SnmpTrapWatchdogRadiusTerm  Specifies the trap type for messages indicating that the
RADIUS server is not responding and that the
automatic-restart module has sent the SIGTERM signal.

Default value is 5028.

Enter O to disable this type of trap.
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Table 38: radiusd.conf Syntax (continued)

radiusd.conf Parameter Function

SnmpTrapWatchdogRadiusKill Specifies the trap type for messages indicating that the
RADIUS server is not responding and that the
automatic-restart module has sent the KILL signal.
Default value is 5029.

Enter O to disable this type of trap.

SnmpTrapWatchdogAborted Specifies the trap type for messages indicating that the
RADIUS server is not responding and that the
automatic-restart module has given up and aborted.
Default value is 10051.

Enter O to disable this type of trap.

SnmpTrapWatchdogFailedInit Specifies the trap type for messages indicating that the
automatic-restart module failed to start, which may indicate
a misconfiguration issue.

Default value is 10052.

Enter O to disable this type of trap.
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CHAPTER 3

Authentication Configuration Files

This chapter describes the usage and settings for the initialization files used by
Steel-Belted Radius Carrier to authenticate users and to record the results of
authentication events. Initialization files are loaded at startup time. The following topics
are included in this chapter:

o NOTE: Throughout this chapter, the term attributes refers to both standard
RADIUS attributes and structured attributes. For information about specifying
structured attributes, see “Structured Attributes” on page 152.

« authlog.ini File on page 101

« authReport.ini File on page 111

« authReportAccept.ini File on page 113

« authReportBadSharedSecret.ini File on page 116
« authReportReject.ini File on page 119

« authReportUnknownClient.ini File on page 124

« blacklist.ini File on page 127

« lockout.ini File on page 128

« redirect.ini File on page 130

- statlog.ini File on page 131

authlog.ini File

The authlog.ini initialization file contains information that controls how RADIUS
authentication request attributes are logged in the comma-delimited yyyymmdd.authlog
file.

[Alias/name] Sections

You can create one or more [Alias/name] sections in authlog.ini (Table 39 on page 102)
to associate attributes of different names, but identical meaning. For example, one
network access server vendor might call an attribute Auth-Connect-Type and another
might call it AuthConn-Typ, yet the two attributes would both map to Auth-Conn-Type.
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[Attributes] Section

Each [Alias/name] section permits you to map one RADIUS authentication request
attribute that is already being logged by Steel-Belted Radius Carrier to any number of
other attributes. You can provide as many [Alias/name] sections as you want, using this
syntax for each section:

[Alias/name]
VendorSpecificAttribute=
VendorSpecificAttribute=

Table 39: authlog.ini [Alias/name] Syntax

Parameter Function

name The preferred attribute name. The name attribute must be one that
you are currently logging to a columnin the Steel-Belted Radius Carrier
authentication request log file (.authlog). Therefore, it must be listed
in the [Attributes] section of authlog.ini.

VendorSpecificAttribute  Each entry is given on one line. An equal sign (=) must immediately
follow each VSA name, without any intervening space. Improperly
formatted entries are considered invalid and are ignored.

Each VendorSpecificAttribute in the list is logged to the name columnin the authentication
request log file. Because you are listing these attributes in an [Alias/name] section, make
sure they are not listed in the [Attributes] section or they are logged to their own columns
as well as to the name column.

All of the attribute names that you reference in an [Alias/name] section must be defined
in a dictionary file that is already installed on the Steel-Belted Radius Carrier server. This
includes name and each VendorSpecificAttribute entry.

In the following example, the standard RADIUS attribute Auth-Conn-Type is mapped
to the vendor-specific attributes AuthConnect-Type and AuthConn-Typ. Values
encountered for all three attributes are logged in the AuthOctetPackets column in the
authentication request log file:

[Alias/Auth-Conn-Type]
Auth-Conn-Typ=
Auth-Connect-Type=

The [Attributes] section of authlog.ini lists all the attributes logged in the authentication
request log file. These include attributes in Access-Request messages received from the
network access server (NAS). Attributes that Steel-Belted Radius Carrier returns to the
NAS are not logged in this file. When you install Steel-Belted Radius Carrier, the authlog.ini
file is set up so that all standard RADIUS attributes and all supported vendor
authentication attributes are listed.

You can configure what is logged to the authentication request log file by rearranging
the order of attributes in the [Attributes] section. You can delete or comment out
attributes you do not want or that do not apply to your equipment. This lets you design
the content and column order of any spreadsheets that you plan to create based upon
the authentication request log file.

102
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The syntax of the [Attributes] section is:

[Attributes]
AttributeName=
AttributeName=

For example:

[Attributes]
User-Name=
NAS-1P-Address=
NAS-Port=
Service-Type=
Framed-Protocol=
Framed-1P-Address=
Framed-1P-Netmask=
Framed-Compression=

The [Attributes] section lists one AttributeName on each line. You must ensure that an
equal sign (=) immediately follows each AttributeName, with no spaces in between.
Improperly formatted entries are considered invalid and are ignored.

Each AttributeName in the [Attributes] section must be defined in a standard RADIUS
dictionary file (.dct file), a subattribute dictionary file (.jdict file), or vendor-specific
dictionary file (.dct) installed on the Steel-Belted Radius Carrier server.

0 NOTE: The first five attributes in each authentication log file entry (Date,
Time, RASClient, FullName, and ACC/REJ) are always enabled, and cannot
be reordered or deleted. Therefore, these attributes do not appear in the
authlog.ini file [Attributes] section.

[Configuration] Section

The [Configuration] section of authlog.ini specifies the location of the yyymmdd.authlog
file.

Table 40: authlog.ini [Configuration] Syntax

Parameter Function

LogDir Specifies the destination directory on the local host where yyyymmdd.authlog
files are stored.

Default value is the directory where Steel-Belted Radius Carrier is installed.

NOTE: With directed realms, you can maintain multiple authentication log
locations.

[Syslog] Section

The [Syslog] section of the authlog.ini file enables authentication request information
to be written to the system log file. Compatible applications (such as rsyslog) can be
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used to forward these system log messages to a remote server or database. The format
of the system log message is the same as that of the authentication log message.

Parameter Function

Enable Enables authentication request information to be written to the system log file.
If set to 1, this setting enables writing of authentication requests to the system log file.
If set to O, this setting disables writing of authentication requests to the system log file.
The default value is O.

NOTE: Thissettingisindependent of the Enable setting in the [Configure] section of the authentication
log.

Facility This parameter sets the system log facility.

The default value is Daemon, but could be set to Local[X], where X = 0-7.

Severity This parameter sets the severity of the system log message. The value could be Info or Notice.

The default value is Info.

Following are some configuration examples of syslog.conf and rsyslog.conf files:

Example 1—To write all authlog messages to /var/adm/messages using the LOCAL3
facility and LOG_INFO severity:

1. Configure the authlog.ini file as:

[Syslog]

Enable = 1
Facility = local3
Severity = Info

2. Add the following statement in the /etc/syslog.conf file:

*_err;kern._debug;daemon.notice;mail.crit;local3.info /var/adm/messages

3. Run the following command:

kill -HUP “pgrep syslogd™

4. Restart the sbrd process.

./sbrd restart

u

Authlog messages are written to the system log (/var/adm/messages).

0 NOTE: In Linux, you need to use the rsyslog.conf file instead of syslog.conf.
By default, system logs are stored under /var/log/messages.
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Example 2—To write all authlog messages to a SQOL database (Linux configuration
example):

1. Configure the authlog.ini file in the local server as:

[Syslog]
Enable =
Facility = daemon
Severity = Info

[y

2. Restart the sbrd process.

./sbrd restart

3. Update the /etc/rsyslog.conf file in the local server as:

#HH# MODULES ####

$Modload ommysql #provide Mysqgl support

$ModLoad imuxsock.so # provides support for local system logging (e.g. via
logger command)

$ModLoad imklog.so # provides kernel logging support (previously done by

rklogd)

$ModLoad immark.so # provides --MARK-- message capability

#Provides TCP system log reception
$ModLoad imtcp.so
$InputTCPServerRun 514

$template test,"insert into rsyslog5(host,pid,facility,priority,datetime,msg)
values("%hostname%”,

“Ysyslogtag:R,ERE, 1,BLANK:\[([0-91{1,5H)\]--end%" , "%syslogfaci lity%" , "%syslogpriority%",
"%timereported: : :date-mysql%”, "%msg%*)", SQL

*_* >shr-linl._englab. juniper.net,test, testuser,testpassword;test

0 NOTE: The statement **

>sbr-linl.englab.juniper.net,test,testuser,testpassword;test is in the
format ** >dbhost,dbname,dbuser,dbpassword;dbtemplate.

4, Restart the rsyslog service.

Service rsyslog restart

5. Authlog messages are written to the SQL DB of the SQL server.

Example 3—To write all authlog messages to a remote server (Linux configuration
example):
1. Configure the authlog.ini file in the local server as:

[Syslog]
Enable = 1

Copyright © 2018, Juniper Networks, Inc. 105



Steel-Belted Radius Carrier 8.4.1 Reference Guide

daemon
Info

Facility
Severity

2. Restart the sbrd process.

./sbrd restart

3. Update the /etc/rsyslog.conf file in the local server as:

*.* 0@192.168.1.1:514

0 NOTE: Here, 192.168.1.1:514 is a remote SBR server.

4, Restart the rsyslog service.

Service rsyslog restart

5. Update the /etc/rsyslog.conf file in the remote server as:

# Provides TCP system log reception
$ModLoad imtcp.so
$InputTCPServerRun 514
*_info;mail.none;authpriv.none;cron.none /var/log/messages

6. Restart the rsyslog service.

Service rsyslog restart
7. Authlog messages are written to the remote server’s system log (/var/log/messages).

[Settings] Section

Steel-Belted Radius Carrier writes all authentication request data to the current
authentication request log file (yyyymmdd.authlog) until that log file is closed. When
Steel-Belted Radius Carrier closes an authentication request log file, it immediately opens
a new one and begins writing authentication request data to it.

You can configure how often this rollover of the authentication request log file occurs.

The naming conventions of the authentication request log files support the fact that
Steel-Belted Radius Carrier can create more than one file per day. In the examples in
Table 41 on page 106, y =year digit, m =month digit, d =day digit, and h =hour digit. The
extra sequence number_nnnnn starts at _00000 each day.

Table 41: Authentication Log Rollover

File Generation Method File Naming Convention

Default (24 hours) yyyymmadd.authlog

Non-24-hour rollover yyyymmdd_hhmm.authlog

106 Copyright © 2018, Juniper Networks, Inc.



Chapter 3: Authentication Configuration Files

Table 41: Authentication Log Rollover (continued)

File Generation Method File Naming Convention

Rollover due to size yyyymmdd_nnnnn.authlog

Rollover due to size or startup when non24hour time in effect yyyymmad_hhmm_nnnnn.authlog

The [Settings] section of authlog.ini in Table 42 on page 107 controls which entries are
written to the authentication request log file, and ensure the compatibility of these entries
with a variety of database systems. These rollover settings can be present in the [Settings]
section.

Table 42: authlog.ini [Settings] Syntax

Parameter Function

Enable « Ifsetto 0, the authentication request log is disabled and other settings
are ignored.

« If setto1, the authentication request log is enabled.

Set Enable to 1 for Authentication servers. For efficiency, set Enable to O
for nonauthentication servers.

Default value is O.
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Table 42: authlog.ini [Settings] Syntax (continued)

Parameter Function

LogAssignedipAddress « Ifsetto], LogAssignedipAddressis enabled and the framed IP address
is displayed in the authlog.log file as Assigned-IP-Address.

« Ifsetto O, LogAssignedipAddress is disabled and the framed IP
address is not displayed in the authlog.log file.

The default value is O (Disabled).

Here is a sample output displaying the header and log message

Header:

"Date", " Time","RAS-Client","Ful I-Name'',""Acc/Rej"", ""User-Name',
"NAS-1P-Address',""NAS-Port',"Service-Type","Framed-Protocol",
"Framed-IP-Address", ""Framed-1P-Netmask", ""Framed-Compression’,
""Login-1P-Host", ""Cal Iback-Number",''State","'Cal led-Station-1d",
“Calling-Station-1d","NAS-ldentifier”, Proxy-State", " 'Event-Timestamp'*,
""NAS-Port-Type","'Port-Limit", Login-LAT-Port", ""Assigned-I1P-Address""

Log Message:

"11/11/2010","01:42:51",""<ANY>,"ROOT", ""ACCEPT"", ""ROOT"",
"10.206.144.123",'"1975", ,, , ,,,,, tl.intemet”, ,,,,"2",,,""10.206.144 1"
"11/11/2010,"01:43:06",""<ANY>"",""ROOT"", *ACCEPT"*, ""ROOT"",
"10.206.144.123","1976",,,,,,,55""
tl.internet”,,,,,"2",,,"10.206.144_5"
"11/11/2010,"01:43:06",""<ANY>"",""ROOT"", *ACCEPT"*, ""ROOT"",
"10.206.144.123","1977", ,,,,,5455""
tl.internet",,,,,"2",,,"10.206.144._7"
"11/11/2010,"01:43:06",’<ANY>"","ROOT", "*ACCEPT"*, ""ROOT"",
"10.206.144.123","1978", ,,,,,,,,""
tl.internet”,,,,,"2",,,"10.206.144._8"
"11/11/2010,"01:43:06",’<ANY>"","ROOT", ""ACCEPT"*, ""*ROOT"",
"10.206.144.123","1979", ,,,,,,,,""
tl.internet”,,,,,"2",,,"10.206.144.10"
"11/11/2010,"01:43:06",’<ANY>"","ROOT", ""ACCEPT"*, ""*ROOT"",
"10.206.144.123","1980", ,,,,,,5,""
tl.internet”,,,,,"2",,,"10.206.144.14"
"11/11/2010*,"01:43:06",’<ANY>"",""ROOT", "*ACCEPT"*, "*ROOT"",
"10.206.144.123","1981", ,,,,,,,,""
tl.internet”,,,,,"2",,,"10.206.144.15"
"11/11/2010,"01:43:06",<ANY>"","ROOT", ""ACCEPT"*, "*ROOT"",
"10.206.144.123","1982", ,,,,,,,,"
tl.internet”,,,,,"2",,,"10.206.144.16"
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Table 42: authlog.ini [Settings] Syntax (continued)

Parameter Function

LogFilePermissions Specifies the owner and access permission setting for the authorization
request log (yyyymmdd.authlog) file.

Enter a value for the LogFilePermissions setting in owner:group
permissions format, where:

« owner specifies the owner of the file in text or numeric format.
« group specifies the group setting for the file in text or numeric format.

« permissions specifies what privileges can be exercised by
Owner/Group/Other with respect to the file in text or numeric format.
Forexample, userw:1007 rw-r- - - - - specifies that the file owner (user)
can read and edit the log file, members of group 1007 can read (but
not edit) the log file, and other users cannot access the log file.

The default mask is -rw------ .

LineSize Specifies the maximum number of characters in a line in the
authentication request log. You can enter a number in the range
1024-32768.

Default value is 4096.

NOTE: Logging will fail if this value is exceeded.

MaxSize « If set to a number greater than 0, specifies the maximum number of
bytes for an authentication request log file. If the authentication request
log file equals or exceeds this limit when the log size is checked, the
log file is closed and a new file started.

« If set to O, the authentication request log has no maximum size.

Default value is O.

QuoteBinary « If settol, binary values written to the authentication request log file
are enclosed in quotes.

« If setto O, quotes are not used.

Set this value according to the format expected by the application that
processes the authentication request log entries.

Default value is 1.

Quotelnteger « If settol, integer values written to the authentication request log file
are enclosed in quotes.

« If setto O, quotes are not used.

Set this value according to the format expected by the application that
processes the authentication request log entries.

Default value is 1.
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Table 42: authlog.ini [Settings] Syntax (continued)

Parameter Function

QuotelPAddress « Ifsettol, IP addresses written to the authentication request log file
are enclosed in quotes.

« If setto 0, quotes are not used.

Set this value according to the format expected by the application that
processes the authentication request log entries.

Default valueis 1.

QuoteText « If set to], text strings written to the authentication request log file are
enclosed in quotes.

« If setto O, quotes are not used.

Set this value according to the format expected by the application that
processes the authentication request log entries.

Default valueis 1.

QuoteTime « If setto1, time and date values written to the authentication request
log file are enclosed in quotes.

« If setto 0, quotes are not used.

Set this value according to the format expected by the application that
processes the authentication request log entries.

Default valueis 1.

RollOver Specifies how often the current authentication request log file is closed
and a new file opened (a rollover), up to one rollover per minute.

« Ifsetto0, the authentication request log rolls over once every 24 hours,
at midnight local time.

« Ifsettoanumberintherange1-1440, specifies the number of minutes
until the next rollover.

Default value is O.

RollOverOnStartup « Ifsettol, each time Steel-Belted Radius Carrier is started, it closes the
current authentication request log file and opens a new one. A sequence
number_nnnnn is appended to the log file name, just as when MaxSize
is reached.

« Ifsetto 0, each time Steel-Belted Radius Carrier is started, it appends
entries to the previously open authentication request log file.

Default valueis O.

Titles « If settol, each time a new authentication request log file is created,
the title line (containing column headings) is written to the file.

o Ifsetto O, the line is not written.

Default value is 1.
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Table 42: authlog.ini [Settings] Syntax (continued)

Parameter Function

uTC « If setto1l, time and date values are provided according to UTC (GMT).
. If setto 0, time and date values reflect local time.

Default value is O.

authReport.ini File

The authReport.ini initialization file controls whether Steel-Belted Radius Carrier
generates the following reports:

« Authentication acceptance report
. Authentication rejection report
. Unknown authentication client report

. Invalid shared secret report

If enabled, these reports are written to the radiusdir/authReports directory on the
Steel-Belted Radius Carrier server.

o NOTE: The settings in the authReport.ini file are overwritten when the Web
GUI is used to enable or disable these reports.

[AcceptReport] Section

The [AcceptReport] section of authReport.ini (Table 43 on page 111) enables or disables
generation of the authentication acceptance report. The settings for the authentication
acceptance report are specified in the authReportAccept.ini file, which is described on
“authReportAccept.ini File” on page 113.

Sample syntax is:

[AcceptReport]
Enable = 1

Table 43: authReport.ini [AcceptReport] Syntax

Parameter Function

Enable « Ifsetto]l, Steel-Belted Radius Carrier periodically generates the
authentication acceptance report.

« Ifsetto O, the authentication acceptance report is not generated.

Default value is O.
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[BadSharedSecretReport] Section

The [BadSharedSecretReport] section of authReport.ini (Table 44 on page 112) enables
or disables generation of the invalid shared secret report. The settings for the invalid
shared secret report are specified in the authReportBadSharedSecret.ini file, which is
described on “authReportBadSharedSecret.ini File” on page 116.

Sample syntax is:

[BadSharedSecretReport]
Enable = 1

Table 44: authReport.ini [BadSharedSecretReport] Syntax

Parameter Function

Enable « Ifsettol, Steel-Belted Radius Carrier periodically generates the invalid
shared secret report.

. If setto 0, the invalid shared secret report is not generated.

Default value is 0.

[RejectReport] Section

The [RejectReport] section of authReport.ini (Table 45 on page 112) enables or disables
generation of the authentication rejection report. The settings for the authentication
rejection report are specified in the authReportReject.ini file, which is described on
“authReportReject.ini File” on page 119.

Sample syntax is:

[RejectReport]
Enable = 1

Table 45: authReport.ini [RejectReport] Syntax

Parameter Function

Enable . If setto]1, Steel-Belted Radius Carrier periodically generates the
authentication rejection report.

« If set to O, the authentication rejection report is not generated.

Default value is O.

[UnknownClientReport] Section

The [UnknownClientReport] section of authReport.ini (Table 46 on page 113) enables
or disables generation of the unknown authentication client report. The settings for the
unknown authentication client report are specified in the authReportUnknownClient.ini
file, which is described on “authReportUnknownClient.ini File” on page 124.

Sample syntax is:

[UnknownClientReport]
Enable = 1

12
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Table 46: authReport.ini [UnknownClientReport] Syntax

Parameter Function

Enable

« If setto1, Steel-Belted Radius Carrier periodically generates the
unknown authentication client report.

« Ifsetto 0, the unknown authentication client report is not generated.

Default value is O.

authReportAccept.ini File

The authReportAccept.ini initialization file specifies options for the authentication
acceptance report, which is an ASCIl comma-delimited file that contains information
about successful authentications by the Steel-Belted Radius Carrier server.

[Attributes] Section

The [Attributes] section of authReportAccept.ini lists the attributes logged in the
acceptance log.

You can configure what is logged to the acceptance report by entering attributes in the
[Attributes] section in the sequence you want them to appear. This lets you design the
content and column order of any spreadsheets that you plan to create based upon the
acceptance report.

The syntax of the [Attributes] section is:

[Attributes]
AttributeName=
AttributeName=

For example:

[Attributes]
User-Name=
NAS-1P-Address=

The [Attributes] section lists one AttributeName on each line. You must ensure that an
equal sign (=) immediately follows each AttributeName, with no spaces in between.
Improperly formatted entries are considered invalid and are ignored.

Each AttributeName in the [Attributes] section must be defined in a standard RADIUS
dictionary file (.dct file), a subattribute dictionary file (.jdict file), or vendor-specific
dictionary file (.dct) installed on the Steel-Belted Radius Carrier server.

NOTE: The first four attributes in each acceptance report entry (Date, Time,
RASClient, and FullName) are always enabled, and cannot be reordered or
deleted. Therefore, these attributes do not appear in the [Attributes] section
of the authReportAccept.ini file.
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[Settings] Section

The [Settings] section of authReportAccept.ini (Table 47 on page 114) specifies the
operational characteristics of the authentication acceptance report.

If the MaxMinutesPerFile parameter is set to O, the file name of the authentication
acceptance report is accepts_yyyymmdd.csv (where yyyymmdd identifies the date the
report was generated.) If the MaxMinutesPerFile parameter is set to a value greater than
0, the file name of the report is accepts_yyyymmdd_hhmm.csv (where yyyymmadd identifies
the date and hhmm identifies the time the report was generated.)

Sample syntax is:

[Settings]
BufferSize
DaysToKeep
LineSize =

LogfilePermissions =

= 131072
=1
4096

user:1007 rw-r- - - - -

MaxMinutesPerFile = 0
Quotelnteger = 1
QuotelpAddress = 1
QuoteBinary = 1

QuoteText =

QuoteTime
utc = 0

1
1

Table 47: authReportAccept.ini [Settings] Syntax

Parameter Function

BufferSize

The size of the buffer used in the logging process, in bytes.

Default value is 131072.

DaysToKeep

Specifies the number of days the Steel-Belted Radius Carrier server retains
each authentication acceptance report.

Default value is 1 (one day).

LineSize

The maximum size of a single log line. The allowable range is 1024 to
32768.

Default value is 4096.

NOTE: Logging will fail if this value is exceeded.

N4
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Table 47: authReportAccept.ini [Settings] Syntax (continued)

Parameter Function

LogFilePermissions

Specifies the owner and access permission setting for the authentication
acceptance log (accepts_yyyymmdd.csv) file.

Enter a value for the LogFilePermissions setting in owner:group
permissions format, where:

« owner specifies the owner of the file in text or numeric format.

« group specifies the group setting for the file in text or numeric format.

« permissions specifies what privileges can be exercised by
Owner/Group/Other with respect to the file in text or numeric format.

For example, user:1007 rw-r- - - - - specifies that the file owner (user) can
read and edit the log file, members of group 1007 can read (but not edit)
the log file, and that other users cannot access the log file.

MaxMinutesPerFile

Specifies how often the current authentication acceptance report is closed
and a new file opened.

« Ifsetton (wherenisanumbergreaterthan 0),anew reportis generated
every n minutes.

« If setto 0, a new report is generated once every 24 hours, at midnight
local time.

Default value is O.

NOTE: The value entered for MaxMinutesPerFile determines the file name
of the generated report.

QuoteBinary

« If setto1, binary values written to the report are enclosed in quotes.
« If set to O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default value is 1.

Quotelnteger

« If settol, integer values written to the report are enclosed in quotes.
« If set to O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default valueis 1.

QuotelPAddress

. Ifsettol, IP addresses written to the report are enclosed in quotes.
« Ifsetto O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default valueis 1.
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Table 47: authReportAccept.ini [Settings] Syntax (continued)

Parameter Function

QuoteText « If settol, text strings written to the report are enclosed in quotes.
« If set to O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default value is 1.

QuoteTime « If set to1, time and date values written to the report are enclosed in
quotes.

« If set to O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default value is 1.

uTC « If set to1, time and date values are provided according to UTC (GMT).
. If setto O, time and date values reflect local time.

Default value is O.

authReportBadSharedSecret.ini File

[Attributes] Section

The authReportBadSharedSecret.ini initialization file specifies options for the invalid
shared secret report, which is an ASCIll comma-delimited file that records information
about requests received from known RADIUS clients that used an invalid shared secret.
This condition is only detectable if the authentication request contained a
Message-Authenticator attribute, which is required if credentials are of an EAP type but
optional if credentials are PAP, CHAP, or MS-CHAP v2. (In the case of PAP, an invalid
shared secret is not detected, but results in an Access-Reject response because the user
password is decrypted into incorrect characters.)

If the MaxMinutesPerFile parameter is set to O, the file name of the bad shared secret
report is badSharedSecret_yyyymmdd.csv (where yyyymmdd identifies the date the
report was generated.) If the MaxMinutesPerFile parameter is set to a value greater than
0, the file name of the report is badSharedSecret_yyyymmdd_hhmm.csv (where
yyyymmdd identifies the date and hhmm identifies the time the report was generated).

The [Attributes] section of authReportBadSharedSecret.ini lists the attributes logged
in the invalid shared secret report.

You can configure what is logged to the invalid shared secret report by entering attributes
in the [Attributes] section in the sequence you want them to appear. This lets you design
the content and column order of any spreadsheets that you plan to create based upon
the silent discard/bad shared secret report.

The syntax of the [Attributes] section is:

16
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[Attributes]
AttributeName=
AttributeName=

For example:

[Attributes]
User-Name=
NAS-1P-Address=

The [Attributes] section lists one AttributeName on each line. You must ensure that an

equal sign (=) immediately follows each AttributeName, with no spaces in between.
Improperly formatted entries are ignored.

Each AttributeName in the [Attributes] section must be defined in a standard RADIUS
dictionary file (.dct file), a subattribute dictionary file (.jdict file), or vendor-specific
dictionary file (.dct) installed on the Steel-Belted Radius Carrier server.

o NOTE: The first three attributes in each invalid shared secret report entry
(Date, Time, and RADIUSClient) are always enabled, and cannot be reordered
or deleted. Therefore, these attributes do not appear in the [Attributes]
section of the authReportBadSharedSecret.ini file.

[Settings] Section

The [Settings] section of authReportBadSharedSecret.ini specifies the operational
characteristics of the invalid shared secret report. Sample syntax is:

[Settings]
BufferSize = 131072
DaysToKeep = 1

LineSize = 4096

LogfilePermissions = user:1007 rw-r- - - - -
MaxMinutesPerFile = 0

QuoteBinary = 1

Quotelnteger = 1

QuotelpAddress = 1

QuoteText = 1

QuoteTime = 1

UTC = 0

Table 48: authReportBadSharedSecret.ini [Settings] Syntax

Parameter Function

BufferSize The size of the buffer used in the logging process, in bytes.

Default value is 131072.

DaysToKeep Specifies the number of days the Steel-Belted Radius Carrier server
retains each invalid shared secret report.

Default value is 1 (one day).
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Table 48: authReportBadSharedSecret.ini [Settings] Syntax (continued)

Parameter Function

LineSize The maximum size of a single log line. The allowable range is 1024 to
32768.

Default value is 4096.

NOTE: Logging will fail if this value is exceeded.

LogFilePermissions Specifies the owner and access permission setting for the invalid shared
secret report (badSharedSecret_yyyymmdd.csv) file.

Enter a value for the LogFilePermissions setting in owner:group
permissions format, where:

« owner specifies the owner of the file in text or numeric format.
« group specifies the group setting for the file in text or numeric format.

« permissions specifies what privileges can be exercised by
Owner/Group/Other with respect to the file in text or numeric
format.

For example, user:1007 rw-r----- specifies that the file owner (user)
can read and edit the log file, members of group 1007 can read (but
not edit) the log file, and that other users cannot access the log file.

MaxMinutesPerFile Specifies how often the current report is closed and a new file opened.

« Ifsetton (wherenisanumber greater than 0), a new report file is
generated every n minutes.

« If setto 0, a new report file is generated once every 24 hours, at
midnight local time.

Default value is O.

NOTE: The value entered for MaxMinutesPerFile determines the file
name of the generated report.

QuoteBinary « Ifsettol, binary values written to the report are enclosed in quotes.
« If setto O, quotes are not used.

Set this value according to the format expected by the application
that processes the entries.

Default valueis 1.

Quotelnteger « Ifsettol,integervalues written to the report are enclosed in quotes.
« If setto 0, quotes are not used.

Set this value according to the format expected by the application
that processes the entries.

Default valueis 1.
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Table 48: authReportBadSharedSecret.ini [Settings] Syntax (continued)

Parameter Function

QuotelPAddress « Ifsettol, IP addresses written to the report are enclosed in quotes.
« If setto O, quotes are not used.

Set this value according to the format expected by the application
that processes the entries.

Default value is 1.

QuoteText « If setto], text strings written to the report are enclosed in quotes.
« If setto O, quotes are not used.

Set this value according to the format expected by the application
that processes the entries.

Default valueis 1.

QuoteTime « If settol, time and date values written to the report are enclosed
in quotes.

« If setto O, quotes are not used.

Set this value according to the format expected by the application
that processes the entries.

Default valueis 1.

uTC « If settol, time and date values are provided according to UTC
(GMT).

. If set to 0, time and date values reflect local time.

Default value is O.

authReportReject.ini File

[Attributes] Section

The authReportReject.ini initialization file specifies options for the authentication rejection
report, which is an ASCIl comma-delimited file that records authentication rejections.

If the MaxMinutesPerFile parameter is set to O, the file name of the authentication
rejectionreportis rejects_yyyymmdd.csv (where yyyymmdd identifies the date the report
was generated.) If the MaxMinutesPerFile parameter is set to a value greater than O,
the file name of the report is rejects_yyyymmdd_hhmm.csv (where yyyymmdd identifies
the date and hhmm identifies the time the report was generated).

The [Attributes] section of authReportReject.ini lists the attributes logged in the
authentication rejection report.

You can configure what is logged to the authentication rejection report by entering
attributes in the [Attributes] section in the sequence you want them to appear. This lets
you design the content and column order of any spreadsheets that you plan to create
based upon the reject report.
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The syntax of the [Attributes] section is:

[Attributes]
AttributeName=
AttributeName=

For example:

[Attributes]
Service-Type=
Source-1P-Address=
Source-UDP-Port=

The [Attributes] section lists one AttributeName on each line. You must ensure that an
equal sign (=) immediately follows each AttributeName, with no spaces in between.
Improperly formatted entries are ignored.

Each AttributeName in the [Attributes] section must be defined in a standard RADIUS
dictionary file (.dct file), a subattribute dictionary file (.jdict file), or vendor-specific
dictionary file (.dct) installed on the Steel-Belted Radius Carrier server.

The following attributes in each authentication rejection report entry are always enabled,
and cannot be reordered or deleted:

. Date—Identifies the date of the authentication rejection.

. Time—Identifies the time of the authentication rejection.

« RADIUS-Client—Identifies the RADIUS client that received the authentication rejection.
. User-Name—Ildentifies the name of the user that was rejected.

« Reject-Method—Identifies the most relevant authentication method that rejected the
user. If this information is unavailable, the parameter is set to Unknown.

. Rejected-Device—Identifies the MAC address or the outer NAI of the device that was
rejected. If this information is unavailable, the parameter is set to Unknown.

. Reject-Reason—Identifies the reason for the authentication rejection.
Table 49 on page 120 describes the reject reason codes supported by SBRC.

Table 49: Reject Reason Codes

Reason Code Reject Reason

AUTH_ERR_0O1 EAP-NAK received; client requesting EAP protocol 0,21
AUTH_ERR_003 Filter (ASNGW_JS) script execution failed
AUTH_ERR_004 Unable to find user with matching password
AUTH_ERR_005 EAP-NAK received; client requesting EAP protocol 0,13
AUTH_ERR_006 Received request with unmatched state attribute
AUTH_ERR_007 EAP-TTLS: Required User-Name attribute not present in

inner authentication request
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Table 49: Reject Reason Codes (continued)

Reason Code Reject Reason

AUTH_ERR_008 EAP-TTLS authentication failed - client issued alert for
invalid certificate type

AUTH_ERR_OT1 Server issued alert as unknown root certificate authority
AUTH_ERR_012 No mobility keys found for NAI
AUTH_ERR_013 Client issued alert as client closed the session before

handshake was completed

AUTH_ERR_014 Tunneled authentication rejected

AUTH_ERR_016 Required Message-Authenticator attribute missing
AUTH_ERR_017 Too many or too few authentication attributes in request
AUTH_ERR_018 Conflicting authentication methods in packet
AUTH_ERR_019 Missing User-Name attribute in request
AUTH_ERR_020 Multiple User-Name attributes in request
AUTH_ERR_021 User-Name attribute in request too long
AUTH_ERR_022 Correlation ID not assigned

AUTH_ERR_023 Request contained invalid payload
AUTH_ERR_026 User is blacklisted

AUTH_ERR_029 Invalid Session-Timeout value

AUTH_ERR_032 Unable to get session record

AUTH_ERR_036 Proxy authentication failed

AUTH_ERR_037 SOQL Error O resulted in hard failure
AUTH_ERR_038 Failed to initialize cache for request
AUTH_ERR_040 System error

AUTH_ERR_041 General post-processing error

AUTH_ERR_042 Username or credential incorrect

AUTH_ERR_043 Invalid credentials
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[Settings] Section

Table 49: Reject Reason Codes (continued)

Reason Code Reject Reason

AUTH_ERR_044 - Invalid credential or user

- Rejecting request username not matching the regular
expression configured in ValidateAuth (radius.ini)

AUTH_ERR_045 User locked out

AUTH_ERR_046 Access error

AUTH_ERR_047 Invalid request

AUTH_ERR_048 Unknown error

AUTH_ERR_097 Error retrieving IDs and MIP from challenge cache

. Reject-Log—Identifies the reason for the authentication request in language supplied
by the authentication method. If a reason is not supplied, the parameter is set to
Unavailable.

These attributes do not appear in the [Attributes] section of the authReportReject.ini
file.

O NOTE: If you modify the [Attributes] sectionand thenrestart the SBR Carrier,
a new log file reject_yyyymmdd_nnnnn.csv is created.

The [Settings] section of authReportReject.ini specifies the operational characteristics
of the authentication rejection report. Sample syntax is:

[Settings]
utc = 0
BufferSize = 131072

MaxMinutesPerFile = 0

DaysToKeep = 1

LineSize = 4096

LogfilePermissions = user:1007 rw-r- - - - -
Quotelnteger = 1

QuotelpAddress = 1

QuoteText = 1
QuoteTime = 1
QuoteBinary =

Table 50: authReportReject.ini [Settings] Syntax

Parameter Function

BufferSize Specifies the size of the buffer used in the logging process, in bytes.

1

Default value is 131072.

122
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Table 50: authReportReject.ini [Settings] Syntax (continued)

Parameter Function

DaysToKeep

Specifies the number of days the Steel-Belted Radius Carrier server retains
each rejection report.

Default value is 1 (one day).

LineSize

Specifies the maximum size of a single log line. The allowable range is
1024 to 32768.

Default value is 4096.

NOTE: Logging will fail if this value is exceeded.

LogFilePermissions

Specifies the owner and access permission setting for the authentication
rejection report (rejects_yyyymmdd.csv) file.

Enter a value for the LogFilePermissions setting in owner:group
permissions format, where:

« owner specifies the owner of the file in text or numeric format.
« group specifies the group setting for the file in text or numeric format.

« permissions specifies what privileges can be exercised by
Owner/Group/Other with respect to the file in text or numeric format.

For example, user:1007 rw-r- - - - - specifies that the file owner (user)
canread and edit the log file, members of group 1007 can read (but not
edit) the log file, and that other users cannot access the log file.

MaxMinutesPerFile

Specifies how often the current report is closed and a new file opened.

« If set ton (where nis a number greater than 0), a new report file is
generated every n minutes.

« Ifsetto0,anew report fileis generated once every 24 hours, at midnight
local time.

Default value is O.

NOTE: The value entered for MaxMinutesPerFile determines the file name
of the generated report.

QuoteBinary

« Ifsetto1, binary values written to the report are enclosed in quotes.
« If set to O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default value is 1.

Quotelnteger

« If setto1, integer values written to the report are enclosed in quotes.
« If set to O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default valueis 1.
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Table 50: authReportReject.ini [Settings] Syntax (continued)

Parameter Function

QuotelPAddress « Ifsettol, IP addresses written to the report are enclosed in quotes.
« If setto O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default value is 1.

QuoteText « Ifsettol, text strings written to the report are enclosed in quotes.
« |f setto O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default valueis 1.

QuoteTime « Ifsettol, time and date values written to the report are enclosed in
quotes.

« If setto O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default valueis 1.

uTC « Ifsetto1, time and date values are provided according to UTC (GMT).
« Ifsetto O, time and date values reflect local time.

Default value is O.

authReportUnknownClient.ini File

[Attributes] Section

The authReportUnknownClient.ini initialization file specifies options for the unknown
authentication client report, which is an ASCIl comma-delimited file produced by the
Steel-Belted Radius Carrier server that identifies requests received from unknown RADIUS
clients.

If the MaxMinutesPerFile parameter is set to O, the file name of the unknown
authentication client report isunknownClient_yyyymmdd.csv (where yyyymmdd identifies
the date the report was generated.) If the MaxMinutesPerFile parameter is set to a value
greater than O, the file name of the report is unknownClient_yyyymmdd_hhmm.csv
(where yyyymmdd identifies the date and hhmm identifies the time the report was
generated.)

The [Attributes] section of authReportUnknownClient.ini lists the attributes logged in
the unknown client report.

You can configure what is logged to the unknown client log by entering attributes in the
[Attributes] section in the sequence you want them to appear. This lets you design the
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content and column order of any spreadsheets that you plan to create based upon the
unknown client log.

The syntax of the [Attributes] section is:

[Attributes]
AttributeName=
AttributeName=

For example:

[Attributes]
User-Name=

The [Attributes] section lists one AttributeName on each line. You must ensure that an

equal sign (=) immediately follows each AttributeName, with no spaces in between.
Improperly formatted entries are considered invalid and are ignored.

Each AttributeName in the [Attributes] section must be defined in a standard RADIUS
dictionary file (.dct file), a subattribute dictionary file (.jdict file), or vendor-specific
dictionary file (.dct) installed on the Steel-Belted Radius Carrier server.

o NOTE: Thefirstsix attributesineach unknown client report entry (Date, Time,
Source-IP-Address, Source-UDP-Port, Target-IP-Address, and
Target-UDP-Port) are always enabled, and cannot be reordered or deleted.
Therefore, these attributes do not appear in the [Attributes] section of the
authReportUnknownClient.ini file.

[Settings] Section

The [Settings] section of authReportUnknownClient.ini specifies the operational
characteristics of the unknown authentication client report. Sample syntax is:

[Settings]

BufferSize = 131072

DaysToKeep = 1

LineSize = 4096

LogfilePermissions = user:1007 rw-r- - - - -
MaxMinutesPerFile = 0

QuoteBinary = 1

Quotelnteger = 1

QuotelpAddress = 1

QuoteText = 1
QuoteTime = 1
utc = 0

Table 51: authReportUnknownClient.ini [Settings] Syntax

Parameter Function

BufferSize The size of the buffer used in the logging process, in bytes.

Default value is 131072.
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Table 51: authReportUnknownClient.ini [Settings] Syntax (continued)

Parameter Function

DaysToKeep

Specifies the number of days the Steel-Belted Radius Carrier server retains
each unknown client report.

Default value is 1 (one day).

LineSize

The maximum size of a single log line. The allowable range is 1024 to
32768.

Default value is 4096.

NOTE: Logging will fail if this value is exceeded.

LogFilePermissions

Specifies the owner and access permission setting for the unknown
authentication client report (unknownClient_yyyymmdd_hhmm.csv) file.

Enter a value for the LogFilePermissions setting in owner:group
permissions format, where:

« owner specifies the owner of the file in text or numeric format.

« group specifies the group setting for the file in text or numeric format.

« permissions specifies what privileges can be exercised by
Owner/Group/Other with respect to the file in text or numeric format.

For example, user:1007 rw-r----- specifies that the file owner (user) can
read and edit the log file, members of group 1007 can read (but not edit)
the log file, and that other users cannot access the log file.

MaxMinutesPerFile

Specifies how often the current report is closed and a new file opened.

« If set ton (where nis anumber greater than 0), a new report file is
generated every n minutes.

« Ifsetto0,anewreport fileis generated once every 24 hours, at midnight
local time.

NOTE: The value entered for MaxMinutesPerFile determines the file name
of the generated report.

Default value is O.

QuoteBinary

. If setto1, binary values written to the report are enclosed in quotes.
. If set to O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default valueis 1.

Quotelnteger

« Ifsettol, integer values written to the report are enclosed in quotes.
« If setto O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default value is 1.
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Table 51: authReportUnknownClient.ini [Settings] Syntax (continued)

Parameter Function

QuotelPAddress « Ifsettol, IP addresses written to the report are enclosed in quotes.
« If set to O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default value is 1.

QuoteText o If setto], text strings written to the report are enclosed in quotes.
« If set to O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default valueis 1.

QuoteTime « If settol, time and date values written to the report are enclosed in
quotes.

. If set to O, quotes are not used.

Set this value according to the format expected by the application that
processes the entries.

Default valueis 1.

uTC « Ifsettol, time and date values are provided according to UTC (GMT).
« Ifsetto O, time and date values reflect local time.

Default value is O.

blacklist.ini File

The blacklist.ini configuration file enables and configures blacklist settings. Only one
profile can be created for the purposes of blacklisting, and any login attempt that matches
that profile is blocked. An authentication request matches the blacklist profile if the
attributes in the request match the check list attributes of the profile. The profile can
contain multiple attributes, and if any of the attributes match those of the profile, the
attempt is rejected.

The blacklist.ini file contains one configuration section called [Settings]
(Table 52 on page 128), which has the following settings:

[Settings]

Enable = <0|[1>
IncludeProxy = <0|1>
Profile = profile
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lockout.ini File

Table 52: blacklist.ini Syntax

Parameter Function

Enable « If settol, blacklisting is enabled.
« If setto O, blacklisting is disabled.

Default value is O.

IncludeProxy « If setto1, blacklisting is configured to include proxy requests, meaning that
it is applied to all authentication requests.

« If setto O, blacklisting is configured only to local authentication requests.

Default value is O.

Profile Specifies the name of the blacklist profile in the Steel-Belted Radius Carrier
database.

The following example enables the blacklist feature and specifies Steel-Belted Radius
Carrier use the BlockedNumbers profile to filter authentication requests.

[Settings]

Enable = 1

IncludeProxy = 0

Profile = BlockedNumbers

The BlockedNumbers profile called by this blacklist.ini file specifies check list attributes
Steel-Belted Radius Carrier uses to reject authentication requests. The following entries
in the BlockedNumbers profile identify Calling-Station-Id phone numbers used by rogue
users you want to block.

Calling-Station-1d
Calling-Station-1d

617-999-9119
800-515-7889

The lockout.ini configuration file enables and configures account lockout settings. Account
lockout lets you disable an account after a configurable number of failed login attempts
within a configurable period. For example, if a user enters an incorrect password three
times within two minutes, Steel-Belted Radius Carrier can lock out the user’s account
temporarily. During the lockout period, the user cannot log in, even with the correct
password. Attempts to authenticate against a locked out account cause Steel-Belted
Radius Carrier to respond with an Access-Reject message immediately.

The lockout.ini file contains one configuration section called [Settings]
(Table 53 on page 128), which has settings similar to the following:

Table 53: lockout.ini [Setting] Syntax

Parameter Function

Enable « If setto 0, lockout is disabled.
« Ifsettol, lockoutis enabled.

Default value is O.
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Table 53: lockout.ini [Setting] Syntax (continued)

Parameter Function

Lockout Specifies the lockout period in seconds.

Default value is 600 seconds (10 minutes).

Rejects Specifies the number of rejected attempts before lockout.

Default value is 3.

Within Specifies the period in seconds during which a specified number of rejects
causes a lockout.

Default value is 120 seconds (two minutes).

[ClientExclusionList] Section

You can add a ClientExclusionList section to the lockout.ini file. Use this section to list
clients that are excepted from the lockout functionality. Enter one client name per line.
For example,

[ClientExclusionList]
exampleclientl
exampleclient2

[UserExclusionList] Section

You can add a UserExclusionList section to the lockout.ini file. Use this section to prevent
certain reserved usernames, such as anonymous, from being locked out. Enter one
username per line. For example:

0 NOTE: If you enable the lockout facility in Steel-Belted Radius Carrier and
you use a tunneled authentication method (TTLS or PEAP) with a
prefetch-capable method (native user, SQL, or LDAP) and an enabled EAP
protocol (MS-CHAP v2, MD5-Challenge, TLS), then you must enable Handle
via Auto-EAP First in that prefetch-capable method to prevent the outer
username (anonymous) from being added to the lockout list.

Otherwise, when Steel-Belted Radius Carrier receives an authentication
request that uses an unconfigured EAP method, Steel-Belted Radius Carrier
rejects the user (because the EAP method is not configured) and add the
outer username (anonymous) to its lockout list. This results in all users with
an outer authentication name of anonymous being rejected until the lockout
period expires.
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redirect.ini File

o NOTE: When running a Session State Register cluster, the account lockout
configuration (lockout.ini) and state information (number of times each user
has supplied a wrong password in a given time period) is maintained locally
on each server in the cluster, not in the high-availability database.
Consequently, a user who is locked out on one SBR Carrier server can request
access from a different SBR Carrier server participating in the same Session
State Register cluster.

[Settings] Section

Account redirection lets you flag an account for special processing after a configurable
number of failed login attempts within a configurable time period. The redirect.ini
initialization file specifies the settings used for account redirection when users forget or
mis-enter their passwords.

The [Settings] section of redirect.ini (Table 54 on page 130) enables and configures
account redirection settings.

Table 54: redirect.ini [Settings] Syntax

Parameter Function

Enable « If setto 0, account redirection is disabled.
. If setto1, account redirection is enabled.

Default value is O.

NOTE: Account redirection and account lockout are incompatible. Do not enable
account redirection if account lockout is enabled.

Lockout The number of seconds in the account redirection lockout period. For example,
a lockout period of 86,400 seconds locks a user out for one day if account
redirection processing fails to authenticate the user.

Default value is 600 seconds (10 minutes).

Profile The name of the global profile that supplies the values and attributes used for
the user after account redirection is triggered.

Default value is Redirect.

Redirect The number of seconds during which a user is in redirect state. If the redirection
period elapses without another user authentication request, the user is returned
to normal state.

Default value is 120 seconds.

Rejects The number of rejected attempts before redirection.

Default value is 3.
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Table 54: redirect.ini [Settings] Syntax (continued)

Parameter Function

Within The period in seconds during which a specified number of rejects causes account
redirection.

Default value is 180 seconds (3 minutes).

For example, the following [Settings] section of redirect.ini specifies that, if a user fails
authentication three times within 180 seconds, the user account is placed into redirect
state. If the user does not submit another authentication request within 120 seconds of
entering redirect state, the user account is restored to normal state.

[Settings]

Enable = 0

Rejects = 3

Within = 180

Redirect = 120

Profile = RedirectProfile
Lockout = 86400

If the user submits another authentication request within 120 seconds of entering redirect
state, the user is accepted without authentication or authorization processing, the user’s
account is placed into accept-pending state, and the RADIUS accept message for the
user contains the values and attributes specified in the global RedirectProfile profile.
(These values or attributes can be used by an external customer process to direct the
user to a secure webpage that asks for alternative authentication information or billing
information; the external process might then mail the user an access password if the
user satisfies the external process requirements.)

When a user is in accept-pending state, the user’s next authentication request determines
whether Steel-Belted Radius Carrier accepts or locks out the user:

« If the next authentication is successful, the user account is returned to normal state.

« If the next authentication fails to accept the user, the user account is locked out for
86,400 seconds (one day). During this lockout period, authentication requests for this
user are rejected automatically, even if the user enters the correct password.

[ClientExclusionList] Section

statlog.ini File

The [ClientExclusionList] section of redirect.ini identifies the RADIUS clients that are

excluded from account redirection processing. Each entry in the [ClientExclusionList]

section of redirect.ini consists of the name of a RADIUS client device, as configured in
the Steel-Belted Radius Carrier database.

The statlog.ini initialization file configures the Steel-Belted Radius Carrier statistics log
file (yyyymmdd.statlog), which periodically records server statistics to a comma-delimited
ASClI file. The statistics log provides a mechanism for creating snapshots of user-selected
server statistics.
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0 NOTE: The statistics per NAD client and per Called-Station-ID are not
captured in the statlog file.

« The first line in a *statlog file lists all column headings in double quotes (“Date”,
“Time”, ...).

« The first column in a *statlog file identifies the current date in yyyy-mm-dd format in
double-quotes ("2006-02-13"). The *statlog file uses the local date, not the date in
the UTC time zone, when it records date information.

« The second column in a *statlog file identifies the current time in hh:mm:ss format in
double-quotes ("14:13:22"). The *statlog file uses the local time, not the time in the
UTC time zone, when it records time information.

« If statistics logging is enabled, a new statistics logging file is created the first time the
server is started each day. At midnight, the server closes the old statistics log file and
starts a new one with a file name that reflects the new date.

« If you restart the Steel-Belted Radius Carrier server and a *statlog file exists for the
current day, the server appends new information to the existing *statlog file. When
the server is restarted, the timer for capturing statistics snapshots is restarted; for
example, a server configured to record statistics every 10 minutes captures statistics
at14:10:00. If the server is restarted at 14:15:00, it captures system statistics immediately
(14:15:00) and 10 minutes thereafter (14:25:00); it does not try to capture statistics at
14:20:00 (10 minutes after the capture before the restart).

« If you change the order or contents of the list of statistics to be recorded and restart
the server, Steel-Belted Radius Carrier detects the change and writes an entry with
the new column headers to the current *statlog file before writing new data records
into the file.

0 NOTE: When you change the order or contents of the list of statistics
recorded in the *statlog file, Steel-Belted Radius Carrier creates the
statloghdr.dat checkpoint file in the radiusdir directory. Do not modify or
delete the statloghdr.dat file.

[Settings] Section

The [Settings] section of statlog.ini (Table 55 on page 133) specifies whether the statistics
log file is enabled, who can access the statistics log file, how frequently the server writes
information to the statistics log file, and the number of days statistics log files are retained.
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Table 55: statlog.ini [Settings] Syntax

Parameter Function

Enable « If settol, the Steel-Belted Radius Carrier server periodically writes
statistics information to the yyyymmdd.statlog file.

« If setto O, the Steel-Belted Radius Carrier server does not update the
yyyymmdd.statlog file.

Default value is O.

LogFilePermissions Specifies the owner and access permission setting for the *statlog file.

Enter a value for the LogFilePermissions setting in owner:group
permissions format, where:

« owner specifies the owner of the file in text or numeric format.
« group specifies the group setting for the file in text or numeric format.

« permissions specifies what privileges can be exercised by
Owner/Group/Other with respect to the file in text or numeric format.

For example, user:1007 rw-r- - - - - specifies that the file owner (user)
can read and edit the log file, members of group 1007 can read (but
not edit) the log file, and other users cannot access the log file.

Interval-Seconds Specifies the number of seconds that the SBR Carrier server waits before
writing new statistics information to the statistics log.

You can enter a value ranging from 10 through 3600 seconds. On Solaris
systems, this value ranges from 1 through 3600 seconds.

Default value is 600 seconds (10 minutes).

NOTE: The written statistics information may become garbled under
extreme load when the interval is less than 60 seconds.

Days-To-Keep Specifies the number of days (in the range 1-365) the statistics log is
retained by the Steel-Belted Radius Carrier server. When the specified
number of days has elapsed, the statistics log is automatically purged.

Default value is 7 days.

For example:

[Settings]

Enable = 1

;LogfilePermissions = someuser:1007 rw-r- - - - -
;Interval-Seconds = 600

;Days-To-Keep = 7

[Statistics] Section

The [Statistics] section of statlog.ini (Table 56 on page 134) identifies the statistics you
wantincluded inthe snapshot. Each entry in this section takes the format Source/Statistic,
where Source identifies the LCl statistics container that holds the statistic counter you
want and Statistic identifies the statistic by name.
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Statistics are written to the log file in the order in which they are listed in the [Statistics]

section.

Table 56: statlog.ini [Statistics] Syntax

Parameter Function

Source

Specifies the name of the LClI statistics container that holds the specified
statistic.

Supported values for Source are:

« Server

« Authentication
« Accounting

« Proxy

« Rate

« KPI

Statistic

Specifies the name of the statistic you want to record in the log.
Statistics for the Server are:

« Accounting-Threads

« Authentication-Threads

« Proxy-Threads

« High-Acct-Threads

« High-Acct-Threads-Since-Reset

« High-Auth-Threads

« High-Proxy-Threads

« High-Auth-Threads-Since-Reset
« High-Total-Threads

« High-Total-Threads-Since-Reset
« High-Proxy-Threads-Since-Reset
« Max-Acct-Threads

o Max-Auth-Threads

« Max-Total-Threads

« Max-Proxy-Threads

« Total-Threads

134
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Table 56: statlog.ini [Statistics] Syntax (continued)

Parameter Function

Authentication statistics are:

« Accept—Specifies the total number of Access-Accept responses sent
from SBR Carrier to NAD

« Dropped-Packet—Specifies the total number of RADIUS authentication
requests dropped by SBR Carrier because the flood queue is exceeded

« Failed-Authentication—Specifies the total number of failed
authentication requests that are rejected because the username,
password, or shared secret is invalid

« Failed-On-Check-List—Specifies the total number of requests that are
authenticated by SBR Carrier but did not meet the checklist
requirements

« Insufficient-Resources—Specifies the total number of authentication
requests that are rejected due to a problem ininternal (such as memory)
or pooled (such as IP addresses and concurrency slots) resources

« Invalid-Request—Specifies the total number of invalid RADIUS
authentication requests received by SBR Carrier. Invalid requests are
caused by one of the following reasons:

« NAD sends incorrectly formed packets to SBR Carrier.
- NAD does not conform to the RADIUS standard.

« Proxy-Failure—Specifies the number of times a proxy RADIUS
authentication packet has failed because of one of the following
reasons:

« The proxy RADIUS server is not able to find a target server.
- All targets in a proxy realm are in fast-fail mode.

« Reject—Specifies the total number of Access-Reject responses sent
from SBR Carrier to NAD

« Rejected-By-Proxy—Specifies the number of authentication reject
responses received from the proxy RADIUS target server

« Silent-Discard—Specifies the number of authentication requests that
are silently discarded by the realm-selection script, or because of
unknown clients, unknown request types, malformed requests,
unavailable CST, or phantom creation failure. The silent discard also
occurs when no shared secret is configured for the client, or if the request
does not match the defined length or contains an invalid
Message-Authenticator size.

NOTE: The Reject counter is not incremented if the Silent-Discard
counter is incremented.

« Total-Retry-Packets—Specifies the total number of duplicate
authentication requests received by SBR Carrier

« Total-Transactions—Specifies the total number of authentication
requests received by SBR Carrier irrespective of whether the requests
are accepted, rejected, or silently discarded

« Transactions-Retried—Specifies the number of authentication requests
for which duplicates are received by SBR Carrier
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Table 56: statlog.ini [Statistics] Syntax (continued)

Parameter Function

Accounting statistics are:

« Dropped-Packet—Specifies the total number of RADIUS accounting
packets dropped by SBR Carrier because the flood queue is exceeded

« Insufficient-Resources—Specifies the total number of accounting
requests that are silently discarded because of a problem in internal or
pooled resources, or database (Oracle or JDBC plug-ins) configuration
failure. The database configuration failure is caused by one of the
following reasons:
« The RADIUS server is unable to read the product attribute of a client.
- The dictionary attribute of a client is missing or invalid.

- The database attribute type is not consistent with the dictionary
attribute type.
« Invalid-Client—Specifies the total number of accounting requests that
are silently discarded because the clients are unknown

« Invalid-Request—Specifies the total number of invalid RADIUS
accounting requests received by SBR Carrier. Invalid requests are caused
by one of the following reasons:

« NAD sends incorrectly formed packets to SBR Carrier.
- NAD does not conform to the RADIUS standard.
« Invalid-Shared-Secret—Specifies the total number of accounting

requests silently discarded because the shared secret entered is
incorrect

« Interim—Specifies the total number of Accounting-Interim requests
received by SBR Carrier

« Off—Specifies the total number of Accounting-Off requests received
by SBR Carrier

« On—Specifies the total number of Accounting-On requests received
by SBR Carrier

« Proxy-Failure—Specifies the number of times a proxy RADIUS
accounting packet has failed due to one of the following reasons:

« The proxy RADIUS server is not able to find a target server.
. All targets in a proxy realm are in fast-fail mode.

« Start—Specifies the total number of Accounting-Start requests received
by SBR Carrier

« Stop—Specifies the total number of Accounting-Stop requests received
by SBR Carrier

« Total-Retry-Packets—Specifies the total number of duplicate
accounting requests received by SBR Carrier

« Total-Transactions—Specifies the total number of Accounting-Start,
Accounting-Stop, Accounting-Interim, Accounting-On, and
Accounting-Off requests received by SBR Carrier

« Transactions-Retried—Specifies the number of accounting requests
for which duplicates are received
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Table 56: statlog.ini [Statistics] Syntax (continued)

Parameter Function

Proxy statistics are:

« Accounting—Specifies the total number of accounting requests
forwarded from the proxy server to the target RADIUS server

« Authentication—Specifies the total number of authentication requests
forwarded from the proxy server to the target RADIUS server

« Insufficient-Resources—Specifies the number of proxy requests that
are failed or discarded due to one of the following reasons:

« Memory allocation failed while the proxy response was being parsed

- Socket error occurred while the proxy response was being received

« No P addresses were available in the IP pool while the proxy response
was being parsed

« Invalid-Response—Specifies the number of invalid proxy RADIUS
responses received from the target server. Invalid responses are caused
by one of the following reasons:

« The target RADIUS server sends incorrectly formed packets to SBR
Carrier.

« Thetarget RADIUS server does not conform to the RADIUS standard.
« The message authenticator is invalid.

« Invalid-Shared-Secret—Specifies the number of proxy responses that
are dropped because the signature is invalid

« Timed-Out—Specifies the number of proxy requests that failed despite
several retry attempts

« Total-Retry-Packets—Specifies the total number of proxy retries made
by the proxy server

« Total-Transactions—Specifies the total number of authentication and
accounting requests that are forwarded from the proxy server to the
target RADIUS server

« Transactions-Retried—Specifies the number of proxy requests for which
one or more transmission retries are made

Statistics for the Rate are:

« Acct-Start-Average-Rate
« Acct-Start-Current-Rate
o Acct-Start-Peak-Rate
« Acct-Stop-Average-Rate
o Acct-Stop-Current-Rate
« Acct-Stop-Peak-Rate
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Table 56: statlog.ini [Statistics] Syntax (continued)

Parameter Function

« Auth-Accept-Average-Rate
« Auth-Accept-Current-Rate
« Auth-Accept-Peak-Rate

« Auth-Reject-Average-Rate
« Auth-Reject-Current-Rate
« Auth-Reject-Peak-Rate

« Auth-Request-Average-Rate
« Auth-Request-Current-Rate
« Auth-Request-Peak-Rate

Statistics for the Rate are:

« Proxy-Acct-Fail-Proxy-Average-Rate

« Proxy-Acct-Fail-Proxy-Current-Rate

« Proxy-Acct-Fail-Proxy-Peak-Rate

« Proxy-Acct-Request-Average-Rate

« Proxy-Acct-Request-Current-Rate

« Proxy-Acct-Request-Peak-Rate

« Proxy-Auth-Rej-Proxy-Average-Rate

« Proxy-Auth-Rej-Proxy-Current-Rate

« Proxy-Auth-Rej-Proxy-Error-Average-Rate

« Proxy-Auth-Rej-Proxy-Error-Current-Rate
« Proxy-Auth-Rej-Proxy-Error-Peak-Rate
« Proxy-Auth-Rej-Proxy-Peak-Rate

« Proxy-Auth-Request-Average-Rate

« Proxy-Auth-Request-Current-Rate

« Proxy-Auth-Request-Peak-Rate

« Proxy-Fail-Badresp-Average-Rate

« Proxy-Fail-Badresp-Current-Rate

« Proxy-Fail-Badresp-Peak-Rate

« Proxy-Fail-Badsecret-Average-Rate

« Proxy-Fail-Badsecret-Current-Rate

« Proxy-Fail-Badsecret-Peak-Rate

« Proxy-Fail-Missingresr-Average-Rate
« Proxy-Fail-Missingresr-Current-Rate
« Proxy-Fail-Missingresr-Peak-Rate

« Proxy-Fail-Timeout-Average-Rate

« Proxy-Fail-Timeout-Current-Rate

« Proxy-Fail-Timeout-Peak-Rate

« Proxy-Retries-Average-Rate

« Proxy-Retries-Current-Rate

« Proxy-Retries-Peak-Rate
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Table 56: statlog.ini [Statistics] Syntax (continued)

Parameter Function

Key Performance Indicators (KPI) statistics are:

« KPI/Challenge-Objects—Specifies the number of challenge cache
objects used by SBR Carrier at a given time

« KPI/Max-Challenge-Objects—Specifies the configured challenge cache
objects maximum limit

« KPI/High-Challenge-Objects-Since-Reset—Specifies the peak number

of challenge cache objects in use since the start of SBR Carrier or since
the statistics reset

For example:

[Statistics]
Server/Authentication-Threads
Server/Accounting-Threads
Server/Total-Threads
Server/Max-Acct-Threads
Server/Max-Auth-Threads
Server/Max-Total-Threads
Server/High-Auth-Threads
Server/High-Acct-Threads
Server/High-Total-Threads
Server/High-Acct-Threads-Since-Reset
Server/High-Auth-Threads-Since-Reset
Server/High-Total-Threads-Since-Reset

Authentication/Accept
Authentication/Reject
Authentication/Silent-Discard
Authentication/Total-Transactions
Authentication/Dropped-Packet
Authentication/Invalid-Request
Authentication/Failed-Authentication
Authentication/Fai led-On-Check-List
Authentication/Insufficient-Resources
Authentication/Proxy-Failure
Authentication/Rejected-By-Proxy
Authentication/Transactions-Retried
Authentication/Total-Retry-Packets

Accounting/Start

Accounting/Stop
Accounting/Interim

Accounting/0On

Accounting/Off
Accounting/Total-Transactions
Accounting/Dropped-Packet
Accounting/Inval id-Request
Accounting/Invalid-Client
Accounting/Invalid-Shared-Secret
Accounting/Insufficient-Resources
Accounting/Proxy-Failure
Accounting/Transactions-Retried
Accounting/Total-Retry-Packets
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Proxy/Authentication
Proxy/Accounting
Proxy/Total-Transactions
Proxy/Timed-Out
Proxy/Invalid-Response
Proxy/Invalid-Shared-Secret
Proxy/Insufficient-Resources
Proxy/Transactions-Retried
Proxy/Total-Retry-Packets

Rate/Auth-Request-Current-Rate
Rate/Auth-Request-Average-Rate
Rate/Auth-Request-Peak-Rate
Rate/Auth-Accept-Current-Rate
Rate/Auth-Accept-Average-Rate
Rate/Auth-Accept-Peak-Rate
Rate/Auth-Reject-Current-Rate
Rate/Auth-Reject-Average-Rate
Rate/Auth-Reject-Peak-Rate
Rate/Acct-Start-Current-Rate
Rate/Acct-Start-Average-Rate
Rate/Acct-Start-Peak-Rate
Rate/Acct-Stop-Current-Rate
Rate/Acct-Stop-Average-Rate
Rate/Acct-Stop-Peak-Rate
Rate/Proxy-Auth-Request-Current-Rate
Rate/Proxy-Auth-Request-Average-Rate
Rate/Proxy-Auth-Request-Peak-Rate
Rate/Proxy-Acct-Request-Current-Rate
Rate/Proxy-Acct-Request-Average-Rate
Rate/Proxy-Acct-Request-Peak-Rate
Rate/Proxy-Fail-Timeout-Current-Rate
Rate/Proxy-Fail-Timeout-Average-Rate
Rate/Proxy-Fai l-Timeout-Peak-Rate
Rate/Proxy-Fai l-Badresp-Current-Rate
Rate/Proxy-Fail-Badresp-Average-Rate
Rate/Proxy-Fai l-Badresp-Peak-Rate
Rate/Proxy-Fai l-Badsecret-Current-Rate
Rate/Proxy-Fail-Badsecret-Average-Rate
Rate/Proxy-Fai l-Badsecret-Peak-Rate
Rate/Proxy-Fail-Missingresr-Current-Rate
Rate/Proxy-Fail-Missingresr-Average-Rate
Rate/Proxy-Fail-Missingresr-Peak-Rate
Rate/Proxy-Retries-Current-Rate
Rate/Proxy-Retries-Average-Rate
Rate/Proxy-Retries-Peak-Rate
Rate/Proxy-Auth-Rej-Proxy-Current-Rate
Rate/Proxy-Auth-Rej-Proxy-Average-Rate
Rate/Proxy-Auth-Rej-Proxy-Peak-Rate
Rate/Proxy-Acct-Fail-Proxy-Current-Rate
Rate/Proxy-Acct-Fail-Proxy-Average-Rate
Rate/Proxy-Acct-Fail-Proxy-Peak-Rate
Rate/Proxy-Auth-Rej-Proxy-Error-Current-Rate
Rate/Proxy-Auth-Rej-Proxy-Error-Average-Rate
Rate/Proxy-Auth-Rej-Proxy-Error-Peak-Rate

KP1/Challenge-Objects
KP1/Max-Challenge-Objects
KPI/High-Challenge-Objects-Since-Reset
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Attribute Processing Files

Dictionary Files

This chapter describes the usage and settings for the Steel-Belted Radius Carrier attribute
processing and dictionary files that control RADIUS attributes. The following topics are
included in this chapter:

« Dictionary Files on page 141

« Structured Attributes on page 152

» classmap.ini File on page 164

. filter.ini File on page 165

« sample.rr File on page 171

« spi.ini File on page 172

« vendor.ini File on page 174

« Adding NAS Location Information to Access-Request Messages on page 178

.dct Files

For each product listed in the vendor.ini file, Steel-Belted Radius Carrier provides .dct
(text) and .dic (xml) dictionary files. Dictionary files enable Steel-Belted Radius Carrier
to exchange attributes with RADIUS or Diameter clients. Like initialization files, dictionary
files are loaded at startup time, and reside in the Steel-Belted Radius Carrier directory.

The .dct dictionary files identify the attributes Steel-Belted Radius Carrier expects when
receiving RADIUS requests from a specific type of device. The .dct dictionary files also
identify the attributes Steel-Belted Radius Carrier includes when sending a RADIUS
response to a specific type of device. Figure 2 on page 142 illustrates the format of a
dictionary file.
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Figure 2: Sample Dictionary (.dct) File

HEHHBRABH AR AR B H G AR AR R B B AR R R SRR R R R
# Juniper.dect - RADIUS dictionary for Juniper M-160 and M-40Es

# (See README.DCT for more details on the format of this file)

HEHHBRABH AR AR B H G AR AR R B B AR R R SRR R R R
# Use the RADIUS specification attributes

#

@radius.dct

#

# Juniper specific parameters

#

MACRO JuniperVSA(t,s) 26 [vid=48T4 typel=%t% lenl=+2 data=%s%]

ATTRIBUTE Juniper-Local-User-Name Juniper-VSA(1, string) r
ATTRIBUTE Juniper-Allow-Commands JuniperVSA(2, string) r
ATTRIBUTE JuniperDeny-Commands JuniperVSA(3, string) r
ATTRIBUTE Juniper-Allow-Configuration Juniper-VSA(4, string) r
ATTRIBUTE Juniper-Deny-Configuration  Juniper-VSA(5, string) r

HERRHH AR AR B R R AR R E A B AR R AR R R A R R AR R R R A E R AR AR

# Juniper.dct - Juniper Networks dictionary
HARRHH R B R AR AR AR H R R R H AR R R AR S R R R A

.dct File Location

The .dct dictionary files must be placed in the same directory as the Steel-Belted Radius
Carrier daemon. During initialization, Steel-Belted Radius Carrier reads the file
dictiona.dcmin the server directory to get a list of files with an extension of .dct (standard
dictionary files) and uses the list to create a master dictionary, which includes all known
attributes.

.dct File Records

Records in a .dct dictionary file must begin with one of the keywords listed in
Table 57 on page 142.

Table 57: Dictionary File Keywords

Keyword Function

@ Include the referenced file

ATTRIBUTE Define a new attribute

VALUE Define a named integer value for an attribute

MACRO Define a macro used to simplify repetitive definitions
OPTIONS Define options beyond the scope of attribute definitions
# Ignore this text (comment)
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Editing .dct Dictionary Files

The product-specific files shipped with Steel-Belted Radius Carrier reflect specific vendors’
implementations of RADIUS clients. Therefore, you do not usually need to modify the
.dct dictionary files shipped with Steel-Belted Radius Carrier. However, if your network
access server vendor provides information about a new product, a new attribute, or a
new value for an attribute, you can add this information to your existing Steel-Belted
Radius Carrier configuration by editing dictionary files.

0 NOTE: Ifdictionary entries are changed after tunnel, user, or profile attributes
have been entered, existing attributes may become no longer editable or
orderable. To edit such attributes, delete and re-enter them. This is working
as designed.

Before you edit an existing .dct dictionary file or create a new one, you must do the
following to integrate your changes into Steel-Belted Radius Carrier:

1. Add a new vendor-product entry to vendor.ini so that you can reference the new
dictionary while configuring Steel-Belted Radius Carrier.

2. Place your dictionary file in the same directory as the Steel-Belted Radius Carrier
daemon.

3. Edit the dictiona.dcm file so that it includes your new dictionary file.

4. Stop and restart the server.

Include Records

Records in a .dct dictionary file that begin with the @ character are treated as special
include records. The string that follows the @ character identifies the name of a .dct
dictionary file whose contents are to be included. For example, the entry @vendorA.dct
includes all of the entries in the file vendorA.dct.

Include records are honored only one level deep. For example, if file vendorA.dct includes
file radbase.dct and radbase.dct includes radacct.dct, vendorA.dct incorporates records
in radbase.dct but not those in radacct.dct.

Master Dictionary for.dct Files

The master dictionary dictiona.decm consists of include records that reference
vendor-specific dictionaries. The order in which vendor-specific dictionaries are included
in the master dictionary has significance only if two vendor-specific dictionaries contain
conflicting definitions for the same attribute or attribute value. The first definition of an
attribute or attribute value takes precedence over later definitions of the same attribute
or attribute value. For example, if master dictionary dictiona.dcm consists of the following
include records:

@vendorA.dct
@vendorB.dct
@vendorC.dct
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then attributes and attribute values defined in vendorA.dct override attributes and
attribute values defined in vendorB.dct or vendorC.dct, and attributes and attribute
values in vendorB.dct override attributes and values defined in vendorC.dct

ATTRIBUTE Records

Attribute records (Table 58 on page 144) conform to the following syntax:
ATTRIBUTE attrib_name attrib_id syntax_type flags

Table 58: ATTRIBUTE Record Syntax

Parameter Function

attrib_name Name of the attribute (up to 31 characters with no embedded blanks).

attrib_id Integer in the range 0—255 identifying the attribute's encoded RADIUS
identifier.

syntax_type Syntax type of the attribute.

flags Defines whether an attribute appears in the check list, the return list (or

both), whether it is multi-valued and whether it is orderable.

0 NOTE: One limitation of standard dictionary files (the attrib_id of all the
attribute records must be unique) is waived for the master dictionary file.
Multiple vendors can define different attribute names for the same attribute
identifier (assuming the attribute identifier is not already used in the base
RADIUS specification). Because attributes in the Steel-Belted Radius Carrier
database are stored by name (rather than by attrib_id), this introduces no
ambiguity into the database.

The following example illustrates a typical attribute record:

ATTRIBUTE Framed-1P-Netmask 9 ipaddr Cr

This attribute record specifies all of the following:

. An attribute named Framed-IP-Netmask is supported.
« The attribute’s encoded RADIUS identifier is O.
« The attribute must use the syntax of an IP address.

. Flag characters specify that the attribute can appear multiple times in a check list (C)
and at most one time in a return list for User or Profile entries (r) in the Steel-Belted
Radius Carrier database.

Attribute Name and Identifier

No two attribute records in a single dictionary file can have the same attrib_name or
attrib_id. If a duplicate attrib_name or attrib_id is encountered, the later definition of the
attribute is ignored in favor of the earlier one.

144
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Syntax Type Identifier
Standard syntax_type identifiers are listed in Table 59 on page 145.

Table 59: Syntax Type Identifiers

Syntax Type Function

hexadecimal Hexadecimal string.

intl 1-byte (8-bit) unsigned decimal number.

int2 2-byte (16-bit) unsigned decimal number.

int4, integer 4-byte (32-bit) unsigned decimal number.

signed-integer 4-byte (32-bit) signed decimal number. A number withalin the

first bit position is interpreted as a negative number.

ipaddr |IP address or IP netmask attribute.

ipaddr-pool IPv4 address selected from an IP address pool.

string String attribute (includes null terminator).

stringnz String attribute (without null terminator).

time Time attribute (number of seconds since 00:00:00 GMT,
1/1/1970).

constant null-value attribute (2-octet) containing only type and length

ipvbaddr IPv6 address attribute (per RFC-3162)

ipv6prefix IPv6 prefix attribute (per RFC-3162)

ipvbinterface IPv6 interface attribute (per RFC-3162)

0 NOTE: Signed integer supportis limited to attributes received in packets and

processing relating to those attributes, such as accounting logs, authentication
logs, authentication reports, and SQL plug-ins. Web GUI does not support

signed integers, and treats signed and unsigned integers as unsigned integers.

Compound Syntax Types

In addition to the standard syntax_type identifiers listed in Table 59 on page 145, the
dictionary can accommodate compound syntax types for use in defining vendor-specific
attributes. Instead of a single syntax_type identifier, one or more of the options listed in
Table 60 on page 146 can be combined inside square brackets to form a compound syntax
type.
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Table 60: Compound Syntax Types

Option Function

vid=nnn The device manufacturer's SMI Network Management Private Enterprise
code (assigned by ISO) in decimal form.

typeN=nnn Type setting for vendor-specific attribute as defined in the RADIUS
specification; N specifies the length of the field (in bytes), nnn specifies
the decimal value of the field.

lenN=nnn Length field for vendor-specific attribute as defined in the RADIUS
specification; N specifies the length of the field (in bytes), nnn specifies
the decimal value of the field (a plus sign before the value indicates that
the length of the data portion is to be added to nnn to obtain the actual
length).

fillN=nnn Fill field setting for non-integer tunneled attributes; N specifies the size
of the field to be filled with the value specified by nnn.

data=syntax_type The actual data to be included in the attribute; the syntax can be any of
the standard syntax types.

tag=nnn Tunnel attributes include a tag field, which may be used to group
attributes in the same packet which refer to the same tunnel. Since some
vendors' equipment does not support tags, this syntax type is optional
and must be present for the attribute to include a tag field.

A value of O indicates that the field is present but ignored.

An example of a vendor-specific attribute definition follows:
ATTRIBUTE vsa-xxx 26 [vid=1234 typel=1 lenl=+2 data=string] R

Flag Characters

The flags setting consists of the concatenation of one or more flag characters from the
list in Table 61 0on page 146.

Table 61: Flag Characters

Flag Character Meaning

borB Indicates that an attribute may be bundled in a single
Vendor-Specific-Attribute for a particular vendor id. It may be included as
one of a series of subattributes within a single VSA.

NOTE: The bundled option must be specified in all dictionaries that use the
same Vendor ID.

c Attribute can appear once within a user or profile checklist.
C Attribute can appear multiple times within a user or profile checklist.
r Attribute can appear once within a user or profile returnlist.
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Table 61: Flag Characters (continued)

Flag Character Meaning

Include-auth-only Indicates the attribute can be included in an Accept-Response to a WiIMAX
reauthentication.

R Attribute can appear multiple times within a user or profile returnlist.

t Attribute can appear once within a tunnel attribute list.

T Attribute can appear multiple times within a tunnel attribute list.

oorO Attribute is orderable; the administrator can control the order in which such

attributes are stored in the Steel-Belted Radius Carrier database (this flag
makes sense only for multi-valued attributes).

salt-encrypt Causes Steel-Belted Radius Carrier to salt-encrypt the attribute.

VALUE Records

Value records (Table 62 on page 147) are used to define names for specific integer values
of previously defined integer attributes. Value records are never required, but are
appropriate where specific meaning can be attached to an integer value of an attribute.
The value record must conform to the following syntax:

VALUE attrib_name value_name integer_value

Table 62: VALUE Records

Parameter Function

attrib_name Name of the attribute (up to 31 characters with no embedded blanks)
value_name Name of the attribute value (up to 31 characters with no embedded blanks)
integer_value Integer value associated with the attribute value

No two value records in a .dct dictionary file can have the same attrib_name and
value_name or the same attrib_name and integer_value. If a duplicate is encountered,
the later definition of the attribute value is ignored in favor of the earlier one (the earlier
one is considered to be an override).

The following example illustrates the use of the VALUE record to define more user-friendly
attribute values for the Framed-Protocol attribute:

ATTRIBUTE Framed-Protocol 7 integer Cr
VALUE Framed-Protocol PPP 1
VALUE Framed-Protocol SLIP 2

Using these dictionary records, the administrator need not remember that the integer
value 1 means PPP and the integer value 2 means SLIP when used in conjunction with
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the Framed-Protocol attribute. Instead, the Steel-Belted Radius Carrier Administrator
program lets you choose from a list of attribute values including PPP and SLIP.

Macro Records

Macro records (Table 63 on page 148) are used to streamline the creation of multiple
vendor-specific attributes that include many common parameters. A macro record can
be used to encapsulate the common parts of the record. The macro record must conform
to the following syntax:

MACRO macro_name(macro_vars) subst_string

Table 63: MACRO Records

Parameter Function

macro_name Name of the macro
macro_vars One or more comma-delimited macro variable names
subst_string String into which macro variables are to be substituted; any sequence of

characters conforming to the format %x % for which a macro variable called
x has been defined undergo the substitution process

The following example illustrates the use of a macro that simplifies the specification of
multiple vendor-specific attributes:

MACRO Cisco-VSA(t, s) 26 [vid=9 typel=%t% lenl=+2 data=%s%]
ATTRIBUTE Cisco-xxx Cisco-VSA(1, string) R

ATTRIBUTE Cisco-yyy Cisco-VSA(4, int4) C

ATTRIBUTE Cisco-zzz Cisco-VSA(9, ipaddr) r

The macro preprocessor built into the Steel-Belted Radius Carrier dictionary processing
translates the records in the preceding example to the following records before being
processed.

ATTRIBUTE Cisco-xxx 26 [vid=9 typel=1 lenl=+2 data=string] R
ATTRIBUTE Cisco-yyy 26 [vid=9 typel=4 lenl=+2 data=int4] C
ATTRIBUTE Cisco-zzz 26 [vid=9 typel=9 lenl=+2 data=ipaddr] r

OPTION Records

By default, each vendor-specific attribute isencoded in a single VSA attribute. The format
of a VSA attribute is described in Table 64 on page 148.

Table 64: VSA Attribute Format

Bits Content

0-7 Type: contains the value 26

8-16 Length of data in bytes

148
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Table 64: VSA Attribute Format (continued)

Bits Content

17 - 47 Vendor ID

48 -o0n Vendor data

The OPTION setting can be used to enable the attributes of a particular vendor ID to be
bundled within a single VSA.

The OPTION record must conform to the following format:

OPTION bundle-vendor-id = vid

O NOTE: You must set the B flag for attribute bundling to occur. For a particular
vendor-specific attribute to be bundled, you must set the OPTION record for
the vendor’s vendor-ID and set the B (or b) flag for the specific attribute.

The Nortel Rapport dictionary supports this option, for example. If you want to combine
Nortel's vendor-specific attributes in a single VSA, provide the entry:

OPTION bundle-vendor-id=562

Thisis because 562 is Nortel's Vendor ID, as set in the MACRO record. The Nortel Rapport
vendor-specific attributes now are concatenated within the vendor-data portion of a
RADIUS VSA attribute (up to 249 octets).

dic Files

The .dic dictionary files are the XML format of the .dct dictionary files. The .dic dictionary
files identify the attributes SBR Carrier expects when receiving Diameter requests from
a specific type of device or while sending a Diameter or CoA/DM requests to a specific
type of device.

In the .dic file, the top level element must be tagged as <Dictionary>. The allowable
child elements of the <Dictionary> element are <?dict>, <vendor>, and <attributes>.
The following example illustrates the format of a .dic dictionary file.

<Dictionary>

<?dict import = "radius.dic" ?>

<vendor id = "WiMAX" vid ="24757"/>

<attribute id = "WiMAX-Device-Authentication-Ind" type = "2" format =

"integer"” vendor="WiMAX" sensitive = "false">

<constant name = "Successful” value = "1"/>

<constant name = "‘Unsucessful” value = "2"/>

</attribute>

<attribute id = "WiMAX-GMT-Time-Zone-Offset" type = "3" format = "integer"
vendor="WiMAX" sensitive = "false'>

</attribute>
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<attribute id = "WiIMAX-AAA-Session-ID" type = "4" format = "octets"
vendor="WiMAX" sensitive = "false">

</attribute>

</Dictionary>

.dic File Location

The .dic dictionary files must be placed in the same directory as the SBR Carrier daemon.
During initialization, SBR Carrier reads the master file Dictionaries.xml in the server
directory to get a list of files with an extension of .dic.

<?dict> Element

The <?dict> element is used to include the records of the specified .dic file. The only
allowable XML attribute of the <Dictionary> element is import. Include records are
honored only one level deep. For example, if the vendorA.dic file includes the diabase.dic
file and diabase.dic includes diaacct.dic, then vendorA.dic incorporates records in
diabase.dic but not those in diaacct.dic.

<vendor> Element

You can use the <vendor> element to streamline the creation of multiple vendor-specific
attributes that include many common parameters. You may include multiple <vendor>
elements for the <Dictionary> element. The allowable XML attributes of the <vendor>
element are:

« id—Specifies the name of the vendor

- vid—Specifies the device manufacturer's SMI network management private enterprise
code (assigned by ISO) in decimal form

<attribute> Element

The <attribute> element is used to define attributes for the .dic dictionary file. You may
include multiple <attribute> elements for the <Dictionary> element, each of which
provides supplemental details of an attribute in the .dic file. Table 65 on page 150 lists
the XML attributes allowed in the <attribute> element.

Table 65: XML Attributes Allowed in the <attribute> Element

XML Attribute Name | Description

id Specifies the identifying name of the attribute.

type Specifies a unique integer type code of the attribute.
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Table 65: XML Attributes Allowed in the <attribute> Element (continued)

XML Attribute Name | Description

format Specifies the data type of the attribute. This XML attribute can be set to:

« string—String including null terminator (0—254 octets)

« ipaddr6—IPv6 address (16 octets)

« ipaddr—IP address (4 octets)

« integer—4-byte (32-bit) unsigned decimal number

« int8—8-byte (64-bit) unsigned decimal number

« time—Number of seconds since 00:00:00 GMT, 1/1/1970
« octets—Raw octets

sensitive Specifies whether to print the attribute value in the server log file.

« If set to true, the attribute value is not printed in the server log file.
« [f set to false, the attribute value is printed in the server log file.

tag Specifies whether to include a tag field to the attribute.

« Ifsettol,atag fieldis included to the attribute.
« Ifsetto O, atag field is not included to the attribute.

preserve Specifies whether to format the tag field even if the tag attribute is set to O.

« If set to true, the packet builder always formats the tag field even if the tag attribute is set to O.
« |f set to false, the packet builder omits the tag field if the tag attribute is set to O.

vendor Specifies the vendor ID of the attribute if it is a VSA,

The <attribute> element may have <constant> child elements. The <constant> element
defines a named value, which a simple attribute may have, for example:

<attribute id = "WiMAX-Device-Authentication-Ind" type = "2" format =
“integer" vendor="WiMAX" sensitive = "false">

<constant name = "Successful" value = "1"/>

<constant name = "Unsucessful” value = "2"/>

</attribute>

Editing .dic Dictionary Files

The product-specific files shipped with SBR Carrier reflect specific vendors’
implementations of Diameter clients. Therefore, you do not usually need to modify the
dic dictionary files shipped with SBR Carrier. However, if your network access server
vendor provides information about a new product, a new attribute, or a new value for an
attribute, you can add this information to your existing SBR Carrier configuration by editing
dictionary files.

Before you edit an existing .dic dictionary file or create a new one, you must do the
following to integrate your changes into SBR Carrier:

1. Place your dictionary file in the same directory as the SBR Carrier daemon.
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2. Edit the Dictionaries.xml master file so that it includes your new dictionary file.

3. Stop and restart the server.

Structured Attributes

Steel-Belted Radius Carrier natively supports structured attributes that contain
subattributes. Subattributes are values in a RADIUS packet that are not stored as a
RADIUS AVP, or vendor-specific-attribute (VSA), but rather are packed with other
subattributes into a RADIUS VSA. In a RADIUS packet, there may be multiple RADIUS
VSAs that contain subattributes. The RADIUS VSA, which consists of multiple
subattributes, is sometimes referred to as a structured attribute because it contains
structured data.

Before Release 7.0, Steel-Belted Radius Carrier only interpreted AVPs and not the
subattributes contained within an AVP. For some specific cases, plug-ins were available
for Steel-Belted Radius Carrier to copy the subattributes from the AVP container and
represent them in the RADIUS request as if they had been received as separate AVPs. In
the RADIUS response, Steel-Belted Radius Carrier re-assembled the RADIUS AVPs from
their contained subattribute values. This process was known as packet
flattening/unflattening.

The dictionary mechanism of Steel-Belted Radius Carrier has been extended to allow
for XML declaration of structured AVP contents. When an AVP with an associated
structure definition is received, its internal subattribute values are automatically parsed
and become available to any component within Steel-Belted Radius Carrier that processes
RADIUS requests. Similarly, any subattribute values that are populated into the RADIUS
response are formatted as part of the structured RADIUS AVP according to the same
XML structure definition.

If you previously used the packet flattening/unflattening method, we recommend that
you migrate to using subattributes.

o NOTE: This guide uses the following terminology when discussing structured
attributes and subattributes: Throughout this guide the term attribute can
refer to both the structured attribute and subattribute. A distinction has been
made only where necessary.

- Attribute—used to represent a standard RADIUS attributes in the packet.

« Structured or parent attribute—used to describe an attribute that contains
subattributes, rather than a conventional simple data type such as an
integer. This may be a parent attribute, or it may itself be a subattribute.

. Subattribute—refers to the data items within a Structured Attribute. While
the subattributes are frequently in TLV format, occasionally they are missing
Type, Length, or both.
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Structured Attribute Dictionary Definitions

The existing dictionary definitions of Steel-Belted Radius Carrier have been extended to
support structured attributes. Existing dictionary definitions are defined in .dct files, while
structured attribute definitions are defined in .jdict files. Like the initialization files, the
.jdict files are loaded at startup time. These dictionary files identify the structured
attributes Steel-Belted Radius Carrier expects to receive in RADIUS requests from a
specific type of device, and the structured attributes that Steel-Belted Radius Carrier
includes when sending a RADIUS response to a specific type of device.

The .jdict definition files reside in the radiusdir/subattributes directory. All files in this
directory, ending in .jdict, are parsed by Steel-Belted Radius Carrier as subattribute
definition files. After the definitions are parsed, they are merged into the .dct definitions.
Each structured attribute definition must correspond to a .dct definition.

0 NOTE: Structured attributes must be defined to be in hexadecimal format
in the .dct file.

o NOTE: *dic dictionary files do not support structured attribute definitions.

XML Format of Dictionary Files

Subattributes definitions in the .jdict files require a specific XML format.
Figure 3 on page 153 shows an example file followed by a description of each XML element.

Figure 3: Example of a Structured Attribute Dictionary File

<dictionary name="radius.dct">
[_ —<attribute vendor='5535" type='73" name="3GPP2-Diff-Services-Marking” format='group'>

. —<sequence type='l" name="Class-Flags">
. <integer name="AF-DSCPs" bitwidth="1" />
| <integer name="EF-DSCPs"” bitwidth="1" ‘a X
<integer name="Experiemental-Marking" bitwidth='1" />

<integer bitwidth="5" default="0'/><|-- anonymous padding -->

type= name="Reverse-Tunne|-Mar|
nteger name="value" bitwidth='6"
<integer bitwidth="10"' default='0"
—c/sequence>
l—</attribute>
~—<attribute vendor='5535" name="3GPP2-Service-Option-Profile" type='74' format='sequence's
<integer name="Max-Service-Links" bitwidth="32" />
—<group name="Service-options'>
<sequence type='1l' name="Service on" isMultiple="true">
<integer name="value" bi ‘8" >
<integer name="Max-Count” bitwidth='8' default="0' />
-/ sequence>

—</group>

</ attribute>

~—<attribute vendor='5535' name="3GPP2-Auth-Flow-Profile-Id" type='131' format='group'>
<integer type='l' name="Forward-Profile-Id" bitwidth="16' isMultiple="true'/>

<integer type='2' name="Reverse-Profile-Id" bitwidth="16" 1|Hu1t'lp'lo="tru."(>

<integer type='3' name="Bidirectional-Profile-Id" bitwidth="16' ismultiple="true"/>

l—</attribute>

s fdictionary>

The example dictionary in Figure 3 on page 153 contains three structured attributes:
3GPP2-Diff-Services-Marking, 3GPP2-Service-Option-Profile and
3GPP2-Auth-Flow-Profile-ID.
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The following XML elements can be used to define subattributes.

<dictionary> Element

The top level element must be tagged <dictionary>, and must specify the name of the
.dct file being augmented with the subattribute details in its name attribute.

In the example in Figure 3 on page 153, the name of the dictionary file is radius.dct.
The only allowable child of the <dictionary> element is <attribute>.

<attribute> Element

The only allowable child of the <dictionary> element is the <attribute> element. You
may have multiple <attribute> elements for each <dictionary> element, each of which
provides supplemental detail for a structured attribute in the .dct file (which must be of
type hexadecimal).

Mandatory XML attributes of <attribute> elements are:

. name: the identifying name of the attribute, matching that in the .dct file. This must
be unigue across all dictionaries.

. vendor: the vendor id for the attribute if it is a VSA, which is the typical case.
. type: the integer type code of the attribute (this is unique for a given vendor)
. format: either a sequence or group, specifying the structure of the attribute:

- Agroup is an unordered collection of subattributes. Attributes defined as children
of the group may occur in any order, or not at all.

- Asequenceis an ordered collection of subattributes. Each child attribute must occur
in the final output, in the defined order.

Optional XML attributes of <attribute> elements are:

. hasContinuationFlag: indicates that this attribute starts with a continuation octet,
where the payload of the attribute may be split over multiple VSAs. This is currently
only used in WiMAX attributes.

The allowable children elements of the <attribute> element include: <group>,
<sequence>, <integer>, <string>, <octets>, <IPv4>, <IPv6>.

Subattribute Elements

The allowable children elements for the <attribute> element include: <group>,
<sequence>, <integer>, <string>, <octets>, <IPv4>, <IPv6>.

These children elements each represent a subattribute which may be a child of any
structured attribute (top level, or a group or sequence subattribute). <group> and
<sequence> indicate that thisis a structured subattribute. The other elements represent
simple data types. They all share common configuration and may contain the following
attributes:
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- name (mandatory): indicates the identifying name of the subattribute, which must be
unigue only within its parent. The subattribute is addressable using the full pathname
to this attribute, analogous to files and directories in a file system.

. type (optional): if present, indicates the type code at the start of this attribute’s
encoding. By default, if a type code is specified, it is assumed that the attribute encoding
also includes a length octet.

. hasLength (optional): used to indicate an unusual attribute encoding with either a
type code without a length code, or a length code without a type code. Default: if a
type is present, the default is true; otherwise, the default is false.

« isMultiple (optional): indicates whether this subattribute may appear multiple times.
Default false.

. default (optional): used to indicate the default value for this attribute. This is of use
in a <sequence> parent, where values are required for each child. In some cases, a
seqguence contains anonymous padding bits or octets, this allows the padding value
to be specified.

<integer> elements may have the attribute bitwidth, which indicates the size of the
integer in bits. By default, this is 32, representing a 4 octet integer. It may be any number
from 1through 32. When a <sequence> attribute has unused bits or octets, define them
as anonymous integer elements with default="0".

<string> and <octet> elements may have the attribute length, to indicate they are of a
specified fixed length.

Any of these elements are allowable children of <group> or <sequence> elements. The
other, simple subattribute types, may only have <constant> child elements.

<constant>

The <constant> element defines, in its name and value attributes, a named value which
a simple attribute may have, for example:

<integer name="Tariff-Switch-Support® bitwidth="1" default="0">
<constant value="0" name="False"/>

<constant value="1" name="True"/>

</integer>

Functional Areas That Use Subattributes

Packet Parsing and Formatting

A structured attribute, with a definition in the .jdict file, is parsed into subattributes, and
their hierarchical structure is visible if the packet is logged in the Steel-Belted Radius
Carrier log file. If the subattribute parsing fails, messages are output, and the subattributes
are not available; only the parent attribute has its raw binary payload.

When formatting the response packet, created subattributes are processed, but any error
encountered prevents the packet from being sent. Steel-Belted Radius Carrier is not able
to determine the severity, or consequences of the error, so packet formatting must fail
outright. Examples of errors are integer attribute value overflows, or sequence attributes
where absent children have no defined default values.
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Features that Support the Use of Structured and Subattributes

In general, where standard RADIUS attributes can be defined, structured attributes may
also be defined. The following features of Steel-Belted Radius Carrier can use structured
attributes:

. Optional WiMAX Mobility module
« Optional SIM authentication module when using Kineto INC

« Accounting in Steel-Belted Radius Carrier core (ASCIl) database, as well as SOL and
LDAP external databases

« Return lists and check lists (configurable through Web GUI and LCI)

« SOL and LDAP authorization plug-ins (used for optional authentication modules)
« JavaScript

. Filters

. Attribute Maps (used when proxying)

Subattributes in return lists and check lists can be configured using Web GUI or
Steel-Belted Radius Carrier LDAP Configuration Interface (LCI).

However, most of the features that use subattributes are configured using Steel-Belted
Radius Carrier configuration files. Refer to the appropriate chapter in the SBR Carrier
Administration and Configuration Guide for configuring these features.

“

Refer to subattributes in configuration files, using the “ ” notation. For example:

“Ab.c”

Where attribute “A” is a group attribute containing a sequence subattribute “b”, which
contains a simple attribute “c”.

Subattributes are addressable only by their full pathname, which must include all interim
group or sequence attributes.

For example, in the dictionary file shown in Figure 5 on page 161, the individual service

option value is addressed using the following “” notation:

3GPP2-Service-Option-Profile.Service-Options.Service-Option.Value

In this example you see the integer “Value” attribute within the Service-Option sequence
attribute, within the Service-Options group attribute, within the structured (parent)
3GPP2-Service-Option-Profile group attribute.

0 NOTE: If you are using the optional Session State Register (High Availability)
module, you cannot use subattributes in the sessionTable.ini file to place
subattribute values in the sessions table RadAttr fields. This also applies to
standalone server.
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Single Subattribute Insertion

You do not need to add every subattribute in a tree. Steel-Belted Radius Carrier handles
partially defined trees by automatically supplying subattributes that have a default value
specified in the .jdict definition files. Additionally, if a subattribute is added that does not
have a suitable parent or group defined, Steel-Belted Radius Carrier automatically creates
one.

Steel-Belted Radius Carrier can create structured (parent) attributes automatically.
When an individual subattribute is to be created (for SQOL authentication or accounting,
LDAP authentication, JavaScripting, or filtering), the associated structured (parent)
attribute is automatically created as needed, either because it does not yet exist, or
because to use an existing one violates the isMultiple=false status of an attribute in the
.Jdict definition.

Steel-Belted Radius Carrier uses the following algorithm to decide which structured
attribute to use, or create, to hold the subattribute:

. Obtain a candidate (parent) structured attribute, if possible: Starting at the top-most
attribute type, find the final instance (if any) in the packet. Within that parent attribute,
find the final instance of the next level attribute, and so on, until no instance is found
or Steel-Belted Radius Carrier has reached the level of the parent attribute and obtained
a candidate.

. Ifacandidate (parent) structured attribute is found, but cannot accept anotherinstance
of the insertion subattribute (i.e. aninstance of the insertion subattribute already exists,
and it is not declared to be multi-valued), discard the candidate parent.

. If no candidate (parent) structured attribute exists, create a new one.

. Add the insertion subattribute to the (parent) structured attribute that was obtained.

Attribute Filtering

Structured attributes may be specified in attribute filters in the same way standard
RADIUS attributes are specified. Attribute filters allow you to set up rules for filtering
attributes into and out of RADIUS packets. You cannot replace a subattribute with a
parent attribute, or vice versa.

See “Single Subattribute Insertion” on page 157 for a description of how structured (parent)
attributes are automatically created when a single subattribute is created.

For more information about the attribute filtering capabilities of Steel-Belted Radius
Carrier see “filter.ini File” on page 165 in this guide, and see information about setting up
filters in the SBR Carrier Administration and Configuration Guide.

O NOTE: Use the Web GUI to maintain settings in the filter.ini file. Do not edit
the filter.ini file manually.
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Proxy Attribute Mapping

Subattributes may be named in the attribute mapping functionality when proxy routing
is configured on the Steel-Belted Radius Carrier server. Attribute mapping allows you to
map the presence, absence, or specific value of an attribute or subattribute in the incoming
packet to a specific realm.

For more information about attribute mapping see the [AuthAttributeMap] and
[AcctAttributeMap] sections of “proxy.ini File” on page 212. Also see information about
administering proxy RADIUS in the SBR Carrier Administration and Configuration Guide.

Structured Attributes in Return Lists and Check Lists

A check list attribute is an item of information that must accompany a request for
connection before the connection can be authenticated. A return list attribute is an item
of information that Steel-Belted Radius Carrier includes in the Access-Accept message
when a connection request is approved.

Structured attributes can be defined as a whole in return lists and check lists. The return
lists and check lists can be defined through the LCl or Web GUI.
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0 NOTE: Structured attributes (VSAs with subattributes) defined inreturn lists
are treated as whole units. They are added to the reply message as a whole
unit, rather than their subattributes being added individually to any existing

response VSAs. In this way they are treated just as unstructured VSAs.

For example:

. Attribute "ParentAttr" is defined as being a multivalue return list attribute,
with possible subattributes "ChildAttrA" and "ChildAttrB".

. Aresponse already has a copy of "ParentAttr" with subattribute
"ChildAttrA", for example from an authentication process.

« A profile specifies that "ParentAttr" must be added with subattribute
"ChildAttrB".

The result is a response with two ParentAttr structured attributes:
ParentAttr

ChildAttrA

ParentAttr

ChildAttrB

The result is not be a response with a single ParentAttr:
ParentAttr

ChildAttrA

ChildAttrB

For more information about adding a check list or return list to a user entry or profile, and
using the LDAP configuration interface, see the SBR Carrier Administration and
Configuration Guide.

Using Web GUI to Configure Subattributes in Return Lists and Checklists

Subattributes can be added to return lists and checklists in User and Profile entries. To
add a subattribute in a return list or check list using Web GUI, first you add the parent
attribute, and then you add the appropriate subattributes using the Add Child button.

For more information about adding a check list or return list to a user entry or profile, see
the SBR Carrier Administration and Configuration Guide.

Using the LCI to Define Subattributes in Return Lists and Check Lists

The LCI (LDAP Configuration Interface) has been extended to facilitate the definition of
subattributes in check lists and return lists in XML format. When defining subattributes
using the LCI, you must define the entire structured attribute hierarchy in XML format.
Individual subattributes cannot be defined in the XML format.
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For more information about using the LCI to define structured attributes in check lists
and return lists, see the SBR Carrier Administration and Configuration Guide.

Javascript

Structured attributes may be specified using the ‘’ notation in JavaScripts.

See “Single Subattribute Insertion” on page 157 for a description of how parent attributes
are automatically created when a single subattribute is created.

Converting Previous Attribute Flatteners with Subattributes

Before Release 7.0, Steel-Belted Radius Carrier used attribute flattening as an interim
solution for handling structured attributes, specifically for using Kineto INC and 3GPP2
Rev.A attributes. This flattening capability handled specific attributes by extracting
subattributes and putting their values into specially defined structured (parent) attributes
in the Steel-Belted Radius Carrier RADIUS dictionary. For example, the attribute:
3GPP2-Service-Option-Profile. Max-Service-Links was copied to the structured attribute
Funk-3GPP2-Max-Service-Conns. Conversion to using the new subattribute capability
is simply a matter of replacing the attribute name Funk-3GPP2-Max-Service-Conns
with 3GPP2-Service-Option-Profile. Max-Service-Links in the configuration.

For more information see “Attribute Handling Methods” on page 519.

Plug-in Attribute Access

Where a plug-in (SQL or LDAP) allows the definition of a named attribute, a subattribute
may be named using the ‘. pathname notation.

See “Single Subattribute Insertion” on page 157 for a description of how parent attributes
are automatically created when a single subattribute is created.

Example of Configuration and Usage of a Structured Attribute

The following example compares the 3GPP2 data definition and the Steel-Belted Radius
Carrier .jdict definition for the same attribute.

3GPP2 Data Definition

Figure 4 on page 161shows the 3GPP2 data structure for the 3GPP2-Service-Option-Profile
attribute.

It encodes a total number of connections (links) available, followed by a list of Service
Option types and the maximum number of instances for that service type.
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Figure 4: 3GPP2 Data Definition of the Service-Option-Profile Attribute

1 2 3 4
D|1|2|3|4|5|B|7 0|1|2|3|4|5|6|7 DI1|2|3|4|5|B 7]o]1]2]3]4]5]6 7‘

Type Length

Vendor-ID (cont) Vendoriype | Vendor-Length
Maximum Service Connections/Link Flows Total

Sub-Type (=1) Length Service Option n -

The first two rows (8 octets) are standard RADIUS VSA headers.

. Typeis 26, as it is for all RADIUS VSAs
« Vendor-ID is 5535 the defined identifier for 3GPP2 VSAs

. Vendor-Type is 74, the identifier specified by 3GPP2 for the Service Option Profile
attribute

« Length and Vendor-Length depend upon the payload.
The remaining rows are the payload of this attribute. They consist of:

« A mandatory 4-octet integer “Maximum Service Connections/Link Flows Total,”
followed by

« Any number of instances of the final line of 4 octets, each of which represents one
service option and its associated maximum.

SBR Carrier XML Dictionary Definition

Figure 5 on page 161 shows the definition of the same structure shown in

Figure 4 on page 161, but encoded in the Steel-Belted Radius Carrier XML dictionary
definition. Color coding shows the correspondence between data here and the 3GPP2
definition in Figure 4 on page 161.

Figure 5: XML Dictionary Definition

<dictionary name="3GPP2.dct">

<attribute ame="3GPP2-Service-Option-Profile” [je=idaformat="sequence'>

<group name="Service-Options">
<sequence type='1" name="Service-Option" isMultiple="true">
<integer name="Value" bitwidth="8" />

</sequence>
</group>
<fattribute>

</dictionary>
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« The attribute is defined as a sequence, because the order of the data is fixed; the
Max-Service-Links must appear before the instances of the Service-Option block.

« Max-Service-Links is just a simple 4-octet integer

« A group Service-Options is defined to specify the structure where the Service-Option
block can occur multiple times. Typically a group contains many children, any of which
may occur. In this case, there is only one child type “Service-Option”. This group is
purely logical; it does not correspond to any binary data at the physical level.

. The Service-Option sequence is defined with “isMultiple=true”, to specify that it can
occur multiple times in the Service-Options group.

. Because the Service-Option consists of a type (1), length (4), and two single-octet
data values (the value of the Service Option, and its count), it is defined as a sequence
of two integers with a type value.

Example Data

Figure 6 on page 162 shows the example data for this structure in reference to the 3GPP2
data definition. It contains Max-Service-Links with value 128 (0x80), and three Service
Option values, with Values 30, 10, 20, with Max-Count 60, 20, 40 respectively.

Figure 6: 3GPP2 Data Structure

3 4

1 2
U|1|2|3|4|5|6|? 0 |1|2|3|4|5|6|T 0 |1|2|3|4|5|6|7 0|1 |2|I|4|5|6|?
Type (=26) Length (=24)

[ VendoriD\(5535conDl | Vendomiypel=74) | Vendor-Length

—__(_LS ‘

Sub-Type (=1) Length (=4) Service Option n
(=30)

Sub-Type (=1) Length (=4) Service Option n
(=10)

Sub-Type (=1) Length (=4) Service Option n
(=20)

In the Steel-Belted Radius Carrier log, with log level set to 2, the instance of the attribute
example shown in Figure 7 on page 163 is logged as:

162
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Figure 7: Log of 3GPP2-Service-Option-Profile Attribute

06/09/2008 11:40:53 (0092) 3GPP2-Service-Option-Profile : sequence value = (0000080 0104188 0104028
01041428

06/09/2008 11:40:53 (0092)

06/09/2008 11:40:53 (0092) Service-Options : group value = 01041e3c 01040a14 01041428
06/09/2008 11:40:53 (0092) Service-Option : sequence value = 1e.

06/09/2008 11:40:53 (0092) Value : int1 value = 30

06/09/2008 11:40:53 (0092)

06/09/2008 11:40:53 (0092) Service-Option : sequence value = Ga.

06/09/2008 11:40:53 (0092) Value : int1 value = 10

06/09/2008 11:40:53 (0092)

06/09/2008 11:40:53 (0092) Service-Option : sequence value = 14.

06/09/2008 11:40:53 (0092) Value : int1 value = 20

06/09/2008 11:40:53 (0092)

The log shows both the decoded values, and the binary payload encoding, so the same
data appears in multiple forms.

1a15D000NIESE 12 BO0O00E0 01041688 0104028 01041488

In the packet, the whole VSA, including its RADIUS header, indicated by the first two lines
shown in Figure 6 on page 162, appears as:

LCI Encoding

To include the above data as a return list attribute using the Steel-Belted Radius Carrier
LCl, the data format is:

<attribute name="3GF’F’2-Service-OEtion-F’rofiIe">

<attribute name="Service-Options">
<attribute name="Service-Option">
<attribute name="Value" value="30"/>
</attribute>
<attribute name="Service-Option">
<attribute name="Value" value='10">
</attribute>
<attribute name="Service-Option">
<attribute name="Value" value="20"/>
</attribute>
</attribute>
</attribute>
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The XML must be concatenated onto one line for an LClI command. For example, to add
the attribute to the return list for the native user “nativeUserName”, the XML must look
like this example:

dn: radiuslist=reply,radiusname=nativeUserName,radiusclass=Natlve-User, o=radius

changetype: add

3GPP2-Service-Option-Profile: <attribute name="3GPPZ-Service-Option-
Profile™<attribute name="Max-3ervice-Links" value='128"/><attribute name="Service-
Options "»<attribute name="Service-Option"><attribute name="Value"
value="30"/><attribute name="Max-Count" wvalue="A0" /></attributex><attribute
name="5Service-Option"><attribute name="vValue" value='10"/><attribute name="Max-Count"
value="20" /></attribute><attribute name="Service-Option"> <attribute name="Value"
value="'20"/><attribute name="Max-Count" wvalue=740"
/=</attribute></attribute></attribute>

classmap.ini File

Because, in the .jdict definition, the Max-Count attribute has a default of ‘O’, it is allowable
to omit it, if the default is the desired value.

o NOTE: When using the LCI command line utilities such as l[dapquery, XML
values for structured attributes are displayed encoded in a non-readable
format. This encoding is base64 encoding, which can be decoded with many
command line or web-based utilities.

Alternatively, the problem can be avoided by using a graphical LDAP client.

The classmap.ini initialization file specifies what Steel-Belted Radius Carrier does with
RADIUS attributes encoded in one or more Class attributes included in accounting requests
it receives.

[AttributeName] Section

The [AttributeName] section (Table 66 on page 164) of classmap.ini specifies whether
RADIUS information encapsulated in a Class attribute is appended to an accounting
request or replaces a current value in an accounting request. If one attribute is replaced
by another, the original attribute can be added to the request with a different identifier.

[AttributeName]
<add | replace>= Attribute [, Attribute]

Table 66: classmap.ini [AttributeName] Syntax

Parameter Function

AttributeName Name of the attribute encoded into the Class attribute by the authenticating

server.
<add | Specifies whether the attribute value is added to the accounting request (leaving
replace> all other values intact) or whether one value replaces another in the accounting
request.

164
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filter.ini File

Table 66: classmap.ini [AttributeName] Syntax (continued)

Parameter Function

Attribute Specifies the name of the attribute that is added to the accounting request that
contains the original value of the attribute identified by AttributeName.

[ Attribute] Specifies the name of the attribute in the accounting request that contains the
value of the attribute displaced when the value of AttributeName replaces the
existing Attribute value.

Valid only when the replace keyword is used.

0 NOTE: The RADIUS Class attribute cannot contain IPv6 attributes and
structured attributes.

In the following example, the encapsulated User-Name attribute replaces the existing
User-Name in the accounting request.

[User-name]
replace = User-Name

In the following example, the encapsulated User-Name attribute is placed in the
accounting request as User-Name, and the original value for User-Name is added to the
request as Funk-Full-User-Name.

[User-name]
replace = User-Name, Funk-Full-User-Name

In the following example, the encapsulated User-Name attribute is added to the
accounting request as a new attribute, and the original User-Name attribute remains
unchanged.

[User-name]
add = Funk-Full-User-Name

Uponreceipt of a subsequent accounting request, SBR Carrier decapsulates and forwards
the upstream server’s Class attribute. This action can result in two Class attributes being
present in the proxied accounting request. In the following example, the encapsulated
Class attribute replaces the existing Class attribute in the accounting request to prevent
the Class attribute for SBR Carrier from being forwarded.

[Class]
replace = Class

The filter.ini file lets you set up rules for filtering attributes and structured attributes into
and out of RADIUS packets.

o NOTE: Use the Web GUI to maintain settings in the filter.ini file. Do not edit
the filter.ini file manually.
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Filter Rules

Each filter in the filter.ini file consists of the filter name in square brackets ([ name ])
followed by the rules for that filter.

Each rule takes one of the following three forms:

keyword attribute value
keyword attribute
keyword

Table 67 on page 166 lists valid syntax combinations.

Table 67: Filter Syntax

filter.ini Rule Syntax Function

ALLOW This keyword by itself specifies that all attributes, regardless
of value, are to be allowed in the packet.

ALLOW attribute This rule specifies that this attribute is allowed in the packet,
regardless of its value.

ALLOW attribute value The rule lists a specific attribute/value pair to allow in the
packet.
ALLOW_UNKNOWN vendorID This rule specifies that all attributes, regardless of whether

they are included in the dictionary of the sending NAS, are
included when proxying the message to the target (outbound
filters) or before returning the proxy response (inbound
filters).

Optionally, a Vendor Id may accompany the directive. When
used with a global EXCLUDE_UNKNOWN, this rule overrides
the exclusion of attributes from the specified vendor ID.

EXCLUDE The keyword by itself specifies that all attributes, regardless
of value, are to be excluded from the packet.

EXCLUDE is the default action for a filter.

EXCLUDE attribute The rule specifies that this attribute is excluded from the
packet, regardless of its value.

EXCLUDE attribute value The rule specifies an attribute/value pair to exclude from
the packet.

EXCLUDE_UNKNOWN vendor/D This rule specifies that all attributes that are not included in
the dictionary of the sending NAS are deleted before proxying
the message to the target (outbound filters) or before
returning the proxy response (inbound filters).

Optionally, a Vendor Id may accompany the directive. If
included, only attributes from the specified vendor are
excluded.
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Order of Filter Rules

Table 67: Filter Syntax (continued)

filter.ini Rule Syntax Function

ADD attribute value The rule lists a specific attribute/value pair to add to the
packet. The attribute is added after all other rules are
processed.

REPLACE attr] WITH attr2 The rule specifies that any occurrence of attrl is replaced by

attr2, which retains attrl’s value.

REPLACE attr] WITH attr2 v2 The rule specifies that any occurrence of attr] (regardless
of value) is replaced by attr2 whose value is set to v2.

REPLACE attr] vi WITH attr2 The rule specifies that any occurrence of attrl whose value
is vl is replaced by attr2 (which keeps value v7).

REPLACE attrl vi WITH attr2 v2 The rule specifies that any occurrence of attrl whose value
is vlis replaced by attr2 having a value v2.

0 NOTE: You cannot replace a subattribute with a parent attribute, or vice
versa.

An attribute is ADDed to a packet only if it is legal to do so. Some attributes can appear
only once in a RADIUS packet; others can appear multiple times. If an attribute that is
the subject of an ADD rule is already present in the packet (after processing ALLOW and
EXCLUDE rules) and the attribute can only appear once, the ADD rule is not processed
and the second instance of the attribute is not added.

The Steel-Belted Radius Carrier dictionary file radius.dct provides string aliases for certain
integer values defined in the RADIUS standard. You can use these strings in attribute
filter rules.

o NOTE: Filter rules provide you with tremendous flexibility. However,
Steel-Belted Radius Carrier does not prevent you from creating an invalid
RADIUS packet. Some attributes are not appropriate for certain types of
requests. For example, adding a pooled Framed-Ip-Address attribute to an
accounting request can cause a loss of available IP addresses.

The order of rules is important. General default rules that take no parameters, such as
ALLOW (allow all attributes unless otherwise specified) or EXCLUDE (exclude all
attributes unless otherwise specified) must appear as the first rule in the filter. Later rules
supersede earlier rules; the last applicable rule “wins.” ADD and REPLACE rules are
applied after the ALLOW and EXCLUDE rules.
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Values in Filter Rules

More specific rules with more parameters (ADD attribute value) act as exceptions to
less specific rules with fewer parameters (ALLOW attribute, EXCLUDE). For example,
you might want to ALLOW a certain attribute and EXCLUDE one or more specific values
for that attribute. Or you might EXCLUDE all attributes, ALLOW specific attributes, and
ADD specific attribute/value pairs.

You can use two basic approaches to designing a filter:

. Start the rule list with a default EXCLUDE rule (no parameters) and add ALLOW rules
for any attributes or attribute/value pairs that you want to insert into the packet. ADD
and REPLACE rules may be used.

« Start the rule list with a default ALLOW rule (no parameters) and add EXCLUDE rules
for any attributes or attribute/value pairs that you want to remove from the packet.
ADD and REPLACE rules may be used.

The default action for filter.ini is EXCLUDE. If a filter does not contain any rules, the filter
removes all attributes from a packet when the filter is applied.

Examples

Here are a few examples of how to use the filter rules.
Allow all attributes except any undefined attributes (attributes with no .dct definition):

[exclude_all_unknown]
ALLOW
EXCLUDE_UNKNOWN

Allow all attributes except undefined attributes for vendor 12345:

[exclude_specific_unknown]
ALLOW
EXCLUDE_UNKNOWN 12345

Allow all known attributes, disallow undefined attributes, but allow undefined attributes
for vendor 12345:

[exclude_all_unknown_except_specific]
ALLOW

EXCLUDE_UNKNOWN

ALLOW_UNKNOWN 12345

The value of an attribute is interpreted based on the type of the attribute in its attribute
dictionary. Table 68 on page 168 lists the meaning of each attribute type.

Table 68: Filter Rule Values

Attribute Type Function

hexadecimal A hexadecimal value is specified as a string. Special characters may be
included using escape codes.

168
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Table 68: Filter Rule Values (continued)

Attribute Type Function

intl, int4, integer 1- or 4-byte unsigned decimal number (integer is equivalent to int4).

NOTE: The Steel-Belted Radius Carrier dictionary file radius.dct
provides string aliases for certain integer values defined in the RADIUS
standard. You can use these strings in attribute filter rules.

ipaddr, ipaddr-pool An IP address in dotted notation; for example:

EXCLUDE NAS-|P-Address 127.0.0.1

string String attribute (includes null terminator). A string is specified as text.
The text may be enclosed in double-quotes ("). The text is interpreted
as a regular expression. Backslash (\) is the escape character. Escape
codes are interpreted as:
Code Meaning
\a 7
\b 8
\f12
\n 10
\r13
\to
\v 11
\nnnnnn is a decimal value between 0 and 255
\xnnnn is a hexadecimal value between 00 and FF

\c cis a single character, interpreted literally

Literal backslashes (\) within a string and double-quotes () within
quoted strings are prefixed with an escape character. For example:

ADD Reply-Message Session limit is one hour
ADD Reply-Message "Session limit is one hour"

ADD Reply-Message "Your username is \""George\""
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Table 68: Filter Rule Values (continued)

Attribute Type Function

time A time value is specified with a string indicating date and time:
yyyy/mm/dd hh:mm:ss
The date portion is mandatory; the time portion may be specified to
whatever degree of precision is required, or may be omitted entirely. For
example:
2006/4/314:00:00
and
2006/4/3 14
both refer to April 3, 2006 at 2:00 p.m.

For example:

ADD Ascend-PW-Expiration 2006/4/3

Referencing Attribute Filters

Steel-Belted Radius Carrier attribute filtering provides flexibility in packet processing.
You can use the same filter for all packets in all realms. You can apply filtering to some
realms, and not others. (To disable filtering for a realm, omit filtering parameters from
the *pro, *dir, peapauth.aut, or ttlsauth.aut file.) Filtering is often used only for packets
that are routed out to realms (the FilterOut parameter).

To reference the filtering rules defined in the filter.ini file in proxy or directed realm
configurations, you must use the FilterOut and Filterln parameters in the [Auth] and
[Acct] sections of a RADIUS realm configuration file.

The full syntax used is:

[Auth]
Filterin=namel
FilterOut=name2

[Auth]
Filterin=name3
FilterOut=name4

where namel, nameZ2, and so forth provide the names of filters, sections in the filter.ini
file called [ namel ], [ nameZ2 ], and so forth. The name values in this syntax are completely
independent of each other. They may be all the same, all different, or some combination
of same and different.

When using the Filterln and FilterOut parameters in the [Auth] and [Acct] sections, be
sure to use the filter name without the square brackets (“name”, not “[name]”).

170
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sample.rr File

0 NOTE: If a [name] section is not found in the filter.ini file, it is equivalent to
assigning a filter that EXCLUDEs all attributes. In other words, assigning a
filter name that cannot be found causes the final packet to be emptied of all
attributes.

0 NOTE: Do not allocate IP addresses from Steel-Belted Radius Carrier IP
address pools in accounting filters. These addresses are allocated but never
released.

Attribute value pools allow Steel-Belted Radius Carrier to assign and return attribute
sets dynamically when an Authorization Request is processed. This functionality is
supported by the use of a vendor-specific attribute (VSA) called
FunkRound-Robin-Group. The value for this attribute is a string, and is set to the name
of a .rr suffix file that defines an attribute value pool. This value can therefore be set for
a user or profile by using the Web GUI or LDAP Configuration Interface (LCl) or by any
other return list mechanism (such as database retrieval).

Attribute value pooling allows for a dynamic allocation of attribute values sets, so that
attributes needed to configure changeable and complex situations do not have to be
assigned in static profiles. This functionality is supported by the use of a vendor-specific
attribute called Funk-Round-Robin-Group. The value for this attribute is a string, and is
set to the name of a .rr suffix file that defines an attribute value pool.

A .rr file is defined as:

[Sets]
SetNamel = Weight]
SetNameZ2 = Weight2

[ SetNamel]
AttributeNamel.l = AttributeValuel.l
AttributeNamel.2 = AttributeValuel.2

Steel-Belted Radius Carrier maintains round-robin statistics for each attribute value pool
so that weight calculations can be performed properly. When a user who belongs to a
profile that has been assigned to a particular attribute value pool logs in, the round-robin
values are incremented to determine which Attribute Value set is assigned to the user.
This attribute set is added to the return list of the Access-Accept.

Attribute value pooling can be used in several ways. For example, the Acmne Company
wants off-site employees to be able to establish tunnels to the company network. The
Acme Company maintains three tunnel connection endpoints to which end users can
create VPNs into the corporate network, each of these with different capacities. The
company needs to define an attribute value pool of three attribute sets, each describing
how to establish a tunnel with one of these connection points. These attribute sets are
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spi.ini File

weighted according to the capacity of the three connection points. Figure 8 on page 172
illustrates a sample acme.rr file.

Figure 8: Sample *rr file (acme.rr)

;acme.rr
[Sets]
VPN1=20
VNP2=12
VPN3=7

[VPN1]
Tunnel-Server-Endpoint = 8.4.2.1
Tunnel-Password = GoodGuess

[VPN2]
Tunnel-Server-Endpoint = 8.4.2.2
Tunnel-Password = BestGuess

[VPN3]
Tunnel-Server-Endpoint = 8.4.2.4
Tunnel-Password = QurSecret

To make this attribute value pool visible, the Acne Company defines a
FunkRound-Robin-Group VSA and assign it to the users (or the profile assigned to these
users) and make the value of the VSA point to the acme.rr file shown in

Figure 8 on page 172.

Funk-Round-Robin-Group = acme.rr

Refer to the SBR Carrier Administration and Configuration Guide for more information
about using attribute value pooling.

The spi.ini initialization file defines encryption keys and identifies the servers from which
Steel-Belted Radius Carrier processes encrypted Class attributes in accounting requests.
The spi.ini file allows one Steel-Belted Radius Carrier server to decode accounting
requests for sessions that were authenticated on a different Steel-Belted Radius Carrier
server. Class attributes received from servers not specified in spi.ini are ignored.

0 NOTE: If you are using the optional SSR (high availability) module and
distributing authentication and accounting requests between different SBR
Carrier servers sharing the same SSR cluster, you must configure spi.ini file.

All Steel-Belted Radius Carrier servers that may receive authentication and accounting
requests from a common network access server must be configured with similar spi.ini
files, which must list the IP addresses of all the servers in that cluster. This allows one
server to authenticate a user and generate an encrypted Class attribute that can be
decrypted and processed by any other server in the cluster.
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[Keys] Section

[Hosts] Section

The [Keys] section (Table 69 on page 173) of spi.ini specifies the list of encryption keys
used to encode subattributes encapsulated within Class attributes.

[Keys]
CurrentKey =n
1=valve

2 =valve

Table 69: spi.ini [Keys] Syntax

Parameter Function

CurrentKey Specifies the encryption key that is currently active, where nis O or the
number of a key listed in the [Keys] section:

« O—Generate and use a unique random key to encrypt Class
attributes. Used only when the Steel-Belted Radius Carrier server
does not exchange encrypted Class attributes with other servers.

« n—Use the specified key to encrypt Class attributes.

Default value is O.

n = value Specifies the number and value of the encryption key.

In the following example, the Steel-Belted Radius Carrier server generates a unigue
random key to encrypt Class attributes.

[Keys]
CurrentKey = 0

In the following example, the second key (swordfish) is currently active and used to

encrypt Class attributes. The other keys in this section can be used to decrypt Class
attributes received from other servers in the same cluster.

[Keys]
CurrentKey = 2
1 firstkey

2 swordfish
3 = mypassword

The [Hosts] section of spi.ini identifies the IP address of servers from which received
Class attributes are parsed for encapsulated/encrypted subattributes. Class attributes
from servers not identified in the [Hosts] section of spi.ini are passed without special
processing.

The information in the [Hosts] section is used to compute the server’s identifier, which
is included in the Class attribute. If one of a host’s interfaces is included in the [Hosts]
section, that interface is used to compute the server identifier. If more than one interface
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forahostislisted, the IP address of the last interface listed is used. If no matching address
is found, the host’s primary IP address is used. Addresses not corresponding to a host
interface are used to configure the collection of other servers whose Class attributes are
accepted.

In the following example, three servers are identified as belonging to a cluster.

[Hosts]
192.168.15.21
192.168.23.121
192.168.23.205

vendor.ini File

The vendor.ini initialization file contains information that allows Steel-Belted Radius
Carrier to work with the products of other vendors.

[Vendor-Product Identification] Section

The [Vendor-Product Identification] section (Table 70 on page 174) of vendor.ini identifies
and provides information about the network access devices that can be used with
Steel-Belted Radius Carrier.

Table 70: vendor.ini [Vendor-Product Identification] Syntax

Parameter Function

vendor-product Specifies the name of the product. A product name must be unique,
cannotinclude blanks and must consist of 127 or fewer characters.
These product names are used only in the Make or Model list in
the RADIUS Clients List page. This list is used when adding a new
RADIUS client or when selecting a vendor-specific attribute.

dictionary Specifies the dictionary file to use for this product. The dictionary
file must be located in the same directory as the Steel-Belted
Radius Carrier daemon or service. You do not need to specify an
extension on the dictionary name; Steel-Belted Radius Carrier
automatically attaches an extension of .dct to the dictionary names
listed in this parameter.

call-filter-attribute Specifies the attribute used for call filter functions. Used only by
Ascend/Lucent network access devices.

challenge-response- Specifies the attribute number in which a network access server
attribute sends responses to challenge sequences.

If not specified, the default behavior is to expect responses to be
encoded in the User-Password attribute.

Convert-Calling-Station-Id « If set toyes, the Calling-Station-Id is interpreted as a hex string.

NOTE: This parameter overrides the ConvertCallingStationid
parameter in radius.ini file.

« If set to no, the Calling-Station-Id is interpreted as ASCII.
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Table 70: vendor.ini [Vendor-Product Identification] Syntax (continued)

Parameter Function

data-filter-attribute

Specifies the attribute used for data filter functionality. Used only
by Ascend/Lucent network access devices.

discard-after

Used for inbound proxy RADIUS servers that send username
information in a decorated format. For example, if a proxy RADIUS
server sends usernames of the form username@company, then
specifying @ results in the @ delimiter character and all text after
the @ delimiter character being discarded for authentication
purposes; the string username is used.

discard-before

Used for inbound proxy RADIUS servers that send username
information in a decorated format. For example, if a proxy RADIUS
server sends usernames of the form companySusername, then
specifying $ results in the $ delimiter character and all text before
the $ delimiter character being discarded for authentication
purposes; the string username is used.

help-id

Help context for the vendor’s product in the vendor information
help file.

ignore-acct-ss

If set to Yes, the digital signature of accounting packets based on
the shared secret is ignored. This accommmodates devices that do
not properly sign accounting packages.

Default value is No.

ignore-ports

Determines whether Steel-Belted Radius Carrier may infer that
one user has logged off if the port that was assigned to that user
is now being used by another user.

« If set to No, an inference is made and the previous user is
removed from the Active Users list.

« If set to Yes, no inference is made and both users are deemed
active.

Default value is No.

max-eap-fragment

Specifies a maximum EAP fragment length on a make/model
basis. The maximum EAP fragment length emitted by TLSor TTLS
is the lesser of the maximum specified in their .eap/.aut files and
this setting.

Default value is 1020. This may be inefficient, however, as the
fragment length must be set to a number low enough to work with
all of a customer's Access Points.

port-number-usage

« If set to per-port-type, entries in the Active List containing
duplicate port numbers and port types are deleted.

« If set to unique, entries in the Active List containing duplicate
port numbers are deleted; port type information is ignored.

Default value is per-port-type.
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Table 70: vendor.ini [Vendor-Product Identification] Syntax (continued)

Parameter Function

product-scan-acct Specifies the name of the section in the vendor.ini file that contains
rules for dynamically determining the product associated with an
accounting request by the contents of the request packet.

product-scan-auth Specifies the name of the section in the vendor.ini file that contains
rules for dynamically determining the product associated with an
authentication request by the contents of the request packet.

send-class-attribute If set to No, the Class attribute is not sent to the client on
Access-Accept. (This feature is designed to accommmodate devices
that do not handle the Class attribute properly.)

Default value is Yes.

send-session-timeout-on- « If set to Yes, the Session-Timeout attribute is sent to the client

challenge on Access-Challenge responses that include EAP messages.
This attribute advises a network access server how long to wait
for a user response to the challenge.

« If set to No, the Session-Timeout attribute is not sent to the
client on Access-Challenge responses that include EAP
messages.

Default value is Yes.

SuppressSessionAttr Specifies an attribute name. If an accounting request contains the
attribute specified in this parameter for a particular vendor,
sessions will not be created in CST. This attribute must be valid
for the dictionary used by the Make/Model (vendor-product) entry.

NOTE: This setting considers only the specified attribute and does
not consider the value of the attribute.

send-extra- attributes-on « If set to Yes, attributes in the WIMAX dictionary are included in
-auth-only responses to auth-only (reauthentication) requests.

« If set to No, attributes in the WiMAX dictionary are not included
in responses to auth-only (reauthentication) requests.

WiMAX-Revision-Number The WIMAX specification revision number. The WiMAX mobility
module changes behavior based on the revision number. Valid
values are 1.0 and 1.2.

« 1.2,include any revision greater than 1.0 up to and including 1.2.
The defaultis 1.2.

Product-Scan Settings

After you define a Vendor-Product entry (Table 71 on page 177) in vendor.ini, the name
of this entry can be selected in the RADIUS Clients dialog as a possible value for the
Make/model field. The ProductScanAuth and ProductScanAcct settings can be used
within a VendorProduct entry to permit dynamic make/model selection to occur. These
settings enable Steel-Belted Radius Carrier to examine the incoming packet to determine
the make/model of the network access server that originated the packet.
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A dynamic Vendor-Product entry might appear as:

Vendor-Product = DeviceNamelnRASClientsList
Product-Scan-Auth = MakeModelSelect
Product-Scan-Acct = MakeModelForAccounting
[MakeModelForAuthentication]

Product = String

Product = String

Product =
[MakeModelForAccounting]
Product = String

Product = String

Product =

Table 71: vendor.ini Product-Scan Syntax

Parameter Function

Vendor-Product Creates a label that appears as a selection in the Make/Model list
in the RADIUS Clients List page in Web GUI.

Product-Scan-Auth=name Applies only to authentication servers. name references a section
heading that appears elsewhere in vendor.ini.

Product-Scan-Acct=name Applies only to accounting servers. name references a section
heading that appears elsewhere in vendor.ini.

[name] Provides rules that govern dynamic make/model selection. These
rules apply on authentication requests if the value name is assigned
to Product-Scan-Auth; they apply on accounting requests if the
value name is assigned to Product-Scan-Acct.

Product=String Product is a product name. String is a regular expression to match
against attributes in the packet. Character by character, Product
must match a Vendor-Product value defined elsewhere in the
vendor.ini file.

Product=
The default vendor.ini provided with Steel-Belted Radius Carrier
includes a number of Vendor-Product values from which you may
choose. Each value corresponds to a vendor-specific RADIUS
attribute dictionary.

The list of product names and strings is tried in order. If the packet
does not come from the first device, the next is tried, and so on
until the last entry in the list is tried.

You can set up a default at the end of the list by making sure the
last Product entry in the list has no String assigned. If no match is
found earlier in the list, Steel-Belted Radius Carrier assumes that
the packet comes from the type of device specified in the final
entry.
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The following example is appropriate in a configuration where the NAS devices are
primarily Ascend devices:

Product-Scan-Auth = Bigco Special Scan

[Bigco Special Scan]

Ascend MAX Family = \x2c?

Nortel Versalar Remote Access Concentrator =
\x1a?\x00\x00\x06\x30

US Robotics NETServer = \x1a?\x00\x00\x01\xad
Ascend MAX Family =

The preceding example sets up dynamic make/model selection for authentication and
states that the identity of the client device is determined by seeking matches in this order:

1.

Is the attribute with identifier number Ox2c (Acct-Session-Id), with a value of any
length (indicated by the question mark character), found in the incoming authentication
packet? If so, the originating network access server is a member of the Ascend MAX
Family; use that vendor-specific dictionary.

Is the vendor-specific attribute with identifier number Oxla (Vendor-Id), with a value
of any length (indicated by the question mark character), present in the packet? If so,
doesit have the value 1584 (0x630) which indicates a Nortel Networks Versalar RAC?
If so, use that vendor-specific dictionary (provided with Steel-Belted Radius Carrier).

Is the Vendor-Id attribute present, with any length, and if so, does it have the value
429 (Oxlad) which indicates a US Robotics NETServer? If so, use that vendor-specific
dictionary (provided with Steel-Belted Radius Carrier).

If no match can be found using the rules specified in this section, then use the
vendor-specific dictionary for the Ascend MAX Family.

6 NOTE: Include a default entry in this section. When there is no default, if
an Access-Request is received with no vendor-specific attributes of any
kind, the user may be rejected due to invalid resources, as the RADIUS
server cannot associate a valid dictionary with the request. Using the
example:

- Standard RADIUS - =
as the last line in this section is a safe configuration.

Adding NAS Location Information to Access-Request Messages

Steel-Belted Radius Carrier core provides a special attribute handling feature which
allows you to add NAS location information to proxied Access-Request messages.

This section describes how this feature works, and the files which must be configured to
enable this feature.
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0 NOTE: The terms network access device (NAD), remote access server (RAS),
and network access server (NAS) are interchangeable. This guide primarily
uses the term NAS.

Service providers might require the location of the mobile device that is requesting access.
For example, a service provider might offer weather reports or advertising based on the
location of the mobile device.

You can configure an Access-Request to include the location of the NAS through which
the proxied request was processed. The NAS is geographically near the mobile device.
The location of the NAS closely approximates the location of the mobile device.

When a mobile device is outside the area of its provider, it roams by sending the request
to a local foreign AAA (FAAA) server that is owned by another provider. The FAAA server
proxies (forwards) the request to the appropriate home AAA (HAAA) server for the user.

For proxied requests, Steel-Belted Radius Carrier can perform a lookup to find a NAS
location based on an attribute (usually NAS-Identifier or NAS-IP-Address). The attribute
that is used to look up the NAS location is user-configurable as the
AttributeToldentifyNAS in the locspec.ctrl file.

Figure 9 on page 179 shows that Steel-Belted Radius Carrier queries the locspec plug-in
to find the value of the attribute that identifies the NAS location. The NAS location is
then added to the Access-Request that is sent to the service provider’'s home AAA server.

0 NOTE: Each Steel-Belted Radius Carrier server that might be the target of a
proxy request must be set up as a proxy target. Set up proxy targets with the
Web GUI. For more information about setting up proxy RADIUS, see the SBR

Carrier Administration and Configuration Guide.

Figure 9: Addition of NAS Location to Access-Request

Proxied Steel-Belted
Access-Request | Radius Carrier
. including
Roaming MAD location )
Mobile | Access-Request | nap Steel-Belted AN i)
Device al Radius Carrier ¥l Server)

Foreign AAA
Server locspec plugin
NAD-ID  Location Info

Use the following procedure to add NAS location attribute information to Access-Request
messages.

Copyright © 2018, Juniper Networks, Inc. 179



Steel-Belted Radius Carrier 8.4.1 Reference Guide

Location-Specific Configuration Files

locspec.ctrl File

The following files and file sections require configuration to add location attributes to
the Access-Request. Figure 11 on page 186 provides an example showing the relationship
between all the configuration files.

locspec.ctrl file

[Bootstrap] section

[Settings] section

[NAS-LIST] section

[NAS ldentifier] section
proxy.ini file

[Realms] section

realm.pro file
[Auth-Outbound-To-Proxy] section
[Acct-Outbound-To-Proxy] section

The locspec.ctrl file calls the LOCSPEC control point plug-in, which enables the addition
of location-specific information to an Access-Request.

Table 72 on page 180 defines the fields needed in the [Bootstrap] section for adding
location-specific attributes to an Access-Request.

Table 72: locspec.ctrl [Bootstrap] Fields

Field Description

LibraryName Specifies the name of the executable binary.

Set to locspec.so

Enable Set to 1to enable this file.

Set to O to disable this file.

Settol.

InitializationString Specifies the name of the control point plug-in file that activates
location-specific information.

Set to LOCSPEC.
Example
[Bootstrap]
LibraryName=locspec.so
Enable=1

InitializationString=LOCSPEC

Table 73 on page 181 defines the fields needed in the [Settings] section for adding
location-specific attributes to an Access-Request.

180

Copyright © 2018, Juniper Networks, Inc.



Chapter 4: Attribute Processing Files

Table 73: locspec.ctrl [Settings] Fields

Field Description

AttributeToldentifyNAS  Attribute to be used to identify the NAS. Typically, this value is set to
one of the following:

NAS-Identifier
NAS-IP-Address

This parameter is reloaded every time that SBRC receives a SIGHUP
(1) signal.

ConfiglLog Method for capturing log information.

« None= Configuration information is not captured.

« ConsoleAndLog= Log information is sent to both the console and
the log.

« Console= Log information is sent to the console only.
« Log= Log information is sent to the log file only.

Default is ConsoleAndLog.

OperatorNameAttribute = TeliaSonera-Operator-Name
VisitedOperatorldAttribute = TeliaSonera-Visited-Operator-ID
Locationinformation = TeliaSonera-Location-Information
LocationNameAttribute = TeliaSonera-Location-Name

Example

Table 74 on page 181 defines the fields needed in the [NAS-LIST] section for adding
location-specific attributes to an Access-Request.

Table 74: locspec.ctrl [NAS-LIST] Fields for Configuration of
Location-specific Attributes

Field Description

NAS designator List of NAS devices.

The [NAS-List] section includes a list of NAS devices that are
configured to transmit their location. The attribute used to identify a
NAS in this list is configured in the AttributeToldentifyNAS field within
the [Settings] section of the locspec.ctrl field. Typically, the
NAS-Identifier attribute or the NAS-IP-Address attribute is used to
identify a NAS.

For example, if AttributeToldentifyNAS=NAS-IP-Address, then all
the NAS devices in this list are identified by their IP Address. If
AttributeToldentifyNAS=NAS-Identifier, then all the NAS devices
in this list are identified by their NAS Identifier (name).

This parameter is reloaded every time that SBRC receives a SIGHUP
(1) signal.
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Example

[NAS-LIST]
NAS_1
NAS 2

For each NAS device listed in the [NAS-LIST] section, there must be a separate section
in locspec.ctrl providing location information about the NAS.

Table 75 on page 182 defines the fields needed in the [NAS Identifier] section that provide
location-specific information to an Access-Request. The Access-Request can contain
all of these four attributes or a subset.

Table 75: Location Attributes for the NAS Device

Field Description

GSM-Operator-Name GSM-Operator-Name = prefix:value
where
prefix = either GSM or REALM

code =If prefix=GSM, code = any GSMA assigned TADIG code in capital
ASCI| letters available at http:\\www.gsmworld.org; If
prefix=REALM, code = or any valid domain name string

This parameter is reloaded every time that SBRC receives a SIGHUP
(1) signal.

GSM-Location-Information  GSM-Location-Information = country= code [; civic-label=value]

where

code = 1SO 3166 2-letter country code.

civic-label = A1, A2, A3, A4, A5, A6, PRD, POD, STS, HNO, HNS, LMK,
LOC, NAM, ZIP, PCN, or an integer as defined in
draft-ietf-geopriv-dhcp-civil-09.txt available at
http:\\www.ietf.org.

This parameter is reloaded every time that SBRC receives a SIGHUP
(1) signal.

GSM-Visited-Operator-ld GSM-Visited-Operator-Id = prefix:value
where

prefix = either TADIG or REALM

code =If prefix=GSM, code = any GSMA assigned TADIG code in capital
ASClII letters available at http:\\www.gsmworld.org; If
prefix=REALM, code = or any valid domain name string

This parameter is reloaded every time that SBRC receives a SIGHUP
(1) signal.
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Table 75: Location Attributes for the NAS Device (continued)

Field Description

GSM-Location-Name GSM-Location-Name = valve
where

value = textual description of the WLAN Hot Spot (human readable
string without mandated format).

This parameter is reloaded every time that SBRC receives a SIGHUP
(1) signal.

Example

[NAS_1]

GSM-Operator-Name=REALM:wor ldnetwork.com
GSM-Location-Name=BostonNeighborsClub
GSM-Visited-Operator-1d=GSM:USACD
GSM-Location-Information=country=US;A1=MA;A3=Boston;ZI1P=02116

Figure 10 on page 183 shows the relationship between the AttributetoldentifyNAS setting,
the [NAS-LIST] section, and the [NAS identifier] section of the locspec.ctrl file.

Figure 10: [Settings], [NAS-LIST], and [NAS identifier] Sections of the
locspec.ctrl File

[Settings]
AttributetoldentifyNAS=NAS-Identifier
[NAS-LIST] MNAS identifiers

NAS 1
NAS 2

[MAS_1]

GSM-Operator-Name=G5Sh:abc12
GSM-Location-Name=0rlandoAirport
GSM-Visited-Operator-ld=REALM nationwide com

proxy.ini File

The proxy.ini file identifies the .pro files that are used to specify configuration settings.
With respect to adding location information to an Access-Accept, the .pro files are needed
to invoke the LOCSPEC plug-in.

Table 76 on page 184 defines the fields needed in the [Realms] section for adding
location-specific attributes to an Access-Request.

Copyright © 2018, Juniper Networks, Inc. 183



Steel-Belted Radius Carrier 8.4.1 Reference Guide

realm.pro File

Table 76: proxy.ini [Realms] Fields for Configuration of Location-specific
Attributes

Field Description

realm_name Lists all the realms that can be included in an Access-Request.

For every realm_name, there must be an associated realm.pro file.
For example, if the [Realms] section contains the lines:

[Realms]
CountryNet=countrynet.com

There must be an associated countrynet.profile.

Example

[Realms]
Realm_Example_l=nationwide.com
Realm_Example_2=peoplesnetwork.com

The realm.pro file specifies the control point plug-in that is needed for attaching
location-specific information to an Access-Request if the Access-Request is proxied
from a foreign AAA server to the home AAA server.

Add the field LOCSPEC to both the [Auth-Outbound-To-Proxy] section and the
[Acct-Outbound-To-Proxy] section in the realm.pro file. These sections call the
location-specific control plug-in when an Access-Request is proxied (forwarded) to a
home AAA server.

Example realm.pro file:

[Auth-Outbound-To-Proxy]
LOCSPEC
[Acct-Outbound-To-Proxy]
LOCSPEC

e NOTE: The [Auth-Outbound-To-Proxy] section and the
[Acct-Outbound-To-Proxy] sections are required in the realm.pro files that
are related to adding location information to an Access-Request. However,
the realm.pro files require additional sections that are related to the
functionality of Steel-Belted Radius Carrier. See the SBR Carrier Administration
and Configuration Guide for more information about configuring realm support.

Example Configuration for Adding NAS Location Attributes to Access-Request

Figure 11 on page 186 shows a sample configuration. The purpose of this example
configuration is to add NAS location information to Access-Requests for NAS_1.
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Example Overview

In this example, an Access-Request is sent for a mobile device through an example NAS
identified by the name NAS_1. The example realm associated with the mobile device is
nationwide.com. Three location attributes are assigned to NAS_1 and included in the
Access-Request that goes to the nationwide.com service provider. These three attributes
are GSM-Location-Name, GSM-Operator-Name, and GSM-Visited-Operator-Id.

Example Configuration

The example configuration lines and syntax (shown in Figure 11 on page 186) associate
all the configuration files together to attach NAS location information to an
Access-Request.

The example configuration shows that if the realm is nationwide.com, then the .pro file
to be usedis Realm_Example_l.pro. The file Realm_Example_l.pro turns on NAS location
information feature with the LOCSPEC commands.
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Figure 11: Example Configuration for Adding Location Information to an
Access-Request

Access-Request

Includes realm: nationwide.com

locspec.ctrl

[Bootstrap]
LibraryName=locspecificinfo.so
enable=0
Initializationsting=LOCSPEC

[Settings]
AttributetoldentifyNAS=NAS-Identifier

[NAS-LIST]
NAS_1
NAS 2

Y

[MAS_1]

GSM-Operator-Name=G5M.abc12
GSM-Location-Name=0randoAirport
GSM-Visited-Operator-ld=REALM:nationwide.com

proxy.ini

[Realms]
Realm_Example_1=nationwide com
Realm_Example_2=peoplesnetwork com

Realm_Example_1.pro

[Auth-Outbound-To-Proxy]
LOCSPEC
[Acct-Outbound-To-Proxy]
LOCSPEC

Access-Request

Mow includes attributes:
GS5M-Operator-Name=G5M abc12
GSM-Location-Mame=LoganAirport
GSM-Visited-Operator-ld=REALM:nationwide com
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Address Assignment Files

dhcp.ini File

This chapter describes the usage and settings for the Steel-Belted Radius Carrier
initialization (.ini) files that are used to enable, disable, and configure IP address
assignment. The following topics are included in this chapter:

« dhcp.ini File on page 187

« pool.dhc Files on page 189

[Settings] Section

The dhcp.ini configuration file configures DHCP address pools so that IPv4 addresses
can be assigned from a back-end DHCP server, rather than from a standard Steel-Belted
Radius Carrier IP address pool.

o NOTE: Steel-Belted Radius Carrier does not support DHCP allocation of IPv6
addresses.

The [Settings] section of the dhcp.ini file (Table 77 on page 187) controls DHCP address
allocation.

Table 77: dhcp.ini [Settings] Syntax

Parameter Function

Enable « If setto1, DHCP address allocation is enabled.
« If set to O, DHCP address allocation is disabled.

Default value is O.

Attempts Specifies the number of times a DHCP DISCOVER or REQUEST message
is sent if no response is received.

Default value is 3.
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Table 77: dhcp.ini [Settings] Syntax (continued)

Parameter Function

AttemptTimeout Specifies the waiting period, in seconds, for a response to a DISCOVER or
REQUEST message, before resending the message.

Default value is 5 seconds.

NOTE: If present, the AttemptTimeoutMs parameter overrides this setting.

AttemptTimeoutMs  Specifies the waiting period, in milliseconds, for a response to a DISCOVER
or REQUEST message, before resending the message.

Default value is 5000 milliseconds (5 seconds).

NOTE: If present, this parameter overrides the AttemptTimeout setting.

OverallTimeout Specifies the number of seconds for acquiring an IP address before DHCP
address assignment is presumed to have failed.

This timeout applies only to the DISCOVER/REQUEST sequence used to
acquire an address initially, not to address renewal or release.

Default value is 15 seconds.

NOTE: If present, the OverallTimeoutMs parameter overrides this setting.

OverallTimeoutMS Specifies the number of milliseconds for acquiring an IP address before
DHCP address assignment is presumed to have failed.

This timeout applies only to the DISCOVER/REQUEST sequence used to
acquire an address initially, not to address renewal or release.

Default value is 15000 milliseconds. (15 seconds).

NOTE: If present, this parameter overrides the OverallTimeout setting.

htype Specifies the client hardware type (0—-255).

This parameter is typically omitted, because the value is generated
automatically.

Hlen Specifies the length of the client hardware address (1-16).

This parameter is typically omitted, because the value is generated
automatically.

Chaddr-prefix Specifies the string that identifies the initial bytes of the client hardware
address (chaddr). This string can include escape codes, including \nnn for
decimal values and \xnn for hex values.

This parameter is typically omitted, because the value is generated
automatically.

ServerPort Specifies the UDP port number on which the DHCP server(s) listen. This
setting is used only for non-standard DHCP configurations.

Default value is 67, which is the standard DHCP server port.
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Table 77: dhcp.ini [Settings] Syntax (continued)

Parameter Function

LocalPort Specifies the UDP port number that Steel-Belted Radius Carrier, acting as
a relay agent, uses during DHCP communication. This setting is used for
only non-standard DHCP configurations.

Default value is 67, which is the standard DHCP server port.

Pad Specifies the minimum number of bytes for a DHCP request message.
Messages smaller than this number are padded with Os.

Certain DHCP servers discard messages smaller than a certain value. This
option allows interoperability with such servers.

Default value is 300.

CheckDuplicate Checks for duplicate addresses assigned by the DHCP server.
Assignment
« Yes—Enables the checking for duplicate IP addresses assigned by the
DHCP server.
« No—Disables the checking for duplicate IP addresses assigned by the
DHCP server.

Default value is Yes.

The following is a sample dhcp.ini file:

[Settings]
Enable = 1
Attempts = 3
AttemptTimeout =
OverallTimeout = 10

|
N

[Pools] Section

The [Pools] section lists all DHCP pool names (specified in the pool.dhc file, which is
described on “pool.dhc Files” on page 189) in the following format:

[Pools]
pool 1
pool 2

For example:
[Pools]

DHCP_SERVER1
DHCP_SERVER_SALES

pool.dhc Files

Each pool listed in the [Pools] section of the dhcp.ini file must be a corresponding
pool.dhc file that configures that pool.
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[Settings] Section

The [Settings] section of the pool.dhc file (Table 78 on page 190) controls DHCP lease

information.

Table 78: pool.dhc [Settings] Syntax

Parameter Function