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Contains software copyright 2000–2014 by Oracle America, Inc., distributed under license.

Steel-BeltedRadiususesThrift, licensedunder theApacheLicense,Version2.0 (the “License”); youmaynotuse this file except in compliance
with the License.

Youmay obtain a copy of the license at

http://www.apache.org/licenses/LICENSE-2.0

Unless requiredbyapplicable lawor agreed to inwriting, softwaredistributedunder the License is distributedonan “AS IS”BASIS,WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations under the License.

Steel-Belted Radius uses Cyrus SASL under the following license:

Copyright © 1994-2012 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source codemust retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name "CarnegieMellonUniversity"must not be used to endorse or promote products derived from this softwarewithout priorwritten
permission. For permission or any legal details, please contact

Office of Technology Transfer
Carnegie Mellon University
5000 Forbes Avenue
Pittsburgh, PA 15213-3890
(412) 268-4387, fax: (412) 268-7395
tech-transfer@andrew.cmu.edu

4. Redistributions of any formwhatsoever must retain the following acknowledgment:
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"This product includes software developed by Computing Services at Carnegie Mellon University (http://www.cmu.edu/computing/)."

CARNEGIEMELLONUNIVERSITYDISCLAIMSALLWARRANTIESWITHREGARDTOTHISSOFTWARE, INCLUDINGALL IMPLIEDWARRANTIES
OFMERCHANTABILITY AND FITNESS, IN NO EVENT SHALL CARNEGIE MELLON UNIVERSITY BE LIABLE FOR ANY SPECIAL, INDIRECT
OR CONSEQUENTIAL DAMAGES OR ANY DAMAGESWHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OROTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTIONWITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

Steel-Belted Radius uses Xerces XML DOM, from the Apache Group. It has the following terms.

The Apache Software license, Version 1.1

Copyright © 1999-2003 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source codemust retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The end-user documentation includedwith the redistribution, if any, must include the following acknowledgment: “This product includes
software developed by the Apache Software Foundation (http://www.apache.org/).” Alternately, this acknowledgment may appear in the
software itself, if and wherever such third-party acknowledgments normally appear.

4. The names “Xerces” and “Apache Software Foundation” must not be used to endorse or promote products derived from this software
without prior written permission. For written permission, please contact apache@apache.org.

5. Products derived from this softwaremay not be called “Apache”, normay “Apache” appear in their name,without prior written permission
of the Apache Software Foundation.

THISSOFTWARE ISPROVIDED “AS IS”ANDANYEXPRESSEDOR IMPLIEDWARRANTIES, INCLUDING, BUTNOTLIMITEDTO, THE IMPLIED
WARRANTIESOFMERCHANTABILITY AND FITNESS FORAPARTICULARPURPOSEAREDISCLAIMED. IN NOEVENTSHALL THEAPACHE
SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODSOR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OROTHERWISE) ARISING IN ANYWAYOUTOF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributionsmadebymany individuals onbehalf of theApacheSoftware Foundationandwasoriginally
based on software copyright © 1999, International Business Machines, Inc., http://www.ibm.com. For more information on the Apache
Software Foundation, please see http://www.apache.org/.

Steel-Belted Radius uses the LDAP v2 Server from the University of Michigan. It has the following terms.

Copyright © 1991 Regents of the University of Michigan. All rights reserved.

Redistribution and use in source and binary forms are permitted provided that this notice is preserved and that due credit is given to the
University ofMichigan at Ann Arbor. The name of the Universitymay not be used to endorse or promote products derived from this software
without specific prior written permission. This software is provided “as is” without express or implied warranty.

Portions of this software copyright 2003-2009 LevWalkin <vlm@lionet.info> All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source codemust retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
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THISSOFTWARE ISPROVIDEDBYTHEAUTHORANDCONTRIBUTORS“AS IS”ANDANYEXPRESSORIMPLIEDWARRANTIES, INCLUDING,
BUTNOTLIMITEDTO,THE IMPLIEDWARRANTIESOFMERCHANTABILITYANDFITNESSFORAPARTICULARPURPOSEAREDISCLAIMED.
IN NO EVENT SHALL THE AUTHOROR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODSOR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT,STRICTOROTHERWISE)ARISING INANYWAYOUTOFTHEUSEOFTHISSOFTWARE,EVEN IFADVISEDOFTHEPOSSIBILITY
OF SUCH DAMAGE.

Portions of this software copyright 1989, 1991, 1992 by Carnegie Mellon University

SBR includes NetSNMP under the following licenses: DerivativeWork–1996, 1998–2009 Copyright 1996, 1998–2009. The Regents of the
University of California All Rights Reserved. Permission to use, copy, modify and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appears in all copies and that both that copyright
notice and this permission notice appear in supporting documentation, and that the name of CMU and The Regents of the University of
California not be used in advertising or publicity pertaining to distribution of the software without specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALLWARRANTIESWITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIEDWARRANTIES OFMERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMUOR THE REGENTS OF THE
UNIVERSITYOFCALIFORNIABELIABLEFORANYSPECIAL, INDIRECTORCONSEQUENTIALDAMAGESORANYDAMAGESWHATSOEVER
RESULTING FROMTHE LOSSOF USE, DATAOR PROFITS,WHETHER IN AN ACTIONOF CONTRACT, NEGLIGENCE OROTHER TORTIOUS
ACTION, ARISING OUT OF OR IN CONNECTIONWITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Portions of this software copyright © 2001–2009, Networks Associates Technology, Inc. All rights reserved. Redistribution and use in source
and binary forms, with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source codemust retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the Networks Associates Technology, Inc. nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THISSOFTWAREISPROVIDEDBYTHECOPYRIGHTHOLDERSANDCONTRIBUTORS“AS IS”ANDANYEXPRESSORIMPLIEDWARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIEDWARRANTIES OFMERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL,SPECIAL,EXEMPLARY,ORCONSEQUENTIALDAMAGES(INCLUDING,BUTNOTLIMITEDTO,PROCUREMENTOFSUBSTITUTE
GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OROTHERWISE) ARISING IN ANYWAY
OUTOF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Portions of this software are copyright © 2001–2009, Cambridge Broadband Ltd. All rights reserved. Redistribution and use in source and
binary forms, with or without modification, are permitted provided that the following conditions are met:

1. Redistributions of source codemust retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS” AND ANY EXPRESS OR IMPLIEDWARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIEDWARRANTIES OFMERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE COPYRIGHT HOLDER BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODSOR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OROTHERWISE) ARISING IN ANYWAYOUTOF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Steel-BeltedRadius includes zlib libraries, copyright© 1995–2009 Jean-loupGailly andMarkAdler. This software is provided “as-is,”without
any express or impliedwarranty. In no eventwill the authors be held liable for any damages arising from the use of this software. Permission
is granted to anyone to use this software for any purpose, including commercial applications, and to alter it and redistribute it freely, subject
to the following restrictions:

1. The origin of this software must not bemisrepresented; youmust not claim that you wrote the original software. If you use this software
in a product, an acknowledgment in the product documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, andmust not bemisrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.

Steel-Belted Radius uses Jaxen, a “Java XPath Engine” from TheWerken Company under the following license:

Copyright 2003 © TheWerken Company. All Rights Reserved.

Redistribution and use of this software and associated documentation (“Software”), with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source codemust retain copyright statements and notices. Redistributions must also contain a copy of this document.

2. Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. The name “jaxen” must not be used to endorse or promote products derived from this Software without prior written permission of The
Werken Company. For written permission, please contact bob@werken.com.

4. Products derived from this Software may not be called “jaxen” nor may “jaxen” appear in their names without prior written permission
of TheWerken Company. “jaxen” is a registered trademark of TheWerken Company.

5. Due credit should be given to TheWerken Company. (http://jaxen.werken.com/).

THISSOFTWAREISPROVIDEDBYTHEWERKENCOMPANYANDCONTRIBUTORS“AS IS”ANDANYEXPRESSEDORIMPLIEDWARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIEDWARRANTIES OFMERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THEWERKEN COMPANY OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL,SPECIAL,EXEMPLARY,ORCONSEQUENTIALDAMAGES(INCLUDING,BUTNOTLIMITEDTO,PROCUREMENTOFSUBSTITUTE
GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OROTHERWISE) ARISING IN ANYWAY
OUTOF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

HTTPClient package Copyright © 1996–2009 Ronald Tschalär (ronald@innovation.ch)

This library is free software; you can redistribute it and/or modify it under the terms of the GNU Lesser General Public License as published
by the Free Software Foundation; either version 2 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANYWARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU Lesser General Public License for more details. For a copy
of the GNU Lesser General Public License, write to the Free Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307,
USA.

Steel-Belted Radius uses OpenSSL version 1.0.2-h, which have the following terms:

Copyright ©1998-2016 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source codemust retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
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3. All advertising materials mentioning features or use of this software must display the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products derived from this software
without prior written permission. For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names without prior written
permission of the OpenSSL Project.

6. Redistributions of any formwhatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ''AS IS'' AND ANY EXPRESSED OR IMPLIEDWARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIEDWARRANTIES OFMERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY,ORCONSEQUENTIALDAMAGES(INCLUDING,BUTNOTLIMITEDTO,PROCUREMENTOFSUBSTITUTEGOODSORSERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDINGNEGLIGENCEOROTHERWISE) ARISING IN ANYWAYOUTOF THEUSEOF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes software written by Tim
Hudson (tjh@cryptsoft.com).

OpenSSL is also subject to the following terms.

Copyright ©1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conformwith Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. The SSL documentation included
with this distribution is covered by the same copyright terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library used.

This can be in the form of a textual message at program startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source codemust retain the copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"

The word 'cryptographic' can be left out if the rouines from the library being used are not cryptographic related :

4. If you include anyWindows specific code (or a derivative thereof) from the apps directory (application code) youmust include an
acknowledgement:

"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

Copyright © 2018, Juniper Networks, Inc.vi



THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR IMPLIEDWARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIEDWARRANTIES OFMERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALLTHEAUTHORORCONTRIBUTORSBELIABLEFORANYDIRECT, INDIRECT, INCIDENTAL,SPECIAL,EXEMPLARY,ORCONSEQUENTIAL
DAMAGES(INCLUDING,BUTNOTLIMITEDTO,PROCUREMENTOFSUBSTITUTEGOODSORSERVICES;LOSSOFUSE,DATA,ORPROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OROTHERWISE) ARISING IN ANYWAYOUTOF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code cannot be changed. i.e. this code cannot
simply be copied and put under another distribution licence [including the GNU Public Licence.]

SBR contains software copyright © 2000–2009 by The Legion Of The Bouncy Castle (http://www.bouncycastle.org)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the
“Software”), to deal in theSoftwarewithout restriction, includingwithout limitation the rights to use, copy,modify,merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the following
conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUTWARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THEWARRANTIES OFMERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORSORCOPYRIGHTHOLDERSBELIABLEFORANYCLAIM,DAMAGESOROTHERLIABILITY,WHETHERINANACTIONOFCONTRACT,
TORT OROTHERWISE, ARISING FROM, OUT OF OR IN CONNECTIONWITH THE SOFTWARE OR THE USE OROTHER DEALINGS IN THE
SOFTWARE.

Steel-Belted Radius uses modified source fromOpenSolaris (now Oracle) under the CDDL, which can be found at
http://hub.opensolaris.org/bin/view/Main/opensolaris_license. Modified source is available. Please refer to the SBR Carrier release notes.

SBR includes Spider Monkey libraries under Mozilla Public License Version 2.0

1. Definitions

1.1. “Contributor” means each individual or legal entity that creates, contributes to the creation of, or owns Covered Software.

1.2. “ContributorVersion”means thecombinationof theContributionsof others (if any)usedbyaContributor and thatparticularContributor’s
Contribution.

1.3. “Contribution” means Covered Software of a particular Contributor.

1.4. “Covered Software” means Source Code Form to which the initial Contributor has attached the notice in Exhibit A, the Executable Form
of such Source Code Form, and Modifications of such Source Code Form, in each case including portions thereof.

1.5. “IncompatibleWith Secondary Licenses”means that the initial Contributor has attached the notice described in Exhibit B to the Covered
Software; or that the Covered Software wasmade available under the terms of version 1.1 or earlier of the License, but not also under the
terms of a Secondary License.

1.6. “Executable Form”means any form of the work other than Source Code Form.

1.7. “LargerWork”means awork that combines Covered Softwarewith othermaterial, in a separate file or files, that is not Covered Software.

1.8. “License” means this document.

1.9. “Licensable” means having the right to grant, to the maximum extent possible, whether at the time of the initial grant or subsequently,
any and all of the rights conveyed by this License.

1.10. “Modifications”means any of the following: any file in Source Code Form that results froman addition to, deletion from, ormodification
of the contents of Covered Software; or any new file in Source Code Form that contains any Covered Software.

viiCopyright © 2018, Juniper Networks, Inc.



1.11. “Patent Claims” of a Contributor means any patent claim(s), including without limitation, method, process, and apparatus claims, in
any patent Licensable by such Contributor that would be infringed, but for the grant of the License, by the making, using, selling, offering
for sale, having made, import, or transfer of either its Contributions or its Contributor Version.

1.12. “Secondary License” means either the GNUGeneral Public License, Version 2.0, the GNU Lesser General Public License, Version 2.1, the
GNU Affero General Public License, Version 3.0, or any later versions of those licenses.

1.13. “Source Code Form”means the form of the work preferred for making modifications.

1.14. “You” (or “Your”) means an individual or a legal entity exercising rights under this License. For legal entities, “You” includes any entity
that controls, is controlled by, or is under common control with You. For purposes of this definition, “control” means (a) the power, direct
or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (b) ownership of more than fifty
percent (50%) of the outstanding shares or beneficial ownership of such entity.

2. License Grants and Conditions

2.1. Grants

Each Contributor hereby grants You a world-wide, royalty-free, non-exclusive license: under intellectual property rights (other than patent
or trademark) Licensable by such Contributor to use, reproduce, make available, modify, display, perform, distribute, and otherwise exploit
its Contributions, either on an unmodified basis, withModifications, or as part of a LargerWork; and under Patent Claims of suchContributor
to make, use, sell, offer for sale, have made, import, and otherwise transfer either its Contributions or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License. Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor: for any code that a Contributor has removed from Covered Software; or for infringements caused by: (i) Your and any other
third party’s modifications of Covered Software, or (ii) the combination of its Contributions with other software (except as part of its
Contributor Version); or under Patent Claims infringed by Covered Software in the absence of its Contributions.

This License does not grant any rights in the trademarks, service marks, or logos of any Contributor (except as may be necessary to comply
with the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as a result of Your choice to distribute the Covered Software under a subsequent version of this
License (see Section 10.2) or under the terms of a Secondary License (if permitted under the terms of Section 3.3).

2.5. Representation

Each Contributor represents that the Contributor believes its Contributions are its original creation(s) or it has sufficient rights to grant the
rights to its Contributions conveyed by this License.

2.6. Fair Use

This License is not intended to limit any rights You have under applicable copyright doctrines of fair use, fair dealing, or other equivalents.

2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted in Section 2.1.

3. Responsibilities

3.1. Distribution of Source Form

Copyright © 2018, Juniper Networks, Inc.viii



All distribution of Covered Software in Source Code Form, including any Modifications that You create or to which You contribute, must be
under the terms of this License. Youmust inform recipients that the Source Code Form of the Covered Software is governed by the terms
of this License, and how they can obtain a copy of this License. Youmay not attempt to alter or restrict the recipients’ rights in the Source
Code Form.

3.2. Distribution of Executable Form

If You distribute Covered Software in Executable Form then:

such Covered Software must also bemade available in Source Code Form, as described in Section 3.1, and Youmust inform recipients of
the Executable Form how they can obtain a copy of such Source Code Form by reasonable means in a timely manner, at a charge nomore
than the cost of distribution to the recipient; and

Youmay distribute such Executable Form under the terms of this License, or sublicense it under different terms, provided that the license
for the Executable Form does not attempt to limit or alter the recipients’ rights in the Source Code Form under this License.

3.3. Distribution of a Larger Work

Youmay create and distribute a Larger Work under terms of Your choice, provided that You also comply with the requirements of this
License for the Covered Software. If the LargerWork is a combination of Covered Software with a work governed by one ormore Secondary
Licenses, and the Covered Software is not IncompatibleWith Secondary Licenses, this License permits You to additionally distribute such
Covered Software under the terms of such Secondary License(s), so that the recipient of the Larger Work may, at their option, further
distribute the Covered Software under the terms of either this License or such Secondary License(s).

3.4. Notices

Youmay not remove or alter the substance of any license notices (including copyright notices, patent notices, disclaimers of warranty, or
limitations of liability) contained within the Source Code Form of the Covered Software, except that Youmay alter any license notices to
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

Youmay choose to offer, and to charge a fee for, warranty, support, indemnity or liability obligations to one or more recipients of Covered
Software. However, Youmay do so only on Your own behalf, and not on behalf of any Contributor. Youmust make it absolutely clear that
any such warranty, support, indemnity, or liability obligation is offered by You alone, and You hereby agree to indemnify every Contributor
for any liability incurred by suchContributor as a result ofwarranty, support, indemnity or liability termsYouoffer. Youmay include additional
disclaimers of warranty and limitations of liability specific to any jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If it is impossible for You to comply with any of the terms of this License with respect to some or all of the Covered Software due to statute,
judicial order, or regulation then Youmust: (a) comply with the terms of this License to themaximum extent possible; and (b) describe the
limitations and the code they affect. Such description must be placed in a text file included with all distributions of the Covered Software
under this License. Except to the extent prohibited by statute or regulation, such description must be sufficiently detailed for a recipient of
ordinary skill to be able to understand it.

5. Termination

5.1. The rights granted under this License will terminate automatically if You fail to comply with any of its terms. However, if You become
compliant, then the rights granted under this License from a particular Contributor are reinstated (a) provisionally, unless and until such
Contributor explicitly and finally terminates Your grants, and (b) on an ongoing basis, if such Contributor fails to notify You of the
non-compliance by some reasonable means prior to 60 days after You have come back into compliance. Moreover, Your grants from a
particular Contributor are reinstated on an ongoing basis if suchContributor notifies You of the non-compliance by some reasonablemeans,
this is the first time You have received notice of non-compliance with this License from such Contributor, and You become compliant prior
to 30 days after Your receipt of the notice.

5.2. If You initiate litigationagainstanyentitybyassertingapatent infringementclaim(excludingdeclaratory judgmentactions, counter-claims,
and cross-claims) alleging that a Contributor Version directly or indirectly infringes any patent, then the rights granted to You by any and
all Contributors for the Covered Software under Section 2.1 of this License shall terminate.
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5.3. In the event of termination under Sections 5.1 or 5.2 above, all end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Your distributors under this License prior to termination shall survive termination.

6. Disclaimer of Warranty

Covered Software is provided under this License on an “as is” basis, without warranty of any kind, either expressed, implied, or statutory,
including,without limitation,warranties that theCoveredSoftware is freeofdefects,merchantable, fit foraparticularpurposeornon-infringing.
The entire risk as to the quality and performance of the Covered Software is with You. Should any Covered Software prove defective in any
respect, You (not any Contributor) assume the cost of any necessary servicing, repair, or correction. This disclaimer of warranty constitutes
an essential part of this License. No use of any Covered Software is authorized under this License except under this disclaimer.

7. Limitation of Liability

Under no circumstances and under no legal theory, whether tort (including negligence), contract, or otherwise, shall any Contributor, or
anyone who distributes Covered Software as permitted above, be liable to You for any direct, indirect, special, incidental, or consequential
damages of any character including, without limitation, damages for lost profits, loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses, even if such party shall have been informed of the possibility of such
damages. This limitation of liability shall not apply to liability for death or personal injury resulting from such party’s negligence to the extent
applicable law prohibits such limitation. Some jurisdictions do not allow the exclusion or limitation of incidental or consequential damages,
so this exclusion and limitation may not apply to You.

8. Litigation

Any litigation relating to this License may be brought only in the courts of a jurisdiction where the defendant maintains its principal place
of business and such litigation shall be governed by laws of that jurisdiction, without reference to its conflict-of-law provisions. Nothing in
this Section shall prevent a party’s ability to bring cross-claims or counter-claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject matter hereof. If any provision of this License is held to be
unenforceable, such provision shall be reformed only to the extent necessary to make it enforceable. Any law or regulation which provides
that the language of a contract shall be construed against the drafter shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section 10.3, no one other than the license steward has the right to modify
or publish new versions of this License. Each version will be given a distinguishing version number.

10.2. Effect of New Versions

Youmay distribute the Covered Software under the terms of the version of the License under which You originally received the Covered
Software, or under the terms of any subsequent version published by the license steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to create a new license for such software, youmay create and use a
modified version of this License if you rename the license and remove any references to the name of the license steward (except to note
that suchmodified license differs from this License).

10.4. Distributing Source Code Form that is IncompatibleWith Secondary Licenses

If You choose to distribute Source Code Form that is IncompatibleWith Secondary Licenses under the terms of this version of the License,
the notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public License v.2.0. If a copy of the MPL was not distributed with this file, You
can obtain one at http://mozilla.org/MPL/2.0/.
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If it is not possible or desirable to put the notice in a particular file, then Youmay include the notice in a location (such as a LICENSE file in
a relevant directory) where a recipient would be likely to look for such a notice.

Youmay add additional accurate notices of copyright ownership.

Exhibit B - “IncompatibleWith Secondary Licenses” Notice

This Source Code Form is “IncompatibleWith Secondary Licenses”, as defined by the Mozilla Public License, v. 2.0.

Steel-Belted Radius uses openLDAP libraries under the following license:

The OpenLDAP Public License Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation (“Software”), with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions in source formmust retain copyright statements and notices,

2. Redistributions in binary formmust reproduce applicable copyright statements and notices, this list of conditions, and the following
disclaimer in the documentation and/or other materials provided with the distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time. Each revision is distinguished by a version number. Youmay use this
Software under terms of this license revision or under the terms of any subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS CONTRIBUTORS “AS IS” AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUTNOT LIMITED TO, THE IMPLIEDWARRANTIESOFMERCHANTABILITY AND FITNESS FORAPARTICULAR
PURPOSEAREDISCLAIMED. INNOEVENTSHALLTHEOPENLDAPFOUNDATION, ITSCONTRIBUTORS,ORTHEAUTHOR(S)OROWNER(S)
OF THE SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODSOR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OROTHERWISE) ARISING IN ANYWAYOUTOF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in advertising or otherwise to promote the sale, use or other dealing in
this Software without specific, written prior permission. Title to copyright in this Software shall at all times remain with copyright holders.

OpenLDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City, California, USA. All Rights Reserved. Permission to copy and distribute
verbatim copies of this document is granted.

The "inih" library is distributed under the New BSD license:

Copyright © 2009, Brush Technology
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following conditions are
met:

1. Redistributions of source codemust retain the above copyright notice, this list of conditions and the following disclaimer.

2. Redistributions in binary formmust reproduce the above copyright notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of Brush Technology nor the names of its contributors may be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY BRUSH TECHNOLOGY ''AS IS'' AND ANY EXPRESS OR IMPLIEDWARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIEDWARRANTIES OFMERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
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EVENT SHALL BRUSH TECHNOLOGY BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES(INCLUDING,BUTNOTLIMITEDTO,PROCUREMENTOFSUBSTITUTEGOODSORSERVICES;LOSSOFUSE,DATA,ORPROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED ANDON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OROTHERWISE) ARISING IN ANYWAYOUTOF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

Contains software copyright 2007-2014, by Sencha, Inc., distributed under license.

Steel-Belted Radius uses Jetty 9 under the Apache License 2.0, Youmay obtain a copy of the license at
http://www.apache.org/licenses/LICENSE-2.0

Steel-Belted Radius uses GoogleWeb Toolkit (GWT) under the Apache License 2.0, Youmay obtain a copy of the license at
http://www.apache.org/licenses/LICENSE-2.0

Steel-Belted Radius uses Apache HTTP components under the Apache License 2.0, Youmay obtain a copy of the license at
http://www.apache.org/licenses/LICENSE-2.0

Steel-Belted Radius uses OpenJDK

GNU General Public License, version 2, with the Classpath Exception

The GNU General Public License (GPL)

Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble

The licenses formost software are designed to take away your freedom to share and change it. By contrast, the GNUGeneral Public License
is intended to guarantee your freedom to share and change free software--to make sure the software is free for all its users. This General
Public License applies to most of the Free Software Foundation's software and to any other programwhose authors commit to using it.
(Some other Free Software Foundation software is covered by the GNU Library General Public License instead.) You can apply it to your
programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for this service if you wish), that you receive source code or can get it if
you want it, that you can change the software or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the rights. These
restrictions translate to certain responsibilities for you if you distribute copies of the software, or if youmodify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, youmust give the recipients all the rights that you have.
Youmust make sure that they, too, receive or can get the source code. And youmust show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, wewant its recipients to know that what they have is not the original,
so that any problems introduced by others will not reflect on the original authors' reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redistributors of a free program
will individually obtain patent licenses, in effect making the program proprietary. To prevent this, we havemade it clear that any patent
must be licensed for everyone's free use or not licensed at all.

The precise terms and conditions for copying, distribution andmodification follow.
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TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION ANDMODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be distributed
under the termsof thisGeneralPublic License. The "Program", below, refers toany suchprogramorwork, anda "workbasedon theProgram"
means either the Program or any derivative work under copyright law: that is to say, a work containing the Program or a portion of it, either
verbatim or with modifications and/or translated into another language. (Hereinafter, translation is included without limitation in the term
"modification".) Each licensee is addressed as "you".

Activities other than copying, distribution andmodification are not covered by this License; they are outside its scope. The act of running
the Program is not restricted, and the output from the Program is covered only if its contents constitute a work based on the Program
(independent of having beenmade by running the Program). Whether that is true depends on what the Program does.

1. Youmaycopyanddistribute verbatimcopiesof theProgram's source codeas you receive it, in anymedium,provided that youconspicuously
and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to
this License and to the absence of anywarranty; and give any other recipients of the Programa copy of this License alongwith the Program.

Youmay charge a fee for the physical act of transferring a copy, and youmay at your option offer warranty protection in exchange for a fee.

2. Youmaymodify your copy or copies of theProgramor any portion of it, thus forming awork basedon theProgram, and copy anddistribute
suchmodifications or work under the terms of Section 1 above, provided that you also meet all of these conditions:

a) Youmust cause themodified files to carry prominent notices stating that you changed the files and the date of any change.

b) Youmust cause anywork that you distribute or publish, that inwhole or in part contains or is derived from theProgramor any part thereof,
to be licensed as a whole at no charge to all third parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, youmust cause it, when started running for such interactive
use in the most ordinary way, to print or display an announcement including an appropriate copyright notice and a notice that there is no
warranty (or else, saying that you provide a warranty) and that users may redistribute the program under these conditions, and telling the
user how to view a copy of this License. (Exception: if the Program itself is interactive but does not normally print such an announcement,
your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived from the Program, and can
be reasonably considered independent and separate works in themselves, then this License, and its terms, do not apply to those sections
when you distribute them as separate works. But when you distribute the same sections as part of a whole which is a work based on the
Program, the distribution of the whole must be on the terms of this License, whose permissions for other licensees extend to the entire
whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to exercise
the right to control the distribution of derivative or collective works based on the Program.

In addition, mere aggregation of another work not based on the Programwith the Program (or with a work based on the Program) on a
volume of a storage or distribution medium does not bring the other work under the scope of this License.

3. Youmay copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms of Sections
1 and 2 above on amedium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge nomore than your cost of physically
performing source distribution, a complete machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on amedium customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer to distribute corresponding source code. (This alternative is allowed only
for noncommercial distribution and only if you received the program in object code or executable formwith such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an executable work, complete source
codemeans all the source code for all modules it contains, plus any associated interface definition files, plus the scripts used to control
compilation and installation of the executable. However, as a special exception, the source code distributed need not include anything that
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is normally distributed (in either source or binary form) with the major components (compiler, kernel, and so on) of the operating system
on which the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then offering equivalent access to
copy the source code from the same place counts as distribution of the source code, even though third parties are not compelled to copy
the source along with the object code.

4. Youmay not copy, modify, sublicense, or distribute the Program except as expressly provided under this License. Any attempt otherwise
to copy,modify, sublicense or distribute theProgram is void, andwill automatically terminate your rights under this License. However, parties
who have received copies, or rights, from you under this License will not have their licenses terminated so long as such parties remain in full
compliance.

5. Youarenot required toaccept this License, since youhavenot signed it. However, nothingelsegrants youpermission tomodify or distribute
the Program or its derivative works. These actions are prohibited by law if you do not accept this License. Therefore, by modifying or
distributing the Program (or any work based on the Program), you indicate your acceptance of this License to do so, and all its terms and
conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a license from the
original licensor to copy, distribute ormodify theProgramsubject to these terms and conditions. Youmay not impose any further restrictions
on the recipients' exercise of the rights granted herein. You are not responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence youmay not distribute the Programat all. For example, if a patent licensewould
not permit royalty-free redistribution of the Program by all those who receive copies directly or indirectly through you, then the only way
you could satisfy both it and this License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any such
claims; this section has the sole purpose of protecting the integrity of the free software distribution system, which is implemented by public
license practices. Many people havemade generous contributions to the wide range of software distributed through that system in reliance
on consistent application of that system; it is up to the author/donor to decide if he or she is willing to distribute software through any other
system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces, the original
copyrightholderwhoplaces theProgramunder this Licensemayaddanexplicit geographical distribution limitationexcluding thosecountries,
so that distribution is permitted only in or among countries not thus excluded. In such case, this License incorporates the limitation as if
written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License which applies to it and "any
later version", you have the option of following the terms and conditions either of that version or of any later version published by the Free
Software Foundation. If the Program does not specify a version number of this License, youmay choose any version ever published by the
Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimesmake exceptions for this. Our decision will be guided by the two goals of preserving the free status of all derivatives of our free
software and of promoting the sharing and reuse of software generally.

NOWARRANTY

11. BECAUSETHEPROGRAM ISLICENSEDFREEOFCHARGE,THERE ISNOWARRANTYFORTHEPROGRAM,TOTHEEXTENTPERMITTED
BY APPLICABLE LAW. EXCEPTWHENOTHERWISE STATED INWRITING THE COPYRIGHT HOLDERS AND/OROTHER PARTIES PROVIDE
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THE PROGRAM "AS IS"WITHOUTWARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIEDWARRANTIES OFMERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM ISWITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL
NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENTUNLESS REQUIRED BY APPLICABLE LAWORAGREED TO INWRITINGWILL ANY COPYRIGHTHOLDER, OR ANYOTHER
PARTYWHOMAYMODIFYAND/ORREDISTRIBUTETHEPROGRAMASPERMITTEDABOVE,BELIABLETOYOUFORDAMAGES, INCLUDING
ANYGENERAL, SPECIAL, INCIDENTALORCONSEQUENTIAL DAMAGESARISINGOUTOFTHEUSEOR INABILITY TOUSE THEPROGRAM
(INCLUDING BUT NOT LIMITED TO LOSSOF DATAOR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOUOR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TOOPERATEWITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OROTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS

How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest possible use to the public, the best way to achieve this is tomake it free
software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the program. It is safest to attach them to the start of each source file to most effectively convey
the exclusion of warranty; and each file should have at least the "copyright" line and a pointer to where the full notice is found.

One line to give the program's name and a brief idea of what it does.

Copyright © <year> <name of author>

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANYWARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with this program; if not, write to the Free Software Foundation,
Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this when it starts in an interactive mode:

Gnomovision version 69, Copyright © year name of author Gnomovision comes with ABSOLUTELY NOWARRANTY; for details type 'show
w'. This is free software, and you are welcome to redistribute it under certain conditions; type 'show c' for details.

The hypothetical commands 'showw' and 'show c' should show the appropriate parts of the General Public License. Of course, the
commands you usemay be called something other than 'showw' and 'show c'; they could even bemouse-clicks or menu items--whatever
suits your program.

You should also get your employer (if you work as a programmer) or your school, if any, to sign a "copyright disclaimer" for the program, if
necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program 'Gnomovision' (which makes passes at compilers) written by James
Hacker.
signature of Ty Coon, 1 April 1989

Ty Coon, President of Vice

This General Public License does not permit incorporating your program into proprietary programs. If your program is a subroutine library,
youmay consider it more useful to permit linking proprietary applications with the library. If this is what youwant to do, use the GNU Library
General Public License instead of this License.

"CLASSPATH" EXCEPTION TO THE GPL
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Certain source files distributed by Oracle America and/or its affiliates are subject to the following clarification and special exception to the
GPL, but only where Oracle has expressly included in the particular source file's header the words "Oracle designates this particular file as
subject to the "Classpath" exception as provided by Oracle in the LICENSE file that accompanied this code."

Linking this library statically or dynamically with other modules is making a combined work based on this library. Thus, the terms and
conditions of the GNU General Public License cover the whole combination.

As a special exception, the copyright holders of this library give you permission to link this library with independent modules to produce an
executable, regardless of the license terms of these independent modules, and to copy and distribute the resulting executable under terms
of your choice, provided that you also meet, for each linked independent module, the terms and conditions of the license of that module.
An independentmodule is amodulewhich is not derived fromorbasedon this library. If youmodify this library, youmayextend this exception
to your version of the library, but you are not obligated to do so. If you do notwish to do so, delete this exception statement fromyour version.

SBR uses Gecko SDK 1.4b

Mozilla Public License Version 2.0

1. Definitions

1.1. "Contributor" means each individual or legal entity that creates, contributes to the creation of, or owns Covered Software.

1.2. "ContributorVersion"means thecombinationof theContributionsofothers (if any)usedbyaContributor and thatparticularContributor's
Contribution.

1.3. "Contribution" means Covered Software of a particular Contributor.

1.4. "Covered Software"means Source Code Form to which the initial Contributor has attached the notice in Exhibit A, the Executable Form
of such Source Code Form, and Modifications of such Source Code Form, in each case including portions thereof.

1.5. "IncompatibleWith Secondary Licenses" means

(a) that the initial Contributor has attached the notice described in Exhibit B to the Covered Software; or

(b) that the Covered Software wasmade available under the terms of version 1.1 or earlier of the License, but not also under the terms of
a Secondary License.

1.6. "Executable Form"means any form of the work other than Source Code Form.

1.7. "LargerWork"means awork that combines Covered Softwarewith othermaterial, in a separate file or files, that is not Covered Software.

1.8. "License" means this document.

1.9. "Licensable" means having the right to grant, to the maximum extent possible, whether at the time of the initial grant or subsequently,
any and all of the rights conveyed by this License.

1.10. "Modifications" means any of the following:

(a) any file in Source Code Form that results from an addition to, deletion from, or modification of the contents of Covered Software; or

(b) any new file in Source Code Form that contains any Covered Software.

1.11. "Patent Claims" of a Contributor means any patent claim(s), including without limitation, method, process, and apparatus claims, in
any patent Licensable by such Contributor that would be infringed, but for the grant of the License, by the making, using, selling, offering
for sale, having made, import, or transfer of either its Contributions or its Contributor Version.

1.12. "Secondary License"means either the GNUGeneral Public License, Version 2.0, the GNU Lesser General Public License, Version 2.1, the
GNU Affero General Public License, Version 3.0, or any later versions of those licenses.

1.13. "Source Code Form"means the form of the work preferred for making modifications.
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1.14. "You" (or "Your") means an individual or a legal entity exercising rights under this License. For legal entities, "You" includes any entity
that controls, is controlled by, or is under common control with You. For purposes of this definition, "control" means (a) the power, direct
or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (b) ownership of more than fifty
percent (50%) of the outstanding shares or beneficial ownership of such entity.

2. License Grants and Conditions

2.1. Grants

Each Contributor hereby grants You a world-wide, royalty-free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by such Contributor to use, reproduce, make available,
modify, display, perform, distribute, and otherwise exploit its Contributions, either on an unmodified basis, with Modifications, or as part of
a Larger Work; and

(b)underPatentClaimsof suchContributor tomake, use, sell, offer for sale, havemade, import, andotherwise transfer either itsContributions
or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License. Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor:

(a) for any code that a Contributor has removed from Covered Software; or

b) for infringements caused by: (i) Your and any other third party's modifications of Covered Software, or (ii) the combination of its
Contributions with other software (except as part of its Contributor Version); or

(c) under Patent Claims infringed by Covered Software in the absence of its Contributions.

This License does not grant any rights in the trademarks, service marks, or logos of any Contributor (except as may be necessary to comply
with the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as a result of Your choice to distribute the Covered Software under a subsequent version of this
License (see Section 10.2) or under the terms of a Secondary License (if permitted under the terms of Section 3.3).

2.5. Representation

Each Contributor represents that the Contributor believes its Contributions are its original creation(s) or it has sufficient rights to grant the
rights to its Contributions conveyed by this License.

2.6. Fair Use

This License is not intended to limit any rights You have under applicable copyright doctrines of fair use, fair dealing, or other equivalents.

2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted in Section 2.1.

3. Responsibilities

3.1. Distribution of Source Form
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All distribution of Covered Software in Source Code Form, including any Modifications that You create or to which You contribute, must be
under the terms of this License. Youmust inform recipients that the Source Code Form of the Covered Software is governed by the terms
of this License, and how they can obtain a copy of this License. Youmay not attempt to alter or restrict the recipients' rights in the Source
Code Form.

3.2. Distribution of Executable Form

If You distribute Covered Software in Executable Form then:

(a) such Covered Software must also bemade available in Source Code Form, as described in Section 3.1, and Youmust inform recipients
of the Executable Form how they can obtain a copy of such Source Code Form by reasonable means in a timely manner, at a charge no
more than the cost of distribution to the recipient; and

(b) Youmaydistribute such Executable Formunder the termsof this License, or sublicense it under different terms, provided that the license
for the Executable Form does not attempt to limit or alter the recipients' rights in the Source Code Form under this License.

3.3. Distribution of a Larger Work

Youmay create and distribute a Larger Work under terms of Your choice, provided that You also comply with the requirements of this
License for the Covered Software. If the LargerWork is a combination of Covered Software with a work governed by one ormore Secondary
Licenses, and the Covered Software is not IncompatibleWith Secondary Licenses, this License permits You to additionally distribute such
Covered Software under the terms of such Secondary License(s), so that the recipient of the Larger Work may, at their option, further
distribute the Covered Software under the terms of either this License or such Secondary License(s).

3.4. Notices

Youmay not remove or alter the substance of any license notices (including copyright notices, patent notices, disclaimers of warranty, or
limitations of liability) contained within the Source Code Form of the Covered Software, except that Youmay alter any license notices to
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

Youmay choose to offer, and to charge a fee for, warranty, support, indemnity or liability obligations to one or more recipients of Covered
Software. However, Youmay do so only on Your own behalf, and not on behalf of any Contributor. Youmust make it absolutely clear that
any such warranty, support, indemnity, or liability obligation is offered by You alone, and You hereby agree to indemnify every Contributor
for any liability incurred by suchContributor as a result ofwarranty, support, indemnity or liability termsYouoffer. Youmay include additional
disclaimers of warranty and limitations of liability specific to any jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If it is impossible for You to comply with any of the terms of this License with respect to some or all of the Covered Software due to statute,
judicial order, or regulation then Youmust: (a) comply with the terms of this License to themaximum extent possible; and (b) describe the
limitations and the code they affect. Such description must be placed in a text file included with all distributions of the Covered Software
under this License. Except to the extent prohibited by statute or regulation, such description must be sufficiently detailed for a recipient of
ordinary skill to be able to understand it.

5. Termination

5.1. The rights granted under this License will terminate automatically if You fail to comply with any of its terms. However, if You become
compliant, then the rights granted under this License from a particular Contributor are reinstated (a) provisionally, unless and until such
Contributor explicitly and finally terminates Your grants, and (b) on an ongoing basis, if such Contributor fails to notify You of the
non-compliance by some reasonable means prior to 60 days after You have come back into compliance. Moreover, Your grants from a
particular Contributor are reinstated on an ongoing basis if suchContributor notifies You of the non-compliance by some reasonablemeans,
this is the first time You have received notice of non-compliance with this License from such Contributor, and You become compliant prior
to 30 days after Your receipt of the notice.

5.2. If You initiate litigationagainstanyentitybyassertingapatent infringementclaim(excludingdeclaratory judgmentactions, counter-claims,
and cross-claims) alleging that a Contributor Version directly or indirectly infringes any patent, then the rights granted to You by any and
all Contributors for the Covered Software under Section 2.1 of this License shall terminate.
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5.3. In the event of termination under Sections 5.1 or 5.2 above, all end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Your distributors under this License prior to termination shall survive termination.

6. Disclaimer of Warranty

Covered Software is provided under this License on an "as is" basis, without warranty of any kind, either expressed, implied, or statutory,
including,without limitation,warranties that theCoveredSoftware is freeofdefects,merchantable, fit foraparticularpurposeornon-infringing.
The entire risk as to the quality and performance of the Covered Software is with You. Should any Covered Software prove defective in any
respect, You (not any Contributor) assume the cost of any necessary servicing, repair, or correction. This disclaimer of warranty constitutes
an essential part of this License. No use of any Covered Software is authorized under this License except under this disclaimer.

7. Limitation of Liability

Under no circumstances and under no legal theory, whether tort (including negligence), contract, or otherwise, shall any Contributor, or
anyone who distributes Covered Software as permitted above, be liable to You for any direct, indirect, special, incidental, or consequential
damages of any character including, without limitation, damages for lost profits, loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses, even if such party shall have been informed of the possibility of such
damages. This limitation of liability shall not apply to liability for death or personal injury resulting from such party's negligence to the extent
applicable law prohibits such limitation. Some jurisdictions do not allow the exclusion or limitation of incidental or consequential damages,
so this exclusion and limitation may not apply to You.

8. Litigation

Any litigation relating to this License may be brought only in the courts of a jurisdiction where the defendant maintains its principal place
of business and such litigation shall be governed by laws of that jurisdiction, without reference to its conflict-of-law provisions. Nothing in
this Section shall prevent a party's ability to bring cross-claims or counter-claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject matter hereof. If any provision of this License is held to be
unenforceable, such provision shall be reformed only to the extent necessary to make it enforceable. Any law or regulation which provides
that the language of a contract shall be construed against the drafter shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section 10.3, no one other than the license steward has the right to modify
or publish new versions of this License. Each version will be given a distinguishing version number.

10.2. Effect of New Versions

Youmay distribute the Covered Software under the terms of the version of the License under which You originally received the Covered
Software, or under the terms of any subsequent version published by the license steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to create a new license for such software, youmay create and use a
modified version of this License if you rename the license and remove any references to the name of the license steward (except to note
that suchmodified license differs from this License).

10.4. Distributing Source Code Form that is IncompatibleWith Secondary Licenses

If You choose to distribute Source Code Form that is IncompatibleWith Secondary Licenses under the terms of this version of the License,
the notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public License, v. 2.0. If a copy of the MPL was not distributed with this file,
You can obtain one at http://mozilla.org/MPL/2.0/.
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If it is not possible or desirable to put the notice in a particular file, then Youmay include the notice in a location (such as a LICENSE file in
a relevant directory) where a recipient would be likely to look for such a notice.

Youmay add additional accurate notices of copyright ownership.

Exhibit B - "IncompatibleWith Secondary Licenses" Notice

This Source Code Form is "IncompatibleWith Secondary Licenses", as defined by the Mozilla Public License, v. 2.0.

SBR uses Mozilla NSPR

Mozilla Public License Version 2.0

1. Definitions

1.1. "Contributor" means each individual or legal entity that creates, contributes to the creation of, or owns Covered Software.

1.2. "ContributorVersion"means thecombinationof theContributionsofothers (if any)usedbyaContributor and thatparticularContributor's
Contribution.

1.3. "Contribution" means Covered Software of a particular Contributor.

1.4. "Covered Software"means Source Code Form to which the initial Contributor has attached the notice in Exhibit A, the Executable Form
of such Source Code Form, and Modifications of such Source Code Form, in each case including portions thereof.

1.5. "IncompatibleWith Secondary Licenses" means

(a) that the initial Contributor has attached the notice described in Exhibit B to the Covered Software; or

(b) that the Covered Software wasmade available under the terms of version 1.1 or earlier of the License, but not also under the terms of
a Secondary License.

1.6. "Executable Form"means any form of the work other than Source Code Form.

1.7. "LargerWork"means awork that combines Covered Softwarewith othermaterial, in a separate file or files, that is not Covered Software.

1.8. "License" means this document.

1.9. "Licensable" means having the right to grant, to the maximum extent possible, whether at the time of the initial grant or subsequently,
any and all of the rights conveyed by this License.

1.10. "Modifications" means any of the following:

(a) any file in Source Code Form that results from an addition to, deletion from, or modification of the contents of Covered Software; or

(b) any new file in Source Code Form that contains any Covered Software.

1.11. "Patent Claims" of a Contributor means any patent claim(s), including without limitation, method, process, and apparatus claims, in
any patent Licensable by such Contributor that would be infringed, but for the grant of the License, by the making, using, selling, offering
for sale, having made, import, or transfer of either its Contributions or its Contributor Version.

1.12. "Secondary License"means either the GNUGeneral Public License, Version 2.0, the GNU Lesser General Public License, Version 2.1, the
GNU Affero General Public License, Version 3.0, or any later versions of those licenses.

1.13. "Source Code Form"means the form of the work preferred for making modifications.

1.14. "You" (or "Your") means an individual or a legal entity exercising rights under this License. For legal entities, "You" includes any entity
that controls, is controlled by, or is under common control with You. For purposes of this definition, "control" means (a) the power, direct
or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (b) ownership of more than fifty
percent (50%) of the outstanding shares or beneficial ownership of such entity.
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2. License Grants and Conditions

2.1 Grants

Each Contributor hereby grants You a world-wide, royalty-free, non-exclusive license:

(a) under intellectual property rights (other than patent or trademark) Licensable by such Contributor to use, reproduce, make available,
modify, display, perform, distribute, and otherwise exploit its Contributions, either on an unmodified basis, with Modifications, or as part of
a Larger Work; and

(b)underPatentClaimsof suchContributor tomake, use, sell, offer for sale, havemade, import, andotherwise transfer either itsContributions
or its Contributor Version.

2.2. Effective Date

The licenses granted in Section 2.1 with respect to any Contribution become effective for each Contribution on the date the Contributor first
distributes such Contribution.

2.3. Limitations on Grant Scope

The licenses granted in this Section 2 are the only rights granted under this License. No additional rights or licenses will be implied from the
distribution or licensing of Covered Software under this License. Notwithstanding Section 2.1(b) above, no patent license is granted by a
Contributor:

(a) for any code that a Contributor has removed from Covered Software; or

(b) for infringements caused by: (i) Your and any other third party's modifications of Covered Software, or (ii) the combination of its
Contributions with other software (except as part of its Contributor Version); or

(c) under Patent Claims infringed by Covered Software in the absence of its Contributions.

This License does not grant any rights in the trademarks, service marks, or logos of any Contributor (except as may be necessary to comply
with the notice requirements in Section 3.4).

2.4. Subsequent Licenses

No Contributor makes additional grants as a result of Your choice to distribute the Covered Software under a subsequent version of this
License (see Section 10.2) or under the terms of a Secondary License (if permitted under the terms of Section 3.3).

2.5 Representation

Each Contributor represents that the Contributor believes its Contributions are its original creation(s) or it has sufficient rights to grant the
rights to its Contributions conveyed by this License.

2.6. Fair Use

This License is not intended to limit any rights You have under applicable copyright doctrines of fair use, fair dealing, or other equivalents.

2.7. Conditions

Sections 3.1, 3.2, 3.3, and 3.4 are conditions of the licenses granted in Section 2.1.

3. Responsibilities

3.1. Distribution of Source Form

All distribution of Covered Software in Source Code Form, including any Modifications that You create or to which You contribute, must be
under the terms of this License. Youmust inform recipients that the Source Code Form of the Covered Software is governed by the terms
of this License, and how they can obtain a copy of this License. Youmay not attempt to alter or restrict the recipients' rights in the Source
Code Form.

xxiCopyright © 2018, Juniper Networks, Inc.



3.2. Distribution of Executable Form

If You distribute Covered Software in Executable Form then:

(a) such Covered Software must also bemade available in Source Code Form, as described in Section 3.1, and Youmust inform recipients
of the Executable Form how they can obtain a copy of such Source Code Form by reasonable means in a timely manner, at a charge no
more than the cost of distribution to the recipient; and

(b) Youmaydistribute such Executable Formunder the termsof this License, or sublicense it under different terms, provided that the license
for the Executable Form does not attempt to limit or alter the recipients' rights in the Source Code Form under this License.

3.3. Distrribution of a Larger Work

Youmay create and distribute a Larger Work under terms of Your choice, provided that You also comply with the requirements of this
License for the Covered Software. If the LargerWork is a combination of Covered Software with a work governed by one ormore Secondary
Licenses, and the Covered Software is not IncompatibleWith Secondary Licenses, this License permits You to additionally distribute such
Covered Software under the terms of such Secondary License(s), so that the recipient of the Larger Work may, at their option, further
distribute the Covered Software under the terms of either this License or such Secondary License(s).

3.4. Notices

Youmay not remove or alter the substance of any license notices (including copyright notices, patent notices, disclaimers of warranty, or
limitations of liability) contained within the Source Code Form of the Covered Software, except that Youmay alter any license notices to
the extent required to remedy known factual inaccuracies.

3.5. Application of Additional Terms

Youmay choose to offer, and to charge a fee for, warranty, support, indemnity or liability obligations to one or more recipients of Covered
Software. However, Youmay do so only on Your own behalf, and not on behalf of any Contributor. Youmust make it absolutely clear that
any such warranty, support, indemnity, or liability obligation is offered by You alone, and You hereby agree to indemnify every Contributor
for any liability incurred by suchContributor as a result ofwarranty, support, indemnity or liability termsYouoffer. Youmay include additional
disclaimers of warranty and limitations of liability specific to any jurisdiction.

4. Inability to Comply Due to Statute or Regulation

If it is impossible for You to comply with any of the terms of this License with respect to some or all of the Covered Software due to statute,
judicial order, or regulation then Youmust: (a) comply with the terms of this License to themaximum extent possible; and (b) describe the
limitations and the code they affect. Such description must be placed in a text file included with all distributions of the Covered Software
under this License. Except to the extent prohibited by statute or regulation, such description must be sufficiently detailed for a recipient of
ordinary skill to be able to understand it.

5. Termination

5.1. The rights granted under this License will terminate automatically if You fail to comply with any of its terms. However, if You become
compliant, then the rights granted under this License from a particular Contributor are reinstated (a) provisionally, unless and until such
Contributor explicitly and finally terminates Your grants, and (b) on an ongoing basis, if such Contributor fails to notify You of the
non-compliance by some reasonable means prior to 60 days after You have come back into compliance. Moreover, Your grants from a
particular Contributor are reinstated on an ongoing basis if suchContributor notifies You of the non-compliance by some reasonablemeans,
this is the first time You have received notice of non-compliance with this License from such Contributor, and You become compliant prior
to 30 days after Your receipt of the notice.

5.2. If You initiate litigationagainstanyentitybyassertingapatent infringementclaim(excludingdeclaratory judgmentactions, counter-claims,
and cross-claims) alleging that a Contributor Version directly or indirectly infringes any patent, then the rights granted to You by any and
all Contributors for the Covered Software under Section 2.1 of this License shall terminate.

5.3. In the event of termination under Sections 5.1 or 5.2 above, all end user license agreements (excluding distributors and resellers) which
have been validly granted by You or Your distributors under this License prior to termination shall survive termination.

6. Disclaimer of Warranty
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Covered Software is provided under this License on an "as is" basis, without warranty of any kind, either expressed, implied, or statutory,
including,without limitation,warranties that theCoveredSoftware is freeofdefects,merchantable, fit foraparticularpurposeornon-infringing.
The entire risk as to the quality and performance of the Covered Software is with You.

Should any Covered Software prove defective in any respect, You (not any Contributor) assume the cost of any necessary servicing, repair,
or correction. This disclaimer of warranty constitutes an essential part of this License. No use of any Covered Software is authorized under
this License except under this disclaimer.

7. Limitation of Liability

Under no circumstances and under no legal theory, whether tort (including negligence), contract, or otherwise, shall any Contributor, or
anyone who distributes Covered Software as permitted above, be liable to You for any direct, indirect, special, incidental, or consequential
damages of any character including, without limitation, damages for lost profits, loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses, even if such party shall have been informed of the possibility of such
damages. This limitation of liability shall not apply to liability for death or personal injury resulting from such party's negligence to the extent
applicable law prohibits such limitation. Some jurisdictions do not allow the exclusion or limitation of incidental or consequential damages,
so this exclusion and limitation may not apply to You.

8. Litigation

Any litigation relating to this License may be brought only in the courts of a jurisdiction where the defendant maintains its principal place
of business and such litigation shall be governed by laws of that jurisdiction, without reference to its conflict-of-law provisions. Nothing in
this Section shall prevent a party's ability to bring cross-claims or counter-claims.

9. Miscellaneous

This License represents the complete agreement concerning the subject matter hereof. If any provision of this License is held to be
unenforceable, such provision shall be reformed only to the extent necessary to make it enforceable. Any law or regulation which provides
that the language of a contract shall be construed against the drafter shall not be used to construe this License against a Contributor.

10. Versions of the License

10.1. New Versions

Mozilla Foundation is the license steward. Except as provided in Section 10.3, no one other than the license steward has the right to modify
or publish new versions of this License. Each version will be given a distinguishing version number.

10.2. Effect of New Versions

Youmay distribute the Covered Software under the terms of the version of the License under which You originally received the Covered
Software, or under the terms of any subsequent version published by the license steward.

10.3. Modified Versions

If you create software not governed by this License, and you want to create a new license for such software, youmay create and use a
modified version of this License if you rename the license and remove any references to the name of the license steward (except to note
that suchmodified license differs from this License).

10.4. Distributing Source Code Form that is IncompatibleWith Secondary Licenses

If You choose to distribute Source Code Form that is IncompatibleWith Secondary Licenses under the terms of this version of the License,
the notice described in Exhibit B of this License must be attached.

Exhibit A - Source Code Form License Notice

This Source Code Form is subject to the terms of the Mozilla Public License, v. 2.0. If a copy of the MPL was not distributed with this file,
You can obtain one at http://mozilla.org/MPL/2.0/.

If it is not possible or desirable to put the notice in a particular file, then Youmay include the notice in a location (such as a LICENSE file in
a relevant directory) where a recipient would be likely to look for such a notice.
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Youmay add additional accurate notices of copyright ownership.

Exhibit B - "IncompatibleWith Secondary Licenses" Notice

This Source Code Form is "IncompatibleWith Secondary Licenses", as defined by the Mozilla Public License, v. 2.0.

SBR uses Mozilla LDAP C SDK 5.17

MOZILLA PUBLIC LICENSE

Version 1.1

1. Definitions

1.0.1. "Commercial Use" means distribution or otherwise making the Covered Code available to a third party.

1.1. "Contributor" means each entity that creates or contributes to the creation of Modifications.

1.2. "Contributor Version" means the combination of the Original Code, prior Modifications used by a Contributor, and the Modifications
made by that particular Contributor.

1.3. "Covered Code" means the Original Code or Modifications or the combination of the Original Code and Modifications, in each case
including portions thereof.

1.4. "ElectronicDistributionMechanism"means amechanismgenerally accepted in the software development community for the electronic
transfer of data.

1.5. "Executable" means Covered Code in any form other than Source Code.

1.6. "Initial Developer" means the individual or entity identified as the Initial Developer in the Source Code notice required by Exhibit A.

1.7. "Larger Work" means a work which combines Covered Code or portions thereof with code not governed by the terms of this License.

1.8. "License" means this document.

1.8.1. "Licensable" means having the right to grant, to themaximum extent possible, whether at the time of the initial grant or subsequently
acquired, any and all of the rights conveyed herein.

1.9. "Modifications"meansanyaddition toordeletion fromthesubstanceor structureof either theOriginalCodeoranypreviousModifications.
When Covered Code is released as a series of files, a Modification is:

A. Any addition to or deletion from the contents of a file containing Original Code or previous Modifications.

B. Any new file that contains any part of the Original Code or previous Modifications.

1.10. "Original Code" means Source Code of computer software code which is described in the Source Code notice required by Exhibit A as
Original Code, and which, at the time of its release under this License is not already Covered Code governed by this License.

1.10.1. "Patent Claims" means any patent claim(s), now owned or hereafter acquired, including without limitation, method, process, and
apparatus claims, in any patent Licensable by grantor.

1.11. "Source Code"means the preferred form of the Covered Code for makingmodifications to it, including all modules it contains, plus any
associated interface definition files, scripts used to control compilation and installation of an Executable, or source code differential
comparisons against either the Original Code or another well known, available Covered Code of the Contributor's choice. The Source Code
can be in a compressed or archival form, provided the appropriate decompression or de-archiving software is widely available for no charge.

1.12. "You" (or "Your") means an individual or a legal entity exercising rights under, and complying with all of the terms of, this License or a
future version of this License issued under Section 6.1. For legal entities, "You" includes any entity which controls, is controlled by, or is under
common control with You. For purposes of this definition, "control" means (a) the power, direct or indirect, to cause the direction or
management of such entity, whether by contract or otherwise, or (b) ownership ofmore than fifty percent (50%) of the outstanding shares
or beneficial ownership of such entity.
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2. Source Code License.

2.1. The Initial Developer Grant.

The Initial Developer hereby grants You a world-wide, royalty-free, non-exclusive license, subject to third party intellectual property claims:

(a) under intellectual property rights (other than patent or trademark) Licensable by Initial Developer to use, reproduce, modify, display,
perform, sublicense and distribute the Original Code (or portions thereof) with or without Modifications, and/or as part of a Larger Work;
and

(b) under Patents Claims infringed by themaking, using or selling of Original Code, to make, havemade, use, practice, sell, and offer for
sale, and/or otherwise dispose of the Original Code (or portions thereof).

(c) the licenses granted in this Section 2.1(a) and (b) are effective on the date Initial Developer first distributes Original Code under the
terms of this License.

(d) Notwithstanding Section 2.1(b) above, no patent license is granted: 1) for code that You delete from the Original Code; 2) separate from
theOriginal Code; or 3) for infringements caused by: i) themodification of the Original Code or ii) the combination of the Original Codewith
other software or devices.

2.2. Contributor Grant.

Subject to third party intellectual property claims, each Contributor hereby grants You a world-wide, royalty-free, non-exclusive license

(a) under intellectual property rights (other thanpatent or trademark) Licensable byContributor, to use, reproduce,modify, display, perform,
sublicense and distribute the Modifications created by such Contributor (or portions thereof) either on an unmodified basis, with other
Modifications, as Covered Code and/or as part of a Larger Work; and

(b)underPatentClaims infringedby themaking, using, or sellingofModificationsmadeby thatContributor either aloneand/or in combination
with its Contributor Version (or portions of such combination), to make, use, sell, offer for sale, have made, and/or otherwise dispose of: 1)
Modifications made by that Contributor (or portions thereof); and 2) the combination of Modifications made by that Contributor with its
Contributor Version (or portions of such combination).

(c) the licenses granted in Sections 2.2(a) and 2.2(b) are effective on the date Contributor first makes Commercial Use of the Covered
Code.

(d) Notwithstanding Section 2.2(b) above, no patent license is granted: 1) for any code that Contributor has deleted from the Contributor
Version; 2) separate from the Contributor Version; 3) for infringements caused by: i) third party modifications of Contributor Version or ii)
the combination ofModificationsmade by that Contributor with other software (except as part of the Contributor Version) or other devices;
or 4) under Patent Claims infringed by Covered Code in the absence of Modifications made by that Contributor.

3. Distribution Obligations.

3.1. Application of License.

TheModificationswhichYou create or towhichYou contribute are governedby the termsof this License, includingwithout limitationSection
2.2. The Source Code version of Covered Codemay be distributed only under the terms of this License or a future version of this License
released under Section 6.1, and Youmust include a copy of this License with every copy of the Source Code You distribute. Youmay not
offer or impose any terms on any Source Code version that alters or restricts the applicable version of this License or the recipients' rights
hereunder. However, Youmay include an additional document offering the additional rights described in Section 3.5.

3.2. Availability of Source Code.

Any Modification which You create or to which You contribute must bemade available in Source Code form under the terms of this License
either on the samemedia as an Executable version or via an accepted Electronic Distribution Mechanism to anyone to whom youmade an
Executable version available; and if made available via Electronic Distribution Mechanism, must remain available for at least twelve (12)
months after the date it initially became available, or at least six (6) months after a subsequent version of that particular Modification has
beenmadeavailable to such recipients. Youare responsible for ensuring that theSourceCodeversion remainsavailable even if theElectronic
Distribution Mechanism is maintained by a third party.

3.3. Description of Modifications.
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Youmust cause all Covered Code to which You contribute to contain a file documenting the changes Youmade to create that Covered
Code and the date of any change. Youmust include a prominent statement that the Modification is derived, directly or indirectly, from
Original Code provided by the Initial Developer and including the name of the Initial Developer in (a) the Source Code, and (b) in any notice
in an Executable version or related documentation in which You describe the origin or ownership of the Covered Code.

3.4. Intellectual Property Matters

(a) Third Party Claims. If Contributor has knowledge that a license under a third party's intellectual property rights is required to exercise
the rights granted by such Contributor under Sections 2.1 or 2.2, Contributor must include a text file with the Source Code distribution titled
"LEGAL"whichdescribes theclaimand thepartymaking theclaim in sufficientdetail thata recipientwill knowwhomtocontact. If Contributor
obtains such knowledge after the Modification is made available as described in Section 3.2, Contributor shall promptly modify the LEGAL
file in all copiesContributormakes available thereafter and shall take other steps (suchas notifying appropriatemailing lists or newsgroups)
reasonably calculated to inform those who received the Covered Code that new knowledge has been obtained.

(b) Contributor APIs. If Contributor's Modifications include an application programming interface and Contributor has knowledge of patent
licenses which are reasonably necessary to implement that API, Contributor must also include this information in the LEGAL file.

(c)Representations.Contributor represents that, exceptasdisclosedpursuant toSection3.4(a)above,Contributorbelieves thatContributor's
Modifications are Contributor's original creation(s) and/or Contributor has sufficient rights to grant the rights conveyed by this License.

3.5. Required Notices.

Youmust duplicate the notice in Exhibit A in each file of the Source Code. If it is not possible to put such notice in a particular Source Code
file due to its structure, then Youmust include such notice in a location (such as a relevant directory) where a user would be likely to look
for such a notice. If You created one or more Modification(s) Youmay add your name as a Contributor to the notice described in Exhibit A.
Youmust also duplicate this License in any documentation for the Source Code where You describe recipients' rights or ownership rights
relating to Covered Code. Youmay choose to offer, and to charge a fee for, warranty, support, indemnity or liability obligations to one or
more recipients of Covered Code. However, Youmay do so only on Your own behalf, and not on behalf of the Initial Developer or any
Contributor. Youmust make it absolutely clear than any such warranty, support, indemnity or liability obligation is offered by You alone,
and You hereby agree to indemnify the Initial Developer and every Contributor for any liability incurred by the Initial Developer or such
Contributor as a result of warranty, support, indemnity or liability terms You offer.

3.6. Distribution of Executable Versions. Youmay distribute Covered Code in Executable form only if the requirements of Section 3.1-3.5
have beenmet for that Covered Code, and if You include a notice stating that the Source Code version of the Covered Code is available
under the terms of this License, including a description of how and where You have fulfilled the obligations of Section 3.2. The notice must
be conspicuously included in any notice in an Executable version, related documentation or collateral in which You describe recipients'
rights relating to the Covered Code. Youmay distribute the Executable version of Covered Code or ownership rights under a license of Your
choice, which may contain terms different from this License, provided that You are in compliance with the terms of this License and that
the license for the Executable version does not attempt to limit or alter the recipient's rights in the Source Code version from the rights set
forth in this License. If You distribute the Executable version under a different license Youmust make it absolutely clear that any terms
which differ from this License are offered by You alone, not by the Initial Developer or any Contributor. You hereby agree to indemnify the
Initial Developer and every Contributor for any liability incurred by the Initial Developer or such Contributor as a result of any such terms You
offer.

3.7. Larger Works. Youmay create a Larger Work by combining Covered Code with other code not governed by the terms of this License
and distribute the Larger Work as a single product. In such a case, Youmust make sure the requirements of this License are fulfilled for the
Covered Code.

4. Inability to Comply Due to Statute or Regulation.

If it is impossible for You to comply with any of the terms of this License with respect to some or all of the Covered Code due to statute,
judicial order, or regulation then Youmust: (a) comply with the terms of this License to themaximum extent possible; and (b) describe the
limitations and the code they affect. Such description must be included in the LEGAL file described in Section 3.4 andmust be included
with all distributions of the Source Code. Except to the extent prohibited by statute or regulation, such description must be sufficiently
detailed for a recipient of ordinary skill to be able to understand it.

5. Application of this License.

This License applies to code to which the Initial Developer has attached the notice in Exhibit A and to related Covered Code.

6. Versions of the License.
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6.1. New Versions. Netscape Communications Corporation ("Netscape") may publish revised and/or new versions of the License from time
to time. Each version will be given a distinguishing version number.

6.2. Effect of New Versions. Once Covered Code has been published under a particular version of the License, Youmay always continue to
use it under the terms of that version. Youmay also choose to use such Covered Code under the terms of any subsequent version of the
License published by Netscape. No one other than Netscape has the right to modify the terms applicable to Covered Code created under
this License.

6.3. DerivativeWorks. If You create or use amodified version of this License (which youmay only do in order to apply it to code which is not
already Covered Code governed by this License), Youmust (a) rename Your license so that the phrases "Mozilla", "MOZILLAPL", "MOZPL",
"Netscape", "MPL", "NPL" or any confusingly similar phrase do not appear in your license (except to note that your license differs from this
License) and (b) otherwise make it clear that Your version of the license contains terms which differ from the Mozilla Public License and
Netscape Public License. (Filling in the name of the Initial Developer, Original Code or Contributor in the notice described in Exhibit A shall
not of themselves be deemed to bemodifications of this License.)

7. DISCLAIMER OFWARRANTY.

COVERED CODE IS PROVIDED UNDER THIS LICENSE ON AN "AS IS" BASIS, WITHOUTWARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, WITHOUT LIMITATION, WARRANTIES THAT THE COVERED CODE IS FREE OF DEFECTS, MERCHANTABLE, FIT
FOR A PARTICULAR PURPOSE OR NON-INFRINGING. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE COVERED
CODE ISWITH YOU. SHOULD ANY COVERED CODE PROVE DEFECTIVE IN ANY RESPECT, YOU (NOT THE INITIAL DEVELOPER OR ANY
OTHERCONTRIBUTOR)ASSUMETHECOSTOFANYNECESSARYSERVICING,REPAIRORCORRECTION.THISDISCLAIMEROFWARRANTY
CONSTITUTES AN ESSENTIAL PARTOF THIS LICENSE. NO USE OF ANY COVERED CODE IS AUTHORIZED HEREUNDER EXCEPT UNDER
THIS DISCLAIMER.

8. TERMINATION.

8.1. This License and the rights granted hereunder will terminate automatically if You fail to comply with terms herein and fail to cure such
breach within 30 days of becoming aware of the breach. All sublicenses to the Covered Code which are properly granted shall survive any
termination of this License. Provisions which, by their nature, must remain in effect beyond the termination of this License shall survive.

8.2. If You initiate litigation by asserting a patent infringement claim (excluding declatory judgment actions) against Initial Developer or a
Contributor (the Initial Developer or Contributor against whom You file such action is referred to as "Participant") alleging that:

(a) such Participant's Contributor Version directly or indirectly infringes any patent, then any and all rights granted by such Participant to
You under Sections 2.1 and/or 2.2 of this License shall, upon 60 days notice from Participant terminate prospectively, unless if within 60
days after receipt of notice You either: (i) agree in writing to pay Participant a mutually agreeable reasonable royalty for Your past and
future use of Modifications made by such Participant, or (ii) withdraw Your litigation claim with respect to the Contributor Version against
such Participant. If within 60 days of notice, a reasonable royalty and payment arrangement are not mutually agreed upon in writing by the
parties or the litigation claim is notwithdrawn, the rights granted by Participant to You under Sections 2.1 and/or 2.2 automatically terminate
at the expiration of the 60 day notice period specified above.

(b) any software, hardware, or device, other than such Participant's Contributor Version, directly or indirectly infringes any patent, then any
rights granted to You by such Participant under Sections 2.1(b) and 2.2(b) are revoked effective as of the date You first made, used, sold,
distributed, or hadmade, Modifications made by that Participant.

8.3. If You assert a patent infringement claim against Participant alleging that such Participant's Contributor Version directly or indirectly
infringes any patent where such claim is resolved (such as by license or settlement) prior to the initiation of patent infringement litigation,
then the reasonable value of the licenses granted by such Participant under Sections 2.1 or 2.2 shall be taken into account in determining
the amount or value of any payment or license.

8.4. In the event of termination under Sections 8.1 or 8.2 above, all end user license agreements (excluding distributors and resellers) which
have been validly granted by You or any distributor hereunder prior to termination shall survive termination.

9. LIMITATION OF LIABILITY.

UNDERNOCIRCUMSTANCESANDUNDERNOLEGALTHEORY,WHETHERTORT(INCLUDINGNEGLIGENCE),CONTRACT,OROTHERWISE,
SHALL YOU, THE INITIAL DEVELOPER, ANY OTHER CONTRIBUTOR, OR ANY DISTRIBUTOROF COVERED CODE, OR ANY SUPPLIER OF
ANY OF SUCH PARTIES, BE LIABLE TO ANY PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF
ANY CHARACTER INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER FAILURE
ORMALFUNCTION,ORANYANDALLOTHERCOMMERCIALDAMAGESORLOSSES, EVEN IF SUCHPARTYSHALLHAVEBEEN INFORMED
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OF THE POSSIBILITY OF SUCH DAMAGES. THIS LIMITATION OF LIABILITY SHALL NOT APPLY TO LIABILITY FOR DEATHOR PERSONAL
INJURY RESULTING FROM SUCH PARTY'S NEGLIGENCE TO THE EXTENT APPLICABLE LAWPROHIBITS SUCH LIMITATION. SOME
JURISDICTIONSDONOTALLOWTHEEXCLUSIONORLIMITATIONOF INCIDENTALORCONSEQUENTIALDAMAGES, SOTHISEXCLUSION
AND LIMITATIONMAY NOT APPLY TO YOU.

10. U.S. GOVERNMENT END USERS.

The Covered Code is a "commercial item," as that term is defined in 48 C.F.R. 2.101 (Oct. 1995), consisting of "commercial computer
software" and "commercial computer software documentation," as such terms are used in 48 C.F.R. 12.212 (Sept. 1995). Consistent with
48 C.F.R. 12.212 and 48 C.F.R. 227.7202-1 through 227.7202-4 (June 1995), all U.S. Government End Users acquire Covered Code with only
those rights set forth herein.

11. MISCELLANEOUS.

This License represents thecompleteagreement concerning subjectmatter hereof. If anyprovisionof this License is held tobeunenforceable,
such provision shall be reformed only to the extent necessary to make it enforceable. This License shall be governed by California law
provisions (except to the extent applicable law, if any, provides otherwise), excluding its conflict-of-law provisions.With respect to disputes
in which at least one party is a citizen of, or an entity chartered or registered to do business in the United States of America, any litigation
relating to this License shall be subject to the jurisdiction of the Federal Courts of theNorthernDistrict of California, with venue lying in Santa
Clara County, California, with the losing party responsible for costs, including without limitation, court costs and reasonable attorneys' fees
and expenses. The application of the United Nations Convention on Contracts for the International Sale of Goods is expressly excluded.
Any law or regulation which provides that the language of a contract shall be construed against the drafter shall not apply to this License.

12. RESPONSIBILITY FOR CLAIMS.

As between Initial Developer and the Contributors, each party is responsible for claims and damages arising, directly or indirectly, out of its
utilization of rights under this License and You agree to work with Initial Developer and Contributors to distribute such responsibility on an
equitable basis. Nothing herein is intended or shall be deemed to constitute any admission of liability.

13. MULTIPLE-LICENSED CODE.

Initial Developer may designate portions of the Covered Code as "Multiple-Licensed". "Multiple-Licensed" means that the Initial Developer
permits you to utilize portions of the Covered Code under Your choice of the MPL or the alternative licenses, if any, specified by the Initial
Developer in the file described in Exhibit A.

EXHIBIT A -Mozilla Public License.

“The contents of this file are subject to the Mozilla Public License Version 1.1 (the "License"); youmay not use this file except in compliance
with the License. Youmay obtain a copy of the License at http://www.mozilla.org/MPL/

Software distributed under the License is distributed on an "AS IS" basis, WITHOUTWARRANTY OF ANY KIND, either express or implied.
See the License for the specific language governing rights and limitations under the License.

The Original Code is ______________________________________.

The Initial Developer of the Original Code is ________________________. Portions created by ______________________ are Copyright (C)
____________________________. All Rights Reserved.

Contributor(s): ______________________________________.

Alternatively, the contents of this file may be used under the terms of the _____ license (the "[___] License"), in which case the provisions of
[______] License are applicable instead of those above. If you wish to allow use of your version of this file only under the terms of the [____]
License and not to allow others to use your version of this file under the MPL, indicate your decision by deleting the provisions above and
replace themwith the notice and other provisions required by the [___] License. If you do not delete the provisions above, a recipient may
use your version of this file under either the MPL or the [___] License."

[NOTE: The text of this Exhibit A may differ slightly from the text of the notices in the Source Code files of the Original Code. You should
use the text of this Exhibit A rather than the text found in the Original Code Source Code for Your Modifications.]
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Release 8.4.1
Copyright © 2018 Juniper Networks, Inc. All rights reserved.

Revision History
January 2018—Revision 1

The information in this document is current as of the date on the title page.

YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. Junos OS has no known time-related limitations through the
year 2038. However, the NTP application is known to have some difficulty in the year 2036.

ENDUSER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use with) Juniper Networks
software. Use of such software is subject to the terms and conditions of the End User License Agreement (“EULA”) posted at
http://www.juniper.net/support/eula/. By downloading, installing or using such software, you agree to the terms and conditions of that
EULA.
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About This Guide

This preface provides the following guidelines for using the SBR Carrier Administration

and Configuration Guide:

• Objective on page lxxix

• Audience on page lxxix

• Documentation Conventions on page lxxix

• Related Documentation on page lxxxi

• Obtaining Documentation on page lxxxvi

• Documentation Feedback on page lxxxvi

• Requesting Technical Support on page lxxxvii

Objective

ThisguidedescribeshowtoconfigureandadministerSteel-BeltedRadiusCarrier software

running on Solaris and Red Hat Enterprise Linux operating systems.

Audience

This guide is intended for networkadministratorsworking forwirelineandwireless carriers.

It provides the information that administrators need to implement andmaintain

authentication, authorization, and accounting (AAA) services.

This guide assumes that you are familiar with general RADIUS and networking concepts,

as well as the network environment that includes Steel-Belted Radius Carrier.

If you useSteel-BeltedRadiusCarrierwith third-party products such asOracle, this guide

assumes you are familiar with the installation, configuration, and use of those products.

Documentation Conventions

Table 1 on page lxxix defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational noteNOTE:

lxxixCopyright © 2018, Juniper Networks, Inc.



Table 1: Notice Icons (continued)

DescriptionMeaningIcon

Indicates a situation that might result in loss of data or
hardware damage.

CautionCAUTION:

Alerts you to the risk of personal injury.WarningWARNING:

Table 2 on page lxxx describes the text conventions used throughout this manual.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

Text Conventions

• Issue the clock source command.

• Specify the keyword exp-msg.

Represents commands and keywords
in text.

Bold text like this

host1(config)#traffic class low-loss1Represents text that theusermust type.Bold text like this

host1#show ip ospf 2

Routing Process OSPF 2 with Router ID
5.5.0.250

Router is an Area Border Router (ABR)

Represents informationasdisplayedon
your terminal’s screen.

Fixed-width text like this

• There are two levels of access, user and
privileged.

• clusterId, ipAddress.

• Appendix A, System Specifications.

• Emphasizes words.

• Identifies variables.

• Identifies chapter, appendix, and
book names.

Italic text like this

Press Ctrl+b.Indicates that youmust press two or
more keys simultaneously.

Plus sign (+) linking key names

Change directories to /radiusdir/radiusdirRepresents the directory into which
Steel-Belted Radius Carrier has been
installed. The default location is
/opt/JNPRsbr/radius on Solaris
systems, but any location may be
specified during installation.

radiusdir

Syntax Conventions

terminal lengthRepresents keywords.Plain text like this

mask, accessListNameRepresents variables.Italic text like this

<add | replace>Enclose a list of possible selections.< > (angle brackets)
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

diagnostic | line

In this example, youmust specify add or replace
but cannot specify both:

<add | replace>

Represents a choice to select one
keyword or variable in a list of choices
that is separated by the pipe symbol.

| (pipe symbol)

[ internal | external ], or
<add | replace> = Attribute [,Attribute], where
the second attribute is identified as optional by
the brackets.

When they are used in a configuration files
brackets identify a section of the file.
In scripts or in operating system commands,
brackets indicate the default response or entry.

Represent optional keywords or
variables.

[ ] (brackets)

[ level1 | level2 | l1 ]*Represent optional keywords or
variables that canbeenteredmore than
once.

[ ]* (brackets and asterisk)

{ permit | deny } { in | out }
{ clusterId | ipAddress }

Represent required keywords or
variables.

{ } (braces)

Related Documentation

Table 3 on page lxxxi lists and describes the Steel-Belted Radius Carrier documentation

set:

Table 3: Steel-Belted Radius Carrier Documentation

DescriptionDocument

Describes how to install the Steel-Belted Radius Carrier
software on the server.

Steel-Belted Radius Carrier Installation Guide

Describes how to configure and operate the Steel-Belted
Radius Carrier and its separately licensedmodules.

Steel-Belted Radius Carrier Administration and Configuration
Guide

Describes the settings and valid values of the Steel-Belted
Radius Carrier configuration files.

Steel-Belted Radius Carrier Reference Guide

Provides tips, use cases, and tools you need to:

• ImproveSBRCperformance throughplanning, analysis, and
configuration

• Increase SBRC throughput and reliability

• Analyze specific use cases, in the lab or in the production
environment, to identify areas of potential performance
enhancementand to limit the impactof resourceconstraints
and failure scenarios

Steel-Belted Radius Carrier Performance, Planning and Tuning
Guide
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Table 3: Steel-Belted Radius Carrier Documentation (continued)

DescriptionDocument

Contains the latest informationabout features, changes, known
problems, and resolved problems.

Steel-Belted Radius Carrier Release Notes

NOTE: If the information in the Release Notes differs from the information
in any guide, follow the Release Notes.

Requests for
Comments (RFCs)

The Internet Engineering Task Force (IETF) maintains an online repository of Request

for Comments (RFCs) online at http://www.ietf.org/rfc.html.

Table 4 on page lxxxii lists the RFCs that apply to Steel-Belted Radius Carrier.

Table 4: RFCs Related to Steel-Belted Radius Carrier

TitleRFC Number

Domain Names - Implementation and Specification. P. Mockapetris. November
1987.

RFC 1035

Structureand IdentificationofManagement Information forTCP/IP-based Internets.
M. Rose, K. McCloghrie, May 1990.

RFC 1155

Management Information Base for Network Management of TCP/IP-based
internets: MIB-II. K. McCloghrie, M. Rose, March 1991.

RFC 1213

The Definitions of Managed Objects for IP Mobility Support using SMIv2. D. Cong
and others. October 1996.

RFC 2006

HMAC: Keyed-Hashing for Message Authentication. H. Krawczyk, M. Bellare, R.
Canetti. February 1997.

RFC 2104

The TLS Protocol. T. Dierks, C. Allen. January 1999.RFC 2246

An Architecture for Describing SNMPManagement Frameworks. D. Harrington, R.
Presuhn, B. Wijnen, January 1998.

RFC 2271

PPP Extensible Authentication Protocol (EAP). L. Blunk, J. Volbrecht, March 1998.RFC 2284

Microsoft PPP CHAP Extensions. G. Zorn, S. Cobb, October 1998.RFC 2433

Microsoft Vendor-specific RADIUS Attributes. G. Zorn. March 1999.RFC 2548

Proxy Chaining and Policy Implementation in Roaming. B. Aboba, J. Vollbrecht,
June 1999.

RFC 2607

RADIUS Authentication Client MIB. B. Aboba, G. Zorn. June 1999.RFC 2618

RADIUS Authentication Server MIB. G. Zorn, B. Aboba. June 1999.RFC 2619
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Table 4: RFCs Related to Steel-Belted Radius Carrier (continued)

TitleRFC Number

RADIUS Accounting Client MIB. B. Aboba, G. Zorn. June 1999.RFC 2620

RADIUS Accounting Server MIB. G. Zorn, B. Aboba. June 1999.RFC 2621

PPP EAP TLS Authentication Protocol. B. Aboba, D. Simon, October 1999.RFC 2622

Framework Architecture for Signaling Transport. L. Ong et al., October 1999RFC 2719

Implementation of L2TP Compulsory Tunneling via RADIUS. B. Aboba, G. Zorn.
April 2000.

RFC 2809

Remote Authentication Dial In User Service (RADIUS). C. Rigney, S. Willens, A.
Rubens, W. Simpson. June 2000.

RFC 2865

RADIUS Accounting. C. Rigney. June 2000.RFC 2866

RADIUS AccountingModifications for Tunnel Protocol Support. G. Zorn, B. Aboba,
D. Mitton. June 2000.

RFC 2867

RADIUS Attributes for Tunnel Protocol Support. G. Zorn, D. Leifer, A. Rubens, J.
Shriver, M. Holdrege, I. Goyret. June 2000.

RFC 2868

RADIUS Extensions. C. Rigney, W.Willats, P. Calhoun. June 2000.RFC 2869

Network Access Servers Requirements: Extended RADIUS Practices. D. Mitton.
July 2000.

RFC 2882

Stream Control Transmission Protocol. R. Stewart and others. October 2000.RFC 2960

DHCP Relay Agent Information Option. M. Patrick. January 2001.RFC 3046

Authentication for DHCPMessages. R.Droms and others. June 2001.RFC 3118

RADIUS and IPv6. B. Aboba, G. Zorn, D. Mitton. August 2001.RFC 3162

IP Mobility Support for IPv4. C. Perkins. August 2002.RFC 3344

Authentication, Authorization, and Accounting (AAA) Transport Profile. B. Aboba,
J. Wood. June 2003.

RFC 3539

IANA Considerations for RADIUS (Remote Authentication Dial-In User Service). B.
Aboba, July 2003.

RFC 3575

RFC3576 -DynamicAuthorizationExtensions toRemote toRemoteAuthentication
Dial In User Service. NetworkWorking Group, 2003

RFC 3576

RADIUS (Remote Authentication Dial In User Service) Support For Extensible
Authentication Protocol (EAP). B. Aboba, P. Calhoun, September 2003.

RFC 3579
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Table 4: RFCs Related to Steel-Belted Radius Carrier (continued)

TitleRFC Number

IEEE802.1XRemoteAuthenticationDial InUserService (RADIUS)UsageGuidelines.
P. Congdon, B. Aboba, A. Smith, G. Zorn, J. Roese, September 2003.

RFC 3580

Diameter Base Protocol. P. Calhoun, J. Loughney, E. Guttman, G. Zorn, J.Arkko.
September 2003.

RFC 3588

Extensible Authentication Protocol. B. Aboba, L. Blunk, J. Vollbrecht, J. Carlson,
H. Levkowetz. June 2004.

RFC 3748

Authentication, Authorization, and Accounting (AAA) Registration Keys for Mobile
IPv4. C. Perkins and P. Calhoun. March 2005.

RFC 3957

Diameter Network Access Server Application. P. Calhoun, G. Zorn, D. Spence, D.
Mitton. August 2005.

RFC 4005

ExtensibleAuthenticationProtocol (EAP)MethodRequirements forWireless LANs.
D. Stanley and others. March 2005.

RFC 4017

Diameter ExtensibleAuthenticationProtocol (EAP)Application. P. Eronen, G. Zorn,
T. Hiller. August 2005.

RFC 4072

Extensible Authentication Protocol Method for Global System for Mobile
Communications (GSM) Subscriber Identity Modules (EAP-SIM). H. Haverinen, J.
Salowey. January 2006.

RFC 4186

Extensible Authentication Protocol Method for Global System for 3rd Generation
Authentication and Key Agreement (EAP-AKA). J. Arkko, H. Haverinen. January
2006.

RFC 4187

The Network Access Identifier. B. Aboba and others. December 2005.RFC 4282

IdentitySelectionHints for theExtensibleAuthenticationProtocol (EAP). F. Adrangi,
V. Lortz, F. Bari, P. Eronen. January 2006.

RFC 4284

Internet Key Exchange (IKEv2) Protocol. C. Kaufman. December 2005.RFC 4306

Chargeable User Identity. F. Adrangi and others. January 2006.RFC 4372

Lightweight Directory Access Protocol (LDAP) Technical Specification Road Map.
K. Zeilenga, June 2006.

RFC 4510

SignalingSystem7 (SS7)MessageTransfer Part 3 (MTP3) -UserAdaptation Layer
(M3UA). K. Morneault, J. Pastor-Balbas. September 2006.

RFC 4666

RADIUS Authentication Client MIB for IPv6. D. Nelson. August 2006.RFC 4668

RADIUS Authentication Server MIB for IPv6. D. Nelson. August 2006.RFC 4669

RADIUS Accounting Client MIB for IPv6. D. Nelson. August 2006.RFC 4670
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Table 4: RFCs Related to Steel-Belted Radius Carrier (continued)

TitleRFC Number

RADIUS Accounting Server MIB for IPv6. D. Nelson. August 2006.RFC 4671

Extensible Authentication Protocol Tunneled Transport Layer Security
AuthenticatedProtocolVersion0 (EAP-TTLSv0). P. Funk, S. Blake-Wilson.August
2008.

RFC 5281

Improved Extensible Authentication Protocol Method for 3rd Generation
Authentication and Key Agreement (EAP-AKA'). J. Arkko, V. Lehtovirta, P. Eronen.
May 2009.

RFC 5448

Use of Status-Server Packets in the Remote Authentication Dial In User Service
(RADIUS) Protocol A. DeKok. August 2010.

RFC 5997

Diameter Base Protocol. V. Fajardo, J. Arkko, J. Loughney, G. Zorn. October 2012.RFC 6733

RADIUSAttributes for IPv6 Access NetworksW.Dec, B. Sarikaya, G. Zorn, D. Miles,
B. Lourdelet. April 2013.

RFC 6911

3GPP Technical
Specifications

The Third-Generation Partnership Project (3GPP) and 3GPP2maintains an online

repository of Technical Specifications and Technical Reports at http://www.3gpp.org

and http://www.3gpp2.org, respectively.

Table 5 on page lxxxv lists the 3GPP Technical Specifications that apply to Steel-Belted

Radius Carrier.

Table 5: 3GPP Technical Specifications

Applicable SectionsTitle3GPP TS Number

• Section 5.1.7: Interworking betweenPLMNand
WLANs

Requirements on 3GPP system toWireless
Local Area Network (WLAN) interworking

3GPP TS 22.234
Version 12.0.0

• Section 2.2: Composition of IMSINumbering, addressing, and identification3GPP TS 23.003
Version 12.6.0

• Section 3B: Definition of subscriber data
I-WLAN domain

Organization of subscriber data3GPP TS 23.008
Version 12.6.0

• Section 6.1: Reference Model

• Section 6.2: Network Elements

3GPP system toWireless Local Area Network
(WLAN) interworking; System description

3GPP TS 23.234
Version 12.0.0

• Section 4.1: Concepts

• Section 4.3: Network Elements

Architecture enhancements for non-3GPP
accesses

3GPP TS 23.402
Version 12.8.0

• Section 6: UE – EPC Network protocols

• Section 8: PDUs and parameters specific to
the present document

Access to the3GPPEvolvedPacketCore (EPC)
via non-3GPP access networks; Stage 3

3GPP TS 24.302
Version 14.4.0
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Table 5: 3GPP Technical Specifications (continued)

Applicable SectionsTitle3GPP TS Number

• Section 6: Requirements concerning the use
of SCCP and TC

• Section 7.1: Terminology and definitions

• Section 7.2: Modelling principles

• Section 7.3: Common MAP service

Mobile Application Part (MAP) specification3GPP TS 29.002
Version 12.7.0

• Section 4: SWa Description

• Section 5: STa Description

• Section 6: SWd Description

• Section 7: SWmDescription

• Section 8: SWx Description

• Section 9: S6b and H2 Description

• Section 10: Result-Code and
Experimental-Result Values

Evolved Packet System (EPS); 3GPPEPSAAA
interfaces

3GPP TS 29.273
Version 12.7.0

• Section 6: Authentication and key agreement
procedures

• Section 7: Establishment of security contexts
in the target access system

• Section 8: Establishment of security between
UE and ePDG

• Section 9: Security for IP based mobility
signalling

• Section 14: Temporary identity management

3GPP System Architecture Evolution (SAE);
Security aspects of non-3GPP accesses

3GPP TS 33.402
Version 14.2.0

WiMAX Technical
Specifications

TheWiMAX Forum Networking Group (NWG)maintains a repository of technical

documents and specifications online at http://www.wimaxforum.org. You can also
view theWiMAX IEEE standards, 802.16e-2005 for mobileWiMAX and 802.16-2004 for

fixedWiMAX, online at http://www.ieee.org.

Third-Party Products For information about configuring your Ulticom software and hardware, or your access

servers and firewalls, consult the manufacturer’s documentation.

Obtaining Documentation

To obtain themost current version of all Juniper Networks technical documentation, see

the products documentation page on the Juniper Networks website at

http://www.juniper.net/.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation to better meet your needs. Send your comments to

techpubs-comments@juniper.net, or fill out the documentation feedback form at
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http://www.juniper.net/techpubs/feedback/. If you are using e-mail, be sure to include

the following information with your comments:

• Document name

• Document part number

• Page number

• Software release version

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need post-sales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC Policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf

• ProductWarranties—For product warranty information, visit
http://www.juniper.net/support/warranty/

• JTAC Hours of Operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-HelpOnline Tools
and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings:

http://www.juniper.net/customers/support/

• Search for known bugs:

http://www2.juniper.net/kb/

• Find product documentation:

http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://www.juniper.net/alerts/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Manager:

http://www.juniper.net/cm/
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Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool located at

https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith
JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Manager tool in the CSC at

http://www.juniper.net/cm/

• Call 1-888-314-JTAC (1-888-314-5822 – toll free in the USA, Canada, and Mexico)

For international or direct-dial options in countries without toll-free numbers, visit

http://www.juniper.net/support/requesting-support.html

When you contact technical support, be ready to provide:

• Your Steel-Belted Radius Carrier release number (for example, Steel-Belted Radius

Carrier Release 7.x).

• Information about the server configuration and operating system, including any OS

patches that have been applied.

• For licensedproducts under a currentmaintenance agreement, your license or support

contract number.

• A detailed description of the problem.

• Any documentation that may help in resolving the problem, such as error messages,

memory dumps, compiler listings, and error logs.
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PART 1

Product Overview

This part provides an overview of the features of Steel-Belted Radius Carrier and the

available optional modules. The following chapters are included in this part:

• Steel-Belted Radius Carrier Overview on page 3
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CHAPTER 1

Steel-Belted Radius Carrier Overview

This chapter presents an overviewof the features in the Steel-Belted Radius Carrier core.

In addition, it provides an overview of the optional modules available for Steel-Belted

Radius Carrier, and describes licensing. This chapter contains these topics:

• Introduction to Steel-Belted Radius Carrier on page 3

• SBR Carrier Core Features on page 4

• Management Interfaces on page 7

• Optional SIM Authentication Module on page 8

• Optional WiMAXMobility Module Features on page 9

• Optional Session Control Module on page 10

• Optional Scripting Module on page 11

• Optional Session State Register (High Availability) Module on page 11

• Optional Concurrency Module on page 11

• Optional 3GPP AAAModule on page 11

• Licensing on page 12

Introduction to Steel-Belted Radius Carrier

Steel-BeltedRadiusCarrier delivers a total authentication, authorization, andaccounting

(AAA) solution on the scale required by Internet service providers and carriers. It provides

the power and flexibility you need to manage the delivery of enhanced services to your

customers. It integrates cleanly with all components of your network operations center

(NOC), from customer authentication and service delivery to the back-office accounting

and billing system.

Steel-Belted Radius Carrier is an authentication, authorization, and accounting (AAA)

platform that provides data services for wireline, wireless, and converged carriers. It

interfaces with a wide variety of network access equipment, and authenticates remote

and wireless LAN (WLAN) users against numerous back-end databases, allowing you

to consolidate the administration of all your remote andWLAN users.

Figure 1 on page 4 shows the architecture of Steel-Belted Radius Carrier.
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Figure 1: Steel-Belted Radius Carrier Architecture

The foundation of Steel-Belted Radius Carrier is the SBR Carrier core. All other modules

are optional, license-enabledmodules. The following section provides a high-level

description of SBR Carrier core and each optional module.

SBR Carrier Core Features

Important features and benefits of SBR Carrier core include:

• Centralizedmanagement of user access control and security simplifies access

administration.

• Flexible, powerful proxyRADIUS features enable you to easily distribute authentication

and accounting requests to the appropriate RADIUS server for processing.

• You have a choice of username format, and you can configure routing based on

username decoration, Dialed Number Identification Service (DNIS), or specific

attributes.
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• You can selectivelymodify attributes as proxy packets flow to and fromSteel-Belted

Radius Carrier.

• You can specify groups of proxy target servers that handle proxy requests according

to load-balancing or retry strategies—for the best performance and reliability.

• Externalauthentication featuresenableyou toauthenticateagainstmultiple, redundant

Structured Query Language (SQL) or Lightweight Directory Access Protocol (LDAP)

databases according to configurable load balancing and retry strategies, ensuring the

highest level of service delivery to your users.

• Authentication against a local database enables employee access to the network.

• Flexibleauthenticationoptionsenableyou touseyourexistingOS-basedauthentication

databaseandexternalSQL/LDAPdatabases for remoteandWLANuserauthentication.

• Support for awidevarietyof802.1X-compliant accesspointsandother networkaccess

servers ensures compatibility in your network environment.

• You can control the time periods during which each user is allowed access. An access

request is granted only during a user’s allowed access hours; otherwise it is refused,

even if the user presents valid credentials.

• You can configure Steel-Belted Radius Carrier by usingWeb GUI or LDAP (either

programmatically or at the command line prompt).

• You can define administrative access levels and apply them to user or group accounts

on the server. Read, write, and read/write access can be applied selectively to various

categories of configuration data.

• Auto-restart enables Steel-Belted Radius Carrier to restart itself automatically if it

experiences a shutdown.

• Simple Network Management Protocol (SNMP) support enables you to centrally

monitor Steel-Belted Radius Carrier from your SNMP console, in the samemanner as

youmonitor other devices and services on your network. Steel-Belted Radius Carrier

offers full SNMP support including SNMP traps and alarms.

• High-performance operation ensures speedy Internet access, with minimal delay for

customers.

• Directedauthenticationandaccounting featuressimplify thehostingofRADIUSservices

so Steel-Belted Radius Carrier can provide unique services for each of your customers.

Incoming requests can be directed to specific authentication or accounting methods

based on username decoration or DNIS.

3rd Generation Partnership Project (3GPP) Support

3rdGenerationPartnershipProject (3GPP)support facilitates themanagementofmobile

sessions and their associated resources through communication with a Gateway GPRS

Support Node (GGSN). 3GPP support in Steel-Belted Radius Carrier is based on the

specifications given in the Interworking between the Public Land Mobile Network (PLMN)

supporting Packet Based Services and Packet Data Networks (PDN) documentation (TS

29.061), which is available atwww.3GPP.org.
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The 3GPP support in Steel-Belted Radius Carrier includes support of multiple Packet

Data Protocol (PDP) contexts. In order to transmit or receive General Packet Radio

Service (GPRS)data, amobile station (MS)mustactivateaPacketDataProtocol context

(PDP). ThePDPcontext is a setofparameters that consistsof all the information required

for establishing an end-to-end data connection. Multiple PDP contexts enable a single

MS to access multiple services simultaneously.

Native Support for Structured Attributes

Steel-Belted Radius Carrier natively supports structured attributes that contain

subattributes. Subattributes, like normal RADIUS attribute-value pair (AVPs), consist of

the raw encoding of a type field (such as 1 for WiMAX-Release, within the

WiMAX-Capability VSA) followed by a length value (such as 5) followed by the value of

the attribute (such as 1.2).

Subattributes are values in a RADIUS packet that are not stored as a RADIUS AVP, or

vendor-specific-attribute (VSA), but rather are packed with other subattributes into a

RADIUS VSA. In a RADIUS packet, multiple RADIUS VSAsmight contain subattributes.

The RADIUS VSA, which consists of multiple subattributes, is sometimes referred to as

a structured attribute because it contains structured data.

Earlier Steel-Belted Radius products, such as the SIM Server product and the Mobile IP

Module (MIM), only interpreted AVPs and not the subattributes contained within the

AVP. These earlier products included plug-ins that copied the subattributes from the

AVP container and represented them in the RADIUS request as if they were received as

separateAVPs. In the response, theRADIUSAVPswere reassembled fromtheir contained

subattribute values. This process was known as packet flattening and unflattening.

The dictionary mechanism of Steel-Belted Radius Carrier has been extended to allow

for XML declaration of structured AVP contents. When an AVPwith an associated

structure definition is received, its internal subattribute values are automatically parsed

andbecomeavailable toanycomponentwithinSteel-BeltedRadiusCarrier thatprocesses

RADIUS requests. Similarly, any subattribute values that are populated into the RADIUS

response are formatted as part of the structured RADIUS AVP according to the same

XML structure definition.

In Release 7.2 and lower-numbered releases of Steel-Belted Radius Carrier, if you used

the packet flattening/unflattening method, we recommend that youmigrate to using

subattributes.

Adding NAS Location Information to Access-Requests

Steel-Belted Radius Carrier core provides an attribute handling feature that allows you

to add network access server (NAS) location information to proxied Access-Request

messages.

When amobile device is outside the area of its provider, it roams by sending the request

to a local foreign AAA (FAAA) server that is owned by another provider. Service providers

might require the location of the mobile device requesting access to their network.
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You can configure an Access-Request to include the location of the NAS through which

the proxied request was processed. Because the NAS is geographically near the mobile

device, it closely approximates the location of the mobile device.

For proxied requests, Steel-Belted Radius Carrier can perform a lookup to find a NAS

location based on a particular attribute. Steel-Belted Radius Carrier can perform a query

to find the value of the attribute that identifies the NAS location. The NAS location is

then added to the Access-Request, which is sent to the service provider’s home AAA

(HAAA) server.

Support for Additional EAP Authentication Protocols

The license for the Steel-Belted Radius Carrier core module includes support for the

following EAP authentication protocols: TLS, TTLS, and PEAP. Before release 7.0 these

authentication protocols required an additional license.

Statistics and Reporting Capabilities

Steel-Belted Radius Carrier collects and displays summary statistics for authentication,

accounting, and proxy forwarding transactions. You can also use statistics to see how

long Steel-Belted Radius Carrier has been running and to display a list of the users

currently connected through a NAS or tunnel.

Steel-Belted Radius Carrier also includes a user-configurable logging and reporting

function that generates log files, which record session statistics for authentication and

accounting. Accounting reports can be used for billing, system diagnosis, and usage

planning. Using authentication reporting, you can control how and what Steel-Belted

Radius Carrier logs and reports for authentication requests including successful

authentications, authentication rejections, requests received from unknown clients, and

requests that used invalid shared secrets.

You can also control dilutions and thresholds for Steel-BeltedRadius Carrier events used

to communicate failures, warnings, and other information.

Management Interfaces

Steel-Belted Radius Carrier and its functions can bemanaged using a number of

management interfaces. Following is a brief description of eachmanagement interface

and a reference to where you can find specific details on each interface.

WebGUI

The front-end interfaces for the Steel-Belted Radius Carrier is theWeb GUI. TheWeb

GUI is an application that enables you to configure settings for SBR Carrier using aWeb

browser. In minutes, you can set up new users, alter standard profiles, or configure new

network access servers fromany computer on the network.WebGUI is used to configure

most of the functions of Steel-Belted Radius Carrier. Refer to the particular function you

want to configure, for specific details on how to useWeb GUI to configure it. For more

information about theWeb GUI, see “UsingWeb GUI” on page 17.
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LDAP Configuration Interface (LCI)

The LDAPConfiguration Interface (LCI) provided by Steel-Belted Radius Carrier, consists

ofanLDAP interface in theSteel-BeltedRadiusCarrier server andanLDAPvirtual schema.

TheLDAPvirtual schemapresents thestructureof theSteel-BeltedRadiusCarrier session

storage in amanner that can be understood by the LDAP client utilities. The LCI uses the

virtual schema to retrieve entries from the session storage. For more information about

the LCI, see “Using the LDAP Configuration Interface” on page 489.

Command Line Utility

A command line utility can be used to view sessions and issue Change of Authorization

andDisconnectMessage (CoA/DM) requests. Formore informationabout thecommand

line utility, see

“Using the Command Line Utility to Manage and Control Sessions” on page 711.

XML/HTTPS Interface

Steel-Belted Radius Carrier includes an application programming interface (API) which

is a proprietary XML request/response interface. This interface is used byWeb GUI,

command line utility, or a custom developed client management application to issue

Change of Authorization and Disconnect Message (CoA/DM) requests. For more

information, see “XML over HTTPS Interface” on page 733.

SNMP

SNMP support enables you to monitor Steel-Belted Radius Carrier from your SNMP

console, in the samemanner as youmonitor other devices and services on your network.

Steel-Belted Radius Carrier SNMP support includes SNMP traps and alarms. For more

information, see “Simple Network Management Protocol” on page 481.

Optional SIM AuthenticationModule

The optional SIM Authentication module enables you to provide IP-based services such

as public WLAN access, and Unlicensed Mobile Alliance (UMA) and Femtocell access

to your subscribers, while leveraging your existing customer care and authentication

infrastructure. Appropriate for Global System for Mobile Communications (GSM)

infrastructures, theoptionalSIMauthenticationmoduleprovidesAAAservices for802.1X

and non-802.1X hotspots and Unlicensed Mobile Access (UMA) networks, enabling

several new service offerings. You can offer secure hotspot access via 802.1X and

Extensible AuthenticationProtocol–Subscriber IdentityModule (EAP-SIM) or Extensible

Authentication Protocol–Authentication and Key Agreement (EAP-AKA) user

authentication. Finally, the SIM authentication module extends mobile services over IP

accessnetworks forUMAenvironments, providing thesamemobile identityonunlicensed

wireless networks as onmobile networks, and enabling roaming and handover between

networks.
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OptionalWiMAXMobility Module Features

Worldwide Interoperability Microwave Access (WiMAX) is an 802.16-based

implementationofastandardbroadbandwirelessaccess technologyusedforapplications

that includemobile broadband, fixed broadband connections, hotspot and cellular

backhaul, and high speed enterprise connectivity for businesses.

Themain components of WiMAX include (Figure 2 on page 9):

• Mobile Station—The device used by the end user to access the network.

• AccessServiceNetworkGateway(ASN-GW)—Locatedat theNetworkAccessProvider,

the ASN GW provides radio resource management, access control, andmobility

management services.

• Mobile IP Home Agent (MIP-HA)—Located at the Connectivity Service Provider (CSP)

the MIP-HA acts as mobility anchor, providing access to IP-based services and acting

as the policy enforcement point for policy management applications.

• AAA Server—Located at the CSP, the AAA server provides authentication and

authorization of subscribers, devices (or both), as well as mobility management.

Figure 2:WiMAX Reference Architecture
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TheoptionalWiMAXMobilitymoduleenablesSteel-BeltedRadiusCarrier toact aseither

the home AAA (HAAA) or visited AAA (VAAA) as shown in Figure 2 on page 9. It also

handles EAP-authentication over RADIUS, manages mobility, and is responsible for

processing accounting requests for both post and prepaid billing.

The functions the AAA server is responsible for in aWiMAX network include:

• Network attachment—Securely attach a user or device (or both) to the network, and

manage its authentication keys throughout the session lifetime.

• Mobility management–Manage a user’s mobility throughout the session lifetime.

• Resource Management—Assign andmanage a user’s network resources

• User IP addresses
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• Home agent assignment

• Quality of Service—Manage and assign a user’s WiMAX QoS flows and authorize their

activation

• Billing—Provide user/session and QoS flow-based accounting (service session) and

reconciliation

• Roaming—Act as a visited or home AAA in roaming scenarios. Ensure proper

authentication and billing

TheWiMAXmobility module of Steel-Belted Radius Carrier supports the following

features:

• AAA-generated cryptographic keys generation, management, and distribution

• EAP authentication methods and EAP-derived cryptographic keys

• WiMAX VSA support, including Continued and Structured attributes

• Capabilities negotiation

• Access-Request categorization by client type: ASN-GW, home agent, DHCP server or

other

• Home agent and DHCP server assignment

• Post-Paid Accounting, including per-flow and continued sessions

• Reauthentication (authenticate-only service type) without handover

• Mobility and handover, including reauthentication and accounting with handover

For more information, see “Configuring theWiMAXMobility Module” on page 567.

Optional Session Control Module

The optional Session Control module enables you tomake changes to active subscriber

sessions without requiring the network access server (NAS) to initiate the change. For

example, youmay want to terminate an active user’s session by issuing a Disconnect

Message (DM) request to the NAS, or youmay want to modify the authorization level of

an active user’s session issuing a Change of Authorization (CoA) request to the NAS. For

example, as a service provider, youmay be required to provide legal organizations with

voice and data intercept capabilities as mandated by law. Thesemight include access

to private communications between organizations or individuals such as phone calls,

email, VoIP, or instant messaging. These legal intercept capabilities can be performed

by issuing a CoA request.

Using the Session Control module, you can customize the CoA/DM requests you want

to support in your network. This powerful capability allows you to define actions that can

be invoked on active sessions such as disconnecting an active session, increasing the

bandwidth of an active session, or any other action you want to define.

You can control sessions usingWeb GUI, a command line utility, or you can develop your

own client management application to interface with the Steel-Belted Radius Carrier

CoA/DM XML interface.
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Formore information, see “Overviewof theOptionalSessionControlModule”onpage681.

Optional ScriptingModule

An optional JavaScripting module is available that enables you to incorporate scripts

into yourSteel-BeltedRadiusCarrier configuration. It supports fine-tuningofSteel-Belted

Radius Carrier server settings and implementation of custom request processing logic.

Youcanuse scripts to configureSteel-BeltedRadiusCarrier to evaluate complexdecision

logic andmanipulate RADIUS request data objects in ways that cannot be expressed

through settings in the standard Steel-Belted Radius Carrier initialization files.

Steel-BeltedRadiusCarrier scripts arewritten in JavaScript, an industry standard scripting

language with a powerful, object-based syntax.

Optional Session State Register (High Availability) Module

The Steel-Belted Radius Carrier Session State Register (SSR)module implements a

stateless high-availability AAA platform. Multiple servers of different types (data,

management, and SBR Carrier) perform certain aspects of SBR Carrier operation. The

servers collaborate to share a common session database and a common IP address

pool, and to provide a high level of redundancy. The common shared resources can be

accessed simultaneously by up to 20 SBR Carrier servers.

Figure 3: Basic “Starter Kit” Steel-Belted Radius Carrier Session State
Register Cluster

g0
16

28
8

SSR Optional Module
Data Node A

SSR Optional Module
Data Node B

NDBCLUSTER Storage Engine

Steel-Belted Radius
Carrier Server 1 and
NDB Management Node

Steel-Belted Radius
Carrier Server 2 and
NDB Management Node

Optional ConcurrencyModule

The optional Concurrency module works in the Session State Register environment and

provides tools that can limit the number of active connections on a per-user per-cluster

basis on any attribute or realm. Users can also be grouped based on attributes or realms.

Optional 3GPP AAAModule

The 3GPP AAAmodule enables the Diameter functionality in SBR Carrier to support

non-3GPP network services. SBR Carrier performs EAP-AKA and EAP-AKA’ based

authentication, subscription authorization, and accounting in non-3GPP networks. SBR

Carrier converts RADIUSmessages received from non-3GPP networks to Diameter
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messages and forwards Diameter messages to a Home Subscriber Server (HSS). When

theHSS replieswithDiametermessages,SBRCarrier converts themtoRADIUSmessages

and replies to the non-3GPP client.

Licensing

Steel-Belted Radius Carrier uses five types of licensing.

• The base server license (SBR-CAR-AAA) delivers all core functionality on a single

server and supports up to 50,000 concurrent sessions.

• Additional concurrent user licenses are available to increase the number of concurrent

sessions that a server may handle. These are cumulative licenses that enhance the

base server license. For example, if you startwith abase server license (which supports

50,000 sessions) on each server in a cluster and purchase an additional license that

also supports 50,000 sessions, you can apply this additional license to all servers in

the cluster to increase the total number of sessions of the server to 100,000.

NOTE:
• For acluster, theadditional license shouldbeapplied toeachof the front
ends to increase the total session capacity of the cluster.

• For a standalone system, the additional license can be applied only to
the single SBR server.

In both the standalone system and the cluster, each server individually monitors the

number of concurrent active sessions every hour. If the number of concurrent active

sessions exceeds the license count, then the server generates anSNMP trapandwrites

a warning message to the log.

The formatof themessagewritten to the log isWARNING:%dactivesessionsexceed
the license limit of%dsessions. Please upgrade your SBR license in order to remain
in compliance with your license agreement. Here, the first %d indicates the number

of active sessions and the second%d indicates the maximum number of concurrent

sessions set by the license.

NOTE: Themessage is written to the log regardless of the LogLevel set in
the radius.ini file.

Licenses are available for different numbers of additional sessions, up to 2,000,000:

• Add 50,000 concurrent sessions (SBR-CAR-ADD-50K)

• Add 100,000 concurrent sessions (SBR-CAR-ADD-100K)

• Add 250,000 concurrent sessions (SBR-CAR-ADD-250K)

• Add 500,000 concurrent sessions (SBR-CAR-ADD-500K)

• Add 1,000,000 concurrent sessions (SBR-CAR-ADD-1M)

• Add 2,000,000 concurrent sessions (SBR-CAR-ADD-2M)
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• Optional add-onmodules, except Session State Register, are licensed on a per-server

basis and requires that the server already have a base server (SBR-CAR-AAA) license.

Currently available modules are:

• Optional WiMAXMobility Module (SBR-CAR-WMM).

• Optional JavaScripting (SBR-CAR-JSC).

• Optional SIM Authentication Module (SBR-CAR-SIM).

• Optional Session Control Module (SBR-CAR-SCM)

• Optional 3GPP AAAModule (SBR-CAR-DIA)

• The Optional Session State Register (high availability) Module has special license

offerings.

• Three kinds of licenses are available for the Steel-Belted Radius Carrier Session

State Register cluster starter kit:

• Regular starter kit license—Provides twodatanode licensesand twomanagement

node licenses. It doesnot imposeany restrictionon theexpansion kit or concurrent

sessions. (SBR-SSR-START)

• Restricted cluster session license—Provides two data node licenses and two

management node licenses. It limits the total number of concurrent sessions to

100,000 regardless of the additional concurrent session licenses you applied. For

example, if you start with a base server license (which supports 50,000 sessions)

and purchase an additional license that supports 100,000 sessions, the restricted

cluster session license allows you to use only 100,000 sessions and ignores the

additional 50,000 sessions. The restricted cluster session license does not allow

you to add any expansion kit licenses. (SBR-SSR-LIMITED)

• Upgrade cluster license—Is available to enable you to upgrade from a restricted

cluster to a regular cluster. It only removes the restriction on the number of

concurrent sessions and enables the addition of an expansion kit license.

(SBR-SSR-UPG)

• TheSteel-BeltedRadiusCarrierSessionStateRegister cluster expansionkitprovides

two additional data node licenses. One expansion kit may be added to a starter kit,

so the SSR cluster can grow beyond the Starter Kit’s two data node licenses to

include four data nodes. (SBR-SSR-EXP)

• Additional single Steel-Belted Radius Carrier Session State Register management

node licenses are available. The SSR cluster can grow beyond the Starter Kit’s two

combination management node licenses to include a third management node.

(SBR-SSR-EXP)(SBR-SSR-MNGMT)

• TheoptionalConcurrencyandWholesaleModule (SBR-CAR-CWM) licenseenables

you to manage user concurrency across multiple servers connected to the same

session storage cluster. Concurrency can bemanaged based on username, as well

as any attribute.

• The optional transaction license controls the transaction ratewhen no session license

isapplied.This license is usefulwhenSBR isnotused tomanagesessions—for example,
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when SBR is used as a proxy server. By default, a rate limit of 100 transactions per

second (TPS) exists in the absence of a session license.

Licenses are available for additional transactions. You can add the following numbers

of additional transactions:

• Up to 500 transactions (SBR-CAR-TPS-500)

• Up to 1000 transactions (SBR-CAR-TPS-1000)

• Up to 2000 transactions (SBR-CAR-TPS-2000)

• Up to 5000 transactions (SBR-CAR-TPS-5000)

• Up to 10,000 transactions (SBR-CAR-TPS-10000)

• Unlimited transactions (SBR-CAR-TPS-UNLIM)

Steel-Belted Radius Carrier generates SNMP traps and stores warning messages in

the log file when the rate limit of TPS is exceeded.

NOTE:
• The default rate limit of 100 TPSwill not add up, when any of the above
transaction licenses are applied.

• Bydefault, clusterssupportunlimitedTPS,hencetheoptional transaction
license is not required for the cluster environment.
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PART 2

Web GUI Overview

This part describes an overview of how to use theWeb graphical user interface (GUI) to

configure the SBR Carrier server.

The following chapters are included in this part:

• UsingWeb GUI on page 17
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CHAPTER 2

UsingWeb GUI

Web GUI is an application that enables you to configure settings for SBR Carrier using a

Web browser. This chapter presents an overview of how to use theWebGUI to configure

SBR Carrier. This chapter contains the following topics:

NOTE: Administrators making large-scale changes to the SBR Carrier
databasemight prefer to use the LDAP command line interface. See
“Using the LDAP Configuration Interface” on page 489.

• Running theWeb GUI on page 17

• Navigating in theWeb GUI on page 21

• Adding License Keys on page 30

• Displaying Version Information on page 31

• Closing theWeb GUI on page 32

Running theWeb GUI

You launch theWeb GUI by running aWeb browser on your management workstation,

and opening a connection to the SBR Carrier server you want to configure. TheWeb GUI

is designed to support anyWeb 2.0 browser. For a list of tested browsers, see “Tested

Browsers” on page 20.

A Hypertext Transfer Protocol over Secure Sockets Layer (HTTPS) connection is

established between theWeb browser in the management workstation and the SBR

Carrier server. This connection is used to communicate configuration data to the server.

NOTE: The SBR Carrier server must be running in order to useWeb GUI.
Executing the sbrd start command also starts theWeb server.

Like other secure websites using HTTPS, SBR Carrier provides a Secure Sockets Layer

(SSL) certificate to prove its identity, and requires credentialswhen accessing the server.

The SSL certificate can be autogenerated or you can provide a custom SSL certificate

by running the configure script or during initial configuration of SBR Carrier.
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NOTE: Digital Signature Algorithm (DSA) certificates are not supported.

Pluggable authentication module (PAM) settings:

PAM provides an extensible mechanism for user authentication. It provides one or more

of the following authentication and security services:

• Authentication—These servicemodules are used to authenticate access to an account

or service and set up user credentials.

• Account management—These service modules determine the validity of the current

user account. For example, an account management module could check password

or account expiration or enforce access-time restrictions.

• Session management—These service modules are responsible for setting up and

terminating login sessions.

• Passwordmanagement—These service modules enforce password strength and

previous-use rules and perform authentication updates.

TheMethod parameter in the [Settings] section of the access.ini file controls the
databaseagainstwhich theuser is authenticated foraccess.See theSBRCarrierReference

Guide for more information.

To log in to a SBR Carrier server:

1. Open a browser connection to the SBR Carrier server you want to administer.

• To administer a SBR Carrier server running on your local host, enter

https://localhost:2909, where the port assignment of 2909 is the SBR Carrier’s
default TCP port for administration connections.

• To administer a SBR Carrier server running on a remote host, enter

https://server:2909,where theport assignmentof 2909 is theSBRCarrier’s default
TCP port for administration connections. For example:

https://192.168.24.15:2909/

NOTE: Make sure that you access theWeb GUI using HTTPS instead
of HTTP.

The Login page (Figure 4 on page 19) appears.
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Figure 4: Login Page

NOTE: Youcanuse thehttps.portparameter in thehttps.ini file located
in the /opt/JNPRsbr/radius/website/webserver/jetty/start.d/ path to
change the default port.

CAUTION: Using a non-default port or modifying other parameters in
the /opt/JNPRsbr/radius/website/webserver/ directory incorrectly
could cause communication problems between theWeb GUI and the
SBR Carrier server.

2. Enter your administrator username in theUsername field.

3. Enter your login password in the Password field.

4. Click Login.
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When you click Login, Web GUI establishes an HTTPS connection with the local or
remote server. TheWeb GUI displays an error message if the connection cannot be

established.

NOTE: If a timeout occurs, verify that theWeb browsers are running on
the target server using the sbrd status command and that it is listening
on the administration port you entered in the URL; that the port is not
blocked.

Web GUI verifies that the username you entered exists in the access.ini file. If the
username is found, Web GUI validates the password you entered against a local or

remote password database.

When you connect to a server, theHome page (Figure 5 on page 22) lists status of the
running server, IP addresses, available authenticationmethods, license information, and

any initialization errors that might have occurred.

Tested Browsers

Web GUI can be launched in different browsers across different platforms.

Table 6 on page 20 lists the tested browser versions and the operating systems.

NOTE: Java 1.7.0 or a later version is required to be installed in the server to
access theWeb GUI.

When you upgrade from an earlier SBR Carrier release to the current release,
clear your browser’s cache before launching theWeb GUI.

Table 6:Web GUI—Tested Browsers

OSVersionBrowser

Windows/UNIX36 and laterGoogle Chrome

Windows9 and laterInternet Explorer

Windows/UNIX31 and laterMozilla Firefox

Windows/Mac23 and laterOpera

UNIX12 and laterOpera
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NOTE: While using Internet Explorer to launch theWeb GUI, youmay face
the following problem:

If a hostname is resolvedmanually by adding an entry in the hosts file under
C:\Windows\System32\drivers\etc\, then Internet Explorer treats any
websites fromthehostnameasan intranetsiteandapplies thecorresponding
intranet settings. By default, theDisplay intranet sites in Compatibility View
check box under Compatibility View Settings is enabled, which causes the
invisibility of GUI webpages.

It is recommended to clear theDisplay intranet sites in Compatibility View
check box for viewing the webpages properly. But, this settingmight also
impact other intranet sites.

If you still want to view other intranet sites in the Compatibility View but not
theWeb GUI, set theDocument Mode setting underDeveloper Tools to the
highest version number instead of clearing theDisplay intranet sites in
Compatibility View check box, and then relaunch theWeb GUI.

Navigating in theWeb GUI

This section describes how to use theWeb GUI menus and pages.

WebGUI Menus

TheWeb GUI has six menus: Home, RADIUS Configuration, Diameter Configuration,

Tools, Help, and Logout.

NOTE: TheDiameterConfigurationmenu isavailableonly if youhave installed
a valid Diameter license.

HomeMenu

TheHomemenu displays theHome page (Figure 5 on page 22), which lists status of the
running server, IP addresses, available authenticationmethods, license information, and

any initialization errors that might have occurred.
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Figure 5:Web GUI Home Page

RADIUS ConfigurationMenu

You use the entries in the RADIUS Configurationmenu to configure RADIUS operations
and display statistics. For example, to configure RADIUS clients and client groups, select

RADIUS Configuration > RADIUS Clients. This displays the RADIUS Clients List page
(Figure 6 on page 23).
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Figure 6: RADIUS Clients List Page

Diameter ConfigurationMenu

Youuse theentries in theDiameterConfigurationmenu toconfigureDiameter operations
and display Diameter statistics. For example, to configure local profiles, selectDiameter
Configuration > Policy > Local Profiles. This displays the Local Profiles List page
(Figure 7 on page 24).
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Figure 7: Local Profiles List Page

Tools Menu

Table 7 on page 24 describes the functions of each entry in the Toolsmenu in theWeb
GUI.

Table 7: Tools Menu Options

FunctionMenu Entry

Opens the License Registration page, which enables you to add a license
string for yourSBRCarrier software. Formore information, see “Adding License
Keys” on page 30.

License
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Table 7: Tools Menu Options (continued)

FunctionMenu Entry

Opens theBrowse Import File page, which enables you to import information
from an XML file into the SBR Carrier database.

The Import Configuration page is described in
“Importing and Exporting Data” on page 929.

NOTE: You cannot import Diameter configuration information to the SBR
Carrier database.

Import

Opens the Export Configuration page, which enables you to export selected
information from the SBR Carrier database to an XML file.

The Export Configuration page is described in
“Importing and Exporting Data” on page 929.

NOTE: You cannot export Diameter configuration information to the XML file.

Export

Opens theBackup/Restorepage,whichenablesyou tobackup theSBRCarrier
database to an archive file or restore SBR Carrier from an archive file.

NOTE: You cannot back up or restore Diameter configuration information.

Backup/Restore

HelpMenu

Table 8 on page 25 describes the functions of each entry in theHelpmenu in theWeb
GUI.

Table 8: HelpMenu Options

FunctionMenu Entry

Opens the online help for theWeb GUI.Contents

Displays the version information of SBR Carrier. For more information, see
“Displaying Version Information” on page 31.

About

Logout Menu

The Logoutmenu terminates your connection to the SBR Carrier server.

WebGUI Pages

This section summarizes how to useWeb GUI pages and controls.

Adding an Entry

To add an entry to the SBR Carrier database, open the appropriateWeb GUI page and

click the Add button. TheWeb GUI page displays a Create pane. Figure 8 on page 26
displays a sample Create Profile pane.
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Figure 8: Sample Create Pane

Every object of the same typemust have a unique name. If the name you assign to an

item is already being used by another item of the same type, theWeb GUI displays a

warning.

Table 9 on page 26 describes the functions of common GUI elements available on the

Web GUI pages.

Table 9: Common Elements onWeb GUI

FunctionGUI Element

Adds an object to the SBR Carrier database.Add

Edits an existing object in the SBR Carrier database.

NOTE: Active only when an object is selected in the active page.

Edit

Deletes an existing object from the SBR Carrier database.Delete

Enables the clone feature, which allows you to reuse an existing object
andmake the required changes to it.

Clone Mode

Saves any configurations or changes youhavemade to the server settings.Save
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Table 9: Common Elements onWeb GUI (continued)

FunctionGUI Element

Displays the previous page entries.<

Displays the next page entries.>

Displays the first page entries.<<

Displays the last page entries.>>

Refreshes the displayed list of items in theWeb GUI page.

Displays the entries available on the entered page number.Page

Select the number of entries to be displayed in a page.Show

Restores the default values for controls in the active page.Reset

Loads specific values (such as attributes, called station IDs, and IP
addresses) for the cloned object fromother objects that exist in the active
page.

NOTE: TheLoadbutton isavailableonlywhen theclone feature is enabled.

Load

Clears all the values configured for controls in the active page.Clear

Cancels the action and exits from the active pane or dialog box.Cancel

Indicates that an error has occurred in the active page due to one of the
following reasons:

• An invalid value is entered in the highlighted field.

• Amandatory field is not filled.

You cannot save the changes unless the errors are corrected. Youmay
moveyour cursor over the red-highlightedwarning symbol formoredetails.

Editing an Entry

To edit an existing entry in theSBRCarrier database, open the appropriateWebGUI page

and select the entry you want to change. TheWeb GUI page displays the settings

configured for the selected entry in a Selected pane. Depending on the page that you
are working in, youmay use a Save orOK button to save your changes.

While editing an existing entry, you cannot change the name associated with the entry.

To change the name of an entry, use the Clone pane. For more information about the
Clone pane, see “Cloning an Entry” on page 28.
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Cloning an Entry

The clone feature enables you to reuse an existing entry andmake the required changes

to it instead of creating a new entry from scratch. To clone an existing entry:

1. Open the appropriateWeb GUI page and click the CloneMode button.

A message stating that clonemode is enabled pops up.

NOTE: When the clone feature is enabled, the Add andDelete buttons
are disabled. If you want to disable the clone feature when it is enabled,
you need to click the CloneMode button again.

2. Select the entry you want to clone.

TheWeb GUI page displays the settings configured for the selected entry in a Clone
pane. Figure 9 on page 28 displays a sample Clone Profile pane.

Figure 9: Sample Clone Pane
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3. Edit the name of the entry and the settings you want to change.

TheLoadbutton is available for someconfigurations (suchasattributes, called station
IDs, and IP addresses). You can use the Load button to load specific values for the
clone entry from other entries that exist in the active page.

4. ClickSave to saveyour changes.Somesettingsof the sameentry typemustbeunique.
If any one of those settings you configured for the duplicate entry is already being

used by the original entry or another entry of the same type, theWeb GUI displays a

warning.

A confirmation dialog box stating “Would you like to delete the existing object” is

displayed.

5. ClickYes if youwant to delete the original entry or clickNo to skip deleting the original
entry.

The duplicated entry is added to the correspondingWeb GUI page.

Resizing Columns

You can resize columns in aWeb GUI page by dragging the column header boundary to

the left or right.

Changing Column Sequence

You can change the sequence of columns in aWeb GUI page by dragging the column

headers left and right.

Sorting Information

By default, entries inWeb GUI pages are sorted by names. You can sort the entries in

ascending or descending order by clicking a column header.

To sort a table by more than one column (for example, sort first by address pool and

then by IP address), click the least-significant column (IP Address), and then click the

more significant columns (Address Pool).

Searching Entries

You can search for specific entries by specifying certain criteria to display only the entries

that match the criteria. To find a specific entry in aWeb GUI page, move your cursor on

the column header and click the Down arrow. Then, move your cursor over the Filters
check box and enter the searching criteria in the text box. TheWeb GUI page displays

the entries that match the entered criteria. Clear the Filters check box after finding the
specific entries.

Hiding or Restoring Columns

To hide or restore columns in aWeb GUI page, move your cursor on the column header

and click the Down arrow. Then, move your cursor over Columns and select or clear the
corresponding check box of the column name.
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Adding License Keys

Depending upon your purchasing arrangements, your SBR Carrier software may require

a new license key at some point after its initial installation.

If you are provided with a new license key, you can add the key to an existing SBR Carrier

installation as follows:

1. Start theWeb GUI program and connect to your SBR Carrier server.

2. Select Tools > License.

The License Registration page (Figure 10 on page 30) appears.

Figure 10: License Registration Page

3. Enter the license key in the License String field and click Register.

If the license key you have entered is invalid, the server displays an error message. If

this occurs, clickOK in the message dialog box and enter the correct license key.

4. After you enter a valid license key, the server displays a confirmation message and

reminds you that youmust restart the server. ClickOK.
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NOTE: The server does not restart itself automatically after a new license
key is added. Youmust restart SBR Carrier manually to activate the new
license key. See
“WhenandHowtoStopandRestartSteel-BeltedRadiusCarrier”onpage923.

Be sure to refresh and log in again to theWeb GUI running on the
management workstation to reflect the changes.

NOTE: The SBRCarrier audit log does not record an entrywhen you enter
license keys throughWeb GUI.

Displaying Version Information

To identify the current version of SBR Carrier for which theWeb GUI is launched

(Figure 11 on page 31), selectHelp > About.

Figure 11: DisplayingWeb GUI Version Information
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Closing theWeb GUI

To close theWeb GUI, click the Logoutmenu and then close the browser.

Closing theWeb GUI has no impact on the SBR Carrier daemon.
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PART 3

RADIUS Operations

This part contains chapters that describe a conceptual overview of RADIUS (Remote

Authentication Dial-In User Service) authentication, authorization, and accounting

services, and how to administer the Steel-Belted Radius Carrier core (base server) using

theWeb GUI. For the SBR Carrier architecture, see Figure 1 on page 4.

The following chapters are included in this part:

• RADIUS Basics on page 35

• Administering RADIUS Clients and Client Groups on page 99

• Administering RADIUS Location Groups on page 109

• Administering Users on page 115

• Administering Profiles on page 137

• Administering Proxy RADIUS on page 145

• Administering RADIUS Tunnels on page 161

• Administering Address Pools on page 175

• Setting Up Administrator Accounts on page 189

• Configuring Realm Support on page 193

• Setting Up Filters on page 207

• Setting Up Authentication Policies on page 221

• Setting Up EAPMethods on page 241

• Configuring Replication on page 307

• 3GPP Support on page 325
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CHAPTER 3

RADIUS Basics

This chapter presents a conceptual overview of RADIUS authentication, authorization,

and accounting services. This chapter contains these topics:

• RADIUS Overview on page 35

• Attributes on page 42

• Centralized Configuration Management on page 48

• Proxy RADIUS on page 50

• Authentication on page 51

• Password Protocols on page 58

• Accounting on page 59

• Request Routing on page 63

• Radius Client Groups on page 72

• IP Address Assignment on page 73

• Resource Management on page 76

• IPv6 Support on page 82

RADIUSOverview

RADIUS is an industry-standard protocol for providing authentication, authorization, and

accounting services.

• Authentication is the process of verifying a user’s identity and associating additional
information (attributes) to the user’s login session.

• Authorization is theprocessofdeterminingwhether theuser is allowedon thenetwork
and controlling network access values based on a defined security policy.

• Accounting is the process of generating log files that record session statistics used for
billing, system diagnosis, and usage planning.

ARADIUS-based remoteaccessenvironment typically involves four typesof components:
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• An access client is a user who initiates a network connection. An access client might

be a user dialing into a service provider network, a router at a small office/home office

connecting to an enterprise network to provide network access, or a wireless client

connecting to an 802.1X access point.

• A network access server (NAS), also called a RADIUS client, is a device that recognizes

and processes connection requests from outside the network edge. A NAS can be a

wirelessaccesspoint, amodempool, a network firewall, or anyother device that needs

to authenticate users. When the NAS receives a user’s connection request, it may

perform an initial access negotiation with the user to obtain identity/password

information. The NAS then passes this information to the RADIUS server as part of an

authentication/authorization request.

NOTE: Thetermsnetworkaccessdevice (NAD), remoteaccessserver (RAS),
and network access server (NAS) are interchangeable. This guide primarily
uses the term NAS.

• The RADIUS servermatches data from the authentication/authorization request with

information in a trusted database, such as the database on the Steel-Belted Radius

Carrier server or a back-end database server. If a match is found and the user’s

credentials are correct, the RADIUS server sends an Access-Accept message to the

NAS. If amatch is not foundor aproblem is foundwith theuser’s credentials, the server

returns an Access-Reject message. The NAS then establishes or terminates the user’s

connection. The NASmay then forward accounting information to the RADIUS server

to document the transaction; the RADIUS servermay store or forward this information

as needed to support billing for the services provided.

• In some networks, a back-end authentication server, such as SQL or LDAP database;

or some other RADIUS server for which this server is a proxy, stores the information

against which the authentication request is compared. In some cases, the back-end

server passes information to the RADIUS server, which determines whether a match

exists. In other cases, the matching is performed on the back-end server, which then

passes an accept/reject result to the RADIUS server.

Figure 12 on page 37 illustrates a simple RADIUS environment.
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Figure 12: RADIUS Authentication
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RADIUS Packets

ARADIUSclient andRADIUSserver communicatebymeansofRADIUSpackets. RADIUS

packets carry messages between the RADIUS client and RADIUS server in a series of

request/response transactions: the client sends a request and expects a response from

the server. If the response does not arrive, the client can retry the request periodically.

EachRADIUSpacket supports a specific purpose: authenticationor accounting. Apacket

can contain values called attributes. The specific attributes to be found in each packet

depend upon the type of packet (authentication or accounting) and the device that sent

it (for example, the specific make andmodel of the NAS acting as a RADIUS client).

For information about RADIUS authentication packet structures and attributes, see RFC

2865,RemoteAuthenticationDial-InUserService (RADIUS). For informationaboutRADIUS

accounting packet structures and attributes, see RFC 2866, RADIUS Accounting.

Figure 13 on page 38 illustrates a simple RADIUSauthentication/authorization sequence.

37Copyright © 2018, Juniper Networks, Inc.

Chapter 3: RADIUS Basics



Figure 13: RADIUS Authentication
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1. The RADIUS access client sends an authentication request containing identification

and connection information to the network access server (RADIUS client).

2. When the NAS receives a user’s connection request, it typically performs an initial

access negotiation with the user to establish connection information (username,

password, network access server identifier, NAS port number, and so on). The NAS

then forwards the user information in an authentication request to theRADIUS server.

3. The RADIUS server looks up the user information in a local or remote RADIUS

authentication database. The RADIUS server verifies that the user’s name and

password are valid. It can also enforce fine-grained security rules by using an access

check list to verify specific attributes in the authentication request.

4. If amatch is found, theRADIUSserver returnsanAccess-Acceptmessage.TheRADIUS

servermight also send return list information stored in thedatabase, suchas theuser’s

authorization or connection parameters, back to the NAS.

If a match is not found, the RADIUS server returns an Access-Reject message.

5. Based on the information it receives from the RADIUS server, the NAS accepts or

refuses the connection request.

After the user is authenticated and the connection established, the NASmay forward

accounting data to the RADIUS server to document the transaction; the RADIUS server

can store or forward this data to support billing for the services provided.

RADIUS Ports

The RADIUS standard initially usedUDP ports 1645 and 1646 for RADIUS authentication

andaccountingpackets.TheRADIUSstandardsgroup later changedtheportassignments

to 1812 and 1813, but many organizations still use the old 1645/1646 port numbers for

RADIUS.

Any twodevices thatexchangeRADIUSpacketsmustusecompatibleUDPportnumbers.

That is, if you are configuring a NAS to exchange authentication packets with a RADIUS

server, you must find out which port the server uses to receive authentication packets

from its clients (1812, for example). Youmust then configure the NAS to send

authenticationpackets on the sameport (1812). The same is true forRADIUSaccounting.

Steel-Belted Radius Carrier can listen onmultiple ports. For compatibility, the server

listens to the old and new default RADIUS ports: ports 1645 and 1812 for authentication,

and ports 1646 and 1813 for accounting. To add, change, or disable the ports on which

Steel-Belted Radius Carrier listens, modify the radius.ini file or edit the /etc/services
file. The radius.ini file is described in the SBR Carrier Reference Guide.
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RADIUS Configuration

Youmust configure a RADIUS client and RADIUS server before they can communicate.

If the client and server are on the same network, one administrator may be able to

configure both sides of the RADIUS communication. If the client and server are not

administered by the same person, youmay have to coordinate RADIUS configuration

details with the administrators of other networks.

RADIUS Server Configuration

To configure Steel-BeltedRadius Carrier to respond toRADIUS clients, open theRADIUS
Clients List page inWebGUI and enter the following information for each RADIUS client:

• The IP address of the client device.

• The RADIUS shared secret used by Steel-Belted Radius Carrier and the client device.

For information about RADIUS shared secrets, see “Shared Secrets” on page 40.

• Themake andmodel of the client device, selected from a list of devices that

Steel-Belted Radius Carrier supports. If a specific make andmodel is not listed, select

- Standard Radius -.

Additionally, youmustconfigure theUDPports theserveruseswhensendingand receiving

RADIUS authentication and accounting packets. The UDP ports you configure on the

RADIUS server must match the UDP ports that the RADIUS client is using for the same

purposes. For more information, see “RADIUS Ports” on page 38.

RADIUS Client Configuration

Youmust tell each RADIUS client how to contact its RADIUS server. To configure a client

to work with a Steel-Belted Radius Carrier server, log in to the client device, run its

administration program, bring up its RADIUS configuration interface, and enter the

following information:

• The IP address of the Steel-Belted Radius Carrier server.

• The RADIUS shared secret to be used by Steel-Belted Radius Carrier and the client

device. For informationaboutRADIUSsharedsecrets, see “SharedSecrets” onpage40.

• The UDP ports on which to send and receive RADIUS authentication and accounting

packets. These must match the UDP ports that Steel-Belted Radius Carrier is using

for the same purposes. For more information, see “RADIUS Ports” on page 38.

Multiple RADIUS Servers

You can distribute the RADIUS workload among several servers, as follows:

• You can set up separate servers for RADIUS authentication and accounting services.

When RADIUS authentication and accounting services are performed by separate

servers, each client device must be configured to send its authentication packets to

one RADIUS server and its accounting packets to another.
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• You can provide redundancy by pairing RADIUS servers to work in tandem. Most NAS

configuration interfaces permit you to designate primary and secondary servers for

authentication and accounting.

If both measures for distributing the RADIUS workload are implemented, client

configuration involves identifying four servers for each client device: a primary RADIUS

accounting server, a secondary RADIUS accounting server, a primary RADIUS

authentication server, and a secondary RADIUS authentication server.

Shared Secrets

A shared secret is a case-sensitive text string used to validate communications between

two RADIUS devices. You should configure shared secrets that are long enough and

random enough to resist attack, and you should avoid using the same shared secret

throughout your network.

Steel-Belted Radius Carrier uses the following types of shared secrets:

• RADIUS secret—Used to authenticate communication between a RADIUS server and

a RADIUS client

• Replication secret—Used to authenticate communication between a primary server

and a replica server

Figure 14 on page 40 illustrates the usage of shared secrets in a RADIUS environment.

Figure 14: Shared Secrets
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RADIUS Secret

A RADIUS shared secret is a case-sensitive password used to validate communications

between aRADIUS server such as Steel-Belted Radius Carrier, and aRADIUS client, such

as a network access server. Steel-Belted Radius Carrier supports shared secrets of up

to 127 alphanumeric characters, including spaces and the following special characters:

~!@#$%^&*()_+|\=-‘{}[]:” ’;<>?/.,

Identical shared secretsmustbeconfiguredonboth sidesof theRADIUScommunication

link.

NOTE: Not all network access servers support shared secrets of up to 127
alphanumeric/special characters. Select shared secrets that are fully
supported by RADIUS devices in your network.

Most RADIUS clients allow you to configure different secrets for authentication and

accounting. On the server side, the configuration interface allows you to create a list of

known RADIUS clients (network access servers). You can usually identify the

authentication shared secret and accounting shared secret that a server uses to

communicate with each of the clients on this list.

Duringanauthentication transaction, password informationmustbe transmittedsecurely

between the RADIUS client (network access server) and Steel-Belted Radius Carrier.

Steel-BeltedRadiusCarrier uses theauthentication shared secret to encrypt anddecrypt

password information.

No encryption is involved in transmitting accounting data between a RADIUS client and

RADIUS server. However, the accounting shared secret is used by each device to verify

that it can trust any RADIUS communications it receives from the other device.

Replication Secret

A replication secret is a text string used to authenticate communications between a

primary server and a replica server. You do not need to configure the replication secret

for a realm: the primary server generates it automatically, and each replica server in a

realm receives the replication secret as part of its configuration package.

See “Overview of Replication” on page 307 for information about primary and replica

servers.

Accounting

A NAS can issue an Accounting-Request whenever it chooses, for example upon

establishinga successful connection. Each timeanAccounting-Requestmessagearrives

at the Steel-Belted Radius Carrier server, an accounting transaction begins. During this

transaction, the server handles the message by examining the Acct-Status-Type and

other attributes within the message, and taking the appropriate action.
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Attributes

You work with RADIUS attributes while setting up users, profiles, and RADIUS clients in

Steel-Belted Radius Carrier. TheWeb GUI lets you select RADIUS attributes by name

froma predefined list. For each attribute, theWebGUI prompts you to enter values using

familiar data types such as string, integer, or network address.

Dictionaries

Steel-BeltedRadiusCarrier usesdictionary files todefineRADIUSandDiameterattributes,

aswell as someattributes definedbyMicrosoft, 3GPP, andothers used internally bySBR.

Steel-Belted Radius Carrier uses these definitions to parse authentication/accounting

requests and generate responses.

Themain Steel-Belted Radius Carrier dictionary files (radius.dct and radius.dic) list
attributes definedby theRADIUSandDiameter standards. The radius.dctand radius.dic
files reside in the same directory as Steel-Belted Radius Carrier (usually

/opt/JNPRsbr/radius on Solaris and Linux systems).

Vendor-Specific Attributes

In addition to the standard attributes, many network access servers use Vendor-Specific

Attributes (VSAs).Steel-BeltedRadiusCarrier supportsa largenumberof specificnetwork

access servers by providing vendor-specific dictionary files. These files also reside in the

server directory and use the filename extensions .dct and .dic.

The Steel-Belted Radius Carrier package contains juniper.dct and juniper.dic dictionary
files that list all Juniper VSAs that are used for fixed andmobile subscribermanagement

(ERX Series and MX Series routers, with vendor ID 4874) and router administration

(vendor ID2636).Dictionaries formanyversionsof Juniperproducts, including theESeries

and MX Series routers, are available at https://www.juniper.net/support/downloads/ (in

the Documentation tab for the specific product). For more information about how to

add the dictionaries to SBR Carrier, see the “Dictionary Files” section in the SBR Carrier

Reference Guide.

Dictionaries and theMake/Model Field

During Steel-Belted Radius Carrier configuration, when youmake a selection in the

RADIUSClientMake/Model field, you are telling the server which dictionary file contains
theVSAs for this client device. Thereafter, whenever the server receives aRADIUSpacket

from this client device, it can consult this dictionary file for any nonstandard attributes

that it encounters in the packet. Standard RADIUS attributes are always defined by the

radius.dct file. If you are not sure which make/model you should specify for a RADIUS
Client, choose - Standard RADIUS -.

The selections available in theMake/model field identify devices whose vendors have
provided attribute dictionaries for use with Steel-Belted Radius Carrier.

Updating Attribute Information

If your NAS vendor announces a new product, a new attribute, or a new value for an

attribute, you can add this information to your Steel-Belted Radius Carrier configuration.
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You can edit the dictionary file for that vendor to add new attributes or attribute values,

or you can create a new vendor-specific dictionary file that contains new attributes and

values. For more information about dictionary files, refer to the SBR Carrier Reference

Guide.

Structured Attributes

Steel-Belted Radius Carrier natively supports structured attributes that contain

subattributes.

Subattributes are values in a RADIUS packet that are not stored as a RADIUS AVP or

vendor-specific-attribute (VSA), but rather are packed with other subattributes into a

RADIUS VSA. In a RADIUS packet, multiple RADIUS VSAsmight contain subattributes.

The RADIUS VSA, which consists of multiple subattributes, is sometimes referred to as

a structured attribute because it contains structured data.

Earlier Steel-Belted Radius products, such as the SIM Server product and Mobile IP

Module, only interpretedAVPsandnot the subattributes containedwithin theAVP.These

earlier products included plug-ins that copied the subattributes from the AVP container

and represented them in the RADIUS request as if they had been received as separate

AVPs. In the response, the RADIUS AVPs were reassembled from their contained

subattribute values. This process was known as packet flattening and unflattening.

The dictionary mechanism of Steel-Belted Radius Carrier has been extended to allow

for XML declaration of structured AVP contents. When an AVPwith an associated

structure definition is received, its internal subattribute values are automatically parsed

andbecomeavailable toanycomponentwithinSteel-BeltedRadiusCarrier thatprocesses

RADIUS requests. Similarly, any subattribute values that are populated into the RADIUS

response are formatted as part of the structured RADIUS AVP according to the same

XML structure definition.

Subattribute dictionary definitions are defined in .jdict files. The .jdict definition files
reside in the radiusdir/subattributes directory. All files ending in .jdict are parsed by
Steel-BeltedRadiusCarrier as subattribute files. Onceparsed, the definitions aremerged

into the .dct definitions.

If you used the packet flattening/unflattening method in Steel-Belted Radius Carrier 7.2

and previous versions, we recommend that youmigrate to using subattributes.

NOTE:

• *.dic dictionary files do not support structured attribute definitions.

• The Class attribute cannot contain structured attributes.

User Attribute Lists

Each user entry in the Steel-Belted Radius Carrier database provides the information

necessary for the server to try to authenticate a connection request using a specific

authentication method. When you view a user entry using theWeb GUI, this method is

identified in theUser type field.
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You can control authentication at finer levels of detail than simple username/ password

checking allow. The check list, return list, or profile fields in the user entry in the database

provide powerful tools for the authentication and authorization of users. These fields

direct the server how to handle RADIUS attributes while authenticating a connection

request and can be used to configure the authorization of the session.

Check List Attributes

A check list is a set of attributes thatmust accompany the authentication request before

the request can be accepted. The NASmust send attributes that match the check list

associatedwith a user entry; otherwise, Steel-Belted Radius Carrier rejects the user even

if the user’s name and password are valid.

By including appropriate attributes in the check list, a variety of rules can be enforced.

For example, only specific users might be permitted to use ISDN or dial-in connections

toaparticularNAS, orCaller IDmightbeused tovalidateauser against a list of acceptable

originating telephone numbers.

A check list is created by selecting attributes from a list of all RADIUS attributes known

to the Steel-Belted Radius Carrier server. This list can include a variety of vendor-specific

attributes.

During authentication, Steel-Belted Radius Carrier filters the check list based on the

dictionary for the RADIUS client that sent the authentication request. The server ignores

any check list attribute that is not valid for this device.

Return List Attributes

A return list is a set of attributes that Steel-Belted Radius Carrier must return to the NAS

after authentication succeeds. The return list usually provides additional parameters

that the NAS needs to complete the connection. Return list attributes can thus be

considered to be authorization configuration parameters.

By includingappropriateattributes in the return list, youcancreateavarietyof connection

policies. Specific users can be assigned particular IP addresses; IP header compression

can be turned on or off; or a time limit can be assigned to the connection.

You create a return list by selecting attributes from a list of all RADIUS attributes known

toSteel-BeltedRadiusCarrier. This list can includea variety of vendor-specific attributes.

During authentication, Steel-Belted Radius Carrier filters the return list based on the

dictionary for the RADIUS client that sent the authentication request. The server omits

any return list attribute that is not valid for this device.

Structured Attributes in Check Lists and Return Lists

When configuring check list and return list attributes, if the selected attribute has

corresponding subattributes defined in the Steel-Belted Radius Carrier dictionaries, an

Add Child button is available, which enables you to add the corresponding subattributes.
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Attribute Values

The value of each RADIUS attribute has a well-defined data type: numeric, string, IP

address, time, or hexadecimal. For example, Callback-Number is of type string and is a
telephone number entered by the administrator, whereasNAS-Port-Type is an integer
attribute that has defined values in the dictionary which appear in the GUI and can be

Sync, Async, and so forth.

NOTE: Steel-Belted Radius Carrier supports signed integers (negative
numbers) forattributes received inpackets.However,WebGUIdonotsupport
signed integers, and treats signedandunsigned integersasunsigned integers.

Single- andMulti-Valued Attributes

Attributes can be single- or multi-valued. Single-valued attributes appear at most once

in the check list or return list; multi-valued attributes may appear several times.

If an attribute appears more than once in the check list, this means that any one of the

values is valid. For example, you can set up a check list to includemultiple telephone

numbers for attribute Calling-Station-ID. A user trying to dial into your network would
then have to call from one of the designated telephone numbers to be authenticated.

If an attribute appears more than once in the return list, each value of the attribute is

sent as part of the response packet.

Orderable Multi-Valued Attributes

Certain multi-valued return list attributes are also orderable, which means the attribute

can appear more than once in a RADIUS response, and the order in which the attributes

appear is important.

For example, the Reply-Message attribute allows text messages to be sent back to the
user for display. A multi-line message is sent by including this attribute multiple times in

the return list, with each line of the message in its proper sequence.

SystemAssigned Values

Someattributesdonotallow theadministrator to set a value. Steel-BeltedRadiusCarrier

retrieves the appropriate value for this attribute when it is needed.

Echo Property

Using theechoproperty, youcan forceanattribute fromtheRADIUS request tobeechoed

in the RADIUS response. For example, youmight addCallback-Number to the return list
and select the echo check box. Steel-Belted Radius Carrier takes the value of the
Callback-Number it receives in the RADIUS request and echoes it back to the client in

the RADIUS response; if it receives no Callback-Number, it echoes nothing.

You enter Callback-Number one or more times into the check list. This indicates that
one of the callback numbers you supplied must be present in the RADIUS request, and

that number should be echoed in the RADIUS response.
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NOTE: The echo property is disabled for multi-valued return list attributes.

Default Values

Selecting default for a check list attribute specifies that, if the RADIUS request does not
include this attribute, the request should not be rejected. Instead, the value supplied as

thedefault shouldbeusedas if itwere receivedaspart of the request.Oneuse for default

values is to require that an attribute in aRADIUS requestmust have oneof several values,

or must not be present at all. Another use is to provide a default value for an attribute in

conjunction with the echo property in the return list.

Steel-Belted Radius Carrier can provide alternate values when an attribute appears in

the check listmarkedasdefault, and the sameattribute appears in the return listmarked
as echo. The server echoes the actual value of the attribute in the RADIUS response if
the attribute appears in the RADIUS request and echoes the default value (from the

check list) in the response if the attribute does not appear in the RADIUS request.

If you addmultiple values of the same attribute to the check list, only one of them can

bemarked as default.

For example, an administrator adds several Callback-Number values to the check list
andmarks one of them as default. The administrator adds Callback-Number to the
return list and specifies it as echo.

• If a Callback-Number value is present in the RADIUS request, it mustmatch one of the

check list values or the user is rejected.

• If it does match, the user is accepted and the value supplied is echoed in the RADIUS

response.

• If noCallback-Number is supplied in the request, the user is accepted and the default
value is echoed in the response.

Other check list attributes are used to provide configuration for the user, such as

time-of-day and concurrent-login-limit information.

Wildcard Support

Steel-Belted Radius Carrier supports wildcards (? and *) for string-type attributes in

check list items.

To allow backward compatibility with check list items that treat the string literally, a

string containing wildcards must be prefixed with a caret (^). When the caret is present,

the remainder of the string is parsed using escape rules.

A?wildcardmatchesany character anda*wildcardmatches the remainder of the string

(but canappear only at the endof a string).Wildcard characters canbe treatedas literals

by using escape codes (for example, \?). Table 10 on page 47 lists the non-ASCII
characters that can also be present in the wildcard string:
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Table 10: Non-ASCII Characters inWildcard Strings

MeaningCode

BEL\a

Backspace\b

Form feed\f

Linefeed\n

Carriage return\r

Horizontal tab\t

Vertical tab\v

Backslash\\

Literal ‘*’ (not wildcard)\*

Literal ‘?’ (not wildcard)\?

Where nn is a hexadecimal value\xnn

Where nnn is a decimal value\nnn

A ‘\’ followed by any other character represents that character’s value.

The following is a wildcard example for string type attributes:

Called-Station-ID = ^800*

Where Called-Station-ID indicates any 800 number.

Attribute Filtering

You can filter specific RADIUS attribute/value pairs into and out of RADIUS packets as

they travel to and from directed realms and proxy RADIUS realms. Attribute filtering can

beuseful if there isdata in thepackets that is needed for routing, butnot for authentication

or accounting.

Adding NAS Location Attributes to Access-Requests

Steel-Belted Radius Carrier core provides an attribute handling feature, which allows

you to add NAS location information to proxied Access-Request messages.

Service providers might require the location of the mobile device requesting access. For

example, a service provider might offer weather reports or advertising based on the

location of the mobile device.
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You can configure an Access-Request to include the location of the NAS through which

the proxied request was processed. Because the NAS is geographically near the mobile

device, it closely approximates the location of the mobile device.

When amobile device is outside the area of its provider, it roams by sending the request

to a local foreign AAA (FAAA) server that is owned by another provider. The FAAA server

proxies (forwards) the request to the appropriate home AAA (HAAA) server for the user.

For proxied requests, Steel-Belted Radius Carrier can perform a lookup to find a NAS

location based on an attribute (usually NAS-Identifier or NAS-IP-Address). Steel-Belted

Radius Carrier can perform a query to find the value of the attribute that identifies the

NAS location. The NAS location is then added to the Access-Request that is sent to the

service provider’s homeAAAserver. The attribute that is used to look up theNAS location

is user-configurable as the AttributeToIdentifyNAS in the locspec.ctrl file.

For details on configuring this feature, see Adding NAS Location Information to

Access-Request Messages in the Attribute Processing Files section of the SBR Carrier

Reference Guide.

Specifying IPv4 Address Classes

You can specify IPv4 address classes using class-based subnetting. Table 11 on page 48

lists example usages for class-based subnetting.

Table 11: Example Usages for Class-Based Subnetting

Class-Based SubnettingExample IP Address RangeClass

10.0.0.010.0.0.0–10.255.255.255A

176.1.0.0176.1.0.0–176.1.255.255B

192.168.15.0192.168.15.0–192.168.15.255C

225.224.224.15

Address match required

225.224.224.15D

Centralized ConfigurationManagement

Steel-Belted Radius Carrier supports the replication of RADIUS configuration data from

a primary server to a maximum of 10 replica serverswithin a replication realm. Replica

servers help balance the load of authentication requests coming in fromRADIUS clients,

and ensure that authentication services are not interrupted if the primary or other replica

servers stop working.

For example, Figure 15 on page 49 illustrates an environment where RADIUS traffic is

load-balanced by configuring each network access server (NAS) to authenticate users

through a different RADIUS server (solid line). If a RADIUS server becomes unavailable,

the NAS can fail over to its backup RADIUS server (dotted line).
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Figure 15: Using Replication for Redundancy and Load Balancing
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All the servers within a realm reflect the current configuration specified by the network

administrator: thenetworkadministratormodifies theconfigurationon theprimary server,

and the primary server propagates the new configuration to its replica servers. For

example, after a network administrator configures a new RADIUS client or profile on the

primary server, the network administrator directs the primary server to publish a

configuration package file (replica.ccmpkg) that contains the updated configuration
information. After publication, the primary server notifies each replica server that a new

configurationpackage is ready. Each replica thendownloadsand installs theconfiguration

package to update its settings.

Figure 16: Configuration Package Publication
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The primary server maintains a list of the replica servers that have registered with it. The

primary server uses this list to track which servers to notify after it publishes an updated

configuration package to resynchronize the configuration of replica servers.

If theprimary serverneeds tobe takenoutof service, thenetworkadministratorpromotes

one of the replica servers to be the new primary server. Thereafter, the other replica

servers copy the configuration package from the promoted primary server.
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Proxy RADIUS

The Steel-Belted Radius Carrier server can forward a RADIUS request to another server

for processing and relay the other server’s result back to its client. In such cases,

Steel-Belted Radius Carrier is acting as a proxy for the target server, and Steel-Belted

Radius Carrier is proxy-forwarding the request to the target server.

Steel-Belted Radius Carrier supports proxy RADIUS; any Steel-Belted Radius Carrier

server can act as proxy or target for authentication or accounting messages.

Proxy RADIUS Authentication

RADIUS authentication messages are forwarded by proxy as follows:

1. An access client requests authentication from a RADIUS client, which sends an

authentication request to a RADIUS proxy server.

2. The proxy RADIUS server forwards the message to a RADIUS target server.

3. The target RADIUS server performs the authentication services indicated by the

message, then returns a responsemessage to the proxy RADIUS server.

4. The proxy RADIUS server relays the acknowledgement responsemessage to the

RADIUS client.

Figure 17: RADIUS Proxy Forwarding
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Proxy RADIUS Accounting

RADIUS accounting messages are proxyforwarded as follows:

1. A RADIUS server receives an accounting request.

2. Depending on its configuration, the RADIUS proxy server forwards the accounting

message to a target accounting server or records accounting attributes locally (or

does both).

3. If theproxy server doesnot receive anacknowledgementof the forwardedaccounting

message, it re-sends periodically according to its retry policy.

4. When the target server acknowledges the request, the proxy server forwards an

acknowledgement to the RADIUS client.
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Authentication

RADIUS uses different types ofmessages during user authentication. Table 12 on page 51

summarizes the conditions under which each type of RADIUS authentication message

is issued, and the purpose of any RADIUS attributes the message contains.

Table 12: RADIUS AuthenticationMessages and Attributes

Purpose of Message AttributesMessage Conditions

Identify the user.

Describe the type of connection the user is trying
to establish.

When a NAS receives a connection request
from a user, the NAS requests authentication
by sending an AccessRequest to its RADIUS
server.

Allow the NAS to complete access negotiations.

Configure connection details such as providing
the NASwith an IP address it can assign to the
user.

Enforce time limits and other class of service
restrictions on the connection.

WhenaRADIUSserver is able toauthenticate
a user, it returns a RADIUS Access-Accept to
the NAS.

Terminate access negotiations.

Identify the reason for the authorization failure.

When a RADIUS server is unable to
authenticate a connection request, it returns
an Access-Reject to the NAS.

Enable the NAS to prompt the user for more
authentication data.

Complete thecurrentAccessRequest, so theNAS
can issue a new one.

If initial authentication conditionsaremetbut
additional input is needed from the user, the
RADIUS server returns an Access-Challenge
to the NAS.

AuthenticationMethods

Each time an AccessRequestmessage reaches the server, an authentication transaction

begins. During this transaction, the server attempts to authenticate the request by

sequentially trying itsconfiguredandenabledauthenticationmethods.Theserver consults

its list of authentication methods to determine which methods to try and in which order

to try them.

Native User Authentication

Native user authentication references user accounts stored on the Steel-Belted Radius

Carrier server.When trying the native usermethod, Steel-Belted Radius Carrier searches

its database for an entrywhoseUser-Type isNativeUser, andwhoseusernamematches
the username in the AccessRequest.

• If the entry cannot be found, or if it is found and the password is invalid, Steel-Belted

Radius Carrier tries the next enabledmethod in the authentication methods list.
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• If an entry for the user is found but the entry’s check list does not match attributes

found in the AccessRequest, Steel-Belted Radius Carrier returns an AccessReject

message to the NAS.

• If the entry is found and its password and check list match perfectly, Steel-Belted

Radius Carrier formats an AccessAccept message using the entry’s return list, and

returns it to the NAS.

Pass-Through Authentication

Pass-through authentication methods permit Steel-Belted Radius Carrier to begin the

authentication by asking another entity to validate the username and password found

in the AccessRequest.

Steel-Belted Radius Carrier can pass authentication requests through to a back-end

database or a third party AuthenticationManager. For example, when using the optional

SIM authentication module, you can authenticate users against the credentials in your

HLR.

Proxy RADIUS Authentication

Steel-Belted Radius Carrier can convey an AccessRequest to some other RADIUS server,

which then (1) attempts to authenticate the connection request according to its own

conventions and (2) returns a response to Steel-Belted Radius Carrier. Steel-Belted

Radius Carrier then relays this response to the NAS. The set of conventions for relaying

packets between cooperating RADIUS servers is known as proxy RADIUS.

External Authentication

External authentication methods enable Steel-Belted Radius Carrier to authenticate

users by referring to external SQL or LDAP databases. During external authentication,

Steel-Belted Radius Carrier queries the database for authentication data, and uses the

results to formata responsepacket. Steel-BeltedRadiusCarrier then relays this response

to the NAS.

For information about using Steel-Belted Radius Carrier with SQL databases, see

“ConfiguringSQLAuthentication” onpage433. For information about usingSteel-Belted

RadiusCarrierwithLDAPdatabases, see “ConfiguringLDAPAuthentication”onpage459.

Directed Authentication

Every authentication request works its way through the same Authentication Methods

list until one of the methods succeeds or the end of the list is reached.

This behavior might not be ideal for every account. If you want requests from certain

users or accounts to bypass themaster AuthenticationMethods list and use an alternate

list, you can do so by employing the directed authentication feature. This feature allows

you tomap the UserName or DNIS information in an incoming authentication request to

a specific list of authentication methods. The list can include any native, pass-through,

proxy-as-authentication, or external database authenticationmethod configured on the

Steel-Belted Radius Carrier server.
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You can also direct authentication towards a particular realm using a technique called

attribute mapping. This allows you to check for the presence or absence of a particular

attribute in an authentication request, or for an attribute containing a specific value.

Attribute mapping can be used with both proxy realms and directed realms.

Authenticate-Only Requests

Steel-Belted Radius Carrier supports requests to authenticate a user where the server

performs no other processing. The NAS specifies this type of request by setting the

Service-Type field toavalueofAuthenticate-Only (numeric value8).Theserver responds
with either an Access-Reject or an Access-Accept (without any attributes).

You can disable this feature (so that attributes are always returned in the response

packet) by setting the AuthenticateOnly field in the [Configuration] section of the
radius.ini file to0. Formore informationabout radius.ini, refer to theSBRCarrier Reference
Guide.

Configuring the Authentication Sequence

After you configure authentication methods for Steel-Belted Radius Carrier, the

AuthenticationMethods page inWebGUI displays them in the order in which the server

tries them. The AuthenticationMethods page inWeb GUI displays both active and
inactive authenticationmethods. During an authentication transaction, the server works

down the list of Active Authentication Methods.

You can activate or deactivate methods, or reorder methods in the list, by using the

controls in the AuthenticationMethods page inWeb GUI. For information about setting
up authentication sequences, see “Setting Up Authentication Policies” on page 221.

Configuring AuthenticationMethods

Each authentication method in Steel-Belted Radius Carrier performs a different type of

processing on information in an incoming Access-Request. Table 13 on page 53

summarizes what you need to do to configure each authentication method.

Table 13: AuthenticationMethod Configuration

SeeHow to ConfigureMethod

“Setting Up Native Users” on
page 117

Create native user entries in the Steel-Belted Radius Carrier database.Native User

“Administering Users” on page 115This method assumes that you already have users, groups, and
passwords defined in your local security database.

Create user entries in the database of the UNIX server hosting
Steel-Belted Radius Carrier. Choose User-types as appropriate.

UNIX
Pass-Through
Security
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Table 13: AuthenticationMethod Configuration (continued)

SeeHow to ConfigureMethod

“Configuring SQL Authentication”
on page 436

This method assumes that you have user records stored in a SQL
database. Create a Steel-Belted Radius Carrier .aut file that connects
toaSQLdatabaseand issuesaSELECTquerybasedupon theusername
and password. Give the .aut file a unique InitializationString value. Stop
and restart Steel-Belted Radius Carrier. Subsequently, the SQL
authentication method appears in the AuthenticationMethods page,
using the InitializationString value as its name. You can use the
AuthenticationMethods page to enable, disable, and re-order the SQL
authentication method.

External SQL
Database

“ConfiguringLDAPAuthentication”
on page 462

This method assumes that you have user records stored in an LDAP
database. Create a Steel-Belted Radius Carrier .aut file that validates
the username and password based upon Bind and Search requests to
an LDAP database. Give the .aut file a unique InitializationString value.
Stop and restart Steel-Belted Radius Carrier. Subsequently, the LDAP
authentication method appears in the AuthenticationMethods page,
using the InitializationString value as its name. You can use the
AuthenticationMethodspage toenable, disable, and re-order theLDAP
authentication method as desired.

External LDAP
Database

Advanced Options

Steel-Belted Radius Carrier provides the following additional authentication control

options:

Account Lockout

Account lockout allows you to disable an account after a configurable number of failed

login attempts within a configurable period. For example, if a user enters an incorrect

password three times within twominutes, Steel-Belted Radius Carrier can lock out the

user’s account temporarily. During the lockout period, the user cannot log in, even with

the correct password.

When a user account is locked out, the user must wait until the expiration of the lockout

period, or a network administrator can clear the lockout status for the account.

For information about displaying and administering locked accounts, see “Using the

Locked Accounts List” on page 804.

NOTE: Do not enable account lockout and account redirection at the same
time. If account lockout and account redirection are both enabled, account
lockout is used and account redirection settings are ignored.

NOTE: Account lockout state isnotmaintained ifSteel-BeltedRadiusCarrier
is restarted. Steel-Belted Radius Carrier enforces lockout locally only, not
globally.
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Account Redirection

Account redirection allows you to flag an account for special processing after a

configurable number of failed login attempts within a configurable period. For example,

if a user entersan incorrectpassword three timeswithin twominutes, Steel-BeltedRadius

Carrier can accept the user (evenwith an incorrect password) but limit the user’s access

to specific network resources, suchasa securewebpage thatprompts theuser toprovide

other authentication information. If the user can obtain his or her current password (or

can create a new one through such a secure webpage), he or she can then reconnect

and log in successfully.

When account redirection is enabled and a user repeatedly enters an incorrect password,

Steel-Belted Radius Carrier places the user in redirect state. When a user is in redirect

state:

• If the user does not submit another authentication request within a specified timeout

period, the user account is released from redirect state and returned to normal state.

• If the user submits another authentication request within a specified timeout period,

the user is accepted without authentication/authorization processing. The accept

message for theuser includes theattributesandvalues specified in a redirectionprofile,

and the user is placed into Access-Pending state. The attributes and values in the

Access-Acceptmessageare usedbyanexternal customer process,whichmayprompt

the user to enter alternate authentication information to receive a password by email.

When a user is in Accept-Pending state, the next authentication request received

determines whether the user is accepted or locked out:

• If the user enters the appropriate authentication information, the user is returned to

normal state andSteel-BeltedRadiusCarrier generates an informational SNMP trap

message.

• If the user does not enter the appropriate authentication information, Steel-Belted

Radius Carrier issues an Accept-Reject message, locks the user out of the network

for a configurable lockout period, and generates an informational SNMP trap

message. During this lockout period, authentication requests for the user are

automatically rejected, even if the user enters the correct password.

Optionally, you can identify RADIUS clients that you want to exclude from account

redirection processing. Authentication requests from excluded RADIUS clients are

processed normally, without use of redirection or account state changes.

NOTE: Do not enable account lockout and account redirection at the same
time. If account lockout and account redirection are both enabled, account
lockout is used and account redirection settings are ignored.

NOTE: Account redirection state is notmaintained if SBRCarrier is restarted.
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Blacklisting

Blacklisting allows you to automatically reject authentication requests that contain

certain values. You configure blacklisting by setting up a profile that identifies check list

attributes that should trigger an automatic authentication failure, and thenmodifying

the blacklist.ini file to use that profile. For example, you could set up a profile to block
users calling from a specific area code by configuring a Calling-Station-Id check list
attribute in the blacklist profile. You can use * and ? wildcards in the blacklist profile.

NOTE: You can blacklist individual users by setting their Concurrency Limit
= 0.

Blacklisting functionsonall local authentication requestsandcanbeconfigured to include

proxy-RADIUS requests.

For information about setting up profiles, see “Administering Profiles” on page 137. For

information about configuring the blacklist.ini file, refer to the SBR Carrier Reference
Guide.

Allowed Access Hours

Steel-Belted Radius Carrier provides a vendor-specific attribute called

Funk-Allowed-Access-Hours. This attribute can be placed in the check list for a user or
profile entry to control the times during which a user can be allowed access.

NOTE: See “Allowed Access Hours” on page 115 for the format of this value
(and how to enter it into a user or profile record).

During authentication, the server processes the current time, the

Funk-Allowed-Access-Hours value from the check list, and theSession-Timeout value
from the return list.

• If aFunk-Allowed-Access-Hoursattribute is present in the check list, and if thepresent
timedoesnot fallwithinavalid timeperiodaccording toFunk-Allowed-Access-Hours,
the server rejects the session.

• If aFunk-Allowed-Access-Hoursattribute is present in the check list, and if the current
time falls within a valid time range according to Funk-Allowed-Access-Hours, the
server accepts the session and calculates a session end time as follows:
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• If a Session-Timeout attribute exists in the user’s return list, Steel-Belted Radius
Carrier adds this number of seconds to the present time to calculate a proposed

sessionend time. If theproposedsessionend time fallswithin thecurrent timeperiod

(as defined by Funk-Allowed-Access-Hours), then Steel-Belted Radius Carrier
returns the proposed session end time to theNAS in theSession-Timeout attribute.

If the proposed end time occurs after the end of the current time period, then

Steel-Belted Radius Carrier calculates the number of seconds between the present

time and the end of the current time period (as defined by

Funk-Allowed-Access-Hours, and returns this value to the NAS in the
Session-Timeout attribute.

• If a Funk-Allowed-Access-Hours attribute is present in the check list but a
Session-Timeout attribute does not exist in the user’s return list, Steel-Belted Radius
Carrier computes a value for Session-Timeout based on the number of seconds
between the present time and the end of the current time period. Steel-Belted Radius

Carrier returns this value to the NAS in the Session-Timeout attribute.

• If Funk-Allowed-Access-Hours is not present in the check list, the server returns the
Session-Timeout value from the user’s return list.

• If neither attribute is present, no Session-Timeout value is returned in the
Access-Acceptmessage, and the session is limited by the StaleSessionTimeoutSecs
setting in the radius.ini file.

Two-Factor Authentication

Extensible Authentication Protocol-Tunneled Transport Layer Security (EAP-TTLS)

provides for certificate-basedmutual authentication between a client and a network

through an encrypted tunnel. A typical implementation of EAP-TTLS uses certificates

on authentication servers to create a network-to-user encryption tunnel, and then uses

EAP inside the TLS tunnel for user-to-network authentication.

AnenhancedversionofEAP-TTLSusescertificateson theclient side toprovide two-factor

authentication: the end user must have both a private key for a valid certificate and the

password to an active account to obtain network access.

When client certificate support in EAP-TTLS is enabled on the server, you must provide

a list of trusted root certificates fromwhich offered client certificatesmust derive. These

certificates must be provided in DER-encoded form andmust be placed in the root

subdirectory of the server directory.

Optionally, you can enable certificate revocation list (CRL) checking as part of the

EAP-TTLS authentication process. CRL checking verifies that an unexpired certificate

has not been revoked by its issuing Certificate Authority (CA) for any reason, such as a

suspected security breach. Enabling CRL checking means that, every time the client

requests a connection, Steel-Belted Radius Carrier checks the CRL to confirm that the

client certificate has not been revoked. This improves security but increases processing

overhead.

If client certificate support is not enabled in EAP-TTLS, any trusted root certificates and

CRL checking options are ignored.
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Password Protocols

During an authentication transaction, password information is transmitted between the

NAS and the RADIUS server. This password information originally comes from the user,

for example during PPP negotiations between a user and a NAS. Steel-Belted Radius

Carrier supports threeprotocols (PAP,CHAP,andMS-CHAPv2) for receiving thepassword

from the NAS. Steel-Belted Radius Carrier also supports the Extensible Authentication

Protocol (EAP).

Table 14 on page 58 lists supported protocols according to the authentication methods

with which each protocol can be used.

Table 14: AuthenticationMethods and Password Protocols

MS-CHAP v2CHAPPAPMethod

Yes, if theLDAPserver can return
aclear-textpassword, or anMD4
hash Unicode format password.

Yes, ifBindName is usedand the
password is in clear-text form or
is encrypted with enc-md5.

YesLDAP

No, if Bind is usedNo, if Bind is used

YesYesYesLocal (Native)

YesYesYesProxy RADIUS

Yes, if BindName is used and the
password is in clear-text form, is
encrypted with enc-md5, or is
the MD4 hash of the Unicode
form of the password.

Yes, if the password is available
in clear-text form in the
database or is encrypted with
enc-md5.

YesSQL

NoNoYesUNIX User

NoNoYesUNIX Group

Password Authentication Protocol

When thePasswordAuthenticationProtocol (PAP) is used, no encryption is used to send

the password to the NAS during the negotiation process between the remote user and

the NAS. After the NAS has enough information from the user to create an

Access-Request, theNASencrypts thepassword(using itsRADIUSsharedsecret)before

sending an Access-Request packet to Steel-Belted Radius Carrier.

Upon receiving the Access-Request, Steel-Belted Radius Carrier looks for attributes

within the packet that identify the NAS that sent it. Steel-Belted Radius Carrier decrypts

thepasswordbyusing thesharedsecret configured for theRADIUSclient entryassociated

with the sending NAS.

Ultimately, Steel-Belted Radius Carrier has the password in clear-text form for

authentication.
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Challenge Handshake Authentication Protocol

The Challenge Handshake Authentication Protocol (CHAP) avoids sending passwords

in clear-text over any communication link. Under CHAP, during password negotiations

theNAS generates a challenge (a random string) and sends it to the user. The user’s PPP

client creates a digest (the password concatenated with the challenge), encrypts the

digest using one-way encryption, and sends the digest to the NAS.

The NAS sends this digest as the password in the Access-Request.

Because the encryption is one-way, Steel-Belted Radius Carrier cannot recover the

password from the digest. Instead, it performs an identical operation, using the NAS’s

challenge value (provided in the Access-Request packet) and its own copy of the user’s

password to generate its own digest. If the two digestsmatch, the password is the same.

Steel-Belted Radius Carrier must be able to perform the digest operation to support

CHAP. Therefore, itmust have access to its own copy of the user’s password. Native User

passwordsarestored in theSteel-BeltedRadiusCarrierdatabase.SQLorLDAPBindName

authentication retrieves the password bymeans of a query to the database; the retrieved

password can be used to create a digest if it is in clear-text form.

MS-CHAP v2

MS-CHAP v2 (Microsoft Challenge Handshake Authentication Protocol version 2) is a

Microsoft authenticationprotocol that, likeCHAP, avoids sendingpasswords in clear-text.

MS-CHAP v1 is not supported.

Steel-Belted Radius Carrier must be able to perform a digest operation similar to CHAP

to support MS-CHAP v2. Therefore, it must have access to its own copy of the user’s

password. NativeUser passwords are stored in theSteel-BeltedRadiusCarrier database.

SQL or LDAP BindName authentication retrieves the password by means of a query to

the database; the retrieved password can be used to create a digest if it is in clear-text

form.

MS-CHAP v2 communicates users’ requests to change their passwords to a RADIUS

server. Steel-Belted Radius Carrier supports this feature, although it must also be

supported bywhatever application the user is using to log in. Formore information about

MS-CHAP v2, see RFC 2433,Microsoft PPP CHAP Extensions; RFC 2548,Microsoft

Vendor-specificRADIUSAttributes; andRFC2759,MicrosoftPPPCHAPExtensions, Version

2.

Accounting

Tounderstand theSteel-BeltedRadiusCarrieraccountingsequence, youneedanoverview

of RADIUS accounting messages. Table 15 on page 60 explains the conditions under

which each type of message is issued, and the purpose of any RADIUS attributes that a

message contains.
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Table 15: Message Conditions and Attributes

Purpose of Message AttributesMessage Conditions

Depending on the value of the Acct-Status-Type
attribute, the message type is considered to be
Start, Stop, Interim-Acct, Accounting-On, or
Accounting-Off.

The RADIUS client sends accounting data to
Steel-Belted Radius Carrier using an
Accounting-Request message.

The RADIUS client is responsible for verifying
that the server receives accounting requests.
Most clients retry periodically until the server
responds.

Complete the request/response cycle.Upon receipt of an Accounting-Request
message, the server sends an
Accounting-Response.

Record connection data, such as username, NAS
identifier, NAS port identifier, port type, and
connection start time.

After receiving an Access-Accept from the
server, the NAS completes its access
negotiationwith theuser. TheNASthensends
a Start message to the server.

Record a snapshot of statistics regarding the
connection. Onemessage contains the current
value of every statistic that this NAS is capable
of recording about this type of connection.

At intervals of approximately every six
minutes, the NAS sends an Interim-Acct
message to the server.

Record statistics regarding the connection. One
messagecontains the final valueof every statistic
that this NAS is capable of recording about this
type of connection.

After a connection is terminated, the NAS
sends a Stopmessage to the server.

Identify the device that is going online and clear
all session information.

Every time a client device comes online,
whether after a crash or after an orderly
shutdown, it sends an Accounting-On
message to the server.

Identify the device that is going offline and clear
all session information.

Every time a client device experiences an
orderly shutdown, before completing its
shutdown sequence it sends an
Accounting-Off message to the server.

Accounting Sequence

A NAS can issue an Accounting-Request whenever it chooses, for example upon

establishingasuccessful connection. Each timeanAccounting-Requestmessage reaches

Steel-Belted Radius Carrier, an accounting transaction begins. During this transaction,

the server handles themessage by examining the Acct-Status-Type and other attributes

within the message, and taking the appropriate action.

Comma-Delimited Log Files

When the Steel-Belted Radius Carrier accounting log is enabled, all of the RADIUS

accounting attributes that the server receives are reformatted and logged to a
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comma-separated value (CSV) text file, which is easily imported into spreadsheets and

database programs for report generation and billing.

Proxy RADIUS Accounting

Steel-Belted Radius Carrier can relay an Accounting-Request to some other RADIUS

server,which records thedataaccording to itsown, locally-configuredRADIUSaccounting

options. (You have the option of specifying that the data also be recorded locally on the

Steel-Belted Radius Carrier server.) The set of conventions for relaying packets between

cooperating RADIUS servers is known as proxy RADIUS, and is defined in the RADIUS

standard.

See “Configuring a Proxy RADIUS Realm” on page 195.

External Accounting

External accounting methods permit Steel-Belted Radius Carrier to record accounting

data to external databases. Configuration files specify how Steel-Belted Radius Carrier

communicates with an external database and how to insert accounting data into that

database.

SQL is the only external accounting method currently supported by Steel-Belted Radius

Carrier.

See “SQL Accounting Overview” on page 447.

Tunneled Accounting

During authentication, a user is typically identified by attributes such asUser-Name (in
theauthentication request)andClass (in theauthenticationaccept response).Standard
RADIUS accounting requests typically include these attributes in messages flagging

Start, Interim, and Stop events so that the user’s identity can be recorded for accounting

and auditing purposes.

When an organization uses a tunneled authentication protocol such as EAP/TTLS or

EAP/PEAP, the identity of a user requesting authentication may be concealed from the

NAS; theUser-Name attribute carried by the outer authentication protocol is typically a
non-unique value such as anonymous. As a result, the outer User-Name value included

inaccounting requestsmaynotbesufficient todetermineauser’s identity. Classattributes

provided by an authentication server cannot be included in clear-text in an outer

Access-Accept message because they might contain clues about the user’s identity,

thereby defeating the identity-hiding feature of the tunneled protocol.

TunneledaccountingallowsSteel-BeltedRadiusCarrier topass user identity information

to accounting processes without exposing user identities to a NAS that should not see

them.When tunneled accounting is enabled, RADIUS attributes are encrypted and

encapsulated in a Class attribute. If the information for a Class attribute exceeds the

attribute payload size (253 octets), Steel-Belted Radius Carrier returns more than one

Class attribute for a user.

The tunneled accounting transaction sequence is:
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1. The Steel-Belted Radius Carrier server acting as the tunnel endpoint for EAP/TTLS

or EAP/PEAP encrypts a user’s innerUser-Name and Class attributes when it
authenticates the user.

2. The server returns the encrypted information to the NAS encapsulated in a Class

attribute in the outer Access-Acceptmessage. TheNAS associates this encapsulated

identity attribute with the user, and echoes the encapsulated identity attribute

whenever it generates an accounting request for the user.

3. When Steel-Belted Radius Carrier receives an accounting request from a network

access server, it scans the request for an encapsulated identity attribute.

4. If Steel-Belted Radius Carrier finds an encapsulated identity attribute, it

de-encapsulates and decrypts the attributes to reconstitute the original inner

User-Name and Class attributes.

5. Steel-BeltedRadius Carrier substitutes the decrypted attributes for the ones returned

from the NAS.

6. Steel-Belted Radius Carrier processes the accounting request locally or forwards the

accounting request through the proxy to its intended target.

To implement tunneled accounting, youmust configure the classmap.ini file to specify
how attributes should be presented, and youmust configure the spi.ini file to specify the
keys that are used to encrypt and decrypt users’ identity information. The classmap.ini
file and the spi.ini file are described in the SBR Carrier Reference Guide.

For an overview of how EAP/TTLS and EAP/PEAPwork, refer to “About the Extensible

Authentication Protocol” on page 241.

Directed Accounting

The directed accounting feature allows you to map an incoming accounting request to

one or more accounting methods, based on routing information found in the request

packet. Among the options available with directed accounting is that of establishing an

accounting log file that is distinct from the Steel-Belted Radius Carrier accounting log

file in the server directory, and that contains entries from only those accounting requests

that were specifically directed to the realm.

See “Configuring a Directed Realm” on page 199.

Accounting Spooling

Accounting spooling can improve proxy accounting reliability. When spooling is enabled

for a realm, Steel-Belted Radius Carrier immediately acknowledges all accounting

requests for that realm to the NAS. Meanwhile, it spools accounting requests to a file

while a separate thread unspools requests and sends them to the server responsible for

the realm. If the server is unavailable, Steel-BeltedRadiusCarrier retriesat regular intervals

until the proxy target acknowledges the request. Even if Steel-Belted Radius Carrier

restarts, all spooled requests are preserved until they are completed.

Account spooling offers the following benefits:
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• TheNASalways gets an immediateACK (acknowledgement response) for accounting

requests.

• Accounting data is never lost if it is sent to a Steel-Belted Radius Carrier server with

spooling enabled.

Aseparateand independent spooler ismaintained for each realmforwhichproxyspooling

is configured. When an accounting request is received for a realm implementing proxy

spooling, it is written to a file in the target directory and a request is prepared, followed

by an acknowledgement returned to the client. The file is then read by the unspooling

thread and the prepared request proxied.

Targets, fast-fail, round-robin, and other extended proxy features operate normally, but

unspooling continues to retry sending a request until it is successfully acknowledged.

Since each spooler is independent, one unresponsive realm does not affect the delivery

of spooled requests to other realms.

The Acct-Delay-Time attribute in a request is updated or added as necessary if there is

a delay between the spooling and the forwarding of the request.

When the spool file’s rollover interval expires or the file size exceeds the rollover size limit,

the current spool file is closed for writing and a new one created. Files are named in the

format, yyyymmdd_hhmm_ssss.psf, where yyyy is the year,mm is the month, dd is the

day, hh is the hour,mm is the minute, and ssss is a sequence number. The configuration
of the rollover settings enables spooling to be optimized according to the characteristics

of the operating environment.

When Steel-Belted Radius Carrier is shut down, unspooling continues for the configured

ShutdownDelay time until all spooled packets are sent. If the destination server is down
at the time of shutdown, however, unspooling terminates immediately. After startup,

unspooling continues from the beginning of the oldest spool file.

NOTE: AccountSpoolingguaranteessequentialdeliveryofproxiedaccounting
packets through a single-threadedmechanism.However, the use of Account
Spooling can adversely affect performance in systems that may sustain
heavy load and high latency, or both of proxy targets. See the SBR Carrier
Reference Guide for more information on the settings for spooling.

Request Routing

WhenSteel-BeltedRadiusCarrier receivesaRADIUSauthenticationorRADIUSaccounting

request, it examines the attributes in the request to match the request with the service

that can best respond to it:

• RADIUS authentication or accounting

• Proxy RADIUS authentication or accounting

• Tunnel authentication

• Directed authentication or accounting
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Thismatchingprocess (request routing)uses the information in theUser-Nameattribute
(inwhich routing information is supplied as a prefix or suffix to the user’s account name),

the Called-Station-Id attribute (DNIS), or other attribute(s) to route the request.

Steel-Belted Radius Carrier follows the order of matching techniques configured in the

[Processing] section of proxy.ini. For example, it may checkUser-Name and
Called-Station-Id attributes, then it checks the attributes you havemapped to realms.
It uses the first routing destination it finds.

An exception to this routing logic is when the authentication request is handled by a

directed realm and that directed realm also has accounting enabled. When this occurs,

the class attribute will have a subattribute called VirtualRealm added to it. If the

accounting request receivedby the radius server has the classattribute sent in theAccess

Accept, the routing logic above is bypassed and the directed realm listed in the

VirtualRealm field will be used to process the accounting request.

Match Rules

In simple cases, each entry in the [Realms] or [Directed] sections of the proxy.ini file
consists of the name of a domain. For prefix- and suffix-based realmmatching, the

domain name is taken from theUser-Name attribute (for example, other.com in

user@other.com). The domain name also supplies the root of the name of the
configuration file that specifies the treatment for that realm (for example,other.com.pro
or other.com.dir).

Match rules extend the format of lines in the [Realms] or [Directed] sections by allowing

leading and trailing wildcard support and by allowing multiple entries to bemapped to

the same realm.

Match rules in the [Realms] or [Directed] sections of the proxy.ini file take the form:

RealmName [= match_rule ]

• Leadingwildcardsallowyou tomatchanydomainnamethat endswith theappropriate

domain name string andmap it to a realm name:

realm1 = *.msn.com

• Trailingwildcardsallowyou tomatchanydomainnamethatbeginswith theappropriate

domain name string andmap it to a realm name:

realm2 = usa.*

• Direct matching allows you to map a domain name to a realm name:

realm3 = boston.other.com

A standalone wildcard character allows you to match any domain name that does not

meet the criteria of a more specific rule:

realm4 = *

Youcanusematch rules tomapmore thanoneentry in the [Realms]or [Directed] section

of proxy.ini to a realm. When Steel-Belted Radius Carrier performs prefix or suffix

processing of theUser-Name, it isolates the realm portion of theUser-Name attribute
and then searches through thematch rules to find the one that matches the realm
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information most closely. The best match is the one that specifies the largest number

of non-wildcard characters in the rule.

For example, assume the following entries are present in the [Realms] or [Directed]

section of your proxy.ini file:

realm1 = *.msn.com
realm2 = usa.msn.com
realm3 = *.uk.msn.com
realm4 = *.com
realm5 = *

Table 16 on page 65 identifies what realms Steel-Belted Radius Carrier chooses for

differentUser-Name values.

Table 16: RealmMapping Example

Mapped RealmUser-Name

realm2bob@usa.msn.com

realm3alice@scotland.uk.msn.com

realm3lauren@wales.uk.msn.com

realm1rich@germany.msn.com

realm1julia@indiana.usa.msn.com

realm4ramon@other.com

realm5seema@other.edu

Realm names can appear more than once within the [Realms] or [Directed] section of

proxy.ini to point multiple match rules to the same realm. For example, you can enter
the following settings in the [Realms] or [Directed] section of your proxy.ini file:

realm1 = *.msn.com
realm2 = usa.msn.com
realm2 = uk.msn.com

Theseentriesmapanyusernamewithadomainofusa.msn.comoruk.msn.comto realm2,

andmap other domain ending in msn.com to realm1.

You cannot enter duplicate realm lines (with or without match rules) in the [Realms] or

[Directed] section of your proxy.ini file, and you cannot enter the samematch rule on
multiple lines.

You cannot combine leading and trailing wildcards in the samematch rule. If you do so,

the trailing match rule is ignored.
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User-Nameswith a Single Delimiter

An incoming User-Name string can be decoratedwith a single delimiter separating the

user’s namefromadestinationname.AUser-Namedecorated in thismanner can indicate

a proxy RADIUS realm, a directed realm, a tunnel, or a proxy entry that is not a member

of any realm.

NOTE: Topreventunexpected routing results, youmustensure that thename
of every realm, tunnel, and proxy entry is unique across your entire
Steel-Belted Radius Carrier configuration.

User-Nameswith a Single Tunnel Delimiter

If the delimiter matches the currently configured delimiter for tunnels, and if the current

name-parsing convention for tunnels is suffix, the User-Name is understood to be:

User<SuffixDelimiter>TunnelName

If the current nameparsing convention for tunnels isprefix, theUser-Name is understood
to be:

TunnelName<PrefixDelimiter>User

Where:

• User is the name of the dial-in user

• TunnelName identifies the destination

• <SuffixDelimiter> or <PrefixDelimiter> is a delimiter character such as@, / or !

If a tunnel entry is found that matches the TunnelName, and the request is for
authentication, Steel-Belted Radius Carrier proceeds with tunnel authentication.

NOTE: Tunnel delimiters are specified in theNameParsing page (described
in “Configuring RADIUS Tunnels” on page 164). Youmay use either the prefix
or thesuffixnamingconvention for tunnels, butnotboth.Youcanalsochoose
the tunnel delimiter character (‘@’, ‘/’, and so forth). The conventions you
define in theName Parsing page apply to all tunnels defined on the server.

User-Nameswith a Single RealmDelimiter

If theUser-Name contains a single delimiter thatmatches the currently configured suffix

delimiter for realm destinations, the User-Name is understood to be:

User<SuffixDelimiter>RealmName
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If theUser-Name contains a single delimiter thatmatches the currently configured prefix

delimiter for realm destinations, the User-Name is understood to be:

RealmName<PrefixDelimiter>User

Where:

• User is the name of the dial-in user

• RealmName identifies the destination

• <SuffixDelimiter> or <PrefixDelimiter> is a delimiter character such as@, / or !

Steel-Belted Radius Carrier attempts to find a destination that matches RealmName in
one of four places, as summarized in Table 17 on page 67.

Table 17: RealmNameMatching

Then Steel-Belted Radius Carrier does this:If a match is found in:

Steel-Belted Radius Carrier services the request locally.[Self] section of the radius.ini file.

Steel-Belted Radius Carrier routes the request to a specific
authentication or accounting method on the local server,
according to the rules in the corresponding RealmName.dir
file.

The [Directed] section of the
proxy.ini file.

Steel-Belted Radius Carrier routes the request to the proxy
RADIUS realm called RealmName according to the rules in
the corresponding RealmName.pro file. See “Target
Selection within a Realm” on page 147.

The [Realms] section of the
proxy.ini file.

Steel-BeltedRadiusCarrier uses the information in theproxy
entry (IP address, UDP port, and shared secret) to forward
the RADIUS request.

A proxy entry in the Steel-Belted
Radius Carrier database

NOTE: Realmdelimiters andnaming conventions are defined in theproxy.ini
file. You can define different delimiters for prefixes and suffixes. The
conventions you define in proxy.ini apply to all types of realm defined on the
server (both proxy realms and directed realms).

User-NameswithMultiple Suffix Delimiters

If the User-Name contains multiple realm delimiters (User<Delimiter>RealmName
<Delimiter>RealmName<Delimiter>RealmName)and thedelimiter charactermatches
the current RealmSuffix setting in the [Configuration] section of proxy.ini, the name
parsing strategy is as follows:
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1. Steel-Belted Radius Carrier finds the leftmost RealmName in the User-Name that is
also listed in the [Self] section of its radius.ini configuration file.

2. If a matching RealmNamewas found in Step 1, and there is no other RealmName to
the left of it, then Steel-Belted Radius Carrier services the request locally, without

forwarding.

3. If a matching RealmNamewas found in Step 1, but there is another RealmName to
the left of it, then Steel-Belted Radius Carrier routes the request to the RealmName
listed immediately to the left of the matching RealmName. The routing is controlled

by the corresponding RealmName .pro or RealmName .dir file.

4. If no RealmNamematch was selected in Steps 1, 2, or 3, then Steel-Belted Radius
Carrier routes the request to the rightmost RealmName inUser-Name. The routing
is controlled by the corresponding RealmName .pro or RealmName .dir file.

According to these rules, if the realmsuffixDelimiter character is ‘@’, and theUser-Name
valuematches realm suffix naming conventions, and the [Self] section of radius.ini lists
one realm called bigserver, then incomingUser-Name values are parsed as described
in Table 18 on page 68.

Table 18: Realms in User-Names

ActionRequest

Routed to the realm called bignet.fred@bignet@bigserver

Routed to the realm called bignet.fred@bignet@bigserver@smallnet

Routed to the realm called smallnet.fred@bignet@smallnet

Handled locally on bigserver.fred@bigserver@bignet

User-NameswithMultiple Prefix Delimiters

If the User-Name contains multiple realm delimiters:

RealmName<Delimiter>RealmName<Delimiter>RealmName <Delimiter>User

andtheDelimitercharactermatches thecurrentRealmPrefix setting in the[Configuration]
section of proxy.ini, the name parsing strategy is the reverse of the suffix strategy
described above. In detail:

1. Steel-Belted Radius Carrier finds the rightmost RealmName in theUser-Name that
is also listed in the [Self] section of its radius.ini configuration file.

2. If a matching RealmNamewas found in Step 1, and there is no other RealmName to
the right of it, then Steel-Belted Radius Carrier services the request locally, without

forwarding.

3. If a matching RealmNamewas found in Step 1, but there is another RealmName to
the right of it, then Steel-Belted Radius Carrier routes the request to theRealmName
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listed immediately to the right of thematchingRealmName. The routing is controlled
by the corresponding RealmName .pro or RealmName .dir file.

4. If no RealmNamewas selected in Steps 1, 2, or 3, then Steel-Belted Radius Carrier
routes the request to the leftmost RealmName in theUser-Name. The routing is
controlled by the corresponding RealmName.pro or RealmName.dir file.

According to these rules, if the realm prefixDelimiter character is ‘!’, and the User-Name
matches realm prefix naming conventions, and the [Self] section of radius.ini lists one

realm called bigserver, then incomingUser-Name values are parsed as described in
Table 19 on page 69.

Table 19: Realms and User-Names

ActionRequest

Routed to the realm called bignet.superserver!bignet!fred

Routed to the realm called bignet.smallnet!bigserver!bignet!fred

Routed to the realm called smallnet.smallnet!bignet!fred

Handled locally on bigserver.bignet!bigserver!fred

Undecorated User-Names

An undecorated User-Name is a username that does not include realm identification

information.When realm support for undecorated User-Names is enabled, Steel-Belted

Radius Carrier routes authentication requests that contain undecoratedUser-Name
attributes to the proxy realm or directed realm designated in the [Realms] or [Directed]

section of the proxy.ini file.

Undecorated User-Name support allows you to specify a realm to handle any request

containing a User-Name that does not contain realm identification information.

Steel-Belted Radius Carrier uses the following logic to determine if a User-Name is

undecorated:

1. IfSuffix is enabled in the [Processing] section of theproxy.ini file and theUser-Name
contains the specifiedRealmSuffix character, the User-Name is not undecorated. By
default,@ is the default RealmSuffix character and that Suffix is enabled if the
proxy.ini file does not include a [Processing] section.

2. IfPrefix is enabled in the [Processing] section of the proxy.ini file and the User-Name
contains the specified RealmPrefix character, the User-Name is not undecorated. By
default, / is thedefaultRealmPrefixcharacter and thatPrefix is enabled if theproxy.ini
file does not include a [Processing] section.

3. If neither of the above statements is true, the User-Name is undecorated.

Configuring Undecorated User-Name Support

To configure undecorated User-Name support in Steel-Belted Radius Carrier:
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1. Add anUndecorated entry to the [Processing] section of proxy.ini.

If theproxy.ini file does not include a [Processing] section or if theUndecorated entry
is commented out or not present, undecorated User-Name processing is disabled.

2. Associate an <undecorated>marker with a proxy realm (in the [Realms] section of

proxy.ini) or a directed realm (in the [Directed] section of proxy.ini).

Only one realm listed in the [Realms] or [Directed] section of proxy.ini can be
configured with the = <undecorated> setting. If more than one realm is associated

with the = <undecorated> setting, Steel-Belted Radius Carrier enables the first entry
it finds and writes an error message identifying the duplicate realms to the server log

file.

3. Verify that the private directory for Steel-Belted Radius Carrier includes a realm.pro
file (for the proxy realm associated with undecorated User-Name processing) or

realm.dir file (for the directed realm associated with undecorated User-Name

processing) that matches the realm specified in Step “Configuring Undecorated

User-Name Support” on page 69

For example, if you enter other.com = <undecorated> in the [Realms] section of
proxy.ini, you must have an other.com.pro file in the Steel-Belted Radius Carrier
directory. If the applicable realm .pro file is not found, Steel-Belted Radius Carrier
writes an error message noting the realm has not been enabled to the server log file.

Example

The following sections of proxy.ini illustrate how undecorated User-Name support is

configured in Steel-Belted Radius Carrier.

[Processing]
Undecorated
Suffix
Prefix
DNIS
Attribute-Mapping

[Realms]
bigco.com
partner.com
other.com = <undecorated>

In this example, any authentication request that contains undecoratedUser-Name
attributes is handled by the other.com realm. Successful authentication requests that

are handled by the selected realm results in a Class attribute that records the name of

the realm so that accounting requests resulting from the session can be handled by the

same realm.

This is different from cases where a decorated User-Name (that is, a User-Name that

contains a prefix or suffix delimiter) does not match explicit realmmapping rules. For

example, since nomatching rule for littlecorp.com is configured, a request containing a

User-Name value of user@littlecorp.comwould fall through to local processing and

result in a rejection if no matching user is found.
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NOTE: All settings are reloaded on receipt of a SIGHUP (1) signal.

Request Routing by DNIS

If the Called-Station-Id attribute is found in the RADIUS request, the request can be
routedbasedonDNIS(DialedNumber InformationServices).Steel-BeltedRadiusCarrier

checks its administration database and server configuration files for a DNIS string that

matches the value of the incoming Called-Station-Id attribute. If found, the matching
string might be in one of three places:

• A tunnel entry’s Called Station Id list. If a match is found here, and the request is for

authentication,Steel-BeltedRadiusCarrierperforms tunnelauthentication.See “Tunnel

Authentication Sequence” on page 162.

• The [Called-Station-ID] section of a RealmName.dir file. If a match is found here,
Steel-Belted Radius Carrier handles the request locally using the authentication or

accounting methods identified in the RealmName.dir file. See “Configuring a Directed
Realm” on page 199.

• The [Called-Station-ID] section of a RealmName.pro file. If a match is found here,
Steel-Belted Radius Carrier routes the request to the proxy RADIUS realm called

RealmName using the rules defined in the RealmName.pro file. See “Target Selection
within a Realm” on page 147.

NOTE: We recommend that you use DNIS strings that are unique across
all tunnel entries, all RealmName.dir files, and all RealmName.pro files. If
you duplicate a DNIS string anywhere in your Steel-Belted Radius Carrier
configuration, the request routing results might be unexpected.

Request Routing by Any Attribute

You canmap the presence or absence of any attribute or attribute/value pair in an

incoming packet to a specific realm, by providing an [AuthAttributeMap] or

[AcctAttributeMap] section in the proxy.ini configuration file.

You can route all of the packets for a session to a realm based on attributes in the

Access-Request (the [AuthAttributeMap] section), or you can route the session’s

accounting packets to a different realm, based on attributes found in these packets (the

[AcctAttributeMap] section).

Attribute mapping can be used for proxy RADIUS realms and for directed realms. You

cannot use this feature when forwarding packets to a proxy target that is not a member

of a realm.

Local Services

If theRADIUS requestdoesnot contain routing information (or at least, it doesnot contain

any routing information thatSteel-BeltedRadiusCarrierhasbeenconfigured to recognize),
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it is processed locally on the Steel-Belted Radius Carrier server. Authentication follows

the authentication methods list in the AuthenticationMethods page. No User-Name
parsing is performed; the entire string is understood to be the user’s name. Accounting

is controlled by the server’smain account.ini file and (for external database accounting)
.acc file.

Control over RoutingMethods

By default, the rules for determining the destination of a request are applied in the

following order by default:

1. Apply Suffix delimiter rules

2. Apply Prefix delimiter rules

3. Apply DNIS rules

4. Apply Attribute Mapping rules

You can specify which methods you want used for request routing and the sequence in

which methods are applied.

Radius Client Groups

If yourRADIUSclientsuse the sameRADIUSattributesandhavecontiguous IPaddresses,

you can configure one or more RADIUS client groups and specify an address range

consisting of as many as 500 IP addresses for each client group. A RADIUS client group

is a collection of network devices or software applications that contacts Steel-Belted

RadiusCarrier toauthenticateauseror to recordaccounting informationaboutanetwork

connection. When Steel-Belted Radius Carrier receives a RADIUS request that includes

a source IP address in this range, it uses the RADIUS client group to determine the

appropriate shared secret, make/model, and IP address pool.

Please note the following when you set up address ranges for RADIUS client groups:

• Address rangesare for IPv4networksonly. Steel-BeltedRadiusCarrier doesnot support

address ranges for IPv6.

• The address range assigned to one RADIUS client group cannot overlap the address

ranges assigned to other RADIUS client groups.

• The starting address of the address range assigned to a RADIUS client group cannot

match the IP address of an individual RADIUS client.

• If an individual RADIUS client entry has an IP address that fallswithin an address range

assigned to a RADIUS client group, Steel-Belted Radius Carrier uses the make/model

for the individual RADIUS client. For example, if RADIUS client NAS1 is configuredwith

IP address 192.168.21.55 and if RADIUS client group BLDG1NAS is configured with an

IP address range 192.168.21.50– 192.168.21.60, Steel-Belted Radius Carrier uses the

client information for NAS1 if it receives a RADIUS request from 192.168.21.55, and it
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uses the client information for BLDG1NAS if it receives a RADIUS request from

192.168.21.56.

• A RADIUS client group cannot use a Class D, E, or F IP address (that is, an address

greater than 223.255.255.0).

See “Adding a RADIUS Client or Client Group” on page 99 for information about how to

configure IPv4 address ranges for RADIUS clients.

IP Address Assignment

Steel-Belted Radius Carrier can assign IPv4 addresses to users in several ways:

• Static assignment—The same IP address is assigned to a user each time the user

connects. For example, if the user Kevin has a Framed-IP-Address attribute set to
123.11.245.123, then the IP address 123.11.245.123 is assigned each time Kevin connects
to the network.

• Assignment from a specific address pool—An address is assigned from a specific pool

when theuser connects. For example, if userKevinhasaFramed-IP-Addressattribute
set to the Sales IP address pool, the next available IP address from Sales is assigned
when Kevin connects to the network.

• Assignment from the RADIUS client’s IP address pool (or set of IP address pools)—An

address is assigned from one of the pools associated with the RADIUS client that

makes the connection when a user connects. For example, assume that a RADIUS

client called RAS1 uses IP address pool A, and a RADIUS client called RAS2 uses IP
address pool B. A User entry called Kevin has a Framed-IP-Address attribute value of
pool associatedwith RADIUS Client. When user Kevin gets a port on RAS1, an IP
address frompool A is assigned. On the next call,Kevinmight connect toRAS2; in this
case an address from pool B is assigned.

Alternatively, if a user has been associated with a particular NAS-specific IP address

pool (and suffix), an IP address from that pool is assigned.

• Assignment from DHCP server—An address is assigned from a DHCP server for a

user-configurable period of time (DHCP lease)when a user connects. TheDHCP lease

period is typically significant (for example, twenty-four hours).

Address Pools and Replication

Addresspoolapplies tonon-cluster installationsonlyand the information isnotdistributed

with other configuration information in a replicated environment. If you are using IPv4

address pools in a replication environment, youmust configure address pools separately

oneach replica server, and thenuse the samenames to configure amaster list of address

pools on your primary server.

Themaster listofaddresspoolsconfiguredon theprimaryservermust include thenames

of all the pools on all of the replica servers. For example, Figure 18 on page 74 illustrates

a simple environment that uses four address pools. POOL1 and POOL2 are configured

on one replica server and POOL4 is configured on a different replica server. As a
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consequence, the IP address pool list on the primary servermust includePOOL1, POOL2,

POOL3 (the pool used by the primary server), and POOL4.

Figure 18: IP Address Pools in a Replication Environment
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The network administrator must configure RADIUS clients (including the address pool

associatedwith aRADIUS client) on the primary server. This RADIUS client/address pool

association (butnot theaddresspool information itself) is storedaspart of the replication

package passed from the primary server to the replica servers.

Hints

Steel-Belted Radius Carrier can treat the attribute Framed-IP-Address as a hint. This
means that if this attribute appears in the Access-Request and the user return list is

configured to allocate Framed-IP-Address from a pool, the IP address in the

Access-Request is returned instead of the newly-allocated IP address.

This functionality is defined in the [Configuration] section of radius.ini:

[Configuration]
Framed-IP-AddressHint = <yes/no>

When hints are enabled, Steel-Belted Radius Carrier uses a hint to determine the value

of the Framed-IP-Address attribute in the access response. This means that
Framed-IP-Address in the Access-Request is returned in the Access-Accept, regardless
of the Framed-IP-Address value stored in the user’s account.

The default value is no.

Table 20 on page 75 details the effect of hints:
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Table 20: Effect of Hints

Framed-IP-Address ReturnedWith
Hints

Framed-IP-Address
ReturnedWithout
HintsAccount Configuration

Framed-IP-Address from
Access-Request

No valueNo Framed-IP-Address

Static addressStatic addressStatic Address

Framed-IP-Address from
Access-Request

Next address frompoolAddress from Pool

CAUTION: By using hints, you can assign the same IP address tomultiple
active accounts.

Table 21 on page 75 details the effect of RFC 6911 hints.

Table 21: Effect of RFC 6911 Hints

Response IfHintsSet toYesResponse If Hints Set to No

Present
in
Return
List?

Present in
Access-Request?Attribute

Framed-IPv6-Address from
Access-Request

Framed-IPv6-Address from
return list

YesYesFramed-IPv6-Address

Framed-IPv6-Address from
return list

Framed-IPv6-Address from
return list

YesNo

DNS-Server-IPv6-Address
from both Access-Request
and return list

DNS-Server-IPv6-Address
from return list

YesYesDNS-Server-IPv6-Address

DNS-Server-IPv6-Address
from return list

DNS-Server-IPv6-Address
from return list

YesNo

Route-IPv6-Information from
both Access-Request and
return list

Route-IPv6-Information from
return list

YesYesRoute-IPv6-Information

Route-IPv6-Information from
return list

Route-IPv6-Information from
return list

YesNo

Delegated-IPv6-Prefix-Pool
from both Access-Request
and return list

Delegated-IPv6-Prefix-Pool
from return list

YesYesDelegated-IPv6-Prefix-Pool

Delegated-IPv6-Prefix-Pool
from return list

Delegated-IPv6-Prefix-Pool
from return list

YesNo
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Table 21: Effect of RFC 6911 Hints (continued)

Response IfHintsSet toYesResponse If Hints Set to No

Present
in
Return
List?

Present in
Access-Request?Attribute

Stateful-IPv6-Address-Pool
from both Access-Request
and return list

Stateful-IPv6-Address-Pool
from return list

YesYesStateful-IPv6-Address-Pool

Stateful-IPv6-Address-Pool
from return list

Stateful-IPv6-Address-Pool
from return list

YesNo

ResourceManagement

This section explains how Steel-Belted Radius Carrier manages limited resources, such

as network addresses, user or tunnel connections, and UDP ports.

Network Address Assignment

TheSteel-BeltedRadiusCarrier address pooling feature allows you to set up one ormore

pools out of which unique network addresses are assigned dynamically as users require

them. Each pool consists of a list of one or more ranges of IP addresses (an IP pool).

By using this feature, you can avoid allocating specific fixed addresses to individual users.

You canmake fewer addresses go farther, and you can consolidate address assignment

across all your network access servers.

HowAddress AssignmentWorks

Proper operation of address assignment from a pool depends crucially on both RADIUS

authentication and RADIUS accounting transactions, as follows:

1. During the RADIUS authentication transaction, if the user’s attribute settings specify

address assignment from a pool, an address is allocated for that user from that pool.

2. The address is reserved for that user until a RADIUS accounting transaction indicates

that the user has terminated the connection.

For this reason, the network access server must be configured for RADIUS accounting,

and thesameSteel-BeltedRadiusCarrier servermustbespecified forbothauthentication

and accounting.

NOTE: If yournetworkaccessserver isnotconfigured foraccounting (ordoes
not support accounting), you should not use the address pooling feature
because addresses would be assigned but never released.
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Setting Return List Attributes

TheFramed-IP-Address return list attributecontrolshowtheuser’s IPaddress isassigned.
The Framed-IP-Address attribute can be set for each user in the Steel-Belted Radius
Carrier database.

Handling Address Leaks

Under optimal conditions, Steel-Belted Radius Carrier assigns and releases addresses

automatically. In some circumstances, you can get address leakage, where an address

remains reserved for a user after the user has terminated the connection.

Address leakage occurs when the address has been assigned during the authentication

transaction, but the accounting transaction that would have released the address is

never received by Steel-Belted Radius Carrier. This can occur for several reasons:

• The Steel-Belted Radius Carrier server might have been taken down for a period of

time during which accounting transactions occurred.

• The network access server might have failed or been taken down before the user

terminated theconnection. (Inmanycases, however,Steel-BeltedRadiusCarriermight

be able to prevent address leakage by recovering the addresses when the NAS starts

up again.)

• The network access server might have sent the authentication and accounting

transactions to different RADIUS servers.

• Despite a successful authentication, the user’s access with the NASmight have

terminatedunsuccessfully for avarietyof reasons. In suchacase, somenetworkaccess

servers might not initiate a subsequent accounting transaction.

• Routing problemsmight have prevented the accounting transaction from reaching

Steel-Belted Radius Carrier.

An address that has leaked remains out of circulation until the session expires or you

manually release it by displaying the current sessions list and deleting the corresponding

session. See “Deleting Sessions” on page 703.

NOTE: To prevent IP address leaks, when assigning IP addresses using
tunneled authenticationmethods such as TTLS or PEAP, the "Transfer Inner
Attribs To Accept" filter must be enabled, and the Framed-IP-Address
attributemust be transferred by the filter. By default, the ttls_accept filter
does this properly.

Address Leakage upon Stopping and Starting the Server

Steel-Belted Radius Carrier maintains all current address assignments in a persistent

database on disk in non-cluster installations. For cluster, current address assignments

are kept in the session database. If you shut down the server and then restart it, all the

information about which address is assigned to which user is retained.
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If you leave Steel-Belted Radius Carrier turned off for a substantial period of time after

addresses have been assigned, address leakagemay occur. After you restart the server,

review the Current Sessions list (described in “Current SessionsOverview” on page 699)

and delete entries you know are obsolete.

Overlapping Address Ranges

If youmaintainmultiple IPaddresspools, youcanduplicate someof theaddressesamong

the pools. The address tracking mechanism of Steel-Belted Radius Carrier, when it is

enabled, ensures that, if an IP address appears inmore than one pool, after it is assigned

out of any pool, it remains unavailable through any of the pools until it is released.

Youmust disable this type of address tracking if the server is assigning IP addresses from

disjointed networks. In that configuration, two numerically identical IP addresses would

signal a conflict, even though they actually belong to two different networks.

NOTE: Overlapping IP Address ranges are supported only in the standalone
version of SBR Carrier.

Order of Address Assignment

IP addresses are assigned on a first-in-first-out basis; that is, the address that was first

released is the first to be reassigned. This ensures that addresses are out of use for as

long as possible before reuse.

Concurrent Network Connections

TheWeb GUI enables you to limit the number of active connections, on a per-user, or

per-tunnel basis.

Concurrent User Connections

You can set a maximum limit on the number of concurrent connections that a user can

have. Subsequently, when the user requests a new connection, Steel-Belted Radius

Carrier compares the current number of connections to the maximum limit.

If a new connection would exceed the limit, Steel-Belted Radius Carrier can reject the

additional connection or allow the connection, but log the event in the server log

(described in “Using the Server Log File” on page 808).

NOTE: When counting connections, Steel-Belted Radius Carrier does not
distinguish betweenmulti-link connections and new user authentication
attempts.

For concurrent connection limits to work, each NASmust be configured for RADIUS

accountingand thesameSteel-BeltedRadiusCarrier servermustbe responsible for both

authentication and accounting. These conventions give the server full access to the data

it needs to track connections accurately.
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Themaximum number of concurrent connections can be set individually for any type of

user by selecting theMaximumConcurrent Connections check box and entering a
number in the accompanying field in the appropriate Add User/Edit User dialog box. See

“Administering Users” on page 115.

NOTE: This concurrency is based on username only. The optional Session
State Register module also supports attribute-based concurrency which is
not limited to username only. For more information see
“ManagingConcurrencywithAttributes inSessionStateRegister”onpage665.

Authentication methods that do not require user entries must provide alternate

mechanisms for supporting concurrent connection limits. For example, if you are using

external database authentication there is an alias mechanism you can use in the SQL or

LDAP configuration file. Concurrent connection limits can be supported under proxy

authentication only if the target server supports them.

Concurrent Tunnel Connections

Steel-Belted Radius Carrier uses its Current Sessions Table (CST) list to determine the

number of active connections for each tunnel. TheCST list summarizes all of theRADIUS

accounting data currently available to the server. Tunnel connections appear in the CST

list using a special display convention that distinguishes them from user connections.

You can set amaximum limit on the number of concurrent connections that can be open

using a specific tunnel. Subsequently, when a user requests a new connection through

that tunnel, Steel-Belted Radius Carrier compares the current number of connections to

the maximum limit. If a new connection would exceed the limit, Steel-Belted Radius

Carrier rejects the additional connection.

NOTE: Concurrent tunnel connections are supported locally only.

For concurrent connection limits to work, it is essential that each NAS that can open a

tunnel be configured for RADIUS accounting and that the same Steel-Belted Radius

Carrier server be specified for both authentication and accounting and this applies only

to non-cluster. For cluster installations, authentication and accounting must be sent to

servers within the same cluster. This permits the server’s CST list to be kept up to date

and available to every NAS that needs to authenticate a tunnel connection.

NOTE: Concurrent tunnel connections cannot be tracked acrossmultiple
Steel-Belted Radius Carrier servers without additional software extensions.
Contact Juniper Networks for more information.
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Attribute Value Pooling

Attributevaluepooling lets youdefinepoolsofattributesets thatareassigneddynamically

when anAuthorizationRequest is processed. The attribute sets are distributed according

to specified weights and the values are returned with the Access-Accept message.

Attribute value pooling allows for a dynamic allocation of attribute values sets, so that

attributes needed to configure changeable and complex situations do not have to be

assigned in static profiles. This functionality is supported by the use of a vendor-specific

attribute called Funk-Round-Robin-Group. The value for this attribute is a string, and
should be set to the name of an .rr suffix file that defines an attribute value pool.

An .rr file is defined as follows:

[Sets]
SetName1 =Weight1
SetName2 =Weight2
.
.
.

[ SetName1 ]
AttributeName1.1 = AttributeValue1.1
AttributeName1.2 = AttributeValue1.2
.
.
.

Steel-Belted Radius Carriermaintains round-robin statistics for each attribute value pool

so that weight calculations can be performed properly. When a user who belongs to a

profile that has been assigned to a particular attribute value pool logs in, the round-robin

values are incremented to determine which Attribute Value set should be assigned to

the user. This attribute set is added to the return list of the Access-Accept.

Attribute value pooling can be used in several ways. For example, the Acme Company

wants off-site employees to be able to establish tunnels to the company network. The

Acme Companymaintains three tunnel connection endpoints to which end users can

create VPNs into the corporate network, each of these with different capacities. The

Acme Company would define an attribute value pool of three attribute sets, each

describing how toestablish a tunnelwith oneof these connectionpoints. These attribute

sets should be weighted according to the capacity of the three connection points.

The following is a sample acme.rr file.

;acme.rr
[Sets]
VPN1=20
VPN2=12
VPN3=7

[VPN1]
Tunnel-Server-Endpoint = 8.4.2.1
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Tunnel-Password = GoodGuess

[VPN2]
Tunnel-Server-Endpoint = 8.4.2.2
Tunnel-Password = BestGuess

[VPN3]
Tunnel-Server-Endpoint = 8.4.2.4
Tunnel-Password = OurSecret

Tomake this attribute value pool visible, the Acme Company would define a

Funk-Round-Robin-GroupVSAandassign it to theusers (or theprofileassigned to these
users) andmake the value of the VSA point to the acme.rr file.

Funk-Round-Robin-Group = acme.rr

Attribute value pools can be combined with other features. For example, by specifying

an IP Pool name for a Framed-IP-Address attribute, you could load-balance IP pools.

NOTE: Attributemerging rules do not apply to attributes in round-robin files.
Youmust follow appropriate attribute usage (single-valued, multi-values,
check list, and so on). No special checks are performed to ensure that the
attributes and values specified in round-robin files are consistent with the
rest of your system configuration. Check the dictionary file for information
about attribute usage.

Attribute value pools can be reconfigured dynamically. When you issue the SIGHUP (1)

signal to the Steel-Belted Radius Carrier process, the modified files are re-read and the

pool configuration is reset appropriately.

NOTE: You can havemultiple, active Round-Robin-Group attributes in use
simultaneously.

PhantomRecords

When Steel-Belted Radius Carrier allocates resources such as IP addresses, user

connections, and tunnel connections, to its clients, it generates a phantom accounting

record for its internal use. Phantom records are not written to the RADIUS accounting

database, but they are displayed in the Current Sessions Table (CST) list (described on

“Current Sessions Overview” on page 699). Phantom records resemble accounting start

records, except that the session ID for phantom records is displayed asN/A.

After Steel-Belted Radius Carrier receives the corresponding accounting start request

packet from the client, it discards the phantom record and replacesN/Awith the actual
Session-ID number returned by the client device in the Current Sessions list.

In somecases, Steel-BeltedRadiusCarrier can allocate a resource and create a phantom

record, but then never receive a corresponding start packet from the client. To avoid

committing the resource indefinitely, Steel-BeltedRadiusCarrierwaits for a limitedperiod

for the start packet to confirm the transaction. By default, Steel-Belted Radius Carrier
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waits 180 seconds, though you can configure a different wait period by editing the

radius.ini file (described in the SBR Carrier Reference Guide).

IPv6 Support

IPv6 is the next step in the evolution of the Internet Protocol, which providesmanymore

unique addresses than the earlier IPv4, which is currently widely in use but has recently

beenexhausted. IPv6,whichhasbeenunderdevelopment formore than 10years, provides

improvements over IPv4 in addressing, configuration, and security. Although IPv6 is still

an evolving standard, many operating system vendors offer production-quality IPv6

implementations for customers interested in using IPv6 networks.

IPv6 and Steel-Belted Radius Carrier

With few exceptions, Steel-Belted Radius Carrier supports IPv6 addressing wherever

IPv4 addressing is supported. You can perform configuration, authentication, and

accounting of RADIUS IPv6 attributes per RFC 3162, RADIUS and IPv6 and RFC 6911,

RADIUS Attributes for IPv6 Access Networks. TheWeb GUI and the LDAP configuration

interface (LCI) support the configuration of RADIUS IPv6 attributes.

NOTE: Becausemany third-party libraries and software development kits
(SDKs) do not support IPv6, the Steel-Belted Radius Carrier server must
support local IPv4 socket connections.

IPv6 Features

Significant changes from IPv4 to IPv6 include the following:

• Expanded routingandaddressing capabilities—IPv6 increases the IPaddress size from

32bits to 128bits. Asaconsequence, IPv6supportsmore levels of addressinghierarchy,

provides amuch greater number of available addresses, and simplifies

auto-configuration of addresses. As a consequence, address conservation techniques

such as network address translation, are not necessary.

• Improvedmulticast routing—Multicast routing,whichexisted in IPv4, hasbeen redefined

and improved in IPv6. Multicast addresses now include a Scope field that limits the

scope of multicasts, improving scalability. A new Anycast address type allows you to

send amessage to the nearest single member of a multicast group.

• Header format simplification—The IPv6 packet header format has been designed to

be efficient. The IPv6 header has a fixed length of 40 bytes, divided into eight fields.

• Improved support for extensions and options—IPv6 uses extension headers, which are

inserted between the IPv6 header and the transport header and packet payload, to

handle special packet processing requirements. Extension headers provide a flexible

means to support authentication, encryption, fragmentation, source routing, network

management, and other functions. An IPv6 packet can carry any number of extension

headers.

• Improveddatagramsizingand fragmentation—Themaximumtransmissionunit (MTU)

describes the maximum size of a datagram that can be transmitted over a network
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without fragmentation. IPv6 increases theminimumMTUfrom576bytes to 1280bytes,

which makes IPv6 packets more efficient and reduces the need for packet

fragmentation.PathMTUdiscoveryenablessource routers todetermine theappropriate

packet size for a route.

• Quality-of-Service (QoS) functions—Packets belonging to a traffic flow that requires

special handling, suchas real-timevideo service, canbe labeledby the sender. Because

traffic in a particular flow can be identified in the IPv6 header, support for QoS can be

implemented even when the payload of a packet is encrypted.

• Improved privacy and security—IPv6 supports extensions for authentication and data

integrity to improve security and privacy of network traffic.

IPv6 Addressing

IPv6 addresses are 128 bits in length, which creates amuch larger address space than

32-bit IPv4addresses. IPv6addresses identify individual interfacesandsets of interfaces.

IPv6 addressing architecture is defined in RFC 2373, IP Version 6 Addressing Architecture.

Address Notation

In full form, IPv6 addresses are written as eight 16-bit hexadecimal blocks separated by

colons:

FE80:0000:0000:0000:1232:E4BF:FE1A:8324

IPv6 addresses can be interpreted as having two variable-length fields: an IPv6 prefix

and an IPv6 interface identifier.

• The IPv6 prefix varies from 0 to 128 bits in length and forms the routable network

number portion of the IPv6 address. The trailing CIDR notation that may appear after

human-readable IPv6addresses (for example, /64) indicates thebit lengthof the IPv6

prefix.

• The IPv6 interface identifier consists of the non-prefix portion of the IPv6 address, if

any, and identifies the host interface portion of the address, which identifies an IPv6

interface on the local network. The IPv6 interface identifier is typically generated

automatically by the host as a function of a unique hardware identifier, such as an

Ethernet MAC address. IPv6 hosts can automatically configure interface addresses by

combining the IPv6prefixesobtained fromrouteradvertisementswith the IPv6 interface

IDs that are determined locally.

For example:

IPv6 Prefix: FEC0:0000:0000:0000:0000:0000:0000:0000/64
IPv6 Interface ID:0260:08FF:FEFF:FFFF
IPv6 Address:FEC0:0000:0000:0000:0260:08FF:FEFF:FFFF

Tosimplifyaddressnotation, IPv6acceptsabbreviations inaddressnotation. For example,

leading zeros in a 16-bit block may be omitted:

FE80:0:0:0:0232:E4BF:FE1A:8324

A double colon (:) can replace a series of consecutive zeros within an address:
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FE80::232:E4BF:FE1A:8324

Onlyonedouble coloncanbeused tocompressan IPv6address. Ifmore thanonedouble

colon was included in an address, networking devices would not know howmany zeros

to insert for each double colon when expanding a compressed address to its full 128-bit

representation.

In networks that support IPv4 and IPv6 nodes, IPv4 addresses can be embedded in the

last four bytes of the address. An IPv4 address of 192.168.1.12 can be represented in IPv6

format as ::192.168.1.12, where :: represents a string of zeroes to pad the address to 128
bits.

Address Prefixes

Like IPv4addresses, IPv6addressesare composedof a routable network number, known

as the IPv6 prefix, and a host identifier, known as the IPv6 interface ID. IPv6 does not

support address classes; IPv6 uses Classless Inter-Domain Routing with variable length

network numbers, or prefixes, meaning that an IPv6 prefix is specified by supplying a bit

length in conjunction with the address.

IPv6 prefixes are written as an IPv6 address, followed by a slash and the bit length of

the prefix portion of the address. The prefix can be 0–128 bits in length, but the prefix is

always written in terms of a 128-bit address. When writing prefixes, the trailing bits of

the address comprising the interface ID are sometimes dropped so that the prefix can

be abbreviated. The following prefixes are equivalent, assuming that the interface ID

portion of the address may be ignored:

Canonical form: 2001:1c44:820d:eea0:0260:08ff:feff:ffff/64

Abbreviated form: 2001:1c44:820d:eea0::/64

In many cases, the interface ID portion of the address contains relevant information. A

hierarchyofprefixesmay reflect theassignmentand reassignmentofblocksof addresses

to progressively smaller organizations. For example, in a typical hierarchy, the largest

service providers are assigned the largest blocks of addresses and hence the shortest

prefixes, called Top Level Aggregator Identifiers (TLA IDs). The large service providers

reassign blocks of addresses to smaller service providers by adding a fewmore bits after

the TLA ID; these added bits are known asNext Level Aggregator IDs. The smaller service

providers again reassign smaller blocks of addresses to end user organizations by again

adding a fewmore bits after the NLA ID. These added bits are known as Site Level

Aggregator IDs. The hierarchy continues in this way until the prefix is exhausted, leaving

only the trailing bits that correspond to the non-routable IPv6 interface ID.

Steel-Belted Radius Carrier accepts all equivalent forms of IPv6 prefixes and recognizes

them as being equivalent. The following prefixes are related by hierarchy, but only the

canonical and abbreviated forms are equivalent:

Canonical form: 2001:1c44:820d:eea0:0260:08ff:feff:ffff/64

Abbreviated form: 2001:1c44:820d:eea0::/64

Site level prefix: 2001:1c44:820d::/48
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Next level prefix: 2001:1c44:8200::/40

Top level prefix: 2001:1c00::/24

IPv6prefixes shouldalwaysbewrittenout in full andunabbreviated formwhenwildcards

are used, as the abbreviations become ambiguous in the presence of wildcards. The

following prefixes are equivalent:

Canonical form: 2001:1c44:820d:eea0:0260:08ff:feff:ffff/64

With wildcards: 2001:1c*:??0d:eea0:*:*:*:*/64

Address Interface IDs

Because the overall size of the IPv6 address is fixed, a longer address prefix means a

shorter interface ID. For example, a 48-bit prefix implies an 80-bit interface ID:

Canonical prefix: 2001:1c44:820d:eea0:0260:08ff:0000:0000/48

Abbreviated prefix: 2001:1c44:820d::/48

48-bit interface ID: eea0:0260:08ff:0000:0000

Though the interface IDportionofan IPv6addresscanbe0–128bits in length, theRADIUS

standard assumes 64-bit interface IDs. Steel-Belted Radius Carrier uses a convention

that all interface IDs are written as a series of four unabbreviated hexadecimal fields

regardless of how they are entered:

64-bit interface ID: 0260:08ff:0000:0000

IPv6 interface IDs should always be written out in full and unabbreviated formwhen

wildcardsareused, as theabbreviationsbecomeambiguous in thepresenceofwildcards.

The following interface IDs are equivalent:

64-bit interface ID: 0260:08ff:0000:0000

With wildcards: 02??:08ff:*:*

NOTE: The use of wildcards in IPv6 interface IDs is a Steel-Belted Radius
Carrier feature. Wildcards in IPv6 interface IDs are not known to be
documented or prohibited by any IPv6 standards at this time.

IPv6 Network Numbers

In very specific cases, suchascheck list processing, Steel-BeltedRadiusCarrier recognizes

both IPv4 and IPv6 addresses as representing entire ranges of addresses. Steel-Belted

Radius Carrier extends the concept of IPv4 network numbers to IPv6 as ameans of

representinga rangeofnetworkaddresses.Using this conceptofnetworknumbersmeans

you cannot specify a valid network address that also happens to be a network number.

Before the adoption of Classless Inter-Domain Routing (CIDR), the IPv4 address space

is divided into five address classes, as shown in Table 22 on page 86.
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Table 22: IPv4 Address Classes

DescriptionAddress RangeClass

1-bit class, 7-bit network, 24-bit host0.0.0.0 – 127.255.255.255A

2-bit class, 14-bit network, 16-bit host128.0.0.0 – 191.255.255.255B

3-bit class, 21-bit network, 8-bit host192.0.0.0 – 223.255.255.255C

4-bit class, 28-bit multicast group224.0.0.0 – 239.255.255.255D

5-bit class, 27-bit reserved240.0.0.0 – 247.255.255.255E

Withinan IPv4addressclass, eachnetwork is identifiedbyanetworknumber that consists

of the leading class bits and the network bits that follow. Network numbers are typically

written as IP addresses with trailing zero bits; for example, the network number

corresponding to the class C address 199.100.10.24 would typically be written as

199.100.10.0.

Each network represents a potential physical interconnection of a maximum number of

hosts determined by the number of host bits. Thus, the physical network identified by

the network number 199.100.10.0 might connect up to 256 hosts identified by the

addresses 199.100.10.0 through 199.100.10.255 inclusive. (In practice, host addresses

such as 199.100.10.0 are avoided to prevent confusion between host addresses and

network numbers.) Thus, it is reasonable to interpret a network number as the entire

range of addresses sharing the same network portion of the address:

Network number: 199.100.10.0

Start of address range: 199.100.10.0

End of address range: 199.100.10.255

As a wildcarded address: 199.100.10.*

Toseehowtheconceptofnetworknumberscanbeextended to IPv6addresses, consider

that IPv6 addresses can contain embedded IPv4 addresses. The IPv6 address

::ffff:199.100.10.0 can therefore be interpreted as the range ::ffff:199.100.10.0 through
::ffff:199.100.10.255 inclusive.

The IPv6address space is not divided into classes, because IPv6wasdesignedwithCIDR

inmind.Constructinganarbitrarydefinitionof IPv6networknumbers thatboth resembles

IPv4 and scales well across all possible IPv6 addresses is difficult. However, since large

portions of the IPv6 address space have not yet been defined and since the RADIUS

specification concerns itself only with 64-bit interface IDs, we can consider arbitrarily

assigning specialmeaning to all IPv6 addresses ending in 64 bits of zero. This represents

a fraction (1/2
64
) of the IPv6 address space, where the addresses have arbitrarily been

assigned special meaning overriding their true meaning. The cases where this arbitrary

definitionwouldcause troubleareexpected tobeextremely rare, and it shouldbepossible

to avoid them.
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Steel-Belted Radius Carrier artificially defines the concept of IPv6 network numbers as

IPv6 addresses ending in 64 bits of zero, where the network number is interpreted as the

entire range of IPv6 addresses sharing the same 64-bit prefix as the network number:

Network number: 2001:1c44:820d:eea0:0000:0000:0000:0000

Start of address range: 2001:1c44:820d:eea0:0000:0000:0000:0000

End of address range: 2001:1c44:820d:eea0:ffff:ffff:ffff:ffff

As a wildcarded address: 2001:1c44:820d:eea0:*:*:*:*

IPv6 Support in Steel-Belted Radius Carrier

In general, IPv6 support in Steel-Belted Radius Carrier parallels IPv4 support, both in

terms of IPv6 network transport and in terms of RADIUS IPv6 attributes. When IPv6

networking is not supportedbyanoperating system(eitherbecause theoperating system

cannot support IPv6 or because the IPv6 stack for the operating system has not been

configured), Steel-Belted Radius Carrier recognizes IPv6 addresses and attributes, but

does not use IPv6 transport mechanisms.

Socket interfaces in Steel-Belted Radius Carrier are both IPv4- and IPv6-capable. By

default, IPv4 support is enabled and IPv6 support is disabled in Steel-Belted Radius

Carrier. Youmust explicitly enable IPv6 support (by modifying settings in the [IPv6]

section of the radius.ini file) before you can use IPv6 networking. Steel-Belted Radius
Carrier recognizes IPv6 attributes whether or not IPv6 networking is enabled.

With fewexceptions, IPv6addressesmaybe configuredwherever you can configure IPv4

addresses in configuration files and in theWeb GUI.

Similarly, IPv6 RADIUS attributes can be configured wherever IPv4 RADIUS attributes

can be configured. All IPv6 attributes are defined in the radius.dct file to allow inclusion

in all standards-conforming dictionaries. IPv6 attributes are correctly interpreted and

fully validated by the LDAP Configuration Interface (LCI) andWeb GUI.

Table 23 on page 87 presents a summary of IPv6 support in Steel-Belted Radius Carrier.

Table 23: IPv6 Feature Matrix

CommentsSupported?Feature

IPv6 networking must be explicitly enabled. IPv6
attributes can be processed even if IPv6 networking is
notenabled. IPv6network traffic is limited to theRADIUS
authentication/accounting ports (typically 1645, 1646,
1812, and 1813). IPv6 addresses can be configured in the
[Interfaces] section of the proxy.ini file. IPv6 link local
and site local addressing is deprecated.

YesServer networking

DNSv6must be explicitly enabled. Both IPv6 and IPv4
network connectionsare supportedwith remoteDNSv6
servers. Only IPv4 network connections are supported
with remote DNS servers.

YesServer DNSv6
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Table 23: IPv6 Feature Matrix (continued)

CommentsSupported?Feature

The diagnostic logging and tracing of IPv6 network
connections and IPv6 attributes are fully supported.
OnlyRFC3162andRFC6911 attributeshavebeen tested.

YesServer logs

If IPv6 networking is enabled, IPv6 addresses can be
configured in the [LDAPAddresses] section of the
radius.ini file.

YesLCI networking

In most cases, IPv6 values can be supplied wherever
IPv4 inputs can be specified.

PartialLCI inputs

Basic IPv6 attributes defined in RFC 3162, and RFC 6911
and listed in radius.dct are supported as native types or
as regular text strings, as appropriate. Only RFC 3162
and RFC 6911 attributes have been tested.

YesAttributes

IPv6 attributes can appear in check lists, and IPv6
address values can contain network numbers similar to
IPv4 address values. IPv6 prefix values and IPv6
interface values cannot bemasked or wildcarded. Only
RFC 3162 and RFC 6911 attributes have been tested.

PartialCheck lists

IPv6 attributes can appear within return lists, and IPv6
values can be assigned. Only RFC 3162 and RFC 6911
attributes have been tested.

YesReturn lists

IPv6 attributes can appear in attribute value pools, and
IPv6 values can be assigned to implement round-robin
return list processing. Only RFC 3162 attributes have
been tested.

YesAttribute value pools

IPv6attributes canappear in filter rules, and IPv6values
can be assigned. Only RFC 3162 attributes have been
tested.

YesAttribute filtering

IPv6 attributes can appear in a service typemapping,
and IPv6valuescanbewildcardedsimilar to IPv4values.
Reliable string comparison of regular expressions
requires all values to be expressed in canonical form.
Only RFC 3162 attributes have been tested.

YesService typemapping

IPv6 attributes can appear in an attributemapping, and
IPv6 values can be wildcarded similar to IPv4 values.
Reliable string comparison of regular expressions
requires all values to be expressed in canonical form.
Only RFC 3162 attributes have been tested.

YesAttribute mapping

The RADIUS Class attribute cannot contain any IPv6
attributes or structured attributes. You can configure
IPv6 addresses in the [Hosts] section of the spi.ini file
toprocess classattributesoriginating from IPv6network
connections.

PartialClass attribute
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Table 23: IPv6 Feature Matrix (continued)

CommentsSupported?Feature

The use of IPv6 networking to communicate with any
DHCP server is not supported. The allocation of IPv6
addresses obtained from any DHCP server is not
supported.

NoDHCP

Theallocationof IPv6addresses fromanSBR-managed
IP address pool is supported through the
Framed-IPv6-Prefix. For more information on using the
managed IPv6 address pools, seeSBRCarrier Reference
Guide.

However, RFC 3162 provides an attribute,
Framed-IPv6-Pool, that allows the NAS to implement
an IPv6 address pool.

NoIP address pools

IPv6 addresses can be configured in the [Addresses]
sectionof the radius.ini file. IPv6network traffic is limited
to the RADIUS authentication/accounting ports
(typically 1645, 1646, 1812, and 1813).Proxying toanother
RADIUS server is not supported. IPv6 link local and site
local addressing is deprecated.

YesNetworking for
authentication

IPv6 attributes are fully supported. Only RFC 3162 and
RFC 6911 attributes have been tested.

YesAuthentication logs

IPv6 attributes are fully supported. Only RFC 3162 and
RFC 6911 attributes have been tested.

YesLocal User
authentication

IPv6 attributes are fully supported. Only RFC 3162 and
RFC 6911 attributes have been tested.

YesAuthenticate-Only
requests

IPv6 attributes are fully supported. However, because
many third-party libraries do not support IPv6, IPv6
networking is not necessarily supported with external
services. Only RFC 3162 attributes have been tested.
Third-party software may not support IPv6 networking
or attributes.

PartialPass-through
authentication

IPv6 attributes are fully supported. However, because
many third-party libraries do not support IPv6, IPv6
networking is not necessarily supported with external
services such as LDAPandSQL.Only RFC3162 andRFC
6911 attributes have been tested. Third-party software
may not support IPv6 networking or attributes.

PartialExternal
authentication
(for example, LDAP or
SQL)

IPv6 attributes are fully supported. Only RFC 3162 and
RFC 6911 attributes have been tested.

YesEAP-TTLS
authentication

IPv6 attributes are fully supported. Only RFC 3162
attributes have been tested.

YesDirected
authentication

IPv6 addresses can be configured in the [Addresses]
section of the radius.ini file.

YesNetworking for
accounting
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Table 23: IPv6 Feature Matrix (continued)

CommentsSupported?Feature

IPv6 attributes are fully supported. Only RFC 3162 and
RFC 6911 attributes have been tested.

YesAccounting logs

IPv6 attributes are fully supported. However, because
many third-party libraries do not support IPv6, IPv6
networking is not necessarily supported with external
services such as SQL. Only RFC 3162 and RFC 6911
attributes have been tested. Third-party software may
not support IPv6 networking or attributes.

PartialExternal accounting
(for example, SQL)

IPv6 attributes are fully supported. Only RFC 3162
attributes have been tested.

YesDirected accounting

IPv6 attributes are fully supported. Only RFC 3162
attributes have been tested.

YesSpooled accounting

IPv6 addresses can be configured in the [Interfaces]
section of the proxy.ini file.

NOTE: This feature cannot be configured using theGUI.

YesNetworking for proxy

IPv6 attributes are fully supported.YesProxy authentication

IPv6 attributes are fully supported.YesProxy accounting

The use of IPv6 networking to communicate with an
IPv6 capable SNMPmanagement station or SNMP
subagent is supported.

YesMaster SNMP agent

IPv6 networking, IPv6 trap variables, and IPv6 MIB
objects are supported. IPv6 addresses are reported as
IPv4MIBobjectspossessing thevalue255.255.255.255.

YesSNMP subagent

Steel-Belted Radius Carrier does not control the
networking of back-end servers with its plug-ins. IPv6
networking is generally a hidden detail of third-party
back-end server configuration.

Networking for
plug-ins

IPv6 features and parameters are exposed in the new
plug-in APIs. The older plug-in APIs are deprecated but
still functional. You should upgrade to the new plug-in
APIs to gain access to IPv6 features.

IPv6 APIs can be invoked even if IPv6 networking is not
enabled.

YesPlug-in APIs

Basic IPv6 attributes defined in RFC-3162, RFC6911 and
listed in radius.dct are supported as native types or as
regular text strings, as appropriate.

YesPlug-in attributes

IPv6 attributes are fully supported, but the required
third-party softwaremay not support IPv6 connectivity.

YesOracle plug-ins
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Table 23: IPv6 Feature Matrix (continued)

CommentsSupported?Feature

IPv6 attributes are fully supported, but the required
third-party softwaremay not support IPv6 connectivity.

YesLDAP plug-in

IPv6attributesare fully supported, but the required third
party software may not support IPv6 connectivity.

YesPEAP plug-in

IPv6 attributes are fully supported, but the required
third-party softwaremay not support IPv6 connectivity.

YesTLS plug-in

IPv6 attributes are fully supported, but the required
third-party softwaremay not support IPv6 connectivity.

YesTTLS plug-in

(Linux only) IPv6 attributes are fully supported, but the
required third-party software may not support IPv6
connectivity.

PartialJDBC plug-in

RADIUS IPv6 Attributes

All RADIUS attributes defined in RFC 3162, RADIUS and IPv6 and RFC 6911, RADIUS

Attributes for IPv6AccessNetworks, are supported inSteel-BeltedRadiusCarrier asnative

typesoras regular text strings.All formsofattributeprocessing, suchcheck list processing,

return list processing, attribute echoing/deleting/merging, are supported. However, IPv6

prefix values and IPv6 interface values cannot bemasked or wildcarded in check list

processing.

Third-party plug-ins that have not been upgraded to support IPv6 should be able to

process IPv6 attributes as opaque hexadecimal strings.

Table 24 on page 91 lists the attribute number, and the number of times an attribute can

appear in an Access-Request, Access-Accept, Access-Reject, Access-Challenge, and

Accounting-Request packets for each type of IPv6 RADIUS attribute.

Table 24: IPv6-Specific RADIUS Attributes

Acct-ReqAcc-ChallAcc-RejAcc-AcceptAcc-ReqAttr NumAttribute

0-10000-195NAS-IPv6-Address

0-1000-10-196Framed-Interface-Id

0+000+0+97Framed-IPv6-Prefix

0+000+0+98Login-IPv6-Host

0+000+099Framed-IPv6-Route

0-1000-10100Framed-IPv6-Pool
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Table 24: IPv6-Specific RADIUS Attributes (continued)

Acct-ReqAcc-ChallAcc-RejAcc-AcceptAcc-ReqAttr NumAttribute

0+000+0+168Framed-IPv6-Address

0+000+0+169DNS-Server-IPv6-Address

0+000+0+170Route-IPv6-Information

0+000+0+171Delegated-IPv6-Prefix-Pool

0+000+0+172Stateful-IPv6-Address-Pool

NAS-IPv6-Address

The NAS-IPv6-Address attribute is similar in function to the NAS-IP-Address attribute.

Either attribute is sufficient to identify the IPaddressof the requestingNAS to theRADIUS

server. If bothattributesappear in thesameRADIUSAccess-Requestpacket,Steel-Belted

Radius Carrier processes the NAS-IPv6-Address attribute for the purpose of identifying

the NAS.

The NAS-IPv6-Address attribute may be specified by the NAS in access and accounting

request packets. Zero or one NAS-IPv6-Address attributes may be specified. If present,

the fixed lengthNAS-IPv6-Address attribute contains the complete 128-bit IPv6 address

of the requesting NAS.

Steel-Belted Radius Carrier allows zero or one 128-bit IPv6 address to be specified for

each NAS. The server authentication logic validates these addresses on extraction from

the database and compares themwith NAS-IPv6-Address attributes when they are

received in access and accounting request packets. The server accounting logic writes

these addresses to the accounting logs in a human readable format.

Example

Human readable:fe80::260:8ff:feff:ffff
RADIUS attribute:5f 12 fe 80 00 00 00 00 00 00 02 60 08 ff fe ff ff ff

Framed-Interface-Id

The Framed-Interface-Id attribute specifies the IPv6 interface ID to be assigned to a user.

When combined with a Framed-IPv6-Prefix attribute, a single Framed-Interface-Id

attribute forms one or more complete IPv6 addresses to be assigned to the user.

In general, the user is assigned the number of addresses equal to the number of

Framed-IPv6-Prefix attributes,where the addresses have the sameFramed-Interface-Id

value and different Framed-IPv6-Prefix values.

It is possible toassign complete IPv6addressesusingonly Framed-IPv6-Prefix attributes

(for example, without specifying any Framed-Interface-Id attribute). For example, in the

case of PPP, it can be quite difficult to automatically generate a unique IPv6 interface

ID for a given network segment, sowe recommend that theRADIUS server honor the hint
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if this attribute is suggested by the NAS. This is typically accomplished with echo

attributes.

The Framed-Interface-Id attribute may be specified by the NAS in Access- and

Accounting-Request packets, and by the RADIUS server in Access-Accept packets. Zero

or one Frame-Interface-Id attributes may be specified. If present, the fixed length

Framed-Interface-Id attribute contains the 64-bit interface ID to be assigned to the user.

Steel-Belted Radius Carrier allows zero or one 64-bit interface ID to be specified for each

local user. The server authentication logic validates this interface ID on extraction from

the database and includes the Framed-Interface-Id attribute in Access-Accept packets

if none is received in the Access-Request packets.

Example

Human readable:260:8ff:feff:ffff
RADIUS attribute:60 0a 02 60 08 ff fe ff ff ff

Framed-IPv6-Prefix

The Framed-IPv6-Prefix attribute specifies the IPv6 networks to be assigned to a user.

When combined with a Framed-Interface-ID attribute, a single Framed-IPv6-Prefix

attribute forms one or more complete IPv6 addresses to be assigned to the user.

In general, the user is assigned the number of addresses equal to the number of

Framed-IPv6-Prefix attributes,where the addresses have the sameFramed-Interface-Id

value, but different Framed-IPv6-Prefix values.

It is possible to assign complete IPv6 addresses using only Framed-IPv6Prefix attributes

(that is, without specifying any Framed-Interface-Id attribute). For example, the

Framed-IPv6-Prefix attributes may be suggested by the NAS and overridden by the

RADIUS server. In any case, the NAS is expected to be able to plumb the routes implied

by the Framed-IPv6-Prefix attributes and these routes need not be repeated in separate

Framed-IPv6-Route attributes.

The Framed-IPv6-Prefix attribute may be specified by the NAS in Access- and

Accounting-Request packets, and by the RADIUS server in Access-Accept packets. Zero

or more Framed-IPv6-Prefix attributes may be specified. If present, the variable-length

Framed-IPv6-Prefix attribute contains an IPv6 prefix from 0 to 128 bits in length. Extra

bits beyond the actual prefix length must be set to 0.

Steel-Belted Radius Carrier allows zero or more variable-length IPv6 prefixes to be

specified for each local user or attribute profile. The server authentication logic validates

these prefixes on extraction from the database and includes the proper number of

Framed-IPv6-Prefix attributes inAccess-Acceptpackets if noneare received in theaccess

request packets. The server accounting logic writes these prefixes to the accounting logs

in a human readable format.

Example

Human readable:fe80::260:8ff:feff:ffff/10
RADIUS attribute:61 14 00 0a fe 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00
(8-bit type) (8-bit length)
(8-bit zero) (8-bit prefix length) (128-bit IPv6 prefix)
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Login-IPv6-Host

The Login-IPv6-Host attributes specify the IPv6 addresses of the systems with which

the user is connected when the Login-Service attribute is also included. The

Login-IPv6-Host attribute may be suggested by the NAS and overridden by the RADIUS

server.

The Login-IPv6-Host attribute may be specified by the NAS in access and accounting

request packets, and by the RADIUS server in Access-Accept packets. Zero or more

Login-IPv6-Host attributesmaybe specified. If present, the fixed length Login-IPv6-Host

attribute contains the complete 128-bit IPv6 address of the login host, or a special value:

• 128-bits set to 0 indicates that the NAS should select the login host for the user.

• 128-bits set to 1 indicates that the NAS should allow the user to select the login host.

• Other values indicate the actual 128-bit IPv6 address of the login host.

Steel-BeltedRadiusCarrier allows zeroormore 128-bit IPv6addresses (including special

values) to be specified for each local user or attribute profile. The server authentication

logic validates theseaddresses (includingspecial values)onextraction fromthedatabase

and includes the proper number of Login-IPv6-Host attributes in Access-Accept packets

if none are received in the access request packets. The server accounting logic writes

these addresses to the accounting logs in a human readable format.

Example

Human readable:fe80::260:8ff:feff:ffff
RADIUS attribute:62 12 fe 80 00 00 00 00 00 00 02 60 08 ff fe ff ff ff

Framed-IPv6-Pool

TheFramed-IPv6-Poolattributespecifies thenameofaNASmanagedpool (asopposed

to a RADIUS server managed pool) fromwhich the NAS should assign an IPv6 prefix to

theuser. TheFramed-IPv6-Poolattributemaynotbesuggestedby theNASand isalways

determined by the RADIUS server.

The Framed-IPv6-Pool attribute may be specified by the NAS in Accounting-Request

packets, and by the RADIUS server in Access-Accept packets. Zero or one

Framed-IPv6-Pool attributes may be specified. If present, the variable-length

Framed-IPv6-Poolattributecontains thenameofaNASmanagedpool inhumanreadable

text. The text is not NULL terminated.

Steel-Belted Radius Carrier allows zero or one variable length pool name to be specified

for each local user. The server authentication logic validates the pool nameon extraction

from the database and includes the proper number of Framed-IPv6-Pool attributes in

Access-Accept packets. The server accounting logic writes these pool names to the

accounting logs in a human readable format.

Example

Human readable:ipv6-pool
RADIUS attribute:64 0b 69 70 76 36 2d 70 6f 6f 6c

Copyright © 2018, Juniper Networks, Inc.94

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



Framed-IPv6-Route

TheFramed-IPv6-Routeattribute specifies the IPv6 routing information tobe configured

for the user on the NAS. The NAS is expected to be able to plumb the routes specified

by the Framed-IPv6-Route attributes in addition to those that may already be implied

by separate Framed-IPv6-Prefix attributes. The Framed-IPv6-Route attribute may not

be suggested by the NAS and is always determined by the RADIUS server.

The Framed-IPv6-Route attribute may be specified by the NAS in accounting request

packets, and by the RADIUS server in Access-Accept packets. Zero or more

Framed-IPv6-Route attributes may be specified. If present, the variable-length

Framed-IPv6-Route attribute contains IPv6 routing information in human readable text.

The text is not NULL terminated. The format of the text (destination prefix, gateway

address, metrics) is described in RFC-3162.

Steel-BeltedRadiusCarrier allowszeroormorevariable-length IPv6 routes tobespecified

for each local user or attribute profile. The server authentication logic validates these

routes on extraction from the database and includes the proper number of

Framed-IPv6-Route attributes in Access-Accept packets. The server accounting logic

writes these routes to the accounting logs in a human readable format.

Example

Human readable:2000:0:0:106::/64 2000::106:a00:20ff:fe99:a998 1
RADIUS attribute:63 32 32 30 30 30 3a 30 3a 30 ... 39 3a 61 39 39 38 20 31

Framed-IPv6-Address

TheFramed-IPv6-Addressattribute is a single-valueattribute indicating the IPv6address

of the user. The Framed-IPv6-Address attribute may be specified by the NAS in

Access-Request and Accounting-Request packets, and by the RADIUS server in

Access-Accept packets. This attribute may be used in an Access-Request packet as a

hint by the NAS to the RADIUS server that it would prefer this IPv6 address, but the

RADIUS server is not required to honor the hint.

SBR Carrier allows zero or one 128-bit IPv6 address to be specified for each user on the

NAS. The server authentication logic validates these addresses on extraction from the

database and compares themwith the Framed-IPv6-Address attributes when they are

received in access and accounting request packets. The server accounting logic writes

these addresses to the accounting logs in a human readable format. The sessions are

created with a single instance of the Framed-IPv6-Address.

The length of the Framed-IPv6-Address attribute must be 18 bytes.

NOTE: You cannot definemultiple instances of Framed-IPv6-Address
attributes in a return list. The Framed-IPv6-Address attribute can appear
only once in a return list.

Example

Human readable: fe80::260:8ff:feff:ffff
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RADIUS attribute: 5f 12 fe 80 00 00 00 00 00 00 02 60 08 ff fe ff ff ff
(8-bit type) (8-bit length) (128-bit IPv6 address)

DNS-Server-IPv6-Address

The DNS-Server-IPv6-Address attribute contains the IPv6 address of a DNS server. This

attribute may be includedmultiple times in Access-Accept packets through the return

list when the intention is for a NAS to announcemore than one DNS server address to

an RG/host. The DNS-Server-IPv6-Address attributemay be used in an Access-Request

packet as a hint by the NAS to the RADIUS server regarding the DNS IPv6 address, but

the RADIUS server is not required to honor the hint. The format of the Address field is the

same as that of the corresponding field in the NAS-IPv6-Address attribute.

The length of the DNS-Server-IPv6-Address attribute must be 18 bytes.

Example

Human readable: 2007::1
RADIUS attribute: 20 07 00 00 00 00 00 00 00 00 00 00 00 00 00 01
(8-bit type) (8-bit length) (128-bit IPv6 address)

Route-IPv6-Information

The Route-IPv6-Information attribute specifies a prefix for the user on the NAS, which

is announced using the Route Information option. This attribute is used in the

Access-Accept packet and can appear multiple times. The Route-IPv6-Information

attribute may be used in an Access-Request packet as a hint by the NAS to the RADIUS

server, but the RADIUS server is not required to honor the hint.

The lengthof theRoute-IPv6-Informationattribute ranges from4bytes through20bytes.

Example

Human readable: 2006::1/64
RADIUS attribute: 00 40 20 06 00 00 00 00 00 00 00 00 00 00 00 00 00 01

Delegated-IPv6-Prefix-Pool

The Delegated-IPv6-Prefix-Pool attribute contains the name of an assigned pool that

should be used to select an IPv6 delegated prefix for the user on the NAS. If a NAS does

not support prefix pools, the NASmust ignore this attribute. This attribute may be used

in an Access-Request packet as a hint by the NAS to the RADIUS server regarding the

pool, but the RADIUS server is not required to honor the hint.

The length of the Delegated-IPv6-Prefix-Pool attribute ranges from 3 bytes through 255

bytes.

Example

Human readable: IPv6_Prefix_POOL_2
RADIUS attribute: 49 50 76 36 5f 50 72 65 66 69 78 5f 50 4f 4f 4c 5f 32

Stateful-IPv6-Address-Pool

The Stateful-IPv6-Address-Pool attribute contains the name of an assigned pool that

should be used to select an IPv6 address for the user on the NAS. If a NAS does not

support address pools, the NASmust ignore this attribute. The
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Stateful-IPv6-Address-Pool attribute may be used in an Access-Request packet as a

hint by the NAS to the RADIUS server regarding the pool, but the RADIUS server is not

required to honor the hint.

The length of the Stateful-IPv6-Address-Pool attribute ranges from 3 bytes through 255

bytes.

Example

Human readable: IPv6_POOL_1
RADIUS attribute: 49 50 76 36 5f 50 4f 4f 4c 5f 31

Enabling IPv6 Networking

To enable IPv6 networking in Steel-Belted Radius Carrier, youmustmodify the radius.ini
file and then restart your Steel-Belted Radius Carrier server. For information about the

settings in the radius.ini file, refer to the SBR Carrier Reference Guide.

Steel-Belted Radius Carrier can process IPv6 attributes even if IPv6 networking is not

enabled, provided that the IPv6 attributes are described in the RADIUS dictionary files.

Configuring IPv6 Scope IDs

Some types of IPv6 addresses require an IPv6 scope ID to avoid address ambiguity. In

some cases, the Steel-Belted Radius Carrier server can select a scope ID automatically.

You can specify the scope ID explicitly for IPv6 link local and site local addresses.

The [IPv6] section of the radius.ini file can specify how scope IDs are selected for each

IPv6 address type that is recognized by the server. If the parameter value is 0, the

Steel-Belted Radius Carrier server selects a scope ID automatically. If the parameter

value is not 0, then the Steel-Belted Radius Carrier server uses that value as the scope

ID when establishing network connections involving that IPv6 address type.

NOTE: You can use the output of the ifconfig -a shell command on Solaris
platforms todetermine theproper host specific scope ID for an address type.
The scope ID is identical to the interface index on which the address type is
supported and on which the desired destinations are reachable. On Solaris
platforms, the server accepts traditional interface names, such as hme0,
instead of numeric scope IDs.

Configuring IPv6 Addresses for RADIUS Client Connections

You can configure the [Addresses] section of the radius.ini file if you want to specify the
local address or addressesonwhichSteel-BeltedRadiusCarrier listens forRADIUSclient

connections. By default, Steel-Belted Radius Carrier automatically discovers and

configures all available IPv4 interfaces on the local host. If IPv6 is enabled, Steel-Belted

Radius Carrier discovers and configures both IPv4 and IPv6 interfaces.

YoucanconfigureSteel-BeltedRadiusCarrier to configure IPv4automaticallybyentering

AutoConfigureIPv4 in the [Addresses] section. Similarly, you can configure Steel-Belted
Radius Carrier to configure IPv6 automatically by entering AutoConfigureIPv6 in the
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[Addresses] section. If youconfigure specific IPv4or IPv6addresses,Steel-BeltedRadius

Carrier listens for RADIUS traffic on only those interfaces.

The IPv6 unspecified address :: allows connections on any IPv6 address or IPv4 address,

with IPv4 connections represented as IPv6 IPv4mapped addresses.

Configuring DNSv6 Support

Enabling Domain Name Service Version 6 (DNSv6) support lets Steel-Belted Radius

Carrier communicatewithaDNSv6server to resolvehostnames. Bydefault, Steel-Belted

Radius Carrier uses DNS unless IPv6 is enabled and DNSv6 support is configured by

means of the DynamicNameResolution parameter in the [IPv6] section of the radius.ini
file.

• If DynamicNameResolution is set to 0, Steel-Belted Radius Carrier uses IPv4 DNS,

which means it does not query DNSv6 services.

• If DynamicNameResolution is set to 1, Steel-Belted Radius Carrier uses IPv6 DNS

(DNSv6), which means it does not query IPv4 DNS services and ignores IPv4-specific

information returned by DNSv6 services.

• If DynamicNameResolution is set to 2, Steel-Belted Radius Carrier queries DNSv6

services for IPv6-specific information, and then queries IPv4 DNS services for IPv4

specific information if DNSv6 fails to resolve a hostname.
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CHAPTER 4

Administering RADIUS Clients and Client
Groups

This chapter describes how to set up RADIUS clients and client groups. This chapter

contains these topics:

• Overview on page 99

• Adding a RADIUS Client or Client Group on page 99

• Editing a RADIUS Client or Client Group on page 107

• Deleting a RADIUS Client or Client Group on page 108

Overview

A RADIUS client is a network device or software application that contacts SBR Carrier

when it needs toauthenticateauser or to recordaccounting informationaboutanetwork

connection.

A RADIUS client group is a collection of network devices or software applications that

contacts SBR Carrier to authenticate a user or to record accounting information about

a network connection. Members of a RADIUS client group use a contiguous range of IP

addresses and use identical settings, such as a shared secret or an IP address pool.

Adding a RADIUS Client or Client Group

To add a RADIUS client or client group using theWeb GUI:
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1. Select RADIUS Configuration > RADIUS Clients.

The RADIUS Clients List page (Figure 19 on page 100) appears.

Figure 19: RADIUS Clients List Page

2. Click Add.

The Create RADIUS Client pane (Figure 20 on page 101) appears with the Basic
Configuration tab selected.
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Figure 20: Create RADIUS Client Pane—Basic Configuration

3. Enter the name for the RADIUS client or client group in theName field.

AlthoughyoucanassignanynametoaRADIUScliententry, youshoulduse thedevice's

IP address or DNS hostname to avoid confusion.

You can create a special RADIUS client entry called <ANY> by selecting the Any
RADIUS Client check box. The <ANY> RADIUS client allows SBR Carrier to accept
requests fromanyNADor proxy RADIUS server, as long as the shared secret is correct.

The IP Address field for the <ANY> RADIUS client cannot be edited. <ANY> implies
that the server accepts requests from any IP address, provided that the shared secret

is correct.

NOTE: COA or DMmessages do not work for the <ANY> RADIUS client.
For COA or DM to work, the RADIUS client must have a unique name.

4. Optionally, enter a description for the RADIUS client in the Description field.

The description you associate with a RADIUS client is not used during processing.

5. Enter the IP address for the RADIUS client in the IP Address field.

6. Optionally, select theUse IPv6 check box to use IPv6 addressing.

7. If you want the RADIUS client to use an IP address range, enter the starting address

for the range in the IPAddress field, select theRangecheckbox, andenter thenumber
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of addresses in the Range field. You can create an address range supporting a
maximum of 500 addresses.

Formore informationabout IPv4address ranges forRADIUSclients, see “RadiusClient

Groups” on page 72.

8. Enter the authentication shared secret for the RADIUS client in the Shared Secret
field.

For privacy, characters are masked. You can click Show to display the characters in

the shared secret. After viewing the characters, you can clickHide to hide the
characters.

After youconfigure theauthentication sharedsecret on the server side, youmust enter

the same authentication shared secret when you configure the NAD.

9. Use theMakeorModel list to select themakeandmodelof yourRADIUSclientdevice.

Themake or model selection determines which attribute dictionary SBR Carrier uses

when communicating with this client. If you are not sure which make andmodel you

are using or if your device is not in the list, leave the default - Standard Radius -
selection in theMake or Model list.

10. If you want the RADIUS client to obtain IPv4 and IPv6 addresses from an address

pool, select the Address Pool check box and use the Address Pool list to specify
which address pool to use when authenticating an access request from this RADIUS

client.

NOTE: Youmust configure IP address pools before you set up RADIUS
clients if youwant the clients to use address pools. Formore information,
see “Administering Address Pools” on page 175.

Formore informationabout theusageofFramed-IPv6-Prefix forassigning
addresses from pools, see the SBR Carrier Reference Guide.

11. If you want to associate the RADIUS client with a location group, select the Location
Group check box and use the Location Group list to specify the location group to
which the RADIUS client belongs.

NOTE: Youmust configure RADIUS location groups before you set up
RADIUS clients if you want the clients to use location group profiles. For
more information, see
“Administering RADIUS Location Groups” on page 109.

12. If you want to associate a profile with the RADIUS client, click the Profiles tab
(Figure 21 on page 103), select theUse Profile check box, and use the drop-down list
to select the profile you want the RADIUS client to use.
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Figure 21: Create RADIUS Client Pane—Profiles

NOTE: TheProfiles tab isdisabled if youhaveselected theLocationGroup
check box.

13. Specify how you want the profile to interact with the user settings:

• If you want attributes in the profile to override identically-named attributes

configured for the user, select theOverride option button.

• If you want attributes in the profile to bemerged with identically-named attributes

configured for the user, select theMerge option button and then select eitherUser
or RADIUS Client option button to take precedence if the attributes in the profile
specifydifferent values for thesamesingle-valueorordered-multiple-valueattribute.

14. Optionally, click the Diameter Configuration tab (Figure 22 on page 104) to specify
whether youwant to enable RADIUS to Diameter translation, which converts RADIUS

authentication or authorization requests to Diameter authentication or authorization

requests.

103Copyright © 2018, Juniper Networks, Inc.

Chapter 4: Administering RADIUS Clients and Client Groups



NOTE: TheDiameter Configuration tab is available only if you have
installed a valid Diameter license.

Figure 22: Create RADIUS Client Pane—Diameter Configuration

Select the Enable Diameter Conversion check box to enable the fields in the Policy
area.

• If you want to always enable RADIUS to Diameter translation for all the RADIUS

requests that come to the RADIUS client, select theUse Diameter Conversion
Always for this NAS check box.

• If youwant toenableRADIUS toDiameter translationonly for theuserwitha specific

profile, select theUseDiameterConversion for theUserwithSpecificProfile check
box and use the drop-down list to specify the profile.

15. Optionally, click theAdvancedConfiguration tab (Figure 23onpage 105) to configure
advanced settings for the RADIUS client.
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Figure 23: Create RADIUS Client Pane—Advanced Configuration

16. Optionally, specify an accounting secret for the RADIUS client. By default, SBRCarrier

uses the same shared secret for authentication and accounting.

If you want the RADIUS client to use different shared secrets for authentication and

accounting, select theUse different Shared Secret for Accounting check box and
enter the shared secret you want the RADIUS client to use for accounting in theUse
different Shared Secret for Accounting field.

For privacy, characters aremasked. You can select the Show check box to display the

characters in the shared secret. After viewing the characters, you can clickHide to
hide the characters.

NOTE: Youmust enter the same accounting shared secret when you
configure the RADIUS client.

17. Optionally, if you have purchased the Session Control module license, specify the

number of the UDP port you want the SBR Carrier to use for COA and DMmessages

in the RFC 3576 CoA/DMPort field.
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The default UDP port is 3799.

NOTE: COA or DM and Packet of Disconnect (POD)messages do not
work for the <ANY> RADIUS client.

18. Specify the shared secret used to authenticate COA and DMmessages in the RFC
3576 CoA/DMShared Secret field.

For privacy, characters are masked. You can click Show to display the characters in

the shared secret. After viewing the characters, you can clickHide to hide the
characters.

NOTE: After youconfigure theCOAorDMsharedsecreton theserver side,
youmust enter the same COA or DM shared secret when you configure
the NAD.

NOTE: If a NAD client is configured without saving the shared secret, you
are prompted to enter the shared secret when the client is subsequently
viewed. If unexpected results such as invalid signatures occur, ensure that
the shared secret is set correctly.

19. Specify the number of ports youwant theSBRCarrier server to use for PODmessages

in the PODPort field.

20.Specify the shared secret used to authenticate PODmessages in the PODShared
Secret field.

For privacy, characters are masked. You can click Show to display the characters in

the shared secret. After viewing the characters, you can clickHide to hide the
characters.

NOTE: After you configure the POD shared secret on the server side, you
must enter the same POD shared secret when you configure the NAD.

NOTE: If a NAD client is configured without saving the shared secret, you
are prompted to enter the shared secret when the client is subsequently
viewed. If unexpected results such as invalid signatures occur, ensure that
the shared secret is set correctly.

21. Click Save to save the RADIUS client or client group configuration.

The RADIUS Clients List page (Figure 19 on page 100) displays an updated list of
RADIUS client or client group entries.
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Editing a RADIUS Client or Client Group

To edit a RADIUS client or client group using theWeb GUI:

1. Select RADIUS Configuration > RADIUS Clients.

The RADIUS Clients List page (Figure 19 on page 100) appears.

2. Select the RADIUS client entry that you want to edit.

The Selected RADIUS Client pane (Figure 24 on page 107) displays the settings
configured for the RADIUS client.

Figure 24: Selected RADIUS Client Pane

3. Edit the settings for the RADIUS client entry as appropriate.
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For information about the fields in the Selected RADIUS Client pane, see “Adding a
RADIUSClient or Client Group” on page 99. Additionally, theSelectedRADIUSClient
pane displays a Validate button in the right-hand side of the Shared Secret,Use
differentSharedSecret forAccounting,RFC3576CoA/DMSharedSecret, andPOD
Shared Secret fields. You can click Validate to verify the entered shared secret. The
Web GUI displays a message indicating whether the entered shared secret matches

the shared secret previously stored in the database.

NOTE: You cannot edit the name of the RADIUS client.

4. Click Save to save the changes.

The RADIUS Clients List page (Figure 19 on page 100) displays an updated list of
RADIUS client entries.

Deleting a RADIUS Client or Client Group

To delete a RADIUS client or client group using theWeb GUI:

1. Select RADIUS Configuration > RADIUS Clients.

The RADIUS Clients List page (Figure 19 on page 100) appears.

2. Select the RADIUS client entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.

The RADIUS Clients List page (Figure 19 on page 100) displays an updated list of
RADIUS client entries.
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CHAPTER 5

Administering RADIUS Location Groups

This chapter describes how to set up RADIUS location groups. This chapter contains

these topics:

• About RADIUS Location Groups on page 109

• Adding a Location Group on page 109

• Editing a Location Group on page 112

• Deleting a Location Group on page 114

About RADIUS Location Groups

RADIUS location groups allow you to assign an attribute profile to a user based on the

network access server through which the user is connecting to your network. You can

specify that users must use only the attributes specified in the profile associated with

the location group, or you can specify that attributes from the NAD profile are merged

with attributes from the user’s profile.

To simplify administration of RADIUS client profiles, you can associate profiles with

location groups and then associate location groups with RADIUS clients.

If you set the AddFunkLocationGroupIdToRequest parameter in the [Configuration]
section of the radius.ini file to 1 (AddFunkLocationGroupIdToRequest = 1), if an inbound
RADIUS authentication or accounting request is matched to a location group, then a

Funk-Location-Group-Id attribute with a value set to the name of the location group is
added to the RADIUS request. You can then use the location group name associated

with the RADIUS client for SQL, LDAP, and check list attribute processing.

NOTE: The location group name is case-sensitive. If you create a location
group called LOC1 and then assign a user a profile with a check list attribute
called Loc1, the user is rejected.

Adding a Location Group

To add a RADIUS location group using theWeb GUI:
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1. Select RADIUS Configuration > Location Groups.

The Location Groups List page (Figure 25 on page 110) appears.

Figure 25: Location Groups List Page

2. Click Add.

The Create Location Group pane (Figure 26 on page 111) appears with the Basic
Configuration tab selected.
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Figure 26: Create Location Group Pane—Basic Configuration

3. Enter the name of the RADIUS location group in theName field.

4. Optionally, enter a description of the RADIUS location group in the Description field.
The description is not used during processing.

5. To associate a profile with the RADIUS location group, select theUse Profile check
box and select an existing profile from the drop-down list. (To create a new profile,

refer to “Administering Profiles” on page 137).

6. Specify how you want the profile to interact with the user settings:

• If youwantattributes in the specifiedprofile tooverride identically namedattributes

configured for the user, select theOverride option button.

• If you want attributes in the profile to bemerged with identically named attributes

configured for the user, select theMerge option button and then select eitherUser
or RADIUS Client option button to take precedence if the attributes in the profile
specifydifferent values for thesamesingle-valueorordered-multiple-valueattribute.

7. Click the RADIUS Clients tab (Figure 27 on page 112) and select one or more client
entries to identify the RADIUS clients that belong to the location group.

You can remove a RADIUS client from the location group by clearing the appropriate

entry.
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Figure 27: Create Location Group Pane—RADIUS Clients

8. Click Save to save the location group configuration.

The Location Groups List page (Figure 25 on page 110) displays an updated list of
location group entries.

Editing a Location Group

To edit a RADIUS location group using theWeb GUI:

1. Select RADIUS Configuration > Location Groups.

The Location Groups List page (Figure 25 on page 110) appears.

2. Select the RADIUS location group entry that you want to edit.

The Selected Location Group pane (Figure 28 on page 113) displays the settings
configured for the location group.

Copyright © 2018, Juniper Networks, Inc.112

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



Figure 28: Selected Location Group Pane

3. Edit the settings for the location group entry as appropriate.

For information about the fields in the Selected Location Group pane, see “Adding a
Location Group” on page 109.

NOTE: You cannot edit the name of the location group.

4. Click Save to save the changes.

The Location Groups List page (Figure 25 on page 110) displays an updated list of
location group entries.
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Deleting a Location Group

To delete a RADIUS location group using theWeb GUI:

1. Select RADIUS Configuration > Location Groups.

The Location Groups List page (Figure 25 on page 110) appears.

2. Select the RADIUS location group entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.

The Location Groups List page (Figure 25 on page 110) displays an updated list of
location group entries.
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CHAPTER 6

Administering Users

This chapter describes how to add users to the SBR Carrier database. This chapter

contains these topics:

• Users Overview on page 115

• User Files on page 116

• Setting Up Native Users on page 117

• Setting Up UNIX Users or Groups on page 129

Users Overview

Each user entry in the SBR Carrier database identifies onemethod by which the server

can authenticate a specific user. Native user entries require you to enter the username

and password into the SBR Carrier database. For all other types of user entry, the server

relies on another database to confirm the user password.

You can add a UNIX user entry to provide authentication for a specific user defined on

the Solaris or Linux server. For more flexibility, you can add a UNIX group to provide

authentication for all users that belong to a specific group defined on the server.

NOTE: You can populate the user database for SBR Carrier by entering
information using theWeb GUI or by importing data from other servers. For
more information about importing user information, see
“Importing and Exporting Data” on page 929.

Allowed Access Hours

The user’s allowed access hours can be specified by adding the

Funk-Allowed-Access-Hours attribute to the user’s check list.

Funk-Allowed-Access-Hours is a variable-length string that identifies time periods in a
7-day week of 24-hour days. This string consists of one or more day specifiers (each of

which can list one or more days or ranges of days) followed by one or more ranges of

24-hour times, in minutes.

The following is a sample Funk-Allowed-Access-Hours attribute value:
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Funk-Allowed-Access-HoursM-W0100–14002300–2400M,Tu,Th,F0530–1500,Sa-Su
0000–2400

The syntax rules for Funk-Allowed-Access-Hours are as follows:

• Time ranges can be inclusive (1000–1100 allows access only between 10 a.m. and 11

a.m.) or exclusive (1100–1000 allows access any time except between 10 a.m. and 11

a.m.).

• Day specifiers, and ranges of days and times can be separated by commas or spaces;

ranges of days or times are indicated by hyphens (m–w or 0239–1459).

• Days can be specified by the minimum number of case-insensitive letters necessary

to distinguish them (Su, M, Tu, W, Th, F, Sa) and can wrap around the end of the week

(Sa-Su).

• At least one time period is required for each day; that is, each day, list, or range of days

must be followed by one or more ranges of times.

• Times are specified using four digits, with leading zeroeswhere needed (0001 for 12:01

a.m., 0630 for 6:30 a.m., and so forth).

When assigned to a user’s check list, the Funk-Allowed-Access-Hours value allows the
user access during the following time periods:

• 1 a.m. to 2 p.m. and 11:00 p.m. to midnight, Monday throughWednesday

• 5:30 a.m. to 3:00 p.m. Monday, Tuesday, Thursday, and Friday

• Any time Saturday or Sunday

The total access times Monday are 1 a.m. to 3:00 p.m. and 11:00 p.m. to midnight.

If the user attempts access on Sunday at 11:30 p.m., access would be allowed and a

Session-Timeoutattribute specifyingavalueof 1800seconds (30minutes, untilmidnight

Sunday, when the access period ends) would be returned. However, if the user’s return

list includes a Session-Timeout with a value less than 1800, this lesser value would be

returned.

User Files

Table 25 on page 116 describes the configuration files you use to establish settings for

users. For more information about these files, refer to the SBR Carrier Reference Guide.

Table 25: User Account Files

FunctionFile Name

Configures settings for when youwant SBRCarrier to lock user accounts after
repeated failed login attempts.

lockout.ini

Configures settings for when you want SBR Carrier to redirect users after
repeated failed login attempts.

redirect.ini

Specifies (among other things) the settings relating to a third party
authentication support in SBR Carrier.

radius.ini
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Setting Up Native Users

This section describes how to add, edit, or delete a native user.

Adding a Native User

To add a native user to the SBR Carrier database using theWeb GUI:

1. Select RADIUS Configuration > Users > Native Users.

TheNative Users List page (Figure 29 on page 117) appears.

Figure 29: Native Users List Page

2. Click Add.

The Create Native User pane (Figure 30 on page 118) appears with the Basic
Configuration tab selected.
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Figure 30: Create Native User Pane—Basic Configuration

3. Enter a login name for the native user in theName field.

Native user entries in the SBR Carrier database have all uppercase names. Nomatter

how the native username is typed when the account is created, it is converted to all

uppercase letters. For example, a native username entered as realLife1 is stored as
REALLIFE1 in the SBR Carrier database.

NOTE: Theenterednativeusername is not converted touppercase letters
during authentication request processing.

4. Enter a login password in the Password field.

Passwords are case-sensitive. If you want the characters in the password to display

as you type, click Show. After viewing the characters, you can clickHide to hide the
characters.

5. Specify whether you want the login password to be encrypted before it is stored.

• If the native user requires PAP authentication and youwant to store the hash of the

password in the SBR Carrier database, select the Store Hash of Password check
box. This option allows the native user to authenticate using only PAP.
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• If the native user requires CHAP authentication, clear the Store Hash of Password
check box.

6. Optionally, enter a description for the native user in the Description field.

The description you associate with a native user is not used during processing.

7. If you want to use a profile to assign check list and return list attributes to the native

user, use the Profile list to select the profile.

For more information about profiles, see “Administering Profiles” on page 137.

NOTE: Attributes inherited from a profile are overridden by attributes
assigned to a specific user.

8. If you want to specify the maximum number of concurrent connections the native

user canmaintain, select the Concurrency check box and enter a number in theMax
Connections field.

When the user requests access, the user can be authenticated using the given

authentication method only if fewer than the number of connections are currently

open for the user.

9. To add check list or return list attributes for the native user, click the Attributes tab
(Figure 31 on page 120).
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Figure 31: Create Native User Pane—Attributes

10. Click Add under the CheckList area or the ReturnList area.

The Add CheckList Attribute or Add ReturnList Attribute dialog box
Figure 32 on page 121 appears.
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Figure 32: Add CheckList Attribute and Add ReturnList Attribute Dialogs

11. Select the attribute you want to add to the check list or return list from the attributes

list.

You can search the attributes by entering the attribute name in the text box.

12. Select or enter a value for the selected attribute.

The dialog changes according to the attribute you choose. Some attributes require

that you enter a value, string, or IP address. Other attributes require that you choose

from a fixed list of values.

TheMultivalued check box always appears dimmed, so you cannot select or clear
this check box. If theMultivalued check box appears cleared, an attribute can have
only one value. If theMultivalued check box appears selected, you can addmultiple
values for the attribute.

TheOrderable check box always appears dimmed, so you cannot select or clear this
check box. If theOrderable check box appears selected, you can define the order of
themulti-valued attributes. If theOrderable check box appears cleared, the attribute
is neither a multi-valued attribute nor an orderable attribute.

(Check list attributes only) To set the attributes value to the default value (which is

useful in situations where the attribute is not included in the RADIUS request), select

the Default check box.
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(Return list single-valued attributes only) If you do not want to specify a particular

value, but want to make sure that whatever value of the attribute appears in the

RADIUS request is echoed to the client in theRADIUS response, select theEcho check
box.

NOTE: Theechoproperty isdisabled formulti-valued return list attributes.

NOTE: You cannot definemultiple instances of Framed-IPv6-Address
attributes in a return list or check list. The Framed-IPv6-Address attribute
can appear only once in a return list or check list.

13. Click Add Attribute to add this AVP to the list.

14. Repeat steps 11 through 13 to addmore return list or check list attributes for the user.

15. When you are finished adding AVPs, click Close.

The CheckList area or the ReturnList area in the Create Native User pane
(Figure 31 on page 120) displays the updated list of selected attributes.

You canmodify the return or check list by using the Edit and Delete buttons. You can
reorder the attributes by selecting each attribute and using theUp or Down arrow.

NOTE: TheUp arrow is disabled, if the selected attribute is not orderable
or if the selected attribute is already the first value. TheDown arrow is
disabled, if theselectedattribute isnotorderableor if theselectedattribute
is already the last value.

16. Optionally, if you have added a structured or parent attribute to the native user, add

its subattributes to the structured or parent attribute. For more information about

howtoaddsubattributes toa structuredorparent attribute, see “AddingSubattributes

to a Structured Attribute” on page 122.

17. Click Save to save the native user configuration.

TheNative Users List page (Figure 29 on page 117) displays an updated list of native
user entries.

Adding Subattributes to a Structured Attribute

The following terminologies are used in this section:

• Attribute—used to represent a standard RADIUS attribute in the packet.
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• Parentor structuredAttribute—usedtodescribeanattribute thatcontainssubattributes,

rather than a conventional simple data type such as an integer. This may be a parent

attribute, or it may itself be a subattribute.

• Subattribute— refers to the data items within a structured or parent attribute. While

the subattributes are frequently in TLV format, occasionally they are missing Type,

Length, or both.

NOTE: Structured attributes (VSAs with subattributes) defined in return
lists are added to the reply message as a whole unit, rather than their
subattributes being added individually to any existing response VSAs. In
this way they are treated just as unstructured VSAs.

For example:

• Attribute"ParentAttr" isdefinedasbeingamultivalue return listattribute,
with possible subattributes "ChildAttrA" and "ChildAttrB".

• A response already has a copy of "ParentAttr" with subattribute
"ChildAttrA", for example from an authentication process.

• A profile specifies that "ParentAttr" must be added with subattribute
"ChildAttrB".

The result is a response with two ParentAttr structured attributes:

ParentAttr

ChildAttrA

ParentAttr

ChildAttrB

The result is not a response with a single ParentAttr:

ParentAttr

ChildAttrA

ChildAttrB
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To add subattributes to a structured attribute using theWeb GUI:

1. Select the parent attribute to which you want to add subattributes.

In the example shown in Figure 33 on page 124,WiMAX-Packet-Flow-Descriptor is
the structured attribute to which you add subattributes.

NOTE: If you enable the Echo check box at the parent attribute level, you
cannot add subattributes.

Figure 33: Adding Subattributes

2. Click Add Child.

The Add CheckList Attribute or Add ReturnList Attribute dialog box appears. As an
example, Figure 34 on page 125 shows the Add ReturnList Attribute dialog box.
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Figure 34: Add ReturnList Attribute Dialog

3. Select Values and click Add Attribute.

NOTE: In most cases, the attributes list displays the subattributes
appropriate for the selected parent attribute, and you simply select the
desired subattribute and click Add Attribute. However, becauseWiMAX
structured (parent) attributes are quite long, a continuation flag attribute
is required. This is denoted by the Values attribute.

4. Click Close.

Values now appears under the parent attribute, indicating that you can add a

subattribute (Figure 35 on page 126).
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Figure 35: Parent Attribute

5. Select Values from the list and click Add Child.

6. Select or enter a value for the subattribute.

The dialog changes according to the subattribute. Some subattributes require that

you enter a value, string, or IP address. Other subattributes require that you choose

from a fixed list of values. Figure 36 on page 126 shows an example in which

TransportType is the subattribute and IPv4-CS has been selected as the value.

Figure 36: Example Subattribute
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7. Click Add Attribute to add this subattribute to the list.

8. Repeat steps 6 and 7 to addmore subattributes to the parent attribute.

9. When you are finished adding subattributes, click Close.

TheCheckListareaor theReturnListarea (Figure37onpage 127)displays theupdated
list of subattributes.

You canmodify the subattributes by using the Edit and Delete buttons.

Figure 37: Structured Attributes Added

Editing a Native User

To edit a native user entry in the SBR Carrier database using theWeb GUI:

1. Select RADIUS Configuration > Users > Native Users.

TheNative Users List page (Figure 29 on page 117) appears.

2. Select the native user entry that you want to edit.

TheSelectedNativeUserpane(Figure38onpage 128)displays thesettingsconfigured
for the native user entry.
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Figure 38: Selected Native User Pane

3. Edit the settings for the native user entry as appropriate.

For information about the fields in theSelectedUserpane, see “Adding aNativeUser”
on page 117.

NOTE: You cannot edit the name of the native user.

4. Click Save to save the changes.

TheNative Users List page (Figure 29 on page 117) displays an updated list of native
user entries.
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Deleting a Native User

To delete a native user using theWeb GUI:

1. Select RADIUS Configuration > Users > Native Users.

TheNative Users List page (Figure 29 on page 117) appears.

2. Select the native user entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.

TheNative Users List page (Figure 29 on page 117) displays an updated list of native
user entries.

Setting Up UNIX Users or Groups

This section describes how to add, edit, or delete a UNIX user or group.
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Adding a UNIX User or Group

To add a UNIX user or group using theWeb GUI:

1. Select RADIUS Configuration > Users > Unix Users.

TheUnix Users List page (Figure 39 on page 130) appears.

Figure 39: Unix Users List Page

2. Click Add.

The Create Unix User pane (Figure 40 on page 131) appears with the Basic
Configuration tab selected.
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Figure 40: Create Unix User Pane—Basic Configuration

3. Search for the users or groups that you want to add in theName field.

• If you want to add a user, select theUser option button and select the name of a
user from the drop-down list.

• If you want to add a group, select theGroup option button and select the name of
a user group from the drop-down list.

4. Optionally, enter a description for the UNIX user or group in the Description field.

5. If you want to use a profile to assign check list and return list attributes to the user,

select theUse Profile check box and use the drop-down list to select the profile.

NOTE: Attributes inherited from a profile are overridden by attributes
assigned to a specific user.

6. If youwant to specify themaximumnumber of concurrent connections theUNIX user

canmaintain, select the Concurrency check box and enter a number in theMax
Connections field.
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When the user requests access, the user can be authenticated using the given

authentication method only if fewer than the number of connections are currently

open for the user.

7. Toaddcheck list or return list attributes for theUNIXuser or group, click theAttributes
tab (Figure 41 on page 132).

Figure 41: Create Unix User Pane—Attributes

8. Click Add under the CheckList area or the ReturnList area.

The Add CheckList Attribute or Add ReturnList Attribute dialog box
(Figure 42 on page 133) appears.
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Figure 42: Add CheckList Attribute and Add ReturnList Attribute Dialogs

9. Select the attribute you want to add to the check list or return list from the attributes

list.

You can search the attributes by entering the attribute name in the text box.

10. Select or enter a value for the selected attribute.

The dialog changes according to the attribute you choose. Some attributes require

that you enter a value, string, or IP address. Other attributes require that you choose

from a fixed list of values.

TheMultivalued check box always appears dimmed, so you cannot select or clear
this check box. If theMultivalued check box appears cleared, an attribute can have
only one value. If theMultivalued check box appears selected, you can addmultiple
values for the attribute.

TheOrderable check box always appears dimmed, so you cannot select or clear this
check box. If theOrderable check box appears selected, you can define the order of
themulti-valued attributes. If theOrderable check box appears cleared, the attribute
is neither a multi-valued attribute nor an orderable attribute.

(Check list attributes only) To set the attributes value to the default value (which is

useful in situations where the attribute is not included in the RADIUS request), select

the Default check box.
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(Return list single-valued attributes only) If you do not want to specify a particular

value, but want to make sure that whatever value of the attribute appears in the

RADIUS request is echoed to the client in theRADIUS response, select theEcho check
box.

NOTE: Theechoproperty isdisabled formulti-valued return list attributes.

NOTE: You cannot definemultiple instances of Framed-IPv6-Address
attributes in a return list or check list. The Framed-IPv6-Address attribute
can appear only once in a return list or check list.

11. Click Add Attribute to add this AVP to the list.

12. Repeat steps 9 through 11 to addmore return list or check list attributes for the user.

13. When you are finished adding AVPs, click Close.

The CheckList area or the ReturnList area in the Create Unix User pane
(Figure 41 on page 132) displays the updated list of selected attributes.

You canmodify the return or check list by using the Edit and Delete buttons. You can
reorder the attributes by selecting each attribute and using theUp or Down arrow.

NOTE: TheUp arrow is disabled, if the selected attribute is not orderable
or if the selected attribute is already the first value. TheDown arrow is
disabled, if theselectedattribute isnotorderableor if theselectedattribute
is already the last value.

14. Optionally, if youhaveaddedastructuredor parent attribute to theUNIXuser or group,

add its subattributes to the structuredor parent attribute. Formore information about

howtoaddsubattributes toa structuredorparent attribute, see “AddingSubattributes

to a Structured Attribute” on page 122.

15. Click Save to save the UNIX user or group configuration.

TheUnixUsersListpage (Figure39onpage 130)displaysanupdated list ofUNIXuser
or group entries.
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Editing a UNIX User or Group

To edit a UNIX user or group entry using theWeb GUI:

1. Select RADIUS Configuration > Users > Unix Users.

TheUnix Users List page (Figure 39 on page 130) appears.

2. Select the UNIX user or group entry that you want to edit.

TheSelectedUnixUserpane (Figure 43onpage 135) displays the settings configured
for the UNIX user or group entry.

Figure 43: Selected Unix User Pane

3. Edit the settings for the UNIX user or group entry as appropriate.
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For information about the fields in the Selected User pane, see “Adding a UNIX User
or Group” on page 130.

NOTE: You cannot edit the name of the UNIX user or group.

4. Click Save to save the changes.

TheUnixUsersListpage (Figure39onpage 130)displaysanupdated list ofUNIXuser
or group entries.

Deleting a UNIX User or Group

To delete a UNIX user or group entry using theWeb GUI:

1. Select RADIUS Configuration > Users > Unix Users.

TheUnix Users List page (Figure 39 on page 130) appears.

2. Select the UNIX user or group entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.

TheUnixUsersListpage (Figure39onpage 130)displaysanupdated list ofUNIXuser
or group entries.
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CHAPTER 7

Administering Profiles

This chapter describes how to set up and administer user profiles. This chapter contains

these topics:

• About Profiles on page 137

• Adding a Profile on page 139

• Editing a Profile on page 143

• Removing a Profile on page 144

About Profiles

SBR Carrier enables you to define default templates of check list and return list pairs

called profiles. A profile provides specific attributes for one or both lists. You can define

as many profiles as you require. Profiles provide a powerful means of managing and

configuring accounts.

When you edit a user account, you can assign a profile to the user so the attributes of

the profile become the default settings for that user account. After you assign a profile

to a user account, you canmodify the new entries on the user’s check list and return list.

Changes youmake apply only to the specific user entry; they do not affect the profile

itself. Assigning a profile and then overriding individual attributes is a convenient way to

leverage SBR Carrier features to your advantage.

To change attribute settings across many users immediately, edit the profile that you

have assigned to these users. The changes youmake to a profile are automatically

reflected in each user’s check list and return list.

Adding a Check List or Return List Attribute to a Profile

A check list attribute is an item of information that must accompany a request for

connection before the connection can be authenticated. A return list attribute is an item

of information thatSBRCarrier includes in theAccess-Acceptmessagewhenaconnection

request is approved.

Resolving Profile and User Attributes

If user-specific attributes are stored in an external database, SBR Carrier determines the

final set of attributes for a user by merging the attributes stored in the native database

with those retrieved from the external database. This calculation is performedas follows:
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1. The attributes from the profile (or alias user) assigned to the user are first retrieved.

2. Theseattributesare thenmergedwith theuser-specificmodifications to theattributes

in the following manner:

• If the attribute is multi-valued, then the attribute(s) retrieved from the external

database is added to the overall list of attributes.

• If the attribute is single-valued, then the attribute(s) retrieved from the external

database replaces any attribute of the same name in the profile or associated with

the alias.

• If theattribute isorderable, then theattribute(s) retrieved fromtheexternaldatabase

replaces any orderable attribute of the same name in the profile or associated with

the alias.
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Adding a Profile

To add a profile using theWeb GUI:

1. Select RADIUS Configuration > Profiles.

The Profiles List page (Figure 44 on page 139) appears.

Figure 44: Profiles List Page

2. Click Add.

The Create Profile pane (Figure 45 on page 140) appears.
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Figure 45: Create Profile Pane

3. Enter a name for the new profile in theName field.

4. Optionally, enter a description for the profile in the Description field.

5. To add standard RADIUS attributes and parent or structured attributes to a check list

or return list of the profile, click Add under the CheckList area or the ReturnList area.

The Add CheckList Attribute or Add ReturnList Attribute dialog box
Figure 46 on page 141 appears.
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Figure 46: Add CheckList Attribute and Add ReturnList Attribute Dialogs

6. Select the attribute you want to add to the check list or return list from the attributes

list.

You can search the attributes by entering the attribute name in the text box.

7. Select or enter a value for the selected attribute.

The dialog changes according to the attribute you choose. Some attributes require

that you enter a value, string, or IP address. Other attributes require that you choose

from a fixed list of values.

TheMultivalued check box always appears dimmed, so you cannot select or clear
this check box. If theMultivalued check box appears cleared, an attribute can have
only one value. If theMultivalued check box appears selected, you can addmultiple
values for the attribute.

TheOrderable check box always appears dimmed, so you cannot select or clear this
check box. If theOrderable check box appears selected, you can define the order of
themulti-valued attributes. If theOrderable check box appears cleared, the attribute
is neither a multi-valued attribute nor an orderable attribute.

(Check list attributes only) To set the attributes value to the default value (which is

useful in situations where the attribute is not included in the RADIUS request), select

the Default check box.
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(Return list single-valued attributes only) If you do not want to specify a particular

value, but want to make sure that whatever value of the attribute appears in the

RADIUS request is echoed to the client in theRADIUS response, select theEcho check
box.

NOTE: Theechoproperty isdisabled formulti-valued return list attributes.

NOTE: You cannot definemultiple instances of Framed-IPv6-Address
attributes in a return list or check list. The Framed-IPv6-Address attribute
can appear only once in a return list or check list.

8. Click Add Attribute to add this AVP to the list.

9. Repeat steps 6 through 8 to addmore attributes to the return list or check list.

10.When you are finished adding AVPs, click Close.

The CheckList area or the ReturnList area in the Create Profile pane
(Figure 45 on page 140) displays the updated list of selected attributes.

You canmodify the return or check list by using the Edit and Delete buttons. You can
reorder the attributes by selecting each attribute and using theUp or Down arrow.

NOTE: TheUp arrow is disabled, if the selected attribute is not orderable
or if the selected attribute is already the first value. TheDown arrow is
disabled, if theselectedattribute isnotorderableor if theselectedattribute
is already the last value.

11. Optionally, if you have added a structured or parent attribute to the profile, add its

subattributes to the structured or parent attribute. For more information about how

to add subattributes to a structured or parent attribute, see “Adding Subattributes to

a Structured Attribute” on page 122.

12. Click Save to save the profile configuration.

TheProfilesListpage(Figure44onpage 139)displaysanupdated list ofprofile entries.
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Editing a Profile

To edit a profile using theWeb GUI:

1. Select RADIUS Configuration > Profiles.

The Profiles List page (Figure 44 on page 139) appears.

2. Select the profile entry that you want to edit.

TheSelectedProfilepane (Figure 47 onpage 143) displays the settings configured for
the profile.

Figure 47: Selected Profile Pane

3. Edit the settings for the profile entry as appropriate.
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For information about the fields in the Selected Profile pane, see “Adding a Profile”
on page 139.

NOTE: You cannot edit the name of the profile.

4. Click Save to save the changes.

TheProfilesListpage(Figure44onpage 139)displaysanupdated list ofprofile entries.

Removing a Profile

To delete a profile using theWeb GUI:

1. Select RADIUS Configuration > Profiles.

The Profiles List page (Figure 44 on page 139) appears.

2. Select the profile entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.

TheProfilesListpage(Figure44onpage 139)displaysanupdated list ofprofile entries.

NOTE: Do not delete a profile that is assigned to a user. If you delete an
active profile, the attributes defined in the profile are removed from all
user’s settings, which is likely to result in authentication failures.
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CHAPTER 8

Administering Proxy RADIUS

This chapter presents an overview of proxy RADIUS and describes how to set up proxy

targets. This chapter contains these topics:

• Proxy RADIUS Overview on page 145

• Adding a Proxy Target on page 151

• Editing a Proxy Target on page 156

• Deleting a Proxy Target on page 158

• Steel-Belted Radius Carrier as a Target on page 158

Proxy RADIUSOverview

Steel-BeltedRadiusCarrier can forwardaRADIUS request toanother server forprocessing

and relay the other server’s result back to its client. Steel-Belted Radius Carrier is acting

as a proxy for the target server, and that Steel-Belted Radius Carrier is proxy-forwarding

the request to the target server. The IPaddressof the client originating theRADIUSpacket

can be determined by one or more attributes: NAS-IPv6-Address, NAS-IP-Address, or

NAS-Identifier. For NAS-Identifier, the address is determined from the setting in the

configuration database. If none of the addresses match the source address of the UDP

packet, it is assumed that the RADIUS request has been proxied.

Any Steel-Belted Radius Carrier server can act as proxy or target for authentication or

accounting messages (or both).

NOTE: The change of authorization/disconnectmessage (CoA/DM) feature
does not support proxy RADIUS.

Proxy RADIUS Authentication

Figure 48 on page 146 illustrates how RADIUS authentication messages are forwarded

by proxy:

1. Anetworkaccess server (RADIUSclient) sendsanauthentication request toaRADIUS

proxy server.

2. The proxy RADIUS server forwards the message to a RADIUS target server.
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3. The target RADIUS server performs the authentication services indicated by the

message, then returns a responsemessage to the proxy RADIUS server.

4. The proxy RADIUS server relays the responsemessage to the RADIUS client.

Figure 48: RADIUS Proxy Forwarding
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Proxy RADIUS Accounting

RADIUS accounting messages are forwarded by proxy as follows:

1. A RADIUS server receives an accounting request.

2. Depending on its configuration, the RADIUS server forwards the accountingmessage

to a target server, records accounting attributes locally on the proxy server, or records

the information in both places.

3. If the proxy server does not receive an acknowledgement of the forwarded packet, it

periodically re-sends the packet according to its retry policy.

4. When the target server acknowledges the request, the proxy server forwards an

acknowledgement to the RADIUS client. SBR can also be configured to respond

immediately to the NAS.

Proxy RADIUS Realms

Proxy RADIUS realms are pools of RADIUS servers to which Steel-Belted Radius Carrier

can forward RADIUS requests. Proxy RADIUS realms can be configured to support

workload distribution, redundancy, fault tolerance, retry policies, primary-secondary

server roles, and separation of authentication and accounting responsibilities by server.

A carrier with Steel-Belted Radius Carrier installed on its LANmight create a realm that

consists of all the RADIUS servers owned by a particular service provider. In this case,

the RADIUS servers are already owned andmaintained by the service provider; the realm

simplyorganizes the routingofRADIUSpackets fromSteel-BeltedRadiusCarrier to these

servers.

The carrier might define several such realms, one for each service provider that employs

its services. If a service provider’s network is extremely large, a carrier might decide to

use several realms to represent a single service provider. For each of these realms, it is

possible to define an independent set of conventions for storing, forwarding, routing, and

filtering the RADIUS requests that enter the Steel-Belted Radius Carrier server.

Formore information, seeFigure49onpage 147and “ConfiguringaProxyRADIUSRealm”

on page 195.
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Figure 49: RADIUS Server and Proxy Realms
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Target Selection within a Realm

For proxy RADIUS realms, after the destination realm is identified, Steel-Belted Radius

Carrier must select a target within the realm. Target selection depends upon a number

of factors, all of which you can set up in advance by editing the realm configuration files

on the Steel-Belted Radius Carrier server: proxy.ini, radius.ini, filter.ini, and one
RealmName.pro file per realm.

After the target is selected, Steel-Belted Radius Carrier matches the target namewith

a proxy entry in its database. Using the data in this entry (IP address, UDP port, shared

secret) Steel-Belted Radius Carrier establishes a connection between itself and the

target, and proxy-forwards the RADIUS request. You can configure the realm so that all

realm routing information and delimiters are stripped from the Username before

forwarding.

The target processes the request as it normally would for RADIUS authentication or

accounting. In thecaseof authentication, Steel-BeltedRadiusCarrierwaits for a response

from the target, then relays this response to its RADIUS client.

Message-Authenticator Support

The Message-Authenticator attribute enables Steel-Belted Radius Carrier to determine

whether the packet received is froman actual proxy server. It might also sign the forward

request.
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Steel-BeltedRadiusCarrier canbeconfigured touse theMessage-Authenticator attribute

when forwarding packets using proxy RADIUS. It can also be configured to validate or

ignore the Message-Authenticator if included in the packets received.

Proxy Fast-Fail

Duringproxy forwarding,Steel-BeltedRadiusCarrier actsas theRADIUSclientofanother

RADIUS server. Since RADIUS clients take responsibility for delivering RADIUS packets,

all of them have a retry policy that determines how often and for how long they continue

to try todeliver apacket until they receive the response that theyexpect fromtheRADIUS

server. This includes the Steel-Belted Radius Carrier server when it acts as the RADIUS

client of a proxy RADIUS target server.

Steel-Belted Radius Carrier provides a fast-fail option for proxy RADIUS realms. This

fast-fail feature saves Steel-Belted Radius Carrier from continuing to send packets to a

target server that appears to be down temporarily. For example, if Steel-Belted Radius

Carrier is sending a packet to a target and it is not getting the timely response it expects,

it periodically tries to send the packet until it reaches the number of tries in its retry policy.

If it still has not received a response from the target at that point, Steel-Belted Radius

Carrier removes the target from the active list and places it on the fast-fail list.

Once a target is presumeddown (on the fast-fail list), Steel-BeltedRadiusCarrier directs

proxy requests to another target in the same realm, if available. It does not wait for

responses from the failed target. However, Steel-BeltedRadius Carrier can be configured

to send strobe requests periodically to the failed target server to detect when that server

comes back up. Once a response is received to one of these strobe requests, the target

server is removed from the fast-fail list. When the fast-fail timer expires for a target, it is

placed back on the active list. Strobe requests are sent to the failed target server only if

there are proxy requests addressed to its realm, the StrobeEnable parameter is set to 1,

and the RetryInterval has beenmet or exceeded.

Westrongly recommend that youspecifya [FastFail] section ineachproxyRADIUS realm

configuration (.pro) file. The [FastFail] section permits you to fine tune retry policies for
individual realms, or for specific targets within realms. Any [FastFail] settings that you

supply in a .pro file override the current ProxyFastFail setting.

The radius.ini file offers a ProxyFastFail setting for single-target proxy entries that are
not a member of any realm. ProxyFastFail has an integer value, usually 1800. If a target
remainson the fast-fail list longer than thisnumberof seconds, it is automatically removed

from the fast-fail list. If conditions warrant, a target may be returned to the fast-fail list

at any time.

For information about configuring the radius.ini file to support the fast-fail feature, see
the SBR Carrier Reference Guide.

Static Proxy Accounting

Static proxyaccountingallowsyou to sendcopiesof certain typesofaccountingmessages

to proxy RADIUS realms, as well as to the normal routing of the original accounting

message. The number of copies is not limited.
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Static proxy accounting does not prevent the request from being dynamically routed for

RADIUS accounting services based on Username decoration, DNIS number, or attribute

mapping, nor does it prevent local logging or other accounting methods from occurring.

If static proxy-forwarding fails (due to a lack of response from the target), this does not

prevent the original RADIUS accounting request from being acknowledged.

An important function of static proxy accounting is to ensure that Accounting-On and
Accounting-Offmessages can be routed to realms. A NAS (RADIUS client) normally
issues these accounting messages to its RADIUS server when it goes online

(Accounting-On)andoffline (Accounting-Off). In suchcases, all connectionspreviously
made by this NAS are considered invalid, and the RADIUS server can free resources that

it allocated to those sessions.

Static proxy accounting is necessary to deliver Accounting-On and Accounting-Off
messages to realms, because these messages do not contain theUser-Name or
Called-Station-Id attributes that Steel-Belted Radius Carrier would normally use to
route packets to realms.

For example, assume theoriginal Access-Request, anauthenticationmessage,wasused

todetermine the realmdestination forbothauthenticationandaccounting for aparticular

session. The attribute used to route theAccess-Requestmay have been theUser-Name,
the Called-Station-Id, or any other RADIUS attribute in the Access-Request, depending
on how you have configured request routing for authentication messages.

Accounting packets for this same session can bematched with the realm destination

only if the server knows which session is involved (as it does in Start, Stop, and Interim
messages). The Accounting-On and Accounting-Offmessages are independent of
specific sessions; therefore it is impossible to route them to realms without additional

information.

By setting up static proxy accounting, and listing all realms as targets forAccounting-On
and Accounting-Offmessages, you can ensure that network information (such as NAS
status) is sent to everyone whomight require it.

Proxy AutoStop Feature

A user session can be removed from the Current Sessions table in ways other than the

usual Accounting-Stopmessage from the NAS:

• An Accounting-On or Accounting-Offmessage received from the NAS causes all

sessions originating from theNAS tobepurged, as thesemessages signal that theNAS

has been restarted or is going down.

• The administrator can remove users by means of the LDAP configuration interface

(LCI).

• The administrator can remove users by means of theWeb GUI.

Termination information must be passed on if the users exist as proxied sessions on

downstream RADIUS servers because these servers must free the resources previously

allocated to the sessions, which have now been terminated.
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The Proxy AutoStop feature handles such cases. In addition, if you use the LCI command

or dynamic authorization to free resources from the central administrative server, the

appropriate messages are propagated so that the resources associated with the user in

each of the downstream servers are automatically freed.

Routed Proxy Authentication

Routed proxy authentication enables you to select an authentication realm based on

information in an external SQL or LDAP database and determine the routing of the

authentication request. You can use this information to preauthenticate the user, select

a target realm for a subsequent proxy, modify the User-Name in the proxy request, and

insert attributes into the response. You can configure a proxy target statically (see

“ProxyRADIUSAuthenticationandAccounting”onpage475), orhave itdeterminedbased

on information in the packet, such as NAI (decorated user-name), DNIS, or other

computations (attribute mapping).

You can use this feature to:

• Allow the User-Name to determine the realmwithout requiring decoration.

• Centralize the mapping of attributes to the realm (the attribute mapping feature, but

off-loaded to LDAP or SQL).

• Allow the User-Name to be decorated only with a final realm, mapping it to the

Next-Hop realm through LDAP. This allows an enterprise to change their ISP without

requiring reconfiguration of user clients. (Also, by storing shared-secret information

for the Next-Hop realm in LDAP, Secure Peer Discovery functionality is available.)

Operation

Routedproxyauthenticationoccurswhencertain information is returned fromanexternal

SQL or LDAP database. The operation is determined by two variables:

• %ProxyRealm

• %ProxyUser-Name

These variables are accessible by authentication methods through the SQL and LDAP

authentication plug-ins:

• If%ProxyRealm is not set, routed proxy authentication does not occur.

• If%ProxyRealm is set to a directed realm, then handle it as a directed realm request.

• If%ProxyRealm is set to a proxy realm, then send the request off to that proxy realm.

• If%ProxyUserName is set to theUser-Name attribute, which must be sent in the
proxy request. If%ProxyUserName is not set, theUser-Namefromtheoriginal request

packet is used.

For more information about the SQL authentication plug-in, see

“Configuring SQL Authentication” on page 433. For more information about the LDAP

authentication plug-in, see “Configuring LDAP Authentication” on page 459.
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Routed proxy authentication supports RADIUS authentication, including the RADIUS

challenge process and RADIUS accounting. Password authenticationmay happenwhen

theexternal database is accessed, or later by theproxy target itself, dependingonwhether

the values of the%Password and%ProxyRealm variables returned from the database

are blank or non-blank (see Table 26 on page 151).

Table 26: Four Scenarios for Routed Proxy Authentication

Action

%ProxyRealm value
returned from
database

%Password value
returnedfromdatabase

Authentication fails.blankblank

Authenticate at proxy target.non-blankblank

Authenticate password now; no proxy.blanknon-blank

Authenticate password now; direct to
appropriate realm if successful.

non-blanknon-blank

NOTE: Onlyone routedproxy is allowedper transaction; transactionscannot
be nested.

Adding a Proxy Target

This section explains how to set up proxy forwarding from the SBR Carrier server (the

proxy) to another RADIUS server (the target).
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To add a proxy target using theWeb GUI:

1. Select RADIUS Configuration > Proxy Targets.

The Proxy Targets List page (Figure 50 on page 152) appears.

Figure 50: Proxy Targets List Page

2. Click Add.

The Create Proxy Target pane (Figure 51 on page 153) appears with the Basic
Configuration tab selected.
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Figure 51: Create Proxy Target Pane—Basic Configuration

3. Enter a name for the proxy target in theName field.

The target namemust not duplicate any other target name, realm name, or tunnel

name in your SBR Carrier configuration. The entered name for a proxy target is not

used inprocessing;SBRCarrier uses the IPaddressof theproxy target to routeRADIUS

packets.

4. Enter a description for the proxy target in the Description field.

5. Enter the IP address of the proxy target in the IP Address field.

6. Optionally, select theUse IPv6 check box to use IPv6 addressing.

7. Enter the shared secret for the proxy target in the SharedSecret field.

Shared secrets are case-sensitive. If you want the characters in the shared secret to

appear as you type, click Show. After viewing the characters, you can clickHide to
hide the characters.

The sharedsecret configured for theproxy target inSBRCarriermustmatch the shared

secret configured on the proxy target.
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8. Optionally, click theAdvancedConfiguration tab (Figure 52onpage 154) to configure
advanced settings for the proxy target.

Figure 52: Create Proxy Target Pane—Advanced Configuration

9. Enter the number of times SBR should try to reach the proxy target in theNumber of
Retries field. A request is retransmitted for the specified number of times if an
acknowledgment from the target is not received. If the number of retries is exhausted,

then the original request is rejected. By default, SBR Carrier retries three times before

giving up.

When SBR Carrier acts as a proxy, it emulates the characteristics of a NAD. This

includes the ability to retransmit a request if the first attempt does not get a timely

response from the proxy target.

10. Enter the time interval between each retry in milliseconds in theMilliseconds b/w
Retries field. By default, SBR Carrier waits 5000milliseconds (5 seconds) between
retries.

11. The port numbers configured for the proxy target in SBR Carrier must match the port

numbers configured on the proxy target. By default, SBR Carrier uses port 1645 for

authentication and port 1646 for accounting. If the proxy target uses ports different

from the default values for authentication or accounting, select the Authentication
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orAccountingcheckboxandenter theport number youwantSBRCarrier tousewhen
exchanging RADIUS authentication or accounting information with the proxy target

in the Authentication or Accounting field.

12. Specify whether you want accounting requests to be forwarded or recorded locally.

• If youselect theForwardcheckbox,SBRCarrier forwards theaccounting transaction
to the same proxy target that received the authentication transaction.

• If you select the Record Locally check box, SBR Carrier logs the accounting
transaction locally (regardlessofwhetheranauthentication requestwas forwarded

to the proxy target).

You can select both check boxes if you want accounting requests to be forwarded

and logged locally.

13. If you want SBR Carrier to use a different shared secret for accounting when

communicating with the proxy target, select theUse Different Shared Secret for
Accounting check box and enter an accounting shared secret in theUse Different
Shared Secret for Accounting field.

For privacy, characters are masked. You can click Show to display the characters in

the shared secret. After viewing the characters, you can clickHide to hide the
characters.

14. If you want SBR Carrier to use a different shared secret for authenticating COA and

DMmessages, select theUse Different Shared Secret for CoA/DM check box and

enter an accounting shared secret in theUse Different Shared Secret for CoA/DM
field.

For privacy, characters are masked. You can click Show to display the characters in

the shared secret. After viewing the characters, you can clickHide to hide the
characters.

15. If you want to use a proxy target as an authentication method, select theMake
Available as an AuthenticationMethod check box.

If you enable this option, the name of the proxy target appears in the Authentication
Methods page (Figure 78 on page 223) as proxy:name. This is useful if you have user
records defined on an older RADIUS server and you want to provide a seamless

migration to SBR Carrier. Using the older server as a proxy RADIUS target means that

RADIUS requests that arrive addressed to this target are handled by SBR Carrier

automatically, without requiring end users to change their addressing conventions.

16. Click Save to save the proxy target configuration.

TheProxy Targets List page (Figure 50 on page 152) displays an updated list of proxy
target entries.
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Ask theadministrator at the target site to log in to the target server’sRADIUSconfiguration

program and add Steel-Belted Radius Carrier as a RADIUS client of the target server.

Provide this administrator with the IP address of the Steel-Belted Radius Carrier server.

Editing a Proxy Target

To edit a proxy target using theWeb GUI:

1. Select RADIUS Configuration > Proxy Targets.

The Proxy Targets List page (Figure 50 on page 152) appears.

2. Select the proxy target entry that you want to edit.

The Selected Target pane (Figure 53 on page 157) displays the settings configured
for the proxy target. Additionally, theSelectedTargetpane displays aValidatebutton
in the right-hand side of the Shared Secret,Use Different Shared Secret for
Accounting, andUse Different Shared Secret for CoA/DM fields. You can click

Validate to verify the entered shared secret. TheWeb GUI displays a message
indicating whether the entered shared secret matches the shared secret previously

stored in the database.
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Figure 53: Selected Target Pane

3. Edit the settings for the proxy target entry as appropriate.

For information about the fields in the Selected Target pane, see “Adding a Proxy
Target” on page 151.

NOTE: You cannot edit the name of the proxy target.

4. Click Save to save the changes.

TheProxy Targets List page (Figure 50 on page 152) displays an updated list of proxy
target entries.
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Deleting a Proxy Target

To delete a target server from the proxy target list using theWeb GUI:

1. Select RADIUS Configuration > Proxy Targets.

The Proxy Targets List page (Figure 50 on page 152) appears.

2. Select the proxy target entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.

TheProxy Targets List page (Figure 50 on page 152) displays an updated list of proxy
target entries.

Steel-Belted Radius Carrier as a Target

This section describes how to set up proxy forwarding from some other RADIUS server

(the proxy) to the Steel-Belted Radius Carrier server (the target):

1. Set up the proxy as a RADIUS client of Steel-Belted Radius Carrier.

Add the entry using the RADIUS Clients List page. Specify the proxy’s name, its IP
address, and the shared secret that youwant to use for encryption between the proxy

and Steel-Belted Radius Carrier.

2. Ask the administrator at the target site to log in to the proxy’s RADIUS configuration

program and set up Steel-Belted Radius Carrier as a proxy RADIUS target. Provide

this administrator with the IP address of the Steel-Belted Radius Carrier server.

NOTE: Make sure that the same UDP port and shared secret are entered
on both proxy and target sides.

DictionariesWhen Steel-Belted Radius Carrier is the Target

When Steel-Belted Radius Carrier receives a packet forwarded by proxy, it consults its

RADIUS client entry for that proxy server. TheMake/model field of this entry determines
which attribute dictionary Steel-Belted Radius Carrier uses.

At various different times, Steel-Belted Radius Carrier can receive requests from the

same proxy server that have originated from different network access servers, possibly

of different types. The singleMake/model field that was entered for the proxymight not
be adequate to handle the variety of NASs on the other side of the transaction.
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One way to handle this problem is to add the originating network access servers to

Steel-Belted Radius Carrier’s list of RADIUS clients. Steel-Belted Radius Carrier can be

configured to examine each packet forwarded by proxy for clues as to the make and

model of the originating device. If clues are found, Steel-Belted Radius Carrier does

everything it can to map this information to a vendor-specific dictionary, and uses this

dictionary in preference to the one for the proxy.

Accepting Packets fromAny Proxy

If you want Steel-Belted Radius Carrier to be able to accept proxy requests from any IP

address, use the RADIUS Clients List page to add a special entry called <ANY>, and
specify a shared secret. The <ANY> entry permits forwarded requests from any proxy

to be accepted, provided the shared secret is correct.

NOTE: This feature requires that proxies are configured to use the shared
secret you provide in the <ANY> entry.
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CHAPTER 9

Administering RADIUS Tunnels

This chapter describes how to set up and administer RADIUS tunnels. This chapter

contains these topics:

• About RADIUS Tunnels on page 161

• Configuring RADIUS Tunnels on page 164

• Configuring Tunnel Name Parsing on page 172

About RADIUS Tunnels

A tunnel is a uniquely secure type of remote connection. A tunnel passes data between

a remote site and an enterprise site, providing an additional layer of encrypted protocol

wrapper around the data. A tunnel offers authentication and encryption features that

help secure the connection against network vandals and eavesdroppers. In addition, a

tunnel can provide quality of service features such as guaranteed bandwidth.

NOTE: SBR Carrier does not add tunnel functionality to your network. SBR
Carrier is able to support the authentication and accounting needs of any
tunnels that you have already set up.

Administration and configuration of the tunnel happens at the remote site, since this is

the side of the connection that requests remote access and opens the tunnel. An

administrator at the remote site must configure the tunnel with various attributes: its

destination IPaddress,what security protocols it supports, its password, and soon. These

attributes are stored in a database to be retrieved when needed to set up a connection.

Storing tunnel attributesonaRADIUSserver simplifies tunnel connections. At connection

time, the tunnel is established by a network access server at the remote site. The NAD

retrieves the tunnel configuration attributes from the RADIUS server and uses them to

open the tunnel into the carrier’s network. After the tunnel is open, the user can be

authenticated at the carrier’s network.

A RADIUS server is said to support tunnels if it has the ability to store and retrieve the

configuration data that aNADneeds to opena tunnel. SBRCarrier fully supports tunnels:

• SBRCarrier candetermine fromtheattributes in the incomingAccess-Requestwhether

the connection request involves a tunnel, and if so, which tunnel.
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• SBR Carrier can store and retrieve tunnel configuration data.

• SBR Carrier can track the number of tunnels currently in use, compare to amaximum

number, and refuse the connection if the number is exceeded.

Tunnel Authentication Sequence

1. SBR Carrier receives an Access-Request message.

2. SBRCarrier checkswhether theAccess-RequestcontainsaCalled-Station-Idattribute.
If it does, SBR Carrier searches its database for a tunnel entry that contains the

indicated telephone number in its called station ID list.

If amatchbetween theCalled-Station-Idanda tunnel entry canbe found,SBRCarrier
constructs anAccess-Acceptmessage using theAttributes list in thematching tunnel

entry. It then returns the Access-Accept to the client NAD. If a match exists, then skip

to step 4; if no match exists, continue with step 3.

NOTE: If realmsare in use, SBRCarrier also searches for the called station
ID number in its realm configuration files. If a match is found, the
Access-Request is routed to the realm, and the quest for a tunnel is
abandoned. For this reason, make sure that DNIS numbers are unique
across all tunnel entries and across all realm configuration files.

3. If nomatchwas found in step 2, thenSBRCarrier checkswhether theAccess-Request

contains a username in the form User<Delimiter>TunnelName or
TunnelName<Delimiter>User. <Delimiter> is a single character thatmustmatch the
server’s tunnel delimiter character. The order of the realm name relative to the

usernamemustmatch the server’s tunnel naming convention (prefix or suffix). Both
of these values are determined per server (that is, all tunnels that use this servermust

follow the same conventions) by entering them in theName Parsing page
(Figure 61 on page 173). If amatch exists, continuewith step 4; if nomatch exists, then

skip to step 6.

4. SBRCarrier searches itsdatabase fora tunnelentrywhosenamematches the incoming

TunnelName. If a match can be found, SBR Carrier constructs an Access-Accept
message using the Attributes list in the matching tunnel entry. It then returns the

Access-Accept to the client NAD.

5. If SBR Carrier was able to match the Access-Request with a tunnel entry, the NAD

uses the attributes returned in the Access-Accept message to open a tunnel into the

enterprise site. Authentication of the User-Name is attempted, usually at the carrier’s

site. If user authentication succeeds, theconnection is complete.Otherwise, theuser’s

connection request is denied.

6. If no matching tunnel entry was found in steps 2 or 3, SBR Carrier concludes that a

tunnel is not involved inmaking this connection. It then continueswith its User-Name

parsing sequence determine a destination for the authentication request.
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Configuring Tunnel Support

You can configure SBR Carrier to support a tunnel using theWeb GUI. A tunnel entry

allows you to specify a list of connection Attributes such as the tunnel password, the IP

address of the NAD at the enterprise site, encryption conventions to use, and so on. You

can also enter the maximum number of tunnels that can be open at one time. You need

to coordinatewith theadministrator at the enterprise site to get someof this information.

Called Station ID

DNIS (Dialed Number Information Services) refers to a capability that many network

access servers have todetermineanduse the telephonenumber thatwasdialed tomake

a connection request. The RADIUS standard supports DNIS by specifying the following

attributes:

• Calling-Station-Id is the number fromwhich the user originated the request.

• Called-Station-Id is the telephone number that was dialed to make the network
connection.

When setting up a tunnel entry for the SBR Carrier database, you can enter a telephone

number or list of numbers. This list identifies Called-Station-Id attribute values that the
server should expect to find in tunnel connection requests.

Dictionaries for Tunnel Support

You can use theWeb GUI to create the attributes list. The available selections include

attributes from all standard and vendor-specific RADIUS dictionaries installed on the

SBR Carrier server.

When the server can accept a tunnel connection request, it consults the corresponding

tunnel entry for the list of Attributes to return in the Access-Accept packet. SBR Carrier

always returns any standard RADIUS attributes that appear in the Attributes list. It also

returns any vendor-specific attributes that are appropriate for the NAD that requested

the tunnel connection. Vendor-specific attributes in the Attributes list that do not apply

to the requesting NAD are ignored.

Concurrent Tunnel Connections

SBR Carrier tracks the number of active connections for each tunnel. You can limit the

number of concurrent connections that can be open through a specific tunnel. When a

user requests a new connection through a tunnel, SBR Carrier compares the number of

activeconnections ina tunnel to themaximumnumberofconnections: if anewconnection

would exceed the limit, SBR Carrier rejects the additional connection.

For concurrent connection limits to work, each NAD that can open a tunnel must be

configured for RADIUS accounting and the same SBR Carrier server must be specified

for both authentication and accounting.
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NOTE: If you are using a clustered solution with SSR, concurrent tunnel
connectionsarenot tracked.Theyare tracked individuallyusingan inmemory
store on each SBR Carrier server. So if a tunnel exceeds its maximum
concurrent connections on one SBR Carrier server it may be able to
authenticate on another SBR Carrier server.

Configuring RADIUS Tunnels

This section describes how to enable SBR Carrier to support tunnels. When you add a

tunnel entry, you are not creating a tunnel; you are enabling SBR Carrier to support an

existing tunnel’s authentication and accounting needs.
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Adding a Tunnel

To add a tunnel entry using theWeb GUI:

1. Select RADIUS Configuration > Tunnels > Tunnels.

The Tunnels List page (Figure 54 on page 165) appears.

Figure 54: Tunnels List Page

2. Click Add.

TheCreateTunnelpane(Figure55onpage 166)appearswith theBasicConfiguration
tab selected.
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Figure 55: Create Tunnel Pane—Basic Configuration

3. Enter a name for the tunnel in theName field.

Tunnel names do not need to match the actual node name of a client tunnel server.

The name you assign to a tunnelmust notmatch the nameassigned to aproxy target,

realm, or tunnel in your SBR Carrier configuration.

4. Enter a description for the tunnel in the Description field.

Tunneldescriptionsareusedonly foradministrativepurposesanddonotaffect tunnel

connections. This field is typically used to identify the user or organization that uses

the tunnel.

5. If youwant to limit thenumber of connections that canuse the tunnel simultaneously,

select theMaximumOpen Tunnels check box and enter the maximum number of

tunnels in theMaximumOpen Tunnels field.

6. Click the Attributes tab (Figure 56 on page 167) to associate attributes and values
with the tunnel.
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Whena tunnel is used tomakea connection, the attributes associatedwith the tunnel

are filtered according to the make or model of the RADIUS client used to establish

the connection.

Figure 56: Create Tunnel Pane—Attributes

7. Click Add.

The Add Tunnel List Attribute dialog box (Figure 57 on page 168) appears.
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Figure 57: Add Tunnel List Attribute Dialog

8. Select or enter a value for the selected attribute.

The dialog changes according to the attribute you choose. Some attributes require

that you enter a value, string, or IP address. Other attributes require that you choose

from a fixed list of values.

TheMultivalued check box always appears dimmed, so you cannot select or clear
this check box. If theMultivalued check box appears cleared, an attribute can have
only one value. If theMultivalued check box appears selected, you can addmultiple
values for the attribute.

TheOrderable check box always appears dimmed, so you cannot select or clear this
check box. If theOrderable check box appears selected, you can define the order of
themulti-valued attributes. If theOrderable check box appears cleared, the attribute
is neither a multi-valued attribute nor an orderable attribute.

9. Click Add Attribute.

10. Repeat steps 8 and 9 to addmore attributes to the tunnel.

11. When you are finished adding AVPs, click Close.

The Attributes tab (Figure 56 on page 167) displays an updated list of selected
attributes.

You canmodify the attributes by using the Edit and Delete buttons. You can reorder
the attributes by selecting each attribute and using theUp or Down arrow.
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NOTE: TheUp arrow is disabled, if the selected attribute is not orderable
or if the selected attribute is already the first value. TheDown arrow is
disabled, if theselectedattribute isnotorderableor if theselectedattribute
is already the last value.

12. Optionally, click theCalledStation IDs tab (Figure58onpage 169) toaddoneormore
called station ID numbers for the tunnel.

A called station ID number is a telephone number that was dialed tomake a network

connection. Thecalled station IDnumber list identifies theCalled-Station-Idattribute
values that the server expects to find in tunnel connection requests.

Figure 58: Create Tunnel Pane—Called Station IDs

13. ClickNew.

The Add Called Station ID dialog box (Figure 59 on page 170) appears.
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Figure 59: Add Called Station ID Dialog

14. Enter the number you want to use in the Called Station ID field.

15. ClickOK.

16. Repeat steps 13 through 15 to addmore called station ID numbers for the tunnel.

The Called Station IDs tab (Figure 58 on page 169) displays an updated list of called
station ID numbers.

You canmodify the called station ID numbers by using the Edit and Delete buttons.

17. Click Save to save the tunnel configuration.

TheTunnelsListpage(Figure54onpage 165)displaysanupdated listof tunnelentries.

Editing a Tunnel

To edit a tunnel entry using theWeb GUI:

1. Select RADIUS Configuration > Tunnels > Tunnels.

The Tunnels List page (Figure 54 on page 165) appears.

2. Select the tunnel entry that you want to edit.

The Selected Tunnel pane (Figure 60 on page 171) displays the settings configured
for the tunnel.
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Figure 60: Selected Tunnel Pane

3. Edit the settings for the tunnel entry as appropriate.

Formore information about fields in theSelectedTunnel pane, see “Adding a Tunnel”
on page 165.

NOTE: You cannot edit the name of the tunnel.

4. Click Save to save the changes.

TheTunnelsListpage(Figure54onpage 165)displaysanupdated listof tunnelentries.
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Deleting a Tunnel

To delete a tunnel entry from the SBR Carrier database:

1. Select RADIUS Configuration > Tunnels > Tunnels.

The Tunnels List page (Figure 54 on page 165) appears.

2. Select the tunnel entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.

TheTunnelsListpage(Figure54onpage 165)displaysanupdated listof tunnelentries.

Configuring Tunnel Name Parsing

TunnelnameparsingenablesSBRCarrier todeterminewhether thenamestringprovided

by a user includes a tunnel name by looking for the character configured as the delimiter

for tunnel information. Tunnel name parsing options apply to all tunnels maintained by

SBR Carrier. You cannot set name parsing options for individual tunnels.
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To configure tunnel name parsing using theWeb GUI:

1. Select RADIUS Configuration > Tunnels > Name Parsing.

TheName Parsing page (Figure 61 on page 173) appears.

Figure 61: Name Parsing Page

2. Select the corresponding tunnel name parsing option:

• None—Tunnel name parsing is not supported. If you choose this option, the tunnel
authentication sequence is bypassed for each Access-Request; the server uses the

standard username and password authentication sequence only.

• TunnelName isPrefix—If the tunnel delimiter character is detected, theUser-Name
attribute value is assumed to be TunnelName<PrefixDelimiter>User.

• TunnelName isSuffix—If the tunnel delimiter character is detected, theUser-Name
attribute value is assumed to be User<SuffixDelimiter>TunnelName.

The option you choose applies to all tunnels defined on the server.

3. If youhaveselected theTunnelName isPrefixorTunnelName isSuffixoptionbutton,
use the Parsing Delimiter field to specify the character used to separate the tunnel
name and the username.

The default delimiter character for tunnel name parsing is@.

NOTE: Choose different delimiter characters and different prefix or suffix
name parsing conventions for tunnels and for proxies or realms.

4. Click Save to save the tunnel name parsing configuration.
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CHAPTER 10

Administering Address Pools

This chapter describes how to set up IPv4 address pools for SBR Carrier servers running

standalone. This chapter contains these topics:

• Address Pools for Standalone Servers versus Servers in a SSR Cluster on page 175

• Address Pool Files on page 175

• Adding an IPv4 Address Pool on page 176

• Editing an IPv4 Address Pool on page 179

• Deleting an IPv4 Address Pool on page 181

• Specifying an IP Address Pool for User/Profile Records on page 181

• NAD-Specific IP Address Pools on page 182

• Service-Level IP Address Pools on page 183

• Specifying IP Address Assignment from a DHCP Server on page 184

Address Pools for Standalone Servers versus Servers in a SSR Cluster

The information in this section applies only to SBR Carrier servers running standalone.

For servers running the optional Session State Register, information about IP address

pools is centrally stored in a dedicated table in the SSR database. For information about

configuring IP address pools for the Session State Register see, “Using IP Address and

IP Address Pool Scripts” on page 628 and the SBR Carrier Installation Guide.

NOTE: Please contact Juniper Networks Technical Support if you need
address pools larger than 65,535 (216) addresses.

Address Pool Files

The following filesestablishsettings for IPv4and IPv6addresspools. Formore information

about these files, refer to the SBR Carrier Reference Guide.
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Table 27: Address Pool Files

FunctionFile Name

Configures DHCP address pools so that IP addresses can be assigned
from a back-end DHCP server.

dhcp.ini

Configures specific DHCPaddress pools, where pool is the nameof an
address pool listed in dhcp.ini.

pool.dhc

Specifies (amongother things) thesuffixesused tosetupNAD-specific
IP pools.

radius.ini

Adding an IPv4 Address Pool

An IP address pool consists of one or more ranges of IPv4 addresses. You can add or

delete ranges and set an optional description for each address pool.

NOTE: IPv4 address pools can be used to assign IPv6 prefixes using the
Framed-IPv6-Prefix attribute. For more information about the usage of the
Framed-IPv6-Prefix attribute, see the SBR Carrier Reference Guide.
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To add an IPv4 address pool using theWeb GUI:

1. Select RADIUS Configuration > Address Pools > IP.

The IP Pools List page (Figure 62 on page 177) appears.

Figure 62: IP Pools List Page

NOTE: The IP Pools List page enables you to view the name of IPv4
address pools configured for an SSR cluster. To create and view details
of IP pools in the SSR cluster you need to use administrative scripts. For
details see “Using IP Address and IP Address Pool Scripts” on page 628.

2. Click Add.
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The Create IP Pool pane (Figure 63 on page 178) appears.

Figure 63: Create IP Pool Pane

3. Enter the name for the IPv4 address pool in theName field.

4. Optionally, enter a description for the address pool in the Description field.

5. Click Add in the Address Ranges area.

The Add Address Range dialog box (Figure 64 on page 178) appears.

Figure 64: Add Address Range Dialog

6. Enter the starting address for the IPv4 address range in the Starting Address field.
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7. Enter the number of addresses for the range in the Size field.

8. ClickOK.

The Create IP Pool pane (Figure 63 on page 178) displays an updated list of address
ranges.

You canmodify the address range by using the Edit and Delete buttons.

9. Repeat steps 5 through 8 to addmore address ranges for the IPv4 address pool.

10. Click Save to save the IPv4 address pool configuration.

The IP Pools List page (Figure 62 on page 177) displays an updated list of address
pool entries.

Editing an IPv4 Address Pool

To edit an IPv4 address pool using theWeb GUI:

1. Select RADIUS Configuration > Address Pools > IP.

The IP Pools List page (Figure 62 on page 177) appears.

2. Select the IPv4 address pool entry that you want to edit.

The Selected IP Pool pane (Figure 65 on page 180) displays the settings configured
for the address pool.
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Figure 65: Selected IP Pool Pane

3. Edit the settings for the address pool entry as appropriate.

For information about the fields in the Selected IP Pool pane, see “Adding an IPv4
Address Pool” on page 176.

NOTE: You cannot edit the name of the address pool.

4. Click Save to save the changes.

The IP Pools List page (Figure 62 on page 177) displays an updated list of address
pool entries.

Copyright © 2018, Juniper Networks, Inc.180

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



Deleting an IPv4 Address Pool

To delete an IPv4 address pool using theWeb GUI:

1. Select RADIUS Configuration > Address Pools > IP.

The IP Pools List page (Figure 62 on page 177) appears.

2. Select the IPv4 address pool entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.

The IP Pools List page (Figure 62 on page 177) displays an updated list of address
pool entries.

Specifying an IP Address Pool for User/Profile Records

TheFramed-IP-Address return list attributecontrols howtheserver assignsan IPaddress
to a user making a connection. When you add or edit the Framed-IP-Address attribute
in theUsers or Profiles page ofWeb GUI, the Add Attribute dialog box
(Figure 66 on page 181) allows you to choose an IP address pool instead of specifying an

IP address.

Figure 66: Editing the Framed-IP-Address UsingWeb GUI
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NAD-Specific IP Address Pools

Steel-Belted Radius Carrier enables you to define IP address pools that are specific to

the NAD (RADIUS client) fromwhich the user request was received. You can also define

a set of suffixes that define categories of pools. For example, a pool category might

correspond to the kinds of services available to users in that category. Youmight decide

to define categories called Bronze, Silver, andGold, indicating increasing packet routing
priorities.

To create a NAD-specific address pool using theWeb GUI:

1. Add an IPv4 address pool.

For information about how to add an IPv4 address pool, see “Adding an IPv4 Address

Pool” on page 176.

2. In theRADIUSClients List page (Figure 19 on page 100), use theAddress Pool check
box and the Address Pool list to associate the IP address pool with the appropriate
NAD.

3. Assign the user to a NAD-specific IP address pool and suffix.

Create this association in theNative Users List page (Figure 29 on page 117),Unix
UsersListpage(Figure39onpage130),or theProfilesListpage(Figure44onpage139)
by adding a Framed-IP-Address check list or return list attribute with a value of pool
associatedwith RAS Client (Figure 67 on page 182).

Figure 67: Assigning the User to a NAD-Specific IP Address Pool
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Service-Level IP Address Pools

Steel-Belted Radius Carrier enables you to define a set of suffixes that define categories

of IPaddresspools. For example, apool categorymight correspond to thekindsof services

available to users in that category. Youmight decide to define categories called Bronze,
Silver, andGold to identify different packet routing priorities.

To create a set of service-level address pools using theWeb GUI:

1. Define suffixes for the various service-level address pools in the [IPPoolSuffixes]

section of radius.ini. For example:

[IPPoolSuffixes]
-GOLD
-SILVER
-BRONZE

2. Define IP address pools using the suffixes configured in the [IPPoolSuffixes] section

of radius.ini.

3. In theRADIUSClients List page (Figure 19 on page 100), use theAddress Pool check
boxand theAddressPool list to associate theaddresspoolwith theappropriateNAD.

4. Assign the user to a NAD-specific IP address pool and suffix in theNative Users List
page (Figure 29 on page 117), theUnix Users List page (Figure 39 on page 130), or the
Profiles List page (Figure 44 on page 139) by adding a Framed-IP-Address check list
or return list attribute with corresponding IP address pool (Figure 68 on page 183).

Figure 68: Associating IP Address Pools with RADIUS Clients

If user EDISONCARTER, who has been assigned to <RAS>-GOLD, logs into RAS1, he
receives an IP address from the RAS1-GOLD address pool. If he logs into RAS2, he
receives anaddress from theRAS2-GOLDaddress pool. If, however, he logs intoRAS3
but RAS3-GOLD has not been defined in the IP Pools dialog, he is not assigned an IP
address.
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To assign a Framed-IPv6-Prefix attribute, follow the preceding instructions for

Framed-IP-Address and then add Framed-IPv6-Prefix to the reply list. The
Framed-IPv6-Prefix value will be derived from the assigned address and the

Framed-IP-Address suppressed. For more information on the use of
Framed-IPv6-Prefix, see the SBR Carrier Reference Guide.

Specifying IP Address Assignment from a DHCP Server

IP addresses can be assigned fromaback-endDHCP server, rather than froma standard

IP address pool. DHCP address pools function like internal address

pools—Framed-IP-Address can be allocated from any address pool, either internal or

DHCP.

NOTE: SBR Carrier does not support DHCPv6.

DHCP address pools are defined in the dhcp.ini file and initialization files with the
extension .dhc.

In addition, eachDHCPaddresspoolmustbeenabledbyaddingaplaceholder IPaddress

pool in theWeb GUI. This placeholder pool should have the same name as the DHCP

pool, and should have an empty list of address ranges. The placeholder pool allows the

DHCP pool to appear in lists presented by theWeb GUI, so it can be selected into an

attribute.

When an IP address must be assigned from a DHCP pool during an Access-Request,

DHCP DISCOVER and REQUESTmessages are issued to trigger the allocation of an

address. When an accounting Stop ends the session, DHCP RELEASE is issued to the

server that allocated the address. Upon receipt of an accounting INTERIM request, a

DHCP REQUESTmessage is issued to the server that allocated the address, attempting

to extend the lease. If the server is specified as abroadcast address, DHCP failoveroccurs

if the primary DHCP server go down.

DHCP leases can be acquired, extended, and released by different servers. The server

that acquires the lease adds all the information for extending and releasing the lease to

the Class attribute.

Flexible configuration features allow RADIUS attributes to bemapped to DHCP options.

Therefore, information from a RADIUS request can be provided to the DHCP server, and

information returned from theDHCPserver canbe returned to the network access server.

During authentication, if an address is assigned from a pool, the pool namemust refer

to either a DHCP pool or an internal pool. If the pool name is not found, the request is

rejected.

Address Allocation

During address allocation, a DISCOVERmessage is issued. If an OFFER is received from

a DHCP server and the offered lease timemeets the minimum lease time requirements,
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the server issues a REQUESTmessage. If an ACKmessage is received, the allocated

address is returned in the Access-Accept.

In addition to the options required for normal DHCP operation, additional options in the

DHCP DISCOVER and REQUESTmessages are constructed based on the attributes in

the RADIUS request and the literal values specified in the [Request] section for the pool.

A Parameter Request List option is also constructed, listing all return options required

for populating the RADIUS response, as specified in the [Reply] section for the pool.

If an address is assigned bymeans of DHCP, theDH= field is added to theClass attribute.
This field includes:

• The unique client identifier for this lease.

• The address of the DHCP server.

• The lease time.

The unique client identifier for each user session is placed in the client hardware address

field of the DHCP request as well as in the Client ID option. This information is used by

the DHCP server to associate IP addresses with clients.

Address Renewal

If an INTERIM accounting message whose Class attribute includes both the IP= and the
DH= fields is received, a REQUESTmessage is unicast to the DHCP server that allocated
the address in an attempt to renew the lease. It requests the same lease time as was

granted for the original request. If the server is specified as a broadcast address, DHCP

failover occurs if the primary DHCP server go down.

NOTE: If a renewal request is rejected, the DHCP server does not inform the
network access server that the user’s IP address is not renewed andmay
become invalid.

NOTE: If you want INTERIM accounting requests to keep the sessions from
being considered stale or removed, youmust enable the UpdateOnInterim

parameter in the radius.ini file by setting its value to 1.

Address Release

If an accounting StopmessagewhoseClass attribute includes both the IP= and theDH=
fields is received, a RELEASEmessage is unicast to the DHCP server that allocated the

address.

NOTE: The DHCP server does not reply to the RELEASEmessage.
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Anaddress to theDHCP server is also releasedwhen a session is deleted from its session

database for reasons other than receiving an accounting Stop. For example, phantom

session expiration or administrative deletion of a session result in the release of the

temporary DHCP address.

DHCPOptionMapping

Options in a DHCP DISCOVER or REQUESTmessage can automatically be constructed

based on attributes in the RADIUS request as well as pre-configured literal values. Also,

options returned by the DHCP server in an OFFERmessage can be transmitted back to

the network access server in RADIUS attributes.

The following applies to the mapping between RADIUS attributes and DHCP options:

• Both standard and vendor-specific DHCP options are supported. (Vendor-specific

DHCP options must use standard encapsulation rules, as described in RFC 2132.)

• Format conversions between RADIUS attributes and a DHCP option are performed.

For example, aDHCPoption containing an IPaddress is formatted intodottednotation

when returned in a RADIUS string attribute.

• A single RADIUS request attribute can set more than one DHCP option in a request,

and a single DHCP option can set more than one RADIUS response attribute.

• A single DHCP option containingmultiple values can bemapped tomultiple instances

of a single RADIUS attribute.

For example, a RADIUS attribute called IP-Router could appear multiple times in an
Access-Accept. DHCP’s Router option returns a list of IP addresses of routers. This

single DHCP option can be configured to return multiple instances of the RADIUS

IP-Router attribute -- one for each router address in the list.

• A single DHCP option containing multiple values can bemapped tomultiple RADIUS

attributes.

For example, two RADIUS attributes exist, Primary-DNS-Server and
Secondary-DNS-Server. DHCP’s DNS Server option returns a list of IP addresses of
DNS servers. This single DHCP option can be configured to set the first DNS server

address in Primary-DNS-Server and the second in Secondary-DNS-Server.

• Only attributes appropriate to the dictionary are returned.

Therefore, if network access servers from different vendors use different RADIUS

attributes for the same information, each RADIUS attribute thatmight be required can

bemapped to the same DHCP option. The correct attribute is returned to the network

access server.

UsingMultiple Servers

As the information required to renew or release a DHCP-assigned address is contained

in the Class attribute, it is feasible to set upmultiple servers, all utilizing a commonDHCP

server for address allocation. The network access server can issue requests to any of the

servers, andaddressesareassignedand releasedcorrectly even if different servers handle

authentication and accounting requests for the same session.

Copyright © 2018, Juniper Networks, Inc.186

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



This architecture requires that each server must be configured to be stateless—that is,

the current sessions databasemust be turned off in the radius.ini file, as follows:

[CurrentSessions]
Enable = 0

For a standalone server, current sessions processing makes sense only when

authentication and all accounting transactions are directed to the same server. If current

sessions processing is not disabled, the current sessions database will be incorrect and

always grows. For example, DHCP addresses are prematurely released when phantoms

expire.
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CHAPTER 11

Setting Up Administrator Accounts

This chapter describes how to set up Steel-Belted Radius Carrier administrators and

specify what permissions an administrator holds. This chapter contains these topics:

• Local Administrator or Group Overview on page 189

• Adding a Local Administrator or Group on page 190

• Deleting a Local Administrator or Group on page 191

• Administrator Configuration Files on page 192

Local Administrator or Group Overview

You can grant or revoke the right to use theWeb GUI to configure a SBR Carrier server.

Each timeyou log in toaSBRCarrier server,WebGUIprompts you toauthenticate yourself

by entering a native OS user account and password.

During initial configurationofSBRCarrier, an initial SBRadministrator account is selected.

The default account is the userwho executes the configure script, typically the root user.
Theaccount has the right to use theWebGUI at its default (full) level of access. Although

aUNIX group can be assigned administrator privileges that extend to all groupmembers,

there is no default group.

TIP: Be selective when adding administrator accounts. More than one SBR
Carrier administrator software account can be active at any one time, to
support multiple users. But you cannot prevent simultaneous access to the
same screen and settings, so one administrator can change or undo another
administrator’s work.
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Adding a Local Administrator or Group

To add a local administrator or a group to the SBR Carrier database using theWeb GUI:

1. Select RADIUS Configuration > Administrators.

The Administrators List page (Figure 69 on page 190) appears.

Figure 69: Administrators List Page

2. Click Add.

The Browse for Administrator dialog box (Figure 70 on page 191) appears.
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Figure 70: Browse for Administrator Dialog

3. Identify the users or groups you want to add.

• If you want to add a user, select theUser option button and select the name of a
user from the drop-down list.

• If you want to add a group, select theGroup option button and select the name of
a user group from the drop-down list.

4. ClickOK.

TheAdministratorsListpage (Figure69onpage 190)displaysanupdated list of local
administrator or group entries.

NOTE: Adding a user as an administrator by using theWeb GUI overrides
any access settings specified for the user in the access.ini configuration
file.

Deleting a Local Administrator or Group

To revoke rights for a local administrator or group using theWeb GUI:

1. Select RADIUS Configuration > Administrators.

The Administrators List page (Figure 69 on page 190) appears.

2. Select the local administrator or group entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.
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TheAdministratorsListpage (Figure69onpage 190)displaysanupdated list of local
administrator or group entries.

CAUTION: Be careful not to revoke your own rights. If you do so, you will no
longer have access to SBR Carrier administrative functions.

Administrator Configuration Files

Two files (see Table 28 on page 192) control administrative permissions. For more

information about these files, refer to the SBR Carrier Reference Guide.

Table 28: Administrator Files

FunctionFile Name

Maps operating system user or group account levels to administrative
permissions.

access.ini

Maps administrative access levels to sets of access rights.admin.ini
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CHAPTER 12

Configuring Realm Support

This chapter describes how to configure proxy and directed realms in SBR Carrier. This

chapter contains these topics:

A realm is a collection of authentication methods that SBR Carrier invokes to process a

RADIUS request. When an authentication request is received, SBR Carrier uses the

username, selected RADIUS attributes, or other properties of the request to determine

which realm handles the request. The selected realm can be a proxy realm, a directed

realm, or the default realm (if no explicit realm is selected).

• Realm Configuration Files on page 193

• Stage One of Realm Configuration on page 194

• Configuring a Proxy RADIUS Realm on page 195

• Configuring a Directed Realm on page 199

• Editing the proxy.ini File on page 202

• Setting Up Smart Static Accounting on page 203

• Setting Up Proxy RADIUS Realms on page 204

• Setting Up Directed Realms on page 205

• How to Update Realm Configuration on page 206

Realm Configuration Files

The files in Table 29 on page 193 establish settings for setting up users. For more

information about these files, refer to the SBR Carrier Reference Guide.

Table 29: Realm Files

FunctionFile Name

Stores filters for RADIUS attributes. Filters might be referenced from
the [Auth] or [Acct] section of a RealmName.pro or RealmName.dir
file.

NOTE: You use theWeb GUI to configure the filter.ini file. Do not edit
the filter.ini file manually.

filter.ini

Specifies the order of realm selection methods, the realm selection
rules, and other settings for all realms on the server.

proxy.ini
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Table 29: Realm Files (continued)

FunctionFile Name

Configures settings for smart static accounting, which lets you specify
that accounting packets for a proxy or directed realm should be
forwarded to one or more proxy realms.

proxyrl.ini

Enables proxy support and specifies (among other things) the realm
names that indicate a server should handle a request and whether
realm names and other username decorations should be stripped.

radius.ini

Specifies settings for each directed or accounting realm you set up,
where RealmName is the realm name.

NOTE: RealmNamemust be listed in the [Directed] section of the
proxy.ini file.

RealmName.dir

Specifies settings for each proxy realm you set up, where RealmName
is the realm name.

NOTE: RealmNamemust be listed in the [Realms] section of the
proxy.ini file.

RealmName.pro

Stage One of Realm Configuration

Perform the following steps to configure a realm of any type for SBR Carrier. Some steps

require that you edit parameters in SBR Carrier configuration files.

1. Determine whether you want to provide proxy RADIUS or directed realms.

Does the customer have their own RADIUS servers, to which they want to direct

requests? If so, you need to set up a proxy RADIUS realm for the customer.

Does the customer need you to host its RADIUS server? If so, you need to set up a

directed authentication or accounting realm for the customer.

2. If you have not done so already, define delimiter conventions for realm name parsing.

The delimiter conventions that you define in proxy.ini are used for all realms defined
in SBR Carrier. Be sure to inform the customer of the delimiter and prefix/suffix

conventions you are using for realms.

proxy.ini
[Configuration]
RealmSuffix=
RealmPrefix=

3. Agree upon a realm name (or DNIS grouping) with the customer.

Keep the realm name simple if the realm is not defined by DNIS, because end users

must enter it in combination with their existing usernames (for example,

User@RealmName). The realm name configured in SBR Carrier does not need to

match any names in use at the customer site. The realm name cannot match an

existing target name, realm name, or tunnel name in your SBR Carrier configuration.
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If the realm is defined as a DNIS grouping, the user is matched to a realm based on

the Called-Station-Id.

Configuring a Proxy RADIUS Realm

A proxy RADIUS server treats a realm as a destination against which it performs

authentication andaccounting. Proxy realms are configurable only through configuration

files.

Table 30 on page 195 outlines the process of configuring a new proxy RADIUS realm for

SBRCarrier. Table30onpage 195also lists the sections that youmustedit in configuration

files to accomplish each step. Youmust perform each step in the process unless it is

labeled as optional.

Table 30: Proxy Realm Configuration

File and SectionProxy RADIUS Configuration TaskStep

—Complete thepreparatory stepsoutlined in the “Stage
One of Realm Configuration” on page 194 section.

1

proxy.ini

[Realms]

Realm1

Realm2 = *.msn.com

Realm3 = <undecorated>

Register the realmnamewithSBRCarrier.Optionally,
you can use wildcards to specify matching rules for
realms, and you can specify the default realm for
undecoratedUser-Name attributes.

2

Realm1.pro

Realm2.pro

Realm3.pro

Create a realm configuration file for each realm you
register.

3

—Study the customer's current (or planned) RADIUS
configuration. The customer's RADIUS servers are
the target servers in the new realm.

• Are authentication and accounting packets
directed to different RADIUS servers?

• What is their need for a fast-fail policy,
primary-secondary server strategy, or round-robin
load balancing?

• Aresomeserversused forauthenticationandsome
for accounting?

• What is the IP address of each RADIUS server?

• WhatUDPportandsharedsecretdoeseachserver
use for authentication or accounting?

4
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Table 30: Proxy Realm Configuration (continued)

File and SectionProxy RADIUS Configuration TaskStep

proxy.ini

[StaticAcct]

7=name

8=name

[name]

realm=RealmName

Does thecustomerwant itsRADIUSservers to receive
Accounting-OnandAccounting-Offmessages? If so,
add the new realm to your static proxy accounting
configuration.

See “Static Proxy Accounting” on page 148.

5

Create Proxy Target pane in
Web GUI
Selected Target pane inWeb
GUI

Use theWeb GUI to create a proxy entry for each
target in the new realm. For authentication targets,
verify that theMake Available as an Authentication
Method check box is cleared.

6

—Give the customer the IP address of the SBR Carrier
server as well as the UDP port and shared secret it
uses for authentication and accounting. Instruct the
customer that for each target in the new realm, the
SBR Carrier server must be added to the target's
database as a RADIUS client. Presumably, someone
at thecustomer siteperforms this taskby running the
target server's RADIUS configuration utility.

7

RealmName.pro

[Auth]

Enable=1

Enable authentication in this realm.8

StripRealm=(Optional) Indicate that any realm names and
delimiters are to be stripped from the User-Name
before it is sent to the target server for authentication.

• A value of 0 indicates realm names should not be
stripped.

• A value of 1 indicates realm names should be
stripped.

9

TargetsSection=name

.

.

.

[name]

Server=

Specify which target servers receive authentication
packets. Configure load balancing and other details
of realm and target selection for authentication
packets.

This is a multi-step process:
(1) In the [Auth] section of the RealmName.pro file,
set Enable to 1 and assign a name to the
TargetsSection parameter; (2) create a [name]
section in the file; and (3) within this section list the
targets for authentication. When listing a target, use
the name you assigned to it in the Proxy dialog.

10
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Table 30: Proxy Realm Configuration (continued)

File and SectionProxy RADIUS Configuration TaskStep

RealmName.pro

[Auth]

FilterOut=name

filter.ini

[name]

.

.

.

(Optional) Specify an attribute filter to apply to
authentication requests going out to the realm from
SBR Carrier.

This is a multi-step process:
(1) In the [Auth] section of RealmName.pro, assign
a name to the FilterOut parameter;
(2) Create a [name] section in the filter.ini file; and
(3) In the filter.ini [name] section, list the rules for
editing the attributes in a RADIUS authentication
request packet before forwarding the packet out to
a proxy RADIUS realm.

11

RealmName.pro

[Auth]

FilterIn=name

filter.ini

[name]

.

.

.

(Optional) Specify an attribute filter to apply to
authentication responses returning into SBR Carrier
from the realm.

This is amulti-step process: (1) In the [Auth] section
of RealmName.pro, assign a name to the FilterIn
parameter; (2) createa [name] section in the filter.ini
file; and (3) within the filter.ini [name] section list
the rules for editing theattributes inanauthentication
response packet as it returns in from the proxy
RADIUS realm, before relaying thepacket back to the
RADIUS client.

12

RealmName.pro

[Acct]

Enable=1

Enable proxy RADIUS accounting in this realm.13

StripRealm=1(Optional) Indicate that any realm names and
delimiters are to be stripped from the User-Name
before it is sent to the target server for accounting.

• A value of 0 indicates realm names should not be
stripped.

• A value of 1 indicates realm names should be
stripped.

14

RecordLocally=1(Optional) Indicate thataccountingattributes should
be logged locally on the SBRCarrier server aswell as
being directed to the realm.

• Avalueof0 indicatesaccountingattributesshould
not be logged locally.

• A value of 1 indicates accounting attributes should
be logged locally.

15
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Table 30: Proxy Realm Configuration (continued)

File and SectionProxy RADIUS Configuration TaskStep

TargetsSection=name

.

.

.

[name]

Server=

Specify which target servers receive accounting
packets. Configure load balancing and other details
of realmand target selection for accounting packets.

This is a multi-step process: (1) In the [Acct] section
of theRealmName.pro file, set Enable to 1 and assign
a name to the TargetsSection parameter; (2) create
a [name] section in the file; and (3)within this section
list the targets for accounting. When listing a target,
use the name you assigned to it in the Proxy dialog.

16

RealmName.pro

[Acct]

FilterOut=name

filter.ini

[name]

.

.

.

(Optional) Specify an attribute filter to apply to
accounting requests goingout to the realm fromSBR
Carrier. This is a multi-step process: (1) In the [Acct]
section of RealmName.pro, assign a name to the
FilterOut parameter; (2) create a [name] section in
the filter.ini file; and (3) within the filter.ini [name]
section list the rules for editing the attributes in a
RADIUSaccounting requestpacketbefore forwarding
the packet out to a proxy RADIUS realm.

17

RealmName.pro

[Acct]

FilterIn=name

filter.ini

[name]

.

.

.

(Optional) Specify an attribute filter to apply to
accounting responses returning intoSBRCarrier from
the realm.

This is a multi-step process: (1) In the [Acct] section
of RealmName.pro, assign a name to the FilterIn
parameter; (2) createa [name] section in the filter.ini
file; and (3) within the filter.ini [name] section list
the rules for editing the attributes in an accounting
response packet as it returns in from the proxy
RADIUS realm, before relaying thepacket back to the
RADIUS client.

18

RealmName.pro

[Called-Station-ID]

(Optional) Provide DNIS information for this realm.19

[FastFail](Optional) Specify a proxy fast-fail policy for the
realm.

20
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Table 30: Proxy Realm Configuration (continued)

File and SectionProxy RADIUS Configuration TaskStep

proxy.ini

[AuthAttributeMap]

RealmName

[AcctAttributeMap]

RealmName

(Optional) Enable SBR Carrier to map the presence
or absence of certain attributes or values to this
realm.

21

—It is possible to load your new realm configuration
dynamically, without stopping and restarting the
server by issuing the SIGHUP (1) signal to the SBR
Carrier process:

#./sbrd hup

SBR Carrier re-reads proxy.ini, filter.ini, and all .pro
files in the server directory, and resets its realm
configuration accordingly.

NOTE: Rarely, youmust edit radius.iniwhile
configuringa realm. If youdoedit radius.ini, youmust
stop and restart SBR Carrier before your new
configuration is fully loaded.

22

Configuring a Directed Realm

Table 31 on page 199 traces the process of configuring a directed authentication or

accounting realm for SBR Carrier. Directed realms are configurable only through the

configuration files and not through the GUI. Table 31 on page 199 also lists the sections

that youmust edit in SBR Carrier configuration files to accomplish each step. Youmust

perform each step in the process unless it is labeled as optional.

Table 31: Configuring a Directed Realm

File and SectionDirected Realm Configuration TaskStep

—Complete the steps outlined in “Stage One of
Realm Configuration” on page 194.

1

proxy.ini

[Directed]

Realm1

Realm2 = *.msn.com

Realm3 = <undecorated>

Register the RealmNamewith SBR Carrier.
Optionally, you can use wildcards to specify
matching rules for realms, and you can specify the
default realm for undecoratedUser-Name
attributes.

2
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Table 31: Configuring a Directed Realm (continued)

File and SectionDirected Realm Configuration TaskStep

RealmName.dirCreate a realm configuration file.3

—Add the customer's user data to your database,
whichmight be an external database (SQL, LDAP)
or the SBR Carrier database.

For informationabouthowtoadda limitednumber
of users, see “Administering Users” on page 115.

For information about adding users in batches, see
“Importing and Exporting Data” on page 929. See
also
“UsingtheLDAPConfigurationInterface”onpage489.

4

—Configure theauthenticationmethod inSBRCarrier.

See“SettingUpEAPMethods”onpage241.Seealso
“ConfiguringSQLAuthentication” on page433 and
“Configuring LDAP Authentication” on page 459.

5

RealmName.dir [AuthMethods]Register theauthenticationmethodwith the realm.6

[Auth]

Enable=1

Enable directed authentication in the realm.7

ServerCertificate=(Optional) Specify the name of the server
certificate that must be used for EAP requests
received from the directed realm.

8

StripRealm=(Optional) Indicate that any realm names and
delimiters are to be stripped from the User-Name
before authentication is performed.

• A value of 0 indicates realm names should not
be stripped.

• A value of 1 indicates realm names should be
stripped.

9

—Understand the data that the customer uses (or
plans to use) to store accounting and billing
records. This indicates the accounting methods to
use.

10

Configure theaccountingmethod(s) inSBRCarrier.

For more information, refer to the proxy.ini file in
the SBR Carrier Reference Guide.

11
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Table 31: Configuring a Directed Realm (continued)

File and SectionDirected Realm Configuration TaskStep

.ini filesYou can set up unique accounting log files by
copying account.ini from the server directory to
another directory, renaming it (if desired, but keep
the .ini extension), and editing it to record
accounting attributes by each customer. Use
account.ini file syntax.

For more information, refer to the account.ini file
in SBR Carrier Reference Guide.

11a

.acc filesYou can log to external SQL databases by copying
an .acc file from the server directory to another
directory, renaming it (if desired, but keep the .acc
extension), and editing it to record accounting
attributes by each customer. Use .acc file syntax.

See “SQL Accounting Overview” on page 447.

11b

proxy.ini [DirectedAcct
Methods]

Name each accounting method.12

RealmName.dir [AcctMethods]Register the accounting method with the realm.13

[Acct]

Enable=1

Enable directed accounting in the realm.14

StripRealm=(Optional) Indicate that any realm names and
delimiters are to be stripped from the User-Name
before accounting is performed.

• A value of 0 indicates realm names should not
be stripped.

• A value of 1 indicates realm names should be
stripped.

15

RecordLocally=(Optional) Indicate that accounting attributes
should be logged locally on the SBR Carrier server
as well as being directed to the realm.

• A value of 0 indicates accounting attributes
should not be logged locally.

• A value of 1 indicates accounting attributes
should be logged locally.

16

[Called-Station-ID](Optional) ProvideDNIS information for this realm.17
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Table 31: Configuring a Directed Realm (continued)

File and SectionDirected Realm Configuration TaskStep

Load your new configuration.

If you have added or changed any directed
accountingmethods, youmuststopand restart the
server.

If you added or changed directed authentication
methods inwhichexternaldatabase(SQLorLDAP)
authentication is used, youmust stop and restart
the server.

18

If you have added or changed directed
authentication methods in which local or
pass-through (Local, UNIX, Domain, Host)
authentication is used, it is possible to load your
new realm configuration dynamically, without
stopping and restarting the server.

Issue the SIGHUP (1) signal to the SBR Carrier
process:

#./sbrd hup

SBRCarrier re-readsproxy.iniandall .dir files in the
server directory, and resets its realm configuration
accordingly.

NOTE: Rarely, youmust edit radius.iniwhile
configuring a realm. If you do edit radius.ini, you
must stopand restart theRadiusCarrier before your
new configuration is fully loaded.

19

Editing the proxy.ini File

The proxy.ini file specifies the order of realm selection methods, the realm selection

rules, and other settings for all realms on the server. Settings for a realm are provided in

its RealmName.pro or RealmName.dir file.

After you edit proxy.ini, you must apply your changes as follows:

• If you have configured any proxy RADIUS realms, it is possible to load your new realm

configuration dynamically, without stopping and restarting the server.

• Issue the SIGHUP (1) signal to the SBR Carrier process:

#./sbrd hup

SBRCarrier re-readsproxy.ini, filter.ini, andall*.proand*.dir files in the server directory,
and resets its realm configuration accordingly.

• If you have configured any directed realms and if you have added or changed:

• Any directed accountingmethods at all, youmust stop and restart the server to load

your new configuration.
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• Directed authentication methods in which external database (SQL or LDAP)

authentication is used, youmust stop and restart the server to load your new

configuration.

• Directedauthenticationmethods inwhich localorpass-through(Local,UNIX,Domain,

or Host) authentication is used, you can load your new realm configuration by using

a SIGHUP (1) signal.

NOTE: Refer to the SBR Carrier Reference Guide for syntax information
for the proxy.ini and proxyrl.ini files.

NOTE: If you edit radius.iniwhile configuring a realm, youmust stop and
restart the server before your new configuration is fully loaded.

Setting Up Smart Static Accounting

The proxyrl.ini file supports a feature called smart static accounting, which allows you
to specify that the accounting packets for a proxy or directed realm should be forwarded

to a list of one ormore proxy or directed realms. These groups of realms can also be used

for static accounting configured in proxy.ini.

This file consists of a number of sections that youname. Each section name is referenced

in the StaticAcctRealms field in the [Acct] section of a .pro or .dir file. Following the
section name, you can list a number of proxy realm names, in the following format:

[realm-list-name-1]
proxy-realm-1
proxy-realm-2
.
.
.
[realm-list-name-2]
.
.
.

For example:

[StaticAcctTargets1]
AcctSrvr1
AcctSrvr4

NOTE: To avoid an infinite loop, the list of static accounting servers must
not include realms that use the list. If you include a realm in a list of static
accounting servers and specified the same realm in proxy.ini as doing static
accounting, the realm receives duplicate accounting packets.
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NOTE: When you configure the .pro file, youmust ensure at least one system
is referenced in the TargetsSection.

Setting Up Proxy RADIUS Realms

For each proxy RADIUS realm that you want to configure in SBR Carrier, youmust create

a file calledRealmName.pro, whereRealmName is the nameof the realm, and youmust
add this RealmName to the [Realms] section of the proxy.ini file.

If you create or edit a RealmName.pro file, you can apply your configuration changes
dynamically, without stopping the server:

• Issue the SIGHUP (1) signal to the SBR Carrier process:

#./sbrd hup

After you do this, SBR Carrier re-reads proxy.ini, filter.ini, and all .pro and .dir files in the
server directory, and resets its realm configuration accordingly.

NOTE: Rarely, youmust edit radius.iniwhile configuring a realm. If you do
edit radius.ini, youmust stop and restart SBR Carrier before your new
configuration is fully loaded.

Refer to the SBR Carrier Reference Guide for field information for a *.pro file.

Configuration Tasks

To set up a Realmname.pro file:

1. Specify proxy RADIUS target selection rules.

Each [name] section of aRealmName.pro file specifies a set of rules that SBRCarrier
can use to select a target for proxy-forwarding within the proxy RADIUS realm. Each

[name] section consists of a list of target servers. For any particular request, if the
first listed server fails to respond (or is presumed down), then the other servers are

tried in the order listed. A [name] section is activated by referencing it from the [Auth]

or [Acct] sections.

2. Optionally, configure round-robin load balancing.

If you havemultiple target servers in a realm, you can select whether to use them in

round-robin fashion (load balancing), primary/backup fashion, or a combination of

both. The value of theRoundRobin entry in the [Auth] or [Acct] section indicates the
number of targets that are to be used in round-robin fashion.

Refer to theSBRCarrierReferenceGuide for informationaboutconfiguring round-robin

options.

3. Configure proxy RADIUS fast-fail options.
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You can use the [FastFail] section of a realm configuration file to fine-tune retry

policies for individual realms, and for specific targets within a realm. If you provide a

[FastFail] section, theProxyFastFail parameter in the radius.ini [Configuration] section
is ignored.

4. Specify username decoration options.

Youcanuse the [ModifyUser] sectionof a realmconfiguration file todecorate a realm,

where the realm is determined by other means, such as DNIS or attribute mapping.

For example, if george@gm and george@ford are both in the RADIUS database,
either user could log in as george, as SBR Carrier would determine the realm, for
example, by DNIS. Based on the realm, SBR Carrier would append either@gm or

@ford to theusername, and thenuse theLocalUser directedmethod toauthenticate.

Setting Up Directed Realms

A directed realm specifies target methods for directed authentication or directed

accounting. Its realm configuration file is called RealmName.dir.

The directed authentication feature permits the server to bypass its authentication

methods list andmapan incomingRADIUS request tooneormorespecific authentication

methods. SBR Carrier chooses the destination method based on routing information

found in the request packet. The destination methodsmight be any authentication

methods already configured on the local SBR Carrier server, regardless of how theywere

configured; for example, amethodmight havebeen configuredusing theWebGUI pages,

the LDAP configuration interface, or an .aut configuration file.

If no directed authenticationmethod is configured, every request percolates through the

same authentication methods list, as defined in the AuthenticationMethods page in
theWeb GUI. Directed realms can also use proxy realms as an authentication method.

Directedauthenticationallowsyou to tailor anauthenticationmethods list toacustomer’s

needs.

Directed accounting is also possible. The destination accounting methodmight be the

SBRCarrier accounting log, anexternal databaseconfiguredusingan .acc file, or adistinct
accounting log file that contains entries only for this customer.

To activate these features, youmust create RealmName.dir files, place them in the SBR

Carrier directory, and list them in the [Directed] section of proxy.ini. Subsequently, any
requests that arrive addressed to one of these realm names are processed on the local

server using the instructions you have provided in proxy.ini and in the corresponding
RealmName.dir file.

After you edit a RealmName.dir file, youmust apply your changes as follows. If you have
added or changed:

• Any directed accounting methods at all, you must stop and restart the server to load

your new configuration.

• Directed authentication methods in which external database (SQL or LDAP)

authentication is used, youmust stop and restart the server to load your new

configuration.
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• Directedauthenticationmethods inwhich local or pass-through (Local, UNIX, Domain,

or Host) authentication is used, you canapply your configuration changes dynamically,

without stopping the server:

• Issue the SIGHUP (1) signal to the SBR Carrier process:

#./sbrd hup

SBR Carrier re-reads proxy.ini, filter.ini, and all .pro and .dir files in the server directory,
and resets its realm configuration accordingly.

NOTE: Rarely, youmust edit radius.iniwhile configuring a realm. If you edit
radius.ini, youmust stop and restart SBR Carrier before your new
configuration is fully loaded.

How to Update Realm Configuration

The following information explains when a SIGHUP (1) signal is sufficient, or insufficient,

for updating realm configuration:

• ASIGHUP(1) signal is sufficient to loadanychanges that youmake toproxy.ini, filter.ini,
or *.pro files for the purpose of configuring proxy RADIUS realms.

• However, when you configure directed realms (proxy.ini, *.dir files, and possibly *.acc,
*.aut, andaccounting*.ini filesaswell) youmust loadconfigurationchangesas follows.
If you have added or changed:

• Any directed accounting methods at all, you must stop and restart the server.

• Directed authentication methods in which external database (SQL or LDAP)

authentication is used, youmust stop and restart the server.

• Directedauthenticationmethods inwhich localorpass-through(Local,UNIX,Domain,

or Host) authentication is used, a SIGHUP (1) signal is sufficient.

For information about stopping and starting the server see

“When and How to Stop and Restart Steel-Belted Radius Carrier” on page 923.

Copyright © 2018, Juniper Networks, Inc.206

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



CHAPTER 13

Setting Up Filters

This chapter describes how to create and use filters in SBRCarrier. This chapter contains

these topics:

• Overview on page 207

• Adding a Filter on page 213

• Searching the Filter List on page 216

• Editing a Filter on page 218

• Deleting a Filter on page 220

Overview

A filter is a collection of rules for adding, modifying, or removing attributes or attribute

values in RADIUS requests and responses. You define filters and their rules usingWeb

GUI. You enable filters by referring to them by namewhen using theWeb GUI or when

editing certain .ini file sections.

A filter consists of one or more rules, which are processed in sequential order.

• Add rules specify thatanattribute-valuepair (AVP) isadded toaRADIUSpacketduring

processing. The AVP is added after all other rules are processed. An attribute is added

to a packet only if it is legal to do so.

Some attributes can appear only once in a RADIUS packet; others can appearmultiple

times. If an attribute that is the subject of an Add rule is already present in the packet

(after processing Allow and Exclude rules) and the attribute can only appear once, the

Add rule is not processed and the second instance of the attribute is not added.

• Allow rules specify whether an attribute or AVP is allowed in a RADIUS packet.

• If anAllow rule specifiesanattributenameandanattribute value, thenonlyattributes

of the specified type and value are allowed in the RADIUS packet.

• If an Allow rule specifies an attribute namewithout an attribute value, then all

attributesof the specified type, regardlessof value, areallowed in theRADIUSpacket.
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• If an Allow rule does not specify an attribute name, then all attributes, regardless of

value, are allowed in the RADIUS packet.

• The Allow Unknown rule specifies that all attributes, regardless of whether they are

included in thedictionaryof thesendingNAS,are includedwhenproxying themessage

to the target (outbound filters) or before returning the proxy response (inbound

filters). Optionally, a Vendor Id may accompany the directive. When used with a

global Exclude Unknown, this rule overrides the exclusion of attributes from the

specified vendor ID.

• Exclude rules specify an attribute or AVP to be excluded from a RADIUS packet.

• If an Exclude rule specifies an attribute name and an attribute value, then only

attributes of the specified type and value are excluded from the RADIUS packet.

• If an Exclude rule specifies an attribute namewithout an attribute value, then all

attributes of the specified type, regardless of value, are excluded from the RADIUS

packet.

• If an Exclude rule does not specify an attribute name, then all attributes, regardless

of value, are excluded from the RADIUS packet.

• The Exclude Unknown rule specifies that all attributes that are not included in the

dictionary of the sendingNADare deleted before proxying themessage to the target

(outbound filters) or before returning theproxy response (inbound filters).Optionally,

a vendor ID may accompany the directive. If included, only attributes from the

specified vendor are excluded.

• Replace rules specify the conditions whereby one attribute (or attribute value) is

replaced with another.

• If a Replace rule specifies replacement of one named attribute of a specified value

(attr1 v1) to be replacedwith a different attribute of a specified value (attr2 v2), then
any occurrence of the first AVP is replaced with the second AVP. Result: attr2 v2.

• If a Replace rule specifies replacement of a named attribute without a specified

value (attr1) to be replaced with a different attribute of a specified value (attr2 v2),
then any occurrence of the first attribute (regardless of value) is replaced with the

second AVP. Result: attr2 v2.

• If a Replace rule specifies replacement of one named attribute of a specified value

(attr1 v1) to be replaced with a different attribute without a specified value (attr2),
then any occurrence of the first attribute is replacedwith the secondattribute,which

retains the value of the original attribute. Result: attr2 v1.

• If a Replace rule specifies replacement of one named attribute (without a specified

value) with a different attribute without a specified value, then any occurrence of

the first attribute is replaced with the second attribute, which retains the value of

the original attribute. Result: attr2 v1.

Copyright © 2018, Juniper Networks, Inc.208

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



NOTE: You cannot replace a subattributewith a parent attribute, or vice
versa.

• Script rules specify when to run attribute filter scripts. For information about attribute

filter scripts, refer to “Creating Attribute Filter Scripts” on page 863.

TheSBRCarrier dictionary file radius.dctprovides string aliases for certain integer values
defined in the RADIUS standard. You can use these strings in attribute filter rules.

NOTE: Filter rules provide you with tremendous flexibility. However, SBR
Carrier does not prevent you from creating an invalid RADIUS packet. Some
attributes are not appropriate for certain types of requests. For example,
adding a pooled Framed-Ip-Address attribute to an accounting request can
cause a loss of available IP addresses.

NOTE: You can specify structured attributes in attribute filters. Throughout
this chapter, the term attributes refers to both standard RADIUS attributes
and structured attributes. For information about specifying structured
attributes, see the SBR Carrier Reference Guide.

NOTE: You can use a separately licensed add-onmodule to use JavaScript
toselectandcreate filters. Formore informationabout the JavaScriptmodule,
refer to “Optional Scripting Module” on page 817.

Order of Filter Rules

Theorderof ruleswithina filter is important.General default rules that takenoparameters,

such as Allow (allow all attributes unless otherwise specified) or Exclude (exclude all

attributes unless otherwise specified)must appear as the first rule in the filter. Later rules

supersede earlier rules; the last applicable rule takes precedence. Add and Replace rules

are applied after the Allow and Exclude rules.

More specific ruleswithmore parameters (Add attribute value) act as exceptions to less
specific ruleswith fewerparameters (Allowattribute,EXCLUDE). Forexample, youmight
want toallowacertainattributeandexcludeoneormore specific values for that attribute.

Or youmight exclude all attributes, allow specific attributes, and add specific

attribute/value pairs.

NOTE: Script rules are not subject to rule ordering.

You can use two basic approaches to designing a filter:
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• Start the rule list with a default Exclude rule (no parameters) and add Allow rules for

any attributes or attribute/value pairs that you want to insert into the packet. Add and

Replace rules may be used.

• Start the rule list with a default Allow rule (no parameters) and add Exclude rules for

any attributes or attribute/value pairs that you want to remove from the packet. Add

and Replace rules may be used.

The default action for SBR Carrier is Exclude. If a filter does not contain any rules, the

filter removes all attributes from a packet when the filter is applied.

Values in Filter Rules

The value of an attribute is interpreted based on the type of the attribute in its attribute

dictionary. Table 32 on page 211 lists the meaning of each attribute type.
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Table 32: Filter Rule Values

FunctionAttribute Type

A hexadecimal value is specified as a string. Special charactersmay be
included using escape codes.

hexadecimal

1- or 4-byte unsigned decimal number (integer is equivalent to int4).int1, int4, integer

NOTE: TheSBRCarrier dictionary file radius.dctprovides string aliases
for certain integer values defined in the RADIUS standard. You can use
these strings in attribute filter rules.

An IP address in dotted notation; for example:ipaddr, ipaddr-pool

EXCLUDENAS-IP-Address 127.0.0.1

String attribute (includes null terminator). A string is specified as text.
The text may be enclosed in double-quotes (“). The text is interpreted

string

as a regular expression. Back slash (\) is the escape character. Escape
codes are interpreted as follows:

Code Meaning

\a 7

\b 8

\f 12

\n 10

\r 13

\t 9

\v 11

\nnn nnn is a decimal value between 0 and 255

\xnn nn is a hexadecimal value between 00 and FF

\c c is a single character, interpreted literally

Prefix literal backslashes (\)withina stringanddouble-quotes (“)within
quoted strings with an escape character. For example:

ADDReply-Message Session limit is one hour

ADD Reply-Message “Session limit is one hour”

ADD Reply-Message “Your username is \”George\” \“George\””

211Copyright © 2018, Juniper Networks, Inc.

Chapter 13: Setting Up Filters



Table 32: Filter Rule Values (continued)

FunctionAttribute Type

A time value is specified with a string indicating date and time:

yyyy/mm/dd hh:mm:ss

The date portion is mandatory; the time portion may be specified to
whatever degree of precision is required, ormay be omitted entirely. For
example:

2009/01/20 14:00:00

and

2009/01/20 14

both refer to January 20, 2009 at 2:00 p.m.

For example:

ADDAscend-PW-Expiration 2009/01/20

time

Referencing Attribute Filters

SBRCarrier attribute filteringprovides flexibility inpacketprocessing.You reference filters

by name inWebGUI dialogs, in various .iniand .aut configuration files, and in the FilterOut

and FilterIn sections of your .pro and .dir files. You can use the same filter for all packets

in all realms. You can apply filtering to some realms, and not others.

To disable filtering for a realm, omit filtering parameters from the *.pro or *.dir files and

from the EAP-PEAP/EAP-TTLS configurations. Filtering is often used only for packets

that are routed out to realms (the FilterOut parameter).

To reference filtering rules in proxy or directed realm configurations, youmust use the

FilterOutandFilterInparameters in the [Auth]and[Acct] sectionsofa realmconfiguration

file. For more information, refer to the SBR Carrier Reference Guide.

NOTE: Do not allocate IP addresses from SBR Carrier IP address pools in
accounting filters. These addresses are allocated but never released.
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Adding a Filter

To add a filter using theWeb GUI:

1. Select RADIUS Configuration > Filters.

The Filters List page (Figure 71 on page 213) appears.

Figure 71: Filters List Page

2. Click Add.

The Create Filter pane (Figure 72 on page 214) appears.
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Figure 72: Create Filter Pane

3. Enter a name for the filter in theName field.

4. Optionally, enter a description for the filter in the Description field.

5. Select the Allow or Exclude option button to specify whether to allow or exclude

attributes if no other rule applies to a RADIUS packet.

6. Click Add in the Rules area.

The Add Rule dialog box (Figure 73 on page 215) appears.
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Figure 73: Add Rule Dialog

7. Select the type of rule you want to add to the filter.

Options are Add, Allow, Exclude, Replace, AllowUnknown, Exclude Unknown, and
Script. The fields in the Add Rule dialog boxmay change depending on the option
you select. Figure 74 on page 215 shows a sample Add Rule dialog box for the Add
option.

Figure 74: Sample Add Rule Dialog
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8. Specify the attribute name and value settings you want to use for the rule.

NOTE: If you edit the filters for a SBR Carrier server, you can apply your
configuration changeswithout stopping the server by issuing the SIGHUP
(1) signal to the SBR Carrier process:

./sbrd hup

9. ClickOK.

TheRules area in theCreate Filter pane (Figure 72 on page 214) displays the updated
lists of selected rules.

You canmodify the rule list by using the Edit andDelete buttons. You can reorder the
rules by selecting each rule and using theUp or Down arrows.

10. Repeat steps 6 through 9 to addmore rules to the filter.

11. Click Save to save the filter configuration.

The Filters List page (Figure 71 on page 213) displays an updated list of filter entries.

Searching the Filter List

You can search your list of filters to identify those of a specific type or that use a specific

rule.

To search your filter list using theWeb GUI:

1. Select RADIUS Configuration > Filters.

The Filters List page (Figure 71 on page 213) appears.

2. Click Search.

The Search Filters dialog box (Figure 75 on page 217) appears.
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Figure 75: Search Filters Dialog

3. Define one or more search criteria in the following fields:

• Rule Type—Search filters based on the rule type.

• Attribute Name—Search filters based on the attribute name.

• Attribute Value—Search filters based on the attribute value.

• Replacement Name—Search filters based on the replacement attribute name.

• Replacement Value—Search filters based on the replacement attribute value.

• Script—Search filters based on the attribute filter script.

You can use the question mark (?) wildcard to represent one character in a string.

You can use the asterisk (*) wildcard to represent any number of characters. For

example, entering the search stringMS-MPPE-* identifies any filter that looks for the

MS-MPPE-Recv-Key orMS-MPPE-Send-Key attribute.

4. ClickOK.

The Search Results dialog box (Figure 76 on page 218) displays the list of filters that
satisfy your search criteria.
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Figure 76: Search Results Dialog

Editing a Filter

To edit a filter using theWeb GUI:

1. Select RADIUS Configuration > Filters.

The Filters List page (Figure 71 on page 213) appears.

2. Select the filter entry that you want to edit.

The Selected Filter pane (Figure 77 on page 219) displays the settings configured for
the filter.
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Figure 77: Selected Filter Pane

3. Edit the settings for the filter entry as appropriate.

For information about the fields in the Selected Filter pane, see “Adding a Filter” on
page 213.

NOTE: You cannot edit the name of the filter.

4. Click Save to save the changes.

The Filters List page (Figure 71 on page 213) displays an updated list of filter entries.
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Deleting a Filter

To delete a filter using theWeb GUI:

1. Select RADIUS Configuration > Filters.

The Filters List page (Figure 71 on page 213) appears.

2. Select the filter entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.

The Filters List page (Figure 71 on page 213) displays an updated list of filter entries.

Copyright © 2018, Juniper Networks, Inc.220

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



CHAPTER 14

Setting Up Authentication Policies

This chapter contains information about setting up authentication policies. This requires

specifying how and when resources such as certificates, certificate authorities, and

ExtensibleAuthenticationProtocol (EAP)methodsandplug-insareused toauthenticate

a user.

The following topics are included in this chapter:

• Authentication Policy Overview on page 221

• Order of Authentication Methods on page 222

• Adding EAPMethods to an Authentication Policy on page 224

• Certificates on page 227

• Trusted Root Certificates on page 234

• Configuring a CRL Distribution Point Web Proxy on page 236

• Configuring Authentication Rejection Messages on page 238

• Configuring the Server on page 239

Authentication Policy Overview

Authentication policies are linked to the type of user account being verified, or to the

primary method of authentication. The default authentication methods for SBR Carrier

include:

• A native user (listed in, and a user of, the SBR Carrier software)

• A UNIX account holder

• Amember of an authorized UNIX group

You can set up other user types, or primary authentication methods, to support other

authenticators, suchasdifferent formsof LDAPclients, SQLclients, SIMAuth, andothers.

The initial defaults for a particular system are configured during installation, by the

configuration script. EAP authenticationmethods can be used in conjunction with these

authentication methods to form the authentication policy. Configuration of the EAP

authentication methods supported by SBR Carrier is detailed in

“Setting Up EAPMethods” on page 241.
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Order of AuthenticationMethods

When SBR Carrier receives an access request, it attempts to authenticate the request

by sequentially trying its configured and enabled authentication methods. The order in

which the server tries to authenticate the request is configured in the Authentication
Methods page (Figure 78 on page 223) inWeb GUI.

After youconfigureauthenticationmethods forSBRCarrier, theAuthenticationMethods
page displays them in the order in which the server tries them. The Authentication
Methods page displays both active and inactive authentication methods. During an
authentication transaction, the server works down the list of Active Authentication

Methods. You can activate or deactivatemethods, or reordermethods in the list by using

the controls in the AuthenticationMethods page.

Any EAPmethods youwant included in an authentication policymust be configured and

enabled before adding them to the authentication policy. See

“Setting Up EAPMethods” on page 241.

With the example configuration shown in Figure 78 on page 223, the server attempts to

process an Access-Request by trying the authenticationmethods in the following order:

1. LDAP

2. Native User

3. Unix User

4. Unix Group

5. EAP-TTLS

The default configuration for SBR Carrier does not include any EAPmethods.

To view the current order that SBR Carrier is using to authenticate requests using the

Web GUI, select RADIUS Configuration > Authentication Policies > Order of Methods.
TheAuthenticationMethodspage (Figure 78onpage 223) appears. If an EAPmethod is
configured and added to an authentication policy, it is listed under the Active
AuthenticationMethods area.
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Figure 78: AuthenticationMethods Page

• To activate or deactivate an authentication method, select the method and click the

Right or Left arrow. To activate or deactivate all authentication method, click or

to move all the methods to the corresponding area.

You can also activate or deactivate an authenticationmethod by dragging themethod

to the right or left.

• To change the order in which the server tries authentication methods, select each

authenticationmethodandclick theUporDownarrowuntil theauthenticationmethods
are in the desired order.

• Click Save to save the changes. To revert to the previous settings, click Reset.

For more information about adding or deleting an authentication method, see the SBR

Carrier Reference Guide.

223Copyright © 2018, Juniper Networks, Inc.

Chapter 14: Setting Up Authentication Policies



NOTE: When youmake changes to the AuthenticationMethods page, the
SBRCarrieraudit logdoesnot recordspecific informationabout theperformed
actions.

Adding EAPMethods to an Authentication Policy

If you want your authentication policy to use one or more EAPmethods along with an

authenticationmethod, youneed toadd theEAPmethods to theauthenticationmethod.

NOTE: EAPmethodsmust be configured before they can be added to an
authentication policy. For details on configuring and enabling EAPmethods
see “Setting Up EAPMethods” on page 241.

Enabling EAPMethods

ToaddanEAPmethod toanauthenticationpolicy, youmust first enable theEAPmethod.

To enable an EAPmethod using theWeb GUI:

1. Select RADIUS Configuration > Authentication Policies > EAPMethods.

The EAPMethods List page (Figure 79 on page 225) appears.
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Figure 79: EAPMethods List Page

2. Click the Status column of the EAP authentication method entry you want enable
and select the appeared check box.

3. Click Apply to save the configuration.

Activating an EAPMethod

Once theEAPmethodhasbeenenabled, it becomesavailable tobeactivatedandadded

to the authentication policy. You canalso specify the order inwhich youwantSBRCarrier

to use the EAPmethod for the authentication policy.

To activate and add an EAPmethod to an authentication policy using theWeb GUI:
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1. In the AuthenticationMethods page (Figure 78 on page 223), select the active
authentication policy towhich youwant to add the EAPmethod and clickEAPSetup.

TheSetupEAPforUserdialogbox for theselecteduserappears. Figure80onpage226
shows the sample Setup EAP for Native User dialog box.

Figure 80: Setup EAP for Native User Dialog

NOTE: Youmust configure each EAPmethod using the respective .aut
file before the EAPmethod is displayed inWeb GUI.

2. To activate or deactivate an EAPmethod, select the method and click the Right or
Left arrow tomove themethod to the corresponding area. To activate or deactivate

all authenticationmethod, click or tomoveall themethods to thecorresponding

area.

Youcanalsoactivateordeactivateanauthenticationmethodbydragging themethod

to the right or left.

In theexampleshown inFigure80onpage226, theEAP-TLSmethod isbeingactivated

for the Native User authentication method.

3. If you select more than one EAPmethod, you can adjust the order of authentication.

Select one of the methods and click theUp or Down arrow to change its order.

4. If youwant to restrict use of this authenticationmethod to requests that contain EAP

credentials, select theUse EAP Authentication Only check box.

When this check box is selected, SBR Carrier prevents the authentication method

frombeingcalled for any request thatdoesnot containEAPcredentials, andbypasses

the authentication method if an authentication request specifically requests an EAP

protocol that is not listed in the authentication method’s EAP-Type list in the eap.ini
file. For more information see “EAP-Only Setting” on page 244.
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5. If you want SBR Carrier to use an automatic EAP helper to generate credentials for a

user, select theHandle via Auto-EAP First check box.

You should clear this check box if an authentication method is capable of handling

EAP credentials on its own (without an EAP helper). For more information, see

“First-Handle-Via-Auto-EAP Setting” on page 244.

6. ClickOK.

7. Click Save to save the changes.

Certificates

A certificate is an electronic data structure used to identify an individual, a server, a

company, or some other entity, and to associate that identity with a public key and an

associated private key. Like a passport, a certificate provides generally recognized proof

of an entity's identity. Certificates bind public key values to entities, so that remote users

of an entity’s public key can be certain the associated private key is owned by the correct

person or system. Certificates help prevent the use of fake public keys for impersonation.

Only the public key certified by the certificate works with the corresponding private key

possessed by the entity identified by the certificate. Themost widely accepted format

for certificates is defined by the ITU-T X.509 international standard, which is described

in RFC3280, Internet X.509Public Key Infrastructure Certificate andCertificate Revocation

List (CRL) Profile.

Certificate authorities (CAs) are entities that validate identities and issue certificates. An

organization that wants to serve as its own CA can issue its own certificates, or an

organization can purchase certificates from a trusted third-party CA. Themethods used

to validate an identity vary depending on the policies of a given CA. In general, before

issuing a certificate, a CAmust verify the identity of the entity andmust digitally sign the

certificate to ensure it cannot bemodified. This ensures that a certificate issued by a CA

binds a particular public key to the name of the entity the certificate identifies (such as

the name of an employee).

In addition to a public key, a certificate includes the name of the entity it identifies, an

expiration date, the name and URI of the CA that issued the certificate, a serial number,

and the digital signature of the issuing CA, which creates amathematical relationship

between the signing CA certificate's public key and the public key of the certificate it

signs. TheCA'sdigital signatureallows thecertificate to functionasa letter of introduction

for userswhoknowand trust theCAbutdonot knowtheentity identifiedby thecertificate.

Because a certificate’s expiration date is part of its signed contents, remote entities can

verify that a certificate is valid and current.

Common types of certificates include the following:

• Certificate Authority certificates can sign other certificates.

• Server certificates are used on a server to enable a software client to verify the validity

of the connection to amachine and to create an encrypted channel between a client

and a server.
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• Client certificates enable a server to verify a client’s identity (certificate-based

authentication) and enable a user to digitally sign or encrypt data. Client certificates,

which are digitally signed by a trusted certificate authority, are stronger proof of a

client’s identity than username/password credentials alone.

NOTE: Digital Signature Algorithm (DSA) certificates are not supported.

Certificate Chains

A certificate chain is a sequence of certificates, where each certificate in the chain is

signed by the certificate above it in the chain. At the top of the chain is a self-signed

certificate. Each CA in the chain vouches for the identity in the entity to which it issues a

signed digital certificate. Certificate chains establish a chain of trust; if you trust the CA

at the top of the chain, this implies you can trust the signed certificates below it in the

chain.

Certificate Revocation Lists

Under normal circumstances, a certificate remains valid until it reaches its expiration

date. However, a certificate may become invalid before it expires. For example, if an

employee whose identity is bound to a certificate terminates employment or if an

enterprise suspects the confidentiality of the private key associated with a certificate’s

public key has been compromised, the certificate might be declared invalid and revoked

before its expiration date.

When aCA revokes a certificate, itmust let other entities know the certificate is no longer

valid and not to accept it. A certificate revocation list (CRL) is a signed data structure that

identifies the serial numbers of certificates that have been issued and subsequently

revoked by the CA. When a remote entity is asked to use a certificate to verify a remote

user’s identity, it can download a current copy of the applicable CRL from a certification

revocation list distribution point (CDP) and confirm that the certificate’s serial number

is not present. If a CRL has expired, the entity must connect to the CDP to download a

new revocation list.

CRLs can be issued by a CA periodically (hourly, daily, or weekly) or as needed. When a

certificate is revoked, its serial number is listed in theCRL, and that serial number remains

on theCRLat leastoneperiodafter thecertificate’s expirationdate.CRLs, like certificates,

can be distributed by untrusted servers and untrusted communications.

Under some circumstances, latency (the time betweenwhen a certificate is revoked and

when the certificate’s serial number appears on the CRL of the issuing CA)may be a

concern. For example, if a revocation is reported today, that revocationwill not be reliably

notified to certificate-using systems until all currently issued CRLs are updated, which

may take hours, days, or even weeks. Online revocation checking can reduce the latency

between a revocation report and the distribution of the information to relying parties.

If CRL checking is enabled, SBR Carrier uses the URI information contained in a client

certificate to connect to the certificate’s CDP. SBR Carrier then uses HTTP, LDAP, or a
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network file system to retrieve the appropriate CRLs. SBR Carrier stores these retrieved

CRLs in the CRLCache directory under the radiusdir server directory.

When a client certificate is presented during EAP-TLS or EAP-TTLS authentication, SBR

Carrier can evaluate the client’s certificate chain against its set of stored CRLs to verify

none of the certificates in the chain have been revoked.

You can configure the following settings for CRL checking:

• Static CDPs—A static CDP is a CDPwhose address (URI) is specified in the

[Static_CDPs] section of a TLS or TTLS initialization file.

• CRL expiration—The CRL checking feature can be configured to operate in strict or lax

mode.

• In strictmode, a cachedCRL that hasexpired is immediately discarded; if SBRCarrier

cannot acquire a new CRL in the allotted time during a CRL check on a chain, the

user is rejected.

• In lax mode, you can configure SBR Carrier to accept an expired CRL for a period

past its expiration.

SBRCarrier attempts to obtain a current CRLwhether it is running in strict or laxmode.

• Missing CDP attribute—When a CRL check is performed on a certificate chain, SBR

Carrier reads the contents of the CDP attribute for each certificate past the root

certificate and uses the CDP information to retrieve the appropriate CRL. If a non-root

certificate in the chain does not contain a CDPattribute, no CRL checking is performed

for that certificate. You can configure EAP-TLS to reject the user if it encounters a

non-root certificate that is missing a CDP attribute.

• Incomplete LDAPCDP—SomeCAsmay create certificates that contain an LDAP-style

CDP (//ldap:\\...) that does not specify the identity of the LDAP server to be queried.
Youcandesignateadefault LDAPserver that is usedwhensuchCDPsareencountered.

If you do not designate a default LDAP server and an LDAP-style CDP is encountered,

the CRL retrieval fails.

• HTTPproxies for CRL checking—Network security policymaypreventSBRCarrier from

makingadirectHTTPconnection toaCDP. In suchcases, youcanconfigureSBRCarrier

to download CRLs through an HTTP proxy server on its local network. Optionally, you

can specify the hosts or domains that do not require an HTTP proxy.

• CRL cache flushing—You can flush the CRL caches used for EAP-TLS and EAP-TTLS

authentication at any time.

Configuring Server Certificates

Valid server certificates must be in place on the SBR Carrier server before you configure

the EAP-TLS, EAP-TTLS, and EAP-PEAPauthentication protocols. You can addmultiple

server certificates to the SBR Carrier server.

NOTE: SBR Carrier does not support DSA type certificates.
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Creating a Certificate

To create a server certificate using theWeb GUI:

1. Select RADIUS Configuration > Authentication Policies > Certificates.

The Server Certificates List page (Figure 81 on page 230) appears.

Figure 81: Server Certificates List Page

2. Click Create.

The Create Certificate Request dialog box (Figure 82 on page 231) appears.
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Figure 82: Create Certificate Request Dialog

3. Enter a common name for the certificate in the CommonName field.

4. Enter a password for the private key in the Password for Private Key field.

5. Optionally, enter the organization name in theOrganization field.

6. Optionally, enter the organization unit name in theOrganization unit field.

7. Optionally, enter the country or region information in the Country/Region field.

8. Optionally, enter the state or provision information in the State/Provision field.

9. Optionally, enter the city or locality information in the City/Locality field.

10. Optionally, enter the e-mail information in the Email field.

11. ClickOK.

TheCreateCertificateRequestdialog boxwith links (Figure 83onpage 231) appears.

Figure 83: Create Certificate Request Dialog with Links
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12. Click the links to download the created certificate and the private key.

13. ClickOK to return to the Server Certificates List page (Figure 81 on page 230).

Adding a Certificate

To add a certificate to the SBR Carrier server using theWeb GUI:

1. Select RADIUS Configuration > Authentication Policies > Certificates.

The Server Certificates List page (Figure 81 on page 230) appears.

2. Click Add.

The Add Server Certificate dialog box (Figure 84 on page 232) appears.

Figure 84: Add Server Certificate Dialog

3. Click Browse to browse the location of your server certificate, select the certificate
you want to use, and clickOpen.

4. Enter the password of the selected certificate in thePassword field and clickUpload.

TheUpload Successful dialog box (Figure 85 on page 232) appears.

Figure 85: Upload Success Dialog

5. ClickOK. TheServerCertificatesListpage (Figure86onpage233)displays theadded
certificate details.

NOTE: By default, SBR Carrier notifies you about the certificate’s
expiration five days before the expiration date.

Copyright © 2018, Juniper Networks, Inc.232

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



NOTE: If you upload a certificate file and a key file separately through the
Web GUI, SBR Carrier converts these files (of type .cer, .der, or .crt) to the
.pfx format and saves it in the server. The name of certificate file will be
used for the server certificate namewith the extension of .pfx.

Figure 86: Server Certificates List Pagewith Certificate Details

6. Optionally, select theReplicateCertificatecheckbox to replicate theaddedcertificate.

NOTE: This certificate replication setting is applicable only if the SBR
Carrier server acts as the primary server.

7. Configure theDefaultCertificate fromthe list of addedserver certificates. Thedefault

certificate will be used as the server certificate for non-realm EAP requests.

8. Click Apply to save the changes.

Deleting a Certificate

To delete a certificate from the SBR Carrier database:

233Copyright © 2018, Juniper Networks, Inc.

Chapter 14: Setting Up Authentication Policies



1. Select RADIUS Configuration > Authentication Policies > Certificates.

The Server Certificates List page (Figure 81 on page 230) appears.

2. Select one or more certification entries that you want to delete.

3. Click Delete.

4. Click Apply to save the deletion in the SBR Carrier database.

Trusted Root Certificates

Some authentication methods, such as TLS, require that a trusted root certificate be

present on the server.

If one is not already present, add the root certificate according to the system or CA’s

instructions. Then it add it to the SBR Carrier configuration so that any method that

requires it has access.

Adding a Trusted Root Certificate

To add a trusted root certificate to the SBR Carrier server using theWeb GUI:
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1. SelectRADIUSConfiguration>AuthenticationPolicies>TrustedRootCertificates.

The Root Certificates List page (Figure 87 on page 235) appears.

Figure 87: Root Certificates List Page

2. Click Add.

The Add Root Certificate dialog box (Figure 88 on page 235) appears.

Figure 88: Add Root Certificate Dialog

235Copyright © 2018, Juniper Networks, Inc.

Chapter 14: Setting Up Authentication Policies



3. Click Browse to browse the location of your trusted root server certificate. (This is
normally / ServiceRegistry-base/install/cacerts, if the certificates were installed by
root but can be in a different location, depending on the CA’s installation program
and the permissions of the user account that installed them).

4. Select the root certificate you want to use and clickOpen.

5. ClickUpload.

TheUpload Successful dialog box (Figure 89 on page 236) appears.

Figure 89: Upload Successful Dialog

6. ClickOK.

The Root Certificates List page (Figure 87 on page 235) displays an updated list of
trusted root certificate entries.

7. Optionally, select the Replicate Trusted Root Certificates check box to replicate the
added root certificates.

8. Click Apply to save the changes.

Configuring a CRL Distribution PointWeb Proxy

If yournetworksecuritypoliciesprohibitSBRCarrier frommakingadirectHTTPconnection

toaCRLdistributionpoint (CDP), youcanconfigureanHTTPproxyserver to relay requests

for updated certificate revocation lists to an external CDP.

To configure a CDPweb proxy server using theWeb GUI:
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1. Select RADIUS Configuration > Authentication Policies > CDPWeb Proxy
Configuration.

The CDPWeb Proxy Settings page (Figure 90 on page 237) appears.

Figure 90: CDPWeb Proxy Settings Page

2. Specify whether you want SBR Carrier to use a proxy to connect to an external CDP.

• If you select theConnectDirectly to Internetoptionbutton, SBRCarrier canconnect
to an external CDP without going through an HTTP proxy. If you select this option,

you can skip the rest of this procedure.

• If you select the Connect to Internet via Proxy option button, SBR Carrier must go
through an HTTP proxy to connect to a CDP.

3. If you have selected the Connect to Internet via Proxy option button, enter the name
or IP address and port number of the HTTP proxy in theHTTP Proxy and Port fields.

4. Optionally, enter namesor IPaddressesof hostsor thenamesofdomains (separating

each entry with a comma or semi-colon) for which no HTTP proxy is required in the

No Proxy For field. If a CDP host matches an entry in this field, SBR Carrier bypasses
the HTTP proxy and attempts to open a connection to the host directly.

SBR Carrier compares IP addresses and hostnames using an exact string match. For

example, if you enter cdp.juniper.net in the exclusion list, that matches the CDP
hostname cdp.juniper.net but not host.cdp.juniper.net or host-cdp.juniper.net.

To exclude all hostswithin a domain (but not the hostname thatmatches the domain

name), start the domain namewith a period (.juniper.net). To exclude both the host
and the domain juniper.net, create two entries in the exclusion list (.juniper.net,
juniper.net).

Wildcard matching for host or domain names is not supported.

The values localhost and 127.0.0.1 are included in theNo Proxy For list by default.
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5. You can click Flush CRL Caches to purge all information in the TLS and TTLS CRL
caches immediately. This removes all CRL entries for registered clients from the

in-memory cache and deletes all files from the CRL cache directories.

CAUTION: If youclick theFlushCRLCachesbutton, thecachesarepurged
immediately. You are not prompted to confirm your action.

6. Click Save to save the changes.

Configuring Authentication RejectionMessages

WhenSBRCarrier issuesanAccess-Rejectmessage in response toa failedauthentication

request, it can identify the reason why the request was rejected. You can configure the

message text returned to theRADIUSclient (andpossibly to theuser, if theRADIUSclient

forwards the message) when a particular type of error occurs. This text is inserted into

the standard RADIUS attribute Reply-Message within the Access-Reject response.

To configure the text for authentication rejection messages using theWeb GUI:

1. Select RADIUS Configuration > Authentication Policies > Reject Messages.

The Reject Messages page (Figure 91 on page 238) appears.

Figure 91: Reject Messages Page

2. In theUnknownUser field, enter the message text that SBR Carrier returns when the
username and password authentication failed.
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3. In the CheckList Failure field, enter the message text that SBR Carrier returns when
the user was authenticated but is being rejected because the RADIUS request did not

fulfill the requirements of the check list.

4. In the Invalid Attribute field, enter the message text that SBR Carrier returns when
the request contained an attribute in violation of the RADIUS specification.

5. In theOther field, enter the message text that SBR Carrier returns when some other
error, such as a resource failure, occurred.

6. Click Save to save the configuration.

To revert to the previous settings, click Reset.

NOTE: Whenyoumakechanges to theRejectMessagespage, theSBRCarrier
audit log does not record specific information about the performed actions.

Configuring the Server

Depending on your authentication requirements, youmay need to configure SBR Carrier

to work with an external SQL or LDAP database service.

Configuring External Databases

If you want to use external databases for authentication or accounting purposes (and

you did not configure this feature when prompted by the SBR Carrier installation script),

you can set up external database configuration settings.

To configure SBR Carrier to work with an external database:

1. Optionally, perform the instructions in “Configuring SQL Authentication” on page 433

or “Configuring SQL Accounting” on page 447.

2. If you want to use SBR Carrier with an LDAP database, review your LDAP database

vendor’s documentation.

3. Perform the instructions in “Configuring LDAP Authentication” on page 462.
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CHAPTER 15

Setting Up EAP Methods

This chapter presents an overview of concepts relating to the Extensible Authentication

Protocol (EAP) and describes how to configure SBR Carrier to use EAP authentication

methods and plug-ins.

EAPmethods are used in conjunction with the other authenticationmethods supported

by SBR Carrier to form an authentication policy. Which EAPmethods are used in an

authenticationpolicy, and theorder inwhichSBRCarrier attempts touse themtoprocess

anAccess-Request, is userdefined. Informationonconfiguring yourauthenticationpolicy

to use EAPmethods is detailed in “Setting Up Authentication Policies” on page 221.

This chapter contains these topics:

• About the Extensible Authentication Protocol on page 241

• EAP-TLS Authentication Protocol on page 249

• EAP-TTLS Authentication Protocol on page 274

• EAP-PEAP Authentication Protocol on page 290

• EAP-MD5-Challenge Authentication Protocol on page 304

• EAP-MS-CHAP-V2 Authentication Protocol on page 304

• EAP-SIM and EAP-AKA Authentication Protocols on page 305

About the Extensible Authentication Protocol

SBR Carrier supports the EAP, an open-ended standard for communication between

NADs and servers that provides for future extensibility of authentication protocols.

EAP allows specialized knowledge about authentication protocols to be taken out of a

NAD so that it acts solely as a conduit between the authentication server and client. This

means that new types of authentication can be supported by adding the appropriate

functionality to server and client, without any changes to PPP or NADs. When the

authentication process is complete, the RADIUS server simply informs the NAD of the

result.

SBRCarrier supports several EAPauthenticationmechanisms, such asTTLS, TLS, PEAP,

AKA, and MD5-Challenge. Support for EAP has been designed to anticipate other

authentication types as they become available.
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For technical details about EAP, see RFC 2284, PPP Extensible Authentication Protocol

(EAP), and RFC 2869, RADIUS Extensions.

Handling EAP Requests

The flowofRADIUSpackets inanEAPenvironment isquitedifferent fromthe transactions

using standard user credentials (for example, PAP or CHAP).

Standard user credentials involve the transmission of a RADIUS request from the NAD

to SBR Carrier and a response (either an Accept or Reject) from the server back to the

NAD.

With EAP, the first packet sent from the NAD to SBR Carrier contains an EAP-Message
attribute containing an EAP Identity Response. This is a signal sent by the system being

authenticated that it wants to be authenticated bymeans of EAP. It is now up to SBR

Carrier to select the EAP protocol with which it is to authenticate the end user.

The contents of theUser-Name attribute is the only guideline available to SBR Carrier
in selecting the appropriate EAP protocol. If SBR Carrier selects an EAP protocol that is

not supported by the client, the client has the opportunity to send an EAP-NAK, and to

request a specific alternate protocol.

NOTE: Given this general flow, a RADIUS request with EAP credentialsmust
incur aminimum of two network round-trips between the NAD or Access
Point and the SBR Carrier before reaching a successful conclusion.

Automatic EAP Helpers

AutomaticEAPhelpersserveas intermediariesbetweenEAPandtraditionalauthentication

methods. These helper modules may be configured (using an associated .eap file) to
work with existing authentication methods to shield the authentication methods from

the particulars of the selected EAP protocol.

Table 33 on page 242 indicateswhether each EAP type is implemented as an EAP helper

or as an authentication method in SBR Carrier.

Table 33: EAP Implementations

Implemented AsEAP-Type

Standalone Authentication MethodEAP-TTLS

Standalone Authentication MethodEAP-TLS

Automatic EAP helperEAP-TLS

Automatic EAP helper for CHAPEAPMD5-Challenge

Automatic EAP helper for MS-CHAP v2 (needed for PEAP)EAPMS-CHAP v2
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Whether an automatic EAP helper can be used in conjunction with a specific

authenticationmethoddependsonwhat typesofcredentials theauthenticationmethod

supports.

The automatic EAP helper that implements EAPMD5-Challenge generates CHAP

credentials. As such, EAPMD5-Challenge canbe usedonlywith authenticationmethods

that support CHAP.

Table 34 on page 243 summarizes the support for MS-CHAP v2 and CHAP in the SBR

Carrier authentication methods.

Table 34: MS-CHAP v2 and CHAP Support

CHAPMS-CHAP v2
Authentication
Method

Yes, for BindName. (The password
must be stored unencrypted or
encrypted with enc-md5 by the
LDAP server.)

No, for Bind.

Yes, for BindName. (The password
must be stored unencrypted or
encryptedwith enc-md5by the LDAP
server.)

No, for Bind.

LDAP

YesYesLocal

YesYesProxy RADIUS

Yes, if the password is stored
unencrypted or encrypted with
enc-md5 by the SQL database

Yes, if the password is stored
unencrypted or encrypted with
enc-md5 by the SQL database

SQL

NoNoUNIX User

NoNoUNIX Group

Authentication Request Routing

The order in which authentication methods and automatic EAP helpers are called to

handle an authentication request depends on two factors:

• The ordered list of enabled authentication methods (viewable in the Authentication
Methods page inWeb GUI). Refer to “Order of Authentication Methods” on page 222
for informationaboutdefining theorderofauthenticationmethods foranauthentication

policy.

• The EAP-related configuration for each of the enabled authentication methods in the

eap.ini file, which you configure from the AuthenticationMethods page.

When SBR Carrier receives an authentication request that does not contain EAP

credentials, it passes the request to each enabled authentication method until one of

the methods claims the request.
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The EAP settings in the eap.ini file come into play only when a request with EAP
credentials is received. An authentication request contains EAP credentials if it includes

one ormoreEAP-Message attributes and contains no other formof user credentials (for

example,User-Password).

EAP-Only Setting

When an authentication method’s EAP-Only setting is 1, SBR Carrier prevents the
authentication method from being called for any request that does not contain EAP

credentials. Under this setting, the authentication method is also bypassed if an

authentication request specifically requests an EAP protocol that is not listed in the

authentication method’s EAP-Type list in the eap.ini file.

NOTE: The PEAP authenticationmethod plug-in converts the inner EAP
credentials to PAP for security reasons. If you are using a third party
authentication service with PEAP, set the EAP-Only setting to 0.

First-Handle-Via-Auto-EAP Setting

If your configuration involves clients usingmore than one EAPprotocol, SBRCarriermust

select an initial EAP protocol with which to proceed when receiving an authentication

request with EAP credentials.

Selecting the incorrect EAP protocol is not fatal; the client simply sends an EAP- NAK in

response to the server’s selected protocol and suggests an alternate one. After one

additional network round-trip, the correct EAP protocol becomes active.

Depending on the capabilities of the authentication methods being used, youmay be

able to cutout this additional network round-trip that affects aportionof your EAP-based

authentication requests.

If an authentication method can check for the existence of a user and can retrieve the

user’s password information with only the information available in the authentication

request (for example, theusername), it is said tobeprefetch-capable. Aprefetch-capable

authenticationmethod (Table 35onpage245) candeterminewhether a user exists in its

database before committing to a specific EAP protocol.

If your authentication method is prefetch-capable, set First-Handle-Via-Auto-EAP to
0, indicating that the authentication method has the first chance to handle the request.

Also set First-Handle-Via-Auto-EAP to 0 if the authentication method can handle EAP
credentials directly, without an automatic helper EAPmethod.

Byconfiguring theauthenticationmethod tobecalled first, SBRCarrier candelay selection

of an EAP protocol until it has ascertained whether the user exists in a particular

authenticationmethod’s database. This is a useful techniquewhen you plan to usemore

than one EAP protocol, but you do not knowwhich one the client wants. Even in this

scenario, automaticEAPhelpersmaystill endupperforming theEAPprotocolprocessing;

they take over after the authentication method has retrieved a user’s password

information, rather than before.
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The goal of an automatic EAP helper is to generate credentials against which traditional

authentication methods (ones that do not understand EAP) can operate. After an

automatic EAP helper has generated these credentials, the authentication method that

triggered theuseof thehelper is checked first for apassword/credentialmatch. If amatch

is not present, the same traditional credentials are passed to all remaining enabled

authentication methods in the master list (in the order in which they appear in the list).

Table 35: AuthenticationMethod Prefetch Capability

Prefetch Capable?
Authentication
Method

Yes, if using BindName (rather than the Bind option)LDAP

YesNative User

Yes, if password does not need to be used as an input parameter in the
SQL statement

SQL

NoUNIX User

NOTE: If youenable the lockout facility inSBRCarrier andyouusea tunneled
authenticationmethod (TTLS or PEAP) with a prefetch-capablemethod
(Native, SQL, or LDAP) and an enabled EAP protocol (MS-CHAPv2,
MD5-Challenge, TLS), then youmust enable First Handle Via Auto-EAP in
that prefetch-capablemethod to prevent the outer username (anonymous)
from being added to the lockout list.

Otherwise, when SBR Carrier receives an authentication request that uses
an EAPmethod that has not been configured, it rejects the user (because
the EAPmethod is not considered to be valid until it is configured) and add
the outer username (anonymous) to its lockout list. This locks out all users
with an outer authentication name of anonymous until the lockout period
expires.

EAP-NAKNotifications

If you are supporting only one type of client or only one EAP protocol, SBRCarrier selects

thatEAPprotocol for all EAP-basedauthentication requests it receives. If youareplanning

to support multiple EAP protocols and do not intend to maintain databases that track

the appropriate EAP protocol on a user-by-user basis, SBR Carrier automatically selects

the appropriate EAP protocol for you.

Whenmultiple EAPprotocols are in play, configure each authenticationmethod youplan

to use with all the EAP protocols that may be used with it. In this configuration, when

SBR Carrier receives an authentication request containing EAP information, it chooses

the first EAP protocol listed for the first authentication method that claims the request.

If the client requires a different EAP protocol, it sends back an EAP-NAK that specifies

the EAP protocol it wants to use.
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After receiving an EAP-NAK, SBRCarrier performs a scan of the authenticationmethods,

in search of the first authentication method that has the requested EAP protocol listed

(the authentication methodmay support this EAP protocol directly or with the help of

an automatic EAP helper).

If the requested EAP protocol does not appear in any of the authentication methods’

lists of supported EAP protocols, SBR Carrier rejects the authentication request.

Reauthenticating Connections

Most access points understand only a limited number of attributes thatmay be included

in a RADIUS response to signal that the user has been accepted. The Session Timeout

attribute is of particular significance in aWLAN realm because it instructs the Access

Pointhowlong theusercan remainconnected toaWLANbeforehaving to reauthenticate

with SBR Carrier.

You can configure your choice of Session Timeout settings using standard SBR Carrier
reply-list items on a user-by-user basis. If you are using EAP-TLS or EAP-TTLS to

authenticate users, you can also have these plug-ins automatically generate Session
Timeout attributes based on policies set in their configuration files. This level of control
isnecessary forEAP-TLSandEAP-TTLSas theseplug-insalsosupportsession resumption,

a quicker method of reauthenticating users. The value in the Session-Timeout attribute
may need to be dynamically calculated in these cases.

NOTE: Not all access points support the Session-Timeout attribute. Check
the specifications for your access points to determine whether this
configurationmust be performed in a fixedmanner on the Access Point or
whether the Access Point defers to the server.

Certificates

A certificate is an electronic data structure used to identify an individual, a server, a

company, or some other entity, and to associate that identity with a public key and an

associated private key. Like a passport, a certificate provides generally recognized proof

of an entity's identity. Certificates bind public key values to entities, so that remote users

of an entity’s public key can be certain the associated private key is owned by the correct

person or system. Certificates help prevent the use of fake public keys for impersonation.

Only the public key certified by the certificate works with the corresponding private key

possessed by the entity identified by the certificate. Themost widely accepted format

for certificates is defined by the ITU-T X.509 international standard, which is described

in RFC 5280 (which made RFC 3280 obsolete), Internet X.509 Public Key Infrastructure

Certificate and Certificate Revocation List (CRL) Profile.

Certificate authorities (CAs) are entities that validate identities and issue certificates. An

organization that wants to serve as its own CA can issue its own certificates, or an

organization can purchase certificates from a trusted third-party CA. Themethods used

to validate an identity vary depending on the policies of a given CA. In general, before

issuing a certificate, a CAmust verify the identity of the entity andmust digitally sign the

certificate to ensure it cannot bemodified. This ensures that a certificate issued by a CA
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binds a particular public key to the name of the entity the certificate identifies (such as

the name of an employee).

In addition to a public key, a certificate includes the name of the entity it identifies, an

expiration date, the name and URI of the CA that issued the certificate, a serial number,

and the digital signature of the issuing CA, which creates amathematical relationship

between the signing CA certificate's public key and the public key of the certificate it

signs. TheCA'sdigital signatureallows thecertificate to functionasa letter of introduction

for userswhoknowand trust theCAbutdonot knowtheentity identifiedby thecertificate.

Because a certificate’s expiration date is part of its signed contents, remote entities can

verify that a certificate is valid and current.

Common types of certificates include the following:

• Certificate Authority certificates can sign other certificates.

• Server certificates are used on a server to enable a software client to verify the validity

of the connection to amachine and to create an encrypted channel between a client

and a server.

• Client certificates enable a server to verify a client’s identity (certificate-based

authentication)and toenableauser todigitally signor encryptdata. Client certificates,

which are digitally signed by a trusted certificate authority, are stronger proof of a

client’s identity than username/password credentials alone.

NOTE: SBR Carrier does not support Digital Signature Algorithm (DSA)
type certificates.

Certificate Chains

A certificate chain is a sequence of certificates, where each certificate in the chain is

signed by the certificate above it in the chain. At the top of the chain is a self-signed

certificate. Each CA in the chain vouches for the identity in the entity to which it issues a

signed digital certificate. Certificate chains establish a chain of trust; if you trust the CA

at the top of the chain, this implies you can trust the signed certificates below it in the

chain.

Certificate Revocation Lists

Under normal circumstances, a certificate remains valid until it reaches its expiration

date. However, a certificate may become invalid before it expires. For example, if an

employee whose identity is bound to a certificate terminates employment or if an

enterprise suspects the confidentiality of the private key associated with a certificate’s

public key has been compromised, the certificate might be declared invalid and revoked

before its expiration date.

When aCA revokes a certificate, itmust let other entities know the certificate is no longer

valid and should not be accepted. A certificate revocation list (CRL) is a signed data

structure that identifies the serial numbers of certificates that have been issued and

subsequently revoked by the CA. When a remote entity is asked to use a certificate to
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verify a remote user’s identity, it can download a current copy of the applicable CRL from

a CRL distribution point (CDP) and confirm that the certificate’s serial number is not

present. If a CRL has expired, the entity must connect to the CDP to download a new

revocation list.

CRLs can be issued by a CA periodically (hourly, daily, or weekly) or as needed. When a

certificate is revoked, its serial number is listed in theCRL, and that serial number remains

on theCRLat leastoneperiodafter thecertificate’s expirationdate.CRLs, like certificates,

can be distributed by untrusted servers and untrusted communications.

Under some circumstances, latency (the time betweenwhen a certificate is revoked and

when the certificate’s serial number appears on the CRL of the issuing CA)may be a

concern. For example, if a revocation is reported today, certificate-using systems are not

reliably notified until all currently issued CRLs are updated, which may take hours, days,

or even weeks. Online revocation checking can reduce the latency between a revocation

report and the distribution of the information to relying parties.

If CRL checking is enabled, SBR Carrier uses the URI information contained in a client

certificate to connect to the certificate’s CDP. SBR Carrier then uses HTTP, LDAP, or a

network file system to retrieve the appropriate CRLs. SBR Carrier stores these retrieved

CRLs in the CRLCache directory under the radiusdir server directory.

When a client certificate is presented during EAP-TLS or EAP-TTLS authentication, SBR

Carrier can evaluate the client’s certificate chain against its set of stored CRLs to verify

none of the certificates in the chain have been revoked.

You can configure the following settings for CRL checking:

• Static CDPs—A static CDP is a CDPwhose address (URI) is specified in the

[Static_CDPs] section of a TLS or TTLS initialization file.

• CRL expiration—The CRL checking feature can be configured to operate in strict or lax

mode.

• In strictmode, a cachedCRL that hasexpired is immediately discarded; if SBRCarrier

cannot acquire a new CRL in the allotted time during a CRL check on a chain, the

user is rejected.

• In lax mode, you can configure SBR Carrier to accept an expired CRL for a period

past its expiration.

SBRCarrier attempts to obtain a current CRLwhether it is running in strict or laxmode.

• Missing CDP attribute—When a CRL check is performed on a certificate chain, SBR

Carrier reads the contents of the CDP attribute for each certificate past the root

certificate and uses the CDP information to retrieve the appropriate CRL. If a non-root

certificate in the chain does not contain a CDPattribute, no CRL checking is performed

for that certificate. You can configure EAP-TLS to reject the user if it encounters a

non-root certificate that is missing a CDP attribute.

• Incomplete LDAPCDP—SomeCAsmay create certificates that contain an LDAP-style

CDP (//ldap:\\...) that does not specify the identity of the LDAP server to be queried.
You can designate a default LDAP server be used when such CDPs are encountered.
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If you do not designate a default LDAP server and an LDAP-style CDP is encountered,

the CRL retrieval fails.

• HTTPproxies for CRL checking—Network security policymaypreventSBRCarrier from

makingadirectHTTPconnection toaCDP. In suchcases, youcanconfigureSBRCarrier

to download CRLs through an HTTP proxy server on its local network. Optionally, you

can specify the hosts or domains that do not require an HTTP proxy.

• CRL cache flushing—You can flush the CRL caches used for EAP-TLS and EAP-TTLS

authentication at any time.

EAP-TLS Authentication Protocol

The EAP-TLS (Transport Layer Security) protocol requires that both user and

authentication server have certificates for mutual authentication. While themechanism

is very strong, it requires that the corporation that deploys it maintain a certificate

infrastructure for all of its users.

EAP-TLS can be deployed as an authentication method or as an automatic EAP helper.

• When EAP-TLS is deployed as an authentication method, it appears in the

AuthenticationMethods page inWeb GUI. You can use the AuthenticationMethods
page to enable the EAP-TLSmethod and specify its sequence relative to other

authentication methods SBR Carrier uses.

When EAP-TLS is deployed as an authentication method, you can configure it to

perform CRL checking. When CRL checking is enabled, EAP-TLS confirms that the

client’s certificate chain traces back to one of the trusted root certificates installed at

initialization and checks the serial number of each certificate in the chain against the

contents of CRLs to verify that none of the certificates in the chain have been revoked.

You can configure the tlsauth.aut file to call a fixed profile when TLS-EAP is used. This
profile specifies the attributes that are sent back in response to a successful

authentication.

You cannot use secondary authorization when EAP-TLS is deployed as an

authentication method.

• When EAP-TLS is deployed as an automatic EAP helper, youmust list TLS in the

EAP-Type list of an authentication method. When EAP-TLS is triggered, the tlsauth
authenticationgoes through theTLShandshake requiredby theEAP-TLSspecification.

Assuming the user provides a certificate that the server can verify against a list of

trusted root certificates, the EAP-TLS part of the exchange concludes successfully.

Youmay not want to grant access to your network to every user with a trusted

certificate. By enabling the optional secondary authorization feature of the tlsauth
plug-in, you can have SBR Carrier authorize users with valid certificates on a

case-by-case basis. Secondary authorization also allows you to include user-specific

attributes inanAccess-Accept response; theseattributes canbeused tocommunicate

options that are to be active for a user’s connection to the NAD. Without secondary

authorization, the only attributes returned on an Access-Accept are those generated

by the tlsauth plug-in itself (termination-action and session-limit).
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If you enable the TLS authentication method, secondary authorizations must be

performed by local authentication methods (they cannot be proxied). The

authentication method you select for secondary authorizations must be able to

authenticate users in a single pass; it cannot challenge the authorization request and

requestadditional information.Theusernameemployedduringsecondaryauthorization

is derived from a field in the user’s certificate. Because a user’s certificate does not

include a password, youmust configure tlsauth to make the secondary authorization
request with no password or with a fixed password.

If youconfigure secondaryauthorizationwithnopassword, your selectedauthentication

methodmust be capable of handling requests that do not include passwords; the only

authentication methods that support this style of authentication and ship with SBR

Carrier are Native User, LDAP and SQL. If you configure secondary authorization with

a fixed password, you can use any authentication method that supports PAP

authentication. In this configurationall user recordsmusthave thesamefixedpassword.

Configuring EAP-TLS as an EAP AuthenticationMethod

NOTE: A valid server certificatemust be in place on the SBR Carrier server
before you configure the EAP-TLS authentication protocol. For information
about configuring certificates, see “Certificates” on page 227.

To configure EAP-TLS as an authentication method using theWeb GUI:
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1. Select RADIUS Configuration > Authentication Policies > EAPMethods.

The EAPMethods List page (Figure 92 on page 251) appears.

Figure 92: EAPMethods List Page

2. Select EAP-TLS.

The Selected EAPMethod: EAP-TLS pane (Figure 93 on page 252) appears.

251Copyright © 2018, Juniper Networks, Inc.

Chapter 15: Setting Up EAPMethods



Figure 93: Selected EAPMethod: EAP-TLS Pane

3. Select the Enable EAP-TLSMethod check box to enable the EAP-TLSmethod.

NOTE: You can also enable the EAP-TLSmethod by using the EAP
MethodsListpage. In theEAPMethodsListpage, click theStatus column
of the EAP-TLS entry, select the appeared check box, and click Apply.

4. Configure client certificate validation for the EAP-TLS protocol. Formore information

about configuring client certificate validation, see “Configuring Client Certificate

Validation—EAP-TLS” on page 253.

5. Configure session resumption for the EAP-TLS protocol. For more information about

configuring session resumption, see “Configuring Session Resumption—EAP-TLS” on

page 256.
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6. Configure advanced server settings for the EAP-TLS protocol. For more information

about configuring advanced server settings, see “Configuring Advanced Server

Settings—EAP-TLS” on page 259.

7. Click Save to save the configuration.

Configuring Client Certificate Validation—EAP-TLS

Client certificate validation settings enable you to specify howSBRCarrier performsCRL

checking.

To configure client certificate validation for the EAP-TLS protocol using theWeb GUI:
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1. In the Selected EAPMethod: EAP-TLS pane, click the Client Certificate Validation
tab (Figure 94 on page 254).

Figure 94: EAP-TLS—Client Certificate Validation

2. Select the Enable CRL Checking check box to enable certificate revocation list
checking.

3. In the Retrieval Timeout field, enter the number of seconds you want EAP-TLS to
wait for the CRL checking transaction to complete.

When CRL retrieval takes longer than the specified time, the user's authentication

request is rejected.

4. In the Expiration Grace Period field, enter the number of seconds a CRL is still
considered acceptable after it has expired.

EAP-TLSalwaysattempts to retrieveanewCRLwhen it is presentedwith a certificate

chain and it finds an expired CRL in its cache.
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• If you enter 0 to specify strict expiration mode, EAP-TLS rejects an expired CRL.

• If you enter a value greater than 0, lax expiration mode is used. An expired CRL is

acceptable if the time it expired is within the specified grace period.

5. Select the AllowMissing CDP Attribute check box if you want to enable SBR Carrier
to accept a non-root certificate without a CDP attribute.

Without a CDP attribute, EAP-TLS cannot retrieve a CRL and cannot perform a

revocation check on the certificate.

If you select the AllowMissing CDP Attribute check box, EAP-TLS accepts such
certificates and skips CRL checking for them.

If you clear the AllowMissing CDP Attribute check box, EAP-TLS does not accept a
CRL with amissing CDP attribute.

6. If you want to specify a CRL cache timeout period, select the CRL Cache Timeout
Period check box and enter the number of hours in the CRL Cache Timeout Period
field.

• If you do not enable this setting, the CRL is refreshed whenever it expires.

• If you enable this setting and enter 0, SBR Carrier always regards the CRL in the

cacheas expired anddownloads anewCRLevery time it receives a client certificate

request.

• If youenable this settingandenteranumbergreater than0, theCRLbegins toexpire

when the age of the CRL in the cache exceeds the number of hours specified in this

field or when the scheduled CRL expiration time occurs, whichever comes first.

After aCRLhasexpired (because its scheduledexpiration timehaspassedor because

the CRL cache has timed out), SBR Carrier uses the expiration grace period to

determine whether to use the current CRL.

7. Enter the name of the LDAP server to use if the CDP contains a value that beginswith

the string //ldap:\\\ in the Default LDAP Server Name field.

CDPs generated by some CAs do not include the identity of the LDAP server. If you

expect to encounter certificates with this style CDP, specify the name of the LDAP

server that contains the CRLs.

If you do not specify a server name and such certificates are encountered, the CRL

retrieval fails.

8. Select the Verify that Client Certificates are Published to User Accounts check box.

9. If youwant the EAP-TLS plug-in to add four attributes to the outer request before the

secondary authorization check is performed, select the IncludeCertificate Info check
box.

When the IncludeCertificate Infocheckbox is selected,SBRCarrier adds the following
attributes to the request:
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• The Funk-Peer-Cert-Subject attribute contains the value of the Subject attribute
in the client certificate.

• The Funk-Peer-Cert-Principal attribute contains the value of the principal name
(subject alternate name or other name) attribute of the client certificate.

• The Funk-Peer-Cert-Issuer attribute contains the value of the Issuer attribute in
the client certificate.

• The Funk-Peer-Cert-Hash attribute contains a hexadecimal ASCII representation
of the SHA1 hash of the client certificate.

These attributes are ignored if the authentication method that performs the

authentication check does not use them.

Configuring Session Resumption—EAP-TLS

Session resumption settings control whether and under what circumstances session

resumption is permitted.

NOTE: Forsession resumption towork, theNADmustbeconfiguredtohandle
theSession-Timeout return list attribute, so that theNADcannotify theclient
to reauthenticate after the session timer has expired.

To configure session resumption for the EAP-TLS protocol using theWeb GUI:
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1. In the Selected EAPMethod: EAP-TLS pane, click the Session Resumption tab
(Figure 95 on page 257).

Figure 95: EAP-TLS—Session Resumption

2. In the Session Timeout(In Seconds) field, enter the maximum number of seconds

you want the client to remain connected to the NAD before having to reauthenticate.

If you enter a number greater than 0, the lesser of this value and the remaining

resumption limit is sent in a Session-Timeout attribute to the RADIUS client on the
RADIUS Access-Accept response.

If you enter 0, a Session-Timeout attribute is not generated directly. A 0 does not
prevent the authentication methods that perform secondary authorization from

providing a value.

Entering a value such as 600 seconds (10minutes) does not necessarily cause a full

reauthentication to occur every 10minutes. You can configure the resumption limit

to makemost reauthentications fast and computationally efficient.
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BEST PRACTICE: Using the Resumption Limit Option Effectively

Two scenarios where the resumption limit can be used effectively:

• In a wireless environment, the client is moving between access points.
The resumption limit can be tuned tomake the handover between
access points smoother by not forcing a complete reauthorization that
requires repeated verification of user information.

When the new access point queries SBR Carrier, the server replies that
the session ID is already valid. Because it is known tobe good, repeating
the inner authentication is not required, which saves some time. The
access point acknowledges the reauthorization not requiredmessage
and the session continues.

• Another use for resumption limit occurs when the server ordinarily
requires the client to reauthorize every 10minutes or so, to ensure the
client is still connected. Setting the resumption limit to 3600 seconds
with a session timeout of 600 secondsmeans that the interval
reauthorizations are fast and efficient, and a complete reauthorization
is required just once an hour instead of every 10minutes.

3. In theTerminationAction field, enter the value tobe returned inaTermination-Action
attribute.

The Termination-Action attribute is a standard attribute supported by most access
points and determines what happens when the session timeout is reached. Valid

values are:

• -1: Do not send the attribute, the default. This does not prevent the authentication

methods performing secondary authorization from providing a value.

• 0: Send the Termination-Action attribute with a value of 0.

• 1: Send the Termination-Action attribute with a value of 1.

4. Enter themaximumnumberof secondsyouwant theclient tobeable to reauthenticate

using the TLS session resumption feature in theResumption Limit(InSeconds) field.

This type of reauthentication is fast and computationally efficient. It does, however,

depend on previous authentications and is not as secure as a complete (but

computationally expensive) authentication. Specifying a value of 0 disables the

session resumption feature.

BEST PRACTICE: Using the Resumption Limit Option Effectively

Two scenarios where the resumption limit can be used effectively:

• In a wireless environment, the client is moving between access points.
The resumption limit can be tuned tomake the handover between
access points smoother by not forcing a complete reauthorization that
requires repeated verification of user information.
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When the new access point queries SBR Carrier, the server replies that
the session ID is already valid. Because it is known tobe good, repeating
the inner authentication is not required, which saves some time. The
access point acknowledges the reauthorization not requiredmessage
and the session continues.

• Another use for resumption limit occurs when the server ordinarily
requires the client to reauthorize every 10minutes or so, to ensure the
client is still connected. Setting the resumption limit to 3600 seconds
with a session timeout of 600 secondsmeans that the interval
reauthorizations are fast and efficient, and a complete reauthorization
is required just once an hour instead of every 10minutes.

Configuring Advanced Server Settings—EAP-TLS

Youuseadvanced server settings to specify themanner inwhich the inner authentication

step operates.

To configure advanced server settings for the EAP-TLS protocol using theWeb GUI:
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1. In theSelectedEAPMethod: EAP-TLSpane, click theAdvancedServer Settings tab
(Figure 96 on page 260).

Figure 96: EAP-TLS—Advanced Server Settings

2. In the TLSMessage Fragment Length field, enter the maximum length of the TLS

message that may be generated during each iteration of the TLS exchange.

Enter a number in the range 500 through 4096 bytes.

• The default length for TLSmessages is 1020 bytes, which prevents the RADIUS

challenge response (carried in a UDP packet) from exceeding one Ethernet frame.

• Some access pointsmay have problemswith RADIUS responses or EAPmessages

that exceed the size of one Ethernet frame (1500 bytes including IP/UDP headers).

3. In theMax Transaction Time field, enter the maximum number of seconds you want

for the EAP-TLS authentication sequence to complete.

• Enter a value in the range 1 through 3600seconds. Thedefault value is 120 seconds.
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• If the authentication sequence takes longer than this setting, user authentication

is aborted.

4. In the Challenge Timeout field, enter the number of seconds after which a challenge
request times out.

You can enter a value greater thanor equal to 1 second, but this valuemust not exceed

thevalue specified in theMaxTransactionTime field. Thedefault value is 30seconds.

5. Select the ReturnMPPE Keys check box to specify whether the TLS authentication
method includes RADIUSMS-MPPE-Send-Key andMS-MPPE-Recv-Key attributes
in the final RADIUS Access-Accept response sent to the access point.

Disable this option for WiMAX.

Select this check box if the access point needs to key theWired Equivalent Privacy

(WEP) encryption. If the access point is authenticating only end users andWEP is not

being used, you can clear this check box.

6. Use the TLS Protocol Version list to specify the TLS protocol version on which the
server expects the client to initiate the handshake process.

Valid values are TLSv1, TLSv1.1, and TLSv1.2.

7. Use theDHPrime Bits list to specify the number of bits in the prime number that the
module uses for Diffie-Hellman exponentiation.

Selecting a longer prime number makes the system less susceptible to certain types

of attacks but requires more CPU processing to compute the Diffie-Hellman key

agreement operation.

Valid values are 512, 1024, 1536, 2048, 3072, and 4096 bits.

8. In theCipher Suites field, enter the TLS cipher suites (in order of preference) that the
server is to use.

These cipher suites are documented in RFC 2246, The TLS Protocol Version 1, RFC

4346, The TLS Protocol Version 1.1, and RFC 5246, The TLS Protocol Version 1.2.

The default value is: 0x003C,0x003D,0x0067,0x006B,0x0039,0x0038,

0x0033,0x0035,0x002F,0x000a,0x0005,0x0004,0x0007.

Table 36 on page 261 lists the tested cipher suites and their TLS protocol versions.

Table 36: Tested Cipher Suites

TLS Protocol VersionTested Cipher Suites

TLS 1.00x0004

TLS 1.00x0005

TLS 1.00x0007

TLS 1.00x000A

TLS 1.00x002F
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Table 36: Tested Cipher Suites (continued)

TLS Protocol VersionTested Cipher Suites

TLS 1.00x0033

TLS 1.00x0035

TLS 1.00x0038

TLS 1.00x0039

TLS 1.20x003C

TLS 1.20x003D

TLS 1.20x0040

TLS 1.20x0067

TLS 1.20x006B

9. Select the Verify User Name is Principal check box to verify whether the username
is used as the principal name (subject alternate name or other name) of the client

certificate.

10. If you want to associate a profile with the EAP-TLS protocol, select theUse Profile
check box and use theUse Profile list to select the profile.

Configuring EAP-TLS as an Automatic EAP Helper

NOTE: Youmust configure the server certificate for the SBR Carrier server
before you use the EAP TLS helper. For information about configuring your
server certificate, see “Configuring Server Certificates” on page 229.

To configure EAP-TLS as an EAP helper using theWeb GUI:

1. Select RADIUS Configuration > Authentication Policies > EAPMethods.

The EAPMethods List page (Figure 92 on page 251) appears.

2. Select EAP-TLS Helper.

The Selected EAPMethod: EAP-TLS Helper pane (Figure 97 on page 263) appears.
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Figure 97: Selected EAPMethod: EAP-TLS Helper Pane

3. Select the Enable EAP-TLSHelperMethod check box to enable the EAP-TLS helper
method.

NOTE: You canalso enable the EAP-TLShelpermethodby using theEAP
MethodsListpage. In theEAPMethodsListpage, click theStatus column
of the EAP-TLS Helper entry, select the appeared check box, and click
Apply.

4. Configure client certificate validation for the EAP-TLS helper protocol. For more

information about configuring client certificate validation, see “Configuring Client

Certificate Validation—EAP-TLS Helper” on page 264.
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5. Configure secondary authorization for the EAP-TLS helper protocol. For more

information about configuring secondary authorization, see “Configuring Secondary

Authentication—EAP-TLS Helper” on page 266.

6. Configure session resumption for the EAP-TLS helper protocol. For more information

aboutconfiguringsession resumption, see “ConfiguringSessionResumption—EAP-TLS

Helper” on page 269.

7. Configure advanced server settings for the EAP-TLS helper protocol. For more

information about configuring advanced server settings, see “Configuring Advanced

Server Settings—EAP-TLS Helper” on page 272.

8. Click Save to save the configuration.

Configuring Client Certificate Validation—EAP-TLS Helper

You use client certificate validation settings to specify how SBR Carrier performs CRL

checking.

To configure client certification validation for the EAP-TLShelper protocol using theWeb

GUI:
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1. In the Selected EAPMethod: EAP-TLS Helper pane, click the Client Certificate
Validation tab (Figure 98 on page 265).

Figure 98: EAP-TLS Helper—Client Certificate Validation

2. Select the Enable CRL Checking check box to enable CRL checking.

3. In the Retrieval Timeout field, enter the number of seconds you want the EAP-TLS
helper to wait for a CRL retrieval transaction to complete.

When CRL retrieval takes longer than the specified time, the user's authentication

request is rejected.

4. The Expiration Grace Period field contains the number of seconds during which an
expired CRLmay still be accepted.

The EAP-TLS helper always attempts to retrieve a newCRLwhen it is presentedwith

a certificate chain and it finds an expired CRL in its cache.
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• If you enter 0 to specify strict expirationmode, the EAP-TLShelper does not accept

an expired CRL.

• If you enter a value greater than 0 (lax expiration mode), the EAP-TLS helper

considers the expired CRL as an acceptable stand-in from the time the CRL expires

to the time the grace period ends.

5. Select the AllowMissing CDP Attribute check box if you want SBR Carrier to accept
a non-root certificate that does not have a CDP attribute.

WithoutaCDPattribute, theEAP-TLShelpercannot retrieveaCRLandcannotperform

a revocation check on the certificate.

If you select theAllowMissingCDPAttribute check box, the EAP-TLS helper accepts
such certificates and skips CRL checking for them.

If you clear theAllowMissingCDPAttribute check box, the EAP-TLS helper does not
accept a CRL with amissing CDP attribute.

6. If you want to specify a CRL cache timeout period, select the CRL Cache Timeout
Period check box and enter the number of hours in the CRL Cache Timeout Period
field.

• If you do not enable this setting, the CRL is refreshed whenever it expires.

• If you enable this setting and enter 0, SBR Carrier always regards the CRL in the

cacheas expired anddownloads anewCRLevery time it receives a client certificate

request.

• If youenable this settingandenteranumbergreater than0, theCRLbegins toexpire

when the age of the CRL in the cache exceeds the number of hours specified in this

field or when the scheduled CRL expiration time occurs, whichever comes first.

After aCRLhasexpiredbecause its scheduledexpiration timehaspassedorbecause

the CRL cache has timed out), SBR Carrier uses the expiration grace period to

determine whether to use the current CRL.

7. If the CDP contains a value that begins with the string //ldap:\\\, enter the name of
the LDAP server to use in the Default LDAP Server Name field.

CDPs generated by some CAs do not include the identity of the LDAP server. If you

expect to encounter certificates with this style CDP, specify the name of the LDAP

server that contains the CRLs.

If you do not specify a server name and such certificates are encountered, the CRL

retrieval fails.

Configuring Secondary Authentication—EAP-TLS Helper

You use secondary authorization settings to specify whether secondary authorization is

performed and, if it is, what information is used in the secondary authorization request.

To configure secondary authentication for the EAP-TLS helper protocol using theWeb

GUI:

Copyright © 2018, Juniper Networks, Inc.266

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



1. In theSelectedEAPMethod:EAP-TLSHelperpane,click theSecondaryAuthorization
tab (Figure 99 on page 267).

Figure 99: EAP-TLS Helper—Secondary Authorization

2. Select the Enable Secondary Authorization check box to enable secondary
authorization checking.

If secondary authorization is disabled, the EAP-TLS plug-in accepts the user upon

proof of ownership of a private key that matches a valid certificate.

If secondary authorization is enabled, a secondary authorization check against a

traditional authentication method such as an SQL plug-in is performed.

3. ForUserNameSource, select one of the following option buttons:SubjectCNname,
Principal Name,User-Name, andCalling-Station-Id. After the EAP-TLSmodule has
concluded its processing, it may still defer to a traditional authentication method

(coreorplug-in) for final authorization.Todoso, thatmethodmustprovideausername

and password to the traditional authentication method.
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NOTE: User-Name and Calling-Station-Id are only available for inner
authentication.

• If you select theSubjectCNoptionbutton, the EAP-TLSmodule parses theSubject
attribute of the client's certificate for the least significant 'CN=' and takes the value

of this attribute (for example, 'GeorgeWashington') as the username being passed

to the traditional authentication method.

• If you select the Principal Name option button, the EAP-TLSmodule uses the
principal name (subject alternate name or other name) from the client certificate

(for example, joe@acme.com) as the username being passed to the traditional

authentication method.

• If you select theUser-Name option button, the EAP-TLSmodule uses the RADIUS
username to the traditional authentication method. This is available only for inner

authentication.

• If you select the Calling-Station-Id option button, the EAP-TLSmodule uses the
calling station ID as the username being passed to the traditional authentication

method. This is available only for inner authentication.

4. If you plan to use secondary authorization against an authentication method (for

example, LDAP) that cannot be configured to ignore the lack of user credentials,

specify a fixed password that the plug-in uses on all secondary authorization checks

in the Fixed Password field.

By default, the secondary authorization check includes a username but no other user

credentials because no password or similar credential for the client is available at the

conclusion of the TLS handshake. Some authenticationmethods (Native User, LDAP,

and SQL) can be configured to not require user credentials.

5. If you want the EAP-TLS plug-in to add four attributes to the request before the

secondary authorization check is performed, select the IncludeCertificate Info check
box.

When the IncludeCertificate Infocheckbox is selected,SBRCarrier adds the following
attributes to the request:

• The Funk-Peer-Cert-Subject attribute contains the value of the Subject attribute
in the client certificate.

• The Funk-Peer-Cert-Principal attribute contains the value of the principal name
(subject alternate name or other name) attribute of the client certificate.

• The Funk-Peer-Cert-Issuer attribute contains the value of the Issuer attribute in
the client certificate.

• The Funk-Peer-Cert-Hash attribute contains a hexadecimal ASCII representation
of the SHA1 hash of the client certificate.

Copyright © 2018, Juniper Networks, Inc.268

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide

joe@acme.com


These attributes are ignored if the authentication method that performs the

authentication check does not use them.

6. You can use the inner authentication settings to specify the way in which the inner

authentication process operates.

NOTE: The inner authentication settings is applicable only for PAP
authentication.

To configure inner authentication settings:

• Select theUse Inner Radius check box to enable inner authentication when
secondary authorization is enabled.

• Select the Edit Inner Request check box and select the filter you want to use from
the drop-down list.

This filter affects the inner authentication request. The filter can be used to modify

attributes to influence routingof the innerauthentication througheditinganattribute

and selecting a realm.

• Select the Edit Outer Response check box and select the filter you want to use
from the drop-down list.

This filter is used to edit attributes in the inner authentication response.

• If this filter is specified, the filter is applied to the inner authentication response

and all resulting attributes are transferred to the outer authentication response.

• If this filter is not specified, no inner authentication response attributes are

transferred to the outer authentication response.

• Enter the attribute name that contains the profile name in the Profile Attribute
field.

This profile name is present in the attribute returned from the inner authentication

response. If the profile name is not available in the SBR, an Access-Rejectmessage

is sent.

• Enter the directed or proxy realm name in the Realm field.

If a realm name is configured in the SBR, all inner authentications are forwarded to

the realm. If a realm name is not configured, then standard authentication takes

place as defined in the proxy.ini file.

Configuring Session Resumption—EAP-TLS Helper

You use session resumption settings to specify under what circumstances session

resumption is performed.
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NOTE: Forsession resumption towork, theNADmustbeconfiguredtohandle
theSession-Timeout return list attribute, so that theNADcannotify theclient
to reauthenticate after the session timer has expired.

To configure session resumption for the EAP-TLS helper protocol using theWeb GUI:

1. In the Selected EAPMethod: EAP-TLS Helper pane, click the Session Resumption
tab (Figure 100 on page 270).

Figure 100: EAP-TLS Helper—Session Resumption

2. In the Session Timeout(In Seconds) field, enter the number of seconds the client
may remain connected to the NAD before having to reauthenticate.

If you enter a number greater than 0, the lesser of this value and the remaining

resumption limit is sent in a Session-Timeout attribute to the RADIUS client on the
RADIUS Access-Accept response.
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If you enter 0, a Session-Timeout attribute is not generated. This does not prevent
the authentication methods performing secondary authorization from providing a

value for this attribute.

Entering a value such as 600 seconds (10minutes) does not necessarily cause a full

reauthentication to occur every 10minutes. You can configure the resumption limit

to makemost reauthentications fast and computationally efficient.

3. Enter the value to be returned in a Termination-Action attribute in the Termination
Action field.

The Termination-Action attribute is a standard attribute supported by most access
points and determines what happens when the session timeout is reached. Valid

values are:

• -1: Do not send the attribute; the default value. This does not prevent any

authentication method that performs secondary authorization from providing a

value for this attribute.

• 0: Send the Termination-Action attribute with a value of 0.

• 1: Send the Termination-Action attribute with a value of 1.

4. Enter themaximumnumberof secondsyouwant theclient tobeable to reauthenticate

using the TLS session resumption feature in theResumption Limit(InSeconds) field.

This type of reauthentication is fast and computationally efficient. It does, however,

depend on previous authentications and is not as secure as a complete

(computationally expensive) authentication. Specifying a value of 0 disables the

session resumption feature.

BEST PRACTICE: Using the Resumption Limit Option Effectively

Two scenarios where the resumption limit can be used effectively:

• In a wireless environment, the client is moving between access points.
The resumption limit can be tuned tomake the handover between
access points smoother by not forcing a complete reauthorization that
requires repeated verification of user information.

When the new access point queries SBR Carrier, the server replies that
the session ID is already valid. Because it is known tobe good, repeating
the inner authentication is not required, which saves some time. The
access point acknowledges the reauthorization not requiredmessage
and the session continues.

• Another use for resumption limit occurs when the server ordinarily
requires the client to reauthorize every 10minutes or so, to ensure the
client is still connected. Setting the resumption limit to 3600 seconds
with a session timeout of 600 secondsmeans that the interval
reauthorizations are fast and efficient, and a complete reauthorization
is required just once an hour instead of every 10minutes.

271Copyright © 2018, Juniper Networks, Inc.

Chapter 15: Setting Up EAPMethods



Configuring Advanced Server Settings—EAP-TLS Helper

Youuseadvanced server settings to specify themanner inwhich the inner authentication

step operates.

To configure advanced server settings for the EAP-TLS helper protocol using theWeb

GUI:

1. In the Selected EAPMethod: EAP-TLS Helper pane, click the Advanced Server
Settings tab (Figure 101 on page 272).

Figure 101: EAP-TLS Helper—Advanced Server Settings

2. In the TLSMessage Fragment Length field, enter the maximum length of the TLS

message that may be generated during each iteration of the TLS exchange.

Enter a number in the range 500 through 4096 bytes. This value affects the number

of RADIUS challenge or response round-trips required to conclude the TLS exchange.
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Some access points may have problems with RADIUS responses or EAPmessages

that exceed the size of one Ethernet frame (1500 bytes including IP/UDP headers).

The default length for TLSmessages is 1020 bytes, which prevents the RADIUS

challenge response (carried in a UDP packet) from exceeding one Ethernet frame.

3. In theMax Transaction Time field, enter the maximum number of seconds you want

for the EAP-TLS helper authentication sequence to complete.

• Enter a value in the range 1 through 3600seconds. Thedefault value is 120 seconds.

• If the authentication sequence takes longer than this setting, user authentication

is aborted.

4. In the Challenge Timeout field, enter the number of seconds after which a challenge
request times out.

You can enter a value greater thanor equal to 1 second, but this valuemust not exceed

thevalue specified in theMaxTransactionTime field. Thedefault value is 30seconds.

5. Select the ReturnMPPE Keys check box to specify whether the EAP-TLS helper
includes RADIUSMS-MPPE-Send-Key andMS-MPPE-Recv-Key attributes in the
final RADIUS Access-Accept response sent to the access point.

Enable this option if the access point needs to key theWEP encryption. If the access

point is authenticating only end users andWEP is not being used, you can clear this

check box.

6. Use the TLS Protocol Version list to specify the TLS protocol version on which the
server expects the client to initiate the handshake process.

Valid values are TLSv1, TLSv1.1, and TLSv1.2.

7. Use theDHPrime Bits list to specify the number of bits in the prime number that the
module uses for Diffie-Hellman exponentiation.

Selecting a longer prime number makes the system less susceptible to certain types

of attacks but requires more CPU processing to compute the Diffie-Hellman key

agreement operation.

Valid values are 512, 1024, 1536, 2048, 3072, and 4096 bits.

8. In theCipher Suites field, enter the TLS cipher suites (in order of preference) that the
server is to use.

These cipher suites are documented in RFC 2246, The TLS Protocol Version 1, RFC

4346, The TLS Protocol Version 1.1, and RFC 5246, The TLS Protocol Version 1.2.

Default value is 0x003C,0x003D,0x0067,0x006B,0x0039,
0x0038,0x0033,0x0035,0x002F,0x000a,0x0005,0x0004,0x0007.

See Table 36 on page 261 for the list of tested cipher suites and their TLS protocol

versions.

273Copyright © 2018, Juniper Networks, Inc.

Chapter 15: Setting Up EAPMethods



EAP-TTLS Authentication Protocol

EAP-TTLS (Tunneled Transport Layer Security) is designed to provide authentication

that is as strong as EAP-TLS, but it does not require that each user be issued a certificate.

Instead, only the authentication servers are issued certificates. User authentication is

performed by password, but the password credentials are transported in a securely

encrypted tunnel established based upon the server certificates.

1. After the authentication server determines that the user hasmade an authentication

request, it sends its certificate to the user’s system (Figure 102 on page 274).

Figure 102: TTLS Server Certificate Sent to NAD
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2. The authentication server’s certificate is used to establish a tunnel between the user

and the server (Figure 103 on page 274).

Figure 103: TTLS Tunnel Established
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3. After the tunnel is established, credentials can be exchanged safely between the

server and the user because tunnels encrypt all data in a secure fashion. This stage

is called inner authentication (Figure 104 on page 274).

Figure 104: TTLS Inner Authentication
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Step 3
Inner Authentication

With EAP-TTLS, you do not need to create a new infrastructure of user certificates. User

authentication is performed against the same security database that is already in use

on the corporate LAN; for example, SQL or LDAP databases.
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The routing of the inner authentication request is handled either by means of standard

SBR Carrier authentication request routing, or by means of a directed realm. If your

EAP-TTLS tunnel ends at a dedicated server, and you want all the inner authentication

requests to be performed by other servers, use standard request routing so the proxy

realm target can be determined in a standard fashion (that is, the decoration of the

username revealed by inner authentication). If your EAP-TTLS tunnel and inner

authentication are handled by the same server, you can use a directed realm to specify

which authentication methods handle the inner authentication.

Configuring EAP-TTLS as an EAP AuthenticationMethod

To configure EAP-TTLS using theWeb GUI:

1. Select RADIUS Configuration > Authentication Policies > EAPMethods.

The EAPMethods List page (Figure 92 on page 251) appears.

2. Select EAP-TTLS.

The Selected EAPMethod: EAP-TTLS pane (Figure 105 on page 276) appears.
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Figure 105: Selected EAPMethod: EAP-TTLS Pane

3. Select the Enable EAP-TTLSMethod check box to enable the EAP-TTLSmethod.

NOTE: You can also enable the EAP-TTLSmethod by using the EAP
MethodsListpage. In theEAPMethodsListpage, click theStatus column
of the EAP-TTLS entry, select the appeared check box, and click Apply.

4. Configure client certificate validation for theEAP-TTLSprotocol. Formore information

about configuring client certificate validation, see “Configuring Client Certificate

Validation—EAP-TTLS” on page 277.

5. Configure request filters for the EAP-TTLS protocol. For more information about

configuring request filters, see “ConfiguringRequest Filters—EAP-TTLS” onpage 280.
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6. Configure response filters for the EAP-TTLS protocol. For more information about

configuring responsefilters, see“ConfiguringResponseFilters—EAP-TTLS”onpage282.

7. Configure session resumption for theEAP-TTLSprotocol. Formore informationabout

configuring session resumption, see “Configuring Session Resumption—EAP-TTLS”

on page 284.

8. Configure inner authentication for theEAP-TTLSprotocol. Formore informationabout

configuring inner authentication, see “Configuring Inner Authentication

Settings—EAP-TTLS” on page 287.

9. Configure advanced server settings for the EAP-TTLS protocol. For more information

about configuring advanced server settings, see “Configuring Advanced Server

Settings—EAP-TTLS” on page 288.

10. Click Save to save the configuration.

Configuring Client Certificate Validation—EAP-TTLS

You use client certificate validation settings to specify how SBR Carrier performs CRL

checking.

To configure client certificate validation for the EAP-TTLS protocol using theWeb GUI:
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1. In theSelected EAPMethod: EAP-TTLS pane, click theClient Certificate Validation
tab (Figure 106 on page 278).

Figure 106: EAP-TTLS—Client Certificate Validation

2. Select the Enable CRL Checking check box to enable CRL checking.

3. If you want to require the client to provide a certificate as part of the TTLS exchange,

select the Require Client Certificate check box.

NOTE: Tovalidateclientcertificates,enableboththeEnableCRLChecking
and Require Client Certificate check boxes.

4. In the Retrieval Timeout field, enter the number of seconds you want EAP-TTLS to
wait for a CRL checking transaction to complete, when the CRL check involves a CRL

retrieval.
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When CRL retrieval takes longer than the specified time, the user's authentication

request results in a reject.

5. Enter the number of seconds during which a CRL is still considered acceptable after

it has expired in the Expiration Grace Period field.

EAP-TTLSalwaysattempts to retrieveanewCRLwhen it ispresentedwithacertificate

chain and it finds an expired CRL in its cache.

• If you enter 0 (strict expiration mode), EAP-TTLS does not accept a CRL that has

expired.

• If you enter a value greater than 0 (lax expiration mode), EAP-TTLS considers the

expired CRL as an acceptable stand-in from the time the CRL expires to the time

the grace period ends.

6. Select the AllowMissing CDP Attribute check box if you want SBR Carrier to accept
a non-root certificate that does not have a CDP attribute.

Without a CDP attribute, EAP-TTLS cannot retrieve a CRL and cannot perform a

revocation check on the certificate.

• If you select the AllowMissing CDP Attribute check box, EAP-TTLS accepts such
certificates and skips CRL checking for them.

• If you clear theAllowMissingCDPAttribute check box, EAP-TTLSdoes not accept
a CRL with amissing CDP attribute.

7. If you want to specify a CRL cache timeout period, select the CRL Cache Timeout
Period check box and enter the number of hours in the CRL Cache Timeout Period
field.

• If you do not enable this setting, the CRL is refreshed whenever it expires.

• If you enable this setting and enter 0, SBR Carrier always regards the CRL in the

cacheas expired anddownloads anewCRLevery time it receives a client certificate

request.

• If youenable this settingandenteranumbergreater than0, theCRLbegins toexpire

when the age of the CRL in the cache exceeds the number of hours specified in this

field or when the scheduled CRL expiration time occurs, whichever comes first.

After aCRLhasexpired (because its scheduledexpiration timehaspassedor because

the CRL cache has timed out), SBR Carrier uses the expiration grace period to

determine whether to use the current CRL.

8. In the Default LDAP Server Name field, enter the name of the LDAP server to use if
the CDP contains a value that begins with the string //ldap:\\\.

CDPs generated by some CAs do not include the identity of the LDAP server. If you

expect to encounter certificates with this style CDP, specify the name of the LDAP

server that contains the CRLs.

If you do not specify a server name and such certificates are encountered, the CRL

retrieval fails.
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9. If you want the EAP-TTLS plug-in to add four attributes to the outer request before

the secondary authorization check is performed, select the Include Certificate Info
check box.

When the IncludeCertificate Infocheckbox is selected,SBRCarrier adds the following
attributes to the request:

• The Funk-Peer-Cert-Subject attribute contains the value of the Subject attribute
in the client certificate.

• The Funk-Peer-Cert-Principal attribute contains the value of the principal name
(Subject Alternate Name or Other Name) attribute of the client certificate.

• The Funk-Peer-Cert-Issuer attribute contains the value of the Issuer attribute in
the client certificate.

• The Funk-Peer-Cert-Hash attribute contains a hexadecimal ASCII representation
of the SHA1 hash of the client certificate.

If these attributes are to be used in the inner authentication, theymust be transferred

from the outer request by using a filter (see “Configuring Request Filters—EAP-TTLS”

onpage280). Theseattributesare ignored if theauthenticationmethod thatperforms

the authentication check does not use them. The attributes are available in Realm

Selection for EAP-TTLS inner authentication, andproxy filtering fromEAP-TTLS inner

authentication.

Special-purpose VSAs carry the certificate information andmust be filtered into the

inner authenticationmethod inorder tobemadeavailable for validation. For example,

these lines could be added to the ttls transfer filter:

Allow Funk-Peer-Cert-Subject
Allow Funk-Peer-Cert-Principal
Allow Funk-Peer-Cert-Hash
Allow Funk-Peer-Cert-Issuer

Configuring Request Filters—EAP-TTLS

Request filters affect the attributes of inner authentication requests. By default, SBR

Carrier does not use request filters.

NOTE: Youmust configure filters before you can associate themwith an
authenticationmethod. For information about configuring filters, refer to
“Setting Up Filters” on page 207.
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To configure request filtering for the EAP-TTLS protocol using theWeb GUI:

1. In the Selected EAPMethod: EAP-TTLS pane, click the Request Filters tab
(Figure 107 on page 281).

Figure 107: EAP-TTLS—Request Filters

2. Optionally, select the Transfer Outer Attribs to New check box and select the filter

you want to use from the Transfer Outer Attribs to New list.

This filter affects only a new inner authentication request.

• If this filter is specified, all attributes from the outer request are transferred to the

inner request and this filter is applied. The transfer occurs and the filter is applied

before any attributes specified in the inner authentication are added to the request.

• If this filter is not specified, no attributes from the outer request are transferred to

the inner request.
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3. Optionally, select the Transfer Outer Attribs to continue check box and select the
filter you want to use from the Transfer Outer Attribs to continue list.

This filter affects only a continued inner authentication request (rather than the first

inner authentication request discussed in the previous step). If this filter is specified,

all attributes from the outer request are transferred to the inner request and this filter

is applied. The transfer occurs and the filter is applied before any attributes specified

in the inner authentication are added to the request.

If this filter is not specified, no attributes from the outer request are transferred to the

inner request.

4. Optionally, select the Edit New check box and select the filter you want to use from

the Edit New list.

This filter affects only a new inner authentication request. If this filter is specified, it

is applied to the inner request that is the cumulative result of attributes transferred

from the outer request (by the filter specified in Step 2) and attributes included in the

inner authentication request sent through the tunnel by the client.

If this filter is not specified, the request remains unaltered.

5. Optionally, select the Edit Continue check box and select the filter you want to use
from the Edit Continue list.

This filter affects only a continued inner authentication request (rather than a new

inner authentication request). If this filter is specified, it is applied to the inner request

that is the cumulative result of attributes transferred from the outer request (by the

filter specified in Step 3) and attributes included in the inner authentication request

sent through the tunnel by the client.

If this filter is not specified, the request remains unaltered.

Configuring Response Filters—EAP-TTLS

Response filters affect the attributes in the final response (Access-Accept or

Access-Reject) returned to the originating NAD. By default, SBR Carrier does not use

response filters.

To configure response filtering for the EAP-TTLS protocol using theWeb GUI:

1. In the Selected EAPMethod: EAP-TTLS pane, click the Response Filters tab
(Figure 108 on page 283).
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Figure 108: EAP-TTLS—Response Filters

2. Optionally, select the Transfer Inner Attribs ToAccept check box and select the filter
you want to use from the Transfer Inner Attribs To Accept list.

This filter affects only an outer Access-Accept response that is sent back to a NAD.

• If this filter is specified, the filter is applied to the inner authentication response and

all resulting attributes are transferred to the outer authentication response.

• If this filter is not specified, no inner authentication response attributes are

transferred to the outer authentication response.

3. Optionally, select the Transfer Inner Attribs To Reject check box and select the filter
you want to use from the Transfer Inner Attribs To Reject list.

This filter affects only a continued inner authentication request (rather than the first

inner authentication request). If this filter is specified, all attributes from the outer

request are transferred to the inner request and this filter is applied. The transfer
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occursand the filter is appliedbeforeanyattributes specified in the innerauthentication

are added to the request.

If this filter is not specified, no attributes from the outer request are transferred to the

inner request.

Configuring Session Resumption—EAP-TTLS

You use session resumption settings to specify whether session resumption is permitted

and under what circumstances session resumption is performed.

NOTE: Forsession resumption towork, theNADmustbeconfiguredtohandle
theSession-Timeout return list attribute, so that theNADcannotify theclient
to reauthenticate after the session timer has expired.

To configure session resumption for the EAP-TTLS protocol using theWeb GUI:
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1. In the Selected EAPMethod: EAP-TTLS pane, click the Session Resumption tab
(Figure 109 on page 285).

Figure 109: EAP-TTLS—Session Resumption

2. In the Session Timeout(In Seconds) field, enter the maximum number of seconds

you want the client to remain connected to the NAD before having to reauthenticate.

• If you enter 0, no Session-Limit attribute is generated. This does not prevent the
authenticationmethodsperformingsecondaryauthorization fromprovidingavalue

for this attribute.

• If you enter a number greater than 0, the lesser of this value and the remaining

resumption limit is sent in a Session-Limit attribute to the RADIUS client on the
RADIUS Access-Accept response.
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Entering a value such as 600 seconds (10minutes) does not necessarily cause a full

reauthentication to occur every 10minutes. You can configure the resumption limit

to makemost reauthentications fast and computationally efficient.

3. Enter the value to be returned in a Termination-Action attribute in the Termination
Action field.

The Termination-Action attribute is a standard attribute supported by most access
points and determines what happens when the session timeout is reached. Valid

values are:

• -1: Do not send the attribute; the default value. This does not prevent any

authentication method that performs secondary authorization from providing a

value for this attribute.

• 0:Send theTermination-Actionattributewitha valueof0, to terminate the session.

• 1: Send the Termination-Action attribute with a value of 1, which forces
reauthentication when the Session-Time expires.

4. In the Resumption Limit(In Seconds) field, enter the maximum number of seconds

you want the client to be able to reauthenticate using the TTLS session resumption

feature.

This type of reauthentication is fast and computationally efficient. It does, however,

depend on previous authentications and is not as secure as a complete

(computationally expensive) authentication. Specifying a value of 0 disables the

session resumption feature.

BEST PRACTICE: Using the Resumption Limit Option Effectively

Two scenarios where the resumption limit can be used effectively:

• In a wireless environment, the client is moving between access points.
The resumption limit can be tuned tomake the handover between
access points smoother by not forcing a complete reauthorization that
requires repeated verification of user information.

When the new access point queries SBR Carrier, the server replies that
the session ID is already valid. Because it is known tobe good, repeating
the inner authentication is not required, which saves some time. The
access point acknowledges the reauthorization not requiredmessage
and the session continues.

• Another use for resumption limit occurs when the server ordinarily
requires the client to reauthorize every 10minutes or so, to ensure the
client is still connected. Setting the resumption limit to 3600 seconds
with a session timeout of 600 secondsmeans that the interval
reauthorizations are fast and efficient, and a complete reauthorization
is required just once an hour instead of every 10minutes.
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Configuring Inner Authentication Settings—EAP-TTLS

You use the inner authentication settings to specify the way in which the inner

authentication step operates.

To configure inner authentication settings for the EAP-TTLS protocol using theWebGUI:

1. In the Selected EAPMethod: EAP-TTLS pane, click the Inner Authentication tab
(Figure 110 on page 287).

Figure 110: EAP-TTLS—Inner Authentication

2. If you want requests to be routed based on themethods listed in the directed realm,

enter the name of a directed realm in the Directed Realm field.

Omitting this setting causes the inner authentication request to be handled like any

other request received from a NAD.
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3. If you want requests to be processed bymeans of a realm selection script, enter the

name of a script in the Realm Selection Script field.

Youmust license the optional JavaScripting module to use realm selection scripts.

For information about realm selection scripting, refer

“Creating Realm Selection Scripts” on page 851.

Configuring Advanced Server Settings—EAP-TTLS

Youuseadvanced server settings to specify themanner inwhich the inner authentication

step operates.

To configure advanced server settings for the EAP-TTLS protocol using theWeb GUI:
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1. In the Selected EAPMethod: EAP-TTLS pane, click the Advanced Server Settings
tab (Figure 111 on page 289).

Figure 111: EAP-TTLS—Advanced Server Settings

2. In the TLSMessage Fragment Length field, enter the maximum length of the TLS

message that may be generated during each iteration of the TLS exchange.

Enter a number in the range 500 through 4096 bytes. This value affects the number

of RADIUS challenge/response round-trips required to conclude the TLS exchange.

A value of 1400 bytes may result in 6 round-trips, while a value of 500 bytes may

result in 15 round-trips.

Some access points may have problems with RADIUS responses or EAPmessages

that exceed the size of one Ethernet frame (1500 bytes including IP/UDP headers).

The default length for TLSmessages is 1020 bytes, which prevents the RADIUS

challenge response (carried in a UDP packet) from exceeding one Ethernet frame.

3. In theMax Transaction Time field, enter the maximum number of seconds you want

for the EAP-TTLS authentication sequence to complete.
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• Enter a value in the range 1 through 3600seconds. Thedefault value is 120 seconds.

• If the authentication sequence takes longer than this setting, user authentication

is aborted.

4. In the Challenge Timeout field, enter the number of seconds after which a challenge
request times out.

You can enter a value greater thanor equal to 1 second, but this valuemust not exceed

thevalue specified in theMaxTransactionTime field. Thedefault value is 30seconds.

5. Select the ReturnMPPE Keys check box to specify whether the TTLS authentication
method includes RADIUSMS-MPPE-Send-Key andMS-MPPE-Recv-Key attributes
in the final RADIUS Access-Accept response sent to the access point.

Select this checkbox if theaccesspointneeds tokey theWEPencryption. If theaccess

point is authenticating only end users andWEP is not being used, you can clear this

check box. Disable this option for WiMAX.

6. Use the TLS Protocol Version list to specify the TLS protocol version on which the
server expects the client to initiate the handshake process.

Valid values are TLSv1, TLSv1.1, and TLSv1.2.

7. Use theDHPrime Bits list to specify the number of bits in the prime number that the
module uses for Diffie-Hellman exponentiation.

Selecting a longer prime number makes the system less susceptible to certain types

of attacks but requires more CPU processing to compute the Diffie-Hellman key

agreement operation.

Valid values are 512, 1024, 1536, 2048, 3072, and 4096 bits.

8. In theCipher Suites field, enter the TLS cipher suites (in order of preference) that the
server is to use.

These cipher suites are documented in RFC 2246, The TLS Protocol Version 1, RFC

4346, The TLS Protocol Version 1.1, and RFC 5246, The TLS Protocol Version 1.2.

Default value is 0x003C,0x003D,0x0067,0x006B,0x0039,0x0038,
0x0033,0x0035,0x002F,0x000a,0x0005,0x0004,0x0007.

See Table 36 on page 261 for the list of tested cipher suites and their TLS protocol

versions.

EAP-PEAP Authentication Protocol

TheEAP-PEAP(ProtectedEAP)protocol is similar toEAP-TTLS.UnlikeEAP-TTLS,which

can tunnel any kind of authentication request (such as PAP or CHAP) and extended

attributes, PEAP can tunnel only other EAP protocols inside its connection.

EAP-PEAPworks in two phases:

• In Phase 1, the client authenticates the server and uses a TLS handshake to create an

encrypted tunnel.
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• In Phase 2, the server authenticates the user or machine credentials using an EAP

authentication protocol. The EAP authentication is protected by the encrypted tunnel

created in Phase 1. The authentication type negotiated during Phase 2 can be any valid

EAP type, such as MS-CHAPv2.

Configuring EAP-PEAP as an EAP AuthenticationMethod

NOTE: A valid server certificatemust be in place on the SBR Carrier server
before youconfigure theEAP-PEAPauthenticationprotocol. For information
about configuring certificates, see “Certificates” on page 227.

To configure EAP-PEAP on a SBR Carrier server using theWeb GUI:

1. Select RADIUS Configuration > Authentication Policies > EAPMethods.

The EAPMethods List page (Figure 92 on page 251) appears.

2. Select EAP-PEAP.

The Selected EAPMethod: EAP-PEAP pane (Figure 112 on page 292) appears.
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Figure 112: Selected EAPMethod: EAP-PEAP Pane

3. Select the Enable EAP-PEAPMethod check box to enable the EAP-PEAPmethod.

NOTE: You can also enable the EAP-PEAPmethod by using the EAP
MethodsListpage. In theEAPMethodsListpage, click theStatus column
of the EAP-PEAP entry, select the appeared check box, and click Apply.

4. Configure request filters for the EAP-PEAP protocol. For more information about

configuring request filters, see “ConfiguringRequest Filters—EAP-PEAP” onpage 293.

5. Configure response filters for the EAP-PEAP protocol. For more information about

configuring responsefilters, see“ConfiguringResponseFilters—EAP-PEAP”onpage295.
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6. Configuresession resumption for theEAP-PEAPprotocol. Formore informationabout

configuring session resumption, see “Configuring Session Resumption—EAP-PEAP”

on page 297.

7. Configure innerauthentication for theEAP-PEAPprotocol. Formore informationabout

configuring inner authentication, see “Configuring Inner Authentication

Settings—EAP-PEAP” on page 300.

8. Configure advanced server settings for the EAP-PEAP protocol. Formore information

about configuring advanced server settings, see “Configuring Advanced Server

Settings—EAP-PEAP” on page 301.

9. Click Save to save the configuration.

Configuring Request Filters—EAP-PEAP

Request filters affect the attributes of inner authentication requests. By default, SBR

Carrier does not use request filters.

NOTE: Youmust configure filters using the Filters page before you can
associate themwith the EAP-PEAP authenticationmethod. For information
about configuring filters, refer to “Setting Up Filters” on page 207.

293Copyright © 2018, Juniper Networks, Inc.

Chapter 15: Setting Up EAPMethods



To configure request filtering for the EAP-PEAP protocol using theWeb GUI:

1. In the Selected EAPMethod: EAP-PEAP pane, click the Request Filters tab
(Figure 113 on page 294).

Figure 113: EAP-PEAP—Request Filters

2. Optionally, select the Transfer Outer Attribs to New check box and select the filter

you want to use from the Transfer Outer Attribs to New list.

This filter affects only a new inner authentication request (rather than continuations

of previous requests).

• If this filter is specified, all attributes from the outer request are transferred to the

inner request and this filter is applied. The transfer occurs and the filter is applied

before any attributes specified in the inner authentication are added to the request.
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• If this filter is not specified, no attributes from the outer request are transferred to

the inner request.

3. Optionally, select the Transfer Outer Attribs to continue check box and select the
filter you want to use from the Transfer Outer Attribs to continue list.

This filter affects only a continued inner authentication request (rather than the first

inner authentication request). If this filter is specified, all attributes from the outer

request are transferred to the inner request and this filter is applied. The transfer

occursand the filter is appliedbeforeanyattributes specified in the innerauthentication

are added to the request.

If this filter is not specified, no attributes from the outer request are transferred to the

inner request.

4. Optionally, select the Edit New check box and select the filter you want to use from

the Edit New list.

This filter affects only a new inner authentication request (rather than continuations

of previous requests). If this filter is specified, it is applied to the inner request that is

the cumulative result of attributes transferred from the outer request (by the filter

specified in Step 2) and attributes included in the inner authentication request sent

through the tunnel by the client.

If this filter is not specified, the request remains unaltered.

5. Optionally, select the Edit Continue check box and select the filter you want to use
from the Edit Continue list.

This filter affects only a continued inner authentication request (rather than a new

inner authentication request). If this filter is specified, it is applied to the inner request

that is the cumulative result of attributes transferred from the outer request (by the

filter specified in Step 3) and attributes included in the inner authentication request

sent through the tunnel by the client.

If this filter is not specified, the request remains unaltered.

Configuring Response Filters—EAP-PEAP

Response filters affect the attributes in the final response (Access-Accept or

Access-Reject) returned to the originating NAD. By default, SBR Carrier does not use

response filters.

To configure response filtering for the EAP-PEAP protocol using theWeb GUI:

1. In the Selected EAPMethod: EAP-PEAP pane, click the Response Filters tab
(Figure 114 on page 296).

295Copyright © 2018, Juniper Networks, Inc.

Chapter 15: Setting Up EAPMethods



Figure 114: EAP-PEAP—Response Filters

2. Optionally, select the Transfer Inner Attribs to Accept check box and select the filter
you want to use from the Transfer Inner Attribs to Accept list.

This filter affects only an outer Access-Accept response that is sent back to a NAD.

• If this filter is specified, the filter is applied to the inner authentication response and

all resulting attributes are transferred to the outer authentication response.

• If this filter is not specified, no inner authentication response attributes are

transferred to the outer authentication response.
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3. Optionally, select the Transfer Inner Attribs to Reject check box and select the filter
you want to use from the Transfer Inner Attribs to Reject list.

This filter affects only a continued inner authentication request (rather than the first

inner authentication request). If this filter is specified, all attributes from the outer

request are transferred to the inner request and this filter is applied. The transfer

occursand the filter is appliedbeforeanyattributes specified in the innerauthentication

are added to the request.

If this filter is not specified, no attributes from the outer request are transferred to the

inner request.

Configuring Session Resumption—EAP-PEAP

You use session resumption settings to specify whether session resumption is permitted

and under what circumstances session resumption is performed.

NOTE: Forsession resumption towork, theNADmustbeconfiguredtohandle
theSession-Timeout return list attribute, so that theNADcannotify theclient
to reauthenticate after the session timer has expired.

To configure session resumption for the EAP-PEAP protocol using theWeb GUI:
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1. In the Selected EAPMethod: EAP-PEAP pane, click the Session Resumption tab
(Figure 115 on page 298).

Figure 115: EAP-PEAP—Session Resumption

2. In the Session TImeout(In Seconds) field, enter the maximum number of seconds

you want the client to remain connected to the NAD before having to reauthenticate.

If you enter a number greater than 0, the lesser of this value and the remaining

resumption limit is sent in a Session-Limit attribute to the RADIUS client on the
RADIUS Access-Accept response.
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If you enter 0, no Session-Limit attribute is generated. This does not prevent the
authentication methods performing secondary authorization from providing a value

for this attribute.

Entering a value such as 600 seconds (10minutes) does not necessarily cause a full

reauthentication to occur every 10minutes. You can configure the resumption limit

to makemost reauthentications fast and computationally efficient.

3. Enter the value to be returned in a Termination-Action attribute in the Termination
Action field.

The Termination-Action attribute is a standard attribute supported by most access
points and determines what happens when the session timeout is reached. Valid

values are:

• -1: Do not send the attribute; the default value. This does not prevent any

authentication method that performs secondary authorization from providing a

value for this attribute.

• 0: Send the Termination-Action attribute with a value of 0.

• 1: Send the Termination-Action attribute with a value of 1.

4. Enter themaximumnumberof secondsyouwant theclient tobeable to reauthenticate

using the TLS session resumption feature in theResumption Limit(InSeconds) field.

This type of reauthentication is fast and computationally efficient. It does, however,

depend on previous authentications and is not as secure as a complete

(computationally expensive) authentication. Specifying a value of 0 disables the

session resumption feature.

BEST PRACTICE: Using the Resumption Limit Option Effectively

Two scenarios where the resumption limit can be used effectively:

• In a wireless environment, the client is moving between access points.
The resumption limit can be tuned tomake the handover between
access points smoother by not forcing a complete reauthorization that
requires repeated verification of user information.

When the new access point queries SBR Carrier, the server replies that
the session ID is already valid. Because it is known tobe good, repeating
the inner authentication is not required, which saves some time. The
access point acknowledges the reauthorization not requiredmessage
and the session continues.

• Another use for resumption limit occurs when the server ordinarily
requires the client to reauthorize every 10minutes or so, to ensure the
client is still connected. Setting the resumption limit to 3600 seconds
with a session timeout of 600 secondsmeans that the interval
reauthorizations are fast and efficient, and a complete reauthorization
is required just once an hour instead of every 10minutes.
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Configuring Inner Authentication Settings—EAP-PEAP

Inner authentication settings let you specify themanner inwhich the inner authentication

step operates.

To configure inner authentication settings for the EAP-PEAPprotocol using theWebGUI:

1. In the Selected EAPMethod: EAP-PEAP pane, click the Inner Authentication tab
(Figure 116 on page 300).

Figure 116: EAP-PEAP—Inner Authentication

2. Optionally, enter the name of a directed realm in the Directed Realm field.
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Specifying the name of a directed realm causes the request to be routed based on

themethods listed in the directed realm. Omitting this setting causes the inner

authentication request to be handled like any other request received from a NAD.

3. Optionally, enter the name of a realm selection script in the Realm Selection Script
field.

Youmust license the optional JavaScripting module to use realm selection scripts.

For information about realm selection scripting, refer

“Creating Realm Selection Scripts” on page 851.

Configuring Advanced Server Settings—EAP-PEAP

Youuseadvanced server settings to specify themanner inwhich the inner authentication

step operates.

To configure advanced server settings for the EAP-PEAP protocol using theWeb GUI:
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1. In the Selected EAPMethod: EAP-PEAP pane, click the Advanced Server Settings
tab (Figure 117 on page 302).

Figure 117: EAP-PEAP—Advanced Server Settings

2. In the TLSMessage Fragment Length field, enter the maximum length of the TLS

message that may be generated during each iteration of the TLS exchange.

Enter a number in the range 500 through 4096 bytes. This value affects the number

of RADIUS challenge/response round-trips required to conclude the TLS exchange.

A value of 1400 bytes may result in 6 round-trips, while a value of 500 bytes may

result in 15 round-trips.

Some access points may have problems with RADIUS responses or EAPmessages

that exceed the size of one Ethernet frame (1500 bytes including IP/UDP headers).

The default length for TLSmessages is 1020 bytes, which prevents the RADIUS

challenge response (carried in a UDP packet) from exceeding one Ethernet frame.

Copyright © 2018, Juniper Networks, Inc.302

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



3. In theMax Transaction Time field, enter the maximum number of seconds you want

for the authentication sequence to complete.

If the authentication sequence takes longer than this setting, user authentication is

aborted.

4. In the Challenge Timeout field, enter the number of seconds after which a challenge
request times out.

You can enter a value greater thanor equal to 1 second, but this valuemust not exceed

thevalue specified in theMaxTransactionTime field. Thedefault value is 30seconds.

5. Select the ReturnMPPE Keys check box to specify whether the EAP-PEAPmodule
includes RADIUSMS-MPPE-Send-Key andMS-MPPE-Recv-Key attributes in the
final RADIUS Access-Accept response sent to the access point.

Select this checkbox if theaccesspointneeds tokey theWEPencryption. If theaccess

point is authenticating only end users andWEP is not being used, you can clear this

check box.

6. Use the TLS Protocol Version list to specify the TLS protocol version on which the
server expects the client to initiate the handshake process.

Valid values are TLSv1, TLSv1.1, and TLSv1.2.

7. Use theDHPrime Bits list to specify the number of bits in the prime number that the
module uses for Diffie-Hellman exponentiation.

Selecting a longer prime number makes the system less susceptible to certain types

of attacks but requires more CPU processing to compute the Diffie-Hellman key

agreement operation.

Valid values are 512, 1024, 1536, 2048, 3072, and 4096 bits.

8. In theCipher Suites field, enter the TLS cipher suites (in order of preference) that the
server is to use.

These cipher suites are documented in RFC 2246, The TLS Protocol Version 1, RFC

4346, The TLS Protocol Version 1.1, and RFC 5246, The TLS Protocol Version 1.2.

Default value is 0x003C,0x003D,0x0067,0x006B,0x0039,0x0038,
0x0033,0x0035,0x002F,0x000a,0x0005,0x0004,0x0007.

See Table 36 on page 261 for the list of tested cipher suites and their TLS protocol

versions.

9. In thePEAPMinimumVersion field, enter theminimum version of the PEAP protocol

that you want the server to negotiate.

If you enter 0, the server negotiates version 0.

If you enter 1, the server negotiates version 1.
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NOTE: The value entered in this settingmust be less than or equal to the
value entered for the PEAPMaximumVersion field.

10. In thePEAPMaximumVersion field, enter themaximumversionof thePEAPprotocol

that you want the server to negotiate.

If you enter 0, the server negotiates version 0.

If you enter 1, the server negotiates version 1.

NOTE: The value entered in this settingmust be equal to or greater than
the value entered for the PEAPMinimumVersion field.

EAP-MD5-Challenge Authentication Protocol

EAP-MD5-Challenge, which is described in RFC 2284, enables a RADIUS server to

authenticate a connection request by verifying an MD5 hash of a user’s password. The

server sends the client a random challenge value, and the client proves its identity by

hashing the challenge and its password with MD5.

EAP-MD5-Challenge is typically used on trusted networks where risk of packet sniffing

or active attack are fairly low. Because of significant security vulnerabilities,

EAP-MD5-Challenge isnotusually usedonpublic networksorwirelessnetworks, because

third parties can capture packets and apply dictionary attacks to identify password

hashes. Because EAP-MD5-Challenge does not provide server authentication, it is

vulnerable to spoofing (a third party advertising itself as an access point).

By default, the EAP-MD5-Challenge password protocol is available for use by the Native

and UNIX authentication methods. Support for the EAP-MD5-Challenge protocol is

discussed in eap.ini file in the SBR Carrier Reference Guide.

EAP-MS-CHAP-V2 Authentication Protocol

EAP-MS-CHAP-V2 (Microsoft Challenge-HandshakeAuthentication Protocol version 2)

is a mutual authentication method that supports password-based user or computer

authentication. During the EAP-MS-CHAPv2authentication process, both the client and

the RADIUS server must prove that they have knowledge of the user's password for

authentication tosucceed.Mutualauthentication isprovidedby includinganauthenticator

packet returned to the client after a successful server authentication.

EAP-MS-CHAP-V2 is typically used inside a TLS tunnel created by TTLS or PEAP.

By default, the EAP-MS-CHAP-V2 password protocol is available for use by the Native

and UNIX authentication methods. Support for the EAP-MS-CHAP-V2 protocol is

discussed in the eap.ini file in the SBR Carrier Reference Guide.
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EAP-SIM and EAP-AKA Authentication Protocols

The EAP-SIM and EAP-AKA authentication protocols are supported with the optional

SIM authentication module license. For details on these authentication protocols, see

“SIM Authentication Module” on page 525.
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CHAPTER 16

Configuring Replication

This section describes how to configure and use the centralized configuration

management (CCM) feature to coordinate SBR Carrier server settings in a replication

environment. CCM is the process by which information is shared between a primary

RADIUS server and one or more replica RADIUS servers in a multi-server environment.

This chapter contains these topics:

• Overview of Replication on page 307

• Replication Requirements on page 310

• Adding a Replica Server on page 311

• Enabling a Replica Server on page 314

• Editing a Replica Server on page 316

• Deleting a Replica Server on page 316

• Publishing Server Configuration Information on page 316

• Notifying Replica RADIUS Servers on page 317

• Designating a New Primary Server on page 318

• Making a Standalone Server the Primary Server on page 319

• Making a Standalone Server a Replica Server on page 319

• Verifying the Primary and Replica Servers Are Enabled on page 320

• Demote a Primary or Replica Server to a Standalone Server on page 320

• Recovering a Replica After a Failed Configuration Package Download on page 320

• Changing the Name or IP Address of a Server on page 321

• Replication Error Messages on page 322

Overview of Replication

SBR Carrier supports the replication of RADIUS configuration data from a primary server

to one or more replica serverswithin a replication realm. Replication provides

administrators with an easy way to configure multiple servers that require the same

information. Depending on network configuration, you can use replication to increase

AAA capacity, balance AAA traffic across RADIUS servers, or ensure that authentication

services are not interrupted if access to a primary or replica server is interrupted

(redundancy).
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NOTE: Clarification is requiredas to themeaningof the termSBRCStandalone
Server in Release 7.2 versus themeaning associated with the Centralized
Configuration Management (CCM) feature of the SBRC product as it is
discussed in older documentation. The CCM feature of the SBRC product
allows you to designate a RADIUS process as an SBRC primary, fromwhich
configuration is published to other RADIUS processes that are designated
as SBRC replicas. Older documentation often refers to these as simply
primaries and replicas. SBRC replicas are unrelated to SSR cluster data
replication and node groups; the latter are technical concepts involved in
implementing the high availability feature of theSSR feature inRelease 7.2.x.

Figure 118 on page 308 illustrates an environmentwhere RADIUS traffic is load-balanced

by configuring each network access server to authenticate users through a different

RADIUS server (solid line). If a RADIUS server becomes unavailable, the NAD can fail

over to its backup RADIUS server (dotted line).

Figure 118: Using Replication for Load Balancing and Redundancy
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All the servers within a realm reflect the current configuration specified by the network

administrator: thenetworkadministratormodifies theconfigurationon theprimary server,

and the primary server propagates the new configuration to its replica servers. For

example, after a network administrator configures a new RADIUS client or profile on the

primary server, the network administrator tells the primary server to publish a

date-stamped configuration package file that contains the updated configuration

information. After publication, the primary server notifies each replica server that a new

configuration package is ready. Each replica server then downloads and installs the

configuration package to update its settings.
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Figure 119: Publication and Distribution of Configuration Packages in a
Replication Environment
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The primary server maintains a list of the replica servers that have registered with it. The

primary server uses this list to track which servers to notify after it publishes an updated

configuration package to resynchronize the configuration of replica servers.

NOTE: By default, file permissions for configuration packages on Solaris
servers are set to rw-rw----, which excludes users other than the file owner
and the owner’s group from displaying the contents of file packages.

If the primary server needs to be taken out of service for an extended period, the network

administratorpromotesoneof the replica servers tobe thenewprimary server. Thereafter,

the other replica servers copy the configuration package from the promoted primary

server.

The following types of information are included in a configuration package.

• RADIUS tunnel information

• Name parsing information

• Authentication method information

• Authentication realm information

• Rejection messages

• JavaScript (.jsi) files

• Server information

• RADIUS client information

• User information

• Profile information

• Proxy target information

• EAPmethod configuration

• Filters

You administer this information by launching theWeb GUI for the primary server: the

information is propagated to the replica servers in the domain. If you launch theWebGUI

for a replica server, you can view this information, but you cannot modify it.

The following types of information are not included in a configuration package:
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• Address pool information—You administer address pools for a server by launching the

Web GUI for that server. Because an addressmust not be assigned to two users at the

same time, each server in a realmmust have its own address pools, and these pools

must not overlap.

• Administrator information—Administrator information must be configured for each

primary and replica server separately.

• Statistics information—Server statistics are not replicated. You can view statistics for

replica servers when you launch theWeb GUI for the primary server.

• Report information—Report information is not replicated. To obtain report information

for a primary or replica server, launch theWeb GUI for the applicable server.

• SBR Carrier configuration files—Configuration files *.ini files other than filter.ini and
eap.ini,*.aut files other thanpeapauth.aut, ttlsauth.aut, tlsauth.aut, and tlsauth.eap,
and *.dir files are not replicated. When you change configuration files on the primary

server, you must copy the modified files to the appropriate directory on each replica

server.

NOTE: Configuration packages are retained until they are replaced. An old
configuration package is automatically deleted 24 hours after a new
configuration package is published.

Replication Requirements

Servers in a replication realmmust comply with the following requirements.

• All servers in a replication realmmust be running the same operating system version

and patches.

• All servers in a replication realmmust be running the same version of SBR Carrier.

• All servers in a replication realmmust be configured to support the same typesof users

(host or UNIX).

• The system clocks on servers in a replication realmmust be synchronized to within 10

minutes of one another and their time zonesmust be configured correctly. SBR Carrier

uses the system clock value and time zone setting to convert local time to Universal

Time Coordinated (also known as Greenwich Mean Time) when evaluating

synchronization. If possible, use a Network Time Protocol (NTP) server to set the

system clock on all servers automatically.

• All servers in a replication realmmust use the same TCP port to exchange replication

information. The default port for replication communication is TCP 1812, though you

can specify another port for replication traffic by modifying the radius.ini file.

• If a firewall stands between servers in a replication realm, the firewall must be

configured to pass traffic on the port used for replication communication.
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Adding a Replica Server

In most situations, you add a replica server to a realm as follows:

1. Copy the replica.ccmpkg configuration package file from the primary server to a

directory on the host you want to add as a replica server.

NOTE: The replica.ccmpkg file contains sensitive information. Do not
store it in a publicly accessible location, such as a file server or shared
directory.

2. Install the SBRCarrier server software on the host youwant to add as a replica server.

3. When the configuration script asks what kind of server you are installing, choose

Replica and, when prompted, enter the path to the replica.ccmpkg file.

4. Restart the host you want to add as a replica server.

The replica server registers itself with the primary server automatically after it is

restarted. Thereafter, the replica server automatically connects to the primary server

once an hour to check whether an updated configuration package is available.

In some circumstances, however, youmay want to add a replica server to the server list

on the primary server manually so that it shows up immediately. To add a replica server

manually using theWeb GUI:

1. Run theWeb GUI for the primary server.

2. Select RADIUS Configuration > Replication.

The Server List page (Figure 120 on page 312) appears.
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Figure 120: Server List Page

3. Click Add.

The Create Server pane (Figure 121 on page 313) appears.
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Figure 121: Create Server Pane

4. Enter a name for the RADIUS server in theName field.

Although you can assign any name to a RADIUS server, use the device's hostname to

avoid confusion.

5. Enter the replication secret for the RADIUS server in the Secret field.

For privacy, characters are masked. You can click Show to display the characters in

the replication secret. After viewing the characters, you can clickHide to hide the
characters.

6. Enter the port number to be used for replication communication in the Port field.

The default port number is 1812.

7. Click Add under the Address area.

The Add Address dialog box (Figure 122 on page 314) appears.

313Copyright © 2018, Juniper Networks, Inc.

Chapter 16: Configuring Replication



Figure 122: Add Address Dialog

8. Enter an IP address you want to associate with the server in the Address field.

9. ClickOK.

The Address area in the Create Server pane (Figure 121 on page 313) displays an
updated list of IP addresses.

You canmodify the entered IP address by using the Edit and Delete buttons.

10. Repeat steps 7 through 9 to addmore IP addresses for the server.

11. Click Save to save the server configuration.

TheServerListpage (Figure 120onpage312)displaysanupdated list of server entries.

Enabling a Replica Server

To enable a replica server using theWeb GUI:

1. Select RADIUS Configuration > Replication.

The Server List page (Figure 120 on page 312) appears.

2. Select the RADIUS server entry you want to enable.

The Selected Server pane (Figure 123 on page 315) displays the settings configured
for the server.
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Figure 123: Selected Server Pane

3. Select the Enabled check box.

4. Click Save to enable the replica server.
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Editing a Replica Server

To edit a replica server using theWeb GUI:

1. Select RADIUS Configuration > Replication.

The Server List page (Figure 120 on page 312) appears.

2. Select the server entry you want to edit.

The Selected Server pane (Figure 123 on page 315) displays the settings configured
for the server.

3. Edit the settings for the server entry as appropriate.

For information about the fields in the Selected Server pane, see “Adding a Replica
Server” on page 311.

NOTE: You cannot edit the name of the server.

4. Click Save to save the changes.

TheServerListpage (Figure 120onpage312)displaysanupdated list of server entries.

Deleting a Replica Server

To delete a replica server from a realm using theWeb GUI:

1. Select RADIUS Configuration > Replication.

The Server List page (Figure 120 on page 312) appears.

2. Select the server entry you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to confirm the delete request.

TheServerListpage (Figure 120onpage312)displaysanupdated list of server entries.

Publishing Server Configuration Information

If you change the configuration of your primary server andwant to push that data to your

replicas, youmustmanuallypublish themodifiedconfiguration so that your replica servers
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can download themodified settings. The replication engine is not automated; it will

always entail manual intervention to push the data to the replicas.

The following configurations are published to the replicas:

Server information
RADIUS client information
User information
Profile information
Proxy target information
EAPmethod configurations
Filters
RADIUS tunnel information
Name parsing information
Authenticationmethod information
Authentication realm information
Rejectionmessages
Javascript (.jsi) files

To publish the server configuration information using theWeb GUI:

1. Select RADIUS Configuration > Replication.

The Server List page (Figure 120 on page 312) appears.

2. Click Publish.

A confirmation dialog box is displayed.

3. Click Yes to publish the server configuration information.

This creates a file called /opt/JNPRsbr/radius/packages/timestamp_SBR.ccmpkg,
where timestamp reflects the date and time when the package was created.

Notifying Replica RADIUS Servers

Under normal circumstances, a replica server connects to its primary server every hour

to check whether a new replication package replica.ccmpkg file has been published. If
necessary, a network administrator canmanually notify a replica server to download and

install the current configuration package from the primary server. Manual notification

informs replica servers a new configuration package is available for download. It is useful

whennetwork issuesprevent the automatic downloadand installation of a configuration

packagewhen it is first published, and the configuration on the replica no longermatches

the configuration on the primary server.
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NOTE: You can display the Server List page inWeb GUI to determine the
status of your replica servers.

Notification only informs replica servers a new configuration package is
available for download. The configuration packagemust first be created by
publishing the configuration package. See “Publishing Server Configuration
Information” on page 316.

To notify replica servers that new configuration information has been published, using

theWeb GUI:

1. Select RADIUS Configuration > Replication.

The Server List page (Figure 120 on page 312) appears.

2. Select the replica server entry you want to notify.

3. ClickNotify.

The replica server is notified that a new configuration package is available for

download. Once the replica server downloads and installs the new configuration

package from the primary server, it becomes resynchronized with the primary server.

Designating a NewPrimary Server

You can change which server within a realm is designated as the primary server for that

realm.

To designate a new primary server:

1. Stop the RADIUS service on the replica server.

2. Log in to the replica server as root.

3. Navigate to: /opt/JNPRsbr/radius or the directory where SBR is installed.

4. Run the sbrsetuptool utility with the promote option.

# sbrsetuptool -promote

The utility creates a configuration package to change this server to the primary server.

5. Restart the updated replica server to make it the new primary server.

6. Publish a new configuration package administratively to configure all replica servers

to use the new primary server. For more information about how to publish the server

configuration information, see “Publishing Server Configuration Information” on

page 316.

After you designate a new primary server for a realm, the old primary server becomes a

replica server automatically.
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Making a Standalone Server the Primary Server

Tomake a standalone server the primary server:

1. Stop the RADIUS service on the standalone server.

2. Log in to the server as root.

3. Navigate to: /opt/JNPRsbr/radius or the directory where SBR is installed.

4. Run the following command:

# sbrsetuptool -install -path /opt/JNPRsbr/radius -identity PRIMARY -secret
<secret password>

5. Check the sbrsetuptool.log file for a line indicating that the server is now configured

as a PRIMARY.

6. Restart the server.

The replica.ccmpkg is now present in the /opt/JNPRsbr/radius directory. This can
be used to register replica servers.

Making a Standalone Server a Replica Server

1. Stop the RADIUS service on the standalone server.

2. Log in to the server as root.

3. Navigate to: /opt/JNPRsbr/radius or the directory where SBR is installed.

4. Run either of these commands:

# sbrsetuptool -install -path /opt/JNPRsbr/radius -identity REPLICA -radpath <path
to the REPLICA.CCMPKG file>

or

# sbrsetuptool -install -path /opt/JNPRsbr/radius -identity REPLICA -primary<made
up name of primary> <IP address of PRIMARY> <secret password of primary>

5. Check the sbrsetuptool.log file for a line indicating that the server is now configured

as a replica.

6. Restart the server.
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Verifying the Primary and Replica Servers Are Enabled

To perform the verification using theWeb GUI when the primary server is running and

the replica server has been registered:

1. Select RADIUS Configuration > Replication.

The Server List page (Figure 120 on page 312) appears.

2. Verify that both the primary and replica servers are listed in the Server List page.

If the replica server is disabled, enable it. For more information about how to enable

a replica server, see “Enabling a Replica Server” on page 314.

3. Publish the configuration. For more information about how to publish the server

configuration information, see “Publishing Server Configuration Information” on

page 316.

4.

Click a few times and ensure both servers are up to date.

Demote a Primary or Replica Server to a Standalone Server

To take a replica or primary server and demote it back to a standalone server:

1. Stop the RADIUS service on the standalone server.

2. Log in to the server as root.

3. Navigate to: /opt/JNPRsbr/radius or the directory where SBR is installed.

4. Run the following command:

# sbrsetuptool -install -path /opt/JNPRsbr/radius -identity SA

Recovering a Replica After a Failed Configuration Package Download

If a replica server fails during the download of a configuration package, its configuration

may be corrupted or it may have a stale secret.

To recover after a failed download:

1. Stop the RADIUS service on the replica server.

2. Log in to the replica server as root.

3. Navigate to: /opt/JNPRsbr/radius or the directory where SBR is installed.

4. Run the sbrsetuptool utility with the identity option and information about where to
download configuration information.

To obtain configuration from a configuration package, issue the following command:
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# sbrsetuptool -identity REPLICA -radpath pathname

Where pathname specifies the path to a replica.ccmpkg package.

To obtain configuration from the primary server for the realm, issue the following

command:

# sbrsetuptool -identity REPLICA -primary name address secret

Where name specifies the DNS name of the primary server, address specifies the IP
address of the primary server, and secret specifies the shared secret used to
authenticate configuration downloads.

5. Restart theupdated replica server so that it can load the latest publishedconfiguration

from the primary server.

After the replica server is restarted, it re-synchronizes with the current primary server.

Changing the Name or IP Address of a Server

Youmay need to change the DNS name or IP address assigned to a primary or replica

server if your network changes.

To change the DNS name or IP address of a primary or replica server using theWeb GUI:

1. Stop the RADIUS service on the RADIUS server you want to change.

2. Log in to the RADIUS server as root.

3. Navigate to: /opt/JNPRsbr/radius or the directory where SBR is installed.

4. Run the sbrsetuptool utility with the identity option.

To rename a primary server, enter the following command:

# sbrsetuptool -identity PRIMARY

To rename a replica server, enter the following command:

# sbrsetuptool -identity REPLICA

5. Restart the updated server so that it can load its new configuration.

6. In the Server List page (Figure 120 on page 312), modify the DNS name or IP address
of the server you want to rename and verify that the shared secret on the renamed

server is correct.

Youmay need to use the Server List page to delete the old server name from the list

of servers in the realm.

7. Publish the modified configuration to propagate the name change to the replica

servers. For more information about how to publish the server configuration

information, see “Publishing Server Configuration Information” on page 316.
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Replication Error Messages

The following tables list possible causes for errormessages caused by replication issues.

Error Messages on Replica Servers

Table 37 on page 322 lists possible causes for error messages on replica servers in a

replication realm.

Table 37: Error Messages on Replica Servers

Possible CauseError MessageError Type

Mismatched replicationsecret.CRadManagedServerNotifyPost::
ExecutePost invalid signature!

Post Errors (Errors with
Notification from Primary)

Two posts have the same
sequence number.

The clocks on the primary and
replica are more than 10
minutes apart.

CRadManagedServerNotifyPost::
ExecutePost invalid sequence
number

Shared secret failed to
decrypt.

BadReplicationSharedsecret.

CRadManagedServerNotifyPost::
ExecutePost decrypt failed

Post had an invalid xml
request.

CRadManagedServerNotifyPost::
ExecutePost invalid <body>
missing parameters

Temp directory does not exist.

Temp directory or file have
incorrect permissions.

CRadManagedServerUpdate::
DoStart Failed to open
'file_name' for writing

Update Errors (Errors with
Published package from
Primary)

Update is already in progress.CRadManagedServerUpdate::
StartUpdates has already
started update

Error in transmitting request to
Primary (timeout during
transmit).

CRadManagedServerUpdate::
DownloadPackage HTTP
POST error:errCode Primary ID

Error in receiving package.
Typically caused by a timeout
during receive resulting from
an invalid package.

CRadManagedServerUpdate::
DownloadPackage HTTP
headers parsing error

Replica failed to connect with
Primary.

Primary not running.

CRadManagedServerUpdate::
DownloadPackageconnection
primary IP Addr error: errCode
Primary ID
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Table 37: Error Messages on Replica Servers (continued)

Possible CauseError MessageError Type

Update failed after three
attempts.

CRadManagedServerUpdate::
DownloadPackage exceeded
iterations limit while
communicating with CCM

Secrets on Replica and
Primary do not match.

CRadManagedServerUpdate::
ProcessPackage signature
mismatch

Error parsing downloaded
packages.

CRadManagedServerUpdate::
ProcessPackage CCM error:
'Error String' 'Parameter'

Temp directory does not exist.

Temp directory or file has
incorrect permissions.

CRadManagedServerUpdate::
ProcessPackage Failed to
open\'”<< file_name<<“\' for
writing

Invalidpackage.Republish the
package.

CRadManagedServerUpdate::
ProcessPackage thumbprint
mismatch

Mismatched replicationsecret.CRadProxyPost:: ExecutePost
invalid signature!

ProxyErrors (Statistics retrieve
errors)

Two posts have the same
sequence number.

The clocks on the primary and
replica are more than 10
minutes apart.

CRadProxyPost:: ExecutePost
invalid sequence number

Shared secret failed to
decrypt.

BadReplicationSharedsecret.

CRadProxyPost:: ExecutePost
decrypt failed

Post had an invalid XML
request.

CRadProxyPost:: ExecutePost
invalid <body>missing
parameters

Error Messages on Primary Servers

Table 38 on page 324 lists possible causes for error messages on primary servers in a

replication realm.
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Table 38: Error Messages on Primary Servers

Possible CauseError MessageError Type

Replica does not exist in
database.

This can occur if two
administrators are running
instances ofWeb GUI, one
administratordeletesa replica,
then the other administrator
tries to publish to that replica.

CRadConfigManagedServerHTTP
Notification::NotifyTarget failed
to fetch

Notify Target (BothNotify and
Publish send a notification)

Notify failed to communicate
with replica, Replica is not
running, or check Replica DCF
log for more information.

CRadConfigManagedServerHTTP
Notification::NotifyTarget failed
replicaId

Attempted to Notify as a
Replica, this is only allowed
from a Primary.

CRadConfigPublicationProvider::
UpdateResourcenotify invoked
when not Primary

PublicationProvider (requests
from GUI to Notify or Publish)

Replica attempted to publish;
publication is permitted only
from a Primary.

CRadConfigPublicationProvider::
UpdateResource publish
invoked when not Primary

Replica and Primary have
different replication secrets.

CRadConfigServerProviderPost::
ExecutePost signature
mismatch with server:

Publication Post (parsing of
Post from replica to get data)

Another Replica is requesting
a download from this server
which is a replica. Replica that
is requesting a download
needs to be reconfigured.

CRadConfigServerProvider::
GetResource invokedwhennot
Primary

Replica does not exist in
database.

This can occur if two
administrators are running
instances ofWeb GUI, one
administratordeletesa replica,
then the other administrator
tries to publish to that replica.

CRadProxyClient:: Send failed
to fetch

ProxyErrors (Statistics retrieve
errors)

Connection error with replica.CRadProxyClient:: SendData
HTTP POST error:
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CHAPTER 17

3GPP Support

This chapter describes the 3GPP support in the Steel-Belted Radius Carrier server. This

chapter contains these topics:

• Overview on page 325

• 3GPP Configuration on page 326

Overview

Steel-Belted Radius Carrier extends RADIUS functionality to 3GPP implementation on

the scale required by Internet Service Providers and carriers. 3GPP support facilitates

the management of mobile sessions and their associated resources through

communication with a Gateway GPRS Support Node (GGSN). The 3GPP support in

Steel-BeltedRadiusCarrier isbasedon thespecificationsgiven in the Interworkingbetween

the Public Land Mobile Network (PLMN) supporting Packet Based Services and Packet

Data Networks (PDN) documentation (TS 29.061), which is available atwww.3GPP.org.

Within the 3G network, the AAA server (Steel-Belted Radius Carrier) interfaceswith only

one type of RADIUS client device, called a Gateway GPRS Support Node (GGSN). The

GPRSnetworkconsistsofaGGSNandaServingGPRSSupportNode(SGSN).TheSGSN

is responsible for detecting mobile stations (MS) in its serving area, data packet

transmissions to and from the MS, andmonitoring the location of MS in its serving area.

The GGSN serves as a gateway between the GPRS network and external Packet Data

Networks (PDN) such as the Internet or private data networks.

Data Connection Process

Establishing a data connection between an MS and PDN is a two-phase process:

1. GPRS attach procedure

2. PDP context activation

The GPRS attach procedure creates a logical link between the MS and the SGSN. This

procedure includesuserauthentication (identity verification)andauthorization toaccess

GPRS services. After the attach procedure is complete, the MS is ready to establish the

data session.

To transmit or receive GPRS data, the MSmust activate a Packet Data Protocol (PDP)

context. The PDP context is a set of parameters of all the information required for
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establishing an end-to-end connection such as PDP type (for example, IP), PDP address

(IPv4 or IPv6), Quality of Service (QoS) parameters, and Network Service Access Point

Identifier (NSAPI).After thePDPcontext isactivated,apoint-to-point tunnel is established

between the SGSN and the GGSN allowing for data transmission between the MS and

the requested application.

A single MSmight require multiple sessions, using multiple PDP contexts on a single

GGSN. Multiple PDP contexts enable the MS to simultaneously access multiple

applications. However, each application may require a different set of transmission

parameters. For example, an e-mail applicationmight require different QoS parameters

than a Multimedia Messaging Service (MMS) application, which uses images, audio,

video, and rich text.

Steel-Belted Radius Carrier supports the ability to differentiate between these sessions

by using a concatenationof the value of theUser-Nameattributewith theone-character
NSAPI (network service access point identifier) value.

Accounting Process

The 3GPP specification enables GGSN to generatemultiple Accounting Start/Stop pairs

for agiven session.When3GPP is enabled, theSteel-BeltedRadiusCarrier server expects

the GGSN to send the 3GPP-Session-Stop-Indicator attribute as needed in Accounting

Stop requests.

• When a GGSN sends an Accounting Stop request that includes a

3GPP-Session-Stop-Indicator attribute (regardless of its value), the GGSN notifies

the AAA server to delete the session.

• When a GGSN sends an Accounting Stop request that does not include a

3GPP-Session-Stop-Indicator attribute in the request, the Steel-Belted Radius Carrier

server marks the session as dormant and does not free any of its allocated resources

(for example, IP address).

This type of Accounting Stop request is typically followed by an Accounting Start that

marks the session as being active again.

3GPP Configuration

Support for 3GPP in the Steel-Belted Radius Carrier is configured in the 3gpp.ini file,
which contains the 3GPP settings.

For details on configuring the 3gpp.ini file, see the SBR Carrier Reference Guide.
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PART 4

Diameter Operations

This part contains chapters that describe a conceptual overview of Diameter

authentication, authorization, and accounting (AAA) services, and how to use theWeb

GUI to configure settings for the Diameter protocol. For the SBR Carrier architecture, see

Figure 1 on page 4.

• Diameter Basics on page 329

• Administering the Local Network Element on page 339

• Administering Diameter Remote Network Elements on page 349

• Administering the Diameter Policy on page 367

• Administering Request Routing Rules on page 407

• Displaying Diameter Statistics on page 419
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CHAPTER 18

Diameter Basics

This chapter describes a conceptual overview of Diameter AAA services. This chapter

contains the following sections:

• Diameter Overview on page 329

• Communication between SBR Carrier Server and the Elements in LTE

Network on page 330

• Diameter Authentication Process on page 336

• Diameter Authorization Process on page 336

• RADIUS to Diameter Translation on page 336

Diameter Overview

Diameter is an industry-standard protocol for providing AAA services for applications

such as network access or IPmobility in both local and roaming situations. TheDiameter

protocol is widely used in the IP Multimedia Subsystem (IMS) and Long Term Evolution

(LTE) architectures for LTE or IMS entities (such as Home Subscriber Server (HSS)) to

exchange AAA-related information.

The Diameter protocol has the following benefits:

• Acts as a reliable transport protocol (Transmission Control Protocol (TCP) or Stream

Control Transmission Protocol (SCTP))

• Satisfies network or transport layer security (IPsec or TLS)

• Provides larger address space than RADIUS for attribute-value pairs (AVPs) and

identifiers

• Provides better roaming support

• Enables dynamic discovery of peers

• Supports additional extensions to add new command codes and AVPs to create new

Diameter applications without modifying the existing code

• Provides basic support for user-sessions and accounting

• Supports server-initiatedmessages, such as a request to abort service to a particular

user
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NOTE: SBR Carrier does not implement network or transport layer security,
user-sessionmanagement,oraccounting.Also, theadditionofnewcommand
codes and/or AVPs to create new Diameter applications is not supported.

A Diameter-based remote access environment typically involves the following types of

components:

• A Diameter node is a machine that performs the hosting process to implement the

Diameter protocol. The Diameter nodemay act as a client, an agent, or a server.

• TheDiameter agent is aDiameter node thatprovides relay, proxy, redirect, or translation

services.

• The Diameter client is a Diameter node that supports Diameter client applications as

well as the base protocol. Diameter clients are often implemented in devices situated

at the edge of a network and provide access control services for the network. Typical

examplesofDiameter clients include theNetworkAccessDevice (NAD)and themobile

IP foreign agent.

• Diameter peers represent two Diameter nodes sharing a direct TCP or SCTP transport

connection.

• The Diameter server is a Diameter node that handles AAA requests for a particular

realm. The Diameter server must support Diameter server applications in addition to

the base protocol.

Diameter Application

ADiameter application is a protocol (not a software application) based on the Diameter

base protocol. Each application is defined by an application identifier. You can add new

command codes or newmandatory AVPs to the Diameter application. Adding a new

optional AVP does not require a new application. Examples of Diameter application are:

• Diameter Mobile IPv4 Application

• Diameter Network Access Server Application

• Diameter Session Initiation Protocol Application

• Diameter Credit-Control Application

Communication between SBR Carrier Server and the Elements in LTE Network

The network devices that are used to setup an LTE network are called network elements.

Eachnetworkelementperformsaspecific function.Thenetworkelementscommunicate

with each other over reference points, which can also be referred to the interface.

Figure 124 on page 331 illustrates the usage of SBRCarrier in a LTE network environment.
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Figure 124: SBR Carrier in a LTE Network Environment
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Communication with Trusted Non-3GPPNetwork

The STa reference point connects the trusted non-3GPP access network with the SBR

Carrier server or proxy server (that is, 3GPP AAA server or proxy server) and transports

access authentication, authorization, mobility parameters, and charging-related

information in a secure manner. The SWa or STa reference point determines whether

thenon-3GPPaccessnetwork is trustedornotduring theauthenticationandauthorization

procedures executed between the non-3GPP access network and the 3GPP AAA server.

The STa and SWa reference points use the same Diameter application and partly share

the same authentication and authorization procedure. The other procedures are specific

to the STa and SWa reference points. Figure 125 on page 332 illustrates the EAP

authentication message flow between the trusted non-3GPP network and HSS.
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Figure125:EAPAuthenticationMessageFlowBetweenTrustedNon-3GPP
Network and HSS
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Communication with Untrusted Non-3GPPNetwork

The SWa reference point connects the untrusted non-3GPP access network with the

SBRCarrier server orproxy server (that is, 3GPPAAAserver orproxy server) and transports

accessauthentication, authorizationandcharging-related information inasecuremanner.

The SWa or STa reference point determines whether the non-3GPP access network is

trustedor not during the authentication andauthorizationprocedures executedbetween

the non-3GPP access network and the 3GPP AAA server.

The authentication and authorization procedures defined for the STa reference point are

also used in the SWa reference point, but with the following differences:

• Information about the user's service request and the access network may not be

included in the authentication and authorization request.

• Information that describes the user's subscription profile is not downloaded to the

non-3GPP access network.

Communication with HSS

SBR Carrier uses Diameter to communicate with an HSS through the SWx reference

point to obtain authentication, subscription and PDN connection-related data. HSS

contains subscriber informationandauthenticationcredentials suchasuser identity keys

andsubscription information (forexample, InternationalMobileSubscriber Identity (IMSI),

mobilestation ISDN(MSISDN),anduserprofile information), includingservicesubscription

states and QoS parameters specific to the user.

Copyright © 2018, Juniper Networks, Inc.332

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



The SWx reference point is used to perform non-3GPP access location management

procedure for the following purposes:

• To register the current SBR Carrier server address in the HSS for a 3GPP user. SBR

Carrier initiates the registrationprocedureafter authenticatinganewsubscriber (either

during attach or handover). As part of the response, HSS returns the subscriber's user

profile data (QoS profile, user capabilities, and so on.) to SBR Carrier.

• To de-register the currently registered SBR Carrier server address in the HSS for the

3GPP user and purge any related non-3GPP user status data in the HSS. SBR Carrier

de-registers its address and purges user status data when the user is not within the

non-3GPP access coverage area, another evolved packet core (EPC) network entity

(for example, charging system) has initiated a disconnection, or a re-authentication

failure occurs.

• To purge the user equipment fromSBRCarrier. HSS initiates the purging processwhen

the user's subscription has been cancelled or for other operator-determined reasons.

Communication with Proxy Servers

The SWd reference point connects the proxy servers, possibly through intermediate

networks, to the SBR Carrier server. Some specific characteristics of this reference point

are:

• Carries data for authentication and authorization signaling between the proxy server

and the SBR Carrier server.

• Carries keyingdata for thepurposeof radio interface integrityprotectionandencryption.

• Purges a user from the access network for immediate service termination.

Communication with ePDG

The SWm reference point connects the Evolved Packet Data Gateway (ePDG) with the

SBRCarrier server orproxy server (that is, 3GPPAAAserver orproxy server) and transports

access authentication, authorization, and subscription profile data from the SBR Carrier

server or proxy server to the ePDG. The subscription profile information is fetched from

the HSS by the SBR Carrier server. The SWm reference point is also used to transport

session termination indications and requests initiated from both the SBR Carrier server

andePDG.Figure 126onpage334 illustrates theEAPauthenticationmessageflowbetween

the ePDG and HSS.
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Figure 126: EAP Authentication - Message Flow

The SWm reference point supports both pseudonym authentication and fast

re-authentication. SBR Carrier makes access restriction decisions based on the values

in the following AVPs that are transmitted from the HSS as part of the

Non-3GPP-User-Data AVP, which is a Grouped AVP:

• Non-3GPP-IP-Access

• Non-3GPP-IP-Access-APN

• Service-Selection

• Visited-Network-Identifier

• VPLMN-Dynamic-Address-Allowed

NOTE: SBRCarrier supports all themandatorySWmAVPs specified in 3GPP
TS 29.273.

Communication with PDG or PGW

The S6b reference point connects the packet data gateway (PDG) (that is, Packet Data

Network Gateway (PGW))with the SBRCarrier server or proxy server (that is, 3GPPAAA

server or proxy server). The S6b reference point is used to authenticate and authorize
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the user equipment andupdate thePDGaddress to theSBRCarrier server or proxy server

and HSS. The S6b reference point is also used to download subscriber information to

thePDG.Figure 127onpage335andFigure 128onpage335 respectively illustrate theEAP

authentication message flow and authorization message flow between the PDG and

HSS.

NOTE: SBR Carrier supports all themandatory S6b AVPs specified in 3GPP
TS 29.273.

Figure 127: EAP AuthenticationMessage Flow Between PDG and HSS

Figure 128: AuthorizationMessage Flow Between PDG and HSS
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Diameter Authentication Process

SBRCarrier uses EAP-AKAandEAP-AKA’ protocols to performDiameter authentication.

SBR Carrier receives Access-Requests from non-3GPP network elements and forwards

them toHSS for validation. The HSS returns the authentication vectors for the particular

subscriber to the 3GPPAAAmodule, which in turn initiates a challenge handshake. Once

the challenge handshake is successful, authentication is successful.

Diameter Authorization Process

SBRCarrier performsDiameter authorization based on subscriber data provided byHSS.

SBR Carrier can enforce fine-grained authorization policy by using local profiles. SBR

Carrier uses local profiles in combination with the subscriber profile stored in the HSS to

provideadditional security for authorization.During theauthorizationprocess, SBRCarrier

uses user-defined profile selection rule sets to select the local profile used to authorize

the request.

SBR Carrier determines what service scenario is being requested based on the contents

and the origin of the request (non-3GPP network access device). The service scenario

is relevant to authorization (the user’s subscriptions).

SBR Carrier downloads the primary non-3GPP network profile data used for policy

decisions from the HSS during authentication. SBR Carrier downloads whatever

information is available from the HSS, and tolerates any (or all) missing values because

it is assumed that theWebGUI configures the local profile to compliment theHSSprofile.

The protocols at the SWx reference point ensure that the downloaded profile remains

synchronizedwithHSSwhile theSBRCarrier server is registeredwith theHSS. Inparticular,

HSS invokes the policy update procedure if the policy is changed on the HSSwhile the

SBR Carrier server is the registered AAA server.

RADIUS to Diameter Translation

SBR Carrier supports RADIUS to Diameter translation to convert RADIUS authentication

or authorization requests to Diameter authentication or authorization requests.

Figure 129 on page 337 illustrates the RADIUS to Diameter translation function.

NOTE: In the RADIUS to Diameter translation scenario, the default length of
the reauthentication identity is set to 72 bytes and the length of the
pseudonym identity is hard-coded to 33 bytes. You can use the
Temp_Identity_Length parameter in the radius_listener.xml file (available
in the /opt/JNPRsbr/radius/system path) tomodify the length of the
reauthentication identity to a value ranging from 63 through 253 bytes. But,
we recommend that you not modify the parameter names or values in the
radius_listener.xml file. We also recommend that you use the default length
for the reauthentication identity to support NADs that handle only the
minimum length for theUser-Name attribute.
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Figure 129: RADIUS to Diameter Translation for Requests
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CHAPTER 19

Administering the LocalNetwork Element

This chapter describes how to configure the local network element, which includes the

server identificationandDiametermessage transport configuration.This chapter contains

the following sections:

• Local Network Element Overview on page 339

• Configuring SBR Carrier Server Identification on page 339

• Configuring the Diameter Message Transport on page 343

Local Network Element Overview

The SBR Carrier server acts as a local network element, which communicates with

Diameter remote network elements over bidirectional Diameter connections.

Configuring SBR Carrier Server Identification

You can configure SBR Carrier server identification by configuring the local identity, the

local addresses advertised by the server during capability exchange request

authentication, and the self names or realm names used by remote network elements

to refer the local network element.

Setting Up the Local Identity for SBR Carrier

The local identity of SBR Carrier is specified by the server Origin-Host and Origin-Realm.

NOTE: The local identity of SBR Carrier is pre-configured with the
Origin-Host=your-host.your-realm.net and theOrigin-Realm=your-realm.net.
Reconfigure these settings for your network environment.
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To configure the local identity of the SBR Carrier server using theWeb GUI:

1. Select Diameter Configuration > Local Network Element > Identification. The
Identification page (Figure 130 on page 340) appears.

Figure 130: Identification Page

2. Enter the Origin-Host name of the server in theHost Name (Origin-Host) field.

SBR Carrier uses this name in Origin-Host AVPs.

3. Enter thenameof the realmor network inwhich the server resides in theRealmName
(Origin-Realm) field.
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SBR Carrier uses this realm name in Origin-Realm AVPs.

4. Click Save to save the server identification configuration.

Configuring Local Addresses for the SBR Carrier Server

The local addresses specify IP addresses that the server uses for sending Diameter

Capabilities Exchangemessages (CER/CEAmessages) between Diameter peers. The

first Diameter message exchanged between two Diameter peers, after establishing the

transport connection, is the Capabilities Exchangemessage. The Capabilities Exchange

messagecarries apeer's identity and its capabilities (suchas theprotocol versionnumber

and the supported Diameter applications). A Diameter node only transmits commands

to peers that have advertised support for the appropriate Diameter application.

To add a local address for the server using theWeb GUI:

1. Select Diameter Configuration > Local Network Element > Identification. The
Identification page (Figure 130 on page 340) appears.

2. Click Add in the Local Address area.

The Add Local Address dialog box (Figure 131 on page 341) appears.

Figure 131: Add Local Address Dialog

3. Enter the IP address of the server in the IP Address field.

4. Optionally, select theUse IPv6 check box to use IPv6 addressing.

NOTE: SBR Carrier does not support an embedded IPv4 address as an
IPv6 address.

5. ClickOK.

The Local Address area displays an updated list of local address entries.
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To delete a local address using theWeb GUI:

1. Select Diameter Configuration > Local Network Element > Identification. The
Identification page (Figure 130 on page 340) appears.

2. Select the local address entry you want to delete.

3. Click Delete in the Local Address area.

A confirmation dialog box is displayed.

4. Click Yes to delete the address.

The Local Address area displays an updated list of local address entries.

Configuring Local Realm for the SBR Carrier Server

Self names specify the realm names. The Network Access Identifier (NAI) in the request

identifies the intended realm name for servers. In order to properly interpret requests

received from intermediate servers, SBRCarriermust knowwhich realms it is responsible

for servicing locally.

When a request is received, the server examines the NAI to determine the realm towhich

the request should be routed. If the request does not contain an NAI, the

Destination-Realm in the request is used. If the realm towhich the request is to be routed

is listed in the Self Names field, the realm is ignored and the request is treated as if it

contained no realm. If no realm is present in either the NAI or the Destination-Realm, the

request is considered to be local.

NOTE: If SBR Carrier receives a request for a realm not listed in the Self
Names field, it will attempt to find amatching routing rule to determine how
to route the request. For more information about request routing rules, see
“Administering Request Routing Rules” on page 407.

To add a local realm for the server using theWeb GUI:

1. Select Diameter Configuration > Local Network Element > Identification. The
Identification page (Figure 130 on page 340) appears.

2. Click Add in the Self Names area.

The Add Self Name dialog box (Figure 132 on page 343) appears.
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Figure 132: Add Self Name Dialog

3. Enter the realm name in theName field.

4. ClickOK.

The Self Names area displays an updated list of realm entries.

To delete an existing local realm using theWeb GUI:

1. Select Diameter Configuration > Local Network Element > Identification. The
Identification page (Figure 130 on page 340) appears.

2. Select the realm name entry that you want to delete.

3. Click Delete in the Self Names area.

A confirmation dialog box is displayed.

4. Click Yes to delete the realm name.

The Self Names area displays an updated list of realm entries.

Configuring the Diameter Message Transport

TheDiametermessage transport configuration includesconfiguring the transportprotocol

(either TCP or SCTP), the port number, and the IP address format. SBRCarrier can listen

for Diameter messages (authentication messages, authorization messages, and

accountingmessages)onanyportormultipleports. Youcanadd, edit, or deleteDiameter

message transports for SBR Carrier.
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Adding a Diameter Message Transport Entry

To add a Diameter message transport entry using theWeb GUI:

1. SelectDiameter Configuration> LocalNetwork Element >Diameter Configuration.
The Diameter Configuration List page (Figure 133 on page 344) appears.

Figure 133: Diameter Configuration List Page

2. Click Add.

The Create Diameter Configuration pane (Figure 134 on page 345) appears.
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Figure 134: Create Diameter Configuration Pane

3. Enter a name for the transport entry in theName field.

4. Enter the port number that the server uses for Diameter messages in the Port field.

5. Select either sctp or tcp from the Protocol list to set the transport protocol for
Diameter messages.

6. Optionally, select theUse IPv6 Networking check box to use IPv6 addressing.

NOTE: SBR Carrier does not support an embedded IPv4 address as an
IPv6 address.

7. Click Save to save the new transport entry.

TheDiameter Configuration List page (Figure 133 on page 344) displays an updated
list of Diameter message transport entries.

Editing a Diameter Message Transport Entry

To edit an existing Diameter message transport entry using theWeb GUI:

1. SelectDiameter Configuration> LocalNetwork Element >Diameter Configuration.
The Diameter Configuration List page (Figure 133 on page 344) appears.

2. Select the Diameter message transport entry that you want to edit.
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The Selected Configuration pane (Figure 135 on page 346) displays the settings
configured for the Diameter message transport entry.

Figure 135: Selected Configuration Pane

3. Edit the settings for the Diameter message transport entry as appropriate.

For information about the fields in the Selected Configuration pane, see “Adding a
Diameter Message Transport Entry” on page 344.

NOTE: You cannot edit the name of the Diameter message transport.

4. Click Save.

TheDiameter Configuration List page (Figure 133 on page 344) displays an updated
list of Diameter message transport entries.
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Deleting a Diameter Message Transport Entry

To delete an existing Diameter message transport entry using theWeb GUI:

1. SelectDiameter Configuration> LocalNetwork Element >Diameter Configuration.
The Diameter Configuration List page (Figure 133 on page 344) appears.

2. Select the transport entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to delete the transport entry.

TheDiameter Configuration List page (Figure 133 on page 344) displays an updated
list of Diameter message transport entries.
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CHAPTER 20

Administering Diameter Remote Network
Elements

This chapter describes how toadministerDiameter remotenetwork elements. It includes

the following sections:

• Remote Network Element Overview on page 349

• Creating and Configuring a New Diameter Remote Network Element on page 350

• Editing a Diameter Remote Network Element on page 362

• Deleting a Diameter Remote Network Element on page 364

Remote Network Element Overview

A remote network element is amulti-addressable, logical network entitywhichmay host

functions. A function refers to an IPMultimedia Subsystem (IMS) function, whichmeans

any one of the identified IMS components. An IMS function communicates with other

IMS functions exclusively using reference points. Multiple functions can coexist in the

same network element.
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Creating and Configuring a NewDiameter Remote Network Element

To create and configure a new Diameter remote network element using theWeb GUI:

1. Select Diameter Configuration > Remote Network Elements > Diameter Elements.

The Diameter Elements List page (Figure 136 on page 350) appears.

Figure 136: Diameter Elements List Page

2. Click Add.

The Create Network Element pane (Figure 137 on page 351) appears.
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Figure 137: Create Network Element Pane

3. Enter the name by which the other network elements refer to this Diameter remote

network element in theName field.

4. Optionally, enter a description for the Diameter remote network element in the

Description field. The description you associate with the Diameter remote network
element is not used during processing.

5. Add Diameter connections for the new Diameter remote network element. For more

information about adding Diameter connections, see “Adding Diameter Connections

to the Diameter Remote Network Element” on page 352.

You canmodify theDiameter connection entries by using theEditandDeletebuttons.

6. Define the order of the Diameter connections by selecting each connection and using

theUp or Down arrow. The order specifies the order in which SBR Carrier uses the
Diameter connections to sendmessages to the Diameter remote network element.

7. Select themode tobeused for sendingmessagesovermultipleDiameter connections

to the Diameter remote network element. The available options are:
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• Round Robin—SBR Carrier uses Diameter connections in round robin manner as
per the ordered list to sendmessages. If a Diameter connection is not operating

then it is excluded from the round robin logic till it starts to work properly.

• Primary / Backup—SBR Carrier sends all messages over the first Diameter
connection defined in the ordered list. If the first Diameter connection fails, all

messages are sent over the next Diameter connection in the ordered list. When the

first Diameter connection becomes operational again, then SBR Carrier sends all

messages over the first Diameter connection.

NOTE: To use either of thesemodes, youmust havemultiple Diameter
connections configured for the Diameter remote network element.

8. Assign functions to the newDiameter remote network element. Formore information

about assigning functions, see “Assigning Functions to theDiameter RemoteNetwork

Element” on page 356.

You canmodify the function entries by using the Edit and Delete buttons.

9. Click Save to save the new Diameter remote network element.

The Diameter Elements List page (Figure 136 on page 350) displays an updated list
of Diameter remote network elements.

Adding Diameter Connections to the Diameter Remote Network Element

SBRCarrier communicateswith the remotenetworkelementoverDiameter connections.

Youmay configure multiple Diameter connections between the server and a remote

network element.

Because theDiameterprotocol ispeer-to-peer, a single, bidirectionalDiameter connection

carriesboth incomingandoutgoingmessages. TheWebGUI lets youconfigureanordered

collection of connections for the remote peers that form the remote network element.

This list of remote peer connections is part of the network element. For example, a

multi-homed server that presents a different Origin-Host for each of its network

connectionscouldbe representedasanetworkelementconsistingofmultipleconnections

to Diameter peers.

Table 39 on page 352 summarizes the parameters for configuring Diameter connections.

Table 39: Diameter Connection Parameters

DescriptionField

The name of the Diameter connection in SBR Carrier.Name

A description of the connection (optional). The
description youassociatewithaconnection is not used
during processing.

Description
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Table 39: Diameter Connection Parameters (continued)

DescriptionField

The Origin-Host name of the remote peer.Host Name

The Origin-Realm name of the remote peer.Realm Name

This option determines if the source IP address of a
connection attemptmustmatchoneof the configured
IP addresses used to connect to this peer. If this is not
selected, traffic will be accepted from any IP address
as long as the client presents the correct hostname
during the capabilities exchange. This functionality
allows other peers to exist behind Network Address
Translation (NAT) devices.

RequireSource IPMatch forConnection

The IP address used for the connection.IP Address

Enable this option if you are using IPv6 addressing.
Leave it disabled if you are using IPv4 addressing.

NOTE: SBR Carrier does not support an embedded
IPv4 address as an IPv6 address.

Use IPv6 Networking

Theport number usedby the remotepeer forDiameter
messages.

Port

If this option is selected, the server periodically
attempts to connect (or reconnect after a connection
has failed) to the remote peer. If this option is not
selected, a connection is established only after the
remote peer actively connects to the server.

Active

Selects the protocol used to carry Diametermessages
to the remote peer.

If set to TCP, Diameter messages are sent using TCP.

If set to SCTP, Diameter messages are sent using
Stream Control Transmission Protocol (SCTP). This
allows you to usemultiple IP addresses for a Diameter
connection. When the remote peer is running SCTP,
SBR Carrier accepts packets from any of its IP
addresses (that are defined in the Additional IP
addresses field).

TCP / SCTP

An ordered set of IP addresses to use for a multi-link
connection, in addition to the IP address specified in
the IP Address field. This feature can only be enabled
when using SCTP.

Additional IP addresses
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To add a Diameter connection for a Diameter remote network element using theWeb

GUI:

1. In the Create Network Element pane (Figure 137 on page 351), click Add in the
Connections area.

The Add Network Connection dialog box appears (Figure 138 on page 354) with the
Identification tab selected.

For more information about the Diameter connection parameters, see

Table 39 on page 352.

Figure 138: Add Network Connection Dialog—Identification

2. Enter a name for the connection in theName field.

3. Optionally, enter a description for the connection in the Description field. The
description is not used during processing.

4. Enter theOrigin-Host name of the remote peer in theHostName (Origin-Host) field.

5. Optionally, select theRequire Source IPmatch for Connection check box if youwant
to require thesource IPaddressofaconnectionattempt tomatchoneof theconfigured

IP addresses used to connect to the peer.
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6. Enter theOrigin-Realm name of the remote peer in theRealmName (Origin-Realm)
field.

7. Click theAddress tab (Figure 139onpage355) andenter the IP address of the remote
peer in the IP Address field.

Figure 139: Add Network Connection Dialog—Address

8. Optionally, select theUse IPv6 check box to use IPv6 addressing.

NOTE: SBR Carrier does not support an embedded IPv4 address as an
IPv6 address.

9. Enter the port number that the remote peer uses for Diameter messages in the Port
field.

10. Optionally, select theActive check box if youwant the server to actively try to connect
to the remote peer.

11. Click theProtocol tab (Figure 140onpage356) to specify the transport protocol used
to carry Diameter messages.
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• Select the TCP check box to use the TCP protocol for Diameter messages.

• Select the SCTP (Default) check box to use the SCTP protocol for Diameter
messagesandclickAdd toaddanorderedsetof IPaddressesused for themulti-link
connection (in addition to the IP address specified in the IP Address field under the
Address tab).

Youcanmodify theordered setof IPaddressesbyusing theEditandDeletebuttons.

Figure 140: Add Network Connection Dialog—Protocol

12. ClickOK to save the connection.

The new Diameter connection entry is now displayed in the Connections area in the
Create Network Element pane (Figure 137 on page 351).

Repeat these steps toaddmultipleDiameter connections for aDiameter remotenetwork

element.

Assigning Functions to the Diameter Remote Network Element

The function refers to an IMS function, which means any one of the identified IMS

components. An IMS function communicates with other IMS functions exclusively using

reference points. Multiple functions can coexist in the same network element.
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For example, youmight configure a remote network element and assign only a single

function to it, such as HSS. On the other hand, you could create a single remote network

elementandassignmultiple functions to it suchas theDownstreamserverandnon-3GPP

network access functions.

Table 40 on page 357 provides a description of each of the functions supported by SBR

Carrier.

Table 40: Diameter Functions Support in SBR Carrier

DescriptionFunction

The non-3GPP network function is an AAA source for the direct IP service provided by
the non-3GPP network infrastructure.

Non-3GPP
Network

This function is assigned to other 3GPP servers to which this servermay forward (proxy)
requests.

For example, the HSSmay indicate that the request needs to be redirected to another
3GPP server; in which case the local 3GPP server must proxy the request to the remote
3GPP server. The remote 3GPP server would be assigned the Downstream function.
Another example would be when a subscriber’s identity or realm decoration indicates
roaming, the 3GPP servermay need to proxy the request to another 3GPP server outside
the home public landmobile network (HPLMN).

Downstream

The HSS is a Diameter-based subscriber and policy database used in 3GPP networks
that implement IMSR6or later. SBRCarrier downloads and cachesboth user credentials
and service subscription data (profile data) from the HSS. In addition, SBR Carrier
coordinateswith other SBRCarrier servers through a registrationmechanism in theHSS.
The first SBR Carrier server that authenticates a particular subscriber is registered as the
responsible server in the HSS. Any subsequent authentications for that subscriber will
be redirected to the responsible server, as longas it remains registered.After the subscriber
has left the network, the registrationmay be purged by the SBRCarrier server or theHSS,
meaning it is no longer responsible and the next server to authenticate this subscriber
may take over. The reference point between SBR Carrier and the HSS is SWx.

HSS

The ePDG function performs authentication and authorization of tunnel requests, when
tunneled IP service (3GPP IP service) is being provided to an untrusted non-3GPP IP
access network.

ePDG

The PDG function performs authentication and authorization of tunnel requests, when
tunneled IP service (3GPP IPService) is beingprovided toanon-3GPP IPaccessnetwork.

PDG

Some functions require you to configure routing rules based on either the subscriber

identity, known as the IMSI or the realm name. These routing rules are called implicit

routing rules. For instance, when you assign the HSS function to a Diameter remote

network element, you need to specify which subscribers are served by the HSS.
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To assign a function to a Diameter remote network element using theWeb GUI:

1. In theCreateNetworkElementpane(Figure 137onpage351), clickAdd in theFunctions
area

The Add Network Function dialog box (Figure 141 on page 358) appears with the
Non-3GPPNetwork option selected.

Figure 141: Add Network Function Dialog

2. Select the function that youwant to assign to the Diameter remote network element.

The right-side pane displays a brief description of the corresponding function and a

Description field. If the function supports implicit routing, the respective configuration
tabs will also be displayed in the right-side pane. Figure 142 on page 359 shows an

example dialog for the HSS function.
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Figure 142: Add Network Function Dialog—HSS

3. Optionally, enter a description for the function in the Description field.

4. Configure implicit routing rules, if the function supports implicit routing. For more

informationabout implicit routing rules configuration, see “Configuring Implicit Routing

Rules” on page 360.

You canmodify the prefix and realm routing entries by using the Edit and Delete
buttons.

5. ClickOK.

The new function entry is now displayed in the Functions area in theCreate Network
Element pane (Figure 137 on page 351).

Repeat thesesteps toassignmultiple functions toaDiameter remotenetworkelement.
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Configuring Implicit Routing Rules

Implicit routing is based on subscriber identity or realm. In non-3GPP networks, the IMSI

of the mobile device is used as the subscriber identity.

Table 41 on page 360 shows the functions that use implicit routing rules, and the type of

routing rules used by each function.

Table 41: Functions that Use Implicit Routing Rules

RealmRouting
IMSI Prefix
RoutingFunction

✔✔HSS

✔-Downstream

SBR Carrier uses the following priorities to process implicit routing rules:

1. IMSI

2. Realm

3. Default IMSI route (default route for local users)

4. Default Realm route (default route for all users from all realms)

For example, if both IMSI and realm routing rules aredefined for the function, IMSI routing

rules take priority over realm routing rules.

NOTE: Any explicit routing rules defined for a function, take priority over
implicit routing rules. For more information about explicit routing rules, see
“Configuring Request Routing Rules” on page 409.

Configuring IMSI Routing Rules

IMSI prefix routing allows you to specify which IMSI prefix numbers are associated with

the remote peer (function). For example, entering 3000 for the IMSI prefix routing for an

HSS instructs SBR Carrier to use this HSS for all requests that have an IMSI beginning

with 3000.

To configure IMSI routing rules using theWeb GUI:

1. Click the IMSIRouting tab in theAddNetwork Functiondialog box. For a sampleAdd
Network Function dialog box, see Figure 142 on page 359.

2. Define IMSI routing rule.

• Select the Default Routing Rule for Local Users check box to assign this function
to all local subscribers.

or
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a. Click Add.

The Add dialog box (Figure 143 on page 361) is displayed.

Figure 143: Add Dialog

b. Enter a number in the IMSI Prefix field and clickOK. The IMSI Routing tab of the
Add Network Function dialog box (for a sample Add Network Function dialog
box, see Figure 142 on page 359) displays the updated list of IMSI prefix routing

entries.

Repeat these steps to create multiple prefix routing entries.

Configuring Realm Routing Rules

The realm routing allows you to specify which realms are routed to the remote peer

(function). When a request is received, the server examines the NAI decoration to

determine the realmtowhich the request shouldbe routed. If the requestdoesnot contain

an NAI decoration, the Destination-Realm in the request is used. For example, if you

entered XYZ.com under the realm routing rule for an HSS function, SBR Carrier would

retrieve subscriber credentials from this HSS for processing any requests with an NAI

decoration that includes XYZ.com.

To configure the realm routing rules using theWeb GUI:

1. Click the Realm Routing tab in the Add Network Function dialog box. For a sample
Add Network Function dialog box, see Figure 142 on page 359.

2. Define realm routing rule.

• Select the Default Routing Rule for All Users fromAll Realms check box to route
the requests from all realms to the remote peer.

or

a. Click Add.

The Add dialog box (Figure 144 on page 362) is displayed.
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Figure 144: Add Dialog

b. Enter the realm name in the Realm field and clickOK. The server routes only
requests containing the provided real name to the remote peer.

The Realm Routing tab of the Add Network Function dialog box (for a sample
AddNetworkFunctiondialogbox, seeFigure 142onpage359)displays theupdated
list of realm routing entries.

Repeat these steps to create multiple realm routing entries.

Editing a Diameter Remote Network Element

To edit an existing Diameter remote network element using theWeb GUI:

1. Select Diameter Configuration > Remote Network Elements > Diameter Elements.

The Diameter Elements List page (Figure 136 on page 350) appears.

2. Select the Diameter remote network element entry that you want to edit.

The Selected Network Element pane (Figure 145 on page 363) displays the settings
configured for the Diameter remote network element.
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Figure 145: Selected Network Element Pane

3. Edit the existing description in the Description field.

NOTE: Youcannotedit thenameof theDiameter remotenetworkelement.

4. In the Connections area, you can:

• Click Add to configure and add a new Diameter connection. The Add Network
Connectiondialogbox(Figure 138onpage354)appears. Formore informationabout
the fields in the Add Network Connection dialog box, see “Adding Diameter
Connections to the Diameter Remote Network Element” on page 352.

• Select a Diameter connection entry and click Edit to edit the existing connection.
The Edit Network Connection dialog box similar to the Add Network Connection
dialog box (Figure 138 on page 354) appears. Formore information about the fields

in the Edit Network Connection dialogs, see “Adding Diameter Connections to the
Diameter Remote Network Element” on page 352.
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NOTE: You cannot edit the name of the Diameter connection.

• Select a Diameter connection entry and click Delete to delete the connection.

• Change themode to be used for sending messages over multiple Diameter

connections to the Diameter remote network element. The available options are:

• Round Robin

• Primary / Backup

NOTE: To use either of thesemodes, youmust havemultiple Diameter
connections configured for the Diameter remote network element.

• Reorder the Diameter connections by selecting each connection and using theUp
or Down arrow.

The Connections area displays an updated list of Diameter connections entries.

5. In the Functions area, you can:

• Click Add to configure and add a new function. The Add Network Function dialog
box (Figure 141 on page 358) appears. For more information about the fields in the

AddNetworkFunctiondialogbox, see “AssigningFunctions to theDiameterRemote
Network Element” on page 356.

• Select a function entry and clickEdit to edit the existing function. TheEditNetwork
Function dialog box similar to the Add Network Function dialog box
Figure 141 on page 358 appears. For more information about the fields in the Edit
Network Function dialog box, see “Assigning Functions to the Diameter Remote
Network Element” on page 356.

• Select a function entry and click Delete to delete the function.

The Functions area displays an updated list of function entries.

6. Click Save to save the changes.

The Diameter Elements List page (Figure 136 on page 350) displays an updated list
of Diameter remote network elements.

Deleting a Diameter Remote Network Element

To delete a Diameter remote network element using theWeb GUI:

1. Select Diameter Configuration > Remote Network Elements > Diameter Elements.

The Diameter Elements List page (Figure 136 on page 350) appears.

2. Select the remote network element entry that you want to delete.
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3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to delete the remote network element.

The Diameter Elements List page (Figure 136 on page 350) displays an updated list
of Diameter remote network elements.
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CHAPTER 21

Administering the Diameter Policy

This chapter provides a high level discussion of the SBR Carrier policy capabilities which

include defining local profiles and profile selection. It also presents how to administer a

Diameter policy in SBR Carrier.

This chapter covers the following topics:

• Policy Overview on page 367

• Configuring a Local Profile on page 367

• Configuring Local Profile Selection on page 398

Policy Overview

In non-3GPP networks, authorization is based on subscriber data provided by the HSS.

SBRCarrier canenforce fine-grainedauthorizationpolicybyusing local profiles. The local

profiles are used in combination with the subscriber profile stored in the HSS to provide

additional security for authorization. During the authorization process, SBR Carrier uses

user-defined profile selection rule sets to select the local profile used to authorize the

request.

Configuring a Local Profile

SBR Carrier can enforce fine-grained authorization policy by using local profiles. Local

profiles are used in combination with the subscriber profile stored in the HSS to provide

additional security for authorization.A local profile is configured in theWebGUIbydefining

ordered lists of attributes and a non-3GPP interworking policy. You can define as many

local profiles as you require.

NOTE: Each server in your network needs to be configured with at least one
local profile that includes the policy configuration for non-3GPP IP access.

Amobile operator can use profiles to create awireless plan for subscribers. For example,

youmight offer a voice only plan as well as a voice and data plan. A profile could be

defined for each plan and customized for the specific requirements of the SWa, STa,

SWm, and S6b reference points supported in the plan.
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Creating a Local Profile

To create a local profile, you configure attribute lists and a non-3GPP interworking policy

for the SWa, STa, SWm, and S6b reference points. Attribute lists specify attribute values

that are placed in the response, and are typically used to provide additional parameters

needed to complete the authorization. The order in which the attributes are placed in

the response is user-defined. Thenon-3GPP interworkingpolicy is a list of rules governing

the authorization.

To create a local profile using theWeb GUI:

1. Select Diameter Configuration > Policy > Local Profiles.

The Local Profiles List page (Figure 146 on page 368) appears.

Figure 146: Local Profiles List Page

2. Click Add.
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The Create Local Profile pane (Figure 147 on page 369) appears.

Figure 147: Create Local Profile Pane

3. Enter a name for the local profile in theName field.

4. Optionally, enter a description for the local profile in the Description field.

The description is not used during processing.

5. Configure authorization attributes for the SWa, STa, SWm, and S6b reference points.

For more information about configuring authorization attributes, see “Configuring

Authorization Attributes” on page 370.

You canmodify authorization attribute entries by using the Edit and Delete buttons.

6. Define the order of authorization attribute entries by selecting each entry and using

theUp or Down arrow.

7. Configure a non-3GPP interworking policy for the SWa, STa, SWm, and S6b reference

points. For more information about configuring the non-3GPP interworking policy for
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the SWa or STa reference point, see “Configuring a Non-3GPP Interworking Policy for

SWaor STaReferencePoint” on page 377. Formore information about configuring the

non-3GPP interworking policy for the SWm reference point, see “Configuring a

Non-3GPP Interworking Policy for SWmReference Point” on page 380. For more

informationaboutconfiguring thenon-3GPP interworkingpolicy for theS6b reference

point, see “Configuring a Non-3GPP Interworking Policy for S6b Reference Point” on

page 388.

You canmodify non-3GPP interworking policy entries by using the Edit and Delete
buttons.

8. Define the order of non-3GPP interworking policy entries by selecting each entry and

using theUp or Down arrow.

9. Click Save to save the profile configuration.

TheLocalProfiles Listpage (Figure 146onpage368)displays anupdated list of local
profiles.

Configuring Authorization Attributes

SBR Carrier supports the following authorization attribute lists:

• Return list

• Copy list

• Periodic reauthorization

You can create any combination of the above attribute authorization lists you require.

For example, youcanconfigure theprofilewithboth return lists andcopy lists. This allows

the visited SBR Carrier server to add its own level of authorization by copying some

attributes from the server response, as well as setting some attributes in the response.

The value of each attribute has a well-defined data type: numeric, string, IP address,

time, or hexadecimal. For example, Callback-Number is of type string and contains a

telephone number, while NAS-Port-Type is an item from a list, and can be Sync, Async,

and so forth.

NOTE: SBRCarrier supportssigned integers(negativenumbers) forattributes
received in packets. However, theWebGUI does not support signed integers,
and treats both signed and unsigned integers as unsigned integers.

Attributes can be single- or multi-valued. Single-valued attributes appear at most once

in the response; multi-valued attributes may appear several times.

If an attribute appears more than once in the response list, each value of the attribute is

sent as part of the response packet. For example, to enable both IP and IPX header

compression for a subscriber, the Framed-Compression attribute should appear twice
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in the response list: once with the value VJTCPIPheadercompression and once with the

value IPXheadercompression.

The order in which attributes appear in the response is user defined. In addition, an

attribute canappearmore thanonce in the response, and theorder inwhich theattributes

appear may be significant.

For Diameter, if the request from the client included a request for authorization, a

successful responsemust include the authorization AVPs that are relevant to the service

being provided.

Attributes are always returned to the client (non-3GPP network) in the authorization

response only when authorization is granted.

To configure authorization attributes for the SWa, STa, SWm, or S6b reference point

using theWeb GUI:

1. In the Create Local Profile pane (Figure 147 on page 369), click Attributes under the
respective tab.

2. Click Add.

TheAddAuthorizationdialogbox forauthorizationattributes (Figure 148onpage371)
appears.

Figure 148: Add Authorization Dialog for Authorization Attributes
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In the Add Authorization dialog box, you can:

• Select thePeriodicReauthorizationoption toaddperiodic reauthorizationattributes.
Formore information about adding periodic reauthorization attributes, see “Adding

Periodic Reauthorization Attributes” on page 372.

• Select theAVPs to be Sent in the Response option or theAVPs to be Copied from
theResponseoption toadda returnor copy list. Formore informationabout adding
return or copy list, see “Adding a Return or Copy List” on page 373.

Adding Periodic Reauthorization Attributes

Theperiodic reauthorization featureprovidesasetofattributes that instruct thenon-3GPP

network to initiate reauthorization requestsautomatically. SBRCarrier uses twoattributes

for this instruction: Session-Timeout and Termination-Action. The Session-Timeout

attribute value is configurable (as the Reauthorization Interval) in seconds. This attribute

sets themaximum time of service to be provided to the subscriber. The server sends this

attribute to the client in the response. The value of the Termination-Action attribute

instructs the non-3GPP network to performwhat is necessary after Session-Timeout

elapses.

To add periodic reauthorization attributes for the selected reference point using theWeb

GUI:

1. In theAddAuthorizationdialogbox forauthorizationattributes(Figure 148onpage371),
select the Periodic Reauthorization option.

The Periodic Reauthorization pane (Figure 149 on page 373) appears.
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Figure 149: Add Authorization Dialog—Periodic Reauthorization

2. Enter a value (in seconds) in the Reauthorization Interval field.

This value equates to the Session-Timeout attribute and specifies the maximum
time of service to be provided to the subscriber.

NOTE: The Termination Action field displays the value of the
Termination-Action attribute that instructs the non-3GPP network to
performwhat is necessary after the session timeout elapses. This field is
a read-only field.

3. ClickOK.

TheAttributes tab in theCreate Local Profile pane (Figure 147 on page 369) displays
the updated attributes list.

Adding a Return or Copy List

The attributes to be set in the response feature allows you to specify which attributes

you want to set in the response sent to the client. This feature always replaces all

instances of a particular attribute with its locally configured attribute. Only one locally

configured value of any attribute can exist.

373Copyright © 2018, Juniper Networks, Inc.

Chapter 21: Administering the Diameter Policy



To create an attribute return list, you select the attributes you want to return in the

response from a predefined list. For each attribute, theWeb GUI prompts you to enter

values using familiar data types such as string, integer, or network address. You then

place the attributes in the order in which you want them to be sent in the response.

By including appropriate attributes in the response list, you can create a variety of

connection policies. For example, particular IP addresses can be assigned to specific

subscribers, IPheader compressioncanbe turnedonoroff, or a time limit canbeassigned

to the connection.

The attributes to be copied from downstream feature allows you to specify which

attributes you want to copy from a downstream server response. This feature always

adds all instances of a particular attribute from the downstream server response to the

response sent to the client.

For example, if SBR Carrier in a visited public landmobile network (VPLMN) is accessed

by a roaming subscriber, the subscriber’s home SBR Carrier server is responsible for

performing session authorization. When SBR Carrier in the VPLMN receives the request

from the roaming subscriber, it proxies the request to the subscriber’s home server

(HPLMN). The home server performs the authorization and returns the response to the

SBRCarrier server in the VPLMN. SBRCarrier uses the list of attributes to be copied from

downstreamtoselectwhichattributesarecopied fromtheHSSorhomeserver response,

and in what order they are to be placed in the final response it sends to the non-3GPP

network.

To create an attribute copy list, you select the attributes you want to copy from the

downstream server response from a predefined list. You do not enter values for the

attributes; the values are copied from the downstream server response. You then place

the attributes in the order in which you want them to be sent in the response.

NOTE: Onlyattributes that are in theoriginal response fromthedownstream
server may be copied. If the ordered list includes an attribute that is not in
the response from the downstream server, the attribute is not copied in the
final response to the client.
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To add a return or copy list to the SWa, STa, SWm, or S6b reference point using theWeb

GUI:

1. In theAddAuthorizationdialogbox forauthorizationattributes(Figure 148onpage371),
select either the AVPs to be Sent in the Response or AVPs to be Copied from the
Response option.

TheAVPs tobeSent in theResponseorAVPs tobeCopied fromtheResponsepane
appears. Figure 150 on page 375 shows a sample AVPs to be Sent in the Response
pane.

Figure 150: Add Authorization Dialog—AVPs to be Set in the Response

2. Click Add.

The Add AVP dialog box (Figure 151 on page 376) appears.
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Figure 151: Add AVP Dialog

3. Select theattribute that youwant toadd fromtheAttributes list. Figure 152onpage376
shows a sample Add AVP dialog box for the 3GPP-Charging-Id attribute.

Figure 152: Sample Add AVPDialog

4. Select or enter a value for the selected attribute in the Value field.

TheAddAVPdialogboxchangesaccording to the typeofattribute list youarecreating.
TheAVPs to beSent in theResponse option requires that you enter or select a value,
string, or IP address. For the AVPs to be Copied from the Response option, you just
select the attribute to be copied from the attributes list.

5. Click Add.

6. Repeat steps 3 through 5 to assign more attributes to the return or copy list.

7. When you are finished adding AVPs, click Cancel.

The AVPs to be Sent in the Response pane displays the updated list of selected
attributes. For a sample AVPs to be Sent in the Response dialog box, see
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Figure 150 on page 375. You canmodify the return or copy list by using the Edit and
Delete buttons.

8. ClickOK.

TheAttributes tab in theCreate Local Profile pane (Figure 147 on page 369) displays
the updated attributes list.

Configuring a Non-3GPP Interworking Policy for SWa or STa Reference Point

Non-3GPP interworking policies are lists of rules governing authorization. SBR Carrier

supports the following non-3GPP interworking policies for the SWa or STa reference

point:

• Global Non-3GPP Access

• Global WLAN Direct IP Access

To configure a non-3GPP interworking policy for the SWa or STa reference point using

theWeb GUI:

1. In the Create Local Profile pane (Figure 147 on page 369), select SWa/STa Interface
>Non-3GPP Interworking Policy.

2. Click Add.

The Add Authorization dialog box for non-3GPP interworking policy of SWa or STa
reference point (Figure 153 on page 378) appears.
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Figure 153: Add Authorization Dialog for Non-3GPP Interworking Policy-SWa/STa Interface

In the Add Authorization dialog box for non-3GPP interworking policy of SWa or STa
reference point, you can:

• Select theGlobalNon-3GPPAccess option to configure global non-3GPPnetwork
access policy. For more information about configuring global non-3GPP network

accesspolicy, see“ConfiguringGlobalNon-3GPPNetworkAccessPolicy”onpage378.

• Select theGlobalWLANDirect IP Access option to configure global WLAN direct

IP access policy. For more information about configuring global WLAN direct IP

access policy, see “Configuring Global WLAN Direct IP Access Policy” on page 379.

Configuring Global Non-3GPP Network Access Policy

This policy allows themobile operators to bar non-3GPP interworking subscription.

To configure the global non-3GPP network access policy using theWeb GUI:

1. In theAddAuthorizationdialogbox for non-3GPP interworkingpolicyof the respective
referencepoint(Figure153onpage378,Figure156onpage381,orFigure164onpage389),

select theGlobal Non-3GPPNetwork Access option.

TheGlobal Non-3GPPNetwork Access pane (Figure 154 on page 379) appears.
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Figure 154: Add Authorization Dialog—Global Non-3GPPNetwork Access

2. Optionally, select theNon-3GPPSubscriptionAllowedcheckboxtoprovidenon-3GPP
subscription for the subscriber.

Clear theNon-3GPPSubscriptionAllowedcheckbox toblocknon-3GPPsubscription
for the subscriber.

3. ClickOK to save the configuration.

TheNon-3GPP InterworkingPolicy tabof the respective referencepoint in theCreate
Local Profile pane (Figure 147 on page 369) displays the updated interworking policy
list.

Configuring GlobalWLAN Direct IP Access Policy

This policy allows themobile operator to enable or disable the direct access to external

networks (for example, Internet) from theWLAN access network for a subscriber.

To configure global WLAN direct IP access policy using theWeb GUI:

1. In the Add Authorization dialog box for non-3GPP interworking policy of SWa or STa
reference point (Figure 153 on page 378), select theGlobalWLANDirect IP Access
option.

TheGlobalWLANDirect IP Access pane (Figure 155 on page 380) appears.
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Figure 155: Add Authorization Dialog—GlobalWLANDirect IP Access

2. Optionally, select theWLANDirect IP Access Allowed check box to allow the

subscriber to access external networks.

Clear theWLANDirect IP Access Allowed check box to block access to external
networks for the subscriber.

3. ClickOK to save the configuration.

TheNon-3GPP InterworkingPolicy tab of the SWa/STa reference point in theCreate
Local Profile pane (Figure 147 on page 369) displays the updated interworking policy
list.

Configuring a Non-3GPP Interworking Policy for SWmReference Point

Non-3GPP interworking policies are lists of rules governing authorization. SBR Carrier

supports the following non-3GPP interworking policies for the SWm reference point:

• Non-3GPP Interworking Allowed Visited Networks

• Global Non-3GPP Network Access

• Global Non-3GPP Network IP Access

• Global APN Configuration

• Global AMBR Configuration
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To configure a non-3GPP interworking policy for the SWm reference point using theWeb

GUI:

1. In the Create Local Profile pane (Figure 147 on page 369), select SWm Interface >
Non-3GPP Interworking Policy.

2. Click Add.

TheAddAuthorizationdialogbox for non-3GPP interworkingpolicyofSWmreference

point (Figure 156 on page 381) appears.

Figure 156: Add Authorization Dialog for Non-3GPP Interworking Policy-SWm Interface

In the Add Authorization dialog box for non-3GPP interworking policy of SWm
reference point, you can:

• Select theNon-3GPP Interworking Allowed Visited Networks option to configure
non-3GPP interworkingallowedvisitednetworkspolicy. Formore informationabout

configuringnon-3GPP interworkingallowedvisitednetworkspolicy, see “Configuring

Non-3GPP Interworking Allowed Visited Networks Policy” on page 382.

• Select theGlobalNon-3GPPNetworkAccessoption toconfigureglobal non-3GPP
network access policy. For more information about configuring global non-3GPP

network access policy, see “Configuring Global Non-3GPP Network Access Policy”

on page 378.

• Select theGlobal Non-3GPPNetwork IP Access option to configure global
non-3GPP network IP access policy. Formore information about configuring global
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non-3GPP network IP access policy, see “Configuring Global Non-3GPP Network

IP Access Policy” on page 383.

• Select theGlobalAPNConfiguration option to configure global access point name
(APN) configuration policy. For more information about configuring global APN

configuration policy, see “Configuring Global APN Configuration Policy-SWm

Interface” on page 384.

• Select theGlobal AMBR Configuration option to configure global aggregate
maximum bit rate configuration policy. For more information about configuring

global aggregate maximum bit rate configuration policy, see “Configuring Global

AMBR Configuration Policy” on page 387

Configuring Non-3GPP Interworking Allowed Visited Networks Policy

The non-3GPP interworking allowed visited networks policy defines the VPLMNs that

the subscriber can access while roaming.

To configure the non-3GPP interworking allowed visited networks policy using theWeb

GUI:

1. In theAddAuthorizationdialogbox for non-3GPP interworkingpolicyof the respective
referencepoint (Figure 156onpage381orFigure 164onpage389), select theNon-3GPP
Interworking Allowed Visited Networks option.

The Allowed Visited Networks pane (Figure 157 on page 382) appears.

Figure 157: Add Authorization Dialog—Allowed Visited Networks
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2. Add the visited networks.

• Select theAllowAllcheckbox toallow the subscriber toaccessany visitednetwork.

Or

• Click Add.

The Add VPLMN dialog box (Figure 158 on page 383) appears.

Figure 158: Add VPLMNDialog

• Enter the identifier of thevisitednetworkwhichasubscriber canaccess in theName
field and clickOK. The Allowed Visited Networks pane (Figure 157 on page 382)
displays the updated list of allowed visited networks.

Repeat these steps to addmultiple allowedvisitednetwork entries. You can remove

the allowed visited networks entry by using the Delete button.

3. ClickOK to save the configuration.

TheNon-3GPP InterworkingPolicy tabof the respective referencepoint in theCreate
Local Profile pane (Figure 147 on page 369) displays the updated interworking policy
list.

Configuring Global Non-3GPP Network IP Access Policy

This policy allows themobile operator to disable all non-3GPP access point names

(APNs) for the subscriber at one time.

To configure global non-3GPP network IP access policy using theWeb GUI:

1. In theAddAuthorizationdialogbox for non-3GPP interworkingpolicyof the respective
reference point (Figure 156 on page 381 or Figure 164 on page 389), select theGlobal
Non-3GPPNetwork IP Access option.

TheGlobal Non-3GPPNetwork IP Access pane (Figure 159 on page 384) appears.
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Figure 159: Add Authorization Dialog—Global Non-3GPPNetwork IP Access

2. Optionally, select theNon-3GPPAPNs Enabled check box to allow the subscriber to

access all non-3GPP APNs.

Clear theNon-3GPP APNs Enabled check box to block access to all APNs for the
subscriber.

3. ClickOK to save the configuration.

TheNon-3GPP InterworkingPolicy tabof the respective referencepoint in theCreate
Local Profile pane (Figure 147 on page 369) displays the updated interworking policy
list.

Configuring Global APN Configuration Policy-SWm Interface

The global APN configuration policy defines the values that are used in the

APN-Configuration AVP, which is sent in every successful Diameter-EAP-Answer (DEA)

message. The values defined by the global APN configuration policy is used in the

APN-Configuration AVP only if there is a match between the Service-Selection AVP in

Diameter-EAP-Request (DER)message and the global APN configuration policy.
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NOTE: The Service-Selection AVP in DERmessage and the global APN
configuration policy arematched only if there is nomatch between the
Service-Selection AVP in DERmessage and the Service-Selection AVP in
Server-Assignment-Answer (SAA)message. If an APN-Configuration name
matchalreadyexists betweenDERandSAAmessages, the values in theSAA
message are used in the APN-Configuration AVP.

To configure the global APN configuration policy using theWeb GUI:

1. In the Add Authorization dialog box for non-3GPP interworking policy of SWm
referencepoint (Figure 156onpage381), select theGlobalAPNConfigurationoption.

TheGlobalAPNConfigurationpane (Figure 160onpage385)appearswith theBasic
Configuration tab selected.

Figure 160: Add Authorization Dialog—Global APN Configuration (SWm interface)

2. Enter the name of the non-3GPP access point in theName field.

NOTE: This name is used when performing amatch between the
Service-Selection AVP in DERmessage and the global APN configuration
policy.

3. Enter the Context-Identifier AVP in the Context Identifier field. The specified
Context-Identifier AVP is used as a grouped AVP in the APN-Configuration AVP.
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4. Use the PDN Type list to specify the address type of PDN to be accessed.

• Select the IPv4 option to use IPv4 addressing.

• Select the IPv6 option to use IPv6 addressing.

• Select the IPv4v6 option to use both IPv4 and IPv6 addressing.

• Select the IPv4_OR_IPv6 option to use either IPv4 addressing or IPv6 addressing.

5. Use the VPLMN-Dynamic-Address-Allowed check box to specify whether the user
in a VPLMN is allowed to activate a non-3GPP access point that accesses a PDG in

the VPLMN.

6. Enter the charging characteristics value to be applied to all user sessions in the

3GPP-Charging-Characteristics field.

7. Click theAMBR tab (Figure 161 on page 386) to specify the values that are used in the
APN-AMBR configuration AVP.

Figure 161: Global APN Configuration Pane (SWm Interface)—AMBR

8. Enter themaximumalloweduplinkbandwidth in theMax-Requested-Bandwidth-UL
field.

9. Enter the maximum allowed downlink bandwidth in the

Max-Requested-Bandwidth-DL field.

10. Click the EPS-Subscribed-QoS-Profile tab (Figure 162 on page 387) to specify the
QoS profile details.
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Figure 162: Global APN Configuration Pane (SWm Interface)—EPS-Subscribed-QoS-Profile

11. Enter a value for the QoS class in theQoS-Class-Identifier field to identify QoS
parameters that define the authorized QoS. You can enter the values 0, 10–64, 67,

68, and 71–255.

12. Enter the priority level of the QoS parameters in thePriority Level field. You can enter
a value ranging from 1 through 15.

13. Use the Pre-emption-Capability-Enabled check box to enable or disable the
pre-emption capability.

14. Use the Pre-emption-Vulnerability-Enabled check box to enable or disable the
pre-emption vulnerability.

15. ClickOK to save the configuration.

TheNon-3GPP Interworking Policy tab of the SWm reference point in the Create
Local Profile pane (Figure 147 on page 369) displays the updated interworking policy
list.

Configuring Global AMBR Configuration Policy

The global aggregate maximum bit rate configuration policy defines the values that are

used in the APN-AMBR configuration AVP, which is sent from the SBR Carrier server to

the mobile home agent in the APN-Configuration AVP. The APN-AMBR configuration

AVP is used to limit the aggregate bit rate that is expected to be provided across all

non-guaranteedbit ratebearersandPGWconnectionsof thesameAPN.TheAPN-AMBR

configuration AVP is stored per APN in the HSS.
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To configure the global aggregate maximum bit rate configuration policy using theWeb

GUI:

1. In theAddAuthorizationdialogbox for non-3GPP interworkingpolicyof the respective
reference point (Figure 156 on page 381 or Figure 164 on page 389), select theGlobal
AMBR Configuration option.

TheGlobal AMBR Configuration pane (Figure 163 on page 388) appears.

Figure 163: Add Authorization Dialog—Global AMBR Configuration

2. Enter themaximumalloweduplinkbandwidth in theMax-Requested-Bandwidth-UL
field.

3. Enter the maximum allowed downlink bandwidth in the

Max-Requested-Bandwidth-DL field.

4. ClickOK to save the configuration.

TheNon-3GPP InterworkingPolicy tabof the respective referencepoint in theCreate
Local Profile pane (Figure 147 on page 369) displays the updated interworking policy
list.

Configuring a Non-3GPP Interworking Policy for S6b Reference Point

Non-3GPP interworking policies are lists of rules governing authorization. SBR Carrier

supports the following non-3GPP interworking policies for the S6b reference point:

Copyright © 2018, Juniper Networks, Inc.388

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



• Non-3GPP Interworking Allowed Visited Networks

• Global Non-3GPP Network Access

• Global Non-3GPP Network IP Access

• Global APN Configuration

• Global AMBR Configuration

• Global MIP6-Feature-Vector Configuration

To configure a non-3GPP interworking policy for the S6b reference point using theWeb

GUI:

1. In the Create Local Profile pane (Figure 147 on page 369), select S6b Interface >
Non-3GPP Interworking Policy.

2. Click Add.

TheAddAuthorization dialog box for non-3GPP interworking policy of S6b reference
point (Figure 164 on page 389) appears.

Figure 164: Add Authorization Dialog for Non-3GPP Interworking Policy-S6b Interface

In theAddAuthorizationdialogbox for non-3GPP interworkingpolicyofS6b reference
point, you can:
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• Select theNon-3GPP Interworking Allowed Visited Networks option to configure
non-3GPP interworkingallowedvisitednetworkspolicy. Formore informationabout

configuringnon-3GPP interworkingallowedvisitednetworkspolicy, see “Configuring

Non-3GPP Interworking Allowed Visited Networks Policy” on page 382.

• Select theGlobalNon-3GPPNetworkAccessoption toconfigureglobal non-3GPP
network access policy. For more information about configuring global non-3GPP

network access policy, see “Configuring Global Non-3GPP Network Access Policy”

on page 378.

• Select theGlobal Non-3GPPNetwork IP Access option to configure global
non-3GPP network IP access policy. Formore information about configuring global

non-3GPP network IP access policy, see “Configuring Global Non-3GPP Network

IP Access Policy” on page 383.

• Select theGlobal APNConfiguration option to configure global APN configuration
policy. Formore information about configuring global APN configuration policy, see

“Configuring Global APN Configuration Policy-S6b Interface” on page 390.

• Select theGlobal AMBR Configuration option to configure global aggregate
maximum bit rate configuration policy. For more information about configuring

global aggregate maximum bit rate configuration policy, see “Configuring Global

AMBR Configuration Policy” on page 387

• Select theGlobal MIP6-Feature-Vector Configuration option to configure global
Mobile IP 6 (MIP6) feature vector configuration policy. For more information about

configuring globalMIP6 feature vector configuration policy, see “Configuring Global

MIP6 Feature Vector Configuration Policy” on page 394.

Configuring Global APN Configuration Policy-S6b Interface

The global APN configuration policy defines the values that are used in the

APN-Configuration AVP, which is sent in every successful Diameter-EAP-Answer (DEA)

message. The values defined by the global APN configuration policy are used in the

APN-Configuration AVP only if there is a match between the Service-Selection AVP in

the Diameter-EAP-Request (DER)message and the global APN configuration policy.

NOTE: The Service-Selection AVP in the DERmessage and the global APN
configuration policy arematched only if there is nomatch between the
Service-Selection AVP in the DERmessage and the Service-Selection AVP
in the Server-Assignment-Answer (SAA)message. If an APN-Configuration
namematch already exists between the DER and SAAmessages, the values
in the SAAmessage are used in the APN-Configuration AVP.

To configure the global APN configuration policy using theWeb GUI:
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1. In theAddAuthorizationdialogbox for non-3GPP interworkingpolicyofS6b reference
point (Figure 164 on page 389), select theGlobal APN Configuration option.

TheGlobal APNConfiguration pane (Figure 165 on page 391) appearswith theBasic
Configuration tab selected.

Figure 165: Add Authorization Dialog—Global APN Configuration (S6b interface)

2. Enter the name of the non-3GPP access point in theName field.

NOTE: This name is used when performing amatch between the
Service-Selection AVP in DERmessage and the global APN configuration
policy.

3. Enter the Context-Identifier AVP in the Context Identifier field. The specified
Context-Identifier AVP is used as a grouped AVP in the APN-Configuration AVP.

4. Use the PDN Type list to specify the address type of PDN to be accessed.

• Select the IPv4 option to use IPv4 addressing.

• Select the IPv6 option to use IPv6 addressing.

• Select the IPv4v6 option to use both IPv4 and IPv6 addressing.

• Select the IPv4_OR_IPv6 option to use either IPv4 addressing or IPv6 addressing.

5. Use the VPLMN-Dynamic-Address-Allowed check box to specify whether the user
in a VPLMN is allowed to activate a non-3GPP access point that accesses a PDG in

the VPLMN.

6. Enter the charging characteristics value to be applied to all user sessions in the

3GPP-Charging-Characteristics field.
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7. Click theAMBR tab (Figure 166onpage 392) to specify the values that are used in the
APN-AMBR configuration AVP.

Figure 166: Global APN Configuration Pane (S6b Interface)—AMBR

8. Enter themaximumalloweduplinkbandwidth in theMax-Requested-Bandwidth-UL
field.

9. Enter the maximum allowed downlink bandwidth in the

Max-Requested-Bandwidth-DL field.

10. Click theMIP6-Agent-Info tab (Figure 167 on page 393) to specify the MIP6 agent
details.
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Figure 167: Global APN Configuration Pane (S6b Interface)—MIP6-Agent-Info

11. Enter the IP address of the mobile home agent in theMIP-Home-Agent-Address
field.

12. Optionally, select theUse IPv6 check box to use IPv6 addressing.

NOTE: SBR Carrier does not support an embedded IPv4 address as an
IPv6 address.

13. Enter the host name of the mobile home agent in the Destination Host field.

14. Enter the realm name in which the mobile home agent is located in the Destination
Realm field.

The values provided in the Destination Host and Destination Realm fields are used

to form the fully qualified domain name (FQDN).

15. Click the EPS-Subscribed-QoS-Profile tab (Figure 168 on page 394) to specify QoS
profile details.
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Figure 168: Global APN Configuration Pane (S6b Interface)—EPS-Subscribed-QoS-Profile

16. Enter a value for the QoS class in theQoS-Class-Identifier field to identify QoS
parameters that define the authorized QoS. You can enter the values 0, 10–64, 67,

68, and 71–255.

17. Enter the priority level of the QoS parameters in thePriority Level field. You can enter
a value ranging from 1 through 15.

18. Use the Pre-emption-Capability-Enabled check box to enable or disable the
pre-emption capability.

19. Use the Pre-emption-Vulnerability-Enabled check box to enable or disable the
pre-emption vulnerability.

20.ClickOK to save the configuration.

TheNon-3GPP InterworkingPolicy tabof theS6b referencepoint in theCreateLocal
Profile pane (Figure 147 on page 369) displays the updated interworking policy list.

Configuring Global MIP6 Feature Vector Configuration Policy

The global MIP6 feature vector configuration policy defines NAD indicated capabilities

that are supported or authorized by the 3GPP AAA server (that is, Diameter server). The

server supportedorauthorizedcapabilitiesaresent to theNAD in theMIP6-Feature-Vector

AVP.

To configure the global MIP6 feature vector configuration policy using theWeb GUI:
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1. In theAddAuthorizationdialogbox for non-3GPP interworkingpolicyofS6b reference
point (Figure 164onpage389), select theGlobalMIP6-Feature-VectorConfiguration
option.

TheGlobalMIP6-Feature-VectorConfigurationpane(Figure169onpage395)appears.

Figure 169: Global MIP6-Feature-Vector Configuration Pane

2. Select theMIP6_INTEGRATED option to enable the support for MIP6 integrated
scenario bootstrapping.

3. Select the LOCAL_HOME_AGENT_ASSIGNMENT option to enable the authorization
for assigning local home agent to the mobile network.

4. ClickOK to save the configuration.

TheNon-3GPP InterworkingPolicy tabof theS6b referencepoint in theCreateLocal
Profile pane (Figure 147 on page 369) displays the updated interworking policy list.

Editing a Local Profile

To edit an existing local profile in SBR Carrier using theWeb GUI:

1. Select Diameter Configuration > Policy > Local Profiles.

The Local Profiles List page (Figure 146 on page 368) appears.

2. Select the local profile entry that you want to edit.
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The Selected Profile pane (Figure 170 on page 396) displays the settings configured
for the local policy.

Figure 170: Selected Profile Pane

3. Edit the existing description in the Description field.

NOTE: You cannot edit the name of the local profile.

4. Select either the Attributes tab or theNon-3GPP Interworking Policy tab.

From the Attributes tab, you can:

• ClickAdd to add a new authorization attribute for the selected reference point. The

Add Authorization dialog box for authorization attributes (Figure 148 on page 371)
appears. For more information about adding authorization attributes, see

“Configuring Authorization Attributes” on page 370.

• SelectanauthorizationattributeentryandclickEdit toedit theexistingauthorization
attribute. For more information about the fields in the Add Authorization dialog
boxforauthorizationattributes, see“ConfiguringAuthorizationAttributes”onpage370
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• Select an authorization attribute entry and click Delete to delete the attribute.

• Reorder the attributes by selecting each attribute and using theUp orDown arrow.

The Attributes tab displays an updated list of authorization attribute entries.

From theNon-3GPP Interworking Policy tab, you can:

• ClickAdd toconfigureanewnon-3GPP interworkingpolicy for theselected reference
point. The Add Authorization dialog box for non-3GPP interworking policy
(Figure 153onpage378, Figure 156onpage381, or Figure 164onpage389)appears.

For more information about configuring non-3GPP interworking policies, see

“Configuring a Non-3GPP Interworking Policy for SWa or STa Reference Point” on

page 377, “Configuring a Non-3GPP Interworking Policy for SWmReference Point”

on page 380, and “Configuring a Non-3GPP Interworking Policy for S6b Reference

Point” on page 388.

• Select a non-3GPP interworking policy entry and click Edit to edit the existing
non-3GPP interworking policy. For more information about the fields in the Add
Authorization dialog box for non-3GPP interworking policy, see “Configuring a
Non-3GPP Interworking Policy for SWa or STa Reference Point” on page 377,

“ConfiguringaNon-3GPP InterworkingPolicy forSWmReferencePoint”onpage380,

and “Configuring a Non-3GPP Interworking Policy for S6b Reference Point” on

page 388.

• Select a non-3GPP interworking policy entry and click Delete to delete the policy.

• Reorder the non-3GPP interworking policies by selecting each policy and using the

Up or Down arrow.

TheNon-3GPP Interworking Policy tab displays an updated list of non-3GPP
interworking policy entries.

5. Click Save to save the changes.

TheLocalProfiles Listpage (Figure 146onpage368)displays anupdated list of local
profile entries.

Deleting a Local Profile

To delete a local profile using theWeb GUI:

1. Select Diameter Configuration > Policy > Local Profiles.

The Local Profiles List page (Figure 146 on page 368) appears.

2. Select the local profile entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to delete the local profile.
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TheLocalProfiles Listpage (Figure 146onpage368)displays anupdated list of local
profile entries.

Configuring Local Profile Selection

During theauthorizationprocess, SBRCarrier usesuser-definedprofile selection rule sets

to select the local profile used to authorize the request. To select the correct profile for

authorization, the server compares the HSS or downstream server response with the

profile selection rule sets in the order inwhich they are defined. Amatch is declaredwhen

everything in a profile selection rule set is included in the HSS or downstream server

response. If a match is found, the local profile associated with the profile selection rule

set is merged with the HSS or downstream server response to form a complete profile

which is used to authorize subscriber’s requests.

Themerged profile is cached in SBR Carrier and used to authorize all future requests

from the subscriber. The cached profile in SBR Carrier and the HSS are synchronized

through the Push Profile Request (PPR) process, which notifies the SBR Carrier server

about the profile modification through a PPRmessage. If there is a conflict between the

two databases, the HSS profile data takes precedence over the SBR Carrier profile data.

A specific profile can be configured for processing requests with nomatching rules, or

you can configure the server to reject all requests for which nomatch is found.

SBRCarrier canalsoprovidebackupsupport for theHSSbycontinuing toprocess requests

when the HSS is unavailable. A specific profile can be defined for processing requests in

this situation, or you have the option to reject all requests when the HSS is unavailable.

NOTE: SBR carrier selects the local profile based on the individual AVPs and
not based on the AVPs within the grouped AVPs.
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To configure the local profile selection using theWeb GUI:

1. Select Diameter Configuration > Policy > Local Profile Selection.

The Local Profile Selection page (Figure 171 on page 399) appears.

Figure 171: Local Profile Selection Page

2. Configure a local profiles selection rule set. For more information about configuring

aprofile selection rule set, see “CreatingaNewProfileSelectionRuleSet” onpage400,

“Editing Profile Selection Rule Sets” on page 404, and “Deleting Profile Selection Rule

Sets” on page 405.

3. Define the order of the rule sets by selecting each rule set and using theUp or Down
arrow.

4. Specify whether to reject all requests or use a specific profile when there is nomatch

found during the profile selection process in theWhen No Ruleset Matches area.

• Select the Reject All option to reject all requests that do not have amatching rule.

• Select theUse Selected Profile option and select a profile that you want to use for
requests that do not have amatching rule.

5. Specify whether to reject all requests or use a specific profile to continue to process

theauthorization requestswhenHSS isunavailable. In theWhenHSSisNotAvailable
area, you can:

• Select the Reject All option to reject all requests when HSS is unavailable.
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• Select theUse Selected Profile option and select a profile that you want to use for
all requests when HSS is unavailable.

6. Click Save to save the configuration.

Creating a NewProfile Selection Rule Set

A profile selection rule set consists of ordered lists of user-defined attributes and/or

non-3GPP interworking policies. To create a profile selection rule set, first you select the

profile for which youwant to create the selection rule set. You then add the user-defined

attributes and non-3GPP interworking policies.

To create a profile selection rule set using theWeb GUI:

1. In the Local Profile Selection page (Figure 171 on page 399), click Add.

The Add Profile Matching Ruleset dialog box (Figure 172 on page 400) appears.

Figure 172: Add Profile Matching Ruleset Dialog

2. Select the profile for which you want to create the profile selection rule set from the

Profile list.

3. Create matching rules for the selected profile. For more information about creating

matching rules, see “Creating NewMatching Rules” on page 401.
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Each row represents a rule. A rule can contain one or more attributes. You canmodify

the matching rules by using the Edit and Delete buttons.

4. ClickOK to save the configuration.

The Local Profile Selection page (Figure 171 on page 399) displays an updated list of
local profiles selection rule sets.

Creating NewMatching Rules

To create newmatching rules using theWeb GUI:

1. In the Add Profile Matching Ruleset dialog box (Figure 172 on page 400), click Add.

The Add Profile Matching Rule dialog box (Figure 173 on page 401) appears.

Figure 173: Add Profile Matching Rule Dialog

2. From the Add Profile Matching Rule dialog box, you can:

• Select theUser Defined Attributes option to configure user defined attribute
matching rules. For more information about configuring user defined attribute

matching rules, see “ConfiguringUserDefinedAttributeMatchingRules”onpage402.

• Select one of the following options:

• Non-3GPPInterworkingAllowedVisitedNetworks.Whenthisoption is selected,

theAllowedVisitedNetworkspanesimilar toFigure 157onpage382appears. For
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more information about the fields in this dialog box, see “Configuring Non-3GPP

Interworking Allowed Visited Networks Policy” on page 382.

• Global Non-3GPPNetwork Access. When this option is selected, theGlobal
Non-3GPPNetwork Access pane similar to Figure 154 on page 379 appears. For
more information about the fields in this dialog box, see “Configuring Global

Non-3GPP Network Access Policy” on page 378.

• Global Non-3GPPNetwork IP Access. When this option is selected, theGlobal
Non-3GPPNetwork IP Access pane similar to Figure 159 on page 384 appears.
For more information about the fields in this dialog box, see “Configuring Global

Non-3GPP Network IP Access Policy” on page 383.

Configuring User Defined Attribute Matching Rules

To configure user defined attribute matching rules using theWeb GUI:

1. In theAddProfileMatching Rule dialog box (Figure 173 on page 401), select theUser
Defined Attributes option.

TheMatch these AVPs from response pane (Figure 174 on page 402) appears.

Figure 174: Match These AVPs fromResponse Pane

2. Click Add.

The Add AVP dialog box (Figure 175 on page 403) appears.
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Figure 175: Add AVP Dialog

3. Select theattribute that youwant toadd fromtheAttributes list. Figure 176onpage403
shows a sample Add AVP dialog box for the 3GPP-Charging-Id attribute.

Figure 176: Sample Add AVPDialog

4. Enter a value for the selected attribute in the Value field and click Add.

5. Repeat steps 3 and 4 to assign more attributes to the matching rule.

6. When you are finished adding attributes, click Cancel. TheMatch these AVPs from
response pane (Figure 174 on page 402) displays the updated list of attributes. You
canmodify the matching rule attributes list by using the Edit and Delete buttons.

7. ClickOK.

The Add Profile Matching Ruleset dialog box (Figure 172 on page 400) displays the
updatedmatching rule list.
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Editing Profile Selection Rule Sets

To edit the existing profile selection rule set using theWeb GUI:

1. Select Diameter Configuration > Policy > Local Profile Selection.

The Local Profile Selection page (Figure 171 on page 399) appears.

2. Select the profile selection rule set entry that you want to edit.

3. Click Edit.

The Edit Profile Matching Ruleset dialog box (Figure 177 on page 404) appears.

Figure 177: Edit Profile Matching Ruleset Dialog

4. Change the profile for which youwant to add or edit the profile selection rule set from

the Profile list.

5. In the Rules area, you can:

• Click Add to add a newmatching rule for the selected profile. The Add Profile
Matching Rule dialog box (Figure 173 on page 401) appears. For more information
aboutcreatingnewmatching rules, see “CreatingNewMatchingRules”onpage401.
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• Select a matching rule entry and click Edit to edit the existing rule. For more
information about the fields in the Edit Profile Matching Rule dialog box, see
“Creating NewMatching Rules” on page 401.

• Select a matching rule entry and click Delete to delete the rule.

The Edit Profile Matching Ruleset dialog box (Figure 177 on page 404) displays an
updated list of matching rule entries

6. ClickOK to save the changes.

The Local Profile Selection page (Figure 171 on page 399) displays an updated list of
local profiles selection rule sets.

Deleting Profile Selection Rule Sets

To delete the existing profile selection rule set using theWeb GUI:

1. Select Diameter Configuration > Policy > Local Profile Selection.

The Local Profile Selection page (Figure 171 on page 399) appears.

2. Select the profile selection rule set entry that you want to delete.

3. Click Delete.

A confirmation dialog box is displayed.

4. Click Yes to delete the profile selection rule set.

The Local Profile Selection page (Figure 171 on page 399) displays an updated list of
local profiles selection rule sets.
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CHAPTER 22

Administering Request Routing Rules

This chapter describes how SBR Carrier routes requests and how to administer routing

rules. It contains the following sections:

• Request Routing Rules Overview on page 407

• Configuring Request Routing Rules on page 409

Request Routing Rules Overview

SBR Carrier maintains implicit and explicit routing rules for both authentication and

authorization requests. When SBR Carrier receives a request, it examines the request to

determinewhether the typeof request is authenticationor authorization.Once the server

determines the type of request, it consults the respective routing rules to determine how

to route the request. The typeof routing rulesdefined for authenticationandauthorization

request are:

• Implicit Routing Rules—Specifies the routing rules to be configured along with the
function for some network element functions. Formore information about the implicit

routing rules and how to configure them, see “Configuring Implicit Routing Rules” on

page 360.

• Explicit Routing Rules—Provides greater flexibility for routing requests when implicit
routing is not enough. For more information about the explicit routing rules and how

to configure them, see “Defining Explicit Routing Rules” on page 410.

Authentication requestsareapplicable to theHSS functionand theDownstream(server)

function,whereas forauthorization requests theonlynetworkelement functionassociated

is the Diameter downstream server function.

Routing Rule Evaluation and Rule Priorities

When a request is received, SBR Carrier identifies the request type and then evaluates

the associated routing rules. First, the server evaluates any explicit routing rules defined

for the request type. Theorder inwhichexplicit routing rules are evaluated is user-defined.

If nomatch is found, the server evaluates the implicit routing rules defined for the request

type.

When amatch is found, SBR Carrier processes the request by routing it to the specified

destination. In some cases, this maymean simply forwarding the request to the
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destination. In other cases, for example if theHSS is listed as the destination, SBRCarrier

check with the HSS for the subscriber credentials and then take the appropriate action.

If no routing rulematch is found, SBRCarrier sends a responsewith an appropriate result

code to the requestor.

Both the implicit andexplicit routing rules canuse the realmportionof theNAIdecoration

(username) to determine how to route requests. If the request does not contain an NAI,

the Destination-Realm in the request is used. If the realm to which the request is to be

routed is listed in the Self Names field, the realm is ignored and the request is treated as

if it contained no realm. If no realm is present in either the NAI or the Destination-Realm,

the request is considered to be local.

NOTE: For convenience, theWeb GUI displays routing rules in the order in
which they are evaluated.

Table 42 on page 408 summarizes the priorities and routing rules for authentication

requests.Authentication requestsareapplicable to theHSSfunctionandtheDownstream

(server) function.

Table42:SummaryofRoutingRulePriorities forAuthenticationRequests

Functions

RulePriority
DownstreamDiameter
ServerHSS

✔✔Explicit1

Not applicable✔Implicit-IMSI Prefix2

✔✔Implicit-Realm3

Not applicable✔Implicit-Default IMSI4

✔✔Implicit-Default Realm5

Table43onpage408summarizes theprioritiesand routing rules forauthorization requests.

Authorization requests are applicable only to the Downstream (server) function.

Table 43: Summary of Routing Rule Priorities for Authorization Requests

DownstreamDiameter ServerRulePriority

✔Explicit1

✔Implicit-Realm2

✔Implicit-Default Realm3
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Configuring Request Routing Rules

To configure request routing rules for an authentication or authorization request type

using theWeb GUI:

1. Select Diameter Configuration > Request Routing > Authentication Routing Rules
or Authorization Routing Rule.

The Request Routing page for the particular request type appears. As an example,
Figure 178 on page 409 shows the Authentication Routing Rules page.

Figure 178: Authentication Routing Rules Page

Referring toFigure 178onpage409, theExplicitRoutingRulesareadisplaysanyexplicit
routing rules already defined for the request type. Any implicit routing rules are

displayed in the Implicit Routing Rules area.

2. Define explicit routing rules. Formore informationabout defining explicit routing rules,

see “Defining Explicit Routing Rules” on page 410.

You canmodify the explicit routing rules entry by using the Edit and Delete buttons.
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NOTE: The implicit routing rulesareautomaticallypopulated in the Implicit
Routing Rules area after assigning functions to the Diameter remote
network element. For more information about assigning functions to the
Diameter remote network element, see “Assigning Functions to the
Diameter Remote Network Element” on page 356.

3. Define the order of explicit routing rules by selecting each explicit routing rule and

using theUp or Down arrow.

4. Click Save to save the configuration.

Defining Explicit Routing Rules

Explicit routing rules provide greater flexibility for routing requests when implicit routing

is not sufficient. Explicit routing rules can be configured for both the authentication and

authorization request types.

Whendefining explicit routing rules, youdefine a condition or set of conditions and select

a target to which the request is to be routed.

When SBR Carrier receives a request, it examines the request to determine the request

type. It then consults the respective routing rules to determine how to route the request.

If the routing rules contain any user-defined explicit routing rules, they are evaluated

before implicit routing rules. The order in which explicit routing rules are evaluated is

user-defined. For a rule to be selected, all conditionsmust be true. If a rule is not selected,

the next rule in the list of explicit routing rules is examined, and so on. If a match for all

conditions cannot be found in the explicit routing rules, the implicit routing rules are

examined.

NOTE: Multiple conditions can be defined for an explicit routing rule. For the
explicit routing rule to be selected to route the request, all conditions defined
in the rule must be true.

To define explicit routing rules using theWeb GUI:
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1. In the Request Routing page (for a sample Authentication Routing Rules page, see
Figure 178 on page 409), click Add to add a new explicit routing rule.

The Add Explicit Routing Rule dialog box for the selected routing rule appears.
Figure 179 on page 411 shows this dialog box for authorization requests. The dialog is

same for both the authorization and authentication requests, only the respective

target varies.

Figure 179: Add Explicit Routing Rule Dialog for Authorization Requests

2. Select a target for the authentication or authorization request type from the Target
list.

Table 44 on page 411 shows the targets for each request type.

Table 44: Request Type and Target

TargetRequest Type

• HSS

• Downstream (Diameter server)

Authentication

• Downstream (Diameter server)Authorization

3. Define a condition for the explicit routing rule. For more information about defining

conditions for the explicit routing rule, see “DefiningConditions for theExplicit Routing

Rule” on page 412.

You canmodify the condition entry by using the Edit and Delete buttons

4. ClickOK to save the configuration.
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The Explicit Routing Rules area in the Request Routing page (For a sample
AuthenticationRoutingRulespage, seeFigure 178onpage409)displays theupdated
list of explicit routing rules.

Defining Conditions for the Explicit Routing Rule

To define a condition for the explicit routing rule using theWeb GUI:

1. In the Add Explicit Routing Rule dialog box (Figure 179 on page 411), click Add.

The Add Condition dialog box (Figure 180 on page 412) appears.

Figure 180: Add Condition Dialog

2. In the Add Condition dialog box, you can:

• Select the Standard Application Identifier option to define a standard application
identifier condition. For more information about defining standard application

identifier condition, see “Defining Standard Application Identifier Conditions” on

page 413.

• Select the Customized Application Identifier option to define a customized
application identifier condition. For more information about defining customized

application identifier condition, see “Defining Customized Application Identifier

Conditions” on page 414.

• Select theUser Identity option to define a user identity condition. For more
information about defining user identity condition, see “Defining User Identity

Conditions” on page 415.
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• Select the Realm option to define a realm name condition. For more information

about defining realm name condition, see “Defining Realm Name Conditions” on

page 416.

• Select theDictionaryAttributeoption to define a dictionary attribute condition. For
more information about defining dictionary attribute condition, see “Defining

Dictionary Attribute Conditions” on page 416.

Defining Standard Application Identifier Conditions

This standard application identifier condition allows you to define the routing rule based

on the Diameter application identifier in the request. The available condition tests are

equal to or not equal to the standard Diameter application identifier values, such as
Diameter network access server application or Diameter EAP application.

To define the standard application identifier condition for the explicit routing rule using

theWeb GUI:

1. In the Add Condition dialog box (Figure 180 on page 412), select the Standard
Application Identifier option.

The Standard Application Identifier pane (Figure 181 on page 413) appears.

Figure 181: Standard Application Identifier Pane

2. Select either Is equal to or Is not equal to in the Condition Test field.

NOTE: TheName field displays the name of the Diameter application
identifier. This is a read-only field.
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3. Select a standard Diameter application identifier from the Value list.

4. ClickOK.

The Conditions area in the Add Explicit Routing Rule dialog box
(Figure 179 on page 411) displays the updated list of condition rules.

Defining Customized Application Identifier Conditions

The customized application identifier condition is the same as the standard application

identifier condition, the only difference is that here you are allowed to enter a custom

Diameter application identifier value. The available condition tests are equal to or not
equal to the specified application identifier value.

To define a custom application identifier condition for the explicit routing rule using the

Web GUI:

1. In the Add Condition dialog box (Figure 180 on page 412), select the Customized
Application Identifier option.

The Customized Application Identifier (Figure 182 on page 414) pane appears.

Figure 182: Customized Application Identifier Pane

2. Select either Is equal to or Is not equal to in the Condition Test field.

NOTE: TheName field displays the name of the Diameter application
identifier. This is a read-only field.

3. Enter a valid application identifier in the Value field.

4. ClickOK.
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The Conditions area in the Add Explicit Routing Rule dialog box
(Figure 179 on page 411) displays the updated list of condition rules.

Defining User Identity Conditions

Theuser identity conditionallowsyou todefine the routing rulebasedon theuser identity,

for example the IMSI or usernamevalue contained in the request. Theavailable condition

tests are equal to,not equal to,present,not present,has this prefix, andhas this suffix.

To define a user identity condition for the explicit routing rule using theWeb GUI:

1. In the Add Condition dialog box (Figure 180 on page 412), select theUser Identity
option.

TheUser Identity pane (Figure 183 on page 415) appears.

Figure 183: User Identity Pane

2. Select a condition in the Condition Test field.

NOTE: TheName field displays the name of the user identity. This is a
read-only field.

3. Enter the user identity in the Value field.

4. ClickOK.

The Conditions area in the Add Explicit Routing Rule dialog box
(Figure 179 on page 411) displays the updated list of condition rules.
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Defining RealmName Conditions

The realmnamecondition allows you to define the routing rule based on the realmname

value contained in the request. The available condition tests are equal to, not equal to,
present, not present, has this prefix, or has this suffix.

To define a realm name condition for the explicit routing rule using theWeb GUI:

1. In the Add Condition dialog box (Figure 180 on page 412), select the Realm option.

The Realm pane (Figure 184 on page 416) appears.

Figure 184: Realm Pane

2. Select a condition in the Condition Test field.

NOTE: TheName field displays the realm string. This is a read-only field.

3. Enter the realm name in the Value field.

4. ClickOK.

The Conditions area in the Add Explicit Routing Rule dialog box
(Figure 179 on page 411) displays the updated list of condition rules.

Defining Dictionary Attribute Conditions

This dictionary attribute condition allows you to specify the route based on the value of

a particular dictionary attribute. The attribute is chosen from a list and the value of the

attribute is user defined. Theavailable condition tests areequal to,notequal to,present,
not present, has this prefix, has this suffix or is within this range.
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To define a dictionary attribute condition for the explicit routing rule using theWeb GUI:

1. In theAddConditiondialogbox(Figure 180onpage412), select theDictionaryAttribute
option.

The Dictionary Attribute pane (Figure 185 on page 417) appears.

Figure 185: Dictionary Attribute Pane

2. Select a dictionary attribute from the Attribute list.

You can search the attributes by entering the attribute name in the text box.

3. Select a condition in the Condition Test field.

4. Enter the value for the dictionary attribute in the Value field.

5. ClickOK.

The Conditions area in the Add Explicit Routing Rule dialog box
(Figure 179 on page 411) displays the updated list of condition rules.
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CHAPTER 23

Displaying Diameter Statistics

This chapter describes the Statistics page, which you can use to view and analyze

Diameter and routing rules statistics.

This chapter covers the following sections:

• Statistics Overview on page 419

• Diameter Statistics on page 419

• Routing Rule Statistics on page 428

Statistics Overview

The Statistics page lets you view various levels of Diameter statistics such as host

statistics, peer statistics, and request routing statistics.

Diameter Statistics

The Diameter Statistics page displays statistics related to the local host and its peers.

Local Diameter Host Statistics

Local host statistics include the host status and the statistics related to total number of

packets and sessions.

To view the local host (server) statistics using theWeb GUI:

1. Select Diameter Configuration > Statistics > Diameter > Host.

The Diameter Host Statistics page (Figure 186 on page 420) appears.
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Figure 186: Diameter Host Statistics Page

2. Select theDiameter host entry forwhich youwant to view the statistics from theHost
list.

TheDiameterHostStatisticspage(Figure 186onpage420)displays statistics for the
selected Diameter host.

Table 45 on page 420 describes each statistic.

Table 45: Local Diameter Host (Server) Statistics

MeaningStatistic

Packet Counters

The total number of packets received.Total Packets Received

The total number of packets transmitted.Total Packets Received

The only value supported is:

running—The server is currently running.

Server Status

Session Counters

The total number of user sessions available in the Diameter host.User Session Count
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Table 45: Local Diameter Host (Server) Statistics (continued)

MeaningStatistic

The total number of device sessions available in the Diameter host.Device Session Count

The total number of service sessions available in the Diameter host.Service Session Count

The sum of user, device, and service session totals.Total Session Count

3. Optionally, select theAuto Refresh (seconds) check box and select a time period for
refreshing the display from the drop-down list. Default value is 5 seconds.

By default, the auto-refresh feature is disabled.

You can click the Refresh button to refresh the display.

Diameter Peer Statistics

Statistics are collected and can be displayed for each Diameter peer.

To view Diameter peer statistics using theWeb GUI:

1. Select Diameter Configuration > Statistics > Diameter > Peers.

The Diameter Peer Statistics page (Figure 187 on page 422) appears.
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Figure 187: Diameter Peer Statistics Page

2. Select the Diameter peer entry for which you want to view statistics from the Peer
list.

TheDiameterPeerStatisticspage (Figure 187 on page 422) displays statistics for the
selected Diameter peer.

Table 46 on page 422 describes each statistic.

Table 46: Diameter Peer Statistics

MeaningStatistic

Control Messages
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Table 46: Diameter Peer Statistics (continued)

MeaningStatistic

Connection state of the peer’s state machine with which the
server is communicating.

1=Closed—Connection with the peer is closed.

2=waitConnAck—Waiting for anacknowledgment from thepeer.

3=waitICea—Waiting for a Capabilities-Exchange-Answer from
the peer.

4=elect—When the peer and the server are trying to bring up the
connection simultaneously, an election process begins which
determines which socket remains open.

5=waitReturns—Waiting for election returns.

6=r-open—Responder transport connection is used for
communication.

7=i-open—Initiator transport connection is used for
communication.

8=closing—Actively closing and doing cleanup.

Connection State

Peer state duration, measured in centiseconds.State Duration

If there is no transport connectionwith a peer, this is the number
of times the server attempts to connect to that peer. This value
is reset on disconnection.

Failed Connects

1=okay—Indicates that the connection is presumed working.

2=suspect—Indicates that the connection is possibly congested
or down.

3=down—The peer is no longer reachable, causing the transport
connection to be shutdown.

4=reopen—Three watchdogmessages are exchanged with
accepted round trip times, and the connection to the peer is
considered stabilized.

Watchdog State

The interval between watchdog events.Watchdog Timer

Number of unexpected transport failures.Transport Failures
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Table 46: Diameter Peer Statistics (continued)

MeaningStatistic

The last cause for a peer’s disconnection:

rebooting—A scheduled reboot is imminent.

busy—The peer's internal resources are constrained, and it has
determined that the transport connectionneeds tobeshutdown.

doNotWantToTalk—The peer has determined that it does not
see a need for the transport connection to exist, since it does not
expect anymessages to be exchanged in the foreseeable future.

electionLost—The peer has determined that it has lost the
election process and has therefore disconnected the transport
connection.

Disconnect Cause

Identifies who initiated the disconnect:

host—The server initiated the disconnect.

peer—The peer with which the server was connected initiated
the disconnect.

Disconnect By

Diameter BaseMessages

Number of Abort-Session-Request messages
received from the peer.

Req InAbort Session

Number of Abort-Session-Request messages
sent to the peer.

Req Out

Number of Abort-Session-Answer messages
received from the peer.

Ans In

NumberofAbort-Session-Answermessagessent
to the peer.

Ans Out

Number of Accounting-Request messages
received from the peer.

Req InAccounting

Number of Accounting-Request messages sent
to the peer.

Req Out

Number of Accounting-Answer messages
received from the peer.

Ans In

Number of Accounting-Answer messages sent
to the peer.

Ans Out

Number of Accounting-Request messages
dropped by the peer.

Req
Dropped
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Table 46: Diameter Peer Statistics (continued)

MeaningStatistic

Number of Capabilities-Exchange-Request
messages received from the peer.

Req InCapability Exchange

Number of Capabilities-Exchange-Request
messages sent to the peer.

Req Out

Number of Capabilities-Exchange-Answer
messages received from the peer.

Ans In

Number of Capabilities-Exchange-Answer
messages sent to the peer.

Ans Out

NumberofDevice-Watchdog-Requestmessages
received from the peer.

Req InDeviceWatchdog

NumberofDevice-Watchdog-Requestmessages
sent to the peer.

Req Out

Number of Device-Watchdog-Answermessages
received from the peer.

Ans In

Number of Device-Watchdog-Answermessages
sent to the peer.

Ans Out

Number of Disconnect-Peer-Request messages
received from the peer.

Req InDisconnect Peer

Number of Disconnect-Peer-Request messages
sent to the peer.

Req Out

Number of Disconnect-Peer-Answer messages
received from the peer.

Ans In

Number of Disconnect-Peer-Answer messages
sent to the peer.

Ans Out

Number of Re-Auth-Requestmessages received
from the peer.

Req InRe-Auth

Number of Re-Auth-Request messages sent to
the peer.

Req Out

Number of Re-Auth-Answer messages received
from the peer.

Ans In

Number of Re-Auth-Answer messages sent to
the peer.

Ans Out
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Table 46: Diameter Peer Statistics (continued)

MeaningStatistic

Number of Session-Termination-Request
messages received from the peer.

Req InSession Termination

Number of Session-Termination-Request
messages sent to the peer.

Req Out

Number of Session-Termination-Answer
messages received from the peer.

Ans In

Number of Session-Termination-Answer
messages sent to the peer.

Ans Out

Authentication/Authorization

Number of AA-Requestmessages received from
the peer.

Req InAA

Number of AA-Request messages sent to the
peer.

Req Out

Number of AA-Answer messages received from
the peer.

Ans In

NumberofAA-Answermessagessent to thepeer.Ans Out

Number of AA-Request messages dropped by
the peer.

Req
Dropped

Number of Diameter-EAP-Request messages
received from the peer.

Req InEAP

Number of Diameter-EAP-Request messages
sent to the peer.

Req Out

Number of Diameter-EAP-Answer messages
received from the peer.

Ans In

NumberofDiameter-EAP-Answermessagessent
to the peer.

Ans Out

Number of Diameter-EAP-Request messages
dropped by the peer.

Req Drop

SWxMessages
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Table 46: Diameter Peer Statistics (continued)

MeaningStatistic

Number of Multimedia-Authentication-Request
messages received from the peer.

Req InMultimedia Auth

Number of Multimedia-Authentication-Request
messages sent to the peer.

Req Out

Number of Multimedia-Authentication-Answer
messages received from the peer.

Ans In

Number of Multimedia-Authentication-Answer
messages sent to the peer.

Ans Out

NumberofServerAssignment-Requestmessages
received from the peer.

Req InServer Assignment

NumberofServerAssignment-Requestmessages
sent to the peer.

Req Out

NumberofServerAssignment-Answermessages
received from the peer.

Ans In

NumberofServerAssignment-Answermessages
sent to the peer.

Ans Out

Number of Push Profile-Request messages
received from the peer.

Req InPush Profile

Number of Push Profile-Request messages sent
to the peer.

Req Out

Number of Push Profile-Answer messages
received from the peer.

Ans In

Number of Push-Profile-Answer messages sent
to the peer.

Ans Out

Number of Registration-Termination-Request
messages received from the peer.

Req InRegistration Termination

Number of Registration-Termination-Request
messages sent to the peer.

Req Out

Number of Registration-Termination-Answer
messages received from the peer.

Ans In

Number of Registration-Termination-Answer
messages sent to the peer.

Ans Out

Failure Messages
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Table 46: Diameter Peer Statistics (continued)

MeaningStatistic

Number ofmalformedDiameter packets received from the peer.Malformed Requests

Number of Diameter packets of unknown type which were
received from the peer.

Unknown Packets

Number of permanent failures returned to peer.Permanent Failures

Numberofprotocol errors returned topeer, not including redirects.Protocol Errors

Number of transient failures.Transient Failures

3. Optionally, select theAuto Refresh (seconds) check box and select a time period for
refreshing the display from the drop-down list. Default value is 5 seconds.

By default, the auto-refresh feature is disabled.

You can click the Refresh button to refresh the display.

Routing Rule Statistics

SBR Carrier collects and displays hit and success counts for each routing rule defined in

the server (implicit, explicit and default).

To display the statistics for a routing rule:

1. Select Diameter Configuration > Statistics > Routing Rules.

The Diameter Routing Rule Statistics page (Figure 188 on page 428) appears.

Figure 188: Diameter Routing Rules Statistics Page

2. Select the routing rule entry for which youwant to display statistics from theRule list.
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TheDiameterRoutingRuleStatisticspage(Figure 188onpage428)displaysstatistics
for the selected routing rule.

Table 47 on page 429 lists routing rule statistics.

Table 47: Routing Rule Statistics

MeaningStatistic

Total numberof times the routing rulehasbeenselected to route
a request.

Hits

Total number of operations that completed successfully as a
result of selecting the rule.

Successes

3. Optionally, select theAuto Refresh (seconds) check box and select a time period for
refreshing the display from the drop-down list. Default value is 5 seconds.

By default, the auto-refresh feature is disabled.

You can click the Refresh button to refresh the display.
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PART 5

Back-EndAuthenticationandAccounting
Methods

This part contains chapters that describe the back-end authentication and accounting

methods available for Steel-Belted Radius Carrier. For the SBR Carrier architecture, see

Figure 1 on page 4.

The following chapters are included in this section:

• Configuring SQL Authentication on page 433

• Configuring SQL Accounting on page 447

• Configuring LDAP Authentication on page 459

• SS7 and SIGTRAN Gateway Support on page 473

• Proxy RADIUS Authentication and Accounting on page 475

• HSS-Subscriber Database on page 477
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CHAPTER 24

Configuring SQL Authentication

This chapter presents an overviewof SQLauthentication anddescribes how to configure

SQL authentication in Steel-Belted Radius Carrier. This chapter contains these topics:

NOTE: Throughout this chapter, the term attributes refers to both standard
RADIUSattributesandstructuredattributes. For informationaboutspecifying
structured attributes, see the SBR Carrier Reference Guide.

NOTE: ThisSQLauthentication information isunrelatedto theSQL(MySQL)
server used by Steel-Belted Radius Carrier.

• Overview of SQL Authentication on page 433

• Configuring SQL Authentication on page 436

• Connecting to the SQL Database on page 437

• SQL Statement Construction on page 437

• Working with Stored Procedures in Oracle on page 443

• Working with Stored Procedures in MS-SQL on page 444

Overview of SQL Authentication

Steel-Belted Radius Carrier can authenticate against records stored in an external SQL

database. AnyRADIUSattributes, such as usernameandpassword, can be used to query

the database.

External database authentication is typically used when an organization already has a

large amount of user information stored in a SQL database, and this information is to be

used to authenticate these users using RADIUS. Authentication against an existing

database extends authentication services to user accounts without requiring an

administrator to enter user information into the Steel-Belted Radius Carrier database.

Steel-Belted Radius Carrier offers the SQL authentication feature as a plug-in software

module. Key features of the SQL plug-in include:
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• The SQL statement is completely user-specified, enabling support for existing tables

with existing field names and formats.

• The SQL statement supports awide range of arithmetic and string expressions as part

of the statement.

• The SQL statement is parameterized, so it is compiled once, and each execution uses

variable data without need for recompilation.

• Multiple authentications may be overlapped at the same time.

• The SQL authenticationmethod, which appears in theAuthenticationMethods page
inWeb GUI, can be activated/deactivated and ordered with respect to other

authentication methods.

• Multiple instances of the SQL authentication module can operate simultaneously,

enabling authentication to multiple databases.

• If the database connection drops, it is automatically reestablished after a configurable

timeout without Steel-Belted Radius Carrier being restarted.

• Data from the database can be returned as attributes in the Access-Accept message.

NOTE: Although Steel-Belted Radius Carrier does its best to provide
uniformity in theoperationofdatabases fromdifferentvendors, differences
occur, particularly in the way SQL statements are interpreted. The
capabilities of the SQL authenticationmodule depend on the capabilities
of the underlying databases and their clients; things that work with one
databasemay not work with another.

SQL Authentication Process

Any RADIUS attribute (or Steel-Belted Radius Carrier request variable) from the request

canbeused in anSQLSELECTstatement. Any return list attribute (that is, a Steel-Belted

Radius Carrier response variable) can be retrieved from a SQL database and returned in

a RADIUS access responsemessage. See Figure 189 on page 434.

Figure 189: SQL Authentication Process
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Stored Procedures

A stored procedure is a sequence of SQL statements that forma logical unit and perform

a particular task. You can use stored procedures to encapsulate a set of queries or

Copyright © 2018, Juniper Networks, Inc.434

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



operations that can be executed repeatedly on a database server. For example, you can

code operations on an employee database, such as password lookup, as stored

procedures that can be executed by application code.

Stored procedures can be compiled and executedwith different parameters and results.

Stored procedures can use any combination of input parameters (the values passed to

thestoredprocedureatexecution time)andoutputparameters (thevaluessetor returned

by the stored procedure to the calling application or environment).

You can write stored procedures for SQL that communicate with Steel-Belted Radius

Carrier via input and output parameters to implement custom functions. Stored

procedures let you use server-side processing on the SQL server to manipulate the

information specified by variables. How you use these stored procedures depends on

details specific to the implementation of SQL that you are using.

NOTE: Do not configure a stored procedure to call the same attributemore
than once. Doing somay cause Steel-Belted Radius Carrier to fail.

For information about using stored procedures with the Oracle SQL database, see

“Working with Stored Procedures in Oracle” on page 443. For information about using

storedprocedureswith theMicrosoftSQLdatabase, see “WorkingwithStoredProcedures

in MS-SQL” on page 444.

Connectivity Issues

Steel-Belted Radius Carrier may encounter serious problems if the connection between

Oracle and Steel-Belted Radius Carrier becomes unstable. Themost common reasons

for a connection becoming unstable are:

• Slow or unreliable network response times

• Interruptions in connectivity caused by intervening network devices, such as a firewall

timing out the connection

To prevent connectivity problems, consider implementation of one of the following

solutions:

• Tominimize problems caused by intervening firewalls, configure your firewall to pass

traffic on the Oracle communications ports between the Steel-Belted Radius Carrier

server and the Oracle server without restriction.

• Tominimize network latency and firewall-related problems, move the Steel-Belted

Radius Carrier server to the same network segment as the Oracle server.

• If moving your Steel-Belted Radius Carrier server is not feasible, locate a second

Steel-BeltedRadiusCarrier server on the samenetwork segment as yourOracle server,

andconfigure your currentSteel-BeltedRadiusCarrier server toproxyall authentication

requests to this new device. This configuration enables you to open RADIUS ports on

the firewall only for the Steel-Belted Radius Carrier server (instead of opening RADIUS

ports for all network access servers). Because proxy functions in Steel-Belted Radius
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Carrier do not require an uninterrupted connection to process requests, this solution

enables you to retain your current firewall timeout settings.

Configuring SQL Authentication

Youmust configure both Steel-Belted Radius Carrier and the SQL database to support

SQL authentication. The configuration procedure must be tailored to the database that

you use. However, all procedures must give the following results:

• The required transport must be in place between SQL client software and the SQL

server.

• TheSQLservermustbeconfiguredviaaplug-in to coordinatewithSQLclient software.

• The Steel-Belted Radius Carrier server must be configured to communicate with the

SQL client software to interact with the back-end SQL server to perform stored

procedures or SQL queries.

Files

The files in Table 48 on page 436 establish settings for configuring SQL authentication in

Steel-Belted Radius Carrier. For more information about these files, refer to the SBR

Carrier Reference Guide.

Table 48: SQL Authentication Files

FunctionFile Name

Configures settings for SQL authentication using Oracle.radsql.aut

Configures settings for SQL authentication using JDBC.radsqljdbc.aut

Using the SQL Authentication Configuration File

To configure SQL authentication, youmust edit the authentication configuration files,

radsql.aut (SolariswithOracle) or radsqljdbc.aut (Solariswith JDBC),whichare located
in the same directory that contains the Steel-Belted Radius Carrier daemon. Most of

these options may be left at their original settings; however, youmust modify certain

options to accommodate your own database.

After you complete your changes to the authentication configuration files and restart

Steel-Belted Radius Carrier, the InitializationString value that you entered in the
[Bootstrap] section of the configuration file appears in the AuthenticationMethods
page. You can then enable, disable, or prioritize your SQL database like any other

authentication method in the list.

UsingMultiple SQL AuthenticationMethods

You can configure Steel-Belted Radius Carrier to authenticate users against more than

one SQL database. Each database that you set up in this way becomes a separate

selection in the AuthenticationMethods page.
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To add an additional database, create a new configuration file with extension .aut in the
samedirectory as radsql.aut (SolariswithOracle) or radsqljdbc.aut (Solariswith JDBC).
You can give this file any name you like, provided its extension is .aut. At startup,
Steel-Belted Radius Carrier enumerates all .aut files to create its list of authentication
methods.

When creating the new file, start by copying the original .aut file. Be sure to change its
InitializationStringentry toauniqueauthenticationmethodname;otherwise,Steel-Belted
Radius Carrier has no way of distinguishing between the different methods in the

authentication methods list.

Connecting to the SQL Database

Upon startup, the SQL authentication module connects to the database, using settings

specifiedbyaconnect string specified in theconfiguration file. Theconnect stringcontains

information such as the name and location of the database, and the password required

toconnect.Theconnect string ispassed to thedatabaseclient toestablish theconnection.

While a sample connect string is provided in the original configuration file, youmust

configure the Connect entry of the configuration file with a connect string appropriate
to your database.

The password for database access must be provided as part of the connect string. If it

is not, the connection fails.

If the initial attempt to connect to the database fails, or if a processing error occurs that

the SQL authentication module interprets as a database connection failure, the SQL

authenticationmoduledrops theconnectionandattempts toestablishanewconnection

after a period of time. In the interim, all authentication requests are ignored.

The SQL authentication module uses an exponential back-off strategy in determining

how long to wait before attempting a new connection, as well as how frequently this

attempt is made. After the first dropped connection, it waits a certain amount of time

before attempting to reconnect. If this attempt to reconnect also fails, it waits for twice

the amount of time before trying again; and so on, up to somemaximumwait time. The

initial andmaximumwait times are configurable.

NOTE: Detailed error informationmay not be available if there is an error
processing the database logon at connect time. A numeric result code is
displayed in the log.Youmayneed to refer toproduct-specificdocumentation
to decode this result code. With Oracle on Solaris, you can use the oerr
facility-code error-number commandwith a facility code of oerr from the

command shell.

SQL Statement Construction

The authentication transaction is based on an SQL query that returns a password (and

possibly other information) based on the name entered by the user attempting to log in.
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While a sampleSQLquery is provided in theoriginal configuration file, youmust configure

the SQL entry of the configuration file with a query appropriate to your database. The

query you entermust be either aSQLSELECT or SQLEXECUTE statement that contains
additional syntax elements which are preprocessed by the SQL authentication module.

The SQL authentication module executes SQL statements in parameterized form. This

means that the SQL statement is compiled once, with parameter markers (usually

questionmarks) as placeholders for data items that vary fromone execution to the next.

Only upon execution of the statement are the actual data values supplied.

The SQL statement you composemust not include parameter markers directly. Instead,

include thenamesof theparameterswhereparametermarkerswouldappear, ina format

describedbelow.TheSQLauthenticationmodule translates theSQLstatementprovided,

replacing parameter names with parameter markers before passing the SQL statement

to the database engine.

The SQL statement can be very simple. Basically, all that is required is to look up a

password and possibly some optional information based on a username. The SQL

statement can also be quite complex; it can include inner joins, and it can contain

expressions. The underlying database engine is responsible for handling the SQL

statement; the SQL authentication module performs no interpretation of the SQL

statement other than to translate parameter names to parameter markers.

Example:

SELECT password, profile, fullname FROM usertableWHERE username =%name/63s

As shown in this example, a parameter consists of a percent sign (%), the name of the

parameter and a format specifier. Table 49 on page 438 lists SQL statement parameter

names.

Table 49: SQL Statement Parameters

Meaning for SQL AuthenticationItem

The original full identification of the user, before any processing
(that is, user@realm).

%OriginalUserName

The user portion of OriginalUserName (the section before “@”).%User

The full user identification (user and realmstrings)after all stripping
and processing has been performed.

%UserName

Synonym for UserName.%Name

The name of the user (the section before “@”) as presented to the
authentication method. This may be amodified version of the
original username.

%EffectiveUser

The realm portion of the original user identification (the section
after “@”) as presented to the authentication method. This may
be amodified version of the original realm name.

%Realm
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Table 49: SQL Statement Parameters (continued)

Meaning for SQL AuthenticationItem

The realm portion of the user identification as presented to the
method. Thismaybeamodified versionof theoriginal realmname.

%EffectiveRealm

The nameof the network access server that originated the request.
This may be the name of the RADIUS clients entry in the database
or the value of the NAS-Identifier or NAS-IP-Address attribute.

%NASName

The address of the network access server, in dotted notation.%NASAddress

Themake/model of the network access server, as specified in the
Steel-Belted Radius Carrier database.

%NASModel

The PAP password.%Password

The times that the user is allowed to be logged in.%AllowedAccessHours

The name of the network access server, as specified in a RADIUS
clients entry in the Steel-Belted Radius Carrier database.

%RADIUSClientName

Along with these parameters, any RADIUS attribute received in the Access-Request can

be referred to by using an at-sign (“@”) followedby the nameof the attribute. If you need

to specify a literal at-sign character in an SQL statement, such as in a UserName, you

must use two at-signs in a row. For example:

SELECT foo FROM barWHERE field = “abc@@xyz”

Likewise, if you need to specify a literal percent character (“%”) in an SQL statement

youmust use a two percent characters in a row.

The format specifier describes the database storage format of the column that

corresponds to the parameter. It consists of a slash (“/”), a length, and a type, which for

SQL authentication is always “s” for string. For example, if the user’s name is stored in
the database as a string of up to 63 bytes, you would enter:

%name/63s

NOTE: Be sure to specify a length no greater than the actual field size in the
database. The compilation of the SQL statementmay fail if a parameter size
greater than the actual field size is specified.

Normally, the only parameter you need to include in theWHERE section of a SQL

statement is%name. The following SQL statement explains how to look up a password

based on a username:

SELECT Password FROMUsertableWHERE Username =%name/32

[Results]
Password=1/32

439Copyright © 2018, Juniper Networks, Inc.

Chapter 24: Configuring SQL Authentication



It is not mandatory for you to provide the password in the first column of the SELECT

statement. Also, you can change the position of the password in the SELECT statement.

When the position of the password is changed, the element-number for the password

in the [Results] section of the .aut file must be changed accordingly.

In the following statement,%name is an input parameter used to look up the user’s
profile:

SELECT profile FROM databaseWHERE username =%name

Because there isnopasswordoutputparameter, nopasswordauthentication isperformed.

The following [Results] sectionof the .aut fileworks correctlywith theprecedingSELECT
statement:

[Results]
Password=0
Profile=1/50
Alias=0

If the record cannot be found in the database, the authentication attempt fails.

NOTE: If you are not using password checking for authentication, the
Password parameter must be set to 0 in the [Results] section.

Overlapped Execution of SQL Statements

TheSQLauthenticationmodule ismulti-threaded.SQLauthenticationcanbeconfigured

with amaximum number of simultaneous executions of any SQL statement, using the

MaxConcurrent entry in the .aut file’s [Settings] section.

NOTE: TheMaxConcurrent entry is valid only for Oracle SQL authentication
(radsql.aut). It is not valid for JDBC SQL authentication (radsqljdbc.aut).

If MaxConcurrent is set to 1, SQL execution occurs serially, and the SQL execution for

each authentication request must complete before execution for the next request may

begin.

By increasing MaxConcurrent, it may be possible to increase throughput by overlapping

operations, especially if the database server is remote and a large part of the time to

complete a statement execution is taken up by network latency. If the database server

is local, thepointofdiminishing returnsmaybe reachedatasmall valueofMaxConcurrent,

possibly even at 1 or 2. The optimum value requires experimentation.

NOTE: A setting of MaxConcurrent = 1 should be sufficient for all but the
mostdemandingenvironments. Increase thisvalueslowlyandconservatively.

Youmight expect that databases that are licensed by number of connections would

debit a single connection regardless of howmany SQL statements are active. This is not
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necessarily the case; somedatabases count eachopen compiledSQL statement against

the licensednumberof connections.Another factor thatdetermineshowMaxConcurrent

is set might be the database license.

%result Parameter

The%result parameter is a string value that can be returned as a column or stored
procedure output parameter. The%result parameter can be used with or without
password authentication.

The value expected to be returned in this parameter when authenticating a user can be

specified in the SuccessResult entry of the [Settings] section. For example, if a user is

successfully authenticated by the SQL authentication method, the result signifying

success is the text string “okay”. This can be automatically checked by the following

setting.

[Settings]
SuccessResult = okay

NOTE: The string comparison is case insensitive.

If theSQLstatementsucceedsbut theSuccessResult valuedoesnotmatch theexpected

value returned from the database, Steel-Belted Radius Carrier issues a reject response,

which can include any attributes and values configured in the

[FailedSuccessResultAttributes] section of the *.aut file.

IfPerformSuccessResultCheckAfterPasswordCheck=1 is specifiedandtheSQLstatement

performs a password check that fails, Steel-Belted Radius Carrier does not process the

SuccessResult and does not return the attributes from the

[FailedSuccessResultAttributes] section in the reject response. If

PerformSuccessResultCheckAfterPasswordCheck=1 is specified and theSQL statement

performs a password check that succeeds but the SuccessResult value does not match

thevalue returned fromthedatabase,Steel-BeltedRadiusCarrier issuesa reject response

that contains the attributes from the [FailedSuccessResultAttributes] section.

In the following statement,%password is passed to a stored procedure, which returns
a%result of either “okay” or something else (that signifies a rejection):

BEGIN CheckUser(%name,%password,%result!o); END;

Another example might be a database of usernames, passwords, and account status.

The administrator can enable a user by setting the user’s account status to “okay” or

disable the user by setting the account status to some other value, without having to

delete the record. In the following statement, both password and result columns are
checked:

SELECT password, result FROM databaseWHERE username =%name

[Results]
Password=1/50
%Result=2/50
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Profile=0
Alias=0

SQL Authentication and Password Format

Steel-Belted Radius Carrier supports the authentication of users residing in a SQL

database, in which password values for the users are stored in one of the following

formats: clear-text, UNIXcrypt, Secured Hash Algorithm (SHA1+Base64 hash), MD4

hash, or enc-md5 reversibly-encoded password.

Hashed Passwords

Values in the Password column include a prefix that indicates how the password has

been processed. The prefix is in clear-text between curly braces { } and is immediately
followed by a hash value computed from the password. If no prefix is present in the value

retrieved from the table Password column, the entire password is assumed to be in
clear-text format. In summary:

• PasswordText indicates clear-text format (no encryption)

• {crypt}HashHash indicates UNIXcrypt format

• {SHA}HashHashHash indicates SHA1+Base64 hash

• {SSHA}HashHashHashSalt indicates salted SHA1+Base64 hash

• {md4}HashHash indicates MD4 hash of the Unicode form of password

• {enc-md5}EncryptedEncrypted indicates a reversibly encrypted password

NOTE: Refer to RFC 2759 for details about howMS-CHAP v2 produces an
MD4 hash value.

NOTE: Although Steel-Belted Radius Carrier reads passwords encoded in
enc-md5format, youmustpurchasetheSoftwareDeveloper’sKit toconvert
clear-text passwords to this format.

UNIXcrypt is the standard hash algorithm that is used for the /etc/passwd file on Solaris
systems. This may be necessary if, for example, the standard user database on a Solaris

machine (the /etc/passwd file) is migrated to a SQL database, so that the values in the
Password column of the SQL table are processed with UNIXcrypt.

Steel-Belted Radius Carrier may be configured to expect that the values retrieved from

theSQL tablePassword columnduring authentication have been run throughUNIXcrypt
by adding the following entry into the [Settings] section of the SQL authentication

configuration file:

PasswordFormat=3
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Automatic Parsing

If PasswordFormat is set to 0, Steel-Belted Radius Carrier attempts to determine the
password formatautomatically byparsing it. This is the recommendedsetting.Automatic

parsing expects the password to be stored in one of the formats described in this section.

NOTE: The setting for automatic password parsing in older versions of
Steel-Belted Radius Carrier (auto) has been deprecated.

Working with Stored Procedures in Oracle

The following notes discuss some considerations specific to Oracle, which uses the term

package and package bodywhen referring to stored procedures.

AssumeyouhaveaSELECT statement that extracts a user’s name, password, andprofile

from the table usertablewhen it receives the user’s name as an input parameter:

SELECT fullname, password, profile FROM usertableWHERE username =%name/63s

To write a package calledmyPack1 that performs the equivalent function, you would
enter the following sequence of commands:

PackagemyPack1
is

(
PROCEDUREmyProc
name IN VARCHAR2,
pass OUT VARCHAR2,
prof OUT VARCHAR2,
fNameOUT VARCHAR2
);
EndmyPack1;

When referencing the package from radsql.aut, you would point to the package name
myPack1 (not the procedure namemyProc):

Package BodymyPack1
is

(
PROCEDUREmyProc
name IN VARCHAR2,
pass OUT VARCHAR2,
prof OUT VARCHAR2,
fNameOUT VARCHAR2
)

IS

BEGIN
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SELECT fullname INTO fName, password INTO pass, profile INTO prof FROM usertable
WHERE username = name;

ENDmyProc;
EndmyPack1;

When you invoke the stored procedure, you would delineate each parameter as an input

(!i), output (!o), or input/output (!io) variable. The presence of a !io or !o keyword
indicates that thevalue returned fromthedatabase is tobe included in theAccess-Accept

response as if it had been coded in the [Results] section. If a r value is included in the
suffix (for example, !ir, !r, or !or), the parameter is expected to be an output parameter,
and the attribute is to be treated as if it were included in the

[FailedSuccessResultAttributes] section. Variables that are not specifically marked are

considered input parameters by default.

NOTE: Do not configure a stored procedure to call the same attributemore
than once. Doing somay cause Steel-Belted Radius Carrier to fail.
Correct: SQL= {call joeproc2 (@class!o)}
Incorrect: SQL= {call joeproc2 (@class!o, @class!o)}

You can replace the SELECT statement by invokingmyProc as follows:

SQL=BEGINmyPack1.myProc(%name!i, %password!o,%profile!o,%fullname!o ); END;

When using input-output parameters with Oracle, youmust set the DefaultResults
setting to0. Any other variables that need to be returned (such asReply-Message)must
be identified by the “!o” marker within the SQL statement.

Working with Stored Procedures in MS-SQL

A simple example of a stored procedure returns a result set in the same way as a Select

statement. For example, assume you have a table with the following fields: username,
password, Alias, and active, where all fields have the datatype varchar. You want a
storedprocedure thatwill return apasswordandaliaswhen theusernameandpassword

received in the request match entries in the database, provided that active field has a
value of yes.

Example 1

To create a simple stored procedure, run the following command sequence fromMS

Query Analyzer to create a stored procedure called rsp_getpword.

CREATE PROCEDURE rsp_getpword
@Uname varchar(21),
@pword varchar(21)

AS
SELECT password, alias FROM authenticationWHERE username =@Uname
AND password =@pword AND active = 'yes'
GO

This stored procedure can then be executed from a *.aut file as follows:
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SQL= Execute rsp_getpword%username,%password

[results]
Password=1
Alias=2

Example 2

More complex stored procedures take input and output parameters in a manner similar

to that used by Oracle. For example, assume you have a table with the following fields:

username, password, profile, and active, where all fields have a datatype of varchar.
You want a stored procedure that returns a password and profile when the username

and password received in the requestmatch a username and password in the database,

provided that the active field has a value of yes.

First, to create the storedprocedure, run the following command fromMSquery analyzer:

CREATE PROCEDURE rsp_authuser
@uname as varchar(20),
@pword as varchar(21) OUTPUT,
@profile as varchar(21)OUTPUT
AS
SELECT@pword = password,@profile = profile FROM authenticationWHERE username
=@uname AND active = 'yes'

GO

This stored procedure can then be executed from a *.aut file as follows:

SQL= {call rsp_authuser (%username!i, %password!o,%profile!o)}
[results]
; No entries should be specified in results, everything but the header should be commented
out.

Tips on Using SQL Stored Procedures

Calling Stored Procedures

There are two commonmethods for calling a stored procedure in Steel-Belted Radius

Carrier *.aut configuration files:

• The Execute statement. For example:

SQL= Execute rsp_getpword%username,%password

• A Call statement (Oracle style). For example:

SQL= {call rsp_authuser (%username!i, %password!o,%profile!o)}

TIP: Youmight get this error message in the Steel-Belted Radius Carrier
log files:

diag 1: state = 24000, error = 0, [Microsoft][ODBC SQL Server Driver]Invalid
cursor state

445Copyright © 2018, Juniper Networks, Inc.

Chapter 24: Configuring SQL Authentication



If you do, use the Call statementmethod because it has better cursor
handling.

Using the Insert Function

When the INSERT function is used in a stored procedure, it must be encapsulated with

theNOCOUNT function. This prevents theSQLdatabase from returning a rowcountwith

the results.

Example:

SET NOCOUNTON
IF (@Fail = 0) BEGIN
INSERT INTO AccessList (MemberID, MemberPassword, MemberLabel, MemberBill,
AccessDate)

VALUES (@InID, @InPass, 'test', 'test', Getdate())
END ELSE BEGIN
INSERT INTO AccessFailures (FailedUser, FailedPassword, AttemptTime, FailureReason)
VALUES (@InID, @InPass, Getdate(), 'test')
END
SET NOCOUNTOFF
GO
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CHAPTER 25

Configuring SQL Accounting

This chapter presents an overview of SQL accounting and describes how to configure

SQL accounting in Steel-Belted Radius Carrier. This chapter contains these topics:

NOTE: Throughout this chapter, the term attributes refers to both standard
RADIUSattributesandstructuredattributes. For informationaboutspecifying
structured attributes, see the SBR Carrier Reference Guide.

NOTE: This SQL accounting information is unrelated to the SQL (MySQL)
server used by Steel-Belted Radius Carrier.

• SQL Accounting Overview on page 447

• Configuring SQL Accounting on page 449

• Connecting to the SQL Database on page 450

• SQL Statement Construction on page 451

• SQL Accounting Return Values on page 456

• Accounting Stored Procedure Example on page 456

SQL Accounting Overview

Steel-BeltedRadiusCarrier canwrite RADIUSaccounting information to an external SQL

database, independently of the Steel-Belted Radius Carrier accounting log.

To set up an external database for use as a repository for RADIUS accounting data, you

must place an .acc database configuration file in the same directory that contains the
Steel-Belted Radius Carrier daemon. This file must bemodified to contain specialized

information about your enterprise database.

Steel-Belted Radius Carrier offers the SQL accounting feature as a plug-in software

module. Key features of the SQL plug-in include:

• The SQL statement is completely user-specified, allowing support of existing tables

with existing field names and formats.

• The SQL statement can include a wide variety of arithmetic and string expressions.
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• The SQL statement is parameterized, so it is compiled once, and each execution uses

variable data without need for recompilation.

• Attributeandotherdata fromtheaccounting requestcanbemapped toanyparameter

of theSQLstatement (andhence toany field in the table)bymeansof a simple syntax.

• Different request types can bemapped to different SQL statements thatmay operate

against distinct tables within the database.

• Multiple instances of a SQL statement can be overlapped for simultaneous execution.

• Multiple instancesof theSQLaccountingmodule canoperate simultaneously, allowing

logging to multiple databases.

• If the database connection drops, it is automatically reestablished after a configurable

timeout without restarting Steel-Belted Radius Carrier.

• SQL accounting responses can return information.

• Stored procedures invoked by SQL accounting canmake use of input parameters,

record results, and return output parameters.

NOTE: While Steel-Belted Radius Carrier tries to provide uniformity in the
operationofdatabases fromdifferentvendors,differencesexist,particularly
in the way SQL statements are interpreted. The capabilities of the SQL
Authenticationmodule depend on the capabilities of the underlying
databases and their clients; things that work with one databasemay not
work with another.

Stored Procedures

A stored procedure is a sequence of SQL statements that forma logical unit and perform

a particular task. You can use stored procedures to encapsulate a set of queries or

operations that can be executed repeatedly on a database server. For example, you can

code operations on an employee database, such as password lookup, as stored

procedures that can be executed by application code.

Stored procedures can be compiled and executedwith different parameters and results.

Stored procedures can use any combination of input parameters (the values passed to

thestoredprocedureatexecution time)andoutputparameters (thevaluessetor returned

by the stored procedure to the calling application or environment).

You can write stored procedures for SQL that communicate with Steel-Belted Radius

Carrier via input and output parameters to implement custom functions. Stored

procedures let you use server-side processing on the SQL server to manipulate the

information specified by variables. How you use these stored procedures depends on

details specific to the implementation of SQL that you are using.

For information about using stored procedures with the Oracle SQL database, see

“Working with Stored Procedures in Oracle” on page 443. For information about using

storedprocedureswith theMicrosoftSQLdatabase, see “WorkingwithStoredProcedures

in MS-SQL” on page 444.
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Connectivity Issues

Steel-Belted Radius Carrier may encounter serious problems if the connection between

Oracle and Steel-Belted Radius Carrier becomes unstable. Themost common reasons

for a connection becoming unstable are:

• Slow or unreliable network response times

• Interruptions in connectivity caused by intervening network devices, such as a firewall

timing out the connection

To prevent connectivity problems, consider implementation of one of the following

solutions:

• Tominimize problems caused by intervening firewalls, configure your firewall to pass

traffic on the Oracle communications ports between the Steel-Belted Radius Carrier

server and the Oracle server without restriction.

• Tominimize network latency and firewall-related problems, move the Steel-Belted

Radius Carrier server to the same network segment as the Oracle server.

• If moving your Steel-Belted Radius Carrier server is not feasible, locate a second

Steel-BeltedRadiusCarrier server on the samenetwork segment as yourOracle server,

andconfigure your currentSteel-BeltedRadiusCarrier server toproxyall authentication

requests to this new device. This configuration will allow you to open RADIUS ports

on the firewall only for the Steel-Belted Radius Carrier server (instead of opening

RADIUS ports for all network access servers). Because proxy functions in Steel-Belted

Radius Carrier do not require an uninterrupted connection to process requests, this

solution allows you to retain your current firewall timeout settings.

Configuring SQL Accounting

Youmust configure both Steel-Belted Radius Carrier and the SQL database to support

SQL accounting. The configuration procedure must be tailored to the database that you

use. However, all procedures must give the following results:

• TheSQLservermustbeconfigured tobe listening for client requests. ForSQLpurposes,

the Steel-Belted Radius Carrier server must be a client of the SQL server.

• The Steel-Belted Radius Carrier server must know themachine where the SQL server

software runs, and it must know the protocol and port used in communicating with

that machine.

• The required transport must be in place between SQL client and server.

Files

The files listed in Table 50onpage450establish settings for configuringSQLaccounting

in Steel-Belted Radius Carrier. For more information about these files, refer to the SBR

Carrier Reference Guide.
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Table 50: SQL Accounting Files

FunctionFile Name

Configures settings for SQL accounting (Oracle)radsql.acc

Configures settings for SQL accounting (JDBC).radsqljdbc.acc

Using the SQL Accounting Configuration File

To configure SQLaccounting, youmust edit the accounting configuration file (radsql.acc
(Solaris andOracle) or radsqljdbc.acc (Solaris and JDBC)), located in the samedirectory
that contains the Steel-Belted Radius Carrier daemon.

Youmust modify certain options in the accounting configuration file to accommodate

your own database. After you update your accounting configuration file and restart

Steel-Belted Radius Carrier, accounting proceeds as you have configured it.

UsingMultiple SQL Databases

You can configure Steel-Belted Radius Carrier to log accounting transactions against

more than one SQL database.

To add an additional database, create a new configuration file with extension .acc in the
same directory as radsql.acc (Solaris andOracle) or radsqljdbc.acc (Solaris and JDBC).
You can give this file any name you like, provided its extension is .acc. At startup,
Steel-Belted Radius Carrier enumerates all .acc files to create its list of accounting
modules.

NOTE: When creating the new file, start by duplicating the original .acc file,
thenmake whatever modifications are necessary.

Connecting to the SQL Database

Uponstartup, theSQLaccountingmodule connects to thedatabase, basedonaconnect

string specified in your accounting configuration file. The connect string contains

information such as the name and location of the database, and the password required

toconnect.Theconnect string ispassed to thedatabaseclient toestablish theconnection.

While a sample connect string is provided in the original configuration file, youmust

configure the Connect entry of the configuration file with a connect string appropriate

to your database.

The password for database accessmust be provided as part of the connect string or the

connection fails.

If the initial attempt to connect to the database fails, or if a processing error occurs that

the SQL accounting module interprets as a database connection failure, the SQL

accounting module drops the connection and attempts to establish a new connection

after a period of time. In the interim, all authentication requests are ignored.
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The SQL accounting module uses an exponential back-off strategy in determining how

long towait before attempting a new connection, as well as how frequently this attempt

should bemade. After the first dropped connection, it waits a certain amount of time

before attempting to reconnect. If this attempt to reconnect also fails, it waits for twice

the amount of time before trying again; and so on, up to somemaximumwait time. The

initial andmaximumwait times are configurable.

NOTE: Detailed error informationmay not be available if there is an error
processing thedatabase logonatconnect time.Anumeric resultcodeappears
in the log.Youmayneedto refer toproduct-specificdocumentation todecode
this result code. With Oracle on Solaris, you can use the oerr facility-code

error-number commandwith a facility code of ora from the command shell.

SQL Statement Construction

For each accounting request whose Acct-Status-Type is mapped to a SQL statement,

that accounting request is logged to the back-end database by executing the associated

SQL statement.

While a sample SQL statement is provided in the original configuration file, youmust

configure one ormore SQL entries of the configuration file with a statement appropriate

to your database. Each SQL statement is typically an INSERT INTO statement andmay

containadditional syntaxelements thatarepreprocessedby theSQLaccountingmodule.

The SQL accounting module executes SQL statements in parameterized form. This

means that the SQL statement is compiled once, with parameter markers (usually

questionmarks) as placeholders for data items that vary fromone execution to the next.

Only upon execution of the statement are the actual data values supplied.

The SQL statement you composemust not include parameter markers directly. Instead,

thenamesof theparameters shouldbe includedwhereparametermarkerswouldappear,

in a format described below. The SQL authentication module translates the SQL

statement provided, replacing parameter nameswith parametermarkers before passing

the SQL statement to the database engine.

A SQL statement can be very simple. Basically, all that is required is to set fields of the

database record with values from the request. The SQL statement can also be quite

complex; it can include inner joins, and it cancontainexpressions.Theunderlyingdatabase

engine is responsible for handling the SQL statement; The SQL accounting module

performs no interpretation of the SQL statement other than to translate parameter

names to parameter markers.

INSERT Statement and VALUES Section

The following example shows a SQL INSERT statement that might be found in a

Steel-Belted Radius Carrier .acc file:
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INSERT INTO usagelog (Time, NASAddress, SessionID, Type, Name, BytesIn, BytesOut)
VALUES(%TransactionTime/t,%NASAddress,@Acct-Session-Id,@Acct-Status-Type,
%FullName/40s, @Acct-Input-Octets, @Acct-Output-Octets)

In theVALUES section, the names (between parentheses) represent the values inserted
into the SQL table columns. To support the SQL accounting module, each item in the

VALUES section must be prefixed with a@ sign or a% sign.

• @ indicates a RADIUS accounting attribute. The attribute namemust also be listed in

the account.ini file. This remains true even if the account.ini file is disabled.

• % indicates an item associated with the INSERT request that is not a RADIUS
accounting attribute. Table 51 on page 452 lists the Steel-Belted Radius Carrier items

that may be provided.

Table 51: Insert Statement Syntax

MeaningData TypeItem

The date/time that the event occurred that is the subject
of the request.

NOTE: You should include the /t (timestamp) data type
qualifier with the%TransactionTime argument in SQL
statements. If youdonot, the%TransactionTimeoutput
is formatted as character, with differing results on JDBC
and Oracle.

Time%TransactionTime

Thedate/timewhen the request is beingprocessed. (This
is later than%TransactionTime if the request is a retry.)

NOTE: You should include the /t (timestamp) data type
qualifier with the%Time argument in SQL statements.
If you do not, the%Time output is formatted as
character, with differing results on JDBC and Oracle.

Time%Time

The RADIUS accounting request type.String%Type

The IP address of the requesting NAS.IP address%NASAddress

The name of the network access server that originated
the request. This may be the name of the RADIUS client
entry in the database or the value of the NAS-Identifier
or NAS-IP-Address attribute.

String%NASName

The NASmake/model.String%NASModel

The full name of the logged in user.String%FullName

Themethod by which the user was authenticated.String%AuthType

The name of the network access server, as specified in a
RADIUS client entry in the Steel-Belted Radius Carrier
database.

String%RADIUSClientName
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A format specifier may appear immediately following each parameter. The format

specifier should describe the database storage format of the column that corresponds

to the parameter. It consists of a slash (/), possibly a length, and a data type.

Table 52 on page 453 lists the available data types.

Table 52: Data Types

MeaningFormatSpecifier

A text string of length x.

/s indicates a string with the default length of 256.

/xs

A binary data string of length x. A binary string is different from a text string
in that it is not NULL-terminated and is not restricted to ASCII characters.

/b indicates a binary data string with the default length of 256.

/xb

32-bit integer/n

8-bit integer/n8

16-bit integer/n16

32-bit integer (same as /n)/n32

Integer xx bits in length. For example, /n64 indicates a number with a length
of 64 bits.

/nxx

Timestamp/t

NOTE: Steel-Belted Radius Carrier supports integers larger than 32 bits by
manipulating them as binary data strings. The Solaris Oracle 8 plug-ins are
able to convert binary data strings betweenOracle VARRAWtypes (/xb) and
Oracle NUMBER types (/n). Oracle typesmust be declared with enough
precision toavoid truncationwhen inserting into thedatabase,andcaremust
also be taken to avoid truncation when retrieving from the database. In
particular, avoid retrievingOracleVARRAWtypes larger than256bytes.Other
database/operating-system combinationsmay not allow for integers larger
than 32 bits.

If a format specifier is not present in the SQL statement syntax, Steel-Belted Radius

Carrier automatically defaults to an appropriate specifier based on the actual parameter

type. For example,@Acct-Input-Octets is a number, and defaults to /n.
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NOTE: For strings, always include a format specifier, and be sure to specify
a lengthnogreater than theactual field size in thedatabase. Thecompilation
of the SQL statementmay fail if a length greater than the actual field size is
specified. If no format specifier is present, the length defaults to 256
characters, whichmay cause the compilation to fail.

Steel-Belted Radius Carrier automatically attempts to convert between the internal

formatof aparameter and its format in thedatabase, asdescribedby the format specifier.

In most cases, the formats are equivalent; if not, Steel-Belted Radius Carrier performs

reasonable conversions.

Table 53 on page 454 lists the internal formats and their compatible database formats:

Table 53: Internal Formats and Compatible Database Formats

Compatible Database FormatsInternal Format

/b, /xb, /n, /n8, /n16, /n32Binary data string

/n, /n8, /n16, /n32, /xs, /sNumber

/xs, /sString

/t, /n, /n32, /xs, /sTime (seconds since 1/1/70)

/n, /n32, /xs, /sIP address

As you write the INSERT statement for your SQL accounting configuration file (.acc), we

recommend the following syntax check list:

• The column names and their corresponding attributes in the VALUES section are

order-dependent. In the example, the%TransactionTime/t value would be inserted

into theTimecolumn(and formattedasa timestamp), the%NASAddress valuewould

be inserted into the NASAddress column, and so forth. The ordering of these settings

is critical to proper RADIUS accounting data insertion, since each column in the SQL

table may be a specific data type, such as varchar or int.

• The use of left and right parentheses ( ), the backslash \, the forward slash / and even

blank spaces are all extremely important andmust be exact. You can add asmany

columns and attributes as you want for your RADIUS accounting needs; however, be

sure to model your INSERT statement syntax as shown in example.

• An attribute listed incorrectly in the VALUES section, such as@Acct_Session-Id rather
than@Acct-Session-Id, causes theSQLstatement to fail duringaRADIUSaccounting
transaction. The attribute’s syntax must match its corresponding attribute name in

the account.ini file, which in turn matches the attribute’s name in the appropriate
dictionary file,whichallowsSteel-BeltedRadiusCarrier toprocess theattributecorrectly

when it is received from the NAS (the RADIUS client).
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• An attribute listed in the VALUES section that is missing its prefix of @ or% causes

the SQL statement to fail during a RADIUS accounting transaction.

• If a carriage return is present within the INSERT statement without the backslash \ to

indicate the end of the line, the SQL statement fails during a RADIUS accounting

transaction.

• Do not make the lines in the .acc file too long. There is a line length limit of 255
characters. Use the backslash \ to indicate the end of the line before that limit is

reached. If a lineexceeds this limit, theSQLstatement fails duringaRADIUSaccounting

transaction.

UsingMultiple SQL Statements

Themost common use of accounting is to track user sessions. However, accounting

requests are generated when the NAS starts up and shuts down; and, vendor-specific

usesof accountingareused to trackotherNASphenomena.Clearly, itmightbeadvisable

to log different types of accounting events to different tables.

The Acct-Status-Type attribute of an accounting request indicates the request type. You

may, if you like, create multiple SQL statements, andmap each Acct-Status-Type to

one of these SQL statements. The different statements may update different tables in

the database, but they all share the single database connection.

Overlapped Execution of SQL Statements

The SQL accounting module is multi-threaded. SQL accounting can be configured with

amaximum number of simultaneous executions of any SQL statement, using the

MaxConcurrent entry in the .acc file’s [Settings] section.

NOTE: TheMaxConcurrent entry is valid only for Oracle SQL accounting
(radsql.acc). It is not valid for JDBC SQL accounting (radsqljdbc.acc).

IfMaxConcurrent is set to 1, SQL execution occurs serially, and the SQL execution for
eachaccounting requestmust completebeforeexecution for thenext requestmaybegin.

By increasingMaxConcurrent, it may be possible to increase throughput by overlapping
operations, especially if the database server is remote and a large part of the time to

complete a statement execution is taken up by network latency. If the database server

is local, the point of diminishing returns may be reached at a small value of

MaxConcurrent, possibly even at 1 or 2. You can find the optimum value for your system

by experimentation.

NOTE: A setting ofMaxConcurrent = 1 should be sufficient for all but the
mostdemandingenvironments. Increase thisvalueslowlyandconservatively.

MaxConcurrentdetermines themaximumoverlap forexecutinganysingleSQLstatement.

Multiple SQL statements for different request types are not interdependent, and

executions of one statement do not affect executions of a different statement.
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Youmight expect that databases that are licensed by number of connections would

debit a single connection regardless of howmany SQL statements are active. This is not

necessarily the case; somedatabases count eachopen compiledSQL statement against

the licensed number of connections. The database license may also have an influence

on the optimum setting forMaxConcurrent.

SQL Accounting Return Values

SQLaccounting statementscan return information inRADIUSattributes inanaccounting

response. This is useful only if you are using a client that expects and supports attributes

embedded in a RADIUS accounting responsemessage.

Storedprocedures can also return output parameters. To call anOracle stored procedure

in a Solaris environment:

BEGIN storedProcedure(parameters …); END;

Accounting Stored Procedure Example

A simple stored procedure can return a result set in the sameway as a Select statement.

For example, assume you have a table with the following fields: username, password,
Alias, andactive, whereall fieldshave thedatatypevarchar. Youwanta storedprocedure
that will return a password and alias when the username and password received in the

request match entries in the database, provided that active field has a value of Yes.

The following example executes a stored procedure to update an accounting table in

Steel-Belted Radius Carrier.

1. Create an accounting table by executing the following command:

create table accounting
(TransactionDatevarchar(20),Usernamevarchar(21),SessionIDvarchar(12),NASIPAddr
varchar(15), NASPort varchar(5), UserIPAddr varchar(15), CallingNum varchar(12),
CalledNum varchar(12),
type varchar(4), Sessiontime varchar(14), Disconnect varchar(12))

2. Create an rsp_account stored procedure that can be called by a *.acc file.

create procedure rsp_account

@transactiontime varchar(21),
@username varchar(21),
@AcctSessionID varchar(21),
@NASIPAddress varchar(21),
@NASPORTTYPE varchar(21),
@FRAMEDIPADDRESS varchar(21),
@callingstationid varchar(21),
@calledstationid varchar(21),
@TYPE varchar(21),
@ACCTSESSIONTIME varchar(21),
@ACCTTERMINATIONCAUSE varchar(21)
AS
INSERT INTOAccounting(TransactionDate,username,SessionID,NASIPAddr,NASPort,
UserIPAddr, CallingNum, CalledNum, type, Sessiontime, Disconnect)
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VALUES (@transactiontime, @username,@AcctSessionID, @NASIPAddress,
@NASPORTTYPE,@FRAMEDIPADDRESS,@callingstationid, @calledstationid,
@TYPE,@ACCTSESSIONTIME,@ACCTTERMINATIONCAUSE)

3. Create themysqlacct.acc file to call the rsp_account stored procedure.

Themysqlacct.acc file uses an SQL=EXECUTE procedure_name value1,...valueN

statement instead of an SQL=INSERT into table (column1, ...columnN) Values
(value1,...valueN), because the stored procedure performs the INSERT action.

Be sure to configure the CONNECT statement to reflect your operating environment.

[Bootstrap]
LibraryName=sqlacct.dll
Enable=1
InitializationString=

[Settings]
Connect=DSN=<dsn_name_here>;UID=<username_for_dB>;PWD=<password_for_dB>
ConnectTimeout=25
WaitReconnect=2
MaxWaitReconnect=360
ParameterMarker=?
loglevel=2

[Type]
1=User
2=User
3=User

[Type/User]
SQL=Execute rsp_account %transactiontime/t, \
@user-name/21s, \
@Acct-Session-ID/12s, \
@NAS-IP-Address/15s, \
@NAS-PORT-TYPE/5s, \
@FRAMED-IP-ADDRESS/15s, \
@calling-station-id/12s, \
@called-station-id/12s, \
%TYPE/4s, \
@ACCT-SESSION-TIME/14s, \
@ACCT-TERMINATION-CAUSE/12s
ConcurrentTimeout=30
MaxConcurrent=2
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CHAPTER 26

Configuring LDAP Authentication

This chapterpresentsanoverviewofLDAPauthenticationanddescribeshowtoconfigure

LDAP authentication in Steel-Belted Radius Carrier. This chapter contains these topics:

NOTE: Throughout this chapter, the term attributes refers to both standard
RADIUSattributesandstructuredattributes. For informationaboutspecifying
structured attributes, see the SBR Carrier Reference Guide.

• LDAP Authentication Overview on page 459

• Configuring LDAP Authentication on page 462

• LDAP Authentication Sequence on page 467

• LDAP Authentication Examples on page 468

LDAP Authentication Overview

Steel-Belted Radius Carrier can authenticate against records stored in an external LDAP

database. Any RADIUS attribute, such as username and password, can be used to query

the database.

External database authentication is typically used when an organization has a large

amount of user information stored in an LDAP database, and wants to authenticate

these users using RADIUS. Authentication against an existing LDAP database extends

authentication services to user accountswithout requiring an administrator to enter user

information into the Steel-Belted Radius Carrier database.

Steel-Belted Radius Carrier offers LDAP authentication as a plug-in software module.

Key features of the LDAP plug-in include the following:

• Support for LDAP Version 3.

• Linux SBR Carrier (starting from Release 7.4.0) and Solaris SBR Carrier (starting from

Release 7.5.0) use OpenLDAP libraries to process LDAP requests.

• In case of SSL, for SBR Carrier to process LDAP requests, you have to configure

OpenLDAP to accept the server certificate.

• You can authenticate via LDAP Bind or via a password returned from an LDAP Search

request (BindName).
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• A single Search request or a sequence of Search requests can be specified.

• Bind, Base, and Search strings can include variables.

• New Bind parameters can be specified during a sequence of searches.

• Other authentication credentials can be specified in a string that can include variable

values.

• Variables may be set from the RADIUS request packet and from LDAP Search results.

• Variables may be used to specify RADIUS response attributes and other response

information.

• The RADIUS response can include RADIUS attributes found in the LDAP database, or

it can reference a Steel-Belted Radius Carrier profile or user entry.

• Several features similar toSQLauthentication are supported, suchas round-robin load

balancing and activation targets.

• Decorated usernames can be parsed into two variables within the variable table. For

example, simon@xyz.comwould be parsed into simon and xyz.com for use later in the

authentication process.

• The variable table allows both attributes and%Profile in the [Response] section.

• Conditional search logic is supportedbybranchingusing theOnFoundandOnNotFound

fields.

LDAP Variable Table

The LDAP Variable Table lets you translate a RADIUS request into an LDAP lookup. At

the beginning of each LDAP authentication request, Steel-Belted Radius Carrier creates

a Variable Table. Attributes and other information from the RADIUS request are entered

in the Variable Table for use in LDAP Bind, Base, and Search strings. When attributes are

returned by LDAP requests, they too are entered in the Variable Table. Finally, selected

information from the Variable Table is returned to the RADIUS client in the RADIUS

response packet. See Figure 190 on page 460.

Figure 190: Role of the Variable Table in LDAP Authentication
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Types of LDAP Authentication

To design an LDAP authentication method, consider how you want to validate the

username and password.

The LDAPplug-in offers two techniques for validating the usernameandpassword. Each

configuration file that you write to control LDAP authentication must employ Bind or

BindName.Thedifferencesbetween the twotechniqueshave todowithhowSteel-Belted

Radius Carrier connects to the LDAP server and whether the username/password

validation is performed by the LDAP server or by Steel-Belted Radius Carrier.

BindName Authentication

When you use BindName authentication, your LDAP configuration file provides

Steel-BeltedRadius Carrierwith the usernameandpassword of an account on the LDAP

server. This must be an account that has privileges to access all of the information that

you require toauthenticateusers. In theLDAPconfiguration file, youprovide theusername

in the BindName parameter, and the password in the BindPassword parameter.

After you complete the LDAP configuration file, each time Steel-Belted Radius Carrier

starts up, it executes a Bind request to the LDAP server using the BindName and
BindPassword parameters as its credentials. If the LDAP server can validate these
credentials, a connection is establishedbetween the twoservers. This connection remains

up all the time. It is disconnected only if the Steel-Belted Radius Carrier server or the

LDAP server goes down, and it is re-established as soonas possible after thedown server

comes back up. The LDAP configuration file offers a number of connection and

re-connection timeouts and other parameters that regulate this relationship.

Any time authentication via LDAP is required, Steel-Belted Radius Carrier consults the

corresponding LDAP configuration file. When you use BindName authentication, this file

must contain a Search command that maps the username from the Access-Request to

apasswordattribute in theLDAPdatabase.TheSearchmay retrieveotherLDAPattributes

as well. When the Search returns its results, Steel-Belted Radius Carrier compares the

value of the password returned from the LDAP database with the password from the

incoming Access-Request. If the two values are the same, the password is considered

validated.

When the connection to the LDAP server is established using BindName, multiple

authentications canbeperformedat the same timeover the sameconnection. This done

using theMaxConcurrent setting in the [Settings] section of the ldapauth.aut file.

Bind Authentication

WhenyouuseBindauthentication,Steel-BeltedRadiusCarrier authenticatesconnection

requests by attempting to Bind to the LDAP server using the username and password

from the incoming Access-Request or from a configured username and password. If this

Bind request succeeds, the password is validated. This is essentially pass-through

authentication; Steel-Belted Radius Carrier presents an LDAP user’s credentials to the

LDAP server and asks to have them validated.
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In the simplest case, a single connection is established for each Access-Request and is

kept open only long enough for the LDAP server to validate the password and respond

to any Search requests. Then Steel-Belted Radius Carrier closes the connection and

completes any processing that remains to generate an Access-Response.

Amore sophisticated search technique can take advantage of flexible Bind,which allows

you to allocate a sequence of connections for each Access-Request. Each in turn is kept

open only long enough for the server to process each search criterion. Then Steel-Belted

Radius Carrier closes the connection and completes any processing that remains to

generate an Access-Response.

Attributes and LDAP Authentication

A username and passwordmay be all the information that you require to authenticate

users. However, the LDAP plug-in offers a number of techniques for working with check

list or return list attributes, should you need them.

Configuring LDAP Authentication

To configure an LDAP authentication method, youmust edit the ldapauth.aut
configuration file, which controls the LDAP authentication sequence.

Table 54 on page 462 summarizes the process of configuring an LDAP authentication

method for Steel-Belted Radius Carrier. It lists the sections that youmust edit in the

ldapauth.aut configuration file to accomplish each step.

Youmust perform all steps.

Youmust at least consider the entries that you want to put in each section of the

configuration file, even if you decide to leave most of that section blank.

Table 54: LDAP Authentication (ldapauth.aut) Configuration File Tasks

.aut File SectionsLDAP Configuration TaskStep

All sectionsDecide how you want Steel-Belted Radius Carrier to validate
RADIUS access requests. Twomajor areas of choice are
described above: (1) Bind or BindName; and (2) Profile, Alias,
or attribute list.

1

[Response]Determine which incoming RADIUS attributes are required to
perform the LDAP search.

2

[Attribute/name]Determine which LDAP attributes support are required to
perform the LDAP search.

3

[Search/name]Design Search template(s) that can find the necessary data in
your LDAP database schema.

4

[Request]Extract the data from the incoming RADIUS packet that
Steel-Belted Radius Carrier will use to perform the LDAP Bind
and Search requests.

5
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Table 54: LDAP Authentication (ldapauth.aut) Configuration File Tasks
(continued)

.aut File SectionsLDAP Configuration TaskStep

[Defaults]Select defaults that you want Steel-Belted Radius Carrier to
use when corresponding values are not provided.

6

[Server]

[Server/name]

[Settings]

[Failure]

Enable connections between the Steel-Belted Radius Carrier
server and LDAP server(s).

7

[Bootstrap]Enable the LDAP plug-in and name the authenticationmethod.8

Theorder toedit configuration file sections is the reverseof theorder inwhichSteel-Belted

Radius Carrier processes them. The processing sequence is described in “LDAP

Authentication Sequence” on page 467.

Supporting Secure Sockets Layer

To configure SSL to be supported by the LDAP plug-in:

1. Set SSL in the [Settings] (or [Server/name]) section to 1.

2. Set the port in the [Server] section to the SSL port of the LDAP server.

NOTE: If SSL=1, the Host parameter in [Server/name] accepts only
LDAP-style URIs. For example, ldaps://hostname:port. The default port
setting is ignored and the LDAP-style URIs for Host is applied.

3. Set OpenLDAP to accept the server certificate.

This is configured in the ldap.conf file located in the following path:

• For Linux: /etc/openldap/ldap.conf

• For Solaris: /usr/local/etc/openldap/ldap.conf

TLS_REQCERT never parameter setting allows SBR Carrier to accept the server
certificate and the TLS connection, which allows the LDAP traffic to be encrypted.

NOTE: AminimumDH key size of 1024 bits is recommended for use of SSL
with LDAP.

Files

The file in Table 55 on page 464 establishes settings for LDAP authentication. For more

information about this file, refer to the SBR Carrier Reference Guide.
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Table 55: LDAP Authentication File

FunctionFile Name

Specifies settings for LDAP authentication in Steel-Belted Radius
Carrier. For complete details see the LDAP authentication file in the
SBR Carrier Reference Guide.

ldapauth.aut

LDAP Database Schema

Themost important factor in the success of your LDAP authentication methods is the

design of your LDAP database schema. This discussion assumes that you already have

a schema in place.

Often, you can use the LDAP plug-inwithout changing the LDAP database schema at

all. In Figure 191 on page 465, the user record already provides an LDAP attribute called

Organization. If you intend to grant connection privileges according to the organization

to which each user belongs, you can create profiles in the Steel-Belted Radius Carrier

database whose namesmatch the strings you are already using for the Organization

attribute. You can then create an LDAP authentication configuration file that retrieves

the value of the Organization attribute from the LDAP database and returns it to

Steel-Belted Radius Carrier as the name of the profile to use.

NOTE: If you are using BindName authentication, you need to be able to
identify which LDAP attribute contains the user's password. In the schema
in Figure 191 on page 465, this attribute is called User-Secret.
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Figure 191: Capitalizing on an Existing Schema for LDAP Authentication

When the authentication strategy you have chosen requires data that is not currently in

the schema, youmight need to modify the schema.

The name of a Steel-Belted Radius Carrier profile is a typical example. Consider the

example shown in Figure 191 on page 465. If you want to assign connection privileges to

users in some way other than by Organization, and no other LDAP attribute seems

appropriate, youcanaddanLDAPattribute thatnamesaprofile. InFigure 192onpage466,

this attribute is called RADIUS-Profile. This attribute contains a string value that can be

set to the name of a profile defined in the Steel-Belted Radius Carrier database.
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Figure 192: Modifying a Schema to Enhance LDAP Authentication

LDAP Authentication and Password Format

Steel-Belted Radius Carrier supports authentication of users whose records reside in an

LDAPtable inwhichpasswordvaluesare stored inoneof the following formats: clear-text,

UNIXcrypt, Secured Hash Algorithm (SHA1+Base64 hash), MD4 hash, or enc-md5

reversibly-encoded password.

Hashed Passwords

Encoded values include a prefix that indicates how the password has been processed.

The prefix is in clear-text between curly braces { } and is immediately followed by a hash

value computed from thepassword. If noprefix is present in the value retrieved, the entire

password is assumed to be in clear-text format. In summary:

• PasswordText indicates clear-text format (no encryption)

• {crypt}HashHash indicates UNIXcrypt format

• {SHA}HashHashHash indicates SHA1+Base64 hash

• {SSHA}HashHashHashSalt indicates salted SHA1+Base64 hash
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• {md4}HashHash indicates MD4 hash of the Unicode form of password

• {enc-md5}EncryptedEncrypted indicates a reversibly encrypted password. (Although
Steel-BeltedRadiusCarrier readspasswordsencoded in this format, youmustpurchase

the Software Developer’s Kit to convert clear-text passwords to this format.)

UNIXcrypt is the standard hash algorithm used for the /etc/passwd file on Solaris
systems. This may be necessary if, for example, the standard user database on a Solaris

machine (the /etc/passwd file) is migrated to a SQL database, so that the values in the
Password column of the SQL table are processed with UNIXcrypt.

You can configure Steel-Belted Radius Carrier to expect that the values retrieved from

a table havebeen run throughUNIXcrypt byadding the following entry into the [Settings]

section of the LDAP authentication configuration file:

PasswordFormat=3

Automatic Parsing

If PasswordFormat is set to 0, Steel-Belted Radius Carrier attempts to determine the
password formatautomatically byparsing it. This is the recommendedsetting.Automatic

parsing expects thepassword tobe stored in oneof the formatsdescribed in this chapter.

This technique is useful if clear-text passwords are available to Steel-Belted Radius

Carrier (that is, if PAP is used). If you set PasswordFormat to 0, the stored password
can be returned to Steel-Belted Radius Carrier still encrypted, and the comparison with

the password received from the RADIUS client can be done on the Steel-Belted Radius

Carrier side.

NOTE: The setting for automatic password parsing in previous versions of
Steel-Belted Radius Carrier (auto) has been deprecated.

LDAP Authentication Sequence

The sequence of an LDAP authentication transaction is controlled by the LDAP

authentication configuration file as follows:

1. TheVariable Table is initialized to default values as specified in the [Defaults] section.

All variables that are not listed in the [Defaults] section are initialized to null values.

2. The values of RADIUS attributes in the Access-Request are copied to the Variable

Table, as specified in the [Request] section.

3. If a Bind entry was specified in the [Settings] section, authentication via LDAP Bind
is now performed. The Bind entry is used as a template to construct a bind string,
using replacement values from the Variable Table. An LDAP Bind is then performed
to authenticate the user.

4. An LDAP Search request is performed for each [Search/name] section specified. You
may specify zero or more separate Search requests.
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ForeachSearch request, LDAPBaseandFilter stringsareconstructed fromtemplates,

using replacement values from the Variable Table. These Base and Filter strings are

then transmitted to the LDAP server in a Search request.

Each attribute/value pair returned by the LDAP Search is used to set the value of the

corresponding entry in the Variable Table. Also, the DN returned by the search may

be used to set a variable.

5. If a%Password entry appears in the [Response] section, authentication is now

performed. The password entered by the user is validated against the value that

appears in the%Password variable, and the user is rejected if the passwords do not

match.

6. If a%Profile entryappears in the [Response] section, thevalueof the%Profile variable

is used to look up a Profile entry in the Steel-Belted Radius Carrier database. The

check list and return list attributes in that Profile are used to validate the request and

return an appropriate response.

7. If a%Alias entry appears in the [Response] section, the value of the%Alias variable

is used to look up aNative User entry in the Steel-Belted Radius Carrier database. The

current transaction is treated as if it came from the “alias” user; that is, the check list

and return list attributes of the alias user are used to validate the request and return

an appropriate response.

8. If neithera%Profilenora%Aliasentryappears in the [Response]section, thenRADIUS

attributes for the response packet are created from the Variable Table, based on

attribute entries in the [Response] section.

LDAP Authentication Examples

This topic provides examples of LDAP authentication configuration file syntax. The

examples illustrate how youmight:

• Authenticate passwords (Bind or BindName).

• Specify check list and return list attributes (list the attributes or name a profile entry

in the Steel-Belted Radius Carrier database).

Bind Authentication with Default Profile

The following example is a simple LDAP authentication configuration file. Every user is

authenticatedusingaBind request to theLDAPdatabase.ThesameSteel-BeltedRadius
Carrier attribute profile is applied to every Access-Request.

[Settings]
MaxConcurrent=1
Timeout=20
ConnectTimeout=25
QueryTimeout=10
WaitReconnect=2
MaxWaitReconnect=360
Bind=uid=<User-Name>, ou=Special Users, o=bigco.com
LogLevel = 2
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UpperCaseName = 0
PasswordCase=original
SSL = 0

[Server]
s1=

[Server/s1]
Host=199.185.162.147
Port = 389

[Defaults]
TheUserProfile = Sample

[Request]
%User-Name = User-Name

[Response]
%Profile = TheUserProfile

[Search/DoLdapSearch]
Base = ou=Special Users, o=bigco.com
Scope = 2
Filter = uid=<dialup>
Attributes = AttrList
Timeout = 20
%DN = dn

[Attributes/AttrList]

If the [Response] section is empty, Steel-Belted Radius Carrier passes the Bind results
(accept or reject) directly to its client; no additional RADIUS attributes are returned in

the Access-Response.

BindName Authentication with Callback Number Returned

In the following example, requests are authenticated using Search. BindName and
BindPassword values are supplied to permit a connection to the LDAPdatabase. Return
list attributes for authentication are listed in the [Response] section. In this example, the

network access server needs a callback number to complete the connection. The value

of the incoming DNIS attribute Calling-Station-ID is used to ensure that the callback

number is the number fromwhich the user's request originated.

NOTE: This example is incomplete; it omits the [Bootstrap] and [Settings]
sections to save space.

[Server]
s1=

[Server/s1]
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Host = 67.186.4.3
Port = 389
BindName=uid=admin, ou=Administrators, ou=TopologyManagement, o=NetscapeRoot
BindPassword=ourlittlesecret
Search = DoLdapSearch

[Defaults]
SendThis = DidLDAPAuthSearch

[Request]
%UserName = dialup
Calling-Station-ID = thenumbertocall

[Search/DoLdapSearch]
Base = ou=Special Users, o=bigco.com
Scope = 2
Filter = uid=<dialup>
Attributes = AttrList
Timeout = 20
%DN = dn

[Attributes/AttrList]
dialuppassword

[Response]
%Password = dialuppassword
Reply-Message = SendThis
Ascend-Callback-No = thenumbertocall

LDAP Bindwith Profile Based on Network Access Server

In the following example, requests are authenticated using Bind. Check list and return
list attributes for authentication are provided by referencing a profile entry in the

Steel-Belted Radius Carrier database. The profile to be used depends on the specific

network access server fromwhich the user’s request originates. Steel-Belted Radius

Carrier retrieves the profile name by the LDAP database for an IP address that matches

the address of the requesting NAS. If this search fails, a profile called limited is used. If a

profile name is successfully retrieved from the LDAP database, but no profile by that

name can be found in the Steel-Belted Radius Carrier database, authentication fails due

to lack of resources and the user is rejected.

NOTE: Thisexample is incomplete; it omits the[Bootstrap]sectionandmany
[Settings] entries to save space.

[Settings]
Bind=uid=<loginID>, ou=Special Users, o=bigco.com
Search = DoLdapSearch

[Server]
s1=
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[Server/s1]
Host = 67.186.4.3
Port = 389

[Request]
%UserName = loginID
%NASAddress = deviceIP

[Defaults]
%Profile = limited

[Search/DoLdapSearch]
Base = ou=CommServers, o=bigco.com
Scope = 1
Filter = ipaddr=<deviceIP>
Attributes = AttrList
Timeout = 20
%DN = dn

[Attributes/AttrList]
profile

[Response]
%Profile = profile

471Copyright © 2018, Juniper Networks, Inc.

Chapter 26: Configuring LDAP Authentication



Copyright © 2018, Juniper Networks, Inc.472

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



CHAPTER 27

SS7 and SIGTRAN Gateway Support

• Overview of SS7 or SIGTRAN Protocol Stacks on page 473

Overview of SS7 or SIGTRAN Protocol Stacks

Optionally, the Ulticom Signalware SIGTRAN protocol stack can be used to access

Signaling System 7 (SS7) networks where the Home Location Register (HLR) database

resides. Signalware acts as a link between the Steel-Belted Radius Carrier server and the

SS7 network. ANSI SS7, CCITT/ITU SS7, Japanese, and Chinese networks are supported.

SIGTRAN provides SS7 communication over IP networks.

The SIGTRANprotocol stack is used in conjunctionwith the optional SIMAuthentication

module to provide gateway functionality so Steel-Belted Radius Carrier can pass Mobile

Access Part (MAP) requests to the SS7 network. MAP requests are passed over the SS7

network to the Home Location Register (HLR), which is the primary subscriber database

in the Global System for the Mobile Communications (GSM) network. The HLR then

performs a database lookup and returns the requested authentication or authorization

information to Steel-Belted Radius Carrier.

To processMAP requests to anHLR, youmust configure the optional SIM authentication

module. See “SIM Authentication Module” on page 525.

For informationabout installingandconfiguring theSignalwareSS7orSIGTRANprotocol

stacks, see the SBR Carrier Installation Guide.
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CHAPTER 28

Proxy RADIUS Authentication and
Accounting

This chapter presents an overview of how youmight use Proxy RADIUS as a back-end

authentication or accounting method. This chapter contains these topics:

For complete details on proxy RADIUS, see “Administering Proxy RADIUS” on page 145.

• Proxy RADIUS Accounting on page 475

Proxy RADIUS Accounting

Steel-Belted Radius Carrier can relay an Accounting-Request to some other RADIUS

server,which records thedataaccording to its own, locally configuredRADIUSaccounting

options. (You have the option of specifying that the data also be recorded locally on the

Steel-Belted Radius Carrier server.) The set of conventions for relaying packets between

cooperating RADIUS servers is known as proxy RADIUS, and is defined in the RADIUS

standard.

For more information about Steel-Belted Radius Carrier’s proxy capabilities and

configurationdetails, refer to “AdministeringProxyRADIUS”onpage 145and “Configuring

a Proxy RADIUS Realm” on page 195.
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CHAPTER 29

HSS-Subscriber Database

The Home Subscriber Server (HSS)-subscriber database is the primary subscriber

database that contains subscriber and authentication information required for the 3GPP

subscribers to access theWLAN interworking service. The SBR Carrier matches data

received in the authentication/authorization request with the information in the

HSS-subscriber database. If amatch is foundand the subscriber’s credentials are correct,

then the SBRCarrier accepts the request. If nomatch is found or a problem is foundwith

the credentials, the SBR Carrier rejects the request. The HSS-subscriber database also

stores theprimaryprofiledatawhich isdownloadedby theSBRCarrier forpolicydecisions.

The SBR Carrier coordinates with other SBR Carriers through a registration mechanism

in the HSS-subscriber database. The first SBR Carrier that authenticates a particular

subscriber is registered as the “responsible” server in the HSS-subscriber database. Any

subsequent authentications for that subscriber will be redirected to the “responsible”

server, as long as it remains registered. After the subscriber has left the network, the

registrationmay be purged by the SBRCarrier or theHSS-subscriber database. Once the

subscriber joins back, the “responsible” server is again elected.

For more information about usage of HSS-subscriber database, see

“Administering the Diameter Policy” on page 367 and

“Administering Request Routing Rules” on page 407.
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PART 6

Management Interfaces

Steel-Belted Radius Carrier includes a number of management interfaces. For the SBR

Carrier architecture, see Figure 1 on page 4.

The part contains the following chapters:

• Simple Network Management Protocol on page 481

• Using the LDAP Configuration Interface on page 489
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CHAPTER 30

Simple Network Management Protocol

This chapter describes how to configure and to use the Simple Network Management

Protocol (SNMP) tomonitor theSteel-BeltedRadiusCarrier server. This chapter contains

these topics:

• SNMP and Steel-Belted Radius Carrier Overview on page 481

• Configuring the SNMP Agent on page 484

• Running the SNMP Agent on page 485

• Logging Behavior of the SNMP Agent on page 485

• Verifying SNMP Agent Operation on page 486

• Resetting Rate Statistics on page 488

• Troubleshooting on page 488

SNMP and Steel-Belted Radius Carrier Overview

The Steel-Belted Radius Carrier uses standard MIBs to report routine server operations

and seven proprietary MIBs to report RADIUS and Diameter operations and statistics.

SNMP-GET, SNMP-GETNEXT, SNMP-TRAP (SNMPv1), and SNMP-NOTIFICATION

(SNMPv2c) are fully supported; SNMP-SET is supported, but all values in the MIB are

Read-Only.

For more information about SNMP, see the SBR Carrier Reference Guide.

The SBR Carrier SNMPPackage

The SBR Carrier SNMP agent is based on version 5.4.0 of the open-source net-snmp
toolkit, customized and optimized to support Steel-Belted Radius Carrier.
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NOTE: You cannot replace or update the SBR Carrier SNMP agent
(jnprsnmpd) with newer software downloaded from the net-snmpwebsite
(www.net-snmp.org),but thenet-snmpwebsite isagoodsourceofadditional

information about SNMP usage and operation.

Steel-Belted Radius Carrier supports SNMP Versions 1 (SNMPv1) and 2c
(SNMPv2c).

Steel-Belted Radius Carrier does not support SNMP version 3 (SNMPv3).

SupportedMIBs

Steel-BeltedRadiusCarrier supports IETF-standardMIBs forRADIUSserverauthentication

and accounting, and proprietary MIBs (Table 56 on page 482) that record information

about SBR Carrier traps and operating statistics. All are stored in radiusdir/snmp/mibs.

Table 56: Proprietary Steel-Belted Radius Carrier MIBs

DescriptionMIB

Maintains SBR Carrier rate statistics.fnkrate.mib

Defines the structure of SBR Carrier traps (SNMP version 1).fnkradtr.mib

Defines the structure of SBR Carrier traps (SNMP version 2c).funkradtr-v2.mib

Defines Juniper Networks overall MIB hierarchy.jnx-smi.mib

Defines Juniper Networks AAA specific MIB hierarchy.jnx-aaa.mib

Defines the structure of Diameter traps.jnx-diameter-base-protocol.mib

Maintains Diameter NASREQ application specific counters.jnx-diameter-nas-application.mib

Detailed trap information about these MIBs is in the SBR Carrier Reference Guide.

Of the public MIBs delivered with SBR Carrier and listed in Table 57 on page 483, several

provide a foundation for the Juniper Networks proprietary MIBs. Although the exact list

of required MIBs may vary from browser to browser, the files in Table 57 on page 483

marked required form the default set that most MIB browsers use to support the

proprietaryMIBs. Check yourMIB browser’s specific requirements, but inmost cases, this

is also the list of MIBs that should be copied to the browser.

Steel-Belted Radius Carrier supports the IETF-standard MIBs for RADIUS server

authentication and accounting, MIBs provided by net-snmp.net, and three proprietary

MIBs that record information about SBR Carrier traps and operating statistics.

Table 57 on page 483 lists the MIBs delivered with Steel-Belted Radius Carrier.
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Table 57: MIBs Delivered with Steel-Belted Radius Carrier

FunctionMIB OriginRequiredMIB

Defines the structure of Steel-Belted Radius
Carrier traps (SNMP version 1).

ProprietaryYesfnkradtr.mib

Defines the structure of Steel-Belted Radius
Carrier traps (SNMP version 2c).

ProprietaryYesfnkradtr-v2.mib

Maintains Steel-Belted Radius Carrier rate
statistics.

ProprietaryYesfnkrate.mib

Defines JuniperNetworksoverallMIBhierarchyProprietaryYesjnx-smi.mib

Defines Juniper Networks AAA specific MIB
hierarchy

ProprietaryYesjnx-aaa.mib

Defines the structure of Diameter trapsProprietaryYesjnx-diameter-base-protocol.mib

Maintains Diameter NASREQ application
specific counters

ProprietaryYesjnx-diameter-nas-application.mib

Define the infrastructure of the Net-SNMP
project enterprise MIB tree.

net-snmp.netYesnet-snmp.mib

Defines control andmonitoring structures for
the Net-SNMP agent.

net-snmp.netYesnet-snmp-agent.mib

Defines the structure of management
information for SNMP version 1.

IETFYesrfc1155-smi.mib

Defines MIB syntax.IETFYesrfc1212.mib

Provides network management of
TCP/IP-based networks (MIB-II).

IETFNorfc1213.mib

Provides SNMP trap definitions.IETFYesrfc1215.mib

Provides SNMP framework definitions.IETFYesrfc2271.mib

Maintains authentication client statistics.IETFNorfc4668.mib

Maintains authentication server statistics.IETFNorfc4669.mib

Maintains accounting client statistics.IETFNorfc4670.mib

Maintains accounting server statistics.IETFNorfc4671.mib

Defines traps about the state of the SNMP
agent.

ProprietaryNoSNMPv2.mib
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Table 57: MIBs Delivered with Steel-Belted Radius Carrier (continued)

FunctionMIB OriginRequiredMIB

Definesconformancegroups forSNMPversion
2c.

ProprietaryYes.SNMPv2-CONF.mib

Defines the structure of management
information for SNMP version 2c.

ProprietaryYes.SNMPv2-SMI.mib

Configuring the SNMPAgent

All SNMP files are installed on all Steel-Belted Radius Carrier servers, but installers have

the option not to activate SNMP during the initial server configuration. If SNMP is not

configured during server installation, you can activate it by rerunning the Steel-Belted

Radius Carrier configuration script file, taking care not to change any other system

parameters.

The files listed in Table 58 on page 484 control SNMP.

Table 58: SNMPConfiguration Files

FunctionFilename

Stores settings for the Steel-Belted Radius Carrier SNMP agent.jnprsnmpd.conf

Test script that verifies theSteel-BeltedRadiusCarrier SNMPagent is operating
correctly.

testagent.sh

Tochange thecurrentSNMPconfigurationedit radiusdir/snmp/install/jnprsnmpd.conf
to reflect the network environment.

The file is self-documenting. For more information about the jnprsnmpd.conf file, see
the SBR Carrier Reference Guide.

CAUTION: The jnprsnmpd.conf file is very sensitive to straywhite space and
the order in which sections and parameters appear. Mistakes in this file can
disable SNMP.

• Make sure tomake a backup copy of the file beforemaking any changes.

• While editing the file, do not make any unnecessary changes and follow
the embedded examples as closely as possible.

• When specifying networks as in 172.28.68.0/24 in the line “com2sec
mynetwork 172.28.68.0/24 public” make sure the trailing 32-x bits of the
IP address is zero as specified by the trailing /x notation; for example,
32-24=8 bits in this case.
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To verify that the jnprsnmpd SNMP agent functions, run the
radiusdir/snmp/bin/testagent.sh script.

If the SNMP environment has been changed to use a port other than the default SNMP

port, 161, be sure to specify that port number in the testagent.sh file.

NOTE: Steel-Belted Radius Carrier runs its own SNMP agent, but onmost
servers, additional SNMP agents are also in operation. In general, only one
application can use a socket port; they are not shared resources. Thismeans
that SBR Carrier SNMP agent may conflict with Solaris SNMP or any other
SNMP agent that uses socket port 161, the default SNMP port.

If you know that other agents already use port 161, change the Steel-Belted
Radius Carrier port assignment by editing both
radiusdir/snmp/install/init.jnprsnmpdand radiusdir/snmp/bin/testagent.sh.
Remember to check your MIB browser to determine whether it also needs a
corresponding port adjustment to communicatewith the SBRCarrier server.

Running the SNMPAgent

You can start and stop the SNMP daemonmanually, and force it to reread the

radiusdir/snmp/install/jnprsnmpd.conf configuration file.

Starting the SNMPAgent

To start the SNMP agent, on the command line, execute:

/etc/init.d/init.jnprsnmpd start

Stopping the SNMPAgent

To stop the SNMP agent, on the command line, execute:

/etc/init.d/init.jnprsnmpd stop

Rereading the jnprsnmpd.conf File

To force the jnprsnmpd agent to reread its configuration file, first identify the process id
of the jnprsnmpd agent and execute:

kill -HUP pIdServer

Where pIdServer is the process ID of the jnprsnmpd agent process.

Logging Behavior of the SNMPAgent

The logging behavior of the SNMP agent process, jnprsnmpd, is controlled by command
line options that are specified in the /etc/init.d/init.jnprsnmpd script.

• The “-Lf <file>” option specifies the absolute path nameof the log <file> to bewritten.

485Copyright © 2018, Juniper Networks, Inc.

Chapter 30: Simple Network Management Protocol



• The "-A" option, if present, causes the log file to be appended rather than rewritten

each time the SNMP agent is restarted (not recommended unless a periodic clean-up

mechanism is in place).

• The "-D ALL" option, if present, enables all possible debugmessages to be logged

(extremely verbose and not recommended for normal operation).

By default, the SNMP agent process, jnprsnmpd, is configured to log to the
/opt/JNPRsbr/radius/snmp/jnprsnmpd.log file, rewriting the file each time it is restarted.

• After starting the SNMP agent (/etc/init.d/init.jnprsnmpd start), the following line is
logged:

NET-SNMP version 5.4

• Upon receiving a SIGHUP (1) signal (/etc/init.d/init.jnprsnmpd hup), the following
line is logged:

Reconfiguring daemon

• Shortly before a successful stop (/etc/init.d/init.jnprsnmpd stop), the following line
is logged:

Received TERM or STOP signal... shutting down...

NOTE: It is possible for operators to stop the jnprsnmpd process abruptly
by directly sending other signals, for example, kill -9, in which case no
messages will be logged.

Verifying SNMPAgent Operation

You can perform limited SNMP operations directly on the SBR Carrier server platform so

that you can verify that the SNMP agent is running properly.

Running the testagent.sh Script

To execute a Get command that retrieves the system description and confirms basic

SNMP operation, execute:

radiusdir /snmp/bin/testagent.sh

Using the snmpget Command

To use the snmpget command-line tool to obtain a scalar value, first set the library

variable, then run the command.

To set the LD_LIBRARY_PATH variable for 32-bit Solaris, 32-bit Linux, or 64-bit Linux,
execute these two strings:

LD_LIBRARY_PATH=$LD_LIBRARY_PATH:radiusdir/snmp/bin
export LD_LIBRARY_PATH
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To set the LD_LIBRARY_PATH_64 variable for 64-bit Solaris, execute the following
strings:

LD_LIBRARY_PATH_64=radiusdir:radiusdir/system/lib/:radiusdir
/openldap:/usr/sfw/lib/sparcv9:/usr/lib/mps/sparcv9/:/usr/sbin/lib/sparcv9:/lib/sparcv9:/
usr/lib/sparcv9:/usr/openwin/lib/sparcv9:/usr/dt/lib/sparcv9:/usr/proc/lib:/
usr/local/lib/sparcv9:/opt/sfw/lib/sparcv9:/usr/ccs/lib/sparcv9:/usr/ucblib/sparcv9:

To run snmpget, follow this example syntax that combines the OID prefix with the name

of the scalar:

radiusdir /snmp/bin/snmpget -M radiusdir /snmp/mibs -m all -c community host
iso.org.dod.internet.mgmt.mib-2.radiusMIB.radiusAuthentication.radiusAuthServMIB.
radiusAuthServMIBObjects.radiusAuthServ.radiusAuthServIdent

To execute a similar command, replace radiusdir, community, and host in the example
with the values appropriate for your network and put the entire command on a single

line. You can use the numerical equivalent for the OID prefix and a 0 suffix. For example:

radiusdir /snmp/bin/snmpget -M radiusdir /snmp/mibs -m all -c community host
1.3.6.1.2.1.67.1.1.1.1.1.0

Using the snmpwalk Command

To use the snmpwalk command-line tool to obtain a table, first set the library path

variable, then run the command.

To set the LD_LIBRARY_PATH variable for 32-bit Solaris, 32-bit Linux, or 64-bit Linux,
execute these two strings:

LD_LIBRARY_PATH=$LD_LIBRARY_PATH:radiusdir/snmp/bin
export LD_LIBRARY_PATH

To set the LD_LIBRARY_PATH_64 variable for 64-bit Solaris, execute the following
strings:

LD_LIBRARY_PATH_64=radiusdir:radiusdir/system/lib/:radiusdir
/openldap:/usr/sfw/lib/sparcv9:/usr/lib/mps/sparcv9/:/usr/sbin/lib/sparcv9:/lib/sparcv9:/
usr/lib/sparcv9:/usr/openwin/lib/sparcv9:/usr/dt/lib/sparcv9:/usr/proc/lib:/
usr/local/lib/sparcv9:/opt/sfw/lib/sparcv9:/usr/ccs/lib/sparcv9:/usr/ucblib/sparcv9:

Then follow this example syntax, which uses the OID prefix of the table:

radiusdir /snmp/bin/snmpwalk -M radiusdir /snmp/mibs -m all -c community host
iso.org.dod.internet.mgmt.mib-2.radiusMIB.radiusAuthentication.radiusAuthServMIB.
radiusAuthServMIBObjects.radiusAuthServ.radiusAuthClientTable. radiusAuthClientEntry

To execute a similar command, replace radiusdir, community, and host in the preceding
example with the values appropriate for your network, and put the entire command on

a single line.

You can use the numerical equivalent for the OID prefix and a 0 suffix. For example:

radiusdir /snmp/bin/snmpwalk -M radiusdir /snmp/mibs -m all -c community host
1.3.6.1.2.1.67.1.1.1.1.15.1
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Resetting Rate Statistics

SNMP statistics are automatically reset each time the server is restarted.

To reset all statistics to zero, identify the process id of the server and execute:

kill -USR2 pIdServer

Where pIdServer is the process ID of your Steel-Belted Radius Carrier server.

Troubleshooting

• Check theSNMP log file (radiusdir/snmp/jnprsnmpd.log) for event information related
to the SNMP agent.

• If the SNMP agent fails to run (that is, you do not see it listed when you run the ps -A

-f | grep jnprsnmpd command), review the log file to determinewhether another SNMP

agent is running.

• Two SNMP agents cannot share the same port. If another SNMP that uses the same

port (port 161 by default) is running on your system, the Steel-Belted Radius Carrier

SNMP agent may fail to start. Review the log file to determine whether a conflict over

Port 161 is occurring.

• If the Steel-Belted Radius Carrier SNMPagent conflictswith another SNMPagent and

you cannot uninstall or disable the other SNMP agent, change the port assignment.

• If an SNMPMIB browser or other management station cannot reach the SNMP agent,

verify that the agent is running by executing: ps -Af | grep jnprsnmpd. If the agent is
listed, run the testagent.sh script to verify the agent is responding.

• If the testagent.sh script succeeds, verify that the community strings and access
controls configured in the jnprsnmpd.conf file are correct.

• If the testagent.sh script fails, verify that the script uses the same port number
specified in the jnprsnmpd.conf file (the default is Port 161) and that the
jnprsnmpd.conf file grants access to localhost, which testagent.sh requires to
function.
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CHAPTER 31

Using the LDAP Configuration Interface

This chapter contains information about configuring Steel-Belted Radius Carrier to

support the LightweightDirectoryAccessProtocol (LDAP) using theSteel-BeltedRadius

Carrier LDAP Configuration Interface (LCI). This chapter contains these topics:

• LDAP Configuration Interface File on page 489

• LDAP Configuration Interface Overview on page 490

• LDAP Virtual Schema on page 494

• LDAP Rules and Limitations on page 499

• LDAP Command Examples on page 504

• LDIF File Examples on page 512

• Statistics Variables on page 518

LDAP Configuration Interface File

Use the radius.ini file to establish settings for the LCI (Table 59 on page 489). For more
information about radius.ini, see the SBR Carrier Reference Guide.

Table 59: LDAP Configuration Interface File

FunctionFile Name

Specifies whether the LCI is enabled, the port used for LCI communication, and
the interfaces on which Steel-Belted Radius Carrier listens for LCI requests.

radius.ini
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NOTE: While running the Steel-Belted Radius Carrier configuration script,
the following information is gathered and the corresponding parameters in
the radius.ini file are populated:

• The LCI status (enabled or disabled).

• The LDAP TCP port number that is used for communication between
Steel-Belted Radius Carrier and the LDAP client.

• The interface addresses on which LCI should be enabled.

• LCI password.

For more information about running the Steel-Belted Radius Carrier
configuration script, see theRunning theSteel-BeltedRadiusCarrierConfigure
Script section in the SBR Carrier Installation Guide.

LDAP Configuration Interface Overview

The LCI provided by Steel-Belted Radius Carrier consists of an LDAP interface in the

Steel-BeltedRadiusCarrier server andanLDAPvirtual schema.TheLDAPvirtual schema

presents the structure of the Steel-Belted Radius Carrier database in amanner that can

be understood by the LDAP client utilities. The LCI uses the virtual schema to retrieve,

modify, and delete entries in the database.

NOTE: The LDAP-SQL bridge, previously shipped as part of SBR HA 5.5, has
been replaced by SBRC's LDAP Configuration Interface (LCI).

To use, enter a search query such as:

ldapsearch -V2 -h localhost -p667 -D "cn=admin, o=radius" -w radius -s
sub -b "framed-ip-address=10.1.105.122,radiusstatus=sessions_by_ipaddress,
o=radius" framed-ip-address="*"

This search produces the following output:

dn:acct-session-id=f9248bc54c60230c003d9fbd00000000,
client=10.13.101.201,framed-ip-address=10.1.105.122,
radiusstatus=sessions_by_ipaddress,o=radius
objectclass: top
objectclass: radiusstatus
radiusstatus: sessions_by_ipaddress
client: 10.13.101.201
acct-session-id: 13
nas-ip-address: 192.168.1.16
nas-port: 0
framed-ip-address: 10.1.105.122
session-start-time: 1281473604
fullname: TEST
elapsed: 616
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NOTE: The LCI query limits only to 100 records when you search for current
sessions using the ldapsearch utility. This avoids any LCI query from
destabilizingeither theSBRConwhich it is running,or theSSR itselfbyholding
record locks while reading.

Figure 193 on page 491 illustrates the relationship between LDAP components, the

Administrator, and the configuration database.

Figure 193: LDAP Components

LDAPUtilities

Freeware LDAP utilities, such as ldapsearch, ldapdelete, and ldapmodify, act as clients
of the LDAP interface. LDAP utilities let you read andmodify an LDAP database.

• ldapsearch—The ldapsearch utility locates and retrieves LDAP directory entries. The
ldapsearch utility opens a connection to an LDAP interface using the specified
distinguished name and password, binds, and locates entries based on the specified

search filter. A search can return a single entry, an entry's immediate subentries, or an

entire tree or subtree. Search results are returned in LDAP Data Interchange Format

(LDIF) format.

• ldapdelete—The ldapdelete utility deletes entries from an existing LDAP directory.

ldapdelete opens a connection to the specified server using the distinguished name
and password you provide, binds, and deletes the entry or entries.

• ldapmodify—The ldapmodify utility adds or modifies entries in an existing LDAP
directory. ldapmodifyopens a connection to an LDAP interface using thedistinguished
name and password you supply, binds, and adds or modifies the entries based on the

LDIF update statements contained in a specified file.

LDAP Requests

LDAP requests are submitted in two ways:

• By specifying options on the LDAP configuration interface command line.
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• By placing instructions and data into an LDIF file, which you then process by invoking

an LDAP command line utility using the -f option.

Because communication between the LDAP client and server is unencrypted, the LDAP

utilities should be run on the same computer as Steel-Belted Radius Carrier.

Downloading the LDAPUtilities

To use the LCI, you need the ldapsearch, ldapmodify, and ldapdelete utilities. You can
download the ldapsearch utility as follows:

1. Use a browser to navigate to

http://www.oracle.com/technetwork/indexes/downloads/index.html.

2. WhentheSunONEDirectorySDK(softwaredevelopmentkit)downloadpageappears,

click the Download link at the bottom of the page.

3. If you are prompted to register, complete the registration form.

4. When you are prompted to accept the license agreement, click the Accept button
and then click Continue.

5. Download the SDK by clicking the link for the version of the SDK that is appropriate

for your computer.

6. When the download is completed, extract the files from the compressed image to a

directory on your computer.

To run theLDAPutilities, execute themfromthisdirectory. If youset thepathenvironment

variable to point to this directory, you can run them from any location on the system.

NOTE: The examples that follow assume you are using the LDAP utilities
provided as part of the SunONEDirectory SDK. If you are using LDAPutilities
fromanother source, thecommandoptionsyouusemaybedifferent.Consult
the documentation for your LDAP utilities for more information.

LDAP Version Compliance

The LDAP interface in Steel-Belted Radius Carrier complies with version 2 of the LDAP

specification. You shoulduse the -V2 commandoption todirect theutilities touse version

2 features. For example:

ldapmodify -c -V 2 -p 354 -D “cn=admin,o=radius” -w radius -f filename

Configuring the LDAP TCP Port

To avoid conflicts with LDAP services that may already be installed, the default port

number for communication between Steel-Belted Radius Carrier and the LDAP client is

667. You can configure Steel-Belted Radius Carrier to use a different TCP port to

communicatewith an LDAPclient. For example, you can change this port number to 389,

the standard LDAP TCP port, if you are certain doing so will not create port number

conflicts with other applications.
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The following example configures Steel-Belted Radius Carrier to use TCP port 354.

1. In the radius.ini file, uncomment the [LDAP] section, set Enable to 1, and set the
TCPPort field to the port number you want to use. For example:

[LDAP]
Enable = 1
TCPPort = 354

2. If you want to specify the interfaces on which Steel-Belted Radius Carrier listens for

LCI requests, add a [LDAPAddresses] section to the radius.ini file. This section should
contain a list of IP addresses, one per line. For example:

[LDAPAddresses]
192.168.12.45
10.10.10.25

If the [LDAPAddresses] section is omittedor empty, Steel-BeltedRadiusCarrier listens

for LCI requests on all bound IP interfaces.

Youmust specify the port number (by means of the -p option) when you run the LDAP
utilities. For example:

ldapsearch -V 2 -p 354 -D “cn=admin,o=radius” -w radius -s sub -T -b
“radiusclass=Client,o=radius” radiusname=*

Example

The Steel-Belted Radius Carrier server at the Good Times Clock Company has two

network interfaces. The first interface (192.168.10.40) connects to the corporate network.

The second interface (192.168.20.50) connects to a dedicated administrative VLAN

accessibleonly fromthe local subnet. To limit access to theLCI tonetworkadministrators,

the [LDAPAddresses] sectionof radius.ini specifies that LCI requestsmust come through
the administrative interface (192.168.20.50). LCI requests coming through the corporate

network interface (192.168.10.40) are ignored.

Configuring the LCI Password

After you enable the LCI, change the default LCI password to prevent unauthorized LDAP

clients from accessing your database. After you install the LDAP utilities and verify that

they work, perform the following steps:

1. Create a text file called temp.ldifwith the following contents:

dn: radiusclass=server,o=radius
changetype: modify
replace: server-password
server-password: new-password

Where new-password is the LCI password you want to use.

2. Change the radius.ini [LDAP] setting to Enable=1.

3. Restart Steel-Belted Radius Carrier.

4. Execute the following command:
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ldapmodify -V2-h ip-address -pport -D“cn=admin,o=radius” -woldpassword -f temp.ldif

Where:

-h ip-address specifies the IP address of the Steel-Belted Radius Carrier server.

-p port specifies the port number specified in the [LDAP] section of the radius.ini file.

-w oldpassword specifies the current password (which is radius by default).

5. Verify that thepasswordchangewassuccessfulbyexecuting the followingcommand:

ldapsearch -V 2 -h ip-address -p port -D “cn=admin,o=radius” -w newpassword -s sub
-T -b “o=radius” radiusclass=server

Where:

-h ip-address specifies the IP address of the Steel-Belted Radius Carrier server.

-p port specifies the port number specified in the [LDAP] section of theradius.ini file.

-w newpassword specifies the password configured in the temp.ldif file.

After you verify that the password change has been successful, delete the temp.ldif file
and any other file that contains a clear-text copy of the modified LCI password.

NOTE: The LDAP Configuration Interface does not support Secure Sockets
Layer (SSL).

LDAP Virtual Schema

The LDAP interface uses the virtual schema illustrated in

Figure194onpage496—Figure199onpage499torepresentthestructureoftheSteel-Belted

Radius Carrier database. LDAP clients use the virtual schema to exchange configuration

data over the LDAP configuration interface.

Many of the top-level items in the LDAP virtual schema correspond to pages in theWEb

GUI, as shown in Table 60 on page 494.

Table 60: LDAP Schema andWeb GUI Dialogs

SeeItem

“AdministeringRADIUSClientsandClientGroups”onpage99radiusclass=client

“Administering RADIUS Location Groups” on page 109radiusclass=ClientGroup

“Administering Users” on page 115radiusclass=native-user, …

“Administering Profiles” on page 137radiusclass=profile

“Administering Proxy RADIUS” on page 145radiusclass=proxy

“Administering RADIUS Tunnels” on page 161radiusclass=tunnel
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Table 60: LDAP Schema andWeb GUI Dialogs (continued)

SeeItem

“Setting Up EAPMethods” on page 241radiusclass=server

“Administering Address Pools” on page 175radiusclass=ip-addr-pool

“Displaying Statistics” on page 777radiusstatus=statistics

“Current Sessions Overview” on page 699

NOTE: LDAP searches that call radiusstatus=sessions
can adversely affect Steel-Belted Radius Carrier
performance. When possible, search using the
sessions_by keywords. New attributes can be added by
updating the session table.

radiusstatus=sessions

You can use the LCI to locate a session by its mobile
session identifier (theconcatenationof thevaluesof the
User-Name and 3GPP-NSAPI attributes included in
authentication and accounting requests).

Usethe radiusstatus=sessions_by_mobile_sessionnode
to specify a filter ofmobile-session-id=session_id to
locate a specific mobile session. You can also use this
part of the schema to delete sessions.

radiusstatus=sessions_by_mobile_session

NOTE: radiusstatus items can be read, but they cannot bemodified.

NOTE: Figure 196onpage497andFigure 198onpage499 incorrectly listTribe
as an available attribute for session queries. This attribute is not supported
in the LDAP schema.
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Figure 194: LDAP Schema (1 of 6)
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Figure 195: LDAP Schema (2 of 6)

NOTE: The radiusclass=ip-addr-pool applies only to the standalone version
and not to the cluster.
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Figure 196: LDAP Schema (3 of 6)
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radiusstatus=
sessions_by_ipaddress
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Figure 197: LDAP Schema (4 of 6)
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Figure 198: LDAP Schema (5 of 6)

Figure 199: LDAP Schema (6 of 6)

LDAP Rules and Limitations

While the LDAP virtual schema diagram shows asmuch of the detail of the LDAP virtual

schema as possible, take these rules and limitations into consideration.
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• Bind request—All attempts to perform operations on the virtual schemamust be

preceded by an LDAP Bind request that authenticates the administrator to the

Steel-Belted Radius Carrier server. The Bind request must reference a Steel-Belted

Radius Carrier administrative account andmust provide the password that

authenticates that account. This translates into the following command line options

for each invocation of the LDAP utilities:

-D “cn=AdminName,o=radius” -w AdminPassword

Where AdminName is the administrative account name and AdminPassword is its

password.

• Uppercase and lowercase—The uppercase/lowercase rules for object names are the

same as in theWeb GUI; that is, almost all object names are stored in the database in

uppercase format. The exception to this rule is that UNIX User/Group names are

maintained in the case specified in the LDIF files.

• Attributes—When you enter attributes, make sure that the attribute namematches

the name found in the dictionary and that the attribute’s value is consistent with the

syntax type for the attribute. The LDAP virtual schema does not list all the dictionary

attributes that are available in Steel-Belted Radius Carrier.

• IP addresses—The ipaddr-pool type in the dictionary can represent an IP address or a
pool name. If the value specified begins with the marker string [pool], the token that

follows themarker string is assumed to be an IP pool name; otherwise, it must be a

valid IP address. If it is neither, the operation fails.

Address ranges in IP address pool objects are specified in the form

IPaddress:NumberOfAddresses. An example of a valid range is 128.22.12.45:34.

• Substrings—Anattributemayhaveavalue that consistsofa list of strings. For example,

theDNIS list ina tunnel entryand theauthenticationmethod listmayconsist ofmultiple

substrings. The rule for specifying the data portion for these lists is that semicolons

must delimit substrings. For example, a DNIS list for a tunnel entry might be specified

as 555-1212;5551212. If a semicolon needs to appear inside a substring, it must have
an escape character (\) before it.

• Password syntax—Passwords that are set or retrieved from the databasemay consist

of one of the following:

• A clear-text password of the form {x-clear}clear-text-password-string if the
password is weakly encrypted in the database.

• A string of the form {x-md5}xxxxxxxxxxxxxxxxxxxxxxxxxxxxx if the password is
stored as a one-waymd5 hash.

• A string of the form {x-md5}[encrypt]clear-text-password-string indicates that,

although the password is specified in clear-text form, it is to be stored as a hash.

This is applicable only for setting the password through LCI.

White space in a password is treated as follows:
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• When clear-text passwords are specified, the password is assumed to begin

immediately after the right brace or right bracket. Adding a white space character,

such as a space or tab, after the right brace or right bracket causes the white space

to be considered part of the password.

• White space entered at the beginning of the attribute (before the left brace or left

bracket) is ignored.

• White space entered between the right brace of {x-md5} and the left bracket of
[encrypt] is ignored.

• All white space specified in the hexadecimal sequence describing a password hash

is ignored.

• Profiles, check lists, and return lists—Steel-Belted Radius Carrier supports user

definitions that include attribute subtractions of profile entries. To specify that a user

attribute is to be considered a subtraction of a profile attribute, preface the attribute

value with the string%subtract%.

Steel-BeltedRadiusCarrier permits user andprofile check lists to includedefault values

for attributes. Configuring a default value for an attribute means that, if a RADIUS

request does not include this attribute, the request is not rejected. Instead, the value

supplied as the default is used as if it were received as part of the request. To specify

that a check list attribute is to be considered a default attribute, preface the attribute

value with the string%default%.

Steel-Belted Radius Carrier permits user and profile return lists to include attributes

whose values are set by copying the contents of received attributes. This feature is

referred to as attribute echoing. To specify that a return list attribute is to be treated

as an echo attribute, enter%echo% for the attribute value.

• Unspecified or 0.0.0.0 NAS IP address—When you display acct_stats_by_nasipaddr
information, anyNASentrieswith an unspecified IP address or an IP address of 0.0.0.0

are omitted. Similarly, when you display acct_stats_by_nas information, any NAS
entrieswith an unspecified IP address or an IP address of 0.0.0.0 have their nasipaddr
attribute omitted.

• Duplicate NAS IP addresses—When displaying acct_stats_by_nasipaddr information,
twoNASentries that contain the same (non-zero) IP address cause information about

one of the entries to be displayed twice. This is the result of the ambiguity of the query

and is not a bug.

• RADIUSclient informationdisplayedafter deletion—If youdefineaRADIUSclient entry,

send some accounting traffic to it, and then delete the entry, the output of ldapsearch
queries continue to list the deleted RADIUS client so that the per-NAS statistics add

up to the total NAS statistics.

Using the LCI to Define Structured Attributes in Check Lists and Return Lists

The LCI (LDAP Control Interface) has been extended to facilitate structured attributes

in check lists and return lists. Subject to certain restrictions, a structured attribute must

be defined as a whole (as opposed to defining individual subattributes) using either the

raw hexadecimal representation of the entire structured attribute’s binary payload, or
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an XML representation of the structured attribute hierarchy using the format outlined in

this section.

When the response packet is formatted, the hexadecimal or XML data is formatted into

the packet. For XML data, it is parsed into a structured attribute hierarchy and then

formatted as normal.

If the hexadecimal representation is used, then the entire RADIUS attribute must be

specified. If theXML representation isused, then it is notnecessary tospecify subattributes

for which default values are defined.

The LCI assumes the data is in the hexadecimal representation unless the following

conditions are met for the XML representation:

• The XML representation must be at least 16 characters and not more than 8192

characters in length.

• The XML representationmust obey generic XML grammar. For example: it must begin

and end with angle brackets, all angle brackets must be properly paired, and so on.

The LCI does not validate the contents of either hexadecimal or XML values. The LCI

accepts hexadecimal and XML representations with flawed contents. It is the user's

responsibility to ensure that the content is legal and, if XML representation is used, that

the XML obeys the schema described in “LCI XML Format” on page 503 and shown in

Figure 200 on page 503.
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NOTE: Structuredattributes (VSAswithsubattributes)defined in return lists
areaddedto the replymessageasawholeunit, rather than their subattributes
being added individually to any existing response VSAs. In this way they are
treated just as unstructured VSAs.

For example:

• Attribute "ParentAttr" is defined as being amultivalue return list attribute,
with possible subattributes "ChildAttrA" and "ChildAttrB".

• A response already has a copy of "ParentAttr" with subattribute
"ChildAttrA", for example from an authentication process.

• A profile specifies that "ParentAttr" must be added with subattribute
"ChildAttrB".

The result is a response with two ParentAttr structured attributes:

ParentAttr

ChildAttrA

ParentAttr

ChildAttrB

The result will not be a response with a single ParentAttr:

ParentAttr

ChildAttrA

ChildAttrB

LCI XML Format

Make the XML hierarchy reflect the hierarchy defined in the .jdict subattribute dictionary
file in a nested set of<attribute> elements. All<attribute> elementsmust have a name
attribute. Ensure that groups and sequences (the parent attribute, and subattribute

types) are represented by <attribute> nodes without a value attribute, and will further
<attribute> elements as children.

The proper format is shown in Figure 200 on page 503.

Figure 200: LCI XML Format
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Formore information about subattributes and an example of the proper XML format you

need to use with the LCI, as well as structured attribute dictionary definitions, see the

SBR Carrier Reference Guide.

NOTE: When using the LCI command line utilities such as ldapquery, XML
values for structured attributes are displayed encoded in a non-readable
format. This encoding is base64 encoding which can be decodedwithmany
command line or web-based utilities.

Alternatively, the problem can be avoided by using a graphical LDAP client.

LDAP Command Examples

This section explains how to use the ldapdelete, ldapmodify, and ldapsearch utilities
to configure the server.

Searching for Records

You can use the ldapsearch command to extract information from the LDAP tree. The

ldapsearch command can be used to find sessions either by a specific NAS or NAS and

session start time combination. The command shown in Figure 201 on page 504 lets you

extract information about all RADIUS Native Users.

Figure 201: ldapsearch Command

NOTE: The LCI query limits only to 100 records when you search for current
sessions using the ldapsearch utility. This avoids any LCI query from
destabilizingeither theSBRConwhich it is running,or theSSR itselfbyholding
record locks while reading.

Make sure to include a blank space between each option (for example, -p) and its value
(for example, 354). Command syntax is case-sensitive. See Table 61 on page 505.
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Table 61: Searching for Records Using the ldapsearch Command

Meaningldapsearch Option

Use LDAP Version 2 to communicate with the server.

This option is not required, but it improves the performance
of the transaction.

NOTE: Youmust use the -P 2 option in the following
conditions:

• On a Solaris machine, if you use the LDAP version 2 that is
shipped with the SBR Carrier package.

• On a Linux machine, if you use the LDAP version 2 that is
installed in your system.

NOTE: The LDAP interface in SBRCarrier complies onlywith
version 2 of the LDAP specification.

-V 2

Use TCP port 354 to communicate with the LDAP interface
of the server.

The -p valuemust match the TCP port setting in the [LDAP]
sectionof radius.ini. If the -poption is not specified, the LDAP
utilities contact Steel-Belted Radius Carrier on the default
port number (TCP port 389).

-p 354

Contact a remote host at the specified address or name.

By default, ldapsearch tries to connect to the local host.

-h 192.168.45.12

Use the oper administrative account to authenticate the
command.

NOTE: Youcanuseanyadministrativeaccountname inplace
of oper in this example. Do not change the o=radius
argument.

-D “cn=oper,o=radius”

Use an authentication password of radadmin.

NOTE: The -wparameter value(in this case, radadmin)must
match the password of the account named by the -D
parameter.

-w radadmin

Perform a recursive subtree search from the base.-s sub

Do not wrap long output lines to the next line.-T

Specifies the base fromwhich the search operation starts.-b “radiusclass=Client,o=radius”

Specifies the selection criteria for the search.radiusname=*

Executingthe ldapsearchcommandshown inFigure201onpage504againstaSteel-Belted

Radius Carrier server containing two Native User definitions produces an LDIF file similar

to the output shown in Figure 202 on page 506.
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Figure 202: Search Results

Modifying Records

Youcanuse the ldapmodifyutility toupdate theSteel-BeltedRadiusCarrier configuration.

ldapmodify -c -V 2 -h example.host.com -p 354
-D “cn=oper,o=radius” -w radadmin -f filename

Be sure to include a blank space between each option (for example, -p) and its value
(for example, 354). Command syntax is case-sensitive. See Table 62 on page 506.

Table 62: Modifying Records Using the ldapmodify Command

Meaningldapmodify Option

Run the command in continuous mode; do not stop on errors.-c

Use LDAP Version 2 to communicate with the server.

This option is not required, but it improves the performance of the
transaction.

NOTE: Youmust use the -P 2 option in the following conditions:

• On a Solaris machine, if you use the LDAP version 2 that is
shipped the SBR Carrier package.

• OnaLinuxmachine, if youuse theLDAPversion2 that is installed
in your system.

NOTE: The LDAP interface in SBR Carrier complies only with
version 2 of the LDAP specification.

-V 2

Contact a remote host at the specified address or name.

If the -h option is not used, ldapsearch connects to the local
database.

-h example.host.com
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Table62: ModifyingRecordsUsingthe ldapmodifyCommand (continued)

Meaningldapmodify Option

Use TCP port 354 to communicate with the LDAP interface of the
server.

The -pvaluemustmatch theTCPPort setting in the [LDAP]section
of radius.ini. If the -p option is not specified, the LDAP utilities
contact Steel-Belted Radius Carrier on the default port number
(TCP port 389).

-p 354

Use theoperadministrativeaccount toauthenticate thecommand.

NOTE: You can use any administrative account name in place of
oper in this example. Do not change the o=radius argument.

-D “cn=oper,o=radius”

Use an authentication password of radadmin.

NOTE: The -w parameter value (in this case, radadmin) must
match the password of the account named by the -D parameter.

-w radadmin

Specifies the input LDIF file to process.-f filename

TheLDIF files generatedby ldapsearchdiffer fromthose required for input to ldapmodify.
The ldapmodify input files must contain a changetype entry immediately after each dn
entry. The changetype entry specifies how touse thedata to change the LDAPdatabase.

The full syntax for changetypewithin each transaction is as follows:

dn: distinguished-name-of-entry
changetype: keyword
subkeyword: attribute
attribute: value
changetype: keyword
subkeyword: attribute
attribute: value
.
.
.

Where:

• keyword can be add,modify, or delete.

• subkeyword can be (respectively): add, replace, or delete.

• attribute can be any LDAP attribute in the entry.

• value is the value to assign to the attribute.

Repeated changetype: keyword entries are not required within a transaction unless you
change the keyword. From top to bottomwithin the transaction, the latest keyword

applies until anotherchangetype:keywordentry is provided. The following syntax is valid
if the same keyword applies throughout the transaction:

dn: distinguished-name-of-entry
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changetype: keyword
subkeyword: attribute
attribute: value
subkeyword: attribute
attribute: value
subkeyword: attribute
attribute: value
.
.
.

subkeyword: attribute entries are optional and indicate that youwant to apply the change

toa specific attributewithin theentry. If no subkeyword: attributeentries in the transaction

are found, the change applies to the entire entry. For example, it is faster to delete an

entire entry:

dn: radiusname=TINYCO.COM,radiusclass=Proxy,o=radius
changetype: delete

but if you want to delete only a few attributes from the entry, you can do so:

dn: radiusname=TINYCO.COM,radiusclass=Proxy,o=radius
changetype: delete
delete: retry-count
-
delete: include-in-auth-list

If the subkeyword is add or replace, an attribute: value entry must appear immediately
following the subkeyword: attribute entry. If the subkeyword is delete, the attribute: value
entry does not apply and should be omitted.

The following LDIF file can be used with an ldapmodify command.
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Figure 203: Sample LDIF File

NOTE: To delete the proxy entry for TINYCO.COM, issue the following
command:

dn: radiusname=TINYCO.COM,radiusclass=Proxy,o=radius
changetype: delete

Importing Records fromAnother LDAP Database

To import entries from one LDAP database into another, run the ldapsearch command

on the first database. Request only the attributes you want for the new database. When

ldapsearch completes processing, edit the output LDIF file. After each line that begins
with dn:, add a single line containing the text changetype: add. Once your editing is
complete, run an ldapmodify -f command that references the new LDIF file. After the

ldapmodify command is executed, your new database is populated with the records you

extracted from the old database.

TheLDIF file shown inFigure 204onpage510 isderived fromtheoutputof the ldapsearch

command. When specified as the input to an ldapmodify -f command, the contents of

the file are added to the target database.

509Copyright © 2018, Juniper Networks, Inc.

Chapter 31: Using the LDAP Configuration Interface



Figure 204: Adding Records with an LDIF File

Deleting Records

The ldapdelete command removes records from the LDAP database. The ldapdelete

command can be used to delete records either by a specific NAS or NAS and session

start time combination. For example, to delete entries names USER1 through USER5,

add the information shown in Figure 205 on page 510 to a file called deletedemo.ldf.

Figure 205: Deleting Records with an LDIF File

Now, pass the deletedemo.ldf file to the ldapdelete command.

ldapdelete -V2 -h hostname -p 667
-D “cn=admin,o=radius” -w password -f deletedemo.ldf

NOTE: Verify that the dn: values that usually appear in these entries are not
a part of the entries in your file, because they cause the command to fail.

You can use ldapdelete to remove records from the LDAP database without having to

supply a file. For example, to delete the native user record identified as USER1, enter the

following:

ldapdelete -V2 -h hostname -p 667
-D “cn=admin,o=radius” -w password
“radiusname=USER1,radiusclass=native-user,o=radius”
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You can cause records to be deleted bymeans of the ldapmodify command, if the entries

in the text file contain the line changetype: delete. Consider the sample LDIF file named
deletemodify.ldf shown in Figure 206 on page 511.

Figure 206: deletemodify.ldf Example

The deletemodify.ldf file can be passed to the ldapmodify command as follows:

ldapmodify -V2 -h hostname -p 667 -D”cn=admi,o=radius”
-w password -f deletemodify.ldf

CAUTION: On some LDAP servers, an error can cause the deletion of a
container without prompting for confirmation. This can, in turn, cause the
entire directory server to fail.

Searching for Active Sessions

You can use the ldapsearch command to search for an active session anddisplay custom

CST attributes, as shown in the following example:

# ldapsearch -p 667 -Dcn=admin,o=radius -w radius -b 
user=test,radiusstatus=sessions_by_user,o=radius objectclass=*

The following is a sample output:

# ldapsearch -p 667 -h 10.14.1.2 -D cn=admin,o=radius -w radius -b
user=5c:0a:5b:77:7d:8a,radiusstatus=sessions_by_user,o=radius
generic1=*

ldap_simple_bind: Protocol error
ldap_simple_bind: additional info: version not supported
ldapsearch: the server doesn't understand LDAPv3; trying LDAPv2 instead...
version: 1
dn: unique-session-id=025d1c495037fd500000001d00000000,client=WLC2800,user=5C:

 0A:5B:77:7D:8A,radiusstatus=sessions_by_user,o=radius
objectclass: top
objectclass: radiusstatus
radiusstatus: sessions_by_user
generic1: EAP-SRV
client: WLC2800
acct-session-id: SESS-1069-080844-77203-f1e48
nas-ip-address: 10.15.1.1
nas-port: 1069
nas-port-type: 19
session-start-time: 1346091650
fullname: 5c:0a:5b:77:7d:8a
called-station-id: A8-D0-E5-3C-38-40:JWO-SEC
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calling-station-id: 5C-0A-5B-77-7D-8A
elapsed: 1001

LDIF File Examples

This section explains how to construct LDIF files that, when input to the ldapmodify

command, add entries to the Steel-Belted Radius Carrier database.

Adding RADIUS Clients with LDIF

The sample LDIF entry shown in Figure 207 on page 512 adds a RADIUS client named

ANNEX105 to the Steel-Belted Radius Carrier database.

Figure 207: Adding RADIUS Clients

The syntax in this LDIF entry is shown in Figure 208 on page 512.

Figure 208: LDIF Syntax

Adding Users with LDIF

ThesampleLDIFentry shown inFigure209onpage513addsaLocal (Native)User, named

KEVIN to the Steel-Belted Radius Carrier database.
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Figure 209: Adding Users

The syntax in this LDIF entry is shown in Figure 210 on page 513.

Figure 210: LDIF Syntax

TheLDIF file shown inFigure211 onpage514adda local (native)user namedCHRISTIAN,
who has various attribute/value pairs assigned to his check list and return list.
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Figure 211: Adding a Native User

Check lists and return lists are objects in the LDAP virtual schema, but the individual

RADIUS attributes are not. Therefore, youmust use a separate LDIF entry for each check

list and return list object, but each LDIF entry can namemultiple attribute/value pairs.

To indicate that a transaction applies to the user’s check list (rather than to the user

entry itself), use the keyword check as the value for radiuslist and objectclasswithin
the transaction. Youmust assign this value to radiuslist in the distinguished name, and
again before the list of attributes. Youmust also assign the value to objectclass, above
the second radiuslist entry.

To indicate the return list, use the keyword reply.

The LDIF syntax to add a user entry, complete with a check list and return list, is shown

inFigure212onpage515.The radiusnameand radiusclassvalues forall of the transactions
that apply to the same User entry must be the same.
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Figure 212: Adding a User with Check List and Return List Attributes

Adding Proxy Targets with LDIF

The sample LDIF entry shown in Figure 213 on page 515 adds the proxy RADIUS target

BIGCO.COM to the Steel-Belted Radius Carrier database.

Figure 213: Adding Proxy Targets

The syntax in this LDIF entry is shown in Figure 214 on page 516.
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Figure 214: LDIF Syntax

Adding Tunnels with LDIF

The sample LDIF entry shown in Figure 215 on page 516 adds the tunnel ACME.COM to

the Steel-Belted Radius Carrier database.

Figure 215: Adding Tunnels

The syntax in this LDIF entry is shown in Figure 216 on page 516.

Figure 216: LDIF Syntax

Adding IP Address Pools with LDIF

The sample LDIF entry shown in Figure 217 on page 517 adds an IP address pool named

POOL1 to the Steel-Belted Radius Carrier database.
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Figure 217: Adding IP Address Pools

The syntax in this LDIF entry is shown in Figure 218 on page 517.

Figure 218: LDIF Syntax

Configuring a RADIUS Server with LDIF

ThesampleLDIFentry shown inFigure219onpage517 lets youconfigureyourSteel-Belted

Radius Carrier server by adding the Native User authentication method and defining

conventions for tunnel name parsing.

Figure 219: Adding a RADIUS Server

The syntax in this LDIF entry is shown in Figure 220 on page 518.
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Figure 220: LDIF Syntax

Statistics Variables

Server statistics counters record the number of certain types of events. The LCI allows

you to read these statistics to monitor the performance of your Steel-Belted Radius

Carrier server.

Counter Statistics

The statistics counters can be accessed via the LCI by executing the following one line

command:

ldapsearch -V 2 -h 127.0.0.1 -p 667 -D “cn=admin,o=radius” -w radius -s sub -T -b
“radiusstatus=statistics,o=radius” stattype=typeofstatus

The following sections illustrate the variables displayed for different settings of the

stattype parameter.

stattype: server

dn: stattype=server,radiusstatus=statistics,o=radius
objectclass: top
objectclass: radiusstatus
radiusstatus: statistics
stattype: server
start-time: 2002/05/08 13:29:08
up-time: 26188
ip-address: 192.168.21.142
version: v 2.20.33
authentication-threads: 0
accounting-threads: 0
total-threads: 0
max-auth-threads: 100
max-acct-threads: 100
max-total-threads: 200
high-auth-threads: 2
high-acct-threads: 0
high-total-threads: 2

stattype: authentication

dn: stattype=authentication,radiusstatus=statistics,o=radius
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objectclass: top
objectclass: radiusstatus
radiusstatus: statistics
stattype: authentication
accept: 1
reject: 0
silent-discard: 0
total-transactions: 8
invalid-request: 0
failed-authentication: 0
failed-on-check-list: 0
insufficient-resources: 0
proxy-failure: 0
rejected-by-proxy: 0
transactions-retried: 0
total-retry-packets: 0

stattype: accounting

dn: stattype=accounting,radiusstatus=statistics,o=radius
objectclass: top
objectclass: radiusstatus
radiusstatus: statistics
stattype: accounting
start: 0
stop: 0
on: 0
off: 0
total-transactions: 0
invalid-request: 0
invalid-client: 0
invalid-shared-secret: 0
insufficient-resources: 0
proxy-failure: 0
transactions-retried: 0
total-retry-packets: 0

stattype: proxy

dn: stattype=proxy,radiusstatus=statistics,o=radius
objectclass: top
objectclass: radiusstatus
radiusstatus: statistics
stattype: proxy
authentication: 0
accounting: 0
total-transactions: 0
timed-out: 0
invalid-response: 0
invalid-shared-secret: 0
insufficient-resources: 0
transactions-retried: 0
total-retry-packets: 0
proxytransaction: 0
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Rate Statistics

Ratestatisticsarederived fromexistingcounter statisticsby taking time intoconsideration.

Overall server rate values calculated for each of these counter statistics consist of the

following:

• Current rate—The rate measured over the most recent rate interval.

• Average rate—The rate measured since the Steel-Belted Radius Carrier server was

started or since the last time statistics were reset to zero.

• Peak rate—The highest rate observed since the Steel-Belted Radius Carrier server was

started or since the last time statistics were reset to zero.

Rate values calculated per NAD client and per Called-Station-ID consist of only current

and peak rates.

NOTE: NADclientandCalled-Station-IDspecific ratestatisticsarecalculated
only if you set the EnhancedRateStats parameter in the radius.ini file to 1.

Additionally, there is a (read-only) time value used in calculations:

• Rate statistics seconds-per interval—The duration (in seconds) of the interval over

which the rate statistics are gathered.

To read overall server rate statistics from the LCI, youmust set radiusstatus= statistics
and stattype= rate. This results in output such as the following:

rate-statistics-seconds-per-interval: 1
auth-request-current-rate: 0
auth-request-average-rate: 0
auth-request-peak-rate: 7
auth-accept-current-rate: 0
auth-accept-average-rate: 0
auth-accept-peak-rate: 1
auth-reject-current-rate: 0
auth-reject-average-rate: 0
auth-reject-peak-rate: 0
acct-start-current-rate: 0
acct-start-average-rate: 0
acct-start-peak-rate: 0
acct-stop-current-rate: 0
acct-stop-average-rate: 0
acct-stop-peak-rate: 0
proxy-auth-request-current-rate: 0
proxy-auth-request-average-rate: 0
proxy-auth-request-peak-rate: 0
proxy-acct-request-current-rate: 0
proxy-acct-request-average-rate: 0
proxy-acct-request-peak-rate: 0
proxy-fail-timeout-current-rate: 0
proxy-fail-timeout-average-rate: 0
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proxy-fail-timeout-peak-rate: 0
proxy-fail-badresp-current-rate: 0
proxy-fail-badresp-average-rate: 0
proxy-fail-badresp-peak-rate: 0
proxy-fail-badsecret-current-rate: 0
proxy-fail-badsecret-average-rate: 0
proxy-fail-badsecret-peak-rate: 0
proxy-fail-missingresr-current-rate: 0
proxy-fail-missingresr-average-rate: 0
proxy-fail-missingresr-peak-rate: 0
proxy-retries-current-rate: 0
proxy-retries-average-rate: 0
proxy-retries-peak-rate: 0
proxy-auth-rej-proxy-current-rate: 0
proxy-auth-rej-proxy-average-rate: 0
proxy-auth-rej-proxy-peak-rate: 0
proxy-acct-fail-proxy-current-rate: 0
proxy-acct-fail-proxy-average-rate: 0
proxy-acct-fail-proxy-peak-rate: 0
proxy-auth-rej-proxy-error-current-rate: 0
proxy-auth-rej-proxy-error-average-rate: 0
proxy-auth-rej-proxy-error-peak-rate: 0
proxy-transaction-current-rate: 0
proxy-transaction-average-rate: 0
proxy-transaction-peak-rate: 0

To read rate statistics per NAD client from the LCI, youmust set

radiusstatus=rate_stats_by_nas and also input the NAD name for which rate statistics
should be displayed. This results in output such as the following:

dn: nasname=TEST-NAS,radiusstatus=rate_stats_by_nas,o=radius
objectclass: top
objectclass: radiusstatus
radiusstatus: rate_stats_by_nas
nasname: TEST-NAS
nasipaddr: 10.212.98.76
auth-request-current-rate: 101
auth-accept-current-rate: 101
auth-reject-current-rate: 0
auth-dropped-current-rate: 0
acct-total-requests-current-rate: 102
acct-start-current-rate: 102
acct-stop-current-rate: 0
acct-interim-current-rate: 0
acct-dropped-current-rate: 0
proxy-auth-request-current-rate: 0
proxy-acct-request-current-rate: 0
proxy-total-request-current-rate: 0
proxy-fail-timeout-current-rate: 0
auth-request-peak-rate: 101
auth-accept-peak-rate: 101
auth-reject-peak-rate: 0
auth-dropped-peak-rate: 0
acct-total-requests-peak-rate: 102
acct-start-peak-rate: 102
acct-stop-peak-rate: 0
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acct-interim-peak-rate: 0
acct-dropped-peak-rate: 0
proxy-auth-request-peak-rate: 0
proxy-acct-request-peak-rate: 0
proxy-total-request-peak-rate: 0
proxy-fail-timeout-peak-rate: 0

To read rate statistics per Called-Station-ID from the LCI, youmust set

radiusstatus=stats_by_calledstationid and also input the string representing
Called-Station-ID for which rate statistics should be displayed. This results in output

such as the following:

dn:called-station-id=00-10-A4-23-19-C0,radiusstatus=stats_by_calledstationid,o=radius
objectclass: top
objectclass: radiusstatus
radiusstatus: stats_by_calledstationid
called-station-id: 00-10-A4-23-19-C0
auth-request-current-rate: 101
auth-accept-current-rate: 101
auth-reject-current-rate: 0
auth-dropped-current-rate: 0
acct-total-requests-current-rate: 102
acct-start-current-rate: 102
acct-stop-current-rate: 0
acct-interim-current-rate: 0
acct-dropped-current-rate: 0
proxy-auth-request-current-rate: 0
proxy-acct-request-current-rate: 0
proxy-total-request-current-rate: 0
proxy-fail-timeout-current-rate: 0
auth-request-peak-rate: 101
auth-accept-peak-rate: 101
auth-reject-peak-rate: 0
auth-dropped-peak-rate: 0
acct-total-requests-peak-rate: 102
acct-start-peak-rate: 102
acct-stop-peak-rate: 0
acct-interim-peak-rate: 0
acct-dropped-peak-rate: 0
proxy-auth-request-peak-rate: 0
proxy-acct-request-peak-rate: 0
proxy-total-request-peak-rate: 0
proxy-fail-timeout-peak-rate: 0
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PART 7

Optional Authentication Modules

This part contains chapters that describe the optional authenticationmodules available

for Steel-Belted Radius Carrier. For the SBR Carrier architecture, see Figure 1 on page 4.

The following chapters are included:

• SIM Authentication Module on page 525

• Summary of Configuration Tasks for the SIM Authentication Module on page 539

• SIM Authentication Module Configuration with a SIGHUP (1) Signal on page 541

• Overview of theWiMAXMobility Module on page 543

• Configuring theWiMAXMobility Module on page 567
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CHAPTER 32

SIM Authentication Module

• SIM Authentication Module Component Overview on page 525

• Operation Overview on page 527

• SIM Authentication Module Configuration on page 532

• Special Attribute Handling Features on page 532

• Kineto S1 Support on page 537

SIM AuthenticationModule Component Overview

The optional SIM authentication module enables Global System for Mobile

Communications (GSM) and Universal Mobile Telecommunications System (UMTS)

service providers to offer wireless network access to subscribers through hotspot

concession operators while leveraging existing customer care, roaming, and billing

infrastructures. This sectiondescribes thehardwareandsoftwarecomponents thatmake

up the SIM authentication module.

NOTE: The SIM authenticationmodule is not supported on the Red Hat
Enterprise Linux 7 platform.

SIMAuth

The SIM authentication module performs EAP-SIM and EAP-AKA authentication using

a softwaremodule calledSIMAuth. SIMAuthmanages all EAP-SIM-based and EAP-AKA

based authentication requests from subscribers.

• EAP-SIM authentication is used with older SIM cards.

• EAP-AKA authentication is used with third-generation USIM (Universal Subscriber

Identity Module) cards.

SIMAuthsupportsuserauthenticationbasedonSIM IMSI (InternationalMobileSubscriber

Identity) valuesor supportsanonymousauthenticationbasedonpseudonymvalues that

are assigned after the first successful authentication.
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UlticomSignalware SS7 and SIGTRAN Protocol Stacks

The SS7 protocol stack handles the various SS7 protocol layers to put Mobile Access

Part (MAP) requests onto the SS7 network. ANSI SS7, CCITT/ITU SS7, Japanese, and

Chinese networks are supported. SIGTRAN provides SS7 signaling over IP networks.

The SIGTRAN protocol stack is used in conjunction with the SIM Authentication module

to provide gateway functionality, which enables Steel-BeltedRadius Carrier to passMAP

requests to theSS7network.MAP requestsarepassedover theSS7network to theHome

Location Register (HLR), which is the primary subscriber database in the Global System

for Mobile Communications (GSM) network. The HLR then performs a database lookup

and returns the requested authentication or authorization information to Steel-Belted

Radius Carrier.

MAPGateway (authGateway) Application

TheMAPgatewayorauthGatewayapplicationactsasa linkbetweenSteel-BeltedRadius

Carrier and the SS7 network. It formats and transmits MAP requests to the HLR over

SIGTRAN. The MAP gateway processes requests for authentication and authorization

information. Multiple authGateway instances can be used with the GWrelay application

to process multiple authentication and authorization requests at the same time.

NOTE: SBRCarrier supports up to 256authGateway instances. However, we
recommend that you use amaximum of 100 authGateway instances.

GWrelay Application

The GWrelay application is used to pass authentication requests between SBR Carrier

and the authGateway instances in a round-robin method. The GWrelay application

establishesanSCTPconnectionwith eachauthGateway instance throughunique source

and destination ports, but does not track any EAP-SIM/AKA requests.

CDRAccounting

CDRcapabilitymanagesall CDR-based subscriber accounting for thepurposesof billing.

CDRs are forwarded through an FTP server or other transport method to a billing

application.

NOTE: Class attributes need to be included in accounting requests in order
for CDR accounting to work properly.

Data Accessors

Dataaccessors enable theSIMauthenticationmodule toqueryanexternalSQLdatabase

or LDAP directory server for WLAN authorization and IMSI/MSISDN lookups. Data

accessors can be used to supplement or replace the interaction between the SIM

authentication module and a service provider’s HLR.
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Youmust install an Oracle 10, 11, or 12 client or JDBC (Java Database Connectivity) if you

want to use the SQL data accessor.

Operation Overview

The optional SIM authentication module or SIMauth enables you to provide IP-based

services such as secure publicWLANaccess, andUnlicensedMobile Alliance (UMA) and

Femtocell access to your subscribers, while leveraging your existing customer care and

authentication infrastructure. Appropriate forGlobalSystemforMobileCommunications

(GSM) infrastructures, the optional SIM authentication module provides AAA services

for 802.1X and non-802.1X hotspots and Unlicensed Mobile Access (UMA) networks,

enabling several typesof serviceofferings. Youcanoffer securehotspot access via802.1X

and Extensible Authentication Protocol–Subscriber Identity Module (EAP-SIM) or

ExtensibleAuthenticationProtocol–Authentication andKeyAgreement (EAP-AKA) user

authentication. The SIM authentication module extends mobile services over IP access

networks for UMA environments, providing the samemobile identity on unlicensed

wireless networks as onmobile networks, and enabling roaming and handover between

networks.

The SIM authentication module offers secure public WLAN access. Subscriber data is

transmitted securely over the wireless link. Data security is ensured with either theWi-Fi

Protected Access (WPA) or the dynamicWired Equivalent Privacy (WEP) encryption

protocol to prevent wireless eavesdropping within the hotspot.

Figure 221 on page 527 shows the typical network infrastructure for using the SIM

authentication module in Steel-Belted Radius Carrier. The SIM authentication module

serves as the link between the IP network and the SS7 network, verifying SIM-based or

USIM-based credentials provided by a subscriber against an existing provider Home

Locator Register (HLR), SQL database, or LDAP directory, to authenticate the subscriber

and obtain authorization information.

Figure 221: SIM AuthenticationModule Support in Steel-Belted Radius
Carrier

The SIM authenticationmodule can also generate accounting data onmobile subscriber

activities that can be used by Call Detail Record (CDR) accounting.

To access a public hotspot, the subscriber’s wireless laptop, smart phone, tablet, or

personal digital assistant (PDA)must include an IEEE 802.1X supplicant (client

application) that supports EAP-SIM or EAP-AKA. The SIM authentication module uses
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the service provider’s SS7 infrastructure to facilitate secure 802.1X-based subscriber

authentication and billing. For SIM authentication, a service provider’s 802.1X access

point directs authentication requests fromuser devices to theSteel-BeltedRadiusCarrier

server.

SIMAuth verifies SIM-based or USIM-based credentials provided by a subscriber against

anexistingproviderHLR,SQLdatabase, or LDAPdirectory, toauthenticate the subscriber

and obtain authorization information.

Steel-Belted Radius Carrier supports EAP-SIM/EAP-AKA fast reauthentication. As a

result, your server can regularly replace the encryption keys used over the wireless link

to provide identity protection to subscribers. Reauthentication occurs securely without

requiring interactionbetweenSteel-BeltedRadiusCarrier and theHLR, therebydecreasing

traffic load on the RADIUS server.

To performanEAP-SIMor EAP-AKAauthentication, thewireless access pointmust have

an EAP-capable 802.1X supplicant. EAP-SIM can be used with HLRs that support MAP

application context version 2 and EAP-AKA can be used with HLRs that support version

3.

SIM Card-Based Authentication

Figure 222 on page 529 shows the SIM-based provider/subscriber solution supported by

Steel-Belted Radius Carrier.
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Figure 222: Authentication in Steel-Belted Radius Carrier with SIM
AuthenticationModule

The following sequence takes place when a wireless client with a SIM card installed

requests access to an IP network protected by Steel-Belted Radius Carrier:

1. Auser runninganEAP-SIM-compatible802.1Xsupplicantopensawirelessconnection

to an 802.1X access point at aWLAN hotspot.

2. The 802.1X-configured access point challenges the supplicant for its identity.
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3. The802.1X supplicanton thewireless client respondswithanEAP-SIM-based identity.

4. The access point forwards this information to Steel-Belted Radius Carrier (directly or

through a proxy RADIUS server).

5. Steel-Belted Radius Carrier sends an Access-Challenge request for EAP-SIM

authentication to the access point, which forwards the request to the wireless client.

6. Thewireless client receives theEAP-SIM request, and, through theaccesspoint, agrees

to start EAP-SIM by sending an EAP-SIM response. Included in the wireless client

response is a nonce (large random number) that protects against playback attacks.

7. The Steel-Belted Radius Carrier software passes the EAP information to the SIMauth

module.

8. The SIMauthmodule converts the EAP information to SIM requests and passes them

to the GWrelay application.

9. The GWrelay application passes the requests to the MAP gateway instances in a

round-robin method.

10. TheMAP gateway instances pass requests for information that they need to perform

the authentication (called triplets) through SIGTRAN to the HLR.

11. The HLR does a database lookup and returns the requested triplets to the SIMauth

module.

12. If Steel-BeltedRadius Carrier is configured to support user authorization, the SIMauth

module sends a request for authorization information to an external (LDAP or SQL)

database or through SIGTRAN to the HLR.

13. The external database or HLR returns the requested authorization information for the

user.

14. The SIMauth module uses subscriber data to verify authorization.

15. The SIMauth module uses these triplets to create the message authentication code

(MAC) that it sends as part of its challenge to the wireless client.

16. Steel-Belted Radius Carrier sends an Access-Challenge containing the MAC to the

access point.

17. The access point forwards the challenge to the wireless client.

18. The wireless client verifies that themessage is authentic (by running the appropriate

authentication algorithms) and responds by sending its ownmessage authentication

code to Steel-Belted Radius Carrier.

19. The Steel-Belted Radius Carrier server verifies the client message authentication

code, and sends an Access-Accept response to the wireless access point. The

Access-Accept includes keying material for encrypting data sent on the wireless

connection.

20.Thewirelessaccesspointuses thekeyingmaterial fromtheAccess-Accept toestablish

an encrypted session with the wireless client.

Authentication using a USIM card and EAP-AKA is similar, although the authentication

information retrieved from the HLR is different.
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EAP-SIM/EAP-AKA Authorization/Service Delivery

Steel-Belted Radius Carrier server enables you to configure subscriber connections

according to authorization strings that you can configure in the subscriber database or

HLR. You canmap one or more authorization strings to a profile that you configure in

Steel-Belted Radius Carrier. This profile is applied to the user connection.

EAP-SIM/EAP-AKA Identities

Toprovide identityprotectionand fast reauthentication, theEAP-SIM/EAP-AKAprotocol

includes three types of identities for the client. For any given authentication between the

client and server, only one of these three is required:

• The Permanent Identity is the identity required by the EAP-SIM/EAP-AKA server to

retrieve the authentication information (triplets) and authorization information from

the external database or HLR. The Permanent Identitymust contain the IMSI from the

SIM card being used.

• The Pseudonym Identity is used in place of the Permanent Identity whenever it is

available. The EAP-SIM/EAP-AKA server (Steel-Belted Radius Carrier server) creates

thepseudonym,andsends it to theclient on the first authentication.Anewpseudonym

is created every time that authentication occurs. Steel-Belted Radius Carrier server

uses an encrypted form of the IMSI as the pseudonym so that pseudonyms can be

shared among all Steel-Belted Radius Carrier servers that share the same encryption

key. The Pseudonym Identity provides identity protection by hiding the Permanent

Identity (the IMSI) on the second and all future authentications.

• The Reauthentication Identity also provides identity protection. Like the pseudonym, a

newReauthentication Identity is createdby theserver oneachauthentication.However,

the purpose of using the Reauthentication Identity is to begin a fast reauthentication

exchange. During this exchange in EAP-SIMor EAP-AKA, newkeymaterial is generated

based on the current authentication information. The device’s SIM card and the HLR

do not need to participate in this exchange. This feature is used to regularly replace

the encryption keys used over the wireless link.

You can disable the Pseudonym and Reauthentication identities. For more details, see

the section on configuring EAP-SIM and EAP-AKA for the SIM authentication module in

the SBR Carrier Reference Guide.

Anyof these identities canalsocontaina@realm tag to formaNetworkAddress Identifier

(NAI). Thewireless access point typically uses the EAP identity as theRADIUSusername

for communicating to theRADIUS server. In this case, theRADIUS server or RADIUSproxy

server can use the realm to direct the RADIUS request to another server or use the realm

in another way.

TheEAP-SIMandEAP-AKAprotocols enable theserver toprovidea realmwhen it creates

a Reauthentication Identity. Steel-Belted Radius Carrier server typically uses the realm

that was received with the last Permanent Identity or Pseudonym Identity for the realm

returned with the new Reauthentication Identity. You can configure a different realm to

be returned in the simauth.aut configuration file.
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EAP-SIM/EAP-AKA Fast Reauthentication

You can configure the SIM authenticationmodule for fast reauthentication, so that after

a customer establishes a secure 802.1X network connection through the authentication

andauthorizationprocesses, theserver replaces theencryptionkeysusedover thewireless

link. Because fast reauthentication does not require interaction between Steel-Belted

Radius Carrier SIM authentication module and the HLR, this added security measure

does not affect traffic loads on the network.

SIM AuthenticationModule Configuration

The SIM authentication module is configured by defining parameters in a number of

Steel-Belted Radius Carrier configuration files. For complete details on configuring the

SIM authentication see the SBR Carrier Reference Guide.

Special Attribute Handling Features

Two special attribute handling features are available to use with the authentication

modules:

• “Assigning IP Addresses Based on Access Point Name (APN)” on page 532

• “Adding Attributes to an Access-Accept” on page 533

Assigning IP Addresses Based on Access Point Name (APN)

This feature enablesSteel-BeltedRadiusCarrier to assign IPaddresses tomobile devices

based on the access point name (APN).

Overview

APN-based IP address assignment enables Steel-Belted Radius Carrier to perform the

task of address assignment, rather than requiring the access point to assign addresses.

This feature works by configuring IP address pools, each of which consists of a set of IP

addresses that can be assigned to amobile device. You then configure an access point

name(APN) tobeassociatedwithaparticular pool.WhenanAccess-Request is received,

Steel-Belted Radius Carrier selects an IP address from the pool that is assigned to the

APN handling the request.

Figure 223 onpage 533 shows the configuration of IP address assignment basedonAPN.
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Figure 223: IP Address Assignment Based on Access Point Name

NOTE: APN-based IP address assignment takes precedence over all other
methodsof IPaddressassignmentexceptwhenan IPaddress (orpoolname)
isaddedtoanAccess-Acceptas thevalueof theFramed-IP-Addressattribute.

For information about how to add any attribute from a subscriber database
(such as a SQL database), see “Adding Attributes to an Access-Accept” on
page 533. For example, you can retrieve the IP address from aSQL database
and include it as the value of Framed-IP-Address in an Access-Accept.

Configuration Tasks for Assigning IP Address Based on Access Point Name

Assigning IP addresses based on access point name involves the following main tasks:

• Configure simauth.aut. See the chapter on Configuring the Special Attribute Handling

Features for UseWith theSIMAuthenticationModule in theSBRCarrier ReferenceGuide.

• Create an address pool. See “Administering Address Pools” on page 175.

Adding Attributes to an Access-Accept

This feature enables you to add attribute values retrieved from an external subscriber

database to an Access-Accept message. For example, youmight want to include the

subscriber’s level of service in the Access-Accept as the value of the attribute

Reply-Message. Another example might be retrieving the IP address to be assigned to a

mobile node and returning it in the Access-Accept as the value of the attribute

Framed-IP-Address.

Overview

An Access-Accept can include attribute values. Two authentication plug-ins are used to

accomplish the tasks of authentication and adding attributes to an Access-Accept. The

authentication plug-ins are:

• SIMAuth (acting as an EAP helper)

This authenticator provides EAP authentication.

• Helped authenticator (for example: radsql.aut)
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This authenticator accesses the database, retrieves the specified attributes, and

attaches them to the Access-Accept. In this situation, the helped authenticator does

not perform any authentication tasks and its password-checking is suppressed. All

authentication is performed by SIMAuth.aut, the EAP helper.

Data Flow

Authenticationof theAccess-Requestand theadditionofattributes to theAccess-Accept

is handled according to the following flow of data:

1. Themobile device sends an Access-Request to Steel-Belted Radius Carrier.

2. SIMAuthmanages the EAP negotiation (challenge and response).

3. If SIMAuth authenticates the request, it attaches the IMSI andMSISDN of themobile

device, and sends the request to radsql.aut.

4. radsql.aut can use the IMSI or MSISDN as a key to query the database and request
attribute values (as a separate step from the SIMAuth authentication).

5. Helped authenticator (for example the SQL plug-in: radsql.aut) returns the
Access-Accept with attribute values attached.

NOTE: SIMAuth is known as a Steel-Belted Radius Carrier EAP helper
because it performs theEAPauthentication for thehelpedauthentication
method (in this case, the SQL plug-in: radsql.aut). Although radsql.aut is
usually used for authentication, in this case, it accesses the subscriber
database, retrieves attributes, and returns themwith the Access-Accept.

Forcomplete informationaboutEAPhelpers, see“AutomaticEAPHelpers”
on page 242.

Figure224onpage535showsanexampledata flow inwhichSteel-BeltedRadiusCarrier,

SIMAuth, and radsql.autwork together to perform the following tasks:

• Access authentication (performed by SIMAuth)

• Addition of MSISDN and IMSI to the request (performed by SIMAuth)

• Database access and attribute retrieval (performed by the SQL plug-in: radsql.aut)

• Addition of retrieved attributes to the Access-Accept (performed by radsql.aut)
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Figure224:ExampleDataFlowforAdditionofAttribute toAccess-Accept

Configuration Tasks for Adding Attributes to Access-Accept

To add attributes to the Access-Accept, you need to perform the following main tasks:

• Configure the related files, listed in “Files to Configure for Adding Attributes to

Access-Accept” on page 535.

• Activate authentication, as described in “Activating the Authentication Method” on

page 535.

Files to Configure for Adding Attributes to Access-Accept

The following files require special configuration for the addition of attributes to the

Access-Accept:

• simauth.aut

• radsql.aut, radsqljdbc.aut, or ldapauth.aut

• eap.ini

Refer to the chapter on Configuring the Special Attribute Handling Features for UseWith

the SIM Authentication Module in the SBR Carrier Reference Guide.

Activating the AuthenticationMethod

After you have configured the files described in the chapter on Configuring the Special

Attribute Handling Features for UseWith the SIM AuthenticationModule in the SBRCarrier

Reference Guide, you need to activate the helped authentication method.
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To activate the helped authentication using theWeb GUI:

1. Select RADIUS Configuration > Authentication Policies > Order of Methods. The
AuthenticationMethods page (Figure 225 on page 536) appears.

2. Select the helped authentication method and click the Right arrow to place the

authentication method in the Active AuthenticationMethods area.

In this case, the helped authentication method is named SQLAUTH, as shown in the
Inactive AuthenticationMethods area (Figure 225 on page 536).

Figure 225: Activate the Helped AuthenticationMethod

The name of the helped authentication method, or EAP helper, is user-defined. This

name is specified in section onConfiguring Files for Adding Attributes to Access-Accept

in the SBR Carrier Reference Guide.
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3. After thehelpedauthenticationmethodhasbeenmoved to theActiveAuthentication
Methods area, select themethod and clickEAPSetup. TheSetupEAP forSQLAUTH
dialog box (Figure 226 on page 537) appears.

Figure 226: Setup EAP for SQLAUTHDialog

4. Ensure that both theUse EAP Authentication Only andHandle via Auto-EAP First
check boxes are selected.

5. Ensure that both SIM and AKA are listed under the Active EAPMethods area.

NOTE: If youcompleted the steps correctly in the sectionConfiguring Files
for Adding Attributes to Access-Accept in the SBR Carrier Reference Guide,
both Steps 4 and 5 are already completed.

6. ClickOK.

7. Optionally, change the order of the authentication methods so the helped

authentication method is first. Disable authentication methods that are no longer

applicable.Refer to “OrderofAuthenticationMethods”onpage222and “EnablingEAP

Methods” on page 224.

Kineto S1 Support

The Kineto INC (IP Network Controller) is the component of the Kineto UMA network

Controller (UNC) thatmanages subscriber access to voice anddatamobile services. The

Kineto INC-AAA (S1) interface Protocol Specification defines the interface requirements
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for communication between an AAA server and the Kineto INC. Steel-Belted Radius

Carrier complies with the requirements of the AAA server.

Steel-Belted Radius Carrier meets the Kineto S1 PS000021 specification.

For complete details on configuring the Steel-Belted Radius Carrier authentication

modules to interface with the Kineto S1, see the section on Interfacing with a Kineto IP

Network Controller in the SBR Carrier Reference Guide.

Copyright © 2018, Juniper Networks, Inc.538

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



CHAPTER 33

Summary of Configuration Tasks for the
SIM Authentication Module

This chapter provides a summary of the mandatory and optional tasks associated with

configuring the SIM authentication module.

Table 63 on page 539 summarizes the configuration tasks associated with the SIM

authentication module.

Summary of Configuration Tasks for the SIM AuthenticationModule

Table 63 on page 539 summarizes the configuration tasks associated with the SIM

authentication module.

Table63:SummaryofConfigurationTasks forSIMAuthenticationModule

Location of Detailed InformationTask

SBR Carrier Installation GuideInstall and start Signalware.

539Copyright © 2018, Juniper Networks, Inc.



Table 63: Summary of Configuration Tasks for SIM Authentication
Module (continued)

Location of Detailed InformationTask

SBR Carrier Installation GuideConfigure the SS7/IP network communication.

This is a multi-step process that includes:

• Configuring the SS7 or SIGTRAN protocol
stack

• Configuring the MAP gateway application,
which acts as a link between Steel-Belted
Radius Carrier and the SS7 network by
formatting and transmitting Mobile Access
Part (MAP) requests to the Home Location
Register (HLR) over the SS7 network. This
configuration process includes:

• Configuring the authGateway routing
location information

• Configuring the authGateway.conf File.

• Configuring the authGateway startup
information.

• Configuring theGWrelay.conf file

• Starting the GWrelay process

• Configuring the ulcmmg.conf File.

• Loading the MML configuration settings

See "gsmmap.gen File" section in the SBR
Carrier Reference Guide.

Define the settings for authenticating
Access-Request messages by configuring the
gsmmap.gen file.

See "SIM/AKA Authentication" chapter in the
SBR Carrier Reference Guide.

Configure the EAP authentication methods you
want to use.

See "CDR Accounting Plug-Ins" chapter in the
SBR Carrier Reference Guide.

Optionally, configure Call Detail Record (CDR)
accounting (cdracct.acc file).

See "SQL Plug-Ins” and “LDAP Plug-Ins”
chapters and “Using SQL Accessors” and
“Using LDAP Accessors" sections in the SBR
Carrier Reference Guide.

Optionally, if you are using an LDAP directory or
SQL database to store subscriber credentials,
configure the data accessors.

See “Assigning IP Addresses Based on APN”
and “Adding Attributes to an Access-Accept"
sections in the SBR Carrier Reference Guide.

Optionally configure the special attribute
handling features.

See "Interfacing with a Kineto IP Network
Controller" section in theSBRCarrier Reference
Guide.

Optionally, if you are interfacing with a Kineto
UMA Network Controller (UNC), configure the
SIMauthenticationmodule toproperly handling
the Kineto attributes.
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CHAPTER 34

SIMAuthenticationModule Configuration
with a SIGHUP (1) Signal

Some configuration settings in Steel-Belted Radius Carrier are reloaded every time that

Steel-Belted Radius Carrier receives a SIGHUP (1) signal. Other settings are loaded only

when you stop and restart the Steel-Belted Radius Carrier server.

See the SBR Carrier Reference Guide for more information.
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CHAPTER 35

Overview of theWiMAX Mobility Module

• Supported Features of theWiMAXMobility Module on page 543

• WiMAX Network Reference Model on page 544

• AAA-Generated Cryptographic Keys on page 547

• EAP Authentication Methods and EAP-Derived Cryptographic Keys on page 549

• WiMAX Vendor Specific Attribute (VSA) Format on page 550

• WiMAX Capabilities Negotiation on page 552

• Home Agent and DHCP Server Assignment on page 554

• WiMAX Post-Paid (Offline) Accounting on page 555

• WiMAX Prepaid Accounting on page 558

• Categorizing Access-Requests from Different Devices on page 565

Supported Features of theWiMAXMobility Module

TheWiMAXmobility module is an optional, license-enabled software module available

for Steel-Belted Radius Carrier. Steel-Belted Radius Carrier fulfills all of the AAA

requirements of WiMAX, with its support for multiple EAPmethods, robust Mobile IP

session management capabilities, and cryptographic key management. Steel-Belted

Radius Carrier supports IEEE standards 802.16e-2005 for mobile WiMAX, and the

802.16-2004 for fixedWiMAX, aswell asmost features of revisions 1.0–1.3 of theWiMAX

Forum Networking Group (NWG) specification.

TheWiMAXmobility module of Steel-Belted Radius Carrier supports the following

features:

• Cryptographic key generation, management, and distribution

• EAP-TTLS, EAP-TLS, or EAP-AKA authentication methods

• WiMAX capabilities processing and negotiation

• Access-Request categorization by client type or realm or, both

• Home agent and DHCP server assignment, including HCSN and VCSN assignment

• Post-paid (offline)accounting, includingper-flowaccountingmessagesandcontinued

sessions (Account-Stop/Account-Start pairs)

• Prepaid accounting solutions
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• Reauthentication (authenticate-only service type) without handover

• Mobility and endeavor, including reauthentication and accounting with handover

WiMAXNetwork ReferenceModel

Figure 227 on page 544 shows theWiMAX network referencemodel containing links

(interfaces or reference points) and functional entities.

Figure 227:WiMAXNetwork ReferenceModel
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TheWiMAX network referencemodel is composed of four logical parts:

• Mobile Stations (MS)—Comprises all user (subscriber) mobile devices, such as cell

phones, PDAs, and wireless laptops, and software needed for communication with a

wireless telephone network.

• Network Access Provider (NAP)—Provides radio access functionality. Contains the

logical representation of the functions of a NAP. Some of the functions included in the

NAP are: access service network (ASN), 802.16 interface with network entry and

handover, ASN-GW (gateway), base stations (wireless towers), foreign agent (FA),

QoS and policy enforcement, and forwarding to a selected CSN. A NAPmay have

contracts with multiple NSPs.

• NetworkServiceProvider (NSP)—Provides IPconnectivity services.Contains the logical

representation of the functions of the NSP. Some of the functions included within the

NSP are: connectivity service network (CSN), home agent, Visited and Home

Authentication, Authorization, and Accounting servers (VAAA or HAAA), connectivity

to the Internet, IPaddressmanagement, authentication, authorization, andaccounting,
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andmobility and roaming between ASNs. An NSPmay have a contract with another

NSP andmay also have contracts betweenmultiple NAPs.

• Internet—Provides Internet content to a user/subscriber and connectivity to a NSP.

Referencepoints (for example,R1 orR2)are conceptual links that connect two functional

entities. Reference points represent a bundle of protocols between peer entities (similar

to an IP network interface). Interoperability is enforced through reference points without

dictating how vendors implement the edges of those reference points.

• R1—Represents the interface between the wireless device and the base station.

• R2—Represents the link between the MS (mobile station) and the CSN (connectivity

service network). EAP traffic from themobile station to the AAA server traverses R2

and R3.

• R3—Represents the link between the ASN (access service network) and the CSN.

RADIUS traffic between the ASN-GW and the AAA server traverses R3.

• R4—Represents the link between an ASN and another ASN.

• R5—Represents the link between a CSN and another CSN.

• R6—Located within an ASN and represents a link between the BS (base station) and

the ASN-GW.

• R7—Located within the ASN-GW and represents internal communication within the

gateway.

• R8—Located within an ASN and represents a link between two base stations.

HomeNetwork Communication Flow Example

Figure 228 on page 545 shows a successful example of aWiMAX home network

communication flow.

Figure 228: HomeNetwork Communication Flow
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For initial entry into the network, a mobile station uses a base station to attach itself to

the network through the ASN-GW in the access service network (ASN). After themobile

station is attached to the network, the following communication flows occur:

1. The ASN-GWacts as the foreign agent andmust authenticate themobile device and

its user by using an EAP-specific method (EAP-TTLS, EAP-TLS, or EAP-AKA). The

ASN-GW also needs to obtain cryptographic keys. To retrieve the cryptographic keys,

it sends a RADIUS Access-Request message to the SBR Carrier HAAA server in the

home CSN (connectivity service network).

2. TheSBRCarrierHAAAserver receives theAccess-Requestmessage fromtheASN-GW.

Then, the HAAA server sends successful RADIUS Access-Accept and EAP-specific

methodmessages back to the ASN-GW. Additionally, it sends the AAA-session-ID to

use for the session (assigning the home agent) and the following cryptographic keys:

MSK(master sessionkey),MN-HA-MIP4-KEY,andMN-HA-MIP4-SPI. Formoredetails

about the EAPmethods and cryptographic keys, see “EAP Authentication Methods

and EAP-Derived Cryptographic Keys” on page 549.

3. To start the accounting process for the session, the ASN-GW sends an Acct-Start

Request message to the HAAA server. The accounting may be IP-session-based or

flow-based. For more details about the supportedWiMAX accounting methods, see

“WiMAX Post-Paid (Offline) Accounting” on page 555.

NOTE: Step 3 (Acct-Start Request) and Step 4 (Acct-Start Response)
inFigure228onpage545aremeant toshowthataccounting requestsmay
occur at this stage. The precise ordering of the accountingmessages is
variable. Step 3 occurs sometime after Step 2, and Step 4must occur
sometimeafterStep3.However, afterStep2, theASN-GWcanpotentially
send theAcct-StartRequest (Step3)ormaysend theMIP4 request (Step
5), or can even send both requests at the same time (Step 3 and Step 5).

4. To indicate the type of accounting it will use for the session, the HAAA server sends

anAcct-StartResponsemessageback to theASN-GWtostart theaccountingsession

using thecryptographic keysandAAA-session-ID thatwere sent in theAccess-Accept

message.

5. After theASN-GWreceives the cryptographic keys from theHAAAserver, itmust send

a separate Mobile IP registration (MIP4) request message to the home agent in the

home CSN (connectivity service network).

6. The home agent performs an authentication check by sending the HAAA server an

Access-Request message requesting its cryptographic keys for the Mobile IP session.

The Access-Request message contains the home agent’s cryptographic keys

(MN-HA-MIP4-SPI and HA-RK-SPI).
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NOTE: Optionally, an accounting sessionmay also be started between
thehomeagentandtheHAAAserver.ThehomeagentsendsanAcct-Start
Request message to the HAAA server and assigns the Acct-session-ID.
The HAAA server acknowledges the request and sends an Acct-Start
Responsemessage back to the home agent.

7. The HAAA server responds to the Access-Request message by sending the home

agentanAccess-Acceptmessagecontaining itscryptographickeys:MN-HA-MIP4-KEY,

MN-HA-MIP4-SPI, HA-RK-KEY, HA-RK-SPI, and HA-RK-Lifetime. For more details

about these cryptographic keys, see “EAP Authentication Methods and EAP-Derived

Cryptographic Keys” on page 549.

8. After receiving the cryptographic keys from the HAAA server, the home agent sends

the ASN-GWaMIP4 registration responsemessage creating aMobile IP binding used

to set up a router path/connection to the Internet.

For this example, the router path/connection for the user/subscriber onawireless laptop,

cell phone, or PDA is now secure and complete. The connection follows this path:mobile

station -> base station -> ASN-GW -> home agent -> Internet.

AAA-Generated Cryptographic Keys

Two cryptographic keys are generated by Steel-Belted Radius Carrier:

• Home agent root key (HA-RK)

• DHCP server root key (DHCP-RK)

The Steel-Belted Radius Carrier generates the keys and their associated security

parameter indexes (SPI) and determines the lifetime of both keys.

Home Agent Root Key (HA-RK)

At least one HA-RKmust be generated for each home agent. The HA-RK is a random

number generated by the Steel-Belted Radius Carrier. The attribute used for the key is

WiMAX-hHA-RK-KEY orWiMAX-vHA-RK-KEY.

When the Access-Accept message is sent to the access services network gateway

(ASN-GW) the Steel-Belted Radius Carrier queries its internal HA-RK list for the home

agent and selects the HA-RK with the longest lifetime. If the remaining lifetime of all

HA-RKs is less than themaster sessionkey (MSK) lifetime(valueof theSession-Timeout

attribute), then the Steel-Belted Radius Carrier server generates a new HA-RK with a

longer lifetime than the MSK lifetime.

TheSteel-BeltedRadiusCarrier generatesauniqueSPI for eachhomeagent (HA-RK-SPI

attribute). The SPI is a 32-bit integer that is randomly generated. The home agent is

identified by a combination of its IPv4 address and the HA-RK-SPI attribute.

TheHA-RK-Lifetimeattribute represents the lifetimeofHA-RK-KEY.TheSession-Timeout

attribute is sent by the Steel-Belted Radius Carrier to the ASN-GW in the Access-Accept
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message. It specifies the lifetimeof theMSKandall extendedmaster sessionkey (EMSK)

derived keys, and indicates the maximum number of seconds of service to be provided

to the user before termination of the session. The Session-Timeout attribute is

configurable usingWeb GUI or through an external SQL or LDAP database.

Make sure to configure the HA-RK-Lifetime attribute significantly larger than the

Session-Timeout attribute.

The HA-RK key is destroyed onlywhen its lifetime has expired.

After the HA-RK key has been generated, it is stored for possible future retrieval. One or

more keys are stored for each home agent.

Allowing the VAAA to Assign the HA-RK

If the hHA-IP-MIP4 attribute is received from the ASN-GW in an Access-Request, it

indicates that theVCSNproxyAAAserver (VAAA) is capableof assigning thehomeagent

IP address, vHA-RK-Key, vHA-RK-SPI, and vHA-RK-Lifetime values. If the

Allow-VAAA-To-Assign-Home-Agent-And-DHCP-Server parameter is set to 1 in the

wimax.ini file, Steel-Belted Radius Carrier allows the VAAA to set these values, echoes
the received hHA-IP-MIP4 as vHA-IP-MIP4 and attaches the vHA-IP-MIP4,

MN-vHA-MIP4-KEY, and MN-vHA-MIP4-SPI attributes to the Access-Accept message.

For more information see “Home Agent and DHCP Server Assignment” on page 554.

DHCP Server Root Key (DHCP-RK)

The DHCP-RK is very similar to the HA-RK. However, instead of an SPI, the DHCP-RK is

identified by the DHCP-RK-Key-ID attribute.

If theDHCP-RK-Key-IDattribute is received in theAccess-Request fromtheDHCPserver,

it contains the identifier of one of the DHCP-RK keys for the DHCP server.

The DHCP-RK is a random number generated by the Steel-Belted Radius Carrier server.

At least one DHCP-RKmust be generated for each DHCP server. The DHCP server is

identifiedby theDHCPv4-Serverattribute.The [DHCP-Servers] sectionofwimax.ini lists
the IPv4 addresses of all allowed DHCP servers.

When Steel-Belted Radius Carrier sends the Access-Accept message to the ASN-GW,

the server queries the DHCP-RK list for that DHCP server and selects the DHCP-RKwith

the longest lifetime. If the remaining lifetimeofall DHCP-RKs is less than theMSK lifetime

(value of the Session-Timeout attribute), then Steel-Belted Radius Carrier generates a

new DHCP-RK with a longer lifetime than the MSK lifetime.

The DHCP-RK-Lifetime attribute represents the lifetime of DHCP-RK. This attribute is

attached to the Access-Accept by SBR Carrier, and sent to the ASN-GW. Make sure to

configure the DHCP-RK-Lifetime attribute with a value significantly larger than the

Session-Timeout attribute. The DHCP-RK lifetime configuration is added towimax.ini.
The configuration is global. It applies to all DHCP-RKs.

The Session-Timeout attribute specifies the lifetime of MSK and all EMSK derived keys,

and is the maximum number of seconds of service to be provided to the user before

termination of the session. The Session-Timeout attribute is configurable using theWeb
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GUI or through an external SQL or LDAP database. Make sure to configure the

Session-Timeout attribute value significantly smaller than the DHCP-RK-Lifetime

attribute.

The DHCP-RK key is destroyed onlywhen its lifetime has expired.

After the DHCP-RK key has been generated at the time of ASN-GW authentication, the

key is stored for possible future retrieval. One or more keys are stored for each DHCP

server, where the DHCP server is identified by its IPV4 address.

EAP AuthenticationMethods and EAP-Derived Cryptographic Keys

Both theMSKandEMSKaregeneratedasby-productsof successful EAPauthentication.

VariousWiMAX cryptographic keys are derived from the MSK and EMSK. The following

EAP authentication protocols can be used with theWiMAXmobility module:

• EAP-TLS (Transport Layer Security) protocol

• EAP-TTLS (Tunneled Transport Layer Security) protocol

• EAP-AKA (Authentication and Key Agreement) protocol.

NOTE: The EAP-AKA protocol requires a license for the optional SIM
authenticationmodule.

Master Session Key (MSK)

The MSK attribute is derived as the result of successful EAP authentication. It may be

sent to the ASN-GW by Steel-Belted Radius Carrier in the Access-Accept message. It is

not sent to the home agent. No SPI is associated with the MSK.

Steel-Belted Radius Carrier uses the first 64 bits of keying material as the MSK.

The Session-Timeout attribute specifies the MSK lifetime. It is sent to the ASN-GW by

Steel-BeltedRadiusCarrier in theAccess-Acceptmessage,and it indicates themaximum

numberof secondsof service tobeprovided to theuserbefore terminationof the session.

You can configure the Session-Timeout attribute usingWeb GUI or through an external

SQL or LDAP database.

It is the responsibility of the ASN-GW to reauthenticate before the MSK expires.

ExtendedMaster Session Key (EMSK)

Steel-Belted Radius Carrier generates the Mobile IP-root key (MIP-RK) from the EMSK

and then uses the MIP-RK to generate the following additional keys:

• MN-HA CMIP4—Mobile node-home agent client Mobile IP for IPv4 key.

• MN-HA PMIP4—Mobile node-home agent proxy Mobile IP for IPv4 key.
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• FA-RK—Foreign agent-root key.

• RRQ-MN-HA—Registration request (part of theMIPprotocol)mobilenodehomeagent

key.

Steel-Belted Radius Carrier sends these EMSK-derived keys to both the ASN-GW and

the home agent.

EMSK-Derived Key Generation and Identification

The MN-HA CMIP4, MN-HA PMIP4, and FA-RK keys are each identified by a unique SPI

value. SPI values relating to the current Mobile IP (MIP) session are unique, where the

current MIP session is identified by the pseudo-identifier (outer username) associated

with the session.

NOTE: TheMIP session is not the same as the RADIUS session. The RADIUS
session can be identified by its associated AAA-session-ID value.

Therefore, each MN-HA CMIP4, MN-HA PMIP4, and FA-RK key is identified by a

combination of the pseudo-identifier and SPI.

MSK and EMSK-Derived Key Lifetime and Deprecation

When a final Account-Stop is received for the pseudo-identity from the ASN-GW, the

MSK and EMSK-derived key set is destroyed. The lifetime of the keys is specified by the

Session-Timeout attribute sent to the ASN-GW. It is the responsibility of the ASN-GW

to reauthenticate with Steel-Belted Radius Carrier before the MSK and EMSK-derived

key set expires. After the ASN-GWobtains the new keys, it communicateswith the home

agent using the MIP protocol enabling the home agent to obtain the new keys from

Steel-Belted Radius Carrier.

After the home agent has requested the new key set (by supplying the newMN-HA-SPI

value), the old key set is destroyed.

NOTE: For a short period of time, two key sets are active. During this time,
when a new key set is used, all other older key sets are destroyed.

EMSK-Derived Key Storage and Retrieval

After the key is generated, it is stored for possible later retrieval. One or more key sets

are stored for eachMIPsession,whereaMIPsession is identifiedby thepseudo-identifier.

WiMAXVendor Specific Attribute (VSA) Format

To support the length ofWiMAXattributes, Steel-BeltedRadius Carrier natively supports

structured attributes. TheseWiMAX RADIUS VSAs are transported in a RADIUS VSA.

Each attribute format contains the following bit definitions:

• The RADIUS attribute format is:
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0                   1                   2
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-
|     Type      |    Length     | Value 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

• The RADIUS VSA format is:

0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| RADIUS Type 26| Length        | Vendor-Id
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Vendor-Id (cont)              | Payload
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

• TheWiMAX VSA Payload format is:

0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| WiMAX Type    | Length        | Continuation  | Value
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The Continuation field of theWiMAX VSA format is:

0
0 1 2 3 4 5 6 7
+-+-+-+-+-+-+-+-+
|C|r|r|r|r|r|r|r|
+-+-+-+-+-+-+-+-+

If theWiMAX VSA value is larger than 246 bytes, then the value must be fragmented

into a series of WiMAX VSAs. The C-bit of the Continuation field indicates whether a
WiMAX attribute is fragmented.

• When the C-bit=0, theWiMAX attribute is not fragmented.

• When the C-bit=1, theWiMAX attribute is fragmented. The nextWiMAX VSA of the

sameWiMAX type is appended to this attribute.

A fragmentedWiMAX attribute has its C-bit set to 1 for all of its fragments except

for its last fragment. To indicate that the fragment is the last fragmentof theattribute,

its C-bit is set to 0.

When using XML to specify the structured attribute format, the

hasContinuationFlag=true attribute represents the C-bit. This element indicates

that the attribute startswith a continuation octet,where the payloadof the attribute

may be split over multiple VSAs.

The r-bits are reserved for future use. They are set to 0 by the sender and are ignored

by the receiver.

Structured Attributes

Release 7.0 and higher-numbered releases of Steel-Belted Radius Carrier, natively

supports structured attributes that contain subattributes. Subattributes like normal
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RADIUS attribute-value pair (AVPs), consist of the raw encoding of a type field (such as

1 for WiMAX-Release, within theWiMAX-Capability VSA) followed by a length value

(such as 5) followed by the value of the attribute (such as 1.2).

Subattributes are values in a RADIUS packet that are not stored as a RADIUS AVP, or

vendor-specific-attribute (VSA), but rather are packed with other subattributes into a

RADIUS VSA. In a RADIUS packet, multiple RADIUS VSAsmight contain subattributes.

The RADIUS VSA, which consists of multiple subattributes, is sometimes referred to as

a structured attribute because it contains structured data.

NOTE: You specify structured attributes using the “.” notation. For example:

“A.b.c”

Where attribute “A” is a group attribute containing a sequence subattribute
“b”, which contains a simple attribute “c”.

Structuredattributesareaddressableonlyby their fullpathname,whichmust
include all interim group or sequence attributes.

You do not need to add every subattribute in a tree. Steel-Belted Radius
Carrier handles partially defined trees by automatically supplying
subattributes that have a default value specified in the .jdict definition files.
Additionally, if a subattribute is added that does not have a suitable parent
or group defined, Steel-Belted Radius Carrier automatically creates one.

For information about specifying structured attributes, see the section on Attribute

Processing Files of the SBR Carrier Reference Guide.

WiMAXCapabilities Negotiation

The ASN-GW and home agent each send aWiMAX-Capability attribute listing the

capabilities theywant to use in the session. TheHAAA server selects from those received

capabilities and responds with aWiMAX-Capability attribute listing the capabilities it

can support for the session. The HAAA capabilities configuration (policy) may differ for

the ASN-GW and home agent.

WiMAX-Capability Attribute

TheWiMAX-Capability attribute is a structured VSA that contains subattributes that

specify different capabilities that canbeused in the session. If a subattribute (capability)

wassent in theAccess-Request, and theHAAA(Steel-BeltedRadiusCarrier) cansupport

the capability, then the subattribute is returned in the Access-Accept message. If a

subattribute (capability) is not sent in the Access-Request, it is not returned in the

Access-Accept. Absence of a subattribute in the Access-Request, indicates the device

(ASN-GW or home agent) does not support the capability.
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WiMAX-Capability Structured Attribute

TheWiMAX-Capability structured attribute may contain the following subattributes,

each representing a specific WiMAX capability:

• WiMAX-Release attribute

• Accounting-Capabilities attribute

• Hotlining-Capabilities attribute

• Idle-Mode-Notification-Capabilities attribute

WiMAX-Release Attribute

TheWiMAX-Release subattribute indicates the release of theWiMAX ForumNetworking

Group(NWG)specification supportedby thedevice.Steel-BeltedRadiusCarrier supports

releases 1.0, 1.1, 1.1.1, 1.1.2, and 1.2. TheWiMAX-Release subattribute is sent in the

Access-Request by both the ASN-GW and home agent. If Steel-Belted Radius Carrier

supports the requested release number, it returns that same release number with the

Access-Accept. If Steel-Belted Radius Carrier does not support the requested release

number it rejects the request.

WiMAX-Accounting-Capabilities Attribute

TheWiMAX-Accounting-Capabilities subattribute specifies the type of accounting to be

used for the session. It must be sent in the Access-Request by both ASN-GW and home

agent, and itmust be returned to both the ASN-GWand home agent by the HAAA server

in the Access-Accept.

Steel-Belted Radius Carrier supports flow-based and IP-session-based accounting. A

value of None is allowed only at the home agent. If the ASN-GW indicates a value of

None, the request is rejected.

For more details about accounting, see “WiMAX Post-Paid (Offline) Accounting” on

page 555.

Hotlining-Capabilities Attribute

Hotlining is the practice of diverting a subscriber from their desired destination to a

destination controlled by the service provider, in order to rectify specific circumstances

related to the subscriber account. Hotlining is typically used to reconcile issues such as

prepayment of services, delinquent account issues, account updates, and administrative

functions (for example IP address renewal). The subscriber is typically redirected to a

webpage to reconcile the issue. After the issue is resolved, they are redirected to their

desired destination.

There are two types of hotlining:

• New session hotlining

• Active session hotlining

New session hotlining is the process of returning hotlining parameters attached to the

Access-Accept. The hotlining parameters are returned in the Access-Accept message
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based on the value of the Hotlining-Capabilities subattribute in theWiMAX-Capability

attribute. The hotlining parameters are returned asWiMAX hotlining attributes. The

values of these attributes can be stored in either an SQL or LDAP database, and are

retrieved using the SQL or LDAP authentication files (sqlauth.aut or ldapauth.aut).

Active session hotlining is the process of returning hotlining parameters through Change

of Authorization (CoA)messages. For more information about SBR Carrier’s support for

CoAmessages, see “Managing and Controlling Sessions” on page 669.

Formore informationaboutconfiguringnewsessionhotlining, see “ExampleConfiguration

for New Session Hotlining” on page 580.

Idle-Mode-Notification-Capabilities Attribute

Idle mode notification can be negotiated at the time of network access. During network

access, if the ASN-GW sends theWiMAX-Capabilities attribute using the

Idle-Mode-Notification-Capability sub-attribute, it indicates the ASN-GW supports idle

mode notification. Absence in the Access-Request means that idle mode notification is

not supported by the ASN-GW.

TheHAAAserver indicates it requires idlemodenotification by returning this subattribute

to the ASN-GW in the Access-Accept. Absence of this subattribute in the

WiMAX-Capabilities attribute in the Access-Accept indicates the HAAA server does not

require idle mode notification.

The Idle-Mode-Notification-Capabilities subattribute is never sent to the home agent.

Idle mode notification is negotiated at network access and occurs when themobile

station (for example, cell phone) enters or exits the idle mode. The accounting server at

theCSN (connectivity service network) is notified about the idlemode transition through

accounting messages.

EnablingWiMAX Capabilities Negotiation

WiMAX capabilities negotiation may be performed by adding capabilities subattributes

to the user or profile return list and enabling the Echo option for each capability youwant

Steel-Belted Radius Carrier to support. When using the SQL or LDAP authentication

plug-ins (for EAP-AKA), this is donebydefining the attributes in the return list of a profile.

If you want Steel-Belted Radius Carrier to support all requestedWiMAX capabilities

defined in an Access-Request message, enable the Echo option on the parent

WiMAX-Capability attribute. If you want to selectively choose what capabilities

Steel-Belted Radius Carrier supports, enable the Echo at the subattribute level only.

For example, if you do not want to support idle mode notification, do not enable Echo

for the Idle-Mode-Notification-Capability subattribute.

Home Agent and DHCP Server Assignment

Thehomeagent IPaddress isassignedwith theWiMAX-HA-IP-MIP4attribute.TheDHCP

server IP address is assigned with theWiMAX-DHCPv4-Server attribute. This section
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provides a brief description on how Steel-Belted Radius Carrier can assign these

addresses.

Assignment Using Return List Attributes

SBR Carrier can assign the home agent and DHCP server addresses by returning the

WiMAX-HA-IP-MIP4 andWiMAX-DHCPv4-Server attributes in the Access-Accept

message. This is configuredbydefining theseattributes in the return list of auser or profile

entry.

The address assignment process and configuration differs depending on whether the

server is acting as the HAAA or VAAA. Steel-Belted Radius Carrier can be configured to

perform either role. For details on configuring this method, see “Configuring Return List

Attributes to Assign the Home Agent and DHCP Server” on page 571.

Assignment Using StaticallyWeighted Round-Robin Groups

By using statically weighted round-robin groups, SBR Carrier can load balance the IP

address assignment of multiple home agents and DHCP servers in the network. The

round-robin feature enables you to configureahomeagent round-robin groupandassign

fixedweights to each home agent in the group. SBRCarrier then assigns the home agent

to a session based on a weighted round-robin method. For details on configuring this

method, see “Configuring Statically Weighted Round-Robin Groups to Assign the Home

Agent and DHCP Server” on page 572.

Assignment Using the Smart Dynamic Home Agent Assignment Feature

The smart dynamic home agent assignment feature uses several configuration files that

define both the round-robin groups, and their associated weights. The weight file is

dynamically updated. When SBR Carrier receives a SIGHUP (1) signal, it reads these

configuration files and updates the round-robin groups. You can assess the load status

of the home agents in your network and populate the associated configuration files in a

way that balances the load across home agents. For details on configuring this method,

see “Configuring the Smart Dynamic Home Agent Assignment Feature” on page 574.

WiMAX Post-Paid (Offline) Accounting

Accounting inWiMAX is based on a subscription that is identified through the

subscription’s NAI. A single subscriber can havemultiple subscriptions. TheWiMAX

mobility module supports the following post-paid (offline) accounting features:

• Flow-based accounting

• IP-session-based accounting

For a diagram depicting accounting events within a home network, see

Figure 228 on page 545.

Accounting events for the ASN-GW, home agent, and DHCP server in either the home

network or visited network are recorded in accounting log files. Accounting log files are

named yyyymmdd.act, where yyyy is the 4-digit year,mm is themonth, and dd is the day
on which the log file was created. Accounting events include STARTmessages, which
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indicate the beginning of a connection; STOPmessages, which indicate the termination

of a connection; and INTERIMmessages, which indicate a connection is ongoing.

For more details about logging and reconciling accounting records, see “Using the

Accounting Log File” on page 812.

Flow-Based Accounting

Flow-based accounting sessions are defined by starting and stopping flows. An

Account-Start (defined with its proper attributes) marks the start of a flow and an

Account-Stop (defined with its proper attributes) marks the end of a flow.

An Account-Start is received for eachWiMAX packet flow. Flows are identified at the

PDSN (Packet Data Serving Node) using packet filters. Packet filters are used to map

forward traffic and for per-flow accounting in the forward and reverse direction.

Flow-based accounting messages do not create or destroy sessions, but will create

entries in the accounting log file. These messages are received by the SQL accounting

plug-in. For more details about using the SQL accounting plug-in, see

“Configuring SQL Accounting” on page 447.

The attributes in Table 64 on page 556 are used to determine the state of the flow:

Table 64: WiMAX Packet Flow Attributes

DescriptionAttribute

Specifies whether theWiMAX packet flow continues or reaches
the final stop of an accounting session.

• If set to 0 (False) or if the attribute is missing, indicates that
theWiMAX packet flow has reached the final stop of the
accounting session.

• If set to 1 (True), indicates that theWiMAX packet flow is not
at the end of an accounting session (an Account-Stop is
immediately followed by another Account-Start).

WiMAX-Session-Continue

Specifies whether theWiMAX packet flow is starting a new
accounting flow or continues with a previous accounting flow.

• If set to 0 (False) or if the attribute is missing, indicates that
theWiMAX packet flow is a continuation of a previous
accounting session.

• If set to 1 (True), indicates that theWiMAX packet flow is
starting a new flow of an accounting session.

WiMAX-Beginning-Of-Session

Flows are preprovisioned and are described in the Packet-Flow-Descriptor attribute. A

packet flowmay describe a unidirectional flow and bidirectional flow. The

Packet-Flow-Descriptorattribute isattached to the initialAccess-Accept. Each(potential)

flow is identified by a package data flow ID (PDFID) and announces when a flow has

started. Its value matches all records from the same packet data flow. The PDFID

correlates all accounting records, and is assigned by the connectivity services network

(CSN) and remains constant through all handover scenarios.
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Foreach flowthathasstartedwithinanaccounting session, before theaccounting session

can be closed (stopped), each flowwithin that accounting session must be stopped. A

CSN can restart a flow by sending an existing PDFID in a new Account-Start.

IP-Session-Based Accounting

TheWiMAX-Session-Continue attribute (as described in Table 64 on page 556) defines

whenanaccounting sessionactually ends. EachAccountingStart/Stoppacketdelineates

the following:

• A complete session or flow

• A segment of a session or flow

Asession or flowmay consist of several accounting segments. Accounting segmentation

occurs due to:

• Handover with accounting client relocation

• Change in status such as hot-line state

TheaccountingattributesWiMAX-Beginning-Of-SessionandWiMAX-Session-Continue,

determine the interpretation of the Accounting-Request packets as shown in

Table 65 on page 557:

Table 65: Interpretation of Accounting-Request Packets

DescriptionWiMAX-Session-ContinueWiMAX-Beginning-Of-SessionAcct-Status-Type

Beginning of the first
accounting segment for a
session or flow.

N/ATrueStart

Beginning of a subsequent
accounting segment of a
session or flow.

N/AFalse (or missing)Start

The end of the accounting
segment. Another accounting
segment is starting; expect an
Accounting-Request (Start).

TrueN/AStart

This is the end of the session
or flow.

FalseN/AStop

Each accounting session is identified by an Acct-Multi-Session-Id attribute. Flowswithin

an accounting session are identified by the Acct-Multi-Session-Id. The

Acct-Multi-Session-Idattribute contains the samevalueas theAAA-Session-Idattribute.

The identifier is set to the value of the AAA-Session-Id which is generated by the AAA

server after successful authentication anddelivered to theASN-GW inanAccess-Accept

message. The AAA-Session-Id is unique per AAA server, but is used for all flows.

The Acct-Multi-Session-Id correlates accounting records for a device session on a

particular device for a given subscription.
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WiMAX Prepaid Accounting

Prepaid solutionsaregenerally either single-serviceormulti-service solutions. This section

provides a description of these solutions and describes how to configure SBR Carrier to

support them.

Prepaid Scenarios

Single-Service Prepaid Solution

This is a prepaid solution that manages a single service, hence the quota in this solution

is only consumed by a single service. Single-service prepaid services range from true

prepaidaccounts toone-timemodels like scratch-cardandcredit cardone-timeservices.

This type of solution typically does not require a full-feature prepaid server (PPS), thus

greatly simplifying deployment of the solution and reducing your cost. Since only a single

service consumes theprepaidquota, in-sessionquotamanagement is less complex than

amulti-service solution. In this case SBR Carrier retrieves the complete quota from the

subscriber database on session start, and returns that volume or time based quota to

theNASonauthentication. TheNAS reports the quota usage through interimaccounting

and SBR Carrier updates the quota in the subscriber database accordingly. When the

sessionends, SBRCarrier performs the final update, andany remainingquota is available

for the next session.

Multi-Service Prepaid Solution

In true prepaid multi-service scenarios, the subscriber’s quota is consumed bymultiple

services which requires more sophisticated in-session quota management, as well as a

prepaid server to manage that quota. In this scenario, the PPS assigns small portions of

the quota when a service is initiated, and the service enforcement point then requests

additionalquotaduring the lifetimeof that service.Therearebasically threemulti-service

prepaid models:

PPS Controlled Prepaid Model

In this model the PPSmanages the subscriber’s quota. The NAS has no quota

management capabilities at all. The NAS authenticates the subscriber with SBR Carrier,

which then triggers the PPS server to start quotamanagement for the session.When the

subscriber’s quota on the PPS is depleted, the PPS can trigger SBR Carrier to either:

• Issue a RADIUS Change of Authorization (CoA) request that redirects the subscriber

to a prepaid web portal where they can purchasemore time or data for their account.

• Issue a RADIUS Disconnect Message to disconnect the subscriber from the network.

AAA Proxy Model

In this model the NAS initiates RADIUS Authorize-Only requests or standard

Authentication-Requests to obtain portions of quota during the session lifetime. SBR

Carrier forwards these requests to the PPS, either by RADIUS proxy or by using one of

SBR Carrier’s authentication methods. In this use model the NASmanages the quota

which is assigned by the PPS.
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Direct PPS Connection

In this model the NAS directly manages the quota assigned by the PPS; the AAA server

is not in the quota request path. In this scenario, SBR Carrier identifies the subscriber as

being prepaid in their subscriber profile, and assigns a PPS address (or addresses) that

the NAS uses to perform quota management for the specific subscriber.

Data Flow for Prepaid Accounting in SBR Carrier

This section provides an overview of the data flow for the prepaid accounting solutions.

Data Flow for Single-Service Prepaid AccountingModel

This option is a simple and cost effective way of implementing a single prepaid service,

since it does not require quota management capabilities on the NAS or a PPS system.

TheNASreceives theentirequota for thesubscriberaccountandcancompletelyconsume

it without requesting additional quota.

Figure229onpage559showsanexampledata flowfor theWiMAXsingle-serviceprepaid

accounting solution using SQL authentication and accounting.

Figure 229: Example Data Flow forWiMAX Single-Service Prepaid
AccountingModel

The following sectionprovidesamoredetaileddiscussionof thedata flow for theWiMAX

single-service prepaid accounting shown in Figure 229 on page 559.
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1. An operations support systems (OSS) generates subscriber accounts into the

subscriber and billing database. These accounts have a predefined quota. Theremay

also be a self-service application inwhich subscribers are able to increase their quota.

2. The NAS sends an Access-Request containing the Username the subscriber entered

(and the password depending on the authentication method).

3. SBRCarrier sends an SQL–Request to the subscriber and billing database requesting

the subscriber credentials, the subscriber profile (QoS, bandwidth, and so forth) and

the available quota. Refer to “Configuring SQL Authentication” on page 433 for

information about how to configure SQL authentication in SBR Carrier.

4. The subscriber and billing database sends back the credentials, profile information

and quota.

5. SBRCarrier compares thecredentials and if theyareacceptable, a finalAccess-Accept

message is sent to the NAS. The Access-Accept message contains the subscriber

profile information that is enforced for the lifetime of the subscriber session. SBR

Carrier also sends the time or volume based quota to the NAS.

6. The NAS starts a session for the subscriber and sends an initial Accounting-Start

message to SBR Carrier.

7. SBR Carrier conveys the Accounting-Start information to the subscriber and billing

database, updating the session in the database through SQL accounting. Refer to

“ConfiguringSQLAccounting”onpage447 for informationabouthowtoconfigureSQL

accounting in SBR Carrier.

8. The NAS sends an Accounting-Interimmessage to SBR Carrier, containing the time

and volume the subscriber has used since starting the session.

9. SBR Carrier updates the relevant information in the subscriber and billing database.

10. Steps8and9are repeated until theNASdetects that either the quota limit is reached

for the session, or the subscriber has disconnected. If the subscriber does not

disconnect, the NAS disconnects or redirects the subscriber and sends a final

Accounting-Stop to SBR Carrier.

11. SBR Carrier updates the subscriber and billing database using SQL accounting,

including the subscriber’s remaining quota.

Data Flow for Multi-Service Prepaid AccountingModels

This sectionprovidesanoverviewof thedata flowandconfiguration for thePPScontrolled

and AAA proxy prepaid accounting models.
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PPS Controlled Prepaid Model

The PPS controlled prepaid accounting model uses a RADIUS extension for dynamic

changes during the session calledChangeofAuthorization (CoA) according toRFC3576.

To support this model, the NASmust support the RFC 3576 RADIUS extensions. To

enable the RADIUS CoA/DM functionality in SBR Carrier, the optional Session Control

module is required on each SBR Carrier instance in a clustered installation requiring the

SSR component. For more information about the optional Session Control module, see

“Managing and Controlling Sessions” on page 669.

Figure230onpage561showsanexampledata flowfor theWiMAXPPScontrolledprepaid

model using SQL authentication and accounting. This example uses SQL to convey

session update information to the PPS. Proxy RADIUS can also be used to convey this

information.

Figure 230: Example Data Flow forWiMAX PPS Controlled Prepaid
AccountingModel

The following sectionprovidesamoredetaileddiscussionof thedata flow for theWiMAX

PPS controlled prepaid accounting shown in Figure 230 on page 561.

1. The NAS sends an Access-Request containing the Username the subscriber entered

(and the password depending on the authentication method).

2. SBR Carrier sends an SQL–Request to the subscriber database requesting the

subscriber credentials and profile (QoS, bandwidth, and so forth). Refer to

“ConfiguringSQLAuthentication” onpage433 for informationabout how toconfigure

SQL authentication in SBR Carrier.

3. The subscriber database sends back the credentials and profile information.
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4. SBRCarrier compares thecredentials and if theyareacceptable, a finalAccess-Accept

message is sent to the NAS. The Access-Accept message contains the subscriber

profile information that is enforced for the lifetime of the subscriber session.

5. The NAS starts a session for the subscriber and sends an initial Accounting-Start to

SBR Carrier.

6. SBRCarrier conveys theAccounting-Start information to thePPS,updating thesession

in the database through SQL accounting. The PPS starts counting down the quota.

Refer to “Configuring SQL Accounting” on page 447 for information about how to

configure SQL accounting in SBR Carrier.

7. The NAS sends an Accounting-Interimmessage to SBR Carrier, containing the time

and volume the subscriber has used since starting the session.

8. SBR Carrier updates the relevant information in the PPS through SQL accounting.

9. Steps 7 and 8 are repeated until the subscriber runs out of quota in the PPS.

10.When thequota is exhausted, thePPSsend’s anHTTPS-XMLmessage toSBRCarrier

indicatingwhat to do next. For example, the PPSmay send a redirectmessage to SBR

Carrier. The redirect message triggers the server to send a CoAmessage to the NAS

which includes new profile information for the subscriber session. The new profile

informationmay reduce in the subscriber’s bandwidth, or may redirect the subscriber

to a web portal where they can renew their quota. Alternatively, when the quota is

exhausted, the PPS can send an HTTPS-XMLmessage to SBR Carrier requesting the

subscriber be disconnected (by means of a Disconnect-Message (DM)). For more

informationabouthowto triggerCoA/DMrequests through theHTTPS-XML interface

of theSessionControlmodule, see “ManagingandControllingSessions”onpage669.

11. SBRCarrier sends the change request from thePPSas either aRADIUSCoA-Message

or Disconnect-Message to the NASwith the new profile. To learn how to configure

the Session Control module to emit RADIUS CoA/DM requests, see “Managing and

Controlling Sessions” on page 669.

12. TheNASchanges theprofile for thesubscriber, andonsuccess, sendsanACK-Message

back to SBR Carrier.

13. SBR Carrier sends a result code back to the PPS over the HTTPS-XML interface

indicating whether the request was successful or not.
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14. TheNAS sends anAccounting-Stopmessage to SBRCarrier to terminate the session.

15. SBRCarrier sends the Accounting-Stopmessage as SQL-Update to the PPS so it can

calculate the final amount of quota left for the old session. For more information

about SQL accounting, see “Configuring SQL Accounting” on page 447.

AAA Proxy Model

In the AAA proxy prepaid accounting model, the NASmanages time or volume based

quotawhich isupdatedbyperiodic reauthorization.The reauthorization ishandled through

RADIUS authentication or RADIUS Authorize-Only messages to the AAA server, which

in turn, retrieves portions of the quota from the PPS and encapsulates them in a RADIUS

attribute in the authentication/authorization reply.

Figure 231 on page 563 shows an example data flow for theWiMAX AAA proxy prepaid

accountingmodel. This exampleusesSQLasamethod for communicationwithaprepaid

system, however proxy RADIUS could also be used.

Figure 231: ExampleDataFlow forWiMAXAAAProxyPrepaidAccounting
Model

The following sectionprovidesamoredetaileddiscussionof thedata flow for theWiMAX

AAA proxy prepaid accounting shown in Figure 231 on page 563.
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1. The NAS sends an Access-Request containing the Username the subscriber entered

(and the password depending on the authentication method).

2. SBR Carrier sends an SQL–Request to the subscriber database requesting the

subscriber credentials and profile (QoS, bandwidth, and so forth). Refer to

“ConfiguringSQLAuthentication” onpage433 for informationabout how toconfigure

SQL authentication in SBR Carrier.

3. The subscriber database sends back the credentials and profile information.

4. SBRCarrier compares thecredentials and if theyareacceptable, a finalAccess-Accept

message is sent to the NAS. The Access-Accept message contains the subscriber

profile information that is enforced for the lifetime of the subscriber session.

5. Before starting the session, the NAS requests the initial quota by sending a RADIUS

Authorize-Only message to SBR Carrier.

6. SBR Carrier conveys the request for initial quota to the PPS, updating the session in

the database through SQL accounting (this can also be performed through proxy

RADIUS). Refer to “Configuring SQL Accounting” on page 447 for information about

how to configure SQL accounting in SBR Carrier.

7. The PPS returns a portion of quota in the SQL response.

8. SBR Carrier conveys that quota to the NAS in the Access-Accept.

9. The NAS starts the session for the subscriber and sends an initial Accounting-Start

to SBR Carrier.

NOTE: Steps5through9canbeskipped if initialquota is returnedthrough
SQL in the authentication process (steps 1 through 4) and returned in the
initial access accept.

10. The NAS sends interim accounting to SBR Carrier.

11. Whenthe initial quota isdepleted theNASrequestsadditionalquota throughaRADIUS

Authorize-Only message to SBR Carrier.

12. SBRCarrier conveys the request for additional quota to thePPS, updating the session

in the database through SQL accounting (this can also be performed through proxy

RADIUS). For more information about SQL accounting, see

“Configuring SQL Accounting” on page 447.
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13. The PPS returns a portion of quota in the SQL response.

14. SBR Carrier conveys the additional quota to the NAS in the Access-Accept.

15. The NAS updates the available quota and continues the subscriber session.

16. The NAS sends interim accounting to SBR Carrier.

17. Whentheadditionalquota isdepleted theNASrequestsmorequota throughaRADIUS

Authorize-Only message to SBR Carrier.

18. SBRCarrier conveys the request for additional quota to thePPS, updating the session

in the database through SQL accounting (this can also be performed through proxy

RADIUS).

19. The PPS returns a portion of the quota in the SQL response, or as in this case if there

is nomore quota, the PPS returns no quota.

20.SBR Carrier subsequently sends a reject message to the NAS.

21. The NAS terminates (or redirects) the session and sends an Accounting-Stop to SBR

Carrier.

Direct PPS Connection Model

In the direct PPS connectionmodel, the NAS performs quotamanagement directly with

the PPS; SBR Carrier is not involved in quota management. In this model, SBR Carrier’s

involvement is limited to assigning the IP-address of the prepaid server responsible for

quota management for the subscriber based on the subscriber’s profile. For more

information about managing profiles in, see “Administering Profiles” on page 137.

Categorizing Access-Requests fromDifferent Devices

Within aWiMAX network, Steel-Belted Radius Carrier may communicate with several

types of clients including an ASN-GW, home agent, DHCP server or something else.

Steel-Belted Radius Carriermust determinewhat type of client it is communicatingwith

in order to process the request and send the appropriate response. Access-Requests

from each client typemust be handled differently and reply attributes on the

Access-Accept may differ based on client type. For example, the Access-Request from

the home agent contains theUser-Name attribute, which identifies a Mobile IP session
instead of a user. However, the Mobile IP session is associated (paired) with the user.

Therefore,when theAccess-Request fromthehomeagentarrives, theusername is looked

up and the reply attributes are processed correctly.

The [RADIUS client-Access-Request-Required-Attributes] section of thewimax.ini file
list the attributes that must be present in an Access-Request to classify the RADIUS

client as aWiMAX ASN-GW, home agent, DHCP server, or something else (Other).
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Access-Request from the ASN-GW

An Access-Request from the ASN-GW is a device or user EAP authentication request.

This request may contain attributes that indicate, for example, whether the VAAA is

assigning the home agent or whether the device authentication phase of EAP has

succeeded. Returned attributes may contain, for example: Session-Timeout,

Packet-Flow-Descriptor, and QoS-Descriptor.

Access-Request from the Home Agent

An Access-Request from the home agent is a device request, not an authentication

request. However, if no mobile session has been established for the pseudo-identifier,

then this request is rejected. The RRQ-HA-IP attribute may be received, and if so, then

theRRQ-MN-HA-KEY is returned.TheFramed-IP-Addressattributemayalsobe returned

to the home agent.

Access-Request from the DHCP Server

An Access-Request from the DHCP server is a device request, not an authentication

request. However, if no mobile session has been established for the pseudo-identifier,

then this request is rejected. The DHCP-RK attribute is returned to the DHCP server.

Categorization Rules

To determine theWiMAX client type, the Access-Request categorization rules are as

follows:

• If the Access-Request contains allmandatory attributes and no attributes that can

only be attached to either a home agent or DCHP server, then theWiMAX client type

is ASN-GW.

• If the Access-Request contains allmandatory attributes and no attributes that can

only be attached to either an ASN-GW or DCHP server, then theWiMAX client type is

home agent.

• If the Access-Request contains allmandatory attributes and no attributes that can

only be attached to either an ASN-GW or home agent, then theWiMAX client type is

DHCP server.

• If theAccess-Request comes fromsomeother client type, itmayormaynotbeallowed.

If the Access-Request is allowed, then theWiMAX client type is Other. However if the

Access-Request is not allowed, then it is rejected.

For more details about configuring the list of required attributes based on client type,

see the [RADIUS client-Access-Request-Required-Attributes section in the SBR Carrier

Reference Guide.
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CHAPTER 36

Configuring theWiMAX Mobility Module

This chapterdescribesspecific steps for configuringSteel-BeltedRadiusCarrier to support

WiMAX requests and points out any specific parameters that must be configured for

WiMAX users, profiles and EAPmethods. This chapter contains these topics:

• Before You Begin on page 567

• Configuring the radius.ini File for WiMAX on page 567

• Configuring the Home Agent and DHCP Server Assignment on page 571

• ConfiguringWiMAX Clients on page 578

• ConfiguringWiMAX Users and Profiles on page 578

• Configuring the EAPMethods for WiMAX on page 592

Before You Begin

Youmust install the Steel-Belted Radius Carrier software on a Solaris server and add

the license key for the optional WiMAXmodule before you can configure the server to

support WiMAX requests.

NOTE: For details about installing Steel-Belted Radius Carrier software and
WiMAX licensing, see the SBR Carrier Installation Guide.

NOTE: Thewimax.dct, radius.dct, and .jdict dictionary files shipped with
Steel-Belted Radius Carrier are configured with the attributes and
subattributesnecessary forsupportingWiMAX incompliancewith theWiMAX
ForumNetworkWorking Group standards. For more information about
dictionary files, see the SBR Carrier Reference Guide.

Configuring the radius.ini File forWiMAX

The [Configuration] section of the radius.ini file contains parameters that control the
basic behavior of Steel-Belted Radius Carrier. For WiMAX, youmust edit the parameter

listed in Table 66 on page 568.
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Table 66: radius.ini [Configuration] SectionWiMAX-specific Parameter

FunctionParameter

When a user’s identity information is encrypted during
authentication, Steel-Belted Radius Carrier uses a
special class attribute to pass the user’s encrypted
identity to an accounting server. Because this typically
requires more than one class attribute to be included
in the accept response, and because some access
points do not support echoing more than one class
attribute, you canuse theSendOnlyOneClassAttribute
parameter to specify how you want Steel-Belted
Radius Carrier to forward encrypted user identity
information.

For WiMAX, set to 1 so Steel-Belted Radius Carrier
creates a class attribute containing a class attribute
flag, a server identifier, anda transaction identifier. The
user identification data that normally is stored in the
class attributes is stored in the current sessions table.

SendOnlyOneClassAttribute

SBRCarrierdoesnotacknowledgeaccounting requests
for WiMAXwhen the session does not exist in the
current sessions table (CST). To work around this
problem, set the AckOnCookieFailure parameter to
yes, andSBRCarrier sends an acknowledgement back
for every accounting request it receives.

AckOnCookieFailure

This parameter was introduced in Release 7.2.3 of SBR
Carrier. It provides improvements toWiMAX
performanceandscalability.The improvements include
different logic for assigning primary keys toWiMAX
tables and for generating the Class attribute in the
Access-Accept response.

• If set to 1, the
EnableWiMAXUniqueSessionIdFromNAIparameter
is enabled.

• If set to 0, the
EnableWiMAXUniqueSessionIdFromNAIparameter
is disabled.

NOTE: When the
EnableWiMAXUniqueSessionIdFromNAI parameter is
enabled, new session records in the database and the
Class attribute in Access-Accept messages are
incompatiblewith theWiMAX logic inprevious releases
of SBR Carrier. For compatibility with SBR Carrier 7.2.1
andearlier, setEnableWiMAXUniqueSessionIdFromNAI
= 0.

By default this parameter is enabled.

For details onmigrating from existing SBRCWiMAX
installations and new installations usingWiMAX, see
the section onMigration and New Installations of SBR
Carrier withWiMAX in theMigrating from Previous SBR
Releases section of the SBR Carrier Installation Guide.

EnableWiMAXUniqueSessionIdFromNAI
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Configuring Support for Authorize-Only Requests

Authorize-Only requests are supported forWiMAX sessions. You can use Authorize-Only

requests to support control of prepaid services. For example, where subscriber usage is

metered by timeor traffic volume.When subscribers exhaust their prepaid service quota,

they can be redirected in mid-session to a prepaid web portal where they can purchase

more time or data for their account.

To accept Authorize-Only requests, all of the following conditions must be true:

• The AuthorizeOnly parameter in the [Configuration] section of radius.inimust=1.

• TheAcceptsAuthorizeOnlyparameter in the [Bootstrap]sectionof theauthentication
plug-in you are using (either SQL, LDAP or other) must=1.

• The Access-Request must contain the Service-Type attribute with a

value=Authorize-Only.

• The Message-Authenticator must be present and valid in the request.

• Asessionmustalreadyexists inSBRCarrier for the requestedAAAsession ID (WiMAX).

NOTE: Caremust be taken to ensure the .aut file used for authentications is
separate from the .aut file used for Authorize-Only requests, even though
the two files may be using the same database table. Also the AuthorizeOnly
.aut file should not be able to handle or pass any authentications.

For complete details on the radius.ini file and its parameter settings, see the SBR Carrier
Reference Guide.

Enabling theWiMAXModule and ConfiguringWhat Request Types Are Supported

This section describes the basic parameters for enabling theWiMAXmodule and for

enabling processing of Access-Requests from the ASN-GW, DHCP server and home

agent. For complete details, see the section onWiMAXMobility Module Configuration File

in the SBR Carrier Reference Guide.

Thewimax.ini configuration file contains parameters that control basic behavior of the
WiMAXmobility module of Steel-Belted Radius Carrier. Depending on your WiMAX

deployment and the client types, you can enable which Accept-Requests you want

Steel-Belted Radius Carrier to process. Table 67 on page 570 describes the basic

parameters for enablingWiMAX and configuring the requests you want the server to

process.
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Table 67: wimax.ini Parameters

FunctionParameter[Section]

Specifies whether theWiMAXmobility module is
enabled.

Set to 1 to enableWiMAX. This setting is required to
useWiMAX.

Default value is 0.

Enable[Settings]

Specifies whether to add theWiMAX-MSK to the
Access-Accept.

• If set to 1, WiMAX-MSK is added to the
Access-Accept.

• If set to 0, WiMAX-MSK is not added to the
Access-Accept.

The default value is 0.

Add-Keys-To-Access-Accept[Settings]

Specifies whether ASN-GW request processing is
enabled.

• If set to 0, ASN-GW request processing is disabled.
If an Access-Request is received fromanASN-GW,
the request is rejected.

• If set to 1, ASN-GW request processing is enabled.
If an Access-Request is received fromanASN-GW,
the request is processed.

Default value is 0.

Accept-ASNGW-Requests[ASNGW-
Requests]

Specifies whether home agent Access-Request
processing is enabled.

• If set to 0, home agent request processing is
disabled. If an Access-Request is received from a
home agent, the request is rejected.

• If set to 1, home agent request processing is
enabled. If an Access-Request is received from a
home agent, the request is processed.

Default value is 0.

Accept-Home-Agent-
Requests

[Home-Agent-
Requests]

Specifies whether DHCP server request processing is
enabled.

• If set to 0, any DHCP server request is rejected.

• If set to 1, DHCP server request processing is
enabled.

Default value is 0.

Accept-DHCP-Server-
Requests

[DHCP-Server-
Requests]
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Configuring the Home Agent and DHCP Server Assignment

There are several ways SBR Carrier can assign the home agent and DHCP server. This

section provides a configuration overview for eachmethod.

NOTE: Only IPv4 addresses are supported.

Define the List of Home Agents and DHCP Servers

You need to define a list of NAS-Identifiers for each home agent and DHCP server that

sends Access-Requests to Steel-Belted Radius Carrier. These are defined in the [HAs]

section and [DHCPServers] section of thewimax.ini file. If these lists are not defined,
Access-Requests from any home agents and DHCP servers are processed.

Configuring Return List Attributes to Assign the Home Agent and DHCP Server

SBR Carrier can assign the home agent and DHCP server addresses by returning the

WiMAX-HA-IP-MIP4 andWiMAX-DHCPv4-Server attributes in the Access-Accept

message. This is configuredbydefining theseattributes in the return list of auser or profile

entry.

The address assignment process and configuration differs depending on whether the

server is acting as the HAAA or VAAA. Steel-Belted Radius Carrier can be configured to

perform either role.

NOTE: For DHCP server keys to be generated, the DHCP server IP address
needs to be returned as part of the ASNGWAccess-Accept either through a
profile or filter. We recommend using a filter so that based on the user@NAI,
the appropriate DHCP server IP address is returned.

AssignmentWhen Acting as the HAAA Server

When you want Steel-Belted Radius Carrier (acting as the HAAA) to assign the home

agent and DHCP server IP addresses, you need to configure it to return the

WiMAX-hHA-IP-MIP4 andWiMAX-hDHCPv4-Server attributes in the Access-Accept

message. This is configured usingWebGUI and defining these attributes in the return list

of either a user of profile entry. When Steel-Belted Radius Carrier HAAA server receives

an Access-Request, it returns these attributes (containing the IP addresses) in the

Access-Accept message. For more information about adding these attributes to the

return list, see “Adding a Profile” on page 139.

AssignmentWhen Acting as the VAAA Server

Optionally, when Steel-Belted Radius Carrier is acting as the VAAA server, it can assign

the IP addresses of the homeagent andDHCP server. This requires configuration onboth

theVAAAandHAAASteel-BeltedRadiusCarrier servers. TheSteel-BeltedRadiusCarrier

acting as the VAAAmust be configured to add theWiMAX-hHA-IP-MIP4 and
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WiMAX-hDHCPv4-Server attributes to the Access-Request before it proxies the request

to the Steel-Belted Radius Carrier HAAA. The Steel-Belted Radius Carrier acting as the

HAAAmust be configured to allow the VAAA to assign the home agent andDHCP server.

Configuring the VAAA

To configure the Steel-Belted Radius Carrier VAAA to add theWiMAX-hHA-IP-MIP4 and

WiMAX-hDHCPv4-Server attributes to Access-Request messages, you need to specify

an attribute filter to be applied to authentication requests before the VAAA proxies the

requests to the Steel-Belted Radius Carrier HAAA. Defining this filter is a multi-step

process:

1. Define a filter using the Filters List page inWeb GUI:

a. Filter name=wimaxVisitedFilter

a. Set the filter Default Rule=Allow

b. AddWiMAX-hHA-IP-MIP4 attribute

2. In the proxy.ini file, define a proxy realm < the realm name should be the name of the

*.pro file> in the [Realms] section.

3. In *.pro file, assign the FilterOut = wimaxVisitedFilter in the [Auth] section.

4. Define the proxy target (HAAA server) using the Proxy Targets List page inWeb GUI:

5. In *.pro file, set the proxy target name to 1 in the [AuthTargets] section.

6. In *.pro file, set the proxy target name to 1 in the [AcctTargets] section

Configuring the HAAA

Youmust the configure Steel-Belted Radius Carrier (HAAA) to allow the VAAA to assign

the home agent and DHCP server addresses. To do this you set

Allow-VAAA-To-Assign-Home-Agent-And-DHCP-Server=1 in the [ASNGW-Requests]

section of thewimax.ini file. If this parameter is set to 1 and the VAAA server attaches
theWiMAX-hHA-IP-MIP4 attributes to the Access-Request, then the HAAA server will

echo theWiMAX-hHA-IP-MIP4 asWiMAX-vHA-IP-MIP4 attribute to the Access-Accept,

along with the following additional attributes: vHA-IP-MIP4, MN-vHA-MIP4-KEY, and

MN-vHA-MIP4-SPI.

Configuring StaticallyWeighted Round-Robin Groups to Assign the Home Agent and DHCP
Server

The round-robin feature enables you to configure a home agent round-robin group and

assign fixed weights to each home agent or DHCP server in the group. SBR Carrier then

assigns the home agent or DHCP server to a session based on a weighted round-robin

method. This feature load-balances the assignment of home agents in a round-robin

fashion by selecting the home agent from a pool of IP addresses.
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NOTE: Separate round-robin groups are required to load balance the
assignment of both the home agent and DHCP server IP addresses.

Youcanonlyuse round-robingroups toassign thehomeagentorDHCPserver
when Steel-Belted Radius Carrier is acting as the HAAA.

To enable this capability, you need to configure attribute value pools. Attribute value

pooling allows for dynamic allocation of attribute values sets, so that attributes needed

to configure changeable and complex situations do not have to be assigned in static

profiles. Attribute value pools enable Steel-Belted Radius Carrier to assign and return

attribute setsdynamicallywhenanAccess-Request is processed. Attribute valuepooling

is configured by using the VSA called Funk-Round-Robin-Group. This attribute is placed

in the return list of a user or profile entry to dynamically assign an attribute set from an

attribute value pool at log in time.

The value of this attribute must be set to the name of the .rr file which defines the
attribute value pool. This value is set for a user or profile by using theWeb GUI or LDAP

Configuration Interface (LCI), or by any other return list mechanism (such as database

retrieval).

Eachhomeagent (andDHCPserver) is identifiedby its IPaddress. The round-robingroup

functionality used to assign the home agent is based on weights specified in the

round-robin (*.rr) file. A round-robin group is a group of RADIUS attributes listed under a
section in the .rr file. Each section is associated with a weight. Selection of a particular
section is based on the section’s relative weight as shown in this example .rr file:

[Sets]
Set1=5
Set2=1
Set3=0
Set4=

[Set1]
;<Attribute_Name>=<Attribute_Value>
WiMAX-hHA-IP-MIP4=71.14.1.4

[Set2]
WiMAX-hHA-IP-MIP4=71.14.1.5

[Set3]
WiMAX-hHA-IP-MIP4=71.14.1.6
[Set4]
WiMAX-hHA-IP-MIP4=71.14.1.7

For more information, see “Attribute Value Pooling” on page 80 in this guide, and the

sample.rr file, in the SBR Carrier Reference Guide.
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NOTE: You cannot use round-robin group load balancing to assign IP
addresses to the home agent or DHCP server when SBR Carrier is acting as
the VAAA.

On receiving the SIGHUP (1) signal, SBRCarrier reads the configuration files and updates

the round-robin groups. To use the smart dynamic home agent assignment feature, you

create a file that defines the round-robin groups andanother file that defines theweights

for the round-robin group. The smart dynamic home agent assignment feature works by

creating a configuration file for the round-robin group and creating round-robin groups

as specified in those files. You can assess the load status of the home agents in your

network and populate the associated configuration files in a way that balances the load

across home agents. By sending a SIGHUP (1) signal to SBRCarrier, you can dynamically

update the configuration. On receiving the SIGHUP (1) signal, SBR Carrier reads the

configuration files and updates the round-robin groups.

By using dynamically updated round-robin groups, SBR Carrier can load balance the IP

address assignment of multiple home agents and DHCP servers are in the network.

NOTE: You can only use these round-robin methods when SBR Carrier is
acting as the HAAA.

Configuring the Smart Dynamic Home Agent Assignment Feature

Thesmartdynamichomeagentassignment featureworksby readingvariousconfiguration

files and creating round-robin groups as specified in those files. You can assess the load

status of the home agents in your network and populate the associated configuration

files in a way that balances the load across home agents. When SBR Carrier receives a

SIGHUP (1) signal, it reads these configuration files and updates the round-robin groups.

Smart Dynamic Home Agent Assignment Configuration Overview

SBRCarrier uses two files toconfigure thesmartdynamichomeagentassignment feature.

The first file (dynamic_ha.ini) defines the home agent IP addresses for the round-robin
groups. A second file defines, and dynamically updates the weights for the round-robin

groups.

dynamic_ha.ini File

The dynamic_ha.ini file defines the home agent IP addresses for the round-robin groups.

For example:

[Osaka]
71.14.1.6
71.14.1.22

[Tokyo]
71.14.1.7
71.14.1.22
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Each section in the dynamic_ha.ini file contains a list of IP addresses that form a

round-robin group. The file can contain any number of sections and therefore can define

anynumberof round-robingroups.This file isnotdynamically updated.Asingle IPaddress

may be contained in more than one section.

The Funk-hHA-IP-MIP4-Group and Funk-vHA-IP-MIP4-Group attributes indicate which

group (visited or home) assigns the home agent. These attributes contain the name of

the section in dynamic_ha.ini file that is used. The SBR Carrier WiMAX subsystem

determines whether to use the visited or the home attribute. This attribute is available

to filters and profiles. These attributes are stripped and do not go out over the network.

Customer-Written Dynamically Updated File

A customer-written file with a format similar to the .rr file is dynamically updated and
containspairsof IPaddressesandweights. The file is readbySBRCarrier upon the receipt

of a signal (either SIGHUP (1) or SIGUSR2 (17), as defined in update.ini file).

TheHA-Dynamic-Addr-Weight-Fileparameter in the [Settings] sectionof thewimax.ini
defines the name and path to this file as follows:

[Settings]
…
HA-Dynamic-Addr-Weight-File = <path/filename>
…

Use of the smart dynamic home agent assignment feature requires you to write this file

and the application that:

• Monitors home agents

• Based on load and availability, determines the list of IP addresses and their associated

weights

• Writes to the file

• Immediately signals SBR Carrier servers when a home agent does down

This file uses the following format:

[IPv4]
<HA IP address> = <Weight>

For example:

[IPv4]
71.14.1.4 = 5
71.14.1.5 = 1
71.14.1.6 = 0
71.14.1.7
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This example contains four round-robin sets, where each set contains an IP address. The

attribute that carries that IP address is not defined in this file, but is either

WiMAX-hHA-IP-MIP4orWiMAX-vHA-IP-MIP4, asdeterminedbytheSBRCarrierWiMAX

subsystem. Because theWiMAX subsystem determines which attribute to use (home

or visited), this mechanism is used only for WiMAX home agent assignment and is not a

general alternative to .rr files.

A ‘0’ as the weight indicates that the home agent is offline and not to use it. The default

weight is ‘0’, so an IP address with an empty weight field is not used.

[HAs] Section of the wimax.ini File

The [HAs] section of thewimax.ini file contains a list of IP addresses for allowed home
agents (home or visited).

Access-Requests from home agents not listed in the [HAs] section ofwimax.ini file are
rejected. Values under the [HAs] section can be either:

• All NAS-Identifiers

• All IPv4 addresses

When using the smart dynamic home agent assignment feature, the values under the

[HAs] sectionmust be IPv4 addresses.

If the [HAs] section contains one or more IPv4 addresses, and if an IP address in the

dynamic file is not in the [HAs] section, then theweight of that IP address in the dynamic

file will be forced to zero. In other words, if the [HAs] section contains one or more IPv4

addresses then any IP address not under the [HAs] section will not be assigned.

If the [HAs] section contains no entries then the weights are read from the file without

modification.

Operation of the Smart Dynamic Home Agent Assignment Feature

This section describes the processing that occurs in Steel-Belted Radius Carrier for the

Smart Dynamic Home Agent Assignment feature.

Processing on Startup

On startup, SBR Carrier:

1. Reads the dynamic_ha.ini file.

2. Reads thedynamically updated file as specified in theHA-Dynamic-Addr-Weight-File
parameter in the [Settings] section of thewimax.ini file.

3. Reads the [HAs] section of thewimax.ini file.

4. If an IP address specified in theHA-Dynamic-Addr-Weight-File is not listed in the
dynamic_ha.ini file, or is not in the [HAs] sectionof thewimax.ini file, then it is ignored.

5. One round-robin processing object is created for each group that contains one ormore

addresses. If a group contains IP addresses, a warning is logged.
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Processing on a Signal

Upon receiving a signal from the customer-written application, SBR Carrier:

1. Reads thedynamically updated file as specified in theHA-Dynamic-Addr-Weight-File
parameter in the [Settings] section of thewimax.ini file.

2. Reads the [HAs] section of thewimax.ini file.

3. If an IP address specified in theHA-Dynamic-Addr-Weight-File is not listed in the
dynamic_ha.ini file, or is not in the [HAs] sectionof thewimax.ini file, then it is ignored.

4. One round-robin processing object is created for each group that contains one ormore

addresses. If a group contains IP addresses, a warning is logged. The round-robin

processing objects are reference-counted so that any object in use at the time of the

signal is not destroyed until after it is no longer in use.

Access-Request Processing

This section describes the Access-Request processing when SBR Carrier is acting as

either the VAAA or HAAA server.

Access-Request ProcessingWhen Acting as the VAAA

If SBR Carrier determines that it must proxy the Access-Request, then it is acting as a

VAAA.

When acting as the VAAA and processing the initial Access-Request:

1. The dynamic_ha.ini section name (group name) is read from the

Funk-vHA-IP-MIP4-Group attribute. The Funk-vHA-IP-MIP4-Group needs to be

attached using the SBR Carrier filter capability.

2. The value of theWiMAX-hHA-IP-MIP4 attribute is obtained from the named

round-robin processing object.

3. WiMAX-hHA-IP-MIP4 is attached to the Access-Request.

4. The Funk-vHA-IP-MIP4-Group attribute is stripped from the Access-Request.

When processing the final Access-Accept:

1. If aWiMAX-vHA-IP-MIP4 andWiMAX-MN-vHA-MIP4-Key are attached to the

Access-Accept message returned from the downstream HAAA server, and if the

WiMAX-vHA-IP-MIP4 value is the same as the value assigned by the VAAA server,

then:

a. The VAAA server allowsWiMAX-vHA-IP-MIP4 andWiMAX-MN-vHA-MIP4-Key to

be passed back to the ASN-GW in the Access-Accept.

b. The VAAA server attachesWiMAX-vHA-RK and related attributes to the

Access-Accept.

2. ElseWiMAX-vHA-IP-MIP4 andWiMAX-MN-vHA-MIP4-Key are stripped from the

Access-Accept.
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Access-Request ProcessingWhen Acting as the HAAA

If the SBR Carrier determines that it does not need to proxy the Access-Request then it

is acting as a HAAA.

When processing the final Access-Accept:

1. IfWiMAX-hHA-IP-MIP4 was attached to the Access-Request and if configured to

allow the VAAA to assign the home agent then attach theWiMAX-vHA-IP-MIP4 and

WiMAX-MN-vHA-MIP4-Key attribute to the Access-Accept.

2. The dynamic_ha.ini section name (group name) is read from the

Funk-hHA-IP-MIP4-Group attribute (which is attached to the Access-Accept).

3. The value of theWiMAX-hHA-IP-MIP4 attribute is obtained from the named

round-robin processing object.

4. WiMAX-hHA-IP-MIP4 is attached to the Access-Accept.

5. The Funk-hHA-IP-MIP4-Group attribute is stripped from the Access-Accept.

ConfiguringWiMAX Clients

Youmust identify the devices in your network that are consideredWiMAX clients to the

Steel-Belted Radius Carrier and define them as clients usingWeb GUI. The following

devices are considered clients:

• ASN-GW

• Home agent

• DHCP server

The only unique parameter used when configuringWiMAX clients is setting the Make or

model option=WiMAX. For completedetails onconfiguring clients inSteel-BeltedRadius

Carrier, see “Administering RADIUS Clients and Client Groups” on page 99.

ConfiguringWiMAXUsers and Profiles

To support WiMAX you need to configure a return list for either a user entry or profile

entry that includes the attributes in Table 68 on page 578:

Table 68: Mandatory Return List Attributes forWiMAX

DescriptionAttribute

Specifies the IP address for the home agent, and is also used as
input to the formula for generating the keys associated with the
session.

WiMAX-hHA-IP-MIP4

The session-timeout attribute is used as the lifetime for the keys.Session-Timeout
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Table 68: Mandatory Return List Attributes forWiMAX (continued)

DescriptionAttribute

Specifies theWiMAX capabilities the server supports for the
session. Youmust also specify the associated subattributes for
each capability you want to support, see “Configuring the
WiMAX-Capabilities Negotiation” on page 579.

WiMAX-Capabilities

You can optionally specify the attribute described in Table 69 on page 579 in the return

list.

Table 69: Optional Return List Attribute forWiMAX

DescriptionAttribute

Optionally, you can add theWiMAX-hDCHP-Server attribute to
specify the IP address for DHCP server in the return list.

If theWiMAX-hDCHP-Server attribute is attached to the
Access-Accept, then Steel-Belted Radius Carrier generates and
attaches the following additional attributes to the Access-Accept:

• Wi-MAX-hDHCP-RK

• Wi-MAX-RK-Key-ID

• Wi-MAX-RK-Lifetime

WiMAX-hDCHP-Server

For complete details on configuring user and profile entrieswith return list attributes, see

“Configuring theWiMAXMobility Module” on page 567 and

“Administering Profiles” on page 137.

Configuring theWiMAX-Capabilities Negotiation

To configureWiMAX capabilities negotiation, you need to add theWiMAX-Capabilities

attribute and subattributes to the return list of a user entry or profile entry. You candefine

the following subattributes (capabilities):

• WiMAX-Release attribute

• Accounting-Capabilities attribute

• Hotlining-Capabilities attribute

• Idle-Mode-Notification-Capabilities attribute

To enable support for a particular capability, add the subattribute to the return list, and

enable the Echo option for the subattribute. When Steel-Belted Radius Carrier receives

the subattribute (capability) in the Access-Request, it returns the subattribute in the

Access-Accept indicating the capability is supported for the session. If you do not want

Steel-Belted Radius Carrier to support a particular capability, do not enable the Echo

option for it. If Steel-Belted Radius Carrier receives an Access-Request with the

subattribute, it does not return the subattribute in the Access-Accept, indicating the

capability is not be supported for the session. If a subattribute (capability) was never

sent in the Access-Request, then it cannot be returned in the Access-Accept. Absence
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of a subattribute in the Access-Request indicates the device (ASN-GW or home agent)

does not support the capability.

If you enable Echo on theWiMAX-Capability parent attribute, you cannot add

subattributes. The Add Child button is disabled. In this case, Steel-Belted Radius Carrier

echoes back whatever WiMAX capabilities it receives in the Access-Request message.

For more details on each of theWiMAX capabilities, see “WiMAX-Capability Attribute”

on page 552.

For complete details on adding subattributes to the return list, see “AddingSubattributes

to a Structured Attribute” on page 122.

Example Configuration for New Session Hotlining

This section provides an example configuration for new session hotlining. Because this

example uses the EAP-TTLS authentication method, you need to create both a request

and response filter. Both filters are created using theWeb GUI. In this example the

subattribute values are retrieved from an LDAP database (ldapauth.aut file).

Configuring the Filters

To configure request and response filters using theWeb GUI:
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1. Select RADIUS Configuration > Filters.

The Filters List page (Figure 232 on page 581) appears.

Figure 232: Filters List Page—Session Hotlining Filter Configuration

2. Click Add.

The Create Filter pane (Figure 233 on page 582) appears.
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Figure 233: Adding New Session Hotlining Filter

3. In theName field, enter the filter name asWiMAXHotlineFilter.

4. Select the Exclude option button.

5. Click Add in the Rules area.

The Add Rule dialog box (Figure 234 on page 583) appears.
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Figure 234: Adding Attributes and Values to Session Hotlining Filter

6. Select the Add option button.

7. Add the following attribute names and values to the filter:

• WiMAX-Capability.Values.Hotlining-Capabilities.Profile-basedattributewith the
value set to 01.

• WiMAX-Capability.Values.Hotlining-Capabilities.Rule-based-ByNAS-Filter
attribute with the value set to 01.

8. ClickOK.

TheRulesarea in theCreateFilterpane(Figure235onpage584)displays theupdated
lists of selected rules.
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Figure 235: Hotlining Capabilities Filter

9. Click Save to save the filter configuration.

The Filters List page (Figure 232 on page 581) displays an updated list of filter entries.

10. ClickAdd in the Filters Listpage (Figure 232 on page 581) to add aTTLS-Accept filter.

The Create Filter pane (Figure 236 on page 585) appears.
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Figure 236: Adding TTLS-Accept Filter

11. In theName field, enter the filter name as ttls_accept.

12. Select the Allow option button.

13. Click Add in the Rules area.

The Add Rule dialog box (Figure 237 on page 586) appears.
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Figure 237: Add Rule for TTLS-Accept Filter

14. Select the Exclude option button.

15. Add the following attribute names to the filter:

a. Class

b. EAP-Message

c. MS-MPPE-Recv-Key

d. MS-MPPE-Send-Key

e. MS-CHAPV2-Success

16. ClickOK.

TheRulesarea in theCreateFilterpane (Figure238onpage587)displays theupdated
lists of selected rules.
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Figure 238: TTLS-Accept Filter

17. Click Save to save the filter configuration.

The Filters List page (Figure 232 on page 581) displays an updated list of filter entries.

18. Select RADIUS Configuration > Authentication Policies > EAPMethods.

The EAPMethods List page (Figure 239 on page 588) appears.
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Figure 239: EAPMethods List Page—Session Hotlining Filter Configuration

19. Select EAP-TTLS.

20.Click the Request Filters tab (Figure 240 on page 589).
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Figure 240: Request Filters Tab—Session Hotlining Filter Configuration

21. Select the Transfer Outer Attribs to New check box and selectWiMAXHotlineFilter
from the Transfer Outer Attribs to New list.

22. Click the Response Filters tab (Figure 241 on page 590).
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Figure 241: Response Filters Tab—Session Hotlining Filter Configuration

23. Select the Transfer Inner Attribs To Accept check box and select ttls_accept from
the Transfer Inner Attribs To Accept list.

24.Click Save to save the configuration.

25. In thewimax.ini file, set the ASNGW-Accept-Filter parameter in the
[ASN-GW-Requests] section to ttls_accept.

Configuring the LDAP Authentication File

For this example, the ldap.aut file shipped with Steel-Belted Radius Carrier is modified
to retrieve the values of the subattributes.

[Bootstrap]
LibraryName=ldapauth.so
Enable=1
InitializationString=WIMAX_HOTLINE

[Settings]
MaxConcurrent=1
Timeout=20
ConnectTimeout=25
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QueryTimeout=10
WaitReconnect=2
MaxWaitReconnect=360
; BindName=uid=<User-Name>, ou=sales, o=bigco.com
; BindName = cn=Manager,o=sbrsim, c=US
LogLevel = 2
UpperCaseName = 0
PasswordCase=original
PasswordFormat = 0
; Search = DoLdapSearch
SSL = 0
MaxScriptSteps = 1000
ScriptTraceLevel =2
;FilterSpecialCharacterHandling = 0

[NDS]
;Enable = 0
;AllowExpiredAccountsForUsers = 0
;ProfileForExpiredUsers = profile1
;AllowGraceLoginsForUsers = 1
;ProfileForGraceLoginUsers = profile2

[Server]
s1=

[Server/s1]
Host=172.28.84.27
Port = 21002
BindName=cn=Directory Manager
BindPassword=sbrcarrier

[Failure]
;Accept=0
;Profile=xyz
;FullName=Remote User

[Request]
%UserName = UserName
Juniper-WiMAX-Client-Type =clientType
WiMAX-Capability.Values.Hotlining-Capabilities.Rule-based-By-NAS-Filter=
hotlineCaps_nas

WiMAX-Capability.Values.Hotlining-Capabilities.Profile-based= hotlineCaps_profile

[Response]
%Password = telephonenumber
%Profile = profile
@WiMAX-Hotline-Indicator= hotlineIndicator
@WiMAX-Hotline-Profile-ID= hotlineProfile
@WiMAX-Hotline-Session-Timer= hotlineTimer

[Search/SubscriberRecord]
;Base = o=sbrsim, c=US
Base =dc=carrier,dc=spgma,dc=juniper,dc=net
Scope = 2
Filter = uid=<LDAPRecordKey>
Attributes = SubscriberAttr
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Timeout = 20
%DN = dn

[Attributes/SubscriberAttr]
profile
telephonenumber
wimax-hotline-profile-id
wimax-hotline-session-timer
wimax-hotline-indicator

Configuring the EAPMethods forWiMAX

The following EAP authentication protocols can be used for WiMAX sessions:

• EAP-TLS (Transport Layer Security) protocol

• EAP-TTLS (Tunneled Transport Layer Security) protocol

• EAP-AKA (Authentication and Key Agreement) protocol

NOTE: The EAP-AKA protocol requires a license for the optional SIM
authenticationmodule.

ForWiMAX the only specific parameter that needs to be configured for these EAP

authentication protocols is ensuring that the Return MPPE Keys check box is disabled.

Other thandisabling thisoption, youdonotneed toconfigureanyother specialparameters

touse theseauthenticationmethods forWiMAXsessions.Followtheproceduresdescribed

in “Setting Up EAPMethods” on page 241 for the EAP-TLS and EAP-TTLS protocols. For

the EAP-AKA protocol, follow the procedures described in

“Configuring theWiMAXMobility Module” on page 567 in this guide and the section on

Optional Authentication Module Configuration Files” in the SBR Carrier Reference Guide.

EAP-TTLS Secondary Authentication Support

ForWiMAX applications using EAP-TTLS, you can perform a secondary authentication

that verifies the MAC address field in the client certificate against the Calling-Station-Id

in the outer Access-Request. If they do not match, the request is rejected. This checking

is enabledbysetting theCheck-CN-In-TTLS-Client-Certificateparameter in thewimax.ini
file. For more information, see theWiMAXMobility Module Configuration File section in

the SBR Carrier Reference Guide.
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PART 8

Optional Session State Register (High
Availability) Module for a Clustered
Environment

This part contains chapters that describe the optional Session State Register (SSR)

module. The SSRmodule provides high-availability support. It enables you to configure

Steel-Belted Radius Carrier servers to work as a cluster so that you can use a single

external database to control sessions. For the SBR Carrier architecture, see

Figure 1 on page 4.

The following chapters are included in this section:

• Session State Register Overview on page 595

• Session State Register Administration on page 613
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CHAPTER 37

Session State Register Overview

This chapter presents general information about the Steel-Belted Radius Carrier

high-availability option. It contains information about the servers for the SSRmodule.

These topics are in this chapter:

• SSR Cluster Overview on page 595

• Data Replication Between Two Different or Remote SSR Clusters on page 596

• SSR Cluster Concepts and Terminology on page 600

• Supported SBR Carrier SSR Cluster Configurations on page 606

• Session State Register Database Tables on page 609

SSR Cluster Overview

AstandaloneSBRCarrier server runs theentireAAAprocessusinga local sessiondatabase

process on a single machine.

The SSRmodule helps you implement a highly reliable and highly available session

database. The SSRmodule enables the AAA functions that are running on two or more

RADIUS servers in a clustered environment to use a common session database, making

the RADIUS servers stateless.

TheRADIUSserver and sessiondatabase collaborate to createa single virtualAAAserver

that provides:

• High availability

• State preserved during failover between front-end SBR Carrier nodes

• Application session awareness

• Centralized IP address management

• Centralized concurrency management (if the optional Concurrency andWholesale

Module is installed on all SBR Carrier servers)

To work efficiently and to provide redundancy, a production SSR cluster must be built

on a fast, isolated, and redundant network infrastructure. It must includemultiple hosts

and nodes so a single node failure cannot prevent the cluster from operating.
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Because the SSR database contains detailed attributes for each session it serves, it is a

logical source for applications that query the AAA environment for correlative and

verification purposes. The default SSR database schema addresses standard

requirements for most wireless and wireline service providers. It can also be customized

to address unique requirements or to support other applications. For example, a video

portal or streaming server would know the IP address of a session but needs to discover

the user identity attached to the session for billing or personalization. The video gateway

canquery theSSRdatabase in real time tocorrelate informationaboutanyactive session.

RADIUS Class Attributes are part of the RADIUS standard, but not all network access

servers (NAS) fully support them. Inorder for theSSRto reliably track sessions throughout

each session’s lifetime, the network NASsmust support the Radius Class Attribute.

NOTE: During amultinode failure of the cluster, the stability of SBR Carrier
may be affected. You can use the auto-restart module (radiusd script) to
mitigate such events.

Data Replication Between Two Different or Remote SSR Clusters

The SBR Carrier software supports the Geo-redundancy feature that allows data to be

replicated among nodes of two remote SSR clusters located in different geographical

locations. The Geo-redundancy feature provides a consolidated session store, enabling

all sessions fromageographically diverse system to be accessed froma single database.

Figure 242 on page 597 represents the Geo-redundancy environment. The SBR Carrier

uses the Geo-redundancy plug-in to optimize data replication. The Geo-redundancy

plug-in is responsible for sending and receiving replication packets between clusters.
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Figure 242: Geo-redundancy–Data Replication Between Two Remote
SSR Clusters

NOTE: TheGeo-redundancy feature is supported between twoSSR clusters
only if both SSR clusters have the same CST schema.

Configuring the Client Component and Server Component

The client component refers to a local cluster, which replicates session information to a

remote cluster that is located geographically apart from the local cluster. For example,

if the session information of Cluster RED is to be replicated to Cluster BLUE as shown in

Figure 242 on page 597, then Cluster RED is considered as theGeo-redundancy client for

Cluster BLUE. The client component is enabled by default in RADIUS front ends of the

clusters. You can configure the client component by defining the parameters in the

[ClientSettings] section of the georedSess.ses file. For complete details about the
parameters of the [ClientSettings] section, see the [ClientSettings] Section in the SBR
Carrier Reference Guide.

The server component refers to a remote cluster to which the session information is

replicated from the local cluster. For example, if the session information of Cluster RED

is to be replicated toCluster BLUEas shown in Figure 242onpage597, thenCluster BLUE

is considered as the Geo-redundancy server for Cluster RED. The server component is

enabled by default in RADIUS front ends of the clusters. You can configure the server

component by defining the parameters in the [ServerSettings] section of the
georedSess.ses file. For complete details about the parameters of the [ServerSettings]
section, see the [ServerSettings] Section in the SBR Carrier Reference Guide.
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ToenableaGeo-redundancy server tomatch incomingaccounting requests to replicated

session records using the Class attribute (transaction ID), youmust configure the spi.ini
file on each SBR Carrier server with the IP addresses of all the SBR Carrier servers that

might receive accounting requests. For more information about how to configure the

spi.ini file, see the spi.ini File section in the SBR Carrier Reference Guide.

NOTE: The Geo-redundancy feature is disabled if both the client and server
components are disabled.

List of CST Fields That Can Be Replicated Across SSR Clusters

The following CST fields can be replicated across SSR clusters:

• System core fields:

• Sbr_UniqueSessionId

• Sbr_CreationTime

• Sbr_ExpirationTime

• Sbr_Ipv4Address

• Sbr_Ipv6Address

• Sbr_IpPoolOrdinal

• Sbr_NasName

• Sbr_SessionState

• Sbr_UserConcurrencyId

• Sbr_3gpp2ReqType

• Sbr_WimaxClientType

• Sbr_3gpp2HomeAgentAddr

• Sbr_AcctAutoStop

• Sbr_ClassAttribute

• System optional fields:

• Sbr_UserName

• Sbr_AcctSessionId

• Sbr_TransactionId

• Sbr_NasPortType

• Sbr_NasPort

• Sbr_CallingStationId

• Sbr_CalledStationId

• Sbr_MobileCorrelationId

Copyright © 2018, Juniper Networks, Inc.598

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



• Sbr_Ipv6InterfaceId

• Sbr_Ipv6Prefix

• Sbr_NasIpv4Address

• Sbr_NasIpv6Address

• Sbr_NasClientName

• Sbr_NasDeviceModel

• Sbr_ProxyState

• Sbr_ProxyRealm

• Admin radattr fields:

• FunkOuterUserName

• AcctMultiSessionId

Possible Uses and Limitations of the Geo-redundancy Feature

This section lists the possible uses and limitations of the Geo-redundancy feature.

The Geo-redundancy feature could be used to perform the following tasks:

• Consolidating session information across different SSR clusters in a single entity

• Replicating selective information about a user session from a CST

• Applying policies on the basis of the roaming facility

• Regulating traffic on the basis of volume

• Limiting the number of sessions per user who roams betweenmultiple clusters

• Backing up intelligent data without using a separate physical backup cluster

• Replicating session information frommultiple standaloneSBRs to a single SSR cluster

• Replicating data between Linux-based SSR and Solaris-based SSR, or vice versa

• Supporting peer-to-peer cluster replication and hierarchicalmaster cluster replication

The Geo-redundancy feature has the following limitations:

• TheGeo-redundancy featuredoesnot supportmultiple-to-multiple cluster replication.

• IPv6 hosts cannot be specified as the Geo-redundancy server or client.

• The following information cannot be replicated:

• User concurrency table

• IP pool and address information

• SIM session information

• Custom SSR fields

• Worldwide Interoperability for Microwave Access (WiMAX)
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SSR Cluster Concepts and Terminology

ASessionStateRegister clusterhasbothaphysical and logical organization.Thephysical

elements are servers. The logical elements are nodes. The two terms should not be used

as synonyms; they are not interchangeable.

Session State Register Servers

The Session State Register has requirements for the entire cluster and all servers that

participate in the cluster, over and above the requirements for standalone SBR Carrier

servers. A SSR cluster should not have any single point of failure, so each server in a

cluster must have its ownmemory and disks. We do not recommend or support virtual

servers, network shares, network file systems, and SANs.

All servers in the cluster require at least two physical Ethernet ports that provide the

same throughput. Multi-pathing the NICs to a single IP address is required. Session State

Register Cluster can work over a 100Base-T network but we recommend 1000Base-T

(gigabit Ethernet).

All data servers must have equal processor power, memory space, and available

bandwidth because they are tightly coupled and share data. If the overall throughput of

the data servers varies frommachine to machine, performance degrades. SBR Carrier

servers andmanagement servers’ configuration may vary frommachine to machine, so

long as the basic standalone requirements are met.

Session State Register Nodes

There are three types of SSR nodes, each with a specific role within the cluster:

• A SBR Carrier node is a machine that hosts the RADIUS process. It runs the RADIUS

process, any optional modules, and all related processes that read andwrite data into

the SSR database. This type of node accesses andmanipulates the cluster’s shared

data that is hosted by the data nodes.

• Amanagement node is amachine that hosts the SSRmanagement process. It controls

itself and all data nodes in the cluster. It provides configuration data, starts and stops

nodes, can back up the database and perform other database operations. It also

manages a database process that supports the SSR storage engine. Cluster

configuration data is located in an identical config.ini file on each of the cluster’s
management nodes.

• A data node ismachine that hosts theSSR data process. It runs the ndbd data process.
The ndbd process cooperatively manages, replicates, and stores data in the SSR
storage engine with other data nodes. Each data node has its ownmemory and

permanent storage. Each onemaintains both a portion of theworking copy of the SSR

database and a portion of one or more replicas of the database.

• A SBRC/SSRmanagement node is a machine that hosts both a RADIUS process and

an SSRmanagement process.

Eachmachine in the frontendand theSSRcluster is assignedanode typewhich indicates

whatprocesses it hosts:S (SBRC),SM(SBRCandSSRmanagement),M(management),
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D (data). Thus, the following termsmaybe used to describemachines that aremembers

of either the front end or the SSR cluster: S node, SM node,M node, and D node.

All the data nodes in a cluster run a special process called the shared memory engine

thatmanages theworkingcopyof theSSRdatabase.Themanagementnodescoordinate

the service among the participating data nodes. The shared storage engine and the SSR

database replaces the on-board database used by standalone Steel-Belted Radius

Carrier servers. The sharedmemory engine ensures that the database is updated by a

synchronous replicationmechanismthat keepscluster nodes synchronized: a transaction

is not committed until all cluster nodes are updated.

NOTE: In some cases, the terms node andmachine have been used
interchangeably. The term node refers to software processes that can be
collocated on the samemachine.

SSRData Entities

Each data node participates in a node group of two data nodes. A Starter Kit cluster has

a single node groupwith twomembers; a Starter Kit with an Expansion Kit has two node

groups, eachwith twodatanodes.Eachnodegroupstoresdifferentpartitionsand replicas.

• A partition is a portion of all the data stored by the cluster. There are as many cluster

partitions as node groups in the cluster. Each node group keeps at least one copy of

any partitions assigned to it (that is, at least one replica) available to the cluster.

• A replica is a copy of a partition. Each data node in a node group stores a replica of a

partition.A replicabelongsentirely toasingledatanode; anodecan(andusuallydoes)

store several replicas becausemaintaining two replicas is the fixed setting for SSR.

Figure243onpage602shows thedatacomponentsofadataclusterwith fourdatanodes

arranged in two node groups of two nodes each. Nodes 1 and 2 belong to Node Group 1.

Nodes 3 and 4 belong to Node Group 2.

• Because there are four data nodes, there are four partitions.

• The number of replicas is two, to create a two copies of each primary partition.

So long as either both nodes in one node group, or one node in each node group is

operating, the cluster remains viable.
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Figure 243: SSRwith Four Data Nodes in Two Groups

The data stored by the cluster in Figure 243 on page 602 is divided into four partitions: 0,

1, 2, and 3. Multiple copies of each partition are stored within the same node group.

Partitions are stored on alternate node groups:

• Partition 0 is stored on Node Group 1. A primary replica is stored on Data Node 1 and a

backup replica is stored on Data Node 2.

• Partition 1 is stored on the other node group, Node Group 2. The primary replica is on

Data Node 3 and its backup replica is on Data Node 4.

• Partition 2 is stored on Node Group 1. The placement of its two replicas is reversed

from that of Partition 0; the primary replica is stored on Data Node 2 and the backup

on Data Node 1.

• Partition3 is storedonNodeGroup2, and theplacementof its two replicasare reversed

from those of partition 1: the primary replica is onDataNode 4 and the backup onData

Node 3.

TIP: Primary and replica are used in another context in the Steel-Belted
Radius Carrier environment and documentation, which can cause some
confusion. These termsmean something specific in the context of Session
State Register, but they are also used when talking about centralized
configurationmanagement, or CCM.

CCMisa feature thatcoordinatesSteel-BeltedRadiusCarrier server settings
betweenaprimaryRADIUSserver andoneormore replicaRADIUSservers.
It copies critical configuration files from the primary to the replicas, so it
keepsmultiple SBR Carrier servers operating the sameway.

CCM is a separate tool and process that is not tied or linked to SSR, but it
is oftenused inSSRenvironments to keep theSBRCarrier nodesoperating
identically.
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Cluster Configurations

For the highest level of redundancy, we recommend that each node in a cluster run on

its own server. In many locations and for many installations, that might not be practical,

so you can run a SBR Carrier and amanagement node together on the same server—in

fact, that is the default configuration for the SSR Starter Kit cluster. However, neither a

managementnodenoranSBRCarrier nodecan runon thesamemachineasadatanode.

Separation is required so that management arbitration services continue if one of the

data node servers fails.

Using these separation guidelines, the recommendedminimum size of a Session State

Register cluster is four physical computers: two servers that each run a SBR Carrier and

amanagementnode,and twoservers tohost thedatanodes.This configurationsupports

all licenses and nodes included in the Session State Register Cluster Starter Kit and is

shown in Figure 244 on page 603:

Figure 244: Basic Session State Register Starter Kit Cluster

Session State Register Scaling

You scale a Session State Register cluster when you add a separately-licensed SSR

Expansion Kit to a Starter Kit, a third management node, or additional SBR Carrier front

end systems.

Adding a Data Node Expansion Kit

An Expansion Kit adds two data nodes to increase the number of data nodes in a cluster

to four. The additional nodes form a second node group (as shown in

Figure243onpage602) thatprovidemoreworkingmemory for theSSRshareddatabase.

With the Expansion Kit in place, each node groupmanages a partition of the primary

database and replicas. The data in each partition is synchronously replicated between

the group’s data nodes, so if one data node fails, the remaining node can still access all

the data. This configuration also provides very quick failover times if a node fails.
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Figure 245:SSRClusterwith anExpansionKit Setup toCreateTwo-Node
Groups
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Adding a Third Management Node

AManagement Node Expansion Kit provides software and a license for a third

management node. If it is set up on a separate host instead of alongside a SBR Carrier

node on a shared server, this also increases the resiliency of the cluster by providing an

additional arbiter in case of a node failure.

AddingMore SBR Carrier Front End Servers

The service capacity of the SBR Carrier environment grows when you add additional

stateless SBR servers to the front end. Adding additional SBR Carrier servers increases

the resiliency of the cluster and the speed of processing a particular transaction because

wait time is reduced. Up to 20 Steel-Belted Radius Carrier nodes can be supported by a

data cluster.

The SBR Carrier servers do not require identical configurations; they can be configured

with different optional modules or communications interfaces. Each one requires a

separate SBR Carrier license, but they all share the Session State Register license.

We recommend installing a load balancer in front of the SBR Carrier servers to evenly

distribute the RADIUS load between front end SBR Carrier nodes. Regular server-based

load balancing works if the front ends only processes RADIUS transactions, Use a

RADIUS-aware load balancer if the front ends performmulti-round authentication.

Cluster Network Requirements

A redundant cluster requires a redundant network. At the computer level, we require dual

interface cards in each computer andmulti-pathing.

We recommend that the network be a dedicated subnet with dual switches. This fully

duplicates the network and each computer in the cluster has at least two routes to all

other computers, as shown in Figure 246 on page 605.
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Figure 246: Starter Kit SSR Cluster with Redundant Network
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The SSR database schema uses primary key lookups as often as possible during

transactionprocessing, so thedatabasecluster performancescalesalmost linearlybased

on the number of data nodes in the cluster.

Do not configure the subnet to be shared beyond the cluster computers because

communications between nodes are not encrypted or shielded in any way. The only

means of protecting transmissions within a cluster is to run your cluster on a protected

network; do not interpose firewalls between any of the nodes.

Running the cluster on a private or protected network also increases efficiency because

the cluster has exclusive use of all bandwidth between cluster hosts. This protects the

cluster nodes from interference caused by transmissions between other computers on

the network.

Gigabit Ethernet is the strongly recommended network type; 100Base-T is theminimum

supported speed. Network latency can severely degrade performance, so we also

recommend that all servers be close enough together that latency is always less—much

less—than 10ms.

Table 70: Latency Between Servers and Its Effect on Performance

Performance DegradationLatency Times

Baseline performance as designed.0ms latency (LAN)

Up to 40% performance loss10ms latency

Up to 60% performance loss20ms latency

Not supported.More than 20ms latency
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Supported SBR Carrier SSR Cluster Configurations

If all add-on products are added to the Starter Kit cluster, the maximum size of a data

cluster is four data nodes, threemanagement nodes, and up to 20 SBRCarrier nodes, as

shown in Table 71 on page 606.

CAUTION: Setting up an unsupported configuration can put data and
equipment at risk and is not supported by Juniper Networks.

Also, note the latency limitation in Table 70 on page 605.We do not support
cluster configurations with latency between nodes that exceeds 20ms, as
errors can occur if servers are set up to spread a cluster across widely
separated locations.

Table 71: Supported SBR Carrier SSR Cluster Configurations

Data Nodes (D)Management Nodes (M)SBR Carrier Nodes (S)Cluster Configuration

Two nodes, each on a discrete
server.

Two servers required.

Two nodes.Two nodes.Starter Kit

Youmay install the fourStarterKit nodeson four discrete servers
(a s/s/m/m configuration), or combine one node of each type
on two servers (a sm/sm configuration).

Four nodes, each on a discrete
server.

Four servers required

Youmay install the fourStarterKit nodeson four discrete servers
(a s/s/m/m configuration), or combine one node of each type
on two servers (a sm/sm configuration).

Starter Kit and one
Data Expansion Kit

Either two or four nodes, each
on a discrete server.

Either Starter Kit configuration (s/s/m/m or sm/sm)may be
enhanced with a third management node.

We recommend that the third management node be installed
on a discrete server.

Either of the previously
listedconfigurationsand
aManagement Node
Expansion Kit

Either two or four nodes, each
on a discrete server.

Any of the previously listed
configurations.

One node on a discrete server.

Up to 18 additional servers
supported, for a total of 20.

Any of the previously
listedconfigurationsand
additional SBR Carrier
Nodes (front ends)

BESTPRACTICE: Tominimize thechanceand impactofaservice interruption,
increase the number of data nodes. A Starter Kit can be vulnerable because
the loss of onedatanodeandonemanagement node takes the cluster down
to thecritical50percent level.AStarterKitwithadataExpansionKit (creating
two-node groups) is much less likely to lose two or more of the data nodes
simultaneously.
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Failover Overview

Tocontinue functioningwithout a service interruptionafter a component failure, a cluster

requires at least 50 percent of its data andmanagement nodes to be functional. If more

than 50 percent of the data nodes fail, expect a service interruption, but continued

operation of the available nodes.

BecauseSBRCarrier nodes functionas front ends to thedatacluster, theyarenot involved

in any failover operations performed by the data cluster. However, as an administrator,

you need to ensure that the front end environment is configured, usually through a load

balancer, so that it can survive the loss of SBR Carrier nodes.

A data cluster prepares for failover automatically when the cluster starts. During startup,

two events occur:

• One of the data nodes (usually the nodewith the lowest nodeid) becomes themaster

of the node group. Themaster node stores the authoritative copy of the database.

• One data or management node is elected arbitrator. The arbitrator is responsible for

conducting elections among the survivors to determine roles in case of node failures.

In a cluster, eachmanagement and data node is allocated a vote that is used during this

startup election and during failover operations. Onemanagement node is selected as

the initial arbitrator failover problems and of elections that result from them.

Within the cluster, data andmanagement nodes monitor each other to detect

communications loss and heartbeat failure. When either type of failure is detected, as

long as nodes with more than 50 percent of the votes are alive, there is instantaneous

failover and no service interruption. If exactly 50 percent of nodes and votes are lost, and

if a data node is one of the lost nodes, the cluster decides which half of the database is

to remain in operation. The half with the arbitrator (which usually includes the master

node) stays up and the other half shuts down to prevent each node or node group from

updating information independently.

When a failed data node (or nodes) returns to service, the working nodes resynchronize

the current data with the restored nodes so all data nodes are up to date. How quickly

this takes place depends on the current load on the cluster, the length of time the nodes

were offline, the number of sessions stored, the IO bandwidth on the D node, and other

factors.

Failover Examples

The following examples are based on the basic Starter Kit deployment setup with the

recommended redundant network as shown in Figure 247 on page608. The cluster is set

up in a single data center on a fully switched, redundant, layer 2 network. Each of the

nodes is connected to twoswitchesusing theSolaris IP-multipathing feature for interface

failover. The switches have a back-to-back connection.
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Figure 247: Starter Kit SSR Cluster with Redundant Network
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Possible Failure Scenarios

With these basic configurations, a high level of redundancy is supported. So long as one

data node is available to one SBR Carrier node, the cluster is viable and functional.

• If either SBR Carrier Server 1 or 2, which also run the cluster’s management nodes, (s1

andm1 or s2 andm2) goes down, the effect on the facility and cluster is:

• No AAA service impact.

• NAS devices (depending on the failover mechanism in the device) switch to their

secondary targets—the remaining SBR Carrier Server. Recovery of the NAS device

when the SBR Carrier Server returns to service depends on NAS device

implementation.

• If either data node A or B goes down, the effect is:

• NoAAAservice impact; bothSBRCarrier nodescontinueoperationusing thesurviving

data node.

• Themanagement nodes and surviving data node detect that one data node has

gone down, but no action is required because failover is automatic.

• When thedatanode returns to service, it synchronizes itsNDBdatawith thesurviving

node and resumes operation.

• If both management nodes (m1 andm2) go down, the effect is:

• No AAA service impact because the all s and d nodes are still available. The data

nodes continue to update themselves.

• If both data nodes go down, the effect on:

• Themanagement nodes isminimal. They detect that the data nodes are offline, but

can only monitor them.

• The SBR Carrier nodes varies:
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• Authentication of users and accounting for users that do not require shared

resources such as the IP address pool or concurrency continues uninterrupted.

• Users that require shared resources are rejected.

The carrier nodes continue to operate this way until the data cluster comes back

online; the cluster resumes normal AAA operation using the data cluster

automatically.

• If one half of the cluster (SBR Carrier Server 1, management node 1, and data node A

or SBR Carrier Server 2, management node 2, and data node B) go down, the effect is:

• No AAA service impact because the SBR Carrier node, a management node, and a

data node are all still in service. NAS devices using the failed SBR Carrier Server fail

over SBR Carrier Server.

• When the failed data node returns to service, it synchronizes and updates its NDB

data with the surviving node and resumes operation.

• When the failed SBR Carrier Server returns to service, the NAS devices assigned to

use it as a primary resource return to service depending on the NAS device

implementation.

Session State Register Database Tables

The database cluster uses a relational SQL design to store data. The database contains

multiple tables that storeSteel-BeltedRadiusCarrier state information suchas IPaddress

pool information and current sessions.

IP Address Pools

Session State Register stores information about all IP address pools centrally in a

dedicated table in theSSRdatabase.NetworkAccessServers can sendRADIUS requests

to any stateless SBR Carrier server, and the SBR Carrier server allocates IP addresses

from the shared central pool in response, after authentication.

Operators can query from any SSRmanagement node to verify what addresses are in

use and howmany addresses remain available for an IP address pool or set of pools.

Subscriber Session Data Controls

Session State Register stores session data centrally in the Current Sessions Table in the

SSR database.

The table’s format is controlled by a configuration file on the cluster’s management

nodes; one file is copied to all nodes in a node group, so all nodes operate with the same

information. ThestandardSessionStateRegister databaseschemaaddresses theneeds

of most carriers, but you canmodify the CST to address unique needs and situations.

The CurrentSessions.sql file determines the schema used by the CST table maintained
by the data nodes. When the database is created, the table is set up using the schema

outlined in the CurrentSessions.sql file.

Session control features include:

609Copyright © 2018, Juniper Networks, Inc.

Chapter 37: Session State Register Overview



• User concurrency control—you can enforce concurrency across your entire network by

controlling the number of active connections on a per-user, per-cluster basis using the

username. You can set a limit on the maximum number of concurrent connections

that a user can have and youmay use any configured attribute to track instead of just

the username.

Subsequently, when the user requests a new connection, the Steel-Belted Radius

Carrier servers in the cluster compare the current number of connections to the

maximum limit. If a new connection exceeds the limit, the additional connection can

be disallowed, or allowed and logged.

• Optionalattribute-basedconcurrencycontrol—If youhavea license for theSSROptional

Concurrency andWholesale Module, you can enforce concurrency across the network

by tracking any attribute of a user account, not just the username.

• ChangeofAuthorization (CoA)/DisconnectMessage(DM)processing—youcanchange

the state of authenticated sessions dynamically. In accordance with the Dynamic

Authentication RFC 3576, you can:

• Deploy prepaid scenarios inWLAN integration for GSM/UMTS networks.

• Place users in legal intercept.

• Enable online service and billing profile changes.

• Disconnect or quarantine users for abusing the network.

Related
Documentation

Introduction to Managing and Controlling Sessions in SBR Carrier on page 671•

• Using the Command Line Utility to Manage and Control Sessions on page 711

Application Support

Because the CST is centrally located and can be easily modified, it is often used as the

entry point for third party applications that need current session data. This enables

Steel-Belted Radius Carrier Session State Register to be the logical source for other

applications to query for correlative and verification purposes.

A calling application canmake its request through an API as SBR Carrier does, or with a

SQL query as shown in Figure 248 on page 611. The SQL query usually takes more

processing resources and cycles to complete than anAPI call, sowe recommend against

allowingmultiple or repeated queries because they can slow down the cluster’s primary

tasks.

Rows in each table are evenly distributed among a node group’s data nodes. A client

application can locate a particular record by accessing the unique primary key of any

table,which only involves a single node in the cluster. Scans of tables for recordsmeeting

broader criteria (such as a search for sessions more than two hours old) involves all the

datanodes in theprimarynodegroup,andwould takemoreprocessingcycles tocomplete.

We recommend that queries fromoutside applications be as precise as possible to avoid

slowing all operations down.
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Figure 248 on page 611 shows the general deployment scenario with usage examples.

Communications initiated by applications or systems in the operational support system

(OSS) can be formatted as standard SQL queries, shell scripts, or stored procedures,

depending on usage requirements.

Figure 248: Database Access by Other Applications
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36
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Carrier Server 1 and
Management Node
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Carrier Server 2 and
Management Node

State Session Control
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Application Data Request
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IP Pools Data:
IP Pools Table
IP Ranges Table
IP Addresses Table

CST Table:
User-Name/IMSI
Unique Session IS
etc.

NDBCLUSTER Storage Engine

SSR Data Node A SSR Data Node B

For example, a video gatewaymight use its own internal identifier (such as an MSISDN,

IMSI, or username) for a subscriber, butmightnothave thesubscriber's current IPaddress.

The video gateway could query the Current Sessions Table in real time to retrieve

information about an active session.
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CHAPTER 38

Session State Register Administration

This chapter presents information about maintaining and working the Session State

Register (SSR)module. These topics are in this chapter:

• SSR Administration Overview on page 613

• Overview of Starting and Stopping a Session State Register Cluster on page 613

• Administration Scripts Overview on page 620

• SSR Database Management Scripts on page 622

• Steel-Belted Radius Carrier Node Administration Scripts on page 628

• SSR Session Management on page 647

• Administration Script Control Files on page 654

SSR Administration Overview

Administering the Steel-Belted Radius Carrier’s Session State Register module requires

several unique administration tasks that use tools (shell commands and scripts) not

available on standaloneSBRCarrier servers. Both the tasks and tools tend tobreakdown

into these functional areas:

• Cluster and node startup and shutdown

• Steel-Belted Radius Carrier node administration

• Management node administration

• Data node administration

Startup and shut down commandsmust be executed by root on each node.

Administration scriptsusually affect theSSRdatabaseor theSBRCarrier node interaction

with the database. They are executed by hadmon any of a cluster’smanagement nodes.

Overview of Starting and Stopping a Session State Register Cluster

Having to stop all nodes in a cluster is uncommon becausemost systemmaintenance

canbedoneononesystemata time.Taking thewholecluster offlinedefeats the intention

of the cluster—to avoid down time. So ensure that taking all systems down at the same

time is requiredbeforeproceeding.Rather than takingdownall nodes, determinewhether
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stopping just the SBR processes or the databasemanagement processes might be

sufficient.

Stoppingaserver thathostsbothaSBRCarrier andamanagementnodecreatesadouble

fault, but does not damage the cluster because a fully redundant cluster always has

more than one of each type of node. Stopping multiple nodes that provide redundancy

to each other causes multiple faults that may damage the cluster and take the entire

cluster off-line.

In the SSR environment, each type of node is started in a specific order so that required

resources are available when other nodes require them, and stopped. This means that

several commandsmay be executed on servers that host both SBR Carrier and

management nodes.

Startup and shutdown commandsmust be executed by root on each node.

Starting the Cluster

If all nodes in the cluster are shut down, restarting requires bringing each type of node

online in the order as shown in Table 72 on page 614. If the systems are completely shut

down, rebooting the computer should restart the appropriate processes automatically

becauseautomatic start is thedefault configuration for all typesofSessionStateRegister

nodes.

If the systems have not been totally shut down and just the SSR processes have been

halted, log in as root and execute the command listed in Table 72 on page 614 to start

each typeofnode’sprocesses. Ifmore thanone typeofnode is runningonasingle system,

maintain the listed order and start all management nodes first, then all data nodes, and

finish with the SBR Carrier nodes.

Table 72: Starting Nodes in a Session State Register Cluster

Execute This CommandStart Order and Type of Node

/opt/JNPRsbr/radius/sbrd start ssr1. SSRManagement Node

/opt/JNPRsbr/radius/sbrd start ssr2. SSR Data Node

/opt/JNPRsbr/radius/sbrd start radius3. Steel-Belted Radius Carrier

Tomonitor the cluster coming online:

1. Log in to amanagement node as hadm. (Or if you are root, execute: su - hadm.)

2. Run the show command.

Execute:

./Monitor.sh "ndb_mgm -e show"

Results similar to this example are displayed:

hadm@sbrha-4:~> ./Monitor.sh "ndb_mgm -e show"
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=================[1] Wed Mar 18 17:13:56 (TZ=+00:00) 2009=================
Connected to Management Server at: 172.28.84.36:5235
Cluster Configuration
---------------------
[ndbd(NDB)]     2 node(s)
id=10   @172.28.84.163  (mysql-5.7.18 ndb-7.5.6, Nodegroup: 0, Master)
id=11   @172.28.84.113  (mysql-5.7.18 ndb-7.5.6, Nodegroup: 0)

[ndb_mgmd(MGM)] 2 node(s)
id=1    @172.28.84.36  (mysql-5.7.18 ndb-7.5.6)
id=2    @172.28.84.166  (mysql-5.7.18 ndb-7.5.6)

[mysqld(API)]   4 node(s)
id=21   @172.28.84.36  (mysql-5.7.18 ndb-7.5.6)
id=22   @172.28.84.166  (mysql-5.7.18 ndb-7.5.6)
id=30   @172.28.84.36  (mysql-5.7.18 ndb-7.5.6)
id=31   @172.28.84.166  (mysql-5.7.18 ndb-7.5.6)

Stopping the Cluster

If you do need to shut down all nodes in the cluster, make sure that you shut each type

of nodedown in theorder shown inTable 73onpage615. Log in as root oneachcomputer

in turn and execute the command to stop the node’s processes. If more than one type

of node is running on a single computer, maintain the correct order and stop all SBR

Carrier nodes, then all management nodes, and finally then all data nodes.

CAUTION: Stoppingmultiplesystemsandprocesses removesall redundancy
and can createmultiple faults andmay damage the cluster. If you do need
to stop the cluster, be sure to restart the cluster properly. See “Starting the
Cluster” on page 614.

Table 73: Stopping Nodes in a Session State Register Cluster

Execute This CommandStop Order and Type of Node

/opt/JNPRsbr/radius/sbrd stop1. Steel-Belted Radius Carrier

/opt/JNPRsbr/radius/sbrd stop ssr2. SSRManagement Node

/opt/JNPRsbr/radius/sbrd stop ssr3. SSR Data Node

NOTE: To shut down remote SSRManagement nodes, execute the
/opt/JNPRsbr/radius/sbrd stop ssr command on each node, separately.

Stopping a Single Node

You can stop any single node in the cluster to performmaintenance without affecting

the integrity of the cluster (because the server’s redundant partner takes on the primary

role). These commands just start the node’s process—they have no effect on the system

itself, which may still need to be shut down.
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If the node is a SBR Carrier node, modifying configuration files often requires a restart.

The stop commands for each type of node are listed in Table 74 on page 616:

Table 74: Stopping a Single Node in a Session State Register Cluster

Execute This CommandType of Node

/opt/JNPRsbr/radius/sbrd stop radiusSteel-Belted Radius Carrier

/opt/JNPRsbr/radius/sbrd stop ssrSSRManagement Node

/opt/JNPRsbr/radius/sbrd stop ssrSSR Data Node

Starting a Single Node

To restart a node use the appropriate command from Table 75 on page 616:

Table 75: Starting a Single Node in a Session State Register Cluster

Execute This CommandStart Order and Type of Node

/opt/JNPRsbr/radius/sbrd start radiusSteel-Belted Radius Carrier

/opt/JNPRsbr/radius/sbrd start ssrSSRManagement Node

/opt/JNPRsbr/radius/sbrd start ssrSSR Data Node

Tomonitor the startup cycle, use the show command. See “Starting the Cluster” on

page 614.

sbrd

The sbrd script starts and stops different processes on hostmachines for all three types
of Session State Register nodes. The sbrd script may be in either of two directories on
servers, depending on whether they have been configured to automatically start all

procedures or not.

All sbrd commands are executed by root. In an SSR environment, the hadm user can

execute the script on SSR processes, but expect errors with RADIUS processes that are

owned by root.

Running sbrd on Session State Register Nodes

This section applies to running sbrd on a nodes in a Session State Register cluster.

Syntax

sbrd status [radius|ssr|GWrelay]
sbrd start [radius|ssr|GWrelay] [force]
sbrd stop [radius|ssr|GWrelay] [force]
sbrd stop [cluster] [force]
sbrd restart [radius|ssr|GWrelay] [force]
sbrd clean [radius|ssr] [force]
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sbrd hup [radius|ssr|authGateway [process-name]]
sbrd status [radius|ssr|GWrelay] -v [-p <LCI password>]

Options

• The start, stop, and restart arguments start, stop, and restart the process. If a
subsystem isnotspecified, thecommandworksonlyonRADIUSandGWrelayprocesses

because SSR processes normally are not stopped; to stop them, ssrmust be invoked.
For example: sbrd stop ssr.

• Executing stop cluster on a SBRCarrier server stops both SSR andRADIUS processes.
Executing stop cluster on amanagement node also stops the data nodes controlled
by the management node.

• The clean argument removes temporary files. When it is executed on a data node,

clean also prepares the node to take part in a new environment; for example, if an

expansion kit is added to increase the number of data nodes from two to four.

• The status option displays information such as SBR package version, SBR process
status, and loadedplug-in information. Formore information about theRADIUS status

information, see the Displaying RADIUS Status Information section in the SBR Carrier

Installation Guide.

• The hup option operates as the kill -HUP command does on SBR Carrier nodes, but
does not require the process ID. Executing sbrd hup authGateway issues the SIGHUP
(1) signal toall theauthGatewayprocesses runningonSBRCarrier. To issue theSIGHUP

(1) signal only to the specific authGateway process, youmust execute the hup option

with the authGateway process name, for example: sbrd hup authGateway GMT.

• The radius, ssr, orGWrelay optional argument specifies which process to operate on
when executed on a server that hosts more than one node.

• radius specifies the local Steel-Belted Radius Carrier processes

• ssr specifies data node andmanagement node processes according to the type of
node on which it is executed

• GWrelay specifies the GWrelay application.

• The force argument makes sbrd attempt to disregard or overcome any errors that
occur when processing the command. Normal behavior without the argument is to

halt onerrors. For example, sbrdstartdoesnotattempt to start software that is already
running, but sbrd start force ignores a running process. This may produce unintended
results, so use force with great care.

• The -v option displays additional information about the RADIUS process along with
basic information such as the SBR package version, SBR process status, and SBR

process ID. If you have changed the default Lightweight Directory Access Protocol

(LDAP)Configuration Interface (LCI) password, you shoulduse the -poption to specify
thepassword.Formore informationabout theRADIUSstatus information, seeDisplaying

RADIUS Status Information section in the SBR Carrier Installation Guide.
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Examples

This example shows the effect of sbrdstopssrexecutedonaclustermanagement node:

root@wrx07:~> /etc/init.d/sbrd stop ssr
Stopping ssr auxiliary processes
Stopping ssr management processes

Connected to Management Server at: 172.28.84.36:5235
Node 2 has shutdown.
Disconnecting to allow Management Server to shutdown

This example shows the effect of sbrd start ssr on amanagement node. Be aware that
this does not start the data nodes.

root@wrx07:~> /etc/init.d/sbrd start ssr
Starting ssr management processes
bash-3.00#

NOTE:

• When sbrd is executed without a node type argument, it runs against all
node processes on the server. For example, sbrd start starts both RADIUS
and SSR processes for all nodes on a server.

• In an SSR environment, because some servers may host both SBR Carrier
andmanagement nodes, sbrdmay be executedmore than once with
different arguments.

• Use the clean argument only when initializing new data nodes; it removes
temporary files and sets file locks to support creation of a new database.

When to Stop, Start, or Restart SBR Carrier Nodes

Whenmodifications are made to SBR Carrier node configuration files, some processes

on the nodemust be restarted to force the newly modified file to be read and used.

Table 76 on page 618 lists typical configuration control files and settings. The Yes entry
indicates the least drastic action that causes the new settings to take effect:

Table 76: When to Stop and Restart SBR Carrier and SSR Processes

Stop/restart
the server

Issue a
SIGHUP (1)
signal

Savethewindow
or fileItem changes:

(Also works)(Also works)YesAccess window or object

YesNoNoaccess.ini file

YesNoNo*.acc files

YesNoNoaccount.ini file

Copyright © 2018, Juniper Networks, Inc.618

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



Table 76: When to Stop and Restart SBR Carrier and SSR Processes
(continued)

Stop/restart
the server

Issue a
SIGHUP (1)
signal

Savethewindow
or fileItem changes:

YesNoNoadmin.ini file

Yes(Sometimes)No*.aut files

YesNoNoblacklist.ini file

(Also works)(Also works)YesAuthentication policy

YesNoNo*.dct files

YesNoNo*.dic

YesNoNo*.dhc files

YesNoNodhcp.ini file

Yes(Sometimes)No*.dir files

Yes(Sometimes)No*.eap files

YesNoNoeap.ini file

YesNoNoenterprises.oid file

YesNoNoevents.ini file

(Also works)YesNofilter.ini file

YesNoNo*.gen files

(Also works)(Also works)YesImport *.rif or users file

YesNoNo*.ini for directed accounting

(Also works)(Also works)YesIP Pools dialog or object

YesNoNolockout.ini file

(Also works)YesNoLog levels (in radius.ini file)

(Also works)(Also works)YesProfiles dialog or object

(Also works)(Also works)YesProxy dialog or object
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Table 76: When to Stop and Restart SBR Carrier and SSR Processes
(continued)

Stop/restart
the server

Issue a
SIGHUP (1)
signal

Savethewindow
or fileItem changes:

(Also works)YesNo*.pro files

Yes(Sometimes)Noproxy.ini file

YesNoNoradius.dct file

Yes(Sometimes)Noradius.ini file

(Also works)(Also works)YesRADIUS Clients dialog or object

(Also works)(Also works)YesServers dialog or object

YesNoNoservices file

YesNoNosnmpdx.acl file

YesNoNotacplus.ini file

(Also works)YesNoTrace levels

(Also works)(Also works)YesTunnels page or object

(Also works)(Also works)YesUsers dialog or object

YesNoNovendor.ini file

Administration Scripts Overview

You use the hadmaccount to execute a suite of shell scripts tomanage the Steel-Belted

Radius Carrier Session State Register database. The administration scripts are listed in

Table 77 on page 620.

NOTE: Do not attempt tomodify or maintain the database except by using
these shell scripts, and do not edit the individual configuration files after
installation, especiallyDBName.txt,DBPwd.txt, andDBUser.txt.

Table 77: Steel-Belted Radius Carrier High Availability Scripts

Script NameScript Type

See “CreateDB.sh” on page 624 See “DestroyDB.sh” on page 625Database
Maintenance
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Table77:Steel-BeltedRadiusCarrierHighAvailabilityScripts (continued)

Script NameScript Type

See “ClearCache.sh” on page 630 See “ShowCaches.sh” on page 631Cache
Maintenance

See “AddPool.sh” on page 633 See “RenamePool.sh” on page 634 See
“DelPool.sh” on page 635 See “ShowPools.sh” on page 636

IP Pool
Maintenance

See “AddRange.sh” on page 638 See “DelRange.sh” on page 639 See
“ShowRanges.sh” on page 640

IP Range
Maintenance

See “KillZombieAddrs.sh” on page 641 See “ShowAddrs.sh” on page 643IP Address
Maintenance

See “ShowSessions.sh” on page 647 See “DelSession.sh” on page 650Session
Maintenance

See “ShowUserConc.sh” on page 651 See “DelUserConc.sh” on page 654User
Concurrency

See “Monitor.sh” on page 622Monitoring

• Administration scripts are designed to preserve cross-table referential integrity in the

face of administrator errors, such as an attempt to define overlapping ranges or an

attempt to delete addresses in the middle of an address range.

• We recommend that only one administrator performmaintenance tasks at a time. The

scripts do not lock records, so running multiple scripts that individually modify the

database can corrupt the database. (More than one administrator can safely read the

databases simultaneously.)

• Do not abort any running scripts. Interrupting administration scripts that modify the

database can leave the database in an invalid state. If you inadvertently run an

administration script, allow the script to finish executing and then undo it.

• IP addresses produced as output by an administration script such asShowRanges.sh,
or ShowAddrs.sh are displayed in a modified “decimal dotted-quad” format. Spaces
are added to each quad to improve readability in tables. For example, IP address

192.168.21.3 is presented as 192.168. 21. 3 in script output. Spaces cannot be used as

input to scripts that accept IP addresses as input arguments, such as AddRange.sh,
DelRange.sh, DelSession.sh, ShowAddrs.sh, and ShowSessions.sh.

• Administration scripts that display information do not lock the database, because

locking can slow down use of the database by RADIUS servers. As a consequence,

dynamically changing data, such as cache-related information, is statistically accurate

but is not a perfect snapshot of the database.

• Administration scripts (especially ShowCaches.sh) identify servers by node ID. This
node is specified in the configuration files config.ini and dbclusterndb.gen. It is also
logged in the server log file (yyyymmdd.log) asNDBNode ID = value.
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• Before you execute scripts thatmodify the SSRdatabase, youmust put all SBRCarrier

servers that use the database into management mode.

• You can execute multiple Show scripts serially by entering each command (and its

arguments, if appropriate) on the same command line, separating each command

with semicolons. For example, this command executes the ShowPools.sh,
ShowRanges.sh, and ShowAddrs.sh scripts:

hadm$- ShowPools.sh; ShowRanges.sh; ShowAddrs.sh -a

• The scripts use confirmation dialogs to help avoid unintended changes. Answering no
to a confirmation dialog aborts a script immediately; answering yes allows the script
to continue. If you are familiar with running scripts, you can bypass all confirmation

messages by using the yes command, for example:

yes yes | CreateDB.sh

SSRDatabaseManagement Scripts

All SSR administration scripts are executed onmanagement nodes. The scripts directly

related to cluster and databasemanagement are included in this section.

Using theMonitor Script

TheMonitor.sh script is useful formonitoringclusteroperations, either to takeasnapshot
or to use for real-timemonitoring.

Monitor.sh

TheMonitor.sh script provides real-timemonitoring of the SSR cluster. TheMonitor.sh
script periodically executes one or more scripts, such as ShowPools.sh, which looks for
changes in theSteel-BeltedRadiusCarrier highavailability database. If a change is found,

theMonitor.sh script updates the statistics it displays when a change is detected.

NOTE: To change the default time zone setting fromUTC time, youmust
edit this script and theDBtime zone.txt field. For more information about
editing the scripts, see Table 102 on page 654.

Syntax

Monitor.sh [-s secs-between-commands (def=1) ] [-l lim (def=0) ] commands
“scriptname [arguments] [scriptname [arguments] [...]]”

Monitor.sh -c
Monitor.sh -h
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Options

Table 78: Monitor.sh Options

DescriptionOption

Specifies the number of seconds theMonitor.sh script should wait between
execution of its commands. The number of secondsmust follow the -s
argument without a space.

Default value is 1 second.

-sseconds

Specifies only a limited number of printouts; 0 defaults to no limit.-l

Specifies the name of the script you wantMonitor.sh to execute.scriptname

Specifies the arguments for the script that you wantMonitor.sh to execute.arguments

Clears the screen before each display page (by default, a blank line separates
the displays).

-c

Displays help for theMonitor.sh script.-h

Example

The following example shows the output for theMonitor.sh script:

hadm$- Monitor.sh "Ndb_mgm -e show"

============== [1] Mon Apr 23 15:38:24 (TZ=+00:00) 2009 ===============
Connected to Management Server at: 172.25.98.250:1186
Cluster Configuration
-------------------------------------
[ndbd(NDB)]     6 node(s)
id=10   @172.25.98.245  (Version: 5.0.30, Nodegroup: 0, Master)
id=11   @172.25.98.246  (Version: 5.0.30, Nodegroup: 0)
id=12   @172.25.98.247  (Version: 5.0.30, Nodegroup: 1)
id=13   @172.25.98.248  (Version: 5.0.30, Nodegroup: 1)
id=14   @172.25.98.244  (Version: 5.0.30, Nodegroup: 2)
id=15   @172.25.98.251  (Version: 5.0.30, Nodegroup: 2)

[ndb_mgmd(MGM)] 2 node(s)
id=1    @172.25.98.249  (Version: 5.0.30)
id=2    @172.25.98.250  (Version: 5.0.30)

[mysqld(API)]   8 node(s)
id=20   @172.25.98.249  (Version: 5.0.30)
id=21   @172.25.98.250  (Version: 5.0.30)
id=30   @172.25.98.243  (Version: 5.0.30)
id=32 (not connected, accepting connect from 172.25.98.250)
id=34 (not connected, accepting connect from 172.25.98.252)
id=35   @172.25.98.231  (Version: 5.0.30)
id=36   @172.25.98.232  (Version: 5.0.30)
id=63 (not connected, accepting connect from any host)
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Creating and Destroying the SSR Database

One script creates the SSR database; a second destroys the existing database.

CreateDB.sh

The CreateDB.sh script creates a new database from the schema in the

CurrentSessions.sql file. For details, see the section on Customizing the SSR Database
Current Sessions Table in the SBR Carrier Installation Guide. It rebuilds all related tables

andstoredprocedures, andgives thenewdatabase thenamespecified in theDBName.txt
file.

CreateDB.shmust be executed on all management nodes in the cluster.

Syntax

CreateDB.sh
CreateDB.sh -h

Options

Table 79: CreateDB.sh Options

DescriptionOption

Displays help for the CreateDB.sh script.-h

Example

The following example displays the contents of theDBName.txt file (to verify the name
(“SteelBeltedRadius”) tobeused tocreate thedatabase)andcreatesadatabasenamed
SteelBeltedRadius.

hadm$- cat DBName.txt
SteelBeltedRadius
hadm$- CreateDB.sh
Creating database “SteelBeltedRadius” (using ENGINE ndbcluster).

Creatingmisc tables.
Creating IP Pool, Range and Address tables.
Creating Current Sessions table.
(Proxy AutoStop feature not configured.)
(Session Timeout onMissed Account Stop feature not configured.)
(Use Single Class Attribute feature not configured.)

Creating User Concurrency table.
Creating stored routines.

Usage Notes

TheCreateDB.sh scriptdetermineswhetheradatabaseexistswhen it starts; if adatabase
is found, the CreateDB.sh script halts.

Auxiliary SQL Files Used by CreateDB.sh

Table 80 on page 625 lists the auxiliary SQL files in /opt/JNPRhadm that contain

information used by the CreateDB.sh script.

Copyright © 2018, Juniper Networks, Inc.624

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



Table 80: Auxiliary SQL Files Used by CreateDB.sh

Table SchemasDescriptionSQL Filename

• Sbr_Abort—Used for aborting
transactions/scripts

• Sbr_LastPoolOrd—Used for
numbering IP pools

Contains schemas for
miscellaneous internal tables

Misc.sql

• Sbr_IpPools—Contains the names
of the IP pools and their ordinal
numbers

• Sbr_IpRanges—Contains the ranges
of the IP addresses and the pools
that they are in

• Sbr_IpAddrs—Contains all
configured IP addresses and the
details

Contains schemas for tables
involved in IP address
management

IPAddrs.sql

• Sbr_CurrentSessions—Contains
informationaboutcurrent (ongoing)
sessions

Contains schema for the Current
Sessions Table

CurrentSessions.sql

• Sbr_UserConcurrency—Contains
identifiers and counts

Contains schema for the User
Concurrency Table

UserConcurrency.sql

Contains various stored routines
usedby theadministration scripts

StoredRoutines.sql

DestroyDB.sh

The DestroyDB.sh script deletes the existing database.

DestroyDB.sh needs to be run once, on onemanagement node.

Syntax

DestroyDB.sh
DestroyDB.sh -h

Options

Table 81: DestroyDB.sh Options

DescriptionOption

Displays help for the DestroyDB.sh script.-h

Example

hadm$-DestroyDB.sh
SBRsmust be offline;OK <yes|no>? yes
This will destroy the “SteelBeltedRadius” database; OK? <yes|no>? yes
Really? <yes|no>? yes
Database “SteelBeltedRadius” destroyed
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Creating a Demonstration Database

Onescript createsademonstrationdatabase that is useful for testing, but is not intended

to create a working production database.

DemoSetup.sh

The DemoSetup.sh script creates a new database and related tables, gives the new

database the name specified in the DBName.txt file, and populates the database with
a sample IP address pool configuration. You can use this program to test a cluster

environment without using live production data.

Syntax

DemoSetup.sh [ numpools maxrangesminaddrs maxaddrs ]
DemoSetup.sh -h

Options

Table 82: DemoSetup.sh Options

DescriptionOption

A number in the range 1–25 that specifies the number of IP address pools for
the script to create.

Default value is 5.

numpools

Anumber in the range 1–20 that specifies thenumberof address rangeswithin
each IP address pool for the script to create.

Default value is 4.

maxranges

A number in the range 1–100,000 that specifies the minimum number of IP
addresses per range for the script to create.

Default value is 1000.

minaddrs

A number in the range 1–100,000 that specifies the maximum number of IP
addresses per range for the script to create.

Default value is the value ofminaddrs x 2.

maxaddrs

Displays help for the DemoSetup script.-h

Example

This example displays the contents of the DBName.txt file (to verify that
SteelBeltedRadius is used to create the database) and creates a database called
SteelBeltedRadius:

hadm$- DemoSetup.sh
SBRs must be offline, do you want to proceed? <yes|no> yes
This will destroy the “SteelBeltedRadius”  database (if it exists), OK? <yes|no>
yes
    NUMPOOLS=5 MAXRANGES=4 MINADDRS=1000 MAXADDRS=2000
    Destroying old database
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    Database "SteelBeltedRadius" destroyed.
    Creating new database
Creating database "SteelBeltedRadius" (using ENGINE ndbcluster).
    Creating misc tables.
    Creating IP Pool, Range and Address tables.
    Creating Current Sessions table.
      (Proxy AutoStop feature not configured.)
      (Session Timeout on Missed Account Stop feature not configured.)
      (Use Single Class Attribute feature not configured.)
      LDAP/SQL Bridge feature configured (though not yet enabled).
    Creating User Concurrency table.
    Creating stored routines.
    Adding pool: A-PLATINUM
    Adding range: A-PLATINUM 238.203.131.14 670
    Adding range: A-PLATINUM 48.226.119.162 761
    Adding pool: B-GOLD
    Adding range: B-GOLD 90.169.221.242 549
    Adding range: B-GOLD 20.97.26.189 89
    Adding range: B-GOLD 114.23.180.47 407
    Adding range: B-GOLD 236.99.7.33 384
    Adding pool: C-SILVER
    Adding range: C-SILVER 201.213.13.198 978
    Adding range: C-SILVER 15.28.0.17 22
    Adding range: C-SILVER 28.189.195.246 2
    Adding range: C-SILVER 132.185.74.85 11
    Adding pool: D-BRONZE
    Adding range: D-BRONZE 122.219.182.131 1247
    Adding range: D-BRONZE 247.168.228.227 20
    Adding pool: E-ZINC
    Adding range: E-ZINC 135.54.24.139 1794
IpPools:
+---------------+-------+------------+
| Name          | Ord   | Count      |
+---------------+-------+------------+
| (z o m b i e) | 0     | 0          |
| A-PLATINUM    | 1     | 1,431      |
| B-GOLD        | 2     | 1,429      |
| C-SILVER      | 3     | 1,013      |
| D-BRONZE      | 4     | 1,267      |
| E-ZINC        | 5     | 1,794      |
+---------------+-------+------------+
Total Pools : 5 + 1 zombie pseudo-pool.
Total Ranges: 13 + 0 zombie pseudo-ranges.
Total Addrs : 6,934 + 0 zombie pseudo-addrs.
IpRanges:
+---------------+-------------------+-------------------+-------+
| Pool          | StartAddr         | EndAddr           | Count |
+---------------+-------------------+-------------------+-------+
| (z o m b i e) | (v a r i o u s)   | (v a r i o u s)   | 0     |
| A-PLATINUM    | 48.226.119.162    | 48.226.122.154    | 761   |
| A-PLATINUM    | 238.203.131. 14   | 238.203.133.171   | 670   |
| B-GOLD        | 20. 97. 26.189    | 20. 97. 27. 21    | 89    |
| B-GOLD        | 90.169.221.242    | 90.169.224. 22    | 549   |
| B-GOLD        | 114. 23.180. 47   | 114. 23.181.197   | 407   |
| B-GOLD        | 236. 99. 7. 33    | 236. 99. 8.160    | 384   |
| C-SILVER      | 15. 28. 0. 17     | 15. 28. 0. 38     | 22    |
| C-SILVER      | 28.189.195.246    | 28.189.195.247    | 2     |
| C-SILVER      | 132.185. 74. 85   | 132.185. 74. 95   | 11    |
| C-SILVER      | 201.213. 13.198   | 201.213. 17.151   | 978   |
| D-BRONZE      | 122.219.182.131   | 122.219.187. 97   | 1,247 |
| D-BRONZE      | 247.168.228.227   | 247.168.228.246   | 20    |

627Copyright © 2018, Juniper Networks, Inc.

Chapter 38: Session State Register Administration



| E-ZINC        | 135. 54. 24.139   | 135. 54. 31.140   | 1,794 |
+---------------+-------------------+-------------------+-------+

Steel-Belted Radius Carrier Node Administration Scripts

Several types of scripts effect different areas of SBR Carrier operation.

Using IP Address and IP Address Pool Scripts

To set up or modify the IP Address Pool, you use specific administration scripts that

modify the IP Address Pool table in the SSR database. Youmust place all Steel-Belted

Radius Carrier nodes intomanagementmode before you work on the IP address tables.

When a SBR Carrier node is in management mode, caching is disabled, and that slows

downperformance, sowerecommendthatyouschedule IPpoolmaintenance foroff-peak

hours.

Youcanmodify configurationparameters (other than theManagementModeparameter
in dbclusterndb.gen) without putting the servers into management mode. When you

change other settings on the Steel-Belted Radius Carrier node, the server enters and

exits management mode silently when appropriate.

Youmust place all of the cluster’s SBR Carrier nodes in management mode to execute

these scripts because they write IP address information into the database:

• See “AddPool.sh” on page 633

• See “AddRange.sh” on page 638

• See “ClearCache.sh” on page 630

• See “DelPool.sh” on page 635

• See “DelRange.sh” on page 639

• See “KillZombieAddrs.sh” on page 641

• See “RenamePool.sh” on page 634

• See “RestoreIP.sh” on page 646

You can execute these IP-related scripts without entering management mode because

they do not write information to the database:

• See “Monitor.sh” on page 622

• See “ShowAddrs.sh” on page 643

• See “ShowCaches.sh” on page 631

• See “ShowPools.sh” on page 636

• See “ShowRanges.sh” on page 640

UsingManagement Mode

Youmust place all SBR Carrier servers that are the front end for a SSR cluster into

management mode before youmodify any part of the SSR IP address tables.
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Placing a SBR Carrier Server into Management Mode

To place a SBR Carrier server into management mode, as root:

1. Edit /opt/JNPRsbr/radius/dbclusterndb.gen.

Scroll down the file past the opening comments and themanagement mode

comments to theManagementMode entry:

... (comments)
;--------------------------------------------------------------------------
; ManagementMode=<0|1> (0=false, 1=true); default=0                {updatable}
... (comments)

;--------------------------------------------------------------------------
ManagementMode = 0

2. Set the value of theManagementMode parameter to 1.

Save the file.

3. Restart the process.

Either:

• Execute a HUP command.

• Execute: /opt/JNPRsbr/radius/sbrd hup.

4. Scan or tail the server log to confirm that it contains this entry:

DB Cluster plugin has enteredManagement Mode

5. Repeat this procedure on each SBR Carrier node in the cluster before executing the

IP address database command scripts.

Removing a SBR Carrier Server fromManagement Mode

Remove all SBRCarrier servers associatedwith an SSR cluster frommanagementmode

after you reconfigure your SSR IP address tables. To remove a SBR Carrier server from

management mode:

To place a SBR Carrier server into management mode, as root:

1. Edit /opt/JNPRsbr/radius/dbclusterndb.gen.

Scroll down the file past the opening comments and themanagement mode

comments to theManagementMode entry:

... (comments)
;--------------------------------------------------------------------------
; ManagementMode=<0|1> (0=false, 1=true); default=0                {updatable}
... (comments)

;--------------------------------------------------------------------------
ManagementMode = 1

2. Set the value of theManagementMode parameter to 0.

Save the file.
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3. Restart the process.

Either:

• Execute a HUP command.

• Execute: /opt/JNPRsbr/radius/sbrd hup.

4. Scan or tail the server log to confirm that it contains this entry:

DB Cluster plugin has left Management Mode

5. Repeat this procedure on each SBR Carrier node in the cluster.

ClearCache.sh

TheClearCache.sh script lets youmark thecachedaddressesassociatedwitha specified
SSR node (or all cached addresses) as uncached.

Syntax

All SBR Carrier nodes must be in management mode before you execute this script.

ClearCache.sh -a
ClearCache.sh nodeid
ClearCache.sh -h

Options

Table 83: ClearCache.sh Options

DescriptionOption

Specifies that all cached addresses should bemarked uncached.-a

Specifies that all cached addresses associated with the specified SSR node
should bemarked as uncached.

The value you enter for nodeid is the SSR node identifier specified in the
config.ini file on the databasemanagement server.

nodeid

Displays help for the ClearCache.sh script.-h

Example

The following example (1) uses the ShowAddrs.sh script to list the address cache list
for Node 24, which contains four IP addresses; (2) uses theClearCache.sh script to clear
the address cache for Node 24; and (3) uses the ShowAddrs.sh script to show that no

IP addresses remain in the address cache list for Node 24.

hadm$- ShowAddrs.sh
IpAddrs:
+-----------------+-----------------+-------+-------+---------------------+
| IpAddress       | Pool            | Cache | InUse | LastUse             |
+-----------------+-----------------+-------+-------+---------------------+
| 0. 0. 0. 10     | B-GOLD          | 0     | 0     | 2005-11-02 14:08:36 |
| 0. 0. 0. 11     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 12     | B-GOLD          | 0     | 0     | 2005-11-02 14:08:47 |
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| 0. 0. 0. 13     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 14     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 15     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
+-----------------+-----------------+-------+-------+---------------------+
hadm$- ClearCache.sh 24
hadm$- ShowAddrs.sh
IpAddrs:
+-----------------+-----------------+-------+-------+---------------------+
| IpAddress       | Pool            | Cache | InUse | LastUse             |
+-----------------+-----------------+-------+-------+---------------------+
| 0. 0. 0. 10     | B-GOLD          | 0     | 0     | 2005-11-02 14:08:36 |
| 0. 0. 0. 11     | B-GOLD          | 0     | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 12     | B-GOLD          | 0     | 0     | 2005-11-02 14:08:47 |
| 0. 0. 0. 13     | B-GOLD          | 0     | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 14     | B-GOLD          | 0     | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 15     | B-GOLD          | 0     | 0     | 0000-00-00 00:00:00 |
+-----------------+-----------------+-------+-------+---------------------+

Usage Notes

TheClearCache.sh script is intended for use in situationswhere a SBRCarrier server has
failed and you want to recover the addresses associated with the node. If you execute

the ClearCache.sh script against an operational node, SBR Carrier cannot track which
addresses from that node have been issued, potentially resulting in addresses being

assigned to more than one user.

ShowCaches.sh

The ShowCaches.sh script enables you todisplay detailed information about IP address
pool caches.

Syntax

ShowCaches.sh
ShowCaches.sh -h

Options

Table 84: ShowCaches.sh Options

DescriptionOption

Displays help for the ShowCaches.sh script.-h

Example

The following example shows the combined output of the ShowCaches.sh script and
the ShowPools.sh script using the -r option.

hadm$- ShowPools.sh; ShowRanges.sh; ShowPools.sh -v; ShowPools.sh -vr;
ShowCaches.sh
IpPools:
+----------------+------+-------+
| Name           |Ord   |Count  |
+----------------+------+-------+
|(z o m b i e)   | 0    | 0     |
|A-PLATINUM      | 1    | 1,775 |
|B-GOLD          | 2    | 1,429 |
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|C-SILVER        | 3    | 1,540 |
|D-BRONZE        | 4    | 1,375 |
|E-ZINC          | 5    | 1,966 |
+----------------+------+-------+
Total Pools : 5 + 1 zombie pseudo-pool.
Total Ranges: 10 + 0 zombie pseudo-ranges.
Total Addrs : 8,085 + 0 zombie pseudo-addrs.
IpRanges:
+----------------+-----------------+-----------------+----------+
|Pool            |StartAddr        |EndAdd           |Count     |
+----------------+-----------------+-----------------+----------+
| (z o m b i e)  |(v a r i o u s)  | (v a r i o u s) | 0        |
| A-PLATINUM     | 51. 11.158.213  | 51.11.160.187   | 487      |
| A-PLATINUM     | 114. 90.189. 68 | 114.90.190.234  | 423      |
| A-PLATINUM     | 118.218. 81. 77 | 118.218.84.173  | 865      |
| B-GOLD         | 34.201.180.235  | 34.201.186.127  | 1,429    |
| C-SILVER       | 60.103.156.174  | 60.103.162. 43  | 1,406    |
| C-SILVER       | 72.138.136.244  | 72.138.137. 82  | 95       |
| C-SILVER       | 73. 45. 8. 88   | 73.45.8.126     | 39       |
| D-BRONZE       | 212.182.252.126 | 212.183.1.141   | 1,296    |
| D-BRONZE       | 255. 65.167.181 | 255.65.168.3    | 79       |
| E-ZINC         | 218. 88. 62.250 | 218.88.70.167   | 1,966    |
+----------------+-----------------+-----------------+----------+
IpPools:
+----------------+------+-------+------+--------+---------+
| Name           |Ord   |Count  |%Free |%Cache  |%InUse   |
+----------------+------+-------+------+--------+---------+
|(z o m b i e)   | 0    | 0     | ---- | ----   | ----    |
| A-PLATINUM     | 1    | 1,775 | 66.2 | 33.8   | 0.0     |
| B-GOLD         | 2    | 1,429 | 58.0 | 42.0   | 0.0     |
| C-SILVER       | 3    | 1,540 | 61.0 | 39.0   | 0.0     |
| D-BRONZE       | 4    | 1,375 | 56.4 | 43.6   | 0.0     |
| E-ZINC         | 5    | 1,966 | 69.5 | 30.5   | 0.0     |
+----------------+------+-------+------+--------+---------+
IpPools:
+----------------+------+------+------+---------+---------+
| Name           |Ord   |Count |%Free |%Cache   |%InUse   |
+----------------+------+------+------+---------+---------+
|(z o m b i e)   | 0    |0     |0     | 0       | 0       |
| A-PLATINUM     | 1    |1,775 |1,175 | 600     | 0       |
| B-GOLD         | 2    |1,429 |829   | 600     | 0       |
| C-SILVER       | 3    |1,540 |940   | 600     | 0       |
| D-BRONZE       | 4    |1,375 |775   | 600     | 0       |
| E-ZINC         | 5    |1,966 |1,366 | 600     | 0       |
+----------------+------+------+------+---------+---------+
IpCaches:
+-------------+------+---------+---------+
| Pool        | Node | Count   |%Cache   |
+-------------+------+---------+---------+
| A-PLATINUM  | 30   | 250     | 14.08   |
| A-PLATINUM  | 31   | 150     | 8.45    |
| A-PLATINUM  | 32   | 200     | 11.27   |
| B-GOLD      | 30   | 250     | 17.49   |
| B-GOLD      | 31   | 150     | 10.50   |
| B-GOLD      | 32   | 200     | 14.00   |
| C-SILVER    | 30   | 250     | 16.23   |
| C-SILVER    | 32   | 150     | 9.74    |
| C-SILVER    | 32   | 200     | 12.99   |
| D-BRONZE    | 30   | 250     | 18.18   |
| D-BRONZE    | 31   | 150     | 10.91   |
| D-BRONZE    | 32   | 200     | 14.55   |
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| E-ZINC      | 30   | 250     | 12.72   |
| E-ZINC      | 31   | 150     | 7.63    |
| E-ZINC      | 32   | 200     | 10.17   |
+-------------+------+---------+---------+
hadm$- 

Thisoutput shows fivepoolsand ten ranges.Thereare threeSBRCarrier serversattached

to the cluster (node IDs 30, 31, and 32). It also shows the state right after all three SBR

Carrier servers have been booted, with each node caching its “high-water mark” of

addresses, and no addresses yet “in use”.

Node 30 has a high-water mark of 250 for each pool, Node 31 has 150, and Node 32 has

200. The “%Cache” column in the ShowPools.sh script is cumulative over SBR Carrier
servers, while “%Cache” in the ShowCaches.sh script is per-SBR Carrier server (finer
granularity); the latter adds up to the former, for each pool.

AddPool.sh

The AddPool.sh script adds a named IP address pool to the IpPools database table.

Syntax

All SBR Carrier nodes must be in management mode.

AddPool.sh poolname
AddPool.sh -h

Options

Table 85: AddPool.sh Options

DescriptionOption

Address pool names canbe entered in lower,mixed, or upper case, but names
are converted to all capitals before the pool is created. User-created address
pool names cannot include spaces or tab characters.

poolname

Displays help for the AddPool.sh script.-h

Example

To add an IP address pool calledGOLD to the database and then show it, enter the

following commands:

hadm$-- AddPool.sh GOLD
SBRs must be offline or in ManagementMode; OK? <yes|no> yes

hadm$-- ShowPools.sh
IpPools:
+---------+------+------+
|Name     |Ord   |Count |
+---------+------+------+
|(zombie) |0     |0     |
| GOLD    |1     |0     |
+---------+------+------+
Total Pools: 1 + 1 zombie pseudo-pool.
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Total Ranges: 0 + 0 zombie pseudo-ranges.
Total Addrs: 0 + 0 zombie pseudo-addrs.

Usage Notes

• When an IP address pool is created, the script assigns the pool a permanent

identification number (“ordinal”) in the range 1–65535. Ordinals are assigned in

“wrap-around” fashion, where ordinals of increasing values are used before ordinals

of lower value are re-used. When ordinals wrap around, values that are still in use are

skipped.

• Ordinal number 0 is reserved for the zombie address pool.

RenamePool.sh

The RenamePool.sh script enables you to change the name assigned to an IP address
pool in the IpPools database table. The RenamePool.sh script does not change the
status of IP address ranges associated with a pool or the status of IP addresses in the

pool. You cannot rename a zombie pool.

Syntax

All SBR Carrier nodes must be in management mode.

RenamePool.sh oldname newname
RenamePool.sh -h

Options

Table 86: RenamePool.sh Options

DescriptionOption

Current name of the IP address pool that you want to rename.oldname

New name you want to assign to the IP address pool.

Address pool names canbe entered in lower,mixed, or upper case, but names
are converted to all capitals before the pool is created. User-created address
pool names cannot include spaces or tab characters.

newname

Displays help for the RenamePool.sh script.-h

Example

The following example lists the address pools configured for Steel-Belted Radius Carrier

highavailability, changes thenameof theGLODpool toGOLD,andconfirms thecorrection

was accepted.

hadm$-- ShowPools.sh
IpPools:
+---------+------+------+
|Name|Ord|Count|
+---------+------+------+
|(zombie)|0|0|
| GLOD|2|0|
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+---------+------+------+
Total Pools: 1 + 1 zombie pseudo-pool.
Total Ranges: 0 + 0 zombie pseudo-ranges.
Total Addrs: 0 + 0 zombie pseudo-addrs.

hadm$-- RenamePool.sh GLODGOLD
hadm$-- ShowPools.sh
IpPools:
+---------+-------------+
|Name     |Ord    |Count|
+----------+------------+
|(zombie) |0      |0    |
| GOLD    |1      |0    |
+---------+-------------+
Total Pools: 1 + 1 zombie pseudo-pool.
Total Ranges: 0 + 0 zombie pseudo-ranges.
Total Addrs: 0 + 0 zombie pseudo-addrs.

DelPool.sh

The DelPool.sh script enables you to delete an IP address pool in the IpPools database
table.When youuse theDelPool.sh script todelete anaddresspool, Steel-BeltedRadius
Carrier highavailabilitymoves the IPaddresses in thatpool to the zombiepool topreserve

their usage statistics.

Syntax

All SBR Carrier nodes must be in management mode.

DelPool.sh poolname
DelPool.sh -a
DelPool.sh -z
DelPool.sh -h

Options

Table 87: DelPools.sh Options

DescriptionOption

Name of the IP address pool that you want to delete.poolname

Deletesall IPaddresspools in the IpPoolsdatabaseandcorresponding ranges
from the IpRanges table.

-a

Indicates whether zombie addresses are to be created.-z

Displays help for the DelPool.sh script.-h
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Example

The following example lists the address pools configured for Steel-Belted Radius Carrier

high availability, deletes the C-SILVER address pool, and confirms the correction was

accepted.

hadm$- DelPool.sh C-SILVER
hadm$- ShowPools.sh
IpPools:
+-----------------+--------+---------------+--------+--------+--------+
|            Name |    Ord |         Count |  %Free | %Cache | %InUse |
+-----------------+--------+---------------+--------+--------+--------+
|  (z o m b i e)  |      0 |             0 |   ---- |   ---- |   ---- |
|          B-GOLD |      1 |            15 |   46.6 |   46.6 |    6.6 |
+-----------------+--------+---------------+--------+--------+--------+.

Usage Notes

You cannot delete the zombie pool.

ShowPools.sh

TheShowPools.sh scriptdisplays thenameandordinal numberofa specified IPaddress
pool or all IP address pools, alongwith statistics for howmany addresses are configured

in the pool and howmany addresses are currently in an available, cached, or assigned

state.

Syntax

ShowPools.sh or ShowPools.sh -r
ShowPools.sh -v
ShowPools.sh -p Poolname or ShowPools.sh -r -p Poolname
ShowPools.sh -v -p Poolname
ShowPools.sh -v-r -p Poolname
ShowPools.sh -h

Options

Table 88: ShowPools.sh Options

DescriptionOption

Displays output in percentages for the ShowPools.sh command in verbose
mode. The percentages always add to 100% per pool.

-v

Displays output in raw numbers instead of percentages. When invoked with
the -v option, you can use any format: -vr, -rv, -v -r, or -r -v.

If the -r option is used without the -v option, the command is ignored.

-r
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Table 88: ShowPools.sh Options (continued)

DescriptionOption

Displaysoutputof the specified IPaddresspool in rawnumbers,when invoked
with the -r, -vr, -rv, -v -r, or -r -v option. The output also contains the statistics
for the total numberof IPpools, pool ranges, and IPaddresses in thedatabase.

When invokedwith the -voption, this scriptdisplays theoutputof thespecified
IP address pool in percentages.

NOTE: The exact pool name should be used for Poolname. Wildcard
characters (such as *) are not allowed in the script.

-p Poolname

Displays help for the ShowPools.sh script.-h

Example

The following example lists the address pools configured for Steel-Belted Radius Carrier

high availability.

hadm$- ShowPools.sh -v
IpPools:
+----------------+------+------+------+---------+---------+
|Name            |Ord   |Count |%Free |%Cache   |%InUse   |
+----------------+------+------+------+---------+---------+
|(z o m b i e)   |0     |0     |----  |----     |----     |
|POOL1           |1     |10    |0.0   |100.0    |0.0      |
|POOL2           |2     |20    |0.0   |100.0    |0.0      |
|POOL3           |3     |255   |0.0   |100.0    |0.0      |
+----------------+------+------+------+---------+---------+
hadm$- ShowPools.sh -r
IpPools:
+----------------+------+------+
|Name            |Ord   |Count |
+----------------+------+------+
|(z o m b i e)   |0     |0     |
|POOL1           |1     |10    |
|POOL2           |2     |20    |
|POOL3           |3     |255   |
+----------------+------+------+
Total Pools :   3 + 1 zombie pseudo-pool.
Total Ranges:   3 + 0 zombie pseudo-ranges.
Total Addrs : 285 + 0 zombie pseudo-addrs.

hadm$- ShowPools.sh -v -p POOL1
IpPools:
+----------------+------+------+------+---------+---------+
|Name            |Ord   |Count |%Free |%Cache   |%InUse   |
+----------------+------+------+------+---------+---------+
|POOL1           |1     |10    |0.0   |100.0    |0.0      |
+----------------+------+------+------+---------+---------+

hadm$- ShowPools.sh -r -p POOL1
IpPools:
+----------------+------+------+
|Name            |Ord   |Count |
+----------------+------+------+
|POOL1           |1     |10    |
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+----------------+------+------+
Total Pools :   3 + 1 zombie pseudo-pool.
Total Ranges:   3 + 0 zombie pseudo-ranges.
Total Addrs : 285 + 0 zombie pseudo-addrs.

Usage Notes

• The output of the ShowPools.sh script is sorted alphabetically by pool name.

• The Count field displays the total number of IP addresses in the pool. If an address
pool consists of more than one address range, the Count field displays the sum of the

number of addresses in each range.When theCount field is zero, the percentage fields
are represented with dashes because the quotient InUse/Count does not exist.

• The Free, Cache, and InUse fields, which are populated when the -v (verbose) option
is used, display the percentage of addresses in an address pool that are in each state.

• The Free field displays the percentage of addresses that are available for caching
or assignment.

• The Cache field displays the percentage of addresses that have been cached by a
Steel-Belted Radius Carrier node.

• The InUse field displays the percentage of addresses in the pool that are currently
assigned to users.

AddRange.sh

The AddRange.sh script adds an IP address range to the IpRanges database table. The
new range cannot intersect with an existing range. If no zombie addresses exist in the

new range, the AddRange.sh script will run quickly; otherwise it will run slowly.

Syntax

All SBR Carrier nodes must be in management mode.

AddRange.sh poolname startaddr { count | endaddr }
AddRange.sh -u
AddRange.sh -h

Options

Table 89: AddRange.sh Options

DescriptionOption

Specifies the name of the IP address pool to which you want to add an IP
address range.

Address pool names canbe entered in lower,mixed, or upper case, but names
are converted to all capitals before the script continues.

poolname

Specifies the first IP address in the IP address range.

Enter IP addresses in dotted decimal format.

startaddr
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Table 89: AddRange.sh Options (continued)

DescriptionOption

Specifies the number of addresses in the address range.

Youmust enter a count argument if you do not enter an endaddr argument.

count

Specifies the last IP address in the IP address range. Enter IP addresses in
dotted decimal format.

Youmust enter an endaddr argument if you do not enter a count argument.

endaddr

“Unzombifies” the addresses in the Current Sessions Table and updates the
corresponding Sbr_IpPoolOrdinal’s in the Current Sessions Table.

-u

Displays help for the AddRange.sh script.-h

Example

The following example adds an address range consisting of 15 addresses to the B-GOLD

pool and confirms the address range was added.

hadm$- AddRange.sh B-GOLD 192.168.0.0 15
hadm$- ShowPools.sh
IpPools:
+-----------------+--------+---------------+--------+--------+--------+
|            Name |    Ord |         Count |  %Free | %Cache | %InUse |
+-----------------+--------+---------------+--------+--------+--------+
|  (z o m b i e)  |      0 |             0 |   ---- |   ---- |   ---- |
|          B-GOLD |      1 |            15 |  100.0 |    0.0 |    0.0 |
+-----------------+--------+---------------+--------+--------+--------+

Usage Notes

When the AddRange.sh script is executed, it determines the status of the addresses in
the range. If the addresses do not exist in the IpAddrs database table, theAddRange.sh
script adds them to the table. If the addresses exist in the IpAddrs database table and
are flagged as zombies, the script updates the pool ordinal of each address to reflect its

address pool assignment.

DelRange.sh

The DelRange.sh script enables you to delete an IP address range from the IpRanges
database table and delete the addresses in the IP address range from the IpAddrs
database table.

Syntax

All SBR Carrier nodes must be in management mode.

DelRange.sh startaddr
DelRange.sh -a
DelRange.sh -z
DelRange.sh -h
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Options

Table 90: DelRange.sh Options

DescriptionOption

Specifies the starting IP address of the range you want to delete.startaddr

Deletes all ranges.-a

Indicates whether zombie IP addresses were created.-z

Displays help for the DelRange.sh script.-h

Example

The following example removes the address range starting with 192.168.0.0 from the

B-GOLD pool and confirms the address range was deleted.

hadm$- ShowRanges.sh
IpRanges:
+-----------------+-----------------+-----------------+---------------+
|            Pool |       StartAddr |         EndAddr |         Count |
+-----------------+-----------------+-----------------+---------------+
|          B-GOLD |   0.  0.  0. 10 |   0.  0.  0. 15 |             6 |
|          B-GOLD | 192.168.  0.  0 | 192.168.  0. 14 |            15 |
+-----------------+-----------------+-----------------+---------------+
hadm$- DelRange.sh 192.168.0.0
hadm$- ShowRanges.sh
IpRanges:
+-----------------+-----------------+-----------------+---------------+
|            Pool |       StartAddr |         EndAddr |         Count |
+-----------------+-----------------+-----------------+---------------+
|          B-GOLD |   0.  0.  0. 10 |   0.  0.  0. 15 |             6 |
+-----------------+-----------------+-----------------+---------------+

Usage Notes

• You are not prompted to confirm that you want to delete an address range when you

execute the DelRange.sh command.

• When you execute theDelRange.sh script, Steel-BeltedRadiusCarrier high availability
transfers the addresses in the deleted range to the zombie pool to preserve their usage

statistics.

• Put your SBRCarrier servers intomanagementmodebefore you executeDelRange.sh.

ShowRanges.sh

The ShowRanges.sh script enables you to display the starting and ending address of
each IP address range, the number of addresses in the range, and the name of the pool

to which a range belongs.

Syntax

ShowRanges.sh
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ShowRanges.sh -r
ShowRanges.sh -c
ShowRanges.sh -h

Options

Table 91: ShowRanges.sh Options

DescriptionOption

Orders the range primarily by range start/end addresses, and secondarily by
pool name.

-r

Orders the range primarily by count, and secondarily by range or pool name
according to how the -r argument was specified.

-c

Displays help for the ShowRanges.sh script.-h

Example

The followingexampledisplays theoutputof theShowRanges.sh script,which indicates
that the B-GOLD IP address pool consists of one range of 15 IP addresses.

hadm$- ShowRanges.sh
IpRanges:
+-----------------+-----------------+-----------------+---------------+
| Pool            | StartAddr       | EndAddr         | Count         |
+-----------------+-----------------+-----------------+---------------+
| B-GOLD          | 192.168. 0. 0   | 192.168. 0. 14  | 15            |
+-----------------+-----------------+-----------------+---------------+

Usage Notes

• The output of the ShowRanges.sh script is sorted alphabetically by pool name, with
ranges within an address pool being sorted numerically.

• IP addresses in the output of the ShowRanges.sh script are padded with spaces to
improve readability. Before you canusean IPaddress copied fromtheShowRanges.sh
output as an argument for another command (such as AddRange.sh, DelRange.sh,
DelSession.sh,ShowAddrs.sh, orShowSessions.sh), youmust remove theembedded
spaces.

KillZombieAddrs.sh

A zombie address or pseudo-address is an entry in the IpAddrs database table that is
notassociated toanypooldefined in the IpPoolsdatabase table.A zombiepool is defined
in the ipAddrs database table and given an ordinal number of 0 with the name “(z om
b i e)”. No other pool can have space-characters or lowercase characters in its name.

When you change pool settings, some addresses may be shuffled amongst different

address pools. As a result, some addressesmay becomedisassociated fromany defined

pool. These zombie addresses are held in the zombie pool (a temporary holding tank for

addresses not currently assigned to a pool). The zombie pool preserves the LastUse
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timestamp on these addresses to support SSR aging strategy, which enables the

addresses to bemoved from one pool to another.

The KillZombieAddrs.sh script deletes all zombie addresses from the IpAddrs and
IpRanges database tables and the zombie address pool. After completing the
reconfiguration, if you do not want to preserve the usage statistics for the affected

addresses, run the KillZombieAddrs.sh script to delete the IP address pools or ranges
(Steel-BeltedRadiusCarrier highavailabilityputs theaffected IPaddresses in the zombie

address pool). The KillZombieAddrs.sh script also updates the IpPools database table
to remove zombie address information.

You cannot remove selected addresses (while leaving others) with the

KillZombieAddrs.sh script.

Syntax

All SBR Carrier nodes must be in management mode.

KillZombieAddrs.sh
KillZombieAddrs.sh -h

Options

Table 92: KillZombieAddrs.sh Options

DescriptionOption

Displays help for the KillZombieAddrs.sh script.-h

Example

The following example displays the output of the ShowPools.sh and ShowAddrs.sh
scripts before and after the KillZombieAddrs.sh script is executed.

hadm$- ShowPools.sh -v
IpPools:
+-----------------+--------+---------------+--------+--------+--------+
| Name            | Ord    | Count         | %Free  | %Cache | %InUse |
+-----------------+--------+---------------+--------+--------+--------+
| (z o m b i e)   | 0      | 5             | 80.0   | 20.0   | 0.0    |
| B-GOLD          | 1      | 6             | 33.3   | 66.6   | 0.0    |
+-----------------+--------+---------------+--------+--------+--------+
hadm$- ShowAddrs.sh
IpAddrs:
+-----------------+-----------------+-------+-------+---------------------+
| IpAddress       | Pool            | Cache | InUse | LastUse             |
+-----------------+-----------------+-------+-------+---------------------+
| 0. 0. 0. 10     | B-GOLD          | 0     | 0     | 2005-11-02 14:08:36 |
| 0. 0. 0. 11     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 12     | B-GOLD          | 0     | 0     | 2005-11-02 14:08:47 |
| 0. 0. 0. 13     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 14     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 15     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
| 192.168. 0. 0   | (z o m b i e)   | 0     | 0     | 2005-11-02 14:06:42 |
| 192.168. 0. 1   | (z o m b i e)   | 0     | 0     | 2005-11-02 14:07:05 |
| 192.168. 0. 2   | (z o m b i e)   | 0     | 0     | 2005-11-02 14:07:33 |
| 192.168. 0. 3   | (z o m b i e)   | 0     | 0     | 2005-11-02 14:07:28 |
| 192.168. 0. 4   | (z o m b i e)   | 23    | 0     | 2005-11-02 13:52:49 |
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+-----------------+-----------------+-------+-------+---------------------+
hadm$- KillZombieAddrs.sh -v
hadm$- ShowPools.sh
IpPools:
+-----------------+--------+---------------+--------+--------+--------+
| Name            | Ord    | Count         | %Free  | %Cache | %InUse |
+-----------------+--------+---------------+--------+--------+--------+
| (z o m b i e)   | 0      | 0             | ----   | ----   | ----   |
| B-GOLD          | 1      | 6             | 33.3   | 66.6   | 0.0    |
+-----------------+--------+---------------+--------+--------+--------+
hadm$- ShowAddrs.sh
IpAddrs:
+-----------------+-----------------+-------+-------+---------------------+
| IpAddress       | Pool            | Cache | InUse | LastUse             |
+-----------------+-----------------+-------+-------+---------------------+
| 0. 0. 0. 10     | B-GOLD          | 0     | 0     | 2005-11-02 14:08:36 |
| 0. 0. 0. 11     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 12     | B-GOLD          | 0     | 0     | 2005-11-02 14:08:47 |
| 0. 0. 0. 13     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 14     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
| 0. 0. 0. 15     | B-GOLD          | 24    | 0     | 0000-00-00 00:00:00 |
+-----------------+-----------------+-------+-------+---------------------+

ShowAddrs.sh

The ShowAddrs.sh script enables you to display the contents of the IpAddrs database
table.

Syntax

ShowAddrs.sh [ -a ][ startaddr [ count | endaddr ] ]
ShowAddrs.sh -o
ShowAddrs.sh -h

Options

Table 93: ShowAddrs.sh Options

DescriptionOption

If the -a argument is entered, information about IP addresses associatedwith
all nodes is displayed.

-a

If used without an endaddr argument, only information about the specified
address is displayed.

If used with an endaddr argument, only information about addresses in the
specified address range is displayed.

If used with the count argument but without an endaddr argument, only
addresses within the startaddr...startaddr+count-1 are displayed.

startaddr

Specifies the number of addresses in the address range.count

Specifies thatonly informationaboutaddresses in theaddress rangebetween
startaddr and endaddr is displayed.

You cannot use the endaddr argument without a startaddr argument.

endaddr
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Table 93: ShowAddrs.sh Options (continued)

DescriptionOption

Displays the output as an unordered list. You can use this argumentwhen the
IpAddr table is very, very large and you want to maximize efficiency.

If used with a startaddr argument, displays only that address only.

If usedwith startaddr and endaddr arguments, displays only those addresses
between the specified address range.

If usedwith the countargument andanaddrargument, only addresseswithin
the startaddr...startaddr+count-1 are displayed.

-o

Displays help for the ShowRanges.sh script.-h

Example

The following example displays the output of the ShowAddrs.sh script, which lists the
status of each IP address configured in the Steel-Belted Radius Carrier high availability

database. The following example indicates that node 24 has four IP addresses in its

cache, thatnode23has three IPaddresses in its cache, and thatone IPaddress is currently

in use by node 24.

hadm$- ShowAddrs.sh
IpAddrs:
+-----------------+-----------------+-------+-------+---------------------+
|       IpAddress |            Pool | Cache | InUse |             LastUse |
+-----------------+-----------------+-------+-------+---------------------+
| 192.168.  0.  0 |          B-GOLD |    24 |     0 | 2005-11-02 13:53:02 |
| 192.168.  0.  1 |          B-GOLD |    24 |     0 | 2005-11-02 13:52:47 |
| 192.168.  0.  2 |          B-GOLD |    24 |     0 | 2005-11-02 13:52:47 |
| 192.168.  0.  3 |          B-GOLD |    24 |     0 | 2005-11-02 13:52:47 |
| 192.168.  0.  4 |          B-GOLD |    23 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0.  5 |          B-GOLD |    23 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0.  6 |          B-GOLD |     0 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0.  7 |          B-GOLD |     0 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0.  8 |          B-GOLD |     0 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0.  9 |          B-GOLD |     0 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0. 10 |          B-GOLD |     0 |    24 | 2005-11-02 13:53:08 |
| 192.168.  0. 11 |          B-GOLD |     0 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0. 12 |          B-GOLD |     0 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0. 13 |          B-GOLD |    23 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0. 14 |          B-GOLD |     0 |     0 | 2005-11-02 13:52:49 |
+-----------------+-----------------+-------+-------+---------------------+

Output Notes

Table 94: ShowAddrs.sh Output Fields

DescriptionField

Identifies the IP address in dotted-decimal format (with space padding for
readability).

IPAddress

Identifies the pool using the IP address.Pool
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Table 94: ShowAddrs.sh Output Fields (continued)

DescriptionField

Identifies the SSR node ID of the SBR Carrier server that has cached the IP
address. A value of 0 indicates the address is not cached.

Cache

Identifies the SSR node ID of the SBR Carrier server that assigned the IP
address to a user.

InUse

If the address is in a cache (if the Cache field is not 0), identifies the date and
time on which the IP address was last cached by a server.

If the address is currently assigned to a user (if the InUse field is not 0),
identifies the date and time onwhich the IP addresswas assigned to the user
or on which the time stampwas updated.

If the address is currently available (if the Cache and InUse fields are 0),
identifies the date and time on which the IP address was freed at the end of
a user session.

LastUse

Usage Notes

If SBRCarrier does not receive anAccounting-Stopmessage for an address in the InUse
column, it does not return the address to the pool of available addresses immediately.

SBR Carrier sweeps the Current Sessions Table periodically for stale sessions, where the

StaleSessionTimeoutSecs setting in radius.ini specifies theperiod.To removeanaddress
from the InUse columnmanually, use the DelSession.sh command.

BackupIP.sh

The script enables you to create a backup of IP address pools in your SSR database. You

canmakemultiple backup copies using this script. During the backup process, the values

of Cache and InUse columns in the database are set to 0 in order to aid the restoration
of the IP address pools after the database creation.

Syntax

BackupIP.sh filename

BackupIP.sh -h

Options

Table 95: BackupIP.sh Options

DescriptionOption

Specifies the filename in which you want to backup IP address pools.filename

Displays help for the BackupIP.sh script.-h
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Example

The following example (1) lists the address pools configured for Steel-Belted Radius

Carrier high availability and (2) creates a backup of the address pools in the filename

called Backup1.

hadm@- ./ShowPools.sh
IpPools:
+--------------------+--------+------------+
|               Name |    Ord |      Count |
+--------------------+--------+------------+
|      (z o m b i e) |      0 |          0 |
|              POOL1 |      4 |      1,000 |
|              POOL2 |      2 |      1,000 |
|              POOL3 |      3 |        500 |
+--------------------+--------+------------+
Total Pools :     3 + 1 zombie pseudo-pool.
Total Ranges:     3 + 0 zombie pseudo-ranges.
Total Addrs : 2,500 + 0 zombie pseudo-addrs.

hadm@- ./BackupIP.sh Backup1
Backup Process Started
Backup Process Completed

Usage Notes

The backed up file can be restored using the RestoreIP.sh script.

RestoreIP.sh

The script enables you to restore the IP address pools from the backup file you created

in your SSR database.

Syntax

RestoreIP.sh filename

RestoreIP.sh -h

Options

Table 96: RestoreIP.sh Options

DescriptionOption

Specifies the filename that contains the backup.filename

Displays help for the RestoreIP.sh script.-h

Example

The following example displays the output of the ShowPools.sh script before and after
the RestoreIP.sh script is executed.

hadm@- ./ShowPools.sh
IpPools:
+--------------------+--------+------------+
|               Name |    Ord |      Count |
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+--------------------+--------+------------+
|      (z o m b i e) |      0 |          0 |
|              POOL1 |      4 |      1,000 |
+--------------------+--------+------------+
Total Pools :     1 + 1 zombie pseudo-pool.
Total Ranges:     1 + 0 zombie pseudo-ranges.
Total Addrs : 1,000 + 0 zombie pseudo-addrs.

hadm@- ./RestoreIP.sh Backup1
WARNING - Please confirm that DestroyDB.sh and CreateDB.sh scripts has been 
executed; OK <yes|no>  yes
SBRs must be offline or in ManagementMode; OK? <yes|no>  yes
Restoring Process Started
Restoring Process Completed.

hadm@- ./ShowPools.sh
IpPools:
+--------------------+--------+------------+
|               Name |    Ord |      Count |
+--------------------+--------+------------+
|      (z o m b i e) |      0 |          0 |
|              POOL1 |      5 |      1,000 |
|              POOL2 |      6 |      1,000 |
|              POOL3 |      7 |        500 |
+--------------------+--------+------------+
Total Pools :     3 + 1 zombie pseudo-pool.
Total Ranges:     3 + 0 zombie pseudo-ranges.
Total Addrs : 2,500 + 0 zombie pseudo-addrs.

Usage Notes

Executing theRestoreIP.sh script deletes the existing database, creates a newdatabase,

and restores the IP address pools from the backup file you created in your SSRdatabase.

The values in the ord columnmay get changed after restoring the IP pools.

NOTE: Place the SBR Carrier servers intomanagementmode before you
execute RestoreIP.sh.

SSR SessionManagement

Sessionmanagement scripts track and allowmodification of sessions. These scripts are

executed onmanagement nodes.

SessionManagement Scripts

ShowSessions.sh

The ShowSessions.sh script enables you todisplay thecontentsof theCurrentSessions
Table, which tracks IP addresses used by customers. Based on your customization, the

following Current Sessions Table fields may be displayed:

CORE
UniqueSessionId
    CreationTime
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ExpirationTime
    Ipv4Address
     IpAddrPool
       NasName
        Status
UserConcurrencyId
MobileIpType
3gpp2ReqType
WimaxClientType
WimaxAcctFlows
Ipv6Address
FEATURE
AcctAutoStop
SessionTimeout
ClassAttribute
OPTIONAL
UserName
AcctSessionId
TransactionId
NasPortType
NasPort
CallingStationId
CalledStationId
MobileCorrelationId
Ipv6InterfaceId
Ipv6Prefix
NasIpv4Address
NasIpv6Address
RADATTR
{Specified by admin -- Customizable Current Sessions Table feature}
PRIVATE
{Specified by admin -- Customizable Current Sessions Table feature}

Syntax

ShowSessions.sh
ShowSessions.sh -a
ShowSessions.sh -c
ShowSessions.sh -o
ShowSessions.sh -u username [ startaddr [ endaddr]]
ShowSessions.sh startaddr [ endaddr]]
ShowSessions.sh -h
ShowSessions.sh [-c] -nNASName

Options

Table 97: ShowSessions.sh Options

DescriptionOption

Displays information for all sessions.-a

Displays only the count of the current session.-c
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Table 97: ShowSessions.sh Options (continued)

DescriptionOption

Displays the output as an unordered list.

If usedwith a startaddrargument, displays the sessionwith that address only.

If used with startaddr and endaddr arguments, displays only those sessions
that have addresses between the specified address range.

-o

Displays only those sessions for the specified user.-u username

If used without an endaddr argument, only information about sessions the
specified address is displayed.

If usedwithanendaddrargument, only informationabout sessionsaddresses
in the specified address range is displayed.

startaddr

Specifies that only information about sessions with addresses in the address
range between startaddr and endaddr is displayed.

You cannot use the endaddr argument without a startaddr argument.

endaddr

Displays information about the sessions associated with the specified NAD.

If used with the -c option, displays the number of sessions associated with
the specified NAD.

-n NASName

Displays help for the ShowSessions.sh script.-h

Example

The following example displays the output of the ShowSessions.sh script and shows
the number of current sessions and all of the information for a session:

hadm$- ShowSessions.sh -c
Total Sessions: 1.

hadm$- ShowSessions.sh -a
CurrentSessions:
+ -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- + (1)
CORE
      UniqueSessionId: 'e86cb6d3717ab5331c68e6bf2b8ec6ef'x
         CreationTime: 2017-08-17 12:44:58 (TZ=+00:00)
       ExpirationTime: 2017-08-18 12:44:58 (TZ=+00:00)
          Ipv4Address: 10.212.10.17
           IpAddrPool: (n u l l)
              NasName: "LOCALHOST"
               Status: Active (2)
    UserConcurrencyId: (n u l l)
         MobileIpType: 0
         3gpp2ReqType: 0
      WimaxClientType: 0
       WimaxAcctFlows:
          Ipv6Address: “3333:0000:0000:0000:0000:0000:0000:4444”
FEATURE
         AcctAutoStop: (n u l l)
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       ClassAttribute: '00'x
OPTIONAL
             UserName: "test"
        AcctSessionId: "1502973868T2gpu"
        TransactionId: (n u l l)
          NasPortType: NULL
              NasPort: 0
     CallingStationId: "somecaller"
      CalledStationId: (n u l l)
  MobileCorrelationId: (n u l l)
      Ipv6InterfaceId: (n u l l)
           Ipv6Prefix: NULL
       NasIpv4Address: 127.0.0.1
       NasIpv6Address: (n u l l)
RADATTR
       WimaxSessionId: (n u l l)
   AcctMultiSessionId: (n u l l)
    FunkOuterUserName: (n u l l)
PRIVATE
+ -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- + (end) 
(end)
hadm$- 

DelSession.sh

The DelSession.sh script enables you todeleteall sessions, aparticular session identified
by its IP address or UniqueSessionID, or sessions associated with a specified IP address

pool orNAD fromtheCurrentSessionsTable. Executing theDelSession.sh script updates
address usage statistics in the IpAddrs table.

Syntax

DelSession.sh [-f] -a
DelSession.sh [-f] addr
DelSession.sh [-f] uniquesessionid
DelSession.sh [-f] -p Poolname [-l limit]
DelSession.sh [-f] -nNASName [-l limit]
DelSession.sh -h

Options

Table 98: DelSession.sh Options

DescriptionOption

Specifies that youwant todeleteall sessions fromtheCurrentSessionsTable.-a

Specifies that you want to force the deletion of the specified session or
sessions. Using the -f option is appropriate when SBR Carrier is not running,
and you want to delete sessions directly from the database.

NOTE: Donotuse the -foptionwhenSBRCarrier is running.Doing soprevents
SBR Carrier from performing other cleanup tasks, such as sending Auto Acct.
Stopmessages.

-f

Specifies the IP address of the session you want to delete from the Current
Sessions Table.

addr
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Table 98: DelSession.sh Options (continued)

DescriptionOption

Specifies the ID of the session you want to delete from the Current Sessions
Table. Necessary for sessions that do not have an associated address, such
as phantom sessions that are not managed by SBR Carrier.

uniquesessionid

Specifies thatall sessionsassociatedwith thespecified IPaddresspool should
be deleted from the Current Sessions Table.

-p Poolname

Specifies thatall sessionsassociatedwith thespecifiedNADshouldbedeleted
from the Current Sessions Table.

-nNASName

Specifies the number of session entries (associatedwith provided pool name
or NAD) to be deleted in sequential order from the Current Sessions Table.

-l limit

Displays help for the DelSession.sh script.-h

Example

The following shows all IP addresses and then deletes all sessions.

hadm$- ShowAddrs.sh
IpAddrs:
+-----------------+-----------------+-------+-------+------------------+
|       IpAddress |         Pool | Cache | InUse |             LastUse |
+-----------------+--------------+-------+-------+---------------------+
| 192.168.  0.  8 |       B-GOLD |     0 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0.  9 |       B-GOLD |     0 |     0 | 2005-11-02 13:52:49 |
| 192.168.  0. 10 |       B-GOLD |     0 |     0 | 2005-11-02 14:00:11 |
| 192.168.  0. 11 |       B-GOLD |     0 |     0 | 2005-11-02 13:52:49 |
+-----------------+--------------+-------+-------+---------------------+
hadm$- DelSession.sh -af
This will delete all sessions; OK? <yes|no> yes
This will set all addrs not-InUse; OK? <yes|no> yes
SBRs must be offline; OK? <yes|no> yes
hadm$- ShowSessions.sh -a
CurrentSessions:
+------------------------------------------------------------------+ (end)

Usage Notes

You are not prompted to confirm that you want to delete a session when you execute

the DelSession.sh script.

User Concurrency Scripts

ShowUserConc.sh

The ShowUserConc.sh script enables you to display the contents of the
Sbr_UserConcurrency table.

Syntax

ShowUserConc.sh
ShowUserConc.sh -a
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ShowUserConc.sh username
ShowUserConc.sh -h

Options

Table 99: ShowUserConc.sh Options

DescriptionOption

Displays all user concurrency information.-a

Displays all entries whose UserConcurrency ID has the specified username
(matching is case-insensitive). UserConcurrency ID’s use the format:
authtype-username, where authtype identifies an authentication type or
method (uses the format number- or proxyname-

username

Displays help for the ShowUserConc.sh script.-h

Example

The following example displays all of the user concurrency information in the

Sbr_UserConcurrency table.

hadm$- ShowUserConc.sh -a
UserConcurrency:
+---------+--------+
|Id       |Count   |
+---------+--------+
|0-JANE   | 1      |
|0-JILL   | 10     |
|0-JOE    | 3      |
+---------+--------+

TheUserConcurrencyID consists of a prefix identifying the authentication method, a
hyphen, and the username. The username is the same as theSbr_UserName field in the
Current Sessions Table.

The authentication method prefix specifies the domain/context in which the username

is to be interpreted (amanaged database of account names). There are two

authentication methods:

• Enumerated—Identified by an integer in the range 0–999.

• Proxy—Identified by a target-name (for simple proxy) or realm-name (for extended

proxy).

For example, 0-JANE, 0 indicates a “native user” enumerated authentication method.
See Table 100 on page 652 for a complete list.

Table 100: Enumerated AuthenticationMethods

Method Description
Enumerated
Prefix

Native user0-User
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Table 100: Enumerated AuthenticationMethods (continued)

Method Description
Enumerated
Prefix

UNIX user13-User

UNIX group14-User

All generic plug-in authentication methods200-User

SIM user201-User

For more details about theUserConcurrencyID, see
“ManagingUserConcurrencywithSessionStateRegister” onpage659. Every entry in the

Sbr_UserConcurrency table corresponds to an entry in the Current Sessions Table. The

Count field of the Sbr_UserConcurrency table is the number of corresponding entries in
the Current Sessions Table. For example:

hadm$- ShowSessions.sh -u Jane
CurrentSessions:
+ -- -- - -- -- -- - -- -- -- - -- -- -- - -- -- -- -- -- -- -- -- -- + (1)
CORE
  UniqueSessionId: '73ca98eedb03a12ba4dbd40400000000'x
     CreationTime: 2009-05-03 15:02:59 (TZ=+00:00)
   ExpirationTime: 2009-05-04 15:02:59 (TZ=+00:00)
      Ipv4Address: 1.0.1.76
       IpAddrPool: GOLD (1)
          NasName: "1.1.2.2"
           Status: Active (2)
UserConcurrencyId: "0-JANE"
     MobileIpType: 0
     3gpp2ReqType: 0
  WimaxClientType: 0
   WimaxAcctFlows: (n u l l)
      Ipv6Address: “3333:0000:0000:0000:0000:0000:0000:4444”
FEATURE
AcctAutoStop: (n u l l)
SessionTimeout: (n u l l)
ClassAttribute: (n u l l)
OPTIONAL
UserName: "JANE"
AcctSessionId: "0000E326"
TransactionId: '73ca98eedb03a12ba4dbd404'x
NasPortType: ISDN Sync (2)
NasPort: 58,150
CallingStationId: "somecaller"
CalledStationId: "somecallee"
MobileCorrelationId: (n u l l)
RADATTR
PRIVATE
+ -- -- -- -- -- -- -- -- -- -- -- -- -- - -- -- -- --- -- -- -- -- + (end)
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DelUserConc.sh

The DelUserConc.sh script enables you to delete a single UserConcurrency ID from the

Sbr_UserConcurrency table.

Syntax

DelUserConc.sh
DelUserConc.sh userconcurrencyid
DelUserConc.sh -h

Options

Table 101: DelUserConc.sh Options

DescriptionOption

Deletes the specified entry (if it exists) from the UserConcurrency table.
Matching is exact and case-sensitive, with no initial substring match.

userconcurrencyid

Displays help for the DelUserConc.sh script.-h

Administration Script Control Files

Administration scripts read the text files listed in Table 102 onpage654 to access default

information. These files are created by the installation scripts or system operations, and

normally do not require modification.

Table 102: Configuration Files for Administration Scripts

Default ValueFunctionFileName

Empty (no errors recorded)Error message file.ErrMsg.txt

SteelBeltedRadiusSpecifies the default name for the database
createdwith theCreateDB.sh script (describedon
“CreateDB.sh” on page 624).

DBName.txt

/opt/JNPRhadm/.mysql.sockSpecifies the socket onwhich themysqld process
is listening.

If the DBSock.txt file is present and not empty,
then the administration script assumesmysqld is
running on the localmachine, and listening on the
specified socket, and the administration scripts
communicate with mysqld using this socket.

If theDBSock.txt file is absent or empty, then the
administration scripts use DBHost.txt/DBPort.txt
to communicate with mysqld.

DBSock.txt

localhostSpecifies the name of the host on which mysqld
is running.

DBHost.txt
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Table 102: Configuration Files for Administration Scripts (continued)

Default ValueFunctionFileName

3001Specifies thedefault port for communicatingwith
mysqld.

DBPort.txt

hadmsbrSpecifies the name of the default SSR identity
(account).

DBUser.txt

someStrongHadmSbrPasswordSpecifies thepasswordof thedefaultSSR identity
(account).

DBPwd.txt

Empty (no value present)A scratch file used by the scripts.Scratch.txt

+00:00Specifies the timezoneusedby theadministration
scripts. Available choices are: UTC (the default
value of 00:00), time zone of themachine where
the administration scripts are running, or the time
zone of the machine that hosts the management
node.

If youneed to change the time zone, youmust edit
the DBtime zone.txt field. For example, to set the
time zone to Pacific Standard Time (PST), first
set the DBtime zone.txt field to -07:00.

This setting affects the timestamp display in the
ShowAddrs.sh and ShowSessions.sh scripts.
However, this setting does not affect the
timestamps held in the database.

DBtime
zone.txt
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PART 9

Optional Concurrency Module

This part contains chapters that describe managing user concurrency for Session State

Register. For the SBR Carrier architecture, see Figure 1 on page 4.

The following chapters are included:

• Managing User Concurrency with Session State Register on page 659

• Managing Concurrency with Attributes in Session State Register on page 665
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CHAPTER 39

Managing User Concurrencywith Session
State Register

This chapter describes how tomanage user concurrency across multiple servers

connected to the same database cluster. You can limit the number of active user

connections across all SBR Carrier nodes in the Session State Register cluster.

This chapter documents the default behavior of the SSR cluster that tracks concurrency

using usernames; see

“Managing Concurrency with Attributes in Session State Register” on page 665 for

information about the expanded capabilities of the Optional User Concurrency and

Wholesale module.

These topics are in this chapter:

• Overview on page 659

• HowUser ConcurrencyWorks on page 659

Overview

You can set a limit on the maximum number of concurrent connections that a user can

have by counting the number of connections associated with a username. When user

concurrency management is enabled, SBR Carrier servers in the cluster compare the

number of active connections for a user to the user’s maximum limit each time a new

connection is requested. If a new connection exceeds the limit, Session State Register

may reject or allow the additional connection. In either case, the event is logged in the

server log.

NOTE: When counting connections, Session State Register does not
distinguish betweenmulti-link connections and new user authentication
attempts.

HowUser ConcurrencyWorks

To support user concurrency on all SBR Carrier servers in a cluster, a simple database

table (Sbr_UserConcurrency) in the NDB database stores two fields: the user ID and the
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current count of user sessions. TheSbr_UserConcurrency table is created automatically
when you run the CreateDB.sh script to create a database.

NOTE: User concurrency limits (quotas) are enforced during authentication.
If the SBR Carrier server is being used as an accounting-only node, user
concurrency limits are not enforced.

When an Access-Request is received, the user is authenticated and an ID consisting of

an authentication method prefix, a hyphen, and a username is created, such as 0-JANE.

This example script displays all of the user concurrency information in the

Sbr_UserConcurrency table.

hadm$- ShowUserConc.sh -a
UserConcurrency:
+---------+--------+
| Id      | Count  |
+---------+--------+
| 0-JANE  | 1      |
| 0-JILL  | 10     |
| 0-JOE   | 3      |
+---------+--------+

The ID, 0-JANE, is used to look up the count of open sessions in the table. If this number
exceeds thenumberof sessionsallowed,asdeterminedeitherbynativeuser configuration,

LDAP/SQL lookup, or FunkVSA in theAccess-Request, the request is rejected.Otherwise,

the count is incremented and an Access-Accept is sent.

When an Accounting-Stop is received, the count is decremented. The Class attribute

sent in the Access-Accept must be returned in the Accounting-Request so that the user

can bematched with the ID in the table for user session counts.

TheDelSession.sh administrative script decrements the Count field as required. For
more details about the DelSession.sh script, see “DelSession.sh” on page 650.

UserConcurrencyID Construction

TheUserConcurrencyID consists of a prefix identifying the authentication method, a
hyphen, and a UserName.

Username

The username is the same as the Sbr_UserName field in the Current Sessions Table.

The size of the Sbr_UserName field in the Current Sessions Table and the ID field in the
Sbr_UserConcurrency table must be the same. By default, the SQL datatype and size
definition is: VARCHAR(32) utf8. It has a customizable character set and size, with a

maximum size of 84 characters. The Sbr_UserName field must be large enough to hold
all user concurrency IDs.
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NOTE: The username is not guaranteed to be unique among all users; it is
only unique when combined with an authenticationmethod.

Fordetails about theSbr_UserName fieldand theCurrentSessionsTable, see the section
on Customizing the SSR Database Current Sessions Table in the SBR Carrier Installation

Guide.

AuthenticationMethod

The prefix of theUserConcurrency ID is determined by the authentication method. The
authentication method specifies the domain/context in which the username is to be

interpreted (amanaged database of account names).

There are two authentication methods:

• Enumerated

• Proxy

Enumerated Authentication Methods

Enumerated authentication methods are identified by an integer in the range 0–999. In

the previous example, 0-JANE, 0 indicates a “native user” enumerated authentication
method. Table 103 on page 661 contains the list of supportedmethods and prefixes.

Table 103: Enumerated AuthenticationMethods

Method Description
Enumerated
Prefix

Native user0-User

Windows domain user6-Userxs

Windows domain group7-User

Windows host user8-User

Windows host group9-User

SecureID user10-User

UNIX user13-User

UNIX group14-User

All generic plug-in authentication methods200-User

SIM user201-User
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Proxy Authentication Methods

Proxy authentication methods are identified by a target-name (for simple proxy) or

realm-name (for extended proxy). When defining proxy authentication methods, you

must ensure that the target-name or realm-name does not exceed the length of the

Sbr_UserName field in the Current Sessions Table and the ID field in the
Sbr_UserConcurrency table.

To save space in the NDB database and useminimally sized Sbr_UserConcurrencyId
and Id fields, you can name your proxy authentication methods using letters such as A
or B.

For proxy authentication methods, theUserConcurrencyID comprises a
string-concatenation of the target-name or realm-name enclosed in angle brackets, a

hyphen, and a username; for example: <allegra>-JoeUser.

NOTE: Because they are protected characters used to enclose target and
realm names, you cannot use angle bracket or the “greater than/less than”
characters < and > as part of the target-name or realm-name.

AuthenticationMethod Consistency

Youmust make sure that all of the authentication methods used by the Session State

Register servers in a farm use the same name definition for the same authentication

method.

For example, if server #1 defines a JoeUser, native-account for the real-world person

JosephA.User; and server#2defines a JoeUser, native-account for the real-world person

Josephine B. Userette, then both will be assigned aUserConcurrencyID of 0-JoeUser
because 0 is the integer value associated with the native-user authentication method.

Their user concurrency countswill be corrupt. Similarly, corruptionwill alsooccur of server

#1andserver#2bothdefineproxyauthenticationmethods if thesamenamewhichdon't

refer to the same real-world proxy target/realm.

Retrospective Dynamicity

Dynamicity refers to your ability to modify a user's concurrency limit after the user's

account has been created. As a result, the user could have some pre-existing sessions

after you change the concurrency limit. Retrospectivity refers to what happens to those

pre-existing sessions when you change the user's concurrency limit.

In a case where a user has no concurrency limit imposed, to optimize performance, set

theUserConcurrencyId field in the Current Sessions Table toNULL. No corresponding
record for that user will be created in the Sbr_UserConcurrency table. This minimizes
the number of accesses to the database because it is not necessary to update the

Sbr_UserConcurrency table when no concurrency limit has been imposed on the user.
This represents the no-retrospective-dynamicity model which is the model supported

by Session State Register.
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Consequences of the No-Retrospective-Dynamicity Model

The following examples explain the consequences of the no-retrospective-

dynamicity model.

• Example #1: JoeUser (a native user) initially has no concurrency limits imposed so his
concurrency count is not being tracked in the Current Sessions Table or the

Sbr_UserConcurrency table. This enables Joe to start up any number of sessions. In
this example, Joe has five existing sessions. Then, the administrator decides to impose

a concurrency limit of three on Joe. Joe's previous existing five sessions do not count

against his new concurrency limit of three. Instead, this allows Joe to have up to eight

simultaneous sessionsuntil someof themstart toexpire. Asa result, theadministrator’s

intent of limiting sessions to three is not being honored (temporarily).

• Example #2: JoeUser initially has a concurrency limit of seven imposed so his
concurrency count is being tracked in the Current Sessions Table and the

Sbr_UserConcurrency table. In this example, Joe has five existing sessions. Then, the
administrator decides to re-set Joe’s concurrency limit to three. Joe still has fiveprevious

sessions because Session State Register does not try to kill two of Joe’s sessions.

However, Session State Register will not allow him to create any new sessions until

he drops below the new limit of three. As a result, the administrator’s intent of limiting

sessions to three is not being honored (temporarily).

Benefits of the No-Retrospective-Dynamicity Model

The benefits of the no-retrospective-dynamicity model are:

• There is a distinct performance advantagewhen no concurrency limit is imposed since

it requires less accesses to the database, while it causes no adverse effects on

performance when concurrency limits are imposed.

• If anadministrator reallywants tokill Joe's sessions, heor shecanuse theDelSession.sh
admin script.

• Sessions have a limited lifetime, so they will die off eventually.

• Theno-retrospective-dynamicitymodel is themost common implementationof limits

(quotas), so it is already familiar to administrators.
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CHAPTER 40

Managing Concurrency with Attributes in
Session State Register

This chapter describes how tomanage concurrency in a Session State Register cluster

that uses the Optional Concurrency andWholesale Module. This module expands the

default user concurrencymethod by allowing concurrent sessions to be tracked by other

attributes than the username. (Basic username concurrency is described in

“Managing User Concurrency with Session State Register” on page 659.)

These topics are in this chapter:

• Overview on page 665

• How Attribute-Based ConcurrencyWorks on page 666

• Configuring Attribute-Based Concurrency on page 666

Overview

Overandabove thedefault usernameconcurrencycontrols of theSessionStateRegister,

theOptionalConcurrencyandWholesaleModuleprovidesexpandedcapabilities to track

user concurrency using any user attribute.

NOTE: Concurrency on any attribute is only supported when SBR Carrier is
running as part of a Session State Register cluster. This feature is not
supported on a standalone SBR Carrier server.

NOTE: RADIUSClassAttributesareanoptionalpartof theRADIUSstandard,
but not all network access devices fully support attributes. In order to work
at theRADIUS server level, the networkNADsmust support theRadiusClass
Attribute. If they do not, the attribute data the server requires is not created.

As with username-based concurrency, you can set a limit on the maximum number of

concurrent connections that a user can have. SBR Carrier servers in the cluster compare
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the number of active connections for a particular string attribute up to the maximum

limit each time a new connection is requested.

If a new connection exceeds the limit, Session State Register may reject or allow the

additional connection. In either case, the event is logged in the server log.

NOTE: When counting connections, Session State Register does not
distinguishbetweenmulti-linkconnectionsandnewauthenticationattempts.

HowAttribute-Based ConcurrencyWorks

To support attribute-based concurrency on all SBR Carrier servers in a cluster, the

Sbr_UserConcurrency table in the cluster’s SSR database contains fields for specified
attributes in addition to the default user ID and the current count of sessions for each

specified attribute. The Sbr_UserConcurrency table is created automatically when you
run the CreateDB.sh script on eachmanagement node to create the database.

NOTE: Concurrency limits (quotas) are enforced during authentication. If
the SBR Carrier server is being used as an accounting-only node, user
concurrency limits are not enforced.

When an Access-Request is received, the user is authenticated and an ID consisting of

an authenticationmethod prefix, a hyphen, and a username or attribute is created in the

table. Each specified attribute is tracked in other columns.

The ID and attribute(s) are used to look up the count of open sessions in the table. If this

number exceeds the number of sessions allowed, as determined either by native user

configuration, LDAP/SQL lookup, or Funk VSA in the Access-Request, the request is

rejected. Otherwise, the count is incremented and an Access-Accept is sent.

When an Accounting-Stop is received, the count is decremented. The Class attribute

sent in the Access-Accept must be returned in the Accounting-Request so that the user

can bematched with the ID in the table for user session counts.

TheDelSession.sh administrative script decrements the Count fields as required. For
more details about the DelSession.sh script, see “DelSession.sh” on page 650.

Configuring Attribute-Based Concurrency

If theOptionalConcurrencyandWholesaleModule isnotenabledduring initial installation,

it needs to be activated by entering a license number in theWeb GUI too.

There is notadefault setting for attribute-basedconcurrencybecauseattributesattached

to a user can vary from site to site. (For tunneled authentication methods, any attribute

available in the inner request may be used.)

To set up the Optional Concurrency andWholesale Module, you edit the

/opt/JNPRhadm/UserConcurrenty.sql file to increase the size of the ID field in the user
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concurrency table and edit the /opt/JNPRsbr/radius/radius.ini file to specify the
attribute(s) to track.

Setting the Size of the ID Field in the User Concurrency Table

To increase the size of the ID Field in the user concurrency table:

1. Log in as hadm.

2. Change directories to /opt/JNPRhadm/.

3. EditUserConcurrency.sql to increase the size of the ID field.

a. Near the top of the file, locate the line that reads:

Id    VARCHAR(84) CHARSET utf8 COLLATE utf8_general_ci

b. Change the (84) to (235).

Themodified file should look like this example:

#=======================================================================

CREATE TABLE Sbr_UserConcurrency
  (
    Id    VARCHAR(235) CHARSET utf8 COLLATE utf8_general_ci
          NOT NULL,
    Count INT UNSIGNED
          NOT NULL,
      PRIMARY KEY USING HASH (Id)
  )
  ENGINE = ndbcluster  # NOTE: CreateDB.sh fiddles with this line!
  ;

#=======================================================================

Specifying the User Attribute

To specify the attribute or attributes to track:

1. Log in as root.

2. Change directories to /opt/JNPRsbr/radius/.

3. Edit radius.ini to specify the attribute or attribute to track.

a. Near the top of the file, locate the [Configuration] section and within it, the

Login-Limit-Key = line. It looks like this example:

;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;
RADIUS.INI file - Version 7.2 (March 2009)
;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;
; This file defines operational characteristics of Juniper Network's
; Steel-Belted Radius server.

[Configuration]
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; Login-Limits: limiting user concurrency
Apply-Login-Limits              = yes

; 'Login-Limit-Key' allows you to redefine the key used for
; login-limit concurrency checks.  It is a list of attributes 
; (space separated).  Maximum payload length is 84 characters.  
; Binary attributes will be rendered as a hex string.
; Login-Limit-Key               = 

b. Remove the comment semi-colon from the front of the Login-Limit-Key = line.

c. Beyond the equals sign, type the user attribute or attributes to track.

• If you enter multiple attribute names, separate themwith spaces. The values of

the attributes are concatenated to create the key.

• If the field contains an empty value, it indicates that the default scheme of

concatenating the username with the authentication method is used.

Themodified file should resemble these examples:

; Login-Limit-Key               = WiMAX-QoS-Descriptor

or

; Login-Limit-Key               = WiMAX-QoS-Descriptor Login-IP-Host

Distributing the Files

If thereareadditionalSBRCarrier servers in thecluster thathave theOptionalConcurrency

andWholesale Module installed, they must be configured identically. Copy the edited

/opt/JNPRsbr/radius/radius.ini and /opt/JNPRhadm/UserConcurrenty.sql files to all
other servers in the cluster.
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PART 10

Managing and Controlling Sessions

Thispart contains chapters thatdescribehowtomanagesessions inSteel-BeltedRadius

Carrier. It also includes chapters that describe the Change of Authorization/Disconnect

Message (CoA/DM) capabilities available with the optional Session Control module.

This optional module allows you to dynamically change the state of active sessions in

Steel-Belted Radius Carrier by issuing CoA/DM requests to the network access server

(NAS) responsible for the session. For theSBRCarrier architecture, seeFigure 1 onpage4.

The following chapters are included in this section:

• Introduction to Managing and Controlling Sessions in SBR Carrier on page 671

• Hosting CST As a Separate Executable Process on page 677

• Overview of the Optional Session Control Module on page 681

• UsingWeb GUI to Manage and Control Sessions on page 699

• Using the Command Line Utility to Manage and Control Sessions on page 711

• Configuring the deviceModels.xml File on page 721

• XML over HTTPS Interface on page 733

• Example CoA/DM Configuration on page 767
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CHAPTER 41

Introduction to Managing and Controlling
Sessions in SBR Carrier

This chapter provides an introduction to the various ways you canmanage sessions in

SBR Carrier. The following topics are included:

If you are working on a SBR Carrier server that is part of a Session State Register cluster,

see “SSR Session Management” on page 647.

• Overview of Managing and Controlling Sessions in SBR Carrier on page 671

Overview of Managing and Controlling Sessions in SBR Carrier

Introduction

SBRCarrier tracks thestatusofuser connections that it authenticates inacurrent sessions

table (CST). Because the CST is based on RADIUS accounting data, the list of active

sessions is accurate only if all of your network access servers (NAS) are configured to

support RADIUS accounting. To accurately track session activity, you need to ensure:

• All clients in your configuration support RADIUS accounting

• All clients are configured to send accounting messages to SBR Carrier

Storing Sessions in the CST in a Standalone Server versus the SSR Cluster

Whether SBR Carrier is running in standalonemode or as part of a cluster, session

information is stored in a CST. However, different files are used to set up the CST

depending on whether SBR Carrier is running in standalonemode or in a SSR cluster.

Storing Sessions in the CST of a Standalone Server

For a standalone server, the CST is in local memory, and is configured with the

dbclusterlocal.gen file when you run the configuration script. In addition, the setting of
the PersistSessions parameter in the radius.ini file determines whether sessions are
restored or not restored when SBR Carrier is restarted.

You cannot configure field names in the local CST (dbclusterlocal.gen). However, there
are three predefined fields and seven generic fields you can configure using the

sessionTable.ini file. In order touseanyof the tenpredefined fields, theymustbemapped
to attributes by editing the sessionTable.ini file.
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Storing Sessions in the CST of the SSR Cluster

In SSR, the CST is stored in the data nodes of the back-end cluster, and is configured

with the dbclusterndb.gen file when you run the configuration script. In SSR, you can
configure the field names in the CST using the sessionTable.ini file.

For more information about configuring the CST for a standalone server or SSR, see the

SBR Carrier Installation Guide for more information.

Persisting SessionsWhen SSR Cluster Is Down

If SBR Carrier fails to load the SSR cluster during startup, SBR Carrier reads the value of

the FallbackLocal parameter in the radius.ini file. If this parameter is set to true, SBR
Carrier uses the local CST and persists sessions in the .hst file. If the FallbackLocal
parameter is set to false, SBR Carrier shuts down gracefully.

During SBR runtime, SBR Carrier identifies the cluster availability based on the number

of NDB hard errors encountered for a NDB transaction. At the end of each transaction,

SBR Carrier monitors the occurrence of hard errors for the transaction. If the number of

hard errors exceeds the value set to theNDBHardErrorThreshold parameter in the
dbclusterndb.gen file, SBR Carrier checks with the management node for the cluster’s
health. Based on the reports provided by the management node, SBR Carrier decides

whether the cluster is available or down.

If SBR Carrier decides that the cluster is down and the FallbackLocal parameter in the
radius.ini file is set to true, SBR Carrier stores sessions in the local CST. SBR Carrier
constantly monitors the cluster health even after storing the session in the local CST.

When the SSR cluster becomes available, SBR Carrier again stores the sessions from

the local CST to the SSR cluster database. If the FallbackLocal parameter is set to false,
SBR Carrier does not store sessions in the local CST even when the cluster is down.

NOTE:

• The session persistence processmight be affected if themanagement
node is not available.

• SBRCarrier does not support the synchronization of sessiondatabetween
the localCSTandSSRclusterdatabase.Hence, aphantomsessioncreated
in the local CST cannot bemade active in the SSR cluster, or vice versa.
Similarly, theAcct-Startmessage inonestoreandtheAcct-Stopor Interim
message in another store do not end in successful transactions andmay
result in creation of duplicate sessions.

• Return list processing for IP address allocationmay be affected during the
session persistence.

SessionManagement and Control Capabilities

The session management and control capabilities in Steel-Belted Radius Carrier can be

divided into two separate categories:
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• The ability to view and delete active sessions

• The ability to dynamically disconnect sessions or change the state of a session

Viewing and Deleting Sessions

The ability to view and delete sessions is available with the basic Steel-Belted Radius

Carrier license. With this basic license, you can search for all sessions, or specify certain

criteria and display only sessions thatmatch those criteria. You can then select a session

or multiple sessions and delete them.

NOTE: Deleting a session deletes the session from the Steel-Belted Radius
Carrier Current Sessions Table (CST). However, the session remains active.
To inactivate a session, youmust perform disconnect, which requires the
optional Session Control module. For more information, see
“Overview of the Optional Session Control Module” on page 681.

NOTE: In order for a session to be found in the CST, the sessionmust be
running on a controlled device, such as a network access server (NAS),which
must have sent an accounting start message to the SBR Carrier server.

Disconnecting or Changing the State of Active Sessions

Under some circumstances, youmay want to disconnect or make changes to active

sessions without requiring the NAS to initiate the change. For example, youmay want to

terminate an active user’s session by issuing a Disconnect Message (DM) request to the

NAS, or youmaywant tomodify the authorization level of an active user’s session issuing

a Change of Authorization (CoA) request to the NAS. For example, as a service provider,

youmay be required to comply with lawful intercept regulations by providing legal

organizations with voice and data intercept capabilities. These might include access to

private communicationsbetweenorganizationsor individuals suchasphonecalls, e-mail,

VoIP, or instant messaging. These lawful intercept capabilities can be performed by

issuing a CoA request.

The optional Session Control module enables you to offer dynamic service changes to

reinforce current service offerings. Using the Session Control module, you can customize

the CoA/DM requests you want to support in your network. You can define actions that

can be invoked on active sessions such as disconnecting an active session, increasing

the bandwidth of an active session, or any other action you want to define. For more

information, see “Overview of the Optional Session Control Module” on page 681.

You can control sessions usingWeb GUI or a command line utility, or you can develop

yourownclientmanagementapplication to interfacewith theSteel-BeltedRadiusCarrier

CoA/DM XML interface.
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Available User Interfaces for Managing and Controlling Sessions

You can use the following user interfaces tomanage and control sessions in Steel-Belted

Radius Carrier:

WebGUI

You can useWeb GUI to view and delete sessions, as well as execute actions on active

sessions. After you define an action in the deviceModels.xml file, a button for invoking
the action becomes visible inWeb GUI. You simply perform a query to locate and select

one or more active sessions, and then select the action button to execute the action on

the selected sessions. For more information, see

“UsingWeb GUI to Manage and Control Sessions” on page 699.

Command Line Utility

You can use the command line utility to view sessions and to execute actions on active

sessions. After you define an action in the deviceModels.xml file, you can use the action
name as an argument in the command line utility to execute the action on the selected

sessions.

NOTE: Thecommand lineutility (SessionControl.sh) is onlyused tomanage
and control sessions. It does not provide completemanagement of SBR
Carrier servers.

For more information, see

“Using the Command Line Utility to Manage and Control Sessions” on page 711.

XML over HTTPS Interface

Steel-Belted Radius Carrier includes an application programming interface (API), which

is a proprietary XML request/response interface that runs over an HTTPS connection

(HTTPS over TLS). TheWeb GUI and command line utility management clients interact

with this API when issuing CoA/DM (actions) requests and when receiving responses to

those requests. The protocol used for this interface is mirrored on the Simple Object

Access Protocol (SOAP), though it is not identical to it.

You can develop your own XMLmanagement client to integrate with this API in order to

customize the CoA/DM actions you want to support in your network. If you choose to

develop your own XMLmanagement client to issue CoA/DM actions, all client requests

must be in the XML format specified in “Client Request Schema Example” on page 734.

In addition, your client management application must be capable of handling client

responses from Steel-Belted Radius Carrier in the XML format specified in “Client

Response Schema Example” on page 740. Refer to

“Overview of the Optional Session Control Module” on page 681 for a discussion on how

Steel-Belted Radius Carrier processes CoA/DM requests.
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Administrative Scripts

If you have purchased the optional Subscriber State Register option, you can use the

ShowSessions.sh and DelSession.sh scripts to view and delete sessions. For more

information, see “Session State Register Administration” on page 613.
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CHAPTER 42

Hosting CST As a Separate Executable
Process

This topic collectiondescribeshowtheCSTcanbehostedasaseparate sessiondatabase

process. This topic collection contains the following topics:

• Separate Session Database Process Overview on page 677

• Starting the RADIUS Process and Separate Session Database Process on page 677

• Stopping the RADIUS Process and Separate Session Database Process on page 678

• High Availability Functionality of the RADIUS and Separate Session Database

Processes on page 679

Separate Session Database Process Overview

In the standalone version of SBR, the Current Sessions Table (CST)may be hosted as a

separate executable process, called the separate session database process, instead of

being hosted as a shared library within the SBR core RADIUS process. The separate

session database process is implemented as a 64-bit process, thereby enabling many

more sessions to be hosted than the 32-bit RADIUS process. Both the RADIUS process

and the separate session database process run in the same physical machine.

NOTE: HostingCSTasaseparateprocess in thestandaloneSBR issupported
only in the 64-bit Linux platform.

Logging Information of the Separate Session Database Process

The logging information of the separate session database process is stored in a separate

log file. This log file is named with the convention <DATE+CSTSERVER.log>. Every

midnight, the current file is closed and a new file is created for logging. If the size of the

log file exceeds the configuredmaximumsizebeforemidnight, the current file is renamed

<DATE+CSTSERVER_00001.log> and a new file is created as <DATE+CSTSERVER.log>.

Starting the RADIUS Process and Separate Session Database Process

During startup of the standalone SBR, the SBRD script reads the StandaloneMode
parameter in the sbrd.conf file. If the parameter is set as local, the CST is hosted within
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the RADIUS process. If theStandaloneMode parameter is set as cstserver, the separate
session database process is started.

NOTE:

• You can set the StandaloneMode parameter to local only if you have set
thePersistSessionsparameter in the radius.ini file as 1 (local) or0 (none).
Also, you can set the StandaloneMode parameter to cstserver only if you
have set the PersistSessions parameter to 3 (cstserver).

• In a 64-bit Linuxmachine, the separate session database process should
bedisabled (that is, theEnableparameter in thedbclusterRPC.gen should
be set to 0) when youmanually place SBR Carrier into single-process
accountingmode from dual-process accountingmode. For more
information about theStandaloneMode andPersistSessionsparameters,
see Steel-Belted Radius Carrier Reference Guide.

If the separate session database process is not started due to any failure, the RADIUS

process waits and retries establishing remote procedure call (RPC) communication on

the basis of the value set in theNumberofRetries parameter in the dbclusterRPC.gen
file. If the RPC communication succeeds, the RADIUS process is continued.

If the retry attempts expire, the RADIUS process may default to use the standalone SBR

internal session database on the basis of the value configured for the FallbackLocal
parameter in the radius.ini file. If the FallbackLocal parameter is set to true, the RADIUS
process tries to persist the SSR cluster in local mode. If the FallbackLocal parameter is
set to false, theRADIUSprocess is stoppedand theerror is indicated throughSNMPtraps

and logging messages.

Session restoration happens asynchronously if the CSTRestorationBlock parameter is
set to 0, enabling SBR Carrier to start up without waiting for the session restoration

process tocomplete. If theCSTRestorationBlockparameter is set to 1, session restoration
happens synchronously. This setting causes SBR Carrier to wait until all sessions are

restored before processing RADIUS transactions. The time required to complete startup

depends on the size of the radadscst.hst file.

After the successful startup of the separate session database process, the RPC server

service is started and the separate session database process is changed to active state.

The separate session database process listens for the timeout duration as specified in

the StartupListenTimeout parameter of the cstserver.ini file for any incoming RPC
messages. If no messages are received within this predefined timeout, the separate

session database process is gracefully stopped.

Stopping the RADIUS Process and Separate Session Database Process

When SBR is stopped using the ./sbrd stop command, the RADIUS server wraps up all
theRPCcommunicationchannelsaspartof shuttingdowntheaccounting servermodule.

The separate session database process terminates communication and shuts down

after performing thenecessary cleanupson receivinga terminate signal fromtheRADIUS

server.
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HighAvailabilityFunctionalityof theRADIUSandSeparateSessionDatabaseProcesses

This sectiondescribes thehighavailability (HA) functionalityof theRADIUSandseparate

session database processes in different scenarios.

HAHandling During Idle TransactionsWhen the Separate Session Database Process Is Down

Communication between the RADIUS and separate session database processes is

monitored during an idle transaction. When the initial communication messages are

successfully exchanged between theRADIUSand separate session database processes,

each process starts a heartbeat mechanism tomonitor heartbeat message transaction

between them.

When the separate session database process is down, the RADIUS process does not

receive reply messages from the separate session database process. The heartbeat

mechanism resends the heartbeatmessages on the basis of the value configured for the

NumberofRetries and DelayBetweenRetries parameters in the dbClusterRPC.gen file.
While exchanging heartbeat messages, the RADIUS process also checks for the RPC

communication channel. The RADIUS process confirms that the separate session

database process is down if the retry attempts fail. The following procedure handles

communication failure:

• If the heartbeat exchange fails, warning messages stating that the heartbeat

mechanism is down are logged and both processes continue to perform their normal

operations.

• If the heartbeat exchange is up, but both theRPCexchangeand connectivity are down,

the RADIUS process tries to administratively start the separate session database

process (through the system command):

• If the separate session database process cannot be restarted, the RADIUS process

behaves, on the basis of the settings of the ShutdownOnCstFailure parameter in
the radius.ini file, as follows:

• If ShutdownOnCstFailure is set to true, all pending threads are notified of the
reason for failure and the RADIUS process is shut down.

• IfShutdownOnCstFailure is set to false, theRADIUSprocesshandles transactions
according to the settings of the AuthResponseOnCstFailure and
DiscardAccountingRequestOnCstFailure parameters in the radius.ini file.

HAHandlingWhen the RADIUS Process Is Down

When the separate session database process detects that no heartbeat messages are

received from the RADIUS server, the separate session database process triggers itself

for a graceful shutdown.

HAHandling by Using the SBRD Start Command

When the RADIUS process is down and the separate session database process is active,

you can execute the sbrd start command (eithermanually or through the radiusd script)
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to bring back the RADIUS process. If the StandaloneMode parameter in the sbrd.conf
file is set toCSTSERVER, theSBRDscript checkswhether the separate sessiondatabase
process is already running or not.

If the separate session database process is running, the SBRD script terminates the

separatesessiondatabaseprocesswithaSIGTERMsignal.Theseparatesessiondatabase

process is gracefully shut down. After confirming that the separate session database

process is shut down, the SBRD script restarts the separate session database process

first and then the RADIUS process.

If the separate session database process is not running, the SBRD script continues to

attempt to start the separate session database and RADIUS processes simultaneously.

If the processes are not started, the startup is terminated.
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CHAPTER 43

Overview of the Optional Session Control
Module

You can use the optional Session Control module to dynamically change the state of

sessions previously authenticated in Steel-Belted Radius Carrier by issuing Change of

Authorization and Disconnect Message (CoA/DM) requests. This chapter provides an

overviewof the howSteel-BeltedRadius Carrier processes these requests. The following

topics are included in this chapter:

NOTE: CoA/DM support is only available with the optional Session Control
license.

NOTE: If the CoA/DM license is not present, themessage "License check
failed: ControlledDeviceMgr is disabled" appears at startup for every client.

• Change of Authorization/Disconnect Messages Overview on page 681

• How Steel-Belted Radius Carrier Processes CoA/DMMessages on page 683

• Sequence and Flow of CoA/DM Requests Through Steel-Belted Radius

Carrier on page 687

• Implementing CoA/DM Support on page 692

• ProcessingDynamicAuthorization (CoA/DM)MessagesasaProxyServer onpage694

• ProcessingDynamicAuthorization (CoA/DM)MessagesasaProxyTarget onpage695

• Settings to Support the Proxy CoA/DM Functionality on page 696

Change of Authorization/Disconnect Messages Overview

The RADIUS protocol, as defined in RFC 2865, does not support unsolicited messages

from a RADIUS server to a network access server (NAS). Under some circumstances,

youmay need to make changes in subscriber session characteristics without requiring

the NAS to initiate the change. For example, youmay want to terminate an active user’s

session (using a Disconnect Message), or if a user changes authorization level, you may

have to add,modify or delete authorization attributes for the user’s session (using a CoA

message). RFC 3576, “Dynamic Authorization Extensions to Remote Authentication Dial
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In User Service (RADIUS),” describes extended commands that provide support for

unsolicited messages sent from the RADIUS server to the NAS.

TheSteel-BeltedRadiusCarrierCoA/DMfunctionality isdesigned formobileandwire-line

operatorswhowant toofferdynamicservicechanges to reinforcecurrent serviceofferings.

In order to use the CoA/DM functionality in Steel-Belted Radius Carrier, your NASmust

support RFC 3576 Change of Authorization (CoA), Disconnect Message (DM), or the

Cisco proprietary Packet of Disconnect (PoD). You can configure Steel-Belted Radius

Carrier to send different requests of these packet types to deploy any of the following

services:

• Prepaid scenarios—You can use CoA/DM functions to support control of data services

where usage is metered by time or traffic volume, such as prepaid services or

bandwidth-on-demand. When subscribers exhaust their prepaid service quota, the

CoA/DM functionality enables you to either disconnect or redirect them to a webpage

where they can purchasemore time or data in mid-session, ensuring subscribers do

not exceed their purchased limit.

• Lawful intercept—As a service provider, youmay be required to comply with lawful

intercept regulations by providing legal organizations with voice and data intercept

capabilities. Thesemight includemonitoring both connection related information and

actual session data of a specific subscriber including phone calls, e-mail, VoIP, or

instantmessaging, andproviding thisdata toLawEnforcementAgencies (LEAs). These

legal intercept capabilities can be performed by issuing a CoA request.

• Tiered services— CoA/DM functions can be used to provide new services, that provide

new revenue creation opportunities. For example, if you are a fixed-line carrier, you

may want to supplement your basic broadband service with a turbo option which

provides subscribers with increased bandwidth-on-demand.

• Abuse control and threat mitigation—You can disconnect or quarantine subscribers

who are using the network in an unauthorizedmanner, or who are logged in tomultiple

sessionsconcurrently. Abusecontrol canbemanagedmanuallyor triggeredby intrusion

detection devices or network firewalls.

• Subscriber self-service—Subscriberscanbe redirected toportalswhere troubleshooting

tips can be conveyed, decreasing the burden on your help desk team and providing

faster resolution to common problems and concerns.

NOTE: For the remainder of this discussion, the functionality of CoA, DM,
and PoD is referred to as CoA/DM.

HowDisconnect MessagesWork

When you want to terminate a user session, you or your Operations Support System

(OSS)need to triggerSteel-BeltedRadiusCarrier to sendaDisconnect-Requestmessage

to the NAS on UDP port 3799. The Disconnect-Request message identifies the NAS and

theuser session tobe terminated. If theDisconnect-Requestmessagecorrectly identifies

a user session being maintained by the NAS, the NAS disconnects the user session and

sends a confirmation message (Disconnect-ACK) back to Steel-Belted Radius Carrier.
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For a detailed example of a Disconnect-Request message sequence, see

Figure 250 on page 687.

HowChange of AuthorizationMessagesWork

When you want to change session authorizations, such as data filters associated with a

user session, you or your Operations Support System (OSS) need to trigger Steel-Belted

Radius Carrier to send a CoA-Request message to the NAS on UDP port 3799. The

CoA-Request messagemay indicate the name of a data filter list to be applied for the

session. If the NAS is able to change the authorizations for the user session, the NAS

returns a confirmationmessage (CoA-ACK) to Steel-Belted Radius Carrier. If the request

is unsuccessful, the NAS sends back a failure message (CoA-NAK).

HowSteel-Belted Radius Carrier Processes CoA/DMMessages

To process CoA/DM requests, you need to:

• Identify the session you want to modify, delete, or disconnect

• Format the CoA/DM request with the correct attributes and send the request to the

NAS

Current Sessions Table

Steel-Belted Radius Carrier dynamically maintains a list of all active sessions in the

Current Sessions Table (CST). The CST contains one record (row) for each session

created or updated by the server. Each record contains fields that uniquely identify the

session. These fields generally include identification information such as the NAS device

(NAS-Port-Type), port number (NAS-Port), or session identifier (Acct-Session-Id).

The informationstored in theCST is customizable.Toensure that youcan identify sessions

accurately and format CoA/DM requests with the appropriate attributes for the services

you are supporting in your network, we recommend that you customize the information

stored in the CST for your particular network environment. For example, before you

retrieve a value from the CST for use in an attribute in a CoAmessage, youmust first

map the CST field to a RADIUS attribute in the dbc_mapping.xml file. In the following
example, theFunkOuterUserName field ismapped to theOriginal-User-Nameattribute
using the attribute element to enable retrieving the value in the FunkOuterUserName
field as a result of a session control request. The queryAttribute child element is used
for indexing the CST while querying sessions using the SessionControl.sh script or Web
GUI. If youwant toquery sessionsusing theattribute, thenyouneed tospecify theattribute

in the queryAttribute child element.

<attributeMapping field="FunkOuterUserName" attribute="Original-User-Name">
<queryAttribute name="Original-User-Name"/>
</attributeMapping>

This guide assumes that your site’s CST is configured properly, and that it contains all

relevant key information required to identify sessionsand issueCoA/DMrequestsproperly.

For details about customizing the CST, see the SBR Carrier Installation Guide.
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Formatting and Sending CoA/DMRequests with the Correct Attributes

Each NAS sending Access-Requestmessages to SBR Carrier must be defined as a client

in SBRCarrier.When configuring client devices in SBRCarrier, youmust define themodel

of theclientdevice.Devicemodel selectionsaredefinedby specifying thevendor-product

parameter in the [Vendor-Product Identification] Section of the vendor.ini file. For each
product listed in the vendor.ini file, SBR Carrier provides .dct (text) and .dic (xml)
dictionary files. Thedictionary files define theattributesSBRCarrier requires inmessages

it receives from a specific type of device, and the attributes to include in responses to

that device.

To support CoA/DM, you need to configure a similar file that defines what attributes are

included in CoA/DM requests and responses. The deviceModels.xml file defines the
CoA/DM actions supported by the client devices in your network. CoA/DM actions are

different packing lists of attribute value pairs (AVPs) that cause a particular effect, such

as disconnecting a user (DM request) or reconfiguring a user bandwidth (CoA request).

The deviceModels.xml file comes preconfigured with CoA/DM action templates for

certain devices. However, you need to define CoA/DM actions in the deviceModels.xml
file for each client device in your network that you want to support CoA/DM requests.

The supported CoA/DM actions may vary depending on the NAS type.

Whenyouconfigure themodel for the client device (network access server), theCoA/DM

subsystem in Steel-Belted Radius Carrier searches the deviceModels.xml file for a
corresponding controlledDeviceModel entry matching the Vendor-Product (defined in
the vendor.ini file). If a matching definition is found, a controlled device object is created
and configured, with the CoA/DM actions defined in the deviceModels.xml file. If no
matching controlledDeviceModelentry is found, thenno controlleddeviceobject is created,

andnoCoA/DMactionsaresupported for thatclientdevice. Figure249onpage685shows

the structural overview of the CoA/DM process within Steel-Belted Radius Carrier.
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Figure 249: CoA/DMStructural Overview

CoA/DMrequests canbe issued toSteel-BeltedRadiusCarrier fromseveralmanagement

clients includingWeb GUI and command line utility, or using a custom developed

management application designed to connect with the Steel-Belted Radius Carrier XML

interface.AllCoA/DMclient requestsmustbe issued in theproperXML formatasspecified

by this API. Refer to “XML over HTTPS Interface” on page 733 for complete details of the

API.

For each targeted session youwant to dynamically change, the relevant NAS (controlled

device object) is determined. Based on the device model information defined for the

client device, the required packing list of attributes for the current CoA/DM request type

is calculated. The packing list may vary based on the CoA/DM action requested, and the

make/model of the device. Packing lists are configured in XML files similar to SBRCarrier

dictionary files.

NOTE: A controlled device object is associated with a controlled device
(network access device), only when the device supports RFC 3576 Change
of Authorization (CoA), Disconnect Message (DM), or the Cisco proprietary
Packet of Disconnect (PoD).

Converting .dct Files to .dic Files

The .dic dictionary files are the XML format of the .dct dictionary files. The .dic dictionary
files identify the attributes SBR Carrier expects when receiving Diameter requests from

a specific type of device or while sending a Diameter or COA/DM requests to a specific
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type of device. You can convert the customized .dct files to .dic files using the
dct_to_dic_converter.sh script.

While converting .dct files to .dic files, make sure that all attribute values are defined
immediately after the specific attribute definition in the .dct file. For example:

ATTRIBUTE Annex-System-Disc-Reason          Bay-VSA(44, integer) 
VALUE     Annex-System-Disc-Reason          Unknown             0
VALUE     Annex-System-Disc-Reason          Line-disconnected   1 
VALUE     Annex-System-Disc-Reason          Dial-failed         2

For more information about the .dic dictionary files, see SBR Carrier Reference Guide. To
convert .dct files to .dic files:

1. Execute the dct_to_dic_converter.sh script.

./dct_to_dic_converter.sh

2. Enter the name of the .dct file to be converted to the .dic format.

Enter the name of the .dct file which has to be converted to .dic format:

3. Enter a name for the converted .dic file. By default, the .dic file is saved in the current
directory. If you want to save the .dic file in a different directory, you can add the
directory path along with the filename—for example, /tmp/radius.dic.

Enter the filename to be used for naming the converted .dic file:

Controlled Devices and Actions

The controlled device object can support any number of actions such as disconnect. You

mustdefineeachactionyouwant tosupport in thedeviceModels.xml file.Werecommend
you name each supported action generically so that different device models can all use

the same name for the equivalent action. An action request includes some number of

attributes,whichcanbekeyattributesused to find thesession, or actionattributesneeded

to instruct the device what to do.

For example, you can define the action disconnectwith different attribute packing lists

and different message types for various types of client devices. A Cisco Systems device

might use aPoDmessage containing the attributeUser-Name for the disconnect action.
A JuniperNetworksERXdevicemightuseanRFC3576DM-requestcontaining theattribute

Acct-Session-Id for thedisconnectaction.However, by configuring thedeviceModels.xml
filewith anentry for both theCiscoSystemsdevice and the JuniperNetworks ERXdevice,

and defining an action called disconnect for each of these devices, you can simply invoke

theactiondisconnectwith theargumentUser-Name='bob', and theuser session for bob
is terminated regardless of whether it is found on the Juniper Networks device or Cisco

Systems device.

In this example, the Juniper Networks ERX device requires the Acct-Session-Id for the

DM-Request. The Acct-Session-Id attribute is looked up in the Current Session Table

(CST). Therefore, we recommend you also configure the CST so that the required
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attributes are available from the session query to satisfy the packing list of each action

supported by the device.

NOTE: The Acct-Session-Id attribute is commonly used in CoA/DM packing
lists for router requirements.Packing lists represent the router’s requirements
for a valid DM or CoA request. Attributes that are not in the CSTmust come
from theactual query to fulfill the request. Tohavedataavailable for queries,
youmust configure this attribute in thepacking list. If theAcctSessionIddoes
not exist in the CST or is not found by the query itself, the request fails.

CAUTION: Only edit the attribute packing lists (actions) in the
deviceModels.xml file with the assistance of Juniper Networks Sales
Engineering or Professional Services.

Sequence and Flow of CoA/DMRequests Through Steel-Belted Radius Carrier

Figure250onpage687showsthesequencediagramof requestsand responses thatoccur

between the initial client request and final client response for a disconnect message.

Figure 250: Example Sequence of a Disconnect Message (DM) Action

The XML client request is sent to the CoA/DM subsystem from themanagement client.

The CST is queried for some number of sessions. A session is selected and a RADIUS

DM-Request is sent to the various controlled devices (NAS). Finally, a response is sent

back to the management client.
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Figure251onpage689showshowmultipledevice request/responsesarecreated forone

disconnect message.

NOTE: In Figure 251 on page 689, and in the following discussion the terms
client request, session data, session request and device request, are all XML
elements in the Steel-Belted Radius Carrier XML interface and
deviceModels.xml file.

Theaction templatesshown inFigure251onpage689equate to the<action>
element in thedeviceModels.xml file, andthe<deviceRequestSpec>element
in the API.

The example shown in Figure 251 on page 689 shows a client request that includes an

action called disconnect for User-Name='bob'. The query of the CST finds two active

sessions for User-Name='bob' being handled by two different NAS:

Session-Id=abcdef012345 is being handled by a NASwith NAS-Identifier=device1, and

Session-Id=ffffff010101 is being handled by a NASwith NAS-Identifier=device2.
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Figure 251: Example Data Flow for a Disconnect-Request

Data from the client request is merged with the data from each active session found in

the CST (session data), to form the two session requests. The data gathered from the

device and action lookup in the deviceModels.xml file is combined with the existing
session request data to form the action template. The action template specifies the

attribute packing list for both device requests. The action template is merged with the

session request to form the final request (device request) sent to each NAS.

If not all attributes in the packing list can be populated with the available information,

the device request fails and Steel-Belted Radius Carrier returns a detailed response

indicating the missing information to the client.

If the packing list is successfully satisfied, the specified RADIUS packet (device request)

is sent to the device and Steel-Belted Radius Carrier waits for a successful response,

failure response, or timeout, before returning an XML result report to the client.
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Defining the same action for all NAS in your network simplifies what you need to specify

in client requests. In the example shown in Figure 251 on page 689, because the action

disconnect is defined in the deviceModels.xml file for both NAS (device1 and device2),
you simply need to invoke the action disconnect in the client request, with the arguments

User-Name='bob', and all user sessions for bob are terminated.

Figure 252 on page 691 shows the data flow for an example CoA request.

NOTE: In Figure252onpage691, and in thesubsequentdiscussion the terms
client request, session data, session request and device request, are all XML
elements in the Steel-Belted Radius Carrier XML interface and
deviceModels.xml file.

Theaction templates shown inFigure252onpage691equate to the<action>
element in thedeviceModels.xml file, andthe<deviceRequestSpec>element
in the API.
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Figure 252: Example Data Flow for a CoA-Request

The example shown in Figure 252 on page 691 includes a client requestwith an action

called boost for User-Name='bob'. You can name actions anything you want. In this

example, the name boost is meant to represent boosting the bandwidth of a session.

The query of the CST finds two active sessions for User-Name='bob' being handled by

two different NAS: Session-Id=abcdef012345 is being handled by a NASwith

NAS-Identifier=device1, and Session-Id=ffffff010101 is being handled by a NASwith

NAS-Identifier=device2.

Data from the client request is merged with the data from each active session found in

the CST (session data) to form the two session requests. The device and action lookup

in the deviceModels.xml file determines that the action called boost is defined for the
NASwith NAS-Identifier=device1, but is not defined for the NASwith

NAS-Identifier=device2.So, in this example, theactioncalledboostcanonlybeperformed

onSession-Id=abcdef012345 runningonNAS-Identifier=device1. Thedatagathered from
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the lookup in thedeviceModels.xml file forNASwithNAS-Identifier=device1 is combined
with the existing session request data to form the action template. The action template

specifies the attribute packing list for the device request. The action template is merged

with the session request to form the final device request.

If not all attributes in the packing list can be populated with the available information,

the device request fails and Steel-Belted Radius Carrier returns a detailed response

indicating the missing information to the client.

If the packing list is successfully satisfied, the specified RADIUS packet (device request)

is sent to the device and Steel-Belted Radius Carrier waits for a successful response,

failure response, or timeout, before returning an XML result report to the client.

Defining the same action for all NAS in your network simplifies what you need to specify

in client requests. In the example shown in Figure 251 on page 689, because the action

disconnect is defined in the deviceModels.xml file for both NAS (device1 and device2),
you simply need to invoke the action disconnect in the client request, with the arguments

User-Name='bob', and all user sessions for bob are terminated.

NOTE: Whenconfiguringactions in thedeviceModels.xml file,werecommend
younameeachaction somethinggeneric so thatdifferentdevicemodels can
use the same name for an equivalent action.

Implementing CoA/DMSupport

Step 1: Develop a Deployment Plan

As amobile or wire-line operator, you can configure the CoA/DM functionality to offer

dynamic service changes to reinforce your current service offerings. Before you begin to

customize the CoA/DM settings, develop a comprehensive deployment plan based on

the solution your company offers to its customers. Have your network architect or

someonewhohasdetailedknowledgeofyournetworkaccessserversandserviceofferings

develop this plan.

Depending on the complexity of the services you want to provide, youmay need to

customize other aspects of your network. For example, if you want to offer a prepaid

service, then include in the deployment plan all of the different types of disconnect

messages and change of authorizationmessages that are required to support control of

data services where usage is metered by time or traffic volume. When users exhausts

their prepaid service quota, the CoA/DM feature can disconnect the users, or redirect

them to a subscriber page to ensure that subscribers do not exceed their purchased limit

and allow them to purchasemore time or data in mid-session.

NOTE: This type of service interacts with other devices in your network that
may require customization beyond the scope of this guide. Make sure your
deployment plans take into consideration all aspects of the services you
want to provide.
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Step 2: Consult Your NAS-Specific Documentation

The information required to identify a session and to process CoA/DM requests depends

on the NAS devices in your network. To determine a NAS’s capabilities, youmust consult

thedocumentation for eachNAS, find itsmakeandmodel, anddetermine theappropriate

attribute packing list (containing the list of attribute-value pairs). What actions is the

NAS capable of supporting?What attributes does the NAS require in the request?What

attributes does the NAS include in the response? You need to knowwhat type of

information the NAS supports because if the list of AVPs cannot satisfy a request, then

the request cannot be sent.

Youmust configure the deviceModels.xml file to support your specific NAS according
the NAS capabilities, and the specific actions you want to support.

Step 3: Configure Each NAS as a Client in Steel-Belted Radius Carrier

Each device in your network sending requests to the server must be defined as a client

in Steel-Belted Radius Carrier. To support RFC 3576 Change of Authorization (CoA),

Disconnect Message (DM), or the Cisco proprietary Packet of Disconnect (PoD), you

need to configure the following parameters for the client:

• RFC 3576 CoA/DM port and RFC 3576 CoA/DMShared secret

• POD port and PODShared secret

NOTE: For CoA/DM or PoD ports, youmust specify the shared secret for
the CoA/DM functionality to work. If you do not specify port numbers,
Steel-Belted Radius Carrier uses the defaults from the deviceModels.xml

file.

NOTE: If a NAS client is configured without saving the shared secret, you
are prompted to enter the shared secret when the client is subsequently
viewed. If unexpected results such as invalid signatures occur, ensure that
the shared secret is set correctly.

NOTE: CoA/DM and PODmessages do not work for the <ANY> RADIUS
client.

For complete details on configuring clients in Steel-Belted Radius Carrier, see

“Administering RADIUS Clients and Client Groups” on page 99.

Step 4: Configure the deviceModels.xml File

The deviceModels.xml file contains a list of device models for each controlled device
object associatedwith your NAS clients, and defines the actions supported by each NAS.

TheactionssupportedbyeachNAScanvary. Forexample, somedevicesmayusedifferent

693Copyright © 2018, Juniper Networks, Inc.

Chapter 43: Overview of the Optional Session Control Module



AVPs as keys when referring to a session, such as Acct-Session-Id, NAS-Port, and

NAS-Port-Type. As a result, you need to customize the deviceModels.xml file to support
the specific NAS and their associated CoA/DM capabilities.

For information about configuring the deviceModels.xml file, see

“Configuring the deviceModels.xml File” on page 721.

Step 5: Configure the Current Sessions Table (CST) for Your Environment

To ensure that CoA/DM requests get processed properly, you need to customize the

current sessions table (CST) for yournetworkenvironment. TheCSTmustbecustomized

to include the attributes in session queries that your NAS devices require in a CoA/DM

(action) request, and for what SBR Carrier requires in the NAS response. Customizing

the CST to include the proper attributes ensures that the session data, returned from a

Query, includes the appropriate attributes your NAS device requires to process CoA/DM

requests.

If you do not customize the CST, then you need to ensure that each DM-Request or

CoA-Request includes the appropriate attribute packing list for the request.

For details on customizing the CST, see the SBR Carrier Installation Guide.

Processing Dynamic Authorization (CoA/DM)Messages as a Proxy Server

When you configure SBRC as a proxy server, all authentication and accounting requests

are forwarded from an upstream device (usually a NAS client) to a downstream device

(theproxy target). In thecaseofCoA/DMfunctionality, theunsolicitedCoA/DMmessages

are routed from the proxy target to the NAS client that created the session. SBRC as a

proxy server listens for unsolicited CoA/DMmessages on a configurable UDP port. In

addition to listening on a configurable UDP port, SBRC creates the associated threads

to handle these requests.

SBRC processes the proxy CoA/DM requests in a similar way that it handles the proxy

authentication or accounting requests. SBRC checks the packet for duplicate requests,

verifies the shared secret of the sender (which needs to match the configured proxy

target), verifies the attributes, and determines the upstream device based on the

NAS-Identifier/NAS-IP-Address and Acct-Session-Id attributes in the request, and then

the proxy request is sent to the upstream device. When a response to a proxied CoA/DM

request is received, the response is matched with an outstanding proxy request and

forwarded to the originating device.

Attributes and CoA/DM ForwardingMethods

Attribute filtering and script support is a feature that can be configured to apply to

forwarded CoA/DM requests. To enable forwarding of incoming CoA/DM requests to the

upstream device that originated the session, a new field in the Current Sessions Table

(CST), Sbr_NasClientName, associates a session recordwith the name of the client that

created the session. By default, the Sbr_NasClientName field is disabled, and to enable

it you need to add it in the CST. The attribute, Funk-NAS-Identifier, is used by SBRC to

refer to the Sbr_NasClientName field.
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There are three methods that SBRC uses to forward a received proxy CoA/DM request.

• Method 1—SBRC checks the Current Sessions Table (CST) for a session matching the

received attributes (either NAS-Identifier or NAS-IP-Address plus Acct-Session-Id)

and forwards the request to the NAS named in the Sbr_NasClientName field. This is

the default setting.

• Method 2—SBRC forwards the request directly to the configured client that matches

either the NAS-IP-Address or NAS-Identifier attribute in the received proxy CoA/DM

request.

• Method 3—This is a combination ofmethods 1 and 2. If amatching session is not found

in the CST (or if there are duplicate matches), an attempt is made to forward the

request by matching the attributes with the configured clients.

In all these three methods, if an appropriate NAS target is not found, a CoA/DMNAK

response is sent as a reply.

If ReversePathForwardingcheck is enabled, SBRCverifies that the sender of theCoA/DM

request is in the proxy realm associatedwith a session. If Reverse Path Forwarding check

is enabled and fails, then a CoA/DMNAK response is sent.

You notice functionality differences if a CoA/DM request is forwarded using the CST, or

if it is forwarded directly to a NAS. When a request is forwarded directly, the Reverse

PathForwardingcheck isdisabledbecause there is nosessionassociatedwith the request

and there is nomechanism to check which proxy realm is associated with a particular

request. When a request is forwarded directly and there is no realm associated with it,

the realm configuration to use for the attribute filter and CheckMessageAuthenticator

settings is a proxy realm the proxy target belongs to. If the proxy target belongs to more

than one realm, the realm that is randomly selected remains the same until the proxy

realm configuration is changed. If the proxy target does not belong to a proxy realm, a

NAK response with an Error-Cause attribute of 505 (Other Proxy Processing Error) is

sent in response to a CoA/DM request.

Processing Dynamic Authorization (CoA/DM)Messages as a Proxy Target

SBRCkeeps trackof thedevice (either aproxy server or aNASclient) that sent thepacket.

This ensures that CoA/DM requests are sent to the originatingNAS client using the same

path (in reverse direction) that the authorization and accounting requests traversed.

When a CoA/DM request is generated, the message is sent to the device.

To help the proxy target determinewhich devicemodel is used for a given session, a new

attribute, Funk-Device-Model, isaddedto forwardauthenticationandaccounting requests.

The Funk-Device-Model attribute is a string attribute and contains the make or model

name of the NAS client associatedwith a request. The Funk-Device-Model is useful only

when the proxy target is also a SBRC server (SBRC 7.5.0 or greater). If a

Funk-Device-Model attribute is receivedaspart of anauthorizationor accounting request,

the attribute details are saved in the Sbr_NasDeviceModel field of the CST and passed

along without anymodification to the proxy target. By default, the Sbr_NasDeviceModel

field is disabled, and to enable it you need to add it in the CST. This feature enables SBRC

servers acting as proxy targets to determine which attributes to use to send a CoA/DM
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request through a proxy without having to configure a RADIUS client for every possible

NAS client on the network. However, there are configurations in which this information

isnot required togenerate thecorrect list of attributes, so theFunk-Device-Modelattribute

is optional, and can be disabled through a configuration variable.

WhenaCoA/DMrequest is created, theattributes included in themessagearedetermined

by the device model of the originating upstream device (NAS client). The

Funk-Device-Model attribute, if present in the proxy authentication and accounting

requests, is used to determine the device model.

NOTE: TheFunk-Device-Modelattributedoesnotdetermine theport tosend
the request to. The port is determined in advance for each NAS client.

If the Funk-Device-Model attribute is not implemented, then you need to create a device

model that is a superset of all the possible devices on the network that receives CoA/DM

requests. This generic superset device model needs to be configured for any client that

receives CoA/DM requests.

Settings to Support the Proxy CoA/DM Functionality

This section explains the settings and the parameters to support the Proxy CoA/DM

functionality.

The [DynAuthProxy] section in the radius.ini file controls some global Proxy CoA/DM
features. For information about [DynAuthProxy] section parameters of the radius.ini file,
see the SBR Carrier Reference Guide.

NOTE: The Proxy CoA/DM functionality is disabled if the Session Control
feature license is not set.

In the radius.ini file, theUDPDynAuthPort parameter in the [Ports] section indicates the
ports that SBRC listens on for Proxy CoA/DMmessages. This defaults to port 3799. For

information about [Ports] section parameters of the radius.ini file, see the SBR Carrier
Reference Guide.

In the [Configuration] section of the radius.ini file, a complete set of dynamic
authentication thread and flood queue configuration for dynamic authentication works

in the same way as the authorization, accounting, and proxy thread and flood queue

configuration. The variables added to the [Configuration] section are

Dynamic-Auth-Receive-Realtime-Thread-Priority, Max-Dyn-Auth-Threads,

Max-Dyn-Auth-Floods, Max-Dyn-Auth-Threads-In-Flood, and

Dyn-Auth-Flood-Queue-Shape. Another parameter in the [Configuration] section,

DynAuthProxySource, configures the source interface address used to forward Proxy

CoA/DM requests, similar to the ProxySource setting. The default setting for this value

is 0.0.0.0 (IPv4 unspecified). The thread pool reports in the server log include reports for

dynamic authorization threads.
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You can change the proxy target configuration to include optional configuration of a

CoA/DM secret if it is different from the authorization shared secret.

NOTE: Themaster dictionary is used when parsing incoming CoA/DM
requests.

The [DynAuth] section in each realm.pro file controls the proxy CoA/DM configuration

for each proxy realm. The FilterOut parameter in this section, if set to a valid attribute

filter name, causes SBRC to apply that filter (and optional JavaScript) when forwarding

a CoA/DM request to a NAS client. The IncludeDeviceModel parameter can be set to
“yes” or “no.” If set to “yes,” then the Funk-Device-Model attribute with the appropriate

device name is added to every forwarded proxy request sent to this realm. The

RequireMessageAuthenticator setting defaults to 0, or no check. If set to a non-zero

value, SBRC requires a Message-Authenticator attribute in incoming CoA/DM requests,

and the request is discarded if this attribute is not present.

To prevent performance degradation, if this feature is enabled, the CST fields

(Sbr_NasClientName,Sbr_NasDeviceModel, Sbr_ProxyRealm,andSbr_ProxyState)need

to be configured. This can be done bymodifying the CurrentSessions.sql file for the
cluster version, or the IncludeDynAuth parameter in the [Configuration] section of
dbclusterlocal.gen for the standalone version. The CurrentSessions.sql file has the
fields for Proxy CoA/DM included but commented out, to make it easier to configure

these fields in the cluster version.

ShowSessions.sh does not display the Sbr_NasClientName, Sbr_NasDeviceModel,
Sbr_ProxyRealm, and Sbr_ProxyState fields, unless youmodify the script to do so.

You need to modify the dbc_mapping.xml file to add the new Funk-NAS-Identifier,

Funk-Device-Model, and Funk-Proxy-State fields to query results. A new version of

dbc_mapping.xml includes these new fields in the lines that are commented out.

The DynAuth-Thread-Flood-Info parameter in the [Status] section of the radius.ini file
controls whether the DynAuth thread and flood information is printed in the status log

during status reports. It defaults to “no.”

For information about configuring the radius.ini file to support theCoA/DM functionality,

see the SBR Carrier Reference Guide.
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CHAPTER 44

UsingWeb GUI to Manage and Control
Sessions

This chapter describes how tomanage sessions in SBR Carrier using theWeb GUI. The

following topics are included:

• Current Sessions Overview on page 699

• Searching for Sessions UsingWeb GUI on page 700

• Setting Session Limits withWeb GUI on page 704

• Executing CoA and Disconnect Requests UsingWeb GUI on page 705

Current Sessions Overview

SBRCarrier tracks thestatusofuser connections that it authenticates inacurrent sessions

table (CST). Because the CST is based on RADIUS accounting data, the list of active

sessions is accurate only if all of your NADare configured to support RADIUS accounting.

To accurately track session activity, you need to ensure:

• All clients in your configuration support RADIUS accounting

• All clients are configured to send accounting messages to SBR Carrier

You use theWebGUI to search for all sessions, or specify certain criteria and display only

sessions thatmatch that criteria. TheWebGUI searches the current session table (CST)

to find the sessions.

TheCurrentSessionspage is used formanaging and controlling sessions.With the basic

SBR Carrier license, you can perform the query, view, and delete functions. TheQuery
button displays all sessions that meet the criteria defined by the Session Query

parameters. The View button displays the details for the selected session. The Delete
button deletes the selected session from the SBR Carrier current sessions table.

NOTE: For tunnel connections, if SBR Carrier was used to authenticate both
theuserand the tunnel, then twoentriesaredisplayed in theCurrentSessions
page: one entry for the authenticated user, and one for the authenticated
tunnel.
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NOTE: Deleting a session does not disconnect the session, it only deletes
the session from the CST. To disconnect a session, see “Executing CoA and
Disconnect Requests UsingWeb GUI” on page 705.

If you are using the optional Session Control module license, you can also issue CoA/DM

actions from the Current Sessions page. By default, the special actions of Query, View
and Delete are predefined in the deviceModels.xml file.

When you define an action in the deviceModels.xml file, it appears as a button in the
Current Sessions page. In the example discussed in Figure 252 on page 691, the action
boost is defined as an action in the deviceModels.xml file. If this action is defined in your
deviceModels.xml file, a button labeled “boost” would be displayed in the Current
Sessions page.

TheWeb GUI also contains buttons for the actions Disconnect, InterceptOn and

InterceptOff. These buttons reflect CoA actions defined in the deviceModels.xml file.
The Disconnect option or button disconnects one or more selected sessions. The
InterceptOn and InterceptOff options or buttons enable you to comply with Law
Enforcement Agency (LEA) requests for lawful intercept. To start the lawful intercept

using theWeb GUI, select a session and then select Device Action > InterceptOn. To
stop the lawful intercept using theWeb GUI, select the same session and then select

Device Action > InterceptOff.

NOTE: To support the Disconnect and InterceptOn and InterceptOff actions
on aNAD in your network, youmust define themake andmodel of eachNAD
in thedeviceModels.xml file. If thesearenotdefined, invoking theaction fails.

Searching for Sessions UsingWeb GUI

UsingWebGUI, you can search for all sessions, or specify certain criteria and display only

sessions that match that criteria. Web GUI searches the current session table (CST) to

find the matching sessions.

NOTE: Sessionsmustbe runningonacontrolleddeviceandthatdevicemust
have sent an accounting start message in order to be found in the CST.

You can include wildcards in your search criteria to find sessions that match the leading

or ending characters you specify. For example, enter AB* in the Select by User field to
find all sessions for which the username beginswith AB.Wildcards are only accepted for

the Select by User and Select by NASName fields (text fields).

Leadingwildcards are supported only in a trailing position. For example, "*bcd"matches

any value and "abc*def" matches any value beginning with "abc".
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TIP: To find all sessions, enter an * in the Select by User field with nothing
entered for other fields.

Session Query Fields and Searchable Attributes

Table 104 on page 701 describes the fields that appear in theCurrentSessionspage. You
can use these fields as criteria when searching for sessions. For example, you can search

for all sessions being run by a user with the username you specify.

Table 104: Session Query Parameters

DescriptionRADIUS AttributeField

Type the upper limit of number of
sessions to be found.

The result is the lesser of this number or
the system session limit.

See “Setting Session Limits withWeb
GUI” on page 704 for more information
about the effect of the Limit Sessions
returned to field.

Not applicableLimit Sessions
Returned to

RADIUS username.User-NameUser-Name

Identifier set by the carrier when the
device is deployed.

NAS-IdentifierNAS Name

IP address of the controlled device.NAS-IP-AddressNAS IP

IPv4 address assigned to the user.Framed-IP-AddressAssigned IP

IPv6 prefix assigned to the user.Framed-IPv6-PrefixFramed-IPv6-Prefix

IPv6 address assigned to the user.Framed-IPv6-AddressFramed-IPv6-Address

Unique identifier assigned to a session.Acct-Session-IdSession ID

Identifier assigned tomultiple sessions to
link them together.

Acct-Multisession-IdMulti session ID

Station identifier (usually a telephone
number or MAC address) of the user.

Calling-Station-IDCalling Station

Station identifier of the NAD (the
telephone number dialed by the user or
the MAC address of the NAD)

Called-Station-IDCalled Station

To find sessions using theWeb GUI:
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1. Select RADIUS Configuration > Current Sessions.

The Current Sessions page (Figure 253 on page 702) appears.

For more information about the parameters in the Current Sessions page, see
Table 104 on page 701.

Figure 253: Current Sessions Page

2. Enter a value in the Limit Sessions Returned to field if you want to limit the number
of sessions found.

For more information about the effect of the Limit Sessions Returned to field, see
“Setting Session Limits withWeb GUI” on page 704.

3. Move your cursor on the parameter column header you want to use in the search and

click the Down arrow. Then, move your cursor over the Filters check box and enter
the searching criteria in the text box.

NOTE: If you select or enter multiple criteria, the search finds sessions
that meet all the criteria (Boolean AND).

4. ClickQuery.
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TheCurrentSessionspage(Figure253onpage702)displays thesessions thatmatch
the search criteria.

Viewing Session Detail

To view session details using theWeb GUI:

1. In the Current Sessions page (Figure 253 on page 702), select the session for which
you want to view the details and click View.

The Session Data dialog box (Figure 254 on page 703) displays additional RADIUS
attributes about the session.

The Session Data dialog box has a different appearance for different device makes
andmodels. The attributes that appear in the dialog box vary depending on themake

andmodel of the controlled device. Different devices send different lists of attributes

and values.

Figure 254: Session Data Dialog

2. Click Close after viewing the session details.

Deleting Sessions

Normally, the systemmaintains the information in the sessions list based on accounting

information received from the RADIUS client. However, a user who has logged off may

still be identified as active in the sessions list if communications between the RADIUS

client and SBR Carrier fail or if either the RADIUS client or SBR Carrier is taken down for

a period of time.

In most cases, SBR Carrier can correct such anomalies itself. For example, if a new user

dials in to the same port on the same RADIUS client, SBR Carrier infers that the previous

user must have disconnected and removes the entry.
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You canmanually correct the sessions list by selecting any entry and clicking Delete.
This removes the user from the list and decrements the user’s connection count (if it is

being tracked) by one. Any pooled IP address assigned to the deleted user is returned to

the appropriate pool.

NOTE: Deleting a session deletes the session from the SBR Carrier Current
Sessions Table (CST). However, the session remains active. To inactivate a
session, youmust perform disconnect which requires the optional Session
Control module. For more information, see
“Overview of the Optional Session Control Module” on page 681.

Setting Session Limits withWeb GUI

You can control the maximum number of sessions that are returned when you execute

an action. Youmay want to limit the number of sessions returned if you are concerned

that toomany sessions may be returned.

Factors Affecting the Number of Sessions Returned

The number of sessions returned in response to a request depends on four factors:

• The number you type in the Limit Sessions Returned to field. If you leave the field
blank, it defaults to the system-wide session limit.

• The system-wide session limit. This number defaults to 10,000 but may be changed

with the assistance of your Juniper Networks Technical Support representative.

• TheEffectiveSessionLimit. Thisnumber isalways the lesserof thesystem-widesession

limit and the number you enter in the Limit Sessions Returned to field.

• The number of sessions found that meet the criteria you enter.

Number of Sessions Returned

The number of sessions returned by SBR Carrier is always the lesser of the Effective

Session Limit and the number of sessions found that match the criteria you enter.

Table 105 on page 704 provides examples in which the session limit rules apply.

Table 105: Number of Sessions Found for Various Examples

Reason
Sessions
Returned

Sessions
Found

Effective
Session Limit

System-Wide
Session Limit

Value Entered in
the“LimitSessions
Returned to” Field

Effective session limit prevails10020010010,000100

Number of sessions found is
within effective limit

505010010,000100

Effective session limit prevails102001010,00010
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Table 105: Number of Sessions Found for Various Examples (continued)

Reason
Sessions
Returned

Sessions
Found

Effective
Session Limit

System-Wide
Session Limit

Value Entered in
the“LimitSessions
Returned to” Field

Number of sessions found is
within effective limit

20020010,00010,000blank

Effective session limit prevails10,00025,00010,00010,00020,000

Executing CoA and Disconnect Requests UsingWeb GUI

NOTE: CoA/DM support is only available with the optional Session Control
license.

Because themake andmodel of NADs differ in each network environment, the default

actions defined in the deviceModels.xml file for Change of Authorization (CoA) and
Disconnect Message (DM) requests are for example purposes only. To issue CoA or DM

(action) requests to NADs in your network, you need to define supporting actions in the

deviceModels.xml file for eachNAD in yournetwork, andspecify theappropriateattribute
packing list for each NADmake andmodel.

After an action is defined in the deviceModels.xml file, a button labeled with the name
of the action becomes available in the Current Sessions page inWeb GUI. To execute
the action, you simply perform a query to locate and select one or more sessions, and

then select the action button to execute the action.

When configuring actions in the deviceModels.xml file, be consistent about what you
name the actions for the various makes andmodels of NADs in your network. Naming

actions consistently enables you to simply invoke the action without regard for which

NAD is handling the session you want to take action on.

Example of Executing a Disconnect Action

NOTE: The procedure in this section is an example only, and assumes you
have already created the action titled Disconnect in the deviceModels.xml
file.

After you have found a list of sessions matching the criteria you specify, you can select

one or more of the sessions to disconnect. The effect of disconnecting sessions on the

current session table (CST) is described in Table 106 on page 706.
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Table 106: Effect on CST of Disconnecting Sessions

Effect on Current
Session TableResultAction

Session is deleted
from the CST

Controlled device sends a
RADIUS Accounting-Request
(Stop) to the accounting client,
which, in turn, sendsaStop to the
SBR Carrier.

Request to disconnect is
sent and the disconnect is
acknowledged (ACK)

Session is deleted
from the CST
because the session
does not exist

Not applicableRequest to disconnect is
sent and the disconnect is
not acknowledged (NAK)

Noeffect on theCSTNot applicableRequest to disconnect is
sent and the disconnect
times out

NOTE: Theprocedure in this section is an example only. The exact fields that
are displayed change depending on the actions and themake andmodel of
the NAD devices defined in your deviceModels.xml file.

To disconnect sessions using theWeb GUI:

1. Find the sessions that meet your search criteria. (See “Searching for Sessions Using

Web GUI” on page 700.)

2. In the Current Sessions page (Figure 253 on page 702), select one or more sessions.

To select more than one session, hold down the Ctrl key and click on the sessions.

3. Select Device Action > Disconnect.

A Disconnect dialog box appears (Figure 255 on page 707).
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Figure 255: Example Disconnect Dialog

4. In the Request Parameters area, leave the Acct-Session-Id check box cleared and
leave the area as (using sessiondata). The example shown in Figure 255 onpage 707
does not show the information for the Request Parameters area.

This area of the dialog box indicates that the session identifiers are taken from the

sessions you selected.

5. Click Disconnect.

A watch icon appears while the disconnect request is processed. One or more of the

result tabs becomes active (Successes, Failures, Timeouts, Errors), depending on
the result of the disconnect attempt (Figure 256 on page 708).
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Figure 256: Example Result Dialog

6. Select an active result tab and a session, and click View.

ASessionDatadialogbox(Figure257onpage709)appears.TheSessionDatadialog
box has a different appearance for different devicemakes andmodels. The attributes

that appear in the Session Data dialog box vary depending on themake andmodel
of the device. Different devices send different attribute packing lists and values.
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Figure 257: Example Session Data Dialog

7. Select the device in the Per-Device Detail area and click View.

Information from the device running the session you disconnected (or attempted to

disconnect) is displayed.

8. Click Close for each open dialog box.
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CHAPTER 45

Using the Command Line Utility to
Manage and Control Sessions

This chapter describes how tomanage and control sessions in SBR Carrier using the

command line utility. The following topics are included:

• Command Line Utility Overview on page 711

• Access Control Arguments on page 712

• Action Arguments on page 713

• Setting Session Limits Using the Command Line Utility on page 716

• Examples of Issuing CoA/DM Requests Using the Command Line Utility on page 718

• Shortcut Arguments on page 719

• Finding All Sessions Using the Command Line Utility on page 720

Command Line Utility Overview

A command line utility is available formanaging and controlling sessions in Steel-Belted

Radius Carrier. By default, you can use the command line utility to perform actions such

as query, view, and delete. If you have purchased the optional Session Control module

license, you can use the command line utility to issue CoA/DM client requests (actions).

The command line utility is useful if you want to run a command quickly. You can run

commands in batchmode at night or in off hours. For example, youmight create a set

of batch files to periodically find all the sessions on a server so that you can later review

the server activity.

NOTE: The command line utility is designed only to be used tomanage and
control sessions, not as a primary management interface.

You can use the command line utility to administer CoA/DM functions locally (on the

server running Steel-Belted Radius Carrier) or remotely (on another computer that has

a network connection to the Steel-Belted Radius Carrier server).

Starting the Command Line Utility

To start the command line utility:
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1. Go to the directory in which you installed the Steel-Belted Radius Carrier software.

2. From this directory, type SessionControl.sh.

Example

$ cd /opt/JNPRsbrha
$ SessionControl.sh

Using Command Line Arguments

Table 107 on page 712 lists the types of arguments used by the command line utility. Each

of these types of arguments is discussed in the following sections.

Table 107: Types of Command Line Arguments

DescriptionArgument Type

Control security between the server and the client.Access Control

Indicate the type of action youwant to execute and the attributes that need
to be specified.

Action

Abbreviated way to indicate attributes.Shortcuts

Access Control Arguments

The Access Control arguments control the access between the server and client.

Syntax

-authuser adminname -authpass adminpass [-s server] -p port [-tls ver] -rootca certfile
[-ciphersuites ciphersuites]

Arguments

Table 108onpage712describes the functionsofeachAccessControlargument.Mandatory

arguments must be included in the access_arguments section of the command line
utility.

Table 108: Access Control Arguments

Example
Mandatory or
OptionalDescription

Access
Arguments

-authusermy_user_namemandatoryAdministrator’s username(ofAdmin level orOperator level
access) for accessing the server.

-authuser
adminname

-authpassmy_passwordmandatoryPassword of the administrator.-authpass
adminpass

-smy_server_name

-s 123.45.6.78

optionalServer nameor IPaddress if the server is not the local host.
If this attribute is not used, the localhost is assumed to be
the server.

-s server
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Table 108: Access Control Arguments (continued)

Example
Mandatory or
OptionalDescription

Access
Arguments

-p 1814mandatoryTCPport on the server intowhich the command line utility
connects to the server.

-p port

-rootca
/opt/JNPRsbr/root
/autoGeneratedRoot.cer

mandatoryFilename containing the certificate name that must be
passed by the client to the server to validate the client’s
right to access the server. The filename is usually root.cer.
The file alwayshasa .cerextension. Include theentirepath
of the file.

-rootca certfile

-tls 32optionalTLSprotocol versiononwhich the server expects theclient
to initiate the handshake process. Default value is 31.

If you set a value other than 31, 32, or 33, then the default
TLS protocol version 1.0 (31) is considered.

-tls ver

-ciphersuites
“0x0035,0x002F”

optionalTLS cipher suites (in order of preference) that the server
is to use.

Default value is 0x003C, 0x003D, 0x0035, 0x002F,
0x000A.

NOTE: If you are specifying more than one cipher suite,
the cipher suitesmust be enclosedwith double quotation
marks (“”).

-ciphersuites
ciphersuites

Example

The following example shows the command line entry for accessing the server and

querying for all users:

$ SessionControl.sh -authuser my_user -authpassmy_password -s my_server_name -p
1814 -rootca /opt/JNPRsbr/root/autoGeneratedRoot.cer -m query -u "*"

Action Arguments

Action arguments in the command line indicate the type of action requested, search

conditions, and additional arguments needed by the controlled device (NAS).

Syntax

-m Action -a Attr -v Value [,-a Attr -v Value...][,-a Attr -x hex-value...][-sl
session_limit][-force]

NOTE: The asterisk character (*) represents a wildcard. Wildcards are only
accepted for the User and Device Name text attributes. Leading wildcards
may be used for User.
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Arguments

Table 109 on page 714 describes the functions of each Action argument.

Table 109: Action Arguments

ExampleDescriptionActionArgument

-m querySpecifies the name of the action you
want to perform. Each action must
be defined in the deviceModels.xml
file.

By default, the actions query, view
and delete are defined in the
deviceModels.xml file. After you
define other actions in the
deviceModels.xml file, you can use
those names as arguments.

Valid actions (by default):

query

view

delete

-m Action

-a Framed-IP-Address -v 127.0.0.1

NOTE: IP addresses may be in
either IPv6 or IPv4 format.

Attribute name and value for which
you want to search

or

Theattribute nameand value topass
to a NAS if the NAS requires an
additional attribute.

The valid (searchable) attributes are:

Acct-Multi-Session-Id

Acct-Session-Id*

Called-Station-Id

Calling-Station-Id

Funk-Attribute-Range

Funk-Session-Handle

Framed-IP-Address

NAS-Identifier

NAS-IP-Address

User-Name

-a Attr -v Val
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Table 109: Action Arguments (continued)

ExampleDescriptionActionArgument

-a NAS-IPv6-Address -x
12cdef125f3d

Specifies the information being
submitted is in hexadecimal format.

-a Attr -x hex-val

-sl 10Session limit. Upper limit of number
of sessions to be found. (See -force
to learn how the -force variable
affects the interpretation of the
session limit.)

-sl session_
limit

-sl 10 -forcePresence of the -force argument
specifiesuseof thesession limiteven
if the number of found sessions
exceeds the session limit. The
absence of the -force argument
specifies thatnosessionsbe returned
or acted upon if the number of
matching sessions exceeds the
session limit.

See “SettingSessionLimitsUsing the
CommandLineUtility”onpage716 for
information about the -force
argument.

-force

*The Acct-Session-Id attribute is commonly used in CoA/DM packing lists for router

requirements. Packing lists represent the router’s requirements for a valid DM or CoA

request. Attributes that are not in the CSTmust come from the actual query to fulfill the

request.

To have data available for queries using the command line utility (SessionControl.sh),
youmust configure this attribute in the packing list. If the Sbr_AcctSessionId does not

exist in the CST or is not found by the query itself, the request fails.

NOTE: The RADIUS attributes for a controlled device are contained in a file
with a .dic or .dct extension on themachine on which CoA/DM is installed.
Open these files to find the names of additional attributes that youmight
want to pass to the controlled device.

IP Address Ranges

For IP address ranges, specify rangeBegin and rangeEnd as shown in the following
example. Quotation marks are necessary because of the space between rangeBegin
and rangeEnd.

-a Funk-Attribute-Range
-v "attribute=NAS-IP-Address rangeBegin=172.16.0.84 rangeEnd=172.16.0.90"
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Unique Session IDs

For a specific session in the CST, specify the internal session handle returned from a

previous query.

-a Funk-Session-Handle -v 42A0BA6500000002

Setting Session Limits Using the Command Line Utility

You can control the maximum number of sessions that are returned when you execute

a query. Youmaywant to limit the number of sessions returned if you are concerned that

toomany sessions may be found with your query andmay impact performance. For

example,whenyouexecuteaquery thatdoesnotcontainanysupportedsearchattributes,

then the query is unconstrained andmay find toomany sessions.

Factors Affecting the Number of Sessions Returned

The number of sessions returned from a query depends on five factors:

• The number you type next to the -sl (session limit) argument.

• The system-wide session limit. This number defaults to 10,000 but may be changed

with the assistance of your Juniper Networks Technical Support representative.

• TheEffectiveSessionLimit. Thisnumber isalways the lesserof thesystem-widesession

limit and the number you enter next to -sl for the session limit.

• The number of sessions found to meet the criteria you enter. (For example, if your

criteria is User-Name = "A*", then the sessions found are those with usernames
beginning with the letter A or a.)

• Whether or not you use the -force argument. The presence of the -force argument
specifies use of the session limit even if the number of found sessions exceeds the

session limit. The absence of -force specifies that no sessions be returned or acted
upon if the number of matching sessions exceeds the session limit. (See “Number of

Sessions Returned” on page 716 and “Examples of Limiting the Number of Sessions

ReturnedUsing the Command Line Utility” on page 717 formore information about the

use of -force.)

Number of Sessions Returned

If you use the -force argument, the number of sessions returned is always the lesser of
the effective session limit or the number of sessions found. For example, if the

session-wide limit is 10,000, you enter a session limit of 100, and the number of sessions

found to match your criteria is 150, then 100 sessions (the effective session limit) is

returned.

If you do not use the -force argument, the number of sessions returned is the actual
numberof sessions found if thenumberof sessions found is less than theeffective session

limit. If thenumberof sessions foundexceeds theeffective session limit, thennosessions

are returned. For example, if the session-wide limit is 10,000, you enter a session limit of
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100, and the number of sessions found tomatch your criteria is 150, then no sessions are

returned because the effective session limit is exceeded.

Examples of Limiting the Number of Sessions Returned Using the Command Line Utility

Table 110 on page 717 provides examples in which the session limit rules apply.

Table 110: Number of Sessions Found for Various Examples

Reason
Sessions
Returned

Sessions
Found

Effective
Session
Limit

System-Wide
Session
Limit

Session
Limit
You
Enter

-force
Argument
Present or
Absent

Effective limit
prevails

10020010010,000100Present

Number of
sessions found is
within effective
limit

505010010,000100Present

Effective limit
prevails

102001010,00010Present

Number of
sessions found is
within effective
limit

20020010,00010,000NothingPresent

Effective limit
prevails

10,00025,00010,00010,00020,000Present

Effective limit
exceeded

020010010,000100Absent

Number of
sessions found is
within effective
limit

505010010,000100Absent

Effective limit
exceeded

102001010,00010Absent

Number of
sessions found is
within effective
limit

20020010,00010,000NothingAbsent

Effective limit
exceeded

025,00010,00010,00020,000Absent
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Examples of Issuing CoA/DMRequests Using the Command Line Utility

Query Example UsingWildcard

Query for sessions running on controlled deviceswith identifiers beginningwith the letter

L. Return up to 10 sessions.

$ SessionControl.sh -authuser my_user -authpassmy_password -s my_server_name -p
1814 -rootca /opt/JNPRsbr/radius/root/autoGeneratedRoot.cer -m query -a User-Name
-v "L*" -sl 10 -force

Disconnect Example

Disconnect the session that has a session ID of 1234.

$ SessionControl.sh -authuser my_user -authpassmy_password -s my_server_name -p
1814 -rootca /opt/JNPRsbr/radius/root/autoGeneratedRoot.cer -m disconnect -a
Acct-Session-Id -v 1234

NOTE: Acct-Session-Id is a required attribute to execute a disconnect. This
attribute is commonly used in CoA/DMpacking lists for router requirements.
Packing lists represent the router’s requirements foravalidDMorCoArequest.
Attributes that are not in the Current Sessions Table (CST)must come from
the actual query to fulfill the request.
To have data available for queries using the command line client, youmust
configure this attribute in the packing list. If the Sbr_AcctSession-Id does not
exist in the CST or is not found by the query itself, the request fails.

For details on customizing the CST, see the SBR Carrier Installation Guide.

NOTE: The CoA/DM requests require the SCM license.

Lawful Intercept Example

Intercept the session with the accounting session ID of 12345 and send log information

about the session to the specified device.

$ SessionControl.sh -authuser my_user -authpassmy_password -s my_server_name -p
1814 -rootca /opt/JNPRsbr/radius/root/autoGeneratedRoot.cer -m interceptOn

-a Acct-Session-Id -v 12345
-a Lawful-Intercept-Action -v 1
-a Lawful-Intercept-Identifier 2468
-a Lawful-Intercept-Mediation-Device-Port-Number -v 4567
-a Lawful-Intercept-Mediation-Device-Port-IP-Address
-v 123.45.6.78
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NOTE: The attributes needed to execute a lawful intercept are unique to the
make andmodel of the controlled device. Some devicesmay require the
entire word LegalIntercept as part of its configuration, and some devices
may only use the abbreviation LI for their configuration. See the technical
documentation of the device for a list of attributes required to execute a
lawful intercept or other type of request.

Shortcut Arguments

Shortcutargumentsareaquickway toexpresscommands.Theyareequivalent tocertain

request arguments.

Syntax

-shortcut val

Arguments

Table 111 on page 719 describes the functions of each shortcut argument.

Table 111: Shortcut Arguments

ExampleDescriptionEquivalent to
Shortcut
Argument

-u "f*"

or

-u fred

Username in the session
data

-aUser-Name -v username-u username

-n Nas1AIdentifier required by the
controlled device

-a NAS-Identifier -vNASID-n NASID

-i Session8Accounting session ID
used in the CST

-aAcct-Session-Id -v sessionid-i sessionid

-fsh
42A0BA6500000002

Internal session handle
returned from a previous
query against the CST,
used to select a specific
session in the CST

-aFunk-Session-Handle-vFSH-fsh FSH

-calling ID
6175551234

Station identifier (usually
a telephone number or
MAC address) of the user

-a Calling-Station-ID -v callID-calling callID

-called ID
6175551234

Station identifier of the
NAS (the telephone
number dialed by the user
or theMAC address of the
NAS)

-a Called-Station-ID -v callID-called callID
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Disconnect Example with Shortcut

Disconnect the session that has a session ID of 6789.

$ SessionControl.sh -authuser my_user -authpassmy_password -s my_server_name -p
1814 -rootca /opt/JNPRsbr/radius/root/autoGeneratedRoot.cer -m disconnect -i 6789

Finding All Sessions Using the Command Line Utility

You can use the wildcard to find all sessions that are running. The wildcard character is

an asterisk enclosed in double quotation marks.

NOTE: The asterisk (wildcard character) and all blank spaces or special
characters in the command line client that need to be escapedmust be
enclosed in double quotationmarks.

Example of Finding All Sessions

$ SessionControl.sh -authuser my_user -authpassmy_pass -s my_server_name -p 1814
-rootca root.cer -m query -u "*"
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CHAPTER 46

Configuring the deviceModels.xml File

ThedeviceModels.xml file specifies theCoA/DMactionssupportedby thevariousdevices

in your network. It contains a list of makes andmodels for each controlled device object

associated with your device clients. Youmust configure this file for each device in your

network that supports RFC 3576 Change of Authorization (CoA), Disconnect Message

(DM), or the Cisco proprietary Packet of Disconnect (PoD).

The following topics are included:

• Summary of Allowed Elements in the deviceModels.xml File on page 721

• Element: action on page 724

• Element: actions on page 724

• Element: attributes on page 725

• Element: controlledDeviceModel on page 725

• Element: controlledDeviceModels on page 726

• Element: defaultAttribute on page 727

• Element: localSessionQuery on page 727

• Element: onFailure on page 728

• Element: onSuccess on page 728

• Element: onTimeout on page 729

• Element: overrideAttribute on page 729

• Element: radiusPort on page 729

• Element: radiusPorts on page 730

• Element: radiusRequest on page 730

• Element: requiredAttribute on page 731

• Element: sessionStop on page 732

Summary of Allowed Elements in the deviceModels.xml File

Table 112 on page 722 describes the elements allowed in the deviceModels.xml file.
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Table 112: Allowed Elements in the deviceModels.xml File

CommentElement Name

This release of Steel-Belted Radius Carrier only supports actions that
can be expressed as a RADIUS CoA, DM, or PoD requests. It also
supports thespecialactionofquerying thecurrent sessions table (CST),
and returning its contents. All actions must be of type radiusRequest
or localSessionQuery. An action request includes some number of
attributes, which can be key attributes used to find the session, or
action attributes that instruct the device what to do (disconnect,
change, and so forth). You can invoke an action throughWeb GUI,
command line utility, or through an XML request sent over the HTTPS
port. Any XML application used to issue CoA/DMmust conform to the
XML interface described in “XML over HTTPS Interface” on page 733.

action

Contains the list of actions that can be performed against this device
model.Differentpacking listsofAVPs(attribute-valuepairs) that cause
a particular effect, such as reconfiguring a user's bandwidth or
disconnecting a user.

NOTE: Actions should be named carefully so that equivalent actions
defined against different device models have the same name.

actions

Contains the actual attribute packing list for theRADIUS request. Each
required attribute listed heremust be populated from either the client
request or the contents of the CST for each session. There are also
defaultandoverrideattributes that canbedefined,whichareexplained
in the respective sections.

NOTE: Subattributes are not supported in CoA/DM actions.

attributes

Defines the model for a controlled device object. The
controlledDeviceModel is used only if a NAS is configured that has a
vendor-product matching the id attribute of this element.

The dictionary attribute must be set to the name of one of the
dictionaries in the radius directory.

The vendor attribute is used only in logging; youmust set the attribute
with a descriptive value.

As shown in the schema in “Element: controlledDeviceModel” on
page 725, the controlledDeviceModel is defined in terms of a set of
RADIUS ports and a set of actions. The attributes for the
controlledDeviceModel are:

• id—Device name

• model—Model name of the device. The value for this attributemust
match themodel name you specify when configuring the client.

• vendor—Brand of the device

• port—See radiusPorts element

• actions—See actions element

controlledDeviceModel

Defines models for a controlled device object.controlledDeviceModels
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Table 112: Allowed Elements in the deviceModels.xml File (continued)

CommentElement Name

May be populated either by finding it in the CST or in the client request
(action). If it cannot be found, the attribute is populated from the
default value specified here.

defaultAttribute

A special action type that uses the attributes specified in the client
request, such asUser-Name="bo*", to query the current session table
(CST). Any matching sessions, up to the currently active safety limit,
are returned as the response to the request. No change is made to the
session records and no RADIUS request is sent.

localSessionQuery

Session fails.onFailure

Session succeeds.onSuccess

Session times out.onTimeout

Always set to the value specified in this element, even if it was found
in the CST, or in the (action) client request. It can be used to specify
constant values that need to be present in the CoA or DM request. For
example, an action for a lawful intercept might require that a VSA
always be present in the request with the value enable intercept.

overrideAttribute

Defines a named RADIUS port on which the device receives CoA/DM
or PoD requests. The names of these ports are then referenced in the
action declarations, so that different actions can be routed to different
port numbers.

NOTE: The implementation of this element is limited in that each
RADIUS portmust be named either "RFC3576" or "CiscoPOD" so that
at most these two ports exist for each device model.

radiusPort

Defines named RADIUS ports where the device receives CoA/DM or
PoD requests.

radiusPorts

An action type used to define CoA, DM, and PoD requests. When such
an action is executed, the attributes specified in the request, such as
User-Name="bo*", are used to query the current session table (CST).
Any matching sessions, up to the currently active safety limit, are
processed by the CoA/DM engine. Using the attributes present in the
request, plusanyattributes found in the session record for eachsession,
the CoA/DM engine tries to satisfy the attribute packing list for this
request. If it can do so, then the RADIUS request is formatted and sent
to the device.

As shown in the schema in “Element: radiusRequest” on page 730, the
radiusRequest is defined in terms of an attributes section, which is
required, plus three optional sections, which define the behavior of the
server in the event that the request fails, times out, or succeeds. The
attributes section is the actual attribute packing list for the request.

radiusRequest

Mustbepopulatedeither by finding it in theCSTor in the (action) client
request. If it cannot be found, the action fails.

requiredAttribute
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Table 112: Allowed Elements in the deviceModels.xml File (continued)

CommentElement Name

Session stops.sessionStop

Element: action

Actions that are expressed as a RADIUS CoA, DM, or PoD request, and the special action

of querying the current sessions table (CST) and returning its contents are supported.

All actions must be of type radiusRequest or localSessionQuery.

NOTE: Nameeachactionsomethinggeneric so thatdifferent vendordevices
can use the same names for equivalent actions.

XML Instance Representation

<action
description="anySimpleType [0..1]" 
name=" xs:NCName [1]">
    Start Choice [1] 
        <localSessionQuery> ... </localSessionQuery> [1] 
        <radiusRequest> ... </radiusRequest> [1]
    End Choice
</action>

Schema Component Representation

<xs:element name="action"> 
    <xs:complexType> 
        <xs:choice> 
            <xs:element ref=" localSessionQuery "/> 
            <xs:element ref=" radiusRequest "/>
        </xs:choice> 
        <xs:attribute name="description"/> 
        <xs:attribute name="name" type=" xs:NCName " use="required"/>
    </xs:complexType>
</xs:element>

Element: actions

Thiselementcontains the list ofactions that canbeperformedagainst thisdevicemodel.

XML Instance Representation

<actions
    <action> ... </action> [0..*]
</actions>
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Schema Component Representation

<xs:element name="actions"> 
    <xs:complexType> 
        <xs:sequence> 
            <xs:element ref=" action " minOccurs=“0”  maxOccurs=“unbounded” />
        </xs:sequence> 
    </xs:complexType>
</xs:element>

Element: attributes

This element contains the actual attribute packing list for the RADIUS request. Each

required attribute listed here must be populated from either the client request or the

contents of the CST for each session. You can also define default and override attributes.

For more information, see “Element: defaultAttribute” on page 727 and “Element:

overrideAttribute” on page 729.

NOTE: Subattributes are not supported in CoA/DM actions.

XML Instance Representation

<attributes>
    Start Choice [0..*] 
        <defaultAttribute> ... </defaultAttribute> [1] 
        <overrideAttribute> ... </overrideAttribute> [1] 
        <requiredAttribute> ... </requiredAttribute> [1]
    End Choice
</attributes>

Schema Component Representation

<xs:element name="attributes"> 
    <xs:complexType> 
        <xs:choice minOccurs="0" maxOccurs="unbounded"> 
            <xs:element ref=" defaultAttribute "/> 
            <xs:element ref=" overrideAttribute "/> 
            <xs:element ref=" requiredAttribute "/>
        </xs:choice>
    </xs:complexType>
</xs:element>

Element: controlledDeviceModel

The controlledDeviceModel element defines the device model for a controlled device

object. It is used only if a device is configured that has a vendor-product matching the id

attribute of this element.
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The dictionary attribute must be set to the name of one of the dictionaries in the radius
directory.Use thevendorandmodelattributesonly for logging, andset themtodescriptive

values.

To use VSAs for a controlled device model, youmust explicitly define the VSAs in the

corresponding .dic file. For example, if you want to use the Juniper VSA
“Unisphere-Egress-Policy-Name”, which is defined in the juniper.dct file as follows:

ATTRIBUTE Unisphere-Egress-Policy-Name             ERX-VSA(11, string)    c

Then, youmust define the Unisphere-Egress-Policy-Name VSA in the

enterprise_juniper_4874.dic file as follows:

<attribute id="Unisphere-Egress-Policy-Name" type="11" format="string" vendor 
="JUNIPER_4874"/> 

Youmust reboot the SBR Carrier server for the changes to take effect.

As shown in theschema, thecontrolledDeviceModel isdefined in termsofasetofRADIUS

ports, and a set of actions. Formore information, see “Element: radiusPort” on page 729,

and “Element: actions” on page 724.

XML Instance Representation

<controlledDeviceModel
dictionary=" xs:NCName [0..1]"
id="anySimpleType [1]"
model="anySimpleType [1]"
vendor="anySimpleType [1]"> 
    <radiusPorts> ... </radiusPorts> [1] 
    <actions> ... </actions> [1]
</controlledDeviceModel>

Schema Component Representation

<xs:element name="controlledDeviceModel"> 
    <xs:complexType> 
        <xs:sequence> 
            <xs:element ref=" radiusPorts "/> 
            <xs:element ref=" actions "/>
        </xs:sequence> 
        <xs:attribute name="dictionary" type=" xs:NCName "/> 
        <xs:attribute name="id" use="required"/> 
        <xs:attribute name="model" use="required"/> 
        <xs:attribute name="vendor" use="required"/>
    </xs:complexType>
</xs:element>

Element: controlledDeviceModels

This element contains a list of controlledDeviceModels. For more information, see

“Element: controlledDeviceModel” on page 725.
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XML Instance Representation

<controlledDeviceModels
xsi:noNamespaceSchemaLocation="[1]"> 
    <controlledDeviceModel> ... </controlledDeviceModel> [1..*]
</controlledDeviceModels>

Schema Component Representation

<xs:element name="controlledDeviceModels"> 
    <xs:complexType> 
        <xs:sequence> 
            <xs:element ref=" controlledDeviceModel " maxOccurs="unbounded"/>
        </xs:sequence> 
        <xs:attribute ref=" xsi:noNamespaceSchemaLocation " use="required"/>
    </xs:complexType>
</xs:element>

Element: defaultAttribute

A default attribute may be populated either by retrieving it from the CST or from the

client request. If it cannot be found, the attribute is populated from the default value

specified here.

XML Instance Representation

<defaultAttribute
name=" xs:NCName [1]" 
value="anySimpleType [1]"/> 

Schema Component Representation

<xs:element name="defaultAttribute"> 
    <xs:complexType> 
        <xs:attribute name="name" type=" xs:NCName " use="required"/> 
        <xs:attribute name="value" use="required"/>
</xs:complexType>
</xs:element>

Element: localSessionQuery

This special action type uses the attributes specified in the client request, such as

User-Name="bo*" to query the CST. Any matching sessions, up to the currently active
safety limit (defined by session limit), are returned as the response to this action. No

change is made to the session records and no RADIUS request is sent.

XML Instance Representation

<localSessionQuery
description="anySimpleType [1]"/> 
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Schema Component Representation

<xs:element name="localSessionQuery"> 
    <xs:complexType> 
        <xs:attribute name="description" use="required"/>
    </xs:complexType>
</xs:element>

Element: onFailure

This element defines what you want SBR Carrier to do when the NAS responds with a

NAK.

XML Instance Representation

<onFailure> 
    <sessionStop> ... </sessionStop> [0..1] 
</onFailure> 

Schema Component Representation

<xs:element name="onFailure"> 
    <xs:complexType> 
        <xs:sequence> 
            <xs:element ref=" sessionStop " minOccurs="0"/>
        </xs:sequence>
    </xs:complexType>
</xs:element>

Element: onSuccess

This element defines what you want SBR Carrier to do when the NAS responds with an

ACK.

XML Instance Representation

<onSuccess> 
    <sessionStop> ... </sessionStop> [0..1] 
</onSuccess> 

Schema Component Representation

<xs:element name="onSuccess"> 
    <xs:complexType> 
        <xs:sequence> 
            <xs:element ref=" sessionStop " minOccurs="0"/>
        </xs:sequence>
    </xs:complexType>
</xs:element>
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Element: onTimeout

This element defines what you want SBR Carrier to do when the request times out.

XML Instance Representation

<onTimeout> 
    <sessionStop> ... </sessionStop> [0..1] 
</onTimeout> 

Schema Component Representation

<xs:element name="onTimeout"> 
    <xs:complexType> 
        <xs:sequence> 
            <xs:element ref=" sessionStop " minOccurs="0"/>
        </xs:sequence>
    </xs:complexType>
</xs:element>

Element: overrideAttribute

An overrideAttribute is always set to the value specified in this element, even if it is found

in the CST, or in the action client request. You can use the overrideAttribute to specify

constant values that are required in the CoA or DM (action) request. For example, a

request for a lawful intercept action may require that a VSA always be present in the

request with the value: enable intercept.

XML Instance Representation

<overrideAttribute
name=" xs:NCName [1]" 
value="anySimpleType [1]"/>

Schema Component Representation

<xs:element name="overrideAttribute"> 
    <xs:complexType> 
        <xs:attribute name="name" type=" xs:NCName " use="required"/> 
        <xs:attribute name="value" use="required"/>
    </xs:complexType>
</xs:element>

Element: radiusPort

This element defines a named RADIUS port where the device can receive CoA/DM or

PoD requests. The names of these ports are then referenced in the action declarations

so that different actions can be routed to different port numbers.
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NOTE: Youmust name each RADIUS port either RFC3576 or CiscoPOD so
that at most, these two ports exist for each devicemodel. You cannot
configure port numbers or shared secrets for any ports other than these.

XML Instance Representation

<radiusPort
description="anySimpleType [0..1]" 
name=" xs:NCName [1]" 
port=" xs:integer [1]"/>

Schema Component Representation

<xs:element name="radiusPort"> 
    <xs:complexType> 
        <xs:attribute name="description"/> 
        <xs:attribute name="name" type=" xs:NCName " use="required"/> 
        <xs:attribute name="port" type=" xs:integer " use="required"/>
    </xs:complexType>
</xs:element>

Element: radiusPorts

This element defines a list of RADIUS port where the device can receive CoA/DM or PoD

requests.

XML Instance Representation

<radiusPorts> 
    <radiusPort> ... </radiusPort> [1..*] 
</radiusPorts>

Schema Component Representation

<xs:element name="radiusPorts"> 
    <xs:complexType> 
        <xs:sequence> 
            <xs:element ref=" radiusPort " maxOccurs="unbounded"/>
        </xs:sequence>
    </xs:complexType>
</xs:element>

Element: radiusRequest

This action type is used to define CoA, DM, and PoD requests. When such an action is

executed, the attributes specified in the request, such asUser-Name="bo*", are used
to query the CST. Any matching sessions, up to the currently active safety limit, are

processed by the CoA/DM engine. Using the attributes present in the client request, plus

any attributes found in the session record for each session, the CoA/DMengine attempts
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to satisfy theattributepacking list for this request. If it candoso, then theRADIUS request

is formatted and sent to the device.

The radiusRequest is defined in terms of an attributes section (required), and three
optional sections which define the behavior of SBR Carrier in the event the request fails,

times out, or succeeds. The attributes section is the actual packing list for the request.

XML Instance Representation

<radiusRequest
code=" xs:NCName [1]"
description="anySimpleType [0..1]"
dictionary=" xs:NCName [0..1]"
portName=" xs:NCName [1]"> 
    <attributes> ... </attributes> [1] 
    <onSuccess> ... </onSuccess> [0..1] 
    <onFailure> ... </onFailure> [0..1] 
    <onTimeout> ... </onTimeout> [0..1] 
</radiusRequest>

Schema Component Representation

<xs:element name="radiusRequest"> 
    <xs:complexType> 
        <xs:sequence> 
            <xs:element ref=" attributes "/> 
            <xs:element ref=" onSuccess " minOccurs="0"/> 
            <xs:element ref=" onFailure " minOccurs="0"/> 
            <xs:element ref=" onTimeout " minOccurs="0"/>
        </xs:sequence> 
        <xs:attribute name="code" type=" xs:NCName " use="required"/> 
        <xs:attribute name="description"/> 
        <xs:attribute name="dictionary" type=" xs:NCName "/> 
        <xs:attribute name="portName" type=" xs:NCName " use="required"/>
    </xs:complexType>
</xs:element>

Element: requiredAttribute

A required attribute must be populated either by finding it in the CST or in the action

request. If it is not found, the action fails.

XML Instance Representation

<requiredAttribute
name=" xs:NCName [1]"/> 

Schema Component Representation

<xs:element name="requiredAttribute"> 
    <xs:complexType> 
        <xs:attribute name="name" type=" xs:NCName " use="required"/>
    </xs:complexType>
</xs:element>
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Element: sessionStop

You can use the sessionStop element in conjunction with the onFailure, onSuccess and

onTimeout elements to instruct SBR Carrier to stop the session when these conditions

occur. The sessionStop element is relevant when performing a disconnect action. In

particular, the sessionStop element can be used to stop the session when the NAS does

not send an Accounting-Request (stop).

XML Instance Representation

<sessionStop
description="anySimpleType [1]"/>

Schema Component Representation

<xs:element name="sessionStop"> 
    <xs:complexType> 
        <xs:attribute name="description" use="required"/>
    </xs:complexType>
</xs:element>
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CHAPTER 47

XML over HTTPS Interface

This chapter provides the XML schema and format for the application programming

interface (API) used to actuate the CoA subsystem in Steel-Belted Radius Carrier. If you

want to develop your ownmanagement client to issue requests to the SBR Carrier CoA

subsystem, your management application must adhere to this API. The following topics

are included:

• XML over HTTPS Interface Overview on page 733

• XML Statement Construction on page 734

• Client Request Schema Example on page 734

• Client Request Elements on page 735

• Client Request Examples on page 738

• Client Response Schema Example on page 740

• Client Response Elements on page 743

• Client Response Examples on page 755

XML over HTTPS Interface Overview

Steel-Belted Radius Carrier includes an application programming interface (API), which

is a proprietary XML client request and response interface that runs over an HTTPS

connection (HTTP over TLS). The protocol used for this interface is mirrored on the

Simple Object Access Protocol (SOAP), though it is not identical to it. TheWeb GUI and

command lineutility (SessionControl.sh)management clients interactwith this interface

when issuingCoA/DMclient requests, andwhen receivingCoA/DMclient responses. The

connection for XML client requests over HTTPS to the session control module need to

bemade to https://<server-address>:1813/scs/request.

If you choose todevelop your ownmanagement client to issueCoA/DMactions, all client

requests must be in the XML format specified in “Client Request Schema Example” on

page 734. In addition, your client management application must be capable of handling

client responses from Steel-Belted Radius Carrier in the XML format specified in “Client

Response Schema Example” on page 740. Refer to

“Overview of the Optional Session Control Module” on page 681 for a discussion on how

Steel-Belted Radius Carrier processes CoA/DM requests.
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Transport Protocol

This proprietary XML request/response interface runs over an HTTPS connection (HTTP

over TLS). Most languages (Java, perl, and the like) have a free HTTPS client that can

be used for the management client. The SBR Carrier HTTPS implementation is fully

compliant with HTTP 1.1 http://www.w3.org/Protocols/rfc2616/rfc2616.html.

XML Statement Construction

Your XML clientmanagement applicationmust construct CoA/DM client requests in the

proper XML format, andmust be capable of handling the XML client responses sent to

it. Theschemas forboth theclient requestandclient responsearedetailed in the following

sections.

For client requests, all attributes sent over this interface are directly specified in XML.

The CoA/DM action to be carried out (disconnect, lawful intercept, or whatever action

you decide to design and specify in the deviceModels.xml file) is also specified in XML
(for example<request action=disconnect>).

Theclient responseXML is very verboseand includesall of the following (theXMLelement

name is shown in ( ):

• The request that was sent (clientRequest)

• One or more sessions that were matched by the query (sessionData)

• The request, as customized for each session (sessionRequest)

• One or more CoA or DMmessages (if any) that were sent to devices (deviceRequest)

• Any responses received for those device requests (deviceResponse)

• The resulting per-session response to the request (sessionResponse)

• In the event of a failure to emit a request because of missing data, the specification of

which attributes is required in order to emit the request (deviceRequestSpec) various

result codes

In the following sections, refer to http://www.w3.org/XML/Schema for documentation

of the XML schema language.

Client Request Schema Example

The following example shows an XML schema for client requests, which you can use to

machine-validate the input to the XML interface.

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 
elementFormDefault="qualified">
  <xs:element name="envelope">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="header"/>
        <xs:element ref="body"/>
      </xs:sequence>
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    </xs:complexType>
  </xs:element>
  <xs:element name="header">
    <xs:complexType/>
  </xs:element>
  <xs:element name="body">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="request"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="request">
    <xs:complexType>
      <xs:sequence>
        <xs:element maxOccurs="unbounded" ref="attributes"/>
      </xs:sequence>
      <xs:attribute name="action" use="required" type="xs:string"/>
      <xs:attribute name="force" type="xs:boolean"/>
      <xs:attribute name="session_limit" type="xs:integer"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="attributes">
    <xs:complexType>
      <xs:sequence>
        <xs:element maxOccurs="unbounded" ref="attribute"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="attribute">
    <xs:complexType>
      <xs:attribute name="enabled" type="xs:boolean"/>
      <xs:attribute name="name" use="required" type="xs:string"/>
      <xs:attribute name="value" use="required" type="xs:string"/>
    </xs:complexType>
  </xs:element>
</xs:schema>

Client Request Elements

This section provides a detailed description of each element in a CoA/DM client request.

A description is provided for each element, alongwith both the XML format and schema

representation.

Element: attribute

In the CoA/DMclient request, attributes are not differentiated by type (required, default)

because they are used to provide values for both key attributes and action attributes. All

attributes are represented as <attribute> nodeswith a value. If the name of the attribute

matches the name of an attribute in a dictionary on Steel-Belted Radius Carrier, then the

value must conform to the data type of that attribute. For example, if the data type is

integer, then the value must be a quoted integer. If the data type is octets or hex, the

value must be either a quoted string (to be interpreted as ASCII), or a quoted string of

the form“{hex}0123456789abcdef” todirectly specify thebinarypayloadof theattribute.

If theenabledattribute is set to false, then theattribute is ignored. This syntax is supported

only for the convenience ofWeb GUI, so that attributes can be ignored without having
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to take them out of the XML. Using this feature is not normally required because you can

simply omit the attribute.

XML Instance Representation

<attribute
enabled="boolean [0..1]"
name="string [1]"
value="string [1]"/>

Schema Component Representation

<element name="attribute">
<complexType>
<attribute name="enabled" type=" boolean "/>
<attribute name="name" type=" string " use="required"/>
<attribute name="value" type=" string " use="required"/>
</complexType>
</element>

Element: attributes

This element groups a set attribute nodes. The request can include any number of

attributes nodes in order to group attributes in some arbitraryway. These groupings have

no semantic meaning, but canmake it easier to structure the client request. You do not

need to havemore than one attribute node.

XML Instance Representation

<attributes>
<attribute> ... </attribute> [1..*]
</attributes>

Schema Component Representation

<element name="attributes">
<complexType>
<sequence>
<element ref=" attribute " maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>

Element: body

This element has no semantic function and is placed in the output tomirror the structure

of a SOAP request.

XML Instance Representation

<body>
<request> ... </request> [1]
</body>
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Schema Component Representation

<element name="body">
<complexType>
<sequence>
<element ref=" request "/>
</sequence>
</complexType>
</element>

Element: envelope

This element has no semantic function and is placed in the output tomirror the structure

of a SOAP request.

XML Instance Representation

<envelope>
<header> ... </header> [1]
<body> ... </body> [1]
</envelope>

Schema Component Representation

<element name="envelope">
<complexType>
<sequence>
<element ref=" header "/>
<element ref=" body "/>
</sequence>
</complexType>
</element>

Element: header

This element has no semantic function and is placed in the output tomirror the structure

of a SOAP request.

XML Instance Representation

<header/>

Schema Component Representation

<element name="header">
<complexType/>
</element>

Element: request

Thiselement represents theclient request. Its contentsbecometheclientRequestelement

in theresponse. (See“ClientResponseSchemaExample”onpage740.)Theactionattribute

specifies the name of an action that must match one of the actions defined in the
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deviceModels.xml file. Formore information about action names see “HowSteel-Belted

Radius Carrier Processes CoA/DMMessages” on page 683.

The force argument specifies whether to execute the action if the number of affected

sessions exceeds the defined session limit. See “Setting Session Limits Using the

Command Line Utility” on page 716 for information about the effects of setting the force

argument in addition to session limits.

The session limit argument specifies the number of sessions to bemaximally affected

by the action. For example, a Disconnect action for user “b*” disconnects at most the

number of sessions defined by session limit. If force is not specified, the action is aborted

if too many sessions are matched. If force is specified, the action proceeds and only the

number of sessions specified by session limit are affected.

XML Instance Representation

<request
action="string [1]"
force="boolean [0..1]"
session_limit="integer [0..1]">
<attributes> ... </attributes> [1..*]
</request>

Schema Component Representation

<element name="request">
<complexType>
<sequence>
<element ref=" attributes " maxOccurs="unbounded"/>
</sequence>
<attribute name="action" type=" string " use="required"/>
<attribute name="force" type=" boolean "/>
<attribute name="session_limit" type=" integer "/>
</complexType>
</element>

Client Request Examples

The following examples show the XML format of a client request.

Example: Query

This example performs a query for up to 1000 sessions with any username:

  <envelope>
    <header />
    <body>
      <request action="query" force="true" session_limit="1000">
        <attributes>
          <attribute enabled="true" name="User-Name" value="*" />
        </attributes>
      </request>
    </body>
  </envelope>
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Example: Query

This example performs a query for up to 1000 sessions with any username beginning

with the letter ‘A’:

  <envelope>
    <header />
    <body>
      <request action="query" force="true" session_limit="1000">
        <attributes>
          <attribute enabled="true" name="User-Name" value="A*" />
        </attributes>
      </request>
    </body>
  </envelope>

Example: RADIUS Disconnect

This example performs a RADIUS Disconnect against a specific session, using a handle

previously obtained in a query:

  <envelope>
    <header />
    <body>
      <request action="disconnect">
        <attributes>
          <attribute name="Funk-Session-Handle" value="41f7e1780000000a" />
        </attributes>
      </request>
    </body>
  </envelope>

Example: RADIUS Disconnect

This example performs a RADIUS Disconnect against all users whose names start with

“Test” unless there are more than 10 such users, in which case no action is taken:

  <envelope>
    <header />
    <body>
      <request action="disconnect" force="false" session_limit="10">
        <attributes>
          <attribute enabled="true" name="User-Name" value="Test*" />
        </attributes>
      </request>
    </body>
  </envelope>

Example: RADIUS Disconnect

This example performs a RADIUS Disconnect against 3 specific sessions identified by

handles obtained in previous queries:

  <envelope>
    <header />
    <body>
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      <request action="disconnect">
        <attributes>
          <attribute name="Funk-Session-Handle" value="41f7e17800000003" />
          <attribute name="Funk-Session-Handle" value="41f7e17800000005" />
          <attribute name="Funk-Session-Handle" value="41f7e17800000008" />
        </attributes>
      </request>
    </body>
  </envelope>

Example: (CoA) Action Called Intercept

This example performsanaction called Intercept for up to 10 sessions of the user, named

“Bob”:

  <envelope>
    <header />
    <body>
      <request action="intercept" force=“true”  session_limit=“10” >
        <attributes>
          <attribute enabled="true" name="User-Name" value="Bob" />
        </attributes>
      </request>
    </body>
  </envelope>

Client Response Schema Example

The following example shows an XML schema for client responses, which you can use

to machine-validate the input to the XML interface.

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" 
elementFormDefault="qualified">
  <xs:element name="envelope">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="header"/>
        <xs:element ref="body"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="header">
    <xs:complexType/>
  </xs:element>
  <xs:element name="body">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="clientResults"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="clientResults">
    <xs:complexType>
      <xs:sequence>
        <xs:element maxOccurs="unbounded" ref="clientResult"/>
      </xs:sequence>
    </xs:complexType>
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  </xs:element>
  <xs:element name="clientResult">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="clientRequest"/>
        <xs:element ref="clientResponse"/>
      </xs:sequence>
      <xs:attribute name="sequence" use="required" type="xs:integer"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="clientRequest">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" ref="attributes"/>
      </xs:sequence>
      <xs:attribute name="action" use="required" type="xs:string"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="clientResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" maxOccurs="unbounded" ref="sessionResults"/>
      </xs:sequence>
      <xs:attribute name="resultCode" use="required" type="xs:integer"/>
      <xs:attribute name="resultMessage" use="required" type="xs:string"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="sessionResults">
    <xs:complexType>
      <xs:sequence>
        <xs:element maxOccurs="unbounded" ref="sessionResult"/>
      </xs:sequence>
      <xs:attribute name="type" use="required" type="xs:string"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="sessionResult">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" ref="sessionData"/>
        <xs:element ref="sessionRequest"/>
        <xs:element minOccurs="0" ref="deviceResults"/>
        <xs:element ref="sessionResponse"/>
      </xs:sequence>
      <xs:attribute name="sequence" use="required" type="xs:integer"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="sessionData">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="attributes"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="sessionRequest">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" ref="attributes"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="deviceResults">
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    <xs:complexType>
      <xs:sequence>
        <xs:element maxOccurs="unbounded" ref="deviceResult"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="deviceResult">
    <xs:complexType>
      <xs:choice minOccurs="0">
        <xs:element ref="deviceRequestSpec"/>
        <xs:sequence>
          <xs:element ref="deviceRequest"/>
          <xs:element ref="deviceResponse"/>
        </xs:sequence>
      </xs:choice>
      <xs:attribute name="device" use="required" type="xs:string"/>
      <xs:attribute name="sequence" use="required" type="xs:integer"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="deviceRequestSpec">
    <xs:complexType>
      <xs:sequence>
        <xs:element maxOccurs="unbounded" ref="requiredAttribute"/>
        <xs:element maxOccurs="unbounded" ref="optionalAttribute"/>
        <xs:element maxOccurs="unbounded" ref="defaultAttribute"/>
        <xs:element maxOccurs="unbounded" ref="overrideAttribute"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="requiredAttribute">
    <xs:complexType>
      <xs:attribute name="name" use="required" type="xs:string"/>
      <xs:attribute name="sequence" use="required" type="xs:integer"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="optionalAttribute">
    <xs:complexType>
      <xs:attribute name="name" use="required" type="xs:string"/>
      <xs:attribute name="sequence" use="required" type="xs:integer"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="defaultAttribute">
    <xs:complexType>
      <xs:attribute name="name" use="required" type="xs:string"/>
      <xs:attribute name="sequence" use="required" type="xs:integer"/>
      <xs:attribute name="value" use="required" type="xs:string"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="overrideAttribute">
    <xs:complexType>
      <xs:attribute name="name" use="required" type="xs:string"/>
      <xs:attribute name="sequence" use="required" type="xs:integer"/>
      <xs:attribute name="value" use="required" type="xs:string"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="deviceRequest">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="attributes"/>
      </xs:sequence>
      <xs:attribute name="address" use="required" type="xs:string"/>
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      <xs:attribute name="code" use="required" type="xs:string"/>
      <xs:attribute name="port" use="required" type="xs:integer"/>
      <xs:attribute name="type" use="required" type="xs:string"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="deviceResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element ref="attributes"/>
      </xs:sequence>
      <xs:attribute name="resultCode" use="required" type="xs:integer"/>
      <xs:attribute name="resultMessage" use="required" type="xs:string"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="sessionResponse">
    <xs:complexType>
      <xs:sequence>
        <xs:element minOccurs="0" ref="attributes"/>
      </xs:sequence>
      <xs:attribute name="resultCode" use="required" type="xs:integer"/>
      <xs:attribute name="resultMessage" use="required" type="xs:string"/>
    </xs:complexType>
  </xs:element>
  <xs:element name="attributes">
    <xs:complexType>
      <xs:sequence>
        <xs:element maxOccurs="unbounded" ref="attribute"/>
      </xs:sequence>
    </xs:complexType>
  </xs:element>
  <xs:element name="attribute">
    <xs:complexType>
      <xs:attribute name="name" use="required" type="xs:string"/>
      <xs:attribute name="sequence" use="required" type="xs:integer"/>
      <xs:attribute name="value" use="required" type="xs:string"/>
    </xs:complexType>
  </xs:element>
</xs:schema>

Client Response Elements

This section provides a detailed description of each element in the client response. A

description is provided for each element, along with both the XML and schema

representation.

Element: attribute

This element represents a RADIUS attribute or VSA that is returned fromaquery or other

operation.

XML Instance Representation

<attribute
name="string [1]"
sequence="integer [1]"
value="string [1]"/>
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Schema Component Representation

<element name="attribute">
<complexType>
<attribute name="name" type=" string " use="required"/>
<attribute name="sequence" type=" integer " use="required"/>
<attribute name="value" type=" string " use="required"/>
</complexType>
</element>

Element: attributes

This element is simplyagroupingnode tocollect a setof<attribute>nodes in the returned

structure.

NOTE: Subattributes are not supported in CoA/DM actions.

XML Instance Representation

<attributes>
<attribute> ... </attribute> [1..*]
</attributes>

Schema Component Representation

<element name="attributes">
<complexType>
<sequence>
<element ref=" attribute " maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>

Element: body

This element has no semantic function and is placed in the output tomirror the structure

of a SOAP response.

XML Instance Representation

<body>
<clientResults> ... </clientResults> [1]
</body>

Schema Component Representation

<element name="body">
<complexType>
<sequence>
<element ref=" clientResults "/>
</sequence>
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</complexType>
</element>

Element: clientRequest

This element contains the query and action attributes sent by the client in the previous

client request. It is presented in the client response for reference only.

XML Instance Representation

<clientRequest
action="string [1]">
<attributes> ... </attributes> [0..1]
</clientRequest>

Schema Component Representation

<element name="clientRequest">
<complexType>
<sequence>
<element ref=" attributes " minOccurs="0"/>
</sequence>
<attribute name="action" type=" string " use="required"/>
</complexType>
</element>

Element: clientResponse

This top-level element contains the entire response to the client request. It aggregates

multiple per-session responses for all affected sessions.

XML Instance Representation

<clientResponse
resultCode="integer [1]"
resultMessage="string [1]">
<sessionResults> ... </sessionResults> [0..*]
</clientResponse>

Schema Component Representation

<element name="clientResponse">
<complexType>
<sequence>
<element ref=" sessionResults " minOccurs="0" maxOccurs="unbounded"/>
</sequence>
<attribute name="resultCode" type=" integer " use="required"/>
<attribute name="resultMessage" type=" string " use="required"/>
</complexType>
</element>

Element: clientResult

This element is merely a grouping of a clientRequest and related clientResponse and

has no semantic meaning.
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XML Instance Representation

<clientResult
sequence="integer [1]">
<clientRequest> ... </clientRequest> [1]
<clientResponse> ... </clientResponse> [1]
</clientResult>

Schema Component Representation

<element name="clientResult">
<complexType>
<sequence>
<element ref=" clientRequest "/>
<element ref=" clientResponse "/>
</sequence>
<attribute name="sequence" type=" integer " use="required"/>
</complexType>
</element>

Element: clientResults

This element groupsmultiple clientResult elements. This release of Steel-Belted Radius

Carrier supports only a single clientResult object per response, so this element is for future

expansion.

XML Instance Representation

<clientResults>
<clientResult> ... </clientResult> [1..*]
</clientResults>

Schema Component Representation

<element name="clientResults">
<complexType>
<sequence>
<element ref=" clientResult " maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>

Element: defaultAttribute

This element appears in a deviceRequestSpec element, and specifies that this attribute

may be provided in the clientRequest; otherwise it is defaulted to the specified value.

NOTE: Subattributes are not supported in CoA/DM actions.
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XML Instance Representation

<defaultAttribute
name="string [1]" 
sequence="integer [1]"
value="string [1]"/>

Schema Component Representation

<element name="defaultAttribute">
<complexType>
<attribute name="name" type=" string " use="required"/>
<attribute name="sequence" type=" integer " use="required"/>
<attribute name="value" type=" string " use="required"/>
</complexType>
</element>

Element: deviceRequest

This element contains theexact request sent toadevice, if any. By searching this element,

theclientmanagementapplicationcandetermine theactual attributes sent to thedevice,

and whether they were populated from the client request or from the session database

(CST).

XML Instance Representation

<deviceRequest
address="string [1]"
code="string [1]"
port="integer [1]"
type="string [1]">
<attributes> ... </attributes> [1]
</deviceRequest>

Schema Component Representation

<element name="deviceRequest">
<complexType>
<sequence>
<element ref=" attributes "/>
</sequence>
<attribute name="address" type=" string " use="required"/>
<attribute name="code" type=" string " use="required"/>
<attribute name="port" type=" integer " use="required"/>
<attribute name="type" type=" string " use="required"/>
</complexType>
</element>

Element: deviceRequestSpec

This element is only presentwhen a request fails because it required attributes thatwere

present in neither the clientRequest or the session table (CST).
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XML Instance Representation

<deviceRequestSpec>
<requiredAttribute> ... </requiredAttribute> [1..*]
<optionalAttribute> ... </optionalAttribute> [1..*]
<defaultAttribute> ... </defaultAttribute> [1..*]
<overrideAttribute> ... </overrideAttribute> [1..*]
</deviceRequestSpec>

Schema Component Representation

<element name="deviceRequestSpec">
<complexType>
<sequence>
<element ref=" requiredAttribute " maxOccurs="unbounded"/>
<element ref=" optionalAttribute " maxOccurs="unbounded"/>
<element ref=" defaultAttribute " maxOccurs="unbounded"/>
<element ref=" overrideAttribute " maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>

Element: deviceResponse

This element contains theattributes received ina response fromthedevice, if any.Usually,

there are not any attributes, except in the case of aNAKwith an error result. The attribute

resultCode carries a numeric code that is meaningful to Juniper Networks Technical

Support, and the resultMessage carries a human-readable result message.

Table 113onpage748 lists all result codeswith thecorresponding resultmessages for the

deviceResponse element.

Table 113: Result Codes and Result Messages for deviceResponse

Result MessagesResult Codes

unknown session control result code3000000

session control request complete3010000

session control request successful3010100

session control request failed3010200

session control request rejected by device3010201

number of session affected by the session control request exceeds the limit3010202

needmore information to format session control request3020303

session control request did not complete3020000

malformed session control request3020100
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Table 113: Result Codes and Result Messages for deviceResponse (continued)

Result MessagesResult Codes

session control request from unauthorized source3020101

session control request discarded by plug-in3020102

unknown action specified or invalid license for session control request3020103

unknown attribute specified in session control request3020104

server ran out of resources while processing session control request3020200

server is too busy to process session control request3020201

session control request timed out3020202

session control request cannot be processed on this server3020300

nomatching session for session control request3020301

nomatching controlled device for session control request3020302

session control request is retry of request currently in progress3020600

XML Instance Representation

<deviceResponse
resultCode="integer [1]"
resultMessage="string [1]">
<attributes> ... </attributes> [1]
</deviceResponse>

Schema Component Representation

<element name="deviceResponse">
<complexType>
<sequence>
<element ref=" attributes "/>
</sequence>
<attribute name="resultCode" type=" integer " use="required"/>
<attribute name="resultMessage" type=" string " use="required"/>
</complexType>
</element>

Element: deviceResult

This element represents a CoA or DM operation that was executed or attempted to

execute against a particular device. It contains either a pair of deviceRequest and

associated deviceResponse, or only a deviceRequestSpec in cases where the request

could not be sent because the required attributes were not available.
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XML Instance Representation

<deviceResult
device="string [1]"
sequence="integer [1]">
Start Choice [0..1]
<deviceRequestSpec> ... </deviceRequestSpec> [1]
<deviceRequest> ... </deviceRequest> [1]
<deviceResponse> ... </deviceResponse> [1]
End Choice
</deviceResult>

Schema Component Representation

<element name="deviceResult">
<complexType>
<choice minOccurs="0">
<element ref=" deviceRequestSpec "/>
<sequence>
<element ref=" deviceRequest "/>
<element ref=" deviceResponse "/>
</sequence>
</choice>
<attribute name="device" type=" string " use="required"/>
<attribute name="sequence" type=" integer " use="required"/>
</complexType>
</element>

Element: deviceResults

This element groups multiple deviceResult elements, indicating the actual CoA or DM

requests thatwere sent todevices inorder toexecute the requestedaction foraparticular

session.

This release of Steel-BeltedRadius Carrier supports only a single deviceRequest for each

session. However, we recommend you design your client management application to

handle multiple deviceRequest nodes to take advantage of this element in future

Steel-Belted Radius Carrier releases.

XML Instance Representation

<deviceResults>
<deviceResult> ... </deviceResult> [1..*]
</deviceResults>

Schema Component Representation

<element name="deviceResults">
<complexType>
<sequence>
<element ref=" deviceResult " maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>
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Element: envelope

This element has no semantic meaning and is placed here only tomirror the structure of

a SOAP response.

XML Instance Representation

<envelope>
<header> ... </header> [1]
<body> ... </body> [1]
</envelope>

Schema Component Representation

<element name="envelope">
<complexType>
<sequence>
<element ref=" header "/>
<element ref=" body "/>
</sequence>
</complexType>
</element>

Element: header

This element has no semantic meaning and is placed here only tomirror the structure of

a SOAP response.

XML Instance Representation

<header/> 

Schema Component Representation

<element name="header">
<complexType/>
</element>

Element: optionalAttribute

This element appears in a deviceRequestSpec and specifies that this attribute may

optionally be provided in the clientRequest. For information regarding this element, see

“Configuring the deviceModels.xml File” on page 721.

XML Instance Representation

<optionalAttribute
name="string [1]" 
sequence="integer [1]"/> 
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Schema Component Representation

<element name="optionalAttribute">
<complexType>
<attribute name="name" type=" string " use="required"/>
<attribute name="sequence" type=" integer " use="required"/>
</complexType>
</element>

Element: overrideAttribute

This element appears in a deviceRequestSpec and specifies that this attribute is always

usedwith the specified value, even if it was present in the clientRequest. For information

regarding this element, see “Configuring the deviceModels.xml File” on page 721.

XML Instance Representation

<overrideAttribute
name="string [1]" 
sequence="integer [1]"
value="string [1]"/> 

Schema Component Representation

<element name="overrideAttribute">
<complexType>
<attribute name="name" type=" string " use="required"/>
<attribute name="sequence" type=" integer " use="required"/>
<attribute name="value" type=" string " use="required"/>
</complexType>
</element>

Element: requiredAttribute

This element appears in a deviceRequestSpec and specifies that this attribute must be

provided in theclientRequest; otherwise the request cannotbeexecuted. For information

regarding this element, see “Configuring the deviceModels.xml File” on page 721.

XML Instance Representation

<requiredAttribute
name="string [1]"
sequence="integer [1]"/>

Schema Component Representation

<element name="requiredAttribute">
<complexType>
<attribute name="name" type=" string " use="required"/>
<attribute name="sequence" type=" integer " use="required"/>
</complexType>
</element>
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Element: sessionData

This element contains the attributes found in the session table (CST). For each session

matched by the clientRequest, a sessionData element is present.

XML Instance Representation

<sessionData>
<attributes> ... </attributes> [1]
</sessionData>

Schema Component Representation

<element name="sessionData">
<complexType>
<sequence>
<element ref=" attributes "/>
</sequence>
</complexType>
</element>

Element: sessionRequest

This element contains the clientRequest customized for a particular session, by filling in

anymissing information from the sessionData element. There is one sessionRequest for

each session matched by the clientRequest.

XML Instance Representation

<sessionRequest>
<attributes> ... </attributes> [0..1]
</sessionRequest>

Schema Component Representation

<element name="sessionRequest">
<complexType>
<sequence>
<element ref=" attributes " minOccurs="0"/>
</sequence>
</complexType>
</element>

Element: sessionResponse

This element contains the response to the sessionRequest for a particular session. There

is one sessionRequest for each session matched by the clientRequest.

XML Instance Representation

<sessionResponse
resultCode="integer [1]"

753Copyright © 2018, Juniper Networks, Inc.

Chapter 47: XML over HTTPS Interface



resultMessage="string [1]">
<attributes> ... </attributes> [0..1]
</sessionResponse>

Schema Component Representation

<element name="sessionResponse">
<complexType>
<sequence>
<element ref=" attributes " minOccurs="0"/>
</sequence>
<attribute name="resultCode" type=" integer " use="required"/>
<attribute name="resultMessage" type=" string " use="required"/>
</complexType>
</element>

Element: sessionResult

This elementgroupsall theactivity for aparticular sessionmatchedby theclientRequest.

XML Instance Representation

<sessionResult
sequence="integer [1]">
<sessionData> ... </sessionData> [0..1]
<sessionRequest> ... </sessionRequest> [1]
<deviceResults> ... </deviceResults> [0..1]
<sessionResponse> ... </sessionResponse> [1]
</sessionResult>

Schema Component Representation

<element name="sessionResult">
<complexType>
<sequence>
<element ref=" sessionData " minOccurs="0"/>
<element ref=" sessionRequest "/>
<element ref=" deviceResults " minOccurs="0"/>
<element ref=" sessionResponse "/>
</sequence>
<attribute name="sequence" type=" integer " use="required"/>
</complexType>
</element>

Element: sessionResults

This element groups all the sessionResult nodes for the sessions matched by the

clientRequest.

XML Instance Representation

<sessionResults
type="string [1]">
<sessionResult> ... </sessionResult> [1..*]
</sessionResults>
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Schema Component Representation

<element name="sessionResults">
<complexType>
<sequence>
<element ref=" sessionResult " maxOccurs="unbounded"/>
</sequence>
<attribute name="type" type=" string " use="required"/>
</complexType>
</element>

Client Response Examples

The following examples show the XML format of a client response.

Example: Client Response to Query for Username ‘bob’

This response shows the results of a query for any sessions for username ‘bob’. The

response shows the request failed because no sessions were found for that username,

as indicated by: resultMessage = no session found.

  <envelope>
    <header/>
    <body>
      <clientResults>
        <clientResult sequence = '1'>
          <clientRequest action = 'query'>
            <attributes>
              <attribute name = 'User-Name' value = 'bob' sequence = '1'>
              </attribute>
            </attributes>
          </clientRequest>
          <clientResponse resultCode = '03010101' 
           resultMessage = 'no session found'>
            <sessionResults type = 'success'>
            </sessionResults>
            <sessionResults type = 'failure'>
            </sessionResults>
            <sessionResults type = 'timeout'>
            </sessionResults>
            <sessionResults type = 'incomplete'>
            </sessionResults>
          </clientResponse>
        </clientResult>
      </clientResults>
    </body>
  </envelope>

Example: Client Response to Query for Any UsernameUsingWildcard

This example shows the response to a successful query request for all sessions with any

usernameusing the*wildcard.The response retrievedsessions forusernames:TestUser8,
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TestUser9, and TestUser10. All three sessions are being handled by a device with

NAS-Identifier= Building1.Room1.AP1.

  <envelope>
    <header/>
    <body>
      <clientResults>
        <clientResult sequence = '1'>
          <clientRequest action = 'query'>
            <attributes>
              <attribute name = 'User-Name' value = '*' sequence = '1'>
              </attribute>
            </attributes>
          </clientRequest>
          <clientResponse resultCode = '00010100'
            resultMessage = 'request completed successfully'>
            <sessionResults type = 'success'>
              <sessionResult sequence = '1'>
                <sessionData handle = '41d088e300000009'>
                  <attributes>
                    <attribute name = 'User-Name' value = 'TestUser8' 
                      sequence ='1'>
                    </attribute>
                    <attribute name = 'NAS-Identifier' value = 
                     'Building1.Room1.AP1' sequence ='2'>
                    </attribute>
                    <attribute name = 'Acct-Session-Id' value = 'Session 8' 
                     sequence ='3'>
                    </attribute>
                    <attribute name = 'Acct-Multi-Session-Id' value = 'Multi 
                     Session 8' sequence = '4'>
                    </attribute>
                  </attributes>
                </sessionData>
                <sessionRequest>
                </sessionRequest>
                <deviceResults>
                  <deviceResult device = 'Building1.Room1.Ap1' sequence = '1'>
                    <deviceRequest>
                    </deviceRequest>
                    <deviceResponse resultCode = '00010100' resultMessage = 
                    'request completed successfully'>
                    </deviceResponse>
                  </deviceResult>
                </deviceResults>
                <sessionResponse resultCode = '00010100' resultMessage = 
                 'request completed successfully'>
                </sessionResponse>
              </sessionResult>
              <sessionResult sequence = '2'>
                <sessionData handle = '41f7e1780000000a'>
                  <attributes>
                    <attribute name = 'User-Name' value = 'TestUser9' 
                     sequence = '1'>
                    </attribute>
                    <attribute name = 'NAS-Identifier' value = 
                    'Building1.Room1.AP1' sequence = '2'>
                    </attribute>
                    <attribute name = 'Acct-Session-Id' value = 'Session 9' 
                    sequence = '3'>
                    </attribute>
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                    <attribute name = 'Acct-Multi-Session-Id' value = 'Multi 
                     Session 9' sequence = '4'>
                    </attribute>
                  </attributes>
                </sessionData>
                <sessionRequest>
                </sessionRequest>
                <deviceResults>
                  <deviceResult device = 'Building1.Room1.Ap1' sequence = '1'>
                    <deviceRequest>
                    </deviceRequest>
                    <deviceResponse resultCode = '00010100' resultMessage = 
                    'request completed successfully'>
                    </deviceResponse>
                  </deviceResult>
                </deviceResults>
                <sessionResponse resultCode = '00010100' resultMessage = 
                'request completed successfully'>
                </sessionResponse>
              </sessionResult>
              <sessionResult sequence = '3'>
                <sessionData handle = '41f7e1780000000b'>
                  <attributes>
                    <attribute name = 'User-Name' value = 'TestUser10' 
                     sequence = '1'>
                    </attribute>
                    <attribute name = 'NAS-Identifier' value = 
                    'Building1.Room1.AP1' sequence = '2'>
                    </attribute>
                    <attribute name = 'Acct-Session-Id' value = 'Session 10' 
                     sequence = '3'>
                    </attribute>
                    <attribute name = 'Acct-Multi-Session-Id' value = 'Multi 
                     Session 10' sequence = '4'>
                    </attribute>
                  </attributes>
                </sessionData>
                <sessionRequest>
                </sessionRequest>
                <deviceResults>
                  <deviceResult device = 'Building1.Room1.Ap1' sequence = '1'>
                    <deviceRequest>
                    </deviceRequest>
                    <deviceResponse resultCode = '00010100' resultMessage = 
                     'request completed successfully'>
                    </deviceResponse>
                  </deviceResult>
                </deviceResults>
                <sessionResponse resultCode = '00010100' resultMessage = 
                 'request completed successfully'>
                </sessionResponse>
              </sessionResult>
            </sessionResults>
            <sessionResults type = 'failure'>
            </sessionResults>
            <sessionResults type = 'timeout'>
            </sessionResults>
            <sessionResults type = 'incomplete'>
            </sessionResults>
          </clientResponse>
        </clientResult>
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      </clientResults>
    </body>
  </envelope>

Example: Client Response to Request for Action Called “foo” on Username TestUser9

This example shows the response to a client request to perform an action called “foo”

on username=TestUser9. The results show that although a session was found for

username TestUser9, the request failed because the action “foo” is not defined in the

deviceModels.xml file for the device (NAS-Identifier= Building1.Room1.AP1) handling
the session. The failure is indicated by the resultMessage: unknown action specified in
Device Control request.

  <envelope>
    <header/>
    <body>
      <clientResults>
        <clientResult sequence = '1'>
          <clientRequest action = 'foo'>
            <attributes>
              <attribute name = 'User-Name' value = 'TestUser9' sequence = '1'>
              </attribute>
            </attributes>
          </clientRequest>
          <clientResponse resultCode = '03010200' resultMessage = 'Device 
           Control request failed'>
            <sessionResults type = 'success'>
            </sessionResults>
            <sessionResults type = 'failure'>
              <sessionResult sequence = '1'>
                <sessionData handle = '41f7e1780000000a'>
                  <attributes>
                    <attribute name = 'User-Name' value = 'TestUser9' 
                     sequence = '1'>
                    </attribute>
                    <attribute name = 'NAS-Identifier' value = 
                     'Building1.Room1.AP1' sequence = '2'>
                    </attribute>
                    <attribute name = 'Acct-Session-Id' value = 
                     'Session 9' sequence = '3'>
                    </attribute>
                    <attribute name = 'Acct-Multi-Session-Id' value = 
                     'Multi Session 9' sequence = '4'>
                    </attribute>
                  </attributes>
                </sessionData>
                <sessionRequest>
                </sessionRequest>
                <deviceResults>
                  <deviceResult device = 'Building1.Room1.Ap1' sequence = '1'>
                    <deviceRequest>
                      <attributes>
                        <attribute name = 'User-Name' value = 'TestUser9' 
                         sequence = '1'>
                        </attribute>
                        <attribute name = 'NAS-Identifier' value = 
                        'Building1.Room1.AP1' sequence = '2'>
                        </attribute>
                        <attribute name = 'Acct-Session-Id' value = 
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                         'Session 9' sequence = '3'>
                        </attribute>
                        <attribute name = 'Acct-Multi-Session-Id' value = 
                         'Multi Session 9' sequence = '4'>
                        </attribute>
                      </attributes>
                    </deviceRequest>
                    <deviceResponse resultCode = '03020103' resultMessage = 
                     'unknown action specified in Device 
                     Control request'>
                    </deviceResponse>
                  </deviceResult>
                </deviceResults>
                <sessionResponse resultCode = '03020103' resultMessage = 
                 'unknown action specified in Device 
                 Control request'>
                </sessionResponse>
              </sessionResult>
            </sessionResults>
            <sessionResults type = 'timeout'>
            </sessionResults>
            <sessionResults type = 'incomplete'>
            </sessionResults>
          </clientResponse>
        </clientResult>
      </clientResults>
    </body>
  </envelope>

Example: Client Response to Request for Action Called “foo” on Username TestUser99

This response shows the results to a client request to perform an action called “foo” on

username=TestUser99. In this example, the request failedas indicatedby: resultMessage
= 'nomatching controlled device for Device Control request'. This failure indicates that
the NAS handling the session is a model that has no controlledDeviceModel defined in

the deviceModels.xml file.

<envelope>
    <header/>
    <body>
      <clientResults>
        <clientResult sequence = '1'>
          <clientRequest action = 'foo'>
            <attributes>
              <attribute name = 'User-Name' value = 'TestUser99' 
               sequence = '1'>
              </attribute>
            </attributes>
          </clientRequest>
          <clientResponse resultCode = '03010200' resultMessage = 
           'Device Control request failed'>
            <sessionResults type = 'success'>
            </sessionResults>
            <sessionResults type = 'failure'>
              <sessionResult sequence = '1'>
                <sessionData>
                </sessionData>
                <sessionRequest>
                </sessionRequest>
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                <deviceResults>
                  <deviceResult sequence = '1'>
                    <deviceRequest>
                    </deviceRequest>
                    <deviceResponse resultCode = '03020302' resultMessage = 
                     'no matching controlled device for Device Control 
                      request'>
                    </deviceResponse>
                  </deviceResult>
                </deviceResults>
                <sessionResponse resultCode = '03020302' resultMessage = 
                 'no matching controlled device for Device Control request'>
                </sessionResponse>
              </sessionResult>
            </sessionResults>
            <sessionResults type = 'timeout'>
            </sessionResults>
            <sessionResults type = 'incomplete'>
            </sessionResults>
          </clientResponse>
        </clientResult>
      </clientResults>
    </body>
  </envelope>

Example: Client Response to RADIUS Disconnect

This response shows the results to a client request to perform a disconnect action on

username TestUser9. The response shows that the request timed out, as indicated by

the resultMessage: Device Control request timed out.

  <envelope>
    <header/>
    <body>
      <clientResults>
        <clientResult sequence = '1'>
          <clientRequest action = 'disconnect'>
            <attributes>
              <attribute name = 'User-Name' value = 'TestUser9' 
               sequence = '1'>
              </attribute>
            </attributes>
          </clientRequest>
          <clientResponse resultCode = '03020202' resultMessage = 
           'Device Control request timed out'>
            <sessionResults type = 'success'>
            </sessionResults>
            <sessionResults type = 'failure'>
            </sessionResults>
            <sessionResults type = 'timeout'>
              <sessionResult sequence = '1'>
                <sessionData handle = '41f7e1780000000a'>
                  <attributes>
                    <attribute name = 'User-Name' value = 'TestUser9' 
                     sequence = '1'>
                    </attribute>
                    <attribute name = 'NAS-Identifier' value = 
                     'Building1.Room1.AP1' sequence = '2'>
                    </attribute>
                    <attribute name = 'Acct-Session-Id' value = 
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                     'Session 9' sequence = '3'>
                    </attribute>
                    <attribute name = 'Acct-Multi-Session-Id' value = 
                     'Multi Session 9' sequence = '4'>
                    </attribute>
                  </attributes>
                </sessionData>
                <sessionRequest>
                  <attributes>
                    <attribute name = 'User-Name' value = 'TestUser9' 
                      sequence = '1'>
                    </attribute>
                    <attribute name = 'NAS-Identifier' value = 
                     'Building1.Room1.AP1' sequence = '2'>
                    </attribute>
                    <attribute name = 'Acct-Session-Id' value = 'Session 9' 
                     sequence = '3'>
                    </attribute>
                    <attribute name = 'Acct-Multi-Session-Id' value = 
                     'Multi Session 9' sequence = '4'>
                    </attribute>
                  </attributes>
                </sessionRequest>
                <deviceResults>
                  <deviceResult device = 'Building1.Room1.Ap1' sequence = '1'>
                    <deviceRequest type="radiusRequest" address=
                     "198.186.160.84" port="3799" >
                      <attributes>
                        <attribute name = 'User-Name' value = 'TestUser9' 
                         sequence = '1'>
                        </attribute>
                        <attribute name = 'Funk-Realm-Name' value = 'users' 
                         sequence = '2'>
                        </attribute>
                        <attribute name = 'Acct-Session-Id' value = 'Session 9'
                         sequence = '3'>
                        </attribute>
                      </attributes>
                    </deviceRequest>
                    <deviceResponse resultCode = '03020202' resultMessage = 
                     'Device Control request timed out'>
                    </deviceResponse>
                  </deviceResult>
                </deviceResults>
                <sessionResponse resultCode = '03020202' resultMessage = 
                 'Device Control request timed out'>
                </sessionResponse>
              </sessionResult>
            </sessionResults>
            <sessionResults type = 'incomplete'>
            </sessionResults>
          </clientResponse>
        </clientResult>
      </clientResults>
    </body>
  </envelope>
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Example: Client Response to Action Intercept

Thisexampleshows theclient response toa request toperformanactioncalled Intercept

on username=TestUser9. In this example, the request failed as indicated by:

resultMessage= 'nomatchingcontrolleddevice forDeviceControl request'. This failure
indicates that theNAShandling thesession is amodel thathasnocontrolledDeviceModel

defined in the deviceModels.xml file.

  <envelope>
    <header/>
    <body>
      <clientResults>
        <clientResult sequence = '1'>
          <clientRequest action = 'intercept'>
            <attributes>
              <attribute name = 'User-Name' value = 'TestUser9' 
               sequence = '1'>
              </attribute>
            </attributes>
          </clientRequest>
          <clientResponse resultCode = '03010200' resultMessage = 
           'Device Control request failed'>
            <sessionResults type = 'success'>
            </sessionResults>
            <sessionResults type = 'failure'>
              <sessionResult sequence = '1'>
                <sessionData>
                </sessionData>
                <sessionRequest>
                </sessionRequest>
                <deviceResults>
                  <deviceResult sequence = '1'>
                    <deviceRequest>
                    </deviceRequest>
                    <deviceResponse resultCode = '03020302' resultMessage = 
                     'no matching controlled device for Device Control 
                      request'>
                    </deviceResponse>
                  </deviceResult>
                </deviceResults>
                <sessionResponse resultCode = '03020302' resultMessage = 
                 'no matching controlled device for Device Control request'>
                </sessionResponse>
              </sessionResult>
            </sessionResults>
            <sessionResults type = 'timeout'>
            </sessionResults>
            <sessionResults type = 'incomplete'>
            </sessionResults>
          </clientResponse>
        </clientResult>
      </clientResults>
    </body>
  </envelope>
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Example: Client Response to Action Intercept

Thisexampleshows theclient response toa request toperformanactioncalled Intercept

on usernameTestUser8. In this case a sessionwas found, but the request failed because

the action Intercept was not defined for the device handling the session, as indicated by:

resultMessage: unknown action specified in Device Control request.

  <envelope>
    <header/>
    <body>
      <clientResults>
        <clientResult sequence = '1'>
          <clientRequest action = 'intercept'>
            <attributes>
              <attribute name = 'User-Name' value = 'TestUser8' 
               sequence = '1'>
              </attribute>
            </attributes>
          </clientRequest>
          <clientResponse resultCode = '03010200' resultMessage = 
            'Device Control request failed'>
            <sessionResults type = 'success'>
            </sessionResults>
            <sessionResults type = 'failure'>
              <sessionResult sequence = '1'>
                <sessionData handle = '41d088e300000009'>
                  <attributes>
                    <attribute name = 'User-Name' value = 'TestUser8' 
                     sequence = '1'>
                    </attribute>
                    <attribute name = 'NAS-Identifier' value = 
                     'Building1.Room1.AP1' sequence = '2'>
                    </attribute>
                    <attribute name = 'Acct-Session-Id' value = 
                     'Session 8' sequence = '3'>
                    </attribute>
                    <attribute name = 'Acct-Multi-Session-Id' value = 
                     'Multi Session 8' sequence = '4'>
                    </attribute>
                  </attributes>
                </sessionData>
                <sessionRequest>
                </sessionRequest>
                <deviceResults>
                  <deviceResult device = 'Building1.Room1.Ap1' 
                   sequence = '1'>
                    <deviceRequest>
                      <attributes>
                        <attribute name = 'User-Name' value = 'TestUser8'
                         sequence = '1'>
                        </attribute>
                        <attribute name = 'NAS-Identifier' value = 
                         'Building1.Room1.AP1' sequence = '2'>
                        </attribute>
                        <attribute name = 'Acct-Session-Id' value = 
                         'Session 8' sequence = '3'>
                        </attribute>
                        <attribute name = 'Acct-Multi-Session-Id' value = 
                         'Multi Session 8' sequence = '4'>
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                        </attribute>
                      </attributes>
                    </deviceRequest>
                    <deviceResponse resultCode = '03020103' resultMessage =
                     'unknown action specified in Device Control request'>
                    </deviceResponse>
                  </deviceResult>
                </deviceResults>
                <sessionResponse resultCode = '03020103' resultMessage = 
                 'unknown action specified in Device Control request'>
                </sessionResponse>
              </sessionResult>
            </sessionResults>
            <sessionResults type = 'timeout'>
            </sessionResults>
            <sessionResults type = 'incomplete'>
            </sessionResults>
          </clientResponse>
        </clientResult>
      </clientResults>
    </body>
  </envelope>

Example: Client Response to Action Intercept

Thisexampleshows theclient response toa request toperformanactioncalled Intercept

on any usernames beginning with: TestUser, as indicated by the * wildcard (TestUser*).

In this case, an active session was found for TestUser10, but the request failed because

the action Intercept was not defined for the device handling the session, as indicated by:

resultMessage: unknown action specified in Device Control request.

  <envelope>
    <header/>
    <body>
      <clientResults>
        <clientResult sequence = '1'>
          <clientRequest action = 'intercept'>
            <attributes>
              <attribute name = 'User-Name' value = 'TestUser*' 
               sequence = '1'>
              </attribute>
            </attributes>
          </clientRequest>
          <clientResponse resultCode = '03010200' resultMessage =
           'Device Control request failed'>
            <sessionResults type = 'success'>
            </sessionResults>
            <sessionResults type = 'failure'>
              <sessionResult sequence = '1'>
                <sessionData handle = '41f7e1780000000b'>
                  <attributes>
                    <attribute name = 'User-Name' value = 'TestUser10'
                      sequence = '1'>
                    </attribute>
                    <attribute name = 'NAS-Identifier' value =
                     'Building1.Room1.AP1' sequence = '2'>
                    </attribute>
                    <attribute name = 'Acct-Session-Id' value = 'Session 10'
                     sequence = '3'>
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                    </attribute>
                    <attribute name = 'Acct-Multi-Session-Id' value = 'Multi 
                     Session 10' sequence = '4'>
                    </attribute>
                  </attributes>
                </sessionData>
                <sessionRequest>
                </sessionRequest>
                <deviceResults>
                  <deviceResult device = 'Building1.Room1.Ap1' sequence = '1'>
                    <deviceRequest>
                      <attributes>
                        <attribute name = 'User-Name' value = 'TestUser10' 
                         sequence = '1'>
                        </attribute>
                        <attribute name = 'NAS-Identifier' value = 
                         'Building1.Room1.AP1' sequence = '2'>
                        </attribute>
                        <attribute name = 'Acct-Session-Id' value =
                         'Session 10' sequence = '3'>
                        </attribute>
                        <attribute name = 'Acct-Multi-Session-Id' value =
                         'Multi Session 10' sequence = '4'>
                        </attribute>
                      </attributes>
                    </deviceRequest>
                    <deviceResponse resultCode = '03020103' resultMessage =
                     'unknown action specified in Device Control request'>
                    </deviceResponse>
                  </deviceResult>
                </deviceResults>
                <sessionResponse resultCode = '03020103' resultMessage =
                 'unknown action specified in Device Control request'>
                </sessionResponse>
              </sessionResult>
              <sessionResult sequence = '2'>
                <sessionData handle = '41d088e300000009'>
                  <attributes>
                    <attribute name = 'User-Name' value = 'TestUser8'
                     sequence = '1'>
                    </attribute>
                    <attribute name = 'NAS-Identifier' value = 
                     'Building1.Room1.AP1' sequence = '2'>
                    </attribute>
                    <attribute name = 'Acct-Session-Id' value = 'Session 8'
                     sequence = '3'>
                    </attribute>
                    <attribute name = 'Acct-Multi-Session-Id' value =
                     'Multi Session 8' sequence = '4'>
                    </attribute>
                  </attributes>
                </sessionData>
                <sessionRequest>
                </sessionRequest>
                <deviceResults>
                  <deviceResult device = 'Building1.Room1.Ap1' 
                   sequence = '1'>
                    <deviceRequest>
                      <attributes>
                        <attribute name = 'User-Name' value = 'TestUser8'
                         sequence = '1'>

765Copyright © 2018, Juniper Networks, Inc.

Chapter 47: XML over HTTPS Interface



                        </attribute>
                        <attribute name = 'NAS-Identifier' value =
                         'Building1.Room1.AP1' sequence = '2'>
                        </attribute>
                        <attribute name = 'Acct-Session-Id' value =
                         'Session 8' sequence = '3'>
                        </attribute>
                        <attribute name = 'Acct-Multi-Session-Id' value =
                         'Multi Session 8' sequence = '4'>
                        </attribute>
                      </attributes>
                    </deviceRequest>
                    <deviceResponse resultCode = '03020103' resultMessage =
                     'unknown action specified in Device Control request'>
                    </deviceResponse>
                  </deviceResult>
                </deviceResults>
                <sessionResponse resultCode = '03020103' resultMessage =
                 'unknown action specified in Device Control request'>
                </sessionResponse>
              </sessionResult>
            </sessionResults>
            <sessionResults type = 'timeout'>
            </sessionResults>
            <sessionResults type = 'incomplete'>
            </sessionResults>
          </clientResponse>
        </clientResult>
      </clientResults>
    </body>
  </envelope>
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CHAPTER 48

Example CoA/DM Configuration

This chapter provides an example of using theCoA/DMcapability of Steel-BeltedRadius

Carrier in aWiMAX deployment. The following topics are included:

• Requirements of the CoA/DM Requests on page 767

• Requirements for Supporting the Attributes in CoA/DM Requests on page 769

• Configuring the Attribute Handling Parameters on page 770

• Example Result on page 771

• Configuring Lawful-Intercept between SBR Carrier and ERX Device on page 772

Requirements of the CoA/DMRequests

This example configuration is for aWiMAX deployment using two different dynamic

authorization requests: a Disconnect-Request and a CoA-Request. Both requests are

executed against all sessions that match a particular Acct-Multi-Session-Id attribute

value specified in the CoA/DM client requests.

Requirements for the Disconnect Message Request

The first client request requirement in this example is for a RADIUS Disconnect Message

(DM) request. You execute the Disconnect-Request when youwant to disconnect a user

from the network. The attribute packing list for the Disconnect-Request is determined

by theWiMAXequipmentused togainaccess to thenetwork. In thisexample, theRADIUS

attributes listed in Table 114 on page 767must be contained in the Disconnect-Request

message:

Table 114: Required Attributes for the Disconnect-Request

DescriptionAttribute

The User-Name specified in the Accounting-Start message, which
in this example is a pseudonym such as a fast re-authentication
identity if EAP-SIM or EAP-AKA authentication is used, or an
anonymous outer username if EAP-TTLS is used.

NOTE: Thisusername isdifferent fromtheusernamenormally found
in the current session table (CST), which is always the real (inner)
identity of the user.

User-Name
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Table 114: Required Attributes for the Disconnect-Request (continued)

DescriptionAttribute

The Calling-Station-Id AVP from the Access-Request. Because this
is aWiMAXdeployment, thisAVPmaycontainbyteswith thevalue=0
(Null). Conventional RADIUS devices do not use null in the
Calling-Station-Id attribute, so it is usually interpreted as a
null-terminatedstring. In thisexample, theCalling-Station-Idcontains
theMACaddressof theWiMAXnetworkaccessdevice inbinary form,
so it may contain nulls.

Calling-Station-Id

TheWiMAX-AAA-Session-Id from the Access-Accept response.WiMAX-AAA-Session-Id

Set to the 4 byte integer value=0.WiMAX-DM-Action-Code

Requirements for the CoA (Hotline) Request

The second client request requirement in this example is for a RADIUS Change of

Authorization (CoA) request. The CoA-Request is executed when a user needs be

redirected to a hotlining or lawful intercept device. The attribute packing list for the

CoA-Request is determined by theWiMAX equipment used to access the network. In

this example, the following RADIUS attributes must be contained in the CoA-Request:

Table 115: Required Attributes for the CoA-Request

DescriptionAttribute

TheUser-Namespecified in theAccounting-Start
message, which in this example is a pseudonym
such as the fast re-authentication identity if
EAP-SIM or EAP-AKA authentication is used, or
an anonymous outer username if EAP-TTLS is
used.

NOTE: This username is different from the
username normally found in the current session
table (CST) which is always the real (inner)
identity of the user.

User-Name

The Calling-Station-Id AVP from the
Access-Request. Because this is aWiMAX
deployment, this AVPmay contain bytes with the
value=0 (Null). Conventional RADIUS devices do
not use null in the Calling-Station-Id attribute, so
it is usually interpretedasanull-terminatedstring.
In this example, the Calling-Station-Id contains
the MAC address of theWiMAX network access
device in binary form, so it may contain nulls.

Calling-Station-Id

TheWiMAX-AAA-Session-Id from the Access
Accept response.

WiMAX-AAA-Session-Id

Set to the string value=1.WiMAX-Hotline-Profile-ID
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Requirements for Supporting the Attributes in CoA/DMRequests

This section describes the requirements for supporting the attributes in the CoA and DM

requests described in “Requirements of the CoA/DM Requests” on page 767.

Dictionaries

In order to be used in CoA or DMmessages, all attributes in the packing lists identified in

“Requirements of the CoA/DM Requests” on page 767must be in Steel-Belted Radius

Carrier dictionaries (files with the extension *.dic.) In this example, all attributes appear
in the radius.dic orwimax.dic file, so no additional attributes need to be added.

If any of the required attributes do not exist in a *.dic file, you must add them to the

dictionary file. For information about adding attributes to a dictionary file, see Attribute

Processing Files in the SBR Carrier Reference Guide.

deviceModels.xml

The requirements for the attribute packing lists are directly mapped to the

deviceModels.xml file. Each network access device processing CoA/DM requests needs

to be configured as a RADIUS client in SBR Carrier. The Make/Model setting defined for

each of these RADIUS clients must match the controlledDeviceModel id of the

corresponding section in the deviceModels.xml file. If no such section exists in
deviceModels.xml file, you must create one.

The following shows a valid controlledDeviceModel XML section for the CoA and DM

requests:

<controlledDeviceModel id="WiMax" 
vendor="juniper" 
model="WiMax" 
dictionary="wimax">
   <radiusPorts>
       <!--specifies default port, can be changed per device -->
       <radiusPort name="RFC3576" port="3799"/>
   </radiusPorts>
   <actions>
       <action name="query">
          <localSessionQuery description="return local session data"/>
       </action>
       <action name="disconnect">
           <radiusRequest code="DM" 
                portName="RFC3576" 
                dictionary="wimax">
               <attributes>
                   <requiredAttribute name="User-Name"/>
                   <requiredAttribute name="Calling-Station-Id"
                    convertToBinary="true"/>
                   <requiredAttribute name="WiMAX-AAA-Session-Id"/>
                   <defaultAttribute name="WiMAX-DM-Action-Code"
                    value="0"/>
               </attributes>
               <onSuccess>
                   <!--this device does not send Stop when we 
                     disconnect someone -->
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                   <sessionStop 
                    description="Simulated Session Stop"/>
               </onSuccess>
               <onFailure>
                   <!--assume bad session record -->
                   <sessionStop description="Cleaning Session Database"/>
               </onFailure>
               <onTimeout/>
          </radiusRequest>
      </action>
      <action name="interceptOn">
           <radiusRequest code="CoA" 
               portName="RFC3576" 
               dictionary="wimax">
               <attributes>
                   <requiredAttribute name="User-Name"/>
                   <requiredAttribute name="Calling-Station-Id"
                    convertToBinary="true"/>
                   <requiredAttribute name="WiMAX-AAA-Session-Id"/>
                   <overrideAttribute name="WiMAX-Hotline-Profile-ID" 
                    value="1"/>
               </attributes>
           </radiusRequest>
       </action>
   </actions>
</controlledDeviceModel>

As you can see in this example, three actions are defined: Query, Disconnect-Request,

and a CoA-Request called “interceptOn”.

NOTE: Internally, SBR Carrier assumes that the Calling-Station-Id attribute
is a readable string. Therefore, when operating in an environment where this
attribute can contains nulls, SBR Carrier must convert the attribute to a
hexadecimal stringafter it is received, toencodeanynon-readablecharacters.
As a result, the value for this attributemust be restored to its binary form
before it is sent in a CoA/DM request. To trigger this behavior, the
convertToBinary attribute is applied to theCalling-Station-Id in this example
controlledDeviceModel.This flag, if set to true, causes theCoA/DMsubsystem
to convert the attribute fromhexadecimal back to binary before emitting the
CoA/DM packet.

Configuring the Attribute Handling Parameters

This section describes how to configure the attribute handling parameters required for

this example.

radius.ini

As discussed in “Requirements of the CoA/DM Requests” on page 767, this example

requires a binary Calling-Station-Id (the Calling-Station-Id RADIUS AVPmay contain

nulls). TheConvertCallingStationIdparameter in the radius.ini file enables theconversion
of theCalling-Station-Id tohexadecimal formwhen it is received, even though it ismarked
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and processed as an attribute of type string. To enable this feature, set the following

configuration in the radius.ini file:

[Configuration]
ConvertCallingStationId = 1

When enabled, this causes the Calling-Station-Id always to internally contain the

hexadecimal representation of the received bytes, instead of those bytes directly. By

using this feature, all existing SBR Carrier functionality that normally requires

Calling-Station-Id as a human-readable string can still be used.

classmap.ini

In this application, the inner usernameneeds to be included in theCST in order to identify

active sessions. In addition, because network access devices (RADIUS clients) only

identify users by their outer identity, the outer username also needs to be included in the

CST, so that it can be included in the CoA/DM requests. Tomake sure both the outer and

inner usernames are available in the Accounting-Request, you need to tunnel the inner

username through the class attribute. This is common for many scenarios. However, you

also need to preserve the outer usernamepresented in theAccounting-Requests, so that

it can also be written to the CST.

You accomplish this by changing classmap.ini file to copy the username in
Accounting-Requests to the VSA Funk-Outer-User-Name before replacing it with the

value tunneled inside the class attribute. Include the following in the classmap.ini file:

[Class]
add = class
add = User-Name

[User-Name]
replace = User-Name, Funk-Outer-User-Name

To test this portion of the configuration, add the Funk-Outer-User-Name attribute to the

[Attributes] section of the account.ini file. If an Accounting-Request is received that
includes this attribute, it is logged in theaccounting log file. If theFunk-Outer-User-Name

attribute does not appear in the accounting log file, youmay need to add it to the

radius.dct dictionary file. This attribute is included by default in the radius.dct file, so
normally you do not need to add it.

Example Result

After you havemade all the changes described in the previous sections, you can execute

the following requests assuming a session existswith amatching Acct-Multi-Session-Id.

These requests can be issued by using the command line utility or Web GUI.

First, issue the Query request, then select a session and issue the interceptOn action

(CoA-Request). This request sends log information about the session to another device

so that the session activity that occurs on one controlled device can be tracked at a

different location. Finally, issue the Disconnect-Request to disconnect the session.

hadm@host:~> ./ShowSessions.sh -a
=================[1] xxxxxxxxxx:xx:xx (TZ=+00:00)xxxx=================
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CurrentSessions:
+ -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- + (1)
CORE

UniqueSessionId: '01020304050000000000000000000000'x
CreationTime: xxxx-xx-xx xx:xx:xx (TZ=+00:00)

ExpirationTime: xxxx-xx-xx xx:xx:xx (TZ=+00:00)
Ipv4Address: 1.2.3.15
IpAddrPool: (n u l l)
NasName: "TESTING-123"
Status: Active (2)

UserConcurrencyId: (n u l l)
MobileIpType: 3
3gpp2ReqType: 0

WimaxClientType: 1
WimaxAcctFlows: (n u l l)
Ipv6Address: "1100:dbca:abcd:0000:0000:0000:0000:0002"

FEATURE
OPTIONAL

UserName: "test"
AcctSessionId: "2"

CallingStationId: "8573776"
CalledStationId: (n u l l)

RADATTR
WimaxSessionId: "xxxxxxxx:00000000:00000000"

AcctMultiSessionId: "01020304:05000000:00000000"
FunkOuterUserName: "anonymous1234567890@demo.test"

PRIVATE
+ -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- -- + (end)

root@host:~> ./SessionControl.sh -authuser my_user -authpassmy_password -s
my_server_name -p 1814 \
–m disconnect \
–a Acct-Multi-Session-Id –v 01020304:05000000:00000000

In the preceding example, the SessionControl.sh command line executes a

Disconnect-Request against the user “anonymous1234567890@demo.test” on the

RADIUSclient “TESTING-123”.TheCalling-Station-Id ispresent in thedisconnectmessage

with the exact value that was present in the authentication request, even if it contains

nulls.

Configuring Lawful-Intercept between SBR Carrier and ERX Device

Duringa lawful intercept request, theERXdevice records theusernameasacase-sensitive

string. SBR Carrier converts the username to an upper case format (all capitals) and

saves it in the database. When a lawful intercept request is sent, the request is rejected

by the ERX device because the username retrieved from the database is in upper case

format.

Tomake the ERX device interoperate with SBR Carrier for lawful intercept, you need to

configure the following procedures to retain the case sensitivity of the original username

received from the ERX device:

1. Create a duplicate entry in the radius.dic file for storing the Original-User-Name.
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Example:

ATTRIBUTE   Original-User-Name  1   string  r
ATTRIBUTE   User-Name                     1   string  c
ATTRIBUTE   User-Password             2   string  c

2. Update the [AuthRequest] section of the sessionTable.ini file to map the username

to the FunkOuterUserName attribute.

Example:

[AuthRequest]
FunkOuterUserName = User-Name

3. Map the FunkOuterUserName attribute to the Original-User-Name in the

dbc_mapping.xml file.

Example:

<attributeMapping field="Sbr_NasIpv4Address"        
attribute="NAS-IP-Address">
<queryAttribute name="NAS-IP-Address"/>
</attributeMapping>
<attributeMapping field="FunkOuterUserName"    
attribute="Original-User-Name">
</attributeMapping>
</dbcMapping>

4. Update the InterceptOn section in the deviceModels.xml file by setting the

requiredAttribute as the Original-User-Name for the ERX device.

NOTE: In the case of InterceptOn, the following attributes need to be
configured:

• Original-User-Name

• Acct-Session-Id

• Unisphere-Med-Ip-Address

• Unisphere-LI-Action

In the case of InterceptOff, the following attributes need to be configured:

• Acct-Session-Id

• Unisphere-LI-Action

The following is a sample deviceModels.xml file for ERX device:

</controlledDeviceModel>
<controlledDeviceModel id="Juniper-ERX 10.2" vendor="Juniper" model="Juniper-ERX
 10.2" dictionary="juniper">
 <radiusPorts>
  <!--specifies default port -->
  <radiusPort name="RFC3576" port="1700"/>
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 </radiusPorts>
 <actions>
  <action name="query">
   <localSessionQuery description="return local session data"/>
  </action>
  <action name="disconnect">
   <radiusRequest description="ERX Packet of Disconnect" code="DM" 
portName="RFC3576">
    <attributes>
     <requiredAttribute name="Acct-Session-Id"/>
    </attributes>
    <onSuccess>
     <!--this device does not send Stop when you knock someone off -->
     <sessionStop description="Simulated Session Stop"/>
    </onSuccess>
    <onFailure>
     <!--assume bad session record -->
     <sessionStop description="Cleaning Session Database"/>
    </onFailure>
    <onTimeout/>
   </radiusRequest>
  </action>
  <action name="interceptOn" description="Mirror all IP traffic to specified
 device">
   <radiusRequest code="CoA" portName="RFC3576">
    <attributes>
     <requiredAttribute name="Original-User-Name"/>
     <requiredAttribute name="Acct-Session-Id"/>
     <requiredAttribute name="Unisphere-Med-Ip-Address"/>
     <overrideAttribute name="Unisphere-LI-Action" value="1"/>
    </attributes>
   </radiusRequest>
  </action>
  <action name="interceptOff" description="Stop mirroring IP traffic to 
specified device">
   <radiusRequest code="CoA" portName="RFC3576">
    <attributes>
     <requiredAttribute name="Acct-Session-Id"/>
     <overrideAttribute name="Unisphere-LI-Action" value="0"/>
    </attributes>
   </radiusRequest>
  </action>
 </actions>
</controlledDeviceModel>

NOTE: Youmust to restart SBR Carrier to make these changes into effect.
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PART 11

Statistics and Reporting

This part contains chapters that describe the statistics and reporting features of

Steel-Belted Radius Carrier. The following chapters are included in this section:

• Displaying Statistics on page 777

• Logging and Reporting on page 793
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CHAPTER 49

Displaying Statistics

You use theWeb GUI to display summary statistics for authentication, accounting, and

proxy forwarding transactions. You canalso use theWebGUI to see how longSBRCarrier

has been running and to display a list of the users currently connected through a NAD or

tunnel. This chapter contains these topics:

NOTE: The statistics described are per second, and the statistics displays
are updated every 10 seconds.

NOTE: Only the standard IETF RADIUS statistics are available from theWeb
GUI. To access SBR Carrier extended statistics, youmust use other utilities.
See “Statistics Variables” on page 518.

• Displaying Authentication Statistics on page 777

• Displaying Accounting Statistics on page 780

• Displaying Proxied Request Statistics on page 782

• Displaying RADIUS Client Statistics on page 784

• Displaying RADIUS Proxy Targets Statistics on page 788

• Displaying IP Address Pool Statistics on page 792

Displaying Authentication Statistics

Authentication statistics summarize the number of authentication acceptances and

rejections, with summary totals for each type of rejection or retry.

To display authentication statistics using theWeb GUI:
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1. Select RADIUS Configuration > Statistics > System.

The SystemStatistics page (Figure 258 on page 778) appears.

Figure 258: SystemStatistics Page—Authentication

2. Select the server entry for which you want to view the authentication statistics from

the Server list and select Authentication from the View list.

TheSystemStatisticspage(Figure258onpage778)displaysauthenticationstatistics
for the selected server.

Table 116onpage779explains theauthenticationstatistics fieldsanddescribespossible

causes for authentication rejections.

3. Optionally, select theAuto Refresh (seconds) check box and select a time period for
refreshing the display from the drop-down list. Default value is 2 seconds.

By default, the auto-refresh feature is enabled.

You can click the Refresh button to refresh the display.

4. Optionally, click Clear All Statistics to clear all authentication statistics.
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NOTE: SBRCarrier calculates the rate of authentication requests as they are
received from the socket and displays all the incoming requests from the
client in the Authentication Request statistics. Other statistics information
such as Rejects aremeasured as the incoming requests are processed. If a
request is not processed immediately and is handled by the flood queue, the
processing is delayed and this is reflected in the Authentication statistics for
that time period.

Table 116: Authentication Statistics

MeaningAuthenticationStatistic

Authentication

The current, average, and peak number of RADIUS transactions that
resulted in an accept response.

Accepts

The current, average, and peak number of RADIUS transactions that
resulted in a reject response. These are detailed in the Reject Details
section.

Rejects

The number of challenges sent.Challenges Sent

The number of discarded authentication requests. Requests can be
discarded due to unknown clients or other factors, such as inability
to assign resources, if so configured. The clients cannot not be
identified if a RADIUS client entry cannot be found for a device with
thenameor IPaddressofadevice requestingauthentication services.

Silent Discards

The sum of accept, reject, and silent discard totals.Total Transactions

Reject Details

The number of RADIUS authentication packets dropped by
Steel-Belted Radius Carrier because the server was flooded with
more packets than it was able to handle.

Dropped Packet

The number of invalid RADIUS requests made.

Invalid requests canbea result of adevice sending incorrectly formed
packets to Steel-Belted Radius Carrier because it is configured
incorrectly, or because the device does not conform to the RADIUS
standard.

Invalid Request

The number of failed authentication requests, where the failure is
due to invalid username or password.

If all transactions are failing authentication, the problemmight be
that the shared secret entered into Steel-Belted Radius Carrier does
not match the shared secret entered on the client device.

Failed Authentication

The number of requests that were authenticated but failed to meet
the check list requirements.

Failed on CheckList
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Table 116: Authentication Statistics (continued)

MeaningAuthenticationStatistic

The number of rejects due to a server resource problem.Insufficient Resources

Thenumberof rejects thathad tobe issuedbecauseProxy forwarding
to another RADIUS server failed.

Proxy Failure

The number of rejects due to receiving a reject response fromaproxy
RADIUS target server.

Rejected by Proxy

Retries Received

The number of requests for which one or more duplicates was
received.

Transactions Retried

The number of duplicate packets received.Total Retry Packets

Displaying Accounting Statistics

Accounting statistics provide information such as the number of transaction starts and

stops and the reasons for rejecting attempted transactions. The start and stop numbers

rarely match, becausemany transactions can be in progress at any given time.

To display accounting statistics using theWeb GUI:

1. Select RADIUS Configuration > Statistics > System.

The SystemStatistics page (Figure 258 on page 778) appears.

2. Select the server entry for which you want to view the accounting statistics from the

Server list and select Accounting from the View list.

The SystemStatistics page (Figure 259 on page 781) displays accounting statistics
for the selected server.
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Figure 259: SystemStatistics Page—Accounting

Table 117 on page 782 describes the accounting statistics fields and describes the

possible causes for accounting errors.

3. Optionally, select theAuto Refresh (seconds) check box and select a time period for
refreshing the display from the drop-down list. Default value is 2 seconds.

By default, the auto-refresh feature is enabled.

You can click the Refresh button to refresh the display.

4. Optionally, click Clear All Statistics to clear all accounting statistics.

NOTE: SBR Carrier calculates the rate of accounting requests as they are
received from the socket and displays all the incoming requests from the
client in Accounting Request statistics. Other statistics information such as
Rejects aremeasured as the incoming requests are processed. If a request
is not processed immediately and is handled by the flood queue, the
processing will be delayed and this will be reflected in the Accounting
statistics for that time period.
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Table 117: Accounting Statistics

MeaningStatistic

Accounting

The current, average, and peak number of transactions in which a dial-in
connection was started following a successful authentication.

Starts

The current, average, and peak number of transactions in which a dial-in
connection was terminated.

Stops

The sum of the start, stop, on and off totals.Total Start/Stops

The number of Accounting-Onmessages received, indicating that a
RADIUS client has restarted.

Ons

The number of Accounting-Off messages received, indicating that a
RADIUS client has shut down.

Offs

The number of interim accounting packets received.Interim Requests

Failure Details

The number of RADIUS accounting packets dropped by Steel-Belted
Radius Carrier because the server was flooded with more packets than it
was able to handle.

Dropped Packet

The number of invalid RADIUS requests made.

Invalid requests can be a result of a device sending incorrectly formed
packets toSteel-BeltedRadiusCarrier because it is incorrectly configured,
or because the device does not conform to the RADIUS standard.

Invalid Request

The number of requests discarded due to a server resource problem.Insufficient
Resources

The number of times that proxy RADIUS forwarding failed.Proxy Failure

Retries Received

The number of requests for which one or more duplicates was received.Transactions Retried

The number of duplicate packets received.Total Retry Packets

Displaying Proxied Request Statistics

Proxied request statisticsprovide information suchas thenumberofproxyauthentication

or accounting requests and the reasons for any transaction failures that occur.

To display proxied request statistics using theWeb GUI:
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1. Select RADIUS Configuration > Statistics > System.

The SystemStatistics page (Figure 258 on page 778) appears.

2. Select the server entry for which you want to view the proxied request statistics from

the Server list and select Proxied Requests from the View list.

TheSystemStatisticspage(Figure260onpage783)displaysproxied requeststatistics
for the selected server.

Figure 260: SystemStatistics Page—Proxied Requests

Table 118 on page 783 describes the proxied request statistics.

3. Optionally, select theAuto Refresh (seconds) check box and select a time period for
refreshing the display from the drop-down list. Default value is 2 seconds.

By default, the auto-refresh feature is enabled.

You can click the Refresh button to refresh the display.

4. Optionally, click Clear All Statistics to clear all proxied request statistics.

Table 118: Proxy Statistics

MeaningProxy Statistic

Proxied Requests

Thenumberofauthentication transactionsbetween theproxyand target
RADIUS servers.

Authentication
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Table 118: Proxy Statistics (continued)

MeaningProxy Statistic

The number of accounting transactions between the proxy and target
RADIUS servers.

Accounting

The sum of the authentication and accounting transaction totals.Total Transactions

Failure Details

The number of RADIUS transactions that timed out, even after all retry
attempts were made.

Timed Out

The number of invalid RADIUS responses received.

A target is sending incorrectly formed packets to Steel-Belted Radius
Carrier; there is a configuration error, the target RADIUS server does not
conform to the RADIUS standard, or Steel-Belted Radius Carrier did not
receive a proxy state echo in the received packet.

Invalid Response

The number of packets for which an incorrect digital signature was
received.

The shared secret does not match between Steel-Belted Radius Carrier
and the target; or some unauthorized rogue device is attempting to
compromise RADIUS security.

Invalid Shared Secret

The number of rejects or dropped packets due to a server resource
problem.

InsufficientResources

Retries Sent

The number of requests for which one ormore retried transmissionswas
performed.

Transactions Retried

The number of duplicate packets received.Total Retry Packets

Displaying RADIUS Client Statistics

RADIUS client statistics provide information about the number of authentication and

accounting requests by client.

To display statistics for RADIUS clients using theWeb GUI:
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1. Select RADIUS Configuration > Statistics > RADIUS Clients.

The RADIUS Client Statistics page (Figure 261 on page 785) appears.

Figure 261: RADIUS Client Statistics Page—Summary

2. Select the server entry for which you want to view statistics for RADIUS clients from

the Server list.

3. Use the View list to display the type of statistics you want to display.

• Summary (Figure261onpage785)—Displays thenumberofauthentication requests,
Access-Accepts, and Accept-Rejectmessages and the total number of accounting

requests, starts, and stops for each RADIUS client.

• AuthenticationRequestDiagnostics(Figure262onpage786)—Displays thenumber
of duplicate messages, challenges, messages containing invalid authentication

information, badauthentication requests, bad types, anddropped requests for each

RADIUS client.
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Figure 262: RADIUS Client Statistics Page—Authentication Request Diagnostics

• Accounting Request Diagnostics (Figure 263 on page 787)—Displays the number
of duplicate messages, messages with invalid secrets, malformedmessages,

messages with incorrect types, ignoredmessages, and dropped requests for each

RADIUS client.

Copyright © 2018, Juniper Networks, Inc.786

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



Figure 263: RADIUS Client Statistics Page—Accounting Request Diagnostics

• Accounting Request Types (Figure 264 on page 788)—Displays the number of
accounting start messages, accounting stopmessages, interimmessages,

Accounting-Onmessages, Accounting-Off messages, and acknowledgement

messages sent for each RADIUS client.
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Figure 264: RADIUS Client Statistics Page—Accounting Request Types

4. Optionally, select theAuto Refresh (seconds) check box and select a time period for
refreshing the display from the drop-down list. Default value is 5 seconds.

By default, the auto-refresh feature is disabled.

You can click the Refresh button to refresh the display.

Displaying RADIUS Proxy Targets Statistics

RADIUS proxy target statistics provide information about the number of authentication

and accounting transactions associated with each proxy target.

To display statistics for RADIUS proxy targets using theWeb GUI:
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1. Select RADIUS Configuration > Statistics > RADIUS Proxy Targets.

The RADIUS Proxy Targets page (Figure 265 on page 789) appears.

Figure 265: RADIUS Proxy Targets Page—Summary

2. Select the server entry for which you want to view statistics for RADIUS proxy targets

from the Server list.

3. Use the View list to display the type of statistics you want to display.

• Summary(Figure265onpage789)—Displaysthenumberofauthentication requests,
acceptsand rejectmessages, and thenumberofaccounting requestsand responses

for each RADIUS proxy target.

• AuthenticationRequestDetails (Figure266onpage790)—Displays thenumberof
outstanding messages, retransmittedmessages, and challenges, along with the

most recent response time for the proxy target.
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Figure 266: RADIUS Proxy Targets Page—Authentication Request Details

• AuthenticationRequestDiagnostics(Figure267onpage790)—Displays thenumber
of timeouts, invalid secrets, incorrect requests, requests with invalid types, and

droppedmessages for each proxy target.

Figure 267: RADIUS Proxy Targets Page—Authentication Request Diagnostics

• Accounting Request Details (Figure 268 on page 791)—Displays the number of
outstanding messages and retransmittedmessages, along with the most recent

response time for the proxy target.
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Figure 268: RADIUS Proxy Targets Page—Accounting Request Details

• Accounting Request Diagnostics (Figure 269 on page 791)—Displays the number
of timeouts, invalid secrets, incorrect requests, requests with invalid types, and

droppedmessages for each proxy target.

Figure 269: RADIUS Proxy Targets Page—Accounting Request Diagnostics

4. Optionally, select theAuto Refresh (seconds) check box and select a time period for
refreshing the display from the drop-down list. Default value is 5 seconds.

By default, the auto-refresh feature is disabled.

You can click the Refresh button to refresh the display.
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Displaying IP Address Pool Statistics

IP address pool statistics provide a summary of the number of addresses allocated from

each IPv4 address pool and howmany addresses remain available.

To display IP address pool statistics using theWeb GUI:

1. Select RADIUS Configuration > Statistics > IP Address Pools.

The IP Address Pools page (Figure 270 on page 792) appears.

Figure 270: IP Address Pools Page

2. Select the server entry for which you want to view the IP address pool statistics from

the Server list.

3. Optionally, select theAuto Refresh (seconds) check box and select a time period for
refreshing the display from the drop-down list. Default value is 5 seconds.

By default, the auto-refresh feature is disabled.

You can click the Refresh button to refresh the display.
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CHAPTER 50

Logging and Reporting

This chapter describes how to set up and use logging and reporting functions in SBR

Carrier. All logging and reporting are local only, not global. This chapter contains these

topics:

• Logging Files on page 793

• Displaying Authentication Log Files on page 794

• Using the Locked Accounts List on page 804

• Configuring the Log Retention Period on page 807

• Using the Server Log File on page 808

• Using the Authentication Log File on page 810

• Using the Accounting Log File on page 812

Logging Files

The files listed in Table 119 on page 793 establish settings for logging and reporting. For

more information about these files, refer to the SBR Carrier Reference Guide.

Table 119: Logging and Reporting Files

FunctionFile Name

Controls how RADIUS accounting attributes are logged.account.ini

Controls how RADIUS authentication requests are logged by
SBR Carrier.

authlog.ini

Controls what authentication logs SBR Carrier generates.authReport.ini

Controls options for the acceptance authentication log file.authReportAccept.ini

Controls options for the invalid shared secret authentication log
file.

authReportBadSharedSecret.ini

Controls options for the rejection authentication log file.authReportReject.ini

Controls options for the unknown client authentication log file.authReportUnknownClient.ini
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Table 119: Logging and Reporting Files (continued)

FunctionFile Name

Configures dilution, suppression, and threshold settings for SBR
Carrier traps (except for Diameter-related traps) used to
communicate failures, warnings, and other information.

events.ini

Configuresdilutionandsuppressionsettings forDiameter-related
traps used to communicate failures, warnings, and other
information.

events.xml

Controls (amongother things) the typesofmessagesSBRCarrier
records in the server log file and the location of the log directory.

radius.ini

NOTE: Startup and system log files capture the version information of the
plug-insused inSBRCarrier. If theplug-insdonotcontainversion information,
the log files record all information, without the version information, about
these plug-ins.

Displaying Authentication Log Files

You use theWeb GUI to enable and display these authentication log files:

• Successful request authentication log file—The successful request authentication log

file identifies the authentication requests that were approved by SBR Carrier.

• Invalid shared secrets authentication log file—The invalid shared secrets authentication

log file identifies the authentication requests that failed because a known RADIUS

client supplied an incorrect shared secret. This condition is detectable only if the

authentication request contains a Message-Authenticator attribute, which is required

if credentials areofanEAPtypebutoptional if credentials arePAP,CHAP,orMS-CHAP.

• Failed requestauthentication log file—The failed requestauthentication log file identifies

the authentication requests that were rejected because the user supplied incorrect

credentials.

• Unknown client request authentication log file—The unknown client request

authentication log file identifiesauthentication requests received fromunknownRADIUS

clients.

File Permissions for Log Files

When you run SBR Carrier, you can specify which users are authorized to read or edit

important files, such as authentication and accounting log files. For example, you can

specify that systemadministratorswho install and configureSBRCarrier have read/write

access for system log files and that network operators whomonitor SBR Carrier have

read-only (or no) access for system log files.
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Security Groups and Permissions

Each file and directory has three security groups associated with it:

• The Owner identifies the person who created or owns the file.

• The Group security group identifies the set of users who are members of the group or

groups towhich the fileOwner belongs.Groupmembers canexercise special privileges

with respect to that file. A user can belong to more than one group.

• The Other security group consists of the set of all users who do not belong to Owner

or Group.

Each security group has three flags that control what privileges that group can exercise

with respect to the file or directory:

• The Read flag (r) determines whether the file can be read. The Read flag has an octal

value of 4.

• TheWrite flag (w) determineswhether the security group can create,modify, or delete

the file. TheWrite flag has an octal value of 2.

• The Execute flag (x) determines whether the security group can run a script or

executable file. The Execute flag has an octal value of 1.

For example, a file owner might have rwx permission for a file, which indicates the file
ownerhas read/write/executeaccess to the file. Similarly,Othermighthave r--permission
(where - indicates no permission), which means that the user can read but not edit or

execute the file.

You can add the octal values for permission flags to generate a numeric representation

of the file permissions for Owner, Group, and Other:

• 1 = execute only

• 2 = write only

• 3 = write and execute (1+2)

• 4 = read only

• 5 = read and execute (4+1)

• 6 = read and write (4+2)

• 7 = read,write and execute (4+2+1)

The security permissions exercised by Owner/Group/Other are typically expressed as

string or a three-digit number. Table 120 on page 795 provides examples of different file

permissions.

Table 120: File Permissions

What It MeansOctal valuePermission

Read, write, and executable for Owner/Group/Other777-rwxrwxrwx
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Table 120: File Permissions (continued)

What It MeansOctal valuePermission

Read and write for Owner/Group; read access for Other664-rw-rw-r--

Read and write for Owner/Group; no access for Other660-rw-rw----

Read, write, and executable for owner only700-rwx------

Read and write for owner, group, and all others666-rw-rw-rw

The UNIX chown command lets you change the owner or group (or both) associated

with a file or directory. The UNIX chmod command lets you change the permissions of

files and directories.

Using the User File CreationModeMask

The user file mode creation modemask (often abbreviated as umask) determines the
default file systemmode for newly created files of the current process. Solaris hosts

typically have a hierarchy of umask values: a server-level umask value, which can be
overridden by a user-, shell-, or application-level umask value. The result is an ambient
umask value, which determines what file permissions are used when files are created by

any given process.

The umask value is a three-digit octal number. The first digit sets the mask for Owner,
the second for Group, and the third forOther. Theumask value identifies the permissions
thatarewithheldwhena file is created: theumaskvalue is subtracted fromthe full access

mode value (777) to determine the access permissions for a new file. For example, if the

umask value for a process is set to 022, theWrite permission for Group and Other are
withheld from the full access mode value (777), resulting in a file permission of 755

(rwxr-xr-x). Similarly, if the umask value of 177 is configured for a process (explicitly or
by virtue of the ambient umask), files created by the process have a file permission of
600 (rw-------). Table 121 on page 796 summarizes the result of using different octal
numbers in an umask value.

Table 121: Summary of Umask Permissions

Permission Resulting From umask ValueAccessOctal Number

Read, Write, Executerwx0

Read, Writerw-1

Read, Execute onlyr-x2

Read onlyr--3

Write, Execute only-wx4

Write only-w-5
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Table 121: Summary of Umask Permissions (continued)

Permission Resulting From umask ValueAccessOctal Number

Execute only--x6

No permissions---7

The umask value affects a file’s access permissions only when the file is created. If you
change the umask value, access permissions for existing files are not affected. Similarly,
you can use the chown and chmod commands to change a file’s access permissions
after the file has been created.

Implementing Default File Permissions in SBR Carrier

The RADIUSMASK parameter in the sbrd.conf file specifies the application-level umask
value used to establish access permissions for all files created by SBR Carrier. Refer to

the SBR Carrier Reference Guide for information about configuring the sbrd.conf file.

If you do not specify a value for the RADIUSMASK parameter, SBR Carrier uses the

ambient umask value established by the server-, user- or shell-level umask value to
determine the access permissions for files it creates.

Some log files have explicit controls that let you override the umask value established
by theRADIUSMASKparameteror theambientumaskvalue.See “ImplementingOverride
File Permissions in SBR Carrier” on page 797 for more information about overriding the

application-level default umask value.

As previously noted, the umask value affects a file’s access permissions only when the
file is created. If you change the RADIUSMASK setting, new files created by SBR Carrier

are assigned the access permission specified by the new setting. This includes files that

roll over periodically; the existing file would retain the access file permission it received

when it was created, and the new filewould be assigned the access permission specified

by the new RADIUSMASK value.

NOTE: The Execute file permission value for files created by SBR Carrier is
always set to None for Owner, Group, and Other. Thus, an umask value of 0
(no restrictions) is equivalent to an umask value of 1 (read/write permission)
for files created by SBR Carrier.

Implementing Override File Permissions in SBR Carrier

To override file permissions established by the SBRCarrier RADIUSMASKor the ambient

umask for specific log files, youmust modify the LogFilePermissions parameter in the
applicable initialization (.ini) file.

Table 122 on page 798 identifies the configuration file youmust modify to configure

non-default file permissions for SBR Carrier log files.

797Copyright © 2018, Juniper Networks, Inc.

Chapter 50: Logging and Reporting



Table 122: Configuration Files for Setting Log File Permissions

Configuration FileControlled Files

radius.iniServer Diagnostics log (server log)

authReportAccept.iniAuthentication Reporting Library accepts log

authReportBadSharedSecret.iniAuthentication Reporting Library bad shared secret log

authReportReject.iniAuthentication Reporting Library rejects log

authReportUnknownClient.iniAuthentication Reporting Library unknown client log

authlog.iniAuthentication Logging Library logs and header
check-point logs

account.iniAccounting Library logs and header check-point logs

statlog.iniServer Statistics logs and header check-point logs

The syntax for the LogFilePermissions parameter is:

LogfilePermissions = owner:group mode

• Specify the owner and group settings by entering character strings or decimal integers,
as used for arguments to the UNIX chown(1) command. For example, ralphw:proj,
ralphw:120, or 1007:120.

• Specify themode setting as a character string or an octal integer. When permissions

are specified as a character string, they follow the format that is used by the UNIX ls(1)

command; for example, rw-rw-rw-.Whenpermissionsare specifiedasanoctal integer,

they follow the format used for arguments to the UNIX chmod(1) command; for

example, 666.

NOTE: You can specify only read/write permissions for a SBR Carrier file.
You cannot specify execute permissions for SBR Carrier files.

The value of each LogFilePermissions parameter is read when the SBR Carrier server is
started or restarted. The value of the LogfilePermissions parameter in the radius.ini file
is also read when you issue a HUP command to the SBR Carrier server.

• If you enter a valid value for a LogfilePermissions parameter, the ownership and
permissions of the controlled log file are set as specified whenever the file is opened

or created.

• If you do not enter a value for a LogfilePermissions parameter, the ownership and
permissions of the controlled file are not changed. The controlled file is created using

the ownership of the account that is executing the server and the permissions that are

derived from the default RADIUSMASK value or from the ambient umask setting. If
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the file already exists, new information is appended without changing the existing

ownership and permissions of the controlled file.

• If you enter an invalid value for a LogfilePermissions setting, then the ownership of
the controlled log file defaults to the effective user/group ID of the server process,

normally root:other, and the permissions for the controlled file default to 0600
(-rw-------). This ensures that the affected log file can always be opened without any
escalation of file access privileges. Messages similar to the following are logged

whenever an explicit file access control is misconfigured:

Invalid LogfilePermissions specified in radius.ini [Configuration]: -rwx------
Server log file permissions defaulted to 0:0 0600

Enabling or Disabling the Authentication Log Files

To enable or disable an authentication log file using theWeb GUI:
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1. Select RADIUS Configuration > Reports > Auth Logs.

The Auth Logs List page (Figure 271 on page 800) appears.

Figure 271: Auth Logs List Page

2. Select the logging status column of the authentication log file you want to enable or

disable.

A check box (Figure 272 on page 801) appears in the logging status column of the

selected log file entry.
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Figure 272: Enabling or Disabling the Authentication Log File

3. Select the check box to enable the selected authentication log file.

Clear the check box to disable the selected authentication log file.

4. Click Apply to save the configuration.

Viewing the Authentication Log Files

To display an authentication log file using theWeb GUI:

1. Select RADIUS Configuration > Reports > Auth Logs.

The Auth Logs List page (Figure 271 on page 800) appears.

2. Select the type of authentication log file you want to display.

TheSelectedLogpane (Figure 273 onpage802) appearswith theView tab selected.
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Figure 273: Selected Log Pane

3. Select the log you want to display and click View.

By default, Web GUI displays the authentication log file 20 lines at a time. To change

the number of lines displayed, enter a different number in the Page Size field before
you click View.

4. Click the Prev Page andNext Page buttons to page through the log file.

To sort the authentication log file, click the appropriate column header.

To refresh the authentication log file display, click the Refresh button.

Saving the Log Files

To save an authentication log file to a text file using theWeb GUI:

1. Select RADIUS Configuration > Reports > Auth Logs.

The Auth Logs List page (Figure 271 on page 800) appears.
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2. Select the type of authentication log file you want to display.

TheSelectedLogpane (Figure 273 onpage802) appearswith theView tab selected.

3. Select the log you want to save and click Save to save the log file.

Searching the Log Files

You can search the SBR Carrier authentication log files to display messages within a

specified time range, messages relating to a specific client, or messages relating to a

specific user.

To search the authentication log files using theWeb GUI:

1. Select RADIUS Configuration > Reports > Auth Logs.

The Auth Logs List page (Figure 271 on page 800) appears.

2. Select the type of authentication log file you want to display.

TheSelectedLogpane (Figure 273 onpage802) appearswith theView tab selected.

3. Click the Search tab (Figure 274 on page 803).

Figure 274: Selected Log Pane—Search
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4. If you want to search the authentication log file for messages within a specified time

range:

a. Select the time zone to be used for the search. The available options are:

• UTC—Uses the UTC time zone to search the log file for messages.

• Local—Uses the local time zone to search the log file for messages.

NOTE: The Time Zone setting corresponds to theUTC parameter in
authReportAccept.ini, authReportBadSharedSecret.ini,
authReportReject.ini, and authReportUnknownClient.ini files.

b. Select theNow option button in the From area to search the log file for messages

until now.

Or

Select the Specific Date option button in the From area and select the specific

date and time to specify the ending date and time for the search.

c. Select theNoLimit option button in theTo area to search the log file formessages
in an infinite starting time.

Or

Select the Specific Date option button in the To area and select the specific date
and time to specify the starting date and time for the search.

5. If youwant to filtermessages relating to a specifiedRADIUS client, select theRADIUS
Client check box and enter the name of the RADIUS client in theRADIUSClient field.

6. If youwant to filtermessages relating to a specified user, select theUserName check
box and enter the name of the user in theUser Name field.

7. If you want to limit the number of messages to be displayed, enter a number in the

Max Returns field.

8. Click Search.

The search results are displayed in the right-hand side of the Selected Log pane
(Figure 273 on page 802).

Using the Locked Accounts List

Account lockout lets you disable an account after a configurable number of failed login

attemptswithinaconfigurableperiod. For example, if auser entersan incorrectpassword

three times within twominutes, SBR Carrier can lock out the user’s account temporarily.

During the lockout period, the user cannot log in, even with the correct password.

When a user account is locked out, the user must wait until the lockout period expires,

or a network administrator manually clears the lockout status for the account.
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NOTE: Do not enable account lockout and account redirection at the same
time. If account lockout and account redirection are both enabled, account
lockout is used and account redirection settings are ignored. For information
about account redirection, see “Account Redirection” on page 55.

NOTE: Account lockout works locally only, not globally. Account lockout
state is not maintained if SBR Carrier is restarted.

Configuring Locked Account Settings

Toconfigureaccount lockout, edit the lockout.ini file. For informationabout the lockout.ini
file, see the SBR Carrier Reference Guide.

Unlocking a Locked Account

To unlock a locked account using theWeb GUI:

1. Select RADIUS Configuration > Reports > Locked Accounts.

The Locked Accounts page (Figure 275 on page 806) appears. This page displays a
list of user accounts that have been locked.
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Figure 275: Locked Accounts Page

2. Select the account you want to unlock from the list.

3. ClickUnlock to unlock the selected account.

To unlock all currently locked accounts, clickUnlock All.

NOTE: Youcanuse the LDAPconfiguration interface to clear a locked-out
account by creating and executing an LDIF file with the following
commands:
dn: user=user_name, radiusstatus=lockout, o=radius
changetype: delete

Where user_name is the name of the locked-out user.
Unlocking a locked-out user through LCI is supported only for standalone
servers.
For information about using the LDAP configuration interface, see
“Using the LDAP Configuration Interface” on page 489.
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Configuring the Log Retention Period

Each day at midnight, the previous day’s log files are completed, and new log files are

created for the new day’s transactions. To prevent the log files from filling up available

disk space, you can configure SBRCarrier to discard the log files after a specified number

of days.

To configure the log retention period using theWeb GUI:

1. Select RADIUS Configuration > Reports > Settings.

The Settings page (Figure 276 on page 807) appears.

Figure 276: Settings Page

2. Enter the number of days you want SBR Carrier to retain the log file in the Days to
Keep Server Log File field.

3. Click Save to save the setting.

Cluster Management Nodes

A cluster management node is a machine that hosts the SSRmanagement process. It

controls itself and all data nodes in the cluster. It provides configuration data, starts and

stops nodes, backs up the database, and performs other database operations. It also

managesadatabaseprocess that supports theSSRstorageengine.Cluster configuration

data is located in an identical config.ini file on each node of the management cluster.

Cluster management logs are available in the following directory:

/opt/JNPRndb_mgmd/logs

To configure log retention for cluster management nodes:
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1. Log in to the SBR system.

2. Open the config.ini file from the /opt/JNPRhadm path.

3. Update the LogDestination option under the [ndb_mgmd] section to specify the
maximum size of the log file in bytes and the number of logs to be preserved.

Default value for LogDestination=ndb_node_id_cluster.log

Default value for maxsize=1000000

Default value for maxfiles=6

4. When ndb_node_id_cluster.log reaches the configuredmaxsize, the existing log file

name is incremented by the next highest available number and a new

ndb_node_id_cluster.log is created.

For example, when the ndb_node_id_cluster.log file reaches its maxsize, a new

ndb_node_id_cluster.log file is created to record the logs and the previously recorded

log file is incremented to ndb_node_id_cluster.log.1.

5. Alternatively, specify LogDestination=SYSLOG:facility=local0 and configure the log

file destination within syslog.conf. Log rotation at fixed intervals can be controlled
by logrotate.d.

SSRData Nodes

An SSR data node is machine that hosts the SSR data process. It runs the ndbd data
process. The ndbd process cooperatively manages, replicates, and stores data in the
SSR storage engine with other data nodes. Each data node has its ownmemory and

permanent storage. Each onemaintains both a portion of the working copy of the SSR

database and a portion of one or more replicas of the database.

SSR data node logs are available in the following directory:

/opt/JNPRndbd/logs

To configure log retention for SSR data nodes:

1. Log in to the SBR system.

2. Open the config.ini file from the /opt/JNPRhadm path.

3. Update theMaxNoOfSavedMessages option under the [ndbd] section to specify
the number of trace files to be stored on the SSR data nodes.

Default value for MaxNoOfSavedMessages=25

4. When the configured limit is reached, the existing logs are overwritten.

Using the Server Log File

The server log file records RADIUS events, such as server startup or shutdown or user

authentication or rejection, as a series of messages in an ASCII text file. Each line of the

server log file identifies the date and timeof theRADIUS event, followedby event details.

You can open the current log file while SBR Carrier is running.
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Server log files are kept for the number of days specified in theSettings page (described
in “Configuring the LogRetentionPeriod” onpage807) and thendeleted to conservedisk

space.

You can roll the server log file over based on time (using the Rollover parameter), file

size (using either the LogfileMaxMBytes orMaxSize parameter, or a combination of size
and time.

When rolling over the file based on size, you can specify a maximum size for a server log

filebyenteringanon-zerovalue foreither theLogfileMaxMBytes(megabytes)orMaxSize
(bytes) setting in the [Logging] section of the radius.ini file. If both LogFileMaxMBytes
andMaxSize are present in this section,MaxSize is ignored and the log file size is based
on LogFileMaxMBytes (MBytes). If youwant to configure themaximum file size in bytes,

do not include the LogFileMaxMBytes parameter in this section.

• If a maximum file size is set, the server log filename identifies the date and time it was

opened. Log files are named as follows:yyymmdd_xxxxx.log, where xxxxx is the
sequence beginning with 00000. When the current server log file approaches the

specified number, either megabytes (1024 x 1024 bytes) if using LogfileMaxMBytes,
or bytes if usingMaxSize, the current log file is closed and a new one is opened. The

closed file is slightly smaller than the specified maximum file size.

• If the maximum file size is set to 0 (or if the LogfileMaxMBytes setting is absent), the
server log file size is ignored and log file names are date stamped to identify when they

were opened (YYYYMMDD.log).

NOTE: The size of the log file is checked once per minute. The log file may
exceed thespecifiedmaximumfile size temporarily (for less thanaminute)
after it passes the LogfileMaxMBytes threshold between size checks.

By default, server log files are located in the RADIUS database directory. You can specify

an alternate destination directory in the [Configuration] section of the radius.ini file.

NOTE: If youspecifyanalternatedestinationdirectoryother than thedefault,
ensure that the directory exists before starting theSBR.Otherwise, SBRmay
fail to function correctly.

Level of Logging Detail

You can control the level of detail recorded in server log files by use of the LogLevel,
LogGroup, LogAccept, and LogReject settings.

The LogGroup parameter specifies the type of server functionality for which you want
to log details in the server log file. LogGroup canbe the numbers from0 through4,where

0—All, 1—Administration, 2—SessionControlSuccess and SessionControlFailure,

3—Diameter Peer State, and 4—Others. You can specify more than one number in this

parameter; thenumbersmustbecommaseparated. Formoredetailed informationabout

the LogGroup parameter, see SBR Carrier Reference Guide.
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The LogLevel setting determines the level of detail to be captured in the server log file
for the configured log groups. You configure a log level setting for all enabled log groups.

The LogLevel can be the number 0, 1, or 2, where 0 is the least amount of information, 1
is intermediate, and 2 is the most verbose. The LogLevel setting is specified in the
[Logging] section of radius.ini and in the [Settings] sections of .aut files.

For example, if you set the LogLevel parameter to 2 and the LogGroup parameter to 2:

radius.ini
[Logging]
...
LogLevel = 2
LogGroup = 2
...

Then, the entries to the server log file contain only debugging messages for session

success and failure scenarios.

NOTE: Configuration logs are always included in the server log file.

The LogAccept and LogReject flags allow you to turn on or off the logging of

Access-Accept and Access-Reject messages in the server log file. These flags are set in

the [Logging] section of radius.ini: a value of 1 causes thesemessages to be logged, and
a value of 0 causes the messages to be omitted. An Accept or Reject is logged only if

LogAccept or LogReject, respectively, is enabled and the LogLevel is verbose enough
for the message to be recorded.

The TraceLevel setting specifies whether packets should be logged when they are
received and being processed, andwhat level of detail should be recorded in the log. The

TraceLevel can be the number 0, 1, or 2.

If you alter the LogLevel or TraceLevel settings, you can have them take effect without

restarting the server by issuing the ./sbrd hup command.

Using the Authentication Log File

The authentication log file records each RADIUS authentication request received by SBR

Carrier. Authentication log files are Comma Separated Value (CSV) ASCII text files that

can be imported into a spreadsheet or database program.

Authentication log files are located in the RADIUS database directory area by default,

although you can specify an alternate destination directory in the [Configuration] section

of authlog.ini. Authentication log files are named yyyymmdd.authlog, where yyyy is the
4-digit year,mm is the month, and dd is the day on which the log file was created.

Authentication log files are kept for the number of days specified in the Settings page
(described in “Configuring the Log Retention Period” on page 807), and are deleted after

that.

The current log file can be opened while SBR Carrier is running.
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Authentication Log File Format

The first five fields in every authentication log entry are required by SBR Carrier:

• Date—The date when the event occurred

• Time—The time when the event occurred

• RAS-Client—The name or IP address of the RADIUS client sending the authentication
request

• Full-Name—The fully distinguished name of the user, based on the authentication
performed by the RADIUS server

• ACC/REJ—The result of the authentication request (ACCEPT or REJECT)

The RADIUS attributes specified in the authlog.ini file appear next. Attributes in the
authlog.ini file beginning with a semicolon (;), are commented out, and their values are
not recorded in the authentication log file.

User-Name
NAS-IP-Address
NAS-Port
Service-Type
Framed-Protocol
Framed-IP-Address
Framed-IP-Netmask
Framed-Compression
Login-IP-Host
Callback-Number
State
Called-Station-Id=
Calling-Station-Id=
NAS-Identifier=
Proxy-State=
Login-LAT-Service
Login-LAT-Node
Login-LAT-Group
Event-Timestamp
NAS-Port-Type
Port-Limit
Login-LAT-Port

NOTE: If the User-Password attribute is included in the authlog.ini file, it is
ignored during processing to prevent exposing users’ clear-text passwords
in the log file.

Youcan includevendor-specific attributes if thedevice sending theauthenticationpacket

supports them. For more information, see “Vendor-Specific Attributes” on page 42.

You can edit the authlog.ini file to add, remove, or reorder the standard RADIUS or
vendor-specific attributes that are logged. For information about authlog.ini, refer to the
SBR Carrier Reference Guide.
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First Line Headings

The first line of the authentication log file lists the names of all the attributes that have

been enabled for logging, in the order in which they are logged. This first line serves as a

complete set of column headings for the remaining entries in the file. The content of the

first line depends on the attributes specified in the authlog.ini file.

The following example shows the heading line and an authentication log file entry

consisting of the required attributes.

“Date”, ”Time”, ”RASClient”, ”FullName”, ”ACC/REJ”
“7/3/2003”, ”12:11:55”, ”RRAS”, ”EdisonCarter”, ”ACCEPT”,

CommaPlaceholders

Log entries may not include every attribute listed in the first line of the authentication

log file.WhenSBRCarrier records the event in theauthentication log file, it uses a comma

placeholder tomark empty entries, so that all entries remain alignedwith their headings.

For example, the following log entries indicate that Bob’s authentication request was

rejected but Alice’s authentication request was accepted. The reported fields include

Called-Station-Id, Calling-Station-Id, and Port-Limit. The attributes listed in the log

heading thatwerenot returned for theauthenticationeventsare separatedwith commas.

“Date”, ”Time”, ”RAS-Client”, ”Full-Name”, ”Acc/Rej",
"User-Name","NAS-IP-Address","NAS-Port","Service-Type",
"Framed-Protocol","Framed-IP-Address", "Framed-IP-Netmask","Framed-Compression",
"Login-IP-Host","Callback-Number","State", "Called-Station-Id","Calling-Station-Id",
"NAS-Identifier","Proxy-State", "Event-Timestamp","NAS-Port-Type","Port-Limit",
"Login-LAT-Port""07/14/2003","13:39:10","192.168.2.42",
“BOB","REJECT",,,,,,,,,,,,"Alice's Office","Bob's Office",,,,,"5",
"07/14/2003","13:43:26","192.168.2.42", "ALICE","ACCEPT",,,,,,,,,,,,"Bob's Office",
"Alice's Office",,,,,"5",

Using the Accounting Log File

RADIUS accounting events are recorded in the accounting log file. Accounting events

includeSTARTmessages,which indicate thebeginningofaconnection;STOPmessages,

which indicate the termination of a connection; and INTERIMmessages, which indicate

a connection is ongoing.

Accounting log files use comma-delimited, ASCII format, and are intended for import

into a spreadsheet or database program. Accounting log files are located in the RADIUS

database directory area by default, although you can specify an alternate destination

directory in the [Configuration] section of the account.ini file. Accounting log files are
named yyyymmdd.ACT, where yyyy is the four-digit year,mm is themonth, and dd is the
day on which the log file was created.

Accounting log files are kept for the number of days specified in the Settings page
(described in “Configuring the Log Retention Period” on page 807), and are deleted after

that to conserve disk space.

Copyright © 2018, Juniper Networks, Inc.812

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



NOTE: An accounting log file is not created when there is no accounting
request or activity from the client.

The current log file can be opened while SBR Carrier is running.

Bydefault, SBRCarrier truncatesa line in theaccounting logwhenanon-printingcharacter

is encountered. Youcan set theReplaceUnprintablesparameter in the [Logging] section
of radius.iniwith a printable character which is used instead of non-printing characters
when SBR Carrier writes messages to the accounting log file.

NOTE: Characters of ASCII decimal code 0 through 31 (ASCII hex code 0
through1F)and127 through255(ASCIIhexcode7FthroughFF)areconsidered
as non-printing characters. For more information about the
ReplaceUnprintables parameter, see the SBR Carrier Reference Guide.

Accounting Log File Format

The first six fields in every accounting log entry are provided by SBR Carrier for your

convenience in reading and sorting the file:

• Date—The date when the event occurred

• Time—The time when the event occurred

• RAS-Client—The name or IP address of the RADIUS client sending the accounting
record

• Record-Type—START, STOP, INTERIM, ON, or OFF, the standard RADIUS accounting
packet types

• Full-Name—The fully distinguished name of the user, based on the authentication
performed by the RADIUS server

• Auth-Type—A number that indicates the class of authentication performed:

0—Native
13—Solaris User
14—Solaris Group
100—Tunnel User
200—External Database
(other)—Proxy

Bydefault, the standardRADIUSattributes followtheAuth-Type identifier. See “Standard
RADIUS Accounting Attributes” on page 814.

You can include vendor-specific attributes if the device sending the accounting packet

supports them. For more information, see “Vendor-Specific Attributes” on page 42.

You can edit the account.ini initialization file to add, remove or reorder the standard
RADIUS or vendor-specific attributes that are logged. For information about account.ini,
refer to the SBR Carrier Reference Guide.
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First Line Headings

The first line of the accounting log file is a file header that lists the attributes that have

been enabled for logging in the order in which they are logged. The following example of

a first line shows standard RADIUS headings in bold, and vendor-specific headings in

regular text:

“Date”, ”Time”, “RAS Client”, “Record Type”, “Full Name”, “Auth Type”,
“User Name”, “NAS Port”, “Acct Status Type”, “Acct Delay Time”,
“Acct Input Octets”, “Acct Output Octets”, “Acct Session Id”,
“Acct Authentic”, ”Acct Session Time”, “Acct Input Packets”,
“Acct Output Packets”, “Acct Termination Cause”, “Acct Multi Session Id”,
“Acct Link Count”, ”Acc Err Message”,
“NauticaAcctSessionId”, ”NauticaAcctDirection”,
“NauticaAcctCauseProtocol”, ”NauticaAcctCauseSource”,
“TelebitAccountingInfo”, ”LastNumberDialedOut”,
“LastNumberDialedInDNIS”, ”LastCallersNumberANI”,
“Channel”, ”EventId”, ”EventDateTime”, “CallStartDateTime”, ”CallEndDateTime”,
“DefaultDTEDataRate”, ”InitialRxLinkDataRate”,
“FinalRxLinkDataRate”, ”InitialTxLinkDataRate”,
“FinalTxLinkDataRate”, ”SyncAsyncMode”,
“OriginateAnswerMode”, ”ModulationType”,
“EqualizationType”, ”FallbackEnabled”, ”CharactersSent”,
“CharactersReceived”, ”BlocksSent”, ”BlocksReceived”,
“BlocksResent”, ”RetrainsRequested”, ”RetrainsGranted”,
“LineReversals”, ”NumberOfCharactersLost”,
“NumberofBlers”, ”NumberofLinkTimeouts”,
“NumberofFallbacks”, ”NumberofUpshifts”,
“NumberofLinkNAKs”, ”BackChannelDataRate”,
“SimplifiedMNPLevels”, ”SimplifiedV42bisUsage”, “PW_VPN_ID”

CommaPlaceholders

SBR Carrier writes accounting events to the accounting log file, If an event recorded in

theaccounting log filedoesnothavedata for everyattribute, a commaplaceholdermarks

the empty entry, so that all entries remain correctly aligned with their headings. For

example, based on the first line of headings described above, the following is a valid

accounting log entry, in which the value of the Acct-Status-Type attribute is 7:

“12/23/1997”, ”12:11:55”, ”RRAS”, ”AccountingOn”,
,,,,7,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
,,,,,,,,,,,,,,,,,,

Standard RADIUS Accounting Attributes

Table 123 on page 814 lists the standard RADIUS accounting attributes defined in RFC

2866, RADIUS Accounting.

Table 123: Standard RADIUS Accounting Attributes

DescriptionAttribute

The name of the user as received by the client.User-Name
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Table 123: Standard RADIUS Accounting Attributes (continued)

DescriptionAttribute

The port number on the client device.NAS-Port

A number that indicates the beginning or ending of the user service:

1—Start

2—Stop

3—InterimAcct

7—Accounting-On

8—Accounting-Off

Acct-Status-Type

Indicates howmany seconds the client has been trying to send this
record, which can be subtracted from the time of arrival on the server
to find the approximate time of the event generating this request.

Acct-Delay-Time

Number of octets (bytes) received by the port over the connection;
present only in STOP records.

Acct-Input-Octets

Number of octets (bytes) sent by the port over the connection; present
only in STOP records.

Acct-Output-Octets

Identifier used to match START and STOP records in a log file.Acct-Session-Id

Indicates how the user was authenticated by RADIUS, the network
access device (local), or another remote authentication protocol:

1—RADIUS

2—Local

3—Remote

Acct-Authentic

Elapsed time of connection in seconds; present only in STOP records.Acct-Session-Time

Number of packets received by the port over the connection; present
only in STOP records.

Acct-Input-Packets

Number of packets sent by the port over the connection; present only
in STOP records.

Acct-Output-Packets
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Table 123: Standard RADIUS Accounting Attributes (continued)

DescriptionAttribute

Number that indicates how the session was terminated; present only in
STOP records:

1—User Request

2—Lost Carrier

3—Lost Service

4—Idle Timeout

5—Session Timeout

6—Admin Reset

7—Admin Reboot

8—Port Error

9—NAD Error

10—NAD Request

11—NAD Reboot

12—Port Unneeded

13—Port Preempted

14—Port Suspended

15—Service Unavailable

16—Callback

17—User Error

18—Host Request

Acct-Termination-Cause

Unique accounting identifier to make it easy to link together multiple
related sessions in a log file.

Acct-Multi-Session-Id

The count of links that are known to have been in a givenmulti-link
session at the time the accounting record is generated.

Acct-Link-Count
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PART 12

Optional Scripting Module

This part contains chapters that describe the optional scripting module available for

Steel-Belted Radius Carrier. For the SBR Carrier architecture, see Figure 1 on page 4.

The following chapters are included in this section:

• Introduction to Scripting on page 819

• Creating Scripts on page 823

• Debugging Scripts on page 833

• Creating LDAP Scripts on page 839

• Creating Realm Selection Scripts on page 851

• Creating Attribute Filter Scripts on page 863

• Working with Data Accessors on page 873

• Script Reference on page 897
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CHAPTER 51

Introduction to Scripting

This chapter introduces the key concepts of Steel-Belted Radius Carrier scripting. It

provides examples of how you can use scripting to extend the capabilities of the

Steel-Belted Radius Carrier server. This chapter contains these topics:

Incorporating scripts into your Steel-Belted Radius Carrier configuration enables you to

fine-tune the behavior of the Steel-Belted Radius Carrier server and implement custom

request processing logic. You can use scripts to configure Steel-Belted Radius Carrier to

evaluate complex decision logic andmanipulate RADIUS request data objects in ways

that cannot be expressed through settings in the standard Steel-Belted Radius Carrier

initialization files.

Steel-Belted Radius Carrier scripts are written in JavaScript, an easy-to-use, industry

standard scripting language with a powerful, object-based syntax.

• Scripting Overview on page 819

• Script Types on page 820

• About JavaScript on page 822

Scripting Overview

The Steel-Belted Radius Carrier server invokes many built-in functional modules while

processing RADIUS requests. These modules are configured by initialization files in the

Steel-BeltedRadiusCarrier homedirectory. Forexample, youconfigure the realmselection

module with settings in the proxy.ini file.

With scripting, you can supplement or override specific functional modules within the

Steel-Belted Radius Carrier server by implementing custom processing logic written in

JavaScript. JavaScript APIs allow scripts to perform tasks like these:

• Manipulate RADIUS request attributes.

• Select the processing realm for a request.

• Query external SQL and LDAP servers.

• Print information and debugmessages to the server log.

NOTE: Changing passwords through scripting or filters is not supported.
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Scripts are part of special initialization files that contain both the script text and settings

required by Steel-Belted Radius Carrier to execute (and optionally debug) the script.

JavaScript initialization (.jsi) files use a parameter syntax similar to that of other
Steel-Belted Radius Carrier configuration files.

To configure a script to load and run, you refer to it by name using the Script keyword at
the appropriate place in a Steel-Belted Radius Carrier initialization file. The context in

whicha script executes,whichdetermines thedataobjects and JavaScriptAPIs available

to it, depends on where the script reference appears in the Steel-Belted Radius Carrier

configuration.

NOTE: For the LDAP authentication plug-in, script settings are embedded
directly in the ldapauth.aut file.

Scriptsare loaded, thencompiled,when theserverbootsorwhen thescript is first invoked.

If a script fails to load or compile, a diagnostic error message is added to the log and the

associated function is either disabled or reverts to its default behavior.

Your script executes each time the flow of control within Steel-Belted Radius Carrier

entersa functionalmodule that is configured to run that script. The scripting infrastructure

automatically sets up the correct environment for the script, depending on its type. The

script executes until it returns normally or it encounters a runtime exception. To prevent

the script from being caught in an infinite loop, you can configure an optional watchdog

counter to terminate the script after it has executed a preset number of operations.

Logging and tracing functions are provided as an aid to script debugging. Scripts can

sendmessages directly to the Steel-Belted Radius Carrier server log. Additionally, you

can use the script trace feature to write line-by-line debug information to the log. Each

script trace frame contains the text, filename, and line number of the next JavaScript

statement for the script to execute, and the names and values of user-specified script

variables.

Script Types

Steel-Belted Radius Carrier supports several types of scripts, each linked to a functional

module.

• “LDAPAuthentication”onpage821—Scripts thatcontrol theexecutionof searchesand

the processing of attributes by the LDAP authentication plug-in. The LDAP

authentication scripts are executed only by the LDAP authentication plug-in.

• “Realm Selection” on page 821—Scripts used to determine the name of a proxy or

directed realm to which a RADIUS request is directed for processing. Realm selection

scripts are executed during normal request processing by the Steel-Belted Radius

Carrier server core and during inner authentication by the tunneled authentication

plug-ins (PEAP and TTLS).

• “Attribute Filter” on page 822—Scripts used to manipulate the values of attributes in

the RADIUS request or response packets. Attribute filter scripts are executed any time

Copyright © 2018, Juniper Networks, Inc.820

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



a server core component or plug-inmodule invokes an attribute filter that is configured

for scripting.

LDAP Authentication

Steel-Belted Radius Carrier uses the LDAP authentication plug-in to authenticate users

and retrieve attributes from external LDAP repositories. LDAP connection parameters

and search specifications are defined in the ldapauth.aut file.

You can configure the LDAP authentication plug-in to perform scripted or unscripted

searches. With unscripted searches, selected attributes can be transferred directly from

the RADIUS request into the LDAP search string, and from the LDAP search result into

the RADIUS response. You can create a simple search tree to execute a sequence of

LDAP searches each time Steel-Belted Radius Carrier processes an authentication

request.

With LDAP authentication scripts, you have even greater control over the execution of

LDAP searches and the processing of attribute values and search results. You can

combine, manipulate, and test attribute values, and define conditional logic to select

which searches to execute.

Uses for LDAP authentication scripts include:

• Modifying the usernameand retrying the LDAPsearch in the case that the initial search

returns no result from the repository.

• Selecting a RADIUS response profile for the user based on attributes returned from

the LDAP server.

• Reformatting the LDAP result data before assigning values to the RADIUS response.

• Using the results from prior LDAP searches to select subsequent LDAP searches to

execute.

For more details, see “Creating LDAP Scripts” on page 839.

Realm Selection

A realm isacollectionof authenticationmethods thatSteel-BeltedRadiusCarrier invokes

to process a RADIUS request. When an authentication request is received, Steel-Belted

Radius Carrier uses the username, selected RADIUS attributes, or other properties of the

request to determine which realm handles the request. The selected realm can be a

proxy realm, a directed realm, or the default realm (if no explicit realm is selected).

Realm selection is performed both by the Steel-Belted Radius Carrier server core and

during inner authentication by tunneled authentication plug-ins. Five built-in realm

selectionmethods, plus thescriptedmethod, are supported.Using realmselectionscripts,

youcandefineprogrammed logic to select the realmforprocessingeachRADIUS request.

Realm selection scripts may retrieve RADIUS request attributes, query external SQL or

LDAP servers, or invoke any of the built-in realm selection methods.

Uses for realm selection scripts include:
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• Querying multiple LDAP servers to look up the realm name for a specific user.

• CombiningmultipleRADIUS requestattributes to formaSQLdatabasekey for retrieving

the realm name.

• Changing the authentication username.

• Setting a profile to be applied to the RADIUS response once the user is authenticated.

For more details, see “Creating Realm Selection Scripts” on page 851.

Attribute Filter

Steel-BeltedRadiusCarrier usesattribute filters toallow, exclude, add, ormodify attribute

values in the RADIUS response and request packets. Attribute filters are also used to

transfer attribute values in and out of the inner methods of tunneled authentication

plug-ins. Attribute filters are defined by name using theWeb GUI and are referred to

throughout the server configuration.

Unscripted or static attribute filters use simple, fixed rules for manipulating RADIUS

attributes. In contrast, scripted attribute filters enable you to specify detailed algorithms

to read, write, modify, and delete request and response attribute values. You can query

external SQL or LDAP servers and execute static attribute filters by name from your

attribute filter scripts.

Uses for attribute filter scripts include:

• Using an LDAP query to select a static attribute filter to execute.

• Adding or removing selected values from amulti-valued attribute.

• Editing the values of string attributes.

• Accepting or rejecting requests based onmathematical calculations on numeric

attribute values.

For more details, see “Creating Attribute Filter Scripts” on page 863.

About JavaScript

Steel-Belted Radius Carrier uses the open-source SpiderMonkey JavaScript engine from

the Mozilla Foundation to compile and execute scripts. SpiderMonkey is an

implementation of JavaScript 1.7, which adheres to the international ECMAScript

(ECMA-262) standard.

For more information about SpiderMonkey and links to JavaScript references, see

http://www.mozilla.org/js/spidermonkey.

NOTE: The JavaScript compiler and interpreter are Steel-Belted Radius
Carrier components. They operate independently from the browser and JVM
installed on themachine.
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CHAPTER 52

Creating Scripts

This chapter describes the common elements of writing scripts for Steel-Belted Radius

Carrier, including the JavaScript initialization file configuration settings. A simple example

shows the concepts explained in this chapter.

• Script Development Steps on page 823

• JavaScript Initialization Files on page 823

• Writing Steel-Belted Radius Carrier Scripts in JavaScript on page 827

• Saving the Script File on page 829

• Sample Script on page 829

Script Development Steps

To create and deploy a script on the Steel-Belted Radius Carrier server, you typically

follow these steps:

1. Create a JavaScript initialization file containing the script statements and runtime

settings and save it in the appropriate directory under the Steel-Belted Radius Carrier

installation root directory.

2. Define SQL or LDAP data accessor .gen files as required by your script.

3. Run the scriptcheck utility to verify your script syntax.

4. Declare your script using the Script keyword in the appropriate Steel-Belted Radius
Carrier initialization file(s), unless it is an LDAP authentication script.

5. Start theSteel-BeltedRadiusCarrier serverandcheck theserver log toverify successful

loading and compilation of the script.

6. Send a RADIUS request to the server and check the server log for debugmessages

and trace output from your script.

JavaScript Initialization Files

Steel-Belted Radius Carrier scripts are contained in JavaScript initialization (.jsi) files,
whichare similar in format tootherSteel-BeltedRadiusCarrier configuration files. Each .jsi
file consists of a number of section headers and associated configuration settings. The
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JavaScript text itself appears in a separate [Script] section within the file. With minor

exceptions, the .jsi file headers and settings are the same for all script types.

NOTE: Script settings for the LDAP authentication plug-in are embedded
directly in the ldapauth.aut file. Exceptwherenoted, thisguideappliesequally
to both ldapauth.aut and .jsi file types. For information about configuring
other LDAP authentication plug-in settings, see LDAP Authentication File in
the SBR Carrier Reference Guide.

Each .jsi file can contain these sections:

• [Settings]

• [Script]

• [ScriptTrace] (optional)

• [Failure] (optional)

[Settings] Section

The [Settings] section (Table 124 onpage825) contains parameters that control logging

and debugging of your script.

• The LogLevel parameter sets the default level assigned to log messages produced by
calls to the SbrWriteToLog() and SbrTrace() API functions. To determine if the
message appears in the log, Steel-Belted Radius Carrier compares the message log

level to the server log level (configured by the LogLevel parameter in radius.ini). If the
server log level is greater than or equal to themessage log level, themessage iswritten

to the Steel-Belted Radius Carrier log. If server log level is less than themessage log

level, the message is not written to the Steel-Belted Radius Carrier log.

NOTE: You can override the script file LogLevel parameter when calling
SbrWriteToLog() and SbrTrace() using the optional LogLevel function
argument. For more details, see “SbrWriteToLog()” on page 833 and
“SbrTrace and ScriptTraceLevel” on page 834.

• The ScriptTraceLevel parameter controls the amount of line-by-line debugging
information that is produced automatically or under program control by the script. At

the lowest level, no tracing is performed, and at the highest level, a trace is written to

the log for every JavaScript statement that is executed. See

“Debugging Scripts” on page 833 for more information about script debugging.

• TheMaxScriptSteps parameter limits the number of branch callbacks that a script
can perform in a single invocation. A branch callback is a backwards branch in the

script code (for example, what occurs in a for loop), or a return from a function call. If

the limit is reached, the script is automatically terminated with a runtime exception.
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Table 124: [Settings] Section Parameters

FunctionParameter

Specifies the default log level at which messages are produced by calls to
SbrWriteToLog() and SbrTrace(). The value must be less than or equal
to the LogLevel value in the radius.ini file for messages to appear. The
parameter can be overridden by supplying a LogLevel argument in the
function calls.

Default value is 0.

LogLevel

Controls the generation of line-by-line script trace information in the log.

• At Level 0, no traces are logged.

• At Level 1, traces are logged only when the SbrTrace() function is
executed by the script.

• At Level 2, a trace is generated for every line executed by the script.

Default value is 0.

ScriptTraceLevel

Limits the number of branch callbacks that canbe executedduring a single
script invocation. If the limit is reached, the script automatically terminates
with a runtime exception.

Default value is 10000.

MaxScriptSteps

[Script] Section

The [Script] section contains the body of your script. Unlike other configuration file

sections, where parameters appear on individual lines, the script is entered asmulti-line

blocks of text. The script is processed until a line is encountered that begins with a left

bracket (“[”) or the end of the file is reached.

This example shows a simple [Script] section containing code that writes a message to

the server log.

[Script]
// Define a function that writes its arguments to the log.
function writeLog(message) {

SbrWriteToLog(“Themessage is:” +message);
}

// Call the log function.
var msg = “Hello, world” ;
writeLog(msg);

// Return successfully.
return SCRIPT_RET_SUCCESS;
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[ScriptTrace] Section

The [ScriptTrace] section (Table 125 on page 826) is optional. You can use the

[ScriptTrace] section to select specific data values to print in the script trace logs. If you

enable script tracing but do not specify any parameters in the [ScriptTrace] section, the

trace frames contain statement and line number information but no script data values.

Each line in the [ScriptTrace] section specifies a type string and an argument. The type

string selects the type of data value to be traced and the argument specifies its name.

These types are supported:

• var—The argument is the name of a local or global script variable.

• attr—The argument is the name of an LDAP variable table entry (ldapauth.aut only).

Table 125: [ScriptTrace] Section Parameters

FunctionParameter

Declares the name of a local or global JavaScript variable that appears in
script trace logs.

var

Declares thenameof anLDAPvariable table entry that appears in script trace
logs (ldapauth.aut only).

attr

[ScriptTrace]
var = count
var = userid
attr = User-Name (ldapauth.aut only)
attr = Service-Type (ldapauth.aut only)

In this example, the identifiers count and userid refer to the JavaScript variables in the
script execution context. The identifiersUser-Name and Service-Type refer to entries in
the LDAP variable tables and takes effect only when declared in an ldapauth.aut script
file.

[Failure] Section

The [Failure] section is optional. It specifies a string value that is ultimately returned by

a script if the script first returns SCRIPT_RET_FAILURE.

• For LDAP authentication scripts, the value of the [Failure] section has amore complex

interpretation. For details about the [Failure] sectionof the ldapauth.aut file, seeLDAP
Authentication File in the SBR Carrier Reference Guide.

• For realm selection scripts, the value of the [Failure] section specifies the name of the

realm to be returned if the script execution fails.

• For attribute filter scripts, the value of the [Failure] section specifies the name of a

static attribute filter to execute if the script execution fails.
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Writing Steel-Belted Radius Carrier Scripts in JavaScript

This section provides general information and guidelines for writing Steel-Belted Radius

Carrier scripts in JavaScript. For descriptions of the Steel-Belted Radius Carrier API

functions available to LDAP, realm selection, and attribute filter scripts, see

“Script Reference” on page 897.

Programming in JavaScript

The Steel-Belted Radius Carrier script engine supports JavaScript 1.7 (ECMA-262). You

can use any legal JavaScript syntax in your scripts and invoke the standard global object

function and attributes, such asMath, String, and Date.

The JavaScript engine runs entirely within the Steel-Belted Radius Carrier server and is

not associated with anyWeb browser. Browser-specific data objects and JavaScript

language extensions are not supported by Steel-Belted Radius Carrier.

For in-depth information about JavaScript programming, see the official ECMAScript

standard documentation at this URL:

http://www.ecma-international.org/publications/standards/Ecma-262.htm

HiddenWrapper Function

Before Steel-Belted Radius Carrier compiles your script, it wraps the [Script] section
statements in a JavaScript function named _sbrScriptMain_. When the server executes

the script, the script invokes this function first. There are no arguments to the function

call.

The hidden wrapper function enables your scripts to return result values to the server.

This is required because the JavaScript language does not support return statements

from the global execution context. For convenience, the hidden function call does not

appear in script traces, and line numbers in script traces and errormessages are adjusted

to refer to the exact lines of your JavaScript initialization files.

With few exceptions involving advanced JavaScript programming, the existence of the

hidden wrapper function is transparent to your scripts.

Script Return Values

Steel-Belted Radius Carrier uses the script return value to determinewhat action to take

on the pending RADIUS request once the script finishes executing. The script type

determines how the return value is interpreted by the server. A legal return value must

be:

• A pre-defined return code such as SCRIPT_RET_SUCCESS

• A text string

• The JavaScript null object
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The SCRIPT_RET_SUCCESS and the SCRIPT_RET_FAILURE codes are defined in the
global object for all script types. Returning SCRIPT_RET_SUCCESS indicates to
Steel-Belted Radius Carrier that script execution completed normally.

Returning SCRIPT_RET_FAILURE indicates that an unexpected error occurred during
script execution (for example, a database search returned invalid results). If a script

returnsSCRIPT_RET_FAILURE and a [Failure] string is defined for that script, that string
is returned as the script result. Otherwise, an errormessage appears in the server log and

the pending RADIUS request is rejected.

Result strings are used by realm selection scripts to return the name of the selected

realm. Attribute filter scripts use result strings to return the name of a static filter to

execute.

Returning JavaScript null is equivalent to returning SCRIPT_RET_SUCCESS.

The processing of return codes by LDAPauthentication scripts ismore complicated than

for other script types. For information about choosing the LDAP authentication script

return code, see “Choosing the Return Code” on page 843.

Initializing Reusable Data Objects

In JavaScript,whenyoudeclareavariableusing thevarkeyword, that variable is allocated
temporarily on the program stack. When your script returns, the variable goes out of

scope and is marked for garbage collection by the script engine. However, variables

declared without a var keyword become properties of the script engine’s Global object
and persist across invocations of the script.

To avoid allocating and deallocating data objects each time a script runs, you can create

initialization blocks to allocate reusable global objects the first time a script runs. These

objects remainavailable touse in subsequentexecutionsof thescript. This codeexample

shows this technique.

// Initialization block
if (!this.initialized) {
// Create persistent data as global object properties.
filter = new AttributeFilter();
accessor = new DataAccessor();
someString = “This is a persistent string”

// Set initialized flag for next time.
initialized = true;

}
else {
// /Clear left-over data from prior request.
accessor.Clear();

}

In this example, the variable initialized is a global flag that is tested each time the script
runs. If initialized is not set, the persistent data objects are allocated and the flag is set.
On subsequent calls to the script, the initialization block is skipped but a call is made to

clear the prior contents of the Data Accessor.
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General Recommendations

Follow these recommendations when developing Steel-Belted Radius Carrier scripts.

• JavaScript comments beginwith // or /*.Within the [Script] section, lines startingwith

a semicolon (;) are not treated as comments. In these example, compilation fails with

a syntaxerror because thecommented-out [Failure] section ispassed to the JavaScript

compiler.

[Script]
SbrWriteToLog(“hello, world” );
return SCRIPT_RET_SUCCESS;

;[Failure]
;SomeString

• Thoroughly test all scripts for speed andmonitor the performance of Steel-Belted

Radius Carrier after you deploy a new script. In general, the performance impact of a

script on the server is directly related to its complexity.

• After youmodify a realmselectionor attribute filter script, you can reload it by executing

a platform specificHUP command. It is not necessary to restart the server. You cannot

use the HUP command to reload LDAP scripts.

Saving the Script File

Youmust save realm selection and attribute filter script (.jsi) files in the scripts
subdirectory of the Steel-Belted Radius Carrier /radiusdir directory. When you refer to

a .jsi file using the Script keyword in a Steel-Belted Radius Carrier configuration file, the
script engine automatically searches the scripts subdirectory for the specified file. If the
file is not found, anerrormessageappears in the logand theassociatedscript functionality

is disabled.

Youmust save the ldapauth.aut file in the RADIUS /radiusdir directory, whether or not
LDAP scripting is enabled.

Sample Script

This is an example of a simple realm selection script and its configuration settings.

1. To test this script, copy these lines to a new text file named SampleScript.jsi in the
server’s \radiusdir\scripts directory.

[Settings]
LogLevel = 2
ScriptTraceLevel = 1

[Script]
// Print amessage in the SBR log.
SbrWriteToLog(“Executing SampleScript.jsi” );

// Allocate a new Realm Selector object.
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var selector = new RealmSelector();

// Invoke the built-in Suffix realm selectionmethod to obtain
// the realm for the request.
var realm = selector.Execute(“suffix” );
SbrWriteToLog(“Suffix method returned ‘” + realm + “‘” );

// Print a trace frame to the log.
SbrTrace();

//Return the realm name as the script result.
return realm;

[ScriptTrace]
var = realm

[Failure]
DefaultRealm

2. Next, edit the \radiusdir\proxy.ini file.

In the [Processing] section at the top of the file, you see this comment line:

;Script <RealmScript>

Remove the “;” and replace <RealmScript> with the actual file name (omit the file

extension):

[Processing]
Suffix
Prefix
DNIS
Attribute-Mapping
Script SampleScript

NOTE: Useonly the script file basenameonlywhenconfiguring theScript
setting. If you specify the .jsi extension, Steel-Belted Radius Carrier fails
to load the file.

3. If youwish tocheck the script syntaxandenvironment, set upand run the “scriptcheck”

on page 836 utility, discussed in “scriptcheck” on page 836.

4. Restart the Steel-Belted Radius Carrier process.

When the server starts, log messages should indicate that the script loaded and is

ready to run:

Loading script from file ‘C\radius\Service\scripts\SampleScript’
Extended Proxy: Enabled precedence 4 processing for Script SampleScript

5. WhenaRADIUS request is received, the script executesandmessages similar to these

appear in the log:

Executing ‘SampleScript’
Suffix method returned ‘realm1’
*** Script Trace (C:\radius\Service\scripts\SampleScript)
(line 41) SbrTrace();
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realm=realm1
CreateRequestEx: using virtual realm realm1 for authentication.

NOTE: The actual realm name returned by the script depends on the
Steel-Belted Radius Carrier configuration and the suffix decoration of the
username specified in the RADIUS request.

For detailed information about the proxy.ini file, seeRealmConfiguration Files of theSBR

Carrier Reference Guide.
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CHAPTER 53

Debugging Scripts

This chapter describes the tools and techniques you can use to debug your scripts and

monitor their execution. Each debugging tool is discussed in its own topic. This chapter

contains these topics:

• SbrWriteToLog() on page 833

• SbrTrace and ScriptTraceLevel on page 834

• scriptcheck on page 836

SbrWriteToLog()

Towrite text messages to the Steel-Belted Radius Carrier log, call the SbrWriteToLog()
function from the script.

The log message appears if the server log level is greater than or equal to the message

log level. The server log level is determined by the LogLevel parameter of the
[Configuration] section in radius.ini. Themessage log level is determinedby theLogLevel
parameter in the [Settings] section of the script file, as shown in the fragment from the

FilterScript.jsi below. For more information, see “[Settings] Section” on page 824.

[Settings]
LogLevel = 2
ScriptTraceLevel = 1

[Script]
// Print amessage in the SBR log.
SbrWriteToLog(“Executing attribute filter script file 'FilterScript.jsi'” );

You can also use an optional LogLevel argument to specify the log level explicitly in the
call to SbrWriteToLog():

SbrWriteToLog(“This is an INFORMATIONAL level message”, 1);

In this example, the message log level is set to the value of 1. The message appears in
the log if the server log level is 1 or greater.

Formore information about theSbrWriteToLog() function, see “Logging and Diagnostic
Methods” on page 899. For more information about the server LogLevel setting, see the

radius.ini file in the SBR Carrier Reference Guide.
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SbrTrace and ScriptTraceLevel

You can use the script trace feature to set line-by-line debugging of your script as it

executes. A script trace is a block of program status information written to the

Steel-BeltedRadiusCarrier server log file before the execution of a JavaScript statement.

Information in each script trace frame includes:

• The name of the .jsi or .aut file in which the script is defined

• The current line number

• The text of the JavaScript statement at that line number

• Listings of selected program variable values

• Listings of selected RADIUS attribute values (for LDAP scripts only)

You define the names of program variables and RADIUS attributes to be displayed in

script traces by entering them in the [ScriptTrace] section of the JavaScript initialization

file. For more details, see “[ScriptTrace] Section” on page 826.

You have two options to enable tracing of your scripts.

• Manual tracing—You can set theScriptTraceLevel parameter in the [Settings] section
of the script file to 1 and call the SbrTrace() function fromwithin your script. This

causes a single script trace frame to appear in the log from the point in your script

where the SbrTrace() function was called.

• Automatic tracing—You can set the ScriptTraceLevel parameter in the [Settings]
section of the script file to 2 to enable automatic tracing. In this mode, a script trace is

performed every time that a JavaScript statement is executed by your script.

NOTE: Enabling script tracing for a single script file has a performance
impact on all scripts running on Steel-Belted Radius Carrier, whether or
not script tracing is enabled for those files. For this reason and because of
large volume of log information produced, the use of script tracing is not
recommended for production environments.

This example lists a small script and a portion of the automatic script trace generated

from it.

[Script]
var a = 1;
var s = “Hello” ;
return SBR_RET_SUCCESS;

[ScriptTrace]
attr = User-Name
var = a
var = s
.
.
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.

*** Script Trace (c:\radius\service\ldapauth.aut)
(line 1) var a = 1;
User-Name = testuser
a = <not found>
s = <not found>
*** Script Trace (c:\radius\service\ldapauth.aut)
(line 2) var s = "Hello";
User-Name = testuser
a = 1
s = <not found>
*** Script Trace (c:\radius\service\ldapauth.aut)
(line 3) return SBR_RET_SUCCESS;
User-Name = testuser
a = 1
s = Hello
.
.
.

Traces are produced just before execution of the JavaScript statement referenced in the

trace. For example, the valueof variable a is not reflected in the traceon line 1, but appears

in the trace on line 2, after the assignment statement has executed. If a variable or

attribute has not yet been assigned, or if a variable is out of scope at the timeof the trace,

the value is displayed in the log as <not found>.

NOTE: The attr keyword is supported only for LDAP authentication scripts.
If this example is configured as a realm selection or attribute filter script, the
attr = User-Name entry in the [ScriptTrace] section is ignored.

Script traces appear in the log if the server log level is greater than or equal to the trace

log level. The server log level is determined by the LogLevel parameter of the
[Configuration] section in radius.ini. The trace log level is determined by the LogLevel
parameter in the [Settings] sectionof the script file. Formore information, see “[Settings]

Section” on page 824.

You can also use the optional LogLevel argument to specify the log level explicitly in the
call to SbrTrace():

SbrTrace(0); //Specify production log level

In this example, the argument trace appears unconditionally in the server log regardless

of the script file LogLevel setting.

Formore informationabout theSbrTrace function, see “LoggingandDiagnosticMethods”
on page 899. For more information about the server LogLevel setting, see the radius.ini
file in the SBR Carrier Reference Guide.
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scriptcheck

The scriptcheck utility is a command-line application that enables you to check the
Steel-Belted Radius Carrier JavaScript configuration files for syntax errors.

NOTE: The scriptcheck utility verifies that your script is syntactically correct.
The scriptcheck utility does not guarantee that your script is free of runtime
errorsor producescorrect results. If your script doesnotappear tobeworking
properly, review the Steel-Belted Radius Carrier log for error messages and
enable script tracing to diagnose the problem.

Unpacking the scriptcheck Utility

Thescriptcheckutility and its requiredshared librariesarepackagedasagzip compressed
tar file forSolaris - scriptcheck.version.sol.tgz, in theSupport_Files/scriptcheckdirectory
on the Steel-Belted Radius Carrier installation CD.

You can copy the appropriate scriptcheck executable version to any convenient location
and run it there, provided that you also copy the radius.lic file to the same location.

Before you can run the scriptcheck utility, you must unpack the correct version of the
archive for your platform into a destination folder or directory. With the archive in the

destination directory, enter this command to extract its contents:

%gunzip -c scriptcheck.version.platform.tar.gz | tar xvf -

The files to extract are:

• scriptcheck

• libnspr4.so

• libjs.so

• README.SCRIPTCHECK

Running the scriptcheck Utility

To run the scriptcheck utility and verify scripts, follow these steps:

1. Before running the scriptcheck utility for Solaris, set the LD_LIBRARY_PATH
environment variable topoint to the locationwhere the sharedobject filesare installed.

2. Open a command shell (cmd) and change to the scriptcheck directory.

3. Execute thescriptcheckcommandbyspecifying thenameof thescriptas theargument.

For example, this command validates the script contained in themyscript.jsi file:

%cd scriptcheck
% setenv LD_LIBRARY_PATH .
% scriptcheckmyscript.jsi
Loading script from file ‘myscript.jsi’
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Scriptcheck: script file ‘myscript.jsi’ compiled successfully

When the scriptcheck utility runs, it loads the [Script] section in the specified .jsi file and
uses the JavaScript interpreter to compile the script text. Any error messages produced

during script compilation are printed on the console. You can then correct the errors and

rerun scriptcheck to verify that the script compiles correctly.
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CHAPTER 54

Creating LDAP Scripts

This chapter describes how to write scripts that implement authentication using the

Lightweight Directory Access Protocol (LDAP). This chapter contains these topics:

• LDAP Basics on page 839

• LDAP Request Life Cycle on page 840

• Unscripted LDAP Searches on page 840

• LDAP Script Basics on page 841

• Choosing the Return Code on page 843

• LDAP Script Return Codes on page 844

• LDAP Script Examples on page 845

LDAP Basics

Many companies use Lightweight Directory Access Protocol (LDAP) directory servers to

store user authentication and authorization information. Steel-Belted Radius Carrier can

process authentication requests against records stored in one or more external LDAP

databases.

LDAP scripting is usedwhenmore sophisticated decision logic or attributemanipulation

is required than canbe implemented using unscripted searches. Incorporating JavaScript

into the Steel-Belted Radius Carrier ldapauth.aut file gives youmuch greater flexibility
in theprocessingof LDAPauthenticationqueries. Scriptedauthentication enables a level

of control comparable to SQL stored procedures.

For example, LDAP scripts can combine data from several LDAP queries and analyze the

results to determine which query to invoke next. LDAP scripts can evaluate loops and

complicated if-then-else logic, build up RADIUS attribute value strings from scratch, and

write status messages to the Steel-Belted Radius Carrier log.

NOTE: LDAP scripting does not support DataAccessors(). There is no way
to use a data accessor to query a SQL database fromwithin the LDAP
authentication plug-in, so trying to execute DataAccessor() from an LDAP
script causes a runtime exception.
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LDAP Request Life Cycle

Steel-Belted Radius Carrier performs these steps in response to an LDAP authentication

request for both scripted and non-scripted configurations.

1. At the beginning of each LDAP authentication request, Steel-Belted Radius Carrier

createsa variable table tomapRADIUSaccess-request attributes to LDAPattributes

for use in LDAP Bind, Base, and Search strings. The [Request] section of the LDAP

plug-in configuration file is used to select which attributes are extracted from the

incoming request and placed in the variable table.

2. Steel-Belted Radius Carrier performs one or more LDAP searches. Parameters for

each search are given in the Search/name] sections of the configuration file. After a

search is performed, selected attributes are copied from the LDAP response and

placed in the variable table.

3. Steel-Belted Radius Carrier uses the [Response] section to select information from

the variable table to be returned to the RADIUS client in the RADIUS response packet.

Figure 277onpage840showshowtheLDAPvariable table is populatedwith information

coming fromaRADIUS access-requestmessage, default values, and the results of LDAP

Bind, Base, and Search requests. The information in the variable table is then used to

format the access-response packet that is returned to the RADIUS client.

Figure 277: Role of the Variable Table in LDAP Authentication
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Unscripted LDAP Searches

Scripting is not required for basic applications of LDAP authentication. In unscripted

configurations, searchparameters suchasbaseDistinguishedNames (DNs), filter strings,

and attribute maps are configured in the ldapauth.aut file. Using theOnFound and
OnNotFound settings of the [Search/name] sections, you can configure a decision tree
inwhich the result ofoneLDAPquery (FoundorNotFound)determineswhetheranother
query is executed or the final authentication decision is returned to Steel-Belted Radius
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Carrier. The basic query tree provides sufficient control tomeet the needs ofmany LDAP

authentication applications. Figure 278 on page 841 shows a sample query tree using

unscripted branching.

Figure 278: Query Tree with Unscripted Branching
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Figure 279 on page 841 shows the data flow involved in a scripted query. Instead of

following a rigid branch structure, the request is processed according to the logic of the

LDAP script, which might be arbitrarily complex. The script executes one or more LDAP

queries, computes intermediate results fromthe return values, updates theLDAPvariable

table, and possibly executes additional queries against the LDAP server. Once the script

has completed processing the request andmade an authentication decision, it returns

a result code to the plug-in.

Figure 279: Scripted Query Data Flow
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LDAP Script Basics

To configure LDAP scripting, you add JavaScript instructions to the [Script] section of

the ldapauth.aut file. You can perform these operations in your LDAP scripts:

• Get, set, and reset values of variables stored in the LDAP variable table

• Invoke LDAP queries defined in the [Search/name] sections of the ldapauth.aut file
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• Write diagnostic messages and script traces to the Steel-Belted Radius Carrier log

• Evaluate arbitrary program logic coded in your script

• Exit the script and return a result code string to the LDAP plug-in

WhenSteel-BeltedRadiusCarrier starts, it reads the textof the section from ldapauth.aut
and passes it as a block to the JavaScript interpreter, which compiles it into bytecodes.

Thebytecodesare stored for executionduring subsequent LDAPauthentication requests.

If syntax errors are detected in the JavaScript text, the script does not compile and the

LDAP authentication plug-in is disabled. Any error messages generated during script

compilation appear in the Steel-Belted Radius Carrier log file.

You can use the scriptcheck utility to check your LDAP scripts for syntax errors without
having to start Steel-Belted Radius Carrier. For more information, see “scriptcheck” on

page 836.

Working with the Variable Table

You configure the variable table for scripting the same way you do for unscripted

configurations. Input RADIUS attributes that the script manipulates must be identified

in the [Request] section of the ldapauth.aut file. Output RADIUS attributes that the
scriptmanipulatesmust be identified in the [Response] section of the ldapauth.aut file.

The LdapVariables object is available to your script for manipulating attributes in the
variable table. The LdapVariables object exposes three methods that scripts can call:

• LdapVariables.Get() retrieves the current value or values for a variable stored in the
LDAP variable table.

• LdapVariables.Add() creates a new variable or adds a value to an existing variable.

• LdapVariables.Reset() deletes all of the values of the specified variable.

Invoking LDAPQueries

Any query defined in a [Search/name] section of ldapauth.aut can be invoked
programmatically by an LDAP script. Use the Ldap.Search()method to invoke the query,
giving the name of the query as the argument to the method.

As with unscripted searches, you can identify a set of LDAP attributes to be extracted

from the LDAP response and placed in the variable table. You do this by creating an

[Attributes/name] section in the ldapauth.aut file and specifying this section with the
Attributes parameter in the query definition.

For more information about LDAP attributes, refer to the section on the LDAP

Authentication File in the SBR Carrier Reference Guide.

Writing to the Steel-Belted Radius Carrier Log

Use the SbrWriteToLog() function to insert diagnostic or informational text strings into
theSteel-BeltedRadiusCarrier log file. Youcanuse theoptional level argument tocontrol

the log level visibility of your message.
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Use the SbrTrace() function to display trace information about your script in the
Steel-Belted Radius Carrier log.

Formoredetailsabout thesefunctions, see“LoggingandDiagnosticMethods”onpage899.

Choosing the Return Code

Whenascript finishes running, it sendsa return valueback to theLDAPplug-in.Depending

on the return value and the state of the request, the plug-in can do one of several things:

• It canmake an authentication decision and send that result directly to Steel-Belted

Radius Carrier, ending the processing of that request by the plug-in.

• It can re-execute the script against a different LDAP server and process the new return

value when the script is finished.

• It can perform failure processing and return a result to Steel-Belted Radius Carrier

based on the [Failure] section in ldapauth.aut.

For information about configuring other LDAP authentication plug-in settings, see the

section on the LDAP Authentication File in the SBR Carrier Reference Guide.

An LDAP scriptmay execute several timeswhile handling a single authentication request

but eventually the LDAP plug-inmustmake an authentication decision and send it back

to the Steel-Belted Radius Carrier server. It is important for the script programmer to

understand exactly how the script return code affects the LDAP plug-in and the

authentication decision.

Script Return Codes

You specify the script return code as an argument to the JavaScript return statement.
The return codemust be one of the global constants.

NOTE: The Steel-Belted Radius Carrier pre-6.0 release SBR_RET_xxx codes
have been deprecated and replaced with the new SCRIPT_RET_xxx codes.
The SBR_RET_xxx codes are supported for backward compatibility.

SCRIPT_RET_SUCCESS

The SCRIPT_RET_SUCCESS code indicates to the LDAP plug-in that the user has been
authenticated and should be accepted. The plug-in finishes processing the request and

sends an accept decision to the Steel-Belted Radius Carrier core.

SCRIPT_RET_DO_NOT_AUTHENTICATE

The SCRIPT_RET_DO_NOT_AUTHENTICATE code indicates to the LDAP plug-in that a
hard reject shouldbeperformedby the server. Theplug-in finishesprocessing the request

and sends a reject decision to the Steel-Belted Radius Carrier core.
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SCRIPT_RET_TRY_NEXT_AUTH_METHOD

The SCRIPT_RET_TRY_NEXT_AUTH_METHOD code indicates that the LDAP plug-in
should stop processing the request and ask Steel-Belted Radius Carrier to try the next

authentication method without immediately rejecting the user. Last resort processing is

not performed.

SCRIPT_RET_NOT_AUTHENTICATED

The SCRIPT_RET_NOT_AUTHENTICATED code indicates to the LDAP plug-in that the
script could not authenticate the user. If a last resort server is defined, the LDAP plug-in

re-executes the script against that server. If there is no last resort server, this return code

has the same effect as SCRIPT_RET_TRY_NEXT_AUTH_METHOD.

SCRIPT_RET_FAILURE

The SCRIPT_RET_FAILURE code indicates to the LDAP plug-in that a communication
failure with the LDAP server occurred. The plug-in should re-execute the script against

the next LDAP server in the configuration, if defined. If only one server is defined or the

last server has already been tried, the LDAP plug-in should process the [Failure] section

to determine the final result. If there is no [Failure] section, this return code has the same

effect as SCRIPT_RET_TRY_NEXT_AUTH_METHOD.

SCRIPT_RET_INVALID_CODE

The SCRIPT_RET_INVALID_CODE code indicates to the LDAP plug-in that a script
execution failure has occurred due to an invalid operation. The plug-in should re-execute

the script against the next LDAP server in the configuration, if defined. If only one server

is defined or the last server has already been tried, the LDAP plug-in should process the

[Failure] section to determine the final result. If there is no [Failure] section, this return

code has the same effect as SCRIPT_RET_TRY_NEXT_AUTH_METHOD.

LDAP Script Return Codes

Table 126 on page 844 provides a list of the LDAP script return codes.

Table 126: LDAP Script Return Codes

Plug-in Return CodeActionScript Return Code

SBR_RET_SUCCESSAccept the user.SBR_RET_SUCCESS

SBR_RET_DO_NOT_AUTHENTICATEHard reject. Do not
invoke another
authentication
method.

SBR_RET_DO_NOT_AUTHENTICATE
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Table 126: LDAP Script Return Codes (continued)

Plug-in Return CodeActionScript Return Code

SBR_RET_NOT_AUTHENTICATEDReturn from the
LDAP plug-in and
invoke the next
authentication
method. Do not
process [Failure]
section or try last
resort server.

SBR_RET_TRY_NEXT_AUTH_METHOD

If another server is available, the
plug-in return code depends on
the script return code when the
script is re-executed.

If no server is available, process
[Failure] section and return
SBR_RET_SUCCESS or
SBR_RET_NOT_AUTHENTICATED
depending on configuration.

A communication
error occurred. Retry
script with next
server in list, or go to
[Failure] section if no
server is available.

SBR_RET_FAILURE

If LastResort is defined, the
plug-in return code depends on
the script return code when the
script is re-executed.

IfLastResort is notdefined, return
SBR_RET_NOT_AUTHENTICATED.

Retry script with last
resort server, if
defined. Otherwise,
go to the next
authentication
method.

SBR_RET_NOT_AUTHENTICATED

LDAP Script Examples

Example 1: Simple Authentication

This script executes the search criteria specified in the [Search/LdapSearch1] section of

the ldapauth.aut file. If the search is unsuccessful, the script prependsmyco. to the
usernameandexecutes thesearchcriteria specified in the [Search/LdapSearch2] section.

[Script]
// Try the initial query.
Status = Ldap.Search('LdapSearch1');
if (status == Ldap.NOTFOUND) {
// Add “myco.” to the username and run new query.
userName = LdapVariables.Get('User-Name');
LdapVariables.Reset('User-Name');
LdapVariables.Add('User-Name', 'myco.' + userName);
status = Ldap.Search('LdapSearch2');

}

// Return value depends on final search status.
switch (status) {
case Ldap.FOUND:
return SBR_RET_SUCCESS;

case Ldap.NOTFOUND:

845Copyright © 2018, Juniper Networks, Inc.

Chapter 54: Creating LDAP Scripts



return SBR_RET_NOT_AUTHENTICATED;
default:
return SBR_RET_FAILURE;

}

Example 2: Profile Assignment

Scripts can use authentication information to determine the profile that should be

assigned to a user. In this example, the script executes the query specified in the

[Search/Radius] section. This query looks up anobject namedProfileData that contains
multiple instances of the radiusattrs attribute. The script iterates through the returned
values of radiusattrs, looking for the first instance that begins with the prefix sbr-. If a
matching attribute is found, the prefix is stripped from the attribute and returned as the

name of the user profile.

This is the LDIF representation of the ProfileData object, showing the values of the
radiusattrs attributes:

dn: name=ProfileData, ou=radius, dc=funk,dc=com
name: ProfileData
objectClass: top
objectClass: radiusobject
radiusattrs: attr1
radiusattrs: attr2
radiusattrs: sbr-defaultprofile
radiusattrs: attr3

The relevant sections of the ldapauth.aut file are shown below.

[Attributes/RadiusAttrs]
radiusattrs

[Response]
%Profile = Return-Profile

[Search/Radius]
Base = ou=radius,dc=funk,dc=com
Scope = 2
Filter = name=ProfileData
Attributes = RadiusAttrs
Timeout = 20
%DN = dn

[Script]
// Look up "ProfileData" object using the "Radius" query.
if (Ldap.Search("Radius") == Ldap.FOUND) {

var attr = ““ ;
var profile = "default";

// Loop through all "radiusattrs" attributes.
for(i = 0; attr != null; i++) {

attr = LdapVariables.Get("radiusattrs", i);
// If prefix matches "sbr-" extract profile name.
if ((attr !=null) && (att.substr(0, 4) == "sbr-")) {

profile = attr.substr(4);
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break;
}

}

// Add profile name to the variable table and return.
LdapVariables.Add("Return-Profile", profile);
return SBR_RET_SUCCESS;

}

// Object wasn't found, so signal a failure.
return SBR_RET_FAILURE;

Example 3: Received Attribute Normalization

Users frequently need to normalize incoming RADIUS attributes to a common format

before performing an LDAP search. This example checks the length of the telephone

number string in the Calling-Station-ID attribute, preserving only the final seven digits, if

necessary. The truncated telephone number is saved as a new entry (Stripped-CSID) in
the variable table. The value ofStripped-CSID is specified as part of the Filter parameter
in the [Search/Query1] query definition. This query is executed by the script, and the

resulting status code determines the script return code.

[Request]
%UserName = User-Name
Calling-Station-Id = Received-CSID

[Search/Query1]
Base=ou=people,dc=funk,dc=com
Scope = 2
Filter = (&(uid=<User-Name>)(callingStationId=<Stripped-CSID>))
Timeout = 20
%DN = dn

[Script]
// Get the received Calling-Station-ID attribute.
var csid = LdapVariables.Get("Received-CSID");

// Check length and retain last seven digits of CSID.
var length = csid.length;
if (length > 7) {
csid = csid.substr(length - 7);
SbrWriteToLog("Shortened CSID to: " + csid);

}

// Save result to variable table so we can search on it.
LdapVariables.Add("Stripped-CSID", csid);

// Perform the search with normalized CSID.
var status = Ldap.Search("Query1");

// Generate return code based on search result.
if (status == Ldap.FOUND) {
return SBR_RET_SUCCESS;

}
return SBR_RET_NOT_AUTHENTICATED;

847Copyright © 2018, Juniper Networks, Inc.

Chapter 54: Creating LDAP Scripts



Example 4: Conditional Profile Assignment fromUser Attribute

This example illustrates how you can use LDAP scripts to implement multiple queries

and complex decision logic. The script starts by invoking the FindUser query to look up

the specified user in the LDAP repository. Depending on the employeetype attribute
returned from the first query, a secondquery is selected and invoked to retrieve attributes

specific to theuser's employee type. Finally, theRadius-Profileattributeof theemployee
type record is returned as the profile name for the authentication response.

The LDIF data for a sample user is as follows:

dn: uid=SStudent, ou=People, dc=funk,dc=com
employeeType: Student
uid: SStudent
userPassword:: e1NTSEF9cTZvdFFOYXArcFowaG5rOWJQU3dZYlExbkFIL1doMXBnMlR4
==
objectClass: Sam
objectClass: top
objectClass: person
objectClass: organizationalPerson
objectClass: inetorgperson
sn: Student
cn: Sam Student

The data objects holding the “Radius-Profile” attributes associated with each employee

type are retrieved:

dn: ou=radius, dc=funk,dc=com
ou: radius
objectClass: top
objectClass: organizationalunit

dn: name=VendorType, ou=radius, dc=funk,dc=com
Radius-Profile: Vendor-Profile
name: VendorType
objectClass: top
objectClass: radius

dn: name=FacultyType, ou=radius, dc=funk,dc=com
Radius-Profile: Faculty-Profile
name: FacultyType
objectClass: top
objectClass: radius

dn: name=StudentType, ou=radius, dc=funk,dc=com
Radius-Profile: Student-Profile
name: StudentType
objectClass: top
objectClass: radius

Finally, here are the configuration settings and the LDAP search script:

[Request]
%UserName = User-Name

Copyright © 2018, Juniper Networks, Inc.848

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



[Response]
%Profile = Radius-Profile
%Password = userpassword

[Attributes/UserAttributes]
employeetype
userpassword

[Attributes/TypeAttributes]
radius-profile

[Search/FindUser]
Base=ou=people,dc=funk,dc=com
Scope = 2
Filter = uid=<User-Name>
Attributes = UserAttributes
Timeout = 20
%DN = dn

[Search/Student]
Base=ou=radius,dc=funk,dc=com
Scope = 2
Filter = name=StudentType
Attributes = TypeAttributes
Timeout = 20

[Search/Faculty]
Base=ou=radius,dc=funk,dc=com
Scope = 2
Filter = name=FacultyType
Attributes = TypeAttributes
Timeout = 20

[Search/Vendor]
Base=ou=radius,dc=funk,dc=com
Scope = 2
Filter = name=VendorType
Attributes = TypeAttributes
Timeout = 20

[Script]
// Look up the specified user in the LDAP repository.
var status = Ldap.Search("FindUser");
if (status != Ldap.FOUND) {

return SBR_RET_NOT_AUTHENTICATED;
}

// Get the employeetype attribute from the query result.
var type = LdapVariables.Get("employeetype");

// Execute query to look up employee type object.
switch (type) {
case "Student":
status = Ldap.Search("Student");
break;
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case "Faculty":
status = Ldap.Search("Faculty");
break;

case "Vendor":
status = Ldap.Search("Vendor");
break;

default:
SbrWriteToLog("Invalid employee type: " + type);
return SBR_RET_DO_NOT_AUTHENTICATE;

}

// This error should never happen.
if (status != Ldap.FOUND) {

SbrWriteToLog("No record for employee type: " + type);
return SBR_RET_DO_NOT_AUTHENTICATE;

}

// Get the profile name for this employee type.
var profile = LdapVariables.Get("profilename");
if (profile == null) {

profile = "Default-Profile";
}

// Save profile name to variable table and return.
LdapVariables.Add("Radius-Profile", profile);
return SBR_RET_SUCCESS;
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CHAPTER 55

Creating Realm Selection Scripts

This chapter describes developing realm selection scripts that execute built-in methods

or more advanced script logic to authenticate requests. This chapter contains these

topics:

Steel-Belted Radius Carrier executes built-in or scripted realm selection methods to

determine the authentication realm for processing a request. For built-in methods, you

specify the methods and their order of execution in the [Processing] section of the

proxy.ini configuration file. You specify matching rules in the [Realms] and [Directed]
sections. For more information about the proxy.ini configuration file, see the section on
Realm Configuration Files in the SBR Carrier Reference Guide.

For scripted realm selection, use the script setting in proxy.ini to declare the name of a
JavaScript initialization (.jsi) file. If the script settingappearsanywhere in the [Processing]
section, Steel-BeltedRadiusCarrier executes the realmselection script first, before trying

any other built-in methods. If the script returns a valid realm name, Steel-Belted Radius

Carrier sends the current request to that realm for processing. If the script returns the

code SCRIPT_RET_SUCCESS instead of a realm name, Steel-Belted Radius Carrier

invokes the remainingmethods in the [Processing] section to try to determine the realm

for the request.

You can also specify a realm selection script for the inner authentication setting of

tunneled authentication methods usingWeb GUI.

Realm selection scripts are useful when your realm selection strategy is too complex to

be implemented using basic matching rules. Realm selection scripts can perform any of

these actions:

• Retrieve RADIUS request attribute and process their values.

• Execute program logic to determine the realm name.

• Execute built-in Steel-Belted Radius Carrier realm selection methods.

• Invoke SQL queries and LDAP searches, and process the results.

• Specify a profile to bemerged with the response.

• Change the authentication username.

• Realm Selection Script Functions on page 852

• Enabling Built-In Realm Selection Methods on page 852

851Copyright © 2018, Juniper Networks, Inc.



• Choosing the Return Code on page 853

• Configuring Realm Selection Scripts on page 853

• Realm Selection Script Examples on page 858

Realm Selection Script Functions

Realm selection scripts can execute any standard JavaScript statements and functions.

Additionally, attribute filter scripts use the RealmSelector API to perform operations

specific to realm selection. Youmust instantiate a newRealmSelector object instance
and then use it to invoke these methods. For example:

var selector = new RealmSelector();
var realm = selector.Execute(“suffix” );

These six RealmSelectormethods are provided:

• newRealmSelector()—Creates a new RealmSelector() object instance.

• Execute()—Executes abuilt-in realmselectionmethodand returns the resulting realm

name.

• SetAuthUserName()—Sets the authentication username for the request.

• SetAuthProfile()—Sets the name of a profile to bemerged with the result after the
user is accepted.

• CSTAccessor—Reads field information from the Current Sessions database.

• SessionControl—Allows JavaScript to initiate session management and control
capabilities.

Realm selection scripts can also execute the AttributeFilter.Get()method and any of
the methods of the DataAccessor class.

For more details about the RealmSelector functions andmethods, see “RealmSelector
Object” on page 905.

TheCSTAccessorobject supports theGet()methodandSessionControlobject supports
AddAttribute() and Execute()methods.

Enabling Built-In Realm SelectionMethods

You can call the RealmSelector.Execute()method from realm selection scripts to

execute built-in Steel-Belted Radius Carrier realm selection methods. The argument to

theExecute()method is one of the standardSteel-BeltedRadiusCarrier realmselection

method names (suffix, prefix, dnis, attribute-mapping, or undecorated). The return
value is a string containing the name of the realm selected by that method, using the

matching rules defined in proxy.ini and applied to the username in the current RADIUS
request. If no realm is selected, the Execute()method returns null.

Thematching realmmust be declared in proxy.ini and the corresponding .dir or .pro file
must exist, or theExecute()method returnsnull. This is trueeven if thecurrentusername
contains a valid realm name decoration for the specified realm selection method.
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If you call the Execute()methodwith the suffix or prefix argument, youmustmake sure
that the corresponding suffix orprefix realm selectionmethods are enabled or the result

is always null. The suffix and prefixmethods are enabled by default when you declare
a script in the [Processing] section of proxy.ini. If you declare a realm selection script in

the [Inner_Authentication] sectionofa tunneledauthenticationplug-in .aut file, the suffix
and prefixmethods are not enabled by default. To use the suffix and prefixmethods
with theExecute() function, youmust either declare thesemethods explicitly, or declare
a script in the [Processing] section of proxy.ini.

A realm selection script can call built-in realm selection methods at any time during its

execution. Depending on its program logic, the script might return the realm name

producedby thebuilt-inmethodas its result or continueprocessingand return adifferent

result.

Choosing the Return Code

When a realm selection script is finished executing, it returns a result code to the

Steel-Belted Radius Carrier core. The return code is a string containing the name of the

realm selected to process the current request. If the script is unable to select a realm, it

might return a success or failure code instead of a realm string.

Valid return codes are:

• <RealmName>—Steel-Belted Radius Carrier should send the current request to the
proxy or directed realm given by RealmName.

• SCRIPT_RET_SUCCESS—The realm selection script executed successfully, but did

not select a realm.Steel-BeltedRadiusCarrier should try the remaining realmselection

methods in the [Processing] section of the proxy.ini file or process the request in the
default realm.

• SCRIPT_RET_FAILURE—The realm selection script failed to execute successfully.

Steel-Belted Radius Carrier should terminate request processing and reject the user.

NOTE: Donot return thenameofanundefined realmfromarealmselection
script; a runtime error occurs.

Configuring Realm Selection Scripts

You can configure realm selection scripts using either of these twomethods:

• For core realm selection—Core realm selection occurs first for all RADIUS requests.

Add the script keyword to the [Processing] section of the proxy.ini file and specify the
base filename of the realm selection script file as its argument.

• For tunneled authentication methods (PEAP and TTLS)—Using theWeb GUI, specify

a realmselection script fromthe InnerAuthentication tabof theSelectedEAPMethod
pane for the authentication method.
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NOTE: Forbothrealmselectionscriptconfigurationmethods,donot include
the .jsi extension when you enter or specify the name of the script file.

Core Realm Selection Scripts

Toconfigure core realmselection, youconfigure realmselection scripts in the [Processing]

section of proxy.ini. All authentication requests go through this phase even if a second
realm selection script is run from a tunneled authentication method.

When scripted realm selection is configured in proxy.ini from the [Processing] section,

it runs before (and possibly replaces) all other realm selection methods.

[Processing] Section

If no [Processing] section is present in the proxy.ini file, then the standard methods are
applied following this specific default order: Suffix, Prefix, DNIS, Attribute-mapping,
andUndecorated.

If a [Processing] section (Table 127 on page 854) is present in the proxy.ini file, it enables
you to specify which realm selection rules are applied and the order in which they are

applied.

[Processing]
RealmSelector
.
.
.

Table 127: proxy.ini [Processing] Syntax

DescriptionParameter

This can be one of six methods: attribute-mapping, DNIS, prefix, suffix,
undecorated, or script scriptname. These are case-insensitive; except for
the script file rootname is case-sensitive.

If a [Processing] section is present in the proxy.ini file, then these special
rules apply:

• If no scripts are declared in the [Processing] section, then all methods
are applied using the order in which they appear in the list.

• If a script is declared anywhere within the [Processing] section, then
the script scriptnamemethod runs first.

• If a script cannot determine the realm, itmight return the null keyword,
an empty string, or the SCRIPT_RET_SUCCESS return code. In this
case, the remaining declaredmethods are applied using the order in
which they appear in the list.

RealmSelector

This example shows a [Processing] section with a declared script:

[Processing]
Script scriptname
Suffix
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Prefix
DNIS
Attribute-mapping
Undecorated

Matching rules for the methods are as defined in the [Realms] and [Directed] sections

of proxy.ini.

Tunneled Authentication Plug-in Realm Selection Scripts

To specify a realm selection script for the inner authentication method of a tunneled

authentication method, youmust use theWeb GUI.

To specify a realm selection script using theWeb GUI:
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1. Select RADIUS Configuration > Authentication Policies > EAPMethods.

The EAPMethods List page (Figure 280 on page 856) appears.

Figure 280: EAPMethods List Page

2. Select an EAP authentication method, for example EAP-TTLS. The Selected EAP
Method:EAP-TTLSpaneappearswith theClientCertificationValidation tabselected.

3. Click the InnerAuthentication tab(Figure281onpage857) tospecifya realmselection

script for the authentication method.
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Figure 281: EAP-TTLS—Inner Authentication

NOTE: When using JavaScripting, setting the disposition of an inner
authentication request (forexample, inTTLS)todiscarddoesnotsuppress
the sending of an Access-Reject by the outer request.

4. To specify a realm for the authentication method, enter the name of the realm in the

Directed Realm field.

5. To specify a realm selection script for the authentication method, enter the name of

the script in the Realm Selection Script field.

6. Click Save to save the changes.
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Realm Selection Script Examples

Example 1: QueryingMultiple SQL Databases

A common application of realm selection scripts is to query a database for information

used todetermine the realmname. If thedatabasequery fails, youcanprogramthe script

to query other databases for the required information. In this example, the script defines

two DataAccessor objects, each pointing to a different SQL database. It also defines
AttributeFilter and RealmSelector objects.

When the script executes, it uses the AttributeFilter object to obtain the value of the
Called-Station-ID attribute from the request. It uses this value as the key to look up a

realm selection method name in the first SQL database. If the database record is not

found, it retries the query on the second database.

The result of the database query is the name of a built-in Steel-Belted Radius Carrier

realm selection method. The script then calls the RealmSelector.Execute()method to
determine the realm name from the current request, which it returns as the script result.

Table 128onpage858andTable 129onpage858showsampledata for thetwodatabases:

Table 128: Database #1

RealmMethodCallStationId

Suffix1111111

Prefix2222222

DNIS3333333

Attribute-Mapping4444444

Table 129: Database #2

RealmMethodCallStationId

Suffix5555555

Prefix6666666

DNIS7777777

Attribute-Mapping8888888

Twodata accessor .gen files are required. They are identical except for theMethodName
and Connect settings.

[Bootstrap]
LibraryName=sqlaccessor.so
Enable=1
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[Settings]
Connect=DSN=<dsn_name_here>;UID=<username_for_dB>;PWD=<password_for_dB>
ParameterMarker=?
SQL=SELECT RealmMethod FROMRealmExample1WHERE CallStationId =
@Called-Station-Id

MethodName=<RealmExample1-1 | RealmExample1-2>
MaxConcurrent=1
ConcurrentTimeout=30
ConnectTimeout=25
QueryTimeout=25
WaitReconnect=2
MaxWaitReconnect=360
PasswordFormat = 0
DefaultResults = 0

[Results]
RealmMethod= 1/16

[VariableTypes]
Called-Station-ID = string
RealmMethod = string

Finally, here is the script configuration file (.jsi) for this example. For script efficiency, you
can use an initialization block to define persistent API objects.

[Settings]
LogLevel = 2
ScriptTraceLevel = 2

[Script]
// Initialization block
if (!this.initialized) {
filter = new AttributeFilter();
accessor1 = new DataAccessor("RealmExample1-1");
accessor2 = new DataAccessor("RealmExample1-2");
selector = new RealmSelector();
initialized = true;

}
else {
accessor1.Clear();
accessor2.Clear();

}

// Get the Called-Station-ID attribute from the request.
var csid = filter.Get("Called-Station-ID");
if (csid == null) {
SbrWriteToLog("RealmExample1: Called-Station-ID attribute is null");
return SCRIPT_RET_FAILURE;

}
accessor1.SetInputVariable("Called-Station-ID", csid);
accessor2.SetInputVariable("Called-Station-ID", csid);

// Try one database, then the other if the first search fails.
if (accessor1.Execute() == DataAccessor.FOUND) {
var method = accessor1.GetOutputVariable("RealmMethod");
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}
else if (accessor2.Execute() == DataAccessor.FOUND) {
var method = accessor2.GetOutputVariable("RealmMethod");

}
else {
SbrWriteToLog("RealmExample1: SQL search failed for Called-Station-ID = '" + csid +
"'");

return SCRIPT_RET_FAILURE;
}

// Execute the specified realm selectionmethod and return the result.
SbrWriteToLog("RealmExample1: Executingmethod '" +method + "'");
var realm = selector.Execute(method);
return realm;

[ScriptTrace]
var = csid
var =method
var = realm

Example 2: Using JavaScript to Manipulate Request Attributes

In this example, anAttributeFilter object is used to obtain theUser-Name attribute from
the request. JavaScript string functions are used to extract the realm suffix decoration
from the username. The suffix string is concatenated with the value of the
Called-Station-Id attribute and is used to look up the realm name in a SQL database.

The database query also returns the name of a profile to bemerged with the result list

upon successful authentication. The SetAuthProfile() function is called by the script to
register the profile name.

This is an example database table for use with this script.

Table 130: Database Information

ProfileRealmNameKeyString

SPACELY-PROFILEspacely-realm1spacely1111111

SPACELY-PROFILEspacely-realm2spacely2222222

SPACELY-PROFILEspacely-realm3spacely3333333

SPACELY-PROFILEspacely-realm4spacely4444444

COGSWELL-PROFILEcogswell-realm1cogswell1111111

COGSWELL-PROFILEcogswell-realm2cogswell2222222

COGSWELL-PROFILEcogswell-realm3cogswell3333333

COGSWELL-PROFILEcogswell-realm4cogswell4444444

The corresponding data accessor .gen file is:
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[Bootstrap]
LibraryName=sqlaccessor.so
Enable=1
[Settings]
Connect=DSN=<dsn_name_here>;UID=<username_for_dB>;PWD=<password_for_dB>
ParameterMarker=?
SQL=SELECTRealmName,ProfileFROMRealmExample2WHEREKeyString=@Key-String
MethodName=RealmExample2
MaxConcurrent=1
ConcurrentTimeout=30
ConnectTimeout=25
QueryTimeout=25
WaitReconnect=2
MaxWaitReconnect=360
PasswordFormat = 0
DefaultResults = 0

[Results]
RealmName = 1/32
Profile = 2/32

[VariableTypes]
RealmName = string
Profile = string
Key-String = string

The script configuration file is as follows.

[Settings]
LogLevel = 2
ScriptTraceLevel = 0

[Script]

// Allocate API objects at first execution.
if (!this.initialized) {
filter = new AttributeFilter();
selector = new RealmSelector();
accessor = new DataAccessor("RealmExample2");

}
else {
accessor.Clear();

}

// Get the realm suffix from the username attribute.
var suffix = "default";
var username = filter.Get("User-Name");
var index = username.lastIndexOf("@");
if (index >= 0) {
suffix = username.substring(index + 1);

}

// Get the Called-Station-ID attribute from the request.
var csid = filter.Get("Called-Station-ID");
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if (csid == null) {
SbrWriteToLog("RealmExample2: Called-Station-ID attribute is null");
return SCRIPT_RET_FAILURE;

}

// Concatenate suffix and Calling-Station-ID string to the SQL search key.
accessor.SetInputVariable("Key-String", suffix + csid);

// Execute the data accessor and get realm name if search succeeds.
var realm;
if (accessor.Execute() == DataAccessor.FOUND) {
realm = accessor.GetOutputVariable("RealmName");

}
else {
SbrWriteToLog("RealmExample2: SQL search failed for key string '" + suffix + csid +
"'");

return SCRIPT_RET_FAILURE;
}

// Set the profile to bemerged after the authentication request.
var profile = accessor.GetOutputVariable("Profile");
selector.SetAuthProfile(profile);

// Return the realm name for processing the request.
return realm;
[ScriptTrace]
var = suffix
var = csid
var = realm
var = profile
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CHAPTER 56

Creating Attribute Filter Scripts

This chapter describes developing attribute filter scripts to manipulate the values of

attributes in theRADIUS requestor responsepackets. This chapter contains these topics:

• Using Attribute Filter Scripts on page 863

• Attribute Filter Script Functions on page 864

• Choosing the Return Code on page 864

• Configuring Attribute Filter Scripts on page 865

• Attribute Filter Script Examples on page 869

Using Attribute Filter Scripts

Attribute filter scripts are executed any time a server core component or plug-in module

invokes an attribute filter that is configured for scripting.

Steel-Belted Radius Carrier supports both static and scripted attribute filters.

Each is declared by name using the Filters List page inWeb GUI.

• Static attribute filters—Specify fixed rules using keywords such as ALLOW, ADD, and
EXCLUDE. The filter rules and the action of the filter are the same each time
Steel-Belted Radius Carrier executes the filter.

• Scripted attribute filters—Declare the name of a JavaScript initialization (.jsi) file
containing the script code for the filter.When theScript setting is present, Steel-Belted
Radius Carrier ignores any other filter rules for that filter.

Because a scripted filter is defined with JavaScript, its behavior can change dynamically

from one execution to the next. Scripted filters can perform any of these actions:

• Get, add, delete, or replace attributes in the RADIUS request or response, depending

on the filter context.

• Manipulate attribute values under program control.

• Execute static attribute filters by name.

• Invoke SQL queries and LDAP searches, and process the results.
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Static and scripted attribute filters are referred to by name throughout the rest of the

Steel-BeltedRadiusCarrier configuration. Externally, the two typesof filters areequivalent

and interchangeable,making it easy to switchbetween the two. Initially, youcanconfigure

Steel-Belted Radius Carrier with static filters and then change to scripted filters after

you test the basic configuration.

Attribute Filter Script Functions

Attribute filter scripts can execute any standard JavaScript statements and functions.

Additionally, attribute filter scripts use the AttributeFilter API to perform filter-specific

operations. Youmust instantiate a new AttributeFilter object instance and then use it
to invoke these methods, such as:

var filter = new AttributeFilter();
var csid = filter.Get(“Calling-Station-ID” );

These six AttributeFiltermethods are provided:

• newAttributeFilter()—Creates a new AttributeFilter object instance.

• Get()—Gets the value of an attribute from the request or response packet.

• Add()—Adds a new attribute value to the request or response packet.

• Reset()—Deletes one or all values of an attribute.

• Replace()—Deletes the value of an attribute and replaces it with a new value.

• Execute()—Executes a static attribute filter.

NOTE: Do not use the Execute()method to invoke a scripted attribute
filter; a runtime error occurs.

Attribute filter scripts can also execute any of the methods of the DataAccessor class.

For more details about the AttributeFilter functions andmethods, see “AttributeFilter
Object” on page 912.

Choosing the Return Code

When an attribute filter script is finished executing, it returns a result code to the

Steel-Belted Radius Carrier core. The code indicates whether or not the script executed

successfully. The scriptmay also return a string containing the name of a static attribute

filter for Steel-Belted Radius Carrier to execute after the script is finished.

Valid return codes are:

• SCRIPT_RET_SUCCESS—Theattribute filter script executedsuccessfully. Steel-Belted
Radius Carrier should continue processing the current request.

• SCRIPT_RET_FAILURE—The attribute filter script failed to execute successfully.
Steel-Belted Radius Carrier should terminate request processing and reject the user.
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• <FilterName>—Steel-Belted Radius Carrier should execute the static filter given by
FilterName after the script has finished executing and then continue processing the
current request.

NOTE: Donot return thenameofa scriptedattribute filter fromyour script;
a runtime error occurs.

Configuring Attribute Filter Scripts

Use theWeb GUI to configure scripts for attribute filters. The attribute filter data are

stored in the filter.ini file.

Defining Scripted Filters

To define a scripted filter using theWeb GUI:
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1. Select RADIUS Configuration > Filters.

The Filters List page (Figure 282 on page 866) appears.

Figure 282: Filters List Page

2. Click Add.

The Create Filter pane (Figure 283 on page 867) appears.
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Figure 283: Create Filter Pane

3. Enter the name and description of the new filter in theName and Description fields,
respectively. The Description field is optional.

4. Click Add in the Rules area.

The Add Rule dialog box (Figure 284 on page 868) appears.

867Copyright © 2018, Juniper Networks, Inc.

Chapter 56: Creating Attribute Filter Scripts



Figure 284: Add Rule Dialog

5. Select the Script option button to add a script rule type to the filter. The Script pane
(Figure 285 on page 868) appears.

Figure 285: Add Rule Dialog—Script

6. Enter the name of the script file for the filter in the Script field. If you add a script rule
type to a filter, all other rule types are ignored.
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NOTE: Do not enter the .jsi extension for the script name.

7. ClickOK.

TheRulesarea in theCreateFilterpane(Figure283onpage867)displays theupdated
lists of selected rules.

8. Click Save to save the filter configuration.

After you define the attribute filter script, it functions as any other regular attribute filter

does. You candefinemultiple instances of standard and scripted filters. For details about

referencing the attribute filter script, see the section on Attribute Processing Files in the

SBR Carrier Reference Guide.

Attribute Filter Script Examples

Example 1: Using an LDAPQuery to Select a Static Filter to Execute

This example uses the same LDAP repository as “Example 4: Conditional Profile

Assignment fromUserAttribute”onpage848. In thiscase, thevalueof theEmployee-Type
attribute is used to select the name of a statically-defined filter that is returned as the

result from the script. If an unknown Employee-Type is returned, no static filter is
executed, but the script modifies the Service-Type attribute programmatically.

Here is the LDAP accessor .gen file:

[Bootstrap]
LibraryName=ldapaccessor.dll
Enable=1

[Settings]
MethodName=FilterExample1
Timeout=20
ConnectTimeout=25
QueryTimeout=10
WaitReconnect=2
MaxWaitReconnect=360
UpperCaseName = 0
SSL = 0
Search = FindUser

[Server]
s1=

[Server/s1]
Host=<server-name>
Port = 389
BindName=uid=admin, ou=Administrators, ou=TopologyManagement, o=NetscapeRoot
BindPassword=<password>

[Request]
User-Name=my-user-name
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[Response]
Employee-Type=employeetype

[Attributes/UserAttributes]
employeetype

[Search/FindUser]
Base=ou=people,dc=bigco,dc=com
Scope = 2
Filter = uid=<my-user-name>
Attributes = UserAttributes
Timeout = 20
%DN = dn

[VariableTypes]
User-Name = string
Employee-Type = string

Here is the .jsi file for an outbound filter script:

[Settings]
LogLevel = 2
ScriptTraceLevel = 0

[Script]
// Initialization block
if (!this.initialized) {
filter = new AttributeFilter();
accessor = new DataAccessor("FilterExample1");
initialized = true;

}
else {
accessor.Clear();

}

// Get the employee type from the username and set accessor input variable.
var username = filter.Get("User-Name");
accessor.SetInputVariable("User-Name", username);

// Execute the accessor.
if (accessor.Execute() == DataAccessor.FOUND) {
// Get the employee type from the query result.
var type = accessor.GetOutputVariable("Employee-Type");
if (type == null) {
SbrWriteToLog("FilterExample1: accessor returned null employee type");
return SCRIPT_RET_FAILURE;

}

// For known employee types, return name of built-in filter to execute.
switch (type) {
case "Student":
return "StudentFilter";

case "Faculty":
return "FacultyFilter";

case "Vendor":
return "VendorFilter";
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default:
SbrWriteToLog("FilterExample1: unknown employee type '" + type + "'");

}
}

// Unknown employee type -- change Service-Type to Authenticate-Only.
filter.Replace("Service-Type", 8);

// Return successfully, but do not execute a built-in filter.
return SCRIPT_RET_SUCCESS;

[ScriptTrace]
var = username
var = type

Example 2: Adding Values toMulti-Valued Attributes

This example demonstrates the difference between adding values to orderable and

non-orderable multi-valued attributes. The script is configured as an inbound filter. A

profile is created to assign three unique Reply-Message and three unique Filter-Id
attribute value strings to the response attribute list. Subsequently, the script adds four

newvalues toeachattribute, twoof themuniqueand twoof themduplicates. All attribute

values are printed to the server log before and after the new values are added. Because

the Reply-Message attribute is orderable, the new values are concatenated to the value

list and the duplicates are preserved. Because the Filter-Id attribute is non-orderable,
the new attributes are merged to the list and the duplicates do not appear in the final

list.

[Settings]
LogLevel = 2
ScriptTraceLevel = 0

[Script]
// Initialization block
if (!this.initialized) {
filter = new AttributeFilter();
initialized = true;

}

// Print out all Reply-Message attribute values.
var attr = "";
for(var i = 0; attr != null; i++) {
attr = filter.Get("Reply-Message", i);
if (attr != null) {
SbrWriteToLog("Reply-Message[" + i + "] = '" + attr + "'");

}
}

// Add Reply-Message attribute values.
filter.Add("Reply-Message", "Reply-Message 1");
filter.Add("Reply-Message", "Reply-Message 2");
filter.Add("Reply-Message", "Reply-Message 4");
filter.Add("Reply-Message", "Reply-Message 5");

// Print out the new set of Reply-Message attribute values. Since Reply-Message
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// is orderable, the values are concatenated, not merged.
attr = "";
for(var i = 0; attr != null; i++) {
attr = filter.Get("Reply-Message", i);
if (attr != null) {
SbrWriteToLog("Reply-Message[" + i + "] = '" + attr + "'");

}
}

// Print out all Filter-Id attribute values.
attr = "";
for(var i = 0; attr != null; i++) {
attr = filter.Get("Filter-Id", i);
if (attr != null) {
SbrWriteToLog("Filter-Id[" + i + "] = '" + attr + "'");

}
}

// Add Filter-Id attribute values.
filter.Add("Filter-Id", "Filter-Id 1");
filter.Add("Filter-Id", "Filter-Id 2");
filter.Add("Filter-Id", "Filter-Id 4");
filter.Add("Filter-Id", "Filter-Id 5");

// Print out the new set of Filter-Id attribute values. Since Filter-Id
// is not orderable, the values aremerged, not concatenated.
attr = "";
for(var i = 0; attr != null; i++) {
attr = filter.Get("Filter-Id", i);
if (attr != null) {
SbrWriteToLog("Filter-Id[" + i + "] = '" + attr + "'");

}
} while (attr != null);

// All done.
return SCRIPT_RET_SUCCESS;
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CHAPTER 57

Working with Data Accessors

This chapter explains how to configure Steel-Belted Radius Carrier data accessors and

how to use the DataAccessor API to connect your realm selection and attribute filter

scripts to external SQL databases and LDAP repositories.

You can use data accessors to search for and retrieve credentials and user identity

attributes, policy settings, accounting data, and other information from SQL and LDAP

data sources. You can insert new information into SQL databases, execute SQL stored

procedures, and process the result data values under program control. This chapter

contains these topics:

• Data Accessor Overview on page 873

• Variable Containers on page 874

• Internal Variable Table (LDAP Only) on page 875

• Data Accessor Configuration on page 875

• Data Conversion Rules on page 889

• Data Accessor Configuration File Examples on page 894

Data Accessor Overview

Dataaccessorsareplug-inmodules, similar to theLDAPandSQLauthenticationplug-ins.

Because they do not implement authentication methods, data accessors are called

generic plug-ins. You configure data accessors with initialization files having the .gen
filename extension.

When Steel-Belted Radius Carrier starts, it processes all the .gen files in its /radiusdir
directory. Each .gen file defines a separate instance of a data accessor plug-in. Settings
in the initialization file specify the name of the shared object file (.so or .dll) to load and
a name string to identify the plug-in instance.Many .gen filesmay refer to a single shared
object file, but the name string must be unique for each plug-in instance.

The .gen file specifies the connection settings and query strings for the SQL database or
LDAP repository. These settings are similar or identical to those in the correspondingSQL

and LDAP .aut files. The .gen file also specifies type declarations used when passing
data between scripts and the plug-ins.

Scripts use the DataAccessor API to communication with data accessors. The
DataAccessor API exposes five methods:
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• newDataAccessor()—Creates a newDataAccessor object bound to a single data
accessor plug-in instance.

• SetInputVariable()—Sets a request data value in the data accessor’s input variable
container.

• GetOutputVariable()—Gets a response data value from the data accessor’s output

variable container.

• Clear()—Deletes all data values in the data accessor’s input and output variable
containers.

• Execute()—Performs a single operation on the external data source.

Formore informationabout theDataAccessorAPI, see “DataAccessorObject”onpage917.

The .gen file hides the details of the external data connection from your scripts. The

DataAccessor API appears the same way to your scripts whether you are connecting to
a SQL database or an LDAP repository.

NOTE: LDAP scripting does not support DataAccessors(). Trying to execute
a DataAccessor() from an LDAP script causes a runtime exception.

Variable Containers

You use variable containers to pass data values back and forth between scripts and data

accessors. Each data accessor instance has two variable containers: an input variable

container and an output variable container. The input container receives data values

from the script, and the output container returns data values to the script.

Variable containers are data arrays. Rows in the array have three columns:

• A unique string identifying one variable in the container.

• The variable data type (string, binary, integer, ipaddress, ipv6address, ipv6prefix,
ipv6interface, or date).

• The actual data value.

Settings in the .gen file specify thenumber of rows in each variable container, the variable
names, and their data types. These settings are fixed when Steel-Belted Radius Carrier

starts up and cannot be changed by your scripts. Only the data values change when you

call the DataAccessor script API.

Call the SetInputVariable() andGetOutputVariable() API calls to transfer data values
into and out of the variable containers. Each function call transfers a single data value.

The name argument selects the container row to read or modify. The namemust match

one of the variable declarations in the .gen file or a runtime error occurs.

To clear all values in both the input andoutput variable containers, call the data accessor

object’s Clear()method.
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When you call the Execute()method, values from the input container are bound into

the SQL query or LDAP search specified in the .gen file. When the operation completes,

selected values are copied from the result to the output container where they may be

read by your script.

Internal Variable Table (LDAPOnly)

Like the LDAP authentication plug-in, the LDAP data accessor has an internal variable

table used for temporary data storage during the processing of LDAP search requests.

The data accessor variable table works in almost the same way as the authentication

plug-in variable table, except that it maps to entries in the input and output variable

containers instead of attributes in the RADIUS request and response packets. The data

flow in and out of the internal variable table is:

1. At thebeginningof eachExecute()call toanLDAPdataaccessor, Steel-BeltedRadius
Carrier uses settings in the [Request] section of the .gen file to select which entries
in the input variable container are copied into the internal variable table.

2. Steel-Belted Radius Carrier performs one or more LDAP searches. After each search

is performed, selected attributes are copiedby name from the LDAP result andplaced

in the internal variable table. Settings in the [Attributes/name] sections of the .gen
file determine which LDAP result attributes are copied.

3. Steel-Belted Radius Carrier uses the [Response] section to select information from

the variable table to be copied to the LDAP data accessor output variable container.

For more information about the variable table, see “Working with the Variable Table” on

page842,and formore informationabout theLDAPrequest life cycle, see “LDAPRequest

Life Cycle” on page 840.

Data Accessor Configuration

SQL Data Accessor Configuration

[Bootstrap] Section

The [Bootstrap] section (Table 131 on page 876) of the SQL data accessor configuration

file specifies information that Steel-Belted Radius Carrier uses to load and start the SQL

data accessor plug-in.

You can configure more than one SQL data accessor plug-in instance. Each requires its

own .gen file in the /radiusdir directory. The [Bootstrap] section of each .gen file must
include one of these libraries as the LibraryName entry:

• radsql_accessor_ora.so

or

• radsql_accessor_jdbc.so

[Bootstrap]
LibraryName=radsql_accessor_ora.so
Enable=1
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Table 131: [Bootstrap] Syntax

FunctionParameter

LibraryName specifies the name of one SQL data accessor plug-in. It may
be:

• radsql_accessor_ora.so

• radsql_accessor_jdbc.so

LibraryName

Specifies whether the SQL data accessor instance is enabled.

• If set to 0, the SQL data accessor instance is disabled.

• If set to 1, the SQL data accessor instance is enabled.

Default value is 0.

Enable

[Results] Section

Thepurposeof the [Results] section is todeclaredataaccessoroutputcontainer variables

andmap them to columns in the SQL query result set.

Consider this SELECT statement:

SELECT user_pwd, attribs, fullname FROM rasusersWHERE user_id =@User-Name

Where user_pwd, attribs, fullname, and user_id are the names of columns in the SQL
table, and rasusers is the name of the SQL table itself. The [Results] section maps the
output variables to the columns retrieved from the SQL database; for example:

[Results]
Password=1
Profile=2
FullName=3

Columns in the SQL query are identified in the [Results] section by number; 1 represents
the first column in the SELECT query (from left to right), and if other columns are also

references, 2 represents the second, and 3 the third, and so on.

[Settings] Section

The [Settings] section (Table 132 on page 877) of the SQL data accessor configuration

file defines parameters that control the database connection.

[Settings]
Connect=DSN=<dsn_name_here>;UID=<username_for_dB>;PWD=<password_for_dB>
SQL=SELECT password, profile FROM userlist WHERE name =@User-Name
ParameterMarker=?
MaxConcurrent=1
ConcurrentTimeout=30
ConnectTimeout=25
QueryTimeout=25
WaitReconnect=2
MaxWaitReconnect=360
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Table 132: *.gen [Settings] Syntax

FunctionParameter

Specifies the number of seconds a request may wait for execution
before it is discarded. Because theremaybemultipleMaxConcurrent
SQLstatementsexecutingatone time, newrequestsmustbequeued
as they arrive until other statements are processed.

ConcurrentTimeout

Specifies the string thatmustbepassed to thedatabaseclient engine
to establish a connection to the database. This string has (or refers
to) information about the name of the database, its location on the
network, the password required to access it, and so forth.

The format of the connect string depends on the type of database
you use:

Oracle:

Connect=<dB_username>/<dB_password>

JDBC:

Connect=DSN=<dsn_name_here>;UID=<username_for_dB>;PWD=
<pas sword_for_dB

Connect

(JDBC only) Specifies the character used to separate fields (DSN,
UID, PWD) in the connect string.

Default value is a ; (semicolon). If the JDBC connect string requires
use of semicolons as part of a field value, you can use this parameter
to specify a different delimiter, such as : (colon).

ConnectDelimiter

Specifies thenumberof seconds towaitwhenattempting toestablish
the connection to the database before timing out.

This value is ignored if the client database engine does not support
this feature.

ConnectTimeout

(JDBConly)Specifies the third-party JDBCdriver to load. For example:

Driver=com/provider/jdbc/sqlserver/SQLServerDriver

NOTE: Third-party JDBC drivers must be installed in the
<JRE-path>/lib/ext directory.Where, <JRE-path> indicates the path
where the JRE (that is integratedwith SBRCarrier) is installed in your
system.Refer to the JDBCdriverdocumentation for informationabout
how to install the JDBC driver and supporting files.

Driver

Activates logging for the Data Accessor and sets the rate at which it
writes entries to the server log file (.LOG). The LogLevel may be the
number 0, 1, or 2, where0 is the lowest logging level, 1 is intermediate,
and 2 is themost verbose. If the LogLevel that you set in the .gen file
is different than the LogLevel in radius.ini, the radius.ini setting
determines the rate of logging.

LogLevel

Specifies the maximum number of instances of a single SQL
statement that may be executing at one time.

MaxConcurrent
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Table 132: *.gen [Settings] Syntax (continued)

FunctionParameter

Specifies the maximum number of seconds to wait after successive
failures to reconnect after a failure of the database connection.

WaitReconnect specifies the time towait after failureof thedatabase
connection.This value isdoubledoneach failedattempt to reconnect,
up to amaximum of MaxWaitReconnect.

MaxWaitReconnect

Specifies the character or sequence of characters used as the
parametermarker in a parameterizedSQLquery. Normally, this is the
question mark (?), but this can vary among database vendors.

ParameterMarker

Specifies the number of seconds to wait for a response to a query
before timing out. This value is passed to the client database engine,
which may or may not implement the feature.

QueryTimeout

Specifies the SQL statement used to access and insert information
in the database and indicates the names of the variables to create
in the input variable container when a SQL statement variable is
precededbya@sign.TheSQLstatementmaybebrokenover several
lines by ending each line with a backslash. The backslash must be
preceded by a space character, and followed by a newline character.
The subsequent lines may be indented for better readability.

Example:

SQL=SELECTpassword, profile, fullname\FROMusertable \WHERE
username =@User-Name

SQL

Specifies thenumberof seconds towait after a failureof thedatabase
connection before trying to connect again.

WaitReconnect

NOTE: Declare input variables within the SQL query string (SQL parameter)
byputtinga@signbefore thevariablename.ThiscausesSteel-BeltedRadius
Carrier to create an entry for the variable in the data accessor’s input variable
container. This is different from the LDAP data accessor, which uses a
separate [Request] section to declare input container variables.

For an example of a SQL accessor configuration, see “Example: SQL Data
Accessor Configuration File” on page 895.

[VariableTypes] Section

The [VariableTypes] section of the SQL data accessor configuration file specifies the

storage data type for each entry in the input and output variable containers.

[VariableTypes]
< variable >=< type >
< variable >=< type >
.
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.

.

Where variable is the name of an input or output container variable and type is the data
type specifier, one of string, binary, integer, ipaddress, ipv6address, ipv6prefix,
ipv6interface, or date.

For more information about selecting the variable type specifier, see “Data Conversion

Rules” on page 889.

LDAP Data Accessor Configuration

[Bootstrap] Section

The[Bootstrap] sectionof theLDAPdataaccessor configuration file specifies information

that Steel-Belted Radius Carrier uses to load and start the LDAP data accessor plug-in.

You can configure more than one LDAP data accessor plug-in instance. Each requires

itsown .gen file in the/radiusdirdirectory.The[Bootstrap]section (Table 133onpage879)
of each .gen file must provide a LibraryName of ldapaccessor.so.

Table 133: *.gen [Bootstrap] Syntax

FunctionParameter

Specifies the name of the LDAP data accessor plug-in.

ldapaccessor.so

LibraryName

Specifies whether the LDAP data accessor instance is enabled.

• If set to 0, the LDAP data accessor instance is disabled.

• If set to 1, the LDAP data accessor instance is enabled.

Default value is 0.

Enable

[Attributes/name] Sections

An LDAP search returns all of the attributes associated with an LDAP entry. Many of

these attributes may not be relevant to your script. When specifying an LDAP Search for

the data accessor, you can provide a list of specific LDAP result attributes to retain by

name in the internal variable table. The other attributes are discarded.

You configure [Attributes/name] sections in the LDAP data accessor .gen file to create
named lists of LDAP attributes. The syntax is as follows:

[Attributes/name]
attribute
attribute
.
.
.

where attribute is the name of an LDAP attribute and name is an arbitrary name for the
section. Youmust type theattributenamesexactly as theyappear in your LDAPdatabase

schema. Use one line per attribute. For example:
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[Attributes/InterestingAttributes]
User-Secret
RADIUS-Profile
Inactivity-Timeout
.
.
.

An [Attributes/name] section is associated with a [Search/name] section using the

Attributes parameter. For example:

[Search/DoLdapSearch]
Attributes = InterestingAttributes

When the search executes, the selected result attributes are stored by name in the LDAP

data accessor internal variable table. If the Attributes parameter is omitted from a

[Search/name] section, all of the attributes returned by the LDAP search are stored. Of

these attributes, only those referred to in the [Response] section of the .gen file are
copied into the output variable container; the rest are discarded after all LDAP searches

have completed.

[Response] Section

The [Response] section provides the LDAP data accessor with the names of variables

to create in the output variable container. It also indicates to the data accessor which

values from the internal variable table to copy to entries in the output variable container

after all LDAP repository searches have completed.

The [Response] section syntax is as follows:

[Response]
outvar = tablevar
outvar = tablevar
.
.
.

Where outvar is the name of a variable in the output variable container and tablevar is
the name of an entry in the internal variable table.

[Search/name] Sections

Each [Search/name] section (Table 134 on page 881) in the LDAP data accessor

configuration file specifies the complete details of one LDAP Search request. You can

use the same search request on various LDAP repositories because the details of the

LDAP server connection are specified separately.

By default, when you execute the search request specified in a [Search/name] section,

all the attributes associated with the resulting LDAP record are retained. Use the

Attributesparameter to specify a list of specific attributes youwant to store in the internal
variable table.

[Search/DoLdapSearch]
Base = o=bigco.com
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Scope = 2
Filter = item1=<value1>
Attributes = LdapAttrs
Timeout = 20
%DN = dn

[Attributes/LdapAttrs]
item2

[Response]
Output-Var = item2

Table 134: *.gen [Search/name] Syntax

FunctionParameter

Specifies an entry in the internal variable in which to place the
distinguished name that results from the Search should be placed.

%DN

Specifies the LDAPattributes relevant toSteel-BeltedRadiusCarrier,
by referencing an [Attributes/name] section elsewhere in the
same .gen file.

Attributes

Specifies thedistinguishedname (DN)of the entry that serves as the
starting point for the search. This filter is a template for an LDAP
distinguishednamestring.The filter followsconventionalLDAPsyntax
andmay be as simple or as complex as LDAP syntax permits. It may
also include replacement variables from the Variable Table.

Each replacement variable consists of the variable name enclosed
in angle brackets (<>). Upon execution of the LDAP Search request,
the value of the variable replaces the variable name.

Base

Specifies the next request section when data is found. The value of
this parameter is a string, name. The name specifies an LDAPSearch
request by referencing a [Search/name] section elsewhere in the
same .gen file. If there is nonext request section, theoverall operation
succeeds.

OnFound

Specifies the next request section when data is not found. The value
of this parameter is a string, name. The name specifies an LDAP
Search request by referencing a [Search/name] section elsewhere
in the same .gen file. If there is no next request section, the overall
operation fails.

OnNotFound
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Table 134: *.gen [Search/name] Syntax (continued)

FunctionParameter

Specifies the filter to apply to the search. This filter is a template for
an LDAP Search string. The filter follows conventional LDAP syntax
andmay be as simple or as complex as LDAP syntax permits, with
multiple attribute/value assertions in Boolean combination. It may
also include replacement variables from the Variable Table.

Each replacement variable consists of the variable name enclosed
in angle brackets (<>). Upon execution of the LDAP Search request,
the value of the variable replaces the variable name.

For example, a Search template that uses theUser-Name and
Service-Type attributes from the RADIUS request might look like
this:

(&(uid = <User-Name>)(type = <Service-Type>))

Filter

Specifies the scope of the search; 0 (search the base), 1 (search all
entries one level beneath the base), or 2 (search the base and all
entries beneath the base at any level).

Scope

TheOnFound andOnNotFound parameters can be used in [Search/name] sections to
create serial chains of search requests. TheOnFound parameter specifies the name of
a search to try if the current search returns a non-empty result from the LDAP repository.

TheOnNotFound parameter specifies the name of a search to try if the current search
fails to return data. Arbitrarily complex search trees may be created.

This example shows a simple LDAP search tree:

[Search/DoSearch2]
Base = o=xyz.com
Scope = 2
Filter = uid=<User-Name>
Attributes = AttrList
Timeout = 20
%DN = dn
OnFound = DoSearch8
OnNotFound = DoSearch9

[Search/DoSearch8]
Base = o=xyz.com
Scope = 2
Filter = uid=<User-Name>
Attributes = AttrList
Timeout = 20
%DN = dn
OnFound = DoSearch9
OnNotFound = DoSearch9

[Search/DoSearch9]
Base = o=xyz.com
Scope = 2
Filter = uid=<User-Name>
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Attributes = AttrList
Timeout = 20
%DN = dn

[Request] Section

The [Request] section provides the LDAP data accessor with the names of variables to

create in the input variable container. It also indicates to the data accessor which input

variable container entries to copy to the internal variable table before execution of the

LDAP search request tree.

[Request]
invar = tablevar
invar = tablevar
.
.
.

Where invar is the name of a variable in the input variable container and tablevar is the
name of an entry in the internal variable table.

tablevarmaybe omitted fromany [Request] entry. If so, the variable in the input variable

container is copied to an internal variable table entry named invar.

[Request]
invar =

[Defaults] Section

The [Defaults] section of the LDAP data accessor configuration file enables you to add

named entries to the internal variable table before the LDAP search tree is executed. You

can reference these variables in your queries, even if they are not initialized from the

[Request] section.

The format of each [Defaults] entry is:

tablevar = value

Where tablevar is the name of a variable in the internal variable table and value is the
value you want to assign to it. For example:

[Defaults]
Filter = campus_only
SessionLimit = 600

[Server/name] Sections

Several sectionsof theLDAPdataaccessor filework together toconfigure theconnection

between the Steel-Belted Radius Carrier server and the LDAP database server(s). The

sections are: [Server], [Server/name], and [Settings].

Each [Server/name] section of the LDAP data accessor file contains configuration

information about a single LDAP server. Youmust provide a [Server/name] section for

each server you named in the [Server] section (Table 135 on page 884). For example:

[Server]
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s1=
s2=
[Server/s1]
Host = ldap_1
Port = 389
.
.
.
[Server/s2]
Host = 130.4.67.1
LastResort = 1
.
.
.

Table 135: *.gen [Server/name] Syntax

FunctionParameter

The BindName parameter specifies the distinguished name (DN) to be
used to connect to the LDAP server. In [Server/name] section, specify a
unique BindName for a specific server. Use the [Settings] section to
specify a default BindName to use for all servers.

BindName

The BindPassword specifies the password to be used to connect to the
LDAP server. In [Server/name] section, specify a unique BindPassword
for a specific server. Use the [Settings] section to specify a default
BindPassword to use for all servers.

BindPassword

Specifies the path of the certificate database for usewith SSL. This path
must not end in a filename.

Certificates

Specifies the number of seconds to wait when attempting to establish
the connection to the database before timing out. This value is passed
to the client database engine, which may or may not implement the
feature.

ConnectTimeout

If the server is down when performing a Search, setting this parameter
to 1 triggers a reconnection attempt before rejecting the request.
Therefore, requests are not rejected due to inactivity timeouts.

This setting applies to a particular server. To apply it for all servers, place
it in the [Settings] section.

FlashReconnect

The hostname or IP address of the LDAP server.

NOTE: For SSL configurations, the hostname accepts only LDAP-style
URIs. For example, ldaps://hostname:port.

Host

Youmay identify a last resort LDAP server by providing a LastResort
parameter in one of these [Server/name] sections, and setting its value
to 1. If the search returns no result, the execution of the search tree
completes (unless OnNotFound is configured).

LastResort

Specifies the version of LDAP protocol, if needed to override the default
given in the [Settings] section.

LdapVersion
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Table 135: *.gen [Server/name] Syntax (continued)

FunctionParameter

Specifies the maximum number of instances of a single LDAP request
that may be executing at one time.

MaxConcurrent

Specifies the maximum number of seconds to wait after successive
failures to reconnect after a failure of the database connection.
WaitReconnect specifies the time to wait after failure of the database
connection. This value is doubled on each failed attempt to reconnect,
up to amaximum of MaxWaitReconnect.

MaxWaitReconnect

The TCP port of the LDAP server, or 0 to use the standard port.

Default value is 0.

NOTE: For SSL configurations, the default port setting is ignored and
the LDAP-style URIs for Host is applied. For example,
ldaps://hostname:port.

Port

Specifies the number of seconds to wait for the execution of an LDAP
request to complete before timing out. This value is passed to the
database engine, which may or may not implement the feature.

QueryTimeout

The value of this parameter is a string, name. The name specifies an
LDAPSearch request by referencinga [Search/name] section elsewhere
in the same .gen file.

Search

• If set to 0, SSL is not used over the LDAP connection.

• If set to 1, SSL is used over the LDAP connection.

Default value is 0.

SSL

Specifies the number of seconds to wait after a failure of the database
connection before trying to connect again.

WaitReconnect

[Server] Section

The [Server] section (Table 136 on page 886) of the LDAP data accessor configuration

file lists the LDAP servers. You can specify more than one server in the [Server] section

for load-balancing or backup. Whenmore than one server is specified, Steel-Belted

Radius Carrier authenticates against these databases in a round-robin fashion.

The syntax is as follows:

[Server]
ServerName=TargetNumber
ServerName=TargetNumber
.
.
.

Where ServerName is the name of a header file section that contains configuration
information for that server, and TargetNumber is an activation target number, a number
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that controlswhen this server is activated forbackuppurposes. TargetNumber is optional

andmay be left blank. For example:

[Server]
s1 =
s2 =
[Server/s1]
.
. ;Connection details for server s1
.
[Server/s2]
.
. ;Connection details for server s2
.
.
.

ASteel-BeltedRadiusCarrier servermaintainsconnectivitywith itsLDAPserversaccording

to these rules:

• The priority of the server by order. The first entry in the [Server] section has the highest

priority.

• By activation target number. The rule for the activation target is that if the number of

LDAPservers thatSteel-BeltedRadiusCarrier is connected to is less than theactivation

target, Steel-Belted Radius Carrier connects to the server and includes it in the

round-robin list. While the number of active servers is equal to or greater that the

activation target, Steel-BeltedRadiusCarrier doesnotuse that server in the round-robin

list. An activation target of 0 indicates that, in the current configuration, this machine

is never used.

[Settings] Section

The [Settings] section (Table 136 on page886) of the LDAPdata accessor configuration

file forms a basis for all Search requests to the LDAP database servers.

The values set in [Settings] for some parameters, such as ConnectTimeout,
MaxConcurrent, orWaitReconnect, provide defaults that apply to all servers. These
default values can be overridden for a particular server by entering the same parameter

with a different value in a [Server/name] section.

Table 136: *.gen [Settings] Syntax

FunctionParameter

In the [Settings] section, BindNameandBindPassword specify a default
LDAP template to use for all servers. You can also use BindName and
BindPassword in [Server/name] sections to override this default for an
individual server.

BindName
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Table 136: *.gen [Settings] Syntax (continued)

FunctionParameter

Specifies the number of seconds to wait when attempting to establish
the connection to the database before timing out. This value is passed
to the client database engine, which may or may not implement the
feature.

Default value is 25 seconds.

ConnectTimeout

• If set to 1, specifies that non-alphanumeric characters, such as (or),
should be converted to an ASCII hex value preceded by a backslash
when they are encountered in a username.

• If set to 0, non-alphanumeric characters are not converted.

Default value is 0.

FilterSpecial
CharacterHandling

If the server is down when performing a Search, setting this parameter
to 1 triggers a reconnection attempt before rejecting the request.
Therefore, requests are not rejected due to inactivity timeouts.

NOTE: The value specified in this parameter can be overridden in
individual [Server/name] sections of this file.

FlashReconnect

Specifies the version of LDAP protocol.

Default value is 2.

LdapVersion

Activates logging for the LDAP data accessor and sets the rate at which
it writes entries to the Steel-Belted Radius Carrier server log file (.LOG).
This value may be the number 0, 1, or 2, where 0 is the lowest logging
level, 1 is intermediate, and 2 is the most verbose.

If the LogLevel that you set in the .gen file is different than the LogLevel
in radius.ini, the radius.ini setting determines the rate of logging.

TheLogLevel is re-readwhenever theserver receivesaSIGHUP(1) signal.

LogLevel

Specifies the maximum number of instances of a single LDAP request
that may be executing at one time.

NOTE: The value specified in this parameter can be overridden in
individual [Server/name] sections of this file.

MaxConcurrent

Specifies the maximum number of seconds to wait after successive
failures to reconnect after a failure of the database connection.
WaitReconnect specifies the time to wait after failure of the database
connection. This value is doubled on each failed attempt to reconnect,
up to amaximum of MaxWaitReconnect.

NOTE: The value specified in this parameter can be overridden in
individual [Server/name] sections of this file.

MaxWaitReconnect

Specifies the next request section when data is found. The value of this
parameter is a string,name. Thename specifies an LDAPSearch request
by referencing a [Search/name] section elsewhere in the same .gen file.
If there is no next request section, the overall operation succeeds.

OnFound
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Table 136: *.gen [Settings] Syntax (continued)

FunctionParameter

Specifies the next request section when data is not found. The value of
this parameter is a string, name. The name specifies an LDAP Search
request by referencing a [Search/name] section elsewhere in the
same .gen file. If there is no next request section, the overall operation
fails.

OnNotFound

Specifies the timeout value in seconds for an individual searchperformed
against the LDAP server.

Default value is 10 seconds.

QueryTimeout

The value of this parameter is a string, name. The name specifies an
LDAPSearch request by referencinga [Search/name] section elsewhere
in the same .gen file.

Search

• If set to 0, SSL is not used over the LDAP connection.

• If set to 1, SSL is used over the LDAP connection.

Default value is 0.

NOTE: The value specified in this parameter can be overridden in
individual [Server/name] sections of this file.

If SSL=1, the Host parameter in [Server/name] accepts only LDAP-style
URIs. For example, ldaps://hostname:port.

SSL

Specifies the number of seconds to wait after a failure of the database
connection before trying to connect again.

WaitReconnect

Specifies the maximum number of seconds for the overall timeout for
each request, which includes the delay in acquiring resources, attempts
against multiple LDAP servers, and so forth.

Default value is 20 seconds.

Timeout

• If set to 0, time values are displayed using the local time.

• If set to 1, time values are displayed using universal time coordinates
(UTC).

UTC

Specifies the number of seconds to wait after a failure of the database
connection before trying to connect again.

NOTE: The value specified in this parameter can be overridden in
individual [Server/name] sections of this file.

WaitReconnect

[VariableTypes] Section

The [VariableTypes] section of the LDAP data accessor configuration file specifies the

storage data type for each entry in the input and output variable containers.

[VariableTypes]
< variable >=< type >
< variable >=< type >
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where variable is the name of an input or output container variable and type is the data
type specifier, one of string, binary, integer, ipaddress, ipv6address, ipv6prefix,
ipv6interface, or date.

For more information about selecting the variable type specifier, see “Data Conversion

Rules” on page 889.

Data Conversion Rules

This section describes the data conversions that occur when you use the SQL and LDAP

data accessors. It provides the rules you need to specify variable types in your scripts,

external databases, and data conversion files.

A single data variable can be represented differently in a script, a data accessor, and an

externaldatabase.Youmustconfigureall threecomponentscorrectly so thatSteel-Belted

Radius Carrier can perform the correct data conversions. Improper configuration can

cause data corruption or runtime errors.

The SQL or LDAP schema determines how data are stored in external databases. Use

the [VariableTypes] section of the LDAP or SQL data accessor .gen file to specify the
corresponding data types for input and output container variables. Youmust also use

the appropriate JavaScript syntax in your scripts.

NOTE: Themaximum integer value supported during data conversion is
2,147,483,647 (0x7FFFFFFF). To retrieve an integer value greater than the
maximum value from the database, the output container variable should be
configured as string in the [VariableTypes] section of the .gen file and the
keywordNumber shouldbeused in your script to convert the string to integer.
For an example configuration, see “Example 4” on page 892.

Output Container

SQL and LDAP data accessor plug-ins require that output container variables map to

database columns of type string. When the DataAccessor.Execute() function is called,
the result strings returned from the database are parsed according to the respective

output container variable types declared in the data accessor configuration (.gen) file.
The parsed data values are stored in the output container.

Subsequently,when theDataAccessor.GetOutputVariable() function is called, a second
conversion is performed. Output container variables of type integer are returned to the
script as JavaScript integer data. All other output container variable types are returned

as strings. To avoid unnecessary data conversions, output container variables that refer

to integer data should be declared as integer in the [VariableTypes] section of the .gen
file. All other output container variables should be declared as string.
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NOTE: It is legal, but inefficient, to declare an output container variable to
be a type other than integer or string. For example, if an output container
variable is declared to be type ipaddress, when the data accessor executes,
the string representation of the address in the databasemust first be
converted to a binary IP address structure, thenwhen the script retrieves the
value from the output container, the binary IP addressmust be converted
back to a string representation. This conversion process wastes a significant
amount of computing resources.

Attempting tomapanoutput container variable toanon-stringdatabase columncauses

a runtime error when the data accessor is executed regardless of the variable type

declaration in the .gen file.

Input Container

Data conversions are not performed when data are passed from the script to the input

container, and from the input container to the database. Input container variablesmight

refer to string, numeric, or binary column data in the database. The data types must all

match across the script, the .gen file, and the database schema.

In most cases, the only input container variable types used with the JavaScript API (and

the corresponding database column types) are integer and string. Other data types can
be stored in the input container by coding the binary data directly as unformatted

JavaScript stringsusing thestandardString.fromCharCode() function.Youare responsible
for programming the binary coding correctly.

Examples

The examples in this section refer to SQL database queries, tables, and columns, but

can apply to LDAP searches, records, and tables.

Example 1

When DataAccessor.SetInputVariable() is called for an integer variable, the JavaScript
API candeterminehowtoconvert the suppliedargument. For example, the following .gen
file configuration declares an input container variable Count of type integer:

Select FooVar FROM barWHERE index =@Count
[VariableTypes]
FooVar=string
Count=integer

[Results]
FooVar=1/64

Both of these statements result in the correct integer data type being passed to the

Count variable in the SQL query:

DataAccessor.SetInputVariable(“Count”, 1234);
DataAccessor.SetInputVariable(“Count”, “1234” );
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In this example, the index column in the databasemust also be of integer type tomatch
theCount input container variable. If not, a typemismatch error occurs when the plug-in
attempts to execute the SQL statement.

Example 2

Represent types other than integer as strings. In this configuration file, the ipaddress
column in database table bar contains IP address values represented as formatted
strings. The input container variable IP-Address is declared as a string in the .gen file;
and in the call to DataAccessor.SetInputVariable(), the argument value is also passed
as a string.

The .gen file configuration is as follows:

Select FooVar FROM barWHERE address =@ip-address

[VariableTypes]
FooVar=string
IP-Address=string

[Results]
FooVar=1/64

The .jsi file configuration is as follows:

DataAccessor.SetInputVariable(“IP-Address”, “128.18.40.1” );

You can change the .gen file to make IP-Address a binary (ipaddress) input container
variable.

[VariableTypes]
FooVar=string
IP-Address=ipaddress

Then the script might have to pass the data to SetInputVariable() as an integer or
unformatted binary string.

var intData = 47276480;
DataAccessor.SetInputVariable(“IP-Address”, intData);

or:

var binData = String.fromCharCode(0x80, 0x12, 0x28, 0x01);
DataAccessor.SetInputVariable(“IP-Address”, binData);

Because the container variable ip-address is declared as type ipaddress, the data
accessor expects the input container data to be in a binary format appropriate to the

type and passes it along unchanged to the database. The definition of the database

address columnmust be changed to an appropriate binary type.

Example 3

This example shows how to retrieve an IP address value from the database. Because

column IP-Address is mapped to an output container variable, the database schema
must declare IP-Address to be of string type.

The .gen file configuration is as follows:
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Select IP-Address FROM foobarWHERE username =@User-Name

[VariableTypes]
IP-Address=string
User-Name=string

[Results]
IP-Address=1/64

The .jsi file configuration is as follows:

DataAccessor.SetInputVariable(“User-Name”, “testuser” );
DataAccessor.Execute();
var addrStr = DataAccessor.GetOutputVariable(“IP-Address” );

Similar results can be generated by declaring output container variable IP-Address to
be of type ipaddress. As noted, this causes the data value to be converted to a binary
form internal to the data accessor, but wastes some computing resources.

Example 4

This example explains how to retrieve an integer value that is greater than themaximum

value 2,147,483,647 (0x7FFFFFFF). In this example, the output container variable is

mapped to thedatabasecolumnUser-IDof type integer. ThevariableUser-ID is declared
as string in the .gen file, because theUser-ID value stored in the database is greater than
themaximum integer value. In the script, theNumber keyword is used to convert the
string back to integer.

NOTE: The following syntax alsoworks in caseswhere the size of the integer
may be unknown.

The .gen file configuration is as follows:

Select User-ID FROM foobarWHERE username =@User-Name

[VariableTypes]
User-ID=string
User-Name=string

[Results]
User-ID=1/64

The .jsi file configuration is as follows:

DataAccessor.Execute();
var intData=DataAccessor.GetOutputVariable(“User-ID” );
IntegerOut=Number(intData);

Supported Data Types and Conversions

Table 137 on page 893 lists supported data types and conversions for input container

variables.
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Table 137: Data Types and Conversions for Input Container Variables

Database TypeJavaScript TypeInput Container Variable Type

IntegerInteger, StringInteger

StringStringString

<Binary Type>UnformattedBinaryString (not
recommended)

• IPv4 Address

• IPv6 Address

• IPv6 Prefix

• IPv6 Interface

• Time

The JavaScript Type column refers to the JavaScript variable types to be passed to the

DataAccessor.SetInputVariable() function for each input container variable type.

NOTE: Werecommendthatyounotconfigure the .gen filewith inputcontainer
variables of these types:

• IPv4 Address

• IPv6 Address

• IPv6 Prefix

• IPv6 Interface

• Time

Instead, represent these data types as formatted strings within the script,
the data accessor, and the database.

Table 138 on page 893 lists supported data types and conversions for output container

variables.

Table 138: Data Types and Conversions for Output Container Variables

Database TypeJavaScript TypeOutput Container Variable Type

StringIntegerInteger

StringStringString

StringType-Specific Formatted
String

• IPv4 Address

• IPv6 Address

• IPv6 Prefix

• IPv6 Interface
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Table 138: Data Types and Conversions for Output Container
Variables (continued)

Database TypeJavaScript TypeOutput Container Variable Type

StringTime-String ( yyyy/mm/dd
[hh[:mm[:ss]]] )

Time

All columns and fields referred to by output container variablesmust contain string data.

Integer output container variables are returned to the script as JavaScript integers. All

other types are converted to formatted JavaScript strings.

Data Accessor Configuration File Examples

This following examples show sample LDAP and SQL data accessor configuration files.

The script examples shown in “LDAP Script Examples” on page 845, “Realm Selection

ScriptExamples”onpage858,and“AttributeFilterScriptExamples”onpage869also refer

to these data accessor configurations.

Example: LDAP Data Accessor Configuration File

[Bootstrap]
LibraryName=ldapaccessor.dll
Enable=0

;
;Define data accessor name, search name, and connection settings
;
[Settings]
MethodName=LdapAccessor
Timeout=20
ConnectTimeout=25
QueryTimeout=10
WaitReconnect=2
MaxWaitReconnect=360
UpperCaseName = 0
SSL = 0
Search = DoLdapSearch

;
;Define the server address and bind credentials
;
[Server]
s1=

[Server/s1]
Host=<LDAPServerNameOrIPAddress>
Port = 389
BindName=uid=admin, ou=sales, o=bigco.com
BindPassword=secret

;
;Map the input variables
;
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[Request]
Input-Var = value1

;
;Map the output variables
;
[Response]
Output-Var = item2

;
;Specify attributes to be copied from search response
;
[Attributes/LdapAttrs]
item2

;
; Define the search filter
;
[Search/DoLdapSearch]
Base = o=bigco.com
Scope = 2
Filter = item1=<value1>
Attributes = LdapAttrs
Timeout = 20
%DN = dn

;
;Define the input and output variable types; default is string
;
[VariableTypes]
Input-Var = string
Output-Var = string

Example: SQL Data Accessor Configuration File

[Bootstrap]
LibraryName=sqlaccessor.so
Enable=0

;
;Define data accessor name, SQL query, and connection settings
;
[Settings]
MethodName=SQLAccessor
SQL=SELECT item1, item2 FROM tablenameWHERE item3 =@Input-Var1
Connect=DSN=<dsn_name_here>;UID=<username_for_dB>;PWD=<password_for_dB>
ParameterMarker=?
MaxConcurrent=1
ConcurrentTimeout=30
ConnectTimeout=25
QueryTimeout=25
WaitReconnect=2
MaxWaitReconnect=360

;
;Map output variables to SQL query result string columns
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;
[Results]
Output-Var1 = 1/32
Output-Var2 = 2/64

;
Define the input and output variable types; default is string
[VariableTypes]
Output-Var1 = string
Output-Var2 = string
Input-Var1 = integer
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CHAPTER 58

Script Reference

This chapter contains a variety of referencematerial applicable to all types of RADIUS

scripting. This chapter contains these topics:

• JavaScript Types on page 897

• API Method Support by Script Type on page 898

• Local and Global Variable Declarations on page 899

• Global Object on page 899

• Ldap Object on page 901

• LdapVariables Object on page 903

• RealmSelector Object on page 905

• SessionControl Object on page 910

• AttributeFilter Object on page 912

• DataAccessor Object on page 917

JavaScript Types

JavaScript types are not defined explicitly. Variable data can be any of these types:

• Integer

• Floating point

• Boolean

• String

• Array of one of the previous types

• Object

Script developers canuse the full capabilities of the JavaScript language, suchasdefining

newobject typesandstoringdata inarrays.However, theAttributeFilter,RealmSelector,
and DataAccessor APIs use simple JavaScript types, and there is no support in the
scripting API for structured IP address or time value types.

Steel-BeltedRadius Carrier data types are represented in JavaScript variables as follows:

• Signed and unsigned integers are stored as JavaScript integers.
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• Binary objects (HEXSTRINGs) are stored as hexadecimal coded JavaScript strings.

• Other data types (IP address types and times) are converted to formatted JavaScript

strings.

NOTE: The Steel-Belted Radius Carrier scripting API does not support
binary conversion of attributes or data accessor variable values from or to
unformatted binary strings.

API Method Support by Script Type

Some API methods are supported for all scripts, while others are only supported for one

or two type(s) of scripts. For details about what methods are supported by the scripts,

see Table 139 on page 898.

Table 139: API Method Support by Script Type

Attribute
Filter Script

Realm Selection
Script

LDAP
ScriptMethodObject

✓✓✓SbrWriteToLog ()Global Object

✓✓✓SbrTrace ()

––✓Ldap.SearchLDAP
LDAPVariables

––✓LdapVariables.Get

––✓LdapVariables.Add

––✓LdapVariables.Reset

–✓–Execute ()RealmSelector

–✓–SetAuthUserName
()

–✓–SetAuthProfile ()

✓✓–Get ()AttributeFilter

✓––Add ()

✓––Reset ()

✓––Replace ()

✓––Execute ()
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Table 139: API Method Support by Script Type (continued)

Attribute
Filter Script

Realm Selection
Script

LDAP
ScriptMethodObject

✓✓–SetInputVariable ()DataAccessor

✓✓–GetOutputVariable
()

✓✓–Execute ()

✓✓–Clear ()

NOTE: Attempting to call an unsupportedmethod from a script causes the
script to returnSCRIPT_RET_FAILUREandan errormessage to appear in the
log.

Local and Global Variable Declarations

Variables declared using the var keyword are local variables, which persist only for the
lifetime of the scope in which they are declared. Top-level local variables in your script

are deletedwhen the script returns. However, variables declaredwithout the var keyword
become properties of the global object. Global variables and their data persist between

calls to your script.

NOTE: Toavoidunintendedconsequences, suchasmemory leaksor security
breaches, use local variables by declaring them using the var keyword:

var count = 0; //Local variable declaration

filter = newAttributeFilter(); //Persistent global property

Global Object

Theglobal object is available toall scriptsatall timesanddoesnotneed tobe instantiated

explicitly.

Logging and Diagnostic Methods

You can use the SbrWriteToLog(), SbrWriteToLogEx() and SbrTrace()methods to
insert messages and trace information into the Steel-Belted Radius Carrier log file.
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SbrWriteToLog()

Purpose

The SbrWriteToLog()method writes text strings to the Steel-Belted Radius Carrier log
file.

NOTE: The SbrWriteToLog()methodmust not be used to log variable data.

Syntax

SbrWriteToLog(msg, [logLevel])

Parameters

Table 140: SbrWriteToLog() Parameters

DescriptionParameter

Specifies the log level of the message. The log level configured in
Steel-Belted Radius Carrier must be greater than or equal to this value for
the message to appear in the log. Optional log level value in range of 0-2.

logLevel

Specifies the message text to be logged.msg

Returns

Nothing.

Example

SbrWriteToLog(“Hello, world.”, 0);

SbrWriteToLogEx()

Purpose

The SbrWriteToLogEx()method supports a format specifier and up to five data
arguments. This methodmust be used when writing variable data.

Syntax

SbrWriteToLogEx(loglevel, format specifier, var1,var2,var3,var4,var5)

Parameters

Table 141: SbrWriteToLogEx() Parameters

DescriptionParameter

Specifies the log level of the message. The log level configured in
Steel-Belted Radius Carrier must be greater than or equal to this value
for the message to appear in the log. Optional log level value in range of
0-2.

loglevel
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Table 141: SbrWriteToLogEx() Parameters (continued)

DescriptionParameter

Applies the format specifiers to the Steel-Belted Radius Carrier log.format specifier

Specifies the variables that can be logged.var1,var2,var3,var4,var5

Returns

Nothing.

Example

var MSISDN = filter.Get(“Funk-SS7-MSISDN”);
SbrWriteToLogEx(2,"MSISDN=%x",MSISDN);

SbrTrace()

Purpose

TheSbrTrace()methodwrites a script trace to the log from the point in the script where

the statement appears.

Syntax

SbrTrace([logLevel])

Parameters

Table 142: SbrTrace() Parameters

DescriptionParameter

Specifies the log level of the message. The log level configured in
Steel-Belted Radius Carrier must be greater than or equal to this value
for the message to appear in the log. Optional log level value in range of
0-2.

logLevel

Returns

Nothing.

Example

SbrTrace(2);

Ldap Object

The Ldap object exposes methods for invoking LDAP queries from scripts.
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LdapMethods

Ldap.Search()

Purpose

The Ldap.Search()method is used to invoke an LDAPquery defined in a [Search/name]
section of the ldapauth.aut file.

Syntax

Ldap.Search(SearchSection)

Parameters

Table 143: Ldap.Search() Parameters

DescriptionParameter

Specifies the name of a [Search/name] section of the ldapauth.aut
file.

SearchSection

Returns

Table 144: Ldap.Search() Return Parameters

DescriptionParameter

The search found amatching LDAP entry.Ldap.FOUND

The search did not find amatching LDAP entry.Ldap.NOTFOUND

The search encountered an unexpected failure.Ldap.FAILED

The specified section was not found in ldapauth.aut.Ldap.NOSUCHSEARCH

The search found the username, but the password is incorrect.Ldap.PASSWORDFAILED

Example

Given this query definition:

[Search/vpn]
Base = ou=vpn dc=jcn dc=com
Scope = 2
Filter = uid=<Vpn-User-Name>
Attributes = VpnAttrList
Timeout = 20
%DN = dn

Use this JavaScript command to invoke the query:

Ldap.Search("vpn");
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LdapVariables Object

The LdapVariables object exposes methods for manipulating attributes in the LDAP
plug-in variable table.

NOTE: If you are trying to access a binary attribute value, youmust use the
“= bin” syntax for the attribute in the [Attributes] section of ldapauth.aut
file. The result is returned to JavaScript as a raw binary (not
hexadecimal-coded) string.

LdapVariables Methods

LdapVariables.Get()

Purpose

The LdapVariables.Get()method retrieves the current value or values for a variable
stored in the LDAP variable table. LdapVariables.Get() can be used to retrieve binary
(raw) data or text strings.

Syntax

LdapVariables.Get( variableName [, nItem ])

Parameters

Table 145: LdapVariables.Get() Parameters

DescriptionParameter

Specifies the name of the variable in the variable table.VariableName

Specifies the index of the value for multi-valued attributes. You can specify
the valueofnItemaspart of thecommand, or youcanuseaseparate variable
to set the value of nItem (as shown in this example).

nItem

Returns

The value of the specified attribute, or a null value if the attribute does not exist or if the

index is out of bounds.

Examples

This example illustrates a single-value attribute lookup:

var name = LdapVariables.Get(“User-Name” );

This example illustrates a multi-value attribute lookup:

var index = 2;
var alias = LdapVariables.Get(“User-Alias”, index);
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LdapVariables.Add()

Purpose

The LdapVariables.Add()method creates a new variable or adds a value to an existing

variable.

Syntax

LdapVariables.Add(variableName, value[, raw])

Parameters

Table 146: LdapVariables.Add() Parameters

DescriptionParameter

Specifies the name of the variable to be created or updated.variableName

Specifies the value of the variable, which might be text or binary data.value

• If set to True, specifies that the value is binary data.

• If set to False, specifies that the value is text.

Default value is False.

raw

Returns

Nothing.

Example

LdapVariables.Add(“Vpn-User-Name”, “Fred” );

LdapVariables.Reset()

Purpose

The LdapVariables.Reset()method deletes all of the values of the specified variable
from the variable table. If the specified variable does not exist, themethod call is ignored.

Syntax

LdapVariables.Reset(variableName)

Parameters

Table 147: LdapVariables.Reset() Parameters

DescriptionParameter

Specifies the name of the variable to be removed from the table.VariableName

Returns

Nothing.
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Example

LdapVariables.Reset(“Vpn-User-Name” );

RealmSelector Object

Objects of the RealmSelector class are used to execute built-in Steel-Belted Radius
Carrier realm selectionmethods from realm selection scripts. To use theRealmSelector
class, scripts must first create an object instance by calling the newRealmSelector()
constructor.

Constructor

newRealmSelector()

Purpose

The newRealmSelector() constructor is used to create a new object instance of the

RealmSelector class.

Syntax

newRealmSelector()

Parameters

Nothing.

Returns

The newRealmSelector() object reference.

Example

filter = new RealmSelector();

newCSTAccessor()

Purpose

The newCSTAccessor() constructor is used to create a new object instance of the

CSTAccessor class.

Syntax

newCSTAccessor(fieldNameArray)

Parameters

Table 148: new CSTAccessor() Parameters

DescriptionParameter

This is an array of strings and each string is the name of a CST field
that may be read in a futureGet() operation. If a field is not named
in the fieldNameArray parameter, an error is returned if it is an
argument to aGet()method for this instance.

fieldNameArray
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Returns

The newCSTAccessor() object reference. If there is no CST record associated with this
JavaScript instance (the current radius transaction), the script terminates and returns

SBR_RET_FAILURE.

Example

var myFields = new Array (“Sbr_UserName,” “Sbr_IpPoolName,“ “Sbr_NasName“);
var CST = new CSTAccessor(myFields);

new SessionControl()

Purpose

The new SessionControl() constructor is used to create a new object instance of the

SessionControl class.

Syntax

new SessionControl()

Parameters

Nothing.

Returns

The new SessionControl() object reference. If there is no CST record associated with
this JavaScript instance, the script terminates and returns SBR_RET_FAILURE.

Example

success = (sc.Execute() == SessionControl.SUCCESS);

RealmSelector Methods

Thesemethods are provided to execute built-in realm selection methods, set the

authentication username passed to the selected directed or proxy realm, and set the

user profile upon return from the realm.

Execute()

Purpose

The Execute()method is used to execute built-in Steel-Belted Radius Carrier realm
selection methods.

Syntax

selector.Execute(method)

Parameters

Table 149: Execute() Parameters—RealmSelector Methods

DescriptionParameter

Specifies thenameof the realmselectionmethod:prefix, suffix,dnis,
attribute-mapping, or undecorated.

method
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Returns

The selected realm name or JavaScript null if no realm is matched.

Example

selector.Execute(“suffix” );

NOTE: Before you canexecute theprefix or suffix built-inmethods, youmust
enable them in the proxy.ini file. If a script has been declared in the
[Processing] section of the proxy.ini file, then the prefix and suffix methods
are enabled automatically. However, if a script has been declared in an
[Inner_Authentication] section of a tunneled .aut file of an authentication
method (TTLS, or PEAP), then youmust explicitly declare the prefix and
suffix methods in the [Processing] section of the proxy.ini file.

SetAuthUserName()

Purpose

The SetAuthUserName()method is used to set the authentication username for the
request.

Syntax

selector.SetAuthUserName(username)

Parameters

Table 150: SetAuthUserName() Parameters—RealmSelector Methods

DescriptionParameter

Specifies the desired authentication username.username

Returns

Nothing.

Example

selector.SetAuthUserName(“RButler” );

SetAuthProfile()

Purpose

The SetAuthProfile()method is used to set the profile to be returned upon successful
authentication.

Syntax

selector.SetAuthProfile(profile)
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Parameters

Table 151: SetAuthProfile() Parameters—RealmSelector Methods

DescriptionParameter

Specifies the profile name.profile

Returns

Nothing.

Example

selector.SetAuthProfile(“Profile1” );

SetLocationGroupProfile()

Purpose

The SetLocationGroupProfile()method is used to set the profile to be returned upon
successful authentication.

Syntax

selector.SetLocationGroupProfile(profile)

Parameters

Table 152: SetLocationGroupProfile() Parameters—RealmSelector
Methods

DescriptionParameter

Specifies the location group profile name.location group profile

Returns

Nothing.

Example

selector.SetLocationGroupProfile(“Profile1” );

CSTAccessor Methods

Thesemethods are provided to get a field value from the CST for the current session.

Get()

Purpose

TheGet()method is used to get a field value from the CST for the current session.

Syntax

Get(name)
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Parameters

Table 153: Get() Parameters—CSTAccessor Methods

DescriptionParameter

Specifies the name of the CST field.name

Returns

The value of the CST field for this session. For standard fields, the JavaScript type of the

return value is similar to theAttributeFilter.Get()method for the attribute used to create
a particular field, listed in Table 164 on page 916. For user-created fields, the JavaScript

type is either a string or integer. If the field name passed as a parameter is not one of the

fields passed into the constructor, the script terminates and returns aSBR_RET_FAILURE

return code.

Example

var username = CST.Get(“Sbr_UserName”);

SetAuthUserName()

Purpose

The SetAuthUserName()method is used to set the authentication username for the
request.

Syntax

selector.SetAuthUserName(username)

Parameters

Table 154: SetAuthUserName() Parameters—CSTAccessor Methods

DescriptionParameter

Specifies the desired authentication username.username

Returns

Nothing.

Example

selector.SetAuthUserName(“RButler” );

SetAuthProfile()

Purpose

The SetAuthProfile()method is used to set the profile to be returned upon successful
authentication.

Syntax

selector.SetAuthProfile(profile)
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Parameters

Table 155: SetAuthProfile() Parameters—CSTAccessor Methods

DescriptionParameter

Specifies the profile name.profile

Returns

Nothing.

Example

selector.SetAuthProfile(“Profile1” );

SetLocationGroupProfile()

Purpose

The SetLocationGroupProfile()method is used to set the profile to be returned upon
successful authentication.

Syntax

selector.SetLocationGroupProfile(profile)

Parameters

Table156:SetLocationGroupProfile()Parameters—CSTAccessorMethods

DescriptionParameter

Specifies the location group profile name.location group profile

Returns

Nothing.

Example

selector.SetLocationGroupProfile(“Profile1” );

SessionControl Object

The SessionControl object allows the JavaScript to initiate session management and

control capabilities.

NOTE: The use of SessionControl objects requires a SCM license.
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Properties

SUCCESS

The SUCCESS property is returned by the Execute()method when the session control
action succeeds.

Example

success = (sc.Execute() == SessionControl.SUCCESS);

FAILURE

The FAILURE property is returned by the Execute()method when the session control
action fails.

Example

failure = (sc.Execute() == SessionControl.FAILURE);

TIME_OUT

The TIME_OUT property is returned by the Execute()method when the session control
action times out.

Example

time_out = (sc.Execute() == SessionControl.TIME_OUT);

MISSING_INFO

TheMISSING_INFO property is returned by the Execute()method when the session
control action needs more information to execute the action requested.

Example

missing_info = (sc.Execute() == SessionControl.MISSING_INFO);

SessionControl Methods

TheseSessionControlmethodsallow the JavaScript to initiate sessionmanagement and

control capabilities.

AddAttribute()

Purpose

The AddAttribute()method is used to add a named attribute to the Session Control
action. If an attribute of the same name exists, the new data value is appended to the

end of the attribute list.

Syntax

AddAttribute(name, value)
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Parameters

Table 157: AddAttribute() Parameters

DescriptionParameter

Specifies the name of the attribute dictionary.name

Specifies a value for the attributevalue

Returns

Nothing.

Example

test.AddAttribute("Unisphere-Med-Ip-Address", "1.1.1.1");

Execute()

Purpose

The Execute()method is used to execute built-in Steel-Belted Radius Carrier CoA/DM
actions.

Syntax

selector.Execute(name)

Parameters

Table 158: Execute() Parameters—SessionControl Methods

DescriptionParameter

Specifies the name of the CoA/DM action to execute. The
deviceModels.xml file defines the CoA/DMactions supported by the
client devices in your network.

For more information, see
“Overview of the Optional Session Control Module” on page 681.

Name

Returns

SUCCESS, FAILURE, TIME_OUT, or MISSING_INFO properties.

Example

success = (test.Execute(“interceptOn” ) == SessionControl.SUCCESS);

AttributeFilter Object

Objects of the AttributeFilter class are used to read, write, modify, and reset attributes
in the RADIUS request or response packets. To use theAttributeFilter class, scriptsmust
first create an object instance by calling the newAttributeFilter() constructor.
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In javascripting, newAttributeFilter() should take either
AttributeFilter.ATTR_LIST_REQUEST or AttributeFilter.ATTR_LIST_RESPONSE as an

argument. This ensures that the new object will always point to either the request or

response list attributes. Without this argument in the constructor, the new object might

not always point to the appropriate list.

Constructor

newAttributeFilter()

Purpose

The newAttributeFilter() constructor is used to create a new object instance of the

AttributeFilter class.

Syntax

newAttributeFilter()

Parameters

Nothing.

Returns

The newAttributeFilter() object reference.

Example

filter = new AttributeFilter();

AttributeFilter Methods

Methodsof theAttributeFilterclassoperateoneither the requestor the responseattribute
list, depending on the context in which they are called. All of the methods of the

AttributeFilter class are available to attribute filter scripts. The AttributeFilter.Get()
method is also available to realm selection scripts.

Get()

Purpose

TheGet()method isused togetanamedattribute fromthe requestor responseattribute

list.

Syntax

Get(name, [index])

Parameters

Table 159: Get() Parameters—AttributeFilter Methods

DescriptionParameter

Specifies the name of the attribute dictionary.name

Specifies the optional index for multi-value attributes; default is 0.index
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Returns

The attribute value or JavaScript null if not found.

Example

filter.Get(“Calling -Station-ID” );

Add()

Purpose

TheAdd()method is used to add a named attribute to the request or response attribute
list. If an attribute of the same name already exists, the new data value is appended to

the end of the attribute list.

Syntax

Add(name, value)

Parameters

Table 160: Add() Parameters

DescriptionParameter

Specifies the name of the attribute dictionary.name

Specifies the string representation of the attribute value.value

Returns

Nothing.

Example

filter.Add(“NAS-IP-Address”, “1.2.3.4” );

Reset()

Purpose

The Reset()method is used to remove one or all instances of a named attribute from
the request or response attribute list. If the index is given, the specified value is removed

from the attribute list and higher-indexed values drop down to fill in the vacancy.

Syntax

Reset(name, [index])

Parameters

Table 161: Reset() Parameters

DescriptionParameter

Specifies the name of the attribute dictionary.name

Specifies the optional index for multi-value attributes; default is remove all.index
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Returns

Nothing.

Example

filter.Reset(“NAS-IP-Address”, 3);

Replace()

Purpose

The Replace()method is used to delete a named attribute and add a new attribute of

the same name and given value. This is equivalent to Reset() followed by Add().When
an index is given, the specified attribute value is removed, the remaining higher-indexed

values drop down to fill in the vacancy, and the new value is appended to the end of the

attribute list. List order is not preserved.

Syntax

Replace(name, value, [index])

Parameters

Table 162: Replace() Parameters

DescriptionParameter

Specifies the name of the attribute dictionary.name

Specifies the string representation of the new attribute value.value

Specifies the optional index for multi-value attributes; default is remove all.index

Returns

Nothing.

Example

filter.Replace(“Calling-Station-ID”, “5551212”, 2);

Execute()

Purpose

The Execute()method is used to execute a statically-defined attribute filter.

Syntax

Execute(name)

Parameters

Table 163: Execute() Parameters—AttributeFilter Methods

DescriptionParameter

Specifies the name of the filter defined in filter.ini.name
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Returns

Nothing.

Example

filter.Execute(“MyStaticFilter” );

AttributeFilter API

Table 164 on page 916 provides a list of the RADIUS attribute data types supported by

the AttributeFilter API.

Table 164: AttributeFilter API Data Types

JavaScript TypeRADIUS Attribute Type

integer• 8-bit integer

• 32-bit integer

• 32-bit hex (HEX4) (Get only)

string• Fixed-length string

• Zero-terminated string

hexadecimal-coded stringArbitrary length hex (HEXSTRING)

type-specific formatted string• IPv4 address

• IPv4 address pool

• IPv6 address

• IPv6 prefix

• IPv6 interface

time string ( yyyy/mm/dd [hh[:mm[:ss]]] )Time

Script developers do not control attribute types; a given attribute’s type is determined

from its name and dictionary entry. Many bit-length variations of integer and hex data

types are possible, but not all are supported or used by Steel-Belted Radius Carrier.

When AttributeFilter.Get() is called, the binary data in the attribute are converted into
a JavaScript variable. When either AttributeFilter.Add() or AttributeFilter.Replace() is
called, the data in a JavaScript variable are converted into the appropriate RADIUS

attribute binary type.

NOTE: Due to an internal limitation in Steel-Belted Radius Carrier, the HEX4
attribute type is supported forGet() only. Attempting toAdd() or Replace()
a variable of type HEX4 causes a script error.
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DataAccessor Object

Objects of the DataAccessor class enable scripts to perform SQL queries and LDAP

searches using the Steel-Belted Radius Carrier SQL and LDAP data accessor plug-ins.

All DataAccessormethods are available to both realm selection and attribute filter

scripts.

Properties

FOUND

Purpose

The FOUND property is returned by the Execute()method when the requested data
object is found.

Example

found = (da.Execute() == DataAccessor.FOUND);

NOTFOUND

Purpose

TheNOTFOUNDproperty is returnedby theExecute()methodwhen the requesteddata
object is not found.

Example

notfound = (da.Execute() == DataAccessor.NOTFOUND);

FAILED

Purpose

The FAILED property is returned by the Execute()method when the data request fails.

Example

failed = (da.Execute() == DataAccessor.FAILED);

PASSWORDFAILED

Purpose

The PASSWORDFAILED property is returned by the Execute()method when the
requested data object did not have the correct password.

Example

passwordfailed = (da.Execute() == DataAccessor.PASSWORDFAILED);

Constructor

The data accessor name is given as an argument to the object constructor.
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newDataAccessor()

Purpose

The newDataAccessor() object instance is required to use theDataAccessormethods.

Syntax

newDataAccessor(name)

Parameters

Table 165: newDataAccessor() Parameters

DescriptionParameter

Specifies the name of the data accessor, as configured in the .gen
file.

name

Returns

The newDataAccessor() object reference.

Example

da = new DataAccessor(“LDAP-Accessor” );

Methods

SetInputVariable()

Purpose

The SetInputVariable()method is used to set a named variable in the data accessor
input container.

Syntax

accessor.SetInputVariable(name, value)

Parameters

Table 166: SetInputVariable() Parameters

DescriptionParameter

Specifies the name of the input container variable from the data
accessor .gen file.

name

Specifies the string representation of the input variable value.value

Returns

Nothing.

Example

SetInputVariable (“Phone-Number”, “5551212” );
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GetOutputVariable()

Purpose

TheGetOutputVariable()method isused togetanamedvariable fromthedataaccessor

output container.

Syntax

accessor.GetOuputVariable(name,[index])

Parameters

Table 167: GetOutputVariable() Parameters

DescriptionParameter

Specifies the name of the output container variable from the data
accessor .gen file.

name

(Optional) Specifies the index value for multivalued attributes. You
can specify the value for index as part of the command, or you can
use a separate variable to set the value for index.

Default value is 0.

index

Returns

The string representation of the output variable value.

Example

The following example illustrates a single-value attribute lookup:

var name = accessor.GetOutputVariable(“User-Name”);

The following example illustrates a multivalued attribute lookup:

var index = 2;

var address = accessor.GetOutputVariable(“Street-Address”,index);

Execute()

Purpose

The Execute()method is used to execute the query or search using the current input
container data values.

Syntax

accessor.Execute()

Parameters

Nothing.
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Returns

FOUND,NOTFOUND, OR FAILED properties.

Example

found = (da.Execute() == DataAccessor.FOUND);

Clear()

Purpose

The Clear()method is used to clear accessor input and output container values.

Syntax

accessor.Clear()

Parameters

Nothing.

Returns

Nothing.

Example

accessor.Clear();
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PART 13

Appendixes

This part contains the following appendixes:

• When and How to Stop and Restart Steel-Belted Radius Carrier on page 923

• Authentication Protocols on page 927

• Importing and Exporting Data on page 929

• Technical Bulletins on page 935

• SIR.sh Script on page 945

• Thread and Flood Control Mechanism on page 949

• Glossary on page 953

921Copyright © 2018, Juniper Networks, Inc.



Copyright © 2018, Juniper Networks, Inc.922

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



APPENDIX A

When and How to Stop and Restart
Steel-Belted Radius Carrier

This appendix explainswhenandhow to stopand restart theSteel-BeltedRadiusCarrier

server. This appendix contains these topics:

Table 168 on page 923 indicates when to stop and restart the server. The least drastic

action that causes this change to take effect is indicated by Yes.

Table 168: When to Stop and Restart Steel-Belted Radius Carrier

Stop/restart
the server

Issue a
SIGHUP (1)
signal

Savethewindow
or fileItem changes:

(Also works)(Also works)YesAccess window or object

YesYesNoaccess.ini file

YesNoNo*.acc files

YesNoNoaccount.ini file

YesYesNoadmin.ini file

Yes(Sometimes)No*.aut files

YesNoNoblacklist.ini file

(Also works)(Also works)YesAuthentication policy

YesNoNo*.dct files

YesNoNo*.dhc files

YesNoNodhcp.ini file

YesNoNo*.dic files

Yes(Sometimes)No*.dir files
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Table 168: When to Stop and Restart Steel-Belted Radius Carrier
(continued)

Stop/restart
the server

Issue a
SIGHUP (1)
signal

Savethewindow
or fileItem changes:

Yes(Sometimes)No*.eap files

YesNoNoeap.ini file

YesNoNoenterprises.oid file)

YesNoNoevents.ini file

(Also works)YesNofilter.ini file

YesNoNo*.gen files

(Also works)(Also works)YesImport *.rif or users file

YesNoNo*.ini for directed accounting

(Also works)(Also works)YesIP Pools dialog or object

YesNoNolockout.ini file

(Also works)YesNoLog levels (in radius.ini file)

(Also works)(Also works)YesProfiles dialog or object

(Also works)(Also works)YesProxy dialog or object

(Also works)YesNo*.pro files

Yes(Sometimes)Noproxy.ini file

YesNoNoradius.dct file

Yes(Sometimes)Noradius.ini file

(Also works)(Also works)YesRADIUS Clients dialog or object

(Also works)(Also works)YesServers dialog or object

YesNoNoservices file

YesNoNosnmpdx.acl file

(Also works)YesNoTLS and TTLS
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Table 168: When to Stop and Restart Steel-Belted Radius Carrier
(continued)

Stop/restart
the server

Issue a
SIGHUP (1)
signal

Savethewindow
or fileItem changes:

(Also works)YesNoTrace levels

(Also works)(Also works)YesTunnels page or object

(Also works)(Also works)YesUsers dialog or object

YesNoNovendor.ini file

• Stopping the Steel-Belted Radius Carrier Server on page 925

• Starting the Steel-Belted Radius Carrier Server on page 925

Stopping the Steel-Belted Radius Carrier Server

After the RADIUS daemon is installed, it stops and starts automatically each time you

shut down or restart the server. If you modify the settings in the Steel-Belted Radius

Carrier configuration files, youmay need to restart the Steel-Belted Radius Carrier server

manually before the server recognizes its new settings.

CAUTION: If theSBRCarrier server is part of aSessionStateRegister cluster,
do not use this procedure.

You can stop the RADIUS daemon on aSolaris server at any time by issuing the following

commands:

cd server-directory
./sbrd stop

Whenyouexecute thesbrdstopcommand,SBRCarrierallows its subsystemstocomplete

outstanding work and release its resources gracefully.

If Steel-Belted Radius Carrier fails to stop after you issue a sbrd stop command, you can

use the optional force argument to terminate all subsystems immediately.

cd server-directory
./sbrd stop force

Starting the Steel-Belted Radius Carrier Server

Youmust restart the RADIUS daemon after youmodify the Steel-Belted Radius Carrier

configuration files.
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Use the following commands to start the RADIUS daemon on a Solaris server:

cd server-directory
./sbrd start

If you change configuration settings for your Steel-Belted Radius Carrier server, you may

need to restart the server to make the changes effective. As an alternative to issuing a

sbrd stop command immediately followed by a sbrd start command, you can use the

sbrd restart command when you want to restart Steel-Belted Radius Carrier.

cd server-directory
./sbrd restart
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APPENDIX B

Authentication Protocols

Table 169 on page 927 provides amatrix of authenticationmethods and their supported

authentication protocols.

Table 169: Authentication Protocols

EAP-MD5EAP-MSCHAP-V2MS-CHAP-V2MS-CHAPCHAPPAPMethod

NoYesNoNoNoNoMicrosoft PEAP available inner
authentication protocols

YesYesYesYesYesYesTTLS available inner
authentication protocols

YesYesYesYesYesYesNative

NoNoNoNoNoYesNative (password saved as Allow
PAP only, {SHA} or {crypt}).

Solaris AuthenticationMethods

NoNoNoNoNoYesSolaris User

NoNoNoNoNoYesSolaris Group

LDAP

NoNoNoNoNoYesBIND

YesYesYesYesYesYesBINDNAME (password stored in
clear- text)

NoNoNoNoNoYesBINDNAME (password stored in
SHA/Solaris Crypt text)

NoYesYesNoNoYesBINDNAME (password Stored as
MD4 hash of Unicode value text)

NoNoNoNoYesYesBINDNAME (password Stored as
enc-md5)
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Table 169: Authentication Protocols (continued)

EAP-MD5EAP-MSCHAP-V2MS-CHAP-V2MS-CHAPCHAPPAPMethod

SQL

YesYesYesYesYesYesPassword stored in clear-text

NoNoNoNoNoYesPassword password stored in
SHA/Solaris Crypt text

NoYesYesNoNoYesPassword stored as {MD4} hash
of Unicode value text

NoNoNoNoYesYesPassword stored as {enc-md5}
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APPENDIX C

Importing and Exporting Data

This appendixdescribeshowtoexport database information fromoneSBRCarrier server

to anXML file, and then selectively import database information into another SBRCarrier

server. The ability to export and import information facilitates configuration of multiple

SBR Carrier servers of the same type (operating system and release level) and role

(standalone, primary, or replica).

SBR Carrier uses XML files with UTF-8 encoding to store exported information. Export

files contain only those attributes that have been assigned values, including defaults.

For example, if an exported local user item does not have a profile associatedwith it, the

exported information does not identify a profile name, though it includes default values

required by SBR Carrier.

NOTE: You cannot import or export Diameter configuration information.

This appendix contains these topics:

• Importing Information from an XML File on page 929

• Exporting Information to an XML File on page 932

Importing Information from an XML File

To import information from an XML file into the database on your SBR Carrier server

using theWeb GUI:

1. Launch theWeb GUI.

2. Select Tools > Import.

The Browse Import File page (Figure 286 on page 930) appears.
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Figure 286: Browse Import File Page

3. Click Browse to browse the XML file containing the information you want to import,
select the file, and clickOpen.

Each tab in the ImportConfigurationpane (Figure 287onpage931) lists the imported
items of a particular category.
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Figure 287: Import Configuration Pane

4. Specifywhat youwant theWebGUI to dowhen it finds anobjectwith the samename

in the SBR Carrier database.

• Select the Skip option button if you want theWeb GUI to leave the item already in

the database intact.

• Select the Replace option button if you want theWeb GUI to overwrite the item in

the database with the imported information.

5. Select the information you want to import by clicking each tab and selecting items

to import.

To select a contiguous range of items, select the first item in the range, hold down

the Shift key, and click the last item in the range.

To select a non-contiguous set of items, hold down theCtrl key as you click each item
you want.
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To select all items in a category, select the check box of the corresponding column

header.

6. Click Import to import the selected items to the SBR Carrier database.

Exporting Information to an XML File

To export information from the SBR Carrier database to an XML file using theWeb GUI:

1. Launch theWeb GUI.

2. Select Tools > Export.

The Export Configuration page (Figure 288 on page 932) appears.

Figure 288: Export Configuration Page

3. Select the information you want to export.

Each tab in the Export Configuration page lists exportable items of a particular
category. For each category, select the appropriate tab and select items you want to

export.
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To select a contiguous range of items, select the first item in the range, hold down

the Shift key, and click the last item in the range.

To select a non-contiguous set of items, hold down theCtrl key as you click each item
you want.

To select all items in a category, select the check box of the corresponding column

header.

4. After youhave selected the items youwant to export, clickExport to save the selected
items as an XML file.
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APPENDIX D

Technical Bulletins

This appendix contains the following technical bulletins:

• Service Type Mapping on page 935

• Ascend Filter Translation on page 942

• Changing IP Addresses in an SSR Cluster Without Redefining the Cluster on page 944

Service TypeMapping

Service typemapping enables a single user to havemultiple authorization attribute sets

based on the service type the user is requesting. The service type is determined based

on request attributes using rules that may differ depending on the NAS device.

Using static configuration parameters in the servtype.ini file, you can specify, on a
NAS-by-NAS basis, a mapping of request attributes or values to service type strings.

These strings can be attached to the username, either as a prefix or as a suffix. The

elaborated username is used for both authentication and authorization, and for allowing

different authorizations based on the service type requested.

Configuration

Service typemapping is configured in the following way:

• Create multiple Local User entries in the database according to specific naming and

mapping conventions. For example:

ppp:george
vpn:george
ppp:martha
isdn:martha

• Define a set of rules in the servtype.ini file mapping each incoming Access-Request
packet to the appropriate database entry for the user.

Local User Database Entries

The Local User entries you define to support service typemapping must follow a

consistent naming convention. However, you are free to use any convention you like.
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For example, you can store entries for PPP users using the convention ppp:username
(forexample,ppp:georgeandppp:martha)andentries forVPNusersusing theconvention
vpn:username (vpn:george and vpn:martha).

For the mapping to work, however, youmust define users who do not have any of these

mapped prefixes or suffixes in the local users database. For example, if youwant tomap

vpn:emil and ppp:emil so that the appropriate profiles are returned, you can enter three
user entries in the local users database:

vpn:emil
ppp:emil
emil

Alternatively, you can omit emil from the local users database, authenticate emil against
a non-local method and then apply the mapping. Themapped names still have to be in

the local user database for profiles to be returned.

You can support classes of service by varying the string you use in creating Local User

entries. For example, if you offer three classes of VPN service, your VPN entries might

use the conventions vpn1:username, vpn2:username, and vpn3:username (for example,
vpn3:george and vpn1:martha).

Adelimiting character (suchasa colon) in your service type stringmakes your user record

names easier to read—for example, vpn:amar instead of vpnamar. When you design a

service type string, considerwhether it is aprefix (string+ separator) or a suffix (separator
+ string) to the username.

NOTE: You can define Local User records using the Administration program
or the LDAP configuration interface.

servtype.ini File

Theservtype.iniconfiguration file controls service typemappingandcontains thesections
listed in Table 170 on page 936.

Table 170: servtype.ini Syntax

Meanings
servicetype.ini
Section

Indicates how to attach the service type string to the username before
look up in the Local User database: by prefix, by suffix, or not at all. The
two fields Prefix and Suffixmay be enabled (set to 1) or disabled (set to
0) independentlyof eachother. If bothare set to0(thedefault) the service
type feature is completely disabled.

Using this example, if user george requests PPP service and the string for
that service type is ppp:, the Local User record with the return list for this
request has the name ppp:george.

[Settings]

Copyright © 2018, Juniper Networks, Inc.936

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide



Table 170: servtype.ini Syntax (continued)

Meanings
servicetype.ini
Section

Enables you to map NAS devices to [mapping] sections. The syntax for
[NAS] is as follows:

[NAS]

NASname =mapping

NASname =mapping

.

.

.

NASname =mapping

Each NASname in the [NAS] section must match the name of a RADIUS
client entry in the database. When an Access-Request is received, its
NAS-IP-Address attribute is matched to a RADIUS client entry in the
database. If a match is found, and the RADIUS client namematches a
NASname in the [NAS] section, a corresponding [mapping] section is
found.

[NAS]
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Table 170: servtype.ini Syntax (continued)

Meanings
servicetype.ini
Section

Each section does the following:

Names the strings to be added to the username for performing lookups
in the Local User database, to find the correct return list.

Provides a set of rules which the incoming Access-Request packet must
meet if an Access-Accept is to be returned.

The syntax for each [mapping] section is as follows:

[mapping ]

ServiceTypeString

RADIUSattribute = value

~RADIUSattribute = value

.

.

.

ServiceTypeString

RADIUSattribute = value

RADIUSattribute = value

.

.

.

There may be zero or more rules in each ServiceTypeString section.

Each rule isastatementaboutanattribute in the incomingAccess-Request
packet. Each rule begins with a tab character, followed by a
RADIUSattribute=value string, followed by a carriage return. Every
component of the rule is optional.

If a rule provides a RADIUSattribute field, this fieldmust name a standard
or vendor-specific RADIUS attribute that is known to the server. If a rule
providesanoptional value field, this fieldmust nameavalidpossible value
for that attribute.

[mapping]
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Table 170: servtype.ini Syntax (continued)

Meanings
servicetype.ini
Section
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Table 170: servtype.ini Syntax (continued)

Meanings
servicetype.ini
Section

The following logic is applied to the [mapping] section:

1. Thenext (initially, the first)ServiceTypeString in the [mapping] section
is sought. It combines the ServiceTypeStringwith the username as
defined in the [Settings] section, and tries to find amatching Local
User entry.

If a matching entry is found, each rule in the ServiceTypeString section
is tried against the attributes in the incoming Access-Request packet.
Otherwise, if there was no next ServiceTypeString or nomatch could
be found, the user is rejected.

2. In the following example, the rule syntax is: RADIUSattribute = value

If theRADIUSattributenamed ispresent in theAccess-Requestpacket,
and if it has the value shown, this rule is true. Evaluate the next rule. If
there is no next rule, select this ServiceTypeString.

If the RADIUSattribute named is not present in the Access-Request
packet, or if it is present but does not have the value shown, then
control returns to step 1.

3. In the following example, the rule syntax is:

RADIUSattribute

NOTE: The absence of a value is important. If the RADIUSattribute is
present in the Access-Request packet, this rule is true. Evaluate the
next rule. If there is no next rule, select this ServiceTypeString.

If the RADIUSattribute is not present in the Access-Request packet,
control returns to step 1.

4. In the following example, the rule syntax is:

~RADIUSattribute =value

NOTE: Note the tilde (~) operator. If the RADIUSattribute named is
present in theAccess-Requestpacket, and if it doesnothave the value
shown, this rule is true. Evaluate the next rule. If there is no next rule,
accept this ServiceTypeString.

If the RADIUSattribute named is not present in the Access-Request
packet, or if it is present but has the value shown, control returns to
step 1.

NOTE: The following is not valid syntax: RADIUSattribute = ~value

5. In the following example, the rule syntax is:

~RADIUSattribute

NOTE: Note the tilde (~) operator and the absence of a value. If the
RADIUSattribute named is not present in the Access-Request packet,
this rule is true. Evaluate the next rule. If there is no next rule, accept
this ServiceTypeString.

If theRADIUSattributenamed ispresent in theAccess-Requestpacket,
control returns to step 1.

6. If no RADIUSattribute rules are provided and a ServiceTypeString
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Table 170: servtype.ini Syntax (continued)

Meanings
servicetype.ini
Section

section exists, but contains no rules, theServiceTypeString is selected
automatically.

7. If noServiceTypeString sectionsareprovidedanda [mapping] section
exists, but is empty, the user is rejected automatically.

In addition to enabling a prefix or suffix, the [Settings] section of the servtype.ini file
enables you to specify a default [mapping ] section to be usedwhen anAccess-Request
packet arrives from a NAS device that is not listed in the [NAS] section of servtype.ini.
The syntax for setting this default is as follows:

[Settings]
Default = mapping

TheDefault field is optional. If youdonot set upadefaultmapping, and the server cannot

determine the mapping in any other way, the server ignores the service type and

authenticates the user without it.

The following is a sample servtype.ini file:

[Settings]
Prefix=1
Suffix=0
Default=defaultmap

[NAS]
nas1=nas1map
nas2=nas2map

[nas1map]
ppp:
Framed-Protocol=1
Service-Type=2

vpn:
Framed-Protocol=6
~Service-Type=2

other:
Framed-Protocol
Service-Type

[nas2map]
analog:
NAS-Port-Type=1

isdn:
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NAS-Port-Type=2

[defaultmap]
ppp:

Any syntax error in the servtype.ini file prevents initialization of the file. If this occurs,
service typemapping is disabled. This event is logged in the date.log file.

Ascend Filter Translation

Ascend defines two attributes—Ascend-Data-Filter (242) and Ascend-Call-Filter
(243)—that contain structured binary data representing a filter to be applied to the NAS

device.

Insteadof entering hexadecimal strings to configure these attributes, users can configure

these attributes as text strings. Steel-Belted Radius Carrier automatically converts the

text strings to the proper binary representation. The original filter attributes are still

supported, and these attributes still may be configured as hexadecimal strings.

The following attributes allow configuration as text:

Ascend-Data-Filter-String
Ascend-Call-Filter-String

When Steel-Belted Radius Carrier formats a response packet, it translates the string

version of the attribute to the appropriate binary value, and returns the attribute in the

Access-Accept message.

Configuration

These attributesmay be entered as text strings through theWebGUI. The attributesmay

also be returned from an LDAP or SQL database during authentication.

No syntax validation is performed when the attribute is configured. The validation of

syntax occurs onlywhen the response packet is formatted. If the syntax is invalid, a reject

response is issued and an error is logged.

NOTE: We recommend that you test these attributes before using them on
a production server.

Two types of filter are supported: ip and generic.

Syntax

In the syntax descriptions in Table 171 on page 943, brackets [ ] indicate that the items

enclosed are optional.

ip [direction] [action] [srcipaddress[/mask]] [dstipaddress[/mask]]protocol [srcport
operator port] [dstport operator port]
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Table 171: Syntax

ValuesParameter

May be in or out. The default is out.direction

May be forward or drop. The default is drop.action

An IP address in decimal dotted notation.address

The number of bits (decimal) in the network
portion, from 0 through 32. The default is based
on class of network.

mask

The protocol number (decimal); for example, 6
for TCP or 17 for UDP. The following protocol
names are translated to the proper number:

icmp(1)

tcp(6)

udp(17)

ospf(89)

protocol

Maybe=(equal sign), != (exclamationandequal
sign), < (less than), or > (greater than).

operator

The port number (decimal). In addition, the
following service names are translated to the
proper port number:

ftp-data(20)•www(80)

ftp(21)•kerberos(88)

telnet(23)•hostname(101)

smpt(25)•nntp(119)

nameserver(42)•ntp(123)

domain(53)•exec(512)

tftp(69)•login(513)

gopher(70)•cmd(514)

finger(79)•talk(517)

port

Example:

ip out forward srcip 10.1.1.0/24 6 dstport = 80 srcport < 1023
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NOTE: SeeyourAscenddocumentation fordetailsabout thesyntax for these
attributes.

Changing IP Addresses in an SSR ClusterWithout Redefining the Cluster

The Steel-Belted Radius Carrier software generates the required configuration files that

contain thecluster definitiondetails andcluster nodedetails. Thesedetails are configured

in each SM node and D node, which form part of the SSR cluster.

When you changean IP address of anSMorDnode in the cluster, you should also change

the IP address of the node available under the cluster node details in the configuration

files. You can change the IP address of the node by redefining the cluster or bymanually

changing the IP address in the generated configuration files in all other SM and D nodes.

Tomanually change the IP address:

• In SM nodes, replace the old IP address with the new IP address in the following files:

• dbclusterndb.gen in /opt/JNPRsbr/radius

• config.ini in /opt/JNPRhadm

• my.cnf in /opt/JNPRhadm

• In D nodes, replace the old IP address with the new IP address in the following files:

• config.ini in /opt/JNPRhadm

• my.cnf in /opt/JNPRhadm

CAUTION: Manually changing the generated configuration files in SM or D
nodesmight result in loss of data. It is recommended that you completely
redefine the SSR cluster by configuring cluster definition and cluster node
details in each SM node and D node so that the software generates updated
configuration files. For more information about configuring SSR nodes, see
the SBR Carrier Installation Guide.
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APPENDIX E

SIR.sh Script

You can use the SIR.sh script to collect information from your systemwhen the

information is requested by JTAC. The collected information is stored in tar files under a

directory named SBR_Information_Report, in the user-defined path or in the default
path (/opt/JNPRsbr/radius/debug/).Using this script, youcancollectSBRconfiguration
information, process information, system information, package and patch information,

log files, and core files. Youmust configure the corresponding parameters in theSIR.conf
file to collect these information. For more information about configuring the SIR.conf
file, see the SBR Carrier Reference Guide.

NOTE: Make sure that all the following basic OS commands used by this
script are available in your system: pstack, pfiles, netstat, lsof, dmidecode,
prtdiag, ls,grep, rm, find, file,mkdir,ps,pgrep,prtconf,netstat,uname,pfiles,
iostat, df, and rpm.

You cannot use the SIR.sh script to collect information from remote SBR
Carrier servers.

This appendix contains the following sections:

• Syntax on page 945

• Options on page 945

• Example on page 946

Syntax

The syntax of the SIR.sh script is:

SIR.sh [ -dDestDir ] [ -r RadiusCore ] [ -c CstserverCore ] [ -s SnmpCore ]
SIR.sh -h

Options

Table 172 on page 946 lists the options that you can use with the SIR.sh script.
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Table 172: SIR.sh Options

DescriptionOption

Specifies the absolute path where you want to store the tar files under a directory named
SBR_Information_Report.

-d DestDir

Specifies the RADIUS core file (with the absolute path) to be collected. For example, ./SIR.sh -r
/opt/JNPRsbr/radius/core.1624.

NOTE: TheSIR.sh scriptmust be executedwith this option if you have enabled the radius parameter
in the [Core_Files] section of SIR.conf file.

-r RadiusCore

Specifies the separate session database process core file (with the absolute path) to be collected.
For example, ./SIR.sh -c /opt/JNPRsbr/radius/core.1625.

NOTE: TheSIR.shscriptmustbeexecutedwith thisoption if youhaveenabled thecstserverparameter
in the [Core_Files] section of SIR.conf file.

-c CstserverCore

Specifies the SNMP core file (with the absolute path) to be collected. For example, ./SIR.sh -s
/opt/JNPRsbr/radius/core.1626.

NOTE: The SIR.sh script must be executedwith this option if you have enabled the snmp parameter
in the [Core_Files] section of SIR.conf file.

-s SnmpCore

Displays help for the SIR.sh script.-h

NOTE: Youcan identify ordifferentiateRADIUS,SNMP,andseparate session
database process core files by using the file core_filename command.

Example

Youmust log in to the system as a root user for executing the SIR.sh script. By default,
the script is located in the /opt/JNPRsbr/radius/install/debug path. The following
example displays a sample output of SIR.sh script executed with the -dDestDir option.

$ ./SIR.sh -d /tmp/Storage

[ INFO ]: All requested data will be stored in the directory [ 
/tmp/Storage/SBR_Information_Report/ ].
[ INFO ]: 8.7G available in the [ /tmp/Storage/SBR_Information_Report/ ] directory.
[ INFO ]: Configured SBR directory: [ /opt/JNPRsbr/radius/ ].
Do you wish to continue ( Y/N ) [N]: Y

[ INFO ]: Processing Level One Information.
[ INFO ]: Processing text-based configuration file section.
[ INFO ]: Processing GUI configuration section.
[ INFO ]: Processing SBR package and patch information.
[ INFO ]: Processing SBR dictionary section.
[ INFO ]: Processing SBR jar and certificate section.
[ INFO ]: Processing SBR XML file section.
[ INFO ]: Processing radius process information.
[ INFO ]: cstserver-64 process is not running.
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[ INFO ]: Processing System information section.
[ INFO ]: Level1 information packed in Level1.tar.gz file.

The following example displays a sample output of SIR.sh script executed with the -d
DestDir and -r RadiusCore options.

$ ./SIR.sh -d /tmp/Storage/ -r /opt/JNPRsbr/radius/core.162408

[ INFO ]: All requested data will be stored in the directory [ 
/tmp/Storage//SBR_Information_Report/ ].
[ INFO ]: 8.7G available in the [ /tmp/Storage//SBR_Information_Report/ ] 
directory.
[ INFO ]: Configured SBR directory: [ /opt/JNPRsbr/radius/ ].
Do you wish to continue ( Y/N ) [N]: Y

[ INFO ]: Processing Level One Information.
[ INFO ]: Processing text-based configuration file section.
[ INFO ]: Processing GUI configuration section.
[ INFO ]: Processing SBR package and patch information.
[ INFO ]: Processing SBR dictionary section.
[ INFO ]: Processing SBR jar and certificate section.
[ INFO ]: Processing SBR XML file section.
[ INFO ]: Processing radius process information.
[ INFO ]: cstserver-64 process is not running.
[ INFO ]: Processing System information section.
[ INFO ]: Processing Level Two Information.
[ INFO ]: Processing Log File Section.
[ INFO ]: Configured date : 01-10-2014.
[ INFO ]: Processing core file section.
[ INFO ]: Collecting radius core file.
[ INFO ]: Level1 information packed in Level1.tar.gz file.
[ INFO ]: Level2 information packed in Level2.tar.gz file.
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APPENDIX F

Thread and Flood Control Mechanism

SBR Carrier uses thread pools to process many concurrent authentication, accounting,

and proxy requests. Under certain circumstances, a thread pool may be flooded by

incoming requests caused by failovers or clients coming online. SBR Carrier uses the

flood control feature to queue the packets (for example, first-in-first-out) until threads

are available to process them.

NOTE: The flood control feature does not guarantee that every received
packet is processed. Evenwith the flood control feature properly configured,
it is possible that RADIUS packets are still dropped.

This appendix contains the following sections:

• Thread Control Settings on page 949

• Flood Control Settings on page 950

• SNMP Trap on page 951

• Logging Information on page 951

Thread Control Settings

This section provides information about the thread control settings in the [Settings]

section of the radius.ini file.

• Max-Auth-Threads = 1 to 100,000 (default value is 100)

• Max-Acct-Threads = 1 to 100,000 (default value is 200)

• Max-Proxy-Threads = 1 to 100,000 (default value is 100)

Each thread setting controls the maximum number of threads allocated to handle the

system load.Theauthenticationandaccounting threadsettingshandleall authentication

and accounting requests, while proxy threads are responsible for forwarding accounting

requests to proxy realms configured with Block=0. In this case, a separate proxy thread

is used to handle the forwarding of the request, while the original accounting thread

delivers the response to the NAS.

• Auth-Receive-Realtime-Thread-Priority = <0-2,147,483,647> (default value is

2,147,483,647, not real time)
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• Acct-Receive-Realtime-Thread-Priority = <0-2,147,483,647> (default value is

2,147,483,647, not real time)

Proxy thread priority is set by the RealTime configuration setting in the [Configuration]

section of the proxy.ini file.

ForWorkerThreadStackSize in the [Settings] section of the radius.ini file, the default
value is 512K (524,288).

See the JuniperNetworksSteel-BeltedRadiusCarrierReferenceGuide formore information.

Flood Control Settings

When all the threads for a packet type are in use simultaneously and flood queues are

enabled, packets received are placed in a queue to be processed on a best-effort basis,

in a defined order.

This section provides information about the following flood control settings in the

[Configuration] section of the radius.ini file:

• Set the Max-Auth-Floods, Max-Acct-Floods, and Max-Proxy-Floods, which is the

maximumnumber of packets retained by the flood queue. The default is 10,000 times

the number of threads.

• The value for Max-Auth-Threads-In-Flood, Max-Acct-Threads-In-Flood, and

Max-Proxy-Threads-In-Flood by default is half the total threads for the type. The

minimum value is 1 and themaximum value is the number of threads configured. This

is the maximum number of threads that are allowed to process packets in the flood

queue, rather than taking newwork.

• The value for Auth-Flood-Queue-Shape, Acct-Flood-Queue-Shape, and

Proxy-Flood-Queue-Shape is FIFO, LIFO, or RAND. This is the order in which the queue

is drained, as well as the order in which packets are dropped if the flood queue is filled.

• FIFO (First-In-First-Out)–Drops the new packet if the queue is full. This is

recommended for most instances.

• LIFO (Last-In-First-Out)–Drops the oldest packet in the queue when the queue is

full, always puts the new packet at the start of the queue, and always gets the last

packet in the queue first. This is recommended when you know you have to throw

packets away, in certain cases, to keep up with the workload.

• RAND (Random-in-Random-Out)–If the queue is full, drops either the first packet

in the queue or the packet being received in order to get an item of work out of the

queue. Drops random packets in the queue while the queue is full. This is rarely

recommended,butapproximates randomdelays. In somecasesofnetwork flooding,

it may be desirable to randomly distribute responses.

See the JuniperNetworksSteel-BeltedRadiusCarrierReferenceGuide formore information.
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SNMP Trap

The FloodQueueOverflow warning trap is sent whenever a request is dropped due to

threads not being available and themaximum size of the flood queue being reached.

The trap can be diluted (sent only every n times a request is dropped) by adding

FloodQueueOverflow = n to the [Dilution] section of events.ini, where n represents the
number of packets that must be dropped before the trap is sent. The OID for this SNMP

trap is defined in fnkradtr2.mib.

See the JuniperNetworksSteel-BeltedRadiusCarrierReferenceGuide formore information.

Logging Information

The thread pool and flood queue information is logged to the SBRC log. To see the flood

queue in action, turn on the following flood info parameter in the [Status] setting of the

radius.ini file:

[Status] section

Auth-Thread-Flood-Info
Acct-Thread-Flood-Info
Proxy-Thread-Flood-Info

See the “Settings to Support the Proxy CoA/DM Functionality” on page 696 for more

information.
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Glossary

Numerics

3GPP Third generation Partnership Project (GSM).

3GPP2 Third generation Partnership Project 2 (CDMA).

802.1X IEEEstandard802.1X.Standard forLocalandMetropolitanAreaNetworks-Port-BasedNetwork

AccessControl. Defines amechanism that allowsa supplicant (client) to connect to awireless

access point or wired switch so that the supplicant can provide authentication credentials

that can be verified by an authentication server.

A

AAA Authentication, Authorization, and Accounting.

AC Access Controller.

accounting The process of recording and aggregating resource use statistics and log files for a user,

connection session, or function for billing, system diagnosis, and usage planning.

ACL Access Control List.

agent SNMPmodule on amanaged device that responds to requests from amanagement station

and sends traps to one or more recipients (trap sinks) to inform administrators of potential

problems.

AKA Authentication and Key Agreement. An extension to the EAP protocol that enables

authentication and session key distribution using amechanism based on symmetric keys and

usually runs on a USIM.

AP Access Point.

APN Access Point Name.

attribute RADIUSattributes that carry specific authentication, authorization, andaccountingmessages.

AuC Authentication Center. The network element that provides the triplets for authenticating the

subscriber.
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authentication The process of verifying the identity of a device and its user. This process is accomplished

through transmission of identifying data at the time of connection.

Authentication and

Key Agreement

See AKA.

authentication server A back-end server that verifies, from the credentials provided by an access client, whether the

access client is authorized to use network resources.

authorization The process of controlling the access settings, such as privileges and time limits, that the user

can exercise on a protected network.

autonomous server ASteel-BeltedRadius Carrier server that does not use centralized configurationmanagement.

AVP Attribute Value Pair. An attribute and its corresponding value; for example,User-Name =

admin.

B

balun Balanced/unbalanced converter. A device used to match impedance between balanced and

unbalanced lines, usually twisted-pair and coaxial cable.

BAOC Barring of All Outgoing Calls.

blacklist Aprofileof checklist attributes thatcauseSteel-BeltedRadiusCarrier to rejectanauthentication

request. For example, a blacklist profile might specify calling station phone numbers or IP

addresses that are blocked by Steel-Belted Radius Carrier.

BS Base Station.

C

CA Certificate Authority. A trusted entity that registers the digital identity of a site or individual

and issues a digital certificate that guarantees the binding between the identity and the data

items in a certificate.

CCB Customer Care and Billing system.

CCM Centralized Configuration Management. The process by which configuration information is

shared between a primary RADIUS server and one or more replica RADIUS servers so that all

machines operate in a similar way.

CDF Charging Data Function.

CDR Call Detail Record. Call transaction record created by an MSC to track the network resources

usedby subscribers inmaking and receiving calls, so that billing systems can compute charges

based on usage.

certificate A digital file signed by a CA that guarantees the binding between an identity and the contents

of the certificate.
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CG Charging Gateway. Device that collects, validates, and consolidates CDRs from other network

components for processing by the network billing system.

Change of

Authorization

See CoA.

CHAP Challenge Handshake Authentication Protocol. An authentication protocol where a server

sends a challenge to a requestor after a link has been established. The requestor responds

with a value obtained by executing a hash function. The server verifies the response by

calculating its own hash value. If the two hash values match, the authentication is

acknowledged.

checklist A list of attributes that must accompany a request for connection before the connection

request can be authenticated.

CoA Change of Authorization. Refers to RADIUS Change of Authorization, which is the dynamic

changeof the stateof apreviously authorized sessionbyuseofaRADIUS request sent towards

the access equipment.

community A group of devices andmanagement stations running SNMP. An SNMP device or agent may

belong to more than one SNMP community.

community string Character string included in SNMPmessages to identify valid sources for SNMP requests and

to limit access toauthorizeddevices. The readcommunity stringallowsanSNMPmanagement

station to issue Get and GetNext messages. The write community string allows an SNMP

management station to issue Set messages.

credentials Data that is verified when presented to an authenticator, such as a password or a digital

certificate.

CRL Certificate Revocation List. A data structure that identifies the digital certificates that have

been invalidated by the certificates’ issuing CA before their expiration date.

CSCF Call Session Control Function.

D

daemon A program on a UNIX or Linux host that runs continuously to handle service requests.

DHCP DynamicHostConfigurationProtocol. Protocolbywhichaserverautomatically assigns (leases)

a network address and other configuration settings to a client temporarily or permanently.

dictionary Text file that maps the attribute/value pairs supported by third-party RADIUS vendors.

Disconnect Message See DM.

DM Disconnect Message. Refers to RADIUS Disconnect, which is the dynamic termination of a

previously authorized session by use of aRADIUS request sent towards the access equipment.
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DNIS Dialed Number Identification Service. A telephone service that identifies what number was

dialed by a caller.

DNS Domain Name Service. Internet protocol for mapping hostnames, domain names, and aliases

to IP addresses.

E

EAP Extensible Authentication Protocol. An industry-standard authentication protocol for network

access that acts as a transport for multiple authentication methods or types. Defined by RFC

2284. The base protocol used for a variety of authenticationmethodswith Radius and 802.1X.

EAP-AKA EAPmethod that allows authentication with amobile subscriber USIM card.

EAP-SIM EAPmethod that allows authentication with amobile subscriber SIM card.

EAP-TLS Authenticationmethod thatusesEAP(ExtensibleAuthenticationProtocol)andTLS(Transport

Layer Security).

EAP-TTLS AuthenticationmethodthatusesEAP(ExtensibleAuthenticationProtocol)andTTLS(Tunneled

Transport Layer Security).

Extensible

Authentication

Protocol

See EAP.

F

FMC Fixed/Mobile Convergence.

FQDN Fully Qualified Domain Name.

FTP File Transfer Protocol.

function (Specific to IMS) Any one of the identified (and named) separable components of the IMS,

which communicates with other functions exclusively using reference points.

G

General Packet Radio

Service

See GPRS.

GGSN Gateway GPRS Support Node.

Global System for

Mobile

Communications

See GSM.

GPRS General Packet Radio Service. Packet-based wireless communication service for wireless

phones andmobile computer users.
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GSM Global System for Mobile Communications. A mobile telephone system that uses a SIM for

subscriber identification.

GUI Graphical User Interface.

H

HA Home Agent. Maintains connection information about the mobile station (MS) andmanages

a persistent IP connection on the network for the MS. (In the SBR/HA 5.5 release, HAmeant

“High Availability,” but that term has been deprecated in favor of Session State Register, or

SSR.)

HAAA Home Authentication, Authorization and Accounting server. AAA server on the subscribers

home network.

HLR Home Location Register. Contains the primary subscriber database in a GSM network using

SIM or USIM credentials.

home agent See HA.

Home PLMN See HPLMN.

Home Subscriber

Server

See HSS.

HomeWLAN AWLAN that interworks with the HPLMNwithout using a VPLMN.

hotspot AWLAN Access Point offering network connectivity to the public.

HPLMN HomePublic LandMobile Network. Themobile network that has a billing relationshipwith the

mobile subscriber, and usually the one that authenticates the user and authorizes access.

HSS Home Subscriber Server. The IMS function that contains the primary subscriber database in

IMS networks that satisfy Release 6 of the IMS reference (IMS R6).

I

identity protection Prevention of an eavesdropper from discovering the identity of a user being authenticated.

IMS IP Multimedia Subsystem. An IPmultimedia and telephony core network that is defined by

3GPPand 3GPP2 standards and organizations based on IETF Internet protocols. IMS is access

independent as it supports IP to IP sessions over wireline IP, 802.11, and 802.15 packet data

alongwithGSM/EDGE/UMTSand other packet data applications. IMS is a standard reference

architecture that consists of session control, connection control, and an applications services

framework along with subscriber and services data.

IMSI InternationalMobileSubscriber Identity. Auniquesubscriber identifier consistingofa three-digit

Mobile Country Code (MCC), a two- or three-digit Mobile Network Code (MNC), and

10-digits-or-fewer Mobile Subscriber Identification Number (MSIN).
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International Mobile

Subscriber Identity

See IMSI.

IP Internet Protocol.

IP Multimedia

Subsystem

See IMS.

IPv4 Implementation of the TCP/IP suite that uses a 32-bit addressing structure.

IPv6 Implementation of the TCP/IP suite that uses a 128-bit addressing structure.

ISP Internet Service Provider.

J

JavaScript Programming language designed for use in distributed environments such as the Internet.

JDBC Java Database Connectivity. Application programming interface for accessing a database

from programs written in Java.

L

LCI LDAP configuration interface.

LDAP Light-weight directory access protocol. An IETF standard protocol for updating and searching

directories over TCP/IP networks.

LDIF LDAP Data Interchange Format. The format used to represent directory server entries in text

form.

M

managed device A device that runs an SNMP agent.

management station Host that monitors and controls managed devices running SNMP agents.

MAP Mobile Access Part. The SS7 protocol standard that addresses registration of roaming users

and the intersystem handoff procedure in wireless mobile telephony.

MCC Mobile Country Code. TheMCC, togetherwith theMNC, uniquely identify an operator and help

identify the authentication center fromwhich subscriber information should be retrieved.

MGW Media Gateway.

MIB Management Information Base. A database of objects, such as alarm status or statistics

counters, that can bemonitored or overwritten by an SNMPmanagement station.

MNC MobileNetworkCode. TheMNC, togetherwith theMCC, uniquely identify anoperator andhelp

identify the authentication center fromwhich to retrieve subscriber information.
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Mobile Application

Part

SeeMAP.

Mobile Country Code SeeMCC.

Mobile Network Code SeeMNC.

Mobile Services

Switching Center

SeeMSSC.

Mobile Station SeeMS.

Mobile Subscriber

ISDN

SeeMSISDN.

MPPE Microsoft Point-to-Point Encryption. A means of representing point-to-point packets in an

RC4 encrypted format. Defined in RFC 3078.

MS Mobile Station. Device used to attach to amobile network.

MS-CHAP Microsoft CHAP. Proprietary version of CHAP.

MSC Mobile Services Switching Center. Responsible for connecting calls together by switching

packets from one network path to another. MSCs also provide information to support mobile

service subscribers, including user registration, authentication, and location updating.

MSISDN Mobile Subscriber ISDN. Telephone number of the mobile user, which conforms to the dialed

number formats in the subscriber’s country.

MTP Message Transfer Part.

N

NAD Network Access Device. Network device that accepts connection requests from remote users,

authenticates users via RADIUS, and routes users onto the network.

NAI Network Access Identifier.

NAT Network Address Translation.

native user Auser authenticatedbySteel-BeltedRadiusCarrier using its internal authenticationdatabase.

network element An addressable node or cluster of nodes in an IMS network, which may host any number of

IMS functions.

NGN Next Generation Network.

NIC Network Interface Card.

959Copyright © 2018, Juniper Networks, Inc.

Glossary



node A node is a logical element of a Session State Register cluster, which includes SBR Carrier

nodes, management nodes, and data nodes.

nonce Randomvalue included in data exchanges to guaranteeuniqueness andprotect against replay

attacks.

NSP Network Service Provider.

numbering plan Interpretation of the digits of an IMSI.

O

ODB Operator-Determined Barring. An HLR authorization of service designation that specifies that

a subscriber is barred from service.

offline charging Mechanism for collecting and forwarding charging information concerning I-WLAN and core

network resource usage without affecting the service rendered in real-time.

P

PAP Password Authentication Protocol. An authentication protocol where a requestor sends an

identifier and password to a server after a link has been established. If the identifier and

passwordmatch an entry in the server’s database, the authentication is acknowledged.

PDA Personal Digital Assistant.

PDSN Packet Data Serving Node. The attachment point between the RADIUS network and the IP

network. May also be known as the foreign agent (FA) when Mobile IP is used.

PEAP Protected Extensible Authentication Protocol. A two-phase authentication protocol where

(1) an authentication server is authenticated to a supplicant using a digital certificate and a

secure channel is established; and (2) the supplicant is authenticated to the authentication

server via the secure channel.

permanent identity The permanent identifier of a peer, including an NAI realm portion in environments where a

realm is used. The permanent identity is usually based on the IMSI. Used on full authentication

only.

PLMN Public Land Mobile Network. Refers to amobile network.

point code The unique identifier for each node in an SS7 network.

PPP Point-to-PointProtocol.Networkprotocoldefined inRFC 1661 thatprovidesastandardmethod

for transporting multiprotocol datagrams over point-to-point links.

provisioning A process, possibly requiring multiple steps, that enables customers to obtain services.

proxy RADIUS Process of authenticating users whose profiles are on other RADIUS servers by forwarding

access-request packets received from a RADIUS client to a remote RADIUS server (the proxy

target), and then forwarding the response from the remote server back to the RADIUS client.
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proxy target The remoteRADIUS server that actually performsauthentication in a proxyRADIUS sequence.

pseudonym identity Apseudonym identifier of a peer, including aNAI realmportion in environmentswhere a realm

is used. Used on full authentication only.

Public LandMobile

Network

See PLMN.

Q

quintets Theauthenticationdata formedby theUMTSvalues:RAND(randomnumber),XRES(expected

response), CK (cipher key), IK (integrity key), and AUTN (authentication).

R

RADIUS Remote Authentication Dial-In User Service. A client/server security administration standard

that functionsasan informationclearinghouse, storingauthentication informationaboutusers

and administering multiple security systems across complex networks.

reauthentication

identity

The reauthentication identifier for a peer, including aNAI realm portion in environmentswhere

a realm is used. Used on reauthentication only.

RemoteAccessDial-In

User Service

See RADIUS.

return list A list of attributes that Steel-Belted Radius Carrier must return to a RADIUS client after

authentication of a user succeeds. The return list usually provides additional parameters that

the RADIUS client needs to complete the connection.

roaming The ability to move from one Access Point coverage area to another without interruption of

service or loss of connectivity.

S

SBC Session Border Controller.

SBR Steel-Belted Radius, the product family that includes Steel-Belted Radius Carrier.

server In a Session State Register cluster, a computer that hosts one or more nodes.

service authorization Authorization allowing a subscriber to access the requested service based on subscription.

session ID Session Identifier. A string of characters uniquely identifying the session.

Session State Register See SSR.

SHA-1 SecureHashAlgorithm-1. Aone-waycryptographic function that takesamessageofany length

and produces a 160-bit message digest.

Signaling System 7 See SS7.

Signalware The Ulticom SS7 protocol stack provided with Steel-Belted Radius Carrier.
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silent discard The process of discarding a packet without further processing and without notification to the

sender.

SIM Subscriber Identity Module.

SIM card A SIM-based hardware SmartCard that contains the authentication keys for a GSMmobile

telephone subscriber.

SIP Session Initiation Protocol.

SmartCard A small card containing a computer chip that can store information, including authentication

information and algorithms.

SNMP Simple Network Management Protocol.

SS7 SignalingSystem7.Thenetworkandprotocolsused toprovideout-of-bandsignaling (control)

for telephoneservices to support call establishment, billing, routing, and informationexchange

for the public switched telephone network.

SSID Service Set Identifier.

SSL Secure Sockets Layer. Program layer that manages the security of messages on a network.

SSR Session State Register, an optional module for Steel-Belted Radius Carrier that implements

a multi-computer cluster to support shared databases that multiple SBR Carrier servers can

access to ensure that a single set of data is used for all transactions and to implement a

high-availability environment.

STP Signaling Transfer Point.

supplicant The client in an 802.1X-authenticated network.

T

TISPAN Telecoms& Internet converged Services & Protocols for Advanced Networks (standardization

body of ETSI).

TLS Transport Layer Security.

TLV Type-Length-Value. A synonym for AVP; named because the raw encoding of such a value is

a type field (for example, 1 forUser-Name) followedbya lengthvalue (forexample,6) followed

by the value of the attribute (for example, test).

trap AnSNMPmessage that reports a significant event, such as a problem, error, or change in state,

that occurred within a managed device.

trap sink The destination for trapmessages sent by an SNMP agent on amanaged device.

TS Teleservice. HLR authorization of service designation.
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TTLS Tunneled Transport Layer Security.

U

UE User Equipment.

UICC Universal Integrated Circuit Card. The chip card used in mobile terminals in GSM and UMTS

networks. TheUICCensures the integrity and security of all kindsof personal data, and typically

holds a few hundred kilobytes.

UMA Unlicensed Mobile Access.

UMTS Universal Mobile Telecommunications System. Type ofmobile network (next generation after

GSM) that uses the USIM card for authentication.

Universal Mobile

Telecommunications

System

See UMTS.

user database A database where a RADIUS server keeps information about users, such as authentication

information and network access permissions.

user identifier Identifier of a user thatmay be used, for example, in charging functionality for billing purposes.

user profile A record in the user database that describes how to configure a particular user or class of users

during authentication and authorization.

USIM UMTS Subscriber Identity Module.

USIM card A SIM-based hardware SmartCard that contains the authentication keys for a 3Gmobile

telephone subscriber.

V

VAAA Visited Authentication, Authorization and Accounting server. AAA server on the visited access

network, responsible for routing authentication and accounting requests to home network.

Visited PLMN See VPLMN.

VLAN Virtual Local Area Network.

VLR Visitors Location Register.

VoIP Voice over IP.

VPLMN Visited Public Land Mobile Network. Themobile network that is providing connectivity to a

roaming user.

VPN Virtual Private Network.
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VSA Vendor-Specific Attributes. Usually refers to a vendor-specific attribute and its associated

value. VSAmay be used to indicate a vendor-specific attribute or vendor-specific AVP. In

RADIUS, VSAs are special attributes that contain an IANA-assigned enterprise code followed

by TLVs (Type Length Value) that can be defined by the vendorwho owns the enterprise code.

As a result, vendors can define their own RADIUS VSAs without fear of colliding with another

vendor’s VSA assignments.

W

W-CDMA Wideband Code Division Multiple Access.

W-CDR Wireless LAN type of CDR.

WEP Wired Equivalent Privacy. An encryptionmethod designed to encrypt traffic between aWLAN

client and an access point.

Wi-Fi Wireless local area network that uses the IEEE 802.11a, b, or g radio protocols.

WiMAX Worldwide Interoperability for Microwave Access.

WISP Wireless Internet Service Provider.

WLAN Wireless Local Area Network.

Copyright © 2018, Juniper Networks, Inc.964

Steel-Belted Radius Carrier 8.4.1 Administration and Configuration Guide


	Abbreviated Table of Contents
	Table of Contents
	List of Figures
	List of Tables
	About This Guide
	Objective
	Audience
	Documentation Conventions
	Related Documentation
	Obtaining Documentation
	Documentation Feedback
	Requesting Technical Support

	Part 1: Product Overview
	Chapter 1: Steel-Belted Radius Carrier Overview
	Introduction to Steel-Belted Radius Carrier
	SBR Carrier Core Features
	3rd Generation Partnership Project (3GPP) Support
	Native Support for Structured Attributes
	Adding NAS Location Information to Access-Requests
	Support for Additional EAP Authentication Protocols
	Statistics and Reporting Capabilities

	Management Interfaces
	Web GUI
	LDAP Configuration Interface (LCI)
	Command Line Utility
	XML/HTTPS Interface
	SNMP

	Optional SIM Authentication Module
	Optional WiMAX Mobility Module Features
	Optional Session Control Module
	Optional Scripting Module
	Optional Session State Register (High Availability) Module
	Optional Concurrency Module
	Optional 3GPP AAA Module
	Licensing


	Part 2: Web GUI Overview
	Chapter 2: Using Web GUI
	Running the Web GUI
	Tested Browsers

	Navigating in the Web GUI
	Web GUI Menus
	Home Menu
	RADIUS Configuration Menu
	Diameter Configuration Menu
	Tools Menu
	Help Menu
	Logout Menu

	Web GUI Pages
	Adding an Entry
	Editing an Entry
	Cloning an Entry
	Resizing Columns
	Changing Column Sequence
	Sorting Information
	Searching Entries
	Hiding or Restoring Columns


	Adding License Keys
	Displaying Version Information
	Closing the Web GUI


	Part 3: RADIUS Operations
	Chapter 3: RADIUS Basics
	RADIUS Overview
	RADIUS Packets
	RADIUS Ports
	RADIUS Configuration
	RADIUS Server Configuration
	RADIUS Client Configuration

	Multiple RADIUS Servers
	Shared Secrets
	RADIUS Secret
	Replication Secret

	Accounting

	Attributes
	Dictionaries
	Vendor-Specific Attributes
	Dictionaries and the Make/Model Field
	Updating Attribute Information

	Structured Attributes
	User Attribute Lists
	Check List Attributes
	Return List Attributes
	Structured Attributes in Check Lists and Return Lists

	Attribute Values
	Single- and Multi-Valued Attributes
	Orderable Multi-Valued Attributes
	System Assigned Values
	Echo Property

	Default Values
	Wildcard Support
	Attribute Filtering
	Adding NAS Location Attributes to Access-Requests
	Specifying IPv4 Address Classes

	Centralized Configuration Management
	Proxy RADIUS
	Proxy RADIUS Authentication
	Proxy RADIUS Accounting

	Authentication
	Authentication Methods
	Native User Authentication
	Pass-Through Authentication
	Proxy RADIUS Authentication
	External Authentication
	Directed Authentication
	Authenticate-Only Requests

	Configuring the Authentication Sequence
	Configuring Authentication Methods
	Advanced Options
	Account Lockout
	Account Redirection
	Blacklisting
	Allowed Access Hours

	Two-Factor Authentication

	Password Protocols
	Password Authentication Protocol
	Challenge Handshake Authentication Protocol
	MS-CHAP v2

	Accounting
	Accounting Sequence
	Comma-Delimited Log Files
	Proxy RADIUS Accounting
	External Accounting
	Tunneled Accounting
	Directed Accounting

	Accounting Spooling

	Request Routing
	Match Rules
	User-Names with a Single Delimiter
	User-Names with a Single Tunnel Delimiter
	User-Names with a Single Realm Delimiter

	User-Names with Multiple Suffix Delimiters
	User-Names with Multiple Prefix Delimiters
	Undecorated User-Names
	Configuring Undecorated User-Name Support
	Example

	Request Routing by DNIS
	Request Routing by Any Attribute
	Local Services
	Control over Routing Methods

	Radius Client Groups
	IP Address Assignment
	Address Pools and Replication
	Hints

	Resource Management
	Network Address Assignment
	How Address Assignment Works
	Setting Return List Attributes
	Handling Address Leaks
	Address Leakage upon Stopping and Starting the Server
	Overlapping Address Ranges
	Order of Address Assignment

	Concurrent Network Connections
	Concurrent User Connections
	Concurrent Tunnel Connections

	Attribute Value Pooling
	Phantom Records

	IPv6 Support
	IPv6 and Steel-Belted Radius Carrier
	IPv6 Features
	IPv6 Addressing
	Address Notation
	Address Prefixes
	Address Interface IDs
	IPv6 Network Numbers

	IPv6 Support in Steel-Belted Radius Carrier
	RADIUS IPv6 Attributes
	NAS-IPv6-Address
	Example

	Framed-Interface-Id
	Example

	Framed-IPv6-Prefix
	Example

	Login-IPv6-Host
	Example

	Framed-IPv6-Pool
	Example

	Framed-IPv6-Route
	Example

	Framed-IPv6-Address
	Example

	DNS-Server-IPv6-Address
	Example

	Route-IPv6-Information
	Example

	Delegated-IPv6-Prefix-Pool
	Example

	Stateful-IPv6-Address-Pool
	Example


	Enabling IPv6 Networking
	Configuring IPv6 Scope IDs
	Configuring IPv6 Addresses for RADIUS Client Connections
	Configuring DNSv6 Support


	Chapter 4: Administering RADIUS Clients and Client Groups
	Overview
	Adding a RADIUS Client or Client Group
	Editing a RADIUS Client or Client Group
	Deleting a RADIUS Client or Client Group

	Chapter 5: Administering RADIUS Location Groups
	About RADIUS Location Groups
	Adding a Location Group
	Editing a Location Group
	Deleting a Location Group

	Chapter 6: Administering Users
	Users Overview
	Allowed Access Hours

	User Files
	Setting Up Native Users
	Adding a Native User
	Adding Subattributes to a Structured Attribute

	Editing a Native User
	Deleting a Native User

	Setting Up UNIX Users or Groups
	Adding a UNIX User or Group
	Editing a UNIX User or Group
	Deleting a UNIX User or Group


	Chapter 7: Administering Profiles
	About Profiles
	Adding a Check List or Return List Attribute to a Profile
	Resolving Profile and User Attributes

	Adding a Profile
	Editing a Profile
	Removing a Profile

	Chapter 8: Administering Proxy RADIUS
	Proxy RADIUS Overview
	Proxy RADIUS Authentication
	Proxy RADIUS Accounting
	Proxy RADIUS Realms
	Target Selection within a Realm
	Message-Authenticator Support
	Proxy Fast-Fail
	Static Proxy Accounting
	Proxy AutoStop Feature
	Routed Proxy Authentication
	Operation


	Adding a Proxy Target
	Editing a Proxy Target
	Deleting a Proxy Target
	Steel-Belted Radius Carrier as a Target
	Dictionaries When Steel-Belted Radius Carrier is the Target
	Accepting Packets from Any Proxy


	Chapter 9: Administering RADIUS Tunnels
	About RADIUS Tunnels
	Tunnel Authentication Sequence
	Configuring Tunnel Support
	Called Station ID
	Dictionaries for Tunnel Support

	Concurrent Tunnel Connections

	Configuring RADIUS Tunnels
	Adding a Tunnel
	Editing a Tunnel
	Deleting a Tunnel

	Configuring Tunnel Name Parsing

	Chapter 10: Administering Address Pools
	Address Pools for Standalone Servers versus Servers in a SSR Cluster
	Address Pool Files
	Adding an IPv4 Address Pool
	Editing an IPv4 Address Pool
	Deleting an IPv4 Address Pool
	Specifying an IP Address Pool for User/Profile Records
	NAD-Specific IP Address Pools
	Service-Level IP Address Pools
	Specifying IP Address Assignment from a DHCP Server
	Address Allocation
	Address Renewal
	Address Release
	DHCP Option Mapping
	Using Multiple Servers


	Chapter 11: Setting Up Administrator Accounts
	Local Administrator or Group Overview
	Adding a Local Administrator or Group
	Deleting a Local Administrator or Group
	Administrator Configuration Files

	Chapter 12: Configuring Realm Support
	Realm Configuration Files
	Stage One of Realm Configuration
	Configuring a Proxy RADIUS Realm
	Configuring a Directed Realm
	Editing the proxy.ini File
	Setting Up Smart Static Accounting
	Setting Up Proxy RADIUS Realms
	Configuration Tasks

	Setting Up Directed Realms
	How to Update Realm Configuration

	Chapter 13: Setting Up Filters
	Overview
	Order of Filter Rules
	Values in Filter Rules
	Referencing Attribute Filters

	Adding a Filter
	Searching the Filter List
	Editing a Filter
	Deleting a Filter

	Chapter 14: Setting Up Authentication Policies
	Authentication Policy Overview
	Order of Authentication Methods
	Adding EAP Methods to an Authentication Policy
	Enabling EAP Methods
	Activating an EAP Method

	Certificates
	Certificate Chains
	Certificate Revocation Lists
	Configuring Server Certificates
	Creating a Certificate
	Adding a Certificate
	Deleting a Certificate


	Trusted Root Certificates
	Adding a Trusted Root Certificate

	Configuring a CRL Distribution Point Web Proxy
	Configuring Authentication Rejection Messages
	Configuring the Server
	Configuring External Databases


	Chapter 15: Setting Up EAP Methods
	About the Extensible Authentication Protocol
	Handling EAP Requests
	Automatic EAP Helpers
	Authentication Request Routing
	EAP-Only Setting
	First-Handle-Via-Auto-EAP Setting

	EAP-NAK Notifications
	Reauthenticating Connections
	Certificates
	Certificate Chains
	Certificate Revocation Lists


	EAP-TLS Authentication Protocol
	Configuring EAP-TLS as an EAP Authentication Method
	Configuring Client Certificate Validation—EAP-TLS
	Configuring Session Resumption—EAP-TLS
	Configuring Advanced Server Settings—EAP-TLS

	Configuring EAP-TLS as an Automatic EAP Helper
	Configuring Client Certificate Validation—EAP-TLS Helper
	Configuring Secondary Authentication—EAP-TLS Helper
	Configuring Session Resumption—EAP-TLS Helper
	Configuring Advanced Server Settings—EAP-TLS Helper


	EAP-TTLS Authentication Protocol
	Configuring EAP-TTLS as an EAP Authentication Method
	Configuring Client Certificate Validation—EAP-TTLS
	Configuring Request Filters—EAP-TTLS
	Configuring Response Filters—EAP-TTLS
	Configuring Session Resumption—EAP-TTLS
	Configuring Inner Authentication Settings—EAP-TTLS
	Configuring Advanced Server Settings—EAP-TTLS


	EAP-PEAP Authentication Protocol
	Configuring EAP-PEAP as an EAP Authentication Method
	Configuring Request Filters—EAP-PEAP
	Configuring Response Filters—EAP-PEAP
	Configuring Session Resumption—EAP-PEAP
	Configuring Inner Authentication Settings—EAP-PEAP
	Configuring Advanced Server Settings—EAP-PEAP


	EAP-MD5-Challenge Authentication Protocol
	EAP-MS-CHAP-V2 Authentication Protocol
	EAP-SIM and EAP-AKA Authentication Protocols

	Chapter 16: Configuring Replication
	Overview of Replication
	Replication Requirements
	Adding a Replica Server
	Enabling a Replica Server
	Editing a Replica Server
	Deleting a Replica Server
	Publishing Server Configuration Information
	Notifying Replica RADIUS Servers
	Designating a New Primary Server
	Making a Standalone Server the Primary Server
	Making a Standalone Server a Replica Server
	Verifying the Primary and Replica Servers Are Enabled
	Demote a Primary or Replica Server to a Standalone Server
	Recovering a Replica After a Failed Configuration Package Download
	Changing the Name or IP Address of a Server
	Replication Error Messages
	Error Messages on Replica Servers
	Error Messages on Primary Servers


	Chapter 17: 3GPP Support
	Overview
	Data Connection Process
	Accounting Process

	3GPP Configuration


	Part 4: Diameter Operations
	Chapter 18: Diameter Basics
	Diameter Overview
	Diameter Application

	Communication between SBR Carrier Server and the Elements in LTE Network
	Communication with Trusted Non-3GPP Network
	Communication with Untrusted Non-3GPP Network
	Communication with HSS
	Communication with Proxy Servers
	Communication with ePDG
	Communication with PDG or PGW

	Diameter Authentication Process
	Diameter Authorization Process
	RADIUS to Diameter Translation

	Chapter 19: Administering the Local Network Element
	Local Network Element Overview
	Configuring SBR Carrier Server Identification
	Setting Up the Local Identity for SBR Carrier
	Configuring Local Addresses for the SBR Carrier Server
	Configuring Local Realm for the SBR Carrier Server

	Configuring the Diameter Message Transport
	Adding a Diameter Message Transport Entry
	Editing a Diameter Message Transport Entry
	Deleting a Diameter Message Transport Entry


	Chapter 20: Administering Diameter Remote Network Elements
	Remote Network Element Overview
	Creating and Configuring a New Diameter Remote Network Element
	Adding Diameter Connections to the Diameter Remote Network Element
	Assigning Functions to the Diameter Remote Network Element
	Configuring Implicit Routing Rules
	Configuring IMSI Routing Rules
	Configuring Realm Routing Rules



	Editing a Diameter Remote Network Element
	Deleting a Diameter Remote Network Element

	Chapter 21: Administering the Diameter Policy
	Policy Overview
	Configuring a Local Profile
	Creating a Local Profile
	Configuring Authorization Attributes
	Adding Periodic Reauthorization Attributes
	Adding a Return or Copy List

	Configuring a Non-3GPP Interworking Policy for SWa or STa Reference Point
	Configuring Global Non-3GPP Network Access Policy
	Configuring Global WLAN Direct IP Access Policy

	Configuring a Non-3GPP Interworking Policy for SWm Reference Point
	Configuring Non-3GPP Interworking Allowed Visited Networks Policy
	Configuring Global Non-3GPP Network IP Access Policy
	Configuring Global APN Configuration Policy-SWm Interface
	Configuring Global AMBR Configuration Policy

	Configuring a Non-3GPP Interworking Policy for S6b Reference Point
	Configuring Global APN Configuration Policy-S6b Interface
	Configuring Global MIP6 Feature Vector Configuration Policy


	Editing a Local Profile
	Deleting a Local Profile

	Configuring Local Profile Selection
	Creating a New Profile Selection Rule Set
	Creating New Matching Rules
	Configuring User Defined Attribute Matching Rules


	Editing Profile Selection Rule Sets
	Deleting Profile Selection Rule Sets


	Chapter 22: Administering Request Routing Rules
	Request Routing Rules Overview
	Routing Rule Evaluation and Rule Priorities

	Configuring Request Routing Rules
	Defining Explicit Routing Rules
	Defining Conditions for the Explicit Routing Rule
	Defining Standard Application Identifier Conditions
	Defining Customized Application Identifier Conditions
	Defining User Identity Conditions
	Defining Realm Name Conditions
	Defining Dictionary Attribute Conditions




	Chapter 23: Displaying Diameter Statistics
	Statistics Overview
	Diameter Statistics
	Local Diameter Host Statistics
	Diameter Peer Statistics

	Routing Rule Statistics


	Part 5: Back-End Authentication and Accounting Methods
	Chapter 24: Configuring SQL Authentication
	Overview of SQL Authentication
	SQL Authentication Process
	Stored Procedures
	Connectivity Issues

	Configuring SQL Authentication
	Files
	Using the SQL Authentication Configuration File
	Using Multiple SQL Authentication Methods

	Connecting to the SQL Database
	SQL Statement Construction
	Overlapped Execution of SQL Statements
	%result Parameter
	SQL Authentication and Password Format
	Hashed Passwords
	Automatic Parsing


	Working with Stored Procedures in Oracle
	Working with Stored Procedures in MS-SQL
	Example 1
	Example 2
	Tips on Using SQL Stored Procedures
	Calling Stored Procedures
	Using the Insert Function
	Example:




	Chapter 25: Configuring SQL Accounting
	SQL Accounting Overview
	Stored Procedures
	Connectivity Issues

	Configuring SQL Accounting
	Files
	Using the SQL Accounting Configuration File
	Using Multiple SQL Databases

	Connecting to the SQL Database
	SQL Statement Construction
	INSERT Statement and VALUES Section
	Using Multiple SQL Statements
	Overlapped Execution of SQL Statements

	SQL Accounting Return Values
	Accounting Stored Procedure Example

	Chapter 26: Configuring LDAP Authentication
	LDAP Authentication Overview
	LDAP Variable Table
	Types of LDAP Authentication
	BindName Authentication
	Bind Authentication
	Attributes and LDAP Authentication


	Configuring LDAP Authentication
	Supporting Secure Sockets Layer
	Files
	LDAP Database Schema
	LDAP Authentication and Password Format
	Hashed Passwords
	Automatic Parsing


	LDAP Authentication Sequence
	LDAP Authentication Examples
	Bind Authentication with Default Profile
	BindName Authentication with Callback Number Returned
	LDAP Bind with Profile Based on Network Access Server


	Chapter 27: SS7 and SIGTRAN Gateway Support
	Overview of SS7 or SIGTRAN Protocol Stacks

	Chapter 28: Proxy RADIUS Authentication and Accounting
	Proxy RADIUS Accounting

	Chapter 29: HSS-Subscriber Database

	Part 6: Management Interfaces
	Chapter 30: Simple Network Management Protocol
	SNMP and Steel-Belted Radius Carrier Overview
	The SBR Carrier SNMP Package
	Supported MIBs

	Configuring the SNMP Agent
	Running the SNMP Agent
	Starting the SNMP Agent
	Stopping the SNMP Agent
	Rereading the jnprsnmpd.conf File

	Logging Behavior of the SNMP Agent
	Verifying SNMP Agent Operation
	Running the testagent.sh Script
	Using the snmpget Command
	Using the snmpwalk Command

	Resetting Rate Statistics
	Troubleshooting

	Chapter 31: Using the LDAP Configuration Interface
	LDAP Configuration Interface File
	LDAP Configuration Interface Overview
	LDAP Utilities
	LDAP Requests
	Downloading the LDAP Utilities
	LDAP Version Compliance
	Configuring the LDAP TCP Port
	Example

	Configuring the LCI Password

	LDAP Virtual Schema
	LDAP Rules and Limitations
	Using the LCI to Define Structured Attributes in Check Lists and Return Lists
	LCI XML Format


	LDAP Command Examples
	Searching for Records
	Modifying Records
	Importing Records from Another LDAP Database
	Deleting Records
	Searching for Active Sessions
	# ldapsearch -p 667 -h 10.14.1.2 -D cn=admin,o=radius -w radius -b user=5c:0a:5b:77:7d:8a,radiusstatus=sessions_by_user,o=radius generic1=*


	LDIF File Examples
	Adding RADIUS Clients with LDIF
	Adding Users with LDIF
	Adding Proxy Targets with LDIF
	Adding Tunnels with LDIF
	Adding IP Address Pools with LDIF
	Configuring a RADIUS Server with LDIF

	Statistics Variables
	Counter Statistics
	stattype: server
	stattype: authentication
	stattype: accounting
	stattype: proxy

	Rate Statistics



	Part 7: Optional Authentication Modules
	Chapter 32: SIM Authentication Module
	SIM Authentication Module Component Overview
	SIMAuth
	Ulticom Signalware SS7 and SIGTRAN Protocol Stacks
	MAP Gateway (authGateway) Application
	GWrelay Application
	CDR Accounting
	Data Accessors

	Operation Overview
	SIM Card-Based Authentication
	EAP-SIM/EAP-AKA Authorization/Service Delivery
	EAP-SIM/EAP-AKA Identities
	EAP-SIM/EAP-AKA Fast Reauthentication

	SIM Authentication Module Configuration
	Special Attribute Handling Features
	Assigning IP Addresses Based on Access Point Name (APN)
	Overview
	Configuration Tasks for Assigning IP Address Based on Access Point Name

	Adding Attributes to an Access-Accept
	Overview
	Data Flow

	Configuration Tasks for Adding Attributes to Access-Accept
	Files to Configure for Adding Attributes to Access-Accept
	Activating the Authentication Method


	Kineto S1 Support

	Chapter 33: Summary of Configuration Tasks for the SIM Authentication Module
	Summary of Configuration Tasks for the SIM Authentication Module

	Chapter 34: SIM Authentication Module Configuration with a SIGHUP (1) Signal
	Chapter 35: Overview of the WiMAX Mobility Module
	Supported Features of the WiMAX Mobility Module
	WiMAX Network Reference Model
	Home Network Communication Flow Example

	AAA-Generated Cryptographic Keys
	Home Agent Root Key (HA-RK)
	Allowing the VAAA to Assign the HA-RK

	DHCP Server Root Key (DHCP-RK)

	EAP Authentication Methods and EAP-Derived Cryptographic Keys
	Master Session Key (MSK)
	Extended Master Session Key (EMSK)
	EMSK-Derived Key Generation and Identification

	MSK and EMSK-Derived Key Lifetime and Deprecation
	EMSK-Derived Key Storage and Retrieval

	WiMAX Vendor Specific Attribute (VSA) Format
	Structured Attributes

	WiMAX Capabilities Negotiation
	WiMAX-Capability Attribute
	WiMAX-Capability Structured Attribute
	WiMAX-Release Attribute
	WiMAX-Accounting-Capabilities Attribute
	Hotlining-Capabilities Attribute
	Idle-Mode-Notification-Capabilities Attribute


	Enabling WiMAX Capabilities Negotiation

	Home Agent and DHCP Server Assignment
	Assignment Using Return List Attributes
	Assignment Using Statically Weighted Round-Robin Groups
	Assignment Using the Smart Dynamic Home Agent Assignment Feature

	WiMAX Post-Paid (Offline) Accounting
	Flow-Based Accounting
	IP-Session-Based Accounting

	WiMAX Prepaid Accounting
	Prepaid Scenarios
	Single-Service Prepaid Solution
	Multi-Service Prepaid Solution
	PPS Controlled Prepaid Model
	AAA Proxy Model
	Direct PPS Connection


	Data Flow for Prepaid Accounting in SBR Carrier
	Data Flow for Single-Service Prepaid Accounting Model
	Data Flow for Multi-Service Prepaid Accounting Models
	PPS Controlled Prepaid Model
	AAA Proxy Model
	Direct PPS Connection Model



	Categorizing Access-Requests from Different Devices
	Access-Request from the ASN-GW
	Access-Request from the Home Agent
	Access-Request from the DHCP Server
	Categorization Rules


	Chapter 36: Configuring the WiMAX Mobility Module
	Before You Begin
	Configuring the radius.ini File for WiMAX
	Configuring Support for Authorize-Only Requests
	Enabling the WiMAX Module and Configuring What Request Types Are Supported

	Configuring the Home Agent and DHCP Server Assignment
	Define the List of Home Agents and DHCP Servers
	Configuring Return List Attributes to Assign the Home Agent and DHCP Server
	Assignment When Acting as the HAAA Server
	Assignment When Acting as the VAAA Server
	Configuring the VAAA
	Configuring the HAAA


	Configuring Statically Weighted Round-Robin Groups to Assign the Home Agent and DHCP Server
	Configuring the Smart Dynamic Home Agent Assignment Feature
	Smart Dynamic Home Agent Assignment Configuration Overview
	dynamic_ha.ini File
	Customer-Written Dynamically Updated File
	[HAs] Section of the wimax.ini File

	Operation of the Smart Dynamic Home Agent Assignment Feature
	Processing on Startup
	Processing on a Signal

	Access-Request Processing
	Access-Request Processing When Acting as the VAAA
	Access-Request Processing When Acting as the HAAA



	Configuring WiMAX Clients
	Configuring WiMAX Users and Profiles
	Configuring the WiMAX-Capabilities Negotiation
	Example Configuration for New Session Hotlining
	Configuring the Filters
	Configuring the LDAP Authentication File



	Configuring the EAP Methods for WiMAX
	EAP-TTLS Secondary Authentication Support



	Part 8: Optional Session State Register (High Availability) Module for a Clustered Environment
	Chapter 37: Session State Register Overview
	SSR Cluster Overview
	Data Replication Between Two Different or Remote SSR Clusters
	Configuring the Client Component and Server Component
	List of CST Fields That Can Be Replicated Across SSR Clusters
	Possible Uses and Limitations of the Geo-redundancy Feature

	SSR Cluster Concepts and Terminology
	Session State Register Servers
	Session State Register Nodes
	SSR Data Entities
	Cluster Configurations
	Session State Register Scaling
	Adding a Data Node Expansion Kit
	Adding a Third Management Node
	Adding More SBR Carrier Front End Servers

	Cluster Network Requirements

	Supported SBR Carrier SSR Cluster Configurations
	Failover Overview
	Failover Examples
	Possible Failure Scenarios



	Session State Register Database Tables
	IP Address Pools
	Subscriber Session Data Controls
	Application Support


	Chapter 38: Session State Register Administration
	SSR Administration Overview
	Overview of Starting and Stopping a Session State Register Cluster
	Starting the Cluster
	Stopping the Cluster
	Stopping a Single Node
	Starting a Single Node
	sbrd
	Running sbrd on Session State Register Nodes
	Syntax
	Options
	Examples


	When to Stop, Start, or Restart SBR Carrier Nodes

	Administration Scripts Overview
	SSR Database Management Scripts
	Using the Monitor Script
	Monitor.sh
	Syntax
	Options
	Example


	Creating and Destroying the SSR Database
	CreateDB.sh
	Syntax
	Options
	Example
	Usage Notes
	Auxiliary SQL Files Used by CreateDB.sh

	DestroyDB.sh
	Syntax
	Options
	Example


	Creating a Demonstration Database
	DemoSetup.sh
	Syntax
	Options
	Example



	Steel-Belted Radius Carrier Node Administration Scripts
	Using IP Address and IP Address Pool Scripts
	Using Management Mode
	Placing a SBR Carrier Server into Management Mode
	Removing a SBR Carrier Server from Management Mode

	ClearCache.sh
	Syntax
	Options
	Example
	Usage Notes

	ShowCaches.sh
	Syntax
	Options
	Example

	AddPool.sh
	Syntax
	Options
	Example
	Usage Notes

	RenamePool.sh
	Syntax
	Options
	Example

	DelPool.sh
	Syntax
	Options
	Example
	Usage Notes

	ShowPools.sh
	Syntax
	Options
	Example
	Usage Notes

	AddRange.sh
	Syntax
	Options
	Example
	Usage Notes

	DelRange.sh
	Syntax
	Options
	Example
	Usage Notes

	ShowRanges.sh
	Syntax
	Options
	Example
	Usage Notes

	KillZombieAddrs.sh
	Syntax
	Options
	Example

	ShowAddrs.sh
	Syntax
	Options
	Example
	Output Notes
	Usage Notes

	BackupIP.sh
	Syntax
	Options
	Example
	Usage Notes

	RestoreIP.sh
	Syntax
	Options
	Example
	Usage Notes



	SSR Session Management
	Session Management Scripts
	ShowSessions.sh
	Syntax
	Options
	Example

	DelSession.sh
	Syntax
	Options
	Example
	Usage Notes


	User Concurrency Scripts
	ShowUserConc.sh
	Syntax
	Options
	Example

	DelUserConc.sh
	Syntax
	Options



	Administration Script Control Files


	Part 9: Optional Concurrency Module
	Chapter 39: Managing User Concurrency with Session State Register
	Overview
	How User Concurrency Works
	UserConcurrencyID Construction
	Username
	Authentication Method
	Enumerated Authentication Methods
	Proxy Authentication Methods

	Authentication Method Consistency

	Retrospective Dynamicity
	Consequences of the No-Retrospective-Dynamicity Model
	Benefits of the No-Retrospective-Dynamicity Model



	Chapter 40: Managing Concurrency with Attributes in Session State Register
	Overview
	How Attribute-Based Concurrency Works
	Configuring Attribute-Based Concurrency
	Setting the Size of the ID Field in the User Concurrency Table
	Specifying the User Attribute
	Distributing the Files



	Part 10: Managing and Controlling Sessions
	Chapter 41: Introduction to Managing and Controlling Sessions in SBR Carrier
	Overview of Managing and Controlling Sessions in SBR Carrier
	Introduction
	Storing Sessions in the CST in a Standalone Server versus the SSR Cluster
	Storing Sessions in the CST of a Standalone Server
	Storing Sessions in the CST of the SSR Cluster
	Persisting Sessions When SSR Cluster Is Down


	Session Management and Control Capabilities
	Viewing and Deleting Sessions
	Disconnecting or Changing the State of Active Sessions

	Available User Interfaces for Managing and Controlling Sessions
	Web GUI
	Command Line Utility
	XML over HTTPS Interface
	Administrative Scripts



	Chapter 42: Hosting CST As a Separate Executable Process
	Separate Session Database Process Overview
	Logging Information of the Separate Session Database Process

	Starting the RADIUS Process and Separate Session Database Process
	Stopping the RADIUS Process and Separate Session Database Process
	High Availability Functionality of the RADIUS and Separate Session Database Processes
	HA Handling During Idle Transactions When the Separate Session Database Process Is Down
	HA Handling When the RADIUS Process Is Down
	HA Handling by Using the SBRD Start Command


	Chapter 43: Overview of the Optional Session Control Module
	Change of Authorization/Disconnect Messages Overview
	How Disconnect Messages Work
	How Change of Authorization Messages Work

	How Steel-Belted Radius Carrier Processes CoA/DM Messages
	Current Sessions Table
	Formatting and Sending CoA/DM Requests with the Correct Attributes
	Converting .dct Files to .dic Files

	Controlled Devices and Actions

	Sequence and Flow of CoA/DM Requests Through Steel-Belted Radius Carrier
	Implementing CoA/DM Support
	Step 1: Develop a Deployment Plan
	Step 2: Consult Your NAS-Specific Documentation
	Step 3: Configure Each NAS as a Client in Steel-Belted Radius Carrier
	Step 4: Configure the deviceModels.xml File
	Step 5: Configure the Current Sessions Table (CST) for Your Environment

	Processing Dynamic Authorization (CoA/DM) Messages as a Proxy Server
	Attributes and CoA/DM Forwarding Methods

	Processing Dynamic Authorization (CoA/DM) Messages as a Proxy Target
	Settings to Support the Proxy CoA/DM Functionality

	Chapter 44: Using Web GUI to Manage and Control Sessions
	Current Sessions Overview
	Searching for Sessions Using Web GUI
	Session Query Fields and Searchable Attributes
	Viewing Session Detail
	Deleting Sessions

	Setting Session Limits with Web GUI
	Factors Affecting the Number of Sessions Returned
	Number of Sessions Returned

	Executing CoA and Disconnect Requests Using Web GUI
	Example of Executing a Disconnect Action


	Chapter 45: Using the Command Line Utility to Manage and Control Sessions
	Command Line Utility Overview
	Starting the Command Line Utility
	Example

	Using Command Line Arguments

	Access Control Arguments
	Syntax
	Arguments
	Example

	Action Arguments
	Syntax
	Arguments
	IP Address Ranges
	Unique Session IDs

	Setting Session Limits Using the Command Line Utility
	Factors Affecting the Number of Sessions Returned
	Number of Sessions Returned
	Examples of Limiting the Number of Sessions Returned Using the Command Line Utility

	Examples of Issuing CoA/DM Requests Using the Command Line Utility
	Query Example Using Wildcard
	Disconnect Example
	Lawful Intercept Example

	Shortcut Arguments
	Syntax
	Arguments
	Disconnect Example with Shortcut

	Finding All Sessions Using the Command Line Utility
	Example of Finding All Sessions


	Chapter 46: Configuring the deviceModels.xml File
	Summary of Allowed Elements in the deviceModels.xml File
	Element: action
	XML Instance Representation
	Schema Component Representation

	Element: actions
	XML Instance Representation
	Schema Component Representation

	Element: attributes
	XML Instance Representation
	Schema Component Representation

	Element: controlledDeviceModel
	XML Instance Representation
	Schema Component Representation

	Element: controlledDeviceModels
	XML Instance Representation
	Schema Component Representation

	Element: defaultAttribute
	XML Instance Representation
	Schema Component Representation

	Element: localSessionQuery
	XML Instance Representation
	Schema Component Representation

	Element: onFailure
	XML Instance Representation
	Schema Component Representation

	Element: onSuccess
	XML Instance Representation
	Schema Component Representation

	Element: onTimeout
	XML Instance Representation
	Schema Component Representation

	Element: overrideAttribute
	XML Instance Representation
	Schema Component Representation

	Element: radiusPort
	XML Instance Representation
	Schema Component Representation

	Element: radiusPorts
	XML Instance Representation
	Schema Component Representation

	Element: radiusRequest
	XML Instance Representation
	Schema Component Representation

	Element: requiredAttribute
	XML Instance Representation
	Schema Component Representation

	Element: sessionStop
	XML Instance Representation
	Schema Component Representation


	Chapter 47: XML over HTTPS Interface
	XML over HTTPS Interface Overview
	Transport Protocol

	XML Statement Construction
	Client Request Schema Example
	Client Request Elements
	Element: attribute
	XML Instance Representation
	Schema Component Representation

	Element: attributes
	XML Instance Representation
	Schema Component Representation

	Element: body
	XML Instance Representation
	Schema Component Representation

	Element: envelope
	XML Instance Representation
	Schema Component Representation

	Element: header
	XML Instance Representation
	Schema Component Representation

	Element: request
	XML Instance Representation
	Schema Component Representation


	Client Request Examples
	Example: Query
	Example: Query
	Example: RADIUS Disconnect
	Example: RADIUS Disconnect
	Example: RADIUS Disconnect
	Example: (CoA) Action Called Intercept

	Client Response Schema Example
	Client Response Elements
	Element: attribute
	XML Instance Representation
	Schema Component Representation

	Element: attributes
	XML Instance Representation
	Schema Component Representation

	Element: body
	XML Instance Representation
	Schema Component Representation

	Element: clientRequest
	XML Instance Representation
	Schema Component Representation

	Element: clientResponse
	XML Instance Representation
	Schema Component Representation

	Element: clientResult
	XML Instance Representation
	Schema Component Representation

	Element: clientResults
	XML Instance Representation
	Schema Component Representation

	Element: defaultAttribute
	XML Instance Representation
	Schema Component Representation

	Element: deviceRequest
	XML Instance Representation
	Schema Component Representation

	Element: deviceRequestSpec
	XML Instance Representation
	Schema Component Representation

	Element: deviceResponse
	XML Instance Representation
	Schema Component Representation

	Element: deviceResult
	XML Instance Representation
	Schema Component Representation

	Element: deviceResults
	XML Instance Representation
	Schema Component Representation

	Element: envelope
	XML Instance Representation
	Schema Component Representation

	Element: header
	XML Instance Representation
	Schema Component Representation

	Element: optionalAttribute
	XML Instance Representation
	Schema Component Representation

	Element: overrideAttribute
	XML Instance Representation
	Schema Component Representation

	Element: requiredAttribute
	XML Instance Representation
	Schema Component Representation

	Element: sessionData
	XML Instance Representation
	Schema Component Representation

	Element: sessionRequest
	XML Instance Representation
	Schema Component Representation

	Element: sessionResponse
	XML Instance Representation
	Schema Component Representation

	Element: sessionResult
	XML Instance Representation
	Schema Component Representation

	Element: sessionResults
	XML Instance Representation
	Schema Component Representation


	Client Response Examples
	Example: Client Response to Query for Username ‘bob’
	Example: Client Response to Query for Any Username Using Wildcard
	Example: Client Response to Request for Action Called “foo” on Username TestUser9
	Example: Client Response to Request for Action Called “foo” on Username TestUser99
	Example: Client Response to RADIUS Disconnect
	Example: Client Response to Action Intercept
	Example: Client Response to Action Intercept
	Example: Client Response to Action Intercept


	Chapter 48: Example CoA/DM Configuration
	Requirements of the CoA/DM Requests
	Requirements for the Disconnect Message Request
	Requirements for the CoA (Hotline) Request

	Requirements for Supporting the Attributes in CoA/DM Requests
	Dictionaries
	deviceModels.xml

	Configuring the Attribute Handling Parameters
	radius.ini
	classmap.ini

	Example Result
	Configuring Lawful-Intercept between SBR Carrier and ERX Device


	Part 11: Statistics and Reporting
	Chapter 49: Displaying Statistics
	Displaying Authentication Statistics
	Displaying Accounting Statistics
	Displaying Proxied Request Statistics
	Displaying RADIUS Client Statistics
	Displaying RADIUS Proxy Targets Statistics
	Displaying IP Address Pool Statistics

	Chapter 50: Logging and Reporting
	Logging Files
	Displaying Authentication Log Files
	File Permissions for Log Files
	Security Groups and Permissions
	Using the User File Creation Mode Mask
	Implementing Default File Permissions in SBR Carrier
	Implementing Override File Permissions in SBR Carrier

	Enabling or Disabling the Authentication Log Files
	Viewing the Authentication Log Files
	Saving the Log Files
	Searching the Log Files

	Using the Locked Accounts List
	Configuring Locked Account Settings
	Unlocking a Locked Account

	Configuring the Log Retention Period
	Cluster Management Nodes
	SSR Data Nodes

	Using the Server Log File
	Level of Logging Detail

	Using the Authentication Log File
	Authentication Log File Format
	First Line Headings
	Comma Placeholders

	Using the Accounting Log File
	Accounting Log File Format
	First Line Headings
	Comma Placeholders
	Standard RADIUS Accounting Attributes



	Part 12: Optional Scripting Module
	Chapter 51: Introduction to Scripting
	Scripting Overview
	Script Types
	LDAP Authentication
	Realm Selection
	Attribute Filter

	About JavaScript

	Chapter 52: Creating Scripts
	Script Development Steps
	JavaScript Initialization Files
	[Settings] Section
	[Script] Section
	[ScriptTrace] Section
	[Failure] Section

	Writing Steel-Belted Radius Carrier Scripts in JavaScript
	Programming in JavaScript
	Hidden Wrapper Function
	Script Return Values
	Initializing Reusable Data Objects
	General Recommendations

	Saving the Script File
	Sample Script

	Chapter 53: Debugging Scripts
	SbrWriteToLog()
	SbrTrace and ScriptTraceLevel
	scriptcheck
	Unpacking the scriptcheck Utility
	Running the scriptcheck Utility


	Chapter 54: Creating LDAP Scripts
	LDAP Basics
	LDAP Request Life Cycle
	Unscripted LDAP Searches
	LDAP Script Basics
	Working with the Variable Table
	Invoking LDAP Queries
	Writing to the Steel-Belted Radius Carrier Log

	Choosing the Return Code
	Script Return Codes
	SCRIPT_RET_SUCCESS
	SCRIPT_RET_DO_NOT_AUTHENTICATE
	SCRIPT_RET_TRY_NEXT_AUTH_METHOD
	SCRIPT_RET_NOT_AUTHENTICATED
	SCRIPT_RET_FAILURE
	SCRIPT_RET_INVALID_CODE


	LDAP Script Return Codes
	LDAP Script Examples
	Example 1: Simple Authentication
	Example 2: Profile Assignment
	Example 3: Received Attribute Normalization
	Example 4: Conditional Profile Assignment from User Attribute


	Chapter 55: Creating Realm Selection Scripts
	Realm Selection Script Functions
	Enabling Built-In Realm Selection Methods
	Choosing the Return Code
	Configuring Realm Selection Scripts
	Core Realm Selection Scripts
	[Processing] Section

	Tunneled Authentication Plug-in Realm Selection Scripts

	Realm Selection Script Examples
	Example 1: Querying Multiple SQL Databases
	Example 2: Using JavaScript to Manipulate Request Attributes


	Chapter 56: Creating Attribute Filter Scripts
	Using Attribute Filter Scripts
	Attribute Filter Script Functions
	Choosing the Return Code
	Configuring Attribute Filter Scripts
	Defining Scripted Filters

	Attribute Filter Script Examples
	Example 1: Using an LDAP Query to Select a Static Filter to Execute
	Example 2: Adding Values to Multi-Valued Attributes


	Chapter 57: Working with Data Accessors
	Data Accessor Overview
	Variable Containers
	Internal Variable Table (LDAP Only)
	Data Accessor Configuration
	SQL Data Accessor Configuration
	[Bootstrap] Section
	[Results] Section
	[Settings] Section
	[VariableTypes] Section

	LDAP Data Accessor Configuration
	[Bootstrap] Section
	[Attributes/name] Sections
	[Response] Section
	[Search/name] Sections
	[Request] Section
	[Defaults] Section
	[Server/name] Sections
	[Server] Section
	[Settings] Section
	[VariableTypes] Section


	Data Conversion Rules
	Output Container
	Input Container
	Examples
	Example 1
	Example 2
	Example 3
	Example 4

	Supported Data Types and Conversions

	Data Accessor Configuration File Examples
	Example: LDAP Data Accessor Configuration File
	Example: SQL Data Accessor Configuration File


	Chapter 58: Script Reference
	JavaScript Types
	API Method Support by Script Type
	Local and Global Variable Declarations
	Global Object
	Logging and Diagnostic Methods
	SbrWriteToLog()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	SbrWriteToLogEx()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	SbrTrace()
	Purpose
	Syntax
	Parameters
	Returns
	Example



	Ldap Object
	Ldap Methods
	Ldap.Search()
	Purpose
	Syntax
	Parameters
	Returns
	Example



	LdapVariables Object
	LdapVariables Methods
	LdapVariables.Get()
	Purpose
	Syntax
	Parameters
	Returns
	Examples

	LdapVariables.Add()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	LdapVariables.Reset()
	Purpose
	Syntax
	Parameters
	Returns
	Example



	RealmSelector Object
	Constructor
	new RealmSelector()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	new CSTAccessor()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	new SessionControl()
	Purpose
	Syntax
	Parameters
	Returns
	Example


	RealmSelector Methods
	Execute()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	SetAuthUserName()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	SetAuthProfile()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	SetLocationGroupProfile()
	Purpose
	Syntax
	Parameters
	Returns
	Example


	CSTAccessor Methods
	Get()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	SetAuthUserName()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	SetAuthProfile()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	SetLocationGroupProfile()
	Purpose
	Syntax
	Parameters
	Returns
	Example



	SessionControl Object
	Properties
	SUCCESS
	Example

	FAILURE
	Example

	TIME_OUT
	Example

	MISSING_INFO
	Example


	SessionControl Methods
	AddAttribute()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	Execute()
	Purpose
	Syntax
	Parameters
	Returns
	Example



	AttributeFilter Object
	Constructor
	new AttributeFilter()
	Purpose
	Syntax
	Parameters
	Returns
	Example


	AttributeFilter Methods
	Get()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	Add()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	Reset()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	Replace()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	Execute()
	Purpose
	Syntax
	Parameters
	Returns
	Example


	AttributeFilter API

	DataAccessor Object
	Properties
	FOUND
	Purpose
	Example

	NOTFOUND
	Purpose
	Example

	FAILED
	Purpose
	Example

	PASSWORDFAILED
	Purpose
	Example


	Constructor
	new DataAccessor()
	Purpose
	Syntax
	Parameters
	Returns
	Example


	Methods
	SetInputVariable()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	GetOutputVariable()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	Execute()
	Purpose
	Syntax
	Parameters
	Returns
	Example

	Clear()
	Purpose
	Syntax
	Parameters
	Returns
	Example





	Part 13: Appendixes
	Appendix A: When and How to Stop and Restart Steel-Belted Radius Carrier
	Stopping the Steel-Belted Radius Carrier Server
	Starting the Steel-Belted Radius Carrier Server

	Appendix B: Authentication Protocols
	Appendix C: Importing and Exporting Data
	Importing Information from an XML File
	Exporting Information to an XML File

	Appendix D: Technical Bulletins
	Service Type Mapping
	Configuration
	Local User Database Entries

	servtype.ini File

	Ascend Filter Translation
	Configuration
	Syntax

	Changing IP Addresses in an SSR Cluster Without Redefining the Cluster

	Appendix E: SIR.sh Script
	Syntax
	Options
	Example

	Appendix F: Thread and Flood Control Mechanism
	Thread Control Settings
	Flood Control Settings
	SNMP Trap
	Logging Information

	Glossary


