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New Features in Junos OS Release 12.3X50-D45 for the QFX Series

• Layer 3 Protocols on page 4

Layer 3 Protocols

• Whenmembersareaddedtoordeleted fromanequalcostmultipath(ECMP)member

list, Junos OS creates a new ECMP next hop in amake-before-break fashion, meaning

that the new next hop is installed before the route change and deletion of the previous

next hop. Junos OS 12.3X50-D45 enhances this process so that when a route changes

to point to a new ECMP next hop that has a different member list but the identical

member count as the previous next hop, Junos OS keeps the members in the same

locations in the newmember list as in the previous member list, and no rehashing is

performed. (If routes pointing to the newECMPnext hop are addedwhile the next hop

isbeing installed, then rehashing isperformed.Also, if themember count is not identical,

then rehashing is performed even if somemembers are retained.)

Related
Documentation

New Features in Junos OS Release 12.3X50-D30 for the QFX Series on page 4•

• New Features in Junos OS Release 12.3X50-D10 for the QFX Series on page 7

• Limitations in Junos OS Release 12.3X50 for the QFX Series on page 13

• Outstanding Issues in Junos OS Release 12.3X50 for the QFX Series on page 16

• Resolved Issues in Junos OS Release 12.3X50 for the QFX Series on page 21

• Errata in Documentation for Junos OS Release 12.3X50 for the QFX Series on page 27

• Upgrade and Downgrade Instructions for Junos OS Release 12.3 for the QFX Series on

page 28

New Features in Junos OS Release 12.3X50-D30 for the QFX Series

• Interfaces on page 5

• Network Management and Monitoring on page 5

• SystemManagement on page 5

• Security on page 5

• Traffic Management on page 6
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Interfaces

• 64th port available (QFX3500 switches)—Enables you to configure port xe-0/1/0
(on QSFP+ port Q0), which was previously unavailable. Tomake this port available

for use, issue the request chassis port-mode extended statement at the root level. To

disable thisport, issue the requestchassisport-modestandard statement.After enabling

or disabling port xe-0/1/0, commit the configuration and reboot the system tomake

the change take effect.

NetworkManagement andMonitoring

• Support of sFlowmonitoring technology over management interfaces (QFX3500
andQFX3600 switches)—Extends the support of sFlowmonitoring technology on

QFX3500 and QFX3600 standalone switches to enable configuration of sFlow

collectors onmanagement interfaces. You use sFlow technology to monitor traffic

continuously at wire speed on all interfaces simultaneously. An sFlowmonitoring

system consists of an sFlow agent embedded in the switch and up to four external

collectors. The sFlowagent performs packet sampling and gathers interface statistics,

andcombines the information intoUDPdatagrams thatare sent to thesFlowcollectors.

An sFlow collectormay be connected to the switch through themanagement network

or data network. The software forwarding process on the switch looks up the next-hop

address for the specified collector IP address to determine whether the collector is

reachable bywayof themanagement network or data network. To configure the sFlow

collector IP address, issue the collector ip-address ip-address statement at the [edit

protocols sflow] hierarchy level.

SystemManagement

• Zero Touch Provisioning (QFX3500 andQFX3600 standalone switches)—Zero
Touch Provisioning allows you to provision new Juniper Networks switches in your

network automatically without manual intervention. When you physically connect a

switch to the network and boot it with a default configuration, it attempts to upgrade

the Junos OS software automatically and autoinstall a configuration file from the

network. The switch uses information that you configure on a Dynamic Host

Configuration Protocol (DHCP) server to locate the necessary software image and

configuration files on the network.

With Junos OS Release 12.3X50-D30, the switch populates the Vendor Class Identifier

(DHCPOption60) field in theDHCPDiscover packet that it sends outwith information

that identifies the switch model—for example, Juniper-qfx3500s. (This is the same

information that is displayed when you execute the show version command.)

Security

• Unicast reverse path forwarding (QFX3500 andQFX3600 standalone
switches)—Protects the switch against denial-of-service (DoS) and distributed
denial-of-service (DDoS)attacksbycomparing thesourceaddressofa receivedunicast

packet against the switch’s routing table to see if the source address is valid or spoofed

(faked). Reverse path forwarding (RPF) works in twomodes:

5Copyright © 2015, Juniper Networks, Inc.
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• Strict mode: In this mode, the switch checks to see if a packet is received on the

interface that the switch would use if it were sending a packet to the incoming

packet’s source address. If the packet fails this test, the switch discards it.

• Loosemode: In this mode, the switch checks to see if the incoming packet’s source

address is in the switch’s routing table, but the switch does not verify whether it

would use the ingress interface to send a packet to the incoming packet’s source

address. If the source address is in the routing table, the switch accepts the packet

and forwards it as required.

To configure unicast reverse path forwarding, issue the rpf-check statement at the

[edit interfaces unit family] hierarchy level.

Traffic Management

• Burst-size control (QFX3500 andQFX3600 standalone switches)—Provides
fine-tuned control of the burst size (data volume) a switch port can forward for a

priority group (themembers of a forwarding class set) or for a particular output queue.

Whenyou include the shaping-rate configuration statement in the [edit class-of-service

traffic-control-profiles] hierarchy for priority groups or in the [edit class-of-service

schedulers] hierarchy for output queues, you can specify the burst size that you want

to allow by including the new burst-size option.

The switch uses the leaky bucket algorithm for rate shaping. By default, the switch

assigns a relatively large burst size that provides a large tolerance for bursts of traffic

so that the port can continue to send at full rate. This burst tolerancemight permit a

priority group or a queue to transmit at a rate over the maximum bandwidth (shaping

rate) specified in the traffic control profile or scheduler for a significant period of time

(up to several seconds in some cases).

If this is not the desired burst behavior or if the shaping rate needs to bemore strictly

enforced, use the burst-size option to limit the bursts. You can configure the burst-size

option in units of bytes, kilobytes, or megabytes. You can configure a burst size in the

range of 1 through 134184960 bytes (approximately 131040 KB or 128 MB).

Use the following formula to calculate the minimum burst value in bytes to maintain

a particular shaping rate in bits per second (bps):

[(shaping rate) / (256000 * 8)] = (minimum burst size value)

For example, if you have a shaping rate of 4 Gbps, the equation is:

4294967296 / 2048000 = 2097 bytes

If you configure a higher burst-size value than the result of the equation, that allows

output traffic bursts above the configured shaping rate when there are input bursts. If

this happens and is not desired, reduce the burst size to limit the output traffic bursts.

If you configure a burst size that is too small for the configured shaping rate, the switch

automatically increases the burst size to the minimum value required to support the

shaping rate.

Related
Documentation

New Features in Junos OS Release 12.3X50-D45 for the QFX Series on page 4•

• New Features in Junos OS Release 12.3X50-D10 for the QFX Series on page 7
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• Limitations in Junos OS Release 12.3X50 for the QFX Series on page 13

• Outstanding Issues in Junos OS Release 12.3X50 for the QFX Series on page 16

• Resolved Issues in Junos OS Release 12.3X50 for the QFX Series on page 21

• Errata in Documentation for Junos OS Release 12.3X50 for the QFX Series on page 27

• Upgrade and Downgrade Instructions for Junos OS Release 12.3 for the QFX Series on

page 28

New Features in Junos OS Release 12.3X50-D10 for the QFX Series

• Hardware on page 7

• Interfaces on page 7

• IPv6 Features on page 8

• Multicast Protocols on page 9

• Network Management and Monitoring on page 9

• Storage and Fibre Channel on page 10

• SystemManagement on page 11

• Traffic Management on page 11

Hardware

• Support for configuring 40-Gigabit Ethernet interfaces on QFX-QSFP-DAC-1M and
QFX-QSFP-DAC-3MQSFP+ direct-attach copper (DAC) cables (QFX3500 and
QFX3600 standalone switches)—OnQFX3500 and QFX3600 standalone switches,
you can configure 40-Gbps QSFP+ DAC cables to operate as 40-Gigabit Ethernet

interfaces. [See Interface Support for the QFX3500Device and Interface Support for the

QFX3600 Device.]

• Support for 1000BASE-BX SFP transceivers (QFX3500 devices)—You can use
1000BASE-BX-U and 1000BASE-BX-D bidirectional SFP transceivers to configure

1000BASE-BX Gigabit Ethernet interfaces.

• Support for third-party transceivers (QFX3500 andQFX3600 switches)—Allows
you to use fiber-optic transceivers made by other vendors with QFX Series switches.

The requirement to use Juniper Networks transceivers exclusively has been removed.

This feature is enabled by default, and no configuration is required to use this

functionality.

Interfaces

• Layer 3 unicast andmulticast support for multichassis link aggregation (QFX3500
andQFX3600 standalone switches)—The following Layer 3 unicast andmulticast
features are supported:

7Copyright © 2015, Juniper Networks, Inc.
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• VRRP active-standby support—Enables Layer 3 routing over MC-AE interfaces.

• Address Resolution Protocol (ARP) synchronization—Enables ARP synchronization

to occur independently on MC-LAG peers.

• Routed VLAN interface (RVI) MAC address synchronization—Enables an MC-LAG

peer to forward Layer 3 packets arriving onMC-AE interfaces with either its own RVI

MAC address or its peer’s RVI MAC address.

• DHCP relaywithoption82—Enablesoption82onMC-LAGpeers.Option82provides

information about the network location of DHCP clients. The DHCP server uses this

information to implement IP addresses or other parameters for the client.

• Multicast dual designated router (DR)—Enables faster convergence for MC-LAG

peer failovers. To configure a dual designated router (DR), issue the set protocols

pim interface interface-namedual-dr command for VLAN interfaces on eachMC-LAG

peer.

• Private VLAN (PVLAN)—Enables an administrator to split a broadcast domain into

multiple isolated broadcast subdomains, essentially putting a VLAN inside a VLAN.

A PVLAN can spanmultiple peers on an MC-LAG.

[See Understanding Multichassis Link Aggregation.]

IPv6 Features

• Support for IPv6 on network interfaces (QFX3500 andQFX3600 standalone
switches)—Enables IPv6support formanyprotocolsand featuresonnetwork interfaces
on QFX3500 and QFX3600 standalone switches. (IPv6 support for management

interfaces was introduced in Junos OS Release 12.2X50-D20.) IPv6 is supported on

network interfaces with the following protocols and features:

• Neighbor discovery

• Stateless autoconfiguration

• Router advertisements

• Link aggregation groups (including hitless forwarding)

• Routed VLAN interfaces

• LLDP

• SSH

• Telnet

• Ping

• Traceroute

• Virtual routers

• Static routing

• RIPv6

• OSPFv3

Copyright © 2015, Juniper Networks, Inc.8
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• IS-ISv6

• BFD

• BGPv6

• Graceful restart for routing protocols

• CoS

• VRRPv3

• Firewall filters

• RADIUS

• TACACS+

• AAA

• SNMP

• NTP

• Syslog

• IPv6 statistics and counters

• Path MTU discovery

Multicast Protocols

• MulticastVLANregistration(QFX3500andQFX3600standaloneswitches)—Enables
you to efficiently distribute IPTVmulticast streams across an Ethernet ring-based

Layer 2 network by creating amulticast source VLAN (MVLAN), which becomes the

only VLANoverwhichmulticast traffic flows throughout the Layer 2 network.Multicast

traffic can then be selectively forwarded from ports on the MVLAN (source ports) to

hosts that are connected to ports that are not part of the MVLAN, thereby eliminating

the need to send duplicatemulticast streams to each requesting VLAN in the network.

[See Understanding Multicast VLAN Registration.]

• IGMP querier (QFX3500 andQFX3600 standalone switches)—Enables multicast
traffic to be forwarded between connected switches in pure Layer 2 networks. If you

enable IGMP snooping in a Layer 2 network without a multicast router, the IGMP

snooping reports are not forwarded between connected switches. This means that if

hosts connected to different switches in the network join the samemulticast group

and traffic for that group arrives on one of the switches, the traffic is not forwarded to

the other switches that have hosts that should receive the traffic. If you enable IGMP

querying for a VLAN, multicast traffic is forwarded between switches that participate

in the VLAN if they are connected to hosts that aremembers of the relevant multicast

group. [See IGMP Snooping Overview.]

NetworkManagement andMonitoring

• Port mirroring (QFX3500 andQFX3600 standalone switches)—Copies packets
entering or exiting a port or entering a VLAN and sends the copies to a system that

analyzes the traffic. You can use port mirroring to send traffic to applications that

9Copyright © 2015, Juniper Networks, Inc.
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analyze traffic forpurposessuchasmonitoringcompliance, enforcingpolicies, detecting

intrusions, monitoring and predicting traffic patterns, correlating events, and so on.

Junos OS Release 12.3 adds support for encapsulating the mirrored packets, which

means that you can send themirrored traffic to an IP address. The analyzer system

therefore does not have to be on the same LAN as the switch that is mirroring the

traffic. [See Understanding Port Mirroring.]

• Smart DHCP relay (QFX3500 andQFX3600 standalone switches)—Enables you to
configure alternative gateway addresses for a Dynamic Host Configuration Protocol

(DHCP) server. When you configure a Juniper Networks switch to act as a DHCP relay

agent, the switch relays DHCP requests that it receives fromhosts to a specified DHCP

server. Smart DHCP relay allows you to configure secondary gateway IP addresses for

the DHCP server, so that if the server fails to reply to the requests sent to the primary

gateway address, the switch can resend the requests to the alternative gateway

addresses. [See DHCP and BOOTP Relay Overview.]

Storage and Fibre Channel

• FIP snooping scaling enhancements (QFX3500 andQFX3600 standalone
switches)—Increase themaximumnumberof FIP snoopingsessions from376 to2500.

[See Understanding VN_Port to VF_Port FIP Snooping on an FCoE Transit Switch and

Understanding VN_Port to VN_Port FIP Snooping on an FCoE Transit Switch.]

• FIP snooping FCoE-FC gateway scaling enhancements (QFX3500 standalone
switches)—Increase themaximumnumberof FIP snoopingsessions from376 to2500

when the QFX3500 switch acts as an FCoE-FC gateway. [See Understanding FIP

Parameters.]

• FCoE-FC gateway link automated load balancing (QFX3500 standalone
switches)—Enables you to automatically redistribute the session load among the
active Fibre Channel links when new sessions are initiated. You can also use the CLI to

force a load-balancing operation. This feature also introduces a new load-balancing

mode based on fabric login (FLOGI) sessions (added to existing session-based and

ENode-based load-balancingmodes).Youcanspecifydifferent load-balancingmodes

and automation configurations for different local FC fabrics on the FCoE-FC gateway.

[See Understanding Load Balancing in an FCoE-FC Gateway Proxy Fabric.]

• FCoEOxID hash control (QFX3500 andQFX3600 standalone switches)—Enables
you to configure the external LAG load distribution to include or exclude the OxID

(originator exchange identifier) in the hash. When FCoE traffic uses a LAG interface,

you configure whether or not the LAG uses the OxID in load-balancing traffic over the

LAG links. [See Understanding OxID Hash Control for FCoE Traffic Load Balancing.]
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SystemManagement

• Zero Touch Provisioning (QFX3500 andQFX3600 standalone switches)—Zero
Touch Provisioning allows you to provision new Juniper Networks switches in your

network automatically without manual intervention. When you physically connect a

switch to the network and boot it with a default configuration, it attempts to upgrade

the Junos OS software automatically and autoinstall a configuration file from the

network.

The switch uses information that you configure on a Dynamic Host Configuration

Protocol (DHCP) server to locate the necessary software image and configuration files

on the network. If you do not configure the DHCP server to provide this information,

the switch boots with the preinstalled software and default configuration.

The Zero Touch Provisioning process either upgrades or downgrades the Junos OS

version. [See Understanding Zero Touch Provisioning.]

Traffic Management

• Priority-based flow control (PFC) enhancements (QFX3500 andQFX3600
standalone switches)—Enable you to configure up to six lossless forwarding classes.
Theenhancementsenable you toconfigure values for themaximumreceiveunit (MRU)

andcable lengthonEthernet ingress interfaces to fine-tunebuffer headroomallocation,

and enable you to specify output queues on which to enable the pause function on

Ethernet interfaces. [See Understanding CoS IEEE 802.1p Priorities for Lossless Traffic

Flows.]

• Priority remapping (QFX3500 standalone switches)—Enables you to remap
IEEE 802.1p priorities and apply a fixed classifier to native Fibre Channel interfaces

when the system acts as an FCoE-FC gateway. [See Understanding CoS IEEE 802.1p

Priority Remapping on an FCoE-FC Gateway.]

• Software buffer configurability (QFX3500 andQFX3600 standalone
switches)—Provides theability to fine-tunebufferallocations tobetter supportdifferent
mixtures of traffic types (lossy, multidestination, or lossless). You can configure the

aggregate (all ports) shared buffer versus dedicated buffer allocation, and you can

configure theheadroombuffer size for lossless traffic. Youcanalso fine-tune theegress

queue buffer sizes. [See Understanding CoS Buffer Configuration.]

Related
Documentation

New Features in Junos OS Release 12.3X50-D45 for the QFX Series on page 4•

• New Features in Junos OS Release 12.3X50-D30 for the QFX Series on page 4

• Limitations in Junos OS Release 12.3X50 for the QFX Series on page 13

• Outstanding Issues in Junos OS Release 12.3X50 for the QFX Series on page 16

• Resolved Issues in Junos OS Release 12.3X50 for the QFX Series on page 21

• Errata in Documentation for Junos OS Release 12.3X50 for the QFX Series on page 27

• Upgrade and Downgrade Instructions for Junos OS Release 12.3 for the QFX Series on

page 28
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Changes in Default Behavior and Syntax in Junos OS Release 12.3X50 for the QFX
Series

Interfaces

• In amultichassis link aggregation group (MC-LAG) topologywith the Link Aggregation

Control Protocol (LACP) configured, the two aggregated Ethernet interfaces in an

MC-LAG typically originate on two different QFX Series switches (for example, two

QFX3500 switches), and terminate on the same end device, such as a switch or a

server. However, in this topology, one or more of the physical links could be incorrectly

connected, which could result in the two aggregated Ethernet interfaces in anMC-LAG

originating on two different QFX Series switches but terminating on two different end

devices. In previous software releases, QFX3500 and QFX3600 switches could not

detectan incorrect connection inanMC-LAGtopology. In fact, the statusof theMC-LAG

could appear to be in the up state on both switches.

The QFX3500 and QFX3600 switches can now detect an incorrect connection in an

MC-LAG topology by default. If these switches detect an incorrect connection, the

output for the show interfacesmc-ae command displays the Current StateMachine’s

State asmcae lacp partner mismatch and the Local Status as standby.

You can optionally disable the detection of an incorrect connection in an MC-LAG

topology by entering the no-miswire-detection statement at the [edit interfaces

interface-name aggregated-ether-optionsmc-ae] hierarchy on the two QFX3500 and

QFX3600 switches in the topology. To re-enable the detection, delete the

miswire-detection statement from the same hierarchy on the two QFX3500 and

QFX3600 switches in the topology.

Link Layer Discovery Protocol (LLDP)

• Change in output for the show lldp local-information command on QFX3500

switches—With QFX3500 switches running Junos OS Release 12.2X50 version 4 and

higher (excepting Junos OS Release 12.3X50-D35), the Interface description field

displays the advertised LLDP description as the interface name (for example,

xe-3/0/1.0).

ForQFX3500switches running JunosOSRelease 12.3X50-D35, the Interfacedescription

field displays the advertised LLDP description as the user-configured port description

(for example, rr7-14-ws-dis-f1-t1-r24).

Junos SDK

• As of Junos OS Release 12.3, Junos OS applications are installed only if the application

is built with the same release of the Junos SDK as the Junos OS release on which the

application is being installed. For example, an application built with Release 12.3R2

can be installed only on Junos OS Release 12.3R2 and cannot be installed on Junos OS

Release 12.3R1, Junos OS Release 12.3R3, or Junos OS Release 13.1R1. The Junos SDK

is supported on the QFX3500 switch.

User and AccessManagement
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• Change in output for the show lldp local-information command on QFX3500
switches--With QFX3500 switches running Junos OS Release 12.2X50 version 4 and

higher (excepting Junos OS Release 12.3X50-D35), the Interface description field

displays the advertised LLDP description as the interface name (for example,

xe-3/0/1.0).

ForQFX3500switches running JunosOSRelease 12.3X50-D35, the Interfacedescription

field displays the advertised LLDP description as the user-configured port description

(for example, rr7-14-ws-dis-f1-t1-r24).

Related
Documentation

New Features in Junos OS Release 12.3X50-D30 for the QFX Series on page 4•

• New Features in Junos OS Release 12.3X50-D10 for the QFX Series on page 7

• Limitations in Junos OS Release 12.3X50 for the QFX Series on page 13

• Outstanding Issues in Junos OS Release 12.3X50 for the QFX Series on page 16

• Resolved Issues in Junos OS Release 12.3X50 for the QFX Series on page 21

• Errata in Documentation for Junos OS Release 12.3X50 for the QFX Series on page 27

• Upgrade and Downgrade Instructions for Junos OS Release 12.3 for the QFX Series on

page 28

Limitations in Junos OS Release 12.3X50 for the QFX Series

This section lists the limitations in Junos OS Release 12.3 for the QFX Series.

Interfaces and Chassis

• After you insert a QSFP+ transceiver in a QFX3500 device, the status LED does not

light green for up to 15 seconds. There is no workaround.

• On a QFX3500 switch, when both of the multichassis LAG (MC-LAG) links on both

connected peers are down, the MAC addresses learned on the MC-LAG links should

be removed from the MAC address table. However, if you issue the show

ethernet-switching table operational command after all of the MC-LAG links go down,

the MAC addresses learned on the MC-LAG still appear in the table andmust age out

before they are removed.

• On a QFX3500 switch, multichassis LAG (MC-LAG) interfaces are not supported for

thedefaultVLAN. Interfaces that aremembersof thedefaultVLANcannotbe included

in an MC-LAG interface.
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NetworkManagement andMonitoring

• If a QFX3500 switch drops traffic because of an ingress firewall filter, the switch does

not generate an sFlowmonitoring technology flow sample packet that contains this

dropped traffic.

Security

• OnaQFX3500switch, if you enablemulticast VLAN registration (MVR) andalso apply

a firewall filter to a VLAN (in either the input or output direction), the filter does not

take effect.

Storage and Fibre Channel

• Each Fibre Channel fabric on an FCoE-FC gateway supports a maximum of four Fibre

Channel over Ethernet (FCoE) VLAN interfaces.

• Themaximumnumber of logins for each FCoE node (ENode) is a range of 32 to 2500.

(Each ENode can log in to a particular fabric up to themaximumnumber of configured

times. Themaximum number of logins is per fabric, so an ENode can log in to more

than one fabric and have its configuredmaximum number of logins on each fabric.)

• Themaximumnumber of FCoE sessions for the switch, which equals the total number

of fabric login (FLOGI) sessions plus the total number of fabric discovery (FDISC)

sessions, is 2500.

• Themaximum number of FIP snooping sessions per QFX3500 switch is 2500.

• When you configure FIP snooping filters, if the filters consumemore space than is

available in the ternarycontent-addressablememory(TCAM), theconfigurationcommit

operation succeeds even though the filters are not actually implemented in the

configuration. Because the commit operation checks syntax but does not check

available resources, it appears as if the FIP snooping filters are configured, but they

are not. The only indication of this issue is that the switch generates a system log

message that the TCAM is full. Youmust check the system log to find out if a TCAM

fullmessagehasbeen logged if yoususpect that the filters havenotbeen implemented.

• You cannot use a fixed classifier tomapFCoE traffic to an Ethernet interface. The FCoE

application type, length, and value (TLV) carries the FCoE priority-based flow control

(PFC) information when you use an explicit IEEE 802.1p classifier to map FCoE traffic

to an Ethernet interface. You cannot use a fixed classifier to map FCoE traffic to an

Ethernet interface because untagged traffic is classified in the FCoE forwarding class,

but FCoE traffic must have a priority tag (FCoE traffic cannot be untagged).

For example, the following behavior aggregate classifier configuration is supported:

[edit class-of-service]

user@switch#setcongestionnotificationprofile fcoe-cnp input ieee-802.1code-point
011 pfc
user@switch# set interfaces xe-0/0/24 unit 0 classifiers ieee-802.1 fcoe

For example, the following fixed classifier configuration is not supported:
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[edit class-of-service]

user@switch# set interfaces xe-0/0/24 unit 0 forwarding-class fcoe

• On a QFX Series device, a DCBX interoperability issue between 10-Gigabit Ethernet

interfacesonQFXSeriesdevicesand 10-Gigabit Ethernet interfacesonanother vendor’s

devices canprevent the two interfaces fromperformingDCBXnegotiation successfully

in the following scenario:

1. OnaQFXSeries 10-Gigabit Ethernet interface, LLDP is running, butDCBX isdisabled.

2. Onanother vendor’s device 10-Gigabit Ethernet interface, both LLDP andDCBXare

running, but the interface is administratively down.

3. When you bring another vendor’s 10-Gigabit Ethernet interface up by issuing the no

shutdown command, the device sends DCBX 1.01 (CEE) TLVs, but receives no

acknowledge (ACK)message from the QFX Series device, because DCBX is not

enabled on the QFX Series device. After a few tries, another vendor’s device sends

DCBX 1.00 (CIN) TLVs, and again receive no ACKmessages from the QFX Series

device.

4. Enable DCBX on the QFX Series 10-Gigabit Ethernet interface. The interface sends

DCBX 1.01 (CEE) TLVs, but the other vendor’s device ignores them and replies with

DCBX 1.00 (CIN) TLVs. The other vendor’s device does not attempt to send or

acknowledge DCBX 1.01 TLVs, only DCBX 1.00 TLVs.

In this case, the QFX Series device ignores the DCBX 1.00 (CIN) TLVs because the QFX

Seriesdoesnot supportDCBX1.00(theQFXSeries supportsDCBX1.01and IEEEDCBX).

The result is that the DCBX capabilities negotiation between the two interfaces fails.

Traffic Management

• Youcannotapply classifiers and rewrite rules to routedVLAN interfaces (RVIs)because

themembers of RVIs are VLANs, not interfaces. You can apply classifiers and rewrite

rules to Layer 2 logical interfaces and Layer 3 physical interfaces that are members of

VLANs that belong to RVIs.

Related
Documentation

New Features in Junos OS Release 12.3X50-D45 for the QFX Series on page 4•

• New Features in Junos OS Release 12.3X50-D30 for the QFX Series on page 4

• New Features in Junos OS Release 12.3X50-D10 for the QFX Series on page 7

• Changes in Default Behavior and Syntax in Junos OS Release 12.3X50 for the QFX

Series on page 12

• Limitations in Junos OS Release 12.3X50 for the QFX Series on page 13

• Outstanding Issues in Junos OS Release 12.3X50 for the QFX Series on page 16

• Resolved Issues in Junos OS Release 12.3X50 for the QFX Series on page 21

• Errata in Documentation for Junos OS Release 12.3X50 for the QFX Series on page 27

15Copyright © 2015, Juniper Networks, Inc.

Limitations in Junos OS Release 12.3X50 for the QFX Series



• Upgrade and Downgrade Instructions for Junos OS Release 12.3 for the QFX Series on

page 28

Outstanding Issues in Junos OS Release 12.3X50 for the QFX Series

The following issuesareoutstanding in JunosOSRelease 12.3X50.The identifier following

the description is the tracking number in our bug database.

For the latest, most complete information about outstanding and resolved issues with

the JunosOSsoftware, see the JuniperNetworksonlinesoftwaredefect searchapplication

at http://www.juniper.net/prsearch .

• Ethernet Switching

• Hardware

• Interfaces and Chassis

• Layer 2 Features

• Layer 3 Features

• Multicast Features

• NetworkManagement andMonitoring

• Routing Protocols

• Security

• Storage

• User Interface and Configuration

Ethernet Switching

• OnaQFX3500switch,whenyouconfigureQ-in-Q tunnelingonan interface, persistent

MAC learning does not happen. The MAC entries are learned as dynamic entries.

[PR/720380]

Hardware

• OnaQFX3500 switch, theQSFP+modulemight not be recognized by the switch. This

happensonlywhenyou insert theQSFP+moduleanddoesnothappenduringoperation.

As a workaround, remove and reinsert the QSFP+module. [PR/793124]

Interfaces and Chassis

• On a QFX3500 switch, if you enable extendedmode (to enable port xe-0/1/0) and

you also configure a large number of BFD sessions, the sfid process CPU usagemight

be higher than expected. [PR/896939]

• OnaQFX3500switch, if youmove theaggregatedEthernet interfaces fromone routing

instance to another, it is possible that one ormore of the link aggregation groupsmight

be declared down even though all of the member interfaces are up. As a workaround,

disable and enable eachmember link of the affected LAG to bring the LAG to the up

state. [PR/612277]
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• On a QFX3500 switch, configuring the traceoptions statement at the [edit

forwarding-options helpers] hierarchy level has no effect. As a workaround, configure

the traceoptions statement with the level all and flag all options at the [edit system

services dhcp] hierarchy level. [PR/716981]

• On a QFX3500 switch, if you enable the flag option for PIM trace options, the trace

options logmight display the wrong source IP address for outgoing register messages.

[PR/735035]

• OnaQFX3500switch, theshowiccpoperational commandoutputshowsthe registered

client daemons even if no Interchassis Control Protocol (ICCP) peer is configured. The

show iccp operational command always shows registeredmodules regardless of

whether or not ICCP peers are configured. [PR/741964]

• On aQFX3500 switch with amultichassis link aggregation group (MC-LAG), the ICCP

connection is not established if you add an authentication key and then delete it only

at the global ICCP level. Authentication works correctly at the ICCP peer level. To work

around the problem, delete the ICCP configuration and then add it again. [PR/745522]

• On a QFX3500 switch, if you enable backup liveness detection for amultichassis LAG

by including the iccp peer peer-ip-address backup-liveness-detection backup-peer-ip

ip-address at the [edit protocols] hierarchy level, and if the backup liveness packets

are lost because of a temporary failure on the link, then both of the Node devices in

the multichassis LAG remain active. If this happens, both of the Node devices send

packets to the connected server. [PR/748755]

• On a QFX3600 standalone switch, if you have a firewall filter with a term having both

the count and analyzer action modifiers, the value of the counter associated with the

term is reset to 0 when youmodify the configuration for the analyzer. [PR/797094]

• On a QFX3500 switch, if the following events happen in this order—ICCP goes down,

and themultichassis agreggated Ethernet (MC-AE) interface on the active node goes

down—a double failover occurs. In this scenario, the standby node does not detect

what happens on the active node, proceeds as if the active node were up, and blocks

the interchassis link (ICL) traffic. The ICL traffic is not forwarded. [PR/797950]

• When amonitored xle (40-Gigabit Ethernet) interface on a QFX3500 switch fails,

other interfaces also fail. [PR/807009]

• OnaQFX3500switch, someMACaddressesmightnotbe replicatedonMC-LAGpeers.

To work around this problem, clear the MAC table. [PR/813138]

• OnaQFX3500switchwithanMC-LAGconfigured for Layer2, if the interchassis control

link (ICL) interface fails and recovers, multicast traffic is flooded to all of the ports in

the VLAN. The PFE flag Ip4McastFloodMode for the VLAN is changed to

MCAST_FLOOD_ALL. [PR/814106]

• OnaQFX3500 switchwith anMC-LAG, if ICCP fails, the status of remoteMC-AEpeers

is unknown. Even if a peer is configured as standby, traffic is not redirected to this peer

because it is assumed that this peer is down. This behavior is not seen on an active

peer. [PR/816488]

• On a QFX3500 switch, when an MC-AE (multichassis aggregated Ethernet) interface

is converted toanAE(aggregatedEthernet) interface, it retains someMC-AEproperties,
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which causes the interface to fail. To work around the problem, restart LACP (Link

Aggregation Control Protocol). [PR/817325]

• OnaQFX3600switch, using thevlan-rangestatementwhenyoucreateVLANmembers

does not work on 40-Gigabit Ethernet (xle) interfaces. [PR/821542]

• On a QFX3500 switch with MC-AE MAC synchronization enabled, an MC-LAG peer

can resolve ARP entries for an MC-LAG RVI with either of the MC-LAG peer MACs. If

the downstream traffic is sentwith oneMACaddress (MAC1) but thepeer has resolved

theMACaddresswith adifferentMACaddress (MAC2), there is apossibility thatMAC2

might not be learned by any of the access layer switches. This can result in flooding of

the upstream traffic for MAC2. To work around this problem, make sure that the

downstream traffic is sent from both MC-LAG peers periodically. This prevents the

MAC addresses from aging out. [PR/822855]

Layer 2 Features

• On a QFX3500 switch, port mirroring does not work with 802.1Q subinterfaces that

have unit numbers other than 0. (You configure 802.1Q subinterfaces using the

vlan-tagging statement.) [PR/701498]

• OnaQFX3500switch,MACtableentriesmightnotageoutproperly if theMACaddress

is assigned to a private VLAN. To work around this issue, you can restart the Ethernet

switching process (eswd) to flush out all of the stale MAC entries. [PR/707487]

• OnaQFX3500switch, aportmirroringanalyzer configured tomatchon ingresspackets

inaVLANdoesnotmatchprotocoldataunits (PDUs) for Layer2protocols (for example,

STP or LACP). These Layer 2 Control PDUs are not mirrored to the output interface or

to the VLAN configured in the analyzer. [PR/725710]

• On a QFX3500 switch, if you enable Layer 2 protocol tunneling and there are a large

number of VLANs configured, the show ethernet-switching layer2-protocol-tunneling

statistics commandmight not work. In this case, Layer 2 tunneling works properly, but

the CLI command does not display any output. [PR/739027]

• OnaQFX3500 switch, if you include the no-path-mtu-discovery statement at the [edit

system internet-options]hierarchy level, the switch retains pathMTUdiscovery instead

of disabling the feature. [PR/826599]

• On a QFX3500 or QFX3600 switch, if you configure a private VLAN on amultichassis

link aggregation interface, MAC addresses learned on the interface are also learned

by the private secondary VLANs. If you later delete the private VLAN (including its

secondary VLANs), the Ethernet switching table still includes entries for learned MAC

addresses on the secondary VLANs. [PR/835472]

Layer 3 Features

• The show isis route inet6 operational command is not available on a QFX3500 switch

even though IPv6 is supported on the switch. [PR/820139]

• The show route protocol ospf3 operational command is not available on a QFX3500

switch even though the OSPFv3 protocol is supported on the switch. [PR/820151]
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• On a QFX3500 switch, if you enable per-packet load balancing in an IPv6 network by

including the load-balance per-packet statement at the [edit policy-options

policy-statement policy-statement-name then] hierarchy level, load balancing might

not work, and traffic might flow only over a single link. [PR/820915]

• On aQFX3500 switch, no ICMP redirects are sent for IPv6 packets when the incoming

and outgoing interface are the same and the source address and the next hop are in

the samesubnet.However, theoriginal packets are correctly forwarded to theoutgoing

interface. [PR/825173]

• If youconfigure twoQFX3500switches inaVRRPgroup tohave thesameVRRPpriority,

VRRPmight not correctly use their IP addresses to decide which switch is the master

for the group, which can result in both devices being the master. If there is a second

VRRP group configured on the two switches, one switch might be themaster for both

groups. [PR/827557]

• On aQFX3500 switch, an EBGP sessionmay not be established if it is configuredwith

an IPv6 address that matches the pattern xx00:x::x/x. For example, an EBGP session

with the IPv6 address 2200:1::1/120might not come up. To prevent this problem, set

the BGPmultihop TTL value to be greater than 1 by configuring the ttl x statement at

the [edit protocols bgpmultihop] hierarchy level on the BGP peers that use an address

that matches this pattern. You can also prevent the problem by using IPv6 addresses

that do not match this pattern. [PR/830126]

• On aQFX3500 switch, if you include the fast-interval statement at the [edit interfaces

interface-name unit logical-unit-number family inet address ip-address vrrp-group

group-number] hierarchy level, VRRP advertisement framesmight not be sent.

[PR/832208]

• On a QFX3500 switch, the output of the show vrrp extensive commandmight display

the VRRP advertisement packets field with a value of zero even when packets are

being advertised. [PR/834289]

Multicast Features

• OnaQFX3500switchwitha largenumberofVLANsconfigured(thousandsofVLANs),

if you enable or disable IGMP snooping on the VLANs, the systemmay take several

minutes to implement the change. [PR/722774]

• If you configure multiple QFX3500 switches in a Layer 2 network to be IGMP queriers,

the switch with the greater (higher) IGMP querier source address is the querier for the

network. If you change the source address on the other switch so that it has the greater

address, it should become the querier, but this does not occur. [PR/836699]

NetworkManagement andMonitoring

• OnQFX3500 switches, ingress and egress sFlow technology sampling can be enabled

onlyon interfaces thatare configuredwith the logical unit0. sFlow technology sampling

doesnotworkon802.1Qsubinterfaceswithanonzero logicalunitnumber. [PR/693879]

• On a QFX3500 switch, the SSH connection limit set for a routing instance does not

takeeffect. Instead, theglobalSSHconnection limit is enforced.There isnoworkaround.

[PR/828542]
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• On a QFX3500 switch, if you configure remote port mirroring so that packets are

mirroredonegress froman interface that is amemberofaVLANandyoualsoconfigure

an IP address as the output, the GRE encapsulatedmirrored packet does not have the

correct VLAN tag when it is sent to the analyzer device. [PR/832247]

Routing Protocols

• On a QFX3500 switch, issuing the restart routing immediate operational command

causes temporary traffic loss, as follows:

1. Traffic loss occurs while the routing process restarts.

2. Traffic is recovered.

3. Traffic is lost again for a brief period.

[PR/708864]

• On a QFX3500 switch, the output of the showmsdp brief commandmight display

incorrect values for the SA count field. [PR/732115]

• On aQFX3500 switch, if you configure a firewall filter withmore than 128 policers and

attempt to apply the filter to a Layer 3 interface in the output direction, the commit

operation fails, and the filter is not created. [PR/745327]

Security

• OnaQFX3500 switch, if you configure a two-color policerwith a burst size limit of less

than 1 megabyte, the policer might not police traffic to the specified bandwidth limit.

[PR/814055]

• OnaQFX3500switch, if youconfiguredynamicARP inspection(DAI), validARPpackets

might be blocked and 40-Gigabit Ethernet (xle) interfaces might not receive these

ARP packets. [PR/827819]

• On a QFX3500 switch, the ttl and hop-count statements at the [edit firewall family

inet6 filter filter-name term term-name from] hierarchy level might bemissing in the

context-sensitive help for this configuration level. [PR/830133]

• On a QFX3500 switch, a problem can occur if you configure three firewall filters and

the following is true for each filter:

• Each filter has 255 terms.

• The first 128 terms in each filter include a three-color-policer statement.

In this situation, the third filter might not be installed by the system.

To prevent this problem, change the order of the terms in the third filter so that the

terms without a three-color-policer statement are configured before the terms that

have a three-color-policer statement. If this does not correct the problem, make the

same change to the first two filters. [PR/838135]
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Storage

• On a QFX3500 switch, the message Load Rebalance is In-Progress is displayed after

youexecute the request fibre-channelproxy load-rebalancefabric fabricnameoperational

command, even if the load does not need to be rebalanced. [PR/830302]

User Interface and Configuration

• On a QFX3500 switch, you can use the vlans vlan-name interface interface-name

mapping-range statement to map a range of customer VLANs to a range of service

VLANs instead of using multiple vlans vlan-name interface interface-namemapping

(push | swap) statements to configure Q-in-Q tunneling or VLAN translation on a

per-VLANbasis. If you enter the first statement and configure a range inwhich the first

value is larger than the second value (which is unsupported), you see an errormessage

that does not clearly describe the problem. [PR/728938]

• On aQFX3500 switch, the logmessages of IP addresses assigned by the DHCP server

are not displayed unless the level flag is set in the traceoptions file. [PR/729571]

• On QFX3500 switches, although the igmp-snooping statement at the [edit

routing-instances instance-nameprotocols] hierarchy level is visible, it is not supported.

When you configure IGMP snooping in a routing instance, the configuration does not

work. [PR/729629]

• On the QFX Series, if you configure an interface range andmake the range amember

of a VLAN, a problem occurs if you later remove an interface from the range. In this

situation, the interface that you remove from the range is not removed from the VLAN.

[PR/780290]

Related
Documentation

New Features in Junos OS Release 12.3X50-D45 for the QFX Series on page 4•

• New Features in Junos OS Release 12.3X50-D30 for the QFX Series on page 4

• New Features in Junos OS Release 12.3X50-D10 for the QFX Series on page 7

• Changes in Default Behavior and Syntax in Junos OS Release 12.3X50 for the QFX

Series on page 12

• Limitations in Junos OS Release 12.3X50 for the QFX Series on page 13

• Resolved Issues in Junos OS Release 12.3X50 for the QFX Series on page 21

• Errata in Documentation for Junos OS Release 12.3X50 for the QFX Series on page 27

• Upgrade and Downgrade Instructions for Junos OS Release 12.3 for the QFX Series on

page 28

Resolved Issues in Junos OS Release 12.3X50 for the QFX Series

The following issues have been resolved in Junos OS Release 12.3X50 specified

maintenance releases listed in this topic.
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For the latest, most complete information about outstanding and resolved issues with

the JunosOSsoftware, see the JuniperNetworksonlinesoftwaredefect searchapplication

at http://www.juniper.net/prsearch .

NOTE: Some issues that apply to EX Series switchesmay apply to the QFX
Series as well. If you are looking for a resolved issue but cannot locate it in
this section, see the “Resolved Issues in Junos OS Release 12.3 for the EX
Series” section in the Junos OS 12.3 Release Notes.

• Issues Resolved in Release 12.3X50-D45 on page 22

• Storage and Fibre Channel

• Issues Resolved in Release 12.3X50-D40 on page 24

• Issues Resolved in Release 12.3X50-D35 on page 25

• Issue Resolved in Release 12.3X50-30 on page 25

• Issues Resolved in Release 12.3X50-D20 on page 26

Issues Resolved in Release 12.3X50-D45

The following issues have been resolved since Junos OS Release 12.3X50-D40. The

identifier following each description is the tracking number in our bug database.

Interfaces

• On QFX Series switches systems running Junos OS releases 12.3X50-D20 and later,

when a DAC cable is connected to a 10-Gigabit Ethernet interface, this interfacemight

transition down and up continuously. [PR/896037: This issue has been resolved.]

• On a QFX Series switch, if a routed VLAN interface is configured with family ISO, the

ISOmaximumtransmission unit (MTU)of the interface is reduced from 1500 (default)

to 1497 bytes. Any transit ISO traffic larger than 1497 bytes might be sent to the CPU

and cause latency issues. [PR/955710: This issue has been resolved.]

• On a QFX Series switch running MSTP, a non-edge interface might be incorrectly

marked as a boundary interface. [PR/996108: This issue has been resolved.]

• On a QFX Series switch with amultichassis link aggregation group MC-LAG) and the

init-delay-time statement configured, trafficmight be dropped if you reboot the switch

while a peerMC-LAG link is in down state. [PR/999855: This issue has been resolved.]

Layer 3 Protocols

• If aQFXSeries switchwith per-packet load balancing enabled hasmultiple Equal Cost

MultiplePaths (ECMP)next hops and these also havemultiple ECMPnext hops, ECMP

entriesmightbe installed twice if theyhaveoverlappingmembers. Theduplicateentries

result in those links carrying twice the traffic of the other links in the ECMP group.

[PR/936707: This issue has been resolved.]

• A BGP update containing a specifically crafted set of transitive attributes can cause

corruption ofmemory and lead to an RPD routing process crash and restart. This issue
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affects only routers supporting 4-byte AS numbers connected to a BGPpeer that does

not support 4-byte AS numbers. [PR/953037: This issue has been resolved.]

• DHCP unicast packets with a destination MAC address that is a VRRPMAC on a QFX

Series switchmight get dropped if the switch is acting as VRRPmaster. [PR/1022543:

This issue has been resolved.]

Multicast Protocols

• On a QFX3500 switch, when there are multiple sources and Layer 2 receivers in the

source VLAN of amulticast group and there are no Layer 3 receivers for the group, if a

Layer 2 receiver in the source VLAN sends an IGMP leave for that group, then the

forwarding process might fail. [PR/999511: This issue has been resolved.]

Routing Protocols

• On a QFX Series switch, the rpd scheduler might slip because of a memory allocation

issue. This might occur when routing entries are updated. [PR/998911: This issue has

been resolved.]

Security

• During initialization on a QFX Series switch, the software programs dynamic filters for

protocols such as BGP, LDP, and so on. The dynamic software-defined filters are

required for sending special types of packets to the CPU or to change the CPU traffic

queue, and the system-defined dynamic filters have a higher priority than the

user-defined filters. Because user-defined filters have a lower priority, in some cases

action in the dynamic system-defined filters is applied to that traffic instead of the

action in the user-defined filters. (The traffic hits the dynamic system-defined filters

before it hits the user-defined filters.) [PR/974616: This issue has been resolved.]

• On a QFX Series switch with firewall filters configured, if a filter is configured with the

match condition destination-port-range-optimize, traffic matching the termmay be

dropped even if the action is accept. [PR/1008624: This issue has been resolved.]

23Copyright © 2015, Juniper Networks, Inc.

Resolved Issues in Junos OS Release 12.3X50 for the QFX Series



Software Installation and Upgrade

• On a QFX Series switch, if the Uboot or jloader process fails, the switch might reboot

and generate amisc hardware reason errormessage. To fix this issue and providemore

details, new hardware failure codes have been added to assist customers and JTAC

in diagnosing software reset and BIOS auto recovery conditions more precisely.

[PR/978542: This issue has been resolved.]

Storage and Fibre Channel

• On a QFX3500 switch, you can configure native Fibre Channel (FC) interfaces to add

to an FC fabric (fc-fabric) using the interface-range opt ion. Previously, configuring a

range of FC interfaces with the interface-range option resulted in a rejected

configuration. The interface-rangeoptionprovides the flexibility toaddamember range

of native FC interfaces to an fc-fabric configuration on the switch, instead of having

to configure the FC interfaces individually. [PR/1012524: This issue has been resolved.]

Issues Resolved in Release 12.3X50-D40

The following issues have been resolved since Junos OS Release 12.3X50-D35. The

identifier following each description is the tracking number in our bug database.

Interfaces

• If you insert an SFPmodule in a management interface on a QFX switch while it is

running a previous build of Junos OS 12.3X50—that is, if you hot swap the SFP

module—themanagement interfacemight not work properly. [PR/888245: This issue

has been resolved.]

• If you configure family iso on a routedVLAN interface (RVI) of aQFX3500orQFX3600

switch, the maximum transmission unit of the RVI might be reduced from the default

1500 bytes to 1497 bytes. If the RVI then receives packets larger than 1497 bytes, the

trafficmightbe forwarded to theCPU,whichcancausesignificant latency. [PR/955710:

This issue has been resolved.]

Layer 3 Features

• If you issue a show route resolution command on a QFX3500 or QFX3600 switch

running a previous build of JunosOS 12.3X50and the resulting output is very extensive,

the routing protocol daemon (RPD) process might crash. [PR/861574: This issue has

been resolved.]

• If the Virtual Router Redundancy Protocol (VRRP) is enabled on an interface on aQFX

switch running a previous build of JunosOS 12.3X50 and you deactivate and reactivate

the interface, the IP address associated with the interface might disappear. If the

interface also belongs to a routing instance, deactivating and reactivating the routing

instance can also cause the IP address to disappear. [PR/912295: This issue has been

resolved.]

• If you create a large scale BGP configuration (for example, 50 BGP sessions with each

session advertisingmore than 1000 routes) on aQFX Series switch running a previous
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build of Junos OS 12.3X50, the RPD scheduler might slip if you issue a show route

command. [PR/928835: This issue has been resolved.]

Services

• If you use DHCP or BOOTP relay on a QFX switch running a previous build of Junos OS

12.3X50andyou reloadtheconfigurationoraddVLANsandcommitanewconfiguration,

DHCPor BOOTP relaymight stopworking. [PR/945574: This issue has been resolved.]

Issues Resolved in Release 12.3X50-D35

The following issues have been resolved since Junos OS Release 12.3X50-D30. The

identifier following each description is the tracking number in our bug database.

Junos OS Basics

• With the previous build of Junos OS 12.3 for the QFX3500 and QFX3600 switches

(Junos OS 12.3X50-D30.2), the Zero Touch Provisioning feature can fail to properly

commit configuration information on a platform. [PR/916531: This issue has been

resolved.]

• OnaQFX3500orQFX3600 switch running a previous build of JunosOS 12.3, a commit

confirmedoperationmight fail.When this happens, thenewconfiguration is committed

even if you do not confirm it within the specified time limit—that is, a rollback does not

occur even though it should. Youmight also see the error message commit confirmed

failed during copy of rollback data. [PR/925512: This issue has been resolved.]

Layer 3 Features

• On a QFX3500 or QFX3600 switch running a previous build of Junos OS 12.3, BGP

multipath may usemore ECMP groups than necessary if the import policy uses the

policyactionnext-hoppeer-address to set the route'sprotocol next hop.Toworkaround

this issue, use the policy action next-hop IP-address instead of the action next-hop

peer-address. [PR/921938: This is is resolved.]

• On a QFX3500 or QFX3600 switch running a previous build of Junos OS 12.3, a syslog

message is not generated if the maximum number of ECMP table entries is reached.

With Junos OS 12.3X50-D35, a syslog message is created if the maximum number of

ECMP table entries is reached. [PR/922083: This issue has been resolved.]

• OnaQFX3500orQFX3600switch runningapreviousbuildof JunosOS 12.3, aproblem

can occur if a BGP route is resolved using a next hop that is learned fromBGP and BGP

ECMP is also used. In this circumstance, the route might be incorrectly programmed.

[PR/922389: This issue has been resolved.]

Issue Resolved in Release 12.3X50-30

The following issuehasbeen resolvedsince JunosOSRelease 12.3X50-D20.The identifier

following the description is the tracking number in our bug database.
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Layer 3 Features

• If a QFX3500 or QFX3600 switch running a previous release of Junos OS 12.3X50 has

amultichassis link aggregation interface configured and is operating as a BGP transit

switch, some BGP packets might be inappropriately dropped. This occurs because an

implicit BGP filter that filters BGP packets intended for the CPU also discards packets

that should be forwarded. [PR/863819: This issue has been resolved.]

Issues Resolved in Release 12.3X50-D20

The following issues have been resolved since Junos OS Release 12.3X50-D10. The

identifier following each description is the tracking number in our bug database.

Interfaces and Chassis

• OnaQFX3500switch, if youchangean interface family from inet toethernet-switching,

DHCP discover messages received from DHCP clients connected to that interface are

not forwarded. To work around this problem, delete the interface and re-create it with

ethernet-switching as its family. [PR/809696: This issue has been resolved.]

Layer 2 Features

• On a QFX3500 switch, if VLAN translation is enabled on an xle-0/2/x interface

configuredasaVLANtrunk,VLANtranslationdoesnotwork correctlywithegressVLAN

traffic, and the traffic exits with incorrect VLAN tags. [PR/848313: This issue has been

resolved.]

NetworkManagement andMonitoring

• On aQFX3500 switch, if you configure remote portmirroringwith an IP address as the

output, themirrored packetsmight have the sourceMAC address 0x00deadbeef, and

the source IP address might be the network address of the network that the egress

interface is a member of. The correct addresses should be the MAC address and IP

address of the interface that the GRE encapsulatedmirrored packets exit from.

[PR/828546: This issue has been resolved.]

• On aQFX3500 switch, if you configure remote portmirroringwith an IP address as the

output, the identification field in the IP header is always set to 0 and the "do not

fragment" bit in the flags field is not set. This means that fragmentation is allowed,

and if the packet is fragmented, it cannot be reassembled properly. You should ensure

that the path MTU of each network segment between the QFX3500 switch and the

analyzer device is large enough so that fragmentation does not occur. [PR/829722:

This issue has been resolved.]

Security

• On QFX3500 and QFX3600 switches, policers applied to a loopback interface (to

protect the Routing Engine) do not work properly. [PR/839453: This issue has been

resolved.]
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• To apply a firewall filter to IGMP reports on a QFX3500 switch, youmust configure

this explicitly by including protocol igmp in a from term. [PR/844665: This issue has

been resolved.]

SystemAdministration

• On a QFX3500 switch or QFX3600 switch, if both Dynamic Host Control Protocol

(DHCP) and automatic software upgrade (Zero Touch Provisioning) are enabled, the

QFX3500 switch or QFX3600 switch broadcasts a DHCP discover packet every 6

minutes. If aDHCPserveron thenetwork respondswithaDHCPACKpacketwithDHCP

vendoroptions setwith thenecessary values to initiateanautomatic softwareupgrade,

then the automatic software upgrade proceeds.

Todisablebroadcasting theDHCPdiscoverpacket every6minuteswithoutperforming

an automatic software upgrade, manually delete the auto-image-upgrade statement

located at the [edit chassis] hierarchy level. If an automatic software upgrade finishes

without errors, the auto-image-upgrade statement is automatically deleted.

You canmonitor the status of an automatic software upgrade in progress by looking

at the following log files:

• /var/log/dhcp_logfile

• /var/log/image_load_log

[PR/834103: This issue has been resolved.]

Related
Documentation

New Features in Junos OS Release 12.3X50-D45 for the QFX Series on page 4•

• New Features in Junos OS Release 12.3X50-D30 for the QFX Series on page 4

• New Features in Junos OS Release 12.3X50-D10 for the QFX Series on page 7

• Changes in Default Behavior and Syntax in Junos OS Release 12.3X50 for the QFX

Series on page 12

• Limitations in Junos OS Release 12.3X50 for the QFX Series on page 13

• Outstanding Issues in Junos OS Release 12.3X50 for the QFX Series on page 16

• Errata in Documentation for Junos OS Release 12.3X50 for the QFX Series on page 27

• Upgrade and Downgrade Instructions for Junos OS Release 12.3 for the QFX Series on

page 28

Errata in Documentation for Junos OS Release 12.3X50 for the QFX Series

This section lists an outstanding issue with the documentation.
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CLI Help

• On the QFX3500 and QFX3600 switches, CLI help documentation for the QFX Series

is available in Junos OS Release 12.3X50-D20 or later. CLI help documentation for the

QFX Series is not available in Junos OS Release 12.3X50-D10.

Related
Documentation

New Features in Junos OS Release 12.3X50-D45 for the QFX Series on page 4•

• New Features in Junos OS Release 12.3X50-D30 for the QFX Series on page 4

• New Features in Junos OS Release 12.3X50-D10 for the QFX Series on page 7

• Changes in Default Behavior and Syntax in Junos OS Release 12.3X50 for the QFX

Series on page 12

• Limitations in Junos OS Release 12.3X50 for the QFX Series on page 13

• Outstanding Issues in Junos OS Release 12.3X50 for the QFX Series on page 16

• Resolved Issues in Junos OS Release 12.3X50 for the QFX Series on page 21

• Upgrade and Downgrade Instructions for Junos OS Release 12.3 for the QFX Series on

page 28

Upgrade and Downgrade Instructions for Junos OS Release 12.3 for the QFX Series

This section discusses the following topics:

• Upgrading Jloader Software on QFX Series Devices on page 28

• Procedure for Upgrading CoS from Junos OS Release 11.1 or Release 11.2 to Release 11.3

or Later on page 30

• CoS Upgrade Requirements from Junos OS Release 12.1 to Junos OS Release 12.2 and

Later on page 31

• Upgrading Software on QFX3500 and QFX3600 Standalone Switches on page 33

• Upgrade and Downgrade Support Policy for Junos OS Extended End-of-Life Software

Releases on page 35

Upgrading Jloader Software on QFX Series Devices

Jloader software contains a boot loader (Uboot), which is used to bring up QFX Series

devices and load Junos OS from the flash memory of these devices. You can upgrade

Jloader software on QFX3500 and QFX3600 switches, QFX3500 and QFX3600 Node

devices, and QFX3600-I and QFX3008-I Interconnect devices.

On theQFX3500 andQFX3600 switches, additional diagnostic functionality is included

with the latest Jloader software for internal Juniper Networks processes.
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NOTE: Before you upgrade the Jloader software, see Table 1 on page 29 to
make sure that you are upgrading to the right version of Jloader software for
the Junos OS software release running on your QFX3500 and QFX3600
switches.

See Table 2 on page 29 to see which Uboot software versions are available and the

filenames of the Jloader software packages.

Table 1: Junos OS and Jloader Software Compatibility Matrix for the QFX3500 Switch and
QFX3500Node Device

Jloader Software Version

Junos OS Software
Version 1.1.51.1.41.1.21.1.11.0.73

Not supportedSupported and
recommended

SupportedSupportedNot supported11.3R1 and later
(QFX3500 switch)

Not supportedSupported and
recommended

SupportedSupportedNot supported11.3X30.6 and later
(QFX3500 Node
device)

Not supportedSupported and
recommended

SupportedSupportedNot supported12.1X49-D1 and later
(QFX3500 switch)

Not supportedSupported and
recommended

SupportedSupportedNot supported12.2X50-D10 and later
(QFX3500 switch and
QFX3500Nodedevice)

Table 2: Uboot Software Release and Jloader Software Compatibility Matrix

Jloader Package NamesUboot Software Release Number

jloader-qfx-1_0_73.tgz1.0.73

jloader-qfx-11.3-20110510.0-signed.tgz1.1.1

jloader-qfx-11.3X30.9-signed.tgz1.1.2

jloader-qfx-11.3I20120127_0733_dc-builder-signed.tgz1.1.4 (Junos OS Release 11.3R3 and 11.3R2 releases only. Not
supported on Junos OS Release 11.3R1)

jloader-qfx-12.1-20120125_pr.0-signed.tgz1.1.4 (Junos OS Release 12.1R1 release and later)

jloader-qfx-12.2X50-signed.tgz1.1.5 (Junos OS Release 12.2X50-D10 and later)

For more information, see:

• Upgrading Jloader Software on QFX Series Devices

• Product Support Notification (PSN) document
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To view the PSN document:

1. In a browser, go to http://www.juniper.net/support/downloads/junos.html .

The Junos Platforms Download Software page appears.

2. In theQFXSeries section of the Junos PlatformsDownload Software download page,

select the QFX Series platform software you want to download.

3. Select the number of the software version that you want to download in the Release

pull-down window to the right of the tabs on the Download Software page.

4. Select the Software tab and then select the install package you want to download in

the Install Package section.

5. In the pop-up Alert box, click the link to the PSN document.

Outstanding Issues in the Jloader Software

The following issues are outstanding in the Jloader software. The identifier following the

description is the tracking number in our bug database.

• On the QFX Series, vccpdf adjacencies are not formed for the small form-factor

pluggable (SFP) ports on the Interconnect device because of CPU GMAC4 traffic

failure. [PR/669127]

• OnaQFX3500 switch, add support for theOpticalManagementmodule. This is a new

management module that replaces copper C0 and C1 ports with small form-factor

pluggable (SFP) interfaces. [PR/684901]

Procedure for Upgrading CoS from Junos OS Release 11.1 or Release 11.2 to Release 11.3 or Later

Before you upgrade to Junos OS Release 11.3 or later, you must deactivate the CoS

configuration on the QFX3500 switch if the CoS configuration uses the excess-rate

option, strict-highorhighpriorityqueues, or anyof thedefaultmultidestination forwarding

classes. For full information about this topic, seeOverview of CoS Upgrade Requirements

(JunosOSRelease 11.1 or 11.2 toaLaterRelease). A summaryof theupgradesteps is included

here.

After you upgrade to Junos OS Release 11.3 or later, modify the CoS configuration on the

QFX3500 switch to conform to the Junos OS Release 11.3 or later CoS requirements.

Then activate the CoS configuration and commit the changes:

1. Deactivate the CoS configuration.

user@switch# deactivate class-of-service

2. Upgrade to Junos OS Release 11.3 or later.

3. Make the following changes to the CoS configuration:

• Remove the excess-rate option from the CoS configuration if you have used it at

the [edit class-of-serviceschedulers]or [edit class-of-service traffic-control-profiles]

hierarchy level.
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• Remove the default multidestination forwarding classes (mcast-be, mcast-af,

mcast-ef, andmcast-nc) if you have used them at the [edit class-of-service

schedulers], [edit class-of-service rewrite-rules], or [edit class-of-service classifiers]

hierarchy level. Alternatively, you can change themapping of the multidestination

traffic to use the new default multidestination forwarding class (mcast).

4. If desired, configure strict-high priority queues in accordance with the

JunosOSRelease 11.3 or later strict-highpriority queue rules, andmapmultidestination

traffic to the default multidestination forwarding class (mcast).

5. Activate the CoS configuration.

user@switch# activate class-of-service

6. Commit the CoS configuration.

NOTE: If you have configured the transmit-rate option for any queues at the

[edit class-of-service schedulers] hierarchy level, if the rate is configured as

an exact rate in Mbps, we recommend that you reconfigure the transmit-rate

option as a percentage. This is because the scheduler converts exact rates
to percentages, and when the exact rate is below 1 Gbps, some granularity
maybe lost in the conversion. You canavoid this potential issueby specifying
the transmit-rate option as a percentage.

CoSUpgrade Requirements from Junos OS Release 12.1 to Junos OS Release 12.2 and Later

Before you upgrade to Junos OS Release 12.2 or later, you might need to edit the

class-of-service (CoS) configuration because the way the QFX Series handles lossless

forwarding classes has changed starting with Junos OS Release 12.2.

By default, the fcoe and no-loss forwarding classes are mapped to output queue 3 and

output queue 4, respectively. These are the only two forwarding classes (and the only

two queues) that support lossless transport.

In Junos OS Release 12.1 and earlier, explicitly setting the lossless fcoe and no-loss

forwarding classes resulted in the same CoS behavior as using the default configuration.

However, in Junos OS Release 12.2 and later, the behavior when you explicitly configure

the lossless forwarding classes differs from the behavior when you use the default

forwarding classes.

NOTE: The default behavior differs from the explicit configuration behavior
even if the explicit configuration is exactly the same as the default
configuration.

• If you use the default forwarding class configuration for the lossless queues (the

configuration does not include explicit setting of the fcoe or the no-loss forwarding

classes), then the fcoe and no-loss queues behave as lossless queues.
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If your CoS configuration does not explicitly configure the fcoe and no-loss forwarding

classes, you can upgrade from Junos OS Release 12.1 to Junos OS Release 12.2 and

later, and the behavior of the two lossless queues remains lossless.

• If your configuration includes statements that explicitly configure the fcoeor theno-loss

forwarding class (using the [set class-of-service forwarding-classes class class-name

queue-num queue-number] statement), after you upgrade to Junos OS Release 12.2 or

later, those queues do not receive lossless treatment andbehave as lossy (best-effort)

queues.

If your CoS configuration explicitly configures the fcoe and no-loss forwarding classes,

to retain the lossless behavior of those queues, you need to remove the explicit

configuration for these two forwarding classes from the CoS configuration before you

upgrade.

If you upgrade to Junos OS Release 12.2 or later and the fcoe and no-loss forwarding

classes are explicitly configured, then those two queues continue to be used, but the

traffic is treated as lossy traffic, not lossless traffic. To make the queues for these two

forwarding classes lossless, youmustdelete theexplicit forwarding class configuration.

CAUTION: If you explicitly configured the fcoe or the no-loss forwarding
class, and you upgrade to Junos OS Release 12.2 or later, the system does
not returnanupgradeerror or a commit error, or generatea syslogmessage
to notify you that these forwarding classes are no longer lossless. Traffic
mapped to these forwarding classes is not treated as lossless traffic until
you remove the explicit forwarding class configuration.

Before you upgrade, delete the fcoe and no-loss forwarding classes from the explicit

configuration to preserve the lossless behavior of traffic mapped to these forwarding

classes.

• To delete the explicit fcoe forwarding class configuration:

[edit]
user@switch# delete class-of-service forwarding-class class fcoe queue-num 3
user@switch# commit

• To delete the explicit no-loss forwarding class configuration:

[edit]
user@switch# delete class-of-service forwarding-class class no-loss queue-num 4
user@switch# commit

NOTE: If you try to delete these forwarding classes and they have not
beenexplicitly configuredon thesystem, thesystemreturns themessage
warning: statement not found. This simplymeans that there is no explicit

configuration to delete and does not change the lossless behavior of the
fcoe and no-loss forwarding classes.

After you delete the explicit configuration for the fcoe and no-loss forwarding classes,

traffic mapped to those forwarding classes retains its lossless behavior after the

upgrade to Junos OS Release 12.2 or later.
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• If youhaveaLayer 3 classifier attached toanonzerounit of an interface,we recommend

that you deactivate the CoS configuration before you upgrade from Junos OS

Release 12.1 to a later Junos OS release. Alternatively, you can delete the following

configuration hierarchy for each Layer 3 interface: set class-of-service interfaces

interface-name unit unit-number classifiers. Although the CLI in Junos OS Release 12.1

permitted you to assign a Layer 3 classifier to a logical interface, Layer 3 classifiers on

logical interfaces are not supported on the QFX Series.

Upgrading Software on QFX3500 andQFX3600 Standalone Switches

When upgrading or downgrading Junos OS, always use the jinstall package. Use other

packages (such as the jbundle package) only when so instructed by a Juniper Networks

support representative. For information about the contents of the jinstall package and

details of the installation process, see the Junos OS Installation and Upgrade Guide and

Junos OS Basics in the QFX Series documentation.

NOTE: You cannot upgrade bymore than three releases at a time. For
example, if your routing device is running Junos OS Release 11.1, you can
upgrade to Junos OS Release 11.3 but not to Junos OS Release 12.1. As a
workaround, first upgrade to Junos OS Release 11.3 and then upgrade to
Junos OS Release 12.1.

NOTE: In somecases,whenyoudowngrade theQFX3500switch toanearlier
software version, the switchmight not operate properly. As a workaround,
choose one of the following options when downgrading:

1. Issue the request system software add command to downgrade to the

following or later software versions:

• Junos OS Release 11.1R5

• Junos OS Release 11.2R2

• Junos OS Release 11.3R1

2. Include theno-validateoptionwhen you issue the request systemsoftware

add command during a downgrade to a software version earlier than the

ones listed in option #1.

The download and installation process for Junos OS Release 12.3 is the same as for

previous Junos OS releases.

If you are not familiar with the download and installation process, follow these steps:

1. In a browser, go to http://www.juniper.net/support/downloads/junos.html .

The Junos Platforms Download Software page appears.

2. In the QFX Series section of the Junos Platforms Download Software page, select the

QFX Series platform for which you want to download the software.
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3. Select 12.3 in the Release pull-down list to the right of the Software tab on the

Download Software page.

4. In the Install Package section of theSoftware tab, select theQFXSeries Switch Install

Package for the 12.3 release.

An Alert box appears.

5. In the Alert box, click the link to the PSN document for details about the software,

and click the link to download it.

A login screen appears.

6. Log in to the Juniper Networks authentication system using the username (generally

your e-mail address) and password supplied by Juniper Networks representatives.

7. Download the software to a local host.

8. Copy the software to the device or to your internal software distribution site.

9. Install the new jinstall package on the device.

NOTE: We recommend that you upgrade all software packages out of
band using the console, because in-band connections are lost during the
upgrade process.

Customers in the United States and Canada use the following command:

user@host> request system software add validate
source/jinstall-qfx-12.3X50D45.2-domestic-signed.tgz reboot

Replace sourcewith one of the following values:

• /pathname—For a software package that is installed from a local directory on the

switch.

• For software packages that are downloaded and installed from a remote location:

• ftp://hostname/pathname

• http://hostname/pathname

• scp://hostname/pathname (available only for Canada and U.S. version)

The validate option validates the software package against the current configuration

as a prerequisite to adding the software package to ensure that the switch reboots

successfully. This is the default behavior when the software package being added is

a different release.

Adding the reboot command reboots the switch after the upgrade is validated and

installed. When the reboot is complete, the switch displays the login prompt. The

loading process can take 5 to 10minutes.

Rebooting occurs only if the upgrade is successful.
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NOTE: After you install a Junos OS Release 12.3 jinstall package, you cannot

issue the requestsystemsoftwarerollbackcommandto return to thepreviously

installed software. Instead youmust issue the request system software add

validate command and specify the jinstall package that corresponds to the

previously installed software.

UpgradeandDowngradeSupportPolicy for JunosOSExtendedEnd-of-LifeSoftwareReleases

Support for upgrades and downgrades that spanmore than three Junos OS releases at

a time is not provided, except for releases that are designated as Extended End-of-Life

(EEOL) releases. EEOL releases provide direct upgrade and downgrade paths—you can

upgrade directly from one EEOL release to the next EEOL release even though EEOL

releases generally occur in increments beyond three releases. You can upgrade or

downgrade to the EEOL release that occurs directly before or after the currently installed

EEOL release, or to two EEOL releases before or after. However, you cannot upgrade

directly from a non-EEOL release that is more than three releases before or after.

To upgrade or downgrade fromanon-EEOL release to a releasemore than three releases

before or after, first upgrade to the next EEOL release and then upgrade or downgrade

from that EEOL release to your target release. For more information on EEOL releases

and to review a list of EEOL releases, see Junos Software Release Dates andMilestones.
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