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Documentation and Release Notes

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at http:/www.juniper.net/books.

Supported Platforms

For the features described in this document, the following platforms are supported:

« QFX Series standalone switches

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. The example does not become
active until you commit the candidate configuration.

If the example configuration contains the top level of the hierarchy (or multiple
hierarchies), the example is a full example. In this case, use the load merge command.
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If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
}
1
interfaces {
fxpO {
disable;
unit 0 {
family inet {
address 10.0.0.1/24;
}
1
1
}

2. Merge the contents of the file into your routing platform configuration by issuing the
load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

Merging a Snippet
To merge a snippet, follow these steps:

1. Fromthe HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

2. Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:
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[edit]
user@host# edit system scripts
[edit system scripts]

3. Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the CL/ User Guide.

Documentation Conventions

Table 1 on page cxxiii defines notice icons used in this guide.

Table 1: Notice Icons

Icon Meaning Description

o Informational note Indicates important features or instructions.
g Caution Indicates a situation that might result in loss of data or hardware damage.
a Warning Alerts you to the risk of personal injury or death.
g Laser warning Alerts you to the risk of personal injury from a laser.

Table 2 on page cxxiii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this Represents output that appears on the user@host> show chassis alarms

terminal screen. R
No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and

« Identifies guide names. actions.

« Identifies RFC and Internet draft titles. ¢ JUnos OS CLI User Guide
« RFC1997 BGP Communities Attribute
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Table 2: Text and Syntax Conventions (continued)

Convention Description Examples
Italic text like this Represents variables (options for which  Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

< > (angle brackets)

statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

Encloses optional keywords or variables.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string1 | string2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Indention and braces ({})

Encloses a variable for which you can
substitute one or more values.

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

community name members [
community-ids ]

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

GUI Conventions

Bold text like this

> (bold right angle bracket)

Represents graphical user interface (GUI)
items you click or select.

Separates levels in a hierarchy of menu
selections.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

In the configuration editor hierarchy,
select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at

Ccxxiv
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https://www.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to include
the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

. Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/
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Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.
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« QFX5100 Switch Overview on page 3
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CHAPTERI1

OFX5100 Switch Overview

« QFX5100 Switch Hardware Overview on page 3

QFX5100 Switch Hardware Overview

The QFX5100 line of switches is Juniper Network’s second generation of top-of-rack
switch solutions for data centers and campus distribution or aggregation environments.
The QFX5100 portfolio consists of high-performance fixed-configuration switches that
add higher port densities, additional scalability, and improved latency to the QFX Series.

This topic covers:

« QFX5100 Hardware on page 3

» System Software on page 5

QFX5100 Hardware

QFX5100 switches offer two compact 1 U product SKUs and a 2 U product SKU that
provide wire-speed packet performance, very low latency, and rich set of Layer 2 and
Layer 3 features. In addition to a high-throughput Packet Forwarding Engine, the
performance of the control plane running on all the QFX5100 product SKUs is enhanced
by the 1.5 Ghz dual core Intel CPU with 8 GB of memory and 32 GB of solid-state drive
(SSD) storage.

The QFX5100 line of switches include both 10GE and 40GE fixed-configurations:

« QFX5100-48S

As shown in Figure 1 on page 4, the QFX5100-48S is a 10-Gigabit Ethernet Enhanced
Small Form-Factor Pluggable (SFP+) top-of-rack switch with 48 SFP+ ports and 6
Quad SFP+ (QSFP+) ports. Each SFP+ port can operate as a native 10 Gbps port or
as a 1 Gbps port; each QSFP+ port can operate at native 40 Gbps speed or as 4
independent 10 Gbps port speeds. The 6 QSFP+ ports can be used as either access
ports or as uplinks. The QFX5100-48S provides full duplex throughput of 1.44 Tbps.
The QFX5100-48S has a 1U form factor and comes standard with redundant fans and
redundant power supplies. The model can be ordered with either ports-to-FRUs or
FRUs-to-ports airflow and with AC or DC power supplies.
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Figure 1: QFX5100-48S Switch

« QFX5100-240

As shown in Figure 2 on page 4, the QFX5100-240Q is a 40-Gigabit Ethernet QSFP+
switch with 24 high-density QSFP+ ports. Each QSFP+ port can operate as a native
40 Gbps port or as 4 independent 10 Gbps ports. The QFX5100-240Q has a 1U form
factor and comes standard with redundant fans and redundant power supplies. The
model can be ordered with either ports-to-FRUs or FRUs-to-ports airflow and with AC
or DC power supplies.

The QFX5100-240Q has two module bays for the optional expansion module,
QFX-EM-4Q, which can add a total of 8 additional QSFP+ ports to the chassis. When
fully populated with QFX-EM-40 Expansion Modules, the QFX5100-24Q is equivalent
to 128 interfaces (96 + 16 + 16). Of these total ports, 104 logical ports are available for
10G port channelization. All ports on the QFX5100-240 and QFX-EM-40Q can be
configured as either access ports or as uplinks. The QFX5100-240 provides full duplex
throughput of 2.56 Tbps.

Figure 2: QFX5100-240Q Switch

As shown in Figure 3 on page 4, the QFX-EM-4Q is an expansion module for the
QFX5100-24Q. The module provides 4 additional QSFP+ ports that can be hot-inserted
or hot-removed from the switch.

Figure 3: QFX-EM-4Q Expansion Module

« QFX5100-965

As shown in Figure 4 on page 5, the QFX5100-96S is a is a 10-Gigabit Ethernet
Enhanced Small Form-Factor Pluggable (SFP+) top-of-rack switch with 96 SFP+
ports and 8 Quad SFP+ (QSFP+) ports. Each SFP+ port can operate as a native 10
Gbps port or as a 1 Gbps port; each QSFP+ port can operate at native 40 Gbps speed
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System Software

Related
Documentation

or as 4 independent 10 Gbps port speeds. The 8 QSFP+ ports can be used as either
access ports or as uplinks. The QFX5100-96S has a 2 U form factor and comes standard
with redundant fans and redundant power supplies. The model can be ordered with
either ports-to-FRUs or FRUs-to-ports airflow and with AC or DC power supplies.

Figure 4: QFX5100-96S Switch

QFX Series devices use the Junos operating system (OS), which provides Layer 2 and
Layer 3 switching, routing, and security services. Junos OS is installed on a QFX5100
switch’s 8-gigabyte (GB) internal flash drive. The same Junos OS code base that runs
on QFX5100 switches also runs on all Juniper Networks EX Series switches, and J Series,
M Series, MX Series, and T Series routers.

For more information about which features are supported on QFX Series devices, see
QFX Series Software Features Overview.

You manage the switch using the Junos OS command-line interface (CLI), accessible
through the console and out-of-band management ports on the device.

« QFX5100 Switch Models
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Software Feature Support

« Software Feature Support for the QFX Series on page 9
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CHAPTER 2

Software Feature Support for the OFX

Series

QFX5100 Software Features Overview on page 9

QFX5100 Software Features Overview

This topic lists the Juniper Networks QFX Series software features supported on the
QFX5100 switch and the Junos operating system (Junos OS) release in which they were
introduced.

Table 3 on page 10—Administration Features

Table 4 on page 10—Class-of-Service (CoS) Features

Table 5 on page 10—High Availability and Resiliency Features

Table 6 on page 11—Interface Features

Table 7 on page 11—IP Address Management Features

Table 8 on page 11—Layer 2 Network Protocol Features

Table 9 on page 12—Layer 3 Protocol Features

Table 10 on page 13—Multicast Protocol Features

Table 11 on page 13—Multiprotocol Label Switching (MPLS) Features
Table 12 on page 13—Network Management and Monitoring Features
Table 13 on page 14—Port Security Features

Table 14 on page 14—Security

Table 15 on page 15—Storage and Fibre Channel Features

Table 16 on page 15—System Management Features

e NOTE: The command-line interface (CLI) on the QFX Series might display

configuration statements that are not supported. However, configuring an
unsupported statement on a device has no effect on the operation of the
device.
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Table 3: Administration Features

Feature QFX5100

System logging (syslog) over IPv4 Junos OS 13.2X51-D10

Licensing Junos OS 13.2X51-D10

Table 4: CoS Features

Class of service (CoS)—Class-based queuing with prioritization Junos OS 13.2X51-D10
CoS—Multidestination Junos OS 13.2X51-D10
CoS support on link aggregation groups (LAGs) Junos OS 13.2X51-D10
Enhanced transmission selection (ETS) Junos OS 13.2X51-D10
CoS rewrite rules Junos OS 13.2X51-D10
Queue shaping Junos OS 13.2X51-D10
Priority-based flow control (PFC) Junos OS 13.2X51-D10
Re-marking of bridged packets Junos OS 13.2X51-D10
Weighted random early detection (WRED) tail-drop profiles Junos OS 13.2X51-D10
802.3X Ethernet PAUSE autonegotiation enhancements Junos OS 13.2X51-D10
Layer 3 ingress packet classification and egress rewrite rule class-of-service features Junos OS 13.2X51-D10
Software buffer configurability Junos OS 13.2X51-D10

Table 5: High Availability and Resiliency Features

Graceful protocol restart for BGP Junos OS 13.2X51-D10
Graceful protocol restart for OSPF Junos OS 13.2X51-D10
Link aggregation groups (LAGS) Junos OS 13.2X51-D10
Support for 32 members in a link aggregation group (LAG) Junos OS 13.2X51-D10
Multichassis link aggregation Junos OS 13.2X51-D10
Virtual Router Redundancy Protocol (VRRP) Junos OS 13.2X51-D10
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Table 5: High Availability and Resiliency Features (continued)

Feature QFX5100
In-Service Software Upgrade (ISSU) Junos OS 13.2X51-D15
Zero Touch Provisioning (ZTP) Junos OS 13.2X51-D15

Table 6: Interface Features

Auto-channelization Junos OS 13.2X51-D15
Interface ranges Junos OS 13.2X51-D10
Interface channelization Junos OS 13.2X51-D10
VLAN-tagged Layer 3 logical interfaces Junos OS 13.2X51-D10
Digital optical monitoring (DOM) Junos OS 13.2X51-D10
IPv4 over generic routing encapsulation (GRE) tunnels— encapsulation support Junos OS 13.2X51-D10

Table 7: IP Address Management Features

Feature QFX5100
Static addresses Junos OS 13.2X51-D10
IPv4 support for telnet Junos OS 13.2X51-D10

IPv6 support for neighbor discovery, router advertisements, stateless autoconfiguration, SSH,  Junos OS 13.2X51-D10
Telnet, ping, traceroute, path MTU, static routing, dynamic routing (BGP, I1S-1Sv6, OSPFv3),

MLDv1 and v2, graceful restart, virtual routers, SNMP, CoS, VRRPV3, Radius, TACACS+, AAA,

NTP, and syslog

Table 8: Layer 2 Network Protocol Features

802.1Q VLAN tagging Junos 0OS 13.2X51-D10
BPDU protection for spanning-tree protocols Junos OS 13.2X51-D10
Jumbo frames on routed VLAN interfaces (RVIs) Junos OS 13.2X51-D10
Link Layer Discovery Protocol (LLDP) Junos OS 13.2X51-D10
Loop protection for spanning-tree protocols Junos OS 13.2X51-D10
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Table 8: Layer 2 Network Protocol Features (continued)

Feature QFX5100

Root protection for spanning-tree protocols

Junos OS 13.2X51-D10

Spanning tree:

« Spanning Tree Protocol (STP)

« Rapid Spanning Tree Protocol (RSTP)

« Multiple Spanning Tree Protocol (MSTP)
« VLAN Spanning Tree Protocol (VSTP)

« RSTP and VSTP concurrent configuration

Junos 0OS 13.2X51-D10

VLAN ranges

Junos OS 13.2X51-D10

Proxy ARP

Junos OS 13.2X51-D10

Redundant trunk groups

Junos OS 13.2X51-D10

Unified forwarding table

Junos OS 13.2X51-D10

Table 9: Layer 3 Protocol Features

Feature

Bidirectional Forwarding Detection (BFD)

QFX5100

Junos OS 13.2X51-D10

Border Gateway Protocol (BGP)

Junos OS 13.2X51-D10

BGP for IPv6

Junos OS 13.2X51-D10

BGP monitoring protocol (BMP) v 3

Junos OS 13.2X51-D15

BGP support for advertising multiple paths to IPv6 addresses

Junos OS 13.2X51-D15

Intermediate System-to-Intermediate System (I1S-IS)

Junos OS 13.2X51-D10

IS-I1Sv6

Junos OS 13.2X51-D10

Open Shortest Path First (OSPF) v2

Junos OS 13.2X51-D10

OSPFv3

Junos OS 13.2X51-D10

Per-packet load balancing (ECMP)

Junos OS 13.2X51-D10

64 ECMP paths

Junos OS 13.2X51-D15

Routing Information Protocol versions 1and 2 (RIPv1 and RIPv2)

Junos OS 13.2X51-D10

Routed VLAN interfaces (RVIs)

Junos OS 13.2X51-D10
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Table 9: Layer 3 Protocol Features (continued)

Static routes Junos OS 13.2X51-D10
Virtual router routing instances for unicast protocols Junos OS 13.2X51-D10
Virtual router routing instances for multicast protocols Junos OS 13.2X51-D10

Table 10: Multicast Protocol Features

IGMPv1 and v2 Junos OS 13.2X51-D10
IGMPV3 Junos OS 13.2X51-D10
IGMPV1 and v2 snooping Junos OS 13.2X51-D10
IGMP querier Junos OS 13.2X51-D10
IGMP filtering Junos OS 13.2X51-D10
Multicast Listener Discovery (MLD) Protocol, vl and v2 Junos OS 13.2X51-D10
Protocol Independent Multicast sparse mode (PIM SM) Junos OS 13.2X51-D10
Protocol Independent Multicast source-specific multicast (PIM SSM) Junos OS 13.2X51-D10
Bidirectional Forwarding Detection (BFD) for PIM Junos OS 13.2X51-D10

Table 11: MPLS Features

Multiprotocol Label Switching (MPLS) Junos OS 13.2X51-D10
MPLS statistics Junos OS 13.2X51-D15
MPLS auto bandwidth Junos OS 13.2X51-D15

Table 12: Network Management and Monitoring Features

Local port mirroring Junos OS 13.2X51-D10
Remote port mirroring Junos OS 13.2X51-D10
RMON Junos 0OS 13.2X51-D10
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Table 12: Network Management and Monitoring Features (continued)

sFlow monitoring technology Junos OS 13.2X51-D10
Simple Network Management Protocol version 1 (SNMPv1) and SNMPv2, and SNMPV3. Junos OS 13.2X51-D10
Uplink failure detection Junos OS 13.2X51-D10
Junos OS automation script support Junos OS 13.2X51-D10
Automation enhancements for QFX5100 switches Junos OS 13.2X51-D15
Network analytics (traffic and queue statistics) Junos OS 13.2X51-D10
Network analytics enhancements with CLI changes Junos OS 13.2X51-D15

Table 13: Port Security Features

Automatic recovery for port error disable conditions Junos OS 13.2X51-D10
MAC limiting Junos OS 13.2X51-D10
MAC move limiting Junos OS 13.2X51-D10
Persistent MAC learning (sticky MAC) Junos OS 13.2X51-D10
Static ARP support Junos OS 13.2X51-D10
Storm control (broadcast, unicast, and multicast) Junos OS 13.2X51-D10
DHCP snooping Junos OS 13.2X51-D10
Dynamic ARP inspection (DAI) Junos OS 13.2X51-D10
Unicast reverse-path forwarding (RPF) Junos OS 13.2X51-D10
Unknown Layer 2 unicast forwarding Junos OS 13.2X51-D10

Table 14: Security

Firewall filters and rate limiting Junos OS 13.2X51-D10
Enhanced firewall filter classification of CPU generated packets Junos OS 13.2X51-D15
Policing Junos OS 13.2X51-D10
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Table 14: Security (continued)

Feature QFX5100

Policer action for MPLS firewall filters Junos OS 13.2X51-D15

Filter-based forwarding Junos OS 13.2X51-D10

(For a list of supported firewall filter match conditions and actions, see “Firewall Filter
Match Conditions and Actions” on page 4419.)

Table 15: Storage and Fibre Channel Features

Feature QFX5100

Data center bridging technologies: priority-based flow control (PFC), enhanced transmission  Junos OS 13.2X51-D10
selection (ETS), and Data Center Bridging Capability Exchange protocol (DCBX) including
|IEEE DCBX and DCBX version 1.01

Fibre Channel over Ethernet (FCoE) Junos OS 13.2X51-D10
FCOE Initialization Protocol (FIP) Junos OS 13.2X51-D10
FCoE transit switch (FIP snooping) Junos OS 13.2X51-D10
2500 FIP snooping sessions Junos OS 13.2X51-D10
DCBX application protocol TLV exchange Junos OS 13.2X51-D10

VN_Port to VN_Port FIP snooping to enable configuring virtual links between VN_Ports without  Junos OS 13.2X51-D10
sending traffic through an FCoE forwarder (FCF)

Fibre Channel fabrics (FCoE to Fibre Channel gateway, Fibre Channel interfaces) Not Supported

Graceful restart for FCoE-FC gateway Not supported

Fibre Channel load balancing, maximum session limit, disabling fabric WWN verificationcheck  Not supported

FCoE OxID hash control Not Supported

Table 16: System Management Features

Configuration rollback Junos OS 13.2X51-D10
Online insertion and removal (OIR) Junos OS 13.2X51-D10
VMM Junos OS 13.2X51-D10
Guest virtual machine (VM) Junos OS 13.2X51-D15
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Junos OS Basics

« Overview on page 19

« Installation on page 97

« Configuration on page 129

« Administration on page 307

« Troubleshooting on page 1115
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CHAPTER 3

Overview

Software Overview

Software Overview on page 19
User Interfaces on page 54

Licenses on page 84

QFX5100 Software Features Overview on page 19
Configuration File Terms on page 26

Format for Specifying IP Addresses, Network Masks, and Prefixes in Junos OS
Configuration Statements on page 27

In-Service Software Upgrade (ISSU) System Requirements on page 27
Junos OS Commit Model for Router or Switch Configuration on page 29
Junos OS Package Names on page 30

NTP Time Server and Time Services Overview on page 31

Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later
Release) on page 32

Understanding Autoinstallation of Configuration Files on page 33
Understanding DHCP Services for Switches on page 36

Understanding In-Service Software Upgrade (ISSU) on page 40
Understanding Nonstop Software Upgrade on QFX Series Switches on page 41
Understanding Software Infrastructure and Processes on page 44
Understanding System Snapshot on QFX Series Switches on page 46

Understanding Zero Touch Provisioning on page 47

QFX5100 Software Features Overview

This topic lists the Juniper Networks QFX Series software features supported on the

QFX5100 switch and the Junos operating system (Junos OS) release in which they were
introduced.

Table 3 on page 10—Administration Features

Table 4 on page 10—Class-of-Service (CoS) Features
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. Table 5 on page 10—High Availability and Resiliency Features

« Table 6 on page T1—Interface Features

. Table 7 on page 11—IP Address Management Features

. Table 8 on page T1—Layer 2 Network Protocol Features

. Table 9 on page 12—Layer 3 Protocol Features

. Table 10 on page 13—Multicast Protocol Features

. Table 11 on page 13—Multiprotocol Label Switching (MPLS) Features
« Table 12 on page 13—Network Management and Monitoring Features
« Table 13 on page 14—Port Security Features

« Table 14 on page 14—Security

. Table 15 on page 15—Storage and Fibre Channel Features

« Table 16 on page 15—System Management Features

o NOTE: The command-line interface (CLI) on the QFX Series might display
configuration statements that are not supported. However, configuring an
unsupported statement on a device has no effect on the operation of the
device.

Table 17: Administration Features

Feature QFX5100

System logging (syslog) over IPv4 Junos OS 13.2X51-D10

Licensing Junos OS 13.2X51-D10

Table 18: CoS Features

Feature QFX5100

Class of service (CoS)—Class-based queuing with prioritization Junos OS 13.2X51-D10
CoS—Multidestination Junos OS 13.2X51-D10
CoS support on link aggregation groups (LAGs) Junos OS 13.2X51-D10
Enhanced transmission selection (ETS) Junos OS 13.2X51-D10
CoS rewrite rules Junos OS 13.2X51-D10
Quevue shaping Junos OS 13.2X51-D10
Priority-based flow control (PFC) Junos OS 13.2X51-D10
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Table 18: CoS Features (continued)

Re-marking of bridged packets Junos OS 13.2X51-D10
Weighted random early detection (WRED) tail-drop profiles Junos OS 13.2X51-D10
802.3X Ethernet PAUSE autonegotiation enhancements Junos OS 13.2X51-D10
Layer 3 ingress packet classification and egress rewrite rule class-of-service features Junos OS 13.2X51-D10
Software buffer configurability Junos OS 13.2X51-D10

Table 19: High Availability and Resiliency Features

Graceful protocol restart for BGP Junos OS 13.2X51-D10
Graceful protocol restart for OSPF Junos OS 13.2X51-D10
Link aggregation groups (LAGs) Junos OS 13.2X51-D10
Support for 32 members in a link aggregation group (LAG) Junos OS 13.2X51-D10
Multichassis link aggregation Junos OS 13.2X51-D10
Virtual Router Redundancy Protocol (VRRP) Junos OS 13.2X51-D10
In-Service Software Upgrade (ISSU) Junos OS 13.2X51-D15
Zero Touch Provisioning (ZTP) Junos OS 13.2X51-D15

Table 20: Interface Features

Auto-channelization Junos OS 13.2X51-D15
Interface ranges Junos OS 13.2X51-D10
Interface channelization Junos OS 13.2X51-D10
VLAN-tagged Layer 3 logical interfaces Junos OS 13.2X51-D10
Digital optical monitoring (DOM) Junos OS 13.2X51-D10
IPv4 over generic routing encapsulation (GRE) tunnels— encapsulation support Junos OS 13.2X51-D10
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Table 21: IP Address Management Features

Feature QFX5100

Static addresses Junos OS 13.2X51-D10

IPv4 support for telnet Junos OS 13.2X51-D10

IPv6 support for neighbor discovery, router advertisements, stateless autoconfiguration, SSH, Junos OS 13.2X51-D10
Telnet, ping, traceroute, path MTU, static routing, dynamic routing (BGP, IS-ISv6, OSPFv3),

MLDv1 and v2, graceful restart, virtual routers, SNMP, CoS, VRRPV3, Radius, TACACS+, AAA,

NTP, and syslog

Table 22: Layer 2 Network Protocol Features

802.1Q VLAN tagging Junos OS 13.2X51-D10
BPDU protection for spanning-tree protocols Junos OS 13.2X51-D10
Jumbo frames on routed VLAN interfaces (RVIs) Junos OS 13.2X51-D10
Link Layer Discovery Protocol (LLDP) Junos OS 13.2X51-D10
Loop protection for spanning-tree protocols Junos OS 13.2X51-D10
Root protection for spanning-tree protocols Junos OS 13.2X51-D10
Spanning tree: Junos OS 13.2X51-D10

« Spanning Tree Protocol (STP)

« Rapid Spanning Tree Protocol (RSTP)

« Multiple Spanning Tree Protocol (MSTP)
« VLAN Spanning Tree Protocol (VSTP)

« RSTP and VSTP concurrent configuration

VLAN ranges Junos OS 13.2X51-D10
Proxy ARP Junos OS 13.2X51-D10
Redundant trunk groups Junos OS 13.2X51-D10
Unified forwarding table Junos OS 13.2X51-D10

Table 23: Layer 3 Protocol Features

Feature QFX5100

Bidirectional Forwarding Detection (BFD) Junos OS 13.2X51-D10

Border Gateway Protocol (BGP) Junos OS 13.2X51-D10
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Table 23: Layer 3 Protocol Features (continued)

Feature QFX5100

BGP for IPv6

Junos 0OS 13.2X51-D10

BGP monitoring protocol (BMP) v 3

Junos OS 13.2X51-D15

BGP support for advertising multiple paths to IPv6 addresses

Junos OS 13.2X51-D15

Intermediate System-to-Intermediate System (IS-IS)

Junos OS 13.2X51-D10

IS-ISv6

Junos OS 13.2X51-D10

Open Shortest Path First (OSPF) v2

Junos OS 13.2X51-D10

OSPFv3

Junos OS 13.2X51-D10

Per-packet load balancing (ECMP)

Junos OS 13.2X51-D10

64 ECMP paths

Junos OS 13.2X51-D15

Routing Information Protocol versions 1and 2 (RIPv1 and RIPv2)

Junos OS 13.2X51-D10

Routed VLAN interfaces (RVIs)

Junos OS 13.2X51-D10

Static routes

Junos OS 13.2X51-D10

Virtual router routing instances for unicast protocols

Junos OS 13.2X51-D10

Virtual router routing instances for multicast protocols

Junos OS 13.2X51-D10

Table 24: Multicast Protocol Features

Feature QFX5100

IGMPV1 and v2

Junos OS 13.2X51-D10

IGMPV3

Junos OS 13.2X51-D10

IGMPV1 and v2 snooping

Junos OS 13.2X51-D10

IGMP querier

Junos OS 13.2X51-D10

IGMP filtering

Junos OS 13.2X51-D10

Multicast Listener Discovery (MLD) Protocol, vl and v2

Junos OS 13.2X51-D10

Protocol Independent Multicast sparse mode (PIM SM)

Junos 0OS 13.2X51-D10

Protocol Independent Multicast source-specific multicast (PIM SSM)

Junos OS 13.2X51-D10
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Table 24: Multicast Protocol Features (continued)

Feature QFX5100

Bidirectional Forwarding Detection (BFD) for PIM Junos OS 13.2X51-D10

Table 25: MPLS Features

Multiprotocol Label Switching (MPLS) Junos OS 13.2X51-D10
MPLS statistics Junos OS 13.2X51-D15
MPLS auto bandwidth Junos OS 13.2X51-D15

Table 26: Network Management and Monitoring Features

Local port mirroring Junos OS 13.2X51-D10
Remote port mirroring Junos OS 13.2X51-D10
RMON Junos OS 13.2X51-D10
sFlow monitoring technology Junos OS 13.2X51-D10
Simple Network Management Protocol version 1 (SNMPv1) and SNMPv2, and SNMPV3. Junos OS 13.2X51-D10
Uplink failure detection Junos OS 13.2X51-D10
Junos OS automation script support Junos OS 13.2X51-D10
Automation enhancements for QFX5100 switches Junos OS 13.2X51-D15
Network analytics (traffic and queue statistics) Junos OS 13.2X51-D10
Network analytics enhancements with CLI changes Junos OS 13.2X51-D15

Table 27: Port Security Features

Automatic recovery for port error disable conditions Junos OS 13.2X51-D10
MAC limiting Junos OS 13.2X51-D10
MAC move limiting Junos OS 13.2X51-D10
Persistent MAC learning (sticky MAC) Junos OS 13.2X51-D10

24 Copyright © 2014, Juniper Networks, Inc.



Chapter 3: Overview

Table 27: Port Security Features (continued)

Feature

QFX5100

Static ARP support

Junos 0OS 13.2X51-D10

Storm control (broadcast, unicast, and multicast)

Junos OS 13.2X51-D10

DHCP snooping

Junos OS 13.2X51-D10

Dynamic ARP inspection (DAI)

Junos OS 13.2X51-D10

Unicast reverse-path forwarding (RPF)

Junos OS 13.2X51-D10

Unknown Layer 2 unicast forwarding

Junos OS 13.2X51-D10

Table 28: Security

Feature

Firewall filters and rate limiting

QFX5100

Junos OS 13.2X51-D10

Enhanced firewall filter classification of CPU generated packets

Junos OS 13.2X51-D15

Policing

Junos OS 13.2X51-D10

Policer action for MPLS firewall filters

Junos 0OS 13.2X51-D15

Filter-based forwarding

Junos OS 13.2X51-D10

(For a list of supported firewall filter match conditions and actions, see “Firewall Filter

Match Conditions and Actions” on page 4419.)

Table 29: Storage and Fibre Channel Features

Feature

QFX5100

Data center bridging technologies: priority-based flow control (PFC), enhanced transmission
selection (ETS), and Data Center Bridging Capability Exchange protocol (DCBX) including
IEEE DCBX and DCBX version 1.01

Junos OS 13.2X51-D10

Fibre Channel over Ethernet (FCoE)

Junos OS 13.2X51-D10

FCOE Initialization Protocol (FIP)

Junos OS 13.2X51-D10

FCoE transit switch (FIP snooping)

Junos OS 13.2X51-D10

2500 FIP snooping sessions

Junos OS 13.2X51-D10

DCBX application protocol TLV exchange

Junos OS 13.2X51-D10
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Table 29: Storage and Fibre Channel Features (continued)

Feature QFX5100

VN_Port to VN_Port FIP snooping to enable configuring virtual links between VN_Ports without  Junos OS 13.2X51-D10
sending traffic through an FCoE forwarder (FCF)

Fibre Channel fabrics (FCoE to Fibre Channel gateway, Fibre Channel interfaces) Not Supported

Graceful restart for FCoE-FC gateway Not supported

Fibre Channel load balancing, maximum session limit, disabling fabric WWN verificationcheck  Not supported

FCoE OxID hash control Not Supported

Table 30: System Management Features

Configuration rollback Junos OS 13.2X51-D10

Online insertion and removal (OIR) Junos OS 13.2X51-D10

VMM Junos OS 13.2X51-D10

Guest virtual machine (VM) Junos OS 13.2X51-D15
Related

Documentation

Configuration File Terms

Table 31 on page 26 lists the various configuration file terms used for the QFX Series and
their definitions.

Table 31: Configuration File Terms

Term Definition
active configuration Current committed configuration of a switch.
candidate configuration Working copy of the configuration that allows users to make configurational changes

without causing any operational changes until this copy is committed.

configuration group Group of configuration statements that can be inherited by the rest of the configuration.

commit a configuration Check configuration for proper syntax, activate and mark as the current configuration file
running on the switching platform.
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Table 31: Configuration File Terms (continued)

Term Definition

configuration hierarchy Junos OS configuration consists of a hierarchy of statements. There are two types of
statements: container statements, which contain other statements, and leaf statements,
which do not contain other statements. All the container and leaf statements together
form the configuration hierarchy.

default configuration Default configuration contains the initial values set for each configuration parameter
when a switch is shipped.

rescue configuration Well-known configuration that recovers a switch from a configuration that denies
management access. You set a current committed configuration to be the rescue
configuration through the CLI.

roll back a configuration Return to a previously committed configuration.

Related . Loading a Previous Configuration File on page 1136
Documentation . Reverting to the Rescue Configuration on page 165

. Understanding Configuration Files on page 1126

Format for Specifying IP Addresses, Network Masks, and Prefixes in Junos OS Configuration
Statements

Many statements in the Junos OS configuration include an option to specify an IP address
or route prefix. This option is represented in one of the following ways:

« network/prefix-length—Network portion of the IP address, followed by a slash and the
destination prefix length (previously called the subnet mask). For example, 10.0.0.1/8.

- network—IP address. For example, 10.0.0.2.

- destination-prefix/prefix-length—Route prefix, followed by a slash and the destination
prefix length. For example, 192.168.1.10/32.

You enter all IP addresses in classless mode. You can enter the IP address with or without
a prefix length, in standard dotted notation (for example, 1.2.3.4), or hexadecimal notation
as a 32-bit number in network-byte order (for example, 0x01020304). If you omit any
octets, they are assumed to be zero. Specify the prefix length as a decimal number from
1through 32.

Related . Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 57
Documentation

In-Service Software Upgrade (ISSU) System Requirements

To perform an in-service software upgrade (ISSU), your device must be running Junos
OS Release 13.2X51-D15 or later.
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e NOTE: ISSU does not support extension application packages developed
with the Junos SDK.

« In-Service Software Upgrade (ISSU) Protocol and Process Support on page 28

In-Service Software Upgrade (ISSU) Protocol and Process Support

Table 32 on page 28 lists the protocols and processes that are supported during an ISSU.
Protocols that are not supported might cause packet loss.

Table 32:1SSU Protocol Support

Protocol Junos OS Release

Graceful Routing Engine switchover (GRES) Junos OS 13.2X51-D15 and above
Internet Group Management Protocol (IGMP) Junos OS 13.2X51-D15 and above
Layer 2 MAC routes Junos OS 13.2X51-D15 and above
Layer 3 unicast and multicast routes Junos OS 13.2X51-D15 and above
Layer 2 multicast routes Junos OS 13.2X51-D15 and above
Link Aggregation Control Protocol (LACP) Junos OS 13.2X51-D15 and above

NOTE: Configure LACP before you issue an ISSU.

The LACP periodic fast mode is not supported. Instead,
configure the periodic slow mode. If you configure the
periodic fast mode, the configuration can be committed
without any commit or system log error messages, but
you might experience a larger than expected amount of
traffic drops. Traffic drops occur because the LACP links
go down during an ISSU.

Link changes are processed after an ISSU is complete.

Multicast Listener Discovery (MLD) snooping Junos OS 13.2X51-D15 and above

Spanning tree protocols: Junos OS 13.2X51-D15 and above

« Multiple Spanning Tree Protocol (MSTP)
« Rapid Spanning Tree Protocol (RSTP)

« Spanning Tree Protocol (STP)

« VLAN Spanning Tree Protocol (VSTP)

Related . Understanding In-Service Software Upgrade (ISSU) on page 40

D tati
ocumentation « Performing an In-Service Software Upgrade (ISSU) on page 106
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Junos OS Commit Model for Router or Switch Configuration

The router or switch configuration is saved using a commit model—a candidate
configuration is modified as desired and then committed to the system. When a
configuration is committed, the router or switch checks the configuration for syntax errors,
and if no errors are found, the configuration is saved as juniper.conf.gz and activated. The
formerly active configuration file is saved as the first rollback configuration file
(juniper.conf.l.gz), and any other rollback configuration files are incremented by 1. For
example, juniper.conf.l.gzis incremented to juniper.conf.2.gz, making it the second rollback
configuration file. The router or switch can have a maximum of 49 rollback configurations
(numbered 1through 49) saved on the system.

On the router or switch, the active configuration file and the first three rollback files
(juniper.conf.gz.1, juniper.conf.gz.2, juniper.conf.gz.3 ) are located in the /config directory.
If the file rescue.conf.gz is saved on the system, this file should also be saved in the /config
directory. The factory default files are located in the /etc/config directory.

There are two mechanisms used to propagate the configurations between Routing
Engines within a router or switch:

« Synchronization—Propagates a configuration from one Routing Engine to a second
Routing Engine within the same router or switch chassis.

e NOTE: The QFX3500 switch has only one Routing Engine.

To synchronize configurations, use the commit synchronize CLI command. If one of the
Routing Engines is locked, the synchronization fails. If synchronization fails because of
a locked configuration file, you can use the commit synchronize force command. This
command overrides the lock and synchronizes the configuration files.

. Distribution—Propagates a configuration across the routing plane on a multichassis
router or switch. Distribution occurs automatically. There is no user commmand available
to control the distribution process. If a configuration is locked during a distribution of
a configuration, the locked configuration does not receive the distributed configuration
file, so the synchronization fails. You need to clear the lock before the configuration
and resynchronize the routing planes.

0 NOTE: When you use the commit synchronize force CLI command on a
multichassis platform, the forced synchronization of the configuration files
does not affect the distribution of the configuration file across the routing
plane. If a configuration file is locked on a router or switch remote from the
router or switch where the command was issued, the synchronization fails
on the remote router or switch. You need to clear the lock and reissue the
synchronization command.

Related . Configuring Junos OS for the First Time on a Router or Switch with a Single Routing Engine
Documentation
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. commit on page 319

Junos OS Package Names

Related
Documentation

You upgrade the Juniper Networks Junos OS on the QFX Series by copying a software
package to your switch or another system on your local network and then installing the
new software package on the switch.

A software package name is in the following format:

0 NOTE: A signed domestic package is used as an example only. Other types
of software packages might be available in future releases.

package-name-m.nZx.y-domestic-signed.tgz

where:

« package-name is the name of the package—for example, jinstall-gfx.

« m.nis the software release, with m representing the major release number and n
representing the minor release number—for example, 11.1.

. Zindicates the type of software release, where R indicates released software and B
indicates beta-level software.

« x.yrepresents the maintenance software release, with x representing the maintenance
software release number andy representing the maintenance software spin number—for
example, 1.5.

A sample switch software package name is:

Jinstall-qfx-11.1R1.5-domestic-signed.tgz

« Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121
« Upgrading Software on a QFabric System

« Software Installation Overview on page 109
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NTP Time Server and Time Services Overview

When configuring the Network Time Protocol (NTP), you can specify which system on
the network is the authoritative time source, or time server, and how time is synchronized
between systems on the network. To do this, you configure the router or switch to operate
in one of the following modes:

« Client mode—In this mode, the local router or switch can be synchronized with the
remote system, but the remote system can never be synchronized with the local router
or switch.

« Symmetric active mode—In this mode, the local router or switch and the remote system
can synchronize with each other. You use this mode in a network in which either the
local router or switch or the remote system might be a better source of time.

0 NOTE: Symmetric active mode can be initiated by either the local or the
remote system. Only one system needs to be configured to do so. This
means that the local system can synchronize with any system that offers
symmetric active mode without any configuration whatsoever. However,
we strongly encourage you to configure authentication to ensure that the
local system synchronizes only with known time servers.

« Broadcast mode—In this mode, the local router or switch sends periodic broadcast
messages to a client population at the specified broadcast or multicast address.
Normally, you include this statement only when the local router or switch is operating
as a transmitter.

« Server mode—In this mode, the local router or switch operates as an NTP server.

e NOTE: In NTP server mode, the Junos OS supports authentication as
follows:

- If the NTP request from the client comes with an authentication key
(such as a key ID and message digest sent with the packet), the request
is processed and answered based on the authentication key match.

- Ifthe NTPrequest from the client comes without any authentication key,
the request is processed and answered without authentication.

Related . Configuring the NTP Time Server and Time Services on page 143

D tati
ocumentation « Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177
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Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later Release)

Before you upgrade to Junos OS Release 11.3, you must deactivate the CoS configuration
if the CoS configuration includes any of the following features:

. excess-rate option
« strict-high or high priority queues

« Any of the Junos OS Release 11.1 or 11.2 default multidestination forwarding classes

A CAUTION: Ifyour CoS configuration contains any of the features listed above
and you attempt to upgrade from Junos OS Release 11.1 or 11.2 to a later version
without first editing the configuration, the Junos OS might not restart.

Junos OS Release 11.3 and later for QFX Series no longer supports the excess-rate
statement, the strict priority option, or the default multidestination forwarding classes
used in Junos OS Release 11.1 and 11.2. In addition, Junos OS Release 11.3 introduces new
restrictions on how to configure and use strict-high priority queues.

This topic does not describe how to perform the software upgrade procedure. It describes
how to deactivate your CoS configuration, edit your CoS configuration, and reactivate
your CoS configuration at the appropriate times.

Use the following procedure to upgrade safely from Junos OS Release 11.1 or 11.2 to a later
release:

1. Deactivate the CoS configuration before you upgrade the software:

user@switch# deactivate class-of-service
2. Follow the upgrade procedure to Junos OS Release 11.3 or later software.

3. Make the following changes to the CoS configuration while the CoS configuration is
still deactivated:

. Remove the excess-rate statement from the CoS configuration if you have used it
at the [edit class-of-service schedulers] or [edit class-of-service
traffic-control-profiles] hierarchy level.

- Remove the strict-high and strict priority queue configurations if you have used them
at the [edit class-of-service schedulers] hierarchy level.

« Remove the default multidestination forwarding classes (mcast-be, mcast-af,
mcast-ef, and mcast-nc) if you have used them at the [edit class-of-service
schedulers], [edit class-of-service rewrite-rules], [edit class-of-service classifiers],
[edit class-of-service scheduler-maps], or [edit class-of-service forwarding-class-sets]
hierarchy level. Alternatively, you can change the mapping of the multidestination
traffic to use the new default multidestination forwarding class (mcast).

4. If desired, configure strict-high priority queues in accordance with the Junos OS
Release 11.3 or later configuration rules, and map multidestination traffic to the default
multidestination forwarding class (mcast).

32
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5. Activate the CoS configuration:

user@switch# activate class-of-service
6. Commit the CoS configuration:

user@switch# commit

0 NOTE: If you configured the transmit-rate option for any queues under the
[edit class-of-service schedulers] hierarchy level, if the rate is configured as
an exact rate in Mbps, we recommend that you reconfigure the transmit-rate
option as a percentage. This is because the scheduler converts exact rates
to percentages, and when the exact rate is below 1 Gbps, some granularity
may be lost in the conversion. You can avoid this potential issue by specifying
the transmit-rate option as a percentage.

Related . Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121
Documentation « Understanding CoS Classifiers on page 5334
« Understanding CoS Output Queue Schedulers on page 5371
. Understanding CoS Traffic Control Profiles on page 5381
« Overview of CoS Upgrade Requirements to Junos OS Release 12.2 on page 5291

« Overview of CoS Upgrade Requirements to Junos OS Release 12.3 (QFX3500 and
QFX3600 Switches) or to Junos OS Release 13.1 (QFabric Systems) on page 5293

« Example: Configuring Unicast Classifiers on page 5495
. Example: Configuring Queue Schedulers on page 5511

« Example: Configuring Traffic Control Profiles (Priority Group Scheduling) on page 5519

Understanding Autoinstallation of Configuration Files

Autoinstallation is the automatic configuration of a device over the network from a
preexisting configuration file that you create and store on a configuration server—typically
a Trivial File Transfer Protocol (TFTP) server. You can use autoinstallation to configure
new devices automatically and to deploy multiple devices from a central location in the
network.

You enable autoinstallation so that the switches in your network implement
autoinstallation when they are powered on. To configure autoinstallation, you specify a
configuration server, an autoinstallation interface, and a protocol for IP address acquisition.

This topic describes:

« Typical Uses for Autoinstallation on page 34
« Autoinstallation Configuration Files and IP Addresses on page 34

« Typical Autoinstallation Process on a New Switch on page 34
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Typical Uses for Autoinstallation

Typical uses for autoinstallation of the software include:

« To deploy and update multiple devices from a central location in the network.

. To update a device—Autoinstallation occurs when a device that has been manually
configured for autoinstallation is powered on.

Autoinstallation Configuration Files and IP Addresses

For the autoinstallation process to work, you must store one or more host-specific or
default configuration files on a configuration server in the network and have a service
available—typically Dynamic Host Configuration Protocol (DHCP)—to assign an IP address
to the switch.

You can set up the following configuration files for autoinstallation on the switch:

- network.conf—Default configuration file for autoinstallation, in which you specify IP
addresses and associated hostnames for devices on the network.

« switch.conf—Default configuration file for autoinstallation with a minimum configuration
sufficient for you to telnet to the device and configure it manually.

« hostname.conf—Host-specific configuration file for autoinstallation on a device that
contains all the configuration information necessary for the switch. In the filename,
hostname is replaced with the hostname assigned to the switch.

If the server with the autoinstallation configuration file is not on the same LAN segment
as the new device, or if a specific device is required by the network, you must configure
anintermediate device directly attached to the new switch, through which the new switch
can send TFTP, Boot Protocol (BOOTP), and Domain Name System (DNS) requests. In
this case, you specify the IP address of the intermediate device as the location to receive
TFTP requests for autoinstallation.

Typical Autoinstallation Process on a New Switch

When the switch configured for autoinstallation is powered on, it performs the following
autoinstallation tasks:

1. The switch sends out DHCP or BOOTP requests on each connected interface
simultaneously to obtain an IP address.

If a DHCP server responds to these requests, it provides the switch with some or all
of the following information:

« An IP address and subnet mask for the autoinstallation interface.

. The location of the (typically) TFTP server, Hypertext Transfer Protocol (HTTP)
server, or FTP server on which the configuration file is stored.

- The name of the configuration file to be requested from the TFTP server.

« The IP address or hostname of the TFTP server.

34
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If the DHCP server provides the server’s hostname, a DNS server must be available
on the network to resolve the name to an IP address.

. The IP address of an intermediate device if the configuration server is on a different

LAN segment from the switch.

2. After the switch acquires an IP address, the autoinstallation process on the switch
attempts to download a configuration file in the following ways:

a.

If the DHCP server specifies the host-specific configuration file hostname.conf, the
switch uses that filename in the TFTP server request. The autoinstallation process
on the new switch makes three unicast TFTP requests for hostname.conf. If these
attempts fail, the switch broadcasts three requests to any available TFTP server
for the file.

If the switch does not locate a hostname.conf file, the autoinstallation process
sends three unicast TFTP requests for a network.conf file that contains the switch’s
hostname-to-IP-address mapping information. If these attempts fail, the switch
broadcasts three requests to any available TFTP server for the file.

If the switch fails to find a network.conf file that contains a hostname entry for the
switch, the autoinstallation process sends out a DNS request and attempts to
resolve the switch's IP address to a hostname.

If the switch determines its hostname, it sends a TFTP request for the
hostname.conf file.

If the switch is unable to map its IP address to a hostname, it sends TFTP requests
for the default configuration file switch.conf. The TFTP request procedure is the
same as for the network.conf file.

3. After the switch locates a configuration file on a TFTP server, the autoinstallation
process downloads the file, installs the file on the switch, and commits the
configuration.

Related . Configuring Autoinstallation of Configuration Files (CLI Procedure) on page 130

Documentation

Connecting and Configuring an EX Series Switch (CLI Procedure)
Connecting and Configuring an EX Series Switch (J-Web Procedure)

Configuration Files Terms
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Understanding DHCP Services for Switches

A Dynamic Host Configuration Protocol (DHCP) server on a Juniper Networks EX Series
Ethernet Switch can provide many valuable TCP/IP network services. For example, DHCP
can dynamically allocate the four required IP parameters to each computer on the LAN:
|P address, network mask, router or switch address, and name server address. Additionally,
DHCP on the switch can automatically upgrade software on client systems.

This topic describes:

« DHCP Client/Server Model on page 36

« Using DHCP on page 36

« DHCP Relay Servers and DHCP Servers on page 37

« Legacy DHCP and Extended DHCP for Server Versions on page 37
« Configuring DHCP on a Switch on page 38

« How DHCP Works on page 38

DHCP Client/Server Model

DHCP |IP address allocation works on a client/server model in which the server, in this
case a switch, assigns the client reusable IP information from an address pool. A DHCP
client might receive offer messages from multiple DHCP servers and can accept any one
of the offers; however, the client usually accepts the first offer it receives. See

Figure 5 on page 36.

Figure 5: DHCP Client/Server Model

IP address configuration

Switch configured for
DHCP server mode

PC configured as a
DHCP client
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Using DHCP

DHCP automates network-parameter assignment to network devices. Even in small
networks, DHCP is useful because it makes it easy to add new machines to the network.

DHCP access service minimizes the overhead required to add clients to the network by
providing a centralized, server-based setup, which means that you do not have to manually
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create and maintain IP address assignments for clients. In addition, when you use DHCP
to manage a pool of IP addresses among hosts, you reduce the number of IP addresses
needed on the network. DHCP does this by leasing an IP address to a host for a limited
period of time, allowing the DHCP server to share a limited number of IP addresses. DHCP
also provides a central database of devices that are connected to the network and
eliminates duplicate resource assignments. In addition to IP addresses for clients, DHCP
provides other configuration information, particularly the IP addresses of local caching
Domain Name System (DNS) resolvers, network boot servers, or other service hosts.

Another valuable DHCP feature is automatic software download for installation of
software packages on switches. DHCP clients configured for automatic software
download receive messages as part of the DHCP message exchange process—when the
software package name in the DHCP server message is different from that of the software
package that booted the DHCP client switch, the new software is downloaded and
installed. See “Upgrading Software Using Automatic Software Download” on page 127.

DHCP Relay Servers and DHCP Servers

You can configure a switch either as a DHCP server or as a DHCP relay server, but not
both. Whereas a DHCP server replies to a client with an IP address, a DHCP relay server
relays DHCP messages to and from the configured DHCP server, even if the client and
server are on different IP networks.

Configure a switch to be a DHCP relay agent if you have locally attached hosts and a
remote DHCP server. For directions on configuring a DHCP relay server, see DHCP/BOOTP
Relay for Switches Overview.

Legacy DHCP and Extended DHCP for Server Versions

Two versions of both DHCP server and DHCP relay agent are available on EX Series
switches and on the QFX Series. The original legacy DHCP server and legacy DHCP relay
agent can be used in the same network as the extended DHCP servers and extended
DHCP relay agent—extended DHCP is also referred to as virtual router (VR) aware DHCP.

You cannot configure legacy DHCP and extended DHCP versions on the same switch.
Because the newer extended DHCP server version has more features, we recommend
that you configure the extended DHCP server if it is supported by the switch. See EX
Series Switch Software Features Overview for a list of switches that support the extended
DHCP server.

The extended DHCP server version has the following added features:

. Graceful Routing Engine switchover (GRES), which provides mirroring support for
clients. For details, see High Availability Features for EX Series Switches Overview.

« Virtual routing and forwarding (VRF), which allows multiple instances of a routing
table to simultaneously coexist on the same switch. For details, see Understanding
Virtual Routing Instances on EX Series Switches .
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o NOTE: Legacy DHCP supports the circuit ID and the remote ID fields for the
relay agent option (option 82). Extended DHCP for the relay agent option
supports only circuit ID. See EX Series Switch Software Features Overview for
a list of switches that support extended DHCP (VR-aware DHCP).

Legacy DHCP and extended DHCP servers can be configured at the hierarchy levels
shown in Table 33 on page 38:

Table 33: Legacy DHCP and Extended DHCP Server Hierarchy Levels

DHCP Service Hierarchy

Extended DHCP server

edit system services dhcp-local-server

Extended DHCP address pool edit access address-assignment pool

Legacy DHCP server

edit system services dhcp

Legacy DHCP relay

edit forwarding-options helpers bootp

Extended DHCP relay

edit forwarding-options dhcp-relay

Legacy DHCP address pool

edit system services dhcp pool

DHCP clients on a switch are always configured at the hierarchy level [edit interfaces
interface-name family dhcp].

Configuring DHCP on a Switch

A DHCP configuration consists of two parts: the configuration for a DHCP server and the
configuration for DHCP clients. The DHCP server configuration is simple if you accept
the default configurations.

When you configure a legacy DHCP server, you only need to define the DHCP server name
and the interface on the switch. You can use the default configuration for the rest of the
settings. When you configure an extended DHCP server, you need to only define a DHCP
pool, indicate IP addresses for the pool, and create a server group. You can use the default
configuration for the rest of the settings.

For directions for configuring either a legacy DHCP server or an extended DHCP server,
see “Configuring a DHCP Server on Switches (CLI Procedure)” on page 133.

To configure a DHCP client, set the client’s DHCP interface address in the [edit interfaces
interface-name unit O family inet dhcp] hierarchy. For directions for configuring a DHCP
client on a switch, see “Configuring a DHCP Client (CLI Procedure)” on page 132.

How DHCP Works

DHCP consists of a four-step transfer process beginning with a broadcast DHCP discovery
message from the client. As the second step, the client receives a DHCP offer message
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from the server. This message includes the IP address and mask, and some other specific
parameters. The client then sends a DHCP request message to accept the IP address
and other parameters that it received from the server in the previous step. The DHCP
server sends a DHCP response message and removes the now-allocated address from
the DHCP address pool. See Figure 6 on page 39.

Figure 6: DHCP Four-Step Transfer

1. Client discovers DHCP on switch

2. Switch offers DHCP to client —
<  —
) 3. Client requests IP address from switch ) .
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DHCP client DHCP server mode

4. Switch assigns IP address configuration to client

<
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0 NOTE: Because the DHCP discovery message from the client is a broadcast

Related .
Documentation

message and because broadcast messages cross other segments only when
they are explicitly routed, you might have to configure a DHCP relay agent
on the switch interface so that all DHCP discovery messages from the clients
are forwarded to one DHCP server.

Configuring a DHCP Client (CLI Procedure) on page 132

Configuring a DHCP Server on Switches (CLI Procedure) on page 133

Configuring an Extended DHCP Relay Server on EX Series Switches (CLI Procedure)
Configuring a DHCP SIP Server (CLI Procedure)

Upgrading Software Using Automatic Software Download on page 127

Monitoring DHCP Services
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Understanding In-Service Software Upgrade (ISSU)

Related
Documentation

An in-service software upgrade (ISSU) enables you to upgrade between two different
Junos OS releases with minimal disruption on the control plane and with minimal
disruption of traffic. During an ISSU, the Junos OS runs in two separate virtual machines
(VMs)—one VM is in the master role acting as the master Routing Engine, and the other
VM is in the backup role acting as the backup Routing Engine. The Junos OS is upgraded
on the backup VM. After a successful software upgrade, the backup VM then becomes
the master VM, and the original master VM is no longer needed and is shut down.

0 NOTE: ISSU is supported in Junos OS Release 13.2X51-D15 and later.

ISSU provides the following benefits:

« Eliminates network downtime during software image upgrades
. Reduces operating costs, while delivering higher service levels

« Allows fast implementation of new features
« In-Service Software Upgrade Process on page 40

In-Service Software Upgrade Process

When you request an ISSU on a standalone QFX5100 switch:

1. Themanagement process (mgd) verifies that non-stop routing (NSR), graceful Routing
Engine switchover (GRES), and non-stop bridging (NSB) are enabled.

2. The switch downloads and validates the software package.

3. The ISSU state machine spawns the backup Routing Engine (RE) with the newer
software.

4. The ISSU state machine checks to see if the backup RE has synchronized all of the
data with the master RE.

5. The ISSU state machine moves the devices (for example, forwarding ASIC, FPGA,
management port and serial console) from the master RE to the backup RE.

6. The mastership is switched between the REs, so the backup RE becomes the master
RE.

7. The old master RE is shut down.

« In-Service Software Upgrade (ISSU) System Requirements on page 27

Performing an In-Service Software Upgrade (ISSU) on page 106
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Understanding Nonstop Software Upgrade on QFX Series Switches

Nonstop software upgrade (NSSU) enables you to upgrade the software running on all
member switches in a QFX Series Virtual Chassis with minimal network traffic disruption
during the upgrade.

NSSU is supported on both QFX3500 and QFX3600 Virtual Chassis platforms.
Performing an NSSU provides these benefits:

« No disruption to the control plane—NSSU uses graceful Routing Engine switchover
(GRES) to ensure no disruption to the control plane. During the upgrade process,
interface, kernel, and routing protocol information is preserved.

« Minimal disruption to network traffic—An NSSU minimizes network traffic disruption
by:

- Upgrading line cards one at a time permits traffic to continue to flow through the
line cards that are not being upgraded.

- Upgrading member switches one at a time enables the master and backup to
maintain their master and backup roles (although mastership will change) without
disruption to traffic.

To achieve minimal disruption to traffic, you must configure link aggregation groups
(LAGSs) such that the member links of each LAG reside on different line cards or Virtual
Chassis members. When one member link of a LAG is down, the remaining links are
up, and traffic continues to flow through the LAG.

0 NOTE: Because NSSU upgrades the software on each line card or on each
Virtual Chassis member one at a time, an upgrade using NSSU can take longer
than an upgrade using the request system software add command.

This topic covers:

« Requirements for Performing an NSSU on page 41
« How an NSSU Works on page 42

« NSSU Limitations on page 43

« NSSU and Junos OS Release Support on page 43

« Overview of NSSU Configuration and Operation on page 43

Requirements for Performing an NSSU

The following requirements apply to Virtual Chassis:

« All Virtual Chassis members and all Routing Engines must be running the same Junos
OS release.

. Graceful Routing Engine switchover (GRES) must be enabled.
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« For minimal traffic disruption, you must define link aggregation groups (LAGs) such
that the member links reside on different Virtual Chassis members or on different line
cards.

The following are requirements for Virtual Chassis members:

« The Virtual Chassis members must be connected in aring topology so that no member
is isolated as a result of another member being rebooted. This topology prevents the
Virtual Chassis from splitting during an NSSU.

« The Virtual Chassis master and backup must be adjacent to each other in the ring
topology. Adjacency permits the master and backup to always be in sync, even when
the switches in linecard roles are rebooting.

« The Virtual Chassis must be preprovisioned so that the linecard role has been explicitly
assigned to member switches acting in a linecard role. During an NSSU, the Virtual
Chassis members must maintain their roles—the master and backup must maintain
their master and backup roles (although mastership will change), and the remaining
switches must maintain their linecard roles.

« Atwo-member Virtual Chassis must have no-split-detection configured so that the
Virtual Chassis does not split when an NSSU upgrades a member.

How an NSSU Works

This section describes what happens when you request an NSSU on these switches and
Virtual Chassis:

« QFX3500 and QFX3600 Virtual Chassis on page 42

QFX3500 and QFX3600 Virtual Chassis
When you request an NSSU on an a QFX3500 or QFX3600 Virtual Chassis:

1. The Virtual Chassis master verifies that:

« The backup is online and running the same software version.

« Graceful Routing Engine switchover (GRES) is enabled.

- The Virtual Chassis has a preprovisioned configuration.
2. The master installs the new software image on the backup and reboots it.
3. The master resynchronizes the backup.

4. The master installs the new software image on member switches that are in the
linecard role and reboots them, one at a time. The master waits for each member to
become online and active before starting the software upgrade on the next member.

5. When all members that are in the linecard role have been upgraded, the master
performs a graceful Routing Engine switchover, and the upgraded backup becomes
the master.

6. The software on the original master is upgraded and the original master is
automatically rebooted. After the original master has rejoined the Virtual Chassis, you
can optionally return control to it by requesting a graceful Routing Engine switchover.

42

Copyright © 2014, Juniper Networks, Inc.



Chapter 3: Overview

NSSU Limitations

You cannot use an NSSU to downgrade the software—that is, to install an earlier version
of the software than is currently running on the switch. To install an earlier software
version, use the request system software add command.

You cannot roll back to the previous software version after you perform an upgrade using
NSSU. If you need to rollback to the previous software version, you can do so by rebooting
from the alternate root partition if you have not already copied the new software version
into the alternate root partition.

NSSU and Junos OS Release Support

A Virtual Chassis must be running a Junos OS release that supports NSSU before you
can perform an NSSU. If a Virtual Chassis is running a software version that does not
support NSSU, use the request system software add command.

Table 34 on page 43 lists the OFX Series switches and Virtual Chassis that support NSSU
and the Junos OS release at which they began supporting it.

Table 34: Platform and Release Support for NSSU

Platform Junos OS Release

QFX3500 Virtual Chassis 13.2X50-D15 or later

QFX3600 Virtual Chassis 13.2X50-D15 or later

Overview of NSSU Configuration and Operation

You must ensure that the configuration of the switch or Virtual Chassis meets the
requirements described in “Requirements for Performing an NSSU” on page 41. NSSU
requires no additional configuration.

You perform an NSSU by executing the request system software nonstop-upgrade
command. For detailed instructions on how to performan NSSU, see the topicsin Related
Documentation.

Related . Upgrading Software on QFX3500 and QFX3600 Virtual Chassis Using Nonstop
Documentation Software Upgrade on page 125

« Configuring Graceful Routing Engine Switchover in a Virtual Chassis (CLI Procedure)
on page 1746
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Understanding Software Infrastructure and Processes

The QFX Series products run the Juniper Networks Junos OS. Junos OS includes processes
for Internet Protocol (IP) routing and for managing interfaces, networks, and the switch.

Junos OS runs on the Routing Engine. The Routing Engine kernel coordinates
communication among the Junos OS processes and provides a link to the Packet
Forwarding Engine.

Using the Junos OS command-line interface (CLI), you configure switching features and
set the properties of network interfaces. After activating a software configuration, use
either the Junos Space or CLI user interface to monitor, manage operations, and diagnose
protocol and network connectivity problems.

« Routing Engine and Packet Forwarding Engine on page 44

« Junos OS Processes on page 44

Routing Engine and Packet Forwarding Engine

A switch has two primary software processing components:

. Packet Forwarding Engine—Processes packets; applies filters, routing policies, and
other features; and forwards packets to the next hop along the route to their final
destination.

« Routing Engine—Provides three main functions:

- Creates the packet forwarding switch, which provides route lookup, filtering, and
switching on incoming data packets, and then directs outbound packets to the
appropriate interface for transmission to the network.

- Maintains the routing tables used by the switch and controls the routing protocols
that run on the switch.

- Provides control and monitoring functions for the switch, including controlling power
and monitoring system status.

Junos OS Processes

Junos OS running on the Routing Engine and Packet Forwarding Engine consists of multiple
processes that are responsible for individual functions.

The separation of functions provides operational stability, because each process accesses
its own protected memory space. In addition, because each process is a separate software
package, you can selectively upgrade all or part of the Junos OS for added flexibility.

Table 35 on page 45 describes the primary Junos OS processes.
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Table 35: Junos OS Processes

Process

Chassis process

Name Description

chassisd Detects hardware on the system that is used to configure network interfaces.

Monitors the physical status of hardware components and field-replaceable units
(FRUs), detecting when environment sensors such as temperature sensors are triggered.

Relays signals and interrupts—for example, when devices are taken offline, so that the
system can close sessions and shut down gracefully.

DNS Server process

Dynamic Host
Configuration
Protocol (DHCP)
process

named-service  Resolves hostnames into addresses.

Enables a DHCP server to allocate network IP addresses and deliver configuration
settings to client hosts without user intervention.

dhcp-service

Ethernet switching eswd Handles Layer 2 switching functionality such as MAC address learning, Spanning Tree

process Protocol, and access port security.
Manages Ethernet switching interfaces, VLANs, and VLAN interfaces.

Firewallmanagement firewall Manages the firewall configuration and helps accept or reject packets that are transiting

process an interface on a switch.

Forwarding process pfem Defines how routing protocols operate on the partition. The overall performance of the
partition is largely determined by the effectiveness of the forwarding process.

Interface process dcd Configures and monitors network interfaces by defining physical characteristics such
as link encapsulation, hold times, and keepalive timers.

Integrated Local itmi Provides bidirectional exchange of management information between two ATM

Management interfaces across a physical connection.

Interface (ILMI)

process

Link Management Nemaregamat Establishes and maintains LMP control channels.

Protocol (LMP)

process

Management process mgd Provides communication between the other processes and an interface to the

configuration database.

Populates the configuration database with configuration information and retrieves the
information when queried by other processes to ensure that the system operates as
configured.

Interacts with the other processes when commands are issued through one of the user
interfaces on the partition.

If a process terminates or fails to start when called, the management process attempts
to restart it a limited number of times to prevent thrashing and logs any failure
information for further investigation.
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Table 35: Junos OS Processes (continued)

Process

Multicast snooping
process

Name Description

muies-sooog . Makes Layer 2 devices, such as VLAN switches, aware of Layer 3 information, such as
the media access control (MAC) addresses of members of a multicast group.

Secure Neighbor send Protects Neighbor Discovery Protocol (NDP) messages.

Discovery (SEND)

Protocol process

Simple Network snmp Enables the monitoring of network devices from a central location and provides the

Management
Protocol (SNMP)
process

switch’'s SNMP master agent.

Tunnel OAM process

tunnel-oamd  Enables the Operations, Administration, and Maintenance of Layer 2 tunneled networks.
Layer 2 protocol tunneling (L2PT) allows service providers to send Layer 2 protocol
data units (PDUs) across the provider’s cloud and deliver them to Juniper Networks
EX Series Ethernet Switches that are not part of the local broadcast domain.

Virtual Router
Redundancy Protocol
(VRRP) process

vIrp Enables hosts ona LAN to make use of redundant routing platforms on that LAN without
requiring more than the static configuration of a single default route on the hosts.

Related . Junos OS Baseline Network Operations Guide
Documentation

« Junos OS Administration Library for Routing Devices

Understanding System Snapshot on QFX Series Switches

0 NOTE: On QFX3500 and QFX3600 switches running Enhanced Layer 2
Software, all of the directories that reside in the “/” partition are read only.

You can create copies of the software running on a QFX Series switch using the system
snapshot feature. The system snapshot feature takes a “snapshot” of the files currently
used to run the switch—the complete contents of the /config and /var directories, which
include the running Junos OS, the active configuration, and the rescue configuration—and
copies all of these files into an alternate (internal, meaning internal flash, or an external,
meaning USB flash) memory source. You can then use this snapshot to boot the switch
at the next boot up or as a backup boot option.

You can only use snapshots to move files to external memory if the switch was booted
from internal memory, or to move files to internal memory if the switch was booted from
external memory. You cannot create a snapshot in the memory source that booted the
switch even if the snapshot is being created on a different partition in the same memory
source.

Snapshots are particularly useful for moving files onto USB flash drives. You cannot use
the copy command or any other file-moving technique to move files from an internal
memory source to USB memory on the switch.
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System snapshots on the QFX Series switch have the following limitations:

. You cannot use snapshots to move files to any destination outside of the switch other
than an installed external USB flash drive.

. Snapshot commands are always executed on a local switch.

Related . Creating a Snapshot and Using It to Boot a QFX Series Switch on page 154
Documentation

Understanding Zero Touch Provisioning

» Understanding Zero Touch Provisioning on page 47
« Zero Touch Provisioning Process on page 49

« Zero Touch Provisioning Restart Process Triggers on page 52

Understanding Zero Touch Provisioning

0 NOTE: To see which platforms support Zero Touch Provisioning, in a browser,
go to Feature Explorer. In the Explore Features section of the Feature Explorer
page, select All Features. In the Features Grouped by Feature Family box, select
Zero Touch Provisioning. You can also type the name of the feature in the
Search for Features edit box. In previous Junos OS releases on EX Series
switches, Zero Touch Provisioning was called EZ Touchless Provisioning.

Zero Touch Provisioning allows you to provision new Juniper Networks switches in your
network automatically, without manual intervention. When you physically connect a
switch to the network and boot it with a default factory configuration, it attempts to
upgrade the Junos OS software automatically and autoinstall a configuration file from
the network.

The switch uses information that you configure on a Dynamic Host Configuration Protocol
(DHCP) server to locate the necessary software image and configuration files on the
network. If the DHCP server does not respond or provide the software image and
configuration files, the switch boots with the preinstalled software and default factory
configuration. On switches running Enhanced Layer 2 Software, Junos Extended Dynamic
Host Configuration Protocol (JDHCP) is used instead of legacy DHCP. JDHCP supports
the same functionality as DHCP, and all configuration options remain the same. JDHCP
is an enhanced version of legacy DHCP software.

0 NOTE: Fordetailed information regarding the DHCP and DHCP options, refer
to RFC2131 (http://www.ietf.org/rfc/rfc2131.txt ) and RFC2132
(www.ietf.org/rfc/rfc2132.txt). Also, this document refers to Internet Systems
Consortium (ISC) DHCP version 4.2. For more information regarding this
version, refer to http://www.isc.org/software/dhcp/documentation.
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The Zero Touch Provisioning process will either upgrade or downgrade the Junos OS
version. During a downgrade:

« On an EX Series switch, If you downgrade to a software version earlier than Junos OS
Release 12.2, in which Zero Touch Provisioning is not supported, the configuration file
autoinstall phase of the Zero Touch Provisioning process does not happen.

« On an EX Series switch, to downgrade to a software version that does not support
resilient dual-root partitions (Junos OS Release 10.4R2 or earlier), you must perform
some manual work on the switch. For more information, see Understanding Resilient
Dual-Root Partitions on Switches.

o NOTE: On QFX3500 and QFX3600 switches running the original CLI, you
cannot use ZTP to upgrade from Junos OS Release 12.2 and later to Junos
OS Release 13.2X51-D15.
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Zero Touch Provisioning Process
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When you boot a switch with the default factory configuration, the following process
happens:

1.

If DHCP option 43, suboption 00 (the name of the software image file on the FTP,
HTTP, or TFTP server) is configured, the switch compares the version of the provided
software image to the version of the software installed on the switch.

0 NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption 04. If both suboption 00 and suboption 4 are
defined, suboption 04 is ignored.

If DHCP option 43, suboption 02 (a symbolic link to the software image file on the
FTP,HTTP, or TFTP server), the switch compares the version of the provided software
image to the version of the software installed on the switch.

. If the Junos OS versions are different, the switch downloads the software image
fromthe FTP, HTTP, or TFTP server, installs the Junos OS, and reboots using the
default factory configuration.

. If the software versions are the same, the switch does not upgrade the software.

If DHCP option 43, suboption 01 (the name of the configuration file on the FTP, TFTP,
or HTTP server) is configured:

If DHCP option 43 suboption 01 is not specified, the switch uses the default factory
configuration.

If both DHCP option 43 suboption 01 and suboption 2 are specified, suboption O1is
processed before suboption 02. The Junos OS is upgraded, and then the configuration
file is applied.

If DHCP option 43, suboption 03 (the transfer mode setting) is configured, the switch
accessesthe FTP,HTTP, or TFTP server using the specified transfer mode setting—for
example, FTP.

If DHCP option 43, suboption 03, is not configured, TFTP becomes the transfer mode
automatically.

If DHCP option 43, suboption 04 (the name of the software image file on the FTP,
HTTP, or TFTP server) is configured, the switch compares the version of the provided
software image to the version of the software installed on the switch.

0 NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption 04. If both suboption 00 and suboption 4 are
defined, suboption 04 is ignored.

o NOTE: DHCP option 43 suboptions 05 through 255 are reserved.

If DHCP option 150 or option 66 is specified, the IP address of the FTP,HTTP, or TFTP
server is configured.
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@

NOTE: You must configure either option 150 or option 66. If you configure
both option 150 and option 66, option 150 takes precedence, and option
66 isignored. Also, make sure you specify an IP address, not a hostname,
because name resolution is not supported.

7. (Optional) If DHCP option 7 is specified, you can configure one or more system log
(syslog) servers.
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8. (Optional) If DHCP option 42 is specified, you can configure one or more NTP servers.

9. (Optional) If DHCP option 12 is specified, you can configure the hostname of the switch.

Zero Touch Provisioning Restart Process Triggers
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ZTP restarts when any of the following events occur:

« Request for configuration file or image file fails.

« Configuration file is incorrect, and commit fails.

« No configuration file and no image file is available.

- Image file is corrupted, and installation fails.

« No file server information is available.

« DHCP client does not have valid ZTP parameters configured.

« When none of the DHCP client interfaces goes to a bound state.

. ZTP transaction fails after six attempts to fetch configuration file or image file.

When any of these events occur, ZTP resets the DHCP client state machine on all of the
DHCP client-configured interfaces (management and network) and then restarts the

state machine. Restarting the state machine enables the DHCP client to get the latest
DHCP server-configured parameters.

Before ZTP restarts, approximately 15 to 30 seconds must elapse to allow enough time
to build a list of bound and unbound DHCP client interfaces.

The list of bound and unbound DHCP client interfaces can contain:

« No entries.
« Multiple DHCP client interfaces.

Priority is given to the DHCP client interfaces that have received all ZTP parameters
(software image file, configuration file, and file server information) from the DHCP
server.

After the lists of bound and unbound client interfaces are created, and a DHCP client
gets selected for ZTP activity, then any existing default route is deleted, and the DHCP
client interface that was selected adds a new default route. In order to add a new default
route, only one ZTP instance can be active.

After ZTP restarts, the DHCP client attempts fetching files from the DHCP server for up
to six times, with ten to fifteen seconds elapsing between attempts. Every attempt,
whether successful or not, is logged and can be seen on the console.

If there is a failure, or the number of attempts exceeds the limit, ZTP stops. ZTP then
clears the DHCP client bindings and restarts state machine on the DHCP-configured
interfaces.

The ZTP restart process continues until there is either a successful software upgrade, or
an operator manually commits a user configuration and deletes the ZTP configuration.

Related . Configuring Zero Touch Provisioning on page 98

D mentation
ocumentatio « Monitoring Zero Touch Provisioning on page 310
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User Interfaces

« CLI User Interface Overview on page 54

« Configuring CLI Tips on page 56

« Format for Specifying Filenames and URLs in Junos OS CLI Commands on page 57

. Getting Started with Enhanced Layer 2 Software on page 58

« Junos OS Operational Mode Commands That Combine Other Commands on page 72
« Overview of Junos OS CLI Operational Mode Commands on page 73

« Overview of Navigating the CLI on page 75

« Understanding the Brief, Detail, Extensive, and Terse Options of Junos OS Operational
Commands on page 77

« Understanding Junos OS CLI Configuration Mode on page 78

CLI User Interface Overview

« CLIOverview on page 54
« CLIKey Features on page 54
« CLICommand Modes on page 55

CLI Overview

The command-line interface (CLI) is the software interface you use to access, monitor,
configure, troubleshoot, and manage a device running Junos OS. You can access the CLI
either from the console or through a network connection. The CLI is a Juniper
Networks-specific command shell that runs on top of a FreeBSD UNIX-based operating
system kernel.

The CLI provides a variety of UNIX utilities, such as Emacs-style keyboard sequences,
which allows you to perform the following actions:

« Move around on a command line and scroll through recently executed commands.

« Match regular expressions to locate and replace values and identifiers in a configuration.
« Filter command output.

« Log file entries.

« Store and archive device files on a UNIX-based file system.

You can exit the CLI environment and create a UNIX C shell or Bourne shell to navigate
the file system, manage processes, and perform other tasks.

CLI Key Features

The CLIcommands and statements follow a hierarchical organization and have consistent
syntax. The CLI provides the following features for ease of use:

« Consistent command names—Commands that provide the same type of function have
the same name, regardless of the portion of the software on which they are operating.
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For example, all show commands display software information and statistics, and all
clear commands erase various types of system information.

« Lists and short descriptions of available commands—Information about available
commands is provided at each level of the CLI command hierarchy. If you type a
question mark (?) at any level, you see a list of the available commands along with a
short description of each command. This means that if you already are familiar with
the Junos OS, you can use many of the CLI commands without referring to the
documentation.

« Command completion—Command completion for command names (keywords) and
for command options is available at each level of the hierarchy. To complete a
command or option that you have partially typed, press Tab or the Spacebar. If the
partially typed letters begin a string that uniguely identifies a command, the complete
command name appears. Otherwise, a beep indicates that you have entered an
ambiguous command, and the possible completions are displayed. Completion also
applies to other strings, such as filenames, interface names, usernames, and
configuration statements.

CLI Command Modes

The CLI has two modes, operational mode and configuration mode.

. Operational mode—This mode displays the current status of the device. In operational
mode, you enter commands to monitor and troubleshoot Junos OS and devices and
network connectivity. Operational mode is indicated by the > prompt—for example,
user@switch> clear

« Configuration mode—A Junos OS device configuration is stored as a hierarchy of
statements. In configuration mode, you can define all properties of the Juniper Networks
Junos OS, including interfaces, VLANS, Virtual Chassis information, user access, and
several system hardware properties. To enter configuration mode, enter the configure
command. Configuration mode is indicated by the # prompt and includes the current
location in the configuration hierarchy—for example:

[edit interfaces ge-0/0/12]
user@switch#

In configuration mode, you are actually viewing and changing the candidate configuration
file. The candidate configuration allows you to make configuration changes without
causing operational changes to the current operating configuration, called the active
configuration. When you commit the changes you added to the candidate configuration,
the system updates the active configuration. Candidate configurations enable you to
alter your configuration without causing potential damage to your current network
operations.

To activate your configuration changes, enter the commit command.

When you commit the candidate configuration, you can require an explicit confirmation
for the commit to become permanent by using the commit confirmed command. This is
useful for verifying that a configuration change works correctly and does not prevent

management access to the switch. After you issue the commit confirmed command, you
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Related
Documentation

Configuring CLI Tips

must issue another commit command within the defined period of time (10 minutes by
default), or the system reverts to the previous configuration.

You can also activate your configuration changes and exit configuration mode with a
single command, commit and-quit. This command succeeds only if there are no mistakes
or syntax errors in the configuration.

To return to operational mode, go to the top of the configuration hierarchy and then
quit—for example:

[edit interfaces ge-0/0/12]
user@switch# top

[edit]

user@switch# exit

When you monitor and configure a device running Junos OS, you may need to switch
between operational mode and configuration mode. When you change to configuration
mode, the command prompt also changes. The operational mode promptis aright angle
bracket (>) and the configuration mode prompt is a pound sign (#).

When you log in to the switch and type the clicommand, you are automatically in
operational mode. To switch to configuration mode, type the configure command or the
edit command.

The CLI prompt changes from user@switch> to user@switch#, and a banner appears to
indicate the hierarchy level.

To return to operational mode as well as commit your changes, enter command and-quit.
To return to operational mode without committing any of your changes, enter exit.

To display the output of an operational mode command, such as show, while in
configuration mode, issue the run configuration mode command and then specify the
operational mode command.

« Configuring CLI Tips on page 56
. Overview of Navigating the CLI on page 75
« CL/ User Guide

« Other Tools to Configure and Monitor Devices Running Junos OS on page 313

The Junos OS CLI provides the option of configuring CLI tips for the user. By default, the
tip command is not enabled when a user logs in.

« Toenable tips, include the login-tip statement at the [edit system login class class-name]
hierarchy level:

[edit system login class class-name]
login-tip;
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Adding this statement enables the tip command for the class specified, provided the
user logs in using the CLI.

Related . CLIUserInterface Overview on page 54
Documentation .- .
« Defining Junos OS Login Classes

. login-tip on page 255

Format for Specifying Filenames and URLs in Junos OS CLI Commands

In some command-line interface (CLI) commands and configuration
statements—including file copy, file archive, load, save, set system login user username
authentication load-key-file, and request system software add—you can include a filename.
On a routing matrix, you can include chassis information (for example, lccO, lccO-re0, or
lccO-rel) as part of the filename.

A routing matrix is a multichassis architecture composed of either one TX Matrix router
and from one to four T640 routers connected to the TX Matrix router, or one TX Matrix
Plus router and from one to four T1600 routers connected to the TX Matrix Plus router.
From the perspective of the user interface, the routing matrix appears as a single router.
On a routing matrix composed of the TX Matrix router and T640 routers, the TX Matrix
router controls all the T640 routers. On a routing matrix composed of a TX Matrix Plus
router and T1600 routers, the TX Matrix Plus router controls all the T1600 routers.

You can specify a filename or URL in one of the following ways:

« filename—File in the user’s current directory on the local CompactFlash card (not
applicable on the QFX Series). You can use wildcards to specify multiple source files
or a single destination file. Wildcards are not supported in Hypertext Transfer Protocol
(HTTP) or FTP.

0 NOTE: Wildcards are supported only by the file (compare | copy | delete |
list | rename | show) commands. When you issue the file show command
with a wildcard, it must resolve to one filename.

« path/filename—rFile on the local flash disk.

- /var/filename or /var/path/filename—File on the local hard disk. You can also specify
a file on a local Routing Engine for a specific T640 router or a T1600 router in a routing
matrix:

user@host> file delete lccO-re0:/var/tmp/junk

« a:filename or a:path/filename—File on the local removable media. The default path is
/ (the root-level directory). The removable media can be in MS-DOS or UNIX (UFS)
format.

« hostname:/path/filename, hostname:filename, hostname:path/filename, or
“scp://hostname/path/filename”—File on an scp/ssh client. This form is not available
in the worldwide version of the Junos OS. The default path is the user’s home directory
on the remote system. You can also specify hostname as username@hostname.
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- ftp://hostname/path/filename—File on an FTP server. You can also specify hostname
as username@hostname or username:password@hostname. The default path is the
user’s home directory. To specify an absolute path, the path must start with %2F; for
example, ftp://hostname/%2Fpath/filename. To have the system prompt you for the
password, specify prompt in place of the password. If a password is required and you
do not specify the password or prompt, an error message is displayed:

user@host> file copy ftp://username@ftp.hostname.net/filename
file copy ftp.hostname.net: Not logged in.

user@host> file copy ftp://username:prompt@ftp.hostname.net/filename
Password for username@ftp.hostname.net:

- re0:/path/filename or rel./path/filename—File on a local Routing Engine. You can also
specify a file on a local Routing Engine for a specific T640 router or a T1600 router in
a routing matrix:

user@host> show log lccO-rel:chassisd

0 NOTE: You cannot specify a URL for a file on a Hypertext Transfer Protocol
(HTTP) server, because HTTP URLs are not writable.

Related . Format for Specifying IP Addresses, Network Masks, and Prefixes in Junos OS
Documentation Configuration Statements on page 27

« Default Directories for Junos OS File Storage on the Router or Switch

Getting Started with Enhanced Layer 2 Software

« Understanding Enhanced Layer 2 Software Support on page 58
« Using the ELS Translator Tool on page 59

« Configuring a VLAN on page 60

« Configuring the Native VLAN Identifier on page 61

« Configuring Layer 2 Interfaces on page 61

» Configuring Layer 3 Interfaces on page 61

« Configuring an IRB Interface on page 62

« Configuring an Aggregated Ethernet Interface and Configuring LACP on That
Interface on page 62

« Enhanced Layer 2 CLI Configuration Statement and Command Changes on page 63

Understanding Enhanced Layer 2 Software Support

Enhanced Layer 2 software (ELS) is automatically supported if your device is running a
Junos OS release that supports it. You do not need to take any action to enable ELS, and
you cannot disable ELS.

ELS is available on the following EX Series switches and QFX Series devices.
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Table 36: ELS Support

Device Initial ELS Release

EX4300 switches 13.2X50-D10
EX9200 switches 12.3R2

QFX3500 switches 13.2X50-D15
QFX3600 switches 13.2X50-D15
QFX5100 switches 13.2X51-D10

ELS is supported on the EX4300 and EX9200 switches for all Junos OS releases, starting
with the initial releases shown in Table 36 on page 59.

ELS support was introduced on QFX3500 and QFX3600 switches in Junos OS Release
13.2X50-D15. ELS is only supported on the software package that supports Virtual Chassis
(the jinstall-gfx-3-* software package) for QFX3500 and QFX3600 switches.

For QFX5100 switches, ELS support was introduced in Junos OS Release 13.2X51-D10
and is supported on the jinstall-gfx-5-* software package.

o NOTE: ELS is not supported on software packages that can be installedina
QFabric system.

Using the ELS Translator Tool

The ELS Translator is a web-based tool that converts Junos OS Layer 2 configurations
to Enhanced Layer 2 Software (ELS) configurations. This conversion tool supports all
Juniper Networks EX Series, MX Series, and QFX Series platforms with ELS installed. The
ELS Translator is hosted on Juniper Networks Customer Support website for EX Series
switches, MX Series Universal Edge routers, and QFX Series switches and is available to
registered users, internal users, partners, and premium service contract customers. You
need to login using your Juniper Networks user name and password to access the ELS
Translator tool.

Click to access the ELS translator tool.
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If you are upgrading from a version of Junos OS that does not support ELS to a version
of Junos OS that supports ELS, we recommend updating your configuration with the ELS
Translator Tool using the following procedure:

1. Log onto your device using the console port.

0 NOTE: Only perform this procedure from the console port. You will lose
connectivity to your device if you perform this procedure from a
management port or any other interface.

2. Copy your entire existing configuration into another file. Save the file to a remote
location. See “Saving a Configuration to a File” on page 1141.

3. Retain the portion of your existing configuration related to management network
connectivity (such as [edit system]). Delete all other top-level configuration hierarchy
levels (such as [edit interfaces], [edit protocols], and [edit vlans]). Issue a commit
operation to remove the deleted configuration hierarchy levels.

4. Perform the software upgrade. Reboot your device to complete the upgrade. See
“Software Installation Overview” on page 109

0 NOTE: Maintain your console port connection during the reboot.

5. Click to access the ELS translator tool in a web browser. Follow the instructions on
the page to update your configuration.

6. Return to your console port connection. When the switch has rebooted to complete
the software upgrade, copy the configuration from the ELS Translator Tool onto your
switch. See “Uploading a Configuration File” on page 1145.

7. Commit the new configuration.

0 NOTE: Itis possible a script might not translate correctly, so review translated
scripts carefully before loading the converted configuration on your switch
or other device.

Configuring a VLAN

You can configure one or more VLANS to perform Layer 2 bridging. The Layer 2 bridging
functions include integrated routing and bridging (IRB) for support for Layer 2 bridging
and Layer 3 IP routing on the same interface. EX Series and QFX Series switches can
function as Layer 2 switches, each with multiple bridging, or broadcast, domains that
participate in the same Layer 2 network. You can also configure Layer 3 routing support
fora VLAN.

To configure a VLAN:

1. Create the VLAN by setting the unique VLAN name and configuring the VLAN ID:
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[edit]
user@host# set vlans vlan-name vlan-id vlan-id-number
2. Assign at least one interface to the VLAN:

[edit]
user@host# setinterfaceinterface-name family ethernet-switching vlan members vian-name

Configuring the Native VLAN Identifier

EX Series and QFX Series switches support receiving and forwarding routed or bridged
Ethernet frames with 802.1Q VLAN tags. Typically, trunk ports, which connect switches
to each other, accept untagged control packets but do not accept untagged data packets.
You can enable a trunk port to accept untagged data packets by configuring a native
VLAN ID on the interface on which you want the untagged data packets to be received.

To configure the native VLAN ID:

1. On the interface on which you want untagged data packets to be received, set the
interface mode to trunk, which specifies that the interface is in multiple VLANs and
can multiplex traffic between different VLANSs.

[edit interfaces]
user@host# setinterface-name unit logical-unit-number family ethernet-switching
interface-mode trunk

2. Configure the native VLAN ID:

[edit interfaces]
user@host# setinterface-name native-vlan-id number

3. Assign the interface to the native VLAN ID:

[edit interfaces]
user@host# setinterface-name unit logical-unit-number family ethernet-switching vlan
members native-vlan-id-number

Configuring Layer 2 Interfaces

To ensure that your high-traffic network is tuned for optimal performance, explicitly
configure some settings on the switch's network interfaces.

To configure a Gigabit Ethernet interface or 10-Gigabit Ethernet interface for trunk interface
mode:
[edit]

user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching
interface-mode trunk

To configure a Gigabit Ethernet interface or 10-Gigabit Ethernet interface for access
interface mode:

[edit]
user@host# set interfaces interface-name unit logical-unit-number family ethernet-switching
interface-mode access

Configuring Layer 3 Interfaces

To configure a Layer 3 interface, you must assign an IP address to the interface. You
assign an address to aninterface by specifying the address when configuring the protocol
family. For the inet or inet6 family, configure the interface IP address.
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You can configure interfaces with a 32-bit IP version 4 (IPv4) address and optionally with
a destination prefix, sometimes called a subnet mask. An IPv4 address utilizes a 4-octet
dotted decimal address syntax (for example, 192.16.1.1). An IPv4 address with destination
prefix utilizes a 4-octet dotted decimal address syntax with a destination prefix appended
(for example, 192.16.1.1/30).

To specify an IP address for the logical unit using IPv4:

[edit]
user@host# setinterfacesinterface-name unitlogical-unit-number family inet address ip-address

You represent IP version 6 (IPv6) addresses in hexadecimal notation using a
colon-separated list of 16-bit values. You assign a 128-bit IPv6 address to an interface.

To specify an IP address for the logical unit using IPv6:

[edit]
user@host# setinterfacesinterface-name unitlogical-unit-number family inet6 address ip-address

Configuring an IRB Interface

Integrated routing and bridging (IRB) provides support for Layer 2 bridging and Layer 3
IP routing on the same interface. IRB enables you to route packets to another routed
interface or to another VLAN that has a Layer 3 protocol configured. IRBs allow the device
to recognize packets that are being sent to local addresses so that they are bridged
(switched) whenever possible and are routed only when necessary. Whenever packets
can be switched instead of routed, several layers of processing are eliminated. An interface
named irb functions as a logical router on which you can configure a Layer 3 logical
interface for VLAN. For redundancy, you can combine an IRB interface with
implementations of the Virtual Router Redundancy Protocol (VRRP) in both bridging
and virtual private LAN service (VPLS) environments.

To configure an IRB interface:

1. Create a Layer 2 VLAN by assigning it a name and a VLAN ID:

[edit]
user@host# set vlans vlan-name vlan-id vlan-id
2. Create an IRB logical interface:

[edit]
user@host# set interface irb unit logical-unit-number family inet address ip-address
3. Associate the IRB interface with the VLAN:

[edit]
user@host# set vlans vian-name |3-interface irb.logical-unit-number

Configuring an Aggregated Ethernet Interface and Configuring LACP on That
Interface

Use the link aggregation feature to aggregate one or more links to form a virtual link or
link aggregation group (LAG). The MAC client can treat this virtual link as if it were a single
link to increase bandwidth, provide graceful degradation as failure occurs, and increase
availability.
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To configure an aggregated Ethernet interface:

1. Specify the number of aggregated Ethernet interfaces to be created:

[edit chassis]
user@host# setaggregated-devices ethernet device-count number
2. Specify the name of the link aggregation group interface:

[edit interfaces]
user@host# setinterfaces aex

3. Specify the minimum number of links for the aggregated Ethernet interface (aex),
that is, the defined bundle, to be labeled “up”:

[edit interfaces]
user@host# set aex aggregated-ether-options minimume-links number
4. Specify the link speed for the aggregated Ethernet bundle:

[edit interfaces]
user@host# set aex aggregated-ether-options link-speed link-speed
5. Specify the members to be included within the aggregated Ethernet bundle:

[edit interfaces]
user@host# setinterface-name ether-options 802.3ad aex
user@host# set interface-name ether-options 802.3ad aex

6. Specify an interface family for the aggregated Ethernet bundle:

[edit interfaces]

user@host# set aex unit O family inet address ip-address
For aggregated Ethernet interfaces on the device, you can configure the Link Aggregation
Control Protocol (LACP). LACP bundles several physical interfaces to form one logical
interface. You can configure aggregated Ethernet with or without LACP enabled.

When LACP is enabled, the local and remote sides of the aggregated Ethernet links
exchange protocol data units (PDUs), containing information about the state of the link.
You can configure Ethernet links to actively transmit PDUs, or you can configure the links
to passively transmit them, sending out LACP PDUs only when they receive them from
another link. One side of the link must be configured as active for the link to be up.

To configure LACP:

1. Enable one side of the aggregated Ethernet link as active:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp active
2. Specify the interval at which the interfaces send LACP packets:

[edit interfaces]
user@host# set aex aggregated-ether-options lacp periodic interval

Enhanced Layer 2 CLI Configuration Statement and Command Changes

The enhanced Layer 2 Command Line Interface (CLI) feature is introduced in Junos OS
Release 12.3R2. The enhanced Layer 2 CLI feature changes the CLI for some Layer 2
features on EX Series switches. This enhanced CLI will be used to configure Layer 2
features on future EX Series hardware platforms, and also to configure Layer 2 features
on other Juniper Networks products.
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The following tables provide a list of existing commands that were moved to new
hierarchies or changed on EX Series switches as part of this CLI enhancement effort. The
table is provided as a high-level reference only. For detailed information about these
commands, use the links to the configuration statements provided in the table or see
the technical documentation.

Table 37: Enhanced Layer 2 CLI Changes

Changed Hierarchy Change Description

QOriginal Hierarchy

ethernet-switching-options {
analyzer {
name {

}
}
}

forwarding-options {
analyzer {
name {

}
}
}

Statements moved to
different hierarchy.

ethernet-switching-options {
authentication-whitelist {

:
}

switch-options {
authentication-whitelist {

-
}

Hierarchy renamed.

ethernet-switching-options {
bpdu-block {
1

1

protocols {
layer2-control {
bpdu-block {

}
}
}

Statement moved to
different hierarchy.

ethernet-switching-options {
dotlg-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100);

interfaces interface-name {
ether-options {
ethernet-switch-profile {
tag-protocol-id [tpids];
1
1
}

interfaces interface-name {

aggregated-ether-options {

ethernet-switch-profile {
tag-protocol-id [tpids];
1
}
}

Statement replaced with
new statement and
moved to different
hierarchy.

ethernet-switching-options {
interfaces interface-name {
no-mac-learning;

switch-options {
interfaces interface-name {
no-mac-learning;

Hierarchy renamed.
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Original Hierarchy

Changed Hierarchy

Change Description

ethernet-switching-options {
mac-notification {
notification-interval seconds;

-
}

Statements deleted.

ethernet-switching-options {
mac-table-aging-time seconds;

protocols {
12-learning {
global-mac-table-aging-time seconds;

Statement replaced with
new statement and
moved to different
hierarchy.

ethernet-switching-options {
nonstop-bridging;
1

protocols {
layer2-control {
nonstop-bridging {
1
1
}

Statement moved to
different hierarchy.

ethernet-switching-options {
port-error-disable {
disable-timeout timeout;

-
}

interfaces interface-name family
ethernet-switching {
recovery-timeout seconds;

}

Statement replaced with
anew statement.

ethernet-switching-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;
1

preempt-cutover-timer seconds;

switch-options {
redundant-trunk-group {
group name {
description;
interface interface-name {
primary;
1

preempt-cutover-timer seconds;

Hierarchy renamed.
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Original Hierarchy

Changed Hierarchy

Change Description

ethernet-switching-options {
secure-access-port {
interface (all | interface-name) {
(dhcp-trusted | no-dhcp-trusted );
static-ip ip-address {
mac mac-address;
vlan vlan-name;

vlans vlian-name forwarding-options{
dhcp-security {
arp-inspection;
group group-name {
interfaceiinterface-name {
static-ip ip-address {
mac mac-address;

Statements moved to
different hierarchy.

NOTE: The statement
examine-dhcp does not
exist in the changed
hierarchy. Instead, DHCP

} 1 snooping is enabled
1 1 automatically when
vlan (all | vlan-name) { overrides { other DHCP security
(arp-inspection | no-arp-inspection ); no-option-82; features are enabled on
dhcp-option82 { trusted:; a VLAN. See Configuring
disable; 1 Port Security (CLI
circuit-id { 1 Procedure) for additional
prefix hostname; ip-source-guard; information.
use-interface-description; no-dhcp-snooping;
use-vlan-id; option-82 {
1 circuit-id {
remote-id { prefix {
prefix (hostname | mac | none); host-name;
use-interface-description; routing-instance-name;
use-string string; 1
1 use-interface-description (device |
vendor-id [string]; logical);
1 use-vlan-id;
(examine-dhcp | no-examine-dhcp); }
1 remote-id {
(ip-source-guard | no-ip-source-guard); host-name;
1 use-interface-description (device |
1 logical);
use-string string;
1
vendor-id {
use-string string;
1
1
1
ethernet-switching-options { system [ Statement moved to

secure-access-port {
dhcp-snooping-file {
location local_pathname | remote_URL;
timeout seconds;
write-interval seconds;

}

processes [
dhcp-service
dhcp-snooping-file local_pathname |
remote_URL;
write-interval interval;
1
1

different hierarchy.

ethernet-switching-options {
secure-access-port vlan (all | vian-name{
mac-move-limit

}

vlans vlan-name switch-options {
mac-move-limit

}

Statement moved to
different hierarchy.
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Original Hierarchy

Changed Hierarchy

Change Description

ethernet-switching-options {
static {
vlan vlan-id {
mac mac-address next-hop
interface-name;

vlans {
vlan-name {
switch-options {
interface interface-name {
static-mac mac-address;

}
}
}
}

Statement replaced with
new statement and
moved to different
hierarchy.

ethernet-switching-options {
storm-control {
(...)
}

forwarding-options {
storm-control-profiles profile-name {
(...)
1
1

interfaces interface-name unit number family
ethernet-switching {
storm-control storm-control-profile;

}

Storm control
configuration is done in
two steps. The first step
is to create a storm
control profile at the
[edit forwarding-options]
hierarchy, and the second
step is to bind the profile
to a logical interface at
the [edit interfaces]
hierarchy. See Example:
Configuring Storm Control
to Prevent Network
Outages on EX Series
Switches for additional
information.

ethernet-switching-options {
traceoptions {
file filename <filesnumber> <no-stamp>
<replace> <size size> <world-readable
| no-world-readable>;
flag flag <disable>;

}
}

Statements removed.

ethernet-switching-options {
unknown-unicast-forwarding {
(...)
}
1

switch-options {
unknown-unicast-forwarding {
(...)
1
}

Hierarchy renamed.

ethernet-switching-options {
voip {
interface (all | [interface-name |

access-ports]) {

forwarding-class (assured-forwarding
| best-effort | expedited-forwarding
| network-control);

vlan vlan-name;

switch-options {
voip {
interface (all | [interface-name |

access-ports]) {

forwarding-class (assured-forwarding
| best-effort | expedited-forwarding
| network-control);

vlan vlan-name;

Hierarchy renamed.
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Original Hierarchy

Changed Hierarchy Change Description

interfaces interface-name {
ether-options {
link-mode mode;

speed (auto-negotiation | speed)

}
}

interfaces interface-name {
link-mode mode;
speed speed)

}

Statements moved to
different hierarchy.

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
native-vlan-id vian-id
1
1
1

interfaces interface-name {
native-vlan-id vian-id
1

Statement moved to
different hierarchy.

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
port-mode mode
}
1
1

interfaces interface-name {
unit logical-unit-number {
family ethernet-switching {
interface-mode mode
1
1
}

Statement replaced with
anew statement.

interfaces vlan

interfaces irb

Statement replaced with
a new statement.
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Changed Hierarchy Change Description

Original Hierarchy

protocols {
igmp-snooping {
traceoptions {
file filename <files number>
<no-stamp> <replace>
<size maximum-file-size>
<world-readable |
no-world-readable>;
flag flag <flag-modifier> <disable>;
}
vlan (all | vlan-identifier) {
disable;
data-forwarding {
receiver {
install;
source-vlans vlan-name;
1
source {
groups ip-address;
1
1
immediate-leave;
interface (all | interface-name) {
multicast-router-interface;

IGMP snooping is
configured on a VLAN.

protocols {
igmp-snooping {
vlan vian-name {
immediate-leave;
interface interface-name {
group-limit <1..65535>
host-only-interface
multicast-router-interface;
immediate-leave;
static {
group multicast-ip-address {
source <>
1
1
1
1
12-querier {
source-address ip-address;
1
proxy {
source-address ip-address;
1
query-interval number;
query-last-member-interval number;

static { query-response-interval number;
group multicast-ip-address; robust-count number;
1 traceoptions {
1 file filename <files number>
proxy { <no-stamp> <replace>
source-address ip-address; <size maximum-file-size >
1 <world-readable |
robust-count number; no-world-readable>;
1 flag flag <flag-modifier>;
1 1
1 1
1
1
vlans { interface interface-name { Statements replaced
vlan-name { encapsulation extended-vlan-bridge; with new statements and
dotlg-tunneling { flexible-vlan-tagging; moved to different
customer-vlans (id | native | range); native-vlan-id number; hierarchy
layer2-protocol-tunneling all | unit logical-unit-number {
protocol-name { input-vlan-map action;
drop-threshold number; output-vlan-map action;
shutdown-threshold number; vlan-id number;
vlan-id-list [vlan-id vlan-id—vlan-id];
1 1
1 }
1
1
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Original Hierarchy

Changed Hierarchy

Change Description

vlans {
vlan-name {
filter{
input filter-name
output filter-name;

vlans {
vlan-name {
forwarding-options {
filter{
input filter-name
output filter-name;

Statements moved to
different hierarchy.

1 1
1 1
1
1
vlans { Statements removed.
vlan-name { You can assign interfaces
interface interface-name { to a VLAN using the [edit
egress; interfaces
ingress; interface-name unit
mapping (native (push | swap) | policy logical-unit-number
| tag (push | swap)); family
pvlan-trunk; ethernet-switching vlian
members vlan-name]
} hierarchy.
1
1
vlans { Statement removed.
vlan-name {
isolation-id id-number;
1
1
vlans { vlans { Syntax changed.
vlan-name { vlan-name {
3-interface vlan.logical-interface-number; 3-interface irb.logical-interface-number;
1 1
1 1
vlans { Statement removed.
vlan-name { Ingress traffic is
|3-interface-ingress-counting automatically tracked.
layer-3-interface-name;
1
1
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Table 37: Enhanced Layer 2 CLI Changes (continued)

Original Hierarchy

Changed Hierarchy

Change Description

vlans {
vlan-name {

mac-limit limit action action;

vlans {
vlan-name {
switch-options {
interface-mac-limit limit {

Statements moved to
different hierarchies and
renamed.

1 packet-action action;
1
1
1
1
}
vlans {
vlan-name {
switch-options {
interface interface-name {
interface-mac-limit limit {
packet-action action;
}
1
1
1
}
vlans { protocols { Statement moved to
vlan-name { |2-learning { different hierarchy and
mac-table-aging-time seconds; global-mac-table-aging-time seconds; renamed.
1 1
1 }
vlans { Statement removed.
vlan-name {
no-local-switching;
1
1
vlans { vlans { Statement moved to
vlan-name { vlan-name { different hierarchy.
no-mac-learning; switch-options {
no-mac-learning limit
1
1 1
1
}
vlans { Statement removed.
vlan-name {
primary-vlan vlian-name;
1
1
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Table 37: Enhanced Layer 2 CLI Changes (continued)

QOriginal Hierarchy Changed Hierarchy Change Description
vlans { — Statement removed.
vlan-name {

vlan-prune;

1
1
vlans { vlans { Statement replaced with
vlan-name { vlan-name { new statement.
vlan-range vlan-id-low-vlan-id-high; vlan-id-list [vlan-id-numbers];
1 1
1 }

Junos OS Operational Mode Commands That Combine Other Commands

In some cases, some Junos OS operational commands are created from a combination
of other operational commands. These commands can be useful shortcuts for collecting
information about the device, as shown in Figure 7 on page 72.

Figure 7: Commands That Combine Other Commands

user@ost> request support information

root@host> show system uptime

Current time: 2007-02-16 13:10:08 PST

System booted: 2007-02-02 09:21:50 PST (2w0Od 03:48 ago)

Protocols started: 2007-02-02 09:24:42 PST (2w0d 03:45 ago)

Last configured: 2007-02-16 03:04:58 PST (10:05:10 ago) by root
1:10PM wup 14 days, 3:48, 2 users, load averages: 0.01, 0.02, 0.00

root@host> show version detail

The request support information

command provides output from a Hostname: host g
X ,p P . Model: m320 L
combination of other operational JUNOS Base 0S boot [8.3-R1.1] S
commands.

root@host> show system core-dumps

— /var/tmp/*core*: No such file or directory

/var/crash/kernel.*: No such file or directory

/var/crash/cores:

total 9780

-rw-r--r-- 1 root wheel 4990976 Feb 9 15:39

core-FPC2.core.0.060209. 1539

root@host> show chassis hardware detail

Hardware inventory:

Item Version Part number Serial number Description

Chassis 23120 M20

Backplane REV 07 710-001517 Aw4431 M20 Backplane

Power Supply B REV 09 740-0014 66 004233 DC Power Supply

Related . Overview of Junos OS CLI Operational Mode Commands on page 73
Documentation

« Understanding the Brief, Detail, Extensive, and Terse Options of Junos OS Operational
Commands on page 77

72 Copyright © 2014, Juniper Networks, Inc.



Chapter 3: Overview

Overview of Junos OS CLI Operational Mode Commands

This topic provides an overview of Junos OS CLI operational mode commands and
contains the following sections:

« CLICommand Categories on page 73

« Commonly Used Operational Mode Commands on page 74

CLI Command Categories

When you log in to a device running Junos OS and the CLI starts, there are several broad
groups of CLI commands:

« Commands for controlling the CLI environment—Some set commands in the set
hierarchy configure the CLI display screen. For information about these commands,
see Understanding the Junos OS CLI Modes, Commands, and Statement Hierarchies.

. Commands for monitoring and troubleshooting—The following commands display
information and statistics about the software and test network connectivity. Detailed
command descriptions are provided in the Junos OS Interfaces Command Reference.

- clear—Clear statistics and protocol database information.
- mtrace—Trace mtrace packets from source to receiver.

- monitor—Perform real-time debugging of various software components, including
the routing protocols and interfaces.

- ping—Determine the reachability of a remote network host.

- show—Display the current configuration and information about interfaces, routing
protocols, routing tables, routing policy filters, system alarms, and the chassis.

- test—Test the configuration and application of policy filters and autonomous system
(AS) path regular expressions.

- traceroute—Trace the route to a remote network host.

« Commands for connecting to other network systems—The ssh command opens Secure
Shell connections, and the telnet command opens telnet sessions to other hosts on
the network. For information about these commmands, see the CLI Explorer.

.« Commands for copying files—The copy command copies files from one location on
the router or switch to another, from the router or switch to a remote system, or from
a remote system to the router or switch. For information about these commands, see
the CLI Explorer.

« Commands for restarting software processes—The commands in the restart hierarchy
restart the various Junos OS processes, including the routing protocol, interface, and
SNMP. For information about these commands, see the CLI Explorer.

« Acommand—request—for performing system-level operations, including stopping and
rebooting the router or switch and loading Junos OS images. For information about
this command, see the CLI Explorer.
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« A command—start—to exit the CLI and start a UNIX shell. For information about this
command, see the CLI Explorer.

. A command—configure—for entering configuration mode, which provides a series of
commands that configure Junos OS, including the routing protocols, interfaces, network
management, and user access. For information about the CLI configuration commands,
see “Understanding Junos OS CLI Configuration Mode” on page 78.

« A command—quit—to exit the CLI. For information about this command, see the CLI
Explorer.

. Formoreinformation about the CLI operational mode commands, see the CLI Explorer
and the CLI Explorer.

Commonly Used Operational Mode Commands

Table 38 on page 74 lists some operational commands you may find useful for monitoring
router or switch operation. For a complete description of operational commands, see
the Junos OS command references.

o NOTE: The QFX3500 switch does not support the IS-IS, OSPF, BGP, MPLS,
and RSVP protocols.

Table 38: Commonly Used Operational Mode Commands

Items to Check Description Command
Software version Versions of software running on the router or switch show version
Log files Contents of the log files monitor

Log files and their contents and recent user logins show log
Remote systems Host reachability and network connectivity ping

Route to a network system traceroute
Configuration Current system configuration show configuration
Manipulate files List of files and directories on the router or switch file list

Contents of a file file show
Interface information Detailed information about interfaces show interfaces
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Table 38: Commonly Used Operational Mode Commands (continued)

Items to Check

Chassis

Description

Chassis alarm status

Command

show chassis alarms

Information currently on craft display

show chassis craft-interface

Router or switch environment information

show chassis environment

Hardware inventory

show chassis hardware

Routing table information

Information about entries in the routing tables

show route

Forwarding table

Information about data in the kernel’s forwarding table

show route forwarding-table

information
IS-IS Adjacent routers or switches show isis adjacency
OSPF Display standard information about OSPF neighbors show ospf neighbor
BGP Display information about BGP neighbors show bgp neighbor
MPLS Status of interfaces on which MPLS is running show mpls interface
Configured LSPs on the router or switch, as well as all ingress, show mpls lsp
transit, and egress LSPs
Routes that form a label-switched path show route label-switched-path
RSVP Status of interfaces on which RSVP is running show rsvp interface

Currently active RSVP sessions

show rsvp session

RSVP packet and error counters

show rsvp statistics

Related
Documentation

Commands on page 77

Overview of Navigating the CLI

This topic describes how to navigate the CLI.

« CLICommand Hierarchy on page 76
« CLI Configuration Statements on page 76

« Moving Among Hierarchy Levels on page 76

« Junos OS Operational Mode Commands That Combine Other Commands on page 72

. Understanding the Brief, Detail, Extensive, and Terse Options of Junos OS Operational
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Related
Documentation

CLI Command Hierarchy

CLI commands are organized in a hierarchy. Commands that perform a similar function
are grouped together under the same level of the hierarchy. For example, all commands
that display information about the system and the system software are grouped under
the show system command, and all commands that display information about the routing
table are grouped under the show route command. Figure 8 on page 76 illustrates a
portion of the show command hierarchy.

Figure 8: CLI Command Hierarchy

show

bgp isis ospf route system

ny o o i

brief exact protocol table terse

1411

To execute a command, you enter the full command name, starting at the top level of
the hierarchy. For example, to display a brief view of your Ethernet switching options for
your interfaces, use the command show ethernet-switching-options interfaces.

CLI Configuration Statements

The configuration statement hierarchy has two types of statements: container statements,
which are statements that contain other statements, and leaf statements, which do not
contain other statements. All of the container and leaf statements together form the
configuration hierarchy.

The protocols statement is a top-level statement at the trunk of the configuration tree.
The ospf, area, and interface statements are all subordinate container statements of a
higher statement (they are branches of the hierarchy tree), and the hello-interval
statement is a leaf on the tree.

Moving Among Hierarchy Levels

You can use the CLI commands to navigate the levels of the configuration statement
hierarchy:

. edit— Moves to an existing configuration statement hierarchy or creates a hierarchy
and moves to that level.

. exit—Moves up the hierarchy to the previous level where you were working. This
command is, in effect, the opposite of the edit command. Alternatively, you can use
the quit command. The exit and quit commands are interchangeable.

. up—Moves up the hierarchy one level at a time.

. top—Moves directly to the top level of the hierarchy.

« CLIUser Interface Overview on page 54

« CLIUser Guide

76
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Understanding the Brief, Detail, Extensive, and Terse Options of Junos OS Operational

Commands

The Junos OS operational mode commands can include brief, detail, extensive, or terse

options. You can use these options to control the amount of information you want to

view.

1. Use the ? prompt to list options available for the command. For example:

user@host> show interfaces fe-1/1/17?
Possible completions:

<[Enter]> Execute this command
brief Display brief output
descriptions Display interface description strings
detail Display detailed output
extensive Display extensive output
media Display media information
snmp-index SNMP index of interface
statistics Display statistics and detailed output
terse Display terse output
| Pipe through a command

2. Choose the option you wish to use with the command. (See Figure 9 on page 77.)

Figure 9: Command Output Options

Command output with the brief option.

Command output with the terse option.

Command output with the extensive option.

Related
Documentation

user@host> show interfaces fe-1/1/1 brief
Physical interface: fe-1/1/1, Enabled, Physical Tink is Down

Disabled, Source filtering: Disabled,
Flow control: Enabled

Device flags : Present Running Down
Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
Link flags : None

Link-level type: Ethernet, MTU: 1514, Speed: 100mbps, Loopback:

user@host> show interfaces fe-1/1/1 terse
— Interface Admin Link Proto Local
fe-1/1/1 up down

Remote

user@ost> show interfaces fe-1/1/1 extensive
Physical interface: fe-1/1/1, Enabled, Physical 1ink is Down
— Interface index: 141, SNMP ifIndex: 33, Generation: 24

Disabled, Source filtering: Disabled,
Flow control: Enabled

Device flags : Present Running Down

Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000
Link flags : None

CoS queues : 4 supported, 4 maximum usable queues
Hold-times : Up 0 ms, Down O ms

Last flapped : 2007-02-02 09:26:25 PST (2wOd 03:40 ago)
Statistics last cleared: Never
Traffic statistics:
Input bytes :
Output bytes :
Input packets:
Output packets:
---(more) -- -

©ooo

Link-level type: Ethernet, MTU: 1514, Speed: 100mbps, Loopback:

0 bps
0 bps
0 pps
0 pps

Current address: 00:90:69:d0:f8:9e, Hardware address: 00:90:69:d0:f8:9e

016766

« Overview of Junos OS CLI Operational Mode Commands on page 73

« Controlling the Scope of an Operational Mode Command
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Understanding Junos OS CLI Configuration Mode

You can configure all properties of Junos OS, including interfaces, general routing
information, routing protocols, and user access, as well as several system hardware
properties.

As described in Understanding the Junos OS CLI Modes, Commands, and Statement
Hierarchies, a router configuration is stored as a hierarchy of statements. In configuration
mode, you create the specific hierarchy of configuration statements that you want to
use. When you have finished entering the configuration statements, you commit them,
which activates the configuration on the router.

You can create the hierarchy interactively or you can create an ASCI| text file that is
loaded onto the router or switch and then committed.

This topic covers:

« Configuration Mode Commands on page 79
. Configuration Statements and Identifiers on page 80

« Configuration Statement Hierarchy on page 82

78
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Configuration Mode Commands

Table 39 on page 79 summarizes each CLI configuration mode command. The commands
are organized alphabetically.

Table 39: Summary of Configuration Mode Commands

Command Description

activate

Remove the inactive: tag from a statement, effectively reading the
statement oridentifier to the configuration. Statements or identifiers
that have been activated take effect when you next issue the commit
command.

annotate

Add comments to a configuration. You can add comments only at
the current hierarchy level.

commit

Commit the set of changes to the database and cause the changes
to take operational effect.

copy

deactivate

Make a copy of an existing statement in the configuration.

Add the inactive: tag to a statement, effectively commenting out
the statement or identifier from the configuration. Statements or
identifiers marked as inactive do not take effect when you issue the
commit command.

delete

Delete a statement or identifier. All subordinate statements and
identifiers contained within the specified statement path are deleted
with it.

edit

Move inside the specified statement hierarchy. If the statement does
not exist, it is created.

exit

Exit the current level of the statement hierarchy, returning to the
level prior to the last edit command, or exit from configuration mode.
The quit and exit commands are synonyms.

extension

Manage configurations that are contributed by SDK application
packages. Either display or delete user-defined configuration
contributed by the named SDK application package. A configuration
defined in any native Junos OS package is never deleted by the
extension command.

help

Display help about available configuration statements.

insert

Insert an identifier into an existing hierarchy.

load

Load a configuration from an ASCII configuration file or from terminal
input. Your current location in the configuration hierarchy is ignored
when the load operation occurs.
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Table 39: Summary of Configuration Mode Commands (continued)

Command Description

quit Exit the current level of the statement hierarchy, returning to the
level prior to the last edit command, or exit from configuration mode.
The quit and exit commands are synonyms.

rename Rename an existing configuration statement or identifier.

replace Replace identifiers or values in a configuration.

rollback Return to a previously committed configuration. The software saves
the last 10 committed configurations, including the rollback number,
date, time, and name of the user who issued the commit configuration
command.

run Run a top-level CLI command without exiting from configuration
mode.

save Save the configuration to an ASCII file. The contents of the current
level of the statement hierarchy (and below) are saved, along with
the statement hierarchy containing it. This allows a section of the
configuration to be saved, while fully specifying the statement
hierarchy.

set Create a statement hierarchy and set identifier values. This is similar
to edit except that your current level in the hierarchy does not
change.

show Display the current configuration.

status Display the users currently editing the configuration.

top Return to the top level of configuration command mode, which is
indicated by the [edit] banner.

up Move up one level in the statement hierarchy.

update Update a private database.

wildcard Delete a statement or identifier. All subordinate statements and

identifiers contained within the specified statement path are deleted
with it. You can use regular expressions to specify a pattern. Based
on this pattern, you search for items that contain these patterns
and delete them.

Configuration Statements and Identifiers

You can configure router or switch properties by including the corresponding statements
in the configuration. Typically, a statement consists of a keyword, which is fixed text, and,
optionally, an identifier. An identifier is an identifying name that you can define, such as

80
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the name of an interface or a username, which enables you and the CLI to differentiate
among a collection of statements.

Table 40 on page 81 describes top-level CLI configuration mode statements.

o NOTE: The QFX3500 switch does not support the IS-IS, OSPF, BGP, LDP,
MPLS, and RSVP protocols.

Table 40: Configuration Mode Top-Level Statements

Statement Description

access

accounting-options

Configure the Challenge Handshake Authentication Protocol (CHAP). For
information about the statements in this hierarchy, see the Junos OS
Administration Library for Routing Devices.

Configure accounting statistics data collection for interfaces and firewall
filters. For information about the statements in this hierarchy, see the Network
Management Administration Guide for Routing Devices.

chassis

Configure properties of the router chassis, including conditions that activate
alarms and SONET/SDH framing and concatenation properties. For
information about the statements in this hierarchy, see the Junos OS
Administration Library for Routing Devices.

class-of-service

Configure class-of-service parameters. For information about the statements
in this hierarchy, see the Junos OS Class of Service Library for Routing Devices.

firewall

Define filters that select packets based on their contents. For information
about the statements in this hierarchy, see the Routing Policy Feature Guide
for Routing Devices.

forwarding-options

Define forwarding options, including traffic sampling options. For information
about the statements in this hierarchy, see the Junos OS Network Interfaces
Library for Routing Devices.

groups

Configure configuration groups. For information about statements in this
hierarchy, see the Junos OS Administration Library for Routing Devices.

interfaces

policy-options

Configure interface information, such as encapsulation, interfaces, virtual
channel identifiers (VCls), and data-link connection identifiers (DLCIs). For
information about the statements in this hierarchy, see the Junos OS Network
Interfaces Library for Routing Devices.

Define routing policies, which allow you to filter and set properties inincoming
and outgoing routes. For information about the statements in this hierarchy,
see the Routing Policy Feature Guide for Routing Devices.

protocols

Configure routing protocols, including BGP, IS-IS, LDP, MPLS, OSPF, RIP, and
RSVP. For information about the statements in this hierarchy, see the chapters
that discuss how to configure the individual routing protocols in the Junos OS
Routing Protocols Library for Routing Devices and the Junos OS MPLS
Applications Library for Routing Devices.
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Table 40: Configuration Mode Top-Level Statements (continued)

Statement Description

routing-instances  Configure multiple routing instances. For information about the statements
in this hierarchy, see the Junos OS Routing Protocols Library for Routing Devices.

routing-options Configure protocol-independent routing options, such as static routes,
autonomous system numbers, confederation members, and global tracing
(debugging) operations to log. For information about the statements in this
hierarchy, see the Junos OS Routing Protocols Library for Routing Devices.

security Configure IP Security (IPsec) services. For information about the statements
in this hierarchy see the Junos OS Administration Library for Routing Devices.

snmp Configure SNMP community strings, interfaces, traps, and notifications. For
information about the statements in this hierarchy, see the Network
Management Administration Guide for Routing Devices.

system Configure systemwide properties, including the hostname, domain name,
Domain Name System (DNS) server, user logins and permissions, mappings
between hostnames and addresses, and software processes. For information
about the statementsin this hierarchy, see the Junos OS Administration Library
for Routing Devices.

For specific information on configuration statements, see the Junos OS configuration
guides.

Configuration Statement Hierarchy

The Junos OS configuration consists of a hierarchy of statements. There are two types
of statements: container statements, which are statements that contain other statements,
and leaf statements, which do not contain other statements (see Figure 10 on page 82).
All of the container and leaf statements together form the configuration hierarchy.

Figure 10: Configuration Mode Hierarchy of Statements

Trunk of hierarchy tree Branches of hierarchy tree Tree leaves
(Top-level statements) (Container statements) (Leaf statements)
Protocols ——— bgp

I— dvmrp

| icmp —dead-interval

I— igmp —hello-interval

I isis I—interface-type

I— mpis area-range —metric

I— ospf area interface  ————mtu

— rip traceoptions stub —poll-interval

|— router-discovery virtual-link (—priority

— rsvp (—retransmit-interval

— sap (—transit-delay o

L—transmit-interval g
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Each statement at the top level of the configuration hierarchy resides at the trunk (or
root level) of a hierarchy tree. The top-level statements are container statements,
containing other statements that form the tree branches. The leaf statements are the
leaves of the hierarchy tree. An individual hierarchy of statements, which starts at the
trunk of the hierarchy tree, is called a statement path. Figure 10 on page 82 illustrates the
hierarchy tree, showing a statement path for the portion of the protocol configuration
hierarchy that configures the hello interval on an interface in an OSPF area.

The protocols statement is a top-level statement at the trunk of the configuration tree.
The ospf, area, and interface statements are all subordinate container statements of a
higher statement (they are branches of the hierarchy tree); and the hello-interval
statement is a leaf on the tree which in this case contains a data value: the length of the
hello interval, in seconds.

The CLI represents the statement path shown in Figure 10 on page 82
as [edit protocols ospf area area-number interface interface-name] and displays the
configuration as follows:

protocols {
ospf {
area 0.0.0.0{
interface so-0/0/0 {
hello-interval 5;

}
interface so-0/0/1{
hello-interval 5;
1
}
1
}

The CLI indents each level in the hierarchy to indicate each statement’s relative position
in the hierarchy and generally sets off each level with braces, using an open brace at the
beginning of each hierarchy level and a closing brace at the end. If the statement at a
hierarchy level is empty, the braces are not printed.

Each leaf statement ends with a semicolon. If the hierarchy does not extend as far as a
leaf statement, the last statement in the hierarchy ends with a semicolon.

The configuration hierarchy can also contain “oneliners” at the last level in the hierarchy.
Oneliners remove one level of braces in the syntax and display the container statement,
its identifiers, the child or leaf statement and its attributes all on one line. For example,
in the following sample configuration hierarchy, the line level 1 metric 70 is a oneliner
because the level container statement with identifier 1, its child statement metric, and
its corresponding attribute 10 all appear on a single line in the hierarchy:

[edit protocols]
isis {
interface ge-0/0/0.0 {
level 1 metric 10;
}
1
1
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Related
Documentation

Licenses

Likewise, in the following example, dynamic-profile dynamic-profile-name aggregate-clients;
is a oneliner because the dynamic-profile statement, its identifier dynamic-profile-name,
and leaf statement aggregate-clients all appear on one line when you run the show
command in the configuration mode:

[edit forwarding-options]
user@host# show
dhcp-relay {
dynamic-profile dynamic-profile-name aggregate-clients;

}

. Entering and Exiting the Junos OS CLI Configuration Mode

« Junos OS Feature Licenses on page 84

« Software Features That Require Licenses on the QFX Series on page 85

« Junos OS Feature License Keys on page 86

« Generating the License Keys for a Standalone QFX Series Device on page 89
« Adding New Licenses (CLI Procedure) on page 91

« Deleting a License (CLI Procedure) on page 92

« Saving License Keys on page 93

« Verifying Junos OS License Installation on page 94

Junos OS Feature Licenses

Related
Documentation

Some Junos OS software features require a license to activate the feature. To enable a
licensed feature, you need to purchase, install, manage, and verify a license key that
corresponds to each licensed feature. To conform to Junos OS feature licensing
requirements, you must purchase one license per feature per device. The presence of the
appropriate software license key on your device determines whether you are eligible to
configure and use the licensed feature.

To speed deployment of licensed features, Junos OS software implements an honor-based
licensing structure and provides you with a 30-day grace period to use a licensed feature
without a license key installed. The grace period begins when you configure the feature
and your device uses the licensed feature for the first time, but not necessarily when you
install the license. After the grace period expires, the system generates system log
messages saying that the feature requires a license. To clear the error message and use
the licensed feature properly, you must install and verify the required license.

For information about how to purchase software licenses, contact your Juniper Networks
sales representative.

« License Enforcement
« Junos OS Feature License Keys on page 86

« Software Feature Licenses

84
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. Verifying Junos OS License Installation on page 94

Software Features That Require Licenses on the QFX Series

The following Junos OS features require an Advanced Feature License (AFL) on QFX
Series devices:

NOTE: If you try to configure a feature that is not licensed, you will receive
syslog messages saying that you are using a feature that is licensable and
that you do not possess a license for the feature. If you try to commit
configuration changes for a feature that is not licensed, you will receive a
commit warning saying that you have exceeded the allowed license limit for
the feature.

. Border Gateway Protocol (BGP)

« Intermediate System-to-Intermediate System (IS-1S)

« Multiprotocol Label Switching (MPLS)

« Fibre Channel support

Table 41 0on page 85 lists the licenses you can purchase for each QFX Series software
feature.

Forinformation about how to purchase a software license, contact your Juniper Networks
sales representative.

Table 41: Junos OS Feature Licenses and Model Numbers for QFX Series Devices

Licensed Software Feature

Number of Licenses
Supported Devices Required Model Number

QFX Series advanced feature
license for Border Gateway
Protocol (BGP), Intermediate
System-to-Intermediate System
(I1S-1S), and Multi-protocol Label
Switching (MPLS)

QFX3500, QFX3600, One per switch QFX-JSL-EDGE-ADV1
QFX5100-48S, and
QFX5100-48T switches.

QFX Series advanced feature
license for Border Gateway
Protocol (BGP), Intermediate
System-to-Intermediate System
(I1S-1S), and Multi-protocol Label
Switching (MPLS)

QFX5100-240Q and One per switch QFX5100-HDNSE-LIC
QFX5100-96S switches.

QFX Series advanced feature
license for Border Gateway
Protocol (BGP)

QFX3100 Director device One per Node deviceina QFX-JSL-DRCTR-ADV1
network Node group
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Table 41: Junos OS Feature Licenses and Model Numbers for QFX Series Devices (continued)

Number of Licenses

Licensed Software Feature Supported Devices Required Model Number
QFX Series advanced feature QFX3500 switch One per switch on which  QFX-JSL-EDGE-FC
license for Fibre Channel fibre channel ports are

configured
QFX Series advanced feature QFX3100 Director device One per QFX3500 Node  QFX-JSL-DRCTR-FC
license for Fibre Channel device on which fibre

channel ports are

configured
QFX Series advanced feature QFX3100 Director device One for up to 16 QFX-JSL-DRCTR-FC-C16
license for Fibre Channel - QFX3500 Node devices
Capacity 16 on which fibre channel

ports are configured

QFX Series feature license for QFX3500 and QFX3600 One per device QFX3000-JSL-EDGE-FAB
enabling fabric mode device

QFX Series feature license for QFX3100 Director device One per QFX3000-G QFX3008-JSL-DRCTR-FAB
base software for QFX3000-G QFabric system

QFabric system

QFX Series feature license for QFX3100 Director device One per QFX3000-M QFX3000M-JSL-DRCTR-FAB
base software for QFX3000-M QFabric system

QFabric system

Related . Junos OS Feature Licenses on page 84
Documentation « Junos OS Feature License Keys on page 86
« Generating the License Keys for a Standalone QFX Series Device on page 89
. Generating the License Keys for a QFabric System
« Adding New Licenses (CLI Procedure) on page 91
« Deleting a License (CLI Procedure) on page 92

« Saving License Keys on page 93

. Verifying Junos OS License Installation on page 94

Junos OS Feature License Keys

Some Junos OS software features require a license to be activated. To enable each
licensed feature, you must purchase, install, manage, and verify a license key that
corresponds to the licensed feature.

Release-Tied License Keys and Upgrade Licenses on MX Series Routers

The Junos OS licensing infrastructure currently associates a license feature with attributes
such as date, platform, and validity. In addition to these attributes, for MX Series routers
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running Junos OS Release 12.2 and later, a licensed feature can be associated with a
release number at the time of generating the license key. This type of release-tied license
key is used to validate a particular licensed feature while attempting a software upgrade.
The upgrade process aborts if the release number in the license key is earlier than the
Junos OS release number to which the system is being upgraded.

Additionally, an upgrade license key can be generated for a release-tied licensed feature.
An upgrade license key is used for carrying forward a capacity license to the upgrade
release. Although an upgrade license might be an acceptable license on the current
release, it does not add to the existing capacity limit. The capacity added in the upgrade
license key is valid for the upgrade software release only.

The release number embedded in the license key indicates the maximum release number
up to which Junos OS can be upgraded.

As an example, assume that your system is running Junos OS Release 12.2 and is using
the scale-subscriber licensed feature with a later release-tied upgrade license key installed.
If you request a software upgrade to the later release of Junos OS, the software upgrade
operation fails and the following error message is displayed:

mgd: error: No valid upgrade license found for feature 'scale-subscriber'.
Aborting Software upgrade.
Validation failed

In this example, to successfully upgrade to the later release of Junos OS, the release
number included in the upgrade license key should be greater than or equal to the later
release number. Also, you can perform software upgrades up to the previous release
without any additional license keys to retain the existing scale limit.

o NOTE:
When you install a release-tied license, the following apply:

. You can purchase an upgrade capacity license only if a base capacity license
for the same scale-tier has already been generated or purchased.

« You cannot install an upgrade license if the capacity does not match any
of the existing base capacity licenses on the system.

. Thelicenseinstallation fails when you install a lower release number license
key on a higher software release number.

. Arelease-tied license can be installed on a Junos OS release number that
is lower than or equal to the release number included in the license key.
For example, a 12.2 license key is valid on Junos OS Release 12.1.

« Anupgrade license is valid only on the target release number specified in
the license key, but can be installed on an earlier Junos OS release. For
example, a 4 K scale-tier upgrade license for Junos OS Release 12.2 can be
installed on an earlier release, and the installed count of licenses remains
unaltered.

- Release-tied licenses of the previous release are not deleted on upgrading
Junos OS to a newer release version.
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Licensable Ports on MX5, MX10, and MX40 Routers

Starting with Junos OS Release 12.2, license keys are available to enhance the port capacity
on MX5, MX10, and MX40 routers up to the port capacity of an MX80 router. The MX5,
MX10, and MX40 routers are derived from the modular MX80 chassis with similar slot
and port assignments, and provide all functionality available on an MX80 router, but at
a lower capacity. Restricting port capacity is achieved by making a set of MIC slots and
ports licensable. MICs without a license are locked, and are unlocked or made usable by
installing appropriate upgrade licenses.

The base capacity of a router is identified by the Ideeprom assembly ID (12C ID), which
defines the board type. However, the Junos OS licensing infrastructure allows the use of
restricted ports without a license for a grace period of 30 days. After the grace period
expires, the router reverts back to the base capacity if no upgrade license is purchased
and installed for the locked ports. The I2C ID along with an upgrade license determine
the final capacity of an MX5, MX10, or MX40 router.

The MX5, MX10, MX40, and MX80 routers support the following types of MICs:

- A built-in 10-Gigabit Ethernet MIC with four 10-Gigabit Ethernet ports
. Two front-pluggable MICs
A feature ID is assigned to every license upgrade for enhancing port capacity.

Table 42 on page 88 displays the chassis types and their associated port capacity, I2C
ID, base capacity, feature ID, feature name, and the final capacity after a license upgrade.

Table 42: Upgrade Licenses for Enhancing Port Capacity

Feature ID
Elgle]
Chassis Feature
Type Base Capacity Name Upgrade Capacity
MX5 20G 0x556 Slot1 fl—MX5 to Slotland 2
MX10
« 1/MICO upgrade « 1/MICO
« 1/MIC1
MX10 40G 0x555 Slot1and 2 f2—MX10to Slot 2 and first 2 ports on Slot O
MX40
« 1/MICO upgrade « 1/MICI
« 1/MIC1 « First 2 ports on O/MICO
MX40 60G 0x554 Slot 1, SLot 2 and first 2 f3—MX40 Slot 2 and all ports on Slot O
ports on Slot O to MX80
upgrade « 1/MICI
+ /MICO « All 4 ports on 0O/MICO
. 1/MICI

« First 2 ports on O/MICO
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Wheninstalling an upgrade license for enhancing port capacity on MX5, MX10 and MX40
routers, consider the following:

. Toupgrade an MX5 router to MX80 router capacity, licenses for all three features (f1,
f2, f3) must be installed. All three features can be provided in a single license key.

« Toupgrade an MX10 router to MX40 router capacity, installing a license key with 2
feature is sufficient.

- Non-applicable feature IDs in a license key reject the upgrade license. For example:
- Anfl feature ID on an MX10 upgrade license key rejects the license.

- Feature IDs fl and f2 on an MX40 upgrade license key reject the entire license.

Related . Junos OS Feature Licenses on page 84
Documentation « License Enforcement
. Software Feature Licenses

« Verifying Junos OS License Installation on page 94

Generating the License Keys for a Standalone QFX Series Device

When you purchase a Junos OS software feature license for a QFX Series device, you
receive an e-mail containing an authorization code for the feature license from Juniper
Networks. You can use the authorization code to generate a unique license key (a
combination of the authorization code and the device’s serial number) for the device,
and then add the license key on the device.

Before generating the license keys for a device:

« Purchase the required licenses for the device. See “Software Features That Require
Licenses on the QFX Series” on page 85.

« Note down the authorization code in the e-mail you received from Juniper Networks
when you purchased the license.

. Determine the serial number of the device. For instructions, see Locating the Serial
Number on a QFX3500 Device or Component.
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To generate the license keys for a device:

1.

In a browser, log in to the Juniper Networks License Management System at
https://www.juniper.net/lcrs/license.do.

The Manage Product Licenses page appears.

0 NOTE: To access the licensing site, you must have a service contract with
Juniper Networks and an access account. If you need help obtaining an
account, complete the registration form at the Juniper Networks website
https://www.juniper.net/registration/Register.jsp .

On the Generate Licenses tab, select QFX Series Product from the drop-down list, and
click Go.

The Generate Licenses - QFX Series Product page appears.

Select the QFX Series Product Device option button, and click Continue.
The Generate Licenses - QFX Series Product Devices page appears.

In the Device Serial Number field, enter the serial number for the device.

In the Authorization Code field, enter the authorization code in the e-mail you received
from Juniper Networks when you purchased the license.

(Optional) If you want to enter another authorization code for the same device, click
Enter More Authorization Codes to display a new authorization code field. Enter the
authorization code in this field.

Click Confirm.

The Confirm License Information page appears, displaying a summary of the
information you submitted to the License Management System.

. Review the information to ensure everything is correct and then click Generate License.

The Generate Licenses - QFX Series Product Devices page appears, displaying a
summary of your license keys, including a link that displays the details of your new
license keys.

Select the file format in which you want to obtain your new license keys.

. Select the delivery method you want to use to obtain your new license keys.

To download the license keys:
. Select the Download to this computer option button, and click OK.
To e-mail the license keys:

« Select the Send e-mail to e-mail ID option button, and click OK.

Related . Software Features That Require Licenses on the QFX Series on page 85

Documentation

« Adding New Licenses (CLI Procedure) on page 91
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« Locating the Serial Number on a QFX3500 Device or Component

Adding New Licenses (CLI Procedure)

Before adding new licenses, complete the following tasks:

« Purchase the required licenses.

. Establish basic network connectivity with the router or switch. For instructions on
establishing basic connectivity, see the Getting Started Guide or Quick Start Guide for
your device.

0 NOTE: On QFabric systems, install your licenses in the default partition of
the QFabric system and not on the individual components (Node devices
and Interconnect devices).

To add a new license key to the device using the CLI:

1. From the CLI operational mode, enter one of the following CLI commands:

- To add a license key from a file or URL, enter the following command, specifying
the filename or the URL where the key is located:

user@host> request system license add filename | url
- To add a license key from the terminal, enter the following command:
user@host> request system license add terminal

2. When prompted, enter the license key, separating multiple license keys with a blank
line.

If the license key you enter is invalid, an error appears in the CLI output when you press
Ctrl+d to exit license entry mode.

3. Goon to “Verifying Junos OS License Installation” on page 94.

On routers that have Graceful Routing Engine switchover (GRES) enabled, after
successfully adding the new license on the master Routing Engine, the license keys are
automatically synchronized on the backup Routing Engine as well. However, in case GRES
is not enabled, the new license is added on each Routing Engine separately. This ensures
that the license key is enabled on the backup Routing Engine during changeover of
mastership between the Routing Engines.

To add a new license key to a router with dual Routing Engines without GRES:

1. Afteradding the new license key on the master Routing Engine, use the request chassis
routing-engine master switch command to have the backup Routing Engine become
the master Routing Engine.

2. Loginto the active Routing Engine and add the new license key, repeating the same
process.
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0 NOTE: Adding a license key to the router or switch might be delayed if a kernel
resynchronization operationisin progress at that time. The following message
is displayed on the CLI when the license-adding operation is about to be

delayed:

Akernelre-sync operationisin progress. License update may take several minutes

to complete.

Related . Deleting a License (CLI Procedure) on page 92

Documentation

« Junos OS Feature Licenses on page 84

« Verifying Junos OS License Installation on page 94

. request system license add on page 379

Deleting a License (CLI Procedure)

Before deleting a license, establish basic network connectivity with the router or switch.
For instructions on establishing basic connectivity, see the Getting Started Guide or Quick
Start Guide for your router or switch.

You have the options to delete a single license, delete all licenses, or delete a list of
licenses enclosed in brackets.

1. Display the licenses available to be deleted.

user@host> request system license delete license-identifier-list ?

Possible completions:

E00468XXX4

JUNOS10XXX1
JUNOS10XXX2
JUNOS10XXX3
JUNOS10XXX4

L

License
License
License
License
License

key
key
key
key
key

identifier
identifier
identifier
identifier
identifier

Open a set of values

2. Todelete a license key or keys from a device using the CLI operational mode, select
one of the following methods:

- Delete a single license by specifying the license ID. Using this option, you can delete
only one license at a time.

user@host> request system license delete license-identifier

. Delete all license keys from the current device.

user@host> request system license delete all

- Delete multiple license keys from the current device. Specify the license identifier
for each key and enclose the list of identifiers in brackets.

user@host> request system license delete license-identifier-list [JUNOSTOXXX]

JUNOSIOXXX3 JUNOSIOXXX4 ...]

Delete license(s) ?
[yes,no] (no) yes

92
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Related
Documentation

Saving License Keys

Related
Documentation

3. Goon to “Verifying Junos OS License Installation” on page 94.

O NOTE: Deleting a license key from the router or switch might be delayed if a
kernel resynchronization operation is in progress at that time. The following
message is displayed on the CLI when the license-deleting operation is about
to be delayed:
Akernelre-sync operationisin progress. License update may take several minutes
to complete.

. Adding New Licenses (CLI Procedure) on page 91
. Saving License Keys on page 93

« Junos OS Feature Licenses on page 84

. Verifying Junos OS License Installation on page 94

. request system license delete on page 380

Before saving a license, establish basic network connectivity with the router or switch.
For instructions on establishing basic connectivity, see the Getting Started Guide or Quick
Start Guide for your router or switch.

To save the licenses installed on a device to a file using the CLI:

1. From the CLI operational mode, enter one of the following CLI commands:
. Tosave the installed license keys to a file or URL, enter the following command:
user@host> request system license save filename | url

For example, the following command saves the installed license keys to a file named
license.config:

. Tosave a license key from the terminal, enter the following command:
user@host> request system license save ftp://user@host/license.config

2. Goon to “Verifying Junos OS License Installation” on page 94.

. Adding New Licenses (CLI Procedure) on page 91

Deleting a License (CLI Procedure) on page 92

Junos OS Feature Licenses on page 84

Verifying Junos OS License Installation on page 94
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Verifying Junos OS License Installation

To verify Junos OS license management, perform the following tasks:

« Displaying Installed Licenses on page 94

« Displaying License Usage on page 95

Displaying Installed Licenses

Purpose \Verify that the expected licenses are installed and active on the router or switch.

Action From the CLI, enter the show system license command.

Sample Output

user@host> show system license
License usage:

Licenses Licenses Licenses Expiry

Feature name used installed needed

subscriber-acct 0 1 0 permanent
subscriber-auth 0 1 0 permanent
subscriber-addr 0 1 0 permanent
subscriber-vlan 0 1 0 permanent
subscriber-ip 0 1 0 permanent
scale-subscriber 0 1000 0 permanent
scale-12tp 0 1000 0 permanent
scale-mobile-ip 0 1000 0 permanent

Licenses installed:
License identifier: E000185416
License version: 2

Features:

subscriber-acct - Per Subscriber Radius Accounting
permanent

subscriber-auth - Per Subscriber Radius Authentication
permanent

subscriber-addr - Address Pool Assignment
permanent

subscriber-vlan - Dynamic Auto-sensed Vlan
permanent

subscriber-ip - Dynamic and Static IP
permanent

Meaning The output shows a list of the license usage and a list of the licenses installed on the
router or switch. Verify the following information:

. Eachlicenseis present. Licenses are listed in ascending alphanumeric order by license
ID.

. The state of each license is permanent.

0 NOTE: A state of invalid indicates that the license key is not a valid license
key. Either it was entered incorrectly or it is not valid for the specific device.
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. The feature for each license is the expected feature. The features enabled are listed
by license. An all-inclusive license has all features listed.

. All configured features have the required licenses installed. The Licenses needed
column must show that no licenses are required.

Displaying License Usage

Purpose \Verify that the licenses fully cover the feature configuration on the router or switch.

Action From the CLI, enter the show system license usage command.

Sample Output
user@host> show system license usage
Licenses Licenses Licenses Expiry

Feature name used installed needed
subscriber-addr 1 0 1 29 days
scale-subscriber 0 1000 0 permanent
scale-12tp 0 1000 0 permanent
scale-mobile-ip 0 1000 0 permanent

Meaning The output shows any licenses installed on the router or switch and how they are used.
Verify the following information:

« Any configured licenses appear in the output. The output lists features in ascending
alphabetical order by license name. The number of licenses appears in the third column.
Verify that you have installed the appropriate number of licenses.

. The number of licenses used matches the number of configured features. If a licensed
feature is configured, the feature is considered used. The sample output shows that
the subscriber address pooling feature is configured.

. Alicense isinstalled on the router or switch for each configured feature. For every
feature configured that does not have a license, one license is needed.

For example, the sample output shows that the subscriber address feature is configured
but that the license for the feature has not yet been installed. The license must be
installed within the remaining grace period to be in compliance.
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Software Installation on page 97

Configuring Zero Touch Provisioning on page 98

Junos OS Package Names on page 102

Performing a Recovery Installation on a QFX Series Device on page 103
Performing a Recovery Installation on a QFX5100 Switch on page 105
Performing an In-Service Software Upgrade (ISSU) on page 106

Recovering from a Failed Software Installation on page 108

Software Installation Overview on page 109

Upgrading Jloader Software on QFX Series Devices on page 110

Upgrading Software on QFX3500, OFX3600, and QFX5100 Switches on page 121

Upgrading Software on QFX3500 and QFX3600 Virtual Chassis Using Nonstop
Software Upgrade on page 125

Upgrading Software Using Automatic Software Download on page 127
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Configuring Zero Touch Provisioning

0 NOTE: To see which platforms support Zero Touch Provisioning (ZTP), in a
browser, go to Feature Explorer. In the Explore Features section of the Feature
Explorer page, select All Features. In the Features Grouped by Feature Family
box, select Zero Touch Provisioning. You can also type the name of the feature
in the Search for Features edit box. In previous Junos OS releases on EX Series

switches, Zero Touch Provisioning was called EZ Touchless Provisioning.

Zero Touch Provisioning allows you to provision new switches in your network
automatically, without manual intervention. When you physically connect a switch to
the network and boot it with a default configuration, it attempts to upgrade the Junos
OS software automatically and autoinstall a configuration file from the network.

The switch uses information that you configure on a Dynamic Host Configuration Protocol
(DHCP) server to locate the necessary software image and configuration files on the
network. If the DHCP server does not respond or provide the software image and
configuration files, the switch continues using the preinstalled Junos OS software and
default factory configuration. On switches running Enhanced Layer 2 Software, Junos
Extended Dynamic Host Configuration Protocol (JDHCP) is used instead of legacy DHCP.
JDHCP supports the same functionality as DHCP, and all configuration options remain
the same. JDHCP is an enhanced version of legacy DHCP software.

0 NOTE: If the ZTP configuration is enabled, the switch broadcasts DHCP
DISCOVER packets on its interfaces. If the DHCP server on the network
responds with DHCP vendor options set with the necessary values to initiate
ZTP, then ZTP proceeds. To disable broadcasting the DHCP DISCOVER
packets without performing the ZTP process, manually delete the
auto-image-upgrade statement located at the [edit chassis] hierarchy. If ZTP
completes without errors, the auto-image-upgrade statement is automatically
deleted.

Before you begin:

« Ensure that the switch has access to the following network resources:

- A DHCP server to lease IP addresses and information on software images and
configuration files on the network.

Refer to your DHCP server documentation for configuration instructions.

- The File Transfer Protocol (anonymous FTP), Hypertext Transfer Protocol (HTTP),
Trivial File Transfer Protocol (TFTP) server on which the software image and
configuration files are stored

0 NOTE: Although TFTP is supported, we recommend that you use FTP
or HTTP instead, because these transport protocols are more reliable.
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- A Domain Name System (DNS) server to perform reverse DNS lookup
- (Optional) An NTP server to perform time synchronization on the network

- (Optional) A system log (syslog) server to manage system log messages and alerts

« Locate and record the MAC address printed on the switch chassis.

A CAUTION: Werecommend that you donot commit auser configuration while

the switch is performing ZTP activity—for example, updating the software
image or applying a configuration file.

Perform the following steps to configure ZTP:

1.

Boot the switch.

The switch continues to use the preinstalled Junos OS software and default factory
configuration.

Issue the request system zeroize command on the switch.

Download the software image file and the configuration file to the FTP, HTTP, TFTP,
server that the switch will download these files from.

You can download either one or both of these files.
Configure the DHCP server to provide the necessary information to the switch.
Configure IP address assignment.

You can configure dynamic or static IP address assignment for the switch's
management address. To determine the switch’s management MAC address for static
IP address mapping, add 1to the last byte of the switch's MAC address, which you
noted before you began this procedure.

Define the format of the vendor-specific information for DHCP option 43 in the
dhcpd.conf file.

Here is an example of an ISC DHCP 4.2 server dhcpd.conf file:

option space NEW_OP; option;
option NEW_OP.config-file-name code 1 = text;
option NEW_OP.image-file-type code 2 = text;
option NEW_OP.transfer-mode code 3 = text;
option NEW_OP.alt-image-file-name code 4= text;
option NEW_OP-encapsulation code 43 = encapsulate NEW_OP;

Configure the following DHCP option 43 suboptions:

« Suboption 00: The name of the software image file to install

0 NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption 04. If both suboption 00 and suboption 4
are defined, suboption 04 is ignored.
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option NEW_OP.image-file-name
"/dist/images/jinstall-ex-4300-13.2R1.1-domestic-signed.tgz";

« Suboption O1: The name of the configuration file to install
option NEW_OP.config-file-name "/dist/config/jn-switch35.config";
« Suboption 02: The symbolic link to the software image file to install

option NEW_OP.image-file-type "symlink";

0 NOTE: If you do not specify suboption 2, the Zero Touch Provisioning
process handles the software image as a filename, not a symbolic link.

- Suboption 03: The transfer mode that the switch uses to access the
TFTE/FTE/HTTP server

option NEW_OP.transfer-mode "ftp";

NOTE: If suboption 03 is not configured, TFTP becomes the transfer
mode by default.

S

« Suboption 04: The name of the software image file to install

NOTE: When the DHCP server cannot use suboption 00, configure the
image file using suboption 04. If both suboption 00 and suboption 4
are defined, suboption 04 is ignored.

NOTE: DHCP option 43 suboptions 05 through 255 are reserved.

e ©

option NEW_OP.alt-image-file-name
"/dist/images/jinstall-ex-4300-13.2R1.1-domestic-signed.tgz";

NOTE: You must configure either option 150 or option 66. If you configure
both option 150 and option 66, option 150 takes precedence, and option
66 is ignored. Also, make sure you specify an IP address, not a hostname,
because name resolution is not supported.

&

Configure DHCP option 150 to specify the IP address of the FTP, HTTP, or TFTP server.
option option-150 code 150 "10.100.31.71";
8. Configure DHCP option 66 to specify the IP address of the FTP, HTTP, or TFTP server.
option tftp-server-name "10.100.31.71";
9. (Optional) Configure DHCP option 7 to specify one or more system log (syslog) servers.

option log-servers 10.100.31.72;
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10. (Optional) Configure DHCP option 42 to specify one or more NTP servers.
option ntp-servers 10.100.31.73;
1. (Optional) Configure DHCP option 12 to specify the hostname of the switch.
option hostname "jn-switch35";
The following sample configuration shows the DHCP options you just configured:

host jn-switch35 {

hardware ethernet ac:4b:c8:29:5d:02;

fixed-address 10.100.31.36;

option tftp-server-name "10.100.31.71";

option host-name "jn-switch35";

option log-servers 10.100.31.72;

option ntp-servers 10.100.31.73;

option NEW_OP.image-file-name

"/dist/images/jinstall-ex-4300-13.2R1.1-domestic-signed.tgz";

option NEW_OP.transfer-mode "ftp";

option NEW_OP.config-file-name "/dist/config/jn-switch35.config";
}

Based on the DHCP options you just configured, the following statements are
appended to the Junos OS configuration file (for example, jn-switch35.config):

system {
host-name jn-switch35;
syslog {
host 10.100.31.72 {
any any;
1
}
ntp {
server 10.100.31.73;
}
1

12. Connect the switch to the network that includes the DHCP server and the FTP, HTTP,
or TFTP server.

13. Boot the switch with the default configuration.

14. Monitor the ZTP process by looking at the following log files.

0 NOTE: When SLAX (live operating system based on Linux) scripts are
issued, the op-script.log and event-script.log files are produced.

- /var/log/dhcp_logfile
. /var/log/image_load_log
- /var/log/op-script.log

. /var/log/event-script.log
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You can also monitor the ZTP process by looking at error messages and issuing
operational commands. See “Monitoring Zero Touch Provisioning” on page 310 for
more information.

Understanding Zero Touch Provisioning on page 47

NTP Time Server and Time Services Overview on page 31
Op Script Overview

Monitoring Zero Touch Provisioning on page 310
Understanding DHCP Services for Switches on page 36

Reverting to the Default Factory Configuration by Using the request system zeroize
Command on page 164

Junos OS Package Names

Related
Documentation

You upgrade the Juniper Networks Junos OS on the QFX Series by copying a software
package to your switch or another system on your local network and then installing the
new software package on the switch.

A software package name is in the following format:

0 NOTE: A signed domestic package is used as an example only. Other types

of software packages might be available in future releases.

package-name-m.nZx.y-domestic-signed.tgz

where:

package-name is the name of the package—for example, jinstall-gfx.

m.n is the software release, with m representing the major release number and n
representing the minor release number—for example, 11.1.

Z indicates the type of software release, where R indicates released software and B
indicates beta-level software.

Xx.y represents the maintenance software release, with x representing the maintenance
software release number andy representing the maintenance software spin number—for
example, 1.5.

A sample switch software package name is:

Jinstall-qfx-11.1R1.5-domestic-signed.tgz

Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121
Upgrading Software on a QFabric System

Software Installation Overview on page 109
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Performing a Recovery Installation on a QFX Series Device

If Junos OS on your device is damaged in some way that prevents the software from
loading correctly, you may need to perform a recovery installation using an emergency
boot device (for example, a USB flash drive) to restore the default factory installation.
Once you have recovered the software, you need to restore the device configuration. You
can either create a new configuration as you did when the device was shipped from the
factory, or if you saved the previous configuration, you can simply restore that file to the
device.

If at all possible, you should try to perform the following steps before you perform the
recovery installation:

1. Ensure that you have an emergency boot device to use during the installation. See
“Creating an Emergency Boot Device for a QFX Series Device” on page 153 for
information on how to create an emergency boot device.

2. Copy the existing configuration in the file /config/juniper.conf.gz from the device to a
remote system, such as a server, or to an emergency boot device. For extra safety,
you can also copy the backup configurations (the files named /config/juniper.conf.n,
where n is a number from O through 9) to a remote system or to an emergency boot
device.

WARNING: The recovery installation process completely overwrites the
entire contents of the internal flash storage.

3. Copy any other stored files to a remote system as desired.

To reinstall Junos OS:

1. Insert the emergency boot device into the QFX Series device.

2. Reboot the QFX Series device.

6 NOTE: Do not power off the device if it is already on.

[edit system]
user@device> request system reboot

If you do not have access to the CLI, power cycle the QFX Series device.

The emergency boot device (external USB install media) is detected. At this time, you
can load the Junos OS from the emergency boot device onto the internal flash storage.

3. The software prompts you with the following options:

External USB install media detected.
You can load Junos from this media onto an internal drive.

Press "y" to proceed, "f" to format and install, or "n" to abort.
Do you wish to continue ([y]/f/n)? f
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4. Type f to format the internal flash storage and install the Junos OS on the emergency
boot device onto the internal flash storage.

If you do no want to format the internal flash storage, typey.

The following messages are displayed:

Installing packages from external USB drive dal
Packages will be installed to da0O, media size: 8G

Processing format options
Fri September 4 01:18:44 UTC 2012

-— IMPORTANT INFORMATION --
Installer has detected settings to format system boot media.
This operation will erase all data from your system.

Formatting installation disk .. this will take a while, please wait
Disabling platform watchdog - threshold 12 mins

Determining installation slice
Fri September 4 01:27:07 UTC 2012

5. The device copies the software from the emergency boot device, occasionally
displaying status messages. Copying the software can take up to 12 minutes.

When the device is finished copying the software, you are presented with the following
prompt:
*** Fri September 4 01:19:00 UTC 2012***

Installation successful..
Please select one of the following options:

Reboot to installed Junos after removing install media (default) ... 1
Reboot to installed Junos by disabling install media ............... 2
Exit to installer debug shell ... . ... . . i aann 3
Install Junos to alternate slice ... ... ... .. iiiimmmaaaaaaan- 4

Your choice: 4

NOTE: System installer will now install Junos to alternate slice
Do not power off or remove the external installer media or
interrupt the installation mechanism.

6. Select 4 toinstall Junos OS to the alternate slice of the partition, and then press Enter.

7. Remove the emergency boot device when prompted and then press Enter. The device
then reboots from the internal flash storage on which the software was just installed.
When the reboot is complete, the device displays the login prompt.

8. Create a new configuration as you did when the device was shipped from the factory,
or restore the previously saved configuration file to the device.

Related . Creating an Emergency Boot Device for a QFX Series Device on page 153
Documentation
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Performing a Recovery Installation on a QFX5100 Switch

If Junos OS on your switch is damaged in some way that prevents the software from
loading correctly, you may need to perform a recovery installation using an emergency
boot device (for example, a USB flash drive) to restore the default factory installation.
Once you have recovered the software, you need to restore the device configuration. You
can either create a new configuration as you did when the device was shipped from the
factory, or if you saved the previous configuration, you can simply restore that file to the
switch.

If at all possible, you should try to perform the following steps before you perform the
recovery installation:

1. Ensure that you have an emergency boot device to use during the installation. See
“Creating an Emergency Boot Device for a QFX Series Device” on page 153 for
information on how to create an emergency boot device.

2. Copy the existing configuration in the file /config/juniper.conf.gz from the switch to a
remote system, such as a server, or to an emergency boot device. For extra safety,
you can also copy the backup configurations (the files named /config/juniper.conf.n,
where n is a number from O through 9) to a remote system or to an emergency boot
device.

WARNING: The recovery installation process completely overwrites the
entire contents of the internal flash storage.

3. Copy any other stored files to a remote system as desired.
To reinstall Junos OS:

1. Insert the emergency boot device into the QFX Series device.
2. Power cycle the QFX Series device.

The emergency boot device (external USB install media) is detected. At this time, you
canload the Junos OS from the emergency boot device onto the internal flash storage.

3. The software prompts you with the following options:

Junos Snapshot Installer - (c) Juniper Networks 2013
Reboot

Install Junos Snapshot
[13.2-20131115 x_132 x51_vjunos.OBoot to host shell [debug]

4. Select Install Junos to format the internal flash storage and install the Junos OS on
the emergency boot device onto the internal flash storage.

5. The switch copies the software from the emergency boot device, occasionally
displaying status messages. Copying the software can take up to 12 minutes.

When the software is finished being copied from the emergency device to the QFX5100
switch, the QFX5100 switch the reboots from the internal flash storage on which the
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software was just installed. When the reboot is complete, the switch displays the
Junos OS login prompt:

root@switch#

6. Create a new configuration as you did when the switch was shipped from the factory,
or restore the previously saved configuration file to the switch.

7. Remove the emergency boot device.

. Creating an Emergency Boot Device for a QFX Series Device on page 153

Performing an In-Service Software Upgrade (ISSU)

You can use an in-service software upgrade to upgrade the software running on the
switch with minimal traffic disruption during the upgrade.

0 NOTE: ISSU is supported in Junos OS Release 13.2X51-D15 and later.

This topic covers:

1. Preparing the Switch for Software Installation on page 106

2. Upgrading the Software Using ISSU on page 107

Preparing the Switch for Software Installation

Before you begin software installation using ISSU:

« Ensure that nonstop active routing (NSR), nonstop bridging (NSB), and graceful Routing
Engine switchover (GRES) are enabled. NSB and GRES enable NSB-supported Layer
2 protocols to synchronize protocol information between the master and backup
Routing Engines.

To verify that nonstop active routing is enabled:

0 NOTE: If nonstop active routing is enabled, then graceful Routing Engine
switchover is enabled.

user@switch> show task replication
Stateful Replication: Enabled
RE mode: Master

If nonstop active routing is not enabled (Stateful Replication is Disabled), see Configuring
Nonstop Active Routingfor information on how to enable it.

. Enable nonstop bridging (NSB). See Configuring Nonstop Bridging for information on
how to enable it.

« (Optional) Back up the system software—Junos OS, the active configuration, and log
files—on the switch to an external storage device with the request system snapshot
command.

106

Copyright © 2014, Juniper Networks, Inc.



Chapter 4: Installation

Upgrading the Software Using ISSU

This procedure describes how to upgrade the software running on a standalone switch:
To upgrade the switch using ISSU:

1. Download the software package by following the procedure in the Downloading
Software Files with a Browser sectionin “Upgrading Software on QFX3500, QFX3600,
and QFX5100 Switches” on page 121.

2. Copy the software package or packages to the switch. We recommend that you copy
the file to the /var/tmp directory.

3. Loginto the console connection. Using a console connection allows you to monitor
the progress of the upgrade.

4. Start the ISSU:
« Onthe switch, enter:

user@switch> request system software in-service-upgrade
/var/tmp/package-name.tgz

where package-name.tgz is, for example, jinstall-132_x51_vjunos.domestic.tgz.

e NOTE: During the upgrade, you will not be able to access the Junos OS
CLL

The switch displays status messages similar to the following messages as the upgrade
executes:

Jinstall-132_x51_vjunos.domestic.tgz reboot

ISSU: Validating Image

Prepare for ISSU

spawn the backup VM

ISSU: Preparing Backup RE

Backup upgrade done

ISSU: Backup RE Prepare Done

waiting for backup RE switchover ready

GRES operational

Initiating Chassis In-Service-Upgrade

Chassis ISSU Started

ISSU: Preparing Daemons

ISSU: Daemons Ready for ISSU

ISSU: Starting Upgrade for FRUs

ISSU: FPC Warm Booting

ISSU: FPC Warm Booted

ISSU: Preparing for Switchover

ISSU: Ready for Switchover

Checking In-Service-Upgrade status
Item Status Reason
FPC O Online (ISSU)

send ISSU done to chassisd on backup VM

Chassis ISSU Completed

ISSU: IDLE

mgd_package_issu: Initiate emO device handoff
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0 NOTE: AnISSU might stop instead of abort if the FPC is at the warm boot
stage. Also, any links that go down and up will not be detected during a
warm boot of the Packet Forwarding Engine (PFE).

e NOTE: If the ISSU process stops, you can look at the log files to diagnose
the problem. The log files are located at /var/log/vjunos-log.tgz.

5. Login after the reboot of the switch completes. To verify that the software has been
upgraded, enter the following command:

user@switch> show version

6. To ensure that the resilient dual-root partitions feature operates correctly, copy the
new Junos OS image into the alternate root partitions of all of the switch:

user@switch> request system snapshot slice alternate

Resilient dual-root partitions allow the switch to boot transparently from the alternate
root partition if the system fails to boot from the primary root partition.

« Understanding In-Service Software Upgrade (ISSU) on page 40

. request system software in-service-upgrade on page 406

Recovering from a Failed Software Installation

Problem

Solution

If the Junos OS appears to have been installed but the CLI does not work, or if the switch
has no software installed, you can use this recovery installation procedure to install the
Junos OS.

If a Junos OS image already exists on the switch, you can either install the new Junos OS
package in a separate partition, in which case both Junos OS images remain on the switch,
or you can remove the existing Junos OS image before you start the new installation
process.

To perform a recovery installation:

1. Power on the switch. The loader script starts.

2. After the message Loading /boot/defaults/loader.conf appears, you are prompted
with the following message:

Hit [Enter] to boot immediately, or space bar for command prompt.
Press the Spacebar to enter the manual loader. The loader> prompt appears.
3. Enter the following command:

loader> install [- —format] [— —external] source

108
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where:

. format—Enables you to erase the installation media before installing the installation
package. If you do not include this option, the system installs the new Junos OS in
a different partition from that of the most recently installed Junos OS.

. external—Installs the installation package onto external media (a USB stick, for
example).

. source—Represents the name and location of the Junos OS package, either on a
server on the network or as a file on an external media, as shown in the following
two examples:

. Network address of the server and the path on the server; for example,
tftp://192.17.1.28/junos/jinstall-qfx-11.1IR1.5-domestic-signed.tgz

. Junos OS package on a USB device (commonly stored in the root drive as the
only file), for example, file:///jinstall-gfx-11.IR1.5-domestic-signed.tgz).

The installation now proceeds normally and ends with a login prompt.

Software Installation Overview

Related
Documentation

A QFX Series product is delivered with the Junos OS preinstalled. As new features and
software fixes become available, you can upgrade your software to use them.

When you power on the switch, it starts (boots) using the installed software.

You upgrade the Junos OS on a switch by copying a software package to a switch or
other system on your local network and then using the CLI to install the new software
on the switch. You then reboot the switch, which boots from the upgraded software.
After a successful upgrade, you should back up the new current configuration to a
secondary device.

During a successful upgrade, the installation package removes all files from the /var/tmp
directory of the switch and completely reinstalls the existing software. It retains
configuration files, and similar information, such as secure shell and host keys, from the
previous version. The previous software package is preserved in a separate disk partition,
and you can manually revert to it if necessary. If the software installation fails for any
reason, such as loss of power during the installation process, the system returns to the
originally active installation when you reboot.

If you encounter any difficulties during software installation or an upgrade, you can use
the recovery installation procedure to install the Junos OS on the switch.

« Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches on page 121
. Upgrading Software on a QFabric System

« Recovering from a Failed Software Installation on page 108

« Performing a Nonstop Software Upgrade on the QFabric System

« Performing a QFabric System Recovery Installation on the Director Group on page 6471
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« Performing a Recovery Installation on a QFX Series Device on page 103

Upgrading Jloader Software on QFX Series Devices

Jloader software contains a boot loader (Uboot), which is used to bring up QFX Series
devices and load the Junos OS from the flash memory of these devices. You can upgrade
Jloader software on QFX3500 switches, QFX3500 and QFX3600 Node devices, and
QFX3600-I and QFX3008-I Interconnect devices.

0 NOTE: Before you upgrade the Jloader software, see Table 43 on page 110,
Table 44 on page 110, and Table 45 on page 111 to make sure that you are
upgrading to the right version of Jloader software for the Junos OS software
release running on your QFX3500 switches, or Node devices and Interconnect
devices in your QFabric system.

See Table 46 on page 111 to see which Uboot software versions are available and the
filenames of the Jloader software packages.

Table 43: Junos OS and Jloader Software Compatibility Matrix for the QFX3500 Switch and
QFX3500 Node Device

Junos OS Software Version

11.3R1 and later (QFX3500 switch) Supported Supported Not supported Supported and

recommended
11.3X30.6 and later (QFX3500 Node  Supported Supported Not supported Supported and
device) recommended
12.1X49-D1 and later (QFX3500 Supported Supported Not supported Supported and
switch) recommended
12.2X50-D1 and later (QFX3500 Supported Supported Not supported Supported and
switch and QFX3500 Node device) recommended

0 NOTE: An en dash means that the item is not applicable.

Table 44: Junos OS and Jloader Software Compatibility Matrix for the QFX3008-I Interconnect
Device

Junos OS Software Version

11.3X30.9 and later (QFX3008-I Supported Supported Not supported Supported and
Interconnect device) recommended
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Table 44: Junos OS and Jloader Software Compatibility Matrix for the QFX3008-I Interconnect
Device (continued)

Junos OS Software Version

11.3X30.6 and later (QFX3008-I Supported Supported Not supported Supported and
Interconnect device) recommended
12.2X50-D10.3 and later (QFX3008-I Supported Supported Not supported Supported and
Interconnect device) recommended

o NOTE: An en dash means that the item is not applicable.

Table 45: Junos OS and Jloader Software Compatibility Matrix for the QFX3600-I Interconnect
Device and QFX3600 Node Device

Junos OS Software Version

12.2X50-D10.3 and later (QFX3600-| - - Supported Supported and recommended
Interconnect Device and QFX3600 Node Device)

12.2X50-D20 and later (QFX3600 switch) - - Supported Supported and recommended

Table 46: Uboot Software Release and Jloader Software Compatibility Matrix

Uboot Software Release Number Jloader Software Package Name

11.2 jloader-gfx-11.3X30.9-signed.tgz

1.1.4 (11.3R3 and 11.3R2 releases only. Not supported on jloader-gfx-11.3120120127_0733_dc-builder-signed.tgz
11.3R1)

1.1.4 (12.1R1 release and later) jloader-gfx-12.1-20120125_pr.0-signed.tgz

1.1.5 (12.2X50-D10.3 and later) jloader-gfx-12.2X50.D10.3-signed.tgz

1.1.8 (13.1X50-D15.1 and later) jloader-gfx-13.3-20130831_pr_branch_qgfd.O.tgz

Jloader Software Version 1.1.4 Guidelines

Jloader Release 1.1.4 is compatible with Junos OS Release 11.3R3 and 11.3R2, and Junos
OS Release 12.1R1 and later. Jloader Release 1.1.4 is not compatible with Junos OS
Release 11.3R1. The Jloader software package names are different for versions 1.1.4 (Junos
0OS 11.3R3 and 11.3R2) and 1.1.4 (Junos OS 12.2R1 release and later), but the binaries are
the same. Because the binaries are the same, you can upgrade or downgrade to any
Junos OS release.
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« If you have Junos OS Release 11.3 installed and want to upgrade the Jloader software
from version 1.1.2 to version 1.1.4, you need to upgrade using the
jloader-qfx-11.3120120127_0733_dc-builder-signed.tgz software package.

« If you have Junos OS Release 11.3R2 installed and want to upgrade to Junos OS Release
12.1, you do not need to upgrade the Jloader Release and can continue to use Jloader
Release 1.1.2.

« If you have Junos OS Release 12.1 installed and want to upgrade the Jloader software
from version 1.1.2 to version 1.1.4, you need to upgrade using the
jloader-qfx-12.1-20120125_pr.0-signed.tgz software package.

« If you upgrade to Junos OS Release 12.1, you can upgrade to Jloader Release 1.1.4 using
the jloader-qfx-12.1-20120125_pr.0-signed.tgz software package.

Upgrading Jloader Software on a QFX3500 Switch

The Jloader software for a QFX3500 switch resides in two flash memory banks. At any
time, one bank acts as the primary bank, and the QFX3500 switch boots from it. The
other bank is the backup bank—if the QFX3500 switch cannot boot from the primary
bank, it boots from the backup bank. When you upgrade the Jloader software, the
upgraded software is installed in the backup bank, which then becomes the new primary
bank. Thus the primary and backup banks alternate each time you upgrade the Jloader
software, with the primary bank containing the most recently installed version of the
software, and the backup bank containing the previous version. To upgrade the Jloader
software ona QFX3500 switch, you must perform the upgrade twice: once for each bank.
Each upgrade requires that you to reboot the QFX3500 switch.

0 NOTE: If you are running Junos OS Release 11.3R1 or Junos OS Release 11.3R2,
you must use the no-validate option when you issue the request system
software add command to upgrade the Jloader software. Otherwise, the
installation will fail and you receive a configuration error. The no-validate
option is not required for Junos OS Release 11.3R3 and later.

0 NOTE: Afteryou upgrade the Jloader software on the first bank, the software
package is deleted after you reboot. Make sure that you have either
downloaded the Jloader software package to either a remote site orin a local
directory on the switch, such as the /var/tmp directory on the QFX3500
device.

1. Inabrowser, go to http://www.juniper.net/support/downloads/junos.html .
The Junos Platforms Download Software page appears.

2. Inthe QFX Series section of the Junos Platforms Download Software download page,
select the QFX Series platform software you want to download.

3. Select the number of the software version that you want to download in the Release:
pull-down window to the right of the tabs on the Download Software page.
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4. Select the Software tab and then select the install package you want to download
in the Install Package section.

5. In the pop-up Alert box, click the link to the Product Support Notification (PSN)
document.

6. Enter your name and password and press Enter.

7. Read the End User License Agreement, click the I agree radio button, and then click
Proceed.

8. Open or save the jloader-gfx-version-signed.tgz file either to a local system orto a
remote location. If you are saving the installation package to a remote system, make
sure that you can access it using HTTP, TFTP, FTP, or scp.

9. Logintothe QFX3500 switch and enter the shell. We recommend using a console
connection.

10. Determine the version of the Jloader software package installed on the switch.
For example:

root@switch% ls
gres-tp krt_gencfg_filter.txt
Jjloader-gfx-11.3-20110510.0-signed.tgz

11. Determine the version of the Uboot software that is running in the bank:

For example:

root@switch% kenv | grep boot.version
boot.version="1.0.7"

12. Enter the CLI and install the Jloader software package.

- Toinstall a Jloader software package that is located in the /var/tmp directory, issue
the request system software add /var/tmp/jloader-gfx-version.tgz no-validate
command:

For example:

user@switch> request system software add
/var/tmp/jloader-gfx-11.3-20110510.0-signed.tgz no-validate

You see the following messages during the installation:

Verified jloader-qfx-11.3-20110510.0.tgz signed by PackageProduction_11_3_0
Adding jloader-gfx...

Installation in progress, please wait...

Mounted jloader-gfx package on /dev/md8...

Verified manifest signed by PackageProduction_11_3_0

Verified jloader-qfx-11.3-20110510.0 signed by PackageProduction_11 3 0
Registering jloader-qfx as unsupported

Installation finished successfully.

Please reboot to activate the package
Saving package file in /var/sw/pkg/jloader-qfx-11.3-20110510.0-signed.tgz

Saving state for rollback ...

Juniper@qfx3500>

- Toinstall a Jloader software package located on a remote server using FTP, issue
the request system software add
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/ftp://hostname/pathname/jloader-qfx-version-signed.tgz no-validate
command.

For example:
user@switch> request system software add
/ftp://hostname/pathname/jloader-gfx-11.3-20110510.0-signed.tgz no-validate

. Toinstall a Jloader software package located on a remote server using HTTP, issue
the request system software add /http://hostname/pathname/jloader-gfx-
version-signed.tgz no-validate command.

For example:

user@switch> request system software add
/http://hostname/pathname/jloader-qfx-11.3-20110510.0-signed.tgz no-validate

13. When prompted, reboot the Control Board by issuing the request system reboot
command.

For example:

user@switch> request system reboot
Reboot the system ? [yes,no] (no) yes

14. Enter the shell and verify that the version of the Uboot software in the primary bank
is the version you just installed.

For example:

root@switch% kenv | grep boot.version
boot.version="1.1.1"

15. To install the Jloader software package on the current backup bank, repeat Step 10
through Step 14.
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Upgrading Jloader Software on a QFabric System

This procedure explains how to upgrade the Jloader software on your Node devices and
Interconnect devices. The example shows how to upgrade the Jloader Release 1.1.1 to
1.1.2 on a Node device with the serial number BBAK1186.

0 NOTE: Before you upgrade the Jloader software, make sure you have the
serial numbers of the Node devices, Interconnect devices, and Control Boards
in the Interconnect devices you want to upgrade.

1. Issue the show chassis hardware node-device ? command to view the serial numbers
of the Node devices.

For example:
user@qgfabric> show chassis hardware node-device ?
<node-device> Node device identifier
BBAK1186 Node device
BBAK3149 Node device
BBAK3177 Node device
BBAK8063 Node device
BBAK8799 Node device
P2443-C Node device
P2515-C Node device
P3708-C Node device
P3885-C Node device
P3916-C Node device
nodeO Node device
nodel Node device
node2 Node device
node3 Node device
node4 Node device
node5 Node device
node6 Node device
node7 Node device
node8 Node device

An example of a Node device serial number is BBAK1186.

2. Issue the show chassis hardware interconnect-device ? command to view the serial
numbers of the Interconnect devices.

For example:

user@qgfabric> show chassis hardware interconnect-device ?
Possible completions:
interconnect-device Interconnect device identifier
1C-F1052 Interconnect device
1C-F3947 Interconnect device

The Interconnect device serial numbers are IC-F1052 and IC-F3947.

3. Issue the show chassis hardware interconnect-device name command to view the
serial numbers of the Control Boards in the Interconnect device.

For example:

user@qgfabric> show chassis hardware interconnect-device IC-F3947
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Hardware inventory:

Item Version Part number Serial number Description
Chassis REV 10 F3947 QFXC08-3008
Midplane REV 10 750-035835 F3947-C QFX Midplane
CB O REV 14  750-035855  7J9432 QFX Chassis Control
Board

Routing Engine 0 BUILTIN BUILTIN QFX Routing Engine
CB 1 REV 14  750-035855  7J9404 QFX Chassis Control
Board

The Control Board serial numbers are ZJ9432 and ZJ9404.

4. |ssue the show chassis firmware node-device name command to see which version
of Uboot software you have installed on your Node device.

For example:

user@qfabric> show chassis firmware node-device BBAK1186

Part Type Version
node4 U-Boot 1.1.6 (May 10 2011 - 04:52:59) 1.1.1
loader FreeBSD/MIPS U-Boot bootstrap loader 0.1

The Uboot software version is 1.1.1. The loader software version appears after the
timestamp for U-Boot 1.1.6.

5. Issue the show chassis firmware interconnect-device name command to see which
version of Uboot software you have installed on the Routing Engines located on the
Control Boards of the Interconnect device.

For example:

user@qfabric> show chassis firmware interconnect-device IC-F3947

Part Type Version

Routing Engine O U-Boot U-Boot 1.1.6 (Jan 27 2012 - 03:24:34) 1.1.4
loader FreeBSD/MIPS U-Boot bootstrap loader 0.1

Routing Engine 1 U-Boot U-Boot 1.1.6 (Jan 27 2012 - 03:24:34) 1.1.4
loader FreeBSD/MIPS U-Boot bootstrap loader 0.1

The Uboot software version is 1.1.4. The loader software version appears after the
timestamp for U-Boot 1.1.6.

6. In abrowser, go to http://www.juniper.net/support/downloads/junos.html .
The Junos Platforms Download Software page appears.

7. Inthe QFX Series section of the Junos Platforms Download Software download page,
select the QFX Series platform software you want to download.

8. Select the number of the software version that you want to download in the Release:
pull-down window to the right of the tabs on the Download Software page.

9. Select the Software tab and then select the install package you want to download in
the Install Package section.
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10. In the pop-up Alert box, click the link to the Product Support Notification (PSN)
document.

11. Enter your username and password, and press Enter.

12. Read the End User License Agreement, click the I agree radio button, and then click
Proceed.

13. Open or save the jloader-qfx-version-signed.tgz file either to a local system or to a
remote location. If you are saving the installation package to a remote system, make
sure that you can access it using HTTP, TFTP, FTP, or scp.

14. Retrieve the software from the location in which you downloaded it. To do this, issue
the request system software download /path/package-name command.

For example:

user@qfabric> request system software download
ftp://server/files/jloader-qfx-11.3X30.9-signed.tgz

15. Log in to the Director device as root and enter the shell to verify that you have
downloaded the Jloader software package. We recommend using a console
connection. The software package is copied from where you downloaded it and is
placed locally on the QFabric system in the /pbdata/packages directory.

For example:

[root@dg0] # pwd
/pbdata/packages

[root@dg0] # ls
Jloader-gfx-11.3X30.9-signed. tgz

16. Before you copy over the Jloader software package to the Node device or Interconnect
device, determine the directory that matches the serial number of the Node device or
Interconnect device that you want to upgrade. View the remote logs and the Node
device and Interconnect device serial numbers by issuing the ls /pdbata/export/rlogs
command at the command line of the Director device before you copy the software
package over to the device.

0 NOTE: The /pbdata/export/rlogs/node-device-serial-ID and
/pbdata/export/rlogs/interconnect-device-serial-ID directories on the
Director device are NFS mounted as the /tftpboot/logfiles directories on
the Node device and Interconnect device. These directories are created
for all Node devices and Interconnect devices in a QFabric system. The
Jloader files are stored in the /tftpboot/logfiles directories for each Node
device and Interconnect device.

For example:

[root@dg0 tmp] # ls/pdbata/export/rlogs

02de4930-828b-11e1-a319-00e081c57938 c9898afe-828b-11e1-956c-00e081c57938
04103b2a-29d5-e011-bf8a-0e6bdf3aale6 eebadaac-828b-11lel-85e2-00e081c57938
1e2739e0-828b-11el1-bf74-00e081c57938 F1052
8d8a978c-828b-11e1-a833-00e081c57938 F3947
ad55b89e-828b-11e1-b70e-00e081c57938 P2443-C

BBAK1186 P2515-C
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20.

BBAK3149 P3708-C
BBAK3177 P3885-C
BBAK8063 P3916-C
BBAK8799

BBAK1186 is the serial number of the Node device that needs to be upgraded.

. Copy the Jloader software package from the /var/tmp directory to the

/pbdata/export/rlogs/BBAK1186 directory.

For example:

[root@dg0 tmp] # cp jloader-qfx-11.3X30.9-signed.tgz /pbdata/export/rlogs/BBAK1186

. Confirm that the Jloader software package you copied over is in the

/pbdata/export/rlogs/BBAK1186 directory.

For example:

[root@dg0 tmp] # ls/pbdata/export/rlogs/BBAK1186
jloader-qfx-11.3X30.9-signed.tgz

. Issue the /root/dns.dump command to find out the internal IP addresses of the Node

device or Interconnect device.

[root@dg0 tmp] # /root/dns.dump

; <<>> DiG 9.3.6-P1-RedHat-9.3.6-4_.P1l.el5 <<>> -t axfr pkg.dcbg.juniper.net
©169.254.0.1

;; global options: printcmd

pkg.dcbg.juniper.net. 600 IN SOA ns.pkg.dcbg. juniper.net.
mail_pkg.dcbg.juniper._net. 152 3600 600 7200 3600

pkg.dcbg. juniper.net. 600 IN NS ns.pkg.dcbg. juniper.net.
pkg.dcbg.juniper.net. 600 IN A 169.254.0.1

pkg.dcbg. juniper._net. 600 IN MX 1 mail.pkg.dcbg.juniper.net.

dcfnode---DCF-ROOT.pkg.dcbg. juniper.net. 45 IN A 169.254.192.17
dcfnode---DRE-0.pkg.dcbg.juniper.net. 45 IN A 169.254.3.3
dcfnode-8d8a978c-828b-11e1-a833-00e081c57938.pkg.dcbg. juniper.net. 45 IN A
169.254.128.19
dcfnode-ad55b89e-828b-11el-b70e-00e081c57938.pkg.dcbg. juniper.net. 45 IN A
169.254.128.20

dcfnode-BBAK1186.pkg.dcbg. juniper.net. 45 IN A 169.254.128.14

The internal IP address for BBAK1186 is 169.254.128.14.
Upgrade the Jloader software on the Node device or Interconnect device.

Before you can upgrade the Jloader software, you need to use SSH to log in to the
Node device or Interconnect device and verify that the software is in the
/tftpboot/logfiles directory.

a. Use SSH to log in to the Node device or Interconnect device.

For example:

[root@dg0 tmp] # ssh160.254.128.14

root@169.254.128.14"s password:

—--- JUNOS 11.3X30.10 built 2012-03-11 22:55:43 UTC

At least one package installed on this device has limited support.
Run "file show /etc/notices/unsupported.txt™ for details.
root@sng3%

b. Verify that the Jloader software package is in the tftpboot/logfiles directory of the
Node device or Interconnect device.

18
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For example:

root@sng3% ls /tftpboot/logfiles
. index Jjloader-qfx-11.3X30.9-signed.tgz

c. Copy the Jloader software package from the /tftpboot/logfiles directory to the
/var/tmp directory of the Node device or Interconnect device.
For example:

root@sng3% cp /tftpboot/logfiles/jloader-qfx-11.3X30.9-signed.tgz /var/tmp

d. Verify that the Jloader software package is in the /var/tmp directory of the Node
device or Interconnect device.

For example:

root@sng3% ls /var/tmp

-shap Jloader-gfx-11.3X30.9-signed.tgz
tmp

gres-tp krt_gencfg_filter._txt
vc-autoupgrade

if-rtsdb rtsdb

e. Enter CLI mode and issue the request system software add
/var/tmp/jloader-qgfx-version-signed.tgz command.

For example:

root@sng3% cli

root@sng3> request system software add /var/tmp/jloader-gfx-11.3X30.9-signed.tgz
Validating on fpcO

Checking compatibility with configuration

Initializing. ..

Using jbase-11.3X30.10

Verified manifest signed by PackageProduction_11 3 _0

Verified jbase-11.3X30.10 signed by PackageProduction_11_3_0

Using /var/tmp/jloader-qfx-11.3X30.9-signed.tgz

Verified jloader-qfx-11.3X30.9.tgz signed by PackageProduction_11 3_0
Using jloader-qfx-11.3X30.9.tgz

Checking jloader-qfx requirements on /

Verified manifest signed by PackageProduction_11 3 _0

Verified jloader-qfx-11.3X30.9 signed by PackageProduction_11_3 0O
Using jkernel-gqfx-11.3X30.10

Verified manifest signed by PackageProduction_11 3 _0

Verified jkernel-qfx-11.3X30.10 signed by PackageProduction_11_3 0O
Using jroute-qfx-11.3X30.10

Verified manifest signed by PackageProduction_11 3 _0

Verified jroute-qfx-11.3X30.10 signed by PackageProduction_11_3 0O
Using jcrypto-gqfx-11.3X30.10

Verified manifest signed by PackageProduction_11 3 _0

Verified jcrypto-qfx-11.3X30.10 signed by PackageProduction_11_3 0O
Using jweb-qfx-11.3X30.10

Verified manifest signed by PackageProduction_11 3 _0

Verified jweb-qfx-11.3X30.10 signed by PackageProduction_11_3 0
Using jswitch-qfx-11.3X30.10

Verified manifest signed by PackageProduction_11 3_0

Verified jswitch-qfx-11.3X30.10 signed by PackageProduction_11_3 0O
Hardware Database regeneration succeeded

Validating against /config/juniper.conf.gz

mgd: commit complete

Validation succeeded
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Done with validate on all chassis

fpcO:

Verified jloader-qfx-11.3X30.9.tgz signed by PackageProduction_11 3 0
Adding jloader-qgfx. ..

Installation in progress, please wait...

Mounted jloader-gfx package on /dev/md10...

Verified manifest signed by PackageProduction_11_3_0

Verified jloader-qfx-11.3X30.9 signed by PackageProduction_11_3_0
B T R

Installation finished successfully.

Please reboot to activate the package

Saving package file in /var/sw/pkg/jloader-qfx-11.3X30.9-signed.tgz ...
Saving state for rollback ...

Upgrade has completed successfully.
Reboot is now required.

f. Reboot both the Node device and Interconnect device twice, because they each
contain two partitions.

For example:

root@sng3> request system reboot

Reboot the system ? [yes,no] (no) yes
Shutdown NOW!

[pid 37663]

root@sng3>
*** FINAL System shutdown message from root@sng3 ***
System going down IMMEDIATELY

g. Verify that the Uboot software on the Node device or Interconnect device has been
upgraded to the new Uboot software by logging in to the QFabric CLI and issuing
either the show chassis firmware node-device name command or the show
chassis firmware interconnect-device name command.

For example:

user@gfabric> show chassis firmware node-device BBAK1186

Part Type Version

node4 U-Boot 1.1.6 (Nov 19 2011 - 11:42:07) 1.1.2
loader FreeBSD/MIPS U-Boot bootstrap loader

0.1

The Uboot software version is now 1.1.2. The loader software version appears after
the timestamp for U-Boot 1.1.6.
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Upgrading Software on QFX3500, QFX3600, and QFX5100 Switches

To upgrade Junos OS, you need to install the appropriate upgrade package on the QFX
Series. Upgrading involves these tasks:

1. Downloading Software Files with a Browser on page 121

Accessing Software Downloaded to a Remote Location on page 122

Connecting to the Console Port on page 122

Backing Up the Current Configuration Files on page 122

Installing a Standard Software Package on page 122

o U o woN

Upgrading to an ELS-Based Software Package on page 123

Downloading Software Files with a Browser

To download the software package from the Juniper Networks Support website, go to
http://www.juniper.net/support/ .

0 NOTE: To access the download site, you must have a service contract with
Juniper Networks and an access account. If you need help obtaining an
account, complete the registration form at the Juniper Networks website
https://www.juniper.net/registration/Register.jsp .

1. Using a Web browser, navigate to the http://www.juniper.net/support .
2. Click Download Software.
3. Inthe Switching box, click Junos OS Platforms.

4. Inthe QFX Series section, click the name of the platform for which you want to
download software.

5. Click the Software tab and select the release number from the Release drop-down
list.

6. Inthe Install Package section of the Software tab, select the Install Package for the
release.

A login screen appears.
7. Enter your name and password and press Enter.

8. Read the End User License Agreement, click the I agree radio button, and then click
Proceed.

9. Save the jinstall-gfx-<version>-domestic-signed.tgz file on your computer.

10. Open or save the installation package either to the local system in the var/tmp
directory or to a remote location. If you are saving the installation package to a remote
system, make sure that you can access it using HTTP, TFTP, FTP, or scp.
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Accessing Software Downloaded to a Remote Location

To access the installation package if you downloaded it to a remote location (for example,
any system other than the switch):

1. From the command line, make sure you are in the /var/tmp directory of the switch.

2. Start the shell interface:

user@switch> start shell
3. Initiate an FTP, TFTP, or scp session.

In this example, FTP is used.

>ftp
4, Use FTP to access the remote location where the installation package resides.

ftp ftp://<hostname>/<pathname>/<package-name-m.mZx-distribution>.tgz.
where <package-name-m.mZx-distribution>.tgz is
jinstall-gfx-11.1R1.5-domestic-signed.tgz

5. When prompted, enter your username and password.

6. Use the get command to transfer the installation package from the remote location
to your /var/tmp directory on your switch.

get <package-name-m.mZx-distribution>.tgz
7. Close the FTP session:

bye

Connecting to the Console Port

We recommend that you connect to the console port while installing the installation
package so you can respond to any required user input and detect any errors that may
occur.

Backing Up the Current Configuration Files

Before you install the new installation package, we strongly recommend that you back
up your current configuration files because the upgrade process removes all of the stored
files on the switch.

To back up your current configuration files, enter the save command:

user@switch> save filename

Executing this command saves a copy of your configuration files to a remote location
such as an external USB device.

Installing a Standard Software Package

o NOTE: Beforeyouinstall the software, back up any critical filesin /var/home.
For more information regarding how to back up critical files, contact Customer
Support at http://www.juniper.net/support.
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0 NOTE: If you are upgrading from a standard software package to an
ELS-based package, see the Upgrading to an ELS-Based Software Package
section.

Install the software in one of two ways:

If the installation package resides locally on the switch, execute the request system
software add validate <pathname><source> reboot command.

For example:

user@switch> request system software add validate
/var/tmp/jinstall-gfx-11.1R1.5-domestic-signed.tgz reboot

If the Install Package resides remotely, execute the request system software add validate
<pathname><source> reboot command.

For example:

user@switch# request system software add validate
ftp://ftpserver/directory/jinstall-gfx-11.1R1.5-domestic-signed.tgz reboot

After the reboot has finished, verify that the new version of software has been properly
installed by executing the show version command.

user@switch> show version

Upgrading to an ELS-Based Software Package

To upgrade your switch from a version of Junos OS that does not support Enhanced Layer
2 Software (ELS) to a version of Junos OS that supports ELS, we recommend performing
the following procedure.

0 NOTE: Because this procedure can cause service outages, we recommend
that you avoid performing this procedure on switches carrying traffic in a
production network.

1. Login to your device using the console port.

0 NOTE: Only perform this procedure from the console port. You can lose
connectivity to your device if you perform this procedure from a
management port or any other interface.

2. Set your device to standalone mode by issuing the request chassis device-mode
standalone command. Do not reboot your system at this time.

0 NOTE: This step is only required for new devices shipped from the factory
or QFabric system Node devices that you plan to redeploy in a QFX Series
Virtual Chassis.
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3. Choose whether you wish to reuse your previous configuration or not.

- Toreuse your previous configuration as part of the software upgrade, you must
convert the configuration from the original style Junos OS CLI to the ELS CLI format
using the following steps:

0 NOTE: We recommend this procedure for customers currently using a

QFX3500 or QFX3600 switch as a standalone device.

a. Copy your entire existing configuration into a text file. Save the file to a remote

f.

location or USB drive.

Retain the portion of your existing configuration related to management network
connectivity (such as [edit system] and management interfaces). Delete all
other configuration elements (such as the [edit protocols] and [edit vlans]
hierarchy levels, non-management interfaces, and so on). Issue a commit
operation to remove the deleted configuration.

Perform the software upgrade with the validate option and reboot your device
to complete the upgrade by issuing the request system software add validate
reboot command. Maintain your console port connection during the reboot.

Using a web browser, navigate to the ELS Translator Tool. Follow the instructions
on the page to convert your saved configuration file to the new ELS CLI format.

Return to your console port connection. When the switch has rebooted to
complete the software upgrade, copy the configuration from the ELS Translator
Tool and load it in to your switch.

Issue a commit operation to activate the translated configuration.

- To delete your current configuration and upgrade the software, follow these steps:

0 NOTE: Werecommend this procedure for customers with new QFX3500

or QFX3600 devices shipped from the factory or QFabric system Node
devices that will be redeployed in a QFX Series Virtual Chassis.

Perform a software upgrade with the no-validate option by issuing the request
system software add no-validate command.

Delete the configuration and set the device to factory defaults by issuing the
request system zeroize command. The device automatically reboots and reverts
to a factory default configuration.

Configure your device using the ELS CLI format.

Related . Overview of CoS Upgrade Requirements (Junos OS Release 11.1 or 11.2 to a Later
Documentation Release) on page 32

. Software Installation Overview on page 109

« Recovering from a Failed Software Installation on page 108
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. Upgrading Jloader Software on QFX Series Devices on page 110
. request system software add on page 392

« Installation and Upgrade Guide

Upgrading Software on QFX3500 and QFX3600 Virtual Chassis Using Nonstop Software
Upgrade

You can use nonstop software upgrade (NSSU) to upgrade the software running on all
member switches with minimal traffic disruption during the upgrade.

NSSU is supported on the following Virtual Chassis platforms:

« QFX3500 Virtual Chassis
« QFX3600 Virtual Chassis

This topic covers:

« Preparing the Switch for Software Installation on page 125

« Upgrading the Software Using NSSU on page 126

Preparing the Switch for Software Installation

Before you begin software installation using NSSU:

« Ensure that the Virtual Chassis is configured correctly to support NSSU. Verify that:

- The Virtual Chassis members are connected in a ring topology. A ring topology
prevents the Virtual Chassis from splitting during an NSSU.

- The Virtual Chassis master and backup are adjacent to each otherin the ring topology.
Adjacency permits the master and backup to always be in sync, even when the
switches in linecard roles are rebooting.

- The Virtual Chassis is preprovisioned so that the linecard role has been explicitly
assigned to member switches acting in the linecard role. During an NSSU, the Virtual
Chassis members must maintain their roles—the master and backup must maintain
their master and backup roles (although mastership will change), and the other
member switches must maintain their linecard roles.

- Atwo-member Virtual Chassis has no-split-detection configured so that the Virtual
Chassis does not split when an NSSU upgrades a member.

« Verify that the members are running the same version of the software:
user@switch> show version

If the Virtual Chassis members are not running the same version of the software, use
the request system software add command to upgrade the software on the inconsistent
members.
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Ensure that graceful Routing Engine switchover (GRES) is enabled.

(Optional) Back up the system software—Junos OS, the active configuration, and log
files—on each member to an external storage device with the request system snapshot
command.

Upgrading the Software Using NSSU

This procedure describes how to upgrade the software running on all Virtual Chassis
members using NSSU. When the upgrade completes, all members are running the new
version of the software. Because a graceful Routing Engine switchover occurs during the
upgrade, the original Virtual Chassis backup is the new master.

To upgrade all members using NSSU:

1.

Download the software package by following the procedure in the Downloading
Software Files with a Browser sectionin “Upgrading Software on QFX3500, QFX3600,
and QFX5100 Switches” on page 121.

Copy the software package or packages to the Virtual Chassis. We recommend that
you copy the file to the /var/tmp directory on the master.

Log in to the Virtual Chassis using the console connection or the virtual management
Ethernet (VME) interface. Using a console connection allows you to monitor the
progress of the master switch reboot.

Start the NSSU:
« Ona QFX3500 or QFX3600 Virtual Chassis, enter:

user@switch> request system software nonstop-upgrade
/var/tmp/package-name.tgz

where package-name.tgz is, for example,
jinstall-gqfx-3-13.2X50-D15.3-domestic-signed.tgz.

The switch displays status messages similar to the following messages as the upgrade
executes:

Chassis 1SSU Check Done

ISSU: Validating Image

ISSU: Preparing Backup RE

Installing image on other FPC"s along with the backup

Checking pending install on fpcl

Pushing bundle to fpcl

WARNING: A reboot is required to install the software

WARNING: Use the "request system reboot® command immediately
Completed install on fpcl

Checking pending install on fpc2

Pushing bundle to fpc2

WARNING: A reboot is required to install the software

WARNING: Use the "request system reboot® command immediately
Completed install on fpc2

Rebooting fpcl
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ISSU: Backup RE Prepare Done
Waiting for Backup RE reboot

GRES operational

Initiating Chassis In-Service-Upgrade
Chassis ISSU Started

ISSU: Preparing Daemons

ISSU: Daemons Ready for ISSU

ISSU: Starting Upgrade for FRUs
ISSU: Preparing for Switchover
ISSU: Ready for Switchover
Checking In-Service-Upgrade status

Item Status Reason
FPC 0O Online

FPC 1 Online

FPC 2 Online (ISSU)

Going to install image on master
WARNING: A reboot is required to install the software

WARNING: Use the "request system reboot® command immediately
relinquish mastership
ISSU: IDLE

*** FINAL System shutdown message from user@switch ***

System going down IMMEDIATELY

Shutdown NOW!
[pid 9336]

5. Login after the reboot of the original master switch completes. To verify that the
software on all Routing Engines in the Virtual Chassis members has been upgraded,
enter the following command:

user@switch> show version

6. To ensure that the resilient dual-root partitions feature operates correctly, copy the
new Junos OS image into the alternate root partitions of all members:

user@switch> request system snapshot slice alternate all-members

Resilient dual-root partitions allow the switch to boot transparently from the alternate
root partition if the system fails to boot from the primary root partition.

Related . Understanding Nonstop Software Upgrade on QFX Series Switches on page 41

D mentation
ocumentatio . Understanding Resilient Dual-Root Partitions on Switches

Upgrading Software Using Automatic Software Download

The automatic software download feature uses the DHCP message exchange process
to download and install software packages. You configure the automatic software
download feature on switches acting as DHCP clients. You must enable automatic
software download on the switch before the software upgrade can occur.

You configure a path to a software package file on the DHCP server. The server
communicates the path to the software package file through DHCP server messages.
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If you enable automatic software download, the DHCP client switch compares the
software package name in the DHCP server message to the name of the software package
that booted the switch. If the software packages are different, the DHCP client switch
downloads and installs the software package specified in the DHCP server message.

Before you upgrade software using automatic software download, ensure that you have
configured DHCP services for the switch, including configuring a path to a boot server
and a boot file. See “Configuring a DHCP Server on Switches (CLI Procedure)” on page 133
for information about using the CLI to configure DHCP services and settings. See
Configuring DHCP Services (J-Web Procedure) for information about using the J-Web
interface to configure DHCP services and settings.

To enable automatic software download on an EX Series switch acting as a DHCP client:

[edit chassis]
user@switch# set auto-image-upgrade

After automatic software download is enabled on your DHCP client switch and after
DHCP services are enabled on your network, an automatic software download can occur
at any time as part of the DHCP message exchange process.

If an automatic software download occurs, you see the following message on the switch:

Auto-image upgrade started
On successful installation system will reboot automatically

The switch reboots automatically to complete the upgrade.

. Verifying That Automatic Software Download Is Working Correctly on page 315
. Understanding Software Installation on EX Series Switches

« Understanding DHCP Services for Switches on page 36
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Interface Types on page 138
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Configuring the Junos OS to Disable the Reporting of IP Address and Timestamps in
Ping Responses on page 139

Configuring the Junos OS to Display a System Login Announcement on page 139
Configuring the Junos OS to Display a System Login Message on page 140
Configuring the Junos OS to Extend the Default Port Address Range on page 141

Configuring the Junos OS ICMPv4 Rate Limit for ICMPv4 Routing Engine
Messages on page 141

Configuring the Junos OS to Select a Fixed Source Address for Locally Generated
TCP/IP Packets on page 141

Configuring NTP Authentication Keys on page 142
Configuring the NTP Time Server and Time Services on page 143

Specifying the Physical Location of the Switch on page 145
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« Configuring the Root Password on page 146

« Configuring the Router or Switch to Listen for Broadcast Messages Using
NTP on page 148

« Configuring the Router or Switch to Listen for Multicast Messages Using NTP on page 148
« Configuring System Alarms to Appear Automatically Upon Login on page 149

« Configuring Time-Based User Access on page 149

« Configuring the Timeout Value for Idle Login Sessions on page 150

« Configuring a QFX3500 Device as a Standalone Switch on page 151

. Creating an Emergency Boot Device for a QFX Series Device on page 153

« Creating a Snapshot and Using It to Boot a QFX Series Switch on page 154

« Creating a Snapshot and Using It to Boot a QFX5100 Switch on page 156

« Including the Year or Millisecond in Timestamps on page 157

« Mapping the Hostname of the Switch to IP Addresses on page 158

« Methods for Configuring Junos OS on page 159

« Modifying the Default Time Zone for a Router or Switch Running Junos OS on page 162
« Rebooting and Halting a QFX Series Product on page 162

« Reverting to the Default Factory Configuration on page 163

. Reverting to the Default Factory Configuration by Using the request system zeroize
Command on page 164

« Reverting to the Rescue Configuration on page 165

« Saving Core Files Generated by Junos OS Processes on page 165

« Setting a Custom Time Zone on Routers or Switches Running Junos OS on page 165

« Setting the Date and Time on page 167

« Specifying Access Privileges for Junos OS Operational Mode Commands on page 168
« Synchronizing and Coordinating Time Distribution Using NTP on page 170

« Viewing Core Files from Junos OS Processes on page 171

Configuring Autoinstallation of Configuration Files (CLI Procedure)

Autoinstallation is the automatic configuration of a device over the network from a
pre-existing configuration file that you create and store on a configuration server—typically
a Trivial File Transfer Protocol (TFTP) server. You can use autoinstallation to automatically
deploy multiple devices from a central location in the network.

To specify autoinstallation to run when you power on a switch already installed in your
network, you can enable it by specifying one or more interfaces, protocols, and
configuration servers to be used for autoinstallation.

Before you explicitly enable and configure autoinstallation on the switch, perform these
tasks as needed for your network’s configuration:
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« Have a service available—typically Dynamic Host Configuration Protocol (DHCP)—to
assign an IP address to the switch

« Configure a DHCP server on your network to meet your network requirements. You can
configure a switch to operate as a DHCP server. For more information, see “Configuring
a DHCP Server on Switches (CLI Procedure)” on page 133.

. Create one of the following configuration files, and store it on a TFTP server (or HTTP
server or FTP server) in the network:

- A host-specific file with the name hostname.conf for each switch undergoing
autoinstallation. Replace hostname with the name of a switch. The hostname.conf
file typically contains all the configuration information necessary for the switch with
this hostname.

- A default configuration file named switch.conf with the minimum configuration
necessary to enable you to telnet into the new switch for further configuration.

« Physically attach the switch to the network using a Gigabit Ethernet port.

« If you configure the DHCP server to provide only the TFTP server hostname, add an IP
address-to-hostname mapping entry for the TFTP server to the DNS database file on
the Domain Name System (DNS) server in the network.

« If the switch is not on the same network segment as the DHCP server (or other device
providing IP address resolution), configure an existing device as an intermediate device
to receive TFTP and DNS requests and forward them to the TFTP server and the DNS
server. You must configure the LAN or serial interface on the intermediate device with
the IP addresses of the hosts providing TFTP and DNS services. Connect this interface
to the switch.

« If you are using hostname.conf files for autoinstallation, you must also complete the
following tasks:

- Configure the DHCP server to provide a hostname.conf filename to each switch. Each
switch uses its hostname.conf filename to request a configuration file from the TFTP
server. Copy the necessary hostname.conf configuration files to the TFTP server.

- Create a default configuration file named network.conf, and copy it to the TFTP
server. This file contains IP-address-to-hostname mapping entries. If the DHCP
server does not send a hostname.conf filename to a new switch, the switch uses
network.conf to resolve its hostname based on its IP address.

Alternatively, you can add the IP-address-to-hostname mapping entry for the switch
to a DNS database file.

The switch uses the hostname to request a hostname.conf file from the TFTP server.

To configure autoinstallation:
1. Specify the URL address of one or more servers from which to obtain configuration
files.

[edit system]
user@switch# set autoinstallation configuration-servers tftp://tftpconfig.sp.com

Copyright © 2014, Juniper Networks, Inc. 131



Complete Software Guide for Junos® OS for the QFX Series, Release 13.2X51-D15

Related
Documentation

0 NOTE: You can also use an FTP address, for example,
ftp://user:password@sftpconfig.sp.com.

2. Configure one or more Ethernet interfaces to perform autoinstallation and one or two
procurement protocols for each interface. The switch uses the protocols to send a
request for an IP address for the interface:

[edit system]
user@switch# set autoinstallation interfaces ge-0/0/0 bootp

« Verifying Autoinstallation Status on page 314

Understanding Autoinstallation of Configuration Files on page 33

Understanding DHCP Services for Switches on page 36

Configuring a DHCP Client (CLI Procedure)

A Dynamic Host Configuration Protocol (DHCP) server can provide many valuable TCP/IP
network services. DHCP can dynamically allocate IP parameters, such as an IP address,
to clients, and it can also deliver software upgrades to clients.

DHCP configuration consists of two components, configuration of DHCP clients and
configuration of a DHCP server. Client configuration determines how clients send a
message requesting an IP address, whereas a DHCP server configuration enables the
server to send an IP address configuration back to the client. This topic describes
configuring a DHCP client. For directions for configuring a DHCP server, see “Configuring
a DHCP Server on Switches (CLI Procedure)” on page 133.

You can change DHCP client configurations from the switch, using client identifiers to
indicate which clients you want to configure.

To configure a DHCP client, you configure an interface to belong to the DHCP family and
specify additional attributes, as desired:

[edit]
user@switch# set interfaces interface-name unit number family inet dhcp
configuration-statement

The options that you can configure are listed in Table 47 on page 132. Replace the variable
configuration-statement with one or more of the statements listed in this table. If you do
not explicitly configure these options, the switch uses default values for them.

Table 47: DHCP Client Settings

Configuration Statement Description

client-identifier

Unique client ID—By default this consists of the hardware type (01 for Ethernet)
and the MAC address (a.b.c.d). For this example, the value would be Olabcd.

lease-time Ttime in seconds that a client holds the lease for an IP address assigned by a DHCP.
server. If a client does not request a specific lease time, then the server sends the
default lease time. The default lease time on a Junos OS DHCP server is 1 day.
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Table 47: DHCP Client Settings (continued)

Configuration Statement

Description

retransmission-attempt

Number of times the client attempts to retransmit a DHCP packet.

retransmission-interval

Time between transmission attempts.

server-address

IP address of the server that the client queries for an IP address.

update-server

TCP/IP settings learned from an external DHCP server to the DHCP server running
on the switch are propagated.

vendor-option

Vendor class ID (CPU's manufacturer ID string) for the DHCP client.

Related
Documentation

« Configuring a DHCP Server on Switches (CLI Procedure) on page 133
« Understanding DHCP Services for Switches on page 36

Configuring a DHCP Server on Switches (CLI Procedure)

A Dynamic Host Configuration Protocol (DHCP) server can provide two valuable TCF/IP
network services. DHCP can dynamically allocate IP parameters, such as an IP address,
to clients and it can also deliver software upgrades to clients.

DHCP configuration consists of two components, optional reconfiguration of default
settings on DHCP clients and configuration of a DHCP server. This topic covers
configuration of the DHCP server. For directions for reconfiguring a DHCP client, see
“Configuring a DHCP Client (CLI Procedure)” on page 132.

You can configure either of two versions of a DHCP server on a switch—either the extended
server version or the legacy server version. We recommend that you use the extended
server configuration unless you need to keep your DHCP server configuration
backward-compatible with the legacy server version.

This topic includes the following tasks:

1. Configuring an Extended DHCP Server on a Switch on page 133
2. Configuring a Legacy DHCP Server on a Switch (CLI Procedure) on page 134

Configuring an Extended DHCP Server on a Switch

To configure an extended DHCP server, you must configure a DHCP pool, indicate IP
addresses for the pool, and create a server group. Additional configurations are optional.

Do not assign addresses that are already in use in the network to address pools. The
extended DHCP server does not check whether addresses are already in use before
assigning them to clients.

1. Create an address pool for DHCP IP addresses:

[edit]
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user@switch# set access address-pool address-pool
2. Configure addresses for DHCP dynamic assignment:

[edit access address-assignment]
user@switch# set pool address-pool-name

3. Create a server group on the switch, providing a group name and an interface for
DHCP:

[edit system services dhcp-local-server]
user@switch# set group group-name interface interface-name

4. Optionally, process the information protocol data units (PDUs):

[edit system services dhcp-local-server]
user@switch# set overrides process-inform

5. Optionally, redefine the order of attribute matching for pool selection:

[edit system services dhcp-local-server]
user@switch# set pool-match-order ip-address-first

6. Optionally, enable dynamic reconfiguration triggered by the DHCP extended server
of all DHCP clients or only the DHCP clients serviced by the specified group of
interfaces:

[edit system services dhcp-local-server]
user@switch# set reconfigure

[edit system services dhcp-local-server group group-name]
user@switch# set reconfigure

Configuring a Legacy DHCP Server on a Switch (CLI Procedure)

To configure a legacy DHCP server, you must configure a pool of IP addresses for dynamic
assignment. You only need to supply a series of network addresses. Additional
configurations are optional.

1. Configure a pool of IP addresses for dynamic assignment:

[edit system services dhcp]
user@switch# set pool (Legacy DHCP) network-range

0 NOTE: Step 2 through step 15 assign global values at the [edit system
services dhcp] hierarchy level. You can also assign the same values to a
specific pool using those same commands at the [edit system services
dhcp pool network-range] hierarchy level.

2. Optionally, change the domain search list used to resolve hostnames:

[edit system services dhcp]
user@switch# set domain-search [ domain-list ]

3. Optionally, change the domain name server (DNS) name that the DHCP server
advertises to clients:

[edit system services dhcp]
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user@switch# set name-server address
. Optionally, change the DHCP options:

[edit system services dhcp]
user@switch# set option id-number

. Optionally, change the devices advertised to clients:

[edit system services dhcp]
user@switch# set router address

. Optionally, change the SIP server:

[edit system services dhcp]
user@switch# set sip-server addresses-or-names

For more information, see Configuring a DHCP SIP Server (CLI Procedure).

Optionally, change the DHCP client’s hardware address:

[edit system services dhcp]
user@switch# set static-binding mac-address

. Optionally, change the NetBIOs name server:

[edit system services dhcp]
user@switch# set wins-server address

« Configuring a DHCP Client (CLI Procedure) on page 132

Documentation

« Configuring a DHCP SIP Server (CLI Procedure)

« Understanding DHCP Services for Switches on page 36

Configuring a DNS Name Server for Resolving a Hostname into Addresses

To have the router or switch resolve hostnames into addresses, you must configure one
or more Domain Name System (DNS) name servers by including the name-server

statement at the [edit system] hierarchy level:

[edit system]
name-server {
address;

}

The following example shows how to configure two DNS name servers:

[edit]

user@switch# set system name-server 192.168.1.253

[edit]

user@switch# set system name-server 192.168.1.254

[edit]
user@switch# show
system {
name server {
192.168.1.253;
192.168.1.254;
1
1
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Related . name-server on page 263
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Configuring the Domain Name for the Router or Switch

For each router or switch, you should configure the name of the domain in which the
router or switchis located. This is the default domain name that is appended to hostnames
that are not fully qualified.

To configure the domain name, include the domain-name statement at the [edit system]
hierarchy level:

[edit system]
domain-name domain-name;

The following example shows how to configure the domain name:

[edit]
user@host# set system domain-name company.net
[edit]
user@host# show
system {
domain-name company.net;

}

Related . domain-name
Documentation .
. domain-name on page 246

. Example: Configuring the Domain Name for the Router or Switch on page 174

Configuring the Domains to Search When a Router or Switch Is Included in Multiple Domains

If your router or switch is included in several different domains, you can configure those
domain names to be searched.

To configure more than one domain to be searched, include the domain-search statement
at the [edit system] hierarchy level:

[edit system]
domain-search [ domain-list 1;

The domain list can contain up to six domain names, with a total of up to 256 characters.
The following example shows how to configure two domains to be searched:

[edit system]
domain-search [ domainone.net domainonealternate.com ]

Related . Example: Configuring the Domain Name for the Router or Switch on page 174

Documentation
u ! « Reaching a Domain Name System Server

Configuring a DNS Name Server for Resolving a Hostname into Addresses on page 135
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Configuring the Hostname of the Router or Switch

Related
Documentation

The hostname of the device provides its identification for many purposes. Junos OS uses
the configured hostname as part of the command prompt, to prepend log files and other
accounting information, as well as in other places where knowing the device identity is
useful. We recommend that the hostname be descriptive and memorable.

Optionally, instead of configuring the hostname at the [edit system] hierarchy level, you
can use a configuration group, as shown in this procedure. This is a recommended best
practice for configuring the hostname, especially if the device has dual Routing Engines.
This procedure uses groups called re0 and rel as an example.

To set the hostname:

1. Include the host-name statement in the configuration.
The name value must be less than 256 characters.

[edit groups group-name system]
host-name hostname;

For example:

[edit groups re0 system]
root@# set host-name san-jose-router

[edit groups rel system]
root@# set host-name san-jose-routerl

2. If you used one or more configuration groups, apply the configuration groups,
substituting the appropriate group names.

For example:

[edit]
user@host# set apply-groups [reO rel]

3. Commit the changes.

[edit]
root@# commit

The hostname subsequently appears in the device CLI prompt.

san-jose-router@#

« Understanding Hostnames

Example: Configuring the Name of the Router, IP Address, and System ID
« Example: Configuring the Name of the Switch, IP Address, and System ID on page 174

Mapping the Hostname of the Switch to IP Addresses on page 158
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Configuring the Junos OS to Determine Conditions That Trigger Alarms on Different Interface

Types

Related
Documentation

For the different types of PICs, you can configure which conditions trigger alarms and
whether they trigger a red or yellow alarm. Red alarm conditions light the RED ALARM
LED and trigger an audible alarm if one is connected. Yellow alarm conditions light the
YELLOW ALARM LED and trigger an audible alarm if one is connected.

0 NOTE: By default, any failure condition on the integrated-services interface
(Adaptive Services PIC) triggers a red alarm.

To configure conditions that trigger alarms and that can occur on any interface of the
specified type, include the alarm statement at the [edit chassis] hierarchy level.

[edit chassis]
alarm {
interface-type {
alarm-name (red | yellow | ignore);
1
1

alarm-name is the name of an alarm.

. System-Wide Alarms and Alarms for Each Interface Type
« Chassis Conditions That Trigger Alarms

. Silencing External Devices Connected to Alarm Relay Contacts

Configuring the Junos OS to Disable Protocol Redirect Messages on the Router or Switch

Related
Documentation

By default, the router or switch sends protocol redirect messages. To disable the sending
of redirect messages by the router or switch, include the no-redirects statement at the
[edit system] hierarchy level:

[edit system]
no-redirects;

To reenable the sending of redirect messages on the router or switch, delete the
no-redirects statement from the configuration.

To disable the sending of redirect messages on a per-interface basis, include the
no-redirects statement at the [edit interfaces interface-name unit logical-unit-number
family family] hierarchy level.

« Configuring the Junos OS to Ignore ICMP Source Quench Messages

« Configuring the Junos OS to Select a Fixed Source Address for Locally Generated
TCP/IP Packets on page 141

« Junos OS Network Interfaces Library for Routing Devices
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Configuring the Junos OS to Disable the Reporting of IP Address and Timestamps in Ping

Responses

Related
Documentation

When you issue the ping command with the record-route option, the Routing Engine
displays the path of the ICMP echo request packets and timestamps in the ICMP echo
responses by default.

You can configure the Routing Engine to disable the setting of the record-route optionin
the IP header of the ping request packets. Disabling the record-route option prevents the
Routing Engine from recording and displaying the path of the ICMP echo request packets
in the response.

« Toconfigure the Routing Engine to disable the setting of the record route option, include
the no-ping-record-route statement at the [edit system] hierarchy level:

[edit system]
no-ping-record-route;

. Todisable the reporting of timestamps in the ICMP echo responses, include the
no-ping-time-stamp option at the [edit system] hierarchy level:

[edit system]

no-ping-time-stamp;
By configuring the no-ping-record-route and no-ping-timestamp options, you can prevent
unauthorized persons from discovering information about the provider edge (PE) router
or switch and its loopback address.

« Configuring the Junos OS to Disable the Routing Engine Response to Multicast Ping
Packets

Configuring the Junos OS to Display a System Login Announcement

Related
Documentation

By default, no login announcement is displayed. To configure a system login
announcement, include the announcement statement at the [edit system login] hierarchy
level:

[edit system login]
announcement text;

If the announcement text contains any spaces, enclose the text in quotation marks.

A system login announcement appears after the user logs in. A system login message
appears before the user logs in.

Q TIP: You can use the same special characters described to format your system
login announcement.

« Defining Junos OS Login Classes

« Configuring the Junos OS to Display a System Login Message
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Configuring the Junos OS to Display a System Login Message

By default, no login message is displayed on the router or switch. To configure a system
login message, include the message statement at the [edit system login] hierarchy level:

[edit system login]
message text;

If the message text contains any spaces, enclose it in guotation marks.
You can format the message using the following special characters:

« \n—New line

« \t—Horizontal tab

« \'=Single quotation mark

« \"—Double quotation mark

« \\—Backslash

The following is a sample login message configuration:

[edit]
system {
login {
message ""\n\n\n\tUNAUTHORIZED USE OF THIS SYSTEM\n
\tIS STRICTLY PROHIBITED!I\n\n\tPlease contact
\"company-noc@company .com\" to gain\naccess
to this equipment if you need authorization.\n\n\n";
¥
¥
}

The preceding login message configuration example produces a login message similar
to the following:

server% telnet routerl
Trying 1.1.1.1...
Connected to routerl.
Escape character is "~]".

UNAUTHORIZED USE OF THIS SYSTEM
IS STRICTLY PROHIBITED!

Please contact "company-noc@company.com®™ to gain
access to this equipment if you need authorization.

routerl (ttypO0)
login:

A system login message appears before the user logs in. A system login announcement
appears after the user logs in.
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« Defining Junos OS Login Classes

« message on page 257

Configuring the Junos OS to Extend the Default Port Address Range

Related
Documentation

By default, the upper range of a port address is 5000. You can increase the range from
which the port number can be selected to decrease the probability that someone can
determine your port number.

« To configure the Junos OS to extend the default port address range, include the
source-port statement at the [edit system internet-options] hierarchy level:

[edit system internet-options]
source-port upper-limit upper-limit;

upper-limit upper-limit is the upper limit of a source port address and can be a value from
5000 through 65,355.

« Configuring the Junos OS to Disable TCP RFC 1323 Extensions

« Configuring the Junos OS ARP Learning and Aging Options for Mapping IPv4 Network
Addresses to MAC Addresses

« source-port on page 283

Configuring the Junos OS ICMPV4 Rate Limit for ICMPv4 Routing Engine Messages

Related
Documentation

To limit the rate at which ICMPv4 messages can be generated and received by the Routing
Engine, include the icmpv4-rate-limit statement at the [edit system internet-options]
hierarchy level:

icmpv4-rate-limit bucket-size bucket-size packet-rate packet-rate;

The bucket size is the number of seconds in the rate-limiting bucket. The packet rate is
the rate-limiting packets earned per second. Specify a bucket-size from O through
4294967295 seconds. The default value is 5 seconds. Specify a packet-rate from O
through 4,294,967,295. The default value is 1000.

« icmpvé4-rate-limit on page 249

Configuring the Junos OS to Select a Fixed Source Address for Locally Generated TCP/IP

Packets

By default, the source address included in locally generated Transmission Control
Protocol/IP (TCP/IP) packets, such as FTP traffic, and in User Datagram Protocol (UDP)
and IP packets, such as Network Time Protocol (NTP) requests, is chosen as the local
address for the interface on which the traffic is transmitted. This means that the local
address chosen for packets to a particular destination might change from connection to
connection based on the interface that the routing protocol has chosen to reach the
destination when the connection is established. If multiple equal-cost next hops are
present for a destination, locally generated packets use the loO address as a source.
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« To configure the software to select a fixed address to use as the source for locally
generated IP packets, include the default-address-selection statement at the
[edit system] hierarchy level:

[edit system]
default-address-selection;

If you include the default-address-selection statement in the configuration, the Junos OS
chooses the system default address as the source for most locally generated IP packets.
The default address is usually an address configured on the loO loopback interface. For
example, if you specified that SSH and telnet use a particular address, but you also have
default-address selection configured, the system default address is used.

« Configuring the Junos OS to Disable Protocol Redirect Messages on the Router or
Switch on page 138

. default-address-selection on page 241

Configuring NTP Authentication Keys

Related
Documentation

Time synchronization can be authenticated to ensure that the switch obtains its time
services only from known sources. By default, network time synchronization is
unauthenticated. The switch will synchronize to whatever system appears to have the
most accurate time. We strongly encourage you to configure authentication of network
time services.

To authenticate other time servers, include the trusted-key statement at the [edit system
ntp] hierarchy level. Only time servers that transmit network time packets containing
one of the specified key numbers are eligible to be synchronized. Additionally, the key
needs to match the value configured for that key number. Other systems can synchronize
to the local switch without being authenticated.

[edit system ntp]
trusted-key [ key-numbers 1;

Each key can be any 32-bit unsigned integer except O. Include the key option in the peer,
server, or broadcast statements to transmit the specified authentication key when
transmitting packets. The key is necessary if the remote system has authentication
enabled so that it can synchronize to the local system.

To define the authentication keys, include the authentication-key statement at the [edit
system ntp] hierarchy level:

[edit system ntp]
authentication-key key-number type type value password,

number is the key number, type is the authentication type (only Message Digest 5 [MD5]
is supported), and password is the password for this key. The key number, type, and
password must match on all systems using that particular key for authentication.

« NTP Time Server and Time Services Overview on page 31

« Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 177
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« trusted-key on page 305

. authentication-key

Configuring the NTP Time Server and Time Services

When you use NTP, configure the router or switch to operate in one of the following
modes:

« Client mode
« Symmetric active mode
« Broadcast mode

« Server mode
The following topics describe how to configure these modes of operation:

1. Configuring the Router or Switch to Operate in Client Mode on page 143

2. Configuring the Router or Switch to Operate in Symmmetric Active Mode on page 144
3. Configuring the Router or Switch to Operate in Broadcast Mode on page 144

4. Configuring the Router or Switch to Operate in Server Mode on page 144

Configuring the Router or Switch to Operate in Client Mode

To configure the local router or switch to operate in client mode, include the server
statement and other optional statements at the [edit system ntp] hierarchy level:

[edit system ntp]

server address <key key-number> <version value> <prefer>;
authentication-key key-number type type value password,
boot-server address;

trusted-key [ key-numbers 1];

Specify the address of the system acting as the time server. You must specify an address,
not a hostname.

To include an authentication key in all messages sent to the time server, include the key
option. The key corresponds to the key number you specify in the authentication-key
statement, as described in .

By default, the router or switch sends NTP version 4 packets to the time server. To set
the NTP version level to 1, 2, or 3, include the version option.

If you configure more than one time server, you can mark one server preferred by including
the prefer option.

The following example shows how to configure the router or switch to operate in client
mode:

[edit system ntp]
authentication-key 1type md5 value "$9%$EgfcrvX7VY4ZEcwgoHjkP5Q3CuREyv87";
boot-server 10.1.1.1;
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server 10.1.1.1 key 1 prefer;
trusted-key 1;

Configuring the Router or Switch to Operate in Symmetric Active Mode

To configure the local router or switch to operate in symmetric active mode, include the
peer statement at the [edit system ntp] hierarchy level:

[edit system ntp]
peer address <key key-number> <version value> <prefer>;

Specify the address of the remote system. You must specify an address, not a hostname.

To include an authentication key in all messages sent to the remote system, include the
key option. The key corresponds to the key number you specify in the authentication-key
statement.

By default, the router or switch sends NTP version 4 packets to the remote system. To
set the NTP version level to 1, 2 or 3, include the version option.

If you configure more than one remote system, you can mark one system preferred by
including the prefer option:

peer address <key key-number> <version value> prefer;

Configuring the Router or Switch to Operate in Broadcast Mode

To configure the local router or switch to operate in broadcast mode, include the broadcast
statement at the [edit system ntp] hierarchy level:

[edit system ntp]
broadcast address <key key-number> <version value> <ttl value>;

Specify the broadcast address on one of the local networks or a multicast address
assigned to NTP. You must specify an address, not a hostname. If the multicast address
is used, it must be 224.0.1.1.

To include an authentication key in all messages sent to the remote system, include the
key option. The key corresponds to the key number you specify in the authentication-key
statement.

By default, the router or switch sends NTP version 4 packets to the remote system. To
set the NTP version level to 1, 2, or 3, include the version option.

Configuring the Router or Switch to Operate in Server Mode

In server mode, the router or switch acts as an NTP server for clients when the clients are
configured appropriately. The only prerequisite for “ server mode” is that the router or
switch must be receiving time from another NTP peer or server. No other configuration
is necessary on the router or switch.

To configure the local router or switch to operate as an NTP server, include the following
statements at the [edit system ntp] hierarchy level:

[edit system ntp]
authentication-key key-number type type value password,
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server address <key key-number> <version value> <prefer>;
trusted-key [ key-numbers 1;

Specify the address of the system acting as the time server. You must specify an address,
not a hostname.

To include an authentication key in all messages sent to the time server, include the key
option. The key corresponds to the key number you specify in the authentication-key
statement.

By default, the router or switch sends NTP version 4 packets to the time server. To set
the NTP version level to 1,0or 2, or 3, include the version option.

If you configure more than one time server, you can mark one server preferred by including
the prefer option.

The following example shows how to configure the router or switch to operate in server
mode:

[edit system ntp]

authentication-key 1type md5 value "$9%$txERUBEreWx-wtuLNdboaUjH.T3AtOESe";
server 172.17.27.46 prefer;

trusted-key 1;

Related . NTP Time Server and Time Services Overview on page 31

D tati
ocumentation « Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177

Specifying the Physical Location of the Switch

To specify the physical location of the switch, specify the following options for the location
statement at the [edit system] hierarchy level:

« altitude feet—Number of feet above sea level.

« building name—Name of the building, 1 to 28 characters in length. If the string contains
spaces, enclose it in quotation marks (" ").

« country-code code—Two-letter country code.

« floor number—Floor in the building.

« hcoord horizontal-coordinate—Bellcore Horizontal Coordinate.

. lata service-area—Long-distance service area.

« latitude degrees—L atitude in degree format.

« longitude degrees—Longitude in degree format.

« npa-nxx number—First six digits of the phone number (area code and exchange).
. postal-code postal-code—Postal code.

« rack number—Rack number.

« vcoord vertical-coordinate—Bellcore Vertical Coordinate.
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The following example shows how to specify the physical location of the switch:

[edit system]

location {
altitude feet;
building name;
country-code code;
floor number;
hcoord horizontal-coordinate;
lata service-area,;
latitude degrees;
longitude degrees;
npa-nxx number;
postal-code postal-code;
rack number;
vcoord vertical-coordinate;

}

Related . Example: Configuring the Name of the Switch, IP Address, and System ID on page 174
Documentation

Configuring the Root Password

The Junos OS is preinstalled on the router or switch. When the router or switch is powered
on, it is ready to be configured. Initially, you log in as the user “root” with no password.

0 NOTE: If you configure a blank password using the encrypted-password
statement at the [edit system root-authentication] hierarchy level for root
authentication, you can commit a configuration, but you are not able to log
in as superuser and gain root level access to the router or switch.

After you log in, you should configure the root (superuser) password by including the
root-authentication statement at the [edit system] hierarchy level and configuring one
of the password options:

[edit system]
root-authentication {
(encrypted-password "password"| plain-text-password);
load-key-file URL filename;
ssh-dsa “public-key” <from hostname>;
ssh-ecdsa “public-key” <from hostname>;
ssh-rsa “public-key” <from hostname>;

}

If you configure the plain-text-password option, you are prompted to enter and confirm
the password:

[edit system]

user@host# set root-authentication plain-text-password
New password: type password here

Retype new password: retype password here

The default requirements for plain-text passwords are:
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« The password must be between 6 and 128 characters long

- You caninclude most character classes in a password (uppercase letters, lowercase
letters, numbers, punctuation marks, and other special characters). Control characters
are not recommended.

- Valid passwords must contain at least one change of case or character class.

You can use the load-key-file URL filename statement to load an SSH key file that was
previously generated using ssh-keygen. The URL filename is the path to the file’s location
and name. When using this option, the contents of the key file are copied into the
configurationimmediately after entering the load-key-file URL statement. This command
loads RSA (SSH version 1 and SSH version 2) and DSA (SSH version 2) public keys.

Optionally, you can use the ssh-dsa, ssh-ecdsa, or ssh-rsa statements to directly configure
SSH RSA, DSA, or ECDSA keys to authenticate root logins. You can configure more than
one public key for SSH authentication of root logins as well as for user accounts. When
a user logs in as root, the public keys are referenced to determine whether the private
key matches any of them.

To view the SSH keys entries, use the configuration mode show command. For example:

[edit system]

user@host# set root-authentication load-key-file my-host:.ssh/id_dsa.pub

file.19692 | O KB | 0.3 kB/s | ETA: 00:00:00 | 100%

[edit system]

user@host# show

root-authentication {

ssh-rsa "1024 35 9727638204084251055468226757249864241630322

20740496252839038203869014158453496417001961060835872296
15634757491827360336127644187426594689320773910834481012
68312595772262546166799927831612350043866091586628382248
97467326056611921489539813965561563786211940327687806538
16960202749164163735913269396344008443 boojum@juniper.net"; #
SECRET-DATA

}

Junos-FIPS software has special password requirements. FIPS passwords must be
between 10 and 20 characters in length. Passwords must use at least three of the five
defined character sets (uppercase letters, lowercase letters, digits, punctuation marks,
and other special characters). If Junos-FIPS is installed on the router or switch, you cannot
configure passwords unless they meet this standard. If you use the encrypted-password
option, then a null-password (empty) is not permitted.

You cannot configure a blank password for encrypted-password using blank quotation
marks (" "). You must configure a password whose number of characters range from 1
through 128 characters and enclose the password in quotation marks.

Related . Configuring the Root Password
D tati
ocumentation « Example: Configuring a Plain-Text Password for Root Logins on page 1264
« Example: Configuring SSH Authentication for Root Logins on page 1266

« Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 172
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« Recovering the Root Password

Configuring the Router or Switch to Listen for Broadcast Messages Using NTP

Related
Documentation

When you are using NTP, you can configure the local router or switch to listen for
broadcast messages on the local network to discover other servers on the same subnet
by including the broadcast-client statement at the [edit system ntp] hierarchy level:

[edit system ntp]
broadcast-client;

When the router or switch detects a broadcast message for the first time, it measures
the nominal network delay using a brief client-server exchange with the remote server.
It then enters broadcast client mode, in which it listens for, and synchronizes to, succeeding
broadcast messages.

To avoid accidental or malicious disruption in this mode, both the local and remote
systems must use authentication and the same trusted key and key identifier.

« Configuring the Router or Switch to Listen for Multicast Messages Using NTP on page 148
« Configuring the NTP Time Server and Time Services on page 143

« Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 177

Configuring the Router or Switch to Listen for Multicast Messages Using NTP

Related
Documentation

Whenyou are using NTP, you can configure the local router or switch to listen for multicast
messages on the local network to discover other servers on the same subnet by including
the multicast-client statement at the [edit system ntp] hierarchy level:

[edit system ntp]
multicast-client <address>;

When the router or switch receives a multicast message for the first time, it measures
the nominal network delay using a brief client-server exchange with the remote server.
It then enters multicast client mode, in which it listens for, and synchronizes to, succeeding
multicast messages.

You can specify one or more |P addresses. (You must specify an address, not a hostname.)
If you do, the router or switch joins those multicast groups. If you do not specify any
addresses, the software uses 224.0.1.1.

To avoid accidental or malicious disruption in this mode, both the local and remote
systems must use authentication and the same trusted key and key identifier.

. Configuring the Router or Switch to Listen for Broadcast Messages Using NTP on
page 148

« Configuring the NTP Time Server and Time Services on page 143

« Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 177
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Configuring System Alarms to Appear Automatically Upon Login

You can configure Juniper Networks routers and switches to run the show system alarms
command whenever a user with the login class admin logs in to the router or switch. To
do so, include the login-alarms statement at the [edit system login class admin] hierarchy
level.

[edit system login class admin]
login-alarms;

For more information on the show system alarms command, see the CLI Explorer.

Related . System Alarms on J Series Routers

Documentation
. show system alarms on page 872

Configuring Time-Based User Access

The Junos OS enables you to configure time-based restrictions for user access to log in
to a device. This is useful for restricting the time and duration of user logins for all users
belonging to a login class. You can specify the days of the week when users can log in,
the access start time, and the access end time.

« To configure user access on specific days of the week, without any restrictions on the
duration of login, include the allowed-days statement only.

[edit system]
login {
class class-name {
allowed-days [ days-of-the-week 1;
}

« To configure user access on all the days of the week for a specific duration, include the
access-start and access-end statements only.

[edit system]
login {
class class-name {
access-start HH:MM;
access-end HH:MM,;
}
1

« To configure user access on specific days of the week for a specified duration, include
the allowed-days, access-start, and access-end statements.

[edit system]
login {
class class-name {
allowed-days [ days-of-the-week 1;
access-start HH:MM;
access-end HH:MM,
1
1
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Specify the start time and end time in HH:MM (24-hour) format, where HH represents
the hours and MM represents the minutes.

0 NOTE: Access start time and end time that spans across 12:00 AM on a
specified day results in the user having access until the next day, even if the
access day is not explicitly configured. For instance, the following
configuration results in the user having access until 6:00 AM on Tuesday and
Thursday, although the allowed-days statement specifies access only on
Monday and Wednesday:

[edit system]
login {
class operator-night-shift {
allowed-days [ monday wednesday J;
access-start 2000;
access-end 0600;
1
}

« Examples: Configuring Time-Based User Access
« Defining Junos OS Login Classes

. access-end

. access-start

. allowed-days

. access-end on page 220

. access-start on page 221

. allowed-days on page 224

Configuring the Timeout Value for Idle Login Sessions

An idle login session is one in which the CLI operational mode prompt is displayed but
there is no input from the keyboard. By default, a login session remains established until
a user logs out of the router or switch, even if that session is idle. To close idle sessions
automatically, you must configure a time limit for each login class. If a session established
by a userin that class remains idle for the configured time limit, the session automatically
closes.

To define the timeout value for idle login sessions, include the idle-timeout statement at
the [edit system login class class-name] hierarchy level:

[edit system login class class-name]
idle-timeout minutes;

Specify the number of minutes that a session can be idle before it is automatically closed.

150
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If you have configured a timeout value, the CLI displays messages similar to the following
when timing out anidle user. It starts displaying these messages 5 minutes before timing
out the user.

user@host# Session will be closed in 5 minutes if there is no activity.
Warning: session will be closed in 1 minute if there is no activity
Warning: session will be closed in 10 seconds if there is no activity
Idle timeout exceeded: closing session

If you configure a timeout value, the session closes after the specified time has elapsed,
unless the user is running telnet or monitoring interfaces using the monitor interface or
monitor traffic command.

Related . Defining Junos OS Login Classes
Documentation , .
. idle-timeout

« idle-timeout on page 250

Configuring a QFX3500 Device as a Standalone Switch

If you are using the QFX3500 device as a standalone switch, you must perform the initial
configuration of the QFX3500 device through the console port using the command-line
interface (CLI). If you are using the QFX3500 as a Node device in a QFX3000 QFabric
system, you instead perform the initial setup of a QFabric system on a QFX3100 Director
device (see Performing the QFabric System Initial Setup on a QFX3100 Director Group).

Before you begin connecting and configuring a QFX3500 device, set the following
parameter values on the console server or PC:

« Baud Rate—9600

« Flow Control—None
. Data—8

« Parity—None

« Stop Bits—1

. DCD State—Disregard

To connect and configure the device from the console:

1. Connect the console port to a laptop or PC using the supplied RJ-45 cable and RJ-45
to DB-9 adapter. The console (CON) port is located on the front panel of the device.

2. Login asroot. There is no password. If the software booted before you connected to
the console port, you might need to press the Enter key for the prompt to appear.

login: root
3. Start the CLI.

root@% cli
4. Enter configuration mode.

root> configure
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5. Add a password to the root administration user account.

[edit]
root@# setsystem root-authentication plain-text-password
New password: password
Retype new password: password
6. (Optional) Configure the name of the device. If the name includes spaces, enclose

the name in quotation marks (“”).

[edit]
root@# setsystem host-name host-name
7. Configure the default gateway.

[edit]
root@# set routing-options static route default next-hop address
8. Configure the IP address and prefix length for the device management interface.

[edit]
root@# setinterfaces meO unit O family inet address address/prefix-length

A CAUTION: Configuring the two management Ethernet interfaces within
the same subnet is not supported.

0 NOTE: The management ports are on the front panel of the QFX3500
device. They are labeled CO and C1 on the front panel. In the CLI they are
referred to as meO and mel.

9. (Optional) Configure the static routes to remote prefixes with access to the
management port.

[edit]
root@# setrouting-options static route remote-prefix next-hop destination-ip retain
no-readvertise

10. Enable telnet service.

[edit]
root@# setsystem services telnet

6 NOTE: When Telnet is enabled, you cannot log in to a QFX3500 device
through Telnet using root credentials. Root login is allowed only for SSH
access.

1. Commit the configuration to activate it on the device.
[edit]

root@# commit

Related . Installing and Connecting a OFX3500 Device

D mentation
ocumentation - 5rx3000-G OFabric System Installation Overview

« Understanding QFX3000-G QFabric System Hardware Configurations
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Creating an Emergency Boot Device for a QFX Series Device

If Junos OS on the OFX Series is damaged in some way that prevents the software from
loading properly, you can use an emergency boot device to repartition the primary disk
and load a fresh installation of Junos OS. Use the following procedure to create an
emergency boot device.

Before you begin, you need to download the installation media image for your device
and Junos OS release from http://www.juniper.net/customers/support/ .

0 NOTE: Inthe following procedure, we assume that you are creating the

emergency boot device on a QFX device. You can create the emergency boot
device on another Juniper Networks switch or router, or any PC or laptop that
supports Linux. The steps you take to create the emergency boot device vary,
depending on the device.

To create an emergency boot device from a QFX device:

1.

Use FTP to copy the installation media image into the /var/tmp directory on the QFX
device.

Insert a USB device into the USB port.
From the Junos OS command-line interface (CLI), start the shell:

user@device> start shell
%
Switch to the root account using the su command:

% su
Password: password

0 NOTE: The password s the root password for the QFX device. If you logged
in to the device as root, you do not need to perform this step.

Enter the following command on the QFX3500, QFX3600, and QFX3600-I devices:

root@device% dd if=/var/tmp/filename of=/dev/dal bs=16k

The device writes the installation media image to the USB device:

root@device% dd if=/var/tmp/install-media-qfx3500.junos_11.1 of=/dev/dal bs=16k
11006+1 records in

11006+1 records out
180332544 bytes transferred in 71.764266 secs (2512846 bytes/sec)

Enter the following command on the QFX5100 device:

root@device% dd if=/var/tmp/filename of=/dev/da0 bs=1048576
The device writes the installation media image to the USB device:

root@device% dd if=/var/tmp/jinstall-vjunos-usb-13.2.img of=/dev/da0 bs=1048576
11006+1 records in
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11006+1 records out
180332544 bytes transferred in 71.764266 secs (2512846 bytes/sec)

7. Log out of the shell:

root@device% exit
% exit
user@device>

« USB Port Specifications for the QFX Series

Performing a Recovery Installation on a QFX Series Device on page 103

Performing a QFabric System Recovery Installation on the Director Group on page 6471

Performing a Recovery Installation on a QFX5100 Switch on page 105

Creating a Snapshot and Using It to Boot a QFX Series Switch

The system snapshot feature takes a “snapshot” of the files currently used to run the
QFX Series switch—the complete contents of the /config and /var directories, which
include the running Juniper Networks Junos OS, the active configuration, and the rescue
configuration—and copies all of these files into an alternate (internal, meaning internal
flash, or an external, meaning USB flash) memory source. You can then use these
snapshots to boot the switch at the next bootup or as a backup boot option.

This topic includes the following tasks:

. Creating a Snapshot on a USB Flash Drive and Using It to Boot the Switch on page 154

« Creating a Snapshot on an Internal Flash Drive and Using it to Boot the
Switch on page 155

« Creating a Snapshot on the Alternate Slice of the Boot Media on page 155

Creating a Snapshot on a USB Flash Drive and Using It to Boot the Switch

A snapshot can be created on USB flash memory after a switch is booted using files
stored in internal memory.

Ensure that you have the following tools and parts available before creating a snapshot
on a USB Flash drive:

« A USB flash drive that meets the QFX Series switch USB port specifications. See USB
Port Specifications for the QFX Series.

To create a snapshot on USB flash memory and use it to boot the switch:

1. Place the snapshot into USB flash memory:

user@switch> request system snapshot partition

e NOTE: This example uses the partition option. If you have already created
a partition for the snapshot, you don’t need to use the partition option.
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2. (Optional) Perform this step if you want to boot the switch now using the snapshot
stored on the external USB flash drive. If you created the snapshot as a backup, do
not perform this step.

. Toreboot the switch using the most recently created snapshot:
user@switch> request system reboot
. Toreboot the switch using a snapshot in a specific partition on the USB flash drive:

user@switch> request system reboot slice 1

Creating a Snapshot on an Internal Flash Drive and Using it to Boot the Switch

A snapshot can be created oninternal memory after a switch is booted using files stored
in external memory.

To create a snapshot in internal memory and use it to boot the switch:

1. Place the snapshot files in internal memory:

user@switch> request system snapshot partition

o NOTE: This example uses the partition option. If you have already created
a partition for the snapshot, you don’t need to use the partition option.

2. (Optional) Perform this step if you want to boot the switch now using the newly
created snapshot. If you created the snapshot as a backup, do not perform this step.

. Toreboot the switch using the most recently created snapshot:
user@switch> request system reboot
- Toreboot the switch using a snapshot in a specific partition in internal memory:

user@switch> request system reboot slice 1

Creating a Snapshot on the Alternate Slice of the Boot Media

The alternate slice of the boot media contains a backup software image that the switch
can boot fromif it is unable to boot from the primary slice. When you upgrade software,
the new software image gets copied only to the primary slice of the boot media.

To create a snapshot of the currently booted software image on the backup slice of the
boot media:

user@switch> request system reboot slice alternate

After the system boots up, you will see the following message before the login prompt:
WARNING: THIS DEVICE HAS BOOTED FROM THE BACKUP JUNOS IMAGE

It is possible that the primary copy of JUNOS failed to boot up properly, and so this device
has booted up from the backup copy.

Please re-install JUNOS to recover the primary copy in case it has been corrupted.
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The system will generate an alarm indicating that the switch has booted from the backup
slice.

Related . Verifying That a System Snapshot Was Created on a QFX Series Switch

Documentation
. Understanding System Snapshot on QFX Series Switches on page 46

Creating a Snapshot and Using It to Boot a QFX5100 Switch

The system snapshot feature takes a “snapshot” of the files currently used to run the
QFX Series switch—the complete contents of the /config directories, which include the
running Juniper Networks Junos OS, the active configuration, and the rescue configuration,
as well as the host OS—and copies all of these files into an external USB flash drive. You
can use the snapshot to boot the switch at the next bootup or as a backup boot option.

This topic includes the following tasks:

« Creating a Snapshot on an External USB Flash Drive and Using It to Boot the
Switch on page 156

Creating a Snapshot on an External USB Flash Drive and Using It to Boot the
Switch

A snapshot can be created on an external USB flash drive after a switch is booted using
files stored in internal memory.

Ensure that you have the following tools and parts available before creating a snapshot
on an external USB flash drive:

« Anexternal USB flash drive that meets the QFX Series switch USB port specifications.
See USB Port Specifications for the QFX Series.

To create a snapshot on the external USB flash drive and use it to boot the switch:

1. Insert the external USB flash drive.
2. Issue the request system snapshot command.
user@switch> request system snapshot

3. (Optional) Perform this step if you want to boot the switch now using the snapshot
stored on the external USB flash drive. If you created the snapshot as a backup, do
not perform this step.

. Insert the external USB flash drive.
- Power cycle the device.
The external USB flash drive is detected.

- The software prompts you with the following options:

Junos Snapshot Installer - (c) Juniper Networks 2013
Reboot

Install Junos Snapshot [13.2-20131115 x_132 x51_vjunos.O
Boot to host shell [debug]
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. Select Install Junos Snapshot to install the snapshot located on the external USB
flash drive to the switch.

The switch copies the software from the external USB flash drive, occasionally
displaying status messages. When the software is finished being copied from the
external USB flash drive to the QFX5100 switch, the QFX5100 switch then reboots
from the internal flash storage on which the software was just installed. When the
reboot is complete, the switch displays the Junos OS login prompt:

root@switch#

Related . Verifying That a System Snapshot Was Created on a QFX Series Switch

Documentation
. Understanding System Snapshot on QFX Series Switches on page 46

Including the Year or Millisecond in Timestamps

By default, the timestamp recorded in a standard-format system log message specifies
the month, date, hour, minute, and second when the message was logged, as in the
following example:

Aug 2112:36:30

To include the year, the millisecond, or both in the timestamp, include the time-format
statement at the [edit system syslog] hierarchy level:

[edit system syslog]
time-format (year | millisecond | year millisecond);

However, the timestamp for traceoption messages is specified in milliseconds by default,
and is independent of the [edit system syslog time-format] statement.

The modified timestamp is used in messages directed to each destination configured by
a file, console, or user statement at the [edit system syslog] hierarchy level, but not to
destinations configured by a host statement.

The following example illustrates the format for a timestamp that includes both the
millisecond (401) and the year (2006):

Aug 2112:36:30.401 2006

0 NOTE: Messages logged in structured-data format include the year and
millisecond by default. If you include the structured-data statement at the
[edit system syslog file filename] hierarchy level along with the time-format
statement, the time-format statement is ignored and messages are logged
in structured-data format.

For information about the structured-data statement, see Logging Messages
in Structured-Data Format. For information about the contents of a
structured-data message, see the Junos OS System Log Messages Reference.

Copyright © 2014, Juniper Networks, Inc. 157



Complete Software Guide for Junos® OS for the QFX Series, Release 13.2X51-D15

Related . Single-Chassis System Logging Configuration Overview

D mentation
ocumentatio « Examples: Configuring System Logging

Mapping the Hostname of the Switch to IP Addresses

To map a hostname of a switch to one or more IP addresses, include the inet statement
at the [edit system static-host-mapping hostname] hierarchy level:

[edit system]
static-host-mapping {
hostname {
inet [ addresses 1;
alias [ aliases 1;
1
}

hostname is the name specified by the host-name statement at the [edit system] hierarchy
level.

For each host, you can specify one or more aliases.

Related . Configuring Basic Router or Switch Properties
D tati
ocumentation « Configuring the Domain Name for the Router or Switch on page 136
« Example: Configuring the Name of the Router, IP Address, and System ID

. static-host-mapping on page 285
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Methods for Configuring Junos OS

You can use any of the methods shown in Table 48 on page 159 to configure Junos OS:

Table 48: Methods for Configuring Junos OS

Method Description

Command-line interface Create the configuration for the device using the CLI. You can enter
(CLI) commands from a single command line, and scroll through recently
executed commands.

ASCII file Load an ASClI file containing a configuration that you created earlier,
either on this system or on another system. You can then activate
and run the configuration file, or you can edit it using the CLI and
then activate it.

J-Web graphical user Use the J-Web graphical user interface (GUI) to configure the device.

interface (GUI) J-Web enables you to monitor, configure, troubleshoot, and manage
the router on a client by means of a Web browser. The J-Web GUI
is preinstalled on J Series Services Routers and is an optional
software package that can be installed on M Series and T Series
routers. J-Web is not available for the QFX Series.

Junos XML management Use Junos XML protocol Perl client modules to develop custom

protocol (API) applications for configuring information on devices that run Junos
OS. Client applications use the Junos XML management protocol
to request and change configuration information on Juniper
Networks J Series, M Series, and T Series routers. The Junos XML
management protocol is customized for Junos OS, and operations
in the API are equivalent to those in the Junos OS CLI.

NETCONF application Use NETCONF Perl client modules to develop custom applications
programming interface for configuring information on devices that run Junos OS. Client
(API) applications use the NETCONF XML management protocol to

request and change configuration information on Juniper Networks
J Series, M Series, and T Series routers. The NETCONF XML
management protocol includes features that accommodate the
configuration data models of multiple vendors.

Configuration commit Create scripts that run at commit time to enforce custom

scripts configuration rules. Commit scripts are written in Extensible
Stylesheet Language Transformations (XSLT). Commit scripts are
not available for the QFX Series.

The following sections contain complete descriptions of the methods you can use to
configure Junos OS:

« Junos OS Command-Line Interface (CLI) on page 160

« ASCII File on page 160

« J-Web Package on page 160

« Junos XML Management Protocol Software on page 161
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« NETCONF XML Management Protocol Software on page 161

» Configuration Commit Scripts on page 161

Junos OS Command-Line Interface (CLI)

The Junos OS CLlis a straightforward command interface. You use Emacs-style keyboard
sequences to move around on a command line and scroll through a buffer that contains
recently executed commands. You type commands on a single line, and the commands
are executed when you press the Enter key. The CLI also provides command help and
command completion. For more information about the CLI, see the CL/ User Guide and
CLI Explorer.

ASCII File

You can load an ASCII file containing a configuration that you created earlier, either on
this system or another system. You can then activate and run the configuration file as is,
or you can edit it using the CLI and then activate it.

J-Web Package

As an alternative to entering CLI commands, the Junos OS supports the J-Web graphical
user interface (GUI). The J-Web user interface enables you to monitor, configure,
troubleshoot, and manage the router on a client by means of a Web browser with
Hypertext Transfer Protocol (HTTP) or HTTP over Secure Sockets Layer (HTTPS) enabled.

The J-Web user interface is preinstalled on J Series Services Routers. It is provided as an
optional, licensed software package (jweb package) on M Series and T Series routers.
The jweb package is not included in jinstall and joundle software bundles. It must be
installed separately. To install the package on M Series and T Series routers, follow the
procedure described in the Installation and Upgrade Guide.

J-Web supports weak (56-bit) encryption by default. This enablesinternational customers
toinstall J-Web and use HTTPS connections for J-Web access. Domestic customers can
also install the jerypto strong encryption package. This package automatically overrides
the weak encryption. For more information about the J-Web GUI, see the J-Web Interface
User Guide.

0 NOTE: Because the J-Web package is bundled separately from other
packages, it is possible to have a version mismatch between J-Web and other
Junos OS packages you have installed.

To check for a version mismatch, use the show system alarms CLI command.
If the version number does not match exactly, a system alarm appears. For
example, if youinstall the 7.4R1.2 jroute package and the 7.4R1.1jweb package,
an alarm is activated. For more information on the show system alarms
command, see the CLI Explorer.
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Junos XML Management Protocol Software

The Junos XML management protocol is an Extensible Markup Language (XML)
application that client applications use to request and change configuration information
on Juniper Networks J Series, M Series, MX Series, and T Series routers. This APl is
customized for Junos OS, and operations in the API are equivalent to Junos OS CLI
configuration mode commands. The Junos XML management protocol includes a set of
Perl modules that enable client applications to communicate with a Junos XML protocol
server on the router. The Perl modules are used to develop custom applications for
configuring and monitoring Junos OS.

For a complete description of how to use Junos XML and Junos XML management protocol
software, see the Junos XML Management Protocol Developer Guide.

NETCONF XML Management Protocol Software

The NETCONF XML management protocol is an Extensible Markup Language (XML)
application that client applications can use to request and change configuration
information on Juniper Networks J Series, M Series, MX Series, and T Series routers. This
APlis customized for Junos OS, and includes features that accommodate the configuration
data models of multiple vendors. The NETCONF XML management protocol includes a
set of Perl modules that enable client applications to communicate with a NETCONF
server on the router. The Perl modules are used to develop custom applications for
configuring and monitoring Junos OS.

For a complete description of how to use Junos XML and NETCONF XML management
protocol software, see the NETCONF XML Management Protocol Developer Guide.

Configuration Commit Scripts

You can create and use scripts that run at commit time to enforce custom configuration
rules. If a configuration breaks the custom rules, the script can generate actions that the
Junos OS performs. These actions include:

« Generating custom error messages
« Generating custom warning messages
. Generating custom system log messages

. Making changes to the configuration

Configuration commit scripts also enable you to create macros, which expand simplified
custom aliases for frequently used configuration statements into standard Junos
configuration statements. Commit scripts are written in Extensible Stylesheet Language
Transformations (XSLT). For more information, see the Junos OS Automation Library.

Related . Junos OS Configuration from External Devices
Documentation
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Modifying the Default Time Zone for a Router or Switch Running Junos OS

The default local time zone on the router or switch is UTC (Coordinated Universal Time,
formerly known as Greenwich Mean Time, or GMT).

« To modify the local time zone, include the time-zone statement at the [edit system]
hierarchy level:

[edit system]
time-zone (GMT hour-offset | time-zone);

You can use the GMT hour-offset option to set the time zone relative to UTC (GMT) time.
By default, hour-offset is 0. You can configure this to be a value from =14 to +12.

You can also specify the time-zone value as a string such as PDT (Pacific Daylight Time)
or WET (Western European Time), or specify the continent and major city.

0 NOTE: Junos OS complies with the POSIX time-zone standard, which is

counter-intuitive to the way time zones are generally indicated relative to
UTC. Atimezone ahead of UTC (east of the Greenwich meridian) iscommonly
indicated as GMT +n; for example, the Central European Time (CET) zone is
indicated as GMT +1. However, this is not true for POSIX time zone
designations. POSIX indicates CET as GMT-1. If you include the set system
time-zone GMT+1 statement for a router in the CET zone, your router time will
be set to one hour behind GMT, or two hours behind the actual CET time. For
this reason, you might find it easier to use the POSIX time-zone strings, which
you can list by entering set system time-zone 2.

For the time zone change to take effect for all processes running on the router or switch,
you must reboot the router or switch.

The following example shows how to change the current time zone to America/New_York:

[edit]
user@host# set system time-zone America/New_York
[edit]
user@host# show
system {
time-zone America/New_York;

}

Related . NTP Time Server and Time Services Overview on page 31

D mentation
ocumentatio « Setting a Custom Time Zone on Routers or Switches Running Junos OS on page 165

Rebooting and Halting a QFX Series Product

To reboot the switch, issue the request system reboot command.

user@switch>request system reboot ?
Possible completions:
<[Enter]> Execute this command
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at Time at which to perform the operation

in Number of minutes to delay before operation
media Boot media for next boot

message Message to display to all users

| Pipe through a command

user@switch> request system reboot
Reboot the system ? [yes,no] (no) yes
Rebooting switch

Similarly, to halt the switch, issue the request system halt command.

A CAUTION: Before entering this command, you must have access to the
switch’s console port in order to bring up the Routing Engine.

user@switch>request system halt ?
Possible completions:

<[Enter]> Execute this command

at Time at which to perform the operation

in Number of minutes to delay before operation
media Boot media for next boot

message Message to display to all users

| Pipe through a command

0 NOTE: Whenyou issue thiscommand on anindividual componentina QFabric
system, you will receive a warning that says “Hardware-based members will
halt, Virtual Junos Routing Engines will reboot.” If you want to halt only one
member, use the member option. You cannot issue this command from the

QFabric CLI.

Issuing the request system halt command on the switch halts the Routing Engine. To
reboot a Routing Engine that has been halted, you must connect through the console.

Related . clear system reboot on page 329
Documentation . request system reboot on page 387
. request system halt on page 373
« request system power-off on page 383

. Connecting a QFX Series Device to a Management Console

Reverting to the Default Factory Configuration

If for any reason the current active configuration fails, you can revert to the default factory
configuration. The default factory configuration contains the basic configuration settings.
Thisis the first configuration of the switch, and it is loaded when the switchis first installed
and powered on.
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Related
Documentation

The load factory default command is a standard Junos OS configuration command. This
configuration commmand replaces the current active configuration with the default factory
configuration.

To revert the switch to the rescue configuration:

1. [edit]
user@switch# load factory-default
[edit]
user@switch# delete system commit factory-settings
[edit]
user@switch# commit

« Understanding Configuration Files on page 1126
. Loading a Previous Configuration File on page 1136

« Reverting to the Rescue Configuration on page 165

Reverting to the Default Factory Configuration by Using the request system zeroize Command

Related
Documentation

The request system zeroize command is a standard Junos OS operational mode command
that removes all configuration information and resets all key values. The operation unlinks
all user-created data files, including customized configuration and log files, from their
directories. The switch then reboots and reverts to the factory-default configuration.

To completely erase user-created data so that it is unrecoverable, use the request system
zeroize media command.

A CAUTION: Before issuing request system zeroize, use the request system
snapshot command to back up the files currently used to run the switch to a
secondary device.

To revert to the factory-default configuration by using the request system zeroize
command:

1. user@switch> request system zeroize
warning: System will be rebooted and may not boot without configuration
Erase all data, including configuration and log files? [yes,no]l (yes)
2. Type yes to remove configuration and log files and revert to the factory default

configuration.

3. Complete theinitial configuration of the switch. See or “Configuring a OQFX3500 Device
as a Standalone Switch” on page 151

. request system zeroize on page 445
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Reverting to the Rescue Configuration

Related
Documentation

If someone inadvertently commits a configuration that denies management access to
a QFX Series product and the console port is not accessible, you can overwrite the invalid
configuration and replace it with the rescue configuration. The rescue configuration is a
previously committed, valid configuration.

To revert the switch to the rescue configuration:

1. Enter the load override command.

[edit]
user@switch# load override filename

2. Commit your changes.
[edit]
user@switch# commit filename
« Setting or Deleting the Rescue Configuration on page 1145

Reverting to the Default Factory Configuration on page 163

Configuration File Terms on page 26

Saving Core Files Generated by Junos OS Processes

Related
Documentation

By default, when aninternal Junos OS process generates a core file, the file and associated
context information are saved for debugging purposes in a compressed tar file named
/var/tmp/process-name.core.core-number.tgz. The contextual information includes the
configuration and system log message files.

. Todisable the saving of core files and associated context information:

[edit system]
no-saved-core-context;

« To save the core files only:

[edit system]
saved-core-files number;

Where number is the number of core files to save and can be a value from 1 through 10.
. Tosave the core files along with the contextual information:
[edit system]

saved-core-context;

« Viewing Core Files from Junos OS Processes on page 171

Setting a Custom Time Zone on Routers or Switches Running Junos OS

You can update the time zone database information on routers or switches running Junos
OS. This feature simplifies time zone management in devices running Junos OS by allowing
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for future unforeseen time zone database adjustments. You can configure your router or
switch to use a custom time zone database file that you create to meet your requirements
by editing an existing time zone database file.

Tasks for setting a custom time zone are:

1. Importing and Installing Time Zone Files on page 166

2. Configuring a Custom Time Zone on page 167

Importing and Installing Time Zone Files

To import and install time zone files, follow these steps:

1. Download the time zone files archive and untar them to a temporary directory such
as /var/tmp:

# mkdir -p /var/tmp/tz && cd /var/tmp/tz && rm *
# wget 'ftp://ftp.iana.org/tz/tzdata-latest.tar.gz'
# tar xvzf tzdata*gz
africa

antarctica

asia

australasia

europe
northamerica
southamerica
pacificnew

etcetera

factory

backward

systemv

solar87

solar88

solar89

iso3166.tab
zone.tab
leapseconds
yearistype.sh

e NOTE: If needed, you can edit the above untarred files to create or modify
time zones.

2. Select the names of time zone files to compile and feed them to the following script.
For example, to generate northamerica and asia tz files:

# /usr/libexec/ui/compile-tz northamerica asia
3. Enable the use of the generated tz files using the CLI:

[edit]

# set system use-imported-time-zones
[edit]

# set system time-zone ?

This should show the newly generated tz files in /var/db/zoneinfo/.
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4. Set the time zone and commit the configuration:

[edit]
# set system time-zone <your-time-zone>
# commit

5. Verify that the time zone change has taken effect:
[edit]

# run show system uptime

Configuring a Custom Time Zone

To use a custom time zone, follow these steps:

1. Download a time zones archive (from a known or designated source) to the router or
switch. Compile the time zone archive using the zic time zone compiler, which generates
tz files.

2. Using the CLI, configure the router or switch to enable the use of the generated tz files
as follows:

[edit]
user@host# set system use-imported-time-zones

3. Display the imported time zones (saved in the directory /var/db/zoneinfo/):

[edit]
user@host# set system time-zone ?

If you do not configure the router to use imported time zones, the Junos OS default
time zones are shown (saved in the directory /usr/share/zoneinfo/).

Related . Modifying the Default Time Zone for a Router or Switch Running Junos OS
D tati
ocumentation « NTP Overview
« NTP Time Server and Time Services Overview on page 31

. Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 177

« Use-imported-time-zones

Setting the Date and Time
1. Enter operational mode in the CLI.
2. Enter the following command:
user@switch> set date YYYYMMDDHHMM.ss source-address
For example, the following command sets the date and time.
user@switch# set date 201102151010.55
3. To set the date and time from an NTP server, enter the following command:

user@switch# set date ntp servers

Copyright © 2014, Juniper Networks, Inc. 167



Complete Software Guide for Junos® OS for the QFX Series, Release 13.2X51-D15

Documentation

For example, the following command sets the date and time from an NTP server:
user@switch# set date ntp 200.40.40.1
4. To set the date and time from more than one NTP server, enter the same command:
user@switch# set date ntp servers

For example, the following command sets the date and time from more than one NTP
server:

user@switch# set date ntp 200.40.40.1 200.40.40.2

. setdate

Specifying Access Privileges for Junos OS Operational Mode Commands

You can specify extended regular expressions by using the allow-commands and
deny-commands statements to define a user’s access privileges to individual operational
mode commands. Doing so takes precedence over a login class permissions bit set for
a user. You can include one deny-commands and one allow-commands statement in
each login class.

To explicitly provide use of anindividual operational mode command that would otherwise
be denied, include the allow-commands statement at the [edit system login
class class-name] hierarchy level:

[edit system login class class-name]
allow-commands "regular-expression”;

To explicitly deny access to an individual operational mode command that would
otherwise be supported, include the deny-commands statement at the [edit system login
class class-name] hierarchy level:

[edit system login class class-name]
deny-commands "regular-expression”;

If the regular expression contains any spaces, operators, or wildcard characters, enclose
the expression in quotation marks. Regular expressions are not case-sensitive.

allow-commands "show interfaces";

o NOTE: Modifiers are not supported within the regular expression string to be
matched. If a modifier is used, then nothing is matched.

For example, the deny command set protocols does not match anything,
whereas protocols matches protocols.

Explicitly providing access to operational mode commands using the allow-commands
statement adds to the regular permissions set using the permissions statement. Likewise,
explicitly denying access to operational mode commands using the deny-commands
statement removes permissions for the specified commands from the default permissions
provided by the permissions statement.
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Forexample, if a login class has the permission view and the allow-commands statement
includes the request system software add command, the specified login class user can
install software, in addition to the permissions specified by the view permissions flag.
Likewise, if a login class has the permission all and the deny-commands statement
includes the request system software add command, the specified login class user can
perform all operations allowed by the all permissions flag, except installing software
using the request system software add command.

If you allow and deny the same commands, the allow-commands permissions take
precedence over the permissions specified by deny-commmands. For example, if you include
allow-commands "request system software add" and deny-commands "request system
software add", the login class user is allowed to install software using the request system
software add command.

If you specify a regular expression for allow-commands and deny-commands with two
different variants of a command, the longest match is always executed.

For example, if you specify a regular expression for allow-commands with the
commit-synchronize command and a regular expression for deny-commands with the
commit command, users assigned to such a login class would be able to issue the commit
synchronize command, but not the commit command. This is because commit-synchronize
is the longest match between commit and commit-synchronize, and it is specified for
allow-commands.

Likewise, if you specify a regular expression for allow-commands with the commit
command and a regular expression for deny-commands with the commit-synchronize
command, users assigned to such a login class would be able to issue the commit
command, but not the commit-synchronize command. This is because commit-synchronize
is the longest match between commit and commit-synchronize, and it is specified for
deny-commands.

Anchors are required when specifying complex regular expressions with allow-commands
or deny-commands statements. For example, when specifying multiple commands using
the pipe (]) symbol for allow-commands, the following syntax is incorrect:
allow-commands = "(monitor.*)|(ping.*)| (show.*)|(exit)" . Instead, you must specify the
expression using the following syntax: allow-commands = "(“monitor) | ("ping) | ("show)
| (Cexit)" OR allow-commands =""(monitor | ping | show | exit)"

Related . Example: Configuring Access Privileges for Operational Mode Commmands on page 1263
D tati
ocumentation « Regular Expressions for Allowing and Denying Junos OS Operational Mode Commands
on page 1220
. allow-commands

« deny-commands
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Synchronizing and Coordinating Time Distribution Using NTP

Using NTP to synchronize and coordinate time distribution in a large network involves
these tasks:

1. Configuring NTP on page 170
2. Configuring the NTP Boot Server on page 170
3. Specifying a Source Address for an NTP Server on page 170

Configuring NTP

« Toconfigure NTP on the router or switch, include the ntp statement at the [edit system]
hierarchy level:

[edit system]

ntp {
authentication-key number type type value password,
boot-server (address | hostname);
broadcast <address> <key key-number> <version value> <ttl value>;
broadcast-client;
multicast-client <address >;
peer address <key key-number> <version value> <prefer>;
server address <key key-number> <version value> <prefer>;
source-address source-address;
trusted-key [ key-numbers 1;

Configuring the NTP Boot Server

When you boot the router or switch, it issues an ntpdate request, which polls a network
server to determine the local date and time. You need to configure a server that the router
or switch uses to determine the time when the router or switch boots. Otherwise, NTP
will not be able to synchronize to a time server if the server’s time appears to be very far
off of the local router’s or switch’s time.

« Toconfigure the NTP boot server, include the boot-server statement at the [edit system
ntp] hierarchy level:

[edit system ntp]
boot-server (address | hostname);

Specify either the IP address or the hostname of the network server.

Specifying a Source Address for an NTP Server

For IP version 4 (IPv4), you can specify that if the NTP server configured at the [edit system
ntp] hierarchy level is contacted on one of the loopback interface addresses, the reply
always uses a specific source address. This is useful for controlling which source address
NTP uses to access your network wheniit is either responding to or sending an NTP client
request from your network.
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To configure the specific source address that the reply will always use, and the source
address that requests initiated by NTP server will use, include the source-address
statement at the [edit system ntp] hierarchy level:

[edit system ntp]
source-address source-address;

source-address is a valid IP address configured on one of the router or switch interfaces.

0 NOTE: If a firewall filter is applied on the loopback interface, ensure that the
source address specified for the NTP server at the [edit system ntp] hierarchy
level is explicitly included as one of the match criteria in the firewall filter.
This enables the Junos OS to accept traffic on the loopback interface from
the specified source address.

The following example shows a firewall filter with the source address
10.0.10.100 specified in the from statement included at the [edit firewall filter
firewall-filter-name] hierarchy:

[edit firewall filter Loopback-Interface-Firewall-Filter]
term Allow-NTP {
from {
source-address {
172.17.27.46/32; // P address of the NTP server
10.0.10.100/32; // Source address specified for the NTP server
}
then accept;
1
1

If no source address is configured for the NTP server, include the primary
address of the loopback interface in the firewall filter.

Related . NTP Time Server and Time Services Overview on page 31

Documentation
. Example: Configuring NTP as a Single Time Source for Router and Switch Clock

Synchronization on page 177

Viewing Core Files from Junos OS Processes

When an internal Junos process generates a core file, the output found at /var/crash/
and /var/tmp/ can now be viewed. This provides a quick method of finding core issues
across large networks.

Use the CLI command show system core-dumps to view core files.

root@host> show system core-dumps

-rW——————-— 1 root wheel 268369920 Jun 18 17:59 /var/crash/vmcore.0
-rw-rw---- 1 root field 3371008 Jun 18 17:53 /var/tmp/rpd.core.0
-rw-r--r-- 1 root wheel 27775914 Jun 18 17:59 /var/crash/kernel.0
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Related
Documentation

« Saving Core Files from Junos OS Processes

. Saving Core Files Generated by Junos OS Processes on page 165

Configuration Examples

« Example: Changing the Requirements for Junos OS Plain-Text Passwords on page 172
« Example: Configuring the Domain Name for the Router or Switch on page 174

« Example: Configuring the Name of the Switch, IP Address, and System ID on page 174
« Example: Configuring NTP on page 174

« Example: Configuring NTP as a Single Time Source for Router and Switch Clock
Synchronization on page 177

Example: Changing the Requirements for Junos OS Plain-Text Passwords

CLI Quick
Configuration

This example shows how to set various maximum and minimum requirements for
plain-text passwords to increase password strength.

« Requirements on page 172
« Overview on page 172

« Configuration on page 172

Requirements

This example requires a device running Junos 12.2 or greater. The minimum-length and
maximum-length password requirements statements are available in earlier releases,
however, you must have Junos OS Release 12.2 or greater to configure
minimum-lower-cases, minimum-numerics, minimum-punctuations, or
minimum-upper-cases.

Overview

You can use a variety of requirements to strengthen plain-text passwords for greater
security. Junos OS provides a number of possible configurations at the [edit system login
password] hierarchy level that allow you to require users to create plain-text passwords
that conform to a particular set of requirements that may include such things as length,
number of changes, type of characters, numbers, or letter case.

Configuration

To quickly configure this example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network
configuration, and then copy and paste the commands into the CLI at the [edit] hierarchy
level.

set system login password minimum-length 12
set system login password maximum-length 22

set system login password minimum-numerics 1

172

Copyright © 2014, Juniper Networks, Inc.



Chapter 5: Configuration

set system login password minimum-upper-cases 1
set system login password minimum-lower-cases 1

set system login password minimum-punctuations 1

Configuring Requirements for Plain-Text Passwords

Step-by-Step  This example configures password requirements that require the user to creat a password
Procedure that has a minimum length of 12 characters, a maximum length of 22 characters, and
that includes at least one lower-case letter, at least one upper-case letter, at least one
punctuation character, and at least one numeric character.

1. Navigate to configuration mode in the [system login password] hierarchy level.

user@host> edit
[edit]
user@host# edit system login password

2. Setaminimum length requirement of 12 characters and a maximum length
requirement of 22 characters for user passwords.

[edit system login password]
user@host# set minimum-length 12
[edit system login password]
user@host# set maximum-length 22

3. Require users to set a password that has at least one lower-case letter and at least
one upper-case letter.

[edit system login password]
user@host# set minimum-lower-cases 1
[edit system login password]
user@host# set minimum-upper-cases 1

4. Require users to set a password that has at least one punctuation-class character
and at least one number.

[edit system login password]
user@host# set minimum-punctuations 1
[edit system login password]
user@host# set minimum-numerics 1

Results

From configuration mode, confirm your configuration by entering the show command at
the edit system login password hierarchy level. if the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

[edit system login password]
user@host# show
minimum-length 12;
maximum-length 22;
minimum-numerics 1;
minimum-upper-cases 1;
minimum-lower-cases 1,
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Related . Special Requirements for Junos OS Plain-Text Passwords on page 1221

Documentation .
v ! . password (Login)

Example: Configuring the Domain Name for the Router or Switch
The following example shows how to configure the router or switch domain name:

[edit]
user@host# set system domain-name company.net
[edit]
user@host# show
system {
domain-name company.net;

}

Related . domain-name on page 246

D mentation
ocumentatio « Configuring the Domain Name for the Router or Switch on page 136

Example: Configuring the Name of the Switch, IP Address, and System ID

The following example shows how to configure the switch name, map the name to an
|IP address and alias, and configure a system identifier:

[edit]
user@switcht# set system host-nameswitch-s;jl
[edit]
user@switch# set system static-host-mapping switch-sjl inet 192.168.1.77
[edit]
user@switcht# set system static-host-mapping switch-sj1 alias sj1
[edit]
user@switch# set system static-host-mapping switch-sjl sysid 1921.6800.1077
[edit]
user@switcht# show
system {
host-name switch-sjl;
static-host-mapping {
switch-sj1 {
inet 192.168.1.77,
alias sjt;
sysid 1921.6800.1077;
}
1
1

Related . Configuring Basic Router or Switch Properties
Documentation

Example: Configuring NTP

The Network Time Protocol (NTP) provides the mechanisms to synchronize time and
coordinate time distributionin a large, diverse network. NTP uses a returnable-time design
in which a distributed subnet of time servers operating in a self-organizing, hierarchical
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primary-secondary configuration synchronizes local clocks within the subnet and to
national time standards by means of wire or radio. The servers also can redistribute
reference time using local routing algorithms and time daemons.

This example shows how to configure NTP:

« Requirements on page 175
« Overview on page 175
« Configuration on page 175

« Verification on page 176

Requirements

This example uses the following software and hardware components:

« Junos OS Release 11.1 or later

« A switch connected to a network on which an NTP boot server and NTP server reside

Overview

Debugging and troubleshooting are much easier when the timestamps in the log files of
all switches are synchronized, because events that span a network can be correlated
with synchronous entries in multiple logs. We recommend using the Network Time
Protocol (NTP) to synchronize the system clocks of your switch and other network
equipment.

In this example, an administrator wants to synchronize the time in a switch to a single
time source. We recommend using authentication to make sure that the NTP peer is
trusted. The boot-server statement identifies the server from which the initial time of day
and date are obtained when the router or switch boots. The server statement identifies
the NTP server used for periodic time synchronization. The authentication-key statement
specifies that an HMAC-Message Digest 5 (MD5) scheme is used to hash the key value
for authentication, which prevents the switch from synchronizing with an attacker’s host
that is posing as the time server.

Configuration

To configure NTP:

CLIQuick Toquickly configure NTP, copy the following commands and paste them into the switch’s
Configuration terminal window:

[edit system]

set ntp boot-server 10.1.4.1

set ntp server 10.1.4.2

set ntp authentication-key 2 type md5 value "$9$aH1j8"

Step-by-Step To configure NTP:

Procedure
1. Specify the boot server:

[edit system]
user@switch# set ntp boot-server10.1.4.1
2. Specify the NTP server:
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Results

Purpose

Action

Meaning

Purpose

[edit system]
user@switch# setntp server10.1.4.2

3.  Specify the key number, authentication type (MD5), and key for authentication:

[edit system]
user@switch# set ntp authentication-key 2 type md5 value "$9%$aH]1j8"

Check the results:

[edit system]

user@switch# show

ntp {
boot-server 10.1.4.1;
authentication-key 2 type md5 value "$9%$aH1j8"; ## SECRET-DATA
server 10.1.4.2;

1

Verification

To confirm that the configuration is correct, perform these tasks:

« Checking the Time on page 176
« Displaying the NTP Peers on page 176
« Displaying the NTP Status on page 177

Checking the Time

Check the time that has been set on the switch.

Enter the show system uptime operational mode command to display the time.

user@switch> show system uptime

fpcO:

Current time: 2009-06-12 12:49:03 PDT

System booted: 2009-05-15 06:24:43 PDT (4w0d 06:24 ago)

Protocols started: 2009-05-15 06:27:08 PDT (4w0d 06:21 ago)

Last configured: 2009-05-27 14:57:03 PDT (2wld 21:52 ago) by adminl
12:49PM up 28 days, 6:24, 1 user, load averages: 0.05, 0.06, 0.01

The output shows that the current date and time are June 12, 2009 and 12:49:03 PDT.

The switch booted 4 weeks, 6 hours, and 24 minutes ago, and its protocols were started
approximately 3 minutes before it booted. The switch was last configured by user admini

on May 27,2009, and there is currently one user logged in to the switch.

The output also shows that the load average is 0.05 seconds for the last minute, 0.06
seconds for the last 5 minutes, and 0.01 seconds for the last 15 minutes.

Displaying the NTP Peers

Verify that the time has been obtained from an NTP server.

176
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Action Enter the show ntp associations operational mode command to display the NTP server
from switch obtained its time.

user@switch> show ntp associations
remote refid st t when poll reach delay offset jitter

*ntp5.domainl.ne .GPS. 1 u 414 1024 377 3.435 4.002 0.765

Meaning The asterisk (*) in front of the NTP server name, or peer, indicates that the time is
synchronized and obtained from this server. The delay, offset, and jitter are displayed in
milliseconds.

Displaying the NTP Status

Purpose View the configuration of the NTP server and the status of the system.

Action Enter the show ntp status operational mode command to view the status of the NTP.

user@switch> show ntp status

status=0644 leap_none, sync_ntp, 4 events, event_peer/strat_chg,
version="ntpd 4.2.0-a Mon Apr 13 19:09:05 UTC 2009 (1)",
processor="powerpc", system="JUNOS9.5R1.8", leap=00, stratum=2,
precision=-18, rootdelay=2.805, rootdispersion=42.018, peer=48172,
refid=172.17.28.5,

reftime=cddd397a.60e6d7bf Fri, Jun 12 2009 13:30:50.378, poll=10,
clock=cddd3blb.ec5a2bb4 Fri, Jun 12 2009 13:37:47.923, state=4,
offset=3.706, frequency=-23.018, jitter=1.818, stability=0.303

Meaning The output shows status information about the switch and the NTP.

Related . NTP Time Server and Time Services Overview on page 31
Documentation . ntpon page 268
« Configuring the NTP Time Server and Time Services on page 143
« CLIExplorer

« Junos OS Baseline Network Operations Guide

Example: Configuring NTP as a Single Time Source for Router and Switch Clock Synchronization

Debugging and troubleshooting are much easier when the timestamps in the log files of
all the routers or switches are synchronized, because events that span the network can
be correlated with synchronous entries in multiple logs. We strongly recommend using
the Network Time Protocol (NTP) to synchronize the system clocks of routers, switches,
and other network equipment.

By default, NTP operates in an entirely unauthenticated manner. If a malicious attempt
to influence the accuracy of a router or switch’s clock succeeds, it could have negative
effects on system logging, make troubleshooting and intrusion detection more difficult,
and impede other management functions.

The following sample configuration synchronizes all the routers or switches in the network
to a single time source. We recommend using authentication to make sure that the NTP
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Related
Documentation

peer is trusted. The boot-server statement identifies the server from which the initial time
of day and date is obtained when the router boots. The server statement identifies the
NTP server used for periodic time synchronization. The authentication-key statement
specifies that an HMAC-Message Digest 5 (MD5) scheme should be used to hash the
key value for authentication, which prevents the router or switch from synchronizing with
an attacker’s host posing as the time server.

[edit]
system {
ntp {
authentication-key 2 type md5 value "$9%aH1j8gqQlgjyigjhgjgiiiii"; # SECRET-DATA
boot-server 10.1.4.1;
server10.1.4.2;
1
}

« NTP Overview

« NTP Time Server and Time Services Overview on page 31
. authentication-key

. boot-server on page 232

. serveron page 280

« show ntp associations on page 849

« show ntp status on page 851

Configuration Statements

« QFX Series CLI Hierarchy on page 181
. access-end on page 220

« access-start on page 221

« accounting on page 222

« accounting-port on page 223

« allow-commands on page 223

« allow-configuration on page 224

- allowed-days on page 224

. allow-transients on page 225

« announcement on page 225

« archival on page 226

- arp (System) on page 227

« authentication (Login) on page 228
« authentication-key on page 229

« authentication-order on page 230

« auxiliary on page 231

178
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« boot-server (NTP) on page 232

« broadcast on page 233

« broadcast-client on page 234

« change-type on page 234

« checksum on page 235

« class (Defining Login Classes) on page 236
« class (Assigning a Class to an Individual User) on page 237
« commit on page 238

« compress-configuration-files (System) on page 239
« console (Physical Port) on page 240

. default-address-selection on page 241

« deny-commands on page 242

« deny-configuration on page 243

« destination (Accounting) on page 244

« destination-override on page 245

. direct-access on page 245

« domain-name on page 246

« domain-search on page 246

« explicit-priority on page 247

. events on page 248

. format on page 248

+ host-name on page 249

« icmpv4-rate-limit on page 249

« idle-timeout on page 250

« internet-options on page 250

« |2-learning on page 251

« load-key-file on page 252

« location on page 253

« login on page 254

« login-alarms on page 255

- login-tip on page 255

« max-configurations-on-flash on page 256
« maximum-length on page 256

« message on page 257

« minimum-changes on page 257

« minimum-length on page 258

« minimum-lower-cases on page 259
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« minimum-numerics on page 260

« minimum-punctuations on page 261

« Minimum-upper-cases on page 262

« multicast-client on page 262

« name-server on page 263

« no-multicast-echo on page 264

« no-ping-record-route on page 265

« No-ping-time-stamp on page 265

« no-redirects (IPv4 Traffic) on page 266

« no-split-detection on page 267

- ntp on page 268

« optional on page 268

« password (Login) on page 269

« peeronpage 270

« permissions on page 271

« port (TACACS+ Server) on page 271

« ports on page 272

« radius (System) on page 273

« refresh (Commit Scripts) on page 274

« refresh-from (Commit Scripts) on page 274
« retry on page 275

« retry-options on page 276

« root-authentication on page 277

« saved-core-context on page 278

« saved-core-files on page 278

« secret on page 279

« server (TACACS+ Accounting) on page 279
« server (NTP) on page 280

« server (RADIUS Accounting) on page 281

« single-connection on page 281

« source (Commit Scripts) on page 282

« source-address (NTP, RADIUS, System Logging, or TACACS+) on page 282
« source-port (Port Addresses) on page 283
« ssh-dsa on page 283

« ssh-rsa on page 284

« static-host-mapping on page 285

« structured-data on page 286
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« syslog (System) on page 287

 system on page 289

. tacplus on page 294

« tacplus-server on page 295

« timeout on page 296

« time-format on page 297

« time-zone on page 298

« traceoptions (Commit Scripts) on page 300
« traceoptions (Layer 2 Learning) on page 302
« tracing on page 304

« trusted-key on page 305

« uid on page 305

« uUse-imported-time-zones on page 306

« user (Access) on page 306

QFX Series CLI Hierarchy

This topic contains the full command-line interface (CLI) statement hierarchy for the
QFX Series.

« [edit access] Hierarchy on page 181

« [edit accounting-options] Hierarchy on page 182

« [edit chassis] Hierarchy on page 183

« [edit class-of-service] Hierarchy on page 185

« [edit ethernet-switching-options] Hierarchy on page 187
« [edit fabric] Hierarchy on page 189

« [edit fc-fabrics] Hierarchy on page 190

« [edit fc-options] Hierarchy on page 191

« [edit firewall] Hierarchy on page 191

« [edit groups] Hierarchy on page 192

« [edit interfaces] Hierarchy on page 192

« [edit policy-options] Hierarchy on page 198

« [edit protocols] Hierarchy on page 198

« [edit security] Hierarchy on page 211

« [edit snmp] Hierarchy on page 211

« [edit system] Hierarchy on page 215

« [edit vlans] Hierarchy on page 220

[edit access] Hierarchy

access {
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address-assignment
pool pool-name
address-poolpool-name
profile profile-name {
accounting {
accounting-stop-on-access-deny;
accounting-stop-on-failure;

(authentication-order (ldap radius | none);

order (radius | none);
1
radius {
accounting-server [server-addresses];

authentication-server [server-addresses];

}
}
}

[edit accounting-options] Hierarchy

accounting-options {
class-usage-profile profile-name {
destination-classes {
destination-class-name;
}
file filename;
interval minutes;
source-classes {
source-class-name;
}
1
file filename {
archive-sites {
site-name;
}
files number;
nonpersistent;
size bytes;
start-time time;
transfer-interval minutes;
1
filter-profile profile-name {
counters {
counter-name;
1
file filename;
interval minutes;
1
interface-profile profile-name {
fields {
input-bytes;
input-errors;
input-multicast;
input-packets;
input-unicast;
output-bytes;
output-errors;

182
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output-multicast;
output-packets;
output-unicast;
rpf-check-bytes;
rpf-check-packets;
rpf-check6-bytes;
rpf-check6-packets;
unsupported-protocol;
}
file filename;
interval minutes;
1
mib-profile profile-name {
file filename;
interval minutes;
object-names {
mib-object-name;
}
operation (get | get-next | walk);
1
policy-decision-statistics-profile profile-name {
application-aware-access-list-fields {
address;
application;
application-group;
input-bytes;
input-interface;
input-packets;
mask;
output-bytes;
output-packets;
subscriber-name;
timestamp;
vrf-name;
}
file filename;
1
routing-engine-profile profile-name {
fields {
field-name;
}
file filename;
interval minutes;
1
}

[edit chassis] Hierarchy

interconnect-device {
alarm {
interface-type {
link-down (red | yellow | ignore);
}
1

container-devices {
device-count number;
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1
craft-lockout {
alarm {
interface-type {
link-down (red | yellow | ignore);
1
}
container-devices {
device-count number;
}
fpcslot {
power (on | off);
}
routing-engine {
on-disk-failure {
disk-failure-action (halt | reboot);
}
}
1
fpcslot {
power (on | off);
1
routing-engine {
on-disk-failure {
disk-failure-action (halt | reboot);
}
1
}
chassis {
routing-engine {
redundancy {
failover {
on-disk-failure {
disk-failure-action (halt | reboot);
}
on-loss-of-keepalives;
}
graceful-switchover;
1
aggregated-devices {
ethernet {
device-count number,
}
alarm {
interface-type {
alarm-name (red | yellow | ignore);
}
}
1
forwarding-options profile-name {
num-65-127-prefix value
1
fpcslot {
auto-speed-detection disable
pic pic-number{
port port-number{
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tunnel-port port-number tunnel-services;
channel-speed speed;
}
port-range port-range-low port-range-high {
channel-speed speed;
1
1
1
maximum-ecmp next-hops;

}

[edit class-of-service] Hierarchy

class-of-service {
classifiers {

(dscp | dscp-ipv6 | ieee-802.1 | exp) classifier-name {
import (classifier-name | default);
forwarding-class class-name {

loss-priority level {
code-points [ aliases ] [ bit-patterns 1;
1
1
}
1
code-point-aliases {

(dscp| dscp-ipv6 | ieee-802.1) {

alias-name bits;

}
1
congestion-notification-profile profile-name {
input {
ieee-802.1{
code-point [code-point-bits] {
pfc{
mru mru-value;
}
1
1
cable-length cable-length-value;
}
output {
ieee-802.11
code-point [code-point-bits] {
flow-control-queue [queue | list-of-queues];
1
1
}
1

drop-profiles {
profile-name {
interpolate {
fill-level low-value fill-level high-value drop-probability O drop-probability
high-value;
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forwarding-class class-name {
loss-priority level {
code-points [ aliases ] [ bit-patterns ];
}
1
forwarding-class class-name {
scheduler scheduler-name;
1
forwarding-class-sets forwarding-class-set-name {
class class-name;
1
forwarding-classes {
class {
class-name {
gueue-num queue-number <no-loss>;
}
}
1
host-outbound-traffic{
forwarding-class class-name;
dscp-code-point code-point;
1
interfaces {
interface-name {
congestion-notification-profile profile-name {
1
forwarding-class lossless-forwarding-class-name;
forwarding-class-set forwarding-class-set-name {
output-traffic-control-profile profile-name;
1
rewrite-value {
input {
ieee-802.1{
code-point code-point-bits;
}
1
1
unit logical-unit-number {
classifiers {
(dscp | dscp-ipv6 | ieee-802.1 exp) (classifier-name | default);
1
forwarding-class class-name;
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1) (classifier-name | default);
1
}
}
1
multi-destination {
classifiers {
(dscp | ieee-802.1) classifier-name;
}
1
rewrite-rules {
(dscp | dscp-ipv6 | ieee-802.1| exp) classifier-name {
import (rewrite-name | default);
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forwarding-class class-name {
loss-priority priority code-point (alias | bits);
}
}
1

scheduler-maps {
map-name {
forwarding-class class-name scheduler scheduler-name;
1
}

schedulers {
scheduler-name {
buffer-size (percent percentage | remainder);
drop-profile-map loss-priority (low | medium-high | high) protocol protocol
drop-profile drop-profile-name;
priority priority;
shaping-rate (rate | percent percentage);
transmit-rate (percent percentage);
}
1
shared-buffer {
egress {
percent percent;
buffer-partition (lossless | lossy | multicast) {
percent percent
1
}
ingress {
percent percent;
buffer-partition (lossless | lossless-headroom | lossy) {
percent percent
1
}
}

system-defaults {
classifiers exp classifier-name;

1

traffic-control-profiles profile-name {
guaranteed-rate(rate| percent percentage);
scheduler-map map-name;
shaping-rate (rate| percent percentage);

}

1

[edit ethernet-switching-options] Hierarchy

ethernet-switching-options {
analyzer {
name {
input {

egress {
interface (all | interface-name);

1

ingress {
interface (all | interface-name);
vlan (vlan-id | vlan-name);
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1
output {
interface interface-name;
ip-address ip-address;
vlan (vlan-id | vlan-name);
1
1
1
bpdu-block {
interface (all | [interface-name]);
disable-timeout timeout;
1
dotlg-tunneling {
ether-type (0x8100 | 0x88a8 | 0x9100)
1
interfaces interface-name {
no-mac-learning;
1
mac-table-aging-time seconds {
1
port-error-disable {
disable-timeout timeout;
1
secure-access-port {
dhcp-s